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Abstract

Internet of Things (IoT) has drawn much attention in recent years. With IoT, physical
world entities get connected through internet. IoT is used currently in various applica-
tions, such as environmental monitoring, control systems, farming, home automation,

security and surveillance systems etc.

The aim of this research is to design a low-cost, energy-efficient, reliable and scalable em-
bedded application for the smart greenhouse monitoring system. The IoT based system
designed in this thesis uses various sensors to measure the air and soil quality parame-
ters in the greenhouse, and monitor real-time data online using web-server and mobile
phone based applications. A ZigBee based wireless sensor network is implemented to
transport various sensory data to the gateway. Among other contributions, the designed
system develops a new routing algorithm by introducing a confirmed delivery of packets
and re-routing features. We also introduced an efficient cost metric for making routing
decisions within WSN using hops count, and simple bi-directional link quality estimator
using PRR and current battery voltage of neighbor nodes. We also verified the stability
of the system by conducting various performance tests. The system is equipped with
data analytic functions for the online examination of the data. The designed system
adopts event-based triggering and data aggregation methods to reduce the number of
transmissions, and develops a new algorithm for such purpose. The web-server and mo-
bile applications have user interface to display the output of the data analytic services,

warning, control operations and give access to query data of the user’s interest.
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Chapter 1

Introduction

Sensors are devices which sense the physical environment and provide measurements of
various physical parameters in the form of electrical signals. Sensors measuring physical
environmental parameters are readily available in the market, and are becoming more
accurate, smaller, cheaper, making them suitable and easily usable in embedded system
designs. They can be used for environmental monitoring, home-automation, military
applications, crops health monitoring/precision farming etc. Online monitoring and au-
tomation were not available up until relatively recently. For example, air and soil quality
monitoring was implemented by collecting physically water and soil samples, and send-
ing them to relevant laboratories (away from the location of farming) for analysis. The
time duration elapsing between collection of the sample to getting the results was usually
quite lengthy. The growing accuracy of modern sensors, combined with the convenient
transportation of information through wireless networks and the expansive growth of on-
line services, provided the foundation for the development of a series of applications that
revolutionized farming, by simplifying considerably the gathering of samples, reducing
considerable the time between collection and processing of those samples, and cutting
down the cost the cultivator has to face in order to have those results made available.
These new applications fall under the terms of intelligent farming and precision farming.
At present, a new transformation of telecommunications and information technologies
infrastructure is happening, as we move from Internet focused network to an Internet of
Things (loT) focus networking. Incorporation of 10T generated new applications gener-
ates the potential for new considerably more advanced, time and cost cutting precision

farming.
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1.1 Precision Farming System

Figure 1.1: Description of modern precision farming system [1]

Farming is very critical to human race, as lack of adequate food production has been
proved to be source of famine, war, and social instability. The systematic farming
approach includes cultivating and harvesting crops under the direct or indirect super-
vision of farmers using advanced technologies. Undoubtedly, farming is the life-line
for many rural areas and has gradually become more prevalent in urban areas includ-
ing cities where we experience vertical farming [2]. Modern advanced methodologies
have appeared in support of intelligent farming, also known as precision farming, for
the production of high quality crops at high volume. A precision farming system in-
cludes monitoring, immediate noti cation and response when crops experience harmful

changes, automation and control etc.

The needs of wireless sensor networks for precision farming are obvious, such as the
needs of remote/online monitoring, modern farming paradigm shift, distant diagnosis,

and asset tracking, as depicted in Figure 1.1. Use of wireless sensor networks (WSN)
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technologies can signi cantly benet various processes occurring during the farming
cycle, starting from cultivation and all the way to harvesting of crops. Wireless sensor
networks enable collection, storage and exchange of sensor data. A precision farming
system making use of IoT and WSN plays a vital role in precision farming by improving
the monitoring and control processes. Various aspects of farming, for example, irrigation,
harvesting, measuring quality of air and soil, measuring vegetation indices, monitoring
of temporal stability, distributed valley irrigation, use of alarming system, can bene t

by the combine use of 1oT and WSN technologies.

In farming sectors, air quality parameters, for example, temperature, heat-index, hu-
midity, dew-point, carbon-dioxide (CO2), carbon-monoxide (CO), methane (CH4), light
intensity level and soil quality indices (such as soil moisture, PH level) a ect directly
or indirectly the health of the crops [2]. The air quality parameters remain uctuat-

ing because of seasonal or sudden erratic weather changes and pollutants content in
the environment. Arti cial environment created for farming, for example, greenhouse
sectors, contain various electronics devices, such as light emitting diodes, which pro-
duce uctuation to the temperature levels of the greenhouse. Also, the closed in-house
air contains pollutants and unwanted gases which tend to accumulate. The situation

becomes problematic when manual monitoring and provisioning is used.

Temperature is a crucial factor to the growth and development of the crops and regulates
the rate at which physiological process occur. Temperature must be kept in certain range
for any vital process to be sustained and enable grow. The response to temperature
is conditioned by other environmental parameters as well, e.g. humidity, moisture.
According to [2] and several of the references provided in it, the optimum temperature
range for the growth of most crops cultivated in a greenhouse is between 20 to 2%. For
temperatures below 10 C, the growth of most crops drops drastically but some growth
occurs and keeps healthy plants temperatures as low as &. Temperatures above 25 C

is not preferred as it a ects negatively the plants' growth. Temperatures above 35 C
may even completely stop the growth of the plants, even with su cient moisture present.
Photosynthesis occurring at the leaves of the plants is blocked by high-temperature [2].
Photosynthesis can be blocked due to damage occurring on the plant's leaves' tissues

due to high temperature.

Relative humidity keeps uctuating with change in temperature and the transpiration
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process increases the moisture content of the greenhouse air. Maintainability of the
relative humidity below a threshold value is a common practice and is achieved by
regulating amount of water content on the basis of if t is day or night. Generally, it is

wished that the humidity is kept at low level.

Water is crucial for all living beings. So, plants require adequate water supply to grow
properly. Lack of adequate water directly a ects the growth, and survival ability of
the plants; it could even initiate their decay immediately. De ciency of water in plant
tissues occurs when the rate of transpiration exceeds that of water consumption by the
roots [3]. Lack of adequate water in soil decreases optimal photosynthesis and slows the

growth of roots [3].

Transpiration is the process through which plants carry water content from roots to
the small pores on their leaves, and from there slowly evaporates to the atmosphere.
According to [3], plants contribute an additional 10-15 % of water content in the atmo-
sphere via this process and transpire water that weights many times the plant's weight

during its development period.

In the photosynthesis of the plants, humidity and temperature play a crucial role. Pho-
tosynthesis is the process through which plants generate energy for their growth, and is
based on CO2 absorption, light exposure and water content in the plant. The quality of
the plant in terms of growth and development is directly proportional to how well the

photosynthesis process is performed.

Light is a critical factor to the growth and the development of the plants. However,
di erent plants have di erent light exposure requirements. Both, inadequate and exces-
sive light intensities are injurious. According to [4], a plant's optimal exposure to light
increases the rate of photosynthesis. Lack of light exposure results in the plants devel-
oping unusually extended inter-nodes, generates "whiteness" on the leaves and stops the
growth of the roots. Very high light intensity should also be avoided as it can burn the

leaves and reduces the crop production.

In summary, careful management is required in terms of monitoring soil and air quality

parameters; a task that is assigned to precision farming system.
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1.2 Motivation of Research

As of today, a large number of farming enterprises, whether they are large-scale (corpo-
rate) or small-scale (e.g. family run) still are not fully emerged in the use of advanced
precision farming technologies. Farmers are still dependant on having tests mount o
the premises (in various far from the farm's location laboratories), with the results
becoming available after considerable lapse of time. It is accurate to say that use of
modern information and communication services, including the emerging loT have not
been adopted by the farming industry nor used aggressively in their infrastructure and
operational process. This realization directed us to the conclusion that, should we de-
sign and develop a plants health monitoring system that combines state-of-the-art 10T
technologies and precision farming, we would have made a valuable contribution to the

farming sector, probably at global scale.

1.3 Scope of Research

Scope of this research is the thorough design and implementation of an intelligent real-
time plants health monitoring system that makes uses of advanced sensing, WSN and
loT technologies. The designed system is suitable for greenhouse farming. A closed loop
monitoring system is developed, which acquires sensor data, processes and transforms
it to visual information that is easily understood and made use of by the growers.
The visually displayed information is accessible through web-server access and Android
based mobile applications. A ZigBee based wireless sensor network is designed for the
transportation of sensor collected data. It provides a very exible, scalable, and easily
re-con gurable data transport solution, which is as much suitable for large cultivation
areas, as is for small agricultural businesses. The designed system enables the cultivator
to identify the plant diseases at its initial stages. It does so by analyzing sensor data

from past samples using descriptive data analytic services.
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1.4 Objectives of Research

The research objective is to contribute to the advancement of precision farming technolo-
gies by designing a crops monitoring system that makes use of WSN and IoT technolo-
gies. The developed system has the capability to monitor, analyze online, and process
various air and soil quality parameters associated with the condition of crops grown
in greenhouses. The online monitoring, sample analysis and control techniques help to
regulate various indices, balance nutrition level and maintain the crops' photosynthesis

processes at its optimal level.

The designed system exhibits the following characteristics of 10T that allow it to meet

the needs of precision farming.

The system has incorporated cloud based web and mobile applications to enable
online visualization of real-time streaming data. It is also equipped with data

analytic functions for the examination of the data.

The system does not get a ected by occasional node failures caused by a variety of
reasons, such as battery drainage, decay or hardware failure etc. of one of the inter-
mediate nodes because the system has reliable transmission using acknowledgment

of packets and retry counts.

The developed system is scalable and easily deployable. It works as e ectively for
large deployments as it does for small ones, and can be expanded or reduced with

minimal changes.

The system is designed using power-e cient embedded devices and a communica-

tion module (i.e. ZigBee), which is the defacto standard for WSNs.

The computational complexity of the sensor nodes during sensor data acquisition

and routing is kept low.

The system is easy to develop and debug as its design is based on an open source

software platform.

The system is designed to minimize the number of transmissions during routing

by using data aggregation/fusion that is performed in the wireless sensor nodes.
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1.5 Contributions

We developed a low-cost 10T based smart greenhouse monitoring system, which takes
information about air and soil quality parameters inside the greenhouse and upload it

to the web server, where it is accessible anytime and anywhere through internet. The
system is smart because our various design approaches enable this system to create a self-
forming, self-protecting routes within WSN, and self-monitoring environment with the
help of internet based web server, which is aware of current status of the greenhouse and

the possibility of raising an automatic alarm if the some unexpected event is generated.

The main research contributions of this thesis are summarized as follows:

Our server, based on MEAN stack, accepts sensor data transported via the gate-
way node and keeps the same in the database, and enables faster access of data
to analyze it from the descriptive data analytic services. Our data analysis tech-
niques using past data are more detailed and useful to the users, as compared
to other existing 10T based farming monitoring system. We deployed the system

in the greenhouse and can monitor it remotely via both web server and mobile

application.

We also developed a multi-hop WSN in routing. The sensor node can form routes
automatically to transport data to the gateway node. The sensor nodes are also
capable of re-routing to an alternate address if any of the intermediate nodes fails.
Our WSN system performs better in terms of reliability with many other tradi-
tional WSN routing methods. We validated the implementation after thorough
testing, and did performance evaluation in terms of network setup time, latency,

battery consumption etc.

We also introduced an e cient cost metric for making routing decisions within
WSN using hops count, and simple bi-directional link quality estimator using PRR

and current battery voltage of neighbor nodes.

We also implemented the methods which allow a new node to be integrated easily
into the existing network, and a failed node be removed from the routing table.

We validated the results successfully.
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We also implemented a new threshold-based event-triggering method of transmit-
ting sensor data collected from nodes to reduce the number of transmissions within

WSN to reduce energy consumption.

1.6 Organization of Thesis

The remainder of this thesis consists of nine chapters, including conclusions and future

research. A brief description of each chapter is presented below:

Chapter 2 provides a brief description to the Internet of Things (IoT) and its overall
functional architecture. It provides high-level design on how the I0T based functional
architecture can be mapped on the design architecture of precision farming. It also

provides a brief description of WSN and wireless communication standards.

Chapter 3 describes the hardware platform. It provides detailed hardware description of
the sensors, the micro-controller unit, radio, mini-computer and other accessories, and

how they are integrated together.

Chapter 4 describes the software platform. It provides detailed description of the open
source platform, development environment, operating system, various tools, program-

ming language required for the implementation of our system.

Chapter 5 describes the ZigBee protocol stack, its architecture and the serial protocols.

It also reviews various routing protocols in WSN.

Chapter 6 surveys the previous research in 0T based smart monitoring projects and

various experimental setups. It also reviews routing protocols in WSN.

Chapter 7 provides detailed description of the design choices available and made for the
developed 0T based greenhouse monitoring system. It also presents our implementa-
tion of new routing algorithm and detailed programming methodologies, along with the

owcharts and the selected approaches.

Chapter 8 provides the results achieved during testing and performance evaluation of
WSN routing. It also provides the web server data visualization and data analytic

results.

Chapter 9 concludes this thesis and discusses future scope of research.



Chapter 2

loT and WSN

21 loT

The Internet of Things (IoT) is comprised by the integration of various technologies
associated with the emerging wave of the internet-connected things which are part of
the physical environment [5]. It is a system of objects, related digital and mechanical
devices, actuators, various computing machines, sensors with unique identi ers and their
ability to transport data over a distributed network without any interaction of man-to-

man or man-to-computer. The IoT is an expansion, to the existing Internet.

With the rising wave of 10T technologies, the Internet will no longer be accessible only
to humans, content, and mass communication but will also cover all real-world objects
as smart devices sharing information, assisting business processes, communicating with
people, and generating useful information. Some applications using loT technologies
have already being deployed. We can identify many examples of emerging application
areas that are driven by di erent advantages, trends, and interests. Figure 2.1 shows how
IoT technologies have been used in various applications, such as automotive transport,
utility, smart city, farming, safety, health-care, by connecting people, vehicles, buildings,
devices, industries, resources, and spaces together through Internet. 10T technologies
are also used in remote monitoring and control applications. They are also used in
compact and closed environments, such as factories and warehouses. When considering

loT technologies in closed environments, |0T can be termed as "Intranet of Things",
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Figure 2.1: High-level 10T architecture and applications [5]

an optional solution of the 10T cloud [5]. 10T can be the enabler for having the novel

promises made by various technologies.

As can be seen in Figure 2.1, the applications are very diverse, but we will focus on
agriculture systems, and how loT technologies are used in agricultural areas. More than
45 % of the world's population lives in cities and urban areas as of today, and already
started looking for new loT technologies that will yield more food production in their

farming system, such as greenhouses. In fact, there is more inclination towards urban
agriculture, such as greenhouse farming, compared to conventional cultivation. Urban

agriculture, such as greenhouse, can be highly optimized using loT technologies.

2.2 |oT Reference Architecture

Figure 2.2 shows the 10T reference architecture. The loT reference architecture includes
the important parts of IoT high-level architecture, such as designs fundamentals, ca-
pabilities, and protocol layers. This loT architecture can be used as the foundation of

building new 10T based applications, and can be further expanded and mapped into real
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Figure 2.2: The reference architecture of 10T [5]

world entities by planning, implementing, and doing a thorough testing of the various

modules of the real system.

The device layer includes the capabilities of the device and the gateway. The device
capabilities include the interaction of devices directly within the network, as well as
low-power operation functions; i.e. sleep and wakeup. The capabilities of gateway de-
vice include support for di erent protocols and protocol adaptation in order to make
the pathways for the network layer capabilities and the device communication capabili-
ties. The network layer provides networking capabilities, such as procedures for mobility
management, and transport capabilities such as connectivity for the I0T data service.
The service and application support layer consists of capabilities used by all 10T appli-
cations, such as data processing and data storage, and speci ¢ service capabilities t to
speci ¢ application domains, such as smart transportation or agriculture. The applica-
tion layer provides the speci c IoT applications. There is a broad array of di erent IoT
applications, and typical examples include smart metering for the Smart Grid, vehicle

tracking, environmental monitoring, factory automation etc.
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2.3 Mapping of 10T Functional Model to Agriculture Sys-

tem

The functional model is de ned as the combination of various functional groups (FGSs)
in a system. According to [5], the lIoT functional model (FG) is the combination of
various functional groups (FGs), such as device, networking and communication, system
management, security management, |oT service functional, 10T service resolution, and
IoT service organization. Each functional group associated with this model can be

mapped into the design of agriculture system.

The devices functional group includes all the capabilities of the sensors, RFID tags,
actuators, data storage etc. This includes sensing, processing, actuation, storage etc.
While designing an IoT based farming system, we need to integrate di erent sensing
devices together with micro-controller units and the communication modules, collectively
known as a sensor node. Sensors are selected based on several air and soil quality
parameters that impact plants' productivity in farming. The detailed description of the
sensor devices that are used to build this system and their capabilities is covered in

Chapter 3.

The role of the communication layer is to provide pathways for connectivity between the
devices on one end and the di erent devices or the computing frameworks of the system
on the other end. It also provides di erent communication standards to transport data
over a distributed network. While designing an IoT based farming system, we need to
carefully decide which communication standards we are going to use based on data rate,

power-consumption and the communication range.

The loT gateway protocol provides an end-to-end communication service connecting the
gateway node to the loT services using di erent protocols, such HTTP [6], CoAP [7],
MQTT [8] etc. The choice of the gateway protocol is done based on reliability, security
and simplicity of operation. As can be seen from Table 2.2, di erent gateway protocols
use di erent transports, security protocols, QoS, addressing schemes, packet delivery
assurance characteristics. In our greenhouse monitoring system, we plan to use MQTT

to connect our gateway node to the server as it is more reliable than other protocols.

The security layer provides the functions that are required to maintain the information

and management of the system secured and trusted. This can be accomplished by
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] Parameter \ MQTT CoAP HTTP

Transport TCP/IP UDP/IP TCP/IP

Paradigm Publish/Subscribe | Request/Response Request/Response
QoS High Moderate No

Packet Delivery | High Moderate Moderate
Assurance

Security SSL/TLS DTLS SSL/TLS

RESTful No Yes Yes

Addressing Topic Based URL URL
Communication Many-to-many One-to-one One-to-one

Table 2.1: A comparison of various protocols in 10T [6][7][8]

authenticating a user, providing authorization to access certain services, identi cation
management system, exchanging keys between the client and the server, and using secure
communication techniques to ensure the con dentiality of data that was exchanged. This

also includes various encryption methods, and the needs of anonymity of the services.

We are using ZigBee for the communication within of the sensor nodes. ZigBee pro-
vides AES Encryption [9]. We need to set a 32 hexadecimal character string. When
we enable AES encryption on one device, the data we send is encrypted. Similarly, the
data we receive must rst be decrypted in order to be in readable format. The encryp-
tion/decryption process can result in a slight increase in packet size and consumes more
processing and memory of the sensor nodes. We are targeting a design for greenhouse
for short reachability of the sensor nodes, and energy-e ciency of the sensor nodes, we

do not include this feature.

The communication between the gateway node and the server can be secured using secu-
rity protocols, such as transport layer security (TLS), datagram transport layer security
(DTLS) [10] etc. TLS provides a transparent connection-oriented channel. However, it
must run over a reliable transport channel, such as TCP because it is sensitive to loss
of packets. The aim of DTLS is to introduce the some changes to TLS, and address this
problem. The gateway protocol and web server based database are also secured with

user id and password for authentication.

The 10T service functional group contains two functional components: 10T service and

IoT service resolution. In 10T services, resources expose their features as services using



Chapter 2 1oT and WSN 14

standard and open interfaces e.g. RESTful web services [11]. We need to have a agricul-
tural database system which stores sensory data collected from various sensors. We can
use either relational or non-relational databases. The interoperability between database
service and the backend server can achieved RESTful web services. Resources can be
hosted on the device memory itself or in the network as cloud database. If the resource
is hosted on the sensor device itself, it can have the capability to answer the queries
about the sensor readings; for example, it can respond to query to retrieve the temper-
ature and humidity of an indoor or outdoor location. 10T service can fetch the queried
information from the resources, accept the valid sensor data sent to the resources and
store them. It also provides the subscription feature to retrieve data in an asynchronous
fashion. 10T service resolution has the features required to contact IoT service. It can
perform service-descriptors based discovery functions to make queries, enable look-up
functions to users to access a service using service identi ers. The 0T service organiza-
tion functional group acts as hub to connect many other functional groups. There are
three components at this functional group; service orchestration, service composition,
and service choreography. Service orchestration ful lls service requests that come from
the users. The role of service composition is to ful Il the service requests coming from
appropriate 10T service as well as other services. The service choreography acts as the
broker to handle subscribe requests and publish messages. We have done via choosing

IoT gateway protocols, such as MQTT, a publish and subscribe based protocol.

The system management layer contains the features associated with administrative
rights, domain, con guration, setup related rules, state, membership, performance eval-
uation of system etc. The functions related to con guration related system enable to

scale up the system to meet an increase the demands even during peak period.

2.4 Wireless Sensor Network Platform

A wireless sensor network is a distributed network comprising of many sensors and
wireless modules to sense, observe and check the physical or environmental conditions,
and transport their data through the network. These networks are bidirectional allowing
not only the transportation of sensing data from source to the sink, but also transport
control messages that have to take actions dictated by the processed information. A

WSN might consist of a few to several hundreds or even thousands of sensor nodes with
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each node connected to one or many sensors. Each sensing node has sensor device,

processor, wireless communication module and power.

2.5 Wireless Communication Standards

Figure 2.3: Wireless communication standards [12]

There are various wireless communication standards, such as IEEE 802.15.1, |IEEE
802.11, IEEE 802.21, IEEE 802.15.4. IEEE 802.11, IEEE 802.15.1 families are prominent
examples of WLAN and WPAN technologies. They have di erent communication range
and data rate. IEEE 802.15.4 is the standard for di erent protocol stacks that targets
IoT applications. ZigBee devices are based on standardized protocol architecture, which
adopts IEEE 802.15.4 for its physical and link protocols. There is also a new protocol

added to Bluetooth Low Energy (BLE 4.4) that aims to support 0T applications.
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Hardware Platform

The following hardware components are used as the design fundamentals of this system.
They are Arduino UNO R3 [13], Raspberry Pi 3 [14], and various sensors, such as DHT11
[15], SHT10 [16], moisture sensor [17], carbon-monoxide sensor (M&) [18], methane
sensor (MQ-7) [19], light intensity sensor [20], XBee Pro S2 [22] etc.

In our case, a wireless sensor network is composed of several XBee devices as end nodes,
several router nodes and a coordinator. The Raspberry Pi 3 is used as the gateway
node and is not connected with the sensors. It is powered by an AC-to-DC adapter. It
contains a micro-SD card with pre-installed NOOBS, USB port, XBee radio, and the
CPU. NOOBS [23] is an installer to install Raspbian into Raspberry Pi.

3.1 Sensor Node

The sensor node has ATMega328P based Arduino UNO R3, the XBee-PRO S2 radio
module, and various sensors, such as temperature, humidity, moisture, carbon-dioxide,
carbon-monoxide, methane, light intensity, connected to it. The end nodes can be
powered by 7 V - 12 V batteries or a USB power, and can be placed at any eld location
as long as they have XBee radios within the communication range. A photograph of the

sensor node is shown in Figure 3.1.
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