
































































































































































































































































































































































































































Chapter 5 MoRaR: A Pattern Language for Mobility and Radio Resource Management

Forces

e The physical transmission path, which is created when a mobile station enters the
dedicated mode, is modified by handoffs;

e At the lower layers, when a handoff occurs, the previous channel connection is
released and the information completely destroyed. This happens regardless whether a
new channel is allocated to the mobile station in the same mobile switching center or
not;

e Charging is complicated with more than one mobile switching center responsible for a
call from the beginning to the end.

Solution

Choose the first mobile switching center serving the dedicated channel as an anchor that
will be in charge of the communication (e.g., the call processing information) and will
keep the control of the resources during the handoff.

When an inter-system handoff occurs, the network configuration changes and other
mobile switching centers become involved. However, the anchor remains the same and
these centers become just relays. For example, if the new channel is worse than the
previous one, the anchor requests the previous base station controller to re-direct the
transmission to the previous mobile switching center. In this case, the anchor mobile
switching center is different from the previous mobile switching center.

Rationale

When an inter-system handoff occurs, there is a possibility that more than one mobile
switching centers is involved in the exchanges of information between the mobile
station’s current network and its home network. An anchor mobile switching center
solves the problem of how to handle the allocation and de-allocation of resources during
the handoff as well as how to control the information exchanges.

Resulting Context

The anchor mobile switching center is responsible for providing the resources that
guarantees the signaling and data information exchanges during inter-system handoffs.
The handoff process includes inter-system handoff execution (Section 5.5.3) and
eventually handoff failure actions (Section 5.5.4)

When a location registration (Section 5.4.6) occurs in consequence of a handoff, the
anchor mobile switching center is also in charge of the resources for the information
exchanges.
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Known Uses

Anchor Mobile Switching Center is used in ANSI-41 Specifications (called anchor MSC),
IMT-2000 Systems (called MSC), and GSM/GPRS/UMTS (called anchor MSC).

5.5.3 Inter-system Handoff Execution
Context

A handoff decision (Section 5.5.1) has been taken and it is necessary to perform a handoff
that involves different mobile switching centers. An anchor mobile switching center
(Section 5.5.2) has been chosen to control the resources for the information exchanges.

Problem

How does one continuously guarantee communication service assessment for mobile
users?

Forces
e The current service, which the user has been accessing, can be cut off as a result of:

- the candidate mobile switching center (MSC) does not support the requested radio
channel characteristics. For example, a TDMA digital channel is required but not
available;

— the signal quality of the candidate MSC is below an acceptable threshold;

— the current traffic conditions on the candidate MSC does not allow handoff traffic
at the given time;

e Users’ expectations are not met with reliability and consistency of the signaling and
data transmission.

Solution

[dentify the candidate MSCs, which are considered for handoff purposes, and evaluate
them before executing the handoff. Then, select the most reliable one to handle the
communication. After this, the candidate mobile switching center detects and accepts the
mobile station in its location area and the mobile station tunes to the new channel.

Figure 49 depicts a possible solution for perfoming an inter-system handoff (see unbound
UCMs in Section 4.7.2 of Chapter 4).
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Rationale

If the quality of the link is not adequate to provide services to mobile users, a handoff
should be triggered to avoid either the end of the communication between two users or
the network’s incapacity to support services. Without the handoff capability, roaming will
not be possible.

Legend ;
$"™™: Stant Inter-System Handof
aC: allocate Channel
tNC: tunes New Channel
vC: verify Channel
{a1] : {channel quality is ok}
[a2] : [channei quality is not ok]
€™ end successful handoff

£2™™™: end unsuccessful handolf I l
EM= E"™

Figure 49 An Inter-System Handoff Execution Pattern Solution with bound UCMs

Resulting Context

The inter-system handoff execution (Section 5.5.3) has been successfully performed and
the mobile station characteristics are stable. The anchor mobile switching center (Section
5.5.2) is then able to release the resources that are no longer needed (releasing resources
in Section 5.5.3). Meanwhile, home and visitor databases (Section 5.4.6) update the
mobile user’s location information (Section 5.4.6). This successful outcome is transparent
to the user.

On the other hand, when a handoff failure occurs during this process, the network
takes handoff failure actions (Section 5.5.4) and notifies the user.

Known Uses

Inter-System Handoff Execution is used in the handoff back, handoff forward, and
handoff to third information flows of the ANSI-41 Specifications, in the handover
procedures of GSM/GPRS/UMTS, and in the overlay handoff previous of the WmATM
networks.

5.5.4 Handoff Failure Actions
Context

A failure has occurred during inter-system handoff execution (Section 5.5.3) due to the
lack of radio or terrestrial resources or an unexpected propagation loss (for example,
obstacles such as bridges or tunnels). As mentioned earlier, an anchor mobile switching
center (Section 5.5.2) controls the allocated resources during inter-system handoffs when
the mobile station is in the dedicated mode.
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Problem
How does one handle an inter-system handoff failure?

Forces

e Handoff decision (Section 5.5.1) and inter-system handoff execution reduce the
chances of a handoff failure. However, a failure is not suppressed completely and
communication with the current cell can be effectively lost;

¢ The current communication service, which the user has been accessing, is cut off with
possibly loss of information. This failure can be perceived by the user;

e Before the failure has occurred, several communication resources have been already
allocated including the transmission path;

Solution

Choose one of the following alternatives: a new handoff attempt towards the same cell, a
new handoff attempt towards another cell, or tune to the previous channel (see Figure 50).
Then, request the release of all the previously allocated resources (releasing resources in
Section 5.5.4) along the path in which the failure has occurred. One alternative that
should be avoided is to lose the connection between two users or the ability to access
network services. The anchor mobile switching center (Section 5.5.2) chooses one of the
previous alternatives.

Legend ;
§"*: Stan Handoff Failure Actions ;
tPC: tunes previous channel Anchor MSC
rRA: Release resources allocated o
E"*. end Handof! Failure Actions E,':',,h

Figure 50 A Solution for Handoff Failure Actions with bound UCMs
Figure 50 depicts a possible solution for performing handoff failure actions (see unbound
UCM s in Section 4.7.2 of Chapter 4).

Rationale

The user should not perceive a handoff failure that occurs when the network verifies that
the new channel does not have a satisfactory quality of connection. Actions must be taken
to minimize these failures and avoid interrupting the access to the network services.
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Resulting Context

Either a handoff has been re-initiated (first and second alternatives) or the mobile station
has tuned to the previous channel (the last alternative). Furthermore, all the resources in
use during the failed handoff have been de-allocated (see releasing resources).

Known Uses

Handoff Failure Actions is used in the call re-establishment of GSM/GPRS/UMTS and in
the handoff failure actions of the WmATM networks.

5.5.5 Releasing Resources
Context

An inter-system handoff execution (Sections 5.5.3) has successfully occurred or handoff
failure actions (Section 5.5.4) have been taken. Meanwhile, the anchor mobile switching
center (Section 5.5.2) is controlling the allocated resources despite handoffs.

Problem

How does one minimize the use of resources that are no longer needed, such as the inter-
mobile switching center circuits?

Forces

¢ Besides the amount of inter-mobile switching center circuits available being limited,
these resources are necessary not only for handoff execution, but also for location
registration;

o If the user is out of coverage, or has powered off the mobile station in the middle of a
call, the network infrastructure has to detect that the resources are no longer needed
and make sure that the mobile station is back to the idle mode;

e Before a mobile station is placed in the idle mode (after finishing a call or due to a
network failure), a frame loss can occur and the mobile station can still transmit on its
dedicated channel while the network is allocating the same channel to another mobile
station.

Solution

Release the unnecessary inter-mobile switching center circuits using a request from the
anchor mobile switching center (Section 5.5.2) to the previous mobile switching centers
involved in the handoff. In order to avoid conflict on the allocation of channels, the
mobile station goes back to the idle mode and stops using the channels before the
network releases the resources.
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Anchor MSC gt L!.E.M.! )
: ghR*** : Start releasing resources
- @ rg : release all Resources
E Resou

: end releasing resources

Figure 51 A Solution for Releasing Resources with bound UCMs

Figure 51 depicts a possible solution for releasing resources (see unbound UCMs in
Section 4.7.2 of Chapter 4).

Rationale

Resources such as radio channels and inter-mobile switching center circuits are limited in
mobile systems. In order to avoid failure in the execution of paging, call connection, and
handoff procedures, among others, for lack of these resources, there is a need for
releasing all resources that are no longer necessary after the end of these procedures.

Resuiting Context

Once the inter-mobile switching center circuits have been released, they are available for
allocation to other purposes.

Known Uses

Resources are released by the following signaling alternatives for WmATM networks:
overlay registration, call setup and handoff. This pattern can be also found in the ANSI-
41 handoff scenarios and in the GSM/GPRS handoff scenarios.

5.6 Discussion: Variabilities

Figure 52 depicts the relation between commonalities represented by the MoRaR pattern
language and variabilities. The gray- part of the figure corresponds to the specific
functional behaviors (e.g., communication management functions) and architectural
elements that are not described as patterns and can be added to the system.

The patterns documented in the previous sections represent the commonalities among the
chosen mobile systems at a high level of abstraction. In order to develop protocols related
to the application layer (e.g., MAP), parameters, internal algorithms, operations, and
message names are dependent on the implementation issues. This constitutes the
variabilities that make the current systems incompatible.

For instance, CDMA systems support location registration when the mobile station
is powered-off [79]. This registration event is triggered to inform the network that the MS
is unavailable for service and constitutes a power-off de-registration (location
cancellation). This solution solves the problem of a subscriber who tums off the MS and
remains registered in a system for several minutes or even hours until her inactivity is
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detected. The inactivity can be detected when the subscriber registers in another system or
by periodic maintenance procedure.

Common Functional
Behaviors

Figure 52 The MoRaR Pattern Language and Variabilities

5.7 Future Work

This research does not intend to cover all common functional behaviors and architectural
elements among mobile wireless communication systems. We believe that common
functionalities for communication management can be further investigated using the
approach for capture proposed in Figure 29 of Chapter 4 and patterns can be extracted
from these commonalities. These patterns can be included in the MoRaR pattern language
within a new category called communication management.

Chapter 7 presents case studies of the pattern language reuse and validation (e.g., in a
WmATM environment). As future case studies, the MoRaR pattern language can be
applied to other domains and to design a hybrid network that aims to integrate cellular
and IP networks as presented in [97]. Furthermore, the mobility and radio resource
management functions used by the IS-95 systems (i.e., CDMA systems) [35] can be

investigated in order to find which of the radio resource management patterns are also
suitable for them.

In addition, we believe that a more complete identification of the intersection between
the software patterns presented in the literature and the requirements and analysis patterns
documented in this research should be done. Figure 53 depicts these two groups of
patterns and their commonalities, which are called related patterns like in the pattern
template. An attempt to do this is presented in some of the behavioral patterns. This
identification can help to migrate from the requirements and analysis models to object-
oriented design and implementation.
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Mobility and Radio
Resource Management
Patterns

Software Patterns

Related Patterns

Figure 53 Intersection of Patterns

5.8 Conclusion

This chapter presents a pattern language to describe mobility and radio resource
management functions at a high level abstraction. The patterns are described in a general
way, capable of different implementations. In practice, the pattern problems and their
respective solutions are recognized by investigating different mobile systems and by
capturing what they have in common. Chapter 4 shows the capture of common functional
behaviors and architectural elements used in various mobile systems while looking for
similarities and how they solve specific design problems associated with them.
GSM/GPRS/UMTS [139], ANSI-41/WIN [25] (D-AMPS [35] is an ANSI-41 based
system), IMT-2000 [112][113][114](118], and WmATM [4]{54][191] are the systems
investigated in this work. In [19], we have published the patterns related to mobility
management functions.

Whether designers are maintaining existing systems or building new ones, they can
identify similarities and differences with respect to actual or future systems. In Chapter 7,
we present case studies that use the set of patterns that we have documented. The MoRaR
pattern language avoids the representation of these patterns as isolated entities. We
believe that once one recognizes commonalities among existing systems, it is possible to
iron out differences and enable them to interwork. Furthermore, these solutions become
more accessible and better understood to novices and experts when documented as
patterns.

The next chapter discusses the current approaches for developing large systems such
as mobile networks and introduces an approach for reuse and validation of the pattern
solutions presented earlier.
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An approach for reuse and validation of the behavioral and the structural patterns that are
grouped in the MoRaR pattern language presented in Chapter 5 is now introduced. At the
early stages of the development and evolution of mobile systems, this approach applies a
combination of Use Case Maps (UCMs), Language Of Temporal Ordering
Specifications (LOTOS), and Message Sequence Charts (MSCs) in order to reuse and to
validate the pattern solutions. First, the UCM scenarios are chosen according to the
system needs. Then, these scenarios are formally specified and validated with LOTOS
and its tools, which provide confidence in the correctness of the reuse of the pattern
solutions. MSCs are used to represent the results of the LOTOS validation traces and to
describe how behavioral and structural patterns interact.

6.1 Introduction

As discussed in Chapter 2, there is a need for recognizing and capturing common
functional behaviors and architectural elements among different mobile systems in order
to generate a seamless environment. This research presents patterns for mobility and radio
resource management functions to fulfill this need (see Chapter 5). These patterns
document the identified commonalities among second and third generation systems as
shown in Chapter 4.

An approach on how to reuse and how to validate these patterns is now introduced.
This approach is a good starting point towards ironing out differences and leading
possibly to better ways to interwork diverse mobile systems and to develop new ones. For
instance, the behavioral and the structural patterns are documented in a general and
abstract way in Chapter 5 to allow telecommunication designers to reuse them at the early
development stages (e.g., the ITU-T stage 1 and stage 2 depicted in Figure 21 of Chapter
4). These patterns, which are grouped in the MoRaR pattern language, offer a common
foundation for reuse and designers can adapt and make changes according to the system
needs.

The proposed approach combines the application of semi-formal and formal methods
with pattern reuse and validation in the development and evolution of large and complex
systems such as mobile systems [8][13]. Use Case Maps (UCMs) [51] and the Language
Of Temporal Ordering Specifications (LOTOS) [145] are applied at the requirements and
analysis stages. At the design stage, LOTOS and Message Sequence Charts (MSCs) [106]
are the chosen methods. LOTOS is able to provide confidence in the correctness of the
pattern reuse and MSCs are generated from the LOTOS traces to help the implementation
of protocols.



Chapter 6 Approach for Reuse and Validation

According to [159], software reuse improves development productivity and quality by
saving time when reusing parts from other projects that have previously been developed,
tested and debugged. Besides development productivity and quality improvements, cost
reduction is another factor for the need and popularity of software reuse. In addition, the
increasing demand for large and complex software systems, and the difficulty of
supplying them on time and within budget make the reusability concept attractive.

Although software reuse has many advantages as stressed in [81][124][159], the
investment to make the software reusable by ensuring its quality as well as flexibility and
by providing-more documentation is higher than the one required for non-reusable
systems. Furthermore, reuse has long-term benefits.

As mentioned in [124], when reusability is taken into consideration at the early stages,
it saves time and costs by reducing the effort to understand and capture the user
requirements. It also reduces the activities associated with the analysis stage such as
describing how functional behavior and structure models work together and it reduces the
changes necessary to the reusable code at later stages. We believe that the proposed
approach brings the reusability benefits to the mobile system domain and overcomes its
cost disadvantages with our focus at the requirements, analysis, and design stages.

Methodologies, modeling languages, development frameworks, and conceptual
models currently used in the development and maintenance of large systems are outlined
in the next section. After this, an overview of LOTOS and MSC:s is given in Section 6.3.
Section 6.4 introduces the proposed approach followed by a discussion of related work in
Section 6.5. Last, Section 6.6 addresses our main conclusions.

6.2 Development Approaches for Large Systems

Figure 54 illustrates several approaches and their respective notation that are applied at
different stages of the software development life cycle. Methodologies (e.g., object-
oriented methodologies such as UML-RT and structured methodologies such the ITU-T
three-stage methodology), modeling languages (e.g., UML), development frameworks
(e.g., Architectural notes and ODP), and conceptual models (e.g., IN) are among the
approaches we are considering and they are outlined in the next sub-sections. As shown
in the figure, this research focuses on the requirements capture, analysis, and design
stages.
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~~~... mnethodology oMT RM-ODP Architectural Notes _.-== -

Figure 54 Current Approaches and their respective Notation at Different
Development Stages

6.2.1 Object-oriented Approaches

Several object-oriented approaches for software development have been presented
[39]1[55][116][164][167] and discussed [8}[153][195] in the literature. These approaches
change the focus from functional decomposition, which is used in the structured
approaches, to objects as a better way to deal with the complexity of large systems [60].

According to [153], the object-oriented methodologies that appeared between 1988
and 1992 are “conceptually quite similar despite significant differences in their
notations.” In addition, we consider that they have differences regarding their use in the
software development stages. In this context, object-oriented methodologies are discussed
in terms of their notation and their use in the different development stages as follows.

Object-Oriented Analysis and Design (OOAD) models such as the use case driven
approach [116] use different techniques for each development activity. OOAD
approaches target early stages while neglecting implementation and testing issues. For
instance, use cases, interaction diagrams, and finite state machines represent
requirements, analysis and design models. The use cases notation describes the
requirements model as a sequence of events an actor (also known as an external agent)
uses in a system to complete a process (see also definition in Chapter 4). This notation
guides the modeling of a domain as a set of objects, which are detailed in the design
stage.

The Object Modeling Technique (OMT) [164] and the Real-time Object-Oriented
Modeling (ROOM) [167] focus on analysis, design and implementation stages. Both
approaches use the following notation: sequence diagrams, class diagrams, object
diagrams, and state diagrams.
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OMT is a methodology with functional, dynamic, and object models. The functional
model describes what a system does without concern of how and when this is done. The
dynamic model “describes the sequence of operations that occur, without regard for what
the operations do, what they operate on, or how they are implemented.” The object model
offers a framework with static, structural, and data aspects of a system within which the
dynamic and functional models are placed.

ROOM is the system development methodology mentioned earlier. The modeling
language describes the basic vocabulary (i.e., the mainly graphical notation) that can be
used to express high-level system properties such as domain knowledge and design ideas.
Modeling heuristics are informal guidelines on how to apply the modeling language in
specific situations. The work organization offers the structure to use the modeling
language and the modeling heuristics.

The Unified Modeling Language (UML) [66]{75](94] is a modeling language that
incorporates the notation of Booch (the object-oriented design methodology) [39],
Jacobson (the use case driven approach), and Rumbaugh (OMT). UML is independent of
process, which specifies the steps to take when doing the design. Notation such as a use
case diagram, class diagram, interaction diagram, package diagram and collaboration,
state diagram, activity diagram, and physical diagram is part of UML. These UML
diagrams are used to specify requirements, analysis, and design models.

Use case diagrams are a graphical representation of use cases, which are suitable for
describing requirements. Class diagrams are used in the analysis, design, and
implementation models to describe objects and static relationships among them. An
interaction diagram represents the behavior of a use case and how groups of objects
collaborate. Package diagrams are high-level units that group classes together and show
the dependency among them. The interaction among two or more classes is called
collaboration. State diagrams describe the behavior of a system in terms of all possible
states that a particular object can reach. A variant of a state diagram is an activity diagram
that describes a sequence of activities with support for conditional and parallel behavior.
Physical diagrams show both the system hardware and software components and the
physical relationships (e.g., interfaces) among them.

6.2.2 Development Frameworks, Structured Approaches, and Conceptual Models

Reference Model Open Distributed Processing (RM-ODP) [71]{72][105] is considered a
framework for the development of object-oriented distributed systems. The ODP
framework applies five different viewpoints to deal with the complexity of distributed
systems, as follows: enterprise, information, computation, engineering, and technology.

Each viewpoint represents the system with emphasis on a specific set of concerns. For
instance, purpose, scope, and policies of the system are the enterprise viewpoint concerns.
The information viewpoint deals with the information that is managed by the system as
well as the constraints carried out by the use of this information. The computational
viewpoint decomposes the system into smaller units (distributed objects) and identifies
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the object interfaces and their interaction. Finally, the engineering viewpoint describes the
infrastructure and the technology viewpoint, which are composed of the software and
hardware that are necessary to implement the system components. These viewpoints
allow a gradual and iterative system development, which is similar to the stages
mentioned earlier (see viewpoints in Figure 54).

Another framework for distributed systems development called architectural notes is
presented in [150]. This methodology is based on step-wise refinement and considers a
system from an integrated perspective and from a distributed perspective. LOTOS is the
notation used to illustrate the concepts that focus on the design stage.

Besides the previously mentioned approaches, conceptual models such as the
Intelligent Network (IN) [110]{111] have been presented in the literature for the
development of distributed systems as well as services and protocols related to the
telecommunications area. In particular, the IN conceptual model contains four planes,
each of which focuses on a different system viewpoint or level of abstraction, hence,
encouraging an early separation of concerns. These planes are, from the more abstract to
the more concrete: service plane, global functional plane, distributed functional plane,
and physical plane (see more details about IN in Chapter 2).

The three stages of the ITU-T methodology (see Figure 21 and more details in
Chapter 4), which is a structured approach, correspond roughly to IN’s service plane
(stage 1), distributed functional plane (stage 2), and physical plane (stage 3). The IN
service plane contains informal descriptions of service operations that correspond to
Stage 1 documents such as textual descriptions of normal procedures with successful
outcome, exception procedures or unsuccessful outcome, and interactions with other
services. The Distributed Functional Model (DFM), related to the distributed functional
plane, is described in stage 2. The third stage (and often the second one too) presents
services with the help of the Network Reference Model (NRM) which corresponds to the
IN physical plane. The IN’s global functional plane (GFP) deals with services in the
context of the basic activities to support a single call such as the sequence of instructions
related to a call instance to be processed (e.g. playing announcements and charging).
Since ITU-T methodology focuses on individual services, IN’s GFP does not have a clear
counterpart in this methodology.

The Specification-Validation Approach with LOTOS and UCMs (SPEC-VALUE) (8]
is a rigorous scenario-driven approach to the description and validation of complex
system functionalities at the early stages of design (see UCMs and LOTOS in Figure 54).
UCMs capture functional requirements and the UCM scenarios are translated into
LOTOS specifications that are validated with the help of tools. As shown in the figure,
UCM is the SPEC-VALUE notation for requirements capture as well as for describing the
analysis model. LOTOS is used in different stages even when details regarding the
architecture are not available to produce specifications that are executable and that can be
validated. The validation testing method introduced in this approach proposes the
generation of test cases from the information provided by the requirement model, which
is graphically specified in UCMs. These test cases are used in the validation of the
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LOTOS specification against the functional requirements expressed with UCMs. There is
no formal approach for the generation of these test cases. Another rigorous approach that
uses the LOTOS notation for the specification and the validation of mobile
telecommunication standards is presented in [25]. This validation methodology proposes
a formal prototype with LOTOS using several steps that includes requirements capture,
modeling, and testing. Requirements are extracted from the standards documents and
expressed with LOTOS with a level of details corresponding to the design stage. The
LOTOS specification is then validated and verified.

6.2.3 Discussion: Describing Early Stages with Rigor

The object-oriented approaches, the ODP framework, the IN model, and the SPEC-
VALUE approach discussed in the previous sub-sections help the system development by
promoting a more uniform description of the stages (e.g., requirements, analysis, and
design) and by bridging the gap between them. Furthermore, the concepts of ODP
viewpoints and IN planes as well as the concept of layers [173], which is discussed in
2.3.2 of Chapter 2, are useful for the decomposition of large and complex systems into
small manageable units. However, approaches such as architectural notes, which focuses
only on the design stage, produce specifications that are difficult to maintain due to the
early emphasis on the details required at the design stage. In addition, we believe that the
ITU-T three-stage methodology, which clearly presents a gap between the stages, is more
error-prone.

OO approaches have intuitive definitions rather than formal ones. However, they offer
semi-formal notations that are more precise than natural language and more readable and
understandable than formal languages. Such semi-formal notations such as UCMs can
generate formal specifications as shown in the SPEC-VALUE approach.

In the mobile system domain, the structured approaches have been successfully
applied in many large projects and have shown their usefulness for describing systems
within specific domain applications [1][23]. The overall mobile system behavior is
described as a function (see Chapter 2), which is broken down further into mobility,
communication, and radio resource management sub-functions.

This research focuses on mobile systems and addresses the various problems
encountered in developing and maintaining these systems due to the lack of formality of
the current approaches. As shown in Section 4.2 of Chapter 4, most development
approaches of the chosen systems include only text and information flows at the early
stages. As a result of the complexity involved in handling mobility, communication, and
radio resource management functions, these approaches can lead toc ambiguities, gaps,
inconsistencies, and undesirable interactions at the later stages.

For example, the current approaches for the development of WmATM signaling
protocols, which are depicted in Figure 22 of Chapter 4, use informal descriptions,
information flows, flow charts, and state models. As a result, from the informality of the
text to formal models, a description gap can be identified that leads to protocol
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inconsistencies and undesirable interactions at later stages. Even though flow charts after
informal descriptions are more adequate in reducing this gap, they quickly become
difficult to manage due to the increasing complexity involved in the description of
architecture and protocols of large systems such as WmATM networks. In addition,
information flows and flow charts produce disjoint scenarios that cannot be validated.
Thus, completeness and consistency can only be checked at the implementation stage.

On the other hand, Formal Description Techniques (FDTSs) have been successful in
specifying and validating protocols in different application domains resulting in clear and
concise specifications [15]{25]{61]. FDTs, such as LOTOS [145] (the Language of
Temporal Ordering Specifications) and MSCs [106] (Message Sequence Charts) have not
only shown resiliency in their usability, but have also improved in tool support and
training over the last 15 years [13]{61][69]. The tool support helps the understanding,
manipulation, and execution of formal specifications. In addition, validation methods can
be also used to guarantee the system specification meets the requirements of the system.

Even though LOTOS and MSCs can be used at different levels of abstraction, they
require precision in the description of action sequences and exchanged messages. Thus,
these formal techniques are more suitable to be applied at intermediate stages of the
development process. In contrast, as mentioned in the previous chapters, Use Case Maps
(UCMs) [50][48] give the designer the capability to work with whatever amount of detail
is available. This notation is thus appropriate for the early development stages. For
instance, UCMs are applied to describe the chosen systems (functional behaviors and the
mapping of functional behaviors to architectural elements) in Chapter 4. In addition, as
shown in Chapter 5, UCMs are chosen to better specify scenarios for the common
functional behaviors described in the pattern solutions.

The combined use of semi-formal and formal techniques at different stages of the
system development process is proposed in [13] and further discussed in [127](93]. This
combination overcomes the lack of formality in the development of telecommunications
systems. As mentioned earlier, in the SPEC-VALUE approach the informality of UCMs
is combined with the power of LOTOS. This approach is used in the specification and
validation of GPRS and WIN standards, respectively, in [8] and [200].

Our approach for reuse and validation follows the SPEC-VALUE approach with the
combination of UCMs and LOTOS notations to better express the common functional
behaviors and architectural elements described by the MoRaR pattern language in
Chapter S. However, the proposed approach also aims to provide a way to reuse and to
validate these commonalities when developing or maintaining a mobile system. In
addition, MSCs are included to represent LOTOS validation traces and to express the
scenario model in the design stage. More details about the SPEC-VALUE approach will
be outlined together with the various steps of our approach, which is intertwined with it,
in Section 6.4.

The validation part of the proposed approach shows how to add rigor to the pattern
reuse. LOTOS tools helps to achieve correctness and accuracy automatically. As an open
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area of research, properties can be formulated in temporal logic and checked against the
behavior trees generated from the LOTOS specification as proposed in [25]. We believe
that this step augments the precision of the validation part by addressing specific
properties instead of scenarios.

In the next sub-section, the main LOTOS and MSCs notations applied to this thesis
are presented.

6.3 The Chosen Notations

The approach for reuse and validation, which is detailed in Section 6.4, applies UCMs,
LOTOS. and MSCs at the requirements capture, analysis and design stages. UCMs are
discussed in Section 4.4 of Chapter 4. Basic concepts of LOTOS and MSCs are briefly
outlined in the next sub-sections. These notations are introduced in this thesis in order to
explain the validation process and to enable the reader to follow the LOTOS
specifications and MSCs scenarios presented in Chapter 7.

[8] and {200] have presented formal specification and validation of, respectively,
GPRS and WIN services that were developed from UCM descriptions and were verified
against the requirements. The University of Ottawa LOTOS Group has successfully
applied LOTOS to the specification and validation of mobile network standards, such as
Global System for Mobile Communication (GSM) [139], and UCM s to the description of
Wireless Intelligent Network standards [174][175][176] as presented in [12].

6.3.1 LOTOS Notation

LOTOS specifications represent a formal system prototype that describes temporal
relations that correspond to the externally observable behaviors of the system. The
LOTOS notation, which has formally defined syntax, static semantics, and dynamic
semantics, is an ISO standard [145].

A LOTOS specification is composed of a hierarchy of processes that perform internal
unobservable actions and interact with the environment through gates. Behavior
expressions and abstract data types (ADTs) are part of this formal technique. LOTOS
operators such as action prefix, choice, disable, enable, guard, and parallel composition
are used to combine processes, actions, and behavior expressions to form other behavior
expressions as follows:

e the action prefix operator *;” as shown in “a;B” means that a gate or an action *“a”

precedes a behavior “B”;

o the choice operator “[]” as shown in “B,[ ]B,” means that the process will behave as
either “B,” or “B,”;
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o the disable operator as shown in “B,[>B," means that at any time during the execution
of “B;”, “B2" can be triggered and terminate “B,";

e the enable operator as shown in “B,;>>B," means that “B,” can only be activated after
the successful completion of “B,”;

o the guard operator as shown in “[P]->B” means that “B” can only be performed if the
predicate “P” is true;

o the full synchronization parallelism operator as shown in “B;lIB," means that “B,”
and “B»" must synchronize in every action that they perform;

o the interleaving operator as shown in “B,llIB;” means that “B,” and “B,” are
performed in parallel without any synchronization between them;

o the interleaving operator as shown in “Bl[g1,g2, ..., Gn}IB2” means that “B;” and “B.”
are performed in parallel with synchronization required on gates g1,gz, ..., @n. This
operator is also called the selective interleaving parallel operator.

The LOTOS notation combines concepts presented in pre-existing notations such as
CSP [92] and CCS [136] for the control part and ACT ONE for the data part of a
specification. For instance, CSP inspires the notation for the offer and the acceptance of
values between processes that are denoted by, respectively, ! and ? as shown in g
IdiaiTone ?user_ID: integer where the network offers the dialTone message and receives
the dialed number at gate g. The LOTOS formal semantics are based mainly on CCS.
More details about LOTOS can be found in [36][1271{145].

LOTOS has many advantages for specifying and validating complex and large
systems. For example, the ability of LOTOS to express functional behaviors at several
levels of abstractions is used in the SPEC-VALUE approach at different development
stages. This ability allows the translation of UCMs into LOTOS [8](21] at the
requirements and analysis stages and the addition of detailed messages and parameters to
the LOTOS specification at the design stage.

Furthermore, the LOTOS ability of process instantiation and parallel composition is
useful to map common functional behaviors, which are described as sequences of
responsibilities in each behavioral pattern solution, to the system reference architecture,
which is documented in the form of structural patterns.

LOTOS is executable, modular, and capable of synchronization between processes
and these characteristics are also considered LOTOS advantages in the specification of
mobile systems. LOTOS specifications integrate behavior and architecture in a single
executable prototype that can be easily validated against the requirements represented by
UCMs. As mentioned in Chapter 4, the UCM stub notation expresses modularity that is
translated into LOTOS as a result of the stepwise decomposition of processes. These
processes become reusable by applying parameterization. Synchronization between the
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processes, which correspond to the architectural elements and their functional behaviors,
is essential to describe large and distributed systems such as mobile systems.

Tools that support the language are available to offer ways of checking completeness
and consistency [37][148]. LOTOS tools provide validation and verification methods that
allow the detection of design errors, inconsistencies and incompleteness at early stages.

Among others, LOtos LAboratory (LOLA) is a set of tools developed by the
Department of Telecommunication Engineering (ETSIT) of the University of Madrid
[148]. LOLA is a transformational and state exploration environment that supports
execution and testing of LOTOS specifications. LOLA includes a set of tools that help
designers analyze the behavior of a system before the implementation stage: a step-by-
step executor, a tool for obtaining the labeled transition system, and a tool for testing. The
step-by-step executor (also called simulation or debugging tools) simulates the behavior
step by step and evaluates data value expressions. The festing tools calculate the response
of a system specification to a test according to testing equivalence. These expansion
transformation tools are also used to generate a trace (one possible scenario of the
specification). LOLA is applied to the case studies shown in Chapter 7.

6.3.2 MSC Notation

MSCs [106][163], standardized by ITU-T, describe interactions between system
components. In the simplest form of the notation, each MSC represents exactly one
scenario by focusing on the communication behavior of system components and their
environment through message exchanges. These basic MSCs are simple and intuitive and
are the most used notation by telecommunications companies and standards. This
language has a graphical (MSC/GR) and a textual (MSC/PR) syntax form. This thesis
uses the graphical form to visualize the selected system runs (traces) that are the results of
the LOTOS validation process.

Figure 55 depicts an example of the basic MSC elements applied to this research.
These elements are the only ones necessary in order to represent the LOTOS validation
results. These constructs are instance, message, and environment. They are explained as
follows:

¢ the instances represent LOTOS processes, SDL entities, blocks, or services. They are
represented by a rectangle with vertical lines in the graphical representation. Within
the rectangle, the instance heading such as LOTOS process type is described in
addition to the instance name;

e the messages describe the communication events. Horizontal direction arrows
represent the message flow. The arrow describes the event message consumption and
the opposite side describes the event message production. Besides the message name,
message parameters, which are depicted in parentheses, can be assigned;
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e the system environment is graphically represented by the frame symbol that forms the
boundary of an MSC diagram.

Each instance axis illustrates a complete ordering of the described communication
events. Different instance events are ordered through the messages, since a message must
be sent before it is consumed.

msc System
Instance, Instance;

l Process User; I | Process Network;

Message,
P> Message,
< Message:
Message,

Message,

———»
[ -

Figure 55 Basic Message Sequence Chart Elements

Conditional (e.g., alternatives) and looping behaviors are not allowed in conventional
MSCs. However, the MSC’'2000 version allows multiple traces and the High-Level
MSCs (HMSCs) [130] allows multiple structured scenarios and causality instead of time
for the sequence of messages. As mentioned earlier, information flows, UML sequence
diagrams, Jacobson's interaction diagrams are similar notations to MSCs.

6.4 The Approach for Reuse and Validation

The approach for reuse and validation combines UCMs, LOTOS, and MSCs notations
with pattern reuse and validation. UCMs are applied at the requirements capture
(unbound maps) and analvsis (bound maps) stages. These UCMs are translated into the
LOTOS notation for the validation part. At the design stage, MSCs and LOTOS describe,
respectively, the scenario and the behavior models. As mentioned in Section 6.2.3, the
use of UCMs and LOTOS in the development of mobile systems follows the guidelines
proposed in the SPEC-VALUE approach [10].

Figure 56 and Figure 57 illustrate the proposed approach. Stage 1 and stage 2, which
are part of the ITU-T three-stage methodology (compare with Figure 21) are also shown
in these figures. As mentioned in Chapter I, the implementation stage is left out of this
research mainly due to the confidentiality problems among telecommunications industries
that makes it difficult to capture, to reuse, and to validate commonalities of services and
protocols at lower levels. Since implementation is out of the scope of this thesis, the
implementation stage as well as the testing stage is omitted in the figures.

In the proposed approach, different cycles are used to allow the system behavior
increases with designer and user needs (similar to the phases mentioned in Section 4.2 of
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Chapter 4). Each development cycle brings additional details regarding new functional
requirements as well as new system components (called variabilities in [56]). This
incremental characteristic is useful when developing a large system. For instance,
functional layers, which are discussed in Section 2.3.2 of Chapter 2, can be described at
different development cycles as follows: mobility management functions are described in
the development cycle 1, followed by communication and radio resource management
functions in the development cycle 2 and development cycle 3, respectively (see case
studies in Chapter 7). In addition, if any modifications are required after validating the
prototype generated with LOTOS, it is possible to revisit the respective model for several
iterations.

The next sub-sections give more details about the reuse with UCMs and the
specification and validation with LOTOS. MSCs come into the approach at the design
stage.

6.4.1 Reuse with UCMs at the Requirements and Analysis Stages

The first design decisions regarding functional behaviors and architectural elements to be
added to the system are taken at the requirements and analysis stages. The reuse is done in
the stages where the required functionalities (behavioral patterns) and components
(structural patterns) are extracted from the MoRaR pattern language.

Figure 56 illustrates the requirements and analysis stages with the pattern reuse and
the generation of validation scenarios from the chosen pattern solutions. The resulting
models (requirements and analysis models) generated at these stages are also depicted in
the figure. Plain gray arcs represent the reusability process. Behavioral and structural
patterns are reused at the requirements and analysis stages, respectively. The derivation of
the validation scenarios from the pattern solutions described by unbound and bound
UCMs is also part of the reusability process. Black arcs express the capture of
information from the requirements to graphically specify unbound and bound UCM:s.
Dashed black arcs represent a more detailed view of the system with the derivation of
bound UCMs from the unbound UCMs that are mapped to the chosen structural patterns.

As mentioned in Section 6.2, meaningful requirements identify and document what
the system is supposed to do and what are the main functions to be described. In order to
avoid ambiguities caused by narrative documents such as simple text or even textual use
cases, the informal descriptions, which can be stage | standard documents, are expressed
in a requirements model with UCMs (see Section 4.4 of Chapter 4 for more details about
this notation). At the requirements stage, when organizational structure details (e.g., the
network reference model shown in Figure 39 of Chapter 4) are not available, the unbound
UCMs are specified reusing the behavioral patterns and adding new functional behavior
if necessary. The stub notation is used to hide information that is detailed at the analysis
and design stages.

Decisions regarding which system component is responsible for a specific action or
event are taken during the analysis stage. The structural patterns come into play at this
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point and a network reference model is described with UCM components. The functional
behavior (represented by thc requirements model) is then mapped to the network
reference model. Bound UCMs that constitute the analysis model are the result of this
mapping. Detailed descriptions about what the system does are represented in terms of
new plug-ins, responsibilities are refined with pre- and post-conditions, start points are
refined with pre-conditions and triggering events, and end points are refined with post-
conditions and resulting events.

Reuse Validation

— provides information
—3» in reused by
~={pbecomes

Figure 56 Approach for Reuse and Validation: UCMs

As mentioned in [81], the best place to select components is at the early stages of the
software development life cycle. Inconsistencies between decisions without components
at the early stages and decisions with components at the implementation stage can be
avoided. We believe that some of these drawbacks of choosing components as an
implementation decision are solved with the proposed approach. In addition, we believe
that component deficiencies and new functionalities that require extra coding are also
reduced at later stages. Chapter 7 applies the proposed approach to three case studies to
show the development of requirements, analysis, and design models on the basis of the
reuse of structural patterns (i.e., components) and behavioral patterns (i.e., functional
behaviors).

The validation scenarios are unbound and bound UCMs derived from the chosen
pattern solutions. For instance, Figure 61 illustrates the unbound UCM that represents the
inter-system handoff execution pattern solution. Two validation scenarios can be derived
from this map and described as LOTOS validation test cases as presented in the next sub-
section.

6.4.2 Specification with LOTOS at the Requirements, Analysis, and Design Stages

LOTOS is the formal underlying model that supports UCMs. In this research, LOTOS
specifications are generated from unbound UCMs at the requirements stage and from
bound UCMs at the design stage. In order to specify a system with LOTOS from bound
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UCMs, construction guidelines (CG) are taken from the SPEC-VALUE approach [10](8]
that split them into the following categories: interaction points and responsibilities,
causal paths, stubs and plug-ins, other path elements, structure, unrelated path segments,
inter-component causality, and data.

The CGs are mentioned throughout this section to explain the translation of the UCM
descriptions to the LOTOS specifications at the requirements and analysis stages as
shown in Figure 57 (see dotted gray arrows). The behavior model (i.e., the LOTOS design
specification) is derived from the previous LOTOS specifications with the addition of
design details.

Requirements Capture-Stager.
R .7 G -
o
; ,
’ S
!

Figure 57 Approach for Reuse and Validation: LOTOS

The following guidelines help the generation of the LOTOS requirements and analysis
specifications shown in Figure 57 (see details about LOTOS operators in Section 6.3.1):

e At the requirement stage, stubs and their plug-ins are mapped to LOTOS processes
as illustrated in Figure 58. A plug-in is represented as an independent LOTOS
process ready to be bound to different stubs. A stub process describes the binding
relation with its plug-in(s). These guidelines are explained in the CGs for stubs and
plug-ins of the SPEC-VALUE approach [8];

® According to the CG for interaction points and responsibilities, start points and
endpoints, which often describe interactions with the environment through their
triggering and resulting events, are specified as LOTOS gates (e.g., start and end
gates in Figure 58). We also add a gate to represent the exchange of responsibilities
with the environment (e.g., resp gate in Figure 58);

e At the design stage, UCM components (see Chapter 7) are specified as LOTOS
processes that synchronize using the LOTOS parallel operators (see structure CGs
in the SPEC-VALUE approach). LOTOS parallelism allows more than one instance
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to execute concurrently and for execution purposes the designer can limit the
maximum number of instances using ADTs;

e When a UCM path crosses different components, gates represent the interfaces
between these components (see structure CGs). Figure 72 shows the MSC and
HLR synchronization through the gates hir_to_msc and msc_to_hlr;

Radio_Resource_Management [stant, resp, end)]
exit :x

[ HDecision [stan, resp, end] >> (" (261
( Handoft stan, resp, end] >>... )

( HDecision [start, resp, end) 1 (*[a8] ")

Handoff_Decision [start, resp, end] :exit :=
Handoff_Decision_Pattem (start, resp, end]
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resp laC;
resp itNC;

resp IvC; (Ta2] ")
(endlE1 Handem)[]

Figure 58 From UCMs stubs and plug-ins to LOTOS processes

e Each LOTOS process behavior corresponds to the causality sequence of
responsibilities at the requirement stage. This translation is straightforward at the
requirement stage; however, the responsibilities for each UCM component are not
always included in one single map when generating the design model (see CGs for
causal paths for more details and Chapter 7 for an example);

e The sequences of responsibilities are represented by the enable operator “>>" or by
the action prefix operator “;”;

e Choices among paths in UCMs, which are represented by OR-Forks as shown in
Figure 58, are translated into the choice operator “[J” (see causal path CGs in the
SPEC-VALUE). These choices can be guarded in LOTOS with the guard operator
that represents the post-conditions attached to the responsibilities. This solves most
of the non-determinism problems associated with choices;

e The concatenation of UCM paths described with AND-joins and OR-joins are
translated into the enable operator. The enable operator also captures the exit in the
following scenario and continues with the rest of the UCM path: when an OR-join
causes a path to loop as shown in Figure 58, a sub-process describes the loop path,
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which is instantiated and it re-instantiates itself recursively for each iteration until
the loop ends with an exit (see causal path CGs in the SPEC-VALUE);

e The zig-zag outgoing path is translated into the disable operator (see other path
element CGs).

e In situations where there are concurrent paths in UCMs (AND-Forks), the
interleaving operator is used (see CGs for causal paths).

e UCM timers and the timeout path are translated into the choice operator in this
thesis. Another option is to specify timers using a reset event and a timeout event as
proposed in the other path element CGs construction rule of the SPEC-VALUE.

LOTOS Requirements Specification of a UCM Root Map

to the environment

Functif)nal Functional Functional
Behavior 1 Behavior 2 Behavior 3

Figure 59 Graphical Representation of LOTOS Requirements Processes

Figure 59 illustrates a graphical representation of processes that constitutes a LOTOS
requirements specification. This LOTOS prototype is built on the basis of the unbound
UCM. The translation from UCMs to LOTOS follows the construction guidelines
mentioned earlier. In addition, we translate UCM stubs and plug-ins, which describe the
pattern solutions, into LOTOS processes that can communicate through resp, start, and
end gates. These gates receive and send responsibilities, triggering events, and resulting
events and they describe the communication between the environment and the system.

At the analysis stage, the functional behaviors illustrated in Figure 59 are associated
with architectural elements (e.g., structural patterns) that are described as LOTOS
processes (see Figure 60). The gate splitting technique [37] is applied when producing the
analyis model with the addition of details to the LOTOS requirements specification. This
technique allows the identification of which responsibility comes from which
architectural element or which responsibility is sent to which architectural element (see
Figure 72 of Chapter 7). Interfaces between architectural elements are not taken in
consideration at the analysis stage. Resp, start, and end gates provide the communication
between these elements through the environment. The purpose of the LOTOS analysis
specification is to provide a prototype of the bound UCMs without adding details that are
not specified in the maps such as interfaces and detailed messages.
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LOTOS Analysis Specification
to the environment
3 end
Architectural Element { Architectural Element 2 Architectural Element 3
Part of Functional |( Part of Functional

Part of Functional
Behavior 3

Behavior | Behavior 1
Part of Functional Part of Functional Part of Functional
Behavior 2 Behavior 3 Behavior 2

Figure 60 Graphical Representation of the LOTOS Analysis Processes

As mentioned in [10] and [13], the gap between the early stages is reduced by moving
from text to unbound UCMs, and then from bound UCMs to LOTOS. LOTOS processes
at the analysis stage are derived from the UCM system components and their functional
behaviors. However, decisions regarding how these processes directly communicate
through gates are not always straightforward and depend on actual interfaces and
synchronization needs of the system behavior. These decisions are taken at the design
stage as discussed in Section 6.4.4.

6.4.3 Validation with LOTOS at the Requirements and Analysis Stages

Validation and verification techniques are not possible with the UCM notation due to its
informality. On the other hand, LOTOS handles different validation and verification
techniques and has tools to apply them. When LOTOS is combined with UCMs in [10]
and [18], the goal is not only to add rigor to the UCM descriptions (see Section 6.2.3) but
also to validate the LOTOS specification that is a prototype of UCMs.

In this research, the use of LOTOS, which starts in the requirements stage, reduces the
semantic gap between the translation of UCM requirements and analysis models to
LOTOS at the design stage. As a result, when the LOTOS specification is validated,
several aspects of the UCM notation are also validated including: causal sequences of
responsibilities, choice relations, enabling relations, disabling relations, join relations,
and parallel relations (see relations in Section 4.4 of Chapter 4). Our validation part
focuses on the reuse of pattern solutions in the specifications.

In short, UCMs and their corresponding LOTOS specification can be validated using
simulation, testing, and verification techniques. For example, simulation provides the
execution of the specification that can help designers to check the ordering of events and
the interactions between processes (e.g., the binding between plug-ins and stubs). In
addition, verification techniques help to demonstrate consistency between successive
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models such as requirements, analysis, and design models as shown in Figure 57.
Properties such as absence of unwanted deadlocks can be also verified in a specification.

Testing is the target validation technique in this thesis. The different executions of a
LOTOS specification or of an implementation are called ftest cases in [18]. The term
validation test cases is used in [10] and [8] to differentiate the testing strategy that aims at
testing validity of the specification against UCMs and the requirements from the one that
aims at testing conformance of the implementation under test against the specification
(i.e., conformance testing). In other words, unlike conventional testing which tests
implementation, the validation testing is entirely at the specification level.

Our goal is to execute the specification that contains commonalities and variabilities
against acceptance test cases that describe the pattern solutions (i.e., commonalities).
Since a pattern is a good solution for a design problem, our intention is to assure that the
pattern solution is well captured in the requirements and analysis models. In short, we
validate the specification against the pattern solutions to guarantee that these solutions are
preserved in the specification with the addition of new behavior and structure
(variabilities). However, this kind of validation does not guarantee that the pattern is
reused properly in the specification, which can be validated with test cases that cover
complete scenarios on the basis of the requirements and analysis models.

Testing in LOTOS is the composition of acceptance and rejection test cases, which
represent valid and invalid scenarios, respectively, with the specification. The
specification should be able to execute the acceptance test cases without deadlocks and
should be able to refuse the rejection test cases. We consider acceptance test cases that
are derived from the pattern solutions. Figure 57, which depicts plain black arrows
connected to a circle filled with a plus symbol, shows how the LOTOS specification is
composed with the validation test cases that are derived from the validation scenarios. In
order to facilitate the validation part, the UCM documentation conventions presented in
Section 4.5.2 of Chapter 4 are also used in the LOTOS specifications. When a problem is
found using LOTOS validation tools, it can be easily related to its UCM corresponding
problem.

At the requirements stages, LOTOS validation test cases are generated on the basis of
the UCM validation scenarios that are derived from the chosen behavioral pattern
solutions described with unbound UCMs (see Figure 56). The LOTOS-requirement
specification, which is the first system prototype, is validated against these test cases
using the LOLA tool. The same rules to transform systematically bound UCMs into a
LOTOS specification, which are introduced in [18] and are summarized in the last sub-
section, are used in the generation of these test cases.

At the analysis stage, new test cases are generated in LOTOS from the UCM
validation scenarios bound to the chosen structural pattern solutions, if any. The LOTOS-
analysis specification, which is derived from the requirements and from the LOTOS-
requirement specification, is then validated.
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Figure 61 depicts the validation test cases derived from the inter-system handoff
execution pattern solution (unbound UCMs). As mentioned in [25], these validation test
cases are specified as LOTOS test processes and synchronized with the LOTOS
specification under test (see also the testing equivalence definition in [144]). These test
cases are derived from the unbound UCMs and they are composed with the prototype to
detect possible errors. LOLA performs this composition automatically.

Iprocess Hand_| [start.resp.end, success] Hand_2 [start, resp, end,
fexit:= uccess] exit:=

start !S_Hand: start !S_Hand;

resp 'aC; resp 'aC;

resp INC; resp 'tINC;

resp 'C; (*{al] ®) resp 'vC; (*(a2] *)

end 'E2_Hand: end 'El_Hand:

SUCCESS;Stop success; Stop
endproc dproc

Validation
Scenario 2

Figure 61 Inter-system Handoff Execution Pattern and Validation Test Cases

The special terminating event success depicted in the figure is included in every LOTOS
test process to indicate the end of every possible execution sequence. The successful
termination of a test case means that the termination event has been reached.
Unsuccessful test cases represent the case of not reaching the terminating event due to a
deadlock situation or internal livelocks. As stated in [144], one of the following test
results are obtained when composing a formal specification with a test:

® must pass, which indicates that all possible executions terminate successfully;
* may pass, which indicates that at least one execution terminates successfully;
o or reject, which indicates that none of the executions terminate successfully.

Must pass and may pass are considered successful results that guarantee a good level of
confidence in the reuse of the pattern solutions with the new behaviors, which are called
variabilities in [56], introduced in the specification. However, a may pass result can
indicate abnormal sequences that can be further investigated to find the unsuccessful
paths (see the test exploration step in [25] and the CADP tool in [73]). When a test case
fails, the functionality, which has been tested, contains a logical error (reject result). As
mentioned in [10], this functional behavior was incorrectly specified according to UCMs
or was incorrectly integrated with the others.

We believe that other validation techniques such as verification methods and rejection
test cases could be used in the validation part of the proposed approach. However, at this
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point, the acceptance test cases provide a good level of confidence in the reuse of the
pattern solutions.

6.4.4 LOTOS and MSCs at the Design Stage

At the design stage, details regarding data types, parameters, interfaces, and exchange of
messages are added to the LOTOS-analysis specification, which describes the system
behavior and its respective network reference model as shown in Figure 57. Since the
requirements and analysis models are iteratively and incrementally specified as well as
validated, the LOTOS specification becomes easier to develop at the design stage. A
behavior model is then generated at this stage and validated using the validation testing
technique explained in the last sub-section.

The results of the LOTOS validation (e.g., successful and unsuccessful outcomes of
the system) are translated into several MSCs (scenario models). In Chapter 7, a case
study shows how these MSCs are useful for comparing the new scenarios that are
generated after the reuse of individual patterns with the ones that originally represent the
system behavior. According to the validation approach proposed in [25] (see the test
exploration step), these scenarios are also used as input to the implementation and
conformance testing stages (out of the scope of this thesis).

As mentioned earlier, the developers of mobile systems often use variations of the
MSC notation to describe scenarios at the early stages. For instance, mobile wireless
standards documents describe protocols using information flows. As well, MSCs are used
to represent early behavior models in object-oriented approaches (e.g., UML sequence
diagrams and interaction diagrams in the Use Case driven approach). However, these
diagrams are static and disjoint, and only one sequence of events can be observed in each
of them. As a result of these characteristics, validation and verification techniques are not
possible.

Due the popularity of message sequence charts, most tools for formal methods
provide the capability of generating MSCs from the validation results. For instance, the
SDL Development Tool set (SDT) [109] and the SPIN tool [96] support the process of
going from the formal design to MSCs. Work on providing the requirements first in terms
of sequence diagrams and then applying formal verification techniques such as the ones
supported by the SPIN model checker to these diagrams is presented in [95]. This process
is also of interest for the SDL and LOTOS communities. In this context, [13] proposes
the use of MSCs as a complement of formal methods. We believe that these tools as well
as our approach are valuable and lead to a more effective and attractive way to design a
system and present the validation and verification results to users and developers.

In this thesis, MSCs enable us to clearly represent the results of the LOLA validation.
MSC scenarios are more readable than LOTOS traces and they can be used for
implementers to generate the protocols. For instance, these MSCs can replace the
information flows of stage 2 standard documents, which are currently used by
implementers to generate protocols.
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A Lotos2MSC Converter tool is under development to generate MSCs automatically
from LOTOS traces [170]. A beta version of this tool is applied to the WmATM case
study presented in Chapter 7.

This tool uses a configuration file that interprets the LOTOS traces and generates
proper MSC scenarios. To make this possible, the converter uses conventions and
additional configuration information to decode a LOTOS action and its elements (the
sequence of values) to derive MSC components, messages and parameters. Since the
LOTOS generic concept of action defines messages and parameters implicitly in terms of
abstract data types, the tool can only recognize messages and parameters when they are
described in a LOTOS action.

The converter also allows filtering specific LOTOS actions that the designer wants to
be displayed on the MSC graph using gate names as filtering criteria. More details about
this converter can be found in [170].

However, this tool restricts the LOTOS capability of full-duplex communication
through gates (i.e., no direction is associated with the execution of LOTOS actions among
processes) by demanding that gate names represent directions and components (e.g.,
vir_to_wsh becomes the gate name in Figure 78 of Chapter 7). According to [170], a
direct mapping of LOTOS to MSC concepts is not possible due to the LOTOS
synchronization of many simultaneous actions between processes in contrast to the MSC
exchange of asynchronous messages between components.

6.5 Discussion

The proposed approach does not depend strictly on the notation used. If the designer
chooses another visual technique or formal method that is more appropriate to a particular
application, the informal description of the patterns and the pattern language presented in
Chapter 5 can still be used. However, validation scenarios and validation test cases
should be derived from these techniques to fulfill the validation part.

With the increasing popularity of the Unified Modeling Language (UML) for
modeling systems using object-oriented concepts, the UML activity diagrams have
potential to replace the UCM notation in the proposed approach. As discussed in {8], like
UCMs, activity diagrams focus on functional behaviors rather than on the communication
between architectural elements (like MSCs). They also express sequences of actions or
events (the causal relation between responsibilities defined in Chapter 4), alternatives
(the choice and join relations), and concurrency (the parallel relation). In addition,
refinement of complex activities and mapping of functional behaviors to architectural
elements (e.g., by using swimlanes) are possible. However, UCMs enable the description
of the disabling relation and the use of dynamic stubs that are necessary for the
description of mobile systems. These features are not allowed in activity diagrams.
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UCMs are currently being investigated for inclusion in UML to help the system
development process. According to [11], UCMs can help bridge the gap between the
requirements model represented by use case diagrams and the analysis and design models
represented by the UML behavioral diagrams (e.g., sequence diagrams, state diagrams,
and activity diagrams).

UCMs resemble Petri Nets at first sight. Their graphical notations look similar and
both are based on causality events. However, many differences can be quickly perceived.
First. semantics are not defined for UCMs. This notation is informal and intuitive and it is
used in the early stages of the development process to give a global picture of the system.
In addition, UCMs are easy to learn and understand (i.e., they are a light-weight notation)
and they can also express the underlying architecture. On the other hand, Petri Nets have
strict semantics, are rich in analysis methods, and have automated tools that are rigorous
and sound. They require precision like SDL and are more appropriate to the design stage.
Thus, a mapping of UCMs to Petri Nets, which is left as an open area of research, is more
feasible than a replacement.

[n the context of this research, a disadvantage of mapping UCMs to Petri Nets is that
common varieties of Petri Nets do not allow the mapping of responsibilities to
components (bound UCMs). As mentioned earlier, this mapping instead is one of the
advantages of the UCM notation and LOTOS allows us to represent both unbound and
bound UCMs at different stages and at comparable levels of abstraction.

6.6 Conclusion

This chapter presents an approach for pattern reuse and for validation of pattern solutions.
This approach enables designers to re-use common network entities and their respective
functional behaviors starting from the early stages of the development process and
evolution of mobile wireless communication systems. These solutions become more
accessible and better understood to novices and experts alike by being specified with
UCMs. By using translation from UCMs to LOTOS, validation test cases can be
generated.

On one hand, the pattern concept adds reusability to the SPEC-VALUE approach,
which brings more powerful tools to tackle specification and validation problems in
telecommunication systems. On the other hand, the formal specification and validation
with LOTOS in the SPEC-VALUE approach provides confidence in the correctness of
the reuse of these patterns. The reusability-driven characteristic of our approach attends
the designer needs in the development of new systems or in the evolution of existing
ones.

Whether designers are maintaining existing systems or building new ones, they can
identify what makes their actual or future systems similar by taking into consideration the
set of patterns that capture the common functional behaviors and architectural elements of
legacy systems. Once the commonalities among existing mobile communication systems
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are recognized, it may be possible to iron out differences among them and enable them to
interwork.

The graphical specification of the requirement and analysis models with unbound and
bound UCMs, respectively, allows the designer to have an overview of the basic
behavioral properties of a system from the early stages of the system development process
or evolution. The UCM notation provides a better human understanding of the system and
helps network designers to produce descriptions of the requirements more legibly. As
well, it facilitates system evolution. Furthermore, UCMs are a complementary notation
for use in the early stages of the ITU-T three-stage methodology, which correspond to the
requirements and the design stages of our approach.

We believe that a new system developed on the basis of this common foundation is
also more suitable to be integrated with existing systems. Therefore, the pattern reuse
concept is a promising way to overcome potential incompatibilities between existing and
new systems. This research can also provide means to the development of the global
roaming capability and seamless mobile wireless services as discussed in [86].

The next chapter presents the use of the proposed approach in three case studies as
follows: A UCM framework for mobile system requirements and analysis models, a third
generation system, and a prototype for a typical WmATM networks.
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This chapter presents case studies that apply the approach for reuse and validation
presented in Chapter 6. The first case study reuses all the patterns included in the MoRaR
pattern language and some of their relationships for the development of requirements and
analysis models of a third generation system. The WIN Incoming Call Screening feature
is then added to these models to show their integration with second generation systems.
The third case study presents the design model of a typical wireless mobile ATM network
with the addition of individual patterns.

7.1 Introduction

The approach proposed in Chapter 6 combines UCMs, LOTOS, and MSCs with reuse
and validation of the behavioral and structural patterns presented in this thesis. This is
done at different stages of the system development life cycle, which are summarized as
follows (see Figure 57 in Chapter 6).

At the requirements capture stage, the focus is on reusing behavioral pattern
solutions described as UCMs or textually without considering architectural element.
When it is necessary, the designer adds new functional behaviors to build specific
characteristics of the mobile system (i.e., variabilities). Unbound UCMs and a LOTOS-
requirements specification, which is generated from UCMs, describe the requirements.
LOTOS validation scenarios are generated from the chosen pattern solutions to validate
the requirements.

At the analysis stage, the goal is to re-use the structural patterns. These patterns are
added to the other architectural elements of the system, which are represented by UCM
components. After this, the unbound UCMs are mapped to the architectural elements that
constitute the network reference model and bound UCMs are generated. New
functionalities can also be included at this stage. A LOTOS-analysis specification is
generated from the bound UCMs and the LOTOS-requirements specification. This
specification is validated with validation test cases that are generated from the bound
pattern solutions.

At the design stage, details regarding interfaces, parameters, and data types are
included in the LOTOS analysis specification. This detailed system behavior model is
again validated against validation test cases that are derived from the previous test cases.
MSCs are automatically generated from the LOTOS-design specification in order to
represent the results of the validation and to facilitate the implementation of protocols
(out of this thesis’ scope).
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This chapter presents the improvements that can be obtained with the reuse and
validation of patterns in the development and evolution of mobile systems (see existing
approaches in Section 4.2 of Chapter 4). Our case studies exemplify how the proposed
approach can improve the overall quality of mobile system development by increasing the
following software quality attributes presented in [153]: reusability, portability,
correctness, ease of use, and readability. We add software reusability and portability to
the previous approaches with the pattern reuse. Rigor is introduced with LOTOS and its
validation techniques as proposed in the SPEC-VALUE approach (see Section 6.2 of
Chapter 6). UCMs are easy to handle and readable as well as reduces the gap between
requirements and design stages. Inconsistencies of messages and parameters as well as
incompleteness of the requirements and analysis semi-formal descriptions with UCMs are
detected and corrected at the early development stages. As a result, correctness, ease of
use, and readability are achieved with the mixture of semi-formal and formal techniques.

The next section presents the first case study that is a framework for mobile system
requirements and analysis models. The requirements and analysis models are described
with UCMs on the basis of the MoRaR pattern language. These models show the
relationships among commonalities, which are represented by mobility and radio resource
management functions, and variabilities, which are represented by communication
management functions. A new feature and the IMT-2000 generic reference model are
introduced in these models in Section 7.3. Section 7.4 presents the evolution of a typical
wireless mobile ATM (WmATM) system with the proposed approach. We add two
patterns to the existing UCM requirements and analysis models (see Chapter 4) and
produce a behavior model in LOTOS and a scenario model with MSCs at the design
stage. A discussion about other case studies for future work are addressed in Section
Figure 82. Finally, conclusions are summarized in Section 7.6.

7.2 A UCM Framework for Mobile System Requirements and
Analysis Models: First Case Study

This section presents a UCM framework for mobile system requirements and analysis
models that includes the graphical specification of the pattern language introduced in
Chapter 5. We use the term framework to describe collections of functional behaviors that
are mapped to a network reference model at the requirements and analysis stages. Our
framework includes reusable requirements and analysis models in contrast with the OO
framework in which developers often reuse either design elements or code. In other
words, their focus is on design and implementation stages (see Chapter 3 and Chapter 4
for other uses of the term framework).

Additional requirements, which are necessary to describe the mobile system behavior,
are also specified in our framework. This framework helps mobile system designers to
reuse the pattern solutions presented in this thesis by providing requirements and analysis
models that are ready to be reused at the early stages of the system development process
and evolution. The analysis model includes the common architectural elements shown in
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Chapter 4 that are mapped to the unbound UCMs. The development of requirements and
analysis models with UCMs applies the approach depicted in Figure 56 of Chapter 6.

In order to develop this framework, we first select all behavioral patterns and choose
part of the relationships presented in the MoRaR pattern language (see Figure 40 of
Chapter 5). Then, communication management functions are added to the requirements
model to complete the behavior of a mobile system. This requirements model is
represented by unbound UCMs. After this, all structural patterns are selected and
mapped to their respective functional behavior. Other network entities are chosen from
the common network reference model shown in Chapter 4 (see Figure 39). The UCM
notation is appropriate to show the mapping of the functional behaviors to the
architectural elements as illustrated in Chapter 5, which applies bound UCMs to
graphically specify some of the pattern solutions. This mapping constitutes the analysis
model of the framework.

At a high level of abstraction, the UCM framework describes the whole functional
behavior of a mobile system (e.g., which functions are enabled in the system when mobile
users power on their mobile stations). The next section presents UCMs with the
description of commonalities and variabilities, which are encapsulated into stubs. Section
7.2.2 presents the mapping of the unbound UCM plug-ins to the architectural elements
that are described by UCM components.

7.2.1 Functional Behaviors: Pattern Solutions and Variabilities Encapsulated into
Stubs

The description of the requirements model starts with the graphical specification of the
MoRaR pattern language (mobility and radio resource management functions) working
together with variabilities such as communication management functions. In this first step
(see the proposed approach for reuse and validation in Chapter 6), there is no description
of which component performs each functionality.

Figure 62 depicts the top level of the framework. This UCM root map illustrates the
“big picture” of a simplified mobile system. As mentioned in Chapter 4, the UCM stub
notation enables the designer to have a global view of the system at a high level of
abstraction.

The reuse of patterns is done in the MM and RRM stubs illustrated in the figure that
encapsulate the following pattern solutions for mobility and radio resource management
functions presented in Chapter S: temporary identification, ciphering, authentication,
paging, location registration, inter-system handoff execution, handoff failure actions, and
releasing resources. These pattern solutions are graphically specified with UCMs in
Figure 32, Figure 33, Figure 34, Figure 35, and Figure 37 of Chapter 4, which presents
more details about these plug-ins. Plug-ins related to communication management
functions (CM stub) represent the following functional behaviors (see Figure 65): routing,
status, and disconnection.
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The relationships among these functions are better understood by following the root
map flow shown in Figure 62. Each stub has incoming and outgoing paths that
graphically specify the interaction among mobility and radio resource management
functions as shown in the MoRaR pattern language. Communication management
functions and new functional behaviors that describe external events such as power off
the mobile station and network failure, which also includes database failure, are also
introduced in this root map in order to represent the overall system behavior.

The root map describes the mobile system behavior that starts with the following
event: a user powers on a mobile station. This triggering event satisfies the pre-condition
associated with the UCM start point labeled S, The plug-in, which is bound to the MM
static stub (see Figure 63a), also starts after this event. If the mobile station’s
authentication fails, the plug-in can end with the bar labeled E,. Otherwise, in case the
authentication is successful, the [a2] path is split into two outgoing paths ([a3] and [a4]
paths) that are performed concurrently and independently. As a result, communication
management functions (described by the CM stub) and the radio resource management
functions (described by the RRM stub) can be triggered at anytime ([a3] and [a4] paths
followed by [a5S] and [a7] iteration paths in the figure) while a mobile station is powered
on.

The S3 start point allows an incoming call to arrive to a user who is powered on, an
outgoing call to be generated, and a disconnection by one of the users. Sy and S3 can
happen only after the map has started with S. The Sy start point corresponds to external
behaviors such as power off and network failure. These sub-routes end in E; when the
user powers off the mobile station. In addition to the Power Off plug-in, the ExternalBs
dynamic stub in Figure 62 can be bound to Network Failure and Database Failure plug-
ins (not shown in this thesis).

Legend:
S : Start External Behaviors (e.g., user powers off)
S, : Start Point (user powers on)
S; : Start Communication Management
[a1] : [ExternalBs piug-ins abort the current map]
MM : Mobility Management Functions
[a2] : (successful MM functions]
{a3] :(Radio Resource Manag. functions are enabled]
[a4] : [CM functions are enabled]
CM : Communication Management Functions
RRAM : Communication Management Functions
[a5] : [RRM functions are enabled again}
[a€] : [the handoft failure plug-in aborts CM])
[a7] : [CMfunctions are enabled again]
E1 :end map (e.g., power off event)
fa7] E2 :end MM (an unsuc. Auth. has occurred)
E; :end RRM (a handoft failure has occured)

Figure 62 The Root map of the UCM Framework Requirements Model

Capture, Reuse, and Validation of Requirements and Analysis Patterns for Mobile Systems 169




Chapter 7 Case Studies

Communication management functions deal with a mobile user who tries to make a call
(originating mobile user’s behavior starts with an outgoing call request) and a mobile
user who receives a call (terminating mobile user's behavior starts with an incoming call
request). According to the satisfied pre-condition, either the plug-in related to the
originating party or the plug-in related to the terminating party is bound to the Party stub
(see Figure 64a) within the CM stub. After an establishment of communication between
two users or an unsuccessful communication attempt, the [a7] outgoing path enables the
CM stub execution while the mobile station is powered on. The S; start point can be
triggered when one of the following two events satisfies the start point pre-condition:
either the terminating user answers the call or one of the users disconnects.

The RRM stub includes the handoff decision (Hdecision stub), the inter-system
handoff execution (Handoff stub), the handoff failure actions (HFailure stub), and the
releasing resource (RelRes stub) functional behaviors as illustrated in Figure 63b. These
scenarios can end when the handoff failure actions plug-in ends unsuccessfully. In this
case, the [a6] zig-zag path finishes the right hand-side map and the handoff failure actions
plug-in takes over the communication (eventually, this path will finish at the bar labeled
E3). After every handoff attempt, the [a5] outgoing path enables the RRM stub execution
while the mobile station is powered on.

(a) Plug-in for the MM stub (b) Plug-in for the RRM stub

TMUIAssign

Figure 63 Plug-ins bound to MM and RRM Stubs

As mentioned earlier, a user is able to power off the mobile station or a network failure
can occur at any time. These two different behaviors depend on external events and they
are represented by different plug-ins bound to the dynamic stub labeled ExternalBs. These
plug-ins are not shown in this thesis; however, they take over ([al] zig-zag path label) the
current map, which have started at the S, start point and has been performed, and release
all the resources that are no longer needed. As a result of these external events (a power-
off or a network failure), the map ends with the bar labeled E;.
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Figure 63a illustrates the plug-in for the MM static stub. This plug-in describes the
following mobility management functions that are performed when a mobile user powers
on: authentication (Auth stub), ciphering (Cipher stub), location registration (Loc stub),
and TMUI assignment (TMUIAssign stub). First, the cAU responsibility checks whether
the originating party needs authentication or not. After this, one of the following paths
can be performed: <Auth, [a2], Cipher, cR, [a3], Loc, TMUIAssign, Emm> [] <[a2],
Cipher, cR, [a3], Loc, TMUIAssign, E’um> [] <Auth, [a2], cR, Cipher, [a4],
TMUlAssign, E’mm> [] <[a2], Cipher, cR, [a4], TMUIAssign, E*um> [] <Auth, [al],
E MM~

In the figure, the Authentication plug-in, which is bound to the Auth stub, represents
the authentication pattern (see Section 5.4.4 of Chapter 5); the Cipher stub encapsulates
the ciphering pattern solution (see Section 5.4.3 of Chapter 5); the Location Registration
plug-in, which is bound the Loc stub, graphically specifies the location registration
pattern (see Section 5.4.7 of Chapter 5); and the TMUIAssign stub encapsulates the
temporary identification pattern soluiion (see Section 5.4.1 of Chapter 5).

The Auth stub has two outgoing paths labeled [al] and [a2] that correspond to the end
points of the Authentication plug-in shown in Figure 34a (Outl corresponds to E'aum, and
Out, corresponds to Eaun). The ciphering plug-in is triggered after authentication (see
Figure 33b) and then the cR (check registration) responsibility is activated along the [a2]
sub-path to decide whether the mobile station is registered at the current location area or
not. One of the alternatives sub-paths ([a3] or [a4] labels) is followed after this decision.
This path ends (EzMM end point) after performing the location registration and the
temporary identification assignment plug-ins (see Figure 35 and Figure 33a).

Figure 63b depicts the plug-in for the RRM static stub. The handoff decision is taken
in the HDecision stub. The HFailure stub manages unsuccessful outcomes from the
handoff functions (Handoff stub with the [a'rgm] outgoing path) and takes over all the
scenarios in execution (E’ggum that corresponds to the [a6] zig-zag path shown in Figure
62). On the other hand, the RelRes stub is responsible for releasing the network resources
that are no longer necessary and it handles the outcomes from the Handoff and HFailure
stubs ([a’rrm] and [a’rrm] paths, respectively).

Figure 64a depicts the Communication Management plug-in bound to the CM static
stub. As stated earlier, functionally, users are not identical and we make the distinction
between the user who requested the establishment of the communication (originating
party) and the user who answers the call (terminating party) with the plug-ins bound to
the Party stub. The start points of the plug-ins bound to the dynamic Party stub are
triggered differently according to their pre-conditions. This flow is triggered (S'cm start
point) after either a user dials a number (the terminating party number), which
corresponds to an outgoing call, or an incoming call request is issued. These two different
user’s behaviors are expressed in terms of the plug-ins bound to the Party dynamic stub,
as follows: originating party (Figure 64b) and terminating party (Figure 64c).
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Figure 65a illustrates how the call is routed to the terminating party. Since the dialed
number does not refer to the terminating party current location, the iD responsibility
interrogates the terminating home database about the current location and the status of the
terminating party. Based on the current location, the cR responsibility checks the route to
connect the two users and accepts the call based on the availability of resources (e.g., free
interworking devices, or a free circuit with the external network). This responsibility
generates successful or unsuccessful outcomes (respectively, E'Rout OF E’Rout €nd points).

After finishing the routing function, the current status of the terminating party is
analyzed. Figure 65b shows the Status map that is triggered by the resulting event of the
E’Rour €nd point. The first responsibility checks the terminating party status (cS
responsibility) and returns one of three different outcomes. The call request is denied (dR
responsibility in the [bl] path) as a result of the terminating party subscription capability
(incompatible with the originating party). The call is established ([b2] path) in case users
are compatible and the terminating user is idle. Last, a busy tone is played at the
originating user side (bS responsibility in the [b3] path), if the terminating user is
currently busy.

(a) Communication Management plug-in | (b) Originating Pasty plug-in bound
1o the Party dynamic stub

(c) Terminating Party plug-in

bound to the CM stub bound to the Party dynamic stub

Figure 64 Plug-in bound to the CM stub and Plug-ins bound to the Party Stub

Figure 65c shows the Disconnection map that is responsible for releasing the network
resources (rR responsibility) after a user hangs up the phone or presses the end key. The
and-fork notation splits the main path into [c1] and [c2] sub-paths that are performed in
parallel. The [c1] sub-path indicates to the other related maps in execution at this time
that a disconnection has occurred and that the disconnection map has replaced the current
UCM routes. The [c2] sub-path finishes the actions of the Disconnection map. The other
user is notified about this disconnection with the nU responsibility.

Unsuccessful outcomes can occur either from the originating plug-in or from the
terminating plug-in. In addition, they can occur after the timer expires as a result of the
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terminating party not answering the call in a certain amount of time ([c3] zig-zag timeout
path). After one of these unsuccessful outcomes, the actions of releasing resources (rR
responsibility) and notifying the user (nU responsibility) are performed by the
Communication Management plug-in. The E'cy end point represents these unsuccessful
attempts of establishing a call between two users.

If the terminating party answers the incoming call, the call is finaily established ([c2]
path) and users are able to exchange information (voice, data, fax, or video), which is
represented by the el responsibility. The loop depicted by the [c4] path is performed until
one of the users disconnects. The disconnection event can happen at any time and it is
specified by the Disconnection plug-in (see Figure 65c) that is bound to the Disc stub.

Figure 64b shows the originating party plug-in that has alternative paths labeled by
[d1] (a fixed user is the terminating party) and [d2] (a mobile user is the terminating
party). These paths are chosen according to the following responsibilities: get the
terminating user’s number information (gl responsibility) and check this information (cI
responsibility). The other alternative sub-paths describe successful and unsuccessful
outcomes caused by the plug-ins bound to the Routing and Status stubs. For example,
[d4], [dS], and [d7] are unsuccessful attempts to set up a call (Status stub) and [d3] is a
successful outcome of the Routing stub. This originating plug-in is suitable for a scenario
where the user tries to make a call soon after powering on the mobile station. In case of
changing location, another plug-in with the MM stub should be available.

(a) Routing (b) Status (c) Disconnection

Figure 65 Unbound Plug-ins for Routing, Status, and Disc Stubs

After the unsuccessful outcomes, the Communication Management plug-in expresses the
actions of releasing resources (rR responsibility) and notifying the user (nU
responsibility). After the successful outcome of the Status stub, the al responsibility
(alerting indication) is played at the originating and terminating user sides, a timer starts
and waits for the terminating user’s answer (represented by the Ssp;my start point). The
E'pary and E’pny end points represent, respectively, successful and unsuccessful
establishment of calls between two users.

An aiternative for the Party dynamic stub is illustrated in Figure 64c¢ as follows: the
mobile station behaves as the terminating party. The behavior of the terminating mobile
user is different from the originating mobile user as follows: first, the Paging stub has to
be performed and, then, the Auth stub can be performed. The paging plug-in, which is
depicted in Figure 34b of Chapter 4, is bound to the stub. This plug-in corresponds to the
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graphical specification of the paging pattern (see Section Figure 44 and Figure 45 of
Chapter §).

After describing these functionalities with unbound UCMs, the structural patterns,
which represent the network entities (security database, home and visitor database, and
anchor mobile switching center), and the other common architectural elements presented
in Chapter 4 are mapped to these unbound UCMs yielding bound UCMs. The next
section describes this mapping and illustrates a scenario where the originating and
terminating are successfully engaged in a communication.

7.2.2 Mapping of the Functional Behavior to Structural Patterns and Network
Reference Model

As mentioned earlier, the framework is a generic scenario ready to be re-used by mobile
systems at the requirements and analysis development stages (see also the proposed
approach in Chapter 6). At the requirements stage, the focus is on the system functional
behavior. The system structural model comes into play at the analysis stage when details
regarding which component performs each functional behavior become an issue. Figure
66 shows a set of UCM components that correspond to the network reference model
generated from the common architectural elements presented in Figure 39 of Chapter 4.
The components that are shown in gray in the figure are described as structural patterns in
Chapter 5. The environment shown in Figure 39 of Chapter 4 is the foundation for the
network reference model that is a reusable element for the mobile system development at
the analysis stage.

The mapping of this UCM substrate to the unbound UCMs is presented in this
research at the plug-in level. For instance, the responsibilities within the Routing, Status,
Disconnection, Paging, Location Registration, and Authentication plug-ins are performed
by the following components: originating mobile station, terminating mobile station,
(anchor) mobile switching center, home database, visitor database, and security database.

Common Architectural Elements
represented by UCM Components

Mobile
Station

Figure 66 Network Reference Model represented by UCM Components
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Chapter 5 presents the graphical specification of the following behavioral patterns with
bound UCMSs: authentication, paging, location registration, inter-system handoff
execution, and handoff failure actions. As stated earlier, these UCMs correspond to the
plug-ins that are bound to the following stubs in the framework: Auth, Paging, Loc,
Handoff, and HFailure. Furthermore, Figure 67 adds components to the Routing, Status,
and Disconnection plug-ins mentioned earlier.

Figure 68 depicts the execution of scenarios that are part of the proposed framework.
The whole map describes the call establishment between the originating and the
terminating parties. This map represents the binding of the plug-ins to their respective
stubs that are depicted in Figure 64a, Figure 64b, and Figure 49 of Chapter 5. The UCM
routes shown in gray are not performed in this map.

(a) Routing Plug-in i (c) Disconnection Plug-in Legend :
8 Plug (b) Status Plug-in ) [a1} {Successful Routing]
[a2} {Unsuc. Routing)
iD :interrogates the database
¢R : check availability of routes
(b1} [Call denied]
[b2} [Call accepted]
[b3} [Busy Terminating party]
¢S :check Status
dR : deny call Request
bS :busy Status
[c1} (Discon. Indication]
[e2} [Disc. Actions]
fR :release Resources
nU : notify User

Figure 67 Routing, Status, and Disconnection Bound Plug-ins

First. the map depicted in Figure 68, which describes the originating party’s execution, is
triggered after satisfying the following pre-conditions (S' start point): the originating
mobile user has already powered on and the mobility management functions have been
successfully performed. After reaching the and-fork, radio resource and communication
management functions are performed in parallel and independently.

The communication management flow starts when the originating user dials a number
(the terminating party number) as follows: S'cwm start point shown in Figure 64a followed
by gl and cI responsibilities. In this scenario, the originating party’s handoff is
successfully performed (<aC, tNC, vC, uP, uTP, E'qane> path). Furthermore, the
originating network entities successfully perform the routing, the terminating party is not
busy, and the originating party waits for the terminating user to answer the call (<iD, cR,
cS, al> path).

Meanwhile, the terminating party is not roaming (RRM functions are not performed at
the terminating party’s map). The communication flow starts at the terminating party’s
side when a paging is issued (S'cy start point shown in Figure 64a followed by pU, cA,
cAu and al responsibilities depicted in Figure 45a of Chapter 5 and in Figure 64c). The
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terminating user answers the call (S’ start point) that leads to the successful establishment
of the call.

These scenarios are merged for the exchange of information (el responsibility). When
one of the users hangs up, the call finishes (as shown in Figure 64a by the Disc stub,
whose plug-in is illustrated in Figure 65c).

Originating Party Terminating Party

Figure 68 Integration of the Originating and Terminating Scenarios

The following components (network entities) perform the responsibilities depicted in the
figure: Originating Mobile Station (MS-0O), Originating Mobile Switching Center (MSC-
O), Home Database (HLR), Visitor Database (VLR), Terminating Mobile Station (MS-
T), Terminating Mobile Switching Center (MSC-T), Originating and Terminating Mobile
Stations (MS-OT).

The framework intends to show the feasibility of the proposed approach for the early
development stages. At the analysis stage, the mapping of functional behaviors to the
network reference model can be done. This mapping allows the designer to do early
simulations of the whole system. This framework is suitable to be re-used by existing
systems such as the Global System for Mobile Communications (GSM) [139] and the
American National Standards Institute — 41 (ANSI-41) [25] based systems (e.g.,
respectively, GSM-1800 and D-AMPS) when adding new features. Design decisions
regarding messages, parameters, authentication algorithms, and interfaces among
components are taken at later stages. The next sections present the application of this
framework to the development of two systems.

7.3 A Family Member of IMT-2000 Systems: Second Case Study

This section presents a case study that integrates a service, which is described in the
Wireless Intelligent Network (WIN) [174], in the framework presented in the last section.
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The IMT-2000 generic reference model is used instead of the network reference model
presented in Figure 66.

The development of this system begins with the addition of Incoming Call Screening
(ICS), which is a variability for the communication management functions described in
the framework. At the design stage (not shown here), other variabilities can be included
in the models according to the IMT-2000 system documents [112][113][114].

As shown in Chapter 4, the behavioral and structural patterns are representative of the
commonalities between third (e.g., IMT-2000 systems) and second (e.g., GSM)
generation systems. Furthermore, ICS is part of WIN that is a second generation system.
In this context, we consider that this prototype is a seamless environment for diverse
mobile users and a family member of IMT-2000 systems whose capabilities should be
compatible with second generation systems.

The next sub-sections show part of the requirements and analysis models of a
simplified IMT-2000 family member in which mobile users can subscribe to the ICS
service. According to our approach, a prototype is specified with UCMs and LOTOS, and
then validated with LOTOS validation test cases.

7.3.1 ICS at the Framework Requirements Model

The overall functional behavior of a simplified IMT-2000 family member can be
described using the requirement model shown in Figure 62 (the UCM framework root
map). Then, variabilities are added according to the IMT-2000 stage 1 documents. For
instance. besides mobility, communication and radio resource management functions
described in the pattern language, the IMT-2000 requirement model consists of the
addition of the ICS feature.

In [12] and [23], we present the graphical specification of the WIN ICS with unbound
and bound UCMs. UCM components represent the mapping of the WIN distributed
functional model to the network reference model. In our case study, only the unbound
UCM that describes ICS is reused. Figure 69b illustrates the addition of ICS feature to the
IMT-2000 originating party plug-in. At the analysis stage (see next sub-section), we map
the IMT-2000 generic reference model presented in [113] to the unbound ICS plug-in as
illustrated in Figure 70.

The Party dynamic stub shown in Figure 69a is bound to the Originating Party or
Terminating Party plug-ins. In case a user has subscribed to the ICS service, the ICS plug-
in (bound to the ICS stub that is described inside the CM stub) is performed (see Figure
69 and Figure 70). The behavior of the terminating mobile user (not shown here) is
different from the one of the originating mobile user: paging and authentication are
performed before sending the alerting indication to the user.

The cSF responsibility in Figure 69b is activated along the path to decide whether the
mobile station has subscribed to the ICS feature or not. The alternatives sub-paths
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(labeled [d1] and [d2]) are generated after this decision. The plug-in for the Routing stub
in Figure 65 contains actions for the case where the called party is located in a place other
than its home location.

The LOTOS requirements specification is generated from these unbound UCMs and
validated with validation test cases. Section 6.4.2 and Section 6.4.3 of Chapter 6
describes these steps.

ta) Communication Munagement Plug-in ! (b) Qriginating Posty Plug+in | bSE0S &

@ S'ae : Start Disconnection (user hangs up)
S : Start Point (outgaing or incaming calls)
Disc : Disconnection stb  Party : Party stub
[e1] : [the Disconnaction plug-in aborts the cusment map]
[c2] :[Party stub unsuccessiul oulcome)
[€3] :[Pasty stub successful outcome]
[c4] :[caM estabiishment] [c5] : [imeout path)
(c6] : [callin progreas]
o :users exchange information
ReiRes:release resources AN notify natwork
E'as : ond CM (a disconnection has occured)
E'as : 6nd CM (an unsuc. call estab. has occurred)

(b} Sewsy : Start Originating piug-n
g :getterminating user information
¢SF : chack feature subscription (e.g. ICS)
(d1] :(oiCS]
[d2) :(user subscribedto ICS]  Status: Status sub
[dOL[d5] : (cal establishment] :I(Smbpmy
{c4), [cB] : | puy: 0 ST,
a :M E'vy: 8nd ursuce. Party

Figure 69 Communication Management plug-in (bound to CM stub) and
Originating Party plug-in (bound to Party stub)

7.3.2 Analysis Model with bound UCMs

As mentioned in Chapter 4, the level of abstraction in which UCMs describe the pattern
solutions makes them reusable at the requirement stages. As a result of these graphical
specifications, decisions regarding architectural elements such as the IMT-2000 network
entities depicted in Figure 15 of Chapter 2 that perform these functional behaviors can be
taken at the analysis stage. Bound UCMs are then generated based on the combination of
the unbound UCMs described at the requirements model and of the architectural elements
described with the UCM component notation. The generic reference model of IMT-2000
systems includes all the structural patterns presented in Chapter 5.

In our case study, after validating the requirement model against the validation test
cases derived from the commonalities (i.e., the behavioral patterns), the unbound UCMs
are mapped to the IMT-2000 generic reference model.

A bound ICS plug-in, which describes the mapping of the WIN network reference
model to the WIN distributed functional model, is presented in [12] and [23]. At the
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analysis stage, the WIN reference model is replaced by the IMT-2000 generic reference
model and the original ICS functional behavior is slightly modified (e.g., Loc
responsibility and Routing stub are moved to the Originating Party plug-in depicted in
Figure 69b). Figure 70 depicts the IMT-2000 network entities involved with ICS. In order

to compare the differences between the WIN model and the IMT-2000 model, the reader
may refer to Chapter 2.

The UCM components depicted in Figure 70 represent the mapping of the FEs
described in the IMT-2000 Distributed Functional Model to the Network Entities (NEs)
[113]. The following FEs are illustrated in the figure: Service Data Function (SDF),
Service Control Function (SCF), and Specialized Resource Function (SRF). In addition,
the following NEs incorporate one or more of these FEs: Intelligent Peripheral (IP) and
Service Control Point (SCP).

cp
Im".a‘ x sE SOF
o | Lcnend
™ xF Bik : Blocking
M cr : CF : CheckFunction
r e . OA : DistinctiveAlening
NA : NommalAlerting
Nb : Number
1P SRE PBA: PlayBlock Announcement
v ‘ SF: ScreeningFunction
[ VM : VoiceMail
Cansetup XXrea :

Figure 70 ICS plug-in mapped to the IMT-2000 generic reference model

Without getting into the details and subtleties of the analysis model for the ICS plug-in,
its interpretation is essentially as follows. An incoming call attempt causes the request to
be analyzed (see also Figure 69b). This causes the execution of a check function to
determine whether the ICS service is active or not (CSF is performed by the LMFy in the
terminating subscriber’s HLR). If it is inactive, then the regular call setup scenario
continues: the location of the called party is determined, the call is routed (Routing stub),
and this results in the continuation of the call setup.

When ICS is active, the screening function is checked (SF, by the SDF in SCP) and
performed (CF, by the SCF). This can result in the continuation of the call setup with or
without a distinctive alerting (DA or NA), in a redirection to the voice mail (through VM,
by the SCP’s SCF), in the forwarding of the call to another subscriber (through Nb), in a
specific announcement (through PBA in the intelligent peripheral’s SRF), or in the call
being blocked (through Blk). These five end points are the possible outcomes of ICS and
they are bound to their respective outgoing paths in the originating party plug-in (see [d3]
and [d4] ICS stub outcomes in Figure 69b).
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7.3.3 Specification and Validation with LOTOS

LOTOS specifications are first generated from the unbound UCMs and then from the
bound maps. Section 6.4.2 of Chapter 6 explains this process in detail.

Figure 71 depicts part of the LOTOS formal model that is generated from the root map
illustrated in Figure 63. The UCM casual paths between the stubs are represented by the
following LOTOS operators: enable (sequence of stubs), choice (alternative outgoing
paths), and disable (abort path).

»=="71 bahavior

’ start | RRM; (* (a3] ")

‘ HandoffDecision [start, resp, end] >>
( InterSystemHandoffExacution [start, resp, end] >> (* (a6] )
( ReleasingResources [ start, resp, end ] >> (*[ag] *)
> (end ! E_ARM; exit
{1 HandofDecision [ start, resp, end ] (*[a5] *)
) [J HandoffFailureActions [ stan, resp, end ] >> (" [a10] *)
( ReleasingResources [ star, resp, end ] >> (* (a9] *)

end | E_RRM; exit
)) ) [] Handot{Decision [ start, resp, end ] (*[aS] *)

where
process HandoffDecision (start, resp, end] :exit :=
Handoff_Decision_Pattem [start, resp, end)

et i

Figure 71 From Unbound UCMs to LOTOS

Inter-System Handoff Execution Pattemn
. ghte }
MSC lﬁ:«. behavior ...
i MSC [ start, resp, end ]
.3 : Lf)gaﬁonﬂegstraﬂon Pattery
(a2] [atl} HLR [ stan, resp, end ]
e/~ n
M VLA [ start, resp, end ]
process MSC ( start, resp, end] ...
R ad] endproc
. procees HLR [ start, resp, end ] ...
a3E: - resp IMSC luP;
[ = endproc e
Handoff Failure Actions Pattem

Figure 72 From Bound UCMs to LOTOS

Figure 72 depicts part of the LOTOS specification of the analysis model, to address the
addition of MSC, HLR, and VLR processes to the LOTOS requirements specification. At
the design stage (not developed in this case study), the LOTOS analysis specification is
modified with details about exchanged messages, interfaces (represented by LOTOS

Capture, Reuse. and Validation of Requirements and Analysis Patterns for Mobile Systems 180



Chapter 7 Case Studies

gates) between processes, parameters, and data types. The inter-system handoff execution
pattern solution in modified in our case study to include part of the location registration
pattern solution and another verification of connection. These are variabilities added to
the requirements model.

For the validation part, the UCM validation scenarios are translated into LOTOS
validation test cases as shown in Figure 73 (see Section 6.4.3 of Chapter 6).

process Hand_ | (start, resp. end. E-m Hand_2 (start. resp. end,
success) texiti= uccess) ;exit:=
start 'S_Hand: start 'S_Hand;
resp 'aC; 3 \..... resp aC;
respINC: | hoben resp INC;
resp 'vC: (*fal] *) ; resp vC: (*[a2] *)
resp "PC; resp 'uP;
resp vC: (*[a3]*) resp TP process Hand_3 [start, resp,
end 'E2_Hand; success:stop end 'E1_Hand: | success] :exit:=
endproc C success; stop start 'S_Hand:
resp 'aC:
resp 'INC:
resp IvC; (*{al] )
) Validation resp 'vC: (*{ad] )
Scenario 3 end 'El_Hand:
i success: stop
endproc y

Figure 73 Validation Test Cases

7.4 Wireless Mobile ATM Networks: Third Case Study

In this research, requirements and analysis models for overlay signaling alternatives of
wireless mobile ATM networks were developed using the reverse and forward
engineering approaches presented in Chapter 4. These models were investigated and
common functional behaviors and architectural elements between these models and the
other chosen systems were identified, captured, and documented as patterns in this
research. However, commonalities between WmATM networks and the other systems
were not always identified (see Appendix A). For instance, WmATM networks do not use
the temporary identification, visitor database and security database patterns.

In [21], we show how a simplified Wireless mobile ATM network (WmATM) can be
specified with UCMs and LOTOS as well as validated using LOTOS techniques. In
addition, we present how the validation results can be translated to the MSC notation.
The requirements and analysis models mentioned earlier were used to generate the
WmATM network design model. In the case study that we present in this section, this
design model is modified to include pattern solutions.

First, this section introduces the addition of two patterns to these requirements and
analysis models and then presents a behavior model, which is specified in LOTOS, and a
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scenario model, which is described with MSCs. Validation scenarios are provided with
the reuse of the pattern solutions and are validated against the LOTOS design
specification (see Figure 57 in Chapter 6). Besides providing a better and more precise
description of the system at the early stages in comparison with the original documents,
our goal is to show how the proposed approach helps to improve the existing signaling
protocol alternatives with pattern reuse and validation. In Section 7.4.4, we discuss the
identification of design problems such as inconsistencies and ambiguities and errors in
the original documents and how we solve them in the prototype.

As mentioned earlier, the WmATM network features were reverse-engineered from
the description of WmATM overlay signaling protocols presented in [4] and [5]. The
WmATM network procedures are gradually modified in terms of sequential actions with
unbound UCMs (the requirements model) followed by more details about the system
behavior and the addition of the visitor database structural pattern to the WmATM
reference architecture with bound UCMs (the analysis model).

The next sub-sections presents the evolution of the WmATM prototype mentioned in
Chapter 4 with the modification of the authentication function and the addition of the
visitor database patterns. During the development of the WmATM network environment,
each component of the reference architecture is specified with its corresponding
functional behavior related to mobility management functions. Modifications related to
the other functions (communication and radio resource management functions) as well as
exceptions (such as network failure, lack of network resources, and database failure)
follows the same steps presented in the next sections, but they are not considered in this
research. The next sub-sections also show these procedures in the root map, but our focus
is on the mobility management function. Furthermore, we concentrate on the description
of the design stage for this second case study.

7.4.1 Requirements Model: Unbound UCMs

At the requirements capture stage, the modification is done in the original authentication
procedure on the basis of the authentication pattern solution. Our goal is to improve the
security in the air interface. Instead of sending the authentication key through the radio
ports, the new requirements model assumes that the authentication key has been already
stored in the mobile station and in the network side. The result of the user authentication
calculation is then sent through the air interface with the mobile station’s identity.

The WmATM network root map is similar to the first case study root map (see Figure
62). Figure 74 depicts the second level of the requirements model when mobility
management procedures are decomposed into small units (a plug-in for the MM stub).
These small units are represented by the Auth and Update stubs and they are grouped into
the Location Registration plug-in that partially corresponds to the plug-in bound to the
MM stub depicted in Figure 35 of Chapter 4.

The Location Registration plug-in is in turn bound to the MM stub in the WmATM
root map. The cR responsibility point is activated along the [b2] path to decide whether
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the mobile station is registered or not in the current location area. The alternative sub-
paths (labeled [b3] and [b4]) are generated after this decision. Auth stub has two outgoing
paths labeled [bl] and [b2] that correspond to end points of the authentication plug-in
(respectively, unsuccessful and successful outcomes). The Update stub groups all the
functions related to updating user information.

Legend ;
Soverreg - Start Overlay Registration
gUl : get User Information
Auth: Authentication
(a1],[a2]: [auth. Denied], [Auth. Success]

Loc : Location Registration
rAC : release ATM Connection

E' 0verkeg : ©Nd Suc. Over. Registration
E? Gverreg : ©Nd Unsuc. Over. Registration

Figure 74 (a) Location Registration Plug-in for MM Stub

The WmATM environment considered in this thesis is illustrated in Figure 16 of Chapter
2. The WmATM reference architecture includes mobile stations (called portable in [4]
and [5]), WmATM switches and databases. An ATM network composed of ATM switches
and fixed stations is also described to allow the communication between fixed and mobile
stations.

Legend :
{a) S™™: Start Authentication I ion Rewistrati
$Al: send Authentication Information (a) Authentication (b) Location Registration
pAC: perform Authentication Caiculation modification
cAR: check User Authentication Resuit
dUA: deny User Access
(a1] : [successful Authentication]
{a2] : [unsuccessful Authentication]
E:**": end Suc. Auth.
€;*": end Unsuc. Auth.
{b) S : Start Update Information
¢cL: check Location
[b1]: [different zone]
{b2]: [same Zone]
uUP: update User Profile
gUP: get User Profile
dPUP : delete Previous User Profile
@OAC : estab. Orig. ATM Connection

E'*: end Loc. Reg.
Figure 75 Unbound UCMs: Authentication and Location Registration Plug-ins

Since our focus is on signaling protocols for the application layer, base stations are not
considered. Mobile stations communicate directly with WmATM switches and mobility
occurs every time the mobile station changes a location area (called zone in [4] and [5]).
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The user roaming is represented by changing the WmATM switch. With respect to the
communication management functions, this case study concentrates only on the
specification and validation of connections between mobile users and between mobile
and fixed users.

At the analysis stage (see Figure 56 in Chapter 6), details regarding the WmATM
architectural elements and their functional behaviors are added to UCMs. Figure 75 and
Figure 76 depicts unbound (requirements model) and bound plug-ins (analysis model) for
the authentication and location registration procedures. The WmATM achitectural
elements that are mapped to the unbound UCMs described at the requirements model
represent the network reference model depicted in Figure 16 of Chapter 2. The following
WmATM components are involved in the authentication and update information
functions: Mobile Stations, WmATM switch, ATM switch, Home Database and Visitor
Databases.

Figure 75a depicts the unbound Authentication plug-in that is modified on the basis of
the authentication pattern solution presented in Chapter 5. The modification consists of
replacing the gAl responsibility (gAl stands for get authentication information) by the sAl
responsibility, which avoids sending the authentication key through the air interface. sAl
is a common functional behavior among GSM/GPRS/UMTS, ANSI-41/WIN and IMT-
2000 systems (see a list of commonalities in Appendix A). This modification is done at
the requirements stage.

The functional behavior shown in Figure 75a is now similar to the authentication
description presented in Chapter 4 and Chapter 5. First, the mobile station calculates the
user authentication and sends the authentication result to the WmATM network (sAl
responsibility). Then, the pAC responsibility performs the same authentication calculation
on the network side. The cUAR responsibility generates the successful or unsuccessful
outcomes (respectively, E;**" or E;*"" end points). In case of denied authentication, the
mobile user is notified (dUD responsibility). Figure 76a illustrates the mapping of the
WmATM architectural elements to this unbound UCM.

(a) Authentication (b) Location Registration

Figure 76 Bound UCMs: Authentication and Update Information Plug-ins
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Figure 75b shows what happens inside the Update stub that partially corresponds to the
location registration pattern solution (see also Appendix A) and Figure 76b depicts the
architectural elements mapped to these functional behaviors. The cL responsibility
generates different outcomes according to whether the mobile user is roaming or not.
uUPL, uUPR, gUP and uTP responsibilities are operations on home and visitor database
items. Sub-paths labeled [bl] and [b2] are concatenated after these operations. When the
user is roaming, an ATM connection is established between the home network and the
serving network (the eOAC responsibility).

The bound UCMs are translated into a LOTOS analysis specification following the
construction rules presented in Section 6.4.2 of Chapter 6. Validation test cases are
generated from the authentication pattern and from other functional behaviors described
in the WmATM network according to the proposed approach (see Section Figure 60 of
Chapter 6).

process Scenariol _Auth [start, resp, end,
Scenariol _Auth| :exit:=
start 'MS !S_Auth; process Scenario2_Auth {start, resp, end,
resp 'MS 'sAl; Scenasiol _Auth] :exit:=
resp 'WSH 'pAC: start 'MS !S_Auth;
resp 'WSH 'cUAR; resp 'MS 'sAlL
end 'El_Auth; (*{al] * resp 'WSH 'pAC;
Scenariol _Auth:stop resp 'WSH !cUAR:
endproc resp 'WSH 'dUA; (*[a2] *)
end 'E2_Auth;
Scenario2_Auth; stop
enxiproc J

Figure 77 LOTOS Validation Test Cases for Authentication
7.4.2 Design Model: WmATM Network Specification and Validation with LOTOS

At the design stage, a formal model is manually generated on the basis of the previous
models described in the last section.

WirelessMobileATMNetwork to the ATM
Nemgork
[ ]

L
L

e ms MobileStation

Home

Database F;
|

Figure 78 Graphical Representation of the LOTOS Specification Architecture

Figure 78 depicts the highest level of abstraction of the LOTOS specification, which is
composed of Wireless mobile ATM Network, ATM Transmission Link (depicted in gray in
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the figure to differentiate from the processes described also as UCM system components
at the previous stages) and ATM Network processes (not shown in the figure).

Wireless mobile ATM Network includes mobile stations (originating and terminating
sides), WmATM switches (same process for previous and current WmATM switches),
home databases (referred to Home Location Register - HLR in the specification), and
visitor databases (referred to Visitor Location Register - VLR) sub-processes. These
processes are synchronized through the following gates: ms_wsh, vir_wsh, wsh_link, and
hir_link. ATM network process contains fixed stations and ATM switches connected
through gate fs_sh. ATM transmission link process is responsible for the communication
between the home database and the WmATM switch. In addition, this process provides the
communication among WmATM switch processes (through gate wsh_link) and among
ATM switches processes (through gate sh_link). Gates e_ms and e_fs provide the
interaction of mobile and fixed stations with the environment (for simulation purposes).
ATM Nerwork process includes the ATM switch component depicted in Figure 77.

behavior
hide ms_to_wsh, vlr_to_wsh, hlr_to_link, wsh_to_link, fs_to_sh, sh_to_link
in
({({ WirelessMobileATMNetwork [e_to_ms, ms_to_wsh, wsh_to_link, vlr_to_wsh,
hlr_to_link] ||| ATMNetwork [e_to_fs, fs_to_sh, sh_to_link] )
| (wah_to_link, sh_to_link, bhlr_to_link]|
ATMTransmissionLink ([(wsh_to_link, sh_to_link, hlr_to_link] )
where
process WirelessMobileATMNetwork [e_to_ms, ms_to_wsh, wsh_to_link,
vir_to_wsh, hlr_to_link]}: exit :=
( (* users power on the mobile station *)
( MobileStation {e_to_ms, ms_to_wsh] (user_A, info_A, zone_l, hlr_1l, 0)
i|]| MobileStation [e_to_ms, ms_to_wsh] (user_B, info_B, zone_l, hlr_1l, 0)
||| MobileStation [e_to_ms, ms_to_wsh] (user_C, info_C, zone_2, hlr_2, 0)
)

| (ms_to_wsh]) |

( (WmATMSwitch [ms_to_wsh, wsh_to_link, vlr_to_wsh}] (zone_l)
(vir_to_wsh] | VLR (vlir_to_wsh] (vlir_l, InitialVLRSetl))
|| (WmATMSwitch {ms_to_wsh, wsh_to_link, vlr_to_wsh] (zone_2)
(vlr_to_wshl| VLR (vlr_to_wsh] (vlr_2, InitialVLRSet2)) )
|| ({HLR [hlr_to_link] (hlr_1l, InitialHLRSetl)

I
I
|
|| |[HLR [hlr_to_link] (hlr_2, InitialHLRSet2) ) )

Figure 79 Highest Level of Abstraction of the LOTOS Specification

Figure 79 depicts how these processes synchronize through the gates (lll represents the
interleaving operator and I[gate list]| the selective interleaving parallel operator). The use
of these LOTOS operators allows process synchronization and the ability to simulate and
test the whole system behavior as shown in the next section (see details about the LOTOS
notation in Section 6.3.1 and about LOTOS validation techniques in Section Figure 60 of
Chapter 6).

Data types direct information exchange among processes. In particular, each
MobileStation is identified by its identification number (user_A, user_B, and User_C in
the figure), electronic serial number, random variable, secret key (these identifiers are
represented by info_A, info_B and info_C), home database (hir_1 and hir_2) and current
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zone (zone_l and zone_2). Each WmATM switch has its identification (zone_1 and
zone_2 in the figure). HLR and VLR processes keep the identity and information about
mobile stations in a set of database record (called HLRRecSet and VLRRecSet,
respectively).

As mentioned earlier, the WmATM functional behavior modifications start at the
requirements and analysis stages with the modification of the original authentication
procedure (getAuthInfo responsibility is replaced by sAl responsibility) and the addition
of visitor database. Unbound and bound UCMs are the resulting models of these stages
together with the LOTOS requirements and analysis specifications. Figure 75, Figure 76,
Figure 77, and Figure 80 depict these steps partially. After this, both informal
descriptions and information flows presented in [4] and [5] are considered to add design
details such as data types and parameters to the LOTOS analysis specification that
evolves to the LOTOS design specification.

The system behavior starts at any time after the user powers on the mobile station.
Figure 80 depicts part of the behavior of the MobileStation process when a mobile user
powers on and authentication and update information plug-ins are triggered (see also
Figure 77).

process MobileStation [e_to_ms, ms_to_wsh] (usrid: UserIDN, userInfo:
InfoIDN, myzoneid: ZoneIDN, hlrid:DatabaseIDN, n: Nat) :exit :=
( .. e_to_ms !usrid ?czid:ZonelDN; (* change location area *)
( {himyzoneid) ne h(czid)] -> (* registration begins *)
( ms_to_wsh !'usrid !'czid !'InitiateRegREQ;
ms_to_wsh 'usrid !'czid ?M:Message (h(M) eq h(InitiateRegCONF)};
(* authentication process takes place *) ..

ms_to_wsh 'usrid !'czid t‘hlrid !r !AuthUserResult;

ms_to_wsh !'usrid !czid ?M:Message:

{ (h(M) eq h(AuthSuccess)] ->

MobileStation (e_to_ms, ms_to_wsh] (usrid, userInfo, czid,

hirid, 0)
] {h(M) eq h(AuthDenied)] ->
.. Mobilestation [e_to_ms, ms_to_wsh] (usrid,..,czid, hlrid,
n)))) )
[> e_to_ms !usrid !'myzoneid ?M:Message(h(M) eq h(PowerOff)]; stop

>> MobileStation [e_to_ms, ms_to_wsh] (usrid, myzoneid, hlrid, 0)
endproc (* MobileStation *)

Figure 80 Partial Behavior of the MobileStation Process

As mentioned in Chapter 6, LOLA provides the following tools to validate a LOTOS
specification: simulator (or debugging) tools to simulate the behavior step by step and to
evaluate data value expressions; and testing tools to calculate the response of a system
specification to a test according to testing equivalence [36]. These tools are applied to the
WmATM network specification. The validation test cases are generated not only from the
authentication pattern but also from the location registration plug-in. The testing tools
include an expansion transformation tool that is used to generate successful or
unsuccessful LOTOS trace. The next sub-section presents MSC scenarios that are
automatically generated from such traces.
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7.4.3 Scenarios with Message Sequence Charts

MSCs scenarios are generated automatically from the LOLA validation traces using the
LOTOS2MSC converter. According to the restrictions of this converter related to the
direction of message exchanges, the gate names are replaced by processl_to_process2
instead of process!_process2 as shown in Figure 78 (see details in Section 6.4.4 of
Chapter 6).

Figure 81 depicts a validation test case for a registration request sent by the mobile
station to the WmATM switch through ms_to_wsh and wsh_to_ms gates. These gates
represent the air interface. The LOTOS behavior model is composed in parallel with this
validation test case using the LOTOS interleaving operator (see Section 6.3.1 of Chapter
6). LOLA reports whether the execution reaches the success event (scenariol in the
figure) or not. Our goal is to test whether the behavioral model conforms to the initial
registration requirements described by the authentication behavioral pattern.

process Scenariol(e_to_ms, ms_to_wsh, wsh_to_ms, hlr_to_link,
wsh_to_link, vlr_to_wsh, scenariol] :noexit :=

e_to_ms !user_a !roaming !zone_2;

ms_to_wsh ! user_a ! zone_2 ! initiateregreq;
wsh_to_ms ! user_a ! zone_2 ! initiateregconf;
ms_to_wsh ! user_a ! zone_2 ! hlr_l ! authuserresult;

scenariol; stop (* success *)

endproc
Figure 81 A LOTOS Validation Test Case for Registration Request

Figure 82 illustrates a scenario model that represents the new authentication functional
behavior of the WmATM overlay signaling alternative. This MSC is generated from the
results of the LOTOS behavioral model validation. LOLA tools generate trace files that
show the sequence of actions executed during the validation part. In case of rejected
execution, these sequences can be analyzed to discover errors in the specification. In case
of positive results, scenario models are ready to be reused for the implementation. For the
sake of clarity, we represent WmATM switch process as current WmATM switch in the
figure.

Imc&:m'on |

_A.zone_l)

AuthUsrResult (usgp_A, zone_L hir_L.r)
AuthSuccess( A.zone_l)

— 7

Figure 82 Scenario Models of a Successful Authentication Outcome
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7.4.4 WmATM Signaling Protocol Improvements

As discussed in Section 4.2 of Chapter 4, the notations used in the development of
WmATM networks are inappropriate to iteratively and gradually add details during
different development stages while checking for ambiguities, inconsistencies, and
undesirable interactions. The reuse of good solutions, which are described in the
behavioral and structural patterns, to solve certain design problems of WmATM networks
(e.g., security problems) is one of the contributions achieved in this case study. Validation
test cases derived from the chosen pattern solutions provide confidence in the reuse of
these patterns.

The improvements in the overall quality of the existing WmATM signaling protocols
are also noticed with the detection of incomplete and undesirable behaviors in the original
system (see Figure 83). As proposed in [10], {13] and [18], the combination of different
techniques at the appropriate stages of the WmATM system evolution is the reason for
these protocol enhancements. Figure 83a depicts the original information flows presented
in [4] for the description of the registration procedure, which includes authentication.
Figure 83b illustrates the MSC generated from the validation results of the LOTOS
design specification for the description of the new authentication procedure after the
reuse of the authentication pattern solution.

(a) Registration Information Flow with (b) New MSC for Authentication
Authentication Procedure
Eonablc 1 Current Permanent Previous obileStation I Current Home
Zone Mgr.|| Home DB Zone Mgr. WmATMSwitchy: - | Database

Figure 83 Original WmATM Information Flows from [4] and Generated MSCs

The registration information flow presented in [4] and [5] with the MSC generated in our
case study are depicted in Figure 83a and Figure 83b, respectively. By comparing them,
certain design decisions make the latter scenarios clearer and more complete. For
instance, the authentication result is initially calculated at the MS side, sent to the current
switch, and then calculated and compared at the network side thereby guaranteeing
security through the air interface. The MSC also shows more details about parameters,
which makes the protocol implementation easier.

Design decisions such as the use of the same procedure for connection establishment
between two mobile users and between mobile and fixed users are also taken when
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maintaining the WmATM network models. These design decisions minimize duplicated
behaviors in the original documents (e.g., three similar connection establishment
procedures are described separately for the communication between wireless users,
wireless and fixed users, and fixed and wireless users). These specification errors are
detected and corrected using the LOLA simulator and testing tools at different
development stages. We believe that a better design decision would have been to
represent these procedures using the IN conceptual model (originating and terminating
parties) as shown in the first case study.

Finally, some inconsistencies related to the call establishment, which were found
when reverse engineering information from the existing WmATM signaling protocols,
are corrected in this case study. For instance, the existing signaling protocol mixes the
location resolution with the status functions (e.g., call blocking due to routing problems
and call blocking due to terminating user’s preferences).

7.5 Discussion

With the reusability and the framework concepts in mind, this research proposes a
requirements application framework for mobile systems. This framework is developed
according to the MoRaR pattern language introduced in Chapter 5 and the remaining
common functional behavior and architectural elements (also called network entities in
this work).

The MoRaR pattern language has informally described the relationships among
patterns (see Figure 40 of Chapter 5). The framework mentioned above graphically
specifies these relationships with Use Case Maps (UCMs). Each pattern solution is
considered as a single framework building block, which is represented by UCM plug-ins
bound to stubs. When these patterns are combined with the common functional behavior
and the network entities that are not described as patterns in Chapter 5, they constitute the
requirements application framework.

This framework offers not only the reusable single building blocks but also the
graphical specification of the relationships among them. Furthermore, this framework
provides the mapping of the functional behaviors to the network reference model. This is
our simplified view of frameworks that represent a repository of common good solutions
for similar design problems among mobile systems. At the requirements and analysis
stages, these solutions are ready to be reused by designers when building new mobile
systems or adding new features to existing ones.

As a case study, the proposed requirements application framework has been already
applied to develop a wireless mobile ATM network and the results are presented in
Chapter 7 and published in [19]. As mentioned earlier, the proposed framework is
suitable for requirements capture and analysis development stages.
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The application of the proposed approach for reuse and validation of the MoRaR
pattern language to other domains such as robotics, which also includes mobility and
radio resources procedures in their system design, is left as an open area of research.

There are efforts to make the Internet also useful for mobile users and to enable IP to
support voice in addition to data. For instance, mobile IP is used to support mobility in
the Internet as well as data [149]. Recently, a new group called Mobile Wireless Internet
Forum (MWIF) has been working on the integration of mobile IP and voice.

Mobile [P was proposed to support mobility functions for portable computers
enabling them to support Internet when people move from place to place with their
laptop. The main idea is to allow a laptop to be carried anywhere inside a wireless LAN
and be able to access a personal Internet account without need to change manually its
configuration. In addition, a multi-modal physical layer will provide independence of the
transmission medium (infrared, radio LAN, mobile phone or even fixed medium such as
ethernet and token ring).

On the other hand, voice over IP is an attempt to integrate the Internet with existing
fixed telecommunication networks. The lack of communication among different designer
groups has caused the incompatibility between these two systems. We believe that it is
feasible to improve the efforts to build a mobile wireless Internet capable to support voice
and data on the basis of the MoRaR pattern language.

Furthermore, another case study that is left for future research consists of the
development of a family member of the IMT-2000 systems that includes IP networks (the
so-called all over-IP IMT-2000 family member). The term hybrid networks has been used
in the literature to describe this combination of mobile wireless networks, fixed
telecommunication networks, and [P networks [97]. This proposal is under development
within The ITU-T subgroup that has been developing IMT-2000 systems.

7.6 Conclusion

A seamless environment is developed in the first case study with the reuse of the MoRaR
pattern language at the requirements (reuse of the behavioral patterns) and the analysis
(reuse of the structural patterns) stages. These requirements and analysis models are also
validated. In addition, this chapter shows how the reuse and the validation of behavioral
and structural patterns (respectively, temporary identification and visitor database
patterns) improve the design of an overlay signaling alternative for WmATM networks,
which is presented in [4].

The goal of the first case study is to show the feasibility of developing a seamless
system on the basis of the MoRaR pattern language. At the requirements capture stage,
the unbound UCMs that represent the behavioral patterns are reused. As mentioned in
Chapter 6, this model focuses on the causality relationship between responsibilities,
without considering components. At the analysis stage, the system components that are
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the structural patterns combined with a third generation network reference model and
other behavior details (i.e., variabilities) are added to these maps generating the bound
UCMs.

This case study indicates how the patterns and their relationships can be reused to
facilitate the integration of second and third generation systems. UCMs graphically
represent a high-level solution for the integration of an IMT-2000 family member and the
WIN ICS service. This map is formally specified and validated using LOTOS at the
requirement and analysis stages. The LOTOS specifications are validated against the
validation test cases that are generated from the pattern solutions.

The second case study adds new functional behavior and new architectural elements,
which are part of the MoRaR pattern language, to the WmATM network requirements
and analysis models that are described using the approach presented in Chapter 4.
Furthermore, a formal specification is developed with LOTOS at the design stage. The
design model not only shows an example of the validation part but also how many
possible behaviors can be described concurrently with details such as data types,
parameters, and specific events. A set of LOTOS tools is used to validate the
completeness of the system and verifies correctness and consistency properties. MSC
scenarios are automatically generated from the results of the LOTOS validation in order
to facilitate future protocol implementation as well as to analyze the benefits of the
pattern reusability in comparison with the original documents.

The motivation for choosing third generation systems and WmATM networks as case
studies resides in two factors as follows: they are still under development and they
provide a reasonable amount of information about their protocol alternatives. These
factors make the production of the design prototype feasible. As a result, this chapter
presents the usefulness of patterns in the development and evolution of mobile systems.
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This thesis provides an approach for the capture, the reuse, and the validation of
behavioral and structural patterns for mobility and radio resource management. These
patterns, which are grouped into the MoRaR pattern language, are captured from the
commonalities identified among second and third generation systems. In addition,
different case studies address the application of the proposed approach for the reuse of the
MoRaR pattern language and for the validation of the pattern solutions at the early stages
of system development and evolution. This chapter presents a summary of our
contributions and of the open areas of research that arise from this thesis.

8.1 Introduction

This research aims at providing designers of mobile wireless communication systems a
foundation for their requirements and analysis models when they are either building new
systems or maintaining existing systems with the addition of new features.

This foundation is offered with the set of patterns that capture common problems and
solutions (presented in Chapter 5) of second and third generation systems such as GSM-
900 and IMT-2000 (details are shown in Chapter 2). These patterns give the designers a
way to identify similarities and differences among these systems. As a result of the
recognition of the commonalities among existing systems, the designers can iron out
differences and either enable a new system to interwork with existing systems or facilitate
the addition of new features in existing systems.

The pattern language, which groups the behavioral and structural patterns, helps the
development and evolution of systems by showing the relationships among the patterns.
These relationships are also described in terms of a Use Case Map (UCM) framework for
mobile system requirements and analysis models presented in Chapter 7. An approach for
the reuse and validation of the pattern solutions is also proposed. Case studies shows the
reuse and validation of commonalities starting from the early stages of the system
development and evolution is a promising way to overcome potential incompatibilities
between existing and new systems.

In addition, we believe that another application of this research for the mobile system
domain is to offer means for the development of the global roaming capability and
seamless mobile wireless services as discussed in [86].

The next section summarizes the contributions of this thesis and Section 8.3
introduces the open areas of research generated from this work.
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8.2 Contributions

This research investigates the mobile wireless communication systems discussed in
Chapter 2 and captures their common design problems and respective solutions as shown
in Chapter 4. Chapter 5 shows the commonalities related to mobility and radio resource
management and presents their documentation as behavioral and structural patterns. In
addition, a pattern language is introduced to show how the functional behaviors
(behavioral patterns) and the architectural elements (structural patterns) interact. At a
high level of abstraction (requirements and analysis stages), a mobile system can be
developed or can evolve from the pattern language as shown in Chapter 7. This thesis
proposes an approach for the reuse and validation of these patterns.

These results bring new contributions to the mobile domain as discussed in this
section. Figure 84 depicts a UCM with a summary of our main contributions. The
achieved results are described on the top of the map (responsibility names) and the main
contributions on the bottom of the map.

Uniform Description
of Second and Third Documentation of Reuse
Generation Mobile Commonalities using cﬁfm: ?{fm Moaa::
Systems with Use Capture of Patterns and Pattem Pattemn Language
Case Maps Commonalities Language Concepts

— e

Guidelines for Towards reusability

Guidelines for

describing capturing common i

P p fun:gjonal :’(:iﬁtm‘:;lw":i environment for | correctness on the
behaviors and behaviors and among legacy
architectural architectural systems and future
elements with clements among

generations

Figure 84 Contributions of the Thesis

In order to achieve the results depicted in the figure, the first contribution of this thesis is
the reverse and forward engineering approach used to describe the chosen systems with
Use Case Maps (UCMs) [48][50]. This description is done on the basis of the
documentation available in the standards (stage 1, stage 2, and stage 3 documents) and in
the literature [4][35][79][139]. We provide guidelines to describe mobile systems with
UCMs.

The following mobile systems are described with UCMs: GSM/GPRS/UMTS [139],
ANSI-41/WIN [25], IMT-2000 [112][113]{114]{118] and WmATM [4]{54]{191]. The
graphical specification describes their functional behavior at stage | (requirements
model) followed by the mapping of the architectural elements at stage 2 (analysis model).
As a result, the UCM description reduces the gap between stage | and stage 2 documents
in the current development approaches applied to the chosen systems. In addition, it is
possible to visualize the interaction of mobility, communication, and radio resource
management functions in each system at the early development stages (see Section 4.5 of
Chapter 4).
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The second contribution towards the main goal of this research is the investigation of
these UCM descriptions and the identification of common functional behaviors and
architectural elements on the basis of responsibilities, start points, and end points (see
Section 4.6 of Chapter 4). We provide rules on how to extract common functional
behavior and architectural elements among the UCM system descriptions.

As mentioned earlier, the behavioral and the structural pattemns are extracted from
these commonalities while looking at how these systems solve specific design problems
(see Chapter 5). It is important to stress that the pattern concept presented in Chapter 3 is
followed when documenting our patterns. We consider to be potential patterns those: that
specify good solution for design problems and have forces proving that the solution is
appropriate. Furthermore, patterns must have at least three known uses. In this thesis, a
potential pattern solution is specified with bound UCMs.

Another contribution is the approach for reuse and validation of the patterns grouped
within the MoRaR pattern language. This approach combines the use of semi-formal and
formal techniques with the reuse and validation of pattern solutions at the requirements
and analysis stages. Besides the UCM descriptions, a formal method, LOTOS [98][100],
is used to specify the system prototype and validate each pattern solution. Another formal
method, MSCs [106], is used to show the validation results.

Patterns allow the application of the software reusability concept to the mobile system
development process and evolution. The combination of different techniques at the
appropriate development stages and the reuse of patterns can help designers to generate
systems that are easy to maintain and to augment with new features. We believe that our
method leads to a reduction of development and evolution costs and also leads to the
improvement of the overall quality of these systems.

In Chapter 7, we present three case studies as an attempt to show the practical use of
the proposed approach. A framework for mobile system requirements and analysis
models is graphically specified with UCMs and describes the relationships shown by the
pattern language and the mapping of commonalities, which include behavioral and
architectural patterns, to the network reference model (see Chapter 4). This framework is
our second case study and it is proposed as reusable requirements and analysis models in
Chapter 6. The last case study shows how the proposed approach can improve the
evolution of signaling protocol alternatives for WmATM networks.

Finally, this research also provides secondary contributions that refer to UCMs and to
their relevance for the mobile communication development process and evolution. For
instance, we have shown that the UCM notation is powerful enough to capture common
functional behavior and structural elements (see details in Chapter 4). Furthermore,
UCM s are an appropriate tool to describe commonalities at the early development stages
(requirements and analysis stages) as shown in Chapter 6. For instance, when the
unbound maps are combined to a structure of network entities, they are still reusable even
if the underlying structure is modified at later stages (see IMT-2000 systems with ICS
feature and WmATM networks case studies in Chapter 7).
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As mentioned in Section 8.1, these contributions are relevant for the mobile
communication domain. With the pattern documentation, we organize a repository of
good solutions that have been recurrently applied to this domain to solve common design
problems. This repository also works as a vocabulary that teaches newcomers about
recurring problems and solutions in the mobile system domain.

8.3 Open Areas of Research

This thesis generates open areas of research and this section provides a list of the main
issues that can be further explored.

The capture of commonalities among communication management functions and their
documentation as patterns is an issue that is left open. These patterns can be integrated
with the MoRaR pattern language (see Figure 40 in Chapter S) in a new category called
communication management.

Another issue that is not tackled in this thesis is the identification of architectural
elements that are not common to all mobile systems but provide good solutions for design
problems. For example, the Service Control Point (SCP) is a network entity that separates
the call processing activities from the switching tasks. Although this entity is used only in
IN-based systems, it represents a good solution for the separation of call processing from
switch services. We believe that the SCP concept has potential to be described as a
structural pattern for mobile systems.

It is also important to provide a more complete identification of the relationship
among telecommunication design and analysis patterns, which have been presented in the
literature [160], and the set of behavioral and structural patterns, which are presented in
Chapter 5. This combination can generate a pattern language that improves the
development of new telecommunication systems as illustrated in Section 0 of Chapter 5.

Another application of the reuse and validation of the behavioral and structural
patterns is the development of a mobile wireless Internet capable of supporting voice and
data. As mentioned in Chapter 7, this system is called all over IP and is a recent proposal
of the IMT-2000 system standardization group.

Furthermore, it is possible to generate design patterns using the object-oriented
paradigm (e.g., objects and classes definitions, inheritance, polymorphism, and dynamic
binding as discussed in Section 3.2 of Chapter 3) from the description of the requirements
and analysis patterns for mobility and radio resource management. These patterns are
described in a functional-oriented approach. However, This generation is an open area of
research.

Another open area that also refers to object-oriented concepts is the investigation of
the design patterns presented in [52] and [80] in order to evaluate their potential
application in the mobile wireless communication domain. Once this investigation is
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done, these existing design patterns can be added to the MoRaR design patterns, which
are derived from the requirements and analysis patterns proposed in this research.

The detection and avoidance of call-related feature interactions have been studied in
the literature [S0][184]). However, non-call related feature interactions should also be a
concern mainly regarding mobility management functions, such as the interaction
between handoff, location registration, and authentication. We believe that the MoRaR
pattern language and the UCM framework for mobile system requirements and analysis
models can help the designers to identify these feature interactions starting from the early
stages of the development process. This is also left as an open area of research.

This research provides a method to compare existing systems at a high-level of
abstraction. For this reason, interfaces, parameters, and physical entities are not taken in
consideration. Thus, an open area of research towards the design and implementation
stages is the investigation of problems that make the integration of these systems difficult.
Examples are:

e while focusing on requirements and analysis stages, the authentication procedure
appear similar for many mobile systems. However, at the implementation stage,
different procedures may have different encryption algorithms;

e communication among databases in different mobile wireless networks is another
concern. For instance, depending on how these databases are implemented, the
location registration procedure can be completely incompatible among these systems.

The investigation of these differences is an important issue for developing a seamless
wireless environment, but it is not tackled in this research. In order to investigate these
design and implementation constraints, the framework proposed in Figure 62 of Chapter
7 can be implemented with CORBA or Java as mentioned in Chapter 3. These
technologies can be used to implement the case studies presented in Chapter 7 and to test
the applicability of this work to generate a prototype of a seamless environment.

Finally, the method of capturing, documenting, reusing, and validating the MoRaR
pattern language that has been developed in this work has a broad range of application.
For example, the robotics and the air traffic control domains include similar mobile
procedures in system designs. Thus, the application of the results of this thesis in other
domains is a research item that is also left open.
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Appendix A Common Functional Behaviors

This appendix summarizes the common functional behaviors that this research have
identified among second and third generation systems. Each table represents a common
functional behavior and its common responsibilities with pre-conditions and post-
conditions and common end points with post-conditions. Chapter 4 and Chapter 5 present
more details about these commonalities that are graphically specified with UCMs in
Chapter 4.

ANSI/WIN GSM/GPRS/UMTS IMT-2000 Common Functional
Specifications Specifications: Systems: TMUI | Behavior: Temporary
Location Assignment Identification
Management Assignment
Procedures
P_aNTMSI: a TMSL P_aTMSI: a TMSI P_rATMUI: the P_aTID: a temporary
assignment has been assignment has been network has verified identification assignment has
requested requested the identity of the user been requested
and it has requested a
TMUI
assignNewTMSI assignTMSI RegAssignTMUIL aTID: assign a Temporary
Identification
Q_aNTMSI: a TMSI has been | Q_aTMSL: a TMSI Q_rATMUI: The Q_aTID: Temporary
assigned assignment has been TMUI request Identification has been
assigned assignment has been assigned
retrieved
P_wTMUIA => P_aR => Q_rATMUI P_cATID => Q_aTID
Q_aTMSI
- waitTMUlAck analyzeReport cATID: check Assigned
Temporary identification
QI_ wTMUIA: TMUL has | QI_aR: TMUl has QI_ cATID: TMUI has been
been acknowledged been successfully successfully assigned
assigned
Q2_ wTMUIA: TMUI Q2_ cATID: TMUI hasn't
hasn't been acknowledged | Q2_aR: TMUlL hasn't been successfully assigned
been successfully
assigned
El_TMSI El_TMUL El_TMUIlAssign El_TMUIAssign
Q_E1_TMSI=>Q_aNTMSI | Q_El_TMUI=>Qt_ Q_EI_TMUIA => Q_E1_TMUIAssign => Qi_
wTMUIA: TMUL Ql_aR cATID
- E2_TMU! E2_TMUIAssign E2_TMUIAssign
- Q_E2 TMUI=>Q2_ Q_E2_TMUIA => Q_E2_TMUIAssign => Q2_
wTMUIA: TMUL Q2_aR cATID

Table 10 Functional Behavior: Temporary Identification
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ANSI-41/WIN WmATM GSM/GPRS IMT-2000 Common
Specifications: Networks: and UMTS Systems: User Functional
Registration and Authentication | Authentication | Authentication Behavior:
Unique Authentication
Challenge/Respon
se Authentication
P_oRI: an user - P_sAl an P_tSk an P_sAlan
authentication has been authentication has authentication has authentication has
requested been requested been requested and been requested
the user
authentication
information is not
complete in the
visited network
obtainRandInfo - sendAuthinfo transfSecinfo sAl
Q_oRI: information has - Q_sAlL information Q_ISEk security Q_ sAl: security
been obtained has been sent information has information has
been transferred been sent
P_pCN =>Q_oRI P_pAC: P_pAC => Q_sAl P_pC=>Q_iSl P_aAA => Q_sAl
authentication
information is
received
perfCalcNet perfAuthCalc perfAuthCalc performCalculation AAA
Q_pCN:an Q_pAC: Q_pAC:an Q_pC:an Q_aAA:an
authentication authentication result authentication authentication authentication
calculation has been is generated calculation has been | calculation has been | calculation has been
performed performed performed performed
P_cAR => Q_pCN P_cUAR => Q_pAC P_cR =>Q_pAC P_cR=>Q_pC P_cAR => Q_aAA
chkAuthResuit checkUsrAuthRes compareRes checkResult cAR
Ql_cAR: the Ql_cUAR: Ql_cR: QI _cR: the results QIl_cAR: the
authentication results authentication is authentication is are similar authentication
have matched successful successful results are similar
Q2_cR: the results
Q2_cAR: the Q2_cUAR: Q2_cR: are different Q2_cAR: the
authentication results authentication is authentication is authentication
haven’t matched unsuccessful unsuccessful results are different
P_aD => Q2_cAR P_dUA=>Q2_ P_dA =>Q2_cR Q_E2_Auth => Q_nAD=>
cUAR Q2_cR Q2_cAR
applyDenial denyUsrAccess denyAccess E2_Auth nAD
Q_aD: a denial Q_dUA: a denied Q_dA: a denied - Q_dA: a denied
treatment has been authentication authentication authentication
applied treatment has been notification has treatment has been
done been sent done

Table 11 Functional Behavior: Authentication

Capture, Reuse, and Validation of Requirements and Analysis Patterns for Mobile Systems

211



Appendix A

ANSI4UWIN | WmATM | GSM/GPRS/UMTS | IMT-2000 Common
Specifications: Networks: Specifications: Systems: Functional
Authentication Overlay Ciphering Authentication Behavior:
and Signaling Registration Management: Ciphering
Message Authentication
Encryption Calculation and
Ciphering Data
P_sEL: a location P_cELl:a P_cCK: a location P_sC: a location P_cCK: a location
registration has been | registration registration process has registration process registration has
requested and a MS process has been requested has been requested been requested
is subscribed to voice | started and an authentication
privacy calculation has been
successfully
performed
sendEncrypinfo excEncrypinfo creatingCipherKey storeCiph sCK: store
ciphering key
Q_sEL the Q_¢El: an Q_cCK: the Q_sC: a ciphering Q_cCK: the
authentication exchange of authentication procedure | key has been created authentication
request has included | encryption keys has returmed a ciphering and stored procedure has
the encryption has occurred key retumned a ciphering
information key
P_sE => Q _sEl P_sE => Q_c¢El P_sCT =>Q_cCK P_sE: A request for P_sC=>Q_cCK
ciphering has been
received
stantEncryption startEncryption stantCipherTraffic startEncryption sC: stan ciphering
Q_sE: voice/traffic Q_sE : messages | Q_sCT: tnaffic is Q_sE: ciphering Q_sC : messages
channel have their are encrypted encrypted control over the radio are encrypted

information
encrypted

interface is active

Table 12 Functional Behavior: Ciphering
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ANSI-41/WIN WmATM GSM/GPRS/UMTS IMT-2000 Common
Specifications: Networks: Specifications: Systems: Functional
Paging Overlay Paging Behavior:
Originating Paging Paging
Party -
Connection
P_pLA: the location P_p: the calling P_pMS: a paging request P_pU: a paging P_pU: a paging
area ID is known and | user’s number is not has been received request has been request has been
a page has been in the blocking list received received
requested and a page has been
requested
P_pSA: the location
area [D is not known
and a page has been
requested
pLA or pSA paging pageMS pagingUser pU
Q_pLA: a paging has | Q_p: the called user Q1_pMS: a user has been Ql_pU: a user Ql_pU: a user has
been issued within has been paged successfully paged has been been successfully
the user’s location successfully paged
area Q2_pMS: otherwise paged
2_pU: otherwise
Q_pSA: a paging has 2_pU:
been issued within otherwise
the user’s entire
service area
P_aC=>Q_pLAor P_eC =>Q_p P_aC => QI_pMS P_aC=>Qli_pU | P_aCMS =>
P_aC =>Q_pSA Qi_pU
assigChannel estabConn assignChannel assignChannel ACMS: assign
channel to the
mobile station
Q_aC:achannel has 1 Q_e¢C:an ATM Q_aC : achannel has been | Q_aC : a channel Q_aCMS :a
been assigned connection has been | assigned has been channel has been
established between assigned assigned to the
the users mobile station
P_nMSU : paging - Q_E2_Pag=>Q.aC P_nMSU => P_nUU => Q2_pU
hasn’t reached the Q2_pU
user
notifyMSUnreach - E2_Pag notifyMSUnreac nUU
hable
Q._naMSU:a - - Q_nMSU:a Q_nUU:a
notification has been notification of notification of user
sent MS unreachable | unreachable has
has been sent been sent

Table 13 Functional Behavior: Paging

Capture, Reuse, and Validation of Requirements and Analysis Patterns for Mobile Systems

213



Appendix A

ANSI-4I/WIN WmATM GSM/GPRS/UMTS IMT-2000 Common
Specifications: Networks: Specifications: Systems: Functional
Registration Overlay Location Roaming Behavior:
Notification and | Registration Management Registration Location
Location Registration
Cancellation
P_sl: location P_gUL: user has P_gLLI: the mobile station’s P_rRR: user has P_sLI: the mobile
information has been changed zone location has changed changed location station’s location
requested has changed
sendInfo getUsernfo getLocinfo reqRoamReg sLi
Q_sk: information has Q_gUL user’s Q_rRR: a roaming request | Q_rRR: a roaming Q_sLI: location
been sent identification registration has been sent request information has
number and with the location registration has been sent
previous zone information been sent with the
identification are location
known information
P1_cR: a user has P_cL =>Q_gUI P_cL => Q_rRR - P_cL =>Ql_sLI
powered on a mabile
station and
authentication hasn’t
been performed
P2_cR: a user has tried
to make a call and
authentication hasn’t
been performed
checkRoaming checkLocation checkLoc - cL
QI _cR: the user is QI _cL: current QI _cL: current location is - QI _cL: current
roaming and itis the | zone identification different from previous location is different
first time in the and last zone location from previous
serving system identification are location
different Q2_cL: current location is
2_cR: the user is the same as previous Q2_cL: current
roaming and it isn't Q2_cL: current location location is the same
the first time in the zone identification as previous
serving system and last zone location
identification are
Q3_cR: the user isn't the same
roaming
P_INL:Ql_cRanda P_uUP:Ql_cL P_uL=>Q!_cL P_uA => Q_rRR P_uPR =>Ql_cL
registration and authentication
cancellation is successful P_uPL=>Q2_cL
confirmation has been
received and
recordNewLoc updiUsrProfile UpdateLocation updateAdd uPL (or uPR)
Q_rNL: new location Q_uUP: user Q_uL: user profile is Q_uA: the new Q_uP: user profile
information has been | profile is updated updated with the new location address is updated with the
recorded with the new location information has been updated new location
location information
information
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ANSI-4I/WIN WmATM | GSM/GPRS/UMTS | IMT-2000 Common
Specifications: Networks: Specifications: Systems: Functional
Registration Overlay Location Roaming Behavior:
Notification and | Registration Management Registration Location
Location Registration
Cancellation
P_rl=>Q_s! P_gLUP => P_iD=>Q_uL P_tUP =>Q_uA P_uTP =>Q_uP
Q_uUP
recordinfo getLocUsrProf insertData transfUsrProf uTP
Q_rl: information has Q_gLUP: user Q_iD: information has Q_tUP: the user Q_uTP: information
been recorded profile is in the been recorded in the profile has been has been recorded
current location visiting system stored in the in the visiting
visiting network system
P_dPR => Q_rl P_dPUP => P_c=>Q_iD P_dR =>Q_1UP Q_dTP =>P_uTP
Q_gLuP
deletePrevRecord DelPrvUsrProf cancellation de-Register dTP
Q_dPR: the user’s Q_dPUP: the Q_c: the user’s profile in Q_dR: the user Q_dTP: the user's
profile in the previous user’s profile in the previous zone has been profile has been profile in the
zone has been deleted | the previous zone deleted deleted from the previous zone has
is deleted previously visited been deleted
network

Table 14 Functional Behavior: Location Registration

WmATM Networks:
Handoff Failure Actions

GSM/GPRS/UMTS
Specifications: Call Re-
Establishment

Common Functional
Behavior: Handoff Failure
Actions

P_tPC: a request for tuning to the
previous channe! has been sent

P_rOC: a request for tuning to the old
connection has been sent

P_tPC: a request for tuning to the
previous channel has been sent

tunesPrevChn

returnOldConn

tPC

Q_tPC: the portable has tuned back

Q_rOC: the mobile station has tuned back

Q_tPC: the mobile station has

to the previous channet to the old connection tuned back to the previous channel
P_dAC =>Q_tPC P_dC=>Q_rOC P_tRA => Q_tPC
deallocAssignChan deallocChan rRA

Q_dAC: the assigned new channel Q_dC: the assigned new channel has been | Q_rRA: the assigned new channel
has been deallocated deallocated has been deallocated

Table 15 Functional Behavior: Handoff Failure Actions
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ANSI-41/WIN WmATM GSM/GPRS/UMTS Common
Specifications: Handoff | Networks: Overlay Specifications: Functional
Measurements Inter-Zone Handoff | Handover Decision Behavior:
through the Handoff Decision
Previous Port
P_eC: a handoff measurement P_mP: a monitoring P_tM: a handoff P_tM: a handoff
has been requested process is on measurement has been measurement has been
requested requested
clectCandidate monitorPort takeMeasurements M

Q_<C: a candidate cell has

Q_mP: signal power has

Q_tM: a candidate cell has

Q_tM: a candidate ceil

hasn’t met the quality criteria
for communication

2_¢CQ: the current cell has
met the quality criteria for
communication

port has become stronger

Q2_cP: a link to another
port has not become
stronger

necessary

Q2_cM: a handoff is not
necessary

been elected been received been selected has been selected
P_cCQ=>Q_eC P_cP=>Q_mP PcM=>Q. M PcM=>Q M
checkCeliQuality comparcPower checkMeasurements cM

Q1 _¢CQ: the current celi QI _cP: a link to another Q1 _c¢M: a handoff is QI _cM: the current

connection is ok

Q2_cM: the current
connection is not ok

Table 16 Functional Behavior: Handoff Decision

ANSI41/WIN
Specifications: Handoff
Back, Handoff
Forward, and Handoff
to Third Procedures
and Call Release
Procedure

WmATM
Networks: Overlay
Registration, Call
Setup and Handoff

GSM/GPRS
Specifications:
Handover
Execution

Common
Functional

Behavior: Releasing
resources

P_rC: a release resource

P_rC: transaction is

P_tR: a release resource

P_rR: a release resource

request has been received complete request has been received request has been received

Release Call. release Channel. releaseConnection releaseResources R

and releaseResources

Q_rC: the nctwork resources Q_rC: the connection has | Q_rR: the network Q_rR: the network

have been released been released resources have been resources have been
released relcased

Table 17 Functional Behavior: Releasing Resources
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ANSI-41/WIN WmATM GSM/GPRS/UMTS Common
Specifications: Handoff | Networks: Overlay Specifications: Functional
Back, Handoff Handoff Previous - Handover Behavior: Inter-
Forward, and Handoff Alternative 1 Procedures System Handoff
to Third Execution
P_sVC: a handoff request has P_aC: the user profile has | P_aC: a handoff request P_aC: a handoff request
been received been transfer to the has been received (P_aC has been received
current zone and a =>QI_vC)
handoff has been
requested
selectVoiceChannel allocChan allocateChannel aC

Q_sVC: a voice channel has
been selected

Q_aC: a channel between
the user and the candidate
zone manager (CZM) has
been assigned

Q_aC: a channel has been
allocated

Q_aC: a channet! has been
allocated

P_INC => Qi _cVC

P_tNC: the channel
information has been
relayed to the portable

P_INC=>Q_aC

P_INC =>Q_aC

tunesNewChannel

tunesNewChannel

tunesNewChannel

INC

Q_tNC: the MS has tuned to

Q_INC: the portable has

Q_NC: the MS has tuned

Q_INC: the MS has wned

the new channel tuned to the new channel to the new channel to the new channel

P_cVC => Q_sVC P_vC =>Q_INC P_vC : a handofT has been P_vC =>Q_INC
requested

check VoiceChannel verifyConn verifyConnection vC

QI _cVC: the channel is
available

Q2_cVC: the channel is not
available

Q1 _vC: the connection is
successfully verified

Q2_vC: the connection is
not verified

Q1_vC: the connection is
successfully verified

Q2_vC: the connection is
not verified

QI _vC: the connection is
successfully verified

Q2_vC: the connection is
not verified

Table 18 Functional Behavior: Inter-System Handoff Execution
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Appendix B Common Architectural Elements

This appendix summarizes the common architectural elements that this research have
identified among second and third generation systems. Each table represents a set of
common architectural elements and their common responsibilities and common end
points. Chapter 2, Chapter 4 and Chapter 5 present more details about the architectural
elements of the chosen systems and their common functional behaviors. A common
network reference model is graphically specified with UCM components in Chapter 4.

ANSI-41/WIN GSM/GPRS/UMTS IMT-2000 Common
Specifications Specifications: Systems: TMUI Architectural
Location Assignment Element
Management
Procedures
assignNewTMSI: VLR assignTMSI: new reqAssignTMUIL: sTID: VLR
MSC/VLR and MS RAN+CNv (SACF and
LMFv)
waitTMUIAck: MS and analyzeReport: cATID: VLR

MSC/VLR

RAN+CNv (SACF and
LMFv)

El1_TMSI: MSC E1I_TMUL: MSC/VLR El_TMUIAssign: E1_TMU!lAssign: MSC
RAN+CNv (SACF)

E2_TMSI: MSC E2_TMUL MSC/VLR E2_TMUIAssign: E2_TMUIlAssign: MSC
RAN+CNv (SACF)

Table 19 Common Architectural Elements for Temporary Identification

Note: LMFv stands for Location Management Function in a visiting system. This is an

IMT-2000 functional entity (FE) that corresponds to the VLR network entity (NE). The
SACEF FE stands for Service Access Control Function and corresponds to the MSC NE
(see Chapter 2).
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ANSI-41/WIN WmATM GSM/GPRS/UMTS IMT-2000 Common
Specifications: Networks: Specifications: Systems: Architectura
Authentication Overlay Ciphering Authentication 1 Element
and Signaling Registration Management:
Message Authentication
Encryption Calculation and
Ciphering Data
sendEncryplnfo: AC | excEncryplinfo: creatingCipherKey: AC storeCiph: CNh sCK: AC
portable and radio (LMF and AMF)
port
startEncryption: startEncryption: startCipherTraffic: MSC | suartEncryption: MT sC: MSC
MSC radio port and MS and RAN+CNv
(SACF)

Table 20 Common Architectural Elements for Ciphering

Note: AMF stands for Authentication Management Function and it is an IMT-2000 FE
that corresponds to the AC NE.

ANSI-41I/WIN WmATM GSM/GPRS IMT-2000 Common
Specifications: Networks: and UMTS Systems: User | Architectural
Registration and | Authentication | Authentication | Authentication Element
Unique
Challenge/Respon
se Authentication
obtainRandInfc: - sendAuthinfo: TransfSecinfo: sAl: MSC
serving system (MSC) MSC/VLR SCAF, AMFh and
and MS LMFv
perfCalcNet: serving perfAuthCalc: zone perfAuthCalc: AC | performCalculation: aAA: AC
system (AC) manager of the user’s CNh (AMF/LMF)
current zone
chkAuthResult: serving | checkUsrAuthRes: comparcRes: AC checkResult: CNh cAR: AC
system (AC) zone manager of the (AMF/LMF)
user’s current zone
applyDenial: serving denyUsrAccess: zone denyAccess: E2_Auth: nAD: MSC
system (MSC) manager of the user’s MSC/VLR RAN+CN
current zone (SACF/LMF)

Table 21 Common Architectural Elements for Authentication
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ANSI-41/WIN WmATM GSM/GPRS/UMTS IMT-2000 Commo
Specifications: Networks: Specifications: Systems: Architectural
Paging Overlay Paging Paging Element
Originating
Party -
Connection
pLA or pSA: serving | paging: destination pageMS: BTS and MSC pagingUser: pU: MSC
MSC zone manager RAN+CN
(SACF) to MT
(MCF)
assigChannel : estabConn : assignChannel: MSC assignChannel : aCMS: MSC
serving MSC destination zone RAN+CN
manager (SACF)
MSUnreach: serving E2_Pag: MSC notifyMSUnreac nUU: MSC
MSC hable: RAN+CN
(SACF)
Table 22 Common Architectural Elements for Paging
ANSI-41/WIN WmATM GSM/GPRS/UMTS Common
Specifications: Handoff | Networks: Overlay Specifications: Architectural
Measurements Inter-Zone Handoff | Handover Decision Element
through the
Previous Port
clectCandidate: serving MSC monitorPort: portable takeMeasurements: BS and tM: MSC
MSC
checkCellQuality: candidate comparcPower: portable checkMeasurements: MS cM: MSC and MS
MSC and MSC

Table 23 Common Architectural Elements for Handoff Decision

ANSI-41/WIN WmATM GSM/GPRS/UMTS Common
Specifications: Handoff | Networks: Overlay Specifications: Architectural

Back, Handoff Handoff Previous - Handover Element
Forward, and Handoff Alternative 1 Procedures

to Third
selectVoiceChannel: target allocChan: candidate zone | allocateChannel: MSC-A aC: MSC
MSC manager and MSC-B
tunesNewChannel: MS and tunesNewChannel: tuncsNewChannei: MS tNC: MS and MSC
MSC portable and MSC
check VoiceChannel: target verifyConn: the candidate | verifyConnection: MSC-A vC: MSC
MSC zone manager and the and MSC-B
portable

Table 24 Common Architectural Elements for Inter-System Handoff Execution
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ANSI41/WIN WmATM GSM/GPRS/UMTS IMT-2000 Common
Specifications: Networks: Specifications: Systems: Architectural
Registration Overlay Location Roaming Element
Notification and | Registration Management Registration
Location
Cancellation
sendlnfo: serving getUserinfo: new getLoclnfo: MS and new reqRoamReg: sLI: new MSC
system (MSC) zone manager MSC/VLR from the
RAN+CNv to the
CNh (LMFh)
checkRoaming: checkLocation: checkLoc: HLR and MSC - cL: MSC
serving system (MSC) portable
recordNewLoc: HLR updtUsrProfile: updateLocation: HLR and | updateAdd: LMFh UPL (or UPR):
home database new VLR HLR
recordInfo: serving getLocUstProf: insertData: HLR and new transfUsrProf: uTP: new VLR
system (VLR) current zone VLR current LMFv
deletePrevRecord: delPrvUsrProf: cancellation: HLR and old de-register: dTP: old VLR
previous serving previous zone VLR previous LMFv
system (VLR)

Table 25 Common Architectural Elements for Location Registration

WmATM Networks: GSM/GPRS/UMTS Common Architectural
Handoff Failure Actions Specifications: Call Re- Element
Establishment
returnOldConn: the portabie tunesPrevChn: MS and MSC tPC: MS and MSC
deallocAssignChan: candidate zone releaseRes: MSC RA: MSC
manager
Table 26 Common Architectural Elements for Handoff Failure
ANSI-41I/WIN WmATM GSM/GPRS Common
Specifications: Handoff | Networks: Overlay Specifications Architectural
Back, Handoff Registration, Call Element
Forward, and Handoff | Setup and Handoff
to Third Procedures
and Call Release
Procedure
Release Cail, release Channel, ReleaseConnection: zone releaseResources: MSC R: MSC
and releaseResources: MSC manager

Table 27 Common Architectural Elements for Releasing Resources
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Appendix C Summary of the MoRaR Pattern Language

The following table summarizes the behavioral and structural patterns presented in
Chapter 5. For more information about each pattern, the reader should refer to the

respective sections that are also shown in the table.

Section

Problem

Solution

Pattern Name

54.1

How does one ensure
privacy of the subscriber’s
identity when sending it
on the radio path?

Assign a temporary identification to the
mobile user in order to avoid exchanging
the subscriber’s real identity and the
electronic serial number of the mobile
station over a non-ciphering (Section
5.4.3) radio path.

Temporary
identification

542

How does one handle the
mobile user’s scnsitive
information while
assuring its protection on
the network side?

Create a repository of the user’s sensitive
information that is only accessed by
functions involved in the security
management process.

Security Database

543

How does one protect the
privacy of the
communication over an
insecure wireless
communication channel?

Apply digital cryptography mechanisms
to the communication when the mobile
subscriber is using a digital traffic channel
in the dedicated mode.

Ciphering

544

How does one prevent
unauthorized or fraudulent
access to cellular
networks by  mobile
stations illegally
programmed with
counterfeit identification
and electronic  serial
number?

Perform an authentication operation in
both the mobile station and the network
sides based on an encryption algorithm
and a secret key number.

Authentication

Figure 44

How does one reach the
terminating mobile user
and route the call to the
user's actual location?

Send a paging message to reach the
terminating mobile user only in the cells
within the user’s current location area (for
example, several dozen cells).

Paging

How does one enable a
user’s mobility between
location areas of the same
provider or between
location areas of different
providers?

Create two types of repositories to handle
the mobile user’s information: one is the
home database that is responsible for
mobile users permanently registered in a
location area; and the other is the visitor
database that takes care of mobile users
currently visiting a particular location
area.

Home and Visitor
Databases




Appendix C

mobile user’s location
every time the user
changes location area?

Section Problem Solution Pattern Name
54.7 How does one keep up to | Perform a location registration procedure | Location
date information about a | that consists of updating and inserting the | Registration

mobile user’s location, respectively, in the
home and current visitor databases
(Section 5.4.6) every time the mobile user
changes location area.

Table 28 Patterns related to Mobility Management Functions

Section | Problem Solution Pattern Name

55.1 How does one control the | Take measurements on the quality of the | Handoff Decision
quality of the radio | transmission for ongoing dedicated radio
communication link | connections, check the transmission
between the mobile user | quality on the neighbor cells, and verify
and the network? the load of the base station transceiver.

552 How does one handle the | Choose the first mobile switching center | Anchor Mobile
call processing | serving the dedicated channel as an | Switching Center
information during an | anchor that is in charge of the
inter-system handoff? communication and keeps the control

during the dedicated mode.

553 How does one guarantee | Identify the candidates considered for | Inter-system
user’s communication | handoff purposes and evaluate them | handoff execution
service assessment | before executing the handoff. Then, select
continuously? the one that is most suitable to handle the

call.

555 How does the network | The anchor mobile switching center | Releasing
minimize the use of | requests the previous mobile switching | Resources
resources that are no | centers to release the unnecessary inter-
longer needed, such as the | MSC circuits. .
inter-mobile  switching
center circuits?

554 How does the network When a handoff failure occurs, the anchor | Handoff Failure
handle a handoff failure? | mobile switching center requests the Actions

release of all resources in use. This
anchor also requests the notification and
disconnection of the other party in case a
call was in progress.

Table 29 Patterns related to Radio Resource Management Functions
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Table of Acronyms and Terminology

3G Third Generation MSC Message Sequence Chart (interaction
diagram)
GPP 3™ Generation Partnership Project MSC Mobile Switching Center
AC Authentication Center NE Network Entity
ACF Authentication Control Function NRM Network Reference Model
AMPS Analog Mobile Phone System OoDP Open Distributed Processing
ANSI American National Standards Institute PCS Personal Communication System
AVR Available Bit Rate PDC Personal Digital Cellular
BCSM Basic Call State Model PSTN Public Switched Telephone Network
BS Base Station LAN Local Area Network
BSC Base Station Controller LRFv Location Registration Function - VLR
BST Base Station Transceiver LRFSM LRF State Model
Camel Customized applications for mobile MACF Mobile Station Access Control Function
network enhanced logic
CAVE Cellular Authentication and Voice MAP Mobile Application Part or Mobile
Encryption Application Protocol
CBR Constant Bit Rate 0sl1 Open System Interconnection
CCF Call Control Function RACF Radio Access Control Function
CCH Control Channel RCF Radio Control Function
CDMA Code Division Multiple Access RF Radio Frequency
D-AMPS Digital AMPS RTF Radio Terminal Function
ETSI European Telecom. Standard Institute SCA Selective Call Acceptance
FDMA Frequency Division Multiple Access SCEF Service Creation Environment Function
FE Functional Entity SCF Service Control Function
GPRS General Packet Radio Services
GSM Global System for Mobile SCp Service Control Point
Communications
HLR Home Location Register SMAF Service Management Access Function
ICS Incoming Call Screening SME Short Message Entity
IE Information Element SMF Service Management Function
IF Information Flow SN Service Node
IMT-2000 | International Mobile Telecommunications | SS7 Signaling System 7
Systems 2000
IN Intelligent Network SSF Service Switching Function
INAP Intelligent Network Application Protocol SRF Specialized Resource Function
INCM IN Conceptual Model TDMA | Time Division Multiple Access
IP Intelligent Peripheral TCH Traffic Channel
IS Interim Standard TIA Telecommunications Industry Association
ISDN Integrated Services Digital Network TTC Telecommunications Technology Commitiee
iSO [nternational Standards Organization VBR Variable Bit Rate
ITU International Telecommunications Union | VLR Visitor Location Register
ITU.T ITU-Telecommunications Standardization | WIN Wireless Intelligent Network
Sector
JDC Japanese Digital Cellular Systems WmATM | Wireless mobile ATM Network
LOTOS Language of Temporal Ordering VBR Variable Bit Rate
Specifications
LRFH Location Registration Function - HLR UBR Undefined Bit Rate
MC Message Center UCM Use Case Map
MoRaR Mobility and Radio Resource Management | UMTS Universal Mobile Telecom. System
MS Mobile Station UTRA Universal Terrestrial Radio Access
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