

















































































































































































































































































































and executors and matching/corresponding formal event responses expressed
as Process Activity Diagrams (PAD) or Process Activity Language (PAL)
expressions [2]. These requirement specifications are refined and expanded via a
number of iterations during review meetings where the system architect acts as
the presenter and the users/clients as reviewers.

As previously mentioned, in many information systems the definition of need is
vague and open-ended (such as a ‘hospital informadion system to improve
patient care’), providing only guidelines and not true requirement specification.
It is the role of the system architect to firm up these guidelines during the
review meetings by presenting different possibilities along with the implications
and costs associated®’. Sdll part of the requirement specifications, the architect
and the user group will decide on the delivery strategy, that is the sequence in
which the product is to be implemented and delivered.

As a final phase of the requirement specifications, the event responses are
refined untl one reaches the smallest response component/unit of work of
interest to the users. We call these units of work ‘activities’ and any response
would consist of at least one (if not a few) activities. Moreover, for larger
systems there might be a need for an additional layer of combined responses; in
this case, we call elementary responses the ores made up only of activities and
combined responses the ones consisting of two or more elementary responses. The
corresponding PAD or PAL expressions as well as the functional diagram,
annotated with pertinent constraints, are used as the specification document that
is inspected for errors by each user in the group, first separately, then in another
review meeting *. Existing PAL-based tools such as editor, verifier and
simulator could offer an important support in such meetings.

After a few review meetings with the user and based on the event responses
agreed upon, the system architect partitions the system into implementable
modules, which correspond to the execution units of the high-level functional
system view. At this stage, one could aiso specify the design groups required.
Once again, this partitioning is done first according to the critical resources that
have to be managed in the implementation and then according to the design
expertise required. The system architect then prepares a modified set of event
responses and annotated functional diagrams that represent requirement
specifications at a level of detail that is suited to the design community. Usually
this represents a level of detail/refinement above the one of the user

7 Depending on the user community one could have a single representative user group or a
number of different user groups.

*® It is assumed that by this time the members of the user group would have obtained the
expertise needed to inspect the document.
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community; nevertheless, a direct mapping between user and designer oriented
requirement specifications is imperative. As a follow-up, the system architect
then refines these requirements through a number of review meetings®, this
tme with the design group leaders acting as reviewers.

 §

Architecture
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Design 1n the
Small

Implementation
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The final product is an architectural definition that serves as a blueprint for the
development of the system; it allows various module design groups to
understand the overall system (as we mentioned, allows for system level
reasoning), without developers having to understand the details of other
modules. With this architectural definition, CODE goes beyond the gross
system structure, as represented by the functional diagram on the architectural

At this stage, the various system level user constraints are translated into more detailed
module level design constraints.
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level. It also includes the operational properties of each module (functional
diagram of the module and event responses) such that their interactions provide
a description of the global operational properties of the system™.

The second phase in the development process associated with CODE is the
design phase. At this point, the development involves a number of distinct
activities, some of which are done in parallel. Also, it is important to note that
some of the early design activities are done in parallel with the later architectural
phase activities. This way design could provide more feedback and clarification
for the architectural phase and, on the other hand, this interaction helps keep
the design consistent with the decisions made along with the system architect.
We will continue with a qualitative view on the involvement of the architectural
step in the development phases that follow

In the beginning, the leader of each design group acts as a module architect,
refining the module architecture, detailing the module event responses (via PAD
or PAL) and the possible interfaces®. The design group leader conducts now a
number of review meetings with him acting as a presenter and the group
members as reviewers. The outcome of these meetings should be that the
module event responses are specified to the required level of granularity. At this
time the specific decisions for reuse and/or use of components are introduced;
another aspect decided at this time are the various types, levels and parameters
of fault tolerance. Once the module design has been agreed upon, an inspection
meeting is organized, with the group members as inspectors. To help the
inspection one can use again the PAL-based tools mentioned before: editor,
verifier and simulator.

As a consequence of the module design being completed, the design group
leader assigns the detailed design of the various module event responses to
individual group members (again, only the module event responses included in
the first product deployment are considered). From this point on, there might
be a number of additional review meetings on the way, were individual designers
present and explain their design options with the team leader and other
members of the group acting as reviewers. The detailed design® of the module
being completed, there is a final detailed design inspection meeting after which

% This is possible because each design module (as outlined above) corresponds at a higher
level to an execution unit.

5! At this stage, only the modules required in the first product deployment are considered in
any detail.

* The detailed module design also includes relevant hardware aspects: specification of the
number and types of activity executors (processors, memory, interface, etc.) along with the
activity to executor allocation.
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the group could basically proceed to implementation. The attainment of the

relevant module constraints is checked at this stage as a prototype, using the
PAL simulator.

In parallel with and at the end of the detailed design phase, the system architect
remains still involved in the process. He calls integration inspection meetings,
with the group leaders as inspectors, in order to make sure that the modules stll
comply with the initial architecture agreed upon and that those modules could
be properly integrated. At this level one has to integrate the hardware design of
the modules into a single system. This is a good time to make decisions between
the system architect with the SW and HW design leaders on what functionality
would be implemented in HW and what is taken care of in SW. Once again, the
relevant system constrains are checked using the PAL simulator as a prototype.
At any of these meetings the various instrumentation and fault tolerance
decisions are continuously kept in perspective and reviewed.

An important aspect of the development process so far is that the various
documents produced for the architectural phase and the design phase represent
almost complete system documentaton. When properly annotated, in a well
defined, understandable format, with an outline of the major discussions and
decisions by the system architect and the design group leaders), they also help
with traceabilty of the system implementation to the initial requirements.

With the previous two phases successfully accomplished, let’s only take a brief
look at the implementation phase. It basically involves two concurrent activities:

® the realization of the required base platform and interfaces (HW and SW
included)

¢ the coding of the various coordinators and activities.

The implementation of the coordinators and their integration with the executors
will be the main focus during this phase. The coordinators are basically the
specific part of the application; the implementation and coding of coordinators
mainly requires entering the relevant data captured during the definition and
simulation phases of the event response. Implementation of the executors
should not pose significant problems, since some of them are expected to be
available off-the-shelf; however, customization and interfacing with the
coordinators might require some effort. If not readily available, the coding of
the activities corresponds to writing relatively small segments of straight code,
activities being inherently more algorithmic in nature. Obviously, a major
requirement of the implementation phase is to do proper testing. The test
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activity is expected to be a lot more deterministic, given the use of coordinators
and the modular aspect of the code.

Case Study: A Hospital Information System

We set out to exemplify the CODE process by following through its steps in a
case study that specifies the architecture of a Hospital Information System.
Given the fact that in most hospitals computing facilities have been introduced
one at the time, many of them remained separated and confined to their initial
application area: patient registry, clinics, accounting, and so on. In this particular
case study, an integrated hospital information system is needed which is capable
to assist with some of the routine actions performed in a hospital such as patient
admission, transfer or release, management of medical records, consultations
and other day-to-day activities. Once again, we will restrict ourselves to the
significant steps of the architectural phase for the following reasons:

e Rather than implementing a Hospital Information System, the goal of the
case study is to illustrate CODE concepts and the fact that they could be
applied in a systematic manner.

® In preparing the case study we used some work previously done™ for
separate units of the system. Nevertheless, no architectural approach had
been taken so far with respect to the overall requirements and how to
partition the system. Besides illustrating CODE concepts, this is what we
think this case study brings new to the development of the Hospital
Information System.

® We have not pursued any contacts with real customers in order develop this
system; of contrary, most of the information used here comes from papers
in the medical technology field, previous work on this topic or personal
experience. Therefore, some of the information required to go into more
detail was missing, which impacted the development of certain event
responses.

e Because of the size and complexity of the system there is a large amount of
effort involved only in the architectural phase, not to consider the entire
development. As a consequence, we stopped short from developing
PAD/PAL expressions and simulating the event responses by means of the
PAL simulator; these were considered out of the scope of the thesis.

53 P. Cousineau worked on the Registry unit, R. Robichaud gathered requirements on the
ICU (52}, the cardiac unit being outlined in [1].
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It has been mentioned before that the architectural phase in CODE includes
two interdependent activities: requirement acquisition/specification and
architectural design. The requirement acquisition and requirement specification
phases could be folded into one phase called requirement management. At this
stage, there are continuous iterations berween the two phases and a dialog
between the architect and the user, having as result a draft (for now) of the
requirement specification. Based on this draft, the first version of the
architectural design is done, along with a first model of the anticipated event
responses. This model is then advanced to the user for a first estimation, any
further changes going back through the requirement acquisition phase in order
to be modeled. To a large extent, we will follow a similar path in the following
example, highlighting as much as possible the iterative character of this process.
The entdre case study will be carried at the architectural level of CODE, mostly
between requirement management (acquisition, then specification) and
architectural design, without going into the modeling phase.

The overall system (first pass)

Based on exploratory discussions with the high level users (senior hospital staff,
managers, administrators) the system architect gets a first estimation of the
requirements, decides on the critical resources and finally the high level
architecture of the system:

e The critical resource and primary events of the system

Following the inital discussions with high-level users, here is a list of routine
activities to be covered. This list is put together by the system architect based on
user input; it is grouped by area of activity following the unit organization in a
typical hospital (for now, only significant examples in each category have been
considered):

Clinic Cardlacumt * Retrieve/examine patient

“Thisstepwnll?be expanded once we discuss this unit in more detail
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Ward Cardiac care o Retrieve/examine patient

record on admission

¢  Order medication

o Apply medical treatment
(daily)

e Monitor/record patient
evolution (daily)

e Update patient record on
release

Services Registry

o  Admit new/former patients
(see note 3.) ¢ Book appointments

o Handle emergencies

¢ Transfer patients

[ J

Archive/de-archive records

Inquiry o Identify inquirer (allows for

o Retrieve patient record inquiries from
o Display patient record friends,
relatives, etc)

- & Retrieve patient record on

o admission

.o Calculate medical fees

" e Update patient record on - S
‘release et

Management  Patien
(see note 3.) accounti
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Notes:

1. The items that have not been detailed yet could be subject to piece-wise
delivery (i.e. later additions).
2. Surgery units are organized differently according to the size of the hospital.
Small hospitals have a generic surgery unit, handling routine operations.
Cases that require special assistance are sent to larger hospitals, which have
specialized surgery units attached to each department. For this study we only
mentioned the generic case.
3. One could consider at least two facets of management in a hospital:
® one being concerned with issues directly related to patients (patient
billing, booking/releasing resources for an admission/release, etc)

¢ another one concerned with the day-to-day issues related to running any
institution (maintain inventory, insure supplies for different needs, pay
hydro bills, etc).

In this case we only consider the management part that is patent-related. Same
holds for services though: there are services directly related to patients care (like
the ones mentioned in the table) and services not necessarily related to patients
(teleconferencing for example). Again, we only focus on the patient-related
ones. A second integrated system could be considered in the cases we just
described, separated from the system under discussion and devoted to
administrative-type activities, which are not directly related to patients. Being
loosely coupled, communication between the two systems could be based on a
peer-to-peer telationship. Such an arrangement makes sense in the case of a
large hospital; for a small one the two facets could be integrated into the same
system since the additional load on the central coordinator would be easier to
accommodate.

It appears from the summary above that virtually any unit in a hospital relies on
access to patient information; with this type of information missing or being
mishandled, patient care could barely take place. Therefore, when it comes to
the information flow in a hospital, patient records are we considered as being
the critical resources. Consequently the high level architecture would be
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designed around coordinating the management of these resources. The fact that
we set out to build an information system already suggests it could be organized
around a database; this is only confirmed by the particular hospital application
we are looking at. Given the fact that in this case the information being handled
consists of patient records, the database would be a patient record database.
With this specific data storage in mind, the admission of a new patient is
considered a primary event. In addition, there are other operations that are
necessary in order to maintain the desired information flow, such as record
retrievals, updates or transfers. Even by analogy with a paper-based filing
system, it is convenient to archive records currently not in use (that is, upon
patient release).

e Subsequently, the system architect and the user agree on the primary units of
the system.

Wards

Other units

Hospital

communicaton
network
r -
Current patient
records
\.
( . .
Archive with
patient records
\_

55 It makes a lot of sense, since it is always desirable to tailor the system to the application
and not the other way around.
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A first look at the system requirements (once the above steps completed)
suggests a rough organization following the hospital departments™ and
organized around a central repository of patient records. In terms of the
repository itself, it will definitely be comprised of an archive containing all
patient records not in use, as well as a current database, containing all records of
patients currently under observation. As indicated by the list of activites, the
Registry department would be the only one to have access to the archive.

¢ The system architect and the high-level users agree on a rough behavioral
specification of the event responses and the relationships between them. At
this point more specialized user groups of the event responses are identified,
which will be consulted for further refinements.

Once the events identified, we will only focus on the primary events (in italic)
and some of the secondary ones, which were considered relevant at this time. As
outlined before, any patient admission is considered an external/primary event.

y

Identify patient Additional DB

Standard

[ J
admission ofnew o QOpenffillinnewrecord ® Database records:
patient ¢  Make appointment e Database appointments
e  Book resources o Database and resources
e  Admit patient .

Standard ©= o Identify patient

admission.of - & Retrieve/update existing
..« .. . e Makeappointment

% It makes a lot of sense, since it is always desirable to tailor the system to the application
and not the other way around.
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e  Admit patient ¢ Booked
resources

TR YRS

Patient transfer’” o  Agree on patient transfer The patient
e Retrieve all patientdata e  Database transfer can be
e Copy data to new site e External internai or
connection/da external.
tabase Additional DB
e Execute patient transfer ®  Database records:
e Update record and e Database resources,
archive patient data transfers
e Release resources (eventually)

Notes:

1. The few event responses specified in the table confirm once more the
patient records as critical resources and therefore the database the main
resource to be managed.

2. At this step, the right hand column suggests that the database structure still
needs to be refined by addition of new darta types as well as connectivity to
exterior.

3. Transfers could be external (in which case an external data transfer is
involved, along with patient transfer) or internal (in which an internal data
transfer would be required, along with the transfer of the patent).

4. There is a lot of similarity between the admission responses, as well as the
transfer/release responses. One could think of optimizing these cases by

57 The layout of this response has later been modified on a more detailed architectural level.
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combining them together where appropriate (we will discuss the details
later).

® The system architect and the high-level users discuss a listing of various
constraints:

1. Quality constraints (at least usability, reliability, maintainability, efficiency)

Usability:

The main feature offered by the system is efficient tracking and management of
patient records. A most important aspect in this hospital information system is
that data be consistent, secure and error free. The system is expected to provide
limited access to the data as well as error detection mechanisms, so as to
minimize the risk of malpractice suits; at least some basic error checks should be
performed especially when applying medication or treatments.

The system and its components are expected to be user-friendly especially at the
man-machine interface; they should be intuitive enough to quickly provide the
user with a mental model of the system as a whole. As a consequence, GUI
based menus are a requirement. Help and navigadon menus are also a
requirement and should easily be available at any time (context sensitive help is a
bonus).

A minimal patient monitoring system along with means of alarming of medical
staff in case of emergency is also a requirement; customization of this
monitoring system for particular medical applications and connectivity to expert
systems should also be kept in sight. Features like

¢ Interpretation of test results and diagnostic assistance
e Trend prediction and predictive alarms

are highly desirable.

Reliability:
The system is expected to

1. Be able and handle any combinations of events and system states
consistently, as expected, repeatable and non-contradictory at any given time

2. always be predictable (either recover or fail gracefully) faced with adverse or
failure conditions
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At least partial redundancy is required (that is, at least for the critical parts). The
effects of any failures should be localized and not be rippled through the system
or outside of it.

Maintainability:

The system should allow for non-disruptive maintenance to existing units in
order to either correct errors or introduce new features (SW upgrades); if the
case, loss of functionality due to maintenance should be minimal and localized
just to the affected area. Same holds for HW upgrades. An open structure that
allows for future additons and developments is also required.

Efficiency:

The system is expected to make proper use of the provisioned resources;
working at maximum capacity should neither decrease performance under the
limits initially prescribed nor necessitate additional resources. At the same time,
the system has to integrate with existing resources as much as possible (like
computing facilities, medical equipment or communication intrastructure for
example).

Performance (timing, number of events to be handled, etc)
The record storage will mainly set the performance of the overall system
through a number of parameters as follows:

Storage capacity (current and archive)

Average access time to the storage (retrieve, update or transfer) under
average load

Number of simultaneous transactions being handled
GUI performance
Availability (or its converse, downtime) measured over five years

Being a system primarily targeted to human interaction, performance constraints
tend to be rather soft.

2. Interfacing constraints (with users, with other systems)

It is desirable that the number of terminals correspond to the number of users;
in this end, each hospital unit will have at least one terminal access to the
system. Today’s low cost of computer HW makes it possible to actually install
‘intelligent’ terminals/PCs with the additional possibility of external data
storage/retrieval via floppy units. At least some of the sites would have printing
facilities as well.
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The system is expected to interconnect to similar systems in other hospitals,
therefore standard communication protocols should be used, along with
insuring traffic security. Similar requirements are set for the connectivity within
the hospital; standard interconnection protocols would insure compatibility with
third party equipment. The existing communication infrastructure should be
used as much as possible for both internal and external connectivity.

3. Component constraints (HW, SW, ...)

HW/SW components should be as much as possible off-the-shelf, with large
availability and within reasonable costs. Future upgrades to more performant
HW/SW should be taken into consideration as well.

The overall system (second pass)

With this rough image of the system in mind, it is worth to review and add more
details at least to some of the items discussed so far. [t is not too early to make
forecasts on further system partitioning, possible implementation solutions or
set out performance parameters. In order to keep a consistent picture with the
items discussed in the first pass, we will review all of those regardless of the
amount of detail added.

® The system architect along with the high-level users reviews the choice of
critical resources and primary events of the system.

Some further refinements are needed at this stage, only in terms of event
responses. It has already been agreed on the patient database as being the critical
resource to be managed and on patient admission being a ‘primary’ event for the
system™. Nevertheless, it turns out that additional events related to making
appointments should be considered. Appointments are primarily made for
clinics and involve consultation and diagnosis of the patient along with further
recommendations” on what actions to take. There is a distinction between
external appointments (made for an external patient) and internal appointments

8 Through ‘primary’ events we mean external events that ‘load’ the system, triggering a
response; ail other events relevant to the response and occurring during response execution
are considered ‘secondary’.

% Appointments could be made for services as well; examples include radiology, laboratory,
and physiotherapy. These kind of appointments though are usually the result of an initial
consultation, and this is one aspect that could be enforced through the system.
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(for padents already under observation), with the former being primary events
and the latter considered as secondary events.

The derailed event responses will be discussed further on; the addition of a new
data item for appointments has been already made visible on the first pass and
will also be discussed along with the second pass over the event responses. On a
general note, we wish to point out that all the events mentioned so far also have
their ‘opposite’ events, that is any admission, appointment, transfer, etc. could
be cancelled as well. We have chosen not to detail those responses in order to
keep this study to a moderate complexity level.

® Subsequently, the system architect and the high-level users agree on the
primary units of the system.

While the overall system organization remains the same, further refinements
could be made concerning data organization, so as to add more resilience to
data corruption or even data loss. In this respect, the system architect suggests
that individual units keep their own copies of patient records and other relevant
dara, as long as they are in use at that site; with this new architecture, we evolve
the system from a centralized database system to a replicated/distributed one.
The units work on their own copies of data which is then transmitted to the
central database of current data, following a specific algorithm (which depends
on the implementation). Even though a centralized database system is a lot
simpler to implement (especially on general-purpose computers), there are major
advantages to the replicated solution, like:

1. Higher availability of data: users, from different locations on the network,
can access their data locally and in the format they need

2. System performance improvements: since darta is stored at locations where it is
most frequendy used, access is faster and at a higher rate, compared to a
centralized storage. This solution proves especially useful in the case where
the communication network is being already shared with other applicadons
(which is our case, in the context of using the existing communication
infrastructure in the hospital).

3. Higher reliability: the possibility of complete or partial data loss is
significantly reduced a centralized storage is a single point of failure
therefore more vulnerable. On the same front, additional security features
can be embedded in the transactions between the databases (for instance
security, consistency and error checks at unit level as well as central level)

% This aspect will be further discussed along with the reliability requirements.
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Increased flexibility: the subsystems corresponding to individual units could
be independently developed and customized to specific needs
Maintainability. the subsystems being loosely coupled this way, it is easier to
perform maintenance or upgrade various components of the system

On the other hand, new design problems arise, the most important being

1.

data consistency between the replicated records. This aspect will be discussed
in more detail when we talk about the database manager, but there are
various ways not only to overcome this issue, but use it to our advantage by
introducing additional error checks.

more storage is needed; with present day’s inexpensive HW, this should not
be a real problem.

communication overbead due to maintaining data consistency may still
become a problem; an optimal update schema taking into account update
frequency, response delay and other factors has to be worked out. The result
should reflect a major improvement from the centralized solution

Ward and Clinic and Other units

Hospital
communication
network

Archive with
patient DB records

m




Comparing the benefits to the drawbacks, the replicated database architecture is
still considered as a better solution to implement. As a consequence the new
system diagram will look as shown in Figure 7 and Figure 8. More aspects
related to the decision to rteplicate the data will be discussed along with the
quality parameters.

Replicated patient data at
unit level

E Centralized storage of patient
Addinonal data at registry level

data items:
-emergency
-appointments
-resources
-pending :
K\ requests, etc. '

Patent record archive

Based on the overall system architecture suggested by CODE and in support®
to the data architecture outlined above, two basic system elements could be
identified:

5! It happens in this particular case that the critical resource to be managed is a repository of
patient records; one should not understand from this example that the CODE system
architecture has to be applied only on data.
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1. A database manager which controls the access to the current database and
the archive as well as interactions between the local databases and the
central one. Due to the nature of its tasks, this manager is associated with
the registry service.

2. Unit database managers associated to the individual units (wards, clinics,
services, etc.) which control their local database and the operations
associated to it.

Patent Admission

Central Coordinator (Registry Unit)

Central Database

!
|
! o ECG Unit ====~
|
!

\
1
]
i
egistry Unit Other Hospital ]
(Regitey ) Units - > vy !
. A I
: Ann Y
i r AR '
executors : .
: !
\ / ;
a / |
i
|

The design of the associated subsystems is based on the CODE general concept
of separating coordination from execution, in order to provide a system, which

52 It happens in this particular case that the critical resource to be managed is a repository of
patient records; one should not understand from this example that the CODE system
architecture has to be applied only on data.
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is reliable, efficient, and simple to design and maintain. These subsystems are
interconnected through a common bus (‘the central bus’ for now) and
communicate via broadcasting of tagged messages.

¢ The system architect refines the rough behavioral specification of each event
response and the relationships between them. At this stage, the more
specialized user groups identified on the first pass start getting involved.

As a follow up to the first pass over the most significant event responses, the
system architect along with the registry staff will now take into consideration
further improvements. In terms of additions of new data items to the HIS
database, the following records can be considered:

L. Appointments: which could be simply organized by days (in the form of a
regular planner) and in addition could be linked to resource bookings,
patient records and staff availability; various query criteria should be
available. Further decisions are postponed for a lower design level.

2. Emergengy: the emergency procedure involves first aid measures and a
summary investigation of the patient (along with fast retrieval of important
history data in the case of a former patient). Separate records are needed in
order to capture information like circumstances of the emergency, patent
state, treatments applied, etc; relevant parts of this information will later be
folded under the patient’s medical record.

3. Resources: it is useful to separately keep track of resources as opposed of
collapsing them together with appointments (since medical staff can be seen
as a resource as well). Nevertheless resource occupancy has to be cross-
referenced to patient records.

4. Transfers: a transfer record is needed in order to track items that are
necessary for patient transfer but don’t necessarily need to be part of the
patient record (this includes for instance resources allocated at the new site).
Such a record is even more useful for external transfers.

5. Pending requests: it is useful to keep track of actions to which completion has
been deferred, until the user gets closure on them. One such example would
be issuing a prescription to the pharmacy; this request is being queued in a
pending request queue under it is either acknowledged or rejected (for lack
of medication for instance).

On this second pass we have made additions with respect to events and event
responses, by considering appointments as a separate event. While these
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additional events have been outlined already, their event responses are detailed
below (primary events in italic):

Py s
[N .

Appointment of new Identify patient Could be folded

[ ]

patient e Openfillinnewrecord e Database under external
e Make appointment e Database appointments.
e  Book resources o Database
e  Update/save record e Database
[ ] [ ]

[ssue appointment slip

Appointment of e  Validate appointment e Database

internal patient request
o Retrieve existingrecord e Database
o  Make appointment e Database
e Book resources e Database
e  Update record e Database
o Issue appointmentslip e Printer

Similarities between the different types of admission suggest some optimization
of these cases by combining them together where appropriate. Basically all
admissions could be folded into one generic category called ‘admission’, with an
option made by the operator for an emergency procedure or not. Further on, in
both cases the system could ask for the patient name and qualify the admission
as for a new patient or not, depending on whether the name of the patient is
found in the database or not. As a consequence, instead of four primary events,
we could only consider one®. One can make a similar judgement for the patient
transfer/release: transfer can be considered as a case of patient release, from the
perspective of the releasing unit (same holds for an external transfer seen from
the hospital level). However, it is believed that collapsing these three cases
together would actually complicate things, therefore we choose to maintain two
separate categories: transfers (external or internal) and releases. Under the same

S This requirement was later modified on the lower design levels; after assessing the
database manager event responses it was decided that two types (standard and emergency
admissions) would better fit the registry needs.
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circumstances, combining together the two external patient appointments could
reduce the three categories of appointments to only two.

One more mention on the event responses is that we foresee three categories of
tasks to be performed, given the structure of the system:

1. Functons that could be performed locally and are initiated by the user, such
as retrieval of locally available data or producing and displaying various
reports.

2. Functions that require interaction between various subsystems and are
initiated by the user, such as downloading a record once a patient has been
admitted to or transferred between units.

3. Periodic functions initiated by the system, involving data updates between
the central and local databases, error and consistency checks, checking for
pending requests or garbage collection.

4. Periodic functions initiated by the system and performed locally, such as
local garbage collection.

Functions that are local and do not require interaction with other subsystems are
likely to be easier to implement; the ones that require such interactions are
inherently more difficult.

® The system architect along with the high level users review the listing of
system constraints:

1. Quality constraints (reliability, maintainability, usability, efficiency)

Usability:

As mentioned on the first pass, one of the important features of this
information system is to prevent malpractice suits as much as possible. While
there is always the option of using an expert system to verify the validity of the
treatments issued, there are more simple checks that can also be effective. Let us
assume that upon receive of new medication at the pharmacy level, the
directions prescribed from the factory are entered in the pharmacy database
Here is an example of tracking the application of a prescription once it has been
issued:

- the doctor enters the prescription
- the following process can be implemented at pharmacy level:
- upon receive of a prescription the system can compare the doctor’s
prescription against the directions prescribed from the factory
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(administration, allergies, doses); any mismatches are double checked
with the issuer of the prescription then the prescription is validated.

- before delivery the medication delivered is double-checked again
against the validated prescription

- at ward level, upon receiving the medication, the nurse enters what
she received and the system checks it out again against the validated
prescription; same checks can be performed every time she applies
the treatment. Items to be checked are name of the medication,
quantity, administration doses, appearance, etc.

Again, there is always the option of using an expert system.

No other usability improvements are foreseen at this time; of contrary, we
decide to leave open the features related to trend prediction and predictive
alarms (eventually would have those processed by a third-party expert system)
and make the first delivery with just a basic alarm monitoring system. In this
case, medical staff can set monitoring thresholds and then put the patent under
observation; once the medical equipment detects any threshold crossing, an
alarm will be raised to the staff on duty. Nevertheless, interfacing to third party
equipment is an important requirement.

Reliability:
The replication of patient data brings important improvements to reliability:

- the possibility to introduce additional consistency/error checks when
performing database transactions. In the case of directly operating on the
central database, error checking can only be performed at the interface to
the user (upon submission or retrieval). With the individual unit databases,
in addition to the error checking just mentioned, similar error detection
could be implemented in the transactions between the unit and the central
databases.

- redundancy to partial system failure, with the possibility of data rollback.

- in the case of corrupton of the central repository, at least the
current data can be retrieved from the individual unit databases. This
eliminates the need of having a central database backup at another
site, only for the current patient data; the archive has to be backed
up™. For even more safety, it would be indicated that the current
database not be on the same storage as the archive.

% One can think of nightly backups of the archive, stored on separate media.
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- in the case of a unit database failure, the data can of course be
retrieved from the central repository, up to the last transaction
transferred there (data rollback).

The mechanisms to update the central repository with the latest transactions
from the units could be either journalling (immediate transfer as soon as the
update was performed) or updates at specific intervals (regular polling, end of
shift or end of the day). We consider the end-of-shift updates more attractive®
since it spares on the network traffic, given that the requirements of this
particular application are not real time. A second machine should be considered,
working as a backup to the one where the central database is located; the central
dacabase is a single point of failure for the entire system and it is important to
insure redundancy at least at this level.

Maintainability:

Maintainability is strongly supported by the clear separation of coordination
from execution. Any of the execution units can undergo maintenance or
upgrades with minimal impact on the rest of the system. This way, the effect of
modifications is strictly kept under control. Another benefit of this type of
architecture is that it keeps an open structure allowing for future additions and
developments; in this case any changes are mainly restricted to the direct
coordinator.

Efficiency:
No further specifications regarding efficiency.

Performance:

As mentioned on the first pass, the record storage will set the performance of
the overall system to a large extent. This is a good time to set some basic
performance targets to be met (more details following with the design of the
individual units):

2. Performance constraints
a) Storage capacity (current records and archive)
A rough estimation of the storage capacity needed could be done based on the

expected number of patients and the average size of a record. We will consider
for instance

% This option was reviewed when discussing the number of simultaneous transactions
handled.
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- 1000 patients under observation (that is, 1000 records in the current
database)

- 50000 archived patient records

- a maximum of 15kB needed to store a current record (considering
structured records, with limited text input - the average is ~10kB
actually).

- a minimum compression rate of 50% for the archived records (the
average here is ~75%)

- a maximum of 50kB to store an archived record, given that the archive
contains more than the current informaton. At an average of 50%

compression rate, the uncompressed informaton would amount to
(more than) 100kB“

Based on these numbers, the size of the centralized current database is 1000 *
15kB = I5MB (maximum 25MB including the overhead for the database SW).
With today’s HW, this is easily accommodated on any PC (by today’s PC
standards, in could easily fit into the RAM...). In the case of the archive, the
maximum size is as follows: 50000 * 50kB = 2.5GB again, not a serious
challenge for standard PCs.

An additional aspect to be considered is the manipulation and archival of
graphics”” (various graphical records provided by medical equipment, which
might be considered worth to archive). Considering there is a way to transfer
them into the JPEG format (which is already compressed), such a record would
need ~25kB of storage regardless whether it is in the current database or the
archive. Considering an average of five such records being stored for each
patient, we ask for 5 * 25kB = 125kB/patient. For 51000 patients the storage
capacity could go as high as 51000 * 125kB = 6.4GB, still readily available on
PCs. As we already suggested, the archive should be maintained on a separate
workstation; the same is recommended for the graphic storage, along with
backup facilities. The graphic records could be separately stored as attachments
to the patdent record. However, we do not consider this addition as a
requirement, at least for the initial delivery of the system.

The local databases need to be considered as well, each having its specific needs
therefore different data requirements for local use. If clinics could basically use
the common format and require 10-15kB per record, wards may require as

% Keep in mind that only relevant information from a current record gets archived.
57 One could always think of using workstations dedicated to graphical intensive applications
(graphic workstations) which have plenty of computing and storage facilities for this task.
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much as 20-25kB per record. With a maximum of 50 patients per unit in both
cases, this would amount to 50 * 15kB = 750kB storage for a clinic and 50 *
25kB = 1.25MB for a ward. Service units like laboratories, ECG or radiology are
graphic intensive units and may require more storage capacity”. Assuming
150kB needed per consultation and about 20 patients a day visiting the unit, a
total of 20 * 150kB = 3.0MB needed as workspace. Once again, storage does
not prove to be a problem at all, even in worst case scenarios. If standard PCs
are used (with an average of ~6 GB disk space), there is plenty of room
available to archive the graphic attachments to patient records. It is always an
option to replicate the graphics storage of the central archive; for example, all
radiology attachments could be archived on the computer in the radiology lab.

b) Number of simultaneous transactions being handled

The number of simultaneous transactions being handled is expected to be
extremely low, most likely one at the time. This is a direct consequence of
individual units having their own database and therefore localizing transactions
at the unit level. Nevertheless, updating the central database with all the
transactions performed over an entire shift may prove to be a major bottleneck;
therefore a polling mechanism has to be implemented by the database manager
in order to pick up local database updates at regular intervals of tme. As a
consequence, the initial assumption that all new transactions would be
ransferred at the end of the shift has to be modified in favor of regular polling,
which would spread out over the entire day the traffic load on the network.

¢) Average access time to the storage (retrieve, update or transfer) under average
load

User interaction considerations set 2 maximum limit of seven seconds, under
maximum load, for any given transaction (in a case where the transaction cannot
be performed within this interval, the user should be notified of the transaction
in progress and get the final result later). The fact that we implement local
databases helps once again to cope with this performance constraint, since no
major problems are expected in dealing with the local database; nevertheless a
transaction-buffering scheme should be taken into consideration.

% In this case for instance, a study on the processing performance would also be useful. This
is considered out of the scope of this case study, since we set out to illustrate the CODE
methodology rather than implement the system.
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d) GUI performance

GUI performance is set again by user interaction considerations; it should not
take more than two seconds to open any form in a case where there is no data
to be retrieved and displayed, or data is not readily available. This leaves a
maximum of five seconds to retrieve data if the case. Let us mention again that
the system is expected to perform a lot better than this due to local data storage.

¢) Availability (or its converse, downtime) measured over five years
Expected availability is above 95% over five years.
3. Interfacing constraints (with users, with other systems)

In addition to the items discussed on the first pass, we will now refer in more
detail to the interconnection mechanisms. As mentioned before, we intend to
use the existing communication infrastructure; assuming the hospital has an
Internet network already installed, the communication protocol of choice would
be TCP/IP®. A direct consequence of having access to an Internet connection
is the possibility of using the standard Web browsers for interfacing to the user
(along with HTML/Java user interfaces). The use of the Internet connection
provides an integrated communication media for use inside and outside the
hospital. However, Internet communication outside the hospital campus raises
security problems, therefore all external access has to be passed through firewall
machines; this level of security is considered outside the scope of this system.
Specific standards would be used for interfacing to third party medical
equipment (therefore some drivers may have to be written). One example of a
standard protocol for communication with medical equipment is the Medical
Interface Bus (MIB), based on the seven layers OSI reference model.

4, Component constraints (HW, SW, ...)

As already hinted, PC platforms should easily accommodate the entire
application. Separate storage machines are recommended for the archive and
eventually storage of graphics. In terms of using off-the-shelf SW components,
there are quite a number of databases readily available, which can be customized
to accommodate this specific applicaton. Consequently, the focus of the

® A lot of hospitals today have access to ATM (Asynchronous Transfer Mode) routing,
especially for remote medical assistance or videoconferencing; this would require a more
performant network (coaxial or optic fiber), different from a regular infrastructure, since
twisted pair is not good enough for ATM connectivity. For this case study though we only
consider the most popular communication protocol.

121



development would be on the central coordinator and response managers as
opposed to the databases™.

This very much concludes the first two iterations through the requirement
management phase; further refinements will probably occur after the system has
been modeled and passed to the user for a first evaluation. For now though the
system architect proceeds to a second, more detailed requirement specification

phase’.

The central database and the database manager

The central database subsystem has been roughly described before, along with
the overall system description. [t mainly consists of the two databases (current
and archive) and the database manager. Nevertheless, we will now detil this
picture a litde bit more.

In the case where off-the-shelf components are used, it is very likely that the
two databases would have their own database managers; however, an additional
management level needs be in place so as to control the two managers as part of
the central database subsystem. The additional manager will be the overall
database manager and is part of the SW that has to be written, following the
structure recommended by CODE. Other than these entities, one would still
want to mention an admission interface to the user at the registry desk and a bus
controller as an interface to the system bus (and hospital network at the same
dme).

As previously decided, what will be called ‘the database manager’ is actually the
control element of the centralized database as well as the main system
coordinator (in charge of coordinating the various elements of this subsystem).
The system architect along with a representative of the registry staff now
proceed and review the responses assigned to the registry/central database
subsystem, in light of the decisions already made when discussing the overall
system. [t was mentioned at that time that the four types of patient admission

™ It is interesting to note that we started developing this application similarly with
developing applications from code libraries. Once the coordinators are in place, one could
think of reusing the same coordination structure for other applications, in which case the
databases would probably have to be replaced; our application has become now a framework.
" We will only look at a few significant examples in this case study, those being the database
manager, the ECG unit and the ICU unit.

122



could be summed up in a single one with subsequent checks for whether it is a
standard admission or an emergency one and whether it is for a former or a new
patient. However, it is now believed that keeping the standard procedures
completely separated from the emergency ones would better serve the user
needs (emergencies having a much lower incidence rate than regular
admissions). Consequently, we will further consider two separate responses:
standard and emergency admissions.
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Standard patient admission:

This process is initiated by the registration unit (admission desk) and involves
the following actions:

1. Once the patient identification entered, the database manager looks up the
archive to retrieve the appropriate record.
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e If a match is found, the record is uncompressed and the patient profile
along with relevant medical history is retrieved, following the retrieval
strategy’> specified by the admission desk. The retrieved data is
combined with other admission information to form the current patient
record.

e [f no match is found, the system assumes this is a new patent and a new
current medical record is generated by means of a special questionnaire
to determine the profile of the patient and its medical history.

According to the specifics of the admission request, the registry staff makes

the appropriate appointments and resource bookings.

The current medical record is updated, transferred to the current database

and at the same dme is broadcast over to all the units so that they can

extract and store relevant information in their local databases.

It appears, based on our initial assessment of the event responses as well as this
detailed description, that appointments and resource booking will have their
own separate event responses, associated to the database manager.

Emergency patient admission

This process is initiated by the registration unit (admission desk) and involves
the following actions:

The system generates a new emergency record where patient identification is

entered.

According to the specifics of the emergency, appropriate emergency

resources are allocated and patdent sent in.

The database manager looks up the archive to retrieve the appropriate

record.

e If a match is found, the record is uncompressed and the patient profile
along with relevant medical history is retrieved, following the retrieval
strategy specified by the admission desk. The retrieved data is combined
with the (emergency) admission information to form the current patient
record.

e If no match is found, the system assumes this is a new patient and a new
current medical record is generated by means of a special questionnaire

7 The retrieval strategies make a separate topic.
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to determine the profile of the patient and its medical history. Due to
the emergency situation this could be collected later™.
4. The current medical record is transferred to the current database and at the
same time the record is sent to the emergency unit.

One could think of using the booking event response in order to allocate
emergency resources. There is also potental to exploit concurrency in order to
make the former patient record (in case there is one) readily available: in the
above response, step 3 (searching the database) could be done at the same time
with step 2 (resource allocation), as soon as patient identification is entered.

Patient transfer

The initial assessment of the event responses was used as a base for detailing
this particular response; however, some changes occurred. Prior to detailing the
response we noticed that some of the responsibilities could be shared with the
units. As outlined below, the initiadon and termination of the transter could be
deferred to the initiating and receiving units respectively, at times the central
database manager acting as a mediator between the two. Sharing these actions
between the units slightly modified the initial layout of the response™.

A ward or emergency unit initiates the process by sending a transfer request to
the registry (that is the central database manager). Consequently, the following
actions take place:

1. The database manager checks the validity of the request; if not valid, the
request is returned to the originator with an error message.

2. Once the transfer accepted the database manager signals the originating unit
to start the transfer procedure and the target unit to prepare for acceptance
(preliminary patient information is sent to the receiving unit). The
originating unit is expected to have updated the current patient record and
now ask for archival of irrelevant information if necessary. The receiving
unit is expected to ask for resources to be booked and retrieval of additional
information, if necessary; if this unit needs additional information, it is
extracted from the archive.

3. The database manager receives the current record, archives the information
from the origination unit and updates the current record with information
asked for by the destination unit.

™ Eventual checks to ensure the information entered is complete before submission should
be disabled.

™ In this case, one has to go back and modify the initial event response.

125



4. The record is sent to the targeted unit as an acknowledgement of the
transfer. The originating unit is asked to release associated resources.

Let us note that the patient record along with the archival request can be
transmitted from the first time as a transfer request (as opposed to step 3). [t is
worth to mention that the patient record is not deleted from the database of the
originating unit”.

Patient release
The releasing unit initiates this procedure, which involves the following steps:

1. The database manager checks the validity of the request; if not valid, the
request is returned to the originator with an error message.

2. Once the request accepted, the database manager verifies that all
outstanding service requests are completed; if not valid, the request is
returned to the originator with an error message.

3. The database manager asks for the patient record in order to archive it; once
the record received it signals all other units to delete this patient from their
databases and the originating unit release associated resources.

4. Once the archival completed, the current medical record of the patient is
deleted from the current database.

Just like in the case of a patient transfer, the patient record along with the
archival request could be transmitted from the first time as a transfer request.
Before concluding with the central database manager and move on to some of
the individual units, let us mention that there are more event responses to be
analyzed, such as service or update requests (initiated by the units and serviced
by the database manager). We have only expanded on a limited number of
responses, in an attempt to illustrate the design process rather than implement
the system.

From here on, the detailed responses can be implemented in PAD/PAL and fed
into the PAL simulator for a first running model of the system. The users are
then consulted on this model and the requirements could be revisited if
necessary based on the user input. The event responses are modified
accordingly.

7 The record is only deleted upon patient release; this way, the patient has a well-defined
record track while still under observation within the hospital.
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The ECG unit

The basic function of the ECG unit within the hospital is to record, analyze and
store ECG tracings. Additional functionality includes on-spot identification of
faulty tracings followed by alarming the medical staff for an immediate retake,
digital storage and analysis of ECG rccords as well as handling of external ECG
requests. All of the above is based on the steps involved in a standard (paper-
based) ECG unit. These steps have been briefly outlined at the system level,
when the system architect and the senior medical staff discussed the specific
activities in each unit. Following more detailed discussions with an ECG unit
representative (i.c. the cardiologist), a recursive step has been added for case
where the ECG recording is faulty. The revised and more detailed activity flow
is listed below:

Checkup clinic 7 Cardiac unit e  Patient record arrives ahead

of time
o  Patient checks in and an
ECG request is filled
e  AnECG is taken and given
to the patient
e Cardiologist sees the In a regular system

patient and examines the this would reguire
ECG tracing; if the ECG is another appointment.
fauity, a new ECG is taken o

o Patientrecord isupdated At this pointa
(diagnosis, medication, prescription could be
ECG trace) issued as well.

If the ECG-related functionality could only be performed by specialized medical
equipment, while the manipulation, digital storage and analysis of ECG records
could be assisted by the hospital information system. As background
information, we assume ten cardiologists associated with the clinic, working in
shifts of five. The clinic operates for two hours in the morning and another two
hours in the afternocon; a consultation takes ~20 min., out of which five are
spent on examining/updating the records. The ECG, which is taken in advance,
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takes ~15 min. One can assume four ECG statons working in parallel. This
data will be useful to further detail the design of the unit.

The architecture of the unit is also based on separating coordination from
execution and consists of a coordinator with the actual ECG stations as working
units, tools to analyze the tracings, the storage facilities, as well as the user
interfaces (PCs and printing devices). The ECG stations themselves would have
to be under the supervision of a separate workstation, which has the task of
centralizing and presenting the tracings to the ECG coordinator, in an orderly
fashion. Responses for performing this task will not be detailed here.

The possibility to service remote ECG stations has already been mentioned; this
case is somehow analogous to the emergency admission at the central
coordinator level and is required in a case where the requesting unit has no
facilities for ECG analysis. A special procedure is needed in order to avoid any
delays in servicing this type of request. The cardiologist has access to PC-based
tools to magnify, compare and analyze the tracings, as well as access to the
hospital network via the coordinator. Nurses have access to both the local and
the central database also through the local coordinator. The coordinator can also
communicate to the ECG stations and perform basic checks on the data that is
being exchanged.

A brief look at the activity flow in the unit reveals the time spent by the patients
in the ECG unit as being the critical resource. This consideration is implied by
the fact that all processes relate to minimizing this time; as a consequence, the
entire information flow is being synchronized with the patients™. The SW for
this unit should be built around optimizing the number of patients that could be
diagnosed within a given time interval. Most of the time in the unit is being
spent analyzing the ECG tracings as well as accessing patient information. From
a system architecture perspective, this translates into the patient database, ECG
analyzer and associated computing equipment being controlled directly by the
unit coordinator.

7 One could argue in favor of the ECG tracings as a critical resource, but these tracings in
their turn are tightly related to the patients they belong to (they are the patient’s
representation within the ECG unit). Another argument that could be carried on the critical
resource topic is to look at the patient record as a critical resource.
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Patient Admission

Local Coordinator (ECG Unit)

!

I

ECG To remote
Analyzer Cardilogist ECG stations
D e (ptiona

(ECG Unit) PCs

Local
ECG
statons

Based on the critical resoutce, the primary event is considered to be the patient
check in"; this event triggers the main event response in the ECG unit.

Receivepatient e  Receive appointment e Receive buffer Error checks are
record ‘ request and patient - dome- -
record '

e  Store patient record ¢ Local database
Update appointment list e Local database

™ More room for debate: considering the patient record as a critical resource, the primary
event would be the arrival of a new record in the database. However, we consider this as
being part of the patient admission event response, and not specific to the ECG unit.
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Other event
responses.

There are more responses to be mentioned in the above table; one particular
example is the case where ECG requests neced to be accepted directdy from
external hospital units without going through the entire registry process (analog
to the emergency registry procedure). In this case, three concurrent sets of
activities could be instantiated, corresponding to:

e Straight ECG analysis, with no comparison against older records
® Query for available cardiologists
e Check for patient history

Although this is a more complex response (most likely combining some of the
smaller ones, already defined), its analysis would be analogous to the one we
discuss here, therefore will not be detailed.

We will instead focus on the actual patient consultation, which is a good
example of a case where third-party existing equipment is involved. The ECG
station has to be connected to the local coordinator in order to allow for
manipulation of ECG records. On the other hand, for the computer analysis,
one could either use an expert system or provide some basic tools through the
information system to assist with the analysis*. The patients are identified by a
patient key, containing not only the name of the patient, but also the name of
the cardiologist and the date of the appointment, as well as the patient status
(former or new). This key identifies all information transfers. A current visit
status can be stored on the local coordinator (similar to the pending request
storage on the central coordinator). This status can be verified throughout the
day to ensure that ail requests and received data are consistent and patients
finally get their treatment completed.

% Simple tools would include basic storage and retrieval facilities for ECG records, as well
as diagram magnifiers.
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From now on, the system architect and the ECG representative proceed by
detailing the event responses above, step by step. For this case study, we will
only consider the primary event.

Patient check-in

This process is initiated by a call from the ECG station, along with the patient
key as the input data. It is important to note that the patient record arrives ahead
of tme, along with the appointment date, and it is stored away in the local
database until the day of the appointment. This action is being performed as
part of the regular data exchange between the central and local manager, by a
separate response (which will not be detailed here) in the local database
manager.

1. The patent shows up; the coordinator retrieves the record and checks the
appointment validity/status. If the check fails, an error message is sent to
the ECG station and the record is purged trom that machine; the patient is
declined the visit.

2. Once the validity check passed, the patient is sent to the ECG station and
takes an ECG examination; basic checks are performed here to see if the
trace was correctly recorded.

3. The trace is distributed to the cardiologist PC as well as to the ECG
computer for analysis®'.

4. The ECG computer executes an ECG analysis; if it turns out inconclusive, a
retake is ordered and the data is invalidated. In a case where the trace turns
out satisfactory, the ECG station is signaled to release the patient.

5. The cardiologist sees the padent for additional examination and final
diagnosis. The patent file is updated and stored accordingly; a decision is
made here on whether the ECG record would be stored along with the
patient record.

One would now detail only the processes associated to the local coordinator
through PAD/PAL and simulate them. The processing requirements of the
specialized systems involved are not detailed since they are considered ‘external’

%! There are actually two options here:

» firstis to transmit the trace right away for analysis by both the cardiologist and the ECG
computer, then acknowledge it. This ties up the system for a long time.

e the second option is to store the data locally, acknowledge it then analyze and review the
acknowledgement if necessary.

We will choose the second option, since it is considered more effective.
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activities; once started, they are delegated to third-party medical systems which
do not need any intervention from the coordinator.

The ICU unit

The function of the Intensive Carc Unit (ICU) is to provide patdents with
assistance for a fast recovery, usually after operation. From the HIS perspective,
it needs to host a patient monitoring and advisory system, which integrates data
from the patients in the unit and displays the information needed to the
attending statf, on a single screen. This monitoring system is considered a
valuable assistant in identfying immediate and preventing potentially critical
situations. Once again, existing medical equipment has to be interfaced and
integrated within the information system.

Just like before, the system architect starts by reviewing with an ICU
representative the main activities taking place in a typical Intensive Care Unit
(these actvities had been previously listed when discussing the overall system).

Ward inlenswc Care A Pent checks in | If lhe case, ICU
Unit o Patientrecord is retrieved  staff orders specific
and upda(ed accordmgly medlcanon

o  Patient evolution is Thls acnvuy could
monitored/recorded daily  be divided into
o  The prescribed treatment is  regular
apphed monitoring/treatme
nt and emergency
response.
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One could already identify a lot of commonality between the overall process in
this ward and the process in units we previously looked at. Activities like patient
check-in, patient release or retrieval of patient record are essentially the same; as
expected, differences come into play when it comes to activities related to the
specific of each unit.

Given the fact that we basically want to centralize data collected from existing
medical equipment, the HIS for the ICU unit suggests a data acquisition system
organization; this system would monitor signals and data from medical
instruments and display them on the screen, alarming the medical staff if
necessary. To some extent, the design of the ICU unit shares the same
characteristics with the one of the ECG unit. Patient monitoring is actually
performed by (existing) third party equipment, while the task of the HIS is to
centralize and display information and, if the case, alarm medical staff.
Consequently, at this stage the basic organization of the ICU informaton
system looks as depicted in Figure 12.
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Specific system features would include:

e Pre-programmed configuration (therefore no need for special setup); at the
same time the possibility to be customized for different types of hospital
wards.

e Permanent monitoring of medical equipment combined with a
comprehensive alarm system to alert medical staff if the prescribed
thresholds are reached.

e User interface which is easy to use and understand, even by lower trained
medical personnel.

e Automatic instrument verification and activation of appropriate alarms upon
fault detection.

e Trend prediction capabilities are a desirable feature.

Being integrated with the rest of the hospital information system, the ICU unit
should also have local capabilities to store patient records and other specific
data, providing as much as possible for a papetless environment. Connectivity
to other hospital services (like pharmacy, laboratory or kitchen) is also a need.

Since the ICU unit is primarily a monitoring unit, a lot of design emphasis will
be put on interfacing the system to the user that is, on the GUI and its
functionality. Without going into a lot of derail at this level, it is intended that
information for each patient be displayed by request, on a single
screen/window, whereas another screen/window would carry overall
information about the patients’ condition for the entire unit.

No storage or dependencies are forecasted at this time; given the fact thata PC
could easily accommodate the database for the entire hospital, so much the
better for a single unit. In terms of computing, the system should be able to
cope with the extreme situation where there each patient in the ward
experiences an emergency; based on this fact, a true multitask/multiprocessing
operating system is indicated for the computer in this unit. Nevertheless, rather
than storage or computing facilities, the platform constraints are mostly related
to interfacing to the medical equipment; just like in the case of the ECG unit,
standard medical bus interfaces and drivers would be used. Implementation of
the data acquisition part is considered to be straightforward, given the fact that
there are a lot of off-the-shelf products available, capable to easily perform this
task. Basically all this functionality could be easily accommodated on a single
PC, connected to the medical equipment, as well as the hospital network. It is
true this PC could become a single point of failure in the unit, however, in
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absence of a spare station, the essential task of monitoring each patient would
continue to be carried individually by medical equipment.

To summarize the overall system organization suggested above, the role of the
ICU computer is to

® Monitor the medical instruments in a prescribed way; also implement
various levels of alarms based on crossing specific thresholds that are set

o Keep track of all the real-time and mean values of recorded data; during an
emergency situation the system should be capable to automatically switch to
instantaneous values.

e Communicate with other hospital units and services
e Locally store patient records and other relevant patient data

Before detailing the system implementation in terms of event responses, the
system architect highlights a few improvements in the process, made possible by
the use of the HIS system:

e the patient record arrives ahead of time, forwarded to the ICU unit by the
unit/doctor last visited by the patient. This would allow for early ordering
and shipment of any necessary medication from the pharmacy

® the system could provide for multiple error checks with respect to

- the medication that was shipped; the invoice could be independently
verified against the original prescription

- the treatment being applied; each time before application, the tratment
could be double-checked against the original recommendations

When it comes to this type of hospital unit, one could be see that the patient
state has to be dynamically managed especially in a case where a serious
condition occurs. The data on the patient state is collected by the acquisition
system and presented to the medical staff through the monitoring stations.
According to doctor prescription and patient evolution, the appropriate medical
treatment is applied. In a worst case scenario, one should provide for handling
(eventually multiple) emergency situations in the unit. All these considerations
are pointing towards the patient state as being the critical resource to be
managed in the ICU unit. Based on the choice made for the critical resource, the
threshold set up as well as the crossing of a previously set threshold are
considered primary events.
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According to the list of activities outlined before, it is possible now to sketch
out the ICU unit events (highlighting the primary ones) and associated event

responses:
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Threshold ¢ Alarm medical staff e  Monitoring

crossing according to the preset station
severity levels
e Continue monitoring e  Medical
according to the preset equipment

severity levels
e  Update patient record e  Local database

Other event
responses

(-]

The SWA described below emphasizes patient monitoring and data display as
priorities compared to the administrative work related to patient check-in,
consultation or release.

Environment Setup
Threshold Crossing

Local Coordinator (ICU Unir)

Hospital
Network

Dambase
(1CU Unit)
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For practical reasons, it is recommended that the display units (monitors
included) assigned to these two types of activities be also separated. This way,
any interference between an emergency situation and the other activities in the
ICU is being reduced to a minimum.

The system architect and the ICU representative would now proceed by going
into more detail with the event responses mentioned above. We will only
consider two of them: the ‘Environment set up’ and the “Threshold crossing’.

Environment set up

This response is initiated upon completion of the patient check-in, as soon as
resources booked for a particular patient have been allocated. A proper setup of
the monitoring and alarm environment is instrumental for the recovery process
of the patients. Because this step is so important in the overall ICU process, one
could think of various security and error checks to be provided for at this stage.
Security checks insure that only authorized personnel (i.e. the ward doctor) has
access to the setups, while error checks verify (to various extents, depending on
the implementation) the setup correctness.

1. Once the patient admission completed, the medical staff is asked to set up
the monitoring environment. The authorized personnel enter the patent key
as well as their own security ID; upon validation of both, the system is
granting access to the environment setup.

2. The setup of the monitoring and alarm equipment is performed in the
following way:
¢ the monitoring equipment is set according to the results of the patent

consultation performed on admission.

¢ the alarm thresholds are set according to the initial recommendations as
well, on priority levels function of the severity of the situation.

e emergency handling scenarios are selected or customized from a set of
pre-defined ones. At this stage, it is also decided the personnel to be
alerted in case of particularly setious conditions.

3. The entire setup is double-checked for errors, then validated and applied®™.

%2 There could be two levels of error checking here:
- a coarse grained one (which could already be covered by the medical
equipment itself) ensuring the setups would not exceed the medical standards
- a fine grained one double-checking the settings against the ones prescribed at
the initial consultation, according to patient condition
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It is important to that the security and error checking features of the HIS
provide for the lower trained medical staff to have access to the environment
setups. This way, once the doctor recommends the settings, he could authorize
specific personnel to enter them and once this done, the settings are again
double-checked against the initial recommendations.

Threshold crossing

The monitoring equipment, upon crossing of any of the preset measurement
limits, triggers the threshold crossing event response. Regardless of any
particulars, the monitoring station raises an alarm; depending on the severity, the
alarm could be escalated. Also depending of the severity, the acquisition rate of
the monitoring equipment, as well as other critical parameters are being
modified to handle the emergency. All these actions are part of preset
emergency handling scenarios, which could also be customized at setup time.

1. As soon as a threshold crossing is detected, the monitoring station raises an
alarm, along with a display of relevant data on the patient condition. The
medical staff, upon providing proper authorization, could eventually
acknowledge the alarm.

2. A continuous severity evaluation starts being performed. The evaluation has
two dimensions
® 2 qualitadve dimension, in terms of the nature of the condition

® a quanttative dimension, in terms of how much and for how long the
thresholds have been exceeded

3. According to the severity evaluation, the preset emergency scenarios are
being activated. These could include escalating the alarms, modification of
the acquisition parameters or interactive capabilities of the system.

4. The response terminates cither after the patient returns to a stable condition
or through manual override by authorized personnel.

5. All the events, along with relevant data and the actions taken are being
automatically logged to file.

In order to improve system response, there is a lot of room for concurrency to
be exploited. For instance the qualitative and quantitative aspects of the
condition could be computed concurrently, while the severity evaluation itself is
being performed concurrently with all the other activities.

We would like to stop here with the analysis of the Hospital Information
System, as an illustration of the architectural phase in the CODE design process.

139



From this stage on, further refinements are possible, one is getting closer to the
design phase. As we have already pointed out, there is an iterative process where
the event responses are simulated through the PAL simulator, the user having
now a first exposure to the running model of the product. Eventual
modifications are agreed upon between the user and the architect and as a
consequence, the requirements are modified accordingly. The event responses
are reviewed and a new model is simulated. Event responses are then refined
until the smallest work units of interest to the user (activities) are reached; at this
level, event responses end being made up of a number of activities. Depending
on the size of the system, two layers of responses could be considered: a first
level of elementary responses (made up of activities) and a second level of
combined responses, made up of a number of elementary responses. It makes
sense to keep a hierarchical view of the response structure, in line with the
general principles of CODE-based design.

Concluding remarks

This chapter introduced CODE, a coordination oriented design environment
primarily based on a behavioral” specification of the system to be built. The
important benefit of specifying the system in terms of responses is a clear
separation of coordination from execution; this separation comes as natural
consequence of the response oriented approach, rather than another design
constraint imposed on the system. Strictly from a coordination perspective, the
CODE architecture comes close to the Task Assignment coordination pattern
presented in Chapter 3. In line with the concepts there, CODE achieves a
hierarchical structure through a top-down goal decomposition in which work
assignment is done in terms of event responses. From a broader perspective,
although structurally the same (involving coordination centered on critical
resources and execution), the CODE architecture offers the benefit of always
suggesting how a particular implementation has been achieved. This way, unlike
other architectural models, it comes closer to what SWA and architectural styles
really mean.

One cannot consider CODE just a methodology or an architectural style. It is
an integrated development environment that includes:

e a hierarchical coordination-oriented architecture

% The motivation for such an approach has been already discussed when we emphasized the
rather interactive character of today’s SW systems.
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¢ 2 matching development process spanning the entire life cycle of the
product (requirement specification, architecture, design, implementation,
delivery, maintenance and retirement)

® aset of conceptual models and tools including the architecture model as well
as the PAD/PAL representations.

With CODE, the system to be built can be closely wrapped around the
requirements of the application. Many refer to the ‘school mentality™ to define
something that attempts to fit all. In reality, one cannot expect that the same set
of tools be needed for a wide range of applications; skills and tools must be
related to the particular application area at hand. We believe CODE fits a large
set of widely different (mostly event-driven) system applications. It represents a
general strategy that can be adapted to fit given application areas, which is the
main role of the architect in the development process; one always has to decide
on the most critical element or resource to be managed. CODE fits very well
with modern concepts in Computer Engineering that is, engineering of the end-
to-end computer system as opposed to piece-by-piece, bringing non-functional
requirements to the forefront and not at least, working closely with the user in
the development process®.

We pointed out in the introduction that creativity remains one of the main
ingredients for good engineering in general (SWA in particular). CODE has two
levels of creativity:

1. At a high level, the architect has to understand users and designers at the
same time; this way he is able to create systems that meet both user needs
and developer skills.

2. At a lower level, creativity is strictly related to engineering, and is applied
mostly on the design and implementadon level.

In addition, the architect should always consider the possibility of generalization,
in the sense of creating a framework from which one could later
develop/customize versions of the system capable to sadsfy different needs.
Basic components, that could be reused in other systems need to be defined

¥ The business school mentality is that everything can be managed the same way; the
equivalent engineering mentality is that everything can be engineered the same way. There is
a commonality indeed, but only in the approach to the matter — in our case this is the
coordination-based perspective. We use specific ways to design the units.

% CODE involves the user at all development stages except coding; this is in contrast to the
usual development process where the user is only involved in the requirement acquisition
phase.
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from an architectural perspective (with respect to our case study, basic hospitals
may have different needs — fit different clinics).

Many of the above concepts have been illustrated by a case study in which we
set out to architect a hospital information system. Without going into design or
implementation details, the intent of this example was to illustrate that CODE
concepts could be applied in a systematic way. We focused on the main steps in
the requirement specification and architectural phases, as well as their iterative
character.

[t was shown that one could start with a relatively undefined idea of how the
system would be implemented (which is usually the case with a complex system)
and then successively refine it with users, which bring in different expertise.
There have been two levels of user involvement in developing the Hospital
Information System:

e A first level of discussions was between the architect and the hospital
managers. At this level it was decided that the resource to be managed is the
patient database; the overall system partitioning has also been defined.

® On a second level, the architect along with development team leaders
discussed each hospital unit with specialized users of these units. Users
could be matched with developers who are more knowledgeable in areas
related to a particular hospital unit (for instance somebody with database
and GUI development expertise be assigned to the registry unit, while
somebody with real-time systems or data acquisition expertise be assigned to

the ICU).

The case study hopefully indicated that if different people come up with the
same critical resources within the suggested architecture, the overall module
partitioning turns out alike.. In light of our previous discussions on empiricism
vs. formalism, we consider the case study as being the empirical® part of the
thesis. It suggests that CODE allows for multidisciplinary design, where one
could closely work with the user before the implementation stage and at the
same time fit a well-defined development process.

% The PAD/PAL representations could be considered the formal part of CODE. However,
we are not using them to formalize the requirements or the architecture. Instead, they are
used to validate decisions and later, design verification.
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Chapter 5

A BEHAVIORAL VIEW OF SWA STYLES

As outlined in the introduction, the ‘science’ of SW architecture is stll a very
active field of research. We think the word ‘science’ is appropriated since most
of the activites going on in the SWA field, focus on the study, classification,
experimentation or evaluation of existing architectures. The architectural styles
mentioned so far are a direct result of these efforts. More work is needed
though in order to define and fully use the architectural perspective on SW. It all
starts with a paradigm shift, from the algorithmic approach used on the lower
levels of the SW design process, to an interaction (and as we suggested,
coordination) based approach to SW on the architectural level. This comes
along the technology shift experienced this decade, which took us from local to
distributed computing by and large”. It becomes more and more obvious that
interactive systems could become much more powerful problem-solving engines
than the algorithmic ones; as a consequence, computing technology paradigms
centered around interaction, make their way from embedded systems (once their
designated area) to more general-purpose computing.

Let us also note that, just like in the case of SW engineering, current approaches
to SWA emphasize the engineering aspect, the solution, rather than the problem
it solves. There are authors {33][34] who consider understanding and classifying
SW development problems as important as investigating their solutions.
Without going into details about problem architectures, we try to take a similar
stand in this chapter, as a first step to approaching styles in SWA. With enough
incentives to reconsider the approach to SWA in general and styles in particular,
we will base our view on SWA styles on the behavioral aspect.

¥ This shift is seen in terms of both computing platforms (mainframes vs. workstations) and
programming techniques (procedural to object oriented and then distributed programming).
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Behavior as a base for SWA styles

Most of the styles listed so far were actually samples of architectures resulted
from partitioning particular applications into modules and connecting them in a
suitable way. In spite of the relatively large number of styles, mentioned by as
many authors, we believe there are basically two categories of SWA styles, based
on the way the work is done:

1. Flow oriented, where the execution steps follow in sequence, usually with no
return of data as soon as it has been processed once™.

2. Call oriented, where components call another to execute work, data being
passed around as needed. By the way the calls are made, call oriented
architectures can be:

®  Unstructured, in which case, any component can virtually call any other
component (examples include instances of Object Oriented or Object
Based, and even Client-Server organizations)

®  Structured, where calls are made only on designated channels, most often
on a hierarchical basis (examples here include layered systems, main
program and subroutines, coordinated systems by and large) *’

The above classification is only a first approach and still does not take into
account the type of application that is being targeted, especially with respect to
the environment in which the system will have to perform. We will go one step
further by actually identifying the needs that lead to a particular architectural
style and then build our taxonomy mainly based on this criterion.

From the application perspective, we think SW architectures are geared towards
either static or dynamic environments. We consider these two types of
applications with respect to the degree to which changes in the environment are
relevant to the system behavior (in other words, they are a measure of the
‘awareness’ of the system with respect to evolution of the environment)™. To
better define this perspective we generally consider that any system to be
designed has to meet two sets of requirements:

% We will see later that feedback loops within flow oriented architectures could be looked at
as an exception from this rule.

% The structure is considered implicit in the case of flow ariented styles.

% Changes in a ‘static’ (although, by any other criteria, maybe highly dynamic) environment
barely exert any constraints on the system. By making the same system more dependent on
changes of exactly the same environment, one could now see this environment as ‘dynamic’
from the perspective of our new application.
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- design requirements which support the desired functional properties of the
system and which, to a large extent, are under the designer’s control

- system constraints which conflict with the design requirements, restricting the
design space; most often, these are associated to the environment around
the system and are barely controllable by the designer

From a design perspective, system constraints are fixed (or at least predictable)
if running in a static environment; once they have been taken into consideration
at design time, they become part of the expected operation of the system (one
can say operation is deterministic). By contrast, systems running in dynamic
environments are characterized by constraints changing at run time; the changes
in the environment are not entirely predictable, therefore the system should be
able to handle excepton situations, out of the initial design. Many times, the
systems performing in a dynamic environment have to cope with incomplete
information or are required to handle (and often prioritize) concurrent events,
therefore yield partial solutions.

To a great extent, most of the SWA styles so far have been developed almost
making abstraction of the environment where they were supposed to be
instantated, therefore developed intrinsically to handle events in statc
environments. In this case, the complexity of the development task revolves
around data processing, the state of the system being decided to a great extent by
the state of the data. As a direct consequence, most of the conceptual work
around SW development followed the same guidelines (the only important
exception being the case of embedded systems); from a real-time standpoint, one
could call these systems ‘single event response systems’. For systems placed in a
dynamic (unpredictable) environments on the other hand, the complexity and
focus reside in the decision-making, since we have here multiple event responses
to handle; both the state of the data and the state of the environment therefore
determine the state of the system. What is really important to note about this type
of systems is that they make special provisions for exception handling (that is,
handle events out of our design). This kind of systems could stand very well for
‘muldple event response systems’. It is worth to mention that lately, design
requirements and techniques belonging a few years ago exclusively to real-time
systems, are making their way into the ‘general purpose’ SW. This trend is a
consequence of the increasing demands (and consequently complexity) put on
today’s general purpose SW, where decision making plays an increasingly
important role.

Given the reasons above, we grouped SWA styles into two main categories:
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o for static/ semistatic environments (with two subgroups: flow oriented and call
oriented architectures)

o for dynamic environments (with either central or distributed coordination)

To the best of our knowledge, none of the authors approaching the SWA field
have taken a similar standpoint, although Alexander’s way to describe patterns
for building architecture may somehow suggest it [6]". [n our opinion, just
listing a number of SWA styles is not enough. In line with the multiple view
approach on SWA (promoted in the first chapter), styles should be looked at in
the same manner. For instance, it is worth taking an application-oriented
perspective of SWA styles, even only by comparison with other established
engineering disciplines (for instance building architecture™). On the other hand,
when talking of SWA styles, one cannot consider strictly one particular
application, since that application would be too narrow to be captured in a style
on its own. It is useful to come up with families of applications first, then
estimate what kind of architecture would suit them better. Only further from
here, specialization becomes important; looking at established branches of
engineering, one can easily see that they are all specialized (take for example
bridge as opposed to house construction in civil engineering or steel structures
which are different from engine construction in mechanical engineering).
Significant steps in this direction have been taken in SWA as well, with DSSA at
one end and frameworks at the other. More integration is needed though. Ad-
hoc solutions attempted so far in SW development (and considered in the
literature most of the time) may not prove always useful, for lack of a long
enough history to validate them.

Our initial classification (see appendix) will be further refined in the coming
pages, where we will proceed with a more detailed description of each
architectural style considered separately. More coverage was reserved for some
of the styles, deemed to be more popular than the others (take the case of the
layered architecture, which has been detailed more than event systems for
instance).

" We will discuss later in this chapter the relation between SW patterns SWA styles. Let us
mention for now that SWA styles are different from patterns at least for their relatively high
level of generality, which is specific to architectures but does not apply to patterns.

2 When people think of building a house, they take into consideration factors like the climate
where the house would be located (for instance, tropical or arctic), intended use (private or
public) and many others.

146



Architectures for static environments

We consider an environment to be ‘szatic’ if, from the system’s perspective,
changes in the cnvironment arc cither transparent (that is, do not affect or arc of
no interest to the system) or are known ahead of time and could be taken into
account by design. It is our belief that in a statc/predictable environment, the
complexity and focus reside in dam processing. Each application can be
architected alone, on a single event response basis and generally the state of the
system is determined by the state of the data. In light of the arguments brought
forward when we discussed about coordination, these architectures have a
pronounced computational character, coordination being either implicit or of a
very low emphasis.

Both flow and call based architectures are considered to be suitable to such an
environment. With respect to the latter, and in strong contrast with dynamic
environments, static environments could, to some extent, accommodate call-
based architectures that are not structured.

Flow oriented architectures

We grouped under this heading the ‘ontro/ flow’ and the ‘data flow’ architectures.
Let’s try and establish some common characteristics of the two types. First of
all, flow oriented architectures are about processing data streams in a case where
processing has to be done in a specific order. Different input sources may be
available, as well as various ways to store the data (considering intermediate
results as well). Given this context, the solution is to divide the task of the
system into several sequential steps providing a structure that serially processes a
stream of data. Usually (with the exception of interpreters), the output of a
processing step serves as input for the next one (by analogy with an assembly
line); in this case, the input supplying the system is called data source, while the
output is flowing into a data sink. A processing element is called to be passive in a
case where the subsequent element pulls output or the previous element pushes
input; if the processing element is tied in a loop, the structure is called acive.

Flow architectures are able to perform mostly in static environments, given their
‘hard-coded’ coordination and limited capability for decision making. In the
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following paragraphs we will discuss only the basic flow architectures (that is,
single stream), under the observation that more complicated topologies (like
concurrent flows or control loops) are also possible.

Data Flow

The ‘data flow’ computing model is based on incremental transformation of
data (stream to stream) so that output begins before input is consumed. This
leads to an execution control, which follows functional data relations, as
opposed to a programmed sequence of operations. [41].

Pipes and Filters

The most popular architectural style here, derived from the data flow model, is
called ‘pipes and filters’ itself. Filters are modules responsible for the local
transformation of data, whereas the pipes connect the output of one filter with
the input of the other. The sequence of filters combined with pipes is called
pipeline. There is little or no context information utilized by the filters, hence no
state information is preserved between data instantiations; filters do not know
the identity (or even existence) of other filters upstream or downstream. Along
the same lines, filters could be considered as independent entities; they do not
share state with any of the other filters. As a general rule, it is highly desirable
that the correctness of the data at the output of a filter network not be
dependent on the order in which filters process the data.

[14] mentions a number of advantages and drawbacks of using this architectural
style, based on standard aspects like system decomposition and analysis,
performance, maintenance, etc. Amongst advantages we consider the following:

® in terms of system decomposition, the overall system function is cumulating
the functions of its filters; there are instances where problems may be even
hierarchically decomposed.

¢ in terms of maintenance and reuse, often a black box approach can be taken,
this leading to ease of extension, modification and reuse. There is room for
a great deal of flexibility given that the filters usually have a simple interface,
allowing for their easy exchange.

e the performance of such systems can be enhanced by the use of concurrent
execution or parallel processing
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e specialized analysis is possible, such as for deadlock and throughput. What is
even more important, rapid prototyping from existent filters is also possible,
followed by incremental optimization

Filters: Continuous Data
Computaton (components)

(more processing units)

) 4~}

Pipes: Data Flow .
(connectors) '

There are also disadvantages, which could be summarized within the same
framework as above:

® problem decomposition for such systems encourages batch mentality. Once
this achieved, filter ordering may be a tough decision. Building interactive
applications is even harder, due to the directional flow of data.

¢ maintenance and reuse is hampered by the fact that this type of structure
usually forces a common denominator of data, which may not be suitable
for future applications; later implementation of data translation may lead to
important performance hits
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e given the stream of data between filters, performance is hard to model;
often queuing theory is involved. Performance may also be degraded by
parsing/unparsing overheads.

e sharing state information between processes may become expensive; if it is
necessary to share large amounts of global data, this kind of architecture
becomes inefficient.

e performance gains through parallel processing may prove to be an illusion:
the cost of data transport could be high compared to doing the same
compurtation in a single filter. One could add on top of this cost the
complexity of synchronization as well as the fact that a filter could consume
all the input before generating any output, which makes buffering a necessity
in case of concurrency.

e error handling is extremely difficult; a common strategy for error recovery
should be in place and restarting the whole pipeline may prove to be a
dramatic decision in many of the applications.

Control Flow

As mentioned in [41], the ‘control flow’ constructons can be divided into three
categories:

® Sequental Control Flow
e Parallel Execution
e Muldflow Executon

Out of the three, the Sequential Control Flow is by far the most popular, partly
due to the fact that it is a direct derivation of the von Neumann computing
principle. The other two, making use of parallel execution, rely heavily on
coordination mechanisms rarely available on the architectural level (usually
performed by operating systems); we have already discussed aspects of parailel
and multiflow execution along with the ‘pipes and filters’ model. By and large, one
could think of two models of control flow: one where control flows from one
component to the next in a serial fashion (lockstep operation) and another where
control is exerted from an external component, on top of the serial processing.
The control flow structures considered here include the batch sequental and
interpreter architectures, both belonging to the sequential class.
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Batch Sequential Architectures

Batch sequential architectures are deemed to be a degenerated case of the pipes
and filters, where all the input data is processed by a component before being
delivered to the next one; in other words, each step runs to completion before
the next one begins. Data transformation steps are incorporated by independent
programs, therefore data is transmitted between steps only in large chunks and
not necessarily through permanent communication channels. We consider this
particular architecture as being of a control flow type since the execution control
is decided by data readiness for the next step; in our view, the (interrupted) flow
of data is not a characteristic of this style. Typical applications here include
program development (compilers) and classical data processing.

Sequential Data
Transformation

(more processing steps)

o 2 —> —> -

Step by Step Data Transfer
(connectors)

It is worth to note that this type of sequential processing later evolved to the
repository model. We postpone discussing this transition until we had talked
about repositories as well.
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Interpreters

Interpreters gained a lot of popularity being used as execution engines in SW,
with the intent to implement a virtual machine. They perform a sequenced
processing based on the state of the data, rather than a pre-determined scheme
(as it is the case with the batch-sequendal style). To some extent, we see
interpreters as building on top of batch-sequential architectures by adding a

control loop containing the state of the computation.

Inputs
Dara store
ﬁ {program
state)
State data
Data Updates
Outputs

Interpretation

h engine

I

Selected
instrucnon/data

Program store
(program
interpreted)

Program
instructions

Data store
(internal
state)

Basically an interpreter consists of an interpretation engine and the entity
(program) to be interpreted. Data is three-fold in this case: the entity being
interpreted, the state data of this entity and the state data of the interpreter itself.
The interpretation engine is the one to carry all the control. The components of
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the interpreter could be further refined in order to fit particular applications and
degrees of complexity. Rule-based systems are one of the most common
developments of this style.

Call oriented architectures

Call oriented are by far the most popular styles used in SW design; we grouped
here the hierarchical layers organization as well as main programs with
subroutines. As the name might suggest, the underlying principle of this type of
architectures is the use of hierarchical based calls for interaction within the
system. As opposed to flow-oriented architectures, which are all coordinated,
the call oriented may be coordinated or not.

Layers

The layered style structures applications that can be decomposed into groups of
related subtasks, each group on a particular level of functionality. In the case of
large systems that require decomposition, this is a tremendously popular
solution. There are a number of factors, which indicate that a layered
architecture would better suit a particular application; based again on ([14]
estimates, some of these factors are:

¢ two orthogonal hierarchy structures can be identified: a vertical hierarchy
independent of the horizontal structure. Computations on the same level are
still highly independent one from each other.

¢ a mix of high and low level requirements, where the higher requirements
rely on the low level ones;

code changes are not allowed to ripple through the system

parts of the system should be replaceable, with well defined interfaces
some of the responsibilities are to be grouped

no standard component granularity

Layered systems have basically a hierarchical organization where each layer
provides various facilities (usually hiding the lower layer). We could actually look
to both a vertical and a horizontal decomposition: vertical organization is
hierarchical, horizontal organization is peer-to-peer or independent.
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Characteristic for this type of structure is the fact that a particular layer relies on
services of the layers below; a specific layer transmits requests to the layers
underneath and provides services to the layer(s) above. One could talk here
about an interleaved client-server organization, a particular layer being a client to
the layer below and at the same time a server to the layer above. Connectors are
implemented by protocols defining how the layers would interact.

Various scoping regimes can be implemented; that is, layers could be either
opaque or transparent (or in-between). Traditional layered architectures consist
of apague layers, which limit the client-server relationship only to adjacent layers;
in other words a particular layer cannot pipe through services from the layer
above to the layer below. At the other end are the transparent layers, which can
provide communication services between non-adjacent layers. The level of
transparency could be modulated in the case of semi-transparent layers where only
specific services are piped through. For practical reasons though, the extent of
the scoping is usually limited to adjacent layers; in order to preserve a minimum
coupling level, interaction is only restricted to the next layer above or below.
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With the main benefit of supporting design based on increasing levels of
abstraction, there are other significant advantages connected to the layered
structure:

e with a proper design, dependencies are kept local (to the upper/bottom
layer); this allows implementers to partition a complex problem into a
sequence of incremental steps.

® ease of testability since layers can be tested separately, especially if highly de-
coupled

® case of reuse, provided an individual layer is properly abstracted and has well
defined interfaces

® support for standardization in a case where a proper level of abstraction has
been achieved and commonly accepted (standardized tasks and interfaces
would be used)

® layers could be easily exchangeable, as a consequence of local dependencies
and standardization of interfaces; this allows different implementors to build
on standard interfaces hiding different implementations of the same layer.

Counting the drawbacks, one could mention:

not all the systems could be easily implemented as layers
it is difficult to establish the right level of abstraction and their granularity;
finding the abstractions themselves may prove challenging — once the
abstractions are wrong, layers have to be bridged, which ruins the model

® performance considerations may often require a closer coupling between
high level functions and their low level collaborators; efficiency is affected if
data (from lower layers) has to travel all the way up (and maybe also be
transformed along the way)

® as soon as the behavior of a layer changes, behavior changes may be
cascaded to related layers, if they are not sufficiently de-coupled

® duplication of work if layers executing similar tasks are far apart

Without the intent of a detailed comparison between CODE and the layered
architecture, virtually none of the drawbacks above applies to CODE. Our
architecture and its associated development steps allow for easy module
implementation. Performance and efficiency issues are alleviated by
communication only at the coordinator level, while duplicaton of work is
essentally avoided by the event response oriented structure. It is true that a
layered architecture of coordinators could inherit some of the drawbacks above,
however in the case of CODE the layers are always properly decoupled.
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Some of the best examples of layered architectures are found in
Telecommunication applications where often enough the SW is structured
following the OSI layers. For general-purpose systems, a three-layer architecture
is commonly used, where the bottom layer is hardware/operating system, on
top of which there is a layer providing support for portability, the upper layer(s)
being a virtual machine. Virtual machines considered alone, if implemented as a
lavered structure, often have their inner lavers hidden from all but the adjacent
outer layer (other than certain functions selected to be exported).

Main Program and Subroutines

The ‘main program and subroutines’ is a classical (maybe the oldest)
programming paradigm, based on functional decomposition. Beyond historical
reasons though, the fact is thar hierarchical decomposition (composition) and
reasoning go along well with this style:

e from a decomposition perspective, routines can all be seen as subordinated to
the main program (directly or indirectly)

® composition comes into play in the case of aggregating more routines into
modules, in which way the system structure becomes implicit. On a more
abstract level, hierarchical composition leaves room to hierarchical
reasoning: correctness of the main program relies on the correctness of the
subordinated routines.

This style provides very well for central coordination, the control thread
(coordinator) being the main program while the routine modules could shape
the working units. A main program and subroutines structure is unlikely to be
achieved on the architectural level since it is relying very much on the
modularization support offered by the language itself. Given this fact, we come
too close to the acrual implementation and lose the architectural perspective;
this is the reason for the limited space allotted by us to this style.
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Architectures for dynamic environments

As already mentioned before, there are architectures meant to perform in an
unpredictable environment, that is capable to handle situations out cf the initial
design. In such context the focus shifts towards the decision making rather than
the computational aspect; consequently, coordination plays a paramount role
and is probably the best criteria to classify such systems. In our opinion there
are two main groups of architectural styles in this category: with centra/
coordination and distributed coordination.

Central Coordination

Characteristic for centrally coordinated systems is the existence of a (central)
coordinator to delegate work and eventually handle events. A piece of program
or simply shared data could play the role of the coordinator. One could even use
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a hierarchical structure of coordinators; in this case, the hierarchy is being
established by the way the coordinators communicate, communication being
made between known recipients, of course. We grouped under central
coordination the blackboard and the so-called ‘communicating processes’
architectures.

Blackboard

The blackboard architecture is actually a particular instance of the larger class
called ‘data centered systems™. The main component in such an architecture is a
central data structure (which eventually is the only one to decide the state of the
system) and a collection of independent components that operate on the data
structure. In a case where the state of the central data structure is the one to
continuously decide which processes to execute, the data centered structure is
actually called a ‘blackboard’. Blackboard architectures are geared especially
towards Al systems.

According to [14], a blackboard architecture consists of several specialized
subsystems assembling their knowledge in order to build (even) a partial or
approximate solution of a particular problem. The aim is to find an optimal
solution in most cases and at least a sub-optimal (rather than no solution) for
the rest. This approach proves useful where no deterministic solution strategies
are known or a complete search for the solution is not feasible. Such an
approach is called gpportunistic problem solving, and is in strong contrast to the
deterministic  approach where the solution steps are known and their
arrangement/activation is hard-coded.

The independent, highly specialized programs are named knowledge sources; they
jointly work on the common blackboard dara structure. Although working
independently, the knowledge sources do cooperate in puttng the results
together. The main reason to placing the blackboard model under central
coordination is the existence of a control component to evaluate the progress on
the blackboard, based on the state of the central data. D. Garlan summarnizes the
components and functionality of the blackboard as follows [28]:

% The common data centered structure is the classical database where the selection of
processes to execute is made by the type of processing required to the incoming data (and
usually indicated in the data stream itself). After processing, data is stored away. By and
large, this type of organization is called a ‘repository’.
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o the Anowldge sources are independent pieces of application-dependent
knowledge; what is significant for the blackboard structure is that the only
way of communication amongst the knowledge sources is through the
blackboard itself.

o the blackboard data structure is actually state data hierarchically organized
depending on the application. The knowledge sources make changes to the
data so that, incrementally, a solution is reached (eventually).

Coordination is entirely driven by the state of the blackboard. The control could
be either implemented as a separate component, or distributed within the
knowledge sources, or something in between. Regardless of the implementation,
what is really important here is that the only reference for control is the state of
dara on the blackboard.
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Usually no closed approach to a solution is known or feasible, and the
knowledge sources need to experiment with different algorithms for the same
subtask. These various algorithms could solve partial problems, therefore
uncertain or approximate solutions are involved. The fact that the input,
intermediate, and final data may each have their own representation could set
the grounds to exploit parallelism, if possible. Within their restricted domain of
use, blackboard architectures exhibit the following benefits:

® in place of a complete search of the solution space, experimentation with
different algorithms is possible, even for partial solutions. This makes
blackboards a useful tool for modelling..

e support for maintainability, interoperability and reuse since the knowledge
sources are independent (amongst themselves and from the control
component)

e support for fault tolerance and robustness - only strongly supported
hypothesis are accepted (therefore, immunity to noisy or corrupted data for
instance)

The drawbacks are mostly related to issues like

e difficulty in finding an optimal control strategy, associated to the difficulty
of testing the behavior of the system; these result in a high development
effort and high costs, as a consequence
no optmal solution is guaranteed
low efficiency (overhead with finding sub-optimal solutions and proving
them)

e litde support for parallelism (concurrent access to central data)

Communicating Processes

In the case of communicating processes, independent processes take the place
of components. Processes are centrally coordinated but still able to cooperate on
a peer-to-peer basis, in order to complete a certain task. The fact that the
processes are allowed to directly communicate amongst themselves makes a major
difference from Multiactivity, where all the inter-process communication relies on
the coordinator. Communication is mainly performed via message passing
(synchronous or asynchronous).

160



Coordinator

/ (component)

A lT ¢ Control information

{connector)

I :

( = q— Communicating processcs
1

: (componems)

i

' l

; :

P .
'0. v * B ¢———_______ Darmtransfer

i (connectors)

(other communicating
processes)

Messaging is mainly point-to-point, the most common example being the
remote procedure calls (RPC). Because of the unrestricted communication
between components, we consider this particular style as being an undisciplined
way to implement the Multiactivity paradigm; nevertheless, it seems to be
common use in practice.

Distributed coordination

Distributed coordination systems make use of local coordinators to handle
events and delegate work. Overall communication is being performed only
amongst local coordinators on a peer-to-peer basis. Distributed systems are
systems designed to use resources available on a network, therefore needing
radically different SW than centralized systems. The development of SW for
distributed systems was driven by two major trends in the HW technology:

e multiprocessing introduced especially by mult-CPU computer systems
running multiprocessor operating systems
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¢ LAN/WAN proliferation, connecting multiple heterogeneous machines

Distributed systems are backed up by compelling economic reasons, the most
important being:

¢ better price/performance ratios than centralized computing systems (main-
frames)

¢ higher performance and scalability

¢ higher reliability

In the general context of distributed computing, and from a historical
perspective, one could define three development stages in terms of the
communication models being used:

¢ traditional Inter-Process Communication (IPC) mechanisms: shared
memory, pipes, queues. Being quite deeply involved at the OS level, these
provided Little or no room for interoperability

¢ Remote Procedure Call (RPC) type libraries with their associated
environment; this way more freedom was provided for design at the
application level but interoperability was an issue (from various vendors,
each implementation having its own clues)

¢ higher level abstractions brought by standardized platforms like CORBA or
OLE. Interoperability starts to come along with concepts like distributed
management of resources, object oriented encapsulation/inheritance and
finally distributed management of resources

The two architectural styles that have been grouped under this heading are
‘event systems’ and repositories.

Event Systems

In the case of event systems, the components are still independent processes,
communicating on a peer-to-peer basis. Communication though is based on
implicit invocation rather than explicit (that is, recipients are not necessarily
known). Processes have interfaces to define allowable incoming/outgoing
events; these interfaces provide for both a collection of procedures and the set
of corresponding events. The idea behind implicit communication is based on
event-procedure bindings: procedures are registered with specific events and the
components interact by ‘announcing’ events. Instead of directly invoking a
procedure, a component can broadcast one or more events, while other
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components on the system can register their interest with certain events and
associate procedures with them. Upon receiving one of the events of interest, its
associated procedures are implicitly invoked; thus an event announcement
causes the implicit invocation of procedures in other modules. Since a central
coordination is missing, the order of invocation is non-deterministic; more
sophisticated event systems could make use of bidding techniques in order to

control procedure invocation. In addition, there is still room for procedures to
be called directly.

What should really be highlighted here is that, in general, event announcers have
no idea which components will be affected by the events; there is no indication
on what is the processing that will occur at run time, more important, what the
order of processing will be. In any case, there are a number of advantages
associated to this type of architecture:

® intrinsic support for separating coordination from execution, in spite of not
having a central coordinator. At least conceptually, we have on one hand the
event generation and on the other hand the event handling. What has to be
done can easily be partitioned in event responses as a foundation to further
development.

¢ system maintenance and reuse benefit from integration of new components
by simply registering them. Due to the lack of static name dependencies,
ease of component replacement can also be mentioned.

¢ performance can be enhanced by parallel invocations

Disadvantages of event systems are mostly related to the following aspects:

® problem decomposition is made difficult by the lack of control over the
order of invocation (that is, order of processing); therefore correctness is
difficult to ensure, as well as the data exchange (if data is not passed with the
event, a common repository is needed in which case resource management
becomes an important issue).

® maintenance may become problematic if a centralized register of events,
registration and dispatch policies is not available, so that activity can be
tracked

® performance is penalized by the indirect communication/data transfer
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Repositories

The repository style was already introduced in this thesis as a ‘data centered’
structure, along with blackboards. Its components are the central data structure
along with a number of independent entities that work on the data (a client-
server concept, by and large). In contrast with blackboards though, in this case,
the incoming transactions determine which processes to execute and not the
state of the data structure. An oversimplified view of a repository looks
essentially the same with the one of a blackboard, therefore more detail is
needed so as to differentiate them. We will consider the most common example
of a repository, which is the transactional database. Databases have been
generally shaped around three major components:

® an internal component which contains the physical storage (and being

concemned with the way data is stored) along with mechanisms to handle
concurrent access.
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® external components which are close to the users and are concerned with the
way data is viewed by its users

® intermediate components which act as levels of indirection between the two
above

The last two sets of components are grouped as clients around the data storage.

If the external components are exclusively concerned with individual user views
of the data, the intermediate level is meant to provide a conceprual view for
communities of users. In other words, the intermediate components provide
similarly abstract views of the data, similarities going from representation to data
localization (most users are not interested in all the data in the storage, but in parts
of it). The internal component though keeps precisely one internal view of data,
representing the entire database, as it is physically stored. Requests to query or
modify the database are generally handled by the intermediate components and
then submitted to the actual database. These components can be associated
actually with the processes running around the central data storage.
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Coordination of the database as a whole is therefore distributed around these
processes, in contrast to the blackboard model where coordination was embedded
within the data stored. The distribution of coordination is even more eloquent in
the case of distributed databases. Given the large extent and variety of this field, it
is hard to abstract a more detailed model for this type of repositories.

Without going into further details, we prefer to now bring to attention another
interesting aspect of repositories, and that is their complimentary view as both
distributed coordination systems (already outlined above) and layered or
sequential systems. The layered view might be readily suggested by the initial
partition into external, intermediate and internal view components. Starting
from the bottom, one can consider the data store itself as a continuous layer, on
top of which resides an intermediate layer horizontally segmented (with
segments being the intermediate view components).
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Above each intermediate component resides another layer of external view
components, which is also horizontally segmented according to the number of
users. This layered model is consistent with the restriction that layer interactions
be limited only to adjacent layers.

At last, the sequential view has to do in its own with the evolution of SW
systems. Databases are some of the earliest SW applications; these applications
consisted of a small number of stand-alone programs executing batch
operations on flat files. The steps were independent from each other and had to
run in a predefined sequence, which makes for a typical batch-sequendal
architecture. Of course the querying capabilities were limited. The requirement
for iateractivity forced the evolution of this model to one that would allow
online queries (eventually multi-user) as well as data processing. This trend
finally lead to the current model where one could say data is still processed
sequentially but it is also buffered to allow for batch transactions or make it
available for queries. Essentially the batch sequential model is still in place at the
intermediate level.

Other distributed systems

With the evolution of network computing, distributed applications became of
high profile amongst other SW systems. At this time, we think this area is suill
too dynamic in order to draw any architectural styles out of it. Nevertheless,
there are — at least — some structures that emerged as widely accepted based on
their topology (star or ring for instance), or communication mechanisms (for
example broadcast or heartbeat). The expansion of distributed applications also
redefined the old concept of client-server in the sense of solely the clients
knowing the identity of the server; the latter does not know the identity of its
clients ahead of time.

SWA styles and patterns

The basic idea behind patterns is that common idioms are found repeatedly in
SW designs and that these patterns should be made explicit and applied
appropriately to similar problems. There are three fundamental requirements for
specifying and then reusing pattemns:

® the design domain should be well understood
¢ some support for encapsulation of design elements should be in place
¢ acollection of well known and proven design idioms available
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Architectural styles relate closely to design patterns in two ways:

® styles can be viewed as collections of related patterns (or pattern languages
providing a vocabulary and a framework to build specific applications)

e for a given style there might be a set of idiomatic uses (as micro-
architectures or architectural design patterns)

Patterns and architectural styles are complimentary mechanisms to encapsulate
design expertise™. SWA styles provide the building block design elements along
with rules and constraints for composition (eventually tools for analysis); styles
usually provide guidance for building a broad class of architectures in a specific
domain. Patterns on the other side focus on solving smaller and more specific
problems usually within a given style (sometime across more styles). Patterns
could rarely make it to the architectural level; their architectural presence is
mostly restricted to DSSA in the form of frameworks. There are authors [14]
who use the term ‘architectural patterns’ interchangeably with ‘SWA styles’. We
insist on the fact that the only expression of patterns on the architectural level is
in frameworks which, being so close to a finite product, are substantially
different from styles. So far, most of the documented patterns deal with
solutions closer to the implementation level rather than system structuring
issues. Only a few of these patterns though could have applicability on the
architectural level as well”, having little to do though with an architectural style.
Thus frameworks and design patterns are just instances of the more general
class of ‘design’ patterns. As a commonality though, patterns allow a designer to
reason and make decisions on a set of designs (just like SWA) in order to pick
the one that best suits the application.

Figure 24 (based on [59]) illustrates very well the place of design patterns
compared to SWA styles and amongst other popular technologies in SW
development. SWA styles are basically domain independent, describing a system
in highly abstract terms. Patterns are limited to a relatively narrow but abstract
dimension of implementation, stretching though from relatively detailed to
independent in a specific domain™.

™ From the very beginning, let us actually mention one common aspect of patterns on one
hand and SWA styles on the other. In both cases, the approach taken by the SW community
was only to look back and categorize whatever was done in the area, without necessarily
coming up with something new.

% From the Go4 book, the Facade, Observer or Strategy; nevertheless most patterns in the
same book fail to address architectural issues.

% Due to their three levels of abstraction [14]: architectural (frameworks), design and
implementation.
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The development trace of a large-scale system is also figured, starting from the
problem domain, going through architecture, eventually framework
implementation and ending with instantiating the application using available kits.

An architectural style provides a language and a framework for describing
families of well-defined SW architectures. The role of a style is to provide a way
to express both architectural instances and patterns of common architectural
design. Therefore the concepts of a particular architectural style could be
compared to the ones underlying a specific methodology (as we attempted in
CODE). An architectural style is better thought of as a language for building
patterns rather than an instance of a pattern itself”. On the other hand, a pattern
language is a system of patterns organized in a structure that guide the
application of the patterns, and from this perspective SWA styles could be

7 Having already stated that frameworks are the typical example of patterns on the
architectural level, SWA styles could very well offer models for building frameworks. With
a certain set of applications in mind, a framework could be built fitting that particular set of
applications but following a specific architectural style.
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looked at as being close to a pattern language. Although a SW architectural
philosophy is a very hard to explain concept, a pattern language can embody this
philosophy in a form that could be written, discussed and evaluated.

Both styles and patterns try to capture key ideas behind successful designs, each
on different abstraction levels. These ideas are just instances of a more complex
concept defined by Alexander as ‘quality-without-a-name’ and which is an
intimate blend of customer requirements and deep convictions about how a
design should be made. W. Cunningham makes a comparison between SWA
and building architecture where he places above the SW architectural style an
‘architectural philosophy’. Just as applied to buildings, the style acts as a filter
and does the mapping between the ‘architectural philosophy’, which is somehow
biased, and the final design decisions. It is not an architectural style that leads
great building architects to successful constructions but their internal
philosophy. This type of creativity remains a basic ingredient for good
engineering, as we have pointed out already. We don’t know yet about many of
these aspects since SW architecture has been rarely discussed, described or
written about; the emerging of the SWA discipline first, and later the focus on
patterns, attempt to fill this need.

Concluding remarks

The goal of this chapter was to look at the SWA styles (introduced eatlier in the
thesis) from a coordination perspective. Our review of the SWA literature turned
out that most of the work in this area has focused on analyzing and categorizing
popular architectural organizations into SWA styles. So far, architectural styles (as
well as patterns) have been concerned with how to leverage past experience in
order to produce better designs™. Following this approach we could split existing
SWA taxonomies between call and flow architectures; none of these necessarily
fits the interactive (event-driven) character of today’s computer systems. In terms
of SWA, we think that over the past few years the interest shifted dramatically
from what we called architectures for static environments (where the call/flow
models could be applied), to the ones for dynamic environments (leading to
coordination oriented organizations). This shift is a direct consequence of higher
and higher interaction demands put on SW systems today, which calls for more
emphasis on coordination in the architectural design. CBD itself is a bold step in
this direction. Consequently we introduced in this chapter a behavior-based
taxonomy of the SWA styles identified so far (sce Appendix 2), as a step towards

% Nevertheless even rather informal architectural or design characterizations are able to
convey a lot about a system’s structure and the underlying computational model.
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integrating SWA with today’s major developments in computing technology (that
is, the shift from algorithmic to interactive/behavioral models). With the
tremendous increase in demands and complexity put on today’s SW systems,
programming in the large becomes highly interactive and cannot be expressed

anymore by (or reduced to) the same abstractions used with programming in the
small.

A lot more discussions and arguments are sdll being carried about SWA styles,
starting from taxonomy-related issues and ending with the udlity of styles as
opposed to patterns. For example some authors are tempted to see OO as a style
on its own”, given that both OO and architectural styles are able to capture a
broad range of design families. We tend to disagree with this point of view,
seeing OO actually as a rather versatile way of hiding information, with its own
principles, languages and tools. It is true that OO is an important step towards a
behavioral approach to SW by bringing interaction at the forefront (compared
to the procedural one), nevertheless virtually any of the popular SWA styles
could be implemented with either procedural or OO techniques.

SWA concepts (captured in ‘styles’) allow an architect to describe multple and
versatile interfaces to a component and to describe and encapsulate protocols of
component interaction, otherwise difficult to express using conventional design
techniques (OO for instance). On the other hand, situations that require
cooperation of multiple design entities (like objects) or specifying and packaging
related collections of those entities (for future reuse) are captured very well by
patterns. We have therefore discussed in detail how styles and patterns are related.

* Where all components are objects and all connections are simple associations of objects.
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Conclusion

SW becomes more and more of a commodity these days. From simple to
complex, the SW component is the one that is predominant in most of today’s
systems. Starting by being qualified as a ‘science’ in its early days (almost
irrespective to its complexity) SW is now looked at as a product. The overall
design and specificaton of software systems emerged as a central concern, with
the increasing size and complexity of today’s systems. These concerns are now
being addressed at a higher abstraction level including the gross organization of
the system, assignment of functionality to constituent elements and selection of
design alternatives. In this context, Software Architecture was of particular
interest to us, in an attempt to characterize SW systems at a higher level of
abstraction and make the ‘complete system’ intellectually tractable. But we also
believe that the ulimate goal of SWA is to promote quality attributes of the
design product (like usability, reliability, maintainability, efficiency, etc) on
abstraction levels higher than the design phase. We maintain that next to the
nced to handle complexity, the need for architecture mostly comes from
satisfying non-functional product requirements on a large scale. Therefore, we
consider SWA as a mandatory step in the SW development process, in particular
for large SW systems. SWA is believed to have quite a few positive impacts on
system development [30][{50}, specifically in terms of

® understanding of the system: SWA describes large systems at a level of
abstraction that makes them easy to comprehend and also highlights the
principles behind the most important design choices

® unalysis: SWA provides opportunities for analysis such as high level system
consistency, conformance to a particular architectural style or domain
specific architecture

® reuse. SWA supports the reuse of large components as well as control
structures into which components can be integrated. The current interest in
frameworks and architectural patterns are a direct consequence of this.
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® evolution: SWA highlights the dimensions a system is expected to evolve
along, by exposing the ‘load-bearing walls’, what could be done and what
couldn’t. This way, maintainers can make an informed call on their design
decisions and ramificadons of their changes. Architecture can also flesh out
functionality from the way components are connected and interact, allowing
for a stepwise evolution from prototype to a fully developed system and
further on to enhancement, modifications or reuse.

®  management. SWA proves to be a useful tool to project management in
industrial SW development. It serves to specify inital functonal
requirements, gross functional partition — and related to it, work division
among developers — performance and capabilities, as well as dimensions of
anticipated growth. There is ongoing work on whether to map the SWA on
development teams or the other way around.

Besides advocating the need for SWA, we want to emphasize once again the
value of making coordination a center point when it comes to SW development.
Today’s SW development practice confirms the fact thar, as we get closer to the
implementation stage in the design process, current design and programming
tools tend to focus increasingly on components, leaving the coordination and
communication aspects out of the picture. Support for complex module
interactions is buried in the semantics of programming languages or operating
systems or, even worse, is fragmented in order to be embedded into the
computational modules. Our review of the SWA literature turned out that most
of the work in this area has focused on analyzing and categorizing popular
architectural organizadons into SWA styles. Following this approach, such
classification could further split between call and flow architectures, none of
which necessarily matching the interactive (event-driven) character of today’s
computer systems. [n contrast, we think that coordination deserves at least as
much attention as the execution part starting as early as the architectural level. [f
decisions regarding the computational aspects could be deferred to the design
level, it is the coordination structure that needs to be decided along with the
architecture. In order to facilitate this, components should be separated from
their interdependencies from the very beginning. If in the regular SW
architecture components aggregate the core functionality, interdependencies
amongst components should be considered a concept orthogonal™ to the
problem domain. Once this separation in place, we believe that a coordination-

'% [n order to achieve such a separation, it is essential that no interconnection or coordination
assumptions be built into the computational modules.
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oriented architecture is the only one to fit the complex interactive'” character of
modern computer-based systems.

CODE'"?, the integrated development environment we introduce in this thesis
genuinely achieves a lot of these desiderates. In contrast to other present-day
development methods (which are specific to particular classes of applications
and not necessarily consistent from one design level to another in terms of
methods and tools), CODE is believed to make a difference. It extends and
integrates the phases of the development process (from requirement acquisition
to implementation and further to product retirement) with matching
methodologies, system architecrure and modeling tools. The CODE
methodology uses a behavioral view that characterizes the system as being
event-driven; the system executes ‘wotk’ as a response to events that drive it.
Furthermore, the work associated with a system response is partitioned into
relatively independent units of work called ‘activities’. In other words, each
response is viewed as a set of activities which have to be executed in a given
precedence relation (represented by a precedence graph) to provide the required
outcome to an event. As a consequence, in specifying the event responses,
execution (what has to be done, reflected in the units of work) is separated from
coordination (when to do it). The resulting system architecture is not static;
through its hierarchy and selection of critical resources it strongly suggests how
the architecture has been achieved. Furthermore, both methodology and
architecture view the computer system to be implemented as a set of wssignable
resources (software objects/modules, hardware components and interfaces), used
in an orderly manner to execute the activities (the units of work) that configure
the responses of the system. This approach in particular is the one that leads to
maintaining a strict separation of coordination from execution throughout the
development process.

Many of the CODE concepts have been illustrated through a case study in
which we set out to architect a hospital information system. Without going into
design or implementation details, the intent of this example was to illustrate that
CODE concepts could be applied in a systematic way. It was shown that one
could start with a relatively undefined idea of how the system would be
implemented (which is usually the case with a complex system) and then
successively refine it with users, which bring in different expertise. The case

' Erom an architectural standpoint and given their interactive character, present-day
computer systems look more along the lines of urbanism rather than civil architecture: one
would have to provide not only for complex interactions between the parts, but also for
controlled system evolution.

%2 CODE (Coordination Oriented Development Environment) is an extension of the work on
Coordination Based Design and its associated methodology [2].
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study hopefully indicated that if different people come up with the same critical
resources within the suggested architecture, the overall module partitioning
turns out alike. We consider the case study as being the empirical part of the
thesis. It suggests that CODE allows for multdisciplinary design, where one
could closely work with the user before the implementation stage and at the
same time fit a well-defined development process. CODE is in fact a user-
controlled design environment; the methodology attempts to understand user
needs beyond the rough functionality of the system. [t seeks to translate the user
understanding of the system into design, ask the user why they want specific
things, and eventually suggest new features. This way CODE fits very well the
present-day concept in Computer Engineering where the computer specialist
works closely with the user throughout the development process. CODE
involves the user at all the development stages except coding; this is in contrast
to the usual development process where the user is only involved in the
requirement acquisition phase. Being such a user-centered development process
is only one of the reasons we believe CODE is “better”.

The CODE architecture fulfills many of the desiderates identified when we
discussed the need for SWA, specifically:

e an architecture that provides the user with an easy to understand
cognitive/mental model of the system, thus facilitating immediate user
feedback. These models also provide the required communication (and
informal coordination) amongst developer groups, both in time and space.
So far, the common way to communicate important system design ideas was
through block diagrams, flow charts, etc. CODE does this in two ways:

1. various coordinator/executor diggrams that are presented at different
levels of detail and could be easily annotated.

2. asetof event responses (in the form of PAL expressions) associated to each
coordinator/executor diagram.

This leads to the design of better products by making available the proper

information when and where it is needed.

¢ an architecture that is matched to the behavioral specification needed in
most modern systems. This means that the system specification is made in
terms of event responses. Each event response represents the work to be
done in terms of ‘units of work’ executed in a given sequence. As such,
coordination is separated from execution via coordinators and executors,
with the following major consequences:

L. information hiding, where the ‘what’ is encapsulated in coordinators and
the ‘how’ in executors.
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2. a structured view of the system in terms of assignable resources, which are
associated to event responses. This system perspective helps reuse and
fits well with component-based design.

3. good (lraceability of requirements onto the implemented product.
Traceability is provided by the fact that functional requirements and
constraints associated to a particular event response are taken into
account at all development stages.

an architecture that partitions the system in a top-down fashion, thus
providing for ease of refinement and overall system perspective. Such an
approach allows for partal initial specification followed by stepwise
refinements (new responses, interactions, etc.) as one uncovers them during
design. One could easily zoom-in/zoom-out by refining or hiding the details
of the executor modules in the various coordinator/executor diagrams. Both
hierarchical decomposition and separation of concerns also facilitate system
maintenance (replacement or addition of functionality), allow for simple reuse
as well as for component-based design.
an architecture that is not stand-alone but part of a complete development
environment, capable of investigation and decision making. Our architecture
comes not only with a matching design environment (PAL-based tools) but
also with a well defined development methodology and process. The
following benefits could be mentioned with respect to the architecture and
its associated development environment:
1. CODE fits the reality of group design and allows for investigation at all
development stages; it considers not only what but also why particular
features are needed. CODE uses the same models and tools throughout
the development process, which provides a common language for users,
architects, developers, implementers and maintainers.
CODE considers the endre product lifecycle, from requirements
specification to retirement. It provides for easier development and
maintenance through instrumentation at the coordinator level, as well as
incremental delivery and retirement through the response-oriented
structure. Such attributes are needed in the case of large-scale complex
systems, which have to go through a number of upgrades during their
lifecycle.

an architecrure that considers complete computer-based systems — HW and

SW — to which one can apply system constraints. The traditional approach

to SW development considers the HW platform as a constraint on the SW

architecture. In contrast, CODE evolves SW architecture towards a

computer-based architecture that considers HW and SW together, as

resources assigned to a particular event response.

[L*]
H
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Both the development and refinement of CODE are still underway. More work
is needed in the areas of system implementation, delivery and retirement, while
the architectural and design phases are likely to still be refined. While more
analysis is necessary and definitely useful, it is not enough. Practice in using the
models is at least as important and ultimately is the only way to verify the
strengths and weaknesses of a concept. Therefore the entire CODE concept
needs to be proven within the framework of a large SW project spanning the
entire lifecycle of a product.

The word ‘engineering’ originates from the Ladn gignere’ — to create, to produce —
and its associated Yngemium’ — talent, natural capacity, invendon. We have
mentioned creativity throughout the thesis, as one of the important ingredients
in present day engineering. Nevertheless, creativity has been referred to not in
the artistic sense, but as the capacity to make products that are pragmatic and
fulfill specific needs. Withour the hope of a silver bullet, we believe CODE is a
bold step in this direction.

177



Appendix |1

SWA STYLES SURVEY

Here is the original layout of the literature survey made by us with respect to
SWA styles. We abstracted many of the definitions below, in absence of any
from their original promoters (but hopefully close to their views).

(ea;iy analo
of Batch-

R

Parallel
process,
Shared Data

Degenmied Independent
case of programs

‘pipes and performing

filters’. data
transformatio
n in steps.

t-i_: LaDS ti
| B S

Data Dataandits  Local state
Abstraction operations storage; de-
encapsulated centralized
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in an abstract
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Systems interchangea
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as other
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interact by
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Included Objects or
under processes
implicit registering
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with events
non-
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DSSA {mentioned
as other

Process (mentioned
control as other
category)

Included pecialized
under shared data subsystems
Repository representation  assembling
controlled by  knowledge
the state of to build
data. together an
approximate
solution.

Rule-based o Specialization
Systems of

gt b

Model View Division of

Controller interactive
applications
into
functionality
and data,
display, user
input.
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Microkernel

of a core of
minimal
functionality
from
extended
functionality
and

customizatio

— H
Only First atempt  Further Significant Taxonomy
examples, no  of a style refinement contribution  oriented
attemptofa  classification of Garlan & based onthe  very much
taxonomy. Shaw Carneggie- towards
Mellon DSSA.
school.

From this survey seems that:

1.

Rather than developing a taxonomy, Perry&Wolf were more interested in
the conceptual aspects involving SWA and architectural styles. They only
use some examples to illustrate their ideas.

Garlan&Shaw; Shaw; Katzman were interested in taxonomies that fit most
applications known so far.

Go5 ate also interested in providing a taxonomy of styles, this time very
pattern-minded, extracted from very specialized application areas (GUTs,
OS, etc).
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Appendix 2

SWA STYLES DIAGRAM
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Appendix 3

COORDINATION BASED DESIGN

183



The Multiactivity Paradigm: An Approach for the Design of

Embedded Systems by Application Specialists'

Mashe Krieger
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Abstract — The proliferation of cheap high-performance components
has lewd to the introduction of many new computer-based embedded
systems. However, the development of these systems is hindered by:
1) the lack of experienced computer engineers, 2) the cost of
maintaining development teams that include hoth application and
computer engineers, and 3) the design and implementation errors that
result from the inability of computer engineers to understand the
complicated embedded applications. For these reasons, a new design
eavironment that removes the computer engineer from the design cycle
is proposed here. This design environment is based on the
multiactivity paradigm that separates activity executions from their
coordination hy viewing a system as a set of assignable executors
controlled by a coordinator. This paper introduces the Process Activity
Language, PAL, a high level executable specification language that
matches the multiactivity view and allows the specification of event-
driven embedied systems in a structured way. We have implenwented a
number of PAL-based tools that aid the designer to check for
specification emrors and o configure the embedded system 1o meet
vartous constramts. These tools demonstrate the feasibility of a design
ervironment that enables an application specialist to design a complete
computer control systeni.

Key Words — Embedded systems, realtime. nultiprocessing, multiactivity
paradigm, system specitication, system design, prototype based design.

1. Introduction

Rapid technological advances have opened up many new application areas for
microprocessor-hased systems. One such area is that of embedded computer
systems, where the computer is embedded in another system whose operation it
monitors and controls in an ongoing fashion. Most of the early embedded
systems were relatively simple; they included a basic executive that allowed only
for sequential response to the different events from the environment. In such
clementary sequential event-response systems, the response to an event had to he
completed hefore another could be serviced, so these executives were limited in
their ability to control concurrent realtime responses. Today, the performance
requirements of realtime or embedded systems of any complexity require multiple
processor implementations [Gen88]. Providing additional processing capability is
only one reason that multiple processors are needed in embedded systems. More
importantly, hecause of the asynchronous and parallel nature of event occurrences
in the cnvironment, many embedded systems require real concurrency as
opposed to apparent concurrency.  Additionally, the functional requirements of
many embedded systems are such that they require the use of different specinlized
processors rather than the use of a single high-performance system. Also, the
reliability requirements of many of these systems can only be achieved through
the use of a reconfigurable system. Finally, multi-microprocessor systems, if
properly designed, are attractive in that they are modular. systems making them
eusier to implement, upgrade and nwintain {FK83al|.

To meet performance requirements, most present day embedided systems of
any complexity, have to be implemented as multitasking systems. A major
problem in the design of such systems is to properly translate the requirement
specification, prepared by the application specialists, into a design specification;
that is, a set of cooperating tasks that matches the coriputing platform (the
multiprocessor hardware and the operating system) on which it will execute. For

* Paper submitted to “IEEE Transactions on Systems, Man and Cybemetics™.
* Part of this research was done at the for Inf ion Technology, National
Research Council of Canads, where the author is a guest worker:

best results it is important to match the application with a specific computing
platform. This step is generally beyond the capabilities of most application
specialists as it requires a good understanding of operating systems and some
knowledge of multiprocessor architectures. On the other hand, the comptiter
specialists do this partitioning (the design specification) hased on computer related
artifacts (language, operating systems elements, hardware, ctc.) rather than upon
application characteristics [Law90]. One way to resolve this is to have close
cooperation among the two types of specialists and to provide them with the
proper specification and design tools [Deu88]. This is not only very hard to
achieve in real life, but also because of the high costs involved, few compinies
can afford the luxury of maintaining computer specialists, distinct from
application specialists.

Considering the complexity and the diversity of present day applications, one
cannot expect computer engineers to have the pmblem-rclcv;n( insight needed for
properly partitioning the requirement <pecification into a sct of cooperating tasks,
On the other hand, the multiplicity of computing platforms that are in use today.
their complexities, and the differences between platforms make it impossible for
application engineers to be specialized in more than one or at most two platforms.
As a consequence, there are many errors introduced in the early design stages of
embedded systens (regardiess of who designs it). These increase the manpower,
hardware and time required to make these systems operational. Often, after
spending time to find out why the system is not performing properly, designers
end up using additional hardware o improve system responsiveness and
performance. The result is inetficient, poorly understood systems, runmng on
averspecified hardware. Such systems usually go over budget itinke and nwoney)
during implementation, and prove difficult if not impossible o update and
nuantain,

T reduce or 1o avord destgn errors 1t i< highty desieable that duning the whol
design eycle there should be i common view of the system [Lawt0]. This view
should be prablem specific INGMEY2, Tak#0| and shared by the entire design
want. [t preferable that the design should be under the control of the application
specialists since they ane best able to take into account all possible interactions and
responses. The application engineer is also needed to check if the final
implementation satisties all the constraints and fits the needs of the user. An adided
advantage of having systems designed by the application engineer was noted by
Gentleman [Gen88], when he stated that many embedded systems use highly
specialized peripherals which have to be handled directly by the application
programs hecause the operating systems generally do not provide the needed
drivers.

Today a number of well known specification techniques and design tools are
available [Boo91, Har90, HPY8, War89]. Most are object oriented, requiring the
system to be specified in terms of cooperating tasks. This is quite artificial to
many application engineers, who are more control oriented and are used to
specifying systems in terms of responses rather than a particular structure (which
is what the object oriented sparificstion emphasizes). In embedded computer
systems the critical requirements relate to the dynamic behavior. which is
ahstracted away in an object oriented scheme. The contention of this paper is that
the present day needs of highly specialized embedded systems necessitate the
development of a design methodology and an associated set of tools that alluw
application specialists to design and supervise the implementation of these
systems without the help of computer engineers. This is possible hecause nuny
application engineers are used to CAD (computer aided design) tools and hecause

-of the availability of high-performance off-the-shelf standard products (computer
boards,...) that no longer need be used at the limit of their capabilities.

This paper introduces the muitiactivity design methodology and an associated
set of tools which arc intended for computer literate application engineers to
design computer-based controllers. In this scheme, system specification
corresponds to formulating system respanses as a set of activities (actions or
operations) that have to be executed in a given precedence relation. In the
proposed design methodology, these activilies are the schcdulpiale entities that
have to he executed, therefore avoiding the nced to partition the system responses
into cooperating tasks. System implementation is accomplished by allocating the



activities to the various processors using a systzm prototype , and by writing the
code of the activities. The multiactivity design methodology restricts the solution
space, al imposes a particular architecture and control structure, trading some
system efficiency for ease of design.  Furthermore, the multiactivity view of
systems tits the changing role of the designer from that of component designer to
system integrator, by supporting system implementation from off-the-shelf
components. In the subsequent sections we introduce an overview of embedded
systems and present the multiactivity view which forms the basis of our design
methodology.

2. Embedded Systems

In the general form of an embedded application, as indicated in Figure 1, there
are (wo distinct entities: the environment — generally a complex dynamic system
(aspects of which may or may not be alterable by the designer) including a
multiplicity of physical devices that have to be controlled: and the embedded
System — i computer based controf system that has to coordinate the operation of
the physical components in 4 prescribed way. In embedded applications, the
computer-based system and its environment form a synergistic pair, with the
overall behaviour being gencrally dictated by the environment. The computer has
to influence the environment but rarely has complete control over it. Embedded
systems are event driven or reactive systems where the computer reacts to events
that it monitors via a set of sensors and responds by providing the necessary
controls, at the proper times, via actuators.

Fvironent

-~
( “vatrelbed Ennty

Hespanmes Acniators

Figure 1. An embedded application,

There are a lurge variety of embedded systems, from simple industrial
controllers to highly complex flexible manufacturing systems, but most of them
exhibit to some degree or another the following general characteristics [Gen®S,
Stax8, KDK3v):

* Interaction with the environment is heyond direct programmed control, it is
via sensars and actuators that work to limited accuracy and are prone to fail.

The environment can he quite complex; that is. it may not be fully modelled
nor instrumented at will. [n many systems the environment can only be
influenced but not controlled conpletely,

Generally, the environment is the driver and the computer must be able to

handle simultaneous events and coordinate multiple concurrent fesponses.
Event responses can be sporudic, initiated by asynchronous events in the
environment and/or periodic, i.e. executed cyclically.

In these systems, ume becomes a resource that must be managed: things
have to happen at the right timw — the validity of a response depends both
on the correctness of the computations and the time the results are
produced.  There are two types of timing restrictions on the responses:
precedence constraings, determined by the precedence requirements of the
constituent actions; and fiming constraints tor detecting (or accepting) events
and/or starting or completing responses.

Timing constraints can be hurd, in which case a violation represents an
error, or soft, in which cuse some delays may be accepted or some events
may be missed. In the literature, timing constraints are most often expressed
as deadlines, but in many systems jizer i.e. deviation from intended time, is
the critical requirement.

These systems generally need stringent safety requirements; system failures ~
may lead to catastrophic results such as loss of life or system destruction.
Failures may be caused by software cmm. component malfunctions and/or
by environmental disturbances.

Embedded systems generally have very long lifetimes requiring multiple
upgrades. These upgrades may not only involve control algorithms but also
the interfaees and even the computer systen.

[B)

Embedded systems can be specified at various levels of abstraction or
description. At the highest level, systems are defined as heing made up of
processes. corresponding  to event responses.  As shown in Figure 2, these
processes can be partitioned into subprocesses, which in tum can be repeatedly
partitioned until one reaches the smallest response component of interest to the
system designer. The entities at this level are called activities, where an activity is
defined as a ingful seq e of oper (or actions) that can be executed,
once started, from beginning to end without having 1o wait for anything
(information from other activities, resources, et ).

FON TN - 78
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\ SEACY:
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of 4 System ol the n-th Process of the m b Subproess

Figure 2. Levels of abstractions in emhedded systems.

In the above context, an activity isan independent unit of work and aprocess
is @ set of activinies which must be executed in a given precedence relation in
order to provide the required response 1o an external event. The sequence in
which the activities have to be exccuted is determined by the data dependencies
that exist between the activities within a process. There may also be dependencies
between the activities of ditferent processes. In fact, seldom can one define the
processes <o that there is no interaction between them.  Interprocess mtersctions
can oceur etther directly hetween processes or indirectly via the environment. In
any system. the exact dependencies between s constittient activities detine the
anount of concurrency (parallelism that ix poxsible within the system.

Quite otten embedded systems cannot be specitied purely in terms of event
responses (ixed control algonthms), One has to monitor the system (hoth the
environment and centroller) and determine ditferent operating meodes aml also
SAONS safety procedures in case of exceptions. Furthermore, to provide for the
different operational characteristics, beyond the prinutry sensors that initiate and
vontrol event responses one may need additional sensors, such as reflex or
Jeedback sensors to determune it a given action was properly executed. wafery
sensors to detect critical conditions and state sensors  to determine the different

operating modes.

From the above overview of embedded systems it can be seen that they miy
differ significantly from conventional data processing computer systems: they
have to interact directly with their environment, the environment can be quite
complex and imprecise, time has to be handled explicitly, ete. [t is not
surprising, therefore, that a different design methodology is needed for many of
these systems. In the next section we introduce the multiactivity point of view
that is well suited to event-driven embedded systems that have soft time
constraints and that require intricate interactions with their environment.

3. Multiactivity View of Embedded Systems

The multiactivity paradigm is based on two observations. First, that al} work
has two components: the various activities that have to be executed and the
aordination of these activities. Second, if activity execution is separated from
activity coordination in an implementation, the resulting system ix more (lexible
and easier to design,

In terms of ¢mbedded systems, the multiactivity view states that system
processes are considered at two distinct levels: the coordination level — which
specifies the sequence of activities that has to be initiated in response to an event,
and the executinn level — which specifies the actions defined by and carried out
in an activity. In this sense, the activities represent the “what has (¢ be done”
component of the response, while their coordination cormresponds to the “when to
do” component. Note that there is also a need for interaction between processes,
this is done at the Boundaries hetween activities. Functionally, this separtion

* In our temunology a process may have multiple threads of fas it lly has parts
that can frently. Therefore we consider pr and tasks to be different entities. A
task is defined to be @ sef of activitiex (g Uy related) with a single thread of control.



hetween the coordination of activities and their execution means that medtiactivity
systems can be realized using ane or more coordinators and a number of acriviry
executors, as shown schematically in Figure 3. The coardinator accepts events,
interprets them and initiates the execution of the appropriate sets of activities, at
the proper times, by the activity executors. Each coordinator views everything
beneath it as activity executors.  In this hierarchy each sub-coordinator has
decreasing (more localized) knowledge of the total response. Note that the
hierarchical organisation of the coordinators is used to simplify their operation. It
is possible to design multiactivity systems with only a single coontinator, but then
the implementation of the coordinator becomes more complex, and system
bottlenecks may oceur.

External
livents

Cuordinator
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Act.
Coordisator Exec.

Act.
Exee.

Freure 3 Puncnonal organmisation of multiacuvity systems

In general. cach acnvity executor can execnte a number of activities, The actual
asstEnment of activittes to executors is based on o number of fictors, such as:
speatic reguirenients of the activities, potential concurrencies between acuivities,
amd Toad halancme. As discussed Later, the «ame activity may genenlly be
asstened W more tan one ¢xector to provide responsiveness and reliability,

L1 The Multiactivity Coordinator — The System Software

The multactviy coordinator 15 sesponsible for the proper sequencing and
scheduling of the activities of the vartous responses. As indicated in Figure 4,
such a coordinator can be mplemented as a simple three Riyered software
structure. The top layer of the coordinator consists of the svstem manager which
interacts directly with the environnent and has a general knowledge of the
system.  The system manager includes an event monitor  which could he
implemented as an interrupt handler. Upon detecting an extemal event, the system
manager is responsible for initiating (or continuing) the reguired process.
Axsociated with the system manager is & time, interaction and ervor handler which
supervises the various timeouts and the interactions between processes, and
initiates the proper responses to the various ervor (failure) conditions.

Extenmal
Events  a» System Tune, Interaction ;
™ atwager & Esoe Handler | “ver!
Process —_ — —
Completons g8 . LE'“'"’
5 vents v
Process .. Process Process layer2
Manager Ready to Run Manager Mauager =
A M :
Activiey Liyer3
Completions Activty M Ready 0 Run
Scheduler [ ] Actvity Queue
Actwvity
Executors

Figure 4. The stucture of the muitiactivity coordinator

‘The middle layer of the coordinator consists of process managers, one for each
active proeess in the system. It is the process manager that contains the
precedence relations of the activities of a given process, and that determines, at
euch instant, the ready-to-run activities of that process.

The actual scheduling of activity execution is done by the activity scheduler
which forms the hottom layer of the coordinator. The scheduler assigns activities
to the executors that can perform them,based on a predetermined scheduling

scheme and the availability of executors capable of performing a specific activity.
‘The scheduling scheme used by the scheduler can be based on activity priorities
such as first-come first-served, fixed (multilevel) prioritics, shortest execution
time, ete., or based on process priorities such as earliest due date, minimal slack
time, ete.

The main characteristic of the multiactivity coordinator is that all the relevant
system information to manage event responses is contained within it. The
activities do not need to include any information related to the coordination of the
process. The coordinator also manages the information transfers needed for
activity execution and channels all the required interactions between processes and
the environment. The multiactivity coordinator may appear complex, but it has
heen shown that & general purpose multiactivity executive can be implemented as a
relatively simple graph traversal program [Sha91] that jises linked lists to
charctenze the specific applications.

.2 A Hardware Platform

Multiactivity systems are well suited for ventrally coordinated multi-
microcomputer implementation because of the separation between activity
coordination and activity execution. The general organization of a centrally
coordinated multiactivity system is given in Figure 5. In such a system there is a
central coordinator which monitors the environment and runs the multiactivity
executive, and a set of processing units which execute the individual activities.
The svstem may also hive some elobal resources such as & memory used for

mterprocess communications, and special pumpose 10,

Cemral Internal Reguers

Coundaator

Fatemad
livents

D ——

* Conerot Bus

[ [ Y [
'] ']
I l’mcauur]l Processor | Processor
1] 1
) Datx Bus

Global
Resuurces

Figure 5. Centrally coordinated systen architecture.

The processing elements can be either homogeneous or heterogeneous, with
some processors customized for the particular set of activities that they will
execute. Often system requirements dictate that only specific processors can
exectite given activities (for example processors located in the different parts of a
robot arm). Each processor has its private program memory, data memory and
/0. Executable code for each of the various activities is permanently stored in the
local program memory of the individual processors. Thus when an activity is to
be executed, it needs only to be awakened rather than to be downloaded from a
central memory. Any data required by the activity is transmitted to the processor
on which it will execute either by value or via pointer to the loction of the data (in
shared memory systems). In order to restrict the size of the program meniories
and the 1/) interface, not all the activity codes are duplicated in each processor.
However, to increase system reliability and to obtain the required level of system
performance, each activity code is stored in two or more processors, whenever it
is possible. To simplify the wake-up call, each activity is assigned the same
identifier in each processor capable of executing it. A typical processor
arganization and a profile of its progrum memory is indicated in Figure 6.
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Figure 6. A typical processor organization and a profile of its program
memory.



3.4 Characteristics of Central Coordination

When properly implemented, central coordination can provide significant
henetits in the areas of system performance and error handling. Because of the
centralized nature of the nultiactivity system, it is simple to implement various
scheduling schemes; the coordinator is aware of the current timing needs of each
active process, the current fist of ready to run activities and the status of each
processar, so it can meet special deadlines or achieve better Joad balancing.

Because of interaction with the physical world, the requirement for reliahle and
safe operation is prohably the most important feature of embedded systems. In
multiactivity systems, the separation of activity coordination from activity
execution, as well as the atomic execution of activities, allow for easy fault
detection and fault continment. Response coardination can only be affected bya
failure of the central coordinator, where a high degree of reliability can be
achieved by running two processors in a hot standby configuration. With respect
to faults in an activity executor, a catastrophic failure (i.e. a processor does not
respond) can be handled by incorporating a timeout mechanism in the coordinator
which, when activated, declares the processor faulty, removes it from the list of
available processors, and restarts the affected activity on a new processor. Highly
critical activities can be run simultaneously an two processors in a master/slave
mode to detect discrepancies; in case of error, the activity can be rerun on a thisd
processor to determine the faulty unit. Alternately, one can use triple modular
redundancy (TMR) and use the majority output,

Generally the sensors and the actustors are the most vulnerable clements of an
ebedded system. To guard against sensor errors, the event monttor of the
caordinator can include o comparator that checks the present sensor input aanst
previous vales or agamst some maximial limits. To goard against actutor ervors.
whenever applicable an extra sensor or a watchdog activity can be used to cheek if

the activiry was exccutad comrectiy.

In multiactivity systems, due to the centralized control. it is also quite simple ©
add safery features 1o guard against actions that may produce catastrophic results.
Critical commiands can be checked against predetermined limits before being
issued,  Sensors can be placed at strategic points in the environment and
walchdog processes used to abont given responses or to initiate complete system
shutdown,

Centraily coordinated systems are also highly flexible in that additional activity
exccutors can be added to overcome bottlenecks and to provide extra performance
for additional functionality as requirements change. This tlexibility is expecially
important in embedded systems hecause of their very long lifetime and the
possibility of step-wise system deployment.

Multiactivity systems may exhibit some of the drawbacks generally assaciated
with all centralized systems: controller bottleneck, communications bottleneck and
controller refiability. Controller reliability, as stated above, can be improved by
using two processors in a standby configuration. Because of the simplicity of the
outlined executive [San20, Sha91], the control bottleneck becomes a problem
only it the number of processes and activities becomes very large. A good
partitioning ol the system through activities with large granularities and low data
dependencies can significantly reduce the communictions hottleneck.

Nate that the architecture described above assumes that the number of
processes amd activities of a given application is not o large, and that the
granularity of the activities is such that they have significant processing
requirements. If this is not the case, there are two alternative architectures. If the
application includes a number of very complex activities, these activities can
themselves he implemented as separate multiactivity systems. Alternatively, if the
application consists of a large number of low granularity activities, a better choice
is to implement the central coordinator as a multiprocessor system that has a
number of dedicated process managers, some of which can also execute low
granularity activities. This centralized architecture is not applicable to physically
distributed systems, unless they can be partitioned into a number of relatively
independent centralized systems. .

4. Process Activity Language, PAL

The development of any complex system involves i number of distinet steps.
requirement analysis, system specitication, design, implementation, testing and
the developnient of proper naintenance procedures. Ultimately, the work done at
cach step must be a reflection of the system  specification and it is frequently
necessary to refer back to this specification to resolve problems arising at luer
stages. Because realtime systems can he complex, it is important to develop
suitable tools for specifying and modeling the system at various levels of
abstraction. Even a brief survey of the literature reveals a variety of ways of
modeling discrete-event systems, that is, of representing their activities and
precedence constraints. These methods range from the relatively informal
graphical notations used in data flow graphs  [DeM78] to the very rigorous
notations used in Petrinets [Pet77). There are also a larpenumber of functional
representations {rom informal system specification languages to highly complex
notations based upon commumcating sequential processes [Hoa85]. However,
many of these tools are limited in their scope. Some are not easily applicable to all
the system development steps, some are highly application-specitic and some
require expert computer knowledge.

This section describes PAL, a general purpose high-level language for the
specification and design of embedded systems [KLHER]. PAL allows the
designer to specify the coordination of event responses independently from the
implementation details. For each system response, the precedence relations antong
the activities and the interiction with ather responses are described via well-
furmied expressions using constructs similar to those found in structured
programnung langtages.

4.1 Elenwents of PAL

In developing PAL we have attemipted to stike a balance hetween the need tor
formalism to allow for verification, and the need tor clarity. To satisty tormlism,
we have chosen well detined prinitives and control constructs, simifar to those
tfound in structured programming languages. To satisfy clanty, we have limitad
the number and complexity of the elements of the languge and hased them on
intuitively understood concepts.

A system in PAL is specitied iax a set of processes (P, Py oo L P) A
process P; has a well defined starting event S;, aresponse X;, and an end E. The
general form of a PAL process is represented as, Pi:=8;+X;*E.

A given starting event may awaken a number of processes’ . Depending upon
the system, if another starting event 8; oceurs while the given response is active,
the event may be ignored, queued, or another instantiation of the process may be
started. The body of process P, the respanse X;, is a PAL expression composed
of PAL language primitives whose execution ordering is defined by PAL control
constructs. There may be an abort or shut-down procedure associated with each
process. Since these procedures are highly application dependent we shall not
consider them any further here.

“To represent independent processes reyuires the use of only three primitives:
activity, set process condition, and delay. The basic clement of it process
expression is the activity, o schedulable unit of work with a bounded execution
time. Decision points in PAL expressions are provided by process condinans.
The set process condition primitive, STP(pc;expression), is used to modify the
i-th process condition pc;, by assigning to it the value resulting from the
evatuation of the expression. The scope of a process condition is limited to the
process in which.itis declared. The delay primitive is used for timing purposes,
where D(n) provides a delay of n time units. We will use the notation pk'lo
designate any generic primitive in PAL and X; to denate any well formed

expression of py’s.

Precedence relations hetween primitives or sub-expressions are defined by two
control constnicts. The first is the sequence construct, (X) *Xae...) which

* Altemately, a system in PAL could be specified as a set of event respunses
{Ry, Ry .. R} with cach of hese responses incliiding one or wore processes

(P Pias . Py} hatare all initiated by the starting event S;.



spevifies that each expression can be started only after the previous expression in
the sequence has been executed. The construct is completed when the last
expression in the sequence is executed. The other is the concurrens construct,
(X1 W Xa #. ), which specifies that all the expressions in the construct are
independent, and given the availability of resources, any number of them can be
executed in parallel. The construct is completed when all the expressions in the
construct have been executed.

Conditional execution of primitives or sub-expressions is provided by two
additional control constructs; cure and repeat.  The cmse construct,
(lexp(pe;) iz Xy Hexpipe;)a: X4 1. . 2), is used to choose a specific execution
path, based upon the evaluation of the logic expression lexp(pe;) containing the
specified process condition. To simplify validation, the set of logic expressions
must be defined such that at any tinke one and only one of them is true. The
repeat construct, < X : lexp(pe;) >, specifies that the expre: X is repeated]y
exectited intil the logic expression lexp(pe;) hecomes true.

In addition to the algebraic representations introduced above, the PAL control
constructs can also he represented in pseudocode or in graphical format as shown
in Figure 7. The graphical representation, referred to as process activity net,
provides an easy visual check of the process expression.
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Figure 7. Busic PAL control constructs

Independent PAL processes can be represented using only the ahave specified
primitives and control constructs. A simiple example represented in functional,
pseudo code and graphical fornuats is presented in Figure 8. Note that in psewdo
cade notation, 4 process is ditferentiated from the sequence construct by enclosing
itina begin ... end block. This figure also includes the corresponding activery
tuning chart, a component of PAL that shows the execution times of the various
activities of a process. The reltive execution times assigtied to cach activity in the
chart are generally estimates of the average or maximum time needed for the
execution of the activity. In terms of processes the activity timing chart represents
best case situation as it assumes that there is an available executor as soon as the
activity is reauly to execute. The activity timing charts also help to indicate the
hierarchical nature of PAL. The shown expression can be viewed, at a higher
level of abstraction, as a composite activity with the execution time equal to the
combined execution times of its primitive activities.
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Activity Timing Chart

T Figure 8. A simple example of an independent process

In PAL, communication between dependent processes is dore via two distinct
mechanisms: message passing for direct communications and the use of billboand
#onditions for posting conditions of gencral interest.

Messages are passed hetween PAL processes via named, one-way, finite
capacity channels operated on by two messaging primitives: transmit message,
TXM (channel, parameters) and wait for message, WM (channel, parameters).
It a channel is empty, the process executing the WM will wait until o message is
available. If the channel is full, then the process executing the TXM will wait
until after a message has been removed from the channel. ‘Thus if the channel is
nat full, the TXM primitive is non-blocking. For cach channel a queue length of
0, 1 or n, has 1o be specified in the receiving process,

A billhoard condition is basically a global variable defined such that it can be
glabally read, as on a billboard, but can only be modified by ane of the processes
in the system. The primitives used to set and read system conditions are: et
svstem condition, STS (scpexpression), and read svstem condion.
RDsS {s¢gpe;). The STS primitive sets the system condition, s¢;, to the value
resulting from the evaluation of the expression. To avoid non-determinsm.
multiple updates of 4 system condition within + process nust be done i »
seyuential order. The RDS primitive assigns t the process condition, pej the
current value of the system variable, s

One can also access an environment condition, ecy, by using the read
environment condition, RDE ( ecppe), primitive which behaves in the sanwe way
as the RDS primitive. To use a system or an environment condition within a
proces, the value of that condition must first be axsigned to a process variable via
the proper read primitive. A process can also wait to receive data trom the
environment via the wait for evenr, WTE (channel, parameters) primiuve.
Messages and events can represent either pure synchronisation or the transter of a
dat stenus).

The basic set of primitives and control constructs defined above 1s cnough o
speaity miost systems. I order to smplify the peatication of certin systems.
PAL can be expanded to include additional prinitives or control conatriets, as
long s the “single input/single output” condition of structured systems 1s
nmantaned.  For example, the control  constructs select INp PN T
sonultaneous {py Upa 0. ..} and alternation Ipy Upai. . .j were found to be
uscful. The pxeudo code and graphical representations of these constructs are
shown in Figure 9. The select construct is similar to the one used in Ada. Each
path is examined for eligibility tu be executed, based on the tirst primitive in the
path and determined as follows: All reid (RDS, RDE) and set (STP, STS)
primitives are always cligible. The wait (WM, WTE) primitives are eligible if
there is a message in the specificd channel. The wansmit (TXM) primitive is
eligible if the specified channel is not full. An activity A; s eligible if there is an
available processor to execute it. OFf the alternatives that are eligible one path is
chasen non-deterministically for execution. If none are eligible, then the first path
to hecome eligible is selected. One could also define a guanded select construct in
which the guards, logical functions of process conditions, are first evaluated and
only the paths whose guards are open are checked for eligibility.

lect _— " .
XioXyr o Xn PuPp - Py PPy o Pk
end select end sim. end Wit

X, P P
X, P P
X Py P

Figure 9. Additional PAL control constaucts.

The simultineous and alternation constructs are basically variations of the
concwrency construct and are only specified for primitives (i.c. not expressions).
In the simultaneous construct, the start of executiun-of all the primitives within the
construct is delayed until all the necessary resources are available to allow them to
start simultaneously. The construct is considered completed when all the
primitives are executed. In the alternation construct, execution of each of the
primitives is sturted as resources become available. The construct is considered
complé(ed when the first primitive is finished exeaiting, all the others are purged.



4.2 A Npecilication Examiple — A Mobile Rohot

To show how PAL can he used, here we outline the first step in the
requirement specification of the controller of a mobile robo?® . The robot has o
navigate in a partially known environment and has two nuin types of sensors: A
prosuniy sensor that detects close objects and is used for alarm and for docking
purposes, and a range sensor that can deteet more distant objects and is used for
recalculation of path and obstacle avoidance. Bath sensors provide a temporary
waorld model that can be integrated with the main world model that contains all the
relevant information about the robot’s environment.

Atthe highest level, when the robot receives the command Go o A, it retrieves
A rough path as aset of steps from the world model, it computes the controls
needed to execute these steps one step at a time, and when it reaches point A it
executes a docking operation. Before transmitting the command to execute a step,
the controller checks if the step can be exeeuted using information received from
the world model. One way to specify the required operation of the controller is to
use four processes: movement control, prosimity sensor, range sensor and world
model all started by the event Go 1o A. The precedence relations of the constituent
subprocesses are shown in the process activity nets of Figure 10,
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Figure 10. High level specification ot a mobile robot

The next step is to define in detail each of the subprocesses. At this step one
also has to consider the synchrenization between the processes by including the
details of needed message exchanges between subprocesses. Note that beyond
the direct interactions as represented by the messages, these processes also
interact indirectly via the world image. When specifying the system one can start
up with a very rudimentary world model that will be refined as the robot moves
between different points.

5. Multiactivity Based Design Environment

In this section we shall outline the prototype based design methodology which
is highly suited for embedded systems, and indicate the feasibility of developing a
set of PAL based tools that can realise such prototypes.

5.1 Prototype Based Design

Because the environments of most embedded systems can ot be completely
charaterized nor controlled completely, the design ot these systems must rely
strongly on a “what-f™ type of thinking. Hence one has to use an interactive
development that can only be provided by prototyping. Another major reason for
adopting the prototype based design methodology is the fact that most embedded
systems have to meet safety requirements that can only be checked out
experimentally.  As indicated in Figure 11 the design pfoccss [LugB9] uses two
kinds of prototypes: A requirement prototype to check if the requirement
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specifications are complete and accurate (timing or other performance constraints
are ignored at this level), and a design prototype used (o cheek it all system
constraints can he met for all working conditions. As such, these prototypes are
used o check whether the specitications will meet problem requirements in terms
of behavior and performance respectively. Note that prototyping can only be used
to detect errors and not to prove their absence. Therefore, to provide the needed
confidence to users that the system works as intended, the prototypes have to he
casy to use and extendible to allow users to experiment widely and adapt them to

specific needs.
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5.2 PAL-Basad Design Tools

For the proper development of an embedded system, the application engineer
must be provided with a set of basic design tools which can be used as prototypes
in a well defined design methodology.  Such a tool set enables the computer
literate application engineer to go trom requirement analysis to complete design
specification. To demonstrate that one can have a complete multiactivity design
environment the following tools (really tool prototypes) have heen developed:

Extended PAL Editor [Chu90] — it allows the user to enter. modify and
integrate partial responses defined previously either as PAL expressions
or in pseudocode. To aid the user, the editor executes comprehensive
lexical and syntactical checks on the entered expressions and provides a
quick visual check by translating them into properly indented
pscudocade. A graphical module to gencrate process activity nets is
under development.

ML Venfier [Har8] — it is used for checking temporal correctness
(deadlock, starvation and other safety and liveness properties) of
interacting PAL processes. The verification method is based on the
model checking approach:; it checks if correctness properties, expressed
as branching time temporal logic formulae, are satistied on a global state
vraph representation of the system’s temporal behaviour.

PAL Simulator [San¥0] — it interprets PAL processes and runs them
assuming that the activities correspond to predetermined time delays. To
check whether the PAL processes are correctly specified, the simulator is
run assyming infinite resources (very large number of gencral purpose
activity_executors). To check if the system can meet the design
requirements {constraints), the user can specify the number and type of
activity executors, the allocation of activities to executors, a number of
activity scheduling schemes and can also simulate various types of
executor failures- The simulator also includes an event generator to
simulate the different types of external events.



5.3 Validation of Reyuirement Specifications

In the PAL-based design environment, validation of requirement specification
correspondds to examining whether the PAL expressions correctly specily the
required operation of the embedded system. - A indicated in Figure 12, this can
he done in three steps: 1) a lexical and syntax check of each of the PAL
expressions is done using the Extended PAL Editor, 2) safety and liveness check
of the interacting processes is done using the ML Verifier, 3) functional
correctness is checked by exercising the PAL expressions using the PAL
Simulator.
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Figure 12, PAL-based rerirement prototype
5.4 Design Phase

Design in the PAL-based design environmient corresponds to determining the
number anuf types of processors texecutors) and an activity to processor alloction
that allow the system o neet the specified constraints under all working
conditions. Bevause of the highly iterative and exploratory nawre of this phase of
the design. the required design prototyping tools must be versatile and easy to
use. The general organization of the PAL simulator, called SIMPAL, developed
for this purpose is shown in Figure 13. The controller past has the same general
organization as the multiactivity coordinator (shown in Figure $), but in addition it
includes a statustics compler, that generates for each simulation run, data on
I tmes, ¢ ing times, queue sizes, processor utilization, interprocess
communications, etc. The environment part allows the user to emulate the
environment and to introduce processor failures. The evens generator produces
user specified cyclic and probabilistic events to simulate the different working
conditions. The fault generator introduces user specified, immediate, prohabilistic
and cycelie failures in the exceutors. The man-machine interface allows for on-line
comnunds and display of various process and system statuses.
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Figure 13. SIMPAL — PAL-based design prototype

Using SIMPAL. the design specification of mutltiactivity system can he done
via a number of “what if” type experimentations. The nature of the required
explorations is highly application dependent; here we shall outline a simple four
step scheme that can be applicable to many embedded systems with soft time
constraints.

To illustrate the type of results that can be obtained using SIMPAL, we present
here some graphs derived from a simple example involving: two external events
(Eq, EI). three processes (P 1 P2 P3) and twenty four activities
U\‘. 1\2. e Az_‘).

* Step I: Determining the Required Number of Executors

This step represents a first rough estimate of system’s responsiveness to
events, and can be done in two main ways. The simplest way is to simulate the
system assuning that all events start at the samie tinke and check process execution
umes, as indicated in Figure 14, or to plot response lateness as a function of the
number of executors. In this test one generally assumes that each executor can
execute all activities and that activity scheduling is done on a first-come first-
served basis. Figure 14 indicates that a good first choice is four activity
executors, since respanse execution times are not improved by using more then
four. Although this test might look too pessimistic, it does not represent the
worst-case conditions as it does not take into cansideration dynamic occurrences
of events; a new event can oceur before the previous respanse is completed.
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Figure 14. Process execution times as i function of number of exectitors

An alternate way is to do an individual analysis of the exccutors needed to meet
the timing requirements for each event. An initial estimate of the total number of
exccutors is obtained by combining the individual requirements taking into
account the various event concurrencies. In both of the above approaches.
specialized executors may have w be included o execute particular activities.

* Step 2: Checking System Responsiveness

In this step, using the number of executors determined in the previous step,
one checks system responsiveness parameters such as, lateness of responses,
percentage of events missed, event queue sizes, ete. (see Figure 15 on the next
page) by varying the probability ot occurrences of probabilistic events and/or the
period of cyclic events. The major difficuity is to cover all the system working
conditions propetly and to interpret the results correctly.

These graphs indicate that this system. assuming soft time constraints, will
perform reasonuihly well if the probability of occurrence of Event () is 15% or
less. That is, there wilt be few late responses and no events will be thissed if the
yueue size of Event (} is set to 10.

This step, generally involves a large number of simulations, as these systems
have many parameters that have to be considered one at a time. Fusthermore, as
many of the évents are probabilistic (as asxumc_d here for Event 0), the simulation
runs have to be quite fong in order to provide meaningful results. Because of
these reasons it becomes quite important that the number of executors determined
in step | should be realistic.
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* Step 3 Fine Tuning the System

When tine tuning a system there are a number of parameters such as: the
capabilities and/or the speed of the executors, executor wilization, allocation of
activities to executors, scheduling schenie used. ete., that should be considered.
Figure 16 shows two examples: response lateness versus executor power and
executor utilization (given that all executors are the same).
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Figure 16. Some fine mning parameters
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These graph indicate that system responsiveness can be improved either by
increasing even slightly the capabilitics of the of the activity executors or by
shifting some of the activities from activity executors 0 and 1.

* Step & Reliability Considerations

In most embedded systems, there are a number of additional characteristics that
should he considered during the design phase. One of the most imiportant
characteristics of embedded systems is celiability. SIMPAL has built-in facilities
for the generation of executor failures, with variable recovery and detection times.,
during simulation. Since activities are rescheduled immediately upon the detection
of a failure, one can check system degradation for both different failure rates and
recovery mechanisms. Intermittent failures are simulated by setting the recovery
time to zero. As an example. Figure 17 shows the etfect of failure rates of an

executor on the lateness of a response at two different event rates (here Event () is
assumed to be cyclic).
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Figure 17. Lateness of response as & function of processor faifure and
event agrival rates

In SIMPAL. it is also possible to specify that eritical activities have 1o be run
redundantly and check the conresponding loading on the system resoturees. For
example, Figure 18 indicates that triple modular redundancy (FMR) can be
mtraduced, in the given response, just by adding one more processor. Because
the restart of large activities involves longer delays, it is interesting to ohserve the
combined eftect of activity granularity and executor tailures. Figure 19 shows
such an example where some of the larger activities were partitioned into smaller
activities. Since the activity paritioning generally means more communication,
thus figure also includes communication overheads as a parameter. The graphs
mddicate that the comnumnication overheads can diminish the advantages obtained
by partitioning lirge activities.

Lateness Using Redundasicy  No Faluress

200 .
150 \
TMR with 4 Lixecutors
100 ’
VLue 50 Ik Without Redundancy .
0 + N .\ :
J. - TN
0L TMRwith S und o Executo
180 200 120 30
Frequency of Bvent 0
Figure I8. The effect of TMR on response liteness
Lateness wath Vanous Conunmincatton Overheads
Ongml xnvioes
250
xno
150
% Lae 100
50
1]
50 -
- [+] 0.005 uol 0015 0.02
- Pailure Rare

Figure 19. Lateness of response as a function of processor failure rate, activity
partitioning ard communication overhead



These praphs represent only a sample of the simulation data that can be
abtiined during this phase of the design. SIMPAL is a fully “instrumented”™ (one
can log all types of information) simulator that allows the designer to experiment
widely by analysing the effects of the pertinent design altematives.

5.5 Review of the Multiactivity Design Methodology

Based on the abave, we can now tormulate the following multiactivity design
methodology of embedded systems:

Requirement Specification — Based on the requirement analysis the
application engineer specifies the system as a set of responses using PAL
tas a set of PAL expression or in pseudo code).

Requirement Validution — The PAL-based specification is validated using
the Extended PAL Editor. PAL Verifter and ML Simulator (as outlined in
Section 5.3).

Design Specification and Verificanon — Based upon an estimate of
activity execution times, the number and type of activity executors with an
activity to executor allocation is obtained using SIMPAL (as outlined in
Section 5.4).

Inplementation. — The system hardware is implemented as a centrally
coardinated system (as outlined in Section 3.2), the multiactivity exccutive
toutlined in Section 3.1) and the PAL expressions are loaded into the
coordinator, and the activity code is written,

From the above it can be seen that all the above steps, except the Last, can be
done by application specialists using the PAL-hased tools outlined previously. For
the Tast step one may need the help of hardware and software technicrans.

6, Conclusions

In this paper we presented the multiactivity paradigm in which the operation ot
embedded computer systems s viewed as a set of activities whose execntion 1s
coordinated in such a way as to praduce the required responses to the vartous
events in their environment,

* In terms of system specitication, this implies that event responses are to
he specitied ax sets of activities with given precedence relations.

* In tenms of system design this implies that in the implementution there is
separation between system resources (the activity executors) and resource
nunagenwent (activity coordination).

To support system specification we have introduced the process activity
language, a high level executable specification language. We also indicated the
feasibility of developing a number of easy to use PAL-based design tools: an
editor, a verifier and a simulator. Finally we demonstrated that these tools form a
prototype-based design environment that can be used by a computer literate
application specialist, both for the traditional task of developing the requirement
specification and tor developing the design specification for an embedded system:
thus climinating the need for a computer engineer in the design cycle. The
prototype based design also allows the application engineer to verify each step of
the entire design cycle. What remains is to extend the capabilities of these tools
and make them more user friendly.

This paper has two main contributions: First, the basic observation that all
wark has two main constituents: the “what” part specifying the activities that have
to he done, and the “when™ part defining the ordering relations in which these
activities have to be executed to obtain the proper results. Second, the
development of a comprehensive design environment based on a comimon view;
that of the application specialist. This allows the use of problem-specific: intuition
through the whole design process. Also the proposed design methodology fits
present-day technology in that it allows the designer of complex systems not only
1o Jo component development but to concentrate on system integration.

‘The other distinguishing features of the multiactivity paradigm outlined in this
paper are the following. First, it does not concentrate solely on software design,
like the other CASE toals in this area, but also formulates the required hirdware
platform, which is critical in embedded systems [LR92]. Second, it permits an
extensive analysis of the execution behavior of the total system. Finally, it allows
the designer to investigate various fault tolerance characteristics and to include
safety features in the embedded system.

The multiactivity-based design methodology, like most modern design
schemes, allows for software reusability. For a given application, one can have a
library of basic activities and/or templates of standard responses, that can he
reused. The multiactivity paradigm does not compromise the designer’s ability to
specily dynamic hehavior so as ta permit software reusability. On the contrary, the
primary goal is to provide an application specialist with an environment which
supports intuitive — response oriented — view of embedded systems. This is in
contrast to the ohject oriented approach, which provides casy software reusability
and satisties other software engineering requirements, but forces an application
specialist to aceept a view of embedded systems which may be unnatural to him,
and worse, makes it hard to specify and test dynamic behavior.

Altheugh the multiactivity paradigm and the associated tool set was developerd
for the design of embedded systems, we found the basic ideas applicable to other
event-driven systems. We used the same principle to define highly modular
microprogrammed control units, for both general and special purpose CPU's
[VKS2, KPX4 and MKR7] and to design multiple microprocessor systems
IKri79, CKX3. FK83a, FK83b and KJ86]. Furthenmore, the multiactivity design
methadology presented in this paper s applicable with minor moditication to
tlexible nmanutacturing systems [PKGPR6, KHLSS, Kn9$ and Knv3).
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