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Abstract

Internet of Things (IoT) is a promising and thriving technology that incorporates a
variety of smart devices that provide enhanced services for remote communication and
interaction between humans and physical items. The number of deployed IoT devices will
increase to 41.6 billion in 2025, as predicted by International Data Corporation. With
such a large population, assaults on IoT networks will harm a vast number of users and
IoT devices. In light of this, we explore security from physical and network viewpoints
in this thesis. To preserve privacy in IoT environment, this thesis begins by proposing
RASA, a context-sensitive access authorization approach. We evaluate the promise of
RASA-generated policies against a heuristic rule-based policy. The decisions of the RASA
and that of the policy are more than 99% consistent.

Furthermore, not only physical attacks but also cybercrimes will threaten IoT networks;
consequently, this thesis proposes various Network Intrusion Detection System (NIDS) to
identify network intrusions. In this thesis, we firstly examine traditional attacks in the
NSL-KDD dataset that can impact sensor networks. Furthermore, in order to detect the
introduced attacks, we study eleven machine learning algorithms, among which, XGBoost
ranks the first with 97% accuracy. As attack tactics continue to evolve, Advanced Persistent
Threat (APT) poses a greater risk to IoT networks than traditional incursions. This thesis
presents SCVIC-APT-2021 to define a APT benchmark. Following upon this, an ML-based
Attack Centric Method (ACM) is introduced achieving 9.4% improvement with respect to
the baseline performance.

This thesis proposes a Combined Intrusion Detection System (CIDS) that takes network
and host information into consideration to reduce data noise and improve the performance
of IDS. Two new CIDS datasets, SCVIC-CIDS-2021 and SCVIC-CIDS-2022, are generated.
We further propose CIDS-Net to incorporate network and host related data. CIDS-Net
boost the macro F1 score of the best baseline by 5.8% (up to 99.95%) and 5.1% (up to
91.3%), respectively on the two datasets.

Besides of detection performance, timely response is considered as a critical metric of
NIDS. This thesis introduces Multivariate Time Series (MTS) early detection into NIDS
. We form TS-CICIDS2017 which is a time series based NIDS dataset and a new deep
learning-based early detection model called Multi-Domain Transformer (MDT) is proposed,
resulting in a 84.1% macro F-score with only few of the initial packets. To reduce the size of
NIDS inputs, this work proposes a deep learning-based lossy time series compressor (Deep
Dict) to achieve a high compression ratio while limiting the decompression error within a
desired range. As demonstrated by the results, Deep Dict outperforms the compression
ratio of the state-of-the-art lossy compression methods by up to 53.66%.
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5.3 CIDS-Net; ŷn , ŷef and ŷem stand for the outputs of network encoder, event
feature encoder and event message encoder respectively;f n� enc, f ef � enc and
f em� enc denote the deep learning encoder for network features, event features
and event messages. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

5.4 CIDS-Net using ML Aggregator. Solid lines stand for the data 
ow, and
dashed lines represent an ML/DL model as the output of a process.X tr is
the training set data; ytr is the training set label, andX te is the test set data 82

5.5 The 
owchart for experiments and creating datasets. . . . . . . . . . . . . 83

5.6 The change of CIDS (using FFN as network encoder and aggregator) macro
F1 score along with the number of the network encoder's layers and neurons 90

5.7 CIDS Confusion Matrix when Host-based features are given and not given 100

6.1 Time Series Representation of Network Flow Meter Features . . . . . . . . 104

6.2 MDTransformer Architecture . . . . . . . . . . . . . . . . . . . . . . . . . 106

6.3 Multi-Domain Multi-Head Attention (MD-MHA) . . . . . . . . . . . . . . 106

xii



6.4 MDT Using ML Classi�er . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

6.5 Visualization of the TS-CICIDS2017 Dataset . . . . . . . . . . . . . . . . 108

6.6 F-score Under Varying Number of Packets . . . . . . . . . . . . . . . . . . 111

6.7 F-score Under Varying Durations . . . . . . . . . . . . . . . . . . . . . . . 111

7.1 Overview of Deep Dict . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 118

7.2 Detailed Architecture of the Decoder of Deep Dict . . . . . . . . . . . . . 118

7.3 Detailed Architecture of Multihead Attention with Relative Positional En-
coding . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

7.4 Intuitive Example of Uniformed Quantization . . . . . . . . . . . . . . . . 121

7.5 The example function ofR(r i � sj ), where sj = 0, jxj = 200, b = 10 and
� = 0:1 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124

7.6 Illustration of QEL behavior . . . . . . . . . . . . . . . . . . . . . . . . . . 124

7.7 An example of QEL e�ect . . . . . . . . . . . . . . . . . . . . . . . . . . . 126

7.8 Comparison of L1, L2/MSE, and QEL under barcrawl univariate dataset 129

7.9 Comparison among di�erent architectures of decoder on univariate datasets 130

7.10 The e�ect of b on compression ratio; synthetic dataset (43,000,000� 5) is
used. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135

7.11 The e�ect of batch size on compression ratio; synthetic dataset (43,000,000*5)
is used. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

7.12 The e�ect of window size on compression ratio; synthetic dataset (43,000,000
� 5) is used. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137

7.13 The change of compression ratio with the number of dimension of data;
synthetic datasets are used which has the same length (43,000,000). . . . . 138

7.14 The e�ect of the number of layers on compression ratio; synthetic dataset
(43,000,000� 5) is used. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 139

7.15 The e�ect of dmodel on compression ratio; synthetic dataset (43,000,000�
5) is used. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140

7.16 The e�ect of jcj on compression ratio; synthetic dataset (43,000,000� 5) is
used. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

xiii



List of Tables

1.1 Transmission Duration and The Number of Packet of Di�erent Type of
Payloads. The Target Machine (Windows Server 2012 R2) is Exploited via
PsExec from Metasploit. (PSExec needs extra 88 packets for 2.13s) . . . . 8

2.1 Access Control Schemes Comparison . . . . . . . . . . . . . . . . . . . . . 16

2.2 Comparison of existing APT Datasets and the new SCVIC-APT-2021 dataset 20

2.3 Summary of Datasets that Contain Network and Host Data . . . . . . . . 20

2.4 Summary of Related Work of NIDS and Early Detection . . . . . . . . . . 24

2.5 Summary of Lossy and Lossless Compressors . . . . . . . . . . . . . . . . 25

3.1 Action Log Examples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.2 Map Cluster Risk Values to Risk Levels . . . . . . . . . . . . . . . . . . . . 38

3.3 DBSCAN Result using Duration-based Features . . . . . . . . . . . . . . . 45

3.4 DBSCAN Result using Frequency-based Features . . . . . . . . . . . . . . 48

3.5 DBSCAN Result using Combined-based Features . . . . . . . . . . . . . . 48

3.6 Comparison between Policy and DBSCAN result using Frequency-based
Features . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3.7 Comparison between Policy and DBSCAN result using Duration-based Fea-
tures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.8 Comparison between Policy and DBSCAN result using Combined Features 51

4.1 IoT Network Node Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.2 Accuracy, Precision, Recall and F-Scores . . . . . . . . . . . . . . . . . . . 60

xiv



4.3 TP, RF, MCC, and AUC of ML Algorithms . . . . . . . . . . . . . . . . . 60

4.4 Performance of Unsupervised Algorithms . . . . . . . . . . . . . . . . . . . 62

4.5 APT Attack techniques used in SCVIC-APT-2021 . . . . . . . . . . . . . . 63

4.6 SCVIC-APT-2021 Dataset Class Distribution . . . . . . . . . . . . . . . . 63

4.7 SCVIC-APT-2021 Dataset Baseline Results; AB: AdaBoost; GB: Gradient-
Boost; DT: Dicision Tree; XGB: XGBoost; W Avg: Weighted Average F1;
M Avg: Macro Average F1 . . . . . . . . . . . . . . . . . . . . . . . . . . 69

4.8 Examples of Important Features of Attack Types . . . . . . . . . . . . . . 72

4.9 DAPT2020 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

5.1 Example of Parsed Windows OS Logs . . . . . . . . . . . . . . . . . . . . . 77

5.2 SCVIC-CIDS-2021 Class Distribution . . . . . . . . . . . . . . . . . . . . . 85

5.3 SCVIC-CIDS-2021-Reduced Class Distribution . . . . . . . . . . . . . . . . 85

5.4 SCVIC-CIDS-2022 Class Distribution . . . . . . . . . . . . . . . . . . . . . 86

5.5 Experimental Settings . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 87

5.6 Machine learning methods results of SCVIC-CIDS-2021-Reduced when only
network-based features are used (Baseline Results) . . . . . . . . . . . . . . 87

5.7 CIDS-Net results on SCVIC-CIDS-2021-Reduced using FFN as aggregator
and identity, FFN, and TabNet are utilized as network encoder . . . . . . 88

5.8 CIDS-Net network encoder performance of SCVIC-CIDS-2021-Reduced and
FFN, and TabNet are utilized as network encoder . . . . . . . . . . . . . . 89

5.9 CIDS-Net results of SCVIC-CIDS-2021-Reduced using Decision Tree aggre-
gator and identity, FFN, and TabNet are utilized as a network encoder . . 91

5.10 Machine learning methods results of SCVIC-CIDS-2021 when network-based
features are used (Baseline Results) . . . . . . . . . . . . . . . . . . . . . . 93

5.11 CIDS-Net results of SCVIC-CIDS-2021 using the proposed machine learning
aggregator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

5.12 Machine learning methods results of SCVIC-CIDS-2022 when only network-
based features are used (Baseline Results) . . . . . . . . . . . . . . . . . . 95

5.13 CIDS-Net results of SCVIC-CIDS-2022 using the proposed machine learning
aggregator . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96

xv



5.14 The E�ectiveness of Adding Host-based Features . . . . . . . . . . . . . . 99

6.1 A General Description of Traditional NIDS Feature Extractors . . . . . . . 105

6.2 Comparison of Detection Performance, Earliness (E) and Duration-based
Earliness (DE) among Proposed Method and Related Studies; ACC: Accu-
racy; DR: Detection Rate . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

6.3 Earliness and F-score for each method and dataset; E: earliness; DE: Duration-
based Earliness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

7.1 Notation Table . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

7.2 Datasets Description . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127

7.3 Compression ratio comparison on UTS among CA, SZ, LFZip, and Deep
Dict, under 0.1 MaAE. Red Indicates L1 is superior than QEL, green indi-
cates that QEL is better than L1, and orange indicates the boost from RPE
(using QEL as loss). Imp.: Improvement compared to the best baseline
methods. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 128

7.4 Compression ratio comparison between univariate and multivariate mode
under 0.1 MaAE. Uni.: Univariate mode; Mul.: Multivariate mode; Imp.:
The improvement of multivariate mode compared to univariate mode . . . 128

7.5 Transferability; NTL: Non-Transfer Learning; TL: Transfer Learning; Imp.:
Improvement between TL and NTL in terms of compression ratio . . . . . 131

xvi



List of Abbreviations

6LoWPAN: IPv6 over Low -Power Wireless Personal Area Networks

A/RPE: Absolute/Relative Positional Encoding

AB: AdaBoost

Acc: Accuracy

ACFS: Attack Centric Feature Selection;

ACM: Attack Centric Method

APT: Advanced Persistent Threat

AUC: Area Under the Curve

BN: Bayesian Network

BTAE: Bernoulli Transformer AutoEncoder

CIDS-DFF: CIDS Dataset Formation Framework

CIDS: Combined IDS

CNN: Convolutional neural network

CoAP: Constrained Application Protocol

CR: Compression Ratio

CRV: Cluster Risk Value

xvii



DBSCAN: Density-Based Spatial Clustering of Applications with Noise

DC: Domain Controller

DDoS: Distributed Denial of Service

DoS: Denial of Service attack

DSR: Diagonal Softmax Regression

DT: Decision Tree

EM: Expectation Maximization

FFN: Feed Forward Network

FN: False Negative

FNN: Feed-Forward Neuron Network

FP: False Positive

HIDS: Host-based IDS

IAT: Inter-Arrival Time

IDS: Intrusion Detection System

IoT: Internet of things

MaAE: Maximum Absolute Error

MCC: Matthews Correlation Coe�cient

MD-MHA: Multi-Domain Multi-Head Attention

MDT: Multi-Domain Transformer

NB: Naive Bayes

NIDS: Network-based IDS

xviii



OS: Operating System

PCAP: Packet Capture

PoD: Ping of Death

QEL: Quantized Entropy Loss

R2L: Remote to Local

RASA: Risk-Aware Smart Access Control

RF: Random Forest

RNN: Recurrent Neuron Network

RPL: Routing Protocol for Low-Power and Lossy Networks

SVM: Support Vector Machine

TN: True Negative

TP: True Positive

TS-NFM: Time Series Network Flow Meter

U/MTS: Uni/Multi-variate Time Series

U2R: User to Root

VPN: Virtual Private Network

WSN: Wireless Sensor Network

XGB: XGBoost

xix



List of Symbols

C : The coe�cient matrix used for generating synthetic dataset

CLoss : CIDS-Net's loss function

CDur
ai ;b j

: Duration-based Normalized Coupling Values

CFreq
ai ;b j

: Frequency-based Normalized Coupling Values

D : A distance matrix whered�;j = r � � sj

Dur ai ;b j : Duration of the occurrence ofai , and bj

Ek : The kth event which is de�ned as a collection of the elements from various set

FA ;B
n : The coupling Feature

Freq ai ;b j Number of timesai , and bj occur together

H : The objective function which calculatesr 's quantized entropy

P : A di�erentiable function used to replace p

Ppl ; Dev ; Doc ; Loc : Users, Devices, Documents, Locations

R Dur
ai ;b j

: Risk of Duration-based Normalized Coupling Values

R Freq
ai ;b j

: Risk of Frequency-based Normalized Coupling Values

S : A collection of unique values ofrq

� ai ;b j (k) : Coupling distribution

� : User speci�ed Maximum Absolute Error

xx



x̂ : The time series predicted by BTAE model

^yef : The output of host feature encoder

^y em : The output of host message encoder
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Chapter 1

Introduction

Due to rising cybercrime incidents (such as seizing control of industry hardware and smart
lights, or recording videos of personal locations), security of Internet of Things (IoT) sys-
tems has gained attention in recent years [14]. In order to provide comprehensive defense,
this thesis aims at protecting security issues in IoT environments from physical threats and
network intrusions. Access to a resource may be given or denied based on the context in
which the request is made, including the cyberphysical environment. Therefore, this thesis
proposes an unsupervised method for identifying illicit medical access. As a key secu-
rity mechanism against network attacks, Machine/deep learning-based Network Intrusion
Detection Systems (NIDSs) have been thoroughly studied. We enhance NIDSs from sev-
eral angles, including the construction of �ve NIDS datasets, detection performance, and
quick response. This thesis begins by examining the impact of classic attack approaches
(e.g., TCP/UDP 
ood) on modern IoT systems and networks; the �ndings indicate that
some of the attacks are still valid. Therefore, we generate the NIDS dataset by executing
NSL-KDD intrusions on IoT networks and identify them using various machine learning
methods. As the strategies of attackers continue to evolve, not only are conventional in-
trusions probed, but Advanced Persistent Threats (APT) pose an even greater risk to IoT
devices and networks. This thesis creates an APT NIDS dataset and proposes a new en-
semble approach to enhance the detection performance against APT attacks. Even with
sophisticated ML models, conventional and APT intrusions might be di�cult to identify.
Some benign and incursion tra�c may share the same network characteristics, therefore
extra information, such as host-based data, is necessary to increase detection accuracy and
reduce data noise. This thesis proposes a Combined Intrusion Detection System (CIDS)
to incorporate network- and host-based information.

In addition to detection performance, defence speed is an essential parameter for eval-
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uating IDS. Conventional 
ow-based NIDSs gather network packets over a rather lengthy
time window (i.e., 2 minutes for CIC-IDS-2018). To identify intrusions as quickly as fea-
sible, we thus de�ne network invasions as time series and detect intrusions using a small
number of packets. In addition, rather than extracting arbitrary characteristics from pack-
ets, this thesis develops a model based on deep learning to automatically obtain features
for improved detection performance. Although expressing network 
ows as time series can
have multiple bene�ts, storing and sending such a large quantity of data can be expensive;
hence, this thesis presents a lossy time series compressor to dramatically reduce data size.

As this thesis improves IoT security from various viewpoints, the sections that follow
describe these enhancements in depth.

1.1 Machine Learning-based Authorization in Cyber
Physical System

Whether access should be granted to a resource may depend upon the context in which the
access is attempted, including the cyberphysical context. For example, a physician may
have a legitimate need to access a patient's private health information (PHI) on a mobile
display screen while in a private consultation room, but it might be important to lock out
the access if the physician wheels the display into the hallway, or if a di�erent patient is
moved into the shared room. Failure to lock out could lead to leaking PHI to other people
who the patient has not consented to allow access to. In such cases the identity of the
accessing physician has not changed, nor has the physician'srole changed with respect to
the patient. The concern is thus unrelated toauthentication and static userroles. Instead,
it is an issue of context-dependent or context-sensitiveauthorization.

Recently, context-aware security approaches have gained signi�cant attention, and there
have been several studies around inferring and understanding contexts. But even state-
of-the-art access control mechanisms for cyber-physical systems may lack the generality
or 
exibility desired to con�ne access authorization to dynamic cyberphysical context,
or they otherwise burden the access policy administrators with having to tediously and
continuously de�ne every context, set the appropriate access restrictions, and understand
the resulting policy well enough to assess the residual risks left by the policy. For exam-
ple, methods for de�ning geofencesmay be used to de�ne physical contexts for de�ning
context-dependent access policy, but many geofencing access policies utilize geofences only
for authorization decisions, and physical location is one contextual factor a�ecting autho-
rization risks. For example, a phone may lock when moved out of its "home" geofence, but
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unlocking restores all prior access, it is only used for context-dependent authentication.

A general framework and approach is required for e�ective context-dependent autho-
rization policy management. Core concerns in any such context-dependent authorization
regime is de�ning the contexts in which authorization decisions di�er, identifying and quan-
tifying risks for those contexts, and then using the derived risk model to create appropriate
access control decisions. Given that contexts may change over time, an additional burden
is tracking these changing contexts over time. A problem that is not yet well addressed are
e�ective methods for automatically helping de�ne and maintain context-dependent autho-
rization policies, i.e., inferring the contexts, risk models, and access decision boundaries.

This thesis introduces a framework named Risk-Aware Smart Access (RASA) to learn
authentication policies from examples of routine access. RASA begins with the observation
that if , in normal practice, responsible actors access information they have ordinary access
to only in those contexts in which the need access, and that they take care to guard against
known risks. In such cases, even if an existing access control policy is not context-sensitive,
responsible actors e�ectively �ll in the missing contextual access conditions through their
choices and actions, and these can be used to infer a baseline context-dependent access
control policy. In a sense, they can program the context-dependent access conditions by
demonstration. RASA uses coupling of access actions to identify patterns of access, clusters
the actions, associates these coupling-de�ned features to risk scores, and then de�nes access
boundaries based simply on these risk scores. To the best of our knowledge, no prior work
exists for similar automated policy inference based on mapping inferred contexts onto risk
levels.

The thesis evaluates the general promise of the approach in a simulated in-person
healthcare environment. This use context is cyberphysical, and one where ensuring strong
access boundaries{even for fully authenticated users{are critical for protecting sensitive
PHI. Nearly 90% of participants, in a health care survey reported by the Ponemon In-
stitute, have been a�ected by data leakage in the past three years [112]. Furthermore,
inappropriate use of devices that handle sensitive document by internal employees has led
to the breach of 4.5M patient records in 2015 [75]. Intelligent approaches to such security
may be increasingly important [175], and not all risks are due to remote attackers{shoulder
sur�ng in a shared patient room, for example. The context-dependent appropriateness of
PHI access serves as a suitable test of cyberphysical context dependencies.
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1.2 Intrusion Detection in IoT Networks

Several researchers have tackled the applicability of machine learning (ML) algorithms
to detect security breaches and attacks on IoT networks. The study in [214] presents a
comprehensive survey of ML algorithms for IoT security. Due to the lack of IoT intrusion
datasets, a common strategy used in many studies is to use o�-the-shelf datasets to inject
malicious tra�c into IoT networks [173] where the NSL-KDD dataset is directly used
to test proposed Intrusion Detection System (IDS). Nonetheless, it is not viable to use a
trained model to detect attack patterns in an IoT setting since regular tra�c characteristics
and attack patterns in IoT networks di�er from those in Ethernet-based networks [12].
Researchers explore the available ML algorithms to detect network intrusion datasets in
a non-IoT context, and implement routing attacks in IoT environments. However, well-
known attacks like DoS and probe still threaten IoT networks.

Contiki-NG is an open source operating system for resource limited devices. It o�ers the
cross-platform bene�ts, and supports low power communication standards, such as IPv6/
6LoWPAN, 6TiSCH, RPL, and CoAP. Contiki-NG provides multithreading and optional
preemptive multithreading based on protothreads to enhance resource allocation [67]. One
of the major contributions of this thesis is to examine Contiki-NG when facing attacks
from an open benchmark such as NSL-KDD. Thus, UDP, TCP/IP, and 6LOWPAN are
carefully investigated to �nd the exact source that causes the vulnerabilities. The Contiki-
NG operating system also provides a simulator called Cooja to help researchers simulate
devices and networks, reducing the time and �nancial cost of experiments. Cooja supports
simulation including MAC, network, and application layer protocols, and integration with
external tools to provide additional information, such as battery consumption, network
interference, and network topologies. This work utilizes Cooja analyzer to collect packet
information and PCAP �les on a Contiki-NG-based network. Based on the observations
above, we investigate the vulnerabilities in Contiki-NG operating systems in IoT networks,
and introduce attack types in the NSL-KDD dataset into a Contiki-NG-based IoT network.

In addition to classic intrusions, during the last decade, an increasing number of busi-
nesses and organisations have been attacked by a series of network assaults named Ad-
vanced Persistent Threat (APT) [45]. APT attacks aim to in�ltrate the internal networks
of governments and organisations in order to ex�ltrate sensitive data and information. The
APT initiators are well-organized and pro�cient in a variety of network attack techniques
and resources. They aim for the con�dential data of high-value targets such as governments
and high-tech �rms. APT's data leakage results in increased strategic errors and economic
losses for victims. Although personal information may become one of the APT's rings, it
is no longer the primary goal as it is in conventional network intrusions [97]. With this in

4



mind, we create a new APT NIDS dataset and propose an ensemble algorithm to detect
it.

1.3 Combined Intrusion Detection System

With the increasing expansion of networks and communications, Intrusion Detection Sys-
tems (IDSs) have become an important research �eld to protect digital assets and critical
infrastructures [99]. Extensive research has established the e�ectiveness of IDS under two
categories based on the source of data: Network Intrusion Detection System (NIDS) and
Host Intrusion Detection System (HIDS) [162].

NIDSs are devices or software distributed at tactical locations to monitor networks
and detect hostile behaviors that raise security alerts [191]. NIDS work
ows typically
consist of three steps: sni�ng network packets, extracting features from network tra�c,
and detecting intrusions [203]. Network tra�c can be provided in two formats by NIDS:
packet-based or 
ow-based [191]. Packet-based features summarize the status of individual
packets, whereas 
ow-based features calculate the sample statistics of packets sharing a
common property observed within a time window, such as the mean value of the number
of bytes in a network 
ow [63]. The detection tool of an NIDS can be either human-written
policies or machine/deep learning engines which can mine patterns from large volumes of
network data. HIDSs, on the other hand, identify attacks via analyzing data from servers
and end user devices such as system logs, system calls, registry keys and �le systems [116].
Extensive research has been conducted on both NIDS and HIDS, and substantial machine
learning models have been proposed to decrease bias and variation in order to improve
detection performance.

When Machine Learning (ML)-based IDS is leveraged, even the best ML models cannot
circumvent data noise, and that any model will ultimately reach its theoretical limit as a
result of data noise. This can be analytically shown by decomposing ML errors [113].
Therefore, integrating the feature and data from various domains is one of the potential
solutions to address this fundamental issue.

Nevertheless, since datasets including both the network and host-based data are scarce,
few research concentrate on the integration of these dissimilar features [191]. This thesis
mitigates the scarcity of CIDS dataset by proposing an framework which can integrates
network and host based data. Furthermore, a deep learning based network is proposed to
detect intrusion using both network and host-based features.
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Figure 1.1: Dataset Generation Flow Chart
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1.4 Early Detection for Network Intrusions

A NIDS typically builds on a three-step work
ow: collecting network packets to construct

ows, extracting features, and making decisions [152]. Numerous machine/deep learning
models have been proposed, achieving remarkable detection performance with the rapid
response; however, the process of 
ow formation and feature extraction requires relatively
long time to accumulate distinguishable features; for example, 
ows are collected within
a 2 minute and 1 minute time window on CICIDS2017 [202] and UNSW-NB15 [166],
respectively. As a result, a substantial amount of malicious tra�c (particularly Advanced
Persistent Threat (APT) tra�c) are detected after it reaches target systems [45]. APT
attacks or penetration tests typically involve the execution of malicious payloads, which is
one of the crucial steps of an APT attack. Table 1.1 summarizes the number of packets
and time required to execute the common payloads. Due to the powerful functionalities of
meterpreter payloads (a well-known payload for penetration tests), they need more packets
and time to establish communication tunnels, and shell / PowerShell payloads require only
10 packets in 0.1s to execute. However, in conventional NIDS con�gurations, even if a
meterpreter is utilized, attackers have su�cient time to conduct post-in�ltration activities
(such as data collection or lateral movement) before being discovered. Early detection,
which is de�ned as categorising using the front subsequence of a time series, could be ideal
to address timeliness in conventional NIDS. An essential metric is earliness, which is the
length of the subsequence utilised for classi�cation over the length of the time series. In the
context of NIDS, earliness is the ratio of the number of packets used for intrusion detection
to the total number of packets in a 
ow. As seen in Table 1.1, the duration of network
intrusion executions is also crucial. Consequently, we propose a duration-based earliness,
which is de�ned as the duration of packets throughout the duration of a 
ow.

This work introduces early detection into the NIDS �eld, allowing NIDSs to detect
intrusions before they reach target systems completely, putting NIDSs one step ahead
of attacks. With this in mind, this study begins by proposing a novel framework for
representing network 
ows as multivariate time series named Time Series Network Flow
Meter (TSNFM). Additionally, a new early detection model, Multi-Domain Transformer
(MDT), is proposed with the goal of signi�cantly improving NIDSs' earliness without
losing detection performance. As illustrated in Fig. 1.2, a conventional NIDS detects
intrusions after the entire 
ow has been formed, whereas our proposed Network Intrusion
Early Detection System (NIDES) is capable of detecting intrusions with only the �rst few
packets, providing su�cient time for other security mechanisms (e.g., �rewalls) to cut o�
malicious tra�c before they arrive and damage target systems.
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Table 1.1: Transmission Duration and The Number of Packet of Di�erent Type of Payloads.
The Target Machine (Windows Server 2012 R2) is Exploited via PsExec from Metasploit.
(PSExec needs extra 88 packets for 2.13s)

Payload Type Connection Type Num of packets Duration (s)

meterpreter

bind tcp 437 2.33
reversetcp 454 2.34
reversehttp 267 31.80
reversehttps 563 31.41

shell
bind tcp 12 0.78
reversetcp 10 0.10

powershell
bind tcp 11 1.70
reversetcp 10 0.10

Figure 1.2: An Illustrative Comparison of a Conventional NIDS and an Early Detection
IDS
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1.5 Time Series Compression for NIDS Data

As we discussed in the last section, describing network 
ows/intrusions as time series can
have various advantages; nevertheless, massive amounts of time series data are created,
stored, and communicated as a result of the generation of IoT networks, and scienti�c
research [235]. Transmitting such a large amount of time series can be costly in terms of
network bandwidth and storage space [87]; consequently, many studies focus on compress-
ing time series data with a high compression ratio [33]. Data compression can be roughly
classi�ed to two categories: lossless and lossy compression [47].

Lossless compression permits 
awless recovery of the original time series such as bzip
[192] and Sprintz [33]; nevertheless, the compression ratio of lossless compressors is rel-
atively lower then lossy compressors [102]. Because of the intrinsic noise of time series,
lossy time series compression can achieve a considerably higher compression ratio without
compromising downstream tasks [65]. As lossy compression introduces errors to decom-
pressed time series, it is important for lossy compressors to contain error-bound/distortion-
constraint mechanisms to balance compression ratio and decompression errors [114].

AutoEncoder (AE) [27] is one of the important lossy time series compression techniques
[196]. An AE encodes time series data as latent states with real-values and decodes them
as prediction [222]. Compressed latent states are one of the major overheads of compressed
data [217]. This work addresses the potential of encoding time series into Bernoulli dis-
tributed latent states rather than real-value latent states in order to drastically reduce the
size of latent states and improve compression rate. In addition to AE, prediction-based
compressors typically employ regression losses such as L1 and L2 [41]. This study identi-
�es the issue of traditional regression losses and formulates a new loss to more accurately
describe the problem based on the nature of entropy coders.

1.6 Motivations and Objectives of the Thesis

The overall objective is to establish defensive mechanisms under IoT and CPS environment
to defend quickly and precisely against physical and cyber threats. With this in mind, the
following demonstrates the motivations and objectives in details:

ˆ Conventional access control techniques do not take the physical environment of users
into account; for instance, unauthorized users can view credential information while
authorized users leave the room without locking their devices. Thus, one of the
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goals of this thesis is to use Wireless Sensor Network (WSN) to account for physical
environment risks.

ˆ Notwithstanding the advantages of IoT in smart surroundings, security concerns may
arise. NSL-KDD is extensively used to assess IoT NIDS, however it is not an IoT-
dedicated dataset. Thus, the purpose of this thesis is to validate and reproduce the
NSL-KDD attacks in WSN (Contiki-NG) in order to assess IoT NIDS. In addition to
conventional intrusions, another objective of this thesis is to establish an Advanced
Persistent Threat NIDS dataset to investigate more sophisticated and complex at-
tacks.

ˆ Although various ML models have been developed to increase NIDS performance,
network-based information can restrict their accuracy. Yet, host-based data can also
be used to capture attack trails. Thus, we intend to validate the e�cacy of host-based
NIDS data.

ˆ An ML-based NIDS can take a considerable amount of time to acquire distinguishing
characteristics (CICIDS2017 using 2 minutes per sample). This thesis seeks to reduce
response time without compromising too much precision.

ˆ NIDS datasets can need a great deal of storage space and bandwidth; hence, this
thesis also attempts a method to compress network-based data for more e�cient
data transmission.

1.7 Contributions of the Thesis

We summarize the contribution of this thesis as follows:

ˆ Risk-Aware Smart Access Control (RASA) framework which is a context based access
control system using unsupervised algorithm to infer the decision boundary. RASA is
able to learn context information from widely spread IoT sensors and learn to de�ne
a context dependent and risk based access control scheme based on those contexts.

ˆ Improving ML/DL-based NIDS from various perspectives including generating more
datasets, boosting ML-based NIDS performance, combining multi-domain data, and
reducing NIDS response time. 5 NIDS datasets used for ML/DL training: IoT-
NSL-KDD, SCVIC-APT-2021, SCVIC-CIDS-2021, SCVIC-CIDS-2022, and TS- CI-
CIDS2017. Attack Centric Method (ACM) combining advantages of multiple ML
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methods to improve detection accuracy. CIDS-Net to fuse multi-domain (i.e., net-
work and host) data. Multi-Domain Transformer (MDT) for reducing the detection
time.

ˆ A new compression framework named Deep Dict which achieves a higher compres-
sion ratio than state-of-the-art compressors. A novel Bernoulli Transformer-based
AutoEncoder (BTAE) that can e�ectively reduce the size of latent states and re-
construct time series from the Bernoulli latent states. A new loss function namely
Quantized Entropy Loss (QEL) which considers the characteristics of the problem
and outperforms common regression losses in terms of compression ratio.

1.8 Structure of the Thesis

The rest of the thesis is organized as follows:

Chapter 2 introduce the background and literature study: Section 2.1 presents cyber-
physical security continuous/implicit authentication/access control and risk-awareness.
Section 2.2 further explains the current IoT network intrusions and APT detection, and
illustrates the motivation of creating traditional and APT network intrusion datasets un-
der IoT environment. Section 2.3 discuss NIDS, HIDS datasets and the datasets integrate
network 
ows and host-based data. Section 2.4 lays the background for early detection on
network intrusions. Section 2.5 summarizes the state-of-the-art of time series compressors.

Chapter 3 proposes an IoT assisted smart access control system. In this chapter, we
present the system architecture of the proposed system, analyze the dataset we used in
this chapter, and presents the numerical results of three di�erent coupling mechanisms and
clustering algorithms along with comprehensive discussions.

In Chapter 4, we reproduce the NSL-KDD attacks in IoT settings (i.e., Contiki-NG
system), generate the intrusion dataset according to packets characteristics, and apply
machine learning to detect and classify those intrusions. Within the section, we detail
the settings and the topology of the IoT network, the attacks of NSL-KDD dataset that
are threaten the Contiki-NG system, dataset generation strategy and ML-based detection
approach. Furthermore, beside of traditional attack techniques from NSL-KDD, we further
implement realistic APT attacks under IoT environment. A new ensemble algorithms
named Attack Centric Method is proposed which builds classi�er for each attack techniques.

Chapter 5 describes a novel Combined Intrusion Detection System (CIDS) which in-
tegrates NIDS and HIDS aiming at improving IDS performance. In order to combine
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network and host-based data, we propose a CIDS dataset formation framework extracting
features from network 
ows and various system logs. A transformer-based model is further
proposed which can take network features and host-based data as input and predict attack
types. Two CIDS datasets are created, named SCVIC-CIDS-2021 and SCVIC-CIDS-2022,
out of the meta-data of well-known benchmark datasets CIC-IDS-2018 and NDSec-1. The
results illustrate that host-based data can drastically improve the performance of NIDS by
reducing the noise in the datasets.

Chapter 6 proposes a early detection system for network intrusions in order to reduce
the responsive time of NIDS without sacri�cing NIDS performance. With this in mind, we
�rstly propose a network 
ow-meter which describe the network 
ow as time series and
propose a multi-domain transformer to extract useful features from the limited input. The
results demonstrate that even with limited number of packets and duration of a 
ow, the
proposed NIDS still can have a compelling performance.

Even though describing network 
ow as time series can boost NIDS response speed
and detection performance, while storing time series data can cost huge amount of storage
space and network bandwidth. Hence, Chapter 7 propose a lossy time series compressor,
called Deep Dict, to reduce the size of time series data. Deep Dict consists Bernoulli
Transformer AutoEncoder (BTAE) and Distortion Constraint. BTAE seeks to discover
the Bernoulli latent states/representations of a time series and to recover the time series
from the representations. Distortion Constraint limits the error of decompressed time
series to a user de�ned range. We further propose a novel loss function, named Quantized
Entropy Loss (QEL) to improve compression rate.

Finally, Chapter 8 concludes the thesis and summarizes the insights of numerical re-
sults.
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Chapter 2

Background and Literature Review

This chapter discusses the background for access control and demonstrates a comprehensive
survey regarding NIDS from various perspectives.

2.1 Access Control in IoT Environment

As we discussed in the previous chapter, NIDS can well protect IoT devices from network
attacks and malicious tra�c patterns [39]; whereas, since most of the IoT devices (e.g.,
tablet computers, camera, and WSN nodes) are easily captured or accessed by unauthorized
users or legitimate users in insecure environment [129], access control plays indispensable
role in IoT security solutions in order to provide a comprehensive protection for IoT devices
[43]. In this section, we discuss and compare classical access control schemes such as MAC,
DAC, and RBAC in detail; moreover state-of-the-art access control schemes are presented
as well.

Some traditional authentication schemes, such as passwords or pincodes, can be incon-
venient for some users. They also have well-known limitations to their e�ective security;
for example, passwords set by mobile users can be determined by simple guessing [17],
inferred from smudges left on users' screens [25], or stolen by malware [26]. These concerns
have lead to plentiful prior work in cyberphysical context-dependencies for access control
that has applied context dependency to multi-factor authentication, location-aware access
control, and implicit or continuous authentication.

Multi-factor authentication establishes likely identity of users based on at least two
pieces of evidences of identity, making identity assessment dependent upon multiple possibly-
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contextual factors. Commonly, the factors relate to a users' unique knowledge (such as
a private password), and physical possessions (something that is only in possession of
the user such as a SecureID token). Common also is adding physical location to the
authentication through de�nitions of geofences, such as a de�ned \home" location. Ra-
matsakaneet al. [185] utilized location for improving accuracy of identity determination
for authentication purposes.

So-called \implicit" authentication extends multi-factor one-time authentication could
be more usable and secure [68, 122]. State of the art in context-aware access control calls
for a system for continuous authentication that factors contextual risk into the continuous
authentication in addition to other risks, such as the risk that the user is not who they
appear to be, or that the resource being accessed is more sensitive than another [178].
Thanks to the rapid advancement of the Internet of Things (IoT), sensors can be utilized
for easy-to-use additional access safeguards, such as through contextual, behavioral, and
biometric signatures [183]. In particular, Internet of Things (IoT) devices and networks
may be e�ective in recognizing certain context, as in the case of using sensors, communi-
cation and data (i.e. storage and analytics) as keys to IoT-based smart systems [89]. As
Habibzadehet al. [90] note, security is increasingly critical in smart access systems. Signi�-
cant work on behavioural authentication has been published recently using a growing list of
features collected through sensors including, but not limited to: smartphone touchscreens,
wearables, and keystrokes [54, 207, 228].

Ashibani et al. [21] propose a framework which aims to reduce user intervention in
access control by identifying the behavioral patterns about user-device interaction, such as
service request and login duration. Rule-based behavior analysis aims for resiliency against
password misuse, brute force attacks and unauthorized modi�cation. Rauenet al. [187]
proposed a primary-backup fashion to manage access control on smart mobile devices by
using several machine learning algorithms that run on gestural information and spatiotem-
poral knowledge extracted from sessions on various applications. Thus, once the primary
authentication module fails to authenticate a user (or fails to recognize a behavioral pat-
tern), the backup module is activated. In case both primary and backup modules fails
to authenticate a user implicitly, multi-factor authentication is triggered. Wu et.al [236]
apply Support Vector Machines (SVMs) to classify genuine users as well as adversaries
from keystroke signals. Limaet al. [146] introduced an architecture for behavioural data
acquisition, and presented a behavior model with the building blocks of events, context,
action and behavior. The architecture utilizes a belief analyzer and a recommendation
�lter to discover anomalous behaviour, and uncover hidden behavioural patterns. In addi-
tion to these, a probability analyzer is proposed to serve as a classi�er that outputs three
categories: normal, suspicious and abnormal. Hayashiet al. [94] proposed a framework
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named \Context-Aware Scalable Authentication" (CASA) to make a trade-o� between
security and usability. In addition to multiple factors that contribute to a context, the
authors report that location is the most in
uential factor on the context. Lee [138], a new
continuous authentication system called \SmarterYou" is introduced to integrate the data
from smart phone with wearable sensors. The proposed system builds on data analytics
on these features in both time and frequency domains so to ensure �ne-grained authentica-
tion. Flexibility is another important aspect to address in smart access control research as
it can potentially compromise security. To address this challenge, Hulseboschet al. [108]
provide a secure and 
exible access control scheme which builds on context sensitiveness
and historical data analysis in the authorization of anonymous users.

While techniques to recognize behavioral patterns have improved, behavioral authenti-
cation still cannot guarantee the complete elimination of false positives [18]. In addition,
even if false positives can be solved for authentication, implicit authentication alone cannot
solve context-dependent risks that may result in undesired access.

Access control models such as Mandatory Access Control (MAC), Discretionary Access
Control (DAC), Role-Based Access Control (RBAC), and Attribute-Based Access Control
(ABAC) have been investigated by the researchers in this domain [66]. MAC o�ers oper-
ating system-constrained access control to manage process/thread operating �les, network
ports, memories, and devices. MAC is widely deployed on Linux, Windows, and databases.
Rossiet al. [195] propose a framework that allows developers to establish �ne-grained ad-
hoc MAC strategies for applications, protecting the system from misbehavior (caused by
bugs or compromised by attackers) of root privileged apps. Even though MAC provides
high-level protection, it requires users to request permission for every resource. When
compared to MAC, DAC is more 
exible by allowing users to grant access to other users.
Khan et al. [123] apply DAC combined with RBAC to access patient �les dynamically.
RBAC, unlike MAC and DAC, does not assign access to speci�c users but to pre-de�ned
roles. By deploying RBAC, IT administration can operate more e�ciently since RBAC
can add or switch roles to cope with personnel changes. Cruzet al. [49] propose RBAC-SC,
which utilizes RBAC and smart contracts to implement trans-organizational roles. Unlike
static access control strategies, ABAC dynamically determines permissions according to a
set of attributes such as user, resource, object, environment attributes. ABAC can achieve
various levels of access control according to di�erent requirements and environments in
spite of its overhead. Dinget al. [59] propose combining ABAC and blockchain to cope
with the massive connectivity of IoT so to avoid heavy role-engineering for various devices.
As listed in Table 2.1, we compare the conventional access control schemes.

Besides the studies that aim to bridge access control with implicit authentication, iden-
tifying and assessing the risks of certain contexts is of paramount importance as well.
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Table 2.1: Access Control Schemes Comparison

Access control
scheme

Bene�ts Limitation

Mandatory Ac-
cess Control
(MAC)

High security level; Fine-grained;
Attackers cannot share or inherit
access to other �les

Di�cult to maintain and con�g-
ure; Di�cult to scale to a large
number of �les and users; Users
have to request permissions for
new �les

Discretionary
Access Control
(DAC)

Easy to maintain and con�gure;
User friendly; Low implementa-
tion cost; Flexible

Less secure than MAC; Lack of
centralized access management

Role-Based
Access Control
(RBAC)

Rules are transparent to users;
Ease of use for the administrator;
Flexible; Secure but no need to
con�gure access for each user

Complex and laborious con�gura-
tion of roles; Di�cult to extend
permission for individual users;
Complexity is determined by the
number of roles; Discards the
principle of least privilege

Attribute-Based
Access Control
(ABAC)

Dynamically updates access per-
missions; Less e�ort after con-
�guration; More control variables
than RBAC

Low interpretability for the user;
Scalability issues
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With this in mind, the authors in [100] de�ne a risk assessment scheme that associates
the risk to the location. Cha et al. [38] introduce a data-driven risk assessment scheme
that uses Data Flow Diagrams (DFDs) to model the 
ows of individual data and to rec-
ognize the components employed to process, store, and transmit data. Organizations can
identify the potential/implicit incidences according to the associated components. Com-
pared with asset-oriented and process-oriented approaches, the proposed approach can
enhance the risk assessment accuracy by avoiding underestimating or neglecting the risks
to sensitive individual data. In [120], Khambhammettuet al. propose a framework con-
taining four threat assessment methods for subject-object accesses. Via assigning di�erent
weights to the sensitivity score of data/objects and the trustworthiness score of subjects,
the proposed framework is 
exible enough to satisfy the various preference of organizations.
Wang et al. [231] present a new access control model that quanti�es the risk of privacy
violation in a statistical approach and further detects the physicians/users who over-access
or misuse patients' private data. Atlam et al. [24] propose a risk estimation model that
combines a new fuzzy logic algorithm and a set of rule-based policies to perform access con-
trol in IoT systems. To generate accurate and realistic risk values for each access request,
the proposed fuzzy logic system, which involves twenty experts' e�ort, converts experts'
qualitative expression into numeric values and o�ers a dynamic and context-aware access
control by leveraging the contextual features such as resource sensitivity, action severity,
and risk history.

This section indicates a gap remains between continuous/implicit authentication/access
control and risk-awareness, particularly in cyberphysical environments where actions do not
only appear in cyberspace but also stem from physical behaviors, interactions and roles.

2.2 IoT Network Intrusion Detection

As one of the adequate security mechanisms, Intrusion Detection System (IDS) is required
for IoT environments to mitigate intrusion impacts. In general, IDSs fall into two cate-
gories: Network-based IDS (NIDS) and Host-based IDS (HIDS). Since IoT devices have
limited resources (e.g., computation and memory), a centralized NIDS system is considered
in this chapter. Another important characteristic of IoT is that IoT devices use tailored
or particularly designed protocols such as IPv6 over Low Power Wireless Personal Area
Networks (6LoWPAN), compressed UDP, RPL, and CoAP. Both feature extractor and
machine learning algorithms should be able to deal with these protocols in di�erent layers;
for instance RPL and 6LoWPAN located in network layer provide extra features including
length/status of compressed protocol, RPL types (ie.e, DIS, DIO, DAO), and RPL instance
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id, while application layer protocol COAP can o�er features like type of messages, and the
length of tokens. Therefore, through this sub-chapter, we go through current IoT NIDS
solutions and emphasis the need for IoT NIDS datasets.

Fu et al. [194] report the challenges in obtaining IoT intrusion detection datasets. In
addition to the heterogeneous structures in IoT networks, the large scale deployment and
distributed topology characteristics of IoT environments also challenge the existing cen-
tralized IDS techniques [172]. Due to the lack of public intrusion datasets or benchmarks
such as the NSL-KDD dataset, researchers have to set up their unique network topology
and generate attacks on it. Some researchers also insert attack records in regular tra�c
records. Pajaouh, et al. [173] apply the proposed IDS directly on the NSL-KDD dataset.
Elike et al. [101] experiment with their IDS on their own IoT network, which contains �ve
nodes, to simulate DDoS attacks. Fu et al. [194] employ Intel-Lab datasets and manu-
ally append some records for attacks. Mahmudul et al. [92] leverage Distributed Smart
Space Orchestration System (DS2OS) tra�c traces; DS2OS is a middleware for storage
and brokerage of the state context. In that study, several attacks are also introduced to
the environment manually. In [245], Zhang et al. employ Cooja, a Contiki simulator, to
generate Distributed Denial of Service (DDoS) attacks and defend by checking consistency.
To tackle the heterogeneous attribute of IoT networks, Nadun et al.[184] propose a frame-
work allowing researchers to build their own intrusion dataset by inputting the network
packet tra�c as raw PACP �les. Koroniotis et al. [130] simulate normal tra�c using the
MQTT protocol in Ubuntu virtual machines, and apply Kali (a operating system designed
for penetration testing) to generate BotNet attacks. Argus and Bro-IDS are further used
by the authors to extract features. Finally the dataset is fed into three ML algorithms:
SVM, Recurrent Neural Network(RNN), and Long Short Term Memory network (LSTM).
Gara et al. [79] utilize Cooja as a simulator and simulate the black-hole and gray-hole
attacks targeting 6LoWPAN protocols. Instead of using ML algorithms, the authors pro-
pose threshold-based solutions to detect such attacks. Sagduyu et al. [197], implement
DoS, spectrum poisoning attack, and priority violation attack through adversarial ML
algorithms that build on Feed Forward Networks (FFN) to monitor the wireless channel.

Traditional threats like DoS and Probe used in NSL-KDD still threaten the IoT net-
works, and the current literature: 1) explores the feasibility of ML algorithms under net-
work intrusions datasets that are tailored for non-IoT context, and/or 2) introduces attacks
targeting routing protocols in IoT environments. Based on this observations, we integrate
the conventional attacks in NSL-KDD dataset into an IoT environment, and validates the
e�ciency of various ML algorithms in this dataset.

The NSL-KDD dataset has been widely used in numerous studies to validate Network
IDS (NIDS) systems and ML algorithms. Four di�erent attack types are present in the
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NSL-KDD dataset including Denial of Service (DoS), Remote to Local (R2L), User to
Root (U2R), and Probe attacks. Further attack techniques are used under these four
categories. Features in NSL-KDD o�er rich information to identify the malicious tra�c.
For instance, essential features are extracted from the headers of packets revealing the
necessary information of packets, content features hold the information of payloads, time-
based features o�er the analysis of the tra�c input over two seconds, and host-based
features analyze the behaviour over a series of connections established.

The most commonly used protocols in WSNs are IPv6, TCP, and UDP, whereas pro-
tocols such as FTP, mail, SNMP, ARP, and XTerm are not usually seen in WSN envi-
ronments. Moreover, some of these attacks are designed specially to target Windows and
Linux Operating Systems. Thus, these attacks may not be suitable when they are intro-
duced to constrained systems like TinyOS or Contiki-NG. It is particularly worth noting
that R2L and U2R are not in the scope of this study since we particularly focus on network
layer protocols where user involvement such as login and elevating privileges is not present.
More speci�cally, DoS and probe attacks are the most practical to introduce and test on
resource limited devices. Based on these observations, we introduce these types of attack
into the simulated environment while multiple ML algorithms are integrated with the IDS
to explore their ability to detect these attacks.

Due to the signi�cant risk of APT, an increasing number of studies have focused their
e�orts on building e�cient NIDS against APT. Several of them propose graph analysis
and hidden Markov models as candidates for intrusion detection systems [232, 81]. These
approaches are responsible for predicting the attack trace within the internal network and
allow administrators to take measures to avoid a deeper in�ltration. However, the tradi-
tional approaches have several 
aws since they are ine�ective if the APT does not follow
the predicted path indicated by the defensive techniques. Furthermore, wrong predictions
by the defensive techniques is not of low probability due to the adaptable nature of APT
attacks [237]. With this in mind, ML-based NIDSs are introduced to address the short-
comings of conventional methods [152]. A common way of implementation is as follows;
ML-based monitoring is integrated with the �rewall to provide a more comprehensive pro-
tection solution [46].

The training dataset for defensive machine learning models is one of the most critical
requirements, and the quality of data a�ects the performance of machine learning models
used in APT detection. However, there are few publicly accessible benchmarks for APT
[251] due to the following reasons: 1) internal network data is private, 2) attack strategies
vary according to the network structure. Since limited NIDS dataset contains complete
APT stages as analyzed in Table 2.2, this thesis aims to construct a new APT dataset which
contains actual APT attacks and complete APT stages, bridging the gaps of previous works
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Table 2.2: Comparison of existing APT Datasets and the new SCVIC-APT-2021 dataset

Dataset # of APT Stages Network/Host Synthetic/Real Labels
Friedberg et al. [76] 2/6 Network Synthetic APT Stages
Siddiqui et al. [206] - Network Real Malware Names
Gha�r et al. [80] 6/6 Network Syntheic APT Stages
Laurenza [135] - Host Real Malware Names
Myneni et al. [167] 3/6 Network Real APT Stages
SCVIC-APT2021(Ours) 6/6 Network Real APT Stages

Table 2.3: Summary of Datasets that Contain Network and Host Data

Dataset Network-based Features Host-based Features Network Meta-data Host Meta-data Environment Labels

DARPA98/99 28 13 Tcpdump
Logs
Audit Data
File Systems

Simulated Attack Traces Provided

SSHCure 5 Not Provided Not Provided Not Provided Realistic Labels Provided
Kent 3 5 Not Provided Not Provided Realistic Labels Provided

NDSec-1 11 5 PCAPNG
Logs
Audit Data

Realistic Attack Traces Provided

Uni�ed Host and Network Dataset 4 20 PCAP Not Provided Realistic Not Provided
CIC-IDS-2018 76 Not Provided PCAP Logs Realistic Attack Traces Provided
SCVIC-CIDS-2021 (Ours) 76 768 From CICIDS2018 From CICIDS2018 Realistic Labels Provided
SCVIC-CIDS-2022 (Ours) 11 768 From NDSec-1 From NDSec-1 Realistic Labels Provided

in the literature.

This section demonstrates the lack of dedicated IoT environment datasets, especially
those containing IoT protocols characteristics and attacks designed for IoT devices. Hence,
network intrusion benchmarks are needed in IoT environments.

2.3 Combination of NIDS and HIDS

Flow-based NIDS, in general, is operated by sni�ng packets from networks, producing
network 
ows, extracting statistical features from network 
ows, and making judgments
based on those features. Thus, the NIDS dataset's primary structure is tabular. To enhance
detection performance, a range of machine or deep learning algorithms have been proposed
in the recent years. Marteau et al. [159] propose DiFF-RF, a semi-supervised technique
for detecting anomalies in network 
ows that overcomes the constraints of Isolation Forest.
DiFF-RF is tested against a variety of network intrusion datasets, including the ISCX,
UNSW-NB15, CIDDS, and Kitsune. Xu et al. [238] propose the FC-Net framework, a
few-shot DNN framework for detecting malicious network 
ows utilizing a limited amount
of training data. The proposed approach can be easily transferred to another dataset.
Bitton et al. [32] construct their own network intrusion dataset by injecting the most
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recent Remote Desktop Protocol (RDP) Common Vulnerabilities and Exposures (CSVs)
and propose a �ne-grained CBLOF model for detecting network tra�c anomalies. Li et
al. [143] utilize incremental learning in their proposed ensemble method and evaluate it on
the NSL-KDD dataset and Key Infrastructure Protection Center datasets from Mississippi
State University.

Recent studies on HIDS, particularly system log-based HIDS, have relied heavily on
Natural Language Processing (NLP) approaches, due to the text-based nature of log entries
[96]. Brown et al. [36] propose a Recurrent Neural Network (RNN) model based on an
attention mechanism for classifying anomalies in log data. Tokenized log entities are fed
into the proposed model. Not only the predictions are output, but also the relationships
between the prediction and the features. Du et al. [64] o�er DeepLog, which makes use
of a Long Short-Term Memory (LSTM) network to represent log entries as time sequences
and to discover anomalies in log �les, which are de�ned as data that do not conform to
normal log entry distributions. To mitigate the imbalance problem of intrusion detection
dataset and boost model performance, Studiawan et al. [211] present Pylogsentiment,
which classi�es positive and negative sentiment in log �les using the TomLink balancing
dataset and a Gated Recurrent Unit (GRU) network. As text cannot be directly fed into
GRU, an embedding layer is utilized as the input layer to convert it to hidden states.
Nedelkoski et al. [169] incorporate transformer which is a new breakthrough in the �eld
of Natural Language Processing (NLP) into their Logsy log anomaly detection framework.
Logsy begins with an embedding layer and then a transformer encoder as a classi�er.

After the release of DARPA98/99, multiple IDS datasets integrating network- and
host-based data are generated to re
ect more up to date intrusions, realistic network envi-
ronments and normal tra�c patterns. The following works are ordered chronologically as
follows:

KDD98/99 [171, 215] contains both network packets and host-based data; nevertheless,
the dataset is criticized because the synthetic network environment and outdated cyber
intrusion methods. Moreover, only a small number of features are extracted from the
host-based data. SSHCure dataset [98] is created to identify and prevent SSH incursions.
Although Hellemons et al. gather network packets and system log �les, their study focuses
primarily on the features of network tra�c. Kent dataset [119] contains realistic network

ows and system log �les from the Los Alamos National Laboratory's internal network.
Network and host-based features are extracted; nevertheless, they are created separately
and not aligned. The number of features is also restricted; for instance, only three network
features and �ve host features are provided. Beer et al. [31] create the NDSec-1 dataset
at the University of Applied Sciences Fulda and comprises a range of intrusion methods in
addition to PCAP and text-based logs. The authors extract features from both network
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tra�c and system logs, while only �ve host-based features are obtained [30]. During a
three-month period, the Uni�ed Host and Network Dataset [223] is generated by gathering
network 
ows and Windows logs from the corporate network of Los Alamos National
Laboratory. Due to the absence of labels, the dataset is hard to analyse and assess. For
instance, Beazley et al. [29] examine the dataset while the attacks cannot be identi�ed
precisely. Sharafaldin et al. [202] generate CIC-IDS-2018, including 50 perpetrators, 420
victim workstations, and 30 servers. Most of popular intrusions, according to research
by McAfee, are introduced into target networks. The collected meta data compromises
PCAP �les, log �les, and information on labelling. CICFlowMeter [134] is utilized to
extract features from network packets whereas the host-based data is not being processed.
Vinayakumar et al. [229] attempt to develop a framework for incorporating NIDS and HIDS
while examining the individual performances of DNN on NIDS and HIDS datasets. Lu et al.
[156] establish a virtual environment, implement four distinct types of cyber-attacks, and
retrieve network tra�c and multiple types of log �les from IDS devices; however, most of the
features extracted from logs are network-based features, including source IP, destination
IP, and the number of bytes sent/received. Table 2.3 summarizes the characteristics of the
datasets that include both network- and host-based data.

In attempt to incorporate network- and host-based features, previous work on combin-
ing NIDS and HIDS seems to have driven host-based data into a tabular format. Limited
number of arbitrary features are extracted from host-based data (such as [215, 119, 31]),
resulting in the loss of a substantial quantity of relevant information. Nonetheless, the re-
cent success of HIDSs demonstrates the e�ectiveness of NLP techniques thanks to the text
nature of host-based data [96]. With these in mind, forcing network-based and host-based
data to the same format (e.g., tabular) limits the integration of state-of-the-art of HIDS
methods and losses huge volume of information of host-based data.

In order to make optimal use of information from host-based data and intelligently
extract features from host-based data, this thesis proposes a novel framework for CIDS
dataset creation and a Transformer-based CIDS-Net model.

Instead of manually extracting features from host-based data, the CIDS Dataset For-
mation Framework maintains the maximum amount of original host-based information. In
addition, by utilising NLP techniques, CIDS-Net accepts as inputs both the original host-
based data and network-based features, automatically learns the feature representation,
and makes the �nal predictions. As it is di�cult to gather a large number of samples of
speci�c types of attacks, the proposed CIDS system makes full use of the input data.

22



2.4 Early Detection on Network Intrusions

As this thesis combines early detection and NIDS to achieve quick response against at-
tacks, this sections introduce related work regarding early detection and NIDS. Resende
et al. [189] propose an anomaly-based intrusion detection system that is optimized using
a genetic algorithm. They also integrate the other two approaches to achieve high perfor-
mance. Marir et al. [158] propose a distributed intrusion detection system that combines
Deep Belief Networks (DBN) and Support Vector Machines (SVM) to detect attacks in
large volumes of tra�c. The proposed strategy is able to signi�cantly increase baseline
performance. Min et al. [164] propose the SU-IDS AutoEncoder network, which learns
from unlabeled examples using semi-supervised and unsupervised methods. Xu et al. [238]
introduce few-shot learning into NIDS �eld. The authors extract image-like features from
raw network packets and propose FC-Net, which allows NIDS to detect new types of intru-
sions with limited samples without sacri�cing too much detection performance. Marteau et
al. [159] propose DiFF-RF, a semi-supervised technique for detecting anomalies in network

ows that overcomes the constraints of Isolation Forest. DiFF-RF is tested against a vari-
ety of network intrusion datasets. Chen et al. [46] propose an ensemble approach named
All Predict Wisest Decides (APWD) that trains various machine learning models and relies
on the decisions of speci�c ML models only if they outperform the rest of the classi�ers
for certain tra�c types. Ding et al. [58] employ 1NN to multi-variate time series data;
however, extracting useful features from time series remains a challenge; hence, the infer-
ence time is long. Ghalwash et al. [82] propose a method named Multivariate Shapelets
Detection (MSD), which is a shapelet-based algorithm that incorporates HMM and SVM
models. The proposed MSD is capable of identifying critical decision-making segments.
Lin et al. [148] propose the REACT methodology for e�ectively classifying multivariate
time series with a variety of features. The authors improve the overall performance of the
proposed approach by extending it to GPUs. Huang et al. [107] propose the Multi-Domain
DNN (MDDNN), which analyzes time series in both the time and frequency domains and
incorporates CNN-LSTM to extract feature representations. Hsu et al. [103] propose an
ETSCM based on MDDNN that utilizes an attention (weighted average) mechanism to
make decisions based on segments with a high con�dence score. ETSCM is capable of
identifying critical components of time series, hence increasing the model's interpretabil-
ity. We summarize the previous work in both domains (i.e., NIDS and early detection) in
Table 2.4 Previous research in both domains has yielded promising results; however, they
have not been integrated to improve the earliness of a NIDS. Thus, this thesis introduces
early detection into NIDSs, enabling a NIDS to respond quickly before the entire 
ow is
formed, so intercepting attacks before they reach target systems.
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Table 2.4: Summary of Related Work of NIDS and Early Detection

Authors Field Data Format Earliness Deep/Machine Learning Method
Resende et al. [189] NIDS Tabular No Genetic Algorithm-based Adaptive Approach
Marir et al. [158] NIDS Tabular No DBN, SVM
Min et al. [164] NIDS Tabular No AutoEncoder
Xu et al. [238] NIDS Image Like No FC-Net
Marteau et al. [159] NIDS Tabular No DiFF-Random Forest
Chen et al. [46] NIDS Tabular No APWD
Ding et al. [59] Medical Time Series Yes KNN
Ghalwash et al. [82] Medical Time Series Yes MSD
Lin et al. [148] Medical Time Series Yes REACT
Huang et al. [107] Medical Time Series Yes MDDNN
Hsu et al. [103] Medical Time Series Yes ESTSCM
Ours NIDS Time Series Yes MDT

2.5 Lossy Time Series Compression

Describing network 
ow/attacks as time series can be costly in terms of storage space and
network bandwidth; thus, this study develops a lossy compressor to reduce the size of data.
This section summarizes the state-of-the-art of time series compressors.

Liang et al. [144] propose SZ2, a framework for adaptive prediction-based compression
with Lorenzo or linear regression as the predictor. In addition to compressing data with a
speci�ed error constraint, SZ2 maximises Peak Single-to-Noise Ratio (PSNR) to ensure the
integrity of recovered data with a high compression ratio. SZ2 has been evaluated on four
scienti�c datasets including over a hundred domains. The results indicate a higher com-
pression ratio and RSNR compared to state-of-the-art compressors such as SZ1, ZFP [149],
and ISABELA [133]. The Sprintz framework proposed by Blalock et al. [33] is a lossless
time series framework built for IoT networks. Sprintz aims to compress 8- or 16-bit integer
data but lacks optimization for 
oating-point data. Vestergaard et al. [227] propose a loss-
less compression scheme which identi�es the data chunks worth deduplicating and removes
the repeated chunks. Their results illustrate that their proposed scheme can outperform
GZip [10] and 7Z [136]. LFZip is a machine learning-based prediction-quantization-entropy
coder lossy compressor proposed by Chandak et al. [41]. The auto-regressive predictor of
LFZip has two types: Normalized Least Mean Square Predictor (NLMS) and Bidirectional
GRU for learning nonlinear patterns in time series. L2 is used as the loss function and
Maximum Absolute Error is used as the distortion function in LFZip. Results indicate that
LFZip outperforms SZ2 on many time series datasets, including accelerometer/gyroscope
data from smart watches, blood volume pulse data from PPG devices, and sensor data
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Table 2.5: Summary of Lossy and Lossless Compressors

Authors Compressor Error Bounded Lossy/Lossless Model Loss Function
Liang et al. [144] SZ2 Yes Lossy Linear Regression, Lorenzo L2
Blalock et al. [33] SprintZ - Lossless Delta Encoding, FIRE L1
Vestergaard et al. [227] GD - Lossless Generalized Deduplication Mutual Information
Chandak et al. [41] LFZip Yes Lossy NLMS, Bi-GRU L2
Yu et al. [243] AMMMO - Lossless Reinforcement Learning Compression Ratio
Zhao et al. [249] SZ Auto Yes Lossy Second-Order Lorenzo/Regression L2
Zhao et al. [248] SZ3 Yes Lossy Lorenzo, Spline Interpolation L2
Xu et al. [239] LSTM-AutoEncoder No Lossy LSTM-based AutoEncoder L2
Azar et al. [205] 1D Unet Yes Lossy U-Net Cross Entropy
Sun et al. [213] LCR Yes Lossy RNN Cross Entropy
Ours Deep Dict Yes Lossy Bernoulli Transformer AutoEncoder QEL

generated by Siemens instruments. Yu et al. [242] propose an Adaptive Multi-Model
Middle-Out (AMMMO) approach for lossless reinforcement-based compression. AMMMO
contains a two-level model which can decide compression techniques for each data point. As
AMMMO is a byte-level compressor, it supports 
oating-point data well. Zhao et al. [249]
enhance SZ2 by presenting SZ-Auto, which utilises second-order regression and Lorenzo
and can e�ciently �nd hyperparameters. The results indicate that SZ-Auto can enhance
baseline compressors by 46%. Based on SZ2, Zhao et al. [248] o�er SZ3, which replaces
linear regression with a dynamic spline interpolation approach. SZ3 can identify nonlinear
patterns, resulting in a high compression ratio and superior data quality (PSNR). It can
be said that SZ3 can outperform SZ2 by a factor of four under certain datasets. Xu et al.
[239] propose an AutoEncoder based on LSTM [243] to compress the Air-Quality dataset
[52], and the proposed approach can �t non-linear time series, however it has considerable
distortion owing to the lack of an error bound (5 to 12.57 Mean Absolute Error). Lossy
Compression and Replay (LCR) is an RNN-based lossy compressor proposed by Sun et al.
[213]. LCR represents communication traces as time series data and uses an RNN model to
compress them. Their investigations demonstrate that LCR may drastically decrease the
amount of the original data. Azar et al. propose a light SZ compressor which combines U-
Net [205] to enhance data recovery. Their proposed lossy time series compressor is deployed
in IoT devices (LoRa) and the results demonstrate that their method can outperform SZ1
[57] in terms of compression ratio and energy consumption.

Related works of compressors are summarized in Table 2.5. This research utilises a
prediction-quantization-entropy coder paradigm and proposes Deep Dict to enhance pre-
diction abilities. The proposed method can greatly reduce the size of latent states in
comparison to conventional AutoEncoder-based compressors. Loss functions for conven-
tional prediction-based compressors are L1/L2. This work demonstrates the drawbacks
of conventional regression losses and proposes a novel loss function, QEL, which aimes to
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Figure 2.1: Summarize of Gaps and Improvements of This Thesis

improve the compression ratio. Since prediction-quantization-entropy coding scheme has
been widely utilised for lossy signal, picture, and video compression, QEL is suitable for
all compressors that use uniform quantization.

To conclude this chapter, we illustrate the gaps and our improvements in Fig. 2.1.
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Chapter 3

Risk-Aware Fine-Grained Access
Control in Cyber-Physical Contexts

3.1 Problem Statement

Access control aims to minimize unauthorized users accessing credential information or
essential assets. Traditional access control schemes (e.g., MAC, RBAC, and ABAC) only
verify users' identi�cation without considering the operational context and interaction
with the environment, which causes potential security issues when malicious users can
physically access assets authorized by legitimate users. For instance, critical information
(such as patients' Private Health Information) could be leaked if legitimate users leave the
device unlocked with unauthorized users. With the development of IoT, especially Wireless
Sensor Network (WSN), such problems can be mitigated by monitoring and collecting user
and device actions from IoT sensors. With this in mind, IoT networks are assumed to be
deployed at doors and devices to record users/devices entering/exiting a room, a document
being accessed on a device. We propose the Risk-Aware Smart Access Control (RASA)
framework which takes those actions as input and evaluates the risk of each action with
the consideration of the environment. Take a healthcare environment as an example;
an authorized physician attempts to access a patient's PHI. Without prior knowledge of
users' identi�cation, the RASA framework not only can identify whether the physician is
authorized but assesses the actions' risk by checking whether the document is often read
in the current room and how possible the surrounding people may endanger the patient's
privacy. The following sections will further illustrate our methodology in detail.
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3.2 RASA: Risk-Aware Smart Access Control

This section presents the system overview along with the cyber-physical action logs in a
medical emergency room. We introduce the data pre-processing steps, feature extraction
and risk inference methods in detail.

In our framework, actions are transformed into events which include contextual infor-
mation that can be recognized through coupling mechanisms. Coupling de�nes interaction
patterns between the objects, which can be recognized through clustering algorithms, that
use couplings as the input features. Each coupling feature is associated to a risk level.
Upon obtaining the clusters, an aggregate value of the associated risk levels of the features
of all data points (i.e. actions) in a cluster is calculated as the risk value of that cluster,
(i.e. label of cluster). Note that couplings can be formulated based on time, frequency or
a combination of time and frequency.

The bold letters in the notation represent collections/sets of factors (P pl , Dev , Doc ,
and Loc ), and lower case letters stand for the elements of the speci�c collection, e.g.
A = f a1; :::; ai ; ::g. A and B denote any pair of the four collections/sets. C and R
indicate coupling and risk respectively and can be denoted in terms of Frequency (F req)
and/or Duration ( Dur ). F A ;B

n denotes thenth coupling feature extracted (from thenth

event (En )).

3.2.1 System Overview

The overview of the proposed RASA scheme is presented in Fig. 3.1. The use case in this
study involves an emergency room of a healthcare organization where sensors record activ-
ities of people (i.e., patients and physicians) and devices, such as entering or exiting some
locations and reading documents/records (as examples in Table 3.1). In order to protect
patient privacy and physical security, protection systems should raise alarms or introduce
access control levels against hazardous actions, such as a read access to a document by
an unfamiliar patient or entering into unfamiliar rooms. The proposed scheme aims to
quantify the risk of given actions and �nd potential threats without prior knowledge (e.g.,
document ownership, patient wards). Nevertheless, if only the action were considered, not
only the context information would be overlooked but similar actions would be repeated,
which might have led to many false alarms. Therefore, in the proposed framework, the �rst
step is to reproduce the events where actions are performed. Then, these events are used
for calculating the couplings which are then clustered and at the same time assigned some
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Figure 3.1: Overview of System Architecture

Table 3.1: Action Log Examples

time act agent device document location monitor
06-26 19:00 enter actor: 35...9d loc: fe...fb dev: bd...77
06-26 20:02 exit actor: 50...df loc: fe...fb dev: bd...77
06-26 19:31 read dev: ae...2e doc: 9a...de

risk levels. The risk levels of couplings determine the risk level of a cluster of couplings.
Finally, the risk levels of clusters are veri�ed against a pre-de�ned policy.

An argument for using couplings as features described is as follows. Since the risk
level is not only determined by actions but also their context, the actions are initially
transformed into events to obtain the surrounding information, e.g. location, and co-
presence. The coupling concept (see Section 3.2.3 for more details) is introduced to infer
the relationship of objects in action logs. Coupling values are extracted from events and
normalized. These values are stored in coupling matrices to explore their distributions
and are marked with high, medium, and low-risk levels according to their mean value
and standard deviation. Coupling features are fed into clustering algorithms. In this
chapter, three di�erent coupling features are used: frequency-based features, duration-
based features, and a combination of them. A simple scenario that would trigger the
RASA framework to compute coupling values is illustrated in Fig. 3.4. One physical action
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of entering a room and one cyber action of accessing a document on a device is given as
an example.

After the computation of couplings, their risk levels, and forming clusters of couplings,
the risk of each cluster is calculated based on the number of high, medium and low labels
of couplings in that cluster. Then, the cluster is labeled according to cluster risk value.
Furthermore, the risk of the entire action log can be determined by the same calculation
to provide the general risk information to the security experts to raise alarm.

In a privacy-sensitive environment such as a clinical setting, the inferred risk context
can be utilized to de�ne a rule-based access control policy managing access and de�ning
risk-based system actions based on calculated risk. Given a risk level of a cluster of actions
or events, a policy can be de�ned wherein access decisions are made per read attempt by
calculating the overall risk within the current context. RASA estimates overall risk from
the weighted sum of all per-feature risk values. Rather than assigning equal weights to
the features, the policy author may adjust the weights of these coupling features based
on direct inputs from subject matter experts. For instance, when patient documents are
the assets considered, the couplings related to documents may be assigned greater weight
factors compared to other couplings that do not consider documents. Furthermore, the
policy may permit or deny read actions by tuning a threshold value for the risk factor.
Although such policy de�nitions require a threshold to be tuned, the decisions are over
clusters rather than individual actions, which is more scalable, stable, and explainable for
policy analysts and users alike. In the conclusion part, we elaborate on AI outcomes versus
policy decisions in order to analyze the e�ciency of the AI results.

In the following sections, we explain the components of RASA in detail.

3.2.2 Action logs

In RASA's model, action logs consists on data of physical activity such as entering or exiting
a room as well as cyber activity such as logging in a device or accessing a document. In
a multi-user distributed system, the access control of documents is e�ective to all kinds of
actions. Regardless of the devices used in a environment, wired or mobile, the access of a
document can always be abstracted in association with user movements such as entering
or exiting a room, device usage, and operating documents. Our simulated action logs are
inspired by typical actors in clinical, in-person setttings.

An example of sequence of actions is given in Fig. 3.2. When users or devices enter
or exit a speci�c location, the ID of the room and the ID of the user are logged with
a timestamp. If a user attempts to access a document, the device �rst requests grant
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Figure 3.2: Actions Examples

Figure 3.3: Visualization Result of Raw Action log using t-SNE
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Figure 3.4: A simple scenario to illustrate the coupling concept

for access, and this attempt is also logged. The distribution of the simulated actions are
visualized in Fig. 3.3 by using T-distributed Stochastic Neighbor Embedding (t-SNE). As
a widely used and e�ective statistical visualization technique, mapping high dimensional
data onto 2D or 3D, t-SNE calculates the probability distributions of each pair of data
samples in high and low dimensional spaces, assigning high probabilities to similar ones
and minimizes two distributions Kullback{Leibler divergence. t-SNE can exhibit the data
distribution lying in various manifolds and clusters, while the distance between two samples
in low dimensional space do not represent the distance in high dimensional space but
the probabilities [157]. Hence, the axes in the plot do not represent physical units. By
visualizing the dataset with t-SNE, we aim to understand the dataset distribution, discover
potential clusters, and analyze the complexity of the problems. General characteristic of the
actions can be formulated as moving these objects (i.e. people, documents and devices)
across di�erent locations over time. Thus, an event or a state machine is de�ned as a
combination of time, location and a set of objects in this space.

3.2.3 Feature Extraction and Risk Inference

The coupling concept aims to reveal the interactions among di�erent factors of action logs.
As illustrated in Fig. 3.4, coupling can be de�ned between people and location, location and
device as well as location and document. In the �gure, the interaction between two factors:
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document and people is presented in terms of duration and frequency. Duration denotes
how long two objects spend time with each other; frequency denotes how many times
two elements encounter each other. Using the logs, RASA �rst constructs the frequency
and duration matrices for each object pair (i.e. person-person, person-device, device-
location, person-location). The coupling values in the matrices are normalized to enable
comparability between di�erent coupling values.

The coupling factors are denoted as:P pl = f p1; p2; p3; :::; png, Doc = f doc1; doc2; doc3;
:::; docng, Dev = f dev1; dev2; dev3; :::; devng, Loc = f loc1; loc2; loc3; :::; locN g. The com-
putation of coupling values is given in Eq.3.1 and Eq.3.2 for frequency and duration,
respectively. In the RASA framework, the �rst step is converting the action logs to events.
Algorithm 1 presents the generation of event list dictionary which stores the status tran-
sitions of all factors. As discussed in Section 3.2.2, an action log contains a factor (e.g.,
a person, document, or device), an action (e.g., enter, read, or exit), and a location. For
each action log, the algorithm determines the previous event, creates a new event according
to whether the action is to move the factor in or out, and �nally updates the statuses of
all elements of the new event. It is worth to note that factors do not include locations
as opposed to the element of an event. The event list dictionary is further processed by
Algorithm 2 to generateF reqai ;bj which counts the number of times thatai and bj coexist
in the same event andDur ai ;bj which records the duration that two elements occur in the
same event.

CF req
ai ;bj

=
Freqai ;bj

maxi Freqai ;bj

(3.1)

CDur
ai ;bj

=
Dur ai ;bj

maxi Dur ai ;bj

(3.2)

If F reqai ;bj and Dur ai ;bj are considered, they can be abstracted asGai ;bj . Then, Eq.3.3
represents a coupling matrix (not yet normalized). The time window of the distribution
is determined by the tuple (kstart , kend). TEk indicates the duration of each event. Note
that A and B should satisfyV ar(A ) > V ar (B ). The rationale behind this condition is as
follows: according to Eq. 3.1 and Eq.3.2, these two formulas asymmetrically normalize the
values. That said, in order to make coupling values comparable, the di�erences between
the elements which have larger variance need to be reduced.
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Algorithm 1: Event List Dictionary Generation
Input: actionLogs
Output: eventListDict
// Create a list if visit missing keys

1 eventListDict  EmptyDict ;
2 foreach actionLog in actionLogsdo
3 event  eventListDict [actionLog:loc]:lastElement ;
4 if event not foundthen
5 event  f actionLog:locg
6 end
7 if action is moving a factor in (e.g., enter)then
8 event  event[ f actionLog:factor g;
9 else action is moving a factor out (e.g., exit)

10 event  event� f actionLog:factor g
11 end
12 foreach elem in eventdo
13 eventListDict [elem]:add(event);
14 end
15 end
16 return eventListDict
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Algorithm 2: F reqai ;bj and Dur ai ;bj Generation
Input: eventListDict , ai , bj

Output: F reqai ;bj and Dur ai ;bj

1 eventList  eventListDict [ai ];
2 Freqai ;bj  0;
3 Dur ai ;bj  0;
4 coupledF lag false;
5 startT ime  0;
6 foreach event in eventListdo
7 if bi 2 event and coupledF lag= false then
8 coupledF lag true;
9 Freqai ;bj  F reqai ;bj + 1;

10 startT ime  event:time
11 end
12 if bi notinevent and coupledF lag= true then
13 coupledF lag false;
14 Dur ai ;bj  event:time � startT ime ;
15 end
16 end
17 return F reqai ;bj , Dur ai ;bj
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Figure 3.5: An Example of Distribution of Coupling Matrix
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Ga1 ;b1 Ga1 ;b2 ::: Ga1 ;bN B

Ga2 ;b1 Ga2 ;b2 ::: Ga2 ;bN B

::: ::: ::: :::
GaN A ;b1 GaN A ;b2 ::: GaN A ;bN B
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7
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Ca1 ;b1 Ca1 ;b2 ::: Ca1 ;bN B

Ca2 ;b1 Ca2 ;b2 ::: Ca2 ;bN B

::: ::: ::: :::
CaN A ;b1 CaN A ;b2 ::: CaN A ;bN B

3

7
7
5 (3.4)

Since the action logs contain four factors{namely people, document, device and location{
theoretically

� 4
2

�
= 6 di�erent couplings can be obtained. These are:Cdevice;location ,

Cdevice;document , Cdocument;location , Cpeople;location , Cpeople;device, and Cpeople;document . As men-
tioned earlier, coupling values are asymmetric. For instanceCA;B is applied instead of
CB;A in case the variance of the elements overB is greater than those inA.

In case an object, such as a physician, interacts/couples with other objects or locations
equally, its couplings will tend towards 1. If two objects less frequently interact, their
coupling tends towards 0, which means the risk associated to their coexistence is high.

Fig. 3.5 illustrates how the coupling distribution in a matrix can be skewed.

When multiple coupling values are of the same type, lower coupling value is used to
ensure that the impact of risky elements will not be alleviated by safe ones. This is
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Figure 3.6: Coupling Feature Example

formulated in Eq. 3.5. For instance, givenCai ;bk < C aj ;bk , when ai and aj appear with bk

at the same time,F A ;B
n = Cai ;bk . Speci�cally, if E i � E j , then Risk (E i ) � Risk (E j ). For

instance, as shown in Fig. 3.6,p1 and p3 co-exist with doc1 in E13. Cp1 ;doc1 and Cp3 ;doc1

are determined according to historical records andCp1 ;doc1 > C p3 ;doc1 . Therefore, for this
event, F P pl ;Doc

13 = Cp3 ;doc1

F A ;B
n = min

i;j
Cai ;bj ; 8ai ; bj 2 En (3.5)

Our �nal goal is to label each cluster of couplings with a risk level, which will be
described in the next section. To be able to associate clusters with the risk, we need to
�rst assign risk levels to each individual coupling. Therefore, for each coupling matrix, we
map the coupling values to onto three risk levels as high, medium or low risk. To achieve
this, we set a threshold as Eq. 3.6 and apply mean value binning over the coupling values.

ThresholdHigh = mean � stdev (3.6)

To formulate the risk level of each event, several strategies are applied, one of which is
to code high as three, medium as two and low as one. This is followed by calculating
the average risk of each event. Then the average risk will be marked as high, medium,
low-risk. The other one is to directly code the risk level of each feature, which can directly
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Table 3.2: Map Cluster Risk Values to Risk Levels

CRV 1 1� 1.5 1.5� 2 2 2� 2.5 2.5� 3 3
RL L LM ML M MH HM H

represent features' pattern. The latter one is used to evaluate the results. Even if the risk
level of each coupling value is inferred, still, it can not be used as ground truth because we
introduce human subjectivity and intuition into this inference.

Conventionally, researchers may adopt a risk matrix [77] to evaluate the risk level,
e.g. Risk / P robability � Impact. However, this study infers risk by de�ning association
between various objects and situations in the action logs. Thus, the use of conventional risk
formulation is left to future work along with further investigations on the quanti�cation of
the impact.

3.2.4 Clustering of Couplings and Labeling of the Clusters

RASA framework clusters the couplings into groups and uses the cluster members' risk
levels to determine the label of each cluster. Note that non-clustered couplings are less
frequently observed, and so possess higher risk.

Most clustering algorithms put similar distance samples into one cluster. In this work,
risk levels of couplings are used as the distance metric in cluster formation.

The cluster risk value (CRV) is determined based on the following formula:

CRV =
NH � CH + NM � CM + NL � CL

NH + NM + NL
(3.7)

whereNH , NM , NL denote the number of high, medium and low-risk features, respectively;
and CH , CM , CL are the codes that are assigned to high, medium and low-risk levels.CH ,
CM , CL corresponds to 3, 2, 1, respectively, 3 denoting a higher risk. This is followed by
mapping these values to Low (L), Low-Medium (LM), Medium-Low (ML), Medium (M),
Medium-High (MH), High-Medium (HM), and High (H) risk levels according to Table 3.2.
In case a cluster is labeled high-risk, all actions in this cluster would be denied. Otherwise,
the clusters with medium or low-risk labels contain the actions that may be permitted.
The decision for medium risk clusters depends on the coupling feature-based risk levels for
each individual point.
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3.3 Numerical Results

In this section we evaluate the initial promise of the RASA approach by comparing the deci-
sions against an heuristic policy, and also validated with two supervised learning methods,
namely decision tree and Support Vector Machine (SVM).

The action logs used in this work contain one device; hence the available features are
Location-People, Location-Device, Location-Document, and Document-People. Because
the action logs cover a single device, onlyCdocument;location , Cpeople;location , Cpeople;people, and
Cpeople;document are used in the evaluations. We present the results under using duration-
based features, frequency-based features and the combined (i.e. frequency and duration-
based) features. In addition, three di�erent clustering algorithms are applied, which
are Gaussian mixture models (GMM) [190], Agglomerative Hierarchical [247], and DB-
SCAN [70]. The target is to cluster these features (couplings) and label the clusters with
risk levels. The aim of the clustering algorithm is to form the least possible number of
clusters where within each cluster co-existence of high and low risk patterns is avoided.

3.3.1 Numerical Results of Clustering and Labeling

This subsection presents visualization of features followed by feature-by-feature risk of each
cluster in the action logs. Then, results under di�erent clustering algorithms are discussed,
and �nally cluster risk levels are presented

Visualization of features

Fig. 3.7 illustrates the features visualized via using t-SNE [233][186]; features are pre-
sented by color-codes to show risk levels of samples (red=high-risk, green=low-risk and
orange=medium-risk). In Fig. 3.7 (a{c), most of the data points are of low risk level
(green) whereas the medium and high average-risk samples are less frequently observed. t-
SNE maps every multi-dimensional input in a data set onto two or three dimensions. When
t-sNE-based modeling is complete, similar data are mapped close to each other whereas
dissimilar data are mapped onto distant points [157].

Feature-by-Feature risk of clusters

We calculate and present the percentage of feature-by-feature risk level (high/medium/low
risk) found at each cluster when we use DBSCAN, Hierarchical and GMM clustering.
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(a) Frequency-based Features

(b) Duration-based Features

(c) Combined Features

Figure 3.7: Features Visualization using t-SNE

40



(a) Using Frequency-based Features

(b) Using Duration-based Features

(c) Using Combined Features

Figure 3.8: DBSCAN Result of Feature-by-Feature Risk Level using Di�erent Features
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(a) Using Frequency-based Features

(b) Using Duration-based Features

(c) Using Combined Features

Figure 3.9: Hierarchical and GMM clustering results of feature-by-feature risk level using
di�erent features
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(a) Using Frequency-based Features

(b) Using Duration-based Features

(c) Using Combined Features

Figure 3.10: DBSCAN Cluster Risk Values using Di�erent Features
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Note that hierarchical and GMM clustering schemes generate the same results, as shown
in Fig. 3.9. It is not viable to apply the frequency or duration as the only metric to
evaluate objects' relationship and their risk levels. In this study, we also consider the
circumstances under which people may stay in a room for a long time while they enter
and exit other rooms with high frequency. Therefore,the frequency-based features are
also expected to a�ect the risk assessment. Since the duration-based coupling features
and frequency-based features show distinctive perspective of the action logs, this study
also employs the combined features de�ned as concatenation of two features. Clustering
results, and risk value results are generated by using three di�erent features. Fig. 3.8
and Fig. 3.9 present the percentage of feature-by-feature risk levels of clusters by using
frequency-based, duration-based, and combined features. When Fig. 3.8 and Fig. 3.9 are
compared when given the same number of clusters, DBSCAN, Hierarchical and HMM
provide similar results, although DBSCAN results suggest it may increased noise.

Both Fig. 3.8 and Fig. 3.9 illustrate the diversity of three features; however the results
of these three features have similar pattern. Low-risk events are dominant, other types
of risk are minor, which is what one would hope is a realistic distribution of event risks
in normal clinical practice. This pattern also results in the similarity of the three �gures
in Fig. 3.10. It is worth to note that the occurrence of this pattern is only due to the
simulated action logs used in this study. When di�erent action logs are employed, the
result of three features may lead to a more signi�cant variation.

Clustering algorithms: (HMM and DBSCAN)

The strength of DBSCAN is that we do not need to specify the number of clusters upfront
while in hierarchical and GMM number of desired clusters are given. If there were more
factors in the action logs, the number of features would increase, hence labeling of action
clusters by using DBSCAN is generalizable. Indeed, outliers are expected, however, the
outliers are not treated as high-risk samples directly, because the events maybe the sub-
events of another cluster. For instance, in Tables 3.3,3.4 and 3.5, the sample in the cluster
-1, does not have documents in this event; hence there is no possibility of leaking sensitive
data in such an event. Nevertheless, in practice we expect that, as a matter of policy,
outliers would be escalated to the security operations and policy experts.

Cluster Risk Levels

As clusters and their feature-by-feature risk levels are obtained, risk values of clusters are
calculated according to Eq. 3.7 and binned into 7 groups: Low, Low-medium, medium-
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low, medium, medium-high, high-medium, and high. Since the actions in medium and
low-risk level clusters will be permitted, we intend to prevent high average-risk (de�ned in
Section 3.2.4) samples occur in medium and low-risk level clusters. Although the average-
risk level is not a kind of ground truth, if it shows high-risk, then most of the features
of the sample raise alert or medium-risk. As explained in the feature extraction section,
the coupling value of medium-risk is similar to that of high-risk. There is no obvious
boundary between these two risk levels, and clustering algorithms provide some potential
risk patterns in the action logs.

The risk values and levels of each cluster are shown on in Tables 3.3, 3.4, and 3.5. The
cluster risk values are sorted and plotted as illustrated in Fig. 3.10. This chapter further
compares the outcomes of three features in Fig. 3.11. Most of them are safe clusters whereas
only one cluster raises a high-risk alert. Based on this, the risk value of the entire dataset
(i.e. action log) can be calculated as well, which is 1.28 in this case.

Table 3.3: DBSCAN Result using Duration-based Features

Index Risk Value Risk Level Number of samples
-1 1.5 LM 1
0 1 L 12612
1 3 H 2804
2 1.31 LM 2234
3 1.97 ML 1492
4 1.59 ML 608
5 1.16 LM 20489
6 1.74 ML 480
7 1.5 LM 246

3.3.2 Validation via Supervised Learning

In the �nal step, as shown in the Fig. 3.13, this work utilizes supervised learning meth-
ods, decision tree and SVM, to validate the results of unsupervised learning and to verify
whether the coupling idea can be generalized.

As shown in Fig. 3.14, when the model is trained with dataset 1, and tested with
dataset 2, 100% training accuracy and 99.86% test accuracy are achieved. As Fig. 3.3
and Fig. 3.12 present, despite the distinct distributions of dataset 1 and 2, the proposed
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Figure 3.11: Comparison of Di�erent Results
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Figure 3.12: Visualization of Raw Actions in Dataset 2
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Table 3.4: DBSCAN Result using Frequency-based Features

Index Risk Value Risk Level Number of samples
-1 1.5 LM 1
0 1 L 11754
1 3 H 2804
2 1.25 LM 3082
3 1.94 ML 2100
4 1.15 LM 20979
5 1.55 ML 246

Table 3.5: DBSCAN Result using Combined-based Features

Index Risk Value Risk Level Number of samples
-1 1.5 LM 1
0 1 L 11222
1 3 H 2804
2 1.25 LM 1702
3 1.13 LM 1390
4 1.97 ML 1492
5 1.72 ML 608
6 1.15 LM 20489
7 1.25 LM 532
8 1.48 LM 490
9 1.52 ML 246

methodology can still function well. Support Vector Machine (SVM) is also employed and
it achieves 99.95% test accuracy.

3.3.3 Access Control Policy-based Decisions

The performance of RASA framework is validated against a policy-based access control
scheme. Policy-based decisions can be considered as a Attribute-Based Access Control
(ABAC) [104] approach, utilizing the four frequency-based coupling features introduced
above in addition to the tra�c, which indicates the number of people in the current event,
and co-existence, which is triple-coupling, people-document-location coupling. Eventhough
the tra�c does not entail any coupling, it is possible to use Eq. 3.6, and the average value
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Figure 3.13: Supervised Learning Validation

Figure 3.14: Trained Decision Tree
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Table 3.6: Comparison between Policy and DBSCAN result using Frequency-based Fea-
tures

Policy Permit Deny
DBSCAN Medium-Low Medium-Low High

Numer 586 23 2800
Consistency 100% 99.19%

Overall Consistency 99.32%

to determine the risk level of each coupling value.

Other features would further transform into risk as well. The policy maps the fea-
tures' risk onto three risk categories: Device Risk, Environment Risk, and Action Risk.
Furthermore it applies a weighted sum of these risks together to determine the overall risk.

RDev = 0:5 � RF req
dev;loc

REnv = 0:5 � Rtraf f ic + 0:5 � RF req
co� existence

RAct = 0:5 � RF req
doc;loc + 0:5 � Rdoc;time

ROverall = 0:3 � RDev + 0:4 � REnv + 0:3 � RAct

Due to the lack of labels or other methods to prove the e�ciency of these methods, to
examine the performance of the proposed scheme, the unsupervised method and policy-
based method are also compared with each other[137]. By tuning the parameters of policy,
we also investigated the outcomes of RASA and policy and analyzed the action log. As
shown in the Table. 3.6, Table. 3.7, and Table. 3.8, the frequency-based, duration-based,
and combined coupling features show 99.32%, 99.27%, and 99.32% overall consistency,
respectively. Since the policy uses the triple factor coupling, it is more likely to detect the
rare cases but meanwhile, it is the only triple factor coupling since only one device exists in
the action log. When the number of coupling factors increases, the types of couplings will
reduce, and such a situation would occur where the frequency or duration is not enough
to make statistical decision because the frequency or duration disperse on more coupling
combinations.

3.4 Conclusion

In this chapter, we have proposed the Risk-Aware Smart Access Control (RASA) frame-
work, which de�nes a simple overall structure to learn use contexts from observed re-
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Table 3.7: Comparison between Policy and DBSCAN result using Duration-based Features

Policy Permit Deny
DBSCAN Medium-Low Medium-Low High

Numer 586 25 2798
Consistency 100% 99.19%

Overall Consistency 99.27%

Table 3.8: Comparison between Policy and DBSCAN result using Combined Features

Policy Permit Deny
DBSCAN Medium-Low Medium-Low High

Numer 586 23 2800
Consistency 100% 99.19%

Overall Consistency 99.32%

source access within cyberphysical contexts, and use simple parameters to de�ne a context-
dependent and risk-based authorization scheme based on those contexts. The basic frame-
work can be utilized to extend other access control regimes that lack su�cient support
for security policy analysts to craft and maintain context-dependent authorization poli-
cies. RASA utilizes combined cyber and physical activity logs, converts action sequence
to events which contain contextual information, and identi�es common relations through
a coupling approach based on duration and frequency of interactions. Every coupling is
assigned a risk value which results from the intuition that frequently occurring interactions
can be considered as low-risk and rarely occurring actions as high-risk. RASA further feeds
these couplings to clustering algorithms, after which the level of risk for a cluster is de-
termined based on the risk levels of cluster members (i.e. couplings). Thereafter RASA
denies actions in high-risk clusters and permits safe actions. One of the insights from our
study in a simulated clinical environment is the importance of the selection of couplings
on risk inference.

Three di�erent features are explored in this study, namely, frequency-based, duration-
based and the combination of frequency and duration. According to clustering and labelling
results, these features can exhibit distinct perspectives of risk. We show that combined
features can more comprehensively represent the risk of events and actions. It may be
helpful in future work to de�ne other risk factor compositions and understand better their
interactions.

RASA is purposefully designed to require little in the way of security policy analyst
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input{for example, no extensive labeling of actions into risk is required to develop a train-
ing set. Our evaluation established a basic validation of the promise of building on this
approach.

In the tuning process, rule-based policy results are compared with the outcomes of
RASA, and rule-based policy and RASA are updated in each iteration. After multiple
tuning iterations, the decisions of two approaches achieved> 99% consistency. Further-
more, to validate the results of RASA, when two supervised methods (Decision tree and
SVM) are trained and tested by using di�erent action logs labeled by RASA, 99.95% test
accuracy is achieved.
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Chapter 4

ML-Driven Intrusion Detection
under IoT Environment

4.1 ML-Driven Intrusion Detection for Contiki-NG-
Based IoT Networks

4.1.1 Methodology

IoT Setting Under Study

The architecture of an IoT network used in this chapter consists of a group of sensors
monitoring a physical environment and aggregating the sensed data for the sink node or
gateway. The sink node further delivers the collected data to the cloud servers or to users
via a LAN. Since sensors are distributed randomly in the �eld [200], they are prone to
illegitimate access to view and modify the legitimate nodes in the network, or to introduce
malicious nodes to the network. Hence, identifying the malicious nodes and classifying the
attack types are important. Several researchers have studied the possible attacks targeting
the RPL protocol, such as blackhole, gray hole, and warm hole, and proposed ML-based
detection of these attacks [13]; however, the implementation of 6LoWPAN is still vulnerable
to the traditional attacks such as those mentioned in KDD99 or NSL-KDD. With this in
mind, we introduce possible network layer attacks in the NSL-KDD dataset to the Contiki-
NG-based IoT network, and study the e�ectiveness of ML algorithms in terms of their
classi�cation performance under the NSL-KDD dataset. Below are the attacks considered
here:
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ˆ SynFlood : Malicious nodes keep sending TCP packets with SYN 
ag creating multiple
connections to drain the resources of other nodes [109].

ˆ Land : Similar to SynFlood, but source and destination addresses are set as the target
node leading the victims to establish TCP connections to themselves [212].

ˆ UDP Flood : Malicious nodes randomly send UDP packets to victims, draining their
bandwidth and having them send "ICMP port unreachable" messages [117].

ˆ Ping of Death (PoD) : PoD is to deliver oversized payload ping requests to victim
nodes to cause bu�er over
ow [241].

ˆ Smurf : Malicious nodes broadcast ping requests, setting the source as the victim and
leading other nodes to be involved in a 
ood of ping reply messages to the victims
[244].

ˆ IP sweeping : Malicious nodes discover active IP addresses by ping requests and enu-
merating addresses [121].

ˆ Port sweeping : Malicious nodes scan the open TCP and/or UDP ports to attack
victims [121].

ML-Integrated Intrusion Detection

Several researchers have studied various ML algorithms on network intrusion detection
systems [201]. This study di�ers from the related work in many ways (as stated earlier),
including the type of attacks and the variety of ML algorithms integrated with the IDS
system. Eleven ML algorithms are employed, including both supervised and unsupervised
ML algorithms. The detection mechanism used in this chapter takes the dataset as the
input and splits the dataset according to a k-fold (k=10) cross-validation approach to keep
the results stable and unbiased. Both training and test datasets are fed into various ML al-
gorithms, and �nally multiple evaluation metrics are measured for performance evaluation.
The classi�cation methods we test are brie
y explained below:

ˆ Decision Tree (DT) { A decision tree establishes a tree-like model of decisions in the
form of if-else rules. [15]

ˆ XGBoost { This is an ensemble learning method with fast training speed and high
accuracy. XGBoost is based on DTs, and it leverages gradient boosting and tree-
pruning [44].
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ˆ Bagging Tree { This refers to training multiple weak learners in parallel and aggre-
gating the results in a certain way to avoid over�tting in order to obtain improved
results [155].

ˆ Random Forest (RF) { An RF combines multiple DTs and selects a subset of training
samples and part of the features to prevent over�tting; it �nally vote for the best
result [155].

ˆ Bayes Net { This is a probabilistic graphical model-based technique that builds on
Bayesian inference [126].

ˆ Support Vector Machine (SVM) { SVM can e�ectively handle high-dimensional
datasets, including the situations where samples are outnumbered by the dimensions
[15] .

ˆ Na•�ve Bayes { This is a probabilistic approach that builds on Bayes theorem with the
assumption of fully independent features [126].

ˆ AdaBoost - This is an ensemble method that can perform oversampling to address the
class imbalance problem [155].

In addition to the supervised techniques, clustering (unsupervised) algorithms are also
investigated as summarized below:

ˆ Expectation Maximization (EM) { The EM algorithm alternates between perform-
ing an expectation (E) step and a maximization (M) step to estimate the hidden
variables [252].

ˆ DBSCAN { This clusters the dataset according to density and is able to �nd outliers
[61].

ˆ K-Means { This aims to obtain k clusters out of n data points where each data point
is placed in the cluster with the closest mean [61].

4.1.2 Experiments and Results

In the simulations, with the settings presented in Table 4.1, we �rst implement regular
tra�c by randomly distributing legitimate nodes. Three di�erent kinds of legitimate nodes
exist in the simulation: nodes with the UDP protocol; nodes with the TCP protocol; and
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Table 4.1: IoT Network Node Types

Node Type Num Description

Sink Node 1
Aggregates network tra�c and
can receive both UDP and TCP ta�cs

Sensor Node (TCP) 10
Simulated as sensor node
used for collecting environmental and
transfer data via TCP protocol

Sensor Node (UDP) 10 Transfer data via UDP protocol

Malicious Node 1
Simulates the attacker
that launches di�erent attacks

a sink node which serves as a TCP and UDP server. To simulate realistic WSN tra�c,
each node randomly sends data with data size that varies according to the TCP and UDP
protocols; these nodes are deployed in random locations. Network packets are collected at
the sink node by �ltering the IP and MAC address. Seven attacks in the NSL-KDD dataset
(as also mentioned in Section 3) are implemented in Contiki-NG. Upon the collection of
packets, PCAP �les are fed into a feature extractor in order to form the intrusion dataset
1.

Attack Types

We implement seven types of attack techniques from the NSL-KDD dataset, i.e., SynFlood
(Neptune), Land, UDP 
ood, Ping of Death (PoD), and Smurf. Other attacks in the
NSL-KDD dataset target the mail protocol, Apache server and Linux systems, such as
Mailbomb, Apache2, and Process table. These protocols or tools are not applicable to the
Contiki-NG operating system since Contiki-NG is used in resource constrained devices.
We further label the dataset according to the MAC address and timestamps. Injection of
attacks into the Contiki-NG network is explained below:

ˆ Syn Flood { Since Contiki-NG does not provide interfaces to send TCP packets with
SYN 
ag without creating a connection, we directly create IP packets from scratch
and send them to the MAC layer protocol. It is worth noting that when the checksum
is calculated, the pre�x of the IPv6 address is 0xFE80 instead of 0x0000; therefore,
using Wireshark for packet analysis will result in several checksum errors. After

1Attack traces are available: http://nextconlab.academy/contikingdata.html
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Syn Flood is introduced into the Contiki-NG network, the sink node keeps sending
SynAck to respond to the messages, draining its resource.

ˆ Land { As a special Syn Flood attack with identical source and destination IP address
in the Contiki-NG system, a Land attack aims to have a node send packets to itself
and directly forward these packets to the TCP/IP bu�er instead of delivering them to
the MAC layer and sending them through wireless channels. Thereby, theoretically,
6LOWPAN could prevent a Land attack by detecting such a situation where the MAC
layer delivers a packet with the same source and destination IP address, leaving no
chance for such attacks to succeed. This can be observed by monitoring the log of
the sink node.

ˆ UDP Flood { Unlike a TCP connection, UDP packets do not receive N/ACK from
destination nodes. If the destination receives a UDP packet with a closed port, it
responds with an unreachable port message (ICMPv6) to the source node. Therefore,
in the experiment, UDP packets are sent with random source and destination ports
to the sink node, and the sink node responds with ICMPv6 packets immediately. In
Contiki-NG, if a source node keeps sending packets with random ports using their
UDP interfaces, Contiki-NG refuses to send UDP packets after a few iterations.
Hence, in the design of the attack, 
ooding is performed by generating IP packets
and delivering them to the MAC layer. Meanwhile, by doing so, the speed of the

ood can be controlled as well.

ˆ Ping of Death (PoD) { Contiki-NG checks the size of every message received from a
lower layer to prevent bu�er over
ow. Thus, PoD cannot paralyze or destabilize the
sink node but since the sink node will still respond to the ping requests, PoD can be
considered as a regular ping 
ood attack.

ˆ Smurf { Smurf is another attack based on ICMPv6, which sends a Ping Request with
a broadcast address as the destination and target address as the source IP address.
In the simulator, all the nodes send a ping reply to the sink node, blocking other
communication.

ˆ IP Sweeping { Probes are utilized by adversaries to discover victim IP addresses and
ports. In this study, we introduce IP sweeping, TCP port scanning, and UDP port
scanning to perform probe attacks. IP sweeping is implemented by iterating on IP
addresses while sending ping requests and recording replies.

ˆ Port Scan { In TCP port scan, upon completion of the three-way TCP handshake, if the
attacker node receives connected events from Contiki-NG, it records the port number.
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In UDP port scan, if a node sends UDP packets to a closed port, an unreachable
port message is replied back by the destination node. Through ICMPv6 events, open
ports can be inferred.

Feature Extraction

The network intrusion dataset creator [184] is utilized to create our dataset. To reduce
communication energy, Contiki-NG utilizes the 6LoWPAN protocol at an adaptive layer
to compress the length of IP packets as the LibPCAP library does not support the 6LoW-
PAN protocol. On the other hand, although the Network Intrusion Dataset Creator is also
designed for the IPv4 system, it can analyze network packets by using TShark as a back-
bone, which can also analyze 6LoWPAN protocols. To make it suitable for IPv6, ICMPv6,
and 6LoWPAN protocols, we modify the feature extraction module and add more features
related to the ICMPv6 protocol, IP address, and MAC address. Finally, twenty-eight fea-
tures are extracted from the network 
ow, and each entry also has a label denoting the the
type of the attack introduced through the corresponding packets. The extracted features
can be categorized as follows:

ˆ Frame Info { The total physical frame length of TCP, UDP, ARP, and ICMPv6 packets,
and the number of packets.

ˆ IP Layer Info { The total IP frame length of TCP, UDP, ARP, and ICMPv6 packets,
the number of connection pairs, the number of ICMPv6 types, and the number of
ARP and ICMPv6 packets.

ˆ IP Address Info { Whether the source and the destination have the same IP address,
and whether the IP address is consistent with MAC address.

ˆ Transport Layer Info { The total frame length of TCP, UDP, and the number of ports
used in both TCP and UDP packets.

ˆ Application Layer Info { The number of SSL, HTTP, FTP, SSH, SMTP, DHCP, and
DNS packets.

To better understand the generated dataset, we present a breakdown of the packets
in the Contiki-NG network in Fig 4.1. Since most of the time (24 hours) the nodes in
the simulator send regular tra�c to the sink node, the normal packets form the majority
class. Due to the limitation of the hardware and simulator, each DoS attack only runs for
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Figure 4.1: Dataset Distribution
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Table 4.2: Accuracy, Precision, Recall and F-Scores

Accuracy Precision Recall F Score
RF 0.966 0.969 0.967 0.968
DT 0.966 0.969 0.967 0.968
Bagging 0.967 0.969 0.967 0.968
SVM 0.957 0.948 0.957 0.951
NB 0.452 0.904 0.452 0.545
BN 0.882 0.944 0.882 0.902
AdaBoost 0.740 0.663 0.740 0.646
XGBoost 0.970 0.970 0.968 0.968

Table 4.3: TP, RF, MCC, and AUC of ML Algorithms

TP Rate FP Rate MCC AUC
RF 0.966 0.046 0.903 0.995
DT 0.966 0.048 0.903 0.993
Bagging 0.967 0.048 0.904 0.995
SVM 0.957 0.072 0.865 0.942
NB 0.452 0.028 0.407 0.888
BN 0.882 0.006 0.789 0.985
AdaBoost 0.740 0.065 0.038 0.604
XGBoost 0.970 0.046 0.905 0.996

5 minutes. In the simulation, we also implement IP sweep and port scan, but the available
IP address is obtained alongside the open port number, so such attacks will be blocked.
Hence the sample size of probe attacks is negligible, especially for IP sweep. Since the
generated dataset is signi�cantly imbalanced, techniques and comparison metrics that can
handle imbalanced datasets are used to train and evaluate the results.

ML Algorithms to Classify Intrusions

We employ the following ML algorithms to classify and cluster intrusions: AdaBoost,
Random Forest, Decision Tree, Bagging, XGBoost, SVM with RBF kernel, Na•�ve Bayes,
Bayes Network, KMeans, and DBSCAN. For supervised methods, accuracy, true positive
rate (TP), false positive rate (FP), precision, recall, F measure, Matthews correlation
coe�cient (MCC), and Receiver Operating Characteristics area under the curve (AUC)
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are used. MCC is calculated as T P � T N � F P � F Np
(T P + F P )� (T P + F N )� (T N + F P )� (T N + F N )

, and is a useful

ML algorithm metric especially for imbalanced datasets, which results in more meaningful
results than F score [48] in such settings as it considers the proportion of the classes inside
the confusion matrix.

As for the unsupervised methods, we simply use accuracy to present the result, since
the results of clustering algorithms still need to be enhanced. As mentioned earlier, the
generated dataset is imbalanced; hence accuracy itself is not enough to represent the per-
formance, while F measure, MCC, and ROC area can better show the results of these ML
algorithms. All the results of supervised methods discussed in this chapter use ten fold
cross-validation to generate the �nal performance values.

Performance results of classi�cation algorithms are listed in Table 4.2 and Table 4.3.
Initially, Adaboost and RUSBoost were selected as strong ensemble methods to operate
with imbalanced data. However, as shown in Table 4.2 and 4.3 the performance of these
algorithms is not strong enough; in particular, the RUSBoost underperforms compared to
AdaBoost. Therefore, only AdaBoost performance is shown in the performance results.
Other ensemble methods are also tested such as Bagging, Random Forest (RF), and Ex-
treme Gradient Boosting (XGBoost), among which XGBoost outperforms the others in
terms of all performance metrics. RF and Bagging techniques almost have identical per-
formance, which is slightly higher than that of a single decision tree. Considering the
limitation of nodes in IoT or WSNs, (i.e., limited RAM, storage capability, and energy re-
source), decision trees stand out as the best �t for an IoT environment. Furthermore, DT
is highly explainable so manual tuning of the trained model is also possible and suitable
for speci�c use cases in real-life. Last but not least, the performance of decision trees is
reasonably close to that of a more advanced method, XGBoost.

Di�erent kernels of SVMs are tested and Radial Basis Function (RBF) outperforms the
other functions. However, the performance of SVM with RBF is still outperformed by the
tree-based methods. Furthermore, SVM requires an extensive amount of time to train and
run. Na•�ve Bayes (NB) and Bayes Network (BN), due to their probabilistic nature, are
not suitable for this problem, and perform poorly as seen in the table.

This chapter also utilizes unsupervised methods to validate their performance and re-
ports them in Table 4.4. Regardless of tuning of the parameters, the performance of
unsupervised methods is limited. For K-Means, when the number of clusters is set to
six, the overall accuracy is 49.59%. Furthermore, when the parameters of DBSCAN are
set to eps=0.4 and minPts=6, its accuracy is 51.1%. Expectation-Maximization (EM)
stands out among the unsupervised techniques, o�ering the best results among unsuper-
vised algorithms with 67.2% accuracy, which outperforms Na•�ve Bayes and approaches the
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Table 4.4: Performance of Unsupervised Algorithms

Accuracy Clusters Identi�ed Classes

K-Means 0.496 6
Normal, Land, PoD,
SynFlood, UdpFlood,
Smurf

DBSCAN 0.511 4 Normal, Land, SynFlood

EM 0.672 4
Normal, Land, PoD,
UdpFlood

performance of AdaBoost. Although the unsupervised methods underperform when com-
pared to supervised ML techniques such as the tree-based methods, they do not require
labels (which generally cannot be easily generated in real-life networks). In such a scenario,
the EM algorithm can be considered as a potential solution.

4.1.3 Conclusion

In this chapter, we introduce possible DoS and probe attacks in the NSL-KDD dataset to
an IoT network, speci�cally Routing Protocol for Low-Power and Lossy Networks (RPL)
and 6LoWPAN networks, using the Contiki-NG operaing System. Moreover, the generated
dataset is fed into eleven ML algorithms to explore their ability to classify di�erent attacks.
Tree-based methods and ensemble algorithms such as XGBoost, Decision Trees (DTs),
Bagging Trees, and Random Forest perform well and achieve more than 96% accuracy,
whereas the remaining methods, Bayes Network, Naive Bayes (NB), Adaboost, perform
relatively poorly. Considering that the IoT devices consist of resource constrained devices,
DTs, as a simple and highly explainable solution with high performance, is concluded
to be utilized in the sink node to detect DoS and probe intrusions. Moreover, when
unsupervised methods are utilized (EM, DBSCAN, and K-Means), DBCAN and K-Means
are outperformed by EM while the EM algorithm outperforms NB by 22% in terms of
accuracy. Therefore, EM is concluded to be more suitable for the NSL-KDD dataset and
the Contiki-NG-based IoT scenario when it is not possible to acquire the labels from the
network tra�c.
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Table 4.5: APT Attack techniques used in SCVIC-APT-2021

Attack Stage Reconnaissance Initial Compromise Lateral Movement Pivoting Data Ex�ltration

Attack Techniques
Active Scanning VSFTPD Pass the Hash/Ticket AutoRoute DNS Tunnelling
Gathering Victim Host Information Remote Desktop Protocol Socks4a C2 Tunnelling
Gather Victim Network Information WMI Proxy Chain Encode and Encrypt

Table 4.6: SCVIC-APT-2021 Dataset Class Distribution

Train Test Total
DataEx�ltration (DE) 527 74 601
InitialCompromise (IC) 73 77 150
LateralMovement (LM) 729 142 871
NormalTra�c (NT) 254836 55583 310419
Pivoting (P) 2122 360 2482
Reconnaissance (R) 833 251 1084

4.2 A New Realistic Benchmark for Advanced Persis-
tent Threats in Network Tra�c

4.2.1 SCVIC-APT-2021 Dataset

As illustrated in Figure 4.2, we create a multi-domain environment with two domains and
four sub-networks to enable APT attacks such as lateral movement and pivoting. Kali is
used to design attacks to machines and is capable of gaining access to the initial victims
located within the �rst domain. Domain 1 consists of four machines, one of which is a
Domain Controller (DC), and three of which are regular end devices. Two domains are
connected by a virtual private network (VPN). Domain 2 has a domain controller (DC)
and a regular PC, which is supposed to be the attacker's ultimate target for credential
information.

Typically, an APT follows six stages: reconnaissance, initial compromise, lateral move-
ment, pivoting, data ex�ltration, and post-attack stage. MITRE Adversarial Tactics,
Techniques, and Common Knowledge (ATT&CK) is a global knowledge base of adver-
sary tactics and approaches that serves as the foundation for our selection of common
attack techniques. Table 4.5 summarizes the attack techniques used in SCVIC-APT-2021.

ˆ Reconnaissance : Reconnaissance is used to gather information and credentials that
will be used to support further APT stages.
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Figure 4.2: Network topology and detailed settings of the testbed

64




	Examining Committee
	Author's Declaration
	Abstract
	Acknowledgements
	Table of Contents
	List of Figures
	List of Tables
	List of Abbreviations
	List of Symbols
	List of Metrics
	Introduction
	Machine Learning-based Authorization in Cyber Physical System
	Intrusion Detection in IoT Networks
	Combined Intrusion Detection System
	Early Detection for Network Intrusions
	Time Series Compression for NIDS Data
	Motivations and Objectives of the Thesis
	Contributions of the Thesis
	Structure of the Thesis

	Background and Literature Review
	Access Control in IoT Environment
	IoT Network Intrusion Detection
	Combination of NIDS and HIDS
	Early Detection on Network Intrusions
	Lossy Time Series Compression

	Risk-Aware Fine-Grained Access Control in Cyber-Physical Contexts
	Problem Statement
	RASA: Risk-Aware Smart Access Control
	System Overview
	Action logs
	Feature Extraction and Risk Inference
	Clustering of Couplings and Labeling of the Clusters

	Numerical Results
	Numerical Results of Clustering and Labeling
	Validation via Supervised Learning
	Access Control Policy-based Decisions

	Conclusion

	ML-Driven Intrusion Detection under IoT Environment
	ML-Driven Intrusion Detection for Contiki-NG-Based IoT Networks
	Methodology
	Experiments and Results
	Conclusion

	A New Realistic Benchmark for Advanced Persistent Threats in Network Traffic
	SCVIC-APT-2021 Dataset
	Detection Methodology
	Numerical Results
	Conclusions


	Bridging Networks and Hosts via Machine Learning-Based Intrusion Detection
	Methodology
	Problem Definition
	CIDS Dataset Formation Framework
	CIDS-Net

	Experiments
	Datasets
	CIDS-Net Results
	Interpretation of the model

	Conclusion

	Multidomain transformer-based deep learning for early detection of network intrusion
	IoT Intrusion Early Detection System
	Problem Definition
	Time Series Network Flow Meter
	Multi-Domain Transformer

	Experiments
	Datasets
	Experimental Results

	Conclusion

	Deep Dict: Deep Learning-based Lossy Time Series Compression
	Methodology
	Problem Definition
	Deep Dict

	Experiments
	Datasets
	Experimental Settings
	Numerical Results

	Conclusion

	Conclusions and Future Directions
	Conclusions
	Future Directions

	References

