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University of Oftawa
Abstract

Routing and Protection over Agile All-Optical Networks (AAPN)
by Peng He

The term “agility” in optical networks describes the ability to deploy bandwidth on
demand at fine granularity that allows carriers to deploy services rapidly. An overlaid-star
all-photonic WDM network, called the Agile All-Photonic Network (AAPN), can provide
such agility through multiplexing over each wavelength in the time domain. The AAPN
consists of a number of hybrid photonic/electronic edge nodes connected together via
several load-balancing bufferless transparent core nodes and optical fibers to form an
overlaid star topology. An AAPN can‘pote‘ntial]y provide an efficient high bandwidth/high
performance core transport network for carriers. Hence, it is very important to design and
positidn AAPN to support widely-deployed 1P/MPLS architecture and protocols. This
thesis deals with routing and protection of MPLS flows over AAPNSs, especially in multi-
domain (OSPF multi-area or inter-AS) network environments.

For the routing problem, several AAPN configurations seen by the Internet routers are
proposed to solve the scalability issue when deploying AAPN within one IP/MPLS
network. Furthermore, a novel inter-area routing framework is proposed which can provide
dynamic and optimal inter-area routing in an efficient and scalable way with full backward
compatibility with existing OSPF routers, In addition, an AAPN-based Internet Exchange
(AIX) architecture with traffic engineering capacity is also developed to provide inter-AS
optimal routing.

For the protection problem, instead of using link or path protection. an inter-area
shared segment protection approach is proposed, which can take advantage of the above
inter-area routing framework. Through sharing, the network resources are used in an
efficient way. Through segment-based protection, the recovery tirﬁe 1s reduced in case of
failures.

By generalizing and extending this. AAPN-based routing and protecti‘on framework, a
general .inter-domain (AS or area) traffic engineering architecture, called Star-TE, - is
proposed. Star-‘TE satisfies the requirements for inter-area and inter-AS traffic engineering
defined by IETF in RFC 4105 and RFC 4216.
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1. Introduction

1.1. Problem Statement

~ Most telecommunication carriers, including Telus, Bell Canada, AT&T, MCI and
British Telecom, are migrating to an 1P based converged network for provisioning multi-
services (data, voice, video, etc.). In such IP networks, Multi-Protocol Label Switching
(MPLS) is adoptes to enable Traffic Engineering (TE) and support Virtual Private
Networks (VPN). Together with Diffserv, MPLS can also provide Quality of Service (QoS)
support. . |

An emerging overlaid-star all-photoric WDM network, called the Agile All-Photonic
Network (AAPN) [Bochmann2004, Mason2005, Bochmann2007], can potentially provide
an efficient high-bandwidth core transport network solution for carriers. Hence, it is very
important to design and position AAPN to support widely-deployed IP/MPLS architecture
and protocols.

The AAPN consists of a number of hybrid photonic/electronic edge nodes connected
togother via several load-balancing buffer-less transparent core nodes (photonic space
switches) and optical fibers to form an overlaid star topology. By introducing concentrating
devices, AAPN can support.up to 1024 edge nodes [Mason2005]. The term “agility” in
AAPN describes its ability to deploy bandwidth on demand at fine granularity (tirr{e-slot
instead of wavelength), which radically increases network efficiency and brings to the user
much higher performance at reduced cost [Bochmann2004}.

; Since the AAPN provides transparent optical transmission between all pairs of edge
nodes, the architecture, as seen by the Internet routers within the surrounding networks
would normally be a completely interconnected mesh. Hence the straightforward use of the
OSPF (Open Shortest Path First) routing protocol used for IP and MPLS leads to scalability
problems when deploying a large AAPN within an IP/MPLS network. For instance, with
1000 edge nodes in an AAPN, this would involve 10° links, which is a number much too
large to be handled by normal Internet routers. Hence in this thesis, we study first how to

solve the scalability issues for deploying an AAPN within a single IP network.
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AAPN is actually more suitable to be used in multi-domain (OSPF area or AS)
network environment due to its agility at the core and large capacity. Hence in this thesis,
we study mainly how to deploy AAPN in multi-domain networks. In such environments,
we focué on inter-domain traffic engineering, that is, how to provide optimal inter-domain
| routing and associated protection in a scalable and efficient way for MPLS flows over the
AAPN. ‘

Note that we study the Open Shortest Path First (OSPF) [RFC 2328] and Border
Gateway Protocol (BGP) [RFC 1771} IP routing protocols, which are comriionly used for
routing within and among administrative domains, respectively. In the rest of this thesis, we
use the term “domain” to represent an OSPF area or an AS (Autonomous ~ Systent). The
definitions of GSPF area and AS are as follows:
~Area: OSPF area. OSPF is a hierarchical routing protocol that supports large networks
through multiple OSPF areas: one backbone area (Area 0) surrounded by non-backbone
areas. Area border routers (ABR) arc located at the borders between the backbone and the
non-backbone areas, and distribute summarized routing information between the areas.

Autonomous System (AS): controlled by one service provider; routers within an AS
communicate routing information to each other using an Interior Gateway Protocol (IGP),
namely OSPF, or IS-IS. An AS shares routing information with other AS using BGP.
Autonomous System Border Routers (ASBRs) are used to connect to another AS via one or

more physical links that interconnect ASes.

1.2. Motivation and Objective

The work® in this thesis is motivated by the goal to find simple and efficient
mechanisms for deploying an AAPN in an existing legacy IP/M‘PLS. We consider two
closely related problems: protection and routing. Furthermore, for both of these problems
we should consider various network environments, e.g., single-layer vs. multi-layer, intra-
domain vs. inter-domain. Since efficient. routing in a large multi-domain network
supporting QoS requirements and global fast recovery from failures is still an unsolved

research topic, we hope that our results provide promising solutions in this area.




1.3. List of Contributions in this Thesis

The main contributions of this thesis are the followings.

1. A routing architecture for MPLS flows over AAPN that solves the scalability issue
when deploying a large AAPN in single-area networks. (Refer to Section 3.1)

2. An inter-area MPLS dynamic routing framework that provides optimal inter-area
routing in a scalability and efficient way on the basis of deploying an AAPN as the

. backbone area in multi-arca networks. (Refer to Section 3.2)

3. Inter-area protection schemes that provide shared (efficient) and segmented (fast)
protection for MPLS flows over AAPN under both the commonly-used single-
failure assumption and a weakened single-failure (multiple failures) assumption we
defined for multi-area networks. (Refer to Chapter 4)

4. A novel Internet eXchange (IX) Architecture based on an AAPN that can
guarantee the inter-AS (inter-ISP) optimal routing while keeping scalability and the
confidentiality for the TE information in multi-domain environments. (Refer to
Section 3.3) |

5. A general inter-domain (AS or area) traffic engineering architecture, called Star-
TE, that generalizes and extends our AAPN-based routing and protection work,
and satisfies the requirements for inter-area and inter-AS traffic engineering
defined by IETF in RFC 4105 and RFC 4216. (Refer to Section 5.2)

6. A segmented PCE (Path Computation Element) architecture that avoids the
inherent scalability and robustness issues in the original IETF PCE architecture and
can be considered as a promising inter-domain traffic engineering solution for
large-scale meshed multi-domain networks. (Refer to Section 5.3.3)

7. Other contributions include: -delay-performance analyses for AAPN with two
proposed bandwidth allocation schemes (called first-fit scheme and first-fit with
random scheme), a novel analytical performance model for time-space-switched
all-optical networks, and optimization analysis of deploying passive optical time
slot interchanger (POTSI) in All-Optical Network. (Refer to Section 6.2)




1.4. Outline of Thesis

The thesis is organized as follows. Chapter 2 gives an introduction to AAPN and the
literature review of various routing and protection schemes for MPLS over optical
networks. Chapter 3 focuses on routing architectures for MPLS flows over AAPN in
single-area, multi-area, multi-AS scenarios. The performance of proposed inter-domain
traffic enginecring framework is assessed by discrete cvent simulation. Chapter 4 proposes
the inter-area shared segment protection schemes that provide efficient and fast protection
for MPLS flows over AAPN. Chapter 5 generalizes and extends our AAPN-based work
into a general inter-domain traffic engineering architecture, called Star-TE, and presents
more applications of Star-TE in traffic engineering with further discussion. Chapter 6

concludes the thesis and identifies areas for further research.




2. Background

2.1. AAPN Overview

As shown in Fig. 1, an Agile All-Photonic Network (AAPN) [Bochmann2004,
Mason2005, Bochmann2007] consists of a number of hybrid photonic/electronic edge
nodes connected together via several (at least two) load-balancing core nodes and optical
fibers to form an overlaid star topology. By introducing concentrator devices, AAPN can
support a large number of edge nodes (up to 1024) {Mason2006]. Each core node contains
a stack of bufferless transparent photonic space switches (one for each wavelength). In
order to avoid optical memory and optical header recognition (hence no E-O-E conversion
within the Core switches), as required by certain forms of burst switching, AAPN uses
synchronous slot-by-slot switching with fixed-sized slots (e.g., 10us per timeslot) and the
arrival of the slots at the input ports of the switch must be synchronized with the slot
switching period controlled by the switch. If in a mesh nctwork, where a slot transmitted by
an edge node must possibly traverse several switching nodes, the propagation delay on the
links between several switching nodes must be precisely adjusted to be a multiple of the
stot duration. Since this is difficult to realize, AAPN adopted a star topology with a single
core switch. In this case, the only synchronization requirement is that the edge node
transmits the next slot at such a time that it arrives at the core switch in time for the -
beginning of a slot period. This can. be realized by a relatively simple synchronization
protocol between the edge nodes and the core. Furthermore, in order to cope with the
failure of a core node, and in order to increase the overall capacity of the network, AAPN
finally uses an architecture of overlaid stars, as shown in Fig. 2.1.

A scheduler ‘at each core node is used to dynamically allocate timeslots over the
‘various wavelengths to each edge node. Each edge node contains a separate buffer for the
traffic destined to each of the other edge nodes. In these buffers, packets are collected
together in fixed-size slots that are then transmitted as single units across the AAPN via
optical links. At the destination edger node the slots are partitioned, with reassembly as

necessary, into the original packets that are sent to the outside routers. The term “agility” in
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AAPN describes its ability to deploy bandwidth on demand at fine granularity (e.g.,
timeslots instead of a whole wavelength, in the order of 100Mbps instead of 10 Gpbs),
which radically increases network efficiency ‘and brings to the user much higher

performance at reduced cost.

* Edge node

Edge node

Figure 2.1: AAPN Overlaid-Star Topology

Generally speaking, an AAPN is a wavelength-division-multiplexed (WDM) network
that consists' of several overlaid stars formed by edge nodes that aggregate traffic,
interconnected by bufferless optical core nodes that perform fast switching in order to
provide bandwidth allocation in sub-wavelength granularity. On the other hand, an AAPN
can also be viewed as a distributed switch with potentially large geographical coverage. It
contains four key ingredients: (1) (optical) switching core: rapidly reconfigurable switching
at the core, (2) intelligent edge: control and routing functionality concentrated at the edge
nodes that surround the switching core, (3) AAPN internal optical fiber connecting edge
and core nodes. AAPN adopted OTDM (optical time domain multiplexing) on fibers. (4)
Overlaid star topology for reliability and increased bandwidth.

The main competition for an AAPN, on the future networking market would probably
be electronic Internet routers or switches. However, we believe that the conceptual
simplicity Qf an AAPN and the power of optical transparent switching without E~O-E
conversion will give some advantage to the AAPN approach. We also note that the optical
lightpaths provided by an AAPN are protocol and rate-independent at the physical level,

which facilitates network evolution.
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2.2. MPLS Overview

MPLS [RFC 3031] operates at an OSI (Open Systems Interconnection) model layer
between Layer-2 (data link layer) and Layer-3 (network layer), and thus is often referred to
as a "Layer-2.5" protocol. MPLS is a packet label-based switching technique. Packets are
assigned a 20-bit label as they enter a MPLS capable IP network. Subsequent packet
treatment in the network is based on the label only, e.g., these MPLS-labeled packets are
switched after a Label Lookup/Switch instead of a lookup into the IP table of a router.

The labeling of a packet allows the use of advanced forwarding techniques. A packet
entering the network at a particular router can be Iabeied differently than the same packet
entering the network at a different router. As a result, some kind of policy routing can
easily be‘made. Since MPLS decouples forwarding from routing, it is able to support a
large variety of routing policies that are either difficult or impossible to support with just
conventional network layer forwarding.

MPLS uses the Label Distribution Protocol (LDP) (RFC 3036) or RSVP (RFC 2205)
to exchange the label and LSP (Label Switched Path) binding between Label Switching
Routers (LSRs). A LSP is defined as a sequence of labels from an ingress LSR to an egress
LSR. LSPs are very similar to unidirectional ATM virtual circuits. The route taken by a
LSP between two LSRs can be the same as the conventional network layer route, or the
sender LSR can specify an explicit route for this LSP (an explicit route is specified as a
sequence of hops rather than being determined by conventional layer-three routing
algorithms on a hop-by-hop basis). Thus, apart from conventional IP routing facilities,
MPLS can use the routing 'teéhnique called explicit routing, which can support policy
routing and traffic engineering. An explicit route needs to be specified at the time that
labels are assigned and does not have to be specified with each IP packet.

MPLS is in use in large "IP Only" networks, and is standardized by IETF in RFC
3031. In practice, MPLS is mainly used to forward IP datagram and Ethernet traffic. Major
applications of MPLS are traffic engineering and MPLS VPN (Visual Private Network).-




2.3. Previous Work on Routing of
IP/MPLS over WDM Optical
Networks

Future networks will typically be carrying Internet (IP) traffic — enhanced with MPLS
functionality — over optical networks that provide data transmission between IP/MPLS
routers. This section reviews the previous work on routing of IP/MPLS over optical

networks, both for intra- and inter-domain (area or AS) scenarios.

2.3.1. IP/MPLS Routing over WDM

Networks: Intra-Domain Scenario

The basic components of the routing functionality are the collection of information on
the network topology and a routing algorithm that determines a route for given source,
destination and QoS (Quality of Service) requirements. In a general environment of
IP/MPLS over optical networks, the optical network is composed of OXCs (Optical Cross-

| connect) interconnected by fiber links, and IP/MPLS routers are connected to the OXCs
through wavelength ports comiprising of optical transmifters and receivers. Under this
framework, which is considered by most of the literature, OXCs and fiber links between
them form a physical ‘topology in the optical layer; the IP/MPLS routers and lightpaths set
up between them form a virtual or logical topology in the IP/MPLS layer.

There are generally three different inter-networking models between these two kinds of
topologies: namely peer, augmented, and overlay models for IP/MPLS over optical
networks [K002004]. One of the most important differences among these models is the
type of information shared between the IP/MPLS layer and the optical layer. In the overlay
model (Fig. 2.2a), no network information is shared between these layers. Hence routing is

done separately in the two layers with their own signaling and control planes. Under this
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network model, the IP layer and WDM layer work in a client-server model. In the peer
model (Fig. 2.2b), the topology and other network information (e.g., routing information
and link state information) are shared between the layers, and a unified routing mechanism,
e.g., GMPLS (Generalized MPLS), controls the whole network. The augmented model is a
compromise between the peer model and the overlay model. This means that the
augmented model shares some part of the information, such as the reachability information,
between the layers according to certain agreements, and the two 1ayers are managed

independently like in the overlay model.

B | B

B
10 ronttiar w@wﬁm

Lightpath A Lighpath
seltingftear-dov saftnoftear-town \

Optical fiber

ptical tibat

(a) Overlay Model ‘ (b) Peer Model

Figure 2.2: Models of IP/MPLS over Optical Networks [Koizumi2006]
2.3.1.1. Routing in the overlay model

Two similar and simple rouﬁng schemes, based on the overlay model, were proposed
in [Ye2001, Koo2004]. When a LSP request arrives, the network first finds a route for the
request over the residual capacity on the current logical topology. If no available route
exists, it then tries to open a new lightpath directly (one hop) [Y€2001] or indirectly (more
than one hop) [K002004] between source and destination LSRs of the request.
~ As a variant of the overlay model, the study in [Koizumi2005] built up the IP/MPLS
logical topology by using both the logical links and “virtual link”. A virtual-link is a special
logical link that is not configured as a lightpath, but can be activated as a lightpath
according to the request. If a virtual-link is selected as part of a LSP, the lightpath

corresponding to the virtual link is established right away.




2.3.1.2. Routing in the peer model

In the peer model, an integrated graph or auxiliary graph, where both the physical and
logical links coexist, is usually adopted to solve the routing/TE problems. The auxiliary
graph model has also been used in a dynamic grooming study [Zhu2003]. The graph is
usually a layered graph, in which each layer represents one wavelength.

The authors- in [Kodialam2001, Zheng2003, Liu2004] provided similar peer-mode
routing schemes: the idea is to assign the cost values to both the logical and physical links
in the integrated graph first, and then calculate a least cost route for the request using the
shortest path algoﬁthm (e.g., Dijkstra's algorithm). The only difference between various
routing schemes is the definition of the cost tunction. It is reported in [K0o0o2004] that a
simple scheme [Zheng2003] just using the physical hops as the cost function performs
better (in terms of LSP blocking probability) than the one in [Kodialam2001] which
adopted a much more complex cost function. A similar phenomenon was also observed in |

[Liu2004].

2.3.1.3. Routing in the augmented model

In [K002004], an augmented-model-based routing scheme was proposed. It was
assumed in this scheme that only a surmary of capacity information from the optical layer
is shared with the IP/MPLS layer. The novelty of this scheme is considering the constraint
on the number of (optical) ports per LSR in the WDM layer, which is usually assumed to
be ihf’mite in other schemes.

Loosely speaking, it is beheved that the augmented model has the potential to benefit
from the advantages of both the overlay and peer models. However, there is still no
promising  routing . algorithm(s) proposed for this model, and there is still little
understanding of what kind of information would be most helpful for making LSP routing
decisions [K002004].
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2.3.2. IP/MPLS Routing over WDM

Networks: Inter-Domain Scenario

2.3.2.1. Why Inter-area/AS Routing

Currently, several carriers have mulfi-area networks, and many other carriers that are
still using a single OSPF area may have to migrate to a multi-area environment as their
networks grow and approach the single-area scalability limit. Hence, it would be useful and
meaningful to extend the current MPLS TE capabilities, which are still limited within one
OSPF area, across several OSPF areas to support inter-area resource optimization. That is
why RFC 4105 was recently publis})ed to define detailed requirements for inter-area MPLS
traffic engineering and to ask for solutions.

The practical interest in inter-AS end-to-end MPLS routing with guaranteed QoS is
also increasing. This is due to the surging VolP traffic and large VPNs between sites
hosted by different carriers (Inter-domain/inter-provider scenario). And some Internet
service providers (ISPs) maintain different legacy ASes after corporate acquisitions or
mergers. (intra-provider inter-AS scenario) [Ricciato2005]. That is why RFC 4216 was
published to define detailed requirements for MPLS inter-AS traffic engineering

requirements and to ask for solutions.

2.3.2.2. Why It is Difficult

However, having efficient routing in a large multi-area/AS network that obeys QoS
requirements is a yet unsolved research topic. The major challenge for inter-area routing is
the scalability of routing information. To make routing scalable, the TE information that an
area advertises about itself and learns from other areas must be very small. This limits the
TE visibility of the head-end LSR essentially to only its own area, and consequently it can
no longer run a CSPF (Constrained Shortest Path First) algorithm to compute the shortest
path to the tail-end, as the CSPF algorithm requires the whole TE topology information.

The scalability issue is even severer in inter-AS routing as muiti-AS networks are usually
11 -




larger networks. Besides, another big challenge for inter-AS routing is the confidentiality
of traffic engineering information. This is because an AS is normally operated by one ISP
who competes against other ISPs and hence does not want to reveal its sensitive internal
information concerning topology, link capacities, traffic volumes, and routing parameters
to its competitors. Only a very limited amount of data (e.g., AS reachability information) is
made available to other ASes by means of the BGP protocol.

Scalability and confidentiality limit the quantity and content of inter-domain
cooperation, It is unknown yet, even theoretically [Feamster2003, Shrimali2007,
Tomaszewski2007], to what extent limited cooperation among domains can still provide
global optimality. [Winnick2002] suggests conducting negotiations on traffic engineering
information between a pair of neighboring ASes though BGP protocol extensions, but did
not clarify the contents and frequency of such negotiations. {Shrimali2007] adopts the .
method of “Nash Bargaining and Decomposition” to deal with cooperation between
domains, but they focus only on two domains and no encouraging results are found.
[Tomaszewski2007] presenfs a decomposable ILP mathematical model for the multi-
domain routing optimization problem, but their model is still at a very theoretical level, and
does not work well in most cases. In addition, in such a large real-time process, traditional
linear programming, techniques may not be suitable for flexible trading of constraints and -
objectives in dynamic networks. _

Concerning inter-domain protection, especially shared protection (to save the network
resource), it is even more difficult than the inter-domain routing. This is because shared -
protection needs more TE information than routing. A big part of the TE information for
shared protection is about the “protection relationship” among links, e.g., how many links
protect this link, and how many links (or nodes) are protected by this individual link, and
who are they. This information is part of the confidential information in each domain and
should not be disclosed to other domains. On the other hand, beyond the scalability and
confidentiality, one extra factor that any inter-domain protection approach has to consider
is the speed of protection, as customers usually require fast protection. Multi-domain
networks are usually large-scale networks, in which end-to-end path protection that works
well in single-domain networks, may not be suitable. |

Most of the current proposed practical inter-dotnain routing approaches fall into threek

categories, namely TE (traffic engineering) ~abstraction/aggregation, PCE-based

-12-




- architecture, and Per-domain approaches with or without partially-extending-TE-visibility,

as explained in the followings.

2.3.2.3. TE Abstraction/Aggregation

| TE abstraction/aggregation approaches [Zhu2003, Saad2004, Thiongane2005,
Guo2007] usually adopt a two-step/layer approach to compute an inter-domain route: first
find out a “loose inter-domain route” through topology aggregation/abstraction, then
resolve the loos. .ute into a strict path, domain by domain. In general, the TE abstraction
techniques refer to either virtual link/tunnel/trees or virtual nodes. The virtual
link/tunnel/iree is like “You can reach this destination along this link with these
characteristics”. The virtual node represents a sub-network as a virtual switch, but it might
be deceptive since there is no easy way to advertise its “limited cross-connect capabilities”
(due to internal blocking in the abstracted sub-network). Actually, the two-step approach
would lead to sub-optimal resource utilization and a precise topology
aggregation/abstraction always needs very frequent updates which further raise scalability
issues. Hence this category of approaches is considered somewhat unpractical and does not

gain strong support in the IETF.

2.3.2.4. PCE-based approaches proposed by
IETF

As defined in [RFC 4655], a Path Computation Element (PCE) is an entity, a node or a
process, that is capable of computing a TE LSP based on a given network graph (together
with computational constraints) in response to a path computation request from a LSR oran '
application (e.g., from a network management system). A domain could have one or more
PCEs to compute intra-domain- paths in either a centralized or a distributed (cooperative)
fashion. For inter-domain path computation, the cooperation among the PCEs of different
domains is a must. Currently, the PCE-based architecture can compute optimal inter-

domain TE LSPs if the domain sequence to traverse is given [Vasseur2007b]. And the
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optimality is guaranteed through each PCE by advertising a candidate optimal path for each
entry point, which leads to an exhaustive search. '

In [Matsuura2007], the authors propose a hierarchically distributed PCE (HDPCE)
architecture to cooperatively create appropriate IPTV trees for multi-domain users. It
actually implements in the PCE the previously-discussed (Section 2.3.2.3) two-step/layer
TE abstraction/aggregation approach by PCE.

PCE-based approaches separate path computation from signaling, and hence can
support more complex routing (i.e., multi-layer, multi-domain). But this is at the cost of
building up a kind of multi-domain path computation plane (or overlay network),
composed of the PCEs and associated PCE-PCE communication processes, and
corresponding modifications on current routing/signaling protocols, e.g., OSPF-TE, RSVP-
TE. Meanwhile, the performance of PCE-based routing mechanism is still unclear. The
potential scalability issues of the PCE-based architecture, when deployed in large-scale

networks, have not yet been considered.

2.3.2.5. Per-domain approach and Partially-
extending-TE-visibility

Per-domain approach is a straight-forward method to compute inter-domain paths in a
domain by domain fashion (see Fig.2.3), usually triggered by a signaling process. Partially-
extending-TE-visibility is to extend the LSRs’ TE-visibility further to the inter-domain
links. This is to improve the chance of successful signaling along the next domain in case
of resource shortage or unsatisfied constraints on inter-domain connectivity and to'reduce
the signaling crankback. As illustrated in Fig.2.3, there are two kinds. of partial-visibility-
extensions, namely outgoing-view-extension [Chen2007] if only the TE information of the
outgoing direction connectivity from the domain borders is advertised inside, and
incoming-view-extension [Miyamura2004a, Miyamura2004b, Otani20€7] if only the TE
information of the incoming direction connectivity to the domain borders is advertised
inside. Actually, the per-domain approach or either of the two extended per-domain

approaches separates an inter-domain path into several segments (see Fig. 2.3) and then
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does the path computation segment by segment. Hence this category of approaches can not

guarantee the findings of optimal inter-domain paths [Vasseur2007a].
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Figure ’2.3: Per-domain approach and tWo partially-extending-TE-visibility approaches.
2.4. Previous Work on Resilience of

IP/MPLS over WDM Optical
Networks

Although networks are now becoming more and more reliable (due to the software and
hardware upgrading), there are still frequent netw srk failures that are becoming a cause for
concern. There is no doubt that current and future optical nethrks will carry a tremendous
amount of traffic, including voice and video flows, along' with regular Internet traffic.
Hence a failure in an optical network will have a disastrous effect: affecting millions or
billions of users. This is the main reason why resilience (recovering from failure) remains a

major research topic for next generation optical networks.
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2.4.1. Resilience Techniques Overview

The resilience techniques can be classified, in general, into two categories: protection
and restoration. |

In protection, backup path(s) are established and spare capacity is reserved for them at
the time the working path is set up, in another words, before any network failures happen.
In restoration, only after a network failure has taken place, backup path(s) are computed
based on updated topology and resource information, and established in real-time while the
spare capacity is allocated to them dynamically.

Obviously, protection will yield the fastest recovery and highest availability but may
cost more resources, since it pre-allocates spare capacity for pre-established backup paths
to react to the failures. On the other hand, restoration has high resource efficiency but it is
typically slower than protection and can not guarantee full restoration of the affected traffic.
This is because real-time backup path establishment may involve dynamic route calculation
and spare capacity allocation, which may not always be successful due to the dynamic
nature of the network traffic (especially in heavy network load scenario).

| As shown. in Figure 2.4, the resiliehce techniques can also be grouped by their
protected scdpe: either link/nodc-, or segment- or end-to-end (E2E) path-oriented. In path-
oriented methods, traffic is recovered along backup paths (physically disjointed from the
corresponding. working paths) between source and destination node pairs for each
connection that traverses the failed links. In link/node/segment-oriented methods, traffic is
recovered around failed links/nodes. On the other hand, protection can be also classified
according to its accessibility to the back-up network resources: either 1+1 dedicated, or
M:N shared (N working paths share the resource of M backup paths). In 1+1 dedicated
protection, the traffic is transported simultaneously on both working path and backup path;
whereas in M:N shared protection, the traffic is switched over from a working path toa
backup path only after the occurrence of a failure. Hence, the backup resources can be used
by some low priority pre-emptive traffic in the absence of a failure. -

Restoration can be further classified according to the computation style of the backup

paths: it could be in real-time right after the failure, .or pre-planned. This means that the

backup paths are calculated already but the corresponding resource .is not yet reserved.
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When a failure occurs, one of the backup paths will be selected based on the topology and

resource information at that time.

Protection

Restoration

Link/Node Segment E2E Path
scope:. scope scope

Figure 2.4: Classification of Resilience Techniques (single layer, single area)

TABLE 2.1: OVERALL CLASSIFICATION OF RECOVERY TECHNIQUES

Inter-area g Inter-AS

MPLS Layer

Recovery

Segmamt. EJEPIN
» ‘senpe

Optical Layer

Recovery

Multi-Layer

Recovery

{ Note: in cach ccll represents the Resilience Techniques illustrated in Figure 2.4)

Besides, as seen in Table 2.1, depending on which network layer(s) performs the
protection -and restoration, resilience techniques can be classified as single-layer (e.g.,
MPLS layer; or optical layer) and multi-layer (e.g., MPLS over Optical) mechanisms. In

addition, based on the applicable-range, resilience techniques can also be classified into
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intra-area, multi-area, or inter-domain (or multi-domain). Only the techniques

corresponding to the first column of Table 2.1 (intra-area) have been studied extensively.
2.4.2. Intra-Domain MPLS Layer Recovery

Due to the relatively slow fault recovery mechanism of 1P, which may take several
seconds to minutes to recover from a failure [Larrabeiti2005], G/MPLS ‘technology is
involved to provide fast recovery around a failure point in tens of milliseconds. This is -
comparable to SDH/SONET recovery, and hence makes G/MPLS satisfy the reliability
requirements of optical networks [Huang2004}.

Classification of MPLS layer recovery mechanisms follows the same spirit of Fig. 2.3,
but it can be simplified into two criteria [RFC 3469]:  rerouting (restoration-type) vs.
protection switching (protection-type), and local (link/node scope) repair vs. global (end-to-
end path scope) repair.

The intent of global (path) repair is to protect against the failure of any link or node or
any segment of the working path, whereas the intent of local repair is to protect against a
single link or node failure. In global repair, the recovery (rerouting or protection switching)
is always activated on an end-to-end basis, irrespective of where a failure occurs. But in
local repair, it is usually the upstream node of the failure point who initiates the recovery
actions; hence the amount of overall recovery time is minimized. in the MPLS layer,
generally speaking, recovery schemes based on rerouting mechanisms prefer local repair
[Chem1999, Yoon2001], while schemes based on global repair prefer protection switching,

The study in [Huang2002] presented an end-to-end MPLS path protection scheme and
used signaling from the point of failure to inform the upstream LSRs that a path has failed.
The novelty of this scheme is to establish a Reversé Notification Tree (RNT) to distribute
the fault and recovery notifications efficiently to all ingress nodes that may be hidden due
to label merging operations along the path. The RNT is normally a multipoint-to-point tree,
where the PSLs (Path Switch LSR) become the leaves of the trees and an appropriated
chosen PML (Path Merge LSR) is the root. Unlike schemes that treat each indfvidual LSP
independently, the RNT allows for only one (or a small number of) signaling message on

the shared segments of all the LSPs [Huang2004].
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Haskin’s recovery scheme [Haskin2000] adopted protection switching with global
repair. When a LSR detects a failure, it switches the (working) incoming traffic by linking
the upstream portion of the working path to the downstream portion of the recovery path.
As presented in Figure 6, when LSR7 fails, the working traffic is rerouted along the
recovery path LSR5-3-1-2-4-6-8-9; whereas in Huang’s scheme above [Huang2002],
the recovery path is LSR1-2-4-6-8-9. The advantages of Haskin’s scheme are fast
recovery time and almost no packet loss during link/node failure, while the main drawback

is inefficiency in terms of bandwidth utilization.
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Figure 2.5: Path recovery: Haskin’s scheme [Ahn2002].

Ahn’s scheme [Ahn2002] uses a rerouting model with local repair. The novelty of the
scheme is introducing the concept of a “candidate-PML” (Path Merge LSR), which is any
LSR along the working path that can be used as a PML. The basic idea is that when a
network failure occurs, the immediate-upstream LSR of the failure starts to calculate the
least-cost recovery path of all possible alternative paths between itself and each
downstream candidate-PML so as to increase the recovery probability.

Following the same line of thinking, the authors in [Colle2001] proposed a rerouting
mechanism called fast topology-driven constraint-based rerouting (FTCR), where the first
available upstream LSR rather than the original LSR is responsible for rerouting. While in
[Zheng2004], a multi-initiation rerouting mechanism was proposed. In this mechanism,
each of the nodes along the working path initiates a restoration process upon the detection
or notification of a link failure. In each of the processes, the initiating node attempts to
dynamically establish a backup path to work around the failed link. The destination node,

acting as a coordinator, finally chooses one of these multiple restoration processes.
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Besides, [Pan2000, RFC 3469] introduced several extensions to RSVP-TE so as to
enable the signaling for local protection to establish, maintain, and switchover bypass
tunnels, The proposed bypass tunnel is defined as a LSP that backs up a set of working
LSP-segments by making use of a label stack. This local protection (also referred as Local
Fast Reroute in [Huang2004]) is based on pre-established bypass tunnels; hence the
efficiency of resource utilization is poor (you need to pre-establish many bypass tunnels)

although it has fast recovery time.

2.4.3. Intra-Domain Recovery in Meshed
Optical Networks

In general, classification of optical-layer resilience mechanism/techniques follows the
same spirit of Fig. 2.3. However, as we discussed previously, protection-based mechanisms
usually result in a high resource redundancy and poor network throughput (especially in the
dedicated-protection as in the case of SONET/SDH networks) although it provides 100%
recovery from any single failure. In restoration-based mechanisms, on the other hand, the
network resource utilization is efficient but at the price of longer restoration time and the
risk of no available backup path when a failure happens. As we know, the resource
allocation in the optical layer is coarse, e.g., a lightpath occupies one wavelength. Hence
most recovery schemes in the optical layer prefer shared protection that can achieve 100%
restorability while significantly reducing the redundancy in terms of network capacity
consumption. Restoration techniques are desired that can decrease the restoration time
while increasing the restorability at the same time. Optimization. methods such as Integer
Linear Programming (ILP) are usually employed to solve the problem of shared protection
resource provisioning. Note that in shared protection, various backup paths are allowed to
share resources subject to the shared risk link group (SRLG) constraint. According to the
SRLG constraint, resources cannot be shared by backup paths whose working paths can fail

simultaneously. The single-link failure model is usually assumed as fault model.
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2.4.3.1. Path-based Shared Protection

The intent of path-based shared protection in optical networks is to find spare resources
that are physica!ly disjoint from the corresponding working paths, over whivch the working
traffic could be rerouted to backup paths during any failure of network elements along the
working paths. The task of finding shared protection paths for a specific group of working
paths is referred to as “survivable routing” (technically, it is diverse routing since it needs
to find out the disjoint working and backup path pairs) or “spare capacity allocation”. These
two are the same because survivable routing looks for the least cost route (working path or
working and backup path pair), while the efficient spare capacity allocation is usually
considered in the definition of the cost function of the routing algorithms.

The straightforward scheme for diverse routing is a two-step approach, also referred as
active path first (APF) [Xu2002, Tapolcai2003]. The APF scheme derives the working path
using Dijkstra’s algorithm at the first step, then finds out the backﬁp path in the residual
network topology. However, APF only guarantees the best path for the working path, not
the working-and-backup path pair. Sometimes in some network topologies, there is even no
existing disjoint backup path for a derived ‘working path. This means the working and
backup paths should be computed jointly.

In [Tapolcai2003], an improved two-step-approach, iterative two-step-approach
(ITSA), was proposed. Basically, ITSA runs the above two-step-approach iteratively:

| inspecting kth-shortest paths between each S-D pair one after the other until the least cost
working and shared protection path pair is found. The link cost metric is defined to be
roughly proportional to the required bandwidth of the connection.

Further considering shared sparé capacity allocation, a novel link cost metric is defined
in [Xu2002]: the cost for the working path to take link j is determined by the maximum
spare capacity among all the other links in the network protecting link j. The purpose of this
new link metric is to force the working path to traverse through links yielding smaller
maximum non-sharable spare capacity. Hence the backup path can have a better chance of
finding sharable spare capacity. '

The study in [Ho2004b] provides a modified Dijkstra’s algorithm, namely Maximum
Likelihood Relaxation (MLR), which jointly takes the link cost and the number of links
(hops) with sufficient sharable spare capacity into consideration. It is reported in
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[Ho2004b,c] that ITSA can achieve the best performance in terms of blocking probability,
while PBC takes the least amount of computation time. MLR initiates a compromise
between these two.
Besides, a M:N style shared protection is proposed in [Maach2004] for time slotted
" optical networks. This scheme relies on the fact that the working traffic of a request may be
composed of many flows going through different physical paths. Thercfore traffic
granularity to be protected is reduced and the protection could be achieved more efficiently
and cost effectively by provisioning one backup (e.g., M=1) and sharing it among these
flows (N flows). A very similar idea, called “Self-Protecting Multipaths”, was provided in
~[Menth2004].

2.4.3.2. Segment—based Shared Protection

Actually, segment-based protection can be considered as a generalized form of link-
based protection (if a segment equals to a link) and path-based protection (if a segment
equals to a path). A segment of the working path together with its corresponding backup
path is called a protection domain’ (Figure 2.6). Normally, compared with path-based
- shared protection, segment-based shared protection can improve capacity efficiency (note
this is true in shared not dedicated segment-based protection) and minimize restoration
time. On the other hand, segment-based protection increases the complexity of design and
implementation. The key lies in the questions: how to optimally (NP-hard in most cases), or
near-optimally assign the protection domains along the working path while considering
- network resource sharing at the same time?

In [Su2001] the authors proposed an algorithm to find the working path first and then
its backup path segments. By introducing a new light-weight aggregated link cost metrics
termed “buckets”, the algorithm focuses on constructing the backup paths with minimal
wavelength consumption. Each bucket corresponds to a failure event, and the “height” of
the bucket, indicates the protection wavelengths that are reserved on the link for that failure
event. ‘

The authors in [Qia02002] proposed an Integer Linear Programming (ILP) formulation
for performing segment-based shared protection according to the working path that is

already determined. The algorithm is characterized by the effort of inspecting all possible
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allocations of protection domain and all possible numbers of protection domains. But the
advantage of this algorithm is limited if the working path is not selected well. That means,
just like routing with path shared protection (as described above), the computation of
working and backup segments should be performed jointly. Based on this idea, the routing
algorithm of [Qiab2002] was improved in [Xiong2003], which is based on a heuristic ILP
formulation. Together, two scaling parameters are introduced in the algorithm to avoid the
’nonlinearity possibly induced when multiple states of spare capacity along each link are
considered. However, how to select optimal values for these two parameters is still an open

issue.

¥ i
Working path segiment Wionrking pidh sezment Working path segmoent
of proteetion domain b of protection dumain 2 of protectinn dosmain 2

Working path: A-B-C-D-E-F-G-H-J-J-K-L-M-N
Figure 2.6: Hlustration of SLSP [Ho2004a].

The most promising segment-based shafed protection is the SLSP (Short Leap Shared
Protection) scheme proposed in [H02002]. The main idea‘ of SLSP is to subdivide a -
working path into several overlapping segments as shown in Figure 7. The overlap between
adjacent protection domains is for the purpose of protecting node failure along a working
path.. Each protection domain has a PSN (Path Switch Node) and a PMN (Path Merge
Node), which switches over and mefges back the affected traffic during a failure,
respectively. A following heuristic algorithm called Cascaded Diverse Routing (CDR) is
introduced in [Ho2004a]:

Step 1. Select the S shortest alternate paths from the Lth-shortest paths in terms of hop count for
each node pair in the network.

Step 2: Define a series of PSL-PML pairs along each aiternate path with a fixed distance D.
Note: Steps 1 and 2 ¢an be performed off-line.

Step 3: As a connection request arrives, the ITSA algorithm [Tapolcai2003] is invoked upon a

set of PSL-PML pairs along an alternate path. Then the ITSA algorithm is iteratively performed

on each alternate path until a feasible solution is derived.
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By tuning the values of certain parameters called §, L and D, it is reported in

[Ho2004a] that CDR performs better than other schemes.
2.4.3.3. Active Restoration

The study in [Azim2004] proposed a restoration scheme, the so-called active
restoration scheme, where a working path is protected by (pre-defined but not reserved)
multiple backup paths that start from the source node of the path to the nodes along the
- working path, respectively. Upon a failure along the working path, the node immediate-
~ downstream to the failure probes the availability of the pre-defined backup routes
supported by each downstream node of the failure, and the first available backup route will
be taken to restore the affected traffic [Azim2004]. Similar ideas were also presented in
[Zheng2004, Tan2005, Ahn2002].

2.4.3.4. p-Cycle

The p-cycle [Grover2000] is a cyclic, pre-calculated, pre-assigned, closed path with a
certain amount of allocated spare capacity [Blouin2003]. It provides protection for any link
that has both end nodes on the cycle as either an on-cycle link or a straddling link
[Grover2000]. The p-cycle combines the advantages of the ring and of the mesh: it realizes
ring-like recovery speed while retaining the capacity efficiency of the mesh-based methods.
As a shared link protection method, p-cycle has high capacity efficiency and shorter fault
detection and shorter re-routing time than path oriented methods.

Regarding the p-cycle allocation/assignment methods, there are generally two kinds of
approaches: ILP-based [Schupke2002, Grover2002], which are difficult and time-
consuming, and heuristic (iterative-based) solution [ Doucette2003]. In [Doucette2003], a p-
cycle is decided as follows: first to identify a set of candidate p-cycles, then to search
iteratively for improvements on those cycles through various operations, finally to obtain a
cycle with high efficiency and all working capacity of the network being protected.

At the end of this section, we should point out that the basic ideas in most of the above
optical layer recovery techniques can also be applied in the MPLS layer, e.g., adopting

segment-based shared protection in MPLS networks while considering restoration latency
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by limiting the length of the protection domain [Li2002], or building up MPLS layer p-
cycle [Kang2003], etc.

2.4.4. Multi-Layer Recovery

It is-evident that resilience schemes at the WDM or MPLS layer have their own pros
and cons. Recovery at the WDM layer has the advantages that the average protection and
restoration time is relatively small (1-100ms) and the granularity of switch is coarse.
However, the recovery schemes at the WDM layer cannot resolve failures in a higher layer,
such as router faults and service degradation in the IP layer. On the other hand, the
recovery at the IP/MPLS layer results in better resource utilization and offers finer-grained
service to different traffics, but it is slower and less scalable than its counterparts in the
WDM layer. The study in [Qin2003, Pickavet2006] indicated that recovery at multiple
layers is necessary to reach high availability compared with single-layer-only recovery.
Finding efficient mechanisms to coordinate the various resilience techniques at different
layers of the network, together with the corresponding spare capacity allocation at different

layers in an cfficient way, are the main objectives in multi-layer recovery.

[
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| (b)
Figure 2.7: Multi-layer Resilience (a) MPLS LSR and OXC one-to-one match
[Pickavet2006]; (b) MPLS LSR and OXC non one-to-one match [Staessens2006]

Roughly, multilayer recovery schemes can be classified as uncoordinated, sequential
and integrated according to the inter-working between the IP/MPLS and optical layers
[Colle 2002, Pickavet2006].

a) Uncoordinated Approach
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In this most straightforward multi-layer recovery approach, recovery actions are
deployed in multiple layers without any coordination, resulting in parallel recovery actions
at distinct layers. Obviously, the main drawback of this approach is inefficient resource
utilization due to the duplicated recovery of a single failure.

b) Sequential Approach

In the sequential approach, the logical network topology remains unchanged (static) at
the time of a failure and no specific actions are initiated to modify it. The coordination of
the recovery mechanisms at the network layers normally follows a sequential way, bottom-
up [Colle2002] or top-down escalation.

The bottom-up strategy starts the recovery actions in the lowest detecting layer and
escalates upwards only when the failure-affected traffic could not be recovered by the
lower layer. The .top-down escalation initiates the recovery actions from the highest
detecting layer and. escalates downwards only if the failure-affected traffic could not be
handled by the higher layer. But since a lower layer has no easy way to detect on its own
whether a higher layer was able to restore the traffic, the implementation of this strategy is
somewhat more complex and currently not applied.

¢) Integrated Approach

The integrated approach takes into account the combined knowledge of resource and
topology information in both the IP/MPLS and optical layers to deploy recovery actions.
This combined topology knowledge can be represented in a single integrated graph, by
assigning appropriate cost to the edges of the graph. Survivable routing can be performed
just like it is performed in the previ‘ous peer model (Section 2.2.1.2). Following this line of |
thinking, an integrated (peer model) shared path protection scheme was proposed and
studied through simulation in [Liu2004]. The novelty of this scheme is its definition of the
cost function: through an adjustable parameter, %, in the cost function, people can control
the preference of minimum physical resources (number of hops per path) and load balance.
The idea is based on the following observation: when the network load is low, minimizing
the hops of physical links on a path is most important in routing; when network load is

high, load balancing becomes more important. Similar work has also been done in
[Zheng2003].
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2.4.5. Inter-Domain Recovery

2.4.5.1. MPLS/GMPLS Inter-Domain Recovery

For inter-area/AS recovefy, MPLS/GMPLS schemes prefer to use path (or sub-path,
segment) protection because it is, generally speaking, difficult to find arbackup path/sub-
path in real time after the failure for a long inter-area or inter-domain working LSP. Hence
the diverse path computation is important in these schemes.

a). Primary Path Route Object (PPRO)-based Scheme [Lang2004]

Lang et al. computed (and hence installed) the primary/working and backup paths
subsequently (in separate phases) to support the end-to-end GMPLS-based path recovery.
For this purpose, they proposed a new route object, called Primary Path Route Object
(PPRO), in addition to the original Path Route Object (PROY) in standard RSVP-TE.

The working LSP is signaled with the standard RSVP-TE procedure. The record route

~object (RRO) is then activated in the working path RESV message with the role of
collecting the detailed node-level path information of the established working LSP and
reporting it back to the head-end node. Subsequently, the head-end node starts the setup
phase of the backup LSP with a new downstream PATH message including an additional
PPRO that records the working path to avoid overlap with the working path.

b). Associated Route Object (ARO) Scheme [Ricciato2004, 2005]

The ARO-based scheme computes the working and backup paths jointly. Hence, it is
superior to the PPRO-based one: higher success rate and lower total cost [Ricciato2005].
The ARO-based scheme is accomplished by using the ARO in conjunction with the ERO
(Explicit Routing Object) during the first PATH message. The key point of this scheme is
to assume that each domain border node is able to jointly compute a pair of diverse paths
from any pair of border nodes toward the remote destination.

When the working path PATH message goes to the destination node, the working path
has been fully computed and partially signaled (PATH phase), and the backup path has
been completely computed and collected in the ARO. The backup path can be returned in
the RESV messages to the head node, which will start the subsequent installation of the

backup LSP.
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c). Inter-area SRLG-disjoint multi-segment protection Scheme in GMPLS networks
{Miyamura03]

[Miyamura03] proposed a two-segment mechanism for providing path protection in
multi-area GMPLS networks, with SRLG considerations, ,

Suppose we want to set up a connection from node S to node D in Fig. 2.8 with path
protection. In the first step, node S asks an ABR in its own area (e.g., ABR2 in Area 1) to
compute both the working sub-path (e.g., S—ABR 2) and backup sub-path (S>ABR 1). In
the second step, ABR 2 sends the Path Computation Request message to one of the ABRs
in Area 2 (e.g., ABR 5). Then ABR 5 can find a pair of SRLG-disjoint paths optimally
from ABR 1 and ABR 2 to node D as ABR 5 has the routing information of both Area 0
and Area 2. However, this scheme is still sub-optimal because the summation of routing
optimization in Area 1 and routing optimization in both Area 0 and Area 2 does not lead to

the global routing optimization in overall network (Area 1 + Area 0 + Area 2).

( ABR1 cannotcaleulale the optimal
) routeorbackup LSPs hecause
ABL}};.\ has limited information ahout Area 2.

~,

Backup LSP#4 S
Primary LSPA

e Lo,

fPrimary LSP and backup Lspm]

sharg an SRLG in Area 2.

Figure 2.8: Inter-area SRLG-disjoint and multi-segment protection Scheme [Miyamura03]

d). Bypass Tunnel Scheme for Inter-domain Restoration {Huang2003, 2004]
This scheme allows the working and backup LSPs to be concatenated at the domain
boundaries so as to combine the advantages of fast local repair at the domain boundaries

and resource-efficiency of end-to-end path protection within domains.
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Domain A <—-—-1—-—-—> Domain B

Figure 2.9: Inter-domain MPLS Protection [Huang04] -

In Fig. 2.9, three bypass tunnels (71, T2, T3) are setup manually at domain boundaries.
A working LSP, PI(PI_a—>P1_b—>PI ¢), is hence protected by three segments: backup
sub-path B/_a in (source) Domain 4, backup sub-path B/_c in (destination) Domain B, and
the three bypass tunnels. Suppose P/ fails at the destination domain, the traffic can go
Pl_a—LSRI-PI_b—LSR2—T3—LSR4—BIl ¢ or Pl_a—->LSRI-TI-LSR4—>T3—
BI_c. Compared with MPLS end-to-end path protection, in which the source node always
acts as PSR (path switch LSR), the bypass tunnel scheme has less restoration time
[Huang2003, 2004]. This is because the domain bouhdary L.SRs (LSRI and LSR2 in Fig.
2.9) can also act as PSR in some failure cases. Meanwhile, the bypass tunnel scheme has
more efficient resource utilization through using the working path as much as possible
when performing recovery after the failure.

d) PCE-based approach [Vasseur2003, 2004]

Only the PCE-based approach can provide global routing optimization, at least
theoretically. The PCE-based optimal-routing mechanisms, described in Section 2.2.2.5,
can be extended in a straightforward way for diverse/disjoint path computation. The only
difference is that PCE needs to compute a least cost path pair (working and backup) now.
In order to ensure a globally optimal solution, as in Figure 4, PCE has to advertise an
optimal path pair for each possible pair of entry points. Obviously, if the number of domain
gateway nodes is large, the route computation overhéad of the PCE-PCE communication

becomes heavy, which may degrade the overall performance of the PCE-based approaches
[Ricciato2005].
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2.4.5.2. Optical Layer Inter-Domain Recovery

a) Segment-based Protection (per-segment approach discussed in Sec.2.2.2.3)

In [Akyamac2002], the authors considered a segment-based inter-domain protection
scheme. The end-to-end inter-domain lightpath consists of smaller lightpath segments that
are routed between the gateway nodes. Routing and protection is strictly limited to each
domain, thus the backup paths for local failures will be contained in the domain and will
not traverse into the neighboring domains. This protection scheme assumes that the
gateway nodes will never fail.

b)  Path Shared Protection

The recovery scheme in [Thiongane2005] used the layered approach (Sec.2.2.2.4) to
compute working and baékup path pair. For a new request, the working path is routed first,
and then the (shared) backup path is computed based on the network graph after removing
the working path, both using Dijksira’s algorithm.

¢) Inter-domain p-cycle

The p-cycle-based inter-domain recovery scheme in [Farkas2005] is basically a two-
layer approach. It decomposes the multi-domain resilience problem into two sub-problems,
namely the higher-level inter-domain protection, and the lower level intra-domain
protection. Building p-cycles at the higher level is to handle the failures for the inter-
domain links. At the lower level, traditional protection schemes can be applied as intra-
domain protection. However, this higher level p-cycle is not able to handle node failures
and might lead to inefficient use of network resources [Farkas2005].

d) Several Resilience Mechanisms in a multi-domain IP-over-Optical Environment
[Staessens2006]

The study in [Staessens2006] is the one most close to my own research topic. It
considered the vend—to-end recovery in multi-domain IP networks interéonnected by an
optical domain. The end-to-end recovery is composed of difference segments (IP network
recovery, gateway recovery and optical network recovery). This paper focused on the
gateway-to-gateway (gateway->Optical domain->gateway) recovery and assumed the
recovery within the domains is provided. The following generic end-to-end recovery

techniques (Fig. 2.10) are studied quantitatively:
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. No optical protection (Fig. 2.10a): working and corresponding backup IP
connections are set up without any extra protection in the optical domain.

. Optical protection of both IP connections (Fig. 2.10b): there is extra protection
in optical domain, both to working and backup IP connections.

e Optical protection for ihe working paths (Fig. 2.10c): there is extra protection
in the dptical domain, but only for the working IP connections.

. Dynamic restoration (Fig. 2.10d): The optical network is capable of setting up
lightpaths at will in case of failure; this means that providing restoration-type
recovery in the optical domain so as to use the network resource in a very
efficient way.

The study in [Staessens2006] gives hints and is helpful to people doing research in

multi-layer multi-domain recovery. The results are somehow preliminary and a little bit
rough. The work is interesting, although many deeper issues are still open, e.g., routing

optimization is never considered.

2.4.5.3. Multi-layer Inter-Domain Recovery

As far as we know, there is no promising solution published for the resilience issues in
multi-layer multi-domain network environments. Two general reviews on resilience in a
multi-layer multi-domain uetwork environment were given in [Larrabeiti2005] and
[Demeester2005], together with the classification of some issues related to it. In
[Larrabeiti2005], it is further pointed out that network resilience based on fast re-routing
might be achieved, loosely speaking, by using alternative disjoint multi-domain backup
paths through other domains together with inter-domain link protection strategies. And
intelligent usage of MPLS label stacking might add scalability to the establishment of LSPs
between non-directly connected domains.

In [Demeester2005], the author suggested that multi-domain p-cycle might be useful
for resilience in a multi-domain environment, since a p-cycle is established in advance and
shares the capacity (resource) without knowing all the working and backup paths. ’

The study in [Miyamura2004-2] touched the resilience issue for inter-region multi-
layer networks through providing a multi-layer disjoint path selection algorithm, which is a

simple extension of their work in [Miyamura2004a}. The multi-layer routing is
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implemented in a simple way: finding the least-cost working and backup path pair first at
the G/MPLS virtual topology; if not successful, then finding the least-cost path pair at the

optical layer.
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Figure 2.10: Several generic end-to-end recovery techniques in [Staessens2006]
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3. Routing of MPLS flows
Over AAPN

An Agile All-Photonic Network (AAPN) [Bochmann2004, Mason2005,
Bochmann2007], with an overlaid-star topology, can potentially provide an efficient high
bandwidth/high performance core transport network solution for carriers. Hence, it is very
important to design and position AAPN to support the IP/MPLS architecture and protocols.
Deploying AAPN in an IP/MPLS network environment needs signaling and routing
information exchange between the routers surrounding the AAPN. Particularly, we study
the Open Shortest Path First (OSPF) [RFC 2328] IP routing protocol, which is commonly
used for routing within a single administrative domain.

OSPF is a link-state routing protocol that is used by MPLS and GMPLS (Generalized
MPLS) (with extensions). Each OSPF-rtinning router exchanges LSAs (link state
advertisements) through a reliable flooding mechanism to build up and synchronize its link
state database (LSDB) with the database of other nodes in the network. The LSDB thus
becomes a complete representation of the network topology and resource information
(OSFP with TE extensions, OSPF-TE [RFC 3630]). Based on it, each router can use the
shortest-path-first (SPF) algorithm to compute its routing table, or run a constraint-shortest-
path-ﬁrsf (CSPF) algorithm to perform source routing. OSPF-TE and RSVP-TE (Resource
Reservation protocol with TE extensions) [RFC 3209] are fundamental for MPLS TE as
they are used to compute and establish explicitly routed LSPs (label-switched paths) whose
paths follow a set of TE constraints.

OSPF is a hierarchical routing protocol that supports large networks through multiple
OSPF areas: one backbone area (Area 0) surrounded by non-backbone areas. Area border
routers (ABR) are located at the border between the backbone and the non-backbone areas,
and distribute summarized routing information among the areas.

In this chapter, we consider two scenarios to deploy an AAPN in an IP/MPLS network
environment, namely within one OSPF area networks and within several OSPF areas

networks. Since a large portion of the anticipated connections will need to traverse both
-33.




the backbone area and the non-backbone areas, we focus on the second scenario, in which
the proposed inter-networking framework can implement inter-area 'MPLS . Traffic

Engineering in an efficient and distributed manner.

3.1. Solving the Scalability Issue when
Deploying AAPN within a Single
OSPF Area Network

The first scenario to deploy AAPN in IP/MPLS networks is in a single OSPF/OSPF-
TE area (as shown in Fig. 3.1).

Sl -

Figure 3.1: Deploying aﬁ AAPN is in a single OSPF/OSPF-TE area network
3.1.1. The Problem: Scalability Issue

Since the AAPN provides an N XN interconnection structure for the N edge nodes of
the AAPN architecture, the straightforward usage of a routing protocol like OSPF leads to
scalability problems since the value of N could be very large (e.g., around 1000 and OSPF

has to deal with N X(N —1) links). Hence we need to consider what aspect of the AAPN
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topology should be exported to the IP/MPLS world and how to organize the related routing
information exchange. In addition, the exported topology should be:

. As simple as possible (to reduce routing protocol traffic, routing calculation

and the size of the link-state database)

. Provide a good match with the fault model of the AAPN (e.g., link/edge

node/core-node failure)

. Meet the traffic engincering requirement (not fully opaque to the outside)

Note: due to the symmetric architecture of AAPN (see Fig. 2.1 and Fig. 3.1), we use
the “bundle” concept to further reduce the overhead traffic to the outside. As illustrated in
Fig. 3.2, all the links from one edge node to the core nodes are exported as one TE link.
Similarly, the overlaid core nodes in AAPN are, if necessary, exported as one core node,

called “the core”.
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Figure 3.2: Abstraction of AAPN: TE links and the core.
3.1.2. Description of Proposed Solutions

We propose four approaches described as follows:

1) Full-Mesh (Fig. 3.3a)

The whole AAPN (edge nodes, links, and core nodes) is exported as a full-mesh
network to the outside (Fig. 3.3a). Within the AAPN, permanent connections are set up
between all edge node pairs for routing inforfnation exchange, and may also be used for
data exchange; while additional connections for data transmission may be established on
demand. Each AAPN edge node behaves as an IP/MPLS router and the core nodes are
invisible to the outside.

2) Core-Star (Fig. 3.3b)
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A star topology (the core surrounded by N edge nodes) is exported to the outside IP
world. Each edge node maintains a two-way permanent connection only with the core for
routing information exchange. Data connections will be established on demand. Each

AAPN edge node behaves as an [P/MPLS router and the core is visible from outside as an
IP/MPLS router.
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{a) AAPN exported as a full-meshed topology (b) AAPN exported as a core-star topology
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(c) AAPN exported as a edge.star topology {d) Virtual node organization

Figure 3.3: Exported Topologies of Agile All-Photonic Network

3) Edge-Star (Fig. 3.3c)

As an alternate to the core-star topology, AAPN can also be exported as a star topology
where one edge node is surrounded by the other N-/ edge nodes. The major differences
with the core-star topology are the following: (a) each edge node maintains a two-way
permanent connection only with one particular edge node (not the core) for routing

information exchange, and (b) each edge node behaves as an MPLS-capable [P router but
the core node is invisible from outside.
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TABLE 3.1: COMPLEXITY ANALYSIS OF MESH AND:STAR TOPOLOGIES

Full-mesh Core-Star Edgé—Star
# of 1-way connections to be maintained NxX(N-1) - 2N 2(N 1)
# of router-Isas flooded within aapn after a O(N~2) O(N) O(N)
single connection failure
# of router-Isas flooded within aapn after a O(N”3) O(N) O(N)

single link/edge node failure

Table 3.1 compares the above three exported topologies. Full-Mesh has a severe
scalability problem when N is large: there are too many connections to set-up and maintain
and hence there is a heavy load of control traffic although it is shared among all the edge
nodes. The star topologies are much simpler. However, the load at the center of the star (the
core or the central edge node) would become much heavier than at the other edge nodes
when N is big.

4) Virtual Router Organization (Fig. 3.3d)

To find a balance between the simplicity of the exported topology and the load-sharing
of control traffic, we propose the concept of a virtual router (VR) to organize the routing
information exchange in the AAPN in a hierarchical manner. A VR represents a collection
of co-located (or near-located) edge nodes and part of the core node switching capability
(see dotted line in Fig. 3.3d). A VR is viewed as one IP/MPLS router, and these VRs,
together with the core node, can form a virtual star architecture, thus reducing the number
of paths among these "routers” and simplifying exported network topology, as compared
with the Core-Star topology.

In an extreme case, a single VR may include all the edge nodes (there is no need for a
core node any more), and the whole AAPN can be seen as one big routér. In another
extreme, a VR may just contain a single edge node. Generally speaking, to reduce the
routing protocol traffic, the size of the VR should be big. But the TE requirements may
push for smaller VR sizes (fine granularity). Hence the VR size is normally a balance
between the above two extreme cases. Meanwhile, the VR-based topology is scalable since
adding an edge node in a VR will not affect the whole exported topology.

The VR Organization implies a two-layer organization of the routing information
exchange: (1) within each VR domain, and (2) between the VRs (still within the AAPN).
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The communication between the VRs can adopt the architecture of Full-Mesh, Core-Star or
Edge-Star. Among these possibilities, we recommend Edge-Star or Core-Star because it
achieves the balance of simple bexported topology and load-sharing, and has the smallest
number of permanent connections to be set up. ‘

" Each VR has ahead (a designated edge node, possibly with a designated backup node).
When an edge node finds a routing update from its neighbor router(s), it reports the update
to its head node. The head checks the update, aggregates it, if possible, and forwards it to
the heads of other virtual routers. Those heads then distribute the update to the edge nodes
that are member of their respective VR domain. A simple internal routing cooperation
protocol, like the one in [Chou2002], can be used for this purpose within each VR domain.
Note that the forwarding table of each edge node includes both the forwarding information

per local external (non AAPN) output port and information for forwarding through the
AAPN network.

3.1.3. Short Summary

~ Based on all the above analysis, we have the following conclusions when OSPF with a
single area (or any other non-hierarchical routing protocol) is to be deployed over a
network including an AAPN:

o A very small AAPN can be viewed as single big IP router with MPLS
capability. |

. A small or medium-sized AAPN (with a few tens of edge nodes) can be
viewed as a full-mesh or a star topology where each edge node is viewed as an
IP router with MPLS capability.

. A large AAPN should use hierarchical information exchange using the concept

of virtual routers (VR) interconnected in a VR-star topology, as explained

above.
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3.2. An Inter-Area Optimal Routing

Framework by Deploying Several
OSPF Areas over an AAPN

3.2.1. The Problem

An inter-area connection normally starts in a non-backbone area, traverses the
backbone area, and terminates in another non-backbone area. MPLS TE mechanisms that
have been deployed today by many carriers are limited to a single IGP area and can not be
expanded to multi-areas directly. The limitation comes more from the routing and path
computation’ components than from the signaling component. This is so because the
OSPF/OSPF-TE hieraréhy limits topology visibility of head-end LSRs (Label Switch
Routers) to their area, and consequently head-end LSRs can no longer run a CSPF
algorithm to compute the shortest constrained path to the tail-end, as CSPF requires the
whole topology information in order to compute an end-to-end shortest constrained path.

For an example, Fig. 3.4 shows a common multi-area network and we suppose r/ in
Area x is the source node while 76 in Area y is the destination. Generally speaking, a non-
backbone area (e.g., Area x in Fig. 34) often has multiple ABRs (existing points). One
ABR might be much closer to the destination of a requested MPLS connection than
another. Because the head-end node does not have the entire topology, it does not know
which ABR is the best choice. In Fig. 3.4, how could rI choose an optimum ABR in Area x
to the destination r6? Through local optimization, »/ may select ABR2 to be on the path,
but how does ABR2 know what the best path is to go to #6? Although local optimization
can be done in each of the respective areas along the inter-arca path (! to r6), the simple
summation of the three local optimizations does not necessarily lead to a global

optimization. What many carriers want is to optimize their resources as a whole. Therefore,
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the question of how to implement inter-area routing with global optimization guarantee is a

key issue in inter-area traffic engineering.

Figure 3.4: A common inter-area network (x# y,xy#0)

3.2.2. A Novel Inter-area Optimal Routing

Framework

The direct and natural way to deploy an AAPN in a multi-area network is shown in
Fig. 3.5, where the core nodes are located in the middle of Area 0 and the edge nodes act as
ABRs at the border between Area 0 and non-backbone areas. However, in this scheme,
inter-area routing with global optimization still can not be guaranteed. Therefore, we
propose a novel approach/framework, shown in Fig. 3.6, which can provide such guarantee.
Our proposed framework consists of three main components, namely the routing-

information, path computation and signaling components:

Figure 3.5: Directly deploying an AAPN as the backbone area
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~ Figure. 3.6: The inter-area optimal routing framework we proposed deploys AAPN as

backbone. We also illustrate the per-domain approach and its two extensions.

3.2.2.1. The Routing-Information Component

This component is responsible for the discovery and export of the TE topology of the -
AAPN. As seen in Fig. 3.6, we expand the OSPF non-backbone areas a little so that there is
an overlap between Area 0 and each expanded non-backbone area. Then the AAP'N edge
nodes located in the overlap, together with their direct TE links to the core and the
assocfated part of the core, belong to both the Area.0 and a non-backbone arca. In such a
scenario, legacy routers in a non-backbone area see related AAPN edge nodes as normal
internal IP/MPLS routers, see the: AAPN TE links as normal internal links and see the
associated part of the core as the (only) ABR of its non-backbone area. In other words, a
legacy router sees what it can see in its area about the core as an ABR, which we call a

virtual-ABR (v-ABR). For each legacy router in an expanded non-backbone area, the
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exchange and distribution of routing/TE information is just like in any other standard
OSPF/OSPF-TE area with TE capability.

3.2.2.2. The Path Computation Component

In our framework, an inter-domain LSP can be considered consisting of two scgménts
(instead of three, shown in Fig. 3.5) as shown at the top Fig. 3.6: one in the head-end
(expanded) area and one in the tail-end (expanded) area. The core connects these two
segments to form a complete inter-domain LSP.

The most interesting thing is that local routing optimization (through CSPF) by each of
these two segments can lead naturally to a globally-optimized inter-area LSP. As seen in
Fig. 3.6, this is due to the particular star topology of the AAPN architecture and the load-
sharing core nodes that can be viewed as.one single virtual router (v-ABR) from the
outéide. In other words, our proposed architecture presents the advantage that optimal end-
~ to-end routes can be easily established by simply concatenating optimal routes to/from the
core, which can be determined by the source and destination sub-areas independently of
one another. The problem of finding optimal end-to-end routes can in general only be
solved by considering global knowledge; in our architecture with a virtual router, no global
knowledge is required, only the local routing information within each area. In addition,
dynamic inter-area routing is implemented also.

It is worth noting that we use a TE abstraction technique (i.c., all the links from a given
edge node to all the core nodes are assumed to be load-balanced and are abstracted as a
single TE link). However, this link-load-balance assumption is hard to strictly enforce in
practice. Therefore, our theoretical inter-area global optimality, strictly speaking, will

become “near-optimal” in most practical cases.
3.2.2.3. The Signaling Component

This component is responsible for the establishment of the LSP along the computed
path. In Fig. 3.6, consider the case that a source LSR (e.g., rI) wants to setupa LSP toa
destination LSR (e.g., 78). r/ must first compute an optimized path to the v-ABR of Area x
through CSPF, and then signal this establishment request to the network.
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Shown in Fig. 3.7, r/ starts the signaling process by creating a RSVP Path message
including an EXPLICIT_ROUTE object (ERO) [RFC 3209] to indicate the computed
explicit path (with one sub-object per hop). However, ] has to use the loose ERO sub-
objects for the hops outside Area x. In Fig. 3.7, the ERO specifies the explicit path as r1-
>r3->e2->v-ABR x->+8, where 8 is a loose ERO sub-object. Then, I sends the Path
message to the next hop defined in the ERO, which is #3. r3 receives the Path message and

processes it as follows:

. checks the message format to make sure everything is OK,

. performs admission control to check the required bandwidth,

. stores the “path state” from the Path message in its local Path State Block
(PSB) [RFC 2205] to be used by the reverse-routing function, and

. if successful, deletes the 1st sub-object (itself) in the ERO and forwards the

Path message according to the new st sub-object (next hop) in the ERO, in

our case, e2.

+ new ERO
o LABEL_REQUST
Ob)

¥
+ Explicit Routing
Object (ERO)

Path
Acknéwiedge | nandoft
mossage

Call-admlssion-
controf and Labey

o
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Figure 3.7: Inter-Arca L.SP Signaling Process that follows RFC 3209

e2, an AAPN edge node, receives the Path message from 3 and checks the contained

ERO. If 2 finds that the IP address of the 2nd sub-object in the ERO is v-ABR x and the

3rd sub-object (with the loose attribute) is beyond Area x, then e2 has, the task of resolving

the loose sub-object into strict ones. In our case, there is one loose sub-object, »8, Which

- represents the destination of the requested LSP. Although e2 can not find a strict path from

v-ABR x to #8 by itself, it knows who can. First, by checking the inter-area reachability
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information and internal parameters, e2 finds out which group of edge nodes (also which
associated v-ABR) are located in the same area as r8. In Fig. 3.7, these are e3, e4 and e5 (v-
ABR ). Second, it selects an edge node among them randomiy, e.g., €3. In the third step,
e2 removes the first two sub-objects (itself and v-ABR x) from the ERO of the original
received Path message, and inserts v-ABR y at the top, then forwards the modified Path
message to e3. ' ‘

When e3 receives the Path message and finds the 1st sub-object in the received ERO is
v-ABR y, together with a loose sécond sub-object, »8, it knows that it should find an
explicit path between these two sub-objects. As shown in Fig. 3.7, e3 is capable to do the
resolvihg work because e3 and r8 reside in the same expanded area, Area y. e3 finds the
optimized explicit path as: v-ABR y->e4->r8. e3 then rep]aces' the ERO. object in the
received Path message with a new ERO object that stores the resolved explicit route (e4- '
>r8). Finally, e3 forwards the new modified Path message to e4 as if it were forwarded
from e2 by using e2’s data (IP address, etc.). We call this process a Path message handoff.
At the same time, e3 also sends an acknowledge message (containing the resolved path) to
e2 (Fig. 3.7). From the above handoff process, we can see that only the area-specific
reachability (not TE) information needs to be exchanged among different areas. In our
inter-area optimal routing framework, TE information is organized within each area
independently. Edge node e4 receives the Path massage and believes it is from e2. Since all
the sub-objects in the received ERO are strict, e4 processes this Path message in 4 standard
way, just as r3 did in Area x, and then forwards the processed Path message to 8.

When the destination, r8, gets the Path message, it responds to this establishment
request by sending 2 RSVP Resv message. The purpose of this response is to have all
routers along-the path' perform the Call Admission Control (CAC), make the necessary
bandwidth reservations and distribute the label binding to the upstream router. The Resv
meséage makes its way upstream (Fig. 3.7), hop by hop, and when it reaches the source
LSR, r1, the inter-ISP path is setup: rl->r3->e2->v-ABR x->v-ABR y->e4->r8. Thus, a
globally-optimized inter-domain TE LSP is set-up. It can be maintained. or torn-down just

as any normal LSP.




bandwidth sharing in each segment is increased. By security, we mean that in IASSP-PM
each normal node has no information about nodes outside its own area and each AAPN
edge node has no information about any normal node outside its area. These two features

make TASSP-PM very attractive for inter-AS protection.

4.4.2. Protection Bandwidth Cost Ratio

We define the protection bandwidth cost ratio as the percentage of the average overall
backup bandwidth to the average overall working bandwidth at a fixed network blocking
probability. On the basis of the results in Table 1, we notice that the schemes we proposed
have lower cost ratios (e.g., better backup bandwidth sharing efficiency) than the ISDR
scheme. In addition, the ratios of IASSP-PS and IASSP-PM are considerably similar to that
of IASSP-CS.

TABLE 4.1 PROTECTION BANDWIDTH COST RATIO OF SCHEMES

Blocking Prob. TASSP-CS TASSP-PS TASSP-PM ISDR
1% — 59% 66% 78% 110%
10% — 55% 62% 73% 105%

4.4.3. Backup Bandwidth Sharing within
- AAPN

To study the maximal efficiency of backup cross-connections sharing in AAPN (see
Fig. 4.2), we remove all the normal nodes in the topology of Fig. 4.5 except »/ in Area 1
and 2 in Area 2. IASSP-CS is chosen for the evaluation. As seen in Table 11, the protection
cost ratio decreases (e.g., sharing efficiency increases) as the number of edge/core nodes
increases. But the speed of the decreasing becomes slow when the number of edge and core

node both reach 6.

TABLE 4.2 PROTECTION BANDWIDTH COST RATIO IN AAPN

# of edge nodes per area # of core nodes Protection Bandwidth Cost Ratio

2 2 - 100%
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3 3 67%

4 s 50%
6 6 40%
12 12 33%

4.5. Summary

We studied the resilience issue of MPLS flows over an agile ali-photonic star WDM
network (AAPN) in this chapter. Based on our previous inter-area optimal routing
architecture, we presented a dynamic inter-area MPLS shared segment protection
framework consisting of:

| 1. The IASSP schemes consider both single-failure and multi-failure (weakened single-
failure) scenarios;

2. Distributed management of partial routing information greatly reduces the scalability
issue in multi-area networks with link and key node protection;

3. A related signaling process consistent with RSVP-TE.

Meanwhile, our framework requires little change on existing traditional IP/MPLS
routers to implement it. The simulation results show that our protection schemes have a
performance similar to the case with complete routing information and outperform greatly
the inter-area protection scheme described in [Miyamura2004a]. Indeed, together with our
previous inter-area optimal routing architecture (Section 3.2), we can now provide an
attractive MPLS inter-area traffic engineering solution that satisfies the requirements
defined in RFC 4105. The details will be discussed in the next chapter.

Furthermore, IASSP-PM, our protection scheme under the weakened single-failure
assumption, shows great potential to be a solution for inter-AS protection as discussed in
Section 4.4.1. Hence we re-name [ASSP-PM as IA-SSP (Inter-AS Shared Segment
Protection) and choose it as the protection scheme for our AIX (AAPN-based Internet
Exchange) architecture. Now we have an inter-AS traffic engineering solution for Internet

Exchanges that satisfies the requirements defined in RFC 4216. The details will be

discussed in the next chapter.
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5. Generalization, Extension

and Applications

In this chapter, we consider Overlaid-Star Networks (OSN), a generalization of AAPN,
and extend our AAPN-based inter-domain traffic engineering architecture to OSN-based
architectures, We show that our OSN-based traffic engineering architecture has several
important applications in addition to acting as backbone in multi-area networks and as
Internet exchange in multi-AS networks. It has the potential to play a key role in inter-
provider, inter-customer, inter-technology, inter-domain and multi-layer traffic engineering.
This is mainly due to the fact that our OSN-based architecture does not suffer from the two
fundamental issues in inter-domain traffic engineering, namely information scalability and

confidentiality, which have not been solved by the other existing approaches.

5.1. Overlaid-Star Networks (OSN)

5.1.1. Definition of Overlaid-Star Networks

- We now define an overlaid-star network (OSN) as a network that comprises edge
nodes interconnected by core nodes that function independently from each other to form an
overlaid-star (also called composite-star) topology. Generally speaking, an OSN. can be
viewed as a distributed switch with potentially large geographical coverage. It contains
three key ingredients:

. Rapidly reconfigurable switching at the core,
) Intelligent edge: control and routing functionality concentrated at the edge
nodes that surround the switching core,

. Overlaid star topology for réliability and increased bandwidth.
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Obviously, the AAPN is an OSN-type network. Besides, two other representative
examples of overlaid-star networks are: Ethernet Star Networks with TE Capability, and
PetaWeb [Vickers2000].

5.1.2. Ethernet Overlaid-Star Networks with
TE Capability

It is possible to implement the overlaid-star network by Ethernet switches with TE
capability. Hére we define a TE capable Ethernet switch to include the following aspects:

. PBB-TE (Provider Backbone Bridging — Traffic Engineering) technology

enabled, and ‘

. Routing protocol (e.g., OSPF-TE) and signaling protocol (e.g., RSVP-TE)

support.

PBB-TE or what was formerly known as Provider Backbone Transport (PBT)
[Nortel2007] is a new technology concept that enables "connection-oriented" end-to-end
Ethernet tunnels to be created in order to make the Ethernet an ISP class transport network.
Technically, PBB-1E uses the existing Ethernet technologies of VLAN tagging (IEEE
802.1Q), Q-in-Q (IEEE 802.1ad) and MAC-in-MAC (IEEE 802.1ah), but disables
flooding/broadcasting (MAC learning) and the spanning tree protocol (STP). The packets
are forwarded based on VLAN ID (VID) and destination MAC address. The PBB-TE
tunnels are set up either manually by a management plane or dynamically through a full or
partial implementation of the GMPLS control plane [Fedyk2007]. PBB-TE is thus intended
to be used in connection-oriented network applications. PBB-TE is now undergoing
ratification in the standards bodies.

As shown in Fig. 5.1, several TE capable Ethernet switches are organized into an
‘overlaid star topology: core Ethernet switches surrounded by edge Ethernet switches with
10Gbit/s Ethemet over optical fibers. There is E-O-E conversion at the core switches, in
opposition to the AAPN. Core and edge Ethernet switches use RSVP-TE to set up on-
demand PBB-TE tunnels (edge-core-edge).
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Figure 5.1: Ethernet version of OSN

It is important to compare the Etheret overlaid-star network with an important
Ethernet switch cluster architecture, called SMLT (Split Multi-Link Trunk) [Nortel2001a]
(illustrated in Fig. 5.2). SMLT is a method that allows two aggregation (core) switches to
appear logically as a single device to edge switches that are dual homed to the aggregation
switches (Fig. 5.2). The aggregation switches are interconnected through an IST (Inter
Switch Trunk) on which they exchange link state and addressing information. IST is used
only on two aggregation switches. The edge switches require no knowledge of whether

they are connected to a single switch or to two switches. Hence in SMLT the intelligence

Figure 5.2: SMLT based Ethernet Star Topology (IST: Inter-Switch Trunk)

The Ethernet overlaid-star network is more scalable than the SMLT architebture. When
the number of aggregation switches exéeeds two in the SMLT architecture, people have to
build complex switch clusters at the core. This would lead to both severe scalability issues
and complex internal routing among the switches in the cluster. But this will not happen in
the Ethernet overlaid-star network, where the core switches are fully independent (no IST)

and all the intelligence is distributed among the edge nodes.
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5.1.3. PetaWeb

The PetaWeb architecture, proposed by Nortel Networks [Vickers2000], is another
example of overlaid-star networks: PetaWeb is designed to scale to a capacity of several
Petabits per second, as well as to thousands of edge nodes with a global geographic
coverage so as to be a candidate for the future Internet infrastructure. It is based on the use
of a variety of adaptive switching cores and universal edge switches. The PetaWeb has core
nodes that may operate in channel (wavelength) switching modé or burst switching mode.
The edge nodes must be adapted to interact with various core nodes to support both the

connectionless and connection-oriented services.

5.2. Star-TE: An Inter-domain Traffic

'Engineering Architecture

We extend our work on inter-domain traffic engineering (Chapter 3 and Chapter 4)
from AAPN to OSN and name this OSN-based inter-domain traffic engineering
‘architecture as Star-TE. ,

Star-TE is a novel inter-domain MPLS traffic engineering architecture on the basis of
(1) deploying an OSN as the physical inter-connecting facility and (2) applying the
OSN with the traffic engineering framework which we initially designed for inter-
area traffic engineering (Chapter 3 and 4). ‘

The traffic engineering framework is the main part of Star-TE, Which, in géneral,
comprises three main components, namely the routing-information, path computation and '
signaling components. As we described in Section 3.2.2, the basic idea of this TE

‘ frameWork is to configure the OSN (e.g., AAPN in Section 3.2.2) in such a way that it is
seen by connected local networks (domains) to be a star with a (virtual) node (e.g., ABR or
ASBR) at the place of the core. Such a virtual node does not exist at the OSN core node,

- but the edge nodes may project such a vision to the other nodes. in the connected local

networks. Each connected local network can extend its TE visibility up to the virtual core

node with almost no impact on its TE information scalability. This configuration presents
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the advantage that optimal end-to-end routes can be easily established by simply
concatenating optimal routes to/from the core, which can be determined by the source and
destination connected local networks independently of one another. This problem of
finding optimal end-to-end routes can in general only be solved by considering global
knowledge; in ‘our architecture with a virtual core node, no global knowledge is required,
only the local routing information within each connected local network.

To establish protectidn paths for data flows that require high reliability, instead of
using link or path protection, Star-TE adopts the protection approach (in Chapter 4) using -
shared segment protection to take advantage of its multi-domain routing framework with
the virtual core node.

Star-TE is a general inter-domain traffic engineering architecture, which imposes no
constraints on the mechanism of organizing/maintaining the TE information in each
domain (e.g., either in a centralized fashion or in a distributed fashion), no constraints on
the techniques for computing paths in each domain (PCE based or any others), and no
constraints on the mechanism of setting-up the inter-domain path (e.g., automatically by
signaling protocol, RSVP-TE, LDP-TE, or by the management plane). It is worthy
mentioning that Star-TE can be directly deployed in GMPLS networks. This is because

. GMPLS [RFC 3945] is based on TE extensions to MPLS (e.g., OSPE-TE/IS-IS-TE, RSVP-
TE/LDP-TE, LMP). GMPLS separates the control and data planes, but this has no impact
on deploying the Star-TE in GMPLS-enabled networks.

We now discuss the global optimality vs. per-domain criteria. In the case of inter-area
TE, the same optimization TE criteria is usually adopted for all the OSPF areas (e.g., based
on the number of path hops, bandwidth consumption, etc.) [Vasseur2007b]. In contrast, in
the case of Inter-AS TE, there might be scenarios in which different ASes chose different
criteria to determine/define their own TE optimality. In such a situation, in order to have a
meaningful path.comphtation, it may be necessaify to perform criterion normalization (or
equivalence-mapping) between the ASes. For instance, as indicated in [Vasseur2007b], the
Service Providers need to agree on a common normalized TE optimization criterion and
use this criterion for “global” optimal path computation. Note that Star-TE is suitable to
any of the above cases. This is due to the fact that in Star-TE optimal end-to-end routes can
be easily established by simply concatenating optimal routes to/from the core, which can be

determined by the source and destination areas/ASes independently of one another. Hence
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the optimization criterion, e.g:, the “cost” (in normalized cost unit), could be calculated

differently within source and destination areas/ASes.

5.3. Applications of Star-TE |

5.3.1. MPLS Inter-Area Traffic Engineering

RFC 4105 defines the requirements for Inter-Area MPLS Traffic Engineering. In Table
5.1, we check if Star-TE satisfies RFC 4105 when deployed in a mmlti-area network

scenario.

TABLE 5.1: RFC 4105 CHECKLIST FOR STAR-TE
Requirements in RFC 4105 - Satisfied
Inter-Area MPLS TE Operations and Interoperability (interoperate seamlessly with current Yes

" intra-area MPLS TE iechanisms).

Inter-Area TE-LSP Signaling: The solution MUST allow for the signaling of inter-area TE Yes
LSPs, using RSVP-TE.

* Path Optimality v Yes -
Inter-Area - MPLS-TE Routing: avoiding avoid any dynamic-TE-topology-related Yes

information from leaking across areas, even in a summarized form.

Inter-Area MPLS-TE Path Computation: the solution should support more than one path Yes
computation method; it should allow the operator to select by configuration, and on a per-

LSP basis, the desired option.

Support inter-area (signaling)crankback  routing Yes
Support of Diversely-Routed Inter-Area TE LSPs Yes
Intra/Inter-Area Path Selection Policy: the solution should allow IGP area crossing to be Yes

enabled/disabled, on a per-LSP basis, for TE LSPs whosé head-end and tail-end reside in-
the same IGP area. ' '
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Re-oﬁtimization of Inter-Area TE LSP

Yes
Rerouting of Inter-Area TE LSPs Yes
Fast Recovery of Inter-Arca TE'LSP Yes
Hierarchical LSP Support Yes
Hard/Soft Prce;nption Yes
Backward Compatibility Yes
Complexity and Risks: The proposed solution SHOULD not introduce complexity to the Yes
current operating network to such a degree that it would affect the stability and diminish
the benefits of deploying such a solution over service provider networks.
Capability to share bandwidth among inter-area backup LSPs prbtecting independent Yes

facilities.

From the above Table 5.1, we conclude that Star-TE satisfies RFC 4105 when

deployed in a multi-area network scenario,

5.3.2. Internet Exchange: MPLS Inter-AS

Traffic Engineering

RFC 4216 defines the requirements for Inter-AS MPLS Traffic Engineering. In Table

5.2, we check if Star-TE satisfies RFC 4216 when deployed in a multi-AS network

scenario.

TABLE 5.2: RFC 4216 CHECKLIST OF STAR-TE

Requirements in RFC 4216

Satisfied

The proposed solution SHOULD allow the provisioning of a TE LSP at the Head/Tail-end
with end-to-end Resource Reservation Protocol (RSVP) signaling (eventually with loose

paths) traversing across the interconnected ASBRs, without further provisioning required

Yes
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along the transit path,

The solution SHOULD allow the set-up- of an inter-AS TE LSP that complies with a set of Yes

TE constraints and follows an optimal path.

Support of Diversely Routed Inter-AS TE LSP Yes
Suppo& of Re-Optimization Yes
Fast Recovery Support Using MPLS TE Fast Reroute Yes
Scalability and Hierarchical LSP Support Yes
Complexity and Risks: The proposed solution(s) SHOULD NOT introduce unnecessary Yes

complexity to the current operating network to such a degree that it would affect the
stability and diminish the benefits of deploying such a solution .over service provider

networks.

Backward Compatibility ’ v Yes

From the above Table 5.2, we conclude that Star-TE satisfies RFC 4216 when

deployed in a multi-AS network scenario.

5.3.3. Segmented PCE Architecture

The PCE architecture has been proposed by IETF [RFC 4655] to compute
MPLS/GMPLS inter-domain (area or AS) paths. Recently, IETF suggested two inter-
domain path computation techniques for PCE: the per-domain method [Vasseur2007a] and
the Backward RecursiVel Path Computation (BRPC) method [Vasseur2007b]. As discussed
preViously and proved by simulation in Section 3.4, the per-domain path computation
technique is suboptimal. In addition, it is quite challenging to compute a set of diverse
inter-domain paths by the per-domain technique. The BRPC path computation technique
can compute optimal inter-domain TE LSP if the domain sequence that the path will
traverse is given. Hence in the rest of this section, we focus on the PCE Architecture with

_the BPRC technique. |
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BPRC relics on the collaboration between PCEs through the PCEP protocol
[Vasseur2007c]. As illustrated in Fig. 5.3, the path computation is performed by each PCE
(along the domain sequence) computing a Virtual Shortest Path Tree (VSPT) and passing
the computed VSPT in a backward,recufsive fashion from the destination to the source
domain. The root of each VSPT is always the destination while the link in each VSPT
representing the shortest path between the border nodes of a domain and the destination
LSR. The VSPT is re-computed when another domain is passed on the basis of 1) the
optimal paths from each entry point of the domain to each exit point and 2) the VSPT of the
downstream domain [Vasseur2007b]. After a round trip (Query->Respond) path
computation process, shown in Fig. 5.3, the computed TE LSP is signaled using the

standard REVP-TE protocol, which is another round-trip (Path->Resv) signaling process.

ASBR 7 RE <ASBR11 -
-ASBRS (VsPT2) ASBR12 ¢ d

Figure 5.3: BRPC inter-domain path computation technique proposed by IETF

5.3.3.1. Potential Drawbacks of the PCE
Architecture with BRPC Technique

When the number of domains in the given domain sequence and/or the number of
border nodes in each domain become large, the PCE architecture with BRPC technique has
the following inherent drawbacks: ‘

1) High load and complexity of path computation. A long domain sequence will
involve many PCEs in the path computation processes. Many border nodes will cause the
exchange of ‘a large amount of information between PCEs. For instance, suppose each
domain in Fig. 5.3 has E border nodes on each side, then the information exchanged
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