



































































































































































































































The Approach: Counting Paths — The Breadth Metric

in the direction from P to P’, then the capacity of any edge directed from P’ to P would be
subtracted from the total flow capacity [Tucker 80].

3.3 Breadth of directed acyclic graphs

Continuing from Section 3.1, we begin by showing how to do path-counting in the simple
case of a flat HFSM in the form of a directed acyclic graph. (Hierarchy is addressed in
Section 3.6.)

3.3.1 Maximum cut rule. In a directed acyclic graph (DAG), the minimum number of
paths required to cover all transitions at least once is equal to the capacity of the maximum

cut. (We treat the capacity on each edge to be 1 unit of flow.) B

A proof of a variant of this rule can be found in [Lawier 76]. A more explanatory
proof is given in Appendix 2.

Example.

The maximum cut in this figure is 4, occurring at Cut 3,
which is ({a, b, d}, {c, e, =}). Therefore, by Rule 3.3.1

above, the minimum number of paths required to cover all

transitions at least once is 4. B

Fig. 3-6. Finding different cuts.
For small graphs such as the one in the preceding example, it is not difficult to find

paths by inspection. However, for larger graphs, an algorithm can be applied. A discussion on

path selection is given in Section 3.7.
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Strongly connected graphs

3.4 Breadth of strongly connected graphs

P @R

Fig. 3-7. Examples of strongly connected graphs.
3.4.1 Strong connection rule. In a strongly connected graph, the minimum number of

paths required to cover all transitions at least once is one. ®

This rule is self-evident. By definition, a strongly connected graph implies that we
can travel from anv node to any other node by way of paths with cycles. Since there is never
a need to terminate a path in order to start another one, only one path is required. Path

selection is discussed in Section 3.7.
3.5 Breadth of graphs containing strongly connected subgraphs

Graphs containing strongly connected subgraphs may be dealt with by logically
separating the strongly connected portion from the rest of the graph. An example is shown in
Fig. 3-8. Here, the separated subgraph is depicted as a cloud. The resulting structure is that

of a directed acyclic graph, and accordingly can be treated as such with regard to counting

and selection of paths (Section 3.3).

G = LY = <

Fig. 3-8. Break-out of a strongly connected subgraph.
It becomes easy to see that only two paths are required.

The understanding is that the traversal of the “cloud” is carried out in accordance with the

procedure for strongly connected graphs, as described in Section 3.4.
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The Approach: Counting Paths - The Breadth Metric

In the evenr that there is more than one strongly connected subgraph within the
graph, then each such subgraph can be treated as a cloud. The example in Fig. 3-9 shows
three clouds in the same graph, which is now a directed acyclic graph.

e

Fig. 3-9. Multiple clouds are possible.
It is also possible that the largest possible strongly-connected subgraph was not found
the first time. Should this be the case, then clouds can be further merged with simple nodes

or other clouds to form larger clouds. This process continues until the remaining graph of

clouds and nodes is a DAG (refer to Fig. 3-10).

w -
S é@

Fig. 3-10 (a), (b), (¢), (d). Successive mergers of clouds and nodes.

3.5.1 Method for strongly connected subgraphs. In a graph containing strongly
connected subgraphs, each of these subgraphs can be treated as a “cloud” having path-width



Breadth of graphs containing strongly connected su>graphs

of 1. Clouds and nodes are merged until no portions are strongly connected. When no
further merging can take place, the resultant graph of clouds and nodes is now a DAG, then
Rule 3.3.1 for DAGs applies. ®

Alternatively, each cloud could be considered its own separate node, but this would
introduce additional levels of hierarchy. This would be an unnecessary complication. as we

would lose the structure of a directed acyclic graph at this level.
3.6 Breadth of hierarchical graphs

Now that we have considered how to do counting in flat FSMs of various shares, we
must now consider how to do counting in a hierarchical graph. HFSMs can be hardled by
first considering the individual nodes at each level, as done in Sections 3.3 to 3.5. We saw
that these sections established the minimum number of paths required to traverse a particular
flat node. However, at any level, these single nodes will be linked to others in a larger node

and in many different ways. Therefore,

we must now determine how many ways there are of traversing a
hierarchical structure of large nodes containing smaller nodes.

3.6.1 Counting at a single level
When individual nodes are part of a larger node, it is first necessary to determine how

to traverse this larger node. We seek the minimum number of paths required to traverse the

larger node while satisfying the specified minima at each of the smaller nodes.
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Fig. 3-11. Node with minima labelled on subnodes.
“3x”’ means that this node must be traversed 3 times.

In the example of Fig. 3-11, it is assumed that an initial analysis has been performed :o reveal
that some of the nodes need to be traversed more than once. The minimum requirement is

indicated with the “x” notation.

Appendix 1 gives the algorithm for finding the maximum cut and minimum fow in a
graph. This is used for counting the minimum number of test cases needed to cover a
network. The algorithm can also be applied to networks having lower bounds on the edges;
in the case of Fig. 3-11, we have lower bounds on the nodes. By applying the following
simple transformation, we can make the graph suitable for the Appendix 1 algorithm

3.6.1.1 Transformation.
Step 1. For each node that must be traversed ‘&’ times (k> 1), either
Ia. replace it with a pair of nodes having k£ (one-way) transitions between them,
or,
1b. (alternate) replace it with a pair of nodes joined by a single (cne-way)
transition labelled ‘&’
Step 2. Label all remaining transitions with a ‘1’. &

A graphical example of Step 1 is shown in Fig. 3-12.
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D = =
or

Fig. 3-12. Transformation: Node 7 is split into two halves
connected with a multi-edged bridge.

After applying these two steps, Fig. 3-11 would now resemble Fig. 3-13.
Note that we do not have a tool to perform this node splitting, and certainly not graphically.

i
\*< \o—>of‘c>>o—/l

J

Fig. 3-13. Re-stated version of problem in Fig. 3-11.
Numbers indicate lower bounds on edge flows.

3.6.1.2 Rule for muitiple traversals of nodes. In a directed acyclic graph having nodes
that need to be traversed more than once, the minimum number of paths needed to cover all
transitions at least once and satisfy all the node restrictions is equal to the capacity of the

maximum cut in'the graph after applving Transformation 3.6.1.1 above. B

This rule is evident in that the transformation merely forces us to have the required
number of paths through the nodes. At this point, the problem becomes the same as for an

ordinary DAG and handled as in Section 3.3.
3.6.2 Counting through the hierarchy

Now that we know how to count the paths through a single (large) node, we need a
method of combining the paih—coums in the hierarchical structure. The general idea is that

the paths in a node can be counted only if the paths in all its subnodes have been counted.
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And, we realise that at the lowest levels, the path-count of a leaf node is 1. Therefore the
total number of paths required for the entire hierarchy can be derived “from the bottom, up.”

Appendix 3 gives a recursive algorithm for traversing an HFSM.

3.7 Application of breadth to test path selection

Using the methods and rules described in Sections 3.3 to 3.6, a path-count can be
derived for every node. However, counting the paths does not guarantee that a path cover of
this size exists. Obtaining a path cover consists of constructing a path cover of that size

(which we do) and replacing infeasible paths with feasible ones (which we do not do).

3.7.1 In a DAG structure

For directed acyclic graphs with only a single point of entry and exit, the same
algorithm that computes the path-count (Appendix 1) will also indicate the number of paths
employing each edge. From this, we can determine which routes the paths actually follow.
This comes from knowing that the number of paths entering a node must equal the number of

paths exiting. Appendix 4 gives an algorithm for this.

Recall the example in Fig. 3-6. The number of paths was determined by finding the
maximum cut. Application of the max-cut algorithm in Appendix 1 also finds the flow on
each edge (Fig. 3-14).

Fig. 3-14. Looking at the flow on each edge for Fig. 3-6.
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Application of breadth to test path selection

By inspection, or by application of the algorithm in Appendix 4, we may conclude that the

four paths are as shown in Fig. 3-15.

Fig. 3-15. Inferring the routes of the 4 required paths for Fig. 3-6.

3.7.2 In a strongly connected graph

We can use an algorithm for finding the circulation in a closed network to determine
the number of times each edge must be traversed. A circulation is a network flow in which
the sum of all inputs at each node is equal to the sum of all outputs at each node; there is no
source or sink.. We would expect a circulation at the top level of any HFSM that is modelling
a real-time system that runs continually, that is, one in which there is no “final” state.
Although there needs to be only one path, its route still must be selected. As a route, we may
use a Chinese péstman tour (CPT) (defined in Section 3.2).

Fig. 3-16. Obtaining the circulation in a closed network.
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Given the strongly connected graph in (@), we can obtain the circulation shown in (3).
By inspection, a CPT of this graph is e-f-g-e-g-h-f-h-f-f~g-e. (The total path length is 11

transitions.)
3.7.3 In a graph containing a strongly connected subgraph

Intuitively, it should be possible to isolate the strongly connected subgraph from the
rest of the graph. This isolation may or may not cause the rest of the graph to become
disconnected. Within the subgraph, there may be a set of possible initial nodes and a set of
possible final nodes instead of having a single starting node or ending node. Let the set of
initial nodes be defined as those nodes of the strongly connected subgraph that are incident
with non-subgraph nodes that can be reached from the beginning of the graph (the single
point of entry). Similarly, the set of final nodes can be defined as those nodes of the strongly
connected subgraph that are incident with non-subgraph nodes leading to the end of the
graph (the single point of exit).

In selecting a path for the subgraph, we may use a Chinese postman (CP) path. Then

we must find the shortest transfer sequence from the last node in the CP path to a final node.
(If this is already a final node, simply continue in the rest of the graph.)

q S q q s S
p p N
u u
r t r r t t

Fig. 3-17. Graph containing a strongly connected subgraph.

Example.

Consider the graph in Fig. 3-17. Initial nodes = {g, r}. Final nodes = {s, t}
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An RCP path of the strongly connected subgraph is r-g-s-r-t-s. This can be prefixed by the

p-r transition and suffixed by the s-u transition to form
Path 1 = p-(r-q-s-r-t-s)-u

This first path guarantees that we have covered all transitions inside the strongly connected
portion. We now augment with additional paths to cover the remaining transitions outside.

To cover edges p-q and #-u, we may use

Path 2 = p-g-s-r-t-u. W

Summary of chapter.

In this chapter, we showed the difficulties behind our original requirement, which was
to find a practical strategy for testing hierarchical fimite-state machines. Flattening a hierarchy
had the potential to lead very quickly to an explosion in the mumber of states. A small
example re-inforced the magnitude of the probkem, showing how expansion could be
estimated. We investigated transition coverage of the underiving control-flow graph as a
simple start. We recognised that this approach was dependent upon the “breadth” of the
“fattest” node. i’herefore, we came up with a derived requirement (sub-section 3.1.5) to find
the maximum cut. All this work was based on the inherent graph structure, rather than on
traditional FSM-based test methods.

We presented our approach, basically a very simple graph traversal strategy, for the
counting and potential selection of paths in an HHFSM, and we showed how it could be
applied to various shapes of HFSM. The next chapter shows how our approach can be

applied specifically to the ROOM extensions of HFSMs.
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4

Pragmatic Considerations for ROOMcharts

The approach developed in Chapter 3 is based strictly upon the hierarchical structure
of an HFSM. However, the ROOM modelling language supports extensions to the HFSM
structure, largely based on Harel’s statechart notation. As indicated in earlier statements
regarding scope, we will not be addressing the structural aspect of ROOM, only the
behavioural aspect (ROOMcharts). In this chapter, provision is made to handle some of the
additional features of statecharts and ROOMcharts, specifically, group transitions, history,

choicepoints, triggers, entry and exit code.

4.1 Transitions: group, history, and choicepoints
4.1.1 Group transitions

Directly related to the hierarchical structure are the concepts of group transition and
history. Using an example from [Harel 87], a transition from grouped states enables us to
model a statement such as, “In all airborne states, when yellow handle is pulled, the seat will
be ejected.” The hierarchical concept of a group state represents an exclusive-or (XOR)
abstraction of all its contained states. The group transition represents an individual transition

emanating identically from each of the smaller states (Fig. 4-1).
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4 )

e P
"%
N y

Fig. 4-1. Example of a group transition, ‘y’.

The notation in Fig. 4-1 indicates that it is possible to go from state 1 to state 8 or
from state 2 to state 8 or from state 3 to state 8, all by way of transition y; in other words,
there are actually three transitions (1, 8), (2, 8), and (3, 8), but they are all transition y. This
is illustrated in Fig. 4-2.

Fig. 4-2. Expansion to the non-hierarchical equivalent of Fig. 4-1

Our approach is that we will exercise the group transition only once, independent of
what the originating substate was. This single test case is considered representative of all
other transitions. A stronger coverage requirement would include exercising the transition
from every substate, but this implicit expansion would not take any advantage of the

hierarchy and would produce many more test cases.
Example. A traversal of the hierarchical (non-flattened) FSM in Fig. 3-3(a) would be

(x1) a2 (x2) al (x2) b (v1) b2 (y2) bl (yI) a (xI). Notice that we did not need to flatten the
HFSM. &
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4.1.2 Top-level group transitions

There is another kind of group transition called a fop-izvel group transition which is
shown as being drawn from the border of a ROOMCchart rather than from a specific substate
(Fig. 4-3). This serves to emphasize that this transition can te triggered from any substate.
In the case of the timecheck in Fig. 4-3(b), it also returns the system to the state it was in prior
to execution, thus the action is handled without affecting the state of the system. The net
effect is that of an interrupt-like activity. The convention of drawing them from the border is
just ‘short-hand’ (a tidier representation), since the same acton/transition can simply be

drawn from every sub-state. Of course, this would result in a more cluttered diagram.

fixed oops
“ x

timeCheck

@)

Fig. 4-3. Two examples of a top-level group transition ‘drawn from the border)
which deals with events, independent of the current state.

Because a top-level group transition (for example, oocs in Fig. 4-3(a)) is accessible
from any state (substate), it is easy to design a path that includes it. Therefore, when counting
the minimum nﬁmber of ways through a state, a top-level grouvo transition will likely not add
to the total. If, however, such a transition forces a premature exit from the state (Fig. 4-1),
then it will not be possible to continue the path, and a new one may have to be started.
Intuitively, we would want to traverse as many other transitiocs as possible before taking an

exiting transition.

It should be noted that the current algorithms do not account for top-level group
transitions. The algorithms are based on taking a maximum cut in a connected graph, but
top-level group transitions do not “appear” as connected to anything except the border.

Manually, though, they are easy to accommodate in the counting and selection process.
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4.1.3 Transitions to history

The “reverse” of a group transition is a tr-ansition to history. The history of a state is
defined to be the substate that was last active upson the previous departure from this state. If
the state has never been active before, then the "history is not defined. Instead, the substate
that is identified as the initial state is entered. (Im Fig. 4-4, the small black circle indicates the
initial state.) Harel uses a circled “H” to denote: history; in ROOM, a transition to history is
drawn terminating at the border (as in Fig. 4-3(b)) or Fig. 4-3).

\
(" alarmi %ﬁ
1

on

o _/

Fig. 4-4. Example of transition (o history in an alarm watch.
(from [Harel 87])

Again, using the principle of group transitions, it is considered sufficient to exercise

this transition only once.

Fig. 4-5. Non-comb&natorial coverage.
(from [Selic++ 94])
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Example

A transition tour of Fig. 4-5 would be the following transitions (and states listed in
parentheses): (41) a2 (A2) b (B1) b2 (B2) ¢ (C1) c2 (C2) a (A2) al (A1) ¢ (C2) cl (CI) b
(B2) b1 (Blj a (A1) for a total length of 12 transitions. Another possible transition tour is
a2.al.b.b2.bl.c.c2.cl.a.c.b.a which is also 12 transitions in total. This example is simple
because each FSM contains a strongly-connected DAG and therefore requires only 1 path,
but again, notce that the HFSM did not have to be flattened. B

4.1.4 Transitions with choicepoints
ROOM permits a transition to split up into mutually exclusive branches terminating at

different states, depending on some calculation within the transition. A choicepoint is situated

in the middle of the transition.

more_school

»

getAccepted

[ school ] graduate

getJob 7
] >( MorTEL

defauit

army

Fig. 4-6. Choicepoint, ‘c’, with three choices, one of which is a default.
One of the branches is required to be a default branch, to be taken in the event that all other

branch conditons evaluate to “false.” The counting and selection method should treat each

branch as a separate transition to be executed at least once (see Fig. 4-6).
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4.2 Triggers and signals
4.2.1 Multiple triggers

Special attention needs to be given to the transition triggers of ROOM. Recall from
Section 2.2 that a zrigger in the ROOM modelling language is simply the receipt of a message
at a port. In ROOM, the format for a trigger definition is

t : {portName, signalName, optionalGuardName}.

Thus, a transition with its triggers, guards (conditions), and actions might be written as:

transition gotoErrorState:
triggered by: {
{deviceStatus, carrierDetect, (c2 == NONE)}
or {deviceStatus, buffer, full(Q}}
action: {
logError();
displayError() }

A transition is taken whenever its trigger condition is satisfied.

ROOM permits the use of multiple triggers (as in the preceding example), each of
which may have; a guard associated with it. Therefore, when we say that we intend to exer-
cise a transition, we still need to identify which trigger will be used. Each trigger for a
transition may be considered a different path to that transition or may be considered a

separate, but similar, transition.
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Fig. 4-7. A transition with three triggers is treated as three parallel transitions.

Similarly, if a single trigger has multiple conditions, possibly dealing with different
signals on different ports, then each condition could be treated as a separate singie-triggered

transition. For example,
IF (RAIN .OR. SNOW .OR. HAIL) THEN TRANSITION23

could be treated as the following three
IF (RAIN) THEN TRANSITION23a
IF (SNOW) THEN TRANSITION23b
IF (HAIL) THEN TRANSITION23c

where all three transitions are actually the same as the one original transition. Fig. 4-7 shows

a conceptual re-drawing of the graph.

It should be noted that a ROOMchart in ObjecTime need not actually te re-drawn,
but, this is what the counting and selection algorithms would effectively do to perform their
calculations. It is also acknowledged that combinations of conditions will not be attempted;
as examples, (RAIN .AND. SNOW), or (HAIL .AND. RAIN), or all three at oncs.

If trigger conditions cannot be broken down into discrete values, for example,

IF (32.0 < F < 212.0) THEN TRANSITION23
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then we may apply the usual black-box strategies for handling a range of values. such as
taking a value on each of the boundaries, just outside the boundaries, and one or more

“representative” values inside.

Thus, we can think of a trigger as having a “width.” Covering this width results in

coverage of all triggers (condition coverage) throughout the HFSM.
4.2.2 Signals, ports, entry code, and exit code

Triggers and transitions are associated with specific ports. The following example
shows the definition of a transition called paperHasBeeninput, from the behavicur specifi-
cation of a controller module in a hypothetical fax machine.

TRANSITIONS

{

DEFINE paperHasBeenlnput
FROM STATE idle
TO STATE waitForPhoneNumber
TRIGGERS

{
DEFINE SIGNALS {Paperin} ON {faxinputArea}

}
ACTION

{
SEND dispiayPanel SIGNAL documentReadyMesszage

ENDSEND
3
2
The notation used above is called ROOM Linear Form, corresponding to the grarhical form
of ROOM, used by ObjecTime. Keywords are in capital letters. In this example. the signal
Paperin is expected on the port faxinputArea. When this occurs, the signal document-

ReadyMessage will be sent on the port displayPanel.

Assuming that all input signals (all possible elements of the input ‘alphabet’) occur in

some trigger somewhere, then coverage of all transitions and triggers will result in coverage
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of all input signals. If, for some reason, there is an input signal that is defined but not used,
it will not get tested.

In the preceding example, an action, specifically the transmission of an output signal,
was specified in the ACTION block of the transition definition. However, actions can also
occur upon entry to a state (independent of which transition was used to enter) and upon exit
from a state. Since output signals, or indicators, are contained in actions, and all actions are
located in a transition, in entrv code, or in exit code, then coverage of all states and

transitions will result in coverage of all output signals.

By default, all ports will end up being used at least once, unless there is a port with no

signals defined. What will not be covered is all combinations of input and output signals.

4.3 Coverage achievable

The initial idea of startung with transition coverage actually attains considerably
greater coverage than simple coverage of transitions — particularly when the ROOMchart is
manipulated, conceptually or otherwise, to make itself more amenable to the general counting

and selection algorithms. We summarize here.

The most direct result of covering all transitions is that all states will be covered.
This comes from the reasonable’assumption that all states are reachable, obviously by way of
a transition. This assumption is reasonable because of the visual or graphic nature of the

HESM. Covering a state implies that any entry code or exit code will also be covered.

In the same way that some states contain more than one path through them, some
transitions may also require more than one traversal, if we wish to cover all triggers. If each
trigger is treated as a separate transition (to the same state), and if each trigger with more
than one condition is treated as a separate transition (as discussed in Section 4.2.1), then a

transition coverage algorithm will cover all triggers. In a reactive real-time system, all func-
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tional inputs end up as triggers, therefore although not all possible inputs will be tested, all

types or kinds of input (from a control-flow standpoint) are covered.

Because all transitions are covered, all action blocks are executed at least once. And,
as pointed out above, all blocks of state-entry code or state-exit code are also executed at
least once. At the black-box level, this will certainly include all customer-visible outputs, but
only if the blocks of entry code or exit code are strictly linear in structure, that is, they con-

tain no branching constructs. (This variation is discussed briefly in Section 6.1.1 in the

chapter on future work.)

Finally, whereas it might seem reasonable or practical to cover only part of the
hierarchy (to obtain partial coverage at lower cost and then estimate the amount remaining

uncovered), the recursive algorithm provided in Appendix 3 covers all levels.
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4.4 ROOM example

initialise
start
level
settingUp filling ve
runParameters
runError false full
. true
aborted dyeing
-0
timeUp
runError fevel
draining done

fa/sWrue
empty

Fig. 4-8. ROOMchart for a Dyeing Run Controller. (from [Ward 95])

In the ROOM and ObjecTime references, the main instructional example used for

2

modelling is that of a real-time “fabric dyeing control system.” The basic idea is that there is
a vat or tank in which there are many racks covered with cloth or fabric that is to be dyed.
After setting some switches (such as a timer and temperature), the vat is filled with dye, and
the timer is activated. After the requisite time has passed, the vat is drained. To control each

run, a controlling device is used, referred to here simply as a “dyeing run controller.”
Fig. 4-8 shows the top-level behaviour of a dyeing run controller. Additional explan-

ation is required for some notation that was not covered in this thesis. In the top-left corner

of the diagram, the vertical line (letter “I”) in a circle is simply the initial transition point. The
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small arrow and oval beneath the word “aborted” is ObjecTime notation means that there is

entry code associated with this state (but not visible).

We can see that this network has one source (“T”) but two sinks (“aborted” and
“done”). We will not pretend that this is a very complete model, since there is no provision
for errors while in the “dyeing” state, nor does there appear to be any way of recovering once
the system goes into the “aborted” state. To convert this into a graph having a single point of
entry and exit, we can add an artificial single end-state after both “aborted” and “done”.
Sections 5.6.2 and 6.3 will discuss multiple points of entry and exit.

runParameters
false false a
¢ i &
o timeUp o
®_’&tﬁngUpl " filling @"Eyeing ! ’l draining
e\ “‘)e e\ (\)G
@ \@! e N
-9\'\5‘a runError
W aborted
runError

Fig. 4-9. Fig. 4-8 re-drawn to show that the maximum cut is 3.

From a quick inspection of Fig. 4-9, it can be seen that there are two end-states with
three possible ways of entering; therefore, it will take at least three paths to cover this graph.
One can confirm that the following three paths will indeed cover all transitions and states.

Path 1. (D) initialise (settingUp) runParameters (settingUp) start (filling) level (c)

false (filling) level (c) true (dyeing) timeUp (draining) level (c) false

(draining) level (c) true (done)

Path 2. (I) initialise (settingUp) start (filling) runError (aborted)
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Path 3. (1) initialise (settingUp) start (filling) level (c) true (dyeing) timeUp
(draining) runError (aborred)

This particular ROOMchart does not represent a very complicated HFSM, but shows the

general idea.
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S

Assessment and Implementation of Approach

In the opening chapter, two requirements were given for any strategy to be useful in a
commercial application of any significant size. These requirements focussed on a strategy’s
ability to scale up and its ability to be automated. This chapter explains to what degree our
proposed approach strategy satisfies these requirements. Also included here is a general
discussion on the overall assessment our approach, the ways in which it could be used, some

limitations on its applicability, and a typical testing framework. Our particular implementation

is also discussed.

5.1 Requirement R1: Scaleability

As seen in Section 3.1, flattening a hierarchical finite-state machine may result in a
dramatic increase in the number of states. Even if it does not, the number of combinations of
paths selected from each level of an HFSM grows multiplicatively with the number of levels.
This greater-than-linear increase in the number of states or paths constitutes a significant
practical obstacle to most formal methods. By comparison, the proposed method, which is
dependent only upon the “thickest” portion of each node, can be applied to large applications

without a disproportionate increase in testing cost. Recall Fig. 3-5(b), reproduced below.
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We take further advantage of the hierarchy by exercising any group fransition (recall
Fig. 4-1) only once, not differentiating amongst cases for individual substates. For the pur-
poses of a group transition, a transition from a single substate (represented by a single test
case) is considered representative of transitions from all the other substates within that same
state. Although a group transition could be repeatedly exercised from every substate, this
implicit expansion would not take any advantage of the hierarchy and would produce more

test cases. This treatment of group transitions further contributes to the scaleability of our

approach.

a )

w

N y

Fig. 5-1. It is considered sufficient to exercise transition 'y’ only once, as initiated from any
of substates 1, 2, or 3; it is not necessary to repeat for each substate.

Thus, with our strategy, it was shown (in Section 3.1) that as the number of states
increases, the number of additional paths required for testing increases only linearly, at worst.
Therefore, this strategy is considered scaleable and would be suitable for large-scale applica-

tions.
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5.2 Requirement R2: Automatability

In order for any method or strategy to be practical, there must be potential for its
ability to be automated, in full or in part. If an optimal solution can be found in automated
fashion at reasonable cost, then it should be used. However, for practical purposes, it is more
important to obtain a cost-effective implementation of our strategy. Therefore, a software

tool may use an efficient heuristic if no optimal solution is readily available.

The proposed strategy is considered amenable to automation, as there is an algorithm
for each of the steps. The algorithm for path counting is given in Appendix 1; Appendix 3
gives some of the pseudo-code for Appendix 1; Appendix 4 gives the algorithm for path
selection; Appendix 6 gives source code in C.

The results of executing our strategy can also be made visible to the test designer or
user. Because the ObjecTime toolset already displays graphs and paths, the effects of path
counting and selection can be shown graphically. For example, a transition that is expected
to be traversed a number of times could have that number displayed beside it, or it could be
drawn proportionately thicker or coloured differently. A path that is selecfed could be
highlighted in a stationary or animated fashion. Such visibility would fit in well with the
functionality, loqk and feel of ObjecTime.

There are also occasions where the test designer or user could be prompted for
guidance (graphically). One instance may be when encountering infeasible paths (which are
discussed in a later subsection, 5.4.1). Of course, a user/designer may wish to have some
sort of “override” capability to customize the generated test cases.

5.3 Measures and metrics

It is useful for any concept implemented as a tool to provide some measure(s) of what

it accomplishes or covers. Depending on the needs of the end-user, a number of different
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statistics can be made available. At the most basic level, the proposed method provides a
lower bound, called the breadth, on the number of paths (test cases) that would be required
to cover all transitions, all states, all triggers (input signals), and all indicators (output signals)

that are accessible in the basic hierarchical structure, under the assumptions listed in Section
43.

Although the implemented version of our tool (Appencix 6) computes only the
breadth, the following additional outputs or measures could pcrentially be tracked and
displayed:

a. the total length of the test cases (in terms of the number of wransitions or states);
b. number of times each portion (transition, state, other) would be covered,;
c. the routes of the suggested paths for each test case (assuming no infeasible paths);

d. an indication of which traversals are necessary to satisfy the minimum (at this level or
below) and which were suggested to satisfy a requirement elsewhere along the same
path (room for optimization here, if weights are supplied);

e. an estimated cost, if costs were supplied.

Knowing the minimum number of paths needed to cover all wansitions gives an indi-
cation of the complexity of the design and consequently of the testung effort that would be
required. The r;lore paths there are, the more complex the design and the greater the effort
required. Similarly, the lengths of each path as well as their overall total length also provide

an indication of testing effort required. Ours is a lower bound.

As a point of reference, this information can be compared to simpler measures such as
the total number of states or transitions. For example, two designs (for two different applica-
tions) could have the approximately the same number of states or transitions (and therefore
appear to be the same “size”), but one design may require significantly more paths, thereby
revealing its greater internal complexity. Decreased complexity is therefore associated with

increased testability.
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By choosing to minimize the total number of paths rather than the overall total length,
it is implicitly assumed that resetting the system to start a new path would be very costly
compared to lengthening the path. Since resetting a system often involves manual inter-
vention by an operator, path length has been subordinated to path count. However, it should
be clear that if relative costs can be supplied, a more elaborate algorithm could be used to
minimize the total cost. Weighted totals and other optimization ideas are discussed further in
Chapter 6.

5.3.1 Quality and metrics

The reader will recall the discussion in Section 2.5 regarding complexity. It is
worthwhile to note that this design attribute is sometimes referred o as the converse of
simplicity (and therefore of maintainability and of testability) [Budgen 94]. Of particular
interest is “cyclomatic complexity” because it too is based on path counts, like our own
metric. Studies have found a strong correlation between McCabe’s cyclomatic complexity
index and the number of test defects [Kan 95], therefore path count is truly indicative of the

design complexity.

Because cyclomatic complexity is a measure of control complexity, this metric is
particularly significant for control-oriented applications (as opposed to data-oriented). Since

control applications are what statecharts are typically used for, this metic is very relevant.

Our approach can also be complemented by instrumentation tools to assess coverage.
(Recall that coverage was discussed in Section 4.3). In general, increased coverage is tied to
increased reliability in software. It has been found that typical testing without code measure-
ment will exercise only about 55 percent of the code. It has been found that it is not difficult
to achieve 80 to 85 percent coverage for systems-level testing or integration testing when one

uses a tool [Grady 92]. Ultimately, we are assessing design quality.
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From the human factors standpoint, there is also the psychological effect of having
access to metrics. Programmers will try to reduce the complexity of their revised designs or

code if they can obtain relevant metrics easily. Our approach would be able to provide such a

simple metric.
5.3.2 Comparison to McCabe

Whilst both our metric and McCabe’s metric are based on path counts, there are some

differences. As examples:

e Consider the FSM in Fig. 2-10 (repeated here below). The stated cyclomatic complexity

is 2; however, by inspection we can see that it would take only one pass (one path) to

cover the entire graph.

Fig. 2-10. A control graph with cyclomatic complexity of 2 [After Beizer 90].

e Consider the FSM in Fig. 2-11 (repeated here below). The McCabe metric is 5; however,
we can see that it would take only three paths to cover this graph.

R1

R3
R4

Fig. 2-11. A control graph showing the number of regions (5). [After Pressman 92]

By measuring essentially only the branching points, the McCabe metric clearly does

not take into account a dynamic activity such as the fact that one can traverse self-loops and

ame T T el Ch e TN G YT T, LTI A



Measures and metrics

cycles any number of times. Although our metric is also a static metric, it does take self-loops
and cycles into consideration for path counting. Thus, the breadth metric is a true lower

bound on the number of test paths based solely on FSM structure.

The reader will recall Beizer’s comment in sub-section 2.5.5 (on metrics and testing)
that the relationship between the McCabe metric and the number of paths required for branch

coverage was “circumstantial”. For our breadth metric, this relationship is exact, as shown

below.
5.3.3 Corollary: Breadth = branch coverage
The theorem for maximum cut and minimum flow is provided in Appendix 2. As a

corollory to this theorem, we can state that the breadth, as computed in our approach,

provides us with branch coverage.

Corollary 5.3.3. The minimum number of paths required to obtain branch coverage is equal

to the breadth.

Proof.

Explanation of terms. Beizer defines “branch” as “a program point at which the control flow

has two or more alternatives. A node with two or more outlinks.” [Beizer 90]. In this thesis,
branch is taken in the context of design. By “branch coverage”, we mean that our testing is
sufficient to cover 100 percent of all branches in the design. By “coverage”, we mean that

the item being covered is executed at least once.

Branch coverage = min flow with lower bound of 1 on all edges. Given that our designs are

modelled as HFSMs which in turn are structured as directed graphs, and that networks are
also directed graphs, we may treat the design as a network. Insisting that each branch of the
design be covered at least once is the same as requiring that all edges in the corresponding

network have at least some flow — in other words, that each edge have a flow of at least one
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unit. This is, by definition, the “minimum flow” for a network where the lower bounds are

set to one on each edge.

Breadth = max cut. As presented in Section 3.1.5, the cuf in a graph is a partitioning of a
graph into exactly two sets. The value of the cut is sum of the weights on the edges that
cross between the two sets. The maximum cut is the cut where the sum of the weights is
maximised. Now, if we take the graph to be the network discussed above and the weights on
each edge to be exactly one unit, then we have found the partition with the greatest number

of crossing edges — essentially the “fattest” part of the graph.
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Reproduction of Fig. 3-5(b)

As alluded to graphically in the reproduction of Fig. 3-5(b) above, this fattest part is exactly

what is computed in the breadth metric. In this fashion, we see that max cut is the same as
breadth.

However, by the Maximum Cut Minimum Flow theorem, max cut equals min flow, therefore

breadth equals (the minimum number of paths for) branch coverage. ®

S-R 4 Tortine \lot=n for Dacions \lodelled 2o HESM«



Relationship ro other approaches

5.4 Relationship to other approaches

In the preceding sections, we covered the three characteristic requirements for a
useful test strategy. This section discusses at a more general level how the proposed strategy

relates to other facets of software testing.
5.4.1 Grey-box aspects

Our approach is considered to be ‘grey-box’ strategy because it operates at the
system’s design level. In general terms (not specific to ROOM), variables that are associated
with externally visible inputs are called #riggers; those with outputs are called indicators.
With our approach, we are testing all externally visible system inputs and outputs. By
looking at communication signals, we are actually checking internal system interfaces. If
system modules are difficult to analyse, it is a sign of potentially poor testability. The
approach that we are taking is effectively, then, a grey-box method for communicating

extended hierarchical finite-state machines.
5.4.2 Black-box aspects

Section'2.3.4 introduced black-box testing as functional testing, centred on the trying
of varying inputs in accordance with the program’s specifications and watching for the
expected outputs. Our strategy retains some elements of black-box testing in its coverage of
all inputs and the manner in which they can be covered. First, recall from Section 4.3 that a
transition with multiple triggers can be re-written as separate transitions with individual
triggers. In this fashion, transition coverage implies coverage of all triggers. Since this is

where inputs are manifest, all inputs are covered.
In the cases where inputs are not drawn from a simple set of discrete values or where

triggers have guard conditions associated with them, we may also apply traditional black-box

techniques. Equivalence partitioning (or input-domain partitioning) consists of identifying
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equivalence classes within the domain of all possible inputs and selecting representative test
cases from each class [Myers 79]. Boundary-value analysis {or boundary-interior analysis)
carries this approach one step further in that the input values for each equivalence class are
selected specifically from the boundary values and from very close to the boundary [Myers

79]. Such test cases are observed to be more effective than with average or typical values.

By further analysing the input values, we may also determine and “drive” what output
values are produced. Thorough analysis will produce output-domain partitioning. As our
algorithm selects path segments associated with program outputs, guidance is required from a
user/designer to derive the appropriate test data inputs to ensure that those path segments are

actually covered.
5.4.3 White-box aspects

Although white-box techniques encompass both control flow and data flow coverage,
we address only control flow measures because finite-state machines describe control flow.
We have already noted that the traditional white-box technique of complete path festing is
not practical for pursuing control flow coverage, because of the dramatic combinatorial
increase in the number of tests required as the state machine increases in size. Nevertheless,
the node coverage we have described earlier is comparable to traditional stafement coverage,

and our most basic transition coverage is comparable to traditional dranch coverage.

By extending our approach to handle multiple triggers and trigger guards, we achieve
condition coverage as well. The condition coverage is limited to coverage of the triggers
that are externally visible; we do not achieve condition coverage of embedded code nor will
we necessarily achieve multiple condition coverage, all combinations of all condition

decisions, which is often associated with logic-based testing.

In terms of loop testing, our approach reflects the strategy or selecting simple paths

through the looping structure. With a traditional single loop, the choice is to take it or not
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take it. Because our approach advocates transition coverage, all loops will be taken at least
once. However, if any node containing a loop needs to be traversed more than once, a cost-
driven approach will normally dictate that the loop be bvpassed on all subsequent traversals.

(This is where some intelligent user guidance would be required in the selection of paths.)

Because of the visual representation of ROOMCcharts, traditional static methods such

as code inspections or walkthroughs are very appropriate, but these methods are not the
subject of this thesis.

5.4.4 Reachability

For communicating FSMs, a common technique known as reachability analysis is
often employed, especially for communication protocois modelled as CFSMs [Holzmann 91].
This analysis does not involve executing the implementation under test, but rather simulating
all permutations of communications by the CFSMs involved. The concept of a global state is
defined by taking the composite of the states and the message queues of all of the CFSMs
together; thus, a global state depicts a “snapshot” of the execution of the CFSMs.

Fig. 5-2. A global state is the composite of the individual states of the CFSMs along with
the status (contents) of the communications channels between them.

The purpose of reachability analysis is to verify the self-consistency of the model by

trying to detect the existence of possible global states having certain undesirable conditions
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such as deadlock (where no progress is made because the FSMs are both (or all) waiting for
each other), livelock (where an endless cycle of execution is entered), or unspecified recep-

tion (which is the receipt of a signal for which there is no defined response).

The main practical drawback of reachability analysis is that the number of permuta-
tions or global states to examine for even two small CFSMs is extremely large. In the

literature, this is commonly known as the szate space explosion problem.

Our proposed approach does not require (or necessarily benefit from) reachability
analysis. ROOM does not retain the statechart concept of global or orthogonal states (which
were introduced in Section 2.2.1), since orthogonal states are modelled by separate ROOM
actors, each having its own ROOMchart to describe its behaviour. Consequently, our
approach examines only one state machine at a time. Whereas statecharts assume that
transitions are instantaneous and that communications are reliable, ROOMcharts recognise
that such modelling assumptions may result in specifications that are not feasible to
implement. But, because ROOMcharts are already executable models (HFSMs) in
themselves, designs modelled in ROOM can be tried out early in the development stages to

detect and circumvent undesirable conditions.

5.4.5 Practicality

Our method consists primarily of counting and, to a lesser extent (depending on the
prevalence of infeasible paths), selection of paths to be used for testing. The act of counting
paths is actually an estimation of the testing effort required; the selection of paths is
equivalent to test case generation. These are two very practical methods for the testing of

software modelled as hierarchical finite-state machines.
As with other structure-based testing methods, our approach covers tests that a

customer would not necessarily think of specifying. The difference here is that because the

structure is at the design-level, the tests may be more relevant to the functionality.
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Industry has criticized developmental test techniques for communication software,
particularly finite-state machine testing methods, as being too focussed on the development of
theories and not being amenable to practising engineers without a background in formal
methods [Lai+— 95]. Because of the graphical nature of ROOMcharts and the ObjecTime
toolset, any tool implementing our approach will make the path-count metrics easily
displayed and understood, and should make the path selection/suggestion (test case

generation) run well in a semi-automated environment with user input.

In fact, our metric represents the lower bound on the number of probes that one

would require to instrument the system (assuming one probe per path, rather than &1 for a

k-way branch.)

Finally, we have already seen at the beginning of this chapter how our approach
embodies practicality in three characteristics: ability to be scaled-up for large systems, ability

to be automated, and ability to provide useful measures.
5.5 Application of approach

Seeing how our approach can be applied helps provide us with an assessment of our
approach. As discussed in Section 5.3, the path count indicates the minimum number of test
cases that would be required to cover all transitions, all states, all triggers, and all indicators.
The count is considered a minimum, because certain paths may be unachievable. Therefore,

more paths may be required to cover off the same number of transitions. (Section 5.6.1

discusses infeasible paths.)

As an example of its simplest contribution, suppose that a test designer has created a
suite of test cases. Should the test suite contain fewer test cases than the calculated minimum
number (according to our strategy), then it will be plainly evident that some parts of the

design are not being covered at all. From here, a test designer or test manager can take

further decisions and action.
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Having such a metric enables a designer to immediately estimate the complexity of the
design space. It is also useful for observing the effects of modifications (seeing whether
complexity has gone up or down and by how much). Analysing the complexity of individual
modules can be useful in estimating how much effort may be required to integrate them. This

is especially useful when applied to externally supplied modules.
5.5.1 Using a cut-off depth

When dealing with a very large testing space or analysis space, it is reasonable to
decide to cover only part of it. Although our proposed approach recursively covers the entire
hierarchical FSM, it may be useful to apply some notion of a ‘cut-off’ depth, bevond which,
analysis is not conducted. ‘Pruning the state space’ is a technique that is used with reach-
ability analysis (which was introduced in Section 5.4.4). For this, we would need a simple
counter to track and control the level of recursion. Such a capability may make our approach

more suitable to industry use and probably more consistent with industry practice.

Therefore, although paths can easily be counted down to all depths, varving notions
of cost-effectiveness may render it impractical to actually generate paths (test cases) that
differ only at the deepest levels; in other words, we might be satisfied that any traversal of the
lower-level nodes is considered sufficiently representative. To this end, a two-column table
can be drawn up, relating the cut-off depth to the path count; the deeper one delves, the more
different paths there are to analyse. By comparing these path counts to the total path count

(for all levels), we also obtain percentages of coverage for each cut-off depth.

Depending on whether a module is new, old, mission-critical, or low-risk. it may even
be desirable to adjust the cut-off depth in different portions of the HFSM. In areas where
strong coverage is desired, we can remove any limits on recursion and apply our analysis
down to the lowest-level nodes. In areas that we have already tested or where the observed

yield is deemed not to be worth the effort, we may content ourselves with ‘weak’ coverag