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Abstract

The dependability of modern software systems is becoming increasingly crucial as their
complexity and scope continue to grow. Log data recorded during system execution can
be leveraged to predict failures and detect anomalies automatically. However, designing
accurate and efficient log-based analysis methods remains challenging due to the diversity
of system environments, the instability of logs over time, and the scarcity of labeled data for
training. This thesis addresses these challenges by systematically evaluating deep learning
models for log-based failure prediction and by proposing a hybrid data-efficient approach
that combines machine learning and a Large Language Model (LLM) for anomaly detection
in unstable logs.

The first part of the thesis focuses on failure prediction using log data. While several
Machine Learning (ML) and Deep Learning (DL) methods have been proposed, existing
empirical studies are limited in scope, often examining only a subset of DL architectures
or narrow dataset conditions. This thesis systematically investigates the combination of
different log embedding strategies with major types of DL architectures, including Recur-
rent Neural Networks (RNNs), Convolutional Neural Networks (CNNs), and transformers.
To enable a comprehensive evaluation, we design a modular architecture to accommodate
various embedding strategies with different DL encoder configurations and synthesize 360
datasets with controlled characteristics, such as dataset size and failure rate, across three
distinct system behavioral models. Experimental results demonstrate that CNN-based
models with the Logkey2vec embedding strategy achieve the best overall performance,
particularly when the dataset size exceeds 350 instances or when the failure rate exceeds
7.5%. These findings provide actionable insights into selecting effective models depending
on dataset characteristics.

The second part of the thesis addresses Anomaly Detection in Unstable Logs (ULAD),
a more realistic but underexplored situation where logs evolve due to software or en-
vironmental changes. Existing approaches based on machine learning typically require
substantial labeled data, whereas LLMs can generalize with little data but struggle to
capture structured log patterns. To address these complementary limitations, this thesis
introduces FlexLog, a novel hybrid approach that integrates simple ML models (Decision
Trees (DT), K-Nearest Neighbors (KNN), and Single-layer Feedforward Network (SLFN))
with a LLM (Mistral) through ensemble learning. FlexLog further incorporates a cache
and a retrieval-augmented generation (RAG) components to improve time efficiency and
accuracy, respectively. We evaluate FlexLog on four datasets specifically configured for
unstable log anomaly detection. Results show that FlexLog consistently outperforms
baseline methods by at least 1.2 percentage points (pp) in F1 score, while reducing labeled
data requirements by 62.87 pp. When trained on the same amount of data as the base-
lines, FlexLog achieves up to a 13 pp increase in F1 score on the ADFA-U dataset, while
maintaining an inference time of less than one second per log sequence, making it suitable
for most practical applications.

By systematically evaluating deep learning architectures for log-based failure prediction
and introducing a hybrid ML-LLM framework for detecting unstable log anomalies, this
thesis provides a unified and empirical foundation for advancing log-based dependability
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analysis. To ensure reproducibility and enable future research, all datasets, tools, and
experimental results are made publicly available.
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Chapter 1

Introduction

1.1 Motivation

With the increasing complexity and scope of software systems, their dependability has be-
come a critical concern in software engineering [2,3]. As software becomes more integrated
into everyday tasks, the impact of its failures increases exponentially. To mitigate these
risks, both proactive failure prediction and reactive anomaly detection techniques have
been widely explored [4, 5].

Logs provide a source of information about system execution, capturing runtime be-
haviors that can be used to anticipate failures and identify anomalous patterns. Log-based
failure prediction focuses on identifying patterns in log data that indicate impending fail-
ures. Due to the difficulty in benchmarking datasets on this task and security concerns
about publishing labeled data, there have been limited studies on automated log-based
failure predictors. The main studies leveraged DL techniques, particularly RNNs and
transformers, which have shown effective performance [6,7]. Log-based anomaly detection,
on the other hand, has emerged as a reliable technique for ensuring system dependabil-
ity. Unlike failure prediction, which aims to predict system failures proactively, anomaly
detection focuses on identifying deviations from normal system behavior. Due to the avail-
ability of public datasets for anomaly detection, numerous studies have proposed various
ML-based methods [8–11].

As mentioned above, despite the importance of failure prediction tasks, due to limited
studies, we identified two main challenges in the literature: (1) lack of studies evaluating
the impact of different DL network choices, combined with various embedding strategies,
on log-based failure prediction, and (2) lack of various labeled datasets with different char-
acteristics, such as dataset size and percentage of failure, to derive generalizable guidelines
for future practitioners.

Regarding log-based anomaly detection, several challenges remain as well: (1) ML-
based anomaly detection, particularly DL models, requires a substantial amount of labeled
data, which is costly to obtain; (2) most available datasets suffer from data leakage due
to overlap between training and test sets, inflating the reported effectiveness of super-
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vised methods [12]; and (3) existing approaches assume stable log distributions, which is
unrealistic as logs evolve due to software updates and environmental changes [13, 14].

Thus, improving failure prediction and anomaly detection techniques is crucial to ensure
the reliability of modern software systems. While DL models have significantly improved
log-based analysis, challenges related to the availability of labeled data, dataset generaliz-
ability, and log evolution must still be addressed. By tackling these challenges, research
can contribute to the development of more reliable and scalable approaches, ultimately
improving the dependability of software-intensive systems [6, 7, 11, 14–16]. Moreover, en-
hancing these techniques is required for dependable software evolution, where frequent
updates and deployments in CI/CD pipelines evolve system behavior. Robust and efficient
log analysis facilitates early fault detection and stable releases, strengthening the reliability
and automation goals of modern DevOps practices.

1.2 Thesis Objectives

The long-term vision of this research is to provide accurate and generalizable methods for
log analysis with ML components, including LLMs. More specifically, we describe in detail
our two objectives:

TO1 (Evaluation of DL-based Failure Predictors): The objective of this part is to
systematically investigate the application of four main DL encoders on log-based
failure prediction. The goal is to develop practical guidelines for utilizing DL-based
failure prediction models, taking into account dataset characteristics such as dataset
size and failure rates.

TO2 (Robust and Data-efficient Anomaly Detection): The objective of this section
is to design an anomaly detector that achieves SOTA effectiveness on unstable data
while requiring less labeled data for training/fine-tuning.

1.3 Contributions

This thesis addresses critical challenges in log-based failure prediction and anomaly de-
tection through two novel approaches that improve effectiveness and data efficiency. The
research makes four types of key advancements over existing approaches: (1) comprehen-
sive methodology development, (2) extensive empirical validation, (3) practical guidelines
for deployment, and (4) creation of reproducible and reusable benchmarks. The specific
contributions are organized as follows:

TO1: Designing and evaluating of DL-based Failure Predictors. This contri-
bution systematically investigates how different DL encoders and embedding strategies can
be applied to log-based failure prediction, to provide actionable guidance to practitioners.
The main contributions are:
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• Large-scale Systematic Evaluation: We performed a comprehensive evaluation
of four major DL encoders (LSTM, BiLSTM, CNN, and Transformer-based) and
three embedding strategies (Logkey2vec, BERT, and a hybrid FastText+TF-IDF),
systematically covering the main DL architectures used in log analysis.

• Automated Dataset Synthesis: We proposed a systematic and automated ap-
proach to generate synthetic log datasets, enabling controlled experiments by varying
key characteristics such as dataset size, failure percentage, log sequence length, and
failure pattern type. This allowed us to conduct fine-grained evaluations while avoid-
ing various forms of bias.

• Empirical Validation on Synthetic and Real-world Data: We evaluated
360 synthetic datasets derived from three behavioral models, and compared results
against real-world datasets. Results consistently confirm that CNN encoders with
Logkey2vec achieve the best overall performance, especially when the dataset size
exceeds 350 or the failure rate surpasses 7.5%.

• Comparison with Traditional ML: We benchmarked DL-based predictors against
the best-performing traditional ML method (Random Forest), showing that DL con-
figurations achieve significantly higher accuracy and robustness under realistic con-
ditions.

• Guidelines for Practice: Based on extensive experiments, we provide practical
guidelines for selecting DL-based failure predictors according to dataset character-
istics, enabling practitioners to determine the best configurations of the DL-based
failure predictor based on dataset characteristics.

• Reproducibility and Benchmark Creation: We release a publicly available repli-
cation package containing the implementation, generated datasets, and results, sup-
porting reproducibility and enabling meaningful comparison for future research [17].

TO2: Robust and Data-efficient Anomaly Detection. This contribution pro-
poses a hybrid anomaly detection approach tailored for unstable logs (ULAD), where sys-
tem or environment changes impact log structures. The key contributions include:

• Configuration of Unstable Log Datasets: We configure four unstable log datasets
(ADFA-U, LOGEVOL-U, SynHDFS-U, and SYNEVOL-U), ensuring realistic eval-
uation by introducing disparities between training and testing sets and eliminating
potential data leakage.

• Design of FlexLog: We developed FlexLog, a novel hybrid approach that com-
bines a fine-tuned LLM (Mistral) with simple ML models (KNN, DT, and SLFN)
using ensemble learning. To improve practicality, FlexLog integrates Parameter-
Efficient Fine-Tuning (PEFT), Retrieval-Augmented Generation (RAG), and a cache
mechanism for efficient inference.
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• State-of-the-art Effectiveness and Data Efficiency: We conducted extensive
experiments on two real-world and two synthetic unstable log datasets. Results show
that FlexLog consistently outperforms state-of-the-art baselines by at least 1.2 pp
in F1 score, while reducing labeled data requirements by over 62.87 pp. On ADFA-
U, FlexLog achieves up to a 13 pp increase in F1 score when trained on only 500
samples.

• Efficiency Analysis: We showed that FlexLog achieves these improvements while
maintaining inference time under one second per log sequence and cache memory
usage within practical limits, making it suitable for most production environments.

• Reproducibility: We provide all datasets, implementations, and replication pack-
ages to facilitate future research and ensure reproducibility [18].

By addressing TO1 and TO2, this thesis contributes both a systematic empirical foun-
dation for DL-based log failure prediction and a practical, robust method for anomaly
detection on unstable logs. Together, these contributions advance the state of the art for
accurate and practical ML- and LLM-based log analysis, while supporting reproducibility
and future studies in the field.

1.4 Publications

The research presented in this thesis has led to the following peer-reviewed publications:
one in Empirical Software Engineering (EMSE, Springer) and the other in ACM Trans-
actions on Software Engineering and Methodology (TOSEM):

1. Fatemeh Hadadi, Joshua H. Dawes, Donghwan Shin, Domenico Bianculli, and Lionel
Briand. “Systematic Evaluation of Deep Learning Models for Log-based Failure
Prediction” in Empirical Software Engineering vol. 29, no. 105, June 2024.
Presentation: This work was presented at the Journal First Track at ISSRE 2024
in Tsukuba, Japan.
DOI: https://doi.org/10.1007/s10664-024-10501-4

2. Fatemeh Hadadi, Qinghua Xu, Domenico Bianculli, and Lionel Briand. “LLM meets
ML: Data-efficient Anomaly Detection on Unstable Logs” in ACM Transactions on
Software Engineering and Methodology 2025.
Presentation: This work is submitted to be presented at the Journal First Track
at ICSE 2026 in Rio de Janeiro, Brazil.
DOI: https://doi.org/10.1145/3771283

1.5 Thesis Structure

The rest of this thesis is structured as follows:
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• Chapter 2 addresses TO1 by providing:

– Background on the definition of failure prediction and its difference with other
log-analysis tasks, such as anomaly detection, DL encoders, and embedding
strategies for failure prediction,

– A review of the related work and comparison with our systematic evaluation,
– A modular architecture to assess various combinations of DL encoders and em-

bedding strategies in a controlled way,
– A through empirical evaluation of different DL-based failure predictors, along

with a description of our algorithm to generate various datasets in a controlled
way to derive comprehensive guidelines,

– A discussion of the practical implications and potential threats to the validity
of the study,

– A conclusion for our work and suggestions for future work.

• Chapter 3 addresses TO2 by providing:

– Background on unstable logs, anomaly detection on unstable logs, and task
adaptation strategies for LLMs,

– A robust and efficient anomaly detection approach using ensemble learning of
simple ML models with a fine-tuned LLM,

– A demonstration of the effectiveness and efficiency of our proposed method
compared to baselines,

– A discussion on the token consumption of different LLM choices and potential
threats to the validity of the study,

– Review of the related works, including the application of LLMs for log analysis,
– A conclusion for our work and possible future work.

• Finally, Chapter 4 presents a summary of the thesis contributions, along with dis-
cussions and suggestions for future work.
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Chapter 2

Systematic Evaluation of Deep
Learning Models for Log-based
Failure Prediction

This chapter addresses RQ1, i.e., systematic evaluation of DL models for log-based failure
prediction models. The contents of this chapter have been published in the Journal of
Empirical Software Engineering (EMSE) [17].

2.1 Overview

As discussed in Chapter 1, as software systems continue to increase in complexity and
scope, reliability and availability play a critical role in quality assurance and software
maintenance [2, 3]. During runtime, software systems often record log data about their
execution, designed to help engineers monitor the system’s behaviour [4]. One important
quality assurance activity is to predict failures at run time based on log analysis, as early
as possible before they occur, to enable corrective actions and minimise the risk of system
disruptions [5].

However, software systems typically generate a vast quantity of log data, which makes
manual analysis error-prone and extremely time-consuming. Therefore, a number of au-
tomatic log analysis methods, particularly for failure prediction [6, 7, 15] and anomaly
detection [11,14,16], have been proposed over the past few years. Machine Learning (ML)
has played a key role in automatic log analysis, ranging from traditional ML methods
(e.g., Random Forest (RF) [19], Support Vector Machine (SVM) [20], Gradient Boosting
(GB) [21]) to Deep Learning (DL) methods (e.g., DeepLog [11], LogRobust [14], Log-
BERT [10]). Unlike traditional ML models that often rely on manually designed features,
such as log frequency counts, DL models can directly process higher-dimensional repre-
sentations of log data in the form of embedding vectors, while also capturing contextual
and sequential dependencies through their powerful architectures (e.g., Long Short-Term
Memory (LSTM), Convolutional Neural Networks (CNN), and transformers [3]).
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Although several studies have explored the use of DL models with various log sequence
embedding strategies [4], they have been limited in terms of evaluating the three main
types of DL networks—RNN, CNN, and transformer—combined with different embedding
strategies; for instance, two studies by Le [3] and Lu [22] included CNN-based models but
did not cover transformer-based models. Moreover, previously studied models were often
applied to a limited number of available datasets, which severely limited the generalizability
of results [4]. Indeed, because these few datasets exhibit a limited variety of characteristics,
studying the robustness and generalizability of DL models, along with their embedding
strategies, is unlikely to yield practical guidelines.

In this chapter, we aim to systematically investigate the combination of the main DL
architectures and embedding strategies, based on datasets whose main characteristics (e.g.,
dataset size and failure percentage) are controlled. To achieve this, we first introduce a
modular architecture for failure prediction, where alternative log embedding strategies and
DL models can be easily applied. The architecture consists of two major steps: an embed-
ding step that converts input logs into log embedding vectors followed by a classification
step that predicts failures by processing the embedding vectors using encoders that are
configured by different DL models, called DL encoders. In the embedding step, three
alternative strategies, i.e., a semantic-based strategy (BERT [23]), a template ID-based
strategy Logkey2vec [22], and aggregation of semantic and template ID-based strategies,
FastText with TF-IDF [14], are considered. In the classification step, we apply four types
of DL models—LSTM [24], BiLSTM [25], CNN [26], and Transformer [27]—to process the
log embeddings.

Furthermore, we compared the results of our systematic investigation of DL architec-
tures with a top traditional ML-based failure predictor to assess the advantage of DL-based
approaches.

Also, to address the issue of the limited availability of adequate datasets, we designed a
rigorous approach for generating synthesised data relying on behavioural models built by
applying model inference algorithms [28, 29] to available system logs. When synthesising
data, we control key dataset characteristics such as the size of the dataset and the percent-
age of failures. Additionally, we define patterns that are associated with system failures
and are used to classify logs for the failure prediction task. The goal is to associate failures
with complex patterns that are challenging for failure prediction models. Further, based
on our study, we investigated how the dataset characteristics determine the accuracy of
model predictions and then derive practical guidelines.

Finally, we processed a real-world dataset for failure prediction, called OpenStack_FP,
to compare the results obtained on synthesised data with those obtained on a real-world
failure prediction dataset. The objective was to obtain further evidence of the validity of
our data synthesis strategy.

Our empirical results indicate that the best model incorporates a CNN-based encoder
with Logkey2vec as the embedding strategy. Using a wide variety of datasets, both syn-
thesised and real-world, showed that this combination is also very accurate when certain
conditions are met, specifically in terms of dataset size and failure percentage. Our find-
ings offer valuable insights for software and AIOps engineers to select the most suitable
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DL-based solution for optimal failure prediction. Moreover, we aim to provide guidance for
optimizing dataset characteristics to improve failure prediction accuracy. In conclusion,
this chapter offers clear guidelines for those looking to leverage DL in predicting system
failures from logs.

To summarise, the main contributions of this chapter are:

- A large-scale, systematic investigation of the application of various DL encoders—LSTM-
, BiLSTM-, CNN-, and transformer-based—and embedding strategies—BERT [23],
Logkey2vec [22] and hybrid strategy combining FastText with TF-IDF [14]—for failure
prediction modeling

- A systematic and automated approach to synthesise log data, with a focus on experimen-
tation in the area of failure prediction, to enable the control of key data set characteristics
while avoiding any other form of bias.

- A comparison of the results obtained on synthesised data with those of a real-world
dataset to provide further evidence of the validity of our data synthesis strategy.

- A comparison of DL-based and one of the best-performing traditional ML-based failure
predictors to assess the benefits of the former.

- Practical guidelines for using DL-based failure prediction models according to dataset
characteristics such as dataset size and failure rates.

- A publicly available replication package, containing the implementation, generated datasets
with behavioural models, and results.

The rest of the chapter is organised as follows. Section 2.2 presents the basic defini-
tions and concepts that will be used throughout the chapter. Section 2.3 illustrates related
work. Section 2.4 describes the architecture of our failure predictor, including its various
configuration options. Section 2.5 describes our research questions, empirical methodol-
ogy, and synthetic log data generation. Section 2.6 reports empirical results. Section 2.7
discusses the implications of the results. Section 2.8 concludes the chapter and suggests
future directions for research and improvements.

2.2 Background

In this section, we provide background information on the main concepts and techniques
that will be used throughout the chapter. First, we briefly introduce the concepts related
to Finite State Automata (FSA) and regular expressions in § 2.2.1 and execution logs in
§ 2.2.2. We then describe two important log analysis tasks (anomaly detection and failure
prediction) in § 2.2.3 and further review ML-based approaches for performing such tasks
in § 2.2.4. We conclude by providing an overview of embedding strategies for log-based
analyses in § 2.2.5.
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2.2.1 Finite State Automata and Regular Expressions

A deterministic FSA is a tuple M = ⟨𝑄, 𝐴, 𝑞0, Σ, 𝛿⟩, where 𝑄 is a finite set of states,
𝐴 ⊆ 𝑄 is the set of accepting states, 𝑞0 ∈ 𝑄 is the starting state, Σ is the alphabet of the
automaton, and 𝛿 : 𝑄×Σ→ 𝑄 is the transition function. The extended transition function
𝛿∗ : 𝑄 × Σ∗ → 𝑄, where Σ∗ is the set of strings over Σ, is defined as follows:

(1) For every 𝑞 ∈ 𝑄, 𝛿∗(𝑞, 𝜖) = 𝑞, where 𝜖 represents the empty string;

(2) For every 𝑞 ∈ 𝑄, every 𝑦 ∈ Σ∗, and every 𝜎 ∈ Σ, 𝛿∗(𝑞, 𝑦𝜎) = 𝛿(𝛿∗(𝑞, 𝑦), 𝜎).

Let 𝑥 ∈ Σ∗; the string 𝑥 is accepted byM if 𝛿∗(𝑞0, 𝑥) ∈ 𝐴 and is rejected byM, otherwise.
The language accepted by an FSAM is denoted by L(M) and is defined as the set of

strings that are accepted by M; more formally, L(M) = {𝑤 | 𝛿∗(𝑞0, 𝑤) ∈ 𝐴}. A language
accepted by an FSA is called a regular language.

Regular languages can also be defined using regular expressions; given a regular ex-
pression 𝑟 we denote by L(𝑟) the language it represents. A regular expression 𝑟 over an
alphabet Σ is a string containing symbols from Σ and special meta-symbols like “|” (union
or alternation), “.” (concatenation), and “*” (Kleene closure or star), defined recursively
using the following rules:

(1) ∅ is a regular expression denoting the empty language L(∅) = ∅;

(2) For every 𝑎 ∈ Σ, 𝑎 is a regular expression corresponding to the language L(𝑎) = {𝑎};

(3) If 𝑠 and 𝑡 are regular expressions, then 𝑟 = 𝑠 |𝑡 and 𝑟 = 𝑠.𝑡 (or 𝑟 = 𝑠𝑡) are regular
expressions denoting, respectively, the union and the concatenation of L(𝑠) and L(𝑡);

(4) If 𝑠 is a regular expression, then 𝑟 = 𝑠∗ is a regular expression denoting the Kleene
closure of L(𝑠).

2.2.2 Logs

In general, a log is a sequence of log messages generated by logging statements (e.g.,
printf(), logger.info()) in the source code [4]. A log message is textual data composed
of a header and content [4]. In practice, the logging framework determines the header (e.g.,
INFO) while the content is designed by developers and is composed of static and dynamic
parts. The static parts are the fixed text written by the developers in the logging statement
(e.g., to describe a system event), while the dynamic parts are determined by expressions
(involving program variables) evaluated at runtime. For instance, let us consider the
execution of the log printing statement logger.info(``Received block␣"+ block_ID);
during the execution, assuming variable block_ID is equal to 2, the log message Received
block 2 is printed. In this case, Received block␣ is the static part while 2 is the dynamic
part, which changes depending on the value of block_ID at run time.
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Figure 2.1: An example illustrating the concepts of log, log message, log template, and log
sequence

A log template (also called event template or log key) is an abstraction of the log message
content, in which dynamic parts are masked with a special symbol (e.g., *); for example,
the log template corresponding to the above log message is Received block␣*. Often,
each unique log template is identified by an ID number for faster analysis and efficient
data storage.

A log sequence is a fragment of a log, i.e., a sequence of log messages contained in a
log; in some cases, it is convenient to abstract log sequences by replacing the log messages
with their log templates. Log sequences are obtained by partitioning logs based on either
log message identifiers (e.g., session IDs) or log timestamps (e.g., by extracting consecutive
log messages using a fixed/sliding window). For a log sequence 𝑙, |𝑙 | indicates the length of
the log sequence, i.e., the number of elements (either log templates or log messages), not
necessarily unique, inside the sequence.

Figure 2.1 shows an example summarizing the aforementioned concepts. On the left
side, the first three log messages are partitioned (using a fixed window of size three) to
create a log sequence. The first message in the log sequence (LogMessage1) is 0142 info:
sent block 4 in 12.2.1. It is decomposed into the header 0142 info and the content
sent block 4 in 12.2.1. The log template for the content is sent block * in *; the
dynamic parts are 4 and 12.2.1.

2.2.3 Log Analysis Tasks

In the area of log analysis, several major tasks for reliability engineering, such as anomaly
detection, and failure prediction, have been automated [4]; we provide an overview of these
tasks below.

2.2.3.1 Anomaly Detection

Anomaly detection is the task of identifying anomalous patterns in log data that do not
conform to expected system behaviours [4], indicating possible errors, faults, or failures in
software systems.
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Figure 2.2: Illustration of Log Analysis Tasks.

To automate the task of anomaly detection, log data is often partitioned into smaller
log sequences. This partitioning is typically based on log identifiers (e.g., session_ID
or block_ID), which correlate log messages within a series of operations; alternatively,
when log identifiers are not available, timestamp-based fixed/sliding windows are also used.
Le [3] assessed the accuracy of anomaly detection models considering both timestamp-based
partitioning (with different time periods) and log identifier partitioning; models achieved
higher accuracy and exhibited robustness when using the latter.

Labelling of partitions is then required, with each partition typically labelled as an
anomaly when an error, unknown, or failure message appears within it, or when the cor-
responding log identifier is marked as anomalous. Otherwise, it is labelled as normal.

Failure Detection. Failure detection is a special type of anomaly detection that specif-
ically identifies failures within logs [30], as compared in Figure 2.2. Similar to anomaly
detection, log data is partitioned into sequences. The decision of whether a log should be
tagged as anomalous or a failure depends on the system being analysed. By definition,
anomaly detection targets a wide scope of abnormal behaviours (which may or may not be
a system failure) whereas failure detection focuses on system failures.

2.2.3.2 Failure Prediction

Failure prediction attempts to proactively generate alerts before the occurrence of failures,
which often lead to unrecoverable outages [4]. In failure prediction, a log is partitioned
similarly to previous tasks, often using a session-based log identifier.

The main differences between failure prediction and the above tasks are the following:

• mode of operation. As shown in Figure 2.2, anomaly and failure detection are reactive
approaches that raise a flag once an anomaly or failure has happened. Instead, failure
prediction is proactive. It forecasts potential future failures, allowing enough time to
address them.

• input data. The input for failure prediction typically consists of normal-looking
inputs, a subset of which contains subtle, complex patterns in logs that may be
associated with future failures. Patterns can indicate impending issues that have not
yet manifested as failures in log data.

Figure 2.3 shows a simplified comparison of “positive sequences” (in contrast to “nor-
mal” sequences) for the aforementioned tasks (depicted in Subfigures 2.3b, 2.3c, and 2.3d),
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Figure 2.3: Comparison of Normal Sequence (on the left) and Positive Sequences in Log
Analysis Tasks (on the right).

next to a normal log (depicted in Subfigure 2.3a). The blue box in each Subfigure high-
lights a partitioned sequence of log templates, labelled as 𝑆1, 𝑆2, 𝑆3, and 𝑆4. For failure
prediction (see Subfigure 2.3b), log templates in 𝑆2 look normal when considered individu-
ally. However, their occurrence creates a pattern indicating a point on the timeline where
a future failure, highlighted in red, happens. Hence, 𝑆2 is a positive case in data labelling
for failure prediction. Subfigure 2.3c, on the other hand, shows 𝑆3 as a positive instance
for failure detection, since there is a failure message (also highlighted in red) within the
blue sequence. Similarly, in anomaly detection, an anomalous log message, highlighted in
yellow, appears within 𝑆4 (see Subfigure 2.3d).

Dataset Transferability for Failure Prediction. It is worth mentioning that, as sketched
in Subfigure 2.3d, one cannot necessarily expect the occurrence of a failure after a log
sequence with an anomalous section. That is, log data used for anomaly detection are
not interchangeable with those intended for failure prediction. Therefore, using anomaly
detection data for failure prediction would likely yield inaccurate and misleading results.

When using data specifically intended for failure detection in the context of failure
prediction, certain assumptions should be met. First, log data must be ordered by times-
tamp to enable the separation of message sequences before a failure occurs. In addition,
one must rigorously label log data to decide whether a sequence of log messages is indeed
related to a future failure; this is especially challenging when there is no clear evidence of a
failure, unlike many anomaly detection datasets. The quality of the initial labelling plays
an important role as well. Considering the above, log data labelled for failure detection
can be used for predictive tasks through careful preprocessing and rigorous validation (see
§ 2.5.2.3).
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2.2.4 DL Techniques in Log Analysis

In recent years, a variety of DL techniques have been applied to log analysis, and more
specifically to failure prediction and anomaly detection. Compared to traditional ML
techniques such as Random Forests (RF) and K-nearest Neighbours (KNN), DL techniques
incrementally learn high-level features from data, removing complex feature extraction
activities based on domain expertise.

According to Le [3], there are three main categories of DL approaches in log analy-
sis: (1) Recurrent Neural Network (RNN), (2) Convolutional Neural Network (CNN), and
(3) transformer. Additionally, we have a new growing category called (4) Graph Neu-
ral Network (GNN). In each category, different variations can be adopted; for instance,
Long Short-Term Memory networks (LSTM) and Bidirectional Long Short-Term Memory
networks (BiLSTM), which fall into the RNN category, have been repeatedly used for
anomaly detection and failure prediction [6, 11, 14]. We now explain the major features of
each category as well as their variations.

2.2.4.1 RNN

LSTM [31, 32] is an RNN-based model commonly used in both anomaly detection and
failure prediction [6, 11]. An LSTM network consists of multiple units, each of which
is composed of a cell, an input gate, an output gate [31], and a forget gate [32]. An
LSTM-based model reads an input sequence (𝑥1, . . . , 𝑥𝑛) and produces a corresponding
sequence (𝑦1, . . . , 𝑦𝑛) with the same length. At each time step 𝑡 > 1, an LSTM unit
reads the input 𝑥𝑡 as well as the previous hidden state ℎ𝑡−1 and the previous memory 𝑐𝑡−1
to compute the hidden state ℎ𝑡 . The hidden state is employed to produce an output at
each step. The memory cell 𝑐𝑡 is updated at each time step 𝑡 by partially forgetting old,
irrelevant information and accepting new input information. The forget gate 𝑓𝑡 is employed
to control the amount of information to be removed from the previous context (i.e., 𝑐𝑡−1)
in the memory cell 𝑐𝑡 .

As a recurrent network, an LSTM shares the same parameters across all steps, which
reduces the total number of parameters to learn. Learning is achieved by minimizing
the error between the actual output and the predicted output. Moreover, to improve
the regularization of an LSTM-based model, a dropout layer is applied between LSTM
layers. It randomly drops some connections between memory cells by masking their value.
LSTM-based models have shown significant performance in several studies in log-based
failure prediction and anomaly detection [6, 7, 16, 33].

BiLSTM is an extension of the traditional LSTM [34]. However, BiLSTM reads the
sequence in both directions, enabling it to comprehend the relationships between the pre-
vious and the upcoming inputs. To make this possible, a BiLSTM network is composed
of two layers of LSTM nodes, whereby each of these layers learns from the input sequence
in the opposite direction. At time step 𝑡, the output ℎ𝑡 is calculated by concatenating
ℎ
𝑓
𝑡 (the hidden states in a forward pass) and ℎ𝑏𝑡 (the hidden states in a backward pass).

By allowing this bi-directional computation, BiLSTM can capture complex dependencies
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and produce more accurate predictions. The BiLSTM-based model has achieved accurate
results for anomaly detection [14].

2.2.4.2 CNN

CNN is a neural network primarily employed for image recognition [26]. It has a unique
architecture designed to handle 2D and 3D input data such as images and matrices. A
CNN leverages convolutional layers to perform feature extraction and pooling layers to
downsample the input.

The 1D convolutional layer uses a set of filters to perform convolution operation with the
2D input data to produce a set of feature maps (CNN layer output). According to Kim [35],
let 𝑤 ∈ R𝑘×𝑑 be a filter which is applied to a window of 𝑘 elements in a 𝑑-dimension input
log sequence, and let 𝑥𝑖 represent the 𝑖-th elements in the sequence. A feature 𝑐𝑖 ∈ R is
calculated as 𝑐𝑖 = 𝜎(𝑤.𝑥𝑖:𝑖+𝑘−1 + 𝑏), where 𝜎 is the activation function (i.e., 𝑅𝑒𝐿𝑢), 𝑥𝑖:𝑖+𝑘−1
represents the concatenation of elements {𝑥𝑖, 𝑥𝑖+1, ..., 𝑥𝑖+𝑘−1}, and 𝑏 ∈ R denotes a bias
term. After this filter is applied to each window in the sequence ({𝑥1:𝑘 , 𝑥2:𝑘 , ..., 𝑥𝑛−𝑘+1:𝑛}), a
feature map 𝑐 = [𝑐1, 𝑐3, ..., 𝑐𝑛−𝑘+1] is produced, where 𝑐 ∈ R𝑛−𝑘+1. Parameter 𝑘 represents
the kernel size; it is as an important parameter of the operation. Note that no padding
is added to the input sequence, resulting in feature maps that are smaller than the input
sequence. Padding is a technique used to add zeros to the beginning and/or end of the
sequence, allowing for more space for the filter to cover and controlling the size of the
output feature maps. Padding is commonly used so that the output feature map has the
same length as the input sequence [36].

The pooling layer reduces the spatial dimensions of the feature maps extracted by the
convolutional layer, thereby simplifying the computational complexity of the network.

Recently, CNNs have shown high-accuracy performance in anomaly detection [22].

2.2.4.3 Transformer

The transformer is a type of neural network architecture designed for natural language
processing tasks, introduced by Vaswani [27]. The main innovation of transformers is the
self-attention mechanism. More important parts of the input receive higher attention,
which facilitates learning the contextual relationships from input data. This is imple-
mented by calculating a weight for each input element, which represents the importance
of that element relative to its adjacent elements. Hence, a model with self-attention (not
necessarily a transformer) can capture long-range dependencies in the input. Since the
transformers do not process inputs sequentially like LSTM, positional encoding is needed.
Positional encoding vectors are fixed-size, added to the input to provide information about
the position of each element in the input sequence. Further, a transformer involves a
stack of multiple transformer blocks. Each block contains a self-attention layer and a feed-
forward neural network layer. In the self-attention layer, the model computes attention
scores (weights) for each element, allowing it to capture the relationship between all input
elements. The feed-forward layer is used to transform the representation learned by the

14



self-attention layer into a new representation entering the next transformer block. In the
area of log analysis, transformers have been recently applied in a few studies on anomaly
detection [10, 37–39], showing outstanding performance.

2.2.4.4 GNN

A Graph Neural Network (GNN) is a neural network designed to process data structured
as graphs [40]. During training, it takes a graph-structured input and updates node feature
vectors (where nodes are equivalent to vertices in the graph) iteratively with respect to the
feature vectors of its neighbor nodes and itself. By using the final feature vectors, GNNs
can discern intricate relationships within the graph data. Hence, GNNs can be used for
classification tasks at either the graph or node level.

The main difference between GNN and the aforementioned DL techniques lies in the
data structure they process. GNNs process data structured as graphs. Since log data is
initially sequential, it requires further processing to construct a graph from it. When a
node represents a log template and a graph corresponds to a log sequence, classification at
the graph level requires an aggregation method such as READOUT [40] to combine node
feature vectors.

We note that GNNs are sometimes regarded as a representation method, such as log
sequence embedding strategies detailed in § 2.2.5, since they compute the graph represen-
tation of log sequences [41]. However, we consider them as a classification method, like
the other DL methods described in § 2.2.4, since current GNNs necessitate pre-existing
semantic embeddings for input.

2.2.5 Log Sequence Embedding Strategies

When analyzing log sequences, the textual data of log sequence elements must be converted
into a vector representation that is understandable by a machine; this conversion is called
the log sequence embedding. Generally, there are three main approaches for doing this:
(1) template ID-based strategies such as count vectors [42], (2) semantic-based strategies
based on the contextual information of sequence elements, or (3) hybrid strategy as a
combination of the previous two strategies. Here, we cover one widely used example for
each case in the following sections.

2.2.5.1 Template ID-based Strategy

Many studies have achieved high accuracy results by using log embedding strategies that
rely on the ID numbers or count vectors of log sequence elements [43]. Advantages include
the speed of processing and model simplicity since text preprocessing (e.g., tokenization)
is not required. However, they do not consider the order of log messages (templates) in a
log sequence, making them prone to unreliable results when the sequential pattern of log
messages (templates) matters (e.g., in failure prediction).
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TF-IDF [44] is a widely used embedding strategy in data mining and information re-
trieval, employed for log analysis at two different levels: log template ID level and word
(token) level. At the log template ID level, it measures the frequency of a unique log tem-
plate in a log sequence, Term Frequency (TF), divided by how common this log template
is in the total dataset (i.e., Inverse Document Frequency - IDF). At the word (token) level,
it delves deeper. It calculates the TF-IDF value for each unique word (token) inside a
log template and assigns the aggregated value to a log template. Both TF-IDFs compute
an embedding vector for each log sequence, making them incompatible with methods that
require an embedding vector at the log template level.

Logkey2vec, introduced by Lu [22], is another strategy used in log analysis, which is
based on log template IDs and enables the transformation of a log template into an em-
bedding vector. Logkey2vec maps each unique log template ID to a vector representation.
It is a trainable layer implemented inside a neural network. It relies on a matrix called
“codebook”, where the number of rows is the vocabulary size and the number of columns
is the embedding vector size of each log template ID. The embedding vectors are first
initialised with random numbers and are refined through backpropagation during train-
ing. For a log sequence, Logkey2vec computes the embedding vector of each log template
based on its log template ID; each row of the matrix represents the whole log sequence.
We note that Logkey2vec is not semantic-based in a linguistic sense since it solely takes
log template IDs as input, disregarding the semantic information that lies in the text of
log templates. Moreover, unlike tools such as word2vec [45], which is pre-trained using
CBOW (Continuous Bag-of-Words) and Skip-grams [45], Logkey2vec is not pre-trained by
any method; it requires the aforementioned training on its target log data. This strategy
has also been applied, with a different name, by Bogatinovski [30] (who used the term
“vectorizer”), and by [10] (who used the term “Embedding Matrix”).

2.2.5.2 Semantic-based Strategy

Studies using semantic-based strategies take into account the linguistic relationship be-
tween words in log templates. In 2019, Meng [16] proposed template2vec, an embedding
strategy based on the synonyms and antonyms relation of words mentioned in log data.
This strategy enables the matching of new log templates with existing ones. However, since
it is trained on manually added domain-specific synonyms and antonyms, its applicability
is limited.

In the past few years, Bidirectional Encoder Representations from Transformers (BERT)
has provided significant improvements in the semantic embedding of textual information
by taking into account the contextual information of text. It has been used in a few
studies in log sequence embedding [10, 37]. This model outperforms the other pretrained
transformer-based models, GPT2 [46] and RoBERTa [47], in log sequence embedding [37].

The pre-trained BERT base model [23] provides the embedding matrix of log sequences,
where each row is the representation vector of its corresponding log template inside the
sequence. The BERT model is applied to each log template separately, and then the
representation is aggregated into a matrix. To embed the information of a log template
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into a 768-sized vector, the BERT model first tokenizes the log template text. BERT
tokenizer uses WordPiece [48], which can handle Out-Of-vocabulary (OOV) words to reduce
the vocabulary size. Further, the tokens are fed to the 12 layers of BERT’s transformer
encoder. After obtaining the output vectors of a log template’s tokens, the log template
embedding is calculated by getting the average of the output vectors. This process is
repeated for all the log templates inside the log sequence to create an 𝑛 × 768 matrix
representation where 𝑛 is the size of the log sequence.

2.2.5.3 Hybrid Strategy

This category aims to combine the benefits of both template ID-based and semantic-based
strategies, compensating for their respective limitations. The main instance of this category
is the study by Zhang [14]. They leverage FastText [49] to convert each word (or token)
of a log template into a 𝑑-dimensional vector (𝑑 = 300). FastText is a word vectorisation
tool pre-trained on the Common Crawl Corpus dataset [50]; it converts words into vectors
while capturing their semantic relationship. Consequently, words having similar meanings
result in similar vectors. The word vectors are further aggregated into a single vector
representing a log template, calculated using a weighted average with TF-IDF (computed
at the word level). Specifically, consider a log template 𝑇 consisting of a list of words,
[𝑡1, 𝑡2, ..., 𝑡𝑁 ], where 𝑁 indicates the number of words. The list of words can be represented
as a list of vectors [𝑣1, 𝑣2, ..., 𝑣𝑁 ], where 𝑣𝑖 ∈ R𝑑 is a semantic vector of 𝑡𝑖. The embedding
vector of 𝑇 , 𝑉𝑇 , is then calculated according to Equation 2.1, where 𝑤𝑖 ∈ R indicates the
TF-IDF value of 𝑡𝑖.

𝑉𝑇 =
1
𝑁

𝑁∑
𝑖=1

𝑤𝑖 .𝑣𝑖 (2.1)

This strategy seeks to retain the advantages of the previous strategies. If a word is fre-
quently mentioned among log templates, it is assigned a lower TF-IDF weight during the
aggregation of word vectors, thereby increasing the distinction between embedding vectors
of log templates. Moreover, similar to BERT but less informative in terms of word con-
text, FastText assigns vectors with high cosine similarity to two log templates that contain
different words but are semantically related.

2.3 Related Work

In this section, we will first discuss empirical studies on log-based anomaly detection and
move on to more closely related failure prediction studies. We will also discuss studies
related to dataset synthesis at the end.
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2.3.1 Related Empirical Studies

2.3.1.1 Log-based Anomaly Detection

As discussed in § 2.2.3, anomaly detection is a different task than failure prediction. How-
ever, since they are both binary classification tasks on log data, they can rely on similar DL
architectures [6, 7]. Several papers report empirical studies of different DL-based methods
for log-based anomaly detection. Due to the large number of works and differences in ob-
jectives, in our review, we include studies that covered more than one DL model, possibly
based on the same DL-based approaches.

Table 2.1 briefly summarises anomaly detection studies, including empirical evalua-
tions. Column “DL Type(s)” indicates the type of DL network covered in each paper.
We indicate the Log Sequence Embedding (LSE) strategies, introduced in § 2.2.5, in the
next column; notice there are a few models not using LSE, such as DeepLog [11]. Column
“Dataset(s)” indicates which datasets (whether existing datasets or synthesised ones) were
used in the studies. Column “Control of Dataset Characteristics” indicates whether the
dataset characteristics were controlled during the experiment and lists such characteristics.
In the last column, the labelling scheme indicates the applied method(s) for log partition-
ing, as mentioned in § 2.2.2, based either on a log identifier or on timestamp (represented
by L and T, respectively).

We now briefly explain the included papers to motivate our study and highlight the
differences. We note that, unless we mention it, LSE strategies are implemented specifically
for one DL model (combinations are not explored). Indeed, many of the reported techniques
tend to investigate one such embedding strategy or simply do not rely on any. The studies
are listed in chronological order. Lu [22] (2018) introduced CNN for anomaly detection as
well as the Logkey2vec embedding strategy (see § 2.2.5.1). They compared it to LSTM
and MLP networks, also relying on the Logkey2vec embedding strategy. Meng [16] (2019)
developed LogAnomaly, an LSTM-based model, using their proposed embedding strategy,
Template2Vec (a log-specific variant of Word2Vec).

The first study considering transformers in their DL comparison is by Huang [38] (2020),
featuring three DL models: HitAnomaly (transformer-based), LogRobust [14] (BiLSTM-
based), and DeepLog (LSTM-based). HitAnomaly utilises transformer blocks (see § 2.2.4.3)
as part of its LSE strategy, called Log Encoder. LogRobust employed the hybrid strategy of
FastText and TF-IDF shows as F+T while DeepLog did not utilise any LSE strategy. The
authors also controlled dataset characteristics by manipulating the unstable log ratios.
Yang [51] (2021) proposed the GRU-based [54] PLELog and compared it to LogRobust
and DeepLog. PLELog used the TF-IDF technique and LogRobust used F+T. Guo [10]
(2021) proposed a transformer-based model, LogBERT, and compared its performance
with two LSTM-based models, LogAnomaly and DeepLog. LogBERT uses an Embedding
Matrix for its embedding strategy, which is similar to Logkey2vec. Le and Zhang [37]
(2021) evaluated their proposed transformer-based model, Neurallog, against LogRobust
(BiLSTM-base) and DeepLog (LSTM-based). The LSE strategies for the models were
a pre-trained BERT (see § 2.2.5.2) for Neurallog and Log2Vec [33] (a strategy based on
Word2Vec) for DeepLog.
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Table 2.1: Overview of Related Empirical Studies

Paper DL Type(s) LSE Strategi(es) Dataset(s)
Control of

Dataset
Characteristics

Labelling
Scheme

Anomaly Detection

Lu [22] LSTM, CNN, MLP Logkey2vec HDFS No L
Meng et
al. [16]

LSTM template ID,
Template2Vec HDFS, BGL No T, L

Huang et
al. [38]

LSTM, BiLSTM,
Transformer

count vector,
F+T,

Log Encoder

HDFS, BGL,
OpenStack

Yes (unstable log
injection ratio) T, L

Yang et
al. [51]

LSTM, BiLSTM,
GRU

template ID,
TF-IDF, F+T HDFS, BGL No T, L

Guo et al.
[10]

LSTM, Transformer

template ID,
count vector,
Embedding
Matrix

HDFS, BGL,
Thunderbird No T, L

Le and Zhang
2021 [37]

LSTM, BiLSTM,
Transformer

count vector,
Log2Vec*,

F+T, BERT

HDFS, BGL,
Spirit,

Thunderbird
No T, L

Bogatinovski
et al. [30]

LSTM,
Transformer

count vector,
vectorizer OpenStack_v2 Yes (unstable log

injection ratio) T

Le and Zhang
2022 [3]

LSTM, BiLSTM,
GRU, CNN

template ID,
Logkey2vec,

F+T

HDFS, BGL,
Spirit,

Thunderbird

Yes (class
distribution, data
noise, partitioning

methods)

T, L

Xie [52]
BiLSTM, CNN
Transformer,

GNN

count vector,
Logkey2vec,
F+T, BERT

HDFS, BGL,
Spirit,

Thunderbird

Yes
(partitioning
methods)

T, L

Wu [41]
MLP, CNN

LSTM

count vector,
TF-IDF,
Word2Vec,

FastText, BERT

HDFS, BGL,
Spirit,

Thunderbird

Yes
(partitioning
methods)

T, L

Failure Prediction

Lin [53] BiLSTM N/A AzureML No T
Das et al.
2018 [6]
2020 [7]

LSTM template ID Clay-HPC No L

Our Study**
LSTM, BiLSTM,

CNN,
Transformer

Logkey2vec,
BERT, F+T

synthesised
Data,

OpenStack_FP

Yes (Dataset size,
Failure Percentage,

LSL, Failure
Pattern type)

L

*: we highlight that Log2Vec is different than Logkey2vec, a log sequence embedding strategy
(see § 2.2.5.1) **: further discussed in § 2.7
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An important recent work on failure detection is the study of Bogatinovski [30]. They
presented log data as sequences of subprocesses instead of sequences of log templates. To
this end, they used transformer-based network and clustering methods to extract sub-
processes and further leverage them to detect failure using an HMM [55]. For LSE, they
designed the “vectorizer” that is similar to Logkey2vec. Their work includes the evaluation
of varying unstable log ratios and their impact on their model performance.

Le [3] (2022) conducted a comprehensive evaluation of several DL models including
LSTM-based models such as DeepLog and LogAnomaly, GRU-based model PLELog,
BiLSTM-based model LogRobust, and CNN. The study focused on various aspects in-
cluding data selection, data partitioning, class distribution, data noise, and early detection
ability. Although they provide insights on many models and dataset characteristics, they
did not include transformer-based models such as Neurallog, or recent semantic-based LSE
strategies like BERT, and are limited to commonly used datasets.

Xie [52] (2022) proposed a GNN-based anomaly detection model, LogGD, and compared
it with DL-based models from three categories: CNN, LogRobust (which is BiLSTM-
based), and NeuralLog (which is transformer-based). Both NeuralLog and LogGD leverage
BERT to extract semantic embeddings from log sequences. While Xie [52] took into account
a wide range of DL techniques and LSE strategies from each category, their results, similar
to those of Le [3] (2022), were obtained using only public datasets.

Finally, Wu [41] (2023) studied the effectiveness of different LSE on ML-based models
for anomaly detection. In contrast to the study of Le [3], they explored all the possible
combinations between LSE strategies and DL techniques and provided an accurate ranking
for each category. They included six LSE strategies: Count Vector and TF-IDF (the word-
level and template-level) as template ID-based strategies, and Word2Vec, FastText, and
BERT as semantic-based strategies. However, they did not consider hybrid strategies. DL
techniques are limited to MLP, CNN, and LSTM, while the rest of the common methods
such as BiLSTM and transformers are left out. Similar to Le [3], their results are bound
to four public datasets.

Datasets. Studies relying on publicly available datasets are limited to the following:
Hadoop Distributed File System (HDFS) collected in 2009, and three HPC datasets, BGL,
Spirit, and Thunderbird, collected between 2004 and 2006. Besides, for failure detection,
there is the OpenStack dataset (2017) created by injecting a limited number of bugs at
different execution points. In 2022, thanks to the effort of Bogatinovski [30], OpenStack
was labelled at the log message level, which we refer to as OpenStack_v2. Overall, due
to the limited number of available public datasets, there is a growing number of works
focusing either on labelling existing data to a deeper level or on synthesising log data, as
discussed in the following section.

2.3.1.2 Log-based Failure Prediction

In recent years, there have been a number of studies on log-based failure prediction, es-
pecially in large-scale systems where signs of failure may not be obvious. Early works on
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failure prediction focused on structured logs (e.g., numeric parameters) mined from sys-
tem logs. Sahoo [15] collected system health status logs and employed several time-series
models such as the mean of previous values to predict indicative metrics (e.g., system uti-
lization percentage, network IO usage, and system idle time). Russo [56] applied different
SVMs relying on radial basis function and linear kernels that take multi-dimensional data
representing values for each of the metrics to predict a future log sequence related to a fail-
ure. More recently, Lin [53] proposed a method that combines two ML models, BiLSTM
and RF, to process temporal and spatial data, respectively, and concatenates their outputs
to predict the likelihood of a node failing in the near future. Zhang [57] expanded this
task to semi-structured logs. They extracted log templates from raw syslog messages and
derived features from sequences of log templates. By training an RF-based model, Prefix,
on features of previously seen log datasets, they achieved high accuracy in switch failure
prediction compared to SVM and HMM. More recently, Liu [58] adopted machine learning
models to predict system crashes on cloud service data; in their study, RF achieved the
best accuracy compared to XGBoost and SVM. The study of Das [6] opened the door
to analyzing semi-structured logs using DL. After extracting unique log templates, they
derived patterns from them leading to a failure using LSTM. Following that, in 2020, they
introduced an improved LSTM-based model, Aarohi [7], as state-of-the-art with faster in-
ference time. Both Dash and Aarohi rely on the template ID-based strategy for embedding
(see § 2.2.5). The above DL-based studies of failure prediction are briefly summarised in
Table 2.1.

Datasets. Due to security concerns, in many reported works in the literature, the data
sources are unavailable, including the Clay-HPC (Clay High-Performance Computing (HPC)
systems) dataset applied on Aarohi [7] and Dash [6]. In contrast, the Prefix dataset is avail-
able but is of limited use; it was designed to maximise Mean Time Between False Alarms
(MTBFA) and, due to its simple log patterns and anomaly cases, yields high accuracy
regardless of the approach. As a result, we found the limited number of publicly available
datasets to be a hindrance to our research. We therefore opted to develop a method for
synthesising new datasets, as described next.

2.3.2 Dataset Synthesis Algorithms

In the log analysis literature, especially in anomaly detection, dataset synthesis refers
to the modification of an existing dataset to simulate specific scenarios, such as system
performance issues [59] or the evaluation of logs driven by system updates [14, 38]. On
the other hand, in closely related literature on system monitoring, there are data synthesis
algorithms for trace and benchmark generation that can create new data without relying
on an existing dataset [60,61]. Given the restrictions of available and suitable datasets for
our failure prediction problem (as discussed in § 2.2.3), we henceforth refer to the second
group of algorithms when mentioning data synthesis.

In 2005, Blom [60] proposed a method for generating test suites for systems whose
behaviours can be described by Extended Finite State Machines (EFSM). This method
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Figure 2.4: Overview of the modular architecture for failure prediction

produces a test sequence, referred to as a trace, that represents a coverage item. An
observer monitors the trace and “accepts” it in case the specified coverage item has been
covered. More recently, in 2017, Kluge [62] introduced EMSBench, which contains a model
capable of mimicking complex system behaviour. Using this model, sequential traces are
generated to compare different platforms. In 2020, Bombarda [61] leveraged FSM to design
an algorithm that produces test sequences in the form of traces, identifying those with
invalid inputs. By employing FSM, they successfully embedded the system constraints into
the FSM during the generation process, ensuring the creation of only valid test sequences.
Furthermore, Krstic [63] presented an algorithm for generating an event stream with their
associated arbitrary values. These logs are compatible with system specifications in the
Model for First-Order Dynamic Logic (MFODL) [64]. We will further discuss existing data
synthesis algorithms and their differences with ours when we present the latter in § 2.5.3.

2.4 Failure Prediction Architecture

This section introduces our modular architecture for failure prediction, which aims to help
us systematically evaluate various embedding strategies and DL encoders. Moreover, this
modular architecture can serve as a baseline architecture for follow-up studies. Therefore,
we describe it in this section, independently of the description of the empirical study design
(see Section 2.5).

Figure 2.4 depicts the modular architecture. The architecture consists of two main
steps, embedding and classification, allowing for different embeddings and DL techniques,
respectively. We note that preprocessing is not required in this architecture since log
sequences are based on log templates, which are already preprocessed from log messages.
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In the embedding step, log sequences are given as input, and each log sequence is in
the form (𝑥1, 𝑥2, ..., 𝑥𝑖, .., 𝑥𝑛), where 𝑥𝑖 is a log template ID and 𝑛 is the length of the log
sequence. An embedding technique (e.g., BERT) converts each 𝑥𝑖 to a 𝜃-dimensional vector
representing the semantics of 𝑥𝑖, where 𝜃 is the size of log sequence embedding. Then each
log sequence forms a matrix 𝑋 ∈ R𝑛×𝜃 . Different log sequence embedding strategies can be
applied; more information is provided in § 2.4.1.

In the classification step, the embedding matrix is processed to predict whether the
given log sequence leads to a failure or not. A DL model, as an encoder Φ encodes the
matrix 𝑋 into a feature vector 𝑧 = Φ(𝑋) ∈ R𝑚, where 𝑚 is the number of features, which is
a variable depending on the architecture of Φ. Different DL encoders can be applied; more
information is provided in § 2.4.2. Similar to related studies [22, 38], the output feature
vector 𝑧 is then fed to a Feed-Forward Network (FFN) and softmax classifier to create a
vector of size 𝑑 (𝑑 = 2), capturing the prediction of the input unit label. As the FFN has a
consistent setting across various configurations, it is separated as a common, trainable part
of the architecture, following an architecture similar to that of the NeuralLog model [37]
as well as the LogRobust one [14].

More specifically, the FFN activation function is Rectified Linear Unit (ReLu), and the
output vector of the FNN 𝑟 is defined as 𝑟 = 𝑚𝑎𝑥(0, 𝑧𝑊1 + 𝑏1) where 𝑊1 ∈ R𝑚×𝑑 𝑓 and
𝑏1 ∈ R𝑑 𝑓 are a trainable parameter, and 𝑑 𝑓 is the dimensionality of the FNN. Further, the
calculation of the softmax classifier is as follows.

𝑜 = 𝑟𝑊2 + 𝑏2 (2.2)

softmax (𝑜𝑝) =
𝑒𝑥𝑝(𝑜𝑝)∑
𝑗 𝑒𝑥𝑝(𝑜 𝑗 )

(2.3)

where 𝑊2 ∈ R𝑑 𝑓×𝑑 and 𝑏2 ∈ R𝑑 are trainable parameters to convert 𝑟 to 𝑡 ∈ R𝑑 before
applying softmax; 𝑜𝑝 represents the 𝑝-th component in the 𝑜 vector, and 𝑒𝑥𝑝 is the expo-
nential function. After obtaining the softmax values, the position with the highest value
determines the label of the input log sequence.

Overall, the configuration of an embedding strategy and a DL encoder forms a language
model that takes textual data as input and transforms it into a probability distribution [27].
It is worth noting that there is no redundancy between the embedding and DL encoder
components. While some embedding strategies (e.g., BERT) remain frozen and provide
fixed semantic representations, others, such as Logkey2vec, are trainable yet consist of a
lightweight single-layer neural network. Therefore, they do not overlap in functionality with
the DL encoders, which are fully trainable and focus on capturing higher-level sequential
or contextual dependencies among the embedded log templates.

To train the above architecture, several hyperparameters must be set, including the
choice of optimizer, loss function, learning rate, input size (for certain deep learning mod-
els), batch size, and the number of epochs. Tuning these hyperparameters is highly rec-
ommended as it significantly increases the chances of achieving the best failure prediction
accuracy. Section 2.5.2.4 will detail the training and hyperparameter tuning in our exper-
iments.
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After the model is trained, it is evaluated with a test log split from the dataset with
stratified sampling. We used stratified sampling to keep the same proportion of failure
log sequences as in the original dataset. Similar to training data, the embedding step
transforms the test log sequences into embedding matrices. The matrices are then fed to
the trained DL encoder to predict whether log sequences lead to failure or not.

2.4.1 Embedding Strategies

While the modular architecture can accommodate various log sequence embedding options,
we consider only one representative instance from each of the three LSE strategies (see
§ 2.2.5), given our experimental constraints. More details are provided in § 2.5.2.1.

Note that the following three techniques were not compared in the same study before,
according to Table 2.1.

Logkey2vec. For Logkey2vec (see § 2.2.5.1), we set the embedding size to 768, similar
to BERT for better comparison. The vocabulary size is set to 200, consistent with the
study of Lu [22].

BERT. The maximum number of input tokens for BERT (see § 2.2.5.2) is 512 tokens.
This limit does not pose a problem in this work, as the log templates in our datasets are
relatively short and the total number of tokens in each log template is always less than 512.
Even if log templates were longer than 512, related studies suggest approaches to utilise
BERT accordingly [65–67]. Each layer of the transformer encoder contains multi-head
attention sub-layers and FFNs to compute a context-aware embedding vector (𝜃 = 768)
for each token. This process is repeated for all the log templates inside the log sequence
to create a matrix representation of size 𝑛 × 768, where 𝑛 is the length of the input log
sequence.

FastText+TF-IDF. Following its initial evaluation [14], the dimension of the embed-
ding vector is set to 300 (𝑑 = 300).

2.4.2 Deep Learning Encoder

In this section, we illustrate the main features of the four DL encoders that can be used
in the “Classification step” when instantiating our base architecture. We selected four en-
coders (LSTM-, BiLSTM-, CNN-, and transformer-based) because they cover the main DL
types. These four encoders cover all the DL techniques used in log-based failure prediction
(BiLSTM and LSTM). Additionally, they represent the most common DL techniques used
in relevant log analysis tasks: LSTM has been employed in nine studies, BiLSTM and
transformers in five, and CNN in three, as detailed in Table 2.1. GNNs are not included
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because there is no fair way to compare them with the others due to the required pre-
processing stage required to transform sequential data into graphs, which is an expensive
endeavour and a subject of current research [52].

LSTM-based. This DL model is inspired by the LSTM architecture suggested by related
works, including DeepLog [11], Aarohi [7], and Dash [6]. The model contains one LSTM
hidden layer with 128 nodes and ReLu activation. A dropout rate of 0.1 is applied to help
the model generalise better. The output of the model is a feature vector of size 128.

BiLSTM-based. The model has an architecture similar to LogRobust, which was pro-
posed for anomaly detection. Due to its RNN-based architecture, its output is a feature
vector with the same size as the input log sequence length [14].

CNN-based. The CNN architecture is a variation of the convolutional design for CNN-
based anomaly detection [22]. Based on our preliminary experimental results, 20 filters,
instead of one, are used in parallel for each of the three 1D convolutions (see § 2.2.4.2)
to capture relationships between log templates at different distances. Padding is used to
ensure that feature maps of each convolution have the same dimension as the input. Hence,
the length of the output feature vector is the product of the number of filters (20), the
number of convolutions (3), and the input size of the log sequence.

Transformer-based. Our architecture of the transformer model is inspired by recent
work in anomaly detection [37–39]. The model consists of two main components: positional
embeddings and transformer blocks. One transformer block is adopted after positional
embedding, set similarly to a recent study [37]. After global average pooling, the output
matrix is mapped into one feature vector of the same size as the log template embedding
𝜃 = 768, previously explained in § 2.2.4.

2.5 Empirical Study Design

2.5.1 Research Questions

The goal of this study is to systematically evaluate the performance of failure predictors
by instantiating our base architecture with different configurations of DL encoders and
log sequence embedding strategies for various datasets with different characteristics. The
ultimate goal is to rely on such analyses to provide practical guidelines to select the right
failure prediction model based on the characteristics of a given dataset. To achieve this, we
investigate the following research questions:

RQ1: What is the impact of different DL encoders on failure prediction accuracy?
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RQ2: What is the impact of different log sequence embedding strategies on failure pre-
diction accuracy?

RQ3: How do DL-based failure predictors fare compared to traditional ML-based ones in
terms of failure prediction accuracy?

RQ4: What is the impact of different dataset characteristics on failure prediction accu-
racy?

RQ5: How does the accuracy of failure prediction on synthesised datasets compare to that
of real-world datasets?

RQ1 and RQ2 investigate how failure prediction accuracy varies across DL encoders
and embedding strategies reported in the literature. Most of them have been evaluated in
isolation or with respect to a few alternatives, often using ad-hoc benchmarks (see § 2.3
for a detailed comparison). To address this, we comprehensively consider all variations of
our base architecture, obtained by combining different DL encoders and log sequence em-
bedding strategies that have been widely used in failure prediction and anomaly detection.
Furthermore, we systematically vary the characteristics of the input datasets in terms of
the number of log sequences, the length of log sequences, and the proportion of normal log
sequences. The answers to these questions are expected to lead to practical guidelines for
selecting the best failure prediction model, given a dataset with specific characteristics.

RQ3 compares the DL-based and traditional ML-based (also referred to as non-DL)
failure predictors in terms of accuracy. This will allow us to better understand the potential
advantages and drawbacks of using DL methods for failure prediction.

RQ4 further investigates the impact of input dataset characteristics on failure predic-
tion accuracy, with a focus on the best DL encoder and log sequence embedding strategy
identified in RQ1 and RQ2. The answer to this question will help us better understand un-
der which conditions the configuration of the best DL encoder and log sequence embedding
strategy works sufficiently well for practical use, possibly leading to practical guidelines on
how to best prepare input datasets for increasing failure prediction accuracy.

RQ5 compares the results (in terms of failure prediction accuracy) obtained by the
configuration of the best DL encoder and log sequence embedding strategy on synthetic
data with those obtained on a real dataset (more details in § 2.5.2.3).

2.5.2 Methodology

As discussed in § 2.4, we can instantiate the base architecture for failure prediction with
different DL encoders and log sequence embedding strategies.

To answer RQ1 and RQ2, we train different configurations of the base architecture
while systematically varying the characteristics of the training datasets (e.g., size and
failure types). Then, we evaluate the relative performance of the configurations in terms
of failure prediction accuracy, using test datasets having the same characteristics but not
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used during training. We elaborate on the different configurations, dataset characteristics,
and training and testing of the failure predictor in the following sections.

To answer RQ3, we compare the results of the best configuration of the DL-based failure
prediction architecture with a traditional ML-based failure predictor. We selected Ran-
dom Forest (RF) as a traditional ML-based method, as it has been shown, according to a
comprehensive study by Fernandez-Delgado [68], to have the best overall performance com-
pared to other traditional ML-based methods. Moreover, in the context of log-based failure
prediction, the RF-based method has shown better results compared to other traditional
ML-based methods, such as XGBoost [58] and SVM [57] (see also § 2.3.1.2). Therefore,
using RF provides the best insights over using DL-based failure predictors. For RF, we
set the number of estimators, which is the primary hyperparameter, to 10, in line with its
related study [41]. For the embedding strategy, since the input of RF is an embedding
vector rather than an embedding matrix used for our modular architecture, we selected
TF-IDF (template-level), the best overall embedding strategy for RF according to a close
study [41].

To answer RQ4, we first identify all the top configurations, as there may be certain
datasets where configurations other than the best configuration inferred from RQ1-2 per-
form better. We then analyse the impact of each dataset characteristic (e.g., dataset size,
percentage of failure) on these configurations. To further investigate the combination of
these characteristics, we construct a decision tree based on the best configuration for each
dataset to predict the conditions where each top configuration fares best.

Moreover, we build regression trees [69] to automatically infer conditions describing how
the failure prediction accuracy of the best configurations varies according to the dataset
characteristics.

To answer RQ5, due to the limited availability of real-world datasets for failure pre-
diction (see Section 2.3.1.2), we must choose from the available datasets for anomaly de-
tection. Especially, datasets designed explicitly for failure detection (i.e., a sub-task of
anomaly detection) are more compatible with our task, considering their transferability
to failure prediction discussed in § 2.2.3.2. OpenStack is a common dataset explicitly
used for failure prediction [30] and is further labeled at the log message level, which we
refer to as OpenStack_v2. These characteristics enabled us to further process the data
to make it suitable for failure prediction, leading to the creation of a new dataset called
OpenStack_FP, which we introduce in Section 2.5.2.3. We compare the failure prediction
accuracy results obtained on the synthesised datasets most similar, in terms of dataset
size, failure percentage, and MLSL 1 to OpenStack_FP, with those obtained on the Open-
Stack_FP dataset. For practical reasons, we only focus on the accuracy results of the best
DL configuration and the best traditional ML model, i.e., RF.

2.5.2.1 Log Sequence Embedding Strategies and DL Encoders

As for different log sequence embedding strategies, we considered the best-fitting instances
from three categories, which have been shown to be accurate in the literature as discussed

1More details are provided in § 2.6.5.
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in § 2.4.1. Among template ID-based strategies, we excluded the count vector since they
are unable to capture sequential patterns in a log sequence (see § 2.2.5). TF-IDF methods
(such as count vectors) were incompatible with our architecture because their output em-
bedding is a vector for each log sequence, rather than a matrix. Conversely, Logkey2vec
incorporates the order of log templates in the embedding procedure and yields the de-
sired output structure. Among semantic-based strategies, since Template2vec is trained
on manually added, domain-specific synonyms and antonyms, its applicability is limited,
and we excluded it, as mentioned in 2.2.5.2. Among available pre-trained strategies, we
included BERT, given its prevalent usage in log analysis studies and its demonstrated
benefits [10,37]. Regarding the hybrid strategy, we incorporated F+T (the aggregation of
FastText with TD-IDF), a common approach in the existing literature.

As for different DL encoders in RQ1 and RQ2, we consider four encoders (LSTM,
BiLSTM, CNN, and transformer) that have been previously used in related works; we
describe their architecture details in § 2.4.2. We configured the encoders based on the
recommendations reported in the literature (see § 2.4.2 for further details).

2.5.2.2 Datasets with Different Characteristics

As for the characteristics of datasets, we consider four factors that are expected to affect
failure prediction performance: (1) dataset size (i.e., the number of logs in the dataset), (2)
Log Sequence Length (LSL) (i.e., the length of a log sequence in the dataset), (3) failure
percentage (i.e., the percentage of log sequences with failure patterns in the dataset), and
(4) failure pattern type (i.e., types of failures).

The dataset size is important to investigate to assess the training efficiency of different
DL models. To consider a wide range of dataset sizes while keeping the number of all
combinations of the four factors tractable, we consider six levels that cover the range of
real-world dataset sizes reported in a recent study [3]: 200, 500, 1 000, 5 000, 10 000, and
50 000.

The LSL could impact failure prediction, as a failure pattern that spans a longer log
may be more challenging to predict accurately. Similar to observed lengths in real-world
log sequences across publicly available datasets [3], we vary the maximum2 LSL across five
levels: 20, 50, 100, 500, and 1 000.

The failure percentage determines the balance of classes in a dataset, which may affect
the performance of DL models [70]. The training dataset is perfectly balanced at 50%.
However, the failure percentage can be much less than 50% in practice, as observed in
real-world datasets [53]. Therefore, we vary the failure percentage across six levels: 5%,
10%, 20%, 30%, 40%, and 50%.

Regarding failure patterns, we aim to consider patterns with potential differences in
terms of learning effectiveness. However, the failure patterns defined in previous studies
are too simplistic; for example, Das [6] considers a specific, consecutive sequence of prob-
lematic log templates, referred to as a ”failure chain”. But in practice, not all problematic

2We set the maximum LSL for to simplify control.
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log templates appear consecutively in a log. To address this, we use regular expressions to
define failure patterns, allowing non-consecutive occurrences of problematic log templates.
For example, a failure pattern “𝑥(𝑦 |𝑧)” indicates a pattern composed of two consecutive
templates that starts with template 𝑥 and ends with either template 𝑦 or template 𝑧. In
addition, we consider two types of failure patterns (in the form of regular expressions),
Type-F and Type-I, depending on the cardinality of languages accepted by the regular
expressions (finite and infinite, respectively). This is because, if the cardinality of the lan-
guage is finite, DL models might memorise (almost) all the finite instances (i.e., sequences
of log templates) instead of learning the failure pattern. For example, the language defined
by the regular expression “𝑥(𝑦 |𝑧)” is finite since there are only two template sequences (i.e.,
𝑥𝑦 and 𝑥𝑧) matching the expression “𝑥(𝑦 |𝑧). In this case, the two template sequences might
appear in the training set, making it straightforward for DL models to simply memorise
them. On the contrary, the language defined by the regular expression “𝑥∗(𝑦 |𝑧)” is infinite
due to infinite template sequences that can match the sub-expression ‘𝑥∗’; therefore simply
memorising some of the infinitely many sequences matching “𝑥∗(𝑦 |𝑧)” would not be enough
to achieve high failure prediction accuracy.

To sum up, we consider 360 combinations (six dataset sizes, five maximum LSLs, six
failure percentages, and two failure pattern types) in our evaluation. However, we could
not use publicly available datasets for our experiments due to the following reasons. First,
although He et al. [4] reported several datasets in their survey paper, they are mostly
labelled based on the occurrence of error messages (e.g., log messages with the level of
ERROR) instead of considering failure patterns (e.g., sequences of certain messages). Fur-
thermore, there are no publicly available datasets covering all the combinations of the four
factors defined above, making it impossible to thoroughly investigate their impact on fail-
ure prediction. To address this issue, we present a novel approach for synthetic log data
generation in § 2.5.3.

2.5.2.3 Real-world Dataset Processing

The real-world log dataset used to address RQ5 is based on the OpenStack dataset, which
is collected from a large-scale study on failures in OpenStack, as documented by Cotro-
neo [71]. It is known to be the most comprehensive publicly available dataset of logs
including failure data generated from a cloud-based system [30], involving a wide variety
of failures reported in the OpenStack bug repository3. Failures stem from different fault
injection mechanisms (e.g., modifying the source code of OpenStack) and running a work-
load (task) with the injected fault. In the original OpenStack dataset, the granularity of
the labels is at the level of the workload; labels are determined by checking assertions at
the end of the workload runs. Bogatinovski [30] further labelled the logs at the log message
level using two human annotators labelling more than 200 000 log messages to find those
indicating the logged failure. We refer to this version of the dataset as OpenStack_v2. To
make OpenStack_v2 ready for failure prediction, we further processed it according to the
discussion on dataset transferability, as mentioned in § 2.2.3.2.

3https://bugs.launchpad.net/openstack/
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Table 2.2: Overview of OpenStack_FP dataset

#Logs #Failures
Log Sequences

Failure
Percentage

#Unique
Log Templates avg

Log Sequence Length
min max

876 188 21.46% 468 228 4 462

Specifically, we partition the logs according to their log identifier, which is the task ID
in this context. As discussed in Section 2.2.3.1, partitioning logs using log identifiers yields
higher accuracy than using timestamp-based ones. If a task ID is marked as a failure,
we retain only the log messages, ordered by timestamp, up to before the occurrence of
the first failure message. In this way, we eliminate the direct signs of a failure in a log,
resulting in a log sequence that appears normal, although it triggers a failure. Additionally,
due to the limitation on the maximum log sequence length, if a log sequence exceeds the
limit, we only retain the last 1000 log messages. We set this threshold since it is the
maximum input sequence length in our modular architecture; moreover, we speculate that
the messages at the end of the sequence are more related to the subsequent failure. We
name the processed dataset OpenStack_FP, as it is suitable for failure prediction. Table 2.2
provides a summary of the OpenStack_FP statistics, where “# logs” indicates the number
of logs that form a log sequence, and “avg,” “min,” and “max” represent the average,
minimum, and maximum lengths of the log sequences, respectively.

2.5.2.4 Failure Predictor Training and Testing

We split each artificially generated dataset, as well as OpenStack_FP, into two disjoint
sets, a training set and a test set, with a ratio of 80:20. Further, 20% of the training set is
separated as a validation set, which is used for early stopping [72] during training to avoid
over-fitting.

For training failure predictors, to control the effect of highly imbalanced datasets, ran-
dom oversampling [73] is performed on the minority class (i.e., failure logs) to achieve a
50:50 ratio of normal to failure logs in the training dataset, showing to be effective in our
preliminary experiments. For all the training datasets, we use the Adam optimizer [74]
with a learning rate of 0.001 and the sparse categorical cross-entropy loss function [75],
considering the Boolean output (i.e., failure or not) of the models. However, we use dif-
ferent batch sizes and numbers of epochs for datasets with different characteristics since
they affect the convergence speed of the training error (particularly the dataset size, the
maximum LSL, and the failure percentage). It would, however, be impractical to fine-tune
the batch size and the number of epochs for 360 individual combinations. Therefore, based
on our preliminary evaluation results, we use larger batch sizes with fewer epochs for larger
datasets to maintain reasonable training time without significantly compromising training
effectiveness. Specifically, we set the two hyperparameters as follows:

- Batch size: By default, we set it to 10, 15, 20, 30, 150, and 300 for dataset sizes of 200,
500, 1 000, 5 000, 10 000, and 50 000, respectively. If the failure percentage is less than
or equal to 30 (meaning more oversampling will happen to balance between normal and
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Table 2.3: Overview of Hyperparameter Setting

Hyperparameter Condition Dataset Size
200 500 1 000 5 000 10 000 50 000

Batch Size
Default 10 15 20 30 150 300
PF ≤ 30 10 15 30 60 300 600

MLSL ≥ 500* 5 5 5 5 5 5

Number of Epochs Default 20 20 20 20 20 20
MLSL ≥ 500 20 20 10 10 5 5

* This condition has higher priority than the other.

failure logs, increasing the training data size), then we increase the batch size to 10, 15,
30, 60, 300, and 600, respectively, to reduce training time. Furthermore, regardless of
the failure percentage, we set the batch size to 5 if the maximum LSL is greater than or
equal to 500 to prevent memory issues during training.

- Number of epochs: By default, we set it to 20. If the maximum LSL is greater than or
equal to 500, we reduce the number of epochs to 10, 10, 5, and 5 for dataset sizes of
1 000, 5 000, 10 000, and 50 000, respectively, to reduce training time.

Table 2.3 summarises the above conditions, where FP is the failure percentage and
MLSL refers to the maximum LSL. For OpenStack_FP, we determined the hyperparameter
settings by matching its characteristics to the closest ones in the table (i.e., dataset size of
1 000, failure percentage of 20%, and MLSL of 500).

Once failure predictors are trained, we measure their accuracy on the corresponding
test set in terms of precision, recall, and F1 score. We also refer to robustness as a degree
of consistency in accuracy in the presence of varying data set characteristics.

We conducted all experiments using cloud computing environments provided by the
Digital Research Alliance of Canada [1], on the Cedar cluster, which features a total of
94 528 CPU cores for computation and 1 352 GPU devices.

2.5.3 Synthetic Data Generation

In defining a set of factors, the methodology described in § 2.5.2 makes it clear that there is
a need for a mechanism that can generate datasets in a controlled, unbiased manner. Prior
work on data synthesis has often utilised finite-state automata (§ 2.3.2), but they cannot
accommodate the set of factors that we aim to control during synthetic data generation.
For example, let us consider the factor of failure percentage (§ 2.5.2.2). Such a factor
requires that one be able to control whether the log sequence being generated does indeed
correspond to a failure; this would ultimately allow one to control the percentage of failure
log sequences in a generated dataset.

While, for smaller datasets, one could imagine manually choosing log sequences that
represent both failures and normal behaviour, for larger datasets this is not feasible. When
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considering the other factors defined in § 2.5.2, such as LSL, the case for a mechanism for
automated, controlled generation of datasets becomes yet stronger.

2.5.3.1 Key Requirements

We now describe a set of requirements that must be met by whatever approach we opt to
take for generating datasets. In particular, our approach should:

R1 - Allow datasets’ characteristics to be controlled. This requirement has al-
ready been described, but we summarise it here for completeness. We must be able to
generate datasets for each combination of levels (of the factors defined in § 2.5.2). Hence,
our approach must allow us to choose a combination of levels, and generate a dataset
accordingly.

R2 - Be able to generate realistic datasets. A goal of this work is to present results
that apply to real-world systems. Hence, we must require that the datasets with which we
perform any evaluations reflect real-world system behaviours.

R3 - Be able to generate datasets corresponding to a diverse set of systems.
While we require that the datasets that we use be realistic, we must also ensure that the
data generator can generate log sequences for any system, rather than being limited to a
single system.

R4 - Avoid bias in the log sequences that make up the generated datasets. For
a given system, we wish to generate datasets containing log sequences that explore as much
of the system’s behaviour as possible (rather than being biased to a particular part of the
system).

Temporal scope (timestamps). We note that the synthetic datasets generated in this
study do not contain timestamps. This design choice is intentional, as our focus is on eval-
uating the effectiveness of failure prediction under controlled data characteristics rather
than its timeliness. Incorporating timestamps would require additional assumptions about
event inter-arrival times and system workload dynamics, which fall outside the scope of
this work. A detailed discussion of this limitation, including its implications for practi-
cal deployment and future research on timeliness-oriented evaluation, is provided in the
Threats to Validity section (§ 2.7.2) and revisited in the Future Work section (§ 4.3).

2.5.3.2 Automata for System Behaviour

Our approach is based on finite-state automata. In particular, we use automata as ap-
proximate models of the behaviour of real-world systems. We refer to such automata as
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behaviour models, since they represent the computation performed by (i.e., behaviour of)
some real-world system. We chose automata, or behaviour models, because some of our
requirements are met immediately:

R2. Existing tools [28,29] allow one to infer behaviour models of real-world systems from
collections of these systems’ logs (in a process called model inference). Such models attach
log messages to transitions, which is precisely what we need. Importantly, the collections
of logs used are unlabelled, meaning that the models that we get from these tools have no
existing notion of normal behaviour or failures.

R3. A result of meeting R2 is that one can easily infer behaviour models for multiple
systems, provided the logs of those systems are accessible.

R4. If we are to use automata to represent systems, then we can define bias of collections
of log sequences in terms of how much of a behaviour model is represented in those log
sequences.

The remaining sections will give the complete details of our automata-based data genera-
tion approach. In presenting these details, we will show how R1 and R4 are met.

2.5.3.3 Behaviour Models

We take a behaviour modelM to be a deterministic finite-state automaton ⟨𝑄, 𝐴, 𝑞0, Σ, 𝛿⟩,
with symbols as defined in § 2.2.1.

A behaviour model has the particular characteristic that its alphabet Σ consists of
log template IDs (see § 2.2.2). A direct consequence of this is that one can extract log
sequences from behaviour models. In particular, if one considers a sequence of states (i.e.,
a path) 𝑞0, 𝑞𝑖, 𝑞𝑖+1, . . . , 𝑞𝑛 through the model, one can extract a sequence of log template
IDs using the transition function 𝛿. For example, if the first two states of the sequence
are 𝑞0 and 𝑞𝑖, then one needs only find 𝑠 ∈ Σ such that 𝛿(𝑞0, 𝑠) = 𝑞𝑖, i.e., it is possible
to transition to 𝑞𝑖 from 𝑞0 by observing 𝑠. Finally, by replacing each log template ID in
the resulting sequence with its corresponding log template, one obtains a log sequence (see
§ 2.2.2). These sequences can be divided into two categories: failure log sequences and
normal log sequences.

We describe failures using regular expressions. This is natural since behaviour models
are finite state automata, and sets of paths through such automata can be described by
regular expressions. Hence, we refer to such a regular expression as a failure pattern,
and denote it by fp. By extension, for a given behaviour model M, we then denote by
failurePatterns(M) the set {fp1, fp2, . . . , fpn} of failure patterns paired with the model M.
Based on this, we characterise failure log sequences as such:
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Failure log sequence. For a system whose behaviour is represented by a behaviour
model M, we say that a log sequence represents a failure of the system whenever its
sequence of log template IDs matches some failure pattern fp ∈ failurePatterns(M).

Since this definition of failure log sequences essentially captures a subset of the possible
paths through M, we define normal log sequences as those log sequences that are not
failures:

Normal log sequence. For a system whose behaviour is represented by a behaviour
model M, we say that a log sequence 𝑙 is normal, i.e., it represents normal behaviour,
whenever 𝑙 ∈ L(M) and 𝑙 ∉

∪
fp∈failurePatterns(M) L(fp) (we take L(M) and L(fp) to be as

defined in § 2.2.1). Hence, defining a normal log sequence requires that we refer to both
the language of the modelM, and the languages of all failure patterns associated with the
model M.

2.5.3.4 Generating Log Sequences for Failures

Let us suppose that we have inferred a modelM from the execution logs of some real-world
system, and that we have defined the set failurePatterns(M). Then we generate a failure
log sequence that matches some fp ∈ failurePatterns(M) by:

1. Computing a subset of L(fp). We do this by repeatedly generating single members of
L(fp). Ultimately, this leads to the construction of a subset of L(fp). In practice, the
Python package exrex [76] can be used to generate random words from the language
L(fp), so we invoke this library repeatedly.
If the language of the regular expression is infinite, we can run exrex multiple times,
each time generating a random string from the language. The number of runs is set
based on our preliminary results regarding the range of dataset sizes (2500 times for
each failure pattern). Doing this, we generate a subset of L(fp).

2. Choosing at random a log sequence 𝑙 from the random subset L(fp) computed in
the previous step, with |𝑙 | ≤ mlsl where 𝑚𝑙𝑠𝑙 refers to the value of maximum log
sequence manipulated by LSL factor. (see § 2.2.2) (maximum LSL, see § 2.5.2). The
Python package random [77] was employed for this.
We highlight that failure patterns are designed so that there is always at least one
failure pattern that can generate log sequences whose length falls within this bound.
More details on this are provided in § 2.5.4.

For requirement R4, since our approach relies on random selection of log sequences
from languages generated by the exrex tool, we highlight that the bias in our approach is
subject to the implementation of both exrex, and the Python package, random. Exrex is
a popular package for RegEx that has more than 100k monthly downloads. Its method
for generating a random matching sequence is implemented by randomly selecting choices
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from the RegEx’s parse tree nodes. The Random package utilises the Mersenne Twister
algorithm [78] to generate a uniform pseudo-random number for random selection tasks.

2.5.3.5 Generating Log Sequences for Normal Behaviour

While our approach defines how failures should look using a set of failure patterns failurePatterns(M)
defined over a modelM, we have no such definition of how normal behaviour should look.
Instead, this is left implicit in our behaviour model. However, based on the definition of
normal log sequences given in § 2.5.3.3, such log sequences can be randomly generated by
performing random walks on behaviour models.

This fact forms the basis of our approach to generating log sequences for normal be-
haviour. However, we must also address key issues: 1) the log sequences generated by our
random walk must be of bounded length, and 2) the log sequences must also lack bias.

There are two reasons for enforcing a bound on the length of log sequences:

• Deep learning models (such as CNN) often accept inputs of limited size, so we have
to ensure that the data we generate is compatible with the models we use.

• One of the factors introduced in § 2.5.2 is LSL, so we need to be able to control the
length of log sequences that we generate.

For bias, we have two sources: 1) bias to specific regions of the behavioural model, 2)
bias to the limited variation of LSL. We must minimise bias in both cases.

Algorithm 1 gives our procedure for randomly generating a log sequence representing
normal behaviour of a system. Algorithm 1 itself makes use of Algorithm 2.

Algorithm 1: generateNormalSequence
Input: M : behaviour model ,mlsl : 𝑖𝑛𝑡
Output: 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 : ⟨𝑠1, 𝑠2, . . . , 𝑠𝑛⟩ ∈ L(M)

1 sequence : list ← filteredRandomWalk (M,mlsl)
2 while sequence ∈ ∪fp𝑖∈failurePatterns(M) L(fp𝑖) do
3 sequence ← filteredRandomWalk (M,mlsl)
4 return sequence

Once the set options has been computed, one transition ⟨𝑞, 𝑠, 𝑞′⟩ will be chosen ran-
domly from the set (line 13). This random choice eliminates bias because, each time we
choose the next state to transition to, we do not favour any particular state (there is no
weighting involved). This, extended over an entire path, means that we do not favour
any particular region of a behaviour model. Now, from the randomly chosen transition
⟨𝑞, 𝑠, 𝑞′⟩, the log template ID, 𝑠, is added to sequence (via sequence concatenation); cur-
rentState is updated to the next state, 𝑞′; and maximumWalk is decreased by one. Based
on the condition of the while loop (line 5), when currentState ∈ 𝐴 (i.e., the algorithm has
reached an accepting state), the generated sequence sequence is returned.
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Algorithm 2: filteredRandomWalk
Input: M = ⟨𝑄, 𝐴, 𝑞0, Σ, 𝛿⟩ : behaviour model ,mlsl : 𝑖𝑛𝑡
Output: 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 : ⟨𝑠1, 𝑠2, . . . , 𝑠𝑛⟩ ∈ L(M)

1 sValue : 𝑖𝑛𝑡 ← calculateSValues(M)
2 sequence : 𝑙𝑖𝑠𝑡 ← ⟨⟩
3 maximumWalk : 𝑖𝑛𝑡 ← mlsl
4 currentState : state ← 𝑞0
5 while currentState ∉ 𝐴 do
6 options : 𝑠𝑒𝑡 ← ∅
7 transitions : set ← {⟨currentState, 𝑠, 𝑞⟩ : 𝛿(currentState, 𝑠) = 𝑞}
8 for ⟨𝑞, 𝑠, 𝑞′⟩ ∈ transitions do
9 if sValue(𝑞′) < maximumWalk then

10 options ← options ∪ {⟨𝑞, 𝑠, 𝑞′⟩}

11 ⟨𝑞, 𝑠, 𝑞′⟩ ← random choice from options
12 sequence ← sequence + ⟨𝑠⟩
13 currentState ← 𝑞′

14 maximumWalk ← maximumWalk − 1
15 return sequence

While Algorithm 2 generates an unlabelled log sequence, Algorithm 1 generates a nor-
mal log sequence. To achieve this, the process begins by generating a log sequence through
the invocation of the filteredRandomWalk procedure (Algorithm 2). Since the sequence
generated by Algorithm 2 is unlabelled, we must ensure that we do not generate a fail-
ure log sequence. We do this by checking whether the generated log sequence, sequence,
belongs to the language of any failure pattern in failurePatterns(M). If this is indeed the
case, another sequence must be generated. This process is repeated (line 2) until the log
sequence generated by the call of filteredRandomWalk does not match any failure pattern
in failurePatterns(M). Once a failure log sequence has been generated, it is returned.

We acknowledge that this process could be inefficient (since we are repeatedly gener-
ating log sequences until we get one with the characteristics that we need). However, we
highlight that failure patterns describe only a small part of a behaviour model (this is
essentially the assumption that failure is a relatively uncommon event in a real system).
Hence, normal log sequences generated by random walks can be generated without too
many repetitions.

2.5.3.6 Correctness and Lack of Bias

We now provide a sketch proof of the correctness of Algorithm 2, along with an argument
that the algorithm eliminates bias.

To prove correctness, we show that, for a behaviour model M, the algorithm always
generates a sequence of log template IDs that correspond to the transitions along a path
through M.
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The algorithm begins at 𝑞0, by setting currentState to 𝑞0 (line 4). From 𝑞0, and each
successive state in the path, the possible next states must be adjacent to currentState (line
7). Hence, the final value of sequence after the while-loop at line 5 must be a sequence of
log template IDs that correspond to the transitions along a path through M.

Further, we must show that the sequence of log template IDs generated does not only
correspond to a path through the behaviour model, but is of length at most mlsl (one of
the inputs of Algorithms 2 and 1). This is ensured by three factors:

• The initialisation of the variable maximumWalk on line 3.

• The subsequent decrease by one of that variable each time a new log template ID is
added to sequence.

• Filtering of the possible next states in the random walk on line 9. In particular, on
line 9 we ensure that, no matter which state we transition to, there will be a path
that 1) leads to an accepting state; and 2) has length less than maximumWalk.

Finally, bias is minimised by two factors:

• On line 13, we choose a random next state. Of course, here we rely on the imple-
mentation of random choice that we use.

• On line 9, while we respect the maximum length of the sequence of log template IDs,
we do not enforce that we reach this maximum. Hence, we can generate paths of
various lengths.

Example. To demonstrate Algorithm 2, we now perform a random walk over the be-
haviour model shown in Figure 2.5. We start with the behaviour model’s starting state,
𝑞0, with mlsl set to 5. Since 𝑞0 ∉ 𝐴, we can execute the body of the while-loop at line 5.
Hence, we can determine the set transitions of transitions leading out of 𝑞0:

{⟨𝑞0, 𝑎, 𝑞2⟩, ⟨𝑞0, 𝑏, 𝑞2⟩, ⟨𝑞0, 𝑐, 𝑞1⟩, ⟨𝑞0, 𝑑, 𝑞1⟩}.

Our next step is to filter these transitions to ensure that the state that we move to allows
us to reach an accepting state within maximumWalk states. To do this, we filter the set
transitions with respect to the values in Table 2.4. After this filtering step, the resulting
set, options, is

{⟨𝑞0, 𝑎, 𝑞2⟩, ⟨𝑞0, 𝑏, 𝑞2⟩, ⟨𝑞0, 𝑐, 𝑞1⟩, ⟨𝑞0, 𝑑, 𝑞1⟩}.
All states in transitions are safe to transition to. To take one transition as an example,
⟨𝑞0, 𝑎, 𝑞2⟩ has sValue(𝑞2) = 1 < 5, so is kept.

Once we have computed options, we choose a transition at random. In this case, we
arrive at ⟨𝑞0, 𝑐, 𝑞1⟩, meaning that we set currentState to 𝑞1. Before we progress to the
next iteration of the main loop of the algorithm, we also decrease maximumWalk. This
means that, during the next iteration of the while loop, we will be able to choose transitions
leading to states from which an accepting state must be reachable within less than 4 states.
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Figure 2.5: An example of a behaviour model.

Table 2.4: s values for each state

state s value
𝑞0 2
𝑞1 1
𝑞2 1
𝑞3 0

Indeed, from 𝑞1, there are four transitions, for which we compute the set

{⟨𝑞1, 𝑎, 𝑞0⟩, ⟨𝑞1, 𝑏, 𝑞1⟩, ⟨𝑞1, 𝑐, 𝑞3⟩, ⟨𝑞1, 𝑑, 𝑞3⟩}.

From this set, each possible next state has sValue greater than maximumWalk (equal to
4), so all of them would be possible options for the next step. Suppose that we choose
⟨𝑞1, 𝑎, 𝑞0⟩ at random. Hence, 𝑞0 is the next state and 𝑎 is added to the sequence. For
the remaining steps, a possible run of the procedure could yield the sequence of transitions
⟨𝑞0, 𝑏, 𝑞2⟩, ⟨𝑞2, 𝑑, 𝑞1⟩, ⟨𝑞1, 𝑑, 𝑞3⟩, in which case the final sequence of log template IDs would
be 𝑐, 𝑎, 𝑏, 𝑑, 𝑑.

2.5.3.7 Compliance to Requirements

We now describe how the approach that we have described meets the remaining require-
ments set out in § 2.5.3.1.

R1 is met because we have two procedures for generating failure log sequences (§ 2.5.3.4)
and normal log sequences (§ 2.5.3.5). By having these procedures, we can precisely control
the number of each log sequence type in our dataset.

R4 is met because of the randomisation used in our data generation algorithm, described
in Sections 2.5.3.4 and 2.5.3.5.
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2.5.4 Experimental Setting for Synthesised Data Generation

To generate diverse log datasets with the characteristics described in § 2.5.2.2, using the
syntactic data generation approach described in § 2.5.3, we need two main artifacts: be-
haviour models and failure patterns.

2.5.4.1 Behaviour Models

Regarding behaviour models, as discussed in § 2.5.3.2, we can infer accurate models of
real-world systems from their execution logs using state-of-the-art model inference tools,
i.e., MINT [29] and PRINS [28]. Among the potential models we could generate using
the replication package of these tools, we choose models that satisfy the following criteria
based on the model size and inference time reported by Shin [28]:

(1) The model should be able to generate (accept) a log with a maximum length of 20
(i.e., the shortest maximum LSL defined in § 2.5.2.2;

(2) Since there is no straightforward way to automatically generate failure patterns for
individual behaviour models considering the two failure pattern types, we had to man-
ually generate failure patterns (detailed in § 2.5.4.2). Therefore, the size of the model
should be amenable to manually generating failure patterns by taking into account the
model structure (i.e., the number of all states and transitions is less than 1 000);

(3) The model inference time should be less than 1 hour; and

(4) If we can use both PRINS and MINT to infer a model that satisfies the above criteria
for the same logs, then we use PRINS, which is much faster than MINT in general, to
infer the model.

As a result, we use the following three models as our behaviour models: M1 (generated
from NGLClient logs using PRINS),M2 (generated from HDFS logs using MINT), andM3
(generated from Linux logs using MINT). Specifically, the NGLClient dataset was provided
by the PRINS authors and collected from a Personal Computer (PC) running desktop busi-
ness applications on a daily basis [28], while the HDFS and Linux datasets were obtained
from the widely used LogHub repository [79]. The three datasets represent different types
of systems: NGLClient from end-user desktop applications, HDFS from a large-scale dis-
tributed file system, and Linux from an operating system kernel. Table 2.5 reports on the
size of the three behaviour models in terms of the number of templates (#Templates), aver-
age length of templates (Avg Template Length) using a white-space separator, the number
of states (#States), and transitions (#Transitions). It additionally shows the number of
states in the largest strongly connected component (#States-NSCC) [80], which indicates
the complexity of a behaviour model (the higher, the more complex). We remark that the
log data were provided by the PRINS authors, who had already preprocessed them using
state-of-the-art parsers (Drain [81] and MoLFI [82]) and further refined them manually to
ensure the quality of the templates. We also note that the number of templates refers to
the number of unique templates preserved in the fine-state automaton, which can differ
from the total number of unique log templates in the original log data.
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Table 2.5: Overview of Behavioural models

Model #Templates Avg Template Length #States #Transitions #States-NSCC
M1 70 54 154 195 5
M2 16 51 91 189 72
M3 115 39 350 486 331

2.5.4.2 Failure Patterns

Regarding failure patterns, recall a failure pattern fp of a behaviour modelM is a regular
expression where L(fp) ⊂ L(M), as described in § 2.5.3.3. Also, note that we need two
types of failure patterns (Type-F and Type-I), and the failure log sequences generated from
the failure patterns must satisfy the dataset characteristics (especially the maximum LSL)
defined in § 2.5.2.2. To manually create such failure patterns (regular expressions) in an
unbiased way, we used the following steps for each behaviour model and failure pattern
type:

Step 1: We randomly choose the alphabet size of a regular expression and the number of
operators (i.e., alternations and Kleene stars; the latter is not used for Type-F).

Step 2: Using the chosen random values, for a given behaviour model M, we manually
create a failure pattern (regular expression) fp to satisfy L(fp) ⊂ L(M) and the
maximum LSL within the time limit of 1 hour; if we fail (e.g., if the shortest log
in L(fp) is longer than the maximum LSL of 20), we go back and restart Step 1.

Step 3: We repeat Steps 1 and 2 ten times to generate ten failure patterns and then
randomly select three out of them.

As a result, we use 18 failure patterns (i.e., 3 failure patterns × 3 behaviour models × 2
failure pattern types) for synthetic data generation. Table 2.6 reports the characteristics
of failure patterns in terms of their behavioural model (Model), pattern type (Type), the
length of the pattern in terms of letters and operators (Length), size of the alphabet
(#Alphabet), and the number of operators (#Operators). Additionally, it includes the
maximum depth of Kleene Star Structure(s) for Type-I (Star Depth), which indicates the
maximum depth of a nesting structure (e.g., 3 for ((𝑏∗𝑐)∗𝑎)∗𝑏). Since there are three
failure patterns per behavioural model and type, their values are presented in the form
of a triple, respectively. For instance, under the M2 model and Type-I, the first failure
pattern has a length of 31 and an alphabet size of 5, uses 10 operators, and showcases a star
depth of 1. While the complexity of failure patterns is bounded by their behavioural model
(see § 2.5.3.4), there is a wide variability among failure patterns across each characteristic.

2.5.4.3 A Remark on Generalisability.

At this point, we highlight that we cannot give failure patterns that are representative of
real-world patterns for two key reasons:
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Table 2.6: Overview of Failure Patterns

Model Type Length #Alphabet #Operators Star Depth

M1
F (14, 34, 35) (7, 17, 30) (5, 8, 1) -
I (17, 25, 41) (16, 15, 16) (1, 7, 8) (1, 2, 2)

M2
F (20, 27, 32) (11, 9, 11) (3, 6, 7) -
I (31, 8, 39) (5, 5, 12) (10, 1, 9) (1, 1, 2)

M3
F (134, 36, 48) (77, 16, 14) (16, 10, 5) -
I (44, 30, 124) (11, 16, 78) (12, 7, 13) (1, 2, 1)

• Failure patterns are necessarily dependent on the behaviour model, itself representing
a specific system.

• To the best of our knowledge, there are no failure patterns derived from real-world
systems reported in the literature.

Hence, instead of aiming to generate a set of failure patterns that are somehow represen-
tative of a target that is necessarily elusive, we aim to work with failure patterns that are
diverse.

We ensure this by first separating failure patterns into two types: Type-F and Type-I.
Distinguishing between failure patterns that accept infinite and finite languages enables
us to observe how our failure prediction machinery performs when the language of log
sequences to work with is infinite versus finite.

Second, in varying the alphabet size, we control how much of a behaviour model a
failure pattern can capture. Hence, across ten randomly generated failure patterns, we
would generate failure patterns that could explore only a small region of the behaviour
model, along with others that would explore larger regions of the behaviour model.

Further, in varying how many (if any) alternations are used, we control how many
selections can be made when traversing a behaviour model. For example, the failure
pattern 𝑎 | 𝑏 allows a single selection; we either take the 𝑎 transition, or the 𝑏 transition.
However, the failure pattern (𝑎 | 𝑏)(𝑐 | 𝑑) allows two selections; we first either take 𝑎 or
𝑏, and then we either take 𝑐 or 𝑑.

Finally, in varying how many (if any) Kleene stars are used, we control how many
opportunities for cycles we have when traversing our behaviour model. For example, if we
have 𝑎∗, then we have a single opportunity to loop on 𝑎. If we have (𝑎 | 𝑏)∗(𝑐 | 𝑑)∗, then
we have two opportunities to loop: on either 𝑎 or 𝑏, and then on either 𝑐 or 𝑑.

As a result, the various elements of control that we introduced above lead to the
selection of failure patterns that will generate a large variety of log sequences from a
single behaviour model.
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2.5.4.4 Overview of Synthesised Data.

As the correctness of the synthetic data generation was discussed in § 2.5.3, the synthesised
datasets should follow the desired characteristics we specified in § 2.5.2.2. Here we present
an overview of additional statistics regarding the dataset generation. Figure 2.6 summarises
three statistics in terms of average and minimum length of log sequences (Subfigure 2.6a
and Subfigure 2.6b) as well as the number of unique log templates in each dataset (Subfig-
ure 2.6c). Each box is based on 360 datasets generated from its corresponding behavioural
modelM1,M2, orM3, where we denote the collection of all datasets generated fromM𝑖
as DM𝑖

. A boxplot representation is used: the box shows the Interquartile Range (IQR),
which is the distance between the first quartile (25th percentile) and the third quartile (75th
percentile), thus capturing the middle 50% of the data. The whiskers extend to capture
variability outside this range, the horizontal line indicates the median (50th percentile),
and triangles mark the mean values.

We note that log sequences within synthesised datasets are directly generated by our
approach introduced in 2.5.3. Thus, no partitioning method is needed. However, given that
each log sequence simulates a complete walk (meaning from the initial state to the accepting
state of a behavioural model), it more closely resembles the log sequences partitioned based
on the log identifier. Based on Subfigure 2.6a, DM3 , synthesised datasets fromM3, exhibit
the largest Interquartile Ranges (IQRs), indicating a significant variation in average log
sequence length. This arises from the higher complexity of M3 in terms of the number of
states and templates (see § 2.5.4.1). Based on Subfigure 2.6b, the minimum length of log
sequences remains relatively consistent across models. In Subfigure 2.6c, DM1 and DM2
closely align with the number of unique templates reported for M1 and M2 in Table 2.5.
DM3 , however, shows a large IQR, ranging from the number of unique log templates in
M3, 115, to as few as 35. Given that MLSL values (refer to Algorithm 2) can be as
low as 20, our algorithm is constrained to reach an accepting state within a specified
number of transitions followed during a walk on the behavioural model, defined as a finite
state automaton. As a result, not all transitions in the automaton are guaranteed to be
covered. Consequently, the log templates associated with the uncovered transitions are not
present in the generated log sequence. Overall, the statistics of the synthesised datasets
are consistent with our settings.

2.6 Results

This section presents the results of RQ1 (DL encoders), RQ2 (log sequence embedding
strategies), RQ3 (traditional ML), RQ4 (dataset characteristics), and RQ5 (real-world
data), respectively.

2.6.1 RQ1: DL Encoders

Figure 2.7 shows boxplots of the failure prediction accuracy (F1 score) for different DL
encoders (i.e., transformer-based, LSTM-based, CNN-based, and BiLSTM-based models)
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Figure 2.6: Overview of Synthesised Datasets. The triangles indicate mean values.
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Figure 2.7: Failure prediction accuracy for different DL encoders. The triangles addition-
ally indicate mean values.

on the datasets generated by different behaviour models (i.e.,M1,M2, andM3). Each box
is generated based on 360 × 3 data points since we have 360 combinations of dataset char-
acteristics and three log sequence embedding strategies. In each box, a triangle indicates
the mean value.

Overall, the CNN-based model achieves the best performance in terms of F1 score
for all behaviour models. It has the highest mean values with the smallest interquar-
tile ranges (IQRs; see § 2.5.4.4), meaning that the CNN-based model consistently works
very well regardless of dataset characteristics and log sequence embedding strategies. The
BiLSTM-based model also shows promising results. However, the CNN-based model’s re-
sults are significantly higher for all the behavioural models (paired Wilcoxon test p-values
≪ 0.001). In contrast, the LSTM-based and transformer-based models yield poor results,
with an average low F1 score and very large interquartile ranges (IQRs). These patterns
are independent from both the embedding strategy and the model. Further, the large
IQR for LSTM-based and transformer-based models suggests that these models are very
sensitive to the dataset characteristics.

The poor performance of the transformer-based encoder can be explained by the fact
that the transformer blocks in the encoder are data-demanding (i.e., requiring much train-
ing data). When the dataset size is small (below 1 000), the data-demanding transformer
blocks are not well-trained, leading to poor performance. This limitation is thoroughly
discussed in the literature [83].

The LSTM-based encoder, on the other hand, has two simple layers of LSTM units.
Recall that an LSTM model sequentially processes a given log sequence (i.e., a sequence
of templates), template by template. Although LSTM attempts to address the long-term
dependency problem of RNN by having a forget gate (see § 2.2.4.1), it is still a recurrent
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network that has difficulties remembering a long input sequence [84]. For this reason, since
our log datasets contain long log sequences (up to a length of 1 000), the LSTM-based
encoder did not work well.

The BiLSTM-based encoder involves LSTM units and therefore has the weakness men-
tioned above. However, for BiLSTM, the input sequence flows in both directions in the
network, utilizing information from both sides. Furthermore, it is enhanced by the atten-
tion mechanism that assigns more weight to parts of the input that are associated with
the failure pattern [27]. Thus, the BiLSTM-based encoder can more easily learn the im-
pact of different log templates on the classification results. However, the attention layer is
more data-demanding than the convolution layers (see § 2.4.2) in the CNN-based encoder,
and this explains why the BiLSTM-based encoder does not outperform the CNN-based
encoder.

The high performance of the BiLSTM-based and CNN-based encoders can be attributed
to the number of trainable parameters; for these two encoders, unlike the transformer-based
and LSTM-based ones, the number of trainable parameters increases as the input sequences
become longer. The larger number of parameters makes the encoders more robust to longer
input log sequences. Furthermore, CNN additionally processes spatial information (i.e.,
how templates relate to each other in the data) using multiple filters with different kernel
sizes [85], which makes failure prediction more accurate even when the input size (sequence
length) is large. These characteristics make the CNN-based encoder the best choice in our
application context.

The answer to RQ1 is that the CNN-based encoder tends to significantly outperform
the other encoders across the range of data characteristics and sequence embedding
strategies.

2.6.2 RQ2: Log Sequence Embedding Strategies

Figure 2.8 shows the boxplots of the failure prediction accuracy (F1 score) for the dif-
ferent log sequence embedding strategies considered in this study (i.e., BERT, F+T, and
Logkey2vec) on the datasets generated by the three behaviour models (M1,M2, andM3).
Each box is generated based on 360 × 4 data points since we have 360 combinations of
dataset characteristics and four DL encoders. Similar to Figure 2.7, the triangle in each
box indicates the mean value. We now inspect the plots shown inside to answer our re-
search questions. The plots based on precision and recall are excluded since they draw
similar conclusions.

Figure 2.8 shows that the BERT embedding strategy performs better than F+T and
Logkey2vec for all behaviour models in terms of mean values and smaller IQRs. This means
that, on average, for all DL encoders, the semantic-aware log sequence embedding using
BERT outperforms both F+T, which employs FastText but lacks the informativeness of
BERT, and Logkey2vec, which relies solely on log template IDs and does not account for
the semantic information of templates.
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Figure 2.8: Failure prediction accuracy for different log sequence embedding strategies.
The triangles additionally indicate mean values.

Table 2.7: Friedman test results (p-values). A level of significance 𝛼 = 0.01 is used. In
case of a significant difference, the best strategy is denoted as l (Logkey2vec), f (F+T),
and b (BERT).

DL encoder DM1 DM2 DM3 All
CNN ≪ 0.001 (B) ≪ 0.001 (L) ≪ 0.001 (L) ≪ 0.001 (L)

BiLSTM ≪ 0.001 (B) ≪ 0.001 (B) 0.001 (B) ≪ 0.001 (B)
transformer 0.068 ≪ 0.001 (F, B) ≪ 0.001 (F, B) ≪ 0.001 (F, B)

LSTM ≪ 0.001 (B) ≪ 0.001 (L, B) ≪ 0.001 (L) ≪ 0.001 (B)
All ≪ 0.001 (l) ≪ 0.001 (L, B) ≪ 0.001 (B) ≪ 0.001 (B)
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Figure 2.9: Failure prediction accuracy of CNN-based model for different log sequence
embedding strategies; triangles indicate mean values.

To better understand the impact of log sequence embedding strategies on the per-
formance of different DL encoders, we additionally performed Friedman test as a non-
parametric test to compare the F1 score distributions of BERT, F+T, and Logkey2vec for
each of the four DL encoders. Table 2.7 reports the statistical test results. For example, the
low p-value in column DM2 and row CNN indicates that there are statistically significant
differences between embedding strategies. In such cases, we employ a paired Wilcoxon
test between each pair of embedding strategies and compare their medians to identify the
top-performing strategy(ies). These are represented between brackets as L (Logkey2vec),
F (F+T), and B (BERT) in the Table.

Interestingly, BERT is statistically better than or equal to F+T and Logkey2vec for
all DL encoders except the CNN-based encoder (i.e., the best-performing DL encoder as
investigated in § 2.6.1) and the LSTM-based encoder for DM3 . On the other hand, for
the CNN-based encoder, the best overall embedding strategy is Logkey2vec, as clearly
observable in Figure 2.9, depicting the F1 score distributions of Logkey2vec, F+T, and
BERT for the CNN encoder. In other words, combining the CNN-based encoder and the
Logkey2vec embedding strategy is the best configuration of DL encoders and log sequence
embedding strategies. Although, in contrast to BERT, Logkey2vec does not consider the
semantic information of log templates, it accounts for the order of template IDs in each
log sequence. Furthermore, Logkey2vec is trained in conjunction with the DL encoder,
whereas BERT is pre-trained independently of the DL encoder. We suspect that such
characteristics of Logkey2vec play a positive role when combined with the CNN-based
encoder. F+T presents the largest IQR and lowest mean and median. This observation is
consistent with the overall strategy comparison depicted in Fig 2.8, and similar rationales
apply.
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Figure 2.10: Failure prediction accuracy of the best DL-based configuration (CNN with
Logkey2vec) next to a traditional ML-based configuration (RF); triangles depict mean
values.

We note that BERT remains an attractive strategy for log sequence embedding when
any encoder other than CNN is used. Although BERT is considerably larger than Logkey2vec
in terms of parameters, using BERT does not require significantly more time and resources
than Logkey2vec and F+T since BERT minimises repeated calculations by mapping each
log template to its corresponding BERT embedding vector.

The answer to RQ2 is that the performance of the log sequence embedding strategies
varies depending on the DL encoders used. Although BERT outperforms F+T and
Logkey2vec overall across all encoders, Logkey2vec outperforms BERT when the
CNN-based encoder is used.

2.6.3 RQ3: Traditional ML

Figure 2.10 shows the boxplots of the failure prediction accuracy (F1 score) for the best
configuration of the DL encoder and the log sequence embedding strategy, i.e., the CNN-
based encoder and Logkey2vec, next to one of the best performing [57, 58, 68], traditional
ML-based failure predictor (RF), on the datasets generated by the three behaviour models
(M1, M2, and M3). Each box is generated based on 360 data points since we have 360
combinations of dataset characteristics. Similar to the previous boxplots, the triangle in
each box indicates the mean value. We shall now examine the provided plots, aiming to
address our research question.

In Figure 2.10, the CNN-based encoder with Logkey2vec clearly achieves significantly
higher accuracy and robustness compared to RF, in terms of average accuracy and IQR,
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respectively, regardless of the behaviour models used to generate the log datasets. RF
relies on aggregating decisions from multiple trees, which can limit its ability to capture
intricate, non-linear patterns of failures. In contrast, CNNs, as described in § 2.2.4.2, use
convolutional layers to automatically extract hierarchical features from embedded repre-
sentations, combined with pooling layers that reduce spatial dimensions, allowing CNNs to
handle more complex patterns. Additionally, as explained in § 2.5.2, the input of RF is an
embedding vector rather than an embedding matrix using TF-IDF, which is a template-
ID-based strategy. The best DL configuration also uses a template ID-based strategy,
Logkey2vec. However, unlike TF-IDF, Logkey2vec embeddings keep updating during fail-
ure predictor training; this enables Logkey2vec to learn the embeddings with respect to
labels of the log sequences, see § 2.2.5.1.

The answer to RQ3 is that, using the best configuration of the DL-based failure
predictor, i.e., the CNN-based encoder and Logkey2vec, results in significantly higher
accuracy and robustness (low IQR) compared to Random Forest, which is considered
one of the top traditional ML classifiers.

2.6.4 RQ4: Dataset Characteristics

Recall that there are 12 possible configurations for the DL-based architecture (i.e., four
DL encoders and three embedding strategies), each of which may exhibit varying perfor-
mances across different data set characteristics. Although CNN+L (CNN-based encoder
with Logkey2vec) is the best configuration overall based on RQ1 and RQ2 results, there
may be datasets where other configurations fare better. Therefore, it could potentially be
informative to investigate each of the configurations in terms of their accuracy for different
dataset characteristics. However, many configurations clearly provide low accuracy for
most of the datasets and do not significantly outperform the other cases. So we first deter-
mined the best configurations worth investigating across the 1080 datasets. Specifically,
for each configuration, we counted the number of datasets for which that configuration is
among the best. We defined a threshold 𝑟 set to 0.01 to include all configurations with a
difference in accuracy value lower than the threshold 𝑟. This way, we could account for all
high-performing configurations. It turned out that only the following three configurations
kept appearing among the best configurations for almost all datasets4: CNN+L (CNN
encoder with Logkey2vec), CNN+B (CNN-based encoder with BERT), and BiLSTM+B
(BiLSTM-based encoder with BERT). Note that the top three configurations remained the
same for different threshold values (𝑟 = 0, 0.05, 0.1). Table 2.8 provides more details about
the three best configurations; column “#Best (𝑟 = 0.01)” provides the number of instances
where the confuguration is among the best, and additional columns “Avg”, “Med”, “Min”,
and “Max” show the average, median, minimum, and maximum F1 scores for the config-
urations, respectively. Based on the above observations, we focus our analysis of dataset

4There were only 72 out of 1080 datasets where the configurations other than the top three configura-
tions were among the best. However, not only these were very rare but their accuracy was too low to be
useful.
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Table 2.8: Overview of the Three Best Configurations for DL-based Failure Prediction

Rank #Best (𝑟 = 0.01) Config Avg Med Min Max
1 866 CNN+L 0.962 1.0 0.0 1.0
2 667 CNN+B 0.936 0.997 0.0 1.0
3 627 BiLSTM+B 0.879 0.995 0.0 1.0

characteristics on the three best configurations, while providing the same plots for the rest
of the configurations as supplementary material in our replication package (see § 2.6.6).

Figure 2.11 shows the distributions of F1 scores according to different dataset charac-
teristic values for CNN+L, the best configuration overall. To save space, we have excluded
the plots for the second-best and third-best configurations from the paper as they were
very similar to CNN+L, except for the maximum sequence length for BiLSTM+B, which
will be discussed separately later. However, all the remaining plots can be found in our
replication package, as previously mentioned. We discuss next how the failure prediction
accuracy of CNN+L varies with each of the dataset characteristics.

In Figure 2.11a, we can see the impact of dataset size on the failure prediction accuracy;
it is clear that accuracy decreases with smaller datasets, regardless of the behaviour models
used to generate the log datasets. For example, when the dataset size is 200, accuracy
decreases below 0.7 in the worst case, whereas it always stays very close to 1.0 when the
dataset size is above or equal to 5 000. Since larger datasets imply more training data, this
result is intuitive but it clarifies data requirements for failure prediction.

Figure 2.11b depicts the impact of maximum LSL values (MLSL) on the failure pre-
diction accuracy. Compared to the impact of data set size, we can see that its impact is
relatively small. This implies that CNN+L works fairly well for long log sequence lengths
of up to 1 000. We suspect that the impact of log sequence length could be significant for
much longer log sequences. However, log sequences longer than 1 000 are not common in
publicly available, real-world log datasets [3] as explained in Section 2.5.2.2. Nevertheless,
investigating much longer log sequences would be informative.

The relationship between failure percentage and failure prediction accuracy (F1 score)
is depicted in Figure 2.11c. It is clear that, overall, the F1 score increases as the failure per-
centage increases. This is intuitive since a larger failure percentage means more instances
of failure patterns in the training data, making it easier to learn such patterns. An inter-
esting observation is that the average failure prediction accuracy is above 0.9 even when
the failure percentage is 10%. This implies that CNN+L can cope well with unbalanced
data.

Figure 2.11d shows the failure prediction accuracy for different failure pattern types.
There is no consistent trend across data collections of DM1 , DM2 , and DM3 ; Type-F (the
corresponding language is finite) is easier to detect than Type-I (the corresponding language
is infinite) in DM2 and DM3 , whereas the opposite happens in DM1 . It is unclear why, in
M1, detecting less complex failure patterns (Type-F) is more difficult than detecting more
complicated patterns (Type-I). We may not have defined failure pattern types in a way
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Figure 2.11: Failure prediction accuracy of the CNN-based encoder with Logkey2vec for
different dataset characteristics
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Figure 2.12: Failure prediction accuracy of the BiLSTM-based encoder with BERT as a
function of maximum sequence length
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Figure 2.13: Decision Tree identifying the best configurations based on dataset character-
istics

that is conducive to explaining variations in accuracy, and different hypotheses will have
to be tested in future work with respect to which pattern characteristics matter.

As mentioned earlier, BiLSTM+B shows a distinct result only for longer log sequences,
as depicted in Figure 2.12. Unlike CNN+L shown in Figure 2.11(b), larger IQR and lower
average values are clearly visible for longer log sequences in Figure 2.12. This indicates
that significantly increasing the maximum length of log sequences decreases the failure
prediction accuracy of BiLSTM+B.

To further investigate the data set characteristics that work well with the three best
configurations, we built a classification tree predicting the best configuration for given
dataset characteristics. For this purpose, we labelled each of the 1080 datasets with the
configuration that achieved the highest F1 score among the three, thereby assigning the
top-performing configuration as the dataset’s label. We then split the 1080 datasets into
subsets of 720 (66.7%) and 360 (33.3%) datasets for training and testing the classification
tree, respectively. Since the training data was imbalanced due to the superior performance
of CNN+L for most datasets, we applied higher weights to minority classes using Inverse
Proportional Weighting [86] to address the class imbalance issue. We also performed Min-
imal Cost-Complexity Pruning (MCCP) [87] to avoid over-fitting. Figure 2.13 shows the
resulting classification tree, where each non-leaf node captures a decision condition and
each leaf node the (predicted) best configuration for the conditions corresponding to the
path from the root to the leaf. Each leaf node also includes the number of samples in the
leaf, as well as the average (“avg”), median (“med”), minimum (“min”), and maximum
(“max”) F1 score for the predicted configuration. For example, the rightmost leaf node in-
dicates that CNN+L is the best configuration when the dataset size exceeds 3000. A total
of 540 of the 1080 datasets satisfy this condition, and we can expect a failure prediction
accuracy of 0.998 when using CNN+L.

The classification tree shows that dataset size and, to a lesser extent, failure percentage
play a pivotal role in determining the best configuration for the DL-based failure predic-
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Figure 2.14: Regression Tree for the best configurations based on dataset characteristics
in F1 scores

tor. Specifically, CNN+L is recommended for dataset sizes larger than 3000. However, for
smaller dataset sizes, if the failure percentage is lower than or equal to 15%, BiLSTM+B
is the recommended configuration. In other words, for dataset sizes of 3000 or less and
failure percentages of 15% or less, BiLSTM+B performs better than CNN+L and CNN+B.
We suspect this result is due to BiLSTM+B’s higher capability in the presence of highly
imbalanced datasets. In contrast, if the failure percentage exceeds 15%, CNN+B is recom-
mended for datasets of 350 or fewer elements, while CNN+L is recommended for datasets
with a size exceeding 350. In other words, for dataset sizes lower than or equal to 3000 and
failure percentages higher than 15%, CNN+B performs the best. This can be attributed to
the challenges posed by a small dataset for training Logkey2vec from scratch, which leads
to better, semantic-enabled embeddings from BERT.

We additionally built regression trees for each of the three best configurations to further
investigate how their failure prediction accuracy varies according to dataset characteristics.
We applied the same approach used for pruning the classification tree above.

Figure 2.14 depicts the regression trees for CNN+L (Figure 2.14a), CNN+B (Fig-
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ure 2.14b), and BiSLTM+B (Figure 2.14c). For example, in Figure 2.14a, the left-most
leaf node indicates that the average failure prediction accuracy is predicted to be 0.516 if
the dataset size is less than or equal to 350 and the failure percentage is less than or equal
to 7.5. Otherwise, the failure average prediction accuracy is predicted to be 0.9.

From the regression trees, it is clear that dataset size and failure percentage are once
again the two main factors that explain variations in failure prediction accuracy. Both
CNN+L and CNN+B show similar results: the accuracy decreases significantly when the
dataset size is less than or equal to 350 and the failure percentage is less than or equal
to 7.5. BiLSTM+B also exhibits low accuracy in similar conditions (i.e., when both the
dataset size and the failure percentage are small), but it additionally shows a low accuracy
when the maximum log sequence length is higher than 750.

More practical implications and guidelines derived from the classification and regression
trees will be further discussed in Section 2.7.1.

The answer to RQ4 is that dataset size, followed by failure percentage, plays a
crucial role in the accuracy of DL-based failure predictors, while LSL is important
only for certain configurations. In contrast, failure pattern type does not have a clear
relationship with failure prediction accuracy.
Interestingly, failure predictors are very accurate (F1-score > 0.95) and robust
(𝐼𝑄𝑅 < 0.01) when the dataset size is above 350 or the failure percentage is above
7.5%.

2.6.5 RQ5: Real-world Data

Table 2.9 presents the accuracy results of the synthesised datasets alongside those of the
real-world dataset, OpenStack_FP, for the same best DL-based configuration, CNN+L.
The “Dataset” column lists the datasets chosen for comparison. DM1 , DM2 , and DM2
are the datasets generated from the M1, M2, and M3 behavioural models, with similar
characteristics to OpenStack_FP in terms of dataset size, maximum log sequence length,
and percentage of failure, denoted by “DS”, “MLSL”, and “PF”, respectively. “CNN+L”
stands for the most effective configuration based on RQ1-3 results. For each behavioural
model, two dataset instances match these three characteristics but have different failure
pattern types (Type-F and Type-I). The values of precision, recall, and F1 score (denoted
by “P”, “R”, and “F1”, respectively) are shown under the “CNN+L” column, for a more
detailed comparison. Since we do not have information regarding the failure pattern types
of OpenStack_FP, the table presents an average of the two synthesised datasets in each
row dedicated to the Synthesised data. Furthermore, the fourth row shows the average
accuracy results from all synthesised behavioural models.

According to Table 2.9, the average F1 score for synthesised datasets shows a difference
below 0.01 with OpenStack_FP (0.969 vs 0.974). The precision values obtained on the
synthesised datasets are slightly lower than those obtained on OpenStack_FP, while the
recall values are slightly higher. The average difference amounts to 0.019 for precision and
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Table 2.9: Comparison of Results from a Real-world Dataset (OpenStack_FP) with Syn-
thesised Datasets with similar characteristics

Dataset DS MLSL PF CNN + L
P R F1

DM1 1000 500 20 0.987 1.000 0.993
DM2 1000 500 20 0.932 0.965 0.948
DM3 1000 500 20 0.947 0.988 0.967

average 0.955 0.984 0.969

OpenStack_FP 876 468 21.46 0.974 0.974 0.974

0.010 for recall. To rigorously assess the significance of this difference, we performed the
Wilcoxon test between the accuracy results obtained on synthesised data and those ob-
tained on OpenStack_FP; for each test, the accuracy results from the synthesised datasets
were paired with the results from OpenStack_FP. All p-values for precision, recall, and F1
score are far above 0.05, indicating that the differences between real-world and synthesised
datasets are statistically insignificant.

The answer to RQ5 is that there is no significant difference between the accuracy
results obtained on comparable synthesised datasets and a real-world one (Open-
Stack_FP) when using the best configuration for failure prediction (CNN-based
encoder with Logkey2vec).

2.6.6 Data Availability Statement

The replication package, including the implementation, generated datasets with behavioural
models and results, is publicly available [88].

2.7 Discussion

2.7.1 Findings and Implications

Our study leverages the main DL types (LSTM, CNN, and transformer), along with all
categories of LSE strategies (Logkey2vec, BERT, and hybrid strategy of FastText and TF-
IDF). In contrast to other studies mentioned in Table 2.1, the full configuration of DL
encoders and LSE strategies are evaluated. Moreover, instead of using a limited number of
datasets, using synthesised data enables us to control dataset characteristics and identify
the necessary conditions for achieving high-accuracy models. Nonetheless, we also consid-
ered a real-world dataset for failure prediction (OpenStack_FP) and applied it to the best
failure predictor configuration. This allows us to compare the failure prediction accuracy

55



results obtained on the synthesised datasets with those obtained on the OpenStack FP
dataset.

Several significant findings are reported in § 2.6. First, the CNN-based DL encoder per-
forms the best among different DL encoders, including those based on LSTMs, transform-
ers, and BiLSTMs. Second, the CNN-based DL encoder works best with the Logkey2vec
embedding strategy, although BERT fares better than Logkey2vec and the hybrid of Fast-
Text and TF-IDF overall for all DL encoders. Third, compared to the leading traditional
ML approaches, such as Random Forest, the best DL-based failure predictor configura-
tion yields significantly higher accuracy and robustness. Fourth, although the CNN-based
DL encoder and the Logkey2vec embedding strategy are not the most recent techniques
in their respective fields, interestingly, their configuration (CNN+L) works best overall
for failure prediction. For CNN+L, both the size and the failure percentage of input log
datasets significantly drive the failure prediction accuracy, whereas the log sequence length
and the failure pattern type do not. Similar trends have been observed for the second-best
configuration (CNN+B). However, for the third-best configuration (BiLSTM+B), besides
the above relations, MLSL increases the maximum length of log sequences significantly
decreases the failure prediction accuracy.

Fifth, based on the analysis in Section 2.6.4, we can provide comprehensive guidelines.
In general, for datasets larger than 3000, CNN+L is the recommended configuration. Con-
versely, when dataset sizes are 3000 or less and the dataset’s failure percentage is at most
15%, the preferred choice is BiLSTM+B. Regarding the expected accuracy, the accuracy
of both CNN+L and CNN+B significantly reduces when the dataset size is 350 or below,
with a failure percentage of up to 7.5%. While BiLSTM+B accuracy is directly affected by
the maximum log sequence length, accuracy further decreases when it exceeds 750. If the
maximum log sequence is at most 750, BiLSTM+B significantly decreases in performance
when the dataset size is 350 or below, similar to CNN+L and CNN+B, and the failure
percentage reaches up to 15%.

The conditions driving failure prediction accuracy suggest practical guidelines. For
example, for a log dataset size below 350 and a failure percentage below 7.5%, failure
prediction using CNN+L will be inaccurate and cannot be trusted. In that case, one can
increase either the log dataset size or the failure percentage to build a better failure predic-
tor. Although the failure percentage is inherent to the system under analysis and may not
be easily controlled in practice, collecting more log sequences during the system’s operation
to increase the dataset size is usually feasible. Overall, our analysis provides practical and
empirically validated guidelines for selecting failure prediction configurations within the
studied range of dataset characteristics. These guidelines are derived from comprehensive
evaluations across diverse datasets and configurations. However, for datasets with charac-
teristics outside these ranges, additional empirical research will be necessary to determine
the extent to which our guidelines remain valid and to refine these guidelines accordingly.

Last but not least, using the best configuration, the accuracy results obtained on syn-
thesised and real-world datasets do not present a significant difference, hence further sug-
gesting our data synthesis approach is valid.

Below, we discuss the practical implications of our findings for the main stakeholders:
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AIOps engineers and software engineering researchers.

AIOps Engineers. Proactive maintenance is an important part of AIOps engineer-
ing [89]. Failure prediction is, therefore, a crucial part of alleviating the impact of failures.
In this study, the analysis of the best configurations of the failure prediction model de-
scribed in § 2.6.2 can guide engineers in choosing the most appropriate options when
designing an architecture for their data. Our guidelines, based on the decision and regres-
sion trees presented in § 2.6.3, narrow the scope of possible design choices by decreasing
the number of candidate configurations based on the characteristics of the dataset. Fur-
thermore, we remark that the implementation of our modular architecture is available
(see § 2.6.6), enabling AIOps engineers to reuse our artifacts seamlessly.

Software Engineering Researchers. In this chapter, we use a modular architecture
to effectively study different DL architectures on failure prediction data. Since existing
approaches apply DL models with selective settings such as LSE strategies [6,7], we propose
a novel approach to study configurations of LSE strategies and DL architectures that have
not been studied together before (see Table 2.1). We speculate this approach can further
inspire the adaptation of DL-based modular architectures in other studies in the field of
AI for software engineering. In addition, we use a controllable synthetic data generation
algorithm to generate labeled datasets with varying characteristics. Such datasets are
crucial to obtaining comprehensive and generalisable results when only a limited number
of datasets are available for assessing a new method. We believe the algorithm presented
in § 2.5.3 can be adopted to generate synthetic datasets tailored to specific requirements.

2.7.2 Threats to Validity

There are a number of potential threats to the validity of our experimental results.

Hyperparameter tuning of models. The hyperparameters of failure predictors, such
as optimizers, loss functions, and learning rates, can affect the results. To mitigate this,
we followed recommendations from the literature. For the batch size and the number of
epochs, as mentioned in § 2.5.2.4, we chose values for different combinations of dataset
characteristics based on preliminary evaluation results. Better results could be obtained
with different choices.

Synthetic data generation process. Due to the lack of a method to generate the
datasets satisfying different dataset characteristics mentioned in § 2.5.3.1, we proposed a
new approach, with precise algorithms, that can generate datasets in a controlled, unbiased
manner as discussed in § 2.5.3. To mitigate any risks related to synthetic generation, we
provided proof of the correctness of the algorithms and explained why it is unbiased during
the generation process in § 2.5.3.6. To further support the validity of the generation process,
in § 2.6.5, we compared the results on actual datasets reported in the literature with those

57



of the synthesised datasets for corresponding key parameters (e.g., dataset sizes and failure
percentage). Results show to be remarkably consistent, thus backing up the validity of our
experiments.

Timeliness of failure predictions. Depending on the context, the timeliness of fail-
ure prediction may impact the applicability of our DL models. Because the focus of our
experiments is on prediction accuracy, we have not investigated how early our DL models
can accurately predict failures; we simply predict failures after processing all log messages
(up to the moment before the failure message occurs) within a log sequence. Investigating
timeliness would require entirely different experiments; for example, this can be done by
varying the distance between the last log message inputted to DL models and the occur-
rence of failures, either in terms of the number of log messages or time difference. However,
due to the objective and design of our study, we use the entire log sequence before the
failure for prediction, meaning the distance between the last log message in the observation
window inputted to DL models and the failure log message is zero by design. We remark
that for the real-world OpenStack_FP dataset, which contains timestamps, the average
time distance between the last message before failure and the failure message is 1.87 s.
However, interpreting whether such a lapse is sufficient in practice requires knowing the
practical context in which the prediction models are deployed. We acknowledge the lim-
itations of our datasets and the need to study the timeliness of failure prediction for DL
models systematically in the future.

Behavioural models and failure patterns. The behavioural models and failure pat-
terns used for generating synthetic datasets may have a significant impact on the ex-
perimental results. We would like to note that this is the first attempt to characterise
failure patterns for investigating failure prediction performance. To mitigate this issue,
we carefully chose them based on pre-defined criteria described in § 2.5.4 and provided
a remark on its generalizability in § 2.5.4.3. Nevertheless, more case studies, especially
considering finer-grained failure patterns, are required to increase the generalizability of
our findings and implications and, for that purpose, we provide in our replication package
all the artifacts required.

Possible bugs in the implementation. The implementation of the DL encoders, log
sequence embedding strategies, dataset generation algorithms, and scripts used in our ex-
periments may contain unexpected bugs. To mitigate this risk, we used the replication
packages of existing studies [37,43] as much as possible. Additionally, we conducted thor-
ough code reviews.

2.8 Conclusion

In this chapter, we presented a comprehensive and systematic evaluation of alternative fail-
ure prediction strategies relying on DL encoders and log sequence embedding strategies. We
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presented a generic, modular architecture for failure prediction that can be configured with
specific DL encoders and embedding strategies, resulting in different failure predictors. We
considered Logkey2vec, BERT, and a hybrid of FastText and TF-IDF, representing three
categories of log sequence embedding strategies. We also covered the main DL categories
resulting in four DL encoders (LSTM-, BiLSTM-, CNN-, and transformer-based). Our
selection was inspired by the previously used DL models in the literature.

We evaluated the failure prediction models on diverse synthetic datasets using three
behavioural models inferred from available system logs. Four dataset characteristics were
controlled when generating datasets: dataset size, failure percentage, Log Sequence Length
(LSL), and failure pattern type. Using these characteristics, 360 datasets were generated
for each of the three behavioural models.

Evaluation results show that the accuracy of the CNN-based encoder is significantly
higher than that of the other encoders, regardless of dataset characteristics and embed-
ding strategies. Among the three embedding strategies, pretrained BERT outperformed
Logkey2vec and the hybrid strategy overall, although Logkey2vec fared better for the CNN-
based encoder. Compared to the best traditional ML-based failure predictor (Random For-
est), the best configuration demonstrates significantly superior accuracy and robustness.
The analysis of dataset characteristics confirms that increasing the dataset size and the
failure percentage both improve failure prediction accuracy. In comparison, LSL is a sig-
nificant factor only for specific configurations, while the other factors (i.e., failure pattern
type) did not show a clear relationship with accuracy. Furthermore, the accuracy of the
best configuration (i.e., CNN-based with Logkey2vec) consistently yielded high accuracy
when the dataset size was above 350 or the failure percentage was above 7.5%, which makes
it widely usable in practice. Finally, the accuracy results obtained from the synthesised
and real datasets are consistent.

As part of future work, we plan to further evaluate the best-performing configurations
of the failure prediction architecture on additional real-world log data to further investigate
the effect of other factors, such as log parsing techniques or data noise, on model accuracy.
As a future research direction, we plan to assess the impact of more dataset characteristics
on log-based failure prediction. This notably includes different sources of data noise, such
as varying degrees of mislabelled logs, log parsing errors, and evolving logs. The degree and
type of data noise are, however, dependent on the system of study, and such noise may not
be significant on all datasets. Finally, following the discussion on the timeliness of failure
prediction and limitations of our datasets in § 2.7.2, when using real-world data, we also
plan to include additional evaluation metrics, such as lead time [90] and the number of log
messages before the occurrence of a failure, to assess the accuracy of models at predicting
failures early on.
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Chapter 3

Data-efficient Anomaly Detection on
Unstable Logs using ML and LLM

3.1 Overview

As discussed in Chapter 1, various software-intensive systems, such as online service sys-
tems and Big Data systems, have permeated every aspect of people’s daily lives. As the
prevalence of such systems continues to grow, the potential impact of software failures has
become increasingly significant. A critical software failure can result in service interrup-
tions, financial losses, and, in severe cases, pose threats to human safety [91].

Log-based anomaly detection has emerged as a promising approach to enhancing the
dependability of software-intensive systems. An anomaly detector aims to discern anoma-
lous patterns within system logs, which serve as vital indicators of the system’s operational
state. Early research predominantly employed classical machine learning techniques, such
as Principal Component Analysis [8], Isolation Forest [9], and one-class SVM [92] for au-
tomated anomaly detection. However, these methods overlook the contextual information
of the logs and, as a result, exhibit less effectiveness on more challenging cases [13,14,37].
In recent years, Deep Learning (DL)-based methods have gained significant traction in
anomaly detection. Unlike classical machine learning methods, DL methods typically con-
sist of a large number of trainable parameters, enabling them to model long contextual
dependencies and complex semantic patterns in logs. In particular, log-based anomaly de-
tection has significantly benefited from sequential DL models such as LSTM and transform-
ers, achieving high predictive performance on multiple benchmark datasets [10, 11, 16, 93].
Despite the success of DL-based methods, we highlight three key challenges prevalent in
current practices of log-based anomaly detection:
C1 Existing approaches often assume a stable data distribution, which is un-

realistic in real-world scenarios. In practice, unlike current benchmark datasets,
where log structures and contents remain stable, logs can be unstable due to soft-
ware evolution or environment changes. The majority of anomaly detection meth-
ods [10, 11, 16, 22, 37, 51, 94, 95] have been proposed for and evaluated on stable log

61



datasets. In contrast, only a few studies [13, 14, 59] have investigated anomaly de-
tection on unstable logs, mainly due to a lack of public benchmarks. Earlier works
leverage private or synthetic data. However, more recently, Huo et al. [13] have pro-
posed two public datasets for unstable logs.

C2 Machine Learning-based (ML) anomaly detection, especially when based
on DL methods, often relies on substantial labeled data, which is costly
to obtain. The most effective methods in anomaly detection—particularly those
based on DL—often rely on an extensive amount of labeled data for their training,
due to their substantial number of trainable parameters. Collecting such data requires
intensive labor and significant domain knowledge in practice. More recently, the study
of Yu et al. [96] has demonstrated that simpler methods, such as Decision Trees (DT),
exhibit greater effectiveness. However, they only evaluated their methods on stable
logs.

C3 The reported effectiveness of ML-based anomaly detection might be in-
flated due to data leakage issues. Yu et al. [12] found such issues in several
benchmark datasets such as HDFS [97] and BGL [98], where the testing data contains
training instances. This leakage can potentially boost the effectiveness of ML meth-
ods, especially DL methods, as their large parameter set allows them to memorize the
training data. To address this issue, Yu et al. [96] removed instances in testing data
that were already seen in the training data, which led to a significant drop in anomaly
detection effectiveness.
In light of these challenges, we identify the next frontier of log-based anomaly detection

as addressing a more realistic and demanding task: anomaly detection on unstable logs
with limited labeled data (ULAD). Unlike anomaly detection on stable logs (SLAD), ULAD
reflects the practical reality where logs evolve due to software updates or environmental
factors, resulting in instability (C1). This evolution results in changes such as the addition,
removal, or modification of log messages, as well as shifts in their order. Furthermore, real-
world constraints often limit the availability of labeled data, which is costly to collect and
requires domain knowledge (C2). To ensure a realistic assessment of ULAD solutions, test
instances already seen in the training data should be removed from testing data, addressing
issues of data leakage (C3).

The literature on anomaly detection in the presence of unseen log templates [10,16,51]
is related to the ULAD challenge. However, ULAD is more challenging since, although
unstable logs are test instances not present in training data, they further follow a different
log distribution than historical data. Moreover, these works do not address the C2 and C3
challenges. Although unsupervised methods have been explored to reduce the reliance on
labeled data, they remain insufficient in practice due to their limited effectiveness under log
evolution and instability (C1), where log structures and contents change over time [13,14].
Additionally, the absence of supervision makes it difficult to capture subtle anomalies when
training data is scarce (C2). Last, these methods once again overlook the challenge of data
leakage (C3).

A promising approach to tackling these challenges of ULAD lies in leveraging Large
Language Models (LLMs). Recently, LLMs have gained significant attention for their abil-
ity to mitigate the data insufficiency problem faced by ML-based methods. By pretraining

62



on vast, diverse datasets, LLMs can excel in tasks with limited labeled data. Several re-
searchers have investigated various prompts to instruct pretrained LLMs such as GPT to
perform anomaly detection directly (i.e., in-context learning) [99–101]. An alternative to
in-context learning is fine-tuning, where extra training on domain-specific data is required.
While in-context learning has been more widely studied because it does not require addi-
tional training and can be applied directly with prompts, Mosbach et al. [102] highlighted
its poor generalizability on challenging tasks. Drawing from this observation, fine-tuning
may be a more suitable strategy for ULAD when using LLMs.

Most recent works [99, 101, 103–106] in log analysis focused on using closed-source
LLMs from OpenAI, due to their user-friendly environment and effective performance.
However, these LLMs induce a significant financial cost and show unpredictable latency
during training and inference [107]. On the other hand, open-source LLMs are free to use,
and we have some degree of control in terms of fine-tuning algorithms and inference time.

Though a fine-tuned LLM can address challenges C1, C2, and C3 faced by ML methods,
they are inherently designed for textual understanding and generation rather than the
detection of anomalous patterns in logs. Conversely, existing anomaly detectors using ML
models such as Decision Tree (DT) and Single-layer Feedforward Network (SLFN) have
proven to be effective in the SLAD task when abundant data is available for training [12],
demonstrating their capacity to detect anomalous patterns. This indicates that combining
ML methods with an LLM would leverage the strengths of both approaches, ML models’
ability to detect anomalous patterns and fine-tuned LLM’s capacity to handle scarce labeled
data effectively.

To this end, we propose FlexLog, a novel approach that requires significantly less la-
beled data for ULAD compared to ML methods. FlexLog integrates ML-based anomaly
detectors and an LLM, combining their strengths to enhance effectiveness and data effi-
ciency. We summarize our contributions as follows.

• Dataset configuration for ULAD. Most existing benchmark datasets contain sta-
ble logs, used for the SLAD task. In this chapter, we selected three of these datasets—
HDFS, LOGEVOL, and ADFA-LD (referred to as ADFA for brevity hereafter)—
and configured four unstable datasets for ULAD, namely SynHDFS-U, LOGEVOL-
U, SYNEVOL-U, and ADFA-U, by deliberately introducing disparities between the
training and testing datasets. To eliminate the influence of data leakage (C3) [12]
and further increase instability, we performed deduplication on each dataset, ensur-
ing that any data samples included in the testing datasets were excluded from the
training datasets.

• FlexLog, a novel approach for ULAD equipped with practical strategies
to boost effectiveness and efficiency. FlexLog uses average-based ensemble
learning to combine the predictive strengths of a fine-tuned LLM and ML meth-
ods, capturing intricate anomalous patterns with only limited labeled data for train-
ing. Specifically, to address C2, FlexLog employs Parameter-Efficient Fine-Tuning
(PEFT) of a pretrained LLM, leveraging its vast embedded knowledge to mitigate
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the constraints of scarce labeled data. To tackle C1, FlexLog integrates Retrieval-
Augmented Generation (RAG) to dynamically incorporate external knowledge and
enhance the model’s adaptability to unstable log distributions. Additionally, a cache
mechanism improves computational efficiency by eliminating redundant operations.

• State-of-the-art effectiveness and data efficiency for ULAD. To evaluate
FlexLog, we first compare it against baselines trained on full datasets, even though
FlexLog itself is trained on significantly smaller datasets. This comparison is con-
ducted on two real-world datasets (ADFA-U and LOGEVOL-U) and two synthesized
datasets (SynHDFS-U and SYNEVOL-U). Experimental results show that FlexLog
achieves state-of-the-art effectiveness, outperforming the top baseline by at least 1.2
percentage points (pp) in terms of F1 score, while reducing the usage of labeled
data by more than 62.87 pp. Further, we assess the data efficiency of FlexLog
by comparing it with baselines when trained on the same datasets. Experiment re-
sults on ADFA-U show that FlexLog consistently outperforms all baselines across
varying training dataset sizes, except in the extreme data scarcity scenario (where
the training dataset size is 50), where all methods exhibit poor performance due to
insufficient labeled data. FlexLog achieves a maximum gain of 13 pp in F1 score
when the training dataset size is 500. This confirms FlexLog is the most effective
choice when only limited labeled data is available.

The rest of the chapter is organized as follows. Section 3.2 presents the basic definitions
and concepts that will be used throughout the chapter. Section 3.3 describes our data-
efficient anomaly detection approach, FlexLog. Section 3.4 presents our experimental
design. Section 3.5 outlines our results, discusses the implications, and describes the threats
to the validity of our study. Section 3.6 presents related works and finally, Section 3.7
concludes and suggests future directions for research and improvement.

3.2 Background

3.2.1 Anomaly Detection on Logs

Anomalies in logs refer to logs that do not conform to the normal behavior of a system [108].
Log-based anomaly detection represents a binary classification task to identify anomalies
from logs. Depending on their distributions, logs can be divided into two categories: stable
logs (Definition 1) and unstable logs (Definition 2).

Definition 1 (Stable Logs). Logs drawn from a single underlying distribution, i.e., their
structure and semantics remain consistent in all the logs.

Definition 2 (Unstable Logs). Logs drawn from more than one underlying distribution.

Stable logs are typically generated from systems whose logging behaviors and operating
environment remain unchanged over time, resulting in consistent structure and semantics
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of logs. In contrast, unstable logs originate from multiple distributions caused by system
or environmental changes. System evolution refers to internal changes within a software
system, such as version upgrades. Developers often modify source code, including the
addition of logging statements, which can result in changes to the logs. As Yu et al. [109]
reported, around 24 %–40 % of log statements change during their lifetime. Taking the
public dataset LOGEVOL as an example, 24 % of logging statements were modified during
the system upgrade from Spark version 2 to 3 [13]. As a result, 14 % of logs collected in
Spark 3 contain new log templates induced by system evolution. This figure represents a
conservative estimate of the percentage of unstable logs, as other causes of instability (e.g.,
reordering of logging statements during execution) are not accounted for due to the lack of
a mapping between execution paths and their log distributions. Nonetheless, these results
clearly highlight that unstable logs are common in practice, underscoring the importance
of handling instability caused by system evolution. Environmental evolution, on the other
hand, represents the changes of external factors, such as a shift of user distribution and
the emergence of unseen attack types. These changes affect both normal and abnormal
patterns in the logs by altering the structure, content, or frequency of log messages. For
example, shifts in user distributions—such as changes in user geographic regions—may
introduce new log sequences or alter the frequency of existing ones due to differences in
usage patterns, device configurations, or regional preferences. Similarly, novel or previously
unseen attacks may generate anomalous logs with sequences or templates that have not
been observed in the earlier log distribution.

Built on the definitions of stable and unstable logs, we define two corresponding
anomaly detection tasks, namely Anomaly Detection on Stable Logs (SLAD) and Anomaly
Detection on Unstable Logs (ULAD) as defined in Definition 3 and 4, respectively.

Definition 3 (Anomaly Detection on Stable Logs). SLAD is a binary classification task
that aims to predict anomalies in stable logs, i.e., the training data and testing data follow
the same distribution.

Definition 4 (Anomaly Detection on Unstable Logs). ULAD is a binary classification task
that aims to predict anomalies in unstable logs, i.e., the training data and testing data are
drawn from different distributions.

SLAD is the predominant configuration in the literature [14, 110], largely because
existing benchmark datasets often assume a stable software system. In this configu-
ration, the training dataset 𝐷train = {𝑙𝑠1, 𝑙𝑠2, ..., 𝑙𝑠𝑛} and the testing dataset 𝐷test

𝑆 =
{𝑙𝑠𝑛+1, 𝑙𝑠𝑛+2, ..., 𝑙𝑠𝑛+𝑚} are sampled from the same distribution. Despite its wide adoption,
SLAD does not reflect challenges faced by real-world applications, e.g., evolving systems
or operating environments. In contrast, ULAD (Definition 4) considers a more challeng-
ing yet realistic scenario. Specifically, the training dataset 𝐷train consists of stable logs
collected under consistent conditions, while the test dataset 𝐷test

𝑈 contains unstable logs
resulting from system or environmental evolution.

Evaluation on Deduplicated Datasets. As demonstrated in previous work [12], data
leakage is prevalent in existing benchmark datasets, artificially inflating the effectiveness of
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Figure 3.1: Examples of Unstable Logs Resulting from Log Evolution.

anomaly detectors. Data leakage entails an overlap between testing and training data, i.e.,
some log sequences in the testing dataset have already been seen in the training dataset.
This phenomenon affects both the SLAD and ULAD tasks. To eliminate the risk of data
leakage, we remove seen testing log sequences that are already present in the training
dataset 𝐷train, yielding a new testing dataset for ULAD and SLAD, denoted as 𝐷test

𝑈† and
𝐷test

𝑆† respectively, defined in Equations 3.1 and 3.2.

𝐷test
𝑈† = 𝐷test

𝑈 \ 𝐷train (3.1)

𝐷test
𝑆† = 𝐷test

𝑆 \ 𝐷train (3.2)

𝐷test
𝑈† and 𝐷test

𝑆† consist of only unseen log sequences. These sequences differ from the
ones in the training dataset at two possible levels: 1) template level (when there is an un-
seen log template in the sequence), 2) sequence level (when all the log templates are already
mentioned in the training data but their order is new). Unseen log sequences can be either
stable or unstable, depending on their underlying log distributions. As mentioned by Yu
et al. [96], after deduplication, the effectiveness of anomaly detection models on testing
data drops, making it a more challenging task in this realistic scenario. We note that Yu
et al. [12] applied deduplication to the entire dataset prior to splitting it into training and
testing sets, whereas we performed deduplication after the split. This ensures the removal
of information leakage with minimal changes to the original data distribution, since having
replication within training or within testing data is both realistic and common in practice.

Illustrative Examples. Figure 3.1 provides an overview of the deduplicated ULAD
with example log sequences. After system evolution from version 1 to version 2, the
first two sequences at the top undergo changes at different levels. In the first sequence,
𝑇1 → 𝑇2 → 𝑇3, template 𝑇2 is updated to a new template 𝑇2′, representing a change at
the template level. The second sequence, 𝑇2 → 𝑇3 → 𝑇1 → 𝑇4, experiences a change
at the sequence level, where template 𝑇1 is no longer present. The last sequence shown,
𝑇3 → 𝑇1 → 𝑇2, is regenerated in the later version without any change, and is therefore
marked as a “seen” sequence relative to the training data. During deduplication, the seen
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sequence is removed from the test set. The remaining sequences are referred to as unseen
log sequences, as they contain no overlapping sequences.

3.2.2 Task Adaptation Strategies for Large Language Models

LLMs typically consist of substantial parameters pretrained on vast and diverse datasets,
possessing knowledge across various domains. However, how to effectively adapt pretrained
LLMs to domain-specific tasks remains an open problem. Two predominant strategies for
task adaptation are In-context Learning (ICL) and Fine-Tuning (FT).

ICL operates without altering the weights of the LLMs [111]. Instead, it leverages
prompts—structured textual inputs—to guide the model’s behavior. These prompts typ-
ically include task instructions and, in some cases, a series of demonstrations in a con-
versation between the user and the assistant. In a classification task, e.g., ULAD, each
demonstration consists of an input 𝑥 paired with its corresponding ground-truth label
𝑦. When no demonstrations are provided, the approach is referred to as zero-shot ICL,
whereas the inclusion of a few demonstrations constitutes a few-shot ICL.

Although ICL is relatively easy to implement, it faces several challenges and limitations,
including issues with efficiency, scalability, generalizability, and high financial cost when
using closed-source LLMs [112]. As an alternative, FT alleviates these issues by training
pre-trained LLMs with domain-specific data. In practice, there are two main types of
fine-tuning, namely API-based FT and Custom FT.

API-based FT refers to fine-tuning performed through dedicated APIs made available
by the LLM provider, e.g., OpenAI [113]. This is typically the case for closed-source
LLMs, such as GPT-3.5 [114] and GPT-4 [115], for which neither full nor selective fine-
tuning is allowed without accessing their APIs. These APIs support fine-tuning a set of
prompt-completion pairs or conversations, depending on whether LLMs are used in purely
generative or conversational settings.

Custom FT, on the other hand, applies to open-source LLMs, such as LLama [116]
and Mistral [117]. Common custom FT techniques include full fine-tuning and Parameter-
Efficient Fine-Tuning (PEFT). Let the trainable parameter set of an LLM be denoted as
𝑊 , the task-specific dataset as 𝐷, and its associated label set as 𝐿.

• Full Fine-Tuning: This approach utilizes gradient descent-based optimizer to update
𝑊 to 𝑊 𝑓 , thereby adapting the LLM to a specific task. Specifically, prompts are
constructed using 𝐷 and fed into an LLM. The model’s output distribution 𝑦 is
then compared with the corresponding label distribution 𝑦, using a distribution-level
loss, e.g., cross-entropy loss. This loss guides weight updates from 𝑊 to 𝑊 𝑓 through
backpropagation.

• Parameter-Efficient Fine-Tuning: PEFT preserves original LLM weights while train-
ing only a small number of task-specific adapter layers and parameters. There are
several types of PEFT methods, including additive, selective, reparameterized, and
hybrid PEFT [118]. The predominant PEFT techniques are LoRa [119] and its
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derivative techniques such as QLoRa [120]. Essentially, LoRa uses a low-rank de-
composition to reduce computational cost while maintaining performance similar to
full fine-tuning as in Equation 3.3.

𝑊 𝑓 = 𝑊 + Δ𝑊
= 𝑊 + 𝐴𝐵

(3.3)

where 𝐴 ∈ R and 𝐵 ∈ R are lower rank matrices compared to 𝑊 , with dramatically
fewer trainable parameters. Such techniques significantly reduce the computational
cost while maintaining comparable performance to fully fine-tuned LLMs.

3.3 Methodology
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Figure 3.2: Architecture of FlexLog.

In this chapter, we propose a novel approach, namely FlexLog, to tackle ULAD by
synergizing the capabilities of ML methods and LLMs via ensemble learning. Specifically,
FlexLog combines the predictions from trained ML methods and a fine-tuned LLM to
make a final decision. This approach leverages the strengths of both paradigms: ML
methods excel at capturing anomalous patterns within logs, while LLM brings broad prior
knowledge from pretraining, allowing them to adapt to novel log patterns even with limited
labeled data. Also, we tackle the three key challenges in ULAD— unstable log distribution
(C1), data insufficiency (C2), and data leakage (C3) — by employing ensemble learning of
ML and LLM, PEFT, and deduplication in the testing data, respectively. Additionally, we
further tackle unstable log distributions (C1) by using RAG in prompting when relevant
external information is available regarding log sequences.
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Figure 3.2 illustrates the architecture of FlexLog, which comprises four main com-
ponents: preprocessing (§ 3.3.1), cache-empowered inference (§ 3.3.2), context-enriched
prompting (§ 3.3.3), and ensemble learning (§ 3.3.4). FlexLog is designed to predict
whether unstable logs—generated by software systems that have undergone software or
environmental evolution—are anomalous. Specifically, the preprocessing component con-
verts raw stable and unstable logs into log sequences by extracting log templates and
grouping them into log sequences using either window-based or session-based partitioning.
For illustrative purposes, consider a log sequence ls𝑖 as an example. The cache-empowered
inference component first checks if ls𝑖 matches an existing entry in the cache. If a match
is found, FlexLog retrieves the stored prediction as the output label directly. Other-
wise, the context-enriched prompting component uses ls𝑖 in a structured prompt enriched
with contextual information, such as log event descriptions and Linux system call names.
This prompt includes key fields such as description, instructions, relevant information (op-
tional), input, and output. It serves as input both for fine-tuning of and for inference with
an LLM, which acts as one of FlexLog’s base models. To construct the ensemble, the
ensemble learning component fine-tunes the LLM-based model (e.g., Mistral or Llama) and
trains the ML-based models (e.g., DT and KNN [96]) on a limited dataset sampled from the
preprocessed stable logs to maintain data efficiency and reduce training overhead. During
inference, if no matching log sequence is found in the cache, binary anomaly predictions
from these base models are aggregated using majority voting to produce the final decision.
This prediction is then stored in the cache to optimize future queries. In the following
sections, we provide a detailed explanation of each component.

3.3.1 Preprocessing

As illustrated in the first box of Figure 3.2, the preprocessing component transforms raw
log messages to log sequences via two primary processes, namely parsing and partitioning.
Given a raw log message (e.g., “12:03 INFO Sent Block 12”), we leverage a log parser
(e.g., Drain [81]) to identify the static parts (e.g., “Sent Block”) and dynamic parts (e.g.,
“12”) and replace the latter with the symbol "<*>".

The parsing process yields log templates, which are then fed into the partitioning
process. This process aggregates log templates into log sequences based on their session
IDs or a fixed-size window (as described in § 2.2.2). In general, session-based partitioning
is favored, as long as the maximum sequence length does not exceed the input limit of
the models being used, since it is reported to yield better results than window-based
partitioning for anomaly detection [110].

3.3.2 Cache-empowered Inference

FlexLog maintains a cache 𝐶 as illustrated at the bottom of Figure 3.2. 𝐶 stores previ-
ously seen log sequences along with their predicted labels. Given a log sequence 𝑙𝑠𝑖 under
detection, FlexLog first queries cache 𝐶 for matching entries. If an identical log sequence
is found, the corresponding label 𝑙𝑖 is retrieved and used directly, bypassing the need for
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additional computation by RAG and ensemble learning. Conversely, if no match is found
in 𝐶, FlexLog performs RAG-based prompting (§ 3.3.3) and leverages ensemble learning
(§ 3.3.4) to predict the label for 𝑙𝑠𝑖 and subsequently adds the new log sequence and its
label to the cache.

The maintenance of 𝐶 involves four core functions, namely query, add, update, and
delete. The query function compares the input log sequence against the entries in 𝐶 and
returns the identical entry along with its associated label if a match is found. The add
function inserts a new log sequence and its predicted label into 𝐶 if it is not present. The
delete function removes a specific entry from 𝐶, allowing FlexLog to manage cache size
or discard outdated information. The update function modifies an existing entry’s label,
incorporating human corrections to improve future predictions.

3.3.3 Context-enriched Prompting

University of Ottawa     |    University of LuxembourgUniversity of Ottawa                   Université d’OttawaUniversity of Ottawa                   Université d’Ottawa

2November  2024

### Description

Below is an instruction that describes a task, paired with examples and an input. Generate an output 
that appropriately completes the request.

### Output
label:

Version 1

### Relevant Information

Please label the input based on the following information on system calls:
{relevant_information}

### Instruction

Given a log sequence delimited by {delimiter}, generate the word "normal" if the sequence is normal; 
otherwise, "anomalous". Anomalous sequences are usually associated with unlikely sequences or 
sequences indicating errors, problems, or faults. No explanation is required.

### Input

log sequence: {log_sequence}

Prompt Query 

Example of Token Values on ADFA-LD

{delimiter}: brackets

{relevant_information}: 
io_getevents: read asynchronous I/O events from the 

completion queue
setxattr: set an extended attribute value

io_cancel: cancel an outstanding asynchronous I/O operation
semtimedop: System V semaphore operations

{log_sequence}: [io_getevents, setxattr, io_cancel, semtimedop] 

Figure 3.3: FlexLog’s Prompt Design for LLM Fine-tuning and Inference.

This component processes the log sequences that are not stored in the cache, preparing
them for the LLMs used in FlexLog. Log sequences are inherently challenging for LLMs
to understand because these models are primarily designed for Natural Language Pro-
cessing (NLP) tasks and are better suited to processing and reasoning over textual data.
To bridge this gap, we place log sequences with their log templates into semi-structured
prompts that resemble natural language, enabling LLMs to leverage their NLP capabilities
effectively. The RAG component enhances these prompts with additional external infor-
mation. Specifically, for each unique template, we maintain a RAG database containing
associated descriptions (e.g., system call explanations). When constructing a prompt, the
mechanism searches this database for the templates present in the input log sequence and
retrieves the relevant context, which is then inserted into the prompt. In this way, the
RAG mechanism enriches the input provided to the LLM during fine-tuning and inference.

To devise an effective prompt structure for ULAD, we adopt the tactics reported by
Winteringham [121]. Concretely, as illustrated in Figure 3.3, each prompt comprises five
parts, namely, description, instruction, relevant information, input, and output. Notably,
the retrieved context is included only when pertinent information is available. We provide
the details of each part next.
Description. This part sets the overall context of the task for the LLM. It provides a
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high-level overview of what the model is expected to accomplish. For instance, as shown in
Figure 3.3, the description explains that the LLM should generate an output that appro-
priately completes the task request. While this part does not specify the input or output
format explicitly, it prepares the LLM by providing a concise summary of the task objec-
tive.
Instruction. The instruction part formally introduces the task by describing its goal,
input format, and output expectations. It specifies how the LLM should process the input
and produce the desired label. After experimenting with multiple instruction formats, we
present the most effective formulation in Figure 3.3. In this part, we describe the delimiter
for log sequences (i.e., “brackets”) and add “No explanation is required”, instructing the
LLM to output only the label.
Relevant Information (Optional). This part includes additional information related to
the log sequence, which enhances the LLM’s ability to interpret the input. When available,
contextual data is retrieved and presented in this part to provide background information.
As described above, this information is retrieved from the RAG database by searching
for the templates contained in the log sequence and returning their stored descriptions.
For example, the right-hand side of Figure 3.3 includes system call descriptions, such as
setxattr or semtimedop, which help clarify the function and purpose of the operations
within the log sequence. Including such information enables the LLM to better understand
the relationships between the components of the log sequence, thereby improving its ability
to generate accurate predictions. However, if no relevant external context is available, this
part of the prompt is omitted.
Input. This part presents the log sequence to be analyzed in the format “log sequence:
{log_sequence}”, where {log_sequence} is a placeholder dynamically replaced with differ-
ent log sequences during fine-tuning and inference. For example, the right-hand side of
Figure 3.3 shows the replacement of the placeholder with the log sequence “[io_getevents,
setxattr, io_cancel, semtimedop]” from the ADFA-U dataset.
Output. The output section guides an LLM in predicting the label of the input log se-
quence. It provides a formatted prompt that ends with “label:”, prompting the LLM to
generate the next token as either “normal” or “anomalous”, based on its analysis of the
log sequence.

3.3.4 Ensemble Learning

The goal of this component is to maximize the utility of limited labeled data by integrating
different base models, each offering a unique perspective on performing ULAD effectively.
To train the base models, we leverage the stable logs collected from software systems
before undergoing the software or environment evolution. A salient feature of FlexLog is
employing both ML- and LLM-based models as base models as introduced in § 3.1. Due to
LLMs’ pretraining on diverse corpora, they can be effectively fine-tuned with only limited
data. Consequently, we sample only a subset from the stable logs to create the training
dataset. Using this training dataset, FlexLog fine-tunes an LLM and fits 𝑚 ML models
{ML0, . . . ,ML𝑚−1}.

For a given LLM , FlexLog adopts (see Equation 3.4) API-based fine-tuning for closed-
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source LLMs (e.g., GPT 4o) and LoRa for open-source LLMs (e.g., Llama and Mistral);
details about API-based fine-tuning and LoRa are provided in Section 3.2.2. We denote
the fine-tuned LLM as LLM 𝑓 .

LLM 𝑓 =

{
API -based_𝐹𝑇 (LLM , data = 𝑆train , label = 𝐿) LLM ∈ Closed-source LLMs
LoRa(LLM , data = 𝑆train , label = 𝐿) LLM ∈ Open Source LLMs

(3.4)
For a given ML model ML, gradient descent optimization is applied for neural network-

based models, while model-specific fitting methods are used for non-parametric models such
as DT (Equation 3.5). Note that K-Nearest Neighbors (KNN) does not involve a traditional
training or fitting process but instead relies on distance-based comparison during inference.
The resulting learned ML model is denoted as ML 𝑓 .

ML 𝑓 =


gradient_descent (ML, data = 𝑆train , label = 𝐿) ML ∈ Neural Networks
fit_dt (ML, data = 𝑆train , label = 𝐿) ML = DT
distance_based_comparison ML = KNN

(3.5)

After training individual models, the next step is to combine their outputs using ma-
jority voting, a commonly used, simple yet effective ensemble learning technique in the
literature [122–124]. Formally, let M = {𝑀0, 𝑀2, . . . , 𝑀𝑁−1} be the set of 𝑁 learned base
models, with M𝑖 ∈ M representing either a learned LLM LLM 𝑓 or an ML-based method
ML 𝑓 . For a given log sequence ls𝑖, each base modelM𝑖 predicts the label 𝑦𝑖 of 𝑥, equals 1
if anomalous, and 0 if normal. The final label is determined by a majority voting function
MV (·) among all base models, as shown in Equation 3.6.

𝜙𝑖 = MV (ls𝑖) =
{

1, if ∑𝑁−1
𝑖=0 𝑦𝑖 >

𝑁
2

0, otherwise
(3.6)

Here, 𝜙𝑖 represents the final prediction for ls𝑖. In case of a tie (when exactly half of the votes
are normal), the sequence is classified as normal, following our assumption that anomalies
are rare.

3.4 Experimental Design

3.4.1 Research Questions

We investigate the following research questions:
RQ1 (effectiveness) How effective is FlexLog for ULAD compared to the baselines?

RQ1.1 Can FlexLog trained on limited labeled data achieve comparable effec-
tiveness to baselines trained on full datasets?
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RQ1.2 What impact does the level of log instability have on FlexLog and the
baselines?

RQ2 (data efficiency) How does the amount of labeled training data impact FlexLog’s
effectiveness, and can it maintain robust effectiveness under varying degrees of data
scarcity?

RQ3 (time and memory efficiency) What is the performance of FlexLog in terms of
time efficiency during training and inference, and how much memory overhead does
the cache incur during inference?

RQ4 (configuration impact) How does the performance of FlexLog vary under dif-
ferent configurations, including ablations of base models, RAG, and the cache, as
well as alternative LLM choices?

RQ1 investigates the overall effectiveness of FlexLog for the ULAD, comprising two sub-
RQs. With RQ1.1, we aim to demonstrate the strengths of FlexLog when only limited
labeled data is available. Specifically, we compare baselines trained with full datasets
against FlexLog trained with much smaller subsets. With RQ1.2, we aim to highlight
the distinct advantage of FlexLog in handling gradually increasing instabilities in ULAD.
To this end, we assess the effectiveness of FlexLog and baselines on SLAD and under the
influence of varying ratios of instability in both log templates and sequence levels. RQ2 fo-
cuses on data efficiency by training FlexLog and baselines on progressively larger subsets
of ADFA-U (e.g., containing 50, 500, 1000, 1500, and 2000 training samples). Due to com-
putational constraints, we cannot perform data efficiency analysis on all datasets. Hence,
we prioritize our most challenging dataset ADFA-U for this analysis. RQ3 investigates the
time efficiency of FlexLog during training and inference. While employing LLM-based
approaches (e.g., FlexLog) may enhance effectiveness, it often comes at the cost of in-
creased training and inference time. This question aims to evaluate the trade-offs between
effectiveness and time efficiency, providing practical insights for those considering the use
of LLMs in similar tasks. Additionally, RQ3 examines the memory efficiency of FlexLog
’s cache mechanism during inference, demonstrating its scalability in resource-constrained
environments. Lastly, RQ4 involves exploring the impact of different configurations of
FlexLog. Specifically, we assess how the exclusion of the cache 𝐶, the exclusion of
RAG in context-enriched prompting, and the choices of base models (e.g., removing some
base models from the ensemble or replacing Mistral with other LLMs), affect the overall
effectiveness or efficiency of FlexLog.

3.4.2 Experiment Setup

3.4.2.1 Datasets

We configured four datasets for ULAD from three public datasets, namely ADFA [125],
LOGEVOL [13], and HDFS [97]. We exclude other popular benchmarks (e.g., BGL [98],
Thunderbird [98], and Spirit [98]) because they contain only stable logs, and manually
injecting instability is not feasible due to the lack of information about their annotation
strategies.
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Table 3.1: Overview of Datasets

Name Sys #Log
Messages

#Anomalous
Messages #Sessions #Log

Templates
Session Length

avg min max
ADFA Linux 2,747,550 317,388 (11.5%) 5,951 175 461.69 75 4,474

LOGEVOL Hadoop 2 2,120,739 35,072 (1.6%) 333,699 319 6.35 1 1,963
Hadoop 3 2,050,488 30,309 (1.4%) 343,013 313 5.97 1 1,818
Spark 2 931,960 1,702 (0.1%) 13,892 130 67.08 1 1125
Spark 3 1,600,273 2,430 (0.1%) 21,232 134 75.37 1 1977

HDFS Hadoop 11,110,850 284,818 (2.9%) 575,061 48 19.32 2 30

Table 3.1 presents relevant statistics for these three datasets; column “Sys” indicates the
system from which the logs were collected. “#Log Messages”, “#Anomalous Messages”,
“#Sessions”, and “#Log Templates” indicate the number of log messages, anomalous log
messages, sessions, and unique log templates in each dataset, respectively. Column “Session
Length” indicates the average, minimum, and maximum number of log messages in each
session. We elaborate on each dataset next.

ADFA Creech et al. [125] created the Australian Defense Force Academy Linux Dataset
by collecting Linux server operation logs and applying contemporary web attacks. ADFA
comprises 2 747 550 log messages, i.e., Linux system calls in this context, of which 317 388
are anomalous (11.5 %). The attacks applied to the system include the exploitation of a
TIKI WIKI vulnerability using a Java-based Meterpreter (“java”), password brute-forcing
with the Hydra tool (“hydra”), deploying a Linux Meterpreter payload via a poisoned
executable (“meter”), leveraging a remote file inclusion vulnerability to deploy a C100
webshell (“web”) and creating privilege escalation by adding a superuser account with a
poisoned executable (“adduser”).

LOGEVOL Huo et al. [13] introduced the LOGEVOL dataset captured from the real-
world operations of Hadoop 2, Hadoop 3, Spark 2 and Spark 3 systems1. All datasets were
generated using HiBench [126] during the operation of 22 cloud computing tasks, such
as sorting and classification [79, 94]. To capture real-world anomaly scenarios into logs,
they injected 18 fault types into the system, including network fault, process suspension,
process killing, and resource occupation. The Hadoop 2 dataset consists of 2 120 739 log
messages (including 1.6 % anomalous) while the Hadoop 3 dataset is made up by 2 050 488
log messages (including 1.4 % anomalous). Notably, 104 out of 303 (33.22 %) log templates
from the Hadoop 3 dataset are novel and absent from the Hadoop 2 dataset, reflecting its
instability and log template evolution. The Spark 2 dataset involves 931 960 log messages,
and the Spark 3 dataset is made up of 1 600 273 log messages. Compared to the Hadoop 2
and Hadoop 3 datasets, the proportion of anomalous logs in the Spark 2 and Spark 3
datasets is significantly lower, with both datasets having an anomaly rate of only 0.1 %.

1Hadoop versions 2.10.2 and 3.3.3 are referred to as Hadoop 2 and 3, respectively, and Spark versions
2.4.0 and 3.0.3 are denoted as Spark 2 and Spark 3, respectively.
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HDFS Hadoop Distributed File System (HDFS) logs [97] were produced by running
MapReduce jobs on Amazon EC2 nodes, consisting of 11 197 954 log messages, of which
284 818 (2.9 %) are anomalous. The average number of log messages in a sequence is
19.32. The total number of unique log templates is 48. This dataset includes 11 types of
anomalies, such as the deletion of a block that no longer exists or receiving a block that
does not belong to any file. For a comprehensive description of the anomalies, we refer
readers to the original paper [97].

3.4.2.2 ULAD and SLAD Configuration

Our experiments involve the evaluation of FlexLog on both the ULAD and SLAD, with
ULAD being the primary focus of this chapter and SLAD serving as a baseline in RQ1
and RQ2. As mentioned in Section 3.2.1, ULAD is characterized by the disparity between
the training and testing datasets, whereas SLAD involves training and testing data drawn
from the same distribution. Each dataset described in § 3.4.2.1 is configured to be used for
both SLAD and ULAD, consisting of a training dataset Dtrain and a testing dataset D𝑡𝑒𝑠𝑡 .
Additionally, a small, curated subset D̃𝑡𝑟𝑎𝑖𝑛 is sampled from each full training dataset for
the training of FlexLog. We provide details of the SLAD and ULAD configurations on
each dataset next, followed by configurations of D̃𝑡𝑟𝑎𝑖𝑛 for FlexLog.
ULAD Configuration. As discussed in Section 3.2.1, unstable logs result from sys-
tem or environmental evolution. To simulate these scenarios, we configured the unstable
LOGEVOL dataset LOGEVOL-U for system evolution and the unstable ADFA dataset
ADFA-U for environmental evolution. To further investigate the influence of different levels
of instability, we include two synthesized datasets in our experiments, namely SynHDFS-U
and SYNEVOL-U. These datasets are created by injecting different levels of instability into
the HDFS and LOGEVOL datasets, respectively. Table 3.2 summarizes the ULAD con-
figuration for each dataset and presents their statistics, including the full training dataset
size (D𝑡𝑟𝑎𝑖𝑛

# ), FlexLog’s training dataset size (D̃𝑡𝑟𝑎𝑖𝑛
# ), and the testing dataset size (D𝑡𝑒𝑠𝑡

# ).
We also report the duplication ratio, which quantifies data leakage, i.e., log sequences ap-
pearing in both training and testing datasets. As discussed in § 3.1, data leakage allows
anomaly detectors to memorize the training data, resulting in artificially inflated effective-
ness on the testing data. Hence, we addressed the data leakage issues identified by Yu et
al. [12].

ADFA-U We derived six ULAD configurations by splitting ADFA based on attack
types. Specifically, for each configuration, five out of six attack types are used for train-
ing (e.g., ADFAw/o java, in column “train” in Table 3.2, represents training data con-
taining all attack types except the Java-based Meterpreter attack) and the remaining
one for testing (e.g., ADFAw/ java, in the “test” column of Table 3.2, represents a test-
ing dataset with only the Java-based Meterpreter attack), simulating external changes
in real-world scenarios where novel attack types emerge during operation. Consequently,
we obtain six ULAD configurations for ADFA-U involving ADFAw/o java →ADFAw/ java,
ADFAw/o hydraSSH →ADFAw/ hydraSSH , ADFAw/o hydraFTP →ADFAw/ hydraFTP ,
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Table 3.2: ULAD Configurations

Dataset Configuration Duplication
Ratio

#Log Sequences
train test D𝑡𝑟𝑎𝑖𝑛

# D̃𝑡𝑟𝑎𝑖𝑛
# D𝑡𝑒𝑠𝑡

#

ADFA-U

ADFA w/o java ADFAw/ java 0.32 4786 1000 1165
ADFAw/o hydraSSH ADFAw/ hydraSSH 0.31 4734 1000 1217
ADFAw/o hydraFTP ADFAw/ hydraFTP 0.31 4748 1000 1203
ADFAw/o meter ADFAw/ meter 0.34 4835 1000 1116
ADFAw/o web ADFAw/ web 0.33 4792 1000 1159

ADFAw/o adduser ADFAw/ adduser 0.33 4819 1000 1132

LOGEVOL-U Hadoop 2 Hadoop 3 0.84 302312 8558 34495
Spark 2 Spark 3 0.50 11114 1134 4246

SYNEVOL-U Spark 2

Spark 25%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.60

11114 1134 2778

Spark 210%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.55
Spark 215%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.50
Spark 220%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.44
Spark 225%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.37
Spark 230%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.32
Spark 25%_𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒 0.54

11114 1134 2778

Spark 210%_𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒 0.45
Spark 215%_𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒 0.36
Spark 220%_𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒 0.28
Spark 225%_𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒 0.22
Spark 230%_𝑡𝑒𝑚𝑝𝑙𝑎𝑡𝑒 0.18

SynHDFS-U HDFS

SynHDFS5%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.93

460048 5772 51000SynHDFS10%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.88
SynHDFS20%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.78
SynHDFS30%_𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒 0.69

ADFAw/o meter →ADFAw/ meter , ADFAw/o web →ADFAw/ web,
ADFAw/o adduser →ADFAw/ adduser , denoted as “java”, “hydraSSH”, “hydraFTP”, “me-
ter”, “web”, and “adduser” hereafter for brevity, respectively. As reported in Table 3.2,
the duplication ratio ranges from 0.31 to 0.34 in different training and testing dataset pairs,
indicating that, without deduplication, approximately 31 % to 34 % log sequences in the
testing datasets are already included in the training datasets.

LOGEVOL-U The LOGEVOL dataset naturally captures software evolution, namely
the transition from Hadoop 2 to Hadoop 3, as well as from Spark 2 to Spark 3. These tran-
sitions result in internal changes at both template and sequence levels (defined in § 2.2.2).
Hence, we use the Hadoop 2 and Spark 2 datasets for training and, correspondingly, the
Hadoop 3 and Spark 3 datasets for testing. The duplication ratios for LOGEVOL Hadoop
and LOGEVOL-Spark, as shown in Table 3.2, are 0.84 and 0.5, respectively; these values
indicate that, without deduplication, 84% of Hadoop and 50% of Spark log sequences in
the testing dataset are already included in the training dataset.

SYNEVOL-U The ULAD configurations in this dataset aim to simulate different lev-
els of instability by applying internal changes of varying percentages to the LOGEVOL
dataset. Huo et al. [13] injected log template/sequence-level changes into the LOGEVOL
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Original Log Template

received block * from * dest: *

Removing one word

received block * from * dest: *

Adding one word
received block * from IP * dest: *

Replacing one word by another word
received got block * from * dest: *

Figure 3.4: Examples of Template-level
Changes

Original Log Sequence

template 1 template 2 template 3 template 4

Removing a template

template 1 template 2 template 3 template 4

Duplicatinga template

template 1 template 2 template 2 template 3 template 4

Shuffling a small subsequence

template 1 template 3 template 4 template 2

Figure 3.5: Examples of Sequence-level
Changes

Spark 2 dataset, with varying injection ratio of 5 %, 10 %, 15 %, 20 %, 25 %, and 30 %.
Figure 3.5 demonstrates the three types of log sequence-level changes injected, firstly in-
troduced by Zhang et al. [14], involving removing or duplicating a log template and shuffling
a small subsequence. As shown in Figure 3.4, we introduce three types of log template-
level changes, including adding, removing, or replacing a word in a log template. Huo et
al. [13] injected changes in the sequences in a way that sequence labels do not flip. The
duplication ratio decreases from 0.6 to 0.18 as the testing set becomes more unstable.

SynHDFS-U Similar to SYNEVOL-U, we created four ULAD configurations for the
HDFS dataset, namely SynHDFS5%, SynHDFS10%, SynHDFS20%, and SynHDFS30% by
changing 5%, 10%, 20%, and 30% of log sequences in the HDFS dataset, respectively. The
injection ratios are determined by following common practices in the literature [14]. Similar
to SYNEVOL-U, we are aware that such changes in log sequences can induce changes in
their labels. We only apply sequence-level changes, excluding template-level changes due to
the lack of implementation details reported by previous studies [14,38,59]. At the sequence-
level, to obviate the need for re-labeling, we applied changes only to log templates that are
less likely to flip the labels of the entire log sequence. These log templates are identified by
a strategy proposed by Xu et al. [95], which combines building a decision tree and manual
examination. To reduce the cost of manual examination, we sampled and applied changes
to a subset of the HDFS dataset instead of the full dataset. Concretely, we randomly
selected 50,000 normal and 1,000 anomalous log sequences, following the study by Zhang
et al. [14], to keep the anomaly percentage (2 %) close to that of the original HDFS dataset.
The duplication ratio decreases from 0.93 to 0.69 as the testing set becomes more unstable.

SLAD Configuration. For the ADFA dataset, we drew the training and testing data
from the full dataset, containing all six types of anomalies. For LOGEVOL Hadoop 2,
Spark 2, and HDFS, we adopt the same training datasets as in their ULAD configurations,
whereas the testing datasets differ. While ULAD employs unstable testing data, SLAD
uses stable testing data collected from the same system as the training data, specifically
from Hadoop 2, Spark 2, and HDFS operations, respectively. Notably, the testing dataset
for HDFS SLAD configuration is the same as the one used in its ULAD configuration, a
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Table 3.3: Overview of Baselines
Learning Method Approach Parser Log Representation ML Method Base Model

Unsupervised

PCA Yes Template ID Traditional ML PCA
LogCluster Yes Template ID Traditional ML Clustering
DeepLog Yes Template ID Deep Learning LSTM

LogAnomaly Yes Template2Vec Deep Learning LSTM

Semi-supervised PLELog Yes FastText and TF-IDF Deep Learning GRU

Supervised
LogRobust Yes FastText and TF-IDF Deep Learning BiLSTM

CNN Yes Logkey2vec Deep Learning CNN
NeuralLog No BERT Deep Learning Transformer
LightAD Yes TemplateID Traditional ML & Deep Learning KNN, DT, SLFN

subset sampled from the original testing dataset, but without instability injection. This
ensures consistency and a fair comparison between the ULAD and SLAD configuration of
HDFS. Also, we did not configure LOGEVOL Hadoop 3 and Spark 3 for SLAD as ULAD
because the evolution information from Hadoop 3 and Spark 3 to other versions was not
available.

Training Dataset Configuration for FlexLog. In RQ1, we compare FlexLog and the
baselines with their respective optimal settings. Baselines are trained on the full training
datasets Dtrain, following implementations in their original papers, whereas FlexLog is
trained on small subsets D̃𝑡𝑟𝑎𝑖𝑛 randomly sampled from Dtrain. As reported in the second-
to-last column (”D̃𝑡𝑟𝑎𝑖𝑛

# ”) of Table 3.2, their data sizes are determined empirically for each
dataset to achieve the optimal performance of FlexLog. For small datasets with low
duplication ratios such as ADFA-U, we randomly selected 1 000 log sequences from their
full training dataset. For larger datasets with high duplication ratios, such as LOGEVOL-
U Hadoop, LOGEVOL-U Spark, SYNEVOL-U, and SynHDFS-U, unique anomalous log
sequences are rare, accounting for only 0.2 % to 2 % of the full datasets, respectively. To
maximize the use of these rare anomalous log sequences, we included all of them in the fine-
tuning datasets and sampled 20 % of the unique normal log sequences, thereby preventing
excessive duplication.

3.4.2.3 Baselines

We considered nine ML methods as baselines in this chapter, including four unsupervised,
one semi-supervised, and four supervised. Among these methods, LightAD [96] achieves
the best performance on the SLAD task. However, the leading approach for ULAD re-
mains undetermined as different evaluation datasets are used in reported studies. Our
choice of baselines is also determined by source code availability to ensure the reliability
of the implementation. Consequently, we had to exclude models such as SwissLog [59],
HitAnomaly [38], EvLog [13], and LLMeLog [99]. Our implementations are based on the
code provided by Yu et al. [96], Le et al. [110], and He et al. [43]. We have also not
included LogPrompt [100] in our evaluation since it relies on anomaly detection at the
message level, ignoring sequential characteristics such as temporal dependencies, whereas
our datasets are labeled at the sequence level. Although FlexLog is supervised, we in-
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clude semi-supervised and unsupervised baselines in the comparison as they generally incur
lower training and labeling costs, while still providing a meaningful reference for assessing
the overall effectiveness of our model.

Table 3.3 shows the main characteristics of the baselines; we provide a brief description
in the following. Principal Component Analysis (PCA) [95], a dimensionality reduction
method, converts logs into count vectors [42] and then uses the PCA algorithm to detect
the label of log sequences by assigning them to either the normal or anomalous space. In
this chapter, by PCA we refer to the PCA-based model introduced by Xu et al. [95] as
an anomaly detector. LogCluster [94] clusters log sequences by computing the similarity
of log representations to the centroid of normal logs. DeepLog [11] applies two layers of
Long Short-Term Memories (LSTMs) in their network [24] to predict the next event from
a given log sequence and labels sequences as anomalous if the predicted log is different
than the actual log template. LogAnomaly [16] has an architecture similar to DeepLog,
but is further improved by adopting semantic embeddings for log templates and adding an
attention layer between LSTM layers. PLELog [51] is a semi-supervised strategy that uses
normal data as well as a small subset of unlabeled data to train. First, it adopts a clustering
method (HDBSCAN [127]) to probabilistically predict the labels of unlabeled data and
then uses them to train an attention-based GRU [128] to detect anomalies. LogRobust [14]
uses a pre-trained word vectorizer (FastText [129]) to extract semantic information from
log templates and utilizes an attention-based BiLSTM model [25] to detect anomalous log
sequences. CNN [22] transforms an input log sequence into a trainable matrix and uses this
matrix as input to train a Convolutional Neural Network [35, 130] for log-based anomaly
detection. NeuralLog [37] extracts the semantic meaning of raw log messages and represents
them as semantic vectors, which are then used to detect anomalies through a transformer-
based classification model [27]. LightAD [96] employs Bayesian method to select the most
effective model from a heterogeneous pool of ML/DL algorithms—including KNN [131],
DT [132], and SLFN [133]—while simultaneously optimizing hyperparameters for the
SLAD task. To ensure fair comparisons, we adopted the same model pool and employed
a small, held-out validation dataset to identify the optimal model for each dataset as
instructed in Yu et al. [96]. The performance of the optimal model, evaluated on test data,
serves as LightAD’s reported effectiveness.

3.4.2.4 Evaluation Metrics and Statistical Testing

To provide a comprehensive evaluation, we assess FlexLog in terms of effectiveness, data
efficiency, and time efficiency. Furthermore, we investigate the statistical significance of
differences (from the perspectives of effectiveness and time efficiency) on each dataset.

Effectiveness To measure the effectiveness of FlexLog, we use precision, recall, and
F1 score as metrics. We consider TP (true positive) as the number of anomalies that are
correctly detected by the model, FP (false positive) as the number of normal log sequences
that are labeled as anomalous by the model, and FN (false negative) as the number of
anomalous log sequences that the model fails to identify. Precision (P) is calculated by

TP
TP+FP as the percentage of true anomalies among all anomalies detected by the model.
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Recall (R) is the proportion of actual anomalies detected, computed by TP
TP+FN . F1 score

(F1) is the harmonic mean of precision and recall, i.e., 2 ∗ 𝑃∗𝑅
𝑃+𝑅 .

Data Efficiency We define data efficiency to be the ability of a method to achieve accurate
results while minimizing the use of labeled data for training. Considering a training dataset
with D# log sequences, we quantify the usage of labeled data using U#, which represents
the number of unique log sequences. Each unique log sequence corresponds to a distinct
pattern that requires annotation, meaning that a higher U# reflects greater labeling effort.

A data-efficient method, such as FlexLog, requires only a small subset of the full
dataset for training, reducing the overall usage of labeled data. To compare data efficiency
across different methods, we introduce the relative metric U% as in Equation 3.7, which
measures the percentage of unique log sequences in the subset relative to the total unique
log sequences in the full dataset (denoted by U 𝑓 𝑢𝑙𝑙

# ).

U% =
U#

U 𝑓 𝑢𝑙𝑙
#

(3.7)

To quantify the reduction in labeled data achieved by data-efficient methods compared
to methods trained on full datasets, we define the labeled data usage reduction ΔU% as
in Equation 3.8. A higher ΔU% indicates a greater reduction, demonstrating the superior
data efficiency of the method under evaluation, and vice versa.

ΔU% = 1 −U% (3.8)

Time Efficiency We evaluate the time efficiency in terms of training and inference time
for each model. For training time, we calculate the total training time taken for a model.
For inference time, we calculate the average inference time for one input sequence in the
testing set.

Memory Efficiency We evaluate memory efficiency based on the additional memory
required by the cache component during inference. Specifically, we measure the memory
overhead introduced by the in-memory cache, which stores predictions for all previously
seen unique sequences. To approximate this overhead, we compute the memory consumed
by the cache in the structure of a dictionary after processing the entire test set. Since
the cache grows incrementally with the number of unique sequences, this measurement
represents its maximum size at the end of inference.

Statistical Testing To mitigate the potential influence of randomness on our results, we
repeat each experiment on each configuration 5 times and report the average performance
across the runs. This ensures our analysis is robust and not unduly influenced by any single
random sampling or stochastic training and fine-tuning, providing a reliable evaluation. We
further perform Mann-Whitney U tests, as recommended in Arcuri et al. [134], to compare
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different models and configurations on each dataset, resulting in test group sizes of 30 for
ADFA-U (6 configurations), 10 for LOGEVOL-U (2 configurations), 20 for SynHDFS-U (4
configurations), and 30 for SYNEVOL-U (6 configurations).

The Mann-Whitney U test is a non-parametric statistical test that compares two meth-
ods, A and B, without any assumption of the data distribution. It computes a p-value,
which indicates whether the observed performance difference is statistically significant.
The null hypothesis presumes no significant distinction between performance A and B. If
the p-value falls below the commonly used threshold of 0.05, we reject the null hypothesis
and conclude that the difference is statistically significant. Conversely, if the p-value is
greater than or equal to 0.05, the difference is considered non-significant, meaning the
observed difference could be due to randomness.

3.4.2.5 Other Settings.

We conducted all experiments on a cloud computing environment containing 28 CPU cores
for computation, 2 × Nvidia L40S GPU devices, and 256 GB RAM.

3.4.3 Implementation

In this section, we introduce the implementation details of preprocessing, FlexLog, and
the baselines.

3.4.3.1 Preprocessing

Two primary steps of preprocessing are parsing and partitioning, as described in Section
3.3.

Log parsing is used to provide structured context for FlexLog (as explained in § 3.3.1)
and log-parsing-based baselines such as LogRobust and CNN. For ADFA-U, parsing is not
required since each log message is a one-word system call. For datasets with evolving
templates—ADFA-U and SYNEVOL-U —we follow their original authors’ practice and
use the Prefix Graph parser [135]. This parser does not require a training set and is more
flexible in handling varying template lengths and substructures compared to fixed-depth
approaches such as Drain [81]. For SynHDFS-U, we use Drain following the common
practice for this specific synthetic dataset [14, 38]2. SynHDFS-U exhibits instability at
the sequence level, but its log templates remain stable; hence, the limitations of Drain in
handling evolving templates do not apply in this case. Since each log message in ADFA
consists of a one-word system call, the subsequent RAG can easily associate a log message
with its relevant information, such as the description of that system call.

2We acknowledge that on the original HDFS dataset, more recent log parsers [103, 136] demonstrated
higher parsing effectiveness than Drain. However, as a recent study [137] demonstrated, there is no
correlation between parsing accuracy and anomaly detection accuracy.
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Applying a smaller window over long sequences facilitates the localization of anoma-
lies when logs are labeled at the message level. Hence, we applied sliding window-based
partitioning with a window size of 50 on LOGEVOL-Hadoop. In contrast, sliding win-
dow partitioning is not an option for long sequences in the ADFA, LOGEVOL-Spark,
SYNEVOL-U, and HDFS datasets due to the absence of message-level labels. For HDFS,
most sessions are short, with only 3.5 % sessions exceeding 30 templates. We followed
the implementation of Le et al. [110] and truncated these long sessions to ensure that all
sessions were within the 30-template limit.

3.4.3.2 FlexLog

The implementation of FlexLog mainly involves three key aspects, namely the selection
of base models for ensemble learning, the fine-tuning of the LLM base model, and the
hyperparameter settings of ML base models in FlexLog.
Base Model Selection FlexLog combines multiple heterogeneous base models through
ensemble learning, including ML/DL models and LLMs. Specifically, the ensemble in
FlexLog comprises three ML base models (KNN, DT, and SLFN) with one LLM base
model (Mistral [138]). We selected KNN, DT, and SLFN due to their high effectiveness
on SLAD task as reported by Yu et al. [96]. We selected the LLM base model (Mistral
22B) through the empirical evaluation of multiple open-source and closed-source LLMs.
To elaborate, closed-source LLMs, such as GPT-4o, are considered state-of-the-art LLMs
in various domains, albeit at a high cost [139]. We experimented with a major version—
GPT-4o (GPT-4o-turbo version) — based on OpenAI’s recommendation in terms of per-
formance [113,140]. In contrast, open-source LLMs incur no cost and offer more flexibility
regarding fine-tuning and inference. Within the limit of our computing resources, we ex-
plored two open-source LLMs that have shown competitive performance to closed-source
LLMs [141, 142]: LLama 3.1 8B and Mistral 22B.
Fine-tuning LLMs For open-source LLMs, we utilized 4-bits QLora [120] for fine-tuning,
with the following configurations based on our preliminary experiments: rank=16, al-
pha=16, and batch=1. We fine-tuned Llama 3.1 8B and Mistral Small 22B using the
Unsloth library for its efficiency [143]3. The number of steps is empirically tuned for
unique pairs of LLM and dataset separately, using grid-search and cross-validation; values
range from 500 to 2500 in steps of 500. For the closed-source LLM of GPT-4o, fine-tuning
was accomplished through the OpenAI API, which incurred an associated cost. Hyperpa-
rameters such as the number of epochs and batch size for fine-tuning GPT were optimized
and automatically determined by OpenAI fine-tuning APIs on each dataset.

LLMs, even after fine-tuning, tend to generate non-deterministic output, which threat-
ens the reliability of FlexLog for ULAD. To ensure reliable anomaly detection, we instruct
the LLMs to generate the response with minimum temperature (e.g., 0.1 for Mistral ). In
case the responses deviate from explicit labels (e.g., ”normal”, ”anomalous”, ”0” or ”1”),
ambiguous responses trigger up to five regeneration attempts with progressively higher

3The corresponding Hugging Face model names are unsloth/Meta-Llama-3.1-8B-bnb-4bit and
unsloth/Mistral-Small-Instruct-2409-bnb-4bit.
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temperatures from 0.2 to 1, in steps of 0.2, to diversify outputs. If no valid label is parsed
after all attempts, we classify the sequence as ”normal” to reduce false positives, which
might trigger alert fatigue and operational disruption unnecessarily.
Hyperparameter settings of ML base models in FlexLog For the DT and SLFN base
models, we use the default values provided by Scikit-learn Library across all datasets. Our
preliminary experiments suggest that tuning these hyperparameters with limited data of-
ten leads to overfitting and reduced effectiveness compared to the default settings. While
further tuning could potentially improve FlexLog’s performance, we leave this for fu-
ture work. Specifically for DT, we set criterion to “gini”, max_depth to “None”, and
min_samples_split to 2. For SLFN, we set hidden_layer_sizes to 100, activation to “relu”,
solver=“adam”, and batch_size to “auto”. For KNN, since the number of neighbors plays
an important role in handling imbalanced datasets [144], we empirically tuned it with grid
search and cross-validation on limited training data. We set the number of neighbors to
2 for ADFA and LOGEVOL Hadoop, and 1 for HDFS4. For the extremely imbalanced
datasets—LOGEVOL Spark and SYNEVOL-U, which share the same training set—KNN
performs poorly on the validation set, exhibiting significantly lower effectiveness com-
pared to DT and SLFN. This aligns with known limitations of KNN on highly imbalanced
datasets, where the majority class tends to dominate the predictions [145]. Therefore, we
excluded KNN from FlexLog for LOGEVOL Spark and SYNEVOL-U.

Lastly, for the ensemble strategy, we implemented a majority voting algorithm in which,
in the event of a tie, the sequence is labeled as normal, as described in § 3.3.4. Our pre-
liminary results across all four datasets indicate that this strategy remains the most effec-
tive and straightforward compared to alternative ensemble learning approaches, including
SNAIL [146] and MetaFormer [147] (see Appendix A.1).

3.4.3.3 Baselines

For baselines, we set hyperparameters as reported in their original papers or suggested
by their implementation packages. When hyperparameters were not available in either of
them, particularly for datasets such as ADFA, we empirically tuned the parameters by
grid search with a cross-validation approach. For LightAD, we fine-tuned hyperparame-
ters using Bayesian optimization, available in their implementation code for KNN, DT,
and SLFN. LogAnomaly’s representation model (template2vec) requires domain-specific
antonyms and synonyms for training. This information is not available in the original
paper, and thus, similar to the method previously adopted [110], we used a pre-trained
FastText model [129] to compute the semantic vectors. As LOGEVOL Hadoop and Syn-
HDFS training sets are too large to process on NeuralLog, we used a subset containing the
first 200 000 log messages, following the methodology adopted in prior work [110].

4Overall, due to the limited training data, we recommend using default parameters and tuning only
those that are highly sensitive to imbalanced data, as anomalies are often rare in real-world datasets, using
cross-validation. In the future, we plan to conduct more experiments to explore the correlation between
the percentage of anomalous data and the optimal number of neighbors.
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Table 3.4: Statistics of training data for FlexLog and baselines used in RQ1 on ADFA-U,
LOGEVOL, SYNEVOL-U and SynHDFS-U.

Dataset D# U# U% ΔU%
Baselines FlexLog Baselines FlexLog Baselines FlexLog

ADFA-U 4 785 1 000 3 181 686 100 % 21.57% 78.43 pp
LOGEVOL-U 313 426 9 692 29 809 9 692 100 % 32.51% 67.49 pp
SYNEVOL-U 11 114 1 134 4 939 1 134 100 % 22.96% 77.04 pp
SynHDFS-U 460 048 5 772 15 545 5 772 100 % 37.13% 62.87 pp

3.4.4 Data availability.

The replication package, including our synthesized datasets, additional experiment results,
and source code, is publicly available [148].

3.5 Results

3.5.1 RQ1: Overall Effectiveness

RQ1 investigates the effectiveness of FlexLog trained with limited data and compares
it to baselines trained with full datasets on ULAD and SLAD. This comparison between
FlexLog and baselines is notably less advantageous for FlexLog, as it is trained with
less data than the baselines5. To prevent inflated effectiveness caused by data leakage, test
data is deduplicated from the training data, as explained in § 3.3.4; a comparison of model
performance evaluated on the test set with and without deduplication is also provided in
Appendix A.2.

Table 3.4 reports the configurations of training datasets for FlexLog and baselines,
including the training dataset size (D#), the number of unique log sequences (U#), the
percentage of unique log sequences relative to the total unique log sequences in the full
datasets (U%) and the reduction in percentage points in labeled data achieved by FlexLog
(ΔU%); please refer to § 3.4.2.4 for details of these metrics. In the rest of this section, we
first report the evaluation of the overall effectiveness of FlexLog and baselines on two
real-world unstable datasets, LOGEVOL-U and ADFA-U (§ 3.5.1.1). To further ana-
lyze the influence of instability, we conducted controlled experiments on two synthesized
datasets, SYNEVOL-U and SynHDFS-U, where varying levels of instability are systemat-
ically introduced (§ 3.5.1.2).

3.5.1.1 Effectiveness on Real-world Datasets

Table 3.5 and Table 3.6 report the effectiveness of FlexLog on two real-world datasets,
LOGEVOL and ADFA, respectively. Column “Data” specifies different dataset configu-

5The effectiveness of baselines when trained on the same limited data as FlexLog is reported in
Appendix A.3.
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Table 3.5: Effectiveness of FlexLog and baselines for ULAD and SLAD on the ADFA
dataset

Data Unstable M
limited data full training set

Supervised Semi-S Unsupervised
FlexLog LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

ADFA No
P 0.708 0.820 0.538 0.718 0.666 0.736 0.357 0.334 0.255 0.196
R 0.894 0.814 0.602 0.708 0.842 0.216 0.430 0.523 0.907 0.139
F1 0.791 0.817 0.568 0.713 0.744 0.334 0.390 0.408 0.398 0.162

adduser Yes
P 0.619 0.673 0.303 0.711 0.547 0.507 0.208 0.198 0.217 0.139
R 0.857 0.786 0.651 0.415 0.775 0.281 0.483 0.562 0.725 0.202
F1 0.718 0.725 0.412 0.524 0.641 0.361 0.291 0.292 0.334 0.165

hydraFTP Yes
P 0.686 0.780 0.532 0.612 0.882 0.247 0.345 0.411 0.268 0.139
R 0.913 0.731 0.306 0.306 0.653 0.897 0.650 0.581 0.950 0.133
F1 0.784 0.754 0.388 0.408 0.750 0.388 0.451 0.481 0.418 0.144

hydraSSH Yes
P 0.657 0.833 0.298 0.656 0.882 0.522 0.408 0.390 0.299 0.121
R 0.804 0.635 0.479 0.262 0.653 0.433 0.583 0.554 0.999 0.121
F1 0.723 0.666 0.368 0.374 0.750 0.473 0.480 0.458 0.461 0.140

java Yes
P 0.634 0.699 0.366 0.695 0.752 0.371 0.357 0.269 0.213 0.169
R 0.650 0.590 0.849 0.457 0.549 0.513 0.516 0.459 0.959 0.157
F1 0.642 0.639 0.511 0.558 0.635 0.430 0.422 0.339 0.348 0.158

web Yes
P 0.639 0.788 0.330 0.583 0.786 0.799 0.254 0.335 0.186 0.204
R 0.709 0.487 0.741 0.395 0.513 0.136 0.530 0.373 0.829 0.191
F1 0.672 0.602 0.457 0.449 0.621 0.233 0.343 0.353 0.304 0.197

meter Yes
P 0.564 0.710 0.312 0.745 0.642 0.569 0.147 0.178 0.235 0.210
R 0.859 0.732 0.889 0.577 0.799 0.163 0.425 0.436 0.943 0.139
F1 0.682 0.679 0.461 0.651 0.711 0.253 0.218 0.253 0.175 0.241

average Yes
P 0.633 0.747 0.357 0.667 0.748 0.503 0.286 0.297 0.236 0.164
R 0.799 0.660 0.652 0.402 0.657 0.404 0.531 0.494 0.901 0.157
F1 0.704 0.677 0.433* 0.494* 0.685 0.356* 0.368* 0.363* 0.340* 0.174*

* FlexLog yields a significant higher F1-score than compared baseline.

rations, including SLAD alongside with various ULAD settings. For instance, Hadoop2→3
represents that logs produced from Hadoop 2 and Hadoop 3 are used as training and test-
ing datasets, respectively. Column “Unstable” indicates whether the data configuration is
unstable or not. Column “M” reports the effectiveness metrics introduced in § 3.4.2.4. We
recall in this table that FlexLog is trained with only “limited data” while all baselines
are all trained with the “full training dataset”, including “supervised”, “semi-supervised”
and “unsupervised” baselines.

As shown in Table 3.5, in the SLAD of the ADFA dataset, FlexLog achieves an
F1 score of 0.791, second only to LightAD (0.817) among all methods. However, in the
ULAD, where log instability arises from environmental changes, i.e., the introduction of
novel attack types, FlexLog outperforms all baselines on 5 out of 6 configurations. The
only exception occurs in the adduser configuration, where LightAD surpasses FlexLog
with a small margin of 0.7 pp (72.5% − 71.8%). Overall, FlexLog yields the highest
average F1 score of 0.704 in ULAD configurations, followed by CNN (0.685) and Ligh-
tAD (0.677). A Mann-Whitney U test indicates that the differences between the average
F1 scores of FlexLog and LightAD, as well as the differences between FlexLog and
CNN, are statistically insignificant, whereas FlexLog outperforms all other baselines sig-
nificantly. Moreover, when moving from SLAD to ULAD, the most effective baseline in
SLAD (LightAD) experiences an average F1 score decrease of 14 pp, whereas the decrease
with FlexLog remains below 9 pp, alleviating the impact of unstable logs on anomaly
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detection effectiveness.
Notably, FlexLog achieves such high effectiveness on the ADFA dataset with only

limited training data, while baselines like LightAD and CNN are trained with full datasets.
As shown in Table 3.4, FlexLog’s fine-tuning datasets contain only 21.57 % of unique
log sequences relative to the total unique log sequences in the full ADFA datasets, each
requiring a dedicated label. This translates to a reduction of 78.43 pp in usage of labeled
data while achieving state-of-the-art effectiveness on the ADFA dataset.

We observe similar results on the LOGEVOL-U dataset, where instability is intro-
duced due to system evolution, e.g., software system version updates. As shown in Table
3.6, we evaluated two SLAD configurations (Hadoop2→2 and Spark2→2) and two ULAD
configurations (Hadoop2→3 and Spark2→3). In the Hadoop2→2 SLAD configuration, all
supervised approaches achieve a high F1 score (≥ 0.980), including FlexLog, LightAD,
NeuralLog, LogRobust, and CNN. In the other SLAD configuration Spark2→2, FlexLog
surpass baselines, reaching an F1 score of 0.984 by 1.4 pp from the top baseline, LightAD.
In the Hadoop2→3 and Spark2→3 ULAD configurations, FlexLog yields F1 scores of 0.982
and 0.892, respectively, remaining the best approach compared to all the baselines. On
average, FlexLog outperforms all the baselines in terms of F1 score, with a minimum
margin of 1.8 pp (0.928 − 0.910). Additionally, when moving from SLAD to ULAD, the
most effective baseline in SLAD (LightAD) experiences an average F1 score decrease of
10 pp, whereas the decrease with FlexLog remains below 7 pp, alleviating once again the
impact of unstable logs on anomaly detection effectiveness.

Similar to the ADFA-U dataset, FlexLog achieves such high effectiveness on the LO-
GEVOL dataset by training on a relatively limited dataset instead of the entire LOGEVOL
training dataset. Specifically, as depicted in Table 3.4, FlexLog’s fine-tuning dataset con-
tain only 32.51 % of unique log sequences relative to the total unique log sequences in the
full LOGEVOL datasets, indicating a reduction in usage of labeled data of 67.49 pp.

3.5.1.2 Impact of Log Instability

As detailed in § 3.4.2.2, we conducted comprehensive experiments on two synthesized
datasets, SynHDFS-U and SYNEVOL-U, to analyze the impact of instability at both the
log sequence and log template levels. Specifically, SYNEVOL-U exhibits instability at
both the sequence and template levels, whereas SynHDFS-U is characterized solely by
sequence-level instability.
Instability at Log Sequence Level. Table 3.7 presents the performance of FlexLog
and baseline approaches on SynHDFS-U with sequence-level instability. As the injection
ratio of changes increases, FlexLog consistently achieves the highest F1 score across
all unstable configurations, demonstrating its robustness to varying levels of instability.
On average, FlexLog outperforms all baselines, exceeding the top-performing baseline,
LightAD, by a margin of 1.2 pp in F1 score. A Mann-Whitney test reveals that the dif-
ference in F1 scores between FlexLog and LightAD is statistically insignificant, indicat-
ing comparable performance between the two. However, unlike all baselines—including
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Table 3.6: Effectiveness of FlexLog and baselines for ULAD and SLAD on the LOGEVOL
dataset

Data Unstable M
limited data full training set

Supervised Semi-S Unsupervised
FlexLog LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

Hadoop2→2 No
P 0.999 0.999 0.997 0.984 0.997 0.648 0.263 0.384 0.952 0.267
R 0.986 0.994 0.986 0.976 0.997 0.888 0.616 0.352 0.320 0.867
F1 0.993 0.997 0.992 0.980 0.997 0.749 0.368 0.367 0.479 0.408

Spark2→2 No
P 0.999 0.999 0.999 0.941 0.999 0.172 0.501 0.512 0.771 0.072
R 0.969 0.939 0.636 0.969 0.878 0.129 0.393 0.443 0.818 0.471
F1 0.984 0.968 0.777 0.952 0.935 0.243 0.441 0.475 0.794 0.125

Hadoop2→3 Yes
P 0.998 0.998 0.914 0.905 0.992 0.626 0.221 0.384 0.510 0.225
R 0.965 0.963 0.984 0.950 0.968 0.819 0.522 0.352 0.371 0.898
F1 0.982 0.980 0.948 0.927 0.980 0.709 0.310 0.367 0.430 0.360

Spark2→3 Yes
P 0.999 0.981 0.916 0.696 0.992 0.105 0.141 0.08 0.347 0.061
R 0.805 0.708 0.766 0.832 0.736 0.377 0.458 0.606 0.805 0.484
F1 0.892 0.829 0.834 0.757 0.840 0.165 0.216 0.122 0.485 0.108

Average
(Spark2→3,
Hadoop2→3)

Yes
P 0.998 0.99 0.915 0.786 0.992 0.366 0.181 0.232 0.428 0.143
R 0.871 0.83 0.875 0.863 0.852 0.887 0.49 0.479 0.588 0.691
F1 0.928 0.898* 0.891* 0.833* 0.910* 0.437* 0.263* 0.244* 0.458* 0.234*

* FlexLog yields a significant higher F1-score than baseline.

LightAD—which are trained on the full dataset, FlexLog is trained on only a small sub-
set comprising 37.13 % of unique log sequences (Table 3.4). This means that FlexLog
achieves similar effectiveness and robustness while reducing the usage of labeled data by
62.87 pp. The effectiveness of FlexLog and baselines on SYNEVOL-U under varying log
sequence instability demonstrated similar results to SynHDFS-U that we have provided in
Appendix A.4.
Instability at Log Template Level. Table 3.8 reports the effectiveness of FlexLog
compared with baselines on SYNEVOL-U under varying template-level changes. Once
again, FlexLog achieves the highest precision, recall, and F1 score across all injec-
tion ratios, outperforming the top-performing baseline—LightAD—by 1.9 pp (96.3% −
94.4%) in terms of average F1 score while reducing usage of labeled data by 77.04 pp.
A Mann-Whitney U test suggests this difference is statistically significant. Similar to
sequence-level changes in SYNEVOL-U, increasing template-level instability negatively
impacts the effectiveness of semi-supervised and unsupervised approaches, whereas super-
vised methods—FlexLog, LightAD, NeuralLog, LogRobust, and CNN—are relatively
robust in terms of effectiveness across instability levels. This is likely because many tem-
plate modifications in SYNEVOL-U involve minor textual variations, such as inserting,
removing, or replacing short tokens, which have minimal impact on ULAD, especially
in long log sequences with up to 1 818 templates. For instance, a log template stat-
ing “SecurityManager: authentication disabled; ui acls disabled; users with
view permissions: Set(root); groups with view permissions: Set(); users with
modify permissions: Set(root); ...” was modified by inserting "so" before "users
with modify permissions", a minor change that has limited impact on ULAD effective-
ness.
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Table 3.7: Effectiveness of FlexLog and baselines under different sequence-level injection
ratios on SynHDFS-U.

Data Unstable M
limited data full training set

Supervised Semi-S Unsupervised
FlexLog LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

0% No
P 0.954 0.976 3 0.949 0.957 0.933 0.630 0.243 0.725 0.999 0.924
R 0.999 0.990 0.985 0.980 0.951 0.966 0.971 0.927 0.346 0.667
F1 0.976 0.983 0.966 0.969 0.942 0.763 0.389 0.814 0.514 0.762

5% Yes
P 0.953 0.957 0.944 0.995 0.932 0.602 0.236 0.678 0.986 0.976
R 0.995 0.985 0.985 0.979 0.952 0.554 0.961 0.894 0.346 0.667
F1 0.974 0.971 0.964 0.878 0.944 0.577 0.380 0.771 0.512 0.792

10% Yes
P 0.954 0.966 0.914 0.692 0.933 0.404 0.239 0.649 0.999 0.225
R 0.995 0.980 0.980 0.974 0.951 0.884 0.975 0.927 0.350 0.673
F1 0.974 0.973 0.946 0.809 0.942 0.555 0.385 0.764 0.519 0.337

20% Yes
P 0.949 0.943 0.906 0.560 0.933 0.345 0.482 0.644 0.949 0.158
R 0.995 0.966 0.980 0.956 0.951 0.798 0.538 0.889 0.360 0.694
F1 0.971 0.954 0.942 0.707 0.942 0.482 0.509 0.747 0.522 0.258

30% Yes
P 0.940 0.925 0.896 0.489 0.929 0.243 0.464 0.548 0.915 0.137
R 0.985 0.956 0.970 0.951 0.947 0.877 0.572 0.903 0.365 0.718
F1 0.964 0.940 0.931 0.646 0.938 0.381 0.512 0.682 0.522 0.230

Average Yes
P 0.949 0.948 0.915 0.684 0.932 0.398 0.355 0.63 0.962 0.374
R 0.992 0.972 0.979 0.965 0.95 0.778 0.762 0.903 0.355 0.688
F1 0.971 0.959 0.946* 0.760* 0.942* 0.499* 0.446* 0.741* 0.519* 0.404*

* FlexLog yields a significant higher F1-score than compared baseline.

The answer to RQ1 is that FlexLog achieves state-of-the-art effectiveness on both
real-world and synthesized datasets while exhibiting high data efficiency (with a re-
duction in labeled data usage ranging between 62.87 pp and 78.43 pp). On synthesized
datasets, FlexLog remains effective under up to 30 % sequence- and template-level
instability.

3.5.2 RQ2: Data Efficiency on the ADFA-U Dataset

RQ2 focuses on the data efficiency analysis of FlexLog and baselines. As mentioned in
§ 3.4.1, computational constraints preclude us from investigating the data efficiency on
all the datasets. Hence, we focus on ADFA-U in this RQ since it includes six diverse
configurations, enabling a robust evaluation under different real-world ULAD scenarios.
As shown in RQ1, these diverse configurations make it the most challenging dataset in
our experiments in terms of detection effectiveness. Specifically, for each configuration, we
randomly sample five training subsets (50, 500, 1000, 1500, and 2000 samples) to simulate
different levels of data scarcity.

Table 3.9 reports statistics for the sampled subsets, including the percentage of unique
log sequences (U%), which is calculated by dividing the number of unique log sequences in
each subset by the total number of unique log sequences in the full training dataset. This
percentage represents the proportion of labeling effort required for each subset compared to
full dataset annotation. The table further provides the percentages of unique log sequences
for each class ( U+% and U−%). Notably, the smallest subset (D# = 50) contains < 1.5% of
unique log sequences, representing extreme data scarcity scenarios where the availability
of labeled data is highly limited.
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Table 3.8: Effectiveness of FlexLog and baselines under different template-level injection
ratios on SYNEVOL-U.

Data Unstable M
limited data full training set

supervised Semi-S Unsupervised
FlexLog LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

0% No
P 0.999 0.999 0.999 0.941 0.999 0.172 0.501 0.512 0.771 0.072
R 0.969 0.939 0.636 0.969 0.878 0.129 0.393 0.443 0.818 0.471
F1 0.984 0.968 0.777 0.952 0.935 0.243 0.441 0.475 0.794 0.125

5% Yes
P 0.999 0.999 0.999 0.943 0.999 0.127 0.351 0.282 0.651 0.062
R 0.970 0.941 0.647 0.971 0.882 0.315 0.393 0.382 0.823 0.500
F1 0.985 0.969 0.785 0.956 0.937 0.181 0.440 0.325 0.727 0.111

10% Yes
P 0.999 0.999 0.999 0.921 0.937 0.120 0.260 0.181 0.622 0.054
R 0.942 0.914 0.600 0.969 0.857 0.316 0.371 0.400 0.800 0.457
F1 0.970 0.955 0.750 0.944 0.895 0.174 0.305 0.250 0.700 0.097

15% Yes
P 0.999 0.999 0.999 0.944 0.916 0.117 0.265 0.180 0.604 0.054
R 0.921 0.894 0.605 0.918 0.891 0.315 0.447 0.447 0.763 0.447
F1 0.958 0.944 0.754 0.931 0.904 0.171 0.333 0.257 0.674 0.097

20% Yes
P 0.999 0.999 0.916 0.943 0.906 0.112 0.180 0.095 0.457 0.047
R 0.941 0.911 0.647 0.951 0.852 0.315 0.382 0.411 0.794 0.470
F1 0.969 0.953 0.758 0.946 0.878 0.165 0.245 0.155 0.580 0.085

25% Yes
P 0.999 0.999 0.999 0.908 0.916 0.127 0.188 0.100 0.507 0.051
R 0.904 0.850 0.625 0.954 0.846 0.239 0.400 0.400 0.800 0.475
F1 0.950 0.918 0.769 0.930 0.880 0.166 0.256 0.160 0.621 0.093

30% Yes
P 0.973 0.999 0.931 0.923 0.947 0.121 0.180 0.096 0.438 0.053
R 0.925 0.857 0.642 0.954 0.857 0.242 0.404 0.476 0.761 0.476
F1 0.948 0.923 0.760 0.938 0.900 0.161 0.250 0.160 0.556 0.095

Average Yes
P 0.995 0.999 0.974 0.93 0.937 0.121 0.237 0.156 0.547 0.053
R 0.934 0.894 0.628 0.953 0.864 0.29 0.399 0.419 0.79 0.471
F1 0.963 0.944* 0.763* 0.941* 0.899* 0.170* 0.305* 0.218* 0.643* 0.096*

* FlexLog yields a significant higher F1-score than compared baseline.

Table 3.9: Statistics of the sampled subsets of ADFA-U.
D# adduser hydraFTP hydraSSH java web meter

U% U+% U−% U# U+% U−% U# U+% U−% U# U+% U−% U# U+% U−% U# U+% U−%
50 1.43 3.88 0.81 1.46 4.37 0.81 1.37 4.46 0.70 1.44 4.08 0.81 1.34 4.05 0.70 1.30 3.77 0.66

500 12.23 32.34 7.19 12.50 36.18 7.23 12.62 36.96 7.30 11.95 32.84 6.98 12.42 34.19 7.19 12.46 31.11 7.66

1000 21.78 53.65 13.80 21.45 57.16 13.53 21.76 58.03 13.82 21.55 54.08 13.84 21.30 53.80 13.49 21.81 52.41 13.91

1500 29.10 67.49 19.47 29.15 70.97 19.82 29.23 72.32 19.79 29.17 70.09 19.47 29.49 69.85 19.79 28.77 67.22 18.80

2000 35.48 78.38 24.72 35.04 82.69 24.41 35.96 82.32 25.81 36.13 79.90 25.71 35.30 79.57 24.66 35.11 76.43 24.43

Figure 3.6 depicts the effectiveness of FlexLog and top baselines trained on the
sampled subsets of ADFA-U. Less competitive baselines, such as PLELog, LogAnomaly,
DeepLog, LogCluster, and PCA, are not illustrated in the figure for brevity. The dashed
horizontal line in each figure represents the state-of-the-art results on each dataset, pro-
duced by LightAD trained with full datasets.

Table 3.10 highlights the improvement of FlexLog by calculating F1 score differences
in percentage points between FlexLog and baselines. We also report Mann-Whitney U
Test results for F1 comparisons across datasets. A “∗” symbol is appended to the average
F1 score if FlexLog significantly outperforms the baseline in terms of F1 score.

Overall, FlexLog consistently achieves superior performance in terms of average F1
scores compared to the baselines when trained with the same amount of labeled data. As
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shown in Table 3.10, the average F1 score improvements over the strongest baseline (i.e.,
FlexLog minus LightAD) for D# = 50, 500, 1000, 1500, and 2000 are 2 pp, 13 pp, 10 pp,
8 pp, and 7 pp, respectively. Mann-Whitney U tests show the significance of all the im-
provements, except for the extreme data scarcity scenario with D# = 50. Notably, even
when compared to LightAD trained on the full dataset (represented by the dashed horizon-
tal lines in all plots in Figure 3.6), FlexLog achieves higher or comparable performance
with significantly less labeled data. In the remainder of this section, we elaborate on the
performance of FlexLog and baselines under different data scarcity scenarios.

Under extreme data scarcity (D# = 50), we observe that all approaches exhibit poor
performance in terms of F1 score, which are lower than 0.60, respectively, across all six
configurations of ADFA-U. This limitation likely stems from insufficient training data diver-
sity. As reported in the first row of Table 3.9, the 50 samples selected for each configuration
of ADFA-U contain less than 1.46 % of total unique log sequences in full datasets. The
percentages of unique anomalous log sequences are also low, with a maximum of 4.46 % (
D# = 50, the java configuration). Such low diversity and small size of the labeled datasets
tend to be insufficient for the training of all approaches, including FlexLog and baselines.

Under less severe data scarcity (D# = 500, 1000, 1500, 2000), all methods exhibit im-
proved effectiveness compared to the extreme label scarcity scenario (D# = 50). FlexLog
outperforms all baselines across all six configurations in terms of F1 score. As reported in
Table 3.10, the maximum percentage points against LightAD are observed at D# = 500,
reaching 13 pp on average. The average difference values diminish to 7 pp as data size
increases to 2000, underscoring FlexLog’s advantage with limited labeled data. Mann-
Whitney U tests confirm the significance of all the differences (D# = 500, 1000, 1500, 2000).

The answer to RQ2 is that FlexLog outperforms baselines in F1 scores under varying
data scarcity levels of ADFA-U except at D# = 50, where all methods perform poorly
due to insufficient data.

3.5.3 RQ3: Time and Memory Efficiency

3.5.3.1 Time Efficiency

Table 3.11 reports the training and inference time of FlexLog and the baselines across
different datasets. Column “M” denotes the metric, where “T” represents the training
time of full datasets (in seconds) and “I” represents the average inference time of one
log sequence (in seconds). Specifically, we include FlexLog’s base models—one LLM
(Mistral) and three ML models (KNN, DT, and SLFN), which are introduced in § 3.4.3.2.
The reported training and inference times represent the total time aggregated across these
models (without considering parallel computation).

FlexLog requires substantially more training time than the baselines, with a maxi-
mum of 23 706 seconds (6 hours and 35 minutes) on the LOGEVOL-U Spark and SYNEVOL-
U datasets. In contrast, the maximum training time of the baselines is recorded as only
1 550 seconds when training NeuralLog on the LOGEVOL-U Hadoop dataset. However,
since training is a one-time cost, such a long training time is generally acceptable.
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Figure 3.6: Effectiveness of FlexLog and top four baselines trained on varying data
scarcity level on ADFA-U.
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Table 3.10: F1 score differences (in percentage points) and statistical testing results when
comparing FlexLog to baseline methods on the ADFA-U dataset.

Configuration D# Supervised Semi-S Unsupervised

LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

adduser

50 4 22 13 13 3 10 10 23 19
500 11 33 28 21 24 36 44 42 55
1000 13 11 32 18 22 40 45 49 64
1500 7 12 29 16 40 47 47 47 64
2000 10 23 21 18 23 47 50 48 67

hydraFTP

50 2 27 28 20 20 22 22 26 38
500 19 16 29 6 48 33 35 38 58
1000 6 14 23 8 32 42 42 44 64
1500 5 12 20 7 47 38 39 42 63
2000 3 19 16 7 28 35 34 37 64

hydraSSH

50 1 35 21 19 6 17 19 22 28
500 16 10 31 10 40 32 29 36 52
1000 8 8 29 11 56 37 31 36 53
1500 7 4 12 2 35 31 30 30 52
2000 12 18 9 8 33 34 31 37 57

java

50 3 11 8 3 15 5 1 11 7
500 11 37 39 23 51 41 47 48 48
1000 6 7 25 10 50 29 35 36 47
1500 6 7 15 18 46 29 35 35 48
2000 5 14 10 12 33 29 36 36 51

meter

50 −4 5 5 2 7 0 1 5 10
500 11 39 33 30 51 45 46 47 53
1000 15 23 37 24 58 50 52 49 65
1500 13 30 33 15 53 50 52 48 63
2000 6 22 27 5 53 48 46 46 67

web

50 8 41 20 4 14 13 13 22 20
500 9 29 23 8 17 37 36 34 47
1000 12 35 30 13 35 40 40 41 60
1500 13 24 32 20 45 43 42 44 58
2000 9 17 17 11 42 32 31 37 53

average

50 2 23* 18* 10* 11* 11* 11* 18* 20*
500 13* 27 30 16* 38* 37* 39* 41* 52*
1000 10* 16* 29* 14* 42* 40* 41* 42* 59*
1500 8* 15* 23* 13* 44* 40* 41* 41* 58*
2000 7* 19* 17* 10* 35* 37* 38* 40* 60*

* FlexLog yields a significant higher F1-score than compared baseline.

FlexLog’s average inference time, per log sequence, remains below 1 second, ranging
from 0.771 on SynHDFS-U to 0.988 on SYNEVOL-U. While this is significantly higher than
traditional ML and DL baselines—some of which make one prediction in milliseconds—it
reflects the inherent trade-off between model complexity and efficiency. Simpler models,
such as PCA and LogCluster, achieve near-instantaneous inference but suffer from low
detection effectiveness, failing to detect critical anomalies (§ 3.5.1). The inference time of
FlexLog is acceptable in user-oriented monitoring systems, where inference times on the
order of seconds are generally tolerable. Examples include cloud service monitoring (e.g.,
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Table 3.11: Training (T) and Inference (I) time of FlexLog and the baselines (in seconds)
on ADFA-U, LOGEVOL-U, SynHDFS-U, and SYNEVOL-U.

Config M Supervised Semi-S Unsupervised
FlexLog Mistral KNN DT SLFN LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

ADFA-U

adduser T 16 161 16 160 2 <0.001 <0.001 5 922 221 271 285 276 184 4 0.017
I 0.836 <0.001 <0.001 0.005 0.842 0.012 0.664 0.234 0.164 0.211 0.025 0.012 <0.001 ≪ 0.001

hydraFTP T 15 906 15 906 1 <0.001 <0.001 4 920 220 269 285 276 181 4 0.017
I 0.818 0.813 <0.001 <0.001 0.005 0.014 0.635 0.229 0.165 0.211 0.024 0.011 <0.001 ≪ 0.001

hydraSSH T 14 147 14 146 1 <0.001 <0.001 5 923 220 269 285 275 183 4 0.017
I 0.832 0.832 <0.001 <0.001 0.004 0.014 0.655 0.232 0.164 0.211 0.025 0.012 <0.001 ≪ 0.001

java T 13 933 13 932 1 <0.001 <0.001 6 921 220 270 285 275 180 4 0.017
I 0.875 0.870 <0.001 <0.001 0.005 0.014 0.673 0.236 0.164 0.211 0.025 0.011 <0.001 ≪ 0.001

web T 14 079 14 078 1 <0.001 <0.001 5 918 220 270 285 276 181 4 0.017
I 0.864 0.860 <0.001 <0.001 0.004 0.013 0.679 0.231 0.165 0.211 0.025 0.012 <0.001 ≪ 0.001

meter T 15 324 15 323 1 <0.001 <0.001 3 921 220 269 285 276 182 4 0.017
I 0.888 0.885 <0.001 <0.001 0.003 0.014 0.682 0.238 0.165 0.211 0.025 0.012 <0.001 ≪ 0.001

LOGEVOL-U

Hadoop T 4 031 4 031 6 <0.001 <0.001 30 1 550 178 316 48 1 340 1 020 21 0.180
I 0.435 0.414 0.003 0.001 0.017 0.067 0.275 0.078 0.077 0.072 0.004 0.001 <0.001 ≪ 0.001

Spark T 23 706 23 706 N/A ≪0.001 ≪0.001 0.2 712 232 136 220 944 514 9 0.015
I 0.844 0.838 N/A <0.001 0.006 0.038 0.564 0.082 0.072 0.006 0.007 0.003 < 0.001 ≪ 0.001

SynHDFS-U

average T 13 587 13 583 4 <0.001 <0.001 22 1 260 293 355 42 976 1 110 20 0.067
I 0.771 0.771 ≪0.001 ≪0.001 <0.001 0.005 0.259 0.008 0.016 0.007 0.004 0.002 < 0.001 ≪ 0.001

SYNEVOL-U

average T 23 706 23 706 N/A <0.001 <0.001 0.2 712 232 136 220 944 514 9 0.015
I 0.988 0.979 N/A <0.001 0.009 0.038 0.703 0.116 0.076 0.008 0.013 0.004 < 0.001 ≪ 0.001

AWS CloudWatch [149], Microsoft Azure Monitor [150]), where system logs are analyzed
to detect performance issues; IT infrastructure monitoring (e.g., Prometheus [151]), where
server and network health metrics are updated periodically; and industrial IoT monitoring,
where manufacturing systems and smart grids detect equipment failures. In these cases,
inference time or response time of an anomaly detector within seconds still allows for
timely interventions. In contrast, latency-sensitive domains, such as high-frequency trad-
ing systems, demand millisecond-level inference time, as decisions must be made within
microseconds to capitalize on market fluctuation [152]. In such scenarios, the inference
time of FlexLog, which is on the order of seconds, is not acceptable.

We remark that although FlexLog is not as efficient as traditional methods, its su-
perior effectiveness justifies its application in scenarios where reliability is paramount. In
anomaly detection, false negatives—undetected anomalies—can have far greater conse-
quences than minor delays in inference time. For instance, in high-stakes environments
like cybersecurity or critical infrastructure monitoring, failing to detect an anomaly or an
intrusion attempt could lead to data breaches, financial losses, or system-wide failures.
While simpler models offer faster inference, they often sacrifice effectiveness, leading to
unacceptable numbers of false positives and false negatives.

To further explain the time cost of FlexLog, Table 3.11 shows the training and in-
ference time of its base models, which include one LLM (Mistral) and three ML models
(KNN, DT, and SLFN). We find that Mistral requires substantially more training time and
average inference time per sequence compared to the three ML base models, accounting
for the majority of time needed for FlexLog. Specifically, while Mistral’s training and
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inference time remain under 7 hours and 1 s, respectively, all ML base models take less
than 6 s for training and less than 0.001 s for inference per log sequence. This discrepancy is
primarily due to Mistral’s significantly large number of trainable parameters. As a result,
Mistral has the most impact on the time efficiency of FlexLog compared to ML models.
However, with parallel computing and more powerful hardware, the efficiency of LLMs can
easily be significantly improved, thereby enhancing the overall efficiency of FlexLog.

3.5.3.2 Memory Efficiency of FlexLog’s Cache Mechanism

FlexLog leverages a caching mechanism to improve efficiency during inference by stor-
ing predictions for previous log sequences, as described in § 3.3.2. The cache improves
FlexLog’s time efficiency by reducing repetitive computation, although it introduces
extra memory overhead. To evaluate the memory efficiency of this caching component,
we report the memory usage, defined in § 3.4.2.4, during inference across our datasets.
For ADFA-U, which contains the longest sequences with an average length of 461 tem-
plates, FlexLog consumes between 17.16 MB and 19.60 MB of memory. For LOGEVOL-
U, which has the largest number of log sequences, the memory usage remains below 4 MB—
specifically, 1.75 MB for Hadoop and 3.5 MB for Spark. For our synthetic datasets, mem-
ory usage also stays below 1 MB, averaging 576 kB and 2.88 MB for SynHDFS-U and
SYNEVOL-U, respectively, across different injection ratios. Overall, this level of memory
usage demonstrates the scalability potential of FlexLog ’s caching mechanism, especially
when balanced against the time savings presented as part of the answer to RQ4 (§ 3.5.4.1).
Regarding scalability in systems with extremely long or highly diverse sequences, we note
that the cache’s delete function helps keep memory consumption under control (see § 3.3.2
for details). Further analysis of memory efficiency will depend on the specific memory
resources available in the monitoring system during inference.

The answer to RQ3 is that while FlexLog is not the most time-efficient in ULAD
inference, it processes each log sequence within 1 s on average. FlexLog’s cache
memory remains below 4 MB for most datasets (up to 19.6 MB for ADFA-U), confirming
its memory efficiency.

3.5.4 RQ4: Configuration Impact

In this section, we investigate the impact of FlexLog’s different ablation configurations,
such as excluding the cache mechanism (§ 3.5.4.1), excluding RAG (§ 3.5.4.2) and different
choices of base models in ensemble learning (§ 3.5.4.3). Additionally, we investigate the
impact of alternative LLMs in the configuration of FlexLog (§ 3.5.4.3) to highlight the
advantages of using Mistral Small as the LLM component.

3.5.4.1 Impact of Cache-empowered Inference

FlexLog maintains a cache 𝐶 to avoid redundant predictions incurred by recurring log
sequences, thus improving inference efficiency. To assess the impact of 𝐶 on inference
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Table 3.12: FlexLog vs. FlexLog w/o cache — Comparisons of inference time per log
sequence (in seconds) on ADFA-U, LOGEVOL-U, SYNEVOL-U, and SynHDFS-U

Config ADFA-U LOGEVOL-U SYNEVOL-U SynHDFS-U
adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average

FlexLog 0.842 0.818 0.832 0.875 0.864 0.888 0.853 0.435 0.844 0.628 0.941 0.771
FlexLog w/o cache 0.896 0.861 0.898 0.916 0.909 0.952 0.905 0.793 1.086 0.940 0.988 0.794

Difference (s) -0.054 -0.043 -0.066 -0.041 -0.045 -0.064 -0.052∗ -0.358 -0.242 -0.312∗ -0.047∗ -0.023

∗ FlexLog yields a significant lower inference time than FlexLog without cache.

time, we compare FlexLog and FlexLog without cache (denoted by “w/o cache”) in
terms of inference time across four datasets: ADFA-U, LOGEVOL-U, SYNEVOL-U, and
SynHDFS-U. The results of this comparison are reported in Table 3.12. Column “Config”
indicates the subjects under comparison — FlexLog and FlexLog w/o cache; the follow-
ing four columns “ADFA-U”, “LOGEVOL-U”, “SYNEVOL-U” and “SynHDFS-U” report
the results of inference time per log sequence (in seconds) for each respective dataset. For
the real-world datasets (ADFA-U and LOGEVOL-U), we report inference time for each
configuration. In contrast, for the synthetic datasets (SYNEVOL-U and SynHDFS-U), we
provide only the average inference time across configurations. This is because different con-
figurations of SYNEVOL-U and SynHDFS-U vary in the injection ratio of changes, which
has minimal impact on inference time, leading to similar inference time across configura-
tions. Hence, we report only the average inference time on synthesized datasets for brevity.
The last row “Difference” indicates the difference between the inference time of FlexLog
and that for FlexLog w/o cache. Similar to RQ1 (§ 3.5.1), we conducted Mann-Whitney
U tests on each dataset to assess the statistical significance of the differences in inference
times; the symbol “*” indicates the inference time of FlexLog is significantly lower than
that of FlexLog w/o cache.

We observe that the introduction of the cache consistently reduces the inference time
across all datasets. The reduction on two real-world datasets—ADFA-U and LOGEVOL-
U—and SYNEVOL-U are more pronounced than SynHDFS-U, with reductions of 0.052,
0.312, and 0.047, respectively. Mann-Whitney U tests confirm these reductions are statis-
tically significant, whereas the reduction on SynHDFS-U is smaller (0.023) and statistically
not significant. However, as discussed in § 3.5.3, the practical impact of caching is limited
in user-oriented monitoring systems, where inference times below 1 second are generally
considered acceptable. While caching improves efficiency, the reduction in inference time
might be too small to make a noticeable difference in such systems.

That said, we remark that the impact of caching previously seen log sequences de-
pends on how frequently identical log sequences reappear in real-world systems. In our
experiments, 6 %, 43 %, 2.7 %, and 2.2 % of log sequences appear more than once in
the testing dataset of ADFA-U, LOGEVOL-U, SYNEVOL-U, and SynHDFS-U, respec-
tively. Hence, the average reduction of inference time on each dataset, ordered from the
greatest to the least, is as follows: LOGEVOL-U (−0.312 seconds), ADFA-U (−0.052 sec-
onds), SYNEVOL-U (−0.047 seconds), and SynHDFS-U (−0.023 seconds). In practice,
in many operational environments, such as distributed cloud computing frameworks (e.g.,
Hadoop [153] and Spark [154]) and security monitoring systems, certain types of log se-
quences, such as scheduled job reports and system diagnostics, occur repeatedly over time.
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Table 3.13: FlexLog vs. FlexLog w/o RAG — Comparisons in terms of F1 score (in
percentage points) on the ADFA-U dataset.

Config adduser hydraFTP hydraSSH java meter web Average
FlexLog 71.8 78.4 72.3 64.2 68.2 67.2 70.4

FlexLog w/o RAG 68.8 70.5 64.8 62.2 65.9 64.1 66.0

Difference (pp) 3.0 7.9 7.5 2.0 2.3 3.1 4.4∗

∗ FlexLog yields a significant higher F1-score than FlexLog without RAG.

In these cases, the cache mechanism of FlexLog can significantly improve inference effi-
ciency, but its impact depends on the extent of redundant computations and the acceptable
latency requirements of the system.

3.5.4.2 Impact of RAG

FlexLog employs RAG to retrieve context for log sequences, providing relevant informa-
tion that enriches the prompts. In our experiments, only ADFA-U has available contextual
information, specifically Linux system call descriptions. Hence, RAG is only applied in the
experiments on the ADFA-U dataset. To assess the impact of RAG, we compare the F1
scores of FlexLog and FlexLog without RAG (denoted by “w/o RAG”) on ADFA-U.
The results of this comparison are reported in Table 3.13. Column “Config” represents
the subjects under comparison — FlexLog and FlexLog w/o RAG. Column “adduser”,
“hydraFP”, “hydraSSH”, “java”, “meter”, and “web” reports the F1 scores of six different
configurations of ADFA-U; configuration details are described in § 3.4.2.2. The last col-
umn “Average” indicates the average F1 score across all six configurations; the last row
“Difference (pp)” reports the difference between the F1 scores of FlexLog and those of
FlexLog w/o RAG. We performed a Mann-Whitney U test to assess the significance
of the differences; however, testing on individual configurations was not feasible since we
repeated the experiments on each configuration 5 times, which does not provide sufficient
statistical power. Instead, a Mann-Whitney U test was run across all six configurations,
increasing the test sample size to 30.

The results in Table 3.13 show that FlexLog outperforms FlexLog w/o RAG on all
six configurations of ADFA-U, with differences ranging from 2 pp to 7.9 pp. On average,
RAG improves the F1 score of ULAD from 0.660 to 0.704 (4.4 pp). A Mann-Whitney U test
confirms this improvement is statistically significant. Notably, across all six configurations
of ADFA-U—each representing distinct unseen attack types in the testing set—FlexLog
consistently achieved higher effectiveness when RAG was applied. The RAG component
enhances the FlexLog’s capacity to generalize to unseen failure and attack patterns by
dynamically retrieving relevant contextual knowledge during inference. While the magni-
tude of improvement may vary across datasets depending on the availability and quality of
contextual information, these findings suggest that RAG consistently improves effective-
ness. Overall, FlexLog does not assume a fixed or progressive change model; instead,
RAG enables adaptive context integration, improving robustness to unseen or evolving
patterns.
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These results confirm that the RAG component of FlexLog is effective in improving
F1 scores on ADFA-U. This suggests that RAG could similarly improve performance on
other datasets that have contextually rich log information. For example, in cloud comput-
ing platforms (e.g., AWS or Azure), where logs often include metadata such as instance IDs,
resource types, or service configurations, RAG could enhance the effectiveness of ULAD
by providing context that helps identify patterns or anomalies related to specific resources
or services.

3.5.4.3 Impact of Base Model Choices in Ensemble Learning

FlexLog employs an ensemble of four base models for ULAD, leveraging diverse perspec-
tives to enhance predictive effectiveness. As described in § 3.4.3, the ensemble in FlexLog
includes one LLM (Mistral) and three ML models (KNN, DT, and SLFN), which were se-
lected empirically due to their superior performance across different datasets. In this
section, we present the results of different base model choices on ADFA-U, LOGEVOL-U,
SynHDFS-U, and SYNEVOL-U, including ablation studies (e.g., removing individual base
models and removing all ML base models) and replacing Mistral with alternative LLMs
(Llama 3.1 and GPT-4o).
Ablation Study Table 3.14 reports ablation studies of FlexLog on all ULAD configu-
rations. Column “Config” denotes the configuration of Flexlog; for instance, “w/o SLFP”
represents FlexLog without SLFP base model, and “w/o ML” represents FlexLog with-
out the three ML models (KNN, DT, and SLFN), resulting in standalone Mistral. To eval-
uate the individual contribution of each base model, we first assessed four configurations
of FlexLog, each obtained by removing a single base model: FlexLog w/o Mistral, w/o
KNN, w/o SLFN, and w/o DT. The results in Table 3.14 indicate that removing Mistral
leads to the most significant drop in F1 scores, with a maximum reduction of 6.7 pp on
ADFA-U adduser. Removing any of the ML models (KNN, DT, or SLFN) also results
in reduced F1 scores across all configurations in all the datasets.To assess the statistical
significance of these reductions, we conducted Mann-Whitney U tests on each dataset. The
results confirm that the decreases in F1 scores are statistically significant in all cases, except
for FlexLog w/o KNN, w/o DT, and w/o SLFN on LOGEVOL-U. This highlights the
effectiveness of each ML base model in contributing to FlexLog ’s overall effectiveness.
Further, we assess the contribution of all ML models by excluding all three ML models
from FlexLog, leaving only Mistral for predictions. This resulted in decreased F1 scores
across most datasets, except for LOGEVOL-U Spark and SYNEVOL-U, where “w/o ML”
outperformed FlexLog by 7 pp (96.2%−89.2%) and 0.8 pp (97.9%−97.1%), respectively.
Mann-Whitney U tests show that FlexLog significantly outperforms “w/o ML” in terms
of F1 score on ADFA-U and SynHDFS-U. The F1 score difference on SYNEVOL-U be-
tween FlexLog and “w/o ML” is statistically not significant, whereas on LOGEVOL-U
Spark, ”w/o ML” achieves a significantly higher F1 score than FlexLog. These results
align with the findings from removing individual ML base models, further suggesting that
the ML base models contribute negatively to FlexLog’s performance on LOGEVOL-U
Spark and , leading to “w/o ML” outperforming the ensemble.

A likely explanation for the better performance of FlexLog without any ML base
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models on LOGEVOL-U Spark and SYNEVOL-U is these datasets’ extreme class imbal-
ance. As detailed in § 3.4.2.1, LOGEVOL-U Spark and SYNEVOL-U share the same
training dataset, sampled from LogEvol Spark 2, which is highly imbalanced: only 16 % of
log sequences in the sampled training dataset are anomalous, compared to 50 % in ADFA-
U and LOGEVOL-U Hadoop, and 57 % in SynHDFS-U. It is well known that traditional
ML models, such as KNN, SLFN, and DT, struggle with highly imbalanced datasets [155].
Since FlexLog integrates these ML models, its performance is negatively affected.

To mitigate data imbalance, we experimented with both down-sampling and over-
sampling techniques [156]. Down-sampling by reducing normal logs to match the number
of anomalous logs led to a decrease of 5 pp in F1 score. For over-sampling, we applied
several standard strategies, including duplicating anomalous logs, adding small perturba-
tions to representation vectors, and using the Synthetic Minority Oversampling Technique
(SMOTE) [157] on representation vectors. However, none of these approaches improved
the effectiveness of the ML models. The key challenge lies in the representation of log
sequences as count vectors. Unlike continuous feature spaces where interpolation can
generate plausible synthetic samples, count vector representations encode categorical re-
lationships, making common over-sampling techniques such as SMOTE [157] prone to
producing unrealistic or noisy data. In contrast, standalone Mistral (“w/o ML”) remains
robust in predictive effectiveness, leveraging its pretraining on vast and diverse corpora to
mitigate data imbalance. Based on these findings, we recommend using standalone Mistral
instead of the full FlexLog when dealing with extremely imbalanced training datasets,
eliminating the negative effect of poorly trained ML models.

For future improvements, more advanced data augmentation techniques, such as Gen-
erative Adversarial Networks (GANs), could be used to generate synthetic log sequences
directly, rather than modifying their count vector representations. This avoids the issue of
unrealistic or noisy data caused by over-sampling in a discrete feature space, making the
synthetic data more useful for training ML models on imbalanced datasets like LOGEVOL-
U Spark. As a result, this could potentially improve FlexLog ’s overall performance.
Alternative LLMs. Table 3.15 reports the F1 score of FlexLog with three LLM choices.
Column “Config” represents different configurations of FlexLog, wherein Mistral is re-
placed by Llama 3.1 8B (“𝑀𝑖𝑠𝑡𝑟𝑎𝑙 → 𝐿𝑙𝑎𝑚𝑎”) and GPT-4o (“𝑀𝑖𝑠𝑡𝑟𝑎𝑙 → 𝐺𝑃𝑇”). Column
“Source” indicates whether the employed LLM is open-source or closed-source. Experi-
mental results indicate that GPT-4o and Mistral achieve comparable effectiveness, both
consistently outperforming Llama across all configurations and datasets. Mann-Whitney
U tests at the dataset level confirm that the F1 score differences between FlexLog and
“ 𝑀𝑖𝑠𝑡𝑟𝑎𝑙 → 𝐺𝑃𝑇” are not significant across all four datasets. However, FlexLog sig-
nificantly outperforms “𝑀𝑖𝑠𝑡𝑟𝑎𝑙 → 𝐿𝑙𝑎𝑚𝑎” on ADFA-U, LOGEVOL-U, and SynHDFS-U,
while the difference on SYNEVOL-U is not statistically significant. These findings un-
derscore the effectiveness of Mistral for ULAD, demonstrating performance on par with
the closed-source GPT-4o while avoiding the financial cost associated with API invoking.
Thus, we recommend Mistral as a cost-effective yet competitive base model for FlexLog.

98



Table 3.14: Ablation studies of FlexLog on all unstable datasets.
Config ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U

adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average
FlexLog 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971

w/o Mistral 0.645 0.769 0.692 0.628 0.639 0.616 0.664* 0.975 0.841 0.908* 0.939* 0.936*
w/o KNN 0.683 0.768 0.654 0.621 0.651 0.579 0.659* 0.980 N/A 0.980 0.945* N/A
w/o DT 0.667 0.749 0.690 0.640 0.654 0.623 0.670* 0.973 0.875 0.924 0.948* 0.959*

w/o SLFN 0.677 0.691 0.613 0.641 0.647 0.556 0.637* 0.978 0.871 0.924 0.934* 0.948*
w/o ML 0.579 0.591 0.630 0.628 0.674 0.571 0.612* 0.998 0.962 0.980† 0.928* 0.979
∗ FlexLog yields a significant higher F1-score than the ablation configuration.
† FlexLog yields a significant lower F1-score than the ablation configuration.
N/A Not applicable. KNN is excluded from FlexLog on the SynHDFS-U and LOGEVOL-U datasets (see § 3.4.3.2)

Table 3.15: F1 scores of using alternative LLMs in FlexLog.
Config Source ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U

adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average
FlexLog open 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971

𝑀𝑖𝑠𝑡𝑟𝑎𝑙 → 𝐿𝑙𝑎𝑚𝑎 open 0.679 0.743 0.707 0.593 0.669 0.591 0.664* 0.941 0.850 0.895* 0.949* 0.970

𝑀𝑖𝑠𝑡𝑟𝑎𝑙 → 𝐺𝑃𝑇 closed 0.721 0.786 0.718 0.648 0.690 0.696 0.710 0.981 0.886 0.933 0.976 0.971

∗ FlexLog yields a significant higher F1 score compared to using the alternative LLM.

The answer to RQ4 is that the full FlexLog configuration—combining cache, RAG,
and an ensemble of KNN, DT, SLFN, and Mistral—performs best, with each com-
ponent improving efficiency or effectiveness. Among LLMs, Mistral is a cost-effective
choice, matching the performance of GPT-4o while outperforming Llama.

3.5.5 Discussion

In this section, to guide AIOps engineers, we highlight the implications of our study for
ULAD.

3.5.5.1 Token Consumption of LLMs

In the early times of leveraging attentive language models, language models accepted lim-
ited input tokens, such as a maximum of 512 input tokens for BERT [158], making it
challenging to apply them to long log sequences. However, as language models expanded
into LLMs, the maximum input token limit also increased, both for open-source and closed-
source models. Table 3.16 reports the input token limits of the LLMs used in our work and
compares them with the maximum token consumption observed for each dataset. Column
“Model” denotes LLMs used in our experiments. Column “Source” indicates whether the
LLM is open-sourced or closed-source. Column “Input Token Limit” reports the input
token limit specific to each LLM. Column “Maximum Input Token” denotes the maximum
token consumption of FlexLog’s prompts on each dataset. We note that these values
vary across LLMs due to variations in their tokenization processes. Our results show that
FlexLog’s token consumption remains well within input token limits for all LLMs, in-
dicating that the challenge of input token limits has been alleviated and even eliminated
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for our datasets. The highest usage is only 37.7 % (24 735 out of the maximum limit of
65 536 tokens), with prompts used by GPT-4o for ADFA-U. Notably, in our experiments,
we have included various log datasets with log sequences as long as 4 474 templates (see
Table 3.1), and yet LLMs effectively accommodate them. Moreover, recent advances in
LLMs can potentially extend the token limit to one million tokens [159,160], making it no
longer a hard limitation for using LLMs.

Table 3.16: Overview of token consumption of ADFA-U, LOGEVOL-U, SYNEVOL-U, and
SynHDFS-U on open-source and closed-source LLMs

Model Accessibility Input
Token Limit

Maximum Input Token
ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U

Mistral Small open 128 000 25 848 28 934 1 243 16 840

Llama 3.1 8B open 128 000 21 371 24 798 862 12 533

GPT-4o closed 65 536 21 383 24 735 860 12 479

3.5.5.2 Error Analysis

In RQ4, we observed that removing any base model from FlexLog generally decreases
effectiveness. To better understand the role of the LLM base model (i.e., Mistral) and
ML base models (i.e., KNN, DT, and SLFN), in this section, we analyze the log sequences
that FlexLog correctly classify but mis-classify when either Mistral or ML models are
removed. We denote these mis-classified log sequences as MISw/oMistral and MISw/oML, re-
spectively. We investigate, for each dataset, whether MISw/oMistral and MISw/oML differ in
various characteristics to highlight the unique contribution of LLM and ML to the effective-
ness of FlexLog. Specifically, we focus on the unseen log templates in MISw/oMistral and
MISw/oML because unseen log templates pose a key challenge in ULAD. Traditional anomaly
detectors often rely on predefined patterns and struggle with generalization; in contrast,
FlexLog, by means of the integration of LLM, may be better at detecting anomalies
involving novel log templates. By analyzing the misclassified cases in MISw/oMistral and
MISw/oML, we can determine whether the LLM (Mistral) or ML models (KNN, DT, and
SLFN) contribute more to handling novel log templates, helping us understand their com-
plementary strengths in FlexLog.

Table 3.17 reports the error analysis results across all four datasets: ADFA-U, LOGEVOL-
U, SYNEVOL-U, and SynHDFS-U. Column “Data” specifies the dataset; Column “Con-
fig” reports the configuration of each dataset; Column “Condition” shows the subject of
the statistics, including the testing dataset, MISw/oMistral , and MISw/oML. Column “# Se-
quences” reports the number of sequences; column “Sequence Length” indicates the aver-
age, minimum, and maximum length of the sequences, denoted as “avg”, “min”, and “max”,
respectively. Column “% Anomaly” reports the percentage of anomalous log sequences,
and column “% Unseen Template” denotes the percentage of log sequences that have at
least one unseen log template. Overall, for each dataset, MISw/oMistral and MISw/oML demon-
strate different characteristics in terms of log sequence length, percentage of anomaly, and
percentage of unseen templates, highlighting how Flexlog’s base models complement each
other in an effective prediction.
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In terms of unseen templates, in LOGEVOL-U Hadoop and SynHDFS-U, we did not ob-
serve any in either MISw/oML or MISw/oMistral . In ADFA-U, MISw/oMistral contains 7.38 % un-
seen log templates, much higher than that of MISw/oML (1.89 %). Similarly, in LOGEVOL-
U Spark, the percentage of unseen log templates in MISw/oMistral reaches 33.33 %, while
MISw/oML contains no unseen template-related mis-classifications. In SYNEVOL-U, 11.76 %
of misclassifications in MISw/oMistral are related to unseen templates, higher than that
in MISw/oML (9.28 %). Overall, we observe a higher percentage of unseen templates in
MISw/oMistral than MISw/oML across most datasets. The higher percentage of unseen log
templates in MISw/oMistral , across several datasets, indicates that Mistral plays a crucial
role in handling unseen log templates. This highlights LLM’s adaptability in recognizing
new templates, making it particularly valuable for ULAD, where logs are unstable due
to environment and system evolution. In contrast, perhaps unsurprisingly, ML models
appear to rely more on established patterns, struggling with new templates.

Table 3.17: Overview of Error Analysis of ADFA-U, LOGEVOL-U, SYNEVOL-U, and
SynHDFS-U when Mistral or ML models are removed from FlexLog

Data Config Condition # Sequence Sequence Length % Anomaly % Unseen
Templateavg min max

ADFA-U all ULAD
Testing Dataset 5 146 523.98 75 4 494 14.34 3.54

MISw/oMistral 149 476.74 82 2 513 0 7.38
MISw/oML 264 610.48 80 3 089 11.74 1.89

LOGEVOL-U

Hadoop ULAD
Testing Dataset 5 329 13.41 1 50 9.8 74.37

MISw/oMistral 5 41.8 9 50 0.0 0.0
MISw/oML 0 N/A N/A N/A N/A N/A

Spark ULAD
Testing Dataset 4 045 81.70 1 1 977 1.78 38.07

MISw/oMistral 6 15.33 4 35 100 33.33
MISw/oML 1 26.00 26 26 100 0

all ULAD
Testing Dataset 9 374 42.88 1 1 977 6.34 58.70

MISw/oMistral 11 29.83 4 50 54.54 18.18
MISw/oML 1 26.00 26 26 100.00 0.00

SynHDFS-U all ULAD
Testing Dataset 3 744 26.91 10 57 22.22 0.43

MISw/oMistral 24 40.08 35 48 0.0 0.0
MISw/oML 92 32.43 19 52 5.43 0.0

SYNEVOL-U all ULAD
Testing Dataset 15 406 151.07 1 1 022 2.96 91.3

MISw/oMistral 34 135.03 6 323 100 11.76
MISw/oML 23 39.04 4 177 0 9.28

N/A Not applicable as no prediction errors were observed in this configuration

3.5.6 Threats to Validity

3.5.6.1 Internal Validity

Data Leakage from LLMs. One potential threat to internal validity is data leakage,
where test data may inadvertently overlap with training data. Although we performed
deduplication across all test datasets, the risk of data leakage cannot be entirely eliminated,
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as some test data may have been included in the pretraining corpus of LLMs. This could
lead to inflated effectiveness. To mitigate this risk, we evaluated FlexLog not only
on publicly available datasets (ADFA, LOGEVOL, and SYNEVOL-U), but also on the
SynHDFS-U dataset, which we synthesized ourselves. In addition, the cut-off date of
Mistral Small is August 2023, and LOGEVOL and SYNEVOL-U were introduced after
this date. Hence, these datasets cannot be part of its pretraining corpus, ensuring a more
reliable assessment of FlexLog ’s effectiveness.
Selection of Training Dataset Sizes. Another threat to internal validity arises from the
selection of training dataset sizes (D#) for evaluating data efficiency. Since D# directly
affects the performance of FlexLog and the baselines, an exhaustive evaluation across
all possible values is infeasible. To address this limitation, we systematically experimented
with multiple D# values, as detailed in § 3.5.2, ranging from 50 to 2 000. This range
allows us to provide a comprehensive analysis of data efficiency while remaining within our
computational constraints.
Selection of FlexLog’s Base Models. Since FlexLog is an ensemble learning-based
approach, its effectiveness is significantly influenced by the selection of base models. While
it is impractical to evaluate all possible model combinations, we carefully selected represen-
tative base models from the literature on log-based anomaly detection, including KNN, DT,
SLFN, LightAD [12], NeuralLog [37], CNN [22], LLaMA 3.1, and GPT-4o. Through exten-
sive empirical evaluation, we tested multiple model combinations and ultimately selected
KNN, DT, MLP, and Mistral due to their consistently high effectiveness and robustness
across both real-world and synthesized datasets.

Synthetic Datasets. The synthetic datasets in our experiments are generated by in-
jecting different levels of instability. One potential threat to internal validity lies in the
realism of this injected instability and the validity of labels after injections. To mitigate this
threat, we adopted datasets synthesized by experts and applied well-established injection
strategies from the literature. Specifically, the SYNEVOL-U dataset, proposed by Huo et
al [13], was annotated by two experienced Spark developers and carefully reviewed after
annotation. For SynHDFS-U datasets, which we constructed following the SYNEVOL-U
approach, we applied only sequence-level changes that are unlikely to affect the overall
label of a log sequence. To guide this process, we leveraged the decision tree analysis [97]
of the original dataset to identify low-impact templates. These precautions help maintain
the reliability of the labels, despite the synthetic nature of the data.

Consistency of Labels. For faster inference, FlexLog’s cache mechanism reuses the
prediction for previously seen, identical log sequences. However, the assumption that
identical log sequences always correspond to the same label may not hold in extreme log
evolution cases, particularly in security-critical domains. This assumption is nevertheless
valid for all of our datasets, where each unique log sequence is consistently labeled. To
further mitigate this risk, the update function in FlexLog’s cache enables label revisions
by system administrators if changes are observed over time.
Cascading Effect of Parsing Errors. The use of log parsing introduces a potential risk
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of parsing errors, which could negatively affect the effectiveness of FlexLog. However,
prior work by Khan et al. [137] reports no strong correlation between log parsing accuracy
and anomaly detection accuracy, suggesting that minor parsing errors do not necessarily
degrade the effectiveness of FlexLog. Our evaluation shows that FlexLog, as a parsing-
based approach, achieves significantly higher effectiveness than NeuralLog and LightAD,
both of which operate on raw logs. Specifically, LightAD uses some of the same base models
as FlexLog but applies them without log parsing. In FlexLog, this risk is further
mitigated through two design factors. First, we adopt widely used and reliable parsers to
reduce the likelihood of significant parsing errors (see § 3.4.3.1). Second, the architecture
limits error propagation: predictions are aggregated via majority voting across multiple
base models, preventing a single erroneous output from dominating the final decision.
Additionally, the fine-tuned LLM in FlexLog leverages contextual information, making
it resilient to potential inconsistencies introduced by parsing.

3.5.6.2 Conclusion Validity

It is widely acknowledged that LLMs often produce non-deterministic responses even
when provided with identical prompts, posing a potential threat to the conclusion validity
of FlexLog. To address this challenge, as detailed in § 3.4.3, we configured the LLMs
to generate responses with minimal randomness, achieved by setting the temperature pa-
rameter to 0. To further reduce the influence of randomness from our evaluation results,
as discussed in § 3.4.3, we ran each experiment configuration five times and calculated
the average value as the final result. We also conducted Mann-Whitney U test to assess
the significance of effectiveness and efficiency differences between FlexLog and base-
lines. To ensure sufficient statistical power, we performed statistical testing at the dataset
level rather than the configuration level, since each configuration only has five samples.
Aggregation at the dataset level ensures each test includes at least 10 samples.

3.5.6.3 External Validity

. A potential threat to external validity is the impact of highly unstable logs on anomaly
detection performance. While FlexLog achieves state-of-the-art effectiveness, its per-
formance, like that of other methods, may degrade when log instability is extreme. For
example, the introduction of YARN for job management in Hadoop 2 resulted in substantial
architectural modifications, leading to significant changes in its logs [161]. Such drastic
shifts pose challenges for all existing methods, potentially limiting their applicability in
highly unstable logging environments. To address this concern, we evaluate FlexLog and
the baselines across diverse datasets that capture two primary sources of log instability:
software evolution (LOGEVOL-U) and environment change (ADFA-U). Additionally, we
conduct experiments on two synthesized datasets (SynHDFS-U and SYNEVOL-U) that
simulate instability levels ranging from 0 % to 30 %. Our findings indicate that while all
methods experience performance degradation as instability increases, FlexLog remains
robust in terms of precision, recall and F1 score. With a minimum F1 score of 0.948
(30 % template level injections on SYNEVOL-U), FlexLog consistently outperforms all

103



the baselines, demonstrating greater robustness in handling highly unstable logs. Never-
theless, further evaluation on a broader range of real-world systems is necessary to fully
assess the limitations of its applicability.

3.6 Related Work

3.6.1 Anomaly Detection on Unstable Logs

Log-based anomaly detection has been extensively studied in the literature to enhance
the dependability of software-intensive systems [12, 110, 162]. However, only a few studies
have investigated anomaly detection on unstable logs [13, 14, 38, 59], a common situation
in practice. Zhang et al. [14] first identified such a challenge and proposed LogRobust
(see § 3.4.2.3) to leverage an attention-based Bi-LSTM as an anomaly detector. They also
created a new unstable log dataset called Synthetic HDFS to evaluate the effectiveness and
robustness of LogRobust. This inspired a number of follow-up works, including supervised
[38, 59] and unsupervised approaches [13].

Supervised approaches like HitAnomaly [38] and SwissLog [59] require training with a
labeled dataset, encompassing both normal and anomalous data. SwissLog adopts the same
architecture (i.e., Bi-LSTM) as LogRobust and aims to further improve it by incorporating
time embeddings and Bert-based semantic embeddings. HitAnomaly, however, leverages a
much larger model based on a hierarchical transformer architecture. The high complexity
of the HitAnomaly model allows it to tackle not only the static parts of log messages but
also dynamic parts, such as numerical values that have been masked in the log templates.
Experiment results demonstrate the superiority of HitAnomaly on stable logs compared to
LogRobust, while showing a robust performance for small injection ratios (under 20%) in
unstable logs and being outperformed by LogRobust from 20% to 30%.

Huo et al. [13] proposed EvLog, an unsupervised approach leveraging a multi-level se-
mantics extractor and attention mechanism to identify anomalous log messages in unstable
logs. Unlike FlexLog, EvLog is a parser-free method to combat potential parsing errors
in a dataset. However, by avoiding log parsing, EvLog may face challenges in generaliz-
ing to datasets with diverse or domain-specific log formats, as it relies solely on semantic
extraction without leveraging structured context. As part of the EvLog study, they also
introduced two log datasets: LOGEVOL and SYNEVOL (referred to as SYNEVOL-U in
this chapter), which serve as valuable benchmarks for ULAD research, including our work.

To summarize, compared to existing ULAD approaches, FlexLog: 1) leverages the
synergy of ML models and LLMs through ensemble learning 2) requires significantly less
training data, reduces labeling cost, 3) achieves state-of-the-art effectiveness across all
datasets, outperforming baselines in terms of F1 scores consistently while being trained on
limited labeled data.
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3.6.2 Application of LLMs to Log Analysis

Over the past few years, LLMs have been widely adopted on different log-related software
engineering tasks to enhance effectiveness and generalizability, including anomaly detection
and log parsing [100, 136, 163].

Anomaly detection. The application of LLMs in the field of anomaly detection started
by leveraging BERT [158] to capture contextual information of logs with semantic-based
representations. LogBERT [10] utilizes BERT to learn the semantics of normal log mes-
sages and predicts an anomaly where the representation of log messages of an input se-
quence deviates from the distribution of normal log sequences. Le and Zhang [37] proposed
NeuralLog (discussed in § 3.4.2.3).

Han et al. [164] introduced LogGPT, which leverages reinforcement learning to fine-
tune GPT-2 for anomaly detection. More recently, Liu et al. [100] proposed LogPrompt,
which adopts LLMs such as GPT-3 and Vicuna [165] for online log parsing and anomaly
detection via in-context learning; we discussed the reasons for not considering LogPrompt
as a baseline in § 3.4.2.3. He et al. [99] proposed LLMeLog, which leverages a BERT model
fine-tuned with log sequences enriched with contextual information that was retrieved by
GPT-3.5. Inspired by LLMeLog, we further explored RAG with various LLMs, including
closed-source and open-source LLMs. Additionally, we equipped LLMs with a cache mech-
anism and ensemble learning to enhance their effectiveness and data efficiency. Note that
we did not consider LLMeLog as a baseline in this work due to the unavailability of their
replication package.

Log Parsing. Le and Zhang [105] explored the in-context learning of ChatGPT [114]
on log parsing and achieved promising results with zero-shot and few-shot prompts. Xu
et al. [163] proposed DivLog, another few-shot, in-context learning method that con-
structs prompts with five labeled examples for each target log template. DivLog explic-
itly optimizes the diversity of included examples using the Determinantal Point Process
(DPP) [166], reducing the potential biases in the examples by maximizing sample diver-
sity. Jiang et al. [103] proposed a novel parser called LILAC, equipping LLMs with an
adaptive cache to reduce the LLM query times and, consequently, the efficiency. Recently,
Pei et al. [167] introduced a self-evolutionary LLM-based parser, which identifies new log
templates by grouping history log messages. Fewer studies focus on fine-tuning LLMs
for log parsing. Le et al. [168] introduced LogPPT to fine-tune RoBERTa for log pars-
ing. In addition, an adaptive random sampling strategy was designed to select a small
yet diverse training dataset. Ma et al. [136] compared in-context learning and fine-tuning
using open-source LLMs such as Flan-T5 [169] and LLaMA [116] on log parsing. Zhi et
al. [106] introduced YALP, which leverages the capabilities of ChatGPT (gpt-3.5-turbo)
in conjunction with traditional methods — Longest Common Subsequence,without incor-
porating user labeling (zero-shot learning). Zhong et al. [170] proposed LogParser-LLM,
which essentially blends a prefix tree and an LLM-based template extractor. This extractor
parses log messages with different LLMs, including GPT-3.5-turbo, GPT-4, and Llama-2-
13B, in either ICL or fine-tuning manner; the highest results were obtained using GPT-4
with ICL. Xiao et al. [104] introduced LogBatcher, which is a cost-effective LLM-based log
parser based on GPT-3.5-Turbo. Similar to YALP, they control the cost of using closed-
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source LLM by storing inferred messages in a basic cache. Moreover, it does not require
any training by prompting the LLM with a group of high-diversity log messages to ensure
that the LLM understands the diversity of the dataset in a zero-shot manner. Overall, the
results of the above works align with our findings: the vast pretrained knowledge of LLMs
enables data efficiency and robustness on unseen log templates.

3.7 Conclusion and Future Work

This chapter proposed a novel approach, FlexLog, for anomaly detection on unstable logs
(ULAD), exploiting the synergy between Large Language Models (LLMs) and Machine
Learning (ML) models via ensemble learning. FlexLog incorporates four base models,
one LLM (Mistral), and three ML models (KNN, DT, and SLFN), which are trained on
limited stable logs, reducing the usage of labeled data significantly. To classify unsta-
ble logs, FlexLog first processes unstable logs into log sequences through log parsing
and partitioning. Then, FlexLog employs Retrieval-Augmented Generation (RAG) to
fetch relevant information (if available) for these sequences, constructing context-enriched
prompts. The fine-tuned LLM processes these prompts, while ML models use the log se-
quences directly for prediction. Finally, FlexLog combines the predictions of all the base
models using majority voting to produce the final classification.

Our extensive experiments on two real-world and two synthesized datasets show that
FlexLog achieves state-of-the-art effectiveness on all datasets while reducing the usage
of labeled data by 62.87 pp to 78.43 pp, respectively. Further experiments on ADFA-
U with varying limited training data size demonstrate that FlexLog maintains robust
effectiveness under varying levels of data scarcity, except the extreme data scarcity sce-
nario (D# = 50), where all methods exhibit poor performance due to insufficient labeled
data. FlexLog outperforms the top baseline in terms of F1 by 13 pp when the training
dataset contains only 500 samples. However, experiments assessing time efficiency show
that FlexLog trades off some time efficiency for this effectiveness but still manages to
keep the inference time below one second per log sequence. This suggests FlexLog is
applicable for most systems, except those with stringent latency requirements, such as
high-frequency trading systems. Furthermore, in terms of memory efficiency, FlexLog
’s cache memory remains below 4 MB for most datasets (up to 19.6 MB for ADFA-U)
confirming its memory efficiency. Finally, we conducted ablation studies on individual
components of FlexLog, as well as evaluating alternative LLM choices. We confirmed the
significant contributions of the cache-based inference, RAG, and ensemble learning with
Mistral as LLM and KNN, DT, and SLFN as ML models.

In the future, we plan to further enhance the effectiveness of FlexLog by exploring
more powerful open-source LLMs as base models, such as DeepSeek R1 [171], along with
more advanced prompting techniques such as agent-based prompting [172]. Additionally,
we wish to investigate different ensemble learning techniques that dynamically decide the
optimal ensemble composition for a given log sequence. To enhance the generalizability
of our caching mechanism, we plan to incorporate similarity-based retrieval in the future,
allowing the model to infer labels from similar seen log sequences instead of identical ones.
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Furthermore, to address the dataset imbalance observed in certain datasets, we aim to
explore techniques like Generative Adversarial Networks (GANs) for data augmentation,
potentially improving the performance of ML-based models within the ensemble.
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Chapter 4

Conclusion

In this chapter, we summarize the thesis’s contributions and discuss potential directions
for future work.

4.1 Summary of Contributions

This thesis advances the state of the art in log-based software dependability analysis
through two key objectives.

TO1 (Evaluation of DL-based Failure Predictors): To address the need for sys-
tematic guidance on applying DL to log-based failure prediction, we proposed a modular
architecture that can be configured with different combinations of embedding strategies
and DL encoders. We examined three embedding strategies (Logkey2vec, BERT, and a
hybrid of FastText and TF-IDF) and four major DL encoders (LSTM, BiLSTM, CNN,
and transformer-based). To systematically assess performance across different datasets,
we synthesized 1080 datasets with controlled characteristics, including dataset size, failure
percentage, log sequence length, and failure pattern type. Our evaluation indicates that
CNN-based encoders yield the highest accuracy across embedding strategies. In partic-
ular, CNN combined with Logkey2vec achieves strong performance, especially when the
dataset size exceeds 350 or the failure percentage surpasses 7.5%. These findings provide
actionable, dataset-specific guidelines for practitioners aiming to deploy DL-based failure
predictors.

TO2 (Robust and Data-efficient Anomaly Detection): To address the challenge
of anomaly detection on unstable logs (ULAD), we designed FlexLog, a hybrid method
that combines simple ML models (KNN, DT, and SLFN) with a LLM (Mistral) using
ensemble learning. The approach incorporates caching and RAG to enhance further ef-
ficiency and robustness in scenarios with limited labeled data. We evaluated FlexLog
on two real-world and two synthetic ULAD datasets. Results show that it consistently
outperforms state-of-the-art baselines by at least 1.2 pp points in F1 score while reducing
labeled data requirements by 62.87 pp. On ADFA-U, FlexLog improves F1 score by up to
13 pp when trained with only 500 samples. While the LLM (Mistral) affects the inference
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time the most, inference time remains under one second per log sequence, confirming our
method’s practicality. Ablation studies further validated the positive impact of caching,
RAG, and the hybrid ensemble design.

By fulfilling TO1 and TO2, this thesis contributes both a systematic study for un-
derstanding DL-based failure prediction and providing practical guidelines, and a robust,
data-efficient approach for anomaly detection in unstable logs.

4.2 Discussion: Research Implications and Broader
Context

The findings of this thesis have several implications for both research and practice.

4.2.1 Practical Implications

Failure Prediction. The systematic evaluation clarifies the trade-offs among embedding
strategies and DL architectures, offering practitioners guidelines for selecting models based
on dataset conditions. In practice, CNN+Logkey2vec proves to be a reliable choice when
data availability is sufficient, while BERT, as a semantic embedding strategy, consistently
delivers strong performance across diverse settings.
Anomaly Detection. FlexLog demonstrates that hybrid ML–LLM architectures can
reduce reliance on large labeled datasets while maintaining high effectiveness. The integra-
tion of caching and RAG makes it more practical for deploying efficient anomaly detectors
in real-world environments, especially where logs are unstable and labeled data is scarce.

4.2.2 Generalizability and Limitations

Failure Prediction. Our systematic evaluation highlights several conditions under which
deep learning models for log-based failure prediction generalize well, as well as factors that
limit their applicability:

• Dataset characteristics. Model effectiveness is strongly influenced by dataset
size and failure percentage. CNN-based predictors with Logkey2vec embeddings
consistently achieve high accuracy when the dataset size exceeds 350 instances or
the failure percentage surpasses 7.5%. This provides clear guidance for practitioners
on when DL-based predictors are most beneficial. Conversely, for small or highly
imbalanced datasets, accuracy degrades substantially, limiting practical applicability.

• Log sequence length. Sequence length affects prediction only for specific encoder–
embedding combinations. While CNNs remain robust across different lengths, RNN-
and transformer-based models are more sensitive, suggesting their generalizability
may be limited in domains with highly variable sequence lengths.
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• Noise and instability. Our study primarily used synthetic datasets with con-
trolled variations. Although these enable systematic evaluation, real-world logs may
include mislabeled entries, parsing errors, or evolving templates, which could reduce
prediction accuracy. Additional evaluation on diverse real-world systems is needed
to confirm robustness under such conditions.

• Embedding–encoder interactions. Effectiveness depends not only on the encoder
type but also on the embedding strategy. While BERT embeddings are strong overall,
their advantages diminish when paired with CNNs, where Logkey2vec consistently
performs best. This interaction must be considered when transferring models across
domains.

• Synthetic vs. real datasets. Although results on real-world datasets were consis-
tent with trends observed on synthetic data, synthetic generation cannot capture all
characteristics of production systems. This may limit the external validity of findings
until further real-world validation is conducted.

Anomaly Detection. While FlexLog demonstrates robustness and state-of-the-art
effectiveness, several limitations affect its generalizability.

• Token limits and sequence length. Although our evaluation showed that token
consumption remains below the input limits of current LLMs, extremely long log
sequences may still pose challenges in some domains. Advances in LLM architec-
tures with extended token windows can likely mitigate this limitation, but careful
consideration of log partitioning strategies remains necessary in practice.

• Data leakage risks. As with any LLM-based approach, there is a residual risk that
logs used for evaluation may overlap with the LLM’s pretraining corpus. While we
minimized this risk by including datasets released after Mistral’s cut-off date (e.g.,
LOGEVOL-U, SYNEVOL-U), complete elimination cannot be guaranteed.

• Dataset representativeness. Although FlexLog was evaluated on both real-
world and synthetic datasets, further validation across more diverse systems is needed.
While our synthesized datasets mimic software and environment changes, they may
not fully capture the diversity of real-world instability scenarios.

• Extreme instability. FlexLog remains robust and effective up to high levels
of instability (e.g., 30% injection ratio of template or sequence level changes on
SYNEVOL-U). Nevertheless, further evaluation on a broader range of real-world
systems is necessary to fully assess the limitations of anomaly detectors when log
instability is extreme.

4.3 Future Work

Building on TO1 and TO2, we identify the following research directions:
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4.3.1 Failure Prediction (TO1)

1. Real-world evaluation. Extend the evaluation of the best-performing DL+embedding
configurations to large-scale, real-world log datasets.

2. Impact of noise. Assess the effect of mislabeled logs, evolving log formats, and log
parsing errors on prediction accuracy.

3. Timeliness metrics. Complement F1 score with timeliness-oriented metrics such
as lead time (number of log messages before failure).

4. LLMs for Failure Prediction. Explore the use of LLMs for failure prediction
when DL models show limited effectiveness or when labeled data is scarce. Although
LLMs require more computational resources and have lower time efficiency, they can
still be beneficial when these trade-offs are acceptable in practice.

4.3.2 Anomaly Detection (TO2)

1. Integration of stronger LLMs. Explore open-source LLMs such as DeepSeek R1
and future models with larger context windows.

2. Adaptive ensembles. Move beyond majority voting to dynamic ensemble strategies
that tailor model composition per input.

3. Similarity-based caching. Extend caching to approximate matches for greater
applicability.

4. Data augmentation. Apply GANs or synthetic log generation to mitigate data
imbalance.

5. Agentic anomaly detection. Investigate iterative, repair–execute–feedback loops
with LLMs for adaptive anomaly detection.

6. Expanded evaluation of RAG. Conduct further studies on RAG effectiveness as
more datasets with contextual metadata become available to evaluate its generaliz-
ability across diverse domains.

7. Qualitative user study. Conduct a user study with system engineers and operators
to assess the interpretability, usability, and practical integration of FlexLog in real
monitoring workflows. Such qualitative insights can guide future improvements in
model transparency and trustworthiness of automated anomaly detection methods.

4.4 Closing Remarks

This thesis achieves its two main objectives: (1) systematically investigating DL-based
failure prediction approaches and providing dataset-specific practical guidelines, and (2)
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designing a robust, data-efficient hybrid method for anomaly detection on unstable logs.
Together, these contributions advance the state of the art for accurate and practical ML-
and LLM-based log analysis. By releasing all datasets, benchmarks, and tools, this work
also supports reproducibility and enables future research in the area.
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A.1 Alternative Ensembling Strategies

FlexLog employs a majority voting strategy, where in the case of a tie between base mod-
els, the label is set to normal, as anomalies are rare. This ensemble approach uses binary
labels for voting rather than anomaly confidence scores, allowing us to adopt base models
that directly output the final label, such as our fine-tuned version of Mistral. Alterna-
tive ensembling strategies include the alternative majority voting method, which assigns a
random label in the case of a tie, and state-of-the-art meta-learning approaches that adap-
tively learn from base model performance on validation data. Specifically, SNAIL [146] is
an attentive CNN-based meta-learner, while MetaFormer [147] introduces a novel atten-
tion module called token mixer; both have shown significant improvements over traditional
meta-learning approaches. We experimented with these methods using their original im-
plementation code.

Table A.1 reports the F1 scores of FlexLog using different ensemble strategies, in-
cluding the original majority voting (Majority Voting (alternative)), and two meta-learning
approaches, SNAIL and MetaFormer. Experimental results show that FlexLog’s majority
voting consistently outperforms these alternatives with an average difference of 5 pp, 3 pp,
2 pp, and 3 pp, respectively, for ADFA-U, LOGEVOL-U, SynHDFS-U, and LOGEVOL-U.
Mann-Whitney U tests at the dataset level further confirm that the differences in F1 score
between FlexLog and the alternative strategies are statistically significant across all four
datasets, except for MetaFormer on LOGEVOL-U. Overall, the modified majority voting
in FlexLog remains the recommended strategy due to its simplicity and effectiveness.

Table A.1: F1 scores of using alternative Ensembling Strategies in FlexLog.
Ensembling

Config
ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U

adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average
Majority Voting (FlexLog) 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971

Majority Voting (alternative) 0.641 0.711 0.691 0.615 0.656 0.635 0.650* 0.964 0.840 0.902* 0.936* 0.929*
SNAIL 0.671 0.714 0.683 0.624 0.628 0.651 0.661* 0.965 0.854 0.909* 0.958* 0.949*

MetaFormer 0.666 0.706 0.691 0.615 0.607 0.663 0.658* 0.976 0.866 0.921 0.954* 0.951*

∗ FlexLog yields a significant higher F1 score compared to using the alternative ensembling strategy.

A.2 Impact of Deduplication

Table A.2 reports the F1 scores of FlexLog and baseline models evaluated on both
deduplicated and original test data. The column “dedup” indicates whether the test set
was deduplicated from the training set. Overall, all models exhibit inflated F1 scores when
the test set is not deduplicated from the training set, highlighting the impact of data
leakage. For instance, NeuralLog shows an average inflation of 16 pp, 2 pp, 1 pp, and 24 pp
on ADFA-U, LOGEVOL-U, SynHDFS-U, and SYNEVOL-U, respectively. Mann-Whitney
U tests confirm that the differences are statistically significant for Neurallog. In contrast to
the most effective baseline (LightAD), FlexLog keeps the inflation in F1 score below 2 pp
across all datasets, where the difference between FlexLog’s performance on deduplicated
and original test data is statistically insignificant, confirmed by Mann-Whitney U tests.
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Table A.2: Effectiveness of FlexLog and baselines for ULAD on ADFA-U, LOGEVOL-U,
SynHDFS-U, and SYNEVOL-U with and without deduplication.

Model Dedup ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U
adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average

FlexLog Yes 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971
No 0.723 0.790 0.726 0.652 0.701 0.673 0.711 0.996 0.895 0.945 0.974 0.987

LightAD Yes 0.725 0.754 0.666 0.639 0.679 0.602 0.677 0.980 0.829 0.898 0.959 0.956
No 0.745 0.778 0.745 0.646 0.695 0.618 0.704* 0.995 0.876 0.935* 0.968 0.981*

NeuralLog Yes 0.412 0.388 0.368 0.511 0.461 0.457 0.433 0.948 0.834 0.891 0.946 0.765
No 0.606 0.681 0.601 0.570 0.645 0.492 0.599* 0.961 0.859 0.910* 0.951 0.905*

LogRobust Yes 0.524 0.408 0.374 0.558 0.651 0.449 0.494 0.927 0.757 0.833 0.760 0.941
No 0.636 0.597 0.504 0.662 0.660 0.496 0.592* 0.981 0.789 0.885* 0.929* 0.966*

CNN Yes 0.641 0.750 0.750 0.635 0.711 0.621 0.685 0.980 0.840 0.910 0.942 0.918
No 0.703 0.765 0.777 0.644 0.724 0.634 0.707* 0.989 0.863 0.925 0.961* 0.925

PLELog Yes 0.361 0.388 0.473 0.430 0.253 0.233 0.356 0.709 0.165 0.437 0.499 0.164
No 0.405 0.428 0.494 0.443 0.311 0.277 0.393* 0.761 0.223 0.492* 0.528* 0.236*

LogAnomaly Yes 0.291 0.451 0.480 0.422 0.218 0.343 0.368 0.310 0.216 0.263 0.446 0.304
No 0.305 0.464 0.486 0.399 0.237 0.351 0.373 0.619 0.212 0.415* 0.498* 0.336*

DeepLog Yes 0.292 0.481 0.458 0.339 0.253 0.353 0.363 0.367 0.122 0.244 0.741 0.253
No 0.340 0.499 0.450 0.341 0.249 0.369 0.374 0.685 0.141 0.413* 0.776* 0.291*

LogCluster Yes 0.334 0.418 0.461 0.348 0.175 0.304 0.340 0.430 0.485 0.458 0.519 0.714
No 0.326 0.431 0.523 0.317 0.211 0.336 0.357* 0.798 0.614 0.706* 0.759* 0.786*

PCA Yes 0.165 0.144 0.140 0.158 0.241 0.197 0.174 0.360 0.108 0.234 0.404 0.103
No 0.155 0.152 0.163 0.277 0.211 0.198 0.192* 0.454 0.097 0.275* 0.567* 0.189*

∗ The same model shows a significant F1 score difference between deduplicated and original test data.

These results indicate that FlexLog delivers more reliable and robust performance. To
avoid any risk of inflated results, all reported performances in this paper are based on
deduplicated test data.

A.3 Baselines with Limited Data

Table A.3 presents the effectiveness of FlexLog compared to baselines when all models are
trained on the same limited dataset. FlexLog consistently achieves the highest F1 score
across all datasets under this setting. For instance, FlexLog outperforms the supervised
baselines LightAD, NeuralLog, LogRobust, and CNN by 10 pp, 16 pp, 30 pp, and 14 pp,
respectively, on average for ADFA-U. This advantage is important because supervised
models such as NeuralLog and CNN depend on large labeled datasets to achieve high
accuracy. Mann-Whitney U tests confirm that the observed performance gaps between
FlexLog and each baseline are statistically significant across all datasets, demonstrating
that none of the baselines match FlexLog ’s performance with limited data. Notably,
FlexLog trained with limited data even outperforms baselines trained with full datasets
in terms of predictive effectiveness. Detailed results are presented and discussed in RQ1
( § 3.5.1).

A.4 Effectiveness on SYNEVOL-U with Sequence Level
Changes

Table A.4 presents the effectiveness of FlexLog compared to baselines on SYNEVOL-U
under varying log sequence instability levels. FlexLog consistently achieves the highest
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Table A.3: Effectiveness of FlexLog and Baselines Trained with Limited Data on ADFA-
U, LOGEVOL-U, SynHDFS-U, and SYNEVOL-U.

Model ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U
adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average

FlexLog 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971
LightAD 0.587 0.720 0.633 0.564 0.520 0.557 0.596* 0.973 0.821 0.897* 0.925* 0.915*

NeuralLog 0.607 0.645 0.630 0.577 0.438 0.328 0.537* 0.975 0.232 0.603* 0.914* 0.270*
LogRobust 0.393 0.551 0.424 0.392 0.299 0.374 0.405* 0.851 0.254 0.552* 0.930* 0.903*

CNN 0.534 0.703 0.603 0.545 0.422 0.549 0.559* 0.819 0.217 0.518* 0.925* 0.863*
PLELog 0.495 0.457 0.163 0.144 0.102 0.322 0.280* 0.309 0.313 0.311* 0.378* 0.160*

LogAnomaly 0.310 0.359 0.346 0.345 0.178 0.274 0.302* 0.298 0.105 0.201* 0.152* 0.251*
DeepLog 0.261 0.358 0.409 0.287 0.154 0.272 0.290* 0.355 0.061 0.208* 0.188* 0.219*

LogCluster 0.226 0.340 0.363 0.281 0.185 0.254 0.274* 0.460 0.321 0.390* 0.547* 0.445*
PCA 0.077 0.136 0.187 0.164 0.037 0.066 0.111* 0.134 0.051 0.092* 0.103* 0.120*

∗ FlexLog yields a significant higher F1 score than compared baselines.

F1 score across all injection ratios, surpassing LightAD by 1.3 pp on average (98.2% −
96.9%). A Mann-Whitney U test confirms this difference is statistically insignificant, in-
dicating comparable effectiveness between FlexLog and LightAD. However, FlexLog
achieves this performance while being trained on only 22.96 % of unique log sequences,
reducing usage of labeled data by 77.04 pp. Unlike in SynHDFS-U, where only LightAD
and FlexLog remain robust across instability levels, all supervised methods—including
FlexLog, LightAD, NeuralLog, LogRobust, and CNN—do not show a strong correlation
between performance and increasing log instability in SYNEVOL-U. In contrast, semi-
supervised and unsupervised methods exhibit a clear decline in precision, recall, and F1
score as instability increases. One possible reason is that changes at the log sequence level
in SYNEVOL-U often involve minor modifications, such as adding or removing a single
template, which may have a limited impact on ULAD. For instance, at a 30 % injection
ratio, 55 % of changes involve just one template, making the overall sequence structure
relatively stable despite modifications.

A.5 Effectiveness of Few-shot ICL for FlexLog

Table A.5 presents the effectiveness of FlexLog, which leverages Parameter-Efficient
Fine-Tuning (PEFT), compared to FlexLog where LLM (Mistral) leverages a few-shot
In-Context Learning (ICL) with intact LLM weights, and a few examples from the train-
ing data provided in the input prompt. Column “Learning Method” represents the learn-
ing strategy for the LLM, either PEFT or ICL. For few-shot ICL, we followed the same
prompt design and inserted the examples (shots) in the relevant part of the prompt. In
this way, the prompt includes 𝑘 examples and their labels, denoted by example𝑖 and label𝑖
for 𝑖 ∈ {1, . . . , 𝑘}, respectively. We set 𝑘 to 4, 50, 4, 100, and 6 for ADFA-U, LOGEVOL-
U Hadoop, LOGEVOL-U Spark, SynHDFS-U, and SYNEVOL-U, respectively, given the
models’ maximum input token limit (128 000 for Mistral) and the maximum token con-
sumption of each dataset, discussed in § 3.5.5.1.

For each dataset, instead of random selection, we selected samples from its training
set by applying the few-shot sampling algorithm based on Mean Shift Clustering [173].
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Table A.4: Effectiveness of FlexLog and baselines under different sequence-level injection
ratios on SYNEVOL-U.

Data Unstable M
limited data full training set

Supervised Semi-S Unsupervised
FlexLog LightAD NeuralLog LogRobust CNN PLELog LogAnomaly DeepLog LogCluster PCA

0% No
P 0.999 0.999 0.999 0.941 0.999 0.172 0.501 0.512 0.771 0.072
R 0.969 0.939 0.636 0.969 0.878 0.129 0.393 0.443 0.818 0.471
F1 0.984 0.968 0.777 0.952 0.935 0.243 0.441 0.475 0.794 0.125

5% Yes
P 0.999 0.999 0.999 0.969 0.999 0.179 0.388 0.384 0.783 0.057
R 0.971 0.942 0.628 0.914 0.885 0.141 0.440 0.428 0.828 0.457
F1 0.985 0.970 0.771 0.941 0.939 0.158 0.394 0.405 0.805 0.102

10% Yes
P 0.999 0.999 0.999 0.971 0.999 0.177 0.326 0.271 0.769 0.072
R 0.973 0.945 0.648 0.918 0.891 0.145 0.459 0.432 0.810 0.471
F1 0.986 0.972 0.786 0.944 0.942 0.160 0.382 0.333 0.789 0.125

15% Yes
P 0.999 0.999 0.999 0.971 0.999 0.163 0.224 0.229 0.769 0.063
R 0.973 0.945 0.621 0.918 0.891 0.141 0.351 0.378 0.810 0.475
F1 0.986 0.972 0.766 0.944 0.942 0.151 0.273 0.285 0.789 0.112

20% Yes
P 0.999 0.999 0.999 0.973 0.999 0.189 0.205 0.200 0.804 0.053
R 0.975 0.951 0.583 0.902 0.878 0.154 0.365 0.439 0.804 0.470
F1 0.987 0.975 0.738 0.936 0.935 0.170 0.263 0.274 0.804 0.095

25% Yes
P 0.999 0.999 0.999 0.975 0.999 0.167 0.180 0.165 0.800 0.071
R 0.953 0.930 0.651 0.930 0.906 0.141 0.441 0.418 0.837 0.511
F1 0.976 0.963 0.788 0.952 0.951 0.153 0.256 0.236 0.818 0.125

30% Yes
P 0.999 0.999 0.999 0.972 0.972 0.174 0.162 0.125 0.659 0.058
R 0.950 0.925 0.600 0.900 0.875 0.145 0.475 0.425 0.775 0.434
F1 0.974 0.961 0.750 0.935 0.921 0.158 0.242 0.193 0.712 0.102

Average Yes
P 0.999 0.999 0.999 0.972 0.994 0.175 0.247 0.229 0.764 0.062
R 0.966 0.94 0.622 0.914 0.888 0.144 0.422 0.42 0.811 0.47
F1 0.982 0.969 0.767* 0.942* 0.938* 0.158* 0.302* 0.288* 0.786* 0.110 *

∗ FlexLog yields a significant higher F1-score than compared baseline.

Following Ma et al. [136], we first apply Mean Shift to the processed logs to obtain clusters.
We choose Mean Shift because, unlike 𝑘-means, it does not require specifying the number
of clusters in advance; however, other clustering algorithms could also be used. Next,
we sort clusters in descending order of size. We then sample one log from each cluster
and iterate through the clusters (from largest to smallest). We repeat this sampling until
reaching the desired number of samples. By sampling iteratively from the largest clusters,
the procedure balances diversity (representation across clusters) and coverage (capturing
most frequent patterns, represented by larger clusters). These few-shot prompts were then
evaluated across all datasets for ULAD. It is important to note that, for fairness, all other
base models in FlexLog remain unchanged and are trained on the same limited training
data across both settings.

The results in Table A.5 show that FlexLog with a fine-tuned LLM (denoted as
PEFT) consistently outperforms FlexLog with few-shot ICL in terms of F1 score, with
a substantial performance gap ranging from 5.7 pp to 19.9 pp. Mann–Whitney U tests
confirm that these differences are statistically significant. Overall, PEFT enables the LLM
to leverage more labeled data, and once fine-tuned, the model can efficiently label test data
without repeatedly requiring few-shot examples, which otherwise reduces time efficiency.
In the future, the few-shot ICL strategy could be improved by developing algorithms that
dynamically tailor the selected examples for each test log sequence and by breaking them
into multiple prompts, allowing more examples to be provided, especially when logs are
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long.

Table A.5: F1 scores of using Few-shot ICL compared to PEFT) for LLM in FlexLog.
Learning
Method

ADFA-U LOGEVOL-U SynHDFS-U SYNEVOL-U
adduser hydraFTP hydraSSH java meter web average Hadoop Spark average average average

PEFT (FlexLog) 0.718 0.784 0.723 0.642 0.682 0.672 0.704 0.982 0.892 0.937 0.972 0.971

Few-shot ICL 0.519 0.588 0.565 0.550 0.593 0.487 0.550* 0.925 0.772 0.848* 0.876* 0.824*

∗ FlexLog yields a significant higher F1 score compared to the alternative learning strategy for Mistral
(Few-shot ICL).
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