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Abstract

Context: Legal contracts have served as the bedrock of business transactions for millen-
nia. They are core to modern supply chains, and their execution can now be automated
through the use of i) smart contracts, supported by blockchain technology that safeguards
data integrity, and ii) Internet-of-Things technologies to support their monitoring func-
tions. Symboleo is a specification language used to formalize legal contracts, enable
property analysis, and generate smart contracts for a permissioned blockchain platform
(Hyperledger Fabric). However, automation around resulting smart contracts poses se-
curity challenges, particularly regarding who should have access to operate on contract
elements. Additionally, how such smart contract should interact with their Cyber-Physical
System (CPS) environment, including IoT devices, remains challenging,.

Purpose: The thesis proposes an architecture to integrate smart contracts, Complex Event
Processing (CEP), message brokers, and a blockchain platform (namely Hyperledger Fab-
ric) to support end-to-end Cyber-Physical Smart Contracts (CPSCs). This architecture
makes it possible to connect IoT devices with smart contracts (generated using Sym-
boleo) through a CEP engine and a message broker. Additionally, this thesis proposes
an access control model, treating all contract elements as resources and ensuring regulated
access by designated parties. This model extends the Symboleo ontology and language
for legal contracts with new modeling concepts inspired by Role-Based Access Control
(RBAC), tailored for the legal contract domain, resulting in SymboleoAC (Symboleo
Access Control). SymboleoAC also extends the Symboleo language to handle dynamic
contract execution scenario.

Methodology: This research follows a Design Science Research methodology, which
guides the development and evaluation of the research artifacts. This research is con-
ducted in several iterative steps that are divided into two main phases, one that focuses
on theoretical aspects and the other on the design, demonstration, and evaluation of the
research artifacts.

Contributions: The contributions of this thesis are:

e An architectural framework for CPSCs that leverages complementary aspects of CPS
and smart contracts;

e SymboleoAC, an access control ontology for Symboleo;

e An extension of the current Symboleo specification language (syntax and semantics)
that supports smart contract requirements, including automation and control actions,
access control, and CPS components;

¢ An implementation of the SymboleoAC ontology and semantics into a reusable
JavaScript library (SymboleoACJS), together with a tool, SymboleoAC2SC,
that generates JavaScript smart contract code with security aspects for a designated
platform (Hyperledger Fabric); and
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e A secure and event-driven SymboleoAC Application Programming Interface (API)
that orchestrates the runtime ecosystem connecting IoT sensors, the message broker,
the CEP engine, and the blockchain platform.

Through extensive and the evaluation of multiple variations of two contract case studies,
SymboleoAC (architecture, ontology, and language), along with its associated tools, is
shown to be an effective environment for CPSCs, simplifying the design of secure smart
contracts and their connections to message brokers, CEP engines, and IoT devices.
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Chapter 1

Introduction

This thesis aims to advance the generation of smart contracts frolymboleo spec-

i cations by integrating action-based constructs into the language, enabling the semi-
automated execution of legal contracts, and supporting security requirements through
access control. This thesis further aims to develop an architecture for Cyber-Physical
Systems (CPSs) where such smart contracts will be deployed, leading@gber-Physical
Smart Contracts (CPSCs)that support e ective and access-controlled interactions between
physical and digital components.

This chapter begins by presenting the context and motivation behind this work, followed
by the research questions and goals. Additionally, it provides a brief overview of the selected
methodology, which is based on Design Science Research (DSR), and of the contributions
and main limitations of the thesis.

1.1 Problem Context

A legal contractis a document containing various contractual clauses that formulate rela-
tionships between parties in the real world in a way that supports shared understanding
of and commit to business transactionsSmart contracts (SCs) are programs intended to
partially encode, automate, and control some aspects of the execution of legal contracts,
monitor them for compliance with relevant terms and conditions, and intervene when con-
tractual agreements are breached [117]. A critical issue for SCs is the integrity of the
data they handle. To address this issue, many SCs make use of blockchain technology for
storing both programs and data, providing a high level of resilience against data integrity
attacks [6]. Embedding smart contracts in larger Cyber-Physical Systems that contain
Internet-of-Things (loT) sensors and actuators provides also an opportunity to monitor
and enforce the correct execution of contractual agreements with applications in various
industries, such as energy, supply chain, and transportation, to name a few [98].

However, the above industries are increasingly dynamic and driven by continuous 0T
data generated across distributed cyber-physical environments. The challenge is not only



about collecting such data, but also about ensuring trusted interactions, contractual com-
pliance, authenticated communication, and timely decision-making across multiple orga-
nizations and heterogeneous systems. This creates a growing need for architectures and
tools that can support secure and reliable event-driven smart contract execution while
integrating real-time monitoring and automated enforcement mechanisms.

As a supply chain example, consider a meat sale transaction between a supplier (the
seller) and a supermarket (the buyer). The contract includes obligations for both parties:
the supplier must deliver meat of speci ed quality, while the buyer must pay before ship-
ment. 10T sensors monitor factors like temperature (e.g., keeping meat belo’C) and
location during transport. Sensor data enables the smart contract to track compliance,
triggering a breach noti cation if required conditions are not met. This integration of
IoT and smart contracts demonstrates how CPS technology enforces real-time contract
compliance, building trust and accountability.

For such contexts, monitoring the execution of legal contracts that involve commu-
nication between physical objects and software in CPSs is complex due to dependencies
between CPS components. A major challenge here is ensuring that the contractual terms
and conditions have happened as agreed upon.

Symboleo is a formal language, based on an ontology, state machines, and event
calculus, for specifying the terms and conditions of many types of business-oriented legal
contracts. In particular, Symboleo uses the concepts afbligation (something that must
happen between the parties involved) angower (the right of a party to create, suspend,
or cancel obligations and other powers under some condition) for contract monitoring and
compliance [92, ]. The language is supported by:

" SymboleoWeb [81], an Integrated Development Environment (IDE) for editing
speci cations;

" The Symboleo Property Checker tool SymboleoPC ) [90], an analysis tool for
checking temporal logic properties, at design time;

" The Symboleo to Smart Contract tool (Symboleo2SC ) [100], a compiler that gen-
erates smart contract code that monitors contract executions for compliance against
the speci cation, at run-time.

1.2 Motivation

In the age of digitalization, there have been numerous e orts aiming to enable the automa-
tion of legal contracts, ranging from e-contracts to the more recent development of smart
contracts [40]. Smart contracts as Cyber-Physical Systems have been widely used with
distributed ledger technologies [6]. Such smart contracts operate by responding to triggers
that are provided by users or by the surrounding environment (e.g., 0T sensors), and their
primary purpose is to monitor the execution of legal contracts or business transactions [40].



However, the typical design architecture of a CPSC, as shown in Section 3.4, reveals un-
clear connections between physical and cyber components, making it di cult to validate
smart contracts against legal contracts. Additionally, the design of one component often
a ects the others, and vice versa; such interdependency often results in smart contracts
that are prone to errors. Their quality needs to be assessed due to the complex interactions
between physical and cyber components, as well as the lack of proper coding abstractions
and tools. Meanwhile, developers typically code smart contracts manually, increasing the
risk of errors. These issues are supported by the ndings presented in the literature review
(Chapter 3).

Although the Symboleo language and its supporting tools provide a useful environ-
ment in that context, they fall short of addressing important issues such as:
" Integrating smart contracts generated from speci cations capturing legal contracts
into a larger CPS ecosystem, enabling e ective interactions with the external world
(including IoT devices).

" Generating smart contracts that not only monitor the execution of legal contracts,
but also executethese legal contracts (or part thereof).

~ Supporting important quality requirements, especially around security and privacy.

Solving these issues would makBymboleo -based solutions more attractive and ef-
fective for practitioners seeking to automate and enforce legal contracts as CPSCs. Ad-
ditionally, improved quality and faster coding capabilities would streamline development,
enabling practitioners to create secure and reliable smart contracts more e ciently.

1.3 Research Goals

The long-term vision for this research is to develop conversion tools for legal contract
speci cations that allow practitioners to generate smart contracts that can monitor (for
compliance) and execute legal contracts while satisfying important and customizable qual-
ity criteria.

The goal of this thesis is to develop and validate a conversion tool for transforming
Symboleo speci cations into smart contract code that can monitor and partially execute
legal contracts on one speci ¢ platform (namely Hyperledger Fabric [13], using JavaScript),
in a CPS for a prede ned set of quality criteria (namely security and privacy).

As a strategy, we intend to satisfy this goal by:

~ Introducing an architecture for embeddingSymboleo -generated SCs in larger CPSs;

" Supporting executableSymboleo speci cations by integrating action-based con-
structs into the language;



" Designing rules that convertSymboleo speci cations supplemented with securi-
ty/privacy quality criteria into a target SC language (namely JavaScript); and

~ Assessing the e ciency of the tool-supported conversion process in terms of coding,
deployment, and other concerns.

As of today, Symboleo is likely the most advanced language for specifying legal con-
tracts, with the best analysis and code generation tools [90, 101].

1.4 Research Questions

The following research questionsRQ1-RQ4 ) are derived from the goal of this thesis.

RQ1: What is the CPS architecture needed to deploy legal smart contracts?

The question focuses on the design and con guration of the CPS architecture necessary
to support the deployment and operation of legal smart contracts, especially around the
monitoring and control of the CPS environment. This question involves studying and
selecting the various components, protocols, and interactions required to establish a robust
and e cient CPSC architecture.

RQ2: How canSymboleo speci cations be extended to generate smart contract codg
that monitors for compliance the execution of a contract, semi-automates selected steps
of the execution, and controls the execution?

1%

This question involves extending the existinggymboleo language toSymboleo Ac-
cess Control SymboleoAC ), a new version of the language (including its ontology) aiming
to facilitate the automation and control of contract executions. While the current version of
Symboleo supports producing code that monitors and veri es legal contract execution, it
falls short in addressing other critical requirements of smart contract systems (e.g., sending
noti cations). By introducing such extensions,SymboleoAC would provide a means to
express and enforce obligations and powers that pertain to the behavior and functionality
expected from the smart contract system as a whole.

RQ3: How canSymboleo be extended to specify security and privacy quality criteria
when assessing compliance?

This question aims to determine howSymboleo 's language and code generator can
take into account these quality criteria to ensure that the resulting system not only moni-
tors compliance e ectively but also meets the desired levels of security and privacy. This
involves exploring techniques and approaches to assess and enhance the conv&yed
boleo speci cation, including around access control.



RQ4 : How can the newly extendedymboleo speci cations be converted into cyber-
physical smart contracts using automated code generation?

This question focuses on automating the conversion of the newly extendggmboleo
speci cations (i.e., in SymboleoAC ) into legal smart contracts deployable on the selected
CPSC architecture. This indirectly involves the conversion of the underlyingymbol-
eoAC ontology into a reusable library, as done previously by Rasti [101] for plafym-
boleo .

1.5 Methodology Overview

This thesis follows a Design Science Research methodology [50], which guides the develop-
ment and evaluation of the research artifacts. This research is conducted in several iterative
steps that are divided into two main phases, one that focuses on theoretical aspects and
the other on the design, demonstration, and evaluation of the research artifacts. Detailed
information on the research methodology, including the development of artifacts and their
evaluation, is presented in Chapter 4.

1.6 Contributions

The primary contributions of this thesis include (see Figure 1.1):

1. A CPSC architectural framework that provides an integrated solution leveraging CPS
and SC aspects, including message broker and Complex Event Processing (CEP)
components supporting interactions between SCs and 10T devicd?(1).

2. An access control extension ddymboleo (RQ3), that includes:

" A generic access control ontology with Role-Based Access Control (RBAC) prim-
itives (RQ3-1).

" An integrated SymboleoAC ontology that combines the RBAC ontology with
Symboleo 's (RQ3-2).

3. SymboleoAC , an extension of theSymboleo speci cation language (syntax and
semantics) RQ2), that supports:

~ Variable assignment in events used by contractual obligations and poweR(}2-
1).

Noti cations sharing contract state knowledge (including violations) as events
during contract execution RQ2-2).

N

" The SymboleoAC ontology (@) with RBAC constructs addressing privacy
and security concernsRQ3-3).



Figure 1.1: SymboleoAC overview.

" Controller rules for each resource derived from the semantics of legal concepts,
as well as pre-authorization rules that give access to resources for di erent roles
of a legal contract RQ3-4), and supported by the SymboleoAC grammar

(@) and editor (@)).

4. A code generator that extendsSymboleo2SC with support for SymboleoAC
(RQ4 ), which includes:

" The SymboleoAC JavaScript library (SymbolecACJS ) @, a JavaScript li-
brary featuring utility classes and methods that embody the ontology and se-
mantics of SymboleoAC (RQ4-1).

"~ The SymboleoAC to Smart Contract tool (SymboleoAC2SC ) @, a compiler
that generates smart contract code @) (in JavaScript for the Hyperledger
Fabric platform) from SymboleoAC speci cations, including the access control
model and rules. The code also interoperates with the components of the CPSC
architectural framework mentioned earlier (message broker and CEFRQ4-2).

5. An access-controlled and event-driveBymboleoAC Application Programming In-
terface (API) that orchestrates the runtime ecosystem connecting IoT sensors, the
message broker, the CEP engine, and the smart contract deployed on a blockchain
platform @. This API, implemented in JavaScript and Java, coordinates real-time
event publication, subscription, ltering, and smart contract transaction invocation
through an integrated gateway and wallet mechanism, ensuring controlled, authenti-
cated, and authorized execution of CPSCs across on-chain and o -chain components
of the SymboleoAC architecture (RQ1).
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Secondary contributions include:

1. A mapping review of architectures, platforms, and challenges related to Cyber-
Physical Smart Contracts, already published [6].

2. An illustrative contract example (Vaccine Procurement) that exploits the newsym-
boleoAC features.

Overall, this thesis proposes a framework for engineering cyber-physical smart con-
tracts, consisting of a speci cation languageSymboleoAC ), supporting tools for auto-
mated code generation and executiorBymboleoAC2SC ), and an integrated architecture
connecting on-chain and o -chain componentsymboleoAC CPSC). The feasibility and
e ectiveness of the proposed framework are demonstrated through two case studies, which
illustrate how legal contracts can be speci ed, transformed into executable smart contracts,
and deployed in a cyber-physical environment.

Additionally, This thesis has already led to eleversymboleo -related publications (in-
cluding ve as rst and main author), co-authored with my co-supervisors and other mem-
bers of our research laboratory.

Journal Publications

~ Sofana Alfuhaid , Daniel Amyot, Amal Ahmed Anda and John Mylopoulos, A
Mapping Review on Cyber-Physical Smart Contracts: Architectures, Platforms, and
Challenges . IEEE Access vol. 11, pp. 65872 65890, 2023;ttp://doi.org/10.1
109/ACCESS.2023.329089]

This paper represents the core of the literature review in Chapter 3.

Alireza Parvizimosaed, Marco Roveri, Aidin Rasti, Amal Ahmed Anda,Sofana
Alfuhaid , Daniel Amyot, Luigi Logrippo, and John Mylopoulos, SymboleoPC
checking properties of legal contracts Software and Systems Modelingol. 24, pp.
1093 1126, 2025https://doi.org/10.1007/s10270-024-01180-2 [90]

In this paper, | contributed an extension ofSymboleo for variable assignment,
discussed in Section 8.2, with code generation for the nuXmv language (not
discussed in this thesis).

Aidin Rasti, Amal Ahmed Anda, Sofana Alfuhaid , Alireza Parvizimosaed, Daniel
Amyot, Marco Roveri, Luigi Logrippo, and John Mylopoulos, Automated generation
of smart contract code from legal contract speci cations wittSymboleo2SC , Soft-
ware and Systems Modelingrol. 24, pp. 1127 1156, 2025)ttps://doi.org/10.1
007/s10270-024-01187-9 [101]

| contributed an extension ofSymboleo for variable assignment (Section 8.2),
with code generation for the JavaScript language (Section 9.4.8), and the Sym-
boleo speci cation of a vaccine procurement contract (Section 10.3.3).
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" Sofana Alfuhaid , Amal Ahmed Anda, Daniel Amyot, Marco Roveri, John Mylopou-
los, SymboleoAC : An Access Control Model for Smart Legal Contracts Software
and Systems Modeling2025, https://doi.org/10.1007/s10270-025-01327-9 [8]

This is the main paper describingSymboleoAC (Chapters 7 and 8) and the
corresponding code generator for smart contracts Chapter 9).

Conference Publications

" Sofana Alfuhaid , Amal Ahmed Anda, Daniel Amyot, Marco Roveri, and John
Mylopoulos, SymboleoAC : An Access Control Model for Legal Contracts . In:
17th IFIP WG 8.1 Working Conference on the Practice of Enterprise Modeling
(POEM), Stockholm, Sweden, 2024. LNBIP 538, Springer, pp. 227 243itips:
//doi.org/10.1007/10.1007/978-3-031-77908-4_14 [7]

This paper introduced a rst version of SymboleoAC ; it was invited for a
journal extension [3], already discussed above.

Sofana Alfuhaid , Towards Secure and Interactive Smart Contract Code from For-
mal Symboleo Speci cations . In2025 IEEE/ACM 47th International Conference on
Software Engineering: Companion Proceedings (ICSE-Companiqr)ttawa, Canada,
2025. IEEE CS, pp. 58 62.http://doi.org/10.1109/ICSE-Companion66252.20
25.00024 [4]

This doctoral symposium paper provides an early overview of this thesis, in-
cluding its research methodology (Chapter 4).

Regan Meloche, Durga Sivakumar, Amal Ahmed And&ofana Alfuhaid , Daniel

Amyot, Luigi Logrippo, and John Mylopoulos, A Web-Based Environment for the
Speci cation and Generation of Smart Legal Contracts . In:Compliance for Arti-

cial Intelligence Systems: Strategies, Principles and Method&NAI 14377, 2026.
Springer, pp. 1 13, https://doi.org/10.1007/978-3-032-12795-2 2 [81]

This paper presents a Web-based editor f@ymboleo that | helped develop,
deploy, and maintain (not discussed in this thesis).

Workshop Publications

" Daniel Amyot, Luigi Logrippo, John Mylopoulos, Marco Roveri, Amal Ahmed Anda,
Alireza Parvizimosaed Sofana Alfuhaid , Sepehr Shari , Regan Meloche, and Daniel
Sousa-Dias, Engineering Smart Contracts witfSymboleo : A Progress Report .
In: CyPress: 3rd Workshop on Software Techniques for Engineering Cyber-Physical
Systems CASCON'23, Las Vegas, USA. IBM Corp., pp. 235237, 2023)tips:
/ldl.acm.org/doi/10.5555/3615924.3623631 [12]

This is a summary of yearly improvements to th&Symboleo ecosystem, where
| had minor contributions (covered implicitly in this thesis).
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~ John Mylopoulos, Sofana Alfuhaid , Daniel Amyot, Amal Ahmed Anda, Luigi Lo-
grippo, Regan Meloche, Ashkan Rahimi-Kian, Sahil Rajpal, Marco Roveri, Durga
Sivakumar, Daniel Sousa-Dias, Engineering Smart Contracts with Symboleo: Progress
Report 2024 . In: CyPress: 4th Workshop on Software Techniques for Engineering
Cyber-Physical SystemsCASCON'24, Toronto, Canada, 2024. IEEE CS, pp. 15,
http://doi.org/10.1109/CASCON62161.2024.10838220 [85]

This is a summary of yearly improvements to th&Symboleo ecosystem, where
I had minor contributions (covered implicitly in this thesis).

Sofana Alfuhaid , Amal Ahmed Anda, Daniel Amyot, Marco Roveri, John My-
lopoulos, Towards an Architecture and Code Generator for End-to-End Access Con-
trol in Cyber-Physical Smart Contracts . In: CyPress: 5th Workshop on Software
Techniques for Engineering Cyber-Physical SystentSASCON'25, Toronto, Canada,
2025. IEEE CS, pp. 687 691https://doi.org/10.1109/CASCON66301.2025.114
22826 [9]

This paper introduces theSymboleoAC architectural framework (Chapter 5)
and API (Chapter 6).

Gurdarshan Singh, Sahil Rajpal, Amal Ahmed Anda,Sofana Alfuhaid , Daniel
Amyot, Marco Roveri, John Mylopoulos. Towards an LLM-Based Auto-Corrector
Agent for Symboleo Specications. In: CyPress: 5th Workshop on Software
Techniques for Engineering Cyber-Physical SystefSASCON'25, Toronto, Canada,
2025. IEEE CS, pp. 672 676https://doi.org/10.1109/CASCON66301.2025.001
24[113]

This paper explores the use of Large Language Models for converting English
legal contracts toSymboleo speci cations, with automated error correction; |
provided minor contributions (not discussed in this thesis).

1.7 Limitations and Delimitations

This thesis demonstrates the feasibility and e ectiveness of the propos8gmboleocAC en-
vironment for specifying, generating, and executing access-controlled cyber-physical smart
contracts. Through the design of theSymboleoAC ontology, the design of a dedicated
SymboleoAC architecture, the corresponding extension of th8ymboleo language with
access control and IoT related constructs, and the implementation of supporting tools
and runtime components, this work provides an end-to-end solution that integrates formal
contract speci cations with blockchain-based execution and o -chain cyber-physical sys-
tems. The conducted case studies illustrate that contract, access control, and event-driven
monitoring can be speci ed at a high level of abstraction and automatically translated into
deployable smart contracts, thereby reducing development e ort and improving correctness
and traceability.



However, as with any research, this thesis is subject to certain limitations and delimi-
tations that de ne its scope. These boundaries re ect the design choices made to ensure
a focused and feasible evaluation. More detailed discussions of limitations and future
extensions are respectively provided in Chapters 11 and 12.

1.7.1 General Limitations and Assumptions

In this thesis, the proposedSymboleoAC framework is evaluated using the Hyperledger
Fabric platform, which aligns with the requirements of the considered application domains,
including multiple stakeholders operating within a controlled environment. While the
underlying ideas of SymboleoAC are not tied to a speci ¢ blockchain platform, public
blockchain environments such as Ethereum (whose core blockchain is permissionless [25])
are outside the scope of the current evaluation.

The thesis primarily targets business-oriented contracts, such as for supply chains and
energy trading, where contractual obligations, access control, and loT-driven monitoring
play a central role. These contracts can be of di erent natures, from business-to-business
(e.g., large supply chains), to business-to-consumer (e.g., direct sales), or peer-to-peer (e.g.,
transactive energy). However, other types of legal agreements, including nancial trading,
personal contracts, or property contracts, are not considered in this work.

Finally, due to time and scope constraints, the evaluation emphasizes a selected set
of non-functional requirements, with a particular focus on security and privacy. Other
concerns, such as usability, robustness, and availability, are acknowledged as important
directions for future work.

1.7.2 Security and Privacy: Scope and Assumptions

Security and privacy in CPSC involves multiple dimensions, including identity manage-
ment, authentication, authorization, communication security, device trustworthiness, phys-
ical security, and human or social factors. In this thesis, the primary focus is on improving
privacy and the security of interactions between on-chain and o -chain components of
the SymboleoAC architecture (Figure 5.1) through end-to-end access control, authenti-
cated communication, blockchain-based tempering protection, and permissioned execution
mechanisms rather than providing a complete security solution for all possible types of
attacks. From the cybersecurity functions identi ed in the NIST Cybersecurity Frame-
work 2.0 [93], this thesis primarily focuses on th&overn, Identify, and Protect functions.
More speci cally, and using the NIST category identi ers (Table 1 in [93]), the proposed
SymboleoAC framework focuses on:

" Role-based uthorization and policy enforcement through th8ymboleoAC access
control model (Govern: GV.RR, GV.PQ)

" ldentity management through certi cate-based authentication [dentify: ID.AM);
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Authentication of users, |0T devices, CEP, and message brokd?rptect. PR.AA);

Permissioned blockchain execution using Hyperledger Fabric, assuming a su cient
number of participating blockchain nodes to reduce the risk of ledger tampering
(Protect: PR.DS;

Protection of communication channels through mutual Transport Layer Security
(TLS) and encrypted messaging, assuming loT devices and external components
support the required authentication and encryption mechanismsfotect: PR.P3;

Accountability and traceability through blockchain records, event logging, and role-
based interactions Govern: GV.0OS;

Prede ned contractual roles and permissions that are speci ed at design time within
the SymboleoAC speci cation and access control policies3overn: GV.RR.

The architecture also introduces mechanisms intended to reduce risks associated with
unauthorized or compromised loT devices, including certi cate-based authentication, cre-
dential-based authentication, and controlled publish/subscribe permissions at the message
broker level. In addition, SymboleocAC introduces controller rules for each resource
derived from the semantics of legal concepts, as well as pre-authorization rules that grant
di erent legal contract roles access to contractual resources and legal positions. These
mechanisms provide an additional policy enforcement layer over contractual operations
and event-driven interactions.

However, this thesis does not claim to provide complete security guarantees against
all possible types attacks, and several aspects remain outside the scope of this work, in-
cluding physical attacks on IoT devices, hardware tampering, social engineering, insider
threats, denial-of-service attacks, and broader organizational security concerns. Instead,
this thesis aims to improve the security and trustworthiness of cyber-physical smart con-
tract interactions while providing a foundation for future extensions and stronger security
mechanisms.

1.8 Thesis Outline

The rest of this thesis is organized as follows.

Chapter 2 provides an overview of the fundamental technologies and tools that are
relevant to the thesis, including theSymboleo language and contributions made by others
to its ecosystem, along with other technologies.

Chapter 3 provides a review of the theoretical part this thesis has built on. In the rst
part, we survey existing literature to explore platforms used for event-driven systems that
integrate smart contracts and cyber-physical systems, examine event production and con-
sumption methods, investigate the challenges developers face when creating cyber-physical
smart contract systems (focusing on robustness, security, privacy, and availability concerns)
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and discuss approaches to mitigate them. In the second part, we delve into Role-Based
Access Control (RBAC) by exploring its foundational concepts and mechanisms. Addition-
ally, we review signi cant works on RBAC to understand existing implementations within
this model. We also compare our access control model with studies in both similar and
di erent domains.

Chapter 4 presents the DSR-based methodology followed for conducting the research,
detailing the approach, techniques, and tools used to address the research questions.

Chapter 5 presents an architecture for deployinggymboleo -based smart contracts
as cyber-physical systems. It provides a detailed description of the architectural layers,
including the one-chain layer, o -chain layer (with components such as IoT devices, message
brokers, and a Complex Event Processing engine) and smart contracts generated from
SymboleoAC speci cations.

Chapter 6 reports on the development and implementation of thBymboleoAC API,
including its integration with the message broker, CEP engine, I0oT devices, smart contract
listeners, and related components.

Chapter 7 presents theSymboleoAC ontology as an access control extension 8ym-
boleo 's with new modeling concepts inspired from Role-Based Access Control, tailored
for the legal contract domain.

Chapter 8 provides the Xtext-based syntax and semantics of tHfeymboleoAC lan-
guage, together with new well-formedness rules and a new version of the Eclipse-based IDE
supporting the language.

Chapter 9 reports on the development and implementation of thBymboleoAC2SC
tool, including its SymboleoACJS library.

Chapter 10 demonstrates and evaluates the application of the implemented tools on
variations of two realistic legal contracts, including complex cases with multiple instances
of multiple contracts with shared parties.

Chapter 11 provides a critical analysis of the results presented throughout the thesis. It
discusses the contributions related t&ymboleoAC and outlines related limitations and
threats to validity.

Chapter 12 concludes the work presented in this thesis, provides answers to the research
guestions, and outlines directions for future research.

Note : a snapshot of the code-related artifacts, which re ects their status at the time
the nal version of this thesis was completed (May 2026), is available online, on Zen
odo [5].
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Chapter 2

Background

This chapter provides an overview of the technological foundations relevant to this the-
sis, including Cyber-Physical Systems, Smart Contracts and Blockchains, Complex Event
Processing, and message brokers. It also serves as an introduction to the key concepts
and tools of Symboleo , which we will build upon in this thesis, and which are crucial for
understanding the context of our work.

2.1 Cyber-Physical Systems

The foundational idea behind the concept of CPS is to keep an eye on and exert control
over the physical world by incorporating cyber world capabilities (e.g., computation and
communication) into aggregations of hardware [98], often composed of loT devices. Thus,
CPSs can be considered as an integration of physical elements, computing systems, and
networks within a larger system where they can be controlled and monitored intelligently.
Figure 2.1 shows a typical CPS architecture in its most abstract terms.

CPS applications include energy systems, smart systems, automotive systems, aerospace
systems, robotic systems, industrial systems, 10T applications, and many more. Each of
these applications is expected to adapt to changes that come from the outside world and re-
act di erently based on the requirements in a safe, secure, e cient, and (ideally) real-time
manner [98].

Typically in CPSs, the cyber and physical worlds are exposed to each other through
the use of APIs where the physical devices contain sensors that report actions and states
of the environment being monitored [46,111].

2.2 Smart Contracts and Blockchains

The term smart contract was rst proposed by Szabo in 1997 [117]. It represents the
contractual terms of a legal agreement in the real world, but in a completely digital way.
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Figure 2.1: Bird's eye view of a typical cyber-physical system architecture.

These terms are translated and embedded in smart contracts in the form of code that
i) dictates what we can and cannot do, and ii) is executed automatically based on the
terms of the contract. The general goal here is that smart contracts will self-enforce these
terms and minimize the need for (trusted) third parties between transnational or trans-
organizational parties, while obtaining better monitoring and veri cation where terms must
be satised [117].

Smart contracts often represent terms or conditions of a legal agreement using functions
and events [49], possibly with rule-based patterns to recognize those events [47]. For
example, if a contract's terms specify thatif the shipment exceeds the expected arrival
date, then fees must be triggered against the shipping compatien the arrival of the
shipment at a given date must be a recognizable event.

As observed by Niya et al. [87], blockchain is the Distributed Ledger Technology (DLT)
most commonly used in recent years. Blockchain is a peer-to-peer technology that enables
storing and monitoring data in a distributed and decentralized manner [28]. The venue of
blockchain platforms has revived the concept of smart contract (Figure 2.2) while providing
decentralized execution and additional bene ts such as immutability and transparency.

Smart contract implementations have capabilities for storing, sending, and receiving
data [76]. Implementations can rely on a trusted centralized model, on a decentralized
model, or on some hybrid approach [106, ]. Buterin [25] created a leading DLT plat-
form, called Ethereunt, that features smart contract capabilities allowing the creation of
distributed applications in many areas. Bitcoid, which is the rst and likely the most

! https://ethereum.org/
2 https://bitcoin.org/
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Figure 2.2: Centralized smart contract vs. decentralized smart contract (blockchain).

well-known blockchain platform, supports smart contracts that can process simple trans-
actions. In contrast, Ethereum and other blockchain platforms such as Hyperledger Fabric
can process complex transactions and store records of any data.

There are di erent types of smart contracts that exist on such decentralized platforms,
and they are often developed using di erent languages:

1. Bitcoin-style smart contracts: Use simple instructions as the Bitcoin platform fea-
tures limited support for conditions, basic arithmetic, logical operations, and cryp-
tography operations (e.g., for verifying digital signatures) on the blockchain [17].

2. General-style smart contracts: Use advanced scripts, written in common high-level
languages, which are hosted on virtual machines (e.g., deployed using Dotkén
order to support the execution of smart contracts on the blockchain. For example,
a smart contract for the Hyperledger platform can be written in Java, JavaScript
(Node.js), or Go [13].

3 https:/iwww.hyperledger.org/use/fabric
4 https://www.docker.com/

15



3. Domain-speci ¢ smart contracts: Use programming languages that exploit domain-
speci ¢ knowledge to support contract-related concepts. For example, Ethereum
supports Solidity, which features a Turing-complete scripting language for a variety of
smart contract applications [123], as well as many other domain-speci ¢c programming
languages (e.g., LLL, Serpent, and Vyper). Furthermore, many approaches [39, 45,

, ] have introduced new speci cation languages for modeling smart contracts.

There are also three types of blockchain-based ledgers: private, public, and consortium.
They di er on the ability of parties to read and write from a ledger, the ability of nodes to
join the blockchain network, the ability of nodes to validate and publish a block, and the
type of consensus mechanism. For example, only assigned nodes can join the network and
validate transactions in a private ledger. However, in a public ledger, anyone can enter the
network and publish a new block. Consortium ledgers are in between private and public
ledgers [28, 45, ]. Both Bitcoin and Ethereum are examples of public blockchains, and
their respective ledger is available to anyone. Hyperledger Fabric is an example of a private
blockchain where the ledger is kept concealed and access is restricted [123].

2.3 Complex Event Processing and Message Brokers

A Complex Event Processing (CEP¥yystem is a state-of-the-art technology designed to
manage and analyze streams of real-time data to identify patterns, trends, and relationships
based on a de ned set of rules or criteria. Its primary objective is to respond to specic
conditions or sequences of events as they occur [78].

For instance, if we want to monitor temperature readings from IoT sensors and send
event data based on three consecutive readings, the CEP system would continuously an-
alyze the incoming data. The event sources would be the temperature sensors, and the
event processing engine would check each reading against the de ned criteria. If three con-
secutive readings exceed or fall below a speci ed threshold, the event output mechanism
would then trigger the sending of a resulting, more abstract event, which could be utilized
by smart contracts to perform actions.

The CEP engine is responsible to automatically generate a complex event once the
speci ed conditions/criteria within an event pattern are met. A CEP engine is a software
tool that enables programmers to create and implement event patterns using an Event
Pattern Language (EPL) [23]. EPLs can adopt various styles, each tailored to specic
event processing needs. These styles range from stream-oriented EPLs to rule-oriented
EPLs and imperative EPLs [23]. Given that many contractual events would be sourced
from loT devices, the most suitable type of Event Processing Language to use in this thesis
would be a stream-oriented EPL. Common stream-oriented EPLs include Apache Flink
SQL® and Esper EPILS. In this thesis, for the implementation of our CPSC architecture,
we use the popular open-source CEP platform Esper (Event Stream Processing Engine).

5> https://nightlies.apache.org/flink/flink-docs-master/docs/libs/cep/
6 https://www.espertech.com/
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Typical CEP products are often used in combination withmessage brokeapplications,
such as RabbitMQ, Apache Kafk&, and Pulsaf, which provide complementary services
including message queuing, transformation, and redirection (e.g., through a publish/sub-
scribe feature). This thesis uses RabbitMQ, a popular open-source message broker that
can cooperate with Esper.

In a CPS, a CEP platform will typically interact with a message broker as follows.
IoT sensors send data to queues of the message broker. A CEP application connects as
a consumer to these queues, and analyzes the event stream using prede ned EPL rules
(e.g., generate an alert if three temperature readings exceedt C within 10 minutes).

The CEP sends alerts or publishes new events back to another message broker queue for
other services to consume. In this thesis, such services will include smart contracts, with
an emphasis on security. In particular, this thesis will generate code for ne-grained and
dynamic access control for the above components (IoT devices, CEP, message broker, and
smart contract) from speci cations of legal contracts.

2.4 Symboleo

Symboleo is a formal speci cation language for smart contracts developed at the Con-
tract Speci cation and Monitoring (CSM) lab of the University of Ottawa, Canada. As
described by Parvizimosaed et al. [92] and Shari et al. [L09gymboleo aims to be an
expressive contract-oriented language that enables property veri cation and the genera-
tion of monitorable and executable smart contracts.Symboleo 's syntax and grammar
are based on an underlying ontology of contractual concepts.

2.4.1 Symboleo 's Contract Ontology

Figure 2.3 shows a representation @ymboleo 's ontology, which consists of concepts and
their relationship for reasoning about contracts. TheSymboleo ontology includes the
concepts ofobligations and powers in uenced by an established ontology of legal concepts
called the Uni ed Foundational Ontology-Legal (UFO-L) [41].

The main concepts of theSymboleo ontology are as follows:

" Contract : the class Contract consists of obligations and powers that are concerned
with assets (e.g., meat) between two or more roles (e.g., buyer and seller).

" Asset: represents any item that has value (tangible or intangible) that can be ex-
changed between parties during the execution of a contract.

7 https:/www.rabbitmg.com/
8 https://kafka.apache.org/
9 https://pulsar.apache.org/
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Legal Position : this abstract class represents the legal relationship between two
roles during contract execution. The ontology shows two types of legal positions:
obligation and power.

Obligation : represents a legal duty from one party (the debtor) to another (the
creditor), forming a legal situation of antecedent and consequent. For example, a
seller (the debtor) is obligated to ful Il an obligation (e.g., meat delivery) to a buyer
(the creditor) who has the right to the corresponding benets. There are several
types of obligations: conditional obligation (instantiated through speci c trigger sit-
uations), unconditional obligation (instantiated at contract instantiation time), and
surviving obligation (conditional or unconditional, but that can outlast the end of
the contact itself, as in non-compete clauses).

Power : a legal entittement giving a party the right to create, change, suspend, or
cancel legal positions. A power is instantiated through speci c trigger situations and
has antecedents that must be satis ed for it to take e ect.

Legal Situation : atype of situation linked with a particular instance of obligation or
power. A situation occurs during a time intervalT and holds during any sub-interval
of T.

Event : a xed event that happens at a time point and cannot be altered. Events
are characterized by pre-state and post-state conditions.

Party : a legal entity, whether a person or an institution, possessing assets and
designated roles within contractual agreements.

Role: represents a debtor or a creditor in legal positions. During the execution of a
contract, roles are attached to parties (e.g., partsofanaplays the role of aseller).

Both obligations and powers need three players in order to be enacted:parformer
who acts to ful ll the obligation or exercises the power; a responsible party who is legally
liable for the consequences of the obligation or power; andightholder who bene ts from
the ful llment of the obligation. When an obligation is initiated, the debtor is its performer
and is also liable for it, while the creditor is its rightholder. For powers, the creditor is
performer and liable, while its debtor is rightholder. These players may change while an
obligation or power is being enacted or delegated (e.g., to a transportation company) [91].

2.4.2 Symboleo Specication Language

Symboleo is de ned with an Xtext [20] grammar, and its semantics are de ned with
axioms (based on event calculus) and state machines that allow monitoring the performance
of real legal contracts through events [92].

A Symboleo speci cation is structured into three main parts:
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Figure 2.3: Symboleo ontology [92].

1. Domain : representsSymboleo Domain-speci c classes that extendi§A) concepts
from the basicSymboleo ontology (e.g., assets, roles, and events) or other domain-

speci c classes.

2. Contract Signature:  comes after the domain section. It begins with &ontract
keyword and is followed by the contract name and its typed parameters. The sig-
nature enables one to instantiate a contract template with di erent values for its

parameters.

3. Body : contains Declarations of variables (with initial values), as well as contract
terms and conditions in the forms of (1)Preconditions and Postconditions ; (2) Obligations

; (3) Surviving Obligations ; (4) Powers; and (5) Constraints.

Listing 2.1 shows an example of a meat sale contract written i8ymboleo 's speci -

cation language. The natural language text of this contract is provided in Table 2.1

Domain meatSaleDomain // the Domain section of the contract
/I participant models are defined using the Role type
Seller isA Role with returnAddress: String, name: String;
Buyer isA Role with warehouse: String;
Currency isAn Enumeration(CAD, USD, EUR);
MeatQuality isAn Enumeration(PRIME, AAA, AA, A);
/I the good to be delivered is defined as an Asset
PerishableGood isAn Asset with quantity: Number, quality: MeatQuality;
Meat isA PerishableGood;
/I the delivered event should be triggered when the goods are delivered
Delivered isAn Event with item: Meat, deliveryAddress: String, delDueDate: Date;
/I the paid event should be triggered when the amounts due are paid

Paid isAn Event with amount: Number, currency: Currency, from: Buyer, to: Seller, payDueDate:

/I the paidLate event should be triggered when the penalty is paid

PaidLate isAn Event with amount: Number, currency: Currency, from: Buyer, to: Seller;
endDomain
Contract MeatSale (buyer: Buyer, // the contract body starts here

seller: Seller,
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gnt: Number,
qlt: MeatQuality,
amt: Number,
curr: Currency,
payDueDate: Date,
delAdd: String,
effDate: Date,
delDueDateDays: Number,
interestRate: Number) // parameters of the contract are passed here
Declarations
/I variables of the contract are initiated in this section
goods: Meat with quantity := qnt, quality := qlt;
delivered: Delivered with item := goods,
deliveryAddress := delAdd,
delDueDate := Date.add(effDate, delDueDateDays, days);
paidLate: PaidLate with amount := (1 + interestRate / 100) * amt,
currency := curr,
from := buyer,
to := seller;
paid: Paid with amount := amt,
currency := curr,
from := buyer,
to := seller,
payDueDate := payDueDate;
Preconditions // safety conditions of the contract are specified below
IsOwner(goods, seller);
Postconditions // safety conditions of the contract
IsOwner(goods, buyer) and not(IsOwner(goods, seller));
Obligations
delivery: // this obligation requires seller to deliver before the due date
Obligation(seller, buyer, true, WhappensBefore(delivered, delivered.delDueDate));
/I the payment obligation requires buyer to pay before the specified due date
payment: Obligation(buyer, seller, true, WhappensBefore(paid, paid.payDueDate));
latePayment: Happens(Violated(obligations.payment)) ->
Obligation(buyer, seller, true, Happens(paidLate));
Powers
/I if payment is violated then seller can suspend the delivery obligation
suspendDelivery: Happens(Violated(obligations.payment)) ->
Power(seller, buyer, true, Suspended(obligations.delivery));
/I if penalty is paid then buyer can resume the delivery obligation
resumeDelivery: HappensWithin(paidLate, Suspension(obligations.delivery)) ->
Power(buyer, seller, true, Resumed(obligations.delivery));
/I if delivery is violated then buyer can terminate the contract
terminateContract: Happens(Violated(obligations.delivery)) ->
Power(buyer, seller, true, Terminated(self));
Constraints
not(IsEqual(buyer, seller)); // the buyer and seller must be different
endContract

Listing 2.1: Meat Sale contract speci ed in Symboleo .

Table 2.1: Natural language text of the Meat Sale contract [109, 110].

This agreement is entered into e ect as of <e Date>, between <partyl> as Seller with address
<retAdd>, and <party2> as Buyer with address <delAdd>.
1. Payment and Delivery

1.1 Seller shall sell an amount of <gnt> meat with <glt> quality ( goods) to the Buyer.

1.2 Title in the Goods shall not pass on to the Buyer until payment of the amount owed has
been made in full.

1.3 The Seller shall deliver the Order in one delivery within <delDueDateDays> days to the
Buyer at its warehouse.

1.4 The Buyer shall pay <amt> (amount) in <curr> ( currency ) to the Seller before <pay-
DueDate>.

1.5 In the event of late payment of the amount owed, the Buyer shall pay a late fee equal tg
<interestRate> owed, and the Seller may suspend performance of all of its obligations under the
agreement until payment of amounts owed has been received in full.

2. Assignment

2.1 The rights and obligations are not assignable by the Buyer.
3. Termination

3.1 Any delay in delivery of the goods will not entitle the Buyer to terminate the Contract unless
such delay exceeds 10 Days.
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Figure 2.4: Overview of Symboleo2SC and SymboleoJS (from Rasti et al. [81]).

2.4.3 SymboleoJS

The Symboleo JavaScript library (SymboleoJS ) represents the implementation oSym-
boleo 's ontology and its semantics as a reusable JavaScript library. It was originally de-
veloped by Rasti et al. [101] to be utilized by the code generated throu@ymboleo2SC
(explained in Section 2.4.4).

The development ofSymboleoJS followed several key steps, highlighted in Figure 2.4.
First, Symboleo 's ontology, along with its relations and state machines, was speci ed us-
ing the Umple language [38, 74] (available onlirt&). Since Umple supports code generation
in multiple languages, Umple was used to produce Java code, which included classes and
methods representingSymboleo 's concepts and relationships, as well as many utility
methods (for instantiation, modi cation, and navigation) that maintain consistency in in-
stantiated models. These Java classes, part of the ontology, are accessible otlirféinally,
the generated Java classes were converted manually into their JavaScript equivalents (avail-
able onling?), so that smart contracts (e.g., for the Hyperledger Fabric platform) can use
them.

10 https://github.com/Smart-Contract-Modelling-uOttawa/Symboleo-JS-Core/blob/main/onto
logy/ontology.ump

11 https://github.com/Smart-Contract-Modelling-uOttawa/Symboleo-JS-Core/tree/main/onto
logy/java

12 https://github.com/Smart-Contract-Modelling-uOttawa/Symboleo-JS-Core/tree/main/core
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2.4.4 Symboleo2SC

The Symboleo to Smart Contract tool (Symboleo2SC ), implemented by Rasti etal. [101],
is used to generate executable smart contracts fro®ymboleo contract speci cations.
The code it generates invokes the methods iBymboleoJS , the reusable JavaScript li-
brary mentioned in Section 2.4.3. Since Hyperledger Fabric [13] supports JavaScript as
one of its input languages Symboleo2SC simpli es the development process by gener-
ating ready-to-deploy smart contracts, saving developers time and e ort. Recent studies
have shown that the JavaScript code is usually 14 to 15 time larger than the correspond-
ing Symboleo code, not even counting the 3,000 validated lines of code included in the
SymboleoJS library [81,101].

This chapter has introduced important background concepts and technologies relevant
to this thesis. The next chapter will review the literature related to Cyber-Physical Smart
Contracts and to Role-Based Access Control.
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Chapter 3

Literature Review

This chapter presents the literature review conducted for this thesis. It is divided into two
parts.

The rst part, a systematic mapping review published in IEEE Access [6], examines
the state-of-the-art of how Cyber-Physical Smart Contracts (CPSCs) are typically realized
for compliance monitoring, together with associated challenges. It helps provide back-
ground and identify gaps mainly for the thesis'®RQ1 on the architecture framework (Sec-
tion 1.4). This part is structured on the basis of four mapping review questions (detailed
in Section 3.2) that focus on existing architectures, event-based interactions, infrastruc-
ture failures, and challenges. Section 3.2 covers the methodology used in this mapping
review. Then, Section 3.3 presents the architectures that have been proposed for CPSCs
and shows di erent patterns and components involved in interacting with their environ-
ment to receive and process events. As CPSC architectures may experience infrastructure
failures and other challenges, Section 3.4 highlights such failures and mitigations thereof.
Section 3.5 further describes technical challenges while Section 3.6 provides explicit answers
to the mapping review questions that scoped this thesis and discusses threats to validity.
Finally, Section 3.7 concludes the rst part of the review.

In the second part, we review the Role-Based Access Control (RBAC) model and its
fundamental concepts in Section 3.8. Then, we review signi cant works on RBAC to iden-
tify existing implementations within this model, and we also compare our proposed access
control model with studies from both similar and di erent domains in Section 3.9. Finally,
Section 3.10 concludes the second part of the review, which provides useful background
especially for the thesis'RQ3 on Symboleo extensions related to privacy and security
(Section 1.4).

3.1 Introduction

There is tremendous interest in developing smart contract applications in diverse markets,
including banking, nance, insurance, government, agriculture, and supply chaihsSuch

L https:/itinyurl.com/b8sk3jnk
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systems require special attention to their security and complexity as they often monitor
legal transactions and compose components dynamically [L11]. Some smart contracts, such
as those monitoring Bitcoin transactions, operate fully in a cyber environment. Others,
such as smart contracts that monitor meat sale transactions to ensure that delivery complies
with perishable food transportation standards, operate in a cyber-physical environment.
Our study focuses on this latter class of smart contracts, referred to herein@gber-Physical
Smart Contracts

CPSCs typically deploy Internet-of-Things technologies to monitor and control the ex-
ecution of a process, often a business process or a legal contract execution. In addition,
CPSCs often adopt Distributed Ledger Technologies (DLTs), including blockchain, to en-
sure integrity and immutability of their data in an environment that handles high-risk
transactions without requiring trusted third parties. However, CPSCs may also involve
trusted parties and centralized databases instead of, or in addition to, DLTSs.

As CPSC applications multiply, it is important to understand how they are being built
and used for supporting compliance monitoring and control. Through a mapping review,
this chapter identi es and analyses relevant academic literature focused on event-based
monitoring, including its architectures, platforms, interactions, infrastructure failures, and
technical challenges.

3.2 Literature Review Methodology

A mapping reviewis designed to provide an overview of the literature relevant to re-
search questions by exploiting academic research databases and complementary search
approaches, selecting and analyzing the relevant articles, and synthesizing answers to the
research questions. A mapping review also helps identify research gaps and is more ori-
ented towards answering questions than a scoping review, the latter being usually more
topic-based and used to scope and characterize the existence of the literature.

To provide explicit and reproducible systematic literature reviews (including mapping
reviews), Okoli [88] de ned a four-phase methodology that this mapping review follows:

1. Planning: Planning the review by identifying the review purpose and the mapping
review questions.

2. Selection Searching and screening the literature for relevant studies.

3. Extraction: Extracting from the papers the data that is relevant to the mapping
review questions, and appraising their quality.

4. Execution: Answering the mapping review questions by synthesizing answers from
the extracted data and reporting the results.

Figure 3.1 illustrates the phases involved in the performed mapping review. Also, as
done in most literature reviews, a Preferred Reporting Items for Systematic reviews and
Meta-Analyses (PRISMA) diagram [80, 82] is used to summarize the results of various
inclusion and exclusion steps of the selection and extraction phases.
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Figure 3.1: Overview of the mapping review methodology.

3.2.1 Planning Phase

This review aims to describe the state-of-the-art for CPSCs. Towards this purpose, the
following four mapping review questionfiave been framed:

MRQL1 : What are the current platforms that support the implementation of CPSCs
for event-based monitoring?

MRQ2 : How do CPSCs produce and consume events from/to the outside world for
monitoring?

MRQ3 : What are current techniques for mitigating CPSC execution failures in
event-based monitoring?

MRQ4 : What are the main technical challenges faced in the development of CPSCs
for event-based monitoring?

3.2.2 Selection Phase

To answer the four review questions, an abstract search query that composes the four
essential concepts related to this review (smart contract, CPS, monitoring, and event) and
their synonyms/variants was designed to nd relevant academic papers. Thetruncation
operator enables matching di erent variants of a keyword (e.g., for plural forms).

"smart contract*"
AND
(
architectur* OR cyberphysical
OR ‘"cyber-physical" OR "cyber physical"
OR CPSOR platform*
)
AND
monitor*
AND
event*
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This abstract query was tailored for several databases presented in Table 3.1. Scopus
and Web of Science were included as they are broad-scope, curated databases that cover
over 100 million records, and IEEE Xplore (which contains many CPS and smart contract
papers) and Google Scholar (again, very broad in scope) were included for their full-text
search capabilities.

The concept of event in the query was too restrictive when limited to title/abstrac-
t/keyword information for Scopus and Web of Science. Therefore, events was removed
from their query, and a manual full-text search for events was conducted. However, as
IEEE Xplore supports full-text search, events was kept in the full-text search eld. For
Google Scholar, given the severe limitations of its search engine, a simpler query containing
the main keywords was used, and its results were only considered up to a predetermined
depth based on Scholar's ranking of the papers' relevance.

Table 3.1: List of databases used in the mapping review.

Searched Database Fields

Scopus title/abstract/keywords

Web of Science title/abstract/keywords

IEEE Xplore title/abstract/keywords + full text: event
Google Scholar full text, but simpler query

The review followed an automatic search from the four databases mentioned in Ta-
ble 3.1. Additionally, several relevant papers have been found by exploring the referenced
works through a complementary backward snowballing strategy (as suggested by Mouréo
et al. [34]).

The literature search was performed in April 2023. The retrieved papers were rst
screened using Covidence [29] based on the inclusion and exclusion criteria shown in Ta-
ble 3.2. For that part of the screening, title, keywords, abstract, introduction, and con-
clusion of each papers were reviewed. Articles that met any of the exclusion criteria were
excluded and the reasons were noted.

Although there are related patents that exist in that space, e.g., for general contract
monitoring [44], smart contract compliance monitoring [31], or the monitoring of smart con-
tracts themselves [103], patents were not included as they are not peer-reviewed according
to scienti c criteria.

3.2.3 Extraction Phase

After completing the rst screening iteration mentioned earlier, a second iteration that
combined screening and data extraction was conducted, this time using a full-text review.
Some articles were excluded based on the quality assessment conducted by the rst author.
Only articles coming from a non-predatory source of information and meeting at least one
of the following assessment criteria were included:
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Table 3.2: Exclusion and inclusion criteria.

Exclusion Criteria Inclusion Criteria

1. Studies that are not in English. 1. Peer-reviewed scholarly journals and

o ] conference papers about event mon-
2. Studies in the form of a thesis, book, itoring systems that use smart con-

or survey. tracts.

3. Studies that are not peer-reviewed. 5 gy ,dies that address at least one of

4. Studies that are duplicates of another € mapping review questions.

study. 3. Relevant studies obtained through
snowballing on previously selected
studies.

5. Studies whose focus does not answer
any of the mapping review questions.

6. Patents

1. Clari ed the architecture(s) where the smart contract can be used for event-based
monitoring.

Clari ed how smart contracts interact, consume, and produce events.
Discussed infrastructure failures.

Discussed challenges faced by developers when embedding smart contracts in CPSs.

a & W DN

Evaluated the architecture(s).

Many studies were excluded because there was neither a clear description of a proposed
architecture nor a discussion related to failures or challenges. Some of these papers are
however cited in the previous sections and in the discussion as they still provided some use-
ful information to support the content of the review. A PRISMA diagram [80] summarizing
the selection results is presented in Figure 3.2.

The analysis was done using Microsoft Excel and is available on Zen&doA table
was created with dierent columns used to extract relevant data, including the article
information (title, authors, year); the location of the smart contract, its data, and its
events in the architecture (on-chain, o -chain, hybrid); the platform used; the deployment
technology; the smart contract languages used; the overall approach to event production
and consumption; the types of infrastructure observed; and the types of technical challenges
faced.

2 https://zenodo.org/record/8000387
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Figure 3.2: Summary of selection results, shown as a PRISMA diagram.

3.2.4 Execution Phase

Answers to the mapping review questions were synthesized by manually clustering the
extracted data into di erent categories related to architecture, failures, and challenges,
which are presented in the next sections.

The results overview, presented in Figure 3.3, shows that the research on CPSCs started
in 2018 with its rst publications, and that the highest number of selected publications
was in 2022. Note that the queries were run in April 2023, so the results from 2023 are
partial.

3.3 Architecture

In this section, the rst and second mapping review questions are answered. The answer
to MRQ1 on platforms is spread over Sections 3.3.1 and 3.3.3 while the answer to MRQ?2
on events is provided in Section 3.3.2. The rst question demands a detailed description
of existing architectures for CPSCs, while the second question demands details on how
data and events from the environment are produced and consumed while monitoring for
compliance.

28



Figure 3.3: CPSC research distribution per year.

3.3.1 Overview

Typically, CPSCs consist of several physical (IoT) components that are responsible for
collecting data from the outside world and controlling the environment. l0oT devices are
usually deployed as loT components that include multiple devices and come in some sort of
architecture. These components are networked and controlled by cyber components (e.g.,
by smart contracts) [111]. Figure 3.4 illustrates such physical components, cyber compo-
nents, and the network. The physical components are usually sensors and actuators [46].
The sensors collect and transmit sensor data through a wired/wireless network to the cy-
ber components. Such an architecture enables compliance monitoring and helps check the
enforcement of prede ned terms of the contract impacting the physical world [49].

Implementations of CPSCs that have been published in the literature are shown in
Table 3.3. They are presented along di erent architectural characteristics, including smart
contract location and data location (on-chain, o -chain, hybrid), platforms, deployment
technologies, implementation languages for the smart contract, and the methods used for
producing and consuming events. These implementations utilize blockchains as their un-
derlying back-end infrastructure, with the system's operations and business logic encoded
in smart contracts. When events or sensor data from the physical world are reported,
the smart contract is invoked, and its predetermined terms and rules are executed auto-
matically [46]. In recent years, relatively few studies have focused on the development of
smart contracts for centralized systems, compared to decentralized ones [111], as using de-
centralized blockchain-based architectures o ers desirable immutability and transparency
features [46]. There are however undesirable side e ects to immutable smart contracts when
comes the time to update them, although some solutions have been recently surveyed for
the Ethereum platform [97].

Blockchain is also employed as a back-end storage solution for storing sensor data and
events or for keeping pointers to data stored in another layer of the architecture (o -chain).
Storing information on a blockchain is however costly in terms of time, space, energy,
and money. Accordingly, some studies have utilized o -chain storage options such as the
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Figure 3.4: Overview of a typical CPSC architecture.

Figure 3.5: Languages used to implement smart contracts in the selected studies.

Interplanetary File System (IPFS) [15,67,77, ], Swarm [77], or Couch DB [10,47,57].
These o -chain storage systems allow for more cost-e ective and faster alternatives.

Smart contracts are created using either specialized languages like Solidity or general-
purpose programming languages like Java, Go, or JavaScript. In the conducted review,
Solidity was found to be the most frequently-cited language among the selected papers, as
shown in Figure 3.5.

Additionally, smart contracts can be deployed on top of centralized (o -chain) or decen-
tralized (on-chain) platforms [111]. However, some recent studies have demonstrated that
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Figure 3.6: Platforms used to implement smart contracts in the selected studies.

smart contracts can also be implemented on both centralized trusted third-party and de-
centralized platforms (hybrid), where a smart contract running on a decentralized platform
can trigger another smart contract on a centralized platform, depending on the execution
process [106, ]. Figure 3.6 illustrates the current trend of smart contract implementa-
tion platforms. Also, among the selected papers, Ethereum and Hyperledger Fabric are
the leading blockchain platforms used for the implementation of smart contracts.

Furthermore, generated events play a crucial role in the implementation of smart con-
tracts for monitoring compliance in the physical world. They are used by smart contracts
to record or report violations. Event hubs or logs are available in the cyber components of
the CPSC, which run on centralized or decentralized platforms and provide access to the
events generated by smart contracts to the physical components of the system.

Several studies employ di erent protocols such as Constrained Application Proto-
col (CoAP) and Message Queuing Telemetry Transport (MQTT) to facilitate communi-
cation between physical and cyber worlds in regard to sensor data and events [48]. MQTT
is the most frequently-cited protocol in the selected studies, which is used for storing, pub-
lishing, and aggregating sensor data and events and transmitting them to smart contracts.
Section 3.3.2 provides a more detailed description of how smart contracts produce and
consume sensor data and events from and to the physical world.

By examining the published literature on the implementation of CPSCs, we have arrived
at a partial answer to the rst mapping review question regarding existing architectures
for CPSCs, as summarized in Table 3.3.
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3.3.2 Patterns to Interact with the Physical World

Having gained insight into the programming languages and platforms involved in construct-
ing CPSCs for compliance monitoring, it is time to address the second mapping review
question by providing details on how smart contracts produce and consume events gener-
ated from the physical world. This section provides a general overview of the commonly
used patterns and components in the literature for maintaining the connection between
smart contracts and the physical world.

The ability of smart contracts to enforce contract terms depends on receiving events and
data from the physical world. However, on-chain smart contracts cannot interact directly
with the physical world; extra components (e.g., data carrier) must be used to maintain
the connection between smart contracts and the physical world [75]. This is due to the
fact that some DLTs are designed to run smart contracts in isolation to be disconnected
from the outside world, o ering secure and reliable sharing of contractual agreements of
event-driven monitoring [71, 75]. For instance, Ethereum does not allow smart contracts
to query data directly from the outside world, but Hyperledger Fabric does [34]. However,
a hybrid blockchain has been suggested by Falazi et al. [37] as a way for smart contracts
to directly access o -chain data. Regardless, data carriers may still be necessary for any
blockchain-based smart contracts to ensure a deterministic behavior of smart contracts in
monitoring CPSs [34].

Single-board computers like Raspberry Pi are also used to facilitate communication
between the outside world and blockchain-based smart contracts. The Raspberry Pi boards
gather sensor data from external sources (e.g., cloud, I0T devices) and execute the relevant
function within the smart contract [48, 76]. This causes the smart contract to initiate events
to record the new data or contract violations.

Additionally, Representational State Transfer (REST) servers o er several REST APIs
to connect the outside world to blockchain-based smart contracts [46]. These servers allow
web applications or physical components to interact with smart contracts to access moni-
tored data and events. Similarly, Ethereum provides several APIs (known as Web3 APIs)
for calling back events monitored by smart contracts from the physical world [76].

Furthermore, an oracle acts as a data carrier or a mediator to establish a secure connec-
tion between blockchain-based smart contracts and external components such as APIs, 10T
devices, cloud providers, and more [3,34,52,63,71,75,86,119,121,125]. Figure 3.7 illustrates
the basic architecture of an oracle in conjunction with smart contracts and Table 3.4 pro-
vides a description of the function of each type besides other patterns that enable physical
components and smart contracts to communicate with each other in interconnected ways.

Based on the reviewed literature, all of the above-mentioned technologies can be lever-
aged in centralized, decentralized, or hybrid models for CPSCs, except for the Web3 API,
a built-in functionality provided by the Ethereum blockchain that can be utilized on either
decentralized or hybrid models.
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Table 3.4: Patterns used by smart contracts to interact with the physical world for consuming

and producing sensor data and events.

Articles Pattern Purpose
[16,47,49,51,72,76, Raspberry Pi Catches o -chain sensor data or events and call-
, ] board ing suitable function within the Smart Contract
(SC).
[14, 34, 46, , REST APIs Enables web applications or physical devices to
,57,63,75,77, , invoke smart contracts to access monitored data
, , 115] and events.
[67, 76, , , Web3 APIs Calls back events monitored by SCs from the
, ] physical world.
[34, 63, 75, 86, , O -chain oracle Fetches o -chain sensor data and events from
] multiple data sources in the physical world, ver-
ify them and deliver them to the SC.
[75] On-chain oracle Listens to o -chain data requested by the SC.
[71] History oracle Provides history values besides the current or lat-
est value
Publish-subscribe  Retrieves new values immediately from multiple
oracle 0 -chain data sources when changes happen as
long as transactions have been subscribed.
[52] Inbound oracle Sends o -chain data to on-chain components.

Outbound oracle

Allows smart contract to request data from on-
chain components.
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Figure 3.7: An illustration of basic oracle patterns to access data from/to blockchain and smart
contracts in CPSCs.

3.3.3 Layered Architecture of CPSC

From the literature listed in Table 3.3 and according to Governatori et al. [40], there are
three main approaches for applying smart contracts for compliance monitoring in CPSCs:

" Centralized (o -blockchain implementation)(o -chain): The smart contract is man-
aged by a third-party server, the contract's terms and conditions are monitored/car-
ried out o -chain, and contract-related data and events are stored o -chain.

Decentralized (blockchain implementation)(on-chain): The smart contract is de-
ployed on the blockchain, the contract's terms and conditions are monitored/carried
out on-chain, and contract-related data and events are stored on-chain.

Hybrid (o /on-chain implementation): The smart contract can be divided where a
part of the smart contract is placed on-chain, while the other part remains o -chain.
Some of the contract's terms and conditions are monitored/carried out o -chain,
while the rest is monitored on-chain. Some contract-related data and events are
stored o -chain, and the rest is stored on-chain.

Based on the reviewed literature, di erent architecture implementations were chosen
by developers based on criteria such as privacy and scalability [115]. However, blockchain-
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based architectures were the most cited ones among selected papers. Few studies investigate
o -chain and hybrid architectures.

Several design concepts have been proposed for using smart contracts to monitor com-
pliance by utilizing sensor data and events generated by 10T devices. Part of the literature
suggests a monitoring architecture that includes a front-end monitoring application to ob-
serve sensor data and events produced by the physical world [76,87,120]. Typically, external
applications initiate smart contracts to monitor and enforce contract terms, while smart
contracts store sensor data and record related events. In their architecture, smart contracts
are deployed, installed, and instantiated on every node on the blockchain network, which
serves as a back-end storage and processing infrastructure.

Hasan et al. [49] proposed a blockchain-based smart contract for monitoring product
shipments, de ned by business rules and risk thresholds. The physical world's loT-enabled
containers and sensors are used to track the movement of the product and perform self-
checks of various measurements, comparing them to prede ned conditions. An MQTT
server is employed to store, aggregate, and regularly publish sensor readings. If there is a
violation, the container will initiate a call to the smart contract, triggering and registering
an event in the events log. A similar approach was proposed by Lockl et al. [76]; however,
the main di erence is that a monitoring dashboard application is available to end-users,
allowing them to monitor sensor data and related events and register components. Ad-
ditionally, the blockchain is used as a light node, storing only the hash of blocks rather
than the entire blocks. In another similar approach proposed by Hang and Kim [46], smart
contracts are utilized to store sensor data and keep track of the con guration of physical
components. The contracts trigger events when prede ned monitoring conditions are met
or violations occur. A client application can send a request via REST APIs to the smart
contract to either register a new component for monitoring or access stored sensor data
and events. CoAP is employed by the server to transmit sensor data from devices to smart
contracts in real-time.

Furthermore, a four-layered architecture for CPSCs was proposed by Tahmasebi et
al. [120], consisting of application, service management, gateway, and physical layers. The
gateway layer collects and saves the sensor data from the real world in o -chain storage.
Smart contracts are triggered by the aggregated data and executed accordingly. An imple-
mentation of two smart contracts on the blockchain monitors the execution and registration
of 10T devices. The sensor data produced by these devices is stored in o -chain storage
using IPFS. Bagozi et al. [15] also presented a CPSC in a four-layered architecture that
includes the acquisition, gateway, blockchain, and application layers. However, they use
smart contracts to provide anomaly detection services based on the sensor data and related
events from monitored devices.

Zhou et al. [130], Lopez-Pintado et al. [77], and Kochovski et al. [63] propose decentral-
ized architectures for CPSCs similar to the architecture of the above-mentioned literature,
including physical, gateway, distributed (blockchain), and application layers. It is worth
mentioning that some studies have combined some layers or used di erent terminology.
For instance, Lopez-Pintado et al. [77] proposed a three-layered architecture of CPSCs
for compliance monitoring consisting of storage, access, and process-aware layers. Zhou et
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Figure 3.8: Conceptual tier architecture for CPSCs.

al. [130], Lopez-Pintado et al. [77], and Kochovski et al. [63] di er from the above literature
by adding an extra layer for o -chain events monitoring. Zhou et al. [130] introduced a
witness model to report violations and monitor o -chain events stored in the cloud. In
contrast, Lopez-Pintado et al. [7/7] added an o -chain event monitoring model to retrieve
and monitor on-chain events stored on an event log. On their side, Kochovski et al. [63]
added a decision-making layer with a decision-making mechanism, a monitoring system,
and an orchestration system for o -chain monitoring.

The literature highlights the importance of various components such as devices, event
management, o -chain storage, communication interface, o -chain monitoring systems,
and client applications that are connected using decentralized, centralized, or hybrid ar-
chitectures. Figure 3.8 presents a typical tier architecture for compliance monitoring of
CPSCs, obtained from the reviewed literature. CPSCs can have multiple independent lay-
ers that developers can modify. However, the minimum requirements for building CPSCs
are displayed in the gure and described as follows:

1. Physical tier : This layer contains physical devices (e.g., sensors and actuators),
data storage, communication protocols, and so on. Physical devices collect sensor
data and events from the physical world and pass them to the next tier.

2. Delivery, Aggregation, and Control tier . This tier is composed of data carriers
that validate and verify the data generated from the physical world before sending
it to the service tier. It may also contain monitoring agents that process the data
received from sensors for compliance monitoring and trigger the appropriate smart
contract function in the service tier. Each of them has communication capabilities
to communicate with the service tier.
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3. Service tier : Thisis the tier where the smart contracts are placed to pull information
from the physical world to apply the agreed policy from the agreed legal contract.
Also, in this tier, events are generated based on the compliance monitoring rules
speci ed by smart contracts. All events, sensor data, and device information are
stored in this tier as well. Figure 3.8 shows three main options, where SC execution
and monitoring can occur on-chain, o -chain, or both on-chain and o -chain.

4. Application tier : This tier provides many services, such as monitoring the execution
of the physical world (e.g., a monitoring dashboard), allowing users to interact with
the data, or performing analysis on them.

Additionally, based on the reviewed literature, there are several options for storing
collected sensor data and events generated by the physical world, where smart contracts can
access data/events through the control layer for compliance monitoring purposes. Table 3.5
lists various data storage options where sensor data and events are being consumed from
and produced for the physical world.

Table 3.5: Data storage for producing and consuming events.

Article Data Storage

[3,46,49] CoAP servers

[3,46,71,75, , ,125] Message queues (MQTT) servers
[51,70,120] Fog node

[3] Cloud storage

3.4 Infrastructure Failures

After reviewing existing architectures for CPSCs, and the way events are generated and
consumed in the environment that is being monitored, we focus here on MRQ3. Speci cally,
we study possible infrastructure failures and summarizes existing approaches to alleviating
these failures. Figure 3.9 shows the risks that are identi ed from the reviewed literature

and the corresponding mitigation approaches.

The rst noticeable risk is that sensor data and related events that are generated by
the physical world are not sent directly to the smart contracts; rather, they are stored
and transmitted through a third party (i.e., data carrier) that resides on a centralized
architecture. This approach is particularly vulnerable because it consists of a single point
of failure [119]. Taghavi et al. [119] suggest utilizing multiple data carriers to feed the data
to smart contracts from the outside world as a mitigation approach.

Another risk is that CPSCs rely on centralized services (e.g., cloud, fog node, MQTT,
and CoAP servers) for storing physical device information and performing operations on
them. However, a disadvantage here is, again, a single point of failure for such services [46].
The suggested mitigation approach is to combine centralized storage with distributed stor-
age, such as blockchains [46]. This concern is exempli ed by the Atlanta Ransomware
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Figure 3.9: Common CPSC infrastructure failures with mitigation approaches.

Attack® in 2018, where a ransomware incident targeted the centralized infrastructure of
the city, causing disruptions to critical services. This incident serves as a stark reminder
of the risks associated with relying solely on centralized services in CPSCs. To enhance
resilience and mitigate the impacts of such infrastructure failures, it becomes crucial to
explore decentralized and distributed storage solutions, such as blockchains, to ensure the
availability and integrity of CPSC operations [46].

Additionally, monitoring processes that involve multiple agents entails the risk of fail-
ures resulting from agents not following the agreed protocol of execution. Shukla et al. [111]
propose CPSCs that monitor process execution and detect anomalous executions (central-
ized or decentralized). For instance, the Binance Smart Chain exploit in 2022 serves as a
relevant examplé. In this incident, an attacker exploited a vulnerability in the Binance
Smart Chain's infrastructure, manipulating a smart contract's code to steal a signi cant
amount of FOO tokens. Such incidents emphasize the importance of implementing robust
security measures and conducting careful code reviews to prevent unauthorized access and
manipulations of smart contracts.

3 https://18.nu/gh9M
4 https://decrypt.co/111433/binance-smart-chain-hack
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Moreover, running a CPSC on a single node can result in system failure if the node
fails. Hang and Kim [47] utilize blockchain as back-end storage for compliance monitoring.
However, their system runs on a single node, which makes it fault-intolerant. The authors
do point out that the usage of a single (solo) node is suitable for running smart contracts
for testing purposes only. However, for production purposes, they suggest using clustering
nodes for implementation, such as those used by Kafkar Raft® to avoid system failures.

Furthermore, components that reside o -chain are vulnerable to tampering. In this
context, Lopez-Pintado et al. [77] suggest the use of distributed data storage, such as
blockchain, to store sensor data and related events. This mitigation approach provides
reliable and secure storage, so all compliance monitoring processes happen on-chain.

Typically in CPSs, IoT contains multiple sensors that are responsible for producing
and exchanging massive quantities of data. Such sensors are themselves vulnerable to
cyberattack and hence compromise the integrity of the data. 10T/DLT integration is
suggested as a paradigm to handle such attacks [46].

Intercepting and altering the order of received data is another risk that can cause
major losses. 10T/DLT integration can provide a level of authenticity of IoT devices, such
as actuators, to ensure the integrity of transmitted data [46].

Finally, good network connectivity is crucial for 10T devices to perform properly and
transmit sensor data to the smart contract; failure to do so can result in signi cant losses
of sensor data and events [46].

3.5 Technical Challenges

3.5.1 Security

Smart contracts cannot directly access o -chain data accumulated by monitoring the out-
side world. Instead, access needs to be provided by a third-party data carrier [34,52, 63,

, 75,86, , ,125]. This is because smart contracts have been designed to operate in a
closed environment, disconnected from the outside world for security reasons [71, 75,123].
Oracles have been used as a data carrier solution to fetch data from di erent data sources,
verify them, and send them to the smart contract [3,34,71,75,119]. However, the trustwor-
thiness of oracles and the integrity of provided data have become challenging. Therefore,
the lack of trusted data carriers and the absence of a robust environment of reliable data
sources impede the applicability of CPSCs.

Another concern is the lack of security measures for the communication between phys-
ical and cyber components used to link smart contracts with the outside world [69].
For example, the communication between REST APIs and physical components (e.g.,
loT) [47,48,55]. Similarly, as more heterogeneous physical and cyber components and

5 https://kafka.apache.org/
6 https://raft.github.io/
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services become connected to cyber-physical smart contract systems, more security risks,
insecure connections, and bugs are expected to happen [30].

To deal with those smart contract vulnerabilities and take advantage of the CPSC
paradigm, blockchain-based smart contracts have been proposed as a solution because
they provide distributed security with their cryptographic mechanisms, especially when
sensor data and events are collected and shared among di erent physical and cyber com-
ponents [30]. Additionally, security analysis tools for contract vulnerabilities are constantly
being developed to nd potential security bugs and check compliance and potential viola-
tion of contract behavior.

Two relevant open-source audit tools are Securifyand Manticore?. Securify is a security
audit tool for Ethereum smart contracts. It uses symbolic analysis on the dependency
graph of the contract to obtain accurate semantic details from the code, and then it checks
whether the smart contract behaves according to what is intendedvianticore is another
symbolic execution tool capable of tracing smart contract transaction inputs to detect
potential violations.

Furthermore, an Intrusion Detection System has been developed to handle other vulner-
abilities and cyber and physical attacks as a result of the increasing incorporation of cyber
and physical components where sensor data and events are collected and used to monitor
di erent features of a CPSC [15, ]. An Intrusion Detection System is a software tool
that can be used to detect attacks automatically using machine learning, deep learning,
or other techniques [67]. It is responsible for detecting attacks, triggering warnings, or
taking action [67]. For example, Bagozi et al. [15] developed an anomaly detection service
to monitor sensors and check if identi ed measures of sensor data are above or about to
reach pre-identi ed thresholds during a transportation journey. Kumar et al. [67] propose a
scalable blockchain-based smart contract for secure data transmission. Also, A deep learn-
ing architecture combining Deep Sparse AutoEncoder with Bidirectional Long Short-Term
Memory is proposed for intrusion detection in a healthcare network. Kumar et al. [69]
discuss loT-based zero-touch networks for secure data sharing. They also suggest a deep
learning approach for intrusion detection. Kumar et al. [70] suggest a two-level approach
for data security. The rst level uses blockchain and smart contracts to ensure secure data
exchange, while the second level utilizes deep learning to encode data into a new format
that prevents attacks. Kumar et al. [68] suggest a new framework for secure data sharing
in Intelligent Agriculture that utilizes deep learning and smart contracts enabled by the
Internet of Things to detect intrusions.

Note that the above technological solutions to security concerns are those that focus
on cyber-physical smart contracts, as scoped by our mapping review questions and search
query. Other solutions to security vulnerabilities targeting other types of systems can be
found in the work of Leka et al. [73].

7 https://github.com/eth-sri/securify2
8 https:https://github.com/trailofbits/manticore
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3.5.2 Availability

Availability in cyber-physical smart contracts relates to the capacity of smart contracts

to maintain their state and be accessible to entities and physical and cyber components,
regardless of the circumstances, e.g., power outages, network outages, attacks, or resource
limitations [76]. For example, using Wireless Sensor Networks as a network infrastructure
constitutes a risk because of limitations with respect to connectivity, data stream, energy,
storage, and capacity [120]. Also, the current CPSC paradigm relies on transmitting sensor
data and events to o -chain centralized servers that represent single points of failures before
delivering them to smart contracts for compliance monitoring [76].

Maintaining CPSC availability is challenging, especially in scenarios where it is critical
to ensure data is always available. For instance, such scenarios include monitoring sensor
data and events in healthcare systems or food supply chains, which can be addressed by
ensuring continuous functioning of both cyber and physical components even if some of
them are damaged, and by implementing solutions to handle potential single points of
failure [76].

To tackle the challenges related to availability, the CPSC paradigm can integrate var-
ious recommended methods, such as redundancy and load-balancing capabilities. An
IoT/DLT architecture has often been used as a back-end infrastructure as it maintains
redundancy [76]. Blockchain-based architectures allow cyber and physical components to
be distributed over multiple nodes handling the same tasks; there is no single point of fail-
ure. Thus, when one node fails, the other nodes can take over [48]. Another approach is to
use load-balancing, which allows deploying physical and cyber components over di erent
resources to avoid overloads [63].

3.5.3 Robustness

Smart contract robustness is crucial for maintaining contact with the physical world via
actuators and sensors. Currently, there is a signi cant rise in the adaptation of physical
components such as 10T devices due to their capabilities to provide real-time data and
enable networking among various CPS applications [33]. Also, the amount of generated
real-time data by IoT sensors is increasing, which requires massive storage, processing
techniques, and networks allowing them to interact with other physical and cyber com-
ponents and exchange data for compliance monitoring conducted by smart contracts [33].
Thus, since CPSCs involve growing cyber and physical components and data, it is hard
to maintain robustness and expect how the systems can react to di erent conditions, e.g.,
power constraints, network outages, loT-limited resources, and so on. Also, such systems
adopt a centralized architecture that is exposed to data loss at any given time, as such
architecture is not fault-tolerant [33].

To address these challenges, many studies, such as [33, 76], report on architectures that
achieve fault-tolerance through redundancy, which ensures that if one component stops
responding for any reason, other components can carry out. Another robust mechanism
is the use of arti cial intelligence and expert systems to make decisions about an CPSC's
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behavior and take actions accordingly, e.g., redistribute resources to avoid overwhelming
IoT devices of the monitored environment [33].

3.5.4 Privacy

As indicated earlier, many CPSCs studied in the literature adopt an IoT/DLT architec-
ture. However, maintaining sensory data on-chain is expensive. Therefore, several studies
have turned to alternate hybrid approaches for storing sensor data and physical device
information. Such practices are prone to privacy violations, particularly in terms of data
privacy for smart contracts and the privacy of data carriers that contain sensitive data
concerning the monitored process [16, 76].

Currently, public blockchains represent a real challenge as they do not support access
control, resulting in unrestricted access to contract-related data and sensor data, as access
to sensitive data can not be prevented. Thus, a variety of solutions have been suggested,
such as (1) zero-knowledge proofs [51,64,67], (2) homomorphic encryption [128], and (3) se-
cure multi-party computation [128]. Kosba et al. [64] proposed a model called Hawk that
allows developers to write a privacy-preserving smart contract using zero-knowledge proofs
that can keep its privacy to prove the validity of transactions to contract parties without
exposing its content. Also, Kumar et al. [67] suggested a privacy-preserving scheme to
protect and prevent data leakage during the transmission of data from/to smart contracts.
This privacy-preserving scheme involves verifying 10T devices using zero-knowledge proofs.
Hewa et al. [51] utilized zero-knowledge proof to maintain anonymity of identities stored
in blockchains. Other privacy-preserving primitives suggested by Zhang et al. [128] include
homomorphic encryption and secure multi-party computation. Homomorphic encryption
keeps data con dentiality by conducting operations on encrypted data [125], whereas se-
cure multi-party computation is another type of encryption that allows parties to come
together to conduct computation on o -chain functions without disclosing their data [115].

For data carriers, they do not all have the same level of privacy and data access because
sensor data and events are collected and shared among di erent o -chain data sources in
CPSs. Therefore, the privacy and integrity goals of data carriers are challenging. Town
Crier [129] is an approach that provides controlled access to o -chain data provided by
di erent data carriers.

It is worth noting that these privacy-preserving approaches are resource intensive in a
cyber-physical smart contract environment full of 10T devices with limited capacity.

3.5.5 Legal and Regulatory

As stated earlier in Section 2, a smart contract is a program created using a programming
language, such as Go, JavaScript, or Solidity, that can independently enforce, verify and
control the execution of a legal contract. However, a smart contract may not always be
considered a completely enforceable legal contract, depending on how well it satis es the
requirements of laws and legal standards [83]. Thus, there could be an inconsistency be-
tween the legal contract and its corresponding digital representation, which may a ect the

44



codi cation of laws [83]. Recent research initiatives related to this matter [45, ,127] aim
to enable the development and veri cation of legal contracts and their corresponding smatrt
contracts through the use of domain-speci c languages with various levels of formality.

There could also be legal issues with the data manipulated by smart contracts. For
example, in European countries and in the US, people's medical data are protected under
privacy protection regulations and governance [55], which allows individuals to ask for
their personal information to be removed; this is the so-called right to be forgotten . Such
provision con icts directly with the immutability feature of smart contracts that leverage
blockchain technology.

In addition, the execution of smart contracts is a dynamic process that cannot occur in
isolation, as it is often in uenced by various factors and external forces [40]. These factors
involve rules and regulations (the law in a particular jurisdiction) from other contracts and
external events from IoT devices that may a ect the contract's outcome.

Thus, legal and regulatory challenges include, but are not limited to:

" Determining which legal rules and regulations would apply to transactions being
executed in CPSC applications;

" Deciding on a strategy for the modi cation and deletion of data from the blockchain
(e.g., through access removal or blockchain forking), as required by applicable legis-
lation;

" Determining who takes responsibility for the consequences (disputes, claims, and
nancial penalties) when the contract's outcome does not align with the legal re-
quirements that must be met.

Collaboration among legal experts, engineers, and stakeholders is essential to tackle
the legal and regulatory aspects of smart contracts. Such collaborative e ort can help
ensure the integration of legal requirements into technical design and implementation, as
well as help guarantee code correctness, compliance, and regulatory alignment during the
deployment and execution of smart contracts. Approaches such as formal veri cation and
others surveyed by Wang et al. [123] can help smart contracts become better aligned with
existing jurisdictions.

3.6 Discussion

This section explicitly answers the four mapping review questions identi ed in this mapping
review, together with relevant threats to the validity of our work.

3.6.1 Answers to Mapping Review Questions

The review highlights a growing interest in using CPSCs to oversee contract execution
and ensure contract compliance. Not all reviewed approaches deployed smart contracts to
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monitor legal contracts; instead, many have utilized smart contracts to monitor and control
sensor data and events and react to violations. Here are the ndings of each mapping review
question and some insights about the conducted mapping review:

For MRQ1 (What are the current platforms that support the implementation of CP-
SCs for event-based monitoring? the ndings of the literature review, which are reported
in Section 3.3, demonstrate that the development, deployment, and invocation of CPSCs
involve a variety of platforms, development tools, and data carriers. Table 3.3 presents a
summary of the CPSC literature with architectural characteristics themes. The central-
ized, decentralized, and hybrid platforms were proposed as di erent CPSC approaches for
compliance monitoring. Few studies proposed and explored the hybrid and centralized
architecture for CPSCs, with most studies using a decentralized implementation for dis-
tributed execution of smart contracts. The decentralized approach is favored because it
o ers the bene ts of blockchain technology, such as transparency and immutability.

Also, the results of the review indicate that smart contract execution and monitor-
ing can occur on the blockchain, while also some parts of the smart contracts may be
executed o -chain, and some monitoring procedures may remain o -chain as well. The
prevalent method described in the literature for enforcing compliance is to conduct moni-
toring outside of smart contracts, where smart contracts can utilize feedback from external
sources to respond to monitoring outcomes. In reality, monitoring using blockchain-based
smart contracts can be challenging due to the high cost of execution and monitoring on
the blockchain. Therefore, several approaches proposed for storing sensor data/events and
conducting monitoring o -chain to reduce costs.

The literature also revealed that smart contracts are typically created manually and
customized to t the targeted programming language and platform, making their creation
an exceedingly challenging task for developers in various CPS elds. Finally, the proposed
layered architecture of CPSC, shown in Figure 3.8, is based on a layered architecture that
may consist of several distinct components, and it is the responsibility of the developers to
remove, add, or modify them according to the requirements of the targeted eld in CPSs.

For MRQ2 (How do CPSCs produce and consume events from/to the outside world
for monitoring?): the results from Section 3.3 show that smart contracts cannot access
and monitor sensor data and events from the outside world directly. External components
and technologies are needed to verify, consume, and produce these data and events for
compliance monitoring. Tables 3.4 and 3.5, together with Figures 3.7 and 3.8, summarize
the needed components, technologies, and communication patterns for consuming and
producing events. An oracle is used as a third-party agent to check the veracity of sensor
data and events that cannot be accessed by the smart contract or cannot be reached by
the physical world. Also, additional storage could be used as a conduit for consuming
and producing sensor data and events, e.g., a cloud environment could store sensor data
and events collected from an oracle. Sensor data and events are either made available to
anyone to ensure transparency or are only accessible to certain parties in order to preserve
privacy. Three methods are used to store sensor data and events, including storing them
directly in the blockchain, in third-party storage (o -chain), or dividing them between the
blockchain and multiple third-party storage entities.
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For MRQ3 (What are current techniques for mitigating CPSC execution failures in
event-based monitoring®. the results reported in Section 3.4 show that the components and
technologies needed for supporting CPSCs could come with multiple types of infrastructure
failures. Figure 3.9 summarizes failure types and corresponding mitigation approaches.
Also, the existing literature focuses more on run-time smart contract execution failures
than on infrastructure failures and solutions (e.g., limitations of 0T devices). This could
be a signi cant barrier hindering the development of smart contracts in CPSs. Therefore,
infrastructure failures require further research in order to better address challenges related
to integrating smart contracts with CPSs in practice.

For MRQ4 (What are the main technical challenges faced in the development of CP-
SCs for event-based monitoring? the results presented in Section 3.5 reveal that the role
of CPSCs in compliance monitoring brings multiple technical challenges. Multiple aspects
need to be considered while making architectural decisions related to CPSCs. Important
technical challenges relate to security, availability, robustness, privacy, and legal and reg-
ulatory aspects.

3.6.2 Threats to Validity

As for any literature review, this mapping review is prone to several limitations and threats
to validity, which are listed in Table 3.6 together with related mitigation strategies.

Table 3.6: Mapping review limitations and related mitigation approaches.

Limitations/Threats Mitigation Strategies

Papers written in languages other than English, None.

which may contain useful information on the

topic, were not included.

Having mainly one person (the rst author) in- Having multiple mapping review au-
volved in the review, selection, and Itering of thors agree on the relevance of border-
papers might bias the validity of the mapping re- line papers helped reduce the risk of

view content. bias.
The selected databases and the query used maySnowballing was used as a complemen-
have left out relevant papers. tary paper selection strategy.

Deciding the relevance of a paper based on theThe irrelevant papers have been ex-
abstract only may result in the exclusion of rele- cluded after reading title, keywords,
vant papers. abstract, and conclusion.

The results of the mapping review are limited None.

to information collected in academic publications

(peer-reviewed journals and conference papers),

which limits external validity and might not re-

ect industrial reality.

In addition, as this is a literature review, there was no experiment-based or empirical
assessment of the various approaches discussed in the literature review.
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3.7 Conclusion First Part of the Literature Review

This rst chapter part presented the ndings of a mapping review on the use of CPSCs for
compliance monitoring, with the aim to provide insights on existing architectures, patterns,
infrastructure failure types, and technical challenges. To our best knowledge, this mapping
review is the rst literature review focused on smart contract development for event-based
monitoring in cyber-physical systems. Since the publication of this mapping review in
2023, another literature review was published in 2025 on blockchain-enabled SCs and the
0T [26]; the latter covers more papers but does not go deep on architectural concerns
for CPSs. Another recent review focused on one architectural aspect (privacy) for a given
domain (transactive energy domain) [116].

The main conclusions of this mapping review are summarized below, together with
corresponding suggestions for potential elements of solutions and future research opportu-
nities:

1. Existing research on smart contract compliance monitoring in CPSs is limited to the
blockchain as a dominant execution environment with back-end storage and a media-
tor for transferring sensor data and events because this architecture maintains secure,
immutable, and redundant storage. In the future, research should be extended to
cover other approaches to overcome the limitation of blockchains in terms of cost,
speed, and power usage. For example, o -chain execution could be used as an alter-
native approach to blockchain for executing smart contracts [40,83]. This strategy
requires shifting data and/or smart contracts o the blockchain and to a di erent
platform that performs better in terms of execution speed, storage, regulatory com-
pliance, and so on. This approach can decrease blockchain costs and provide better
scalability by improving transaction processing times and storage [40]. O -chain ex-
ecution, however, may jeopardize some of the bene ts of security and transparency
that come with using blockchain [40]. Another option to explore could involve Di-
rected Acyclic Graph based Distributed Ledgers, which o er better scalability than
blockchain at the expense of more limited security due to the absence of consensus
algorithms [72].

2. Regarding the lack of trusted data carriers, external data and events from the physical
world are necessary for smart contracts execution and monitoring. The connection
between the cyber and physical worlds is made possible by reliable data carriers
(e.g., oracles) to verify the data generated by physical components and deliver them
to smart contracts. However, the trustworthiness and security of data carriers are
seen as major impediments to the use of smart contracts within CPSs. Therefore, a
robust ecosystem of reliable data carriers is necessary to improve the implementation
of CPSCs. Many potential solutions could be utilized to establish a robust ecosystem
to ensure the accuracy of data and events that are roaming around several physical
and cyber components in various CPSC applications, including but not limited to:

" Data Provenance Tracking the source of data, including its origin, usage, and
history can help minimize data tampering. Blockchain provides an immutable
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data record where data origins can be traceable to ensure data accuracy and
consistency [16].

Data Protection: Taking necessary privacy and security measures to protect the
shared ecosystem's data and events is also something to be considered. This
involves applying measures such as preventing unauthorized access or other
privacy and security practices described in Section 3.5 of this paper.

Data Standardization The use of standardized data formats would also facilitate
the sharing of data and events while supporting interoperability amongst the
smart contract and other systems [40].

3. Few studies have focused on monitoring infrastructure failures; instead, most studies
have focused on failures related to the execution of smart contracts. There is a
need to extend the research on infrastructure failures of CPSs due to the increased
adoption of 10T, cloud, and other technologies, which is crucial for the accurate
and reliable monitoring and execution of smart contracts. As mentioned previously
in Section 3.4, hardware failures can occur with actuators/sensors for a variety of
reasons (e.g., attacks, damages, or degradation [46]), potentially resulting in major
data loss. Potential solutions aiming to reduce the impact of hardware failures could
involve the use of I0T/DLT integration that supports redundancy, e.g., distributing
multiple actuators/sensors across various nodes such that if one fails, another can
take over the task. Such solutions can help prevent single points of failure [46].

4. For compliance monitoring, existing studies have often used an extra layer in the mon-
itoring architecture between smart contracts and the external world, where usually
the monitoring happens outside the smart contracts. Also, based on the monitoring
decision, a suitable function within the SC will be called. There is however a need
for a reference monitoring model of generated data and events to identify and deal
with them e ciently.

5. The body of smart contract functions is often coded manually using languages such as
Solidity, JavaScript, Go, and Java. There is no method for directly converting a real
contract into an enforceable smart contract, which further increases the complexity
of adopting smart contracts in other CPS areas. There has been some research on
this matter, such as the use of domain-speci ¢ languages, template-based code gen-
erators, and veri cation. Template-based code generators provide templates to assist
developers in creating smart contracts e ciently. These templates consist of prede-
ned common smart contract constructs code, as proposed by Hamdaqga et al. [45].
Domain-speci ¢ languages can also represent a potential solution [100, ,127]. By
using domain-speci ¢ languages, developers can use domain concepts, rules, and
high-level coding abstractions related to contracts, which can simplify the process of
creating smart contracts, hence reducing coding errors, development time, and overall
complexity. Such languages can hence help address some of the challenges discussed
in our review. Veri cation is another potential solution to address the complexity of
coding smart contracts [123]. This usually involves the use of (formal) veri cation
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methods to ensure that a smart contract complies with its intended speci cation (in-
cluding legal obligations) and can prevent vulnerabilities. These solutions have their
own challenges in terms of additional time and domain expertise needed to exploit
them properly [45,127].

6. Common CPSC challenges related to availability, robustness, privacy, and legal and
regulatory aspects have not been investigated extensively yet, which again provides
many opportunities for further research.

3.8 Role-Based Access Control (RBAC)

The previous mapping review highlighted several challenges related to legal smart contracts
as CPSs. This thesis focuses on a subset relatedpigvacy/security concerns, including
data protection, as well ascompliance monitoring concerns (conclusions 2 and 4 in the
previous section). This section describes important concepts and mechanisms pertaining
to privacy and security through access control.

Access Control (AC) [32,108] is a security mechanism designed to regulate and manage
access to resources (i.e., objects) within a software system, ensuring that only authorized
parties or entities can interact with those protected resources. The essence of access con-
trol concepts centers around giving speci ®ermissions to Subjects (i.e., any system
entities), enabling them to executéActions (such as read, write, etc.) orResources (i.e.,
class, le, etc.). A subject refers to entities that request to access a resource or data within
a resource to accomplish a task. This access request may be blocked if the subject does not
have an access right to the resource or any part of it. A resource refers to objects where
access control policies are de ned to manage who and what actions can be performed. A
permission is the access right specifying an action that is permissible to be carried out on
a resource. This access control framework ensures that only authorized entities can per-
form permitted actions, safeguarding the system's integrity and security. By delineating
access rights, the ow of information and activities within systems can be managed and
regulated, minimizing the risk of unauthorized access or misuse of resources and ful lling
access control policies.

Permissions are maintained by security engineers/administrators or anyone in similar
positions. They often use the concepts dkule and Policy in access control frameworks
to assign permissions instead of assigning permissions directly to individual subjects, fa-
cilitating more e cient management and scalability [32].

An access control policy is a collection of rules that serves as a blueprint for the system's
security requirements, de ning who can access what and under which conditions [22]. A
rule is a mechanism to assign permissions to a subject [61]. A rule consists of conditions
on one side (subject, action, and resource) to which the policy applies, along with an e ect
on the other side that can be either ‘'GRANT' or 'REVOKE' [61]. Thus, a rule can have
the following form: Rule R = {E ect, Action, Subject, Resource}. Policy speci cation
is the static level where each subject will be granted speci c access rights that govern
the security requirements of the system. On the other hand, policgnforcementis the
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dynamic level that involves the mechanism of implementing de ned rules that the system
must follow [32].

Access control policies can be categorized into di erent models such as role-based access
control (RBAC) [22,36,107], attribute-based access control (ABAC) [36,53], discretionary
access control (DAC) [22, 60], mandatory access control (MAC) [22, 36, 60], and many
more. In this thesis, we adapt the RBAC model where access rights are assigned to
roles instead of individual subjects. Also, RBAC allows for clear, static role assignments
that can be validated through certi cates in permissioned blockchains such as Hyperledger
Fabric [13]. Furthermore, it o ers distinct bene ts compared to alternative models such as
hierarchical roles, where subordinate roles inherit privileges and permissions from higher-
level roles [107].

3.9 A Review of Important Work on Access Control

Security concerns, including RBAC, have been a signi cant focus in conceptual modeling.
In this context, we review various suggestions for implementing Role-based Access Control
model. We compare our work to a similar study in another domain [2,95], as well as with
general works [18,19,59,62, 66] and those within the same domain [39, ]. Table 3.7
presents a comparison of our approach and other approaches regarding their access control
over protected resources and support for code generation.

3.9.1 Similar Studies in Another Domain

Planas et al. [95] integrate access control in a bot de nition language. Their approach in-
volves integrating RBAC protocols into the Conversational User Interface (CUI) of chatbot
resources. Similar to our work, their approach focuses on restricting access to resources
such as events and states. However, it neither provides a ne-grained control that includes
attributes of events, nor covers a broad range of resources, such as assets, which they do not
explicitly support restricting access to, such as products in their case and their attributes.
Al-Azzoni et al. [1, 2] propose an access contact model that extends the metamodel of
iContractML [45], with similar access control concepts to ours. However, that model only
restricts access to assets and does not provide ne-grained control over those assets or
other resources such as events.

3.9.2 General Studies

Other Domain-Speci ¢ Languages (DSLs) focusing on access control modeling, such as [18,
,59,62,66], employ RBAC primitives similar to ours. Basin et al. [18] introduce a Model-

Driven Security framework that allows system models and security requirements to be spec-

i ed, with access control infrastructures. By merging Uni ed Modeling Language (UML)

system modeling with security modeling, the approach formalizes access control needs. The

system is implemented in a UML-based tool and is designed for server-based applications.
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Ben Fadhe et al. [19] introduces GemRBAC-DSL, a new speci cation language aimed at
closing the gap between expressive RBAC models and policy speci cation languages. With
a natural language-like syntax for ease of use, GemRBAC-DSL includes semantic checks
to resolve policy conicts. It leverages Object Constraint Language (OCL) formalizations
to support model-driven policy enforcement. Kashmar et al. [59] propose a generic AC
metamodel that uni es various AC concepts and plans to support |0T in the future. Their
metamodel addresses the challenges found in traditional AC models by incorporating fea-
tures from multiple AC frameworks, providing a higher level of abstraction that meets
security and privacy standards. Kim et al. [62] present a method to embed RBAC poli-
cies into UML design models by using reusable patterns expressed through UML template
diagrams. These patterns are instantiated into speci ¢ application models to incorporate
RBAC policies. Additionally, the method provides tools for identifying policy violations,
illustrated with a banking system example. Kuhlmann et al. [66] propose a UML-based
DSL for developing and validating RBAC policies, particularly focusing on simplifying the
handling of authorization constraints. The DSL abstracts complex mathematical structures
and includes features for handling dynamic constraints. Validation is supported through a
UML and OCL tool for better policy analysis and enforcement.

The above works include approaches focusing on restricting access to states or assets
only. However, these approaches remain at the modeling stage and do not extend to code
generation for implementing access control policies (e.g., in smart contracts, or in other
CPSC components).

3.9.3 Studies in the Same Domain

None of the legal contract DSLs, such as those in [39,127], provides access control modeling.
While these works highlight the need to integrate security aspects, they do not propose
primitives to de ne access control policies. To our knowledge, our work is the rst approach

to integrate access-control primitives into a legal contract language, with code generation.
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3.10 Conclusion Second Part of the Literature Review

This second part of the literature review covered the main concepts of Role-Based Access
Control, including permissions, subjects, actions, as well as resources, and explored their
use in various domains. Building upon these foundational principles, we will customize the
RBAC model speci cally for legal contracts within our own DSL,SymboleocAC (Chap-

ter 7). By tailoring RBAC to address the unique requirements of legal contracts, we aim
to provide more robust access control mechanisms that go beyond traditional approaches,
ensuring precise control over contractual obligations, roles, assets, and 10T events. This
customization will not only strengthen security but also enable automated and ne-grained
access control within legal contracts.

Also, the reviewed literature has demonstrated that while many domain-speci c lan-
guages provide essential RBAC features, they remain largely focused on modeling access
control without extending into the realm of code generation. Our work withSymbol-
e0AC advances the eld by integrating RBAC not only at the modeling level but also by
supporting code generation for smart contracts in Hyperledger Fabric (Chapter 9), as well
as related CPSC components (CEP, message broker, and interfaces to loT devices), the
latter being unique. Unlike other approaches that limit their scope to controlling access
over speci c types of resources, such as states, events, or ass8ignboleoAC oers a
more comprehensive access control framework that includes 10T data.
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Chapter 4

Methodology

This chapter presents the methodology used to answer the four research questions of this
thesis. This thesis' research was conducted in several steps that are divided into two
main phases: (1) theoretical aspects and (2) the design, demonstration, and evaluation
of the research artifacts. The chapter explains the steps involved in the development and
evaluation of the proposed solutions and artifacts.

4.1 Methodology Overview

The research methodology followed in the thesis is Design Science Research (DSR), initially
proposed by Hevner et al. in 2004 [50]. DSR is a problem-solving approach that has
been used mainly in Information Science, but also in other disciplines, including Software

Engineering [124]. DSR is a constructive approach (in contrast to explanatory science

research) that focuses mainly on the design and performance assessmeattdficts such

as:

constructs (e.g., DSLS);
models (e.g., architectures and ontologies);
methods (e.g., processes, procedures, and algorithms); and

instantiations (e.g., libraries and tools).

The literature review in the previous chapter highlighted important gaps in the support
of legal smart contracts in relation to di erent qualities (availability, robustness, privacy,
security, and legal compliance) and tool support (for code generation and deployment on a
Cyber-Physical System (CPS) architecture). This thesis focuses on security, privacy, legal
compliance, and tooling issues, in the context of thBymboleo ecosystem.

The primary artifacts in this thesis include the extension of a DSL to support actions,
noti cations, and RBAC-based privacy/security qualities (SymboleoAC ); an extended
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Figure 4.1: Thesis methodology adapted from Pe ers' DSR process model [94].

ontology with JavaScript implementation (SymboleoACJS ); and an code generation tool

(SymboleoAC2SC ) enabling the deployment of legal smart contracts on a CPS archi-
tecture composed of a specic DLT platform (Hyperledger Fabric) and other important

components such as a message broker and a CEP engine.

As another primary artifact, an API (i.e., the SymboleoAC App), implemented in
JavaScript and Java, was designed to support secure interaction with &lymbolecAC
architecture runtime components including the generated smart contract, 0T sensors, mes-
sage brokers, the CEP engine, and other on-chain/o -chain services (e.g., for validating
identities). This API handles real-time event publishing, subscribing, Itering, smart con-
tract invocation, and so on. It acts as the core bridge connecting blockchain-based contract
logic with external cyber-physical data ows. The capability and boundary of the solution
have been determined by their utility in di erent case studies (real contracts).

This thesis methodology includes several steps, shown in Figure 4.1. In addition, an
iterative approach has been applied from the evaluation phase (Step 9) back to the artifacts
design and development phase (Steps 5-8) to identify the limitations and vulnerabilities
of the proposed language and generator and enhance the conversion accordingly until we
obtain a new version where the limitations are absent, and the generated smart contract
code functions e ectively as an actual contract. Feedback received from reviewers of the
publications has also a ected our solution.

These steps are broken down into two main phases. Steps 1 to 4 in the thesis methodol-
ogy are the rst phase, representing the theoretical part on which the thesis has been built.
Steps 5 to 10 are the second phase and are aimed to design, demonstrate, and evaluate
the artifacts. In addition, the artifacts are designed and evaluated using rigorous methods,
following the seven guidelines proposed by Hevner et al. [50]. Table 4.1 summarizes the
seven DSR guidelines. The subsequent sections elaborate on how these guidelines were
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applied in this thesis.

Table 4.1: Hevner's seven Design Science Research guidelines [50]

Guidelines Descriptions
(1) Design as an artifact | Design-science research must produce a viable artifact
in the form of a construct, a model, a method, or an
instantiation.
(2) Problem relevance | The objective of design-science research is to develop
technology-based solutions to important and relevan
business problems.

—F

(3) Design evaluation The utility, quality, and e cacy of a design artifact must
be rigorously demonstrated via well-executed evaluation
methods.
(4) Research E ective design-science research must provide clear and
contributions veri able contributions in the areas of the design arti-
fact, design foundations, and/or design methodologies,
(5) Research rigor Design-science research relies upon the application |of

rigorous methods in both the construction and evalua
tion of the design artifact.

(6) Design as a search | The search for an e ective artifact requires utilizing
process available means to reach desired ends while satisfyir
laws in the problem environment.
(7) Communication of Design-science research must be presented e ectively
research both to technology-oriented as well as management-
oriented audiences.

—

g

4.2 Artifacts

According to guideline (1), each research question contributed to the following artifacts:
" Construct:

an extension of theSymboleo language that supports advanced functionality:
actions, noti cations, RBAC-based privacy/security qualities SymboleocAC ),
and Cyber-Physical System (CPS) elements (e.g., for 10T device).

~ Models:

an architectural model of CPS components (e.g., a message broker and a CEP
engine), a blockchain (namely Hyperledger Fabric), and smart contracts, speci-
fying how di erent components interact with each other (generated usin§ym-
boleocAC ).

an RBAC-basedSymboleoAC ontology, speci ed using Umple, that extends
the earlier Symboleo ontology
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A

Methods (Procedures):

a procedure for con guring theSymboleoAC architecture elements (CEP, mes-
sage broker, and IoT devices), to support interactions with smart contracts.

a procedure for verifying that access control rules are correctly enforced at run-
time.

extensions to existing procedures for convertin§ymboleoAC speci cations
to smart contract.

A

Instantiations (Tools):

SymboleoAC2SC , an extended code generation tool fdymboleoAC speci-
cations with built-in features enabling the deployment of legal smart contracts
on a CPS architecture composed of a speci ¢ DLT platform (Hyperledger Fab-
ric) and other important components such as a message broker and a CEP
engine. This tool instantiates the procedures for verifying access control rules
and for converting speci cations.

an improved IDE for SymboleoAC speci cations.

an implementation of the ontology and semantics ad8ymboleoAC (including
controller and preauthorization rules) into a reusable library calledSsymbol-
eo0ACJS.

SymboleoAC App, an API written in JavaScript and Java, which instanti-
ates theSymboleoAC architecture model and procedure to enable interaction
between the generated smart contract and con gured architectural components.

4.3 Problem Relevance

Following guideline (2) of DSR, part of the problem relevance was mentioned in Sec-
tions 1.1 and 1.2. Also, Chapter 3 presents a comprehensive literature review to highlight
the signi cance of this study and clarify the existing gaps in the current state-of-the-art.
Additionally, this research develops artifacts to address relevant problems:

“ With Industry 4.0/5.0 initiatives driving digital transformation, and the need to bet-
ter comply with contractual obligations, integrating smart contracts into CPSs is
essential for monitoring transactions across interconnected devices, ensuring adher-
ence to contractual clauses and reporting violations and other anomalies early [114].

As industries in various sectors (including nance, energy, healthcare, and supply

chain) face increasing demands for data privacy and protection due to sensitive in-

formation and stringent regulations, there is an increasing need for secure data han-
dling in smart contracts. This includes the use of encryption, access controls, secure
storage, and other protective measures [126].
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4.4 Research Process

Following guidelines (5) and (6) of DSR, we selected a research process inspired by Pef-
fers [94] for Information Systems. Also, to provide explicit and reproducible systematic
literature reviews (including mapping reviews), we followed Okoli's approach [88] to learn
about related work and to enable a comparison with this thesis work. In this thesis, we
build on the previous work of Shari [110] and Rasti [99], and we extend the approach
taken by Rasti [99] for generating smart contract code. Also, we address the research
guestions and objectives of this thesis. The detailed research processes of each research
guestion are explained below.

For RQ1, rst, we conducted a systematic mapping review [6], whose results were re-
ported in Chapter 3, to examine the state of the art on how CPSCs are typically realized
for compliance monitoring. It provides background and identi es gaps related to architec-
ture frameworks. The review identi es several limitations in existing CPSCs, particularly
a lack of tools to support code generation and deployment within CPS architectures. By
analyzing various state-of-the-art approaches, it became clear that a reliable messaging
infrastructure and event-driven processing mechanisms are important for supporting the
integration of CPSs with smart contracts. Drawing on insights gained from the mapping
review and inspired by the work of Rosa-Bilbao et al. [104] and the work of Boubeta-Puig
et al. [24], a new architectural framework is developed in Chapter 5. Next, technologies
for event processing mechanism (speci cally, CEP) and messaging infrastructure (specif-
ically, message broker) were selected and installed. A smart contract was generated to
connect and exploit these components as a proof of concept. The code generator has been
augmented with the necessary interfaces to produce the additional con guration, commu-
nication, and rule handling code automatically. The generated smart contract can now
interact with o -chain components by handling event-driven invocation and emitting no-
ti cations aligned with prede ned contractual rules. To support this integration, an API
(the SymboleoAC App) was implemented in JavaScript and Java to manage authenti-
cated and encrypted communication between the generated smart contract, the message
broker, the CEP, and loT devices. This API facilitates identity validation, event ltering,
publishing and subscribing operations, and the forwarding of o -chain events that trigger
on-chain contractual actions.

For RQ2, the process began with identifying the limitations of the existinggymboleo
language as specied in Section 1.2. In the next step, we used Eclipse's Xtext [20] to
de ne the grammar and syntax of SymboleoAC by extending the existingSymboleo
grammar [109]. Additionally, we updated theSymboleo IDE [92] with static semantic
rules for checking the well-formedness @ymboleoAC speci cations. We have incorpo-
rated language and tool support for assignment expressions (addresdi@2-1 ), allowing
for dynamic variable assignments during contract execution [90, ]. Additionally, we
have added RBAC constructs addressing privacy and security concerns, enabligm-
boleoAC to declare policies and rules (addressingQ3-3). We extended the language
to include a controller for each resource, derived from the semantics of legal concepts, and
pre-authorization rules that specify resource access for various roles within a legal contract
(addressingRQ3-4). Automated noti cation features were also implemented to trigger
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noti cation events (e.g., violations of contractual obligations) during contract execution.
Furthermore, the IDE support integration with external data sources (i.e., 10T devices),
enabling smart contracts to access real-world information and events.

For RQ3 on Symboleo extensions related to privacy and security, we studied the
popular Role-Based Access Control (RBAC) model and its fundamental concepts along
with signi cant works on RBAC, as reported in the second part of Chapter 3, to iden-
tify fundamental concepts and interrelations, particularly focusing on how these concepts
can be customized and applied in legal contract modeling. Next, an access control model
was developed as an ontology (addressifiQ3-1). This RBAC ontology was then inte-
grated with the Symboleo ontology [92], resulting inSymboleocAC 's ontology (address-
ing RQ3-2) [7]. Additionally, we introduce two new classes isymboleoAC 's ontology to
support access control over resources: ($jateTransition capturing contract state changes
with timestamps, and (2) DataTransfey which enables access to I0oT data like temperatures
or locations. Also, asSymboleoAC is tailored for contract execution, we de ned two sets
of rules: (1) rules that determine a controller for every resource, and (2) pre-authorization
rules that determine who has access to what, on the basis of the role they play in contract
execution.

Additionally, our approach to utilizing the SymboleoAC access control mechanism
supports two core security modes: thdetection and prevention of unauthorized access to
resources. In our architecture (see Figure 5.1authentication ensures that every entity
whether a role, 10T device, listener, message broker, or CEP, is validated using an authen-
tication mechanism (e.g., certi cate-based authentication) before it can participate in the
system. Once authenticatedauthorization determines whether the entity's assigned role
has the appropriate permissions to access, read, write, publish, subscribe, or invoke speci c
contract operations. In this way, authentication provides prevention by blocking unveri ed
entities from entering the system, while authorization provides detection and prevention by
verifying that even authenticated entities only perform actions they are explicitly permitted
to perform according to theSymboleoAC policy.

Lastly, still for RQ3, we have adopted the approach of supporting new Non-Functional
Requirements (NFRs) by integrating them directly into the originalSymboleo DSL. This
decision was driven by several key factors discussed by Ameller et al. [11] and summarized in
Table 4.2. By embedding NFRs such as security and privacy directly into the language, we
can ensure that these requirements are consistently addressed throughout the modeling and
code generation stages, which aligns with the metrics of expressiveness and code generation
e ciency highlighted in the comparison. Furthermore, this approach minimizes the risk
of misalignment between functional and non-functional requirements, as they are both
handled within the same tool-supported framework. While this integration may increase
the complexity of the DSL and may pose challenges for maintainability concerns identi ed
in Table 4.2, we believe that the bene ts of a uni ed speci cation and the ability to enforce
NFRs at every stage outweigh these concerns.

For RQ4, to support the new SymboleoAC concepts, we extended the JavaScript
library of the original Symboleo ontology (SymboleoJS [101]) by formalizing theSym-
boleoAC ontology as an Umple model [38, 74], from which we automatically generated
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Table 4.2: Comparison of alternative approaches for integrating NFRs in DSL-based code gen-

eration

Aspect

(&) Adding NFR syn-
tax and semantics to the
original DSL

(b) Creating a separate
DSL for the new NFRs

Code Generation

Code generation is straight-
forward since everything is
de ned in one place.

Code generation may be:
come complex as it needs to
merge two DSLs, which may
lead to unexpected errors.

Expressiveness

Models and variables can
be updated as soon as ne
NFRs are needed, making it

easier to ensure consistencydates are necessary to main
between generated code andtain consistency.

models.

wbetween the speci cations

Can lead to inconsistency

and NFR variables. Up-

Applicability

Easy to achieve in practice,
as NFRs are directly incor-
porated into the DSL.

Harder to achieve in prac-
tice due to the need to man-
age and synchronize twd
separate DSLs.

Maintainability

NFR changes may require
changing the entire DSL.

NFR changes can be han
dled independently without
impacting the original DSL.

Separation of Concerns

Lower, as di erent concerns
are mixed.

Higher, as each DSL fo-
cuses on specic and di er-
ent concerns.

Reusability

Less reusable if it is closely
tied to specic functionali-
ties

Can be reused with other
DSLs.

Change Oversight

Changes to both functional
and non-functional require-

ments can be managed new NFR speci cations, as

within a single DSL, making
it easier to track updates.

Hard to track changes be-
tween original models and

updates must be done both
in the original model and in
the new speci cation.

an Ecore model visualizable as a UML class diagram (illustrated in Fig.7.3) and Java
les with many utility methods for instantiating, navigating, and modifying concept in-
stances. Then, we manually converted the generated Java les into their equivalent
JavaScript forn?, since Umple does not generate JavaScript code directly. This resulted
in the SymboleoACJS reusable library (4,491 LOC) for the code generatorRQ4-1).

The JavaScript versions of several ontology classes are discussed in Chapter 9, where

! https://shorturl.at/s6Gtn
2 https://shorturl.at/XIhRc
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each ontology class has a corresponding JavaScript class. In parallel, we extended the
Symboleo2SC code generator (written in Xtend [20]), which generates executable smart
contracts for Hyperledger Fabrié from Symboleo speci cations [101]. The updated tool,
SymboleoAC2SC , supports the newSymboleoAC access control concepts via the ex-
pandedSymboleoACJS library (RQ4-2). SymboleoAC2SC now integrates (1) default
security settings (controller and pre-authorization rules) and (2) access control policies
speci ed at design time. Tested with multiple instances version of a meat sale contract
case study [7]SymboleoAC2SC successfully generated smart contracts that specify each
resource's controller and access rules. We have also expan8ghboleoACJS and Sym-
boleoAC2SC to incorporate additional CPSC architectural components and noti cation
(Figure 5.1) and evaluated them with multiple instances of another case study (vaccine
procurement contract).

4.5 Evaluation

Guideline (3) of DSR suggests creating evaluation methods to assess the feasibility, e ec-
tiveness, and quality of the research artifacts. The above artifacts have been evaluated
iteratively, through several case studies, for the four RQs. These case studies include
multiple instances (variants) of:

1. Our meat sale contract [7], extended to incorporate 0T data and more policies and
rules;

2. A new vaccine procurement contract, used to demonstrate the integration of multiple
0T data streams in a complex supply chain agreement.

Steps 5 to 9 in Figure 4.1 have been performed iteratively to continuously assess and
re ne the identi ed artifacts. Feedback from the evaluation has been used to incrementally
enhance the architecture, ontology/DSL, method, and tool, ensuring they were progres-
sively improved based on practical insights. Table 4.3 shows the iterative evaluation process
for the artifacts. The developed artifacts have been evaluated in terms of correctness (i.e.,
the generated functions re ect the architecture and ontology), executability in the CPS
environment, and access control enforcement, with an assessment of their limitations.

Additionally, unit tests have also been used for more conventional software testing.
These tests have been developed to ensure that the implemented classes of the ontology
artifact e ectively enforce access controls and align with the intended behavior of the
proposed architectural framework. Furthermore, we have developed multiple test scenarios
for the generated smart contracts to evaluate their ability to enforce access control, detect
violations, and validate behavior. The tests have conrmed that the generated smart
contract code adheres to the speci ed security policies, restricts access as intended, and is
capable of securely producing and consuming events from and to the outside world.

3 https://www.hyperledger.org/projects
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Table 4.3: Iterative evaluation process for the artifacts

Iteration # Evaluation Result

Iteration 1 Initial implementation of variable Modications and enhance-
assignment using Eclipse's Xtext ments to the tools, including
framework for grammar de nition, Symboleo 's Xtext grammar,
and Xtend for generating the smart IDE, and code generator.
contract code (via Symboleo ).

Tested with the new vaccine con-
tract.

Iteration 2 Re ned the tool based on feedback Modi cations and enhance-
from the rst iteration, improving ments to the tools.
the Xtext grammar. Re-tested with
other contract case studies.

Iteration 3 Initial design of the proposed ar- ldentied that some compo-
chitectural framework with basic nents were missing or needed
components (message broker, CEP,adjustments, such as re ned
smart contract generated using communication between the
Symboleo ). Manual implementa- message broker and the smart
tion of the noti cation mechanism. contract in the proposed
Tested with the meat sale contract. architecture.

Iteration 4 Re ned the architecture based on Modications and improve-
feedback from the previous itera- ments to the architecture.
tion.

Iteration 5 Designed the access control ontologyModi cations and improve-

using the Eclipse Modeling Frame- ments to the ontology/DSL.
work (EMF), followed by the de-

sign of the SymboleoAC ontol-

ogy, which integrates the access con-

trol ontology with the earlier Sym-

boleo ontology.

Iteration 6 Re ned the SymboleoAC ontology Modications and improve-
based on feedback from the previousments to the ontology/DSL.
iteration.

Iteration 7 Implemented the SymboleoAC  Modications and improve-

reusable library. Tested with mul- ments to the tools.
tiple unit tests.
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Iteration 8 Implemented the automated con g- Modications and improve-
uration of the message broker, CEP ments to the architecture,
engine, and extended smart con-procedures, ontology/DSL, and
tract. Updated Symboleo 's Xtext tools.
grammar, and used Xtend for gen-
erating code to provide the neces-
sary API for the smart contract to
communicate with the message bro-
ker and CEP. Tested with the meat
sale contract with simple |oT data
to assess the architecture's ability to
handle event processing and e cient
contract monitoring.

Iteration 9 Re ned the tools based on feedback Modi cations and improve-
from the previous iteration. ments to the ontology/DSL,

procedures, architecture, API,
and tools.

Iteration 10  Case study 2: vaccine procurement:Modi cations and improve-
tested and covered di erent aspects ments to the procedures,
of SymboleoAC , including access architecture, API, and tools.
control, control actions, noti cation
feature, and integration with exter-
nal data sources (message broker
and CEP), with more |oT data.

Iteration 11  Testing of multiple instances of mul- Modi cations and improve-

tiple contracts, at the same time, ments to the procedures, API,
with some shared parties that have and tools.
di erent permissions.

4.6 Contributions

Regarding guideline (4) of DSR, the primary and secondary contributions of this thesis
were already detailed in Section 1.6, and illustrated in Figure 1.1.

4.7 Communication Through Publications

According to guideline (7) of DSR, it is crucial to communicate research ndings in various
ways. This thesis has led to 11 publications (already enumerated in Section 1.6), co-
authored with my co-supervisors and other members of our research laboratory. These

include:
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" Four journal publications [6, 8,90, ] (two as main author),
" Three conference publications [4, 7,81] (two as main author), and

" Four workshop publications [9,12,85, ] (one as main author).

Most of these publications were helpful in collecting feedback that in uenced later
iterations of the thesis work.
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Chapter 5

SymboleoAC Architectural Framework

This chapter presents the proposed architecture of a Cyber-Physical Smart Contract (CPSC)
designed to facilitate the integration of smart contracts with a message broker, a Complex
Event Processing (CEP) engine, and 10T devices. This architecture illustrates how event-
driven smart contracts can be modeled and connected to data sources and sinks (through
the message broker) as well as to the CEP (for event aggregation), and then transformed
into executable code (as will be detailed in Chapter 9) for development within a Cyber-
Physical System (CPS).

5.1 SymboleoAC Architecture

This section introduces theSymboleoAC architecture, which facilitates the integration
and collective use of smart contracts, the CEP, and the message broker. The architecture
contains four complementary parts: i) the Design-Time Layer, ii) the On-Chain Run-Time
Layer, iii) the O -Chain Run-Time Layer, and iv) the Interaction Flow Dimension.

Figure 5.1 shows thisSymboleoAC architecture. This architecture integrates the
SymboleoAC modeling environment, smart contract generation, and secure run-time
components to enable end-to-end enforcement of cyber-physical smart contracts. Our ar-
chitecture separates design-time assets (ontology, speci cations, rules, grammar, and code
generation) from run-time enforcement on the blockchain platform. We chose Hyperledger
Fabric [13] as our blockchain-based distributed ledger because this is an enterprise-level,
open-source platform that supports permissions (most useful in an access control context),
as well as di erent programming languages (JavaScript/Node.js, Go, and Java). To achieve
this integration, the architecture is structured into distinct parts, each addressing a speci c
phase in the smart contract lifecycle from speci cation and code generation to deployment
and event-driven execution:

The Design-Time Layer. In this layer, SymboleoAC specications and rules are
authored and transformed into executable JavaScript smart contracts through th8ym-
boleoAC2SC code generator and theSymboleoACJS library (the later implementing
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Figure 5.1: CPSC architecture for the integration of smart contracts (generated usingSym-
boleoAC ) with the API, a digital identity registry, a message broker, a CEP engine, and loT
devices.

the SymboleoAC ontology). This layer provides the modeling environment and tools
necessary to de ne contractual elements, permissions, and policies, before deployment.

The On-Chain Run-Time Layer. This layer is deployed on the distributed ledger
(Hyperledger Fabric network), where the generated smart contracts execute contractual
operations. It includes authentication, authorization, and execution modules that ensure
secure and policy compliant contract enforcement. Upon successful transaction execution,
blockchain events are generated and propagated to the o -chain components.

The O -Chain Run-Time Layer. This layer connects the blockchain to external en-
tities through an API gateway, identity registry, message broker, CEP engine, and IoT
devices. It handles real-time event publication, subscription, Itering, and transaction
invocation. The message broker mediates communication between l0oT devices and the
CEP engine, while the API and identity registry manage transaction requests and digital
identities.

The Interaction Flow Dimension. This dimension de nes the communication se-
guence among layers, covering I0T data publication, subscription, event ltering, message
exchange through the message broker, smart contract invocation, and run-time noti ca-
tions.
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Together, these four parts provide an event-driven architecture for integrating formal
contract speci cations with decentralized execution environments. The architecture sep-
arates on-chain and o -chain responsibilities in order to reduce coupling between compo-
nents and support integration with external services and heterogeneous loT devices.

Simpler alternatives, such as direct API calls, oracle-based approaches, or basic Itering
mechanisms, could potentially be used instead of advanced and mature components such
as message brokers and CEP engines. However, both the message broker and the CEP
engine are incorporated because our architecture focuses on decoupled communication and
support for handling multiple 10T data streams.

" The message broker separates communication between components, allowing sen-
sors, the CEP engine, and smart contracts to interact without directly depending
on each other. It also provides built-in publish/subscribe communication, message
gueuing, and message routing capabilities without requiring these mechanisms to be
implemented as part of the smart contract, on a slower and more expensive platform.

The CEP engine is used to process raw sensor data, detect meaningful patterns, and
generate abstract events (relevant at the level of a legal contract) rather than send-
ing all sensor readings directly to the smart contract. This introduces an abstraction
layer between loT devices and the blockchain, reducing unnecessary smart contract
invocations and allowing the smart contract to focus primarily on contractual en-
forcement and execution logic.

The following subsections explain the components included in each part (additional
components exist beyond those illustrated in the architecture shown in Figure 5.1).

5.1.1 The Design-Time Layer

The design-time layer contains theSymboleoAC environment, which includes the follow-
ing components:

" SymboleoAC IDE: an Eclipse-based integrated development environment, built
using Xtext, for the SymboleoAC language (Chapter 8). It enables users to
model contracts with access control extensions, including new domain concepts (e.g.,
DataTransfer ) for I0T data and attribute quali ers, as well as policies and rules, while
providing features such as syntax highlighting, auto-completion, and well-formedness
validation.

SymboleoAC2SC : a code generator that transforms validateymboleoAC spec-

| cations into executable smart contracts for Hyperledger Fabric (Chapter 9). It em-
beds contractual elements and access control policies and rules into blockchain ready
chaincode. It also generates a ready-to-u§ymboleoAC API that connects with

the external environment via a message broker and a CEP to handle loT data and
event-driven interactions securely (Chapter 6).
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" SymboleoACJS : a JavaScript core library used bySymboleoAC2SC that imple-
ments the SymboleoAC ontology to support the run-time execution of generated
smart contracts (Chapter 7 and Section 9.1). It provides reusable functions for man-
aging contract states, evaluating rules, and enforcing access control policies during
interaction with Hyperledger Fabric.

5.1.2 The On-Chain Run-Time Layer

The on-chain platform is a key component of our architecture and is responsible for receiv-
ing and processing events, as well as for sending noti cations that come from the o -chain
run-time layer through the SymboleoAC API. The main components of this layer are:

" Two security components:

Authentication: in our architecture, authentication is managed by the underly-
ing blockchain platform, which veri es the digital identity of each participant
before granting access. When a transaction is initiated, the platform ensures
that the user's credentials are valid, issued by a trusted authority, and securely
stored in the digital registry. This mechanism upholds the con dentiality of
user identities, preserves the integrity of authentication records, and enforces
accountability by ensuring that only authorized participants who are registered
and enrolled by the administrator or theSymboleoAC policy controller (e.g.,
the regulator) can access the network and invoke contract operations.

Authorization: once the user is authenticated, authorization is enforced by the
SymboleoAC access control code embedded within each smart contract trans-
action. It veri es whether the authenticated user has the appropriate permis-
sions to perform the requested action using theasPermission() function, and
also evaluates any overriding policies either explicit or implicit (i.e., preautho-
rization rules in Section 7.6) through theisValid() function. This ensures
that access to contract resources strictly adheres to the de ned policies and
rules.

Smart Contract Listener (receiver): listens for events from the message broker and
triggers functions in the smart contract to process the data.

Chaincode Event Listener (sender): listens for speci ¢ events or state changes within
the smart contract. Once these events occur, it triggers actions to send data or
noti cations to the outside world, through a message broker and delivered to the
intended subscribers.

Smart Contract: includes all types of smart contract transactions to perform di erent
operations based on the information received by the smart contract listener.

Hyperledger Fabric Network: provides the blockchain infrastructure that supports the
execution of the smart contracts. It includes the consensus mechanism, peer nodes,
orderers, and other components necessary for the secure execution and recording of
transactions in a distributed ledger.
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5.1.3 The O -Chain Run-Time Layer

This layer is composed of components outside of the distributed ledger environment:

API (receiver): acts as an entry point for external applications or services to send
requests or data to the Hyperledger Fabric Network or smart contracts.

API (sender): serves as an exit point, allowing external systems to retrieve data from
the Hyperledger Fabric Network or smart contracts.

Message Broker (sender): responsible for routing and transmitting raw data received
from a data source (e.g., 0T sensors) to the appropriate destinations, such as the
CEP or a smart contract. It acts as an intermediary, ensuring e cient and reliable
message delivery.

Message Broker (receiver): receives processed data from the CEP and routes it to
the smart contract for further execution, ensuring proper communication and data
ow between components.

Digital Registry: stores SymboleoAC client identities (e.g., users, administrators,
sensors, message broker, and CEP engine). TBgmboleoAC API loads these
identity les and retrieves each client's certi cate and private key as part of the
authentication process.

Another key component of the o -chain run-time layer is the CEP, responsible for ana-
lyzing and aggregating events that come from loT devices or sensors thought the message
broker. In a CEP system, there are typically three main responsibilities involved: (1) Event
capturing, which gathers the generated data from loT devices through message brokers,
(2) Event processing, which includes CEP engine for analysing such data, and (3) Event
responding, which sends/publishes processed (often more abstract) events to smart con-
tracts though the message broker. Correspondingly, the main CEP-related components in
our architecture are:

" Data Listener (Input): listens for new data received from IoT devices through the
message broker. The latter acts as an intermediary, delivering data from IoT devices
to the CEP system for further analysis.

CEP Engine: analyzes and monitors received data based on prede ned pattern-
s/rules, and generates (more abstract) events, e.g., understandable by a smart con-
tract.

Pattern Trigger Listener (Output): once the CEP engine has processed the data,

the output component sends/publishes the resulting events or processed data to the
smart contracts through the message broker. This output triggers actions in the

smart contract.
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Please note that the speci c technologies used for the digital identity registry (e.g., a
Certi cate Authority and/or a blockchain wallet), message broker, and CEP components
can be replaced with alternatives other than those mentioned in th8ymboleoAC API
implementation (Chapter 6) of the SymboleoAC architecture. However, the following
requirements must be satis ed by the selected technologies:

1. Requirements for the Trusted Digital Identity Registry

(&) The Digital Identity Registry shall serve as a trusted entity responsible for
issuing, validating, and revoking digital certi cates for all participants in the
network.

(b) The Digital Identity Registry shall ensure the authenticity and integrity of dig-
ital identities through secure credential management and veri cation mecha-
nisms.

(c) The Digital Identity Registry shall support role-based registration and enroll-
ment processes to establish trust among heterogeneous entities (e.g., users, ad-
ministrators, sensors, and services).

(d) The Digital Identity Registry shall maintain a secure and tamper-evident reg-
istry of issued certi cates to enable traceability and accountability across the
system.

2. Requirements for the Complex Event Processing Engine

(&) The CEP engine shall allow for the de nition and deployment of event patterns
to analyze and correlate data in real time, enabling rapid, informed decision-
making.

(b) The CEP engine shall support integration with data streams (inputs and out-
puts) via message brokers, ensuring seamless interaction between various system
components of di erent origins.

(c) The CEP engine shall be capable of transmitting the results of event processing
through message brokers, enhancing system integration and responsiveness.

3. Requirements for the Message Broker

(&) The message broker shall support the publish/subscribe model.

(b) The message broker shall support the AMQP messaging protocol to support
reliable and standardized message delivery between system components and
IoT devices.

(c) The message broker shall support message routing using AMQP (e.g., exchanges,
bindings, and routing keys) to deliver messages to the appropriate consumers.
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5.1.4 The Interaction Flow Dimension

The execution ow in our run-time architecture (Figure 5.1) can be summarized by the

following steps:

1. Sign the transaction

~ @ @ A user or backend system initiates a request to invoke smart contract
transactions, such asrigger_delivered  or trigger_paid

" @ The API sends the initial request to the digital identity registry.

" @ The registry cryptographically signs the request using the private key and
attaches the certi cate to prove the origin of the transaction, as well as the user's
identity and role.

2. Processing and analyzing IoT data
~ @ The loT data are published to a queue in the message broker, awaiting sub-
scription by a consumer component, such as the CEP engine.

"~ @ The CEP engine subscribes to loT data from the message broker, applies the
de ned rules, and publishes the resulting event back to the message broker wher
a condition is met.

3. Submit the signed transaction request to the blockchain.

~ @ @ The API validates the signed transaction request and forwards it to the
blockchain.

4. @ Execute the smart contract

The smart contract authenticates the request by verifying the signature against
role attributes derived from the contract speci cation. If valid:

The smart contract authorizes the action by checking rules and constraints
generated from the contract speci cation andSymboleoAC rules (see Sec-
tion 7.6). If valid:

* The smart contract executesthe transaction and updates the ledger.

~ For the authentication, authorization, and event creation, the smart contract

the API.

5. Deliver the result through the API

~ @ The API communicates the execution outcome to the user or backend system

creates eventsaccording to each message, in case of success or failure, and noti ¢s

1%

—

The architecture also identi es policy enforcement points (PEPs) at both the chaincode
level (for transaction execution and event creation) and the API level (during user registra-

tion and request submission). The policy decision point (PDP) evaluates access requ
against SymboleoAC policies before contract execution or event emission.
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A detailed approach for end-to-end encryption and communication ow of th&ym-
boleoAC architecture is explained next.

5.2 End-to-End Secure Communication Approach of the
SymboleoAC  Architecture

The communication between the architecture components is divided into ve phases: en-
rollment (including registration), connection, publishing, subscription, and noti cation.
UML sequence diagrams (Figures 5.2 and 5.3) illustrate the message exchanges for these
phases.

5.2.1 Enrollment Phase

During this phase, illustrated in Figure 5.2, all entities capable of event publishing or sub-
scribing such as the message broker, the CEP engirfeymboleoAC roles, 10T devices,
and API listeners are registered and enrolled through a digital identity registry (e.qg.,
trusted certi cate authority); the certi cate issuance for roles is not shown in the sequence
diagram for readability purposes, but it follows the same process as for the other entities
shown. A unique key is generated and securely stored in the digital registry to identify
each entity in subsequent interactions. Once the smart contract is instantiated, the API
listener (@ in Figure 5.1) establishes a mutual Transport Layer Security (TLS) protocol
connection with the message broker, verifying both identities to ensure secure mutual com-
munication. The same mechanism is applied between loT devices, smart contract listeners,
and the CEP engine to guarantee end-to-end authentication and con dentiality. Addition-
ally, all queues, topics, and their authorized publishers and subscribers (i.e., sensors, CEP,
and listeners) are generated and recorded in the message broker's metadata store, where
user accounts and permissions are managed internally (locally) except ymbolecAC
roles, whose permissions are de ned and enforced by the policy stored on the ledger.

During the registration sub-phase, the list of roles de ned in th&SymboleoAC con-
tract speci cation is extracted and stored on the blockchain ledger, ensuring that they
cannot be altered or tampered with. This process is executed through a dedicated smart
contract transaction (storeRolesPolicy() ), ensuring that the de ned roles cannot be
altered or overwritten by unauthorized entities. Only assigned participants, speci cally,
the blockchain Administrator or the SymboleoAC Policy Controller (e.g., Regulator) are
authorized to invoke this transaction, which stores a signed hash of the roles list for veri ca-
tion and auditability. Another retrieval transaction ( getRolePolicy() ) allows only these
trusted authorities to access the stored policy and use it during user enroliment via the
digital identity registry (e.g., a trusted certi cate authority), ensuring that all registered
participants adhere to the original role de nitions established by theSymboleoAC spec-

I cation. Together, these steps ensure théntegrity , accountability , and traceability
of all identities and roles across the system.
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Figure 5.2: Enrollment phase, including the registration sub-phase.

5.2.2 Connection Phase

For components such as the CEP engine, API listeners, or other back-end roles, this
certi cate-based mutual authentication is su cient because these components operate
within controlled, server-side environments that are protected by secure network bound-
aries and managed access policies.

However, 10T devices di er signi cantly in their deployment. They are often distributed
at the network edge, in untrusted environments, making them more susceptible to key ex-
traction, device spoo ng, or other such attacks. To address this risk, 10T clients are
required to provide an additionalcredential-based authentication  step, where the de-
vice's username and password, stored locally in the message broker's secure datastore, are
veri ed alongside its certi cate. This dual mechanism follows the principle oflefense in
depth [105], ensuring that authentication remains robust even if a device's private key is
compromised.

5.2.3 Publishing Phase

During this phase, themessage brokemanages publish requests from authenticated pro-
ducers for speci c queues or topics. After establishing a mutual TLS connection in the
previous phase, each producer (e.g., an IoT device or the CEP engine) submits an en-
crypted message tosendToQueue(queuelD, Messagepperation. The message broker
veri es publish authorization before accepting a message to ensure that the publisher has
the appropriate permissions to write to the targeted queue or topic, which can be abstracted
as checkRight(publisherID, WRITE) . In practice, this check is enforced internally using
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built-in permission metadata as explained in the next chapter, rather than being imple-
mented as an explicit function in our case.

The loT device acts as a producer that publishes encrypted sensor readings to the
designatedsensor_data queue. TheCEP engine upon detecting a rule violation or a
condition de ned by its event patterns (e.g., exceeding a temperature threshold multiple
times), publishes a processed event or alert to tladert_events queue@. Both publishing
actions occur over secure, certi cate veri ed connections to maintain theon dentiality
and integrity  of transmitted data.

The message broker enforces a reputation-based security model [58], where any unau-
thorized attempt to publish to a restricted queue results in aeputation penalty  for the
o ending publisher. If repeated violations occur and the publisher's reputation score drops
below a prede ned threshold speci ed by the message broker administrator, the entity is
automatically blacklisted , preventing further interactions. This mechanism ensures
continuous compliance with access control policies and strengtheascountability and
non-repudiation  within the SymboleoAC architecture.

As illustrated in Figure 5.3, this phase provides a high level of con dence that only
trusted entities with veri ed identities and valid permissions can generate or propagate
events, thereby preserving thesecurity and reliability of end-to-end communication
within the SymboleoAC architecture.

5.2.4 Subscription Phase

In this phase, the message broker manages subscription requests from authenticated
consumers for speci ¢ queues or topics. Once the mutual TLS session has been established,
each subscriber sends a request tmnsume(queuelD, Message)peration. The message
broker performs a local authorization check through thecheckRight (subscriberiD,
READ)function to ensure that the subscriber is permitted to receive messages from the
designated queue or topic.

The CEP engine subscribes to thesensor_data queue@ to receive 10T sensor read-
ings. It continuously evaluates these events using its de ned event processing logic and
correlation rules. Upon detecting a rule violation or ful liment of a de ned condition, the
CEP engine publishes a corresponding alert to thalert_events queue@. The API's
Smart Contract Listener  then subscribes to this queue to receive the alerts and trigger
corresponding smart contract transaction€8). Each transaction is executed on-chain@))
using two security layers mentioned earlier, ensuring tamper-avoiding of the contractual
execution.

Throughout this phase, the message broker enforces a reputation-based access control
mechanism, as in the publishing phase. Any unauthorized attempt to subscribe to a
restricted topic results in a reduction of the subscriber's reputation score, and repeated
violations may lead to blacklisting. This dynamic mechanism maintains théntegrity ,
availability , and accountability of the event-driven data ow across theSymboleocAC
architecture's components.
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Figure 5.3: Connection, publishing, subscription, and noti cation phases.
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5.2.5 Noti cation Phase

In this phase, theSmart Contract emits a noti cation event (@) following the successful
execution of a transaction, such as the ful llment or violation of a contractual obligation.
The API listener captures the emitted event and publishes it to the message broker us-
ing the publishToQueue(queuelD, encryptedNotification) operation. Interested roles
(e.g., seller, buyer) then subscribe to receive the corresponding noti cations through the
message broker.

Unlike earlier phases, read permissions in this phase are not enforced solely through
the message broker's local metadata but are instead derived from tBgmboleoAC poli-
cies stored on the ledger. the message broker consults the smart contract to verify the
subscriber's access rights using thBymboleoAC policy-based authorization mechanism
(hasPermission () and hasPermesstionOnLegalPosition() ). This ensures that only
roles explicitly authorized in the formal contract speci cation, or those holding specic
privileges (i.e., preauthorized), such as theerformer, rightholder, or controller of Sym-
boleoAC resources, are permitted to access and read the emitted events noti cations.

This nal phase closes the loop in the event-driven architecture, enabling secure, policy-
compliant, and auditable dissemination of contractual state changes. By combining certif-
icate-based authentication, policy-driven authorization, and reputation-aware event man-
agement, the system upholds end-to-endon dentiality , non-repudiation , and in-
tegrity across all communication layers.

5.2.6 Additional Notes

It is important to note that all these activities are executed through a separate API com-
posed of many functions, ensuring that they do not a ect the performance of the smart
contract on the blockchain. For instance, the publishing component includes an API func-
tion that contains a listener that listens to smart contract events and forwards it to the
message broker. On the subscriber side, another API function that contains a listener that
listens to broker messages and enforces access control, allowing only authorized users to
retrieve the information.

All authorization decisions for roles are driven by the policies and rules of the smart
contract (generated from theSymboleoAC speci cation) and consumed by these external
components. Since there is no direct interaction between the APl and the smart contract
beyond event emission and rule retrieval, the security, integrity, and execution performance
of the on-chain logic are preserved.

5.3 Conclusion

This chapter presented theSymboleoAC architectural framework, which integrates for-
mal contract speci cations, secure message-driven communication, and blockchain-based
enforcement into a cohesive end-to-end system. The architecture was organized into four
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parts that collectively enable the modeling, generation, and execution of cyber-physical
smart contracts. Each part was designed to ensure con dentiality, integrity, accountabil-
ity, and policy compliance through mechanisms such as certi cate-based authentication,
mutual TLS connections, and reputation-aware access control. Furthermore, the inter-
action phases (enrollment, connection, publishing, subscription, and noti cation) de ne
how trusted components (IoT devices, CEP engine, message broker, and smart contracts)
collaborate to securely exchange data and enforce contract state transitions.

The next chapter de nes the architecture's APl and provides an implementation of
the architecture with speci c technologies that satisfy the requirements described earlier.
While this architecture de nes the structural and procedural foundation for secure event-
driven interaction, its e ectiveness depends on a precise and formal representation of roles,
permissions, and policies. Chapter 7 will then introduce th8ymboleoAC Ontology and
Access Control Model which provides the conceptual and semantic underpinnings of the
framework. It formalizes how roles, resources, and privileges are de ned, related, and
reasoned about within theSymboleoAC environment, establishing the foundation for
policy derivation and enforcement in both design-time and run-time contexts.
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Chapter 6

SymboleoAC API and Architecture
Deployment

For the deployment of theSymboleoAC architecture (Figure 5.1), this chapter presents
the Application Programming Interface (API) that has been developed. Th&ymbol-
eoAC API provides the middleware required to connect the generated smart contract
(generated usingSymboleoAC2SC ) with the o -chain components, including the mes-
sage broker, the CEP engine, the identity registry (or wallet), and 0T devices. This chapter
explains the technologies selected for an example implementation of ®gmboleocAC ar-
chitecture, the con guration of its components, and the implemented functionalities that
form the backbone enabling secure end-to-end communication of Cyber-Physical Smart
Contract (CPSC) within the proposed architecture.

6.1 SymboleoAC Architecture Development Overview

This section gives an overview of an implementation of our secure, end-to-end and event-
driven SymboleoAC architecture (Figure 5.1) and its deployment.

For the deployment of theSymboleoAC architecture, Docket, a platform designed to
automate the deployment of applications in lightweight, portable containers, is used. The
blockchain platform (namely Hyperledger Fabri€), including the generated smart contract,
is deployed in Docker containers to ensure a consistent, isolated, and reproducible environ-
ment. While Docker provides a simple deployment environment, using blockchain platforms
other than Hyperledger Fabric is possible; however, this would require re-implementing the
smart contract logic (e.g., in Solidity for Ethereuny) and adapting identity registration and
management according to the requirements of the new blockchain platform.

1 https://www.docker.com/
2 https://hyperledger-fabric.readthedocs.io/en/release-2.1/build_network.html
3 https://www.soliditylang.org/
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Communication with the message broker and the CEP engine, i.e., the o -chain run-
time layer, is implemented as a Node fsapplication running outside the Hyperledger Fabric
containers. This application, which implements part of theSymboleoAC API, connects
to the Fabric network through the Fabric SDK® for Node.js, allowing it to register o -
chain entities (clients), including IoT devices, the CEP engine, the message broker, and
participants. It also manages their identities, invokes transactions on the smart contract,
receives noti cations, and handles other run-time interactions.

We are usingvirtual devices that represent real 10T devices, in order to provide ab-
straction and enable simpler testing.

The message broker is deployed and running as its own server, and the CEP is executed
as a separate run-time process. However, both are hosted on the same machine (for testing
purpose) and are independent from the Hyperledger Fabric and Node.js instances. The
SymboleoAC Node.js application interacts with the message broker and the CEP through
their APIs and protocols. Thus, each component can run on its own dedicated server,
allowing better scalability, reliability, and resource isolation.

This implementation combines multiple complementary technologies: the blockchain
provides immutability and transparency for stored data, the message broker ensures role-
based communication between these components, and the CEP engine processes and de-
tects real-time events derived from IoT data received though the message broker. Together,
these components form a robust runtime environment for executing Cyber-Physical Smart
Contracts (CPSCs).

When selecting a CEP system and a message broker for our architecture, it is essential
to ensure they meet the criteria mentioned in Section 5.1 to enable e cient real-time
data processing and system integration. A detailed implementation of these o -chain
components is described below.

6.2 1oT Devices

For this thesis, we support virtual 0T sensors that mimic the real sensors of our case
studies. Each virtual sensor periodically produces readings based on a de riee value
and variation to simulate environmental changes. This approach allows testing tif&ym-
boleoAC architecture without using physical 10T devices.

Each IoT device is treated as an o -chain client in theSymboleoAC Node.js appli-
cation and must be authenticated before sending data to the message broker queue. 0T
devices without proper authentication are rejected before they can publish any data to the
message broker. Authentication for 10T devices occurs at two levels:

" Certi cate-based authentication : The 10T device is validated through its digital
certi cate stored in the Hyperledger Fabricwallet Thus, each sensor is assigned a

4 https://nodejs.org/en
5 https://hyperledger-fabric.readthedocs.io/en/release-2.2/fabric-sdks.html
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uniqgue X.509 certi cate signed by the Fabric Certi cate Authority (CA). When an

loT device (sensor) publishes data to the message broker (e.g., RabbitMQ), it signs
the message using its private key. If the sensor's identity does not exist in the system,
or if the signature is invalid (e.g., expired or corrupted), the sensor is rejected.

Credential-based authentication : The message broker veri es the I0T device's
credentials (i.e., username/password) before allowing it to publish to a queue.

Additionally, for 10T devices and the message broker, we use mutual Transport Layer
Security (TLS) and the Advanced Message Queuing Protocol (AMQP) to ensure encrypted
message delivery and secure communication.

After successful authentication, the sensors can send data payloads, includsegsorid,
value, and timestampto the message broker queugensor_data This data is subscribed
and processed by the CEP engine and published back to the message broker, which delivers
it to the smart contract. In this way, the sensors enable secure and realistic data ow.

For virtual 10T sensors to be replaced with real 10T sensors in a real deployment, the
latter must hence support the above protocols (mTLS and AMQP) as well as X.509 for
credentials checking.

6.3 Message Broker: RabbitMQ

6.3.1 Why RabbitMQ?

During the selection of a message broker for our sample implementation of the architecture,
several platforms were evaluated, some of which support common messaging protocols
(e.g., MQTT, AMQP) discussed in Chapter 3, including Apache Kafkj ActiveMQ?8, and
RabbitMQ°®. To narrow the selection, Apache Kafka and RabbitMQ were examined in
detail, as these two brokers are discussed and evaluated in several academic and technical
reviews [35, , ]. After this evaluation, RabbitMQ was selected for the following
reasons:

Kafka is designed for high-throughput data streaming and is open source. However, it
does not support theSymboleoAC architecture requirements:

A

Granular per-message routing for roles is not supported by Kafka;
Kafka clients are heavy and not suitable for small 10T devices;

Kafka does not support MQTT or AMQP natively; it uses its own protocol and
requires a bridging component to interoperate with these standard messaging proto-
cols;

6 https://datatracker.ietf.org/doc/html/rfc5280
7 https://kafka.apache.org/

8 https://activemq.apache.org/

9 https:/www.rabbitmg.com/
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Figure 6.1: RabbitMQ con guration enabling mutual TLS, server certi cate veri cation, and
client certi cate-based authentication.

" Kafka does not provide built-in message routing.

On the other hand,RabbitMQ s free and open source, and meets o8ymbolecAC
architecture requirements:

" Supports both MQTT and AMQP messaging protocols;
" Provides built-in message routing, enabling per-role message subscription;
"~ Lightweight and suitable for small 10T devices;

" Supports multiple queue policies (e.g., durable, exclusive, auto-delete).

Thus, RabbitMQ is used in our case studies as a messaging middleware to support
secure communication among loT devices, the CEP, the Node.js application, and the gen-
erated smart contract SymboleoAC2SC ).

6.3.2 Mutual TLS Con guration and Authentication

For mutual TLS (mTLS) communication, RabbitMQ is set up as a stand-alone AMQP
server, so all clients (e.g., roles, loT devices, CEP, listeners) are required to publish or
subscribe over encrypted channels. Thu$oth the server and the client are required to
authenticate each other before any message exchange occurs. The con guration used for
RabbitMQ to support mTLS is shown in Figure 6.1.

Additionally, RabbitMQ is set up with a server certi cate (X.509) signed and issued
by a reliable Certi cate Authority (CA) by Fabric CA, allowing clients to authenticate the
message broker before publishing or subscribing. The RabbitMQ server runs on port 5671
and supports two security steps (see Figure 6.1):

1. Authentication viathe EXTERNAhechanism used to validate the client's certi cate;
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2. Authorization  via the PLAIN mechanism using RabbitMQ's permission system,
which determines whether the authenticated identity is allowed to read from or write
to speci ¢ queues.

Each mTLS handshake performs two identity checks:

1. Client authentication: RabbitMQ veri es the client's X.509 certi cate (e.g., 0T
sensor, role subscriber, CEP engine, and listeners).

2. Server authentication:  The client veri es the RabbitMQ server certi cate to en-
sure it is communicating with a trusted message broker.

For 10T devices and other o -chain clients, authentication occurs through certi cate
validation against identities stored in the Hyperledger Fabriovallet If a client identity
iIs missing or invalid, communication with RabbitMQ is rejected. This certi cate-based
authentication ensures that only trusted CPS components can publish sensor readings or
subscribe to alert and noti cation queues.

6.3.3 Authorization Clients Permission via RabbitMQ

As explained earlier, two security steps are enforced by RabbitMQ. First, it checks the
client's certi cate, and second, it veri es whether the authenticated client is allowed to
read from or write to speci c queues (subscribe/publish). These permissions can be de-
ned using the rabbitmqctl tool via the set_permissions command in the RabbitMQ
terminal. Listing 6.1 shows how to useabbitmqgctl commands to assigmueue and
exchange levepermissions to the virtual 10T sensors, the CEP engine, and the Fabric
subscriber. In this sample con guration:

" loT sensors (e.g., temperature_sensor and humidity _sensor ) are allowed to
write only to the sensor_data queue.

" CEP engine (cep_bridge) is allowed to read from sensor_data and write to
alerts .

" Fabric smartcontract listener (fabric_listener ) is allowed toread only from
the alerts exchange.

1 # Sensors: write ONLY to sensor_data
rabbitmqctl set_permissions -p / temperature_sensor_tempRule "' "~(sensor_data)$" ""

rabbitmqctl set_permissions -p / humidity_sensor_humidityRule "" "~(sensor_data)$" ""

# CEP: read sensor_data, write alerts
rabbitmqctl set_permissions -p / cep_bridge "~(sensor_data|alerts)$" "~(sensor_datalalerts)$" ""

C©OO~NO®UAWN

# Fabric subscriber: read alerts ONLY
rabbitmqctl set_permissions -p / fabric_listener "(alerts)$" "" ""

Listing 6.1: RabbitMQ permissions for sensor_data, alerts , and role speci c users
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6.3.4 Authorization SymboleoAC Policy in RabbitMQ

To subscribe to noti cations generated by the smart contract, we generaterales.json le

that retrieves the list of roles associated with eacBymboleoAC contract speci cation and
dynamically create a dedicated RabbitMQ queue for each of them. RabbitMQ then checks
whether a role subscriber has the required permissions to access its corresponding queue
by inspecting the noti cation event payload, which contains the list of authorized roles
derived from the SymboleoAC policy speci cation. This payload cannot be tampered
with by o -chain clients because it is stored on the blockchain, which is immutable.

For noti cations, we adopt a per-role queuedesign rather than a shared queue with
Itering to enforce several security and architectural principles:

" Condentiality : messages are isolated per role, preventing any unauthorized visi-
bility across subscribers.

" Least privilege : each role receives only the noti cations it is authorized to access,
without requiring additional ltering logic.

" Scalability : queues can be independently scaled per role or user.

" Auditing and monitoring  : per-role queues enable clear and traceable message
ows for accountability and compliance.

6.3.5 Queuing

RabbitMQ allows the de nition of multiple queues to support the work ow between IoT
devices, the CEP engine, and the smart contract listener (Fabric listener). We con gure
each queue di erently based on the needs of thfeymboleoAC architecture. Three cat-
egories have been designed for our implementation: (4¢nsor_data, (2) alerts , and
(3) per-role notification queues

1. sensor_data Queue (durable, point-to-point) Virtual 10T devices publish raw

loT measurements (e.g., temperature, humidity, and so on) to this queue. The queue is

declared as shown in Listing 6.2. Theurable 1° choice means the queue does not need to

be redeclared and will not be deleted if the message broker is restarted. Also, the queue
will be received by only one subscriber, i.e., the CEP engine in our case.

1 await channel.assertQueue( 'sensor_data ', { durable: true });

Listing 6.2: A queuesensor_data

2. alerts Exchange and Queue (durable, fanout) The CEP engine publishes to the
alerts exchange using théanout type, as shown in Listing 6.3. Thefanout ! option is a

10 https://www.rabbitmg.com/docs/queues
11 https://www.rabbitmg.com/docs/exchanges
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type of exchange that creates temporary queues and broadcasts a message to all of them; it
does not require a routing key. Once a new alert is received, the Node.js subscriber (i.e., lis-
tener) consumes the alert payload, which contairsensorld , avgValue, sensorTime, and
alertTime . The sensorld is then used to retrieve contract information fronrules.json ,
which returns an array containingcontractld , chaincodeFunction , and chaincodeName
Using this information, the listener dynamically invokes the corresponding smart contract
transaction after being veri ed as an authenticated listener.

1 await channel.assertExchange( ‘'alerts ', 'fanout ', { durable: true });

Listing 6.3: An exchangealerts

As shown in Listing 6.4, we do not need to specify a queue name as no routing keys
are required, i.e., every listener receives all alerts from the CEP engine.

1 const { queue } = await channel.assertQueue( " , {
2 exclusive: true,

3 autoDelete: false,

4 durable: false
5 1)
6

await channel.bindQueue(queue, talerts ', " );

Listing 6.4: An exchangealerts with random queue

3. Per-Role Noti cation Queues (non-durable, direct routing) When the gen-
erated smart contract emits a noti cation events using FabricsetEvent() that include

an embedded list of authorized roles, the Node.js publisher (i.e., listener) forwards it to
the eventExchangeusing adirect exchange. The exchange is declared as shown in List-
ing 6.5. Thedirect 2 exchange type means that the message will be routed to the queue
whose routing key exactly matches the message's routing key.

1 await channel.assertExchange( 'eventExchange', 'direct ', { durable: false });

Listing 6.5: An exchangeeventExchange

For each SymboleoAC contract role (e.g., a buyer or a seller), a dedicated queue is
created dynamically. For the per-role queues, we select tm®n-durable option, which
means the queues do not need to persist through broker restarts and exist only for the
duration of the session, and once it is consumed by the subscriber, it is deleted for security
purposes. Usinglirect routing ensures that each queue receives only the messages whose
routing key matchesrole.<role> , as shown in Listing 6.6.

1 const queueName ='queue.role.${role}
2 await channel.assertQueue(queueName, { durable: false });
3 await channel.bindQueue(queueName, exchangeName, 'role.${role} ');

Listing 6.6: A per-role queuequeue.role.${role}  and binding via role.${role}

12 https://www.rabbitmg.com/docs/exchanges
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Only authorized roles as identi ed by thepermissionValid()  function in the Symbol-
e0ACJS library and encoded in the noti cation event payload are permitted to subscribe
to their respective queues under this per-role queuing approach, which is consistent with
the SymboleoAC access control model.

6.4 CEP Engine: Esper

6.4.1 Why Esper?

Complex Event Processing (CEP) plays an important role in th&ymboleoAC architec-
ture (Figure 5.1) by analyzing, Itering, and aggregating streams of real-time raw loT data
before it reaches the smart contract. In our architecture, CEP is used to detect threshold
violations across multiple events in a continuous stream of 10T data. Without CEP, the
smart contract would be forced to process large volumes of sensor readings, which is costly,
ine cient, and unsuitable for a blockchain environment. Placing the CEP in the middle
allows simple raw 0T data to be transformed into more abstract events that the smart
contract can understand and consume. Additionally, from a security perspective, the CEP
can also act as a gatekeeper that reduces the risk of spamming the smart contract with
malformed or corrupted data. It also reduces the risk of sensor spoo ng, as anomalies can
be detected at the CEP level before triggering a smart contract, for example by verifying
the IoT signature.

For selecting a CEP engine, as discussed earlier in Chapter 2, CEP engines use an Event
Pattern Language (EPL), and we required one that supports stream types suitable for 10T
data. We narrowed our selection to two open-source platforms that support stream-oriented
EPLs: Apache Flink SQL*? and Esper EPL}4.

Both support EPL as a query language, which is an SQL-like language. However, we
decided to use Esper because it is lightweight compared to Apache Flink, the latter being
cluster-based and requiring additional dependencies to run.

6.4.2 Esper EPL Rules

An EPL statement has the following structure:
select <fields> from <Event>(<condition>).win:<window> having <aggregate>

Each rule describes:

" A condition that Iters incoming sensor events (e.g.value > 30);

" A window de ning how many events or how much time should be considered (e.g.,
win:length(3) or win:time(10 sec) );

13 https://nightlies.apache.org/flink/flink-docs-master/docs/libs/cep/
14 https://www.espertech.com/
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" A having clause that evaluates aggregated results (e.g., average, count);

" A select eld that species one or more elds to include/return in the output alert.

Because of this, EPL is particularly e ective in 10T environments, where violations are
often de ned over multiple readings rather than single events. Examples include temper-
ature exceeds 2% three times in a row or humidity average drops below 40% over a
10-second window, and so on. Listing 6.7 shows an example of an EPL rule, which is
generated bySymboleoAC2SC , for temperature sensor readings that triggers a thresh-
old violation when the temperature exceeds 26 and at least one matching event occurs
within a 10-minute sliding window.

1 select

2 sensorld,

3 sensorTimestamp,

4 count(*) as cnt,

5 avg(value) as avgValue

6 from

7 SensorEvents(value > 25).win:time(10 min)
8 having

9 count(*) >= 1

Listing 6.7:  An example of generated EPL statement for Temperature 0T device from
SymboleoAC2SC 's rules.json

All 10T information speci ed in the Symboleo specication under the domain type
Datatransferis extracted, generated with theSymboleoAC2SC , and stored inrules.json
within the SymboleoAC API. This makes the information di cult to tamper with be-
cause the original source is recorded on the immutable blockchain. Listing 6.8 shows a
snippet of the generatedrules.json le, highlighting the elds that will be used to dy-
namically generate EPL rules for each sensor for a contract instance and to invoke the
corresponding smart contract transactions accordingly.

~

rules”: [
{
id": "tempRule",
contractld": "MeatSale_202581716",
chaincodeName": "meatsale",
eventType": "SensorEvent”,
sensorType": "temperature”,
sensorld": “temperature_sensor_tempRule",
condition”: "value > 25",
window": “time (10 min)",
having”: “count( *) >= 1",
select”: "sensorld, sensorTimestamp, count( *) as cnt, avg(value) as avgValue",
chaincodeFunction”: “trigger_temperatureAlert
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Listing 6.8: Example rule from generatedrules.json le (temperature rule)
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6.4.3 CEP Integration in  SymboleocAC

In this SymboleoAC architecture implementation, the CEP engine is operationalized as
a standalone Java process program calldtsperBridge.java . The bridge conducts four
key functions:

1. Loading DataTransfer monitoring rules : As stated earlier, arules.json le is
created by SymboleoAC2SC to con gure the CEP with the rule identi er, con-
dition, window, selection elds, and alert logic for each sensor type, as well as cor-
responding smart contract transaction that will change contract state. These rules
are dynamically compiled into EPL statements using the Esper compiler as shown in

Listing 6.9.

1 /I Deploy EPL rules dynamically from rules.json
2 for (Map<String, Object> rule : rules) {

3 String condition = (String) rule.get("condition");
4 String window = (String) rule.get("window");
5 String having = (String) rule.get("having");
6 String select = (String) rule.get("select");

7

8 String epl = String.format(

9 "select %s from SensorEvents(%s).win:%s having %s",
10 select, condition, window, having

1 ):

12

13 EPCompiled compiled =

14 compiler.compile(epl, cargs);

15

16 runtime.getDeploymentService()

17 .deploy(compiled);

18

19 /I ... omitted code

20 }

Listing 6.9: A snippet illustrating the compilation and deployment of EPL rules inside
EsperBridge.java

2. Mutual TLS Receiving IoT readings from RabbitMQ securely : The CEP
engine uses mutual TLS authentication EXTERNAEee Figure 6.1) to listen on the
sensor_data queue. Thus, before any data is consumed, two validation checks are
conducted:

" The CEP engine veri es the RabbitMQ server certi cate, and RabbitMQ veri es
the CEP client certi cate. Both certi cates must be issued by the same trusted
Certi cate Authority (CA), ensuring that each side recognizes and trusts the
other. See Listings 6.10 and 6.11.

" The CEP engine checks whether the I0T device has a valid certi cate issued by
a trusted authority. The CEP rejects any data that is not authenticated. See
Listing 6.12.

/* --- Load CA certificate and build trust store (server authentication) --- */
CertificateFactory cf = CertificateFactory.getinstance("X.509");
X509Certificate caCert;
try (FilelnputStream fis = new FilelnputStream(CA_PATH.toFile())) {

caCert = (X509Certificate) cf.generateCertificate(fis);

}

KeyStore trustStore = KeyStore.getlnstance(KeyStore.getDefaultType());
trustStore.load(null, null);

©O~NOUAWN R
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10
11
12
13
14
15
16
17

trustStore.setCertificateEntry("fabric-ca", caCert);

TrustManagerFactory tmf =
TrustManagerFactory.getinstance(TrustManagerFactory.getDefaultAlgorithm());
tmf.init(trustStore);

/* Enable hostname verification to ensure the server certificate matches */
factory.enableHostnameVerification();

Listing 6.10: RabbitMQ server authentication: CEP veries the message broker's X.509
certi cate

1 /* --- Load CEP client certificate and private key from PKCS#12 keystore --- */

2 KeyStore keyStore = KeyStore.getlnstance("PKCS12");

3 try (FilelnputStream ksFile = new FilelnputStream(P12_PATH.toFile())) {

4 keyStore.load(ksFile, P12_PASSWORD);

5}

6

7 KeyManagerFactory kmf =

8 KeyManagerFactory.getinstance(KeyManagerFactory.getDefaultAlgorithm());

9 kmf.init(keyStore, P12_PASSWORD);

10

11 /* Use EXTERNAL mechanism for mutual TLS authentication */

factory.useSslIProtocol(sslContext);
factory.setSaslConfig(DefaultSasIConfig.EXTERNAL);

Listing 6.11: CEP client authentication: RabbitMQ veri es the CEP engine certi cate

1 /* --- Step 1: ensure the sensor is registered in the Fabric wallet --- */
2 if (!WalletUtil.isSensorRegistered(sensorld)) {
3 System.err.printin(* Unauthorized sensorld (not in wallet): " + sensorld);
4 return;
5}
6
7 [* --- Step 2: verify the sensor certificate CN matches the sensorld --- */
8 String certPem = WalletUtil.getSensorCert(sensorld);
9 if (!CertificateUtil.verifySensorBinding(certPem, sensorld)) {
10 System.err.printin(* Certificate CN mismatch for sensorld: " + sensorld);
11 return;
12 }
13
14 [* --- Step 3: forward validated event to Esper --- */
15 runtime.getEventService().sendEventBean(
16 new SensorEvents(sensorld, value, sensorTimestamp),
17 "SensorEvents"
18 );
Listing 6.12: 10T device identity validation: wallet check & certi cate Common Name (CN)
binding
3. Evaluating EPL rules and generating complex events . Every time an EPL

rule is triggered, Esper generates a complex event that summarizes the condition
or violation found in several raw readings. Timestamps and aggregated values are
included in the event payload as shown in Listing 6.13.

1 String alert = String.format(

2 "ALERT %s: %s, alertTimestamp=%s}",
3 rule.get("id"),

4 newData[0].getUnderlying(),

5 alertTimestamp

6);

Listing 6.13: Constructing an alert message with timestamp inEsperBridge.java
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Figure 6.2: EsperBridge runtime showing successful deployment of CEP ruledgmpRule and
humidityRule ) and awaiting incoming sensor readings over thesensor_data queue.

4. Publishing alerts back to RabbitMQ : The complex event is then sent via a
fanout routing pattern to the alerts exchange (Listing 6.14).

1 channel.exchangeDeclare("alerts", "fanout", true);
2 channel.basicPublish("alerts", "*, null, alert.getBytes());

Listing 6.14: Publishing a CEP-generated alert to thealerts exchange (fanout) in Esper-
Bridge.java

At this point of the example, as shown in Figure 6.2, the Esper CEP engine is opera-
tional and has been successfully integrated with RabbitMQ. Two rules have been deployed
correctly, and the engine is listening securely via mutual TLS.

6.5 Node.js Application

The core o -chain run-time that connects Hyperledger Fabric and generated smart contract
(from SymboleoAC2SC ), RabbitMQ, Esper CEP, and 10T devices is theSymboleocAC

API that targets Node.js run-time. The SymboleoAC API is implemented primarily to
enable communication with external services. It was developed manually and is designed
to operate with any smart contract generated bySymboleoAC2SC through the Fabric
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API, enabling dynamic interaction across di erent contract instances, as demonstrated in
Chapter 10. It uses arules.json le, which is automatically generated from the contract
speci cation.

It provides all middleware logic (i.e., the required JavaScript modules and functions
to interact with Hyperledger Fabric through the Fabric SDK) for client enrollment and
registration (roles, 10T devices, CEP, RabbitMQ, and event listeners) through a Fabric
Certi cate Authority (CA), authentication, transaction submission, smart contract event
consumption, publishing and subscribing to RabbitMQ queues, and dynamic run-time
enforcement ofSymboleoAC policies.

6.5.1 Gateway Connection to Hyperledger Fabric

The Hyperledger Fabric SDK for Node.js is used by th&ymboleoAC application to
communicate with the blockchain network. It creates a secure connection to the blockchain
network, loads the organization's connection pro le, and con rms the user's identi cation
from the wallet. It returns a contract object connected to the particular chaincode and
channel for the contract instance after authentication.

For example,gateway.js in SymboleoAC API provides a contract object connected
to the contract chaincode deployed on the Fabric channel callestychannel when in-
teracting with one of our case study, e.g., théMeatSale contract instance. This allows
the SymboleoAC API to submit transactions (e.g., trigger_paid ) or evaluate queries
securely and in accordance with the access control rules enforcedSymboleocAC .

6.5.2 Identity Management (Wallet)

All the identities of o -chain entities (i.e., roles, 10T devices, listeners), except the message
broker and the CEP engine, are stored in a FileSystem/allet. This wallet acts as the
digital identity registry in Figure 5.1. Each identity is represented by an*.id le that
contains the X.509 certi cate and private key issued by the Fabric Certi cate Authority.
We use a separate folder (namedert ) for message broker (RabbitMQ) and the CEP
(Esper) certi cates, distinct from the Fabric wallet used for users, admins, sensors, and
listeners. RabbitMQ and Esper require conventional Privacy Enhanced Mail (PEM) I€'$
(i.e., .crt and .key) because they do not understand the JSON based wallet identity
format used by Hyperledger Fabric (i.e.F.id les). These identities are used for:

~ Authenticating o -chain components through certi cates.
" Imposing mutual TLS communication through certi cates.
" Signing smart contract transactions.

~ Validating roles and permissions embedded iBymboleoAC policies.

15 https:/iwww.rfc-editor.org/rfc/rfc1422
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There are several enrollment scripts available iBymboleoAC 's application and API®,
including EnrollSensors.js , EnrolICEPServer.js , EnrollRabbitMQ.js , andEnrollRoles.js
each of which is in charge of registering and enrolling the relevant user or component with
the Fabric CA.

6.5.3 Broker and CEP Integration

The BrokerCEPdirectory contains the logic for message-driven interaction with RabbitMQ
and the CEP engine. To name a few:

" rabitMQ-Publish.js  implements the publisher for role-based messaging.

roleSubscriber.js  and alertSubscriber.js implement secure subscribers using
mutual TLS.

sensorPublisher.js  publishes signed loT readings to theensor_data queue.

eventListeners.js  listens to Fabric chaincode events and forwards them to Rab-
bitMQ queues that correspond to authorized roles.

Collectively, the SymboleoAC Node.js application and its API provide secure and
event-driven communication between the run-time o -chain and on-chain components of
SymboleoAC architecture. All les are available online!’

6.6 Blockchain Network: Hyperledger Fabric

Hyperledger Fabric [123], a permissioned distributed ledger technology intended for enter-
prise grade applications, serves as the foundation for the blockchain layer of thgmbol-
e0AC architecture. The channel con guration les, Membership Service Provider (MSP)
directories, peer and orderer certi cates, and connection pro les (e.gpnnection-orgl.json )
are all essential con guration artifacts needed for safe on-chain execution and are included
in the Fabric network. These les specify the identities, policies, and communication pa-
rameters for every on-chain participants and are produced by Fabric's con guration tools
(cryptogen, configtxgen ).

Using our SymboleoAC2SC compiler, the executable smart contract is generated
from the SymboleoAC speci cation and deployed as a chaincode package on this Fabric
network. In accordance with Fabric's chaincode lifecycle, each contract instance is installed
on peers of the relevant organization and authorized. After the contract is committed to
the channel, it may be securely invoked via the Node.js gateway, guaranteeing that all
contract-related transactions are executed in an authenticated, authorized, and veri able
manner. The created Hyperledger Fabric network is available onlir.

16 https://github.com/Smart-Contract-Modelling-uOttawa/SymboleoAC-Application-API
17 https://github.com/Smart-Contract-Modelling-uOttawa/SymboleoAC-Application-API
18 https://github.com/Smart-Contract-Modelling-uOttawa/SymboleoAC-HyperledgerFabric- Test-Netwrok
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6.7 Conclusion

The SymboleoAC API, including the Node.js application, o ers the core middleware
layer that operationalizes the entireSymboleoAC architecture by safely integrating the
on-chain run-time layer, including the generated smart contract, with all o -chain compo-
nents, including the CEP engine, I0T devices, and the message broker. The application
facilitates end-to-end authenticated communication, real-time event handling, and secure
transaction invocation through its Fabric gateway, wallet management, enrollment tools,
event listeners, and publishers/subscribers.

In accordance with theSymboleoAC architecture, the API ensures that 10T readings
are veri ed, processed through the CEP, routed via the message broker, and nally re ected
in the blockchain and smart contract state. Additionally, theSymboleoAC API demon-
strates the practical execution backbone of Cyber-Physical Smart Contracts (CPSCs),
showing how formal contract speci cations can be implemented and enforced in the real
world by integrating these independent technologies into a uni ed run-time system.
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Chapter 7

SymboleoAC Ontology Access
Control Model for Symboleo

This chapter proposes a new role-based access control model for Cyber-Physical Smart Con-
tracts (CPSCs), treating all contract elements as resources and ensuring regulated access
by designated parties. The access control model extends tBgmboleo ontology for legal
contracts with new modeling concepts inspired by Role-Based Access Control (RBAC),
tailored for the legal contract domain, resulting in theSymboleoAC ontology (@ in Fig-

ure 1.1). Specically, we: (i) model a set of access control concepts, including resource,
access rule, and access policy, thereby extending tBgmboleo ontology, (ii) de ne con-
troller rules that specify who can authorize access to each resource, and (iii) present pre-
authorization rules that specify who has access to what.

7.1 Introduction

We are interested in making legal contract executions secure by including safeguards against
physical and social attacks. For the meat sale contract example, such attacks include
stealing some of the meat during its transportation or damaging its quality, botiphysical
attacks concerning unauthorized access to the meat [102]. Other attack examples also
include having an intruder who poses as an assessor and sends a report that misrepresents
the quality of the meat, asocial attack that re ects known vulnerabilities of smart contract
enabled processes to social engineering [43]. In addition, we consmsfacy concerns, such

as what information is available to each participant in a contract execution, particularly
regarding loT generated data [65]. For the meat sale contract, this information may involve
the happening of events (When was the meat delivered?) and data generated by IoT devices
(What was the temperature in the container throughout the trip?). However, the scope
of our interests does not include cyber attacks that exploit vulnerabilities in blockchain
technology or IoT devices.

Our proposed solution consists of an access control model for legal contracts that views
all things that participate in a contract execution asresources contracting parties, assets,
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the contract itself, obligations and powers, as well as all information generated during
contract execution (events, state transitions for legal concepts, other data, such as meat
container temperature). Every resource has associated operations through which the state
of the resource can be changed during contract execution. Moreover, every resource has one
or more parties ascontroller who collectively decide who else has access to the operations
and information of the resource. For example, an obligation has as controller debtor, i.e.,

the party who is responsible for ful lling the obligation. On the other hand, thecreditor

of an obligation, i.e., the party who stands to bene t from its ful llment, has access to the
current state of the obligation. In other words, the creditor's right to see the obligation
satis ed includes the right to know what the current state of the obligation is. Access
rules such as the above are derived from the semantics of the legal concepts of contract,
obligation, and power [42].

Our security approach does not go beyond RBAC-based protection: if an attacker gains
valid credentials, such as a password or private key, outside of the system, RBAC cannot
prevent misuse. While some forms of social attacks can be mitigated through role restric-
tions and policy enforcement, others, particularly those involving credential compromise,
remain outside the protective scope of our framework and are discussed among the limita-
tions in Chapter 11. The proposed access control model is limited to the support of several
core functions identi ed in the NIST Cybersecurity Framework 2.0 [93], particularly the
Govern, Identify, and Protect functions, through identity management, authentication,
authorization, and policy enforcement.

7.2 Access Control Ontology

Our proposed access control model, shown in Figure 7.1, is based on the RBAC security
mechanism [32,108] designed to regulate and manage access to resources within a software
system, ensuring that only authorized parties can interact with resources.

The RBAC ontology consists ofPermissions to Subjects (aka Roles), i.e., system
users, enabling them to executéctions (aka Operatiors in SymboleoAC ), such as read,
write, etc., on Resources (alsoResourcg), such as classes, les, etc. A role can only apply
operations on a resource if it has permission assigned by an access rule.

7.2.1 Policies and Rules

An Access control policy (aka Policy) contains Rules that must hold in priority over
other rules). For example, a policy by a Food Industry regulator may be that the buyer
has full access to all relevant information about the transportation of the meat, whereas
only the assessor of the transaction has access to meat quality/quantity attributes. Policies
de ne constraints on what is (dis-)allowed for access rules. Accordingly, they need to be
checked against the initial set of access rules (akaeauthorized access rulgsas well as
after every incremental insertion or deletion of access rules. This access control framework
ensures that only authorized roles can perform operations on a resource, safeguarding the
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