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Abstract

The objective of testing is to determine whether an implementation under test conforms
to its specification. In distributed test architectures involving multiple testers, this
objective can be complicated by the fact that testers may encounter problems relating to
controllability and observability during the application of a checking sequence. A
controllability problem, also known as a synchronization problem, exists when a tester
cannot determine when to send a particular input to the IUT. An observability problem
exists when a tester cannot determine whether a particular output has been received from
the IUT in response to the related input in the specification. Solutions in the literature to
these problems generally require either appending additional input-output sequences or
the use of external coordination messages between testers.

This thesis proposes two methods for constructing checking sequences with no potential
controllability and observability problems. The first method assumes the presence of a
reliable reset in the implementation and constructs digraphs to facilitate the construction
of state and transition cover subsequences. A Rural Chinese Postman Path on the final
digraph constructed by the method yields a synchronizable ordering of these
subsequences. The second method does not require a reliable reset and constructs
digraphs to generate subsequences that verify each state and transition. An Euler Tour of
the final digraph constructed by the method yields a checking sequence. In both
methods, by considering controllability and observability problems during the
construction of the checking sequence, the use of coordination messages is either
minimized or, if possible, avoided altogether.
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Chapter One

Introduction

1.1 Background

The objective of protocol conformance testing is to determine, by means of testing, if
a protocol implementation conforms to its specification. Testing is carried out in a test
architecture that consists of testers and the implementation under test (IUT). Both the
OSI [1195] and ODP [IS95] models define a number of abstract test architectures.

The majority of testing literature assumes a test architecture consisting of one tester
that applies inputs and observes outputs at a single point of control and observation, or
“port.” Distributed test architectures, which consist of multiple ports and multiple testers,
introduce the possibility of coordination problems among the testers during testing,
referred to in the literature as the problems of controllability and observability. A
controllability problem, also known as a synchronization problem, exists when a tester
cannot determine when to send a particular input to the IUT. The literature proposes
several methods for constructing synchronizable input-output sequences, i.e. a test
sequence or checking sequence without any synchronization problems. An observability
problem exists when a tester cannot determine whether a particular output has been
received from the IUT in response to the related input in the specification. The literature
proposes several methods for resolving observability problems, which generally require
either direct communication among the testers, or additional input-output sequences. In

this thesis we propose two methods for generating checking sequences which can be



applied in a distributed test architecture without encountering problems relating to

controllability or observability.

1.2 Motivation and Objectives of the Thesis

The problem that will be studied, in its most general form, is how to detect and
eliminate potential controllability and observability problems that may be encountered
while testing an implementation against a Finite State Machine (FSM) representation of a
communication protocol specification in an ISO/ODP distributed test architecture. Many
researchers have studied the problems of controllability and observability, and a review
of these studies is included later in this thesis. Earlier studies on the observability
problem propose solutions where first a synchronizable test sequence or checking
sequence is generated, and then inspected for observability problems. These problems
are then resolved by augmenting the sequence with additional sequences or direct
communication between testers, depending on the test architecture. More recent
solutions consider potential controllability and observability problems during the
construction of a test sequence, thereby minimizing the need for corrective action.
However, such methods are currently limited to a fault model consisting only of output
faults.

Our review of these solutions has led us to study a method that identifies potential
controllability and observability problems prior to constructing a checking sequence, in
an effort to minimize the amount of corrective action needed for the elimination of these
problems. Thus, the objective of this thesis is to propose methods for generating a

synchronizable checking sequence whereby the number of corrective actions needed to



eliminate controllability and observability problems are minimized, and that can be

applied in a distributed test architecture without encountering these problems.

1.3 Contributions of the Thesis

We propose two methods that generate checking sequences with no possibility of
potential controllability or observability problems when applied to a 2-port FSM in a
distributed test architecture. These methods can be used to generate checking sequences
that can be applied in distributed test architectures where testers are able to communicate
amongst themselves directly or via external coordination messages.

The first method assumes the presence of a reliable reset in the implementation and
constructs digraphs to facilitate the construction of state and transition cover
subsequences. A Rural Chinese Postman Path on the final digraph constructed by the
method yields a synchronizable ordering of these subsequences. The second method
does not require a reliable reset and constructs digraphs to generate subsequences that
verify each state and transition. An Euler Tour of the final digraph constructed by the
method yields a checking sequence. In both methods, by considering controllability and
observability problems during the construction of the checking sequence, the use of
coordination messages is either minimized or, if possible, avoided altogether.

We prove that both proposed methods ensure the absence of potential controllability
and observability problems.

Finally, we extend the proposed methods so that they can be applied to an n-port

FSM 1in a distributed test architecture, n > 2.



1.4 Organization of the Thesis

Chapter 2 outlines the preliminaries needed to describe the proposed methods,
including the FSM model, graph-theoretic definitions, and an introduction to protocol
conformance testing. Chapter 3 reviews the existing methods in literature that have been
proposed for generating checking sequences, and existing methods that have been
proposed to solve controllability and observability problems. Chapter 4 describes our
proposed methods and compares them with the existing methods. Chapter 5 presents our

conclusions, with a summary of contributions and directions for future research.



Chapter Two
Preliminaries

2.1 FSM Model and its Graphical Representation
An n-port Finite State Machine (np-FSM) M is a sextuple (S, Z, ', 5, A, 5,) where

- Sis afinite set of states of M,

- s, € Sis the initial state of M,

- Xisann-tuple (T, Z,,..., Z,), where X, is the input alphabet of port £, and Z, N Z,= &
fori#j,i,j=1,2,...,n LetI= Z,UZ,U... U Z,U {-}, where - means nu/l input,

- T is an n-tuple (I', T, ..., I',), where T, is the output alphabet of port £, and
AT, =@ fori#j,ij=1,2,..,n LetO={<a,a,...a> | Ja,e T,U {-},1<i
<n}, where - means null output,

- Jis the transition function that maps § x I'to §, i.e., &: § x I = S, and

- M is the output function that maps S x /'to O, 1.e., A: SxI—> O.

An FSM M is deterministic if, for each input x € 7, there is at most one transition
defined at each state of M. Functions § and A are extended from single input symbols to
input sequences: if sy is a state and X = 7; ... i is an input sequence of M, X e I*, then
d(s1, X) = 8(d(s1, i1), iz ... i) = Sir1 (With 801 = 8(s), 1)), j = 1, ..., k), and A(s1, X) = A(s1, i1)
A2, 02 ... i) =01 ... o (With 0; = A(s;, ),/ = 1, ..., k).

An FSM M is said to be minimal if none of its states are equivalent (i.e., V s, 5, € S,
s; # 5;, 3 an input sequence X € I* such that A(s;, X) # A(s;, X)). An FSM M is said to be
completely specified if, for each input x € I, there is a transition defined at each state of

M.



An FSM M can be represented by a directed graph G = (¥, E) where a set of vertices
V represents the set S of states of M, and a set of directed edges E represents all specified
transitions of M. A transition of an np-FSM M is a triple #; = (s, s; x/y), where s;, s, € S,
x € I, and y € O such that 3(s;, x) = si, M(s;, X) =y, and x/y is known as an input/output
pair. Each edge e, = (v, vi; x/y) € E represents a state transition from state s; to state s,
with input x and output y where the input/output pair x/y is the label of e, denoted by
label(ey), v; is called the head of e, denoted by head(ex), and v, is called the tail of e,
denoted by fail(ey).

A path P = (vy, vy; xi/y) (Vs Vs X2/¥2)...(Viet, Vis Xet/Vit), k> 1, in G = (¥, E) is a finite
sequence of adjacent (but not necessarily distinct) edges in G, where v, and v; are head(P)
and fail(P), and x,/y,, X,/y2, ..., Xi1/Vi1 15 the label of P, denoted label(P). A path P is
represented by (vi, v X/Y) where label(P) = X/Y is the input-output sequence
/vy )x2/yv2). . .(xk1/y-1), input sequence X = (x1xz...xk.1) is the input portion of XY, and
output sequence Y = (y1y2...x1) is the output portion of X/Y. The cost or length of each
edge of G is equal to the number of input/output pairs in its label. The cost of a path (or
length of a path) P in G is the sum of the costs (or lengths) of edges included in P and is
denoted cost(P). The first transition (v,, v,; x,/y,) of path P is denoted firs#(P) and the last
transition /ast(P). The concatenation of a path 4 and a path B is denoted A@B.

A sequence (i1 iz ... i) is a subsequence of (x| x; ... x,,) if there exists a A, 0 <A <m-
k, such that for allj, 1 <j <k, i;=x4a. A sequence (i1 i, ... i) is a prefix of (x; xz ... xm)
ifVj1l<j<ki=ux.

An FSM M has a reset function if there exists an input » € I which takes M from any

state s; to the initial state s, with a single transition (s, s\, #/-).



A synchronizing sequence of an FSM M is an input sequence that takes M to a
specified final state, regardless of the output or the initial state. A synchronizing
sequence may not exist for every minimal FSM [KZ78].

A digraph G = (V, E) is strongly connected if, for any pair of vertices v; and v,, there
exists a path from v; to v;. It is weakly connected if its underlying undirected graph is
connected. A tour of G is a path in G that starts and ends at the same vertex of G. An
Euler tour of G is a tour that contains every edge of E exactly once. A postman tour
(PT) of G is a tour that contains every edge in E at least énce. A rural postman tour
(RPT) of G over a set Ec < E is a tour traversing every edge in E¢ at least once. A
Chinese postman tour (CPT) is a minimum-cost tour that contains every edge in E at
least once. A rural Chinese postman tour (RCPT) of G over a set Ecc E is a
minimum-cost tour that traverses every edge in E. at least once. A rural postman path
(RPP) from v; to v; over EcC E is a path from v; to v; that includes every edgein E.. A
rural Chinese postman path (RCPP) from v; to v; over EcC E is a minimum-cost RPP.
The edge-induced subgraph of G[E.] is the subgraph of G whose vertex set is the set of
ends of edges in E; and whose edge set is E.. G[E(] is an edge-induced spanning
subgraph of G if its vertex set is V.

Given a vertex v € V, the in-degree of v, di(v), is defined as |{(u, v): (4, v) € E}| and
the out-degree of v, d,(v), is defined as |{(v, w): (v, w) € E}|. A vertex v is a source if
d(v) =0, and v is a sink if d,(v) = 0. A digraph G = (V, E) is symmetric if d(v) = d(v),
V v € V. Given a postman tour P of G, let (v, vi; x/) 2 1 be the number of times edge
(v, vi; x/) is contained in P. If edge (v, vy x/v) is replicated (v, vi; x/v) times, a

symmetric graph G*, called a symmetric augmentation of G, is obtained and P is an



Euler tour of G*. A minimal symmetric augmentation of G is achieved by replicating

edges of G such that G* is symmetric and the number of replicated edges are minimized.

2.2 Protocol Conformance Testing

The aim of protocol conformance testing is to determine, by means of testing, if a
protocol implementation conforms to its specification [IS94]. A test sequence is an
input-output sequence, starting at the initial state, which checks whether each transition
of the FSM is correctly implemented in a given implementation. Typically, protocol
conformance testing involves constructing a test sequence from the protocol
specification, applying the test sequence to the implementation, and analyzing the result
of the application of the test sequence to determine whether the implementation conforms
to the specification.

In a preset input sequence, the entire input sequence is fixed prior to applying the
first input. In an adaptive input sequence, the next input symbol depends on the
previously observed outputs.

A fault model is defined as a set of models of non-conforming implementations of a
given FSM M [IS94]. For a given specification, two types of faults may be recognized:

- output faults, i.e., the observed output of an implementation after a specified input
may not be the one specified by the specification, and

- transfer faults, i.e., the final state of a tested transition of an implementation may be
different from the final state specified by the specification.

FSM-based testing adopts a transition-level approach to generating test sequences. If

the fault model consists of only output faults, i.e. it is assumed transfer faults do not



occur, then a test sequence that includes every transition of the FSM at least once is
sufficient to detect any output faults in the implementation [SB84]. For a fault model
which includes transfer faults, in addition to output faults, the following steps must be
carried out in order to verify the correct implementation of a transition z = (s;, sx; /)

a. the implementation is transferred to the state recognized as s;

b. input x is applied and the output produced is checked to match output y as

specified by M

c. the state reached as a result of applying x is verified to be s;.

Steps (b) and (c) together form a test segment for transition £ = (s, s’ X/).

Clearly, a critical part of transition-level testing is recognizing the starting and
terminating states of the transition. This is achieved using input-output sequences
specifically designed to determine the present state of the implementation.

Given an FSM M, an input sequence X is a distinguishing sequence (D) if the output
sequence Y produced by M in response to X is different for each state. DS(s;) denotes the
transition sequence induced by the application of D at state s, It is known that a
distinguishing sequence may not exist for every minimal FSM [KZ78], and that
determining the existence of a distinguishing sequence for an FSM is PSPACE-complete
[LY94].

A Unique input-output (UIO) sequence for a state s;, denoted UIO(s;), is an
input/output behaviour that is not exhibited by any other state of the FSM. It is known
that UIO sequences may not exist for every state of every minimal FSM [SD88], and
determining the existence of a UIO sequence for a state of an FSM is PSPACE-complete

[LY94].



A characterization set (also called a W-set) for an FSM M is a set of input
sequences for which the output sequences produced by M in response to this set of input
sequences are different for each state of M. A characterization set exists for every
minimal FSM [CT78].

Given an FSM M, let ® (M) be the set of FSMs each of which has at most # states and
the same input and output sets as M. Let M* be an FSM of ®(M). M* is isomorphic to
M if there is a one-to-one and onto function fon the state sets of M and M* such that for
any state transition (s, s;; x/) of M, (f(s)), flsj); x/y) is a transition of M*. A checking
sequence of M is an input sequence starting at a specific state of M that distinguishes M
from any M* of ®(M) that is not isomorphic to M. In the context of testing, this means
that in response to this input sequence, any faulty implementation AM* will produce an
output sequence different than the expected output, thereby indicating the presence of a

fault.

2.3 Distributed Test Architectures

The application of a test sequence is carried out in a test architecture that consists of
testers and the implementation under test (IUT). Both the OSI [1I95] and ODP [IS95]
models define a number of abstract test architectures.

An Abstract Test Architecture (ATA), referred to as an Abstract Test Method
(ATM) in the OSI model, is a description of how an IUT which is in a System Under
Test (SUT) is to be tested. An ATA is given at an appropriate level of abstraction to

make it independent of any particular implementation, but detailed enough to enable test

10



cases to be specified in an abstract manner. An ATA for a 2p-FSM is defined in terms of
the relationship between the IUT and the Upper and Lower Testers, through:

Points of Control and Observation (PCO), or points within a testing environment

whefe the occurrence of test events is to be controlled and observed, as defined in an

ATA [1I95],

Abstract Service Primitives (ASPs), or implementation-independent descriptions of

the interactions between a service-user and a service-provider at a service boundary,

as defined in an OSI service definition [I195], and

Protocol Data Units (PDUs), or information that is delivered as a unit among peer

entities of a network and that may contain control information, address information,

or data.

The Upper Tester (UT) is defined as the representation of the means of providing,
during test execution, control and observation of the upper service boundary of the IUT,
as defined by the chosen ATA. The Lower Tester (LT) is defined as the representation
of the means of providing, during test execution, indirect control and observation of the
lower service boundary of the IUT via the underlying service provider. The rules for
cooperation among Lower and Upper Testers during testing are defined in the applicable
Test Coordination Procedures (TCPs) for each architecture.

Within an ATA, an abstract test suite (ATS) is defined as a test suite composed of
abstract test cases, the complete and independent specifications of the actions required
to achieve a specific test purpose. The means of testing (MOT) is the combination of
equipment and procedures that can perform the derivation, selection, parameterization

and execution of test cases, in conformance with a reference standardized ATS, and can
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produce a conformance log. The test system is the real system which includes the

realization of the Lower Tester. The same test system can be used as part of several

means of testing [1195].

The four OSI ATAs are defined as follows [I1I95]:

- Local - an ATA in which both the Lower and Upper Testers are located within the test
system. There are two PCOs, one beneath the Lower Tester and the other at the upper
service boundary of the IUT. The upper service boundary is required to be a
standardized hardware interface. In the ODP model, this ATA is called centralized,

which refers to one tester.

Test System
. PCO
uT “«
ASPs
TCP
Y
LT P PDUs o
- - s
JT U
A T
PCO y ASPs
A
SERVICE PROVIDER

Figure 1. Local Test Architecture

- Coordinated — an ATA in which there is one PCO, beneath the Lower Tester. The
TCP are realized by means of standardized Test Management Protocols (TMPs), and

the Upper Tester is an implementation of the relevant TMP.
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Figure 2. Coordinated Test Architecture

- Distributed — an ATA in which the Upper Tester is within the SUT and there are two
PCOs, one beneath the Lower Tester and the other at the upper service boundary of the
IUT (Figure 3). In this ATA, the upper service boundary must be either a human user

interface or a standardized programming language interface.

Test System SUT
[ ===== hl
i
N 4 i
]
TCP utr |
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e - |
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P PDUs -~
T
A
PCO ASPs
\
SERVICE PROVIDER

Figure 3. Distributed Test Architecture

- Remote — an ATA in which the control and observation of test inputs and outputs is

specified solely in terms of Lower Tester activity. Some requirements for TCP may be
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implied or informally expressed in the ATS, but no assumption is made regarding their
feasibility or realization. There is no Upper Tester as such, but some Upper Tester

functions may be performed by the SUT.

Test System SUT
TCP
uT
LT
PDUs
- L g
T
J
PCO ASP
yooro
SERVICE PROVIDER

Figure 4. Remote Test Architecture

The ATAs defined by OSI have analogous architectures in other models such as ODP
[IS95]. An important difference between the OSI and ODP distributed test architectures
is the manner in which testers may communicate during testing. In the OSI architecture,
the Upper and Lower testers communicate with one another only indirectly, via their
interactions with the IUT. The ODP distributed test architecture, shown in Figure 5,
consists of n testers located within the test system, with direct communication between
testers supported by a multicast channel. External coordination messages exchanged via

this channel aid testers in coordinating their respective testing activities.
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A global test sequence w of an np-FSM M is the label of a path of the digraph G =
(V, E) representing M, which is of the form x1/y1 x2/y ... Xu/ym, Where x; € Tand y; € O, 1
<i < m. Given a global test sequence w, a local test sequence w; for port k of an np-
FSM M is of the form o o ... o, Where o; (1 <i <m) is either:
- xilyi, xi € Zp U {-}, yi=<ay, ay, ..., ap>, where a; € I, U {-} and a; = -, forj #k,

1 <j,k<nmnor
- the reception or transmission an external coordination message.
Note that x; € I, U {-} together with q; € T, U {-} allows transitions of the form -/-
within a local test sequence w; for port k of an np-FSM. In an ATA consisting of
multiple testers, each tester utilizes a local test sequence constructed from the global test
sequence for the given FSM. In the local test sequence, tester k knows only that there are
transitions involving itself or others, and does not know the inputs or outputs of the other
testers.

The “black box” nature of an IUT allows only limited controllability and
observability of the IUT. In this context, controllability refers to the ease with which the

IUT can be transferred to a designated state and observability refers to the ease with
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which the current state of the IUT can be recognised. Checking sequence construction
methods effectively handle the problems caused by the limited controllability and
observability.

Some test architectures may cause additional controllability or observability
problems, depending on the ability of the testers to coordinate the application of their
respective local test sequences. A controllability (synchronization) problem exists
when a tester is required to send an input to the TUT in the current transition, and because
it is not involved in the previous transition, i.e., it did not send the input or receive the
output in the previous transition, it does not know when to send the input. An
observability problem exists when a tester is expecting to receive an output from the
IUT in response to either the previous input or the current input, and because it did not
send the current input, it does not know when to start or stop waiting for the reception of
the output of the IUT.

Given an np-FSM M and a global test sequence ® = x\/y1x,/y, ... X./y. of M, where x;
e Iand y, € O, 1 <i <m, a synchronization problem occurs when, in the labels x;/y; and
x/y; of any two consecutive transitions, there exists a tester & that sends x;., that is
neither the one sending x; nor one of those receiving an output belonging to y;, 1 <j < m-
1.

Given an np-FSM M and a global test sequence .co =X/Y1X/Vs ... Xmlym of M, where x;
e ITand y, € O, 1 £i < m, any two consecutive transitions ¢, and ¢; whose labels are x,/y;
and x;.,/y;, form a synchronizable pair of transitions if ¢, can follow ¢; without causing a
synchronization problem. For a transition #; = (v, v;; x/y,), each transition #; = (v;, vi; Xi/Vs)

that forms a synchronizable pair of transitions with ¢, is called an eligible successor of #.
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Any (sub)sequence of transitions in which every pair of transitions is synchronizable is
called a synchronizable transition (sub)sequence. A global test sequence is said to be
synchronizable if it is the label of a synchronizable transition sequence.

Given an np-FSM M and a global test sequence ® = x,/y; X,/y; ... Xy of M, where x;
e Iand y, € O, 1 <i < m, a 1-shift output fault in an implementation N of M exists
when, in the labels x;/y; and x;.,/y;.; of any two consecutive transitions, there exists one a,
in y, = <ay, a,, ..., a,> of M which occurs in y,., = <ay, a,, ..., a,> in N (and not in y; in N)
or there exists one a; in y., = <ay, a,, ..., a,> of M which occurs in y; = <ay, a,, ..., a,> in
N (and not in y, in N), 1 <j <m-1, 1 £k <m. An instance of the observability problem
manifests itself as an undetectable 1-shift output fault if there is a 1-shift output fault
related to a, € I, in any two consecutive transitions whose labels are x/y; and X/,
such that tester & satisfies the condition (g, is in y; XOR a; is in y;,) AND x;,, ¢ ;. In this

case, we say that tester & is involved in the shift, and would not be able to detect it.
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Chapter Three
Previous Work
3.1 Checking Sequence Generation
The existing literature on FSM-based testing proposes several methods for the
construction of checking sequences for the local test architecture. These methods
typically assume that for an n-state specification FSM M, the implementation does not
change during execution and has at most n distinct states. Several proposed methods
assume the presence of a reset input that can be applied at any state and takes the
implementation to the initial state s;. Solutions employing a reliable reset consist of two
parts; a state cover, composed of subsequences which verify the uniqueness of every
state of M in the implementation, and a transition cover, whose subsequences verify the

correctness of every transition (s; s;; x/v) of M in the implementation.

P b/2 4 A\
\ i

e Y N
Figure 6. Digraph G = (V, E) of FSM M1

A preamble for a state s;, denoted preamble(s;), is the transition sequence represented
by the shortest path from v, to v; on G = (¥, E). If a distinguishing sequence is used, the
state cover consists of a transition sequence preamble(s;)@DS(s;) for each state s..

Consider the FSM M1 shown in Figure 6, which has a distinguishing sequence D = ab.
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For each transition sequence (which is a path) of the state cover for M1, the input portion
of the label of each sequence is shown in Table 1. For readability, the concatenation

symbol @ will not be shown within an actual sequence hereafter.

Table 1. State cover for FSM M1

State | Input Sequence
51 ab

S aaab

53 aab

For each transition (s; s;, x/)), a transition sequence preamble(s;)@(s; s;; x/y)@DS(s;)
is created. These sequences together form the transition cover. For each of the transition
sequences forming the transition cover for M1, the input portion of the labels of these

sequences are shown in Table 2.

Table 2. Transition cover for FSM M1

Transition Input Sequence
(s1, 52, a/0) | aab

(s1, 51, b/2) | bab

(s2, 51, a/0) | aaaab

(s2, 83, b/2) | aabab

(83, 82, a/l) | aaab

(s3, s1, b/3) | abab

Prefix elimination removes redundant transition sequences from the state and
transition covers; if a sequence Sp is a prefix of some sequence S , then Sp is eliminated.
Input portions of the labels of the sequences that remain following this step form the
checking sequence. Applying this approach to FSM M1 eliminates 4 sequences and
results in the checking sequence:

v bab r aaaab r aabab r aaab r abab
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Similar reset-based approaches have been proposed for methods in which states are
recognised using UIO sequences [SD88] and characterization sets [CT78, FB91].

Several methods have been proposed for testing implementations which do not
implement a reset function, or for which a reset is a costly transition. One approach is to
replace the reset inputs in the above method with an input sequence that takes the
implementation to the initial state s;. This can be accomplished using a preset
synchronizing sequence if one exists; otherwise, adaptive input sequences can be used.

Hennie [HF64] exploits similarities among input-output sequences to recognise states
and thereby reduce the overall length of the checking sequence. The method employs a
distinguishing sequence D. Let G = (¥, E) be the graphical representation of FSM M,
and let the input-output sequence Q be the label of a path P of G. A state s, represented
by n,in G is d-recognized in Q if Q contains the subpath D/N#n,, D).

Suppose that (n,, n;; T) and (n;, ny; T) are subpaths of P and D/Na, D) is a prefix of T;
that is, both n, and n; are recognized as some state a of M. Now suppose that node n is
d-recognized in Q as some state a’of M. Then node #; is said to be #-recognized in Q as
state a’ of M (Figure 7a). Now suppose that (n,, n; T) and (n;, m; T) are subpaths of P
where nodes n, and n; are either d-recognized or t-recognized in Q as some state a of M,
and node #; is either d-recognized or #-recognized in Q as some state a’of M. Then node
is t-recognized in Q as state a’ of M (Figure 7b). If a node n is d-recognized or ¢-

recognized as a state s then it is said to be recognized as state s.
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Figure 7. t-recognition of s;

The method presented in [HF64] first generates an input-output sequence that applies
the distinguishing sequence D at each state. Let ¢; = 8(s;, D). A transfer sequence I(s,
s;) is an input sequence that transfers the FSM from s; to s;. It is assumed the
implementation has been brought to its initial state s;. The input sequence D is applied,
bringing the implementation to some state ¢q;. The transfer sequence I(qi, s2) is then
applied, which brings the implementation to state s,. D is applied at s,, followed by (g,
s53). This procedure continues until D has been applied at all n states. Finally, T(g,, s1) is
applied and D is again applied at initial state, resulting in the sequence:
D T(q1, s2) D T(q2, s3) D ... D T(gu-1, S») D T(qn, 1) D

The second phase of the method verifies the transitions in a breadth-first order within
the order of states from s; to s,. Note that after applying the sequence above, a correct
implementation will be in a state recognized as ¢;. The transition (s1, sx’ x/) is verified
by applying the sequence:
T(q1, sn) D T(qn, s1) x D

In this sequence, T(q, s,) transfers the implementation to s,, which is verified by

applying D. The same transfer sequence 7(g,, s1) used in the first phase is again applied,
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which allows us to t-recognize s; as head(s:, si; x/v). The input x of (s1, s x/) is
applied, and the corresponding output produced is checked to match y. D is then applied
to verify tail(s), si; x/y) as s;. This procedure is repeated to verify each transition; i.e. if
the implementation is in state ¢; and the next transition to be verified is (s;, si x4), the
sequence applied is:

1(gs s71) D T(gj1, 8)) x D

Concatenating the sequence generated in phase 1 and the sequence generated in phase
2 completes the construction of the checking sequence.

Gonenc [GG70] proposes improvements to the method in [HF64] which can reduce
the lengths of both the sequence generated in phase 1, referred to in [GG70] as the a-
sequence, and the sequence generated in phase 2, referred to as the §-sequence. The o-
sequence is generated by first constructing an (Xz)-diagram representing the application
of D at each state. For each state s;, a vertex i is created, and an edge (i, j; D/Ns; D))
added to the (Xy)-diagram, where s; = 8(s; D) and for state s; a vertex j is created. A
source node, if any exist in the (Xq)-diagram, is chosen as the starting state. Otherwise an
arbitrary node is chosen. The following algorithm is then applied:

(1) 4pply D.

(2) If the current state is not yet recognized, go to (1). Else go to (3).

(3) 4pply D.

(4) If there is a source node not yet recognized, go to (5). Else go to (6).

(5) Apply T(s; s;) where s; is the current state and s; is (one of) the source node(s) not

yet recognized. Then go to (1).

(6) If there remain any unrecognized states, go to (7). Else Stop.
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(7) Apply T(sm, Sn) Where sy, is the current state and s, is the state not yet recognized.
Then go to (1).

The algorithm ensures that all states are recognized, and the final state of the o-
sequence is t-recognized. This approach may generate both fewer and shorter transfer
sequences than those of [HF64] as the states are not required to be verified in a specific
order.

The B-sequence is constructed using a -diagram whose edges represent transition
sequences which verify each transition. For each state s;, a vertex i is created. For each
transition (s; s;; x/), a subsequence xD is created and the corresponding edge (i, &
xD/NxD)) added to the B-diagram, where s = 8(s;, xD) and the vertex k stands for state sy.
The B-sequence is then generated using the 8-diagram, beginning at the state at which the
a-sequence terminated. Bdges of the 8-diagram are removed as their corresponding input
sequences are added to the B-sequence. The B-sequence is complete when no edges
remain. If a node i in the B-diagram is reached which has no outgoing edges, the shortest
transfer sequence 7(s;, s;) is applied, where s; is the nearest state that has an outgoing edge
in the B-diagram. This approach is an improvement upon [HF64] as the transitions are
not required to be verified in a specific order. The checking sequence generated in
[GG70] consists of the a-sequence followed by the 3-sequence.

Ural, Wu, and Zhang [UW97] present further improvements to the methods of
[HF64] and [GG70]. A set of a-sequences is introduced, and a digraph G'= (V' E') is
obtained from the given digraph G = (¥, E). Edges in E’include a set of edges (Eq)

representing the a-sequences, and a set of edges (Ec) that verify each transition. The
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input portion of the label of an RPP over the edges E, U Ec in G' forms a checking

sequence.
The construction of E,, is facilitated by forming of a set of paths Py, ..., P; of G where
each path P, induces an edge of E, whose label is the o-sequence o, 1 <k =gq.

Specifically,

a) the set of vertices ¥V, < V covered by Py, 1 <k <gq,is {vi,vs, ...,v,’;k }s

b) the union of the Vi is V.

¢) the label of Py, a-sequence oy, is D/ A(v{,D)T,* D/ AVE,D)T) ... D/ l(v,';k,D)T ”'fk
where for 1 <j < m,, T =(X;/Y) is a (possibly empty) transfer sequence from

S(v¥,D) to vk, , vk . = Vi, and v, is any member of V.

12 Vmen
When a path Py, label(Py) = o4, | <k <g, is contained in a path P of G then
a) v%,1<j <m,,is d-recognized in oy;

b) S(vi,DX%),1 <j <m,, is d-recognized in oy; and

c) tail(Py) is recognized in .
From the elements of o-set, a set of transfer sequences, called T-set, is formed as a set

of labels of subpaths Ry, ..., R, of paths Py, ..., P, such that each element T; of T-sef is
label(R;) where {R;: i =1, 2, ..., p} = {(v},6(%,DX¥); D/A(V{,D)T}): 1 <k<gqand 1
<j < mg}. Note that head(R;) is recognized because D is applied to head(R;), and tail(R;)
is recognised in some ¢4 because tail(R;) is (vf ,DX f ), to which D is applied.

The auxiliary graph G’ = (V' E’) is constructed by first creating vertices V'=V 0 U’

where U'= {v: for every v; € V}. The set of paths P, ..., P, and set of subpaths Ry, ...,
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R, are included in E’ as edges in E, = {(head(Py), (tail(Py))}; a4): 1< k < q} and Er= {(
head(R), (tail(R))" T)): 1< i < p}, respectively. These edges facilitate the recognition of
vertices in the label Q of a path P’of G’ A test segment for each edge (v;, vj; x/y) of G is

added to E'as edges in E¢c = {(v}, (d(v;, xDX;.‘ ) (xDXj.‘ VYN xDX;.‘ ): (vi, vj; xly) € E}.

Finally, two sets of edges E. — E'and E" — E'are added to increase the connectivity of
G4 E.={(vi,v; €):v; € V} and E"is a subset of {(v}, v}; x/v): (v, vj; x/y) € E) such that
G"= (U’ E" has no tour and G'is strongly connected.

Once G'is formed, an RPP P'of G'is found that contains all edges in £, Ec. Since
G'is obtained from G, P'represents a path P of G. In [UW97] the RPP is generated by
first finding the minimal symmetric augmentation G" of (V, E4 U E¢), which is produced
by adding edges from E'to G If G", with its isolated vertices removed, is connected, G"
has an Euler tour and this forms P% otherwise, a heuristic is applied to make G"
connected and an Euler tour is formed. If G"is connected, P'is an RCPP over £, U E¢.
The input portion of the sequence represented by the label of P'is a checking sequence.
The authors show that the methods in [GG70] and [HF64] are special cases of their own,
and provide a formal proof that their method generates a checking sequence.

Hierons and Ural [HUO2a] make two refinements to the method in [UW97] that
further reduce the length of the checking sequence produced. First, o/-sequences are
introduced, which are similar to o-sequences but are not required to end within their own
body. Stated formally, an o/-sequence ok =
D/ A(vE, DYT} D/ MG, DYTE ... DI AV ,DYTY D/AG ,D)TY where T} =(X*/Y})

k . k K’
mforl<j<m,v, . =v,,

is a (possibly empty) transfer sequence from & (v;f, D) to v},
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and v";' is contained in any Vi, 1 Sk’<qand 1 <w<m,. Thus tail(Py), o, = label(Py),

is recognized in some a%, 1 <k’ <g. Note also that every o is an ¢/, but the converse
is not true.

The second modification presented in [HUO2a] exploits the property that every
label(Py) and every label(R;) begins with the distinguishing sequence. Thus an o/ or T;
can be used to verify the end state of a transition in forming a test segment for that
transition. Therefore the edges Ec in [UW97] are replaced by Ec = {(V';, vj; x/y): (Vi, V)3
x/y) € E}. The edge sets E and E, included in [UW97] are also removed as the
connectivity they provided is already guaranteed. The set of edges Er is formed as in
[UW97],and so E' = E, U ErV Ec UE".

Consider the 2p-FSM M2 from [HUO2a] shown in Figure 8, with D = aba. An o/-set
for M2 is {¢/1, o/} where o), the label of P/ = (ss, 54; %), is D/A(ss, D) D/A(s2, D)
D/A(s4, D) D/A(s1, D) D/A(sz, D) and a%, the label of P% = (s3, s2; %), is D/A(s3, D)
D/A(s1, D). Then in G, Eq= {( vs, v 1), (v3, vo; a%)} and Er = {(v1, v72; T1), (v2, v's;
1), (v3, vi; T3), (va, v1; Ta), (vs, v%; Ts)}. E'' consists of two edges (v4, v’s; a/x) and (v5,

v%4; b/y) which make G’ connected. The resulting graph G’ is shown in Figure 9.

o >
N

ax by %4
by ax S5 a’y
% bR
) )
by ax

Figure 8. Digraph G = (V, E) of 2p-FSM M2
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Figure 9. Digraph G' =(V', E') of 2p-FSM M2
Similar to [UW97], an RPP over the edges E, U Ec is found. The minimal symmetric

augmentation G"’ of the edge set E, U E¢, shown for 2p-FSM M2 in Figure 10, is formed

by adding edges from G'.

Figure 10. Digraph G'' = (V", E"') of 2p-FSM M2
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An Euler tour of G produces a checking sequence. The checking sequence generated
for M2 from G in Figure 10 is the input portion of:
bly, DIA(s1,D), bly, DIA(s\,D), a/x, &, alx, D/ A(s4,D), a/x, DI2(s2,D), blx, D/ A(ss,D), a/x,
bly, a, alx, aly, DIA(s1,D), a/x, bly, bix, D/ A(ss,D), a/x, bly, aly, DIA(s4,D)

The authors of [HU02a] demonstrate that their two proposed enhancements generate
significantly shorter checking sequences than the method of [UW97]. They also suggest
two possible improvements, the first being to choose the connecting transitions from the
transitions of the given FSM during optimization, as opposed to choosing from the subset
E" found prior to optimization. Secondly, only prefixes of D might be used in

recognizing states [HUO2a].

3.2 Controllability (Synchronization) Problem and Solutions

Recall from Section 2.3 that a controllability (synchronization) problem exists
when a tester is required to send an input to the IUT in the current transition, and because
this tester did not send the input or receive output in the previous transition, it does not
know when to send the input. A global test sequence is synchronizable if it is the label
of a synchronizable transition sequence, i.e. it contains no synchronization problems.

Sarikaya and Bochman [SB84] were the first to formally address the synchronization
problem and propose a method for constructing synchronizable global test sequences. In
their approach, each transition or subsequence to be added to the global test sequence is
checked to determine whether it is synchronizable with its predecessor. If it is not
synchronizable, a different transition or subsequence from the present state is considered.

If no synchronizable transition from the present state exists, the algorithm backtracks
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until either a synchronizable global test sequence is found or it is determined that no such
sequence exists for the given FSM. The authors note that this approach may result in a
global test sequence that is not of minimum length. In addition, a protocol specification
is intrinsically nonsynchronizable if it contains a transition that does not have an
eligible successor. The authors propose a procedure for intrinsically nonsynchronizable
protocols in which the protocol specification is modified, for the purpose of testing, so
that a synchronizable global test sequence can be found.

Boyd and Ural [BU91] give a necessary and sufficient condition for the existence of
a synchronizable global test sequence for a given FSM that can be checked in polynomial
time. They also show that it is unlikely that a polynomial time algorithm will be found to
obtain a minimum length synchronizable global test sequence from a given 2p-FSM in
the general case. Their work provides justification for heuristic techniques for generating
synchronizable global test sequences which are not necessarily of minimum length.

The methods proposed in [UW93, CU95, GU9S] are based on such heuristic
techniques for the solution of the synchronization problem. They construct an auxiliary
graph from the given FSM and a tour of this auxiliary graph yields a synchronizable
global test sequence [UW93, CU95] or checking sequence [GU95]. These methods
require two synchronizable unique input-output sequences (SUIOs) for each state s,
denoted SUIOY(s) and SUIO(s), with the first input from Upper Tester and Lower Tester
respectively. Synchronization problems between a UIO and its predecessor are thereby
eliminated, as an SUIO that is an eligible successor is used. A digraph G = (V, E) is said
to be order-specified if for each edge e¢; € E, a subset'of the edges leaving vertex v, is

specified as eligible successors of e;, and a path in G is said to be correctly ordered if
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for every consecutive pair of edges e, = (v;, vi; x;/y;) and ey = (Vi, Vi; X/Ve), € is an eligible
successor of e;. Given a 2p-FSM M represented by an order-specified digraph G = (¥,
E), [UW93] first constructs a duplex digraph G' = (V, E'). Test segments are constructed
using the SUIOs, and edges representing these subsequences are added to G’ to form G*
= (V*, E®). An RPT in G” over the set of edges representing test segments is then found,
which represents a synchronizable test sequence for the given FSM.

The method proposed [GU95] assumes the existence of a reliable reset feature and
aims at constructing a checking sequence. The solution is based on the construction of a
correctly-ordered digraph G' = (V', E') such that all edges of G are in one to one
correspondence with edges in G, and all paths in G’ are correctly ordered paths in G.
SUIO sequences are used to construct test subsequences for a state cover and a transition
cover. Each of these test subsequences start at the initial state and are connected by a
reset input. The checking sequence constructed by this method is minimized by
eliminating redundant subsequences and the judicious choice of transition sequences and
SUIOs.

The methods described above make the assumption that the testers may only
communicate with each other indirectly via their interactions with the IUT. It 1s
recognized that these methods will not yield synchronizable global input-output
sequences for all FSMs because some FSMs are intrinsically nonsynchronizable. The
method presented in [CU95] supports an additional communication channel that
facilitates external coordination message exchanges related to controllability amongst the
testers, and the cost of these messages are included in the minimization algorithm. The

use of such external coordination messages allows for the construction of a
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synchronizable global test sequence for any FSM, including those which are intrinsically
nonsynchronizable. In [CU95] a digraph G’ = (V7, E') is constructed by adding the set of
test segments, denoted E¢, to G = (¥, E), and finding an RCPT of G’ over Ec. It is shown
that if the edge induced spanning subgraph G[Ec] of G’ is weakly connected, the RCPT
of G’ over E¢ can be found in polynomial time.

The solution proposed in [CR99] also uses external coordination messages to resolve
controllability problems. Recall from Section 2.3 that, given an np-FSM M and a global
test sequence ® = x1/y1, X2/V2, ---s Xm/ym Of M, where x; € Tand y; € O, 1 <i<m, a
synchronization problem occurs when, in the labels x;/y; and xj1/y+1 of any two
consecutive transitions, there exists a tester & that sends x;4; that is neither the one sending
x; nor one of those receiving an output belonging to y;, 1 <j < m-1. In the method
proposed in [CR99], tester 4 can be the tester that receives an output from the IUT in y;
or, in the case where there exists no output from the IUT in y;, tester 4 is the tester that
sends an input to the IUT in x;. For the purposes of this explanation we will assume tester
h is the tester sending an input to the IUT in x;.

To resolve synchronization problems, [CR99] proposes the insertion an external
coordination message exchange “<-C,, +C,>" relating to controllability between x;/y; and
Xp1/yp1 in the global test sequence, which corresponds to the insertion of:

- “.C in the local test sequence of tester 4 just after sending the input x; to the IUT to
indicate that it is to send an external coordination message to tester k, and

- “4+C,” in the local test sequence of tester & just before sending the input x;,, to the
IUT, to indicate that it is to receive an external coordination message from tester /4

telling tester % it is time to send its input to the IUT.
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Consider the 2p-FSM M3 from [CR99] shown in Figure 11. Henceforth, Upper
Tester will be denoted U, and Lower Tester will be denoted L. The authors assume only
output faults, and start with a transition tour of the graph G representing M. One such
tour is 1, £2, £3, t4. The label of this sequence, (a/<0, ->, a/<0, ->, b/<-, 1>, b/<0, ->),
contains a synchronization problem between transitions #2 and ¢3; in transition ¢3, the
Lower Tester is required to send an input b to the IUT, but is not involved in transition #2,
and therefore does not know when to send this input. Also note that 3 causes a
synchronization problem whether it follows #1 or 2, and so there is no synchronizable
global test sequence for this FSM that does not require external coordination between

testers.

(1 Zy = {a}, I1. = {b}

\ / Ly = {0}, IL={1}
t4 = b/<0,- t =a/<0->

,/// \\\

(\ 3 /7 t3=bi<1>

Figure 11. Digraph G = (V, E) of 2p-FSM M3

The synchronization problem that occurs between transitions a/<0, -> and b/<-, 1> in
the sequence above is resolved by inserting an external coordination message exchange
<-C;, +Cy> between a/<0, -> and b/<-, 1> in the global test sequence. Thus, the global
test sequence o of M3, which is:

al/<0, ->, a/<0, ->, b/<-, 1>, b/<0, ->, becomes

al<0, ->, a/<0, ->, <-C,, +Cy>, b/<-, 1>, b/<0, ->,
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from which the local test sequences are derived for the Upper and Lower Tester,
respectively:
- oy =al<0, ->, a/<0, ->, -Cy, -/<-, >, /<0, ->
- op =<, >, /<, >, +Cy, bI<-, 1>, b/<-, ->

Tai and Young [TY98] introduce an alternative definition of synchronizable which
depends on the current state and eligible transitions of the FSM as well as the transitions
in the local test sequences. Specifically, their definition states that a test sequence is
synchronizable if any execution of M and the testers according to the global test sequence
is deterministic (i.e., the current state of M has at most one eligible transition). Tai and
Young refer to the synchronization problem as it is defined in this thesis as the pair-wise
synchronization problem. The authors also discuss both port-based testing, which
allows testers to communicate with each other only indirectly via their interactions with
the TUT, and group-based testing, which divides the ports of an IUT into groups and
allows the testers for ports in the same group to communicate with each other directly

using external coordination messages.

3.3 Observability Problem and Solutions

Recall from Section 2.3 that an observability problem exists when a tester is
expecting to receive an output from the IUT in response to either the previous input or the
current input, and because it did not send the current input, it does not know when to start
or stop waiting for the reception of the output of the IUT. Solutions that assume only
indirect communication among testers generate additional synchronizable subsequences

for the purpose of resolving observability problems. Those solutions which support
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direct communication resolve such problems by inserting external coordination message
exchanges relating to observability into the global test sequence.

In [YT98], Young and Tai describe three types of implementation faults that cause
incorrect test observations. Given an FSM M, an implementation N of M, and a global
test sequence m, N is said to have an input exchange fault with respect to o if, for two
transitions ; and ¢, in ©, N is modified from M by exchanging the input symbols of 7; and
ty. N is said to have a forward output shifting fault with respect to ® if N is modified
from M by removing an output symbol from #; and adding it to #, provided the input
symbol of #,is associated with a different port than the port of the output being shifted. N
is said to have a backward output shifting fault with respect to ® if N is modified from
M by removing an output symbol from #, and adding it to #;, provided the input symbol of
t, is associated with a different port than the port of the output being shifted. The authors
assume that testers may communicate only indirectly via their interactions with the IUT.
Their strategy to solving the observability problem is to validate the transitions in the
global test sequence one at a time, i.e.: given a global test sequence consisting of
transitions 1, £2, 13, ..., tn for a given FSM M and the implementation N of M, first test N
by using ¢1. If this test is successful, test N using 1, £2, then ¢1, 2, £3, and so on.

The observability problem is defined by [LB94] as follows: for two adjacent
transitions #, and #, in a given specification M, a faulty implementation N can be obtained
from M by removing an output from one of these two transitions and adding the output to
the other transition. [LB94] calls this class of output faults output shifting faults
(referred to in this thesis as 1-shift output faults), and proposes an approach that adds

specific transitions to the synchronizable global test sequence, with the intent of detecting
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all 1-shift output faults during the application of the sequence in the distributed test

architecture. [LB94] proposes the following algorithm to accomplish this:

- generate a synchronizable global test sequence II by using one of the test generation
methods for FSMs,

- find a set Q@ of all consecutive transition pairs along the path caused by applying II,
where each pair may have a potential undetectable 1-shift output fault,

- if Q is empty, stop. Otherwise, add a set of additional synchronizable test
subsequences to IT such that IT can ensure the absence of potential undetectable 1-
shift output faults in the transition pairs of I1.

Consider the 2p-FSM M4 in Figure 12. A synchronizable global test sequence for M4
is II = label(t1, 3, 12, t4), i.e., a/<0, 1>, b/<-, 2>, b/<0, ->, a/<0, ->. Two potential
undetectable 1-shift output faults exist in this sequence: a forward shift of “0” from 71 to

£3, and a backward shift of “0” from ¢2 to £3.

Zy = {a}, I = {b}
Ty= {0}, I'.={1,2}

Figure 12. Digraph G = (V, E) of 2p-FSM M4

These problems are resolved by two additional subsequences:
- a/<0, 1>, a/<0, -> will detect a 1-shift output fault from #1 to #3. This is because the

Upper Tester will not send the input “a” in transition a/<0, -> until it receives the
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output “0” in transition a/<0, 1>. If that output has shifted, the Upper Tester will not

receive “0” in response to “a” and therefore will detect the shift.

- al<0, 1>, b/<-, 2> will detect a 1-shift output fault from 2 to £3. This is because the
Upper Tester is not expecting the second output “0” in the incorrect transition 5/<0,
2> from the TUT after it sends the input “a”. If that output has shifted, and given that
b/<-, 2> is the last transition in the appended synchronizable global test sequence, the
Upper Tester will therefore detect the shift.

Thus, the new synchronizable global test sequence is:
al<0, 1>, b/<-, 2>, b/<0, ->, a/<0, ->, a/<0, 1>, a/<0, ->, a/<0, 1>, b/<-, 2>,

in which the potential undetectable 1-shift output faults in the original synchronizable

global test sequence are rendered detectable. Note that the appended subsequences

introduce three additional potential undetectable 1-shift output faults, all involving the

shift of output “1” from /<0, 1> to a/<0, ->. However, these potential undetectable 1-

shift output faults are rendered detectable by the transition pair a/<0, 1>, b/<-, 2> in the

original synchronizable global test sequence. The authors note that for some np-FSMs,
full fault coverage cannot be ensured by the method as synchronizable subsequences
required to resolve observability problems may not exist [LB94].

Hierons and Ural [HUO2b] propose a method for generating a checking sequence
based on UIO sequences. It is assumed in [HUO2b] that testers may communicate only
indirectly via their interactions with the IUT. To verify the uniqueness of state s;, the
input portion of the UIO sequence for every state must be applied at s;. Therefore, the
method requires that the input portion of every UIO sequence can be applied at every

state without causing synchronization problems. Potential 1-shift output faults are
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detected by adding specific transitions to the synchronizable checking sequence, as in
[LB94].

Recall from Section 2.3 that, given an np-FSM M and a global test sequence o = x/y,,
Xo/V2y ey XV of M, where x; € Tand y, € O, 1 < i < m, a 1-shift output fault in an
implementation N of M exists when, in the labels x;/y; and x;../y;., of any two consecutive
transitions, there exists one a; in y; = <a,, a,, ..., a,> of M which occurs in y,., = <a,, da,
..., &> in N (and not in y, in N), or there exists one a; in y, = <ay, a,, ..., a,> of M which
occurs in y; = <ai, @y, ..., a,> in N(and not in y,, in N), 1 <j <m-1, 1 £k <m. An
instance of the observability problem manifests itself as an undetectable 1-shift output
fault if there is a 1-shift output fault related to a, € I'; in any two consecutive transitions
whose labels are x/y; and x;.,/y,., such that tester k satisfies the condition (a, is in y, XOR
a; is in y,) AND x;., ¢ Z,. In this case, we say that tester k is involved in the shift, and
would not be able to detect it.

As in their solution to controllability problems examined in Section 3.2, Cacciari and
Rafiq [CR99] similarly propose the use of external coordination messages to resolve
problems relating to observability. Consider a pair of consecutive transitions x/y; and
X1/y+ Which may contain an undetectable 1-shift output fault. Their proposed method
inserts an external coordination message exchange “<-Oy, +O;>" relating to observability
between x/y; and X/ in the global test sequence. This results in the insertion of (In
the following cases, tester k refers to the tester involved in the shift, and tester 4 refers to
the tester sending the input to the IUT in x;.,):

- Case 1: (a; € yj1) an external coordination message “+0,” in the local test sequence

for tester k just before receiving the output g, from the TUT, sent by tester A. Tester A
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will have a message “-O,” inserted in its local test sequence just before sending the
input x;,; to the IUT. This message exchange has the effect of tester 4 telling tester &:
“prepare to receive an output from the IUT.”

- Case 2: (& € y,) an external coordination message “+0,” in the local test sequence for
tester & just after receiving the output a; from the IUT, sent by tester 4. Tester / will
have a message “-O,” inserted in its local test sequence just before sending the input
x4 to the TUT. This message exchange has the effect of tester 4 telling tester k: “you
should have received an output from the IUT by now.” |

To demonstrate, consider the digraph G = (¥, E) of the 2p-FSM M5 shown in Figure

13. The label of the transition tour ¢1, #2, t3, t4 forms a synchronizable global test

sequence,

® = a/<0, 1>, a/<0, 1>, b/<-, 1>, b/<0, ->,

which corresponds to the following local test sequences for the Upper and Lower testers,

respectively:

- oy =al<0, >, al<0, >, -/<-,->, -/<0, ->

- op=-/<-, 1>, -/<-, 1>, b/<-, 1>, b/<-, ->

{/ 1 \\] Iy = {a}, I = {b}
: / I'y={0}, .= {1}
t4 = b/<0,-> t1 = a/<0,1>
ST
4 \
[ 3 |«
\\\ / 13 = b/<‘-1>

Figure 13. Digraph G = (V, E) of 2p-FSM M35
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A faulty implementation of M5 is shown in Figure 14, in which the output “0”

intended for the Upper Tester in transition #4 has been shifted to transition £3.

s AN
N\

(1)

)

-
t4 = V {1 = a/<0,1>

P T
{/ \\\4 ,// \\
\ 3 ) 3=b/<0,1>  \ 2 MR 2=
N S al<0,1>

Figure 14. Faulty implementation of 2p-FSM M35

Note that 1-shift output fault in the implementation is not detectable by the
application of the two local test sequences derived above; the Upper Tester receives the
expected output from the IUT, but has no way of knowing that this output has been
generated by the wrong transition.

To resolve this observability problem, the external coordination message exchange <-
Oy, +O,> relating to observability is inserted between b/<-, 1> and b/<0, -> in the global
test sequence to detect the potential shift of the output “0”. Thus, the above
synchronizable global test sequence @ of M5 becomes:
al<0, 1>, a/<0, 1>, b/<-, 1>, <-Oy, +O,>, b/<0, ->,
resulting in the following local test sequences for the Upper and Lower testers,
respectively:
oy = al<0, ->, a/<0, ->, -/<-, ->, +0y, -/<0, ->,
0y = -/<-, 1>, -/<-, 1>, b/<-, 1>, -Oy, b/<-, ->

In [HROO], Hierons proposes a method of augmenting the digraph G of an FSM M by

adding edges representing test subsequences, then finding a minimal length tour of the
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augmented digraph that contains each test subsequence. The method assumes a test
architecture in which testers may communicate directly amongst themselves using
external coordination messages. Similar to [CR99], Hierons proposes two types of
observability-related coordination messages: Given two transitions #; and f;, a post-
transition framing message is sent to the tester sending the input to the IUT in #; from
each tester receiving an output from the IUT in ¢, in order to preclude any possibility of a
forward output shifting fault from #; to ¢z If a tester is receiving an output in #; and
sending an input in #y, no post-transition framing message for that tester is required.
Given two transitions #; and ¢y, a pre-transition framing message is sent from the tester
sending the input to the IUT in # to each tester receiving an output from the TUT in Zy, in
order to preclude any possibility of a backward output-shifting fault from # to #;.

In [CR99] and [HROO], external coordination message exchanges are inserted to
resolve controllability and observability problems in the global test sequence. Whittier
[WDO1] improves upon this approach by considering the costs of external coordination
message exchanges during the construction of the global test sequence. The method
generates a test sequence that is minimal in terms of both the length of the sequence and
the number of external coordination message exchanges. The fault model is limited to
output faults and the method therefore generates only a transition tour for the given FSM.

The method proposed in [WDO1] constructs three auxiliary graphs, the first two of
which are used to address controllability problems. An RCPT over a subset of the edges
of the third auxilary graph corresponds to a synchronizable global input-output sequence

of M which is also free of potential undetectable 1-shift output faults.
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The first auxiliary graph G’ facilitates the generation of transition sequences that are
free of controllability problems, and is constructed in three steps:
- Step 1. For each vertex v; € V
- create a pair of vertices iV and i* in ¥, and
- create a pair of dashed edges (i, i*; <-Cy, +Cy>) and (i, iY; <-Cy, +C>)
in E' which indicate external coordination message exchanges relating to
controllability.

- Step 2. For each edge e,= (v, vi; /) € E, create the following edges in E":

GY, kY x/y), if x € Zy, and Iian a, #-iny,

(Y, kY; x/y) and (Y, K" x/y), ifx € Zyand Jana, # - n y,

(7 K5 x/v), if x € Z;, and Fan ay#- iny,

G*, K x/y) and (j, kY, x/y), if x € £, and Jan ay# - in y.

- Step 3. For each vertex v € ¥’ where only dashed edges are arriving and leaving,
remove from E’ dashed edges arriving and leaving v and then remove v from

V.

In step 1 above, each vertex j” () represents the starting state v; of a transition with
the input operation related to U(L), and dashed edges represent an external coordination
message exchange relating to controllability. The second step adds edges representing
the transitions of M.

Consider the example 2p-FSM M6 from [WDO1] shown in Figure 15. The
corresponding digraph G'= (¥, E') is shown in Figure 16. Note that in any traversal of
G', any two adjacent transitions of G will be covered without creating a synchronization

problem. Note also that for any two states v; and v, the shortest paths from 7Y (or j5) to
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kY (or k) can be used to generate the minimum-cost synchronizable sequences which

transfer M from state v; to vy.

7N Ty = {a}, T, = {b}
1 Ty = {0}, o= {1,2}

al<-,1> t1 = a/<-,1>
6 =
b/<-2> 2=

Figure 16. Digraph G' = (V", E') of 2p-FSM M6

One additional step generates a digraph G” = (V", E") from which a minimum-cost
synchronizable global test sequence of M can be generated. This step proceeds as
follows:

For each vertex v; in V':
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for each pair of edges (v, ij; x/y) and (v;, ij; x/y):
- create a null vertex v/ in V",
- create a solid bold edge (v;, v/, -/~) in E",
- create two edges (v/", v;; x/y) and (vi", v/*; x/y) in E" and eliminate iv”; x1y)
and (v;, ij ; x/y) from E"'.

Any remaining solid edges leaving v; are made bold.

The digraph G"= (V", E") for 2p-FSM M6 is shown in Figure 17. Note that an RCPT
of G" over the set of bold edges results in a minimum-cost synchronizable global test
sequence of M. To minimize the total number of external coordination message
exchanges, each dashed edge can be given a sufficiently high cost so that the RCPT
avoids these edges whenever possible. For 2p-FSM M6, such an RCPT yields a
minimum-cost synchronizable global test sequence that does not use any external
coordination message exchanges as the label of the path P =11, 13, 14, 15, 16, 14, t5, t1, 12,

for a total of nine input-output pairs.

Figure 17. Digraph G = (V" E"") of 2p-FSM M6
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The observability problem is addressed in [WDO1] by first constructing from G the
set of all transition pairs with a potential undetectable 1-shift output fault. This set,
denoted T,, and the digraph G"” = (V", E") are used to form the digraph G"'= (V" E"),
from which a global test sequence that is free of controllability and observability
problems is generated.

G"'=(V'", E'") is constructed in three steps:

- Step 1. For each triple (¢, t;p, <-Ok, +O1>) € Ty, identify the vertex v; € V" (i.e., either
;Y or /%) such that v; is tail(t;). Add new vertex v/* in ¥""if one does not exist
already.

- Step 2. For each triple (¢, ¢;p, <-Ok, +O;>) € T,, add a dashed edge from v;* to v; in to
E "' with the label “t;, £, <-Of, +O;>". If there already exists a dashed edge
from v* to v; labelled “ty, twg, <-O, +O,>", then label “ty, t;p, <-Ok, +Op>" is
added to this dashed edge as an alternate label.

- Step 3. For each solid edge #; in E" whose label is not -/-, if ¢; leaves vertex v in V"
then it will leave the same vertex in V'". If ¢; is contained in some triple (¢,
Lip, <-Of, +0>) € T, and arrives at a vertex v; in V", then #; will go to v* in
V' otherwise it will go to v;in V"""

Digraph G = (V'", E'") for FSM M6 is shown in Figure 18. Note that any two
consecutive transitions on a path in G that would be covered in the same order in a
synchronizable traversal of G'" do so without any possibility of a potential undetectable
1-shift output fault. An RCPT of G'" over the set of bold edges yields a minimum-cost
synchronizable global test sequence with no possibility of potential undetectable 1-shift

output faults. To minimize external coordination message exchanges, each dashed edge
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can again be given a sufficiently high cost so that an RCPT avoids these edges whenever
possible. For FSM M6 this yields a minimum-cost synchronizable global test sequence
that has no potential undetectable 1-shift output faults as the label of:

t1, 13, <-Oy, +O>, t4, <-Or, +0Oy>, 15, 16, <-Oy, +Or>, t4, <-Oy, +Oy>, 15, 11, <-Oy,
+0y>, 12,

which requires five external coordination message exchanges relating to observability.

TN <00 "m’"?. —— 5Ol >N
/ * ) 12,16 <O, +0 > [ \ 7 4L
( 1U e e T 1U <-Cy,+C> ( 1 /
\ / \ A T

\
N

t5

//"'—"‘\ P N e _<'f>_5"t_c_:_u>__ —_—— TN 183, <0,+O > T N
/ * \ t4, 16 <0, ,+0,> [ / \ 16,14 <0, +0> [ * 0\
| 3V == Y |3t === 3Y

—% S

7 o \
3Lb / t4

Figure 18. Digraph ¢""' = (V'"', E'") of 2p-FSM M6
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Chapter Four

The Proposed Methods

4.1 Motivation

In the methods described in [CR99, LB94, YT98, WDO01], the fault model assumed
conéists of only output faults; these methods therefore construct only a transition tour
which verifies the output of each transition. These synchronizable global test sequences
may not detect faults in an implementation that also has transfer faults. The checking
sequence method presented in [HUO2b] assumes a remote test architecture in which
testers can only communicate via their interactions with the implementation under test.
As a result, the method must make restrictive assumptions regarding the existence of
synchronizable UIO sequences, and requires additional input sequences to address
problems related to observability.

We propose two methods based on distinguishing sequences that will detect the
presence of any output and/or transfer fault(s) in an implementation of an FSM. The first
method assumes the presence of a reliable reset that returns the implementation to its
initial state, while the second method does not. Both methods take into consideration
both external coordination and input/output costs and consist of a set of transformation
rules that construct modified digraphs from the specification of a given 2p-FSM M,
allowing for the construction of a synchronizable checking sequence that verifies every
state and transition. This synchronizable checking sequence will ensure also that no 1-

shift output fault remain undetected. Both methods attempt to reduce the total number of
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external coordination message exchanges by taking their cost into consideration during
the construction of the checking sequence.

Formally, the proposed methods are solutions of the following problem:

Consider a minimal and deterministic np-FSM M = (S, Z, T, 8, A, s,) which is
represented by a strongly connected digraph G = (¥, E) and has a distinguishing sequence
D. Let ®(M) be the set of all those implementations of M, each of which has the same
sets of inputs and outputs as M, the same initial state as M, and at most || states.
Suppose that the test architecture to be used for testing implementations of M in ®(M)
consists of # testers and supports direct communication between testers through the use
of a multicast channel and exchange of external coordination messages. Suppose also
that the cost of executing an external coordination message is higher than that of a
transition of M, and thus should be avoided when possible. Then, given M and ®(M),
construct a synchronizable checking sequence such that it
- distinguishes M from any faulty implementation of M in ®(M),

- will not cause any controllability and observability problems when applied in a
distributed test architecture, and

- is efficient in terms of both the number external coordination messages required and
overall length of the checking sequence.

In the following sections we present the proposed methods as the solution of the
above stated problem for an np-FSM where n = 2 and the ports are labelled U (Upper)

and L (Lower). In Section 4.6, we extend the solutions for n > 2.

47



4.2 Proposed Method 1 — Reliable Reset

The method proposed in this section is composed of four phases:

Phase 1 finds the set of all potential controllability problems and the set of all
potential observability problems for the given FSM

- Phase 2 generates a test segment for each transition #;

- Phase 3 generates a preamble from s; to s; for each state s;

- Phase 4 constructs the state and transition covers and finds a synchronizable
ordering of these subsequences, resulting in a synchronizable checking sequence
with no potential undetectable 1-shift output faults.

In the first phase of the proposed method, the set of all controllability problems, T,
and the set of all observability problems, Ty, are generated from the digraph G = (¥, E) of
the given FSM M. The set T¢ is constructed as follows:

for each vertex vie V do
for each edge ey (say ty) = (vi, Vj; x;/y)) entering vertex v; do
for each edge ej (say ti)= (v;, Vi, Xj+1/¥j+1) leaving vertex v; do
ifxj € 2y AND xj+1 € ZLAND ap = -iny;
then add (tj, tix; <-Cp, +Cp>) to T¢
else ifx; € X1 AND xj+1 € Zy AND ay=-iny;
then add (tij, tix; <-Cy, +Cr>) to T¢

Each transition pair added to T, forms a controllability problem as the sender of x;+;
is not the sender of x; and does not receive an output in y;. Given the label of a path P on
G representing an input-output sequence, P can be made synchronizable as follows: For

each consecutive transition pair u, te in P, if (tym, the; <-Cur), +Crwy>) € Tc then insert
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the external coordination message exchange <-Cy), +Cruy> relating to controllability
between t,,, and ¢, in the label of P.

Consider the FSM M7 shown in Figure 19. For readability, the transitions and their
labels in the example FSMs discussed hereafter are numbered ¢1, £2, .... Applying the
above procedure results in a set consisting of 1 non-synchronizable transition pair, i.e., T¢

= {(#3, 110, <-Cy, +C1>)}.

{1 = alk1,2>
_ ZU = {b}, Z:L = {as C}
P t4 = a/<1,3> ST [y={0,1},TL=1{2,3)}
[ 1 < ( 2
\ /o t5=b/<0,2> \ /
R ¢ ~—A
2 = t3 =
b/<0,3> ¢/<-2>
7= 19 =
/<025 al<1,3>
10 = b/<0,2> | A
4 )
\ /

t6 = a/<0,2>

t8 = ¢/<0,2>
Figure 19. Digraph G = (V, E) of 2p-FSM M7

The set T}, of all triples corresponding to transition pairs with a potential undetectable
1-shift output fault is generated next. The set Tj, is constructed from G = (V, E) as
follows:

for each vertex vie Vdo
for each edge ej; (say ty) = (vi, vj; x;/y)) entering vertex v; do
for each edge eji (say ti)= (v, Vi, Xj+1/vj+1) leaving vertex v; do
if for some output ayy € I L), ayw) is in y; XOR ayw) is in yjn

AND Xj+1 & ZL(U) AND (t,'j, ik <'CU(L), +CL(U)>) ¢ Tc
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then add (ty, ty, <-Orw), +O0uw)>) to 1o,
where U(L) is the tester sending the input x;+; in ¢ and L(U) is the
tester involved in the shift.

The set T, identifies only the necessary subset of all potential undetectable 1-shift
output faults’ in G as defined in Section 2.3. Specifically, the if-statement in the algorithm
limits T, to only those transition pairs that form a synchronizable pair of transitions in G.
Given the input and output alphabets shown in Figure 19, consider a pair of consecutive
transitions ¢; = (s, s, a/<-,2>) and ty = (s;, sx, b/<0,->). This transition pair forms a
potential undetectable forward shift fault of the output ‘2°, i.e. L cannot determine
whether ‘2’ is output by a correctly implemented #;, or by faulty implementations of both
ty and B, i.e., tj = (i, 57 a/<-->) and & = (s, Sk b/<0,2>). However, note that any
instance of #; followed by #; would not form a synchronizable pair of transitions and
hence would require the insertion of an external coordination message exchange <-
Cy,+C.> relating to controllability. If we justifiably assume that L waits to receive the
2’ from t; before sending the external coordination message —Cy relating to
controllability to U, the observability problem is resolved; i.e. if L waits and does not
receive 2’ before it sends —Cy, we conclude that the implementation of #; is faulty. A
similar argument and intuitive treatment does not apply in any case of backward shifts if
the output <-,-> is not allowed for any transition, other than the reset transitions.

Applying the above procedure to FSM M7 produces a set of 5 potential undetectable
1-shift output faults, i.e.:

To= {(t1, 13, <-Oy, +01>), (3, 19, <-Oy, +0>), (t4, 13, <-Oy, +0>),

(15, 13, <-Oy, +0r>), (17, 13, <-Oy, +0r>)}
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The second phase of the proposed method generates a test segment test(f;) =
t;@DS(s)) for each transition t;, where DS(s;) is the transition sequence induced by D on
G at v; and first(DS(s;)) denotes the first transition induced by D on G at v;. Observability
and controllability problems within DS(s;) and between #; and first(DS(s;)) are resolved
by inserting the corresponding external coordination message exchanges from 7, or Tg,
respectively. Formally, this phase consists of two steps:

Step 1. For each state s;, find the transition sequence DS(s;) induced by D on G at v;.
For each pair of consecutive transitions #, t,, in DS(s;):

- If (twns twor <-Ougy +Owwy>) € T then insert the external coordination
message exchange <-Oy), +Opw)> between ty, and t,, in label(DS(s;))
and remove (¢, the, <-Ouqr), +O0rwy>) from To.

- If (twn, twor <-Cuw) +Cruwy>) € Tc then insert the external coordination
message exchange <-Cy), +Crw)> between ty,, and t,, in label(DS(s:)).

Step 2. For each transition #; = (v; vy x/4)):
- Construct fest(t;) = t;@DS(s)).
- If there is a triple (tmn, tno <-Ougy +O0rw)>) € To Where ty, = t; and ty, =
first(DS(s))) then insert the external coordination message exchange <-
Ouwy +Orw)> between t; and DS(s;) in label(test(t;)) and remove (fun,
tno, <-Oyy, +Orwy>) from To.

- If there is a triple (fun, tnor <-Cuw), +Crw)y™>) € Tc where ty, = t; and t,, =

first(DS(s;)) then insert the external coordination message exchange <-

Cuuy +Cruy™> between t; and DS(s)) in label(test(t;)).
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The distinguishing sequence D for FSM M7is ab. The transition sequences induced by
this D at each state are shown in Table 3, and the test segments generated in Step 2 are
shown in Table 4. Note that Step 2 removes triple (¢3, 9, <-Oy, +O;>) from T as each
potential 1-shift output fault needs only be handled once. Removing triples ensures that
the remaining phases of the proposed method do not unnecessarily avoid transition pairs

whose potential 1-shift output fault is already handled in some test(z;).

Table 3. label(DS(sy)) for 2p-FSM M7

States; | label(DS(s;))
S t1 2

kY] td 12

S3 t6 t10

S4 1915

Table 4. Test segments for 2p-FSM M7

Transition ¢; | label(test(t;))
t1 t1¢1£2

2 12 16 t10

3 13 <-Oy, +O> 195
t4 t41¢l112

15 t5t112

16 161915

t7 171112

18 18 16 110

19 9 t4 12

t10 110 #6 ¢10

The third phase of the proposed method generates a preamble for each state s;, which
is a transition sequence that transfers M from the initial state s to state s;. In choosing a
preamble for state s;, denoted preamble(s;), three goals must be considered:

1) Minimize observability and controllability problems in preamble(s;)

2) Minimizing observability and controllability problems between the last transition

of preamble(s;) and transitions starting at s;.
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3) Minimize the length of preamble(s;)

These goals may conflict; the preamble for s; that requires the fewest external
coordination message exchanges may end with a transition which causes significant
problems when followed by the transitions starting at s;. As our goal is to minimize the
number of external coordination message exchanges introduced by the use of
preamble(s;), goals 1 and 2 are given precedence and both these goals are considered in
choosing preamble(s;). This is accomplished by first calculating a cost for a transition #;
based on the number of controllability and observability problems that will be introduced
if a sequence ending with transition #; is chosen as preamble(s;). Using these costs,
preambles for each state s; #s; are found by first constructing a graph G’ = (V' E).
Edges in E' are assigned a cost based on the controllability and observability problems
caused by transition pairs represented by adjacent edges. For each state s;, a graph G;j is
created from G’ An RCPT over a selected edge in G; selects the preamble for state s; that
causes the fewest controllability and observability problems in the resulting state cover
and transition cover sequences. Formally, this phase proceeds as follows:

Step 1. The sum of the external coordination message exchange costs for each transition
t;; (that may be the last transition in a preamble for state s;) followed by any of
its adjacent transitions is calculated as follows:

for each vertex v;e V, v; #vy, do
for each edge e (say ty) = (v, V;; X;/y;) entering vertex v; where v; #v; do
let sum_cost(t;) =0
for each edge ej (say ti)= (V;, Vi, Xj+1/Vj+1) leaving vertex v; do

if (ty, tiw <-Cuwy +Crwy>) € Ic
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if 4y = first(DS(s))
then sum_cost(t;) = sum_cost(t;) +2w (as the pair t;; ty will
occur twice, once in verifying s; and once to verify ty)
else sum_cost(t;j) = sum_cost(t;) +w
if (b, te. <-Ouvwy +O0Lwy>) € To
then sum_cost(ty) = sum_cost(t;) + w
Step 2. Construct the graph G'= (V' E) from G= (¥, E) by the following steps:
create a vertex v in V'
for each edge e\, (say tiy) = (W1, Vi, Xi/vi) leaving vertex vi € V where vy #vido
create a vertex labelled “v-ty-vi” in V'
add an edge from vy to “vi-ty-vi” labelled ti, i.e., (Vi, Vi-ti-Vi, tix)
let cost(tiy) = 1
for each vertex v; € V, v; #v
for each edge e;; (say t;)) = (vi, v;; X/;) entering vertex v;in V, head(ey) # v;:
for each edge ej (say ti) = (v;, vi; xi/vi) leaving vertex v; € V, tail(ex) #vj,
tail(e) #w:
create a vertex labelled “vi-t;-v;” in V'if one does not exist already
create a vertex labelled “vi-ty-vi” in V'if one does not exist already
add an edge e’y = (Vi-tyi-vj, Vi-tip-Vi; ty) in E'
if 3 atriple (t, tr, <-Oyuy, +O0rwy>) € To then cost(ejy) =1+ w
if 3 ariple (t, ty, <-Cuq)y, +Crwy>) € Tc
then cost(ejp) =1+ w*(m+1)

else cost(e ) =1
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Step 3. For each state s; # s1, create a graph G; = (V}, Ej) from G'= (V' E’) by the
following:
Initially, G; = G'
create a vertex v'in Vi and add an edge Z = (v, vi; “2”) to E;
for each vertex labelled “vi-tj-v;” in V'
add a dashed edge e'j = (vi-tyj-v;, v} -) to E;
let cost(e ') = sum_cosK(ty) (as calculated in step 1)
Step 4. For each state s; #s;: Find an RCPT P of Gj, starting at vy, over the single edge Z.
Let preamble(s;) = label(P') which is a transition sequence where P'is the subpath
of P from v; to vi-t;-v;.
For each pair of consecutive transitions ¢, ¢, in preamble(s;):

- 1if (tuns tnoy <-Cury, +Crwy™>) € Tc then insert the external coordination
message exchange <-Cy) +Crw)> between t,,, and 7, in
label(preamble(s;)).

- 1f (bmns thor <-Ouwy +OrLw)y>) € T, then insert the external coordination
message exchange <-Oyy), +Orw)y> between t,, and 7, in
label(preamble(s;)).

In Step 2, the cost of each edge leaving v;is 1. The cost of every remaining edge e jx in E'
depends on whether the transition pair (v, vj; x/y;) (v, i’ Xx/vx) appears in Tp or Tc. The
variable w represents a high cost to be associated with external coordination message
exchanges. The cost of w*(m + 1) for a controllability problem is based on the following:
The purpose of G'is to aid in choosing preambles which minimize the number of external

coordination message exchanges required in the resulting sequences forming the state
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cover and transition cover. Each preamble will be used once to form a state cover
sequence for state s; and m times to verify each of the m transitions starting at s;.
Therefore if a transition pair in a preamble contains a controllability problem, the
resulting number of external coordination message exchanges introduced is (m + 1), so
the cost assigned in E'is w*(m + 1). When constructing the graph G, the outdegree of
node v; in G is then substituted for m. In contrast, observability problems result in a cost
of w as each potential 1-shift output fault need only be checked once. If the pair (v, v;;
X)) (v, vis xi/y) does not appear in a triple in T or T¢, the cost of edge e j is 1.

For FSM M7, Step 1 calculates the costs shown in Table 5. Note that the transitions
not included are those entering state sy, as s; does not require a preamble, and those that
start and end at the same state.

Table 5. sum_cost(t;) for transition #;
Transition t; | sum_cost(t;)
2
t6
t10

3
9

olzjojo|lo

Applying Step 2 to FSM M7 generates the graph G'= (¥, E) shown in Figure 20,
with the cost of each edge shown in parentheses. Based on graphs G,, G3, and Gg,
preambles selected for states sy, 53, 54, of FSM M7 are £3 19, 12, and 2 16, respectively.

As an example, the Digraph G5 = (V3, E3) created for s3is shown in Figure 21.
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Figure 20. Digraph G'= (V' E') of 2p-FSM M7
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Figure 21. Digraph G; = (V3, E;) of 2p-FSM M7

The final phase of the proposed method first generates sequences that form the state
cover and transition cover, using the preambles found in the previous phase. Following
prefix elimination, an RCPP on an auxiliary graph G”' yields a synchronizable ordering of
the remaining sequences. The input portion of the transition sequence represented by the
label of this path is a synchronizable checking sequence with no potential undetectable 1-
shift output faults for FSM M. This phase proceeds as follows:

Step 1. For each state s;:

- Let state_cover(s;) = preamble(s;))@DS(s;)
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- If 3 a triple (b two <-Cuawy +Crwy>) € Ic where tm, =
last(preamble(s))) and t,, = first(DS(s;)) then insert the external
coordination message exchange <-Cyq) +Crw)> between ,, and #,, in
label(state_cover(s;)).

- If 3 a triple (buns two <-Ouvwy, +Orwy>) € To where tm, =
last(preamble(sj)) and t,, = first(DS(s)) then insert the external
coordination message exchange <-Oy), +Oyw)> between t,, and ¢, in
label(state_cover(s))).

Step 2. For each transition #; = (s;, sz’ X/):

- Let trans_cover(ty) = preamble(s;)@test(ty)

- If 3 a triple (Gwn two <-Cuwy +Crwy>) € Tc where iy,
last(preamble(s;)) and t,, = tz then insert the external coordination
message exchange <-Cyg, +Crw)™> between t,, and #, in
label(trans_cover(tj)).

- If 3 a triple (twms te <-Ouq)y +OLwy>) € To where tp, =
last(preamble(s;)) and t,, = ti then insert the external coordination
message exchange <-Oyy, +Oyu> between iy, and ity in
label(trans_cover(tj)).

Step 3. Let C be the set of all transition sequences in the state and transition covers. For
every transition sequence ¢, € C, if ¢, is a prefix of some ¢,, ¢, € C, ¢, #c,, then
for any external coordination message exchange <-Oyy), +Ow) > relating to
observability between transitions #,, and ¢, in label(cy), insert this observability

message between t,,, and t,, in label(c,;). Then eliminate c,.
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Step 4. For the f'sequences ¢;, ..., ¢yremaining in C, let ;= label(c;), | <i <f. For every
subsequence label(tm,) <-Ouy) +OLwy> label(ty,) in any label [;, remove <-Oy),
+Orw)> from any subsequent occurrence of this subsequence in any label /;.

In the following steps, / is the tester sending the Jast input of D, and 4’ is the other tester.

Step 5. Create four vertices in V"’ labelled 1Y, 1% T® and T".

Step 6. For each sequence ¢; € C, a solid edge is added to E"' as follows:

-(1Y, T" 1), if sender of x in first(c;) is U, and last(c;) sends output only to 4,

- (1Y, T®; 1)), if sender of x in first(c;) is U, and last(c;) sends output to /',

-1k T% 1)), if sender of x in first(c;) is L, and last(c;) sends output only to 4,

- (1%, T®; 1)), if sender of x in first(c;) is L, and last(c;) sends output to A'.
Step 7. Add the following dashed edges to £’ representing reset transitions:

- (T®, 1Y; “RfU/-”) and (T®, 1%, “RfL/-") |

-(T" 1% “Rfn/-7)

Step 8. Add a dashed edge 1" 1"; <-Cy, +C>) to E.

After this step is complete, the resulting digraph will be known as G"" = (V"', E"').

Step 9. Beginning at 17, find a rural Chinese postman path (RCPP) over the solid edges
in E". The input portion of the label of this path represents a checking sequence
for FSM M.

Step 10. Eliminate any external coordination message exchanges in the resulting
checking sequence that relate to potential 1-shift output faults that can be rendered
detectable by some subsequence in the checking sequence, as in [LB94].

The first two steps of this phase generate the state and transition covers, respectively.

In the prefix elimination in Step 3, a transition sequence ¢, is eliminated if it is a prefix
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(without considering external coordination message exchanges) of some other sequence
¢ However, if label(c,) contains external coordination messages relating to
observability, these messages are first copied into label(c,) to ensure that all potential
undetectable output shift faults remain detectable. Redundant external coordination
message exchanges relating to observability are removed in Step 4.

In Step 5, vertices 1 and 1Y are created as all sequences in C begin at the initial state
with input from U or L. Step 6 adds solid edges representing sequences ci, ..., ¢z Edges
that terminate at T° can be followed by a reset input from either tester. If the last
transition of c; sends output only to 4, the edge terminates at T" and may only be followed
by a reset input from 4. In Step 7, dashed edges representing these reset inputs from U
and L are added to £’ as ‘rfU/-’> and ‘rfL/-’ respectively. The dashed edge (1% 17, <-Cy,
+Cy>) added in Step 8 represents an external coordination message exchange relating to
controllability that may be used during the construction of the rural Chinese postman path
over the set of solid edges in £"'.

Applying steps 1 and 2 to the example FSM M7 yield the state and transition covers

shown in Table 6 and Table 7, respectively.

Table 6. State cover for 2p-FSM M7

State s; | label(state cover(s;))
S1 t1 12

) 1319412

53 1216 t10

Sy 12161915
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In Step 3, 4 sequences are eliminated as shown in Table 8. The set of 10 remaining

sequences is shown in Table 9; note that the observability message in label of the

Table 7. Transition cover for 2p-FSM M7

Transition t; | label(trans_cover(t;))
11 1111122

2 2 16 £10

3 13 <-Oy, +O1> 1915
14 131941112

t5 1319¢5¢1 12

16 121619 t5

17 217112

18 12 ¢8 16 t10

19 121619 t4 12

t10 2 16 110 16 110

eliminated sequence trans_cover(t3) has been copied into /s in Step 4.

Table 8. Sequences eliminated in Step 3 for 2p-FSM M7

Sequence Eliminated

Prefix of

state_cover(ss)

trans_cover(t10)

state_cover(ss)

trans_cover(t6)

trans_cover(t2)

trans_cover(t10)

trans_cover(t3)

trans_cover(t5)

Table 9. Checking sequence subsequences for 2p-FSM M7

Label Transition Sequence Verifies
I t1 2 S1

b 319t412 52

I 11112 t1

N 319t4¢1 12 t4

ls 13 <-Opy, +O> 91511 12 13, t5

ls 1216195 sS4, 16

I7 2171112 17

Ig 121816110 t8

lo 121619 t4 12 9

Lo 2161106 10 83, 12, t10

Figure 22 shows the digraph G’ for M7 obtained by Step 5 to Step 8.

Chinese postman path over the solid edges obtained in Step 9 yields a synchronizable
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checking sequence, with no potential undetectable 1-shift output faults, represented on
G" by the input portion of the path represented by the label sequence:

rfl/- l] rfL/- 12 rfL/- 13 rfL/- 14 rfl/- l5 rfU/- 16 rfU/- 17 rfU/- lg rfU/- 19 rfU/- llO

.
- ~
- ~

- ——
- > <

s
/

j N
Y el s ety

Figure 22. Digraph G"' =(V", E") of 2p-FSM M7

The input portion of the path represented by this label sequence on G"' corresponds to
a checking sequence composed of 10 reset inputs, 41 non-reset inputs, 1 external
coordination message exchange relating to observability, and no external coordination
message exchanges relating to controllability.

In Step 10, the subsequence 6 19 ¢5 in the checking sequence above is found to be
sufficient to detect the potential backward shift of 1’ in £3 79, thus rendering the external
coordination message exchange <-Oy, +O;> between ¢3 and 79 unnecessary. As a result,
the checking sequence generated by our method for FSM M7 requires no external
coordination message exchanges relating to controllability and observability.

A proof that checking sequences generated by this method are free of controllability

problems and undetectable 1-shift output faults is given in Section 4.4.
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4.3 Proposed Method 2 — o/-sequences

The method proposed in this section is composed of five phases:

Phase 1 finds the set of all potential controllability problems and the set of all
potential observability problems for the given FSM

- Phase 2 finds the transition sequence induced by D at each state s;, and resolves

any potential controllability and observability problems which may occur between
each transition #; and first(DS(s)))

- Phase 3 constructs an auxiliary graph G’ which is then used to generate a 7-

sequence 7T; for each state s; of the given FSM

- Phase 4 constructs «/-sequences from the T-sequences generated in Phase 3

- Phase 5 constructs a digraph G = (V', E') and its minimal symmetric

augmentation G’ = (V""’, E"’). An Euler tour of G'"" represents a synchronizable
checking sequence with no potential undetectable 1-shift output faults.

The first phase of this proposed method is identical to that of the method presented in
Section 4.2. The set of all controllability problems, T, and the set of all observability
problems, T, are generated from the digraph G = (¥, E) of the given FSM M. Formally,
this phase proceeds as follows:

Step 1. The set T is constructed from G = (¥, E) as follows:
for each vertex vie V do
Jor each edge e; (say ty) = (vi, Vi, X;/y;) entering vertex v; do
for each edge ej (say )= (V;, Vi, Xj+1/yj+1) leaving vertex v; do
ifx; € Zy AND xj+1 € 2L AND a; = - in y;

then add (ty;, tix; <-Cr, +Cp>) to T¢
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else if x; € ¥ AND xj+1 € Zy AND ay=-iny;
then add (t;, tyx; <-Cy, +Cr>) to Tt
Step 2. The set Ty is constructed from G = (¥, E) as follows:
for each vertex v; € V do
for each edge ejj (say tj) = (v, vj; x;/y;) entering vertex v; do
for each edge ej (say ti)= (v;, Vi, Xj+1/yj+1) leaving vertex v; do
if for some output ayw) € I ), arw) is in y; XOR ayw) is in yjn
AND xj1 ¢ 21wy AND (ty, ti; <-Cuqy, +Cruy>) € Tc
then add (t;, ty, <-Oyw) +Ouwy>) to Ty,
where U(L) is the tester sending the input x4 in ¢ and L(U) is the
tester involved in the shift.
Consider the example FSM M8 shown in Figure 23. The set T contains 2 triples
while T, contains 6 triples, i.e.:
Te={(8, t7; <-Cy, +Cr>), (19, t5; <-Cy, +C;>)}
T, = {(t1, t8; <-Oy, +0>), (13, 19; <-Oy, +0>), (17, 19; <-Oy, +0,>), (18, 16; <-Oy,

+0r>), (19, t4; <-Oy, +0;>), (¢10, 18; <-Oy, +O>)}
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b/<0,3> Iy={b}, Z.={ac}
PN t4 = a/<1,3> TN Fu=10 1), TL=12.3)
// e [/ \\
/ \t H
\ 1 //I‘ th= b/<0,3> !\\ 2 /)
_ji .\]r,/
H = 3= 11 =

al<1,3> c/<1,2>

t7 = b/<0,2>

t8 = ¢/<-,2>
Figure 23. Digraph G = (V, E) of 2p-FSM M8

The second phase finds the transition sequence induced by D at each state s;, denoted
DS(s;). Observability and controllability problems within DS(s;) are resolved by inserting
the corresponding external coordination message exchanges from 7; or T¢, respectively.
Problems between each transition #; and first(DS(s;)) are similarly resolved. A cost is
associated with each DS(s;) based on the number of controllability problems it contains;
any DS(s;) with a high cost can then be avoided if possible in the subsequences created in
subsequent phases, thus reducing the total number of external coordination message
exchanges in the resulting checking sequence. Removing triples from 7, ensures that the
remaining phases of the proposed method do not unnecessarily avoid transition pairs
whose potential 1-shift output fault is already handled. Formally, this phase consists of
two steps:

Step 1. For each state s;, find the transition sequence DS(s;) induced by D on G at v:.
Initially, cost(DS(s;)) = 0.

For each pair of consecutive transitions ty, t,, in DS(s;):
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- If (twn tno <-Cuw), +Crwy>) € Tc then insert the external coordination
message exchange <-Cyq), +Crw)™> between f,, and &, in label(DS(s;))
and let cost(DS(s;)) = cost(DS(s;)) + w.

- If (twn twor <-Ouw), +Orwy>) € To then insert the external coordination
message exchange <-Oy), +Orw)> between t,, and t,, in label(DS(s;))
and remove (tun, tno, <-Oyr), +Orwy>) from To.

Step 2. For each edge e; (say ty) = (vi, v, x/y;)) In E
If (¢, first(DS(s)), <-Cuwy +Cuy>) € Te
then pre_test(ty) = label(t;) <-Cygy, +Cruw)y>
else if (¢, first(DS(s))), <-Ouvqy, +O0rwy>) € To
then pre_test(t;) = label(t;) <-Ouwy, +OLw)>
remove (ty, first(DS(s))), <-Ouw) +O0rwy>) from Ty
else pre_test(t;) = label(t;)

Note that in Step 2, the label pre_test(s;) denotes only the transition z; and any
external coordination message exchange required between f; and first(DS(sj)), not a
complete test segment £;@DS(s;). Test segments for each transition will be formed in a
later phase based on the same graph construction technique as in [HUO2a].

The distinguishing sequence D for 2p-FSM M8 is ab. The transition sequence DS(s;)
and its cost for each state s; is shown in Table 10, and pre_test(t;) for each transition #; is
shown in Table 11. Note that the triples {(¢3, 19; <-Oy, +Or>), (¢7, 19; <-Oy, +Or>), (18,
16; <-Oy, +0r>), (19, t4; <-Oy, +O>)} are removed from Tp in Step 2, resulting in Tp =

{(tla t8: <'0U9 +OL>)’ (th, t8a <'0Ua +OL>)}'
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Table 10. label(DS(s;)) and cost(DS(sy)) for 2p-FSM M8

State s; | label(DS(sy)) cost(DS(s;)) | Outputs 8(s;, D)
S1 t1¢7 0 <1,3><0,2> 84
82 412 0 <1,3><0,3> s1
53 16 12 0 <0,2><0,3> S1
S4 19<-Cp, +C>1t5 |w <-,2><0,3> S1

Table 11. pre_test(t;) for 2p-FSM M8

Transition #; pre_test(t;)

t1 t1

2 2

13 13 <-Oy, +0O>
t4 t4

t5 t5

16 16

17 t7 <-Oy, +0r>
8 t8 <-Oy, +0O>
19 19 <-Oy, +01>
t10 t10

t11 t11

In Phase 3, a digraph G’ is constructed to aid in generating T-sequences and /-
sequences. A T-sequence T} begins with label(DS(s;)) and thus may be used to verify the
end state of any transition #;. An «/-sequence, constructed from 7-sequences, can
similarly be used to verify the end state of a transition, and also recognizes a subset of the
states of the FSM. (' is constructed such that problems relating to controllability and
observability in T-sequences generated using G', and resulting «-sequences, are
minimized. This is achieved by assigning a cost to edges in E' based on the
controllability and observability problems caused by transition pairs represented by
adjacent edges. This phase consists of 2 steps:

Step 1. Construct the digraph G' = (V', E") from G = (V, E) as follows:

for each vertex vi e V
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for each edge e;; (say ty) = (vi, v;; X;/y;) entering vertex v;in V, head(ey) # v;:
for each edge ej (say ti) = (v;, Vi x1/vi) leaving vertex v; € V, tail(ey) #vy.
create a vertex labelled “vi-t;-v;” in V'if one does not exist already
create a vertex labelled “vi-ty-vi” in V'if one does not exist already
add an edge e’y = (Vi-ty-vj, Vi-tyi-vis ty) in E’
if 3 atriple (t;, tw, <-Ouqy, +O0rwy>) € To OR a triple (4, tw, <Cuq),
+Crwy>) € Tethen cost(ejp) =1+ w

else cost(ej) = 1

create a vertex labeled Z in V'

for each vertex (vi-ty-v;) in V'
create a dashed edge z; = ((vi-t;-v)), Z; <-,->)
if (tg, first(DS(s))), <-Cuwy +Crwy>) € Tc then cost(zi) = cost(DS(s)) + w
else cost(zy) = cost(DS(s;))

Step 2. For each state s;, the T-sequence T is selected as follows:
- On (', find the min-cost path P; from (head(last(DS(s:)))-last(DS(s:))-
tail(last(DS(s)))) to Z.

- If there is more than one such min-cost path, P; is chosen as the path for which
the last transition in the path occurs least often as transition # in elements (¢,
tu, <-Ouy, +O01Lwy™>) € To and (i, tu, <-Cuwy, +Crwy>) € Tt

- LetR, = DS(s;) @ P; and let T; = label(R;)

- For each pair of consecutive transitions #,, and ¢, in the subsequence

last(DS(s))).. . last(P;)
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-If (twn, two, <-Cuyy, +Crwy™) € Tc then insert the external coordination
message exchange <-Cy, +Crw)> between t,,, and ,,, in T

-If (twns tno, <-Ouiy, +Orwy>) € T then insert the external coordination
message exchange <-Oyq) +Opw)> between fn, and t,, in I; and
remove (fun, o, <-Ouq), O w)>) from To.

The digraph G’ = (V' E") is constructed to avoid choosing T-sequences which end at a
state s; where DS(sy) is very expensive, since the tail of every T-sequence must be
verified by applying D. If multiple min-cost paths exist on G' then a tie-break is
performed by choosing the path whose last transition causes the fewest observability and
controllability problems when followed by transitions starting at fail(R;), thereby
potentially reducing the number of external coordination message exchanges in the
resulting checking sequence.

For 2p-FSM M8, the cost(z;) for each dashed edge in G’ is shown in Table 12, and
digraph G’ = (V', E') is shown in Figure 24. To improve readability, only dashed edges
with a cost greater than 0 are shown; there are two such edges, both of which represent
DS(s4), which contains a controllability problem. As a result of Step 2, T-sequences for
states s,, 53 and s4 consist of only the label of DS(s;), i = 2,3,4. For state 51, three min-cost
paths from v,-t7-v4 to Z exist; applying either ¢9, £10 or ¢11 will avoid the controllability
problem that is encountered if D were to be applied at s4. The transition ¢11 is chosen as

it is not the first transition in any triples in 7, or T, and so T'1 = label(t1 ¢7 t11).
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Table 12. cost(z;) for 2p-FSM M8

Edge z; = (vi-tj-v)), Z; <-,->) | cost(zy)
((ni-t1-v3), Z; <-,->)
((n-13-v4), Z; <-,->)
((v-t4-n), Z; <-,->)
((vp-t5-w), Z; <-,->)
((vs-t6-w1), Z; <-,->)
((v3-17-v4), Z; <-->)
((va-19-m), Z; <-,->)
((va-110-v3), Z; <-,->)
((va-t11-w), Z; <-,->)

olo|o|z|olololz|o

Figure 24. Digraph G' =(V', E’) of 2p-FSM M8

In Phase 4, o/-sequences are constructed from the T-sequences to verify the
uniqueness of each state s; in the implementation. Phase 4 proceeds as follows:
Let Q denote the set of states not yet recognized in some o/-sequence, and let o/c =
label(P¢) be the o/-sequence currently under construction. Initially, Q = {s;...sx} and C

= 1. Perform the following steps:
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Step 1. Choose some state s; € Q.
Step 2. Let Pc=R;. Remove s; from Q and let s; = tail(R;).
Step 3. Let old_last = last(Pc¢).

Let Pc=Pc@R;.

If (old_last, first(R), <-Ouw, +Orwy>) € To then insert the external
coordination message exchange <-Oyy), +Opw)y> between old_last and
first(R)) in label(Pc) and remove (old_last, first(R;), <-Oyy), +Orw)>) from
To.

If (old_last, first(R;), <-Cuyw), +Crwy>) € Tc then insert the external coordination
message exchange <-Cyq), +Cruy™> between old_last and first(R;) in
label(Pc).

Step 4. If s; € O then remove s; from Q, let s; = zail(R;) and go to Step 3,

else (This completes Pc) let o c = label(Pc¢). If Q is not empty then let C=C + 1

and go to Step 1.

Let X; denote the input portion of the input-output sequence 7;. The above procedure
(Steps 1 through 4) ensures that every state s; is d-recognized, and for every state s;, 5(s;,
X)) is d-recognized in some /. Therefore tail(R;), for each R;, is recognised in some o/
since tail(R;) is 8(s;, X;). Similarly, tail(Py) for each Py is recognized since Py ends with a
subsequence X; which is followed by the application of D in some Py. Also, because
every T-sequence and every o/-sequence begins with D, a test segment for transition #;
can be formed by following pre_test(t;) with either T}, or the o/-sequence that begins at s;

(if it exists).
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Applying this phase to 2p-FSM M8 yields three o/ -sequences, o/ = label(t1 (7 t11 t4
1211 t7 111), o/, = label(t6 12 £1 £7 t11), and o/ 3 = label(?9 t5 t1 ¢7 £11).

In Phase 5, a digraph G" = (V'', E"") is constructed in a manner similar to [HUO2a].
Edges representing each pre_test(t;), T-sequence and of/-sequence are added to E”. A
minimal symmetric augmentation G"' = (V'"', E'"") of G[Eq U E(] is then found, and an
Euler tour of G''"" represents an RCPT over the subset of edges in E'"" which is a
synchronizable checking sequence with no potential undetectable 1-shift output faults.
This phase proceeds as follows:

Step 1. Let V' =V u U where U = {V';: for every v, € V'}

Step 2. For each edge e; € E, create an edge (V';, v; ; pre_test(t)) in E''. Denote this set
of edges Ec.

Step 3. For each T-sequence T;= label(R;), create an edge (head(R;), tail(R;)'; T;) in E".
Denote this set of edges Er.

Step 4. For each o/-sequence o/ = label(Py), create an edge (head(Py), tail(Py)'; ofy) in
E". Denote this set of edges E,.

Step 5. Add a set of edges Es to E” where Egs is a subset of {(V';, V'; ; x/¥) : (vi, Vj ; X/) €

E} such that Gs = (U, Es) has no tour and G’ is strongly connected.
Step 6. Find the minimal symmetric augmentation G""' = (J'"', E'"") of G[Ey U Ec] by
adding edges from £''to G".
Step 7. Find an Euler tour ET of G, starting at v';, subject to the following:

Each time an edge ¢ leaving a vertex Vv'; is added to ET:
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Let last trans(e)) denote the last transition in the transition sequence

represented by e;, where ¢; is the edge immediately preceding e; in ET, and

let first_trans(ey) denote the first transition in the transition sequence

represented by e.

- If (last_trans(ey), first_trans(ey), <-Cuq) +Crw)>) € Tc then insert the
external coordination message exchange <-Cyg), +Crw)> between
label(ej) and label(ey) in label(ET).

- If (last_trans(ey), first_trans(er), <-Ouq), +Orw)>) € To then insert the
external coordination message exchange <-Oyqy) +Orwy> between
label(e)) and label(er) in label(ET) and remove (last_trans(e)),
first_trans(ey), <-Oyq), +Orwy>) from To,.

The Euler tour ET represents an RCPT over E, U E¢ which is a checking
sequence for FSM M.

Step 8. Eliminate any external coordination message exchanges in the resulting checking
sequence that relate to potential 1-shift output faults that can be rendered
detectable by some subsequence in the checking sequence, as in [LB94].

Steps 1 through 4 create the vertices V"' and add edges representing each pre_test(t;),

T;and o/4. Note that each pre_test(t;) can only be followed by Tj or an o/, in any path on

G'"; since every T; and o/, begins with D, this forms a test segment for #;. Recall that

controllability and observability problems between #; and first(DS(s;)) are resolved as

pre_test(t;) includes any necessary external coordination message exchange relating to
controllability or observability. In Step 5, edges from E are added to £’ to ensure that

G"' is strongly connected. Transitions which appear in the fewest triples in 7¢ and T, are
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chosen in this step in order to minimize potential controllability and observability
problems in the resulting tour. Step 6 generates the minimal symmetric augmentation
G" =", E'") of G[E4 U Ec] by adding edges from E" to G". Step 7 then finds an
Euler tour of G’ = (V'', E'"") which resolves potential controllability and observability
problems between edges by checking for transition pairs in T¢ and 7,. This check only
occurs at vertices in U’ as problems between #; and first(DS(s;)) for each transition #; are
resolved in pre_test(t;) as noted above. Step 8 removes external coordination message
exchanges relating to observability for any potential 1-shift output faults which are
rendered detectable by some subsequence of the checking sequence.

Digraphs G'' = (V', E'") and G""" = (V'"", E""") for 2p-FSM M8 are shown in Figures 25

and 26 respectively.

pre_test(t6)

pre_test(t7)

Figure 25. Digraph G = (', E") of 2p-FSM M8
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pre_test(t6)

A
B3
<
[%]
()
l
e
Q.

pre_test(t7)
Figure 26. Digraph G’ = (V'"', E'"") of 2p-FSM M3

An Euler tour of G'"' starting at 1’ is: pre_test(t1) o/, pre_test(td) o/ pre_test(t5) T1 a/1,3
pre_test(t2) T1 a/1,3 pre_test(t3) o3 a/1,3 a/1,3 pre_test(t6) T1 a/1,3 a/1,3 pre_test(t7)
T4 a/1,3 <-Oy, +O;> pre_test(t8) T3 c/1,2 pre_test(t9) T2 c/1,2 pre_test(t10) T3 c/1,2
pre_test(t11) T2

Note that Step 7 results in the insertion of the external coordination message
exchange <-Oy, +O;> between a/1,3 (= t1) and pre_test(t8) in label(ET). The Euler tour
represents a checking sequence consisting of 58 transitions, 5 external coordination
message exchanges relating to observability and 2 external coordination message
exchanges relating to controllability. Step 8 results in the elimination of all 5 external
coordination message exchanges relating to observability; the subsequences which render
these potential 1-shift output faults detectable are shown in Table 13. The resulting
checking sequence therefore requires only two external coordination message exchanges,

both relating to controllability.
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Table 13. Detection of potential 1-shift output faults

External Coordination Problem rendered Rationale
Message: detectable by subsequence:
(1, 18; <-Oy, +0>) T1 =1¢11¢7¢11 U will not receive missing

‘1’ in faulty ¢1 = a/<-,3>

(13, 19; <-Oy, +0O>) pre_test(t7) T4 =17 19 5 U will receive extra ‘1’ in
faulty 19 = a/<1,2>

(7, 19; <-Oy, +Or>) T1=111¢7111 U will not receive missing
‘0’ in faulty ¢7 = b/<-,2>

(8, t6; <-Oy, +Or>) pre_test(t10) T3 =¢10¢6 12 | U will not receive missing
‘0’ in faulty 6 = a/<-,2>

19, t4; <-Oy, +0Or>) pre_test(t7) T4 =17 19 t5 U will receive extra ‘1’ in
faulty 9 = a/<1,2>

A proof that checking sequences generated by this method are free of controllability

problems and undetectable 1-shift output faults is given in Section 4.4.

4.4 Showing Absence of Controllability and Observability Problems

We make the claim in Sections 4.2 and 4.3 that the proposed methods yield a
synchronizable checking sequence with no possibility of potential 1-shift output faults.
Here we show the validity of these claims through the examination of the sequence
construction methods.
Theorem 1: Given a 2p-FSM that is minimal, deterministic and represented by a
strongly connected digraph G = (¥, E), the method proposed in Section 4.2 constructs a
checking sequence that is synchronizable and has no potential undetectable 1-shift output
faults.
Proof: In the first phase of the proposed method, any two consecutive transitions on a

path in G = (V, E) that do not represent a pair of synchronizable transitions are added to
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the set T.. Each subsequence ¢; in the checking sequence is of the form
preamble(s)@DS(s;) (a state cover subsequence) or preamble(s;))@t;@DS(s;) (a transition
cover subsequence). Synchronization problems within each subsequence are resolved by
the insertion of the corresponding external coordination message exchange relating to
controllability in the following phases:

- EBach DS(s;) and each fest(t;) = t;@DS(s;) are made synchronizable in Phase 2,

Step 1 and Step 2, respectively
- Each preamble(s;) is constructed to be synchronizable in Phase 3, Step 4
- Controllability problems between preamble(s;) and each transition t;, head(t;) =
s;, are resolved in Phase 4, Steps 1 and 2.

Thus every subsequence ¢; in the checking sequence is synchronizable. The construction
of digraph G" = (V”, E'") guarantees that any ordering of these test subsequences
generated on G will be synchronizable. A reset input may only be sent by a tester who
either sends the last input of the preceding subsequence or receives an output in the last
transition of the preceding subsequence. Similarly, the first input of a subsequence can
only be sent by the tester who sent the preceding reset, unless the dashed edge from 1* to
1" is traversed, which results in the insertion of an external coordination message
exchange relating to controllability and thus ensures the sequence is synchronizable. A
checking sequence generated by the proposed method will therefore be synchronizable.

Observability problems are resolved by first constructing the set T), of all potential 1-
shift output faults, then checking whether given transition pairs appear in T, during
construction of the test subsequences and inserting external coordination message

exchanges relating to observability as necessary. In a similar manner to the treatment of

77



controllability —problems above, each subsequence preamble(s;)@DS(s;)) or
preamble(s;)@t,;@DS(s)) is rendered free of undetectable 1-shift output faults.

Potential 1-shift output faults which may occur in the checking sequence between the
last transition of a subsequence and the first transition of the following subsequence are
now shown to be detectable. Consider two consecutive subsequences ¢; and ¢; in a
checking sequence where the transition pair las#(c;), first(c;) forms a potential 1-shift
output fault. This potential 1-shift output fault is shown to be detectable as follows:

For every transition #; there exists a subsequence preamble(s;)@t;@DS(s;). Thus there
exists a subsequence c; = preamble(head(last(c;)))@last(c)@DS(tail(last(c;))) which
verifies transition last(c;). If preamble(head(last(c;))) is not null then an extra or missing
output in last(c;) will be detected in ¢;. Similarly, if preamble(head(first(c;))) is not null
then an extra or missing output in first(c;) will be detected.

We show by contradiction that an undetectable 1-shift output fault cannot occur in the
checking sequence in the remaining case where both preamble(head(last(c;))) and
preamble(head(first(c)))) are null:

Suppose that preamble(head(last(c;))) is null. Then head(last(c;)) = s since only
transitions which start at the initial state have a null preamble. In order for the 1-shift
output fault between last(c;) and first(c;) to remain undetected, last(c;) must always
immediately precede or succeed some faulty transition #,, which compensates for the
extra or missing output in last(c;). However, s,, = head(t,,) must be s1, else the extra or
missing output in #,, will be detected in the subsequence preamble(s,)@t,,@DS(sx). We
now have preamble(head(last(c;))) = null and preamble(s,) = null. Consider the

subsequence preamble(head(last(c;)))@last(c;)@DS(tail(last(c;)). This subsequence must
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be preceded in the checking sequence by a subsequence that ends with transition #,, in
order for the missing or extra output in last(c;) to remain undetectable. Since every
subsequence ends with the distinguishing sequence, #,, must be last(DS(sy)) for some
state s;. But last(c;) is also the last transition of the distinguishing sequence, and both #,,
and last(c;) must start at the initial state. If head(tw,) = s1, head(last(c;)) = s1, and the
input portion of both #,, and last(c;) is last(DS), then ¢, = last(c;)). Therefore the
transition pair #,,, last(c;) cannot form an undetectable 1-shift output fault as they are the
same transition. Thus we have shown that any 1-shift output fault between the last
transition of some subsequence c; and the first transition of the following subsequence ¢;
will be detected by the checking sequence.

A checking sequence generated by this method would therefore be synchronizable,
and would have no potential undetectable 1-shift output faults.
Q.E.D.
Theorem 2: Given a 2p-FSM that is minimal, deterministic and represented by a
strongly connected digraph G = (¥, E), the method proposed in Section 4.3 constructs a
checking sequence that is synchronizable and has no potential undetectable 1-shift output
faults.
Proof : In the first phase of the proposed method, any two consecutive transitions on a
path in G = (¥, E) that do not represent a pair of synchronizable transitions are added to
the set T Similarly, any two consecutive transitions on a path in G = (¥, E) that form a
potential 1-shift output fault are added to the set 7,. Controllability and observability
problems within each DS(s;), R; whose label is a T-sequence and P whose label is an o/ -

sequence are resolved by checking for each consecutive transition pair in 7¢ and 7, and
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inserting the corresponding external coordination message exchanges relating to
controllability and observability in the following steps of the method:

1) Problems within each DS(s;) are resolved in Phase 2, Step 1

2) Problems within each R; are resolved in Phase 3, Step 2

3) Problems within each Py are resolved in Phase 4, Step 3
Thus every DS(s;), R; and Py is free of controllability and observability problems. We
now show that the resulting checking sequence is free of controllability and observability
problems by examining the construction of the digraph G'"’ and the Euler tour.

In the digraph G'"’, the only edges which terminate at a node v; (not V') are those
labelled pre_test(t;), and the only edges starting at v; are labelled either T; or o;. Both 7}
and o/}, are labels of transition sequences which start with first(DS(s;)). In Phase 2, Step
2, any controllability and observability problem;c, in the transition pair ty, first(DS(s;)) are
resolved by including in pre test(t;) any necessary external coordination message
exchanges relating to controllability and observability. Thus any pair of consecutive
edges e,, e, where tail(e,) = head(e,) = v; represent a transition sequence with no
controllability or observability problems.

During the construction of the Euler tour of G""’ in Phase 5, Step 7, each time a pair of
consecutive edges e, ¢, where tail(e,) = head(e,) = V'; is traversed, the method checks for
the transition pair last_trans(ep), first_trans(e;) in Tc and T, and inserts any necessary
external coordination message exchanges relating to controllability and observability.
Thus any pair of consecutive edges e,, e, where vtail(ep) = head(e;) = V'j represent a

transition sequence with no controllability or observability problems.
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As a result, any transition sequence represented by a subpath crossing a node v; or v/;
in G"’" has been shown to be free of controllability and observability problems. The
checking sequence represented by an Euler tour of G’ would therefore be

synchronizable, and would have no potential undetectable 1-shift output faults.

QED.

4.5 Comparison with Other Methods

In [WDO1] it is shown that it is not necessary to formally distinguish between forward
and backward 1-shift output faults in order to properly place the external coordination
message exchanges relating to observability, nor are different types of messages required
for different types of output shift faults. The method proposed in this thesis for
constructing the set of all potential undetectable 1-shift output faults improves upon
[WDO1] by considering how external coordination message exchanges relating to
controllability may also resolve potential undetectable 1-shift output faults. We showed
in Section 4.2 that if a transition pair #; #; forms a controllability problem then any
potential 1-shift output fault involving the sender of x in #; can be resolved without the
use of an external coordination message exchange relating to observability. Specifically,
the sender of x in #; waits a predetermined period of time before sending the external
coordination message exchange relating to controllability to the sender of input in #;. In
the case of a potential backward shift fault, the sender of x in #; waits to ensure that an
extra output is not received before sending the external coordination message relating to
controllability. In the case of a potential forward output shift fault, the sender of x in #;

waits to ensure that the expected output is received before sending the external
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coordination message exchange relating to controllability. Thus our approach improves
upon [WDO1] by disregarding potential 1-shift output faults which are rendered
detectable by this treatment of external coordination message exchanges relating to
controllability.

One alternative to the method presented in Section 4.2 is to first generate a checking
sequence using the D-method [UW97] and then identify controllability and observability
problems and insert external coordination message exchanges relating to controllability
and observability. In the D-method, the shortest transition sequence from s; to s; is
chosen as preamble(s;). However, this may introduce controllability and/or observability
problems that are avoided by our proposed method. For example, applying the D-method
to the example FSM M7 from Section 4.2 yields a checking sequence composed of 10
reset inputs, 38 non-reset inputs, 1 external coordination message exchange relating to
observability, and 1 external coordination message exchange relating to controllability.
As a result of the controllability problem, this checking sequence requires a test
architecture which supports direct communication among testers, while the checking
sequence generated by our method for this same FSM does not.

Our method would tie the D-method in terms of the number of non-reset inputs for
FSM M7 if triples in T, were not removed during the construction of test segments. In
that case, the preamble 2 6 19 would be chosen for s, instead of 3 ¢9; while this is a
longer preamble, prefix elimination results in a checking sequence of only 38 non-reset
inputs and no external coordination message exchanges relating to controllability and
observability. Unfortunately, considering the effect of prefix elimination during the

selection of preambles would be computationally expensive. The same remark applies to
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the D-method as there may be numerous shortest paths to some states. Another
computationally expensive issue stems from the possible existence of more than one
distinguishing sequence for a given FSM. Tt is therefore recognized that our heuristic
approach may not yield the shortest synchronizable checking sequence for a given FSM.

One judicious alternative to the method presented in Section 4.3 is to first generate a
checking sequence using the method in [HUO2a] and then identify controllability and
observability problems and insert external coordination message exchanges relating to
controllability and observability. It is shown in [HUO2a] that the methods in [HF64,
GG70, UW97] are special cases of the method in [HUO2a]. Our proposed method
improves upon [HUO2a] in two ways. The first improvement is the selection of T-
sequences. Recall that the end state of every T-sequence is verified in some ¢/ -sequence
by applying D. The method in [HU02a] does not consider controllability or observability
problems that will result from a given choice of 7;. In their method, the subsequence P;
in T-sequence T; = label(DS(s;)@P;) is typically empty. In contrast, our method selects P;
in T; = label(DS(s;)@P;) as the (possibly empty) subsequence which minimizes external
coordination message exchanges in the subsequence DS(s))@P.@DS(sk), sk = tail(P;). As
a result, o/-sequences generated by our method will contain equal or fewer external
coordination message exchanges than those selected by [HUO02a].

The careful selection of T-sequences also results in possibly fewer external
coordination message exchanges in the resulting checking sequence in another indirect
manner. Recall that zail(t;) for each transition #; is verified in the checking sequence by
either T; or oy if such an o/-sequence exists. If DS(s;) contains controllability problems,

the number of external coordination message exchanges in the resulting checking
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sequence can be reduced if there is an o/-sequence o, which is the label of a path P; that
starts with DS(s;), as o/, then not only verify fail(Tj) but also verifies the end state of a
transition #; which terminates at s;. Our method results in 7-sequences for which
cost(DS(s))) is high occurring at the start of ¢/-sequences, thereby reducing the number of
external coordination message exchanges in the checking sequence.

To demonstrate this improvement over [HUO2a], consider the 2p-FSM M8 from
Section 4.3. T-sequences and «-sequences chosen by [HUO2a], where T; = label(DS(s;))
for all s;, are shown in Table 14. Note that no o/-sequence begins at state s4, the only
state for which DS(s;) contains a controllability problem. This results in two occurrences
of DS(ss) in the checking sequence, once in 74, which will be required in the checking
sequence to verify transition ¢7, and once in ¢/}, to verify the end state of T'1. In contrast,
our method in Section 4.3 resulted in an o/-sequence which starts at ss4, therefore

requiring only one occurrence of DS(s4) = 19 <-Cy, +C;> 15 in the checking sequence.

Table 14. Sequences chosen by [HU02a] for 2p-FSM M8

T- or o/-sequence | Corresponding sequence of labels
71 t1¢7

12 412

T3 6 12

T4 19 <-Cy, +C> t5

oy t1 (719 <-Cy, +C;> 51 ¢7

o> t4 121 ¢7

o3 161211 ¢7

The second improvement to [HUO2a] in our proposed method is the selection of
edges in Es. As [HUO2a] does not consider controllability or observability problems,

these edges are chosen arbitrarily. In contrast, our method selects transitions which do
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not appear in triples in T. or T, whenever possible, resulting in the insertion of fewer
external coordination message exchanges during the construction of the Euler tour.

For 2p-FSM M8, one possible set of edges selected by [HUO2a] is Es = {(v'1, V'3 ;
a/1,3), (V2, V'1 ; b0,3), V4, V2 ; a/-2), (V'a, V'3 ; b/0,3)}. Using this set Es and the
sequences in Table 14 results in the digraph G’ shown in Figure 27. The minimal
symmetric augmentation G’' is shown in Figure 28. Note that including the edge (v'4, V2
; a/-,2) in Eg will result in the insertion of an external coordination message exchange

relating to controllability, whereas using (v'4, V'3 ; ¢/1,3) would not.

t7

Figure 28. Digraph G''=(V", E") of 2p-FSM M8 by [HU02a]
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An Euler tour of the digraph G'' in Figure 28 is:
11107337481 od3a/-2t5T1 a/-2t4T1 192111 T2a/1,3 16 T1 b/0,3 8 T3 ¢t1 T3
all3¢7, T4
Given the sets Ty and T, from Section 4.3, external coordination message exchanges
relating to controllability and observability are inserted into the corresponding checking
sequence, as in [CR99]. This yields a checking sequence consisting of 47 transitions, 4
external coordination message exchanges relating to controllability, and 5 external
coordination message exchanges relating to observability, ie. the input portion of the
sequence:
2 t1 {7 <-Oy, +O> 19 <-Cy, +C;> 15 t10 16 12 13 <-Oy, +O0> 19 <-Cy, +C>t5t1 t6 12 t1
1719 <-Cy, +C>t5t1 {719 <-Op, +O> t4 t1 1719 1t4 12 ¢t1 ¢7 ¢t11 t4 12 ¢1 t6 t1 ¢7 t10 <-Op,
+0> 18 <-Oy, +O> 16 12 t1 16 12 £1 £7 19 <-Cy, +C> 15

As in the proposed method in Section 4.3, closer inspection of the checking sequence
reveals that all external coordination message exchanges relating to observability can be
removed as these potential 1-shift output faults are rendered detectable by other
subsequences in the checking sequence. However, the checking sequence obtained by
[HUO2a] contains 4 external coordination message exchanges relating to controllability,

compared to only 2 in the checking sequence generated by our method.

4.6 Extending the Proposed Methods for np-FSMs
The proposed methods are generalized to acéommodate np-FSMs, where n > 2.
Recall the definition of np-FSM given in Section 2.1 and consider the digraph G = (V, E)

of an np-FSM M, where n testers interacting with the IUT are labelled 1, 2, 3, ... , n. We
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consider first the construction of sets 7. and T}, in the case of n testers, followed by the
extension of the two proposed methods such that each can be applied to yield a checking

sequence for an np-FSM.

4.6.1 Controllability and Observability Problems in np-FSMs
In both methods proposed in Section 4.2 and 4.3, the first steps are to find the set of
all controllability problems T, and the set of all observability problems 7,. These steps
are adapted to the general case as follows:
Step 1. The set T¢ is constructed from G = (V, E) as follows:
for each vertex vie V do
for each edge e (say t;j) = (v, vj; x;/y;) entering vertex v; do
for each edge eji (say tw)= (vj, Vi Xj+1/yj+1) leaving vertex v; do
ifx;e £, AND xj11 € Z, AND a,=-iny;
then add (t, iy, <-C,, +Cg>) to Tc
wherel <r,q <n
Step 2. The set T, is constructed from G = (V, E) as follows:
for each vertex v; e V do
for each edge ej; (say ty) = (v, vj; x;/yj) entering vertex v; do
for each edge ej (say tw)= (v, Vi, Xj+1/yj+1) leaving vertex v; do
if for some output a; € I'y, ag is in y; XOR a, is in yj+1 AND xj1 € 2
AND (t, tii; <-C,, +C>) ¢ T¢

then add (ty;, ty, <-O, +O,>)to Ty,
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where r is the tester sending the input x;+; in #; and q is the tester
involved in the shift.

Consider the digraph G = (V, E) of the 3p-FSM M9 shown in Figure 27, where the
three testers interacting with the IUT are labeled 1, 2, and 3. The sets 7¢ and 7T, are found
to be:

Te={(t7, 13, <-G5, +C1>)}
To = {(2, 17, <-Os, +O1>) (4, 17, <-Os, +01>), (15, 17, <-0s, +01>), (17, t1, <-03, +0:>),

(t7’ t25 <'O3, +02>)}

Z,={a}, L, = {b}, Ty = {c}
r,={0,1},T,={23},15={4,5}

t7 =
a/<0,3,->

¢/<0,3,5>
Figure 29. Digraph G = (V, E) of 3p-FSM M9

A given transition pair #; #; may appear in triples in both Tc and T,. For example,
given the input and output alphabets in Figure 27, consider the consecutive transition pair
ti = (si, 8j3 a/<l,-->) and ty = (sj, s, b/<0,2,4>). This pair requires both an external
coordination message <-C,, +C;> relating to controllability and <-Os, +O> relating to
observability. In this case, the external coordination message exchange relating to
controllability must precede any external coordination message exchanges relating to

observability in the checking sequence. For the pair ¢; ty, Tester 2 would therefore
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receive an external coordination message exchange relating to controllability from Tester
1 and then send an external coordination message exchange relating to observability to
Tester 3. Note also that a given transition pair may cause more than one potential 1-shift
output fault, which results in the insertion of more than one external coordination

message exchange relating to observability.

4.6.2 Reliable Reset Method for np-FSMs

Given the sets T¢ and T,, the method proposed for 2p-FSMs in Section 4.2 forms a
checking sequence based on the use of a reliable reset. This method is adapted for np-
FSMs as follows.

First, problems relating to controllability and observability within the transition
sequence DS(s;) induced by D at state s; are resolved by inserting corresponding external
coordination message exchanges from 7 and T,. This step proceeds similar to the case
of n = 2 testers, given in Section 4.2. Formally, this phase consists of two steps:

Step 1. For each state s;, find the transition sequence DS(s;) induced by D on G at v;.
For each pair of consecutive transitions t,, t,, in DS(s;):
- If (tmn, tno, <-Oy, +0O,>) € T, then insert the external coordination message
exchange <-0O,, +0,> between t,, and t,, in label(DS(s;)) and remove
(tmn, two, <-O4, +0,>) from To,.
- If (tmn, tno, <-C,, +C,>) € T¢ then insert the external coordination message
exchange <-C,, +C,> between t,,, and t,, in label(DS(s;)).
Step 2. For each transition #; = (v;, v, X/y)):

- Construct test(t;) = t;@DS(s).
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- If there is a triple (tun, tro, <-Og +0,>) € T, Where ty, = tj and &y, =
first(DS(s;)) then insert the external coordination message exchange(s)
<-0,, +0,> between t; and DS(s;) in label(test(t;)) and remove (¢mn, Lo,
<-0, +0,>) from To.

- If there is a triple (¢mn, twoy <-C», +Cp>) € T, where t,, = t; and t,, =
first(DS(s;)) then insert the external coordination message exchange <-
C,, +C,> between t; and DS(s)) in label(test(t;)).

Note that in both steps 1 and 2, a given transition pair #u, f,, may appear in more than
one triple in T,. In this case, all corresponding external coordination message exchanges
relating to observability must be inserted between #,, and ¢,,, and all elements with the
pair ty,, t,, are removed from 7.

For the 3p-FSM M9, the distinguishing sequence is D = a. As the distinguishing
sequence is a single transition, Step 1 is not used. The test segments constructed in Step
2 are shown in Table 15. Note that this step removes 4 triples from Ty, resulting in T =
{(t7, 12, <-0s, +O>)}.

Table 15. Test segments for 3p-FSM M9

Transition t; | label(test(t;))

t1 t1 ¢4

2 12 <-0Os, +O> t7
13 1314

t4 t4 <-Os, +O> 17
5 15 <-0s5, +O> 17
16 16 t4

7 17 <-0s, +O;> 11

The sum_cost computation at Step 1 of Phase 3 of Section 4.2 is applied in the case of
n testers, with the only change being the replacement of the subscripts U(L) and L(U)

with the general subscripts ¢ and ». The sum_cost values for 3p-FSM M9 are shown in
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Table 16. Phase 3 of the method presented in Section 4.2 proceeds with the construction
of graph G’ = (V', E'), and a graph G; = (V}, E)) for each state s; #s1. Subscripts U(L) and
L(U) are again replaced with the general subscripts ¢ and r. The preamble for state s; is

then selected as the label of the min-cost path found on graph G;.

Table 16. sum_cost(t;) for transition ¢;

Transition #; | sum_cost(;)
t1 0
2 0
3 0
t4 0
t5 0

Note that the only potential controllability problem for 3p-FSM M09 is (¢7, 13, <-C,
+C;>) and the only remaining potential 1-shift output fault is (¢7, £2, <-Os, +O,>). Since
the first transition in both triples is ¢7, and tail(¢7) = s1, preambles for s, and s3 can be
chosen as the transition sequence represented by the shortest path on G = (¥, E) without
constructing G' = (V', E'). Thus we select preamble(s;) = t1 and preamble(ss) = £2.

State and transition covers are then formed and prefix elimination is applied
according to Steps 1 through 4 of the final phase of the method presented in Section 4.2.
Resulting subsequences are given in Table 17. To generate a synchronizable ordering of
the remaining subsequences, the graph G'' = (V"’, E") is constructed similar to Steps 5
through 10 of the final phase of the method given in Section 4.2 as follows:

In the following steps, 4 is the tester sending the /ast input of D.
Step 1. For each tester ¢, 1 <g¢ <n, create a vertex in V"' labelled 1%.
Step 2. Create a vertex "inp".

Step 3. For each sequence ¢; € C
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- Let {m, n,..., q} be the set of all testers (other than /#) who receive output
in the transition last(c;).

- Create a vertex in V"' labelled T ™ ™ if one does not exist already.

- Add a solid edge (1%, T"™™~4: ) to E", where tester k is the sender of x
in first(c;) and [; = label(c;).

Step 4. Add the following dashed edges to £’ representing reset transitions:

For each vertex T" ™™ in V"’
Foreachke {h, m,n, ..., q}
create a dashed edge (T" ™ ™9, 1%, “Rfk/-”)

Step 5. Create a vertex in V"’ labelled “Start”. For each vertex 1% k # h, add a dashed
edge (1%, 1% <-C}, +C,>) and a dashed edge (Start, 1% ;- ) to E"".

After this step is complete, the resulting digraph will be known as G”" = (V"' E").

Step 6. Beginning at Start, find a rural Chinese postman path (RCPP) over the solid edges
in E"". The input portion of the label of this path represents a checking sequence
for FSM M.

Step 7. Eliminate any external coordination message exchanges in the resulting checking
sequence that relate to potential 1-shift output faults that can be rendered
detectable by some subsequence in the checking sequence, as in [LB94].

For 3p-FSM M9, the 5 sequences remaining after prefix elimination are shown in Table

17.
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Table 17. Checking sequence subsequences for 3p-FSM M9

Label | Transition Sequence Verifies
L 13 t4 3
L, t1 t4 <-0s, +O> 17 52, t1, t4
L3 t1 t5 <-Os, +O> 17 t5
Ly t1 t6 t4 16
Is 12 <-0s;, +01> 17 <-05, t01> 11 s3, 12,7

The graph G" = (V', E'") for M9 is shown in Figure 30. The vertex Start is added to
V" in the case of an np-FSM as the checking sequence may start with an input from any
tester other than the sender of the last input of D. Dashed edges representing external
coordination message exchanges relating to controllability are added to ensure that a rural
Chinese postman path over the solid edges exists. For FSM M9, one such path is: /; rf2/-

15 rfl/- l41‘f1/- 12 rfl/- l3,

which corresponds to the sequence

13 t4 1f2/- 12 <-03, +O1> 17 <-03, +O1> 11 rfl/- t1 16 t4 1fl/- 11 t4 <-O;3, +O> ¢7 1fl/- t1

15 <-03, +O1> 11

The input portion of this sequence is a checking sequence with no undetectable 1-shift

output faults.
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Figure 30. Digraph G = (¥, E"") of 3p-FSM M9

Closer inspection as in [LB94] reveals that all 4 external coordination message
exchanges relating to observability can be eliminated, resulting in a synchronizable
checking sequence which requires no external coordination message exchanges relating
to controllability or observability. The subsequences which render these potential 1-shift

output faults detectable are shown in Table 18.

Table 18. Detection of potential 1-shift output faults

External Coordination Problem rendered Rationale
Message: detectable by subsequence:
(22,17, <-0s,+0:1>) L=t1517 Tester 3 receives ‘4’ as the

final output in the CS from
faulty t7 = a/<0,3,4>

(#4, t7, <-05, +01>) L tf2/- Is =13 t4 tf2/- 12 Tester 3 does not receive
missing ‘5’ in faulty #4 =

a/<1,2,-> before it receives

output ‘4’ in 12
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(#5, 17, <-0s, +0>)

Istfl/- 1, =12 ¢7 t1 tfl/- £1 t6
4

Tester 3 receives extra ‘5’

in faulty ¢7 = a/<0,3,5>

(t79 tla <'039 +Ol>)

Is tf1/- Iy = 2 ¢7 ¢1 fl/- t1
16 t4

Tester 3 does not receive
missing ‘5’ in second faulty

t1 = a/<0,2,->

4.6.3 o/-sequences for np-FSMs

Given the sets T. and T, the method presented in Section 4.3 constructs a checking

sequence for a 2p-FSM without requiring the use of a reliable reset. This method is

extended for np-FSMs as follows.

First, problems relating to controllability and observability within the transition

sequence DS(s;) induced by D at state s; are resolved by inserting corresponding external

coordination message exchanges from 7, and 7,. Problems between each transition ;

and DS(sj) are similarly resolved. A cost is associated with each DS(s;) based on the

number of controllability problems it contains.

steps:

Formally, this phase consists of two

Step 1. For each state s;, find the transition sequence DS(s;) induced by D on G at v,

Initially, cost(DS(s;)) = 0.

For each pair of consecutive transitions Zy, t, in DS(s;):

- If (twn two <-O, +0O,>) € T, then insert the external coordination

message exchange <-O, +0O,> between t,, and f,, in label(DS(s;)) and

remove (tmn, tnoy <-Oy +0,>) from To.
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-If (twn, two <-C,, +C,>) € T then insert the external coordination message
exchange <-C, +C,> between t,, and t, in label(DS(s;)) and let
cost(DS(s;)) = cost(DS(s;)) + w.
Step 2. For each edge e; (say ty) = (v, v, x/y;)) In E
Let pre_test(t;j) = label(t;)
If (¢, first(DS(s))), <-C,, +C,>) € I¢
then pre_test(t;) = pre_test(ty) <-C,, +Cp>
If (¢, first(DS(sp), <-Oy4 +O0,>) € T
then pre_test(t;) = pre_test(ty) <-O,, +O,>
remove (ty;, first(DS(s))), <-Oy,, +0,>) from T,

Note that in the case of n testers, n > 2, there may be more than one external
coordination message exchange inserted between a given transition pair in both Steps 1
and 2. For the 3p-FSM M9 shown in Figure 29, the distinguishing sequence is D =a. As
the distinguishing sequence is a single transition, cost(DS(s;)) = 0 for every state s;. The
pre_test(t;) for each transition #; is shown in Table 19. Note that this step removes 4
triples from T, resulting in T, = {(¢7, 12, <-O3, +0>>)}.

Table 19. pre_test(t;) for 3p-FSM M9

Transition #; | pre_test(t;)

t1 r1

2 12 <-0s, +0O1>
13 13

t4 t4 <-03, +O>
t5 15 <-0s, +0>
t6 t6

17 17 <-0s;, +0>

In the next phase, digraph G’ is constructed to aid in generating 7-sequences and o/ -

sequences, similar to the method in Section 4.3. This phase consists of 2 steps:
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Step 1. Construct the digraph G’ = (V', E") from G = (¥, E) as follows:
for each vertexv; e V
for each edge ejj (say t;j) = (v, Vj; Xi/y;) entering vertex v;in V, head(e;) # v;:
for each edge ej (say tir) = (v, vii xi/vx) leaving vertex v; € V, tail(ey) #vj.
create a vertex labelled “vi-t;-v;” in V'if one does not exist already
create a vertex labelled “vi-ty-vi” in V' if one does not exist already
add an edge e = (Vi-ty-Vj, Vi-tix-vi, ti) in E'
cost(ely) =1
Sor each (t;, tir, <-Oy, +0,>) € To AND (1, ty, <-C,, +Cp>) € I¢
cost(e'y) = cost(ey) +w
create a vertex labeled Z in V'
for each vertex (vi-ty-v;)) in V'
create a dashed edge z;; = ((vi-ty-v)), Z; <-,...,->)
if (t, first(DS(s))), <-C,, +Cp>) € Tc then cost(zy) = cost(DS(s;)) + w
else cost(z;)) = cost(DS(s)))
Step 2. For each state s;, the T-sequence T; is selected as follows:
- On @, find the min-cost path P; from (head(last(DS(s:)))-last{(DS(s;))-
tail(last(DS(s;))) to Z.
- If there is more than one such min-cost path, P; is chosen as the path for which
the last transition in the path occurs least often as transition #; in elements (¢,
ti, <=0y, +0,>) € Tp and (i, t, <-C,, +Cp>) € Tt

- LetR, = DS(s;) @ P; and let T; = label(R;)
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- For each consecutive transition pair ¢, t, in the subsequence
last(DS(sy)). . last(P;)
- If (twn two <-C, +C,>) € T¢ then insert the external coordination
message exchange <-C,, +C,> between ¢y, and t,, in T;.

- If (twn two <-O4 +0O,>) € T, then insert the external coordination

message exchange <-O,, +0,> between t,, and t,, in T; and remove
(tmn, thor <-Og4, +0,>) from T,

Digraph G’ = (V', E') for FSM M9 is shown in Figure 31. As a result of Step 2, the T-
sequence chosen is label(DS(s;)) for every state s;.

t5 (1)

ey

//’— ~— I L

t4 e et N5
( v1 -t1- v2 /;(T)_')\ V,-t4- v3 )(—( v,t3-v, ,&7)—}( V,-15-v, )

.
S,

Figure 31. Digraph G’ = (V', E’) of 3p-FSM M9
In the case of n testers, o/ -sequences are constructed from the 7-sequences similar to

the method given in Phase 4 in Section 4.3.  The only change required in this step is

again the generalization of subscripts and the possible insertion of more than one external
coordination message exchange between T-sequences during the formation of the of-

sequences. For 3p-FSM M9, this step results in one o/-sequence, o/ = label(t1 t4 ¢7 t1).
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Phase 5 proceeds similarly to the method for 2p-FSMs in Section 4.3; digraph G"
and the minimal symmetric augmentation G'"" = (V'"', E""") of G[Ey U E(] are generated,
with an Euler tour of G’ representing a RCPT over E, U E¢ in E"” which is a checking
sequence for M. For an np-FSM, n > 2, the check which occurs each time an edge e
leaving a vertex V'; is added to ET in Phase 5, Step 7 in Section 4.3 may result in the
insertion of more than one external coordination message exchange.

For 3p-FSM M9, edges in Ey are selected as Es = {(V'1, V2 ; a/<0,2,5>), ('3, V1

a/<0,3,->)}. Digraphs G"’ and G'"’ are shown in Figure 32 and Figure 33, respectively.

/

l o
s S

\( 2

\ ’ A
\ 3 / pre_| test(t?)

-~

N

Figure 32. Digraph G" = (V"”, E'")of 3p-FSM M9
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\pre test(t4) l’

\ ( ) | 3 ]
\ / pre_test(t5) “ //
\ — -
\ 3*T2
\
AN SN ST N
\ ' /
\( 3 pre_test(t7) \ 1
N S

Figure 33. Digraph G = (V""", E'"") of 3p-FSM M9

An Euler tour of G'" starting at V'y is: pre_test(¢3) T2 pre_test(t7) o/, pre test(t4) T3
pre_test(t2) T3 pre_test(t1) 12 a/<0,3,-> a/<0,2,5> pre_test(t5) T3 a/<0,2,5> pre_test(t6)
T2 a/<0,3,->
This corresponds to a checking sequence of 21 transitions, 0 external coordination
message exchanges relating to controllability, and 5 extermnal coordination message
exchanges relating to observability, ie. the input portion of the transition sequence:
13 t4 17 <-03, +01> 11 t4 {7 11 t4 <-Os, +01> {7 <-03, +0,> 12 <-03, +O> 7 t1 t4 {7 11 t5
<03, +01> 17 t1 t6 t4 t7

Note that Step 7 results in the insertion of the external coordination message
exchange <-0;, +0,> between ¢7 and 2. Step 8 eliminates all 5 external coordination
message exchanges relating to observalbility as shown in Table 20. Thus the resulting
checking sequence requires no external coordination message exchanges among the three

testers.
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Table 20.

Detection of potential 1-shift output faults

External Coordination
Message:

Problem rendered
detectable by subsequence:

Rationale

(t27 t79 <_O35 +01>)

of1=t1t41¢71¢1

‘4,
faulty ¢7 = a/<0,3,4> before

Tester 3 receives in

receiving ‘5’ in ¢1

(t4, t7, <-O3, +01>)

pre_test(t2) T3 pre_test(tl)
2 a/<0,3,> a/<0,2,5>
pre_test(t5) 13 a/<0,2,5>

pre_test(t6) = 12 (7 t1 t4 t7
t1t5¢7¢lt6

Possible
a/<0,3,5>

faulty ¢7

is already
detected (see rationale for
(5, t7, <-0;, +0:1>) below).
Therefore if faulty #4 =
a/<1,2,-> then Tester 3 will
receive only four ‘5’s after

receiving ‘4’ in £2

(ts, t7’ <'O39 +01>)

pre_test(t3) T2 pre_test(t7)
o 73
pre_test(t2) = 13 t4 (7 t1 t4
171114 ¢7 2

pre_test(t4)

Tester 3 receives three too
many ‘5’s before receiving
‘4’ in 2, due to faulty ¢7 =
a/<0,3,5>

(t7, tl, <'039 +01>)

pre_test(t3) T2 pre_test(t7)
oy 13
pre_test(t2) = 3 t4 7 1 t4
t7t1t4¢7 12

pre_test(t4)

If faulty ¢1 = a/<0,2,-> then
Tester 3 will receive one
too many ‘5’s before
receiving ‘4’ in £2; If both
faulty 1 = a/<0,2,-> and t4
= a/<1,2,-> then Tester 3
will receive only three ‘5’s

before receiving ‘4’ in 2

(17,12, <-0;, +0>)

of1=t1t4171¢1

Tester 3 receives ‘4’ in
faulty ¢7 = a/<0,3,4> before

receiving ‘5’ in ¢1
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Chapter Five
Conclusions

5.1 Final Remarks

Two general approaches can be considered in constructing test sequences and
checking sequences for a distributed test architecture. In the first general approach, first a
known sequence generation method is applied to the given FSM, and then the resulting
sequence is examined for controllability and observability problems and corrective
actions are taken. These corrective actions depend on whether the distributed test
architecture supports direct communication between testers through the use of external
coordination message exchanges, or only indirect communication between testers via
their interactions with the IUT. In the second general approach, controllability and
observability problems are considered during the construction of the sequence, thereby
minimizing the number of corrective actions required to eliminate controllability and
observability problems. Proposed methods in the existing literature that use this
approach are currently limited to only test sequences, with the exception of [HUO02b],
which makes strong assumptions regarding the existence of synchronizable UIO
sequences as testers are assumed to communicate only via their interactions with the IUT.

We have studied the problem of controllability and observability in distributed
testing, proposing two heuristic methods for generating synchronizable checking
sequences with no potential undetectable 1-shift output faults. The proposed methods
attempt to minimize the use of external coordination message exchanges by considering
potential problems relating to controllability and observability during the construction of

the checking sequence.
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5.2 Summary of Contributions

Below we list the major contributions of the thesis:

We have proposed two methods for generating a synchronizable checking sequence
with no possibility of potential undetectable 1-shift output faults when applied to a 2p-
FSM in a distributed test architecture.

We have proven that, given a 2p-FSM that is minimal, deterministic and whose
underlying graph is strongly connected, the proposed methods construct a synchronizable
checking sequence with no potential undetectable 1-shift output faults.

We have shown the proposed methods to perform at least as well as other methods
proposed in the literature, and we have shown that they perform better than each one
under certain conditions.

We have extended the proposed methods so that they can be applied to an np-FSM in

a distributed test architecture, n > 2.

5.3 Directions for Future Research

It would be interesting to see this work improved and/or extended in the following
directions:

The methods proposed in this thesis require the existence of a distinguishing sequence
for the given FSM. It would be interesting to see the proposed methods adapted to use
UIOs or characterizing sets for state identification, resulting in applicability to FSMs
which do not have a distinguishing sequence. Also, only the prefix of a distinguishing

sequence might be used in identifying some states, potentially resulting in a shorter
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checking sequence and/or fewer external coordination message exchanges relating to
controllability and observability.

In both proposed methods, the last step checks for external coordination message
exchanges which are redundant as the potential 1-shift output fault is rendered detectable
by some other subsequence, as discussed in [LB94]. It may be advantageous to include
this type of check at an earlier stage in the proposed methods so the methods will not
unnecessarily avoid transition pairs that form an observability problem that will be
detected by an existing subsequence.

In our proposed solution based on ¢/-sequences, it may be advantageous to also
consider the impact on the connectivity of the resulting graph G during the selection of
T-sequences, thus possibly reducing the length of the resulting checking sequence.

The proposed solutions consider only potential undetectable 1-shift faults. A
potential undetectable &-shift output fault occurs when in any two transitions labeled x;/y;
and x;+/yj+1, k = 2, these two transitions satisfy the conditions for an undetectable 1-shift
output fault and the k-shift output fault is not detected by the testers involved in the
intermediate transitions between x/y; and xj:/yj+x. It would be interesting to find
sufficient constraints or conditions to guarantee that any potential undetectable k-shift

output  fault is  rendered  detectable by the proposed  methods.
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