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Abstract

The use of bilinear pairings as a building block for cryptographic protocols, most
notably in the construction of identity-based cryptosystems, is a very popular area
of cryptographic research. In this thesis, we provide a novel classification of pairing-
based group key agreement (GKA) from current literature. We propose a new frame-
work for constructing secure and efficient computationally asymmetric authenticated
GKA protocols from identity-based signcryption schemes and adapt this framework
to construct a novel identity-based authenticated GKA protocol with perfect forward
secrecy. To the best of our knowledge, our protocol is the first that maintains perfect
forward secrecy in the presence of auxiliary key agreement protocols. We formally
prove the security of our protocols in the random oracle model and show that they
are communication and computationally efficient in comparison to the pairing-based
protocols from the literature.

il
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Chapter 1
Introduction

In the past few years, group-oriented applications, such as video conferencing, data
multicasting or multi-player gaming, have become more pervasive in dynamic multi-
cast networks. Before such multicast applications are fully adopted, efficient cryp-
tographic protocols must be designed to provide suitable levels of security for these
specific communication models. The general approach is to encrypt the group com-
munication with a traffic encryption key known only by members of the multicast
group. The problem is to establish this shared group key in such a way that we
provide the strongest notion of security.

In the search for suitable group key establishment protocols, we find that they
generally fall under two broad categories: group key distribution and group key agree-
ment. Group key distribution (GKD) protocols require a trusted authority (TA) to
securely distribute the shared key to the members of the multicast group via some
secure channel. These protocols effectively reduce the computational load of individ-
ual group members. However, they often suffer from performance bottlenecks and a
single point of failure, due to the requirement of a TA. Furthermore, since the TA
usually transports the group key using public key cryptography, GKD protocols do
not often provide perfect forward secrecy, where the disclosure of the long-term private
keys of all group members does not compromise previous session keys. Group key
agreement (GKA) protocols require a group of members to collaboratively establish
the shared key, ensuring that no member can precompute the key for a given session.

Each member must be assured that their own contribution has been used to compute



the key to ensure that no other member can control the final outcome of the session
key, known as key control. This property is one of the defining characteristics of
GKA protocols and makes them particularly favourable for use in multicast group
communication models.

A more recently proposed class of group key establishment protocols that com-
bines the favourable qualities of GKD and GKA protocols is the computationally
asymmetric GKA protocols. In this class of protocol, a multicast group consisting of
a stationary host, which we will refer to as the group leader, and a cluster of client
members, known as responders, collaborate to produce the shared group key. Each
group member contributes equally to the group key, but most of the computational
burden is shifted to the group leader. While this approach reduces the computa-
tional costs of the majority of the responders, the protocols must be designed with
care to avoid potential drawbacks, such as performance bottlenecks and single point of
failure associated with the group leader, while also dealing with the issues of commu-
nication bandwidth and authentication. These protocols are commonly employed in
networks of low-power mobile devices with limited computational capabilites. They
are exceptionally well suited for this model since we can delegate a large portion of
the expensive computations to the more powerful group leader, which has sufficient
computational resources and storage capacity.

The design of efficient auziliary key agreement (AKA) protocols is essential for re-
ducing communication complexity in dynamic multicast groups. Auxiliary protocols
are used to rekey the group following membership changes. Requiring the execu-
tion of the initial key agreement (IKA) protocol after a single member joins or leaves
the multicast group induces high communication bandwidth and extra computations
for group members. It becomes increasingly more inefficient as the multicast group
grows in size. Employing AKA protocols can effectively reduce both computational
and communication costs. However, this introduces the problem of maintaining
perfect forward secrecy in the auxiliary protocols. Group key agreement protocols
without auxiliary key agreement often have inherent perfect forward secrecy, since
new ephemeral values are chosen for each session, but suffer from high communica-
tion costs. Designing communication efficient protocols that provide perfect forward

secrecy has proven to be a nontrivial problem.
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More recently, cryptographers have used bilinear pairings on elliptic curves to
construct efficient group key agreement protocols. Indeed, since Joux first used pair-
ings to construct a tripartite version of the Diffie-Hellman key exchange in [Jou00],
they have become a powerful building block in the design of cryptographic proto-
cols. The most powerful application of pairings is in the realization of identity-based
public key cryptography. An identity-based public key infrastructure (ID-PKI), first
proposed by Shamir [Sha85] in 1984, allows a user’s public key to be any unique, ar-
bitrary string, such as a name with a social insurance number or an email address. A
trusted authority, known as the private key generator (PKG), produces and securely
transmits the private keys corresponding to each user’s public key, implicitly ensuring
its authenticity. ID-PKIs present an attractive alternative to certificate-based PKIs,
which often induce high costs associated with authentication and key management.
A practical solution to the problem of identity-based cryptography remained an open
problem until 2001, when Boneh and Franklin [BF01] used bilinear pairings to con-
struct the first practical and provably secure identity-based encryption scheme. As a
result of this cryptographic breakthrough, pairing- and identity-based cryptography

have become two of the most heavily researched areas in the field.

1.1 Structure and Contributions of this Thesis

The primary focus of this thesis revolves around group key agreement from bilinear
pairings. Our goal is to analyze the use of pairings in group key agreement protocols
from the literature and propose new protocols that provide increased efficiency and
security over the current solutions.

To provide a thorough background for our work, we outline the issues related
to group key establishment, and group key agreement in particular, in Chapter 2.
To introduce the fields of pairing- and identity-based cryptography, we illustrate the
bilinear pairings as a cryptographic building block in Chapters 3 and 4 by presenting
some of the more influential works from the literature. In particular, we present the
tripartite key exchange of Joux and the identity-based encryption scheme of Boneh
and Franklin in Chapter 3 and the identity-based signature schemes of Cha-Cheon

and Hess and the identity-based signcryption scheme of Chen and Malone-Lee in



1.1. Structure and Contributions of this Thesis 4

Chapter 4. In Appendix A, we provide a thorough discussion of the mathematics
behind bilinear pairings, including an overview of concepts from the theory of elliptic
curves and divisors, which are used in the definition and computation of the Weil and
Tate pairings.

Chapters 5, 6 and 7 are the central focus of this thesis and provide several new
and intriguing contributions to the field of pairing-based group key agreement. We

list the contribution of each chapter in more detail, as follows:

e Chapter 5 is devoted to analyzing the state of the art of pairing-based group
key agreement. Although dozens of pairing-based GKA protocols have been
proposed, a literature survey comprising the various protocols has yet to have
been proposed. In this chapter, we not only amass the pairing-based GKA
protocols from the literature, but also propose a thorough classification of these
protocols. We found that every protocol that we encountered that satisfied the
essential property of group key secrecy (i.e. that an adversary cannot determine
the session key by eavesdropping on the communication), belonged to one of the
following three classes of group key agreement protocols: the tree-based GKA
protocols, the Burmester-Desmedt-based GKA protocol or the computationally
asymmetric GKA protocols. We divide the protocols into their respective
classes and examine the use of pairings in the key agreement process and the
communication and computational efficiency of each individual protocol. For
each class, we determine whether the use of pairings provides any advantages
over the original GKA protocol and conclude which pairing-based version is
best.

e In Chapter 6, we propose a general framework to transform any signature and
signcryption scheme pair into a provably secure authenticated group key agree-
ment protocol. This novel framework, which we call the COMPASS framework,
achieves the lower bound for communication in group key agreement, requiring
only a single broadcast message from each member in only one round of commu-
nication. While the overall idea builds upon the computationally asymmetric
conference key agreement protocol of Boyd and Gonzélez Nieto, our framework
provides stronger security than their protocol. In addition, we show that by

choosing a signcryption scheme that satisfies some desirable criteria, we can
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provide a number of computational optimizations to the basic framework. We
prove the semantic security of the optimized COMPASS framework in the ran-
dom oracle model, by reducing the security of the COMPASS protocol to the

security of the underlying signcryption scheme.

e In Chapter 7, we propose a novel identity-based authenticated group key agree-
ment protocol that provides the oft sought property of perfect forward secrecy.
Our protocol is adapted from the COMPASS framework, but relies on our obser-
vation that a collection of signatures from the identity-based signature schemes
of Cha-Cheon and Hess may be efficiently batch verified together using the same
algorithm. We prove the semantic security of our protocol under the decisional
bilinear Diffie-Hellman assumption in the random oracle model. In addition,
we propose auxiliary key agreement protocols to rekey the multicast group fol-
lowing a change in group membership and show that our protocol maintains
perfect forward secrecy when these auxiliary protocols are employed. Further-
more, the auxiliary key agreement protocols provide this property while allowing
members to discard ephemeral values in the same session in which they were
created, which, as far as we know, is the first group key agreement protocol to

achieve this feat.

Finally, in Chapter 8, we provide a summary of our work and suggest some areas

of future research.



Chapter 2

Key Management in Group Key

Agreement Protocols

The prevalence of group-oriented applications has triggered a demand for multicast
communication. In the unicast model, group communication requires a member to
send n copies of the same data packet, one to each member in the group. Multicast-
ing allows a user to simultaneously transmit the data packet to all n group members,
saving bandwidth and requiring minimal resources. Clearly, the multicast commu-
nication model is more suitable for group applications. However, as discussed in
[RHO3, CS05], the multicast communication model lacks suitable levels of security in
the areas of confidentiality, authentication and access control. In particular, they
note that any multicast-enabled host can join a given multicast group and gain ac-
cess to the group communication. Before group-oriented applications are adapted
for multicast communication on a grand scale, cryptographers must address these
security issues.

The logical solution to provide secure group communication is to encrypt the
data packets with a shared group key known only by the legitimate members of the
multicast group. In this scenario, the problem becomes managing the group key in
order to provide confidentiality, authentication and access control from one session to
another.

In this chapter, we discuss the concept of group key management, a primary

component in the security of multicast architecture, and how it relates to group key
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agreement. In Section 2.1, we give a broad overview of key management in group
key establishment protocols. In Section 2.2, we narrow in on the class of group key
agreement protocols, as they are the primary focus of our work, and discuss issues
specific to group key agreement. We provide a literature survey consisting of some of
the more popular and creative group key agreement protocols in Section 2.3. This
survey serves as motivation for Chapter 5, where we’ll see how cryptographers applied
the concept of pairings to these models to produce fast, efficient and secure pairing-
based versions of these group key agreement protocols. Finally we summarize the

results of the chapter in Section 2.4.

2.1 Group Key Management

In this section, we investigate the idea of key management in group key establishment
protocols. We follow the presentation of Challal and Seba in [CS05], which is an
invaluable source on the topic of group key management, and discuss the necessary
concepts as defined by the authors. To begin, we outline the primary components of
group key management and discuss the structure of our multicast group in Section
2.1.1. We outline the particular security and quality of service goals of group key
management in Section 2.1.2 and look at a classification of the various types of group

key establishment protocols in Section 2.1.3.

2.1.1 Components of Group Key Management

Informally speaking, a group key management scheme involves a group of members
called receivers that are sent some encrypted data from a source member in a multicast
session. As previously mentioned, in order to ensure the security of the session, we
must address the issues of confidentiality, authentication and access control of group
members. In group key management schemes, these tasks are performed by the

Group Controller and the Key Server.

Multicast Group

The multicast group U consists of the receivers and the source member in the session.

Upon creation of the group, an initial key establishment protocol is used to produce
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the shared session key. As we are dealing with dynamic multicast groups, several
members may leave or join the multicast group thoughout its lifetime. To ensure
the confidentiality of previous sessions, we must rekey the group to establish a new
session key. Executing the initial key establishment protocol after a single member
joins the group can often induce high communication bandwidth and computational
costs for the group members. We may often like to execute auziliary key establishment

protocols that reduce the communication complexity of the rekey operation.

Group Controller

The Group Controller (GC) is a logical entity responsible for the access control of
group members and handling group membership changes. Before a member can join
the multicast group, they must be authenticated and given authorization by the GC.
Similarly, when a member leaves or is forcefully dismissed from the group, the GC
processes these requests and notifies the remaining group members. This process
ensures that only legitimate group members will be given access to group commu-
nication. As the role of the GC is largely administrative, group key establishment
protocols commonly assume the existence of a GC and focus on the more challenging

tasks of key management.

Key Server

The Key Server (KS) is a logical entity (such as an external entity or subset of group
members) responsible for updating and managing the secret keys of the group. These
keys are divided into two classes: Traffic Encryption Keys and Key Encryption Keys.

The Traffic Encryption Key ( TEK ) is the secret group key shared by all valid
members of the group. To ensure confidentiality, the source member encrypts the
message using the TEK and sends it to all receivers in the multicast session. Valid
. group members can then decrypt the message using the TEK and recover the original
message.

The Key Encryption Key (KEK;) is a unique secret key shared between each
valid group member U; and the KS.

After a membership change, the KS rekeys the multicast group by generating a

new TEK and distributing it to group members in a secure manner. A naive approach
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is to have the KS encrypt the new TEK using the TEK from the previous session.
However, we see that this does not provide confidentiality if a member leaves the
group. Another approach is to have the KS encrypt the new TEK for each member
U;, using their secret key K EK;. The group members can then decrypt the message
using their secret key K FK; to obtain the new TEK. However, this induces a heavy
computational load for the KS and drastically increases the length of the multicast
message, especially for large multicast groups. As one can see, rekeying a highly
dynamic multicast group in a manner that is computationally, communication and
storage efficient can prove to be a difficult task. The maintenance and distribution of

the TEKs and KEKs is a central role of group key management.

Remark 2.1 In many protocols, the roles of the GC and the KS may be performed
by a single entity or may be divided amongst different entities. For example, in the
identity-based setting, the private key generator (PKG) performs the KEK distrib-
ution tasks of the KS and assumes the role of the GC. However, the management
of TEK s is handled by some other entity, depending on the protocol. We discuss

identity-based protocols in more detail in Chapter 3.

2.1.2 Goals of Group Key Management

In this section, we discuss the particular goals of group key management in terms
of security, quality of service and overhead costs, as defined in [CS05]. We discuss
the security of a group key protocol in terms of two different types of adversaries.
A passive adversary can eavesdrop on messages sent between session participants,
including messages used to establish the group key and traffic encrypted with the
group key. An active adversary can eavesdrop on the traffic, but also disrupt the
communication by inserting, deleting or modifying the messages sent between session

participants.

Security

A secure group key protocol must satisfy all of the following requirements if it is

intended for multi-party applications.
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e Group Key Secrecy: A protocol provides group key secrecy if it is compu-

tationally infeasible for a passive adversary to determine the group key.

¢ Key Independence: A protocol is said to provide key independence (or known
session key security) if an adversary A in possession of a proper subset of session
keys K' C K cannot determine any other session key K € (K—-K'). Key
independence is the combination of forward secrecy, where an adversary A in
possession of a contiguous subset of past TEKs cannot determine subsequent
session keys, and backward secrecy, where an adversary .A in possession of a
contiguous subset of TEK's cannot determine past TEKs. However, throughout
this thesis, we will use the more common definition of forward secrecy, as given

in Section 2.2.1.

e Minimal Trust: A protocol should not place trust in a high number of entities.

Quality of Service

The following attributes deal with the quality of service attributes of the group key

protocol. These properties are desirable, but not necessarily required.

e 1-Affects-n: A protocol suffers from the 1-affects-n phenomenon when a single
membership change affects all group members. Many protocols require a rekey
of the TEK or K EKs and in some extreme cases, the execution of the original

group setup algorithm, in response to a inembership change.
e Single Point of Failure: A protocol suffers from a single point of failure when
the failure of one group entity causes the entire multicast session to collapse.

Overhead Costs

We would like the group key protocol to be computationally, communication and
storage efficient. In particular, we prefer that they do not induce high overhead

costs.

e Computation Overhead: A protocol has high computation overhead if it

induces a high computational load for either the key server or the group member.
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e Bandwidth Overhead: A protocol has high bandwidth overhead, when a rekey

operation requires the transmission of a high number of messages.

e Storage Overhead: A protocol has high storage overhead if it requires that

the key server or the group member store a high number of keys.

2.1.3 Classes of Group Key Management Protocols

In [CSO05], Challal and Seba provided a taxonomy of the most popular group key
management protocols at the time. The authors separate the protocols into two
basic classes: the common TEK class, in which all group members share the same
TEK, and the TEK per subgroup class, where the group is divided into subgroups,

each with their own separate TE'K, as seen in Figure 2.1.

Common TEK Class

The common T'EK class can be subdivided into smaller classes based on the manage-
ment of the shared TEK. These three subclasses are the centralized, decentralized

and distributed protocols.

Centralized Approach In the centralized common TEK approach, the KS is solely
responsible for the generation and distribution of the TEK. While this approach
reduces the computational load of the group members, the protocols often suffer

from performance bottlenecks and a single point of failure. In addition, placing all
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responsibilities of group key management on the KS makes this entity an attractive
target for attackers. We more commonly refer to this as the subclass of group key
distribution (GKD) protocols.

Decentralized Approach In the decentralized common TEK approach, the role
of the key server is divided amongst a hierarchy of key managers. These proto-
cols are mostly concerned with organization and administration issues of group key
management. The hierarchy of key managers helps to reduce bottlenecks and the
single point of failure, but introduces the problem of placing trust in a high number

of entities.

Distributed Approach In the distributed common TEK approach, the members
of the group collaborate to construct a group key. The distributed approach elim-
inates the role of the central key server, reducing bottlenecks and avoiding a single
point of failure, but increases the computational load of the group members. The
collaborative nature of these protocols assures each entity that no other entity can
predetermine the TEK or control the outcome of the TEK, ensﬁring key freshness.
Protocols from this subclass are more commonly called group key agreement (GKA)
protocols and are the central focus of our work.

On the boundary between GKD and GKA protocols, we find the computationally
asymmetric GKA protocols (or simply asymmetric GKA protocols). Though clumped
in with the GKA protocols in [CS05], this type of protocol combines the favourable
properties of GKD and GKA protocols, making it particularly noteworthy. In an
asymmetric GKA protocol, a group consisting of a stationary host, which we will
refer to as the group leader, and a cluster of client members, known as responders,
collaborate to produce the group TEK. Each group member contributes equally to
the group TEK , but most of the computational burden is shifted to the group leader.
However, we must be sure that they do not suffer from potential drawbacks associated
with the group leader, such as performance bottlenecks and single point of failure.

In order to ensure key independence, the common TEK class requires that a
new TEK be distributed following a membership change. As a result, many of
the protocols discussed above suffer from the 1-affects-n phenomenon and are not as

efficient as we would like. A solution to this problem is to arrange the group into a
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hierarchy of subgroups, each with their own separate T E K, which is the basis of the
TEK per subgroup class of protocol.

The TEK per Subgroup Class

In the TEK per subgroup class, the group members are divided into different sub-
groups, each with their own separate TEK. In order to send a message to the
entire group, it must encrypted for each subgroup individually using their subgroup
TEK. Using this approach, a membership change will only require a rekey of the
TEK for a single subgroup, rather than the entire group, reducing the effects of the
1-affects-n phenomenon to 1-affects-¢, where ¢ is the number of members in a given
subgroup. However, this introduces a new problem, as the data must be decrypted
and re-encrypted at the borders using each respective group’s TEK for inter-subgroup
communication. This approach requires an elected group leader from each subgroup
to perform decryption and re-encryption, increasing computational costs and requir-
ing that the group place trust in a high number of entities. Thus the potential gains
of the TEK per subgroup approach may be outweighed by these disadvantages.

2.2 Group Key Agreement

In this section, we elaborate on the concept of group key agreement. Group key agree-
ment is a central area of research in cryptography and consequently, many different
protocols satisfying many different properties have been proposed in the literature.
In Section 2.2.1, we discuss the security and contributory goals that are specific to
group key agreement. In Section 2.2.2, we define the formal communication and
security models used for group key agreement. These models will be used to prove

the security of our group key agreement protocols in Chapters 6 and 7.

2.2.1 Goals of Group Key Agreement

In general, we would like our protocol to satisfy the requirements of group key man-
agement as specified in Section 2.1.2. However, there are several goals that are
exclusive to the design of group key agreement protocols. We address these goals

in terms of security properties and contributory properties. For a more thorough
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discussion, we refer the reader to [AST98], which is an excellent source on the subject

of group key agreement.

Security Properties

The following security properties protect the GKA protocol from active adversaries
with some additional abilities. They are preferable, but not all necessarily essential

to the security of a group key agreement protocol.

e Implicit Key Authentication: A protocol is said to provide implicit key
authentication if a session participant is assured that only the intended par-
ticipants can possibly learn the value of the session key. In other words, no
external party can learn the value of the session key unless aided by a dishonest

session participant.

e Key Confirmation: A protocol is said to provide key confirmation if each
participant is assured that they have computed the same session key as all other
session participants. A protocol that provides both implicit key authentication

and key confirmation is said to provide explicit key authentication.

e Forward Secrecy: A protocol provides forward secrecy (or forward security),
not to be confused with the definition given in Section 2.1.2, if the disclosure of
the long-term private keys of one or more group members does not compromise
past session keys. To be thorough, we consider any key that is stored for an
extended period of time to be a long-term private key. We have the following

forms of forward secrecy, in order of increasing strength:

— Partial Forward Secrecy: A protocol provides partial forward secrecy if
the long-term private keys of one or more, but not all group members may

be disclosed without compromising past session keys.

— Perfect Forward Secrecy: A protocol provides perfect forward secrecy if
the long-term private keys of all group members may be disclosed without

compromising past session keys.

— TA Forward Secrecy: For protocols that require a trusted authority

(TA), we say the protocol provides TA forward secrecy if the long-term
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private key of the TA (and thus the long-term private keys of all group
members) may be disclosed without compromising past session keys. This
property is particularly applicable in the case of identity-based cryptosys-

tems, discussed in Chapter 5.

e Key Control Resilience: A protocol provides key control resilience if it is
not possible for any entity to predict the value of the session key or force the

session key to some predetermined value.

¢ Resilience to Man-in-the-Middle Attacks: A man-in-the-middle attack on
a key agreement protocol is an attack in which an active adversary F intercepts
the communication between entities A and B and modifies the messages so that
A and B share a session key with E, rather than with each other. To protect
against this type of attack, we must properly authenticate the contributions
of the entities A and B using a digital signature scheme, to be discussed in
Chapter 4.

e Unknown Key Share Resilience: An unknown key share attack on key
agreement protocols is an attack in which an entity A correctly believes that
she shares a session key with an entity B after the execution of the protocol,
while the entity B mistakenly believes that he shares the session key with some
other entity £ # A. A possible application of this attack is mentioned in
[Cho06]. Suppose Alice shares a session key with Bob, but Bob believes he
shares the key with Eve. We note that Eve may not have knowledge of the
session key. Alice encrypts some valuable information, such as an electronic
money transfer, to Bob using the key. Bob believes the encrypted message
is from Eve and thus Eve can claim credit for the money transfer. Kaliski

describes other ways in which an adversary may exploit this attack in [Kal01].

Contributory Properties

The following properties are specific to contributory group key agreement protocols.
A protocol is said to be contributory if each party contributes to the session key

equally, guaranteeing its freshness.
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e Group Integrity: A contributory protocol provides group integrity if each

party is assured of every other party’s participation.

¢ Verifiable Contributiveness: A contributory protocol is said to provide ver-
iftable contributiveness if each session participant is assured of all other par-
ticipants’ contributions to the session key. Clearly verifiable contributiveness
implies group integrity, since assurance of a participant’s contribution to the

key implies assurance of their participation in the session.

e Key Integrity: A contributory protocol is said to provide key integrity if each
participant is assured that the session key is a function of only the contributions

of valid participants.

2.2.2 Formal Model for Group Key Agreement

A common approach to proving the security of cryptographic protocols is to reduce the
security of the protocol to some well-known difficult problem in mathematics, thereby
requiring an adversary to solve this hard problem in order to break the protocol. The
most common security model for two party key establishment is the ideal hash model,
more commonly known as the random oracle model, proposed by Bellare and Rogaway
in [BR93]. Subsequent variations of this model were proposed by Bresson et al. in
[BR95, BPROO0], with a stronger model being proposed by Canetti and Krawczyk in
[CKO1]. For an analysis of the similarities and differences of these models, we refer
the reader to the PhD thesis of Choo in [ChoO08].

An oracle may be thought of as a theoretical black box that, upon input of some
chosen parameters, outputs a value in a single time step. As discussed in [KY03],
the random oracle model assumes the existence of some public random function, or
random oracle, that may be accessed by all participants, including the adversary.
The random oracle responds with a truly random value for each new query that is
asked, in that it does not reveal any information about the query, and responds with
an identical value if that same query is asked again later. The security reduction in
this model ultimately depends on the existence of these random oracles.

In recent years, some cryptographers have questioned the validity of security

proofs in the random oracle model, as the proofs do not indicate how the random
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oracle will be instantiated in the real world. @ Most often, the random oracle is
implemented using a cryptographic hash function, which is a one-way function that
maps a message of arbitrary length to a fixed length hash value in such a way that it
is infeasible to find two messages that produce the same hash value. We note that
the design of practical and secure cryptographic hash functions is an area of ongoing
research. In particular, the US National Institute of Standards and Technology
(NIST) has recently held an open competition for a new cryptographic hash function
to replace the older SHA-1 and SHA-2 hash functions. For more information, we
refer the reader to [NIS07].

However, standard hash functions do not behave like random oracles and thus
an adversary could exploit some weakness or specific feature of the hash function to
attack the protocol. This means that the adversary can distinguish between the hash
function and the random oracle in the security proof. As a result, some cryptographers
have designed their protocols so that they may be proven secure in a stronger model
that requires fewer assumptions, known as the standard model.

A security proof in the standard model does not rely on the existence of random
oracles. While the standard model provides a more realistic environment for secu-
rity analysis, it is generally accepted that the random oracle model still provides a
strong heuristic argument for the security of cryptographic protocol. As stated by
Pointcheval in [CCD'05, §4.2.4], “...no one has ever been able to provide a convincing
contradiction to its practical validity, but just theoretical counter-examples on either
clearly wrong designs for practical purpose, or artificial security notions. Therefore,
this model has been strongly accepted by the community, and is considered as a good
one, in which security analyses give a good taste of the actual security level.”

In this section, we present the model of Bresson et al. from [BCPQO1], adapted
from the two-party key establishment model of [BPR00], which is the conventional
model for authenticated group key establishment and has been widely used to prove
the security of GKA protocols, as in [BN03, KLL04, BAA*07]. We use this model

to prove the security of our protocols in Chapters 6 and 7.
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Group Communication Model

We assume that there is a fixed set of potential participants U = {Up, Uy, ..., Uy},
where the number of users is polynomial in the security parameter £. Each user U; €
U is associated with a unique identity ID; € {0,1}*. We allow a user to execute the
protocol several times with different users. The model accounts for this by allowing
different instances of a user, known as oracles, involved in distinct, but possibly
concurrent, executions of the protocol. We denote instance « of a user U; as II* with
a € N. We refer to a participant in general as user U and denote the of* instance
by IIg. Before the protocol is executed for the first time, the KS runs some key
generation algorithm G(1¢) and distributes long-term public/private key pairs to each
user. We note that the public key set of all users is known by all parties, including
the adversary.

We assume that every message is broadcasted to all users in the session. As a
result, we define the notion of partnering as it is given in [BCPQO01], using session
IDs and partner IDs. A session ID for an oracle I is denoted sidg; and is equal to
the concatenation of all messages that are sent and received by instance II7 in the
execution of the protocol. A partner ID for an oracle IT§ is denoted pid}; and consists
of the identities of all the users establishing a key in the ot* session. We say that

oracles II* and Hjﬁ are partnered if, and only if, sidy = sidf and pid]’ = pidf .

Adversarial Model

The standard approach to proving the security of a cryptographic protocol is to prove
that an adversary has no advantage in breaking a simulation of the protocol. In
the two-party setting of [BR93, BPR00, CK01], we define the simulation in terms of
a “security game” between an adversary and a challenger. However, since we are
working in a group setting, as in [BCPQO01], we define the simulation in terms of a
game between an adversary A and an infinite set of oracles {II5}, U € i and @ € N.
The general concept behind this approach is as follows: the oracles (or challenger in
the two-party case) run the protocol simulation for the adversary; the oracles embed
some hard mathematical problem into the simulation so that the adversary must suc-
cessfully solve the hard problem in order to break the protocol; if at any point, the

adversary realizes that she is experiencing a simulation and not the real world execu-
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tion of the protocol, the game aborts and the adversary wins; otherwise, we reduce
the adversary’s advantage in breaking the protocol to the adversary’s advantage in
solving the problem.

In the simulation, we allow the adversary to control all communication between
instances of users. Since we want our simulation to be as close to the real world as
possible, we allow the adversary to have certain capabilities that correspond to real
world abilities or attacks. We model these capabilities by allowing the adversary to
issue the following queries (discussed in [BCPQO01, KY03, Cho06]) to the oracles:

Send(II5, M) The Send query sends the message M to instance o of user U and
returns the response generated by the oracle. The message M =%“init” indi-
cates that user U should initiate the protocol. For protocols in which members
assume different roles, the message M = “init || role” indicates that user U

should initiate the protocol for the specified role.

The Send query models the adversary’s ability to make an instance run the
protocol normally. This captures the adversary’s ability to perform active
attacks by modifying or inserting messages during the execution of the protocol,

allowing for man-in-the-middle or impersonation attacks.

Execute(U;,, ..., U;,) The Execute query executes the protocol for a group of users
{Ui,, .., U;, }, chosen by the adversary, and returns the transcript of the execu-

tion.

The Execute query models a passive adversary’s ability to eavesdrop on an

execution of the protocol.
Reveal(II) If oracle II7 has accepted the session, it returns the session key K.

The Reveal query models attacks which reveal the group session key and can be
used to capture the idea of key independence (see Section 2.1.2) in the security

model.

Corrupt(U) The Corrupt query returns the private key of user U, but does not reveal

any internal data of any instance of U.
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The Corrupt query models adversary attacks which reveal the long-term private
key of a user U € U. As mentioned in {Cho06], this query captures the notion
of unknown key share and insider attacks. Furthermore, this query can be used
to model forward secrecy in the protocol, depending on when the adversary may

issue the query in the security game.

Test(/I7) The Test query generates a random bit b € {0,1}; if b = 1, oracle II
returns the session key K to the adversary and if b = 0 it returns a random

session key.

The Test query is the only query that does not correspond to any real world
event or capture any capabilities of the adversary. This query models the
semantic security of a session key. The adversary may only ask this query one

time throughout the simulation.

The security model allows for both passive and active adversaries {see Section
2.1.2). A passive adversary is given access to the Execute, Reveal, Corrupt and Test
queries. An active adversary is additionally given access to the Send query. We note
that the Execute query can be simulated through multiple calls to the Send query.

Before describing the security game in detail, we consider the following definition.

Definition 2.1 An oracle II* is said to be fresh (or hold a fresh session key K ) if
it satisfies the following properties:

(i) Oracle II* has accepted the session key K and the adversary did not issue the
queries Reveal(II%) or Reveal(ﬂf ) for any oracle Hf partnered with II%.

(ii) The adversary has not issued a Corrupt query before a Send(II2, *) or Send(ﬂf )
query, for any oracle Hf partnered with II*.

Security Game The security of a protocol P is defined in terms of the following
game between the adversary A and an infinite set of oracles {/I5}, for U € U

and a € N:

Phase 1: The adversary A issues queries to the challenger. Afterwards, .4

issues the Test query on a fresh oracle II”.
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Challenge: The challenger C responds with the session key K as per the Test
query.
Phase 2: A continues to query the oracles, but may not issue the Reveal query

for oracle /I or any oracle Ujﬁ partnered with II%.

Response: The adversary outputs a guess b’ as to the value of the bit 5. The

adversary wins the game if ' = b.

We measure the adversary’s advantage in the security game by her ability to
distinguish between the session key and a random value. The advantage of A in

attacking P is defined as
Advap(l) =12 -Pr[t) =b] - 1]

for the security parameter £. Given this definition, we can formally define the notion

of secure authenticated group key agreement.

Definition 2.2 We say that a protocol P is a secure authenticated group key agree-

ment (AGKA) protocol if it satisfies the following properties:

(i) Validity: Partner oracles II* and Ujﬁ accept the same session key in the presence

of a passive adversary A.

(ii) Indistinguishability: The advantage Adv 4 p(£) of any probabilistic polynomial
time (PPT) active adversary A is negligible.

Remark 2.2 We say that an algorithm is a polynomial time algorithm if its run-
ning time s bounded by a polynomial in the size of the input parameters. While
some algorithms output a unique value for each set of input parameters, probabilistic
algorithms may perform coin tosses in the computation of the output, which may not
necessarily be unique. A probabilistic polynomial time algorithm is a probabilistic
algorithm whose expected running time (as averaged over all coin tosses) is bounded
by a polynomial in the size of the input parameters. For more information, we refer
the reader to [Pom97].
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We will use the security game simulation approach described in this section to
define the security model for encryption schemes in Section 3.3.2, signature schemes
in Section 4.1.2 and signcryption schemes in Section 4.3.4. Furthermore, we use
the group key agreement security model presented here to prove the security of the

protocols proposed in Chapters 6 and 7.

2.3 A Survey of Group Key Agreement Protocols

The Diffie-Hellman (DH) key exchange protocol, proposed by Diffie and Hellman in
[DHT76], was a pioneering development in public key cryptography, allowing Alice
and Bob to agree upon a shared session key without the use of a secure channel of
communication. Many of the prominent group key agreement protocols from the
literature are based on the now classic DH key exchange protocol. In this section, we
provide a brief literature survey of what we deem to be some of the most influential
and creative group key agreement protocols, as the basic structure of these protocols
have been adopted by several other protocols from the literature.

In Section 2.3.1, we establish the notation used throughout the section and define
the security problems which serve as the basis for the cryptographic protocols. In
Section 2.3.2, we give a short summary of the DH key exchange protocol to provide
the necessary background for the unfamiliar reader. For the remainder of the section,
we provide a detailed examination of some of the more popular group key agreement
protocols, several of which are included in the survey of Distributed Common TEK
protocols in [RH03, CS05]. In particular, we look at the Group Diffie-Hellman proto-
col from [STW96] in Section 2.3.3, the Tree-based Group Diffie-Hellman protocol from
[KPTO00] in Section 2.3.4, the Burmester-Desmedt protocol from [BD94] in Section
2.3.5, the Conference Key Agreement protocol from [Boy97, BNO3] in Section 2.3.6
and the Asymmetric Group Diffie-Hellman protocol from [BAA*07] in Section 2.3.7.
This investigation will be helpful in Chapter 5, where we’ll see how cryptographers

applied pairings to produce new versions of several of these GKA protocols.
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2.3.1 Preliminary Definitions

Throughout the rest of this thesis, we let G be a cyclic group of prime order ¢
with generator g and for any group G (either additive or multiplicative), we let G*
denote the set obtained by removing the identity element from G. For example,
Z, = {0,1,2,...,q — 1} is a group under addition modulo ¢ and Z; denotes the set
{1,2,...,g— 1}, which is a group of order ¢ — 1 under multiplication modulo ¢ since q
is prime. Furthermore, we use the notation x €z G to denote that the element x is
chosen randomly from the set of elements in G. We use this notation to express the

following definitions.

Definition 2.3 Suppose G is a cyclic group of prime order q with generator g. That
is, for each h € G, there exists some x € Z, such that h = ¢*. Given g,¢"° € G* for

some T €p Z;, the discrete logarithm problem (DLP) is to determine .

Definition 2.4 Suppose G is a cyclic group of prime order q with generator g. Given
9,9%,9¢ € G for some x,y €p Z;, the (computational) Diffie-Hellman problem
(DHP) is to determine g*¥.

Definition 2.5 Suppose G is a cyclic group of prime order q with generator g. Given

9,9%,9%,9° € G* for some x,y,z €g Z), the Decisional Diffie-Hellman problem

a7
(DDHP) is to distinguish between the tuples (g, g%, g¥,9™) and (g, g%, ¢¢, 9*).

It is understood that these are hard problems in mathematics for the average
case, by which we mean that there exists no polynomial time algorithm that can
solve the problem with non-negligible probability on random inputs. Consequently,
they serve as the basis for many cryptosystems, including all of the group key agree-
ment protocols in this literature survey, with the exception of the Conference Key
Agreement protocol of Section 2.3.6.

Finally, as commonly practiced in the literature, we use the term hash function
to refer to a cryptographic hash function and we will not concern ourselves with
the issue of existence of these functions or their specific implementations in practical

applications.
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2.3.2 The Diffie-Hellman Key Exchange Protocol

Overview

Suppose we have the public parameters (G, g, q) for which the DLP is hard. Alice

and Bob execute the DH key exchange protocol in a single round as follows:

1. Alice chooses a €r Z; and computes A = g% The value A serves as Alice’s
public key, while a is her private key. Similarly, Bob chooses b € Z; and
computes B = g° to obtain the public/private key pair (B, b).

2. Alice sends her public key A to Bob, while Bob sends his public key B to Alice.

3. Upon receiving B from Bob, Alice computes B* = ¢?°. Similarly, Bob computes

A® = g%, Alice and Bob now share the secret key K = g®.

In order to compute the shared secret key K, an adversary Eve must recover the
private key of either Alice or Bob, thus computing a from ¢° or b from ¢°, or compute
K directly using the public tuple (g, g%, g°). We see that these methods correspond
to the solving the DLP and DHP respectively, and, assuming that these problems are

intractable, it is infeasible for Eve to recover K.

The MQYV Protocol

We note that the original DH key exchange does not address the issue of authentication
and is vulnerable to a man-in-the-middle attack. In [LMQ*98, LMQ'103|, Law et
al. proposed an efficient authenticated key agreement protocol, known as the MQV
protocol, based on the DH key exchange. The general idea is that Alice and Bob have
respective long-term public/private key pairs (A, a) and (B, b), as in the original DH
key exchange, and also choose ephemeral public/private key pairs (X, z) and (Y, y),
respectively, where X = ¢® and Y = g¢¥ for z,y €g Z;. Using the long-term and

ephemeral keys, Alice and Bob compute the session key as

K= (Y- Be)(z+ad) =(X- Ad)(y+be) _ g(z+da)(y+be),

where d is a function of z and e is a function of y. For simplicity, we leave out specific

details of the protocol, including discussion of the computation of d and e and the
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cofactor h, and refer the reader to [LMQ198, LMQ'03] for more information.

The ingenuity of the MQV protocol lies in the use of long-term and ephemeral
secrets in the computation of the session key. This allows the protocol to provide au-
thentication without increasing the communication costs of the original DH protocol.
In addition, the MQV protocol provides partial forward secrecy, since the disclosure
of the long-term private key of either party, but not both, does not compromise the
session key.

For each of the remaining protocols, we assume that a group of n > 2 members,
U = {Uy,...,U,} wish to agree upon a shared session key. With the exception of
the protocol from 2.3.6, each protocol extends the DH key exchange to n parties by
arranging the members in some unique structure. For simplicity, we do not address

the issue of authentication for these DH-based protocols.

2.3.3 The Group Diffie-Hellman Protocol
Overview

The Group Diffie-Hellman (GDH) protocol, proposed by Steiner et al. in [STW96]
extends the two party Diffie-Hellman key exchange to an n-party group by arranging
the members in a ring structure, similar to the Ingemarsson et al. protocol from
[ITW82]. In the protocol, we use the term cardinal value (not to be confused with
cardinal numbers used to measure the size of a set) as given in {RH03, CS05], to refer
to the last element of the set.

Each member chooses an ephemeral value k; €g Z;‘. Member U; computes
g* and sends {g,¢*'} to Us. Member U, raises these intermediate values to his

k1 gkik2} to Us. Continuing in this manner, each

secret exponent ko and sends {g*2, g
member U, receives a set of intermediate values from U;_;, containing the cardinal
value g¥ik2--ki-1 Member U; generates a new set by raising all previous intermediate

kika.-ki-1 of the previous set

values to his exponent k; and entering the cardinal value g
in the position just before the current cardinal value gkik2--ki-1ki Member U; then
sends this new set to U;;;. The last member U, receives a set from U,_; and raises
all values to his exponent k, to generate a new set. The cardinal value of this set
is the group key K = gt1k2-*»_ Member U,, broadcasts the new set of intermediate

values (excluding the group key) to the remaining group members. Upon receiving
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this new set, each member U; extracts the i** intermediate value and raises it to his
secret exponent k; to obtain the shared session key, K. We present an example to

further clarify this protocol.

Example

Suppose we have a group of 4 members, U = {Us,...,Us}. Each group member U;

chooses a value k; €g Z; .

1. Member U, sends {g, g*'} to Us.
2. Member U, sends {g*?, g*, g¥*2} to Us.
3. Member U; sends {gk2ks, ghiks ghike gkikaks} ¢o [,

4. Member U, computes {gk2ksks gkikska ghikeka gkikaks gkikakska} and retrieves the
key K = gkikekske,

5. Member U, broadcasts {gh2ksks ghiksks gkikaks gkik2ks} 6 the remaining group

members.

6. Each member U; extracts the :** value and raises it to their k; to compute the
key. For example, member U, extracts the 2°¢ value gF*%3%¢ and raises it to ks

to compute the key K = gkikzkske,

Analysis

In the Ingemarsson et al. protocol, a member U; receives a value from U;_;, raises
it to the exponent k; and then passes it along to U;1;. To obtain the group key
K = g*i*2-#» the protocol requires n — 1 rounds, in which each member performs
1 exponentiation and sends 1 unicast message, for a total of n exponentiations per
member and a group total of n(n — 1) unicast messages. The GDH protocol reduces
the computational and communication complexity of the Ingemarsson et al. protocol
by having member Uj raise the set of contributions received from U;_; to the exponent
k; and sending this set, along with his own contribution, to member U; ;. While the
GDH protocol requires an extra round of communication (for n rounds in total), it

requires only n broadcast and n — 1 unicast messages in total and each member to
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compute at most n, but as little as 2 exponentiations, depending on their position in
the ring.

While the GDH protocol offers a number of improvements over the Ingemarsson et
al. protocol, both fail to provide forward and backward secrecy without re-executing
the inital key agreement protocol and are thus unsuitable for dynamic broadcast

groups.

2.3.4 The Tree-based Group Diffie-Hellman Protocol
Overview

The Tree-based Group Diffie-Hellman (TGDH) protocol was proposed by Kim et al.
in [KPT00, KPT04] as a variant of the skinny tree (STR) protocol [SSDW90, KPTO01].
The protocol extends the classic two-party Diffie-Hellman key exchange protocol to a
group of n parties by arranging the group members into a balanced binary tree, with
each member associated with a leaf of the tree. Each non-root node i of the tree is
associated with a secret key k; and a public blinded key bk; = g*i, as seen in Figure
2.2. The root node is associated with the group TEK. The group TEK is built

recursively from the bottom up, with each secret node key given by
ki _ (bkleft(i))kright(i) — (bkright(i))kleft(i) — gkleft(i)kright(i)’ (2.31)

where left(i) and right(i) represent the left and right child nodes of the " node.
Each member in the group knows the secret node keys along the path from his own

leaf node to the root node, known as the member’s key path.

We note that Equation (2.3.1) used to compute the secret node keys is simply
the DH key exchange protocol. As a result, we must have bkies: (), bkrignsiy € G (ice.
blinded keys correspond to elements of G) and kies:(:), krightiy € Z; (i.e. secret node
keys correspond to elements of ZX). However, using Equation (2.3.1) to compute
the secret node key, we obtain an element of G rather than Z;, which introduces a
problem whenever G #Zy. As a solution, we use some hash function H : G —Z7 in
our computations whenever the input secret node key corresponds to an element of

G. For example, we would have blinded keys bkp = gH©"*?) and bkgy = gH@™"),



2.3. A Survey of Group Key Agreement Protocols 28

Key Tree Blinded Key Tree

Figure 2.2: TGDH Key Trees

rather than g9 and ¢9*™, in Figure 2.2.

For simplicity, we explain how the protocol works with the following example.

Example

Suppose we have a group of 4 members, Y = {Uy,...,Us}. Each group member U;
chooses a value k; €r Z;. The members compute the secret key and blinded key

trees from Figure 2.2 as follows:

1. Each member U; computes and broadcasts their blinded key bk; = g*:.

2. Member U, receives bk; = ¢* from U, and computes ky; = (gk?)lcl = ghke
using (2.3.1). Similarly, member U; computes ki = (gkl)kz. Of {Uy, U,},
the member associated with the left-most child node (i.e. U;) computes and
broadcasts the blinded key bkip = ¢#@"™®).  Similarly, members Uz and Uy

compute kss and Us broadcasts bkzs = gH@"™).

3. Members U; and U, receive bkzy = ¢#©9"") from Us and compute the group
TEK as

) H(gk1%2) _ gH(gk1k2 )-H(g*3¥%4)

K = (bksa)6™™) = (gH("k““)

Members Uz and Uy compute the group TEK similarly, using bkq, and kas4.
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Analysis

By arranging the group members in the GDH protocol into a tree structure, the
authors were able to reduce the key calculations from O(n) to O(logyn). Assuming
that n members are arranged in a balanced binary tree, the initial key agreement
protocol requires a total of 2n — 2 broadcast messages, sent throughout - rounds,
where h = [log,n] is the height of the tree. In addition, the unique structure of the
protocol allows for reduced communication and computational costs in auxiliary key
agreement. Indeed, Kim et al. propose different auxiliary key agreement protocols
for join, leave, multiple join and multiple leave operations with varying costs. For
more information, we refer the reader to [KPT04].

Finally, we note that the TGDH protocol does not consider key authentication,
but rather assumes that all messages are signed using some secure public key signature

scheme.

2.3.5 The Burmester-Desmedt Protocol

Overview

In [BD94], Burmester and Desmedt proposed an efficient GKA protocol based on
the DH key exchange, which we call the BD protocol. The BD protocol runs in the

following two rounds:

Round 1 Each member U; €U chooses k; €gr Z;‘ and broadcasts Z; = gki.

Round 2 Upon receiving Z;_; and Z;4; from U;_, and U,,,;, respectively, each U;
broadcasts X; = (Z;41/Z;_1)".

Key Computation Each member U; can now compute the shared secret key

n—1

Ki = (Zie)™ - T X[ Frmodn "

=0

_ nk; yn—1yn—2 1 0
= (Zi-)™" X7 X X o X
gklkz+k2k3+--.+kn—1kn+knk1



2.3. A Survey of Group Key Agreement Protocols 30

We illustrate the correctness of the key computation phase with the following

example.

Example

Suppose we have a group of 4 members U = {Uy, ...,Us}. Each member U; chooses

a value k; €g Z;. Member U, computes the final session key as

Ky = (Z)%.X3 X3 X,

= (Zy)%. (%)3’” | (g)z’c | (%>k

_ ko g3k2 k3 92k3k4 gk4k1
=9 ) g3kik2 ' g2k2ks ) gFaka
B g4k1k2 g3k2k3 g2k3k4 ”
T gFkr  gkaks | ghaks "9

— gklkz . gkzks . gk3k4 . gk4k1

— gk1k2+k2k3+k3k4 thak1

One can easily verify that members U;, Uz and U, compute the same session key.

Analysis

Although this protocol is quite computationally efficient, each member is required to
send 2 broadcast messages for key agreement, for a total of 2n broadcast messages.
In addition, since there are no protocols for auxiliary key agreement, the initial key
agreement protocol must be executed fol