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ABSTRACT

The popularity of the Internet and cellular networks in recent years has led to widespread
use of these networks for data dissemination. Advancements in wireless communications
networks like Long Term Evolution (LTE) and 5G networks indicate a trend towards higher
speed mobile networks accessed by users with increasingly sophisticated mobile devices.
These advancements do not include the means for users to leverage increased wireless network
transmission rates by disseminating heterogeneous data. The ability to share heterogeneous
data entirely through mobile networks illustrates a communications methodology where end
users determine what data will be shared with no limitations based on content. Advances in
this domain have introduced many aspects of this methodology on a global scale but have
not addressed how heterogeneous data can be defined and distributed by end users.

This thesis proposes a communications architecture for the dissemination of heteroge-
neous data in real-time. The implementation of this communications architecture is based
on the IP Multimedia Subsystem (IMS) [90] and proposes modifications to the Session Ini-
tiation Protocol (SIP) [98] to permit the distribution of heterogeneous data through syn-
chronous and asynchronous data transmission. A communications protocol is introduced
defining a broker, data consumers, data producers and a message format. Algorithms for
session management and packet processing are provided in an embedded system called the
Reconfigurable Multimedia Collaborative System (RMCS) [58]. Results for the communica-
tions architecture demonstrate the successful generation and transmission of heterogeneous
data in real-time using the proposed modifications to SIP. The successful operation of packet
generation algorithms and related functions in hardware is also provided to demonstrate the
means through which this architecture could be provided through hardware for optimal

performance and to facilitate its implementation into mobile devices.
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Chapter 1

Introduction

1.1 Motivation

As Internet usage has increased in recent years, the dissemination of heterogeneous data
across public networks has become increasingly commonplace. Heterogeneous data may
be disseminated between a diverse collection of data producers and data consumers across
multiple networks. Personal computers (PCs) were traditionally used to consume and pro-
duce data through the Internet using the Transmission Control Protocol (TCP) or the User
Datagram Protocol (UDP). New technologies have emerged as the popularity of data dissem-
ination has increased. Autonomous robotic systems and unmanned aerial vehicles (UAVs)
are used in industrial applications and research projects to produce data. Increased dissem-
ination of heterogeneous data has been a contributing factor to the increased popularity of
big data. Big data is a term used to describe a collection of data sufficiently large and com-
plex that data management and processing are difficult with traditional methods. Numerous
technical challenges exist in the domain of big data due to the complex and diverse nature
of the data collected including data acquisition, storage, transfer and analysis. Furthermore,
the widespread popularity of mobile networks has lead to the extensive use of smart phones
and tablet computers as data consumption devices. As new technologies have emerged to fa-
cilitate network-based data dissemination, no single solution has been developed accounting
for the heterogeneity of data producers, data consumers and networks.

A well known approach for the dissemination of real-time data between multiple parties is
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Figure 1.1: Middleware Connecting Data Producers and Data Consumers.

illustrated in Fig. 1.1. Data consumers are connected to data sources through a middleware
application. This middleware application provides the means for each data producer and data
consumer to exchange data across a network and potentially other services. Data consumers
are connected directly to the middleware while data producers are connected through servers
that must be properly configured to accept requests through the middleware and generate
responses. Middleware architectures implementing a strict client/server methodology do
not decouple data producers from their servers and do not permit real-time data requests
based on content. Therefore publish/subscribe mechanisms are often implemented through
a proxy to decouple all data consumers and data producers from their connection points.
This approach to data dissemination does not permit the dissemination of real-time data
from mobile data producers.

The Data Distribution Service (DDS) [83] is a specification for distributed systems per-
mitting the data available from data producers to be published in the network so subscrip-
tions may be created through data consumers for real-time data. Additional services are
provided through DDS including data definition, message addressing, message delivery and
flow control. All the facilities required to disseminate real-time data are provided through

DDS but no mechanisms are defined for mobile network integration or for mobile data pro-
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ducers.

Mobile networks have become increasingly sophisticated in recent years. 3G networks
provide support for multimedia services while transmitting data at peak throughput of 3.1
Mbps and 700 Kbps for digital broadband and packet data respectively. 3.5G networks have
an increased peak throughput of 14.4Mbps. Throughput rates are sufficiently increased in
modern 4G networks to permit high definition streaming with peak rates of 100 - 300 Mbps.
The trend of increased throughput in mobile networks is expected to increased with 5G
networks in the future with the potential of peak rates in the range of gigabits per second.
Increased throughput and new multimedia streaming services in mobile networks will provide
the means to transmit large amounts of heterogeneous data between data consumers and
data producers in real-time.

Content networks [22] are a collection of overlays to improve delivery and service provi-
sioning for all Internet-based content through the use of web caches, content adaptation and
other facilities. The integration of content networks and mobile networking technologies is
illustrated in Fig. 1.2.

The combination of content networks and middleware based solutions do not permit all
possible data producers and data consumers to be integrated across the Internet and mobile
networks for heterogeneous data dissemination. The primary motivation of this thesis is to

introduce a communications architecture integrating heterogeneous data producers and data
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tion.

consumers across the Internet and mobile networks. Such an architecture would provide the
communications infrastructure necessary to exchange all types of data in real-time. A high
level description of this architecture is given in Fig. 1.3.

In contrast with the approach used by traditional networks, the proposed architecture
would permit the definition and transmission of arbitrarily defined data for consumption
by any device connected to the Internet or a mobile network. Where content networks are
used primarily to make existing data more readily available to existing users, this architecture
would make it possible to make data previously unavailable for transmission across these me-
dia in as ubiquitous a manner by providing the means to define and transmit heterogeneous

data in real-time and making them part of the communications network infrastructure.

1.2 A Brief Review

The increased use of mobile networks in recent years has led to numerous development efforts

to integrate them with IP networks for service deployment and integration. A framework
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integrating these networks could leverage the existing infrastructure of IP networks across
the world to provide several domains of convergence to any individual with a communications
device using a cellular network of their choice. The IP Multimedia Subsystem (IMS) has
emerged as a widespread approach to combine fixed and mobile networks to enhance the
functionality available to users through their mobile devices.

IMS is an architecture for the convergence of mobile and fixed networks permitting the
convergence of audio, video and text based data on those networks [90]. From the perspective
of a mobile device user, the convergence provided through IMS allows for the delivery of a
fully customized user experience from multiple locations and devices. Users registered with
an IMS network will gain access to all their services at the same time. Those services include
push to talk, voice and video communications, instant messaging, online gaming and presence
which allows them to communicate their status to other users available on the network. An
efficient and robust implementation of the IMS communications mechanisms is necessary to
access all these services and others at the same time with one device. Such mechanisms
are traditionally implemented in software and deployed on communications devices. If the
necessary IMS communications protocols were deployed through hardware, IMS operations
could be performed more efficiently and be easily integrated into mobile devices.

Numerous networks exist providing backbone type services like PSTN, PLMN, and IP
networks. Each one of these networks provides access to users through specific communi-
cations protocols. Various wireless networks also exist but are not compatible with wired,
backbone networks. IMS effectively combines all these networks into a unified core network
through which end users may gain access through multiple devices as shown in Fig. 1.4.

The network convergence achieved through IMS permits the convergence of end user de-
vices to access a unified core network through any device accessible to an individual network.
The services provided on each of the individual networks can all be accessed directly through
IMS. Therefore, users have unprecedented customization options to combine elements of sev-
eral services to meet their needs using an embedded device.

IMS provides the mechanisms for users to publish their presence to other individuals
and subscribe to the presence of others. Presence may be defined as the dynamic profile

of an individual. Users wishing to transmit updates to their presence to others may write
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their updating profile to a presence server which is broadcast to individuals to have created
successful subscriptions to this information. Individuals subscribing to the presence of several
individuals may write a friend list to a Resource List Server (RLS) and subscribe to the entire
list. Other types of data may be written to an RLS including access policy for the individuals
publishing their presence and presence management so perform tasks like transmitting a
default presence value when a user is offline.

IMS is based on a wide range of protocols developed substantially through the Internet
Engineering Task Force (IETF). IMS is based substantially on the Session Initiation Protocol
(SIP) and Session Description Protocol (SDP). SIP is a protocol used to establish, modify
and terminate sessions between two users for point-to-point communications. Only one type
of data can be exchanged during a single session. Therefore, users who want to exchange
different types of data simultaneously would require multiple sessions for data transmission
and other mechanisms to synchronize data as required. Session information is described with
SDP and it is passed in the payload of a SIP packet. SIP features that may be used directly

for mobile sensor network communication include the following:

e Portability: The location of an end user may be changed while using a single identifier.
Users may use this feature to seamlessly change their location if they must quickly

monitor a mobile sensor network from another device.

e Subscription: A user may wish to initiate asynchronous data exchange for the purpose



CHAPTER 1. INTRODUCTION 7

of receiving automatic updates when certain occur. Subscriptions remove the need
to continuously perform synchronous requests when real-time updates would be more
suitable. This feature permits users to receive updates when a mobile sensor network

or its corresponding environment have changed.

Numerous extensions have been developed for SIP to provide features related to dis-
tributed communications. Extensions that can be used in the control of mobile sensor net-

works include the following:

e Instant Messaging: An extension exists allowing users to transmit a text based message
to another individual without requiring a session. This feature permits synchronous

data exchange between a mobile sensor network and its clients.

e Notification: An extension exists allowing users to notify subscribed participants of
changes through a subscription using an arbitrary data format. This feature was used

in SIP to permit the transmission of presence updates.

The presence service available in IMS through SIP and various servers provides the ba-
sic mechanisms for users to transmit asynchronous information through subscriptions and
write configuration information in the network to request data from groups of users. These
features present the basic mechanisms to transmit data from a group of data producers to
data consumers. However these features are provided through an address based perspective
and do not permit end users to publish or request data based on the description of content.
Customized data types required for data producers cannot be defined using the presence ser-
vice of IMS. Therefore no mechanisms are available for an end user to publish heterogeneous
data. End users may subscribe to the presence of several individuals but may not subscribe
to a subset of data defined across a set of end users. Furthermore, no mechanisms exist for
end users to request the subset of an individual’s presence but it would be necessary for a
data consumer to request a subset of data from a data producer.

Custom applications can be integrated into IMS to provide functionality that would
otherwise not be available. However the communications protocols used in IMS limit the

types of data that can be disseminated. Therefore, heterogeneous data dissemination cannot
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be provided through IMS using its existing facilities. Additionally, custom applications
cannot be implemented in a distributed manner so the distribution of data from mobile data
producers is not possible.

Where there has been some work in establishing communications platforms for sharing
real-time data, primarily in the domain of sensor networks, there has been extremely limited
work done in this domain as it relates to mobile networks. The increasing popularity of these
devices and growing capacity of their networks presents an opportunity for a global middle-
ware solution where individuals can define and share completely heterogeneous information
with the ability to request any global subset of information and dictate how their data can be
shared with no discernible delay. The absence of these features in communications networks,

particularly mobile networks, present the basis of the contribution for this thesis.

1.3 Contributions

The contribution of this thesis is the introduction of a communications architecture to dis-
seminate heterogeneous data in real-time across divergent networks. This contribution is
made through the design and development of different algorithms and protocols to facilitate
the transmission of heterogeneous data through IMS networks. Algorithms were developed
to permit the dissemination of heterogeneous data using synchronous and asynchronous
communication. A communications protocol was designed and implemented permitting par-
ticipants to transmit and request an arbitrary subset of heterogeneous data available in the
network. This protocol also provides the means for the asynchronous distribution of hetero-
geneous data availability. An FPGA-based system is used to transmit and receive data using

SIP to ensure that heterogeneous data may be sent through IMS networks in real-time.

1.4 Thesis Outline

Chapter 2 is the literature overview which provides a detailed description of relevant is-
sues and research pertaining to the dissemination of data between data producers and data

consumers. Important issues and common communications frameworks for data dissemina-
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tion are identified and contributions in this field are summarized to describe the problem
addressed by the contributions of this thesis.

Chapter 3 provides a high level description of the communications architecture. The
high level description includes requirements, specifications and the identification of the com-
ponents required for data dissemination. IMS and SIP are described in detail to provide
justification for their use as the communications framework of the architecture.

Chapter 4 describes the data dissemination requirements for the communications architec-
ture. Session management features are identified to illustrate how application level sessions
are mapped to the sessions of the communications protocol of the architecture. Numerous
use cases are defined to illustrate the functionality of the architecture in all circumstances
identified for real-time heterogeneous data dissemination.

Chapter 5 describes the protocol required for the communications architecture. The
protocol defines a data consumer, data producer and the broker as data dissemination com-
ponents. Algorithms and sub system components are illustrated in significant detail using
finite state machines and architectural diagrams. Message formats are provided describing
the requests, responses and alerts defined for heterogeneous data dissemination.

Chapter 6 defines the communications framework used to exchange data between all
components in the architecture. This chapter describes how the high level protocol defined
in the previous chapter data is successfully mapped to SIP so data can be successfully
passed through an IMS network. The contributions made to the subscription and notification
mechanisms of SIP are clearly identified.

Chapter 7 describes the Reconfigurable Multimedia Collaborative System (RMCS), an
embedded system used to perform all tasks related to SIP for the communications architec-
ture. The RMCS contains the functionality required for session management, SIP packet
processing, subscriptions and instant messaging. Resource utilization and simulation results
for the hardware component of the RMCS are also provided in this chapter.

Chapter 8 describes illustrates the results observed from the operation of the communi-
cations architecture. An experimental testbed was created by connecting different RMCS
together. Each RMCS was controlled by applications implementing the functionality of a

data consumer, data producer and broker. Data was disseminated successfully between the
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data consumer and the data producer through the broker by exchanging the appropriate
sequence of SIP packets. Latency values observed during data dissemination were noted to
help identify circumstances where the communications architecture demonstrates its best
and worst performance.

Chapter 9 concludes this thesis and proposes future research plans.



Chapter 2

Literature Review

This section describes the literature review for this thesis. The first section provides an
overview for data dissemination by describing how it is performed through middleware and
the important issues that are addressed while transmitting data from an arbitrary collection
of sources to destinations. The literature describes several domains where data dissemination
techniques have been applied. These domains are described in a separate section including
sensor networks, publish/subscribe architectures, service oriented architectures and context
aware applications. A comprehensive review of middleware implementations in the litera-
ture are provided and divided to multiple sections to identify research areas of interest for
data dissemination solutions including dissemination data to mobile clients, transmission of
multimedia data, network control, security and the use of multicast techniques. The final
conclusion of this review is that data dissemination methods described in the literature are

application specific and software based.

2.1 Data Dissemination Middleware

2.1.1 Definition

Middleware may be broadly defined as software that facilitates data exchange between mul-
tiple applications in the same environment. As described in [50], numerous middleware

applications have been developed for traditional systems. Corba [84] is a well known mid-

11
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Figure 2.1: Data Dissemination Middleware.

dleware system for data exchange where the environment remains static. Jini [25] provides
a protocol for client applications to discover services and manage client-server connections.
The LIME middleware [79] provides an application programming interface for mobile ad hoc
components. Limbo [21] and FarGo [54] can modify the order of data exchanges or relocate
components as required to fulfill requirements for bandwidth availability. Using Odyssey [82]
users can subscribe to changes in the data rate of the underlying network while the Spectra
[31] component of Aura [39] can be used to monitor network conditions. Middleware may
be classified as a specific type depending on the nature of the applications exchanging data
and the means used to exchange data. The type of middleware required to exchange data
between clusters of data producers and numerous data producers may be described as data
dissemination middleware. The relationship between data consumers, data producers and
the data dissemination middleware necessary to facilitate their data exchange is illustrated

in Fig. 2.1.

2.1.2 Issues

Data Producers

The type of data disseminated between data producers and data consumers may impact
other components of the middleware. Many middleware solutions described in the literature
refer to the dissemination of documents or single pieces of data that do not change, can be

searched by name and whose contents may be directly queried depending on their format.
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Caching techniques may also be implemented for document retrieval in middleware solutions
based on the frequency of their retrieval by data consumers.

Real-time data do not share the same characteristics as documents insofar as the values
generated by real-time data sources are only considered current the moment they are received
by data consumers. This type of data cannot be cached or searched due to its frequent
changes. Real-time data representing a sequence of values at a specific point in time (typically
represented by a collection of strings, numbers and images with metadata to explain their
collective format) may be serialized for data dissemination.

One issue to address with real-time data sources is the availability of data while it is
being disseminated to data consumers. It is entirely foreseeable that real-time data may
become unavailable for significant periods of time depending on the nature of the source,
particularly in situations where data is generated from a collection of sensors. Data dissemi-
nation middleware transmitting real-time data may be further characterized by the features
available to alert data consumers if data sources should become unavailable and the ability
to adjust existing data sessions if necessary.

Multimedia data (i.e. audio and video data) is real-time data representing information
gathered over a period of time and is not transmitted with any form of metadata to explain
its format. A session is typically established in advance to negotiate data formats before
multimedia data is transmitted. One type of data (audio or video) is transmitted using
a single multimedia session therefore synchronization for audio and video streams must be
performed by data consumers if those facilities are not available in the data dissemination

middleware.

Data Consumers

Components used to receive data transmitted through data dissemination middleware are
highly dependent on the mechanisms used to establish a physical connection to the network.
Some data dissemination middleware solutions do not specifically describe a data consumer
component but instead describe a high level component intended to act as an interface
to the end user. Many middleware implementations described in the literature implement

data consumer functionality on PCs connected to middleware through network controller
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interfaces or wireless LANs. This category of data consumers are stationary and do not
permit users to receive data in different physical locations.

Mobile clients require some mechanism to send and receive data using a wireless com-
munication protocol. Certain data dissemination middleware solutions support receiving
middleware data with mobile clients implementing protocols like Bluetooth or WiFi. The
range of these clients extends several metres and permit data transmission in areas that are
typically enclosed by a single building. Cellular networks would be required to transmit data
across a larger geographical area spanning several kilometres.

Embedded communications devices like smart phones and tablets are required as data
consumers for data dissemination middleware using cellular networks. Using these devices
to receive significant amounts of data presents challenges that do not exist with clients like
PC. One such challenge are the relatively small number of processing resources available
compared to high performance machines like PCs. Processing significant amounts of data
directly from a network in real-time may present a performance bottleneck delaying the
presentation of data to the user of the device. Implementing the functionality required to
receive and process middleware data using hardware would help to alleviate this bottleneck

on mobile communications devices.

Data Transmission

Data may be disseminated from data producers to data consumers using either a push or pull
mechanism. Pulling data is a reference to polling data where a data consumer will make an
explicit request for data and receive a response with the requested data or some indicating
that the data is unavailable. Pushing data refers to data producers transmitting data to an
arbitrary subset of data consumers as soon as data becomes available under a specific set of
circumstances. Those circumstances could be the availability of data at any time or after
a specific sequence of events has occurred like timeouts or when certain data values have
been observed. The conditions through which data is pushed from data producers must
be specified by the data consumers through an initial request typically submitted in the
form of a subscription. The conditions of the subscription dictate how long, how often and

under what circumstances data is pushed when it becomes available. Data may be pushed
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to multiple recipients periodically (after the occurrence of evenly spaced, time based events)
or aperiodically (after the occurrence of unevenly spaced events not necessarily related to
time).

When data is pulled or pushed through data dissemination middleware, it may be trans-
mitted to a single recipient or multiple recipients at the same time. The transmission of
data from one entity to one other entity through a network is called unicast transmission.
Multicast (the transmission of a single piece of data to a subset of available recipients) is
a commonly used method of data dissemination. The work in [17] describes how data can
be multicast using push and pull methods. Multicast push refers to the repeated dissemina-
tion of data from a data producer to multiple data consumers without explicit requests. The
most commonly used approaches to data dissemination are based on multicast. This method
of multicast is considered most appropriate when the data transmitted is extremely popu-
lar among a large number of data consumers for a significant period of time. A repetitive
multicast push would lead to an unnecessarily high amount of network traffic. Therefore a
multicast pull approach to data dissemination is most appropriate where users requests data

that is multicast to all the individuals in a multicast group to aggregate client requests.

Performance

One important issue is scheduling which determines the policies used to resolve contention
among multiple requests and select the order and frequency of data multicast. Collectively,
these policies determine the performance of the data dissemination middleware as one com-
bination of policies will allow for the optimal transmission of data between a collection of
data producers and consumers. The most commonly used measure of performance for data
dissemination is the latency perceived by data consumers. This latency measures the time
required for a request to be satisfied. The scheduling policies used by data dissemination
middleware must adapt to accommodate changing network conditions so latency can be
minimized as much as possible. Data dissemination middleware solutions must also im-
plement policies for data consistency and cache replacement as required to ensure that all
data received by data consumers represents the most current and up to date information

available through the network. However scheduling policies most directly affect the latency
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experienced by data consumers in receiving data through middleware.

2.2 Data Dissemination Methodologies

2.2.1 Sensor Networks

Very often in the literature, sensors are the primary sources of data disseminated in a com-
munications architecture between data producers and data consumers. Abstractly speaking,
a sensor is a device capable of measuring a physical quantity and transforming it into a for-
mat that can be correctly interpreted by an instrument, namely a computer or digital device.
Sensors are deployed on sensor networks through nodes that provide a high level interface
to control every device. In this context, a sensor network may be defined as a collection of
nodes with a single communications interface. A high level description of a sensor network
is shown in Fig. 2.2.

The functionality provided by the interface is the means to interact with every sensor
in the sensor network. Additional features implemented in the sensor network may also
be accessed through the interface. While these features are application specific, the ability

to retrieve a subset of sensor data through a publicly deployed sensor network is critical
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for any operation that may be performed by an end user. The work in [44] outlines the
following challenges in the development of data dissemination architectures for wireless sensor

networks:

e Limited power and resources among sensors nodes.

e Accommodating application growth in the network.

Hardware heterogeneity among sensor nodes.

e Dynamic network organization.

Knowledge of application requirements.

Data aggregation.

Quality of Service.

Security.

2.2.2 Context Awareness

Information may also be disseminated directly by an end user to describe a specific element
of their environment. Architectures facilitating this kind of communication are generally
described as context aware applications. Context information defines all information that is
unique to a user that may be of interest to others like location, user preferences, environment

or connectivity preferences[40] as illustrated in 2.3.

2.2.3 Publish/Subscribe Pattern

Publish/subscribe is a messaging pattern whereby entities do not transmit messages directly
to their recipients. Instead messages are divided into classes of interest. Entities interested
in receiving data create subscriptions to the appropriate set of classes to receive data of
interest. Entities generating data are described as publishers while entities requesting data

are described as subscribers. Publishers and subscribers are decoupled by an intermediary
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such that the collection of publishers have no idea how many subscribers have requested
data and vice versa.

In many publish/subscribe systems, publishers post messages to an intermediary message
broker and subscribers register subscriptions with that broker as illustrated in Fig. 2.4.

Messages are normally stored at the broker before they are forwarded to the appropriate
set of subscribers. Publish/subscribe systems may be characterized as topic based or content
based. Topics refers to logical channels defined by publishers. All messages are published to
topics and subscribers to a topic will receive data as it arrives. In content based systems,
data is delivered to subscribers if it matches a set of criteria specified by the subscriber.

Data dissemination middleware can be implemented using a publish/subscribe architec-
ture permitting clusters of data consumers to disseminate data to multiple data consumers.
The roles of publishers and subscribers would be filled by data consumers and clusters re-
spectively. A broker can be implemented to filter data requested by data consumers and
forwarded based in a content-based system. Furthermore additional functionality can be im-
plemented into the broker to allow a network administrator to implement scheduling policies

for minimizing latency observed by the data consumers.
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2.2.4 Web Services

Web services may be defined as a specific combination of technologies designed to facili-
tate interaction between component based software systems across a network. A high level
description of a system implemented using web services is provided in Fig. 2.5.

Each component is described as a service and is used to implement an arbitrary piece of
functionality and deployed on a network. Services interact with each other by exchanging
messages using the Simple Object Access Protocol (SOAP). A service invoking a request is
described as a consumer while the service responding to the request is described as the pro-
ducer. Services may act as producers or consumers. All services publish information about
themselves in a Universal Distribution, Discovery and Interoperability (UDDI) registry using

the Web Services Discovery Language (WSDL). This information is retrieved by consumer
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services so producers may be queried properly. Web services represent one paradigm through
which data dissemination middleware may be developed, especially where data sources are

distributed in several different locations.

2.3 Middleware Implementations

2.3.1 Mobile Clients

The integration of sensor applications into IMS through a gateway is discussed in [20] through
the presentation of a general architecture for this purpose. Sensor applications are integrated
into IMS through a gateway. This gateway contains a communications interface allowing for
data to be exchanged with an arbitrary set of sensor nodes (SN). SNs may be equipped
with wired communications interfaces like UART or Ethernet but they are likely enabled
with the ability to use wireless communications protocols (i.e. Zigbee [1], Bluetooth [7]),
especially in the case of mobile sensor nodes. A sensor application contains the intelligence to
retrieve sensor data as required and perform any other tasks requiring SN interaction. In this
architecture a WiMax [34] modem is used to exchange data with an IMS core but abstractly
speaking any communications protocol may be used so long as the necessary mechanisms
are available in IMS. Data is transferred through the IMS core and delivered to applications
servers, which also act as the high level clients for the sensor application in the gateway.
The design and implementation of a comprehensive gateway to integrate wireless sensor
networks with IMS is described in [5]. The gateway is divided into layers for connectivity
(establishing and maintaining physical connections to the sensor and 3G [109] networks) and
abstraction (transferring data from the wireless sensor network to IMS after formatting).
The work in [4] describes a presence-based architecture for integrating sensor applications
with IMS. This architecture is similar to the work described in [5]. The wireless sensor
network is connected to a gateway. However the gateway is connected to an extended
presence server (PS) and presentity presence proxy. Therefore any data forwarded from the
wireless sensor network must be described in a format recognizable to a presence server,

namely PIDF. Sensor data is forwarded to end users through the PS or a watcher presence
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Proxy.

Architectures presented in [5] and [4] provided a detailed description of a gateway im-
plementation for sensor networking applications with IMS that could be easily extended to
mobile sensor networks. However they introduce a dependency for all data to be formatted
with PIDF and transferred through presence servers before reaching end users. While this
approach allows for integration to IMS through its presence facilities, it does not appear
necessary to describe sensor data for presentation to an end user. Furthermore no mecha-
nisms are described for the end user to change the configuration of the sensor network in
real-time, store sensor data for later retrieval or actuate devices. These features are best
provided with a data model described with XML and transported through IMS directly to
end users without presence servers.

The work in [3] proposes the design and implementation of a sensor network using IMS. A
sensor network gateway registers to the network by transmitting a SIP REGISTER message
to the P-CSCF of the IMS network. Once the gateway is registered an XML Document
Management Server (XDMS) subscribes to the gateway, effectively becoming an end user
to the sensor network. When sensor data is available it is transmitted to the gateway and
subsequently forwarded to the XDMS through a SIP NOTIFY message.

A health monitoring system using sensors deployed through IMS is described in [91].
This work is based on the system described in [3]. Electocardiogram (ECG) sensors are
installed throughout a medical facility to monitor the condition of various patients. These
sensors transmit information to other system components using Radio Frequency (RF). Crit-
ical information is transferred to a client using an RTP session established with SIP. Event
notification is performed throughout the system by using the SUBSCRIBE/NOTIFY frame-
work of SIP to transmit event information directly from a user to a service provider or an
interested party like the family member of a user. An XML-based data management sys-
tem was implemented to persistently store user information using XDMS. Authorized users
access the data using XML Configuration Access Protocol (XCAP) or a SIP SUBSCRIBE
message with XQuery.

Examples of sensor network deployment in IMS exist in the literature. The work in [65]

describes the deployment of a sensor network with IMS for the purpose of collecting sensor
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information to match satellite data using location information. The publication describes a
field server (FS) as a sensor node with a set of sensors capable of collecting information about
an outdoor environment like temperature, humidity, soil moisture, leaf wetness and carbon
dioxide concentration. An FS is also equipped with a camera and WLAN functionality.
Numerous FS are deployed and connected through a wireless communication module to a
gateway. This gateway is connected to a grid system through IMS where field data can be
compared with satellite data by retrieving it from an external data monitoring system. Data
comparisons are based on GPS information.

AT&T Mobile Network (AMN) [60] is a middleware platform that allows limited mobile
devices to communicate with each other and to securely access tactical corporate and Inter-
net content and services. AMN consists of a set of distributed and collaborative component
containers. Gateways are used to handle protocol interfaces to mobile devices and interac-
tion with corporate authentication services aligned with the multiple independent layers of
security used in the tactical environment while servers provide direct connections to these
services through specialized components that access information based on device user pro-
files. Message queues are used to exchange data between gateways and servers. A database
is deployed in the network to provide operational information.

The Sentient Communication Architecture for Pervasive Environments (SCAPE) [76] is
an architecture designed to address a specific set of concerns in disseminating information to
mobile clients. One concern is described as a "bridge’ between objects in the real-world and
their virtual representation in a computer environment. Techniques used to read information
about real-world objects may be classified based on their scalability (can this mechanism be
used with large numbers of objects), ability to identify individual objects, ease of use and
reader technology. After an object has been given a virtual representation, useful data
must be extracted about the object, typically in the form of some ontology. Information
must then be converted into a presentable format for individuals. Typical mechanisms for
presenting user data are based on XML and XLST style sheets. Adequate security measure
must be implemented through techniques to perform authorization and authentication and
middleware must be implemented to connect data sources to various clients.

Rebeca [78] described middleware architecture based on the publish-subscribe paradigm
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used to disseminate data to mobile clients. Rebeca is a research prototype of a notifica-
tion service that supports a set of content-based routing algorithms and advertisements.
The default data model of Rebeca describes notifications in name/value pairs. Subscrip-
tions are made through the creation of filters that impose constraints on single name/value
pairs requested by a data consumer. Rebeca implements functionality to address a specific
set of issues regarding data dissemination including wireless connection reliability, durable
subscriptions, queuing policies and limiting data rates.

Rebeca provides the means for users to access past notifications as described in [77]
and [19]. Rebeca can replay stored notifications if they match a subscription made after
their original publication. In this manner, clients may pull past notifications from their
histories in an aperiodic manner. When creating a subscription a consumer attaches a
replay specification to the subscription describing what past notifications they want to see
(for example, all notifications within a specific period of time). The extended subscription is
propagated to all concerned histories. When a history receives a subscription, it republishes

those stored notifications that match the subscription and replay specification.

2.3.2 Data Retrieval

This category of sensor networking middleware describes solutions developed to retrieve data
across a distributed set of sensors using a middleware solution. The work in [8] introduces the
concept of a device database system where distributed query execution techniques are applied
to leverage the computing capabilities of devices and reduce total network communication.
SINA is implemented with components for hierarchical clustering, attribute-based naming
and location awareness. Sensors are aggregated to form groups (or clusters) based on their
power levels and proximity to each other. The process to generate clusters of sensors may be
performed recursively so a hierarchy of clusters are created for data retrieval. Within each
cluster there is a node designated as the cluster head responsible for performing functions
related to information filtering, fusion and aggregation. If no clusters are formed through the
clustering algorithm, all nodes deployed on SINA are considered part of one single cluster.
It is presumed that location information will be available for each sensor node deployed on

SINA using GPS or some other mechanism to facilitate attribute-based naming for data
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queries and location awareness.

Data queries in SINA are performed using the sensor querying and tasking language
(SQTL) and sensor execution environment (SEE) illustrated in [59]. Sensor nodes are con-
nected to each other or to a front end, which acts as a gateway. The front end transmits
messages into the sensor network on behalf of an end user and forwards responses when nec-
essary. Sensor nodes are considered autonomous and collaborative to reduce the processing
burden on the front end.

SQTL messages are decoded by the sensor execution environment (SEE) on each sensor
node. Each sensor node is assumed to be executing an arbitrary set of applications that
can be manipulated through SQTL message using application IDs to identify the specific
application and primitive commands like start, stop, execute, suspend and resume to identify
the operation of interest. The functionality of the applications on each sensor node is known
in advance to the end user.

Data Service Middleware (DSWare) [69] is a fully-featured sensor networking middleware
solution. In addition to the available data service abstraction mechanism, other features are
available including data storage, sensor clustering (described as group management), event
detection and data subscription. The system permits the retrieval of data across multiple
sensors using a SQL like language.

The framework of DSWare consists of several distributed components providing function-
ality for data subscriptions, event detection, data storage, group management, data caching
and scheduling. The Data Storage Component in DSWare provides similar mechanisms to
store information according to its semantics with data lookup using two hash algorithms ro-
bustness through data duplication to multiple nodes. Data is cached through by duplicating

data on multiple locations over the network routing path.

2.3.3 Network Control Solutions

This category of sensor networking middleware describes solutions developed to control net-
work resources as data is disseminated from a collection of sensors. Automatic Service
Composition (AutoSeC) is introduced in [45] and it is used to manage resources in a sensor

network by providing access control for applications so that QoS requests are maintained.
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This approach is similar to middleware for standard networks because resource constraints
are met on a per-sensor basis. Techniques to retrieve data about resource utilization are
specific to the sensor network. A family for information collection policies using AutoSec is
introduced in [46].

MiLAN (Middleware Linking Applications and Networks) [50] is a middleware solution
permitting network applications to specify their QoS requirements. MiLAN adjusts the
characteristics of the network over time so the QoS requirements of network applications can
be satisfied. In addition to QoS requirements, MiLAN receives information about application
priority, sensor availability and channel bandwidth that is used to make decisions that will
affect the perceived QoS to applications requesting data.

Milan presents an API through which a high level application presents its requirements
regarding sensors of interest that may be available. Network-level functionality is abstracted
away through a sequence of commands available to determine all available information about
sensors deployed in the network. These commands are specifically used to request or ma-
nipulate information regarding network data channels, remote network control and network-
specific local network control. Data channel and remote network control functionality inter-
act directly with the transport protocol of the network stack in question like TCP, UDP in
an [P network or L2CAP in a Bluetooth network. Functionality for network-specific local
network control is used to interact with protocols related to routing, media access control
and the physical layer as much as possible in the network stack.

The work in [14] presents a middleware-based algorithm for configuring and managing
bandwidth in a sensor network based on a P2P paradigm. A master Bandwidth Mediation
Point (BMP) is established that owns all the available bandwidth except for a fraction
allocated for signalling traffic.

If a node requests more bandwidth, a query is generated at the node and transmitted
to all other nodes. The system is analogous to a file-sharing system exchanging bandwidth
instead of files. Each node sends some bandwidth back to the requesting node according
to availability or a predetermined network traffic distribution plan. The distribution of
bandwidth throughout the network causes a shift in allocation from a client-server approach,

where the BMP distributes bandwidth to all requesting nodes to a more hybrid approach
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where the BMP, along with nodes directly connected to the BMP, distribute bandwidth
through successive requests. As additional bandwidth requests are made, more bandwidth is
distributed to nodes beyond the BMP and its closest nodes creating a peer-to-peer bandwidth
distribution mechanism.

DCM-Arch [67] is an integrated architecture for handling data, control and management
issues in scalable wireless sensor networks. The architecture is divided into four tiers of
network infrastructure. The lowest tier describes the routing and network infrastructure
used to transmit and receive data through the network when data is exchanged with other
networked components. This tier is connected to a tier implementing functionality for data
dissemination, query dissemination and code distribution as required. Components for these
tasks are integrated into information reduction techniques used to minimize the data required
for transmission through the network. The data, control and management functionality is
implemented in a third tier and divided into separate planes while the highest tier is used
by applications to provide an interface to end users.

The data plane is used to perform tasks related to information storage, reduction, and
dissemination in wireless sensor networks. Wireless sensor networks are perceived to be
databases and users interact with sensor networks by executing queries in a SQL type lan-
guage. Using this model, data is written to the wireless sensor network using the data
dissemination protocol in the tier below the data plane. Additionally, data is retrieved from
the wireless sensor network using the query dissemination protocol from the same plane. The
control plane deals with the lightweight sensor adaptation and reconfiguration middleware
to cope with the dynamic changes of the environment. The management plane provides
the context management functions, e.g. for collaboration and reasoning, to allow sensors,

coordinators, and sinks to make good decisions about adaptation and reconfiguration.

2.3.4 Service Oriented Solutions

This category if sensor networking middleware solutions describe mechanisms to integrate
or create distributed sensor networks using a service oriented approach. The work in [100]
describes a gateway deployed on a network used to integrate users, sensors and services at

different locations. The Java-based gateway is used to implement potentially several services
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connecting clients to small network-attached sensor-actuator modules (SAMs). Clients may
implement interfaces using Jini, Java applets or HTML to receive exchange data with one
or many deployed services. SAMs are registered into the gateway and associated with a
specific service. Each service contains a SAM proxy used to process queued requests from
clients and exchange data with a SAM. Events are generated by the proxy so data can be
transmitted to clients. Data is exchanged between clients and services using remote method
invocation (RMI) or HTTP.

A layered and compartmentalized middleware architecture was developed for the Gator
Tech Smart House [51] containing separate layers for physical devices, sensor platforms, ser-
vices, knowledge, context management and applications. The physical layer consists of the
various devices and appliances the occupants of a house would use like lamps, a television,
smoke detectors, thermostats, etc. This layer is directly connected to a sensor platform layer
abstracting physical devices into low level services implemented as Open Services Gateway
Initiative (OSGi) services. The service layers implements an OSGi framework and high level
composite services to exchange data with sensors connected through the sensor platform
layer. Clients use the application layer to access the composite services of the service layer.
The creation and management of context information is facilitated through a context man-
agement layer used to exchange data with the application layer and service layer as required.
Service registration and discovery are available through a knowledge layer.

Some research implementing service oriented solutions for various problems describe
mechanisms permitting extensions for sensor networks. For example, the network topol-
ogy service grid described in [110] outlines a Network Information and Monitoring Service
(NIMS) provides the means to manipulate network control plane resources like network topol-
ogy, link capacity occupation and communication delay. The measurement methodologies
can be applied for network sensors, defined as entities capable of producing data regarding
network metrics.

Mires [102] provides an asynchronous communication model for wireless sensor networks
which are event driven in most cases. Mires’ architecture includes components for the pub-
lication of data, subscription of data, routing and additional features like data aggregation.

The publish-subscribe service coordinates the communication between middleware services.
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Sensor nodes advertise their sensed data through the publish service of Mires. Mires routes
the advertised messages using a multi-hop routing algorithm. A user application is used to
subscribe to topics of interest. The publish-subscribe service also maintains the topics list
and the subscribed application to marshal the right topic to the related application. Mires
sends only messages referring to subscribed topics to reduce network traffic and energy con-
sumption. A data aggregation service permits users to aggregate data where possible.

Publish/subscribe based contributions have been made based on Mires including Mires++
[80], a clustering algorithm to create energy-aware clusters for in-network data processing.
The clustering algorithm is considered a new service in Mires. The clustering algorithm
considers location information to facilitate boundary control.

A message broker to facilitate integration in sensor networks is presented in [38]. This
broker is implemented in Java and uses the MQTT protocol [56] to format messages. The
communication system of the broker is a runtime environment for the execution of protocol
stacks. The communication subsystem of the broker consists of a layered sequence of protocol
modules.

The work in [40] describe a middleware solution for the dissemination of context informa-
tion based on the Services Oriented Architecture (SOA) and implemented using XML Web
Services technologies. The middleware provides the base functionalities for mobile devices to
publish their context information, and in addition subscribe to the context information pub-
lished by their mobile peers. The publish/subscribe middleware is connected to numerous
web services where each web service is used monitor multiple sensors. Context information
from each sensor is saved into a database that is accessed by the web service. Web services
transmit information about the context described by the sensors through notifications when
subscriptions have been created. Clients connect to the middleware through an application
layer used to submit subscriptions for various contexts.

The web services publish different methods so data may be exchanged with the mid-
dleware component of the architecture. The published methods subscribe and unsubscribe
handle input and output messages. The Notification operation only sends out an output
message. All operations are connected by a Simple Object Access Protocol (SOAP) port
type to three bindings. The default binding is the Hypertext Transfer Protocol (HTTP), in
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addition, a User Datagram Protocol (UDP), and a reliable UDP binding has been developed
in order to improve the performance of SOAP in mobile networks.

A rule parser, rule evaluator are also required for the web service to perform its tasks.
The subscribe and unsubscribe methods described above are used to add and delete new
rules respectively. If the rule syntax is valid, the subscribe method returns an acknowledg-
ment message to the context requester containing a unique rule identifier, otherwise an error
message is transmitted. A valid rule will be saved into a list of rules. In a parallel process
this list is evaluated by the rule evaluator. Each time the rule applies, a notification message
with the event as parameter is send to a context requester. The prototype [41] was imple-
mented using J2ME based on its widespread availability on mobile devices. Open source
implementations of SOAP and XML that have been optimized for J2ME are used for the

implementation of the prototype.

2.3.5 Dynamic and Mobile Code

Middleware architectures have been developed to support mobile code to reduce network
load, facilitate parallel processing, create adaptable environments and enhance fault toler-
ance. The work in [9] presents a mobile code daemon based on the core network protocol
Remote Executation and Action Protocol (REAP). REAP is used to pass data between
nodes deployed on a network that may contain sensors. Each REAP message contains an
instruction and payload used to execute a specific sequence of commands where it is received.
Each instructions contains requests for code, resources, references and threads as required
in addition to migration data.

Impala [71] is a middleware system and API for sensor application adaptivity and up-
dates. It proposes a runtime system that acts as a lightweight event and device manager
for each mobile wireless sensor node in the system. Impala has been built as part of the
ZebraNet[62] effort, in which sensing nodes are placed on freeranging wildlife to perform
long-term migration studies on a collection of animals in an ecosystem. Impala provides an
interface for on-the-fly application adaptation in order to improve the performance, energy-
efficiency, and reliability of the software system.

The highest layer of Impala contains all the application protocols and programs for Ze-
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braNet. These applications use various mechanisms to collectively gather environmental
information and route it to a centralized base using peer-to-peer transmission. One appli-
cation is executing at a time. A lower layer is implemented with three middleware agents:
an Application Adapter, the Application Updater, and the Event Filter. The Application
Adapter is used to adapt the application protocols to different runtime conditions to improve
performance, energy-efficiency and robustness. Software updates are propagated through the
Application Updater to nodes where Impala components are installed. Event filters are used
to capture that occurs in the system and pass this information to Application Adapters or
the application layer as required. Multiple events are processed sequentially within a limited

amount of time to limit performance bottlenecks. The following events are defined in Impala:

e Limited power and resources among sensors nodes. Timer events are generated when
a signal is generated by a timer a specific period of time has elapsed. Timers may be

owned by the active application, Application Adapter and Application Updaters.

e Packet events are generated when a network packet has arrived. Packets may be
transmitted from application to application or from updater to updater. The intended

packet recipient process the event.

e 'Send Done’ events are generated when a network packet has been transmitted suc-
cessfully or unsuccessfully. These events permit asynchronous data transmission and

are processed by the entity transmitting data through the network.

e Data events are generated when a sensing device has data that is prepared to be read.

These events are processed by the active application.

e Device events are generated when a device failure has been detected in Impala and

they are processed by an Application Adapter.

Agilla [32] is a mobile agent middleware designed to support self-adaptive applications in
wireless sensor networks. Agilla provides a programming model in which applications consist
of evolving communities of agents that share a wireless sensor network. Coordination among

the agents and access to physical resources are supported by tuple spaces (a type of shared
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memory in which data is structured as tuples and accessed via pattern-matching). A tuple
space in Agilla does not span multiple nodes to avoid the overhead of keeping it consistent
in a dynamic environment and to ensure scalability. If a shared data abstraction spanning
multiple nodes is necessary, it must be built on top of primitive system operations. Tuple
spaces can be accessed by agents through local and remote operations, and is augmented with
reactions that enable agents to efficiently respond to changes in the tuple space state. Nodes
are referenced by their location. Agilla agents are written in an assembly like language.

The middle contains the core Agilla middleware components. The middleware consists of
several components that are orchestrated by an Agilla engine, which is the Virtual Machine
(VM) kernel that controls the concurrent execution of all agents on a node. It implements a
round-robin scheduling policy. The Agilla engine also handles agent arrival and departure.
An agent is divided into multiple instructions mapped into several messages for transmission
between nodes. The bottom layer of Agilla is the operating system based on TinyOS|[52].

Middleware for the dissemination of satellite images using software agents is described in
[108]. A software prototype named Genie was developed based on the utilization of different
types of agents representing different individuals or organizations. The architecture includes
a ground system used to support customer order formulation, manages customer orders,
tasks satellites to perform image collections, downloads satellite telemetry and imagery,
maintain image archives, and deliver satellite images after the appropriate packaging and
image processing has occurred. The ground system is divided into separate modules called
the customer service center (CSC) for collecting and managing customer orders, the satellite
tasking element (STE) to plan and schedule satellite operations and the communications
and image processing module (CIP) for image retrieval, processing and archiving. The
objective of the middleware was to permit users to select and search multiple distributed
and heterogenous data sources in response to a single query received through the CSC. These
data sources could be passive (i.e. image archive databases), active (taskable satellites) or
independent services implemented to process data.

Each information processing component was implemented as a software agent. Data was
exchanged between agents using the Knowledge Query and Manipulation Language [30].
Each KQML message indicates the requested action to be performed. Standard requests
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include tell (tell another agent something), ask (ask another agent something), reply (reply
to an ask message), achieve (ask another agent to achieve something), advertise (advertise
the ability to provide information or services), and broker (ask an intermediary agent to find
and task some other agent to handle a request).

Three categories of agents were implemented into the middleware. Provider agents are
used to offer data or value added data-processing services on behalf of information providers.
Consumer agents are used to assist define and meet their information requirements. Facili-
tator agents are used to help consumers agents and provider agents discover each other. The
Genie prototype was implemented with provider agents for two passive data sources and one
active satellite. Facilitator agents were used to act as a high level image search broker and an
intermediary to match provider agents with a consumer agent implemented as an advanced
graphical user interface.

MobEyes [68] is a middleware architecture designed for urban monitoring and exploits
node mobility to diffuse sensed data summaries among neighbor vehicles and to create an
index to query monitoring data. Data acquisition is performed through vehicular sensor
networks, a collection of vehicles equipped with heterogeneous collections of sensors moving
through an environment with mobility patterns due to street layouts, junctions, and speed
limitations. MobEyes exploits wireless enabled vehicles that are equipped with video cam-
eras and a variety of sensors to perform event sensing, processing/classification of sensed
data, and intervehicle ad hoc message routing. Sensed data is kept in each vehicle using
mobile storage. Onboard processing features are used to extract features of interest. Mobile
nodes periodically generate data summaries with extracted features and context informa-
tion such as timestamps and positioning coordinates, whereas mobile agents (e.g., police
patrolling cars) move and opportunistically harvest summaries as needed from neighbor ve-
hicles. MobEyes adopts VSN custom designed protocols for summary diffusion/harvesting
that exploits intrinsic vehicle mobility and simple single-hop intervehicle communications. In
this manner, MobEyes harvesting agents can create a low-cost opportunistic index to query
the distributed sensed data storage.

MobEyes was implemented according to a component-based architecture. The MobEyes

Sensor Interface (MSI) is a component used to retrieve information directly from a collection
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of sensors deployed on a vehicle. Raw sensor data is retrieved from the MSI using a higher
level component described as the MobEyes Data Processor (MDP). This sensor data is turned
into chunks which include metadata (i.e. vehicle identification information, timestamps, etc.)
and identifiable vehicle features of interest. The highest level component of a sensor node
is the MobEyes Difussion/Harvesting Processor (MDHP) which selectively retrieves and
disseminates data summaries produced by the MDP to external components. The main
goal of the MDHP process is to create a highly distributed and scalable index that allows
police agents to place queries into the huge urban monitoring database without attempting
to combine this index in a centralized location. The MobEyes prorotype is build on the
Java Standard Edition virtual machine. Additional details about the implementation of the

MobEyes prototype are provided in [6].

2.3.6 Application Specific Middleware

The multitude of data types that can be processed from sensor networks easily permits the
development of data specific middleware that permits the dissemination and processing of
a limited set of data types. Limiting the data types of consideration allows specific client
requirements to be fulfilled so long as they are related to the data supported by the system.
One such middleware architecture is described in [15] where a context-aware middleware
architecture was developed to control home appliances. The context-aware middleware uses
OSGi(Open Service Gateway Initial) as the framework of the home network. A context-
aware agent is used to read six values (pulse, body temperature, facial expression, room
temperature, time and location) to create a context that is used to determine the preferences
of a user and adjust the conditions of the environment accordingly.

The NavMote [29] is an assisted pedestrian dead reckoning system incorporating mid-
dleware to facilitate communication with a collection of sensors. The NavMote gathers
information about pedestrian motion from an integrated magnetic compass and accelerome-
ters. This data is compressed and transferred from a sensor network to an information center
where the data are processed into an estimate of the pedestrian trajectory based on a dead
reckoning algorithm. The middleware layer of the NavMote system contains five components:

A component to determine if the NavMote is in the vicinity of a sensor network to transmit
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the data, a backbone containing a spanning tree to facilitate efficient data transport through
the network, clock synchronization, localization and network telemetry.

EgoSpaces [63] describes agent-based middleware to facilitate the development of context-
aware applications. This middleware connections an application layer, through which clients
receive data, to a network abstraction layer. Support packages were developed for EgoSpaces
to perform functions related to network discovery, monitoring environmental conditions and
defining network metrics. The network discover package is used by a host to discover infor-
mation about its neighboring nodes and to keep that information current at all times. Nodes
periodically transmit small messages to neighboring nodes to retrieve information about the
network. CONSUL [43] was developed and used in EgoSpaces as a general purpose sen-
sor network registry to retrieve data about the environment for context description. The
Source Initiated Context Construction (SICC) [93] was developed and used as the protocol
to construct a subnet of an ad hoc network based on network properties.

The Common System for Middleware of Sensor Networks (COSMOS) [66] is a middleware
solution to connect sensor deployed on various types of networks (CDMA, RFID, IP) to high
level applications for ubiquitous sensor networks. The middleware is divided into three main
layers connecting user applications to the sensor networks. A service layer acts as an interface
to the middleware for user applications. This layer provides basic facilities related to security
and sensor location. An intelligence layer receives information from the service layer and is
used to perform tasks related to sensor data mining, event management and the integration
of information from various sources. An abstraction layer is the direct interface to the sensor
networks and connects directly to the intelligence layer. This layer is used extract data from
sensors deployed across various networks and perform tasks related to sensor management.

DeftRFID [73] is a scalable middleware solution used to connect a sequence of hardware
devices (i.e. sensors, RFID readers, etc.) to various applications. This architecture is divided
into three layers connected through TCP sockets. A hardware abstraction layer provides
direct connectivity to the sequence of RFID readers deployed in the middleware. This layer
provides services for device management (adding or removing devices by USB, serial port
or Ethernet), low level functions (i.e. device activation and deactivation, reading tag data,

writing tag data) and the removal of duplicates. A data processing layer is connected to the
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hardware abstraction layer and is used to provide a number of services like data aggregation,
data transformation, data filtering, data dissemination, data storage, data querying and order
transmission. These functions collectively interact with a rule management component that
retrieves data from a database to enforce an arbitrary set of policies provided by an end
user. An application interface layer is connected to the data processing layer and is used by
applications to forward user requests and user defined rules to the rest of the middleware.
Data retrieved through the middleware is presented to end users through this layer.

GridStat [42] is a middleware architecture designed to implement flexible and secure data
communications for the operation of a power grid. Network management and data delivery
are performed through separate domains described as the management plane and the data
plane respectively.

The management plane allocates resources and adapts the network in reaction to chang-
ing power system configurations or communication network failures. The active components
of the management plane are called QoS brokers and those of the data plane are called sta-
tus routers. The QoS brokers are hierarchically arranged with policies set at higher levels in
the hierarchy controlling more global aspects and allowing local concerns to be implemented
using policies at lower levels. The hierarchical organization was designed to support decom-
position of communication management and cyber-security policies along organizational and

geographic boundaries.

2.3.7 Multimedia

Sensor Enhanced Video Annotation (SEVA) [72] is a digital recording system used to record
the identities and locations of objects (as advertised by their sensors) along with visual images
(as recorded by a camera). The process combines a series of correlation, interpolation, and
extrapolation techniques and produces a tagged stream that later can be used to efficiently
search for videos or frames containing particular objects or individuals.

A number of assumptions are made with respect to the implementation of the system used
to perform video annotation. For the sake of simplicity it is assumed that a homogeneous
sensor environment is used to collect data using a recorder with a single wireless radio. It

is also assumed that the identify and location of every sensor is reported with every query.
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Stationary objects can used hard coded locations. Mobile objects are presumed to contain
sensors that will report an accurate in location in real-time using a positioning system like
GPS. Passive sensors are presumed to store their current coordinates and transmit them
upon request.

A prototype of SEVA was implemented using a Sony Motion Eye Web camera connected
to a Vaio laptop. The location and identity querying, correlation, extrapolation and pre-
diction, filtering and elimination, and database storage software runs on the laptop. SEVA
currently uses two 3D locationing systems for the camera and objects: GPS and the Cricket
Ultrasound location system [101]. The orientation of the camera is obtained through a dig-
ital compass attached to the laptop that provides the orientation (heading, pitch, and roll)
of the lens of the camera.

AuViM [105] is a cluster-based middleware solution for audio and video sensor networks.
This middleware solution permits the dissemination of audio and video data across a network
while satisfying the QoS requirements of the user requesting data. AuViM is divided into
four main components: a user interface, sink node, cluster head and a collection of audio and
video sensors. The user interface permits individuals to communicate with the network of
sensors using three interfaces: a query interface to make requests, a weight setting interface
to specify QoS requirements and a data acquisition interface to receive data.

Cluster heads are directly connected to sink nodes and provide an interface to a collection
of audio and video sensors deployed in the network. These components are divided into

numerous modules performing the following tasks.

The reception and interpretation of QoS requirements.

Analysis and fusion of data received from audio and video nodes.

Node scheduling and coordination.

Generation of node configuration information (node selection, determining sampling

frequency, determining image quality, etc.) based on user requests.

Gathering information regarding node power consumption.
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2.3.8 Security and Reliability

The framework presented in [37] discusses a generalized approach to provide information
about the accuracy and integrity of data disseminated by sensors in a sensor network. A
community of trust is permitted to developed for every sensor node in the network. Infor-
mation regarding the reputation of each sensor node is maintained in other nodes deployed
throughout the network. Reputation metrics are updated in other sensor nodes through
continuous monitoring. The behavior of each node is rated as being cooperative (expected
behavior of the nodes in the network) or noncooperative (unexpected behavior that is most
likely the result of a system fault or node compromise). Then the node uses this reputation
to evaluate the trustworthiness of other nodes and the data they provide.

The framework was implemented in software as a middleware service and supported
by operating systems like SOS[47]. The Watchdog module maintains a library of outlier
detection protocols and provides asynchronous interfaces so data can be exchanged with
applications. The calling application specifies both its identity and the asynchronous inter-
face on which it expects a reply from the Watchdog module. The calling application is also
responsible for providing the requisite parameters for the corresponding outlier detection
mechanism. The reputation systems provides asynchronous interfaces for reputation initial-
ization, updates, and network parameter updates. Packets are periodically transmitted from
the reputation system that contain the reputation information of nodes in the neighborhood.
The period is equal to the integration period as specified by the applications. The reputa-
tion system also provides a synchronous function call that returns the trust metric of a given

node.

2.3.9 Multicast

The middleware data dissemination architecture presented in [16] and [17]. This middle-
ware acts as an intermediary between an application layer and a transportation layer. The
application layer acts as an interface to the end user while the transportation layer is used
to send and receive data through a network using IP multicast [23], single-source multicast

[53], reliable multicast [48] or end-to-end multicast [18]. The middleware was designed for
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the dissemination of documents across a network to multiple users while efficiently address
issues related to data selection (the appropriate dissemination method for each document),
scheduling (the frequency and order in which documents should be multicast), consistency
(support for concurrency and consistency when documents are updated), cache replacement
(management of client-side caches) and indexing (the use of indices to reduce waiting time
for documents). Various methods for document selection are discussed in [111].

The health care alert system Real-time Outbreak and Disease Surveillance (RODS) ([70],
[107]) was implemented based on this data dissemination middleware. In RODS, the server
can disseminate data by choosing any combination of the following three schemes: multi-
cast push, multicast pull, and unicast pull. In multicast push the server repeatedly sends
information to the clients without explicit client requests. Multicast push is an ideal fit for
asymmetric communication links, such as satellites and base station methods, where there is
little or no bandwidth from the client to the server. For the same reason, multicast push is
also ideal to achieve maximal scalability of Internet hot spots. In multicast pull, the clients
make explicit requests for resources, and the server broadcasts the responses to all members
of the multicast group. If multiple clients request the same resource at approximately the

same time, the server may aggregate these requests, and only broadcast the resource once.

2.4 Conclusion

Data dissemination middleware describe solutions available to transmit a subset of available
data from a collection of data producers to data consumers. Sensor networks represent one
popular domain in which data dissemination solutions are applied to transmit data generated
by sensor in real-time to entities with access to this data. Publish/subscribe architectures are
sometimes used to facilitate the transmission of data between data consumers and producers
by using a broker as an intermediary through which consumers create subscriptions for data
and producers transmit data through notifications. The service oriented architecture permits
services to discover each other through a registry and communicate directly with each other
using SOAP and WSDL. Data dissemination solutions have been applied to numerous areas

using a wide variety of techniques to address issues related to the transmission of data from
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multiple sources to multiple destinations.

Data dissemination solutions designed for mobile clients are intended to transmit data to
clients using wireless protocols. IMS based solutions are specifically intended to disseminate
data to users through cellular networks while non-IMS based solutions may transmit data
to clients connected to an IP network using WiFi, Bluetooth or another protocol with no
scope beyond an IP network.

Several other middleware solutions have been described in the literature addressing con-
cerns related to security, network control, and applications specific situations. These so-
lutions use a wide variety of architectures and techniques including the publish/subscribe
approach, service oriented architecture, mobile agents, and multicast data transmission for
different types of data including multimedia. Furthermore the majority of these solutions
are implemented in software and deployed on various devices. In many cases the software
implementations cannot be deployed in embedded communications devices because the de-
velopment frameworks cannot be used outside of a specific environment. In other cases, the
software implementations would run inefficiently on an embedded device because they are
not optimized for such operational environments. A hardware architecture for data dissem-
ination would address these concerns.

While there is a significant overlap in the techniques and objectives described with data
dissemination literature, the following collection of issues are not known to be addressed in

existing middleware solutions:
e The dissemination of data from data producers to data consumers in mobile networks.

e The definition and transmission of heterogeneous data for dissemination between data

producers and data consumers.

e The dissemination of information regarding the change in availability of data sources

in real-time.
e Permitting mobile data consumers to define how data may be disseminated.
e The implementation of middleware functionality on mobile devices.

The remainder of this thesis describes an architecture to address these issues.
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High Level System Description

This section provides a high level description of the data dissemination architecture proposed
in this thesis. The first section formally defines all the requirements of the architecture. Spec-
ifications are described in the following section to list relevant limitations and constraints.
Architecture components are introduced to identify the necessary roles and interactions to
fulfill the architecture requirements. Subsequent sections define the IP Multimedia Sub-
system (IMS) and Session Initiation Protocol (SIP) as the communications framework that

provide the basis for the implementation of the architecture.

3.1 Communications Architecture Definition

3.1.1 Requirements

The architecture provides the means for individuals to define heterogeneous data in real-
time, register their data in the network and transmit their data upon request through an

IMS network. The following high level requirements have been defined for the architecture:

e The architecture will permit end users to define heterogeneous data using arbitrary

data formats.

e The architecture will permit the removal of previously defined heterogeneous data.

40
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e The architecture will permit the registration of heterogeneous data sources into the

network.
e The architecture will permit the deregistration of heterogeneous data from the network.

e The architecture will permit users to request a subset of heterogeneous data registered

in the network.

e The architecture will permit users to automatically receive updates when heterogeneous

data sources have been registered or deregistered from the network.

e The architecture will allow users to request the synchronous transmission of any subset

of heterogeneous data registered in the network.

e The architecture will allow users to request the asynchronous transmission of any subset

of heterogeneous data registered in the network.

e The architecture will permit end users to specify the rate and frequency of asyn-

chronously disseminated data.

3.1.2 Specifications

The architecture described in this thesis is subject to the requirements listed in the previous

section and the specifications below:

e The architecture must permit the dissemination of heterogeneous data through an IMS

network using SIP.

e SIP functionality must be implemented using an embedded system to facilitate accept-
able real-time performance of the architecture where mobile devices can be used for

data consumption.

e High level data processing and interaction with end users may be performed using

software.
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3.1.3 Component Description

The following components have been defined for the architecture:

e Data Consumer: This component is required by end users to request information about

available heterogeneous data. All data consumers contain the following features:

An embedded system implementation of SIP to exchange data through an IMS

network.

The functionality to request heterogeneous data.

The functionality to subscribe to updates regarding the registration and deregis-

tration of heterogeneous data available in the network.

— The functionality to synchronously request any subset of available heterogeneous

data.

— The functionality to asynchronously request any subset of available heterogeneous

data.

— The functionality to control the rate and frequency of asynchronously transmitted

heterogeneous data.

— The functionality to terminate an existing stream of asynchronously transmitted

heterogeneous data.

e Data Producer: This component is required by end users to define, register and dereg-
ister heterogeneous data and generate data upon request. All data producers contain

the following features:

An embedded system implementation of SIP to exchange data through an IMS

network.

The functionality to define heterogeneous data.

The functionality to register heterogeneous data in the network.

The functionality to deregister heterogeneous data from the network.
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— The functionality to generate and transmit heterogeneous data registered in the

network.

e Broker: This component acts as an intermediary between a collection of data consumers

and data producers. The broker will contain the following features:
— An embedded system implementation of SIP to exchange data through an IMS
network.

— The functionality to save all information regarding available heterogeneous data

from data producers.

— The functionality to fulfill the request of any data consumer for information re-

garding heterogeneous data registered in the network.

— The functionality to create and maintain subscriptions for updates regarding reg-

istered heterogeneous data.

— The functionality to fulfill a synchronous request for registered heterogeneous data

from any data consumer.

— The functionality to fulfill an asynchronous request for registered heterogeneous

data from any data consumer.
— The functionality to terminate a stream of asynchronously transmitted heteroge-

neous data.

e Reconfigurable Multimedia Collaborative System (RMCS): This component is used to
process data formatted in the Session Initiation Protocol (SIP). A collection of these
interfaces can be used to exchange data while simultaneously utilizing the functionality

available in an IMS network. The RMCS contains the following features:

— The functionality to parse SIP messages received from a transportation network.

— The functionality to automatically generate and transmit SIP based responses as

required for all messages received through a transportation network.

— The functionality to initiate SIP requests based on input from an external client.
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— The functionality to terminate an existing SIP request based on input from an

external client.

— The functionality to save, update and terminate SIP sessions based on SIP data

received through a transportation network.

— The functionality to automatically transmit information about the status of SIP

sessions to an external client.

— The functionality to automatically transmit information received from end users

through SIP to an external client.

3.1.4 Component Interaction

The components are connected in a manner that combines the Observer [36] design pattern
and the Share the Load [92] design pattern. The Observer design pattern defines a one-to-
many dependency between various objects so the changes in the state of an object can be
transmitted to all other objects. The Share the Load pattern is used in communications
networks to increase the processing power available in a network by ensuring that requests
do not exceed the total processing capacity. This objective is achieved by shifting processing
functionality into different processors.

Fig. 3.1 illustrates the application of the components described in the previous section
to the aforementioned design pattern to describe the communications architecture.

An IMS core (or a collection of connected IMS cores) serves as the lowest level trans-
portation medium through which data is exchanged. An RMCS is required for every entity
connected to IMS because SIP is the primary communications protocol of IMS. The collec-
tion of RMCS and IMS cores form a SIP transportation network through which data can be
exchanged between data consumers, data producers and a broker.

Data consumers, data producers and the broker use a protocol implemented with SIP
to perform the high level tasks described earlier in this section. Information received from
the RMCS about the status of SIP sessions and the arrival of new data is formatted in this
data protocol and processed by all high level entities. The protocol is used primarily by data

consumers to initiate data requests and interpret their responses. Data generated by a data
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Figure 3.1: Communications Architecture Component Interaction.

producer is formatted in this protocol and transmitted through the RMCS to the network.
Tasks fulfilled by the broker to initiate requests and manage subscriptions on behalf of data
consumers and manage registered data sources are all initiated by requests received through

the data protocol.
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3.2 IP Multimedia Subsystem

The first subsection defines IMS and explains its importance in establishing connections
between end users across divergent networks. The second subsection describes the core of
IMS in significant detail. Fach component of the IMS core is described to illustrate its
purpose in providing end-to-end connectivity between various users and network services.
The final subsection describes features provided to users through IMS. While numerous ser-
vices are available this subsection will only describe the services most important to exchange

heterogeneous data through IMS.

3.2.1 Definition

As stated in section 1.2, the IP multimedia subsystem (IMS) is an architecture that converges
networks, services and devices into a unified communications platform. A more formal
definition of IMS is provided below from [90]:

IMS is a global, access-independent and standard-based IP connectivity and service con-
trol architecture that enables various types of multimedia services to end-users using common
Internet-based protocols.

Fig. 3.2 provides an illustration of IMS to illustrate how the convergence of networks and
services is performed. End users communicate with each other with the facilities available
through their divergent network. For example, individuals using desktop computers or lap-
tops are connected to each other through Internet Service Providers (ISPs). Telephone users
are connected through Public Switched Telephone Networks (PSTN). Numerous wireless
networks provided connectivity to cell phone and mobile device users through a multitude of
technologies like the Global System for Mobile Communications (GSM) [57] and Enhanced
Data Rates for GSM Evolution (EDGE)[106]. Communication would ordinarily be limited
to individuals who are connected on the same network. The IMS core provides the function-
ality for users on divergent networks to establish communications sessions with each other

using [P connectivity.
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3.2.2 Core Description

The IMS core is primarily composed of Call Session Control Functions (CSCFs) and a
database described as the Home Subscriber Server (HSS). CSCFs are servers deployed in
the IMS core that perform specific tasks. The HSS is used to store subscriber and service
related information for retrieval by CSCFs and application servers. Fig. 3.3 illustrates how
the different components of the IMS core interact with divergent networks and application

servers. The subsections below provide additional information about the functionality of all

CSCFs and the HSS.

Proxy Call Session Control Functions

The Proxy Call Session Control Function (P-CSCF) acts like an interface to the IMS core for
end users through their divergent networks. All data transferred to the IMS core from an end
user must pass through the P-CSCF. All data intended for an end user from an application
server or another end user must be delivered through a P-CSCF. Tasks assigned to the

P-CSCF include data compression, network security and policy enforcement as required.
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Security associations (SAs) are negotiated between the end user and P-CSCF before data is

transmitted through the IMS core.

Interrogating Call Session Control Functions

IMS networks may be divided into several administrative domains with each domain requiring
its own proxy. Interrogating Call Session Control Functions (I-CSCF) are located at the edge
of an administrative domain to act as an interface for other IMS domains. I-CSCF addresses
are located in Domain Name System (DNS) [75] servers so a DNS lookup must be performed
at the P-CSCF to retrieve the address of the I-CSCF where data will be forwarded. The
next destination for data is determined by the I-CSCF by querying the HSS. A serving call
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session control function (see the section below) is assigned based on the results of the HSS

query. Data may be routed to a serving call session control function or application server

from an I-CSCF.

Serving Call Session Control Functions

Serving Call Session Control Functions (S-CSCF) are used to maintain a relationship between
the current location of a user and their universal identifiers. S-CSCF nodes also provide SIP
routing functions to find a desired user and enforces network administrator policies. The
majority of critical IMS core functionality is implemented into S-CSCFs as it is the only
CSCF that does not act as an interface for end users or administrative domains. Registration
functions, routing decisions, and updating information in the HSS are all performed from
the S-CSCF. S-CSCF data is exchanged with the P-CSCF (i.e. registration requests from
end users), the HSS (modifying user profiles) and application servers (forwarding requests

and retrieving responses).

Home Subscriber Server

The Home Subscriber Server (HSS) is a database used to store information about users
registered in the IMS network and all supported application servers. User information is
stored in user profiles which contain private information (assigned by the home network
operator for tasks like authorization and registration) and public information required for
requesting communication with end users. User requirements are also stored for each S-
CSCF and they are used by I-CSCFs to determine the appropriate S-CSCF upon request.
Information for all application services are stored and queried through S-CSCFs. The HSS
uses the Diameter [11] protocol.

A Subscription Locator Function (SLF) is another database supported by IMS. The SLF
enables a SIP application server, I-CSCF and S-CSCF to find the address of a specific HSS
when many HSS have been deployed.
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3.2.3 Features

This section summarizes the features available in IMS necessary to successfully disseminate
heterogeneous data in real-time. The mechanisms to identify users are called user identities
and they are summarized in the User Identification subsection. Procedures adding user iden-
tities to an IMS network are described in the registration subsection. The session initiation

feature of IMS is described in the final subsection.

User Identification

Several identifiers are used to isolate specific information about a user before data can be
exchanged. The identify of a user is generally referred to as a public user identity. Public
identities can be published using web pages, business cards or any mechanism used to dis-
tribute contact information for an individual. They must be formatted as Session Initiation
Protocol (SIP) Uniform Resource Identifiers (URI) or telephone Uniform Resource Locators
(URL). Public identities must be registered before they are used and are not authenticated
during registration.

Private user identities are unique, global and defined by the operator of the home network.
Private identities are described as Network Access Identifiers (NAI) [22], must be stored in
the HSS and must be contained in every registration request. The primary purpose of the

private identity is user authentication, which only occurs during registration tasks.

Registration

Fig. 3.4 illustrates the procedure used to store user identities in an IMS network through
registration. The procedure may require two separate phases requiring the same sequence of
steps. A registration request is transmitted from an end user to the P-CSCF and forwarded to
the I-CSCF. An S-CSCF is assigned to the user if necessary and authentication is performed.
If authentication is not successful a response is returned to the end user indicating that the
registration has failed and no user identity has been added to the IMS network. Upon
successful registration a public profile is added to the HSS.



CHAPTER 3. HIGH LEVEL SYSTEM DESCRIPTION 51

2. Registration 3.Find/assign

Message S-CSCF

. 1. End user
0\ P-CSCF registration HSS

to S-CSCF

v

S-CSCF

Figure 3.4: IMS Registration.

Session Initiation

The procedure used by an end user to establish a communications session with another end
user is described in Fig. 3.5. A session initiation requestion is transmitted from the end user
to the S-CSCF of its home network through the P-CSCF. If the end user is connected to
another IMS network then the request is forwarded through other I-CSCFs until it reaches
the correct home network. Each IMS network queries the user identities stored in the HSS
to determine if the desired user is connected. Once the user identity of the destination end
user has been identified the request is transmitted from I-CSCF to the desired party. The
response generated from the destination end user is transmitted from its IMS network to the

original IMS network using the reverse path.

3.2.4 Group Management

IMS provides a service that allow users to efficiently exchange data with multiple end users
by organizing collections of users into groups. Group management refers to the facilities
available in IMS permitting end users to store data on an intermediate server for transmission
to others who request the data. By using an intermediate device to store data in the network,
a single piece of data requested by multiple end users is efficiently disseminated through an
IMS core when requests are made to the server for a group of end users. The group of

users who are potential sources of data for transmission are collectively called a resource
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list. The server used as an intermediary between a user requesting data and the resource list
is described as a Resource List Server (RLS). Information is uploaded to an RLS using the
XML Configuration Access Protocol (XCAP) [97]. Using XCAP, end users can add, edit and
delete data describing the resource list and other information required for the RLS to fulfill
user requests. XCAP is transmitted over HT'TP using HTTP PUT, GET and DELETE
operations.

The exchange of data between an end user and a resource list is illustrated in 3.6. After
the resource list has been successfully transmitted to the RLS a subscription is created by
an end user requesting data from the entire group. This request is processed by the RLS
and accepted through the creation of individual sessions to each member of the resource list.
Once the subscription has been created, data generated by any member of the resource list
is transmitted to the RLS and immediately forwarded to the end user.

The group management service of IMS is a suitable mechanism for the dissemination
of data between groups of users under specific sets of circumstances. Data may be easily
disseminated using a push mechanism where data that does not change frequently is trans-
mitted from multiple sources to multiple destinations. There are no known mechanisms for
end users to specify how data may be transmitted using a pull approach should data be up-
dated very frequently and end users wish to control the rate of dissemination. Furthermore,

end users must support XCAP and HTTP to define the group of users from whom data
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Figure 3.6: IMS Group Management.

should be transmitted. There are no known mechanisms to identify a subset of desired data
for transmission from an end user. The resources in a resource list refer exclusively to end

users. There are no facilities available to identify data sources.

3.3 Session Initiation Protocol

The following subsections provide a detailed overview of the Session Initiation Protocol
(SIP). The first few subsections are used to formally define SIP, describe the end points used
to exchange messages and describe the user identification mechanism. All the servers used
with SIP are well defined before summarizing relevant SIP functionality including session

management, subscriptions, notifications, instant messaging and mobility.

3.3.1 Definition

The Session Initiation Protocol (SIP) [98] is an application level protocol used to invite
users to participate in multimedia sessions. It is similar to HTTP in its request-response
model and its ASCII-based packets. Fach line in the packet header contains a label and
its corresponding information separated by a colon and space. Every line is terminated by
a carriage return and line feed. The packet header is terminated by an additional carriage
return and line feed before the payload begins. Examples of SIP packets are described in

some of the following subsections.
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3.3.2 End Points

A network end point enabled with SIP is called a User Agent (UA). UAs are used to estab-
lish, modify and terminate sessions with other agents. Users may be humans or machines
implementing other protocols or functionality. SIP UAs contain state information necessary
to distinguish among various sessions and two applications. The User Agent Client (UAC)
describes all the functionality used to initiate a request by a SIP agent. The User Agent
Server (UAS) is used by a SIP agent to generate a response. Multiple responses may be

issued to a UAC in a client /server or peer-to-peer fashion.

3.3.3 User Identification

Uniform Resource Identifiers (URI) are used to identify two categories of entities in SIP:
users and devices. A user URI is referred to as an Address of Record (AOR). AOR URIs are
used in database queries, services and features. A device URI refers to a specific end user
device (PC, cell phone, etc.) where an individual may initiate, modify or terminate a SIP
session. Device URIs do not require database queries as they are bound to a user URI for a
shorter period of time. User and device URIs are written in separate fields of a SIP header.

Translating a SIP URI into an IP address is done through DNS.

3.3.4 Servers

SIP servers are logical network entities that provide services and features to user agents.
They accept SIP requests and generate responses based on available functionality that is
provided. Implementations may contain numerous functions or change functions under dif-
ferent conditions. Therefore numerous transport protocols must be supported like TCP, TLS

[24] and UDP. The subsections below discuss commonly used SIP servers.

Proxy Server

A SIP proxy server receives requests from users agents or other SIP proxy servers and
forwards them to the desired end user. SIP proxy servers do not initiate requests and have

no multimedia functions. Only SIP header information is processed to determine its course
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of action. A location service or database may be required to determine the IP address of the
end user. If it is not possible to find the end user the proxy may send the request to another

proxy if its address is known.

Redirect Server

Redirect servers are used to retrieve the location of a SIP UA without forwarding a message
to the UA. This server is used to reduce the burden placed on SIP proxy servers by allowing
SIP UAs to send requests directly. Only SIP headers are examined and no other functions

are provided.

Registration Server

UAs must update their location when it changes to various services have access to the correct
location at all times. Registration servers provide a service allowing UAS to register their
current location so it is accessible to other SIP entities. Authentication is usually required

to ensure that SIP sessions are not hijacked by unauthorized users.

3.3.5 Session Management

Fig. 3.7 illustrates the steps required to establish a session using SIP. The UAC transmits
an INVITE packet to a prospective session participant that is either a UAC or a UAS.
Session information is described in the INVITE packet payload using the Session Description
Protocol (SDP) [49]. If the request is accepted then an OK message is transmitted back to the
UAC. The UAC responds with an ACK (acknowledgment) message to confirm establishment
of the session. Either entity may terminate the session by sending a BYE packet which must
be acknowledged with an OK packet.

Fig. 3.8 provides an example of an INVITE packet with an SDP payload. Sender and
receiver information are written in the 'To’” and 'From’ fields. The "Via’ field describes the
lower level protocol used to transmit data (UDP or TCP) and the network path used to
transmit the packet. Its contents are modified by every server processing the SIP packet in

the network. The maximum number of times the packet can be forwarded is described with
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Figure 3.7: SIP Used to Establish and Terminate a Multimedia Session.

the 'Max Forwards’ field. A unique identifier for the call is provided through the 'Call-ID’
field. Separate INVITE requests are differentiated through the command sequence (Cseq)
field. The length and type of the payload are described with the Content-Type and Content-
Length fields respectively. Alternative user contacts can be specified through the 'Contact’
field. An OK response to an INVITE contains the same SDP payload. The ACK, BYE and
OK packets do not contain payloads.

3.3.6 Event Subscription and Notification

The functionality for a UAC to automatically receive information when events occur is
provided through SUBSCRIBE and NOTIFY packets in SIP. Fig. 3.9 illustrates how sub-
scriptions and notifications are performed using SIP. The example in 3.10 demonstrates the
exchange of presence information as described in [94]. A SUBSCRIBE packet is transmit-
ted by a subscribing UAC to receive notifications from another UAC. If the SUBSCRIBE
request is accepted an OK message is transmitted back to the user. Every time the pres-

ence is updated a NOTIFY packet is transmitted to all UACs who successfully established
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INVITE sip:fadi@Quottawa.ca SIP /2.0

Via: SIP/2.0/UDP 100.101.102.103:5060;branch=2z9hG4bKuotwa
Max-Forwards: 70

To: <sip:fadiQuottawa.ca>

From: <sip:ray@uottawa.ca>;tag=42

Call-ID: 195@100.110.120.130

CSeq: 1 INVITE

Contact: <sip:ray@uottawa.ca>

Content-Type: application/sdp

Content-Length: 159

v=0

o=schroedb244 2890844526 2890844526 IN IP4 100.101.102.103
s=Phone Call

t=00

c=IN IP4 100.101.102.103

m=audio 49170 RTP/AVP 0

a=rtpmap:0 PCMU /8000

Figure 3.8: An Example SIP INVITE Packet.

subscriptions. All NOTIFY packets must be acknowledged with an OK message.

Fig. 3.10 provides an example of a SUBSCRIBE packet used to initiate session notifica-
tion. Many of its fields are similar to those with with the INVITE message from Fig. 3.8.
The "To’, 'From’, "Via’, ’Call-ID’, 'Cseq’, 'Max-Forwards’, ’Contact’ and ’Content-Length’
fields have the same meaning and interpretation. The ’Allow’, ’Allow-Events’ and "Event’
fields are used to permit the transmission of presence information through subscriptions and
indicate the appropriate packet types. No payloads are transmitted with SUBSCRIBE pack-
ets, however NOTIFY packets contains payloads describing presence information. Presence

is described with Presence Information Data Format [104].

Multiple data formats are supported in the subscription framework of SIP describing
different types of information. Subscriptions may be created to receiving notifications re-
garding call control for SIP conferences [61], the consent-related state of resources being
added to a resource list [12], the state of a SIP dialog [99] and the monitoring of key presses
using the Key Press Markup Language [10]. Additional types of data supported by SIP

subscriptions include voicemail[74], user registrations [95], third party referencing [103] and
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Figure 3.9: SIP Used to Perform Subscriptions and Notifications.

the set of users subscribed to a particular resource for a specific event package, and the state
of their subscriptions (collectively referred to as watcher information) [96]. Other types of
data will continue to be supported with SIP subscriptions. Data formats generally describe
dissimilar information and are implemented using XML. The ability of end users to create
subscriptions is entirely dependent on their ability to support the protocol describing the in-
formation, especially since payloads cannot be transmitted using SIP SUBSCRIBE packets.
The ’event’ field is used to list the type of information requested in the subscription with a
predetermined data format. One method to allow the transmission of arbitrary information
through SIP subscription is to permit the transmission of payloads with the subscription

request so end users may describe the contents of their subscription in significant detail.

3.3.7 Instant Messaging

Synchronous data exchange across a network is commonly performed through instant mes-
saging. The ability to exchange instant messages (IM) is available with SIP through an

extension [13]. Fig. 3.11 demonstrates how instant messages are exchanged with SIP using
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SUBSCRIBE sip:fadi@uottawa.ca SIP/2.0
Via: SIP/2.0/TCP domain.uottawa.ca:5162;
branch=z9hG4bKivlwn23

Max-Forwards: 70

To: <sip:fadiQuottawa.ca>

From: <sip:ray@Quottawa.ca>;tag=21171
Call-ID: fnaw4nli3n203n29n42

CSeq: 3412 SUBSCRIBE

Allow-Events: presence

Allow: ACK, INVITE, CANCEL, BYE, NOTIFY, SUBSCRIBE,
MESSAGE

Contact: <sip:rayQuottawa.ca>

Event: presence

Content-Length: 0

Figure 3.10: An example SIP SUBSCRIBE packet.

MESSAGE packets. Its contents are a subset of the fields used in the INVITE packet de-
scribed in Fig. 3.8. The ’Content-Type’ field indicates that the payload is unformatted text
which is interpreted as an instant message. Every MESSAGE packet must be acknowledged
with an OK message. Participants may exchange IMs at any time with MESSAGE com-
mands in the absence of a dialog. An example of a MESSAGE packet is shown in Fig. 3.12.
No payload is included with an OK response.

3.3.8 Mobility

The SIP REGISTER packet is the mechanism required by end users to provide their current
contact URI to the SIP network. This mechanism provides mobility to end users as an
end user may register multiple times to reflect a change in their location. The contact
URI acts as an IP address in the sense that is provides a specific location to an individual
that may change at any time. An end user may utilize numerous end points (i.e. e-mail
addresses, phone numbers, etc.) to exchange data. To identify the desired contact point for
communication, an end user transmits a REGISTER packet with a contact URI to a SIP
proxy server which forwards the packet to the Registrar server. The contact URI is saved in

the registrar server and an acknowledgment is transmitted back to the end user. An example
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Figure 3.11: SIP Used to Exchange Instant Messages.

of a SIP REGISTER message is shown in Fig. 3.13.

3.4 Conclusion

This chapter provided a high level system description of the architecture presented in this
thesis. The architecture provides the means for end users to define heterogeneous data and
register their data to a network. The registration of heterogeneous data in the network
facilitates end user requests for any subset of available data. Heterogeneous data may be
transmitted through the architecture using synchronous requests through instant messaging
or asynchronously transmitted data streams performed through subscriptions. The rate
of asynchronous data dissemination may be specified by the data consumer upon request.
Asynchronous heterogeneous data streams can be terminated by an end user any time.
Data consumers, data producers and a broker are the collection of end users defined by
the architecture to perform all tasks for requesting and generating heterogeneous data. All
data must be exchanged using SIP so data may be successfully transmitted through an IMS
network. SIP functionality is provided to all end users through an RMCS. The RMCS is

implemented using an embedded system for optimal real-time performance and to facilitate
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MESSAGE sip:fadi@uottawa.ca SIP /2.0
Via: SIP/2.0/TCP domain2.uottawa.ca;
branch=z9hG4bK71a2gbreh
Max-Forwards: 70

From: <sip:ray@Quottawa.ca>;tag=49583
To: <sip:fadi@Quottawa.ca>

Call-ID: 3128f290v@110.120.130.140
CSeq: 1 MESSAGE

Content-Type: text/plain
Content-Length: 19

Hello, how are you?

Figure 3.12: An example SIP MESSAGE packet.

REGISTER sip:ray@uottawa.ca SIP /2.0
Via: SIP/2.0/UDP domain2.uottawa.ca;
branch=z9hG4bK71a2ghreh
Max-Forwards: 70

From: <sip:ray@Quottawa.ca>;tag=49583
To: <sip:serverl@Quottawa.ca>

Call-ID: 3128f290v@110.120.130.140
CSeq: 1 REGISTER

Contact: ray@mobile.uottawa.ca
Content-Length: 0

Figure 3.13: An example SIP REGISTER packet.

its integration into mobile devices.
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Chapter 4

Data Dissemination Information

This chapter describes information relevant to the data dissemination performed through
the communications architecture presented in this thesis. The first section describes the
session management mechanism and illustrates how sessions are created and terminated to
facilitate data dissemination. Subsequent sections define all the use cases required to fulfill
the requirements introduced in the previous chapter. Each use case includes the necessary
preconditions, necessary steps, post conditions, related use cases and any other information

considered appropriate for a given scenario.

4.1 Session Management

Fig. 4.1 illustrates how session management is performed using the communications ar-
chitecture. Abstractly speaking a session is a dialogue established between two entities to
exchange data in a specific format. A session is established by one entity transmitting some
initial message. Depending on the semantics of the protocol the session may be terminated
immediately or prompt one or more responses before it is terminated. All data transmitted
through the communications architecture is done in the context of a session.

The RMCS manages every session required to transmit data based on the request initiated
by its corresponding application. All data transmitted from the high level protocol of the
broker, data consumer and data producer is sent through a high level session. Therefore

every high level session initiated by a communicating entity has a corresponding SIP session
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Figure 4.1: Session Management in the Communications Architecture.

required to transmit that data through the IMS network. The vast majority of high level
communications sessions are terminated along with their SIP sessions at the same time.
Subscriptions created by a communications entity are represented by a persistent session to

transmit many pieces of data over an extended period of time.

4.2 Use Cases

This section describes all the scenarios supported by the architecture to fulfill the require-

ments described in the previous chapter subject to system specifications.

4.2.1 Successful Creation of a Data Source Description

This use case describes the scenario where an end user describes a data source and successfully
adds the data source description to the data producer component. Data source descriptions
must be present in a data producer before they can be registered in the broker.

Goals To add the description of a previously unknown data source to a data producer so it
can be registered with a broker and ultimately used to transmit data through queries and

data subscriptions.
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Preconditions

e The data source in question must be available with an interface to read its data in

real-time.
Related Use Cases
e Unsuccessful Creation of a Data Source Description.
Steps
1. The end user creates a description of a data source.
2. The end user transmits the data source description to the data producer.

3. The data producer alerts the end user that the data source description has been suc-

cessfully received through an acknowledgment.

End User Data Producer

CCreate data source description
—

Transmit data source description

Acknowledgment

Figure 4.2: Message Exchange for the Successful Creation of a Data Source Description.

Postconditions

e The description of a previously unknown data source has been added to a data pro-

ducer.

4.2.2 TUnsuccessful Creation of a Data Source Description

This use case describes the scenario where an end user describes a data source and is unsuc-

cessful in adding the data source description to the data producer. This scenario exist when
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a user attempts to add a new data source description using a data source identifier that has

already been used to create a data source.

Goals

To prevent an end user from adding multiple data sources to a data producer using the

same identifier for more than one data source.

Preconditions

e At least one data source description must have already been successfully added to a

data producer.

Related Use Cases

e Successful Creation of a Data Source Description.

Steps

1. The end user creates a description of a data source.

2. The end user transmits the data source description to the data producer.

3. The data producer alerts the end user that the data source description has not been

successfully received through a negative acknowledgment.

End User

Data Producer

CCreate data source description
—

Transmit data source description

Negative Acknowledgment

K m oo ,

Figure 4.3: Message Exchange for the Unsuccessful Creation of a Data Source Description.

Postconditions

e No additional data source descriptions have been added to a data producer.




CHAPTER 4. DATA DISSEMINATION INFORMATION 66

4.2.3 Registering Data Descriptions

This use case describes the scenario where the end user selects an arbitrary sequence of
data sources that have been added to a data source and registers those data sources with
the broker. All data consumers that have created subscriptions for information about data
descriptions receive updates from the broker if any data descriptions are successfully added.

Goals

To permit the addition of new data sources to a broker by a data producer while ensur-
ing that data consumers are informed of all data sources registered in the communications
architecture.

Preconditions

e At least one data source description must have already been successfully added to a

data producer.
Related Use Cases
e Deregistering Data Descriptions.
Steps

1. The end user selects the desired set of data descriptions for registration from the data

producer.

2. The end user selects the option to register the selected set of data descriptions with

the broker.

3. The request to register data descriptions is serialized and transmitted to the RMCS

from its corresponding data producer.

4. The serialized data description registration request is converted into SIP and trans-
mitted to the IMS core. Information about the SIP session established to transmit the

information to the IMS core is transmitted to the data producer.

5. The serialized data description registration request is forwarded through the IMS core

to the RMCS of the broker.
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6.

10.

11.

12.

13.

14.

The data description request is transmitted to the broker from its RMCS where it is
deserialized and interpreted for processing. All data descriptions that can be added
to the broker are successfully saved and written to a response message. Any data
descriptions that cannot be saved for any reason (i.e. a data description of the same
name from the same data producer already exists) are written to a response message.
An acknowledgment for the SIP session is generated and transmitted from the RMCS
of the broker and forwarded through the IMS core until it is received and processed by
the data producer.

The data description response formed in the previous step is serialized and transmitted

to the RMCS of the broker.

The serialized data description response is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description response is forwarded through the IMS core to the

RMCS of the data producer.

The data description response is transmitted to the data producer from its RMCS

where it is deserialized and processed.

Information about data source descriptions registered or not registered with the broker

is displayed to the end user.

Subscriptions created for updates about data descriptions are verified in the broker.
Data description updates are created for every data consumer that has created a sub-

scription for updates about data source descriptions.
The data description update is serialized and transmitted to the RMCS of the broker.

The serialized data description update is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.
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15. The serialized data description update is forwarded through the IMS core to the RMCS

of the data consumer.

16. The data description update is transmitted to the data consumer from its RMCS where
it is deserialized and interpreted for processing. The list of available registered data

sources in the network is updated.
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Figure 4.4: Message Exchange for the Registration of Data Source Descriptions.

Postconditions

e The descriptions of previously unregistered data sources have been added to the broker

from a data producer. All data consumers who have created subscriptions to receive
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updates about data sources are automatically informed of the updates.

4.2.4 Deregistering Data Descriptions

This use case describes the scenario where the end user selects an arbitrary sequence of
data sources that have registered with the broker and performs a deregistration. All data
consumers that have created subscriptions for information about data descriptions receive
updates from the broker if any data descriptions are successfully removed.

Goals

To permit the removal of data sources from a broker by a data producer while ensuring
that data consumers are informed of all data sources deregistered in the communications
architecture.

Preconditions

e At least one data source description must have already been successfully registered in

the broker.
Related Use Cases
e Registering Data Descriptions.
Steps

1. The end user selects the desired set of data descriptions for deregistration from the

data producer.

2. The end user selects the option to deregister the selected set of data descriptions from

the broker.

3. The request to deregister data descriptions is serialized and transmitted to the RMCS

from its corresponding data producer.

4. The serialized data description deregistration request is converted into SIP and trans-
mitted to the IMS core. Information about the SIP session established to transmit the

information to the IMS core is transmitted to the data producer.
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d.

10.

11.

12.

13.

The serialized data description deregistration request is forwarded through the IMS
core to the RMCS of the broker.

The data description request is transmitted to the broker from its RMCS where it is
deserialized and interpreted for processing. All data descriptions that can be removed
from the broker are successfully removed and written to a response message. Any data
descriptions that cannot be removed for any reason are written to a response message.
Existing data subscriptions using the removed data descriptions are updated so they
are no longer in subsequent data transmissions. An acknowledgment for the SIP session
is generated and transmitted from the RMCS of the broker and forwarded through the

IMS core until it is received and processed by the data producer.

The data description response formed in the previous step is serialized and transmitted

to the RMCS of the broker.

The serialized data description response is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description response is forwarded through the IMS core to the

RMCS of the data producer.

The data description response is transmitted to the data producer from its RMCS

where it is deserialized and processed.

Information about data source descriptions registered or not registered with the broker

is displayed to the end user.

Subscriptions created for updates about data descriptions are verified in the broker.
Data description updates are created for every data consumer that has created a sub-

scription for updates about data source descriptions.

The data description update is serialized and transmitted to the RMCS of the broker.
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14.

15.

16.

The serialized data description update is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description update is forwarded through the IMS core to the RMCS

of the data consumer.

The data description update is transmitted to the data consumer from its RMCS where
it is deserialized and interpreted for processing. The list of available registered data

sources in the network is updated.

Postconditions

e The descriptions of previously registered data sources have removed from the broker.

All data consumers who have created subscriptions to receive updates about data
sources are automatically informed of the updates. Existing data value subscriptions
using these data descriptions are updated so there is no further attempt to transmit

data from the now removed data source descriptions.

4.2.5 Removing Data Descriptions

This use case describes the scenario where the end user selects an arbitrary sequence of data

source descriptions that have added to a data producer and removes their description. Any

data sources registered with the broker are automatically deregistered. All data consumers

that have created subscriptions for information about data descriptions receive updates from

the broker if any data descriptions are successfully removed.

Goals

To permit the removal of data sources descriptions from a data producer while automat-

ically performing a deregistration and updating data consumers as required.

Preconditions

e At least one data source description must have already been successfully added to a

data producer.
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Figure 4.5: Message Exchange for the Deregistration of Data Source Descriptions.

Related Use Cases
e Deregistering Data Descriptions.
Steps

1. The end user selects the desired set of data descriptions for removal from the data

producer.

2. The end user selects the option to remove the selected set of data descriptions from

the broker.
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10.

11.

Should any selected data description represent a data source that has been registered,
a request to deregister data descriptions is serialized and transmitted to the RMCS

from its corresponding data producer.

The serialized data description deregistration request is converted into SIP and trans-
mitted to the IMS core. Information about the SIP session established to transmit the

information to the IMS core is transmitted to the data producer.

The serialized data description deregistration request is forwarded through the IMS
core to the RMCS of the broker.

The data description request is transmitted to the broker from its RMCS where it is
deserialized and interpreted for processing. All data descriptions that can be removed
from the broker are successfully removed and written to a response message. Any data
descriptions that cannot be removed for any reason are written to a response message.
Existing data subscriptions using the removed data descriptions are updated so they
are no longer in subsequent data transmissions. An acknowledgment for the SIP session
is generated and transmitted from the RMCS of the broker and forwarded through the

IMS core until it is received and processed by the data producer.

The data description response formed in the previous step is serialized and transmitted

to the RMCS of the broker.

The serialized data description response is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description response is forwarded through the IMS core to the
RMCS of the data producer.

The data description response is transmitted to the data producer from its RMCS

where it is deserialized and processed.

Information about data source descriptions removed from the data producer are dis-

played to the end user.
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15.

16.

Subscriptions created for updates about data descriptions are verified in the broker.
Data description updates are created for every data consumer that has created a sub-

scription for updates about data source descriptions.
The data description update is serialized and transmitted to the RMCS of the broker.

The serialized data description update is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description update is forwarded through the IMS core to the RMCS

of the data consumer.

The data description update is transmitted to the data consumer from its RMCS where
it is deserialized and interpreted for processing. The list of available registered data

sources in the network is updated.

Postconditions

e The descriptions of previously added data sources have removed from the data pro-

ducer. Data source descriptions registered with the broker are automatically deregis-

tered in the process.

4.2.6 Subscribing to Data Description Updates

This use case describes the scenario where the end user requests automatic updates about

the status of data source descriptions in the network through a subscription. The requesting

user would immediately receive a list of all data descriptions registered in the network and

would receive an updated list every time a new data description was added or removed.

Goals To permit end users to receive information about all the data source descriptions

registered in the network without polling the broker through continuous queries.

Preconditions

e None.
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Figure 4.6: Message Exchange for the Removal of Data Source Descriptions.

Related Use Cases

e Unsubscribing from Data Description Updates.

Steps

1. The end user selects the option to create a subscription for data description updates.

2. A request to subscribe to data source descriptions is serialized and transmitted to the

RMCS from its corresponding data producer.

3. The serialized data description subscription request is converted into SIP and trans-

mitted to the IMS core. Information about the SIP session established to transmit the
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13.

information to the IMS core is transmitted to the data consumer.

The serialized data description subscription request is forwarded through the IMS core

to the RMCS of the broker.

The data description subscription request is transmitted to the broker from its RMCS
where it is deserialized and interpreted for processing. All data descriptions that exist

in the broker are written to a response message.

The data description response formed in the previous step is serialized and transmitted

to the RMCS of the broker.

The serialized data description response is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description response is forwarded through the IMS core to the

RMCS of the data consumer.

The data description response is transmitted to the data producer from its RMCS

where it is deserialized and processed.
Information about all data source descriptions is displayed to the end user.

An update to data source descriptions is transmitted from a data producer to a broker.
This steps represents the sequence of steps performed in the use case 'Registering Data
Descriptions’ or 'Deregistering Data Descriptions’. All data descriptions that exist in

the broker are written to a response message.

The data description response formed in the previous step is serialized and transmitted

to the RMCS of the broker.

The serialized data description response is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.
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14. The serialized data description response is forwarded through the IMS core to the

RMCS of the data consumer.

15. The data description response is transmitted to the data producer from its RMCS

where it is deserialized and processed.

16. Information about all data source descriptions is displayed to the end user.
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Figure 4.7: Message Exchange to Create a Subscription for Data Source Descriptions.

Postconditions

e A data consumer will automatically receive information about all the data sources
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that have been registered in the network. Updates to the set of existing data source

descriptions are automatically transmitted to all subscribe data consumers.

4.2.7 Unsubscribing from Data Description Updates

This use case describes the scenario where the end user requests terminates an existing
subscription to receive automatic updates about the status of data source descriptions in the
network.

Goals

To permit end users to terminate an ongoing request for updates about data source
descriptions so data consumers are not processing unwanted information and the broker
does not generate redundant data.

Preconditions

e A subscription for data source descriptions must have been successfully established

between a data consumer and the broker.
Related Use Cases
e Subscribing to Data Description Updates.
Steps
1. The end user selects the option to terminate a subscription for data description updates.

2. A request to unsubscribe from data source descriptions is serialized and transmitted

to the RMCS from its corresponding data consumer.

3. The serialized data description unsubscription request is converted into SIP and trans-
mitted to the IMS core. Information about the SIP session established to transmit the

information to the IMS core is transmitted to the data consumer.

4. The serialized data description unsubscription request is forwarded through the IMS
core to the RMCS of the broker.
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10.

The data description unsubscription request is transmitted to the broker from its
RMCS where it is deserialized and interpreted for processing. All data descriptions

that exist in the broker are written to a response message.

The data description response formed in the previous step is serialized and transmitted

to the RMCS of the broker.

The serialized data description response is converted into SIP and transmitted to the
IMS core. Information about the SIP session established to transmit the information

to the IMS core is transmitted to the broker.

The serialized data description response is forwarded through the IMS core to the

RMCS of the data consumer.

The data description response is transmitted to the data producer from its RMCS

where it is deserialized and processed.

Information about all data source descriptions is displayed to the end user.

Postconditions

e A data consumer will no longer receive information about all the data sources that

have been registered in the network. Upon successful termination of the subscription
the data consumer receives one last update about regarding data sources descriptions

that have been registered in the network.

4.2.8 Querying Data Values

This use case describes the scenario where the end user makes a one-time (snapshot) request

for data from an arbitrary set of data sources distributed across numerous data producers.

Goals

To permit end users to request data from multiple data sources using a single query

without any repetition.

Preconditions
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Figure 4.8: Message Exchange to Terminate a Subscription for Data Source Descriptions.

e The data source descriptions of interest must have been registered with the broker.
Related Use Cases

e Subscribing to Data Values.

Steps

1. The end user selects the desired set of data descriptions for a data value request.

2. The end user selects the option to query the selected set of data descriptions from the

broker.

3. The request to query data values is serialized and transmitted to the RMCS from its

corresponding data producer.
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11.

12.

The serialized data query request is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the data consumer.

The serialized data value request is forwarded through the IMS core to the RMCS of
the broker.

The data query request is transmitted to the broker from its RMCS where it is deseri-
alized and interpreted for processing. Information regarding all the data descriptions
and their corresponding data brokers is parsed from the query request. Data query
requests are formed for every data producer listed in the data query from the data

consumer.

. The data value query (for every data producer) formed in the previous step is serialized

and transmitted to the RMCS of the broker.

The serialized data query request is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the broker.

The serialized data value request is forwarded through the IMS core to the RMCS of

the data producer.

The data query request is transmitted to the data producer from its RMCS where
it is deserialized and interpreted for processing. Information regarding all the data
descriptions and their corresponding data brokers is parsed from the query request.

The requests data values are generated and written to a data query response.

The data value response formed in the previous step is serialized and transmitted to

the RMCS of the data producer.

The serialized data query response is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the data producer.
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The serialized data value response is forwarded through the IMS core to the RMCS of
the broker.

The data query response is transmitted to the broker from its RMCS where it is
deserialized and interpreted for processing. A data response for the original data query
(from the data consumer) is updated with information from the data query request

from the data producer.

When all the requested data from the data consumer has been received a data value

response is formed, serialized and transmitted to the RMCS of the broker.

The serialized data query response is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the data consumer.

The serialized data query response is forwarded through the IMS core to the RMCS of

the data consumer.

The data query response is transmitted to the data consumer from its RMCS where it

is deserialized and interpreted for processing.

All data received through the data query response is displayed to the end user.

Postconditions

e Data has been generated by potentially numerous data sources and transmitted to a

data consumer upon request.

4.2.9 Subscribing to Data Values

This use case describes the scenario where the end user makes a continuous request for data

from an arbitrary set of data sources distributed across numerous data producers.

Goals

To permit end users to request continuous data from multiple data sources using a single

request.

Preconditions
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Figure 4.9: Message Exchange to Query for Data Values from Data Sources.

e The data source descriptions of interest must have been registered with the broker.
Related Use Cases

e Querying to Data Values.

Steps

1. The end user selects the desired set of data descriptions for a data value request.
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10.

. The end user selects the option to query the selected set of data descriptions from the

broker.

The request to query data values is serialized and transmitted to the RMCS from its

corresponding data producer.

The serialized data query request is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the data consumer.

The serialized data value request is forwarded through the IMS core to the RMCS of
the broker.

The data query request is transmitted to the broker from its RMCS where it is de-
serialized and interpreted for processing. All the information requested in the data
query is immediately retrieved and sent to the data consumer. Additional requests are
performed based on timeouts generated using the parameters specified in the contin-
uous data query. When a timeout occurs the process to retrieve all the information

requested in the original query is repeated.

The data value query (for every data producer) is serialized and transmitted to the

RMCS of the broker.

. The serialized data query request is converted into SIP and transmitted to the IMS

core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the broker.

The serialized data value request is forwarded through the IMS core to the RMCS of

the data producer.

The data query request is transmitted to the data producer from its RMCS where
it is deserialized and interpreted for processing. Information regarding all the data
descriptions and their corresponding data brokers is parsed from the query request.

The requests data values are generated and written to a data query response.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

The data value response formed in the previous step is serialized and transmitted to

the RMCS of the data producer.

The serialized data query response is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the data producer.

The serialized data value response is forwarded through the IMS core to the RMCS of
the broker.

The data query response is transmitted to the broker from its RMCS where it is
deserialized and interpreted for processing. A data response for the original data query
(from the data consumer) is updated with information from the data query request

from the data producer.

When all the requested data from the data consumer has been received a data value

response is formed, serialized and transmitted to the RMCS of the broker.

The serialized data query response is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the data consumer.

The serialized data query response is forwarded through the IMS core to the RMCS of

the data consumer.

The data query response is transmitted to the data consumer from its RMCS where it

is deserialized and interpreted for processing.

All data received through the data query response is displayed to the end user.

Postconditions

e Data has been continuously generated by potentially numerous data sources and trans-

mitted to a data consumer.
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Figure 4.10: Message Exchange to Subscribe to Data Values from Data Sources.

4.2.10 Unsubscribing from Data Values

This use case describes the scenario where the end user requests terminates an existing
subscription to receive data values through a previously established subscription.

Goals

To permit end users to terminate an ongoing request for data so data consumers are not

processing unwanted information, data producers are not generating redundant data and no
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unnecessary processing is occurring in the broker.

Preconditions

e A subscription for data source values must have been successfully established between

a data consumer and the broker.
Related Use Cases
e Subscribing to Data Values.
Steps
1. The end user selects the option to terminate a subscription for data values.

2. A request to unsubscribe from data values is serialized and transmitted to the RMCS

from its corresponding data consumer.

3. The serialized data value unsubscription request is converted into SIP and transmit-
ted to the IMS core. Information about the SIP session established to transmit the

information to the IMS core is transmitted to the data consumer.

4. The serialized data value unsubscription request is forwarded through the IMS core to

the RMCS of the broker.

5. The data value unsubscription request is transmitted to the broker from its RMCS
where it is deserialized and interpreted for processing. The corresponding subscription

is terminated so no further timeouts are generated.
6. A data value response is formed, serialized and transmitted to the RMCS of the broker.

7. The serialized data value response is converted into SIP and transmitted to the IMS
core. Information about the SIP session established to transmit the information to the

IMS core is transmitted to the broker.

8. The serialized data value response is forwarded through the IMS core to the RMCS of

the data consumer.
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9. The data value response is transmitted to the data producer from its RMCS where it

is deserialized and processed.

10. Information about all data values is displayed to the end user.
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Figure 4.11: Message Exchange to Terminate a Subscription for Data Values.

Postconditions

e A data consumer will no longer receive data values on a period basis through a con-
tinuous query that have been registered in the network. Upon successful termination
of the subscription the data consumer receives one last update about regarding data

sources descriptions that have been registered in the network.

4.3 Conclusion

This chapter described relevant information regarding data dissemination by specifying the

session management features and uses cases required for the dissemination of heterogeneous
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data. Session management is performed by all components of the architecture in a manner
where sessions defined at the application layer are mapped to sessions managed through the
RMCS. Numerous use cases were defined to fulfill the requirements of the communications
architecture. The definition and removal of descriptions for data sources, querying data and
termination of communications sessions are all possible with the architecture to facilitate the

efficient dissemination of heterogeneous data in real-time between entities connected through

IMS.



Chapter 5

Components and Algorithms

This chapter provides a detailed description of the components used to exchange data through
communications architecture defined in this thesis. The protocol defines a broker, data
consumer and data producer used to disseminate heterogeneous data. These components are
described in separate sections in this chapter. Subcomponents and algorithms are defined as
required to identify important functions and how they are performed. Finite state machines
are used to describe the relevant algorithms. The formats of the messages used for data

dissemination are presented in Appendix A for additional information.

5.1 Broker

Fig. 5.1 illustrates the high level components of the broker. A central algorithm is used to
process data received through all other components, generate the appropriate responses and
coordinate all other activities accordingly.

The RMCS is used to receive data from the IMS network and write any responses to
the network that are generated from the broker. The sessions component is used to manage
information regarding all sessions of interest including sessions managed in the RMCS and
any sessions created using the high level protocol implemented to exchange data between
the broker, data consumers and data producers. The subscriptions component is used to
manage all information related to subscriptions created by data consumers to receive auto-

matic updates regarding data descriptions and perform continuous, periodic queries. The

90
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Figure 5.1: The Architecture of the System Broker.

data source descriptions component contains all the information registered and deregistered
from data producers regarding their data sources. All feedback generated by the broker is

presumed to be written to a user interface.

5.1.1 Main Algorithm

Fig. 5.2 describes a finite state machine illustrating the main algorithm of the broker. The
broker is initialized in an idle state and proceeds to read the RMCS for any data that has
been received from the IMS network. Any data received from the RMCS is immediately
processed before subscriptions are checked for any timeouts that may have occurred. Any
timeouts prompt the generation of a query to the appropriate set of data producers. The
entire process is repeated after all data sources have been checked and all data has been
processed. The subsections below provide additional details on the procedures required to
process data from the RMCS and generate queries based on timeouts.

Fig. 5.3 describes a finite state machine illustrating the algorithm performed to process
data from the RMCS in the broker. This algorithm is performed when the "Process SIP
Interface Data’ state has been reached in the main algorithm of the broker. When data is

read from the RMCS is it parsed to determine the type of the message. Five message types
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Figure 5.2: The Main Algorithm of the Broker.

generated by the RMCS are directly supported by the broker. Unsupported types result in
the broker transmitting feedback to the user interface presenting the message that has been
received and terminating the algorithm.

When a message has been received from the RMCS indicating that a new SIP session
has been created, all information regarding this message must be saved in the broker for
later reference. This message is ordinarily received by the broker when a new message has
been transmitted from the broker through the RMCS. A new session is created in the RMCS
to permit the transmission of this data through the IMS network. Information regarding
this session is transmitted to the broker when it has been successfully established so future
updates received about this session can be processed properly.

A request for a new subscription may be received from the RMCS and must be processed
by the broker. The subscription request is parsed to determine whether a subscription must
be created to generate notifications for updates to data source descriptions or data values.
If a subscription request has been created for data values most of the information regarding
the subscription request is contained in a payload that must be processed according to the
specifications of the high level protocol. Data source description requests do not contain
any payloads and therefore can be created immediately. The process to create a data source
description subscription involves creating a data description alert (with information for all
data source descriptions registered with the broker) so it can be immediately transmitted to

the requesting data consumer. An outgoing session is created to transmit the data description
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Figure 5.3: The Algorithm to Process SIP Data in the Broker.

alert before the alert is subsequently serialized and send through a notification using the
subscription through the RMCS.

Messages to terminate subscriptions are also received by the broker from the RMCS
anytime a SIP session is terminated. This message may be received when a SIP message is
acknowledged and no other messages are required or when a high level command from a data
consumer or data producer results in the termination of a session created in the RMCS. SIP
sessions have an associated high level session since all high level data must be transported

through the IMS network using a SIP session. Therefore the termination of a SIP session
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requires the termination of its corresponding high level session in the broker. If the session
does not exist then an error message is generated and transmitted to the user interface.

The termination of a subscription requires similar actions to the termination of an ordi-
nary SIP session. Subscriptions are managed by the subscriptions component of the broker
used to generate timeouts to indicate when notifications must be generated for data con-
sumers. These subscriptions must be removed from the subscriptions component to prevent
the generation of future notifications. Furthermore information for the session created in the
RMCS for the subscription must be removed when subscriptions no longer exist.

When a new instant message is received from the RMCS the payload of the message must
be processed by the broker according to the specifications of the high level protocol used to
exchange data among data producers and data consumers. A number of algorithms may be
performed depending on the data that has been received. The algorithm performed to add
a new data source description to the broker is described in Fig. 5.4.

When a request to add a new data source description has been recognized an outgoing
session is created to transmit the response that is formed with the list of all registered data
sources. A response message is created for the data producer that has submitted the data
source for registration and a data description alert is created for all the data consumers with
registrations for data description updates. All unique data descriptions that have not been
registered in the broker are added to the broker and noted as accepted data descriptions
in the response message. Any data description that has already been registered is noted as
a rejected data description. When all data descriptions from the initial request have been
processed the response message is serialized and transmitted to the data producer as an
instant message. Every registered data source description is added to the data description
alert and transmitted to all subscribed data consumers.

The algorithm required to remove a data source description from the broker is illustrated
in Fig. 5.5. This algorithm is similar to the process described in Fig. 5.4 with the notable ex-
ception that data descriptions are removed instead of added and that data value descriptions
must be updated with the removal of any data descriptions. An outgoing data description,
response and data description alert are also created and every data description received in

the request is processed to update the list of registered data descriptions. A response with
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Figure 5.4: The Algorithm to Add a Data Source Description to the Broker.

the accepted and rejected data source descriptions is transmitted to the data producer when
the entire request has been processed. Before transmitting updates about data descriptions,
every data value subscription is updated to remove references for deleted data sources.

The algorithm performed when processing a data request in the broker is described in Fig.
5.5. During this procedure a sequence of data requests may be transmitted to various data
producers on behalf of a single data consumer to request a multitude of data from data sources
distributed throughout the IMS network. Information for the incoming communications
session is immediately saved upon receiving a new request before creating a response that
must be populated as data is received through various requests. When a timeout is generated

from a data value subscription there is no need to create a new incoming session since it
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Figure 5.5: The Algorithm to Remove a Data Source Description from the Broker.

was created when the original subscription request was received. The list of data identifiers
from the data request is parsed to isolate the list of data sources that are registered in the
broker. Unregistered data sources are added to the list of rejected data identifiers. If no
acceptable data sources are identified then a response is immediately transmitted to the data
consumer to indicate that the request could not be fulfilled. Acceptable data identifiers are

subsequently sorted into groups based on the data producers so multiple data requests can
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Figure 5.6: The Algorithm to Process a Data Request in the Broker.

be transmitted. One data request is transmitted per data producer (instead of transmitting
one request per data source) so data can be transmitted as efficiently as possible through
the network. With the creation of each data query the incoming data request is updated
with information regarding the session used to transmit the request so responses can be
appropriately mapped to the response that must be transmitted to the data consumer.
When the data request is also a subscription request, a new data value subscription is
created so additional data requests can be submitted in the future using timeout according

to specifications provided by the data consumer.
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Figure 5.7: The Algorithm to Process a Data Response in the Broker.

The procedure required to parse a data response is illustrated in Fig. 5.7. The outgoing
session required to transmit the request to the data producer is closed before information
about the incoming session from the data consumer is retrieved. The data response for
the data consumer is updated with the data received from the data producer. If additional
information is required from more data producers then the algorithm is terminated. If all
the information requested by the data consumer has now been received then the response is

serialized and transmitted to the data consumer as an instant message or notification.
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Figure 5.8: The Subscriptions Management Component of the Broker.

5.1.2 Subscription Management

All subscriptions executed through the broker are managed through the subscriptions com-
ponent introduced and described in Fig. 5.1. The subscriptions management mechanism is
described in Fig. 5.8.

Subscriptions are created to manage ongoing requests for data source descriptions and
data values. When a subscription is created a new process is instantiated in the broker that
runs independently from the main process used to interact with the IMS network and write
data to a user interface. Information about each process is returned to the main application
for future reference. Each subscription contains a timer that generates a timeout when new
information must be sent to the user that transmitted the subscription request. Data source
descriptions generate a single timeout when the requesting user specified the subscription
should end. Subscriptions for data values generate a timeout every time a new data request
must be transmitted on behalf of the requesting data consumer. These subscriptions can be
updated to change the information requested with each time out should any data sources be
deregistered during the lifetime of the subscription. A subscription terminates itself when

the last possible timeout is generated based on the requirements of the requesting entity. A
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Figure 5.9: The Architecture of the Data Producer.

subscription may also be arbitrarily terminated on request to prevent future timeouts from

being generated.

5.2 Data Producer

Fig. 5.9 illustrates the high level components of the data consumer. A central algorithm is
used to process data and coordinate the activities of other components like the algorithm
for the broker and data producer.

The RMCS, data source descriptions and sessions components are used to perform the
same functions described for the broker. The user interface is the means through which data
is transmitted and received from the end user. The collection of data sources can be read at
any time to generate data. The interfaces through which data is ready is dependent on the
data source. The mechanisms required to integrate the data source interfaces into the data
producer are beyond the scope of this thesis and are not directly discussed.

External commands are required to initiate certain commands in the data producer.
These commands are related to the creation, deletion, registration and deregistration of
data source descriptions. Responses to data query requests are automatically performed

as data is processed from the RMCS. The creation of a data source description requires
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an arbitrary string for a name and a description provided to data consumers for optional
information about the data. No two data sources can be created with the same name by
a data producer. The deletion, registration and deregistration of data source descriptions
require selecting an arbitrary set of data sources before the operation can be performed.
The selection of an incompatible set of data sources for an operation prompt an response
to be transmitted through the user interface to the end user. No operation is performed if
no appropriate data sources have been selected. In this manner, the total amount of data
transmitted through the IMS network is minimized and the probability of error is reduced.

The data producer can process RMCS messages regarding a new instant message session
acknowledgment, session creation, and session termination. Instant messages are received
with payloads that must be interpreted according to the high level protocol for exchanging
data between the data producer and the broker. All other messages are related to session
or subscription management and result in updating the sequence of sessions maintained in
the data producer to keep track of data and associate the reception of data with a specific
request.

The payloads of instant messages may be interpreted as a data request, the addition of
a data description or the removal of a data description. When a data request is received,
all the data sources named in the request are read to generate data. This data is compiled
into a data response that is created as soon as the data request has been successfully parsed.
Any non-existent data sources are added to the rejected list of the data response. An
outgoing session is created and the data response is serialized and transmitted to the broker.
When a response is received for the addition of data source descriptions all successfully
added data sources are internally updated to indicate they have been successfully added
to the broker. This information is used to prevent future operations from being performed
incorrectly. A response for the removal of a data source description causes all information

for the appropriate data sources to be removed entirely.
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Figure 5.10: The Architecture of the Data Consumer.

5.3 Data Consumer

Fig. 5.10 illustrates the high level components of the data consumer. A central algorithm
is used to process data and coordinate the activities of other components like the algorithm
for the broker and data consumer.

The RMCS and sessions components are used to perform the same functions described
for the broker and data producer. The user interface is the means through which data is
transmitted and received from the end user.

External commands required to initiate requests are sent by an end user through the
user interface. The data consumer can process commands to subscribe and unsubscribe
for data source description updates. No additional information is required to create a sub-
scription while a session identifier must be specified when indicating a subscription must be
terminated. Data values may also be requested through synchronous queries or continuous
subscriptions. To request any data, the sequence of data values must first be selected and
specified in the request. The two parameters required to perform a query are a subscription
length and rate at which the query must be repeated by the broker. A synchronous data
request is performed when either the subscription length or repetition rate are specified as

zero or if either value falls outside an acceptable range of values. Should the information
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required for the subscription be correct then a subscription request is made to query data.

The data consumer can process RMCS messages regarding a new instant message, new
notification, session acknowledgment, session creation, session termination and subscription
termination. Instant message and notification messages are received with payloads that
must be interpreted according to the high level protocol for exchanging data between the
data consumer and the broker. All other messages are related to session or subscription
management and result in updating the sequence of sessions maintained in the data consumer
to keep track of data and associate the reception of data with a specific request.

Instant messages and notifications must be received as data responses or data description
alerts respectively. Should any other message be received outside of these circumstances an
error is generated and reported to the user interface. When a data response is received, the
data is parsed and displayed in the user interface. Sessions are terminated when the data
was received as a result of a synchronous query. Data description alerts prompt the internal
list of data source descriptions to be updated so future data value requests can be performed

with accurate information.

5.4 Conclusion

This chapter described the components and algorithms of the communications architecture
defined in this thesis. A broker, data consumer and data producer are the data dissemi-
nation components of the architecture. The broker contains components for session man-
agement, subscription management and data source descriptions and is coordinated through
algorithms for SIP message processing, the addition and removal of data source descriptions,
fulfilling data requests and generating data responses. The data producer accepts commands
from an end user to create, delete, register and deregister data sources while responding to
data query requests from the broker. The data consumer accepts user requests to manage

subscriptions for data source descriptions and data values.



Chapter 6

Communications Framework

This chapter provides a detailed description of the communications framework required to
exchange data between data consumers, data producers and the broker. This framework is
based on SIP because it is the primary communications protocol of IMS. The first section
describes the SIP packets required to exchange data between the architecture components. A
sequence of requests, responses and alerts defined for the RMCS are described in significant
detail. All use cases for the RMCS to interact with architecture components and each other
through the IMS network are fully described to illustrate how messages are successfully

mapped between SIP packets.

6.1 SIP Packets Used to Exchange Data

Data must be formatted according to the specifications of SIP for it to be forwarded through
an IMS network between end users. The arbitrary exchange of data between two entities
can be performed using the instant messaging framework of SIP described in Chapter 2.
Application level data can be transmitted from one end user to another by appending the
data to a SIP MESSAGE packet as an instant message and describing the data as plain text.
Fig. 6.1 illustrates the use of a SIP MESSAGE packet used to transmit data through an

IMS network between end users.

The subscription framework of SIP can be used to create subscriptions and exchange

104
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MESSAGE sip:fadi@uottawa.ca SIP /2.0
Via: SIP/2.0/TCP domain2.uottawa.ca;
branch=z9hG4bK71a2gbreh
Max-Forwards: 10

From: <sip:ray@Quottawa.ca>;tag=49583
To: <sip:fadi@Quottawa.ca>

Call-ID: 1234@110.120.130.140

CSeq: 4 MESSAGE

Content-Type: text/plain
Content-Length: 40

Data exchanged between two architecture components.

Figure 6.1: A SIP MESSAGE packet used to transmit data between architecture components.

data between architecture components. Limitations exist in the subscriptions mechanisms
of SIP that prevent data from being exchanged as efficiently as possible according to the
requirements listed in Chapter 4. One limitation is that users can only subscribe to a
limited set of data transmitted in predefined formats. No mechanisms exist for an end user
to define a schema for heterogeneous data in real-time and transmit their schema through a
subscription request. Another limitation is the absence of a feature for end users to request
a data subset through a subscription. The instant messaging framework of SIP could be
used to permit a user to continuously poll data among multiple data producers. However
this approach would result in significant amounts of data transmitted through the network
that could be eliminated through a single request. The subscription framework of SIP was
designed to prevent such requests from being necessary but does not permit end users to
specify the conditions under which new data would be transmitted.

Modifications to the subscription framework of SIP are proposed in this thesis to permit
end users to request an asynchronous and continuous stream of heterogeneous data peri-
odically from multiple sources using a single subscription. Two types of subscriptions are
required for data consumers to automatically receive data: a subscription for data source
descriptions and a subscription for data values. No data needs to be transmitted to request
a subscription for data source descriptions. Therefore support for a new subscription data

type is one proposed modification for the SIP subscription framework. However, a subscrip-
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SUBSCRIBE sip:fadi@uottawa.ca SIP/2.0
Via: SIP/2.0/TCP domain.uottawa.ca:5162;
branch=z9hG4bKivlwn23

Max-Forwards: 70

To: <sip:fadiQuottawa.ca>

From: <sip:ray@Quottawa.ca>;tag=21171
Call-ID: fnaw4nli3n203n29n42

CSeq: 3412 SUBSCRIBE

Allow-Events: data-description
Expires: 3600

Contact: <sip:ray@Quottawa.ca>

Event: data-description

Figure 6.2: A SIP SUBSCRIBE packet used to request a subscription for data source de-
scriptions.

tion for data values requires data to be transmitted from the data consumer to the broker
like the rate of repetition and the desired data values. Therefore the addition of a payload
to the SUBSCRIBE packet along with a new subscription data type is a second proposed
modification to the SIP subscription framework.

The modification required to request a subscription for data source descriptions is illus-
trated in the SUBSCRIBE packet of Fig. 6.2. Modifications to the SUBSCRIBE packet are
shown in bold face. The data type ’data-description’ is used with the SUBSCRIBE packet to
indicate that data source descriptions should be transmitted with notifications if the session
is accepted. Support for this data type must implemented into any RMCS used to exchange

data between end users.

The modification required to request a subscription for data values is illustrated in the
SUBSCRIBE packet of Fig. 6.3. Modifications to the SUBSCRIBE packet are shown in
bold face. The data type ’data-value is used with the SUBSCRIBE packet to indicate that
data source descriptions should be transmitted with notifications if the session is accepted.
All the specifications of the data value request are attached in a payload. Support for this

data type must implemented into any RMCS used to exchange data between end users.
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SUBSCRIBE sip:fadi@uottawa.ca SIP/2.0
Via: SIP/2.0/TCP domain.uottawa.ca:5162;
branch=z9hG4bKivlwn23

Max-Forwards: 70

To: <sip:fadiQuottawa.ca>

From: <sip:ray@Quottawa.ca>;tag=21171
Call-ID: fnaw4nli3n203n29n42

CSeq: 3412 SUBSCRIBE

Allow-Events: data-value

Expires: 3600

Contact: <sip:ray@Quottawa.ca>

Event: data-value

Content-Type: text/plain
Content-Length: 40

Data exchanged between two architecture components.

Figure 6.3: A SIP SUBSCRIBE packet used to request a subscription for data values.

6.2 RMCS Messages

This section defines all the messages that can be generated and parsed by the RMCS to
exchange data with an architecture component. Requests are transmitted from a component
to the RMCS to execute a command that typically requires the generation and transmission
of a SIP packet. Responses are generated by a RMCS and transmitted to components
to acknowledge a request with specific information. Alerts are used for the asynchronous

transmission of data from the RMCS to a component.

6.2.1 Requests
Create Instant Message

This request contains the information required to generate and transmit a SIP MESSAGE
packet from the RMCS.

Components

e To: An index indicating the individual transmitting the packet.

e From: An index indicating the individual receiving the packet.
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e Application Session Id: An index providing an identifier of the application level session

used to transmit the instant message.

e Message Buffer: A sequence of characters describing the instant message to be trans-

mitted with the SIP MESSAGE packet.

Create Notification

This request contains the information required to generate and transmit a SIP NOTIFY
packet from the RMCS.

Components

Application Session Id: An index providing an identifier of the application level session

used to transmit the notification.

SIP Interface Session Id: An index providing an identifier of the SIP subscription used

to transmit the notification.

State: An index describing the state of the notification.

Notification Buffer: A sequence of characters describing the notification to be trans-

mitted with the SIP NOTIFY packet.

Create Subscription

This request contains the information required to generate and transmit a SIP SUBSCRIBE
packet from the RMCS.

Components

To: An index indicating the individual transmitting the packet.

From: An index indicating the individual receiving the packet.

Application Session Id: An index providing an identifier of the application level session

used to transmit the subscription request.

Expires: An integer describing the duration of the subscription in seconds.



CHAPTER 6. COMMUNICATIONS FRAMEWORK 109

e Subscription Buffer: A sequence of characters describing the notification to be trans-

mitted with the SIP SUBSCRIBE packet.

Terminate Subscription

This request contains the information required to terminate an existing SIP subscription.

Components

e Application Session Id: An index providing an identifier of the application level session

used to create a SIP session.

e SIP Interface Session Id: An index providing an identifier of the SIP subscription to

terminate.

6.2.2 Responses
Session Created

This response contains information about a SIP session that has been created.

Components

e Application Session Id: An index providing an identifier of the application level session

used to create a SIP session.

e SIP Interface Session Id: An index providing an identifier of the SIP subscription that

was successfully created.

6.2.3 Alerts

New Instant Message

This alert is used to transmit application data from the RMCS to a component received
through a SIP MESSAGE packet.

Components

e To: An index indicating the individual that transmitted the packet.
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e From: An index indicating the individual that received the packet.

e Message Buffer: A sequence of characters describing the data transmitted through a
SIP MESSAGE packet.
New Notification

This alert is used to transmit application data from the RMCS to a component received
through a SIP NOTIFY packet.

Components

e SIP Interface Session Id: An index providing an identifier of the SIP subscription used

to transmit the notification.

e Notification Buffer: A sequence of characters describing the data transmitted through
a SIP NOTIFY packet.
New Subscription

This alert is used to transmit application data from the RMCS to a component received
through a SIP SUBSCRIBE packet.

Components
e Expires: An integer describing the duration of the subscription in seconds.

e SIP Interface Session Id: An index providing an identifier of the SIP subscription used

to transmit the subscription.

e Notification Buffer: A sequence of characters describing the data transmitted through
a SIP SUBSCRIBE packet.
Session Terminated

This alert contains information about a SIP session that has been terminated.

Components
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e SIP Interface Session Id: An index providing an identifier of the SIP session that was
successfully terminated.
Subscription Terminated

This alert contains information about a SIP subscription that has been terminated.

Components

e SIP Interface Session Id: An index providing an identifier of the SIP subscription that

was successfully terminated.

6.3 Use Cases

This section illustrates the use cases describing how the RMCS is used to interact with its
corresponding component and exchange data with other RMCS through an IMS network.
Use cases describe how the instant messages, notifications and subscription are used in all

applicable context to transmit data, deliver data, manage sessions and manage subscriptions.

6.3.1 Transmit Instant Message

This use case describes the scenario where a component uses the RMCS to transmit data
through the IMS network through using an instant message.

Goals

To permit the transmission data through an IMS network using SIP MESSAGE packets.

Preconditions

e All communicating components and their corresponding RMCS must be functional.
Related Use Cases

e Transmit Notification.

e Transmit Subscription.

Steps
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1. A command is transmitted by the component requiring data to be transmitted to
another component across the IMS network using an instant message. This command
may be sent by an end user to a data consumer or data producer or generated in a

broker after processing data from the IMS network.

2. The necessary data is formed and transmitted to the RMCS through a 'Create Instant

Message’ request.

3. A SIP MESSAGE packet is created in the RMCS based on the request received from

the component. The creation of a SIP packet prompts the creation of a SIP session.
4. The generated SIP MESSAGE packet is transmitted through the SIP network.
5. A ’Session Created’ response is transmitted from the RMCS to the component.

6. Information about the SIP session is updated in the component and displayed to the

end user.
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Figure 6.4: The Message Exchange for the Transmission of Data Using a SIP MESSAGE
Packet.

Postconditions

e Data has been successfully transmitted through the IMS network between components

using a SIP MESSAGE packet.
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6.3.2 Transmit Notification

This use case describes the scenario where the broker transmit a notification to a data
consumer using the RMCS to transmit data through the IMS network through using a
notification.

Goals

To permit a broker to transmission notification data through an IMS network using SIP
NOTIFY packets.

Preconditions
e All communicating components and their corresponding RMCS must be functional.

e A subscription must have been successfully established between a data consumer and

the broker.
Related Use Cases
e Transmit Instant Message.
e Transmit Subscription.
Steps

1. A determination is made in the broker that data must be transmitted to a data con-
sumer through a subscription. The necessary data is written to a ’Create Notification’

request and transmitted to the RMCS.

2. A SIP NOTIFY packet is created in the RMCS based on the request received from the

broker. The creation of a SIP packet prompts the creation of a SIP session.
3. The generated SIP NOTIFY packet is transmitted through the SIP network.
4. A ’Session Created’ response is transmitted from the RMCS to the component.
Postconditions

e Notification data has been successfully transmitted through the IMS network between

a broker and a data consumer.
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Figure 6.5: The Message Exchange for the Transmission of Data Using a SIP NOTIFY
Packet.

6.3.3 Transmit Subscription

This use case describes the scenario where a data consumer uses the RMCS to transmit data
through the IMS network through using a subscription.
Goals

To permit the transmission data through an IMS network using SIP SUBSCRIBE packets.

Preconditions

e All communicating components and their corresponding RMCS must be functional.
Related Use Cases

e Transmit Instant Message.

e Transmit Notification.

Steps

1. A command is transmitted by the data consumer requiring data to be transmitted to

the broker across the IMS network using a subscription.

2. The necessary data is formed and transmitted to the RMCS through a 'Create Sub-

scription’ request.
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3. A SIP SUBSCRIBE packet is created in the RMCS based on the request received from

the data consumer. The creation of a SIP packet prompts the creation of a SIP session.
4. The generated SIP SUBSCRIBE packet is transmitted through the SIP network.
5. A ’Session Created’ response is transmitted from the RMCS to the data consumer.

6. Information about the SIP session is updated in the data consumer and displayed to

the end user.
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Figure 6.6: The Message Exchange for the Transmission of Data Using a SIP SUBSCRIBE
Packet.

Postconditions

e Data has been successfully transmitted through the IMS network between a data con-

sumer and the broker using a SIP SUBSCRIBE packet.

6.3.4 Instant Message Delivery

This use case describes the scenario where application level data has been received through
the IMS network using an instant message.

Goals
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To deliver the data received from a SIP MESSAGE packet to a component so it can be

processed.

Preconditions

e All communicating components and their corresponding RMCS must be functional.

Related Use Cases

e Notification Delivery.

e Subscription Delivery.

Steps

1. A SIP MESSAGE packet is received from the IMS network and delivered to the RMCS.

2. The SIP packet is processed and the application data transmitted through the packet

is extracted.

3. A 'New Instant Message’ alert is generated and delivered to the component.

4. The alert is processed, all appropriate responses are generated and feedback is provided

to the end user where appropriate and possible.
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Figure 6.7: The Message Exchange for the Delivery of Data Using a SIP MESSAGE Packet.

Postconditions
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e Application data has been successfully received by the RMCS through a SIP MES-
SAGE packet.

6.3.5 Notification Delivery

This use case describes the scenario where application level data has been received through
the IMS network using a notification.

Goals

To deliver the data received from a SIP NOTIFY packet to a component so it can be
processed.

Preconditions

e All communicating components and their corresponding RMCS must be functional.

e A subscription must have been successfully established between a data consumer and

the broker.
Related Use Cases

e Instant Message Delivery.

e Subscription Delivery.
Steps

1. A SIP NOTIFY packet is received from the IMS network and delivered to the RMCS.

2. The SIP packet is processed and the application data transmitted through the packet

is extracted.
3. A 'New Notification’ alert is generated and delivered to the component.

4. The alert is processed, all appropriate responses are generated and feedback is provided

to the end user where appropriate and possible.
Postconditions

e Application data has been successfully received by the RMCS through a SIP NOTIFY

packet.
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Figure 6.8: The Message Exchange for the Delivery of Data Using a SIP NOTIFY Packet.

6.3.6 Subscription Delivery

This use case describes the scenario where application level data has been received through
the IMS network using a subscription.

Goals

To deliver the data received from a SIP SUBSCRIBE packet to a component so it can
be processed.

Preconditions

e All communicating components and their corresponding RMCS must be functional.
Related Use Cases

e Instant Message Delivery.

e Notification Delivery.

Steps

1. A SIP SUBSCRIBE packet is received from the IMS network and delivered to the
RMCS.

2. The SIP packet is processed and the application data transmitted through the packet

is extracted.
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3. A ’New Subscription’ alert is generated and delivered to the component.

4. The alert is processed, all appropriate responses are generated and feedback is provided

to the end user where appropriate and possible.
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Figure 6.9: The Message Exchange for the Delivery of Data Using a SIP SUBSCRIBE Packet.

Postconditions

e Application data has been successfully received by the RMCS through a SIP SUB-
SCRIBE packet.

6.3.7 Session Termination from the Network

This use case describes the scenario where a SIP session is terminated in the RMCS. This
scenario applies to circumstances where SIP messages have been acknowledged through a
SIP 200 OK packet and the session used to transmit the original message is terminated.
Goals
To terminate a SIP session when a SIP 200 OK message has been received from the
network and send information about the terminated session to the component.

Preconditions

e All communicating components and their corresponding RMCS must be functional.
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e A SIP session must have been successfully established between two RMCS.
Related Use Cases

e Session Termination from a Component.

Steps

1. A SIP 200 OK packet is received from the IMS network and delivered to the RMCS.

2. The SIP 200 OK packet is processed and the session specified by the packet is termi-

nated.
3. A ’Session Terminated’ alert is generated and transmitted to the component.

4. Information about the terminated SIP session is displayed to the end user.

IMS RMCS Application End User

SIP 200 OK i i
N |
SIP packet received:

»
»

> Update SIP session information
|

|
|
|
|
|
| | |
| | |
! ! !
Generate 'Session Terminated' alert :
| |
|
|
|
|
|
|
|
|
|

»!

Update session status

! )
»

Figure 6.10: Message Exchange for the Termination of a SIP Session based on a SIP packet.

Postconditions

e A SIP session has been successfully terminated in a RMCS based on the reception of

a SIP 200 OK packet.

e The end user is automatically informed when the SIP session is terminated.
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6.3.8 Session Termination from the Component

This use case describes the scenario where a SIP session is terminated in the RMCS due to
a command transmitted from the component.

Goals

To permit the termination of a SIP session by an end user or through a component after
receiving a specific sequence of commands.

Preconditions

e All communicating components and their corresponding RMCS must be functional.
e A session must have been successfully established between two RMCS.

Related Use Cases

e Session Termination from the Network.

Steps

1. A command is transmitted to the component that requests the termination of a SIP
session that was established to exchange data across the IMS network. SIP sessions that
can be terminated asynchronously are typically subscriptions established to exchange
multiple pieces of application data over an extended period of time. This command
may be sent by an end user to a data consumer or data producer or generated in a

broker based on a timeout.

2. A ’Terminate Subscription’ request is generated and transmitted from the component

to the RMCS.

3. The specified SIP session is terminated. A SIP NOTIFY or SUBSCRIBE packet
is generated so it can transmitted through the IMS network for session termination
at the other RMCS. SIP SUBSCRIBE packets are transmitted by components that
sent the original subscription request while SIP NOTIFY packets are transmitted by

components where the subscription request was accepted.
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4. A ’Session Created’ response is generated (for the transmission of the SIP NOTIFY or

SUBSCRIBE packet) and transmitted to the component.

5. Information about the SIP session is updated in the component and displayed to the

end user.

6. A SIP 200 OK message is received for the SIP NOTIFY or SUBSCRIBE message that

was transmitted to terminate the subscription.

7. A ’Subscription Terminated’ alert is generated and transmitted to the component.

8. Information is transmitted to the end user indicating that the requested subscription

has been terminated.
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Figure 6.11: Message Exchange for the Termination of a SIP Session based on a Component

Command.

Postconditions

e A SIP session has been successfully terminated in a RMCS based on a request submit-

ted through a component.

e The end user is automatically informed when the SIP session is terminated.
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6.3.9 Subscription Termination

This use case describes the scenario where a SIP subscription is terminated in the RMCS.
Goals
To terminate a SIP session when a SIP NOTIFY or SUBSCRIBE message has been
received from the network.

Preconditions

e All communicating components and their corresponding RMCS must be functional.
e A SIP session must have been successfully established between two RMCS.
Related Use Cases

e Session Termination from an Component.

Steps

1. A SIP NOTIFY or SUBSCRIBE packet is received from the IMS network and delivered
to the RMCS.

2. The SIP packet is processed and the subscription specified by the packet is terminated.
3. A ’Subscription Terminated’ alert is generated and transmitted to the component.

4. Information about the terminated SIP subscription is displayed to the end user.
Postconditions

e A SIP subscription has been successfully terminated in a RMCS.

e The end user is automatically informed when the SIP subscription is terminated.

6.4 Conclusion

The communications framework required to exchange heterogeneous data through the com-
munications architecture of this thesis was described in this chapter. The SIP packets re-

quired are SIP MESSAGE, NOTIFY and SUBSCRIBE. The SIP MESSAGE packet is used
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Figure 6.12: Message Exchange for the Termination of a SIP Subscription.

to transmit data synchronously through the instant messaging framework of SIP and IMS.
The SIP NOTIFY and SUBSCRIBE packets are used to create sessions and transmit data
asynchronously through notifications. The subscription framework of SIP does not have any
mechanisms to request heterogeneous data or transmit data through a payload. Therefore,
modifications are proposed to implement these features so the requirements of the commu-
nications architecture can be fulfilled. Numerous requests, responses and alerts are defined
so components can exchange data with a RMCS to execute various use cases related to the

transmission of data, management of sessions and management of subscriptions.



Chapter 7

Reconfigurable Multimedia

Collaborative System

This chapter describes the Reconfigurable Multimedia Collaborative System (RMCS), an
embedded system developed for the communications architecture of this thesis. The RMCS
is used as an intermediary between architecture components and the IMS network to process
SIP data and application level responses. Embedded systems performing similar functions
are surveyed before discussing the architecture of the RMCS. Subsequent sections discuss
all details of the RMCS including its architecture, commands, session management, packet

processing facilities and performance.

7.1 SIP Hardware Implementations

Various SIP implementations exist in the literature and commercial products today. How-
ever, almost all commercial implementations of SIP are entirely software based, the conse-
quence of which is a significant cost with respect to real-time performance. Open source
SIP implementations like oSIP [28] are also entirely implemented in software. Lower level
protocols can take in the order of several milliseconds to correctly process information. Signif-
icantly more time is required to process SIP packets because SIP is an ASCII-based protocol.
That kind of delay can lead to substantial performance degradation and lost data in high

speed networks. Embedded system implementations have been researched to minimize the
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delay required to process SIP packets.

An embedded software implementation for VoIP is presented in [55]. Signaling control
functions of SIP are integrated in the proposed embedded system platform. Additional
features like voice conferences, call waiting and call on-hold can be built into the system
based through SIP but no facilities exist to implement any functionality in hardware.

A microcontroller based phone is described in [64] with SIP based signaling. The mi-
crocontroller includes a real-time operating system to optimize the execution of software
but provided no facilities to implement any functionality directly in hardware. Similar work
was performed in [85] with the development of a VoIP gateway name the Enhanced Multi
Media Adaptor (EMMA). EMMA was implemented as a system on a programmable chip
(SOPC) with an Altera FPGA. With this implementation, numerous hardware blocks were
used to directly implement accelerated voice packetization. However with both projects
session establishment was provided through a multi threaded, real-time operating system
implementation of SIP.

The work in [81] describes a reconfigurable hardware implementation of SIP. It describes a
hardware processor that parses SIP headers and includes checksums for IP and TCP packets.
However the processor lacks the functionality to interpret SIP content. No description of
an interface is presented to allow for the processor’s integration in a software environment.
Therefore, the processor cannot be used directly to implement SIP for robust multimedia
applications.

The absence of a robust embedded system implementation of SIP in the literature and
commercial products illustrates the novelty introduced by the RMCS to the domain of com-
puter communications and embedded device development. The RMCS is described in [58]
through a patent application and provides the foundation for the work described in [27], [86],
[87] and [88].

7.2 High Level System Description

The Reconfigurable Multimedia Collaborative System (RMCS) is an embedded system used

to generate SIP packets, parse SIP packets and manage SIP sessions according to the re-
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Figure 7.1: The High Level Architecture of the RMCS.

quirements described earlier in this thesis. The following subsections describe the details of
the RMCS in significant detail to illustrate how these actions are performed. Please refer to

Appendix B for a complete list of RMCS commands.

7.2.1 High Level Architecture

Fig. 7.1 illustrates the architecture of the RMCS. Data processing algorithms are imple-
mented to process application data and network data. Sockets are used by the RMCS to
establish connections with remote devices and exchange data through the Internet. Messages
are received from end users or other clients through UDP and TCP sockets. Multimedia in-
formation is received by UDP from an end user. This information is processed to determine
its destination and is forwarded in an unaltered state. RMCS commands and text based

messages may be sent through TCP connections. Responses are sent back using TCP.

7.2.2 Session Management

Table 7.1 describes how sessions are maintained in the SIP Session Data component of the
RMCS. Each session is represented by a row in the table comprised of an incoming SIP
packet and an outgoing SIP packet. All combinations of incoming and outgoing packets
supported by the RMCS are illustrated in Table 7.1. The reception of a 200 OK packet
prompts the termination of a session in all cases except where a subscription has been
created. Subscriptions are represented by a persistent SUBSCRIBE egress packet and 200

OK incoming packet that are not removed unless the RMCS receives a command to terminate
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a subscription. All notifications transmitted through a subscription retrieve the necessary

data from the SUBSCRIBE egress packet to generate the required NOTIFY packet.

Table 7.1: A Description of SIP Session Data Maintained in the RMCS

Incoming Outgoing Session Description

(ingress) packet | (egress) packet

200 OK MESSAGE Transmitting an instant message

200 OK NOTIFY Transmitting a notification

200 OK NOTIFY Terminating a subscription initiated through an-
other RMCS

200 OK SUBSCRIBE Initiating a subscription with another RMCS

200 OK SUBSCRIBE Terminating a subscription initiated with this
RMCS

MESSAGE 200 OK Receiving an instant message

NOTIFY 200 OK Receiving a notification

NOTIFY 200 OK Receiving a session termination request

SUBSCRIBE 200 OK Receiving a subscription request

SUBSCRIBE 200 OK Receiving a session termination request

7.3 Data Processing Algorithms

Fig. 7.2 illustrates the algorithm required to process data received through the application
interface. When a message is first received its message type is first verified before further
actions are taken. When a request has been received to create an instant message it is
generated using all the information received from the application. When this message is
completed it is transmitted through the IMS network. After the instant message has been
transmitted to the network a response indicating the creation of a session is created and
transmitted to the application. When a subscription request has been submitted to the
RMCS, a SIP SUBSCRIBE packet is generated and transmitted to the IMS network before
a response is sent to the application about the creation of a new session. The same procedure
is performed when a notification request is received from an application.

A subscription termination request requires that information about the existing sub-
scription be read before the appropriate SIP packet is transmitted to the network. When a
subscription termination request is processed at the SIP interface where the subscription was

created a SIP SUBSCRIBE packet must be generated. Otherwise a SIP NOTIFY message
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Figure 7.2: The Algorithm of the SIP Interface to Process Application Messages.

must be generated. When the correct SIP packet has been generated it is transmitted to
the IMS network before a response is transmitted to the application. Information about
SIP subscriptions are contained in the RMCS so this information must be read by the data
processing algorithm before further action is taken. All SIP packets and their responses must
be generated and read by data processing algorithms before they can be transmitted to the
IMS network. The grey coloured states demonstrate operations that are be performed using
the hardware component of the RMCS.

Fig. 7.3 illustrates the algorithm that is performed when data is received from the IMS



CHAPTER 7. RECONFIGURABLE MULTIMEDIA COLLABORATIVE SYSTEM 130

network. FEvery packet of data received from the network is presumed to be in the SIP
format and is parsed accordingly. Any syntactical errors discovered while parsing the packet
automatically cause termination of the algorithm. If the packet is successfully parsed the
type of SIP is checked to determine the appropriate course of action.

When a 200 OK packet has been successfully parsed from the IMS network the original
request for the 200 OK response must be ascertained before performing the correct sequence
of actions. When the 200 OK packet has been received for a SIP SUBSCRIBE packet the
original expires value is checked to determine if the original message was sent to terminate
or create a SIP subscription. If the expires value was zero, then it is presumed that the
original SUBSCRIBE request was transmitted to terminate a SIP subscription. Therefore the
requested session information is removed before a session termination response is transmitted
to the application. Information for the session used to transmit the 200 OK packet is also
removed and transmitted to the application before the algorithm terminates.

A 200 OK packet for a SIP NOTIFY messages prompt the verification of the subscription
state value to determine the next course of action. If the subscription state is 'terminated’
then all the actions required to terminate the requested session and incoming session are
performed as they are when a subscription is terminated through a SIP SUBSCRIBE mes-
sage transmission. Otherwise, only the incoming session is terminated before a response
is transmitted to the application. Similar actions are performed when a 200 OK packet is
received for a SIP MESSAGE packet.

When a SIP SUBSCRIBE packet is received the "Expires’ field value is immediately
checked to determine if the value is zero. If the "Expires’ field value is zero then the actions
necessary to terminate the desired subscription and incoming session are performed. Oth-
erwise the information retrieved from the packet are used to create a new subscription alert
for delivery to the application. After this alert has been transmitted to the application the
200 OK response for the incoming packet is read and transmitted to the IMS network.

The subscription state value of a SIP NOTIFY packet is checked as soon as it has been
received by the data processing algorithm. A ’terminated’ state prompts the termination of
the subscription and incoming session. An ’active’ state prompts the generation of a new

notification alert and its delivery to the application before a 200 OK response is sent to the
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Figure 7.3: The Algorithm of the SIP Interface to Process Network Messages.

IMS network. The actions performed when a SIP MESSAGE is always identical. A new
instant message alert is created and transmitted to the application before a 200 OK response

is transmitted to the IMS network. The grey coloured states indicate actions that must be
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performed using the RMCS.

7.4 Hardware Component

The hardware component of the RMCS is used for SIP packet generation. It is divided into a
control unit and data path responsible for high level logic and holding data respectively. The
control unit is a collection of finite state machines containing all the logic for the generation
and retrieval of SIP packets. The data path of the hardware component is shown in Fig.

7.4.

Address Read Data Write Data Internal
Register Register Register Registers

Data Registers

SIP SIP Preprocessed
Packet | T Packet Packet Data

Egress SIP packets

SIP SIP
Packet | Packet

Ingress SIP packets

Field Misc. State Cseq
Database Database Database Database
User P_?;gst C(_)rr;tsgt- Event
Database Database Database Database
SIP Packet Databases

Figure 7.4: The Data Path of the Hardware Component of the RMCS.
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Figure 7.5: The Composition of a SIP Packet in the Hardware Component of the RMCS.

7.4.1 Data Structures

Each command issued to the hardware component is written to a specific address and may
contain data. Separate registers are used to hold these data and collectively comprise the
interface through which software applications exchange data with the hardware component.
Internal registers are also implemented for the packet generation process. A sequence of data
structures are available to hold incoming (ingress) or outgoing (egress) SIP packets. The
structure of each SIP packet is illustrated in Fig.7.5.

Each SIP packet is comprised of a sequence of registers where one register contains a
value representing a specific component of a SIP packet. RAM components are implemented
to hold the ASCII representations of the SIP packet and its payload when it is available.
Registers are used to indicate the length of these ASCII strings and specify the values of
all SIP packet components. Separate registers are used for each of the following SIP packet

values:

e The allow-events value.

The application session value.

The call identification number.

The call identification sender.

The contact identifier.



CHAPTER 7. RECONFIGURABLE MULTIMEDIA COLLABORATIVE SYSTEM 134

e The call sequence number.

e The call sequence packet type.
e The event value.

e The expires value.

e The maximum forwards value.
e The packet recipient.

e The packet recipient tag value.
e The packet sender.

e The packet sender tag value.

e The packet type.

e The sequence of available fields.
e The subscription state value.

e The via field branch value.

e The via field domain value.

The via field protocol value.

Where applicable values are mapped to the index of a database containing the sequence
of ASCII characters required to generate the packet. The structure of a database is shown
in Fig. 7.6.

Each database has been implemented with ROM components for data components (ASCII
strings), the length of each string and an offset in the data component ROM where the string
begins. Databases have been implemented for each of the following categories of ASCII

strings:
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Figure 7.6: The Composition of a Database in the Hardware Component of the RMCS.

Content Type: This database contains all supported values for the ’Content-Type’ field
of a SIP packet.

e (Call Sequence Number: This database is used to maintain a list of call sequence num-

bers for each supported SIP packet type.

e Events: This database contains all supported values for the ’'Event’ and ’Allow-Events’

fields of a SIP packet.

e Fields: This database contains all the field values used to begin each line of a SIP

packet.

e Packet Type: This database contains all supported SIP packet types used in the SIP
packet header and ’Cseq’ field.

e State: This database contains all supported values for the ’Subscription-State’ field of
a SIP packet.

e Users: This database contains all supported values for the "To’, "From’ and 'Contact’

fields of a SIP packet in addition to the domain specified in the "Via’ field.

e Miscellaneous Values: This database contains all necessary ASCII strings that are not

implemented in other databases.

A component for preprocessed packet data has been implemented to facilitate the inte-
gration of packet parsing functionality into the RMCS hardware component as additional

research is performed.



CHAPTER 7. RECONFIGURABLE MULTIMEDIA COLLABORATIVE SYSTEM 136

Read Operation Result

egress
Save Readdata Check Read Address Check Egress Packet IndeHRead Egress Packet Data}
read
ingress
Generate SIP Packet \(Check Ingress Packet Index
o o

generate
Check Write Address Check Egress Packet IndeHWrite Egress Packet Data)—

reset

1

Read Ingress Packet Data)

egress

Reset RMCS

reset

Figure 7.7: The Control Unit of the Hardware Component of the RMCS.

7.4.2 Algorithms

The algorithms presented in this section comprise the control unit of the hardware component
for the RMCS. These algorithms are presented as finite state machines and represent the
contribution of the thesis required for the generation of SIP packets in hardware.

A finite state machine describing the high level functionality of the control unit is illus-
trated in Fig. 7.7. The hardware component of the RMCS is reset through an asynchronous
command that will prompt the removal of all data stored in the data path. Synchronous
commands for the hardware components are read commands (for the retrieval of data from
the data path) or write commands (to write data into the data path or begin SIP packet
generation). The data and address of the command are verified in each instance before a
command can be successfully executed. Read commands prompt the automatic transfer of
the requested data from the data path to the hardware component interface. Write com-
mands cause data to be written to a specified location in the data path. A request for
the generation of a SIP packets causes the activation of a separate algorithm described by
the state 'Generate SIP Packet’ whose functionality is described through the sequence of

algorithms below.
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Figure 7.8: The Algorithm Used to Generate a SIP Packet Header in the Hardware Compo-
nent of the RMCS.

Each line of a SIP packet is generated using a separate algorithm. The first line of a

SIP packet is generated using the algorithm described by the finite state machine in Fig.
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7.8. The first line of a SIP packet consists of a packet type, packet sender and a protocol
denoting the version of SIP to be used for the packet in question. ASCII strings for the SIP
packet type, SIP packet sender and protocol are all retrieved from the required databases by
writing the necessary index values to retrieve the length and offset values before reading the
contents. Once all the necessary ASCII strings have been retrieved they are written into the
SIP packet data RAM sequentially before the line is terminated with a carriage return (CR)
and line feed (LF) before the SIP field mask sequence is retrieved to determine the sequence
of necessary lines in the SIP packet.

After the generation of the first line, a sequence of algorithms are generated to write the
remainder of the SIP packet into memory. All other lines in the SIP packet begin with a
field value such as "To’, 'From’, etc. to denote how the information is to be interpreted.
Therefore, all subsequent algorithms executed to generate a line in a SIP packet will contain
functionality to read the ASCII representation of the field value from its database and write
it to memory before the remainder of the line can be read from an arbitrary collection of
databases. The separator between the field value and the rest of the line is always denoted
by a colon and a space so these characters are part of the ASCII strings read from the field
database to reduce the total time required to generate a SIP message.

The algorithm to generate data for the "To’ line is illustrated in Fig. 7.9. This line
of the SIP packet is mandatory and relatively simple as it denotes the source of the SIP
packet. This algorithm begins by retrieving the ASCII sequence of the "To’ field from the
field database and appending it to the packet data. The ASCII sequence of the SIP packet
sender is retrieved from the URL database and written to the packet data. If a 200 OK
packet is being generated a tag value is appended to the packet by retrieving the 'tag’ ASCII
sequence from the database of miscellaneous data and converting the tag integer value to an
ASCII string and appending the necessary characters to the packet data. A carriage return
and line feed are written to the SIP packet to terminate the "To’ field character sequence.
The packet sender and tag value are written to the egress packet of the SIP session data
module. The same algorithm is used for the generation of the 'Contact’ line.

The generation of the 'From’ line of the SIP packet is performed using the algorithm

illustrated in Fig. 7.10. This algorithm is similar to the one used in the generation of the
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Figure 7.9: The Algorithm Used to Generate the "To’ and 'Contact’ lines in the Hardware
Component of the RMCS.

"To’” line. The URL of the packet recipient is retrieved from the URL database and appended
to the SIP packet. The tag value for the 'From’ line is not optional for a 200 OK packet as
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it is for the "To’ line so a random integer value is generated for the tag, converted into its
ASCII representation and appended to the SIP packet along with the necessary string prefix

to indicate that it is a tag value.
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Figure 7.10: The Algorithm Used to Generate the 'From’ line in the Hardware Component
of the RMCS.
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The algorithm of the "Via’ line generation is illustrated in Fig. 7.11. and begins its
execution by retrieving the ASCII sequence of the "Via’ field from the field database and
writing the resultant characters to the SIP packet along with the colon and space as the
field delimiter. The "Via’ line contains the most separate pieces of information compared to
other lines in a SIP packet and conversely its algorithm is the most complex. The ASCII
sequence of the protocol (TCP or UDP) used to transmit the SIP packet is retrieved from
the database of miscellaneous data and written to the packet data with a space unless a
200 OK packet is generated, in which case the protocol is retrieved from the ingress packet.
The URL indicating the domain used to transmit the SIP packet is retrieved from the URL
database and written to the packet data. A random integer value is generated for the branch
and appended to the ’branch’ prefix required for a SIP packet if a 200 OK packet is not being
generated, otherwise the necessary value is retrieved from the ingress packet. This branch
prefix is retrieved from the database of miscellaneous data and written to the SIP packet
along with the random value after it has been converted into its ASCII representation. After
all the aforementioned values have been written to the packet the line is terminated with
a carriage return and a line feed. The protocol, domain and branch values written to the
packet are saved with all other SIP packet information.

The algorithm for the generation of the call identifier, denoted with the field *Call-ID’,
is demonstrated in Fig. 7.11. The call identifier information written for SIP packets by the
RMCS is generated in the form of a random number with the URL of the SIP packet sender
appended to the end of the identifier. After the Call-ID field name is retrieved from the field
database and the delimiter has been written to the packet, a random number is generated,
converted into its ASCII form and written to the packet data. If the packet being generated
is a 200 OK packet then the number is retrieved from the packet data of the corresponding
ingress packet. After writing the call identifier integer value a '@’ character is appended
to the SIP packet before writing the ASCII sequence of the appropriate URL. The line is
terminated with a carriage return and a line feed before saving the call identifier value to
the SIP session data module.

The CSeq line generation algorithm shown in Fig. 7.11 begins by retrieving the Cseq
ASCII sequence from the field database and appending the colon and space as the delimiter.
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Figure 7.11: The Algorithm Used to Generate the 'Via’ line in the Hardware Component of
the RMCS.

The CSeq number is used to identify a transaction in a SIP dialog and its value must
be maintained with the generation of each SIP packet. If a 200 OK packet is not being
generated the Cseq number is retrieved from the Cseq database, converted into its ASCII

form, written to the packet and saved to the SIP session data module. The CSeq number
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Figure 7.12: The Algorithm Used to Generate the ’Call-ID’ line in the Hardware Component
of the RMCS.

is otherwise retrieved from the ingress packet, written and saved using the same process.
After a space is written to the SIP packet the ASCII data of the packet type is written to
the packet using the packet type database. The algorithm terminates by writing a carriage
return and line feed to the end of the line.

The algorithms for the generation of the 'Allow-Events’, and "Event’ lines in a SIP mes-
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Figure 7.13: The Algorithm Used to Generate the ’Cseq’ line in the Hardware Component
of the RMCS.

sage are shown in Fig. 7.14. The 'Event’ line is used to denote a sequence of events that
may occur during the transmission of SIP data and could be supported by a client. The
"Allow-Events’ header is used to describe the specific events that should be supported. These
lines are typically used with notifications and subscriptions and are described with a comma

separated list. The algorithm supports the generation of one ASCII string for the 'Event’
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and ’Allow-Event’ lines that is retrieved from the event database.
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Figure 7.14: The Algorithm Used to Generate the "Allow-Events’ and "Event’ lines in the
Hardware Component of the RMCS.

The algorithm for the generation of the content type line is shown in 7.15. The content
type line is denoted with the field "Content-Type’ and is used to describe the type of payload
transmitted with a SIP packet when one is present. The ASCII string representation of all
possible content types are available in a database. The appropriate ASCII string is read

from the database and written to memory after the field value has been written.
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Figure 7.15: The Algorithm Used to Generate the 'Content-Type’ line in the Hardware
Component of the RMCS.

The algorithm for the generation of the subscription state line is shown in 7.16. The
subscription state is denoted with the field ’Subscription-State’ and is used to describe the
current status of a subscription where applicable with values like ’active’, 'pending’, etc.
As was the case with the content type, the ASCII string representation of all possible sub-
scription states are available in a database. The appropriate ASCII string is read from the

database and written to memory after the field value has been written.
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Figure 7.16: The Algorithm Used to Generate the ’Subscription-State’ line in the Hardware
Component of the RMCS.

The algorithm for the generation of the content length line is shown in 7.17. The content
length describes the total number of bytes in the SIP packet payload when one is present.
When a SIP payload is available the total number of bytes is converted into its ASCII
representation and written to memory after the field value.

The algorithm for the generation of the expires line is shown in 7.17. The expires value

denotes the amount of time a session is to remain active in seconds. This value is converted
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Figure 7.17: The Algorithm Used to Generate the 'Content-Length’ line in the Hardware
Component of the RMCS.

into its ASCII representation and written to memory after its field value when it is present.

The algorithm for the generation of the maximum forwards line is shown in 7.17. The
mandatory maximum forwards line is denoted by the field 'Max-Forwards’ and represents
the total number of network devices that may process this SIP packet before it reach its
destination and considered value. It is analogous to the time to live (TTL) field found in
other communications protocols. This value is converted into its ASCII representation and

written to memory after its field value.
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Figure 7.18: The Algorithm Used to Generate the "Expires’ line in the Hardware Component
of the RMCS.

7.5 Performance

7.5.1 Resource Utilization

This section describes the resource utilization of the hardware component of RMCS as sim-
ulated on an Altera Cyclone IV device with great emphasis on the logic cells and memory
required for implementation. A logic cell (also described as a logic element) is a generic term
for a basic building block for Altera devices. On Cyclone devices, a logic cell consists of a
four-input look up table (LUT), a programmable register and a carry chain. A carry chain
is a dedicated architectural feature providing a high performance carry forward function

between logic cells. The total number of resources used is described in Table 7.2.
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Figure 7.19: The Algorithm Used to Generate the 'Max-Forwards’ line in the Hardware
Component of the RMCS.

Table 7.2: RMCS Hardware Component Resource Utilization

Resource Utilization
Logic Elements 44532
Registers 8220
Memory Bits 524352

7.5.2 Simulated Operations

The results described in this section will demonstrate the operations required to generate
a SIP MESSAGE packet. The SIP MESSAGE packet used to generate the results in this

section is shown in the image below:
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MESSAGE sip:fadi@uottawa.ca SIP /2.0

To: sip:fadiQuottawa.ca

From: sip:ray@uottawa.ca;tag=1000

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=2z9hG4bK2000
Call-ID: 3000@sip:ray@uottawa.ca

CSeq: 1 MESSAGE

Max-Forwards: 37

Content-Length: 18

Content-Type: text/plain

Hi Fadi, it’s Ray!

Fig. 7.20 illustrates the simulated operations of the RMCS when information for a single
session is cleared before data is written for packet generation. The signals at the top of the
simulation (address, clk, read, reset, write, readdata, writedata and waitrequest) are defined
in the Altera Avalon bus specification [2] and are required for the successful integration
of the RMCS with an embedded system implemented with Altera FPGAs. The signals
defined below describe information that can be read and written for a specific session. A
high level command is written to the RMCS to reset all data for a specific session using the
Avalon bus signals. A default value of zero is written to each register for the specific session.
The waitrequest and write signals are deasserted to indicate the end of the operation. All
previously defined values are overwritten for the registers in this operation. No operations
were performed for this session before the reset operation so there are no defined values for
any register until they are all set to zero.

Fig. 7.21 demonstrates the session data of the RMCS after all data required for SIP
MESSAGE packet generation has been written through various operations. Non-zero values
indicate the value that needs to be present in the SIP MESSAGE packet. Zero values
indicate data that is not required to generate the SIP MESSAGE packet. No more than 32
bits of data can be written into or read from the RMCS at one time during a single operation.
Therefore, writing all the data required to generate a single packet must be performed during
several operations. To generate a SIP MESSAGE packet, separate commands are used to
write data regarding the packet type, sender, receiver, protocol (TCP or UDP), domain and
maximum number of forwards. Each of these commands requires one operation to write the

necessary data where each value is mapped to a predefined value in a database except for



CHAPTER 7. RECONFIGURABLE MULTIMEDIA COLLABORATIVE SYSTEM 152

H Ao e Ay

e T T = TR
0 RysiBal |puBIq BA oju ey

O QU BpEy

A Y

0" msi0ai uoiss3s ST o)u iapeay
b BT LR peoyed Quapeay -

[P TV T V=== TR
b sl adhpeay U apeay -
b =ysi0a0"Bey woyyu =peay

b sagsiarprwoy o peRy

b a0 Zuenbas PR QT ey -
b RsBaT s3I0 QLT RPE

b Rysa0 JUaAs QU ey

b7 ysBar A basT T pey ]
=TT T - TR

b Bysa bR Do QU peRY -
b Rsal PO iU Rpeay

kT T TS

b sl e o Apey

= = = TE R T == T
b sl ou] peoyied
b apsBar b 2 -

jsanbagiem

BEpeal
EJEpUM

R
Jasal

Figure 7.20: RMCS Operations Performed While Resetting Session Information.
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Figure 7.21: RMCS Operations Performed While Writing Data for Packet Generation.
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Payload data must be written into the RMCS four characters at a time. So the number
of operations required to write a SIP packet payload may be defined as ceil(x/4) where x
represents the total number of characters in the payload. Undefined characters written at
the end of payload must be written as null characters. An internal register is used to keep
track of the total number of characters written for the payload.

Fig. 7.22 demonstrates the state of the RMCS after the SIP MESSAGE packet has been
generated. Numerous databases are accessed to retrieve and write the necessary sequence of
characters required for the SIP MESSAGE packet. The top most signals demonstrated for
the SIP session data illustrate the last set of characters written to the SIP MESSAGE packet
before the operation terminates. An internal variable is updated to keep track of the total
number of characters (286) generated for the SIP MESSAGE packet. Certain values for the
SIP session that were previously undefined have been given specific values by the end of the
packet generation operation including data for the call identification number, a tag number
for the 'From’ field and a number appended to the branch component of the 'Via’ field. All
of this data is required by the SIP specification but is not required directly from the user
so it has been generated by the packet generation algorithm of the RMCS and saved with
the session. A bit map describing the sequence of fields written for this packet has also been
generated and written to the session data.

Fig. 7.22 illustrates the operations required to read a generated packet from the RMCS.
Since data can only be read four characters at a time it is necessary to write the data index
into the RMCS with a separate instruction before the desired data can be retrieved. Four
characters are automatically read from the specified index. Null characters are produced if

data is read beyond the range of the SIP packet.



CHAPTER 7. RECONFIGURABLE MULTIMEDIA COLLABORATIVE SYSTEM 155

b RjsiGal jomo.d 2o Apeay

b Rysbal Uewop en ojuri3peay
b s fa Lpueiq W QU izpey -
b BRI e Oy pERy

b imsiar proy oui lapeay
b sl e Uondinsqre QU apeRy -

b S aT U0BS 8 DL P23y -
b sys1 LR peojied ojupeRy
b izyagal sple o) e 0T peay

b imabar sk Epea U ipey

b sl B} Loy yuiapeRy -

b ysia pl Loy o peay

0 B 0uah3s PRy QU APy
b0 sauaka oyUlApeay

b Ay usna ojui"apeay

b zjsi0ar adAT basy Ul apeay
b RSBl U basy juT PRy
b isBar BUa RO Oju 3Ry -

b izysBar prpeue U apeay

b RysaI2pues™pl |E U peRy

H ST un O e o peRy

b ija6a QURAS MOje QU Iy
b msBar oA peojied
b msbar U Eep

N e Eep

Ejep LRl B

Jsanbanem

EEppE)
BEp

i
1858
peal

Figure 7.22: RMCS Operations Performed While Generating a SIP MESSAGE Packet.
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‘

Figure 7.23: RMCS Operations Performed While Reading SIP Packet Data.
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7.5.3 Performance

Table 7.3: RMCS Performance

Operation Total Cycles Required | Cycles Required for
Overhead

Asynchronous Reset 3 N/A

Synchronous Reset ) 4

Write Egress Packet Index 6 4

Session Reset 6 4

Write Other Packet Data 7 4

Read Operation Result 6 4

Write Payload Data 10,15,20,25 5

Generate MESSAGE Packet (286 char- | 2047 4

acters)

Generate NOTIFY Packet (370 charac- | 2630 4

ters)

Generate SUBSCRIBE Packet (384 | 2724 4

characters)

Generate INVITE Packet (303 charac- | 2161 4

ters)

Read Packet Length 8 4

Read SIP MESSAGE Data 10,15,20,25 5

Table 7.3 demonstrates the performance of the RMCS for the operations required to gen-
erate the packet described in the previous section. The sequence of operations is listed along
with the number of cycles required to perform each operation and the overhead required.
The overhead is defined as the number of cycles needed to read data into the RMCS, write
data from the RMCS or otherwise indicate the end of an operation. An asynchronous reset
refers to the assertion of the reset signal from the Avalon interface. This operation is required
for proper initialization of the entire system and is not performed directly by the end user.
This operation requires 3 cycles and does not incur any overhead as data is not read from
or written to the Avalon interface. A synchronous reset operation is performed by an end
user and requires 5 cycles to complete. Writing the packet index into the RMCS to identify
the session of interest requires 6 cycles while all other write operations require 7 cycles. The
extra cycle present in writing packet information accounts for the retrieval of the session
identifier in each case where this operation is not necessary when parameter data is written

to the RMCS. Writing payload data into the RMCS requires multiple cycles depending on
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the number of characters that are saved. Writing one, two, three and four characters in a
single operation requires ten, fifteen, twenty and twenty five cycles respectively. In each case
5 cycles are required for overhead while 5 cycles are needed to write each character to its
appropriate location and update the total number of characters saved. Packet generation is
the most intensive operation performed during the sequence of operations. While generating
MESSAGE, NOTIFY, SUBSCRIBE and INVITE packets of various sizes, it was observed
that the number of cycles required to generate an entire packet varied between 7.09 and 7.16
cycles per cycle for the entire packet. The result of an RMCS operation is read in 6 cycles
while the packet length of a session requires 8 cycles to account for the proper identifica-
tion of the session. The total number of cycles required to read packet data is identical to
the number of cycles needed to write data. Ten, fifteen, twenty and twenty five cycles are
required to read one, two, three and four characters of a SIP packet respectively.

The hardware simulations were performed with an Altera Stratix EP1S40F780C5 FPGA
with a 50 MHz clock. Therefore generation of the aforementioned packets would occur in
less than 55 microseconds with significant performance improvements possible with faster
clocks. The same algorithms to generate SIP packets were implemented using the C pro-
gramming language and a gcc compiler on a machine running Ubuntu 9.10 with a single 3.0
GHz processor. Numerous iterations of the algorithm in software revealed processing times
varying between 15 microseconds and 26 microseconds with a substantial number of itera-
tions requiring 15 microseconds or 16 microseconds. Therefore the software implementation
requires at least 45,000 cycles compared to the 2724 cycles or less required to generate a SIP

packet in hardware.

7.6 Conclusion

This chapter presented the RMCS used to exchange SIP data between architecture compo-
nents through an IMS network. The RMCS is comprised of data processing algorithms and
a hardware component to perform SIP packet generation. The data processing algorithms
generate and parse SIP interface messages as required to interact with applications while all

SIP data is parsed and generated through the RMCS. Numerous algorithms are implemented
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in the RMCS to perform SIP packet generation. Simulated hardware results for the RMCS

indicate a packet generation time of approximately 7 cycles per character for SIP packets.



Chapter 8

Results

This chapter discusses the results observed from the operation of the communications ar-
chitecture. A scenario is simulated with a broker, data consumer, data producer and their
corresponding RMCS to illustrate the latency observed from the communications architec-
ture. The performance of the system is illustrated by several scenarios where successive data
requests are made from a data producer with varying numbers of data sources generating
several kilobytes of data in real-time. Observable trends in the latency are described where
possible and conclusions are drawn on the factors that most affect the latency of the com-
munications architecture. The times required to perform SIP tasks using an RMCS running
on an FPGA are described in a separate section before the conclusion of this chapter. The
sequence of messages required to retrieve data from a data producer is illustrated in an

appendix at the end of the thesis.

8.1 Simulation Scenario

Fig. 8.1 illustrates the scenario that is simulated to generate the results described in this
chapter. A data producer connected to an IMS network contains an arbitrary collection of
data producers. Data consumers connected to the IMS network may be used to request data
and transmit data in real-time to a collection of data consumers.

The implementation of this scenario is illustrated in Fig. 8.2. No DNS server has been

implemented into the testbed to resolve SIP URLs with IP addresses. Therefore, each RMCS

160



CHAPTER 8. RESULTS 161

Data
Producer v
—~—
{ IMS Network
Data A |
Producer i i
~—
{ IP Netwo?’)

Figure 8.1: The Simulation Scenario used to Determine the Latency of the Communications
Architecture.

and component transmits data to a predetermined IP address when exchanging data using

UDP sockets.

HTTP
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HTTP Data
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Figure 8.2: The Experimental Testbed Used to Verify the Functionality of the Communica-
tions Framework.

The simulation consists of multiple RMCS connected through a network exchanging data
for a broker, data consumer and data producer. The data producer is connected to many
data sources generating data according to the standard defined by the Sensor Observation
Service [33]. Latency, or the time delay measured in a system, is formally defined in the
simulation as the time required to receive all requested data after the request has been
initiated in the data consumer. The time required at a data producer to query data from a

data source through HTTP is not counted as part of the latency.
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8.2 System Performance

The performance of the system is described by the latency observed through a data consumer
when retrieving data from an increasing number of data sources connected to a single data
producer. The objective of demonstrating the system performance in this manner is to
illustrate the effect of more data being generated with successive data queries. The latency
values for 100 consecutive queries are displayed for each collection of data sources. All
latencies are observed running a simulated broker, data producer, data consumer and their
respective RMCS on a machine running the Windows 7 Professional 32 bit operating system

with 4.00 GB of RAM and an Intel Core 2 Duo 2.00 GHz CPU.

Latency Observed When Querying

Data From One Data Source
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Data Query Sample

Figure 8.3: Latency Values Observed With Querying Data From One Data Source.
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Fig. 8.3 illustrates the latency observed in the communications architecture when data is
queried one hundred consecutive times from a data producer with one data source. Data is
retrieved from different data sources with multiple queries where the total number of bytes
returned ranged from 450 bytes to 24600 bytes. An approximately linear trend is observed
for the latencies for the first 66 queries where the latencies increase from a minimum of
1246 milliseconds to 11707 milliseconds. The latencies for the last 33 queries are observed
to vary significantly from a minimum of approximately 15000 milliseconds to a maximum of

approximately 25000 milliseconds.
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Figure 8.4: Latency Values Observed With Querying Data From Two Data Sources.

Fig. 8.4 illustrates the latency observed in the communications architecture when data is

queried one hundred consecutive times from a data producer with two data sources. Data is
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retrieved from different data sources with multiple queries where the total number of bytes
returned ranged from 6419 bytes to 30568 bytes. The latencies observed in this scenario
follow a more linear trend than the latencies observed from the previously discussed sce-
nario. Significant variance is observed for the fortieth to seventieth queries and the last
twenty queries. The minimum and maximum latency values are 1791 milliseconds and 50337

milliseconds respectively.

Latency Observed When Querying
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Figure 8.5: Latency Values Observed With Querying Data From Three Data Sources.

Fig. 8.5 illustrates the latency observed in the communications architecture when data
is queried one hundred consecutive times from a data producer with three data sources.
Data is retrieved from the three different data sources with multiple queries where the total

number of bytes returned ranged from 8483 bytes to 35346 bytes. In contrast to the results
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observed from the previous scenarios, it is observed that the latency increases in an extremely
linear manner as multiple queries are performed. A linear approximation of the latency data
reveals the following equation where the variable y represents the total latency observed
in the communications architecture and x represents the number of the query that was

performed:

y = b41.46x — 708.32,5 < 2 < 100,x €1

The smallest observed latency in this scenario was 1307 milliseconds while the largest
observed latency was approximately 53.03 seconds. The linear approximation is valid from
the fifth sample onward and indicates that as successive query is performed in this scenario,
an additional 0.54 seconds of latency if required to retrieve data from the collection of data
sources.

Fig. 8.6 illustrates the latency observed in the communications architecture when data
is queried one hundred consecutive times from a data producer with four data sources. Data
is retrieved from the same four data sources with each query where a total of 31423 or 31424
bytes of data are generated in 98 out of 100 queries. It is observed that the latency increases
in a consistently linear manner as multiple queries are performed. A linear approximation
of the latency data reveals the following equation where the variable y represents the total
latency observed in the communications architecture and x represents the number of the

query that was performed:

y = 1414520 4 431.28,5 < x < 100,x € I

The linear approximation indicates that the smallest latency observed for the commu-
nications architecture in this scenario is approximately 1846 milliseconds while the largest
latency observed is approximately 141.88 seconds. As successive queries are performed in
this scenario, each additional query requires an additional 1.41 seconds to complete.

Fig. 8.7 illustrates the latency observed in the communications architecture when data

is queried one hundred consecutive times from a data producer with five data sources. Data
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Figure 8.6: Latency Values Observed With Querying Data From Four Data Sources.

is retrieved from the same four data sources with each query where a total of 37265 bytes
of data are generated in 99 out of 100 queries. It is observed that the latency increases in a
consistently linear manner as multiple queries are performed. A linear approximation of the
latency data reveals the following equation where the variable y represents the total latency
observed in the communications architecture and x represents the number of the query that

was performed:

y = 1649.42 + 33961,21 < 7 < 100,x € I

The first twenty latency values appeared to be relatively constant varying between 639
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Figure 8.7: Latency Values Observed With Querying Data From Five Data Sources.

ms and 2527 ms with an average value of 1688 ms. The following eighty latency values

are described with the linear approximation above. The smallest latency value among

the

latter eighty values is approximately 25096 milliseconds while the largest latency observed

is approximately 170.3 seconds. As successive queries are performed in this scenario, each

additional query requires an additional 1.65 seconds to complete for the last eighty queries.

Fig. 8.8 illustrates the latency observed in the communications architecture when data

is queried one hundred consecutive times from a data producer with six data sources. Data

is retrieved from the same six data sources with each query where a total of 23589 bytes of

data are generated in 96 out of 100 queries. It is observed that the latency increases in a
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Data From Six Data Sources

120000

100000 /

80000
—
w
£
£
>
e
8 60000
©
-
s
L
(o]
[t
40000
20000
0
H S NO MO OO ANWNOO AN OMOVWON WO od<ENOMOVWOAN MO oS NN O
\—|\—1H\—iNNNMMMQ‘Q‘Q‘Q‘mmmkaDle\l\l\I\NOOOOOWC\O\S

Data Query Sample

Figure 8.8: Latency Values Observed With Querying Data From Six Data Sources.

consistently linear manner as multiple queries are performed. A linear approximation of the
latency data reveals the following equation where the variable y represents the total latency
observed in the communications architecture and x represents the number of the query that

was performed:

y =1059.92 —428.42,1 <z <100,x €I

The linear approximation indicates that the smallest latency observed for the commu-
nications architecture in this scenario is approximately 631 milliseconds while the largest

latency observed is approximately 106.42 seconds. As successive queries are performed in
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this scenario, each additional query requires an additional 1.06 seconds to complete.
Attempts were made to determine the latency of the communications architecture with
a data producer connected to seven or more data sources similar to those presented earlier
in this section. The theoretical limit of data that can be transmitted by a UDP socket at
one time is 65536 bytes. Failures occurred in the simulated scenarios when attempts were
made to transmit more than 50000 bytes of data at one time. These failed attempts became
apparent in scenarios when seven or more data sources were queried at one time. Therefore,

no latency figures are presented for scenario with more than six data sources.

8.3 RMCS Processing Times for SIP Tasks

This section describes the times required to perform SIP related tasks using RMCS imple-
mented on an Altera Stratix EP1S40F780C5 FPGA. Simulation scenarios from the previous
section provide the basis for the data shown below. Tables 8.1, 8.2 and 8.3 describe the
times required to perform SIP packet generation and parsing in RMCS deployed for the con-
sumer, broker and producer respectively. The implementation of the RMCS on the FPGA is
functionally identical to the simulated RMCS described in the previous section but has been
optimized to account for the limited resources available in the FPGA. All times are shown
in milliseconds.

Table 8.1 describes the times required to generate and parse various SIP packets at the
consumer as data queries are generated and their responses are received. A SIP MESSAGE
packet must be generated and transmitted to the broker through the network. This SIP
MESSAGE must be successfully acknowledged with a SIP 0K packet. A successful response
to the query is received through a SIP MESSAGE packet and this packet must also be
acknowledged with a SIP OK packet. The time required to generate a SIP MESSAGE
packet remains the same at 10 milliseconds as successively larger queries are generated while
70 milliseconds is always required to parse its SIP OK response. As the responses to these
queries grows in size we observe the processing times to parse the response and generate
an acknowledgment increase from 80 milliseconds to 110 milliseconds as the number of data

sources increase from 3 to 6.
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Table 8.1: Consumer Processing Times for SIP Packet Generation and Parsing

Number of Data Sources Queried
1 2 3 4 5 6
Generate a SIP MES- | 10 ms 10 ms 10 ms 10 ms 10 ms 10 ms
SAGE packet for the bro-
ker with the data query
Parse a SIP OK packet | 70 ms 70 ms 70 ms 70 ms 70 ms 70 ms
from the broker
Parse a SIP MESSAGE | 80 ms 80 ms 80 ms 90 ms 100 ms | 110 ms
packet from the broker
with the data query re-
sponse and generate a
SIP OK packet

SIP Task

Table 8.2 describes the times required to generate and parse various SIP packets at the
broker as data queries are forwarded from the consumer to the producer and responses
are forwarded from the producer to the consumer. Data queries are received through SIP
MESSAGE packets from the consumer and forwarded to the producer with a separate SIP
message packet that is acknowledged with a STP OK message. Similarly, data query responses
are received through SIP MESSAGE packets from the producer and forwarded with another
SIP MESSAGE packet to the consumer that is separately acknowledged with a SIP OK
packet. It is observed that tasks related to the generation or parsing of SIP packets do not
vary more than 10 milliseconds as the number of data sources increases where a query is
performed or a SIP OK packet is transmitted. However, the time required to parsing a SIP
MESSAGE packet with a query response and generate a SIP OK packet increases from 80
milliseconds to 110 milliseconds. The time required to generate a SIP MESSAGE with a
data query response increases from 10 milliseconds to 80 milliseconds.

Table 8.3 describes the times required to generate and parse various SIP packets at the
producer as data queries are received and their responses are generated. A SIP MESSAGE
packet is used to receive a data query and this message must be acknowledged with a SIP OK
packet. After a response for the query has been created a SIP MESSAGE packet must be
generated to transmit the response and this packet must be acknowledged by the broker with
a SIP OK packet. The only task requiring additional time for completion has the number of
data sources increases is the SIP MESSAGE packet generation for the data query response.
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Table 8.2: Broker Processing Times for SIP Packet Generation and Parsing

Number of Data Sources Queried

SIP Task 1 9 3 4 5 6
Parse a SIP MESSAGE | 80 ms 70 ms 70 ms 80 ms 80 ms 70 ms
packet from the con-
sumer with the data
query and generate a SIP
OK packet

Generate a SIP MES- | 10 ms 10 ms 10 ms 10 ms 10 ms 10 ms
SAGE packet for the
producer with the data
query

Parse a SIP OK packet | 60 ms 70 ms 60 ms 70 ms 60 ms 70 ms
from the producer
Parse a SIP MESSAGE | 80 ms 80 ms 90 ms 100 ms | 100 ms | 110 ms
packet from the producer
with the data query re-
sponse and generate a
SIP OK packet
Generate a SIP MES- | 10 ms 30 ms 40 ms 50 ms 60 ms 80 ms
SAGE packet for the
consumer with the data
query response

Parse a SIP OK packet | 70 ms 70 ms 70 ms 60 ms 70 ms 60 ms
from the consumer

The times needed to complete the other tasks do not vary more than 10 milliseconds as the

number of data sources increases.

8.4 Conclusion

This chapter discussed the latency observed from the communications architecture defined in
this thesis. A simulation was established with one broker, data consumer, data producer and
three RMCS on a single PC. Multiple data sources were connected to the data producer and
the latency observed when performing a query with the data consumer was observed under
numerous scenarios. The latency observed by the data consumer tends to increase linearly
over time as successive queries are performed for data from multiple data sources through a

single data producer. The strongest linear trends were observed in scenarios where three or
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Table 8.3: Producer Processing Times for SIP Packet Generation and Parsing
Number of Data Sources Queried

SIP Task 1 9 3 4 5 6
Parse a SIP MESSAGE | 80 ms 70 ms 70 ms 80 ms 70 ms 80 ms
packet from the bro-
ker with the data query
and generate a SIP OK
packet

Generate a SIP MES- | 20 ms 30 ms 40 ms 60 ms 70 ms 90 ms
SAGE packet for the bro-
ker with the data query
response

Parse a SIP OK packet | 70 ms 60 ms 70 ms 70 ms 70 ms 70 ms
from the broker

more data sources were queried for data and more than 10000 bytes of data were returned
with each query. As the total amount of data was generated with each query, it was observed
that subsequent queries would increase the latency observed by the data consumer by at least
one second for each additional byte of data that was returned, especially in scenarios where
the amount of data generated was greater than 20000 bytes. Based on the data presented in
this chapter it can be concluded that the communications architecture presented in this thesis
exhibits latency that increases linear with successive data queries, specifically in scenarios
where the data generated is greater than 10000 bytes. These observations were made where
the total data generated was either constant or varied throughout an entire scenario. It
was observed that latencies followed more linear trends over time as additional data sources
were queried. As SIP packet generation and parsing tasks are performed on an FPGA,
additional time is required to generate and parse SIP MESSAGE packets for data query
responses as additional data sources were queried. All other SIP packets were processed

within approximately 10 milliseconds of the fastest observed time.



Chapter 9

Conclusion and Future Work

9.1 Conclusions

This thesis has defined a communications architecture permitting the dissemination of het-
erogeneous data through cellular and IP networks in real-time. Architecture components
require the Reconfigurable Multimedia Collaborative System (RMCS) to exchange hetero-
geneous data through an IMS network. The RMCS is an embedded system defining various
algorithms required to perform tasks necessary for data dissemination. Software algorithms
are defined for session management and packet parsing while hardware algorithms for packet
generation.

The communications architecture is based on the IP Multimedia Subsystem (IMS), a
communications framework integrating users across cellular and IP networks. Data is ex-
changed between IMS connected users through Call Session Control Functions (CSCF) that
make part of an IMS core. The Session Initiation Protocol (SIP) is used to pass data between
CSCFs in an IMS core. Therefore all data exchanged between end users in the communi-
cations architecture must be mapped to SIP for it to be transmitted and received using
IMS.

Synchronous and asynchronous communications are performed in the communications
architecture using the instant messaging and subscription features of IMS respectively. In-
stant messages are exchanged in the IMS core using SIP MESSAGE packets while data is
generated for a subscription using SIP NOTIFY packets. Subscription requests are made
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using SIP SUBSCRIBE packets. The functionality to generate SIP packets, parse SIP pack-
ets and manage SIP sessions was implemented using a reconfigurable hardware platform to
improve the performance of the communications architecture. The Reconfigurable Multime-
dia Collaborative System (RMCS) is an FPGA based implementation of the aforementioned
SIP features that acts as an IMS interface for all end users in the communications architec-
ture. The RMCS and many of its applications has been published as a patent and numerous
publications in conferences and journals.

The SIP subscription mechanism was expanded to support the definition and transmis-
sion of heterogeneous data. Two new data types were implemented so end users could
request new subscriptions: a data type for data description (permitting users to automat-
ically receive updates about heterogeneous data types) and data values (allowing users to
transmit heterogeneous data asynchronously through a SIP subscription). Defining the data
description type for SIP subscriptions required defining a new type in the existing framework
without any other modifications. However, defining the data value type for SIP subscriptions
requires SIP SUBSCRIBE packets to carry a payload which is an unsupported feature in the
SIP subscription framework and IMS. Proposed updates to the SIP subscription mechanism
have been implemented into the RMCS so the communications architecture permits the cre-
ation of subscriptions for data descriptions and data values using reconfigurable hardware

to improve its performance.

9.2 Suggestions for Future Research

Fig. 9.1 describes a experimental testbed for the communications architecture discussed in
this thesis that could facilitate future research in this domain. The proposed experimental
testbed consists of an open implementation of an IMS core where changes to the CSCFs
and the Home Subscriber Server (HSS) could be performed directly to make further research
contributions for IMS. The broker, data consumers and data producers would be connected
directly to the P-CSCF and register with the IMS core to pass data using instant messages
and subscriptions.

It is recommended that future research be performed such that the functionality for the
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Figure 9.1: A Proposed Experimental Testbed for Future Research.

communications architecture be implemented in hardware as much as possible to facilitate
novel research contributions and increase overall performance. The first step in this future
research would be to turn the RMCS into a hardware component by implementing its software
functionality into hardware. Algorithms for session management and SIP packet generation
would need to be translated into hardware and integrated into the hardware component such
that the software component of the RMCS could be eliminated except for the retrieval and
transmission of external data if necessary.

Functionality for the broker, data consumer and data producer could be implemented into
hardware to create a complete hardware architecture for the dissemination of heterogeneous
data in real-time using IMS. This contribution would require the generation and parsing of
the SIP packet payloads as XML documents in hardware as well as the definition of XML
schemas to support heterogeneous data. Processing XML data in hardware would represent
an extension of the research performed in [27] and [26]. Real-time XML schema definition
would permit application specific contributions using the communications architecture like
the one mentioned in [89].

A hardware architecture for real-time heterogeneous data dissemination that would be the
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Figure 9.2: A Hardware Architecture for Real-Time Heterogeneous Data Dissemination.

result of suggested future research is depicted in Fig. 9.2. This architecture incorporates the
functionality of the broker, data consumer and data producers into hardware platforms that
can be integrated into embedded communications devices to define, request and transmit all
data types through cellular and IP networks. The functionality of the RMCS is incorporated
directly into each hardware component to send and receive data through an IMS network.
Heterogeneous data would be defined and requested using XML. Applications would exist
so end users interact with these components by defining available data, making requests,
generating responses and providing configuration data as required.

Additional features supported by SIP should be considered for integration into the com-
munications architecture and implemented in hardware. Numerous security features are
supported by SIP and IMS that could be used directly in the communications architecture.

A significant number of Internet authentication mechanisms are supported by SIP such as

HTTP Digest authentication [35]. Encryption may be used to ensure message confidentiality
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by using TLS [98]. TLS also provides message integrity to ensure that data has not been
modified as it has been passed through an IMS core. Policies may also be implemented

using SIP and IMS to ensure that the identify of the individual transmitting the message is

Data RMCS IMS Core RMCS Data
Producer Consumer
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Send schema
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SIP packet
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XML schema
Send data >

Create XML
] document
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Figure 9.3: A Hardware Communications Architecture with Direct Support for XML Data
and Schemas.

Heterogeneous data are often formatted as XML documents as was the case with the
scenarios used to describe the performance of the communications architecture in the pre-
vious chapter. While the communications architecture permits the transmission of XML
documents, no features are present to formally define or transmit XML schemas. A signifi-
cant contribution to this research would be the ability to define XML schemas to describe
the data that can be generated by a data producer and transmit the schema on request

using the RMCS as shown in Fig. 9.3. Such a contribution would require significant XML
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based functionality in hardware and would represent an extension of the research performed
thus far in [27], [26]. The ability to process XML documents and determine their compli-
ance with known schemas in hardware would remove the need to perform these tasks in the
software. These contributions would not require any additional modifications to the IMS
core as XML schemas and XML documents are transmitted as payloads using SIP packets.
Real-time XML schema definition would permit application specific contributions using the

communications architecture like those mentioned in [89].
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Appendix A

Communications Protocol Message

Formats

The subsections below describe the requests, responses and alerts defined by the communi-
cations protocol defined in this thesis. Every request requires at least one response before
the session can be terminated. Alerts are transmitted from one communicating entity to

another with no response required.

A.1 Requests

A.1.1 Add Data Descriptions

This request contains the information required to add a sequence of data descriptions to the
broker. This message is used in a communications session between a data producer and the
broker.

Components

e Session Id: A session identifier data structure used by communicating entities to ex-

change data.

e Data Descriptions: A list of data description data structures describing the data de-

scriptions to be added to the broker.

191
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A.1.2 Query Data

This request contains the information required to request data from a sequence of data
sources. This message is used in communications sessions between data producers, data
consumers and brokers.

Components

e Session Id: A session identifier data structure used by communicating entities to ex-

change data.

e Data Ids: A list of data identifier data structures listing the data descriptions to be

removed from the broker.

e Time Period: An integer value describing the frequency with which this request should
be automatically repeated in seconds. A value of zero indicates that the query should

be performed one time.

A.1.3 Remove Data Descriptions

This request contains the information required to remove a sequence of data descriptions
from the broker. This message is used in a communications session between a data producer
and the broker.

Components

e Session Id: A session identifier data structure used by communicating entities to ex-

change data.

e Data Ids: A list of data identifier data structures listing the data descriptions to be

removed from the broker.
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A.2 Responses

A.2.1 Add Data Descriptions

This response identifies the data descriptions that were successfully add to the broker and
rejected from the broker.

Components

e Session Id: A session identifier data structure used by communicating entities to ex-

change data.

e Accepted Data Ids: A list of data identifier data structures listing the data descriptions
that were successfully added to the broker.

e Rejected Data Ids: A list of data identifier data structures listing the data descriptions

that were not successfully added to the broker.

A.2.2 Query Data

This response contains all the requested data from a previously initiated data request while
listing all the data values that could not be requested.

Components

e Session Id: A session identifier data structure used by communicating entities to ex-

change data.
e Data Values: A list of data value data structures listing the requested data.

e Rejected Data Ids: A list of data identifier data structures listing data descriptions of

values that could not be successfully retrieved.

A.2.3 Remove Data Descriptions

This response identifies the data descriptions that were successfully removed from the broker
and not removed from the broker.

Components
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e Session Id: A session identifier data structure used by communicating entities to ex-

change data.

e Accepted Data Ids: A list of data identifier data structures listing the data descriptions

that were successfully removed from the broker.

e Rejected Data Ids: A list of data identifier data structures listing the data descriptions

that were not successfully removed from the broker.

A.3 Alerts

A.3.1 Data Descriptions

This alert is used to transmit data about a sequence of data descriptions. This alert is used
by the broker to transmit information about data descriptions to subscribed data consumers.

Components

e Session Id: A session identifier data structure used by communicating entities to ex-

change data.

e Data Descriptions: A list of data description data structures listing all the available

information about a sequence of data sources.



Appendix B

RMCS Commands

The list below describes all the commands that can be executed through the RMCS. Each
command is described with all the necessary inputs, possible outputs and a result to indicate
success or failure. The RMCS can be used to generate SIP MESSAGE, NOTIFY and
SUBSCRIBE packets. Each of these commands requires the sender, receiver and a payload
(if applicable) to be provided for the packet to be generated. Additional information is
required for notifications and subscriptions like the subscription state and the length of the
subscription. An error is produced if any of the parameters are not formatted properly,

otherwise a successful result is generated.

e Generate MESSAGE packet: This command is used to generate a SIP MESSAGE

packet.

— Inputs: The "To’ field and 'From’ field.
— Outputs: An RMCS session identifier for the new packet.

— Result: Errors for incomplete or incorrectly formatted parameters or success if no

error was detected.

e Generate NOTIFY packet: This command is used to generate a SIP NOTIFY packet.

— Inputs: The "To’ field, 'From’ field, RMCS session identifier, notification state

and payload.

195
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— Outputs: An RMCS session identifier for the new packet.

— Result: Errors for incomplete or incorrectly formatted parameters or success if no

error was detected.

e Generate SUBSCRIBE packet: This command is used to generate a SIP SUBSCRIBE

packet.
— Inputs: The "To’ field, 'From’ field, RMCS session identifier, subscription event,
expires value and payload.
— Outputs: An RMCS session identifier for the new packet.

— Result: Errors for incomplete or incorrectly formatted parameters or success if no

error was detected.

e Parse SIP packet: This command is used to parse a packet formatted in SIP and
generate any appropriate responses.
— Inputs: A buffer containing the SIP formatted packet.
— Outputs: An RMCS session identifier for the new packet.

— Result: n error if the SIP packet was not formatted properly or success if no error

was detected.

e Read egress header data: This command is used to read data about a SIP packet

header that was generated by the RMCS.
— Inputs: An RMCS session identifier and an index indicating the type of data to
be read.
— Outputs: The desired component of the SIP packet header.

— Result: An error indicating the session identifier or the data index is invalid or

success if no error was detected.

e Read ingress header data: This command is used to read data about a SIP packet

header that was received by the RMCS.
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— Inputs: An RMCS session identifier and an index indicating the type of data to

be read.
— Outputs: The desired component of the SIP packet header.
— Result: An error indicating the session identifier or the data index is invalid or

success if no error was detected.

e Read ingress payload data: This command is used to read the payload of a SIP packet
that was received by the RMCS.
— Inputs: An RMCS session identifier.
— Outputs: A buffer of data containing the requested payload.
— Result: An empty buffer is returned if no payload was generated. An error

indicating the session identifier or success if no error was detected.

e Read subscription session identifer: This command is used to obtain the subscription
session identifier associated with a notification session.
— Inputs: The RMCS notification session identifier.

— Outputs: The subscription session identifer. An empty buffer is returned if no

payload was generated.

— Result: An error indicating the session identifier or success if no error was de-

tected.

e Reset: This command is used to delete all data stored in the RMCS and terminate all

sessions.

— Inputs: None.
— Outputs: None.

— Result: None.
e Terminate session: This command is used to terminate a session in the RMCS.

— Inputs: An RMCS session identifier.
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— Outputs: None.

— Result: An error if the session identifer is invalid and success otherwise.

e Write configuration data: This command is used to write data into the RMCS that
is used during packet generation that would not ordinarily change with each packet

generation request.

— Inputs: The transmission protocol (TCP or UDP) and the 'max-forwards’ value

of a SIP header.
— Outputs: None.

— Result: An error if any input parameter values are invalid or success if no error

was detected.

The parsing of a SIP packet may be performed with the execution of a single command.
The entire SIP packet must be written to the buffer of the RMCS, including the terminating
carriage return and line feed of a SIP header where no payload is present. An RMCS session
identifier is returned when the SIP packet has been successfully parsed. An error is generated
if the SIP packet is syntactically incorrect.

When the RMCS is reset, information regarding all sessions is automatically removed.
Configuration information may be written regarding the maximum number of hops a packet
may travel in the IMS network and the underlying transmission protocol (TCP or UDP).
The subscription identifier related to a notification session can be read from the RMCS in
addition to information about any egress or ingress packet of an active session. The following
values may be read about a SIP packet when executing commands to read egress header data

or read ingress header data:

e Allows-Events: An index indicating the event used in the ’Allows-Events’ SIP header

field.
e Call-ID Number: The numerical value used in the ’Call-ID’ SIP header field.

e Call-ID Type: An index indicating the packet type used in the ’Call-ID’ SIP header
field.
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e Contact: An index indicating the SIP URL used in the ’Contact” SIP header field.
e Content Length: An integer value used in the ’Content-Length’ SIP header field.

e Content Type: An index indicating the content type used in the ’Content-Type’ SIP
header field.

e Cseq Number: The numerical value used in the ’Cseq’ SIP header field.

e Cseq Type: An index indicating the packet type used in the ’Cseq’ SIP header field.
e Event: An index indicating the event type used in the 'Event’ SIP header field.

e Expires: The numerical value used in the "Expires’ SIP header field.

e From identifer: An index indicating the SIP URL used in the "From’ SIP header field.
e From tag: The numerical value used as the tag in the "From’ SIP header field.

e Header type: An index indicating the type of SIP packet.

e Max-Forwards: The numerical value used in the '"Max-Forwards’ SIP header field.

e Subscription State: An index indicating the subscription state used in the "Subscription-

State’ SIP header field.
e To identifier: An index indicating the SIP URL used in the "To’ SIP header field.
e To tag: The numerical value used as the tag in the "To’ SIP header field.

e Via branch: The numerical value appended to the branch tag of the "Via’ SIP header
field.

e Via domain: An index indicating the URL used as the domain in the "Via’ SIP header
field.

e Via protocol: An index indicating the protocol used in the 'Via’ SIP header field.



Appendix C

Message Exchange for Data

Dissemination

Fig. C.1 and the accompanying messages describe the sequence of messages exchanged when
data is retrieved from a data producer by a data producer. A data request is transmitted
from the data consumer to the broker through its RMCS and a SIP MESSAGE packet.
The data query is forwarded to the data broker where the data necessary for a response
is generated. The data from the requested data sources is sent from the data producer to
the broker through an instant message and subsequently forwarded to the data consumer

through another instant message.

M1

Message Type: Request

Request Type: Create Instant Message

To: sip:ray@uottawa.ca

From: sip:fadi@Quottawa.ca

Creator Id: sip:fadi@Quottawa.ca

Session Id: 2

Instant Message:

<Requesttype="QueryData” sessioncreator="sip:fadi@Quottawa.ca” sessionid="2"timePerio
d="0"><Datald><Name>temperature</Name><User>sip:moe@uottawa.ca</User></
Datald>< /Request>

S1
MESSAGE sip:ray@uottawa.ca SIP/2.0
To: sip:ray@Quottawa.ca

200
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Figure C.1: The Sequence of Messages Exchanged to Query a Data Source for Data.

From: sip:fadi@Quottawa.ca;tag=1001
Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=29hG4bK2001

Call-ID: 3001@sip:fadiQuottawa.ca
CSeq: 1 MESSAGE
Max-Forwards: 44
Content-Length: 174
Content-Type: text/plain

<Requesttype="QueryData”’sessioncreator="sip:fadiQuottawa.ca” sessionid="2" timePeri
0d="0"><Datald><Name>temperature< /Name><User>sip:moe@Quottawa.ca< /User><
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/Datald>< /Request>

M2

Message Type: Response

Response Type: Session Created

Application Session Creator: sip:fadi@uottawa.ca
Application Session Id: 2

RMCS Session Id: 2

M3

Message Type: Alert

Alert Type: New Message

To: sip:ray@Quottawa.ca

From: sip:fadi@Quottawa.ca

Instant Message:

<Requesttype="QueryData”sessioncreator="sip:fadi@uottawa.ca” sessionid="2"timePerio
d="0"><Datald><Name>temperature< /Name>< User>sip:moe@Quottawa.ca< /User></
Datald></Request>

S2

SIP/2.0 200 OK

To: sip:ray@Quottawa.ca;tag=4002

From: sip:fadiQuottawa.ca;tag=1001

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=2z9hG4bK2001
Call-ID: 3001@sip:fadi@Quottawa.ca

CSeq: 1 MESSAGE

Content-Length: 174

Content-Type: text/plain

M4
Message Type: Alert

Alert Type: Session Terminated
RMCS Session Id: 2

M5

Message Type: Request

Request Type: Create Instant Message
To: sip:moe@uottawa.ca

From: sip:ray@uottawa.ca

Creator Id: sip:ray@uottawa.ca
Session Id: 2

Instant Message:
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<Requesttype="QueryData” sessioncreator="sip:ray@uottawa.ca” sessionid="2"timePerio
d="0"><Datald><Name>temperature< /Name>< User>sip:moe@Quottawa.ca< /User></
Datald></Request>

S3

MESSAGE sip:moe@uottawa.ca SIP/2.0

To: sip:moe@uottawa.ca

From: sip:ray@uottawa.ca;tag=1002

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=2z9hG4bK2002
Call-ID: 3001@sip:ray@uottawa.ca

CSeq: 2 MESSAGE

Max-Forwards: 44

Content-Length: 173

Content-Type: text/plain

<Requesttype="QueryData” sessioncreator="sip:ray@uottawa.ca”sessionid="2"timePeri
0d="0"><Datald><Name>temperature</Name><User>sip:moe@Quottawa.ca< /User><
/Datald>< /Request>

M6

Message Type: Response

Response Type: Session Created

Application Session Creator: sip:rayQuottawa.ca
Application Session Id: 2

RMCS Session Id: 1

M7

Message Type: Alert

Alert Type: New Message

To: sip:moe@uottawa.ca

From: sip:rayQuottawa.ca

Instant Message:

<Requesttype="QueryData”sessioncreator="sip:ray@Quottawa.ca’” sessionid="2"timePerio
d="0"><Datald><Name>temperature</Name><User>sip:moe@uottawa.ca</User></
Datald></Request>

S4

SIP/2.0 200 OK

To: sip:moe@uottawa.ca;tag=4001

From: sip:ray@uottawa.ca;tag=1002

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=29hG4bK2002
Call-ID: 3001@sip:ray@uottawa.ca

CSeq: 2 MESSAGE

Content-Length: 173
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Content-Type: text/plain

M8

Message Type: Request

Request Type: Create Instant Message

To: sip:ray@uottawa.ca

From: sip:moe@uottawa.ca

Creator Id: sip:rayQuottawa.ca

Session Id: 2

Instant Message:
<Responsetype="Data”sessioncreator="sip:ray@Quottawa.ca”sessionid="2" ><DataValue
><Datald><Name>temperature< /Name><User>sip:moe@Quottawa.ca</User></Datal
d><Value>17.2974< /Value>< /DataValue></Response>

M9
Message Type: Alert

Alert Type: Session Terminated
RMCS Session Id: 1

S5

MESSAGE sip:ray@uottawa.ca SIP /2.0

To: sip:ray@uottawa.ca

From: sip:moe@uottawa.ca;tag=1001

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=29hG4bK2001
Call-ID: 3001@sip:moe@uottawa.ca

CSeq: 2 MESSAGE

Max-Forwards: 44

Content-Length: 200

Content-Type: text/plain

<Responsetype="Data” sessioncreator="sip:ray@uottawa.ca” sessionid="2" ><DataValu
e><Datald><Name>temperature< /Name><User>sip:moe@Quottawa.ca< /User></Data
Id><Value>17.2974< /Value>< /DataValue>< /Response>

M10

Message Type: Response

Response Type: Session Created

Application Session Creator: sip:ray@uottawa.ca
Application Session Id: 2

RMCS Session Id: 1

M11
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Message Type: Alert

Alert Type: New Message

To: sip:ray@uottawa.ca

From: sip:moe@uottawa.ca

Instant Message:

<Responsetype="Data” sessioncreator="sip:ray@Quottawa.ca” sessionid="2" ><DataValue
><Datald><Name>temperature< /Name><User>sip:moe@Quottawa.ca</User></Datal
d><Value>17.2974< /Value>< /DataValue></Response>

S6

SIP /2.0 200 OK

To: sip:ray@Quottawa.ca;tag=4003

From: sip:moe@uottawa.ca;tag=1001

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=29hG4bK2001
Call-ID: 3001@sip:moe@uottawa.ca

CSeq: 2 MESSAGE

Content-Length: 200

Content-Type: text/plain

M12
Message Type: Alert

Alert Type: Session Terminated
RMCS Session Id: 1

M13

Message Type: Request

Request Type: Create Instant Message

To: sip:fadi@Quottawa.ca

From: sip:ray@uottawa.ca

Creator Id: sip:fadi@Quottawa.ca

Session Id: 2

Instant Message:

<Responsetype="Data’” sessioncreator="sip:fadiQuottawa.ca” sessionid="2" ><DataValue
><Datald><Name>temperature</Name><User>sip:moe@Quottawa.ca</User></Datal
d><Value>17.2974< /Value></DataValue>< /Response>

S7

MESSAGE sip:fadi@uottawa.ca SIP /2.0

To: sip:fadi@Quottawa.ca

From: sip:ray@uottawa.ca;tag=1003

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=29hG4bK2003
Call-ID: 3002@sip:ray@uottawa.ca

CSeq: 3 MESSAGE
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Max-Forwards: 44
Content-Length: 201
Content-Type: text/plain

<Responsetype="Data’”sessioncreator="sip:fadi@Quottawa.ca” sessionid="2" ><DataValu
e><Datald><Name>temperature</Name><User>sip:moe@Quottawa.ca</User></Data
Id><Value>17.2974< /Value>< /DataValue>< /Response>

M14

Message Type: Alert

Alert Type: New Message

To: sip:fadiQuottawa.ca

From: sip:ray@uottawa.ca

Instant Message:

<Responsetype="Data” sessioncreator="sip:fadiQuottawa.ca’ sessionid="2" > <DataValue
><Datald><Name>temperature</Name><User>sip:moe@Quottawa.ca< /User></Datal
d><Value>17.2974< /Value>< /DataValue></Response>

M15

Message Type: Response

Response Type: Session Created

Application Session Creator: sip:fadi@uottawa.ca

Application Session Id: 2
RMCS Session Id: 1

S8

SIP/2.0 200 OK

To: sip:fadi@Quottawa.ca;tag=4001

From: sip:rayQuottawa.ca;tag=1003

Via: SIP/2.0/UDP ncct.uottawa.ca:1234;branch=2z9hG4bK2003
Call-ID: 3002@sip:ray@uottawa.ca

CSeq: 3 MESSAGE

Content-Length: 201

Content-Type: text/plain

M16
Message Type: Alert

Alert Type: Session Terminated
RMCS Session Id: 1

The list below describes all the commands that can be executed through the RMCS.
Each command is described with all the necessary inputs, possible outputs and a result to

indicate success or failure. The RMCS can be used to generate SIP MESSAGE, NOTIFY and
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SUBSCRIBE packets. Each of these commands requires the sender, receiver and a payload
(if applicable) to be provided for the packet to be generated. Additional information is
required for notifications and subscriptions like the subscription state and the length of the
subscription. An error is produced if any of the parameters are not formatted properly,

otherwise a successful result is generated.

e Generate MESSAGE packet: This command is used to generate a SIP MESSAGE
packet.
— Inputs: The "To’ field and "From’ field.
— Outputs: An RMCS session identifier for the new packet.

— Result: Errors for incomplete or incorrectly formatted parameters or success if no

error was detected.
e Generate NOTIFY packet: This command is used to generate a SIP NOTIFY packet.
— Inputs: The "To’ field, 'From’ field, RMCS session identifier, notification state
and payload.

— Outputs: An RMCS session identifier for the new packet.

— Result: Errors for incomplete or incorrectly formatted parameters or success if no

error was detected.

e Generate SUBSCRIBE packet: This command is used to generate a SIP SUBSCRIBE

packet.
— Inputs: The "To’ field, "From’ field, RMCS session identifier, subscription event,
expires value and payload.
— Outputs: An RMCS session identifier for the new packet.

— Result: Errors for incomplete or incorrectly formatted parameters or success if no

error was detected.

e Parse SIP packet: This command is used to parse a packet formatted in SIP and

generate any appropriate responses.
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— Inputs: A buffer containing the SIP formatted packet.
— Outputs: An RMCS session identifier for the new packet.
— Result: n error if the SIP packet was not formatted properly or success if no error

was detected.

e Read egress header data: This command is used to read data about a SIP packet

header that was generated by the RMCS.
— Inputs: An RMCS session identifier and an index indicating the type of data to
be read.
— Outputs: The desired component of the SIP packet header.
— Result: An error indicating the session identifier or the data index is invalid or

success if no error was detected.

e Read ingress header data: This command is used to read data about a SIP packet

header that was received by the RMCS.
— Inputs: An RMCS session identifier and an index indicating the type of data to
be read.
— Outputs: The desired component of the SIP packet header.
— Result: An error indicating the session identifier or the data index is invalid or

success if no error was detected.

e Read ingress payload data: This command is used to read the payload of a SIP packet
that was received by the RMCS.
— Inputs: An RMCS session identifier.
— Outputs: A buffer of data containing the requested payload.
— Result: An empty buffer is returned if no payload was generated. An error

indicating the session identifier or success if no error was detected.

e Read subscription session identifer: This command is used to obtain the subscription

session identifier associated with a notification session.
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— Inputs: The RMCS notification session identifier.

— Outputs: The subscription session identifer. An empty buffer is returned if no

payload was generated.

— Result: An error indicating the session identifier or success if no error was de-

tected.

e Reset: This command is used to delete all data stored in the RMCS and terminate all
sessions.
— Inputs: None.
— Outputs: None.

— Result: None.

e Terminate session: This command is used to terminate a session in the RMCS.

— Inputs: An RMCS session identifier.
— Outputs: None.

— Result: An error if the session identifer is invalid and success otherwise.

e Write configuration data: This command is used to write data into the RMCS that
is used during packet generation that would not ordinarily change with each packet

generation request.

— Inputs: The transmission protocol (TCP or UDP) and the 'max-forwards’ value

of a SIP header.
— Outputs: None.

— Result: An error if any input parameter values are invalid or success if no error

was detected.

The parsing of a SIP packet may be performed with the execution of a single command.
The entire SIP packet must be written to the buffer of the RMCS, including the terminating

carriage return and line feed of a SIP header where no payload is present. An RMCS session
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identifier is returned when the SIP packet has been successfully parsed. An error is generated
if the SIP packet is syntactically incorrect.

When the RMCS is reset, information regarding all sessions is automatically removed.
Configuration information may be written regarding the maximum number of hops a packet
may travel in the IMS network and the underlying transmission protocol (TCP or UDP).
The subscription identifier related to a notification session can be read from the RMCS in
addition to information about any egress or ingress packet of an active session. The following
values may be read about a SIP packet when executing commands to read egress header data

or read ingress header data:

Allows-Events: An index indicating the event used in the ’Allows-Events’ SIP header

field.
e Call-ID Number: The numerical value used in the ’Call-ID’ SIP header field.

e Call-ID Type: An index indicating the packet type used in the ’Call-ID’ SIP header
field.

e Contact: An index indicating the SIP URL used in the ’Contact’ SIP header field.
e Content Length: An integer value used in the 'Content-Length’ SIP header field.

e Content Type: An index indicating the content type used in the ’Content-Type’ SIP
header field.

e Cseq Number: The numerical value used in the Cseq” SIP header field.

e (Useq Type: An index indicating the packet type used in the ’Cseq’ SIP header field.
e Event: An index indicating the event type used in the "Event’ SIP header field.

e Expires: The numerical value used in the 'Expires’ SIP header field.

e From identifer: An index indicating the SIP URL used in the "From’ SIP header field.

e From tag: The numerical value used as the tag in the 'From’ SIP header field.
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e Header type: An index indicating the type of SIP packet.
e Max-Forwards: The numerical value used in the 'Max-Forwards’ SIP header field.

e Subscription State: An index indicating the subscription state used in the ’Subscription-

State’ SIP header field.
e To identifier: An index indicating the SIP URL used in the "To’ SIP header field.
e To tag: The numerical value used as the tag in the "To” SIP header field.

e Via branch: The numerical value appended to the branch tag of the "Via’ SIP header
field.

e Via domain: An index indicating the URL used as the domain in the 'Via’ SIP header
field.

e Via protocol: An index indicating the protocol used in the 'Via’ SIP header field.



