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Abstract

The cyber-physical systems (CPS), such as smart grid and intelligent transporta-
tion system, permeate into our modern societies recently. The infrastructures in
such systems are closely interconnected and related, e.g., the intelligent trans-
portation system is based on the reliable communication system, which requires
the stable electricity provided by power grid for the proper function. We call such

mutually related systems interdependent networks.

This thesis addresses the cascading failure issue in interdependent cyber physi-
cal system. We consider CPS as a system that consists of physical-resource and
computational-resource networks. The failure in physical-resource network might
cause the failures in computational-resource network, and vice versa. This failure

may recursively occur and cause a sequence of failures in both networks.

In this thesis, we propose two novel interdependence models that better capture
the interdependent networks. Then, we study the effect of cascading failures us-
ing percolation theory and present the detailed mathematical analysis on failure
propagation in the system. By calculating the size of functioning parts in both
networks, we analyze the robustness of our models against the random attacks

and failures.

The cascading failures in smart grid is also investigated, where two types of cas-
cading failures are mixed. We estimate how the node tolerance parameter T (ratio
of capacity to initial workload) affect the system performance. This thesis also
explores the small clusters. We give insightful views on small cluster in interdepen-

dent networks, under different interdependence models and network topologies.

Keywords: Cyber Physical Systems; Interdependent Networks; Smart Grid; Per-

colation Theory
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Chapter 1

Introduction

A cyber-physical system (CPS) is a system that integrates pervasive sensing, com-
putation, communication and actuation together to infuse engineered systems with
intelligent capabilities. The research advances in CPS promise to transform our
world with new relationships between computer-based control and communication
systems, engineered systems and physical reality. The CPS will require a compre-
hensive effort from computer scientists, engineers, and physical domain experts
to develop new theories, methods, tools, as well as new hardwares and software

components, run-time substrates.

Based on the emerging technologies, we will be able to develop the new generation
of intelligent infrastructures, smart highways, factories and robotic systems. Fig.
1.1 indicates the frame of the cyber physical system. The physical devices, such
as cell phones, vehicles and sensors are viewed as the physical components. The
embedded computers, servers and communication networks are considered as the
cyber components [5]. The data gathered by the physical components is passed to
the cyber components, which compute and handle the huge amount of information.

The cyber components provide the control information to the physical components.

Imagine, for example, the fast moving vehicles, from small cars to huge trucks,

can recognize and report the traffic conditions, automatically switch information

1
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Cyber Domain

Physical Domain

FIGURE 1.1: Cyber-physical system

with other peers. By introducing Android/IOS, the vehicles could cooperate to
solve more complex issues online. One emerging application is the self-diagnosis
system that could provide online car-monitor functionality to the drivers anytime
and everywhere. More intelligently, the vehicles could call for their own site-
specific maintenance, contribute to the cloud-based real time road condition map,
dynamically choose the optimal paths to the destination. On the other hand,
highways and roads are not only ‘road’. They monitor the events and conditions,

and thus could play the role as the managers of the traffic flow.

Another typical example of CPS is smart grid, which inspires the plenty of re-
search topics. The entire electrical power system from generation to its use should

incorporate sensing, computing, and communication capabilities.
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1.1 Motivation

The cyber-physical system refers to the tight conjoining and coordination between
computational and physical resources [6, 7]. The tight and complex interdepen-
dence between the cyber and physical components is one of key characteristics
of CPS. The current research on CPS mainly aims to improve the ability to un-
derstand and exploit the interfaces between the cyber and physical worlds and to

innovate new behaviors and capabilities from their seamless integration [8].

In a typical CPS system, embedded computers and communication networks are
sort of computational resources, while the actuators and sensors are viewed as
physical resources. Nowadays, computational resources and physical resources are
strongly coupled. That is, computational resources schedule and control physical
resources, on the other hand, the proper functioning of computational resources
requires steady operation of physical resources. As one of the important applica-
tions of CPS, smart power grid is composed of power grid and communication /-
control network. Communication network operates depending on power grid for
the electricity. Power grid, from another point of view, has to be controlled by
communication network. The two networks are mutually-close connected. Similar
to smart power grid, interdependence also exists in the wireless sensor robot/ac-
tuator network. Robot/actuator receives or transmits messages through sensor
network. While, sensor placement, maintenance and relocation are completed by

robot /actuator.

Accordingly, CPS could be considered as two interdependent large-scale
networks, i.e., physical-resource and computational-resource networks.

These two networks are mutually connected and dependent.

In such interdependent networks, cascading failure is an important issue. It is
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an extensively studied topic in the individual large-scale network [9-14]. A cas-
cading failure in a system occurs if the failure of a part can trigger the failure of
remaining successive parts [9]. When it happens, the nearby parts have to take
the responsibility of the failure nodes. The overload of the neighbors may lead to
more failures. Such a failure could happen in many types of physical-resource and
computational-resource networks, such as power grids, Internet, and transporta-

tion networks.

While in cyber-physical systems, the relation between physical-resource and
computational-resource networks leads to another type of cascading failure that
is caused due to the interdependence, which is more complex to be analyzed than
the cascading failure in a single system [15]. The unexpected malfunction of nodes
initiates the sequence of failures not only within the single network, but also be-
tween the networks. One good example is the huge blackout happened in Italy in
2003: the initial breakdown of a few power stations led to the overload of their
neighbors, which consequently led to the cascading failures within the power grid.
Since the communication network relies on power grid, a part of communication
nodes was affected and thus got failed. As a result, the operation of the power
grid was influenced and some stations were disordered. This process continued

and recursively affected both networks.

In this case, two types of cascading failures happened simultaneously, where they
could be roughly classified to: interdependence cascading failure and load
propagation cascading failure. The former one is caused due to the interde-
pendence relation, the latter one is caused due to the overload propagation within

the single network.

The interdependence in cyber-physical system is growing, which leads to the sys-

tem more fragile than the single network [3]. Our aim in this thesis is to reveal the
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FIGURE 1.2: Frame of smart grid

failure propagation process in CPS and estimate how robust the system is under

the random failure.

1.1.1 Important Case: Smart Grid

Conventional electrical grids utilize centralized command and control structures,
e.g., SCADA (Supervisory Control And Data Acquisition) system relying on hu-
man monitors for identifying faults and decision making. Massive blackouts oc-
curred in the past since the existing system lacks real-time control ability, e.g.,
the recent huge blackout happened in July 2012, affected more than 600 million

people in India [16].

The smart grid concept addresses the real-time control and energy efficiency. It
is an electrical grid that integrates information and communications technology
and different sources of power generation e.g., fossil-fuel, solar and wind. It pre-

dicts the electricity demands in different regions, monitors the power consumption
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of customers using smart meters, and deals with system failure rapidly. Smart
grid standardization depends on three technologies: power engineering (for inter-
operability), communications technologies (to provide communication grid side-by-
side to power grid), and information technology (to resolve privacy and security,
provide data integrity and interfaces, and intelligent control). Fig 1.2 gives the

frame of smart grid.

As one of the important CPS applications, in this thesis, smart grid is studied
and analyzed to demonstrate the general application of this research. However,
we are not considering the physical properties, such like power transmission line

limit and voltage sag.

1.2 Thesis Goals

Recently, there are some studies on interdependent networks to assess system vul-
nerability due to cascading failures, such as [15, 17-20]. The common assumptions
of these works for a node to properly operate are: 1) the node has interdependence
relation; 2) the node necessarily belongs to the giant component, which is defined
as the largest connected subnetwork that fills most of the entire network [21]. By
calculating the fractions of remaining giant component in the final steady state,
they studied to what extent the initial failures could impact the whole interdepen-
dent networks. The models proposed in [15, 22] are ‘one-on-one’ interdependence,
within which the node properly operates relying on one unique node in the other
network. Such models do not correctly reflect the characteristics of cyber-physical
systems since the physical-resource and computational-resource are not one-on-
one. The ‘multiple-to-multiple’ interdependence models developed in [20] assumed
that each node is assigned with the same number of inter relations. Each node
functions as long as at least one of its supporting nodes is operating. [23] points

out that the interdependence in real world network is unidirectional rather than
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bidirectional. To find the critical nodes that might cause fatal cascading failures,
[17] indicated a near-optimal heuristic greedy algorithm. Cascading link failures
was discussed in [24]. Huang et al. [25] introduced the targeted failure rather than
the random malfunction. [3] pointed out the different roles of nodes, and indicated
a multiple-to-multiple interdependence model. [26] studied the robustness of n in-
terdependent networks, with partial interdependence relationship. The targeted

attack was studied in [27].

On the other hand, current research on robustness in smart power grid are mainly
focusing on load distribution and malicious attacks. An architecture for distributed
generation, which can help prevent cascading failures, is described in [28]. To
decrease the impact of cascading failure or even to prevent it, [29] analyzed the
tripping of overloaded lines and proposed a model to control these lines. [30]
proposed three mitigation strategies and simulated them on real-world network
structures to find an effective way for reducing cascading failure. Software overlays
and multiple routes to deliver critical data to prevent failures were studied in
[31]. Load distribution attack was deeply investigated in [32] to provide effective
prevention on false data injection. The work on load propagation cascading failures
can be found in [33-38]. Hines et al. [33] introduced the backgrounds of power
node overload cascading failures. Some load propagation schemes were proposed
and discussed in [34]. [39] developed a new vulnerability assessment by combining

attack methodology with DC flow.

The current works on interdependent networks are by topological methods and
they only study the cascading failure caused due to interdependence between net-
works. On the other hand, the studies on load propagation cascading failure are
within the single power grid, and thus, can not be applied to smart grid because

the key feature of interdependence is missing.

In this thesis, we study the cascading failure in interdependent cyber
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FIGURE 1.3: Modeling interdependent cyber-physical system

physical system. We limit the work into the scope on network topol-
ogy and network theory. Taking communication network protocols and

electrical features into account would be our future research directions.

1.2.1 Milestone 1: Modelling Interdependent Cyber-

Physical System Using Complex Network Theory

As the aim is to study the CPS robustness, a practical interdependence model is
thus necessary. While, an unique model of a generic cyber-physical system appears
to be infeasible due to the diversities of actuation and physical world reaction. The
challenge is to extract the common ingredients and components of CPS, model and

investigate them, and combine and apply them to the certain categories of CPS.

The existing interdependence models can not represent and apply to all cyber-
physical systems. The first aim of this thesis is to indicate the practical inter-
dependence models by using complex network theory, as shown in Fig. 1.3. We
are using the complex network models to feature the topologies of the real world
networks, and indicating the inter relation between the nodes within different

networks.
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1.2.2 Milestone 2: Analyzing CPS Robustness Against

Cascading Failures

Based on the models proposed, we are interested in how the entire system be-
haves once the cascading failures occur. The interdependent networks are more
fragile than the single network, as the first-order transition has been found in
such a system [22], where there exists a threshold for the proportion of initial
failure, above which the entire system collapses. Different network topologies and

interdependence models could lead to quite different system robustness.

In this thesis, the widely used giant component is introduced to show the fraction
of survived nodes from cascading failures in the system. We aim to find an efficient
mathematical tool to estimate the giant components, by given the initial failure.

This tool could be extended and applied to some more general cases.

1.2.3 Milestone 3: Smart Grid Case Study

As mentioned above, smart grid is an important cyber-physical system in our daily
life. The communications and control infrastructures need energy to properly
operate, while the power stations and electricity transmission are controlled by
operation centers. The reliability of such system is worthy to focus on. The failure
in either of them may lead to the failure in another, and continues in a recursive

manner.

However, the current work on smart grid cascading failure is by pure topological
methods, which can not represent the real smart grid properly due to the lost of
electricity characteristics [40]. On the other hand, the studies on load propagation
cascading failure are within the single power grid, and thus, can not be applied to

smart grid because the key feature of interdependence is missing.
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FIGURE 1.4: Two ‘one-to-one’ interdependent networks A and B fragment into

disconnected clusters and pieces. Giant components al and bl are mutually

dependent, thus function. The small clusters a2, a3, b2 and b3 also operate

because the nodes involved have inter links. Thus, not only the giant component,
but also the small clusters work properly in this steady state.

The third aim of this thesis is to study the joint effects of interdependence cas-

cading failure and load propagation cascading failure in smart power grid.

1.2.4 Milestone 4: Small Cluster

The common underlying assumptions of existing works are that a node can func-
tion only if: 1) it belongs to the giant component; 2) it has at least one inter link.
While, the first assumption is demanding and incompatible with many engineer-
ing reality. In many application scenarios, once the network gets fragmented due
to the cascading failures, except the giant component, the network possibly has

plenty of autonomous and self-sufficient disconnected clusters.

Fig. 1.4 gives an example of two networks A and B with ‘one-to-one’ [15] inter-
dependence, where both of them fragment to clusters after the cascading failures.
Network A has a giant component a;, and two small clusters as, az. B is similar

with A. Notice that except the two giant components, the small clusters as, as,
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by and b3 do operate because the nodes involved have the supporting inter links.
This example illustrates that in the interdependent networks, if we only consider
the giant components, some small clusters that could function are neglected. Con-
sequently, the results the mentioned studies obtained are not accurate enough to
reflect the real coupled cyber physical systems. It is convincing that such ignored

clusters could play important roles in the network of some real-life systems.

Therefore, the fourth aim of this thesis is to study the small clusters caused by

cascading failures in interdependent networks.

1.3 Contributions

In this research, we indicate two practical interdependence models for cyber-
physical system, study the effect of cascading failure using percolation theory and
present detailed mathematical analysis of the failure propagation. We analyze the
robustness of our model in terms of random attacks or failures by calculating the

size of functioning parts after the cascading failures stop.

1.3.1 Contribution 1: One-Multiple Model

Chapter 3 indicates an ‘one-multiple’ interdependence model for cyber-physical
system. We adopt balls-bins model to define the interdependence relation between
physical-resource and computational-resource networks. Each computational sta-
tion has exact one inter link from physical-resource network, assuming that the
computational node need support from one specific physical-resource station. Each
physical-resource station can provide support to multiple computational stations,
then has possibly multiple outgoing inter links. We consider both physical-resource

network and computational-resource network as scale-free networks [21], in which
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the node degrees follow power law distributions. We then study the effect of cas-
cading failure using percolation theory and present detailed mathematical analysis
of the failure propagation in the interdependent system. We analyze the robust-
ness of our model in terms of random attacks or failures by calculating the size of

functioning parts after the cascading failures stop.

Our mathematical analysis proves that for the interdependent CPS, given the
power law exponents for physical-resource and computational-resource network,
there always exists a critical value of the initial failure fraction of entire network,
above which the entire system collapses, i.e., the giant components disappear;
Below which the system can still function after the cascading failures stops, with

loss of part of the system.

The simulations show that when the power law exponents for physical-resource and
computational-resource networks are both 2.2, the critical value is approximately
49%. It is 15% when the power law exponents are 2.5 for both networks. Thus,
critical value appears sensitive to the power law exponent. The size of physical-
resource and computational-resource networks, and the ratio between their sizes

do not affect the system robustness.

1.3.2 Contribution 2: Extended ‘k-n’ Interdependence

Model

In Chapter 4, we propose a more general interdependence model for cyber physical
systems. We use smart grid as the example to elaborate this model. In Section

4.6, we discussed the possible applications of this model.

For smart grid, we realize that each power station could be controlled by multiple
distinct operation centers, and functions as long as at least one of its operation

centers is working. We believe that the more control relations (links) and devices
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the system has, the higher cost is required. We define the system controlling cost
as proportionally dependent on the number of links between operation centers and
power stations. Our primary interest is to find out the relation between controlling

cost and system robustness.

We propose an novel ‘k-n’” model, that each power station is operated by k dis-
tinct operation centers, and each operation center could monitor and control n
power stations. The defined ‘system controlling cost’ is simply equal to k£ units,
and the ‘monitoring capability’ for each operation center is n. We follow a three-

Y

step scheme to construct ‘k-n’ interdependent network. Both power grid and
communication networks are type of scale-free networks [21], in which the de-
gree distribution follows power law. One important parameter for discussing the
smart grid robustness is the fraction of properly functioning nodes, i.e., survival
ratio. Using percolation theory, we calculate the survival ratio of the system. We

mathematically study the relation between system robustness, controlling cost and

monitoring capability.

Our analysis shows that the system robustness experiences a sub-linear improve-
ment with the increase of k, while n has no impact on system robustness when
the size of network is large. The extensive simulation validates our analysis. The
system robustness against random failure can be improved by increasing monitor-
ing cost though they have nonlinear relation. Meanwhile, the critical value for
a higher k is smaller, which means the system can tolerate a higher fraction of
random failures. The robustness improves between k = 1 and k£ = 2 significantly,
while the gap between £ = 10 and k£ = 15 is small. Hence, for building a smart
power grid, adding as many as possible control link is not a good strategy since

the massive extra cost does not improve system reliability significantly.

Our experimental results illustrate that higher n improves system robustness

slightly and at the same time decreases the critical value. But the disadvantage is
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that the transition becomes flat. Therefore, for building smart grid infrastructures,

we need carefully choose the value of k and n depending on our demands.

Compared with the existing works [15, 20, 22], the proposed ‘k-n’ model is more
practical because that we believe nodes in network are not equal as they play
different roles. Therefore, we divide the nodes into different categories. This model
enables us to understand how the system performs under different monitoring

schemes, and the relation between robustness with monitoring cost.

1.3.3 Contribution 3: Joint Cascading Failures in Smart

Grid

In Chapter 5, by integrating the topological method and load redistribution, we
study the joint effect of interdependence cascading failure and load propagation
cascading failure to be more closer to the real-world smart grid. We use the load
propagation model in [34] where the whole workload of removed node is equally
redistributed to its neighbors. For the interdependence relation, we apply our
previous ‘k-n’ model. First of all, due to the capacity limit, the number of inter
links each power node has is restricted. Thus, we propose a new modified Balls
and Bins allocation scheme for ‘k-n’ model. Assuming that both power grid and
communication network are scale-free [41], in terms of random initial failure, we
develop a method to estimate the node tolerance parameter threshold T, (the ratio
of capacity to initial workload) in single power grid, below which the grid suffers
from the load propagation cascading. A mathematical tool is proposed to calculate

the fraction of survivals in power grid after the load propagation failure stops.

We indicate a percolation-based mathematical method to simulate the process of
interdependence cascading failure and obtain a set of transcendental function for
the fractions of survivals in both power grid and communication network. Similar

to the single power grid, we find a method to estimate the tolerance parameter
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threshold 77 for smart grid. Our analysis demonstrates that given the same net-
work topologies and initial removals, 7. > T.. We also find the relation between
T! and ‘k-n’ interdependence, that higher & indicates lower 77. The system robust-
ness approaches to the upper bound once tolerance parameter T' — co. We proves
that this upper bound is the performance when the system only suffers from the

interdependence cascading failure.

The extensive simulations determine the values of 77 and validate our mathe-
matical analysis. Besides, we observe a super linear relation between the initial
removals with 77 in the specific system. Also, the system robustness of single
power grid is better than smart grid, given the same parameters. The interesting
finding is that, in smart grid, although the initial failure occurs in power grid, the
fraction of survivals in power grid is always greater than that in communication

network.

1.3.4 Contribution 4: Understanding Small Clusters

In Chapter 6, using real-world network data and extensive simulations, we first in-
troduce the small cluster overviews, including the size distribution and the number
of clusters, in single complex network. We show that the clusters in Erdos-Rényi
random network are tiny, e.g., size is less than 5. While, the cluster size in scale-

free network and small-world network could be much larger.

We indicate a percolation based mathematical analysis method to study how small
clusters be affected by the interdependence between two coupled networks. We
prove that both the fraction and the number of operating small clusters have upper

bounds.
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Without loss of generality, in experiment part, we use both synthetic network and
real network data to study the impacts of two different interdependence models ‘k-
n’ model [3] and ‘one-to-one’ model [15] on small clusters. We find that the fraction
of small clusters do not monotonously increase as the growing of compactness
of interdependence. The simulation validates our mathematical analysis that an
upper bound for the fraction of small clusters exists. We also show that except the
giant component and small clusters, the fragmentation of interdependent networks

also bring massive tiny pieces, i.e., isolated single vertex.

Considering the initial failure could be either random or targeted, to this end, three
different attack strategies are discussed: Inter Degree Priority Attack, Intra Degree
Priority Attack and Random Attack. The interesting finding is that the proportion
of functioning small clusters keeps stable and is independent from attack strategies,
which, at the same time, leads to quite different sizes of the giant components.
We observe that the Intra Degree Priority Attack destroys the whole system very

effectively, compared with others.

Our main contributions in this part of work are:

e Show small cluster size distributions in various single networks

e Indicate a percolation based math tool to study the impacts of different

interdependence models on small cluster in coupled networks

e Use extensive simulations to give insightful views on small cluster in inter-
dependent networks, under different interdependence models and network

topologies

1.4 Thesis Outline

The remainder of this thesis is organized as follows:
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Chapter 2 navigates the readers the background of the recent advances on inter-

dependent networks, as well the cascading failures in such a system.

Chapter 3 proposes an ‘one-on-one’ interdependence model and focuses on study-

ing the system performance against the cascading failures.

Chapter 4 is dedicated to analyze the smart grid, where an specific ‘k-n’ model is

proposed.

Chapter 5 indicates a method for us to understand the joint effect of interdepen-

dence cascading failures and load propagation cascading failures in smart grid.

Chapter 6 is focusing on studying the small clusters under different interdepen-

dence models and network topologies.

Chapter 7 wraps up the thesis and enunciates potential research directions.



Chapter 2

Literature Review

The major topics related with this thesis are discussed in this chapter. Cyber-

physical system finds direct applicability in a wide range of areas, including:

e Actuator-sensor network: sensor monitors the area and gathers the informa-
tion, which is manipulated and conducted by the actuators. Robot sensor
network is a very general application [42, 43]. The communication is through
the sensor network, while the robots cooperate to place the minimum number

of sensors to cover the whole area.

e Smart grid: aim to integrate electricity resources (wind, power plant and wa-
ter), facilitate the intelligent monitoring, schedule the electricity distribution

and dynamically adjust the pricing schemes [44, 45].

e Intelligent transportation systems: to combine computing, communication,
and storage capabilities with monitoring and control of vehicles to deal with

the challenges of safe, green, and efficient transportation [46, 47].

18
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e Smart phone network: the smart phones held by users consist of a huge
computational system, where each person and device are the source of in-
formation. Social-based and cloud-based applications form a very emerging

cyber-physical network.

The readers will first encounter the state-of-the-art research on the communica-
tion, computation and architecture applied in CPS. Then, the very recent work
on interdependent networks and smart grid will be introduced. The specific algo-
rithms used to deal with cascading failures and load propagation in power grid are

discussed.

2.1 Cyber-Physical System: State-of-the-art

A part of existing research on CPS are focusing on designing analytical CPS model.
A unique model of a generic CPS appears to be infeasible due to specifics of actua-
tion and physical world reaction. The challenge is to identify common ingredients
and components of CPS present in variety of scenarios, model and investigate
them, and combine and apply them to certain categories of CPS and correspond-
ing concrete systems. One example is modelling the interconnection and inter-
dependency between cyber and physical systems, or CPS network elements. The
solutions to the remaining objectives are model dependent. Existing work on
modelling is primarily about extracting properties from physical systems and as-
sumed associated cyber system and matching with some network families. For
example, Wang et al. [48] proposed an algorithm that generates random topol-
ogy power grids featuring the same topology and electrical characteristics derived
from the real data. Derler et al. [49] focused on the challenges of modeling CPSs

that arise from the intrinsic heterogeneity, concurrency, and sensitivity to timing.
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Specific technologies applied in a particular CPS include hybrid system model-
ing and simulation, concurrent and heterogeneous models of computation, the use
of domain-specific ontologies to enhance modularity, and the joint modeling of

functionality and implementation architectures [49].

In cyber physical system, the physical device such as battery, sensors are viewed as
physical components. The embedded computers and communication networks are
considered as cyber components [5]. The interaction and relation between physical
components and cyber components are essential to estimate the remaining battery
life of the system. Zhang et al. [5] proposed an approach to study the characteristic
behaviors of each component in battery-based CPS, and measured the robustness

of scheduling algorithms as well as battery management schemes.

2.1.1 Machine to Machine Communication

Machine to Machine (M2M) communication allows both wired and wireless de-
vices communicate with each other with little or no human intervention. M2M
uses a monitoring or sensing device to capture the events or parameters, such as
humidity and temperature, which is relayed through a wired or wireless network to
the devices that translate the captured event into meaningful information, which
can trigger an actuation [50]. Examples include telemetry, industrial, automation,
and SCADA (in power grids) applications. Existing M2M concepts incorporate a
central point for gathering information, making decisions, and acting. The infor-
mation may be gathered via, for example, wireless sensor network by single-hop
or multi-hop communication, to the central point. The real-time monitoring ca-
pability is one of crucial requirements. A good introduction of M2M, as well as

its applications, major technology gaps and standards are studied in [51].

Lu et al. [52] explored the architecture and technologies for M2M from three per-

spectives: energy efficiency (green), reliability, and security (GRS). They applied
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the scheduling algorithm proposed in [53] to improve the energy efficiency, where
the ‘sleep-active’ mode is used for each node. The time is divided to slots. In
‘sleep’ slot, the node listens to the neighbors’ messages, based on which it decides
to be ‘active’ or not. The reliability is achieved by using the hardware redundancy,
where two servers are standing at the gateway to deal with the arrival packets.

This scheme, apparently, leads to a high cost.

Niyato et al. [54] introduced a M2M network architecture for home area, where
the energy information from a few neighbored houses is coupled together using
a gateway, where they called concentrator. Then the information is collected
and passed to the operation centers through the base stations. They proposed
a dynamic programming algorithm to optimally allocate the concentrators in the
whole network to minimize the communication cost. Their simulation results
showed that the small cluster size indicates high concentrator installation fees,

while large cluster suffers considerable packet delay and loss.

Fadlullah et al. [55] surveyed a number of existing communication technologies
that can be applied on smart grid. They concluded that in the home area, Zigbee
is a better candidate than Ultra-wide band (UWB), WiFi and Bluetooth, which

either has a long communication latency or has a high power consumption.

The above work was on the centralized M2M system. Fu et al. [56] proposed
the data gathering mechanisms to deal with the energy issue for mobile M2M
nodes. They indicated both energy-efficient centralized reporting scheme (ECR)
and energy-efficient distributed reporting scheme (EDR). In ECR, the M2M gate-
way is reasonable to schedule the data gathering from nodes. In EDR, this trans-
mission schedule is determined by each mobile node. The authors formulated the
problems to a integer linear programming, and proved that the energy minimiza-
tion problem is NP-hard. Therefore, they proposed a greedy algorithm to find the

near-optimal solution, with low computational complexity. The simulation results
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FIGURE 2.1: Robot sensor network

showed that both ECR and EDR are efficient on saving energy,while in the mobile

case, EDR is much better.

The existing research was based on the small scale M2M models, and most of
them were based on the centralized schemes [57]. Stojmenovic [57] surveyed the
existing work on M2M communications architecture, data aggregation, intrusion

detection, security and privacy.

2.1.2 Robot-Sensor Networks

Robot-sensor networks are widely used to monitor the area and gather the infor-
mation. The data is passed to the server through the sink node on the edge of the
area, as shown in Fig. 2.1. A team of robots is applied to deploy the sensors to

fully cover the required area. There are some research objectives in this area [58|:

e Sensor placement and relocation [59-61] . The mobile sensors coordinate
for self-deployment, or a team of robots carries the sensors to the target
positions. The aim is to fully cover the area to satisfy both sensing and
communication requirements. Sensors report failures of neighbouring sensors

or lack of area coverage. Robots (with limited carrying capacity) search for
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spare sensors and move them to replace failed ones or to mitigate connectivity

weakness.

e Robots coordination and task management [62-66]. To save the energy and
time, a team of robots has to dynamically cooperate to select a required
number of robots closest to a given event location to minimize event response
delay, and find a optimal movement and carrying strategy. More importantly,
once a sensor fails, the robots need to find a optimal solution, either place a

new sensor or move a neighbored sensor, to replace it.

e Data aggregation and routing [67-70]. Information obtained by sensors needs
to be transmitted to the sink nodes or actuators. Choosing a short and effi-
cient path from source node to destination is essential for saving the energy
and improving the lifetime of the network. The solution should handle node
mobility, intermittent connectivity, presence of other traffic and collision is-
sues at the medium access, and should provide QoS for different messages

and levels of urgency.

e Energy consumption [71]. Energy efficiency is a crucial topic in wireless sen-
sor network, as it defines the lifetime of the whole system. Data aggregation
and routing protocols require energy for sending and receiving message from
node to node. The node could run out of the energy, and thus stops function-
ing and generates a hole, which leads to the uncovered area and disconnected
communication. A common method in existing algorithms use ‘sleep-active’
mode for the sensors to save the energy, where the sensor only transmits the

message in ‘active’ state.

Wang et al. [60] proposed a sensor deployment scheme, where the mobile sensors
could move from dense areas to sparse areas to improve the overall coverage. The
uncovered area, called ‘coverage hole’, is detected by the static sensors, which give

a bid depending on the size of the coverage hole. Each mobile node has a price
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for serving the hole, while the price is depending on the size of the new holes
generated by the node movement. The mobile sensors choose the highest bid and
move to cover this area. The proposed algorithm was centralized, as the bid and

price information has to be disseminated to the all mobile sensors.

Abbasi et al. [61] studied the sensor relocation in a wireless sensor network when
a critical node is failure. A centralized algorithm LeDiR was proposed, where each
node is aware of the entire network topology and routing table. The sensors detect
the failure node and find the smallest block cluster, which is the one with the least
number of nodes. Then, the neighbored node of failure node, as the same time,
belonging to the smallest block cluster, moves towards the hole to replace the
faulty node. They called the moving node as ‘parent’. The sensors connected with
the ‘parent’, referred as ‘child’, are moving towards it to maintain the connectivity.
This algorithm does not require to deploy new sensors in the hole, thus reduce the
cost and overhead. On the other hand, it creates new holes because the ‘child’

sensors move to cover the hole generated due to the moving of ‘parent’ sensor.

Several robotic sensor self-deployment techniques were developed in the literature.
[72] proposed an adaptive triangular deployment algorithm to maximize the cov-
erage area. They divided the communication range to six sections, within which
each node adjusts the relative distance to its one-hop neighbors. [73] indicated
a new deployment scheme regardless the network density, sensor communication
range and obstacles in the field. In [65, 74], the robot followed snake-like deter-
ministic sensor placement which can leave uncovered areas behind. Fletcher et
al. [75] resolved this problems by combining the snake-like algorithm with a novel
back-tracking technique. The robot moved forward along the grid in open direc-
tions until a dead end is reached, where the four directions are obstructed. Then
it moved back along the backward trace to the nearest uncovered vertex. Pei et

al. [76] studied the efficient use of mobile robots to sense not only the region,
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but also deploy relays to build the networking infrastructure. Essentially, a cen-
tralized heuristic solution generates tours by clustering points, generating optimal

single-traveller tours, and tour pruning and balance.

Robot task assignment is a complex combinatorial optimization problem involving
single/multiple events, single/multiple robots, energy and time constraints, and
any other application-specific requirements. [64] considered a single robot single
task scenario and proposed auction aggregation protocols for task assignment in
multi-hop wireless robot networks. An event, detected by a sensor, is reported
to a robot collector using any sensor-robot coordination framework. This robot
organizes an auction to select the best robot to respond to the event, so that the
communication cost, and the cost of performing the task are minimized. [66] bal-
anced the workload of each robot by partitioning the whole network using Voronoi
diagram. After the initial deployment, the proposed algorithm computed the load
in each partition and dynamically moved the robots to achieve the balanced work-

load distribution.

2.1.3 Vehicular Ad Hoc Networks

Vehicular ad hoc network (VANET) is a mobile ad hoc network that provides
wireless inter-communication among nearby vehicles or the communication be-
tween vehicles and stationary roadside infrastructures. In a vehicular network,
vehicles monitor and sense the surrounding parameters, such as event and road
condition, and disseminate it to the neighbors, through either Vehicle-to-Vehicle
(V2V) communication or Vehicle-to-Infrastructure (V2I) communication. The in-
formation is collected to the server through the roadside infrastructures. Fig. 2.2

introduces the architecture.
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FIGURE 2.2: Vehicular ad hoc network

VANET is such a system that combines computing, communication, and storage
capabilities with monitoring and control of the vehicles. [77] surveyed the tech-
nologies and research directions of vehicular networks. Compared with other ad
hoc networks, intermittent connectivity, dynamic changes in network topology and
low packets reception rate are the key characteristics of VANET [78]. The existing
work is mainly on data dissemination [79-82], M2M communication architecture

[83], security and privacy [84, 85], trust management [86, 87].

Booysen et al. [83] elaborated on a generic large scale M2M communication archi-
tecture for vehicular networks, where a five-layer M2M mechanism was introduced.
The communication within the single vehicle could be achieved by wired Controller
Area Network (CAN) and Media Oriented Systems Transport (MOST) ring. The
V2V and V2I communications apply WiMAX or Cellular standards. The access
points and gateways collect the data and transmit it to the server using wired

Internet backbone.

Liu et al. [80, 81] proposed a receiver consensus algorithm for urgent and reliable

warning message dissemination in vehicular networks. The algorithm exploits
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the geographical information of vehicles to autonomously choose the message for-
warding strategies. Each forwarding candidate assigns the different priorities to
the neighbored nodes by ranking itself and its neighbors by the distance to the
centroid of neighbors in need of message. This scheme enables the best candidate

to relay the packets without waiting.

Huang et al. [47] introduced the trust cascading failures in vehicular networks,
where the decision of each vehicle depends on the decisions of neighbored vehicles.
Therefore, an incorrect decision could cause a sequence of failure decisions. A novel
voting scheme was proposed, in which each vehicle has different voting weight
according to its distance from the event. The vehicle closer to the event has the

higher voting weight.

2.2 A Brief Introduction to Complex Networks

To understand the structures of the real world networks, along with the aim to
know how the human being activities spread on such networks, the graph theory
was came out. Models and algorithms were extensively proposed in the past few
decades. But the most social network, biological network and computer networks
are not regularly purely random. Such networks have high clustering coefficients
and short diameters [88, 89], which are not properly characterized by the original
graph theories. Therefore, the complex network theory was indicated to reflect
the real world essentials and help researchers understand them more profoundly.
Fig. 2.3 is the face to face contacts in a primary school of a normal school day
[90], with 236 students and teachers, and 5899 contacts. The nodes are colored

for each classroom.
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FIGURE 2.3: Contacts in a primary school

2.2.1 Network Metrics

To explore the networks, some measurements and metrics are widely used as fol-

lows:

e Degrees and degree distribution. The degree of a node is defined as the
number of edges it connects with. In a large scale network, the degree
distribution is one of the most fundamental metrics to study with. It is
shown that power-law distribution is a common form in many real world

networks [21], and thus is of particular interest to us.

e Clustering coefficient. To study the solidity of the network, or say the den-
sity of triangles, we apply the metric clustering coefficient. It measures the
probability that two neighbors of a node are themselves neighbors. Exper-
iments and empirical observations suggest that many real world networks

tend to have a high clustering coefficient [88, 91].

e Path length. The average path length of the network is calculated by adding
the shortest path length of all pairs of nodes. One of the most remarkable

phenomena in real networks is small-world effect, where the average path
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between each paid of nodes is surprisingly small. This famous phenomena
was found in Stanley Milgram’s letter-passing experiment in 1967 [92], and
called Siz Degree of Separation. The experiment in [93] concludes the similar

results that the average path length among Microsoft Messenger users is 6.6.

Network diameter. The diameter of a network is defined as the longest
length of the shortest path lengths of all pairs of vertices. It is shown that
the diameter is usually scale logarithmically with the size of the network

21].

Node centrality. Different nodes are of different importance contributing to
the network. Node centrality is to evaluate the influence and importance of
a vertex. The average distance of a node to all other vertices is provided by
Closeness centrality. Another widely used metric is betweenness centrality,

which measures the number of shortest paths go through that node.

Component. In a network, normally, there is a large component fills most
part of the network, along with a large number of small components that
disconnect with each other. In most of the studies, the giant component,
defined as the largest connected subnetwork that fills most of the entire

network, is evaluated and analyzed. Fig. 2.4 sketches a case.

2.2.2 Three Network Models

Some models are widely used to depict the real world networks [88, 94, 95]:

e Erdds-Rényi model (ER). This model is used to generate a random graph,

where the probability that a node has a link with another node is same
for each node pair. It can be shown that the degree distribution of nodes

follows Poisson distribution. The name of this model was for Paul Erdos and
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FIGURE 2.4: Components in a network

Alfréd Rényi [96, 97], where they used a probabilistic method to add the edge
to each pair of nodes. The network generated by ER model normally has
relatively low clustering coefficient and long network diameter. Therefore,

this model can not properly describe many real world networks.

e Barabdasi-Albert model [98, 99] (BA). A common feature of random graphs
is that the degree distribution of the network is inhomogeneous. The obser-
vation on large scale real world networks, including WWW, protein-protein
interaction networks and interbank payment flow [100], is that they are scale-
free and the degree distributions follow power law forms. In such networks,
some nodes, which called ‘hubs’, have more connections than the average.
The remaining nodes have few connections. Barab&si and Albert proposed
a preferential attachment algorithm to explain and reflect the growth of the
real world network. The BA model suggests two steps to construct a scale-
free network: a new node is adding into the network; it connects to the
existing nodes with a probability proportional to the degrees the existing
nodes already have. Numerical results demonstrate that BA model has a
shorter diameter than random graph. There are some scale-free network

model variations [21, 101].
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e Watts-Strogatz model (WS) [4]. In many real networks, a ‘small-world’ effect
exists, popularly known as siz degree of separation [102]. In other words,
any two persons on the earth are connected by an average path length of six.
Empirical results show that the small world networks have short average path
length and high clustering coefficient. Watts and Strogatz proposed a small
world model by interpolating a regular ring lattice to the random graph.
The study on WS model metrics, including degree distribution, connectivity

and clustering coefficient, was presented in [103].

Fig. 2.5 are the synthetic networks created using the above mentioned models
in the generator Gephi [1]. The size of the node is proportional to its degree.
It clearly shows that in scale-free network Fig. 2.5(b), a few nodes have more
connections than the average. Fig. 2.6 illustrates the degree distribution forms
of each network. The random graph of 2.6(a) has an Poisson distribution, a
significant part of nodes is with the degree around the average. The power-law
distribution is demonstrated in Fig. 2.6(b), most of nodes has 1 or 2 neighbors.
A fat-tail effect exists. The small-world degree follows an exponential distribution

with a cut-off on the left.

2.3 Interdependent Networks

Nowadays, the infrastructures such as water supply, power grid, transportation
system, fuel stations are becoming increasingly interconnected. Studying the in-
teractions and understanding how robustness is affected by the interdependency in

such networks is one of the main challenges when designing reliable infrastructures.

Percolation theory [21] is an elegant method for estimating the network reliability.
It studies the effect of random node removal on the network. It can be used

to model a variety of real world network failures. One important characteristic
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(c) small-world

FIGURE 2.5: Using network generator Gephi [1] create synthetic networks

used to reflect the network connectivity is giant component, defined as the largest
connected subnetwork that fills most of the entire network [21]. Percolation theory

was used to measure the interdependent network characteristics in [15, 20].

Buldyrev et al. [15] developed a framework for understanding the robustness of two
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interacting networks in terms of cascading failures. A ‘one-to-one correspondence’
model was proposed, where the two interdependent networks A and B have same
number of nodes, each node in A functions depending on the unique node in
B, and vice versa. The authors developed a percolation based method to study
the robustness of this model by calculating the number of survived nodes in the

final state. The cause of cascading is the random attack or system failure upon
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FI1GURE 2.7: Network A and B are coupled using one to one model

one network. Their work estimated a critical value such that if the initial failure
outnumbers it, the whole system breaks down. They discussed the coupled Erdos-

Rényi networks. The number of intra-degree is randomly distributed.

Fig. 2.7 gives an example of the propose model, where the inter links are all bidi-
rectional which means that every connected pair is mutually dependent. Initially,
a random attack is on as, both its links and itself are removed, the node b5 is also
removed since it loses the dependent source. Similarly, the intra links of b5 are
wiped out. In Stage 2, by, by, and by consist of the giant component of network B,
the others are considered as faulty. As a result, in Stage 3, a3, ag and a7 lose the
inter links, and thus fail. In Stage 4, the cascading failure stops, no more nodes

or links are removed.
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FIGURE 2.8: Unidirectional inter link with multiple-to-multiple correspondence

Buldyrev’s work initiated the research on interdependent networks. [22] considered
a new ‘one-to-one’ correspondence model, where the mutually dependent nodes
have the same number of connectivity links, i.e., their degrees coincide. The model
and assumption were not practical because we can not ensure that all dependent
pairs of nodes have the same number of intra-degrees. However, the conclusion
of [22] indicated a potential method to design the interdependent networks to
improve the reliability: if each mutually dependent pair has the identical number
of neighbors, for the same value of initial failure, the number of survivals is always

greater than that in [15].

Shao et al. [23] pointed out that in real world mutually dependent networks, a
single node in network A operates depending on more than one node in network
B, and vice versa. The more realistic model should be ‘multiple-to-multiple’ cor-

respondence, where each node functions as long as at least one of its supporting
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nodes is operating. They also assume that not all the pairs of nodes are mutually
dependent. For instance, the on-line banking system is upon Internet, but Inter-
net does not work depending on the banking system, so the interdependence is
unidirectional. Fig. 2.8 is an example of proposed model. Each node has a ran-
dom number of inter degrees, the mutually dependent counterpart is also chosen
randomly. Initially, a; is attacked, all the related links are removed. In Stage 2,
by loses the support links from Network A and thus fail. as, b; and b3 are discon-
nected from the giant components, hence fail. In Stage 3, as is gone and b5 will
be considered as faulty due to the interdependency relation. Node by is excluded

from the giant component in Stage 4.

Parshani et al. [104] described two types of inter links: dependency link and
connectivity link. The dependency link makes failure in one network cause failure
in the other network, while connectivity link enables the nodes work cooperatively.

High density of dependency link makes networks more vulnerable.

In the previous work, the links between two networks are randomly distributed
(‘random allocation’). The work of [15, 23] is extended in [20] by a so-called ‘reg-
ular allocation’, where every node in the system is assigned the same number of
inter links. The regular allocation scheme is proven to be optimal when the topol-
ogy of each individual network is unknown. The conclusions suggests the regular
allocation of bidirectional inter links achieves higher system performance, rather
than the random unidirectional allocation scheme. The example is demonstrated

in Fig. 2.9.

Similarly, Dong et al. [26] studied the system of n interdependent networks with
partial interdependence relationship. The random failure is applied to the above
work, while in [27], the authors focused on the targeted attack on a network of
networks(NON). They investigated the system robustness of both fully interde-

pendent and partially interdependent networks. Nguyen et al. [17] proposed an
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FIGURE 2.9: Regular allocation with bidirectional inter link

algorithm to identify the critical nodes whose removals could lead to the fatal

destroy of the networks.

Zhou et al. [105] studied the percolation of partially interdependent scale-free net-
works under the ‘one-to-one’ interdependence [15]. They assumed that a fraction
q of nodes in both networks are interdependent. The results showed that there are
three types of behaviors with different values of ¢q. For a large value, the first-order
discontinuous transition appears. The second-order continuous transition occurs

for a small g. A mixed first-second-order is for the intermediate value of g.

A targeted attack was discussed in [25], where a mapping algorithm was indicated
to transfer target attacks to random failures. The authors pointed out that pro-

tecting the high degree nodes can improve system robustness significantly. Gao et
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al. [106] studied the interacting networks and presented an percolation law for a

network of several interdependent networks.

BakTang-Wiesenfeld sandpile model was applied to study how interdependence
affects cascading behaviors [107]. They found that the inter connectivity pro-
vides benefits which can balance the dangers at stable point. While, too much
inter connectivity impacts the system. Huang et al. [108] developed a method
for evaluating how clustering within the networks affects the system robustness.
[109] proposed an epidemic spreading based theory, which is more straightforward
than previous work, to formulate the interdependent networks. Ruj et al. [110]
randomly assigned the inter links and studied the targeted attack in smart grids.
High degree nodes are compromised with higher probability. They found that an

adversary can disrupt significant part of network by launching a targeted attack.

A completed and detailed survey on interdependent networks could be found [19,

111]. The authors elaborate this new area on its every aspect.

2.4 Smart Grid

The demand for power electricity recently increases dramatically. Developing
smart grid has become an urgent global priority, as the need to cope with fu-
ture electricity demand and to provide a more efficient way of delivering such
electricity has become more pronounced. Smart grid within a system should in-
telligently integrate and control the different elements of the grid so as to realize

the full potential of the system.

Plenty of work has been done on the following aspects: electricity delivery, de-
mand managing, real-time communication, intelligent control, pricing and system
robustness. In this literature review, we are going to cover the work on power grid

load propagation and power grid topology.
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The Task Force on Understanding, Prediction, Mitigation and Restoration of Cas-
cading Failures provided the completed background on dealing with cascading
failure in power grid in [112, 113], including techniques, modelling and simulation
approaches. They defined the cascading failure, discussed the challenges of cas-
cading failure, and summarized a variety of state-of-the-art techniques that has
been used in simulation and analysis. The authors also revealed the limitations of

existing techniques and approaches, and indicated some future research directions.

2.4.1 Power Grid Topology

To study and predict the cascading failures, it is fundamental to have a large
number of power grid information, such like the topology, size and capacity of
each node. However, the real information of power system is difficult to obtain
due to the privacy and security reasons [114]. Therefore, complex network theory is
widely used to simulate and study the structure, properties and cascading failures
of power grid. There are some work [114-118] on revealing the topologies of the
power grids all around the world. Unfortunately, it is very hard to define a general
model for all the power grids. The different power grids in different nations and

regions yield different topologies [119].

A few papers reported the power grid is a kind of small-world network. Watts
and Strogatz [4] measured some metrics of power grids, such as path length and
clustering coefficient. They found that the small world characteristics appear
in such systems. Similarly, Amaral et al. [120] concluded that the Southern
California power grid shows an exponential degree distribution. Albert et al.
[117] also analyzed the North America power grid and reported an exponential
cumulative degree distribution. Rosato et al. [118] studied three European power

transmission systems in Italy, France and Spain. It was found that despite the
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FIGURE 2.10: Western Power Grid Degree Distribution. 4941 nodes with 6594
edges [2]
locations, they all have high clustering coefficients, a large path length and display

some characteristics of small world network.

While, Crucitti et al. [121] reported the Italic power grid with a power-law degree
distribution. The interesting thing is in [122], Chassin et al. studied the same
power grid with [117], but they concluded with the different results that the degree
distribution is power-law. We use Gephi to calculate the degree distribution of
the network that has been studied in [117, 122], as shown in Fig. 2.10. A detailed

survey on topologies of power grid could be found in [41].

The mentioned papers were focusing on the physical topology of power grid, and
neglected the electricity features. Hines et al. [119, 123] studied the structures
of IEEE 300 bus and the Eastern United States power grid, and compared them
with random graph, scale-free and small world network models. They demon-
strated that the real power grid differs with these models in degree distribution,
clustering coefficient and network diameter. Therefore, they proposed a novel
algorithm to create the synthetic network with featuring the power grid proper-
ties. The analysis showed that the degree distributions of their sampled power

grids, including Eastern and Texas Interconnects, follow exponential rather than
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a power-law. Further, the clustering coefficient is not as high as the small-world
network. The conclusion was that the physical topologies of their samples are

neither small-world or scale-free.

Wang et al. [48, 114] also aimed to generate a random topology model for power
grid, with including the topology features and electricity features. Firstly, the
authors studied both the topological and electrical characteristics of power grids
based on a number of synthetic and real-world power systems. They founded
that the power grid is sparsely connected with small-world properties. The degree
distribution could be fitted by a mixture distribution coming from the sum of a
truncated geometric random variable and an irregular discrete random variable.
They also studied the line impedance distribution and the graph spectral density.
Based on the discoveries, they indicated a random topology algorithm for power

grid to feature the same characteristics derived from the real data.

2.4.2 Load Propagation Models

The cascading failures are caused due to the load propagation. Therefore, it is
necessary for us to understand the load propagation mechanism and some widely

used models that have been used to simplify the research.

2.4.2.1 Initial Load Allocation

There are mainly four ways to define the initial work load assigned to each node

in power grid.

e For a node 7, the initial load L; is assigned uniformly between the predefined
minimum value L,,;, and maximum value L, [34]. Both L., and La.
are set up with the same values for all the nodes. Therefore, the L; follows

a uniform distribution U(Lnin,Limaz)-
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e The load L; on node i be proportional to the number of shortest paths
passing through it [39, 124]. If there is more than one shortest path between
two nodes, the load is evenly divided on the critical nodes. Obviously, this
scheme requires to calculate the betweenness of each node at every cascading

step, which leads to a burden on computation and analysis.

e The load L; is a function of its degree z, given by
Li :Oé‘Zn, (21)

where v and 7 are tunable parameters [35, 125, 126]. The advantage of this
approach is that once given the degree distribution of the network could we

start the analysis by using the mean field.

e [; is a function of its degree z and the summation of the degrees of its

adjacent neighbors [127-129], given by

Li=(z-Y zn)", (2.2)

mel;

where I'; is the set of neighbors of node i, z,, is the degree of node m.

In a real-world power grid, the capacity of each station is limited due to the cost.
It is reasonable for us to assume that the capacity of node is proportional to its

initial load [35, 39, 125, 128]

where constant T is the Tolerance parameter that controls the tolerance of the

power grid.
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Ficure 2.11: Load propagation

2.4.2.2 Load Redistribution

A common characteristic of blackouts is an initial power station breakdown leads
to the load propagation, which could cause the overload of neighbored stations.
The load propagation continues once the stations are faulty due to the overload.
Therefore, the cascading failure occurs. Some widely used load redistribution

models are summarized as follows:

e For each failed station, the load of adjacent neighbors increases by an pre-
defined amount [34]. This scheme is simple to be applied and analyzed.

However, it can not be able to reflect the true load redistribution.

e The load of failed station is evenly divided and redistributed to the neighbors

[34]. Therefore, the neighbor station j would take a piece more load 7;;, given

by

L;

where z; is the degree of 7. Fig. 2.11 shows a simple example of load propa-
gation. We assign each power station an initial workload, and assume they
have the same capability of 1. The failure starts from station a, where the
workload is transmitted to the neighbors equally. As a result, stations b and
c run out of the limits, and thus become to being overloaded. Similarly, the
workload of b, ¢ is equally shifted to the neighbors, and this process causes

more failures. The load redistribution scheme in this example is to evenly



Chapter 2. Literature Review 44

; C éb ;C é é}
a b
C d
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divide the load to the neighbors. If there is no operating component in the

neighborhood, e.g., station ¢, the failure spread stops in that direction.

e The load L; of node ¢ is redistributed to its neighbors according to the
preferential probability [126]. The load shifted to the neighbor station j is
proportional to its own initial load L; [129]. Therefore, when node 7 is down,

the redistributed load 7;; to node j is given by

L;

s (2.5)

T’L’j = Lz .

Fig. 2.12 sketches an example. The load of node a shifts to the neighbor

nodes based on Eq. (2.5), and so forth.
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2.4.3 State of the art on Cascading Failure in Power Grid

Many papers are dedicated to understand the electricity load propagation to pre-
vent the cascading failure. A detailed introduction of power grid cascading failure
was provided in [33], where the authors also described two schemes to reduce the
blackout size and the cost: survivability and reciprocal altruism. The former one
suggests to build a more redundant electricity supply system for the vital services,
such as traffic lights and hospitals. Reciprocal altruism is common in biological
systems. The power grid could be designed as a decentralized, reciprocally al-
truistic system, where each power station shares its goals and information with
neighbors. By negotiating, each station considers not only the local goals, but also
the goals of the neighbors. The simulation illustrated that the cascading failure

size is reduced by using reciprocal altruism.

There are two main lines in this area: pure topological approach and hybrid ap-
proach. The pure topological approach [10, 35, 126, 127, 130-132] focuses on study-
ing the static failure in the network, primarily on how the connectivity changes.
These work normally use graph theory, stochastic method and percolation theory
to assess the power grid vulnerability. The analysis based on hybrid approach
[36, 133-138] is combining the complex network theory with the features of the
electricity, such like the transmission line flow limit and voltage sag. Compared
with pure topological approach, hybrid approach can provide fundamental insights
on power systems. While, on the other hand, the computation burden is heavy
due to the large scale and complexity. A detailed power flow model is also com-

putational expensive.

2.4.3.1 Pure Topological Approach

Zhao et al. [35] studied the cascading failure trigged by the attack on a single

node on a scale-free network. By both theoretically and experimentally, they
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found a phase transition phenomenon in terms of the ratio of node initial load
to the capacity (tolerance parameter). They proved that the breakdown due to
cascading is only possible when the ratio is below the transition threshold. The
simulations determined this threshold value. For small capacity, the attack on the
node with high degree can trigger a cascade failure through the entire network. In
[125], the authors tried to address the problem that how large of the capacity could

make the network immune to the cascading breakdown in the scale-free network.

Wang et al. [127] discussed the cascade-based attacks on the US Western power
grid. They used extensive simulations to study two attack schemes: attack on
the nodes with highest loads and the lowest loads, respectively. For each attack,
50 nodes are initially chosen as the targets. The interesting finding was that the
attack on the nodes with the lowest loads is a more effective way to destroy the

whole system in some cases.

Kadloor and Santhi [37] modeled power grid as a graph and studied the system
robustness. By extensive mathematical analysis, they estimated the disturbance
levels the system can tolerate before a few overloaded nodes trigger a large black-
out. Kinney et al. [38] used the real network structure of the North American
power grid and modeled it as a weighted graph. Combining dynamical approach
of the Crucitti-Latora-Marchiori model [10] and complex networks, they studied
two types of node overload progression, and showed that the disruption of 40%
transmission substations leads to the cascading failure, and a single node failure

can cause up to 25% loss of transmission efficiency.

Fu et al. [131] analyzed the regional power grid in China by modelling it as a
small-world network. They studied both targeted attack mode and random attack
mode, and concluded that multiple failure occurring on the nodes with low degree
can easily lead to the regional blackout. This conclusion is similar with the results

from [127].
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While, Wang et al. [126] held a controversial opinion that they believe if the
removed node has a relatively small load, it would not cause major changes on the
balance of load, and consequently would not lead to the cascading failure. Based
on this assumption, the authors proposed a cascading model where the initial
load of each node is assigned based on Eq. (2.1). The load redistribution to the
neighbors follows the preferential probability scheme, where the accommodated
load of each neighbor is proportional to its initial load. They studied the single
node failure and developed a metric, called avalanche size, to calculate the total
number of broken nodes. The simulation results showed that when n = 1, the
single attack has no impact on the network; while for n < 1, the attack on node
with low degree significantly affects the network. [126, 127, 131] indicated a point

that we should take care of the nodes with low degree and load.

Pahwa et al. [30] found that as the load-carrying nodes getting disconnected,
the total load on the network keeps reducing. In other words, a part of shifted
load can not be afforded by the neighbors, thus has to be eliminated from the
network. Node ¢ in Fig. 2.11 is a good example. The authors indicated three
load mitigation strategies to reduce the size of cascading failure. Homogeneous
load reduction aims to reduce a certain percentage of load on each node after
the initial failure occurs. Targeted range-based load reduction is to select a node
connecting to the link that failed and create a tree, on which the nodes reduce the
load. Islanding is to optimally select a cluster and separate it with the main grid

to prevent the cascading failure.

Wang et al. [129] studied the power grid robustness from the attacker perspective.
It suggested that it is not a good strategy to choose the node with the largest
load for the attackers. The authors proposed three metrics to efficiently choose
the critical victim to destroy the network as much as possible. Simulation results

showed that a high value of the Risk if Failure, defined as the ratio between the
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initial load of the node and the total initial load of its neighbors, is extremely

efficient to damage the power grid.

Bao et al. [124] proposed the concept of load entropy to study the load redis-
tribution, as well as developed a new cascading model, where they divided the
cascading failure into steps varying with time. The aim was to understand the
dynamic load change. The simulation results indicated that the load entropy for
a large scale cascading failure increases sharply than the small scale. Therefore,

we can distinguish the size of the cascading failure in the very beginning.

The case of static overload failure was discussed in [139]. Optimization technique
was used and a distance-to-failure algorithm was proposed to predict the weak
points in power grid. They applied their algorithm to two real power grid examples
and concluded that the failures due to overload are sufficiently sparse if the normal
operational stations are healthy. Load Redistribution (LR) attack was developed
and studied in [32] by analyzing their damage to power grid operation. It proposed
an attack model describing the main goal of LR attack and then based on that,

indicated the theory and criterion of protecting the system from LR attack.

Pfitzner et al. [29] proposed a model to focus on the analysis of tripping of already
overloaded lines. By simulating on a real-world power grid structure, they showed

that such controlled tripping leads to significant mitigation of cascading failure.

2.4.3.2 Hybrid Approach

The power grid is a special complex network along with many physical constraints,
such as power flow and power line limit. Compared with the pure topological
approach mentioned above, the hybrid approach takes the electricity features into
account. The biggest advantage that hybrid models provide is the fundamental

insights of cascading failure behavior. While on the other hand, for a large scale
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power grid, this approach is computationally expensive. An accurate power system

fault model is still difficult to be found [136].

In [36], the authors pointed out that the pure topological methods disregard the
electricity features. They proposed an extended topological model with taking
into account the specific features of power systems, such as electrical distance and
line flow limits. They also developed two metrics extended betweenness and net-
ability to rank the criticality of network components. The simulations were used
to demonstrate that the components found by their method are indeed critical.
Arianos et al. [138] used net-ability to estimate the impact of the line outages in
order to find the critical power transmission lines. They compared the efficiency
on identifying the critical lines of three different methods, and suggested the one
they called computation of the line overloads by dc flow as the reference method,
as it takes into account the features and information of power grid. The net-ability

approach, with less computation burden, however, could find part of the lines.

A new approach of vulnerability assessment for power grid was proposed in [39],
where the authors combined a DC flow model with a traditional attack method-
ology. Random attack, degree-based attack and betweenness-based attack were

studied.

Chen et al. [135] proposed a modelling algorithm for power system cascading
failure, by utilizing sampling technique, to relieve the burden on simulation com-
putation without affecting the modelling accuracy. A sequential Monte Carlo ap-
proach was applied to simulate the AC power flow, DC power flow and voltage sag.
Then, they utilized stochastic methods importance sampling and importance sam-
pling and antithetic variates combined to decrease the Monte Carlo trials. IEEE
Reliability Test System was used to assess the performance of proposed methods.

The simulation results found both dramatically reduce the computation burden.
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Wang et al. [133] developed a Markov transition model for power grid, incorpo-
rating the line flows and the flow distribution. The proposed model could indicate
which part in the system is under the stress and therefore likely to break down.
Eppstein et al. [140] proposed a ‘random chemistry’ search scheme to identify the
collection of initial failures that lead to the cascading failure. Based on the ex-
tended model of [36], Zhu et al. [136] indicated a new metric, called ‘risk graph’,
was constructed based on the historical data, which records the top strongest
nodes/links that lead to the cascading failure. Then the authors developed a
new attack strategy. The simulation results showed their strategy is much more
efficient to damage the network than the traditional load-based or degree-based
attacks. However, this algorithm requires the network information to construct

the graph, which is not practical in the real world.

Kim et al. [141] developed two branching-process-based methods to study the
load shed in the cascading failure. The aim of the paper is to accurately predict
the distribution of load shed by reducing the number of simulations, i.e., reduce
the computation burden. The stochastic method is used. This work could help us
estimate the load shed in the cascades by given a little knowledge that has been

already observed.

Moslehi and Kumar [142] critically reviewed the reliability impacts of major com-
ponents such as energy generator, demand response, communications and electric-
ity transportation in smart power grid. They presented a grid-wide I'T architec-
tural framework to improve the robustness of system, and discussed the technical
feasibility. A power generation and distribution architecture has been discussed
in [28], arguing that a distributed generation enhances the robustness of the sys-
tem. Using optimization techniques and simulations, the authors showed that

fault tolerance increases with the number of generators.
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One to Multiple Interdependence
Model

3.1 Model Description

We consider the cyber physical system consisting of two interdependent networks,
i.e., the physical-resource and computational-resource networks, denoted by G,
and G, respectively. We refer to the edges that connect the nodes within the
individual networks as intra link and those that connect the nodes from different
networks as inter link. Bidirectional link between nodes u and v implies v and v
depend on each other for proper operation. Unidirectional inter link from node u

to node v means v function only if u is operating, but u does not depend on v.

The so-called physical and computational/cyber resources in CPS consist of a
large number of components, e.g., embedded system, battery, control devices.
Parts of these components make up the essential backbone of the CPS, while the
others could be considered as terminals. In most situations the influence of these
terminals to the system reliability is limited. For instance, in smart power grid, the
breakdown of a smart meter in one house might not cause the failure of others, or a

51
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failure of a single computer or router might not impact the information exchange.
Thus, we only consider the components which have important roles as the nodes
in G, and G,. For instance, the computational stations in computational-resource
networks, the data gateways in machine-to-machine controls play the key role. In
smart grid, power plants, substations, transformers, new energy generators and

operation centers are essential parts.

3.1.1 Intra Link Distribution

Complex networks have been discussed extensively. A significant part of networks
in real life are Erdos-Rényi networks, scale-free networks and small-world networks
[21]. While some networks may have more complex structures. To simplify our
research, we consider both G, and G, are scale-free networks, within which the
node degree distribution follows a power law. This implies P(z) o 277, where

P(z) is the probability that a node has z links, 7 is the power law exponent.

3.1.2 Inter Links

We now introduce the interdependence of our system model. One important type
of interdependent networks is ‘one-to-multiple’ correspondence: each node in G,
has only one support link from G, while each node in G, is connected to multiple
nodes G.. This ‘one-to-multiple’ structure could be applied on several cyber physi-
cal system, such as smart power grid, wireless sensing and computational-resource

network to measure their robustness.

We use smart power grid to illustrate the importance and practice of ‘one-
to-multiple’ structure. The power station is monitored and controlled by its
operation\control center which consists of a large number of computers, sen-

sors and routers. The energy required by each operation center to function is
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supported from the power station, the power grid and the control network are
‘one-to-multiple’ dependent. Each power station and substation has one opera-
tion center, each power station might provide energy to more than one operation

centers.

Let [N denote the size of N (the number of nodes in N'). To allocate the inter
links, we consider each node in G, is a bin and the nodes of G, are balls. The
allocation follows the well-known Balls and Bins problem, where |C| balls have to
be independently and uniformly put into |P| bins, the probability that one ball is
assigned to i-th bin is |—71)|. For any 1 <i < |P|, denote the number of balls in the
t-th bin by [p;. Then,

s = 1) = (Y (ye = Ly
Pt =)= () Gty &1

That is, the number of nodes in G, supported by each node in G, follows a binomial
distribution B(|C|, ‘%') In our system model, the links from G, to G, are assumed

to be unidirectional.

We assign the unidirectional inter link from G, to G,: We allocate one node in G,
for each node in G). For the i-th node in G,, we randomly choose one inter link
from its k links (value k is decided as per discussion above) as one bidirectional
link. This means that the G, node supports the G node and this G. node controls
the i-th G, node. For any 1 < i < |P| and 1 < j < [C|, define an event &, ;: the
J-th G node controls the i-th G}, node; and define an event &;: the j-th AS is

chosen as the operation center. Since &;; N &), ; = @ when ¢ # h, it holds that

|P| [Pl IC|

ko1
PI‘(SJ') = ZPI‘((C,'Z-J) = ZZPI'([PJ — k) . ﬁ . E’
=1 =1 k=1
then,
Pl < P|
Pr(&;) = B > Pr(lpi=k) = e (3.2)
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Since each node in G, has only one inter link, the inter degree distribution in G.

follows a Bernoulli distribution with mean of p = T

(a) Initial Stage (c) Stage 2

(d) Stage 3 (e) Stage 4

FIGURE 3.1: A sketch of cascading failures. Initially, G, has 7 nodes while G,
has 12 nodes. The random attack upon network G. causes the failure of node
By. In stage 1, B4 is removed along with all the links. As a result, nodes By,
Bs, Bs and Bj are disconnected from the giant component (subnetwork within
the circle), thus fails. Consequently, nodes A;, A2 and As are going to be
faulty since they lose the supporting inter links from B;, B3 and Bys. In Stage
2, their related intra links and inter links are removed. As a result, 4 nodes
left in G, while node A7 is excluded from the giant component. Therefore,
in Stage 3, A7 and all its inter links are removed, network G, fragments into
components, while node Bj; is disconnected from the giant component, thus
fails. The corresponding node in G, also fails. In the final stage, the remaining
nodes of both networks are reachable to each other and mutually dependent,
the cascading failure stops.
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3.1.3 Assumption and Example

We are interested in the system robustness to a random failure or attack. In the
dynamics of cascading failure, we estimate the fraction of nodes that can survive at
the end (the number of nodes that remain functioning). In previous works [15, 20],
it was assumed that the node has to belong into the giant component to operate.
This assumption is reasonable and simplifies the mathematical analysis for two
reasons: 1) it only considers the nodes within the largest connected cluster; 2)
giant component has been widely studied and used in network theory. Therefore,
in this work, we stay on the assumptions from previous work that a node can

operate only if the following conditions are satisfied:

1. It has at least one inter link with a node that functions.

2. It belongs to the giant component of its own network.

The cascading failure is triggered by the failure of 1 — ¢ fraction of nodes in either

G, and G..

We begin by randomly removing (1 — ¢) - |C| of nodes in G.. As a result, both
intra and inter links of these deleted nodes are also removed. Owing to the in-
terdependence, in the next stage, some nodes in G, might disfunction since they
lose their inter links. As nodes and links are removed, GG, begins to fragment into
components. Due to condition 2, the nodes operate properly only if they belong to
the giant component, thus more nodes and links are removed. The fragmentation
in GG, might lead to further failures in G, because now some nodes in G, have no
inter links coming from G,. This cascading failure continues recursively between
both networks, and reaches one of the following two final states: 1) all nodes are
removed and the entire system collapses; 2) the giant component is mutually inter
connected between G, and G.. Figure 4.2 gives an example of failure propagation

on our model. In the initial stage, we have 7 nodes and 12 nodes operating in G,
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and G.. Then, one node (By) is attacked in G, and triggers the cascading failure.
When the cascade stops, only four and two nodes remain functioning in G and

G, respectively.

3.2 Mathematical Analysis of Cascading Fail-

ures

In this section, we give a mathematical analysis of cascading failures in our system
model. As the failure could occur in either G, or G, so we arbitrarily choose G,

as the start point.

Assuming that a fraction of 1 —¢ nodes in G are attacked initially, we use percola-
tion theory to model the cascading failures and calculate the fraction of surviving
nodes. Then a set of transcendental functions are derived, whose roots represent

the remaining fraction of nodes in both networks.

Recall percolation is a process of removing vertices and edges in network. To
simplify our analysis, we divided the entire percolation into stages. For each
stage, a portion of nodes and associated edges are removed if they do not satisfied
the two conditions. In this study, to be specific, the failure begins from G., then

goes to G,. Then the failure returns back to G., and so on.

Besides the notations in Table 3.1, we introduce a notation Fj(¢) from [19, 20]
to represent the expected fraction of giant component in the subnetwork which
occupies the fraction ¢ of the nodes in the entire network A. In our work, we
focus on a subclass of scale-free networks whose node degree strictly follows the
power law degree distribution. Then, besides the fraction ¢, Fj(¢) only depends
on the node degree distribution of A, [15, 19]. Furthermore, since we only consider

the networks (including the sequence of subnetworks and giant components) with
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TABLE 3.1: Key notations in mathematical analysis

the sets of remaining nodes in G, and G,
which has supporting interlink at Stage ¢ and j
., | the fraction corresponding to |C!| and Pl
Hor iy Cl] = - |CL, |PU = 4t - [P
Ci, P; | the functioning giant components in C; and P}
i g1 the fraction corresponding to |C;| and |P;], i.e.,

v Ci| = pi - IC|, |Pi| = ps - [P
\ Power law exponent of node degree distribution

P in G,. (Pr(dp = k) ox k*7)

Power law exponent of node degree distribution
in G.. (Pr(de =k) ox k™)

c, P,

Ac

infinite size, the power law distribution is completely determined by the power law
exponent. Thus, in this chapter, we let F'(¢, \) represent the expected fraction of
giant component in the subnetwork which occupies the fraction ¢ of the nodes in
the entire scale-free network with a power law degree distribution, where \ is the
power law exponent. Accordingly, F'(¢, \p) and F(¢, A¢) represent the fractions
of giant components for network G, and G, whose power law exponents are Ap

and A¢, respectively.

3.2.1 Stage 1: Random Removal in G,

We begin our estimation with random removal of a fraction 1 — ¢ of nodes in G..
The remaining network C{ has |C| - ¢ nodes, this value is a positive integer when

|C| is sufficiently large. Then,

ICil = ICl - & = py-[Cl,

where p} denotes the proportion of Cj to the entire network G., pj = ¢. Since we
assume that only the nodes contained in the giant component can function, how to

calculate the giant component size is the next step. Denote the giant component
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in C] by C;, we have
Cil = [C1] - F(py, Ae) = piy - [C - F(piy, Ae) = o - [C] (3.3)

where p1 is analogous with p), and implies the fraction of C; on G.. We notice that

at the end of this stage, only the nodes in subnetwork C; can properly operate.

3.2.2 Stage 2: Fragmentation in G,

The removal of nodes and inter links in Stage 1 affects G, i.e., some nodes in
G, would be removed due to losing inter links from G.. We observe that the
links removed in Stage 1 include unidirectional links as well bidirectional links,
we are focusing on the bidirectional links since the nodes in G, function only
depending on them. Given by (3.2), the probability that each node in G, has

one bidirectional link is 2!

ok hence the expected number of bidirectional links that

have been removed is (|C| — |Cy]) - %', which is also the number of nodes in G,
that has to be removed. Let Pj denote the set of nodes in G, which still has the

bidirectional inter link, we have

/ P !
Pyl = [P] — (Ic] — |cu]) - H P - P (3.4)
py = iy - F(p, Ac) (3.5)

The giant component in Pj, denoted by Ps, follows that:

Note that F'(u, Ap) represents the fraction of giant component in Pj.
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3.2.3 Stage 3: Further Failures in G,

Due to the fragmentation of functional nodes in network G, some of nodes in
network G, might accordingly lose the inter link and stop operating as a result.
To compute such number of nodes, we first observe that the expected number of
inter links in Py is [Py - ch‘o Pr(dp = k) - k. We recall the two conditions for a
node to properly function 1) it belongs to giant component and 2) it has at least
one inter link that support it to work, observe the expected number of nodes in C;

that has an inter link from P, is given by

IC]
C
651 = > Pridn = k) k- P o = - )
k=0
That is, passing from C; to Cj, a fraction 1 — % = 1 — o of nodes are broken.

As we did in the previous stages, the next step is to calculate the size of giant
component of Cj, but it is indeed a difficult task, which has been discussed in [20].
We now borrow an idea from [15] that in terms of the size of giant component in

5, we consider the effect of removing the fraction of 1 — py of nodes in C; has
the same effect as taking out the same fraction sizes from C;. Therefore, with the

respect of giant component size in Cj, now we can model the process of failure in

network G, from the initial state |C| to C} by removing a fraction of

1—=¢+¢-(1—p2)=1-0-p

nodes. So, us = ¢ - pa, by which the size of giant component C3 in subnetwork Cj
is

|Cs| = p3 - [C| - F(s, Ae) = s - |C|. (3.8)
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3.2.4 Stage 4: Cascading Failures in ), Once Again

Owing to the removal of nodes and inter links in Stage 3, some relevant bidirec-

tional links are removed, consequently P, will fragment into components. Notice

that since each node in Cj has only one inter link, the removal of 1 — }gf’} nodes
3

results in the removal of 1 — }g?l inter links. During this process, the number of
3
removed bidirectional links is (1 — ISZI) - Py. Subsequently, the number of nodes

which still has the bidirectional link (means still operate) in Py is

[Pal = [P = (1= Csl/IC3]) - [P

_ G- po - Fus, Ac)
M2 - fh1
F(p3, Ae)
Fioe) 7

| Py

Passing from P, to Py, the fraction 1 — |Py|/|P2| = 1 — F(uf, A\e)/F (1, Ac) of
nodes are removed, as we do in Stage 3, in terms of the size of giant component in
P}, that is equivalent to remove the same fraction of nodes from P,. Therefore, if
we model the failure process from initial state |P| to P}, the proportion of nodes

that has to be removed is

F(:U’éa )\C)

=1—u - F(uh, M)
F(,ully)\c)) /’Ll (/1/57 C)

1—//2+u’2-(1—

As before, py = py - F(uf, Ac), and with this value, the corresponding giant com-

ponent Py is given to be

|Pal = piy - Fuiy, Ap) - [P, (3.9)
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3.2.5 Transcendental Equations for Cascading Failures

Following the previous steps, one can obtain the size of giant component
|C1|, |Pa|,|Cs] - -+ in a certain stage, but no one knows in which stage the cas-
cading failure stops, and the entire system reaches the final steady state. Our
main aim is to estimate the size of survivals in the final stage. When we repeat
the above calculations we can obtain the recursive equations to represent the size

of giant component in both networks G, and G, as follows:

Network G. Network G,
/!
=0¢
Stage 1 f
pr =y - Fpgs Ae)
Stage 2 py = - F(pi; Ac)
pa = py - F(pis, Ap)
py = p
Stage 3 ’ ?
s = py - F(p, Ac)
Stage 4 py = py - Fps, Ac)
pa = iy - F(piy, Ap)
Stage 2 N/Qj =} 'F(M/Zj—h Ac)
piaj = poj - F(p;, Ap)
Haji1 = @ pzj
Stage 25 + 1 A “
H2j41 = M/2j+1 ) F(:U’/2j+17 Ac)

When the cascading failure stops, the following equations hold,

/ o o
Hojr1 = Hojrg = Hoj—1

r_ o
Hoj = Hojio = Hoj_o
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because the giant components in both networks have no further fragments. Let us

— / _ / J— / _ A /! _ !/
denote & = fiy;,\ = o3 = pg;y and y = fiy; = [y 9 = fly; 5, We have

y:qu(xa)\C)

(3.10)

where 0 < z,y < 1. There may be two sets of giant component sizes. In this case,
the solution is the point that is closer to the initial status, because the system

fragmentation stops at this point and never goes to the small one.

The fraction of nodes that still functions in the final steady state in both networks

can be calculated by

hmj%oo Ho; =Y - F(y> )‘7)) (3 11)

limy o0 poj41 = - F(, Ac)

This gives us a complete solution of the fraction of survivals in G, and G.. If we
can find a non-trivial solution for x and y, then we can compute the remaining

number of survivals.

3.3 Generating Function for Calculating the

Survivals

In this section, we discuss how to calculate the functioning parts jo; and pgjq1.
That is equivalent to finding the solution of = and y. We observe that Eq. (3.10)
has a trivial solution = y = 0; however, we are indeed interested in the non-

trivial solution. Table 3.2 shows the notations to be used in this section.
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TABLE 3.2: Notations in the analysis of generating functions

dp Intra node degree for network G,

de Intra degree for network G.
Gop, G1.p | Generating functions for the intra node
degree distribution in G,
Goc, Gic | Generating functions for the intra node
degree distribution in G.

We firstly introduce the generating function [21] of degree distribution for network
N, ie.,

Gon(u) = iPr(dN = k) - u¥, (3.12)

where dy follows the intra degree distribution for network A/, and Pr(dy = k)
represents the probability that a node has k intra links. Recall that we assume the
degree distribution of physical-resource network follows power-law, i.e., Pr(d =
k) = k- k™, where k is a constant, power-law exponent A varies for different

network structures.

The excess degree distribution [15, 21] is the number of edges attached to a vertex

other than the edge we arrived along, and given by

Giw(u) =) Qp-u* (3.13)
k=0
Qux = (k+1)- prl(gN =k+1) (3.14)

where K is the first moment of dy,. The following two lemmas are used to calculate

the functioning giant component.

Lemma 3.1 ([21]). For the network N, the expected proportion of giant component
after removing a fraction 1 — ¢ of nodes from the initial network, denoted by F,
holds that

Fy(¢) = 1= Gon(u) (3.15)

u=1-¢+¢-Gyn(u)
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where Fi(¢) < 1.

Lemma 3.2 ([143]). For a single infinite scale-free network N* with a power law

exponent A, it holds that F(¢, \) o< k- ¢ for 2 < X\ < 3, where k is a constant.

Theorem 3.3. Eq. (5.10) always has two solutions, one of which is a trivial one,
i.e., x =y = 0. For the other solution, there exists a critical value ¢., such that:
for & < ¢., v,y > 1, which makes no sense due to the condition of Eq. (3.10)
that 0 < x,y < 1; otherwise, one efficient solution can be obtained, i.e., x,y <1,
which leads to a solution of Eq. (3.11), representing the remaining part in both

networks.

Proof. Since we consider both G}, and G, are scale-free networks, the generating
functions are in the same form of Eqgs. (3.12) and (3.13). We assume the degree
distribution of network G, and G. are Pr(dp = k) = k,-k*7, Pr(d; = k) = K-k ¢
respectively, where k, and k;, are constants. Now, combining Egs. (3.10) and (4.8),

we obtain a set of equations as follows:

r=¢ -y Fly,\p)
Yy = ¢ : F(l’,)\c)
F(ya )\P) =1- GO,P(Ul)
(3.16)
up=1-y+y-Gip(u)

F(.T, Ac) = 1 — GO’C(UQ)

ug=1—2+x-Gicug)

\
This can give us a complete solution for the value of z and y, although in practice

it is not possible to solve Eq. (4.8) in closed form [21].

According to Lemma 3.2, let F'(y, A\p) = k1 - y"/® ") and F(z, A¢) = kg - /B3¢

where k1 and kg are predefined constants based on Ap and A¢ respectively. Now
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Eq. (3.16) becomes

xr = d) . y “ K- yl/(3—)\7>)

(3.17)
y = qb . KJQ . xl/(?’*)‘C)
Excluding y, we get
T =Ky - H;+1/(3—A7:) X ¢2+1/(3—,\p) . p(H/B=Ap)-(1/(3=Ac) (3.18)
The right side of Eq. (3.18) can be simplified as the form of C - 2", where
n=1+1/B=Xp)) - (1/3 = Ac)), (3.19)

since 2 < Ap, A\¢ < 3, n is greater than 1. We notice that Eq. (3.18) has a trivial
solution x = 0, which indicates that there is no node left in the giant component.
Also, the right side curve always goes through the line y = x once for x > 0, as
shown in Fig. 3.2. We recall the condition of Eq. (3.10) that 0 < z,y < 1, thus

only the intersection between [0,1] is an efficient solution for x.

The case of Fig 3.2(b) shows the borderline between case (a) and (c). The efficient
solution for x exists in case (a), but not in (¢). Mathematically case (b) is the

point of the threshold; in other words, the threshold occurs when

1+1/(3—X —
K-y ORI g G) — (3.20)

So, the critical value for the solution of x is when

b= VOt o (3:21)

We repeat the above process for calculating the critical point of y. The threshold

¢y _ 1+1/(3—Ac\)/m‘ (3.22)

occurs when
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FIGURE 3.2: The left side and right side curves of Eq. (3.18). For a given
K1 = ko = 2, Ap = A¢ = 2.5, ¢ = 0.8,0.6,0.4 respectively. Two intersections
exist for cases (a), (b).

To satisfy the condition x,y C [0,1], the system threshold ¢, is Max|[¢,, ¢, ].

Therefore, Eq. (3.10) always have two solutions: one is x = y = 0 which is
a trivial solution, and the other one depends on the value of ¢. If ¢ > ¢., an
efficient solution exists, which means functioning part remains in both networks;

otherwise, the entire system collapses. O

However, finding the non-trivial solution is challenging since the exact value of
r is still unknown [143]. To the best of our knowledge, deriving the closed-form
solution of Eq. (4.8) is still open. Therefore, in this work, we resort to the standard

graphical method for simulations.

3.4 Simulation Results and Analysis

In this section, we simulate the system and the cascading failures to obtain the
fractions of survivals pe; and poji; in the final steady stage and show how the
system behaves. To generate the scale-free network with different power-law dis-
tributions, we adopt the generalized Barabdsi-Albert model [21], whose power law
exponent can vary in the range (2, +00). In the case of a CPS such as smart grid,
for example, the power grid and Internet are growing every day, which causes the
change of degree distribution. As pointed out in [143], the power-law exponent for

Internet on Autonomous System level is 2.2 in 1999, but becomes to 2.1 in 2000,
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while that data from [21] is 2.5. Therefore, we intentionally construct the models
with various parameters to carter the dynamic of a CPS. We also use real world
Western States Power Grid data [4] in our simulation to study the smart power

grid.

We apply a random removal to represent the initial failure upon network G., and

obtain an accurate result by implementing extensive simulations.

3.4.1 Simulation Setup

We write a specific program using Java to simulate the entire percolation process

in interdependent networks. In all the experiments the same approach is employed:

first, we construct two scale-free networks representing G, and G., by using

generalized Barabasi-Albert model.

e then, we couple the two networks using our proposed interdependence model.

The Balls and Bins scheme is applied.

e we randomly choose the fraction of 1 — ¢ nodes in network G. as random

failure or attack.

e the failure propagates between the two networks. Our program simulates

each stage, stores and updates the network information.

e finally, our program calculates the number of survived nodes in both net-

works.

3.4.2 System Robustness

First of all, we compare the different values of po; and p2;41 by changing ¢, with

the same values of A\p and A\¢. Fig. 3.3 shows the comparison. Generally, the
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FIGURE 3.3: The fraction of survivals in both networks. For our simulation, the

initial network size of G, is 1000 with 10,000 nodes in G.. We use generalized

Barabasi-Albert model to construct both networks. The initial random failure

1 — ¢ occurs in network G..

fraction of nodes which remains functional after the cascading failure stops in
both networks grows as Ap and A¢ become smaller, which means the system is
more reliable. The reason is that the network with small power-law exponent has
fat-tail effect, the number of nodes with high degree is larger, these ‘hub’s have
more neighbors, so the connectivity of network is better. Another finding is that
the value of ¢, increases by the reducing power-law exponent. For A\p = \¢ = 2.2,

¢, is approximate to 0.51, while this value is 0.85 for A\p = A¢ = 2.5, the former

system outperforms greatly the latter one.

We observe that the values of ps; and pgjq1 can never be in the situation where
one is zero but another is not. This means that collapse of one network results in

the failure of the other dependent network.

3.4.3 Second-order Transition of Giant Component Size

The proposed first-order discontinuous transition [15] in interdependent networks
says the size of giant component meets a sharp transition when ¢ approaches ¢..

To be specific, if the network size is infinite, the transition becomes a step function.
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TABLE 3.3: The sharp transition of giant component size when Ap = A¢ =

2.33, ¢. = 0.69, network size |P| = 1000, |C| = 10000. The values in the table

are the number of nodes remain functioning in the end. Each row is one sample
for implementation.

¢ =0.73 ¢ =0.71
Nodes in G, | Nodes in G. | Nodes in G, | Nodes in G.

483 2725 1 1
249 1035 303 1397

1 1 337 1580
425 2251 1 1
389 2079 1 1

1 1 2 2
375 1898 423 2200

1 1 1 1

1 1 1 1
331 1640 1 1
438 2377 400 2146
400 2139 385 2054
385 2047 328 1541
460 2613 1 1

1 1 1 1

Since the network sizes in simulation are all finite, this transition becomes much

more flat. Thus, we say there is an transition interval.

Therefore, there is a small transition interval including the value of ¢.. Fig. 3.4
shows an example of transition interval. The giant components always exist in
both networks for ¢ > 0.76, while the system collapses when ¢ < 0.69. Thus, the
transition interval is [0.69, 0.76], during which the system might either collapses

or not.

Table 3.3 shows part of simulation results. Each row in the table is a sample of
survivals in two networks. In some cases, the size of giant component scales in
proportion to that of network, e.g., the remaining nodes in GG, is 385, corresponding
to 2047 nodes in G.; while in other cases, there is no giant component remaining,

i.e., both are only 1 node left.
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FIGURE 3.4: The probability for having a giant component in the final steady

state. Ap = A\¢ = 2.33, ¢, = 0.69, network size |P| = 1000, |C| = 10000. The

entire system totally collapses when ¢ < 0.69. For ¢ > 0.76, giant components
always exist in both G, and G..

TABLE 3.4: Comparison of network size

Ap = A =22 | |P| =500, |C| = 10000 | |P| = 1000, |C| = 10000 | |P] = 1200, |C| = 10000 | |P| = 500, |C| = 5000
2, H2j41 H2j H2j41 24 H2j4+1 2, H2541
¢=0.9 0.86 0.76 0.854 0.756 0.861 0.768 0.859 0.76
¢=0.8 0.711 0.532 0.713 0.548 0.712 0.549 0.715 0.548
¢o=0.7 0.554 0.34 0.554 0.354 0.562 0.365 0.546 0.347

3.4.4 Comparison between Different \p and )¢

We now show how the system robustness depends on the different values of Ap and
Ac. Fig. 3.5(a) assuming A\p = 2.2, illustrates that the CPS robustness goes down
when A¢ increases. Comparing Fig. 3.3 with Fig. 3.5(a), we notice that ¢, for
Ap = A¢ = 2.5 is 0.85, while it is 0.78 if A\p is 2.2. Thus, reducing one network’s
degree distribution exponent will improve the reliability of the entire system. We
notice that the curves for A\p = 2.2, \¢ = 2.5 and Ap = 2.5, \¢ = 2.2 in Fig. 3.5(b)
have a huge gap. The ¢, for the former one is approximately 0.78, but for the
latter one it is 0.62. This implies that the initial attack upon different networks

leads to very different results.

As a typical application of CPS, smart grid is an important interdependent net-
works. We couple the real Western States Power Grid data [4] with an synthetic

scale-free network in Fig. 3.6(a) and Fig. 3.6(b). Western States Power Grid has
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FIGURE 3.5: The fraction of survivals pg; and pzj41. For the simulation, the
network size |P|=1000, |C|=10000, the initial random failure 1 — ¢ is upon
network G..

4941 nodes with the mean degree of 2.67. The system robustness and ¢, are com-
pared under various A¢. The reason why the values of ¢. of Fig. 3.6(a) and Fig.
3.6(b) are higher than Fig. 3.5(a) and Fig. 3.5(b) is that the degree distribution

in Western States Power Grid does not strictly follow the power law.

3.4.5 Impact of Network Size

Our mathematical Egs. (3.10) and (4.19) demonstrate that po; and pg;4+1 do not
depend on |P| and |C|, as well as the ratio between them. In other words, the
fraction of remaining functioning giant component is determined by power law

exponent of the network.
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FIGURE 3.6: The fraction of survivals jo; and pz;41. We couple Western States
Power Grid (G)) and an synthetic scale-free network (G.) for (c) and (d). The
initial network sizes are 4941 and 8000 for GG, and G respectively.
Our simulation tells the same story. According to Table 3.4 that fixing A\p = A\¢ =
2.2, giving the po; and 9541 with different network size and ratio, we observe that

no mater what the network sizes are or what the ratio between |P| and |C| is, the

remaining fraction of nodes in the end is actually the same.

So for a real-life CPS, such as smart grid system, our model shows that whether
it grows or not, the system robustness in terms of random failure remains in a

specific level.



Chapter 4

Extended ‘k-n’ Interdependence

Model

This chapter is going to propose an interdependence model, called ‘k-n” model,
where the nodes in network have different roles. To better explain this model, we
use smart grid as example. However, to simplify our analysis, we limit the scope
into the network topologies and inter relations, and ignore the network physical

features, such like network protocols and electricity characteristics.

This is a general interdependence model, and thus could be applied to many other

cyber physical systems, such as vehicular ad hoc networks.

4.1 System Model

4.1.1 Assumptions and Definitions

We model the smart power grid as two interconnected networks Np and N (power

grid and communication/control network, respectively). N is envisioned as a part

73
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of the Internet backbone, extended with some wireless links. Both networks con-
sist of a large number of components; some of them are considered as terminals,
with limited influence to the system reliability. For instance, the breakdown of a
smart meter in one house is not likely to cause the failure of other components.
We only consider the components that have some dependencies or are providing
connectivity. Nodes in ANp represent the power plants, substations, transformers
and new energy generators. Nodes in N are Autonomous Systems (AS). There
are two types of ASs: Operation Centers, which monitor and control power sta-
tions and exchange information with other communication devices, and Relaying
ASs, for relaying messages in smart grid system, with no direct impact on power

stations. Sp and Sy are sizes of Np and M, respectively.

The distribution of power stations and edges in power grid was studied and mod-
eled in [122, 144], which considered power grid as a scale-free network. A scale-free
network is a network whose degree distribution follows a power law, P(z) o< 277,
where P(z) is the probability that the degree of a node is z, 7 is power law expo-

nent. Extensive data show that Internet is also a scale-free network [21, 143].

4.1.2 Interdependence Model

We refer to edges that connect the nodes from different networks as Inter Links.
In smart grid, the operation centers actually have limited capability to monitor
and control the power grid [145]. More importantly, the centers in different regions
need to share the data and see a big picture of the entire grid. Therefore, dozens
of operations centers are required to meet the demand to control and manage the

smart grid [146, 147].

To simplify our model, we are not considering which power station is managed by
which specific operation center. The operation centers as well as the controlled

stations are randomly chosen.
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FIGURE 4.1: Each node in N| has one energy inter link from Ap, and each node
in NVp is controlled by k£ = 1 operation centers. Three dark nodes (m = 3) are
operation centers and each controls n = 2 nodes from Np.

We assume that each power station in Np is operated by k operation centers, and
functions properly as long as at least one of them works. The monitoring capability
(limited capability) of each operation center is defined as the number n of power
stations it can control. Thus, each node Np has k CD (Control-Dependency) inter
links and each operation center has n CD links. Meanwhile, each power station
has multiple ED (Energy-Dependency) links to ASs in N, while each node in Nj

has only one ED link.

We define the cost including hardware, software and labour as Controlling Cost,
measured based on two parameters: k and the number of operation centers m.
k determines k - Sp, the total number of CD inter links required. To minimize
the cost with a fixed k, we minimize m by fully utilizing the control capability of

each operation center. In other words, the minimum controlling cost is achieved

k-Sp
=

for m =

Thus the minimum controlling cost is proportional to k. In the
rest of paper, we simply consider the controlling cost to be k. For each k, we
automatically calculate the minimum m in the cost formula. Figure 4.1 gives a

sketch of our model, with £k =1,m = 3,n = 2.

We construct inter links by applying a three step procedure:
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4.1.2.1 Allocating ED Link

We consider each node in Np as a bin and nodes in A; are balls. The allocation
follows the well-known Balls and Bins problem, where S7 balls have to be inde-
pendently and uniformly put into Sp bins, the probability that one ball is assigned

into i-th bin is é For each bin, the probability it has ¢ balls is given by:
St 1 1
P(t) = () (1= ) 4.1
0= 5 -5 (4.1)

Hence, the number of AS t that is supported by each power station follows a

binomial distribution with B(Sl,é).

4.1.2.2 Choosing Minimum Number of Operation Center

We choose uniformly m nodes at random as operation centers from Nj. The

relation between m, n and k is given by

m = : (4.2)

where each node in Ap is monitored by k operation centers, thus totally k - Sp

links are required, and each operation center can control n power stations.

4.1.2.3 Allocating CD Link

Subsequently, we match m operation centers and Sp power stations so that each
operation center is allocated n power stations, and each power station is controlled
by k operating centers. This can be done in a sequence, by operating centers
selecting power stations at random but only among stations not selected k£ times

already.
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4.2 Mathematical Analysis

In this section, we show how cascading failure propagates in our model. Then
we introduce the math tools that be used in a single complex network. Before
starting, we list the definitions and notations in Table 5.1. We introduce a nota-
tion Fjr(¢) from [19, 20] to represent the expected fraction of giant component in
the subnetwork which occupies the fraction ¢ of the nodes in the entire network
N. In our work, we focus on a subclass of scale-free networks whose node degree
strictly follows the power law degree distribution. Then, besides the fraction ¢,
Fx(¢) only depends on the node degree distribution of A/, [15, 19]. Furthermore,
since we only consider the networks (including the sequence of subnetworks and
giant components) with infinite size, the power law distribution is completely de-
termined by the power law exponent. Thus, in this paper, we let F'(¢, \) represent
the expected fraction of giant component in the subnetwork which occupies the
fraction ¢ of the nodes in the entire scale-free network with a power law degree dis-
tribution, where \ is the power law exponent. Accordingly, F(¢, Ap) and F'(¢, A1)
represent the fractions of giant components for network Np and N; whose power

law exponents are A\p and Aj, respectively.

4.2.1 Failure Cascading Process

We define system robustness in our model as the fraction of survivals after the
cascading failure stops, i.e., the nodes that still can operate. We focus on how this
failure cascading propagates and then estimate the survivals. Considering smart
grid as two complex networks, we assume two conditions should be satisfied if a

node is in work:

1. The node belongs to the giant component.
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TABLE 4.1: Notations for the analysis

k number of operation centers that con-
trol a power station, it represents the
system controlling cost

n monitoring capability of operation cen-
ter
m number of operation centers
Pp(z),Pi(z) intra degree distribution for network
Ne, M
Ap, A1 power law exponent of Pp(2), P1(z).

F(¢,Ap), F(¢, A1) | the fraction of giant component in the
subnetwork which occupies the fraction
¢ of the nodes in the entire network Np

and N

2. At least one inter link is connected to this node, where this link comes from

a functioning node in the other network.

Again, we arbitrarily choose N to start. We begin with a random removal of
(1 — ¢) - St nodes in Np as the simulation of initial failures or attacks. After this
removal, the related intra links and inter links of deleted nodes are removed. As a
result, N7 begins to fragment into disconnected components. Due to our Condition
1, only the nodes belong to giant component can operate properly. Therefore,
the nodes in small components are considered as failure. Now owning to the
interdependency, a part of nodes in Np lost inter links so they are unsatisfied with
Condition 2. Then these nodes and related links are removed. The fragmentation
in Np might lead to further failures in N, because now some nodes in N have no
inter links. This cascading failure continues recursively between two networks, and
reaches one of the following two final status: 1) all nodes are faulty and the giant
component disappears; 2) the two giant components in Np and N; are mutually
connected. One complete cascading failure example is given by Fig. 4.2. Initially,
ten nodes and six nodes are in N; and Np respectively. After one node is attacked

in N, the entire system collapses.
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(d) Stage 3 (e) Stage 4 (f) Stage 5

FIGURE 4.2: A sketch of cascading failure in smart grid. Initially, power grid
Np has 6 nodes while Internet has 10 nodes. Each node in Ap is operated by one
operation center, which implies ¥ = 1. Each operation center in N} can operate
2 power stations, n = 2. Three dark nodes are randomly chosen and assigned
as operation centers. The random attack causes the failure of one operation
center, thus all its related links are removed. In stage 1, the remaining nodes
in N are mutually reachable, therefore consist of a giant component. By and
By lose control, thus in Stage 2 they are out of work. In Stage 3, due to the
loss of energy inter links, some nodes in N are removed. As a result, nodes Ay
is disconnected from the giant component, thus fails. Consequently, By, By are
faulty since they lose the control inter links from A4. In Stage 5, the remaining
nodes in Np are disconnected, therefore no giant component exists. Due to our
Condition 1, the entire Np collapses. As a result, the nodes in N lost energy
support, thus fail.

4.2.2 Generating Function for An Individual Network

Generating function and percolation theory are widely used to solve the problems
in complex network. We describe the generating function for a single network that
will also be used in studying interdependent networks. We introduce generating
function into our model. Let us assume the nodes in Np are assigned a degree z

with the same probability Pp(z), which follows power law in scale-free network.
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Thus Pp(z) < 27*?. The generating function is defined as

Gp(u) =Y Pp(2) -7, (4.3)

where u is an arbitrary variable. The ezcess degree distribution [21] is the number

of edges attached to a vertex other than the edge we arrived along, and given by

Hp(u) =Y Qp(2) -’ (4.4)
Qp(z) = 1) I,)P(Z i 1), (4.5)

z

where Z is the average degree of network Np. Using Eq. (4.3), Z is calculated

2=> z-Pp(z) = %Lﬁl = GhH(1) (4.6)

pour ou

Then Hp(u) can be written as

z=0
=z Z 2Pp(2)u!
z=0
_0Gp  Gp(u)
= pr— 4.
Tou T GL(1) (4.7)

Once removing a fraction 1 — ¢ of nodes from network Np, the remaining fraction
¢ of the network will have different degree distribution [23], with a new argument
1 — ¢+ ¢u [19]. According to the results of a single network, the proportion of

giant component F(¢, A\p) of subnetwork ¢ is given by

F(¢, p) =1—-Gp[l =9+ ¢ -1

u=Hp[l — ¢+ ¢ uj
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TABLE 4.2: Notations for math approximation

P!, C! the remaining subnetwork in Np and
Ni with at least one support inter links
in stage ¢

P, C; the functioning giant component in
P .C

(R 7

P .Cl, 1:31-, C; | the number of nodes in P/ C! P, C;
I He,s M, s He; | the fractions to P, Cj, P, Cj. ie., P =
Hp, * Sp

The functional forms of Gp(u) and Hp(u) are complicated, deriving the closed
form of Eq. (4.8) is still a challenge [15, 21, 22]. However, an approximation

expression for F'(¢, \p) was introduced:

Lemma 4.1 ([143]). For a single scale-free network Np, for 2 < A < 3, with some
approximation and simplification, it holds that F (¢, Ap) o € - p*/C*F) where € is

a predefined constant.

We can analogously define Gi(u), Hi(u), F(¢, A1) for network Nj as counterparts
to Gp(u), Hp(u), F'(¢, Ap) for Np.

4.3 Math Approximation for Failure Cascading

We analyze the dynamics of cascading failure using percolation theory in this
section. The objective of this study is to quantify the system robustness with
different k£ and n, by means of estimating the functioning giant component size in

both Ap and N;. The notations needed in this section are listed in Table 6.2.

4.3.1 Stage 1: Random Removal in N

We begin our estimation with random removal of a fraction 1 — ¢ of nodes in M.

The size of remaining network (1] is St - ¢, therefore p, = ¢. We assume this value
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is a positive integer if Sy is sufficiently large. According to our Condition 1, only
the nodes belonging to the giant component can operate properly, next step is to

calculate the size of giant component. The size of giant component C' is

Cr=Cp - F(uly, M) = il - St F(ph , A1) = ey - St

ey = :u/cl ’ F(:u/cla >‘I)a (49)

where p., implies the fraction of C; to Ni. We notice only the nodes in C; are

still in work at the end of this stage.

4.3.2 Stage 2: Fragmentation on Np

As the network fragmentation from Nj to C, a part of inter links are removed.
Thus, some nodes in Np would be faulty, because they lost the control inter links.
As a result of Stage 1, the fraction 1 — p., of nodes are gone. If the network
size is large enough, then the fraction 1 — p., of operation centers are removed
since the initial failures are random. Because each operation center has the same
control capability n, the probability for each control link to be removed can be
approximated by 1— p,.,. With this respective, a node in Np loses all its k control
links (totally out of control) with the probability of (1 — ., )*. Denoting Pj is the

subnetwork belong which the nodes retain at least one control link, we have

= 1= (1= p)* (4.10)
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Within Pj, the probability for a node loses k — i of its control links follows the

binomial distribution B(k, p., ). The size of giant component in P} is

E:ﬁg'F(M;w)\P):uéz'SP'F<’U’;2’)\P>’ (411>

/’LPQ = l’l/;)g ’ F(/’L;/D27 >\P) (412>

Each node in P, can survive from P} with a probability P,/ 13; = F(p,,, Ap). As a

result, the expected number of nodes with ¢ control inter links in P, is given by

. E\ . .
A= (§) 0= ) P ) S <=k (413

As a consequence of this fragmentation, the control inter links which operate the
nodes belong to P; but not to P, become ineffectiveness even they are still alive.
They will have no impact on the cascading failure in the following stages. Thus,
we consider these links as faulty and remove them from the system. From Pj to P,
the probability for the control link to be removed is approximate to 1 —F(u,,, Ap),
then an operation center in C} has ¢ control links with the probability of

P, (i) = (2’) F(u,, Ap) - (1= F(il,, Ap))" i <= n. (4.14)

4.3.3 Stage 3: Recursive Failure to N\

The removal of nodes and inter links in Stage 2 affects N;. The nodes in network
N1 may lose energy inter link thus stops operating. We observe the number of
energy inter links subnetwork P, provides is approximately /P; . Zf;o P, - t, when
E is large enough (law of large numbers is satisfied). Initially the total number of

energy inter links is St since each node in S; depends on only one power stations.
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With this respective, the probability for one energy inter link removal is

_ﬁ;‘ f;()f)t't

1 S, =1 pp,.

The number of nodes in C'; that has an energy inter link from P, is given by
Cy :Cl_cl'(l_p“pz) = po * ey = ST

That is, passing from C; to Cj, a fraction 1 — 1, of nodes are broken. As we did in
the previous stages, the next step is to calculate the size of giant component of Cf.
As mentioned in [15], it is indeed not an easy task. Instead, we consider the joint
effect of the node removal in Stage 1 and Stage 3 are equivalent, i.e., the effect of
removing the fraction of 1 — 1, of nodes in C; has the same effect as taking out
the same fraction size from C7 in terms of calculating the giant component size of
C4. We find that the fragmentation from N; to C% can be modeled by removing

node of a fraction of

L=+ ¢ - (1—pip,) =1—0¢-

in Stage 1. Thus, the equivalent ji[,, = ¢- j,,, by which the size of giant component

C in subnetwork CY is

4.3.4 Stage 4: Further Fragmentation in Np

As network N splits to Cy in previous stage, more control inter links are removed
and so forth more nodes in Np is going to be faulty. Notice the probability each

operation center survives from C; to Cj is % The number of control inter links
1
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the network Cy has is approximated to Y ., i-P,(4) - i, - m. Since each operation
center survives with same probability, the number of existing control links in Cj
can be given by > | i-Py() - fic, - m. Thus, the probability of a control inter link

to be removed is 1 — £
1

Consequently, the probability for a node in P, with ¢ control inter links stopping
function is (1 — z “3)?. Combining with Eq. (4.13), the number of nodes that will

be removed in P, is

k
R:ZP2|Z'<1— /"LCS)i

My

_Z( )Mq (1= pae))" - Fpl,, Ap) - Sp - (1 — Mcg)i

122

/ k: —1 7
= § SP'F(:“pza/\P)' (Z) '(1_M61)k '(/%1 _:u63)
=1

= S+ Flpty,, Ap) - (1= prey)" = (1= pae,)") (4.16)
So, the size of Py is

= SP ’ F(M;y /\P) ) (1 - (1 - MC?,)k) (417)

Passing from P, to Pj, the fraction 1 — /P:’/E = 1— (1 — (1 — pey)*/ 5, of nodes
are removed. As we do in Stage 3, in terms of the size of giant component in Py,
that is equivalent to remove the same fraction of nodes from P;. The proportion

of nodes that has to be removed from Sp to Pj is

1 — (1 — #C:&)k)

1_'11’;72_{—/{;2.(1_ M/ :(1_MC3>k
D2

Thus, the equivalent pf, = 1 — (1 — 1), The corresponding fraction of giant

component fu,, = ;- F'(u,, Ap).
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4.3.5 Transcendental Equations for Failure Cascading

Following the previous steps, we can obtain the size of giant component
/C\I,/]%, 6*; --- in a certain stage, but no one knows in which stage the cascad-
ing failure stops. Our main aim is to estimate the size of functioning parts in the

final stage. When repeating the above calculations, we can observe the pattern of

equations:
fy = Oy ey = gy - F(ty, M)
’u:33 = ¢ ) lu’p27 IuCS - /’L/cg ’ F(/“L/037)\I)
'U/,CQJ'+1 = ¢ ’ ’LLPQJ" /'Lc2j+1 = ILL/CQ]‘+1 : F(M/ng+l7)\1)
and

lu’/pz =1- (1 - NCl)k7 Hpy = /’Llpg ’ F(M/anAP)
'u1/04 =1- (1 - MC3)k7 Hpy = :u;)4 ) F(M;D47AP>

/L;,% =1- (1 - :uczj_1)k7 Hpaj = 'u;&j ’ F(’u;&j’ AP)

To determine the state of the system in the end of cascading failure, we look at
j — 00. The networks stop fragmenting and the functioning giant components

are fixed. Thus, the following equations hold

!/ _ / . /
/‘LCQJ'+1 - M82j+3 — MCQ]’_l

r o
Mij - p’P2j+2 - Mij—2
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FIGURE 4.3: Solutions for Eq. (4.20) for A\p = A\ = 2.5, ¢ = e = 1. The

solutions are the corner points of two lines. It is clearly shown for some cases

there is no intersection (¢ = 0.8,k = 4). For some cases one intersection exists
(¢ = 0.6,k = 20). For the others, two non-trivial solution exist.

— / _ / _ / _ / _ !/ _ / :
Let x = Mgy = Megy g = Heg, and y = Py, = Hpyi o = Hipy, s then we obtain a

set of transcendental equations

ZL’:QSyF(y,)\p)

y=1—(1—x - F(z,\))"

(4.18)

where F'(-, \p), F'(-, \1) are according to Eq. (4.8).

The fraction of nodes that still function in the final steady state in both networks

can be calculated by

iMoo tp; = tpoe = Y - F(y, Ap)
(4.19)

1imj—>oo He; = Heoe = T F(ZL‘, )\I)

This analysis can be applied to any type of networks. This gives us a complete
solution for the fraction of survivals in Mp and Nj. If we can find a non-trivial

solution for x and y, then we can compute the remaining number of survivals.
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FIGURE 4.4: A solution for p,  and pc., given A\p = A\ = 2.2, ¢; = €3 = L.
For k = 2,4,6,8, the threshold ¢. = 0.97,0.84,0.74,0.67 respectively. The

first-order discontinues transition occurs at each ¢,.

4.3.6 Graphic Solution

According to Lemma (4.1), let F(y,A\p) = €1 - y"/®*®) and F(z, A1) = €5 - 2/

where €; and €, are predefined constants. Eq. (6.4) comes to

r = QZS . y . 61 . yl/(3*>\P)
(4.20)

y = 1 — (1 i 62 . ‘1'1/(3—/\[))147

In general, it is difficult to derive an expression for x, y depending on k, ¢. Instead,

we can solve Eq. (4.20) with graphic method [15] for a given set of Ap, A, €1, €a.

We draw two function curves of Eq. (4.20) and the intersections are the solutions
of x,y. Fig. 4.3 and Fig. 4.4 give complete graphic solutions, based on which we

obtain some insightful findings as following:

e A critical threshold ¢, exists, beyond which the system collapses. For the case of
k = 20, we find there is no intersection if ¢ < 0.6, i.e., no solution exists. While for
¢ > 0.6, the two curves have two intersection points. So ¢, is approximate to 0.6
for the case of k = 20. For ¢ < ¢., both networks go into complete fragmentation

in the end. If ¢ > ¢, the two non-trivial intersections are corresponding to two
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sets of giant component sizes. In this case, the solution is the point that is closer
to the initial status, because the system fragmentation stops at this point and

never goes to the small one.

e The ¢, varies for different values of k. For instance, it is about 0.73 for £ = 10
and 0.83 for £ = 6 (Ap = A = 2.5). We find ¢, becomes lower for a higher k,
which matches with the intuition that the smart power grid is more reliable if each

power station has more control inter links.

e The survival ratios of both networks experience first-order transition at ¢.. Fig.
(4.4) gives an example solution for p,  and p. . For the case of k = 4, ¢. equals
0.84, there is no giant component existing for k < 4. While for £ = 4, both p,__

and ... have a step function.

e The improvements of p,  and j_ are sublinear with the increasing of £, and
reach upper bounds. Note that for all the cases in Fig. (4.4), p,. approaches
to 1. This gives us a meaningful guide that adding control inter links improves
system robustness significantly when k is small. While when £ is sufficiently large,

increasing k£ does not affect the robustness except ¢..

However, finding the non-trivial solution for scale-free network is challenging since
the exactly value of e is still unknown, [15, 21, 106, 143]. To the best of our
knowledge, deriving the closed-form solution of Eq. (4.8) is still open. Therefore,

in this work, we resort to the standard graphical method for simulations.

4.4 Experimental Validation

In this section, we generate an interdependent network and simulate cascading
failure to obtain the fractions of functioning parts (survival ratio) p,. and g, .

To generate the scale-free network with different power-law distributions, we adopt



Chapter 4. Eztended ‘k-n’ Interdependence Model 90

——Ap=2.5 Al=2.5, ppco 7.’—”
g 09 | -® Ap=2.51I=2.5, jicco 7
” Pid

Zos | Wp=233N=233up0 /) et
8 4y |~ Ap=23311=2.33, uceo 4 !

§ 7 —a-Ap=222=2.2, ppoo /- /

<06 ! # /

v | —e—=Ap=2.2 AN=2.2, icoo / 7 !

g / : d

= 0.5 7 / 0

s - /

=] . /

204 7 J

: /s 4

503 ’ . !

E=] / 1

2 .

Ak k
01 L, (4 L 4
0 -
06 065 07 075 08 085 09 095 1

FIGURE 4.5: The fraction of survivals in both networks with different Ap and A1.

The initial networks size Sp = 1000, 5t = 10000, k=2, n=>5. The generalized

Barabési-Albert model is used to construct the two scale-free networks. The
initial random failure 1 — ¢ is occurs in network N.

the generalized Barabdsi-Albert model [21], whose power law exponent can vary in
the range (2, 400). In all the experiments the same approach is employed: first,

we construct two scale-free networks representing Mp and Af; then we remove the

fraction of 1 — ¢ nodes in A as random failure.

4.4.1 ¢. and System Robustness

We firstly discuss the values of p,_ and g with different exponents of Ap and
AL

Fig. 4.5 clearly shows with the decreasing of Ap and A;, which means that the
more nodes with high degree, the better robustness of entire system. Only 50%
of nodes survives for \p = A\; = 2.33 when ¢ = 0.5, but it is approximate 0.9 for

Ap = A1 = 2.2. ¢, is also highly influenced by A. It is 0.67 for A\p = A\; = 2.2, while

this increases to 0.82 for \p = A\; = 2.5.

We notice when the initial failure or attack upon Internet is small, i.e., less than

5%, the entire power grid is extremely reliable for all three systems. The curves of
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FIGURE 4.6: System Robustness vs. k. The initial networks size Sp =
1000, St = 10000, Ap = A1 = 2.2, n = 5.

fp., Temain stable on the right of corner points (0.8 for Ap = A\; = 2.2), and drop

rapidly on the left. One more observation is that p,  and p.. are either zero or

nonzero simultaneously which indicates that the power grid and communication

network are either totally broken or not.

4.4.2 Cost and Robustness

Our main aim is to find the relation between system cost and system robustness.

Fig. 4.6(a) and 4.6(b) give detailed curves on various values of k.



Chapter 4. Eztended ‘k-n’ Interdependence Model 92

It is shown that as the increasing of £, p,_ and g increase. This implies a
practical meaning that if we let more operation centers control each power station,
the system would has a much higher robustness. In the case of £ = 1, the system
could not bear even 2% failure, the threshold ¢. = 0.98. If we add one more
control link to each node, i.e.;, £ = 2, the system robustness experiences a huge
improvement. Not only the ¢, dramatically decreases to 0.67, but also the system
can tolerate small scale of failure: there is no impact to power grid even 10% of

communication nodes are initially faulty.

In the case of k = 15, the power grid remains totally function, even if 60% of
communication network is destroyed. The ¢. equals 0.2, approximate five times
promotion compared to 0.98 for the case k& = 1. Noticing in Fig. 4.6(b), the
decrease of p._ is quite flat for k£ = 15. The loss of Internet is almost all due to

the initial failure.

The important finding according to Fig. 4.6(a) and 4.6(b) is that the relation
between robustness and cost is sublinear. The improvement between k£ = 2 and
k =1 is significant, while the gap between k = 15 and k£ = 10 is tiny. Hence, for
building a smart power grid, adding as many as possible control link is not our

choice since the massive extra cost does not improve system reliability remarkably.

The proposed first-order discontinuous transition [15] in interdependent networks
says the size of giant component meets a sharp transition when ¢ is approaching
to ¢.. Since the network size in our simulation is non-infinite, there is a small
transition interval including the value of ¢.. Fig. 4.7 shows how our model transits

around ¢, for different k.

In case of k = 5, the giant components always exist in both g, and p. for
¢ > 0.42, while the system collapses when ¢ < 0.36. Thus, we say the transition
interval is [0.36, 0.42], during which the system might either collapses or not. Note

that for larger k, the transition interval is smaller, i.e., the transition is more sharp.
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FIGURE 4.7: The different probabilities varies with k£ for the entire system to
have a functioning part after cascading failure stops. A\p = A1 = 2.2, n = 5. For
the case of k = 3, the entire smart grid system collapses if ¢ < 0.53; for ¢ > 0.6,
giant components always exist in both p,_ and p.. . During the interval, there
is a probability for giant component existing.
Our finding validates the conclusion proposed by [148], that is, when the coupling

between the networks is reduced, at a critical coupling strength the transition

becomes a second-order continuous phase transition.

We believe a sharp transition is preferred for the realistic smart grid, since the

smaller transition interval makes the system easy to be predicted and controlled.

4.4.3 Various Allocation Strategies with System Robust-

ness

We now discuss the impact of different operation center capability n. In this
simulation series, the value of k is set to 2. We change the value of n to explore
the different system robustness. Fig. 4.8(a) and Fig. 4.8(b) reveal the relations

between robustness and n.

Generally, the system performance improves with the increasing n. As shown in

Fig. 4.8(a), in the case of n = 2, p, is equal to 0.95 when the initial failure is
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FIGURE 4.8: System Robustness vs. n. The initial networks size Sp =
1000, St = 10000, Ap = A\ = 2.2, k = 2.
1 — ¢ = 0.15. While it almost equals 1 for the case of n = 200 under the same

situation. We observe promoting n decreases the threshold value ¢. in all cases.

We notice that for all the cases of n, on the right side of the corner point ¢ = 0.8,
both 1, and p.. approach to 1 steadily. While on the left side, the curves drop
to zero more rapidly. Note that for higher n, the slope is smaller. Comparing
Fig. 4.6(a) and Fig 4.8(a), it is clearly shown that the corner point position is
determined by k rather than n. A distinct k completely has a different corner

point, while there is only a sightly change for different n with a specific k.

Now we consider the transition intervals of our simulation. Fig. 4.9 gives the
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FIGURE 4.9: Transition intervals for various allocation strategies. Sp =
1000, Sy = 10000, A\p = \j = 2.2, k = 2.
detailed curves for different values of n. When n is equal to 2, the interval is [0.71,
0.77]. Tt extends dramatically for the case of n = 200, with the approximate value
between [0.37, 0.77]. Hence, increasing n extends the transition internal, i.e., the

transition is much more flat.

4.5 Validation of Theoretical Analysis

Our extensive simulations validate the mathematical analysis in Section 4.3.6.

Some conclusions are listed as follows:

e The system robustness against random failure can be improved by increasing
controlling cost, i.e., adding more control links for each target (power station).
The robustness improvement is nonlinear with cost promotion, which has been
demonstrated by our figures. Both mathematical and experimental results show

that the power grid is almost intact against random failure when k is large enough.

e The critical threshold ¢, is inverse proportional to the value of k. The transition
at ¢, is first-order in mathematical analysis, while it is more flat in simulation.
The reason is that the network size is non-infinite. Increasing controlling cost &

shortens the transition interval in smart grid.
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e The monitoring capability n of each operation center has no impact on system
robustness according to the transcendental Eq. (6.4). While our simulations give
a little bit different story. The reason is that the network size for simulation is
finite, while our math calculation is based on the assumption that the number of

nodes is large enough so that Law of Large Numbers is satisfied.

e Based on our analysis, we would conclude that it is important to find a trade-
off between expenditure and performance for building smart grid infrastructures.
While if the controlling cost is fixed and we still want to promote the system
robustness. Then one possible way is: increasing monitoring capability n. Conse-
quently, the total number of operation center required decreases. By this way, the
reliability experiences a slight improvement. But the disadvantage of this method

is obvious: the transition interval is extended.

4.6 Application of Proposed Model

We use smart grid to explain our proposed ‘k-n’” model. However, this model is

general and could be applied in many cyber physical cases.

e Intelligent Vehicular Ad Hoc Networks. The mutually dependent two net-
works are vehicular network and Roadside Unit network (RSU). The traffic
congestion and road condition censored by the sensors attached on vehicles
are passed to data centers through roadside units. On the other side, the
traffic control instructions disseminate to each vehicle through the vehicular
network. Each data center and roadside unit is in charge of a specific area
as well as the cars within this area. Each vehicle could get message from
multiple roadside units nearby through vehicular network. The interdepen-
dence between these two networks is the correctness of information/message.

If any of vehicle, data center or roadside unit got failed, the data/message
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is going to be incorrect, and thus, affect the function of the entire system.

However, the devices may still keep operating, but remains in disorder.

e Actuator-sensor networks. Sensor monitors the area and gathers the infor-
mation, which is manipulated and conducted by the actuators. On the other
hand, robots cooperate to repair, replace battery or place new sensors if the
old one got failed [149]. The cooperation and job assignment between mul-
tiple robots are achieved by the communication through the sensor network
[150]. Each robot is in charge of an area and each sensor could be recov-
ered by anyone among robot team. Similar to vehicular ad hoc networks,
the interdependence here is the correctness of information. Any incorrect
message/data could lead to inefficient cooperation between robots, and thus

possibly cause the unsuccessful sensor recovery.

As we see in these two applications, the interdependence between networks could

be any forms.



Chapter 5

Case Study: Smart Grid

In this chapter, we integrate the interdependence model with load propagation
model to understand how cascading failure propagates in smart power grid. We
limit our analysis into the scope on network theory. The electricity features, such

as power transmission flow limit and voltage sag, are not considered in this work.

5.1 Load Propagation Model

We denote the single power grid by G, = (V,, E,), where V), is the set of vertices
and E, is the set of edges. According to the previous studies [39, 125, 126], G, is
assumed to follow the scale-free network characteristics. Specifically, we denote the
probability distribution of node degree by Pg4(z), and assume that Pg(z) oc 27,
The electricity is transported from nodes to nodes through the power lines. When
all nodes are on, the entire network operates properly. But, the breakdown of few
nodes may cause the load dynamic redistribution, and consequently leads to the

breakdown of the remaining nodes. To study this cascading process, we introduce

a load propagation model, as follows.

98
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For a node 7 in scale-free network, assuming its initial workload is the function of
its degree z, we have

Li(z) =a- 2", (5.1)

where « and 7 are the pre-defined constants. It is reasonable to assume that each

node has the limit of load, called capacity, which is proportional to the initial load

Ci(2) =T Li(2), T > 1 (5.2)

where constant T is the Tolerance parameter [35, 125] that controls the tolerance

of the power grid.

The breakdown or removal of a single node ¢ would transfer its initial load to
the remaining network. To simplify our study, these load is uniformly distributed
to the neighbors. Therefore, the load of neighbor j of removed node i equals to
the sum of its initial load plus the incremental load transferred from the removed

node. The work load for node j is

(5.3)

Node j would be overloaded and out of work when L;(z) > C;(z). Then this
load redistribution process might continue to the neighbors of j. The overload
cascading stops if one of the following situations is satisfied,

e The workload is less than the capacity for all of the remaining nodes,

e The entire nodes in V), are removed.
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5.2 Interdependent Networks

We denote the communication network by G, = (V,, E.). In smart power grid, G,
and G, are mutually dependent and connected. Several interdependence models
have been studied in previous work. In this article, to study how the interdepen-
dence affect the network robustness, we apply our ‘k-n’ model [3], where we briefly

introduce as follows:

e The nodes in G, are roughly divided into two roles: information relay node
and control node. The control node, or called operation center, is responsible
for monitoring and operating the nodes in GG,. While the control messages
are transmitted through the information relay nodes. On the other hand,
nodes in V), provide electricity to the nodes in G.. To improve the system
robustness, we let each node in V,, be under the control of £ control nodes

in V., which at the same time, could totally monitor n nodes in V,.

e Control-Dependency links (CD Link) and Energy-Dependency links (ED
link) consist of the inter links. Each control node has n Control-Dependency
links to operate n nodes in ,. While each node of G, is under the control
of k operation centers, thus has k& Control-Dependency links. A Balls and
Bins allocation procedure is applied to assign the Energy-Dependency links

so that each node in V, could obtain the energy from G,,.

Fig. 5.1 gives a sketch of ‘k-n’ interdependence model.

5.2.1 Modified Balls and Bins Allocation

After taking the initial workload and capacity into account, we believe there is

a limit on the number of V. nodes that a power node can support. Thus, the
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FiGure 5.1: Each power node provides electricity to multiple communication

nodes. 3 communication nodes are chosen as the operation centers (deep blue),

where each of them operates 2 power nodes, thus n = 2. Each power station is

controlled by 1 operation center, thus £ = 1. ED link is from G, to G, CD link
is opposite.

previous Balls and Bins allocation is no longer accurate, since it is based on the

assumption that all power nodes are equal and have unlimited capacities.

For a power node i, we assume that the maximum number of communication nodes

it can support is proportional to its initial load, thus we have
Ni(z)=0 a-2". (5.4)
The mean maximum number is given by

(Ni(2)) =) Pa(2) - Ni(z) = B-a Y Pa(z) - 2". (5.5)

We consider the nodes in G, are bins and the nodes in G, are balls. Assuming the
sizes of G, and G, are S, and S, respectively, the total positions a ball can choose

is S, - (N;(2)). Therefore, the probability for a ball to be allocated into the bins
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with initial load of a - 27 equals to
(5.6)

Define the number of balls in a bin with initial load of « - 2" as a random variable

&.. Therefore, it holds that

t t

pe.=0=(;)(7) s a-meess (5.7)

Furthermore, define the number of balls in a bin as a random variable &. It follows

that

P(=1t)=> P& =1) Pa(2). (5.8)

5.3 Mathematical Analysis

In this section, we first study the load propagation in single power grid G,. We
apply a random failure of fraction of 1 —¢ on . Then we estimate the robustness
of interdependent smart power grid by calculating the size of functioning giant
component, and discuss how the ‘k-n’ interdependence model and load propagation

affect the system. The definitions and notations are listed in Table 5.1.

5.3.1 Calculation of Giant Component

We introduce a notation F(¢,G,) [3] to denote the expected fraction of giant
component in the subnetwork which occupies the proportion ¢ of nodes in network

G)p. Accordingly, F(¢,G.) is for network G.. F(¢,G,) is estimated by [21]

F(¢,Gy) =1= 325 Pa(z) - v,

=Y QE) - (1= 6+6u),
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TABLE 5.1: Notations for the analysis

k number of operation centers that
control a specific power station

n number of power stations each op-
eration center operates

T tolerance parameter

u the probability a node can not

reach to the giant component
through a specific neighbor

1— ¢ the initial failure threshold above
which the entire system collapse
3, 15]

AP, Ac power law exponents of networks
G, and G..

F(¢,G)p), F(¢,G,) | the fraction of giant component
in the subnetwork which occupies
the fraction ¢ of the nodes in the
entire network G, and G,

where Q(z) is the number of edges connected with the node other than the edge

we arrived with, called excess degree distribution [3, 21|, and given by

(z+1)-Py(z+1)

(2)

Q(z) = : (5.10)

where (z) =Y " Pa(z) - 2.

5.3.2 Threshold 7, in Single Power grid G,

Once 1 — ¢ of GG, is removed, the proportion of remaining functioning network is
approximated by ¢ - F'(¢, G)) [3]. After the removal, the load of removed nodes is
distributed to the remaining part of the network. The total load that need to be
shifted R is the summation of initial load of the removed nodes, which is given by

Zf§§1_¢'F(¢’GP)) Li(z). As far as S, — oo, we simplify it to

R=S,-(1-¢-F($,G,))- > Pa(z)-a-2". (5.11)
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To avoid the load cascading failure, the shifted load R can not exceed the remaining

volume of the network. Therefore,

R< Y (Gle) — Ll2)

i=Sp(1-¢-F(¢,Gp))

should be satisfied. The threshold 7, is obtained when both sides are exactly

equal, that is
R=S,-¢-F(¢,G,) - (T.—1)- Y Pu(z)-a-2". (5.12)
0
Applying Eq. (5.11), we have

1—¢-F(¢,Gp) = - F(o,Gp) - (T. — 1),

1 :Tc¢ F(¢7Gp)7
1

L= Fe.Gy

(5.13)

Smaller 7" would more likely cause load cascading failures in the entire network.

5.3.3 Failure Due to Load Redistribution

For an arbitrary node i, we define two random variables and an event as follows.

e Random Variable Z;: the number of node ¢’s neighbors.

e Random Variable X;: the number of neighbors that could destroy node ¢ by

shifting their load.

e Event O;: node i is destroyed due to the overload shifted from its neighbors.

From the homogeneity of the distribution of node degrees, we denote the sequences

of Z;, X;, and O; by Z, X, and O, without the loss of generality.
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For a node, to compute P(O|Z = z), we need to know P(O|X = z), which is the
probability that the shifted load from = neighbors is greater than the remaining

volume of the node. Thus, applying Egs. (5.1) and (5.3), we have

X -2l
P(O|X =) =P {x-za © +a-z">T~a~z”} (5.14)

z
z=1

As x,z,a,m and T are constants here, the distribution of P(O|X = x) is

1 > (T—-1)-a- 72]’7’
P(O|X =z) = 20 % (5.15)
0, Otherwise.

The probability to choose x neighbors among total z neighbors P(X = z|Z = z)
is given by

P(X =a|Z=2)= (Z) /27 .
T
Therefore, P(O|Z = z) could be calculated by

P(O|Z =2) = ZPO|X—x P(X =z|Z = 2),

= Z = (5.16)

(T—1)-a-2"
2T
T o2

5.3.4 Load Propagation in G,

We denote u is the probability that a node can not reach to the giant component
through a specific neighbor. After the initial removal of fraction 1 — ¢, for a
node ¢ with degree of z, there are three possible ways not belonging to the giant

component

e It is removed
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e Or it is present but not a member of the giant component

e Or the shifted load from neighbors destroys itself, i.e., ¢ is overloaded.

The first case happens with probability of 1 — ¢. The second case happens if i
can not reach to giant component through all its neighbors. The probability that
none of the neighbors connects to giant component is ¢ - u*. P(O|Z = z) is the

probability of the third case, given the number of neighbors is z. Thus,
P(E(¢) =1-9¢+¢- (" + (1 —-u") P(O|Z = 2)), (5.17)

where E(¢) is the event that the considered node disconnects with the giant com-

ponent.

The probability that the vertex does belong to the giant component after the

removal of fraction 1 — ¢ is

> Paz) - (1-P(E(9)))

In other words, this is the expected fraction of remaining giant component. We
define a new notation J(¢,G,) which represents the expected fraction of giant
component of the subnetwork which occupies the fraction ¢ of the original entire

network G, given by

3(6,G,) = 220 Pal2): g ~ P(E(0))

[e.9]

=Y Py(2)- (1-u’)(1-P(0|Z = 2)). (5.18)

0

The probability that ¢ does not connect to giant component through a specific
neighbor j equals to the probability that j does not connect to the giant component

through its remaining neighbors, i.e., except ¢. Therefore, we obtain the following
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equation
0=3Q() - (1—¢+o6-(w+1—u)-PO|Z=2)), (519

recall Q(z) is the excess degree distribution.

Combining Egs. (5.16) and (5.19), we can obtain the value of u. Then applying it
to Eq. (5.17) and (5.18), finally we can calculate the remaining fraction of network

after the random removal 1 — ¢, with considering the load cascading into account.

5.3.5 Interdependence Cascading Failures

First of all, we would like to estimate the threshold 7" below which the inter-
dependent networks would suffer a cascading failure due to load redistribution.
After the random removal of a fraction 1 — ¢ of nodes in G, the proportion of
remaining network equals to y;, = ¢. We assume that the nodes belong to giant
component could operate properly. Thus, the remaining functioning fraction u,,
in G, is given by

Hpy = N;l : F(/l‘/pp Gy). (5.20)

After the fragmentation in network G, the Energy-Dependency inter links con-
nected with these removed nodes are removed. The corresponding nodes in net-
work G. lose the inter links and thus stop operate. The number of removed

~Hp1) S t;, where t; represents the number of

Energy-Dependency inter links is Zél
Energy-Dependency inter links the node 7 connects with. As far as .S, goes infinite,

it could be approximated to

(1- o) = Sp - (t),
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where (t) is the mean value, given by

(=) PE=t)t,

recall P(§ = t) is given by Eq. (5.8).

As the total number of ED inter links is (t) - S, the probability for one energy inter
link to be removed is 1 — j1,,. Consequently, the fraction of nodes in G, that has
the ED inter link is approximate to p,,. Thus, we have p,, = p,,. The operating

giant component in G, is calculated by

/’1@2 = M/CQ ’ F(/’[‘/827 GC) (521>

Roughly, the fraction 1 — p., of control nodes are removed, given the network size
S, is large enough. As a result, this fragmentation may lead to further failures
in G,. The probability for each Control-Dependency inter link to be removed is
approximated to 1— pu.,, because each control node has the same ability to operate
n nodes. With this in mind, the probability for a node in G, loses all its k& control
links is (1 — pie,)". The remaining fraction of nodes in G, with at least one CD

inter link is

/’6213 = (1 - (1 - :uCQ)k) " Hpy -

By the transformation idea in [3, 15], to calculate the giant component, we consider
the effect of removing the fraction of 1 — p,, of nodes in p,, has the same effect
as taking out the same fraction size from g, . Thereby, from initial network G/, to

Hy» We have the following equivalent removing process:

1_¢+¢'(1_M02)k:1_(¢_¢'(1_MC2)k)'
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Thus, the equivalent pf, = ¢ - (1 — (1 — pic,)*). The fraction of functioning giant

component is

Once follow the above steps and continue, we can observe the pattern of these

equations as follows:

/"[/;)1 = ¢7

ﬂpl = lu’/pl ’ F(/“L;op Gp)7

'u;:s =¢- (1 - (1 - Um)k)a
Hps = ,LL;S ’ F(M;}g? Gp)a

M272j+1 =¢-(1-(1- l“czj)k)’

o . /
'LLP2J'+1 - /“Lp2j+1 <'U’p2j+1’ GP)’

and
Hey = Hoprs
fey = ey * Fpig,, Ge),
Hey, = Hps)
feg = e, - Flpg,, Ge),
Moy, = Hpoj 1

/‘LCZj = ILL,CQJ‘ ’ F(M::Qj’ GC)
Once the cascading failures stop, at the final steady state, the following equations

hold

/ o o
'upzj+1 - “p2j+3 - 'up2j—1’

r o
/’LCQJ' - /’Lc2j+2 - M02j72'
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— !/ _ / _ / _ / _ / _ / :
We let v = p,, = oy oy = Hopy,, a0d 0= Py, = Moy, oo = Hey, ,» then we obtain

the transcendental equations:

v=¢- (1= (1-0d-F(5,G.))"),
(5.23)

5:’7F<77Gp)

Thus, the fractions of operating giant components in the final steady state are
given by
liInj—)oo Hp; = Mpee =77 F(’% Gp)>
(5.24)
iMoo fle; = flew, = 0 - F1(6,Ge).

5.3.6 Load Propagation in Interdependent Networks

Eqgs. (5.24) gives the estimated result on the size of functioning factions of net-
works. It only consider the effect of interdependence cascading failures. While, to
avoid the cascading failure of overload, the redistributed load R can not exceed
the remaining volume of the network. The threshold 7! is obtained when both

sides are exactly equal, where we get

1—~-F(v,Gp) =~-F(v,G,) - (T, — 1),
1

E (5.25)
¢y F(y,Gp) 0 '

That is the threshold below which the entire system would suffer from the cascad-

ing failure caused by load redistribution.

Lemma 5.1. For a given power law exponent A, and initial removal 1—¢, T. > T..
Proof. Combining Eqgs. (5.13) and (5.25), we have

e il (5.26)
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According to Eq. (5.23), if v and § are nonzero, F'(v, G,) and F (9, G,) are nonzero

too. Consequently, (1 — (1 —§- F(5,G.))*) < 1. Thus, we have ¢ > ~.

It is shown that the F(¢,G),) is a monotone increasing function [21], thus

F(v,G,) < F(¢,G,). We have

which completes the proof. O

Lemma 5.2. Recall a node in G), is under the control of k nodes in G.. For a
gwen ¢, for two different values of k = ky and k = ko, where ky < ko, the threshold

T k=ky > T} |k=ks-

Proof. By excluding § in Eq. (5.23), we obtain

B v
1= =7 -F(y,Gy) - F(y- F(v,Gy),Go))*

¢

The growth of k from k; to ko leads to the increase of denominator of the right
side. As ¢ is fixed, 7y is required to be improved to hold the equation. Once ¢
increasing, F'(y, G),) grows since it is the monotone increasing function. Applying
Eq. (5.25), we have T7|—k, > T.|k=k,. Notice n is not involved in the equations,

thus has no effect on 7. O

5.3.7 Joint Effect of Interdependence and Load Cascading

Now we estimate the system robustness with taking into account the joint ef-
fect of interdependence and load propagation cascading failures. In power grid

Gp, J(¢,G)p) should be applied to replace F(¢,G,), while in the communication



Chapter 5. Case Study: Smart Grid 112

network G., F'(¢,G.) is kept. Therefore, the Egs. (6.4) and (6.5) come to

y=0-(1—=(1=6-F(6,Gc))"),

(5.27)
0= v J(P% Gp)7
and the final fractions of functioning sizes are
Hpoe =7 - J(7,Gp),
(5.28)

feo, =0+ F(0,G,).

Theoretically, once solving v and ¢ in Eq. (5.27), we can obtain the results. While,

no analytical theory is yet available to give the closed-forms of F(-) and J(-).

Lemma 5.3. Although the initial removal is upon G,, the remaining fraction of

survivals in Gy, is still greater than that in G.. That is, ft, > [le., -

Proof. Applying 6 = -J(v,G,) in Eq. (5.27) to Eq. (5.28), we get

/J[’ oo = 5’
! (5.29)
II"LCoo = upoo : F((57 GC)'
Since F(0,G,) is less than or equal to 1, we have p, > p.. .
[

5.3.8 Infinite Tolerance Parameter

Empirically, infinite value of tolerance parameter T means each power station has
the infinite capacity, thus never suffer from overload propagation failure. For nei-
ther a single power grid or interdependent smart grid, whether a node is to be

removed or not only depends on topology effect. In other words, infinite T is
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equivalent to studying the cascading failures caused by the topology and interde-

pendence.

Lemma 5.4. As the tolerance parameter increasing to infinite, i.e., T — oo, the
fractions of survivals in both G, and G. meet the upper bounds, which are the

results of pure ‘k-n’ interdependence model effect.

Proof. Recall that P(O|Z = z) is the probability that a node i with degree z
is destroyed by its neighbors the load shift. As the growing of T', we notice Eq.
(5.16) is monotonously decreasing, which leads to the reduce of the right side of
Eq. (5.19). A smaller u is required to hold this equation. Therefore, Eq. (5.18) is

monotonously increasing.

Once tolerance parameter goes to infinite, Eq. (5.15) is always equal to 0, which

consequently let Eq. (5.16) be 0. Thus Eq. (5.17) comes to

PE(@)=1-9¢+¢ v’ (5.30)

The probability that the vertex does belong to the giant component J(¢, G,) is

J(9,Gp) =) Pa(z)- (1 —u),

=1- iPd(z) - u”. (5.31)

Eq. (5.19) now can be simplified to

u=>Y_Q2)-(1—¢+¢ u). (5.32)

Combining Egs. (5.31) and (5.32) and comparing with Eq. (5.9), we obtain

J(0,Gp) = F(o,G). (5.33)
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Now, Eq. (6.5) and Eq. (5.28) are exactly the same. The upper bound exists for

J(¢, Gp), when the tolerance parameter 1" approaches to infinite.

5.4 Simulation and Analysis

In this section, we couple two synthetic networks using ‘k-n’ interdependence
model and apply the overload cascading model upon G),. We evaluate how the
system robustness is affected by these models and parameters. In all experiments

the fraction 1 — ¢ of nodes in G}, is removed randomly.

5.4.1 Joint Effect of Interdependence and Overload Cas-

cading

First of all, we study the smart grid system on different network topologies by
giving different A\, and A.. Fig. 5.2(a) and 5.2(b) illustrate the joint effect of
interdependence and overload cascading. The system is fragile to random failures,
where approximate 11% initial failure leads to the entire collapse when A\, = A, =
2.5. As the number of removals increasing, i.e., increasing of 1 — ¢, the fractions
of survivals p,_  and p._ in both networks slightly decrease, then followed by
the rapid falls to zero. This performance drop is theoretically proved to be first-
order discontinuous transition [106]. While in [3], we pointed out that in real life
network and simulation, there exists a small transition interval due to the non-
infinite sizes of networks. The system performance is heavily depending on the
network topologies, where about 19% initial failure can destroy the system, given
the power low exponents are 2.2 for both. Therefore, on the attack perspective,

higher 1 — ¢ is required to knock down the system for lower A\, and ..
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FIGURE 5.2: The initial size of G, and G. are 2000 and 7000 respectively.
Random failure is applied on G),. Both load propagation model and ‘k-n’ in-
terdependence model are applied in the simulation. &k = 2,n = 5. (a) and (b)
compare the number of nodes left in different network topologies, with T' = 2.
In (c), (d), (e) and (f), we set up Ap = A = 2.5 and show how the system be
affected by different tolerance parameter values and initial failures. Generally, a
higher tolerance parameter 1" gives system a better performance, which reaches
the upper bound once 7' keeps growing.

Fig. 5.2(c) and 5.2(d) show how system performs for various values of tolerance
parameter. Accordingly, given the fixed removal, p,  and p._ grow once the

tolerance parameter is increasing. The reason behind this phenomena is that the
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The number of survivals in the system which only considers ‘k-n’

interdependence, with & = 2,n = 5. G, and G, have 2000 and 7000 nodes.
Compared with Fig. 5.2(e) and 5.2(f), we observe the performance of only
considering ‘k-n’ interdependence effect is the upper bound.

higher tolerance

ability makes each power node has more vacant volume to adopt

the shifted load from neighbors, thus is stronger in terms of overload propagation.

Comparing Fig.
that the fraction

Lemma 5.3.

Another finding

reaches to the u

5.2(a), 5.2(b), 5.2(c) and 5.2(d) , we observe p, . > p..,, implying

of survivals in G, is greater than that in G.. This validates our

from Fig. 5.2(e) and 5.2(f) is that the system robustness finally

pper bound as the growing of tolerance parameter. Given the
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FIGURE 5.4: Tolerance threshold 7). G, = 2000 and G. = 7000, k = 2,n = 5.
The super linear relation between the initial removal and 7). is demonstrated.

initial failure of 0.05 (100 nodes out of 2000), s, keeps stable on 0.91 when
tolerance parameter exceeds 1.8. Same thing happens for the curve ‘150 removals’.
We believe this upper bound is the system performance of single interdependence
effect, where the load cascading effect is eliminated due to the huge vacant volume
in power grid. Fig. 5.3 proves our finding, where it is the experiment that sets
up 7' to infinite and only considers interdependence effect. For A, = A = 2.5 and
initial removal equals 100, p,_ and g are 0.91 and 0.89 respectively, where that
are exactly the same values of the upper bounds shown in Fig. 5.2(e) and 5.2(f).

This validates our mathematical proof of Lemma 5.4.

We compare the tolerance threshold 7). of various systems, as shown in Fig. 5.4.
The value of T for the system with lower A, and A. is also lower. To elaborate
this, we firstly know that the scale-free network with power law of 2.2 has a
longer fat tail than the network with power law of 2.5. The former one possesses
more hubs, which, according to Egs. (5.1) and (5.2), have more vacant space to
absorb the shifted load from neighbors. Therefore, the network is firm to the load
propagation. We also observe that the curve of A\, = A\. = 2.5 is cut out at the
point that the number of removals is 200, where the curve is approaching to the
interdependence threshold 1 — ¢,, as illustrated in Fig. 5.2(a). No matter how big

the T is, the system keeps falling down when approaches to 1 — ¢.. Therefore,
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FIGURE 5.5: System robustness versus k£ and n. G, = 2000, G, = 7000,T = 2.

Higher £ indicates higher robustness, while n only has limited effects.

we conclude that the smart grid robustness depends on both 7" and 1 — ¢. The

system is totally knocked down whenever either of 77 or 1 — ¢, is reached first.

Another observation from Fig. 5.4 is that the relation between the number of

initial removal and tolerance parameter threshold is super linear.
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5.4.2 Comparison of £k and n

The sub-linear relation between k and the fraction of survivals was demonstrated
in our previous paper [3]. However, we would like to evaluate how the system
robustness is affected by k£ and n in this new model with taking the load propa-
gation into account. According to Fig. 5.5(a), both p, . and 1 — ¢. grow for the
increasing k. With fixed T' = 2, for k = 4,n = 5, the threshold 1 — ¢, is 0.21,
which is almost two times of curve £ = 2,n = 5. The performance incremental
quantity from k = 2 to k = 3 is much greater than that from k£ = 3 to k = 4.
This validates our previous conclusion that the relation between k£ and robustness
is sub-linear. Fig. 5.5(b) tells us another story that n has no effect on system.
It validates our Eqgs. (5.27) and (5.28), where n is not involved. In other words,
the system performance is independent from n. However, we notice that the tiny
fluctuations occur around threshold 1 — ¢.. Recall n is the number of power sta-
tions that each operation center could operate. Given fixed size of S, and k, the
number of operation centers is inverse proportional to n [3]. Therefore, for each
simulation, whether the initial random removal is upon these operation centers
or not leads to quite different results. To weaken the fluctuation, we believe it is

reasonable to repeat the simulation for massive times.

Fig. 5.6 shows that 77 is also heavily depending on k rather than on n. For a
given 1 — ¢, the tolerance threshold grows with the decreasing of k. For the case
of n=>51—¢ =0.1, T/ equals 1.83, 1.66, 1.63 respectively for k = 2,3,4. This
validates our Lemma 5.2. The reason could be explained as the following: higher &
indicates higher system robustness in terms of topology failure. Thus, the system
has more nodes survived, consequently has more vacant space to deal with the
load propagation. The pressure of adopting shifted load on each individual node

is therefore reduced.
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FIGURE 5.6: Tolerance threshold 7). versus k,n. The fluctuations occur around

the start points of k = 4,n = 5,10,20. The reason is that higher n indicates

fewer operation centers [3]. For each single simulation, whether the initial ran-

dom removal is upon these operation centers or not leads to quite different
results.

For the case of fixed k, our mathematical Eq. (5.25) indicates that the threshold is
not affected by n. While in our simulation, the change of n does affect T limitedly.
Generally, the three curves in Fig. 5.6 for n = 5,n = 10 and n = 20 are very close
to each other. While, given the initial removal is 50, the values of 7! for n = 10
and 20 are obviously greater than n = 5. We believe the reason is similar with
Fig. 5.5(b), that whether the initial removal upon the operation centers or not

causes quite different consequences. The mean results of simulation of these three

curves would be almost the same once we enlarge the number of samples.

5.4.3 Single Power Grid versus Interdependent Networks

We compare the systems of single power grid and interdependent smart grid. Our
comparison does not consider any physical properties on power grid. Fig. 5.7 indi-
cates how different tolerance parameter affects the single power grid. Comparing
Fig. 5.7(a) with Fig. 5.2(e), we observe that given the same 1 — ¢ and network
topology, the tolerance threshold for interdependent smart grid is higher than that

for single power grid, e.g., 77 = 1.9 and T, = 1.6 if the initial removal is 200 nodes.
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system robustness and tolerance parameter in single power

grid, with G, = 2000. Similar with interdependent networks, growing k also

leads to a upper bound performance, as shown in (a). Comparing (b) with Fig.

5.2(c), the number of survivals in single power grid is greater. (c) illustrates a
super linear relation between initial removal and T.

Meanwhile, p, . in Fig. 5.7(a) is higher than that in Fig. 5.2(e), implying that

the single power grid is stronger against random failures. Therefore, we conclude

that the interdependence between the two networks decreases the system robust-

ness dramatically. The comparison between Fig. 5.7(b) and Fig. 5.2(c) tells the

same story that the number of survivals in single power grid is greater than that
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in coupled smart grid, thus the former one is much more reliable. We also notice
that as the growing of T', the system performance is approaching to the upper

bound in Fig. 5.7(a).

Fig. 5.7(c) draws the values of T, of different network topologies. Generally, T,
grows with the increase of initial failures. We notice the growth speed is accelerat-
ing, e.g., for the curve of A = 2.2, T, increases from 1.35 to 1.6 when initial removal
goes from 100 to 300, but expands from 2.0 to 2.37 when the removal grows from

600 to 800. This illustrates a super linear relation between initial removal and T..

According to Fig. 5.4, the T for interdependent smart grid is 1.76 when A\, =
Ae = 2.2 and initial removal is 300. Comparing with Fig. 5.7(c), T, = 1.6 in the
single power grid with same parameters. This validates our Lemma 5.1 that the
required tolerance parameter for interdependent network is higher than for single

power grid.



Chapter 6

An Exploration on Small Cluster

6.1 Small Disconnected Clusters

Recent studies explore network characteristics by using the metric of giant com-
ponent, or specifically called largest connected cluster [17], which is defined as the
largest connected cluster that fills most of the network. It is reasonable to study
giant component of a single network, because each network could be approximately
represented by its giant component. While, there is only one giant component in
network and in most situations it does not fill the entire network [21]. There must
also be some non-giant components in the network. We call these components

small components or small clusters.

In an interdependent cyber physical system, except the giant component, the small
clusters play an important role in the cascading failure process. In this section,
we explore the role of small clusters in different single complex networks. In the
remaining of this article ,we use giant component and largest cluster interchange-

ably.

123
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Considering a single network, we denote it as G = (V, E), where V is the set of
vertices of GG, E is the set of edges between each pair in V. Once a set of vertices
Vy C V is failure or malfunctioning, the whole network G fragments to a set of
disconnected sub networks, which denoted by S(Vy) = {G1, G2, Gs......G;}, among
which there exists one giant component whose size is proportional to the size of G
[21]. Without loss of generality, we let GG; represent the unique giant component,
and call others small clusters. Previous studies were mostly focusing on exploring
the characteristics of G;. While, we give our argument that the remaining elements

in S(V}) are also important, thus cannot be simply ignored.

6.1.1 Small Clusters in Single Network

Problem Definition : Given a single network G = (V, E) and initial random
failure V; C V| let |G| be the size of G. After V; is applied to G, what are the
sizes of {G2, Gs......G;}7 How many small clusters exist in S(V}), i.e., the value of

j—1?

We use the extensive simulation to illustrate to what extent the small clusters
could be important in a single network. We build synthetic random, scale-free
and small-world networks using Erdos-Rényi model, Barabési-Albert model and
Watts and Strogatz model [21] respectively. For each of them, the network size
|G| = 2000, with random initial failure |V;| = 400. To obtain the mean value
of the small clusters, this construction-failure process was repeated for 60 times.
Moreover, we use real Western States Power Grid data [4] and do the same process,

as shown in Fig. 6.1.

With eliminating the largest cluster, one can clearly see the mean sizes of small
clusters for each type of network. Most nodes in random network belong to clusters
{Gi,Giy1...} whose sizes are less than 5 (1 < {|Gi,|Gis1|...} < 5). In other

words, the random network fragments to very tiny pieces. While for the other
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FIGURE 6.1: Distribution of small cluster sizes in various networks after random
failure. The initial network sizes of (a), (b), (c) are 2000, with the mean degrees
of 1.999, 1.999 and 2.19 respectively. (d) uses the real Western States Power
Grid data compiled by [4], with 4941 nodes and the mean degree of 2.67. The
400 random failure nodes lead to the fragmentation upon each network. Each
bar indicates the number of nodes locate into a cluster whose size is within the
bar interval. For example, approximately 170 nodes belong to the small clusters
whose sizes range from [11,20] in (c).

three, things are different. Significant part of nodes in scale-free and small-world
networks locates into the clusters {G;, Gi11...}, where 11 < {|G,|, |G;41|...} < 400.
Furthermore, the clusters with size over 200 appear sometimes in the networks.
This gives us an important finding that the scale-free and small-world networks

break into a largest cluster GGy, some relatively smaller clusters G, Gs... where

|G;| > 11 for ¢ > 2, and hundreds of small clusters whose sizes are less than 10.

For Western States Power Grid, the great observation is that the small clusters
are not so ‘small’. A large proportion of nodes are within the clusters whose sizes
may be over than 380. In this experiment, we run the simulation and take the

average. In some runs, the cluster does not form.
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TABLE 6.1: Number of Small Clusters

Random | Scale-free | Small World | Western Power

|G| <5 403.8 290.7 148.7 361.0

6 < |G, <10 5.8 11.8 27.4 17.7
11 < |Gy €20 0.9 5.1 12.3 6.6
21 < |G| <40 0.1 2.4 4.5 2.1
41 < |G;| <100 0.02 1.6 2.0 2.1
101 < |G;] <200 0 0.4 0.3 0.4
201 < |G| < 400 0 0.3 0.3 0.1
401 < |G| <800 0 0 0 0.7

Total 410.6 312.3 195.3 390.0

In terms of the number of small clusters j —1 after V}, we repeat the simulation and
calculate the mean value of the cluster size distribution, as shown in Table. 6.1.
One can see that the random network has the highest number of small clusters.
In other words, the average cluster size is the lowest, which could be proven by
Fig. 6.1. We believe the reason is that the random network constructed by Erdos-
Rényi model does not has the small world effect, which is also known as six degree
of separation. Once the random failure occurs, the network fragments to massive
tiny disconnect local clusters. This reason, at the same time, can explain why the
small-world network has the less number of clusters than the others: a few long
distance edges connect different local clusters, which consequently merge to the
bigger clusters. Fig. 6.1(c) illustrates that the number of nodes belong to |G;| < 5

are much less than others, proves that a part of tiny clusters merges.

We also observe that the number of clusters G; where |G;| < 10 dominates the
total number of small clusters. Over 90% small clusters are quite small. Only a

few clusters occupy a significant part of the whole network.
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FIGURE 6.2: Two interdependent networks fragment into clusters. The largest

clusters are partially dependent. Small clusters may fully interdependent or

partially interdependent on the giant components to operate. Some small clus-

ters (as, b3) are fully mutually interdependent. Not only the giant component,
but also the small clusters work properly in this steady state.

6.1.2 Small Clusters in Interdependent Networks

The findings according to Fig. 6.1 and Table. 6.1 bring us an overview on how
the network behaves once got fragmented. Knowing this behavior directs us un-
derstand how to deal with modern systems. In a multiple sink wireless sensor
actuator network, if the failure of nodes causes the disconnected of clusters, for
each cluster it may has its own sink node. In this case, the original whole system
is considered as several independently-working sub-systems. Not only the largest

cluster, but also the small clusters are operating.

Similarly, the interdependent networks, such as smart power grid, once be frag-
mented, are working in the unit of isolated clusters. We believe the more reason-
able assumptions that the node should satisfy to operate are:

e it has at least one inter link

e it belongs to a cluster with size greater than a pre-defined threshold A



Chapter 6. An Fxploration on Small Cluster 128

Fig. 6.2 is a typical working pattern for the interdependent networks: the giant
components a; and b; are partially dependent. Small clusters may fully interde-
pendent (by, a1) or partially interdependent (ay, by) on the giant components. It
is possible that two small clusters may mutually interdependent and thus operate

properly, such as as and bs.

The way that the recent studies [3, 15, 20] used that only considering largest cluster
is inappropriate, because significant part of network is ignored deliberately. In the
remaining parts of this chapter, we will study the sizes of small clusters in the
interdependent networks, and reveal how the network structure and initial failure

impact small clusters.

Problem Definition : Given G, = (V},, E,) and G. = (V,, E.) representing phys-
ical resource network and computational resource network respectively, e.g., power
grid and communication network, a set of failure nodes V; C V}, is applied to the
network Gp,. Due to the interdependence, G, and G, fragment to two sets of clus-
ters S,(Vy) = {Gp1, Gpa, Gps......} and S.(Vy) = {Ga,Gea, Ges......} respectively.
Besides the largest clusters G; and G.1, we are interested in the fractions of oper-
ating small clusters {Ga, ...... Gpi} and {Gea, ...... G;}, where the two assumptions
mentioned above are satisfied that: 1) {|Gpal, |Geal, ......|Gpil, |Ges|} > A; 2) each
node involved has at least one inter link. Moreover, as different interdependence
models indicating quite different system vulnerabilities, we will compare our ‘k-
n’ model [3] with ‘one-to-one’ [15, 17] to discuss how interdependence affects the

small clusters.

6.2 Mathematical Estimation

In this section, we indicate a method to estimate the functioning giant components

and small clusters in interdependent networks, under two interdependence models
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‘k-n’ and ‘one-to-one’.

Although given the same network model parameters, e.g., power law exponent
or mean degree, we may obtain different structures. Thus, in this section, we
use mean filed to study the ensembles of G, and G.. Definitions and notations
are listed in Table 6.2. We introduce a notation F(¢,G)) from [20] to represent
the expected fraction of giant component in the subnetwork which occupies the
fraction ¢ of the nodes in the entire network G,,. Similarly, F'(¢, G.) is the fraction
of giant component for network G.. We begin random failure set Vy with the size

of (1 —¢)-|G,| on network G,,.

We briefly introduce ‘k-n’ and ‘one-to-one’ models to help us understand this

section more profoundly.

» ‘k-n’interdependence model was proposed for smart power grid, where the nodes
in G, are divided into information relay nodes and control nodes. Each node in
G. is supported by only one node in G,, while each node in G, is monitored and
operated by k control nodes. On the other hand, each control node has the same
ability to operate n nodes in G,. Two types of unidirectional inter links exist in
the model: energy-dependency and control-dependency. An example is given in

Fig. 6.3(a).

» ‘one-to-one’ model is a simple and widely used model, where each node in G,
depends on exactly one unique node in G, and vice versa. The nodes in each
pair connected by one inter link are mutually dependent. Therefore, |G,| = |G.|

is satisfied in this model. Fig. 6.3(b) indicates an example of ‘one-to-one’ model.

Theorem 6.1. Recall A is the threshold size above which we consider the small
cluster could operate independently. Then, it follows that a smaller value of A

leads to a higher robust interdependent system.
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(b) one-to-one

FIGURE 6.3: (a) k-n interdependence model with k=1, n=2. The inter link is
unidirectional. (b) each node in G, depends on exactly one unique node in G..
Proof. Consider the ‘k-n’ interdependence model. Let S(¢, Gp, A) represent the
fraction of operating small clusters whose sizes are greater than A in network G,
with 1 — ¢ of network failing. We begin the random removal of a fraction 1 — ¢
of nodes in Gj,. The fraction of remaining network p;, = ¢. The nodes belong
to giant component and small clusters with sizes greater than A could operate.

Thus, the remaining functioning fraction p,, is given by

Hpr = Py + (F (11, Gp) + Sy, Gy, A)) (6.1)
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TABLE 6.2: Notations for math approximation

G, | physical resource network, e.g., power

grid

G, | computational resource network, e.g.,

communication network

ty, | the fraction of nodes retaining at least
one inter link in G,

pi, | the fraction of nodes retaining at least

one inter link in G,

Iy, | the fraction of giant component and op-

erating small clusters in y,

[tc, | the fraction of giant component and op-

erating small clusters in p,

A | the small cluster threshold size above

which we consider it could operate

0 | the number of operating small clusters

with sizes over A

As the network G, fragmentation, a part of inter links is removed. Some nodes in
network G. lose inter link and thus stop function. the probability for one energy
inter link removal is 1 — p,, (See details in [3]). The fraction of nodes in G, that
has an inter link is approximate to j,,. So, we have y,, = p1,,,. Then, the fraction

of operating giant component and small clusters in G, is given by

ey = 1Ly - (F(ply. Go) + S(hl, Gy A)) (6.2)

The failure in G, causes further failures in G,. As a result, the fraction 1 — p,
of control centers are removed, given the network size |G,| is large enough. The
probability for each control inter link to be removed is approximated by 1 — p.,
because each control center has the same ability to control n nodes. With this
respective, a node in G, loses all its k control links with the probability of (1— g, )".
The fraction 4, of nodes with at least one inter control link is (1 — (1 — ¢, )*) - 1, -
By the transformation idea in [3], we consider the effect of removing the fraction
of 1 — i, of nodes in p,, has the same effect as taking out the same fraction size

from g7, . Thereby, from initial network G, to u,,, we have the following equivalent
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removing process:

1_¢+¢'(1_Mcz)k:1_(¢_¢'(1_M02)k)'

Thus, the equivalent 1, = ¢ - (1 — (1 — ju,)*). The fraction of operating clusters
is

Hps = Py * (F (11, Gp) + S(pgyy, G, A)) (6.3)

Once repeat the above steps, we can observe the pattern of these equations as

follows:
fp, = ¢
fpy = Py, - (F(ti,, Gp) + Sy, Gy A))
fpy = ¢ (1= (1 = piey)")
Hps = g (F 1y Gp) + (1, G, A))
Mgy = @ (1= (1 = p1ey;)")
Mpojir = Hpg, oy (F (B, s Gp) + Sy, 1 G A))
and
Hey = Ipy
fey = Moy - (F(ptey, Ge) + S(pe,, Ge, A))
Hey = Hps

Hey = :u/04 ’ (F(/L/cw GC) + S('U’,C47 GC’ A))
HIcQj = Hpy;1
Foeg; = N’/Czj ’ (F('ule’ Ge) + S(M/@j’ Ge, )
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Once the cascading failures stop, at the final steady state, the following equations

hold

’ o o
MP2J’+1 o up2j+3 - 'up2j71

;o oy
/’LCQJ' - /’LCQj+2 - /’LC2j72

because both G, and G, stop fragmenting. Let z = u;zjﬂ = ,%2#3 = /‘;2]‘71 and
Y = Moy, = Heyyoy = Hey,_,» then we have:

Yy=x- (F(xaGp) +S<x7Gp>A))

The fractions of operating giant component and small clusters in the final steady

state are given by

im0 flp; = ppo, = 7 - (F(1,Gp) + S(x, Gy, A))

hmJ‘NX’ /’I’Cj = :ucoo = 3/ ' (F(y7 Gc) + S(Z/; GC7 A))

Theoretically, once solving = and y in Eq. (6.4), we reach to the final results.
While, no analytical theory is yet available to give the closed-forms of F'(-) and

S(-). But we still can derive some conclusions from these equations.

We use 7 to denote the probability that a random chosen vertex belongs to a

small cluster with the size exactly s in total. The generating function of 7, is

H(Z):7T1'Z+7T2'Z2+7T3'23+7T4'Z4+7T5'Z5+"' (66)

Combining the threshold A, we have

H(z)|ssa =7a- 2% +map - 22T+ (6.7)
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Once reducing the size threshold A, the value of left of Eq. (6.7) increases. In
other words, the fraction of operating small clusters increases. Therefore, we can
conclude S(y,G.,A) and S(z,G)p, A) on the right side of Eq. (6.4) would grow.
Consequently, the left side z and y would increase. Given F(¢,G)p) and F(¢,G.)
are monotone increasing functions [21], Eq. (6.5) deterministically grows. Thus,

a smaller value of A leads to a higher robust interdependent system. O

Lemma 6.2. In ‘k-n’ interdependence model, there exists an upper bound on the

fraction of operating small clusters.

Proof. First of all, we have,

0<F(z,Gp) +S(x,Gp,A) <z
(6.8)

0< F(y,G.) +S(y,Ge, A) <y

From the result in [3], we get that for a large value of k, the giant components
F(z,G,) and F(y,G.) approach to = and y respectively. In other words, with
a strong interdependence, the remaining parts in both networks are almost fully

connected. In this case, the fractions of small clusters hold that

0<8(x,Gp,A) <z —F(2,G,) =0

0<S(y,Ge,A) <y—F(y,G.) =0

On the other hand, there are no survivals (both giant component and small cluster)
if £ =0, according to Eq. (6.4). Thus, as k is increasing from 0 to infinite, both
S(¢p,Gp, A) and S(¢, G, A) start from zero and vanish to zero, which completes

the proof. 0

Theorem 6.3. In ‘k-n’ interdependence model, an upper bound exists for the

number of operating small clusters d.
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Proof. Consider S(z,G)p, A), a loose bound follows that:
0<6<S5(x,G,,A)/A (6.10)

While, the mean size of the small cluster containing a randomly chosen operat-
ing node is given by: § = ZLG;AIFIS-WS/ZL?A”*I 75, where |G| is the giant
component size of GG,. A tight bound of ¢ could be obtained by

S(x, Gy A) - S g
0 S 5 S S(x7Gp7A> _ (x7 P> ) ZSEA T (6]_]_)

S |Gp1|—1 .
ZSZA ST

As proven in Lemma 6.2, S(z, Gy, A) has an upper bound, thus, we can conclude

that ¢ also has an upper bound. O]

We also study the widely used ‘one-to-one’ interdependence model [15]. Once

repeat the steps above, we obtain new transcendental equations:

T = ¢ ' (F<y7 Gc) + S(Z/a Gca A))
(6.12)

y=mx-(F(z, Gp) +S(vap’A))

In general, it is difficult to derive the expression for x and y. Deriving the closed-

form of F(y,G.) and S(y,G.,A) is a tough task and still an open problem.

6.3 Experiments

In this section, we use the extensive simulations to reveal how different network

topologies and interdependence affect the small clusters.
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6.3.1 Simulation Setup

We build synthetic random, scale-free and small-world networks using Erdos-Rényi
model, Barabasi-Albert model and Watts and Strogatz model [21] respectively. We
also use real Western States Power Grid data [4], where the data set could be found

at [151].

We write a specific program using Java to simulate the cascading failure process
in interdependent networks. In all the experiments the following approach is em-

ployed:

e we construct one or two synthetic networks

e then, we couple two synthetic networks or one synthetic network with West-

ern States Power Grid using ‘k-n’ or ‘one-to-one’ interdependence models.

e we choose nodes in network G, as failure or attack randomly or depending

on the degrees.

e the failure propagates between the two networks. Our program simulates

each stage, stores and updates the network information.

e finally, our program calculates the number of survived nodes and the number

of clusters in both networks.

6.3.2 Interdependence Impacts

To study how small clusters be affected by the interdependence between coupled
networks, we compare the ‘k-n’ interdependence model [3] with the widely used
‘one-to-one’ model [15, 17]. We couple two synthetic small-world networks using

both models. The results are given in Fig. 6.4. Some observations are as follows:
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FIGURE 6.4: The impacts of interdependencies on smaller clusters. We use

coupled small-world networks for the implementations. For (a), (b), (c), (d)

and (e), the sizes of G), and G. are 4000 and 6000. For ‘one-to-one’ model

(f), both networks have the same size of 5000. We set the small cluster size
threshold A = 20.

» Generally speaking, we observe that unless the interdependent networks col-

lapse, the small clusters surviving from the cascading failures occupy a big part of

the system. In the case of (c), (d) and (e), the fractions of operating small clusters

could be greater than 40% of the whole system. In Fig. 6.4(d), when |V}| = 120,

the size of small clusters (41%) even exceeds the size of largest cluster (27%) in
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FIGURE 6.5: Largest cluster and small clusters for various A. Recall that A is

the critical size beyond which the component is considered as the small cluster.

We use ‘k-n’ interdependence model to couple two synthetic scale-free networks

Gy and G, with the power law exponents 2.5 and 3 respectively. Initially, G),

and G, have 4000 and 6000 nodes, respectively, random failure set V; is applied
to Gp.

G,.

» Asshown in (a), (b) and (c), the proportions of small clusters first increase with
the growing of |V, then decrease to zero once the entire system fails. The sum of
largest cluster and small clusters keeps stable (approximate 95%) for [V < 120
in (c).

This value for case (b) is also 95% if |V}| < 60, after which the size of

functioning clusters drops quickly.

» In ‘k-n’ interdependence model, comparing (a), (¢) and (b), (d), we find in-
creasing k could increase both largest cluster and small cluster sizes. The reason
is that higher value of k means the node in G, is operated by more control nodes.

The hardware redundancy improves the system robustness [3]. Notice that the
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proportion of small clusters does not grow unlimitedly. As shown in (d) and (e),
the small cluster size experiences a slightly reduction even we raise k from 3 to
4. But, at the same time, the largest cluster keeps growing. The reason of this
phenomenon is that once G, and G, are tightly coupled, the nodes are more likely
to survive and stay in the largest cluster, which potentially affects the sizes of
small clusters. Therefore, for the small values of k, the small cluster proportion
is monotonously increasing as the raise of k. Then it decreases because the in-
creasing largest cluster contests the nodes. The finding here proves our Lemma

6.2 that an upper bound exists for the fraction of operating small clusters.

» Recall different values of n do not affect the total number of inter links [3], thus
do not improve the system robustness. The findings in (a), (b), (c) and (d) have
the similar results. Comparing (a) and (b), one can observe that raising n leads
to a flatter transition [3], and thus causes a different distribution of small clusters
when 60 < |V¢| < 120. Same thing occurs in (c¢) and (d). Therefore, according
to our simulations, the value of n has the impacts on small clusters rather than

largest cluster.

» (f) reports how ’one-to-one’ interdependence model affects the small clusters,
which only occupy a small fraction of the entire system. One interesting observa-
tion is that the sums of largest cluster and small cluster for G, and G. are equal.
In other words, these two coupled networks have the same number of survivals.
As required by 'one-to-one’ model, each node in GG, depends on exactly one unique
node in GG.. Each survival node has the unique interdependent node for operating.

Thereby, the numbers of survival nodes in G, and G, are equal.

6.3.3 Tiny Pieces in Interdependent Networks

We are also interested in revealing how the interdependent networks look like once

they get fragmented, in terms of clusters distributions. As percolation theory
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FIGURE 6.6: Impacts of network topologies on small clusters. For coupled
scale-free networks, G, and G, have the power law exponents of 2.5 and 3
respectively. The mean degrees of nodes in coupled random networks and small-
world networks are 2.45 and 2.4. ‘k-n’ interdependence model is applied, with
k=2, n=3. Initially, G, has 4000 nodes, G. has 6000 nodes. A = 20.
pointed out, there exists a constant threshold for the proportion of faulty nodes,
beyond which the system collapses [19]. Our study [3] found once the whole

system collapse, even the small clusters cannot survive, i.e., the networks break

to disconnected tiny pieces.
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While, if the system does not collapse, the small clusters occupy a significant
proportion according to Fig. 6.5. We notice with the increasing of A, the fraction
of small clusters and the size of largest cluster dramatically reduce at the same
time. Both G, and G. keep the stable sizes of survivals if A equals to 2, but are
close to vanish as A growing to 20. This phenomenon indicates that considering
small clusters into account or not highly affects the final results. The findings in
Fig. 6.5 also prove our Theorem 6.1 that a smaller value of A leads to a higher
robust interdependent system. Thereby, only using giant component to study the

interdependent networks is not enough to draw the accurate conclusions.

The more important observation here is that the threshold A causes different
proportions of small clusters in the final steady state. As shown in Fig. 6.5(a)
and Fig. 6.5(b), the fraction of small clusters occupies at most 20% of the net-
work. But for Fig. 6.5(c) and Fig. 6.5(d), 2% to 5% of the network is consisted
by small clusters. This gives us an overview on how {|Gpi|, |Gpel, ......|Gpi|} and
{|Gal, |Geal, - |G|} distribute. In our simulation case, except the largest clus-
ter, about 3% of networks are the small cluster whose sizes are over 20 in G.. A
significant fraction of G is consisted of the tiny clusters with the sizes approximate

to 2. While, the remaining parts of the network are the isolated single vertex.

6.3.4 Various Network Topologies

To study how different network topologies affect the characteristics of small clus-
ters, we implement three scenarios of coupled network topologies, as shown in
Fig. 6.6. To make the results convincing, we let the nodes in each scenario have
close mean degrees. According to Fig. 6.6(a), the small clusters is non-existent in
coupled random networks. In other words, only the largest cluster could survive
in the final steady state. While, the fraction of small clusters in coupled scale-free

networks is more or less stable for various sizes of [Vy|. The interesting thing for
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coupled small-world networks is that small clusters occupy a large proportion of

Gp, up to 10%. In the meanwhile, only 5% of G. is small clusters.

Comparing Fig. 6.6(b) and Fig. 6.6(c), one can observe that the small cluster sizes
of coupled small-world are greater than coupled scale-free, for both G, and G..
To explain the reason, we introduce an fundamental concept of scale-free network:
that most part of nodes which have few edges are connected by the ‘hub’ whose
degree is relatively high. The breakdown of ‘hub’ nodes may lead to disconnected

tiny clusters, sometimes even to plenty of isolated vertex.

We notice that the coupled random networks are of the most vulnerable among
all three implementations. Its counterpart, coupled small-world networks, has the

fastest degradation speed. 120 failure nodes could devastate both of them.

6.3.5 Number of Functioning Clusters

One problem we would like to ask is as we know there indeed exists some small
clusters surviving from the cascading failures, how many of them it could have.
For real world interdependent networks, this problem is translated to how many

isolated clusters could operate inter-dependently.

Fig. 6.7 reports the numbers of clusters that still function in interdependent
networks. Coupled random networks only consist the giant components if it is
still alive. None of working small clusters could be found. This is also proven by

Fig. 6.6(a) that the proportion of small clusters is zero.

Similarly, coupled small-world networks have the largest number of functioning
clusters, which are up to 15 in G, and 12 in G, i.e., at most 27 different clusters
could work together in this system. Coupled scale-free networks are in the middle,
having approximate 9 clusters in working in G.. These simulations results prove

our Theorem 6.3.
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FIGURE 6.7: The number of clusters that still operate after cascading failures
terminate. Coupled random networks (RN), scale-free networks (SF) and small-
world networks (SW) are configured using same parameters as in Fig. 6.6.

The principle from the observations is that both the number and the size of small

clusters are arrestive and have positive impacts on studying the interdependent

networks.

6.3.6 Various Coupling Schemes

The random interdependency usually does not occur in real interdependent sys-
tems. It is much more common that a central computational station depends on
a central physical node, and vice versa [152]. Moreover, the coupled networks
display some similarity in structure. An overpopulated area has many physical

resources as well as many computational resources.

Fig. 6.8 shows different coupling methods in terms of ‘one-to-one’ model. We
couple two small world networks by connecting high degree node in G}, with high
degree node in G, in Fig. 6.8(a). Compared with Fig. 6.4(f), degree-based cou-

pling scheme is significantly more robust to random failure.
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FIGURE 6.8: Different coupling methods. Both networks are small world topol-
ogy, with the same size of 5000. We set the small cluster size threshold A = 10.
We also compare preferential coupling scheme in Fig. 6.8(b), where the neigh-
bors of coupled pair are tending to be coupled. This scheme is also much more

robustness than random coupling scheme.

The fractions of operating small clusters in these two schemes are also significantly

noticeable.
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FIGURE 6.9: The sizes of small clusters and largest cluster caused by initial fail-

ure Vy. We couple Western States Power Grid (Gp) and an synthetic scale-free

network (G.) using our ‘k-n’ interdependence model, with k=2, n=3. Barabdsi-

Albert model is used to generate scale-free network with power law exponent

3. The initial network sizes are 4941 and 6000 for G, and G, respectively. The

initial failures Vy start from G,. We show the average results of 20 instances
for each.
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6.3.7 Three Attack Schemes

Previous sections study the small clusters caused by the random failure Vy. While,
the targeted attacks to some critical nodes possibly happen in the real-life net-

works. We evaluate the sizes of small clusters of three different attack strategies:

o Inter Degree Priority Attack: the nodes in V; have the highest degrees of

inter links. Those nodes are targeted to be attacked in the beginning.

e [ntra Degree Priority Attack: the nodes with highest intra degrees are prior

to be attacked.

e Random Attack: failure nodes are randomly chosen.

We use the real Western States Power Grid and an synthetic scale-free network
to construct the interdependent networks. The Western Power has 4941 nodes
with 6594 edges, the synthetic scale-free network generated has the power law
exponent of 3, with the initial size of 6000. Our previous ‘k-n’ model [3] is applied
to build the interdependence. Recall V; C V), we should first find the appropriate

candidates for V; among the Western States.

Fig. 6.9 reports the sizes of largest clusters and small clusters caused by different
attack strategies. We observe no matter which attack we use, the size of func-
tioning small clusters is almost equal to zero in ). In other words, if the system
survives from the cascading failures, G, only consists a largest cluster. In the
meanwhile, the remaining parts fragment into massive tiny pieces. while, things
are different in its counterpart GG, where the considerable fraction of small clus-
ters still operate. According to Fig. 6.9, approximate 3% to 5% proportion of
the initial G. survives. The interesting finding is that this proportion keeps stable
for various |Vy|, which, at the same time, leads to quite different sizes of largest

clusters.
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One also can observe that the Intra Degree Priority Attack destroys the whole
system very effectively. The first 40 nodes with the highest intra degrees could
devastate both networks. It needs 50 nodes for Inter Degree Priority Attack strat-
egy to complete the same mission. By contrast, the interdependent networks
perform much better under Random Attack, where 40 failure nodes only affect a

small part on G, and G..

The principle given by these results is that different attack strategies do not affect
the proportion of operating small clusters in the interdependent network. On the
other hand, they indeed lead to the different vulnerabilities. Targeted attack makes
the interdependent networks more fragile, especially when the attacker chooses the

candidates with high intra degrees.

6.3.8 Discussion of Observations

As we found in Section 6.1, the small-world network has the highest average size
of small clusters, compared with random network and scale-free network. What
we observed in this section is quite similar. The coupled small-world networks
generally have the highest fractions of operating small clusters. One difference
is that Fig. 6.7 tells us the number of operating clusters for coupled small-world
networks is higher than the counterparts. While, in the single network, this number
should be the lowest, according to Table 6.1. The reason is that although the
number of clusters is not as large as the others, the small-world network has
significant part of clusters whose sizes are quite bigger, which are more likely to
survive from cascading failures. We also find in interdependent random networks,
small cluster is almost non existent. Thus, only studying giant component is

enough in such networks.
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6.4 Conclusions

In interdependent networks, except giant component, the small clusters play im-
portant roles. We indicate a percolation based mathematical tool to study the
small clusters under different interdependence models and network topologies.
Both mathematical and experimental results demonstrate that an upper bound
exists for the fraction of operating small clusters. We also discover that the inter-
dependent small world networks generally have the highest fractions of operating

small clusters.

This work is helpful to find insightful characteristics of small clusters in interde-
pendent networks. While, due to the lack of math tools, no analytical theory is

yet available. This could be a possible direction we can work on.



Chapter 7

Summary and Conclusion

This chapter summarizes the research this thesis endeavours so far, and describes

the plan for future work.

7.1 Conclusions on the Present Work

As described in Section 1.2, this thesis aims to study the cascading failures in
interdependent cyber physical systems. The inter relation between the physical
resource network and computational resource network is a key factor that affects
the system robustness. We survey the existing research on CPS and interdependent
networks in Chapter 2, and find the existing interdependence models are too simple
to feature the real world CPS. For this reason, two novel models are proposed in

Chapter 3 and 4.

The ‘One-to-Multiple’ model in Chapter 3 considers the fact that a physical re-
source node provides service for multiple computational nodes, e.g., a power station
supplies hundreds of thousands computers and routers. A Ball-Bin allocation is
applied to construct the inter relations between the nodes of two networks. Start-

ing from a tiny fraction of random failure, the whole cascading failures process

149
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is shown by using the percolation theory. The results clearly demonstrate that
the proposed model is fragile. Theoretically, the transition at the critical point is
first-order discontinuous, while this only happens once the sizes of networks are

infinite.

Now, we have a view on such interdependent system that a tiny failure could lead
to the entire collapse. To improve the robustness, we extend to a new ‘k-n” model
in Chapter 4, where the inter relation is multiple to multiple. A few nodes in
computational resource network are selected as the operation centers, which are
used to deal with information and make decisions. Each physical resource node is
operated by multiple operation centers. This model utilizes the hardware redun-
dancy to improve the robustness. Apparently, redundancy means the increase of

the cost. We study how this redundancy affects the system performance.

In Chapter 5, the smart grid is specifically analyzed in terms of two types of
cascading failures that simultaneously occur. We use the load propagation model
described in Section 2.4.2, and combine it with the ‘k-n” model. As discussed, the
tolerance parameter 7', defined as the ratio of capacity to initial load, is the key
factor in the analyzing of load propagation. A mathematical tool is developed to
estimate the threshold 77, below which the entire system may experience both the
load propagation failures and interdependent cascading failures once suffers from
the random attack. The results demonstrate that the upper bound performance
exists once T' goes to infinite. The interesting thing is that the fraction of survivals

in power grid is always greater than that in communication network.

The previous chapters are based on the assumption that the operating node nec-
essarily belongs to the giant component. However, we believe in interdependent
networks, except the giant component, the small clusters play an important role
in the cascading failure process. In Chapter 6, we explore the small cluster not

only in interdependent networks, but also in single network. We first introduce an
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overview on how small clusters distribute in various single networks. Then we pro-
pose a percolation theory based mathematical method to study how small clusters
be affected by the interdependence between two coupled networks. We prove that
the upper bounds exist for both the fraction and the number of operating small

clusters. Our simulation draw very insightful conclusions in this chapter.

The contributions in this work are helpful to understand the structures of cyber
physical system, and understand how cascading failure affects this system. Our

aim is to motivate a wide assortment of further research works on this topic.

7.2 Future Plans

In alignment with the overall thesis goal, we feel that the following research direc-

tions could be undertaken in the future.

7.2.1 Targeted Attack on Critical Nodes

This thesis work is focusing on random attack, where each node gets failed with
same probability. We show that due to the coupling between two networks, the
entire system is extremely vulnerable to random failure. However, initial failure
in most real scenarios is not random. It may be due to the targeted attack on
hub nodes with high degrees or high betweenness. It also could be attack on low

degree nodes because hubs are purposely defended [25].

In Section 6.3.7, we simply compare the Inter Degree Attack, Intra Degree Attack
and Random Attack under proposed ‘k-n” model. It is shown that the targeted

attack on high degree nodes has a dramatic effect on system robustness.

The research goal would then be to derive a general approach that analyzes the

targeted attack upon different interdependence models.
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7.2.2 Coupling Scenarios

The above studies assume that the pairs of interdependent nodes from two net-
works are randomly connected. However, in real world scenarios, it is much more
common that a central computational station depends on a central physical node,
and vice versa [152]. Moreover, the coupled networks display some similarity in
structure. An overpopulated area has many physical resources as well as many

computational resources.

The different coupling methods themselves will lead to very different results as
well. We compare degree-based coupling scheme and preferential-based coupling
scheme in Section 6.3.6, and find both these two are more robustness than random
coupling against random failure. Therefore, future research on studying different

coupling scenarios is quite necessary.

7.2.3 Electrical Features of Power Grid

In Section 2.4.3, we introduce two approaches to study the cascading failure in
power grid: pure topological approach and hybrid approach. The pure topological
approach focuses on studying the static failure in the network, primarily on how the
connectivity changes. These work normally use graph theory, stochastic method

and percolation theory to assess the power grid vulnerability.

The analysis based on hybrid approach is combining the complex network theory
with the features of the electricity, such like the transmission line flow limit and
voltage sag. Hybrid approach could provide fundamental insights on power sys-
tems, but on the other hand, the computation burden is heavy due to the large

scale and complexity [136].

However, most of the existing work on interdependent networks is trying to indi-

cate a general analysis tool, with only considering the network topological features,
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e.g., node degree and betweenness. Therefore, the physical features of networks
are neglected. In future work, we would take more real physical features into ac-
count, such like power flow and node capacity. This would give more insightful

results for interdependent cyber physical system.
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