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Abstract

This thesis consists of multiple projects that work towards the realistic implementation of real-
world high-dimensional quantum key distribution protocols within the confines of Earth’s at-
mosphere. First, we investigate the behaviour of the atmosphere of a 5.4 km free-space channel
over the city of Ottawa, Ontario, Canada. This data was collected over a period of 9 months,
and is ongoing as of the writing of this thesis. Using the data collected, we have created an
Al-based approach to predict atmospheric conditions up to 12 hours in advance. We then per-
formed a simulated quantum communication protocol under different atmospheric conditions
to predict the performance of such a protocol. This Al tool will be capable of providing per-
formance forecasts of future quantum networks. Next, we investigate the implementation of
an adaptive optics system into a laboratory-scale quantum communications channel with tur-
bulence. We investigated the effects of the turbulence on the transmission of the optical modes
through the channel as well as the restorative effects of the adaptive optics system. These re-
sults are placed in the context of the theoretical performance of a quantum key distribution
system, showing that the implementation of adaptive optics allows for quantum communica-
tions where it was otherwise impossible. These two works pave the way for future quantum
networks operating under atmospheric conditions. We have shown that it is possible to con-
fidently provide predictions of the quality of a quantum channel. However, in the future, this
could be applied to a quantum network with many nodes and channels, potentially allowing
for optimization of the network according to future weather conditions. The same network
would additionally benefit from the implementation of adaptive optics, allowing for quantum

communications when it would otherwise render the network ineffective.
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Introduction

1.1 Overview

Effective and detailed communication is one of the most important capabilities of human be-
ings, being one of the main characteristics separating us from other species. Throughout
history, we have developed more and more advanced methods of communication; complex
speech, writing, printing, radio, television, and most recently the Internet of Things. Each
of these technological advancements changed the way humans relate to one another. Speech
allowed us to form complex relationships with each other, writing allowed complex societies
to organize among people who did not know each other, the printing press and radio allowed
mass dissemination of information to the public, and finally the Internet has made it possible
for nearly any pair of humans on Earth to communicate one-on-one with each other instanta-
neously.

However, not all communications are designed to be made public, and efforts to encrypt
messages have been around almost as long as writing itself [1]. Since ancient times, people
have used different approaches to make a message secure. For example, the Romans used a
tool, named scytale, to securely encrypt messages. The scytale consisted of a cylindrical rod

around which a strip of parchment or leather was wound. The sender would write the message



Figure 1: Example of an ancient scytale: The scytale is an early encryption tool used by
parties who possessed identical cylinders of the same radius. To encrypt a message, a strip of
parchment was wrapped around the cylinder, and the message was written along the length of
the cylinder. The strip was then unwrapped and sent to the recipient, who could decrypt the
message by rewrapping it around a cylinder with the same radius, revealing the hidden text. ©
CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=1698345

on the strip while it was wrapped around the rod. When unwrapped, the text appeared as an un-
readable sequence of letters. The recipient, who had a rod of the same diameter, could decode
the message by wrapping the strip around the rod, revealing the original text. An alternative
and widely used approach is to switch letters in the alphabet to protect your messages from
being read by the unintended receiver; this is known as the shift or Caesar cypher. Both exam-
ples require the receiver and sender of the message to agree on the encryption and decryption
method prior to share the message.

With modern mathematical techniques and the sheer computational power available to-
day, cyphers are no longer secure. Most encryption in the modern era is performed using a
public-key technique commonly called the RSA (Rivest-Shamir-Adleman) protocol [2]. This
encryption technique takes advantage of the fact that there is no known algorithm for efficiently
factoring large numbers using classical computers [3]. By choosing a public and private key
that is made up of prime numbers of sufficient length, the users can guarantee that a guess and
check attack will, on average, take a sufficiently long time to decrypt the message.

RSA is the backbone of modern Internet infrastructure, but it has a major flaw; the difficulty



of factoring large numbers will soon be a problem of the past. Although practical quantum
computers are not yet ready, the theory supporting them is quite mature. A simple method to
efficiently factor numbers using Shor’s algorithm on a quantum computer is well known [4].
The only way to guarantee absolute security is to encrypt communication with a one-time pad
consisting of completely random bits [5]. The issue is then how to distribute this one-time pad
without unwanted eavesdroppers getting a hold of it.

Quantum Key Distribution (QKD) is one possible solution for the sharing of secret keys,
allowing two parties, namely Alice and Bob, to generate a shared key that they know with cer-
tainty has not been leaked to external parties. QKD, or what the authors referred to as Quantum
Key Establishment, was introduced in 1984 by Charles Bennett and Gilles Brassard [6], where
they outline the basics of how to use single-photons with information encoded in polarization
to share a one-time pad. This protocol was aptly named BB84 after the originators. In 1992
came the first experimental demonstrations performed by Bennet and Brassard, generating a
key of length 1379 bits over a 32.5 cm channel in 10 minutes [7]. Between these two events,
in 1991, Artur Ekert published a protocol very similar to that of BB84, but utilizing the entan-
glement of photons and proving the security based on Bell’s inequalities [8].

Since these events in the 80 s and 90 s, monumental theoretical developments have come to
pass in the field of quantum cryptography. While initially, the security of QKD was only shown
for infinite key length, which is not physically meaningful, a proof was given showing that the
technique is secure even in the finite-key regime [9]. The introduction of device-independent
QKD showed that one did not require a perfect source for guaranteed security [10]. Twin-field
QKD pushed the limits of how long a quantum-secure channel can be. Research began utilizing
different photonic degrees of freedom than polarization for encoding [11]. The application of
decoy states showed that security can be achieved with weak coherent pulses, reducing the dif-
ficult burden of requiring an efficient true quantum source [12]. Specifically for this thesis, the
development of a high-dimensional protocol showed the benefits of higher information den-
sity and greater error tolerance within the quantum channel [13, 14]. To obtain the benefits of
high-dimensional QKD, one is required to use degrees of freedom other than polarization since
polarization is only bidimensional. Optical orbital angular momentum, frequency, or time-bin
provide unbounded mathematical (Hilbert) spaces, and thus would be excellent candidates,
though each has their own benefits and drawbacks.

Along with theory, much development has occurred experimentally since the inception of
the field of quantum cryptography. Up to today, QKD has been performed at a distance of
1000 km [15] (with a low key rate), with key rates up to 100 MB/s (at a distance of only 10



km in fibre) [16]. High-dimensional QKD systems have been investigated in both fiber and
the atmosphere using many degrees of freedom [17, 18, 19, 20]. QKD with a key rate on the
order of kb/s has even been performed between a ground station and a satellite [21]. In the last
decade, technology has even begun to be commercialized by companies such as ID Quantique,
Luxquanta, and Toshiba.

While QKD in a static environment, such as through fibre, is functional for links that may
be connected once and will never be disconnected, there remain situations where fibre-based
links are not feasible or do not make sense [22]. Examples are earth-satellite links, moving
vehicles, or any temporary operating location where infrastructure cannot be put in place. In
all of these cases, the implementation of QKD will require that the signal must pass through
the Earth’s atmosphere, making the channel “free-space”. This term is in quotations, because
a truly free-space channel would be through a vacuum. Henceforth, while not exact, the term
“free-space” shall be used without quotations in reference to an optical channel that is in the
atmosphere.

The atmosphere may seem like a great place to perform long-range optical experiments,
after all we use our eyes to detect objects at a distance without problem every day. While this
is true, it is not the whole story. If one looks up at the night sky, it is clear that the stars are
twinkling, and this is not because of intensity fluctuations from the star. Looking at the road
on a hot summer day, it is possible to see the reflection of the sky, but this is not because of a
puddle on the road. These common effects are due to gradients in the refractive index of the air
along the path that the light is taking. Just as the path of light bends when traveling between
two media with different refractive indices, so will it bend when travelling along a path with
changing refractive index. This free-space phenomenon, called atmospheric turbulence, is the
result of gradients in temperature, humidity, wind speed, and other meteorological parameters
[23]. More than changing the direction of light travelling through it, atmospheric turbulence
will introduce spatially varying phase shifts into a propagating beam. The mode of light as sent
will not be the one measured at the receiver, it will be the product of the original mode, along
with the phase volume in the turbulent channel, and the propagation of the beam. This may
limit the capacity to detect the incoming light, as the detection schemes are often dependent
on the mode of the incoming light, such as single-mode fibres only allowing for the coupling
Gaussian beams. If one is attempting to use the phase of the light to encode information,
atmospheric turbulence can become an even greater problem, as the information will become
distorted or even destroyed along propagation through the channel [24].

This thesis will go over works performed to implement quantum key distribution with high-



Figure 2: The planet Mars in varying turbulence conditions: Here, Mars is shown on subse-
quent evenings through a telescope. The difference in image quality here is due to the different
turbulence strengths on these nights, with the evening of image a) having relatively high tur-
bulence, and the evening of image b) being a relatively calm evening of turbulence. Photos

acquired from the YouTube channel “AstronomyLive”.

dimensional encoding in realistic free-space environments where turbulence is a factor. The
goal is to develop techniques and implement technologies that have so far not been considered

to enable quantum key distribution under conditions where it would otherwise be prohibited.

1.2 Light & its Degrees of Freedom

1.2.1 “And God said”

1 In the beginning God created the heaven and the earth.
2 And the earth was without form, and void; and darkness was upon the face of the deep. And

the Spirit of God moved upon the face of the waters.

3 And God said,
oB

VXE =—— 1
X oy (1a)
V-D=p, (1b)

oD

VxH=— 1
X ” +J (Ic)
V-B=0 (1d)



: and there was light. Here, D = ¢E and H = B/u are the displacement and magnetic fields,
respectively, in a linear medium. E is the electric field, B is the magnetic field, p, is the density
of electric charge and J is the current density, € and u are the permittivity and permeability of
the material, respectively.

Equations (1) are Maxwell’s equations, which govern the behavior of both electric and
magnetic fields. It is clear to see that these fields are intrinsically linked. Assuming there is no
charge density, p, = 0, and no current density, J = 0, utilizing the equations (1a) and (lc),

one will arrive at the following result for electric and magnetic fields in vacuum.

O*E
2 _
V’E - Moo = 0, (2)
&*B
V’B - — =0. 3
Hogo— 3 3)

These wave equations indicate that electromagnetic waves are seen to propagate in vacuum
with a speed of ¢ = 1/ +/uogy. These electromagnetic waves are most commonly experienced
by humans as light, i.e. at the visible domain. Light and electromagnetic waves, in general,
allow us to do more than see. They allow us to communicate and control objects remotely at
a rapid speed over long distances thanks to radio and the Internet of Things. Using different
properties of light, such as its intensity, frequency, and polarization, we have been able to pack
more and more bits of information into our communications. Most recently, its quantum nature
has begun to be exploited, but unlike the others, we now seek to utilize this property to increase

the security of our communications.

1.2.2 Polarization

For a plane wave, an electromagnetic wave propagating along the direction z, both the electric
and magnetic fields oscillate in the xy plane, orthogonal to the propagation direction. Thus, two
vectors are needed to determine the electric and magnetic fields in the xy plane. Traditionally
speaking, the vector that determines the tip of the electric field is known as the polarization of
the electromagnetic wave. As we discussed above, the polarization can take only two values;
commonly used horizontal (|H)) or vertical (|V)) polarization states, when the orientation of
the electric field is aligned with the x or y axis, respectively. These two polarizations corre-
spond to orthogonal modes, meaning that with a perfectly coherent beam both modes can be
occupied separately and do not overlap. Here, we used the Dirac bra-ket notation to describe

the bidimensional polarization states, and since they are independent, we get the following:
KH| V)P = 0. “4)
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These orthogonal polarization modes span a 2-dimensional vector space, with these two states
forming a qubit of information that can be encoded within the polarization of a single photon.
Keeping with the properties of qubits, the photon need not be restricted to only vertical or
horizontal polarization, but may exist in a state that is a linear superposition of the two with an

arbitrary relative phase. In general, an arbitrary polarization state can be written as such:
i¢ @
V) =alH)+Be” V)= 1, )
Be

where |a>+|B|* = 1. Special named cases arise when a = 3, and ¢ € {0, 7/4,/2,3m/2}. These
are diagonal (|D)), circular-left (|L)), antidiagonal (JA)), and circular-right (|R)) polarizations,
respectively. The names of these special cases describe the behavior of the oscillation of the
electric field vector with respect to the time in a given plane. The orthogonal pairs of |D) and
|A) have the electric field vector oscillating at +45° to the horizontal, respectively. The third
pair of |L) and |R) correspond to an electric field vector which rotates at a fixed magnitude
about the axis of propagation, with the direction of rotation given by the name, i.e. clockwise
or counterclockwise.

When quantizing the electromagnetic field, it can be seen that circularly polarized photons
carry spin angular momentum corresponding to +7 for |L) and —7 for |[R) per photon, where 7

is the reduced Planck constant.

1.2.3 Orbital Angular Momentum

Beyond spin angular momentum, i.e. polarization, it has been known that the electromagnetic
field can also carry orbital angular momentum (OAM) [25]. Unlike spin angular momentum,
OAM is not limited to 2 dimensions, and a photon may have a quantized OAM value (7,
{ € {—oo,...,00}, where ¢ is an integer number that defines the quantum number associated
with angular momentum.

A collimated optical beam (E(x,y, z)) that is propagating along the z-direction is well de-

scribed within the paraxial approximation and consequently with the paraxial wave equation;

(Vi + 2ika%) E(x,y,2) =0, (6)

where k is the wavenumber, V2 = 4 + 8§ is the transverse Laplacian operator is the plane
perpendicular to the optical path of the beam, i.e. in the x, y-plane. While there are many valid
solutions to the paraxial wave equation allowing for many modes of light, possessing certain

symmetries, to neatly propagate, the solutions of interest are the family of solutions with a



“twisted” phase pattern, leading to photons which carry OAM along the propagation direction.
One of these families of solutions are the Laguerre-Gaussian modes. Due to their cylindrical

symmetry, they are given in cylindrical coordinates r, ¢, z as:

1£] ) )
LGf,p(n(ﬁ,Z):ﬁ(ﬂ) exp( - )L'If'( 2 )

w(z)\w(2) wi(2)) " \w(2) )
ikr? . .
X exp (2R(z)) exp(ily) exp (l(kz - CDG(Z))).

Here, C;, = ((2p!)/n(p + |€)!)'/? is a normalization constant, w(z) = wo(l + (z/zz)*)"/? is the
beam waist at a propagation distance z with zzg = 7wj/A being the Rayleigh range, LLf' is the
generalized Laguerre polynomial, R(z) = z(1 + (z,/z)?) is the radius of curvature of the beam.
Finally, ®s(z) = 2p+1€]+ 1) arctan(z/zg) is the Gouy phase. The term exp(if¢) turns the beam
wavefront into a twisted structure with an {-number of twists.

LG modes are orthogonal in the transverse space, i.e.,

27 +00
(LGep|LGp ) o= f f LG} (r,¢,2) LGy (1, ¢, 2) dp rdr = 5¢,06,,. (8)
0 0

t=-2 t=-1

Intensity 1
2n

t=-3 t=0 t=1 t=2 =3

Figure 3: Intensity and phase distribution for LG,, modes with p € {0,1,2} and ¢ €

Phase

0

{-3,-1,-2,0,1,2,3}. The hue color and false color show the phase variation from 0 to 27

and the normalized intensity, respectively.

The integer number p is referred to as the radial number of LG modes, and corresponds to

the number of concentric rings of the mode, The value of p represents the number of additional

8



rings the mode has (there is always at least one), moving outward from the center of the beam.
Between each additional concentric ring the phase experiences a 7 jump radially. This work
does not focus on the radial number of the LG. However, we should consider both p and ¢
when optimizing the capacity of the communication channel.

Of particular interest in this solution is the phase factor of exp(i€¢). From this component
of the equation, it is clear that as the coordinate of ¢ goes from 0 to 2z, the phase will cycle
from O to 27 a number of times equal to €. This phasefront variation is where the orbital angular
momentum arises.

Varying only the value of ¢, a single photon with angular momentum 7¢ along the prop-
agation direction gains access to an infinite-dimensional Hilbert space, with each state being
described as (¢|€) := «/Lz? exp(if¢). Naturally, then, (£|€") = 6.

1.2.4 Time

In addition to spin and orbital angular momenta, photons possess other different degrees of
freedom. One of the most utilized is frequency, particularly in the context of division mul-
tiplexing in telecommunications, e.g. in fiber-based telecommunication, expanding the com-
munication bandwidth. Frequency and its conjugate, the time domain, are intrinsically linked
through the Fourier transform, and thus the time domain (modes or bins) is also used for
communication and photonic technologies. The main reason is that it is easier to generate,
manipulate, and detect photons in the time bin compared to the frequency. By leveraging
interferometers, it is possible to create a single photon or a coherent state in an arbitrary su-
perposition of two or more distinct time bins. The probability distribution and relative phases
between these time bins can be precisely controlled using phase shifters and beamsplitters
within the interferometer. Since the pulses corresponding to each time bin do not overlap tem-
porally, the time-bin states are inherently distinct, expanding the communication space, and
form orthogonal bases.

Moreover, beyond simple time-bin states, one can construct a set of orthogonal modes
within the temporal domain that lie within the coherence length of the photon. These modes,
characterized by the Gaussian coherence length, can be mathematically expressed using Her-
mite polynomials, that is, {f|7), = ¢, e Tf)an(t), where ¢, is a normalization factor and 7, is
the coherence time. This orthogonal set of modes, that is, ,(7| - |7),, = 0,,.», forms a complete
basis in the temporal domain, making them valuable tools for quantum information processing,

including applications such as the distribution of quantum keys.



1.3 Quantum Key Distribution

Quantum Key Distribution (QKD) is a method by which a one-time pad can be generated by
two parties, namely Alice and Bob, with which they can encrypt their data and send them
through a public channel. While traditional encryption protocols depend on the difficulty of
performing operations on a classical computer, such as factoring prime numbers, QKD can
theoretically be shown to provide unconditional security guaranteed by the laws of quantum
mechanics; conjugate quantities cannot be measured simultaneously. Notably, this also dictates
one of the no-go theorems, the no-cloning theorem, which prevents one from cloning arbitrary
quantum states without introducing imperfections to the clones. The no-cloning theorem states
that for any unknown quantum state, it is impossible to create a perfect copy [26]. This means
that unlike in classical communications, trying to read a message encoded in a quantum state
fundamentally changes the message, and any lost information cannot be recovered. Utilizing
this property, two parties can exchange information encoded in quantum states and are then
able to exchange information on the generation and measurements of these states to determine

if they have been modified between being sent and being received.

1.3.1 Mutually Unbiased Bases

A very important concept for the majority of quantum information processing, including QKD
protocols, is the idea of mutually unbiased bases (MUB). A basis that is mutually unbiased to
another basis has the property that each of its basis vectors are formed by a balanced superpo-
sition of all basis vectors in the other basis [27]. If a photon is in a state (m,n) that is part of a
basis (a@,a’), a measurement in a MUB will result in an equal chance of measuring any of the
states in the measurement basis.
N2 1/d, a #d
ICHEIE ©)
Ompn, ¥ =0
In truth, we have already seen the concept of MUB in the context of polarization states of
light. Spanning the 2 dimensional polarization space are the orthogonal vectors of {|H),|V)}.
However, another perfectly valid choice of basis vectors is the vectors |D) = %(|H Y+ |V)) and
14) = L(
antidiagonal basis, there is an equal chance to measure either the |D) or |A) state. In this sense,

|H) —|V)). If one measures a vertically or horizontally polarized photon on diagonal-

these bases are unbiased, that is, {|{H),|V)} are mutually unbaised bases to {|D),|A)}. As a
result, any information encoded in the original state, when measured in a MUB, is functionally

lost. Importantly, the same property exists with the choice of left- and right-hand circularly
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polarized basis. All three bases are mutually unbiased to each other, i.e. M, = {|{H),|V)} and
M, = {|A),|D)}, and M, = {|L),|R)}, My, M, and M, are mutually unbiased bases for a 2
dimensional space.

This is of course not limited to two dimensions as stated in equation (9). One way to
generate one of the MUB in a Hilbert space of higher dimensions is to apply a discrete quantum
Fourier transform to the states in the original (logical) basis. In a space of dimension d with

states of [, the discrete “Fourier basis™ is then:

1 d-1 .
4) =75 PSS (10)
i=0

where wg; = €?/?, This formulation will work in any dimension, but is not the only method
of generating MUB. It is well known that in any dimension where d is a prime number, or a
power of a prime, there are (d + 1) bases that are mutually unbiased to each other [28]. It is
unknown if this property holds true in all dimensions. One of the challenging dimension is
d = 6 = 2x 3 that is not a power of a prime number, which only 3 MUB are found. It is widely
believed however that this is the maximum bound to the number of MUB [29].

In such dimensions where d is a prime number, one can generate all (d + 1) MUB states
with the following recipe. Beginning with the logical basis, M, = {|¢8> , |w(1’> ey |:,02_1 >}, the
d states in M, = {|¢g> , ¢?‘> e |¢g_1>} are then given by:

1 d-1 '
[45) = 5 2@ @iy o). (11)
k=0

where a € {1,2,...,d}, wg = /4, sy =k +(k+ 1)+ ...+ (d - 1).

1.3.2 BB-84

The original QKD protocol outlined by Bennet & Brassard in their seminal 1984 conference

proceeding is the simplest and most straightforward protocol. The steps are outlined

1. Key Generation
Alice and Bob each generate a random string of bits to serve as their initial key. It is
important to note that this is a completely random process that cannot be guessed by a

third party. This then requires them to each utilize a quantum random number generator.

2. Encoding
Alice uses her random string of bits for two choices; the first is the decision on which

basis to encode the information. Alice will either encode her information in MUBO or
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MUBI1 which, in the context of polarization will be the choice of the horizontal-vertical
basis, or the diagonal-antidiagonal basis. Secondly, Alice encodes the bit of information
in the polarization of the photon, with one of the states representing “0” and the other

representing “1”.

. Transmission
The photon is sent through the channel, where it may be intercepted or acted upon by
an eavesdropper. Even without a bad actor affecting the channel, the photon’s state may

change upon propagation, introducing errors that must be attributed to an eavesdropper.

. Decoding

Bob receives the photon, and makes the choice of basis to measure in. This can be
done passively by using a simple beam splitter, or in more complex systems it could be
done actively with fast hardware such as an electro-optic modulator. If Bob measures
the photon state in the same basis in which it was encoded, assuming that no errors
are introduced by the channel, he will measure the correct state and gains one bit of
information. If Bob measures the photon state on an incorrect basis, due to the properties
of MUBs, the outcome of the measurement can be either of the states, i1.e. “0” or “1”

randomly. In this case, the information is lost and is irrecoverable.

. Public Discussion

After a sufficient number of photons are exchanged, Alice and Bob announce in a public
classical channel the basis in which each photon was prepared and measured. For each
instance that they prepared and measured on different bases, this bit is discarded, as Bob
will not have a 50% chance of guessing the encoded bit. All of the remaining bits in
which they prepared and measured in the same basis are maintained and make up their

initial shared key.

. Error Estimation

In a channel that has neither errors nor an eavesdropper, Alice and Bob now share a key
that matches exactly. In order to check for eavesdroppers, they must sacrifice a portion
of their key, publishing it on their public channel. Using this section of their key, they
ensure that the rate of errors (Q) is lower than the threshold required for guaranteed
security according to equation (12). If the error rate is not sufficiently lower to provide
the guarantee of security, the key is abandoned, and Alice and Bob must restart from
Step 1. It is important to note that this means QKD cannot prevent denial of service

attacks.
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7. Error Correction & Privacy Amplification
If the error rate is within a tolerable range, Alice and Bob can begin performing classi-
cal error correction algorithms such as parity checks to ensure that they have perfectly
matching keys. Finally, with a hashing function, Alice and Bob use their matching keys
to generate a new final key with a shorter length, reducing any mutual information that

Eve could have gained during the exchanging of photons [30].

8. Secure Communication
Alice and Bob now share a one-time pad with which they may encrypt their data. Alice
now takes her message (M) that is the same length as their shared key (K) and performs
a bitwise addition to generate the encrypted message (E), M €5 K = E. This encrypted
message is sent over a public classical channel, after which Bob performs the same

operation E € K = M to retrieve the message.

Alice’s bits 0 1 0 0 1 0 1 1 0
Alice’s encoding basis HV HYV |DA | HV | DA |HV|DA|HV | HV
Sent photon state [HY | (V) | |D) | [HY | |AY | [H)Y | |A)Y | |[V) | |H)
Bob’s measurement basis || HV | D, A | DA | HV | HbV | DA | DA | HV | D,A
Bob’s measured bits 0 1 0 0 0 1 1 1 0
Agreement on basis Yes | No | Yes | Yes | No | No | Yes | Yes | No
Sifted Key 0 0 0 1 1

Table 1: Simple example of a short BB-84 QKD protocol in a channel without errors up to step
5.

1.3.3 High Dimensional BB-84

Quantum key distribution can be performed in two dimensions, but can be extended into higher
dimensions. In this type of protocol, each MUB may have more states that encode more than
one bit of information per photon. If one has, for example, two MUBs (M,, M) then in
dimensions d, it has been shown that beyond the advantage of a higher information density, a
higher error tolerance can also be achieved [13] using a higher-dimensional protocol. Given
an error rate of a d-dimensional channel, Q, one can calculate the information density of the

channel per sifted photon, R(Q), i.e.,

R4(Q) = log, (d) - 2h4(Q), (12)
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where h;(Q) = —Qlog, (Q/(d - 1))-(1-0Q)log,(1 - Q) is the d-dimensional Shannon entropy
function. Setting R;(Q) = 0 and solving for the value of Q will give the maximum tolerable
error rate for a d dimensional QKD protocol. These error rates for dimensions of size 2" are

shown as the x intercepts in Figure 4.

32D
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Figure 4: Information density as a function of error rate for a high-dimensional BB-84 QKD
protocol in increasing dimensions. In a channel with no errors, each new bit of information
that one seeks to encode into a single photon required a doubling of the dimensionality. It can
also be seen that as the dimensionality continues to increase, the maximum tolerable error rate

is increased, but by less each time.

Beyond employing the high-dimensional BB84 protocol, accessing higher-dimensional al-
phabets enables the development and utilization of novel protocols that can share more bits of
information and enhance noise tolerance per sifted photon. For instance, when the dimension
is a power of a prime number, Alice and Bob can randomly select the (d + 1) MUB to generate
and detect photonic states. This approach, known as the tomographic QKD protocol, has a
correct MUB probability success rate of 1/(d + 1). Although this success rate is lower than the
1/2 rate of the high-dimensional BB84 protocol, it results in higher key rates compared to the
bidimensional space [31]. Another example is the QKD protocol, which allows one to encode

more than one bit of information per sifted photon and can also tolerate higher error rates [32].
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1.4 Atmospheric Turbulence

Turbulence is a complex phenomenon that occurs in fluid dynamics, where the motion of a fluid
becomes chaotic, irregular, and unpredictable. In Earth’s atmosphere, these chaotic motions
and irregularities lead to large-scale events like hurricanes, down to smaller meteorological
phenomena like tornadoes. The irregularity of the air in the atmosphere causes free-space
optical experiments to suffer from propagating through a non-static, and anisotropic medium,
especially at longer channel lengths. Sending an optical beam through the atmosphere will
result in a deformed beam shape (in both phase and intensity), and large beam-wander at the
receiver. These effects negatively impact the amount of information that one can send through
the channel and massively limit its usability. These difficulties, along with developments in
the efficiency and cost of fibres have led to the mass-adoption of fibre based networks for
communications while free-space optical channels have been mostly abandoned [33]. Re-
cently, however, a renewed drive to investigate the utility of free-space channels has emerged,
formed mostly from the desire for higher and higher bandwidth channels which can be achieved

through spatial-mode multiplexing and the desire for satellite QKD links.

1.4.1 Kolmogorov Turbulence

The mathematical exploration of atmospheric turbulence commenced in 1941, originating from
the pioneering work of mathematician A.N. Kolmogorov. Due to the natural tendency of tur-
bulent fluids to form eddies of many different sizes, Kolmogorov postulated that in the limit of
very high Reynolds numbers (when the fluid flow is most likely to be turbulent, not laminar),
the flow of the smallest eddies will be isotropic. This is in contrast to large-scale eddies whose
properties will be governed by the boundary conditions and characteristics of the system, such
as the wind and the ground profile [34]. This hypothesis led Kolmogorov to calculate the
smallest possible scale of eddies, i, for a fluid given only the viscosity of the fluid, v, and the

rate of energy dissipation of the system &, that is, given by

3\ %
n= (V—) . (13)

In the atmosphere the smallest eddies are typically in the range 0.1-10 mm in size [35].
This theory was taken into the field of optics by V. I. Tatarskii, who investigated the prop-
agation of waves in turbulent media using Kolmogorov’s assumptions, in particular their sta-

tistical properties [36]. One of the many important results of his work is the definition of the
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structure function of the refractive index of the atmosphere.

Don(r) = (n(®) = n(%))” = C3*3 (14)

This function describes the variance of the refractive index of air, n(¥), on a given path,
where ¥, X, are the end points of the channel, 7 is a vector between these points, and CfZ is a
constant called the structure parameter. This structure parameter is then a quantifiable value in-
dicating the variations in the refractive index of the air, and in turn the strength of the turbulence
over a given channel at a given time. Its average value on a given night is often quantified at
potential astronomical observatory sights. While there are many ways to quantify the strength
of turbulence in a channel, C? has seen the widest adoption by the scientific community. For
raised free space channels parallel to the ground, average values of C2 are most often within
the range of 1 x 107" m™2/3 for low strength turbulence, and 1 x 10~'*m™%/3 for high strength
turbulence.

Another critical parameter for quantifying atmospheric turbulence is the Fried parameter,
ro [37], which corresponds to the average size of turbulent eddies in the channel. These eddies
can be seen to act like lenses as a result of the fast moving air on the outside of the eddy
having a lower density in comparison to the slower moving air in its center. With this physical
intuition, it is clear to see that in a communications channel using a receiver aperture D, large
values of ry such that ry > D will not cause large transverse variations in the refractive index
of the atmosphere. This will in turn cause only low-order aberrations on an optical mode
sent through the channel. In contrast, if ry < D, multiple eddies will fit within the transverse
dimension of the optical mode, and there will be many interacting lensing effects. This will
cause many higher-order aberrations on any mode that one is attempting to use to communicate
in the channel. The strength of this effect can be quantified by the ratio D/ry, where ry is given
by

ro = (0.423k* r C2)*", (15)

Here, £ is the optical beam wavevector.

1.4.2 Measuring C?

A value for C? can be determined by the implementation of a scintillometer. On one end of
a free-space channel an incoherent emitter is placed, and on the other end a telescope with a
photodiode. For a given time period, the intensity of light is monitored and both the average,

(I) and the standard deviation, s are determined. The theoretical correspondence between the
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intensity of incoming light and the value of C? is based on the variance of the logarithmic

amplitude, B [36], given by,

B= %ln[l + ((% ?]. (16)

The turbulence strength, calculated as C,% is then given by, [38]

C? = 4.48BrD'", (17)

where r is the path length, and D is the aperture size of the emitter.

During strong turbulence conditions, the value of B is known to saturate, meaning that
it can no longer be used to calculate turbulence strength. [39]. This saturation is caused
by the much smaller eddies in strong turbulence, as they disproportionately affect the signal.
The technique used to avoid this issue is to implement incoherent optics with large aperture
sizes. The incoherent light will not introduce intensity fluctuations from interference, and the
larger aperture size biases the device to measure the effects of larger turbulent eddies [40]. A
correction is then applied to the resulting measurement to reverse the introduced bias. Another
advantage of an incoherent source is the ease of alignment and use, the source does not need

to be collimated and only needs to be pointed in the general direction of the receiver.

1.4.3 Abberations with Zernike Polynomials

Optical aberrations are not unknown to researchers, and in the laboratory environment they
are most often caused by misalignment of optical elements such as (non-flat) mirrors and
lenses. These common static aberrations can be described by the eponymous Zernike poly-
nomials, which are functions defined over a unit circle given by Fritz Zernike [41]. The
Zernike polynomials (Z, ;) are orthogonal functions defined over a unit circle, normalized such
that foﬂ fol Zy, pdpdp = m. They are sometimes labelled Z;, with j being the ANSI index,
j = [n(n + 2) + []/2. Finally, they can be labelled with the Noll indexing, here represented
by Zy. Any continuous function over a unit circle can be decomposed in terms of the Zernike

polynomials, allowing for arbitrary optical aberrations to be described.

Oip,9) = > @z (18)
J
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Zw | Zj | Zy | Polynomial Name

Zoo | Zo | Z 1 Piston
Zi1 | 2| 43 2p sin(¢) Tip

Ziy | 4| 24y 2p cos(¢) Tilt

Zoo | Z3 | Zs | V6p*sin(2¢) | 45° astigmatism
Zoo | Zs | Zs | V3Q2p*-1) Defocus
Zos | Zs | Zo | V6p*cos(2¢) | 0° astigmatism

Table 2: Definitions of the first six Zernike polynomials, and their associated names.
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Predicting Turbulence for Quantum Key

Distribution

2.1 Free Space Link

To perform QKD over the city of Ottawa, we have established two locations with an active
line-of-sight. One spot on the roof of Colonel By (CBY) at the University of Ottawa and the
other on the roof of NRC building M55. These two stations are separated by a distance of 5.4
km. Before performing QKD over this channel, we have installed a scintillometer at CBY, and
an infrared LED array system at M55. This system operates 24/7 with the scintillometer mea-
suring the intensity of the light output by the emitter over time, and correlating the statistics of
the measured intensity to the turbulence in the channel, namely the C2. This system has been
operating continuously since July of 2023, and has now collected one year of turbulence data,
providing valuable information on when the turbulence will be strongest and when it will be
weakest. We seek to use this information to allow us to make informed decisions about when
is the best time to perform QKD experiments over this link in the future. In particular, we
have developed a method to be able to determine 6 hours in advance whether or not a given

night is a good night to perform free-space QKD experiments in this channel. Beyond our own
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Figure 5: 5.4 km Free-space Channel: A top-down view of our free-space link in Ottawa,

extending from M55 to CBY, with key features clearly labeled. The detector is positioned at
CBY, the southernmost point of the link, strategically placed to minimize the sun’s interference,
as in the northern hemisphere, the sun remains in the southern sky. Image sourced from Google
Earth.

use, we believe that this technique can be used by ground stations looking to perform QKD
with satellites, or even stations that are operating in a ground-ground configuration. Knowl-
edge of future channel performance will allow large-scale quantum networks to optimize their

performance, allowing users to amass keys before a predicted network outage.

2.1.1 Channel Parameters and Description

Our 5.4 km channel has a change in height of 39 m from one side to the other, with the top
of the CBY being at 85 m above sea level, and M55 being at 124 m above sea level. It passes
over a wide variety of types of buildings and developments, which can be seen in Figure 5.
From M55 to CBY, the channel goes above the campus of College La Cité which has many

buildings and a large open parking lot. After this campus, 3.3 km of houses follow, most of
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which are two- or three-story buildings, many of which have trees. This section is therefore
the most varied in terrain. The channel goes over the Rideau River, followed by 600 m of more
housing. Finally, the last object of interest along the path is the Minto Football Field on the
University of Ottawa campus.

This widely varying terrain, as well as the inclination of the path, make analytical estimates
for the strength of the turbulence in the channel particularly difficult. The distance from the
ground is an integral component of any analytical estimation of the strength of current turbu-
lence [42]. The height is not a constant value along our path, and it will vary wildly from very
close to the top of the trees, to very far from the ground while above the River or the College
campus. This is a contributing factor to why we have purchased our own equipment to measure

the C2 in our specific channel.

2.2 Turbulence Data

2.2.1 Collection and Preparation

A value for C? in the channel is collected once each minute by our scintillometer, a BLS 450
Large Aperture Scintillometer from Scintech. On one end of the channel there is an array
of 850 nm LEDs blinking at 21 Hz, and at the other end there is a 15 cm diameter telescope
collecting this light onto a photodiode. By using a blinking signal, the system is able to remove
any background noise that exists, such as light from the sun and man-made structures. For the
purposes of removing high-frequency noise, these values are time averaged over 1 hour using
a moving average technique. Each value of C? is time correlated with data received from the
Meteorological Service of Canada, including weather parameters such as relative humidity,
solar radiation, temperature, pressure, wind speed, and amount of snow on the ground. In
addition to these, we add information on the time of day and date within the year. After
this process, we then have 9 months of correlated values of Cﬁ and weather at the time of
measurement. This dataset was then formatted for use in the training a Gated Recurrent Neural
Network (GRNN).

2.2.2 Implementation of Neural Network

The links between the current and past weather conditions and the turbulence conditions are
inherently linked; however, due to the complexity and size of the systems involved, the corre-
lations are not trivial to determine. In fact, there is no universal theory to describe atmospheric

turbulence in all cases [43]. When systems become so complex, and patterns are not clear, one
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of the best kinds of tools we have at our disposal are Neural Networks (NNs) [44]. This type
of algorithm that is modeled on a brain, with nodes acting as neurons and the nodes being con-
nected. The algorithm takes examples of inputs and outputs that you are looking to identify,
and continuously remaps the connections between the nodes. Having more examples of the
data that you are looking to model benefits the network, as just like a human, it will learn to
model it. While the topic of Neural Networks can take up many pages, we note here that it is

simply used as a tool to extract information regarding patterns based on input and output data.

2.3 Simulated QKD in Turbulence

To demonstrate how our turbulence prediction tool can be used in the context of quantum
networks, in particular how we will be using it, we model a QKD protocol over this channel
in differing levels of turbulence. This will allow us to correlate the current conditions, and
future conditions as provided by the Al-tool to QKD performance and provide information
on the feasibility of performing experiments either right now or in the future. In order to do
this, we must simulate the propagation of the desired states through this channel under varying
turbulence conditions, using its true physical parameters. We choose an 8-dimensional BB-84
protocol based on the OAM modes as described in Eq. (7), with the states of the Mutually
Unbiased Bases given in Eq. (10).

2.3.1 Tuarbulence with Zernike modes

Turbulence in an optical channel is not a discrete phenomenon, as the refractive index along the
optical path will vary continuously creating essentially a phase volume, however this makes for
a very complex reality if one is looking to perform simulations. To reduce the computational
load, one can think of breaking the optical channel into multiple sections, each consisting of a
single-phase screen followed by propagation. This technique can only truly be equivalent to a
volumetric representation of atmospheric turbulence in the limit of infinite planes.

In the lowest level of approximation, turbulence can be simulated via the application of
a series of single-phase screens. This was investigated by Robert Noll in 1975 [45], whose
main result in this work was to find the statistics of the strength of the Zernike modes that will,
on average, result in effects corresponding to certain values of D/ry. These results have been
widely used in the simulation of atmospheric turbulence, as well as in the understanding of
how to correct it with techniques such as adaptive optics [46, 47, 48].

The values of the Zernike coefficients («;) are found by assuming a plane wave (®) that is

deformed by a phase screen composed of Zernike modes as described in Eq. (18). The mean
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square residual error of this wave (corrected up to Zernike mode number J) is given by:

J
Ay = (@2 = ) (o). (19)

j=1

Ay | 1.0299(D/ro)’3 | A7 | 0.0587(D/ry)*3
Ay | 0.582(D/ro)’® | Ag | 0.0525(D/rg)*3
As | 0.134(D/ro? | Ae | 0.0463(D/rp)?
Ay | 0.111(D/ro)? | A0 | 0.0401(D/ry)*?
As | 0.0880(D/ro)°" | Ayl | 0.0377(D/ro)*"
Ag | 0.0648(D/ro)*" | A2 | 0.0352(D/ro)?

Table 3: Mean square residual error for wavefronts corrected from Zernike modes j =
{1,2,...,j}

The mean square residual error for each value of A}, is calculated by Noll and is given in
Table3, which allows us to calculate the average variance for each Zernike mode. This value is
compared to the value of D/r, as described in Section 1.4.1. This then allows us to generate
phase screens with a given Fried parameter. For larger values of J i.e. J > 12 [49], the pattern
follows: 0.2994J~V3/2(D/re)*>.

2.3.2 Simulated QKD Channel Characterization

We generate simulated beams with the phase and intensity profile of Eq. (7) for the logical
basis and generate the MUB using the Fourier transform method of Eq. (10). We generate
phase masks according to the method described above and apply these phase masks to the
generated beams. The are subsequently divided into a grid of 500 x 500 pixels, and this image
is propagated numerically using the Fourier method [50]. The fidelity of the aberrated beam
and a beam without any aberrations that propagated the same distance is then calculated. By
doing this for all states in each basis, we calculate a crosstalk matrix by which we extract the

error rate.

23



Predicting atmospheric turbulence for secure quantum communications in free space
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Atmospheric turbulence is the main barrier to large-scale free-space quantum communication
networks. Aberrations distort optical information carriers, thus limiting or preventing the possibility
of establishing a secure link between two parties. For this reason, forecasting the turbulence strength
within an optical channel is highly desirable, as it allows for knowing the optimal timing to establish
a secure link in advance. Here, we train a Recurrent Neural Network, TAROCCO, to predict the
turbulence strength within a free-space channel. The training is based on weather and turbulence
data collected over 9 months for a 5.4 km intra-city free-space link across the City of Ottawa.
The implications of accurate predictions from our network are demonstrated in a simulated high-
dimensional Quantum Key Distribution protocol based on orbital angular momentum states of light
across different turbulence regimes. TAROCCO will be crucial in validating a free-space channel to
optimally route the key exchange for secure communications in real experimental scenarios.

I. INTRODUCTION

The ability to forecast weather conditions is a relevant
achievement in modern society, impacting agriculture [1],
energy management [2], climate science [3], and public
health [4]. Traditional forecasts involve tangible parame-
ters such as temperature, wind speed, and precipitation,
while the complex phenomenon of atmospheric turbu-
lence has mainly been restricted to astronomical observa-
tions [5], and only recently extended to free-space com-
munications [6, 7]. Atmospheric turbulence originates
from the rapid variation in time of different weather pa-
rameters, which results in optical signals experiencing
a continuously varying refractive index when traveling
through the atmosphere [8]. This severely affects the re-
liability of optical experiments realized in “free space”,
which has led to the dominance of fibre-based communi-
cations networks. Scintillation of low-power light, beam
wandering, and wavefront distortion are representative
examples of common optical aberrations, globally quan-
tified by the structure parameter C2 [9].

Atmospheric turbulence significantly limits optical
communications, both in the classical [10] and quan-
tum [11] regime. Typical effects are high crosstalk and
lower power transmission. For these reasons, adaptive-
optics correction systems have been proposed and ex-
perimentally demonstrated, showing promising results
for free-space Quantum Key Distribution (QKD) in tur-
bulent channels [12-14]. These achievements set the
baseline for future ground-to-ground [15] and ground-to-
satellite [16] configurations. In the broader context of
quantum networks, predicting the trend of atmospheric

* These authors contributed equally to this work.
T francesco.dicolandrea@unina. it

turbulence is key to establishing a secure connection be-
tween two parties, leading to informed decisions about
the future usage of available channels within the network.

Based on historical weather data, standard approaches
to forecasting atmospheric turbulence relied upon em-
pirical models [17], remote sensing [18] and, more re-
cently, artificial neural networks [19-22]. In particular,
Grose and Watson explored the application of different
instances of Recurrent Neural Networks (RNNs) to pre-
dict C2 values up to a few hours in advance [20]. These
architectures are specifically designed to model sequential
data, which makes them suitable candidates for captur-
ing the temporal dependencies within the input weather
data in the form of a time series. Although excellent lev-
els of accuracy have been reported in this first case study,
the final implementation suffered from relevant limita-
tions, most importantly the lack of real night-time data,
a training dataset only spanning a single season, and a
rigid fixed-time prediction in the future [20].

In this paper, we train TAROCCO [23], an RNN pro-
cessing dataset encompassing 9 months of weather data
with a minute-by-minute time resolution to forecast C?
values within a 5.4 km intra-city channel over the City of
Ottawa. Our scheme outputs predictions within a flexible
number of hours in the future (up to 12 hours) and with
a custom time resolution (down to one minute). This
computational toolbox provides the preliminary valida-
tion step of a turbulent channel for near-term QKD ex-
periments. The significance of this result is numerically
demonstrated by simulating a high-dimensional BB84
QKD protocol employing spatial modes of light under
different turbulent regimes. In principle, all free-space
experiments utilizing structured light can benefit from
this tool, since knowing the turbulence strength in ad-
vance can allow for predictions of the success rate of
these experiments [24-27]. The same analysis can apply
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to nearby satellite ground stations, which would allow
for determining the optimal channel for maximum key
exchange on a given satellite pass.

II. THEORY
A. Atmospheric turbulence

Atmospheric turbulence can be quantified in terms of
the structure parameter of the refractive index C2. The
C?2 is defined as the variance of the refractive index over
a given optical path, normalized to the path length [28]:
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where n,Z,and 7 are the refractive index of the atmo-
sphere, the position along the path, and the distance
from the sender to the receiver, respectively, with the
average taken over all positions within the path.

The effect of atmospheric turbulence on optical beams
can be modeled as a random sequence of phase masks
dislocated along the path. By randomizing the phase
screens in multiple realizations, it is possible to retrieve
the average effect of the turbulence on the input beam
with good approximation [29]. Zernike modes, which are
traditionally employed to model optical aberrations [30],
provide a natural choice to generate the phase masks. In
particular, the value of C2 can be directly related to the
variance of each Zernike mode [31].

To measure the value of C2 in our channel, we em-
ploy scintillometry [32]. By continuously measuring the
optical intensity of a beam propagating from the sender
to the receiver, relevant statistical parameters can be ex-
tracted to retrieve the structure parameter over a given
time period.

B. Quantum Key Distribution

Quantum key distribution (establishment) is a tech-
nique introduced by Bennett and Brassard with the well-
known BB84 protocol [33], which utilizes the principles
of quantum mechanics to enable provably secure commu-
nications between two parties, by establishing a shared
secret key. Security is guaranteed when the error in trans-
mission and measurement of the quantum information is
below a given threshold, depending on the dimension of
the protocol [34]. Extending QKD to high-dimensional
states allows for higher information capacity (typically
expressed in “bits per photon”), higher tolerance to er-
rors, and innovative protocols [35].

In a d-dimensional error-free QKD protocol, the num-
ber of informational bits per photon is R(d) = logy(d).
Turbulence-induced errors within a free-space channel re-
sult in a diminished key rate. For a high-dimensional

BB84 protocol [36]:
R(d, eq) = logy(d) — 2h(eq), (2)

where h(z) = —zlogy(x/(d — 1)) — (1 — z)log,(1 — ) is
the Shannon entropy, and e, is the error rate. When
R(d,eq) < 0, security is not guaranteed.

It must be noted that QKD protocols are typically not
used to send messages, but only to establish a shared key
through which classical communications can be securely
encrypted. These keys can also be generated and stored
for later use, even if the quantum channel is incapable of
generating new keys [37].

Further reading on the practical implementations of
QKD can be found in Ref. [38].

III. METHODOLOGY
A. Data Collection and Preparation

We employ the Scintech BLLS450 Large Aperture Scin-
tillometer to record the value of C2 over our channel [39].
The system has been active 24/7 measuring the turbu-
lence of the channel for 9 months. An aerial view of
the monitored channel is provided in Fig. 1. The C?
values have been recorded once per minute. Fog and
heavy snowfall can cause system outages, corresponding
to missing data points in our training set. To remove
spurious information deriving from high-frequency noise,
a moving average is performed for each data point over
a one-hour time window.

Other weather parameters, such as temperature, solar
radiation, and humidity, have been obtained from Envi-
ronment and Climate Change Canada [40]. The weather
station at which the parameters are measured lies 5 km
SW from the receiver. For these parameters, no addi-
tional processing or filtering was applied. The averaged
C?2 values are time correlated with the other meteorolog-
ical data, and finally separated into batches for training
the RNN.

The input layer of the network consists of 12 hours
of minute-by-minute weather data, with n hours of fu-
ture C2 values as the target output. The dataset is di-
vided into a training part where the network learns, a
validation dataset to provide feedback on the network’s
training, and a test dataset to evaluate the network’s per-
formance on unseen data. All input and output features
are normalized according to:

X — min(X7)
- max(Xr) — min(Xr)’ 3)

where min(Xr) and max(Xy) denote, respectively, the
minimum and maximum of the feature X over the train-
ing dataset.
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Figure 1. Channel path. The path over which the turbulence data was collected from July 2023 to March 2024. The receiver
is on the University of Ottawa campus, while the sender is on the Canadian National Research Council 5.4 km ENE. This
configuration was chosen to minimize the background levels caused by the sunlight.

B. Recurrent Neural Network

We train a Gated Recurrent Unit (GRU) neural net-
work, named TAROCCO, to forecast the evolution of the
C?2 values over time. GRUs are a simplified derivative
of the long short-term memory (LSTM) recurrent units,
which capture long-term features of the data. Figure 2
illustrates our neural network architecture, which takes
12 hours of prior combined meteorological and scintil-
lometer data as input and outputs the C2 forecast over
6 hours. Following the Permutation Feature Importance
method detailed in Appendix A, temperature (°C), solar
radiation (kJ/m?), relative humidity (%), log;, C2, and
the UTC time (s) are used as input features. The time
feature ¢ is made periodic over one day with the following

map:
2nt
t, = cos T )
t, = sin @
Yy T )
where T' = 86400 s.

Our network outputs the turbulence forecast through
a fully connected dense layer that takes as input the final
hidden state of the incident GRU layer. The number of
output neurons is given by Nou, = H/R, where H is the

desired number of hours in the future (6 hours) and R is
the desired output time resolution (15 minutes).

The cost function used for training is the Mean
Squared Error (MSE):

N
]. — —
MSE =5 Z,_l |Gi,pred = Fiorue|s (5)

where §req and %irye denote the predicted and true out-
put C2 forecast, and N is the size of the evaluated
dataset. The complete list of hyperparameters used for
training is reported in Appendix B.

IV. RESULTS
A. (? forecast

The network is validated on two test datasets, one
spanning October 2023 and the other from February 14th
to March 14th, 2024. For these tests, we employed two
separate architectures, respectively trained on a set de-
prived of the corresponding test set. The dataset from
October 2023 is specifically chosen as it features a signif-
icantly variable evolution of the C2 compared to other
months, which makes it a challenging validation. The
performance of the network is evaluated as the average
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Figure 2. Neural network architecture. The network processes 12 hours of input data. The data is fed through a series
of Gated Recurrent Unit (GRU) layers, allowing the network to learn long-term trends through time in the input series. The

hidden state variable & is standardized using nonlinear activation layers at each step. The network outputs the forecast in a

single shot, through the final fully connected dense layer.

root mean squared error, defined as RMSE = %\/ MSE.
This error is computed using the predicted and actual
log,, C2 values, normalized according to Eq. (3). In the
following, we report the results for 6 hours in advance
with a 15-minute time resolution. However, we have ob-
served adequate results for up to 12 hours in advance,
even with a time resolution down to 1 minute.

Figure 3(a) and (b) plot the prediction of C? values
over the above-mentioned periods. The plots are ob-
tained by cascading 6-hour predictions sequentially in
time. The colorscale encodes the accuracy on the fi-
nal prediction: A(RMSE) =1 — RMSE, with higher val-
ues of A indicating better performances. A typical day
features C2 peaks at 107'* during the afternoon, drop-
ping in the evening to values approaching 10716, followed
by a local peak overnight around 10~'4. The insets of
both panels show representative examples of individual
6-hour predictions, generated from portions of the test
set equally spaced in time. In both cases, the network
performs very well in matching the actual C2, with an av-
erage RMSE within the order of 1072 (A > 0.90). It also
shows a certain degree of robustness to minor deviations
from the trivial periodic trend. However, stronger varia-
tions in the feature trends represent a greater challenge
for the network, in some cases with deviations within the
order of 10~! (A < 0.90).

B. Numerical QKD experiment

We numerically investigate the performance of an 8-
dimensional BB84 protocol, by simulating a realistic key
exchange across the channel with increasing turbulence
strengths. In particular, weak (C2 =10716), moder-
ate (C2 =1071%), and strong (C2 =10~!) turbulence
are investigated. The high-dimensional protocol exploits
Laguerre-Gaussian (LG) spatial modes of light, carrying

a discrete amount of orbital angular momentum (OAM)
Ch [41], encoding a qudit of information. The Fourier-
conjugate basis (ANGLE modes) is used as a Mutually
Unbiased Basis (MUB). The explicit expression of these
modes in the position representation is provided in Ap-
pendix C.

The parameters used in our simulated experiments
are: wg =8 cm, A=810nm, L =54 km, D =30 cm,
where wq is the beam waist at z =0, \ is the operat-
ing wavelength, L is the channel length, and D is the
receiver aperture. Figure 4(a) and (b) show the OAM
and ANGLE modes in the sender plane (z = 0), halfway
across the channel (z = L/2), and at the receiver end
(z = L), with the opacity and the hue colorscale encod-
ing the amplitude and the phase of the field, respectively.
The ¢ = 0 mode is removed from the OAM basis, due to
non-negligible crosstalks with adjacent modes [14]. In
our simulations, the effect of turbulence is modeled as a
single phase mask located at z = 0, which is generated
from a random combination of Zernike modes, where the
contribution of each mode is extracted within the corre-
sponding variance associated with the simulated C2 [31].
However, a more general approach would require includ-
ing multiple phase objects across the beam propagation,
as discussed in Sec. ITA. For each level of turbulence, we
run 100 numerical experiments, from which the average
crosstalk matrices are extracted.

Figure 5 provides a visualization of the effect of dif-
ferent turbulence levels on the input OAM beams, from
weak (a) to moderate (b) to strong (c¢) turbulence. As
a representative example, we plot the realization corre-
sponding to the maximum error within the same turbu-
lence strength, i.e., the one associated with the larger
beam distortion. It is worth noticing that the statisti-
cal contribution of each Zernike mode decreases with the
mode index [31]. Accordingly, low-rank aberrations such
as tip and tilt typically dominate the beam dynamics,
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Figure 3. Predictions on the test sets. Network predictions on the months (a) from mid-February to mid-March 2024 and
(b) of October. We have our trained model forecast 6 hours in the future, then cascade individual predictions to cover one
month. Red lines are missing data from the scintillometer system. We also indicate the dates between these discontinuities
in the dataset. A one-hour moving average is applied to the training set to remove high-frequency noise. The scatter points
refer to the raw data (before the moving average is performed). The insets show examples of individual 6-hour predictions,
equally spaced throughout the month. Excellent performances are observed on average, with larger deviations occurring in

correspondence with strong feature variations.

resulting in an overall decentering effect. This is also ev-
ident in Fig. 6, showing the effect of the same aberrations
on ANGLE modes.

The crosstalk integrals between the modes are plotted
in Fig. 7. In the case of weak turbulence (a-d), both

bases guarantee secure communications. Interestingly,
for moderate (b-e) and strong (c-f) turbulence, the AN-
GLE basis proves more robust than OAM. This is as-
cribed to the concentration of optical power in a smaller
region, associated with a reduced effective beam waist.
More rigorously, the security of a certain basis across a
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channel is quantified by the Quantum Dit Error Rate
(QDER), which is the percentage of incorrect measure-
ments in the shared key after the security verification.
In 8 dimensions, a QDER greater than 24.7% results
in the impossibility of guaranteeing secure communica-
tions as the key rate (given in Eq. (2)) will be negative.
This value is related to the amount of information that
can be transferred per photon sent through the channel.
The average QDERs extracted from the numerical sim-
ulation are provided in Table I, where the information
capacity is expressed in “bits per photon” (b/p). An
ideal 8-dimensional channel would support 3 b/p of in-
formation capacity. As expected, secure communications

can only be established in the weak-turbulence regime
(C2 =10716).

Cc? OAM QDER|OAM b/p[ANG QDER[ANG b/p
10~1° 8.18% 1.72 2.33% 2.54
2% 10718 17.8% 0.64 5.40% 2.09
5x 1071 55.07% 0 21.77% 0.266
10~ 77.00% 0 41.47% 0
10~ 92.07% 0 51.96% 0

Table I. Average QDER and information capacity computed
for the OAM and ANGLE (ANG) bases from 100 numerical
realizations of different turbulence levels over the channel. Se-
curity is guaranteed only in the low-turbulence regime. Neg-
ative information capacity is reported as 0.

V. CONCLUSION

We employed a recurrent neural network to forecast
future turbulence conditions within an optical chan-
nel. The accuracy of the predictions over significantly
long periods demonstrates that our surrogate model has
achieved a robust learning of the temporal variation
of C2 values correlated to relevant weather parame-
ters. Moreover, we have shown how the predictions from
TAROCCO can be used to foresee the error rate of a
QKD experiment, by simulating a high-dimensional pro-
tocol within our free-space link. This result could also ap-
ply to QKD ground-to-satellite systems to optimize key
exchange rates. While numerical simulations have only
been performed for well-known spatial modes of light, fu-
ture studies could address the performance of other en-
coding schemes for QKD under turbulence, such as vector
beams and the time-frequency domain.

Scintillometer data acquisition will continue over the
region of Ottawa, continually expanding the current
dataset for enhanced training. Additionally, improved
performance could be achieved by adopting an autoen-
coder architecture, similar to those used in machine
translation [42, 43]. To compensate for limited data, it
will also be interesting to explore data augmentation
techniques, particularly those involving generative
adversarial networks [44].
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Figure 4. 8-dimensional QKD. (a) 8-dimensional OAM space, spanning modes from ¢ = —4 to ¢ = 4, excluding ¢ = 0.
(b) ANGLE modes {¢o, ..., o7} provide a possible MUB for the high-dimensional protocol. The input field at z = 0, and the
resulting field upon propagation at z = L/2 and z = L, with L = 5.4 km being the length of the free-space link, are provided
for each mode. Opacity and hue colorscale encode the amplitude and the phase of the field, respectively.
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Figure 5. Aberrated OAM modes. Aberrations affect the OAM beam propagation over the channel. Different regimes are
considered: (a) weak (C? = 107'9), (b) moderate (C2 = 107'%), and (c) strong turbulence (C2 = 10~**). The panels refer to
the realization yielding the least secure communication, i.e., the one minimizing the diagonal overlap integrals.
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Figure 6. Aberrated ANGLE modes. Aberrations affect the ANGLE beam propagation over the channel. Different regimes
are considered: (a) weak (C2 = 107'%), (b) moderate (C2 = 107'%), and (c) strong turbulence (C2 = 10~'*). The panels refer
to the realization yielding the least secure communication, i.e., the one minimizing the diagonal overlap integrals.
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Figure 7. Crosstalk matrix. Average crosstalk integrals between different OAM and ANGLE modes across a turbulent
channel. The average is computed over 100 realizations of (a-d) weak (C2 = 107'%), (b-e) moderate (C2 = 10~'°), and
(c-f) strong turbulence (C2 = 107'*). Each row of individual panels refers to the normalized average crosstalk over 100
independent realizations.
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Appendix A: Permutation Feature Importance

The importance of each feature is assessed through the
Permutation Feature Importance (PFI) technique [45].
Given a model trained with every possible input feature,
we corrupt the dataset by permuting one of the features.
The importance of each feature is quantified by evaluat-
ing the model on the corrupted dataset and comparing
its performance with the original model:

7= eperm’ (Al)

€orig

where I is the feature importance, and €perm and €orig
are the RMSE of the corrupted and original model, re-
spectively. In addition to the input features indicated
in Fig. 2, we also considered pressure (hPa), snow on
ground (SOG, cm), wind speed (m/s), and the day ac-
cording to the Julian Calendar. We then excecute PFI
on the first 1000 examples of the dataset. For each fea-
ture, we repeat the permutation three times to minimize
the effects induced by the variability of the permutation.
The results are shown in Fig. 8. Prior values of C2 ap-
pear to be the most important feature, followed by time,
relative humidity, and solar radiation. This is in congru-
ence with the analysis carried out in Ref. [20]. It must be
noted that this kind of analysis tends to penalize the im-
portance of correlated features, such as pressure and tem-
perature [46]. To address this issue, we permute pressure,
temperature, humidity, and wind speed simultaneously,
effectively considering their importance together [47]. In-
deed, increased values for importance were reported.

Appendix B: Training Hyperparameters

The network is trained and validated using data span-
ning from July 2023 to March 2024. We list the model
hyperparameters in Table II. One month is removed from
the original dataset and used for testing (cf. Sec. IV A).
Figure 9 illustrates the partitions of the complete dataset
into training, validation, and test datasets, for the two
case studies reported in Fig. 3.

The training process is realized using the Tensorflow
library [48], and model optimization is handled using the
Adam optimizer [49]. Training is carried out on the Nar-
val supercluster using a NVidia A100SXM4 GPU. An
adaptive training strategy is used, whereby the learning
rate is reduced by a factor of 0.1 if the validation loss does
not decrease significantly within 15 epochs (this number
is referred to as patience). The number of hours of prior
data is kept fixed at 12. Altogether, training is completed
in approximately 5 hours. We have also explored longer
inputs of 18, 24, and 30 hours. However, no significant
reduction in the validation loss was observed.

We also considered a fully connected neural network,
with 2 hidden layers of 1000 neurons separated by ReLU
activation layers. Here, the input layer admits a flattened

11

Table II. Hyperparameters.

Hours of Prior Data 12 Hours

Forecast Length 6 Hours

Input Time Resolution 1 Minute
Output Time Resolution 15 Minutes

Batch Size 32

Train-Validation Split (with October) 85:15
Train-Validation-Test Split (no October) 75:15:10
Initial Learning Rate 1074

Number of Epochs at Convergence (with October) 149

Number of Epochs at Convergence (no October) 262
Patience 15 Epochs

Reduction Factor 0.1
Training Error at Convergence (with October) |1.2 x 107*
Training Error at Convergence (no October) 7.2x107°
Validation Error at Convergence (with October) | 1.6 x 107*
Validation Error at Convergence (no October) |1.3 x 107*

dataset where the first 6 entries represent the input fea-
tures of the first time step. However, the validation error
of our flagship model at convergence is three orders of
magnitude smaller than this architecture.

Appendix C: OAM and ANGLE modes of light

The 8-dimensional QKD protocol explored in Sec. IV B
leverages the MUBs provided by a set of LG modes and
the corresponding Fourier-transformed basis. LG modes
are labeled by two integers ¢ and p, representing the az-
imuthal (OAM) and radial index, respectively. Our pro-
tocol only relies on the OAM content of the beam, hence
we set p = 0 for all the LG modes. In the position basis,
their expression reads

l€]
ety = N, [TV o (207
< 'Y, |£> - New(z) (w(z)> L\Z\ (wg(z))

2 o
672k 3R(2) 6*1447611!’(2)’

(C1)

where Ny is a normalization constant, r = /22 + 32 and
¢ = arctan(y/x) are the radial and azimuthal coordi-
nates, respectively, and L are the generalized Laguerre
polynomials. The beam waist w(z), the radius of curva-
ture R(z) and the Gouy phase ¥(z) can be determined
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Figure 8. Importance of input features. For each input feature, the mean and standard deviation (error bars) of the
importance is computed over three repeated permutations.
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Figure 9. Partitions of the complete dataset. (a) The month of October is selected as test set, and an 85:15 train:validation
split is applied to the remaining dataset. (b) A 75:15:10 train:validation:test split is applied to the complete dataset, which
corresponds to a test set spanning from mid-February to mid-March (cf. Sec. IV A).

from [50]:
w(z) =woy |1+ ZZ—ZQ; (C2a)
R
R == (1+); (c2b)
¥(z) = (J¢] + 1) arctan i, (C2¢)

where zr = mw?/\ is the Rayleigh range.

The conjugate basis, referred to as the ANGLE basis,
is obtained as

1 .
N 0 e2miig(0)/d, 3
o) = 72 2210 (©3)
where d =28, the summations runs from ¢= —d/2
to €=4d/2 excluding the [£=0) mode, and

g(l) =d/2+ (L —1)O(¢) + £O(—{), with © the Heaviside
step function.
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Adaptive Optics for Abberation

Correction

3.1 Adaptive Optics

The issue of atmospheric turbulence is not new. Astronomers have long gazed up at the stars
through their telescopes and have seen scintillations, and temporal variations due to the turbu-
lence. In 1953 the first proposal for an adaptive optics-based correction stage was proposed
by Horace W. Babcock [51]. Although the technology of the time was insufficient for the
purpose of real-time correction, this proposal had all the required components of an adaptive
optics correction system, namely a wavefront sensing technique in a closed feedback loop with
a wavefront correction stage. Since the 1990s, technology for real-time measurement and cor-
rection of wavefronts has been developed, and the technique of adaptive optics is often used in

ground-based astronomical telescopes [52].

3.1.1 Wavefront Sensing

The Shack-Hartmann wavefront sensor (SHWEFES) used in our adaptive optics system is used.

This type of sensor consists of a CCD camera placed in the image plane of an array of lenses
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with equal focal length. Recall that in optics, a lens may have been seen to perform a Fourier
transform on an input beam, mapping the momentum of an input wave to a position in the focal
plane of the lens. By sampling the momentum of the wavefront at many points of a beam, one
can reconstruct point-by-point the overall wavefront shape of the input beam. The wavefront is

then deconstructed in terms of Zernike polynomials, and the difference between the expected

reference beam and the measured one is calculated [53].

Lo

Figure 6: Phase profiles of the first six Zernike modes and their simulated effects on a Shack-
Hartmann Wavefront Sensor. For each plot, the left side shows the wavefront corresponding
to one Zernike mode. Importantly, these functions are defined in a circular coordinate system,
and only a square subsection is being displayed. The wavefront variation is shown using the
displayed false colorscale. The right side of each plot represents the image captured by the

camera sensor following the microlens array of the wavefront sensor for each Zernike mode.

To implement this technique, the channel must contain a reference beam, with a known
phase profile. The best choice for this beam is typically an expanded Gaussian beam, overfill-
ing the aperture of the wavefront sensor in order to approximate a plane wave with a flat phase

profile and uniform intensity. Through propagation in the channel, the reference beam will
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accumulate a spatially varying phase profile that can be measured using the wavefront sensor.

A perfect plane wave input will appear on the wavefront sensor’s camera as an array of
points in a perfect grid, as shown in Figure 6, Zyo. Tip and tilt aberrations (Fig. 6, Z, _1,Z, 1)
will cause the grid of intensity spots to shift up and down, or left and right, respectively.
Astigmatic aberrations (Fig. 6, Z, _»,Z, ) stretch the grid in one direction, and compress in the
other. Focus (Fig. 6, Z,) acts similar to a lens, either bringing all of the points together or
spreading them apart.

The exact wavefront sensor used in our experiments is the ALPAO SH-CMOS FAST. This
wavefront sensor has a 10 x 10 array of lenses utilizing a sensor that is capable of operation up
to 22 kHz within the visible range. It is capable of measuring a tip/tilt wavefront deviation up
to 9um, corresponding to a capacity to correct for phase aberrations up to 15 wavelengths in

strength for the 633 nm light used in the experiment.

3.1.2 Deformable Mirror

If the wavefront sensor is the eyes of the AO system, then the deformable mirror is the body
and hands. This piece of equipment has many types of constructions, but the one in our system
consists of a thin dielectric mirror on one side with many electromagnetic actuators on the
other. These actuators which span the entire mirror are capable of adjusting, point-by-point, the
optical path length of a beam that is reflected. In effect, this provides each actuator with control

of the relative phase of the reflected light as compared to the other actuators. By applying the

1
=

Mirror Height (a.u.)

Figure 7: Render of a deformable mirror: This rendering of our ALPAO deformable mirror
shows the inner workings. Each piston is controlled by an electromagnet that may push on
the membrane that is the mirror. Here, the mirror is given false colour to represent the relative

height of the membrane.
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conjugate phase of the aberrations measured from the reference beam by the Shack-Hartmann
wavefront sensor, the deformable mirror is capable of removing the overall phase effects of the
turbulence in the channel. This operation requires that the mirror is both capable of making
precise sub-wavelength adjustments of the position of the actuators, as well as operating faster
than the frequency at which the phase structure of the turbulence is changing [54]. Immediately
following the point-by-point optical path length changes from the mirror, the light is imaged
on the SHWFS without any further propagation. Importantly, this means that this technique
will not necessarily recover the original intensity distribution of the input beam. Scintillation
effects are therefore not correctable with this technique.

Our adaptive optics system uses the ALPAO DM 97-25 as its deformable mirror. It has 97
electromagnetic actuators arranged in an 11 X 11 layout, with the corners cut. Each actuator
can move to a given position with an average root mean squared error of 7 nm allowing for

effective phase corrections to a precision of 1.1% of a beam with wavelength 633 nm.

3.2 Properties of the Fourier Basis with OAM.

BB-84 QKD requires two MUB, the first MUB, which is called the logical basis, typically
consists of the natural modes created by the choice of degree of freedom. If using OAM
of light for encoding, the logical basis will simply be the LG modes each carrying integer

OAM. These are shown as |i;) in Figure 8. The most obvious MUB to use for quantum key
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Figure 8: Intensity and Phase distributions of the logical (OAM) basis and Fourier or Angle
(ANG) basis for an 8 dimensional QKD protocol. The hue is representative of the relative
phase of the wavefront at each point. Note that the intensity of the angle basis is concentrated

in a small area while the intensity of the logical basis is much more spread out.

distribution is the basis which corresponds to the quantum Fourier transform of the states as
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defined in Eq. (10), since it can be defined in any dimension. These states are shown as |¢j>
in Figure 8. These states are much more concentrated in space, with their intensities spanning
far less space than the states in the logical basis. This in effect reduces their “effective beam
waist” D.g. This reduced effective diameter will, in effect, reduce the amount of turbulence
experienced by such a propagation mode, as D.g/ry will then be reduced.

More than experiencing reduced turbulence, the angle basis does not span the full size
of the deformable mirror, nor even a significant portion of it. Because of the concentrated
intensity, the adaptive optics system will only be able to use a portion of it’s corrective power
on these beams. This means that while this basis may be less affected by turbulence, it will

also be less effective when used in turbulence with adaptive optics.
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Quantum Key Distribution (QKD) promises a provably secure method to transmit information from one party
to another. Free-space QKD allows for this information to be sent over great distances and in places where
fibre-based communications cannot be implemented, such as ground-satellite. The primary limiting factor for
free-space links is the effect of atmospheric turbulence, which can result in significant error rates and increased
losses in QKD channels. Here, we employ the use of a high-speed Adaptive Optics (AO) system to make real-
time corrections to the wavefront distortions on spatial modes that are used for high-dimensional QKD in our
turbulent channel. First, we demonstrate the effectiveness of the AO system in improving the coupling efficiency
of a Gaussian mode that has propagated through turbulence. Through process tomography, we show that our
system is capable of significantly reducing the crosstalk of spatial modes in the channel. Finally, we show that
employing AO reduces the quantum dit error rate for a high-dimensional orbital angular momentum-based QKD
protocol, allowing for secure communication in a channel where it would otherwise be impossible. These results
are promising for establishing long-distance free-space QKD systems.

Introduction— Quantum Key Distribution (QKD) allows two
parties to generate a shared secret key between themselves by
taking advantage of the properties of quantum systems [1].
Since the introduction of the first protocol by Bennett and
Brassard [2], many QKD protocols have been explored the-
oretically [3] and experimentally [4]. The original imple-
mentations relied on encoding schemes using light’s polari-
sation degree of freedom, constraining the quantum states to a
two-dimensional vector space. However, higher-dimensional
QKD protocols, employing unbounded photonics degrees of
freedom, were suggested to increase information density per
carrier [5, 6]. There are many photonic degrees of freedom in
addition to polarisation, which can be used for encoding infor-
mation, including frequency, vector modes, and time bins [7—
10]. Here, we employ spatial structure of the lights trans-
verse mode through the orbital angular momentum (OAM)
which has been studied in diverse settings including free-
space [11, 12], fibre [13, 14], and underwater [15-18]. Opti-
cal beams carrying OAM are characterized by an azimuthal-
dependent phase of ¢’ where ¢ is the azimuthal coordinate
and £ is an integer. Because the OAM modes comprise a com-
plete orthonormal basis, they can be used to implement high-
dimensional QKD protocols [19].

The channels most often used to transmit quantum informa-
tion are fibre and free-space. Optical fibre has the advantage
of being a well-developed optical technology with infrastruc-
ture that has been built up alongside the increasing reliance on
high-speed internet connection. However, in the case of quan-
tum communication, the significant attenuation losses that
come with optical fibres creates a fundamental limit on the
distance achievable by QKD protocols. This is because quan-
tum signals cannot be amplified in the same way as classical
signals; a consequence of quantum no-cloning theorem [21].
In addition, fibre-based solutions rely on an established net-
work, increasing the implementation costs of near-term quan-
tum systems. Despite the significance of fibre-based net-
works for QKD, it is critical to develop and improve on free-
space links for ground-to-ground and ground-to-space quan-

tum communication [22-24]. Space-based quantum commu-
nication can help circumvent the distance-rate trade-off due
to exponential loss in fibre-based networks. The successful
implementation of QKD over free-space channels depends on
the accurate transmission and detection of single photons af-
ter propagation through the atmosphere. Rapid changes in the
temperature and pressure of the atmosphere result in varia-
tions of the refractive index of the air, creating atmospheric
turbulence which distorts the beam upon propagation [25].
This spatially distributed non-uniform propagation medium
induces continuously varying phase aberrations along the op-
tical path of the communication link. It has been shown in
previous works that a turbulent environment has a consider-
able impact, substantially degrading the quantum state, which
results in significant errors within the communication chan-
nel [26-30]. Consequently, the information encoded within
the structure of the photons is likely to be lost due to unin-
tended changes in that structure introduced in propagation.
In order to implement a realistic high-dimensional free-space
QKD system, the system will require compensation for atmo-
spheric turbulence in the channel. One method of correcting
distortions in the atmosphere, which is of particular interest,
is adaptive optics (AO). While AO has been employed suc-
cessfully to correct real-time astronomical observations for
decades [31-33], its potential application for free-space com-
munications has only recently been explored [34-36]. In free-
space QKD, the use of adaptive optics has been mainly ex-
plored theoretically [37, 38], while experiments antecedent to
this work have not demonstrated a significant improvement of
the error rate [39].

In this article, we demonstrate the use of a fast AO system to
correct atmospheric disturbances in a free-space quantum key
distribution channel when the information is encoded in the
photon spatial modes, namely structured photons. First, we
show the improved detector coupling efficiency that our AO
system is capable of when used to correct the effects of turbu-
lence on a simple Gaussian beam. We then perform quantum
process tomography for dimensions two through five under

43



Alice

Signal laser

SLM

Reference

laser
. PBS

Turbulence cell

Adaptive optics

c 1 1
M Lm M‘I—n
— Mlﬂ. if','-MI ll‘ l‘ﬁ A’ Mﬂl‘r [ pﬁllw ﬁw’]‘ﬂfﬂ,r‘ 'N
Q f M \ |I 1
= |
T
o - AO Off
805
= — AO On
W
=
o
P
2 % 10 20

Time (s)

FIG. 1. High-dimensional quantum communication with adaptive optics through a turbulent channel. a Experimental setup used to
investigate the corrective action of a fast adaptive optics (AO) system (from ALPAO [20]) on structured optical beams after propagation
through a turbulent channel. A 633 nm laser impinges on a spatial light modulator (SLM), tailoring the complex field (both amplitude and
phase) of the input beam. Additionally, a second laser source of the same wavelength emits vertically polarized light, which is expanded to
approximate a plane wave for use as a reference beam. These beams are combined at a polarizing beam splitter (PBS) and sent through a
turbulent cell. Here, the turbulence is generated by employing a controllable hotplate placed inside a glass tank with a width of 30 cm. The
composite beam is split using a 50:50 beam splitter; one part goes to a wavefront sensor (WES) to record the output wavefront, while the
second part is fed to the AO section of the experiment. Our AO apparatus consists of a deformable mirror (DM), and a WES connected in
a closed-loop control system. As the WES measures the structure of the wavefront, the DM changes shape to compensate for the distortions
introduced by the turbulence. In our particular experiment, the reference and signal beam are split using a PBS following the corrections
applied by DM. Finally, the signal component is sent to a second SLM that performs a projective measurement of spatial modes to determine
the probability of detection. b Illustration of the effects on the phase of a plane wave after propagating through a turbulent medium. The
colours on the output represent the leading and lagging deformations on the wavefront due to the non-uniform refractive index of the medium.
¢ Normalized optical power coupled into a single mode fibre, as measured by a power meter during the application of turbulence on a Gaussian
input beam. The wavefront correction component is activated ten seconds after the beginning of the measurement. A measurement over a
longer time interval is depicted in the Supplementary materials.

turbulent conditions, both with and without AO active. We free-space channel between Alice and Bob has been deployed,

calculate the quantum dit error rate (QDER) of the system
for even dimensions from 2 through 10 under turbulent con-
ditions, with both AO on and off. We demonstrate a signif-
icant improvement in the error rate of the quantum protocol
for all dimensions, even in a robust turbulence regime, which
results in high crosstalk (high error rates) among the OAM
states without AO.

Results
Adaptive Optics in the detection stage.— Let us consider that a

allowing them to exchange information encoded using struc-
tured light beams. While propagating, the wavefront is dis-
torted due to its interaction with the atmosphere. To com-
pensate for the effects of the optical turbulence, Bob imple-
ments a wavefront-correction stage before decoding the mes-
sage sent by Alice. A scheme of the proposed experimen-
tal setup, which uses an adaptive optics system, is depicted
in Fig. la. To take full advantage of the AO system, Al-
ice and Bob use two co-linear (co-propagating) light beams at
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FIG. 2. Channel Process Tomography for d = 3, 5. The real part of the process matrix of the channel transmission is shown for dimension
3 with the AO system as (a) non-active and (b) active when going through the turbulence cell. We perform the process tomography using
mutually unbiased bases measurements following the methods outlined in [40] (see the Supplemental Material for more information). Fidelity
is maintained over 99% in all cases except for that of turbulence active without adaptive optics (upper right process matrix), where the fidelity
falls to 27%. Here, we see that the effect of the turbulence on the channel is a complete “channel depolarizing” of the OAM states, i.e., the
existence of huge crosstalk, which is successfully undone with the adaptive optics enabled. The process matrices for dimensions 2, and 4 are

provided in the Supplementary Material.

the same frequency with orthogonal polarisation states. The
first component, a classical signal referred to as the reference
beam, possesses a Gaussian profile, which has been expanded
to approximate a flat wavefront that completely covers our de-
formable mirror, and also completely overlaps spatially with
the second beam, i.e. signal beam. This allows us to mea-

sure and correct the phase distortions within the channel, ei-
ther from the optical elements or the environment. The second
light beam, the signal beam, serves as our information carrier,
where the message is encoded by tailoring its complex ampli-
tude using a spatial light modulator (SLM). It must be noted
that since both beams share the optical path, they are subjected
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to the same atmospheric variations and, therefore, both expe-
rience the same distortions. Bob is then capable of correcting
the distortion on the signal beam using the phase information
obtained from the reference beam. For further details of our
experimental implementation, refer to the Supplementary Ma-
terials.

As a first step, our signal takes the form of a Gaussian
beam. In the presence of optical turbulence and the absence
of a correction mechanism, the coupling of the signal to
a single-mode fibre at the receiver fluctuates with respect
to time due to the wavefront distortion (See Fig. 1b). As
shown in Fig. 1lc¢, when the AO system is inactive, the
measured power presents strong fluctuations due to the
influence of the introduced turbulence. These effects lead to
an average coupling power into the single mode fibre around
36.6% of the value expected without any turbulence applied.
Ten seconds after the beginning of the measurement, the
AO system is activated, increasing the average measured
power to 87.1% and stabilizing the coupling efficiency. If
this channel were to be used for free-space polarisation
QKD, implementing AO improves the coupling efficiency
and thus would have resulted in a doubling of the secret
key rate. From these results, it is possible to observe
the promising benefits of including a fast AO system in the
detection stage for many kinds of free-space communications.

Process Tomography.— We perform quantum process tomog-
raphy to determine the effect of the turbulent channel on the
OAM statesup tod = 5, i.e, £ = {-2,-1,0,1,2}. The re-
sults show that the channel fidelity deteriorates significantly
under the presence of turbulence. Quantum process tomogra-
phy is used to determine the effect of a process on quantum
states [41]. A quantum process & can be represented using the
process matrix y,,, to describe how input states p;,, are trans-
formed to output states p,,; by

Pout = 8(pin) = ZanUA'mPOA'Z, (l)

m,n

with the Gell-Mann matrices, 6, being the high-dimensional
extension of the Pauli matrices and satisfying ), Gl =1.
We seek to determine the process matrix y,,, by making pro-
jective measurements in the high-dimensional mutually un-
biased bases (MUB). These projection measurements are de-
scribed by the operators 1 where the index « denotes the
basis and m denotes the state in that basis. It has been proven
that for dimensions d that are prime or the power of a prime
number, there exists d + 1 MUBs [42]. Thus, in the dimen-
sions explored here, d = {2, 3,4, 5}, it is convenient to use the
MUB approach to perform process tomography. For an arbi-
trary dimension, symmetric, informationally complete, posi-
tive operator-valued measures (SIC-POVMs) can be used to
perform process tomography. The MUB measurement opera-
tors in dimension d satisfy

TrIIPTY] = S,
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FIG. 3. Channel Fidelity for OAM-based QKD system. The pro-
cess fidelity between the tomographically measured turbulent chan-
nel with AO off (blue) and AO on (green) are measured for a QKD
channel of d = 2,d = 3,d = 4 and d = 5. Turbulence ‘depolarizes’
the channel significantly, i.e. introduces huge crosstalk, while acti-
vating a fast AO system compensates for the turbulence effects and
recovers the encoded states. Due to the long time required to per-
form these measurements in higher dimensions, the data for d = 5
was taken on a different day with minor changes to the alignment.
This is the main reason why the fidelity for d = 5 is higher than for
d = 3,4, which were taken one after the other.

respectively for the operators of the same basis and different
basis, i.e., @ # 8. Quantum process tomography using MUBs
is described in detail in [40].

The channel fidelity for OAM-based QKD without applied
turbulence remains high. As the next step, turbulence is
applied, and the state tomography is repeated for each
dimension. Without any applied turbulence in the channel, in
all dimensions, the channel fidelity remains above ¥, > 0.95.
After applying turbulence to the channel and repeating the
tomography, the fidelity of the channel is reduced as low as
Fp < 0.45, indicating a high crosstalk among the modes.
The state tomography is repeated with AO enabled in both a
turbulent and still environment. The results for the process
tomography for d = 3 are shown in Fig. 2. In the case of
d = 3, we find that the fidelity of the state is maintained such
that #, > 0.98 both with and without turbulence when using
adaptive optics. The fidelities of the turbulent channel for all
measured dimensions are shown in Fig. 3. Further process
matrices can be found in the Supplementary Material.

Quantum Dit Error Rate and Crosstalk Matrices.— To success-
fully generate a secure key using QKD, it is essential for Bob
to accurately detect the state generated by Alice when they
choose to operate on the same basis. Any incorrectly detected
states will result in a discrepancy between Alice’s and Bob’s
keys, which is quantified as the quantum dit error rate (QDER)
Q. It must be noted that the maximum value for QDER that
is tolerable increases with the dimensionality of the key dis-
tribution protocol [5, 6]. In the case of d-dimensional BB84
protocol, the number of bits of secret key established per sifted
photon R is given by [43],

R(Q) = logy(d) = 2h(Q), 3
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FIG. 4. Crosstalk and quantum dit error rate. The probability of detection on each basis for both bases when going through a turbulent
channel forad = 4,bd = 6, and ¢ d = 10. d Plot of the QDER as calculated from the probability of detection matrices for the cases of
adaptive optics on and off with turbulence active. The dashed gray boundary line separates the region for which the theoretical threshold value
for QDER allows for a secure key to be established between Alice and Bob. While the turbulent channel prevents communication for any
dimension greater than d = 2 when the correction system is not considered, Bob’s use of AO allows for secure keys to be established for all

cases less than d = 10.

where Q is the quantum dit error rate and h(x) =
—xlog,(x/(d — 1)) = (1 — x)log, (1 — x) is the Shannon entropy.
From Eq. (3), it is possible to find the QDER threshold when
R=0.

Here, the quantum communication channel makes use of
two MUB based on two sets of structured beams. The first
one, which we consider the logical basis {|i;)}, is given by the
family of OAM states with topological charge ¢, where ¢ is an
integer number. To reduce crosstalk, we consider all values of
¢ =-d/2...d/2, excluding the value of £ = 0. Meanwhile,

the second MUB, known as the angular mode basis (ANG),
consists of a set of beams that are a balanced superposition of
such OAM modes given by a quantum Fourier transform of
the OAM modes.

o) = “

1 d-1 "
75 2,
j=0

where j =d/2 + (£ —1)O(() + £ O(—L), and O(x) is the Heav-
iside function.
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In order to obtain the QDER of a turbulent free-space chan-
nel, we need to calculate the crosstalk matrix. A crosstalk ma-
trix is determined by sending each of the states in both bases
{ly:>} and {|tp j>}, and performing projective measurements of
the same states. Based on the properties of MUB, it must be
noted that a measurement of a projection made on the incor-

rect basis, i.e. |<¢i|¢j>|2’ is equally likely to result in any of
the states of the projection basis with a probability of 1/d. We
perform the projective measurements for all even dimensions
up to 10, i.e., d = {2,4,6, 8, 10}. The experimental crosstalk
matrices in dimensions d = 4, d = 6, and d = 10 for both
MUBs in our turbulent channel are shown in panels a, b, and
c of Fig. 4, respectively.

Following these results, we proceed to calculate the QDER
of our turbulent channel. Fig. 4d depicts the QDER as calcu-
lated in each dimension d. The results show that the QDER
exceeds the security boundary given by equation (3) in all di-
mensions where d > 2, measured when no compensation is
applied in Bob’s detection stage. Therefore, it is not possible
to establish a secure communication channel in the presence
of applied turbulence. Nevertheless, when the AO system is
active, the QDER is reduced to values below the theoretical
threshold for positive key rates in all tested cases except for
that of the 10-dimensional ANG basis, while. We find that
the average decrease in QDER over all tested cases is 32.5%.
This is a promising result, indicating that the use of an AO
system can allow for significant improvements in the detec-
tion of high-dimensional spatial modes for use in free-space
communication.

Utilising Eq. 3, we calculate the sifted key rate that can
be achieved after the implementation of AO in our channel
shown in Table I. We show the key rate in a BB84 protocol
using a 50/50 balance of each basis, however it must be noted
that one can use a weighted protocol in which the logical ba-
sis is utilized nearly all of the time, bringing the key rate R
asymptotically close to its key rate. [44].

Dimension |R(Q) OAM |R(Q) ANG|R(Q) 50/50
2 0.818 0.885 0.851
4 1.22 0.905 1.06
6 1.52 0.461 0.991
8 0.792 0.032 0.412
10 1.14 0 0

TABLE I. Sifted key rate calculated from experimental results for all
dimensions, given in bits per sifted photon.

Our measurements of QDER for different QKD dimensions
are shown in Fig. 4d. Interestingly, our results show that the
logical basis is more influenced by the introduced turbulence
than the ANG basis and the AO performs better on reducing
the crosstalk in the logical basis rather than in the ANG ba-
sis (this is particularly evident for d = 10). These effects can
be qualitatively understood when considering that both (mild)
turbulence and adaptive optics mainly affect the phase of the

beam. The orthogonality of OAM modes depends on their
azimuthal phase structure, so is extremely sensitive to phase
distortions while ANG modes have a smooth phase depen-
dence but different intensity distributions. The AO performs
less well on ANG modes in higher dimensional basis since
these modes are increasingly localised in the azimuthal coor-
dinate, thus a higher resolution is needed to compensate for
the aberrations induced by turbulence.

Our experiment demonstrates that the use of a suffi-
ciently advanced adaptive optics system can allow for
high-dimensional quantum communications in channels
where turbulence would otherwise prevent it.

Turbulence Measurement — In our experiment, a second WFS
is used in our setup in such a way as to monitor the refer-
ence beam before the correction of the DM was applied (see
Fig. 1 a). From the collected data, it is possible to extract
instantaneous wavefronts and the corresponding decomposi-
tion in terms of Zernike polynomials as functions of time. In
Fig. 5, we show standard deviations of the first nine Zernike
coefficients, excluding the first one, a global phase shift, over
a period of 195 seconds with active turbulence. The strength
of the fluctuations in our experiment is in the range of those
measured in a previous experiment, where a 3m underwater
channel was characterized [45]. In this experiment, a secure
key could not be generated when d = 4 due to the effects of
the underwater turbulence. In our experiment, we also find
that a secure key cannot be generated for d = 4 unless wave-
front correction using a fast AO is implemented in the chan-
nel. Thus, our results are promising not only for free-space
applications but also for other turbulent environments, i.e. un-
derwater channels.

In addition to measuring the Zernike coefficients, we
calculate the Fried parameter ry [46—48]. This parameter
represents the average diameter of the theoretical circular
air pockets across which the wavefront phase experiences
one radian of variation. From the Fried parameter, we can
quantify the strength of the turbulence introduced in our
system with the parameter D/ry, where D represents the
diameter of the effective aperture used to estimate ry. In
our experiment, we obtained ry by measuring the beam
wander of a Gaussian state sent through the channel over
time [46]. Here, D is given by the waist of the Gaussian beam
considered. Following this, we find that the turbulence used
in our experiments has a value of D/ry = 1.70. This value
indicates that our turbulent cell generates moderate-strong
turbulence [39]. This allows us to compare with previous
attempts to use active compensation to increase the key
rate. Previous studies showed that under similar turbulence
conditions, the improvement in QDER when using AO was
not enough to establish a secure channel when d = 5 [39].
This impossibility may result from utilizing an AO system
with lower resolution.

Conclusion — In this work, we have tested the capabilities
of a fast and high-resolution adaptive optics system in the con-
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text of free-space communication channels. We have shown
that AO can significantly improve the coupling of a Gaussian
beam propagating through a non-uniform, changing medium
showing a potential doubling of the resultant key-rate for po-
larization, or time-bin QKD where the Gaussian most likely
used mode. Then, we proved the advantage of the use of AO
in performing high-dimensional quantum key distribution us-
ing spatial modes of photons. Through process tomography,
it is shown that the inclusion of the compensation increases
fidelity with the identity matrix from under 50% to over 95%
in dimensions up to d = 5. Finally, we demonstrate that by
utilizing AOQ, it is possible to implement a high-dimensional
BB84 QKD protocol through a turbulent channel, where it
would otherwise not have been possible. We note that the
observed turbulence is similar to previously performed exper-
iments both indoors and underwater, as confirmed by Zernike
decomposition and the estimation of the Fried parameter. We
foresee using an AO system in practical free-space links for
classical and quantum communications, in particular, in QKD
networks utilizing satellites.
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FIG. 5. Decomposition of the turbulence on the Zernike basis.
Standard deviation of the first nine coefficients a; of the Zernike de-
composition after propagation through the turbulent cell. The WFS
reports the turbulence decomposition in the Zernike polynomials ba-
sis as a function of time. The inset depicts an aberrated wavefront
at a particular time #y, where wy is the beam waist of the Gaussian
mode that would be included in the protocol if using odd dimensions
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Conclusion

This work has reviewed and covered all of the necessary information to understand two works
that contribute to the progress of performing high-dimensional quantum key distribution in
free-space channels. We have investigated the turbulence characteristics of a specific free-
space channel over the city of Ottawa, On. With the data collected, we have developed a
neural network-based tool to make predictions on the quality of the channel up to 12 hours in
advance. This tool can be used not only by us to perform QKD at optimal times in our channel,
but can be used by others so long as they have sufficient historical weather and turbulence data.
This will be an essential tool for future ground-satellite QKD as nearby ground stations may be
able to predict which one will have a better chance of achieving successful key distribution on
a given satellite pass. In the long term, this technology can aid large-scale quantum networks
predict outages and optimally route their communications.

Beyond predicting the turbulence conditions at a future time, we have investigated the cor-
rective capabilities of an adaptive optics system on a turbulent high-dimensional QKD channel
in real-time. We have shown that in our lab-scale environment, the application of turbulence
resulted in a channel over which QKD could not be performed. We found that the implementa-
tion of a fast adaptive optics system by the receiver was able to reduce the error rate below the

required threshold for performing secure communications. Additionally, we find that even a
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low-dimensional free-space QKD channel using Gaussian beams will benefit from an adaptive
optics system. We foresee future free-space QKD experiments implementing this technology,
and will continue to investigate its use in quantum communications and sensing.

Through both works, we have learned about the respective behaviour of two MUB, the
logical basis and angle basis, constructed with OAM in turbulence. The difference in perfor-
mance of these modes both with turbulence and the Adaptive Optics system is interesting and
has introduced us to many questions; These are not the only MUB, and MUB are not the only
possible choice of modes. How well behaved are the other MUBSs spanning the (d + 1) set for
different dimensions? Can we create a basis that is optimal for propagation through turbulence
without AO? Can we create a basis that is optimal for use with AO? These are all questions
that we are looking to address in future work. We are currently in the process of developing a
QKD protocol using a secondary basis that is not MUB. This protocol may provide an easier
method to prepare and measure each individual state, making QKD easier experimentally.

In our upcoming experiments, we will seek to combine these works, by using our 5.4
km free-space link to investigate the performance of the adaptive optics system in a real-world
environment. We will take advantage of the neural network tool each day to determine whether
or not to conduct free-space experiments that night. Eventually we will look to perform secure
quantum communications in real-time over our channel, making steps towards a true quantum
network in Ottawa.

For the future of our neural network tool, we plan on using our model to help other Cana-
dian research groups investigating free-space QKD. In the coming years, the Canadian Space
Agency will launch the Quantum Encryption and Science Satellite (QEYSSat), which will be
a technological test-bed for ground-satellite quantum communications. We plan on distribut-
ing our model to each ground station involved in the project, each of which will have a local
weather station monitoring the meteorological conditions. With so much data, we will develop
models to optimally determine which ground station should communicate with the satellite at
any given time, taking into account factors such as network traffic, the volume of stored secure
keys between each station, and predicted turbulence conditions at each station. This will be a

large step towards the full-scale deployment of quantum networks.
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Section 1. TURBULENCE ANALYSIS

A. Optical wavefronts and Zernike polynomials

The Zernike Polynomials are a set of orthogonal functions that are defined on a unit circle. Given that the majority
of optical systems feature circular apertures, they serve as valuable tools for wavefront analysis and are therefore
significant within the field of optics [1]. Thus, it is possible to express an arbitrary wavefront ®(Rp, ¢) over a circular
aperture of radius R in terms of the Zernike polynomials Z;. Explicitly, we can write

(I)(Rpa ¢) :ZaJZJ(p7¢)7 (Sl)

where a; € R are the coefficients of the expansion and (p, ¢) are the cylindrical coordinate system. It must be noted
that in this manuscript, we follow the normalized single-index Zernike polynomials according to the ANSI standard [2].
Table S1 contains some information regarding the correspondence between the indexes and the Zernike Polynomials.

ANSI index Standard indeces Polynomial Name
Index | Normalization Factor| n m
1 1 0 0 1 Piston
2 2 1 -1 psin p Tip Y
3 2 1 1 pCOS TipX
4 V6 2 -2 0 sin(2¢p) Astigmatism +45d
5 V3 2 0 2p% — 1 Defocus
6 V6 2 2 0> cos(2¢p) Astigmatism 0/90d
7 V38 3 -3 p° sin(3¢p) Trefoil Y
8 NG 3 -1 3p°sinp — 2psin @ Coma X
9 V8 3 1 3p° cos p — 2pcos Coma Y
10 NG 3 -3 p° cos(3p) Trefoil X

Table S1. Zernike polynomials are ordered according to their ANSI index, a common alternative indexing scheme, as well as
the polynomial in cylindrical coordinates.

Figure S1. The First 10 Zernike polynomials, with arbitrary unit strength ranging from -1 to 1 ordered vertically by values
of n and horizontally by the values of m.
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B. Calculation of the Fried Parameter

Let us define the Fried parameter o as a fundamental spatial coherence length measure that quantifies the spatial
resolution of the effect of the atmospheric turbulence that our beam experiences. In general, the Fried parameter is
given by [3]

A
ro = 0.982, (52)

0
where A\ corresponds to the beam’s wavelength while 6 is the average deflection angle experienced by the beam. In
our case, the latter is obtained by measuring the position of the centroid of a Gaussian beam after going through the
turbulence cell over short intervals of time. Then, it is possible to calculate the average displacement s of the beam’s
centroid from its original position in the absence of turbulence. Finally, the average deflection angle is then given by,

B = tan (%), (S3)

where L is the length of the turbulent cell.

C. Adaptive optics system

The AO system used in our experiment is manufactured by ALPAO and consists of three main components: a
deformable mirror (DM) a Shack-Hartmann wavefront sensor (WFS), as well as a feedback-control system. The
DM in our configuration (DM9725) has a diameter of 22.5 mm, and utilizes 97 electromagnetic pistons behind the
reflective surface in order to modify its profile. These pistons are organized in an 11 x 11 grid pattern with cut corners
to conform to the circular shape of the mirror. It has a settling time of 1.5 ms, and can therefore operate optimally
up to and even slightly above 600 Hz. On the other hand, the Shack-Hartmannn WFS (SH-EMCCD) has an array
of 16 x 16 micro lenses in order to correctly measure the reference beam wavefront. It operates at a frequency of
1kHz. The correction calculations are performed by ALPAO Real Time Computer (RTC) and the interface with the
whole system is given by using ALPAO Core Engine (ACE) in MATLAB version R2019a Update 3. The system is
dependent on the operating frequency to be faster than that of the Greenwood frequency, fg. This frequency is the
rate at which the turbulence structure within the optical path changes form [4]. We can then consider 1/fs = 7¢
to be the Greenwood time constant which is the amount of time that the turbulence structure is constant. During
the experiments, the AO system was operating at 200 Hz. While we do not measure the Greenwood frequency of the
turbulence generated in the lab, we can be sure that it is less than 200 Hz as the AO system operated without issue.

D. Extended Gaussian coupling
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Figure S2. Extended figure showing 60 seconds of a Gaussian beam coupling into a single mode fibre through the active
turbulent cell. After 30 seconds without any corrections, the AO system is activated.
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E. Turbulent cell

In our experiment, the turbulence cell consists of a hotplate contained within a glass-walled water tank. In it,
the variations of the refractive index are produced by the temperature gradient generated by the hotplate. As the
layer of air close to the plate gets hotter, it rises and displaces the colder layers of air, allowing to generate isolated
turbulence inside the tank. The strength of the effective turbulence can be controlled by setting the hotplate at
different temperatures. As shown in Fig. S3, as the temperature of the hotplate is increased, the standard deviation
of the coeflicients a; of the Zernike decomposition also increases. All experiments were performed with the hotplate
setting 1 shown in Fig. S3.
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Figure S3. Standard deviations of the first nine coeflicients a; of the Zernike decomposition upon propagation through the
turbulent cell as a function of the temperature of the hotplate. Here, the value of 0 corresponds to the hotplate completely off,
while 3 stands for the highest temperature possible.

Section 2. PROCESS TOMOGRAPHY

The process matrices for d = {2,3,4,5} are shown in Fig. S4. The process tomography was obtained by sending
through the turbulent channel and then measuring all the states belonging to the mutually unbiased basis sets for
dimension d. If d = p, where p is a prime numbers, then one can find p + 1 MUBs. Starting from the canonical basis
Bo :={|7)}j=0..p—1, one can generate the basis B, := {|¢§),..., {@[11‘3‘_1>}, with 0 < a < p — 1 whose p elements are
given by

|
—_

«a ,_ip wt p—J W) |4
[¥i) = 2 (W)W ) 1) (54)

Il
<

where s, =j+...+(p—1) and w = e2™/P_ The process tomography is performed by preparing all the elements of
the set S := {By, ..., B,} and performing projective measurements on the same set. Let II := |¢¢) (¥f], the state
resulting from the action of the turbulent channel on a basis element is

S(Hf) = Z anJmeUIL (S5)
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Figure S4. Process matrices for all dimensions. ad =2, b d
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where o, are Gell-Mann matrices. A measurement in any of the MUBs yields the detection probabilities
o = T E(0) =D xap Tr(I5, 0015 0}). (S6)
a,b

Through the steps detailed in Ref. [5] the above equation was inverted to find the process matrix X.,. The Fidelity
between the experimentally reconstructed process matrix x.,p and a theoretical one xyy, is

Fo= Tr< \/@Xthm)z. (S7)

In our case y, was considered to be the d-dimensional identity matrix, corresponding to an ideal channel).
Note that Eq. S4 gives a complete set of MUBs for dimensions which are a prime number. For d equal to the power
of a prime, complete sets of MUBs can be still found. For d = 4 one has:
By = {(1,0,0,0),(0,1,0,0), (0,0,1,0),(0,0,0,1)}
Bl - {(1/27 1/27 1/2a 1/2)a (1/2a _1/2a _1/2a 1/2)a (1/2a 1/27 _1/27 _1/2)a (1/27 _1/27 1/27 _1/2)}
{(1/27 2/27 7’/2a _1/2)7 (1/27 _2/27 _1/27 _1/2)7 (1/27 2/27 _2/27 1/2)7 (1/27 _2/27 7//2, 1/2)}
(1/27 1/27 71’/27 Z/2)7 (1/2a 71/27 i/Qv Z/2)v (1/2a 1/27 i/2v 72‘/2)7 (1/27 *1/27 *7;/27 72/2)}
(

={
{(1/2,—i/2,1/2,i/2),(1/2,i/2,—1/2,i/2),(1/2,i/2,1/2,—i/2),(1/2,—i/2,—1/2,—i/2)}.

Section 3. CROSSTALK & QBER

A. Bases

As mentioned in the manuscript, we utilize the logical basis, corresponding to OAM modes as out first basis. Our
second basis consists of a balanced superposition of the OAM modes corresponding to a quantum Fourier transform
known as the angular basis (ANG). The modes for both bases in all dimensions are shown in Fig. S5. The phase
structure in the ANG basis consists of flat two regions with sharp jumps between them. The power in the ANG basis
consists of d lobes and becomes more concentrated a single lobe in higher dimensions.

This localization effectively constrains the mode to fewer corrective elements of the adaptive optics system as d
increases, not allowing for adequate compensation. This same localization of the ANG states likely allows the state
to have a smaller effective diameter, D, meaning that the experienced turbulence will be lesser as there is a decrease
in D/rg. We believe this is what causes the ANG states to be more robust to turbulence without AO, while also not
being as easily corrected when using the AO system.

B. Crosstalk measurement

For a given basis, the crosstalk matrix is determined through the projective measurement of all states in the basis
on the incoming state. After the projective measurement, the light is coupled into a single mode fibre and a power is
measured by an optical power meter (Thorlabs PM100D). Each projective measurement |();] 1/)¢>|2 is normalized by
the total power measured from one incoming state,

Gy = vl (S9)

50 l(wslwa)?

to ensure that the sum of the power measured on an input state (the sum of any row in the matrix) is unitary. This
gives the likelihood of detection for any one output state given an input state. These elements are arranged such
that Alice’s input states are given by the row number, i, while Bob’s projective measurement state is given by the
column number, j. Each individual measurement is performed over 30 ms, and repeated 100 times to give a reasonable
sampling of the turbulence.

Figure S6 shows the corresponding crosstalk matrices for all dimensions. We see that the OAM modes are likely to
spread to neighboring modes up to the midpoint of the dimension. This shows that the induced turbulence is unlikely
to result in power spreading from modes where £ > 0 to modes where ¢ < 0 and vice-versa.
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Figure S5. All modes utilized in the crosstalk measurements. The logical basis consisting of OAM modes is shown on the left,
while the angular basis is shown on the right for the same dimension. ad=2,bd=4,cd=6,dd=38,ed =10

C. QBER calculation

With the crosstalk matrix measurement performed, the average of the diagonal elements is used to determine the
fidelity of the basis. To determine the quantum bit error rate, we subtract the fidelity from the theoretical best

performance of 1. This gives a QBER for the basis in a dimension d.

d—1
QBER =1- Y Cj;/d=1-Tx[C;;/d] (S10)
j=i=0

We calculate the QBER for each of the bases, in each dimension. We find that our AO system is capable of
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correcting the effects of turbulence in the logical basis for al dimensions. As mentioned in the manuscript, the QBER
in the ANG basis is brought below the threshold for secure communications in all cases, save for d = 10. The exact
values for the calculated QBER in all cases are listed in Tables S2 and S3.

Dimension | QBER OAM AO off{QBER OAM AO on |Security Boundary
2 13.6 8.1 1.24+0.1 11.0
4 473 +£2.3 54+4.1 18.9
6 54.6 £13.1 7.1+34 22.5
8 66.9 + 10.8 16.4 +6.6 24.7
10 71.6 £12.9 15.14+4.9 26.2

Table S2. Calculated QBER for the logical basis given as %.

Dimension | QBER ANG AO off|QBER ANG AO on|Security Boundary
2 9.9+ 3.6 0.6 +0.2 11.0
4 35.5+2.3 8.3+2.9 18.9
6 45.5 £ 8.6 172+ 2.0 22.5
8 53.4£5.5 24.3+£3.3 24.7
10 59.7 + 6.6 37.3+6.0 26.2

Table S3. Calculated QBER for the angular basis given as %.
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