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Abstract

We consider the problem of extracting a specific feature from a noisy signal generated
by a multi-channels Remote Field Eddy Current Sensor. The sensor is installed on a
mobile robot whose mission is the detection of anomalous regions in metal pipelines.
Given the presence of noise that characterizes the data series, anomaly signals could
be masked by noise and therefore difficult to identify in some instances. In order
to enhance signal peaks that potentially identify anomalies we consider an entropy
filter built on a-posteriori probability density functions associated with data series.
Thresholds based on the Neyman-Pearson criterion for hypothesis testing are derived.
The algorithmic tool is applied to the analysis of data from a portion of pipeline with
a set of anomalies introduced at predetermined locations. Critical areas identifying
anomalies capture the set of damaged locations, demonstrating the effectiveness of
the filter in detection with Remote Field Eddy Current Sensor.
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Chapter 1
Introduction

High demand for oil and water transportation is playing an important role in the
world economy, as they are primary needs. Pipelines are the most economical way
to transport large quantities of water and oil through land or undersea. However,
disruption of flow leading to shortage of supply, can lead to high economic losses.
Hence, inline inspection and repair are vital for maintaining a pipeline network. On
the other hand, oil spills can result in sudden and long-term environmental damage.
Considering that millions of miles of oil pipeline networks are operating across the
globe, and many more are under construction, [2] automating inspection is crucial.
Technology in this field is developing rapidly in order to provide efficient and quick
inspection [3,4]. There are two major types of pipe inspection: 1)external pipe inspec-
tion, which deals with the exterior of the pipeline. This method is not very common,
since pipelines are often underground or there are support beams in the way. 2) in-
ternal pipe inspection, generally referred to as pigging, is widely used to guarantee
safe and reliable fuel delivery. The majority of Pipeline Inspection Gauge (PIG) tech-
nology developers, rely on nondestructive testing (NDT') to quickly and economically
detect and characterize degradation and damage. There are many challenges that
Inspection tool developers must overcome. They must build inspection tools that
survive the pipeline environment, meet specifications for long distance pipelines with
high operational speeds, deal with pipeline abnormalities such as tight bends and

obstruction in the pipe, and keep the measurement sensors in good condition [5]. To
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fit the demand for quick and economical surveys of large portions of pipelines, high
speed inspection methods such as visual testing, penetrant testing, magnetic particle
testing, magnetic flux leakage, Hall-effect testing radiographic testing, ultrasonic test-
ing, eddy current testing, Thermal infrared testing, magnetic Barkhausen effect, and
acoustic emission testing [6-10] are used to fulfill the requirements.

Due to profusion of metallic utility pipes, it is more suitable to use magnetic
sensors such as magnetic flux leakage [11], magnetic particle and eddy current [12]
as they are capable of detecting both internal and external defects. Magnetic PIGs
magnetize the pipe as they travel along it. A magnetic field related signal is captured
by a group of transducers that is uniformly distributed around the circumference
inside the pipe wall. A difference in the transmitted and received magnetic-dependent
signals usually indicates the existence of a flaw near that point [13-16].The flaw can
be due to corrosion, weld defects, cracks, fatigue, or deformation. With high noise
levels, in order to extract anomalies from the collected sensory data, signal processing
techniques, like filtering, are required. Sensory data is characterized by low signal to
noise ratio. Therefore, relevant signals associated with features to be identified may
be masked by noise.

In this thesis, we investigate the problem of extracting feature from data generated
by a multi-channel remote field eddy current sensor. The problem is formulated in the
framework of probabilistic classification theory, where data points have to be classified
as noise or feature. Some authors developed the idea of using Shannon entropy [17]
to filter noisy signals in order to distinguish features from background noise [18-20].
We extend such idea to the data series generated by remote field eddy current sensors
by considering the Rényi entropy [21] which is a one-parameter generalization of
the Shannon entropy. The characterization of sensor noise and anomalies is done by
thresholding the Rényi filter within Neyman-Pearson [22] decision making framework.

In chapter 2, we present a brief survey of the latest techniques in inline inspection
tools. In the second section, we provide a comprehensive literature review in the
field of anomaly detection and discuss different types of detection. The last section is
dedicated to the overview of the most common techniques in anomaly detection and

the related applications.
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In Chapter 3 we discuss the information entropy, which delineate the theoretical

framework of this thesis. Two well-known types of optimal criteria for hypothesis
testing, that are Bayes decision criteria and Neyman-Pearson criterion, are discussed.
Sensory data in terms of related discrete probability density functions are charac-
terized, as the necessary preamble to apply the entropy filter. The entropy filter is
presented and different methodologies on how to obtain optimal bin size for a his-
togram representation that is linked to the entropy filter are presented. Subsequently,
we determine thresholds for hypothesis testing within the Neyman-Pearson decision
making framework with statistical parameters intrinsically related to noise and to
anomalies to be detected.
In Chapter 4, the algorithm is illustrated by its effectiveness of detecting critical
regions associated with known anomalies. Next we demonstrate the efficiency of de-
tecting critical regions using different window and Rényi parameters employed in the
previous section. The noisy and anomaly distribution parameters and thresholds and
tested on different that are characterized by different anomalies.

Chapter 5 is left for summary and conclusion.



Chapter 2

Background and Literature Review

2.1 Brief Overview of Inline Inspection Tools

Several types of pipeline inspection gauges have been proposed, such as acoustic,
ultrasonic sensor [8,23], and infrared sensor. However, they are limited by deficiency
of data-processing techniques, computational complexity, and high cost. Ultrasonic
is useful in liquid pipelines for detecting corrosion and cracks [24,25]. On the other
hand, sensors such as flux leakage sensors, magnetic particle sensors, and eddy current
sensors have been widely utilized in commercial inline inspection tools, getting benefit
from the metallic inheritance of pipelines that allows the pipeline inspection gauges
to magnetize the pipe. There is no comprehensive method for finding all types of
anomalies, as the current inline inspection tools are limited in the variety of anomalies
they can detect [4]. In this chapter, we discuss some of the common nondestructive
testing techniques that are commonly used to detect anomalies in pipeline, and discuss

their limitations and advantages.

2.1.1 Magnetic Barkhausen Effect

At the beginning of the 20" century Barkhausen (1919) discovered a unique property
in ferromagnetic materials. Applying a magnetic force on a ferromagnet results in

sudden changes in the magnitude and direction of the ferromagnetic domains. This
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sudden change during the magnetization process creates current pulses (noise) in the
coil which is winded around the ferromagnetic material. The amount of Barkhausen
noise is associated with the amount of impurities, which is a good indicator of flaws.
This method is not very costly and is easy to implement; however, it is limited to

ferromagnetic materials, mainly iron [9].

2.1.2 Magnetic Particle Inspection

In 1918 Hoke accidentally discovered that magnetic particles, i.e. small metallic
pieces, could be used to find locations of defects. In this method, a ferromagnetic piece
such as iron, nickel or cobalt is magnetized by direct or indirect magnetization. The
presence of flaw or discontinuity in surface or subsurface level of the material results
in a magnetic flux leaking. Using ferrous iron particles on the specimen, magnetic
flux leakage attracts the particles, which build up in the vicinity of surface anomalies.
Although it is simple to use and the devices are cost efficient, this method is limited
to ferromagnetic materials only. For getting the best indication the magnetic field
should be perpendicular to the direction of the flaw [26]. This method is usually

referred to as magnetic particle inspection.

2.1.3 Magnetic Flux Leakage

One of the most common derivations of magnetic particle inspection is magnetic flux
leakage. It is one of the most common techniques for non-destructive in-line inspection
of pipelines [27]. It is based on permanent magnets that are used to magnetize a
sample to its maximum magnetic flux capacity. Regions that have different thickness
due to corrosion, weld, crack or deformation perturb the magnetic flux resulting in
‘leaking’ the flux into the air. Magnetic flux leakage has several advantages over the
particle method, one is higher accuracy in detecting anomalies over a confined area.
Another advantage is when the inner surfaces of long tubes and pipelines are not

easily accessible for visual inspection [28].
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2.1.4 Ultrasonic Testing

Ultrasonic testing was inspired by the work of Lord Rayleigh in 1870s on sound waves,
“The Theory of Sound”. In this study, he discussed the properties of sound waves
in different materials, that later led to the development of this technique [6]. In this
method, a short ultrasonic pulse-wave with high frequencies is applied to test material
to conduct evaluations. This method can be used mainly for flaw detection, dimen-
sional measurement (such as thickness of defects). Ultrasonic testing mainly consists
of receiver, transducer, and display device. Generally, the are two types of ultrasonic
testing. One is based on reflected waves whereas the other is based on transmitted
waves. The reflected-wave method has several advantages over other nondestructive
testing methods such as the wide range of operation on different materials other than
steel and metals like concrete and wood composites, high penetrating power allowing
deep detection into the material, high accuracy and sensitivity for surface and sub-
surface flaw detection, capability of estimating the dimension, orientation, and shape
of defects, and only one side surface needs to be accessible. On the other hand, it
has some disadvantages: it requires high skills and training compared to other nonde-
structive testing evaluations, rough, irregular shape and tiny materials are difficult to
inspect, materials that produce high signal noise such as cast iron can create problems
in the detection of flaws [29].

2.1.5 Eddy Current

One of the most common and oldest nondestructive testing techniques is based on
eddy current sensors [6]. The first idea involving eddy current was introduced in
Michael Faraday’s work on electromagnetic induction in 1831. His discovery revealed
that relative motion between a magnetic field and a conductor (the test object) in-
duces a voltage in the conductor inducing an electric current, called eddy current. In
other words, the alternating magnetic field in a primary coil device links to a conduct-
ing specimen test, inducing a voltage that results in a current flow in the conducting
object as shown in Fig. 2.1.

A few years later, Heinrich Lenz showed that the direction of the induced current in
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EDDY CURRENT COIL

——PRIMARY MAGNETIC FIELD

——EDDY CURRENTS (CIRCULAR)

SECONDARY MAGNETIC FIELD

ELECTRICALLY CONDUCTIVE MATERIAL

Figure 2.1: Schematic diagram of a simple eddy current testing on a piece of con-
ducting material.

the test object is such that its magnetic field always opposes the magnetic field of the
source [6]. The eddy current depends on the change in the inductance of the primary
coil (search coil) which is altered in the vicinity of a conducting test object due to
an electrical current generated in the specimen when it is subjected to an alternating
magnetic field as shown in Fig. 2.2. Hence, by knowing the relation between the
magnetic fields of the two coils that generate the eddy current in the conductive
material, information can be collected about the test material. The information
gained by the test is the electrical conductivity and the magnetic permeability of
the test object, the amount of material interfering the coils magnetic field, and the
physical condition of the test object such as flaws, defects, cracks etc. Cracks and
other surface conditions modify the eddy currents generated in the conductor and
give rise to a local change in the impedance. eddy currents always flow parallel to

the plane of the winding of the test coil producing them. Thus, a damage parallel to
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CRACK

—

EDDY CURRENTS

I

Figure 2.2: Perturbation effect of eddy currents due to defect or discontinuity.

the eddy current can be missed by this method.

2.2 Anomaly Detection

Anomaly refers to patterns in data or signal that do not conform with expected
behaviors. A well defined notion of a normal behavior is provided in [1]. Many
techniques have been developed in this field for pattern recognition and they are fun-
damentally similar despite the fact that they appear under different names in the
literature, such as outliers, exceptions, surprises, changes, deviation, aberrant, and
intrusion. Anomaly detection is crucial because the original data may contain im-
portant information. Many studies have shown that anomaly detection is a critical
and very challenging task in many safety-required environments such as flow disrup-
tion in pipelines, fault detection in critical systems, and fraud detection of credit
cards [1,31-33].

Due to the fact that it is not possible to train a machine learning system to entirely
differentiate between normal and anomalous data, it is crucial to investigate the dis-
similarities between known and unknown (anomalous) objects. That is why several
models for anomaly detection exist which are often tailored to specific types of data.
Therefore the choice is dictated by the type of data which is often characterized sta-
tistically [32].

The very first attempt for anomaly detection was made by Edgeworth in 1887 as
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described in his book “The Method of Measuring Probability and Utility” [34]. Gen-
erally speaking, anomaly detection is not the same as noise removal, although they are
often related [35]. Noise is considered unwanted data, or not of interest for analysis.
It does not belong to any characteristic of an object. On the other hand, anomaly
refers to features that could depict some characteristics of an object. Therefore, noise
removal does not imply reduction of anomalies. Some authors, such as Aggarwal [36],
suggest that anomalies could be considered as a set of noisy data that lies outside of
defined regions (clusters) or as a single noise lying outside specified clusters, but in
both cases they should be separated from any noise. This means that, generally noise

is not considered as an anomaly as its characteristics are available.

2.2.1 Difficulties and Challenges in Anomaly Detection

There are several factors that characterize and pose challenges in the processes that

define anomaly detection:

(i) In many cases normal regions are evolving in time, hence there are no fixed
boundaries [37].

(ii) It is not an easy task to define a normal region that contains all the possible
normal data since the boundary is often not precise and requires a set of purely

normal data with which the algorithm can be trained [38].

(iii) The concept of anomaly may vary depending on the application domain. For
instance, in medical domains a small deviation of body temperature from the
normal temperature might be an anomaly [39]. On the other hand, a similar

fluctuation in stock markets might be considered as normal [40].

(iv) It is difficult to obtain labeled data (normal or anomalous) which is accurate and
well representative of all types of anomalous and normal behaviors. Naturally, it
is more challenging to label anomalous data since it is dynamic and sometimes
unpredictable [1,41,42].

(v) Noisy (imperfect) data might be confused with anomalies since both are random

and do not follow specific patterns [43].
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Anomaly detection’s success relies on the method as well as the statistical prop-

erties of the anomalous data [32]. At the same time, there are several factors that

can positively influence anomaly detection [1]:

(a)

(b)

Accuracy: Having low false positive and false negative rates which increase the

accuracy for detecting all kinds of anomalous/normal behaviors.

Simplicity: Less computationally expensive algorithms require less resources
such as limited number of sensors, low memory space and low power transmission.

In addition, the number of parameters of the algorithm should be minimized.

Real-time operation: It is sometimes essential for any anomaly detection algo-
rithm to be able to work in real-time (online) as in some high level safety critical

environments like a spacecraft to avoid hardware/software failures [44].

Generalization: The system should be able to generalize without loosing its

accuracy and confusing anomaly with normality [45].

Independence: A key aspect of anomaly detection is its independence from
the attributes of the nature of the input data (also referred to as object, point,
sample and entity). Moreover, it should lead to a fairly good performance with

a relatively low number of samples in the presence of noise [46]
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Research Fields:

Machine Learning
Information Theory
Data Mining Statistic
Spectral Theory

.| Anomaly Detection <

Techniques

Nature of
Data

Anomaly
Type

Output

Characterization of
Anomaly Detection

Application Domains:
Fault Detection

Industrial damage

Fraud Detection

Network Intrusion

Image processing

Figure 2.3: Key components of anomaly detection (adopted from [1])

Some of the key components associated with anomaly detection techniques are

shown in a block diagram representation, Fig. 2.3. The characterization of anomaly

detection techniques is modeled depending on the nature of the input data, availability

of the data label, type of anomaly, and output of anomaly detection [1].

2.2.2 Characteristics of Anomaly Detection

Nature of Input Data

Tan et al. [46] define input as a collection of data instances also referred to as objects,

points, patterns, samples and observations. Each data instance has a feature that can

be available in different types like binary, categorical, continuous, and hybrid, where
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10

15

20

30

—

(b) Anomaly in regression
form

Figure 2.5: Different types of anomalies

some data might contain only one feature (univariate) or multiple features (multivari-

ate). One needs to know the nature of data in order to determine the applicability

of the anomaly detection method. For instance, in most statistical methods such

as nearest neighbor based technique, the nature of attributes would determine the

distance measure to be used. In other words, instead of the actual data the rela-

tive distance of samples (instances) might be provided. In this case, techniques that

require actual instances are not applicable [1].
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Types of Anomalies

Another key aspect of this anomaly detection technique is the type of targeted

anomaly. Generally, anomalies can be classified into two groups [1].

1. Point Anomalies : This is individual data that is anomalous with respect to the
rest of the data. This is the simplest type of anomaly and most of the research
in this field, including this thesis, is concentrated on this type of anomaly. For
instance, in Fig. 2.4, scattered points that lie outside the boundary of the normal
regions, are point anomalies since they are distinct from the normal data points.
Other types of anomalies are shown in Fig. 2.5 such as anomaly in histogram
representation of data and in the regression form. Another example is credit
card fraud detection, where a sudden increase in the amount of transactions is

considered as an anomaly [47-51].

2. Contextual Anomalies: This is individual data that is anomalous within a con-
text. This concept is defined based on the structure in a data set and should
be identified in the problem formulation. Each data instance has two main at-
tributes. Contextual attributes, used in spatial data sets where the location lon-
gitude and latitude are contextual [52,53] and in time-series (sequential) where
time is contextual and represents the location of an instance in the set [54-56].
The second type is the behavioral attributes, which deal with non-contextual
instances, as for example snow in summer (context) could be considered an

anomaly (contextual anomaly) but in winter it would be considered normal.

Data Labels

A fundamental part of anomaly detection techniques is labeling the data. Labeling is
nothing but denoting data as normal or anomalous. It is computationally expensive
to obtain accurate and comprehensive data labels which cover all types of behaviors,
especially anomalous data instances due to dynamical nature. There are three types of

modes to identify anomalies: supervised, unsupervised, and semi-supervised models.
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(a)

supervised: In this technique, labels are available for both normal and anoma-
lous data. Any unknown data is compared to these two models to decide which
class it belongs to. However, there are some issues with this technique. First, usu-
ally there is a scarce amount of anomaly data compared to the amount of normal
data which results in poor characterization of target events (anomalies) [57-59].
Another issue is that it is impossible to cover all possible ranges of anomaly

behaviors since they are always evolving.

unsupervised: This method does not assume labels. Hence, it does not require
a training data and has a wider application domain. The assumption is based
on the fact that anomalies are very rare compared to normal data. Thus, if the
assumption is violated it will result in a high false alarm rate [60]. The advantage
of this over the supervised method is that it is applicable for on-line anomaly

detection as long as incoming data can be classified from a learned model [61].

semi-supervised: For this technique labels are available only for normal data
(not anomaly). The approach in this method is to build a model that represents
the class of normal behaviors from a given training data and then measuring the
likelihood of a test instance that is generated by the learned model. The super-
vised method relies on labeled training data, however training the data in practice
may be computationally expensive. On the contrary, the unsupervised method
can work without enormous pre-labeling training data, but at the expense of low
accuracy. The semi-supervised method provides a trade off between accuracy and

adaptivity that reduces the problem to a binary classification [62-65].

Output

There are two possible outputs for anomaly detection techniques: labels and scores.

Labeling assigns an anomalous or normal label to each test instance, while scoring

assigns a defect likelihood score to each test instance which indicates the degree of

anomalousness. Hence, scoring is more informative than labeling since the analyst

can specify a threshold to select the most likely anomalies.
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2.3 Techniques and Related Applications to Anomaly

Detection

Anomaly detection techniques can be categorized in four main groups classification
based, nearest neighborhood based, clustering, and statistical (parametric and non-
parametric) [1]. Fig. 2.6, illustrates the taxonomy of anomaly detection methodolo-
gies. For each of the main methodologies, the computational complexity as well as

weaknesses and strengths are discussed next.

Anomaly Detection
Techniques

Contextual Point Collective
Anomaly Anomaly Anomaly
Detection Detection Detection
v v 3 v
/” CLASSIFICATION BASED / NEAREST NEIGHBOR BASED CLUSTERING - OTHERS [ SsTATISTICAL )
- Neural Networks Based |- pjstance based -Information Theory based - Parametric
- SVM Based - Density based -Spectral based - Non-parametric
- Rule Based

Figure 2.6: Taxonomy of anomaly detection (adopted from [1])

2.3.1 Classification Based

The concept in this technique is to build a classification model for normal and anoma-
lous samples from label data training and then use them to classify each new sample.
A sample is considered anomalous if it is not classified as normal by the defined
classes. The classification techniques can be divided into two main groups: one-class

and multi-class [1]. One-class classification assumes that all training samples have
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only one label that is the normal label and attempts to find a separating boundary
between the normal data set and the rest of data. The main objective of this method
is boundary estimation [66]. Multi-class classification labels data to more than one
normal class. One of the widely used techniques is neural networks which is generally
a non-parametric approach [31] operating in both single and multiple class settings.
There are two stages for a multi-class classification using a neural network. First, it is
trained with a normal training data. Then, it is tested by feeding each sample instance
to the neural network [67,68]. Neural classifiers are less affected by noise, and have
been extensively applied in machine fault detection applications [69-74], structural
damage detection [75-77], as well as image processing [78,79]. Another classification
method is Support Vector Machine (SVM). It constructs a decision hyper-plane as
the boundary between classes of given data by maximizing the distance of the closest
point to the boundary [80]. A SVM has been implemented in fault detection and
machine health prognosis [81-84], power generation plants [72] and image process-
ing [85,86]. Finally, rule based method which are among the classification techniques
which learn rules that detect the normal behavior of a system. If a test instance is not
captured by the set rules, then it is treated as an anomaly. In this method each rule
has a confidence score that is proportional to the ratio of number of training events
correctly classified by the rule to the total number of training events. Omne of the
common types of rule based methods is association rule mining that is being used for
one-class anomaly detection by generating rules from the data in an unsupervised en-
vironment [1]. This method has been used in fault detection in mechanical units [87],

sensor networks, medical applications [88] and public health [89].

Computational Complexity:

The computational complexity of the classification techniques depends on the algo-
rithm that is implemented. Typically, training decision trees tend to be faster while

quadratic optimization methods such as SVM are computationally expensive [1]
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Strengths:

e The methods have powerful algorithms that can distinguish patterns in multi-

class discrimination.

e They can be highly accurate in detecting different kinds of anomalies.

Weaknesses:

e They may be difficult to apply since they require both labels from normal and

anomaly classes.

e They can still lead to high false alarm rates in some cases.

2.3.2 Nearest Neighbor Based

The key assumption in this method is that normal data have close neighbors while
anomaly data is located far from other data [1,46]. There are two types of nearest
neighbor based methods: distance or similarity based, which specifies anomalies as
the data points most distant from the other points using Euclideian or Mahalanobis
distance, and density based that identifies anomalies in low density areas. Some
applications of this method are pattern recognition [90], medical time series [91],

image processing [92,93] and sensor networks [94,95].

Computational Complexity:

The computational complexity of this method is in O(N?) where N is the data size.
Since this kind of technique involves the search of the nearest neighbor for each

instance, it does not scale when the number of attributes increases [96].

Strengths:

e [t does not require any assumption about the data and is capable of operating

with unsupervised and semi-supervised classification paradigms.
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e [t is fairly easy to adapt this method to a different data types, and it only

requires defining measurements (distances) for the given data .

Weaknesses:

e [t is computationally expensive.

e If normal or anomalous points do not have a sufficient number of close neighbors,

the technique fails to label them correctly resulting in false detections or misses.

e For complex data such as sequences or graphs, it is difficult to select a distance
measure that can effectively distinguish between normal and anomalous sam-
ples. This is because the performance of this technique highly depends on a

distance measure, which is defined between a pair of data instances.

2.3.3 Clustering

Clustering based approaches are based on the unsupervised classification of patterns
employed to partition a data set into a number of clusters, where each data instance
can be associated to a degree of user-specified level of membership to each of the
clusters. The degree of membership can be thresholded to indicate if a data instance
belongs (or not) to a cluster. Anomalies can be identified when a instance does not
belong to any of known clusters [32]. Clustering based techniques may be similar
to the nearest neighbor based techniques in case they require distance computation
between a pair of data instances. However, the fundamental difference between the
two methods is that clustering based techniques measure each data instance with
respect to the cluster that it belongs to, while the nearest neighbor based techniques

evaluate each data instance with respect to its local neighborhood [1].

Computational Complexity:

In clustering methods, the computational complexity of processing data depends on
the clustering algorithm employed to produce clusters from the data set. Therefore,

the computation of such clusters may have O(N?) complexity in case the clusters
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require pairwise computation of distance for all the data instances [1], or linear using

heuristic techniques are used for this purpose [97].

Strengths:

e They can function in an unsupervised mode.
e They can be adopted to other complex data types.

e The evaluation is often fast since the number of clusters are much less than data

instances.

Weaknesses:

e The performance of this technique highly depends on the effectiveness of clus-

tering algorithm.

e Some of clustering algorithms might assign every data instance by force to a

cluster. This might lead to considering anomalies as normal instances.

e Some of clustering techniques are only effective when anomalies do not form

large clusters which could be misinterpreted as normal clusters.

2.3.4 Statistical

Statistical techniques mostly rely on modeling the data based on its statistical proper-
ties and then checking if the test samples belong to the same distribution or not [32].
The underlying principle of all statistical approaches is that an anomaly is considered
as an observation that is partially or completely irrelevant due to a fact that is not
generated by the same assumed stochastic model [98]. The key assumption is that
normal data instances occur in high probability regions whereas anomalies occur in
low probability regions of the stochastic model [1].

There are few basic approaches that fall under this category. One is based on con-
structing the density function of known data and then computing the probability of
the test data to check if they belong to the normal class. Another simple model
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is distance based, where the distance of a data instance that is measured from the
estimated mean is the anomaly score for that instance. The threshold is tested on
the anomaly score to identify the anomalies [1,99,100]. There are different types
of distance measures such as Mahalanobis distance, Euclidean distance, Kullback-
Leibler distance and Bayesian distance [101,102]. A more simple statistical model for
anomaly detection is box-plot [103] which is a graphical representation of five statis-
tical values (median, lower extreme, lower quartile, upper quartile, upper extreme).

Generally speaking, there are two main approaches for probability density estima-
tion, parametric and non-parametric [104]. Parametric methods assume that the data
comes from a known underlying distribution [43], whereas non-parametric methods
do not generally assume knowledge of an underlying distribution, and build the den-
sity function and the parameters from the data [104]. Non-parametric techniques are
more applicable since in real world situations there is no or little knowledge of the

underlying distribution.

Parametric Techniques

Parametric techniques are often based on the assumption that the data distribution
is Gaussian (sometimes Poisson) and can be modeled based on mean and variance
(or covariance) [32]. The data distribution can be modeled by building the density
function f(z,0), where x is the observation and 6 is the parameter. One can determine
the likelihood of an anomaly by estimating the parameter ¢ from the observation x
(test sample) of a given data. Hence, based on the nature of data (type of distribution)
different parametric techniques exist. A Gaussian modeled based method is a common
method which assumes that the data is generated from a normal distribution and
its parameters are estimated using Maximum Likelihood Estimates. Shewhart [105]
declared anomalies to be 3o distance away from the distribution mean that contains
97.3% of the data samples. Grubb introduced a test for outlier detection using a score
z= @ where o is the standard deviation, z is the mean, and x is the observation.
If the value of z is larger than some threshold then the test sample is considered to
be an anomaly. Chow [106] investigated the trade-off between the error rate and the

rejection rate to determine on optimal threshold to maximize detection with a given
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error rate. Chow showed that the best decision rule is to reject a test sample if the
maximum posterior-probability is less than a chosen threshold. Hansen et al. [107]
extended his work by incorporating the role of the classifier confidence to the decision
rule. Since in most of real case scenarios the posterior-probability of a data class
is not completely known and is affected by errors, Fumera et al. [108] resolved this
problem by using multiple reject thresholds for each different data class to obtain the
optimal decision and reject regions. More improvements have been made in this topic
in [67,109].

Non-parametric Techniques

Non-Parametric Techniques have more flexibility than parametric techniques, since
they do not require any assumption on the statistical properties of the data. The
simplest and oldest non-parametric method is histogram, which was first introduced
by Pearson [110]. Histograms are often used to plot the discrete density function of
the data. This method is structured into two main steps. The first step is building
the histogram from training data, and the second step is checking if the data samples
fall in any of the constructed intervals (bins) . If the sample data does not fall
into any bin, the sample is an anomaly. The number of bins represents a trade-off
between resolution in sample space and frequency. Choosing a small number of bins
creates a flat histogram that cannot capture the shape of the underlying distribution
because of the low resolution in the sample space. On the contrary, choosing a large
number of bins creates a sharp histogram that suffers from statistical fluctuation,
due to the scarcity of samples in each bin. In other words, there is a low frequency
resolution [111]. There is no unique optimal bin size as it depends on the actual data
distribution and data sample size; however there are various rules for determining the

appropriate bin size [111-115].

Computational Complexity:

The computational complexity of statistical anomaly detection techniques depends

on the nature of the statistical model. Typically, single parametric distributions
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such as Gaussian and Poisson are O(N') . Tterative estimation such as Expectation
Maximization is linear per iteration but convergence might be slow. Finally, Kernel

based estimation is in O(N?) in terms of data size N [1].

Strengths:
e [t can be utilized to model various types of distributions.
e The anomaly score is associated with confidence interval which is adjustable.

e [t can be operated in unsupervised framework without any need of labeled

training data [1].

Weaknesses:
e [t is difficult to estimate distributions with high dimension.
e Parametric assumptions are very limited in applications.

e Even with reasonable statistical assumption, there are several hypothesis test

statistics. Choosing the best one is not simple [116].

2.4 Pipeline Inspection Methods

There are two main types of sensors for pipeline inspection: one is is related to
detection inside the pipe and the other is linked to navigation.

The use of sensor for health monitoring of a pipeline is pertinent to the con-
cept of structural health monitoring (SHM). In this process a damage detection and
characterization strategy for structures are implemented. There are several papers
published on mechanical system diagnostic with emphasis on models and algorithms
of data processing targeting specific type of components such as pipelines, cracked
shafts, turbomachines, and electrical machines [117-120].

The very first systematic attempt for extraction of features from a damaged struc-
ture using measurements (arrays of sensors), and the statistical analysis of these fea-

tures was proposed by Pau [121]. Pau defined the relation of damage extent and
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performance condition in a systematic fashion. He also developed the criteria of
condition evaluation based on the reliability analysis together with statistical and
probability theories that are practiced in many mechanical structures. Doebling et
al. issued a comprehensive review of many advanced monitoring technologies that
had been further advancing in engineering applications [122]. The paper addressed
the importance of the number and location of measurement sensors. It demonstrated
several techniques which perform well in most of cases, whereas they work poorly
when subjected to measurement constraints. The paper showed that techniques im-
plemented in this field must take into account the limited of number of sensors as
well as the take into account physical constraints.

In addition, Sohn et al. reviewed different methods related to discriminate features
for flaw detection. These methods include statistical discrimination such as Bayesian
expression, outlier analysis, neural network, and fuzzy logic [123]. It is important
to implement statistical methods to assess whether the changes in features used to
identify anomalies (defects) are notable in statistical context. In order to identify
the type of defects, data with specific defects must be available from the structure
(pipeline) to correlate with the measured features. A supervised learning method is
used for this type of studies. The final step, that is the crucial part, is the testing
of the available models on actual sensory data to demonstrate the sensitivity of the
extracted features to defects and examine the impact of false alarm due to noise [123].

Worden et al. studied the problem of damage detection in composite plates us-
ing Lamb waves by employing anomaly analysis, neural network, and estimation of
probability density function, consecutively. In this method, using outlier analysis the
novelty index for each new pattern is defined as the Euclidean distance between the
target output and the output from the network data. Subsequently, the probability
density function of the feature over the normal condition set is built. This allows the
new features in signals to be flagged as anomaly or normality [124].

Chae and Abraham Developed an automated data interpretation system for sewer
pipelines. In this system optical data are collected and then multiple neural networks
were implemented for feature pattern recognition. Finally, using fuzzy logic the di-

agnosis of the anomalies in the pipeline is refined. In this paper Fuzzy set theory
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techniques were applied in order to automatically identify, classify, and rate pipeline

defects by minimizing the error from the neural network system [125].

2.5 Context of the Thesis and Objectives

The main objective of this thesis is to develop, illustrate, and test a data processing
and filtering algorithm to detect relevant features that frequently appear in the forms
of events with low probability taken from data series with features that may be
masked by noise. In order to identify rare events masked by noise, we consider
the fact that such events are more ordered, in an information theory context, than
the background noise associated to the sensor. Therefore we map the data to the
entropy space by means of an entropy filter. The feasibility and effectiveness of the
filter using Rényi entropy functions is demonstrated in the context of an anomaly
detection environment. Hypothesis validation is carried out following the Neyman-

Pearson Lemma.



Chapter 3

The Entropy Filter

One of the tools to approach anomaly detection is using algorithmic entropy in an
information theory context. Entropy in information theoretic sense can be interpreted
as the average amount of information required to specify the state of a random variable
[126]. In this chapter we introduce the theory behind the entropy filter and then we
illustrate how the mathematical framework of this entropy filter algorithm is designed
and implemented. The entropy filter computes the entropy associated to every data
point with a user defined neighborhood of the original data. In order to compute
the entropy, a probabilistic measure of the data is derived using histograms to find
discrete probability density function. As different number of bins can depict different
features of the data, the optimal number of bins for the histograms is determined by

an optimization procedure.

3.1 Rényi’s Entropy

3.1.1 Shannon Entropy

The very first attempts of uncertainty measurement roots back to Hartley’s (1928). He
called the number of choices as “amount of measurement” [127]. It was Shannon [128]
who came up with the idea of defining the information entropy as a measurement of

average uncertainty in a random variable, when the outcome of an information source

25
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is difficult to predict or it is unknown [129]. This provided a more intuitive concept
of information and later turned to be the foundation of information theory, and rev-
olutionized the communication fields.
Let X be a random variable with a set of finite events {xi,xs,x3,...,xy}, with
cardinality N. Let P(x;) be a probability mass function over the set X, where
SV, P(z;) = 1. The Shannon entropy is defined as:

N

Hg(X) == P(x;)In P(z;) = —E[ln P(X))] (3.1)

i=1

Consider Hg(X) = Hy (P, ..., Py) where P; = P(x;) fori € {1, ..., N} the symbol “=”

means defined as. Then Hg(X) can be axiomatically characterized as follows [130].

1. Continuity: The entropy measure Hy (P, ..., Py) is a continuous function of its

arguments.

2. Permutationally symmetric: Hy(pa,...,pin) = Hx(p1, ..., pn) for every permu-
tation {i1,...,in} of {1,..., N}.

3. Maximality: The entropy of the uniform discrete distribution is an upper bound

for the entropy of any discrete distribution with the same cardinality; Hy (p1, ..., pn) <

H(1/N,...,1/N), which is consistent with Jensen inequality [131],

H(X) = E[ln P(X)] < nE[P(X)] = In N

4. Recursivity: The entropy of N outcomes can be expressed in terms of the

entropy of N — 1 terms, plus a weighted entropy term,

Y41 P2
H s eees :H + gy + + H ’
(P, - PN) (pr + P2, pv) + (P1 + p2) ((Pl +p2)’ (p1 +p2))

5. Additivity: 1If p = (p1,...,pn) and ¢ = (q1,...,qn) are two independent prob-
ability distributions, then the joint entropy can be expressed as, H(p,q) =
H(p) + H(q)
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6. Ezpansible: An event of zero probability does not contribute to the entropy and

therefore
HN+1(p1> .-y PN, O) = HN(pla --'>pN)

7. Concavity: H(X) is a concave function of its argument [132].
8. Non-negativity: H(X) >0

The entropy of the random variable X is the average amount of information in
a message (data). If the event z is highly probable then there is less surprise (or
uncertainty) in it’s occurrence. Thus, little is learned upon observing z. If = is not
likely to occur there is more surprise in occurrence of z and therefore more informa-
tion is gained by observing. The level of likelihood is measured by the probability
distribution P(X) and the quantity H(X) represents the amount of information con-
tent. When the data distribution is skewed the entropy value is smaller (because
the outcome is more predictable). On the contrary, for symmetric distributions the
entropy value becomes higher since there is more challenge to predict the outcome,
which results in more randomness in the outcome. To illustrate Shannon entropy,
consider the following example: Let X be a random variable of a fair 6-sided die roll

(equal probabilities P(z) = £). The uncertainty of an outcome is

6
1.1 1
H(z)=— ; A lna = —lné = 1.79 nats (1 bit equals to In2 nats)
On the other hand, if the die is not fair with the following probability distribution
{1/16,1/8,1/2,1/16,1/6,1/12} then the entropy is be given by

1 1 1.1 1. 1 1 1 1.1 1 1
H(@)=—|—In—+-In-+-lns+—ln—+-ln>+—ln—| = 1.04 nat
(@) [16“16+8n8+2n2+16n16+6n6+1zn12 nans

This result indicates that there is less information in a biased die than in a fair die.
In other words, the non-uniform distribution has smaller entropy than the uniform

distribution.
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3.1.2 Rényi Entropy

Alfred Rényi proposed a generalized family of entropies by modifying one of its axioms

[133]. Rényi entropy is a parametric family of entropies defined by [21]

Ho(X) = - i - mZ P(x:)" = i - In(E[P(X)*71)) (3.2)

By using L’Hopital’s rule it can be shown that H, converges to Shannon entropy at
the limit lim,_,; H, = Hg

a—1 a—1 %(1 —_ Oé)
_ (L P(@) Pa)*) (i, P:)*) ™ oz

-1
N

= - P(x;)lnP(x;) = Hs(X)
i=1
Rényi entropy is characterized by the same axioms as Shannon entropy, except that

the recursive property does not hold, and the following properties are added [134,135].

1. Concavity: For o € (0,1) Rényi entropy is concave, and for a > 1 it is neither

concave nor convex.

2. H,(X) is a bounded and non-increasing function of a.

For the anomaly detection problem studied here, it is preferred to use Rényi
entropy with a < 1 over Shannon entropy, because for a < 1 the smaller probability
events contribute more to the entropy value. On the contrary, the data sample with
high or low probability do not significantly contribute to the value of entropy. In other
words, Rényi information measure is more sensitive to the change in event probability
due to its asymmetric distribution. That is to say, the logarithmic average in Shannon

information is replaced by average power probabilities [136].
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3.2 Partition into Hypothesis Spaces

There are several techniques for determining which models of data generation and

measurement are most consistent with a given finite set of data.

—
Decision

Measured
data

Extracted
data

Figure 3.1: Schematic of a basic anomaly detection

Given a random variable H denoting the entropy data set, the goal is to achieve a
systematic optimal method to decide which hypothesis generates the data. Consider
the problem of identifying a signal masked by noise with the simple binary hypothesis
test

Ho : H corresponds to the entropy data set associated with sensor noise

‘H1 : H corresponds to the entropy data set associated with known anomalies
Let parameters O and ©; be representative of features in the respective hypothesis
spaces. We assume that ©y and ©; form a disjoint class of the parameters space ©.
We denote the continuous distributions associated with the two hypotheses as Fy and
F respectively,

7’[0 H ~ FO = P(Hl@o) (33&)

where P(H|O) and P(H|O;) denote class-conditional probabilities, defined by

P(HIO) = | folt)at (3.42)

PHIOY = [ fi(H)aH (3.4b)



CHAPTER 3. THE ENTROPY FILTER 30

and fo(H) and f1(H) are the probability density functions. Let mg = P(Ho) > 0 and
m = P(H1) = 1 —m > 0 be a priori class probabilities. Since the sensory data is
inherently noisy the parameter chosen to identify anomalies is the entropy associated
with data points. Therefore ©y and ©; identify, respectively, the entropy associated

with noise and the entropy associated with anomaly.

3.3 Bayes Decision Criteria

A decision rule ®© based on probabilities assigns H to class O, if

P(©1[H) > P(©o|H) (3.5)

P(©;|H) denotes a posteriori probability for ¢ € {0,1} and it may be expressed in
terms of the priori probabilities and the class conditional density functions by using

Bayes rule

_ P(H|©:)P(6)
Hence the decision rule © in (3.5) may be formulated as: select H € H; if
P(H|©1)P(©1) > P(H|0)P(O,) (3.7)

as illustrated in Fig. 3.2

3.4 The Likelihood Ratio Test

If we observe a phenomenon quantified by a random variable distributed according to
one of the two distributions in (3.4), we need to decide which of the two best describes
it. If H € ©;, then we choose H; that is the best fit to the data. Depending on the

decision we make (choosing H, or ;) and the true distribution of data, there are four
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Figure 3.2: Illustration of two Gaussian conditional distributions: if H is in region €2
hypothesis H; is selected

‘ H Hy is true ‘ Hq is true ‘
H, is chosen (0,0) (0,1)
‘H, is chosen (1,0) (1,1)

Table 3.1: Binary hypothesis test

possible outcomes of the binary hypothesis testing. Let the outcomes be denoted by
(i,7) for i € {0,1} and j € {0, 1}, where 7 represents the decision based on partitions
Op and O and j represents the true distribution. The summary of outcomes is shown
in Table 3.1.

In order to optimize the decision criteria, we need to introduce a weighting factor
for incorrect or correct decisions, generally referred to as loss function, which quanti-
fies how costly each action is. This cost reflects the relative importance of correctly
(or incorrectly) deciding on a region (classes). Let ¢;; be the cost of choosing H,
when H; (or choosing H; when #,) is true, associated with outcome (i, j) such that

the cost of correct decision is less than incorrect decision
Cii < Cij ;1 #7 (3-8)

One can show that the expected loss (Bayes cost) for given decision classes ©y and
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©, is given by [137]
1
C= Z ¢; ;P;j(H;)P(choosing H;; H; is true) (3.9)
i,j=0

where Pj(H;) is the priori class probability earlier defined as mp = P(H,) > 0 and
m = P(H1) = 1 —m > 0. In addition, P( choosing H;;H; is true) refers to the
probability of wrong decision, that is choosing Hg when H € ©; or choosing H; when

H € 0 and can be expressed in terms of the conditional pdf

P( choosing H;; H,; is true ) = P(H € ©,[H; is true ) = / fi(H)dH ,i#j
O;
(3.10)

and substituting the above expression into (3.9) yields

6 = Z Ci,jﬂ-j/ f](H) dH (311)
0;

1,7=0

N /9 (CO,oﬂofo(H) + Covlmfl(H)>dH - /

o (Cl,oﬂofo(H>—|—Cl717T1f1(H)>dH (312)

The integrands are non-negative, thus we need to select regions Oy and ©; such that
the cost is C minimized. Hence, one should select H € O if the cost being in region
©p is less than of being in ©4, that is [137]

H e Oy if: coomofo(H) + conmifi(H) < cromofo(H) + ciamifi(H) (3.13)
Similarly if the cost of the second integrand is smaller than the first one,
H c ("‘)1 if: 01707T0f0(H) -+ 01,17T1f1 (H) < C0,07T0f0<H> —+ 00717T1f1 (H) (314)

By combining and rearranging equations (3.13) and (3.14) one obtains the simple

optimal test:

(3.15)
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For simplicity we assume symmetrical costs
C1,1 = Co,0 and C1,0 = Cp,1 (316)

This leads to the likelihood ratio test, in the form
fi(H) % mg
> 20
Jo(H) 15 ™1

It can be noted that the term on the right hand side of equation (3.17) depends

on prior probabilities, and it is therefore constant with respect to H. This ratio is

(3.17)

often denoted as threshold value
n=— (3.18)
and the left hand side term is the likelihood of H under model f; and fj, denoted as

fi(H)
fo(H)

Fig. 3.3 is a graphical representation of the likelihood ratio test for an arbitrary

A(H) = (3.19)

Gaussian distribution.

A
! A(H)
1.5
1.25
1 v
; 9)
0.75 |
i
0.25 @
|
0 |
-6 -3 0 3

Figure 3.3: Ilustration of likelihood function with equal priori probabilities: if
A(H) > n, the hypothesis H; is selected

By rewriting expressions (3.18) and (3.19) in logarithmic form one obtains the

log-likelihood ratio test:
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‘ H H, is true ‘ H, is true ‘
H, is chosen N/A! Type II (false rejection)
H; is chosen || Type I (false detection) Detection

Table 3.2: Error terminologies in Neyman-Pearson context

Ha
InA(H) =2 Inn (3.20)
Ho

3.5 Neyman-Pearson Criterion

The Neyman-Pearson [138] is a binary hypothesis test that does not require prior
knowledge of hypothesis probabilities my and 7. Therefore, Neyman-Pearson is more
a