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Abstract

Electronic Product Code (EPC) refers to a numbering stahdeveloped to uniquely
identify physical objects, loads, locations, assets am@roéntities which are to be
tracked or otherwise identified. The tracking technologgsisis of assigning Radio
Frequency ldentification (RFID) tags, holding universalhique EPC codes, to the en-
tities to be identified. While the EPC-RFID technology isdise identify and capture
data about the physical objects to be tracked in a supplynctiee EPCglobal Network
ensures the exchange of the captured data between supptysthkeholders. Such a
real-time data exchange increases visibility and effigtghooughout the supply chain,
and thus it increases both company profitability and custmatsfaction. The EPC-
global Network can be regarded as the backbone for the futtemet of Things (loT).
We focus our work in this thesis on Discovery Services (DS)ite of network lookup
services enabling users to retrieve all relevant inforamagources with regards to a
given EPC. They can be viewed as search engines for the fotisieess infrastructure
deployed in the I0oT. Motivated by the unprecedented andssaeatly growing amount
of EPC data, the expected epidemic growth in the solicmaftiequency of the lookup
service, and also the foreseen exceptionally large flowgdilizisensitive EPC informa-
tion, we focus on proposing solutions to problems pertgnantwo main challenges;
architecture design of Discovery Services and their sgcudin the architecture design
level, we propose novel DS architectures with focus dicttbevards meeting four ma-
jor requirements; network scalability, query responsas=; service extensibility and
acceptance. On the security level, we propose probabissturity schemes aiming at
securing even further Discovery Services in the 10T in gehend in the EPCglobal
network in particular.
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Chapter 1

Introduction

1.1 Lookup Servicesinthe loT

Although the concept of the 10T is still fuzzy and its bouridaiare vague, it has recently
gained extensive research interest. Such interest isafppaitistified by the wide hori-
zons the 10T paradigm has opened, and by the new wide opjptoetuit is promising.
loT can be defined as a “world-wide network of uniquely adsiabse interconnected
objects, based on standard communication protocdls"3uch a huge heterogeneous
network will have to deal with tremendous amounts of bulladaks a result, several
challenges in terms of performance and secutyp] have to be investigated.

The new loT paradigm will have an important impact on almastheand every aspect
of our lives. Business is one important aspect among othérs.business infrastruc-
ture is one of the frameworks on which the impact is alreadyaggnt in the form of
the EPCglobal Network. The EPCglobal Netwoék §an be regarded as the backbone
for the future 10T. Network scalability and lookup querypessiveness will, beyond all
doubt, be among the major challenges in I0T in general, atfieiEPCglobal Network
specifically, in view of the expected epidemic growth. A wedtablished EPCglobal
Network, especially from scalability and query responsess standpoints, would cer-
tainly lead to a more stable IoT.

Given the important advances already undertaken in thd@awent of the EPCglobal
framework, any future loT-based business infrastructuitenaost probably build on

1
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the current EPCglobal Network. Moreover, Discovery Sexsiare expected to enable
the users, both stakeholders and end customers, to redosl@iant” information with
regards to the inquired EPC.

The current design of the EPCglobal lookup service, basati@@bject Naming Sys-
tem (ONS) [], brings up numerous concerns. Particularly, the cezedlarchitecture
featuring the current design of the ONS has several worrgnagvbacks as it has been
elaborated in§-11]. Moreover, it provides the information sources based encttm-
pany prefix of the EPC at hand. As a result, only the manufaectaoformation sources
are provided in response to an ONS lookup query. Such limitaxplains well enough
the urgent need for distributed Discovery Services.

1.2 Motivations and Objectives

The main motivation behind the development of the EPCgldledilvork is to provide
trade partners (Suppliers, Manufacturers, DistributotsRetailers, etc.) with real time,
and accurate data sharing network services regardingeaptilgsical objects they are
exchanging$]. The EPC, designed to be unique across time, across spdavanall
existing physical objects, represents the key componeahsoire both item’s precise
traceability of objects carrying RFID/EPC tags, and aciunaformation retrieval for
those objects via the Internet. The EPCglobal Network iiee tlata sharing between
trade partners provide them with supply chain wide visipilesulting in a reduction of
cost (e.g. efficient product recall and shelf replenishmigg) and a reduction of loss
(e.g. efficient anti-counterfeiting and anti-thefs[ 14)).

Although the real-time and accurate traceability gives panies a strong incentive to
participate in the EPCglobal Network, companies would shbeir data only if the
infrastructure offering the sharing capability, the ERglgll Network in our case, is
scalable, secure, easy to use, and more importantly cgigctontrolled and managed
by all stakeholders.

Currently, the EPCglobal Network relies on the ONS for EP@d&xchange. The
ONS is a DNS-based lookup service ensuring a link betweenréiaeng partners in
order to share EPC data. A number of lookup operations aferpged in order to
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localize information sources associated with the to-lselked EPC 7). The ONS

relies completely on a centralized ONS root managed exalysby Verisign. The ONS
root is similar to the Domain Name System (DNS) root except,thnlike the DNS
root, the ONS root is not replicated in multiple geographiceations. The currently
deployed ONS architecture has three major drawbacks whalaia clearly the urgent
need of an integrated Discovery Services system for EPCldaekaip. They are the
following:

e First, the unipolar design of the ONS root makes acceptahtteedONS system
among supply chain stakeholders all around the world a n@joiolem, since
it is fully controlled and managed by a single entity (compasrganization or
country, etc.) 9, 10]. Furthermore, the unipolar architecture makes the ONS an
attractive and easy target to certain security attackdei@iit scenarios depicting
possible attack models in such a unipolar architecture baea discussed ii(],
while highlighting the political repercussions of such aida choice. Finally,
the centralization and lack of redundancy of the ONS roaditera single point of
failure for the ONS system, and hence of the whole busindssstnucture.

e Second, being based on the DNS system, the ONS inheritsealéfi-studied
and well-documented weaknesses of the DNS including its pedormance, its
complex configuration and its lack of securigy §]. The DNS system has always
been an attractive target to Distributed Denial of Servid®QS) attacks and
also to Man In The Middle (MITM) attacks targeting the DNSaotesion paths.
Vulnerability to the Cache Poisoning attacks is another D8kness that may
prove absolutely disastrous to systems relying on DNS faring services.

e Third, the ONS has been designed to provide the informabarces based on the
company prefix of the EPC. As a result of this poor design, dmymanufacturer
information sources are provided in response to ONS lookigpigs.

Although the final definition of Discovery Services requiesits is not yet closed by
EPCglobal, a number of proposals have enriched the literaainging from architec-
tures extending the currently deployed ONS systéfi 15-17] to complex solutions
based on a clean-slate approaéh 18-20]. Many of these works have focused on
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the feasibility of P2P solutions and their high scalabjitfnile others have focused on
secure and/or privacy-preserving solutions.

In order to ensure and sustain the required quality of in&drom flow among trading
partners, focus has to be directed towards meeting threer meajuirements during the
design of any Discovery Services architecture, besidesuthetionality requirement.
They are the following:

e First, the control of the EPCglobal Network has to be equsligred between
the subscribing companies, and hence between the counts¢isg those com-
panies. Such shared control would encourage companieg/msiworldwide to
accept the EPCglobal Network as the core engine of the fugiotgal business
infrastructure.

e Second, given the exponentially-growing number of objéztse tracked in the
EPCglobal Network, scalability of any proposed architeetior Discovery Ser-
vices, and responsiveness of its underlying lookup quenease to be regarded as
a crucial design requirement.

e Third, given the sensitive nature of data exchanged amoppglgwhain stake-
holders, the lookup service requires special care from argg@oint of view. A
number of proposals discussing the Discovery Servicesiggtiave been pub-
lished [L1, 18, 19].

Our work aims at proposing Discovery Services architestimgroving the scalabil-
ity of the proposed P2P solutions, while improving the respeeness of the lookup
queries. Although a number of distributed architecture®teeen proposed in the liter-
ature, both their scalability and their responsivenesanewulnerable, mainly because
of their reliance on non-clustered or poorly-clustereddiatributed architectures. We
apply hierarchical distributed architectures for DisagvE&ervices in the EPCglobal
network and we study their performance.

Our work aims also at securing those EPCglobal Discoveryi&ss from a probabilis-
tic risk assessment point of view, which will be able to detesky queries in the case
the traditional security measures fail, as in the case ohansstric key disclosure. Fo-
cus has been put into building an additional security lagebiscovery Services on top
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of the well-known security solutions. The proposed segwthemes use probabilistic
models in order to detect suspicious lookup queries in thedgkdbal network.

1.3 Thesis Contributions

In order to meet the objectives mentioned above, the thesiszided into two major
parts. In the first part we provide security schemes for la3dda Discovery Services
in general, and for the EPCglobal Network in particular. He second part, we pro-
pose more efficient loT-based Discovery Services architesi with a focus on the
EPCglobal Network. By “efficient architecture” we refer taitributed architecture
offering greater scalability and better query responsgsn The contributions and ac-
complishments of this thesis are defined as follows:

e A secured distributed Discovery Services system has begoped to solve some
of the issues observed in the currently deployed ONS. Thpgsed system is
based on the Distributed Hash Table (DHT) technique whicghgraved its ro-
bustness and efficiency in certain Peer-to-Peer (P2P)mgstEhe idea consists
of upgrading the existing local ONS nodes belonging the B&2d Network
subscribers into nodes of a DHT-based P2P network. EPC slatared on and
retrieved from these nodes. This upgrade aims at addretbstigree major draw-
backs, mentioned in Sectidn2, of the current ONS architecture.

e A security scheme aiming at predicting the state (safe kyYisf a lookup query
has been proposed. This security scheme aims at providiadditional security
layer to the EPCglobal Discovery Services. It is based omylg statistical
model based on the Gaussian model. The proposed securégnsatonsists of
an inference algorithm deriving the most probable statafgiven query.

e A security scheme, based on the Continuous Hidden MarkoveM@HMM),
aiming at predicting the state (safe or risky) of a lookuprgueas been proposed.
It is based on a probabilistic model which takes into consitien both the ob-
servations pertaining to the currently assessed querylenddtual state of the
previously assessed query. The proposed security schametsoof a CHMM-
based inference algorithm deriving the most probable $tai given query.
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e A Hierarchical Distributed Architecture (HDA) for overlayetworks offering
Discovery Services in the future loT-based business itrfregire, has been de-
veloped and its performance has been assessed in compaithoa Flat Dis-
tributed Architecture (FDA). A simulation of HDA and FDA hasen developed
for the EPCglobal Network on Planetsim. A more realistic &ton has also
been developed on Planetlab. Both the analytical resuttstenexperimental re-
sults have shown that HDA performs better than FDA, both imgeof network
scalability and lookup query responsiveness.

e An extended architecture of the EPCglobal network, praxgdhe flexibility to
connect multiple supply chains, has been proposed. Thistecture provides
an interaction mechanism between intra-domain and irdgerain routing proto-
cols in order to exchange information amongst supply chtikeholders with
regards to the exchanged physical objects. The proposédemttire enables
implementation of distributed Discovery Services allogvinaceability of items
across multiple supply chains.

e An integrated cloud-centric platform offering real-timedaaccurate inventory
management as a service for supply chain stakeholders kaspbeposed. Us-
ing the parameters loaded by each stakeholder into theopiatfand using the
data collected by the platform, the optimization servicenpates, via a prob-
abilistic model, the optimal “inventory threshold”, to bernsidered by supply
chain stakeholders in their replenishment policy. By optinve mean that the
proposed “inventory threshold” minimizes the stock disiap likelihood, while
minimizing the allocated resources.

1.4 Thesis Outline

The rest of this thesis is organized as follows. In the neapbér, we present a detailed
description of the EPCglobal Network and its main composienthen, we discuss
the limitations of the currently deployed discovery sysiarthe EPCglobal Network.
Finally, we survey and categorize the proposed discovamjices systems through-
out the literatures. In Chapt& we first give an overview of the currently deployed
lookup system in the EPCglobal Network. Then, we presentpoaposed secured
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DHT-based distributed architecture and we compare it teraginchitectures that have
been proposed in the literature. In Chaptemwe investigate the applicability of the
“Anomaly Detection” approach for more secured lookup smwiin the EPCglobal Net-
work. We propose two security schemes aiming at detectiggisious lookup queries.
Our first proposed security scheme consists of two algostbased on the Gaussian
model. Our second proposed security scheme is based on m@nrg Hidden Markov
Model (CHMM). We also provide the performance evaluatiothaf proposed security
schemes. In Chapté&; we present our proposed Hierarchical Distributed Araites
(HDA) and we show how it relates to the widely used Flat Dimtted Architecture
(FDA). In Chapter6, we present the theoretical model of the proposed HDA Archi-
tecture, its simulation on Planetsim and its emulation anétlab. We also provide
both its theoretical and its experimental performanceuatadn. In Chapter, we first
present the intra-domain and inter-domain routing prdsggatamely Electronic Prod-
uct Code Open Shortest Path First (EPC-OSPF) and ElectRyotuct Code Border
Gateway Protocol (EPC-BGP) for EPCglobal network. Thenpvesent our proposed
threshold-based DS mechanism along with the network actoite in detail. Finally,
we present and discuss the queuing analysis and the nuhresadis. In Chaptes, we
first present the architecture of our proposed cloud-ceptatform. We then present
the inventory optimization service offered by this platforA detailed description of the
inherent probabilistic optimization model is also prowdd&Ve also show performance
evaluation of our proposed inventory optimization servizeChapter9, we conclude
the thesis and propose some future research work.



Chapter 2

Lookup Systems in the Internet of
Things

2.1 Introduction

In this chapter we present a survey on Discovery Servicemgsin the Internet of
Things in general, with a perspective on the EPCglobal Nekwa global computer
network built to link trading partners throughout the sypghain business steps. Its
business value consists in enabling those trading partwiarkokup services, to trace
and track, accurately and real-time, individual physitains in the supply chain. The
incessantly exponentially-growing number of physicatiseexchanged between sup-
ply chain stakeholders requires scalability of the EPCaldtetwork. The sensitive
nature of the data being exchanged on the EPCglobal Netvegkines firm security
measures. The possibility to read the RFID tags data withaugent raises completely
legitimate privacy concerns for the consumers. The sgchrgaches observed in the
Internet, along with the sensitive nature of the EPC dat&esithe EPCglobal Network
components an attractive target to both passive and adtaeka.

The EPCglobal Network consists of three components intiegato ensure informa-
tion flow between EPCglobal subscribers. They are ObjectiNgu8ystem (ONS),
Discovery Services (DS) and EPC Information Services (ECl
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This chapter is structured as follows. Sectd@ presents the overall architecture of
the EPCglobal framework and the major components of the EP@gNetwork. In
Sections2.3and2.4 we survey the lookup system architectures, currently degalon
the EPCglobal Network and consisting of the ONS and the EP®&also discuss
designs of the proposed architectures, their limitatioms their security drawbacks.
In Section2.5, we survey in detail and we categorize different implemtong and
architectures of Discovery Services proposed throughmauiterature. We also present
an overview of the important role Discovery Services aresetgd to play in a generic
loT environment, with a focus on EPCglobal Network. Finalg conclude the chapter
in Section2.6.

2.2 Background

With the advent of RFID communicationg8}-23)], identification and tracking of indi-
vidual objects have become viable in several industrialiegjons such as manufac-
turing, logistics, ticketing, and anti-counterfeitingad communication network for the
corresponding purposes can be implemented based on thehzwEmt which was ini-
tially introduced in the EPC global standards one and a leaddde agod], [3, 24, 25].
loT aims at broadening the existing Internet of computeragligm by defining a large-
scale network of objects where the EPCglobal associatésagect with an RFID tag
so that tracing an object throughout the supply chain isiptessThe RFID tag of an
object is read once the object is relocated throughout tpelgiwchain and/or the in-
formation about corresponding object is altered. Once iie&l, the RFID provides
the EPC £6), [27], [28] which is a unique number associated with the corresponding
object.

2.2.1 Radio Frequency IDentification (RFID)

RFID stands for Radio Frequency IDentification. It is an tife@ation and tracking
system that makes use of radio waves in order to transmitessehe digital data en-
coded on an RFID tag and captured by an active RFID readeiallygbe transmitted
digital data consists of the identity of an object, an asadgcation or a person, to
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which the RFID tag is attached. A typical RFID tag consistaofintegrated circuit
chip attached to an antenna, all wrapped in some protecigkgge such as a plastic
card. The specifications of each of these components anerdeézl by the application
requirements. An RFID tag stores the data in the integrateditchip and transmits it
using the antenna upon a request of an active RFID readervitihity.

We can distinguish between RFID tags based on various ieriseich as the power
source, the data storage and the radio frequencies. In w&frthe power source cri-
terion, RFID tags are basically of two types; active and passAn active RFID tag
is self-powered by its own battery while a passive RFID tames with no battery.
Although the presence of a battery consequently makes tinge &@FID tags larger,
heavier and more expensive, it also provides longer trassaon ranges and larger data
storage. A third type, referred to in the literature as spassive or semi-active, is a
combination of the two categories defined above. A semiipagsemi-active) RFID
tag holds an internal battery used only to power its circlnl@data transmission relies
on the reader for energy. This dependence on the RFID readmrpply energy for
the neighboring RFID tags is called Energy Harvesting. @2l illustrates the power
source based classes of the RFID tags.

Table 2.1RFID tags classification based on the power source

Circuit Transmission
Battery
Category Power Power
Presence
Source Source
Active Yes Battery Battery
: Energy Harvesting Energy Harvesting
Passive No (Reader) (Reader)
Semi-passive Energy Harvesting
(Semi-active) ves Battery (Reader)

Regarding the classification of the RFID tags based on thestatage criterion, there
are basically two categories; Read-only and Read/Writés @lassification depend on
the type of the chip of the RFID tag. RFID tags with Read-oriips are built to hold

unique information that can not be altered while the onebk Réad/Write chips allow
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the RFID readers in their vicinity to add new data or to alter éxisting data in their
integrated circuit chips.

Another classification of the RFID tags can be based on the faglquencies they
operate at. Three basic frequency bands are of common uselags; Low Frequency
(125/134KHz), High-Frequency (13.56 MHz) and Ultra Higreguency (850 MHz to
950 MHz). These categories differ in terms of the read ramgkthe data rate. The
RFID applications varying requirements specify which freqcy band to use.

An RFID reader consists of a microprocessor controllingdiardrequency transmit-
ter/receiver. As illustrated in Figur2 1, it sends information requests, in the form of
energy fields, to “wake up” the close enough RFID tags whispeaed by communicat-
ing their stored data. Once the reader receives the tags ilgasses it to a computer
system through a communication interface (wired or witglés be processed accord-
ing to the application’s requirements.

The widespread use of the RFID technology is due partigutarithree key factors.
First, the outstanding and increasing reliability of thelBbased identification sys-
tems represents the major appealing feature for all orgéinizs having to manage as-
set identification and tracking. Furthermore, the contislp decreasing cost of the
RFID tags and equipment has tremendously aided decisioensakdifferent organi-
zations in the approval process of the RFID technology. egg the standardization
efforts regarding the RFID technology have led to the esthrient of international sta-
ble RFID standards. These standards have brought valusdilesences to the potential
RFID technology acquirers with respect to the complicatgdroperability problems.
As aresult, the RFID technology has enjoyed acceptanceanety of domains such as
commerce, education, sports, healthcare and transportailthough the RFID tech-
nology has been successfully used for years in a varietytefnal applications within
organizations, the emerging standards has opened the dderfev new applications
related to inter-organization asset tracking such as iplgughains.
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Figure 2.1 RFID Reader-Tag Interaction

2.2.2 Electronic Product Code (EPC)

Internet, complex as it is today, is emerging ceaselessgrigs an even more complex
system called the “Internet of Things” (IoT); a novel pagadithat will make of every-
day things/objects potential Internet nodes, which caregga data and interact with
each other to reach a common goal. This vision is stronglpaeued by the important
advances made recently in several fields such as the wif@less communication, the
sensing technologies, the software/middleware compsramd the hardware devices,
especially in terms of the shrinking of the size, reductibthe weight, reduction of the
cost and decline of the energy consumption for the radiocgs\@B]. The first use of the
term “Internet of Things” has occurred as part of the EPC lbgraent. EPC refers to
a framework for an extensible suite of unique identifiersgie=d to uniquely identify
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physical objects, loads, locations, assets and othefemntithich are to be tracked, or
otherwise identifiedZq].

EPC has been developed by the MIT Auto-ID Center, a consortitiover 120 or-
ganizations, as an industrial standard for global RFID egageplace the ubiquitous
Universal Product Code (UPC), also called the bar code. loligc 2003, the MIT
Auto-ID Center has been replaced by two separate entitiesAtto-ID Labs entity
and the EPCglobal entity which represents a joint ventute/dxen the European Ar-
ticle Numbering (EAN) International (which changed its ramto GS1 in 2005) and
the Uniform Code Council (UCC) (the Numbering Organizaimthe USA which also
changed its name into GS1 US in 2005). The Auto-ID Labs ehtig/been assigned as a
task further development of the EPC/RFID technology, wthikeEPCglobal entity was
responsible for the development and maintenance of the ir&@gbBbal Network. The
purpose of this new network is to enable real-time and ateuwtata sharing between
trading partners regarding physically exchanged item® Shared data is collectively
stored and retrieved by each of the trading partners duaeg ef the business events
characterizing the life cycle of the exchanged items.

The specifications of the EPC identification scheme have 8ened so that the needs
of various industries are supported. Conversion procedioae been defined for the
existing coding schemes whereas new coding schemes haveesa designed where
necessaryg6, 29). Although the EPC standards deal with a variety of encodoigemes
and name spaces, the components of most EPCs include thiediehds and three
header fields, as illustrated in Figu2e2. The three main fields are the company prefix,
called also the manager number, the object class, calledrsscategory code, and the
serial number. The three header fields are the header, #ediit the partition. The
company prefix is an identifier assigned by GS1 to a managitity.enhe object class
is a unique reference identifier assigned by the managinty ¢ata specific class of
physical objects, locations or assets. The serial numkeuisque identifier assigned
by the managing entity to each and every single physicalbdgcation or asset. The
partition field indicates the number of bits in the GS1 ConypBrefix field and the
Object Class field. The type of EPC scheme at hand is detednbypé¢he value of the
header field corresponding to the first eight bits of the seqgeie
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Header Filter Partition Company Prefix | Object Class | Serial Number

8 bits 3 bits 3 bits 20-40 bits 4-24 bits 38 bits
00110000 001 101

SGTIN | | Retail | 24-20 bits 100200 8695 887569234

Figure 2.2The SGTIN-96 EPC Format

The use of the RFID/EPC tags has multiple merits over the bde.c The main ad-

vantage characterizing RFID/EPC identification schemesdpms to its granularity;

the fact that it identifies objects on the item level rathantlon the product level.
This feature enables targeted item-centric product recdll also has much less is-
sues with scanned items orientation. Moreover, RFID scanis much faster, much
more accurate and provides real-time data access. Zab&immarizes the merits of
the RFID/EPC technology over the traditional bar codesrteldyy.

Table 2.2Comparison of RFID tags with bar codes

Bar Code| RFID

Identifies objects on the item level || No Yes
Scans multiple items simultaneously No Yes (Hundreds)
Is automated and much more accurateo Yes
Requires Line of Sight to scan itemg Yes No

Requires the scanned item to be ve

4
close to the scanning device ves No

2.2.3 EPCglobal Architecture Framework

EPCglobal has set up a framework, called the EPCglobal fechire Framework, for
the future business infrastructure. The EPCglobal Archutee Framework is an open
and vendor-neutral collection of hardware, software, deadards and core services,
devoted to the common goal of item-level EPC data sharingrdégg products that
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move in the supply chairg]. This framework defines a complete protocol stack aiming
at full real-time traceability of items in the supply chains

Figure 2.3 shows the three main modules of the EPCglobal ArchitectuaenBwork;
the identification module, the data capture module and ttee@ahange module. The
identification module consists of placing an RFID tag, whétbres a unique EPC, on
each physical object to be tracked in a supply chain.

The data capture module refers to the process of retriehiaglata stored in the RFID
tags, which may be the assigned EPC alone. The RFID tag igribsin a manner to
disclose the stored data EPC code whenever itis in the tyohan active RFID reader.
The disclosed EPC, along with other relevant informatigarding the product and the
current business event, are stored within informationessriollowing specifications
defined by EPCglobal.

The data exchange module ensures real-time informatioroéaween trading partners.
This information flow takes place thanks to querying sewiotfered by the data ex-
change module. It enables supply chain stakeholders tdizecand retrieve relevant
information with regards to the exchanged physical objeltte retrieved data includes
information regarding the movement of the exchanged physlgects throughout their
life cycles. This data exchange is the major reason why thegkdbal Network has
been designed. Discovery of the information sources hglthie targeted data repre-
sents the core service of EPCglobal Network.

2.2.4 EPCglobal Network

The EPCglobal Network is a worldwide network developed teuea global interoper-
ability between stakeholders in supply chains. It basycailins at increasing visibility
and efficiency throughout the supply chain, and assuringdriguality information
flow amongst trading partners§][ It consists of three components interacting to en-
sure information flow between EPCglobal subscribers astithtied in Figure.3. The
three components are Object Naming System (ONS), Disc@emyices (DS) and EPC
Information Services (EPCIS). The ONS and Discovery Sesvigre lookup systems
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Figure 2.3The EPCglobal Architecture Framework Components

ensuring linkage between trading partners within suppbirch while the EPCIS rep-
resents one of the information sources to which the ONS asddvery Services may
point.

ONS is a DNS-based lookup service ensuring a link betweetrddeng partners in or-
der to share and exchange EPC related data. It provides ntppyiormation between
EPC and Uniform Resource Identifier (URI), which is the seagdress hosting the
EPC information related to the EPC in hand. The ONS maps E@@arious forms

of URI, such as EPCIS, Hypertext Markup Language (HTML),eXted Markup Lan-
guage Remote Procedure Call (XML-RPC) and Web Services (WS)

Discovery Services refer to a suite of services enablingusgy, subject to authenti-
cation, to retrieve all relevant data appertaining to amg®C. They are analogous to
search engines of the Internet in that they represent todidiscover” all “relevant”
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information sources containing data about a given EPC ifreth€global Network®].
Both the ONS and the Discovery Services require strong ggenechanisms in order
to authenticate the subscribers and to authorize theorecbased on their access rights.

EPC Information Services (EPCIS) is defined by EPCglobalstaradard data sharing
interface between applications capturing EPC related(datheventually storing it into
persistent repositories) and those querying such &&la As illustrated in Figure?.3,
EPCIS sits at the highest level of the data capture moduleedEPCglobal Architecture
Framework, above the middleware component which collautsfitters raw tag reads,
and then compiles the collected data with respect to theesubusiness process step
during which the EPC data capture has taken pl&k [EPCglobal does not specify
how the EPCIS services and the EPCIS repositories shoulublemented.

The EPCglobal Network promises, via the traceability ssssiprovided by its compo-
nents, wide business visibility to supply chain stakehddé his real-time, low-cost

and accurate visibility, provided at the item-level, woaltbw companies to increase
their profitability while increasing customers satisfanti The core foundation of those
traceability services is the lookup function, which cots@ localizing sources point-

ing to information corresponding to the inquired EP [

2.3 EPC Information Services (EPCIS)

The EPC Information Services (EPCIS)] refer to a network-based service that stores,
hosts, and provides access to EPC information enabled bp-Rigled supply chains
with respect to a specific item. The EPCIS is one of the infétionasources a discovery
service, such as the ONS, may point to. It provides a repysftsually a relational
database) for both event data and master data. Event dati@isethted to business pro-
cesses taking place between trading partners, and masterediers to additional data
providing the necessary context for interpretation of tenédata B0]. This additional
data includes historical data and semantic informatioateel to the business process
during which EPC data is being collected. The EPCIS provaleapture interface al-
lowing EPC data storage in the EPCIS repository and a queface providing access
to the repository data.
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Since EPCIS repositories represent the major source ofnirgtion in DS systems,
EPCIS has drawn much interest in the literature. Routingigsiespecific to a given
EPC, to the appropriate EPCIS is a crucial step in the EPCrd#iaval process. The
ONS [7] provides only the location of the EPCIS that has been oaigyrassigned to the
inquired EPC. Discovery Service3]] are supposed to provide pointers to the locations
of all relevant EPCIS repositories holding data relatedhihquired EPC.

Itsuki and Fujita B2] have proposed the application of the DHT technidd@,[used in
P2P network systems and called Chasd][ to the EPCIS system. They have claimed
that this would reduce the EPCIS retrieval load on the ON& Wdygimulation study has
been carried out to compare the proposed system with the DR been claimed that
the proposed system performs better than the ONS in ternmeafumber of accesses.

EPCglobal has defined generic specifications for the EPCsrwi specific implemen-
tation suggestions. Ir8p], an implementation method of the EPCIS resolution service
integrating EPCIS directory with Physical Makeup Langué@®dL) which has evolved
from XML, has been proposed. Although the EPCIS usually asetational database
as a service backend, the authors3s|[have chosen the directory service as the EP-
CIS storage carrier, and PML document as carrier of the meturesults. A 2-level
hierarchical cache structure has also been adopted.

Unlike the traditional ONS resolution service which remtiRI addresses of the EPCIS
servers where relevant information about the queried EPhedound, the proposed
resolution service in35] provides the relevant information itself. A simulatiorugy
has shown that the proposed caching structure has imprbeecs$olution service by
56.7% even under considerable pressure.

Huang et al. 36] have proposed a distributed ePedigree architecturedbasea set
of EPCIS services, in order to overcome the problems of bd@jaand privacy of the
current ePedigree centralized system. An ePedigree tteféne historical records of a
given product throughout its product life cycle. The adveinthe RFID/EPC technol-
ogy has upgraded ePedigree creation and verification frernrallitional cumbersome
paper-based processing to the new efficient digital praogss

The EPC-based ePedigree digital processing has come witteth-level tracking pos-
sibility. Such fine granularity of object tracking would @\ for a suitable solution
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to the critical drug counterfeiting problem. Although theE&global Network presents
an appropriate platform for ePedigree digital processiisgsentralized nature brings
multiple drawbacks; its vulnerability to single point ofiltae, its lack of scalability,
its additional overload in local databases and its privagyosure. To address these
drawbacks, a DHT-based distributed EPCIS architecturePedigree management has
been suggeste®§] to replace the traditional centralized ONS. Mutual auttoation
between trading partners is performed by way of certificagged by a Certification
Authority (CA).

A NoSQL big-data-oriented RFID-centric repository schéraabeen described i87].
Another NoSQL-based approach for EPCIS repositories naectgtin has been investi-
gated in B8]. The proposed schema aims at offering EPC information &xgé and
traceability services. A Push Service Solution based orxisting Web Service stan-
dard and distributed storage has been propose@dj) {he goal being to realize the
cooperative work between corporate partners and effégtaave the real-time data
storage problem.

2.4 Object Naming System (ONS)

The ONS is a DNS-based lookup service ensuring a link betweetrading partners
in order to share and exchange data. The function of the ONSists of a number of
lookup operations taking the EPC as input and returningtpmn(e.g. IP addresses)
to the corresponding information servicé§.[ The ONS, as it is known today, relies
completely on a centralized ONS root.

The function of the ONS consists of a number of lookup operattaking the EPC as in-
put and returning pointers (e.g. IP addresses) to the gonesng information sources
[7]. The use of the DNS infrastructure requires encoding ofERE€ into a domain
namespace syntactically correct. This domain namespdtéhemn be used to query
relevant information from the DNS system. The Name AutlyoRbinter (NAPTR)
DNS record, detailed ind0], has been selected to map the ONS queries leveraging the
DNS system.
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Many works in the literature have looked into extending thistthng ONS into Dis-
covery Services. A lightweight EPC Discovery Service @atf, called Product Trace
Service Platform (PTSP), have been proposed ). [PTSP platform extends the ex-
isting ONS to efficient and non-expensive track-and-tragises between Enterprise
Applications, using web services. Gyeongtaek et4l] have proposed a novel archi-
tecture for EPC data discovery. The discovery starts withgaiest to the ONS asking
for a Uniform Resource Locator (URL), pointing to the listaf the corresponding
information sources.

2.4.1 ONS Architectures

A number of research papers dealing with the architectudedasign problems of the
ONS system have been published. Both the scalability anbthestness requirements
have been dealt with inlp] which has proposed a multi-root distributed architecture
of the ONS based on the DHT technique. Although this arctutecinherits all the
well known merits of the DHT technique and also tries to covsas much as possible
the existing ONS root infrastructure, it still comes withotwain drawbacks. First, the
security issue has not been discussed at all and secondasésilon the DNS system
which may not be suitable for the future Internet.

A DHT-based architecture for the ONS, called the Objectrmiation Distribution Ar-
chitecture (OIDA), has been proposed @j. [In addition to the robustness and the scal-
ability inherited from the DHT, it has been claimed that théd® architecture could
offer a data access control mechanism and also could enltaageivacy of its users.
Although the OIDA architecture presents several advasstageloes not process all
the necessary design and security requirements of a tntéraing service such as the
ONS,; e.g., the availability requirement has not been dssdisit also does not specify
who is responsible for the DHT nodes and how the DHT is bunit[42], the authors
have experimented the open source solution Fosstrak iniadsssenvironment. They
have designed and run typical pilot tasks on Fosstrack taHesONS.

An ONS architecture called Multipolar ONS has been presemt§l8]. This architec-
ture solves the problem of unipolarity of the ONS root ana atsiches to the security
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issues. A change to the unipolar design, allowing distidrubf the ONS platform con-
trol amongst the involved parties, has been proposed. Mergthe security aspect of
the ONS has been examined via an outlook on multipolariti@@NS Security Exten-
sions (ONSSEC) protocol, an adaptation of the DNS Securitgrisions (DNSSEC)
protocol A3-46] for ONS data authentication. This architecture has thatmay in-
troduce moderate changes to the existing ONS design (uftjkealthough the only
security requirement that has been dealt with is data atitagion.

2.4.2 ONS Limitations

Currently, the ONS relies completely on a centralized ON& managed exclusively
by Verisign. It is set up on top of the DNS Top Level Domain ‘ficoand is called

“‘onsspec.com”. The ONS root is similar to the DNS root exd¢bpt, unlike the DNS

root, the ONS root is not replicated in multiple geographiceations. The currently
deployed ONS architecture has three major drawbacks, tleetha following:

e First, the ONS root unipolar design makes acceptance of N® &mong supply
chain stakeholders all around the world a major problengesihis fully con-
trolled by a single entity (Verisign)9} 10]. Moreover, the unipolar architecture
makes the ONS an attractive and easy target to some secdiiaitksa Different
scenarios depicting possible attack models in such a wm@othitecture have
been discussed irl{)], while highlighting the political repercussions of such a
design choice. Furthermore, the centralization and lackedtindancy of the
ONS root create a single point of failure of the ONS, and hesfcéhe whole
business infrastructure.

e Second, being based on the DNS system, the ONS inheritsealéii-studied
and well-documented weaknesses of the DNS including its pexdormance, its
complex configuration and its lack of securigy P]. The DNS system has always
been an attractive target to Distributed Denial of ServizBQS) attacks and also
to Man in the Middle (MITM) attacks targeting the DNS resauatpaths. Vulner-
ability to the Cache Poisoning attacks is another DNS wesktigat may prove
absolutely disastrous to the critical systems, such asubméss infrastructure,
relying on DNS for naming services.
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e Third, the ONS has been designed to provide the informaomces based on
the company prefix of the EPC. As a result, only the manufactinformation
sources are provided in response to lookup queries addrestige ONS.

2.4.3 ONS Security Issues

Because the ONS is a DNS-based lookup service, one obvidiosop secure the ONS
is to secure the DNS. In order to secure the DNS system, a ssttefsions, called
DNSSEC g3-46], have been proposed by Internet Engineering Task FordéH)lH he
fact that DNSSEC protocol tries to add security to the DNSesyswhile maintaining
full backward compatibility makes it unsuitable for craidnfrastructures such as the
future business infrastructure. Moreover, DNSSEC offetg data integrity and origin
authentication using digital signatures while the otheusgy requirements have not
been consideredi]].

The ONS security has been investigated by Fabian et akdnh [Three requirements
of a secure ONS system (namely confidentiality, data integmd availability) have

been highlighted and general mitigation techniques haea peoposed. However, the
availability requirement has not been considered.

Jing Sun et al. have proposed an adjusted a Public Key Infidste (PKI), called
Lightweight PKI (LPKI), to build a trustworthy ONS syste#d] in terms of exchanged
data confidentiality, data integrity and origin authertima The other security require-
ments (i.e., availability and privacy) have not been comsd.

The privacy requirement has been discussedh [A set of security prototypes have
been proposed to protect the privacy of the querying estifiéie proposed prototypes
have been designed in such a way that the current archiéecfuhe ONS is not radi-

cally changed. Although the privacy requirement has baahest! thoroughly, the other
security requirements have not been discussed.
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2.5 Discovery Services

The EPC Discovery Services refer to a suite of network sesvibat enables efficient
object track-and-trace capabilities across multi-pauypdy chains in the EPCglobal
Network [31]. The EPC Discovery Services can be regarded as a regidtrgryzg lo-
cations of all EPCIS servers and other information souroésiing information pertain-
ing to a certain item identified by its unique EP&}.[Conceptually, Discovery Services
can be viewed as access-controlled “search engines” fdntamet of Things. The gi-
gantic bulk of EPC related data, generated at the serial sutetel by supply chains,
would place an unreasonable burden on the ONS and the EP@8 form they are
designed today.

Unlike the ONS and the EPCIS for which EPCglobal standarde baen defined, Dis-
covery Services are not yet specified in official EPCgloledards. Their concept has
been recognized by IETF with the name of Extensible SuppbjircDiscovery Service
(ESDS) bQ]. The ESDS provides applications with tools to identify rallevant infor-
mation resources of a given item, and also to gain acces®tmftbrmation stored in
those resources.

2.5.1 Discovery Services Implementations

Barchetti et al. $5] have developed and experimented a scalable DiscoverycBerv
as an extension of the framework FossTrag][ an open architecture that implements
most of the EPCglobal services and the entire EPCglobabpobtstack. To test the
implemented traceability system, the authorsoifj have defined a use case simulating
the main step of a typical pharmaceutical supply chain. Tingeémentation consists
of two phases: the configuration phase and the query phasecdrifiguration phase
deals with configuration of the components of the Discovenyige, namely EPC data
capture into EPCIS servers, EPCIS address indexationhet®tscovery Service and
ONS configuration specifying the corresponding Discoveswige link. The query
phase consists of localizing and retrieving the EPC dataceésted with the inquired
EPC.
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Table 2.3A comparison of DS systems proposals

Features of the proposed DS solutions

System
DS solution Approach | Architecturel Control Security Privacy
- Multi- :
Multi-root Single En-
OKISI [rf(; ONS-based rooted, tityg N/A N/A
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OIDA[9, 18] | DHT-based| Decentralize tézsu,a”yNot Authentication, Anonymity
Availabilit
shared Y
Single En- =
MONS [10] ONS-based Centralized| .. g Only_ D‘?ta A N/A
tity thentication
.| ONS- .
Name Service ._| Multiple Data Access Con
[51] based, Decentraliz¢ Entities trol N/A
DHT-based
SNS;i I\E/Iutl_tlple Data Integrity,

Bridge Project df"‘jﬁ’b’t d | Centralized t'nl- - Confidentiality, | Data pro-
[52, 53 istribute entralized| ties, Ot authentication, | tection
via  Web Equally o

: Availability
Services shared
EPCDS b4 | DHT-based| Distributed | MUIWPI® 1 /A N/A
Entities
SHARDIS Protection
[11] DHT-based| Distributed | N/A Confidentiality | against
profiling
Data Integrity,
HDA and pro- Hierarchical Multiple ggtnt::adn?[ir::tlilg%’
posed security DHT-based Distributed, | Entities, Access cé)n- N/A
schemes (ou Cloud- Equally trol.  Protection
work) based shared "
against replay

attacks
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Although Gaj et al. $7] have surveyed a wide number of the latest trends in the indus
trial distributed systems from a communication point ofwiéhe scalability issue in a
large-scale inter-enterprise networks has not been disdus

In [58], the authors have proposed an efficient framework for jpultdita delivery in a
smart city settings. The efficiency is devised in the form @friging function taking
into consideration resource limitations, and quality andttrequirements. Simulation
results have shown that the proposed framework perforntsrbdtan other wireless
sensor and mobile ad-hoc schemes, especially with respscatability. Li et al. $9
have proposed a web-scale service delivery for smart citis a focus on address-
ing the scalability and the extensibility issues. The psgibservice delivery system
enables the stakeholders to collaboratively create neveices.

A Virtual Device (VD) can be defined as a collection of hetenogous physical devices
behaving as a single homogeneous logical device, in perfigrengiven task. Compos-
ing a self-managing VD requires automation of the servisealiery process, enabling
the devices to discover, with little or no human interactithe required service$().

A distributed constraint satisfaction protocol has beens#el for a more secure, more
privacy-preserving and QoS-aware VD composition in MANE#ghout a continuous
broadcast service of advertisement messagfs [

BRIDGE, denoting Building Radio frequency IDentificatioor fthe Global Environ-
ment B2, [53], is an EU-funded project that aims to deploy the EPCgloledvork
in Europe through research and development activities. RID&E, four DS ap-
proaches are proposed. The first approach is identical éztdny lookup $1] which
does not consider communication among discovery serviedgsacalled Directory-
of-Resources (DoR). The second approach, namely Notditati-Resources (NoR),
inherits DoR and extends it by enabling a client to show egeabout certain informa-
tion by creating a subscription at the DS. The third appraactalled Notification of
Clients (NoC) where EPCIS servers provide any new inforomaéibout a certain EPC
to the DS. On the other hand, if a client shows interest in aiip&PC, the DS notifies
all relevant EPCIS servers. An EPCIS sends notificationecctients informing them
that there is new information about the EPC of interest witigeclient queries the re-
spective related EPCIS servers. The fourth approach isccgluery Propagation (QP)
is a variant of the NoC while in QP the information is sent te tfient by the EPCISs
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immediately without the availability notification. DHT igported by this EU project as
the most promising approach, considering scalability aspttedominant requirement
for the discovery service design.

The authors in§2] have presented an integrated solution, combining Unal€tsig and
Play (UPNnP) $3] and ONS [], to the service discovery problem in the context of smart
home applications. One of the major keys in smart home agipdics composition is
real-time and accurate discovery of available devicesermtbme. Although UPnP is a
standardized device discovery protocol, and is supposéeé sufficient for discovery
of all types of devices in a constraint-free world, ONS conmesxtremely handy for
constrained devices.

2.5.2 Discovery Services Architectures

Numerous distributed architectures have been proposdttihitérature to handle dis-
covery services in the EPCglobal Network, either to overedhe limitations of the
currently deployed ONS/EPCIS(, 15, 17, 36, 41], or to improve previously sug-
gested architecture9,[10, 15-20]. Although, logarithmic scalability has been widely
suggested in many proposals, only few works have proposehliion to the expected
super-exponential growth issue of the 10T, and especiditii@future business infras-
tructure; the EPCglobal Network.

2.5.2.1 ONS-based Discovery Services

In [17], a distributed architecture for Discovery Services han@oposed. It has been
claimed that the proposed architecture, based on extentli] Gffers better perfor-
mance than the traditional data lookup system based oretigicmal ONS. It improves
the query forwarding mechanism. It also improves the rguierformance in terms of
the number of hops. Moreover, it is able to track-and-traeatems in the whole supply
chain.

Gyeongtaek et al. 4[1] have proposed a novel architecture for EPC data discovery
extending the ONS and the EPCIS Discovery Services (EPCi$Dthe EPCglobal
Architecture Framework. The EPC related data retrievatgse starts with a request
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routed to the ONS for the URL of the EPCISDS. Then a subseqaquoest is directed
to the EPCISDS to get the list of the URLs of all the relevanCE¥% that may hold

data relevant to the inquired EPC. Finally, queries are &etitose EPCISs to obtain
the desired data.

A lightweight EPC Discovery Service platform, called Protllirace Service Platform
(PTSP), have been proposed itb]. The PTSP is based on the ONS and the Web
Service technology and aims construction of efficient and-expensive track-and-
trace services between Enterprise Applications. It offereffective environment that
provides companies with the track-and-trace capabilityhait having to integrate the
EPCglobal Network.

An efficient and flexible distributed architecture for narmmelup in large scale applica-
tions has been proposed ). This architecture consists of both an upgraded version
of the ONS, supporting customized EPC encoding, and a dedlT-based register/-
guery DS system, allowing nodes to point to other nodes irainaimodel.

In [36], the authors have proposed a service to collect informatimut an item follow-
ing the E-Pedigree model. All the EPCs of the objects beimgpsd are listed in the
E-Pedigree document which is initially created and enagly the manufacturer. The
E-Pedigree document is forwarded to the next entity in tippluchain where new data
is appended and signed electronically, and the documenvisafded to the next entity.
Furthermore, the authors have proposed a distributedtacthie for forward/backward
tracing through the supply chain. Tracing up the supplyrtisan be done by using the
General Manager Number (GMN) stored in an ER€] [along with ONS p4], [10]
which is able to provide the GMN to the corresponding EPCtSs worthwhile to
note that this approach uses distributed ONS architecagsedon DHT. The retrieved
EPCIS address through the distributed ONS architecturses in traversing the en-
tire supply chain to locate information about a specific EPids approach can ensure
scalability in item-level product tagging due to distribdtoperations.
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2.5.2.2 Non ONS-based Discovery Services

Several DS architecture proposals have been designed ohadpHT. Load balancing

in DHTs has been investigated i69]. The authors have proposed a distributed sym-
metric algorithm enabling peers to balance their loadsqognally to their capacities,
through migration/reallocation of virtual servers. Bg], the authors have examined
the potential of implementing EPCglobal Discovery Sersibased on DHT-based dis-
tributed architectures. It has been shown that the propdsgdbuted architectures
improves the network capacity compared to the centralizehitactures.

Talevski et al. §7] have proposed a framework for inter-enterprise servitegiation
and collaboration in a context where disparate systems @irg lused. In 8], the
authors first evaluated the negative impacts of demand taicr on the performance
of a distributed supply chain, and then suggested a codrdina@echanism to minimize
those impacts. They claimed that the proposed mechanismouap the performance
of the system in terms of the cost and the retailer’s fill rate.

The centralized index-oriented DS implementation prodas¢69] claims a better sup-
port of the big data concept and parallel processing. A nevage schema of DS data
has been presented and claimed to be much more efficientlinabdsed on a Rela-
tional Database Management System (RDBMS) both in termsrafiarent discoveries
and concurrent publishes. A more scalable, more compraefeD$S system, in that it
is compatible with different RFID standards, has been desdrin [70]. A novel dis-
tributed discovery mechanism based on randomized arthmtebas been studied in
[71]. It brings up a solution to both the chain-breaking probkema the single point of
failure problem, while offering a Chord-comparable pemiance.

An efficient and flexible distributed architecture for narnelup in large scale applica-
tions has been proposed ). This architecture consists of both an upgraded version
of the ONS, supporting customized EPC encoding, and a dedldT-based register/-
guery DS system, allowing nodes to point towards other nodashain model.

An intelligent layer, built on top of the EPC Network usingy®aian reasoning, has
been proposed irVp] to enable enhanced tracking capabilities. This can beadegias
an extended DS system offering to the supply chain staker®khhanced visibility.
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A distributed Discovery Services architecture, built op tf the Electronic Product
Code-Border Gateway Protocol (EPC-BGRJ|| has been illustrated irvfl]. The pro-
posed architecture can be used to collect information afabile RFID-assigned ob-
jects, regardless of their location; within the EPCglobatwbrk or otherwise. Con-
tinuous real-time update of the EPC-BGP routing tabi, [following each and ev-
ery operation with regards to each and every object, woutthicdy introduce signif-
icant computation and communication overhead. The prapaseghitecture suggests
threshold-based deferred updates to the routing tablbgrrdnan continuous real-time
updates. Simulation results have shown that the proposgitesture ensures low
blocking probability of EPC tracking requests while sigrafitly reducing the com-
munication and computing overhead.

In [66], the authors have examined the potential of implementirsg@very Services
and ONS in the EPCglobal Network based on DHT-based disérbarchitectures. Un-
like many previously proposed works, no assumption has beste on the item visibil-
ity along the supply chain. It has been shown that the prapdstributed architectures
improves the network capacity compared to the centralizehitactures.

The authors in17] have suggested an enhanced P2P-based distributed DigQ@ete
vices system, with more focus on improving both load balageind routing efficiency
in terms of the number of hops. Load balancing in DHTs has la¢sm investigated in
[65]. The authors have proposed a distributed symmetric dlgarenabling peers to
balance their loads proportionally to their capacitiesptigh migration/reallocation of
virtual servers.

In [54)], the authors have analyzed the applicability of distvetlistribution schemes
and presented an approach that allows product managersittede which discovery
service their data is to be stored. The corresponding stadylesented a prototypical
implementation that is based on the open source P2P pralagtdpose (JXTA). The
distribution of data among independent discovery servetggies is inevitable in or-
der to be able to cope with data volumes and request loadstexpr RFID-enabled
supply chains. This architecture has been designed toenat®@pendent providers of
DS functionality to form a federated network with a commitrhe® company overlap-
ping collaboration. Clients and companies remain invisiblthe network as they only
interact with their trusted EPC Discovery Service (EPCD®yler. It is argued that
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control of mapping of a specific EPC to an EPCDS can revealdhgany prefix in the
EPC.

In [20], the authors have proposed an Aggregating Discovery &eiMDS). ADS is
responsible for both forwarding the client queries to rateMEPCISs and aggregating
the EPCIS responses into the client request after synchngnihe responses so that
client complexity is reduced. Furthermore, ADS guarantaedidentiality of clients
and delivers full and correct information for the requested eliminates the need for
fine-grained access control replicated at DS level. ADS igsrdralized service that
provides two interfaces, namely notify and query intergadeotify interface is used to
inform the ADS about read events to be shared within the Ebt&adiInetwork. ADS
receives the EPCIS URL of the submitting peer along with anaare EPCs that have
been handled by the corresponding entity. The ADS maintrnsssociation between
submitting EPCISs and submitted EPCs so that ADS is ablei¢ordane all EPCISs that
hold more information about an EPC. The query interfacegsatise query to extract
relevant EPCs upon arrival of a client query request. ADS utseinternal database
to look up the URL of EPCISs which are relevant for this quanyd it forwards the
original query to the relevant EPCISs. Each EPCIS repliek bath the information
about the EPCs of interest. Finally ADS aggregates andnetiie results to the client.

2.5.3 Discovery Services in loT

Discovery Services represent “search engines” of the déultnif. They refer to a suite
of network services enabling 10T users to localize targetiads and/or information
sources. Several protocols offering Discovery Servidieeiin limited contexts or in
large-scale applications, have been designed to faeilitet implementation of Discov-
ery Services; i.e., Universal Description, Discovery, émegration (UDDI) and EPC
[29]. The ONS can be viewed as a primitive Discovery Serviceiatst by design to
localizing the manufacturer’s data sources within the BBk Network.

An overview of different approaches, established for impating Discovery Services
in the 10T, has been presented and assessetbjn [Most of the proposed approaches
in [75] would not scale in an IoT environment. Moreover, lookupryuesponsiveness
has not been taken into consideration in the proposed ca@tnmassessment.
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Guinard et al. T6] have presented a comprehensive process allowing stalexisaio
search efficiently for services in the context of a completerimet of heterogeneous
devices. Romer et al.7[] have surveyed the concepts searching real-world entities
in the Web of Things and their implementations. W8], the authors have surveyed
the challenges of the integration of heterogeneous dig&ibenterprise architectures.
Such integration is even more challenging in loT-basedstrthl applications that use
the new technologies such as the sensing technology in tledesa$ sensor networks
(WSN) and the RFID technology.

Wu et al. [79] have introduced a distributed model for federated RFIDadateams
aiming at tracking and tracing items efficiently in the loffid built on top a flat P2P
overlay. They have also proposed and evaluated a set oftalgaraiming at improving
the lookup efficiency and the scalability of the proposedesys

In [80], a security protocol enabling secure and scalable busiogsrations in supply
chains has been proposed. It has been claimed that the pobpostocol provides
scalability, security and adaptability services for lopiigyment of large scale mobile
RFID.

A hybrid P2P system, combining the advantages of both stredtP2P networks and
unstructured P2P networks, has been presenteglljn The proposed system consists
of a two-tier hierarchy P2P networks; the top tier of the &iehy consists of a struc-
tured P2P network representing the core of the proposedraysthile the bottom-tier
consists of a set unstructured P2P networks, each of whiattashed to a node in the
core network. The impact of applying network coding to a PRPsharing system has
been investigated irBp], aiming at a higher throughput and a better resiliencerto li
failure and churn.

Scalability of a distributed architecture, designed fdeinet-scale information mon-
itoring applications, has been discussed88][ with the assumption that Continual
Queries (CQs) are used as its primitives to express infeomahonitoring requests. A
smart service partitioning scheme has also been introdaiciée P2P protocol layer in
order to achieve both good load balance and good systeatitiin.

Scalability of the 10T has been looked at from a data compyassgle in B4] in which
Li et al. have devised a framework for more accurate data Bagn@nd acquisition in
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wireless sensor networks based on the Compressed SenShghgdry, while saving
energy and communication resources.

Scalability and Self-configuration capability of servicelaesource discovery protocols
have been discussed i8. A scalable distributed architecture has been proposed fo
service/resource discovery in large-scale 10T networkspécial node, referred to as
“loT Gateway”, gathers and stores all information on resesrof a constrained local
wireless network. This gateway is also part of a P2P ovenkayce offering a Zeroconf-
based, distributed and scalable data publish and retisgestm.

A novel gossip-based protocol, called CREW, for flash dissation has been intro-
duced in B6]. While scaling well and being robust with regards to vasdypes of
failures, the proposed protocol ensures rapid disseromatiespective of network or
content size.

The authors in§7] have proposed an approach for efficient deployment of taskep
of computationally capable 10T devices. The constraingpamming model has been
used to minimize the overall cost, i.e., processing resptinge, of the deployment. It
has been claimed that the proposed approach offers moedbgitgiwith regard to data
processing in the loT.

In a Cloud of Things environment, designed to provide a gsemwice, it is crucial to
provide the Cloud agents with the capability of remotelyldimg the desired service
through 10T devices (such as smart phones). Obviouslyetlodsdevices need to be lo-
calized (discovered) firsBB-91]. A resource discovery distributed algorithm based on
a gossip policy that selects I0T devices based on predeferesing capabilities is dis-
cussed in38]. This algorithm has been upgraded #2] to enable efficient deployment
of virtual sensor networks on top of a subset of given |10T dewi Service discovery
in a Smart City context has been studied93][ The authors have proposed an archi-
tecture enabling users to discover, efficiently and in asjparent way, data-sources that
are appropriate for their business context.

A generic search engine offering a resource discovery fnariefor the 0T has been
proposed in§9]. The proposed search engine offers automatic discovemysmiurces,
their properties and capabilities as well as the means &sadbem. In4], the authors
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have proposed a software framework composed of a ContextiM@ehd a Search En-
gine for semantics-based discovery of context-aware lovicde and their interaction.

The authors in95] have surveyed and categorized the current 0T resource\ksy
techniques, and compared their merits and limitations91f pn integrated IoT system
architecture, driven by autonomous service/device desgosnd integration, has been
proposed; the main goal being to offer a framework for autoows composition of 0T
applications. This framework would enable users to dynallyiselect and orchestrate
the published services in order to create customized loTicghipns. A decentralized
service discovery and selection model, based on the bmrets Response Threshold
Model, has also been proposed @6]. With proliferation of the number of 10T entities
and its incessant growth, more research efforts have beantpscalable and efficient
approaches for entity discovery such as 97][ which proposes an extension of the
Distributed Context eXchange Protocol (DCXP) based on thigh/subscribe model.
A P2P-based context-aware semantics-based service digcommechanism has been
proposed in99].

2.5.4 Security in Discovery Services

Data and information stored in EPCIS repositories are comially sensitive. This
is the reason why supply chain stakeholders take the sgeaquirement in DS very
seriously. The security requirement in DS has been coratiestudied in the litera-
ture. A centralized service aiming at DS user authentiodtias been proposed 9],

in which the focus has been put into data availability ané danfidentiality. In L1],
the authors have focused on privacy issues at the discohasepof RFID information
services. They present a DHT-based DS architecture to Heydzpas a P2P network,
offering high scalability and performance. Furthermorerovides new mechanisms to
protect client privacy from eavesdroppers.

An access control mechanism has been proposedlijy in order for companies to
assess their EPC data access rights depending on the pfdfiteioquirer. It is obvious
that one of the core requirements in the design of a DS systémeinable supply chain
stakeholder to fully control their own EPC data. Such cdnitmplies enforcement
of both authentication and access control mechanisms ialpthose stakeholders to
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decide which information to make available for which orgaion. The Web Service
Description Language (WSDL)LPO 101 has been used for the implementation of the
Discovery Service.

In [80], a security protocol enabling secure and scalable busiogsrations in supply
chains has been proposed. It has been claimed that the pbpostocol provides
security services for loT deployment of large scale mobRR

2.5.5 Privacy in Discovery Services

Client privacy in a DS system stands for the ability of itsrgsee., clients initiating
gueries towards the DS system, to retrieve data while tregidn of the queries are
kept hidden. Private Information Retrieval (PIR) protoatbws users to retrieve data
from a database server without revealing which item iseeéd, thus the intention of
the query originator are not known to the database serv&.pRitocol has been used
in [102 to implement client privacy in an EPCglobal DS system. éastof sending the
EPC of the inquired item/product as a keyword for the quéyauthors have proposed
to send a vector of keys derived from the inquired EPC and s®ueets only known
by the originator of the query. When the DS server receivesathery originator’s
vector, it runs a suite of computations and then sends badkizizy response. The
guery originator can then reconstruct the targeted EPCradscasing the previously
exchanged private secrets.

A privacy-enhanced P2P-based discovery service archrgettas been introduced in
[11]. The focus in that proposal has been to enhance the cliefatgyragainst profiling
using a secret-sharing mechanism applied to the informatfanterest. The imple-
mentation has been carried out by insuring confidentialitthe client's query from
eavesdroppers, even in the case no earlier key distribatioongst those clients has
been arranged.

In [103, the authors have looked at discovery services from a gyiggandpoint. They
have first illustrated the complexity of the information egpre problem in pervasive
computing environments. A probabilistic approach has laekypted to protect sensi-
tive information exchanged between users and service geeosi The approach is pro-
gressive in that users and service providers expose tifenmation gradually, while
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checking whether further exposure is necessary or not. agpsoach has been experi-
mented and results have shown that the security requirsraemtmet more efficiently.
However, it has a major limitation with regards to its usewituser-crowded areas.

Huang et al. 36] have proposed a distributed ePedigree architecturedlmasa set of
EPC Information Services, in order to overcome the problefnssalability and privacy
of the current ePedigree centralized system.

2.6 Summary

In this chapter we first have presented a detailed desanipfithe EPCglobal Network
and its main components, we have surveyed proposals inténatlire with regards to
lookup system in the Internet of Things in general, with espective on the EPCglobal
Network, and we have discussed the limitations of the ctigreleployed discovery sys-
tem in the EPCglobal Network. We have also categorized tbpgsed works into two
major categories; namely legacy-based architectures {Qd$8d) versus clean-slate-
approach-based architectures. A summary of the proposed\wiry services systems
and their features has been presented in Talde



Chapter 3

Secured Distributed Lookup Service In
the EPCglobal Network

3.1 Introduction

The EPCglobal Network is a worldwide network developed teuee global interoper-
ability between stakeholders in supply chains. It basyaaiins at increasing visibility
and efficiency throughout the supply chain, and assuringdrigjuality information
flow amongst trading partner§][ This can be achieved through accurate and real-time
exchange of EPC data among companies involved in a suppily.dBRC data refers to

all relevant data collected to describe the exchange psarfgshysical objects amongst
trading partners in a supply chain, as well as the contextic £xchange.

Obviously, accurate and real-time exchange of the colieEfeC data amongst distant
trading partners in a supply chain requires secured netserkices. All these ser-

vices are based on one fundamental service; the lookupcsemdiso called discovery

service. Throughout this thesis, unless otherwise st#tedexpressions “Lookup ser-
vices”, “Discovery Services” are used interchangeably.

This chapter focuses on the lookup service in the EPCglolealvdrk. Such lookup
service aims at enabling users to locate and retrieve allaet data related to a specific
EPC. The EPCglobal Network consists of three componerdsaating to ensure infor-
mation flow between EPCglobal subscribers; Object Namirsge®y (ONS), Discovery

36
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Services and the EPC Information Services (EPCIS). The GQNSentral lookup ser-
vice whose main function is to localize information soursegh as Uniform Resource
Locator (URL), of a given EPC. The Discovery Services is d@esaf lookup services
enabling any user, subject to authentication, to retrilvelavant data regarding a spe-
cific EPC. The EPCIS is a set of EPCglobal standards for hmpsstoring and sharing
EPC related information between trading partners.

The EPCglobal Network has been developed in order to pravedie partners (Suppli-
ers, Manufacturers, Distributors and Retailers, etc.hwaal time, and accurate data
sharing network services regarding all the exchanged palysebjects §]. Such real
time data sharing would offer trading partners a wider viisybof the supply chain, re-
sulting in a reduction of cost (e.g. efficient product reeaid shelf replenishment?))
and a reduction of loss (e.g. efficient anti-counterfeiting anti-theft 13, 14]).

Although the real-time traceability and accurate vistpibf supply chains, offered by
the EPCglobal Network, gives companies a strong incentiv&ibscribe to the EPC-
global Network, companies would accept to share their dakaibthe infrastructure
offering the sharing capability, the EPCglobal Network ur case, is salable, secure,
easy to use, and more importantly not controlled by a singligye

Currently, the lookup service in the EPCglobal Networkeglcompletely on the ONS.
Being a DNS-based centralized system, the ONS brings up rowseoncerns, de-
tailed in Sectionl.2, namely the acceptance problem, the DNS legacy problem and
the discovery problem. The acceptance problem refers taigolar control of the
ONS root and its political repercussior [L0]. The DNS legacy problem is a result

of building the ONS on top of the DNS systed0d], which makes the ONS inherit all
the well-studied and well-documented weaknesses of the. DN&discovery problem
refers to the critical limitation of the ONS regarding itslay to find all relevant data
about a given EPC in the whole EPCglobal Network. Curreotiyy the manufacturer
information sources are provided in response to ONS queries

In order to assure the aimed quality of information flow ansirigading partners in a
supply chain, two main challenges have to be taken care déwleisigning a lookup
service. First given the enormous number of objects to lekéxhin the EPCglobal
Network and also because of its political sensitivity to atcaized control, a fully dis-
tributed, more scalable and equally-controlled architechas to be adopted. Second,



Secured Distributed Discovery Services in the EPCglobaividik 38

considering both the number and the severity of the thradleilnternet today, security
should be regarded as a vital design principle in the in tbpgsed architecture.

Given the drawbacks and limitation of the ONS system, meaeticabove, we propose
herein a fully distributed and secured EPC lookup systeniclmis based on the DHT
technique, which has proved its robustness and efficien&2 file sharing systems.
The idea is to upgrade the existing local ONS servers, beigntp the EPCglobal
subscribing companies, into nodes of a DHT storing EPCedldata. This upgrade
aims at palliating the three major drawbacks, presente@ati®& 1.2, of the currently
deployed ONS.

This chapter is structured as follows. In Sect®B, we present the currently deployed
lookup system in the EPCglobal Network and we discuss itddiions. In SectiorB.3,
we define the major design requirements any EPC lookup sysésnto fulfill and we
describe a DHT-based distributed architecture that we emenfp other architectures
that have been proposed in the literature. Seclidrfocuses on the security aspect of
our distributed lookup system architecture. It first ddsesithe security requirements
that have to be fulfilled by an EPC lookup system, and theraéxphow those require-
ments are met in our proposed architecture. Finally, welodedhe chapter in Section
3.5

3.2 Currently Deployed Lookup System

The EPCglobal Network currently relies on the Object Nan8egvice (ONS) for EPC
related data exchange. The ONS is a DNS-based lookup sesngiging a link be-
tween the trading partners in order to share EPC data. liggewnapping information
between EPC and Uniform Resource Identifier (URI) of theeemosting the EPC in-
formation related to the EPC in hand. The ONS maps EPCs tousaforms of URI,

such as EPCIS, HTML, XML-RPC and Web Services.

The function of the ONS consists of a number of lookup operattaking the EPC as in-
put and returning pointers (e.g. IP addresses) to the gonesng information sources
[7], as illustrated in Figur8.1 The use of the DNS infrastructure requires encoding of
the EPC into a domain namespace syntactically correct. ddmsain namespace will
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then be used to query relevant information from the DNS syst€éhe Name Author-
ity Pointer (NAPTR) DNS record, detailed id()], has been selected to map the ONS
gueries leveraging the DNS system. Currently, The ONSg@rea centralized ONS
root managed exclusively by Verisign. It is set up on top efEINS Top Level Domain
“.com” and is called “onsspec.com”.

10001110110... 10001110110... urn:epc:id:sgtin:0614141.000024.400

RFID TAG Tag Encoded EPC Local System 7
TAG | 57| Reader 2 - - B
1 3 URIConversion ]—yll ONS Resolver
¢
5
L )

Local caching
nameserver

EPC-IS Server

000024.0614141.sgtin.id.onsegc.com
6 HTML Page

http:/, epc-is.ex/ample.(om

epc-wsdl.xml

Figure 3.1 The ONS System in action; Under receipt of a query regardngRCe
in the form of a Uniform Resource Identifier (URI) as shownteps3, the local ONS
client first resolves the URI into an appropriate Fully Qfiedl Domain Name (FQDN)
(step4), then it issues a DNS query for NAPTR records for that donfstep5). Step
6 shows the DNS infrastructure returning a series of ansvi@tscontain service types
and associated data (likely Uniform Resource Locators (§)Rhat point to one or
more services such as EPCIS). Finally, the ONS client estithe services from the
returned DNS NAPTR records and presents them to the comdspp information
sources, such as the EPCIS server (stegsds)

The ONS relies completely on a centralized ONS root, simdathe Domain Name
System (DNS) root, except that the ONS root is not replicatedultiple geographical
locations. The ONS architecture has three major drawb#ogsg,are the following:

e First, the ONS root unipolarity aspect characterizing tié¢SQlesign makes its
acceptance a major problem since root servers can be fullfyatked by a sin-
gle entity (company, organization or country, etc9d, 10]. Different scenarios
depicting possible attack models in such a unipolar archite have been dis-
cussed in 10], highlighting the political repercussions of such a dasitpoice.
Furthermore, the centralization and lack of redundanchefQNS root create a
single point of failure of the ONS, and thus the robustnesh®fvhole business
infrastructure is affected.
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e Second, being based on the DNS system, the ONS inheritsealéii-studied
and well-documented weaknesses of the DNS including its pedormance,
its complex configuration and its lack of securig; P]. The DNS system has
always been an attractive target to Distributed Denial o¥iSe (DDOS) attacks
and also to Man in the Middle (MITM) attacks targeting the DidSolution paths.
Vulnerability to the Cache Poisoning attacks is another DN8kness that may
prove absolutely disastrous to systems relying on DNS foring services, such
as the business infrastructure.

e Third, the ONS has been designed to provide the informaomces based on
the company prefix of the EPC. As a result, only the manufactinformation
sources are provided in response to ONS queries.

3.3 Proposed Lookup System Architecture

Although it seems wise to build the ONS lookup system on toghefDNS system,

such decision would have critical impact on the future bessinfrastructure in terms
of performance and security because of the DNS heritagehidrséection, we first list

the design requirements that should be fulfilled by any |Iposervice intended for the
future business infrastructure, then we describe in detaiproposed architecture with
a focus on how it fulfills the design requirements previoutdfined.

3.3.1 Design Requirements

The lookup service is expected to be vital in the future bessninfrastructure. Such
a service will be used widely and in an unprecedented fregyugiven the trade vol-

umes taking place nowadays, and their exponential grovis rad he following design
requirements have to be fulfilled by any EPCglobal lookupesysin order to avoid

performance issues in the future (security requiremesetsliacussed in Sectidh4.]):

e The lookup system must function as it is expected in all erstances, i.e., it
should return a list of pointers to information sources egponding to the queried
EPC B].
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e The lookup system must be robust and scalable, i.e., it dnoeilable to serve
a very large number of simultaneous queries, which willaialy keep increas-
ing as the traditional Internet evolves ceaselessly to thiernet of Things”; a
paradigm that will make of everyday objects potential naafeke Internet g]. It
should also react efficiently to the dynamics of the “Intéfel hings”, which is
expected to be very challenging.

e The lookup system, being a key component of the future afibasiness infras-
tructure, should not, in any way, be controlled by a singléenThis is vital to
its acceptance.

e The lookup system must ensure confidentiality and integftfPC data. It
should also be resilient against different types of attasksh as replay attacks.

3.3.2 Proposed Architecture

Our DHT-based architecture is illustrated in Fig@& Each company, subscriber to
the EPCglobal network, represents a node whose the idengifiee hash value of its
manager number. A strong cryptographic hash function hdsetselected in such a
way that the probability of collision is small enough to emsalean functionality of
the system. Each node (replacing the local ONS server ofdfresponding company)
in the hash table knows its successor and a set of other nloaiesan be determined
in such a way to minimize the average and worst lookup cost$,aa the same time
minimize the complexity in terms of the amount of informatieach node will have to
handle.

In practice, a manufacturer, with an item whose EPE; isses the same hash function,
that it uses to compute its identifier in the DHT, to compute hlash valué:, corre-
sponding to the EPE. It then constructs a pair consisting of a key and a valuekélye
being the hash valuk and the value being the information corresponding to tha ite
whose EPC ig. Once the pair is constructed, if the valuéays between the manufac-
turer’s identifier and its successor’s identifier, the mantudrer stores it in its own DHT
node, otherwise it sends it to the neighbor whose the ideniffithe closest to the hash
valueh. The process is then repeated at each receiving node unidin reaches the
appropriate storing node.
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Our architecture ensures the three design requirements linakup system has to fulfill
(the security requirements are dealt with in Sectof). First, it is a fully distributed
architecture where no participating entity has more conltran the others. Thus, the
acceptance problem is overcome in our proposed archieebaged on distributed and
equally shared control of the system.

We can claim that our proposed architecture meets the fumaldity design require-
ment since the Distributed Hash Tables approach has prdsembinvenience in the
well-known P2P file sharing systems where millions or evers @&f millions of nodes
collaborate to provide access to digitally stored infoiprat Any robust P2P lookup
protocol can be used in our proposed architecture as longisefficient in terms of
node localization, such as Choi@¥] or Koorde [L05. Chord [34] is a distributed peer-
to-peer lookup protocol designed to locate efficiently toelenstoring data regarding
the inquired EPC. Its simplicity, its scalability and itdbustness, even in challenging
networks, make it a good candidate to implement a DHT-bad¢8 @ilot system. Ko-
orde [LOY improves Chord in terms of meeting interesting lower baufat various
operations such as the number of hops per lookup request.

To ensure the robustness of the system, a certain level afrdatication has to be
achieved in the system. This can be accomplished in ourtaothre through the con-
struction of multiple DHT-based databases using eitheouarhash functions or the
same cryptographic hash function with a number of saltsgkeye concatenated with
the EPC before applying the hash function). Such a reptinatiechanism has two
main merits:

e First, information about the same EPC will be stored on vewinodes, since
each used hash function (or each used salt), builds a diffeesh table. Such
a random replication of the EPC information in the systemesakur proposed
architecture robust against node failures and nodes unteqig leaving the hash
table.

e Second, a querying node computes the hash values of thaedgaPC using
all the used hash functions (or the used salts), and thedekdbased on some
distance metric, which of the computed hash values is theestdo its identifier
in the hash table. In a load balanced hash table, the cloasktvalue to the
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Figure 3.20ur Proposed DHT-based Lookup System

guerying node’s identifier would, most probably, be thedasto be located in
the corresponding hash table. Thus, the performance desigirement is the-
oretically met in our proposed architecture. A deep expenital study will be
taken care of in the future to confirm this claim in practice.

3.3.3 Discussion

There is no established and proved conclusion regardingehfermance and the ro-
bustness of any DHT-based architecture proposed in thratlites, including ours, so
far. This is because of the absence of a real DHT-based losksiem on the same
scale as the DNS. It is however important to note that thesteilolited architectures
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theoretically promise better performance and also greatmrstness than the classical
DNS system.

3.4 Proposed Lookup System Security

Being based on the DNS system, the ONS inherits all the wedlisd and well-documented
security-related weaknesses of the DNS. The DNS systemiagsabeen an attractive
target to Distributed Denial of Service (DDOS) attacks alst & Man in the Middle
(MITM) attacks targeting the DNS resolution paths. Vulrdmelity to the Cache Poi-
soning attacks is another DNS security weakness. In thisosewe first present the
security requirements that have to be met in any lookup systeended for the future
business infrastructure, and then we describe our proEmEedity scheme.

3.4.1 Security Requirements

In order to deal with the potential security threats in theeife business infrastructure,
and because of the sensitivity of data exchanged betweénepain the EPCglobal
Network, a secure lookup system has to fulfill the followimgrity requirements.

3.4.1.1 Authentication

Authentication of an entity refers to the process of valittpits claimed identity against
its real identity. In the context of an EPC lookup system, enfjty querying informa-
tion about a given EPC has to be authenticated before gomtigefuin the process of
disclosing any data. Authentication is the answer to thespg threat, where attacking
entities imitate trading partners in an attempt to gain sste sensitive data. Authenti-
cation is crucial in the lookup system because of the seitgitf the EPC information
exchanged between partners.
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3.4.1.2 Data Integrity

Data integrity refers to the act of verifying the correcthasd the completeness of the
exchanged information between an expediter and a recifBectuse of the crucial role
of the EPC lookup system in the future business infrastrectthecking the integrity of
data exchanged between trading partners is an imperatjugeenent. Data integrity is
the answer to both data tampering threat and betrayal dettiservers. Data integrity
is crucial in the lookup system because of the sensitivitgltering, of the EPC data,
which is an important source of information in the decisioaking process within
companies. A lookup system without data integrity wouldd@attackers to directly
target the decision making process of companies.

3.4.1.3 Confidentiality

Confidentiality refers to the concealment of the exchangéatination between an ex-
pediter and a recipient. Partners in the EPCglobal Netwaghtibe exchanging confi-

dential EPC information about their business processesipéttors, or other attackers,
may be interested in this confidential information for diffiet reasons. Confidentiality
is the answer to the eavesdropping threat. Authenticasi@nucial in the lookup sys-

tem because of the sensitivity to disclosure, of the EPGmné&bion exchanged between
partners, especially by competitors.

3.4.1.4 Availability

Availability of a given system, from a security point of vievefers to its reliability
and its robustness against attacks deliberately atteghiblock it, such as denial of
service attacks. Availability of the EPC lookup system imphttainability and usability
of the lookup information it holds. The availability reqeiment has to be implemented
in order to neutralize all types of denial of service attacks
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3.4.2 Security of the Proposed Solution

The DHT-based architecture which has been presented imo8etB lacks security.
In order to make it secure, mechanisms enforcing the sga@duirements described
above have to be implemented. Those mechanisms will makieaiséility of all the
threats hard enough in such a way that we can consider o@nsygsticure by the current
standards. Adjustments may have to be made in the future asuiacreasing the length
of the used cryptographic keys.

3.4.2.1 Key Distribution

Because of the massive amount of data that is expected todharmyed in the future

business infrastructure, it is wise to use symmetric-kgptosystems for encipherment
and decipherment rather than public key cryptography. Easaon is that public key

cryptography, although deemed to be ideal since no secaginghis needed, is much
costly in terms of computation than symmetric cryptography

A well known approach is to use asymmetric cryptography tdhantication and sym-
metric cryptography for exchanged data integrity and cemfiidlity. Shared symmetric
keys, to be used for data exchange, are generated and theamegec using the asym-
metric cryptography.

Our architecture assumes a public key infrastructure wiglohally agreed-upon cer-
tification authority issuing a pair of public/private keysg¢ach EPCglobal subscriber.
The X.509 public key infrastructure standard has been revemded by EPCglobal to
define a certificate profile for authentication purpodéxy.

In our architecture, each node in the distributed hash @iesponds to an EPCglobal
subscriber. The identifier of this node is the hash value e BRC manager number,
called also company prefix, assigned to the company it reptesEach company gen-
erates a set of symmetric keys to be shared with its partnexadh and every supply
chain depending on their security clearances. Inspirech fBell-LaPadula security
model [LO7, 108, a given security clearance is represented by a specifio®tnc key
sent to all the partners, in a given supply chain, havingsst®the information labeled
with a security level less or equal to this security cleaeanc
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Each company generates a set of keys equal to the numbernitgetearances it has
to manage in each supply chain it is a member of. Let us asshate@atcompany”
has classified the information it owns about its EPCs intdifferent security levels,
SC;,0 < i < n, 0 referring to public data and — 1 to top secret data. Company
C then generates a sfkx of n — 1 of random keys having same length (m is a
public parameter supposed to be known by all the subscribasis long enough to
be considered secure in symmetric cryptography)y, = {RK;,0 < i < n}. Letus
assume also that companyhasq partners, and that each partgr 0 < j < ¢ has
been assigned a specific security cleara®€g 0 < i < n.

CompanyC' constructs a seéfs of n symmetric keysSsy = {SK;,0 < i < n} to be
sent to itsq partnersP;,0 < j < q as follows. For all partneP;,0 < j < ¢ having

a security clearancgC;,0 < i < n, a symmetric key5K;,0 < i < n is built out of

a concatenation of the random keyBK, ..., RK;} in the increasing order from left
to right, SK; = RK;...RK;. CompanyC' labels publicly available data with security
clearanceSCy for which no symmetric key is defined since it is stored in cleahe
DHT. Obviously, the symmetric ke§ K;,0 < i < n has a length of - m since it is
composed of random keys, each of which is of length

CompanyC encrypts then all the constructed symmetric keys twice. fireeencryp-
tion is carried out using its own private key in order to eesonigin authentication and
data integrity. The second encryption, takes the outputeofitst one and encrypts it us-
ing the public key of the intended recipient. This is to eestonfidentiality. Company
C then uses the resulting data as the value in the (key, vahie  be disseminated
into the constructed distributed databases. The keys setfi@y, value) pairs represent
the hash values of the manager number of each trading p&otmehich the symmetric
key is addressed.

Once a node receives a (key, value) pair, it compares the kKéyite own identifier.
If they match, the data in the pair is processed, otherwigefiarwarded to the next
closest neighbor. In order to get the symmetric key, thenohee partner first decrypts
the received value in the (key, value) pairs twice using vs @rivate key, and then
decrypts the result using the public key of the originatingipany.

After the key distribution process is completed, each camgands up with two types
of symmetric keys to manage, in addition to its pair of pubha private key issued by
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the certification authority. The first type corresponds ®slimmetric keys it has sent
to its partners (outgoing symmetric keys), and the seconldegsymmetric keys it has
received from its partners (incoming symmetric keys).

All these keys have to be stored in a local secure databageoutfgoing symmetric keys
have to be indexed both by security clearance and per supgig.cA matching of each
partner, represented by its company prefix, with its comadmg security clearance and
the supply chain it belongs to, has also to be stored in tred ttatabase. The incoming
symmetric keys have also to be stored in that local databadexed with the company
prefix of the corresponding sender and also per supply cdlithese symmetric keys
are stored by each company after they are encrypted usiogitgublic key. This is to
ensure only this company can decrypt them using its own ferkey.

3.4.2.2 Data Publishing

After completing the key distribution process with all irmers, a company can then
publish its lookup data into the DHT in the form of (key, dapars, of course after
encrypting it using the symmetric keys, which has been shaith its partners. The
pair (key, data) regarding some to-be-published EPC is asifollows.

e A companyC' having some dat® to publish about a specific EPLSfirst clas-
sifies this data inta (or less) classe®;,0 < i < n, each of which is assigned
the corresponding security level’;. Then security levels (also called security
clearances) are supposed to have been defined (per supply lobforehand de-
pending on the policies of the company and the type of thernmédion it handles
(an example of four security levels would be Top Secret, &e€onfidential and
Public). The company' has also to define the number of different hash func-
tions (or salts) that will be used to duplicate data in the kugpsystem to meet
the availability requirement.

e Once the data classes of ElP@re defined, company constructs: (or less de-
pending on the number of classes) pairg ;,1;),0 < i <n,0 < k < w where
k refers to the identifier of the used hash function (or the ssdd), i; 1, refers
to the EPCe encrypted using a symmetric kéy< ey; of lengthm computed out
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of the XOR operation of the random keys making up the exchanged symmet-
ric key SK; = RK;...RK; and then hashed using the hash function (or the salt)
identified byk, hyxy = hashi(SKey;(e)), andl; refers to the information that
can be accessed by all partners having security clearaneasa equal t&C;,
encrypted using the symmetric ké\;, I; = SK;(D;). Obviously, the use of
symmetric keys of lengtln for all the security levels would certainly speed up
the encryption/decryption processes. The XOR operatiowalthe compression

of all the symmetric keys exchanged between trading patitem lengths of
kE-m,1 < k < n into length ofm, m being the publicly known length of the
random keys and the number of security clearances defined for the company in
hand.

At the end of this process, company will end up withn - w (or less) pairs
(hgiry, i), 0 < i < n,0 < k < wreferring to the same EPE but whose access
is determined by the shared symmetric keys.

¢ Finally, companyC' sends the generated pairs into the DHT to be stored in the
appropriate node.

3.4.2.3 Data Retrieval

A company inquiring about a specific EPC has to issue a quelgctie the targeted
EPC in the DHT. Obviously, the targeted EPC is used to comihéeorresponding
hash value which represents the key used to locate the nodlegsthe targeted infor-
mation.

All partners having security clearané®’;,0 < i < n, would be allowed to retrieve
all information of sensitivity levels less or equal &;. They only have to extract
the symmetric key corresponding to the targeted secuntgl Ie0 < j < i out of
the symmetric key they received from the owner of this infation. To do that, they
simply have to extract the firgt- m bits to the left of the symmetric ke§ K;, which
corresponds to the firgtrandom keys, on which the XOR operation is carried out to
form the same symmetric key that has been used by the EPC daidgr to encrypt
the published EPC data.



Secured Distributed Discovery Services in the EPCglobaividik 50

3.4.3 Discussion

Our proposed security model, based on a flexible and effigendistribution mecha-

nism using a public key infrastructure, implements the denftiality requirement not

only for the data but also for the EPC codes themselves. dtatsures both data in-
tegrity and origin authentication. Moreover, the use ofedént hash functions ( or
salts) helps in ensuring the availability of the system kKsao data replication and the
smooth self-configuration of the DHT.

The fact that the keys corresponding to the EPC codes arewtemhpfter the encryp-
tion of those EPCs, makes our architecture resilient ag&R€ dictionary attacks.
Furthermore, it would boost the confidence of reluctant camigs in our architecture
since, unless the exchanged symmetric keys have been |atahddy can determine
on which node of the DHT a specific EPC is being stored.

3.5 Conclusion

In this chapter, we have presented a DHT-based, scalablmarglsecure architecture
for data lookup in the EPCglobal Network. The proposed &echire aims at replacing
the currently deployed ONS system with a full discovery s@w system. In addition
to the design and security requirements discussed aborv@raposed distributed and
secured architecture implements also access control oRRIiG2information using a
military-style classification inspired from Bell-LaPadwgdecurity model.

It is worth mentioning that the proposed key distributioncimenism is only as secure
as the public key infrastructure. This illustrates theicaiity of the PKI impact on the
security of the whole business infrastructure.



Chapter 4

Query State Inference in Discovery
Services

4.1 Introduction

Anomaly detection refers to approaches and techniquesngokto identification of
cases that are unusual within a dataset that is seeminglgdmeous. Anomaly detec-
tion is an important research topic that has been investigabm different standpoints.
In network traffic management, several proposal39f112 have targeted detecting
anomalous traffic or nodes with abnormal traffic. In medio&bimatics, anomaly de-
tection has been used to detect disease outbreaks in a speedi L13 114. Early
detection of faulty industrial units, such as motors andihes, is crucial to the indus-
try actors, as it prevent further escalation of the comptsievear and tear, and hence
worse financial lossed 15 116|.

Various anomaly detection techniques have been studidgkilitérature; including but
not limited to Neural Networks1[17, 118, Bayesian Networks114] and Rule-based
Systems 119. One of the well-known techniques is based on parametatissical
modeling, such as HMM117]. For improved anomaly detection accuracy, several
works [120 have proposed combining multiple HMM models. Others hawggested
combining the HMM model with other models, such as Neuralhbeks [121, 122].

51
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The core foundation of the EPCglobal Discovery Serviceeadaokup service, which
consists of localizing all the information sources poigtio all relevant data with re-
gards to the EPC at hand. Conceptually, Discovery Serviaede viewed as search
engines, specific to the global business infrastructurkerfuture 10T, in that they rep-
resent tools to “discover” all “relevant” information réda to specific “keywords”; the
EPCs in the case of the EPCglobal Netwdsk [This explains the imperative need for
robust mechanisms to secure this vital and extremely semsgrvice.

Although several proposals have discussed security ofdbleup service in Discov-

ery Services, none, to the best of our knowledge, has lookegauring Discovery

Services from an “Anomaly Detection” point of view. This apach consists of iden-

tifying lookup queries which do not conform to some pattezarhed based on a given
probabilistic model.

We propose two different security schemes aiming at priedjc¢he state (safe or risky)
of the lookup queries. The first security scheme consistsvofalgorithms based on
the Gaussian model illustrated in Sectibh.2 while the second is based on a Hidden
Markov Model. Both security schemes first analyze the EPkgltransaction pattern
for each combinatiofiproduct category, company, business step). Upon receiving
an EPC query, a Feature Extraction Process converts it ingxtr of observed real
values. These real values are assumed to follow a Gaussiaitdiion per state, i.e., a
Gaussian distribution for safe queries and another onedky gueries.

The rest of this chapter is organized as follows. In Sectidhwe discuss the threat
model considered by this work. In SectidtB, we present some background and we
define the notations used in this chapter. In Sectidnwe describe the Query Feature
Extraction process, which consists of converting lookuerggs into vectors of values.
These values are used as input to the proposed probalntistiels. In each of the next
two sections, we present our proposed security schemesgahdetecting suspicious
gueries and we evaluate their performance. Our first prapeseurity scheme, con-
sisting of two algorithms based on the Gaussian model, isgpted and assessed in
Sectiond.5. In Sectiord.6, we present and evaluate our second security scheme, based
on a Continuous Hidden Markov Model (CHMM). Finally, Secti.7 concludes this
chapter.



Query State Inference in Discovery Services 53

4.2 Threat Model

One of the well-known threat models that almost any Intebasted system must take
into account is Denial of Service Attacks (DoS). A DoS attechkn attack in which
one or many compromised systems are used to target a sirgiensythe goal being
to flood its resources in an attempt to disrupt the servicissaffering. Although DoS
attacks sound less alarming than other attacks where iatavmis the target (such as
Man-in-the-Middle attacks, IP spoofing attacks and Repltgcks), they have to be
taken care of vigilantly for the following reasons. First,many cases, DoS attacks
have had a damaging impact on the reputation of targeted moeg Second, unlike
other apparently-more-dangerous attacks, DoS attack&eequch less resources and
are much more straightforward to setup.

4.3 Background and Notations

We propose in this chapter two security schemes, designddtext risky queries di-
rected to an EPCglobal Discovery Services system conagleoth the business habits
of the stakeholders and the habits of the attackers. Figurdepicts a supply chain
whose the actors exchange physical items through a seqoéBtepping and Receiv-
ing operations.

Figure4.lillustrates also that each of the involved stakeholdemesaout a subset of
business steps from the s&ts = { BS;,0 <= i < Npg}, whereBS; denotes business
step:i and Vg denotes the number of possible business steps througleolifetttycle
of items of category. The chronological order of the business steps is defindurwit
the indexes; For any j such thal) <=1 < j < Npg, BS, takes place befor8.S;.

At the end of each business stBp;, 0 <= i < Npg, the stakeholder triggers a query
through which it either updates the Discovery Services sigpry with the new state
of the exchanged physical item (PUT operation), or it regs out of the Discovery
Services repository, all the relevant data with regarde¢ariquired EPC (GET opera-
tion). We denot@uerygg the query triggered by a companyduring a business step
BS;,0 <=1 < Npg regarding the product categopy
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Figure 4.1 An illustration of the EPCglobal Discovery Services to b&ewdd for the
actors of a given supply chain regarding the exchange ofsitefra given product
categoryp. Each stakeholder notifies, via a PUT query, the Discoveryi&ss System
with data related to a given shipment of physical items oégaty p during a given
business steBS;,0 <= i < Npg, where BS; denotes business stépand Npg
denotes the number of possible business steps throughelifdfcycle of items of
categoryp. A GET query regarding a given shipment of items of categoshould
return all data relevant to the inquired shipment. Data argked between a stakeholder

and the Discovery Services System is dendfeda’gssiakeh"ld”, 0 <=1i < Npg.

The queryQuerygg holds following information:

. Querygg lid] denotes the identifier of the “shipment” being inquired
. Querygg [timestamp] denotes the date and time of the current businesstep

° Querygg [data] denotes the data to be stored (PUT operation) or beingvettie

(GET operation) during the current business sfef. It is also denoted as
Data?g, (as illustrated in Figurd. 1)

. Querygg [nature] denotes the nature of the operation (PUT/GET)

o Querygg [businesstep] denotes the current business step
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° Querygg [nbrItems] denotes the number of items in the currently processed
shipment

4.4 Query Feature Extraction

Upon receipt of a given EPC que&yrrentQueryggi, originating from given company
C'in the context of a given business stBp;, 0 < ¢ < Npg with regards to a given
shipment of items having product categerthe Discovery Services system first con-
verts the received query into a vectoof real values. In our case, given a company
C processing items of categopy, we compute the following values, as illustrated in
Figure4.2

. tz’meDifngg representing how much time it took business sk to take
place within the current query, compared to its last ocewweewithin the imme-
diate previous query.

o tz’meDiffvgfi representing how much time it took business stef) to take
place compared to its predecessor businessBtep;, within the same current

query.

° angrder’gg representing the current average number of items, of catego
being processed by compaéy per unit of time.

v= (timeDiffvgbf ,timeDiffH%’gi ,aUgOrder%"SC,i ) (4 1)

; ; p,C_ 2,C 112 p,C .
timeDif fV] 5, —currentQueryBSi [timestamp] fcurrentQueryBSi_ L [timestamp]

; i p,C _ P,C 1. ; ,C [}
tzmeszfHBSi 7cur7’entQue7‘yBSi [timestamp] —prekusQueryBSi [timestamp] (4 . 2)

previousQueryTé’g_ [nbrItems])
i

C
S;

C
avgOrder? s =
g BS; timeDif fHY

premousQuerygg denotes the previous query having processed a similar gmpm
with respect to the current que&yrrentQueryggi . Both of the queries have been car-
ried out by the same companiy during the same business stBp;, processing items
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of the same product categapy The main difference lay in the identifier of the inquired
“shipment” and also in the date and time business #ép, regarding the inquired
“shipment”, took place; i.epreviousQuery%’gi [timestamp] < current@uery%’g’; [timestamp]

and previous@uery%g lid] # currentQuery%’gi [id].

1,
now
timeDif V"’
imeDiffV'ys
|

time

lastQuery, . \nbritems)|

avgOrder = |

>
>

. . p,C
t”"eD’fstsl e

z 3 p.C
tlmeD:fbe,S[

Figure 4.2 An illustration of the query feature extraction process

4.5 A Gaussian Security Scheme for Query State Infer-

ence

4.5.1 Assumptions
Our proposed Gaussian security scheme makes the followsgptions:

e Each and every query, directed to the Discovery ServiceteB8ysnquires about
a “shipment” of product items rather than one item. A “shipifi€ontains only
items of the same product category;

e Each and every query, performed by a comp@mggarding a certain “shipment”,
corresponds to one and only one business 886p0 < i < Npgg. Therefore, a
companyC' might issue one or more queries for the same “shipment” dipgn
on the number of business steps the “shipment” goes throithmvts premises.
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Figure 4.3 Two Gaussian distributions describing the pattern for gaferies and the
pattern for risky queries, with regards to the observedifeaimeDif fV (defined in
Section4.4)

e Each of the extracted featurese Di f f VL, timeDif f HYS andavgOrder?,

follows two different Gaussian distributions dependingtioa state of the corre-
sponding query. Hencez'meDz’ffvgfi follows a Gaussian distribution with a
meany, (i 55 and a standard deviatior] /¢ for risky queries, and another
Gaussian distribution with a mear}’>, ;¢ and a standard deviatiar};. ;5 for
safe queries. idem faimeDif fHY¢ andavgOrders .

45.2 Gaussian Model

In our proposed security scheme, we assume, as stated inrb&&.1, two Gaussian
distributions for each of the observed featuteseDif fV}5ys , timeDif fHYs and
angrder’gg. Figure4.3illustrates an example of a Gaussian distribution for the ob
served featuremepirsvzs in the case of safe queries, and another one in the case of
risky queries.

The score computation in all the algorithms, defined in ®ecti.5, is based on the
probability that a certain Gaussian distribution generategiven real value. This is
shown in detail in Figurd.4.
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Figure 4.41llustration of the probability that a given valuebe generated using Gaus-

sian distribution\ (¢ = 5,0 = 2)(z), which is the small area, shaded in red, delimited

by the values: — e andz + ¢ under the bell curve: denotes a very small value. In our
simulations we used = 0.05.

As a reference, we define a simple algorithm called, inferring the most probable
state of a given query, by reversing the Gaussian random eugeéneration process
detailed in Sectio.5.4.1 Our proposed algorithms, described in Secdob.3 are
compared against this reference algorithita.f algorithm, illustrated it.5, computes
the probabilities that each of the two Gaussian distrim#ithe one for safe queries
and the other for risky queries) generates the observe@sallhese probabilities are
then compared to predict the most probable state.

All the algorithms detailed in Figuré.5assume that the Feature Query Extraction pro-
cedure has been carried out beforehand as described iniS&eti Therefore the vector
v, defined in Equatiod.], is assumed to be passed as input to the algorithms.

4.5.3 Proposed Algorithm for Query State Inference

Upon receipt of a given EPC que&yrrentQueryggi, originating from given company
C'in the context of a given business stBp;, 0 < leqi < Npg, With regards to a given
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shipment of product categony, the Discovery Services system calls the Probability
Product Algorithm (PPA) illustrated in Figuré.5 in order to assess the risk of the
qguery, and hence infer its most probable state. The PPAitdigofirst computes two
scoresscoreg,, for the query being “safe” anetorep;4,  for the query being “risky”.
Finally, the two scores are compared to predict the mostgiiestate.

For evaluation reasons, we also present the Probability Agorithm (PSA), defined
in Figure 4.5, which differs from the PPA algorithm only in the way the se®rare
computed.

The PSA and PPA algorithms, detailed in Figdrg, use the notations defined in the
List of Symbols and Notations at the beginning of this thasid in Sectior.4.

45.4 Performance Evaluation

4.5.4.1 Simulation Setup and Parameters

Because there is no available real data that we can test awgs@a security scheme
with, we generated data using the Gaussian distributiswsasd in Sectiod.5.1 The
parameters of these Gaussian distributions (i.e., the raedrihe standard deviation)
are defined in the List of Symbols and Notations at the begmof this thesis. The
data consists of sequences20f)0 vectors of the form(trueState, timeDif fvgg ,
timeDif fHYS , avgOrder’ys ). The value of the elementueState, either “safe” or
“risky”, is randomly selected using a uniform distributioDepending on the selected
state, we generate a vector of three random numbers:Di f f ngi , timeDi f ngg,
angrder%’g), using the corresponding Gaussian distributions.

The PPA algorithm, detailed in Figure5, is then called to predict the state of the
queries, represented by their supposedly observed vigiuwesD: f f nggf, timeDif f Hg’g,

angrder%’g).

4.5.4.2 Evaluation Approach

Let us denoterueStateV EC the vector of the true states of the queries, @ndictedStateV EC
the vector of the queries’ states predicted by one of theriifigos defined in Section
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Initialization used by the algorithms below (For notatiohglefinitions, refer to Figure4.4and the List of Symbols and Notations

at the beginning of this thesis):

v . . Oy, - . . p,C . v,S v,S
PY P”;/bsss- WS (timeDif fVES); I/ Probability thattimeDif fVy g is generated using (1, & ps., %, & ps,)

i

P¥ « P v.r v,r  (timeDif fvES); I Probability thattimeDiffV]g‘Sq is generated using/(u;/’cRBS/ , U;/bRBS,v)
7p,C,BS; *p,C,BS; v i ,C,BS; ,C,BS;

PH « P g g ms  (timeDif fHES ); Il Probability thatimeDif fVES is generated using/(ufé‘?BS, , UféSBS»)
7p,C,BS;'"p,C,BS; g i ,C,BS; ,C,BS;

PE <P ur R (timeDif fHES ); Il Probability thattimeDz’ffVé”S? is generated using/(uf’cRBS/ , UféRBs,)
p,C,BS; #p,C,BS; i i O, BS; ,C,BS;

o ».C . /] Probability thattimeDi f fV2:C i ted usi o,s o,S

P§ « P o5 0.8 (avgOrdery g ); I/ Probal ility thattimeDi f f B, IS generate USIn'g/’(Mp,C,BSi’Up,C,BSi)

p,C,BS; 'Hp,C,BS;

o
PR +— P O,R

o “w i
p,C,BS; '"p,C,BS;

- . . ,C . . O,R O,R
(avgOrder;§); Il Probability thatimeDif fV" is generated using(u, o 55, 9.0 85, )

PPA(P(timeDif fV), P(timeDif fH), P(avgOrder)): PPA Algorithm using 3 features; compute and then compareetecores

scorefrt, « PY - PE . P ;  scorepid,. « PY - PH . PR:ll The score is the product of three probabilities

if scoregik, > scoregidy, then risky elsesars end if

PSA(P(timeDif fV), P(timeDif fH), P(avgOrder)): PSA Algorithm using 3 features; compute and then comparesthcores

scoregum « PY¥ + PH + P 5 scoredily, < Pk + PR + PR I/ The score is the sum of three probabilities
if scoregu?, > scoreqim., then risky elsesars end if

PPA(P(timeDif fV), P(timeDif fH)): PPA Algorithm using 2 features; compute and then compareetbcores

scorefrt, « PY - PE i scorepid,. « PX - PE Il The score is the product of two probabilities

if scoregik, > scoreg;dy, then risky elsesars end if

PSA(P(timeDif fV), P(timeDif f H)): PSA Algorithm using 2 features; compute and then comparethcores

scoregi, « PY¥ + P scorefyTi <« PY¥ + P Il The score is the sum of two probabilities
if scoredum > scorez ™ then risky elsesars end if
Safe Risky

Ref(P(timeDif fV)): Reference Algorithm using the featuréimeDi f fV'; compare the probablilities
if PY > PY¥ then risxy elsesars end if

Ref(P(timeDif fH)): Reference Algorithm using the featuréimeD: f f H; compare the probablilities
if Pg > Pg then risky elsesars end if

Ref(P(avgOrder)): Reference Algorithm using the featurevgOrder; compare the probablilities
if PE > P§ then risky elsesars end if

Figure 4.5 Probability Sum Algorithm (PSA) using and3 extracted features, Prob-

ability Product Algorithm (PPA) usin@ and 3 extracted features, and the reference

algorithms for Query State Inference taking as input eacthefextracted features
(timeDiffVB:gCi, timeDiffH%’g;, angrder%’gi )
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4.5. Our evaluation approach consists of computing and comg@adhe detection rate
and the false alarm rate of each of the algorithms.

We first compute the following:

e TP (True Positive) number of queries correctly inferred akyris
e F'P (False Positive) number of queries incorrectly inferredisisy
e T'N (True Negative) number of queries correctly inferred ae saf

e ['N (False Negative) number of queries incorrectly inferredate

Then we compute the detection rate and the false alarm ratg Esjuation4.3 and
Equatiord.4.

TP
DetectionRate = m (43)
FP
FalseA = — 4.4
alseAlarmRate P TN (4.4)

45.4.3 Results

We conducted extensive experiments to evaluate the peafureof the PPA Algorithm,
compared to the PSA algorithm and to the reference algositlath defined in Figure
4.5, Each experiment starts by generating simulation data batset of three cou-
ples of Gaussian distributions, each of which correspoodstobserved feature; i.e.,
timeDif [V, timeDif fHYS OF avgorder;$ ). Each couple consists of a Gaussian distribu-
tion for safe queries, and another one for risky querieshaw/s in Figure4.5.

we run10 experiments per scenario. A scenario defines the gap betiveenean of

the “safe query” Gaussian distribution and “risky query”uSsian distribution. Then

we plot the average detection rate and the average falge &de, defined in Section
4.5.4.2 with a 95% confidence interval. From one scenario to another we changed
the gap between the mean of the “safe query” Gaussian distiband “risky query”
Gaussian distribution.
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45.4.3.1 Two Observed Features

Figure4.6 illustrates the detection rate of the three reference dlgos; identified in
Figured.5asRef(P(timeDif fV)), Ref(P(timeDif fH)) andRef(P(avgOrder));

in comparison with the detection rate of both th&' A algorithm and the”? P A algo-
rithm using two of the observed features, identified in FegubasPSA(P(timeDif fV),
P(timeDif fH)) andPPA(P(timeDif fV), P(timeDif f H)) respectively.

Figure4.7illustrates the false alarm rate of the three referencerititgos; identified in
Figured.5asRef(P(timeDif fV)), Ref(P(timeDif fH)) andRef(P(avgOrder));

in comparison with the false alarm rate of both tR& A algorithm and thePP A

algorithm using the probabilities of two features, ideetifiin Figure4.5 as PSA(

P(timeDif fV), P(timeDif fH)) and PPA(P(timeDif fV), P(timeDif fH)) re-
spectively.

Figure4.6 and Figured4.7 show that theP P A algorithm performs better than the other
algorithms both in terms of detection rate and the falseralate. Hence, thé?P A
algorithm improves much better the inference accuracysidyrgueries in EPCglobal
Discovery Services under the assumptions stated in Settoh

45.4.3.2 Three Observed Features

Figure4.8illustrates the detection rate of thieS A algorithm using two and three ob-
served features, identified in Figude5 as PSA(P(timeDif fV'), P(timeDif fH))
and PSA(P(timeDif fV), P(timeDif fH), P(avgOrder)) respectively, in compar-
ison with the detection rate of thBP A algorithm using two and three observed fea-
tures, identified in Figurd.5as PPA(P(timeDif fV), P(timeDif fH)) and PP A(
P(timeDif fV), P(timeDif fH), P(avgOrder)) respectively.

Figure 4.9 illustrates the false alarm rate of theS A algorithm using two and three
observed features, identified in Figwté&asPSA(P(timeDif fV'), P(timeDif fH))
andPSA(P(timeDif fV), P(timeDif fH), P(avgOrder)) respectively, in compari-
son with the false alarm rate of ti&P A algorithm using two and three types of observa-
tions, identified in Figureét.5as PPA(P(timeDif fV), P(timeDif fH)) and PP A(
P(timeDif fV), P(timeDif fH), P(avgOrder)) respectively.
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Figure 4.6 A comparison of the Detection Rate &ef algorithms, PS A algorithm
and P P A algorithm using observed features (refer to Figutes for the definition of
the algorithms)
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Figure 4.7 A comparison of the False Alarm Rate of tli f algorithms,PS A al-
gorithm and PP A algorithm using2 observed features (refer to Figudes for the
definition of the algorithms)
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Figure 4.8 A comparison of the Detection Rate of tf# A algorithm and thePP A
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Figure 4.9 A comparison of the False Alarm Rate of th& A algorithm and the? P A
algorithm using2 and3 observed features (refer to Figutes for the definition of the
algorithms)
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Figure 4.8 and Figure4.9 indicate that theP P A algorithm performs better than the
PS A algorithm, both in terms of the detection rate and the falagrarate. They also
show that the accuracy of the two algorithms increases Wwémtumber of the observed
features involved. Hence, theP A algorithm improves much better the inference ac-
curacy of risky queries in EPCglobal Discovery Servicesanride assumptions stated
in Section4.5.1

4.6 A Hidden Markov Model Security Scheme for Query
State Inference

4.6.1 Hidden Markov Model (HMM)

A Hidden Markov Model (HMM) is a statistical model based onudlyf observable
Markov Model. Although a Markov Model and an Hidden Markov d&bresemble in
being stochastic models modeling and analyzing procesBesavthe state at a certain
timet depends, in a non-deterministic way, on the previous stteg differ in how ob-
servable the system state is. While Markov Models are msttito processes where the
states are fully observable by the means of observable gdlyesients, Hidden Markov
Models extend the model to controlled processes wheredhessire hidden and the ob-
servable physical events are related to the state of themaystthout directly inferring
that state.

Hidden Markov Models are statistical models suitable f@tegns which consist of two
inter-related stochastic processes; i.e., the statelBatic process and the observations
stochastic process. The states stochastic process isnhagidiecan only be observed
through the observations stochastic process. It has beposed by Rabiner irlp3 to
extend the traditional Markov Models to cases where therghtiens are a probabilistic
function of the states.

Let us consider a system undergoing a change of states vatisigt of N possible
states{ .Sy, Ss, ..., Sy } atatime instant = 1, 2, ..., and let us denote the actual state of
the system at timeé asq;. Let us also denote the set df possible observations\(
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being the number of distinct observation symbols per stae,the alphabet size) as
V = {1, Vs,...,Vi}, and let the actual observation symbol emitted at tiragO,.

4.6.1.1 Elements of a Discrete HMM (DHMM)

A discrete HMM (DHMM), denoted by\ and modeling the considered system, is illus-
trated in Figuret.1Q It can be written as

A= (r, A, B) (4.5)

wherer is the initial state probabilities vector whose the element < i < N de-
scribes the probability that the system’s initial state{atstateg; at timet = 1) is
S;.

N
W:{Wi,lgiSN},Zm:1 (4.6)

=1

;= Plg=95;),m>0,1<i<N (4.7)

Ais the state transition probabilities stochastic matriosthe element;;, 1 <, 5 <
N} describes the probability that the system transits to stade any timet, given that
it has been in stat§; at time¢ — 1. This definition applies only to first order Markov
Chains, which stipulates the Markov Property; the stats timet = 2, 3, ... depends
only on the immediate predecessor state at timet — 1.

N
A:{GZ],]_SZ,JSN}7ZQZJ:1 (4.8)

i=1
aij = P(q = Silgi—1 = Sj),ai; 20,1 < i, j < N (4.9)

B is the observation stochastic matrix whose the eletient < i < M,1 < j < N}
describes the probability that the system emits obsemvafigiven that it is in state;,
atanytimet =1,2,....

M
i=1
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bij = PO, =Vilg: = S;),b; > 0,1 <i<M,1<j<N (4.11)

Figure4.11illustrates the DHMM Model, defined in Figuse1Q, in action, withO =
{04, 0., ...,Or} a sequence df observations where each observatignobserved at
timet) is one of the symbols from the set= {V;, V%, ..., Vi, }.

4.6.1.2 Elements of a Continuous HMM (CHMM)

Similar to a DHMM, a Continuous HMM (CHMMM\ can be writtem\ = (7, A, B),
where the definitions of the initial state probabilities teger (Equation4.6 and Equa-
tion 4.7) and the state transition probabilities matdxEquation4.8and Equationt.9)
are exactly the same as described for a DHMM in Sectiénl.1

The only difference between a DHMM and a CHMM lays in the défni of the emis-
sion probabilities, which are defined for continuous obatonsz belonging continu-
ous infinite domainX’ rather than a discrete finite domain, exg.€ Rp, D being the
dimension of the observed vector.

Hence fora CHMM B denotes the vector of functions whose the elemgit< i < N
describes the probability density function on the contimidomain’, given the system
is in stateS;, at any timet = 1,2, ....

B={b,1<i<N} (4.12)

Vo € X,b(x) = P(O; = z|gs = S;),b(x) >0, [, bi(x)dz =1 (4.13)

A typical probability density function that is widely usea modeling CHMM s the
Gaussian distributionB is then defined as mixture of Gaussians, identified by a vector
G of M Gaussian distribution§ = {N (ux,01),1 < k < M}, and a vectot; of M

M

mixture components per statel <i < N,C; = {cix, 1 <k < M}, > ¢y = 1. The
k=1

Gaussian mixturé;(x) is then written as follows:

bi(x) =Y cauN (|, on) (4.14)

k=1



Query State Inference in Discovery Services 68

4.6.1.3 The Three Basic Problems Solved by an HMM

A Hidden Markov Model represents the foundation for solvihgee basic problems

[123:

e The evaluation problem: This problem looks for the proligbihat a particular
sequence of observatiois = {O;, 0., ...,Or} is generated by a given HMM
model\ = (7, A, B). i.e., P(O|)\);

e The inference problem (called also the decoding problerh)js problem looks
for the most probable sequence of hidden states { X, Xy, ..., X1} that “best”
explains a given sequence of observatiGhs= {O;, Os, ..., Or} under a given
HMM model A = (7, A, B). i.e.,arg)r(naXP(X\O, A);

e The learning problem: This problem looks for the HMM modelgraeters\ =
(m, A, B) that “best” fit a given sequence of observatiohs= {O;, Os, ..., Or}.
In other words, adjust the model parameters to maximfi@e|\).

Solutions to the three problems above have been detaild@ 8 |

- ;"‘4 V\,
.. Vs

Figure 4.10An illustration of a discrete HMM\ = (7, A, B) modeling a system with

N states, each of which can eniif discrete symbol¥;, Vs, ..., Var. a;5,1 < i, < N

is the probability that the modeled system transits frontes$ato statesS;. b;,, 1 <

1 < N,1 <k < M is the probability that the system emits symbglwhile in state
S;. m;, 1 < < N is the probability that the system’s initial stateSis
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t=1 t=2 t=1i t=j

@ @) - @ t

0, Oy - 0, - O; - Os_, O,

Figure 4.11The HMM model, illustrated in Fig.10Q in action.

4.6.2 Assumptions

Our proposed CHMM security scheme makes the following agsioms:

e Each and every query, directed to the Discovery ServiceteB8ysnquires about
a “shipment” of product items rather than one item. A “shipifi€ontains only
items of the same product category. This assumption is \eaganable since
inter-company transactions take place in terms of shipsnafitems.

e Each and every query, performed by a comp@mggarding a certain “shipment”,
corresponds to one and only one business Bt8p0 <= ¢ < Npg. Therefore, a
companyC' might issue one or more queries for the same “shipment” dipgn
on the number of business steps that “shipment” goes thraitgn its premises.
This assumption holds simply by defining logical businespstvhere needed. A
company can define its own set of internal business opesadietailing a business
stepB.S;,0 <=1i < Npg.

e The number of items per query follows a Poisson distributith an averagés
for safe queries, and a different averagefor risky queries. Such average can
be computed statistically using past data. This assumpbdas because usually
when an attacker decides to intrude, his/her intrusiomgdte are successive until
either success or decision to quit. Since this number ofgite is not known,
a Poisson distribution with average is chosen to model it. Moreover, each
company builds a certain pattern in its business operativestime. One aspect
of this pattern is the number of (safe) queries initiated lt tompany before
an intrusion attempt. Since this number of (safe) querie®iknown, a Poisson
distribution with averagég is chosen to model it.
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e The Markov Property: the current state of a given query,quaréd by a company
C at timet, depends only on the state at tithe 1 of a similar query, that is the
query performed right before the current one, by the samegyeogC' inquiring
about the same product category during the same busin@ssstis assumption
has been made to simplify the CHMM model.

e The extracted featuregordery;s follows two different Gaussian distributions de-
pending on the state of the corresponding query. Hengeyd.ry;g follows

N (1l ps,» ol ps,) for risky queries, andV (115 . g, 05 . 5s,) for safe queries.

4.6.3 Proposed CHMM for Query State Inference

We propose a query state inference scheme based on a CastillM \c gy =
(m, A, B) as defined in Sectiof.6.1.1and Sectiort.6.1.2 B being mixtures of Gaus-
sians identified by a vector of Gaussian distribution§, a vectorCs of 2 mixture
components for safe queries and a ve€tpof 2 mixture components for risky queries.

g= {N(M}?,C,Bsia UiC,BSi)aN(NﬁC,BSia U;?,C,Bsi)} (4.15)
Cs ={1,0} (4.16)
Cr={0,1} (4.17)

WhereN (115 ¢ gs.. 05 ¢ 5s,)» defines the pattern of the featureyOrder for safe queries,
andN (1'c gs,, o5 ps,)» defines the pattern of the featureyOrder for risky queries.

Upon receipt of a given EPC que&yrrentQueryggi, originating from given company

C'in the context of a given business stBp;,0 <= i < Npg with regards to a given
shipment of items having product categgrythe Discovery Services system calls the
CHMM Acmar, defined above, in order to assess the risk of the query, angthiefer

its most probable state. The proposed CHMM is called to silgenference problem
(defined in Sectiod.6.1.3. As a result, the most probable sequence of hidden states
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{q1, 92, .-, qr},q; € Safe, Risky,1 < i < T that “best” explains a given sequence of
T observation® = {Oy, O,, ..., Or}, is inferred.

The proposed CHMM-based security scheme assumes thatahe&&uery Extraction
procedure has been carried out beforehand as describedttior5¢.4. As a result,
the values of the extracted featurgorder;S can be passed as input to the proposed
CHMM.

{Q1,(]27--->QT} = argmax P<X13X27"'7XT’017025"'7OT7A) (418)

Xl,X27"'7XT

4.6.4 Performance Evaluation

4.6.4.1 Simulation Setup and Parameters

Because there is no available real data that we can test oMMGBased security
scheme with, we generated data using the Gaussian diginBuissumed in Section
4.6.2 The parameters of these Gaussian distributions (i.eméen and the standard
deviation) are defined in the List of Symbols and Notationttateginning of this the-
sis. The data consist of two large sequences of vectors ddthetruestate,avgOrdertys)).
trueState, whose the value represents either “safe” or “risky” queyandomly se-
lected using a uniform distribution. Depending on the delkstate, we generafg
Gaussian random numbers representing the featywese:%S ), using the correspond-
ing Gaussian distributionslV being the number of queries of the same state that are
performed sequentially, before a query with a differentestakes placelNV is assumed
to follow a Poisson distribution with an average for safe queries, and a different
averagey for risky queries.

As mentioned above, the data consist of two large sequerfcesctors of the form
(trueState,avgOrders ). The first sequence, consisting @00 vectors, is used to train
the CHMM A¢ g @nd the second, consisting 200 vectors, is used to evaluate the
performance of the CHMM /s In predicting the state of the queries, each of which
is represented by the values of the featugerde;S . The training process focuses on
finding the combination of initial state probabilities, tetaransition probabilities and
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mixture of Gaussians representing the emission probigsinthich best explains the
training data (the first sequence of vectors).

4.6.4.2 Evaluation Approach

Let us denoterueStateV EC the vector of the true states of the queries, @ndictedStateV EC
the vector of the queries’ states predicted by the propo$€idI@ \cp /., described

in Section4.6.3 and by the reference algorithRe f (P(avgOrder)), defined in Figure

4.5. Our evaluation approach consists of computing and comg@adhe detection rate

and the false alarm rate for these two algorithms.

We first compute the following:

e TP (True Positive) number of queries correctly inferred akyris
e [P (False Positive) number of queries incorrectly inferredistsy
e T'N (True Negative) number of queries correctly inferred ae saf
e F'N (False Negative) number of queries incorrectly inferredais

Then we compute the detection rate and the false alarm ratg Eguation4.19and
Equation4.20,

TP
DetectionRate = ———— 419
etectionRate TP LN ( )
FP
FalseAlarmRate = FPLTN (4.20)

4.6.4.3 Results

We conducted extensive experiments to evaluate the peafurenof the proposed con-
tinuous HMM Ac s, cOmpared to the reference algorittiRa f ( P(avgOrder)), de-
fined in Figure4.5. Each experiment starts by generating simulation data sided
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Figure 4.12 A comparison of the Detection Rate between the referencaritdm
Ref(P(avgOrder)) (defined in Figuret.5 and the proposed CHMM-based Model
(described in SectioA.6.3, with a 95% confidence interval
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Figure 4.13 A comparison of the False Alarm Rate between the referergmitim
Ref(P(avgOrder)) (defined in Figuret.5 and the proposed CHMM-based Model
(described in SectioA.6.3, with a 95% confidence interval
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in Section4.6.4.1 Then, we runl0 experiments per scenario. A scenario defines the
gap between the mean of the “safe query” Gaussian distoibatnd that of the “risky
qguery” Gaussian distribution. The smallest the gap is, tbhstrohallenging the infer-
ence is. This is because a small gap suggests the data cordaspto the two Gaussian
distributions is not easily distinguishable. The resulitsvg that the CHMM makes great
use of its learning capabilities of data sequentiality tdgren better than the reference
algorithm.

We plotted the average detection rate and the average fatserate, defined in Section
4.6.4.2 with a95% confidence interval.

Figure4.12illustrates the average detection rate of the referenaeithon Re f (P (avgOrder)),
defined in Figured.5, and that of the proposed CHMM model, described in Section
4.6.3

Figure4.13shows the average false alarm rate of the reference algofthy (P(avgOrder)),
defined in Figured.5, and that of the proposed CHMM inference model, described in
Sectior4.6.3.

Figure4.12and Figure4.13indicate that the CHMM inference model performs better
than the reference algorithm both in terms of the averagectieh rate and the average
false alarm rate, when the patterns of the Gaussian distiizifeaturing the two dif-
ferent states are distinct enough; in other words, whenstpeessionmean(Safe) —
mean(Risky)| > 5 holds. On the other hand, the reference algoriftwi( P (avgOrder))
offers a better performance whénean(Safe) — mean(Risky)| < 5. These obser-
vations hold because when the Gaussian distributions, ingdsafe and risky queries,
are distinguishable enough, the CHMM parameters, learnedgithe training phase,
are more accurate. Furthermore, the CHMM makes a decisgardimg the state of a
given query based on both the current observations and éwops states, while the
reference algorithm makes its decision based only on thecuobservation, without
taking into consideration the previous state.
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4.7 Conclusion

In this chapter, we have presented two security schemessgaven further the EPC-
global Discovery Services. Both security schemes aim atatiey suspicious Discov-
ery Services lookup queries in the EPCglobal network.

The first proposed security scheme is based on the Gaussdel presented in Section
4.5.2 A lookup query is first converted into a vector of observeal kalues. These
observed values are assumed to follow a Gaussian disbibbtith for safe and risky
gueries. Then, a classification algorithm computes a scoredch state; i.e., safe and
risky. This score is then used to infer the state of the quéfg.conducted extensive
experiments. The results show that, compared to a simplssgaumodel, our proposed
scheme improves both the detection rate and the false atdem r

The second proposed security scheme is based on a ContiHidzlen Markov Model
(CHMM). A lookup query is first converted into a vector of obgsd real values. These
observed values, which are assumed to follow a Gaussiarbdisbn both for safe and
risky queries, are used to train the CHMM. Once trained, thd® is then used to
infer the state of the query at hand. We conducted extengperenents. The results
show that our CHMM-based security scheme enhances evesr beth the detection
rate and the false alarm rate.



Chapter 5

A Hierarchical Architecture for
Distributed EPCglobal Discovery
Services

5.1 Introduction

Given the important advances already undertaken in thd@awent of the EPCglobal
framework, any future loT-based business infrastructutemost probably build on
the current EPCglobal Network. Moreover, Discovery Sexsiare expected to enable
the users, both stakeholders and end customers, to redofialant” information with
regard to the inquired Electronic Product Code (EPC). EP& imiversal identifier
designed to uniquely identify physical objects, loadsatans, assets and other entities
which are to be tracked, or otherwise identifi@d][ Its structure of and that of company
prefix will require upgrade in order to be much more flexibléhwespect to the variety
of distributed architectures spanning the IoT.

The EPCglobal Network promises, via the traceability sssiprovided by its com-
ponents, wide business visibility to supply chain actorkisTeal-time, low-cost and
accurate visibility, provided at the item-level, wouldall companies to increase their

76
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profitability while increasing customers satisfactioneTore foundation of those trace-
ability services is the lookup function, which consistsatdlizing sources pointing to
information corresponding to the inquired EPQ. [

The current design of the EPCglobal lookup service, basad@@NS, brings up var-
ious concerns. Particularly, the centralized architecfaaturing the current design of
the ONS has several worrying drawbacks as it has been etadara[8-11]. More-
over, it provides the information sources based on the compeefix of the EPC at
hand. As a result, only the manufacturer information sasieze provided in response
to an ONS lookup query. Such limitation explains well enotigh urgent need for
distributed Discovery Services as a lookup service, ratiar ONS.

Although the final definition of Discovery Services requiesits is not yet closed by
EPCglobal. A number of proposals have enriched the liteeatanging from architec-
tures extending the currently deployed ONS system such [d9ji15-17] to complex
solutions based on a clean-slate approach such & 18f20]. Many of these works
have focused on the feasibility of P2P solutions and thejh Isicalability. However, to
the best of our knowledge, none has looked at enhancing betscialability of the pro-
posed P2P solutions, while improving the responsivenesiseoiookup queries. Such
challenge is of crucial importance given its impact on thevisability of large-scale
applications in the future 10T, such as the EPCglobal ndtwor

In order to ensure and sustain the required quality of in&diom flow between trading
partners, focus has to be put towards meeting two major reapeints in the design of
any Discovery Services architecture, coupled with the tionality requirement. First,
the control of the EPCglobal Network has to be equally shbetdieen the subscribing
companies, and hence between the countries hosting thogmoges. Such shared con-
trol would encourage companies/countries worldwide t@ptthe EPCglobal Network
as the core engine of the future global business infrastrecSecond, given the super-
exponentially-growing number of objects to be tracked enE Cglobal Network, scal-
ability of any proposed architecture for Discovery Sersicand responsiveness of its
underlying lookup queries, have to be regarded as a pivesafid requirement. Obvi-
ously the security requirement is likewise important, lhus beyond the scope of this
work.
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This chapter introduces two architectures for distribudad scalable Discovery Ser-
vices; a Flat Distributed Architecture (FDA), which spe#&#isthe majority of the dis-
tributed architectures that have been proposed in thaltitex so far, and a Hierarchical
Distributed Architecture (HDA) representing the core ciimition of this work. FDA is
introduced solely for performance assessment (Ch&pteasons. It plays the role of a
reference against which HDA is compared. The comparisos ainproving that HDA
is more scalable and its lookup responsiveness is muctr.bette

We describe in detail our proposed Hierarchical Distriduéechitecture (HDA) for
overlay networks, intended for the future loT-based bissmefrastructure. HDA refers,

as detailed in SectioB.6, to a set of proximity-based structured Peer-to-Peer (P2P)
overlay networks with inter-routing capabilities (rougiof queries amongst nodes be-
longing to different overlay networks), while FDA refers described in SectioB.5,

to one large structured P2P overlay network, involvinglalinodes in one P2P system.

The remainder of this chapter is structured as follows. kctiSe5.2, we present the as-
sumptions made during design of the proposed HDA architectectiorb.3describes
in detail the assumption of hierarchical identification. Saction5.4, we present the
notations and the definitions used to describe both the gezpbIDA architecture and
the reference FDA architecture. In Sectidrm, we describe functionality, merits and
limitations of the reference FDA architecture. In Sectto we first introduce the tree
model adopted in the design of the proposed HDA architecilinen , we describe its
functionality, merits and limitations. We also discussapplicability to the EPCglobal
Network, its scalability and its query responsiveness.oBetoncluding this chapter,
we briefly discuss in Sectidh.7 the impact of the how inter-overlay routing is carried
out (vertically vs horizontally) on the performance of theposed HDA architecture.

5.2 Assumptions

Throughout this chapter, we assume the following:
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5.2.1 Geographical Binding

In order to build an HDA-based data lookup system, in the demoT, it is impor-
tant to check an important assumption related to the streictithe keys indexing the
handled data. Those keys should hold some geographicaiiatmn, unambiguous
enough to exclusively sort the nodes out into different gaplgical groups.

This assumption is in fact verified in the EPC structure, eithe first three digits in the
company prefix correspond to the country (geographicatimcpawhich has issued that
company prefix$, 124.

Although Globalization has left no meaning to geographilbatrsity, since companies
can do business anywhere in the world regardless of thedtitot, the geographical
information, related to the EPCglobal company prefix isgugountry, is used in the
proposed HDA architecture for inter-country routing of kop queries. An example
of inter-country data storage/retrieval is illustrated-igure 5.3, in which a Canadian
company, under receipt of a lookup query regarding an EP@nigeig to an American
company, routes it immediately to the American P2P overktyaork.

5.2.2 Hierarchical Identification

We assume hierarchical naming for both the keys’ and thesiadientifiers. By hierar-
chical naming, we mean that the nodes identifiers are tigjotlynd to their geographical
location. As a result, the nodes physical proximity is rééddn the similarity of the
leftmost part of their identifiers. Moreover, the size of gimilar leftmost part of a
given pair of identifiers indicates the physical distangeasating the two correspond-
ing physical nodes; the smaller the size of the similar leithpart of a given pair of
identifiers is, the closer the two corresponding nodes are.

This assumption is very reasonable, given that it is alrgaalyially satisfied in the
company prefix assigned to each and every company all ovexvadhd. A company
prefix, illustrated in Figure€.2, is a number which uniquely identifies companies all
over the globe. It is assigned by GS1 organization. Each eosnppplies for its own
company prefix locally in the country where it is located. ®obtained, this company
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prefix is then used to create any subsequent EPC number, itaked ko the company,
and hence to the country having issued the company prefix.

5.2.3 One Node Per Company

For simplicity reasons, we assume that each company isseped by a one and only
one node in the overlay network. This assumption is reaserszause any company
wishing to have more than one node in the overlay, can simgplay a gateway to
handle its nodes locally, and register the gateway as iteseptative node.

5.3 Hierarchical Naming

5.3.1 EPC Company Prefix

A company prefix, illustrated in Figur22, is a number which uniquely identifies com-
panies all over the globe. Itis assigned by GS1 organizakach company applies for
its own company prefix locally in the country where it is ladt Once obtained, this
company prefix is then used to create any subsequent EPC numbe linked to the
company, and hence to the country having issued the compafy.p

5.3.2 A More Comprehensive Scheme

As shown in Figure2.2, the length of the company prefix can be updtobits. In
such scheme, we can use up2tbbits to hierarchically name different geographical
regions, instead of identifying only the issuing countryitt24 bits, we can uniquely
identify up to224 different regions over the globe. The hierarchical namiragedure

is illustrated in Figuré. L Instead of assigning “random” country codes without tgkin
geographical correlations into consideration, the alséal24 bits can be used in smartly
in such a way that geographical proximity is reflected in thentifiers. As illustrated
in Figure5.laidentification starts atevel — 0 using?2 bits identifiers (0, 01, 10 and
11), splitting the globe into four large regions. Eakhel — 0 region, with identifier
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M|Pa
0100

0101—

43 = 64 level 3 subresgions

4% = 16 level 2 subresgions

(c) Level 2 (d) Level 3

Figure 5.1 An example of a three levels Hierarchical Geographicatlgdnl Company
Prefix Assignment

I,I€{00,01,10, 11}, is then splitintol subregions whose the identifiers df®), 701,
110 and/11. Figure5.1bshows the subregions éfvel — 0 region01.

In general, eackevel — i region, with identifierl, is then split intot subregions whose
the identifiers ard00, 701, 710 and/11. Figure5.1cshows the subregions bfvel — 1
region0100.

Such comprehensive scheme would allow us to go up2ttevels with no required
changes to the current structure of the EPC. This is an egrtyeimteresting advan-
tage of our proposal, in the sense that the upgrade of therduePCglobal framework
towards implementing the comprehensive hierarchical ngmtheme described in Fig-
ure5.1, would be feasible and cost-effective.
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Unless otherwise stated, the expressions “Overlay NetiOfkat overlay network”
and “Flat Distributed Architecture” refer to the same thingthe remainder of this
chapter; a flat structured P2P overlay network, for whichnbées are identified using
Hierarchical Naming as described above in this section. fBy"' we mean that all the
nodes belong to one large same overlay network. As a resu#tn ghe randomness
brought by hashing in the identification scheme of structi?2P overlays, any pair of
nodes, no matter how far away they are from each other, caulddically linked as
“close” neighbors in the overlay.

Moreover, the expressions “Hierchical Overlay Networkd&hlierchical Distributed
Architecture” refer to the same thing in the remainder of tthapter; a set of flat struc-
tured P2P overlay networks identified using Hierarchicamia as described above
in this section, each of which involves a subset of th@odes. Each node, belonging
to a given overlay network, has a unique identifier bindirgdkerlay network unique
identifier with a unique number distinguishing it from théet nodes belonging to the
same network.

5.4 Notations and Definitions

Let us consider a set &f nodesS = {d, ds, ..., dx }, With N being a very large number.
Each nodel;, 1 < i < N belongs to one and only orievel — K subregion, as can be
visualized in an extension of Figutel with K levels. Let us also assume that each
subregion inevel j,0 < j < K — 1 can be split intal/ smaller subregions, each of
which belongs tdevel j + 1. For simplicity reasons, we assume thiatis an exponent
number of2, i.e., M = 2™. In Figure5.1, M = 4 andm = 2.

Since eaclievel v,0 < v < K containsM" subregions (Level O refers to the whole
globe as shown in Figurg.1), let us we denote by, 0 < v < K,1 < u < M*
subregions belonging tlevel v.

We denote byid(r)) = p1...p,, Wherel < v < K1 <u < MY 1<p < M1<

i < v, the unique identifier of each subregighbelonging taevel v. Each subregion
identifierp;...p, is made of two partg);p»...p,_1 identifies the parent subregion, while
p, distinguishes thel/ subregions belonging to that parent subregion. This rostati
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is used in Figuré.1lcand Figures.1dto distinguish different subregions belonging to
level 2 andlevel 3 respectively.

As mentioned above, each nodel < ¢ < N belongs to one and only ordevel — K
subregionr 1 < « < M¥, uniquely identified byip...p%, 1 < p; < M. Since
eachlevel — K subregion containg) nodes, nodé; is identified as followsjd(d;) =
id(rk)q wherel < ¢ < 7% andid(r) refers to the identifier of thécvel — K
subregion where nodg is physically located.

Definition 5.1. Letd; andd;, two nodes in an overlay network with identifiefg)...p}.¢*, 1 <

pi < M,1< ¢ < e andplph..pjdd, 1 < p; < M, 1< ¢ < % respectively. We

define the logical distanceD(d;, d;), between the identifiers of two nodésandd,,

as follows:
r ] ) .
K, if pi # p
LD(d;,dj) =< (5.1)
2, if ) = pl, 05 = Phy s Pk 0 = D—0s P 1 7 Pk
1, if p = pl,ph =D Py = D1, D # P
0, if pi =pl,ph =pl, ..., Pl = P

5.5 Flat Distributed Architecture (FDA)

FDA refers to a structured P2P architecture, in which eadis@ibing company is
represented by a single node. The identifier of this nodesib#ish value of its identifier.
FDA is called “Flat” because all the nodes belong to one sargelstructured P2P
overlay network, regardless of their geographical locetio Figure5.2 illustrates a
FDA-based P2P overlay including nodes from different caast FDA is introduced in
this chapter to serve as a reference to which HDA, describ8eéctiorb.6, is compared.
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In this section, we explain how Discovery Services work infFRnd we present the
merits and the limitations of FDA.
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Figure 5.2 FDA-based overlay network for EPCglobal Discovery Serwvidlestrating
two lookup queries for EPC data retrieval

5.5.1 Functionality of FDA

In a flat structured P2P overlay architecture, nodes ardlysd@ntified through hashes
of their unique identifiers. The hashing is what allows eathevery key to be precisely
assigned to one and only one node in the overlay. As a rekelipbkup function is
much more efficient than it is in unstructured overlay P2Plogies. Structured P2P
overlay systems use the Distributed Hash Table (DHT) as stsaib, in which given
data (i.e., value), identified with a given identifier (ileey), is deterministically stored
and sought at a certain peer whose the identifier corresgoritie key at hand.

In FDA, each node in the overlay records routing informatiegarding a set of nodes,
including its immediate successor. Those nodes are detedmn such a way to min-
imize the number of hops required per lookup query while mining the amount of
routing information each node has to hold. This ensuresi&fticdata lookup while
balancing the loads among the overlay nodes. Cha#lis one of the well-known
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distributed algorithms in which the number of hops per Iqgokuery scales logarith-
mically with the number of nodes. Chord4 will be used to simulate FDA and HDA
on Planetsim]25. The objective of the simulation is to evaluate the perfance, and
then compare the two architectures.

In terms of functionality, a FDA-based overlay Network impiy a flat P2P Network
whose the nodes belong to the subscribing companies. Tlelaaktup in a FDA-
based overlay Network can based on any well-known strudtB&#® technique such as
Distributed Hash Table (DHT). All the nodes in this architee belong to the same
P2P network, no matter what their geographical locatioasas shown in Figurg.2

5.5.2 Merits and Limitations of FDA

Although FDA architecture may not seem attractive to congsmbecause of its cost
and its risks related to the possible exposure of their owa,dacomes with a major
merit related to its distributed nature; it grants the substgy companies, and hence the
hosting countries, equal shares of the business infragteicontrol. This would solve
the acceptance problem related to the excessive condgentodpower into the hands of
a single organization/country. Such inter-company eguslared control overbalances
by far the drawbacks of FDA architecture since well round=misity mechanisms, such
as public/symmetric cryptography and access control, eatieployed to dissipate all
the fears pertaining to the potentially dangerous exposiitee EPC data.

Moreover, the randomness of hashing, widely used in DHEtasructured P2P over-
lay systems, makes of distant nodes, logical neighborsarotlerlay network. As a
result, the average latency of the hops within a flat P2P ayerétwork is rather high.

5.6 Hierarchical Distributed Architecture (HDA)

HDA refers to a set of structured P2P overlay networks, e&alhizh is attached to one
level — K subregion and involves only nodes representing compam¢ate physically
located in this subregion. The identifier of each node is #shlvalue of its identifier.
HDA is called “Hierarchical” because it is based on a mudtuidl tree structure where
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each node at a given level, except the root, points to onenpacele at the immediate
upper level, representing the subregion in which the childenis physically located.
Moreover, the nodes, representing the subscribing corapabelong to different P2P
overlay networks depending on their geographical locatidrigure5.3 illustrates the
HDA-based overlay network corresponding the flat FDA-basestlay network shown

in Figure5.2 In Figure5.3, each country owns its own P2P overlay network including
only nodes hosted in that country, while in Figlr@, one same P2P overlay network
involves all the nodes regardless of their geographicaitlons.

In this section we first describe the tree model of HDA spigtihe one large P2P over-
lay network into several smaller P2P overlay networks, therexplain how Discovery
Services work in HDA, and finally, we present the merits of HR& well as its draw-
backs with regard to its overhead compared to FDA.
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Figure 5.3A 1-level (K = 1) HDA-based overlay network for EPCglobal Discovery

Services illustrating two Lookup queries for EPC data estl. This figure illustrates

an example of the hierchical architecture described inrfeigut with number of levels
K =1 and number of regions per levkl =5
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5.6.1 Tree Model

Figure5.4illustrates the HDA tree model corresponding to hierarehiaming shown
in Figure5.1 This model indicates that HDA comes with an overhead wigare to
the number of nodes involved in the routing process amongvtm®des belonging to
the overlay networks composing HDA. Each and every datargfimode, that belongs
to a given subscribing company, appearsecat! K + 1 in the model, as a leaf node.
All intermediate nodes in the model shown in Figbré are overhead nodes in HDA in
comparison to FDA. In the remainder of the chapter, we cals¢hintermediate nodes
“HDA nodes”, in order to distinguish them from the data stgrnodes that makes the
overlay networks. Moreover, whenever the word “node” isduséh no specification,
it should refer to the data storing nodes making the P2P ay=rlFurthermore, unless
otherwise stated, the expression “leaf node” and “node’used interchangeably in
HDA.

All HDA nodes, belonging to a given level1l < i < K subregion, point to the same
parent HDA node at the immediate prior level 1 (The root node at level has no
parent). Similarly, leaf nodes making a given P2P overldawogk at level K + 1, point

to the same parent HDA node at lev€| and hence are located geographically in one
samelevel — K subregion. As a result, since latency of a link depends omplilysical
distance separating its two ends, and since the diameténg ¢f2P overlay networks
making HDA is much smaller than that of the FDA-based large Berlay network,
the average latency of hops within any pair of the HDA-basestlay networks would
certainly be much smaller than that of hops within the FDAdzhoverlay network.
This claim will be proved analytically in Sectidn6.6.1

5.6.2 Functionality of HDA

As mentioned in Sectioh.6.1above, only nodes (leaf nodes) belonging to leve}- 1
make the HDA overlay networks, as illustrated in Figbrd. On the one hand, each
overlay network in HDA functions exactly as described int®ec5.5.1 The only
differences being that the diameters of the HDA overlay oetsare much smaller than
that of the FDA overlay network both in terms of size (numblenades involved) and
diameter, since they physically cover a much narrower regio the other hand, each
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Figure 5.4 An overview of a Hierarchical Architecture of an Overlay Wetk with
N nodes,K levels andM = 4 regions per level. Levek consists ofA/ X networks,

each of which contain%\’—K nodes. Figur&.3illustrates an example of this hierchical
architecture with number of levels = 1 and number of regions per levél =5

node holds two types of routing information, namely intkeeiday routing information
like it is the case in FDA, and inter-overlay routing infortioa.

5.6.3 Inter-overlay vs Intra-overlay routing

While within a given HDA overlay, intra-overlay routing g out to be the same as
any conventional structured P2P protocol, although witlcimlighter routing tables
and much more latency-effective links. The inter-overlayting is performed based
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on the inherent geographical information that can be netddrom the key of the data
being routed. This stipulates that all the (leaf) nodes haveddition to the intra-
overlay information, inter-overlay routing informatiagimply mapping each and every
level — K + 1 subregion with an entry node (i.e., IP address and port)a 8atry node
is approached whenever a lookup query, either to publishatab retrieve it, regarding
a key (EPC) belonging to a differeitvel — K + 1 subregion is received.

The receiving node computes the logical distance betweeodimpany prefix of the re-
ceived key and its own identifier, as describe& i This distance conveys the number
of levels separating the node representing the companyngwthe key at hand, and the
node receiving the lookup query inquiring about that kegnfrtheir closest common
parent, as illustrated in Figute4.

Intra-overlay routing information is used to route lookupeges, for which the in-
quired key and the receiving node belong to companies whieloagated in the same
level — K + 1 subregion, and hence their nodes belong to the same P2Rywett
work. Inter-overlay routing information is used to rout®koip queries, for which the
inquired key and the receiving node belong to companiesiwduie located in two dis-
tinct level — K + 1 subregions, and hence their nodes belong to different P2Ragv
networks. Any communication protocol for both Inter-oagriconnectivity and Intra-
overlay connectivity can be used, as long as it operatesiapplication layer so that it
can retrieve and process the routing information from tloeired key at hand.

5.6.4 Entry Nodes

Each overlay network in HDA elects at least one of its nodeissa®ntry node”. An
entry node plays the role of a gateway which allows a nodetéstin a given subre-
gion, to route lookup queries whose the key belong to a cognjmaated in a different
subregion. Intermediatevel — K nodes represent the underlying overlay networks at
level K + 1.

Eachlevel — K node first elects a list of entry nodes for its underlying tayenetwork.

Then it sends the list to its immediate parent node at Ié&vel 1. Upon receipt of
a list of entry nodes from its immediate children, an intedrage node routes it to its
immediate parent. As a result, the root node ends up withalehtry nodes lists of all
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the overlay networks at levét’ + 1. This is called the collection process. It requires

K i MK+ 1
Y i M* = *—— — 1 messages.

Upon receipt of a list of entry nodes, the root node routes its immediate children
at level1l. Consequent to receiving an entry nodes list from its im@edparent, an
intermediate node routes it to its immediate children. Assalt, all the nodes involved
in the overlay networks at levél” + 1, end up with all the entry nodes lists of all the

overlay networks. This is called the dissemination pro.ce!'s:sequiresti1 Mt =

ME+L_1
M—1

— 1 messages.

Therefore, neglecting the election process which can begsitiforward, the entry nodes

ME+I_1

collection/dissemination requires 31, M* = 2. Y

— 2 messages to be ex-
changed amongst the nodes.

5.6.5 Applicability to EPCglobal Discovery Services

HDA with K = 1 levels andV = 256 (approximate number of countries in the world),
is applicable to the EPCglobal Network with absolutely narale to the structure of the
EPC, and a little upgrade of the nodes with regards to intertay routing capabilities
and entry nodes election and exchange.

Each EPCglobal subscribing company can be associatedhgitountry that has issued
its company prefix§]. Although a company is obviously not restricted to do basm
just within the borders of the country that has issued itsgamy prefix, such associa-
tion can be used to define the issuing country as the subrediere that company is
located. Therefore, the node owned by a company belonget®2k overlay network
of the country which has issued its company prefix. An exaroplevo EPC lookup
gueries depicting two different scenarios is illustrate&igure5.3. In the first scenario,

a lookup query regarding an ERC, belonging to a Canadian company has been initi-
ated within the Canadian network by nodg”. The query is therefore processed until
it reaches the nodé’" holding data about,., . In average, the lookup query requires
W hops within the Canadian network, wherg, denotes the number of nodes in
the Canadian network.
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In the second scenatrio, a lookup query regarding an £R®elonging to an American
company has been initiated within the Canadian network tiedf’~. The query is
routed right away to the American network via the entry n6§€. It is then processed
within the American network until it reaches the no@g* holding data aboug,, .
Therefore, in average, only+ % hops ( inter-country hop aneliog(g‘—ffs)) hops
within the American network, where,, . denotes the number of nodes in the American
network. As opposed to the same scenarios presented ineFidiithe nodes in other
countries (New Zealand, Japan, France..) are exemptedgdestitipating in routing
the lookup queries for the scenarios presented in FigLie

Obviously, this matching mechanism does not provide ifieation of the country of
origin of a given physical product. Such identification isfatt not even possible,
since Globalization has left no meaning to geographicaity and companies can do
business anywhere in the world regardless of their geograldbcation. Nevertheless,
the issuing country identification will be used to route bk tata related to the EPCs
owned by a given company to the P2P overlay network of thetcpwhich has issued
its company prefix. Likewise, any lookup request regardiatacf a given EPC is
automatically routed to the country which has issued theraht company prefix. This
information of the issuing country can be retrieved from fingt three digits of the
company prefix, which correspond in fact to the Global Stassl®ne (GS1) prefix, or
one of the GS1 prefixes, assigned by the GS1 organizatiomteduntry [L24].

5.6.6 Merits and Limitations of HDA

HDA outperforms FDA both in terms of the lookup time and theKop number of
hops performance metrics, instead of focusing uniquelyhennumber of hops. This
improvement is possible thanks to the use P2P overlay nksmeith much smaller
diameters and much less nodes involved, as well as to thdesintpr-overlay routing
mechanism adding only one inter-overlay hop to the requitgdber of hops within a
P2P overlay network.
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5.6.6.1 Scalability

The best P2P lookup protocols in the literature scale Itigaically, with the number
of nodes, in their complexity with regards to the average loemof hops required per
lookup query, and to the size of the routing table each nodettvdandle. Chord
algorithm [34] is one very well-known example of such protocols.

Hence withN number of nodes, if FDA performs a lookup in an averagéogf V)
hops, and each node should hold an averagefV) entries in its routing table. In
HDA with K levels andV/ children subregions per parent subregion, each node belong
ing to an overlay network would handle an intra-overlay imytable oflog(:3%) =
log(N) — K.log(M) entries. Moreover, a lookup query within any of the HDA owgrl
networks is carried out in an averagelof(-2%) = log(N) — K.log(M). a lookup
guery amongst two distinct HDA overlay networks is carriatt ;m an average of
1+ log(55%) = 1+ log(N) — K.log(M); 1 is the inter-overlay hop routing a lookup
guery to the overlay network having the same identifier asays Tis hold because the
number of nodes per overlay network in HDA]@%(E, rather thanv.

Obviously, HDA comes with the overhead of the inter-overayting table, whose the
complexity of the number of entries is in the ordéf’. This holds because each node
needs at least one entry node to each and every overlay ketwor

Another overhead that HDA observes is the number of exclthnggssages required
in the collection process and the dissemination processito§ @odes, as detailed in

Section5.6.4 Neglecting the election process which can be straighticiwthe entry

ME+LI_1
M-1

to be exchanged amongst the nodes. This is an extensivesaekrHowever, since the

. . . . K ;
nodes collection/dissemination processes requiye;_, M* = 2. —2 messages

collection and dissemination are not recurrent operatioaiscan be carried out off line
once in a while, this overhead is not relevant enough in csgssnent.

5.6.6.2 Query Responsiveness

HDA improves FDA, in terms of both the average lookup time H#relaverage number
of hops required for a lookup query. The following three $astipport the claimed
improvement:
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o First, the average number of hops required per lookup reégleeseases consider-
ably in HDA, thanks to dividing the “flat” P2P overlay netwarko many much
smaller HDA P2P overlay networks in terms of size, as showfigure5.4. As
mentioned above, the current EPCglobal Network can be dpedrby means of
HDA into a set of linked overlay networks, each of which isaxsated to one
and only one country; i.e., HDA EPCglobal Network wiih = 1 levels, and
M = 190 subregions per intermediate nodé,being the number of countries. In
such upgraded EPCglobal Network, illustrated in Figbu@ if the total number
of the involved countries in the EPCglobal Network is betwgeand?2® coun-
tries (which is a reasonable assumption), then the averagder of hops per
lookup request is decreased by at leabbps;6 = K.log(128) — 1, as detailed
above in Sectio®.6.6.1

e Second, the decrease in the size of the HDA P2P overlay nietwatl conse-
quently lead to a decrease of the size of the intra-overlating tables, which
will, in turn, have a positive impact on the average time remlito perform a
lookup.

e Third, the observed proximity in the geographical arrangetnof the HDA P2P
overlay networks will consequently lead to a significantrdase of their diame-
ters, which will in turn have a great positive impact on therage time required
to perform a lookup.

Although Globalization enables companies to do busineskiwale, physical proxim-
ity of their premises makes business opportunities moehfito be taken. In reality,
we can easily observe that companies tend to do businesslovatty than globally.
As a result, in a real loT-based business infrastructurdyengcompany would see
much more lookup queries, regarding its own EPCs, initisedeighboring compa-
nies. The closer two companies are (in terms of physicahdcst), the more probable
an exchange of goods is. In other words, the closer two HDAlayeetworks are,
the more probable an exchange of lookup queries is. Thisdvoeiitainly improve,
even better, the responsiveness of the lookup queries in,I8D&e the latency of the
inter-overlay routing hop in HDA would be, most probablyetty much similar to the
latency of intra-overlay routing hops.
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In our performance assessment of HDA vs FDA, we assume tbhktippqueries, ad-
dressed to a given (leaf) nodg are equally likely to be initiated by any other (leaf)
noded;, no matter how close/far away they are to/from each other.

5.7 Horizontal vs Vertical Inter-overlay Routing

As mentioned in Sectiod.6.6.1 HDA comes with an overhead with regards to the
additional inter-overlay routing table each leaf node fmsl@¢al with. This table is
of exponential complexity with respect to the number of Isv€, which represents a
major limitation of HDA.

To address this issue, we suggest a vertical inter-oveslayng, rather than a horizontal
one, as described in Secti@n6.3 Vertical inter-overlay routing requires that each
node in HDA knows just its immediate parent node, rather thaarge table of\/ X
entry nodes in horizontal inter-overlay routing. When & leade, in a given overlay
networkO;, receives a lookup request, it first checks whether the raduiey belongs
to a company in the same overlay netwofks Then, in the case the inquired key is
associated with the same overl@y, the receiving node routes the query locally, within
O;, following the adopted structured P2P protocol. On thereoytif the inquired key
is associated with a distinct overlay netwatk # O;, the receiving node routes the
query to its immediate parent node.

Once an intermediate node receives a lookup query, it fiestlchwhether it is a com-
mon parent of the node representing that key, and the ingig&af node. Then, in the
case this is true, it routes the query down the tree to its icate child node having

the smallest logical distance with the key; i.e., the clogeserms of identifiers. On

the contrary, if the receiving intermediate node is not amwmm parent of the node rep-
resenting the key at hand, and the initiating leaf node, ¢oeiving intermediate node
routes the query up the tree to its immediate parent node.

Vertical inter-overlay routing cancels the overhead ofittier-overlay table. However
the number of hops per lookup query is larger than that ofrHowerlay routing. In
vertical inter-overlay routing, the worst number of hopguieed per lookup query is
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ratherlog(N) — K.log(M) 4+ 2.K = log(N) — K.(log(M) — 2), 2.K pertaining to the
hops up and down the tree.

It is worth mentioning that vertical inter-overlay routimgpuld be interesting only in
the casél/ is large enough to make the tetish— log(M ) — 2 significant enough in the
expression. With\/ = 4 for example, we can see that the number of hops in HDA with
vertical inter-overlay routing isog(N), same as with FDA. Therefor® has to be at
least5 for vertical inter-overlay routing to be worth consideriagall. Obviously, the
larger M, the better.

5.8 Conclusion

In this chapter, we have described in detail a HierarchiaatrDuted Architecture,

called HDA, and a Flat Distributed Architecture, called FO#8r overlay networks of-

fering Discovery Services in the future loT-based businefastructure. The EPC-
global Network is an example of such loT-based businessstrincture. The main
objective of this proposal is to overcome the worrying draoks that the existing EPC-
global ONS-based lookup system. We have looked into enhgrimoth the network

scalability and the responsiveness of the lookup queriesh Svo-fold improvement is
of crucial importance given its impact on the survivabibfylarge-scale applications in
the future IoT, such as the EPCglobal network.

In the next chapter, we present a simulation of the two agchites (FDA and HDA)
as a platform for EPCglobal Discovery Services, via an irq@etation on Planetsim.
We also evaluate performance of the two architectures bwalytcally and experimen-
tally.



Chapter 6

Performance Evaluation of the HDA
Architecture

6.1 Introduction

In this chapter, we present an assessment of the two arthi#sc(HDA and FDA)
described in the previous chapter. Both architectures esegyded for distributed and
scalable Discovery Services. FDA architecture speak$itontajority of the distributed
architectures that have been proposed in the literaturersahd HDA architecture
represents the core contribution of our work in the previchigpter. FDA has been
introduced solely for performance assessment reasonfayl the role of a reference
against which HDA is compared. The comparison aims at pgothiat HDA is more
scalable and its lookup responsiveness is much better.

The claimed improvement is first proved theoretically int&®ec6.3 then confirmed
through a simulation of HDA and FDA on Planetsith?f. Chord algorithm 84],
which is one of the well-known distributed algorithms in whithe number of hops per
lookup query scales logarithmically with the number of rdeas been adopted in the
simulation.

To assess our proposed discovery services architecture, M@Aprovide two major
sections, the first one relates to theoretical performanalysis and performance results

96



Performance Evaluation of the Proposed HDA Architecture 97

of the proposed hierarchically-linked overlay networksd®lo Whereas the second one
provides the performance results derived out of simulatiolanetsim125.

In our performance assessment of HDA and FDA, we assumedblaiip queries, ad-
dressed to a given (leaf) nodg are equally likely to be initiated by any other (leaf)
noded;, no matter how close/far they are to/from each other.

For all the results presented in this chapter, we assume enage maximal latency
lat i of 100ut (ut is defined as one unit of time as explained in the List of Symbad
Notations) characterizing the most costly overlay linksning (leaf) nodes whose the
closest common parent is the root. We also assume that thagaviatencyat; of an
overlay link, joining (leaf) nodes whose the closest commarent is at level, is 5%
less than the average lateney, ; of an overlay link, joining (leaf) nodes whose the
closestcommon parentis at levell. Henceat = 100ut, lat; = (1-5%).lat;11,0 <

1 < K.

Since the objective of this work is to evaluate and compaeeprformance of the
hierarchical HDA architecture and that of the flat FDA arebitire, rather than to asses
the various algorithms that may be selected for the impld¢atiem, we believe that the
conclusions drawn from the analysis and the simulation @still hold, had any other
distributed algorithm such as Pastry or Koorde, been usgdad of Chord34]. The
robust implementation of Chord offered in Planetsit29, is the major reason behind
our choice of Chord.

The remainder of this chapter is structured as follows. iBet 2 presents the metrics
used to evaluate the performance of the HDA Architectureqreed in Chaptées. In
Section6.3, we present the theoretical model of the proposed HDA Aectitre and
its performance analysis. In Sectiér, we present a simulation of the proposed HDA
architecture on Planetsim and the corresponding resutisSettion6.5 we present
the emulation of HDA architecture on Planetlab and the spoading results. Finally,
Section6.6 concludes this chapter.
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6.2 Considered Performance Metrics

The assessment of the two architectures, namely HDA and FD#ased on the two
following performance metrics:

e The average number of hops required for a lookup query tdrgaclestination.
Analysis of this performance metric aims at showing how lgokueries require
less number of hops in HDA architecture than in FDA architest

e The average time required for a lookup query to reach itSraEgin. Analysis of
this performance metric aims at showing how lookup queggsiire less time in
HDA architecture than in FDA architecture.

6.3 Performance Analysis

6.3.1 Theoretical Model

First, we compute the probability that two randomly selddieaf) nodes, illustrated
in Fig 5.4, have the closest common parent at exactly léyel< [ < K. Lemma
6.2 derives the equations representing this probability. €hexguations make use of
Lemma6.1 which derive the probability that two randomly selectecf{jenodes have
the closest common parent at “at least leNled) < [ < K (i.e., they have the closest
common parentat level/ + 1, ..., K — 1 or K).

Lemma 6.1. For notations and definitions refer to Sectibrii in the previous chapter
and to List of Symbols and Notations at the beginning of tresis. Let/; andd;, two
randomly selected nodes in the set The probability thatd; and d; have the closest
common parent at “at least levél, 0 <[ < K (i.e.,d; andd, have the closest common
parentatlevel,l +1,...., K — 1 or K) is:

P(LD(dy, d;) > 1)=2L (6.1)
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Proof. First note that there aré/’ different subregions at levé|] each of which is
represented by an intermediate node as illustrated in &gdr Moreover, eaclevel —|
intermediate node is a common parenﬁpleaf nodes. Let us denofg the set of those

% leaf nodes, having the closest common parent at level

On the one hand, there a@() ways of random selection of two leaf nodes out of the
N nodes, all equally likely; on the other hand, for each andyek@cl — [ intermediate
node, there areé%) ways of random selection of two leaf nodes outSafall equally
likely. Since there aré//’ distinct intermediate nodes at leviglthen the number of
ways of random selection of two leaf nodes having the samsestcommon parent at
“at least level” is Ml(%) all equally likely.

As a result, the probability that two randomly selected leades have the closest com-
mon parent at “at least levél, 0 < | < K (i.e., they have the closest common parent
atlevell,[+1,...,. K —1orK)is:

O

Lemma 6.2. For notations definitions refer to Secti@ in the previous chapter and
to List of Symbols and Notations at the beginning of thisitheketd; and d;, two
randomly selected nodes in the sét The probability thatd; and d; have the closest
common parent at exactly levieh <[ < K is:
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N.(M—-1
P(LD(d;, dj) = Do<i<x= (N—(l).Ml?H (6.2)
(MLK—_D (6.3)

P(LD(d;,dj) = K)=—"7N7

Proof. For the casé = K. Given that the logical distance separating the identifsérs
any two nodes has the upper bound@fwe can derive Equatio. 3, using lemmab. 1,
as follows:

P(LD(d;, d;) = K)=P(LD(d;,d;) > K)
(2 —1)
- N-1

For the casé # K. The probability that two randomly selected leaf nodes raee
closest common parent at exactly leiel < [ < K is the probability that they have the
closest common parent at level + 1, ..., K — 1 or K (lemma6.1 applied to level),
minus the probability that they have the closest commonmatdevell +1,..., K — 1
or K (lemma6.1applied to level + 1). We derive Equatios.2 as follows:
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P(LD(d;,d;j) = l)=P(LD(d;,d;) > 1) — P(LD(d;, d;) > 1 +1)

N
wmlt mpEr Tl

N
_N —
M

—1 N-1
N N
N

I Mml+1
N—1
(M—1)

“(N—-1).M+1

The probability propert;Zfio P(D(d;,d;) =1) = 1 has been verified.

O

Lemma6.2 can then be used to compute the expected value of the randaabled.,
denoting the latency of links joining a randomly selected pdnodes amongst the
(leaf) nodes, as illustrated in Figubed. We denote this expected valé@gL|. Equation
6.4illustrates the formula to derivE[L]. For notations definitions refer to Sectibri
in the previous chapter and to List of Symbols and Notatidrt& beginning of this
thesis.

E[L]=X"1 (P(D(d;, d;) = 1).lat;) (6.4)

Let us denoteéimerps andtimeyp4 the time required for a lookup query to be an-
swered in a FDA-based Discovery Services overlay netwardt,iaa HDA-based Dis-
covery Services overlay network respectively. The two rogtire derived in Equation
6.5and Equatiorb.6, using Equatiort.4.

timeppa=log(N).E[L]

(6.5)
=log(N). o1 (P(D(d;, d;) = 1).lat;)
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timegpa=(log(N) — K.log(M)) + E[L]

(6.6)
=(log(N) — K.log(M)).laty + Y1t (P(D(d;, d;) = 1).lat;)

6.3.2 Theoretical Results

Given two randomly selected (leaf) nodgsandd; out of the setS of NV nodes, Figure
6.1 plots the probability that the logical distance separativegidentifiers ofl; andd;,
denotedLD(d;, d;), is equal to a certain value0 < ! < K. It compares plots of the
functiony = P(LD(d;,d;) = x), for different values ofx” (Number of levels) and/
(Number of children subregions &tvel ¢ having the same parent subregionatel

i — 1). Itis worth mentioning thal’(LD(d;, d;) = x) implies that the two randomly
selected nodeg; andd; have the closest common parent at a lével K — z.

Figure6.1, shows that the probability’(LD(d;, d;) = x) exponentially decreases with
x. In other words, given the randomness brought by DHT in sined P2P overlay

networks setup, it is much more probable that physicalladisnodes would become
neighbors in the underlying overlay network. As a resul tlops in FDA are much

more costly in terms of latency. Therefore, although the Ipemof hops required per
lookup query scales logarithmically with the number of r@deFDA, query respon-

siveness, in terms of time required per lookup query, is torproved.

Figure6.2illustrates the claim above. It shows that the expecteadstef a link, whose
ends are randomly selected, is rather high close to the memitatencylatx = 100,
characterizing the most costly links in the network; i.@e tinks with the maximum
logical distancds’. This holds no matter what the valuesiofand M are. For example,
it can be seen in Figuré.2 that with K’ = 10 and M = 3, the expected latency of a
randomly selected link is greater th@n5, in the presence of links with latencies in the
set100, 95, 90, 85, 80, 75, 70, 65, 60, 55, 50 (latx = 100, lat; = (1 — 5%).lat;41).

Figure 6.3 shows the time required per lookup query, formulated in Equgb.5 for
FDA and in Equatior6.6 for HDA, in terms of the number of level&, for different
values of the number of children subregions per parent regfio The graph shows
that the higher the number of levelSis, the lower the time required per lookup query
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gets. The observed trend in query responsiveness is bedietinear. As an example,
with K = 12 andM = 2, query responsiveness decreases from algiit (FDA) to
about2700 (HDA). The improvement is of ovet3%. With K = 12 andM = 10, the
improvement is oveg3%.

Figure 6.4 shows the time required per lookup query, formulated in Equgb.5 for
FDA and in Equatior6.6 for HDA, in terms of M; the number of children subregions
per parent region, , for different values of the number oéls¥. The graph shows
that the higher the number of children subregions per paemion M is, the lower
the time required per lookup query gets. The observed tregdéry responsiveness is
logarithmic. As an example, with® = 4 andM = 10, query responsiveness decreases
from about4800 (FDA) to less tharB200 (HDA). The improvement is of ove33%.
With K = 6 andM = 10, the improvement is oveit%.

From results shown in Figug 3and Figures.4, we can claim that it is better to design
HDA with maximum number possible of levels, rather than splitting parent regions
into larger number of children subregions; i.e., largér This is because the effect of
increasingK is much more important than that of increasimg This confirms our
claim that HDA remarkably improves query responsivenessygared to FDA.

Table6.1 provides a recapitulation of the differences between HDA BDA. As seen

in the table, HDA performs better in terms of scalability hviegard to the required
number of hops per lookup query or node join/leave. The tafgeand M are, the

better the performance is. Nevertheless, HDA has a signtfiogerhead related to
entry nodes exchange and inter-overlay routing. The smalland M are, the better
the performance is.

Since the collection and dissemination operations, chwig during entry nodes ex-
change, are not recurrent operations that can be carriedfolime once in a while,
entry nodes exchange overhead is acceptable. Howeverpweday routing overhead
is to be taken into account, because it affect each and vekyfoquery. In this case, we
are in front of contradicting objectives, for which optinvalues of K and M, observing
a trade-off amongst the different metrics, have to be idiexti
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Table 6.1 Comparison of HDA vs FDA

[ Algorithm | Chord-based FDA Chord-based HDA |
Required number of hops per lookup query log(N) 1+ log(N) — K.log(M)
Required number of hops per node Join/Leave log(N) log(N) — K.log(M)
Inter-overlay routing table size 0 MK
Required number of message for entry nodes exchange 9 MET_L _ 9

6.4 Simulation of HDA on Plametsim

6.4.1 Simulation Setup

In our simulation, we have used the algorithm Ch@&4] under the well-known simula-
tion/experimentation framework for large scale overlay®es; Planetsiml[25. Since
the objective of this work is to evaluate and compare theoperdnce of the hierarchical
HDA architecture and that of the flat FDA architecture, ratih@n to asses the various
algorithms that may be selected for the implementation, @etwe that the conclusions
drawn from the simulation would still hold, had any othertdimited algorithm such
as Pastry and Koorde, been used instead of Ch&4[ [The robust implementation
of Chord offered in Planetsinilpq, is the major reason behind our choice of Chord,
besides its widely recognized good reputation and its djpygesimplicity.

We have used Chord original implementation in Planetsimrapieesentative for FDA.
For HDA, we have undertaken a major upgrade of Planetsimevark. As a result, we
have been able to parametrize Planetsim in such a way trat lierun either in a FDA
mode or in a HDA mode. The parametrization has enabled usettifgghe number of
(leaf) nodes involvedv, the number of level#(, the number of children subregions per
parent regionV/, as parameters to be provided to the simulator.

We have also updated Planetsim framework to make it capéhiaaking each and ev-
ery hop, along with the distance separating its ends, darlogkup query. Such update
has enabled us to evaluate both the average number of hopseaaderage simulated
time, required per lookup query. By “simulated time”, we méane computed based
on the number of hops, which takes into account the cost &f leag with regards to the
distance separating its two ends. As mentioned in Seétidm the previous chapter,
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this distance refers to the number of levels separatingibdleaf) nodes; ends of the
hop at hand; from their closest common parent in a tree-ligealrchical structure of
the overlay network, as illustrated in Figusel. Its formula is derived in Sectidb.4in
the previous chapter (refer to definitidrlin the previous chapter).

We conducted a series of experiments, each of which is deaized by the number
of (leaf) nodes involvedV, the number of leveld<, the number of children subre-
gions per parent region/. Each experiment consists of processitg00 lookup
queries, for the same tuple of parametéh§ K, M), in both FDA mode and HDA
mode, N € {5000, 7500, 10000, 12500, 15000, 17500, 20000}, K € {2,3,4,5,6,7},
M € {2,3,4,5,6,7}.

For each experiment, The average of the considered penhmemaetrics are computed
over the10000 lookup queries. The initiating (leaf) nodes of the lookueges are
randomly selected, all the nodes being equally likely. Mosz, the inquired keys of
the lookup queries are randomly built.

Given that running Planetsim with large number of nodes tseexely demanding in
terms of memory and computing power, we opted to run the @xgats on a cluster
of X86 based multicore machines running Linux, called the SW (kjrCluster [L26],
belonging to High Performance Computing Virtual Laborgt(HPCVL) [127. The
nodes, used in simulation, are Dell PowerEdgd 0 Servers with a 6-core Intel Xeon
processor (Intek5670 / £5675) running at3.07 GHz, and with64 Gbyte of physical
memory [L26G.

6.4.2 Simulation Results

Figure6.5shows the average number of hops required per lookup querypth FDA

and HDA, in terms of the number of noda5s for different values of the number of lev-
els K and the number of children subregions per parent regffofrigure6.6illustrates

the time required per lookup query for both FDA and HDA, imtsrof the number of
nodesN\, for different values of the number of leveiSand the number of children sub-
regions per parent regial. The two graphs show that the average number of hops per
lookup query scales logarithmically for both FDA and HDA. w#&ver, HDA is more
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advantageous in the sense that, the lafgas, the better the number of hops and the
time required per lookup query.

In Figure6.6, we can also see that the gap separating the HDA plot linesases with
the number of node¥'. For example the gap separating the two plot ilHg3A, K = 3
andH DA, K = 4, is larger at the poinlv = 20000, than it is at the poinfv = 5000.
The increase of the gap separating the plot lines, with tmeb&u of nodesV, implies

a larger decrease in the lookup time wh€rgets larger. This confirms our claim that
HDA is more scalable than FDA.

6.5 Emulation of HDA on Planetlab

6.5.1 Emulation Setup

An implementation of the two architectures HDA and FDA, preed in Sectiorb.6
and Sectiorb.5 respectively in the previous chapter, has been performeelametlab
using the well known algorithm Chor@4)]. Planetlab is a global research open platform
consisting of more than 1000 nodes scattered all around diniel w

6.5.1.1 Constraints

Although Planetlab consists of more than 1000 nodes, thewlg constraints have
forced us to stop at the number of 64 as the maximum numberdgfsihat can be used
for the experiments:

e First, Planetlab platform consists of two different netksor Planetlab Europe
comprising the majority of the nodes located in Europe arahé&lab Central
comprising nodes from the rest of the world. The choice ohétlab Central has
shrunk the number of available nodes to less than 500.

e Second, no guaranty regarding the stability of the nodeslaneBab is given.
Any node can go down or update its public key anytime withautrpnotice,
which makes the number of useful nodes decrease to about 350.
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e Third, restricted access has been observed on some nodese bdes have to
be eliminated through a tedious and time-consuming proggs$ise experiments
go along.

Although the number 64 may seem insignificant compared texpected scale of P2P
networks in the future IoT, the trend of the measured perémre metrics can still be
captured with no ambiguity.

6.5.1.2 Emulation Steps and Parameters

Since HDA architecture aims at improving FDA architectune, two architectures have
to be tested with the same nodes sets. In FDA architecturdemgntation, all the nodes
belong to the same P2P network, while in HDA architecturelamgntation, a P2P
network is created per geographical location (per coumtiy& case of the EPCglobal
business infrastructure). The average number of hops andvitrage lookup time is
measured in the two architectures to be compared.

For simplicity, the experiments comparing FDA to HDA havesbeun on the nodes

belonging to two countries, namely Canada and Japan. Nodeskected so that half
of the nodes set belong to each country. The choice of theseduntries was driven by

the stability of their nodes and also because of the signifidstance separating them.
The number of hops and lookup time have been recorded ford®@p requests, then
the average is plotted along with a 95% confidence intenssuming the measured
metrics are normally distributed. Because the maximum rermabnodes available on

the two countries is only 12 each, we selected more availatides from neighboring

countries. Particularly, we assumed some nodes locateattih of USA as being Cana-

dian nodes, and some nodes located in north east China agJagianese nodes. HDA
experiments have been run with 8, 12, 16, 20, 24, 28 and 3Xriod®valuate the trend
of the two performance metrics for the two architecture.

6.5.1.3 Emulation Tools

“g++" and “make” programs have been installed on each nodaeder to compile the
C++ client/server code implementing the peers. A Postgedabdise has also been
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installed on each node, in order to simulate storage anitvatrof the (key, value)
pairs.

The algorithm Chord34] has been adopted in the emulation of the two architectures
as an implementation algorithm. Since the objective of Wosk is to show that HDA
architecture performs better than flat P2P architectumsysf has been put on com-
paring the two architectures rather than comparing therilhgos that may be used to
implement those architectures. We believe that the coimelagdrawn from the emu-
lation would still hold, had any other distributed algonthsuch as Pastry or Koorde,
been used in the implementation as an alternative to Clazild YVe chose Chord34]
because it is the simplest to implement.

6.5.2 Emulation Results

In this section, an assessment of HDA and FDA architectpresented in Sectiob.6
and Sectiorb.5respectively in the previous chapter, is presented. Tisissssnent aims
at analyzing and comparing the scalability of the two amsttitres.

Figure6.7 illustrates the average number of hops per lookup for eadesset for the
two architectures. It shows that the number of hops is altiestsame for the two
architectures. This is because the experiments have beemnittuonly 2 countries. As
claimed above, the number of hops in HDA architecture candoeedised byn — 1 if
2™ countries have been used in a large HDA-based system.

In terms of the lookup time, Figur@ 8illustrating the average lookup time per request
in the two architectures, shows that HDA architecture Igpkme is almost half FDA
architecture lookup time. Obviously, this would be evertdyat more than two coun-
tries have been used in the experiments.

6.6 Conclusion

In this chapter, we have provided both theoretical and exygital assessment of the
HDA Architecture presented presented in Chaptefirst, we have provided a detailed
theoretical performance analysis of the proposed ardhitec Then, we have assessed
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the proposed architecture experimentally both via a sitimrlaon Planetsim and an
emulation on Planetlab. Both theoretical and experimeatallts have proved the claim
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brought forward in the beginning of this chapter, statingttthe HDA Architecture

presented in Chaptéris more scalable and more efficient than flat (non-hieraathic
distributed architectures. Efficiency has been measurgdrins of lookup time and
number of hops required per lookup query.



Chapter 7

Threshold-based Distributed Discovery
Services for EPCGlobal Network

7.1 Introduction

With the advent of RFID communication81-23], identification and tracking of in-
dividual objects have become viable in several industipgliaations such as manu-
facturing, logistics, ticketing, and anti-counterfeginThe communication network for
the corresponding purposes can be implemented based omténedt of Things (l1oT)
concept which was initially introduced in the Electronioéuct Code (EPC) Global
standards one and a half decade &JJ B, 24, 25]. 0T aims at broadening the existing
Internet of computers paradigm by defining a large-scaleorét of objects where the
EPCglobal associates each object with an RFID tag so tlatgran object throughout
the supply chain is possible. The RFID tag of an object is mazk the object is relo-
cated throughout the supply chain and/or the informatiauaborresponding object is
altered. Once it is read, the RFID provides the ERE],[[27], [28] which is a unique
number associated with the corresponding object.

EPCglobal aims at a worldwide standard for RFID, and the H&%2d network archi-
tecture consists of three major components: i) The cliepliegtion, ii) Object Naming
System (ONS) rootf, 128 129, iii) EPC Information Services (EPCIS3(, 130. The
client application acts as middleware and receives thetibleic Product Code (EPC)

114
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from the RFID reader. Upon converting the EPC to a Uniformdrese Identifier (URI)
which is recognizable by the ONS, the client applicationsfars the EPC to the ONS.
The ONS searches the EPC in given repositories in order &itecits corresponding
information sources. The information sources are usuafljaved as Uniform Re-
source Locators (URL) that can be fetched by the client appbn. The EPCIS data
server represents the main information source for EPCnmdtion. It provides infor-
mation about the corresponding EPC, and itis accessed lali¢héapplication through
the URL previously retrieved by the ONS.

The solution above is viable for a single company but in thecept of EPCglobal net-
work [131, 137, the object has to be traced across the supply chain amdiffgsent
organizations. Hence, EPC discovery service emerges aga&amponent in data re-
trieval for a specific object. The standardization actegtior EPC discovery services
are still ongoing by the EPCglobal Data Discovery Workingp@ (DS WG) while
several studies have recently addressed the design obdiycservices]1, 20, 36, 52—
55, 61]. Most of the existing research studies have presented tbeolzery Services
(DS) for the EPCglobal network as distributed systems sgrtrie following fundamen-
tal lookup function: Given an EPC identifies a real-worldesftj the DS return a list
of Internet addresses of EPCIS that offer all the infornraibout the object across the
entire supply chain. Furthermore, most of these approguitgmse discovery services
based on P2P technology relying on a Distributed Hash Tabierj [34, 133 134).
The drawback of this assumption is that each distributettiysoitthe DS allows other
entity to store information about an object that is not withs geo-restriction. Thus,
each DS entity on a P2P network sets access privileges tosetsobits resources -
such as processing power, disk storage, or network banklwiftir another network
participant.

As a remedy to this drawback, we propose hierarchical tiged discovery architec-
ture that is based on EPC Border Gateway Protocol (EPC-B&&)aw different sup-
ply chains to exchange EPC status and use EPC Open ShottiestiiRa (EPC-OSPF)
to exchange EPC status within the members of each supplg.chiais architecture in-
herits the agility of the previous architecture in whichleaapply chain can share EPC
status information without revealing the details of itswmtk to other competitor. It
only shares the status of an EPC to other DS entities nogjfyiam about the existence
of new information about the object holding the correspogdtPC. Furthermore, the
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proposed scheme defines a threshold denoting the numbeainges in the EPC status
of a node, and triggers EPC status advertisements oncerdshtid is exceeded. We
evaluate the performance of our proposal through simulatiand our results confirm
that advertising the update messages of the EPC-BGP upetaama@mount of change

(i.e.,, at the level of, 0.050.10) in the routing table can ensure low blocking probgbili
of EPC tracking request while significantly reducing the ammication and computing

overhead.

This chapter is structured as follows. Sectib@ presents the intra and inter-domain
routing protocols, namely EPC-OSPF and EPC-BGP for EPGgjtzdtwork. In Section

7.3, we present our proposed threshold-based DS mechanism &itinthe network
architecture in detail. In Section4, we present and discuss the queuing analysis and
the numerical results. Sectign5 concludes this chapter.

7.2 Routing Protocols for EPCglobal Network

7.2.1 Intra-Domain Routing protocol for EPCglobal Network

We adopt Open Shortest Path First (OSPF) as the intra-doroating protocol for
EPCglobal network. The reason behind this selection is ksafe. The Internet En-
gineering Task Force (IETF) proposes OSPF as an intra-aorating protocol for

IP networks 135 and has been shown to be bandwidth-efficient. One drawbfck o
OSPF is that it may have larger Link-State Advertisemen®iSacket sizes compared
to other intra-domain routing protocols such as Internted&ystem to Intermediate
System (I1S-1S) which has a fixed routing packet size.

In this study, we define a new LSA for the EPCglobal networknely EPC-LSA that

is used to convey EPC information in the local supply chalmsTiew LSA has a 10-bit
LS type field that has not been used yet by the IET8G. This new LSA will pass

information about EPCs. Once new information about a speEFC is available, the
corresponding status of this EPC will be changed from TruBdise indicating that
there is new information about this specific EPC. OSPF ijtexchanges routing in-
formation among the supply chain nodes. Once this infolwnais exchanged, each
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Figure 7.1 An instant of the routing table of node-1

node constructs a routing table to reach other nodes in f@ysahain by running Di-
jkstra’s shortest path algorithm. Upon constructing theing tables, information about
objects can be exchanged using EPC-LSA messages. Hduitkistrates a snapshot
of the routing table for node-1 where the first EPC has newimé&tion that should be
shared with the rest of the supply chain. We define a supplyndiead such that once
new information is available about a specific EPC this notibdéishes connection with
the corresponding supply chain head (i.e.,, node-1), aed, tthe supply chain head
exchanges this information with the other nodes in the sugipdin.

7.2.2 Inter-Domain Routing protocol for EPCglobal Network

Electronic Product Code Border Gateway Protocol (EPC-Bi&BYilt on top of BGP
[137], [138, while research towards improving the operation and $dl#a of BGP

is still active [L39, [14(0. EPC-BGP adopts the features of BGP, and further enables
the EPC information to be exchanged among edge routers totaraithe up-to-date
status of the EPC. All EPC information is exchanged in a BG&atg message, e.g.,
the AS-Path attribute that list all the EPCglobal netwotheat tare traversed by these
EPCs. Thus, upon the receipt of a request to obtain the irfoomabout a given EPC,
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the gateway of the corresponding EPCglobal network usea$#iPath attribute to re-
trieve information. Each gateway maintains an EPC tablergvkach row stores the
information of an EPC such as its status. The status of an ERE€tito false if upon
product is recalled, i.e., there is new information abowet ¢brresponding EPC. The
EPC status is set as true once its information has been shéttedther EPCglobal
networks. Furthermore, EPC-BGP introduces a new routerisivg scheme which is
triggered by the number of changes that have taken place status of the EPCs in the
EPCglobal network. A new routing protocol is emergent duthobasic requirement
of EPCglobal for having routing information at the edge evstso that most up-to-date
information about any EPC is guaranteed. Therefore, EP@-Bi@s at offering a re-
liable mechanism to exchange EPCs among different EPCighethaorks to guarantee
the most up-to-date information about each EPC. For thelsleflEPC-BGP, the reader
is referred to T73).

7.3 Network Architecture

7.3.1 EPC global network extension and operation

As shown in Figurer.2, the gray part denotes the changes to the EPCglobal network
which is basically a gateway connecting the EPCglobal ndtwmthe Internet and re-
moving the ONS root. The operation of the EPCglobal netwerks follows. The
normal process starts with reading the tag via an RFID reademer to get the EPC
and present it to the client application. In order to illastrthe EPCglobal network
operation, we consider an example of reading a Serializeth&b[Trade Item Num-
ber (SGTIN-96) key. The combination of a GTIN and a uniqueaserumber, does
correspond to an EPC. The SGTIN-96 is presented to the digplication as a bit
sequence and the client application converts the sequébas as shown in this exam-
ple: urn:epc:id:sgtin:200452.5742.5508265. The cligmiiaation server presents this
bit stream to the local ONS as shown in step-3 in Figu The ONS converts the EPC
to the following format 5742.200452.sgtin.id.onsepc.g@iar to sending it to the ONS
root (step-4). The ONS root returns a series of responsesdhtain Uniform Resource
Locator (URLS) pointing to one or more services, e.g.,, aGEServer (step-5). Next,
depending on the service requirements of the ONS ClienQti8 uses one or more of
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Figure 7.2 EPCglobal network extension

the Name Authority Pointer (NAPTR) records returned to te@n appropriate service.
Finally, the local ONS returns the selected URL back to thentlapplication where
it will be presented to the EPC-IS data server to obtain médion about the desired
object. In the new EPCglobal network architecture, thell@dS holds the URL for

all the local EPCs besides any roaming EPC that has beendhiosteis EPCglobal

network.

7.3.2 EPC global network Architecture

Normally, a supply chain can have up to 15 members howevdhémsake of simplicity,
we illustrate supply chains consisting of four members iguFe 7.3. In each supply
chain ring, members are interconnected via a gatewayshétanbre, each supply chain
has a supply chain head that connects the entire supply thtie Internet through an
inter-domain gateway. As mentioned above, in each supmyn¢linformation about
objects that are shipped locally within the same supplyrcican be exchanged via
EPC-OSPF protocol. On the other hand, if an object has to ippath outside a local
supply chain, this information will be exchanged using BHBGP. In both intra-domain
or inter-domain shipments, the routing information aba#ching all destinations is
exchanged to construct a map showing routes to all desimatn the same network.
Once the map is constructed, the second phase calls the EPE-@ exchange the
EPCs of objects that is being shipped to other nodes in the saipply chain. When
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EPC-BGP

Figure 7.3 EPCglobal network architecture

a group of objects are to be sent to a destination locateddthandomain, the supply
chain head runs the EPC-BGP to find a route towards the deetingt the time of
production, an object is attached an RFID tag that holds &b 6Rdentify this object.
This RFID will be read at multiple locations across the symiain, the first time the
RFID is being read, the client application gets the EPC froereader and converts the
EPC to the format that can be realized by the local ONS. One®tlS receives this
EPC, it realizes that this EPC has been read for the first smé register it in the ONS
and link the EPC to a URL that can be used by the client apphicéd gain information
about this EPC through the EPC-IS. Once the object is beimppst to other nodes
within the same supply chain, it registers itself in the |I00&IS of neighbour nodes.
If the object is being shipped to another supply chain, duentecognized destination,
the host node sets a path with the supply chain head whileocdiésr along the path
forward the routing message towards the supply chain hedldegsdo not recognize
the destination of the shipment. Once the supply chain heeeiwves the message, it
calls EPC-BGP to send the EPC to the desired destinationackt mter-domain node
along the path, the shipped EPCs will register themselvehanocal ONSs of the
inter-domain nodes.
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Figure 7.4 Inter and intra-domain interaction to perform update sessif EPC1 be-
tween supply chain-1 and 4

7.3.3 Intra and Inter-domain routing protocols interaction

EPC-OSPF and EPC-BGP need to exchange information aboutject that traverses
more than one supply chain. The exchanged information ghmtlreveal any detailed
information about the interconnection network nor the syigpain networks. Figure
7.4illustrates a scenario of an update session to obtain irdgtbom about object-1 that
has been shipped from supply chain-1 to supply chain-4. érfitet row of the inter
domain routing table of node-1, the status of EPC of objele&d been changed from
TRUE to FALSE across the entire path. Furthermore, thisistapdate has also been
reflected to the following entities) The intra-domain routing table of the supply chain
head-1ji) intra-domain routing table of supply chain -4, any the inter-domain rout-
ing table of supply chain head-1. Following the end of theatpgession, the status of
the EPC along the path will be switched back to TRUE.

In Figure7.5, itis also seen that new information exists about object-Rpply chain-
4. Thisis indicated by changing the corresponding EPC sfabm TRUE to FALSE in
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Figure 7.5Inter and intra-domain interaction to perform Update sessf EPC2 be-
tween supply chain-4 and 1

supply chain head-4. It is worthwhile noting that this ne¥ormation about object-2 in
supply chain-4 could have been triggered by any node wittercorresponding supply
chain. The node that has product recall information costta supply chain head, and
the supply chain head starts the update sessions on all tiadékis specific object has
traversed. The supply chain head first updates its intraasitonouting table by setting

the status of all destinations that hosted this EPC to FALSEhawn in Figur& .5, If

the supply chain head realizes that object-2 has new inflemand has been shipped

to other supply chains, it sets the status of the object inrttez-domain routing table

as FALSE. Figurer.5 shows the update session between supply chain-4 and supply
chain-1 of object 2 that is located in supply chain-4.

To clarify the interaction of inter and intra-domain rowgiprotocols, we assume contin-
uous update scenario in which supply chain heads advewsg single change in their
routing table. In our scenario, both supply chain-1 (Figu@and supply chain-4 (Fig-
ure 7.5 have a single change in their inter-domain routing tabfess ghe information
from intra-domain has been reflected in these inter-donwitirrg tables. Both sup-
ply chain-4 and 1 advertise the status of the shipped EPCh&w supply chains using
EPC-BGP. This new status of the EPC will be exchanged thrangbPC-BGP update
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Figure 7.6 Inter and intra-domain interaction to Update the inter-donrouting table
of supply chain-1

message as explained in3. Thus, supply chain-1 advertises the status of the shipped
EPCs to all other supply chains in the network, and at the damee supply chain-4
advertises the status of the shipped EPCs to all other suppins. Figure’.6 shows

the received advertised information from supply chain-d @re local inter-domain in-
formation of supply chain-1. Each supply chain head makesofishe received infor-
mation to update its inter-domain routing table. Figdréshows the information that
has been received from supply chain-4 to supply chain-1. tdpeight section of the
figure shows the AND operation on the received EPC statupatysahain-1. Basically
supply chain-1 performs an AND operation on the EPCs stattssa the entire path.
As we can see in Figuré.6the routing table of supply chain-1 is updated denoting that
both EPC1 and EPC2 are under an update session that requinesirae to exchange
information about these objects among different supplynshdt also shows that EPC1
and EPC2 status that has been shipped to supply chain-®iseaksrved indicating that
some information are available about these two EPCs.
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7.3.4 Signaling messages

To track objects and/or to provide control on the EPCglolsivork architecture, a
signaling framework is emergent where signaling messages tie ability to interact
between intra and inter-domain routing information to krac control the information
about any object.

Signaling requests start by changing the status of an obyftt TRUE to FALSE at
each inter or intra-domain routing table. The procedureetfirey an update path is
presented here. Once the reader scans the object, it gdEPtdrom the object and
forwards the EPC to the client application. Upon receiving URL from ONS, the
client application applies the URL on the local EPCIS to dkthee information about
this object while at the same time, contacting the supplynchead which connects the
supply chain to the backbone network. The supply chain heedeslocal intra-domain
message to all the nodes in the supply chain. Each node igehe EPC from the
supply chain head will change the status of the correspgnBPC to FALSE in its
intra-domain routing table, lookup for the information abehe received EPC in the
local ONS and send the information back to the supply chaadladter retrieving it
from the local EPCIS. The supply chain head changes thesstétEPC in the intra-
domain routing table from TRUE to FALSE, and at the same tiinehecks if the
EPC has been shipped to any supply chain residing in anotimeaid. If the EPC has
been shipped to any other supply chain, the supply chaininéades an Inter-domain
signaling message using the routing information at the-dtenain level. The supply
chain head makes use of the AS-path to gain the informatiad &te supply chains
that host this object. At each supply chain head, the samzegduwe takes place, the
supply chain head changes the inter-domain status from TRUERALSE, and sends
a message to all the nodes in the supply chain after settewgntta-domain status as
FALSE. Each node quires queries the local ONS for local URtetaeve information
about this roaming EPC from the EPC-IS and send back thetsasuthe supply chain
head. Once all the AS of the AS-path attribute has been sadeall the information
at each AS is sent back to the supply chain head where thestlga® been initiated.
Finally, the supply chain sends the information to the lauadle that submitted the
request. We have defined the following messages in the signatheme:
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Intra — domainUpdateQuery Request(INUQR): is initiated by a supply chain head
based on a request by any node in the supply chain to queryealhtormation about
an object. This message makes use of the routing informatiaiable at supply chain
head to find all the paths that this object of interest haets®ad. At each node across
the path, this message enforces each node to change the aftétie EPC of interest
from TRUE to FALSE indicating that this EPC is under an updassion.

Intra — domainHoldUpmessage(INHU): keeps the session alive until the inter-
domain routing information about the EPC of interest hambeslected. Once the
supply chain head receives the INUQR, it checks the EPC efest, and if the supply
chain head realizes that this object has been shipped to sdipply chains, it sends
INHU to the node who initiates the information query abowt EPC of interest.

Inter —domainUpdateQueryRequest(UQR): is needed to retrieve information about
an object across multiple supply chains, and it is initiddgthe supply chain head. The
message makes use of the inter-domain routing table to fintheyath that this object
traverses and queries all the information about this olfiject each supply chain on the
path. UQR enforces each supply chain head along the patrat@elthe status of the
EPC of interest from TRUE to FALSE indicating that the cop@sding EPC is under
an update session. It is worthwhile to mention that acrosgé#th, supply chain heads
are responsible to retrieve the information about the EP@Gtefest via INUQR within
its supply chain.

Intra—domainT ear — Downmessage(INT D): is initiated by the supply chain head
that started the EPC update session, and it tears down tlaedomain connection of
an update session for a given EPC. At each node across thalpatmessage enforces
each node that hosted this object to change the status oPGetnterest from FALSE
back to TRUE indicating that the EPC is available free again.

Inter — domainTear — Downmessage(T D): is initiated by the supply chain head
where the update session request has been initiated froreadkt supply chain head
across the path, this message enforces each supply chainchehange the status of
the EPC of interest from FALSE back to TRUE indicating thas tBPC is available free
again and the inter-domain connection of an update sesa®mbden released.
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Intra — domainClearmessage(INCLR): clears all data about a specific object that
no longer exists in the supply chain. INCLR results cleanipgthe local ONS, the
EPCIS and the routing table across the path that the comdsmpobject has traversed.
INCLR is sent out by any node realizing the expiry of an EPimita supply chain.

Inter —domainClearmessage(C' LR): is initiated by the supply chain head and sent to
all supply chain heads across the path in which the correbpgmbject has traversed.
CLR results in clearing the ONS of all supply chain headshioated the corresponding
object as well as all the supply chains that have been treatdrg the object. Further-
more, CLR removes the EPC from the inter-domain routingetabl

Intra — domainCon firmation(INCONF): is a reply back message from all nodes
within the supply chain that store information about the ER(terest.

Inter — domaincon firmation(CONF): a reply back message from all supply chain
heads that store information about the EPC of interest.

7.3.5 Advertisements thresholds

An update request takes place when there is a request tolgtia aformation about
an object across all the supply chains that an object tragefsigurer.4illustrates an
update request scenario. In the figure, the inter-domaitmgtable of node-1 has two
entries where the former denotes the routing informatiosualobjects that has been
shipped to ring-4 or AS-4. The routing information allowsdage requests from AS-1
to reach the objects in AS-4 to retrieve information abowt abject located in AS-
4. In the figure, both supply chain-1 and supply chain-4 hheestatus of object-1 as
FALSE indicating that the object is under an update sessitime status of object-1 has
not been exchanged with other supply chains, any updateseépr object-1 initiated
by any other AS leads to blocking of the request. In AS-4, weeole the same phe-
nomenon where new information (e.g.,, product recall)tex@about object-2 requiring a
local update session in AS4. If the second entry of inter-aionouting table of node-1
is being used to retrieve information about object-2, tlpiest will be blocked. Thus,
the status of object-2 in AS-4 should be exchanged with afleenains to reflect the
current status of this object in order to prevent blockingnkk, the status of each EPC
must be updated however deciding on the frequency of uptateshallenging issue as
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more frequent updates lead to increased communicatiormeadrwhereas infrequent
updates are expected to introduce increased blocking pildialn order to cope with
this issue, we propose a threshold-based update whereésadhd denotes the number
of changes that the inter-domain routing table has expegiginThus, once the number
of changes in the inter-domain routing table exceeds thelefieed threshold, the cor-
responding supply chain head advertises its routing taibtbat all supply chain heads
can be aware of the status information in the advertise@ tdbls worthwhile to note
that threshold-based updates can introduce three typdsakihg as defined below:

7.3.5.1 Justified Update Blocking (JUB)

occurs when the requested EPC is being updated in real-tith@s provided by the
routing table of the initiating node. Probability of JUB isrinulated in Equatior.1
wherea is the number of justified update blocking events and the total number of
requests.

PJUB = % where 0<a <N (7.1)

7.3.5.2 Unjustified Update Acceptance (UUA)

denotes the situation where the EPC is not available in nea tvhereas the routing
table of the gateway shows that the requested EPC is awailalthe reason of this
difference is that each gateway may wait for a certain peoiotime to report about
new updated EPCs to other nodes. Consequently, if the pomding EPC at other
gateways is being used, it will lead to blocking somewheoa@lthe path. Probability
of UUA is formulated in Equatior.2 Whereg is the number of Unjustified Update
Acceptance

PUUA = % where 0< (<N (7.2)
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7.3.5.3 Unjustified Update Blocking (UUB)

occurs when the requested EPC is available for update ininealwhereas the routing
table of the edge node shows that the requested EPC is nttdgaiSimilar to UUA,
the reason for the difference between the global table aadyfteway table is due
to the wait time of each node prior to reporting the newly askl EPC. Hence, due
to invisibility of these available EPCs to the other nodégse resources will not be
used when requested by a customer. Probability of UUB is titaited in Equatior?.3.
Where~ is the number of Unjustified Update Blocking.

PUUB=-"L  where 0<~y<N (7.3)

N
The total blocking probability (PT) is equal to the sum of theee types of blocking
probabilities as shown in Equatian4

PT = PJUB + PUUA + PUUB (7.4)

The ideal case is to have both UUA and UUB being equal to zexnpting that the
distributed routing information is 100% correct and acteisereflects the resource al-
location in the EPCglobal network. The above mentionedkitartypes are our major
concern in performance evaluation since they are direetated to the performance of
our proposed architecture.

7.4 Performance Evaluation

To evaluate our EPCglobal network architecture and its@seg discovery service, we
have provided two major subsections, the first one is pedora analysis which pro-
vide queuing analysis of the blocking probability for the@®E&#pdate requests. Whereas
the second one provides an extensive simulation resultsataae our EPCgloabl net-
work architecture.
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7.4.1 Performance analysis

In this section, we explain the queuing analysis of the hloglrobability of the EPC
status. All the used notations are defined in the List of Syimaibthe beginning of this
thesis. We aim at formulating the blocking probability imntes of threshold and the
number of EPCs. As it is shown in Equati@r8, the total blocking probability” can
be defined as total number of update reservation requestkdal@t a giverdS over
the arrival rate).

Npaths
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The total number of blocked update requests can be defindtbasisn Equatiory.9,
which is the result of summing two types of probabilities tiplied by 55 defined in
Equation7.6. The first one is P{; ;) which represents the probability of receiving
two update requests for the same EPC at the sasevithin a time frame less than
i whereas the second one islR() representing the probability of receiving an ad-
vertisement that is initiated by one of the other autononsysgems in the network and
received by this locall.S; reserving a given EPC. Asitis shown in Equatiog, P(4; ;)
can be expressed using a Poisson distribution modeling&vation requests’ arrival
process inAS;, it models the probability of receiving two update requéstgshe same
EPC at a specifiel.S within a time frame which is equal to or less thanEquation7.9
also shows that 2; ;) can be expressed in terms of the following three probaislit
The probability of receiving an advertisement that is ated byN, — 1 other AS, the
probability of EPCe; is among the advertised list of EPCsand finally the probability
of EPC advertised as reservéd The probability of receiving an advertisement from
one or more otheAS is assumed to follow Poisson distribution with a- ;&;N; In the
arrival rate formulationg,,, is doubled since the counter at each node is incremented
once an EPC is reserved or released. It is worth to mentidrfthsithe probability of
having an EPC status as reserved, the value use# fer0.5. It is worth mentioning
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Figure 7.7 Blocking probability for different thresholds value ando1BPC

that the status of an EPC can change withimore than once before it is advertised. To
show the effect of the threshold on the blocking probabiiig have provided Figure
7.7. As seen in the figure, blocking probability increases wiigh threshold since more
errors are expected in the routing table before the accstatiges of EPC is exchanged.
This behavior matches our simulation results.

Figure 7.8 shows the blocking probability at different number of EPGnce more
EPCs are available resulting in less blocking probabiptygbability of selecting the
same EPC decreases. Therefore, blocking probability deessas the number of EPCs
increaes. This analysis is also coherent with our simulatsults in the next subsec-
tion.

7.4.2 Simulation results

In our simulation, we have simulated multiple supply chag#ch supply chainis aring
consisting of 8 nodes, each node represents an EPCglobainkaetith a gateway that
connects the supply chain nodes together. All supply chegils are connected together
forming the well-known network architecture of the San Eraco network 141]. Itis
worthwhile to note that the supply chain size does not affieetresults whereas the
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Figure 7.8 Blocking probability for different number of EPCs

number of EPCs has an impact on the performance as illudtiratee next subsection.
We have defined two global database types, an inter-domgarbdse and a number of
intra-domain data base. The global data base is used to tkexqaf the real time EPC
status of all EPCs in the simulated network model. Thus, tbbay databases have
precise information that can be used to verify the accurddpe distributed routing
information located in each supply chain head. On the othedhthe intra-domain
database is a table that is used to keep track of the statbe &RCs in the distributed
routing information of a single supply chain. For each symblain head, an individual
intra-domain database is maintained.

The requests are assumed to arrive following a Poissonlaistn with varying arrival
rates. Each request includes the number of the requestesi&RiGhe destination node.
The selection of the destination node is uniformly disti#aliover the total number of
supply chain heads. Each point in the plots represents trag® of five runs.

In the gateway of an EPCglobal network node, the update aslerrent is done based
on a threshold denoting the amount of information that hamghd since the last up-
date. In this chapter, we investigate the impact of trigggethe advertisement based on
the threshold values of 5, 10 and 15% each of which denotgsaifeentage of change
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in the distributed database in the gateways. We comparéitbshiold-based advertise-
ment to continuous refreshing which advertises every singange in the routing table
of the gateway.

7.4.2.1 Blocking probability

Figure 7.9 presents the JUB under varying arrival rates for a networgugiply chain
equal to eight and the number of shipped EPCs is 100. As oddémvthe figure, the
higher the threshold the lower the JUB since more errorsgveated in the status of
EPCs. Thus, if an EPC status shows availability in the rgutile, it will lead to UUA
blocking. The same phenomenon is expected to occur for th. Utk clearly shown
that when continuous update threshold is used, JUB incseddds is due to the fact
that the routing information is accurate as the routingnmiation is being exchanged
upon every single change in any routing table; hence the dibeking types will not
occur as the routing information is always up-to-date.

Figure7.10illustrates the performance results for UUA blocking whiee humber of
shipped EPCs is 100. The reason for UUA blocking is that tleghs at other routing
tables have not been reflected in all routing tables. As raratl above, the higher the
threshold is, the higher the UUA blocking is as more erroitktake place in the routing
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table. In other words, UUA occurs if the status of real timsssens of certain EPCs
have not been reflected in other routing tables. Hence, &logang table may chose
an EPC with TRUE status even though the EPC is already undénemupdate session
by another node. Thus, UUA blocking is expected across thdatepsession path. As it
is also clear, the higher the rate of update session reqtestsigher the UUA blocking

due to less available free EPC.

Figure 7.11illustrates UUB, and similar to UUA blocking, UUB also ocsudue to
out of date routing information. The following scenario @ssist understanding this
phenomenon. At a given node the requested EPC status se&m$£dSE; hence it
has never been used even though the updates are done figglieetactual value of the
EPC status is to be updated as this EPC has been release@ atatts of this free EPC
has not been reflected in the local routing table of the reqdesode. This frequency
of this phenomenon is higher when the rate of the updatesvis/ldach results in higher
UUB.

Figure7.12presents the total blocking probability for each thresh&dntinuous up-
date mode can be considered as a benchmark; hence the d#siadidn is expected to
behave similar to the benchmark where the total blockindpabdity is low and equal
only to the JUB. On the other hand, under the threshold-badeertisement, the higher
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Figure 7.11 Unijustified Update Blocking for 8-node supply chains and HERC
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the threshold is, the higher the blocking probability exgeced due to out of date in-
formation in the routing tables.

Finally, Figs.7.13 7.14 7.15 7.16present the JUB, UUA, UUB and the total blocking
probability when the number of EPCs is 250. As we have meatpthe number of
nodes of each supply chain does not affect the results asiipdyschain is connected
through a supply chain head. As a result of having more EP&itahle, all types of
blocking probability decrease. As expected also, the hitgteeupdate session requests
is the higher the blocking probability is.

7.4.2.2 Euclidean distance

In order to evaluate the difference between the routingegble calculate the average
Euclidean distance (EU) between all tables as shown in ExquéatlOwhereN is the
total number of the nodes in the network, ang is the root square value of the squared
number of differences between two entries in two routindesb Figure7.17, 7.18
present the EU for EPC 100 and EPC 250, respectively for agappin. Both graphs
demonstrates the impact of threshold-based advertiseometite EU, and shows the
direct relation between the threshold and the EU distantés i§ due to the fact that
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higher threshold causes less frequent updates leadingherhdifferences among the
routing tables.

EU — Zﬁ‘%ﬁl[ZﬁoA Dij]
= N

(7.10)

7.4.2.3 Number of Updates

Figure7.19and7.20illustrate the number of updates under each arrival ratdl®@r
and 250 EPCs, respectively. As expected, continuous upekds to huge number of
advertisements compared to threshold-based advertisesrseen in the graph, the
threshold range between 5% and 10% introduces the mosbkeassults for 100 EPCs
as the number of advertisements can be decreased by 80% ramirtpacontinuous
update under the maximum arrival rate that has been testezlsdme phenomenon is
observed for 250 EPCs where the number of advertisementbecaeduced by 90%
under the maximum arrival rate that has been tested.
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Figure 7.21Justified Update Blocking due to intra-domain effect undeious EPCs
7.4.2.4 Intra-domain blocking effect

In this section, we investigate the impact of the intra-doniséocking for a supply chain
of 8 nodes while the intra-domain reservation status of E&€sot shared with other
domains introducing non-zero intra-domain blocking plmliy. Figure7.21lillustrates
JUB due to intra-domain blocking effect for 50, 100, 250 af@ EPCs. As seen in
the figure, number of EPCs demonstrate inverse relationtiwétblocking probability
since the probability of having an available EPC is higheewthe number of EPCs is
high.

Figure7.22shows the UUA blocking probability which performs similaridUB. UUA
occurs if inter-domain routing table sees an EPC statusakhble although the EPC is
not available in real-time, and its information has not berchanged yet.

It is worth to mention that UUB is zero as the inter-domaintiogitables are up-to-date
as continuous update is being done to update inter-domatingptables; hence any
unavailable EPC will not be chosen and hence no UUB. Figu28 shows the total

blocking probability, as expected the higher the EPC nuntiberdower the blocking

probability due to the reasons that have been explainedeabov
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7.5 Conclusion

We have proposed an extended architecture of the EPCglebabrk, which provides
the flexibility to connect multiple supply chains. Furthemm, the extended architecture
enables implementation of a distributed discovery serwiaghich all the information
about any object can be tracked across multiple supply shéimlso defines an inter-
action mechanism between intra and inter-domain routingpgols such as EPC-OSPF
and EPC-BGP, in order to exchange the status of the EPCs.almtelntra-domain in-
teraction is performed without exchanging any vital infatran about the intra-domain
connectivity of the supply chain. We have proposed a thidsbased EPC status up-
date scheme which triggers status advertisement due tsgxeenumber of changes in
the EPC status at a node. We have evaluated our proposetkatate under a mesh net-
work of supply chains in terms of update blocking probayiliiVe have compared the
continuous update and threshold-based update of the ERt@&ssatpply chain head con-
sidering 5%, 10% and 15% as the threshold values to triggesrtaising the changes.
Through numerical results, we have shown that there existad®-off between the
blocking probability and the communication / computing ihwead due to the number
of advertisements and EPC status updates. We have furtenghat threshold-based
advertisement can overcome this trade-off if the threshatid is set between 5-10 %.
We have also evaluated the intra-domain effect on the bihggbrobability, and we have
shown that not advertising the intra domain EPC status galflito a reasonable amount
of blocking.



Chapter 8

Inventory Management as a Service for
Supply Chain Stakeholders

Supply Chain refers to all the facilities involved and thé\attes carried out to make
a product item or a service available for final purchase by @rsfomers. Efficient
management of these facilities and activities, referreih idgerature as Supply Chain
Management (SCM), plays a crucial role in organizing emteggprocesses, and hence
increasing operational efficiency of the enterpridq. On a company level, SCM
consists of compiling local observed data (e.g., inventewgl, order response time,
etc.), and data related to the current trend of the markg, (@ositive/negative feedback
from end consumers, demand forecasting, etc.), in ordeat@rappropriate decisions,
aiming at increasing profit while maintaining an acceptdéel of customer satisfac-
tion.

Inventory management is a crucial part in supply chain meamegt. If a company
holds too much inventory, it minimizes the likelihood of skalisruption, but in return,
the storage cost and the inventory investment cost get highi holds too little in-

ventory, then the stock-out risk gets higher, along witreptitll loss of customers with
good will. Either case can cost big money. This is the reasby @ne of the most
important decisions that companies have to make frequentilated to their replen-
ishment policy. In particular, companies have to decidenieuld be “the best time”
to place an order, and what is “the best quantity” to orderviQisly, the decisions

144
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made have to minimize the likelihood of stock disruptiongr@asing shortage costs to
the minimum.

In this chapter, we propose a cloud-centric platform forgyghain inventory opti-
mization. The proposed platform gathers data related tdymtatems throughout their
life cycle, including that pertaining to the context of thénal purchase by end con-
sumers. The collected data is then compiled and analyzduglpostakeholders in a
supply chain manage their inventories in an optimal way. Btinoal, we mean that
stakeholders aim at balancing two contradicting objestiveamely the objective of
avoiding situations in which a product goes out of stock, #rad of minimizing the
inventory threshold triggering an order of such product.

As a result of the increasing complexity of supply chains #reduncertainty involved
in demand forecasting, the goal of minimizing the likelidaaf stock disruption is not
a simple one to achieve. In this chapter, we propose an st&gjicloud-centric plat-
form aiming at offering “real-time and efficient inventoryamagement” as a service
for supply chain stakeholders, through compilation of memeurate forecasting of the
future demand and other locally observed parameters pdvig supply chain stake-
holders. The offered service first computes the optimal [[esththreshold minimizing
the likelihood of stock disruption, and then it notifies tleeresponding stakeholder to
act accordingly.

As illustrated in Figures.1, the proposed service differs from the conventional lookup
services provided by the Object Naming Service (ON&) §énd Discovery Services
[50, 100, 101], in two aspects:

e First, conventional lookup services, i.e., ONS and Discp&ervices, do not in-
volve one of the most influencing actors in a supply chain, the end consumer.
The proposed platform herein offers end consumers secaoediats where they
can have access to their purchase history, and provideféeeiback and reviews
regarding their purchases. As a result, the platform besameluable channel
for listening to all the actors in the market.
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e Second, while conventional lookup services, i.e., ONS arstd@very Services,
are offering only precise traceability of product items isugpply chain, the pro-
posed platform offers also efficient real-time inventorynagement services to
supply chain stakeholders.
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Proposed Cloud Platform
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Figure 8.1 The proposed cloud platform vs ONS/Discovery Services

Supply chain management can and should benefit from the tiedimapabilities and
resources of cloud computing. Cloud providers offer sterféigfrastructure as a Ser-
vice) and computing power (Platform as a Service and Sof\aara Service) in a cost-
efficient easy-to-access way. This is enabling companiesitsource significant por-
tions of their Information Technology (IT) systems, suctEaserprise Resource Plan-
ning (ERP) systems and Customer Relationship Managem&ijGystems. Email
services and social network services, being a successedtard-based services, repre-
sent an inspiration for our proposed platform.

The objective of this work is to provide supply chain stakdeecs with inventory man-
agement as a cloud service. This is carried out throughefticeplenishment schemes
derived collaboratively among stakeholders, on the bdsisab-time information flow.
This information flow is realized through a cloud-based fplah where all data, re-
garding all transactions (including retail transactiansll supply chains, is stored and
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compiled. Moreover, end consumers can also provide thettfack/review pertaining
to a given product category, which would help in improving tarecasting model.

In the remainder of this chapter, the terms “stock-out”,t“ofistock” and “stock dis-
ruption” are used interchangeably. likewise, the termsémory optimization” and
“inventory management” are also used interchangeably.

8.0.1 Outline

This chapter is structured as follows. Sect&t describes in detail the architecture of
our proposed cloud-centric platform. In Sect®g, we present the inventory optimiza-
tion service offered by the proposed platform. A detailedadigtion of the inherent
probabilistic optimization model is also provided. In Sewt8.3, we present the analyt-
ical evaluation of our proposed inventory optimizationvese. Sectior8.4 concludes
this chapter.

8.1 Proposed Cloud-Centric Platform

In this section, we first introduce the detailed architeztfrour proposed cloud-centric
platform. which will store all information related to eachdaevery transaction in a
supply chain, including transactions carried out by endsoomers. Within a given
supply chain, such information enables each and every Isbéder to be aware of the
order answering rate and the deterioration rate of all iteneas in the supply chain.
Then, we explain how the proposed platform can be extendedaifieedback/review
repository, which will certainly help in improving the farast model.

8.1.1 System Architecture

As illustrated in FigureB.2, three authorities work together to deploy the platform.
Governmental authorities uniquely identify each user,thed associate each user with
a unique household identified by its unique address. Fiah@atithorities associate

each user with their payment cards; debit, credit and pdegeids. Business authorities
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create an account for each company, identified by its own eomprefix B, 124,
so that public EPC data, regarding the product items exathimga supply chain, are
reported on the platform.

A

- ~ -

The set of universally unique identifiers of all potential users: 2 ﬂ - ‘}
U= {up,1 <p < Nu} as
% ™

- e

The set of payment cards:
C={cp,1 <p<Nc}

uuuuuuu

Figure 8.2 Overall architecture of the proposed cloud platform

8.1.2 Consumers’ Transactions and Feedback

As mentioned earlier, users choose to opt-in or out of thegsed platform. Once a

useru decides to create and activate their accaunthey start receiving detailed data

regarding all their purchases, in the form of a documenttéehty,. ;, = (c, r, timestamp, location, L),
wherer denotes the retailer’s identifier,denotes the payment card identifier used by

useru to pay the current purchase, ahdlenotes a soft copy of the receipt of the current
purchaselL = (e;, quantity, price per unit),1 < ¢ < Ny, refers to the list of the EPC

codes of all the purchased items, the quantity, the pricaupier etc. NV, denotes the

number of product items in the receipt

Figure8.3illustrates data reported by the retailers to the clouccbasatform regarding
purchases of the registered users. It also shows how a gssmnconnects to his/her
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account and gets access to all his/her purchases includiaget! receipts, location and
timestamp of purchase, the selling retailer and the card imsgayment.

Users are also invited to provide their feedback, regarthegitems they bought, in
the platform. This information will enable the platform toose products based on the
users’ feedback. Such score will give stakeholders hintk végards to the expected
business trends relating to each product category, andattteaccordingly.

The set of retailers:
R={r,,1<v<Ng}

h retaile} 7v ¢
o ent b

Figure 8.3 Users’ reviews/feedback and transactions reported tolgtfopn

8.2 Proposed Inventory Optimization Cloud Service

In this section, we describe the model of our proposed cluagkd service for real-time
inventory optimization. This service is offered by the fdam presented in Sectidh 1,
which enables each and every stakeholder to be aware of diee answering rate and
the deterioration rate of all its partners within a supplgich The suggested model tar-
gets a global optimization of replenishment policies ostdlkeholders within a supply
chain, in order to minimize their stock disruption likeliuh
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8.2.1 Inventory Optimization Model

In a supply chain, each stakeholder keeps track of its ilovgideterioration rate in order

to avoid stock-outs. Let us consider a supply chain Witstakeholder$sS,, Si, ..., Sy }.
Figure8.4illustrates the parameters of each stakeholder in the ggppin and its rela-
tionship with its immediate supplie;_; and itsN; immediate customefsS}, ;, 57,4, ..., ijl}
in the supply chain.

Stakeholder keeps answering orders initiated byNitsmmediate consumers Upon
reaching the predefined threshold, stakeholdes; initiates an order to its immediate
suppliers;_;.

[ Sin
M

Si—1 S; &

E \;: Average number of items defvered in one wnt oftime I\ ‘ My

u_ 1 Ji: Average numher f’f wnits of time fo answer an order %/
V=" th; Threshold trigerngan e t

Ji-1

Supplier Stakeholder S; ;.“
\ A1

Customers

Figure 8.4 Stakeholder parameters and its relationship to its supgtid customer

8.2.1.1 Assumptions

Our probabilistic model assumes the following:

e All the stakeholders define the same unit of tiliesuch as one week or one
month. Their parameters andu;, 1 < i < N are defined with regards to one
unit of time.

e For each stakeholdef;, the delivery process is a Poisson process with kate
This assumption has been widely adopted in related litexdis3 144. Al-
though in reality a stakeholder would be supplier of moretbae customer, as
illustrated in Figure8.4, the assumption that its delivery process is a Poisson pro-
cess is reasonable. The reason being that the sum of twooR@sscesses of



Efficient Inventory Management as a Service for Supply C8&takeholders using a Cloud Platform 151

rates\; and )\, is a Poisson process with rakg + \,. Hence if Stakeholder
S; answers itsV; consumers orders, each following a Poisson process wih rat
/\{H, 1 < j < N;, then we can assume that it answers all the orders following a

N;
Poisson process with rate = > X/, ;.
j=1

¢ A stakeholderS; has one and only one supplier with regards to a given product
category. Although this assumption may seem strong, itlisestsonable in real
life since companies tend to do business with suppliers vdroanswer their
orders fully, otherwise they would switch to a more reliablgplier. In [L45,
a similar assumption has been made to model a supply chaangame-theory-
based model, with only two agents (players); a retailer asdupplier. Moreover,
this assumption simplifies the optimization model.

e Given an order initiated by stakeholdsy, the inter-arrival time of the corre-
sponding shipment (in terms &f) from its immediate supplief;_; follows an
exponential distribution with arrival rate/p; 1; (1;-1 being the average inter-
arrival time between two successive order shipments tadidy S; ;). This as-
sumptions has also been used in related literatidd] |

8.2.1.2 The Model

We propose a probabilistic model which computes the prdibakinat stakeholderS;
observes a stock-out with regards to a given product cagegght after the threshold
th, is reached, and consequently, an ordex;afnits has been directed to the immediate
supplierS;_;.
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P(SO;)

P(th; items sold be fore shipment is received)

P(Xi,Yi_1 > thz)

h,
P<[(Yi—1§Athi) and (E[Xi,yi,l}é Z>thz’)]
or [(YH >Ag,) and (E[Xi,yi_lmj%thi)])
h.
= P((Yie1<Aum,) and (B[X.y, 10" >th:))
+P((Yio1>Am,) and (E[X,y,_1};>>th:))
h:
= Pia<am,) P(BIX: v, 10" >th:)

+P (Y1 >Athi)'P(E[Xi,Yi_l};rhoio>thi)

_ -+ Ain,
P(Yi1 <Ay,)=1—e #i

LAy,
P(Yio1 > Awy,) =€ rit T

_—1 .
e Fi1 Uy

N th;
E Xy, 3" = / -
[ 73/171]0 o i1
P(E[Xi’yi_l]éhi>thi) =1 P(E[Xﬁyi_l]éhi S thz)

th; k
-1 ﬁ .o M
k!
k=0

where\, = E[ Xy, 5" - \;

(8.1)

(8.2)

(8.3)

(8.4)
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N +oo 1 1,

oo L

Bl Xy, |’ = x - ce M-l dx
thy i1

P(E[X;y, ] > thy) =1 — P(E[Xy, ]2 < th)
th;

(8.5)

wherel, = E[X;y,_,J5>° - A

Using Equations.1, 8.2 8.3, 8.4and8.5, we derive the Equatio8.6 which computes
the probability that stakeholdét observes a stock-out after the thresh@igis reached
and an order is initiated. This probability correspondsprobability that all theh,
items left in the inventory are sold out before a shipmenterseived, in answer to
the previously initiated order. Equatié6 confirms the dependence of the stock-out
probability for stakeholde§; on the parameters;, 11;_; andth;.

P(SO) = | (1= 7T 20y ot A o)

+ [([ﬁﬁmi (1= %{3 _ef)\'u):|
1
Hi—1

(8.6)

— 1 .
e m dr

th;
where), = \; / x -
0

400 1 1,
and)\, = \; - / x - ce Hi-1 T dx
thy Hi-1

8.2.2 Inventory Optimization as a Cloud Service

8.2.2.1 Real-time Statistical Computation of Parameters

Once all the data is gathered in the proposed cloud-bas#dmtedescribed in Section
8.1.1 delivery rates\; are computed real-time for each stakeholdgrbased on the
purchase rate at the level of the last stakeholder in thelgappin; which is the retailer.
Table8.1presents the notations used to compute the purchase rateratailer’s level

Aretailer, USING the cloud platform illustrated in Figu2 and Figure8.3. \,ciqiter IS
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computed with regards to a given categgrpurchased by end users within a time frame
[t1,t2], in & location/;. Equation8.7 computes this parameters, ;, +, 1, = Aretaiter-
The cloud platform uses Equatid7 and Equatior8.6, along with the parameters
introduced by each stakeholder, will enable all the invdlegakeholders in a given
supply chain (The retailer, the distributor, the manufeatuetc.) to find the optimal
threshold.

Table 8.1Decision variables used in Parameter Computation

, IFEPCe; is of product category
f(ei7 y) = .
0, otherwise

1, if EPCe; belongs to listL¢x
0, otherwise

g(ethrlf) = {

1, iftimestampt comes betweety andt,
(l(t, tl, tg) == .
0, otherwise
1, iflocationl belongs to locatiom,
b(l,l) = .
0, otherwise

Equation8.8 illustrates users’ average feedback score of a given ptathtegoryy
within a time framdjt,, ¢5], in a location/;. Such statistic may enable the manufacturer
to predict the product future and hence to make strategisides with respect to the
activity of manufacturing/assembling productMoreover, other retailers will be able
to efficiently predict optimal quantities of produgtto be supplied in the next order,
based on the most recent feedback of consumers.

Other supply chain stakeholders, such as logistics prowjdell also be able to effi-
ciently reschedule their resources (e.g., distributiogks and warehousing space) in
advance based on the predicted orders from retailers, patidm and per time frame.
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8.2.2.2 Real-time Probabilistic Computation of the Invenbry Threshold

For each stakeholdef;, the proposed cloud platform, illustrated in Fig@#€, com-
putes statistically the parametexsand ;. Then, it computes the stock-out prob-
ability using Equatior8.6 for a set of possible values of the inventory threshold until
it finds the inventory threshold for which the stock-out pablity is less than a given
probability thresholgb;, referring to the stock-out probability threshold thakstaolder

S; is willing to accept. The up-to-date optimal inventory ttneld¢h; is then conveyed
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by the cloud platform to stakeholdé¥, in order to update its parameters. This real-
time update of the inventory threshold would enable stakkdn®; to avoid a potential
stock-out.

8.3 Results

For the definitions of the notations used in this sectionyéaeler shall refer to Section
8.2.1.2and Table8.1 Figure8.5and Figure8.6illustrate the stock-out probability in
terms of the threshold triggering an order requéstfor different values of the deteri-
oration rate\;, and for the replenishment rates ; = 0.8 andy,;_, = 1.6 respectively.
On the x-axis, the inventory threshold triggering an orduestth; is given. Both
graphs show that when the deterioration ratancreases while the same inventory
thresholdth; is used, the stock-out probability increases Exponemtidlbr example,
when\; changes fron60 to 70 in Figure8.5 (increase of less thairv%), while keeping
the same optimal threshotd, = 51 computed for\; = 60, u;_1; = 0.8, then the stock-
out probability raises from a valu€ 0.001 to over0.05. The probability increase is of
more thar900%.

Figure8.7and Figures.8illustrate the stock-out probability in terms of the debeaition
rate\; for different values of the inventory threshold triggeremgorder request;, and
for the replenishment rates_, = 0.8 andu;—; = 1.6 respectively. On the x-axis, the
deterioration rate\; is given. Both graphs show that wheh; decreases while the
same),; is used, the stock-out probability increases exponenti&lbr example, when
th; changes fron36 to 28 in Figure8.7 (decrease of less tha&9%), while keeping the
same optimal; = 40 computed forth; = 36, ;1 = 0.8, then the stock-out probability
raises from a valug 0.001 to over0.1. The probability increase is of more tha®00%.

The results show how crucial it is for a supply chain stakéén$; to detect real-time

changes in its own deterioration rate or in its immediatepiap replenishment rate
1i—1. Real-time detection of those changes would enable stéketsoto change their
replenishment policy as soon as possible. Such real-tiaeion allows stakeholders
to avoid abrupt and sharp stock disruption, or at least aviate its effects.
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8.4 Conclusion

In this chapter, we have proposed an integrated cloud phattiffering real-time and
accurate inventory management as a service for supply stakeholders. Using the
parameters loaded by each stakeholder into the platfordysing the data collected by
the platform, the optimization service computes, via a philistic model, the optimal
“inventory threshold”, to be considered by supply chairksteolders in their replen-
ishment policy. By optimal we mean that it minimizes the &tdisruption likelihood,
while minimizing the allocated resources. Analytical lesinave illustrated the ef-
ficiency of the inventory optimization service offered byr quoposed cloud-centric
platform.
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Chapter 9

Conclusions and Future Work

9.1 Conclusions

We conclude this thesis with a brief review of the problenst thave been or may be
encountered in implementing Discovery Services in an lodirenment, with a per-
spective on the future business infrastructure, repreddny the EPCglobal Network.
We also provide an overview of our proposed solutions toghmeblems, each fol-
lowed by a summary of its performance evaluation. Two majoblgems have been
addressed in this thesis. The first problem resolves ardumdedcurity of Discovery
Services. The second problem relates to the efficiency @ftiiscovery Services in
terms of their scalability and query responsiveness. Asking these two problems is
extremely vital for the business infrastructure, givengbasitive nature of the data in-
volved and given the trend of its incessant growth. Likeedlearch work, this effort is
merely a milestone in a never-ending endeavor.

Data exchanged amongst supply chain stakeholders is vasjtise. Unauthorized

access to such data may have a fatal effect on the compe&tsef the targeted orga-
nization, and hence on its survival. Man-in-the-Middleaekls and replay attacks are
examples of security attacks aiming at unauthorized adogs$vate data. DoS attacks
are security attacks in which one or many compromised syssemused to target a sin-
gle system, the goal being to flood its resources in an attéoglisrupt the services it

is offering. We have proposed three security schemes it toduitigate these attacks.

160
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The proposed security schemes aim at detecting suspi@olkigp queries considering
the originator’s business habits, such as the frequenclisftype of queries and the
average number of items processed by the originator in aefirexd period of time.
Detection of suspicious queries is inspired by the weldsd “Anomaly Detection”
approach. Upon receiving a lookup query, two scores are atedpone representing
the probability that this query is “safe” and the other repraing the probability that
it is “risky”. The state with the highest score is considetlkd predicted state. We
have conducted extensive experiments to evaluate our pedpecurity schemes. The
results have shown that our first proposed scheme, consogdavo or more features
to compute the states’ scores (PSA algorithm and PPA algo)jtperform better than
a reference algorithm which takes only one feature into icemation at a time. The
performance have been measured in terms of the detect®rthiatfalse alarm rate and
the accuracy. The results have also shown that our CHMMebsseurity scheme en-
hances even better the detection rate, the false alarmmdtéha accuracy. We have
observed that, in the case the two states (safe and riskyjistieguishable enough,
the CHMM-based security scheme makes great use of its tepoaipabilities of data
sequentiality to perform much better than the referencerdhlgn. Limitations of our
proposed schemes lay in the assumptions made to simpliftptiakels. These assump-
tions need to be loosened or even canceled.

From an architecture standpoint, although a number ofibiged architectures have
been proposed in the literature, both their scalability Hredr responsiveness remain
vulnerable, mainly because of their reliance on non-ctest®r poorly-clustered dis-
tributed architectures. We have introduced and comparedatwhitectures for dis-
tributed and scalable Discovery Services; a Flat Distadutrchitecture (FDA), which
speaks for the majority of the distributed architectures thave been proposed in the
literature so far, and a Hierarchical Distributed Architee (HDA) representing the
core contribution of our work. The performance evaluatias been performed both
analytically and experimentally. The experimental perfance evaluation has been
carried out both through a simulation on Planetsim and arlaion on Planetlab. The
results have shown that HDA is more scalable than FDA, arldotaup responsiveness
is much better. Network scalability has been evaluatednmg¢ehe number of hops
required per lookup query, while lookup responsivenesdbkas evaluated in terms the
time required per lookup query. The assumption made reggutierarchical naming
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of geographical regions is reasonable given that it is dirgzartially satisfied in the
EPCglobal framework.

We have also proposed an extended architecture for the BB&gietwork which has

the ability to connect multiple supply chains forming a mesitwork. The proposed
architecture runs a distributed Discovery Service enghlisers to track any object re-
gardless of its location. Furthermore, it eliminates thechef exposing vital informa-

tion about intra-domain connectivity of the supply chairunherical results have shown
a trade-off between blocking probability and communigattomputing overhead due
to EPC update messages. We have shown that this trade-olfecaddressed by se-
lection of appropriate thresholds in EPC status advergsgmWe have also provided
a queuing analysis of the blocking probability for the EPTafe requests of the EPC-
global network, we have formulated the blocking probapiiit terms of the threshold

and the number of EPCs involved. We have shown that the qgenalysis results

match our simulation results.

Finally, we have looked at the extensibility of Discoveryndees into cloud-centric
services capable of providing supply chain stakeholdetk v@al time and accurate
information with regards to their inventories. To achielisgoal, we have proposed
an integrated cloud platform offering real-time and actaimaventory management as
a service for supply chain stakeholders. Using the paraswé&aded by each stake-
holder into the platform, and using the data collected bypll&orm, the optimization
service computes the optimal “inventory threshold”, to basidered by supply chain
stakeholders in their replenishment policy. By optimal weam that the proposed re-
plenishment threshold minimizes the stock disruptionliliia@d, while minimizing the
allocated resources. Analytical results have confirmedetheiency of the inventory
optimization service offered by our proposed cloud-certatform in allowing stake-
holders to avoid abrupt and sharp stock disruption, or at leaalleviate its effects.
Limitations of our proposed cloud-based framework lay ia #ssumptions made to
simplify the model. These assumptions need to be loosenexkorcanceled.
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9.2 Future Work

In this thesis we spot light on some of the issues resolvimgirad deployment of
efficient and secured Discovery Services in the EPCglobavdiik. The expected
widespread use of the lookup service in the future busin&sasiructure brings up
multiple challenges related to the unprecedented and sao#lg growing amount of
data to be handled, the exponentially increasing frequatashich the service is being
called, and also the exceptionally large flow of highly sewsEPC information. These
challenges define potential perspectives for extendingvouk.

From a security standpoint, our work on query state infezezan be extended in three
different ways. First, although the assumptions made t@kiyrour models are quite
reasonable, it would be interesting to look into loosenmiggeven canceling, some of
those assumptions and then redesign the inference algwriththin an even more re-
alistic settings. Second, other anomaly detection teclasgbased on different models
such as neural networks and Bayesian networks, can be metdssessed. Third, it
would be of extreme benefit to try those security schemes gétiuine datasets col-
lected by genuine supply chain stakeholders in a realistingjs. This would put the
proposed security schemes to the ultimate test which wawldge final insights with
regards to their assessment, and hence to their usabilttyeifuture business infras-
tructure.

Our work on the architecture design aspect of Discoveryi€eswan also be extended
in at least two ways. First, in our proposed hierarchicatriisted architecture, the
number of messages exchanged needs to be minimized to redered network over-
head. One way to achieve this is to piggyback multiple messagginated by a given
P2P network in one inter-level exchanged message. Seceamjndof Discovery Ser-
vices needs to be more cloud-oriented in order to benefit thenunlimited capabilities
and resources of cloud computing. Email services and soeiafork services, being
success-story cloud-based services, represent an itepitar such cloud-oriented de-
sign.
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