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Abstract

This study is concerned with the reliability analysis of commonly used repairable
and non-repairable redundant systems (with common-cause failures) such as parallel,
k-out-of-n and standby with identical and non-identical units. Formulas for steady
state system availability, system reliability and system mean time to failure are devel-
oped. The variation of steady state system availability, system reliability and system
mean time to failure with common-cause failures is shown by means of plots for the
above mentioned configurations. This study clearly shows that the occurrence of
common-cause failures has a negative effect on system reliability parameters.
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Chapter 1

Introduction

Modern technology has generated a tendency to design and manufacture equipment
and systems of greater sophistication, complexity and capacity. Serious implications
of unreliable behaviour of equipment and systems have led to the desire for higher
reliability. Thus, reliability has become one of the vital ingredients in system planning,
design, development and operation. Redundancy plays a dominant role in increasing
3 system's reliability, especially where the system reliability must be greater than that
of the components used.

In classical reliability modelling, it is assumed that the redundant units fail inde-
pendently. However, in a complex redundant system, the occutrence of common-cause
failures easily violates the assumption of independent failure of redundant units. A
common-cause failure is defined as any instance where multiple units fail due to a
single underlying effect. When this type of failure occurs, all other failures are trig-
gered to constitute a complete system failure. Some of the reasons for the occurrence
of common-cause failures are design deficiencies, operator and maintenance errors,
operating environment, and external catastrophe. A reliability analysis of redundant
systems which does not take into consideration the occurrence of common-cause fail-
ures may lead to optimistic prediction in system reliability.



1.1 General Overview of Common-cause Failures

Generally, in the reliability analysis of any complex engineering system an often sig-
nificant and sometimes dominant aspect is a phenomenon that is commenly known
as 'Common-cause Failure’. The term Common-cause Failure (CCF) is widely em-
ployed in the technical community to describe events involving multiple failures that
are the result of the same (single) cause. Equipment redundancy, which has been a
long-standing practice to avoid system and function level failures, is a potential victim
of this kind of event. This is because in a redundant system it cannot be assumed
that the alternate channels of the system, or of its sub-systems, are completely inde-

pendent. If such an assumption is made, it leads to unrealistic and optimistic values
of predicted failure probability.

An important feature that makes common-cause failures hard to guard against is
that the original connection between the particular units that failed almost in unison
may not be obvious at first sight. The fundamental defect that brought about the
common-cause failure of two or more units may have arisen in the design phase of
the equipment or the system. It may be due to unsuspected interdependence between
various subsystems or components in a system where safety was sought by building in
redundancy. Due to this uncertainty there is a definite requirement for further study of
this reliability aspect, which has become more onerous as the need for systems having
high reliability has increased.

We have seen an explosive trend in technological evolution and complexity, (e.g.
space crafts, computerization, power production and distribution, automization etc.)
where the consequences of failure can become catastrophic and create international
concern. One facet of this problem has received considerable attention recently. This s
the possibility that product or mission failure may occur due to some form of ‘common-
cause’ - that is, the simultaneous loss of muitiple redundant paths due to an underlying
common mechanism, fault, or phenomena. In such instances the avoidance measures
may be the very victims of such an occurrence.,

Systems using redundancy techniques can tolerate a certain number and/or types
of failure while continuing to maintain the required relationship between input and out-

[N



put conditions. This is so when the failures of individual components are independent.
However, since the assumption of statistically-independent failure of redundant units
is easily violated in practice, it is necessary to include the occurrence of common-cause
failures in the reliability analyses of “edundant systems

1.1.1 Definition of a Common-cause Failure and Possible
Reasons

A common-cause failure is defined as any instance where multiple units or components
fail due to a single underlying effect. Some of the reasons for the occurrence of
common-cause failures are

1. Equipment Design Deficiency : The failures included under this category are
those which may have been overlocked during the design phase of the system
and may be due to interdependence between the electrical and mechanical sub-
systems of a redundant system.

2. Operations and Maintenance Errors : Improper maintenance, improper adjust-
ment or calibration, and carelessness are some of the reasons for this type of
failure.

3. Functional Deficiency : Inadequacy of designed protective action and inappro-
priate instrumentation are the prime reasons for functional deficiency.

4. Common Manufacturer : The same design or fabrication errors may be present
in all the units of the redundant system if they are procured from the same
manufacturer, resulting in a potential common-cause failure.

5. Common External Power Source : The failure of all the units in the redundant
system may be due to a common external power source.

6. External Normal Environment : Examples of typical extremes of environmental
conditions which could cause common-cause failures are temperature, pressure,
humidity, moisture, vibration, acceleration, stress, corrosion, and contamination.

7. External Catastrophe : In addition to the man-made sources, common-cause
failures can be caused from natural phenomena to which the general environment
is subjected. Examples of events that can cause common-cause failures, are fire,
flood, earthquake, tornado, explosion, missiles, and chemical sources.



In some cases, instead of a total redundant system failure, which is the extreme
case, the common cause may produce a less severe but comman degradation of the
redundant units. This might result in an increase of the joint probability of failure of
the units. In this degradation state, the redundant unit may fail at a time later than the
first unit failure. However, the second unit failure is considered to be dependent and
coupled to the first unit failure. Comprehensive lists of literature on common-cause
failures are presented in Refs. [53, 85].

1.2 Literature Review

General system reliability analysis assumes “independence” of the system units and
purely random failure processes. These assumptions are very helpful because of the

easy probabilistic calculations they make possible. However, these assumptions are
very far from reality.

The unavoidable existence of more or less hidden dependency structures is the
limiting factor which impedes a system to achieve unlimited reliability. The awareness
of this problem and the need to implement adequate defenses in a system against the
occurrence of common cause failures have encouraged several proposals for analysis
. procedures and mathernatical models. A discussion of the models presented by various
researchers is given below.

Epler, E.P. {100}, in one of the earliest publications (1969), emphasized that if
both the control system and the instrumentation fail in a nuclear power plant, a po-
tentially hazardous situation exists. Similar, and particularly identical instruments, are
susceptible to such common failure modes. Examination of simultaneous failure inci-
dents in the reactor protection systems indicated that the use of identical channels of
instruments was only marginally acceptable for protection alone. ldentical channels in
both the protection and control systems are unacceptable if protection against failures
of the control channels is provided solely by the identical channels in the system.

Jacobs, .M. [154], in 1970, emphasized the importance of taking into account
common-cause failures for the analysis of system reliability. He described how a study
was organized and ground rules were formulated in the common-mode failure study of



a reactor protection system at General Electric. He classified the reasons for commeon-
mode failures as

functional deficiency

e maintenance error

design deficiency

external event.

The 1970s saw a steady increase in the number of publications addressing common-
cause failures, indicating a growing concern in the increase in probability of failure due
to CCF events.

Gangloff, W.C. [117], in 1972, explained the causative factors for common-cause
failures and the possible preventive measures in order to emphasize that common-cause
failure analysis is ‘in’. Fleming, K.N. [103] presented a method for computing the re-
liability of redundant safety systems, considering both the independent and common
mode types of failure, in 1975. The probability of failure of a typical diesel-generator
emergency power system was computed and compared with the reliability predictions
based on the assumption that all failures were independent, and the comparison showed
a remarkable increase in the probability of system failure when common failure modes
were considered. A study of the analyses on the causes and consequences of failure
mode on abnrormal occurrences submitted to United States A:omic Energy Council
(USAECQ) was presented by Taylor, J.R. [211] in 1975. This study indicated that a
large portion of failures involved design, installation and operation errors, and an un-
expectedly large portion of incidents involved muitiple failures.

Gangloff, W.C. [118], in 1975, summarized the reliability techniques to include
multiple failures from a common-cause using qualitative extensions of both the fault
tree and reliability block diagrams. He observed that existing methods were qualitative
in nature in addition to being preventive rather than predictive in nature. He extended
the categories of common-cause failures and possible preventive measures from his
earlier paper [117]. Taylor, J.R. [212], in his report, in 1975, gave the classification
of common mode or coupled failures based on the data from abnormal reports on
nuclear reactors. Apostolakis, G.E. [6], in 1976, proposed a theoretical investigation
of the importance of common mode failures on the reliability of redundant systems.



The failures were assumed to be due to fatal shocks like earthquake, explosion ete.
He also emphasized that since most reliability analyses of redundant systems do not
include potential common-cause failures in the probability calculations, more sophis-

ticated methods of analyses are required. because common-mode faitures cannot be
ignored.

Hayden, K.C. [133], in 1976, discussed a broad category of failure mechanisms that
can cause common-mode failures in nuclear plant redundant systems and other high-
reliability systems. Several categories of multiple failure mechanisms were proposed
for reducing the probability of common-mode failures. He separated common-cause
failures into component and systematic failures, and categorized them in terms of
generic failure mechanisms. Worrell, R.B. and Burdick, G.R. [235], in the same year,
discussed the qualitative evaluation of the system logic models and the advantages
inherent in qualitative analysis. The common-cause analysis for studying the effect
of common-causes failure on system behaviour was explained through the use of a
computer program called COMCAN.

Dhillon, B.S., Proctor, C.L. [73], in 1977, discussed the reliability hazard rate and
mean time to failure for parallel, k-out-of-n, parallel-series and bridge networks of two
state identical components subjected to common-mode failures. It was shown from
the plots that there would be a significant increase in the probability of redundant
system failure when common-mode failures were considered. It also compared the re-
liability of independent and common-mode failure networks to the reliability obtained
from conventional independent failure mode network.

In 1977, Epler, E.P. [99] discussed diversity and_periodic testing in protecting
against common-cause failures. He cited ten examples where diversity and frequent
periodic testing would not assure success. It was also noted that out of ten failures
only one was a common-cause failure discoverable by periodic testing. Wagner, D.P.,
Cate, C.L., Fussell, J.B. [224] proposed an extension of the existing methods of com-
puter aided common-cause failure analysis by allowing analysis of the complex systems
often encountered in practice.

Jolly, M.E., Wreathall, J. [159], in 1977, described the principles adopted by the



United Kingdom Electricity Board in tackling the hazards of common-mode failures in
reactor safety equipment. It was pointed out on similar lines to [99] that diversity is
not an absolute measure, but one which has varying degree of depth. It was concluded
that there 1s no objective way of establishing the probability of common-mode failure

for nigh integrity equipment and there is no substitute for the use of engineering ex-
perience in depth.

In 1978, Dhillon, B.S. [61] presented an optimal preventive maintenance policy
for a system with common-cause failures using Markov technique for both parallel
and k-out-of-n configurations. In the same year Johnson, J.W., Vesely, W.E. [158]
used Marshall-Olkin based approach to estimate common-mode probabilities using the
recorded failure data, thereby showing the importance of the usage of current data
sources in identifying and quantifying common mode failure probabilities. Easterling,
R.G. [94] discussed three types of statistical dependence involved: dependence among
failure events themselves, dependence of failure events on the conditions under which
an item is asked to perform, and dependence among these conditions. He also pointed
out that many statements about common-mode failures have either been omitted or
blurred with respect to these distinctions. Fleming, K.N., Raabe, P.H. [109] compared
three methods to predict the reliability characteristics of redundant systems subject to
independent and common-cause failures using Markov models, and showed that the
beta factor method is theoretically consistent with alternative approaches. Dhillon,
B.S [56] in the same year presented a mathematical model to find the availability of
a two non-identical units system with common-cause failures and also [55] presented
formulas for system mean life, variance of time to failure, hazard rate and reliability
of parallel, k-out-of-n, parallel-series 2nd bridge networks with common-cause failures.
These formulas were for identical components characterized by Weibull time to fail-
ure density function and was an extension of [73]. Another article by Dhillon, B.S.
[54] presented a repairable k-out-of-n three state device network Markov model with
common-cause failures, in which a device was said to be a three state device if it op-
erated normally in its operational mode, but failed in either opened or short (closed)
modes.

Watson, 1.A. in 1979 [228] introduced the limitations of reliability assessment with
particular reference to common-mode failures by taking the major findings of NCSR's
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(National Council for Safety Research) as a means of bringing focus and perspective
to bear on the subject. Heikkila, M. [135] reviewed some of the requirements that a
common-mode failure should fulfill and presented a mathematical model for common-
mode failures. In the same year, Smith. A.M. [205] critically reviewed the common-
cause failure definitions and the inclusion of some types of secondary and/or cascade
fatlures as common-cause failures. Chung, W.K. [36] presented a model representing a
N-unit redundant system of three state devices with common-cause failures. Dhillon,
B.S.. et. al. [84] derived formulas for system reliability, MTTF and system hazard
rate for a redundant system with 4-units in parallel. Watson, |.A., Edwards, G.T. [230]
tried to rectify the lack of a uniform and comprehensive definition for common-cause
failure by proposing a definition to explicitly summarize significant characteristics of
common-cause failures. They also proposed a classification system for common-cause
failures. In the same year, Chung, W.K. [42] extended his earlier work [36] to include
k-out-of-n redundant system with replacement and common-cause failures. He also
presented equations for steady-state probability, system availability, and frequency of
encountering a particular state. Dhillon, B.S. [60] presented two detailed models, one
with two identical three state redundant system and the other with two non-identical
two state active unit parallel system with common-cause failures. The same researcher
presented [53] an extensive bibliography on common-cause failures from journals and

conference proceedings. The period between 1965-1978 was covered in this publica-
tion.

During 1980, after much debate about a universally accepted definition for com-
mon cause failures, leading to a divergence of interpretation and confusion that ob-
scured meaningful progression in common-cause failure analysis, Smith, A.M. and Wat-
son, LA. [206] identified a broad spectrum of definitions used by various researchers
on common-cause failures and proposed a new definition. On the same lines Watson,
lLA. [226] described the historical concepts of common-cause/mode failures and their
recognition, leading to the discussion of present day high reliability system manage-
ment, design, maintenance and operation. Vaurio, J.K. [215] developed analytical
equations for the unavailability of m-out-of-n systems, after taking into consideration
common-cause failures and failures that escape detection by regular periodic tests. An
overview of a unique approach developed to address susceptibility of electrical con-
trol systems to combined multiple failures of components and operators was given by



Rankin, J.P. [195].

Hudson, J.M. and Jean. G. [149] in 1981 proposed a methodology for the predic-
tion of accident sequence probabilities involving hazardous operations resulting from
the events that can cause simultaneous failures of several systems whose random fail-
ures would otherwise be independent. Rankin, J.P. [194] extended the principle [195]
to identify the susceptibility of redundant systems to specific common-cause failures.
Singh, C. [200] analyzed a TMR (Tripler Modular Redundancy) computer configura-
tion and showed that the effect of repair and common-mode failures on the reliability
and mean up time of the system are significant. A mathematical model for predict-
ing the reliability of a non-identical three state active units redundant system with
common-cause failures and one standby unit was developed by Chung, W.K. [37].
Dhillon, B.S. [58] presented an availability analysis of a two identical unit redundant
system where each unit could fail in n-mutually exclusive failure modes. Govil, A.K.
[123] investigated the reliability of a stand-by-system which experiences dual failure
modas: first, failure resulting from the change in operating characteristics, and sec-
ond, “ilure resulting due to common-cause, Chung, W.K. extended his model [37]
to accommodate K-out-of-N:G redundant system with common-cause failures in [38].
Billington, R., et. al., [25] analyzed and compared several possible common-cause

outage models and discussed the effects of common-cause failure rate and repair rate
' on system reliability. The same researchers [22] combined the effects of common-mode
failures and adverse weather conditions on system reliability.

In 1982, Singh, C., Reza Ebrahmian, M. [201] extended their earlier model [202]
and discussed modeling of common-mode failures in the reliability evaluation of trans-
mission lines. Specifically, the effect of probability distribution of state residence times
on reliability indices were investigated. Govil, A.K. [122] considered a complex system
comprising of two types of systems. Type | consisted of N components in series and
type |l consisted of standby redundancy. It was also taken into consideration that
a standby redundant unit may fail due to completed shelf-life. Two types of failure
modes were considered one due to performance characteristics and the other due to
common-cause. Under these conditions the availability of the system was investigated.
In the same year Dhillon, B.S., Natesan, J. [72] presented a stochastic model which
represented 'n’ number of active redundant pulverizer system with common-cause fail-



ures,

Hirschmann, H., Nicolescu, T., Weber, R. [147], in 1983, proposed a model for
the steady state unavailability of a k-out-of-n system with constant transition rates,
with total repair from every failed state and a common-cause transition into a totally
failed state due to common-mode failures. Matsucka, T. [171] constructed a model in
order to treat the effects of extreme environmental conditions and the common-mode
failure on system reliability. In this model, he considered the failure rate as a function
of cause, of severity of cause, of cause acting duration, as well as the failure mode.
Virolainen, R. [220] discussed a connection between common-cause failures, statistical
independence of components and the calculation of uncertainty, He also compared
this idea with the statistical correlation model of Hartung, J. [132]. Platz, . [187]
presented a Markov modet for common-cause failures and showed that his model cov-
ers several of the models that have been used to describe dependencies between the
failure of components in redundant systems. Some results of the study, sponsored
by the Electric Power Research Institute to develop an improved data classification
scheme were summarized by Fleming, K.N. et. al. [108]. In addition, this study pro-
vided insight to the importance of interface between data analysis and common-cause
modeling. Evans, M.G.K,, Parry, G.W., Wreathall, J. [101] discussed the problem of
quantitative treatment of common-cause failures. In relation to the data available,

two models of common-cause failure were discussed with respect to estimating model
parameters.

In 1984, Goel, L.R., Gupta, R. Singh, S.K. [120] computed several reliability char-
acteristics from their model, which was composed of two non-identical active parallel
units with one cold standby. In addition, each unit was assumed to have N components
with each having a constant failure and repair rates. This model was a generalization
of the model presented by Dhillon, B.S. [59]. Chung, W.K. [35] presented the reliabil-
ity analysis of a K-out-of-N:G redundant system with M units acting as cold standby
with 'r’ repair facilities and common-cause failures. Natesan, J., Jardine, A.K.S. [18]]
studied a single-server n-unit active redundant pulverizer system with common-cause
failures on similar grounds as that of [72] but under the assumption that the repair
times distribution was general, while the failure time distribution was exponential. In
another interesting paper by Heising, C.D., Guey, C.N. [137] the difference in results
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that can arise from applying the beta factor method and multiple dependent fraction

method for calculating the system unavatilability due to common-cause failures was
demonstrated.

During 1985, Games, A.M., Breewood, M., Amendola, A., Martin, P., Keller,
A.Z. [115] investigated the data from the European Reliability Data System (ERDS)
for common-cause failures in nuclear power plants and demonstrated that different
types of common-cause failures necessitated different search algorithms. Garg, R.,
Goel, L.R. [119], in one of the rare cost analysis papers, presented a mathematical
model to predict the cost involved to run a n-component single unit system which could
fail in n-mutually exclusive ways or due to a common-cause. Bickel, J.H. and Caivano,
J.D. [21] provided a model for common-cause failure point estimates for usage in fault
tree quantification. The European Reliability Data System’s component event data
bank was further investigated by Games, A.M., Amendola, A., Martin, P. [114] for
common-cause failure analysis. Based on this experience a classification system was
also proposed, defining multiple failure event space, wherein each category defined
causal, modal, temporal and structural links between failures, thereby showing that
the classification scheme and the search algorithm are useful organizational tools in
common-cause failure studies. Page, R.J., et. al. [182] discussed the steps followed to
tdentify the effect of common-cause initiators which could affect the functioning of a
triply redundant reactor scram system {R.5.5) and to subsequently modify the design
of the R.S.S. so that the effect is minimized. In the same year, Virolainen, R. [221]
discussed the comparison of Fleming, K.N.'s 3-factor method [103] and Hirschberg,
S. [143] on similar lines compared the methods for quantitative analysis of common-
cause failures. Guey, C.N., Heising, C.D. [126] focussed on the application of inverse
Stress-Strength Interference (ISST) technique for estimating common-cause failure
probability and this method was compared with other commonly used models.

Pulkkinen, U., Hirschberg, S. [145], in 1985, compared the studies concerned with
the estimation of common-cause failure contributions for systems of large diesel gen-
erators used in nuclear power plants in the United States, Finland and Sweden. The
article described the discrepancies and similarities among the results and also provided
possible reasons for the discrepancies. Wright, R.1. [239] examined the examples of
common-cause failures in practice and suggested how they can be modelled for relia-
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bility studies. The results of a survey of common-cause failures in redundant industrial
computer systems showed that common-cause failures rates are much higher than is
generally expected in hardwired systems. Sharma, G.C., et. al. [199] studied a two
unit (identical) parallel system which facilitated preventive maintenance and two types
of repair, those being, regular and occasional, with common-cause failures. In the same
year Dhillon, B.S., Rayapati, S.N. [74] presented two Markov models for evaluating

the reliability and availability of two unit (non-identical) parallel system with human
errors and common-cause failures.

In 1986, Fleming, K.N., Mosleh, A., Deremer, R.K. [106] discussed the advances
made in the development of a systematic approach for incorporating common-cause
events in reliability evaluations. They also described a general frame work for system
level common-cause failure analysis. In the same year Atwood, C.L. [11] presented the
Binomial Failure Rate common-cause model for estimating the rate of simultaneous
failure of more than one component of a system and showed how the important param-
eters are estimated. The statistical and computational ideas were emphasized in this
article. Yun, W.Y., Bai, D.S. [243] considered the problem of finding out the optimum
number of units (redundant) needed in a parallel system with common-cause failures.
Using cost models considering both common-cause as well as random failures, it was
shown that the number of redundant units for minimizing the expected cost rates were
finite and unique. It was also shown that the presence of common-cause failures tend
to reduce the optimum number of units using the expected cost rate as the criterion
for optimization. Dhillon, B.S., Rayapati, S.N. [77] proposed four different Markov
models for performing reliability and availability analysis of three unit redundant sys-
tem with common-cause failures and human error. Harris, B. {130] described various
stochastic models for common-cause failures modelled by researchers and proposed a
model for common-cause failure along the lines of stress-strength models in reliability.
This model was an extension of common-load model of Mankamo, T. [166] and [167],
in addition to being reiated to binomial failure rate model.

Dhillon, B.S., Rayapati, S.N. [76] in 1987 presented two models representing re-
dundant systems with common-cause failures, human errors and partially energized
standby systems. The effect of varying human errors and common-cause failures on
system reliability, mean time to failure and steady state probabilities were also demon-
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strated by means of plots.

Chung, W.K. [40] proposed a mathematical model for repairable parallel system
with standby units involving human errors and common-cause failures. Because of
the need for a standard method for treating common-cause failures, so that a consis-
tent approach could be followed, Martin, B.R., Wright, R.1. [170] proposed a model by
combining the J-factor model with limiting values so that the model fulfills the require-
ment of acceptability, applicability, flexibility and consistency. The MOCUS-Bacfire
Beta Factor (MOBB) code developed for fault tree analysis was illustrated by Heising,
C.D., Luciani, M. [138] to be superior to other common-cause procedures. [n the
same year Humphreys, R.A. [152] allowed for the estimation of a Beta factor through
his model which was intended to aid both design and assessment. The mathematical
model of Mahmoud, M., Mokhles, M.A., Saleh, E.H. [165] applied the supplementary
variable technique to investigate a mathematical model for a system with non-identical
parallel redundant active units with a cold standby and with common-cause failures,
This model was an extension of a similar model developed by Dhilion, 8.S. [60] but
with a difference in the repair policy. It was assumed that whenever a unit fails it
would be repaired unlike in [60], where repair was carried out only when all the units
including the standby unit failed.

In the subsequent year, 1988, Hokstad, P. [148] dealt with modeling of common-
cause failures in redundant systems. He proposed a new parametric model for common-
cause failures, denoted as the Random Probability Shock (RPS) model. He also dis-
cussed two of the well known models for common-cause failures, the 3-factor and
Binomial Failure Rate model, and evaluated their applicability and shortcomings. It
was also shown that the 3-factor and Binomial Failure Rate models were special cases
of the RPS model. In the same year Dhilion, B.S., Rayapati, S.N. [75] presented
three stochastic models representing standby redundant systems with common-cause
failures.

In 1989, Singh, J. [203] formulated a problem using supplementary variable tech-
nique for a system with N operating units and M warm standby units having 'r’ repatr
facilities. The system under consideration was assumed to fail either when there was
a common-cause failure or when there were only K-1 good units. A trinomial failure
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rate model that allowed careful and elaborate treatment of common-cause failures was
developed by Han, S.G., et. al. [129]. The trinomial failure rate model was developed

to explicitly analyze ambiguous events such as partial failures, incipient failures, and
potential failures.

Chung, W.K. {41] presented a reliability analysis of repairable and non-repairable
systems with N redundant units, '’ repair facilities and common-cause failures. In
the same year Dhillon, B.S. [70] presented a stochastic analysis of a parallel system
with common-cause failures and human error which are critical, and Yuan, J., et. al.
[242] evaluated an efficient method to calculate system reliability with common-cause

fatlures when the system and its associated class of common-cause failures were both
arbitrary,

Dhillon, B.S., Viswanath, H.C. [85], in 1989, presented an extensive list of selec-
tive publications on common-cause failures covering the period between 1965-1989.
This publication included those references in [53]. The same authors presented [86]
the common-cause failure analysis of a two identical unit redundant system using
Markov state space technique. The system reliability, steady-state availability, mean
time to failure and variance of time to failure formulas were presented. In addition,
system reliability, availability, and mean time to failure plots were shown. Furthermore,
a common-cause failure analysis of a two non-identical unit parallel system was pre-
sented [87] by Dhillon, B.S. and Viswanath, H.C. The expressions for system reliability,
time dependent system availability, and system mean time to failure were developed
and it was shown that common-cause failures have a negative impact on system reli-
ability by means of plots.

The same authors, in a recent publication, [88] presented three newly developed
Markov models for identical unit parallel, k-out-of-n and standby arrangements. Gen-
eralized expressions for system reliability and mean time to failure were developed. In
addition, the variation in system reliability and mean time to failure with common-
cause failures was shown. Dhillon, B.S., Viswanath, H.C. in their publications [86],
[87] and [88] assumed, unlike the earlier researchers, that a common-cause failure can
occur when the system is in any one of its good states,
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1.3 Objectives

The main objective of this study is to analyze the effects of common-cause failures
on system availability, system reliability, and system mean time to failure. To meet
this objective three of the most commonly used repairable and non-repairable systems,
such as, Parallel, k-out-of-n and Standby are considered. Detailed reliability analyses
using IMarkov state space technique has been carried out both when the system is
comprised of identical units as well as when they are non-identical.

The following is the main difference between the models considered in this study
and those proposed by previous researchers :

o The models proposed by previous researchers consider the occurrence of common-
cause failures only when at least two units in the system are good. The models
which are analyzed in this study consider the common-cause failure to occur from
any good system state, that is, a common-cause failure can occur itrespective
of the number of good units in the system.

Under the above mentioned condition, generalized expressions for system reliability
and system mean time to failure have been developed for identical unit parallel, k-out-
of-n and standby systems in addition to the non-identical unit standby system. Since
the number of terms become too large for non-identical units parallel and k-out-of-n
systems, generalized expressions have not been developed for these cases. However,
specific cases have been considered under these configurations. Furthermore, the
variation of steady state system availability, system reliability and mean time to failure
with common-cause failures is shown by means of plots for all the models.



1.4 Organization of Study

This study is presented in 6 chapters.

Chapter 1 gives a brief introduction to common-cause failures and presents the
literature review.

Chapter 2 is concerned with the reliability analysis of repairable and non-repairable
parallel system with identical as well as non-identical units. In addition to the gener-
alized expressions for system reliability and mean time to failure, specific case models
are also presented in this chapter.

In Chapter 3 a repairable and non-repairable k-out-of-n system is considered and
the effects of common-cause failures on such systems are studied. Generalized expres-
sions for system reliability and mean time to failure are developed and specific case
models such as (n-1)- out-of-n and (n-2)-out-of-n are analyzed.

Chapter 4 deals with both repairable and non-repairable standby systems. Expres-
sions for system reliability and mean time to failure are presented for both identical

unit as well as non-identical unit standby systems.

Chapter 5 discusses the results of Chapters 2, 3, and 4. The constants associated
with the various models are defined in Appendices A, B and C.

Chapter 6 gives a list of most of the references on common-cause failures pub-
lished between 1965 and 1989.
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Chapter 2

Parallel System

This system represents a redundant unit network whose active units are connected in
parallel. This means that if any one of the components fails, the system would still
operate successfully. In other words, at least one component is required for the system
success. This type of redundancy is widely used in industries. A typical example of
such a system is an aircraft whose two independent active engines, enable it to fly
normally when at least one engine is functioning successfully. The reliability analysis of
such a system with identical as well as non-identical units with common-cause failures
is presented in the proceeding sections.

2.1 Identical Unit Parallel System

This section presents the reliability analysis of a repairable as well as non-repairable
identical unit parallel system using Markov state space technique. At time ¢ = 0 all the
units start working simultaneously. At least one of the units must function normally to
ensure the overall system success. The failure rate of each unit is independent of time.
Furthermore, the occurrence of a common-cause failure can cause the total system to
fail. A common-cause failure can occur when the system is in any one of its operating
states (eg. 0,1,2,...,n ~1).

The following repair policies are considered in the analysis of identical unit parallel
system :

1. Type | Repair : In this type of repair policy, in addition to the partially failed (1
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unit failed, n-1 units operating: 2 units failed, n-2 units operating etc.) system
being repaired to its previous state and to state (), the completely failed system
is also repaired back to state 0. Furthermore, the completely failed system due

to the occurrence of a common-cause failure at state 1 is also restored back to
state n (n=1.2.3..... n—=1).

. Type [l Repair : Under this repair policy the partially failed system (1 unit

failed, n-1 units operating; 2 units failed, n-2 units operating etc) is repaired
to its previous state and to state 0, but the completely failed system is never
repaired.

Assumptions

The following assumptions are associated with all the models under this configu-
ration :

1.
2
3.
4

5
6
7
8

The system has n identical and active units.

. A system can fail either due to a common-cause failure or other failures.

Common-cause and other failures are statistically independent.

. A common-cause failure can occur irrespective of the number of units operating

in the system,

. The system is said to be down when all the units in the system are non-operative,
. Common-cause and other failure rates are constant.
. Repair rates are constant.

. A repaired unit is as good as new.

Notation

The following symbols are associated with all the models under this section :

n Number of units in the system.

t time,

A Constant failure rate from the (i — 1)** system state;
fori =1,2,3.....n.
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st

I8 Constant repair rate from the
for/ = 1.2.3.....n.

system state;

T Constant repair rate from the /" system state to system
state ; for s = 2.3.4.....n.

Hevar Constant repair rate of the failed system
from state n + 1 to state /; for 7 = 0.1.2,.... n—1.

Nevs Constant common-cause failure rate of the system from state
iifori=0.1.2.3..... n—1.

J J" state of the system for j = 0.1.2.3,.... n+1.

pi(t) Probability that the system is in state j at time
t,for j=0.1.2.3..... n+1.

R(t) Reliability of the system in [0.1].

Laplace transform variable.

tr,

CCF . Common-cause failure.
MTTF  System mean time to failure.

AV, Steady state system availability.

UV Steady state system unavailability.

p;(t) Derivative of p;(t) with respect to time
t:for j=0,1.2..... n+1l.

Pi Steady state probability, that the system is in state i;
fori=0.1.2,....n+ 1.

2.1.1 Parallel System With Type I Repair

The state space diagram for an Identical unit paraliel system is shown in Figure 2.1.
The numerals plus a letter in the boxes of the figure denote the system state numbers.

The corresponding differential equations for the model described in Figure 2.1 are

Po(t) = —(Ar + Ae) )polt) + mapr(t) + D sioPi(t) + pey Prr(t) (2.1)
=2
p1(t) = Apo(t) = (g1 + A2 + AL )pi(t) + p2pa(t) + peaPraa(t) (2.2)

p(t) = Apraa(t) ~ {l‘ra + gy + Ay + /\cr+1}Pr(t) +
(ttre1)Praa(t) + (Hepys )Praa(T) (2.3)

19



Hyup

Hip-1)0
¢P120

2 Units ln-l
Failed —

n-1 Units
Failed

Alln Units | M 1 Unit

Working H Failed
< m

1

All Units
Failed

]

l“ln n

1]

<

System
Failed Due
to C.C.F.

Figure 2.1: State Space Diagram for a n Identical Unit Parallel System



forr =2.3.4.....n -1

Prlt) = Aapacy (1) = (pry + g, pait) (2.4)

n—1 n
I}'l+l(t} = Z '\c,.;g[’a(” - {z.“c.}l’n-.-l(” (2-5)

=1 =1

At time t = 0, py(0) = 1 and all other initial condition probabilities are equal to
zero.

By setting the derivatives of Equations (2.1) — (2.5) equal to zero and utilizing
the relationship ¥4 p; = 1 lead to the steady state probabilities.

The steady state system availability and unavailabilities can be determined by
using the following expressions :

n=1
-"u";a = ZP;

rd

n+l

UV, = X pi

i=n

The steady state system availability plots for specified values of model parameters
(from special case models) are shown in Figure 2.2. The plots show that the steady
state system availability increases with increase in number of units in the parallel sys-
tem. In addition, it may also be noted that an increase in common-cause failures
results in a decrease in steady state system availability. The plots of steady state
system unavailability are shown in Figure 2.3.
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Special Case Model I

Setting n = 2in Figure 2.1 results in the following system of differential equations
for a 2 identical unit parallel system ;

M) = =(\ + Ac Wl t) = ppy (1) + pragpa(t) + fo it (2.0)
Pi{t) = Npol#) — (g + No + N)p(t) + papal8) + pie () 2.7)
pAt) = Aepi(t) = (g2 + prao)palt) ‘ (2.8)
Palt) = Aqpolt) + Ao pa(t) = (pre, + e )palt) (2.9)

At time ¢ = 0, py(0) = 1 and all other initial condition probabilities are equal to
zero.

By setting the derivatives of the above equations equal to zero and by using the
relationship 30, p; = 1. we get the following steady state probabilities :

o Aaftan + fle ity < P 2+ feaiti 2o F fle 11 f20
D,

Flay Aeafl2 + fley Acaflag + ftey Aatizg

D, (2.10)

o

where the constant D, is defined in Appendix A.

_ (2 p20)( Ay + Ac e + Migiey )
1 —
Dy

= /\'.’.(Al#cz + ’\czﬂc: =+ ’\I.“a )
D,

P2

_ /\q.uhu2 + ’\-:1 it20 + Ay Aagio + /\c;’\c;#z + Ay A ttan + Mde 2 + Md it
= D,

The system steady state availability and unavailability are given by

AV, = po+nm (2.11)
UV, = pat+pa (2.12)
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The plots for the Equations {2.11) and (2.12) for specified values of model param-
eters are given in Figures 2.4 and 2.5 respectively. It can be clearly seen {-om the plots
that the steady state system availability decreases with increasing values of common-
cause failures. It can also be noted that the steady state system availability increases
with an increase in the repair rate. The increase in steady state system unavailabil-
ity with increase in the number of common-cause failures can be noted from Figure 2.5,



Special Case Model 11

The following system of differential equations is obtained by setting n = 3 in
Figure 2.1 :

Polt) = =(\y + '\.-, ol Y 4+ () + praapa(8) + psopal ) + pro palt) (2.1

() = Mpold) = (i + A+ X)) + grapa(8) + peapalt) (2.14)
P2(t) = Aopr(8) = (2 + prao + A + Ny Ipalt) + prapa(t) + o palt) (2.15)
Pa(t) = Aapalt) = (13 + prao)palt) (2.16)
Pa(t) = Ae Do) + Ay pr(t) + Aoy palt) = (ptey + pey + fey )Pa(t) (2.17)

Attime t =0, py(0) = 1, py(0) = 0, p2(0) =0, p3(0) = 0 and 24(0) = 0.

Setting the derivatives of Equations (2.13) — (2.17) equal to zero and using the
relationship $7_, p; = 1. results in the following steady state probabilities :

- D 2.18
po - Dl- (-" )
n o= %-3 (2.19)

S Ds (2.20)
P2 D- 2.2
Dy

= = 29

P3 D. (2.21)
Ds

= =5 : 999

D4 DT (-..—_)

The constants D., Dy, D;. Ds. Dg and D- are defined in Appendix A.

The steady state system availability and steady state system unavailability expres-
sions are given by

AV = po+pm+p2 (2.23)
UV, = pa+pa (2.24)
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The steady state system availability and steady state system unavailability are
plotted in Figures 2.6 and 2.7, respectively, for specified values of mode!l parameters.
The plots indicate an increase in steady state system availability with an increase in
repair rate. Furthermore, the plots also show that the steady state system availability
decreases with an increase in common-cause failures.
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2.1.2 Parallel System With Type II Repair

By setting the repair rates Po s fori=0,1.2..... n—=1 g, and u, equal to zero,

tn Figure 2.1, results in a n identical unit parallel system with Type [l repair whose
system of differential equations can be expressed as follows

Po(t) = —=( Ay 4+ A dpol) + prapd Z;f Jnlt) (2.23)

l_-

Pr(t) = Mpo(t) = (pry + Mo+ AL )Ipu(B) + papa(t) (2.20)

Pi=1() = (Mem 1 )Pr2) = {f(k=1)o F Hrm1 + M+ N, I puca (8) + jpel(t) (2.

lv
lu
~._—

for k=3.4.5....(n=1)

Bi(t) = Apica(t) = {prjo + 115 + N + AL, Y0y (8) (2.28)
for j=n-1
Palt) = Aapaca(t) (2.29)
n=1
Ian.l(t) = Z '\c,.HP:(t) (2.30)
=0

At time t = 0, po{0) = 1 and all other initial condition probabilities are equal to
zero.

Solving Equations (2.23) — (2.30) with the aid of Laplace transforms, we get the
following Laplace transforms of the state probabilities :

_ L4 apils) + T piopil3) (2.31
PU(S) - ->+f\t +/\q = )
Arpols) + papa(s) (2.32
= 2.32)
Ps) S+ + A+ A,
_ /\k-lPk-z(s) -+ kak(*") (.) 33)
Pe-a(s) = $ + fk=1)o T Hr-1 + Ap + A,
for k =3,4,3,....(n—=1)
pi(s) = Aipimals) (2:34)

S+ o+ F A + A,

32



for j=n-—-1
f\n nel™
pals) = 2ntn=ile) (2.35)

~

Yoy AL pils)

~

Pnﬁ-l("‘) =
The system mean time to failure for a i1 unit parallel system is given by

MTITF, = HmR(~)

A=

= linpe(s) + pr(s) +pals) + oo+ proals) + proa(s)] (2.37)

where I{s) is the Laplace transform of the system reliability.

Thus, for a single unit system and two unit parallel system, respectively, we have

1
MITF, = m—:
JITTF2= 13! +A2+AL‘2+’\1

(A2dey, + e + A Ao, + Ao + A M)
Similarly, a generalized formula for the n unit parallel system mean time to failure
(MTTF,)is
-"l-n-l{DS} - ,“n—l‘\rl—l{DO} + n?;ll f\i
-‘ln-l{Dw} - l‘n-l’\n-I{Dll} — H(n=1) HE::I A

MTTF, = (2.38)

where
A= {Hir F paene + Ais2 + Ao )
Dy = Numerator of MTTF,_,
Dy = Numerator of MTTF,
Dy = Denominator of MTITF,_
Dy, = Denominator of MTTF, s

Figure 2.8 shows the plots of system mean time to failure given by Equation (2.38)
for specified values of model parameters. [t can be noted from these plots that the
system mean time to failure is directly proportional to the aumber of units in the
parallel system and is inversely proportional to the number of common-cause failures.
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Special Case Model I

The system of differential equations for a 2 unit parallel system can be obtained
by setting n = 2 in Equations {2.23) — (2.30).

Polt) = =X+ A () + pame(t) (2.39)
pat) = Apolt) = (g = Ao + A Imlt) (2.40)
Pa(t) = Aapr(t) (2.41)
Palt) = Ay po(t) + Ao pi(2) (2.42)

At time t =0, po(0) = 1. ;1 (0) = 0. p2(0) = 0. and p3(0) = 0.

Solving Equations (2.30) — (2.42) with the aid of Laplace transforms the following
time dependent state probabilities are obtained :

) Hpp+da= N =2, + 2o+ Dm)e{-&[D.=+.\=+.\¢,+m+.\1+.\c,I+D==}¢
Po = = - —

Dy,
1 y—-Ny - — D= LD dat g dur+ M+ e
i+ 3= M = Aq + A = DiglemiPutiatiatmt il o
D
A JeDit — 1 e{—%ID::+-\2+-\c:+u1+-\l+-‘c;]¢}
mt) = 1 ] 5 (2.44)
12
where the constant D, is defined in Appendix A.
The system reliability is given by
R(t) = po(t) + pr(?) (2.43)

The plots of the Equation (2.43) are shown in Figure 2.9. From the plots it is
evident that the system reliability decreases with increase in the number of common-
cause failures.

The system mean time to failure of a two unit parallel system is given by

Mt + M0

MTITFE =
(A Fnda R AL A F AA AL A)

(2.46)
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Special Case Model II

By setting n = 3 in Equations {2.23) — (2.30) results in a 3 identical unit parallel
system which is governed by the following differential equations :

pult) = — (A + A po(t) + () + praopa(t) (2.47)
Pi(t) = Mipult) = (g0 + e+ A I (F) + prapa(t) (2.48)
Pa(t) = Aop(B) = (g2 =+ prao + My + A Ip2(2) (2.49)
Palt) = Agpa(t) (2.50)
Pa(t) = Ay polt) + Ao pr(t) + Aeyp2(2) (2.51)

At time t =0, po(0) = 1. p1(0) = 0. p2A0) = 0. pa(0) =0 and py(0) =0.

Solving Equations {2.47) — (2.31) using Laplace transforms yields the following
state probability expressions :

ml(t) = (q$+D”"LDH)M_*_(Sg“*'Du?Sz-‘i-DH‘
T R Oy e

(%1
(s3+D 3~“3"'D14) sat
(#3 = s2)(33 — #1)

n(t) = Mlsy + i‘fz + f\n -*- Az + fta)e™t +
($3 = s1)(82 = 51)
Mgz + pt2 + Ay + Ag + pta0)e™ +
(82 = 51)($2 — 33)
Afsa + pa + Aoy + Ag + prag)e™

($3 — 1 )53 — 52)

A Agelert) A dqetsat)
p(t) = _Tr + ——
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where si. sa. and sy are the roots of the cubic equation and are determined as follows:

S:}-!-Dl_'.-‘i: + Dhas +Di: =0
Ieta = SDu:—g(Dn)'
; = DDy = 27Dy = 24D
' o4
D =
Q =

Thus, sy = d+Q -~ %DIS

1 1 1
$2.= =3(P+0Q) - 3D +5iV3(E - Q)
1

1 1.
$3 = —:_;(‘I’-}-Q)—ED;;—EI\/:-;(‘I’—Q)

The above  is associated with complex numbers.

—Dis = si+s2+
Dis = sisp+sasa a3y
-Dir = ss0s;
" where the constants D3, Dy, .... Di: are defined in Appendix A.

The system reliability is given by
R(t) = po(t)+ pi(t) + pa(t) (2.33)

The plots of Equation (2.533) for specified values of model parameters is shown in
Figure 2.10. It can be clearly seen from the plots that the system reliability decreases
with an increase in the number of common-cause failures.

The system mean time to failure for a 3 unit parallel system is given below.
.‘12{’[1 + )\g + Ac.: -+ /\1} — ﬂgAg{l} + AIA'Z

[Aa{A2de, + 11dey + A2 + 220 + A0 -

f2A2{ A + Aq } = faod Ag] (2.56)

MTTF; =

38



1.0

4
@
2
«
2]
=~
5
23
3
=
T
e
£ e = 0.00000/HR
®«| N¢=0.00005/HR
we A¢ = 0.00010/HR
2
2
Ay = 0.0004/Hr
Az = 0.0003/Hr
9l Ag=0.0002/Hr
4 = 0.004/Hr
#2 = 0.003/Hr
34  mop=0.002/Hr
Ae =_7‘cl_ =Aep = Aeg
o 3 Units in Parallel
d i ) I ¥ ¥ ¥ 13 13 ) 1
0.0 2.0 4.0 8.0 8.0 10.0 12.0 14.0 168.0 18.0 20.0
TIME (HOURS) "0

Figure 2.10: System Hcliability Plots for Special Case Model II (n = 3) with Type
II Repair

39



Special Case Nodel 111

If we set n = 4 in Equations {2.23) — (2.30), the following svstem of differential
equations is obtained :

Polt) = ={A+ A palf Y+ i pa(8) = poapa( ) + prsapad 1) (2.57)
DrlE) = Nepo(t) = ey + Ay + A0 (0 gapa(t) (2.53)
PpAtY = Nopi(B) = (pry =+ prao =+ N+ No)pa(t) + papa(t) (2.59)
Da(t) = Aapalt) = (pra + prap + Ay + A, )palt) (2.60)
Palt) = Aam(t) {2.61)
Ds(t) = Ay po(t) + Ao pi(t) + Apalt) + Ao palt) (2.62)

Attimet =0, py(0) = 1. py(0) = 0. p2(0) = 0. p3(0) = 0. py(0) and ps(0) =0.

Solving Equations (2.37) — (2.62) using Laplace transforms, yields the following
state probability expressions :

polt)

()

pa(t)

- L t
s3 = s2)(sy = sa)sr ~s3)
[“ "'DIS’-‘?'!"DH}-:‘-I"'D‘CI]CMt (2.63)
(82 = s4)(s5 = sa)(s1 = 34) -
[Al-‘.‘? + Dgssl + Dg.;]ﬁ"'z " [/\ls§ + D-_vr,-Sg + Dg‘;]ea"'t +
(81 = 84)s3 = )82 — 81) (87— 3 )(82 = 54)(s2 — 53)
{A;sg = Llassg 4+ 2(‘.}6"31 [z\;wf‘; -+ D-_)r,-&‘.; - Dz.;]ﬂ'"z (204)

(31 = s3)(s3 = sg)(s2 = sa) (84— 51)(s3 = 53 )52 — 54)

Ada(sy + prg + prag + Ay + A Jen . AMAgfsa + pa 4+ pzo + Ay + A Jet

—_—

(23 = 20)(sp = wadlvz = 2) | (32 — s3)(s2 — 34)(s2 — 31)
MAslsa + s+ pao + Ma + A Jent

(83 — s)(sy — s3)(s2 — 33)
Alz\g[oﬁq - Ha =+ Hao + A-I + Ac‘]enl

(84 = s3)(sy — s4)(52 — 34)

(2.065)
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a\.‘.\_!.\”sll -\3;\‘_\:\1(‘.,::
mit) = +
(=1 = ~gdlon = s Moo =~y
.\_'V\:.\l(h'!

(s = sadloy = sy = ay)

+
(~2 = spdlsr — sq){s2 = s3)

’\3'\2’\1‘: at

(84 = s )8y — 2 )82 = 34)

(2.66)

where sq. 2, ~3 and ~; are the roots of the quartic equation and can be determined
as explained below.

S+ D+ D+ Dpys+ Dy =0
Let y; be a real root of the cubic equation
¥* = Daoy® + (D Dyy — 4Day)y + (D22 Dyy = D3, = D3 Dyy) = 0

81, a2, 33 and s, are the roots of

24 —{Du + /D3 — 4Dy + 4y )z + < {,h +/i—4Dn} =0

—D-_‘x = + + s34 8y
Doy = s13p+ sa53 + 8385 + 538 + S183 + so8y
—Das = 313283 + sos38y + spsasy + 51838,
Day = spsas33,
and the constants Dys. Dhg. .... Dag are defined in Appendix A.

The system reliability is given by

R(t) = polt) + pult) + pa(t) + pa(t) (2.67)

The plots of the Equation (2.67) are shown in Figure 2.11. From the plots the
decreasing effect of common-cause failures on system reliability can be clearly seen

11
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2.1.3 Parallel System Without Repair

Setting the repair rates y1,; for 1 = 1.2.3.....n, pi; for i = 2.3.4.....n and 7
for i =0.1.2.....n =1 equal to zero in Figure 2.1, yields a rr identical unit parallel
system without repair. The system of differential equations for such a system is as
foliows :

Pulty = =(Ar + A )pol?) (2.68)
Pt = Nipicalt) = (Niay + ey ) (2.69)

for i=1.2.3....n=1

ﬁJ(f) = '\jpj—l(t) (2-?0)
for j=n
n=1
Past(t) = 3 ey, pilt) (2.71)
i=0

At time t = 0. po(Q) == 1 and all other initial condition probabilities are equal to
zero.

The following Laplace transforms of the state probability expressions can be ob-
tained by solving Equations (2.68) — (2.71) :

1
$) = ———— 2.72
IJD(") S+A| +1\c‘ ( i )
iy,
i(8) = —m—= 2.73
pils) s + 45+ X)) (273)
fort=1.2.3..... n—1

Taking inverse Laplace transforms of the above expressions, we get the following
time dependent state probabilities :

po(t) = e~thtiql (2.74)
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Pty = ATt

Livia - - =liv.+ - - ,
[ HO = = SR m iy

P -
I)'(r) = g nr,=| -\J(_t\k‘?\“).- B
r {_2-; :.;l]"i‘(-\, -+ -\‘.' —_ .\‘\‘ - '\\ll] t--.bj

for r =2.3.4.....n =1

The system reliability is given by

=1

R(t) = pitY+p(H)+ 3 pilt) (:

il

=2

[E™]
-1
~1
—

The plots of Equation (2.77) are given in Figure 2.12 for specified values of the
model parameters and from the plots it is apparent that an increase in number of
common-cause failures results in a decrease in the system reliability.

The n unit parallel system mean time to failure (M TTF,) is given by

MTTF, = limR(s)

s—u
nel

= Ei_né{pu(s) + Zp,(s)}

n-1 ;_‘I’\ oo
{(A SRR T )} (238)

=1 J 1

Il

The plots of Equation (2.73) are shown in Figure 2.13 for specified values of model
parameters. The plots show a decreasing trend in the system mean time to failure
with an increasing number of common-cause failures, as well as with a decrease in the
number of units in the parallel systemn.

The variance of time to failure of the redundant system is given by

(&)

¢ = =2 1@% Ri(s)=(MTTEF?

n=1J+1 n X }
=N . TF = % -
o+ 200 S {THE 8+ 20} e+ 20)
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1 nol oA :
{_____ R YRV } (2.79)

I T ety
‘\l " '\": =1 J:!'\J i '\L'_r

where [t'(~), is the derivative of Laplace transform of system reliability, R(s) with

respect to s.
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Special Case Model I

The following system of differential equations is obtained by setting n = 2 in
Equatiens (2.63) — {2.71) :

Poltd = =0+ 0 patt) (2.80)
ity = Mpo(#) = (N = X () (2.8
pa{t) = Aapl(t) (2.82)
pa(t) = Aop(8) + () (2.5

At time t =0, py(0) = 1. p,(0) =0, P20) =0 and p4(0) = 0.

Solving the above Equations with the aid of Laplace transforms, we get the fol-
lowing time dependent state probability expressions :

polt) = eTthFiae (2.54)
pr(t) = Memilathariasty
{CJ_,-(.\;A.-.\,__.-.\,l-.\;): — =i =0, =Mty
2.85
(r\: + r\c: -— I\L-l - 4\1) ( )

The system reliability given by
R(t) = po(t) + pr(t) (2.36)

The plots of the above Equations are shown in Figure 2.14. The decreasing effect
of common-cause failures on system reliability can easily be seen from these plots.

The mean time to failure of a2 2 unit parallel system can be expressed as

1 A

MTTF, = N
: ’\] +’\:.'; (’\I 'E"\L': )(’\'.' "?')\:;.)

(2.87)
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Special Case Model II

Setting » = 3 in Equations (2.GS' — (.71}, results in the following system of
differential equations for a 3 identical unit parallel system :

Po(t) = =1\ + N () (2.38)
mit) = Mpolt) = (Ay + N phd {2.89)
Pat) = Aapr(f) = (A £ N pa ) (2.90)
palt) = Agpa(?) {2.91)
Pa(t) = Ao po(t) + Ao p(#) + A pa(t) (2.92

At time t = 0. py(0) = 1. py(0) = 0. py(0) = 0. py(0) = 0 and mi{0) = 0.

Solving the above Equations with the aid of Laplace transforms. we get the fol-
lowing state probability expressions :

pg(t) = 5“'[-\! +he e (293)
pl(f) = ,\Ic-i:(.\:-!-.\f_‘-?-.\q-q-_\x), %
{6'1:(-\2‘.'-\4'2--\!;--\1): - C-%(.\:-u-.\,:_\,]__\m} o
(A2 + '\""-‘ - ’\Cl - M) 2.
(t) —_ 1\[:\:6-(‘\3'!"\:;]‘ .
P - (/\2':-')“:2 _:\l "'z\q )(/\3'{‘/\,_.3 _’\l _/\ct) +
4\1/\46-('\2+-\¢=)!
. e
(/\l+r\c1 _'\:_/\c3)('\3+A¢3_'x2—t\c?)
A dse—(latdah
>y {2.93)

("\I +’\c1 - A3 _’\63)()‘2 +’\r.'2 - ’\3 —/\::3)

The system reliability given by py(t) + py(t) + pa(t), is plotted for specified values
of model parameters in Figure 2.15, which shows a decreasing effect of common-cause
failures on system reliability.
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The system mean time to failure of a 3 unit parallel system can be obtained by
substituting n = 3 in Equation {2.78).

1 M
MTTF, = + +
[TTE ATIE P P P W [ Y A)
l\] -\_\ “a q .
(200!
(N + A+ A A+ A

(] ]
R+



Special Case Model III

The following differential equations are obtained by setting n = 4 in Equations

(268} = (2.7 :

Polt)
mit)
pa(t)
()
Palt)
ps(t)

—(N A )patt) (2.97)
Apolt) = (A + Ao (1) (2.08)
Aepr(t) = (A + Aa )pat) (2.00)
Xapalt) = (Ag + X )palt) (2.100)
Aps() (2.101)
A DAY + Aupi(t) + AL pa(t) + Al palt) (2.102

At time t = 0. p(0) = 1. p(0) = 0. pa(0) = 0. p3(0) = 0. ps(0) =
0 and ps(0) = 0.

The following state probabilities are obtained by solving the above differential

equations with the aid of Laplace transforms :

polt)

mit)

pa(t)

TthF (2.103)

Atc-g(.\;-{..\q-p.\,,q-.\l): »

{c Lidaddea =g =Mt _ e--;-(.\;-y-.\q-.\q -,\1):}

(2.104
(Aa+ Ay — Ay — A1) )
:\V\«e""‘ +A 1t
= +
(Aa+ A2, =AM = A )+ A = A = Ay)
All\ze-(‘\i"'-\c:)r
(A1 e = Az = Ag)Aa + Ay = Ao = Agy)
A ’\ﬁ -('\3+-\C3)‘
172¢ (2.103)

-"\3_’\L‘3)(’\2+A|.‘: _’\3_AC3)

'\3'\2}‘19-('\”.‘\“ e
(’\'.‘ + ‘\c.';n - ’\l - ’\c; )(’\-I + ’\64 - A] - ’\Cl )(/\3 + Af.‘: - Al - ACI) T
A:}A:'\Ie—(-\:"-'\:z ]t N
F VS VP W U T VI Y vy Vg T P Wy W W
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.\._\.-.\,r_l\"\""' ‘
(= = = = A = N = A F L, S o T
AN Ape sk
T T L1 W Wy e T W U Wy
(2.1006)

The system reliability is given by
R(t) = polt) + pr(t) + paAt) + piit) (2.107)

The system reliability given by Equation (2.107) is plotted in Figure 2.16 and
the plots clearly show the inverse relationship between system reliability and common-
cause failures,

The mean time to failure for a 4 unit parallel system is

1 A
MTT = ; -+
[I7F, VRS W W W T Wy
A '
(M F A+ A0+ Ay
Mdadg

(A= A Mz + A A = A (A + AL

(2.108)
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2.1.4 Comparison of Markov Method Results with that of
Block Diagram Method

To compare the results obtained through the Markov method we consider a modified
identical unit parallel system shown in Figure 2.17 (block diagram method). Itis simply
a parallel network with a hypothetical unit in series [73]. The parallel stage, labelled
1 of Figure 2.17, represents all the independent failures for any n unit system. The

series unit stage, labelled 2 in Figure 2.17, represents all the common-cause failures
of the system.

Let A be the constant failure rate of each unit and \. be the constant common-
cause failure rate. The common-cause failure probability hypothetical unit is connected
in series with the independent failure mode units. A failure of the hypothetical series
unit (i.e., the occurrence of a common-cause failure} will cause the system failure. It
is assumed that all common-cause failures are completely coupled.

The system reliability can be written as

R,(t) = Ri{$)Ra(t)

= {1-JJ(1 = R)}Rat)

e=1

For a 3 identical unit paralle] system

Ry(t) = {1—=(1=e"MP}e ™ (2.109)
{36(.\-&-.\(): - 35('.‘.\+.\.;]r + C(S.\-i-.\._.)t} (2110)
% = ["Ru
TTF /0 R(t)

1122 + GA), + A2
(BAFAI2A+ AN+ A

(2.111)

By substituting A, with 3\, A, with 2), A; with A and letting A=A = A, = A
in Equations (2.74) — (2.78), it can be seen that the resulting system reliability and
system mean time to failure expressions are the same as given in Equations (2.110)
and (2.111) respectively.
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2.2 Non-identical Unit Parallel System

The reliability analysis of a repairable and non-repairable, 2 and 3 non-identical unit
parallel system with common-cause failures is presented in this section. At time ¢ = ()
all the units start working simultaneously. At least one of the units must function
properly to ensure that the system operates normally. The occurrence of a common-
cause fatlure can cause the total system failure. In addition, a common-cause failure

can occur irrespective of the number of units operating in the system.

Two types of repair policies are considered for the analyses of non-identical unit
parallel system.

1. Type ! Repair: Under the Type | Repair policy, the partially failed system, such as
1 unit failed and the other two operating, is repaired back to its normal operating
state. In addition the system from its failed state (both due to common-cause
fatlures as well as other types of failures) is restored back to its normal operating
state 0 (where all the units in the system are operating).

2. Type Il Repair : In this case the completely failed system is not repaired. How-

ever, the partially failed system (one unit failed and other operating) is repaired
back to its normal operating state.

The assumptions associated with the identical unit parallel system hold good for

this category as well, except that the system in this category has a specified number
of non-identical units.

2.2.1 A Two Non-identical Unit Parallel System
Notation

The following symbols are associated with a two non-identical unit parallel system
with Type | Repair, Type |l Repair and without Repair :

t time.
Az Constant failure rate of unit A.
As Constant failure rate of unit B.
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Ha
Ho
1
e

Constant repair rate of the umit A.

Constant repair rate of the unit B.

Constant repair rate of the failed system from state 3 to state 0.
Constant repair rate of the failed system from state 4
to state 0.

Constant common-cause failure rate from state 1;
for/=0.1.2.

Jt state of the system; for j = 0.1.2.3.4.
Probability that the system is in state j at time
t;for j=0.1.2.3. 4.

Reliability of the system in {0.¢].

Laplace transform variable,

Common-cause failure.

System mean time to failure.

Steady state system availability.

Steady state system unavailability.

Derivative of p,(t) with respect to time

t; for j =0.1.2.3. 4.

Steady state probability, that the system is in state z;
for i =0.1.2.3.4.

Parallel System With Type I Repair

The state space diagram for a two non-identical unit parallel system is shown in
Figure 2.18. The numerals in the boxes of the figure denote the system state numbers.

The system of differential equations associated with Figure 2,18 is

Po(t) = =(Aa + Ao + A )polt) + papr(t) + popa(t) + papa(t) + pepa(t) (2.112)

Pi(t) = Aapolt) = (o + Ay + A5 )2i(2)
P2t} = Appa(t) = (e + Aa + Ay )pa(t)
Pa(t) = pi(t) + Aapalt) — papa(t)
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palt) = A polt) = A pi(0) + Nopal) = popa(?) {2.116)

Attime t = 0. Py(0) =1, p(0) = 0. py0)=0. pat0) =0 and py(0) = 0.

Solving Equations (2.112) — (2.11G) using Laplace transforms results in the fol-
lowing state probability expressions :

_D\-C,‘t Do eaat
- LS. g
mlt) = ————
salsa = sal(s2 — s ls) = s3) 0 salsa — 84)(82 — s3)(8) — 83)
Doyt N Dype
Salsa = sy){(s2 = sa){ey — s2)  os1(8) = 8408 = s3) s — 82)

g’lo_:” (2.117)

Sy SasSas,
where 5, sa. 33 and s, are roots of the quartic equation and are determined as follows:
A 3 2 s =
57 Dass® + Dags* + Dars + Dag =0
Let iy be a real root of the cubic equation

¥> — Dagy® + (Das Dz — 4Dg)y + (4 D36 D3 — D3, — Di D) =0

$1. 8y, 83 and sy are the roots of
.1 3 1 -
2+ 5{Dy = \/DSs — 4D + 4y} + s{m = yf — 4Dy} =0

=Dy = s;+s st

Dy = sisa+ sosg + 385 + 8481 + 8185 + 5284
=D3: = 818283 + 82838 + $1808; + 8,838,

D33 = 3132833,

where the constants Dar, Das. Dy, ..., Dyg are defined in Appendix A.

—[53 + Djgs? + Dygsq + DyyJrze’  [33 + Dagsd + Dyosy + Dyy]Age™

) = + -
Pt) s4(33 = 54)(52 = 54)(s51 — 53) sa{s3 — 84)(s2 = s3)(81 — 53)
[5% + D393§ + D.m-‘.‘z + D.u])\.,e”‘ + [S? + D398¥ <+ D.me -+ D,u].\ce"‘ ,
s2(s2 — 84)(52 — 83)(5y — 52) si(s1 = s4)(81 = 83)(81 — 52)
? a1de (2.118)
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_E-‘.; - Dl.‘.'-] - Dn.\'; - D“I.\u tef '\} - D;_m_‘; - D.U.'-‘_q, - D.“I.\..r T

pat)y = . - +
iy = sy — A lep =) salog = syl = saHsy = ag)
[.\‘:3 - Dl.'"‘:: - .D;'l-'*'_\ - DH];\)J it n ['\-l‘ - Dl.“\‘;‘ + D.‘_{“'l + D.H]A\_At"‘“
Mlr=siisr = sadlag = 20) T ss = s sy = s (s — a0

D‘” ,\ h

SNy

_[2"'-; + DL’.-“.] + D.u:].\,; '\bt": - [2\\% “‘ D-I.'v".'l + D“;].\,, .\;.E""‘ _
Saleg = s Her —aglisy = s3) *‘1( 83 = Sy My — sa)(s - *‘!)
2\".:‘:: + D..l_ y ":" D.‘ﬂ]r\,,:\ﬁ("zt + _-.l "L' D.;g\ 'L Dn,] \ \f.(

a2
Sal s = #g)(s2 = sa)(s1 = s2) T sple = s(8) = 83)(8) = sa)

palt) =

(2.120)

—['\m 53 + (A p13 + Dys )u +{ Dotz + Dyg)sy + FJDN]' t
Sa(#z = 83)(s2 = s H 8 — 83) N
A, 83 + ('\c,I‘S + D4')~*3 + (Dyzpra + Dis)sa + paDiygle™ _

paft)

[Ae, (/\c,ﬂa+D: )* + {Dyzjrz + Dyg)s
(s

Dspts
S8y

The availability of the redundant system is given by
AVs(2) = po(t) + pu(2) + pal2) (2.122)

The plots of Equation (2.122) are shown in Figure 2.19. It is evident from the plots
that the system availability decreases with an increase in the values of the common-
cause failure rate,

By setting the derivatives in Equations (2.112) — {2.116) equal to zero and by

using the relationship 3=}_;p; = 1. we get the following expressions for steady state
probabilities :

_ {pa A F A M + Ag + A Juap,
PO - D
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(2.123)
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where the constant D, is defined in Appendix A.

NoprageaCpn = X, = A
)y = z B
o Du (2,124

Py = pogia i, += No = ) .
2 D (2.125)

NapteMalpn + N = A, =+ N =\
P = D (2.126)
i

pe = Pl Aes Ao ptg g0\ N+ i\ + A\, + fo A A+ AL A AL) +
Dy
.‘13( ’\L“_‘ t\l"!l,-: + '\'l l\cl ’\L'\ + 4\,'4\L-1 4\b + 4\,‘ l\‘.“ F“ ':" o\._-.,., .\J‘ \ "L '\('2 -\r‘:\‘“ ’ .

Dy
IL’:}( :\c:o\¢= ;\5 - I\c:l\: + t\;d\l-1) (2'127)
Dy

The steady state system availability is given by
AV, = po+pr+p: {2.128)

The plots of the steady state system availability are given in Figure 2.20 and show
that the increase in the values of common-cause failure rates decreases the system
availability.
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