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ABSTRACT

In the conventional works in fault detec‘:tipn of sequential
machines, the experiments are ususlly restricted on the assumption
that the faults do not .cause an increase in the number of states of
the given machine. In actual practice this condition is not necessarily
satisfied. In this work, this restriction of faults not causing ‘an .
increase in the number of states is eliminated and procedures are
developed which locate the faults by the application of the checking
sequences to the modified versions of the machines. The concept of
fault transition fqnctions is introducéd and an adaptive procedure to
find the fault transition functions by noting the response to the checking

sequence of the machine is also presented,
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CHAPTER 1

INTRODUCTION

With the increasing use of modules and integrated circuits

in the design of sequenfial machines, our freedom to check all the
interconnections is rather limited. Therefore it becomes important
to be able to determine whether or not a given machine is operating

correctly through some external measurments. Thus the decision

whether a given machine precisely reﬁresents ‘the terminal behavior
specified by its flow table is made by applying appropriate input
sequences to the input terminals of the machine and observing the

resulting output sequences.

The idea o_f performing such experiments on sequential m'a.cljxines
was first proposed by Moore1 in 1956. Since then several me’t:hodsz-7
for fault detection of seqﬁentia.l machines have been developed.
However, the process of desigping checl;ing sequences by aéplying the
above methods is usually complicajce& and lengthy, except in the cases

" where _the.gi.ven machines are vez;y simple. In 1964, Hennie8 proposed
another apprc;ach for the design of fault detection experinients\ for
'sequen.tial machines, which is more .pracfical when the given machine
is strongly connected and possesses a .Qistinguishing sequence, and
when the number of states of the machine 'is not iﬁcreased as a result
of the malfunction. VBut if the give'n machine has no distinguishing "

sequenée, then the method becomesalittle involved and the procedure

yields very long checking experiments.

A



There exist other approaches which provide relatively simple
procedures. .For a given sequential machine, in'stead of finding a
checking sequence for the machine directly, we synthesize a sequential
machine which is slightly different from the given maqhine, but satisfiec
the given .. specifications and moreover -has a checking seqﬁence
that can be readily found by following a simple procedure. From
this point of view, Kohavi and Lavallee9 added some output logic to
the machine .in order that the machine will pos.sess special distinguishing
sequences. The length of checking sequences constructed with this
method is usually short (the order of its upper béund of length is
mn3, wl;lere m is the number of input symbols .and n is the number
of states of the machine), but an importé.nt limitation of this method
is that the originél machine mustbe strongly connected and the natufe'

of faults be such as not to cause an increase in the number of states

of the madine.

In an approach suggested by Murakami, Kinoshita and Ozaki10

an extra input symbol is added to the original machine in order to

get a modified machine which is. strongly connected and possesses a
distinguishing sequence. By this method, the procedure of cox;structing
the chécking sequence's becomes very systematic and the length of
checking sequences also is consider ablly shortened‘ (the order of its
upper bound of length is mnz).l But this methoa like other methods

mentioned above is-applicable only when the number of states of the

-



machine is not increased by the presence of faults. Thus one major
disadvantage of the aforementioned existing procedures for designing
checking sequences is the restriction that the faults do not increase

the number of states of the machine.

When tﬁe number of states of a given sequential machine is
lless_than Zk, where k is the number of memory elements, there
always exists the possibility of thé‘ number of states being increased
when some faults occur in the given machine. In such cases, in
spite of the correctness of the response to th'e checking sequence that
. may bedesigned with any of ‘the aforementioned methods, there is
;10 guarantee that the -given machine still operates as it was originally de-
signedtodo;there may occur some faults which may cause an increase
in the number of states of the machine and thé giv.en machine would nn

-longer be the same machine or an equivalent ©f the original

one.

To solve éuch a practical problem, in this work, we modify
a given n-state sequential machine inté a counter.cycle type sequential
machine by the 'method of Murakami et al. and add another output
symbol in order to distinguish the éutput corresponding to an input
X, which iﬁduces the counter cycle, when the machine is in an7t one
of the given n states, from the output corresponding to the same

input X when the machine is in any state other than the given n states.

A checking sequence for a sequential machine constructed in this

N



manner is more practical, being independent of the restriction of ‘au't
not - causing an increase in the number of states of the machine.

Moreover, we have attempted to find the faulty transition functions

by observing the output sequences corresponding to the checking

sequences.

In Chapter 2. basic assumptions and notations are presented.

The method of Murakami et al. of constructing a checking
sequence is presented in the first part of Chapter 3 based on the
assumption that the faulls do not cause an increase in the number
of states of the machine. while in the last part the assumption is

abandoned,

In Chapter 4. an adaptive procedure for finding the fault
transition functions by observing the output sequence corresponding

to the checking sequence is discussed.

In Chapter' 5. some concluding remarks are given




CHAPTER 2

BASIC -DEFINITIONS AND NOTATIONS

The sequential machines cOnsidered here are completely
specified, finite-state, ‘detterministic‘, synchronous sequential machines,
Also a machine on which' an experiment will be. conduct ed is.considered
to be a sealed black box, i.;a. we assume that only its input and

output terminals are accessible.

Unless otherwise specified, in the present dissertation we
use thé following notations:

X, e: input symbol§,

Z, r: output symbol§ .

Si : state,

n : number of states,

k : number of n-lemory elements,

f | state tran§ition function,

g : output function.

An experiment is a i)rocess of applying one or more input
~sequences to the input terminals of a sequential machine, obs@rving
the resulting output sequences, applying additional inpuf sequences,
if necessax;y, observing the n;w output sequences, and so on, until
some conclusions can be drawn abopt the internél béhavior of the

machine, The experiment in which the applied input sequence is




completely determined in advance is called a preset experiment.

In the present' study, an experiment performed on a machine will

be assumed to be preset, unless stated to the contrary; If the
decision as to ‘What input sequence is to be applied next is based »n the

previous response of the machine then the experiment will be called

an adaptive experiment.

If we are presented with an actual machine and also the flow

table from which the machine was built and are required to decide

whether or not the given machine is operating correctly Ly applying an
appropriate input sequence to the machine and observing the corresponding

output sequence that the machine produces, then the entire process

is called a checking experiment or a fault detection experiment.

When an appropriate starting state is specified and the machine is
started from that initial state, then the input sequence as can be

found from the checking experiment is-called a checking sequence

for the machine.

An input sequence is called a_synchronizing sequence for

a given machine if its application to the machine always leaves

-~

the machine in a certain final state no matter what the initial state

1s.

An input sequence is called a distinguishing sequence for a
machine if and only if by observing the output sequence produced

in response to such an input sequence, the initial state of the




machine can be uniquely determined. When a given sequential machine
has no distinguishing sequence, the initial state of the machine can

be characterized by a set of characterizing sequences. Suppose

a machine is in the same state at several points of an experiment.
If we apply a different one of the characterizing sequences at each
point in the experiment, then the state in question can be uniquely

identified from the responses to the characterizing sequences,

An input sequence X is called a hnming sequence for a machine

if and ~n'y if the nutput sequence in response b\.x is sufficient tn

determine the final state of the machine unique'y no matter what initial

state it is. wm.



-8.

CHAPTER 3

'CHECKING EXPERIMENTS FOR SEQUENTIAL MACHINES

‘In this chépter‘, the ‘prOperties of a counter-cycle-type sequentiai
machine are introduced and the design method of a preset checking
seq'uenc'e. for such a. machine is presented. z.&n ex'ample is given to
show tilat the che;:king ‘sequence for such a machine fails to detect
the occurrence of. _faul-ts that cause an increase in its number of states.
An extention of a counter-cycle-type sequential machine which enables

the checking sequence to detect such fajlures are also developed.

3.1, A Counter-cycle-type Sequential Machine

A counter cycle is a éycle in the output sequence of a machine

obtained by successive applications of the input symbol X,

Definition 3.1.1: A counter-cycle-type (CC-type) sequential

‘machine with n states is a sequential machine which has the following

two properties:

1 g(Si,.X)=O, for i=1,2,...,n-1;

(2) f(sn"_ X)=Sl ’ . g(sn: X)=1;

(1) f(Si, X)=Si+

where f is the state transition function and g is the output function .

and the output symbols 0 and 1 can be interchanged. in properties
(1) and (2).
A CC-type sequential machine-has a special characteristic.

There exists an input syrnboi X for this type of machine such that

by applying the input symbol X consecfutively n times, a cyclic h



state transition over all the n states of the machine is induced and

.

the n corresponding output symbols from the machine are the same

for all the state transitions except for one as shown in Fig. 1.

S

¢

Fig, 1. A CC-type sequential machine.

3.1.1. Di-sequences

Consider an input sequence which consists of n consecutive
occurrences of the input symbol X. Then, from the position of the
output symbol 1 in the output sequence correspor}ding to this input
‘'sequence, we can determine what is the initial state and what is
the final state of the machine, Therefore. we use such an input
sequence .as both a homing sequence and a distinguishing sequence
for the given sequential machine. For example, if the output symbol
1 appéars at the (n-i+1)th 'fposition in the corresponding output
sequence, then the state Si is the initial state,

However, in place of the input sequence c¢onsisting

of n occurrences of the input symbol X. we may s~metimes vse

2 a shorter input-output distinguishing sequence defined a= fol'ows

Definition 3.1.2- For a CC-type sequential machine with n

states, we define a Di—se'quence of the state Si to be an input-output ‘
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sequence of length (n-i+1) having the following properties’

(2) The input sequence consists of (n-i+1) occurrences of
the input symbol X.

(b) The corresponding output sequence is a sequence whose
first (n-1i) symbols are the output symbol 0 and whose last symbol
ié the .output symbol 1.

If a given sequential machihe has .a state transition function
and an output function satisfying the pr0pefties as outlined in definition
. 3.1 1, and if it also satisfies the properties of D.-sequence then by
applying such an input sequence, the initial state Si of the given
‘sequential machine prior to the application of the inptit sequence can
be determined and the final state of the machine will always be S1
independent of the value of i, i e. the machine. is sent to state Sl.
no matter what initial state Si it is in, Therefc;re. we can use the
D_-sequence both as a distinguishing sequenc;a and as a homing sequence

1

of the given sequential machine. Thus we have

K If the properties of a Di-sequence are satisfied
by an n state CC-type sequential machine. then the initial state of
the machine for this experiment is state Si and the final state is state
S..

1

3.1.2. T.- sequences




Assume that the state of a given CC-type sequential machine
is,Sj. We can always change the state from Sj to Si (i> j) by applying

an input sequence consisting of (i-j) consecutive occurrences of the

input symbol X. That is, there always exists a transfer sequeﬁce

which induces state transition from one state to the other for this

type of machines.

However, in order to formulate a systematic procedure for

obtaining a checking sequence, we will only consider transfer sequences

that will induce state transition from S1 to another state Si .

Thus, we define a Ti-sequence as follows.

Definition 3.1.3: For a CC-type sequential machine, we define
a 'Ti~sequence to be an input-m;tput_ sequence of length (i-1) with
the following properties:
(a) 'I;he iﬁput sequence consists of (i-1) occurrences of the
" input symbol X. .
(b) 'i‘he output .sequence con;ists of (i-1) occurrences of the
output symbol 0.
(c) 'I;he input seqﬁence induces a gstate transition from state

S. to state S..
1 i

3.1.3. Ln-sequence

There always exists an input-output sequence pair.. frem..
‘which we can determine whether or not a given sequential machine

is. a C C-type ‘sequential machines.. We define such an input-output

sequence pair as follows,
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Definition 3.1.4- For a CC-type sequential machine with n

states. Ln-sequen'ce is a sequence of length (2n-1) having the
following properties:

(a) The input sequence consists of (2n-1) consecutive nccurrences
of the input'.symbol X.

(b)‘ The output sequence consists of n-ll consecutive nccurrences
of th.e éutput symbol 0. frllowed by one output symbol 1 and next
followed again by n-1 consecutive occurrences of the output symbol

0.

Thenrem_ 3.1 A sequential machine which satisfies the properties

of L. -sequence has n or more states.
n

Proof- The an'sequence can be written as follows:

Time: t  t, ...t ot te1 taniy
Input ; X X X X X X
State : St St S St ’ St St (3 1)
1 2 n-1 n  n+tl 2n-1
Output; 0 0 0 1 0 0

Suppose that a sequential machine satisfies,the above Ln-

sequence, and let t. and t, be two time intervals such that 1< i< js n.
’ 1
If the sequential machine is in s’cate,S,C , then the sequential machine
i
satisfies the input-output sequence given by

Length: n-i+1l
Input XX X.,..X XX (3. 2)
Output: -0 0 0 ,,, 0 O 1
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However. if the sequential machine is in state St then it
i .
does not satisfy the input-output sequence given by Eq. (3.2) Thus.

the state St is different from the state S’c . Therefore.. the n sta’ces‘.
. i . j .
S, ., S, ... , S . are all different. Consequently. the sequential

t
1 2 n

machine has at least n distinct states.

Therrem 3.2: If a sequential machine having n states satisfies

the properties of Ln-sequenk:e. then it is a CC-type sequential machine

as defined by Definition 3.1.1,
Proof From Eq. (3.1)nf Thenrem 3 1 and the fact that all

the n states St (i=1,2,....n-1) are different. we have f.(St . X):St
3 . i i+1
and g(St , X)=0 for i=1,2,....n-1 - That is. the given sequential

1 .
machine had property (1) of Definition 3.1.1.

Since the given sequential machine has n states. S must
n+l
be equal to one of the n states. St .. St y s St » On the other
1 2 n
hand. the given sequential machine in the state St satisfies the
n+l

following input-output sequence

Length n-1
Input X X ... X X (3.3)
Output: 0 o ... 0 0
Amongst the n states. S, ,S ,...,S . state S is the only
1 B2 t t

one such thatif the machine is in that state then the input-output

sequence given by Eq.(3.3) is satisfied. Thus. if the given machine

and

satisfies the properties of an Ln-sequence. we have St :_-St
nt+l 1
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g(St , X)=1, that is. the given sequential machine has property ’2)
of ]rDlefinition 3.1.1.

It should be noted here that even though a sequentiai machine
has the properties (1) and (2) of Definition 3.1.1. the machine does
not satisfy the properties of Ln-sequence unless the initial state
is Sl, Thus, in order to examine, by usingv the .Ln-sequence, whether
or not a given sgqueqfial machine has properties (1) and .(,2). we
need to have the éiven sequential machine in state S1 before applying
the Ln-'sequence. Since we know that a given sequential machine
is definitely in state S:l if the output of the machine for the input
symbol X is 1. so. before applying the Ln—sequence. we simply
apply the input symbol X to the machine successicely until the
machine delivers an output symbol 1, and then we apply the Ln-—
sequence. We then compare the output of the machine with the
' corresponding olutput of the Ln— sequence tn check their agreement.

Example 3.1: .Let us consider a CC-type sequential machine
with three states. Then the Di—sgqugnces and Ti-sequences defined

by::Definition 3.1 2 and 3 1.3 respectively are shown in Table 1.

The Ln- sequaence for the machine defined by Definition 3.1.4. is

(3.4)

11111
—_— .
L3={50100’

The statetransition diagram of a one-input sequential machine

with three states which -satisfies the above L3-sequence is unique and
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is given in Fig. 2.

Table 1. Di-sequences and Ti-sequences for n=3.
Di— sequence Ti- sequence
s, | (501! A
s, (o (3)
s, A

A - The sequence nf length zero.

I/- -
=

\5'; Yo

Fi.g 2 State transtion diagram.

3.1.4. Designing Checking Sequences for the CC-type Sequential

Machine » . - :
We assume first that the faults are restricted to the type

which does not cause an increase in the number of states of the

machine  This restriction will be abandoned subsequently in Section

3.4. of the thesis.

. “The machine considered here is a CC:type sequential machine.

NN Al e AT e T s
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with n states and. .m inputs. Assume that the machine is in state
Sl. (It is implied that if the machine is not originally in state Sl.
we can bring the machine in state S1 by applying the input symbol

X in succession until the machine deliVers an output 1). The design

procedure is given below.

Procedure 1

Step 1: Construct the L -se uence and define an input-output se ';1ence
otep 1o n q _ , . P P q

U - such that
n

X -

Unan( 1)

. W —sequen WS ¢
SteB - Construct the ij sequencg as follows

Wi.-sequence = (Ti-sequence)( }Z(j)(Dk-sequence)
j

f-or every combination of st_a,teJSi_{i-':l,Z. ...,n). and input symbol
X. (j=1,2,....m-1); excluding the input symbol X,
s T 4 s .
Step 3: all -the W btained above i
Step 3: Concatenate all-the i sequences obtaine ove in an
arbitrary order after the Un-sequence.

The sequence thus obtained is a checking sequence for the
CC-type sequential machine, The different steps in the procedure
are explained below.

: -input se to th hine in state
Step 1: If we apply fche Ln input sequence to the machine in state
S ', then the final state of the machine is Sn. provided that the machine (

behaves properly. in order to formulate a checking sequence systematically.

_ it ‘is convenient to have the state S1 as the final state of the machine.
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Therefore, we use the Un-sequence to examine whether or not the
givgn machine has properties of Definition 3.1.1 and’to get the machine
intoithe final state Sl.

SteE 2: If we apply ’Fhe Wij-sequence to the given sequential machiner.
which is now in the initial sfate Sl. then the Ti-.sequence induces
state. transition from S1 to S»i' the input (Xj)-éutput (Zj) ‘sequence
checks whether the output of the.ma.chine is indeed Zj when the input
Xj is applied in state Si. and the Dk-sequence examines wheitaer or
not the resulting state is indeed S_K.' Since the state transition of
the machine induced by the application of input symbol X was already
éxamined by application of the Un-‘sequénce. the Wij—sequence is
constructed for eyer}} combination of states Si (i=1,2,...,n) and input

1

symbols Xj (j=1,2,...,m-1); exch_iding the input syrhbol X.

Step 3: Since each state transition can be examined to see whether

it is correct by the appli'cation of the Wij-se‘t.;uence only it has been
confirmed by the Un-sequence that the X-transitigns of the machine
(i.e. the transitions induced by applying the input-symbol X) is correct,
so we next concatenate all the Wij-sequences. As the final state
obtained by applying each Wij—sequence to the machine in state Si

is always Si if the machine behaves properly. we can put all the

W .-sequences in any arbitrary qrder.

1]
Example 3.2: Let us consider the sequential machine M1
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given by Table 2,

Table .2. Sequential machine M

'
0 1

S1 S3. 1 SZ 0

SZ SZ. 0 S3 0

S3 Sl' 1 Sl. 1

The machine M1 is a CC-type sequential fnachine; since it
has three states, the Di-sequences and Ti-sequences of M1 are as

shown in Table 1 and the U_-sequence of M1 is given by

=}

1 1 . .
= - (3. ;
U3 ( 0 1 ) (3.5)

111
100

O

The W, -sequences are shown in Table 3.
1]

Table 3, The W_j—sequences of Ml.
1

: o
5) (e |
S, (e
S | audalh

Therefore, the checking sequence and its associated correct

output ‘sequence fnr-M1 is given by
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111111 01 1011 110111
001001, 11 0001 001001

3.2, Modification' of a Sequential Machine to a CC-type Machine

In the preceding section we have dealt. with the properties
of CC-type seéuential machines. In this section we will consider
sequential machines which are not of the CC-type. We can transform
a given non-CC-type sequential machine with n states to a sequentizl

machine which has a counter cycle by applying the following procedure.'

V;le introduce a new input 'symbol e and we add an additional
column for it in the state transition table of the given non-CC-type
sequential machine. We'then define the state transition function
f and the output function g of the given sequen.tial _machine corresponding

to this new input e in the following manner

(S, e =S, . g(S,. ) =0. (i=1.2,...,n-1)

{(s_, e =S, and g(s_, el =1.

The resulting sequential machine thus behaves as a CC-type
sequential machine. Thus by the addition of a column corresponding
to the introduction of a new input symbol in the state diagram, a}xy
given sequential machine can be transformed to a CC-type machine,
Tl;e procedure to find the checking. sequence for such a CC-type

machine which can be obtained by the above transformatinon can be

i

H

i

1

1

?

‘ H
.3

3




readily formulated by replacing the input symbol X by the new input

symbol e in the procedure as given in Section 3.1.

‘Example 3 3 Let us consider a 'non-CC-type sequential machine

M. as given by Table 4. and transform M, to a CC-type sequential

2
1

. t .
machine M2 and then find the checking sequence for M.2 1f we

2

modify M

2 by the aforementioned procedure, we obtain the CC-type

1

machine MZ

which is given by Table 5,

Table 4. Sequential machine MZ'

0 1
Sl S?;. 0 S3, 1
SZ S3. 0 S1 0
S3 SZ ' "1 S3 1
1]
Table 5 . Modified machine M2 of Mz.
0 1 e
S_, S 0
S1 S3, 0 3 1 5
. S r 0
SZ S3. 0 S1 0 3
’ A S 40
S3 SZ, 1 S3 1 1 1
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: 1
The Di-sequences and the T, -sequences of MZ are shown in
i _

Table 6.

1
Table 6. The Di-sequences and Ti- sequences of M_.

2
Di-— sequence: Ti- sequence
% (o o f; | A
SZ (g 1 ) ( 3)
s, RS (g o)

r.
The Un-sequenc;e of M2 is*

e e e e e e
Us=(p 01001’
1

The W_. -sequences of M
ij 2

are shown in Table 7. ,

Table 7.  The W, .-sequences of M

2
0 1
S| (o) () (i)(f)
s, (S (I sy g o) g gt
s, (el S
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Therefore. the checking sequence and its associated correct

output sequence of M2

is given by

e e e e e e 0 e e 0 e eeOeevle
0 01001 01 0 01 00101 11

el e e e e el e

0000 1 001 1 (3.6)

.3,3. Failures Increasing the Nurﬁber of States

S o far we have assumed that failures do not increase the
number of states of a givén rr}achine. This condition is not often
satisfied in actual practice.

Since the minimal number of seconda:)' state variables, k,

needed by an n state machine is such that

£ e TRLATEIN T

(log, n)+l. > k = (log n)
2 2
where k is a pOSitivé integer, the realization of the state table
requi:res k memory elements and the physical circuit which realizes
. . . y :
the state transition table possesses exactly 2 states. When the
Lk
given machine has of states n< 2" , the number of states could
increase because of faults, In this case, the machine could operate

as another machine, even if the output sequence corresponding to

-

the checking sequence is the same as that of the nriginal machine.

The following example will prove the above statement.
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e e et e e e ee e : 1
Example 3.4 Let us consider the sequential machine M2

) 1
given by Table 5. Since the sequential machine M2 has three states,

the ‘required number of fngmory elements is k=2 and the machine
possesses exactly 2k=4 states, The entries corresponding to the
next state and output columns of sta.te S4 are not specified in the
given fransition table but they are uniquely and cd'mpletely specified
when the design is completed, Assume that the transition froml state

S under input e is to state s, and the output is 0 i.e.

(S

4,e)-.-S'

27
, _ (3.7)
and g(S4.e) =0,

Supp05e now  that there occurs some kind of failure which

causes the transition from state SZ to state S4 under input 1, i.e,

(s, 1)=8, .- : (3.8)

Then the given machine operates as another machine as shown in

Table 8.

.Table 8 The fault machine M3 of the machine M;
i 0 1 e

Sl S3 0 SB' 1 SZ’ 0

S2 S3 0 S4. 0 S3, 0

S, s, 1 Sy 1 ‘ S,» 1

54 -, - -, - % SZ’ 0
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We may note that if the transition functions and the output

functions of M3 starting in state S4 are:
f(S4, 0)=S3. 'g($4, 0)=0
f(S4, 1)=S3 and g(S4, 1)=1,
: !
the machine M3 is equivalent to the machine M2 obtained by merging
~state S, with state Sl, Besides all these types of equivalent machines,

the machine M3 may also operate as another machine with four:states,

The checking sequence and its associated correct output

4

sequence for the given machine M2 is given below.

e e e e e e 0 e e 0 e e e e e

001001 0 1 001 00101

1 e el e e e e el e

11 ‘00001 0011

When we apply this checking sequence to the faulty sequential

machine M., the same output sequence as that of the correctly

3!

1 : : .
operating -machine M2 will be obtained, Nevertheless the machine

' '
M3 is already not the same machine as the original machine MZ‘

LY

From the above example, we can see that to restrict the
faults to the types which do not increase the number of states of
a machine is not a realistic assumption. In the next section we

will consider cases where this restriction will be eliminated.

by
4
4
g
]
B
:




3.4. Extention of a CC-fypé Sequéntial Machine to include Types

of Faults Increasing Number of States

If a given sequential machine has n=2k, states then the restriction
to consider only types of faults which do not cause an increase in
the number of states of the machine is appropriate. In most case
in actuél p'ractice‘,‘the number of stétes of a given machine is less
than Zk for some k and the assumption that the fault does not increase
the number of statés is not fully justified as was mentioned in the

previous section.

The fact of an increase in the number of states of a machine
implies that there exists at least one fauity state transition from
v . Uk ' .
state Si (i=1,2,...,n) to state Sn+j (j=1,2,...,2 -n) under input

X (u=1,2,...,m) or e..
u .

If there exists such a transition from state Si to state Sn_'_J

in the process of a checking experiment, there must be another
f 4 . k,
state transition from state Sn+j to some state Si (i=1,2,...,2 )=}

under input symbol e. This transition will be examined by I_._n or

-

Dk input sequence depending on whether the transition from Si to

S +i is induced by applicationof input symbol e or Xu.
n+j .

If we assign the output entries corresponding t6 the state

S +i and input symbol e with a new output symbol r, i.e.
n+) ) o
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S , =

g( i e)=r
and if we apply an input symbol e when the machine is in state
S . (both the input symbols of L and D -sequences are the same
nt) - n k
e), then an output symbol r will be produced by the machine in
response, In cther words, if an output symbol r appears in response
to Ln or Dk input sequence, it is certain that there is a state

transition f_rom Si to Sn+j and there exists a fault which causes an

increase in the number of states of the machine.

When a CC-type sequential machine with the above feature
operates correctly the output sequence corresponding to the ¢hecking
sequence is unique when the machine is started in state Sl. There
is. no other machine which can.produce the same output sequence
when.supplied with the same checking sequence. The above statement
is valid even though the restrictioﬁ of faults causing an increase in

the number of states is abandoned.

1
Example 3.5: For the sequential machines M1 and M, in

T,ble 2 and Table 5 respectively,  the machines with the above
feature are obtained as shown in Table 9 and Table IQ respectively.
In both the tables, several entries are incompletely specified. Their
épecification can be based on v?.rious economic .criteria. But once

the design has been completed, all the entries are completely and

uniquely specified.
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Table 9. The extended machine M1 of Ml'

0 1
S
1 S3, 1 SZ’ 0
S2 S'Z:, 0 S3, 0
S3 Sl’ 1 Sl' 1
S; - - -, or

Table 10. The extended machine MZ of MZ’

0 1 e
S, S,, 0 S;, 1 5,:. 0
52 53, 0 S_l, 0 SS’ 0
s, S, 1 'ss, 1 5,5 1
.54 -, - -, - -, T
Example 3.6: I;et us cogsidér_ the s‘equential machine M;'

in Table 10 and assume that f(S4, e)=SZ. When some failure occures

and the fé,ilure causes a transition of the form as in Eq. (3.8), then

the checking sei;uence and it associated output sequence are as follows:

eee'eee 0 e e 0 e ee‘IOee
0 01001 01 0 01 00101
ie-'eleee el e

11 0-0r 01 0 11
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The ou'tput sequence corresponding- to the checking sequence'
js different from the correct one as given in Eq.b (3.6) and also the
output symbol r appears in a portion of the output sequence. Thus
the machiné under test. is not the original mac“l:ki.x;e and the number of
states is increased because of the occurrence of faults._ |

So far we have assurﬁed that .the output logic corresponding to
the input symbol e is perfect. This assumption can be eliminated
by applying the error correcting codés to encode the output symbol

such that the Hamming distance betwzen two outputs will be larger

than 2t+1, wheré t is the number of errors.




CHAPTER 4

FAULT TRANSITION FUNCTIONS

In the present study we consider the machine to be a sealed black
box and assume that its interconnections are not accessible., By external
measurment, i.e. by applying a sequence of inputs to the machine and
observing the c;)rresponding sequence of outputs'produced,_ the énly .
information that we can obtai;'z is whether the machine is operating correctly

or whether there has occurred some failure that caused some faulty state

transitions with corresponding faulty outputs. Inthe present chapter we
shall discuss how we can locate these faulty transitions and spot the

faulty outputs in the output sequence produced by the machine in response

to the checking sequence.

4.1. Faulty e-transitions

In this section we shall discuss how we can locate the faulty
transitions under input symbol e by obse-rving the output sequénces
produced by extended CC-type seqqer;fial machines in response to Ln
input s_equ.enCe.s of a checking sequénce constructed by the procedure
of the previoxié chapter. Since thé same faulty output sequence .
' corregponding to an th1 input sequencé may be obtained from seve'ral
different faulty machines (each machine has at least one faulty state
transition which is different from that of other faulty machines), we
shall first try to find all possible output sequences in response to an
Ln input sequence and then will -clas sify them int;) s:everal classes.

- Then from ~ these output sequences, we shall try to find

the possible faulty transition functions.
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that the Ln-sequence is not satisfied. Therefore, the length of the
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As was pointed out previously in subsection 3.1.3, even though

the e-transitions, which are the transitions induced by applying input
’ t

symbol e from state Si (i=1,2,...,n), are correct, the machine does not

saitsfy the Ln- sequence unless the initial state is S1 .

During the checking experiment, in order to set the machine in

state S1 , we apply input symbol e to the machine successively until

the output symbol 1 appéars in the output terminal. That is,

e e e ... € ¢
Z 2 Z ... 2 Z

e
1 (4.1)

where z represents an arbitrary output symbol except 1. For a machine

with n states, the number of such input symbols e that may be needed ifor

the purpose is one or more, but not exceeding n. Since the original

machine has only n states, if we apply n consecutive input symbol e's

and the output symbol 1 does not appear in output terminal, we can conclude

consecutive input symBol e is not necessarily more than n.
__,——————"_————_———"—__———‘—M
Corresponding to the input symbol e, there are three different

3,
output symbols, from which E:i (i3)=7 different combinations can be
1=

formed as shown in Table 4.1, From each combination of output symbols,

we can easily construct output sequences which satisfy Eq. (4.1) or

contain n output symbols 0 or/and r as shown in Table 4.2. In Table 4.2,

the number of output sequences which can be constructed is also shown.
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Different combinations of the output symbols.

Table .4.1.
output symbols
1 1
2 0,1
3 r , 1
4 o, r , 1
5 0
6 T
7 0, r

Table 4.2, All possible output sequences corresponding

to a maximum of n consecutive input symbol e.

class output sequences number of output sequences
1.1 {1} 1
1.2 {Oul: lsusn-1} n-1
1.3 {rv-lz ISVSZk-n} Zk-n
1.4 | [z1:ze@m) -0 -1 n-l 2%n
2swsn-1, l2i<Z -n ( i)
i=#(r) inz , t¢<w ] w=2 i=1 .
1.5 {073 1
1.6 (r) 1
n n n 2 n
1.7 {z: ze(0+11;)_ -0 -1 Zj (n)
1<ig2 -n, i=#(r) in z} i=1

In theA.above table, #(r) in z mean

sequence z.

s the number of symbols r in the

Thus if z=00r0rr0, then ff(r) in z is 3.
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R . k
For a machine with n=2" states if there are only two output symbols
corresponding to the input symbol e, then the combinations of output
. >Z_. 2 .
symbols is = ( i)=3 and the possible output sequences are those of
class 1.1, 1.2, and 1.5, In such a case, the number of possible output
sequences is nt+l ( the sum of the numbers of output sequences of classes

1.1, 1.2, 1.5.).

From Table 4.2, it is seen that the sequences of class 1.1

through class 1.4 satisfy the input-output sequence of Eq. (4.1). vBy

~ which we can assume that the machine is in state S1 , though the madiine
may be in another state Si (i=2,3,. x ,Zk) when there occurs a faulty

" ‘state trar;sition such that f(Sn, e)=Si. The output sequences of class

1.5 through class 1.7 do not satisfy the input-output sequence of Eq.(4.1),
so we can conclude that there occurs some fault and ti'xe machine may be

.in any state Sj (G=1,2,...5 Zk). Even though we still assume that the

machine is in state Si. So that we can perform the next step to check

whether or not e-transitions are correct.

By applying the Ln input sequence to a machine, after the

machine is assumed to be in state S1 and observing its associated

output sequence we can determine whether the properties of Definition

3.1.1 are sé’cisﬁed, i.e, whether e-transitionsare the same as it was ori-

ginally. designed. If I, -sequence is satisfied, thus the input-output sequence
. n .

is that of Eq. (4.2).
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length of the seq. : < n-1 » < n-1 >
input ee ... eeeee ... ee (4.2)
output : 00 ...00100 ... 00

Then e-transitions are correct; otherwise, some fault occurs in the machine

and a faulty transition function can be determined from the output sequence.

In response to the Ln input seqi.tence, the all possible output
'_
sequences can be divided into eight classes, namely the sequences of

seven combinations of three output synibolsand a correct sequence, as

shown in Table 4.3. For a machine with n= 2k states the poséible output

sequences are those of class 2:1, 2.2, 2.3 and 2.5,

For e-transitions only, we can consider the machine as a submachine
with one input symbol of a given machine., We know tl"zat every component
of the transition diagram of such a submachine must contain at least é
'singlé cycle, From any one of ouiput sequences in Table 4.3, a single
cycle can be formed. Thé set of states and the number of states

contained for each class are summarized in Table 4.4.

To determine which set of states exactly form a cycle we need

to modify the gi;;en machine and to encode the output symbols corresponding
to the input ;ymbol e as follows:
gls, e =1z, |
g( SJ., e) = Z; ,

' k
where i,j=1,2,...,2 ,.i4j and zi £ Zj . When a machine is designed

in this manner, the length of a checking sequence can be shortened, since the
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Table 4.3. All possible output sequences corresponding to L_.
n

class output sequence number of sequences
-1 - :
2.1 g o™ o™ty | | . |
2.2 )¢ 171 | 1
2.3 | { 021y - N 1
2.4 ¢ ™1 A
. !
2.5 ] {(Ou1)VoW:15 u<g n-2,w< u, (utl)viw=2n-1} n-2 g
2.6 %{’(rul)'vrwz 1< us.Zk-n‘, w< u, (utl)v+w=2n-1 } X_ Zk-n
2.7 ! { W'z wE (0+r)u-ru-0u, 2< us Zk-]_, k . ‘
2 -n jin-1 |
1< i< n-1, i=#(0) inw, |z[<u, ' u ., .
‘ (. )
bapagin

. k . .
1< j< 2 -n, J:#:(r)\m w, uvtlz|=2n-1.} P j-1 u=j+l 3

2.8 { (wl)vz,: w,ijand ( are the same as those in 2.7. : v
' : ' same as 2.7. :

2: v 27, lzls u, (utl)vt|z|=2n-1. 1
. - §

In the table z is the preceding subsequence of the sequence w. Thus if

n=6 and w=00r, then 2n-1=11, u=3,v=3 and z=00, therefore, wvz=00r00r00r00.

and |z| is the length of the sequence z.

Table 4.4. Set cf states which make up 2 cycle.

fcla.ss ’ set of states : number of states
.2.1 { Si}and{ Sn} RS I -1
2. 1
2.2 | (5,0, |
2.3 { S.} 1 or more up to n-1
i e
o 2 -
2.4 { Sn+j ] 1 or more up to n
+1
2.5 {Si} and{Sn} uﬂ
2.6 { §ﬁ+j } and { Sn } u:l .
2.7 { s} and{ an.} u, }slgs 2 -1
2.8 . { Si}’ {Sn+j} and { Sﬁ}} ‘u+1
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length of the distinguishing sequence is one:.but the procedure of

constructing a checking sequence is no longer systematic,

The 6utput sequencés in Table 4.3 except the class 2,1 are
different from Eq. (4.2). If one of the output sequencés except the
class é.l is produced by a machine in response to the Ln input
sequence, then some fault occurs within the machine and there is at

least one state transition which is different from that of the flow tabie
of the given extended CC-type sequential machine as long as the
output logic corresponding to inpﬁt symbol e is perfect.

These fault state transitions correspondingto the output sequences
in Table 4.3 are listed in Table 4.5.

Table 4.5. Faulty state transitions.

class function correct - }ault ?remarks 1!
22 Uspe) | S [ S
2.4 £S5, X)) | S; 1 Shsj S g8 )= 5y
2.5 1 S, e) ; Si1 | Sub | 1sizn
' .‘ ; 2sbsn-i

or f(Sn,e) : S, | S, | 2<c=n-l
2.6 | f(5,-¢ )’ S{ | Spy i HSugi0)= S, —

ot | W ey | Sy | Sy | S

2.8 ' £( Si’ e) ' Si+I [ . Sn+j‘l;'i 1( Sn+j' ,e)=sd, l<dsn
or 1(S , e)‘ . s, j S ot f €(S,,50 o8, Isis -l
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. .
Here Si is the next state of Si under input X , j and j' may be or

u
may not be the same and unless specified i=1;2, ooy ] ana

j':l’z,.. . ,Zk-nand.u=1 ,2’ s e ’m-

4.2, Faulty AXu-transitions |

In this section, we shall discuss faulty transitions caused by
some input symbol Xu (u:l,é, ce.,m, but not e) of the CC-type
sequential machine. Faults iﬁ e;transitions, as fnentioned in the
previous section, can be found from Ln-sequence of the preset
checking sequence. But the preset checking sequence does not give
us enough information regarding faulty Xu-transitions_ of a CC-type
sequential machine. :

First, let us consider a CC-type sequential.machine
.mo d.ified.' from a non-CC-type sequential macﬁine with fi';re states

as shown in Table 4,6, The checking sequence and its associated

correct output sequence for the machine are:

ecce Deee eleeee eele eeaeleceee
0001 1001 000001 0001 000100001

(=2 ¢ ]
(=2 ]
oo
oo
- 0
o0

(4.3)

eecee eeleeece

ee el eeele ee‘eeleeee
01 0100001 0010001 00001

000000001

Suppose we obtain an output sequence corresponding to the checking

sequence for this machine as:

ecececeeceeccecee Deee eleecee eel e eeeleceece
"0000100001 1001 000001 0001 000100001
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eeecele le'e eleeecee eelececee
000000 100 0010000 1010000

From the above output sequence we know that the subsequences

after W5 0 sequence, i.e. the sequence to check the transition from
, .

state S5 under input 0, is different from the correct one. Thus the

transition from state 55 under input 0 is not to state SS as it was

originally designed, but to some other state we do not know; moreover

there is no more information about other transitions following W5 0"

3

sequence.

For the purpose of obtaining more information about the transitions

of faulty CC-type sequential machines, we use the adaptive experiment,

i.e. an experiment in which the decision as to what input subsequence
is to apply next is based upon the information obtained from the responses
qf the preceding sequences. Thus the input sequence gener#tor should in
this case be capable of generating a number of sequences based on

information fed back to its input from the out.put terminal of the machine.

A schematic representation of the adaptive experiment set up is shown

in Fig L] 4 . 1 Ld
input X
sequence i M « I output
generator - -

Fig. 4.1. Adaptive experiment.
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Table 4.6. Anextended sequential machine.
0 1 e
S2 S2 0 Sl. 1 S3, 0 !
S, | 85 0| S,.1 S41 0
54 S1 1 S5 »0 SS' 0
S5 SS' 0 S2 0 S1 1
é6 T T =, T }
S7 —ry - - - - 3 T %
i
5
S | T | "o~ T
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Before executing this experiment, the Ln-squence should be
satisfied, which means that the response of Ln-in_put sequence is
of class 2.‘1 of Table 4.3, Since Ti or Di-sequences which will be
used iﬁ this experiment give us the information of the final state
or initial state pf a sequential machine and both the Ti and bi—sequences
are dependent on the correctﬁess of e-transitions so if the Ln-sequence
is not sé,tisfied, the e-transitions are not correct then the 'I‘i or Di—
sequences could not give us the expec;ced information and the experiment
is over; therefore we should first check if the Ln-.sequence is satisfied.
If the Ln-sequence ‘is satisfied, then the final sfgté of the machine is
S . In order to use the Ti-sequeﬁces to have the machine in a
desired state Si’ we need t;'> bring the machine first to state S1 Ey.

applying another input symbol e to the machine whose associated outpﬁt
should be 1.

To determine to which state the transition occurs from Si

under input X , ‘we first apply the 'I‘i input sequence to the machine.
u , .
Since L -sequence is satisfied, the machine will change from state S1
n .
to state S, on applying Ti-se'quence whose associated outputs will
i .

be all 0's. Next, we apply the input Xu. If the associated output is

7. which differs from the correct output Xi’ as can be seen from the

able, we know that the faulty output function is g( Si’ Xu )=Z..

given flow t ;

Then, we apply the input symbol e successively until an output symbol

of 1 appears. If, after Zk-n+1 consecutive symbols e being applied
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at the input, the symbol 1 does not appear at the output.,- we next check
if the output in response to the (Zkfn.'-l-l)th input e is r‘. If it is r,
we know that there is a transition from state Si to state sn+j and a
cycle exists in the state set Sn+j corresponding to the ipput e (class
2.4 in Table 4.4). If we apply inputs e again the machine will simpiy
recycle and 1 will never appear, so that no more information will be
available and thus the experiment is c;ver. If the output in response
to the (Zk-n+1)th input e is 1, we go to the next'step but if it is 0,
the input syml'a.ol e will be applied successively until anoutput symbol of
1 appears. 'The response to the consecutive applicé;tions of the input
symbol e after the symbol Xu s.hould be belonginé to the five output
sequence groups as shown in Table 4.7.

Table 4.7. Output sequences corresponding to the consecutive

applications of the input symbol e after the

symbol Xu.
group output} sequences
1 1
2 ¢ .o .
R v, x=1,2, n-1
: Y o*1 1,200,200,
5 rZk-n+1

. k
The length of the output sequence is less than or equal to 27,

The transitions f~om state S under the input X,; are shown in Table ‘
- . i .




- 41 -

4.8. In this table we dlso show another transition function f(S 4yt e)
. . n)

which must exist in the faulty machine,.

Table 4.8, Next states of Si'

group f(s,X )| f (Sn+j" e )'
1 S
n
2 S
n-x
3 .
n+tj Sn
4
n+j Sn-x
> Sn+j Sn+j"

. : ' k
In the table j,j' and j" € { 1,2,...,2 -n} and x is the same as that

of the same group in Table 4.7.

If. the output sequence corresponding to the consecutive input

symbols e is not a sequence of the group 5 shown in Table 4.7, the output

symbol 1 will appear in the output terminel and the machine will finally
be in state .Sl’ so that we can go ()n. to' check the possible transitions for
all other 1 and u (i=1,2,...,n, u;l,Z, .e.,m).

We can now summarize the procedure as follows:

) Procedure

Step_1: Ai)ply the input symbol e repeatedly (at mostn times) to the
machine until the output synbol 1 appears in the eutput terminal. If
1 does not appear, go to the next step.
SteB 2: Apply L input sequence to the machine and check to which

class of Table 4.3 the associated output sequence belongs. If it
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belongs to class 2,‘1; gb fo next step; othverwise,.' the faulty transition
function will belong to the corresponding class of Table 4.5, and
the experiment is over. |
Stgp 3: To determine to which state the tr:;;nsition from Si will be under
the input Xu’ the following steps are taken.

(a) Apply Ti-s'equence.

(b)_ Apply the -inpuf Xu next and check whether the asspciated
output Zi is the .s'am‘e. as the one descri_bed in the given how table.
If they are not the same, the f;ulty output function is g(Si, xu)=zi.

(c) Apply the input symbol e successively up to Zk-n+1 times

until the. nutput symbol 1. appears in the output terminal. If a output

symbol of 1 does not appear and the (Zk-n:i-i)'t_h output symbol is r,
then no more information is available and the experiment is over.
Since Ln-seéuence has been check'ed- in step 2, thefe is no transition
froin.state Si to stgte Sn+j . If (Zk-nHL)th‘ output ;ymbol is r, then

k ' ] . o
there should be 2 -n+l consecutive r in the output sequence, i.e. .

].

a cycle is formed by some states of the set of states { Sn+j

If the (Zk-n+1)th output is 0, continue to apply the input symbol e
succesively until 2 1 appears in the output terminal.
(d) Check to which group in Table 4.7 the associated output

sequence after the application of the input Xu belongs to determine

the state from the corresponding group in Table 4.8. If the state

_is different from the one described in the given flow table, then
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belongs to class 2.1; gb fo next step; otherwise‘,. the faulty transition
function will belong to the corresponding class of Table 4.5, and
the experiment is over. |
Stgg 3: T§ determine to which state the tra-msition from Si will be under
the input Xu’ the following steps are taken,
(2) Apply Ti-s'equence.
(b)‘ Apply the -inpuf Xu next and check whether the asspciated
output Zi is the .s'am;a‘ as the one described in the given ﬁow table.
If they are not the same, the f?.ulty output function is g(Si, xu)=zi.
(c) Apply the input syrnbol e successively up to Zk-n+1 times
until the. nutput symbol 1. appears in the output terminal., If a output
symbol of 1 does not appear and the (Zk-n;l-l)th output symbol is r,
then no more information is available and tho;;: experiment is over.
Since Ln-seéuence has been check.ed' in step 2, there is no transition

frofn state Si to state Sn+j . If (Zk-n-l-l)th' output symbol is r, then

there should be Zk-n+'1 co.nsecutive r in the output sequence, i.é.
.a cycle is formed by some states éf thg set of states { Sn+j} .
If the (Zk-n+1)th output is 0, cont.inue. to apply the input symbol e
-succesively until a 1 apéears in the output terminal.

(d) Check to which group in Table 4.7 the associated output
sequence after the application of the input Xu belo;'lgs to determine

the state from the corresponding group in Table 4.8. If the state

_is different from the one described in the given flow table, then
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faulty state tr?.nsition function can be found.

| (e) If. the output symbol 1 appears in tl'1e output terminal in
step (c), repeat steps (a), (b), (c) and (d) for cther possible state
transitions 'correspon:iihg to every iand u (i=1,2,...,n; u=1,2,,..,m).

Example : Consider a sequential matchine whose or'iginalhflow

table is shownin Table 4,6. Then the checking sequence ar|{ its
correct output sequence are shown in Eq, (4.3). Now wdpérform
an adaptive experiment following the iarocedure'mentioned above and

obtain the following input-output sequences.
Us W0 o V2,0 W30 Y0

‘"eeeeeeeeece Deece eOAeeee eele eeeleececeec
0000100001 1r001 01r001 0001 000100001

wn

(4.

WS,O Wl,l WZ,l 3,1 ) W4,1
1 eeeleceece
1

eceel eceece leceee eee eeleeece
001 0010001 O0O0O0OTFrrrr

e
0000000001 1rr001 O

w

In. the above input-output .sequences, WI,O’ WZ,O’WS,O’

1,1’

W2 1 and W4 | ~Sequences are differeﬁt from those in Eq. (4.3). From

Tables 4.7 and4.8 we obtain faulty and other state transition functions

and a faulty <.)utput function as shown in Table 4.9,

~

From the fact that the output sequences after the input Xu of

w W. : and W, _-sequences are different from each other and

1,0’ 1,1 4,1

k

2 -n=3, we can conclude that Sn £ 85 £S5 48 and S

. . # . . =S .
)] ntjy nily ni)y n+j3 nily

thus {( Sn+j3' e )=Sn+j3'
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Ta}ﬁle 4.9. Faulty transition functions.
sequence | group f(Si ’ Xu Y| £( Sn+j p €) g Si s Xu
Wio | * Snt, 53
Wao | * Sntj! 53 | 1
Wso | 2 5)
Wi 4 ntj, >
Va1 2 53
W 5 s .. s . |
4,1 n+.]3 . n+34 i
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CHAPTER 6§

"CONCLUDING REMARKS

In the present dissértation, we have discussed extention of
a CC-type sequential rﬁachine by the addition of an output symbol
in order not to restrict the f;ults only to the type which does not
cause an increase in the nufnber of states of the given machine.
It is shown that the checking sequence by such an extended machine

is the same as that of the orginal machine.

An adaptive experiment is developed for the detection of
faulty state transitions. All possible output sequences that may
occur corresponding to the checking sequences are classified in

several groups from which faulty state transition functions can

be reaaily found.

If e-transition is correct and no cycle exists in the state

set { S . }, all faulty state transition functions can be determined

and a faulty CC-type sequential machine can be identified.

" It may be pointed out finally that the introduction of additional

output logic is not very costly and can thus be 1ncorporatea quite

readily. The additional advantages are that the usual restriction of

faults not increasing the number of states can be readily done away

with, with the resulting checking experiment being very efficient and

practical.
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