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ABSTRACT

Recent increases in the complexity of computer networks
have necessitated the use of protocols ' of increased
complexity. The reliability of a data .communications
network depends heavily ‘on the reliability of the protocols’
involved. Various methods for modelling and testing
protocols have been proposed in the literature {9, 10, 127.
Here, we represent the ISO Transport Service specifications
in the form of executable specifications. These
specifications have been described as a combination of
abstract data type technique and a finite state automaton
approach, [22, 237 . We also represent the ISO Class-0
Transport Protocol specifications in the form of executable
specifications. The Class-0 Tranport Protocol specifications
are described using a finite state automaton approach, [ 24 1
The basic philosophy behind developing the executable
specifications is that of Fast Prototyping. A Prototype is
a small version of the ultimate system. It may be an
inexpensive subset of the whole system which does not
necessarily have all -system features but allows the user a

hands-on experience to establish his requirements. =~ A
software prototype can be developed by using a high level
programming language to directly implement the
specifications of the intended system as executable
specifications {19] . Prototypes of Transport Service

specifications and Class-0 Transport Protocol specifications
are developed on the PDP 11/34 under RSX-11M using a popular
programming language (PASCAL) . Representative test
sequences were applied to the prototype for Class-0
Transport Protocol specifications and the results are
summarized.
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Chapter 1

INTRODUCTION

>With advancements in computer communications and software
engineering, the complexity of communications software is
increasing very rapidly. Complex computer communications
networks give rise to a complicated set of rules for ex-
changing data among a number of hosts. This set of rules

form the communication protocols.

The increasing complexity of protocecls makes their use
more prone to errors, often resulting in erroneous or ambi-
guous states of data exchange. This necessitates the appli-
cation of software validation techniques to communications

software,

Testing architectures which can be used to test protocols
or their prototypes at local (laboratory) or remote (client)
sites have been proposed in the literature [20, 21]. It is
imperative to develop prototypes of various services and
protocols which can represent the specifications in the most

accurate manner in a commonly used programming language.

Structuring and standardization of these services and
protocols has beccme a major concern to experts in the com-

munications area. Internaticonal organizations 1like CCITT



ot

(International Telegraphy and Telephony Consultative Commit-

. tee) and ISO (International Standards Organization) have ex-

pended much time and money in this Standardization process.

A veryv brief history of coméuter networks.is presented in
Chépter 2 leading to the concept of Layered Architecture of
computer networks. The ISO Reference Model for Open System
Interconnection is presented very briefly and comments are
made on parallel standardization activities by CCITT. Some
basic definitions related to communications networks are
presented in Chaptér 2. A section of this chapter deals with
an introduction to the basit concepts of fast prototyping.
Existing methods of formal description of protocol specifi-
cations are described [11}. A survey of existing protogol
validation and verificati®dn techniques is presented. A sec-
tion of this chapter discusses the applicability of current
software development and testing concepts to validation of

protocols.

Chapter 3 deals with the application of a fast prototyp-

ing approach to developing prototypes for Transport Service

'specifications and Class-0 Transport Protocol specifica-

tions. IS0 Transport Sefvice specifications ‘and Class-0
Transport Protocol specifications are presented, [22, 23,
24 ] An executable prototype for the Transport Service spe-
cifications is developed as a first step. The Transport Ser-

vice specificatigns used for this purpose are described as a



combination of the abstract data typeﬁtechnique and finite
state automaton approach, [ 22, 23]. Then an executable pro--
totype is developed for Class-0 Transport Protocol specifi-
cations as a second step. Class-0 Transport Protocol speci-
fications used for thié purpose are described on a finite’
state automaton based approach, [24]. Expefiehce gained by
developing the prototyée for Transport Service specifica-
tions is utilized in modelling the Network Service Provider
consisting of two Network Entities and two queues.‘ It is
then included és the Network Service Provider for "the proto-
types of the Class-0 Transport Protocol specifications.
Thus, the iﬁpact of the layered network architecture of 150
OSI Reference Model is also highlighted in the de#elopment
of the prototype for Class-0 Trénsport Protocol specifica-
tions. A popular high 1level programmingilanguage {PASCAL)
is used for development of the prototypes of the Transport
Service specifications, Class-0 Transport Protocol specifi-
cations and the model of the Network Service Provider.
Softwaré design considerétions and quality assurance issues

are preéented‘in section 3.5.

Chapter 4 deals with.the appliéation of fast prototypes
developed in chapter 3 to related research in protocol test-
ing. This cﬂapter presents a brief survey of the prétocol
testing architectures propoéed in the literature, rqle of.
fast prototypes in these architectures, the plan developed

to exercise the fast prototype for Class-0 Tranéport Proto-

-3 - -



col specifications in an elementary confiquration for labo-
ratory testing of.protocols and the results of that exer-

cise.

A summary, conclusions and sugge%tions for further re-
Y

search is presented in Chapter 5.



Chapter 2
SURVEY OF EXISTING TECHNIQUES FOR PROTOCOL
DESIGN AND TESTING
This chapter presents the concept of layered network archi-
tecture, an overview of the ISO 0SI Refgrence Model and par-
alle! standardization efforts by CCITT. Somé basic defini-
tions are given. An infroductionrto the basic concepts of
fast prototyping is given.. A survey of the current proteocol
validation technigues is presented and relation of some
‘software testing techniques to protocol testing is present;

ed.

2.1 . CONCEPT OF LAYERED NETWORK ARCHITECTURE .

Earlier design of Computer Networks was mainly on an ad-hoc
experimental basis [ 2]. ¢ There was not a well defined and
precise set of guidelines. Networks were designed-according
te the individual organization's requireéments., This led to a
variety of problems when it came Egzéonnecting two different

networks together. Consequently, International -organiza-

tions like ISO and CCITT became involved in developing stan-

o

{

dards for Computer Networks design.

Today networks are organized as a hierarchy of layers,

often denoted "layered network architecture”, IS0 has come
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up with a layered model of a network for Open System Inter-
connection called the ISO OSI REFERENCE MODEL. This model is

-

defined and discussed in the section 2.2, [ 3].

-

Layering is a technigue @hicb_ involves defining the
structure of a network as being logically composed of a suc-
cesgsion of layers. Each lower layer is isolated Vfrom the
higher layers. Each layer has its own set of functions to
perform and a set of services to provide to its next higher
layer. The basic idea of layering is that each layer per-
forms a set of functions (independent of the other layers)

and adds value to the services provided by its lower layers

in a manner that the total quality of transfer of data is

improved.

Taking the example of the‘Iso Network layer and the
Transport Layer,\ﬁ‘the Network Layer performs the following
functions :

1. Establish a Network connection with negotiation,

2. efficient routing of data ,

etc.

This set of functions of the Network Layer is assumed by
the Transport Layer in performing its own set of functions
which are those necessary to bridge the gap between the ser-
vices available from the Network Layer and those to be of-
fered to the'TransportVService User (i.e Session Layer epti—

ty), [ 21]. The idea is that two peer layers "talk" to



eachother by using the "service” provided to them by the

lower layer entities,

~

One main concept is that the Network Layer plus the Lay—
ers under it constitute the Net;er Service Provider and to-
ggther they provide a set of services to the Network Service
user (i.e Transport Layer entity). Now, building on the same
concept, when a Transport Layer is added to the Network“Ser-

. vice Provider to enhance the quality of service, then the
Transport Layer plus the layers below it form a Transport
Service Provider which provides transport services to itg
user (i.e Session Layer entity) at the next layer above the

Transport Lavyer.

This concept is very similar to the underlying concepts
of modular programminé where the internal working of a mo-
dule is totally hidden from the other modules and the module
performs a service for a_galling module. The related idea in

.Software Engineering is called information hiding {19].

The IS0 0SI REFERENCE\&ODEL consists of seven layers as
shown in Fig.2.1l. Layering is done according to well de-

fined principles. Justification for a seven layered model

. can be found in [2, 3 5, 25]. An overview of these layers
::>can be found in seczﬁon 2.2, .

AN
The standardizatioh\\sfforts of CCITT in this direction

are described in sectibnl2.3 and their relation to ISO ac-

I'4

" tivities i’jaiscussed. /j



2.2 OVERVIEW OF ISO OSI REFERENCE MODEL

The term Open System Interconnection (0SI) implies that in-
formation could be exchanged among systems, computers, net-

works etc. that are OPEN to one another by virtue of their

——

mdtual use of these interface standards. OPENNESS does not
imply any particular implementation or some physical means
of interconnection of the different entities but refers to

the mutual acceptance and implementation of the ISO stan-

F

dards.

The ISO OSI Reference Model consists of seven layers. A
brief description of each layer and the services-it provides

is given below. These descriptions are based on [3, 25].

2,2.1 The Physical Layer

The Physical layer provides the necessary mechanical, elec-
trical or any other physical means of §§ansferring data. It

is THE physical link among the hosts.

2.2.2_ The Data Link Layer

The Data Link 1layer converts an unreliable transmission
channel into a reliable channel which is used by the Network
layer directly above it, IE T4 therefore providing a service

to ensure reliability of transfer of data.



2.2.3 The Network Layer

The Network layer is mainly concerned with the routing of .
' data from a source host to a destination host. This layer is
responsible for effeqtive routing i.e attempting- to avoid
congéstion;.'This layer is extremely important in the sense
that the efficiency of the network- depends on it. The ef-
fect of poor routing could be disasterous in a point to
point netwo;k but the routing problem does ndt arise in sa-
tellite communications where a single channel exists [2].
Packet Switching Public Data Networks (PDN's) have been es-
tablished in many countries based on the CCITT Recomménaa—
tion X.25 virtual circuit serviceé. These networks are be-
ing interconnected to provide an inter-network data
communications facility. §CITT has . defined Recommendation
X.75 for sucﬁ’connections.- Special attention has been given
to multiple circuit procedures between communicating Signal
Terminating Equipment, which permit virtual calls to simql—
taneously exist over a number of physical circuits, Th{;
allows for load sharing and graceful recovery from circuit
failures provided at least one circuit remains operational,
[26 1 - | .

2.2.4 The Transport Laver

The function of the Transport layer is to provide reliable
host to host communication for use by the Session layer

above {t. It hides the details of the communication subnet-



~

work from the Session layer. The control of data transporta-
tion from source host to destination host in an efficient
and cost effective way without letting the higher layers
know about the details is the job of thg Transpert layer [1,

3
251,

More formally, the functions performed by the Transpo;t
Layer are at least those necessary to bridge the gap between
tﬁe services available from the Network layer and those to
be provided to the Transport Layer users i.e a Session enti-

ty, [23]. -

The basic functions of the Transport Layer can be cate-
gorized as :

l. Transport Connection Establishment phase.

2. Transport Data Transfer phase.

3. Transport Connection Release phase. 5\4

A brief description of the Transport Service specifica-
tions describing the above functions is presented in section

3.1. Details can be found in [22, 231

o™ i

The Transport Protocol has five different classes, Each
class defines a set of functions. These classes are listed
below with their definitions. Details of each class can be

found in [24].
| 1. Class 0 : Simple class. Class 0 provides the three

phases of Transport connection listed above with er~-

- 10 -



ror detection and reporting. Recovery from these er-
rors is not part of the c15£§-o Transport‘Protoéol
specifications.

Class 1 : Basic Error Recovery Class. This Class pro-
vides thé functionality of Class 0 along with the
ability to recover after a failure is signalled by
the Network Service without involving the Transport
Service user.

Class 2 : Multiplexing Class. Clqss 2 provides multi-
pie Transport connections with or without individual
flow control. No error detection or error recovery is
provided. Multiplexing and demultiplexing allows
several transport connections to share a netwérk con-
néction at the same time. Multiplexing allows the
concatenation of TPDU's belonging to different trans-
pert connections to be transferred in the same Net-
work Data primitive.'

Class 3 : Error Recovery and Multiplexing Class.
Class 3 provides the fhnctionality, of Class 2 plus
the ability to recover ;fter a failure is signalled
by the HNetwork Service without iniolving the Trans-
port Service user.

Class 4 : Error Detection and Multiplexing Class.

This class provides the functionality of Class 3 plus

the ability to detect and recover from lost, dupli~

cated, or out-of-sequence Transport Protocol Data

|

- 11 -



Units (TPDU's) without involving the user of the

Transport Service.

.2.2.5 The Session Layer

The purpose of Session Layer is to assist in the support of
the interactions pétween cooperating Presentation Layer en-
Eities. To do this, the Session Layer provides services
which can be classifiéd in the following two categories :

1. Binding two presentation entities into a relationshipb
and unbinding them. This is called the Session Admin-
istration Service.

2. Control ofrdatg exchange, . delimiting and synchroniz-
ing data operations between ‘two Presentation enti-

42
ties. This 1is called the Session Dialogue Service

[%g?.

]

2.2.6 The Presentation Layer

The purpose of this layer is to provide the set of services
which may be selected by the Application layer (on top of
it) to enable it to'interpret t#e meaningrof Mtheigata ex-
changed. These services are for the qanagement of the entry
exchange, display aﬁd control of structﬁred data. In other
words it perforﬁs useful transformations on the data to be’

sent such as text compression [1, 251,

- 12 -
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2.2.7 The Application Layer

This is the highest layer in the IS0 0SI Reference Model,
Protocols of this layer digectly serve the end user by pro-
viding the distributed information seréice appropriate to an
application, té its management and to system management.
Management of Open System Interconnection comprises those
functions required to initiate,_mainéain, terminate and re-
cord daéa concerning the establishment of connections for
data transfer among application processes. The other layers
exist only to support this layer.

) ¥,
An application is composed of cooperating Application

Processes which communicate according to Application Layer
protocols. Application processes are the ultimate source and

sink for exchanged data, [251].

.
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2.3 PARALLEL EFFORTS BY CCITT

The information in this section is based on [2]. ccCITT is
developing a 'Layered Model of Public Data Networks Service
applications' for the purpose of interconnecting a number of
hosts or gaining access to the network services, [2]. 1ISO
has already come up with the 0OSI Reference M66e1 which has

“Rh

been presented in the previous section. ~high degree of

.compatibility exists between CCITT's and IS0's models which
is apparent from Fig.2.2. This compatibility,  is facilitated
by the cooperation which already exists between the two or-

A

ganizations.

Both IS0 and CCITT have adhered to the structuring tech-
nique of Layering. Both h®g come up with a seven layered
médel (;ee Fig.2.2). The maﬁor_ difference is in the in-
terpretation of the services provided by the Network and
Transport layers and their relationship to X.25 virtual cir-
cuits. This is als§ visible in the Fig.2.2. CCITT's view is
that the services provided by the Transport and the Network
layers are identical except in the quality of service pro-
vided. ISO maintains that the services provided by the Net-
work layer are somewhat primitive, . resulting in distinctly
different services provided by the Network and Transport

layers.

q

- 15 =
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2.4

1.

2.

BASIC DEFINITIONS AND TERMINOLOGY

Communication Protocols :

Communication Protqcols can be de%ined as the set-
of rules governing the orderly exchange of data and
messages between peer communicating entities. Thus
there would be a protocol at every level or 1;yer of
the ISO model described in the previous section,

Service Specifications :

Laver N provides a set of services to the user
Layer N+1 above it by executing Layer N protocol,

which is a set of functions, using the services pro-

‘vided by the Layer N-1 below it, The set of services

providéd by the Layer N is described by the Laver N
Service Specifications. Layer N+l service is a com-

bination of Layer N service and Layer N+l protocol,

Service specifications for a layer «can be ex-
pressed in a Formal Description Language, [ 14, 17, 29

]. Executable Service specifications in the form of a

- pretotype can be obtained using a programming lan-

guage. The programming language should be used with
extreme care and in a strictly structured\way so that
no errors or ambiguities are introduced in construct-
ing the prototype. This is the method we adopted for
deveioping prototypes for Transport Service specifi-
cations and - Class-0 Transport Protocof specifiea-

tions, (see Chapter 3). P
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.3. Protocel Specifications : =

The Layer N Protocol Specifications deséribe how
the Layer N Service is provided through spécific se-
quences of iteractions between peer Layer N enti%ies.
The peer Layer N entities acthally communicate using
the Service provided by Layer N-1.

4, Service Primitives : Layer N Service Primitives de-

"scribe the operations at the interface (accéSs poini)
between the Layer N and Layer N+1 through which the
Layer N Service is provided. Layei N+l uses Layer N

primitives for communication with the Laver N entity.

2.5 PROTOCCL SPECIFICATION ISSUES

Specification technigues developed for conventional software
cannot be readily applied to specifyinhg communication proto-
cols because protocols have some time related properties [ 9,
10]. Protocols are implemented in software but their func-
tionality involves a high degree of concurrency {8, 10]. It
is important to note that imprecise service specifications
of a 1a§§r} say layer n, can affect the services offered to
layer n#ii For example if the specifications of the Trans-
" port Service are ambiguous; the Transport Layer would not be
guaranteed to supply the set of serQices expected by the
Session Layer. Therefore, to promote completeness and con-
sistency, the service specifications of any layer should be

.laid down in an extremely precise and formal manner.
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Formalizing requirements is the first stép towards de-
signing any piece of software. Imprecise definitions of pro-
tocol fequirements gi;e rise to imbrecise, ambiguous and/or
incorrect protocol specifications which result in faulty de-

sign,

Protocol errors can result from ambiguous and imprecise
protocol specifications e.g Virtual Circuit establishment
and Clearing 1in X.25 Packet level protocol as originally

proposed by the CCITT, [5, 6 L

Protocol Design errors can usually be attributed to the
misinterpretation of the specification by the designer. Most
protocol errors have been 1linked to erroneous design.

Ambiguitv in X.25 Virtual Circuit establishment state dia-

grams.was a significant design error, [ 5, 6]

&
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Protoccl implementation errors arise due to incorrect
programming, misinterpretation of correct design by the pro-
grammer etc. Most persiﬁtent errors found in protocols are

specification and design errors,

2.6 EXAMPLES OF PROTOCOL DESIGN OR SPECIFICATION ERRORS

These examples have been put under a separate heading be-
cause the author believes that it sometimes becomes very
difficult to attribute an error s rictiy to incorrect speci-
fications or erroneous déETBhf’r;£ should be‘noted here that
the common protocai speéification and design errors are usu-

ally categorized and listed as the following classes :

1. Deadlock condition

This situation arises when two communicating enti-
ties wait indefinitely for the other either to com-
plete or initiate an action. In the case of a dead-
léck, the, entities are not exchanging ~any
information. They,'typically do not consume the net-

working resources such as CPU time.

A number of deadlock conditions have been identi-

fied in the literature [4].

-

(

2. Infinite Message Looping
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An qu}g}te Message Looping condition occurs when
t;o'communi;;ting entities are in a loop such that,
upon receipt 6f~a message from one entity, the other
résponds with a message which 1in turn causes the
first to repeat its first message transmission. This

interchange continues indefinitely[ 4].

The effect on the communicating entities is simi-
lar to that of deadlocks i.e. further effective com-
munication between the two entities is halted. Howev-
er in an Infinite Message Looping condition, the
entities are consuming the network resourceé and are

. \
theréfore, more costly than deadlock conditions.

‘Piscussion of the causes and effects of these conditions

is beyond the scope of this thesis. The interested reader is
referred to [4].

A

2.7 CURRENT PROTOCOL VALIDATION TECHNIQUES

For the sake of precision’and accuracy, there is a need to
express the specificafions of a protocol in a Formal De-
scription Language, These specifications can then be ex-
pressed in the form of exécutable specifications and can be
tested for any errors or anomalies using protocol testing
techniques. This section contains a survey of current Pro-
tocol va;idation techniques, The terms Validation and veri-

fication are intérpreted as being distinct in the context of

- 21 -
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Software Testing technclogy.: In this thesis the terms Pro-
tocol validation and Piotocol Verification both denote ac-
tivities to ascertain that a protocol performs its function
according to the set of original requirements. This activi-
ty could be the modelling and testing of the protocol by
running a series of selected test cases through it and veri-
fying it's correctness. Performance testing issues are not

discussed here.

2.7.1 Protocol validation vs. Program validation

Protocol validation techniques are quite -similar to those
used for Progam validation,[ 8, 10]. Some program valida-
tion techniques have been applied successfully to .protocol
validation [ 8,10 ]. To handle typical properties of protocols
like concurrency, new approaches have been developed for
protocol description e.qg Finite State Automaton approach,

Formal Description Techniques (be),[ 22, 23, 24, 291.

A formal classification of available techniques for Pro-
tocol validation is presenteé below. It should be noted ét
this point that this classification wéuld be from the point
of view of validation of protocols and not éomputer p;ograms
in general. Thus, the ﬁroperties of protocols have been
strictly kept in mind before attempting to make this classi-
fication. © The major classes of protocol validation techni-
ques are listed below with their explaination in the follow-

.ing subsections :
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1. Reachability Analysis based techniques:
2. Formal Proving based techniques.
-3. Symbolic Execution based techniques.

2.7.2 -Reachability Analgsis Based Techniques

Reachability analysis is based on exhaustively exploring all
the possible interactions of two (or more) entities witﬁin a
layer 17 . A compqsité state of the system is defined as a
combination of the states of the cooperating protocol enti-
ties and the lower layer ‘connecting them. From an ?nitial
state, all possible transitions are generated leading the
system modél to new system states. This process is répeated
for each of the newly generated states until no new states
are generated. The new system states are then ;nalysed by
the designer for'error. For example, if no state t;ansition
is taking place, then there is a possible deadlock situation
or a Lermination céndition. “Also, if the pattern of state
transition‘is in the form of an infinite: loop, then there

could be a Ping-ponging situation,

Reachability Analysis is basically a Finite State De-
scription based validation technique. It therefore requires
a finite state model description of the protocol. Following
are the types of finite state models which have been used to
describe a protocol :

;-

+1l. Duologue Matrix Model
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The protocol is modelled as a pair of interacting
processes, These processés are themselves represented
as directed graphs [12]. A message transmission
(represented by an integer) 1is represented by a pair
of cor;esponding arcs, one in eaqh graph. The process
which sends the message has a negative value of the
integer along the side of its graph while thé process
receiving the message has a positive value of the.in—
teger along the side of its graph. A segquence of
transitions within a process is called a UNILOGUE and
is represented by a path witﬁin its grapp. A sequence
of transitions getween the two processes is called a
DUOLOGUE and is represented by the pair of partici-
pating unilogues and their paths. ‘ A Duologue Matrix
expressed as D = dij represents all the Duologues
where dij is the Duologue formed by coupling the ith
unilogue of the first process with the 3jth unilogue

' in the second process.

These Duclogues can then be checked for particular

kinds of erroneous behavior.
L S

Limitations of the'Duologué Matrix Model are :
a) Only two processes can be considered for analysis.
b) The number of duologues increases rapidly with in-
creésing complexity of the state diagrams being

validated. Therefore, Duologue Matrix analysis is

~
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limited to the protocecls which do not contain any

cycles and therefore, return to their initial

state after a finite number of interactions.

Perturbation Model

This is an extension of the Duologue Matrix model
developed by C.H.West 8], It overcomes one of the
limitations of the Duclogue Model i.e it does not' re-
quire the interacting processes to come back to their
initial states with the same periodicity. On the oth-
er hand, it covers allréossible state transitions
(starting-from an initial state) by perturbing the
current state of one of its component processes only
{i.e all keeping- all other components unchanged).
Thus, new states of the whole system are achieved.
This model handles many more protocols than the Duo-

logue Model.

Example applications include CCITT Recommendations

X.21 and the X.25 Packet level protocols[ 10].

Pure FPinite State Model

This is a relatively primitive approach [10]. The
communicating processes and Fhe communication medium
are represented by a Finite étate ﬁachine which as a
whole represents the system. Transition from one
state to another are triggered by internal or éxter-
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nal events. validation is dahaggamReachabi;ity Ana-~

lysis concept. This however, leads into the traver-
sal of a massive reachability tree in case of complex

protocols.

It. has been used in validating the Call Set-up and

Clearing procedure in X.25,[ 5, 10].

4. General Transition Model

. ' ~
This model combines the finite state machine ap-

proach and a programming language approach. Each
communicating process is described in terms of
a) A finlte state diagram.

b) A set of program vériables.

A state transition is described by
c) A token indicating the transition's current posi-
tion in the transition diagram,
d) Thé transition's effect on the system represented

by a set of values of the program variables.

This combined approach allows complex models to be vali-
dated using the Reachability analysis technique and allows

for software testing concepts to be used also.

It has been applied to ascertain the validity of X.25

Packet level protocol and HDLC proto¢ol, [ 10 ]
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2.7.3 Proving based techniques

A protogol, when considered as a program, can he subjected
to program proving techniques [13]. For this purpose, the
specifiFatioﬁs of the protocol musq/gé written in a very
precise ménner..Some of the program proving based techniques
applicable to protocol validation are given below :.

l. Indzgtive Assertion Method

This technique of proving a protocol involves the
attaching of statements called assertions at certain
.points of the program (protoccl) which are required
to be true. These could be values of boolean varia-
bleé. Ideally, the assertions would be derived frog
the service 'specifications but since the definition
of -the services are not precise enough, the asser-
tions could be formulated by the tester. The truth
of an assertion follows from the truth value of the
assertions -at all points previous to it in the pro-
gram hence the name Inductive Assertions [ 13]. After
formulation of the assertions, it can be proved that
the programs representing the protocol entity satisfy

these assertions.

The difference between program and protocol prov-
‘ing using this method is in the complexity of the mo-
. s

del. Both programs and(éiotocols can be modelled in

terms of processes.

- 27 -



J

The completeness of a proof of correctness relies
on the completenesé of modelling éf the processes and
the comﬁunication medium, in having exercised all
possible paths and verified every assertion [ 13].

AFFIRM AND SPEX

There is a specification lanquage called SPEX used
to write formal specifications of programs. This has
been tailored to write protocol specifications [14].
There also exists a semi-automated verification sys-
tem called AFFIRM which can be used to verify the
correctness of an algorithm to realize a particular
function in a computer network., An example of the ap-
plication of this system to the CONNECTION
ESTABLISHMENT function 4an be found in [14]. Further-
more, -a connection protocol's specifications are ex-
pressed in SPEX in the same reference.

GYPSY

This is a software engineering system which pro-

vides a unified language for expressing both specifi-

.cations and programs so that high level specifica-

tions can be progressiveiy refined into detailed
programs. Program modules can be both verified in

advance or checked against their specifications at

run time for particular inputs, [17].

nn



2.7.4 Symbolic Execution based techniques

This approach to protocol verification is to some extent
unique. Symbolic Execution is‘an effective program verifica-
tion techniques in which the subject program is executed
symbolically, i.e the variables take on symbolic values.
Symbolic values are algebraic identifiers or expressions

containing symbolic as\ygll as numeric values, [8, 27].

For the purpose of protocol verification, this technique
has been related tg. the Perturbation methcd of modelling
protocols [ 8]. This brings it essentially under the heading
of Reachability Analysis based techniques. The advantages of
this technique when applied to the Perturbation model are as
follows
1. The protocel is interpreted by the verifier in essen-
tially the same way as in reality. Therefore, it is
easier to describe and verify protocols involving
timing assumptions, counters and behavior éffected by

~- the actual contents of the message rather than merely
by its arrival; [8]. |

2., Use of this technique substantia}ly reduceg the se-

mantic size of the proof tree siﬁce symbolic rather
than actual values are used and they prevent the g10~‘

~ bal-state space to explode. ‘ 7
3 ?;By\using the same technigue for program and protocol
‘//:) verification, we can verify systems comprising both

kinds of specifications.
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A system which verifies protocels using Symbolic Execu-
tion (in relation with Perturbation model) 1is described in

[8, 30]..It has been implemented as part of an existing pro-

gram verification system called MCS (Microprogram Certifica-

-

tion System), [30]. .

s

2.8 SOFTWARE TESTING TECHNIQUES g;s RELATION TO PROTOCOL
TESTING

There exists a diversity of Software Testing and validation

techniques which can be affectively tailored to the need of

Protccol validation.

Derivation of effective test sequences for protocol test-~
ing can be as difficult as for program testing. It is possi-
ble to enhance the existing specification based (Black Box)
test case design techniques by adapting some existing test-
. ing strategies such as Functional Testing, Boundary Value
Analysis and,Error-Based Testing to meet the peculiar prop-

erties of communications protocols, [20]. It should be not-

ed here that the enhancements to the existing methods should

not be protocol dependent,

2.8.1 Protocol Validation -- Software Tools Perspective

This~ggﬁcept should be applied during the protocol design

r -

and implementation. There exist software tools which provide
a mechanism for continuously menitoring the development of

‘software. "An example is CEMS (Continuous Evaluating and Mo-
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nitoring System) which provides a number of interfaces e.g
between the user/designer, designer/ tester etc, [ 31]. This
or any such éystem could be extremely useful in coming up

with a better design with fewer modifications to be carried

out.

2.8.2 Automated Validation of Protocols

Automated validation of protocols has been carried out using
Duologue Matrix Analysis, [12], (see section 2.7.2). A re-
formulated version of this theory was prograﬁmed in a system
that can iaentify protocol errors automatically,. [ 71. The
underly{ng concept is that state diagram reptesentation of a
protoc&l facilitates the design of a system to automatically
analyze its behaviof. This validation process doég'not es-
tablish the correctness of semantics of the interaction i.e.

whether or not the executable interactions accomplish a me-

aningful exchange of data [7].

This process was used for validation of the Call Estab-
lishment procedure of CCITT Recommendation X.21, to demons-

trate its applicability in a real environment[.7] .



Chapter 3
PASCAL PROTOTYPES FOR TS AND CLASS-0 TP
' SPECIFICATIONS

Thig chapter presents_T;ansport Service {TS) Specifications,
. Class-0.Transport Protocol (TP) ) Specificafions and corres-
pending Pascal implementations in the form of prototypes.
The TS Specifications.descriﬁéd in section 3.1 are a combi-_
nation of a finite state automaton model and an abstract
data type modell[22]: Its éascal implementation in the form
of a prototype is given‘in section 3.2. The Class-0 TP spe-
cifications are présented in the form of a state table in
section 3.3, [24]. 'Its Pascal implementation in the form of
a prototype is described in section 3.4, Experience gained
by developing the prototype for TS sbecifications is uti-
lized in modelling the Network Service Provider underlying
the prototypes of the Transport Protocol Entities. Section

3.5 summarizes software design considerations and quality-

" assurance activities.
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3.1 TRANSPORT SERVICE SPECIFICATIONS ’

A briéf description of the TS specifications is given in
this section, This description is based on [ 22, 23] and is
‘purposely kept brief. Detailed description can be found in
{22, 23]. The TS specifications dega?¥9ed below assume only

P

a single transport connection between two users [ 22]. 1In

practice, multiple connections would be permitted.

The functions in a transport layer are those necessary to
bridge the gap between the services available fram the net-
work layer éﬁa,those to be offered to the transport service
users (such as a session layer}. The set of ttanspbrt ser-
vices provided by the transport service provider (TSP) to
its user consists of the sérvices provided by all layers be-
low it and the functions performed by thg transpeort layer

{(see Fig.3.1 and Fig.3.7).

Consider the model of a Transport Connection given in
Pig.3.1. There is an interactiqn of four entities‘namely
qu finite state Transducers and two queues. User A communi—.
cates with the transducer A through its TSAP. Transducer A
communicates with its peer transducer B according to a set
of specifications given in the state diagram of Fig.3.2.
Transducer B on the other end recieves the incoming mességes
from its peer transducer, interprets them and gives an indi-
cation to User B through its TSAP according to the set of

specifications given in FPig.3.2. User B initiates communica-
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tion with User A in a similar fashion (this will be illus-
trated by an example in this section). The set of specifi-
cations of Fig.3.2 is for both transducers (considered peer
entities). For the sake 6f concentrating on the TS specifi-
cations alone, the services provided by the lower layers are
assumed to be complete and correct. We model the commu71ca—
tion medlum for data exchange as two queues, one per dlrec-

tion.

s+ £
A
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TRANSPORT SERVICE
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QUEUE B TO A
Z
TRANSPORT SERVICE
PROVIDER
FIG. 3.1

MODEL OF A TRANSPORT CONNECTION




3.1.1 Transport sérvice.Prinitives.

The User interacts with its Transducer by means of Trans-
port Service Primitives given below. It is to be noted that
the Ts;primitives given below do not have service parameters

for the imﬁlementation of the prototype of TS specifications

given in section 3.2. . \
Transport Service Description
Primitive '

TCREQ . Transport Connect Request.

User sends to the Transducer.

TCIND ‘ Transport Connect Indication.
. " Transducer sends to the User.

TCRES Transport Connect Response.
User sends to Transducer.

TCCON Transport Connect Confirm,
Transducer sends to the User.

TDREQ o Trangport Disconnect Request,
User sends to Transducer.

TDIND Transport Disconnect Indication.
Transducer sends to the User.

TNODR \ Transport Normal Data Request.
User sends to Transducer.

TNODI Transport Normal Data Indication.
) Transducer sends to the User.

TEXDR Transport Expedited Data Request.
User sends to the Transducer.

‘TEXDI Transport Expedited Data Indication.
Transducer sends to the User.
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A single letter queue item is associated with each Primi-
tive described above [ 22]. A table showing the input primi-
tive to the éransduce:, the corresponding queue item and an
output primitive that the transdhce: generates after receiv-

ing that item from its peer Transducer is shown below.

- —— - — ——————— ——— T ———— T - " e ik s o

Queue Item

Input Primitive generated / Output Primitive
; ' recognized .
TCREQ q TCIND
TCRES s TCCON
TDREQ d TDIND
TNODR i TNODI
TEXDR X TEXDI

— T — ———— ——— i ——— ——————————— ———————————— T ————— ————— = -

3.1.2 Description of the Pinite State Transducer.

According to the state diagram of Fig.3.2 based on[ 22]°
and rewritten according to our convewgion, the transducet‘
can have four states, namely :

1. IDLE ( 1) : Ih this state the Transducer can :

a) receive a TCREQ from its User, write a queue item -
'g' on the queue and change its state to Qut-Con-
nect Pending state or

b) receive a gqueue item 'q' from its peer, give a
TCIND to 1its User and go to In-Connect. Pendinéi

state. _ v
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In this state the transducer is waiting either
for its own user to initiate a Transport cohnec-
tion establishment procedure or . to respond to the
initiation of a Transport connection from the user
of its peer transducer.

OUT-CONNECT PENDING ( 2 ) : In this state, the Trans-

ducer can : |

a) receive a rqueue item 's*' from its peer, give a
TCCON to its User and go to Data Transfer Ready
state or

b) receive a TDREQ from its User, write a queue item
'd' on the queue and go to Idle state or

c) receive a queue item '4g’ :from its peer, give a

TDIND to its user and go to Idle state.:®

In thist state, the transducer knows that its
own user initiated the Transport connection estab-
lishment i.e- the‘TCREQIwas Out-Going. ) It waits
for a qﬁeue item 's' or a gqueue item 'a' from its
peer transducer or a TDREQ from its own user.

IN-CONNECT PENDING ( 3 ) : 1In this state, the Trans-

ducer can : |

a) receive a TCRES from its User and go to Data
Transfer Ready state or '

b) receive a TDREQ from its User, write a 'd' on the

queue and go to IDLE state or
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C) receive a queue item 'd’' from the queue , write a

TDIND to its User and go to IDLE state

In this state, the transducer knows that the

c N

_dser of its peer transducer initiated the Trans-
port connection procedure i,e the TCREQ was In-
Coming and is waiting for a TCRES or a‘TDREQ from
its own user or a queue item 'd' from its peer
transdﬁcer.

DATA TRANSFER READY ( 4 ) : In this state, the

Transducer can : |

a) receive a TNODR from its User, writé a queue ‘item
'i' on the queue and stay in Data TransferlReady
state or

b) receive a queue jtem 'i° from its peer, give a’

TNODIato its User and stay in Data Tranéfer Ready
state or

) receive a TEXDR primitive from its User, .write a
queue item 'x' on the éueue and stay in Data

Transfer Ready state or |

d) receive a gqueue item 'x' from its peer, give a

TEXDI to its User and stay in Data Transfer Ready

state or

e) receive a TDREQ from its User, write a queue item
'd' on the queue and go to Idle state or

f) receive a queue item 'd' from its peer, give a

™\_- TDIND and go to Idle state.
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In this state, the transducer can process all
kinds of user data requests and TDREQ from its
user and the corresponding responses from the user
of its peer transducer including a TDREQ which it
receives in the form of a queue item 'd’'.

~
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IDLE

TCREQ/q q/TCIND

-

TDREQ/d TDREQ/d
d/TDIND d/TDIND

2

OUT CONNECT
_PENDING
ey

- TDREQ/d
d/TDIND |
/TCCON TCRES/S
¢
4 ?
TNODR/ i
DATA TRANSFER : i/TNODI
READY TEXDR/x
x/TEXDI
e
FIG. 3.2

. STATE TRANSITION DIAGRAM (TRANSDUCER)



3.1.3 Queue Mechanism

There ié one queue per direction as shown in Fig.3.1. A
queue'represents a flow control mechanism[ 22]. The two
queues are created by the connection establishment procedure
and destroyed by the connection release procedure. Details
of the adding and removing of queue items to and from the

queue can be found in [22].

The specificationé of the gqueue mechanism requires Trans-
port Expedited Data to have priority over all other queue
items with the exception of the queue item 'd' associated
with TDREQ, [22], but it will be shown in section 3.2 that
in the prototype of TS specifications, the gqueues are actu-
ally under the control of the operating system and AOt the
user. This implementation therefore, has certain restric-
tions which will be listed in the next section. The intro-
duction of some limitations ‘during implementation of speci-
fications as a profotype is a typical phenomenon, [ 19].
Implementation limitations do not invalidate the usefulness
of the TS specifications because this implementation is in-
tended to test the functional behaviour of TS specifications
in the form of a prototypéﬁf Pérformance behaviour is not

under test in this study. i
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3.1.4 Transport Connection Establishment.....An Example

Consider the state diagram of Fig.3.2 and the Transport
Connection model of Fig.3.1l. Assume that both Transducer A
and Transducer B are in IDLE state. ‘The*following sequence
of operations takes place if User A wishes to establish a
TransporF Connection with User B. User B could also be the
initiator of the Connection Establishment procedure wiih a

t .
similar sequence of operations but interchanging all A's and

1. User A types in the primitive name TCREQ.

2. Transducer A reads in.User A's request, writes the
queue item 'q' on the queue A to B and goes to OUT
CONNECT PENDING state.

-3. Transducer B receives this queue iteﬁ 'gq' from queue
A to B, gives a TCIND to User B and goes to 1IN
CONNECT PENDING state.

4. User B types in the primitive name TCRES showing its
willingness to - accept the Transport Cé%nection Re-
quest from User A,

5. Transducer B reads in User B's primitive TCRES, ac-
cordingly writes the queue item 's' on the queue B to
A and goes‘to DATA TRANSFER READY state.

6. Transducer A reads in the queue item 's'.from queue B
to A, gives a TCCON (Transport Connect Confirm) prim-
itive to User A, and goes to DATA TRANSFER READY

state.



This is a simple, totally synchronized EﬁgmpTE” of suc-

. ,cessful transport connection establishment. Actually, User

A or User B have a choice of refusing to establish the con-
¢ .

nection at any intermediate stage during the connection es-

tablishment procedure.

More complex examples of Connection Establishment and Re-

lease shall be presented in Section 3.2.

3.2 A PASCAL PROTOTYPE FOR TS SPECIFICATIONS

This section presents tﬁe system used for the implementa-
-tion, the design assumptions and implementation restric-
tions, the operating system directives used, a structural
presentation of the various tasks and their communication,
tﬁe queue Techanism_ implementation, "task synchronization
problems and a high level structural view of the task mo-

dules,

The Pascal routines for User A's side are identical to
those for User B's side. Therefore, we present a description
of these routines and their Pascal code for User A's side
only. This would help in keeping the volume of the code
small. Description of the routines for the prototype of TS
specifications is given in Appendix A. Pascal code for ;heée

routines is given in Appendix B.
W



3.2.1

System Used

The TS specifications described in the section 3.1 were im-

plemented in the form of “"executéble specifications™ using

.

the following system :

1.

».

The computer used was PDP 11/34 with Digital vT100

and Lanparscope XT100 type terminals..

" The operating system used was RSX-11M Version 3.2,

This operating system was chosen because it provides

. certain system directives such as SEND DATA and

-

RECEIVE DATA for intertask communication. Such a com-
muniqatibn capablity between independent tasks is

critical to the implementation of the TS spedifica-

tions. Explanation and examples of these and other

system directives can be found throughout this sec-
tion and in section 3.4.4 Details can be found in
[32 3.

The programming language used was Swedish Pascal.
This version of Pascal was used because :

a) It permits use of external procedures;

b), It allows aécess to external Fortran routines,

¢) It allows a graceful exit from the program using

the HALT primitive in case of an error.

Some comments on the portability of the code are present-

ed in section 3.5.



Pascal provides constructs such as the CASE statement

which can be used to represent a state table in a procedural

programming language. The label of a CASE statement can be

used to represent the different states while ‘the action to

be taken in that state is represented by the logic in front

of the label, e.g.
) 5

CASE state OF

one : beygin

receive (* user request *)
. (* other statements t)
end;
two begin
receive : (* a queue item *)
‘w -
end;
o

" end; (* CASE *)

Therefore by looking at the code, the state diagram re-

presentation of the specifications can be

readily compared'



to the code. Each label shown as a state in the above exam-
ple represénts a block of information related to that state
only. State transitions can be followed by tracing the exe-
cution path through the Pascal program. Representétion of
TS specifications in Pascal using the CASE construct is

4

close to the state diagram . representation of the specifica-

tions but are executable.

3.2.2 - Design Assumptions and Implementation Restrictions

Certain design assumptions gnd implementation restrictions
were made for developing a prototype for the TS specifica-
tions. In this study the perfofmance behaviour of the TS
specifications is not under consideration since only a pro—
totype has been developed. Emphasis is on functional behav-
iour of TS specifications. Therefore, the following design
assumptions can be safely made without invalidating the use-
fulness of the TS specifications : o
1: Queue A to B and Queue B‘to A of Fig.3.1 aré imple-
mented as system queues; - The reason for 'this‘resf
triction is that the RSX-11M operating system diFec—
tives séﬂD DATA,requires the address of the receiving
task and creates a queue for each tﬁsk (to which data

is to be sent) . We therefore, use these system gqueues

as the queues in the model of the Transport Connec-




tion (see Pig.3.1). The restriction therefore is

"that these queues are under the system's control and

no queue item has priority over the others. 'The re-
ceiving task is aufomat;cally made aware of the ori-
gin of the incoming data. As an extension of this
design, the gqueues shown in Fig.3.1 can be made inde-
pendent taské which can give pridrity to ény particu-
lar kind of data on the queues over the others.

The global event flags usedl to synchronize the tasks

of the implementation of TS specifications as a pro-

‘totype must be chosen such that they are not used by

the operating system for its 6wn purposes
The TS specifications implemented here are assumed to
support a single Transport connection between two

user tasks. There is an implicit convention in the

‘TS specifications that each TCREQ initiates a unique

Transport connection. This aqgumption does not res-
trict the testing of Ts)specifications supporting
only one transport connection at a time. No capabil-
ity is provided to support mulﬁiple connections bet-‘”
ween two users,

Due to the preceding assumption, there is a'possibil-
ity of a deadlock situation in the event of both User
A and User B .attempting to request a Transport con-

nection by sending a TCREQ at the same time (i.e both

users issue a TCREQ before Anyone of them is aware of

- AR o




a connection establishment initiation attempted by
the ¢ther). This would result in both transducers
going into OUT-CONNECT PENDING state. To prevent
this, a deadlock prevention scheme has been proposed
and implemented. This is descfibed in section 3.2.6.
5. We have introduced a query command called QSTAT which
either user can-give as a user request and his re-
spective transducer displays the current state the
transducer is in. This command is useful because it
gives the user a chance to check the state of his

transducer,.

3.2.3 RSX-11M System Directives used.

Following are the major system directives used in our imple-
mentation of TS specificationsé[ 32]:

1. SEND DATA

This directive is actually a Portran system rout-
ine which can also be invoked from Pascal programs.
It instructs the system to queue (FIPO) a 26 byte
(13-Word) block of data for the  destination task.
When a local event flag is specified, the indicated
event flag is set for fhe SENDING task. Declaration
of the‘directive in the | calling Pascal routine is as

follows :.

Procedure send (var tsk : integer;

var buf : buff:
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var efn : integer;

var ids : integer) extern{fortran);

_where :

a) tsk = Destination Task name. _
b) buf = 26-byte block of data to be sent.
c) efn = Local event flag number.

d) ids = Directive status.

RECEIVE DATA

This directive requests the system to dequeue a 26
byte (l3-word) block of data for the issuing task.
This data block has.been queued (FIFO) for the task
via a SEND DATA directive, The 26-byte data block
and the sender task's name are returned in an indi-
cated 30-byté buffer, with the sender task name in

the first two words.

Declaration of this directive in the calling Pas-

cal routine is as follows

"

Procedure receiv (var tsk : integer;

var buf : buff;

var ids : integer);extern(fortran);

where :
a) tsk = Sender task name.
b) buf = 30-byte data block of reéeived data.

c) ids = Directive status.
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It should be noted here that SEND DATA and RECEIVE DATA

a

directives will eventually be used to send and receive con-

trol primitives of the TP specifications while actual data

exchange will be done using two other system directives,

SEND BY REFERENCE and RECEIVE BY REFERENCE. These directives

will be described in section 3.4.

3.

‘b)‘tmg = time interval magnitude.

MARK TIME

The Mark Time directive instructs the system to
declare a significant event after a given time inter-
val. The interval begins when a task issues the di-
rective. 1If ﬁh event flag is specified, the flag is
cleared when the directive is issued and set when the

significant event occurs.

Declaration of the directive in the calling Pascal

routine is as follows :

procedure mark (var efn : integer;
var tmg : integer:
var tnt : integer;

var ids : integer);extern(fortran);

where :

a) efn = Event flag number.

[ T

c) tnt = time- iﬁlerval unit code (for° seconds, mi-

nutes etc.).
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d) ids = Directive status.

This directive is used along with the directive WAITFR té
put a task to sleep for a specified amount of time. MARK in-
structs the sysE;m to set a specified event flag (efn) after
a certain time interval. Immediately following the call to,
MARK directive the directive WAITFR 1is invoked. WAITFR di-
rective instructs the system to stop the execution until the
event flag specified in its paraﬁeter is set, Therefore, hy
giving the same value t6 the event flag in both directives
{MARK and WAITFR), we can put the task to sleep. MARK would
instruct the system to set the event flag after the speci-
fied time. Immediately following it, WAITFR would stop the
execution until its event flag‘is set. After the time speci-
fied in MARK, the system sets the event flag and the task

wakes up (i.e execution starts).

A combination of these two directives can be used effec-
tively to stoﬁ execution.of a task for a specified time in-
terval. The system overhead can thereforé, be reduced in
case many tasks are running simultaneously.

In addition to the above mentioned directives, two more sys-
tem directives called SETEF and CLREF are uéed. SETEF in-
structs the system to set a specified global event flag.
CLREF insfr&cts the system to clear a specified global event

£lag. Details can be found in [ 32].
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Use of these system directives in our implementation was
mainly due to D. Lefebvre as part of a fast protocol proto-
typing project directed by Dr. R. L Probert of University of

Ottawa.

3.2.4 Task Structure and Communication

A structural diagram showing the interactions of various
tasks ¢+ involved in the implehentation is presented in
Fig.3.3. There are four tasks running independently :

1. TERMA : This task simply reads requests typed in by
the User A and sends them to Transducer A.

2. TRNSDA : This task is the Transducer A of Fig.3.1 and
runs according to ‘the specificatioﬁs- given in 'the
state diagram of Fig.3.2. TRNSDA can receive data
from—FERMA or froﬁ its peer Transducer, TRNSDB,.

3. TERMB : This is the peer task of TERMA. TERMB is
identical in form to TERMA and reads in user requests
from User B. | '

4. TRNSDB : This 1is the peer Transducer of TRNSDA.

TRNSDB is identical in form to TRNSDA.

A simple example of communication of the four tasks is
given below in the form of a sequence of operations. Con-

cerns related to synchronization of these tasks will be ad-

dressed later. This example is intended only to illustrate.

the basic mode of communication dmong these tasks. The exam-

ple describes the Transport Connection establishment proce-
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dure described earlier in terms of task communication. As-

¢ sume

state.

1.

2.

that tasks TRNSDA and TRNSDB are initially in IDLE

User A types in a TCREQ on his terminal.

Task TERMA reads in that request at once and uses the
SEND DATA directive to send it to task TRNSDA. The
SEND DATA directive has task TRNSDB's address as one
of itslparameters. It therefore, puts the.TQREQ in
the task gueue A (see Fig.3.3). This queue can be
thought of as being logically attached to TRNSDA.
Task TRNSDA reads this TCREQ from the task queue A
using the RECEIVE DATA directive of RSX-11M and sends
the queue item 'q' to task TRNSDB via the SEND DATA
directive. TRNSDA changes its state to OUT-CONNECT
PENDING.

Task TRNSDB reads in this request using the directive
RECEIVE DATA from its task queue B, writes a TCIND to

User B and changes its state to IN-CONNECT PENDING.

~User B then types in a TCRES which is read in by the

Task TERMB which sendé it to the task TRNSDB using
the SEND DATA directive. This TCRES is written on the
task gueue B.

Task TRNSDB receives the TCRES, sends. a qbgue item
's' to the Task TRNSDA and changes its state to DATA®

TRANSFER - READY.



‘F: Task TRNSDA receives this queue item 's' from its
task queue A, writes a TCCON to User A and changes
its state to DATA TRANSFER READY state.

8. User A and User B can now exchange data using SEND
DATA and RECEIVE DATA directives and through the tagk

queues A and B,

Table 3.1 shows various other test interactions applied
to the prototype of TS specifications. Test examples involv-
ing strict synchronization of various requests are presented .

in.subsection 3.2.6.
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USER A ~ : : USER B

AN A
B TERMA TERMB
TRNSDA : TRNSDB

i >

TASK QUEUE A | TASK QUEUE B

(V)

FIG. 3.3

_ INTERACTION OF TASKS
(TRANSPORT SERVICE SPECIFICATIONS IMPLEMENTATION SCHEME)

re.



~

TEST EXAMPLES APPLIED TO £

- R7 -

XECUTABLE TS SPECIFICATIONS

TEST USER A 7 outeut To0 USER B AUTPUT TO
CASE NO7 INPUT USER B INPUT USEP A
1. TCREQ T TCIND .
; TCRES TCCON
TDREQ TDIND .
QSTAT TRNSDA IS NOW IN
, INLE STATE
TRNSDE IS NOW IN nSTAT ~
INLE STATE
~ F3
2. TCREQ TCIND
. , : TRNSDA IS NOW IN
QSTAT OUT-CONNECT
- PENDING STATE
TRNSDE IS NOW iﬂ\‘\ QSTAT
IN-CONNECT
PENDING STATE H\—\“*\‘
TDREQ ™~ TOIND
3, TCREQ TCIND _ .
TDREN TDIND .
QSTAT TRNSDA IS NOW IN
. IDLE STATE
TRNSDB IS NOW IN OSTAT '
INLE STATE
4. TCREN TCIND
TCRES TCCON
QSTAT TRNSDA IS NOW IN
DATA TRANSFER
READY STATE
TRNSDB IS NOW IN | QSTAT -
DATA TRANSFER ’
READY STATE
THODR | TNODI
. TEXDR TEXDI
Fﬂ\“\ TDREQ TDIND
TABLE 3.1



.

3.2.5 Queue Mechanism of Iamplemented system

The Task Structure of Fig.3.3 is similar to the Model of
Transport Conqection of Fig.3.1 except for the gqueue struc-
ture. The queues shown in Fig.3.3 are system gueues and are
complete}y controlled by the host system. The SEND DATA di-
rective queues up the data items sent to any task in a sys-
tem queue reserved for that task.  Any data sent to this
task (ng matter what source) 1is gueued in the same queue.
Therefore, these sysiem queues are shown in Fig.3.3 as being
logically attached to the task that can receive data. ff it
is desired to test the executable TS specifications with ar-
bitrary behaviour of the wunderlying communication medium,
the queues shown in Fig.3.1 can be made independent tasks
and data flow can be controlled by those tasks as an exten-
sion of this implementation.

L

3.2;6 Synchronization Considerations : An Example Problem

Due to the gqueue mechanism of our implementation, in the ab-
sence of a synchronization strategy among the four tasks, a

deadlock could arise. For example, consider the case when

_ both User A and User B initiate a Transport Connection Es-

tablishment procedure at the same time. Suppose that both
transducers are currently in TIDLE state (see Fig.3.1l énﬁ#
Fig.3.2). The followfng gequence of events will take place :

1. Both User A and User B type 1in a TCREQ at the same

time.




2. 'Siﬁce-éyere is no Synchtonizatibn,. both transducer A

- and transducer B send a qﬁeue item 'q' to each other

»~ and change their states to OUT-CONNECT PENDING (see
Fig.3.2),

3. In OUT-CONNECT PENDING state, a transducer can :

a) receive a gueue item 's' or a queue item 'd' from.

., 1lts peer transducer or

b) receive a TDREQ from its own user.

4. Now, since both transducers are in OUT-CONNECT

PENDING state, neither can receive a TCRES from its,

uugef and change its ‘state to DATA TRANSFER READY.
Therefore, there is a deadlock.

5. The only thing possible in this situation is-to ini-
tiate a Transport Disconnection procedure.from either

end as a result of time-out.

- 3.2.6.1 Deadlock Prevention Scheme

To Prevgnf the above deadlock situation, a deadlock preven-
‘tion scheme has been implemented. This scheme uses four glo-
bal event flags to synchronize tne four tasks. All tasks are
active but they are constraiﬁed to receive data according to

the -time sequence diégram of Fig.3.4.

The scheme is such that control to receive/send is swap-
ped from side A to side B and vice versa e.g. transducer A
tries to receive an incoming request (from its user or from

the peer transducer) for a predefined length of time (which

AN

~___



(Y

could also be . zero secondé). If there {l an incoming re-
guest, transducer A processes it acco;ding;to the state dia—
gram ofs Fig.3.2. If there is no incoming request from the
user or the peer ;ransducer, it sets a global event flag
which allows transduter B to :eceive_from its task queue.

Transducer B repeats the same process. Therefore, the pri-

ority to receive is swapped between transducer A and trans»

ducer B. In addition to this, tasks TERMA and TERMB are
af;o linked with their transducers. When TERMA has sent a .
user requesé.to TRNSDA, it sets an event flag which_allows.
TﬁNSDA'to receive’ User A's request. TERMA then clears its

own event flag. TRNSDA receives User A's request, processes

it and after a certain predefined length of time, it sets an

‘event flag for task TERMB signalling it to send User B's re-

quest (if any) to TRNSDB. TRNSDA then sets the event flag
for TRNSDB to receive and clears its own event flag. TRNSDB
repeats the same procedure. Thérefore, even if the two ys-
ers type in a request and hit RETURN at the same time, eith-
er task TERMA or TERMB would have its event flag set. There-
fq?e, ope.would be able to send its user's request to its

transducer before the other one.

Now, if a TCREQ is typed in by both users at the same
time, only one of the transducers will be in a position to
receive because of -the con?inuous swapping of controcl to re-
ceive., The transducer in receiving position (say transducer
A) receives TCREQ from its user first, writes a queue item

L
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'q' on transducer B's task_ queue, changes its state to
OUT-CONNECT PENDihG and sets an event flag signalling trans-
ducer B to receive. ‘Transducer B receives the gqueue item
‘q', sends a TCIND : to Us;r B, changes its state to IN
_CONNECT RENDING and then receives the TCREQ send initially
by User B. But, Transducer B has already changéd its state
te IN CONNECT PENDING, therefore, it cannot accept a TCREQ

from User B in this state (see FPig.3.2) and treats it as an

erroneous request giving an error message to its user.
i

Similarly, if the two users initiaté a Transport Discon-
nection procedure at the same time, one of the two transduc-
ers will receive the TDREQ ffom its user first, send a queue
item 'd' to its peer transducer and change 1its st;te to
IDLE. The peer transducer receives the queue item 'd', gives
a TDIND to .its user and changes its state to IDLE. Now it
receives the TDREQ sent by its user. Since it is in IDLE
state, it treats the TDREQ as. an erronecus request and gives
an error message to its user. - Uée of global event flags

restricts the two users to be on the same computer.

There are no guidelines in the TS specifications for the
synchronization of the various tasks. Synchronization is
also an issue related to the particular operating system
which is being used for the implemenpation of the TS speci-

fications. C o \
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3.2.7 Brror Handling

The implemented system treats two types of erroneocus re-
questé :
1. Those sent by the user to its Transducer and

2. Those sent by a Transducer to its peer Transducer.

The fifst one is dealt by flashing an error message on
the user's screen which shows the erroneous request and the
current state of the Transducer. The second one is dealt by
sending an error queue item ‘e’ to-thé tranéducer which sent
the erroneous quege item and printing an error message on

its users screen.

3.2.8 High Level Structure of Modules

A high level flow diaqfaﬁ for the task TERMA is presented in
IFig.B.S and a similar diagram for thé task TRNSDA (Transduc-
er A.of Pig.3.3). in Fig.3.6. Since tasks TERMB and TRNSDB
{Transducer B) are identical to tasks TERMA and TRNSDA re-

spectively, their flow diagramf are ommitted.

These diagrams give a high 1level view oﬁ the vé:ioua
procedures system directives and functions involved and
their relation to each other. The calling routine is the
tail of the arrow while the called routine is the head of

" the arrow. All procedures and functions shown in Fig.3.5
and 3.6 are external to their calling modules. .They ﬁave

been coded and compiled in separate files and invoked from
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the calling modules. This allows for easy modification and

maintainability of the system.

The name, function, usage, input parameters, output par-
ameters etc. of all routines shown in Fig.3.5 and Pig.3.6

can be found in Appendix A.

Software design considerations and software testing stra-

tegy adopted will be discussed in sectiom 3.5.
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HIGH LEVEL STRUCTURE OF MODULES FOR TASK TERMA



TRNSDA
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W .
WAITER CLREF SETEF
RSX 11-M
DIRECTIVE
FIG. 3.6 ~

HIGH LEVEL STRUCTURE OF MODULES OF TASK TRNSDA (TRANSDUCER A)

\
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3.3 CLASS-0 TRANSPORT PROTOCOL SPECIFICATIONRS -

Class-0 Transport Protocol.specifications presented below
have been extracted from ISO document [ 24] which presents
the specifications for all five classes of Transport:Proto-
col. ThelT;ansport Serviceruser interacts with the Trans-
port Prog&éol Entity by Transport Service Primitives de-
scribed in the previous section and the Protocol Entity

. interacts with the Nétwork Service Provider below it by me-
ans of Network Service Primitives according to the state ta-

ble geacribed in Tables 3.2 (a), 3.2 (b), 3.2 (c} and 3.2

{d). An outline of the state table is given below.

3.3.1 State Table for Class-0 Transport Protocol Bntity

The state table shown in Tables g 2 (a) and 3.2 (b) is only
for Class-0. This state table describes thé various states
the Transport Protocol /Entity can take' (see Fig.3.7), the
action/s‘éhat should be-taken in\thaf staté.upon reception
of an input and the resultant state, [24]. Predicates and
specific actioﬁs to be taken-are shown in Tables 3.2 (c) and
3.2 (d) respectively. Conventions used are as follows
1. The Protocol eqity csn haQé incoming’ and outgoing
events e.g a TCREQ is an incoming event for the Pro-
tocol Entity from the Transport Service user above it
+and a CR (Connect Request) is an incoming event from

the Network Service Provider. Similarly, there are

outgoing events from the Protocol Entity to the
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Transport Service user above it such as a TCCON and

- to the Network Service Provider such as an Nd!ﬁg

(Network Disconnect Request). These events are shown
in the first column of the state table in their ab-
breviated form. It is worthwhile to mention here
that the Transport Service Primitives described in
section 3.1, contain certain parameters such as the

Source Address, the Destination Address, Quality of

-

Service parameters etc, {23, 241, A summary of these

primitives and their parameters is given in Table
3.3. There also exist standard formats for various

kinds of Transport Protocol Data Units (TPDU's) for

‘example a CR TPDU is a Connect Request TPDU. A sum=

¢
mary of these TPDU's is given'in Table 3.4. Details

of their format can be found in [24].

All states that the Transport Protocol Entity can as-

sume are shown in the top row of the table in their -

abbreviated and expanded form. In OPEN state, the

Transﬁort Protocol Entity can exchange Transport User

data with its peer entity. In CLOSED state the Trans-

port Protocol’ Entity is dormant i.e it is not per-
forming any function. The other states have self ex-

planatory names.

Corresponding to "each state-event pair is an action’

or set of several actions to be taken. In addition
there are are conditional actions which are written

as :

-+



TCIND

WFTRESP

‘This can be interpretted as :

-

- dE (P13 then
begin’
send a DR (* Disconnect Request *)
change state to CLOSED

end;

if (NOT Pl) then
begin
- . send a TCIND
' - change state to'HPTRESP

-end

Invalid state-event combinations arE left blank [ 24]..



‘(

STATE | LAIT FOR WAIT FOR WAIT FOR
NETWORK CONNECT OPEN TRANSPORT oLOSED
EVENT CONNECT ION CONFIRM RESPONSE
(WFNC) (WFCC) (WFTRES?)
. PA:TNIND
CLOSED ;
P2:NCREQ
TCREQ P3icR
WFCC;
P4 \IFNC
cC
TCRESP .
NPEN
[3]
TRODR
OPEN
0] PS: NDRED “PS: NDREQ DR
TOREQ '
' CLOSED CLOSED CLOSED CLOSED

TABLE 3.2 (a)

STATE TABLE FOR TRANSPORT PRNTNCOL ENTITY ,[24]

- (INCOMING EVENTS FROM TRANSPORT SERPVICE USER}"



STATE
WAIT FOR VAIT FOR WAIT FPR :
NETWORK FONNECT OPEN TRANSPORT CLOSED
_ CONNECTION CONFIPM RESPONSE
EVENT {(WFRC) (WFCC) (WFTPESP)
CR
NCCON . -
WFEr
TNIND TDIMD TDIND TDIND
NRIND (11 5] [17 rs] {11 {51 rarsl
‘!%a‘ , CLOSED- FLOSEN CLOSEN CLOSEN
' TDIND TOIND TDIND TNIND
NDIND _ ‘
CLOSED CLNSED CLOSED CLNSED
Pl: MR
CLOSED
CR TPDU NOT P1:TCIND
WFTRESP
. 2 TNIND P5. NDREN
DR TPDU i CLOSEN; - o
: CLOSED
pe: TCCON
OPEN & OR
cC TPDY P6 AND P5: CLNSED
TDIND -
NDREN
CLOSEN
DT TPDU [2]
APEN CLOSED
- TOIND HDREQ
ER TPOU [11 LI2] CLOSED
CLOSED CLNSER | ,
: ER CLOSED : ;
AK TPDU ) [ T ]
cA TPDU ER_CLOSED [ .
ED TPDU . ER f0LD -
bC TPDU - ER CLOSED

- TABLE 3.2 (b) v

' STATE TABLE FNR TRANSPORT PROTOCOL ENTITY ,[24]
~ (INCOMING EVENTS FROM NETWORK ENTITY/PEER TRANSPORT PROTOCOL ENTITY)



S

QAME DESCPIPTINN
<
PO T-CONNECT REQUEST UNACCEPTASBLE
P UNACCEPTABLE CR TPDU
p2 NN NETWORK CONNECTIMN AVAILABLE
P3 NETWORK CONNECTINN AVAILABLE AND NPEN
S
P4 NETWORK CONNECTION AVAILARLE AND NPEN [N PPARPESS
PS CLASS IS CLASS-0 (CLASS SELECTED IN €C)
P§ UNACCEPTABLE CC
P8 ACCEPTABLE CC

’ ' . .

TABLE 3.2 (c)

PREDICATES FOR CLASS-0 TP SPECIFICATIONS [24]

»QE"




NAME 0E SCRIPTINN
IF THE NETWNRK CONNECTION IS NOT USED RY AN NTHEP
(1] TRANSPORT CONNECTION ASSIGNED TO IT, IT MAY BE
DISCONNECTED .
|
(21 l RECEIPT NF AN ER TPDU (SEE SEC. £.22 nF [24])
[3] SEE DATA TRANSFEP PROCEDURES OF THE CLASS
[4] SEE EXPEDITED DATA TRANSFEP PROCEDURE OF THE CLASS
" AN N-RESET RESPONSE HAS TO ISSUED ANCE FOR THE NETWNRK
[5] CONNECTION IF THE NETWORK CONNECTION HAS NOT BEEM
RELEASED

-TABLE B.2 (d)

SPECIFIC ACTIONS FOR CLASS-0 TP SPECIFICATIONS ,[24]
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3.3.2 Transport Connection Establishment.... An Example

This subsection presents an example of the Transport Connec-

tion Establishment progedure assuming :

1. There exist two protocol entities which change states
and performs actions according to the state table of
Tables 3.2 (a) and Table 3.2 (b) described above.

2. Every Transport Service Primitive and the TPDU's have
certain parameters, (see Tables 3.3, 3.4 and 3.5),
{see 24 for TPDU formatéa.

Consider the diagram of Fig.3.7. Suppese that both the

Transport Protocol Enfities are in CLOSED state, there is no

Network connection available and User A wishes to establ}sh

a Transport Connection with User B. The following sequ%ﬁze

of oéérations is appropriate : , -

1. User A types in TCREQ alongwith wvarious parameters
e.g the source address, ‘the destination address and’
qualit¥ of service parameters[ 23, 24 ],

2. Transport Protocol Entity A receives this request,
sends a NCREQ (Network Connect Request) to Netw;rk
Enfity A (to establish a Netwérk Connection with its
peer Network Entity B) and changes its state to WFNC.

Py .
3. The Network Entity A' negotiates a Network Connection
| with its peer Network Entity B,
4. .When this Network Connection is succesfully estab-

lished, 1i.e both Network Entities are in Data Trans-

. fer Ready state, Network Entity A sends a NCCON (Net-

-
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work Connection Confirm) to Transport Prptoéol Entity
A, - .

Transport Protocol Entity A which is in WFNC state,
receives the NCCON from Network Entity A, sends a CR
TPDU which _has all of the parameters of the TCREQ

primitive sent by Transport Service User A to Network

Entity A and changes its state to WFCC. .This CR TPDU

is sent to the Network Ehtity'~A in the User Data

Field of a NNODR Netwofk Service Primitive.

Network Entity A -receives the NNODR primitive and
sends the Network Normal Data queue item to ité peer
Network Entity with the CR TPDU as its parameter.
Network Entity B receives'this queue item, seperates
the CR TPDU from it and sends it to Transport Proto-
col Entity B as a NNODI Network Service Primitryé.
Transport Protocol Entity B 1is currently- iﬁ CLOSED

state,

B ;

Transporé Protocol Entity B, receives this CR TPDU,
sends a TCIND to User B along with the information
cartied by the CR TPDU in its parameters and changes
its state to WPTRESP. |

User B now typesfip a TCRES primitive along with its

parameters.

10, Transport Protocol Entity B receives this TCRES,

sends a CC TPDU to Network Entity B in the User Data

field of a NNODR Network Service Primitive (to be
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sent to Trans§ort Protocol Entity A) and changes its

state to OPEN.
11l. Network Entity B receives the CC TPDU from Transport
¢
Protocol Entity B, concatenates if to the User Data
field of the Network Normal Data queue item and sends
the queue item to Network Entity A.

12. NeE@ork.Entity A receives this queﬁe item, separates
the CC TPDU from it and sends the CC TPDU to Trans-
port Entity A as a parameter of the NNODI Network
Service Primitive. Transport Protocol Entity A is
currently in WFCC state.

(13, Transport{/ﬁéotocol Entity A receives the CC TPDU,
sends a TCCON to User A along with the informétion
contained jin the CC TPDU such as the responding ad-
dress and the quality of service parameters and
chqnées its state to OPEN.

14. Both Transport Protocol Entitigs are now in OPEN

: ¢

state i.e they have successfully established a Trans-

port Connection and can now_exchanae User Data.

User B can also initiate tHe Connection Establishment
. ~ . H
procedure with thgﬁ?ame sequence of operations but in the

. opposite direction. It should be noted here that the above
.'example is a éimplifiea version of TrghSport Connectipn Es-

tablishment in that both User A and User B remain willing to
establish the Transport qukection during tﬁe_ﬁholg process

of connection establishment. 1In reality, either of the two
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L4
users may initiate a Transport Disconnect procedure by send-
ing a TDREQ primitive at any stage of Transport Connection
Establishment procedure.
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3.4 A PASCAL PROTOTYPE FOR CLASS-0 TP SPECIFICATIONS

This section presents the design assumptions made for this
implementation, the impleméntation restrictions, the operat-
ing system directives used, structure of various tasks and
their communiqa;ion, window mechanism which the tasks use
for sending and receiving data, error handling. and a high
level view of various modules. It is to be noted here that
the operating system and computer used fer this implementa-

tion is the same as that for the implementation of the pro-

totype of TS specifications, namely RSX-11M on a PDP 11/34. ~

The impact of layered network architecture:'ocf the IS0 Re-
ference Model for Open System Interconnection is obvious in
this implementation. The impleméntaion scheme of Fig.3.8
shows a separate Tranéport Léyer and a separate Network Lay-
er. User A and User B can bhe attributed tc Session Layer En-
tities.'

v
]

A summary of the Transport Service Primitivés used in
--;his implementation alongwith their parameters is given in
'Tabie 3,3. A summary'of the TPDU's is givén in Table 3.} and
' a-;;mmary of the Network Service .PFimitives is given in Ta-

'ble 3.5, It is to be noted that the Transport Service primi-
tives and- the TPDU's for Transport Expedited Data are not
given . in t??‘ Tables 3.3 and 3.4. because the prototfpe is

for Class=-0 TP specifications only which do not support Ex-

pedited Data option.



The Pascal roﬁtines for User A's side are identical to
those for User B's side. Therefore, we present a description
of these routines and their Pascal code for User A's side
only. This would help in keeping the :plume of the code
small. Description of the routines for the prototype of TP

specifications is given in Appendix C, Pascal code for these

routines is given in Appendix D. -~

i




PRIMITIVE

DEFINTTION

- PARAMETERS

TCREQ/TCIND

TCRES/TCCON
TDREQ
TDIND

TNODR

TRANSPORT CONMECT
REQUEST/INDICATION

TRANSPORT CONNECT
RESPONSE/CONFIRM

TRANSPORT
DISCONNECT
REQUEST

TRANSPORT
DISCONNECT
INDICATION

TRANSPORT NORMAL
DATA REQUEST -

CALLED ADDRESS,
CALLINR ADDRESS,
EXPEDITED DATA OPTION,
QUALITY OF SERVICE.

RESPONDING ADDRESS,
QUALITY OF SERVICE,
EXPEDITED DATA OPTION.

TS USER DATA

DISCONNECT REASON,
TS USER .DATA.

TS USER DATA,

Ll

TABLE™3:3 |

TRANSPORT SERVICE PRIMITIVES




TRANSPORT NEFINITION
PROTOCOL DATA . _
UNIT(TPOU) - : .
CR CONNECT REQUEST
DR DISCONNECT REQUEST ]
( cc . CONNECT CONFIRM - -
DT ' NORMAL DATA
ER - | ERROR
A : .
v .
* t
v : - '
) " TABLE 3-4 -

TRANSPORT PROTOCOL DATA UNITS (TPDU's) USED



PRIMITIVE

DEFINITION

PARAMETERS

NCREQ/NCIND
NCRES/NCCON
NDREQ/NDIND

NNODR/NNODI

NETWORK CONNECT ‘
REQUEST/INDICATION = 2

NETWORK CANNECT
RESPONSE/CONFIRM

NETWORK DISCONNECT
REQUEST/INDICATION

NETWORK NORMAL
DATA REQUEST/INDICATION

NS USER DATA

TABLE 3.5 °
L
NETWORK SERVICE PRIMITIVES

P

[a B
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3.4.1

Design Assumptions

The following assumptions .were made for the design of the

prototype for Class-0 TP specificaticns : -

1.

The TP specificatipns are assumed to suppart only a
single transport connection between two transport us-
ers. This does not in anyway restrict testing of the
connection establishment, Transport data transfer 9nd
Transport Disconnection procedures of the Class-0 TP
specifications between two Transport users whicQ is
precisely the spirit behind developing a prototype
for the Class-0 TP specifications. However, in real-
ity for every TCREQ, there is a unique Transport con-
nection between two users. |

The Network Layer has been modelled by two Network
transducefs NTRNSDA and NTRNSDB. A simple_getwork
Connéction Establishment procedure isg assumed.
NTRNSDA and NTRNSDB were developed bygthe experience
gained during dedelopment of the prototype forw TS
specifications (see section 3.2) and théy behave ac-.
cording to the state diagram of Fig.3.2. This is the
reason why the Network Transducers are so similar to
the prototype of the TS specifications.  They start

transfering TPDU's when they are in Data Transfer

Ready state. When a Transport Protocol _Engipy.ré-

quests a network connection from its respective Net-

work Transducer, the transducer provides that co%neb-_

\
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tion with minimum negotiation with its peer network
entity. Ther;fore, it is assumed that no error situa-
tion will occur in the Network Service Provider while
establishing a network connection. This is reasonable
for the purposes of building a fastuproto;ype for
Class-0 TP specifications because the concentration
is on the Transport connection rather than detailéd
negotiation of the Network Connection.

It is also assumed that a single Network Connection
is possible between User A's side and User B's side.
This was done to have a simple Network Service Provi-
def. ‘Emphasis of this exercise has been given to the
prototype, of the Class-0 TP specifications i.e Pro-_

tocol Ehtiities (TPRENTA and TPRENTB). Sophistication

of the Network Service Provider is not an objective

of this exercise.

it is assumed that -theré-is a Network Normal Data
queue item 'i' which has a User Data fiel? in which
it can carry a single TPDU between the Network Trans-
ducers NTRNSDA and NTRNSDB at a time. |

The action taken by the Transport Prot6c01 Entit§ in
case of receipt of an ER TPDU in OPEN state is not
shown in the original state table’for Class-0 TP spe-
cifications, [24]. The prétotype for Class-0 TP spe-
cifications handles this by sending a NDREQ to the

Network Service Prdvideg and goes to CLOSED state.,
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The receipt of any TPDU other than the ones shown in
Table 3.4 is handled by the Transport Protocol Entity
by sénding a ER TPDU and going to CLOSED state, (see
rable 3.2 (b)), [241].

The six tasks i.e TERMA, ~TPRENTA,  NTRNSDA, TERMB,
TPRENTB and NEEESDB have not been synchronized be-
cause the prototype for TP specifications is meant
for laboratory testing in its present form and the
testers at both user sites can coordinate the user
inputs to avoid deadlock situatiéﬁ; such @5 the one
presented fn section 3.2, However,  these tasks can be
synchronized with the{help of six gloBal event flags
so that simultaneous Transport Connect Requests or
Transport Disconnect Requests by User A and Use£ B
would not lead to a -‘deadlock or unpredictable system
behaviour. It should be noted ' at this point that
even without synbhronization of the six taskS'ih’the
manner suggesfedl above, two way simultaneous data
transfer is possible.

R single TPDU is carried by one Network Protocol Data
Unit at a time. A single TPDU carrying capability is
assumed because it provides the facility to‘krénsfer
TPDU's between NTRNSDA and NTRNSDB. : Sophistication
of the Network Layer Data transfer is not an objec-
tive here and it does not restrict . testing the
Class-0 TP prototype's capabilitf to send or feceive

TPDU's over a simple Network Connection.
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9. 1In case an ER TPDU is to bé sent, the Protocol Entity
returns the (received) invalid TPDU upto and includ-
ing the 'first' erroneous parameter to its peer Pro-

"tocol Entity. This has not been explicitly mentioned
in the Class-0 TP specifications, [24]. Therfore, we
assume that the error detection of a TPDU by the pro-

tocol entity should not proceed after the first error

has been discovered.

3.4.2 Implementation Restrictions

Since the executable TP sepecifications is meant to be a

prototype, we have not attempted to remove all ippleﬁenta—

tion limitations. These limitationﬁ do not invalidate the

Class-0 TP specifications in anyway and they do not restrict

or 1limit the testing to be performed on the prototype.
These implementation restrictions are :

1. The user primitives such as TCREd. TDREQ, . TCRES are

0 contained in ffles with file name set to primitive

name and file type set to TXT e.g TCREQ.TXT. Each

file contains the appropriate parameters for the re-

spective primitive. This ﬁas been done so .that the

user can edit these files and insert the relevant

parameter values. Therefore, when the user wishes to

send a primitive, he only has to key in the file name

and parameter information 1is read from that file.

For primitives such as TNODR, the user is prompted
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3.4.3

The

v’

fé: user data from the ;erminal.‘These user primitive
files must be present in the users file directory.
The users‘must always have ahﬁideo terminal which is
compatible with the Digital VT100 type terminal. If
this A4S not so, then the procedures for I/0 would
havé to be modified.

Both users must have different UFer Identification
Codes (UIC's) because there are ?outines which have
the same name for -both users but have Qifferent ad-
dresses for the sender and receiver tasks.

User data should consist only of printable charac-
ters. Therefore, characters such as <ESC> characters
are not permissible.' Strings upto 118 characters ares.
allowed. Strings longer than this will be truncated
to 116 characters. The CRT terminal buffer should
also be{greater than or equal to 116 characters.
Empty strings (only a (CR>) are allowed as usef data
because the user might noét want to send user data

even after he/she typed in TNODR.

Additional RSX-11M Directives Used

executable TP specifications use the SEND DATA °and

RECEIVE DATA systeﬁ diigétives which were used in the execu-

o

table TS specifications also. These directives carry. the

control primitives of the Network Service Provider such as

NCREQ, NCRES, NCIND etc. which are strings, five characters
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long. To exchange data larger than 26-bytes in executable

TP specifications, the following system directives are used

1. SEND BY REFERENCE

"~

This directive instructs the system to queue FIFO
a packet containing reference to a memory region (a
window mapped on a region) for the destination task.
Thus, permitting large blocks of data to be transfer-
red from one task to another. This window also con-
tains a 16 byte block that. can be used to send addi-

tional information.

. - _ Declaration of this directive .in the calling Pas~
’ = S
cal routine is as follows :
Procedure sref (var tsk : integer;
var: efn : integer;
var swdb : wdbb;
var isrb : ddd;

var ids : iﬁteger);extern(fortran):
where :
a) tsk = Destination Task name.

b) efn

i

Event Flag number.

c) swdb = A l6-byte integer array containing a Window

Definition Block.
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In

d) istb = A 16-byte integer'array containing addi-

tional information.

e) ids = Directive Status.

RECEIVE BY REFERENCE

This directive dequeues the next packet from the

Receive by Reference queue of the receiver tqsk. The

3

directive exits if the Receive by Reference queue is

empty, [ 32]. .
N

The declaration of the directive in the calling’

‘ ¥
Pascal roQ{iné is as follows :
Procedurf rref(var rwdb : rwdbb;
var isrb : rddd;
var ids : integer);extern(fortran);

where :

a) rwdb = A 1l6-byte integer array containin® a Window

Definition Block.

b} isrb = A. 20-byte integer array to-be used as the

Il

receive buffer.

c) ids = Directive status.

addition to the system directives déséribed above,

three more RSX-11M directives were used namely, CRAW, CRRG,

" DTRG.

creates a dynamic memory region for a task and attaches the

'CRAw'creates an address window for a task, CRRG

rgaﬁon to the task and DTRG simply detaches the attached re-

q{on from a task, [321]
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3.4.4 Window Mechaniam

Outlines of the window mechanism and memory region alloca-
tion,. attachmentl to a task and detachment by the task i§
given below. Details can be found 1in [327. A window is a
part of the memory region whose size and identificatioq is
defined by the programmer in tﬁe window definition block.
This window definition blodk is sent to the receiver task in
the system direcéggt’ gEND BY REFERENCE. Windows were very
useful for our purposes since Network Service primitives and
Transport Service primitives were sent and received by fe-

ference in these windows.

Whenever a task hqg to send or receive by reference, it
creates a memory region and attaches itself to it. All ad-
dressing-is done through windows (maximum of seven) in that

region. These windows can be mapped (read) or written upon.

Following are the steps a task has to go through in order
to send a large amount of data by'reference :
1. It creates a memory region for itself and attaches to
it.
LY
2. 1t creates a window in that region.
3. It puts data in that window,

4. It sends the window by reference.

The steps necessary to receive a large amount of data by

reference are as follows :
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1. The f;ceiVe: task creates a region and attaches to
it. .

2. It then receives window by reference (the task is now
aétached to the sender's region).

3. It accesses data from the window.

4. It detaches from the region.

3.4.4,1 Circular Window Queue

The executable TP specifications employ a circular winddw
queue which can have up to a maximum of seven windows for
successive messages to be queued in the region to which the
task is attached. This has been done also to prevent loss of
data in the case when the sender and the receiver task
change their window numbers at the same time. Therefore,
when a window is sent by reference, the next window (e.g
window 2 after window 1 or window 1 after w%ndow 7y is
fi1led with the next set of information. This circular win-
dow mechanism ensures no overlap of windows, consequently,

no distortion of data.

3.4.4.2 Region Protection

Presently, there is no protection on the memory regions at:
tached to the tasks. As an extensioﬁ to this implemehtation,-
read/ write priveleges can be given to certain tasks to

read/write on some other task's région. Details on Region

Protection can be found in Section 3 of [ 32]. -



3.‘-5

Task Structure and Communication

A structural diagram showing the interaction of various

tasks is presented in Fig.3.8. There are six tasks which run

independently. A brief description of these tasks is given

below :

1.

TERMA : This task continuously reads the requests
from the User A and sends them to the TP Entity A
{abbrev. TPRENTA). |

TPRENTA : This is the Transport Protocol Entiﬁy A of
Fig.3.7.‘ It receives User A's requests and processes
them according to the Class-0 TP specifications given
in Tables 3.2 (a), 3.2 (b), 3.2 (c) and 3.2 {d). It
also receives TPDU's from its peer entity on User B's
side and processes them also according to the above
mentioneg Tables. This task can send and receive
small amounts of data (upto 26-bytes) using the SEND
DATA and RECEIVE DATA system directives and large am-
ounts of data using . SEND BY REFERENCE and RECEIVE BY
REFERENCE system directives (see section 3.4.3). ‘
NTRNSDA : This is the Network Entity A of Fig.3.7. It
communicates with its peer Network Entity on User B's
side and észablishes a Network connection. NTRNSDA is
then able to carry TPDU's in the User Data field of
the Network Normal Data queue items to User B's side.
These queue items when received by Network Entity B

are disintegrated and thé TPDU received is sent to
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Protocol Entity B (abbréy. TPRENTB) as a_NNODI Primi-
. tive. NTRNSDA has been'developed based on the exper-
ience gained from building the ptatotypﬁ'for TS spe-
cifications in section 3.2f 1t behaves according to
the state diagram of Fig.3.2. This task is capable
of sending and receiving small amounts of data using
the SEND DATA and RECEIVE DATA system directives and
sending and receiving large amounts of data usindlthe
SEND BY REFERENCE and RECEIVE BY REFERENCE system di-
rgctives {see sections of this chapter on System Di-
rectives used). It is to be noted here that NTRNSDA
negotiates a Network connection with NTRNSDB firﬁt.
Only then it starts carrying TPbU's to and from
TPRENTA and TPRENTB. »
4, TERMB : Tﬁié is the peer task of TERMA and continu-
ously reads requests from User B.
5. TPRENTB : This is the peer task of TPRENTA an?}i&—
forms identical functions but fér User B.
6. NTRﬁSDB : This is the peer task of NTRNSDA and per-

forms identical functions but for User B.

An example of communication of the six tasks is given be-
low in point form. This example describes the Transport
Connection Establishment procedure in Ehe perspective of

task communication, It is to be noted that this example

does not involve the synchronization issues among various

tasks as pointed out in the design assumptions, However,
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these tésks can be synchronized by the use of global event

flags and by giving priorities to the various tasks over the

others to receive as was done in the prototype for TS speci-
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Assume that tasks TPRENTA and TPRENTB are in CLOSED state

(see Tables 3.2 (a) and 3.2 (b)) Assume that there is no

Network Connection available i.e NTRNSDA and NTRNSDB are in

IDLE state. Suppose that User A wishes to initiate a Trans-

port Connection. The following sequence of events takes

place,

1.

(see Fig.3.8) :

User A punches in TCREQ“a The task TERMA reads the
parameters of the TCREQ primitive from +the file
TCREQ.TXT and uses the SEND BY REFERENCE directive to
send this information to task TPRENTA which is writ-

ten on the task gqueue TPREFQA. -

TPRENTA 1Is in CLOSED state. It receives the TCREQ

primitive using the RECEIVE BY REFERENCE directive.

It now checks if there 1is a Network Connection avai-
lable. There is none. Therefore, it sends a NCREQ to
NTRNSDA using the SEND DATA primitive which is writ-
ten on the task queue NTDATQA. It then prepares a CR
TPDU and changes its state to WFNC.

NTRNSDA receives the NCREQ, sends a queue item 'gq' to
NTﬁNSDB which. is written on the task queue NTDATQﬁ
using the SEND DATA directive. It then change$ its
state to OUT-COﬁNECT PENDING.

NTRNSDB receives the queue ite; ‘q' usiné RECEIVE
DATA directive, sends a NCIND to task TPRENTB using
the SEND DATA directive which ‘is written-on the task
queue TPDATQB and changes its state to IN-CONNECT

PENDING.
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Task TPRENTB 1is in  CLOSED state, It receives the
NCIND from NTRNSDB using the RECEIVE DATA directive,
sends a NCRES to NTRNSDB which is written on the task
gqueue NTDATQB using the SEND DATA directive and stays
in CLbSED state.

Task NTRNSDB receives the NCRES from TPRENTB using
the RECEIVE DATA directive and sends a queue item 's'
to NTRNSDA using the SEND DATA directive which |is
written on the task gueue NTDATQA and changes its
state to DATA TRANSFER READY state.

Task NTRNSDA receives the queue item 's' using the
RECEIVE DATA directive and sends a NCCON to TPRENTA
which is written on the task queue TPDATQA indicating
that a MNetwork connection has been established.
NTRNSDA then changes its state to DATA TRANSFER READY
state.

Task TPRENTA now sends the CR TPDU to task NTRNSDA
using the SEND BY REFERENCE directive. This TPDU is
sent in the User Data field of the NNODR Network Ser-
vice Primitive which is written on the task queue
NTREFQA. Task TPRENTA then changes its state to WFCC
state. h
Task NTRNSDA receives the CR TPDU using the RECEIVE
BY REFERENCE directive and concatenates the CR TPDU
into the User Data field of a Network Normal Data

queue item and sends the queue item to NTRNSDB .using
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. SEND BY REFERENCE directive which is written on the

" 10.

11.

12,

13-'

task- queue NTﬁEFQB.-

NTRNSDB receives' the Network Normal Data gueue item
from NTRNSDA using the RECEIVE BY REFERENCE directive
and separates the CR TRDU from it's User Data field.
It shen.senas the CR TPDU to TPRENTB as a parameter .
of the NNODI Network Service Primitive using the SEND
BY REFERENCE directive. This NNODI is written on the

task gqueue TPREF(QB.

TPRENTB ' receives the NNODI using the RECEIVE BY

REFERENCE directive. It then separates the CR TPDU

. 1

from the NNODI Network Service primitive. . Then,
TPRENTB ;aps the information in the CR TPDU on a
TCIND'primitive-and writes all of this informgtion on
User B's terminal. It then changes its state to
WFTRESP.

User B now types in TCRES. The task TERMB reads the
inform&tion about all parameters of TCRES primitive
from the.file TCRES.TXT and sends it to task TPRENTB
ﬁsing SEND BY REFERENCE directive which is written on
the task queue TPREF(QB. .

TPRENTB receives TCRES with parameters using RECEIVE
BY REFERENCE direétive and, maps the information on a
CC TPDU, sends it to NTRNSDB using the SEND BY

REFERENCE directive in the User Data field of ~the

‘Network Service Primitive NNODR. This is written on
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ﬁhe task gueue NTREFQB. It then changes its state to
OPEN state.

14. NTRNSDB receives the CC TPDU, éoncatenates it into
the User Daia field of the Network Normal Data queue
item and sends the queue item to NTRNSDA using the
SEND BY REFERENCE difective. This queue item is
written on the task queue NTREFQA.

15. NTRNSDA receives this'queue item, separatés the CC
TPDU from its User Data field and sends the.Cc TPDU
to TPRENTA using.SEﬁD BY REFERENCE directive as a
parameter .of the NNODI Network Service Primitive.
This primitive is written on the task queue TPREFQA.

16. TPRENTA separates the CC TPDU from the NNODI primi--

-tive and maps this information on the TCCON primi-
tive, It then writes all of this information on User

b A's terminal and changes its state to OPEN state.

The Transport Connection is now OPEN.

“

This was a simple example of Transport Connection estab-
lishment. The executable specifications actually allow any
of the two users to,>in1tiaté a Transport Disconnection
procedure by typing in'TDREQ.And providing additional infor-
mation for disconnection. This is handled exactly in accor-
dance with the TP specifications given in Tables 3.2 (a),

3.2 (b), 3.2 (c) and 3.2 (d).
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Once Transport Connection has been established, Transport

data can be transferred on both sides using the TNODR p:ihi-

tive,

This transfer of data is sent and received using the

SEND and RECEIVE BY REFERENCE directives. The Network Normal.

Data primitives'carry the Transport Data TPDU's (DT TPDU's)

between TPRENTA and TPRENTB.

Error Handling

are two types of erro:§ that the Prototype handles :
Erroneous user primitiv; name. This error is handled
by giving an error message to the user and prompting
him for a legal primitive name.
Erroneous TPDU received from peer protocgl entity.
This error is handled by transmitting-an ER TPDU to
the peér TP Entity. This ER TPDU contains the errone;
ous TPDU upto and including the byte in which the
first error occurred aﬁd the cause for rejection of
the TPDU as per [ 24]. The ER TPDU 1is displayed on
the terminal of the user who receives it with all its
parameters in a user friendly manner. Errors in the
received TPDU's are detected by the Transport Proto-

col Entities using the Procedure INSPTPDU.

Systém errors arise occasionally. The prototype has no real

facilities to deal with these prohlems, Two types of such

errors are described below :
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Errors arising from system directives :

In case of receipt of error codes from the system
directives, the task halts using the HALT primitive
of Swedish Pascal' and has to he started again 1if
further communication is desired with it. These er-
rors are de%ectable_in that the behaviour of the task
is predictésle. Occurence of such an error in a pro-
totype is tolerable because it ean only disrupt the
testing process and can ‘alert the designers if they
are to use the same system directive in the design
and implementation of the real protocol.

Implementation errors :

Some non-detectable errors were alsc discovered

during the implementation process. These errors in-

cluded :

a) Run-time error 1if the keyword EXTERN was missing

from the external procedure' declaration but the

error message wbuld not report this error.

b) Run-timg error if the declared Stack or Heap size
was too small. It was observed that the run-time
error message did not repért the real) cause. The
Stack or Heap ‘size can be increased using the

(/INC=nnnn) run-time option.’
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3.4.7 High Level Structure of Modules

Fiqg.3.9, Fig.3.10, Fig.3.11l show the \h&gh level flow dia-—

grams of the tasks TERMA, TPRENTA and NTRNSDA respectively.
\

The three tasks for Side B i.e TERME, TPRENTB and NTRNSDB
/ -

are identical to those of Side A. Their flow diagrams are

therefore ommitted.

, -

These diagrams give a high 1level view of the various

procedures, functions and system directives used 1in each

task and their relation to eachother. It is to be noted here
that all procedures and functions are external to their

calling modules and have been separately compiled in diffe-

rent files,

The naﬁé, function, usage, input parameters, output par-
ameters, exit conditions etc. of each procedure can be found

in Appendix C.
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3.5 SOPTWARE DESIGN CONSIDERATIONS AND QUALITY ASSURANCE

This section deals with the software design considerations
and software testing strategy adopped during the development
of the prototypes.of TS Specifications and TP spécifica-

tions.

3.5.1 Software Design Considerations

The main considerations taken into account ﬁhile designing
the prototypes for TS and TP specifications are given below.
These considerations are the same for both prototypes in
principle. Therefore, they have been illustrated with refer-

ence to the prototype for TP specifications only.

Modularity =

kS

Design of both prototypes is modular. For example, the
prototype for TP specifications has three tasks on each
user's sidg i.e for user A, there is TERMA, TPRENTA and
NTRNSDA. The design is modular in that :-. .

1. Each of these tasks have external procedures and
functions (see Fig.3.9, Fig.3.10, Fig.3.11) for high
level view of these tasks and their external rout-
ines,

2. No global variables are used for any task,.

v

-~
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Portability =

The prototypes have been designed to prométe portability

as follows :

1.

All procedures and functions of every task are exter-

nal to the calling routines. It is assumed that the

operating system on which the prototype will be used

in future supports the use of external routines. A
view of the procedures and functions is given in the
high level flow diagrams of Fig.3.5 ana Fig.3.6 for
the prototype of TS specificatioéé. Similar diagrams
for the tasks of the prototype of TP specifications
are given in Fig.3.9, Fig.3.10 and Fig.3.11.

Whenever a task has to send or receive data using the
SEND DATA, SEND BY REFERENCE, RECEIVE DATA or RECEIVE

BY REFERENCE directives, it does not call any of

"these directives directly., Instead, it calls an ex-

ternal sender roytine to send data using SEND DATA or
SEND BY REFERENCE directives aﬁd callg an external
receiver routine to receive data using RECEIVE DATA
or RECEIVE BY REFERENCE directives. This makes the
task portable to other Operatiﬁg systems since only

the sender and the receiver routines would have to be

modified,

The following points describe the degree of system depen-

dence ‘of the prototypes :

‘fz -~ 108 -
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1. The display of information to the users is Digital
terminal VT100 dependent.. |

2. The prototypés reguire an operating.system which al-

| lows Fo;ttan i/O from Pascal routines. |

3. Systembdrrectives or corresponding routines should be
available for intertask~;ommunication.

The author feels that this degree of system dependence is.

reasonable for prototypes.

Modifiability

The most . important point to - note {s that the prototype
for'TP specifications is readily moéifiable. More roufines
can be added on to it incfementally if : |

1. Multiplé Transport connections are to be supported.

2;_ All errors in an erroneous TPDU received are to be

detected.

3. Changes have to be made in the prototype for using it

_ as‘the error ééner&to; for a pgef entity under test

, (EUT) in the testing architectures,(see'Chéptér 4) .

3.5.2 Software Testing

This subsection deals with the software scheme adopted in
testing prototypes of TS specifications and TP specifica~
tions, But, EB: the sake of brevity, the testing scheme will
be presented in the perspectiwe ofl;the prototype of TP spe-
cifications. The software testing scheme’ consisted of the

following :
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"Module testing

User A's side consists of the following tasks (see
Fig.3.8) : - _ C
1. TERMA. -
2. TPRENTA
3. NTRNSDA .
User B's side consists of the féllowing t;sks :
. 1. TERMB
2. TPRENTB

3. NTRNSDB

e

'Each procedure of the tasks on User A and User B's side
was compiled in sepa?ate files. The tasks on User A's side
were‘tested individually. ‘Then, the tasks on User B's side
were tested individually according to the scheéme given be;
low. Dummy tasks ére required in this scheme because the
sender task requires the receiver task's name and #he system

e .

directive halts the sender task if the receiver task is not

found and no further testing can be performed pefore the

sender task is started up again.

Task TERMA was tested individuallf with a dummy tésk re-
’placing task TPBENTA. It was tested for ali kinds of user
requests‘such as TCREQ, TCRES, TﬁODR and TDREQ with their
appropriate parameters. Then task, TfRENTA was tested and
tasks NTRNSDA and TERMA were ireplaced by dummy tasks.

TPRENTA was given input from User A and responses from the
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dummy task in place of NTRNSDA. The changes , in its stateé
.- were carefully noted by the help of debug t?btements and
matched against the state table g%vgn in Tables 3.2 (a), 3.2
(by, 3.2 {c) and 3.2 (d). Then task-NTRNSDA was tested and
dummy tasks were run in place of NTRNSDB 6n User B's side
and TPRENTA above it. It wasftested for successful sending
and receiving of Network primitives for establishment of a

Network connection. -

Tasks on User B's side were also tested individually in a

similar way.

Integration testing :

Integration testing was performed in two steps :
1. Integration of modules on each user's side.

2. Integration of all modules.

Integration of modules on User A's side was done by run-
ning TERMA, TPRENTA and NTRNSDA together with a dummy task
for NTRNSDB, Similarly, User B's side was tested by running

TERMB, TPRENTB and NTRNSDB with a dummy task for NTRNSDA.

Then all six tasks were run together with actual user re-

quests. At this point, a serious problem was encountered

After having used the system directive RECEIVE BY
REFERENCE, a task would not receive any data using the sys-

tem directive RECEIVE DATA for an arbitrary number of times
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and then suddenly receive all datg using the RECEIVE DATA
directive. The diagnosis of this problem was found to be-a
compiler error due to which system directives behave in an
unpredictable manner in case RECORD type of data structures
are passed as variable parameters between procedures. This
problem was:overcome by passing POINTERS to the RECORD's in-

stead of the RECORD's themselves.

Regression testing

Regression testing was performed wusing ﬁhe same sequenée
of test inputs after the problem with passing the RECORD
type was overcome. This was done“:o determine that the ef-
fect of moHifi®ations in -the tasks was 16cq1 to the problem
encountered and did not affect other functions of the sys—

tem. This was indeed the case.

The author feels that the prototype for TP specifications
developed in section 3.4 can be safely used to check the

fﬁnctional behaviour of the Class-0 TP specifications.
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Chapter 4

-~

_ APPLICABILTY OF PROTOTYPES IN PROTOCOL TESTING
ARCHITECTURES

This chapter présents an introduétion to some related re-
search in %ng;col.testing architectures, the potential role
of p;ﬁtotypes in these testing architectureg aqd a plan teo
apply the pfototypes of Class-0 TP specifications (TPRENTA
and TPRENTB) 1in an eiemeﬁfa}g configuration for laboratory
teséing of prbtocols which is also proposed in this chapter'
The results of the app}ication of selected test sequencés_to
the prototype TPRENTB are also presented. Some of the pro-
tocol testing concepts in this chapter have been proposed by

H. Ural and R. L Probert [20].

4.1 INTRObUCTION TO RELATED RESEARCH IN PROTOCOL TESTING.
ARCHITECTURES

" This section presents a brief survey of the models for pro-
tocol testing architectures proposed in the literature and

the effective use of the prototype for Transport Protocol in

these architectures.

. - 1:13 - ~ “
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4.1.1 Protocol Testing Architectures..;.ﬁ S&rvex
Several models for protocol testing architectures have been

proposed in the literature. Two such models are presented

below :

4.1.1.1 L Modei for Protocol Testing Architectures
The Natibnal Physical Laboratory's Model for Protocol Test-
ing Architectures provides the facility to test a Layer N
protdcol implementation between two open systems, one locat-
ed at the Client's Site and the other at the Assessment or
"Laboratory Site, [ 21 ] (see Fig.4.l). The Assessment Site
consists of the following Eomponents :
1. A Test Driver.
2. Layer N protocol implementation + error Encoder/Deco-
der.
3. Layér N-1 protocol implementaiion + Exception genera-

tor

The Client's Site-system 'consists of a set of similar
compenents as follows :

1. A Test Responder.

2. Layer N Protocol Implementation Under Test {IUT).

3. Layer N-1 Protocol implementation.

There is an underlying Layer N-2 communication channel

common to the Client's Site and the Assessment Site. De-

4 - ' I
o

-

tails of the above components can be found in [211].
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The NPL Model assumes that to test a‘Layer N protocol im-
plementation, only the protocols and services below Layer N
have been implemented and not those above it [ 21]. This ar-
chitecture also considers the Implement;tion Unéer Test
(IUT) to be a black box i.e the details of the internal
structure of the IUT are not considered when test sequences

are selected. . »

_The NPL model has been adopted by several research groups
in different countries to develop test architectures suited

to their particular needs for certification purposes, [21].
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4.1.1.2 Other Testing Architectures

A model based on two oﬁén systems jnteracting over a net-
Vwork connection has been proposed  in [20]. This' model is
sho#n in Fig.4.2. The basic components of this model a}e :

1. A Laboratory Site Test Manager.

2. A Laboratory Site Test Supervisor.

3. An Emulator for peer of entity under test,

4. A communicatioﬁ medium,

5., The Entity Under Test (EU'I‘; on the Client Site.

6. The Client 'Site Test Supervisor.

Details of these componenté and their configﬁration for var-

_ious test architectures can be found in.[ 20].

Logical architectures for protocol testing have been de-
veloped for Laboratory (Assessment site) testing and for Re-
‘mote (Client's Site) testing bf expanding the model incre-
mentally. The Laboratory Testing 'Atchitecturg needs an
emulator for the communication medium and the Entity Under
Test is in the laboratory, whereés in remote testing the En-
" tity Under Test is at the Client's Site and is tested over a

real communication medium, [20].

The effectiveness of the black-box testing approach has.
been enhanced in this model by incorporating adaptations of
some testing strategies such as Functional testing, Boundar-

y-Value Analysis and Error-Based Testing, [20].
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4.1.2 Effective hble of Prototypes in Testing
Architectures

All of the testing architectures described above have a com-
ponent called an Entity Under Test (EUTY or an Implementa-
tion Under Test (IUT). This component can be

1. An actual protocol implemeﬁtation or

2. Executablé Specificat{ons of Layer N protocol in. the

form of a prototype.

4

The Entity Unéer Test can be either an actual implementa-
tion of the protocol when an existing . protocol implementa-
tion is to be tested or it can be a new implementation go
be tested. In both cases, the protocol has been impiemented.
If basit design errors are detected, a lot of effort and mo-
ney could be expended in redesigniﬁg and recoding the soft-

ware.

This leadg us to the concept of high-level software test-—
ing, which calls for detecting errors at an earlier stage of
thé development process i.e before the actual implementa-
tiocn. This concept involves fhe migration of software test-
ing methodologies from the implementation phase upward into

the design and specification phases, {33.)

An inexpensive way of testing the desirability of the ul-
timéte product (e.g a prdtocol implementation) is to develop
a fast prototype which has all of the functional features of

the specifications. As suggested by H. Ural and R, L Pro-
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bert in discussions, a prototype can be the laboratory site
emulator for peer layer under test. It has also been sug-
gested during éhese discussions that use of prototypes at
laboratory site and at the client's site allows "live" test-

ing of specifications.

The fast prototype developed for Class-0 TP specifica-
tions (on User B's side) 1is used as the Entity Under Test
(EuT) for running selected.test sequences throﬁgh it and its
behaviogr is observed, Changes are made to the prototype
for User A so -thét it is possible to éeneraté erroneoué
TPDU's. It should be noted that the seléctioﬁ of test se-
quences is qucificatidn-baéed. By applying these selected
test sequences to the fast prototype, suitability of the TP
Specifications can be evaluated.-The protbcoi can be actual-
ly implemenﬁed once confidencé has been developed in the

prototype.

It was suggested by H. Ural during discussions that fast
prototyping approach can be useful in testing the design of
o;her cdmponents of the testing architecture spch as a Test
Supervisor or a Test Manager prior to their actual implemen-

tation.
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4.2 APPLICATION PLAN

This section presents the test plan, an elementary configu-
ration for laboratory testing of protécols and the resulting
impact of this configuration on one of the prototypes for TP
specifications. This impact involves éhanging one of the

Transport Protocol Entities to generate TPDU's in error.

Protocol Entity A (task TPRENTA) will be changed such
‘that it can generate erroneocus TPDU's. Protocel Entity B
(task TPRENTB) will be considered the Entity Under Test
{EUT) . Erronequé Transport Service primitives will be sup-
pliéd by the tester 6n User B's side whi}e erroneous TFDU's

can be supplied by the modified protocol entity TPRENTA.

4.2.1 Test Plﬁn

The test plan has three objectives as follows :

1. To detect functional errors of the protocol entity.

The Transport protocol entity performs the three’
main functions given beléw : . €
a}) Transport Connection Establishment with negotia-

tion between the Transbort Service users.

b) Data Transfer between the Transport Service usérs.
sC) Connection. Release initiated by either of the

Transport Service users or the Network Service

Provider.
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Each of the above_ functions has some sub-functions to -
perform s;ch as cdncatenation énd‘separétion of TPDU's, mapJ'
ping various parameters of ‘user primitives such as TCREQ
onto the TPDU's. The selected test seguences test these
sub-functions as well.

2. To allow for functional degendencieL between protocol

functions.

Functional dependencies will be taken into consid-
eration before applying the test sequénées, [34].
The functions of Transport Protocol shown above are
dependent on each other.. For examble, for successful
Transport Data Transfer, successful TfansportJConnec+'
tion Establishment is necessary ahd S0 on..Therefore,
we will apply those test sequences-to the Transport
Protocol Entity which help establish correctness of
the Transport Connection sstablishment function
first. Then we can check the co}rectness of Transport
Data Transfer function of the protocol. This is fol-
lowed by checking the Transport Disconnection Proce-
dure.

3. To test error detection/reporting capabilities of

protocol entity.

Class-0 Transport Protocol specifications do not
require the protocol to recover from protocol errors

but error detection and reporting--is required, Test
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sequences were selected to test the above mentioned
error handling'caPAbilities of Transport Protocol En-
tity. The Transport Protocol Entity is subjected to
user reguests and TPDU's with invalig parameter‘éodes
or values according to the testing configurat%on in

the next subsection.

4.2.2 BAn Elementary Testing Configuration

An elementary testing configuration was used to show the ap-
plicability of fast prototypes to Laboratory testing of pro-
toéols.hThis cohfiguration is shown in Fig.4.3. Functional-
'ly,- this diagram is the same as that of Fig.3.8. The
details of task queves and acéual §10w of data have been om-
mitted for the sake of-clarity and to highlight the features
of this diagram as being an elementary testing-configpration'
for laboratory testing of-protocols. it is alsec ého&n in
this section how these prototypes can be improved and incor-
porate them in a more sophisticated protocol testing archi-

tecture. However, this is beyond the scope of this thesis.

The system shown in Fig.3.8 does not a&low User A or User
B to directly input to the Protocol Entities (TPRENTA and
TPRENTB) . In order to enable TPRENTA to generate erronecus
TPDU's on demand, it has been modified so that it can accept
input from User A's side to generate errors in TPDU's -(see.
Fig.4.3) which can then be séﬁt to the Entity Under ffest

¢TPRENTB}). Example test'sequences applied to TPRENTB are
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\\ "/ A's side as well as on User B's side.

N

—

presented. in Figs.4.4 through 4.9. and are discussed in

section 4.3.

During testiﬁg, the tester has a 1list of the various
fields of different TPDU's. All fields on the list are num-
bered. The Transport Enfity A in the moéified form prompts
the tester to :

1. Enter the field number of the particular TPDU to be

- changed.
2..;After the tester enters the field number, he/she is
érompted for the erroneous value to be entered in

this field.

Once the above two steps have been done, the tésﬁet can type
in 999 to signal TPRENTA to send the erroneous TPDU. The
behaviour of TPRENTB in response to this erroneous TPDU can
then be observed at the video terminal at which it is run~
ning. The tester can also input erroneous user primitives

from User B's side and can observe the response of TPRENTB

“at the terminal on which the task TPRENTB is running, This

-

scheme is simpl®™and it provides the tester with a full ca-
pability to input erroneous parameter values and codes in

the TPDU's without significantly modifying TPRENTA. The di-

_sadvantage is that the testing process is manual, Test se-

quences have to be input one at a time and the results noted

-

- 3
_‘visibly. Alsp, the tester has to be present at both User

N
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As an alternative testing configuration, this process can
be semi-automated by augmenting TPRENTA so that it generates
erroneous TPDU's when the tester specifies such an action
from User A's side. The erroneous values can be stored in a
table. The tester can specify the index to the erroneous
parameter value and the type of TPDU e.g CR TPDU and the
procedurg preparing TPDU's (procedure PREPTPDU of task
TPRENTA) can then insert erébneous values into the TPDU.
Further automation can be achieved by replacing some of the
functions of the human tester by a Test Manager and Test Su-
pervisor programs, [ 33]. A sophisticated test sequence re-
sults reporting scheme can also be implemented. Therefore,
the testing configuration of Fig.4.3 can be built upon in an
incremental fashion resulting in an imp?ementation of a
standard protocol ‘testing architecture for laboratory test-

ing of protocols, [ 20, 21].
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SIDE A ' SIDE B

hY

TESTER - TESTER -

TERMA Ky TERMB

TRANSPORT SERVICE
ACCESS POINTS

o

TESTER . TPRENTA TPRENTB
3' {ERROR GENERATOR) 7 {EUT)
7/

NETWORK SERVICE
ACCESS PQINTS

" e~ N\

e N NETWORK SERVICE PROVIDER
\\-*‘\"‘ (NTRNSDA + NTRNSDB)

N ' NOTE: THIS DIAGRAM IS FUNCTIONALLY THE SAME
' ' ) AS FIG,3.8 . DETAILS OF TASK QUEUES ARE
OMMITTED FOR THE SAKE OF CLARITY.

FIG. 4.3 ‘ .

AN ELEMENTRY TESTING CONFIGURATION
FOR LABORATORY TESTING OF PROTOCOLS
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4.3

3
J

APPLICATION EXPERIENCE

Test Sequences derived on the basis of the Test Plan of sec-

-

tion 4.2 were appligd to TPRENTB. The results are summarized

in Figs.4.4 through 4.9. The following peints should be

noted

1.

prior to reading these results :

Network Transducers NTRNSDA and NTRNSDB of Fig.3.8
have been coﬁbined as one Network Service Provider in
the testing configquration. It 1is acceptable to pro-
vide only a high-level prototype Network Service Prb-
vider since our. detailed focus is on the bghaviour of -
the prototypes of Class-0 TP specifications.

Test sequences representing only ‘the basic functiong
of the TP specifications are presented, These re-
sults clearly show the applicability of the prototype
in an elementary configuration fdr 1abo;atory testing
of protoccols. Many more sequences wére run but the?
will not be presented here to avoid repitition.
Parameters of‘the Transport Service pr;mitives, the
Network Service primitives and the TPDU's have not
been shown in tabulation of the results for the sake
of clarity. | | . |

The results given in Figs.4.4 through 4.9 -had to be

manually tabulated because the RSX-11M operating sys-

" tem V3.2 on the PDP 11/34 distorts the contents of an

output file if two or more tasks write on the same

output file simultaneously. Therefore, two tasks

Y

— = 127 =
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could not be made to write ' the results of a test se-

quence on the same output file. This problem - can be

. resolved by writing a sophisticated File Locking Dri-
ver program. This program would instruct a task to

wait until another task has finished writing on ’an

output file if the same file is to be used as an .out-
put file for -both tasks. The file locking driver was
ommitted because the results could be;tabulated legi-
bly after making observations and the implied‘t}mé,to
construct thé dr&vér could not be cost-justified.

The fact that a TPDU is acceptable or not to TPRENTB
is indicated by a note saying 'accepts' or 'rejects'.

The state that TPRENTB attains after sending / re-

" ceiving a particular primitive, 1is written against

that primitive e.g ' WPCC.' or " .WFNC.'.

The time scale is shown horizontally.

wr
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To summ rize‘ the experience with running the tééﬁ se-
quences, Sgg aﬁthor feels that the the prototype is easy to
use for running the test sequences. The results of these se-
quences can be readily observed sn task TPRENTB's terminal
and tabulated. The messages to the tester are gquite user
friendly. Preparation of the test seguences involves some
time and effort if done manually but this process would soon
be automated due to a project on automatic test sequence
generation usiné PROLOG conducted by -Dr. R. L Probert and
Mr. H, Ural of the Computer Science Department, University
of Ottawa. All test éequences invoiving the basic functioné
of the Transport Protocol Entities i.e Transport Connection
Establishment, Transport Data Transfer and Transport Discon-
| nection sucééeded. Those related Eo TPDU error Qetection and
reperting élso-succeeded. It is to be noted here that two
way simultaneous data transfer is possible ﬁ;ing the proto-
"types for TP specificatiohs for as 1ong as the-two users de-

sire. Only representative test sequences for the basic func-

tions are presented in the Figs 4.4 through 4.9.
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_ Chapter 5
A SUMMARY, CONéLUSIONS AND SUGGESTIONS -FOR

FURTHER RESEARCH
The concept of layered network architecture was bresented.
IS0 Reference Modgl for Open Systém Intercénnection was
briefly presentea. An introduction to basic concepts of f;st
prototyping was presented. The existing techniques.for pro-
tocol testing were summarized. The TS specifications were
presented briefly and'were implemen;ea iﬁ the form-Bf a fast
ﬁrotot?pe in Pascal. Class-0 TP SpeqificatiaJ:’wefe briefly
presented and were implemented as a fast prototype in Pas-

cal. Experience gained in developing the prototype for TS

specifications was utilized in building the Netwark Service

Provider underlying the Transport Protocol Entities, Impaét.

of the lavered architecture of IS0 0ST Reference Model can

be seen 1in the implementation scheme of the prototype for

Class-0 TP specifications. A brief survey of the models for

protocol testing architectures was ﬁresented. Usefulness of

the prototype for TP specifications was shown in an elemen-

tary configuration for laboratory:- testing of communications

'protocols. This was done by applying test sequences to-the

4

prototype to validate the communications requirements of the

Class-0 TP specifications.
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A Prototype of a set of spécificafions is faster and more
economical to develoo compared to the real system. In some
cases th? ratio of time iﬁvolvéd in building a prototype for‘
a set of specifications versus building the real system has
~been 1:21, [192 ] 1In addition to the time savings involved.
the“user can reasonably ascertain the correctness of his/her
specifications by performing tests on the prototype before
actually building the real system.i Tt took us approximately
00 man hours to build the protot?pe for Class-0 TP specifi-
cations Qhéféas in the authors view it would take at least
four times the length of tim; to develop.a full blown imple-
lmentation of the specifications, Déé}?e of detail in build-
ing protqtypesj shoﬁld be Véarefully controiled because the
essence of building a protot&pé is to test the basic func-
tions of a:future'reallsystem.. If toe much detail is put in
the design of a pfq;oéypé, then.ﬁhe.purpose of building a
prototype would be defeated and-the cesult.ﬁould; be a real
system. The cost-efﬁgctive uselof prototyping ﬁecﬁniques in
the development and validation of 'communications protocols

shbﬁld be further investigated.

Tt was shown in Chapter .4 that realistic experimentation
"can be berfbrmed on a prototype to validate the communica-
tion reqﬁirements of.the TP specifications. - The main advan-
tage of building a prototype in a popular high -level pro-
gramming language (e.g Pascal} 1is that most systems sdpport
thellanguage and portability of the prototype would be eh-
hanced. -
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_ Following are some possible extensions of the use of the

prototype for Class-0 TP specifications developed in this

exercise :

1.

' TPDU and the augmented TPRENTA can introduce this e

Although only the Transport layer was considered in
this exercise, a simila; prototyping approach may be
applied to the development and validation of any lgy—
er. '

The prototype of-TP specificationé can be.improved

incrementally to be used 1in standard architectures

——T
for laboratory testing of protocels. Task TPRENTA
(Transport Protocol Entity A) can be augmented to

generate erroneous TPDU's semi—automatically. This

can be done by storing the erroneous parameter co

and values in a table. The tester can specify the[ in-

. . .,
dex to the erroneous value and the TPDU type e.qg CR

roneous value in the TPDU.
The protbtype of TP specifications can be enhanced to

be used in standard architectures for remote testing

of protocels by using an existing network such as

DATAPAC. However, substantial low-level modifica-

tions will be necessary to the underlying event flag

¢

‘mechanism. . - .
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APPENDIX A

DESCRIPTION OF ROUTINES
OF THE PROTOTYPE FOR TS
SPECIFICATIONS '
(User A's side only)}
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APPENDIX B

PASCAL CODE OF ROUTINES
OF THE PROTOTYPE FOR TS
SPECIFICATIONS ’
(User A's side only)
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APPENDIX C

DESCRIPTION OF ROUTINES
OF THE PROTOTYPE FOR
CLASS-0 TP SPECIFICATIONS
(User A's side only)
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LAPPENDIX D

PASCAL CODE OF ROUTINES
OF THE PROTOTYPE FOR
CLASS-0 TP SPECIFICATIONS
(User A's side only)
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