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Abstract

As new network attacks develop, new illnesses spread, or new topics surface on social media,
many machine learning models become obsolete as they fail to recognize these novel con-
cepts. This requires the development of artificial intelligence models capable of detecting,
learning, and adapting to new concepts autonomously. In this context, novelty detection
emerges as a critical method for identifying new concepts in data streams while ensuring
the accurate classification of known ones. Despite growing research interest, progress in the
field is hindered by challenges such as the lack of a comprehensive evaluation framework
and the absence of robust algorithms that can adapt to changing data distributions with
minimal human intervention. This thesis addresses these fundamental issues through four
primary contributions.

First, we present a systematic literature review that establishes an updated taxonomy
of the field, analyzing existing works to identify key challenges and research directions.
Second, building on this review, we address inconsistencies in current evaluation methods
by introducing a comprehensive framework for assessing novelty detection algorithms in
multi-class data streams. We empirically demonstrate that key data stream characteris-
tics, which are often overlooked, substantially impact algorithm performance and hinder
fair comparisons across studies. Our framework formalizes these characteristics and intro-
duces novel temporal metrics, enabling robust model comparison through a single, evolving
performance score.

Third, to address the limitations of existing algorithms, we introduce CASCADE
(Clustering-based Adaptive Stream Classification And Detection of Emerging classes).
CASCADE integrates binary classifiers and threshold-based filters to mitigate false pos-
itives, while leveraging hierarchical clustering on custom meta-features to function effec-
tively without dependence on ground-truth labels or extensive hyperparameter tuning. It
achieves state-of-the-art performance, frequently matching or surpassing supervised ap-
proaches on diverse real-world and synthetic datasets. Finally, we demonstrate the effec-
tiveness and advantages of novelty detection techniques in the domain of cybersecurity,
using numerous benchmark datasets.

Altogether, this thesis provides a comprehensive overview of the current state of the
field, establishes a rigorous methodology for performance evaluation, and introduces a
high-performing algorithm that addresses critical limitations of existing techniques and
matches or even surpasses supervised methods while operating without ground-truth labels
or extensive hyperparameter tuning.
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Chapter 1

Introduction

Most Machine Learning (ML) research focuses on batch learning, where the entire training
dataset is expected to be available at once [82]. This particular method of learning assumes
that the probability distribution observed during training will remain constant throughout
the deployment of the model. In practice, however, many real-world scenarios exhibit
dynamic and evolving data distributions, where novel concepts that were not available
during training may emerge.

To address such cases, Data Streams (DSs) provide an alternative way of present-
ing data, where observations arrive continuously, sequentially, and potentially without
bound [190], as opposed to a fixed-length static dataset. This approach is more conducive
to representing a broad spectrum of real-world applications, such as sensor networks, GPS
data, network traffic, among others [82]. However, applying traditional learning methods
to DSs is afflicted by numerous challenges, including changes in the data distribution (con-
cept drift), memory limitations, and the emergence of novel classes. As such, the fields of
incremental learning and online learning, which develop algorithms to tackle these issues
in an online setting, have gained traction in the research sphere [98].

1.1 Motivation

In an online scenario, not only can learned classes change, but entirely new classes that were
not present at the beginning might appear. This makes it essential to develop algorithms
that can detect these novel concepts and adapt to them. This capability is critical in many
applications, including intrusion detection, fault monitoring, medical diagnosis, and fraud
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detection [71], where a novelty might represent a zero-day attack, a new illness, or a new
type of fraud. A model incapable of detecting these novel concepts would misclassify them
as known classes, allowing them to go unnoticed, which could have serious implications in
these critical domains.

This challenge has led to the development of a sub-field of online learning that specif-
ically focuses on identifying these samples that differ from the known classes: Novelty
Detection (ND) in DSs [105]. In contrast to traditional batch ML, ND algorithms operate
without assuming that the training data fully defines the problem space. Instead, they
actively attempt to identify, categorize, and possibly learn the new classes that appear in
the DS. They accomplish this by recognizing collections of similar, unrepresented samples,
referred to as Novelty Patterns (NPs) [55]. These clusters can be treated collectively as
a single unknown class, in which case the task is a binary classification between known
and novel data. Alternatively, in multi-class classification, the model attempts to identify
each distinct novel class independently [71]. While a single novel class generally generates
multiple NPs, an effective algorithm should ideally minimize this number.

The importance of ND in real-world scenarios has spurred a surge in recent research,
with numerous works exploring different techniques to detect unknown classes (e.g. [36,51,
64, 68, 85, 120, 206]). Comparing these approaches, however, remains difficult. They often
make different assumptions about DSs’ characteristics, such as data arrival order and true
label availability. This issue is exacerbated by a lack of standardized performance metrics
for the domain and the use of evaluation methods ill-suited to the ND context.

Moreover, ND algorithms must face other challenges beyond concept drift. Emerging
classes may appear sporadically and be mistaken for noise, or they may appear and dis-
appear at irregular intervals, potentially being confused for multiple distinct novel classes.
While various propositions have been put forward to mitigate some of these problems, a
definitive solution has not yet been identified.

1.2 Objectives

Figure 1.1 provides an overview of all the objectives of this thesis and illustrates how
each chapter addresses them. In this section, we summarize each objective and explain its
significance in the context of this research.

To make relevant contributions to the field, it is necessary to begin with a clear and
comprehensive understanding of its current state. Therefore, the first objective of this
thesis is to review, categorize, and provide an updated taxonomy of recent
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works in the field. To this end, we conducted a comprehensive Systematic Literature
Review (SLR) of over 150 publications in the field, highlighting the architectures of current
algorithms, ongoing challenges, and potential directions for future research.

Building on this, and considering the difficulties of comparing algorithms noted in the
previous section, our second objective is to propose an updated and standardized
evaluation framework for ND algorithms that accounts for key data character-
istics of DSs. This framework introduces novel metrics for aspects that were previously
overlooked, such as the time required to detect novel classes, and enables more reliable com-
parison between models using standardized metrics. Moreover, by systematically testing
how different data characteristics impact performance, this framework provides guidance
to future researchers on proper evaluation and reporting practices.

To address limitations of existing techniques in terms of performance and hyperparam-
eter tuning, our third objective is to propose and evaluate novel algorithmic ap-
proaches for ND in DSs. Specifically, this work investigates the use of meta-classifiers,
meta-features, and clustering to construct a new architecture tailored to the challenges of
ND.

Finally, our fourth objective is to demonstrate the practical application of
ND algorithms in the context of cybersecurity. In this domain, ND models can
improve the detection of zero-day attacks with minimal human intervention. While prior
work exists in this area, it has largely relied on synthetic or outdated datasets which do
not reflect the complexity of the modern cyberspace. Our aim is to bridge this gap by
evaluating these algorithms on contemporary datasets.

1.3 Contributions

Considering the four aforementioned objectives as well as our current publications, this
thesis makes the following key contributions:

Review, categorize, and provide an updated taxonomy of recent works in the
field

• A formalized, standardized definition of ND.

• An analysis of the field’s main challenges and a breakdown of existing solutions.

• A novel taxonomy for the classification and comparison of ND algorithms.
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Figure 1.1: Overview of the thesis objectives and sub-objectives

Propose an updated and standardized evaluation framework for novelty detec-
tion algorithms that accounts for key data characteristics of data streams

• An extensive empirical study of performance metrics for imbalanced scenarios, eval-
uating their robustness to noise and class imbalance, which are common challenges
in ND.

• A novel evaluation framework that enhances model comparability by incorporating
diverse DSs’ characteristics.

• An empirical demonstration of how various DS characteristics impact the perfor-
mance of ND algorithms.

• The development and publication of StreamNDR, an open-source Python package
providing an implementation of multiple ND algorithms that were not available [89].

Propose and evaluate novel algorithmic approaches for novelty detection in
data streams
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• The design and implementation of CASCADE, a novel unsupervised architecture for
ND that does not rely on ground-truth labels.

• The introduction of a novel hierarchical clustering mechanism based on meta-features
within the CASCADE framework, enabling the robust detection and characterization
of multiple, simultaneous novel classes with minimal hyperparameter tuning.

Demonstrate the practical application of ND algorithms in the context of cy-
bersecurity

• A practical application of ND algorithms in a real-world case study of network in-
trusion detection.

• A demonstration of the advantage of ND algorithms over traditional supervised clas-
sifiers across multiple contemporary intrusion detection datasets.

1.3.1 Publications

The research presented in this thesis has contributed to several peer-reviewed publications,
each corresponding to one or more of the objectives and contributions outlined in the
previous section. The following works, listed in chronological order, have been published
or are currently under review:

(i) Jean-Gabriel Gaudreault, Paula Branco, and João Gama. An analysis of performance
metrics for imbalanced classification. In Carlos Soares and Luis Torgo, editors, Dis-
covery Science, pages 67–77, Cham, 2021. Springer International Publishing

(ii) Jean-Gabriel Gaudreault and Paula Branco. Toward streamlining the evaluation
of novelty detection in data streams. In Albert Bifet, Ana Carolina Lorena, Rita P.
Ribeiro, João Gama, and Pedro H. Abreu, editors, Discovery Science, pages 703–717,
Cham, 2023. Springer Nature Switzerland

(iii) Jean-Gabriel Gaudreault and Paula Branco. A systematic literature review of nov-
elty detection in data streams: Challenges and opportunities. ACM Comput. Surv.,
56(10), May 2024

(iv) Jean-Gabriel Gaudreault and Paula Branco. Empirical analysis of performance as-
sessment for imbalanced classification. Machine Learning, 113(8):5533–5575, Aug
2024

5



(v) Jean-Gabriel Gaudreault and Paula Branco. Detection of novel cyberattacks us-
ing multi-binary classifiers. In 2024 34th International Conference on Collaborative
Advances in Software and COmputiNg (CASCON), pages 1–9, 2024

(vi) Jean-Gabriel Gaudreault and Paula Branco. Prioritizing the essential: A robust
evaluation framework for novelty detection. Machine Learning, 114(6):143, Apr 2025

(vii) Jean-Gabriel Gaudreault and Paula Branco. Cascade: Clustering-based adaptive
stream classification and detection of emerging classes. unpublished, To Be Submitted
to SIAM International Conference on Data Mining 2026, N.D

1.4 Thesis Organization

The rest of this thesis is structured as follows: Chapter 2 provides the necessary back-
ground and defines the main concepts related to ND used throughout this thesis. Chapter 3
presents our SLR of the field, providing essential background information and an analysis
of current challenges. Chapter 4 provides an extensive empirical study of performance met-
rics in imbalanced scenarios and offers recommendations for their use in different contexts.
Chapter 5 introduces our proposed framework for evaluating ND algorithms and analyzes
the impact of DS characteristics on their performance. Chapter 6 describes preliminary
work on a novel ND architecture based on multiple binary classifiers and demonstrates the
advantage of ND over traditional ML approaches on intrusion datasets. Chapter 7 out-
lines the design of our final proposed architecture, CASCADE, a fully unsupervised ND
approach, and empirically demonstrates its competitive performance compared to other
state-of-the-art methods on both intrusion and general datasets. Finally, Chapter 8 con-
cludes the thesis by summarizing the findings, acknowledging limitations, and identifying
future research directions for the field of ND.
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Chapter 2

Background

This chapter consolidates background information on ND that appeared across our publi-
cations, in order to avoid repetition and provide the reader with the key concepts related
to ND needed to understand the remainder of this thesis.

2.1 Concept Definitions

2.1.1 Data Stream

A DS can be described as a continuous, ordered, possibly unbounded set of examples ar-
riving at different timestamps [82,190]. These samples can be ordered at regular intervals
or be more sporadic, and do not necessarily present a dependence between subsequent
samples [71]. Numerous examples of real-life data sources naturally produce DSs, such
as Internet of Things (IoT) devices, sensor networks, network traffic, shopping transac-
tions, and others, which makes this a prevalent field of study. DS mining contrasts with
the traditional batch learning scenario, as it has specific requirements related to its on-
line nature and unboundedness, such as a limited prediction time and restricted memory
availability [27].

DSs have been formally defined in several works (e.g. [4, 56, 190]) and can be rep-
resented as a stream S, which consists of a potentially unbounded sequence of sam-
ples, S = {x1, x2, . . . , xM , . . . }. Each sample xi arrives at an associated timestamp ti ∈
{t1, t2, . . . , tM , . . . } and is represented as a d-dimensional feature vector x̄i = [x1

i , x
2
i , . . . , x

d
i ],

along with a corresponding label yi that specifies the class to which the sample belongs [56].
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2.1.2 Novel Class or Concept Evolution

A novel class represents any class or concept, which was not present during the initial
training phase of the model, but rather only appeared later, after the deployment, or
online phase of the model. It is also sometimes referred to as a concept evolution [147]
or as an anomaly, referring to the fact that it usually represents an irregularity, although
this is not always the case. To avoid any confusion with the separate problem of anomaly
detection [82], which we discuss in Chapter 3, we will not use the term “anomaly”.

While the terms “class” and “concept” are often used interchangeably in the context
of ND, there is an important distinction between them. Similar to supervised learning, a
class refers to the true label assigned to each sample xi, where the label yi ∈ Y and Y
represents all possible N classes, that is Y = {C1, C2, C3, . . . , CN}. In contrast, a concept
refers to the underlying distribution of the data, which may shift over time [81], as defined
in the definition of concept drift below. Although this distinction may influence certain
applications, both terms are used interchangeably in this thesis, as it does not impact our
specific context. When referring to a known class or concept, we say that a class is known if
it denotes a class available during the training of the algorithm, such that its label satisfies
yi ∈ Yknown with Yknown ⊂ Y [56, 92].

2.1.3 Novelty Pattern

While the previously defined novel classes correspond to the true labels of the classes not
present in the training phase, NPs are defined as groups of cohesive samples identified by
the classification algorithm, hence, an NP does not directly refer to the true labels of the
samples, but rather to the different groups of samples that were identified by the algorithm
as “new” [55]. Additionally, an NP may indicate other phenomena, such as outliers, noise,
or shifts in the distribution of known classes [56]. Consequently, although in the best-case
scenario, the algorithm would detect each novel class as only one NP, in practice a single
novel class is often detected as multiple NPs.

2.1.4 Concept Drift

As typical data sources in DSs generate data from distributions that are not station-
ary [73, 82], known concepts or classes that were learned by the model originally might
shift over time. This behaviour, called concept drift, is one of the numerous challenges
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that ND algorithms face. Indeed, once a concept shifts far enough from its initial distribu-
tion, it could be considered a novel class by the algorithm while in fact being a known class.
The literature identifies four types of drift, namely sudden, gradual, incremental and re-
curring, which fundamentally all involve a temporal shift in the data distribution [71,142].
Sudden drift occurs when the distribution shifts abruptly at a specific time t; gradual
drift involves a slower transition between two distributions over time, with both distribu-
tions coexisting during a transitional period; incremental drift occurs gradually, with the
distribution changing progressively over time; and recurring drift refers to concepts that
disappear temporarily and later reappear in the DS [81, 245]. This issue is an important
concern in ND, as the algorithm not only needs to identify novel classes appearing in the
stream but also needs to distinguish them from changing known classes and update their
representation over time [71].

2.1.5 Other Concepts

While not integral to ND, the following definitions are often used in relation to the algo-
rithms which perform the ND task and are therefore included to provide more context to
the reader when discussing these algorithms.

• Offline and Online Phases The ND problem can be generally divided into two
stages, namely the offline and online phases [71]. These two steps represent, respec-
tively, the inference of an initial model characterizing a set of known classes, and the
use of that model in an online fashion to classify incoming samples from a DS as
known or not.

• Time Window A time window represents a subset of data samples within our
stream. A common assumption in DSs is that the most recent data coming in the
stream is more relevant than older data [83]. As such, many techniques have adopted
the usage of sliding windows, where, similar to a queue, only a limited amount of
recent data samples will be stored and used for computation and older samples will
be discarded in an ongoing fashion, thus avoiding the issue of limited memory in a
potentially infinite DS. Different types of sliding window techniques exist. Babcock et
al. [20] define two main types, namely sequence-based and timestamp-based windows,
where the former determines the window size based on the number of samples, while
the latter uses timestamps and a defined time duration.

• Buffer Before identifying NPs, numerous algorithms implement the idea of a buffer
to temporarily store unknown samples that were excluded from the known classes.
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This step ensures that enough samples are collected to adequately define each NP
and allows for the differentiation of potential novel classes from noise or outliers.

• Forgetting Mechanism In ND, forgetting mechanisms can be defined as any type of
technique used by the algorithm to forget outdated concepts [71]. As new data arrives
and data distributions change, previously learned concepts can no longer represent
the current DS and need to be discarded.

• Micro-Cluster As defined in the CluStream framework [4], micro-clusters can be
described as an extension of a cluster feature vector [238] with a temporal aspect.
They store a statistical summary of a set of data points with five different components,
namely the sum of squares of the data values, the sum of the data values, the sum
of squares of the timestamps, the sum of the timestamps, and the number of data
points. As DSs can potentially be infinite, micro-clusters allow the storage of a
representation of the data without needing an infinite amount of memory as new
samples arrive.

2.2 Problem Statement

ND is the ability of a model to identify samples belonging to novel class(es) within a DS
without prior knowledge of them. Depending on the algorithm, these samples may be
clustered into distinct novel classes, and the model may then be updated to incorporate a
novel class as a known one. The ND task typically involves two phases: an offline phase,
during which only a subset of data is available to build an initial decision model, and an
online phase, during which new data arrives continuously [56]. The core ND task occurs
during the online phase and consists of detecting the emergence of new classes in the stream
that were not observed during the offline phase.

The definition of ND can be somewhat contentious within the field, as it has historically
been defined as a one-class classification problem in which the goal is only to distinguish
known from novel classes [61, 82, 183]. However, in recent years, numerous studies have
extended this definition to the multi-class scenario [1,70,71,113,150], where multiple novel
classes can appear in the DS. It is also important to distinguish ND from other terms
such as anomaly detection and outlier detection. While these terms are sometimes used
interchangeably with ND, these terms often imply unwanted behaviours [71, 82]. This is
not necessarily true with novel classes in ND. Furthermore, unlike outlier detection which
focuses on the detection of individual samples characterizing abnormal behaviours [116],
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ND aims to detect cohesive groups of samples that represent NPs. We survey existing
definitions of ND and formalize the problem in the next chapter as part of our SLR.
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Chapter 3

A Systematic Literature Review of
Novelty Detection in Data Streams:
Challenges and Opportunities

As mentioned in Chapter 1, one objective of this thesis is to review recent advances in ND,
to organize existing approaches within an updated taxonomy, and to identify open research
questions. To this end, this SLR surveys over 150 papers published between 2005 and 2022
in major computer science digital libraries. The chapter concludes with an analysis of the
field’s main challenges and a discussion on future research opportunities.

The contents of this chapter are based on the following paper:

Jean-Gabriel Gaudreault and Paula Branco. A systematic literature review of novelty
detection in data streams: Challenges and opportunities. ACM Comput. Surv., 56(10),
May 2024

3.1 Introduction

Due to increasing interest in research in the field, there have been several studies discussing
the application of ND in DSs. While some works have focused on specific solution types,
such as ensemble [129], clustering [232], local outlier factor [16], or even specific challenges
of ND in DSs, such as concept drift [5] and outlier detection [107], other reviews that
are more comprehensive on the overall problem of ND [61, 69, 71, 82, 97, 100, 101, 167, 183]
have also been published. However, these more comprehensive works have been either
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published a considerable amount of time ago, which in a rapidly evolving field such as this
one, implies that they do not include the latest trends and progress, or have been carried
out in a non-systematic fashion, meaning that they do not include an extensive list of all
proposals that have been published in the field.

In particular, we identified, in order of publication, the works of Faria et al. [71], Din et
al. [61], and Salehi et al. [183] which all consist of comprehensive surveys that address ND
as a whole and have been published the most recently. However, none of these works have
been carried out in a systematic way, and therefore cover only a limited number of works
that have been selected by the authors. Moreover, the most recent of these, the survey
by Salehi et al., was first submitted in 2021, does not treat of ND specifically but rather
the open-world setting as a whole, and adopts a definition of ND that differs from the one
presented in this thesis.

Considering that, to the best of our knowledge, no systematic study of ND in DSs
has been published, we wanted to provide the research community with an exhaustive
analysis of the different proposals that have been suggested in recent years, while providing
answers to key research questions on subjects such as challenges, leading researchers, and
requirements, as well as an overview of how the field of ND for DSs has evolved throughout
the recent years and recommendations on future research directions. Hence, this survey will
differ significantly from previous works, by providing an updated, more high-level overview
of the field of ND specifically, analysis and formalization of the definition of ND, and study
of all recent publications in ND conducted in a systematic fashion.

Contributions The main contributions of this chapter can be summarized as follows:

(i) Provide a formalized, standardized definition of ND;

(ii) Provide an analysis of the advancement of ND in DSs in recent years and its main
contributors;

(iii) Provide a breakdown of the main challenges faced in this field, as well as typical
solutions implemented to mitigate them;

(iv) Propose an updated taxonomy that allows for the classification and comparison of
every paper included in this survey;

(v) Provide an in-depth comparative analysis of the architecture of key solutions in the
field of ND throughout the years, and their evolution; and
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(vi) Provide a comprehensive set of opportunities for future work and a detailed descrip-
tion of challenges that still need to be tackled moving forward.

Organization The rest of this chapter will be structured as follows: Section 3.2 will
present the methodology of our SLR and the different research questions we aim to an-
swer; Section 3.3 will display our findings as well as answer the different research questions
presented; Section 3.4 will discuss recommendations, open challenges, and possible oppor-
tunities for future work in the field; and Section 3.5 will conclude the chapter.

3.2 Methodology

Our methodology follows the framework for SLRs used by Kitchenham et al. [127], where
research questions are first defined to delimit the scope and the questions the survey is
ultimately trying to answer. Then, we establish our search process, our inclusion and
exclusion criteria, our quality criteria, and finally our data collection process. The following
sections describe all these steps in more detail.

3.2.1 Research Questions

Based on other surveys in related fields of ML [141,217], we define our research questions
and subsequent sub-questions on the four main steps of the software development life
cycle applied to the development of ND algorithms, namely: (i) Background Analysis;
(ii) Requirements Definition; (iii) Design; and (iv) Testing. We explain in more detail
how these cycles apply to the creation of ND algorithms and how the following research
questions relate to them in the sections below.

1. Background Analysis

(a) RQ1.1: How is novelty detection in data streams defined?
(b) RQ1.2: How has research activity evolved in the field in recent years?
(c) RQ1.3: Who are the leading researchers in the field?

2. Requirements Definition

(a) RQ2.1: What are the challenges and requirements of novelty detection in data
streams?
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(b) RQ2.2: What are the different applications of novelty detection in data streams?

3. Design

(a) RQ3.1: How are proposed solutions dealing with the aforementioned chal-
lenges?

(b) RQ3.2: What architectures do novelty detection algorithms implement?

(c) RQ3.3: How are the most influential algorithms designed and how have they
evolved throughout the years?

4. Testing

(a) RQ4.1: In what context have these approaches been tested?

(b) RQ4.2: What performance evaluation methods have been used to evaluate
these strategies?

Background Analysis

When developing new algorithms, whether it is in the field of ND or not, having a good
understanding of the underlying concepts as well as already existing solutions is of the
utmost importance to develop relevant research. As the definition of novelty and concept
evolution can sometimes vary from study to study, establishing a clear definition for the
term was paramount (RQ1.1) for our survey. Moreover, we wanted to provide a better
understanding of how the field of ND evolved throughout the recent years (RQ1.2), as well
as who are the researchers leading this advancement (RQ1.3).

Requirements Definition

Before moving on to the development of ND strategies, it is important to know what are
the requirements and applications of the strategies being developed. In the field of ND, it
means having a good grasp of the challenges that may be encountered during development
(RQ2.1) and what field the solution is aiming to tackle, for example, intrusion detection,
image recognition, or a more general approach (RQ2.2).
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Design

While previous sections dealt with the general context of where and why novelty algorithms
are implemented, the design focuses on how they are implemented, such as the way they
deal with the previously mentioned challenges (RQ3.1), the architecture used to build these
systems (RQ3.2), and how the more influential algorithms were designed (RQ3.3) to give
us a better idea of the general design trends.

Testing

Once the software or algorithm development is finished, it is important to test it in real-
world scenarios. In the context of ND, it involves the use of different types of data (RQ4.1)
to evaluate the algorithm in different contexts, as well as the use of field-specific metrics
(RQ4.2) to assess the efficiency of the algorithm in performing the task it was developed
to do, in this case, detecting novelties in DSs.

3.2.2 Search Criteria

In order to gather most documents relevant to the field of ND in DSs, we devised multiple
research terms for the two main concepts of this field, which can be seen in Table 3.1. By
combining these terms into the finalized search query displayed below, we used it to query
four different databases and search engines relevant to the field at hand, namely Scopus,
Web of Science, IEEE Xplore, and ACM Digital Library, while limiting the search to the
title, abstract and keywords metadata.

(("novel* detection" OR "novel* class" OR "emerging class*" OR "concept
evolution" OR "open set recognition") AND ("data stream*" OR "real-time
analysis" OR "stream class*" OR "online learning" OR "stream mining"))

Concept Research Terms
Novelty Detection "novel* detection", "novel* class", "concept evolution",

"emerging class*", "open set recognition"
Data Streams "data stream*", "real-time analysis", "stream class*",

"online learning", "stream mining"

Table 3.1: Concepts and their associated research terms
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3.2.3 Inclusion and Exclusion Criteria

We included all relevant papers published between January 1st, 2005, and July 24th, 2022.
We chose 2005 as our starting point since we only wanted to include studies that were
published somewhat recently and since there are interesting proposals that were published
within the field during the years 2005 to 2010 (e.g. [38, 152, 153]), which we wanted to
include in our analysis. The selected studies respected the following inclusion criteria:

(i) Papers presenting novel algorithm(s) to perform ND in DSs with details on their
architecture and operation.

(ii) Papers consisting of reviews, frameworks without implementation, surveys, or com-
parative analysis are included in this work in order to analyze challenges and future
research directions that were identified in those works. However, these papers were
not included in the analysis of our other research questions and they were not assessed
with the following quality criteria.

While we did want to gather most papers related to the field of ND, we also established
the following exclusion criteria in order to only gather research that was relevant to answer
our established research questions:

(i) Papers presenting an algorithm that was designed to only handle concept drift but
not able to detect novel classes in the DSs.

(ii) Papers in other languages than English.

3.2.4 Quality Assessment

While other SLRs often use the number of citations received as a quality criterion to
establish the relevance/quality of a paper, we did not want to do so, as to not exclude
more recent or lesser-known works that could be highly relevant to our survey. As such,
we devised the following quality criteria and only included work that met all of them to
ensure the quality of the selected papers:

(i) Paper has a clear explanation of the proposed algorithm’s architecture or the used
ML algorithms and is reproducible.
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(ii) Paper uses a correct evaluation framework to evaluate the performance of the pro-
posed algorithm, in other words, it has clear results presented on real-world and/or
relevant synthetic data and does not exclusively use an improper evaluation metric
such as accuracy, which will be discussed in further detail in Section 3.3.10.

3.2.5 Data Extraction

Using all of the previously defined criteria, we imported, analyzed, and filtered several
papers, which can be seen in Figure 3.1. The data extracted from each paper was mo-
tivated by the research questions we previously established and was manually extracted
from each paper after a comprehensive reading. The following information was extracted
and assessed:

• Year of publication

• Area of publication (Conference, Journal, ...)

• Type of paper (Survey, Proposal, Comparison, ...)

• Authors’ definition of novelty detection

• Main domain of application (Intrusion Detection, Image Recognition, ...)

• Type of task (Unsupervised, Supervised, ...)

• Number of classifier(s) (single, ensemble)

• Type of classifier(s) (Clustering, Neural Network, ...)

• Sub-type of classifier(s)

• Number of classifiable classes (One-class, Multi-class)

• Name of the proposed algorithm

• Usage of a buffer (Unknown Label) (Yes, No)

• Number of detectable novel classes (One, Multiple)

• Are the novel classes incorporated in the original classifier(s) (Yes, No)
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• If the proposed solution addresses concept drift and if so, how

• Access to ground truth (Never, Partial, All)

• Dataset(s) used for experiments

• Other algorithms compared to

• Performance metrics used

• Potential future work(s) mentioned

• Limitation(s) of the proposed solution mentioned

• Strength(s) of the proposed solution mentioned

Figure 3.1: Number of extracted studies

3.3 Review

This section summarizes our findings for all research questions defined in Section 3.2.1. It
begins by giving an overview of the definition and evolution of ND in DSs. Then, it goes
over the challenges and applications of those concepts, the design as well as architecture
of different proposals, and finally, an outline of the evaluation frameworks typically used
in the field.
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3.3.1 RQ1.1: How is novelty detection in data streams defined?

ND can, broadly speaking, be categorized as a form of detection where the model aims to
identify samples belonging to other classes than the ones seen prior in training. However,
its interpretation is often contentious between studies, and it is therefore paramount to
understand if this definition holds true throughout the different analyzed studies. As such,
we extracted from each study how the concept of ND was defined, and provide some insights
in this section on its relation to other commonly used terms.

First, we display a co-occurrence map of the concepts within the extracted papers in
Figure 3.2 in order to visualize the main concepts related to the field. The figure shows the
60% most relevant words that occur in the abstract or title of at least 15 publications. The
relevancy of each word is used to eliminate common terms such as “conclusion” which do
not provide useful information for our purpose and is calculated as described in [214]. We
can observe in this figure the presence of the majority of terms related to ND that we have
previously mentioned, such as “stream”, “concept drift”, “novel class”, and “outlier”, as well
as other terms that are commonly used in the domain, such as “new class”, “emergence”,
and “clustering”. An interesting observation within the graph is the proximity of the
terms “challenge”, “effectiveness”, “concept drift”, and “concept evolution”, which indicates
that these words are often used closely together within the works analyzed. This could
demonstrate that many authors primarily associate concept drift and concept evolution
as the main challenges of ND, while other challenges might be less likely to be known or
mentioned. Moreover, we can also note the presence of multiple terms related to class,
such as “classification”, “new class”, “novel class”, and “novel class detection”, as well as the
absence of terms related to anomaly detection, with the exception of “outlier”. This second
observation echoes the aforementioned distinction between ND and anomaly detection, as
the former is mainly linked to terms related to class, while the latter is not present.

Anomaly and Outlier Detection While anomaly detection, outlier detection, and ND
are often used interchangeably in the literature, we argue that, while related, they are fun-
damentally different in their meaning and we should avoid substituting them in order to
avoid confusion. Indeed, commonly accepted definitions for these terms define anomaly
detection as “the problem of finding patterns in data that do not conform to expected
behavior” [41] and outlier as “an observation which deviates so much from the other obser-
vations as to arouse suspicions that it was generated by a different mechanism” [116]. While
the former definition represents the same overarching goal as ND, the terms anomaly and
outliers are often used in the context of undesirable or abnormal behaviours [71,82], this is
especially obvious when thinking about some inherent challenges of anomaly detection such
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as obtaining entirely normal training data, when noise is always a factor, a problem that is
not applicable to all applications of ND [183]. In contrast, ND refers to the identification
of new, emergent concepts or classes in the stream which are unknown to our model. The
concepts of “class”, “concept”, and “pattern” are usually not well defined in the literature,
as the definition of when a series of outliers/anomalies become a novel class is often blurry
and left to the researchers’ interpretation. However, a common consensus [104] is that a
single occurrence of a sample that differs from other observations is treated as an outlier,
while an agglomeration of those anomalies over a time period can become an NP. This
observation is what differentiates the concepts of outlier detection and ND, while the for-
mer is interested in any observation which deviates from the normality, the latter is more
interested in finding concise groups of these observations [82], which would be of interest
for the user. Moreover, another important distinction between ND and anomaly detection
is that ND often implies that the model can be updated with the detected concepts, which
is not the case for anomaly detection [41,71].

One-Class Classification Historically, ND was mainly defined in a one-class classifica-
tion framework, where the known class or normal concept is classified as the positive class
and the goal is to identify between the known and unknown classes [61, 82]. As such, the
terms are sometimes used interchangeably, even in more recent contributions (e.g. [183]).
However, in more recent years, ND has been extended to the multi-class scenario by multi-
ple publications (e.g. [1,70,113]), where the algorithm is not only able to identify multiple
known classes, but multiple novel ones as well. As such, in order to keep ND as a general
concept and to encompass all possible implementations, we use one-class classification as
a sub-division within ND, which we will define when discussing our proposed taxonomy in
section 3.3.7.

Open Set Recognition Open Set Recognition (OSR) is a problem that has been well
formalized in the literature [185] and typically used in the context of computer vision. It is
defined as a task where the model does not have access to all classes at training time, can
be given samples from unknown classes at testing time, and needs to be able to classify
known classes as well as reject unknown ones from the target domain [143]. While the
problem definition of OSR and ND resemble each other and there are a lot of overlap
between the two, we argue that the ND problem differs slightly from OSR in its approach
to novel classes. Indeed, while ND focuses on the identification of novel concepts and their
potential integration into the model, OSR does not assume that the novel classes are even
enumerated nor modeled [185].
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Formalization of Novelty Detection As stated in the previous paragraphs, ND needs
to be defined as its own definition, as it has essential differences with other terms. Specif-
ically, we argue that in order to be defined as an ND algorithm, a given model needs to
demonstrate at least the following two capabilities: (i) Ability to identify if a previously
unseen sample is part of the distribution of known class(es) or not; and (ii) Ability to iden-
tify if a group of given points outside the distribution of known classes forms a cohesive
group (concept or pattern). This second condition is particularly what distinguishes ND
from outlier detection or certain types of anomaly detection, as the model needs to be able
to detect NPs within the outliers rather than only the outliers themselves.

Using these requirements, we can formalize an ND algorithm as follows. Let us consider
a set of all potential N classes Y = {C1, C2, C3, . . . , CN}, where only a subset of K classes
is available at training time, denoted as Yknown ⊂ Y , while the remaining, unknown classes
are defined as Yunk = Y \ Yknown. Given a sample xi arriving at time ti, the objective of
ND is to determine whether its label yi belongs to the known class set, i.e., yi ∈ Yknown.
Additionally, given a set of L samples identified as not belonging to Yknown, denoted as
Xunk = {xunk1, xunk2, . . . , xunkL}, i.e., samples for which the model assigns yi /∈ Yknown, the
model can determine if a subset Xnov ⊆ Xunk referred to as an NP, such that Xnov forms
a cohesive cluster in feature space that ideally corresponds to a single class Cj ∈ Yunk. It
is worth noting that “cohesive distribution” has not been formally defined and is open to
interpretation.

While this formulation is defined for the multi-class scenario, it can also be applied to
the binary case, where an algorithm could only detect between known and unknown with
K = 1 and N = 2.

3.3.2 RQ1.2: How has research activity evolved in the field in
recent years?

Due to its numerous real-world applications, the topic of ND in DSs has become more
prevalent and researched in recent years. To quantify this research trend, we extracted
the number of publications by publication year corresponding to our extracted studies
which can be seen in Figure 3.3. From this graph, we can clearly see an upward trend in
publications in recent years, noting that the amount of publications for the year 2022 is
only until the end of July, the date when the databases and search engines were queried.
Furthermore, looking at the trend over the years, it is interesting to note that almost
every peak is closely preceded by surveys related to classification in DSs which were highly
influential according to their number of citations. Indeed, [107], [99], [129], and [101]
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Figure 3.2: Co-occurrence of concepts in title and abstract

were respectively published in 2014, 2017, 2017, and 2019, and all figure within the most
cited works between all publications analyzed in this work. On the other hand, the years
that saw the most decline, mainly 2014, 2017, and 2021 were either the years where these
surveys were published or not closely preceded by their publication. This highlights the
importance that this type of survey has on the awareness of the domain and the amount
of publications that are released every year.

3.3.3 RQ1.3: Who are the leading researchers in the field?

In addition to the yearly publication trends, we also wanted to note and explore who are
the leading researchers in the field. As such, we ran a co-authorship analysis, where the
relatedness of each author is determined by the number of co-authored publications. We
limited our analysis to only authors with more than three publications and extracted the
two biggest clusters. The first cluster extracted, which can be seen in Figure 3.4, shows the
works that were mainly co-authored by Dr. Khan, which has by far the most co-authored
publications in the domain of ND compared to other authors. We do also note, however, in
this cluster, the works of Dr. Masud, Dr. Han, Dr. Gao, and Dr. Thuraisingham which also
all have a significant number of publications. The second cluster we extracted can be seen
in Figure 3.5 and regroup the works co-authored by Dr. Gama, which also has numerous
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Figure 3.3: Number of publications per year

important publications in the field of ND, including some that laid the foundations of ND
in DSs (e.g. [82]). Overall, we notice that ND is still a niche area of research as there are
still very few researchers contributing to solutions and we believe that, given the practical
importance of ND, it is a field that has the potential to expand a lot and be a promising
area of research for new researchers.

3.3.4 RQ2.1: What are the challenges and requirements of novelty
detection in data streams?

Compared to standard ML approaches, data mining in DSs presents numerous distinct
challenges. In this section, we gather and summarize what challenges were encountered
by researchers, and we will, in a subsequent section, discuss what was done to overcome
these challenges. As expected, most of the challenges mentioned in the papers are related
to the intrinsic characteristics of DSs, such as their continuous and evolutionary nature.
We clustered all of the challenges extracted from every studied paper within the following
categories:

1. Infinite Nature The fact that DSs can theoretically be infinite means that the
storage of all previous samples and concepts encountered by the model would tech-
nically be impossible as it would require infinite storage/memory. As such, it is

24



Figure 3.4: First cluster of co-authorship analysis

Figure 3.5: Second cluster of co-authorship analysis

25



paramount that approaches dealing with DSs implement different methods of deal-
ing with a potentially infinite amount of data such as fixed-size chunks or forgetting
mechanisms [113].

2. Concept Drift As described in Section 2.1, concept drift is a recurring problem with
DSs that occurs when concepts that were previously known by the model change over
time. These changes can be slow, often referred to as gradual/incremental drift or
abrupt, also called sudden drift [130]. If not dealt with, samples belonging to a known
concept could be classified as outliers, or as a new class. As such, known classes and
their decision boundaries need to be updated throughout the DS to reflect the changes
in distribution, and old, unused concepts need to be forgotten to not run into the
aforementioned problem of needing an infinite amount of memory.

3. Recurring Concepts Recurring concepts or classes are described as classes that
disappear from the DS for a certain period of time, and then reappear [148]. When
reappearing, these samples can be mistakenly classified as a novel class as they might
have been forgotten or present a concept drift since they were last seen. This challenge
is commonly seen in real-world applications displaying cyclical behaviour, such as
buying habits or electricity usage, unfortunately, as it is a complex and hard-to-deal-
with problem, it is not commonly addressed in the literature.

4. Novel Concepts Not only do novel classes need to be discerned from the aforemen-
tioned concept drift and recurring concepts, but once they are classified as novel,
they also need to be clustered between themselves, as multiple different novel classes
could appear during the same time frame within the stream (e.g. two new network
attacks occurring during the same time period). Moreover, if we want the model to
be able to recognize these classes as they reappear in the DS in the future, the model
needs to be updated incrementally and typically in an online fashion to reflect those
newly discovered classes.

5. Outliers and Noise Outliers and noise commonly appear in any real-world data
collected. In DSs, they become even harder to deal with, as they need to be differen-
tiated from the aforementioned concept drift, novel concepts, and recurring concepts,
which is a nontrivial task.

6. Computational Cost Being an online task, DS algorithms need to be computa-
tionally efficient to be able to run and effectively classify incoming samples without
delay. Furthermore, if the models are updated incrementally with new classes, they
can slowly become more and more computationally expensive which could prevent
the model to classify incoming samples as they come through.
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7. Availability of True Labels While the assumption of having access to the true
labels of already known concepts is fair, the availability of the true labels for incoming
samples in the DS is often an unrealistic scenario. Indeed, when receiving data in
an online fashion, it is unlikely that the model will have access to the ground truth
as it would require a human expert to label these samples continuously, a tedious
and laborious task, which could be impossible depending on the speed at which new
samples are received.

8. Concept Scarcity While samples belonging to a concept are often located close to
each other, for example within a certain time window, there are cases where these
samples can be distributed at various points throughout the DS, where it becomes
challenging to recognize them as a novel concept rather than as outliers. This phe-
nomenon can be especially prevalent in domains with a very large amount of samples
and involving malicious actors, such as cybersecurity and financial fraud. In these
examples, the large number of samples that can change over time, such as network
traffic and transactions, respectively, can disperse malicious activity within the DS
and therefore avoid detection.

9. High-Dimensional Data As will be discussed in the next section, ND algorithms
have a myriad of applications in different domains, some of which involve high-
dimensional spaces, such as textual [3,44,75] and visual [80,124] data. In addition to
the typical challenges encountered by ML models in these high-dimensional spaces,
the other challenges applicable to ND that were mentioned prior, for instance, the
infinite nature of the streams and computational cost of the algorithms, are amplified
by this inherent characteristic of the data in these applications.

10. Evaluation As we will further investigate in Section 3.3.7, ND algorithms vary widely
in their implementations and usage. This makes the evaluation of these algorithms
and their comparison difficult, as they display vastly different properties, such as the
ability to detect multiple classes, the availability of the true labels within the DS, and
much more, which need to be taken into account to properly evaluate the algorithms’
performance. Moreover, ND also presents unique aspects that are not present in batch
learning and need to be considered to properly evaluate the algorithm’s performance,
such as the time to detect a novel class after it first appears and the adaptability of
the model to concept drift.
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3.3.5 RQ2.2: What are the different applications of novelty detec-
tion in data streams?

Most of the proposed approaches in the studied papers were presented as general approaches
which can be applied to any type of tabular data. We noted, however, the presence of
algorithms tailored to specific types of data in order to solve specific challenges related to
those fields. As such, we clustered the applications and fields into four groups which are
described as follows:

1. Visual Data Studies focusing on the fields of image and video recognition [86, 121,
124] are more plentiful than others. Indeed, as with traditional batch learning, dealing
with video or images requires specifically made algorithms and processes which can
handle high-dimensional data, an example of which would be Convolutional Neural
Networks (CNNs). Streaming this type of data in an online fashion, as is the case
with DSs, presents further challenges, as we mentioned that the proposed algorithms
need to be computationally efficient. Moreover, this type of data commonly requires
further and custom preprocessing before being able to be treated by the ND process.
Some of the tasks related to this type of data include the detection of novelties in
video streams [124], face recognition [80], and gesture classification [10,11,131].

2. Textual Data Similar to the aforementioned image and video classification, text
classification tasks also need to deal with the curse of dimensionality, and heavy
preprocessing such as embedding and cleanup needs to be performed prior to the
usage of the data for ND. Most of the applications of ND regarding textual data
revolved around the subject of topic classification. For example, by trying to find new
topics that were not mentioned before in the classification of social media posts [2,
3, 25] or the domain of different product reviews [75].

3. Signal Data We noticed that methods dealing with signal data are typically aimed
at predictive maintenance in industrial applications. These types of applications are
a prime target for ND, as supervised data of normally running machines is usually
readily accessible and the detected novelties can be considered as anomalies, therefore
not necessitating any manual labeling. Other notable applications for this type of
data also include activity recognition [166] and the recognition of unexpected data
in robots’ environments [165,171,246], which can also include visual data.

4. Tabular Data This last group regroups all other algorithms which, as we mentioned,
do not specify or aim to solve a specific problem. While some propositions do aim
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their research and experiments at specific domains, such as intrusion detection [191],
these propositions are usually able to handle any type of tabular data, but might not
be able to deal with the other types of data very well without significant changes
being made to their architecture.

3.3.6 RQ3.1: How are proposed solutions dealing with the afore-
mentioned challenges?

Following the list of challenges established in Section 3.3.4, we wanted to explore how they
were typically handled and mitigated within the literature. As such, we extracted and
summarized in this section, if applicable, the solutions commonly employed to deal with
each identified challenge.

1. Infinite Nature A very prevalent solution to deal with the infinite nature of DSs
is the use of a sliding window, also called chunks, of a predetermined number of
samples when performing the online classification and ND, keeping only in memory
the samples within that window (e.g.[70,147]). These chunks of data are used to train
the model or update it, accordingly, and are then discarded. In addition, another
commonly used technique within algorithms using clustering-based models is the
concept of micro-clusters which allow condensing the information of each cluster
with just a few pieces of information. These concepts were also defined with more
details in Section 2.1.

2. Concept Drift The solutions to mitigate the impact of concept drift can usually be
clustered within two main concepts: forgetting mechanisms and continuous updates.
The former usually consists in systems that allow the classes or clusters that have not
received new samples for a certain time to be discarded (e.g.[2,21]) or to be moved to
a sleep memory (e.g.[56, 70]) which can then be discarded when the memory is full.
In the latter, the decision model needs to be updated ongoingly with the most recent
samples of the known classes. For example, in clustering algorithms, the centroid of
the clusters is usually updated with each new sample (e.g.[56]), while other algorithms
will use different methods depending on their type, for example, Bouguelia et al. [30]
use an extension of the growing neural gas algorithm to update the neurons of their
neural network model.

3. Recurring Concepts This challenge is one of the lesser-known and handled chal-
lenges in ND, as it can also be conflicting with the concept drift problem. Indeed,
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the forgetting mechanisms often implemented to deal with concept drift, can forget
known concepts that are not showing in the stream for some time and only reappear
after a while, which would make the model detect the class as a novelty and start
the learning process from scratch. A possible solution for this issue is the use of a
long-term memory rather than deleting the concepts, such as the one implemented in
MINAS [56], where the concept can then be recovered if it reappears in the stream.

4. Novel Concepts To differ between different concepts within detected novelties,
some algorithms implemented the idea of the unknown class, also known as a buffer
(e.g. [1, 138,148,160]), which allows the algorithm to temporarily store the novelties
until a certain amount and then separate each class by performing clustering or
querying the user for the true labels for example. We will discuss it in more detail
in the next section when discussing the architecture of the models.

5. Outliers and Noise Similarly to the solution presented in the previous challenge,
the usage of a buffer can also mitigate the issue of outliers and noise, as samples will
not be considered as a novel class when they are not close enough to multiple other
samples. However, the number of samples required for a cluster to be considered as
a novel class, as well as the maximum distance between them are all parameters that
usually need to be tuned by the user.

6. Computational Cost As we will describe in the next section, to deal with the
issue of computational cost, most ND algorithms use simpler ML models that are
generally quick to train and classify, such as clustering (e.g. [56,149]) and tree-based
(e.g. [72, 181]) models, which are often combined within ensembles to improve their
performance. Moreover, updating the models at a lower frequency is also a technique
sometimes used to deal with the computational cost.

7. Availability of True Labels The usage of unsupervised algorithms for the ND task
is a common way of avoiding the scarcity of the true labels in DSs, however, other
solutions have also been explored as a middle ground between having full access to
the true labels and not having any. An example of this is the use of active learning
by Fahy et al. [33], where the algorithm selects a few representative samples which
were detected as unknown, to be labeled by the user.

8. Concept Scarcity Inherently, if the samples of a novel concept are distributed very
sparingly in a DS, it becomes extremely difficult to differentiate them from noise
and outliers. A potential solution could be to keep in memory every sample for some
time and increase this period if multiple samples are found to be close to one another.
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However, to the best of our knowledge, there are no propositions that implement a
solution directly to solve this issue at this time.

9. High-Dimensional Data Algorithms that are specifically made for domains with
high-dimensional data will use suitable classifiers as their underlying models, such as
Deep Neural Networks (DNNs) or CNNs (e.g. [86,121,166]).

10. Evaluation As we will discuss in more detail in Section 3.3.10, a few metrics and
frameworks have been devised with the aim of properly evaluating ND algorithms.
Notably, the percentage of misclassified novel class instances (Mnew) and the per-
centage of misclassified known class instances (Fnew) have been widely used in the
field. However, it is important to note that these metrics only evaluate if a sample is
correctly identified as novel or known and do not consider misclassification between
novel classes. To address this limitation, some frameworks [55,90] have recently been
proposed to consider the misclassification of novel concepts between themselves as
well as other DS properties such as the time to detect a novel class.

3.3.7 RQ3.2: What architecture do novelty detection algorithms
implement?

To paint a better picture of the types of design used by the proposed algorithms, we propose
the taxonomy shown in Figure 3.6, which is partially based on the work of Faria et al. [71]
modified with our knowledge gained from performing the systematic review to be able to
classify all the works that were analyzed.

As other works have mentioned [61,71], most ND techniques follow a two-phase process
which first includes an offline phase that would generally train a classification model with
a traditional static dataset to identify “normal” classes, and then perform a second, online
phase, which would be performed on a DS and usually used to identify novel classes and
update the original classification model. However, as some of our analyzed algorithms
might not include strictly speaking, an offline phase (e.g. [9,11,21,30,35,189]), we decided
to instead propose a taxonomy based on three other aspects of ND techniques which are
universal to all analyzed papers: DSs’ characteristics, classification, and ND. The first
aspect relates to intrinsic features of the DSs that are assumed by the algorithm, while
the classification part refers to the section of the algorithm used to classify known classes.
On the other hand, the ND portion refers to how the novelty concepts are handled, for
example, some ND techniques will use further ML techniques such as clustering in order
to divide the detected novelties into concepts and update the classification model, while
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others will only detect the novelties as outliers in the data. The proposed taxonomy can
be seen in Figure 3.6, and the following sections will go into more detail about each aspect
of the taxonomy and the different existing implementations.

Figure 3.6: Proposed taxonomy

Classification

As displayed in Tables 3.2 to 3.4, the analyzed papers display a wide range of different
approaches for the classification aspect of their proposed algorithm, which we analyze in
more detail in this section.

Number of classifier(s) For the classification task, the proposed algorithm might be
using a single classifier. For example, in [30], Bouguelia et al. use a single neural network
to classify incoming known classes into their respective labels.

In contrast, it is also common to see proposed algorithms use an ensemble rather
than a single classifier in order to exploit some of their advantages such as their lower
computational cost than other techniques and a good representation of the data space [180].
Some approaches (e.g. [149]) use a fixed-sized ensemble, predetermined by the user, to
classify all known classes, while other proposals might use one (e.g. [75]) classifier for each
known classes in a one-vs-all fashion. In other cases (e.g. [33]) the known classes are divided
even further into multiple clusters and classifiers are trained on each of these clusters.
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Number of classifier(s) Single Ensemble
[2,3,8–11,17,19,21,22,24,29,
30,34–36,48,50,51,53,60,68,
68, 70, 72, 80, 85, 86, 88, 117,
120, 123, 124, 128, 131, 135,
136, 144, 155, 159, 160, 164–
166, 169, 171, 172, 174, 176,
178, 181, 189, 192–194, 200–
203, 209, 211–213, 215, 219–
225, 227–231, 236, 237, 239,
242,243,246,247]

[1,12,25,33,38–40,47,49,52,
56,64,66,73,75,87,106,108,
112–114, 119, 121, 138, 139,
147–153, 156, 157, 163, 168,
179, 188, 218, 234, 235, 241,
244]

Type of task Supervised Unsupervised Other
[8–12,17,25,33,35,36,47–53,
56,60,64,66,70,72,73,75,80,
85–88,106,108,112–114,119,
121, 123, 128, 131, 136, 138,
139, 147–153, 155–157, 159,
163, 166, 168, 169, 172, 178,
179, 181, 188, 192, 194, 203,
215, 218–224, 227, 229, 234–
237,239,241,242,244,247]

[2,3,19,21,22,
24, 30, 34, 38–
40, 68, 68, 117,
120, 124, 135,
144, 165, 171,
174, 174, 176,
189, 193, 200–
202, 209, 211–
213, 225, 228,
230, 231, 243,
246]

[1, 18,29,160,164]

Table 3.2: Number and type of classifier(s) of all reviewed papers using the proposed
taxonomy
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Clustering Tree-based Neural Network Other
[1–3,12,19,21,
22, 24, 29, 33,
40, 47, 48, 50,
52, 53, 56, 60,
66, 68, 68, 70,
80,87,88,112–
114, 117, 119,
120, 124, 135,
136, 138, 144,
147–151, 153,
155, 163, 169,
176, 189, 192,
200–202, 209,
211–213, 224,
225, 228, 230,
231,241]

[38, 39, 49, 72,
73, 152, 157,
160,181,244]

[9, 17, 25, 30,
35, 51, 85, 86,
106, 108, 121,
128, 165, 166,
171, 178, 179,
194, 221, 223,
227, 229, 239,
242,246,247]

[8, 10, 11, 16,
34, 36, 64, 75,
123, 131, 139,
156, 159, 164,
168, 172, 174,
188, 193, 203,
215, 218–220,
222, 234–237,
243]

Table 3.3: Classifier(s) type of all reviewed papers using the proposed taxonomy

One Multi-class Multi-label
[34,38,39,123,
124, 144, 155,
156, 164, 165,
171, 174, 193,
194, 200–202,
209, 211, 212,
215, 225, 231,
243,246]

[1–3, 8–12, 17, 19, 21, 22, 24,
25, 29, 30, 33, 35, 36, 40, 49–
53, 56, 60, 64, 66, 68, 68, 70,
72,73,75,80,85–88,106,108,
112–114, 117, 119, 121, 131,
135, 136, 138, 139, 147–153,
157, 159, 160, 163, 166, 168,
169, 172, 176, 178, 179, 181,
188, 189, 192, 203, 213, 218,
219, 221–224, 227–230, 234–
237,239,241,242,244,247]

[47, 48, 128,
220]

Table 3.4: Number of known class(es) of all reviewed papers using the proposed taxonomy
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Type of task Most proposals follow a supervised learning approach to train the initial
classifier(s) on the original, known classes. For instance, in [85], Gao et al., present SAC-
COS, a semi-supervised learning algorithm, which trains an artificial neural network in a
supervised fashion on the original labeled data. In other words, we classify in this category
all algorithms that use the initial true labels to train a supervised classifier.

This is opposed to other classification tasks which we classify as unsupervised, where
the original data true labels are not used, and unsupervised techniques, typically clustering
(k-means, DBSCAN [67], etc.) or anomaly detection (Local Outlier Factor, etc.) are used.
For example, in AIS-Clus, a novelty algorithm proposed by Abid et al. [2], they used the
DBSCAN algorithm to perform the initial clustering of the data. These approaches have
the advantage of not necessitating any prior labeling of the data.

Type of classifier One of the most prominent type of algorithm used for the classifica-
tion task is clustering, which includes algorithms such as k-means, k-NN, and DBSCAN.
However, rather than using the raw training data directly, which can become problematic
due to the potentially infinite nature of DSs, a common strategy is the use of micro-
clusters [4], as described in Section 2.1. For example, multiple algorithms (e.g. [70, 88])
utilize the CluStream framework [4] which implements the concept of micro-clusters. This
solution consists in condensing the data into five components: the sum of squares of the
data values, the sum of the data values, the sum of squares of the timestamps, the sum
of the timestamps, and the number of data points. In [70], the authors present MINAS,
which uses the CluStream framework to build representative micro-clusters from the train-
ing data, which are then treated with another clustering algorithm, in this case, k-means
in order to find k clusters for each class.

Another noteworthy area of research, which has slowly garnered increased attention in
recent years for its application in ND is the use of fuzzy concepts. Indeed, as fuzzy set
theory can allow to make the learning process more flexible [49], it has been demonstrated
that its use in ND can allow the model to be more adjustable when dealing with the changes
in the DS compared to a non-fuzzy variant in certain cases [50]. Fuzzy concepts have been
applied for ND in both more traditional classification models such as decision trees and
neural networks [49,227], as well as clustering approaches [50,53,120,135,189,236].

A less commonly used type of classifier is tree-based classifiers. An example can be
seen in [72], where Farid and Rahman train a decision tree on the initial data and calculate
the distribution percentage of the training samples in each tree node, which will then be
used to discover novelty classes if the distribution changes over time.

Neural-network-based classifiers are also a popular choice, especially in high-dimensional
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application domains. For example, in [121], Jameel et al. present an adaptive CNN en-
semble classifier able to classify high-dimensional DSs such as images and handle class
evolution via dynamic neuron addition and weights updates.

Number of class(es) Some algorithms, such as doOCSVM [156] cannot perform the
classification of multiple distinct classes on the original training data. Rather, these types
of approaches, such as in this example, are more akin to traditional anomaly detection and
typically consider the original training data as one class which is labeled as normal, or
benign.

On the other hand, multi-class approaches, which are the more common type, can
classify multiple different classes learned from the training data.

A rarer case of proposed methods is those that support multi-label classification.
In [47], Junior et al. identify the lack of research in this domain and propose MINAS-BR,
an extension of the MINAS [56] algorithm that supports multi-label DSs, by applying a
binary relevance transformation to the problem.

Novelty Detection

Tables 3.5 and 3.6 displays the different characteristics for the ND task of the surveyed
papers, which include the following aspects.

Usage of buffer Some ND algorithms, such as MINAS [56] first classify potential novelty
samples as unknowns, by storing them in a temporary buffer if the sample lies outside
the model’s current decision boundary. This method allows the removal of outliers that
might not necessarily represent an emerging class. In MINAS, a clustering algorithm is
performed on the buffer every time a new sample is added and if a valid cluster is found,
it is decided whether it is an extension of a known concept or a new concept depending on
its distance with known clusters.

Other types of approaches use no buffer, for example, in [35], an ensemble of one-class
OC-SVM classifiers will evaluate each sample independently as novel or known, depending
on a novelty threshold fixed by the user.

Update of the original classifier In AnyNovel [1], once a novel concept has been
detected and confirmed as such, a new cluster of the data and its subsequent sub-clusters
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Usage of buffer Yes No
[1–3, 12, 21, 22, 25, 29, 33, 36,
40,47–53,56,60,66,68,68,70,
73, 85–88, 106, 112–114, 117,
119, 121, 128, 138, 139, 147–
153, 157, 160, 163, 168, 169,
179, 188, 192, 200–203, 209,
212, 213, 221–224, 227, 230,
231, 234–236, 239, 241, 242,
244]

[8–11,17–19,24,30,34,35,38,
39,64,72,75,80,108,120,123,
124, 131, 135, 136, 144, 155,
156, 159, 164–166, 171, 172,
174, 176, 178, 181, 189, 193,
194, 211, 215, 218–220, 225,
228,229,237,243,246,247]

Update of the original classifier Yes No
[1–3, 12, 21, 22, 24, 25, 29, 30,
33–36, 40, 47–53, 56, 60, 64,
66,68,68,70,72,75,80,85–88,
106, 112–114, 119–121, 123,
128, 131, 135, 136, 138, 139,
147–153, 157, 159, 160, 163,
165, 168, 169, 171, 172, 176,
179, 188, 189, 192, 200, 202,
203, 211–213, 218–221, 223,
224, 227–231, 234–237, 239,
241,242,244,246]

[8–11, 17–19, 38, 39, 73, 108,
117, 124, 144, 155, 156, 164,
166, 174, 178, 181, 193, 194,
201, 209, 215, 222, 225, 243,
247]

Table 3.5: Novelty detection aspect of all reviewed papers using the proposed taxonomy

One More-than-one
[8–11, 17–19, 34, 35, 38, 39,
73,75,108,117,123,124,131,
144, 155, 156, 160, 164–166,
168, 169, 171, 174, 178, 179,
181, 193, 194, 200–202, 209,
211, 212, 215, 224, 225, 231,
243,244,246,247]

[1–3, 12, 21, 22, 24, 25, 29, 30,
33,36,40,47–53,56,60,64,66,
68, 68, 70, 72, 80, 85–88, 106,
112–114, 119–121, 128, 135,
136, 138, 139, 147–153, 157,
159, 163, 172, 176, 188, 189,
192, 203, 213, 218–223, 227–
230,234–237,239,241,242]

Table 3.6: Number of novel class(es) of all reviewed papers using the proposed taxonomy
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are generated and the baseline model is updated with the information of this novel concept
so that it can be detected in the future.

On the other hand, in [11], the proposed algorithm by Al-Behadili et al. can detect
novel classes, but the original classification model will not be updated with the new
classes and therefore will be unable to detect recurring novel concepts in the DS.

Number of novel class(es) Mr-NoDeS [38] presents an example of an algorithm able
to detect only one class of novelty, as while it allows for detecting numerous anomaly
patterns within the DS, it cannot distinguish between the different classes or clusters of
anomalies, the samples are either anomalous or benign.

In contrast, MINAS [56] can separate and cluster different types of novelties together
since it performs clustering on the detected outliers detected. It is, therefore, able to detect
more-than-one novel classes.

Characteristics of the Data Stream

Never Partial All
[1–3, 8–11, 17–19, 21, 22, 24,
25, 30, 34, 36, 38–40, 47, 48,
51–53,56,64,66,68,68,70,72,
73,75,80,87,88,106,108,117,
120, 121, 123, 124, 128, 131,
136, 139, 144, 150, 151, 155–
157, 160, 164–166, 168, 171,
172, 174, 176, 178, 181, 189,
192–194, 200–202, 209, 212,
213, 215, 219, 224, 225, 227,
228, 230, 231, 237, 239, 243,
246,247]

[12, 29, 33, 35,
49, 50, 56, 85,
86, 112–114,
119, 135, 138,
147–149, 152,
153, 159, 163,
169, 203, 221–
223, 229, 241,
242,244]

[60, 179, 188,
218, 220, 234–
236]

Table 3.7: True label availability of all reviewed papers using the proposed taxonomy

Finally, Tables 3.7 and 3.8 show how the analyzed papers handle the process of accessing
the ground truth labels within the stream of data, which we discuss further in the following
section.
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Visual Textual Signal Tabular
[10, 11, 17, 80,
86, 121, 124,
131, 166, 192,
218, 219, 221,
222, 227–229,
239, 242, 244,
247]

[2,3,17,25,75,
86, 221, 222,
225,242]

[34, 35, 135,
144, 165, 166,
171, 172, 176,
178, 179, 193,
194, 215, 224,
243,246]

[1, 8, 9, 12, 18,
19, 21, 22, 24,
29, 30, 33, 36,
38–40, 47–53,
56, 60, 64, 66,
68, 68, 70, 72,
73, 85, 87, 88,
106, 108, 112–
114, 117, 119,
120, 123, 128,
136, 138, 139,
147–153, 155–
157, 159, 160,
163, 164, 168,
169, 174, 181,
188, 189, 200–
203, 209, 211–
213, 218–220,
223, 227, 230,
231, 234–237,
239,241]

Table 3.8: Modality of data of all reviewed papers using the proposed taxonomy
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Access to true labels Most approaches do not expect the availability of any true labels
during the DS, as is the case with ActMiner [153], which presents a typical implementation
of an unsupervised ND task, where it determines if an incoming sample is detected as a
potential novel class or outlier simply if the sample lays outside the decision boundaries
previously learned by the ensemble of models and therefore does not need any external
feedback.

Others, such as SACCOS [85], require only a partial amount of true labels. In this
specific instance, the classifier is used to label the samples when it has high confidence. In
cases where the confidence is low, a random sample from the cluster will be selected and a
human annotator will be asked to provide the ground truth label.

On the contrary, in their Evolving Micro-Clusters algorithm, Din and Shao [60] consider
a fully supervised DS context, where all true class labels are available after some time.
However, it is to be noted that this scenario is less realistic, as it would be unlikely for a
human expert to be labeling all samples from an online DS.

Modality of data As presented in Section 3.3.5, certain algorithms analyzed were pur-
posefully designed to answer specific modalities of data. For example, in [228], Wang et al.
present an ND algorithm aimed at high-dimensional data, and demonstrate its usage on
images specifically. Another example of visual data, can be seen in VENUS [124], where
the authors use video DSs to detect novel events.

In AIS-Clus [2], the authors explicitly target textual DSs, as their solution includes
specific preprocessing for textual data as well as specific clustering metrics in order to
compute the distance between different texts.

A number of other approaches address signal data, such as DSs coming from sensor or
audio sources. For instance, [172] proposes a framework for ND aimed at fault detection
and classification in industrial applications.

Lastly, the large part of algorithms do not specifically aim their solution at a specific
type of data modality, but rather work more broadly on tabular data as a whole.

It is worth noting that contrary to the other aspects of the taxonomy previously pre-
sented, an algorithm can be classified in multiple categories within this characteristic, as
there are some algorithms designed to specifically work on multiple modalities of data. For
example, ESACOD [222] specifically targets both image and textual data.
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3.3.8 RQ3.3: How are the most influential algorithms designed
and how have they evolved throughout the years?

In order to have more insights into the previous and current trends in ND algorithm design
and observe how they have evolved throughout the years, we present in this section, more
details on the architecture and design of the most influential algorithms from our range of
analyzed algorithms. We classify an algorithm as influential depending on various factors,
including the total number of citations, the number of inter-references between all analyzed
papers, the number of extensions, and their distinctiveness compared to other propositions.
The following algorithms are presented in chronological order of their publication.

OLINDDA

Published in 2007 by Spinosa et al., OLINDDA [201] is one of the earliest publications we
analyzed able to handle both concept drift and concept evolution within a DS. It presents
an architecture that will be emulated by other, more recent algorithms that we will present
afterward. Its approach is particular since both the classification and ND tasks are done in
a completely unsupervised manner, and the algorithm is based on a one-class approach, as
it is not able to distinguish between multiple different normal classes or novel ones. This is
in contrast to other more recent algorithms, which will tend to adopt a supervised approach
for the classification task and be able to classify multiple classes. In Figure 3.7, we present
a top-level overview of the algorithm’s design using our previously defined taxonomy.

At first, OLINDDA trains an unsupervised k-means classifier on what will be the “nor-
mal” data, this classifier will then be used to determine the decision boundary, by comput-
ing the farthest distance between the samples and their corresponding cluster centroids.
When performing the classification of new samples from the DS, if a sample is determined
to be outside this decision boundary, it will then be classified as unknown and added to a
temporary buffer.

In order to perform the ND task, this buffer containing unknown samples is periodically
checked for possible new clusters using a k-means algorithm. This technique which can be
seen in other algorithms as well, allows the algorithm to distinguish between single out-
liers/noise and concepts, which would contain multiple samples. Once clusters are detected
within this buffer, they can be either considered valid or invalid. This is determined by
whether or not the candidate cluster’s mean distance between its samples and centroid is
higher than the average of those mean distances of the known clusters. If it is higher, the
candidate cluster is considered valid as it is far enough away from known concepts and can
be either considered as concept drift or as a novel concept.

41



To distinguish between the two, OLINDDA calculates dmax, the maximum distance
between the global centroid of the model and the clusters’ centroid. If the distance between
the new cluster and the global centroid of the model is lower than dmax, it is considered
a concept drift, otherwise a novel concept. OLINDDA does not offer to update the model
with the novel concepts detected, which means if the same novel concept is detected in the
future, it will still be detected as a novel class. However, it does update its model to follow
concept drift, when the number of samples in those clusters is higher than a predefined
user parameter k, the initial model is retrained.

Figure 3.7: Top level overview of the OLINDDA algorithm
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ECSMiner

Being the most cited of all papers we analyzed, ECSMiner [147] is unavoidable when men-
tioning influential algorithms for ND. Using our previously defined taxonomy, we separate
between the general characteristics of the DS as well as the classification and ND tasks and
design a top-level overview of how the algorithm operates which can be seen in Figure 3.8.
The proposed algorithm first separates the data into chunks of size S, these chunks will then
be used to either train the classifier or be classified. Contrary to the previously described
OLINDDA, in its training phase, ECSMiner uses an ensemble of M base classifiers trained
in a supervised fashion on the initial M labeled data chunks, in other words, one classi-
fier is trained on each of the initially labeled chunks. The authors apply their proposed
technique with two different base classifiers, namely decision tree and k-NN. When using
k-NN, the algorithm only stores a summary of the clusters, similar to the aforementioned
micro-clusters technique, to mitigate the storage size and possibly infinite length of DSs.
Once the initial ensemble is trained, incoming samples are then stored in a temporary
buffer (unlabeled) and once they are labeled by an outside source, these samples are then
added to a labeled buffer if they are within the decision boundary of the classifier. This
is one of the biggest constraints of ECSMiner, as it assumes that labels will be available
after a certain time. Finally, a new classifier is trained periodically, when the number of
samples in the labeled buffer reaches the chunk size (S ), in order to keep the ensemble up
to date and adapt to concept drift.

If the classified samples are determined to be outside the decision boundary of the
classifier, which the authors classify as Foutlier, they are stored in an outlier buffer which
will be periodically checked for instances that can be removed if they reached a certain
age, are now no longer outside the decision boundary after an ensemble update or are
now part of an existing class. Simultaneously, but at a lower frequency, once the Foutlier
buffer reaches a size of q and the ND process was performed at least q time steps away, the
ND process is performed to analyze potential novel classes. To evaluate the presence of a
novel class, the authors first define λc,q(x), the set of the q nearest neighbors of sample x
within class c. Then, the mean distance between any point x and its q nearest neighbors
can be computed as shown in Equation (3.1). Finally, the presence of a novel class is
determined by using the q-neighborhood silhouette coefficient (q-NSC) which is described
in Equation (3.2). This measure estimates the level of cohesion between the samples, which
varies from -1 to +1, with a higher level of cohesion being a positive value. When more
than q samples have a positive value of q-NSC, these samples are marked as novel and a
new classifier will be trained with those instances. It is to be noted that ECSMiner allows
for concurrent different classes to be detected, as those different classes will be learned
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once a new classifier is trained on the novel samples. However, although ECSMiner can
perform multi-class classification and incorporate novel classes into its model, which was
not possible with OLINDDA, it does not distinguish between concept drift and concept
evolution as both will be identified as a novelty.

D̄c,q(x) =
1

q

∑︂
xi∈λc,q(x)

D(x, xi) (3.1)

q-NSC(x) =
D̄cmin,q(x)− D̄cout,q(x)

max(D̄cmin,q(x), D̄cout,q(x))
(3.2)

where D̄cmin,q(x) represents the minimum between all D̄c,q(x), with c being a known class,
and D̄cout,q(x) represents the mean distance between x and the set of q nearest neighbors
within the Foutlier samples.

Figure 3.8: Top level overview of the ECSMiner algorithm
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MINAS

MINAS [56] follows a similar approach as the one previously described in ECSMiner, as
it also trains a classifier in a supervised fashion on the labeled data and then uses this
classifier to detect if the samples are outside its decision boundary and classify them as
outliers which will then be filtered into potential novel concepts. However, it differs in
two important ways, as it allows distinguishing between concept drift and novel concepts,
and does not require the samples to be labeled by an external source. A general top-level
overview of the architecture of the algorithm can be seen in Figure 3.9.

The algorithm first trains on the normal, labeled data, by splitting each defined class
into a subset and by training a clustering algorithm on each of these subsets to create k
micro-clusters for each class, the decision boundary of each class will be defined by the
union of those micro-clusters. Once a new sample from the DS is received, the Euclidean
distance between itself and the closest micro-cluster is computed and if this distance is
lower than the micro-cluster’s radius, it is considered part of its class. Otherwise, the label
is considered a potential novelty and added to a buffer like previous approaches. Once a
minimum number of samples determined by the user is reached in the buffer, a clustering
algorithm is applied to the buffer and the clusters found will be classified as valid or invalid.
To do so, the silhouette coefficient is computed and if it is positive and the cluster contains
a minimal number of samples, the cluster is considered valid. At this point, ECSMiner
would have considered this cluster as a novel concept, oppositely, to distinguish between
a novel concept and concept drift, MINAS computes the distance between the cluster’s
centroid and the closest micro-cluster and if this distance is lower than a threshold, it will
be considered as a concept drift of that particular micro-cluster, if not, it is considered a
novel concept. Finally, the model is updated with this new information, whether it is a
concept drift or a novel concept.

Note that throughout the execution of the algorithm, no external feedback (labeling)
has been needed from the user, however, Faria et al. also propose an extension named
MINAS-AL, which incorporates external feedback in order to improve the algorithm’s
performance. It does so by selecting the centroids of the micro-clusters detected in a given
interval and asking an external source to label them. Once labeled, if available, these
samples are then used to update the micro-clusters.

3.3.9 RQ4.1: In what context have these approaches been tested?

The reviewed papers used a mix of real-world and synthetic datasets, with an important
number of them using KDDCup99 [204], Forest Covertype [28], and other datasets from
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Figure 3.9: Top level overview of the MINAS algorithm
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the UCI Machine Learning Repository [63]. A more comprehensive list of the most used
datasets can be seen below. A notable trend we noticed while reviewing all of the selected
papers was that while most propositions do commonly select some of the same datasets
when performing their evaluation, there is no set standard or benchmark in the field of
ND, which makes it very difficult to compare between different algorithms. Having a set of
datasets that exhibit specific characteristics and have defined partitions with known per-
formance on baseline algorithms could be a very useful future contribution to performance
evaluation. Moreover, ND introduces other parameters such as the distribution of the novel
classes in the stream, the timeframe of the arrival of samples, and the availability of true
labels, which all need to be decided by the researcher. Consequently, as we will highlight
in Section 3.4, we believe there is a need for more research and the establishment of an
agreed-upon evaluation framework for the domain of ND in DSs.

• Real-world: KDDCup99 [204], Forest Covertype [28], MNIST [59], Shuttle [63],
Keystroke [126], PAMAP2 [173], Iris [77], Airlines [118], Electricity [115], Poker
Hand [37]

• Synthetic: Various synthetic DSs, often generated using the MOA framework [26].

3.3.10 RQ4.2: What performance evaluation methods have been
used to evaluate these strategies?

In this section, we define the most recurring performance metrics that are used to evaluate
the performance of the analyzed algorithms. As novelty classes are often scarce within the
DS compared to other, known classes, evaluating the performance of the models for ND
suffers much of the same problems as traditional batch learning in imbalanced domains,
such as metrics like accuracy usually not offering a good assessment of the performance of
the model [96]. As such, researchers often turn towards metrics that are often used when
the data distribution is imbalanced, such as Precision, Recall, Fβ-measure, and others that
have also been specifically defined for ND. An overview of these metrics can be seen in
Table 3.9, where TP, FP, TN, N , Nc, and FE are defined for ND as follows [71,147]:

• TP: Number of detected novelties correctly classified;

• FP: Number of known class samples wrongly classified as novelties;

• FN: Number of novelties wrongly classified as known;

47



• TN: Number of known class samples correctly classified;

• N : Total number of samples;

• Nc: Number of novel samples in the stream; and

• FE: Existing class instances misclassified (other than FP)

Metric Equation

Precision TP
TP+FP

Recall TP
TP+FN

Fβ-measure (1 + β2) · Precision·Recall
(β2·Precision)+Recall

Mnew
FN·100

Nc

Fnew
FP·100
N−Nc

Err (FP+FN+FE)·100
N

TPR TP
TP+FN

FPR FP
TN+FP

Table 3.9: Commonly used performance metrics for novelty detection in data streams

Precision, recall and the Fβ-measure are all metrics that were already defined for the
conventional batch scenario and that were simply adapted to the ND case by using the
novelties as the “Positive” class, as stated above for TP and FP. The Receiver Operating
Characteristic (ROC) AUC is another common way of measuring performance in imbal-
anced domains, which was also adapted for ND, and consists of plotting the TPR against
the FPR (cf. Table 3.9) for different decision thresholds and then computing its area under
the curve [32]. On the other hand, Mnew, Fnew, and Err which are respectively defined
as the percentage of novel class instances misclassified as known, the percentage of known
class samples misclassified as novelties, and the total misclassification error percentage
[147], are all metrics that have been specifically defined for ND.

Although they have previously been used in scenarios where there are multiple classes
of novelties, considering that all of the metrics presented only consider a single class of
novelties (binary classification), they can not correctly assess the performance of models
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in such cases, as simply classifying a new sample as a novelty, does not indicate that the
algorithm properly classified the sample in the correct novelty class. Moreover, as ND
algorithms are often implemented in an unsupervised fashion, they identify novel classes
as NPs rather than their class label, where one novel class can be represented by multiple
NPs. Consequently, properly evaluating these algorithms becomes a difficult task, as the
NPs’ labels do not match with the class labels, and the number of NPs identified also need
to be considered to avoid a very high number of independent NPs.

Faria et al. [55] proposed a solution to the aforementioned issue, by adding as many
columns as there are NPs in the confusion matrix and matching each with a true class, as
well as a column for the samples that are temporarily added to the buffer, and then plotting
a metric adapted to multiclass classification accompanied by a metric measuring the rate of
unknown samples (samples in the buffer). More recently, we also proposed a framework [90]
to streamline the evaluation of ND algorithms, which include the use of the AMI metric
to evaluate multi-class scenarios, a novel metric named TTD that evaluates the number of
samples of a given novel class needed to detect it as an NP, and an empirical evaluation of
the impact of DSs’ characteristics on the algorithms’ performance. Nonetheless, we believe
that there is still room for research in this sector, in order to incorporate other concepts of
ND, such as the time to access true labels, the adaptation of the model to concept drift,
recurring classes, impact of the density of novel samples, and so on. These aspects will be
explored further in Chapter 5.

3.4 Open Challenges and Research Opportunities

Considering all of the information we gathered throughout this study, we summarize in this
section what we believe are potential future works and open challenges that necessitate
further research in the domain of ND in DSs. While we summarize some of the challenges
that were also mentioned in previous works [61, 71, 183], we also identified numerous new
points while extracting the data from all studied articles to answer our research questions
which led to the following insights. Specifically, we noticed the lack of a constant definition
for ND, the absence of information regarding the data setup, and the lack of proper tax-
onomy, which we explain in more detail below, resulting in some difficulties in analyzing
and comparing the papers surveyed. Moreover, we also identified a specific challenge in
Section 3.3.6, concept scarcity, which we have not yet seen mentioned in other papers.
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3.4.1 Definition of Novelty Detection

As mentioned in Section 3.3.1, the term ND has evolved throughout the years and has
been often associated or interchangeably used with other terms such as anomaly detection
and OSR. However, as discussed, these terms can have different meanings depending on
the author (e.g. [183]), which can lead to confusion. While in this study we adopted and
formalized a specific definition for ND (cf. Section 3.3.1) which is also commonly used
nowadays, the problem of clearly defining ND was evident when filtering and analyzing
the different papers throughout this survey. Indeed, many papers might use the term
ND to indicate other specific types of anomaly detection which can lead to confusion and
difficulties when researching existing works. As such, it outlines the need for the adoption
of a clear and precise formulation of ND throughout the field.

3.4.2 Experimental Framework

As it was previously mentioned in previous surveys on this topic [61,71], there is still a need
for a standardized, experimental framework for the evaluation of ND algorithms. Indeed,
while the impact of DSs’ characteristics on the performance has been demonstrated [90],
there is still no standard methodology specifying things such as the number of samples
and known class(es) accessible for training, the order and number of samples available per
time frame for the ND phase, and when true labels are available. This makes it extremely
hard to compare different ND algorithms between themselves, as each author makes widely
different assumptions that will impact the concept drift, concept evolution, and ultimately
the performance of the algorithm depending on the data used.

Moreover, although some performance metrics have been defined for the ND case, they
have not been used extensively nor do they assess all of the elements of ND algorithms, such
as the adaptability of the model to concept drift and the period necessary to update the
model with new classes. Besides, as stated in Section 3.3.10, there is even less development
in the definition and extension of those metrics for the multi-class scenario, where multiple
classes of novelties show up in the DS. Thus, there is a need for more research into the
efficacy of the currently used metrics and the definition of novel consistent metrics that
correctly assess important components of the ND domain such as the time dimension and
concept drift resilience in both the binary and multi-class scenarios.

Lastly, as observed in Section 3.3.9, most algorithms rely on the same standard datasets
from the UCI Machine Learning Repository. These datasets are often not true DSs but
rather batch learning datasets that have been converted into an online setting, and several
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of them are quite dated at the time of writing. We believe that the domain and research
community would benefit from the use of newer, more extensive, and updated datasets
that represent real DSs, especially in domains such as intrusion detection where the goal
is to detect new, not necessarily known, attacks in an online fashion. An analysis of this
problem and the challenges associated with it has also been discussed by Souza et al. in
their study on benchmarking stream learning algorithms in real-world scenarios [198].

3.4.3 Concept Drift and Novel Classes

As we discussed in Section 3.3.6, the challenge of novel concept(s) distributed scarcely
throughout the DS, or concept scarcity, is a problem that is very difficult to deal with as
differentiating them from noise or outliers is a complex task. As far as we are aware, there
are no studies that comprehensively looked at this issue and solutions to solve it, which
would be needed.

In addition, while many techniques have been explored for dealing with concept drift
as well as recurring concepts, there have not been many that specifically looked at concept
drift that occurs very suddenly. This is a specific type of concept drift that occurs in many
real-life scenarios and is very difficult to deal with.

3.4.4 Domains

Certain fields of study still lack research in the ND domain, more specifically high-dimensional
data such as images, text, videos, and multi-label data. These fields have multiple real-
world situations and are underrepresented in their amount of publications in ND. Further-
more, since most ND algorithms are based on clustering, they can not necessarily be easily
extended to these areas.

3.4.5 Taxonomy

Finally, we believe that there is a need in the ND research community for a better represen-
tation and the usage of a proper taxonomy in the description of the proposed algorithms.
As it is a domain in which the architecture of the proposed frameworks can differ widely
from one proposition to another, it is necessary to properly define certain parts, such as
the training and online phases, the detection of one or multiple novel classes, and the
assumption of the availability of true labels during the ND or not. These specifications
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are ambiguous in many research papers, which again, makes it more difficult to compare
multiple algorithms. Adopting a taxonomy and reporting these critical components of the
solutions published is an important aspect to be followed.

3.5 Summary

The work presented in this chapter provides an overview of the domain of ND for DSs and
its advancement in recent years, including its challenges, proposals, and main contributors.
We examined more than 150 proposals using our proposed updated taxonomy. All works
reviewed were analyzed and examined in detail and the most influential solutions were
further described in terms of their architecture.

This study revealed several insights on the domain of ND, starting with the definition of
ND which is not defined identically throughout different works, and for which we outlined
and formalized a definition in Section 3.3.1. Subsequently, we analyzed the number of
publications and leading researchers in the field and noted that while the number of works
generally followed an increasing trend throughout recent years, the field of ND still has a
small number of main authors and is still fairly niche. We analyzed some of the common
challenges that ND algorithms face when dealing with the task and their frequent solutions,
and extracted some of the same challenges that were identified in other recent surveys [61,
71, 183]. We also identified a novel challenge not previously highlighted, namely concept
scarcity, which arises when samples from a novel concept are dispersed scarcely throughout
the DS rather than concentrated in clusters.

In Section 3.3.7, we introduced an updated taxonomy that categorizes all analyzed
papers based on three aspects of ND, namely the DS characteristics, the classification
task, and the ND task. The categorization of the papers within our proposed taxonomy
also revealed some insights into different trends in the field of ND. Mainly, we noticed
that clustering techniques are still the most prevalent and that while ND first started
primarily as one-class classification, newer implementations trend more towards multi-
class classification in both the classification of known and unknown classes. Moreover, we
also observed that the usage of a buffer is very prevalent in the proposed algorithms and
that most of these algorithms were designed with tabular data in mind.

Finally, we identified areas where challenges persist and more research is needed, to-
gether with recommendations on how to address them. Specifically, we raised the issues
of the lack of a properly defined, commonly used definition for ND, the need for an exper-
imental framework including appropriate evaluation metrics for the ND problem as well
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as a framework for the data when testing, and the need for a common taxonomy across
different works, all of which would help standardize the field and allow for easier compari-
son between works. Additionally, we also outlined the lack of application of ND in certain
scenarios like high-dimensional data, the need for more recent datasets representing DSs
in various domains, and the need for more research for dealing with certain characteristics
of DSs such as concept scarcity, concept drift, and recurrent concepts.

Building on these findings, the next chapter begins to address the need for better
evaluation in ND. It presents an empirical study of performance metrics in imbalanced
contexts, a common scenario in ND, where novel classes often occur far less frequently
than known ones. This analysis will establish the foundation needed to understand the
limitations of existing metrics and will lay the groundwork for our evaluation framework
for ND developed in the subsequent chapter.
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Chapter 4

Empirical Analysis of Performance
Assessment for Imbalanced
Classification

Based on the findings of our SLR presented in the previous chapter, which highlighted
the need for a comprehensive evaluation framework for ND, this chapter advances our
second objective stated in Chapter 1. We experimentally study how the choice among
commonly used performance metrics affects the evaluation of binary classifiers, and how
data characteristics such as class imbalance and noise influence those metrics. Because ND
problems often involve class imbalance, where novel classes are greatly underrepresented
relative to known classes, the results in this chapter lay the foundation for our evaluation
framework specific to ND, introduced in the next chapter. We also provide practical
guidelines for selecting performance metrics under different imbalanced settings.

The contents of this chapter are based on the following paper:

Jean-Gabriel Gaudreault and Paula Branco. Empirical analysis of performance assess-
ment for imbalanced classification. Machine Learning, 113(8):5533–5575, Aug 2024

4.1 Introduction

Correctly evaluating the performance of any ML task is a difficult undertaking, as there is
a vast array of metrics to choose from and the choice of a performance metric over another
could lead to different outcomes in the selection of the best model. This task involves
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not only having a deep knowledge of the context to choose a measure representative of
the desired outcome but also selecting a measure that is appropriate for the intrinsic data
characteristics of the dataset. This is a well-known issue in imbalanced classification prob-
lems, where one of the classes in the data is vastly underrepresented compared to the other.
Multiple application domains suffer from this problem including scenarios such as fraud
detection, rare illnesses detection, intrusion detection, and many more. In these domains,
there is often a particular interest toward the classification of the minority class [32]. This
interest needs to be correctly represented in the metric chosen and, as such, some com-
monly used metrics prove to not be suitable for correctly evaluating the performance of
these models [32]. Some metrics such as the Fβ-measure, the G-Mean, or the PR curve
have emerged as staples in the research community when dealing with such imbalanced
problems. However, with their use slowly starting to become widespread, it raises the ques-
tions of how these metrics compare to one another and if certain of these metrics present
some undesirable/desirable properties that could lead to different conclusions, depending
on the specific deployment context.

We show a concrete example where the use of one performance metric over another
would lead to a different outcome in Table 4.1, where four different classifiers were trained
on an imbalanced synthetic dataset, with one of the classes representing only 10% of the
total number of samples. For demonstration purposes, each classifier was evaluated using
three different performance metrics, namely F1 score (Fβ with β = 1), H-measure, and
G-Mean, the score of which can be seen in parentheses next to the classifier name within the
table. As we can observe, a researcher using the F1 score as their metric of choice would end
up choosing a different classifier than a researcher who is using G-Mean. Moreover, while
the best classifier signaled by the F1 score and H-measure is the same (Random Forest),
researchers using these two metrics would end up with different classifiers in the following
rank positions. As we will demonstrate in future experiments, this behaviour becomes
even more pronounced at higher levels of imbalance, which can become problematic when
selecting a metric for evaluating an imbalanced classification problem. We aim to address
this issue throughout this chapter, by providing more insights that can help the researchers
and end-users in the performance metrics selection process.

In our previous work [96], we explored the impact of the choice of performance met-
rics and their implementation on the ranking of ML models in an imbalanced setting and
concluded that the impact of choosing a different implementation of a performance metric,
namely the PR curve, over another is minimal but that the usage of different types of met-
rics is paramount to get a proper overview of the performance of a model in an imbalanced
setting. However, this preceding work mainly focused on analyzing the different ways of
interpolating the PR curve and how it impacts the end result when selecting a classifier
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Table 4.1: Rankings of multiple classifiers using different performance metrics

Rank F1 score H-measure G-Mean
1 Random Forest (0.89) Random Forest (0.89) Decision Tree (0.93)
2 Decision Tree (0.83) XGBoost (0.87) Random Forest (0.89)
3 XGBoost (0.80) Support Vector (0.78) XGBoost (0.86)
4 Support Vector (0.33) Decision Tree (0.75) Support Vector (0.45)

based on that metric, which means it was limited in scope. As such, in this work, we aim
to provide more general recommendations on metric selection in imbalanced domains by
answering two main questions: (i) which performance metrics are best suited for specific
scenarios, and (ii) how the metrics typically used in imbalanced settings are affected by
noise in the dataset. For this purpose, we extend our previous research to encompass six
additional performance metrics, namely CWA, kappa, MCC, H-measure, Brier score loss,
and log loss. Furthermore, we conducted our experiments on 51 additional datasets and
broadened our analyses to include the impact of noise on these metrics, as well as new
empirical results on metric correlation. To the best of our knowledge, no prior work has
provided a thorough and rigorous study, along with practical recommendations, on which
performance metrics to use for a given imbalance scenario in binary classification.

Contributions The main contributions of this chapter can be summarized as follows:

(i) assess the impact of the choice of a performance metric on the perceived performance
of a model in an imbalance context;

(ii) study the effect of noise combined with class imbalance on the studied performance
metrics; and

(iii) provide detailed insights and recommendations on which performance metrics are
best to use in different case studies.

Organization The rest of this chapter will be structured as follows: Section 4.2 will in-
troduce the performance metrics that will be studied and their characteristics; Section 4.3
will present and discuss the results of the experiments determining the correlation between
metrics and the impact of choosing one over another; Section 4.4 will compare the met-
rics’ sensitivity to different types of noise and present the results; and Section 4.5 will
present recommendations for which performance metrics to use in specific contexts given
the previous results and reiterate the multiple conclusions reached throughout the chapter.
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4.2 Metrics Overview

In this section, we review and briefly summarize the different metrics that will be used in
this study. In order to describe the metrics more easily, we refer the reader to the confusion
matrix represented in Table 4.2, which shows the prediction results of a binary classification
problem, where the negative class is considered the majority class and the positive class
the minority one. In the same table, we also define the recall, specificity, precision, and
negative predictive value formulas, which will ultimately be used when defining each metric.

Table 4.2: Confusion matrix of a binary classification problem

Predicted Values
Positive Negative

Actual
Values

Positive
True Positive

(TP)
False Negative

(FN)

Recall
(Sensitivity)

TP
TP+FN

Negative
False Positive

(FP)
True Negative

(TN)
Specificity

TN
TN+FP

Precision
TP

TP+FP

Negative Predictive Value
TN

TN+FN

The selected metrics are comprised of well-established metrics commonly seen as appro-
priate when dealing with binary classification in imbalanced domains, which can be divided
into three different types as described by [76]: threshold, ranking, and probabilistic met-
rics. Each of these groups represents metrics that measure the class prediction errors, the
ability to correctly separate the classes predicted, and the uncertainty of the predictions,
respectively. A summary of the evaluated metrics’ characteristics can be seen in Table 4.3
and will be described in more detail in the coming sections.

4.2.1 Threshold Metrics

Threshold metrics are characterized by metrics that quantify the model’s prediction errors.
These metrics are usually represented by a single scalar value.
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Table 4.3: Characteristics of analyzed performance metrics

Class Metric Confusion Matrix
Information

Type Uses
probabilities

Threshold
Fβ TP, FN, FP Scalar No
G-Mean All Scalar No
CWA All Scalar No
kappa score All Scalar No
MCC All Scalar No

Ranking
ROC curve All Graphical Yes
ROC AUC All Scalar Yes
H-measure All Scalar Yes
PR curve TP, FN, FP Graphical Yes
PR AUC TP, FN, FP Scalar Yes
PRG curve TP, FN, FP Graphical Yes
PRG AUC TP, FN, FP Scalar Yes

Probabilistic
Brier Loss – Scalar Yes
Log Loss – Scalar Yes
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Fβ Measure

The Fβ-measure (cf. Equation 4.1) [175] aims to represent the trade-off between precision
and recall, with the value of β controlling the weight assigned to either metric. If β is 1,
precision and recall have the same importance, while for values of β higher (lower) than
1, higher importance is given to recall (precision). In most cases, researchers give equal
importance to both metrics (β = 1), also referred to as the F1-measure or the harmonic
mean of the precision and recall.

While we focused on already well-established metrics in this chapter, it is worth noting
that other metrics based on the Fβ-measure have also recently been proposed, such as
the F-measure curve [195] which allows to better visualize a classifier performance across
different parameters such as the variation in importance between precision and recall or
the class skew.

Fβ = (1 + β2) · precision · recall
(β2 · precision) + recall

(4.1)

Geometric Mean

G-Mean (cf. Equation 4.2) [133] gives equal importance to both classes and is defined as
the square root of the recall of each of the classes.

G-Mean =
√︁

sensitivity · specificity (4.2)

Class Weighted Accuracy

Likewise to G-Mean, the CWA metric [45] also takes into account the negative class in its
computation. However, it addresses one of the issues of G-Mean: the fact that both classes
are weighted equally. The CWA metric, defined in Equation 4.3, deals with this problem
by allowing to weight the minority class differently, using a variable w ranging in [0,1].

CWA = w · sensitivity + (1− w) · specificity (4.3)

Kappa Score

Cohen’s kappa, also referred to as the kappa score is a measure originally designed to
evaluate the agreement between multiple raters [46] and can be applied to evaluate the
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performance of a ML classifier by evaluating the agreement between the evaluated classifier
and a random classifier, calculated as per Equation 4.4.

kappa =
2(TP · TN − FN · FP )

(TP + FP )(FP + TN) + (TP + FN)(FN + TN)
(4.4)

Matthews Correlation Coefficient

The MCC was first introduced in a biochemistry context [154]. It has since been increas-
ingly used as a metric for performance evaluation in imbalanced domains. Similar to the
kappa score, it also provides a value determining the level of agreement between different
raters, or in the ML context, between the observations and predictions.

MCC =
TP · TN − FP · FN√︁

(TP + FP )(TP + FN)(TN + FP )(TN + FN)
(4.5)

4.2.2 Ranking Metrics

While threshold metrics aim to represent a model’s prediction correctness, ranking metrics
instead quantify the capability of a ML model to separate predicted classes. These metrics
are computed by evaluating scores at different thresholds, using the probabilities produced
by the model. Because scores are calculated for many thresholds, these metrics are often
plotted as curves to visualize classifier performance across thresholds and to better illustrate
trade-offs between measurements. For easier comparison between models, the plotted curve
is often summarized into a scalar value by computing the AUC.

Receiver Operating Characteristic Curve

The ROC curve [65] is one of the most well-known and widely used ranking metrics.
However, its use in imbalanced domains, while widespread, has been criticized by many
authors [54, 74, 78, 182], who argue that the metric can be overly optimistic in certain
scenarios, particularly in imbalanced domains.

The ROC curve plots recall against the FPR, as defined in Equation 4.6. In order to
compute its AUC, one can use approximation techniques such as the trapezoidal method
or the equivalent Mann–Whitney U -statistic [54, 146], both of which are commonly used.
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FPR =
FP

FP + TN
(4.6)

H-measure

Hand [109] presents an alternative metric to the ROC AUC, named the H-measure, which
aims to alleviate some of the weaknesses of the ROC curve. For example, the ROC curve
evaluates classifiers using different misclassification cost distributions without considering
the context, and interpreting the AUC of intersecting ROC curves can be misleading.
The H-measure addresses these issues by acknowledging that different misclassifications
incur different costs and by explicitly introducing costs for them. Its estimation relies on
the same underlying recall and FPR values used to compute the ROC curve but applies
a uniform cost distribution that remains the same regardless of the evaluated classifier,
thereby resolving one of the main weaknesses of the ROC AUC. Initially, this distribution
was intended to be selected subjectively by researchers depending on the context of their
problem and reported alongside a universal distribution. However, a standard distribution
for unbalanced problems has since been proposed by the authors, which we adopt in this
study [110].

Precision-Recall Curve

While the ROC curve plots recall against the FPR, the PR curve instead plots precision
against recall. Since precision emphasizes the minority class by using true and false posi-
tives, in contrast to the FPR which uses FPs and TNs, the PR curve is usually preferred
over the ROC curve in imbalanced domains. Unlike the ROC curve, however, computing
the AUC of the PR curve is not straightforward. Indeed, as Davis and Goadrich [54] de-
scribe, the fact that precision does not vary linearly with recall means that linear interpola-
tion techniques, such as the trapezoidal method, do not provide an accurate representation
of the AUC and can yield overly optimistic results in certain scenarios. Consequently,
other solutions have been proposed in the literature to address this issue. The following
sub-sections present some of these alternatives.

Interpolated Precision
Manning et al. [145] propose a simple solution to the aforementioned problem. They
estimate the precision at any recall point r as the highest precision value of any recall point
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greater than r. This approach eliminates abrupt changes in precision between consecutive
recall points, enabling the use of linear interpolation for the curve.

Average Precision
Defined as the sum of precision of each point weighted by the difference in recall of the
previous point [205], the AP can be computed as seen in Equation 4.7.

AP =
∑︂
n

(recalln − recalln−1)precisionn (4.7)

where n represents the nth threshold computed from the prediction scores.

Davis’ Interpolation
Davis and Goadrich [54] presented another alternative to computing the AUC of the
PR curve, by interpolating values for the TP and False Positive (FP) values between
two consecutive points.

Let us consider two successive points, A and B, and their corresponding underlying
TP and FP values denoted as TPA, TPB, FPA, and FPB. We can calculate the number
of negative values equalling to one positive value, which is denoted as the local skew (cf.
Equation 4.8).

Local Skew =
FPB − FPA

TPB − TPA

(4.8)

Afterward, new points are created at regular intervals between A and B such that
TP = TPA + x where x represents all integers between 1 and TPB − TPA. The values
representing the precision and recall of these newly created points using the local skew
previously calculated are represented in Equation 4.9.

(
TPA + x

Total Positives
,

TPA + x

TPA + x+ FPA + FPB−FPA

TPB−TPA
x
) (4.9)

Including these new points alleviates the overestimation of using linear interpolation
on the PR curve when two points are far away, as such, using a linear interpolation such
as the previously mentioned trapezoidal method can now be performed to estimate the PR
AUC.
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Precision-Recall-Gain Curve

Flach and Kull [79] highlighted drawbacks of using the PR curve, including incoherent scale
assumptions and the absence of desirable properties found in the ROC curve, such as a
universal baseline and linear interpolation. To address some of these issues, they proposed
a new approach, the Precision-Recall-Gain (PRG) curve, which replots the PR curve in
a different coordinate system, as detailed by the equations for precision gain (cf. Equa-
tion 4.10) and recall gain (cf. Equation 4.11). This new approach establishes a new baseline
represented by π, corresponding to the always-positive classifier.

precG =
precision− π

(1− π)precision
(4.10)

recG =
recall − π

(1− π)recall
(4.11)

4.2.3 Probabilistic Metrics

Rather than evaluating the correctness of class predictions, probabilistic metrics focus on
assessing divergence from the true probabilities. They are therefore particularly useful
when we want to evaluate the unreliability of a model’s predictions and punish confident
probabilities that are wrong. While the suitability of using such metrics in imbalanced
problems has been questioned before (e.g. [122]), we nevertheless included a few metrics
of this type for comparison and completeness.

Brier Score Loss

The Brier score loss, defined as the mean squared error between the predicted and true
probabilities of the positive class, is computed as shown in Equation 4.12.

Brier Score Loss =
1

nsamples

nsamples∑︂
i=1

(yi − pi)
2 (4.12)

where nsamples represents the number of samples, yi the real value expected and pi the
predicted probability for a given sample i.
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Log Loss

Log loss, often referred to as cross-entropy loss, aims to represent the average difference
between the expected and predicted probabilities.

Log Loss =
−1

nsamples

nsamples∑︂
i=1

(yi · log(pi) + (1− yi) · log(1− pi)) (4.13)

where nsamples represents the number of samples, yi the real value expected and pi the
predicted probability for a given sample i.

4.2.4 Other Scenarios

While this chapter focuses on binary imbalanced classification, we also provide an overview
of other scenarios, namely imbalanced multi-class and DS cases, which can often occur in
combination with imbalance. These scenarios present their own sets of challenges, which
we describe in the following sections and further investigate empirically in the next chapter.

Multi-class

Multi-class classification, as its name implies, involves problems with more than two classes
to which instances can be assigned. In the imbalance case, multiple classes may be catego-
rized as majority or minority classes, with various levels of data distribution skew among
them [207]. Hence, properly evaluating the performance of a classifier can be more chal-
lenging, as the user’s desired importance of correctly classifying each class is not necessarily
equal. Moreover, as we will demonstrate in the following sections, there are multiple ways
of extending the aforementioned performance metrics to the multi-class scenario, making
the selection of a suitable metric for performance evaluation even more challenging than
in the binary case.

Fβ Measure
There are two main ways of extending the Fβ measure to the multi-class scenario. These
extensions are based on averaging the score of each class in slightly different ways, namely
micro-average, and macro-average. The former, micro-average, globally computes the total
number of TP, FN, and FP over all classes [207] to compute the precision and recall as
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shown in Equations 4.14 and 4.15 for K classes, and then compute the resulting Fβ measure
as previously defined in Equation 4.1.

Micro-Average Precision =

∑︁K
i=1 TPi∑︁K

i=1 TPi +
∑︁K

i=1 FPi

(4.14)

Micro-Average Recall =
∑︁K

i=1 TPi∑︁K
i=1 TPi +

∑︁K
i=1 FNi

(4.15)

Macro-average, on the other hand, gives equal importance to all classes regardless of
their size, as it simply computes the unweighted mean of the Fβ score of each class in a
one-vs-rest fashion, as shown in Equation 4.16. It is worth noting that micro-averaging
assigns an equal weight to each sample, while macro-averaging gives an equal weight to all
classes, regardless of their size.

Macro-Average Fβ =
1

K

K∑︂
i=1

Fβ,i (4.16)

Another implementation of the macro-average, often described as the weighted average,
uses the weight of each class in order to compute the weighted mean of the Fβ-measure for
each class, rather than the unweighted mean.

In imbalanced domains, the preferred method depends on the context, as the macro-
average gives minority classes as much importance as the majority ones, which may or may
not be desirable depending on the situation.

G-Mean and CWA
Similar to the binary case, G-Mean can be defined for multi-class scenarios as the Kth
root of the product of the sensitivities (recalls) of all K classes, as shown in Equation 4.17.

G-Mean = K

⌜⃓⃓⎷ K∏︂
i=1

sensitivityi (4.17)

It is worth noting that, as in the binary case, G-Mean assigns equal importance to all
classes regardless of their data distribution. Thus, as we did for the binary scenario, the
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CWA metric can be extended for the multi-class scenario by adding a specific weight wi to
each class’ sensitivity, enabling to weigh each class differently, as shown in Equation 4.18.

CWA =
K∑︂
i=1

wi · sensitivityi (4.18)

where
∑︁K

i=1wi = 1.

Kappa Score and MCC
As described by Grandini et al. [103], MCC and the kappa score can be expressed in terms
of a confusion matrix C for K classes with the following subterms [102]:

• c =
∑︁K

k Ckk the total number of elements correctly predicted

• s =
∑︁K

i

∑︁K
j Cij the total number of elements

• pk =
∑︁K

i Cki the number of time that class k was predicted

• tk =
∑︁K

i Cik the number of times that class k truly occurred

Using these definitions, MCC and the kappa score for the multi-class case are defined
as shown in Equations 4.19 and 4.20, respectively.

MCC =
c · s−

∑︁K
k pk · tk√︂

(s2 −
∑︁K

k p2k) · (s2 −
∑︁K

k t2k)
(4.19)

kappa =
c · s−

∑︁K
k pk · tk

s2 −
∑︁K

k pk · tk
(4.20)

An interesting observation and added challenge in the multi-class setting is that MCC,
which ranges from [−1, 1] in the binary case, no longer has this constant minimal value.
Instead, its minimum now has a dynamic value, falling within the range of −1 to 0 de-
pending on the distribution of the true labels [103].
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ROC, H-measure, PR curve, and PRG curve
For ranking metrics, which are typically defined only for binary classification problems,
a common accepted generalization [111, 134] for multi-class scenarios is to binarize the
output using a one-vs-rest or one-vs-all scheme to compute the metric as if it were a binary
problem, and then apply micro- or macro-averaging to combine the resulting values, as
previously demonstrated for the Fβ Measure.

Brier Loss, Log Loss
Both the Brier loss and log loss can easily be generalized to the multi-class scenario by
summing the terms over all classes, as shown in Equations 4.21 and 4.22 for K classes.

Brier Score Loss =
1

nsamples

nsamples∑︂
i=1

K∑︂
j=1

(yij − pij)
2 (4.21)

Log Loss =
−1

nsamples

nsamples∑︂
i=1

K∑︂
j=1

yij · log(pij) (4.22)

Data Streams

The imbalanced DSs domain refers to scenarios where the data arrives at the decision model
in a continuous, dynamic fashion rather than as a one-time static evaluation. This field
has recently gained considerable interest, as multiple real-world applications fall under
this setting, such as sensor networks, financial data, and network traffic. In addition
to the traditional challenges of evaluating an imbalanced problem, such as the under-
representation of one or more of the classes, DSs present new challenges, as models typically
evolve over time rather than remaining fixed, and the data is continuous and drawn from
a non-stationary distribution [84]. A common way to mitigate these issues is to evaluate
decision models continuously over a sliding window of a specific number of samples, using
the same performance metrics we previously defined for the binary and multi-class cases [6,
84].

Another interesting sub-domain of DSs is the problem of ND. In this task, the objective
of the model is to detect incoming samples that belong to concepts different from the
already known ones [71]. While regular performance metrics can be used to evaluate
these models, correctly identifying novelties is often more important for the end user than
accurately labeling the known classes. This has led to the introduction of domain-specific
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metrics such as the percentage of novel class samples misclassified as normal (Mnew) and
the proportion of normal samples misclassified as novelties (Fnew) [71]. There is, however,
still a need for further research and the development of performance metrics that properly
assess the performance of models in this field, a topic that will be explored in the next
chapter.

4.2.5 Summary

Considering the different metrics shown in this section, we will compare all five threshold-
based metrics (F1-measure, G-Mean, CWA, kappa, and MCC) and the two probabilistic
metrics presented (Brier Loss, Log Loss). For the four presented ranking metrics, as one
can not easily compare the curves given by most of these metrics, we will compute the AUC
where it is applicable. Given the multiple available interpolation methods of PR AUC, we
will also compare the three proposed interpolations along the flawed linear interpolation
of the curve, resulting in a total of four metrics representing the PR AUC.

4.3 Evaluation of the Impact on Rankings

In this section, we first study the impact of using different performance metrics on the
interpretation of a model’s performance. In other words, we want to analyze how the
different performance metrics used in imbalanced domains relate to each other and how the
usage of one specific metric could portray a different result when compared to another one.
This section is organized into four subsections: (i) a description of the methodology used
when performing the experiments; (ii) an exploration of the correlation between the metrics
using well-known correlation coefficients; (iii) an analysis of the choice of performance
metric on the ranking of a model; and (iv) a summary of the results within this section
and main takeaways.

4.3.1 Methodology

Based on our previous work [96], we extended our experiments to be performed on a total
of 66 binary datasets taken from the KEEL repository [15]. This repository comprises 20
unique datasets that were either originally binary or converted from multi-class to binary
form. We must highlight that this is a common repository used by the research community
for evaluating solutions for the class imbalance problem. Moreover, the binarized versions

68



generated from a base dataset have different characteristics, including the number of fea-
tures, total number of samples, and IR1. Still, the fact that these 66 datasets are derived
from an initial set of 20 might bring some limitations in terms of the generalizability of
our results. These datasets were selected depending on their IR (cf. Equation 4.23), and
were split equally into three categories: slightly (IR < 9), moderately (9 ≤ IR < 13), and
heavily (IR ≥ 13) imbalanced. Tables 4.4 to 4.6 summarize the main characteristics of the
selected datasets.

IR =
majority class samples
minority class samples

(4.23)

The following experiments were conducted using four widely used types of ML models
that exhibit different characteristics, namely decision tree, random forest, XGBoost, and
Support Vector Machine (SVM). These specific classifiers were chosen because they are
generally well understood and widely available in different programming language libraries,
which is important for both interpretability and reproducibility purposes, respectively. In
addition, we wanted to include a base classifier (decision tree), as well as variants of it
which are used with ensemble methods based on both boosting (XGBoost) and bagging
(random forest).

These models were evaluated using the 14 performance metrics and AUC interpolation
techniques presented in Section 4.2, which represent a broad range of evaluation metrics
often used in imbalanced domains, including lesser-used ones included for comparison pur-
poses.

As we will discuss further in the coming sections, two main experiments were per-
formed with the following three goals in mind: (i) to extend our previous work to in-
clude new metrics and datasets; (ii) to establish if a correlation exists between the dif-
ferent performance metrics evaluated; and (iii) to analyze the impact of the ranking
given by a specific metric compared to another. These experiments will help us gar-
ner more information on the strengths and weaknesses of each metric, in order to pro-
vide more general recommendations accordingly. The complete results, as well as the
code to reproduce these experiments, are freely available at https://github.com/jgaud/
PerformanceEvaluationImbalancedClassification.

1For instance, the “ecoli1” and the “ecoli-0-1-4-6_vs_5” are both obtained from the base dataset ecoli,
but have different characteristics: the “ecoli1” has 7 features, a total of 336 samples, and an IR of 3.36,
while the “ecoli-0-1-4-6_vs_5” has 6 features, 280 samples, and an IR of 13. Other examples, such as the
different versions of the glass dataset also present a varying total number of samples (ranging from 92 to
214) and IRs (ranging from 1.82 to 22.78).
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Table 4.4: Main characteristics of datasets with IR < 9, ordered by increasing IR.

Name Nr. Features Nr. cases IR

glass1 9 214 1.82
wisconsin 9 683 1.86

ecoli-0_vs_1 7 220 1.86
pima 8 768 1.87
iris0 4 150 2

glass0 9 214 2.06
yeast1 8 1484 2.46

haberman 3 306 2.78
vehicle2 18 846 2.88
vehicle1 18 846 2.9

glass-0-1-2-3_vs_4-5-6 9 214 3.2
vehicle0 18 846 3.25
vehicle3 18 846 3.25
ecoli1 7 336 3.36

new-thyroid2 5 215 5.14
new-thyroid1 5 215 5.14

ecoli2 7 336 5.46
segment0 19 2308 6.02

glass6 9 214 6.38
yeast3 8 1484 8.1
ecoli3 7 336 8.6

page-blocks0 10 5472 8.79
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Table 4.5: Main characteristics of datasets with 9 ≤ IR < 13, ordered by increasing IR.

Name Nr. Features Nr. cases IR

ecoli-0-3-4_vs_5 7 200 9
yeast-2_vs_4 8 514 9.08

ecoli-0-6-7_vs_3-5 7 222 9.09
ecoli-0-2-3-4_vs_5 7 202 9.1
glass-0-1-5_vs_2 9 172 9.12

yeast-0-3-5-9_vs_7-8 8 506 9.12
yeast-0-2-5-7-9_vs_3-6-8 8 1004 9.14
yeast-0-2-5-6_vs_3-7-8-9 8 1004 9.14

ecoli-0-4-6_vs_5 6 203 9.15
ecoli-0-1_vs_2-3-5 7 244 9.17

ecoli-0-2-6-7_vs_3-5 7 224 9.18
glass-0-4_vs_5 9 92 9.22

ecoli-0-3-4-6_vs_5 7 205 9.25
ecoli-0-3-4-7_vs_5-6 7 257 9.28
yeast-0-5-6-7-9_vs_4 8 528 9.35

vowel0 13 988 9.98
ecoli-0-6-7_vs_5 6 220 10
glass-0-1-6_vs_2 9 192 10.29

led7digit-0-2-4-5-6-7-8-9_vs_1 7 443 10.97
glass-0-1-4-6_vs_2 9 205 11.06

glass2 9 214 11.59
cleveland-0_vs_4 13 177 12.62

71



Table 4.6: Main characteristics of datasets with IR ≥ 13, ordered by increasing IR.

Name Nr. Features Nr. cases IR

ecoli-0-1-4-6_vs_5 6 280 13
dermatology-6 34 358 16.9

zoo-3 16 101 19.2
shuttle-6_vs_2-3 9 230 22

glass5 9 214 22.78
winequality-red-4 11 1599 29.17

poker-9_vs_7 10 244 29.5
yeast-1-2-8-9_vs_7 8 947 30.57
abalone-3_vs_11 8 502 32.47

winequality-white-9_vs_4 11 168 32.6
winequality-red-8_vs_6 11 656 35.44
abalone-17_vs_7-8-9-10 8 2338 39.31

winequality-white-3_vs_7 11 900 44
winequality-red-8_vs_6-7 11 855 46.5

abalone-19_vs_10-11-12-13 8 1622 49.69
winequality-white-3-9_vs_5 11 1482 58.28

poker-8-9_vs_6 10 1485 58.4
shuttle-2_vs_5 9 3316 66.67

winequality-red-3_vs_5 11 691 68.1
abalone-20_vs_8-9-10 8 1916 72.69

poker-8-9_vs_5 10 2075 82
poker-8_vs_6 10 1477 85.88
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4.3.2 Correlation Between Metrics

In order to evaluate the correlation of the metrics under different conditions, we used an
approach similar to the one used by Ferri et al. [76]. We computed both the Pearson and
Spearman correlation matrices on each dataset independently of one another. The former
evaluates the linear correlation between two variables [170], while the latter evaluates how
well two variables can be represented with a monotonic relation using the ranked values
rather than the absolute values [199]. Since each dataset can display widely different
characteristics such as a different number of samples, IR, class separation, etc. which
in return influence the value of the performance metrics evaluated, it is important to
evaluate the correlation matrix of each dataset independently. Subsequently, we compute
the average of these correlations over all datasets, and over each imbalance group (slightly,
moderately, and highly imbalanced). Since both methods (Pearson and Spearman) led to
similar conclusions and for ease of reading, we only included the Spearman rank correlation
matrix over all datasets, as shown in Figure 4.1.

Moreover, to display the results of the coefficient matrices in a way where the relations
between the different clusters can easily be seen and interpreted, we performed hierarchical
clustering using the average method, as described in [161]. This method specifically, was
chosen as we found its results interesting and because this choice was also supported by
another analysis of metrics which was performed previously [76]. The results of these clus-
terings are shown in dendrograms corresponding to each of the aforementioned coefficient
matrices and can be seen in Figures 4.2, 4.3, 4.4 and 4.5, which correspond to the overall
results and each group results starting from the less imbalanced to the most imbalanced
datasets.

Discussion of Results

A first conclusion that can be drawn from these results is that there generally exist three
main clusters of metrics that show up in every imbalance group and which display a high
correlation between themselves. Each of these clusters corresponds to a specific group
of metrics presented in Section 4.2, that is threshold, ranking, and probabilistic metrics.
In effect, this first conclusion is in agreement with our expectations and past conclusions
[96]. These different groups of metrics exhibit different properties due to their very nature
and thus they evaluate the performance of a model from a different perspective when we
compare the three groups.

Looking more closely at the correlations between specific metrics, the different PR curves
implementations unsurprisingly display a high correlation between themselves. We also no-
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Figure 4.1: Spearman correlation coefficients of all evaluated metrics over all datasets
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Figure 4.2: Hierarchical clustering of all evaluated metrics over all datasets
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Figure 4.3: Hierarchical clustering of all evaluated metrics over datasets with IR < 9
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Figure 4.4: Hierarchical clustering of all evaluated metrics over datasets with 9 ≤ IR < 13
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Figure 4.5: Hierarchical clustering of all evaluated metrics over datasets with IR ≥ 13
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tice the existence of a separate group within the threshold metrics when looking at the
correlations between MCC, kappa, and F1. While these three metrics are highly correlated,
we observe more specifically that the first two metrics present a high level of correlation
between themselves across all groups of imbalance, even at the highest ratio. Investigating
further, we can look at the pairwise comparison between the two metrics as shown in Fig-
ure 4.6 which displays a clear linear relationship between the two metrics, although kappa
seems to give a lower score than MCC in some cases. This is a really interesting observa-
tion, as both metrics effectively measure correlation or agreement between classifiers. It
has been shown [43, 57], however, that while these two metrics can give similar results in
most scenarios, kappa can exhibit undesirable behaviour in imbalance scenarios and should
therefore be avoided. Indeed, in some cases which occur commonly with imbalanced data,
such as when TPs and TNs are zero, the kappa score can provide a higher score for worse
classification results and therefore lead to wrong conclusions.
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Figure 4.6: Pairwise comparison between MCC and kappa

Inspecting the results from the hierarchical clustering (cf. Figure 4.2), we can observe
from the hierarchical clustering that both the threshold and ranking metrics are at a much
closer linkage distance than the two evaluated probabilistic metrics (Log Loss and Brier
Loss). Indeed, the fact that the latter group of metrics uses the model’s probabilities
rather than the number of correct/incorrectly predicted labels like the first two groups
would likely explain the higher divergence.
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Another interesting observation related to the linkage length of the different dendro-
grams representing each dataset imbalance group (cf. Figure 4.3, 4.4 and 4.5) is that the
distance between the different clusters within the threshold and ranking metrics tends to
increase with the increase in imbalance, while the previously mentioned distance between
probabilistic metrics and the two first groups decreases. This behaviour shows that clusters
that are highly correlated, such as MCC and kappa, still are at higher IRs, while other clus-
ters that are less correlated, exhibit a higher variance at higher degrees of imbalance. This
reiterates the importance of using multiple metrics, especially in highly imbalanced scenar-
ios, as we can see that these metrics might drift apart and offer different interpretations, a
conclusion we will explore further in the following section.

4.3.3 Impact of the Choice of Performance Metrics

In this section, we repeat a part of the experiments performed in our previous work with
a more extensive set of performance metrics and datasets. This will allow us to observe
the validity of our previous results due to the use of more datasets, but also extend our
insights on how the newly added metrics behave in comparison to the previous ones. The
main objective of these experiments is to evaluate if the use of one performance metric over
another provides a significant disparity in the ranking of multiple ML models at different
imbalance levels. Therefore, the results will be presented in the form of rankings rather
than the absolute values of the metrics. For a given metric, each one of the k evaluated
models will be given a rank from 1 to k depending on the score given by the metric. In
our experiments we considered 4 ML algorithms (decision tree, random forest, XGBoost,
and SVM), thus we will have ranks varying from 1 to 4.

Assessing the Impact of the Performance Metrics

While we can evaluate the performance of classifiers using performance metrics, evaluating
the metrics themselves is a difficult task, as there are few ways to objectively measure if a
metric is behaving as expected. As such, in order to assess the impact of using a specific
performance metric rather than another, we used two benchmark metrics, namely the
Krippendorff’s Alpha score and the MD, as described in the following sections. These will
allow us to measure the agreement between the different metrics and which metric deviates
from the rankings given by others. It is worth noting, however, that a higher or lower level
agreement between a specific metric compared to others does not necessarily mean that
the metric is good or bad, but rather that it gives a similar, or different viewpoint which
can be desirable depending on the context.
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Mode Difference
As we defined in [96], MD (cf. Equation 4.25) is a measure used to efficiently observe
how the ranking given by an observer, in our case a performance metric, differs from the
general consensus of a set of observers. Assuming n performance metrics evaluating k
classifiers, the rankings for each metric m ∈ {1, · · · , n} on each classifier is denoted by
rm,1, rm,2, ..., rm,k. This allows us to calculate the mode of the rankings for each classifier
(cf. Equation 4.24), in other words, the most frequent rank obtained for a classifier, or the
average of the most frequent values when there are ties.

Moj = Avg(Mode(r1,j, r2,j, ..., rn,j)) (4.24)

MDi,j = ∥ri,j −Moj∥ (4.25)

Finally, considering k classifiers, we compute the average of MDs over a performance
metric i (cf. Equation 4.26) in order to give an average value of the variability of the
rankings of the metric over all the tested classifiers. In other words, the higher this value
is, the more a given metric differs from the consensus of the other tested metrics.

MD_avgi = Avg(MDi,1,MDi,2, ...,MDi,k) (4.26)

The value of MD_avgi for a performance metric i varies between 0 and k − 1 where
the lower bound signifies that the given metric agrees all the time with the consensus of
the other metrics and the upper bound means that it disagrees the most.

Krippendorff’s Alpha
As defined by Krippendorff [132], the Krippendorff’s alpha is a metric that measures the
level of agreement between multiple raters, or in our case, performance metrics. The value
ranges from 0 to 1, depending on whether all raters disagree or agree, respectively.

Results

Global Results
Our initial results involve computing the score of each one of the 4 classifiers using all 14
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evaluated metrics on the 66 selected datasets. As previously mentioned, we then transform
these values into rankings and compute the MD for each performance metric. Table 4.7
presents these results for the Wisconsin dataset, the second least imbalanced dataset out of
the 66 evaluated, which has been included for demonstration of the calculation of the MD.
We do not include all the results for the remaining datasets here due to space, readability,
and interpretability constraints2, but we will observe later that the differences in metrics’
rankings are more pronounced on datasets presenting a higher level of imbalance. As
such, the results are then combined using an arithmetic average of the MD over each
class IR, as defined in Section 4.3.1: slightly (IR < 9), moderately (9 ≤ IR < 13), and
heavily (IR ≥ 13) imbalanced. Table 4.8 presents these aggregated results for all of the
performance metrics.

As per our previous work’s conclusions, we can confirm the fact that the different
interpolations of the same metric and other metrics associated with the PR curve (PR
AUC with Linear Interpolation, Interpolated Precision AUC, AP, PRG AUC, and PR
AUC Davis) all present similar rankings, as their MD is averaging lower scores. This means
that these metrics present a higher level of agreement with the general ranking consensus
between all tested metrics. Furthermore, we remark that the G-Mean, the F1 measure,
and other newly added metrics, namely the kappa score, MCC, Brier loss, and log loss
all present a higher level of disagreement, showing that these metrics provide considerably
different ranking results.

Another interesting observation is that the ROC AUC and H-measure metrics, while
not being as low as their PR AUC counterparts, both present lower levels of disagreement
between each other than other metrics. We believe that this behaviour can be interpreted
by two explanations: (i) being both rank-based metrics, they are more likely to give a
similar ranking to the PR AUC interpolation methods and thus, obtain a higher level of
agreement; and, (ii) as discussed in Section 4.2, the H-measure is actually based on the
ROC curve for its computation.

Threshold Metrics
Table 4.9 displays the MD averages and Krippendorff’s Alpha computed only on the five
threshold metrics: F1, G-Mean, CWA, kappa, and MCC. We notice here, as expected,
a consensus of all metrics, which leads to an overall lower MD than what we previously
saw in the experiment with all metrics. An interesting observation here is that while we

2The results on other datasets as well as stratified cross-validated results, that were not
included in the manuscript, are available at the following link https://github.com/jgaud/
PerformanceEvaluationImbalancedClassification.
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Table 4.7: Ranks and MD of each performance metrics on the Wisconsin dataset (best
performing model for each metric is underlined).

Metric Decision Tree Random Forest XGBoost SVM MDavg
Rank MD Rank MD Rank MD Rank MD

F1 4 0 2 0 3 1 1 2 0.75
G-Mean 4 0 2 0 3 1 1 2 0.75

ROC AUC 4 0 2 0 1 1 3 0 0.25
PR AUC

(Linear Interpolation) 4 0 2 0 1 1 3 0 0.25

Interpolated
Precision AUC 4 0 2 0 1 1 3 0 0.25

AP 4 0 2 0 1 1 3 0 0.25
PRG AUC 4 0 2 0 1 1 3 0 0.25

PR AUC Davis 4 0 2 0 1 1 3 0 0.25
CWA 4 0 2 0 3 1 1 2 0.75
kappa 4 0 2 0 3 1 1 2 0.75
MCC 4 0 2 0 3 1 1 2 0.75

H-measure 4 0 1 1 3 1 2 1 0.75
Brier Loss 4 0 2 0 3 1 1 2 0.75
Log Loss 4 0 2 0 1 1 3 0 0.25
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Table 4.8: MD of all metrics averaged by imbalance class (best score by imbalance level is
underlined; best overall score is in boldface).

Metric IR < 9 9 <= IR < 13 13 <= IR

F1 0.4261 0.5284 0.625
G-Mean 0.6534 0.7556 0.7159

ROC AUC 0.267 0.3579 0.5227
PR AUC (Linear Interpolation) 0.2329 0.267 0.3068

Interpolated Precision AUC 0.1647 0.1988 0.25
AP 0.2556 0.2897 0.375

PRG AUC 0.267 0.3806 0.4431
PR AUC Davis 0.1875 0.2443 0.2159

CWA 0.5397 0.6647 0.625
kappa 0.3579 0.5284 0.5568
MCC 0.3352 0.4829 0.534

H-measure 0.1761 0.2556 0.534
Brier Loss 0.3579 0.4829 0.5795
Log Loss 0.5284 0.4943 0.7954

Krippendorff’s Alpha 0.71801 0.62049 0.50324
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previously mentioned that the disagreement between different metrics tends to increase in
correlation with the increase in the imbalance of the dataset, this behaviour does not seem
to be as pronounced when using threshold metrics exclusively. Indeed, we can see with
both the MD and Krippendorff’s Alpha, that the agreement level stays in fact relatively
constant across imbalance levels compared to the previous results and that it is at its lowest
in the moderately averaged imbalance setting, mainly caused by G-Mean and CWA. Both
of these metrics use specificity, which considers the TNs of the confusion matrix in the
computation of their value, while the others do not. The following logical explanation is
that giving weight to the majority (negative) class using the true negative value, appears
to change the rankings of the classifier in a notable way compared to other metrics that do
not. This behaviour could be desirable or not depending on the context of the problem,
as we will discuss later on. Moreover, looking more closely at the relationship between one
of these metrics, G-Mean, and the F1 score in Figure 4.7, we see that while the score of
the two metrics seems to be closely related at higher scores, it does deviate much more
at lower ones. Indeed, G-Mean tends to give a much higher score than F1 on classifiers
that are performing worse. Again, the fact the G-Mean also gives equal importance to the
majority class by using the TNs would explain this behaviour.

0.0 0.2 0.4 0.6 0.8 1.0
G-Mean
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0.8
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Figure 4.7: Pairwise comparison between G-Mean and F1
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Table 4.9: MD of threshold metrics averaged by imbalance class (best score by imbalance
level is underlined; best overall score is in boldface).

Metric MD Average
IR < 9 9 <= IR < 13 13 <= IR

F1 0.0227 0.0113 0.1136
G-Mean 0.2954 0.284 0.2272
CWA 0.1818 0.2613 0.0909
kappa 0.0454 0.0568 0.0227
MCC 0.0681 0.1704 0.0681

Krippendorff’s Alpha 0.91623 0.87477 0.90759

Ranking Metrics
For ranking metrics, being that we analyzed multiple implementations of the same perfor-
mance metric (PR AUC) and we expect these implementations to have similar results as
per our previous work [96], we chose only one metric to represent all of the PR AUC imple-
mentations, namely Davis’ interpolation. This implementation was chosen due to it being
the most consistent with the consensus of the group in our previous work’s experiments, a
conclusion which we will also verify in the next section.

Table 4.10 presents the MD Average and Krippendorff’s Alpha over these metrics.
In this case, in contrast with the threshold metrics previously tested, there is a more
noticeable decrease in agreement between the metrics with the increase in imbalance, as
seen by the Krippendorff’s Alpha. Interestingly, there does not seem to be any metric that
stands out of the others with its level of agreement. For example, the ROC AUC does
display the most agreement with the common consensus in the lowest imbalance setting,
but not in the intermediate one and highest one where PRG AUC is relatively low. It
is likely that these ranking metrics evaluate a model quite differently depending on its
context and dataset imbalance. For example, this behaviour was previously demonstrated
by Hand[109] between the H-measure and ROC AUC and by Davis and Goadrich [54]
between the ROC AUC and PR AUC.

Probabilistic Metrics
Since we only included two different probabilistic metrics, computing the MD for these
would not make sense as they will both get the same value. Nonetheless, we can still
compute the Krippendorff’s Alpha which measures the general agreement between them
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Table 4.10: MD of ranking metrics averaged by imbalance class (best score by imbalance
level is underlined; best overall score is in boldface).

Metric MD Average
IR < 9 9 <= IR < 13 13 <= IR

ROC AUC 0.1193 0.2727 0.2045
PRG AUC 0.1534 0.2045 0.1818

PR AUC Davis 0.2102 0.2045 0.3863
H-measure 0.1534 0.2045 0.2045

Krippendorff’s Alpha 0.86932 0.81534 0.75710

at each imbalance level, the results of which are displayed in Table 4.11. In this case,
we observe once again a decrease in agreement as the imbalance between the classes’
distribution increases.

Table 4.11: Agreement of probabilistic metrics averaged by imbalance class

Metric IR < 9 9 <= IR < 13 13 <= IR

Krippendorff’s Alpha 0.86477 0.85681 0.75341

PR AUC Implementations
In this section, we test the agreement of the different calculations of the PR AUC in order
to determine if the use of one implementation over another would lead to different results
in the perceived performance of a model compared to another.

The results in Table 4.12 show that across all levels of imbalance, the agreement of all
metrics stays relatively high and only drops at higher IRs, mainly due to AP. These results
are in line with our previous conclusions [96], as it shows that the different interpolations
of the PR AUC do lead to very similar results compared to the difference between entirely
different metrics for example. Moreover, PR AUC Davis exhibits the highest level of
agreement across all IRs which is why we chose it as our baseline to represent the PR
AUC metric in other experiments and why we recommend it as a good implementation to
compute the PR AUC as it depicts a good overall representation.
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Table 4.12: MD of all PR AUC implementations averaged by imbalance class (best score
by imbalance level is underlined; best overall score is in boldface).

Metric MD Average
IR < 9 9 <= IR < 13 13 <= IR

PR AUC (Linear Interpolation) 0.0909 0.034 0.125
Interpolated Precision AUC 0.1477 0.1477 0.1022

AP 0.1818 0.1022 0.3522
PR AUC Davis 0.0795 0.0113 0.1022

Krippendorff’s Alpha 0.90767 0.94602 0.86506

Threshold and Ranking Metrics
Finally, we inspect in Table 4.13 both threshold and ranking metrics together, choosing
again PR AUC Davis in order to represent the different PR AUC implementations for the
same reasons stated above.

First of all, we can note the much higher agreement of threshold metrics with the
consensus compared to ranking metrics. As we saw before, when analyzing each group in-
dividually, the agreement of threshold metrics was higher between themselves than ranking
ones, especially at higher IRs. Moreover, these results show a significant decrease in the
agreement between all metrics as the imbalance increases. In the highest imbalance group,
most ranking metrics disagree the most with the consensus while threshold ones agree the
most. This observation solidifies the conclusion and recommendation that when dealing
with highly imbalanced data, the use of multiple performance metrics, particularly ones
that are fundamentally different is strongly recommended, as they exhibit higher variance
in their results.

Secondly, we can observe again the cluster formed between F1, kappa, and MCC pre-
sented in Section 4.3.2 when using hierarchical clustering. Indeed, these three metrics seem
closely related, as we observe a fairly high level of agreement at all imbalance levels.

4.3.4 Summary

This section summarizes the multiple conclusions reached in Section 4.3, as we evaluated
the impact of using different performance metrics on the ranking of different models.

• The three different types of metrics (threshold, ranking, and probabilistic) exhibit
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Table 4.13: MD of threshold and ranking metrics averaged by imbalance class (best score
by imbalance level is underlined; best overall score is in boldface).

Metric MD Average
IR < 9 9 <= IR < 13 13 <= IR

F1 0.1875 0.1647 0.1988
G-Mean 0.4147 0.4147 0.2897

ROC AUC 0.4943 0.5397 0.9147
PRG AUC 0.4943 0.6079 0.8238

PR AUC Davis 0.3806 0.6079 0.6306
CWA 0.3011 0.3238 0.1988
kappa 0.1193 0.1647 0.1193
MCC 0.1079 0.1875 0.0965

H-measure 0.4034 0.5397 0.9488

Krippendorff’s Alpha 0.72699 0.63443 0.53230

very different behaviour, and are generally highly correlated with other metrics of
their own group.

• Threshold and ranking metrics are much more closely related between themselves
than either of them are to probabilistic metrics. However, this correlation does
decrease when the imbalance of the data increases, which shows the importance of
using multiple types of metrics, especially in high imbalance contexts.

• When looking at threshold metrics specifically, MCC and kappa give extremely sim-
ilar results, but kappa does exhibit some unwanted properties when dealing with
imbalanced domains which means that the use of MCC should be preferred.

• The different implementations of the PR AUC (Linear Interpolation, Interpolated
Precision, AP, and Davis) are very close to one another, with AP exhibiting more
disagreement than the others, while PR AUC Davis comes out on top in relation to
it consistently agreeing with the other implementations, which is why it should be
favored when computing the PR AUC.

• PRG displays different properties than the different computations of the PR AUC
and should therefore be treated as a different metric.

86



4.4 Evaluation of the Impact of Noise

In this section, we study and analyze how the different performance metrics we selected are
affected by different intrinsic characteristics of the data, such as noise and class imbalance.
Depending on the data and context of deployment, these characteristics can be present
and can potentially affect the ability of certain metrics to accurately give insights into a
model’s performance. As such, we want to provide future insights and recommendations
for researchers and computer scientists to choose the right metric for their application.
This section will be divided into two subsections described as follows: (i) presentation of
the methodology used throughout these experiments; and (ii) analysis and discussion of
the results.

4.4.1 Methodology

The problem of evaluating the impact of noise and other dataset properties on performance
metrics is complex, as introducing noise and modifying the dataset directly can impact a
ML model as well as the performance metric which would render the results unusable for
our purpose. For example, a given classifier could perform worse in a scenario where noise
is introduced in the data and there would be no way to determine the impact of the noise
on the metric itself rather than the classifier. Therefore, we needed to devise a way to
isolate the impact on the performance metrics alone. To do so, we adopted an approach
similar to the one presented by Ferri et al. [76], which will be presented in the remainder
of this section.

First, we start by creating a synthetic dataset containing 1000 samples with the specific
characteristics we want to test in a given experiment. Then, a classifier C1 is artificially
created on this data, by simply generating probabilities for each y sample, using random
values in a uniform distribution between [0, 0.5) or (0.5, 1), depending on the true value
of y. A total of 10% of these probabilities (100 samples) are then reshuffled, now using a
random value within the uniform distribution of [0,1]. In other words, we are artificially
creating a classifier that is very accurately predicting the data created, this is done so in
order to eliminate the impact that the classifier has and focus solely on the impact on the
performance metrics since we are not interested in evaluating the classifier’s robustness
to noise, but rather the metric’s. Finally, we define a second classifier C2, by using the
same probabilities as C1, but changing 10% of all probabilities (100 samples) to strictly
the opposite of the y true value, essentially creating a strictly worse classifier. This means
that at the start of the experimentation, the classifier C1 will always be better performing
than the classifier C2.
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For each experiment, we perform three different tests, creating the data with an IR
of 4.5, 11, and 40, which corresponds to a value near the median of each IR interval
previously defined in Section 4.3 (slightly, moderately, and heavily imbalanced). The noise
level is changed gradually throughout these tests and we observe which classifier (C1 or
C2) achieves a better score for each performance metric. A score of 1 is added if the metric
selects the classifier C2 rather than C1, a score of 0 for the opposite, and a score of 0.5 in
case both are equal. Each of those tests is performed for a total of 1000 trials, where a new
dataset and classifiers are created each time. All trials are then averaged together, which
ensures the convergence of the results.

We performed several experiments in order to test the impact of misclassification and
probability noises on the performance metrics. As defined in [76], we used two types of
noise to be tested, as described below, however, our experiments differ in several ways,
as we focus specifically on performance metrics applicable in imbalanced scenarios and
consider the IR of the datasets for each experiment.

• Misclassification Noise: By applying noise to the true labels by either changing
its value to its opposite or randomly, we can evaluate the sensitivity of the metrics
to changes in the true labels.

• Probability Noise: By applying noise directly to the probabilities of the classifier,
we measure the sensitivity of the metric to changes in model probabilities.

4.4.2 Results

Misclassification Noise

Misclassification noise is defined as noise affecting the data classes directly. In practice,
this could be represented by noise in the deployment context of a model or labeling errors
for example. Using a random value from a normal distribution, we affect the y true values
of our testing scenario we have presented in the previous section, from a range of 0%,
where no y values are changed, to 100%, where all the values would be changed randomly.
Consequently, we expect that there would no longer be a distinction of performance between
the two classifiers, C1 and C2, as the noise reaches 100% since all labels will now be
randomly chosen.

Figures 4.8, 4.9, and 4.10 display the results for each imbalance group, slightly (IR =
4.5), moderately (IR = 11), and heavily imbalanced (IR = 40), respectively. While the
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x-axis represents the percentage of noise applied to the data as previously mentioned, the
y-axis represents the percentage of times classifier C2 was “misclassified” as the better
classifier rather than classifier C1 by a given metric, which we will refer to as the misclas-
sification rate from now on.

As we expected, all metrics start with a misclassification rate of 0, as there is no
noise added to the data yet. As more and more noise is added, we expect the metrics
to trend towards a rate of 0.5 since there would be no real distinction between the two
classifiers considering all the class labels are getting randomized. In that regard, most
metrics do follow that hypothesis, for all the imbalance groups. However, two metrics hold
our attention as they do not follow this same pattern. Indeed, F1 score and G-Mean present
a distinct behaviour, as both of them not only misclassify the classifiers at a lower noise
amount but also trend towards classifying classifier C2 as the best one when the dataset is
comprised only of random y values. This observation signifies that both of these metrics
do represent a lesser resilience to misclassification noise in general. Moreover, we also note
the misclassification rate of PRG, which also represents a slightly higher sensitivity to this
type of noise than its counterparts, albeit smaller than F1 score and G-Mean.

Now focusing our attention on class imbalance, we note the heavy effect that it has
on the misclassification rate. Undoubtedly, the increase in class imbalance causes most
metrics to be less robust to misclassification noise, which make sense since any changes
affecting the small number of samples of the minority class would be seen in the overall
performance of the model. An interesting observation, however, is that both Brier loss and
Log loss seem to be largely unaffected by the class imbalance. This can be explained by
the fact that both metrics are using the predicted probabilities of the model rather than
the classification prediction errors which would not be as affected by further imbalance in
the data.

Finally, we also wanted to note the disparity of our results with the experiments per-
formed by Ferri et al. [76]. Indeed, in their case, all metrics performed much more similarly,
reaching an average of 50% misclassification rate at 100% noise. To validate our results, we
carried out an experiment similar to our previous one but with all datasets balanced (IR =
1). When performing our experiments on balanced data, we are able to confirm the results
obtained in [76] as we observe similar trends which can be seen in Figure 4.11. However, we
can observe that in our results, the misclassification rate only starts increasing at around
80% noise which is much later than the results shown in [76]. This is explained by the
fact that we made our classifier C2 strictly worse than C1 at the beginning, by changing
the predictions to their opposite rather than randomly like it was done in the aforemen-
tioned study, which therefore needs a higher percentage of random noise in order for C2 to
outperform C1. Compared to the balanced scenario, the imbalance cases showed that all
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Figure 4.8: Performance metrics robustness to misclassification noise on slightly imbalanced
data (IR=4.5)

metrics are actually much more sensitive to misclassification noise when data imbalance is
present and that metrics such as F1 and G-Mean should be avoided in these scenarios, as
they present a much higher sensitivity even at low imbalance levels. These results show
the high impact that class imbalance has on all performance metrics and highlights the
importance of performing these experiments specifically on imbalanced data to provide
insights for users in this domain.

Probability Noise

In this section, rather than evaluating noise on the class values, we are evaluating the
impact of noise on the probabilities from the classifiers directly. In other words, these
experiments test the resilience of the performance metrics to poor prediction probabilities
given by the classifier. To test the impact of this type of noise on our performance metrics,
we first start by generating a value α, from a uniform distribution ranging from [−β,β)
where the value of β depends on the amount of noise being added and ranges from 0 to
0.5, depending on the percentage of noise, where a value of 0 represents 0% of noise and
0.5, 100%. The value of α will then be added uniformly to all the probabilities of classifier
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Figure 4.9: Performance metrics robustness to misclassification noise on moderately im-
balanced data (IR=11)

C1, while the probabilities of classifier C2 will remain the same. In cases where the value
of a given changed probability would reach a value outside of the range [0,1], the value is
pinned to the corresponding minimum or maximum instead.

The results of this set of experiments can be observed in Figures 4.12, 4.13, and 4.14
for the slightly, moderately and highly imbalanced data, respectively. In all cases, we
observe that there are multiple metrics that seem to be unaffected by the introduction
of probability noise. Indeed, we note that all the ranking metrics tested have largely not
been influenced by the probability noise, while threshold and probabilistic metrics such
as G-Mean, CWA, log loss, and others are significantly affected. This behaviour can be
explained by the fact that affecting probabilities in such a way that all probabilities are
changed by a common value, does not generally affect their rankings, which is why ranking
metrics are largely unaffected. On the other hand, since threshold metrics are based on
the classification prediction errors and probabilistic metrics on the probabilities themselves,
both types of metrics are heavily affected by the probability noise which ultimately makes
the difference, or boundary between both predicted classes harder to distinguish.

Looking at the difference between imbalance groups, we can see similar behaviour to
what we observed previously with misclassification noise in Figures 4.8 to 4.10, where
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Figure 4.10: Performance metrics robustness to misclassification noise on heavily imbal-
anced data (IR=40)

most metrics are more sensitive to the noise on higher IRs. Indeed, this effect is also
present here, albeit to a lesser degree, as we can see that the metrics that were affected by
the noise in lower imbalance scenarios start to be affected at lower levels of noise in the
higher imbalance cases which restates one of the numerous difficulties when dealing with
imbalanced data.

4.4.3 Summary

This section summarizes the multiple conclusions reached in Section 4.4, as we evaluated
the impact of misclassification and probability noise on the metrics at different imbalance
levels.

• F1 score and G-Mean showed the least resilience to misclassification noise on im-
balanced data. While lesser than the two aforementioned metrics, PRG AUC also
performed worse with the introduction of misclassification noise than the other eval-
uated ranking metrics.
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Figure 4.11: Performance metrics robustness to misclassification noise on balanced data
(IR=1)
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Figure 4.12: Performance metrics robustness to probability noise with IR=4.5
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Figure 4.13: Performance metrics robustness to probability noise with IR=11
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Figure 4.14: Performance metrics robustness to probability noise with IR=40
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• The metrics’ sensitivity to misclassification noise was demonstrated to be largely
driven by class imbalance, as it not only increased with class imbalance but was also
much less present on balanced data.

• Ranking metrics proved to be largely unaffected by noise on the model’s probabilities
(probability noise), while threshold and probabilistic metrics were affected to a much
greater extent.

• While class imbalance did not play as much of a role in the sensitivity of the metrics
to probability noise compared to misclassification noise, it did increase it slightly on
metrics that already showed sensitivity to this type of noise in other scenarios with
lesser imbalance.

4.5 Summary and Recommendations

Throughout this study, we analyzed multiple performance metrics widely regarded as the
given metrics to use when dealing with imbalanced domains. Using the knowledge acquired
through our experiments and the conclusions reached, we devised the data flow diagram
shown in Figure 4.15 with the goal of helping future researchers, computer scientists,
and end-users to choose an appropriate metric depending on the specific context of their
applications and use cases. It is important to note that while the following diagram suggests
one or a few metrics for each specific scenario, these are merely intended as a starting
point and should therefore be treated as such. Moreover, we highly recommend the use
of multiple metrics, notably ones that come from different types (threshold, ranking, and
probabilistic) to validate the evaluation of a model, since they can present very different
behaviour, as we have seen in Section 4.3.

The recommendations given in the diagram follow the conclusions we have previously
reached and discussed which can be summarized as follows:

1. General Conclusions

(a) The three different types of metrics (threshold, ranking, and probabilistic) ex-
hibit very different behaviour and their usage should be complementary, espe-
cially when dealing with highly imbalanced data.

(b) Threshold and ranking metrics are much more closely related to each other
than either of them are to probabilistic metrics. This indicates that probabilis-
tic metrics are a class apart from the two other ones, which is why we only
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recommended them for specific scenarios where the probabilities of the model
are important in the diagram.

(c) In situations where MCC and kappa are applicable, we have recommended the
use of MCC over kappa since our results presented that both metrics were mostly
similar but, as we have discussed, kappa does display some unwanted properties
when it is used in imbalanced domains.

(d) Davis’ interpolation of the PR AUC is recommended when a scalar value repre-
senting the PR curve is wanted, as we have shown that it was the most consistent
with the other interpolations of the PR AUC.

(e) In situations where both the PR curve, PRG curve, or their AUCs are applicable,
we recommended the use of both or either, since we have shown that they present
different characteristics and can lead to different ranking results.

2. Conclusions Related to Noise

(a) F1, G-Mean, and PRG are not recommended when the data is likely to have
noise on the labels (misclassification noise) since it was demonstrated that they
display a lesser resilience to this type of noise.

(b) We showed that most metrics present a higher sensitivity to misclassification
noise on a higher imbalance of the data. We would especially recommend avoid-
ing the aforementioned F1, G-Mean, and PRG in these scenarios. Moreover, we
would strongly recommend combining multiple other metrics to ensure a reliable
performance evaluation.

(c) When dealing with models likely to have poor prediction probabilities (proba-
bility noise), we do not recommend the use of threshold or probabilistic metrics,
as they displayed a higher sensitivity to this type of noise at all imbalance levels.
We instead recommended ranking metrics, or their AUC when a scalar metric
is needed.

The work in this chapter makes an important contribution by experimentally and sys-
tematically reviewing performance metrics appropriate for imbalanced domain classifica-
tion. We studied the impact of choosing one metric over another for model evaluation, as
well as the resilience of these different metrics to noise, and provided future researchers
with easy-to-follow recommendations for selecting performance metrics in their projects.
This serves as a strong first step toward the correct evaluation of models in imbalanced
binary classification and, since such problems are also common in ND domains, lays the
groundwork for the next chapter, which explores the proper evaluation of ND algorithms
in the context of DSs.
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Chapter 5

Prioritizing the Essential: A Robust
Evaluation Framework for Novelty
Detection

This chapter addresses the second objective of this thesis mentioned in Chapter 1, namely
the proposal of an updated and standardized evaluation framework for ND algorithms that
accounts for key data characteristics of DSs. As established in Chapter 4, evaluating perfor-
mance in imbalanced scenarios is already a significant challenge. In this regard, evaluating
ND in DSs is even more difficult, as it presents unique complexities that will be outlined in
this chapter. To address these issues, this chapter formalizes a comprehensive evaluation
framework and proposes a set of existing and novel metrics to assess the numerous distinct
aspects of ND.

The contents of this chapter are based on the following paper:

Jean-Gabriel Gaudreault and Paula Branco. Prioritizing the essential: A robust evalu-
ation framework for novelty detection. Machine Learning, 114(6):143, Apr 2025

5.1 Introduction

Considering the large quantity of data continually generated by several data sources, such
as IoT devices, sensors, network activity, and others, it is common to depict these sources
as continuous streams of data, denoted as DSs, rather than static datasets. However,
these data sources exhibit distinct unique characteristics, including being unbounded, with
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their data distribution evolving over time, and novel classes or concepts may emerge or
disappear within the stream [152,190]. As such, classification algorithms deployed in those
scenarios must be versed in handling these novelties and adapting to the shifting data
distributions [82].

ND algorithms, which aim to identify and learn previously unknown classes within a
DS, emerge as a solution to address these challenges. However, as the field garners increas-
ing attention within the research community, establishing reliable and accurate methods
for evaluating and comparing the performance of these algorithms becomes crucial. The
evaluation of ND algorithms currently suffers from some limitations, particularly the use of
binary classification metrics for multi-class data, leading to misleading performance assess-
ments, and the proposal of non-comparable metrics across datasets, hindering generaliz-
ability and performance comparisons [55,61,92]. Additionally, current evaluation practices
often omit certain performance factors, such as the time required to detect or classify a
novel class, a critical metric in real-world applications, and often fail to report on key
data characteristics that significantly impact algorithm performance. As such, this study
proposes a comprehensive evaluation framework for ND algorithms which aims to address
the identified inconsistencies and provide an accessible evaluation structure to facilitate
the comparison and a fair assessment of these algorithms.

In previous work [90], we presented the main drawbacks of existing ND evaluation
methodologies and laid the groundwork for an evaluation framework mitigating these is-
sues. Specifically, we showed how some data characteristics could potentially impact the
performance of ND algorithms and suggested the use of novel metrics to better evaluate
both the classification and temporal performance of these algorithms. However, this work
was limited in scope, as we wanted to first confirm our hypotheses that DSs’ characteristics
can influence the performance evaluation of ND algorithms in a significant way and that
the metrics proposed were coherent with other evaluation techniques. Hence, this work
broadens the scope of our research in two significant aspects by (i) formalizing an evalua-
tion framework and the evaluation problem in a way that is easy to follow for practitioners
and (ii) extending the previous framework with the inclusion of other characteristics and a
new metric that provides additional insights. To this end, this chapter summarizes and ex-
tends our previous research, by including a novel data characteristic, the concept sparsity,
as well as a novel temporal metric allowing us to follow the time required to classify each
class over time, an aspect of DSs formerly not considered at all by other evaluation tech-
niques. Moreover, we extended previous experiments with 22 additional datasets and three
supplementary algorithms for a total of 24 datasets and four algorithms. This extension
enabled a more comprehensive analysis of the impact of data characteristics on multiple
different data types, as well as a broader comparison of the proposed metrics compared to
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previously suggested ones.

Contributions The main contributions of this chapter can be summarized as follows:

(i) formalize a comprehensive and accessible evaluation framework that enables fair as-
sessment, ensures repeatability, and facilitates comparison between algorithms;

(ii) introduce and empirically show the impact of different data characteristics of DSs,
as well as demonstrate how they can be reported when building a DS;

(iii) propose novel metrics that incorporate the temporal aspect of DSs within the evalu-
ation, an important aspect that is not considered in former evaluation frameworks.

Organization The rest of this chapter will be structured as follows: Section 5.2 reviews
current methods used for the evaluation of ND; Section 5.3 formalizes the proposed frame-
work and breaks it down into three key aspects; Section 5.4 empirically presents the usage
of the proposed framework and compares it to other existing metrics; and Section 5.5
summarizes the findings and provides concluding remarks.

5.2 Evaluation of Novelty Detection

The evaluation of ND algorithms has historically been quite inconsistent in the literature,
with very few recent studies assessing and proposing evaluation frameworks to properly
evaluate these algorithms [55,90]. Furthermore, the evaluation of these algorithms will vary
depending on whether the algorithm considers the ND task as: (i) only one novel class;
(ii) multiple novel classes, appearing one at a time; or (iii) multiple novel classes which
can appear at the same time [55]. However, despite considering the ND task as one of the
two latter categories, some algorithms (e.g., [13, 113, 130]) use metrics that would only be
appropriate for the former scenario, as they do not consider the misclassification between
novel classes. In the following sections, we will delve into details on typical evaluation
methods for ND that were defined for both the binary and multi-class scenarios.

5.2.1 Binary Scenario

In the context of a binary scenario, where the goal is only to distinguish novel classes from
known ones, several metrics have been defined in the literature. To review these metrics, we
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first recall the following notation, introduced in Chapter 3, which will be used throughout
this chapter:

• TP: Number of detected novelties correctly classified;

• FP: Number of known class samples wrongly classified as novelties;

• FN: Number of novelties wrongly classified as known;

• TN: Number of known class samples correctly classified;

• N : Total number of samples;

• Nc: Number of novel samples in the stream; and

• FE: Existing class instances misclassified (other than FP)

Using these definitions, we can devise a confusion matrix (cf. Table 5.1) for the binary
ND problem where each new NP detected will add a new column, resulting in a rectangular
confusion matrix, as it was first proposed by Faria et al. [55]. In this table, Ci represents
the class i, NPi the ith NP discovered by the model, and k is the number of known classes,
which is lower than the total number of classes m (k < m).

It is important to note that while there can be multiple known classes or multiple novel
classes, as shown in the confusion matrix, we still refer to this problem as binary, as there
are no distinctions between multiple novel classes, i.e. all accurate or inaccurate labeling of
novel classes are grouped within one class (FP, FN, or TP). As we will further discuss in
the following sections, employing binary evaluation metrics when there are multiple novel
classes may not be optimal, as they will not compute the misclassification between novel
classes and therefore not accurately capture the performance of the employed algorithms.

With the above definitions of TP, FP, FN, and TN, most metrics commonly used
in binary classification for batch learning could, in theory, be applied to the binary ND
problem. However, since ND problems often exhibit class imbalance, with typically far
more samples from known classes than from novelties, some metrics may not be suitable
for evaluation, as discussed in the previous chapter [92]. In the following sections, we
describe the metrics that have historically been used to evaluate the binary ND problem.
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Table 5.1: Confusion matrix of a binary novelty detection problem

Predicted Values
Known Classes Novelty Patterns
C0 C1 ... Ck NP1 NP2 ... NPj Unk

Actual
Values

Known
Classes

C0 TN FE FE FE

FP
C1 FE TN FE FE

... ...
Ck FE FE FE TN

Novel
Classes

Ck+1

FN TP...
Cm

Accuracy and Error Rate

Accuracy (cf. Equation (5.1)) and its complement the error rate (Err) (cf. Equation (5.2)),
are widely used in batch learning scenarios and have also been applied to the ND case.
An interesting property of the error rate is that it considers the misclassification between
known classes (FE) which might be desirable depending on the context. However, as
mentioned previously, since both metrics do not consider the misclassification between the
novel classes, they are classified as binary metrics.

Moreover, it is important to emphasize that accuracy and error rate have been shown
to be inadequate in imbalanced scenarios, as the majority class disproportionately influ-
ences these measures compared to the minority class [32]. As mentioned in the previous
section, ND often exhibits such scenarios, where the known classes contain significantly
more samples than the novel classes. Their use should therefore be considered carefully
depending on the context.

Accuracy =
TP + TN

N
(5.1) Err =

(FP + FN + FE)

N
(5.2)

Fβ Measure

The Fβ measure is a well-established metric that we examined in the previous chapter in
the context of imbalanced domains. It has also been used quite extensively in the ND
domain (e.g. [3,29,47,48,160]). However, since the positive class corresponds to the novel
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classes in the stream, this metric exclusively evaluates whether or not the algorithm can
correctly identify novel samples. This behaviour may be adequate in certain domains
where detecting the novelties is typically solely the aim of the algorithm, such as intrusion
detection in cybersecurity or fraud detection, but might not be suitable in domains where
classifying correctly the known classes is also relevant.

Mnew and Fnew Measures

Mnew (cf. Equation (5.3)) and Fnew (cf. Equation (5.4)) are metrics that have been defined
and used extensively for the binary ND problem [117, 200]. They, respectively, represent
the percentage of novel class samples misclassified as a known class and the percentage of
known class samples misclassified as a novel class [152].

While these two metrics specifically evaluate the ND task, as they compute the misclas-
sification of novel classes into known ones as well as the opposite, they also present several
limitations: (i) as seen in Table 5.1, they will consider samples labeled as unknown as
correctly predicted (TP) for unknown classes and as incorrect (FP) for known classes [55];
(ii) they necessitate the tracking of two individual metrics; and (iii) they do not compute
the misclassification between multiple known classes.

Mnew =
FN

Nc

· 100 (5.3) Fnew =
FP

N −Nc

· 100 (5.4)

5.2.2 Multi-class Scenario

Considering the limitations of the binary scenario discussed in the previous section, it is
possible to consider the ND problem as a multi-class scenario, by considering the error
of each class independently from each other. Doing so results in the confusion matrix
seen in Table 5.2, where TPA represents the number of TP in class A (i.e. the number of
samples from class A correctly classified as such) and EA,B represents the number of samples
misclassified in class B that were actually from class A, as defined by Tharwat [210]. Using
this notation, we can easily compute the FN and FP for any known class A, as shown
respectively in Equations 5.5 and 5.6, for m total classes and J NPs.

It should be pointed out that the bottom right section of this confusion matrix, which
represents novel classes detected as NPs, is not filled (TPA and EA,B). This is because the
NPs detected by the model cannot directly be linked to the true class labels of the novel
samples, as they might have been discovered in an unsupervised way, and there might be
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multiple NPs representing a single novel class. Faria et al. [55] propose to take the most
frequent true label in each NP, to associate each of them with a true label, which would
allow the confusion matrix to be completed with the missing terms. The metrics presented
in this section were all proposed in the same framework [55], which combined with our
previous work [90], is to the best of our knowledge, the only framework addressing the
proper evaluation of multi-class in ND. Hence, the rest of this section assumes the use of
this technique to associate NPs with true class labels. However, our proposed framework,
presented in Section 5.3, does not require this assumption.

FNA =
k∑︂

i̸=A

EA,i +
J∑︂

j=1

EA,NPj
(5.5)

FPA =
m∑︂

i̸=A

Ei,A (5.6)

Table 5.2: Confusion matrix of a multi-class novelty detection problem

Predicted Values

Known Classes Novelty Patterns
C0 C1 ... Ck NP1 NP2 ... NPj Unk

Actual
Values

Known
Classes

C0 TP0 E0,1 ... E0,k E0,NP1 E0,NP2 ... E0,NPj
Unk0

C1 E1,0 TP1 ... E1,k E1,NP1 E1,NP2 ... E1,NPj
Unk1

... ... ...

Ck Ek,0 Ek,1 ... TPk Ek,NP1 Ek,NP2 ... Ek,NPj
Unkk

Novel
Classes

Ck+1 Ek+1,0 Ek+1,1 ... Ek+1,k ? ? ... ? Unkk+1

... ... ...

Cm Em,0 Em,1 ... Em,k ? ? ... ? Unkm

Combined Error

The Combined Error (CER) (cf. Equation (5.8)), is a commonly used measure for tradi-
tional multi-class classification in batch learning. It combines and can be defined as the
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weighted average of the FPR and FNR (cf. Equation (5.7)). It is worth noting that, as de-
fined in [55], it does not take into consideration the samples predicted as unknown (UnkA)
in its computation.

FPRi =
FPi

FPi + TNi

FNRi =
FNi

FNi + TPi

(5.7)

CER =
1

2

m∑︂
i=1

#ExCi

#Ex
(FPRi + FNRi) (5.8)

where #ExCi represents the number of samples of class Ci, #Ex the total number of
samples, and m the total number of classes.

Akaike Information Criterion

An important characteristic to take into account when evaluating multi-class scenarios is
the complexity of the model. Indeed, when using the technique previously mentioned to
assign each NP to a class label, a model could assign each identified novel sample to its
own NP and therefore have no misclassification error between novel classes, as long as it
can discern them from known samples. However, having a multitude of small, indepen-
dent clusters is undesirable, hence, Faria et al. [55] propose an adaptation of the Akaike
Information Criterion (AIC) (cf. Equation (5.9)) to compute the complexity of the model,
where a higher value implies a more complex model.

AIC = −2 ln(1− CER) +
2p

ln(N)
(5.9)

where p is the number of classes detected by the ND algorithm (NPs and known classes)
and N is the total number of samples without those labeled as unknown.

Unknown Rate

As a solution to the problem of having samples labeled as unknown being computed as
correctly classified novelties, as previously mentioned in the binary scenario, the authors
propose to exclude them from the computation of the other metrics (CER and AIC) and
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instead compute the Unknown Rate (Unk) (cf. Equation (5.10)) which represents the rate
of samples classified as unknown, or the percentage of samples in the buffer prior to the
creation of a NP. This metric is useful in specific scenarios where granularity is important,
such as when diagnosing which specific classes are being properly detected, and therefore
we do not change it in this study.

Unk =
1

m

m∑︂
i=1

#Unki
#ExCi

(5.10)

where #Unki represents the number of samples of class i classified as unknown, #ExCi

the total number of samples of class i, and m the total number of classes.

5.2.3 Summary

In this section, we presented the metrics that have been historically used to evaluate ND
algorithms in both binary and multi-class scenarios. We demonstrated a few problems with
some of these metrics in correctly assessing the performance depending on the context, as
well as a lack of a common framework used when evaluating these algorithms. In the next
section, we will propose a comprehensive framework to mitigate these issues and allow for
a better comparison between algorithms.

5.3 Evaluation Framework

In this section, we present an extension of the evaluation framework we first proposed [90].
We propose this framework with the aim of solving some of the limitations currently present
in the evaluation of ND in the literature and to unify the assessment of these algorithms.

5.3.1 Data Stream Characteristics

First of all, we advocate in our proposed framework for the reporting of the data charac-
teristics used when evaluating a model in ND scenarios. Just like the data used to train
a model or the ratio between the train and test set in batch learning, these types of set-
tings can greatly influence the performance of the algorithm tested, as we will empirically
demonstrate in a later section. This problem is exacerbated in the context of ND, as other
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parameters such as which classes are used as the known/unknown classes and the order of
the samples come into play. Moreover, as most datasets used in the field are not inherently
DSs but rather converted from batch datasets, the way these datasets are converted relies,
more often than not, on the researchers performing the evaluation, which can vary vastly
and lead to over-optimistic performance or produce biased evaluation without proper re-
porting of these characteristics. Considering this issue and based on our experimental
analysis, we have curated a list of four main data characteristics that should be reported
on in our framework.

• Time Between Novel Classes (t) This characteristic corresponds to the time in
between the appearance of each new class in the DS. A time of 0 (t = 0) coincides
with no time between the arrival of the classes, hence the samples of multiple novel
classes can appear one after the other.

• Ratio of Offline Samples (r) Similar to the train/test ratio in batch learning,
this characteristic represents how much of the original dataset is used for the initial
training of the algorithm in the offline phase. It ranges from 0 to 1, representing a
percentage of the total number of known class samples available.

• Ratio of Known Classes (n) This aspect depicts how many classes within the
dataset are presented to the algorithm during its offline phase, it ranges from 0 to 1,
representing a percentage of the total number of classes. It is important to note that
not only the ratio needs to be reported for this characteristic, but also which specific
classes were considered, as some classes might be easier to detect when considered
known and harder when considered novel, or vice versa.

• Concept Sparsity (s) Lastly, this characteristic refers to the temporal density of
samples from the same class in the DS, in other words, whether instances of a given
class arrive in contiguous blocks or are sparsely interleaved with other classes. We use
s to control this effect. When s = 1, all classes are selected with equal probability,
resulting in a random selection. A value of s > 1 means that the class that appeared
most recently has s times greater weight than any other class, hence increasing the
probability that the last class will reappear consecutively, while a value of s < 1
reduces the likelihood that the same class appears again in succession. As most ND
algorithms implement the idea of a buffer and will remove samples that remain in it
for too long, an algorithm may more easily identify a novel class when samples from
that class arrive all at once, in a concentrated manner. Conversely, a novel class that
is very sparsely distributed throughout the stream may be more difficult to detect.

107



5.3.2 Classification Evaluation

In this section, we review the metrics we first presented in our previous work [90] and that
we propose to use for the evaluation of the classification performance of algorithms in our
proposed framework. We argue that these metrics offer numerous advantages compared to
others that we have reviewed in Section 5.2, as we will discuss in the coming sections.

Binary Scenario For the binary scenario, where the aim is to exclusively detect whether
a sample belongs to a known class or a novel class, we suggest the use of Mβ (cf. Equa-
tion (5.11)), which refers to the harmonic mean of the complement of both Mnew and Fnew.
We believe it presents several advantages compared to other metrics, as it: (i) evaluates
both misclassifications in novel classes and known classes, compared to Fβ, for example,
which focuses primarily on novel samples; (ii) can be adjusted with the value of β to give
more weight to either correctly classifying the novel classes (β < 1), or the known classes
(β > 1) depending on the context; (iii) necessitates to only track one metric which allows
for easier comparison between models; and (iv) can be used in imbalanced domains, as
Mnew is computed using only the total number of novel samples in the stream rather than
all samples.

Mβ = (1 + β2) · (1−Mnew/100) · (1− Fnew/100)

(β2 · (1−Mnew/100)) + (1− Fnew/100)
(5.11)

Multi-Class Scenario For the multi-class scenario, where there is a need to evaluate
the inter-misclassification between novel classes and known classes, we suggest the use of
the AMI. Commonly used in the unsupervised domain, the use of this metric allows us to
avoid the problem of mapping the NPs to a true label which we discussed in Section 5.2.2.
Moreover, it presents numerous advantages compared to the use of CER and AIC which we
discussed in previous work [90]. Specifically, it: (i) is adjusted for chance and will provide
a value close to 0 for a random clustering and (ii) is bounded (between 0 and 1) which
provides a baseline and allows for comparison between different datasets whereas AIC is
not; (iii) combines both the evaluation of the classification and model’s complexity in one
metric rather than two; and (iv) is adapted to use in imbalanced scenarios [177].

AMI(U, V ) =
MI − E[MI]

mean(H(U), H(V ))− E[MI]
(5.12)

where U and V are two clusters (partitions), MI is the mutual information of those par-
titions, E[MI] is the expected mutual information, and H(x) is the entropy of x.
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5.3.3 Temporal Aspect

The last facet of our proposed evaluation framework is the evaluation of the performance
related to the temporal aspect of the DS. Indeed, as DSs are inherently temporal and nu-
merous ND algorithms will not detect novel classes when they first appear in the stream
as they need to gather more data before declaring an NP, the time (or number of samples)
needed for the model to identify the novel class is an important aspect to evaluate as in
certain contexts, such as cybersecurity or fraud, detecting an NP as soon as possible is
paramount. Hence, we introduce two new metrics in our framework, namely the Time To
Detection (TTD) (cf. Equation (5.13)) and the Time To Classification (TTC) (cf. Equa-
tion (5.15)). The former computes the number of samples of a specific novel class that is
necessary for each novel class to be detected as an NP (other than known or unknown),
while the latter is an ongoing average, which computes the average number of samples it
takes to classify a class as other than unknown. An illustrative example showing how these
two metrics are computed on a DS is provided in Figure 5.1.

TTDi =

TFDi∑︂
j=TFAi

[cj = i] (5.13)

where TFAi is the time of first appearance of the novel class i, TFDi the time when it was
first detected as an NP, and cj is the true class label of the jth sample of the stream.

tn,i =

TLDi∑︂
j=TLAi

[pj = Unk] (5.14)

TTCi = mean({t0,i, ..., tn,i}) (5.15)

where tn,i represents the number of samples needed for class i to be classified the nth time
it was detected, TLAi is the time of last appearance of the class since tn−1,i, TLDi the last
time it was classified as other than unknown, and pj the predicted class label on the jth
sample of the stream.

The new proposed metrics based on the time needed to classify an NP are a novel and
essential way to evaluate the performance of the algorithms that had not been considered
in previous research.
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Figure 5.1: Visual representation of the proposed temporal evaluation metrics

5.4 Experiments

This section reviews the empirical evaluation of the proposed evaluation framework through
the testing of different ND algorithms on multiple datasets, both binary and multi-class.
Our objectives with this empirical study are mainly to: (i) show the impact that different
DSs characteristics have on the performance and the necessity of reporting them correctly;
(ii) compare the classification performance obtained using the metrics proposed in our
framework against the previously used metrics; and (iii) demonstrate the utility of the
novel metrics we proposed concerning the temporal aspect of DSs. Each of these objectives
will be analyzed in its corresponding section below.

The first objective is explored in Section 5.4.2, where we demonstrate how much of an
impact each data characteristic has on the overall performance of each algorithm, in both
the binary and multi-class settings. The second objective is covered in Section 5.4.2, in
which we examine the correlation between our proposed metric, AMI, and previously used
metrics like CER, demonstrating that CER often overestimates ND algorithm performance.
Finally, Section 5.4.2 addresses our third objective by evaluating our proposed temporal
metrics (TTD and TTC) and demonstrates their effectiveness in detecting an algorithm’s
ability to quickly identify novel classes in real-time scenarios.
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5.4.1 Methodology

Table 5.3: Overview of the binary datasets characteristics used in the experiments

Name No. of features No. of samples Type
Adult 104 45222 Real

Credit Card 30 284807 Real
Electricity 14 45312 Real

NOAA 8 18159 Real
Random RBF 10 100000 Synthetic
Random Tree 12 100000 Synthetic

Table 5.4: Overview of the multi-class datasets characteristics used in the experiments

Name No. of Classes No. of features No. of samples Type
Connect4 3 126 67557 Real

Gas Sensor 6 128 13910 Real
Nursery 5 27 12960 Real

Powersupply 24 2 29928 Real
Rialto 10 27 82250 Real

Room Occupancy 4 16 10129 Real
SensIT 3 100 98528 Real
Shuttle 7 8 58000 Real

Random RBF 4 10 100000 Synthetic
Random Tree 4 12 100000 Synthetic

The experiments in this section were conducted on a total of six binary datasets and ten
multi-class datasets using a mix of real-world and synthetic datasets, as shown in Tables 5.3
and 5.4 for binary and multi-class, respectively. Additionally, all real-world multi-class
datasets were binarized using a one-vs-rest method, where the most occurring class was
labeled as one class against all other labels, resulting in a total of 24 datasets. The majority
of these datasets were taken from the USP DS Repository [198], when available. Four well-
known ND algorithms were evaluated, namely MINAS [56], ECHO [114], ECSMiner [147],
and ECSMinerWF, an adaptation of ECSMiner without external feedback [56].

The three types of algorithms selected for our testing perform ND in a similar manner.
During the offline phase, they first establish an ensemble of models representing the known
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classes using a portion of the data. In the online phase, they classify incoming samples,
identify outliers in the DS using this ensemble, and temporarily store these outliers in a
buffer, where they may eventually be clustered into NPs. The main differences between
the three approaches lie in how they handle concept drift and use true labels. ECSMiner
trains a new classifier when a certain number of instances are labeled. In contrast, MI-
NAS computes the distance between clusters of outliers and known clusters, updating the
known cluster if this distance is below a certain threshold. ECHO detects concept drift by
monitoring the classifiers’ confidence scores and updates the classifiers when a decrease in
confidence is observed. Regarding access to true labels, both ECHO and ECSMiner require
labeled instances of the DS after a delay. However, ECHO only needs a limited number
of instances based on the classifiers confidence scores, while ECSMiner requires all data
instances to be labeled. On the other hand, MINAS operates in a completely unsupervised
manner, without the need for any labeled data [56,92,114,147].

Given the number of datasets tested and their varying characteristics, establishing a
consistent methodology for evaluating each data characteristic, as presented in Section 5.3,
was essential. For instance, a time between novel classes (t) of 10000 samples may be
suitable for a dataset containing 500000 samples, but inadequate for one with only 20000
samples. Therefore, we developed the following methodology to determine each data at-
tribute value in our experiments, which takes into account the specific characteristics of
each dataset:

• Time Between Novel Classes (t) The time between novel classes was calculated
by multiplying a factor (f) by the number of known class samples over the total
number of classes, including unknown classes. (cf. Equation (5.16)).

• Ratio of Offline Samples (r) The ratio of offline samples is used as is. It is
computed on the total of known class samples.

• Ratio of Known Classes (n) To designate known classes, we ranked classes in
descending order based on the number of samples, initially using those with the
highest counts as known classes. This characteristic was only tested on multi-class
datasets as it does not apply for binary datasets.

• Concept Sparsity (s) Concept sparsity was applied directly, as it is unaffected by
the dataset’s specific characteristics.

t = f ∗ # known class samples
total # of classes

(5.16)
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Using this methodology, we tested several variations of these characteristics on the
selected datasets. Specifically, we selected a time between novel classes computed using
the aforementioned factor f ∈ {0, 0.1, 0.2}, a ratio of offline samples r ∈ {0.2, 0.5, 0.8}, a
ratio of known classes n ∈ {0.2, 0.5, 0.6}, and a concept sparsity s ∈ {0.1, 1, 100, 1000}.
These values were chosen to simulate scenarios across a wide range of conditions. We aimed
to model cases where either a small or large amount of data is available offline, and the
inverse during the online phase. Additionally, we intended to obtain distinct numbers of
known classes when converting the known class ratio into an absolute value based on the
number of classes available for each dataset. However, it is important to note that, while
uncommon, this translation of the known class ratio into an integer can occasionally result
in the same number of known classes for different scenarios, as seen in the Nursery dataset
(cf. Figure 5.6(a)) where n = 0.5 and n = 0.6 yield the same outcome. To determine
the impact of each data characteristic independently of one another, we performed our
experiments, similarly to an ablation study, by starting with a baseline and modifying
only one data characteristic at a time. This baseline, selected based on commonly used
parameters in the field, consisted of no wait time between novel classes (f = 0), 20% of
the known class samples selected for the training (r = 0.2), 20% of the classes selected as
known (n = 0.2), and no particular sparsity (s = 1). We evaluated each data characteristic
against this baseline across every dataset and algorithm combination, resulting in a total
of over 1300 experiments.

The hyperparameters of each tested algorithm were tuned on each dataset using the
baseline. A grid search was employed, selecting the parameter combination that yielded
the highest AMI over either 5% of the total dataset samples, or 10000 samples, whichever
was greater.

5.4.2 Results and Discussion

Impact of Data Characteristics

In this section, we analyze and show the impact on the performance of the different DSs
characteristics we included in our evaluation framework in order to justify the necessity
of reporting them when evaluating ND algorithms. Using the baseline established in Sec-
tion 5.4.1, we computed the mean, median, and standard deviation of both the M1 (Mβ

with β=1) and AMI (for multi-class datasets) for each individual dataset. We then de-
termined the difference in these values when varying each data characteristic individually
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compared to the baseline. Next, we averaged these results across binary and multi-class
datasets independently, as presented in Tables 5.5 and 5.6, respectively. This approach
allows us to provide an accessible summary of each data characteristic’s effect across all
experiments, which is challenging given the large number of experiments conducted (over
1300).

Additionally, for each data characteristic, we present plots illustrating the performance
of the worst and best algorithm-dataset combination relative to the baseline, using the
average M1 for binary datasets and AMI for multi-class. Specifically, the best-case scenario
highlights the algorithm with the highest average increase in performance compared to the
baseline, while the worst-case scenario shows the algorithm with the largest decrease. The
baseline is consistently represented by a blue dashed line in each plot. To make this
work easier to read, only these representative plots are shown. However, all other plots,
along with the source code and raw data for every experiment, are available in an online
repository1.

It is also important to note that each data characteristic impacts each algorithm and
dataset differently, and as such, the goal of this section is not necessarily to reach a broad
consensus on whether changing a characteristic in a certain way leads to a positive or
negative performance gain, but rather to display how impactful they can be in DSs and
why researchers should report them to ensure repeatability and fair performance evaluation.

Time Between Novel Classes Table 5.5 presents the impact of adding various interval
of time between the appearance of new classes in the DS on binary datasets. Compared
to the baseline (f = 0), introducing a small wait time ratio (f = 0.1) leads to an overall
increase in performance, based on the average and median, for most algorithms with the
exception of ECSMiner. This exception could be attributed to ECSMiner being a super-
vised algorithm and therefore not benefiting from the appearance of novel classes after a
delay since it can adapt more effectively when they appear gradually as it can leverage the
availability of their true labels. Increasing the wait time ratio further (f = 0.2) results
in even more pronounced performance improvements for the majority of algorithms, while
ECSMiner continues to show no significant change. Another interesting observation is the
increase in standard deviation across all algorithms when incorporating these delays be-
tween the appearance of novel classes. This suggests that although adding time intervals
can enhance performance, the results can vary depending on the dataset and algorithm.
These results echo the importance of reporting on data characteristics such as this one to
ensure the replicability of the results and prevent potential misinterpretations.

1https://github.com/jgaud/PerformanceEvaluationNDDataStreams
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Table 5.5: Difference of performance on different characteristics compared to a baseline
(tested− baseline) over binary datasets (positive in boldface).

M1

Change compared
to baseline

Characteristic Value Algorithm Mean Median Std

Time
between

novel classes

0.1

MINAS 0.091 0.074 0.045
ECHO 0.103 0.074 0.072

ECSMiner 0.005 -0.004 0.033
ECSMinerWF 0.105 0.067 0.118

0.2

MINAS 0.124 0.102 0.054
ECHO 0.103 0.084 0.059

ECSMiner 0.011 -0.007 0.057
ECSMinerWF 0.137 0.077 0.155

Ratio of
offline samples

0.5

MINAS 0.030 0.034 -0.013
ECHO -0.058 -0.085 -0.003

ECSMiner -0.110 -0.081 0.045
ECSMinerWF -0.088 -0.093 0.001

0.8

MINAS 0.071 0.073 0
ECHO 0.038 0.041 -0.020

ECSMiner -0.232 -0.296 0.018
ECSMinerWF -0.095 -0.102 0.004

Concept
sparsity

0.1

MINAS -0.006 -0.007 0.002
ECHO -0.011 -0.006 -0.015

ECSMiner 0.022 0.019 0.008
ECSMinerWF 0 0 0

100

MINAS -0.008 -0.005 -0.008
ECHO 0.043 0.033 0.031

ECSMiner -0.011 -0.005 -0.008
ECSMinerWF 0.004 0.003 0.002

1000

MINAS 0.025 0.012 0.045
ECHO 0.072 0.065 0.060

ECSMiner -0.026 -0.018 0.057
ECSMinerWF 0.068 0.049 0.065
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Table 5.6: Difference of performance on different characteristics compared to a baseline
(tested− baseline) over multi-class datasets (positive in boldface).

AMI
Change compared

to baseline

M1

Change compared
to baseline

Charac. Value Algo. Mean Mdn Std Mean Mdn Std

Time
between

novel classes

0.1
MINAS -0.001 -0.001 0.008 0.061 0.035 0.047
ECHO 0.006 0.001 0.025 0.072 0.049 0.049
ECSM -0.005 -0.007 0 -0.027 -0.033 0

ECSMWF -0.001 0.002 0.006 0.038 0.023 0.056

0.2
MINAS -0.005 -0.006 0.013 0.110 0.081 0.066
ECHO 0.020 0.013 0.021 0.099 0.077 0.048
ECSM -0.014 -0.016 0.003 -0.026 -0.033 0.007

ECSMWF -0.002 0.001 0.007 0.069 0.041 0.087

Ratio of
offline samples

0.5
MINAS -0.005 -0.004 0.002 -0.012 -0.009 0.007
ECHO 0.011 0.009 0.007 0.051 0.071 0.020
ECSM -0.036 -0.046 0 -0.064 -0.028 0.064

ECSMWF 0.015 0.017 0.005 -0.057 -0.057 0

0.8
MINAS 0.018 0.013 0.009 0.012 0.014 0.001
ECHO 0.068 0.078 0.025 0.156 0.209 0.040
ECSM -0.070 -0.074 0.007 -0.118 -0.071 0.095

ECSMWF 0.012 0.012 0.013 -0.068 -0.064 0.006

Ratio
known classes

0.5
MINAS 0 -0.002 0.002 0.032 0.021 -0.009
ECHO 0.158 0.166 -0.003 0.018 0.044 -0.004
ECSM -0.006 -0.010 -0.007 -0.066 -0.049 0.020

ECSMWF 0.082 0.086 0.001 0.074 0.069 0.020

0.6
MINAS 0.014 0.010 0.002 0.107 0.095 -0.004
ECHO 0.205 0.215 0.004 0.016 0.039 -0.012
ECSM 0.011 0.005 -0.013 -0.098 -0.069 0.008

ECSMWF 0.095 0.096 0.006 0.064 0.066 0.020

Concept
sparsity

0.1
MINAS -0.014 -0.018 0.002 -0.004 -0.004 -0.006
ECHO 0.003 0.004 -0.003 0.001 0.002 -0.009
ECSM -0.007 -0.011 0 -0.037 -0.049 0.003

ECSMWF 0 0.001 0 0.025 0.026 0.005

100
MINAS 0.005 0.007 0.006 -0.018 -0.027 -0.003
ECHO 0.002 -0.001 -0.001 -0.024 -0.023 -0.011
ECSM -0.046 -0.048 -0.003 -0.086 -0.092 -0.015

ECSMWF -0.002 0.003 -0.001 0 0.003 -0.003

1000
MINAS -0.003 -0.007 0.009 -0.075 -0.102 0.029
ECHO 0.010 0.010 0.006 -0.042 -0.051 0.018
ECSM -0.093 -0.109 0.001 -0.169 -0.178 0.014

ECSMWF -0.007 -0.001 0.002 0.018 0.008 0.045
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In the context of multi-class datasets presented in Table 5.6, a similar outcome can
be seen. The algorithms’ ability of distinguish between known and novel classes (M1) is
increased with the introduction of a delay between novel classes, with the exception of
ECSMiner. However, when evaluating AMI, this change in data characteristic does not
result in any significant difference. This indicates that while increasing the time interval
between novel classes generally allows the algorithms to better distinguish between known
and novel classes (M1), it does not appear to significantly affect their ability to distinguish
among the novel classes themselves (AMI).

Figures 5.2 and 5.3 illustrate the worst- and best-case scenarios on binary and multi-
class datasets, respectively. In the binary scenario’s worst case (cf. Figure 5.2(a)), the
addition of a wait time prior to the appearance of a novel class leads the algorithm (EC-
SMiner) to drop significantly in performance as soon as the novel class first appears. This
aligns with our previous analysis, indicating that ECSMiner, being supervised, likely ben-
efits from a gradual novel class appearance rather than a more dense appearance after a
delay. On the other hand, in the best case (cf. Figure 5.2(b)), ECSMinerWF initially fails
to detect the novel class entirely without the addition of a wait time prior to its appearance.
In the worst and best-case scenarios of the multi-class data in Figure 5.3, the AMI results
show less pronounced differences, but confirm our prior conclusions. The added interval
between novel classes does not lead to a global improvement or decline in the algorithm’s
ability to distinguish among novel classes, although it can still be significant, depending
on the specific dataset and algorithm.
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Figure 5.2: Effect of the time between the appearance of novel classes in binary scenarios
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Figure 5.3: Effect of the time between the appearance of novel classes in multi-class sce-
narios

Ratio of Offline Samples The ratio of offline samples does not show as much con-
sensus as the time between novel classes. As observed in Table 5.5 for binary datasets,
while the MINAS algorithm appears to benefit from an increase in offline samples, other
algorithms, particularly ECSMiner and ECSMinerWF, exhibit a notable decrease in per-
formance. ECHO also demonstrated varying results, where an intermediate offline sample
ratio (r = 0.5) led to reduced performance, but a higher ratio (r = 0.8) improved it.

In multi-class scenarios (cf. Table 5.6), the results are similarly mixed. In this case,
ECHO demonstrates the most improvement in both M1 and AMI when additional offline
samples are included, while other algorithms either show a performance decline, similar to
the binary scenario, or no significant change from the baseline, as seen with MINAS. It
is worth noting that increasing the samples used in the offline phase reduces those in the
online phase, potentially limiting the algorithm’s ability to gradually learn new classes.
Additionally, a higher density of known samples in the offline phase increases the density
of novel class samples in the online phase, potentially complicating the algorithm’s ability
to distinguish between classes and contributing to the different behaviours observed.

This behaviour is evident in the worst-case scenarios shown in Figures 5.4(a) and 5.5(a),
where the algorithm not only requires more time to recognize novel classes but also has a
shorter period for adaptation due to the shorter online phase. In particular, Figure 5.4(a)
illustrates that M1 performance, with an 80% offline ratio (r = 0.8), begins to improve

118



around 16,000 samples but is not able to potentially continue increasing before the stream
ends. Conversely, in the best-case scenarios (Figures 5.4(b) and 5.5(b)), this problem is
not seen as the performance of the baseline is either very low or does not increase as much.
These figures demonstrate why comparing different methods of creating the DS is flawed
and can result lead to evaluations. Indeed, these graphs show that the offline curve varies
in length depending on the ratio of offline samples used. A lower ratio leaves more samples
for the online phase, which provides more time for the algorithm’s performance to either
increase or decrease over the course of the DS.
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Figure 5.4: Effect of the ratio of offline samples in binary scenarios

Ratio of Known Classes As noted in Section 5.4.1, the ratio of known classes was
exclusively tested on multi-class datasets as it is not applicable to binary datasets. Exam-
ining the results in Table 5.6 reveals that most algorithms, with the exception of ECSMiner,
benefited from an increased number of known classes. Specifically, each of these algorithms
demonstrated an improvement in averaged M1 score indicating an improvement in the al-
gorithms’ ability to detect between novel and known classes. Given that most of these
algorithms operate in an unsupervised fashion during the online phase, the results align
with expectations that incorporating more classes in the supervised, offline phase would
enhance performance. Conversely, similar to previous results, as ECSMiner performs in
a supervised fashion in the online phase, it does not seem to benefit, but rather is dis-
advantaged by having a higher ratio of known classes. Furthermore, looking at the AMI
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Figure 5.5: Effect of the ratio of offline samples in multi-class scenarios

metric, two algorithms, namely ECHO and ECSMinerWF saw notable improvements in
their ability to effectively separate and classify the different classes. ECHO, in particular,
exhibited a higher average increase (20.5% vs. 15.8%) with the highest ratio of known
classes (60%) compared to the lower percentage (50%). These results once again highlight
the importance of reporting on these data characteristics, as some algorithms may benefit
significantly, improving by over 20%, while others may not.

The worst and best-case scenario graphs for this change are shown in Figure 5.6. Look-
ing at the worst-case result (cf. Figure 5.6(a)), it shows an example of how adding more
known classes, in the case of ECSMiner, resulted in a lower performance. Specifically on
this particular dataset, the 50% and 60% ratios of known classes resulted in the same num-
ber of known classes (3 classes) due to the low number of classes in the dataset (5 classes)
which explain the identical results. In contrast, the best-case result (cf. Figure 5.6(b))
shows that ECHO leveraged the additional known classes, achieving over a 70% increase
for the intermediate ratio of known classes (n = 0.5) and a smaller yet notable improvement
at the highest ratio (n = 0.6) on this particular dataset.

Concept Sparsity In this work, we introduce the concept sparsity as a novel data char-
acteristic, which, to our knowledge, has not been explored in prior research. As mentioned
before, concept sparsity refers to the probability that the same class appears in a row in
the DS. The baseline used of 1 (s = 1) implies that all classes have the same chance of
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Figure 5.6: Effect of the ratio of known classes in multi-class scenarios

appearing at any point, while a value of less than 1 decreases the probability that the same
class appears twice or more in a row, and a value greater than 1 increases this probabil-
ity. Analyzing the aggregated results for both binary and multi-class datasets (Tables 5.5
and 5.6) the lowest tested sparsity level (s = 0.1) showed minimal impact on algorithm
performance. ECSMiner, the algorithm with the largest change, displayed a 2.2% average
M1 increase on binary datasets, but a 3.7% decrease on multi-class datasets. Although
a slight decrease in performance was anticipated due to fewer samples of the same class
appearing consecutively, this limited impact is likely due to the low sparsity value (10%)
and the buffer in these algorithms, which allows them to retain novel samples over time
and mitigate this effect.

This trend of having different results between binary and multi-class datasets is also
continued when looking at the sparsity levels higher than 1. Specifically, on binary datasets
(cf. Table 5.5), the intermediate level (s = 100) resulted in a mitigated change in perfor-
mance with a small bump in performance for ECHO, while the highest (s = 1000) showed
an increase in average M1 across the board, except for ECSMiner. On the other hand,
multi-class datasets (Table 5.6) displayed the opposite, showing a significant decrease in
M1 score, except for ECSMinerWF which seems to be somewhat unaffected. On AMI
performance, most algorithms other than ECSMiner, which show a significant decrease,
are largely unaffected by the change in sparsity.

These findings suggest that higher sparsity levels yield small performance gains on
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binary datasets for most algorithms but significantly lower performance on multi-class
datasets. However, it is essential to note that, based on our results, the concept sparsity’s
effect varies substantially by dataset and algorithm, even more so than other data char-
acteristics. This variability is illustrated by the worst- and best-case scenarios on binary
datasets in Figures 5.7(a) and 5.7(b). In the worst-case (cf. Figure 5.7(a)), ECHO’s per-
formance on this particular dataset remained close to baseline under lower sparsity levels
(s = 0.1 and s = 100), but dropped to zero around a thousand samples with the highest
sparsity level (s = 1000). Here, the stream contained only novel samples initially, and
once known class samples were introduced, the algorithm failed to detect any as known.
In the best-case scenario (cf. Figure 5.7(b)), the graph shows a similar drop in ECHO’s
performance around a thousand samples at the highest sparsity level (s = 1000). However,
in this case, the algorithm recovers as soon as it learns the class that was introduced and
maintains a much higher score than the baseline. These graphs emphasize the variability in
performance that the same algorithm can exhibit, depending on the dataset. In the multi-
class case, the worst-case (cf. Figure 5.8(a)) displays ECSMiner, which as we discussed
earlier, seems to perform worse in all cases where the sparsity was changed compared to
the baseline, while the best-case (cf. Figure 5.8(b)) shows that MINAS benefitted, in this
particular case, from an increase in the sparsity.

In conclusion, our findings illustrate that concept sparsity can significantly impact
algorithm performance, whether positively or negatively, depending on the dataset and
algorithm used. To our knowledge, no prior work has examined this data characteristic;
however, as our study demonstrates, concept sparsity can meaningfully influence ND results
and should therefore be reported when evaluating such algorithms.

Comparison of the Proposed Framework

In this section, we compare the classification performance of the metric we proposed for
the evaluation of ND algorithms (AMI) compared to the previously used metric (CER)
in order to demonstrate some of its advantages. Specifically, we explore the correlation
between these metrics and highlight how evaluating multi-class ND algorithms using AMI
accounts for model complexity without requiring additional metrics, contrary to CER, one
of the few other metrics proposed for such scenarios, which does not.

We computed the mean of both metrics on every experiment performed in this study
and plotted a pairwise comparison shown in Figure 5.9. It is worth noting that we used the
inverted CER for a better comparison between the two metrics, as normally, a lower value of
CER represents a better score, while a lower value of AMI is worse. Moreover, while CER is
bounded between 0 and 1, AMI is only bounded to 1 and can output a negative value, with
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Figure 5.7: Effect of the concept sparsity in binary scenarios
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Figure 5.8: Effect of the concept sparsity in multi-class scenarios
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0 representing a random classifier. With this into consideration, Figure 5.9 shows that AMI
did not display values much lower than 0, which is to be expected as ideally, the algorithms
perform better than a random classifier, while the values of inverted CER tended to be much
higher than AMI, even for scenarios that performed poorly when looking at the latter. This
can be explained by the fact that CER does not take the complexity of the model (number
of clusters) into consideration, which is why the authors originally proposed to combine it
with another value (AIC) to evaluate it, as mentioned in Section 5.2.2. Otherwise, as shown
in the plot, CER tends to overestimate the performance of the algorithms. Specifically, we
observe that many results with an AMI near 0, indicative of a random or uniform label
assignment, achieved an inverted CER ranging from approximately 0.4 up to a perfect score
of 1.0. Conversely, the absence of points in the lower-right quadrant below the identity line
indicates that no cases exhibited a high AMI value with a very low CER, demonstrating
that the algorithm consistently avoided falsely suggesting strong performance when it did
not accurately classify the samples. In these cases, the use of AMI allows us to take into
account the complexity of the model, and uniform label assignment, using only one metric
and to compare between datasets as it offers a baseline, which AIC does not.
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Figure 5.9: Correlation between AMI and Inverted CER on multi-class datasets
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Temporal Metrics

In this section, we address our third objective, which is to demonstrate the utility of the
proposed novel metrics in relation to the temporal aspects of DSs (TTD and TTC). To this
end, as in Section 5.4.2, we present the data characteristics in a worst-case scenario for both
TTD and TTC, representing the maximum increase compared to the baseline established
in Section 5.4.1 and excluding cases where the algorithm did not find the novel class.
This approach highlights the relevance of temporal aspects in DSs and underscores the
importance of evaluating them when assessing these scenarios. The ratio of known classes
is not considered here, as varying unknown classes across experiments make comparisons
between changes and the baseline impractical.

Starting with the TTD metric, the worst-case scenario occurred when the ratio of of-
fline samples increased on the SensIT (binarized) dataset using ECSMiner. Table 5.7 shows
that the TTD of the dataset’s only unknown class (Class 0) rose significantly with each
increase of the offline sample ratio. This indicates that the algorithm took a lot longer in
order to detect this specific novel class. TTD allows us to identify classes problematic for
the algorithm and assess its adaptability in quickly identifying novel classes, a very im-
portant capability in scenarios such as intrusion detection. In addition, we also examined
TTC and M1 in this scenario, demonstrating the distinct insights each metric provides, as
shown in Figure 5.10. M1 was selected due to the dataset’s binary nature. Figure 5.10(a)
shows that, while TTC values are generally low, they increase slightly with a higher ratio
of offline samples, reflecting that while the time needed to detect the novel class (TTD)
increases, the classification time post-detection (TTC) does not significantly decrease at
higher offline sample ratios. Lastly, M1 in Figure 5.10(b) illustrates a performance decline
as the offline sample ratio rises, reinforcing each metric’s unique perspective. These find-
ings underscore the value of incorporating multiple metrics to provide a comprehensive
evaluation of temporal aspects in DSs.

Table 5.7: Impact of Offline Sample Ratio on the ECSMiner Algorithm’s TTD Performance
for the SensIT (binarized) Dataset

Ratio Offline TTD Class 0

0.2 (Baseline) 2989
0.5 7379
0.8 13898

In the second scenario, where the most significant increase in TTC compared to the
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Figure 5.10: Effect of the ratio of offline samples for the ECSMiner algorithm on the SensIT
(binarized) dataset

baseline was observed, it occurred in class 0 (a known class) of the Nursery dataset with the
MINAS algorithm when increasing the concept sparsity. Figure 5.11(a) shows a drastic rise
in TTC after increasing the sparsity to 100, and further to 1000. The graph demonstrates
that, while TTC values increase gradually over the course of the DS in all cases, as new
classes are introduced, higher sparsity exacerbates the algorithm’s difficulty in classifying
the known class. This behaviour may be due to higher sparsity levels, making it more likely
for identical classes to appear consecutively, which could cause the algorithm to forget other
known classes, making them harder to classify. As before, we also provide an additional
performance metric to evaluate the algorithm’s overall performance, in this case AMI, given
that the dataset is multi-class, as shown in Figure 5.11(b). Here, we observe that the results
with the highest performance are actually the ones with the highest sparsity (s = 100 and
s = 1000), demonstrating once again the different conclusions that each metric can give,
where while the higher sparsity increases the algorithm’s overall performance in detecting
and classifying novel classes on this dataset, it also at the same time increases the time
needed to classify the known class.
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Figure 5.11: Effect of the concept sparsity for the MINAS algorithm on the Nursery dataset

5.5 Summary

In this chapter, we present a formalization of an evaluation framework for ND which aims
to resolve some of the issues that currently afflict the field, namely the common use of solely
binary metrics on multi-class problems that do not provide a fair evaluation of the models,
as well as the lack of a common set of evaluation standards, which makes repeatability and
comparisons difficult. First, our proposed framework outlines four main data characteristics
that should be set and reported when evaluating ND algorithms, specifically the time
between novel classes, the ratio of offline samples, the ratio of known classes, and the
concept sparsity. We also empirically demonstrated, on multiple different datasets and
algorithms, the impact, both positive and negative, that each of these characteristics can
potentially have on the end result, which can be quite significant. Secondly, our evaluation
structure suggests the use of two metrics, Mβ, and AMI, for the binary and multi-class
scenarios, respectively, which allow us to easily track the model’s classification performance
through only one metric which is more easily comparable. We also demonstrated that the
use of the proposed metric, specifically for multi-class, allows us to also take into account
the complexity of the model, and avoid an over-optimistic evaluation when the model
outputs too many small, independent NPs compared to currently used metrics in the field.
Lastly, we propose two novel metrics to evaluate the temporal aspect of ND (TTD and
TTC), an aspect currently not evaluated in most works that is an important feature to
consider in many applications. We also empirically showcase how these metrics can be
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used, their relevance when evaluating such scenarios, and the unique insights they offer
compared to traditional performance metrics.

We hope that this work can serve as a future reference for properly evaluating ND
algorithms in DSs scenarios, as well as entice future work in this field, which could include
the exploration of the impact of concept drift or the addition of other data characteristics.
We also use this work as a baseline for evaluating our proposed algorithm, which will be
discussed in Chapter 7.
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Chapter 6

Detection of Novel Cyberattacks Using
Multi-Binary Classifiers

This chapter focuses on our third and fourth objectives introduced in Chapter 1 and
presents an early precursor implementation of a novel approach for novelty detection using
multiple binary classifiers and threshold filters. The goal of this approach is to enable online
updates without taking the model offline while limiting the number of false detections. This
early work represents a first step toward our broader objective of implementing a complete
architecture for novelty detection, and here we focus only on the classification component
to ensure its validity before integrating it into the final system.

The contents of this chapter are based on the following paper:

Jean-Gabriel Gaudreault and Paula Branco. Detection of novel cyberattacks using
multi-binary classifiers. In 2024 34th International Conference on Collaborative Advances
in Software and COmputiNg (CASCON), pages 1–9, 2024

While the initial publication of this work demonstrated results solely on network intru-
sion datasets, we also performed experiments on a wider range of datasets from different
domains to verify the robustness of the approach before extending it into a fully fledged
ND algorithm. We therefore expand upon the original work in this chapter to include these
additional results, providing a broader perspective in this thesis.
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6.1 Introduction

As computer systems have become an essential part of our daily lives, so have cyberattacks
from malicious actors. Given the vast quantity of data being transferred, system admin-
istrators have long relied on automated tools to prevent these attacks from reaching their
targets. Prime examples of such tools are Intrusion Detection Systems (IDSs), which have
become an essential security layer of any modern network. While the usage of signature-
based IDSs, which detect threats by representing malicious activities as signatures, is not
new, there has been, throughout the years, a notable shift towards more advanced IDSs
based on ML techniques due to their generally increased performance [137].

By leveraging large amounts of data, ML techniques can extract patterns that are often
hard or impossible to observe manually by human experts. This allows for the development
of IDSs that require minimal domain expertise while maintaining a high detection rate and
few false alarms. ML strategies can be further classified as supervised or unsupervised,
based on whether they utilize labeled data for training or not, respectively. Although ac-
quiring labeled data is typically a significant hurdle, the efficacy of unsupervised techniques
in identifying attacks is generally lower than supervised ones, which has historically made
the latter a preferable option [137].

When using ML, the problem of intrusion detection can be modeled as a DS and
approached in two main ways: as a binary classification, where the system only indicates
whether a given sample is an attack or not, or as a multi-class classification, where it also
identifies the specific type of attack. Although the latter approach provides more fine-
grained information on the nature of the detected attack, it has a significant drawback, as
it usually cannot identify new, previously unseen attacks that were not part of its training
data. This limitation is particularly problematic in cybersecurity, as the system is unable
to identify new attacks properly and quickly becomes obsolete as these attacks emerge.
This issue relates to a common classification problem in ML known as OSR, where there
is an assumption that not all of the classes are available at training time and the model
needs to be robust enough to detect these unknown classes while also classifying known
ones [7]. More specifically, cybersecurity problems can be framed as ND tasks, where newly
detected attacks are treated as novel classes and can later be integrated into the decision
model once they are confirmed by a cybersecurity specialist, an aspect that we explore in
Chapter 7.

As discussed in the following section, most approaches proposed in the literature present
several limitations, such as solely identifying binary labels or failing to address novel attacks
that may emerge post-training. In this chapter, we introduce a novel approach for intrusion
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detection in multi-class OSR scenarios, which can also be applied more generally to any
other datasets with emerging novel classes.

Contributions The main contributions of this chapter can be summarized as follows:

(i) use of multiple binary supervised classifiers leverages the higher performance of su-
pervised classification while enabling the detection of novel attacks;

(ii) propose the use of threshold filters based on a weighted Youden Index to automati-
cally find a threshold in order to increase the detection of novel attacks;

(iii) utilization of shallow, simple ML models ensures quick response time without the
need for extensive training data compared to other methods such as using DNNs;

(iv) the modularity of the proposed model allows for the integration of newly identified
attacks into the system without taking it offline;

(v) test our approach on contemporary intrusion detection datasets, demonstrating its
efficacy in handling recent attack vectors.

Organization The rest of this chapter will be structured as follows: Section 6.2 reviews
other approaches that have been proposed in the field of OSR for intrusion detection;
Section 6.3 goes into details on the architecture of our proposed solution; Section 6.4
presents our evaluation methodology; Section 6.5 presents and discusses the experimental
results; and Section 6.6 summarizes this chapter.

6.2 Related Works

While there is a significant amount of literature proposing various ML techniques for IDSs,
research addressing the problem as an OSR issue and therefore being able to not only
classify into multiple known attacks but also detect novel ones, is somewhat limited.

Several studies have explored the application of OSR to IDSs in the context of deep
learning. In particular, Xu et al. [226] propose the central clustering method, which in-
volves identifying the boundary of each known class cluster and can be adapted to existing
network architectures. By using negative samples as the unknown class during training,
they can establish a threshold for known classes and identify potential novel attacks using
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a fuzzy distance measure. In contrast, Zhang et al. [240] propose an open-set classification
network based on a convolutional network that detects potential unknown attacks and
classifies known ones by learning an optimal feature representation for each class, assum-
ing they are sufficiently distinct. They further introduce a semantic embedding clustering
method to separate specific unknown classes within the identified unknown samples. Fi-
nally, incremental learning can be performed on the newly identified classes to update the
classifier without the need for retraining. Similarly, Soltani et al. [196] present a deep
learning-based framework consisting of three phases. The first phase performs the OSR
task by classifying known attacks and detecting novel ones using different OSR deep learn-
ers. The second phase clusters the unknown samples using unsupervised methods, and the
third phase retrains the model once the labels have been confirmed by a human expert.

Other approaches beyond deep learning have also been explored, particularly in the
context of multi-stage IDSs. These approaches typically involve employing a combination
of multiple detection methods in stages to enhance detection and classification performance.
Al-Yaseen et al. [14] propose a multi-level IDS model using hybrid SVM and ELM classifiers
to analyze network traffic data, where one classifier at each level classifies the packet into
a category. Samples not classified into known categories are considered unknown. Bovenzi
et al. [31] propose a two-stage approach that first utilizes a multi-modal deep autoencoder,
which then feeds into soft-output classifiers in the second stage. These classifiers use a
threshold on the prediction confidence to detect potential novel attacks. To optimize this
threshold, the classifier in the first stage is trained on data by sequentially removing each
known class. Verkerken et al. [216] employ a similar multi-stage approach composed of
three stages. In the first stage, an anomaly detector outputs an anomaly score, which
determines if the sample is benign or if it should proceed to the next stage. In the second
stage, the classifier determines if the sample belongs to a known class; if not, it is sent
to the third stage, where the anomaly score is used with another threshold to ascertain
whether it is an unknown attack or a benign sample.

Other novel techniques have also been explored to identify unknown attacks while
classifying known ones. For example, Souza et al. [197] use an adaptation of a single-class
energy-based flow classifier, which employs the concept of flow energy, a measure of the
degree to which a flow does not conform to a given probability distribution. The energy of
a flow can be compared to the energy of known classes to determine if the sample is benign
or not. They adapt this technique to a multi-class scenario, allowing them to classify
samples into different types of attacks and identify novel samples.

While all the works presented in this section employ techniques for implementing IDSs in
the context of OSR, without assuming that classes shown during training are constant, our
approach differs significantly. Our method utilizes multiple binary classifiers in conjunction
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with threshold filters, offering several distinct advantages. Specifically, through the use of
simple learners, our approach requires minimal training data and ensures rapid response
times for classifying incoming samples. Furthermore, the modularity of our approach facili-
tates the incorporation of new classes without necessitating re-training or offline model up-
dates. We also validate the efficacy of our technique across various contemporary datasets,
demonstrating its capability to detect recent attacks included in these datasets.

6.3 Proposed Approach

In this section, we present the overall architecture of our proposed approach. Traditional
classification methods based on supervised learning typically assume that all classes en-
countered during deployment are available during training. To address the OSR problem
and detect novel classes that may emerge during deployment while using supervised clas-
sification, we devised an architecture that adapts this classification to the OSR problem.
A high-level view of our proposed approach is depicted in Figure 6.1.

Our architecture consists of three main components: the binary classifiers, the thresh-
old filters, and a voting classifier. The main advantage of this approach is its ability to
leverage the high predictive power of supervised learners while also detecting novel classes
and keeping a low false alarm rate due to the help of the threshold filters, which screen
out benign cases. Moreover, although this aspect is something we do not explored in this
chapter, the modular and straightforward nature of the proposed architecture allows for
the addition of new binary classifiers for novel classes in an online setting, enabling quick
training and deployment of models without the need for extensive hyperparameter tun-
ing. In the following sections, we provide detailed explanations of each component of the
proposed approach.

6.3.1 Binary Classifiers

The first component and phase of our proposed approach involves using binary classifiers,
each trained to distinguish one class from all others in the training data. Therefore, with
n known classes in the training data, the total set will contain n classifiers. Although any
supervised algorithm that outputs probabilities can be employed to create these classifiers,
we recommend and have used ensemble algorithms in our testing. Ensemble algorithms
have shown satisfactory performance across various data types, particularly imbalanced
data, which is common in intrusion detection scenarios. Additionally, these algorithms
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Figure 6.1: High-level architecture of the proposed approach

typically require less data compared to other types and can output predictions quickly, a
critical feature for the effective deployment of IDSs [62].

During deployment, when a sample arrives, each binary classifier independently clas-
sifies it. The probabilities outputted by each classifier are subsequently analyzed by the
corresponding threshold filter for each classifier. Additionally, new binary classifiers can
be seamlessly incorporated into the existing set during deployment, without disrupting
the overall architecture’s operation. This flexibility allows for potential extensions of the
framework, such as the integration of new classes, which is explored in the subsequent
chapter, or the updating of existing classifiers to address concept drift.

6.3.2 Threshold Filters

As previously mentioned, each binary classifier is paired with a corresponding threshold
filter serving as a second certainty check before confirming whether a sample belongs to
the classifier’s class. This threshold is applied directly to the probability output and is
determined after training using the Youden Index [233], a common summary statistic of
the receiver operating characteristic curve. We selected the Youden Index to compute the
threshold, as it effectively identifies the optimal threshold value that maximizes the TPR
and minimizes the FPR [187], corresponding to the probability of detection and probability
of false alarm, respectively. It has been used effectively in other domains, particularly in
disease detection where it is used to determine the optimal cut-point to differentiate be-
tween a healthy and diseased individual [186]. While the standard Youden Index gives equal
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weight to both TPR and FPR, our implementation places greater emphasis on minimizing
false alarms (FPR) of the known classes, while conversely increasing the detection of novel
attacks. Hence, we propose the use of a weighted Youden Index, defined in Equation (6.1),
where the weight (w) can be adjusted based on the specific data characteristics.

Jw = TPR + (w ∗ (1− FPR)) (6.1)

6.3.3 Voting Classifier

Lastly, the probabilities from all binary classifiers and the binary outputs from the threshold
filters are forwarded to the voting classifier for final classification. In cases where all
threshold filters yield negative outputs (indicating none of the classifiers recognized the
sample as belonging to their class), the sample is considered a novel class. Although
these samples are not further processed in this work, as we consider only one novel class,
they could be labeled as unknown and subsequently handled by an algorithm capable of
clustering them into new classes of attacks, also referred to as NPs, in order to perform a
complete ND task. This extension is explored in Chapter 7.

On the other hand, if one or multiple classifiers consider it as their class, a straightfor-
ward voting scheme is employed where the classifier with the highest probability determines
the final classification. This simple architecture facilitates a quick training and prediction
time for our classifier.

6.4 Evaluation Methodology

This section provides detailed information on the empirical setting employed for all ex-
periments and results outlined in Section 6.5. Initially, we introduce the datasets and
preprocessing procedure applied. Then, we detail the algorithms and corresponding hyper-
parameters utilized both in our methodology and as a baseline for comparison. Finally, we
outline the metrics used to evaluate the performance of the models. The source code for
all experiments and more details on the implementation are also freely available online1.

1https://github.com/jgaud/CASCON2024
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6.4.1 Datasets

Intrusion Detection

We employed five state-of-the-art intrusion detection datasets to evaluate the algorithms:
NSLKDD [208], NDSec1 [23], CIC IDS 2017 - Improved [140], NF-UNSW-NB15-v2 [184],
and NF-CSE-CIC-IDS2018-v2 [184]. These datasets were selected due to their prevalence
as multi-class benchmark datasets in the field of intrusion detection, as well as including a
wide range of attacks, including more recent ones. To prepare the data for model training,
we applied several preprocessing steps. Specifically, for the datasets with numerous distinct
labels and relatively few samples per label (e.g. NDSec1, CIC IDS 2017, NF-CSE-CIC-
IDS2018-v2), we categorized the labels into broader categories. For instance, various types
of Distributed Denial-of-Service (DDoS) attacks were grouped under a single label, and a
similar approach was applied to other attack types, aiming to reduce the number of classes
to ten or fewer.

Other Datasets

Additionally, to confirm the generalization of our technique to other scenarios, we included
six real-world datasets from the USP DS Repository [198] and two synthetically generated
datasets. For these datasets, since classes with very few samples cannot be grouped with
others as was done for the cybersecurity datasets, we removed any class containing fewer
than five samples. Furthermore, as these datasets do not explicitly distinguish between
“benign” and “malicious” classes, we considered the most frequent class as benign, and
treated the second most frequent and the least frequent classes as novel attacks to be
detected for the purposes of our evaluation.

Preprocessing

Table 6.1 shows an overview of the characteristics of each dataset after preprocessing, while
Table 6.2 details the class names for all intrusion detection datasets. Samples containing
undefined values were removed, and an 80%-20% split was applied for training and testing,
respectively. To address class imbalance, SMOTE [42] was applied to balance all classes in
the training data, except for the NF-CSE-CIC-IDS2018-v2 dataset, where size and technical
constraints prevented its use. All features were then standardized by removing their mean
and scaling to unit variance.
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As an initial point of comparison, we evaluated the scenario where all classes are avail-
able in the training data. Then, to evaluate our approach’s ability to identify novel attacks,
we also tested the scenario where one class (other than benign) was randomly removed from
the training data but remained present in the testing data.

Table 6.1: Overview of the main characteristics of the datasets

Dataset No. of Classes No. of Features No. of Samples
NSLKDD 5 124 148517
NDSec1 10 65 1384626

CIC IDS 2017 10 87 2097858
NF-UNSW-

NB15-v2 10 42 2390275

NF-CSE-CIC-
IDS2018-v2 9 42 18893708

Gas Sensor 6 128 13910
INSECTS-Abrupt

(Balanced) 6 33 52848

Nursery 4 27 12958
Rialto 10 27 82250

Room Occupancy 4 16 10129
Shuttle 7 8 58000

Random RBF (Synt.) 4 10 100000
Random Tree (Synt.) 4 12 100000

6.4.2 Algorithms

As previously mentioned, ensemble methods were chosen to implement the binary classi-
fiers in our architecture due to their strong predictive performance and ability to be trained
quickly. During testing, boosting methods, notably LightGBM which surpasses other al-
gorithms in terms of computational speed and memory usage [125], performed well on the
type of data we are using compared to other algorithms. Consequently, we opted to use
it for all subsequent testing phases to implement our binary classifiers, as well as for our
baseline.
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Table 6.2: Overview of class names for the intrusion detection datasets

Dataset C0 C1 C2 C3 C4 C5 C6 C7 C8 C9

NSL-
KDD Normal Probe DoS U2R R2L - - - - -

NDSec1 Botnet Brute
force DoS Exploit Malware Misc. Normal Probe Spoofing Web

Attack

CIC IDS
2017 Normal Botnet DDoS DoS FTP-

Patator Heartbleed Infilt. Portscan SSH-
Patator

Web
Attack

NF-UNSW-
NB15-v2 Analysis Backdoor Normal DoS Exploits Fuzzers Generic Recon. Shellcode Worms

NF-CSE-CIC-
IDS2018-v2 Normal Bot DDoS DoS FTP-

Bruteforce Infilt. SSH-
Bruteforce

Web
Attack LOIC -

To establish a benchmark for our proposed approach against a baseline, we also trained
LightGBM as a traditional multi-class classifier and evaluated its performance. We used
the default hyperparameters provided by the library for both the multi-class classifier and
the binary classifiers in our approach. The goal was not to achieve optimal performance
on specific datasets but to demonstrate the advantages of our approach over traditional
classification methods and its efficacy in detecting novel attacks. These hyperparameters
include using a traditional gradient boosting decision tree algorithm with no maximum
depth, 100 base estimators, and a maximum of 31 leaves per base estimator. Further
details on the implementation can be found in the previously mentioned online repository.

For our approach, we tested two configurations: first, without any filtering applied
to the output of the binary classifiers, and second, using a weighted Youden Index of
100 (w = 100). This weighting heavily prioritizes achieving a low false alarm rate on
known classes, thereby potentially enhancing the detection of novel attacks, as discussed
in Section 6.3. This value was selected after testing different values, as it demonstrated a
balanced performance between detection sensitivity and false alarm rates.

6.4.3 Metrics

To assess the performance of the evaluated algorithms, we primarily relied on the F1

score, which is considered a suitable metric for imbalanced scenarios as demonstrated in
Chapter 4 [92], and aggregates both precision and recall (TPR) into a single metric, giving
equal weight to both. Additionally, we used precision and recall independently, as these
metrics are highly informative in the domain of IDSs. Precision measures the percentage
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of detected samples that are relevant, while recall represents the percentage of relevant
samples that have been detected. Since this chapter presents preliminary work and does
not yet apply our approach to the full ND task, meaning that NPs are not formed, the
evaluation methodology introduced in Chapter 5 is not used here. That methodology
is instead applied in the following chapter, where this work is extended to address the
complete ND problem.

It is also important to highlight that when dealing with multiple classes, we employed
macro-averaging to compute the F1 score, which is essentially the unweighted average of
the F1 of all classes. This approach ensures that each class receives equal weighting in the
evaluation process, reflecting the importance of all classes in our analysis.

Additionally, we also report on two other metrics commonly used in IDSs scenarios,
namely the detection rate and the false alarm rate, which correspond to the TPR and
the FPR, respectively. These metrics can provide further insight into the algorithm’s
performance and how accurately it can detect attacks while also minimizing false positives.

6.5 Results

This section presents and discusses the results of the experimental evaluation of the two
configurations of our proposed algorithm compared to the aforementioned baseline. We
begin with an overview of the overall multi-class classification performance of both algo-
rithms. Next, we present results on the attack detection and false alarm rates achieved
by the algorithms. Finally, we provide an analysis of the runtime performance of our al-
gorithm and finish by discussing the ability of our algorithm to successfully detect novel
classes and its performance in doing so. All experiments were conducted using the datasets
introduced in the previous section.

6.5.1 Multi-Class Classification

An overview of the global classification results (Macro F1) on the network intrusion datasets
can be seen in Figure 6.2. First, looking at the results where no unknown class is introduced,
we observe that both implementations of our proposed algorithm perform either on par
with or better than the baseline algorithm, with the exception of one dataset (NF-UNSW)
where it performs marginally worse. In other cases, notably on the CIC IDS and NF-CSE
datasets, our algorithm significantly outperforms the baseline in both configurations which
highlights the efficiency of our method compared to using a traditional technique even
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without novel classes. Additionally, while the configuration utilizing the threshold tends
to perform slightly worse overall compared to the one without when no unknown class is
present, the difference is minimal and offers other benefits that will be discussed in the
following sections.

On other datasets, as shown in Figure 6.3, both implementations of our algorithm gen-
erally achieve results comparable to the baseline. The main exceptions are the Rialto and
INSECTS datasets, where performance degrades more noticeably in the threshold-based
configuration. This reduction may be due to the threshold imposing stricter constraints
on classification in scenarios with greater class overlap compared to cybersecurity attacks.
In addition, the INSECTS dataset introduces concept drift within the classes, which may
explain the poorer performance of the threshold-based approach, as it might not recognize
drifted samples as belonging to their corresponding class.

When an unknown class is introduced by omitting it from the training data but in-
cluding it in the testing data, we observe that the performance of the baseline classifier
drastically decreases in almost all cases. This contrasts with the scenario where all classes
are available, in which the baseline performs similarly or better than our approaches. This
outcome is expected, as the baseline classifier lacks the capability to detect novel classes,
leading to consistent misclassification of these samples and consequently a decrease in
the overall classification performance. This highlights the advantage of addressing the
IDS problem as an OSR, as our approach showed a much smaller performance decrease
when an unknown class was added. Exceptions to this pattern occur with the INSECTS
dataset under the threshold-based configuration, likely due to concept drift as previously
discussed, and with the NF-CSE dataset when C5 is introduced as an unknown class. The
latter anomaly suggests that our approach struggled to correctly identify this particular
novel class, an issue we will investigate further in the following sections.

Comparing the two configurations of our approach on scenarios with an unknown class,
we can see that the configuration using the threshold filters performs better or equally well
in most cases (21 out of 29) compared to the configuration without them. This aligns with
our expectations, as the thresholds were selected using a weighted Youden Index of 100,
as discussed in Section 6.4.2, which prioritizes achieving a low false alarm rate for known
classes. Since the output indicating whether a sample belongs to a known class is used
to detect novel classes, limiting the false positives detected by each known class classifier
enhances the detection of novel classes, at the cost of a potentially lower classification
performance for the known classes. This behaviour is exhibited in the majority of cases,
with a few exceptions where the configuration without threshold filters performs better.
These exceptions may be due to the cost of lower classification performance being too high
compared to the increase in novel class detection or the model’s inability to adequately
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detect the novel class.

6.5.2 Attack Detection and False Alarms

While the previous analysis on multi-class classification performance is valuable for deter-
mining if the models can accurately classify attacks and benign traffic into fine-grained
categories, such as DDoS, web attacks, SSH, and others, the primary focus in IDS sce-
narios is often to first only identify whether a sample is an attack or not (binary output).
In order to assess the performance of our proposed approach in this regard, Table 6.3 in-
cludes the detection rate (percentage of attacks that were detected) and the false alarm
rate (percentage of non-attacks misclassified as attacks) for all three scenarios (baseline,
our approach without thresholds, and our approach with thresholds) across each intrusion
detection dataset, with either no hidden class or one hidden at training time. Since this
analysis is specifically relevant to intrusion detection, we do not include it for the other
datasets.

Focusing first on the detection rate, we observe that our proposed architecture achieves
better results in almost all cases except one, where C6 is unknown in the CIC IDS dataset.
Additionally, the configuration using threshold filters outperforms the one without by a
small margin in most cases. These results align with our conclusions from the previous
section and highlight that our proposed approach, particularly the configuration using
thresholds, is better at detecting attacks compared to the baseline, even in scenarios where
no unknown class is introduced. While the increase in detection compared to the baseline is
small in some cases, it is noteworthy that some scenarios exhibit a considerable increase in
detection such as C6 on NF-UNSW (+16.5%), C2 on NSLKDD (+5.62%), C4 on NF-CSE
(+5.24%) and no unknown class on NF-CSE (+4.7%).

Although achieving a high detection rate is important, an IDS detecting every sample as
an attack would not be effective. Therefore, it is also necessary to examine the false alarm
rate to ensure that the algorithm does not mistakenly identify too many benign samples as
attacks (false positives). Looking at Table 6.3, we observe that the best-performing results
are perfectly divided between the datasets. Our approach outperforms the baseline in all
tests conducted on the CIC IDS and NF-CSE datasets, whereas the baseline outperforms
our approach on the other three datasets. While our approach shows a slightly higher false
alarm rate compared to the baseline on those datasets, the difference is minimal, between 1
and 2 percent higher at most. This demonstrates that our approach achieves significantly
higher detection of attacks (detection rate) while maintaining a reasonably low rate of false
detections (false alarm rate).
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Figure 6.2: Macro F1 results of the baseline and proposed approach on network intrusion
datasets
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Figure 6.3: Macro F1 results of the baseline and proposed approach on other datasets
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Table 6.3: Detection and false alarm rate results on network intrusion datasets (best in
boldface, WT = With Threshold, NT = No Threshold)

Dataset Unknown
Class

Detection
Rate

False Alarm
Rate

Baseline NT WT Baseline NT WT

NSLKDD

None 0.9992 0.9998 0.9998 0.0007 0.0021 0.0024
C2 0.5352 0.5885 0.5914 0.0006 0.0012 0.0010
C3 0.9985 0.9989 0.9989 0.0008 0.0018 0.0016
C4 0.8198 0.8621 0.8645 0.0002 0.0006 0.0006

NDSec1
None 1 1 1 0.0176 0.0296 0.0291
C1 0.9962 0.9962 0.9969 0.0137 0.0203 0.0233
C7 0.9975 0.9996 0.9999 0.0182 0.0288 0.0318

CIC IDS 2017

None 0.9953 1 1 0.0437 0.0016 0.0025
C6 0.8499 0.8112 0.8113 0.0329 0.0004 0.0004
C8 0.9680 0.9709 0.9913 0.0077 0.0014 0.0030
C9 0.9954 0.9983 0.9984 0.0329 0.0011 0.0023

NF-UNSW-
NB15-v2

None 0.9943 0.9960 0.9965 0.0038 0.0040 0.0044
C6 0.8300 0.9946 0.9950 0.0037 0.0039 0.0043
C3 0.9884 0.9919 0.9937 0.0037 0.0039 0.0043
C8 0.9944 0.9950 0.9963 0.0038 0.0041 0.0047

NF-CSE-CIC-
IDS2018-v2

None 0.9525 0.9658 0.9995 0.0021 0.0005 0.5341
C5 0.7609 0.7855 0.7834 0.0024 0.0095 0
C4 0.9470 0.9674 0.9994 0.0339 0.0017 0.5228
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6.5.3 Detection of Novel Classes

Finally, we conducted a detailed analysis of our approach’s capability to detect novel classes
and the impact of adding the threshold filters. Table 6.4 lists the precision (denoted as
P) and recall (denoted as R) of both configurations in scenarios where an unknown class
was excluded from the training data. Precision, in this context, indicates the percentage of
samples identified as unknown that are truly unknown, while recall reflects the percentage
of unknown samples that were successfully identified out of the total number of unknown
samples in the dataset. We do not report on the performance of the baseline since it cannot
detect novel classes.

Beginning with the configuration without thresholds, the results generally show rela-
tively high precision and low recall. This indicates that the samples identified as novel
by the algorithm are mostly correct (high precision), but the algorithm missed detecting
many of these samples (low recall). In our architecture, samples incorrectly classified as
known classes contribute to lowering the recall for novel attacks or classes. This motivated
the introduction of thresholds on the known classes, which tighten the requirements for
assigning samples to known categories and, in turn, allow more samples to be correctly
identified as novel.

This hypothesis is confirmed by the results of the second configuration with thresholds,
shown in Table 6.4, where the addition of thresholds led to an increase or no decrease in
recall across all tested cases. Furthermore, this improvement in recall did not result in a
significant decrease in precision; in most cases, precision remained within a few percentage
points of the original result, and in some cases, such as CIC IDS C8, Nursery C1, and Room
Occupancy C1, it even increased substantially. Out of the 29 combinations of datasets and
classes tested, only four showed a more noticeable decrease in precision (greater than
5%). Overall, these results indicate that this configuration improved the detection of novel
classes by effectively enhancing recall through the inclusion of thresholds. This conclusion
is further supported by the average results across all tested datasets, which show an overall
increase of more than 6 percentage points in precision and 19 percentage points in recall.

Some notable cases include those where the model was unable to detect the novel classes
(very low recall), specifically classes C6 and C9 on the CIC dataset, classes C5 and C4 on
the NF-CSE dataset, and class C4 on the Nursery dataset. For the CIC and Nursery
datasets, this behaviour is likely caused by the mixed class distribution and substantial
class overlap, which may have led the model to frequently misclassify these samples as
belonging to known classes. In the case of the NF-CSE dataset, the inability to detect
these novel classes is likely due to the strong class imbalance and the fact that we could
not apply SMOTE during preprocessing, unlike for the other datasets, because of technical
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constraints.

6.5.4 Runtime Performance

As mentioned in Section 6.1, the use of multiple shallow classifiers in our approach not
only enables good classification performance but also provides faster training and response
times compared to more complex methods. In this section, we demonstrate this advantage
by comparing the training and testing times of our approach relative to the baseline. Ta-
bles 6.5 and 6.6 present the average training and testing times (in seconds) for the baseline
and both configurations of our approach across each dataset. For prediction time, non-
cybersecurity datasets were excluded, as their times were too small to provide meaningful
insights. Additionally, the tables include the ratio of the baseline2, indicating how many
times longer our approach took compared to the baseline, shown in parentheses.

Examining the training times, we observe that while our approach takes longer, which
is expected due to the additional complexity of using multiple classifiers rather than a
single one, the difference remains relatively small, with the highest ratio being 1.85 times
longer for the NSLKDD dataset. Furthermore, when comparing the two configurations,
we observe that incorporating thresholds affects the training time, necessitating additional
computations to determine the threshold using the Youden Index. This results in an
average ratio of 1.38 times longer than the baseline for the threshold-based configuration,
compared to 1.19 times without thresholds. However, given that training is not frequently
required and that the maximum training time across all datasets, some with millions of
samples, did not exceed 4 minutes, we conclude that our approach remains relatively fast
and scalable for training on large datasets.

Looking at the prediction time, which is an important consideration when deploying an
IDS in a real-world scenario, our approach is closer to the baseline than during training.
The average ratio of our approach is only 1.15 times slower than the baseline without
thresholds and 1.14 times slower with thresholds. Since these values are nearly identical, we
conclude that the inclusion of thresholds does not significantly impact prediction time, with
the difference falling within the margin of error. Prediction time correlates directly with the
number of samples to be classified, with larger datasets, such as NF-CSE, containing over
18 million samples, requiring the most time. The prediction times of our algorithm, when
compared to the baseline, differ by only a few seconds, demonstrating that our approach
is able to maintain comparable speed while providing enhanced classification performance.

2Ratio of baseline is defined as follows: Ratio of baseline = alternative time
baseline time
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Table 6.4: Results on unknown classes (best in boldface; P: precision; R: recall)

Dataset Unknown
Class

No
Threshold Threshold

P R P R

NSLKDD
C2 0.9902 0.0786 0.9866 0.0943
C3 0.1842 0.0648 0.3393 0.1759
C4 0.9839 0.2124 0.9811 0.3189

NDSec1 C1 0.9930 0.6749 0.9898 0.7370
C7 0.9779 0.4429 0.9661 0.4881

CIC IDS 2017
C6 0.7544 0.0038 0.8831 0.0130
C8 0.0072 0.0007 0.4720 0.7018
C9 0.0062 0.0096 0.0096 0.0096

NF-UNSW-
NB15-v2

C6 0.4260 0.1608 0.6078 0.6140
C3 0.4915 0.4634 0.4293 0.6653
C8 0.2328 0.9222 0.1570 0.9790

NF-CSE-CIC-
IDS2018-v2

C5 0.0203 0.0033 0.0235 0.0039
C4 0 0 0 0

Gas Sensor C1 0.9320 0.0900 0.9310 0.3640
C2 0.9680 0.2400 0.9260 0.4340

INSECTS C4 0.4740 0.1710 0.5120 0.9410
C3 0.2290 0.0470 0.3260 0.3640

Nursery C1 0 0 0.9970 0.0910
C4 0 0 0 0

Rialto C1 0.6990 0.5520 0.6750 0.7420
C9 0.6460 0.4750 0.6010 0.5990

Room Occupancy C2 0.9960 0.3060 0.9780 0.4840
C1 0.5000 0.0020 0.9760 0.6250

Shuttle C4 0.9990 0.5580 0.9990 0.5920
C6 0.5000 0.3000 0.4290 0.3000

Random RBF C1 0.9910 0.3590 0.9810 0.8380
C0 0.9510 0.5710 0.8120 0.8940

Random Tree C0 0.9840 0.0510 0.9580 0.2280
C1 0.9630 0.0310 0.9250 0.1140

Average 0.5827 0.2342 0.6507 0.4280
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Table 6.5: Average training time

Dataset Training Time in Seconds
(Ratio of Baseline)

Baseline No Threshold Threshold
NSLKDD 2.03 3.33 (1.64) 3.75 (1.85)
NDSec1 64.64 79.11 (1.22) 101.94 (1.58)

CIC IDS 2017 112.10 136.04 (1.21) 165.32 (1.47)
NF-UNSW-NB15-v2 137.62 178.09 (1.29) 224.11 (1.63)

NF-CSE-CIC-IDS2018-v2 98.44 109.36 (1.11) 138.81 (1.41)
Gas Sensor 0.65 0.83 (1.28) 0.86 (1.33)
INSECTS 0.47 0.60 (1.28) 0.66 (1.40)
Nursery 0.16 0.14 (0.88) 0.15 (0.94)
Rialto 1.39 1.68 (1.21) 1.88 (1.35)

Room Occupancy 0.23 0.24 (1.04) 0.25 (1.09)
Shuttle 0.93 0.99 (1.06) 1.27 (1.37)

Random RBF 0.39 0.44 (1.13) 0.50 (1.28)
Random Tree 0.46 0.52 (1.13) 0.60 (1.30)

Average Ratio of Baseline 1.19 1.38

Table 6.6: Average prediction time

Dataset Prediction Time in Seconds
(Ratio of Baseline)

Baseline No Threshold Threshold
NSLKDD 0.24 0.32 (1.29) 0.32 (1.31)
NDSec1 5.48 6.12 (1.12) 6.23 (1.14)

CIC IDS 2017 8.83 9.98 (1.13) 9.89 (1.12)
NF-UNSW-NB15-v2 9.67 10.98 (1.13) 10.74 (1.11)

NF-CSE-CIC-IDS2018-v2 87.07 94.90 (1.09) 88.41 (1.02)
Average Ratio of Baseline 1.15 1.14
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6.5.5 Summary

In summary, the results presented in this section demonstrated that for multi-class clas-
sification (cf. Figures 6.2 and 6.3), our approach performed similarly or better than the
baseline when no unknown classes were introduced, indicated by a higher Macro F1 score
in most cases. With the introduction of a novel class, our approach almost always outper-
formed the baseline significantly due to its ability to detect the novel class. This highlights
the importance of addressing the OSR problem in IDS scenarios, as new attacks may
emerge after the model has been trained, which traditional ML models fail to identify.

Analyzing the attack detection rate in Table 6.3, our approach generally outperformed
the baseline in all cases but one, showing a higher detection rate with substantial differences
in some instances. Additionally, the false alarm rate of our approach remained close to the
baseline, sometimes outperforming it and in other cases being only slightly higher. These
results demonstrate the efficiency of our approach in correctly detecting attacks in IDS
scenarios while maintaining a low false positive rate.

Finally, comparing the two proposed configurations, the results indicated that the ap-
proach using thresholds generally outperformed the other in detecting the novel class, as
demonstrated by a higher recall in Table 6.4. Furthermore, this approach maintained
high precision for samples detected as novel. Although this configuration showed a slight
decrease in overall classification performance (Macro F1) when no unknown class was intro-
duced (cf. Figures 6.2 and 6.3), this decrease was not significant. Given the advantageous
results when an unknown class is present, we conclude that this approach should be pre-
ferred. It is also worth noting that the value of the Youden Index can be adjusted according
to the specific data to optimize detection results and minimize the false alarm rate, which
was not done for our experiments. In real-world deployments, even a small number of false
alarms can often limit an algorithm’s adoption, as reviewing them can require significant
human resources. We plan to address this limitation in future work by exploring further
filtering of these detected samples.

While the results presented in this section demonstrate the effectiveness of our ap-
proach in achieving strong performance for detecting novel attacks in the OSR scenario,
it is important to note that further hyperparameter tuning is necessary for both the bi-
nary classifiers and the Youden Index to optimize performance on specific datasets. The
proposed approach can also be extended to support the detection of multiple novel classes
rather than a single one, a direction that will be explored in Chapter 7. In addition, al-
though few alternatives in this domain have exactly the same constraints as our approach,
a comprehensive comparison with other state-of-the-art methods could serve as valuable
alternative baselines, which we plan to address in future work.
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6.6 Summary

This chapter introduces a novel supervised ML approach for IDSs and other related sce-
narios that effectively addresses the challenge of detecting novel classes within a supervised
learning framework. The proposed architecture employs multiple binary classifiers, each
specialized in detecting a specific class, in conjunction with a filtering mechanism. This
design maintains a high attack detection rate while keeping false positives low, even in
the presence of novel classes. It can also be extended to learn new classes on the fly
while remaining fully online. We tested and evaluated the performance of our approach
against a baseline in both multi-class classification and novel attack detection scenarios
using five contemporary intrusion detection datasets and eight additional datasets from
other domains.

The empirical results demonstrate that our approach not only matches or surpasses
traditional multi-class classification methods in overall performance when no novel classes
are present but also significantly improves detection capabilities when confronted with
novel attacks. Furthermore, we compared two different configurations of our architecture.
By incorporating threshold filters based on a weighted Youden Index, we were able to
enhance the detection of novel attacks while maintaining a relatively simple and efficient
design.

This work forms the foundation for the classification module of our proposed ND al-
gorithm, which is outlined in the next chapter. We will extend this proposal to operate
on DSs in a fully online context, enabling the differentiation of multiple novel classes, the
filtering of novel samples that may represent noise, and a comprehensive comparison of our
approach with other state-of-the-art methods in ND.
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Chapter 7

CASCADE: Clustering-based Adaptive
Stream Classification and Detection of
Emerging Classes

This chapter focuses on our third and fourth objectives mentioned in Chapter 1 and brings
together the different components developed throughout this thesis to address key chal-
lenges in ND algorithms identified in Chapter 3. It builds on the evaluation methodology
proposed in Chapter 5 and uses the algorithm outlined in Chapter 6. Building on the multi-
binary classifier approach introduced and validated in the previous chapter, we propose a
more comprehensive ND algorithm named CASCADE (Clustering-based Adaptive Stream
Classification And Detection of Emerging classes). Specifically, we extend our previous
approach by adding the capability to filter novel samples and detect multiple novel classes
through hierarchical clustering and specifically defined meta-features in a completely un-
supervised manner. Furthermore, CASCADE incorporates the ability to learn new classes
by dynamically adding new classifiers in a fully online DS setting. We evaluate our ap-
proach against other state-of-the-art ND techniques across 11 datasets, including multiple
cybersecurity benchmarks.

The contents of this chapter are based on the following paper:

Jean-Gabriel Gaudreault and Paula Branco. Cascade: Clustering-based adaptive stream
classification and detection of emerging classes. unpublished, To Be Submitted to SIAM
International Conference on Data Mining 2026, N.D
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7.1 Introduction

The continuous generation of large-scale data in domains such as network security, Internet
of Things (IoT) devices, sensor networks, and finance has created a need for DS mining,
where knowledge is extracted from continuously evolving DSs. Within this domain, ND, the
process of identifying previously unknown patterns or classes as data arrives, has emerged
as an essential strategy for maintaining the security and efficiency of these systems, partic-
ularly where traditional batch learning methods are insufficient. One such key application
is IDSs, where new attacks can emerge quickly and the large volume of network packets
makes manual labeling impractical. These scenarios make automating the discovery of
novel classes a priority.

Despite its relevance, existing ND approaches face key limitations. Many rely on
ground-truth labels in the online phase, which are often unavailable or costly to obtain
in real-time due to the sheer volume and velocity of data. Current unsupervised methods
can struggle to detect multiple novel classes simultaneously, are sensitive to hyperparam-
eter tuning, and may fail to handle the concept drift inherent in evolving DSs. These
limitations hinder their deployment in real-world, largely unlabeled DSs.

To address these challenges, we propose CASCADE, an ND algorithm designed for
DSs that operates online in a completely unsupervised fashion. CASCADE features a
classification module that leverages binary classifiers with threshold filters to separate
known and unknown samples, and an ND module that applies hierarchical clustering over
carefully selected meta-features to isolate emergent classes. This design enables dynamic
adaptation without manual intervention or labeled feedback.

Contributions The main contributions of this chapter can be summarized as follows:

(i) propose a novel unsupervised architecture for ND in DSs that operates online without
any ground-truth labels;

(ii) introduce a hierarchical clustering-based mechanism leveraging meta-features to de-
tect and characterize novel classes;

(iii) perform an extensive empirical evaluation across 11 datasets, including cybersecurity
benchmarks, demonstrating that CASCADE achieves state-of-the-art performance
among unsupervised methods, often matching or exceeding supervised techniques,
while requiring minimal hyperparameter tuning.
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Organization The rest of this chapter will be structured as follows: Section 7.2 goes
over existing methodologies for ND; Section 7.3 details the proposed CASCADE architec-
ture; Section 7.4 describes our experimental setup, presents and discusses the results; and
Section 7.5 concludes the chapter and outlines directions for future work.

7.2 Related Work

Various algorithms have been proposed for the task of ND in DSs, differing significantly in
how they classify known classes and detect novel ones.

The most straightforward approach treats ND as a one-class problem, similar to anomaly
detection, where only a single known class is considered and the algorithm can detect at
most one novel class. OLINDDA [201] is a typical example of this strategy. It trains a
k-means classifier on offline data of the known class, and the distance between incoming
samples and their cluster centroids is used to determine the decision boundary.

Building on this idea, algorithms such as ECSMiner [147] and CLAM [13] extend de-
tection to multiple known classes by constructing a class-based ensemble using the offline
data. However, these approaches suffer from two major limitations. First, they rely on the
assumption that ground-truth labels will eventually become available, a condition that is
often unrealistic in common DS applications, such as sensor monitoring or network intru-
sion detection, where a large quantity of samples needs to be classified quickly. Second,
they can only indicate the presence of novel classes but cannot distinguish multiple novel
classes if they appear simultaneously before one has been confirmed. ECHO [114] par-
tially alleviates the labeling requirement by requesting labels only for samples with low
confidence scores, but it still shares the same fundamental limitations.

MINAS, proposed by Faria et al. [56], addresses many of these shortcomings by offer-
ing an unsupervised method capable of classifying multiple known classes and detecting
multiple novel classes concurrently in the stream. It achieves this by training a clustering
algorithm for each offline class subset to create micro-clusters, which collectively form the
class decision boundary. While MINAS mitigates several limitations of prior methods, it
is highly sensitive to its numerous hyperparameters due to its reliance on unsupervised
clustering during the offline phase.

Our proposed method, CASCADE, builds upon these advances. It retains the advan-
tages of state-of-the-art methods like MINAS, such as multi-class recognition, multiple
novel class detection, and unsupervised streaming operation, while reducing hyperparam-
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eter sensitivity and improving overall performance by incorporating supervised algorithms
in the offline phase.

7.3 CASCADE

To address the challenge of identifying novel classes in evolving DS, which are often affected
by concept drift, we propose a new architecture tailored to the task of ND. Our approach
is designed to overcome common limitations in the field, including the inability to detect
more than one novel class at a time, reliance on ground-truth labels, and sensitivity to
hyperparameter tuning.

7.3.1 Top-Level Architecture

Our proposed architecture consists of two primary modules: a classification module and
an ND module, with a high-level overview shown in Figure 7.1. The classification module,
trained on offline data, either assigns incoming samples to known classes or forwards un-
known samples to the buffer of the ND module. Once the buffer reaches a threshold, it is
analyzed to detect potential novel classes. When a novel class is identified, the model is
dynamically updated to integrate the new class, enabling the classifier to recognize future
instances of that class in the DS.
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Figure 7.1: Top-level view of our proposed architecture
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7.3.2 Classification Module

The classification module consists of three components: binary classifiers, threshold filters,
and a meta-decision layer. This design allows us to leverage the typically high accuracy
of supervised learners trained on labeled data, while maintaining a low FPR through the
use of threshold filters. Additionally, the modular nature of the architecture enables the
dynamic integration of new classifiers in an online fashion as novel classes are detected.
Although this modularity also allows for updating existing classifiers with newly observed
samples to adapt to concept drift, we do not employ this option in this work due to the
performance degradation observed in most cases.

Binary Classifiers

The first component of the classification module employs a one-vs-rest strategy: it contains
K independent binary classifiers, each trained to recognize a single class while rejecting all
others. For a subset of the data {(xi, yi)}Mi=1 available in the offline phase, the optimization
problem for the classifier with parameters θk associated with class k can be defined as:

θ⋆k = argmin
θk

1

M

[︄
M∑︂
i=1

ℓ
(︁
yik, sk(xi)

)︁
+ λΩ(θk)

]︄
(7.1)

where yik = 1 if yi = k and 0 otherwise, sk(xi) is the decision score produced by classifier
k, ℓ represents a point-wise binary loss function, Ω(θk) is a regularization term and λ > 0
controls the strength of the regularization. While any learning algorithm that outputs
calibrated posterior probabilities can be used within this framework, we found that en-
semble methods to be particularly suitable due to their strong predictive performance and
rapid training. Among these, gradient boosting algorithms, and LightGBM in particular,
performed well in our experiments while also offering high computational speed and low
memory usage [125]. Consequently, we use LightGBM in our evaluations.

It is also worth noting that although the low memory usage of LightGBM, combined
with the relatively high memory capacity of modern computing systems, makes running
out of memory unlikely in most practical scenarios, each classifier has a counter recording
the number of samples processed since it last classified a sample as belonging to its class.
In constrained environments, or in scenarios involving a theoretically unbounded number
of novel classes, this counter could be used to remove the oldest or least recently used
classifiers in order to remain within memory constraints.
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Threshold Filters

To reduce the number of false positives, each classifier is paired with a corresponding
threshold filter that adds a layer of certainty before confirming a sample as belonging to
the classifier’s target class. The threshold is applied directly to the classifier’s probability
output and can be determined using one of two tunable methods, depending on the problem
setting: (i) by computing the average of the probability outputs for that classifier over the
training set; or (ii) by using the Youden Index [233] to dynamically identify the threshold
that optimizes the trade-off between TPR and FPR.

Although the standard Youden Index assigns equal weight to TPR and FPR, our imple-
mentation of threshold filters is designed to ensure that each binary classifier only declares
a sample as belonging to its class when it is highly confident. To prioritize reducing false
detections (FPR), we introduce a weighted Youden Index with a tunable parameter (w)
that adjusts the relative importance of minimizing FPR versus maximizing TPR, defined
as: Jw = TPR + (w(1− FPR)).

To formalize our threshold strategy, let σ denote a mapping function that converts
a classifier’s raw score sk into a probability pk ∈ [0, 1] such that p̂k = σ(sk(x; θ

⋆
k)). To

determine if a sample should be accepted by classifier k, we then compare its output prob-
ability p̂k(x) against a class-specific threshold τk. As mentioned previously, we evaluated
two different strategies for the selection of the threshold, defined as:

τk =
1

M

M∑︂
i=1

p̂k(xi) (mean) (7.2)

τk = argmax
τ∈Tk

Jk
w(τ) (weighted Youden Index) (7.3)

In the first case, τk is simply set to the mean probability assigned by classifier k to
its training samples, serving as a basic baseline. In the second case, τk is obtained by
maximizing the Youden Index Jk

w(τ) over the set of candidate thresholds Tk = {p̂k(xi)}Mi=1,
which corresponds to the classifier’s output on the training set.

Once the threshold τk is determined, the final decision function for a classifier k is
defined as:

fk(x) = 1{p̂k(x) ≥ τk} (7.4)
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Meta-Decision Layer

Finally, the classification module includes a meta-decision layer that integrates the outputs
from all binary classifiers to produce a single class label. Specifically, if at least one binary
classifier identifies the input sample as belonging to its class, the meta-decision layer de-
termines the most appropriate known class. This meta-layer allows the system to capture
relationships between the binary classifiers’ probabilities, increasing classification accuracy
for samples identified as known. To achieve this, we employ a meta-classifier trained on a
rich feature space, which includes both the posterior probabilities provided by the binary
classifiers and the features of the original sample. If none of the binary classifiers identify
the sample as belonging to their respective classes, the meta-decision layer classifies the
sample as unknown.

Formally, let p̂(x) = [p̂1(x), . . . , p̂K(x)]
⊤ be the vector of probability outputs from all K

classifiers. The meta-classifier receives as input the concatenation of the raw input x as well
as the probability outputs p̂(x), forming a combined feature vector z(x) = concat(x, p̂(x)).
This allows the model to learn higher-order decision boundaries that capture interactions
between the input features and classifier outputs. This method is particularly useful in
cases where confidence alone is insufficient to resolve class ambiguity or when classifier
outputs interact in complex, nonlinear ways. Formally, the predicted class ŷmeta is defined
as:

ŷmeta =

{︄
g(z(x);ϕ⋆) if C+(x) ̸= ∅
−1 (unknown) otherwise

(7.5)

where g(·;ϕ) is a multi-class model trained on the augmented dataset {(z(xi), yi)}Mi=1, ϕ⋆

denotes the optimal parameters learned during training, and C+(x) represents the set of
classifiers that consider x to be inside their decision boundary.

7.3.3 Novelty Detection Module

All samples classified as unknown by the classification module are forwarded to the ND
module, where they are temporarily stored in a buffer (Xunk). Once the buffer accumulates
a user-defined number of samples, i.e. when L > Lmin, the ND is triggered. The buffer is
then analyzed using the procedure described below to identify potential clusters of samples
forming NPs, with the goal of detecting emerging novel classes. To ensure timely process-
ing, reduce noise, and manage memory efficiently, samples that remain in the buffer beyond
a user-defined time window are discarded.
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To facilitate the detection of NPs in the unknown samples, we define three meta-
features designed to capture complementary and intrinsic aspects of the unknown samples
in relation to the known classes. These meta-features were derived through empirical ex-
perimentation, during which we identified representations that enable clear discriminative
boundaries between classes. For each unknown sample xj ∈ Xunk, the following meta-
features are extracted and defined as:

• Posterior probabilities: the estimated probabilities that the sample belongs to
one of the known classes, given by p̂(xj) = [P (y = 1|xj), . . . , P (y = K|xj)]

• Distances to class centroids: the Euclidean distances between the sample and the
centroid of each known class, defined as d(xj) = [dj1, . . . , djK ] with djk = ∥xj − µk∥2

• Principal component representation: the projection of the sample onto a lower-
dimensional subspace using a PCA function pre-fitted on the offline training data,
denoted by vj = fPCA(xj)

Let Ψ denote the composite feature set obtained by concatenating the meta-feature
vectors for all unknown samples. Specifically, this includes the posterior probabilities
P̂ = {p̂(xj)}Lj=1, the distances to known class centroids D = {d(xj)}Lj=1, and the PCA
projections V = {vj}Lj=1. Agglomerative hierarchical clustering [162] is then applied to
this combined feature representation to group similar samples based on their relationships
to known classes. This clustering method was selected due to its ease of tuning and small
hyperparameter space compared to many commonly used alternatives [158], which aligns
with our objective of limiting the sensitivity of our proposed algorithm to hyperparameters.

To isolate potential novel patterns, we retain only those clusters (Cl) that contain
at least a predefined minimum number of samples, denoted nmin. The resulting set of
candidate clusters considered as NPs is defined as:

Xnov = { Cl ∈ AggloClust(Ψ) | |Cl| ≥ nmin}. (7.6)

Each cluster in Xnov serves as the basis for constructing a new class. For every such
cluster, a new binary classifier is trained using the corresponding cluster’s samples as the
positive class and samples from the known classes as the negative class. This classifier is
then integrated into the classification module, expanding the system’s capacity to recognize
and classify instances of the newly discovered class in future data.
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7.4 Experimental Evaluation

7.4.1 Datasets

A total of 11 datasets were used in our evaluation, including 2 synthetic and 9 real-world
datasets. Of these, three state-of-the-art intrusion detection datasets: NDSec1 [23], NF-
UNSW-NB15-v2 [184], and NSLKDD [208] were specifically selected to evaluate the perfor-
mance of our algorithm in this critical application domain. Intrusion detection represents
a particularly suitable use case for ND, as detection systems must continuously adapt to
emerging, previously unseen threats.

The remaining real-world datasets are taken from the USP DS Repository [198], while
the two synthetic datasets were generated using the MOA framework [26]. An overview of
the key characteristics of all datasets is provided in Table 7.1.

For the NDSec1 dataset, which contains a large number of distinct labels with relatively
few samples per label, an additional preprocessing step was introduced to reduce this
granularity. For example, the various types of DDoSs attacks were merged into a single
label. This process was applied to all attack categories to reduce the number of classes to
fewer than 10.

Table 7.1: Overview of the main characteristics of the datasets

Dataset Classes Features Samples
Gas Sensor 6 128 13910

INSECTS-Abrupt
(Balanced) 6 33 52848

Nursery 5 27 12960
Rialto 10 27 82250

Room Occupancy 4 16 10129
Shuttle 7 8 58000

Random RBF (Synt.) 4 10 100000
Random Tree (Synt.) 4 12 100000

NDSec1 10 65 1384626
NF-UNSW-NB15-v2 10 42 2390275

NSLKDD 5 124 148517
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7.4.2 Baseline Methods

We tested our approach against four state-of-the-art approaches in ND, namely ECHO [114],
MINAS [56], ECSMiner [147], and ECSMinerWF, an adaptation of ECSMiner without ex-
ternal feedback [56]. It is important to note that among these algorithms, ECSMiner and
ECHO are supervised methods that require access to ground-truth labels during process-
ing. ECSMiner assumes full label availability, while ECHO is designed to operate in a
semi-supervised fashion, with partial labeling [93].

As previously discussed, access to ground-truth labels in a DS is often unrealistic due
to the high arrival rate of samples and the limited availability of timely annotations in
many scenarios. Regardless, we included these supervised methods in our comparison as a
point of reference and to demonstrate the robustness of our unsupervised approach, even
when other methods have access to ground truth labels in the DS.

7.4.3 Evaluation

We selected three primary metrics to evaluate the performance of the algorithms in our
experiments, following the approach described in Chapter 5 [94]. The first is M1 (i.e., Mβ

with β = 1), which measures the algorithm’s ability to distinguish between known and
novel classes; M1 is the harmonic mean of the inverse of both the misclassification rate
of novel samples as known (Mnew) and the misclassification of known samples as novel
(Fnew), giving an equal weight to both when β = 1. However, M1 only evaluates the
model’s capacity for binary separation and does not account for misclassifications within
the known or novel classes.

To address this limitation, we also employ AMI, which assesses the quality of clustering
by measuring the agreement between predicted clusters and ground-truth class labels. AMI
adjusts for chance alignment and accounts for the complexity of the clustering structure,
producing values close to 0 for random clustering, which makes it particularly suitable for
evaluating ND performance in multi-class settings.

In addition, to assess the statistical significance of performance differences in both M1

and AMI across all algorithms and datasets, we conducted Friedman tests followed by
Nemenyi post-hoc tests when appropriate [58]. Two evaluation scenarios were considered:
one comparing CASCADE exclusively against other unsupervised methods, and another
comparing it against all methods, including supervised approaches.

Finally, we also compute TTD, which measures the number of samples required for
each novel class to be detected as an NP after its first occurrence in the DS [94]. This
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metric provides insight into whether the algorithm can correctly detect and isolate a novel
class into its own cluster, as well as how quickly it achieves this detection. In scenarios
such as intrusion detection, rapid identification of new attack types is critical, making it
highly relevant.

7.4.4 Methodology

Using the methodology proposed in Chapter 5 [94] to transform our datasets into DSs
suitable for ND, we first define a consistent set of baseline parameters applied across all
experiments. Specifically, the time between novel class appearances is set to a factor of 0,
we use a 30% ratio of offline samples, a 55% ratio of known classes, and a concept sparsity
value of 1, indicating that all classes have an equal probability of appearing throughout the
stream. These settings were chosen for their prevalence in prior work and for their ability
to create challenging yet realistic ND evaluation scenarios.

To generate a DS from each dataset, we begin by identifying the known classes as the
top 55% of classes with the largest number of samples. The dataset is then partitioned
into offline and online subsets, with the offline subset containing only samples from the
selected known classes.

For each dataset-algorithm pair, we perform hyperparameter tuning using only the
offline subset to avoid data leakage. The number of known classes used during tuning is
computed using the same 55% ratio, applied to the classes present in the offline subset.

In datasets with fewer than 200,000 samples, we exhaustively evaluate all possible
combinations of known and unknown classes according to the computed number of known
classes. For larger datasets, due to computational limits, we evaluate a single combination
by selecting the known classes with the highest number of samples. Each combination is
further split into sub-offline and sub-online sets for tuning.

Hyperparameter tuning is conducted via grid search, as outlined in Algorithm 7.1, over
a predefined set of configurations selected based on recommendations from the original
papers and preliminary empirical tests. Notably, CASCADE requires only limited tuning:
four configurations (two values for two hyperparameters) are tested, compared to 24, 9, 9,
and 72 configurations for ECHO, ECSMiner, ECSMinerWF, and MINAS, respectively. All
tested configurations, final hyperparameters and source code for reproducibility are avail-
able online1. The optimal configuration is selected based on the average performance across
all combinations, using as the evaluation metric the harmonic mean of the average M1 and

1[https://anonymous.4open.science/r/CASCADE-387F/]
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AMI scores. This metric considers equally the algorithm’s ability to distinguish known
from novel classes (M1) and to minimize inter-class misclassification within both subsets
(AMI). This configuration is then applied to the online subset to assess the algorithm’s
final performance on the full DS.

Algorithm 7.1 Hyperparameter tuning procedure
1: Input: Offline dataset Doff , known class ratio n, offline sample ratio r, sample threshold

T
2: Parameter: Hyperparameter grid Θ
3: Output: Best hyperparameters θ∗

4: Cavail ← all unique classes in Doff

5: Kavail ← |Cavail|
6: Kknown ← ⌈Kavail × n⌉
7: if |Doff | < T then
8: S ←

{︁
(Cknown, Cavail \ Cknown)

⃓⃓
Cknown ⊆ Cavail, |Cknown| = Kknown

}︁
9: else

10: Cknown ← top Kknown classes in Doff by sample count
11: S ← {(Cknown, Cavail \ Cknown)}
12: end if
13: bestScore← −∞
14: for all (Coff , Con) ∈ S do
15: Split Doff into sub-offline D′

off and sub-online D′
on using ratio r

16: for all θ ∈ Θ do
17: score← Evaluate(D′

off , D
′
on, θ)

18: if score > bestScore then
19: bestScore← score
20: θ∗ ← θ
21: end if
22: end for
23: end for
24: return θ∗

7.4.5 Results

In this section, we present and analyze the results of our proposed algorithm alongside
the baseline methods previously described, evaluated across all datasets. Specifically, we
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assess each algorithm’s ability to: (i) distinguish between known and novel classes (M1);
(ii) accurately classify multiple classes, as captured by AMI; and (iii) detect novel classes
as NPs, including the time required for their detection (TTD).

Table 7.2: Comparison of M1 across all algorithms. The best overall result per dataset is in
bold, and the best in each category (Supervised vs. Unsupervised) is underlined. Higher
values are better.

Dataset Supervised Unsupervised
ECHO ECSM ECSMWF MINAS CASCADE

Random Tree 0.69 0.47 0.02 0.10 0.63
Random RBF 0.94 0.30 0.02 0.60 0.74
Nursery 0.62 0.51 0.74 0.60 0.00
Gas Sensor 0.38 0.47 0.02 0.52 0.59
INSECTS-Abrupt 0.63 0.36 0.04 0.30 0.52
Rialto 0.41 0.32 0.18 0.23 0.19
Room Occupancy 0.51 0.10 0.02 0.18 0.64
Shuttle 0.00 0.30 0.00 0.37 0.67
NSLKDD 0.85 0.03 0.00 0.34 0.29
NDSec1 0.00 0.52 0.00 0.19 0.56
NF-UNSW-NB15-v2 0.78 0.00 0.00 0.09 0.12

Average 0.53 0.31 0.09 0.32 0.45

Performance on Novel Class Detection

We begin by evaluating the ability of each algorithm to differentiate novel from known
classes, focusing on the misclassification of novel samples as known and vice versa. As
presented in Table 7.2, our proposed approach, CASCADE, consistently ranks among
the top-performing unsupervised methods, achieving the best performance in 8 out of
11 datasets. On average, CASCADE surpasses other unsupervised baselines, achieving a
mean M1 score 0.13 higher than the next best unsupervised algorithm. Specifically, MINAS
achieves an average M1 score of 0.32 across all datasets while CASCADE achieves 0.45.

Furthermore, CASCADE delivers the highest overall M1 score in four datasets (Gas
Sensor, Room Occupancy, Shuttle, and NDSec1), outperforming even supervised methods
despite not having access to ground-truth labels during the online phase. The Friedman
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Table 7.3: Comparison of AMI across all algorithms. The best overall result per dataset
is in bold, and the best in each category (Supervised vs. Unsupervised) is underlined.
Higher values are better.

Dataset Supervised Unsupervised
ECHO ECSM ECSMWF MINAS CASCADE

Random Tree 0.22 0.20 0.16 0.15 0.49
Random RBF 0.81 0.69 0.67 0.68 0.76
Nursery 0.40 0.33 0.36 0.38 0.59
Gas Sensor 0.35 0.35 0.30 0.33 0.44
INSECTS-Abrupt 0.34 0.35 0.35 0.27 0.37
Rialto 0.09 0.13 0.12 0.17 0.05
Room Occupancy 0.31 0.18 0.15 0.38 0.59
Shuttle 0.78 0.50 0.42 0.31 0.38
NSLKDD 0.59 0.61 0.63 0.35 0.07
NDSec1 0.01 0.05 0.01 0.05 0.02
NF-UNSW-NB15-v2 0.47 0.01 0.01 0.38 0.20

Average 0.40 0.31 0.29 0.31 0.36

Table 7.4: Average rankings from Friedman test across all datasets (lower is better). Best
results per column are in bold.

Unsupervised Only All Methods

Algorithm M1 Rank AMI Rank M1 Rank AMI Rank

CASCADE 1.36 1.64 2.18 2.45
MINAS 1.82 2.00 2.91 3.27
ECSMinerWF 2.82 2.36 4.50 3.82
ECSMiner - - 3.32 2.91
ECHO - - 2.09 2.55

p-value 0.002 0.234 0.002 0.237

164



test results reported in Table 7.4 confirm that statistically significant differences exist
among algorithms for the M1 metric in both the unsupervised-only comparison and the
comparison including all methods, with p < 0.05 in both cases. Among unsupervised
approaches, CASCADE achieves the best average rank of 1.36. When considering all
methods, CASCADE also attains a competitive average rank of 2.18, close to ECHO,
which achieves the best rank of 2.09.

Since the Friedman tests indicate statistically significant differences, we further con-
ducted Nemenyi post-hoc pairwise comparisons. The corresponding critical difference dia-
grams for the unsupervised-only and all-methods scenarios are shown in Figures 7.2 and 7.3,
respectively. In these diagrams, horizontal red bars connect algorithms whose performance
differences are not considered statistically significant under the conservative Nemenyi crite-
rion, with p ≥ 0.05. In the unsupervised comparison shown in Figure 7.2, CASCADE and
MINAS both perform significantly better than ECSMinerWF, while remaining statistically
comparable to each other, despite CASCADE achieving a higher average rank.

Similarly, in the comparison including both supervised and unsupervised methods, the
Nemenyi test in Figure 7.3 shows that ECHO, CASCADE, MINAS, and ECSMiner form
a group of statistically comparable algorithms. However, CASCADE and ECHO form a
subgroup with substantially higher ranks and are not clustered with ECSMinerWF, with
which MINAS and ECSMiner are grouped. These results highlight CASCADE competi-
tiveness against supervised approaches in distinguishing between novel and known classes
although it does not have access to true labels during the stream.

A closer examination of individual datasets highlights cases where CASCADE signifi-
cantly outperforms other algorithms. For example, on the Shuttle dataset, it achieves an
M1 score of 0.67, 0.3 higher than the second-best result. Similarly, our approach shows
robust performance on the Gas Sensor and Room Occupancy datasets. However, it un-
derperforms on the Nursery dataset, where it fails to detect any novel classes, resulting in
an M1 score of 0. Interestingly, ECSMinerWF, which performs poorly on most datasets,
achieves the best score on this particular dataset. This anomaly may suggest that Nursery
exhibits characteristics such as class overlap or imbalanced distributions that hinder the
performance of some ND algorithms while favoring others.

CASCADE also performs strongly on cybersecurity datasets, where it achieved the best
overall score on NDSec1, the best unsupervised result on NF-UNSW, and an average score
on NSLKDD showing that it is able to detect novel network attacks in a DS. Furthermore,
on INSECTS-Abrupt, CASCADE achieves a score of 0.52, demonstrating its ability to
maintain reliable performance in the presence of concept drift.

Overall, these results demonstrate that CASCADE effectively distinguishes between

165



novel and known classes, often outperforming or closely matching state-of-the-art ND
techniques. Apart from one notable exception (Nursery), CASCADE delivers consistently
strong performance across diverse datasets. In addition, it substantially narrows the per-
formance gap between unsupervised and supervised methods while requiring minimal hy-
perparameter tuning. These characteristics make CASCADE particularly well-suited for
real-world DS applications, where access to ground-truth labels is limited and adaptability
is essential.

1 2 3

CASCADE
(1.36)

MINAS
(1.82)

ECSMinerWF
(2.82)

Figure 7.2: Critical difference diagram comparing the rankings of unsupervised methods
based on the M1 metric.

Multi-Class Misclassification

We now look at the results of the AMI metric in Table 7.3, which evaluates inter-class
misclassification across both known and novel classes. In scenarios where it is not only
important to distinguish between known and novel classes but also to correctly identify
the specific class within these categories, algorithms with access to ground-truth labels have
a clear advantage. Access to ground-truth labels enables the construction of more precise
decision boundaries for both emerging and known classes. In contrast, fully unsupervised
algorithms may suffer from gradual performance degradation due to the absence of feedback
from labeled data.
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1 2 3 4 5

ECHO
(2.09)

CASCADE
(2.18)

MINAS
(2.91)

ECSMiner
(3.32)

ECSMinerWF
(4.50)

Figure 7.3: Critical difference diagram comparing the rankings of all evaluated methods
based on the M1 metric.

Despite this limitation, CASCADE demonstrates highly competitive performance, achiev-
ing the highest AMI score on five datasets (Random Tree, Nursery, Gas Sensor, INSECTS-
Abrupt, and Room Occupancy), outperforming both supervised and unsupervised base-
lines. It also ranks as the best-performing unsupervised method in six datasets and achieves
the highest average AMI among unsupervised techniques, with a mean score of 0.36, sur-
passing MINAS, the next best unsupervised method, which averages 0.31. While the
supervised algorithm ECHO still achieves the highest overall AMI (0.40), CASCADE sig-
nificantly narrows the performance gap, trailing by only 0.04 points, despite operating
without access to ground-truth labels.

Examining the Nursery dataset, where CASCADE previously underperformed in terms
of M1, we observe an interesting contrast. While CASCADE struggled to correctly iden-
tify novel classes, as previously discussed, it achieved the highest AMI score among all
algorithms, indicating strong performance in classifying known classes. Conversely, in the
cybersecurity datasets, particularly NDSec1, NF-UNSW, and NSLKDD, CASCADE per-
forms well in detecting novel attacks (as reflected by M1) but struggles with accurate class
assignments within these attacks. It achieves only average AMI scores for NDSec1 and
NF-UNSW, and a notably low score for NSLKDD. This suggests a potential limitation of
the algorithm in scenarios involving significant overlap between fine-grained classes.
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The Friedman test results for the AMI metric (cf. Table 7.4) indicate that CASCADE
achieves the best average rank in both the unsupervised comparison (1.64) and global com-
parison (2.45). However, the corresponding p-values exceed 0.05, indicating that the vari-
ability across datasets is too high to claim statistical significance. Consequently, post-hoc
tests were not conducted. This outcome reflects the mixed performance observed on certain
datasets, particularly some cybersecurity benchmarks and the Rialto dataset. Nonetheless,
CASCADE still demonstrates strong overall performance, consistently achieving top ranks
in the Friedman analysis and delivering excellent results on datasets with other challenging
data characteristics, such as achieving the best result on INSECTS, which includes concept
drift.

Time To Detection

Finally, Table 7.5 presents the number of samples required to detect each class as an NP, as
measured by the TTD. Empty cells indicate that the corresponding class was not clustered
as a novel class by the algorithm. It is important to clarify that this does not imply the
algorithm failed to recognize the samples as unknown; rather, it did not group them into
a distinct novel class. ECSMinerWF is excluded from the table, as it does not support
distinguishing between different novel classes in its output.

Examining trends in the speed of recognizing each class as an NP, MINAS stands out,
detecting 16 classes while maintaining a low overall mean TTD of 260, likely due to its
frequent ND cycle. It achieves the fastest detection times on the Gas Sensor, NF-UNSW,
Room Occupancy, and Shuttle datasets. CASCADE, while detecting slightly fewer classes
(13), demonstrates strong detection speed and outperforms the supervised methods on
several datasets, including Gas Sensor, NSLKDD, Rialto, and Room Occupancy. Notably,
CASCADE achieves the fastest overall mean TTD of 131 on the classes it successfully
detects. In contrast, both supervised methods exhibit substantially slower detection, with
mean TTD values around 400, indicating delayed recognition of novel classes.

Detecting an NP from a small number of samples can be advantageous in certain
scenarios, especially when novel class instances are sparse and risk being discarded as
noise before forming a novel class. Early detection in these cases helps preserve rare but
critical events. However, this often introduces a tradeoff with classification accuracy, as
highlighted in the earlier discussion of the M1 and AMI metrics. Detecting a class too early
can lead to unstable cluster formation, poor boundary definitions, and increased inter-class
confusion, ultimately reducing classification performance.

Examining the classes that were not clustered as NPs, we observe that none of the
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classes from NDSec1, as well as classes 6 and 7 from Shuttle, and class 2 from Nursery,
were detected. This may be attributed to their very small size or significant overlap with
known classes, which can hinder the ability of ND algorithms to form distinct clusters.
Furthermore, some classes are identified by only a single algorithm. For instance, Shuttle
class 2 is detected exclusively by MINAS, while NSLKDD class 3 is detected solely by
CASCADE. Similarly, Nursery class 4 and Random Tree class 1 are only detected by
supervised algorithms and not by any unsupervised method.

These cases highlight the variability in sensitivity across algorithms and suggest that
certain classes may require more nuanced detection strategies to be reliably identified as
NPs, particularly when class boundaries are ambiguous or class frequency is low.

7.5 Summary

This chapter introduces CASCADE, an unsupervised algorithm for ND in DSs, designed
to overcome limitations of existing methods, including reliance on ground-truth labels
in the DS and sensitivity to hyperparameter tuning. CASCADE integrates an adaptive
classification module based on binary classifiers to handle known classes and an ND module
that leverages hierarchical clustering over a unique set of meta-features to identify novel
classes in real time.

Our empirical evaluation across 11 datasets demonstrates that CASCADE consistently
matches or outperforms state-of-the-art unsupervised methods, achieving, among unsu-
pervised approaches, the highest average M1 for distinguishing known from novel classes
and the highest classification accuracy, as reflected by AMI. Furthermore, CASCADE
significantly narrows the performance gap with supervised algorithms, and in some cases
surpasses them, while operating without labeled data and requiring minimal hyperparam-
eter tuning.

Despite its strong performance, CASCADE exhibits some limitations, particularly in
the trade-off between detection speed (TTD) and classification accuracy (AMI) in datasets
with high class overlap, such as the cybersecurity benchmarks. Future work will explore
dynamic adaptation strategies, including automatically adjusting clustering thresholds and
buffer sizes, to better balance early detection with high classification accuracy. We also plan
to explore adaptation mechanisms for handling different types of concept drift. Finally, we
intend to extend the experiments with CASCADE to additional real-world ND applications
to further validate its robustness and scalability.
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Table 7.5: Mean TTD. Empty cell indicates no detection. Best result per class/dataset
pair is in bold. Lower values are better.

Dataset Class Algorithm
ECHO ECSM MINAS CASCADE

Random Tree 1 364 255

Random RBF 0 97 280 115 178

Nursery 2
4 175 82

Gas Sensor 2 536 316 6 223
5 542 327 9 254

INSECTS-
Abrupt

0 89 445 1789
3 84 1066 1666

Rialto

6 1304 1014 36 30
7 1178 454 13 29
8 1067 431 15 22
9 1016 321 109 29

Room
Occupancy 1 216 383 13 184

Shuttle
2 14
6
7

NSLKDD 3 50
4 172 642 335 54

NDSec1

3
4
8
9

NF-UNSW-
NB15-v2

0 59 8 233
1 46 20 210
8 49 13 211
9 60 4

Mean TTD 415 463 260 131
Detected Classes 17 13 16 13
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Chapter 8

Conclusion and Future Work

ND in DSs remains a domain of active interest across multiple fields, as self-learning algo-
rithms that operate online and can automatically detect and adapt to new classes without
requiring the model to be taken offline and retrained are applicable to a wide range of
contexts. In domains such as intrusion detection or fraud detection, the emergence of new
threats is often the norm rather than the exception, making the accurate identification and
clustering of these novel classes paramount. However, building such algorithms remains
a significant challenge, as dynamic DSs present numerous complexities that must be ad-
dressed. Furthermore, ensuring that these algorithms are properly evaluated and free from
limitations that could hinder their adoption in real-world deployments is equally essential.
This thesis advances the field of ND in DSs through several key contributions designed to
address these challenges, which are outlined in the following paragraphs.

8.1 Contributions

This thesis addresses fundamental challenges in the field of ND and presents several con-
tributions structured around four main objectives: (i) conducting a systematic literature
review and proposing an updated taxonomy of the field; (ii) developing a standardized
evaluation framework for ND that accounts for key data characteristics of DSs; (iii) de-
signing a novel unsupervised ND algorithm tailored to the specific challenges inherent to
this domain; and (iv) applying ND to the context of cybersecurity and intrusion detection.
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8.1.1 Systematic Literature Review and Updated Taxonomy

In Chapter 3, we presented a comprehensive synthesis of ND in DSs. Our SLR provided
an overview of the state of the field by analyzing more than 150 papers to identify research
trends and common architectural patterns used in ND algorithms. Our contributions
include the proposal of an updated taxonomy to classify existing algorithms based on
their assumptions regarding DSs, their classification strategies, and their novelty handling
mechanisms, along with a formalized, standardized definition of ND. Finally, we reviewed
and synthesized the key challenges still present in the field and highlighted critical gaps,
such as the lack of a consistent evaluation framework.

8.1.2 Framework for Evaluating Novelty Detection Algorithms

To address the lack of consistent evaluation in ND identified in our SLR, we began in
Chapter 4 by empirically exploring commonly used performance metrics in imbalanced sce-
narios, which represent a common challenge in ND, in order to gain a better understanding
of their behaviour and limitations. Through extensive experimentation, we evaluated the
robustness of these metrics to noise and class imbalance and provided recommendations
for selecting appropriate performance metrics across different imbalanced contexts.

In Chapter 5, we then shifted our focus specifically to ND. We formalized a reporting
protocol for four key DS characteristics: time between novel classes, ratio of offline samples,
ratio of known classes, and concept sparsity. We empirically demonstrated that these
characteristics can significantly influence algorithm performance and should therefore be
reported to ensure comparability across studies. Furthermore, we reviewed existing ND
metrics and proposed a suite of metrics that simplify the evaluation around two main
aspects: the binary detection of known versus novel classes (Mβ) and the clustering or
multi-class classification capability of algorithms (AMI), providing a more comprehensive
view of an algorithm’s performance. Finally, we introduced two new metrics, TTD and
TTC, to capture temporal performance aspects previously overlooked in the domain.

8.1.3 CASCADE: High-Performing Unsupervised Novelty Detec-
tion

To demonstrate the applicability of ND to the cybersecurity domain and to validate our
core idea of using multiple binary classifiers combined with a filtering mechanism and a
voting classifier, we evaluated the performance of our proposed approach against classical
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multi-class classification algorithms in Chapter 6. Using several modern intrusion detection
datasets, we confirmed that our approach enhanced the detection of novel attacks while
overall matching or surpassing traditional classification techniques.

Building on this approach as the foundation for our fully fledged ND algorithm pre-
sented in Chapter 7, we introduced CASCADE, a novel algorithm designed to overcome key
limitations of existing methods, such as their reliance on ground-truth labels and sensitivity
to hyperparameter tuning. CASCADE combines our classification module from Chapter 6
with hierarchical clustering and automatic classifier updates. The proposed method demon-
strated strong performance compared to other state-of-the-art ND approaches, achieving
the highest overall binary and multi-class classification accuracy for novel classes, even
surpassing supervised methods.

In addition to the previously mentioned contributions, this thesis also led to the de-
velopment and publication of an open-source Python package that implements various
state-of-the-art techniques which were previously unavailable as open-source tools or ex-
isted only in other programming languages, making comparison difficult [89].

8.2 Limitations and Challenges

While this thesis provides significant advancements in the field of ND, several overarching
limitations and encountered challenges should be acknowledged, as they may serve as the
basis for future work.

First, although we used multiple modern intrusion detection datasets to demonstrate
the applicability of ND in this domain, the availability of large, annotated, and up-to-date
cybersecurity datasets beyond intrusion detection remains limited. This lack of diversity
constrains the ability to fully evaluate the generalization of ND approaches. In addition,
the absence of publicly available datasets representing true DSs in this field remains a major
limitation. Most evaluations currently rely on transforming batch learning datasets into
DSs, which does not necessarily capture the same temporal dynamics and dependencies
inherent to this domain.

Another limitation lies in the scope of our evaluation of CASCADE compared to other
state-of-the-art methods. While we selected a comprehensive set of datasets, including
those exhibiting concept drift, and assessed multiple aspects of algorithmic performance,
such as the ability to detect novel classes, distinguish between them, and identify them in
a timely manner, we did not evaluate additional factors such as the handling of concept
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drift, the trade-off between speed and accuracy, hyperparameter impact, and computational
requirements. These aspects represent promising directions for future research.

Finally, the lack of accessible source code for many ND algorithms, combined with
differences in their underlying assumptions, as discussed in Chapter 3, hinders direct com-
parison between methods. We aim to gradually address this issue by implementing and
releasing an increasing number of these algorithms through our package. However, this
effort is ongoing and resource-intensive, which represented a significant challenge during
the completion of this work and also explains why only four alternative techniques were
included for comparison.

8.3 Future Work

Based on the limitations outlined in the previous section as well as other research directions
outlined in our SLR that could not be addressed in this thesis, we highlight the following
areas as potential future work.

8.3.1 Enhancing the Evaluation

As mentioned in the limitations section, broadening the evaluation of ND methods through
a systematic analysis of the trade-off between speed and accuracy, computational require-
ments, and hyperparameter dependence would be a promising research direction, as these
factors play a crucial role and can directly hinder the deployment of ND algorithms in
real-world scenarios.

Moreover, a thorough analysis of the ability of these algorithms to handle concept drift
also represents an important research avenue. While we did not include this aspect in
our evaluation framework due to the difficulty of measuring it and the lack of real-world
datasets with controlled concept drift, an extension of our framework could incorporate
drift analysis as a new data characteristic, along with a metric specifically designed to
measure an algorithm’s ability to adapt to such drift. Additionally, different types of drift,
such as gradual and sudden changes, could be further explored and integrated into the
evaluation process.
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8.3.2 Improving CASCADE

CASCADE demonstrated strong performance across the tested datasets but could be fur-
ther improved through several enhancements. First, while CASCADE offers the significant
advantage of being fully unsupervised during the online phase, which removes the need for
unreasonable labeling, its performance could likely be improved by incorporating optional
active learning feedback. This would be particularly beneficial in scenarios where it is
realistic for some labels to become available after a certain period, allowing the model to
refine its predictions over time.

Another promising direction for improvement is the integration of adaptive thresholds
and automatic calibration in a dynamic fashion. Currently, the thresholds set by the filters
are static, but dynamically adjusting these thresholds throughout the DS could potentially
yield higher performance without increasing computational costs. Finally, exploring differ-
ent adaptation mechanisms for the binary classifiers, along with a thorough evaluation of
the impact of various types of concept drift, also represents an important direction for fu-
ture research and for the potential application of CASCADE in domains such as continual
learning.

8.3.3 Broadening the Application of Novelty Detection

Finally, while ND is a promising field of research, it remains relatively small compared to
other areas of artificial intelligence, and its applications are still largely confined to specific
domains. In this thesis, as in much of the existing research, we focused on the application
of ND to tabular data and its specific use in intrusion detection. However, other potential
applications, such as image and text analysis, fraud detection, and medical domains, are
promising and would benefit from further research.

As mentioned in the limitations section, the availability of purpose-built ND datasets
and, more broadly, datasets that capture challenges specific to DSs, such as memory lim-
itations and concept drift, remains a significant obstacle. The creation of such datasets
would be crucial for advancing the field and enabling the real-world deployment and testing
of ND methods, particularly in applications such as IDSs.
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