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Abstract

The goal of this thesis is to make a classification of the existing models for mobile agents and to
study the relationship between them.

"To do that, we consider the problem of collaboratively constructing some topological information
and we study this problem under a variety of assumptions on the capabilities of the agents and
on the network structure.

Distributed models for mobile agents differ from one another on a large number of parameters
which can be grouped into two interdependent categories: structure surrounding the agents (e-g.
structure of the topology, communication methods, etc.) and the capabilities of the agents (e.g.
its a-priori knowledge, etc.). These parameters discern the common traits of the distributed en-
vironment problems and we use them to systematically classify the models used in the literature.
More precisely, we study the problem of determining the size of the network in some common
topologies (rings, meshes, tori) and, through this example, we compare the power of the different

models.
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Chapter 1

Introduction

The daily rapid growth of networks requires new tools to help the users to manage the increasing
distributed dynamic and heterogeneous resources. Intelligent software agent platforms represent
a promising instrument to deal more efficiently and elegantly with this open environment and to
undertake work in the network on behalf of the user.

There is no unique definition for an intelligent software agent. Based on the specific needs, it
exists in the literature a variety of definitions. At the highest level, agents can be categorized as

shown in figure 1.1:

The main difference between hardware and software agents is the under layer describing their

Figure 1.1: Classification of intelligent agents, [11], p19

moves. Hardware agents have limited surface as an under layer for their moves, while software
agents have graphs that limit their movements only on edges. In this thesis we consider only

software agents.



Depending on the needs of the user, software agents can have different specializations. Figure 1.1
classifies the software agents as: information agents, transaction agents, and cooperation agents;
this classification is based on the area of application. An information agent is deployed for in-
formation retrieval in distributed systems. Using its knowledge about all the available resources,
the information agent has to locate the information, extract it, filter it based on the interest of
the user and return the result in an appropriate form. A transaction agent is used in sensitive
areas such as database environments and electronic commerce. Its focus is processing and mon-
itoring the requests. It reduces the network load and overcomes its latencies. Trustworthiness
and confidentiality are major concerns for the transaction agent. Cooperation agent cooperates
within a goal oriented group. It works out problems exceeding the capabilities of a single agent
or it permits faster and better solutions than a single agent system.

To meet given requirements of an application, the deployed agent can belong at the same time
to more than one category. In spite of the categories, commonly, an intelligent agent exploits
its environment, collects and computes information, makes decisions on its own and reacts to
achieve its goal. Common basic characteristics of agents are: autonomy, learning, reactivity,

pro-activity, and computing capability.

- Autonomy: an agent is autonomous since it decides on its own what action to perform; it
can adapt to new circumstances, without receiving commands or approval from its envi-

ronment or from other agents.
- Learning: an agent changes its behavior based on its previous experience.

- Reactivity: an agent has adaptive behavior; i.e. has the ability to observe its environment

and to make decisions when changes occur, to adjust to new circumstances.

- Pro-activity: an agent does not only adjust to the changes occur in its environment, but it

takes the initiative to act under specific situations having a complex goal to achieve.

- Computation: the agent reasons based on its learning capacity and its internal knowledge

to get closer to the problem overall solving.



Some applications require multiple agents that collaborate to improve the fulfillment of the pre-
determined goals. This necessitates that the agents have extra communication tools since the
cooperation between agents occurs through interaction. Agents require communication capabil-
ities to interact not only with other intelligent agents, but also with their environment, users,
and information sources. The creator of the agents can empower them by mobility, which is the
ability to migrate in order to perform particular tasks. An agent is called mobile when it is able
to travel within the network, migrate from one site to another where it can make direct contacts
with other agents and passing information directly. A stationary agent that is compelled to a
specific site interacts with its environment through messages to remote objects. Almost all the
tasks can be performed remotely by stationary agents. Mobility offers more flexibility, but leads
to higher demand on the technical infrastructure and causes major security problems. The most
robust areas of agent technology revolves around autonomy and mobility.

In this thesis, we consider cooperative software mobile agents. They collaborate asynchronously
to achieve a given goal in a distributed computing environment. Despite the lack of global con-
trol, their limited capabilities, the decentralization of data and the asynchronous computation,
the agents can achieve plenty of useful tasks. However, their workload orchestration and distri-
bution introduce new levels of complexity.

According to N. Minar et.al [33] “As agents interact with one another - and so have the potential
to become LIKE their peers by learning from them-preserving behavioral diversity becomes a
major challenge. Efficient division of labor in the absence of centralized control is subtle, im-
portant problem”. Agents have similar visions of steps to do to accomplish their common goal.
They have to interact in order to divide the responsibilities and organize their behavior to avoid
the duplication of their efforts. When the deployed agents are anonymous and initially located
in symmetric placement on a symmetric anonymous topology, we call this model symmetric. In
some scenarios, the symmetry of the model and agents do not only affect the efficiency of the
agents, but make the problem unsolvable. The behavior diversity breaks the similarities of the
agents. In the literature, breaking symmetry is achieved in different ways such as: introduction

of randomization, use of asymmetric strategies with a priori agreement on the roles of the agents,



etc. Breaking the symmetry of the model is not only the most important factor to maximize the
efficiency of the agents, but also a crucial factor for the solvability of the problem.
“Much of the behavior of agents results from autonomous decisions made in the context of or-

ganizational guidelines supported by explicit coordination of short-term activities.” [13]

In this thesis, we define some of the extensively studied problems in the mobile agents dis-
tributed environments, and we discuss their relationships. The existing models of distributed
mobile agents differ from one another on a large number of parameters that mostly deal with the
knowledge available to the agents and and their capabilities. These parameters discern the com-
mon traits of the distributed environment problems, thus we use them to systematically classify
the models used in the literature and to cover all the different possibilities when we intend to
solve a particular problem.

The metric information available to the agents (e.g. its size, number of edges, maximum degrees,
diameter, grith, etc.) and the topological properties (e.g. the fact that the topology of the net-
work is a regular graphs, a Cayley graph, symmetric graph), differ from one model to an other
and empower the deployed agents to solve problems with lower complexities.

When both the topology class and its size are known, the agents have a full map of the network
and can exploit this information to solve more complex problems. Therefore, we study the prob-
lem of finding the size for ring, mesh, and torus topologies under different assumptions, when it
is assumed that the class of the underlying topology is a common a-priori knowledge for all the
deployed agents.

We present solutions for finding the size of a ring, a mesh and a torus for several models. We
take advantage of the topology characteristics to avoid visiting all the edges and all the nodes.
In particular, solving the size of a mesh or a torus by mobile agents that do not have common
orientation (i.e. the notion of: south, north, east, and west) is not trivial. We make the agents
travelling in a consistent direction without going through a global orientation construction. The
complexity of the solutions is O(y/n) instead of the trivial bound of O(n), where n is the number

of nodes in the network.



This thesis is organized as follows: Chapter 2 is dedicated to define the factors and parameters
that identify the models of distributed mobile environments; to describe some typical problems
such as: leader election, rendezvous, intruder capture, exploration and finding the size of a net-
work; to identify the relationships of these problems and classify their possible solutions. The
chapter also includes the recapitulative table of the models studied in the literature. Moreover,
chapter 2 enumerates some observations and tools to deterministically break the symmetry of
some models: breaking the symmetry of the model is not only an important factor to maximize
the efficiency of the agents, but also a crucial factor for the solvability of the problem. Often in
the literature, randomization and asymmetric strategies based on a priori agreement on the roles
of the agents, are used to break the symmetry.

Chapters 3, 4 and 5 investigate the possible solutions and describe the algorithms to find the
size of a network respectively in a ring, mesh, and torus, using one or two agents, under different
assumptions on the power of the agents, on the means of communication, and on the availability

of common orientation.



Chapter 2

Models and Solutions

There are numerous models for distributed mobile environments, differing from one another on
a large number of important factors and parameters. This chapter defines different models for
mobile agents, describes some typical problems, and classifies the possible solutions in distributed

mobile environments.

2.1 Models

An accurate distributed solution starts with a precise description of the distributed model. How-
ever, the area of mobile agents seems to consist of a collection of distinct results in different
models without fundamental formal concepts underlying the distributed mobile agents comput-
ing. Even so, informal assumptions that seem to be important are made. So as to successfully
analyze, classify and compare different approaches and algorithms solving particular problem, we
have to state clearly the taxonomy of the assumptions of the models. In this chapter, we classify
the models founded on the values of these following constituents: topology, labelling of the edges
and the nodes, identities of the agents, a-priori knowledge of the agents, memory space of the
agents, communication methods, meeting conditions, synchronous versus asynchronous models,
heterogeneous agents, and coordinator agent, etc. Even though some extent of fault tolerance is
required in most real distributed systems, in this thesis we study distributed algorithms that are
not fault tolerant, considering that other mechanisms will handle failures in case of interruption

of the algorithms.



These are the definitions of all the constituents taken into consideration for the description of

the models:

e Topology: For software mobile agents, the topology is a graph modelled as a set of vertices
and edges. Agents are limited to move only on the edges. In a node, edges are assumed to
be labelled so to be locally distinguishable. Edges can be unidirectional or bi-directional.
Bi-directional edges can be traversed in both directions; while unidirectional edges restrict
the agents to move only in one direction. A vertex can host as many agents as the network
contains. We assume that the topology does not change dynamically during the compu-
tations. The network can be symmetric and look the same for all the vertices e.g. ring,
complete graph, complete bipartite graph, etc.; but most of the topologies are inherently

asymmetric.

e Labelling: In the model, there are three different components that can or cannot be labelled:

the edges, the nodes, and the agents themselves.

1. Edge Labelling: The edges are labelled if two (possibly different) labels, known also as
ports numbers, are associated to both ends of each edge in the graph. The labels have
to be locally distinct (at a given node all the incident edges have distinct labels) in
order for an agent to take advantage of the labelling. Edges can be labelled globally
in a certain fashion that offer a sense of direction or an orientation for the agents
[19, 20]. If there is a sense of direction, that means it is possible to understand, from
the labels associated to the edges, whenever different walks from a given node end in
the same node or in different nodes. This is the case, for example, of a mesh labelled

with {North, South, East, and West}.

2. Node Labelling: Nodes are anonymous if they are not uniquely labelled. Due to proto-
col and naming convention mismatch, machine faults or even the possible presence of
hostile agents, in general, nodes are assumed anonymous. A network is called anony-
mous when the nodes do not have distinct identifiers, even if the edges have a local

labelling.



3. Agents Identities: Agents can be anonymous, or labelled by distinct identifiers. In
the second case, identifiers can be comparable as integers or incomparable as colors

or labels written in different alphabets.

e Communication Topology Knowledge: As defined in [19], topology knowledge is part of the
structural knowledge that the agent might have of the system and refers to five categories

as below:

1. Metric Information: Knowledge of some information about the network; e.g. its size,

number of edges, maximum degrees, diameter, grith, etc.

2. Topological Properties: Knowledge of some properties of the topology; e.g. the fact
that the topology of the network is a regular graphs, a Cayley graph, symmetric graph,

etc.

3. Topological Classes: Knowledge of the “class” to which the topology belongs; for

example, the fact that the topology is a ring, a tree, a mesh, a tori, etc.

4. Topological Awareness: Knowledge of the adjacent matrix that describes the topology

(i.e. class of the topology and its size).
5. Complete Knowledge of the Topology: Knowledge of the adjacent matrix and its posi-
tion in it.
e A-priori knowledge of the agents:
1. Blind Agents: Agents are dispersed in the network without any a-priori structural
knowledge of type “communication topology”.
2. Informed Agents: Agents are dispersed in the network having some structural knowl-

edge, usually metric information.

o Communication Methods: Mobile agents mainly dispose of four methods to communicate
with each other: boards, messages exchange, direct exchange (known also as face-to-face

communication) [22], and tokens.



1. Boards: The most usual mean of communication among these three methods is the
use of boards. In this case; the agents write down the information that they want to
share. There are two kinds of boards: blackboards and whiteboards. The blackboard
is a unique central common board accessible, in mutual exclusion fashion, by the whole
group. Whiteboards are local storage area. Each whiteboard resides in a node of the

graph and it is accessible only by the agents that are present at that node.

2. Messages: The second mean of communication is sending messages. If the agents
are mobile then the network looks like a wireless network model: every agent can
communicate with any other agent by sending it a direct message (like using cell

phones). Messages have to be minimized so they do not congest the network.

3. Face-to-Face: The third communication method is the direct exchange of information
which is sometimes called “Free Communication”. Meetings are the only information
sources; no central control or whiteboards can be used as means of communication.
Therefore, agents are mobile and able to meet face-to-face on the node; they can
exchange what they learned during their trip only directly when they are at the same

node. In this case, communication is instantaneous.

4. Tokens: Each agent has a unique marker available, called token, that can be left at a

node. The node has enough memory to store the token.
e Memory:

1. Memory of the Agents: Agents could be oblivious, which means that they have no
memory. They could have limited memory as O(log(n)), or as little as just one bit

O(1). They also could have unbounded memory.

2. Memory of the Nodes: Each node has to be able to host all the existing agents and
tokens in the model, the whiteboard in case of whiteboards communication model, the
labels of the incident edges, and the label of the node in the case of a non-anonymous

network.



e Meeting Conditions: There are two possible scenarios as meeting conditions for the mobile
agents. In the first scenario, two agents can meet only when they both reside in the same
node, which means agents become computationally active only at nodes. In the second
scenario, two agents can meet either when they are residing in the same node or when they

are crossing a given edge.

e Synchronous versus Asynchronous Models: In the synchronous model, the agents consume
the same amount of time to cross any edge (e.g. one unit of time). In the asynchronous
models, it takes for an agent an unpredictable, but finite, amount of time to cross an edge.
That time may differs from an agent to an other one or depends on the edge itself. If the
computation is synchronous, then the startup time could be simultaneous (i.e. the agents

start computing at the same moment) or could be non-simultaneous.

e Heterogeneous Agents: The distributed environment contains collaborative agents but
it can contain also some neutral agents that are not necessarily directly involved in the
computation or contain some harmful agents (sometimes called intruders) known also as
enemies. The number of cooperative agents is usually known. The existence or the non-
existence of intruders, is part of the assumptions defining the model. The agents that
are not directly involved in the computation (let us call then Strangers) might be present
because they are involved in other computations and they do have information about the
model that collaborative agents ignore. Collaborative agents may interact with strangers
to try to get better view of the model. The correctness of the answers of the strangers can

be a probabilistic function.

e Coordinator Agent: A coordinator agent is about the presence or the absence of a par-
ticular agent given special rights to perform particular tasks or coordinate the work of the
whole group. If the coordinator agent exists then it is unique, all the other agents are in the
same state and the system is called System with leader. In this thesis, only decentralized
models that contain no coordination software agent are considered. Models and solutions

are completely decentralized so in order to get a coordinator agent we have to solve in a

10



decentralized fashion the “Leader Election” problem.

e Taxonomy of Solutions: finally, in all possible variations of the model, the complexity
of a solution will be measured using two parameters: time units and number of moves.
The algorithms can be randomized or deterministic. The strategies can be symmetric or

asymmetric.

1. Complexity of the Solutions: There are two complexity measures for distributed algo-
rithms executed by mobile agents: move and time complexity. The move complexity
consists of the total number of moves performed by the agents. The time complexity
is the time needed both for the moves of the mobile agents and for computation within
the processes. However, computations performed by agents are traditionally ignored,
only the time needed for the moves being counted. Tradeoffs between time and moves

complexity are often possible.

2. Randomized versus Deterministic Solutions: An algorithm is called deterministic if
its behavior does not contain randomized elements (e.g. coins flips). Notice that
in distributed models, the asynchronicity aspect of the agents may induce different
results for different execution of the deterministic algorithm. An example of a random
algorithm in the case of the exploration problem is the following: as agents move along
an unknown connected graph to explore or gather, they decide randomly on their own

the next node to move to.

3. Symmetric versus Asymmetric Strategies: When identical agents run the same de-
terministic algorithm, they are acting similarly and the strategy is called symmetric.
Otherwise the strategy is called asymmetric; agents play different roles and run differ-
ent deterministic algorithms. They may have gotten the chance to agree in advance on
their roles in a combined strategy or started their computations by electing a leader
among them to assign different roles for the agents. As example of using different roles
the “Wait for Mummy” technique when two agents want to meet. One player, known

as “child”, remains stationary while the other agent, known as “mummy”, looks for
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it. In this case we are using the mummy and child roles to break the symmetry.

2.2 Typical Problems and related works

In the following subsections, we will define the problems of: leader election, rendezvous, explo-

ration, and finding the size of network in the mobile distributed environment.

2.2.1 Leader Election

Leader election is a classical problem in the message passing system [37]. In the mobile agents
environment, it is the problem of choosing a single agent among a group of symmetric agents
and giving it a particular role to play different than the roles of the other agents. The leader is
unique and it does not matter which agent becomes a leader. This task consists of moving the
system from an initial configuration where all the agents are in the same state (usually called
available), into a final configuration where all the entities are in the same state (traditionally
called follower) except one which is in a different state (traditionally called leader). The goal of
the elected agent is to act temporarily as a central controller to coordinate the execution of a
particular task by the whole agents. Electing a leader in a distributed mobile agents environment
is important when some centralized coordination is required in the environment, because there
is no known decentralized solution, or because a centralized approach provides a more efficient
solution. By solving the leader election problem, the symmetry among the agents in a distributed
environment is broken. As we will see also later, breaking the symmetry is at the basis of most
control and coordination processes (e.g. mutual exclusion, synchronization, concurrency control,
etc.) employed in distributed systems. Also, the leader election problem is closely related to
other basic computations (e.g. minimum finding, spanning-tree construction, traversal). If the
agents are identified with distinct values, then a possible strategy to solve the problem is to elect
the agent having the smallest identifier.

In fully anonymous systems, the conditions for the solvability of the leader election problem
among a group of £ anonymous asynchronous mobile agents dispersed on an arbitrary anony-

mous network of size n is examined in [7]. The authors studied the impact of the availability of a
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sense of direction and show how o elect a leader when there is sense of direction and ged(k, n) = 1.
Unlike all the known leader election protocols that assume the comparability of the agents iden-
tifiers, the research conducted in [6] does not rely on the existence of distinct and pairwise
comparable identifiers, nor on any topological asymmetry of the network. The leader election
problem is studied in its weakest setting: in anonymous highly symmetric graphs (i.e. Cay-
ley graphs) and in qualitative models (e.g. entities are given distinct labels which are however
mutually incomparable). The authors determine if the problem is solvable or not and give a
conditionally effective protocol that performs election of one agent among any set of agents in

any network.

2.2.2 Rendezvous

Rendezvous is a coordinated meeting of distributed mobile agents.

This problem is part of the human beings daily activities; we gather in order to negotiate, to
celebrate or to get informed. Through communications by phone, e-mail, fax, and other means,
decisions are made on the location and the time of meeting. Since the involved parties are will-
ing to meet, they will eventually make it. In a perfect world, the mobile agents would achieve
rendezvous in the same fashion: meeting when they want, in a given address e.g. meet on the
node with the lowest identification number as fast as possible. However, in reality the case is not
that trivial; faulty nodes, incompatible naming conventions and the refusal to provide the labels
must be taken into account.

The solution of the rendezvous problem is a description of a strategy that allows two, or more,
mobile agents (also known as trajectory), willing to meet, to meet in an unknown connected
graph minimizing the time required to meet. The number of edges traversed can be used as a
measurement of the algorithm complexity. As in any computer science problem, the memory
required is important variable to take into consideration. The rendezvous itself differs from one
model to another. Some authors, as in [31], consider that the rendezvous occurs when the mobile
agents either meet on a network node or simultaneously cross the same network link while mov-

ing in opposite directions. The traditional search problem is a one side search (i.e. the search is
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not mutual: an agent searches for a stationary object or for an another mobile agent that may
not be aware about this search, or aware but hiding). The searcher wants to minimize the time
it takes it to find a stationary or mobile object. In this case, the only resource measured is the
time, in spite of the mobile agents rendezvous problem that considers the used memory. Even
though all the involved agents, in the distributed model, are willing to meet still is it not trivial
to make it considering the case when agents do not have any way to communicate remotely, do
not agree on address for the physical locations, or do not have any orientation. These may seem
to be unrealistic scenarios. However, in real life, this situation may occur with a parent and child
visiting a crowded place and get separated. Another similar scenario in the military field, con-
sider the case of two soldiers that are parachuted over enemy territory and have to meet quickly
in order to accomplish their goals in the minimum time interval. Researchers are interested by
the rendezvous to study and the prediction of some natural behaviors to understand and forecast
the displacement of some species of birds that gather at certain time of year in order to mate.
In many distributed computing algorithms, authors rely on infinite bandwidth communication
between agents at all times in order to achieve promised performance levels. Nonetheless, there
are many physical limitations that allow communication only over short distances as underwater
agents. Rendezvous problem is formulated in various settings based on different topologies, such
as plane (finite set of points), infinite line, ring and mesh etc. Asymmetric rendezvous on the
plane is the original setting of the problem. In [4] E. J. Anderson and S. P. Fekete referred to
the agents as a player and they considered two scenarios for the rendezvous problem in plane
which is the original setting of the problem. The first scenario is defined as follow: two agents
have the knowledge that they are distance d apart but they do not know the direction in which
they should travel in order to meet. The second scenario is based on an asymmetric knowledge
of agents. Only one of the two agents knows the position of the other agent that knows only the
initial distance d. ‘

Rendezvous problem is analyzed in [14] considering anonymous ring, trees, and arbitrary con-
nected topologies. Two dispersed mobile agents with distinct identifiers have to meet under two

scenarios: simultaneous startup and arbitrary startup. The agents communicate face-to-face and
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know the class of the topology, and their identifiers.

Rendezvous in trees relies on efficient network exploration but cannot be used in graphs with
cycles. The authors contribute a general feasibility results on arbitrary connected graphs, even
with arbitrary startup. They give a generic algorithm for all connected graphs when a simulta-
neous startup is assumed. In [31], the rendezvous problem is analyzed in the ring topology. Two
identical anonymous dispersed agents have to break their symmetry and meet as fast as possi-
ble. Authors investigate the use of identical tokens to find a deterministic solution to solve the
problem. They drive the explicit conditions under which the problem is solvable. They suggest
a tradeoff between the memory of the mobile agents and the time complexity, which is limited.
In [22], the authors consider the rendezvous problem in anonymous ring using k& > 2 dispersed
anonymous agents. The described solutions use identical tokens to break the symmetry of the
model. The authors derive the lower bounds on the memory required to solve this problem.
They discuss the relationship between rendezvous and leader elections problems.

The rendezvous problem is studied in [17] in a anonymous ring of size n, when there is a blackhole
(i.e. Blackholes are unsafe nodes that contain a stationary process that destroys any incoming
agent without leaving a trace). The research concern is to determine the number of agents that
can gather and under what conditions. For k dispersed anonymous asynchronous mobile agents
aware of the existence of the danger but not of its location and using whiteboards, the time com-
plexity of the solution is O(n), which is a significant improvement over the O(nlogn) complexity
of the existence protocols for the same case.

Also in [21], the authors consider the rendezvous problem of k¥ > 2 dispersed anonymous agents
in anonymous ring using identical tokens and markers to break the symmetry of the models.
Running the same deterministic algorithm, the authors study the effects of tokens failure on the

required time for the rendezvous with different type of knowledge (knowledge of n, or k, or both).
In [7], the authors investigate the existence of deterministic generic solutions for the rendezvous

problem of k anonymous dispersed agents having access to the whiteboards in an arbitrary anony-

mous network of size n. A generic solution will work regardless the of the network topology and
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the initial placement of the agents. The results of this investigation: rendezvous is not possible
if gcd(n, k) > 1. On the other hand, the availability of sense of direction is sufficient to solve the
problem when ged(n, k) = 1. The initial placement of the agents creates topological asymmetries

that could be exploited to solve the problem.

2.2.3 Exploration

There are two variations of the exploration problem depending on the knowledge and the goals
of the agents. The deployed agents might be exploring the graph searching for something or
exploring to discover the topology of the network. The performance of their solution is measured
by the completion time complexity, by the number of edges traversals or the memory size of the
agent.

The exploration problem can be solved using a single agent or by a group of cooperative mobile
agents: two or more agents work independently and then exchange the learned information. By
exchanging information, an individual agent can acquire knowledge about parts of the network

that it has never visited.

Explore to retrieve:

Known also as Navigation problem, the goal of this exploration is to touch all the nodes of
the connected graph. It is possible that the deployed mobile agents know the topology of the
network before starting but they have to explore it collaboratively to touch all the nodes for
object retrieval. Then the output of the process is to return the location of a given information
in the graph. The information that the agents may be looking for, could harmful as blackhole

and intruders.
Explore to discover:

The goal of this exploration is to overtake the lack of information. the deployed mobile agents

ignore the topology of the connected graph, and they have to explore it collaboratively. Then
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the output of the process is the construction of a complete map of the environment. The agents
ignore the environment but still they can have partial information as the total number of nodes,
the order of the graph, the maximum number of the incident edges of node or the existence of a
particular node as a central node or a node with a maximum degree, etc.

‘There are three versions of algorithm of the exploration termination: exploration with return,
with stop or perpetual. In the exploration with return the agent has return to its starting posi-
tion after performing the exploration phase. In the exploration with stop, the agent has to stop
when the exploration phase is done. In perpetual exploration, as in [25], a team of agents has to
traverse all the edges of the graph but it is not required to stop. That is the existence of a final
state is not required.

In [34], the authors have studied the exploration problem in an arbitrary anonymous undirected
graph using a single agent without any a-priori knowledge and having an unbounded memory.
The agent task is to visit all the nodes and the edges in order to contract a complete map of
that graph. The authors consider any move exceeding the actual number of edges in graph as
a penalty and they describe a linear algorithm having O(|V(G)|) as a penalty, where V in the
number of nodes in the explored graph. The authors explained and compared the efficiency of
three algorithms: greedy, DFS, and linear. The exploration techniques depend on the strategies
used by agents to choose the next node to visit and the on involved information factored to make
that decision. These solutions differ in which edge to use to leave an explored node (e.g. all the
incident edges of the current node are already visited). Commonly, these solutions have three
phases. The first one is a common phase in which a mobile agent uses unexplored edges as long
as possible. The second phase imposes more tactics; it starts when there are no more unexplored
edges so that a node is called saturated and the agent is considered stuck. The third phase is
the most critical phase, reflects the strategy of picking the following node to move to in order to
continue the exploration. In the greedy solution, the agent chooses the local best, while in the
DFS, the agent moves to the most recently visited free node (e.g. still some unvisited incident
edges of the node) following the shortest path in the explored part of the graph. In the linear

algorithm, the agent constructs, dynamically, a spanning tree and will not get distracted by free
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visited nodes that are close enough the current position of the agent and far away from the still
unexplored part of the graph as in the greedy solution; neither will it be attracted by far away
free node as in DF'S algorithm that takes into account only the partial information of the order
of the visited nodes.

The linear algorithm maximizes the information used by the agent to make the movement deci-
sion by keeping track of the bridges and dynamic tree and is therefore the most efficient of the
three solutions presented above.

Also in [33], the exploration problem is refereed as the mapping task and it is studied in the same
kind of graph as in [34], but using k blind anonymous dispersed agents instead of a single one.
These agents have an unbounded memory and can communicate only face-to-face. The authors
investigate the effectiveness of agents cooperation and the techniques to achieve an efficient labor
division. They applied three different types of agent algorithms governing the movements of the
agents: random, conscientious, and super conscientious agents. These algorithms differ in the
way that the agents choose the next node to move to. In the first algorithm, the agents move
simply to a random adjacent nodes, while in the second one, similarly to a depth-first search of
the network, they move to the adjacent never visited node or to the least recently visited node
using only their knowledge that they learned by themselves. In the last algorithm, the agents
move to nodes that have not been explored and in contrast with the second algorithm, they can
use all their knowledge, including the data learned from their peers.

Also in [25] the exploration problem is studied, but with a different perspective. Considering
the same type of topology: arbitrary anonymous undirected graph, but with k blind mobile
agents modelled as k finite automata (HYDRA). Due to this configuration, the mobile agents
are globally cooperative, they can exchange all information available to them at each step of the
exploration as if there as using a blackboard. The authors compare this model with the local
model (i.e. face-to-face model), and prove that the global one is much stronger. In the global
model, a universal exploration team, is composed of at least four agents.

Particulary, the exploration of unknown anonymous trees is analyzed in [27]. The authors de-

ployed k collocated distinctly identified agents having an unbounded memory. They considered

18



three communication scenarios: whiteboards, blackboard, or no mean of communication. The
complexity of the solutions is influenced by the possible communication between the agents.
While in [15], the problem of anonymous tree exploration using a single blind agent is consid-
ered. Using a single agent, the paper [23] analyzed the problem of exploration of a directed
anonymous digraphs with n nodes. The agent knows the class of the graph and its size. It has a
constant memory and uses whiteboards. The size of it memory and the whiteboards depend on
on the maximum out-degree of the nodes.

In [36], the authors use the rendezvous as preliminary phase of the exploration to overtake the
impossibility of communication between agents. So they can merge the partial maps that they
generated and collaborate to accelerate the exploration phase. The authors propose two kinds
of solutions: deterministic and probabilistic. These solve the gathering problem by visiting a
predefined number of points. Results show that the distributed exploration is faster than the
single agent system even with the constraint of performing rendezvous to allow communication
and the fact that the maps merging is a problem in itself because agents must share a common
reference point to be able to merge their maps.

In [36] a deterministic algorithm is proposed based on sequential visits of the landmark set (most
particular nodes, i.e. the nodes with the smallest degree, the central nodes, the corners, etc.):
one agent picks a node from that set, waits there for the other agent, who is visiting all the nodes
on the list. If the rendezvous does not occur after a given time, predicted for n cycles, the first
agent moves to the next node/landmark. Where N is the size of the landmark set. This solution
is similar to “Wait for Mommy” where a variation of sequential algorithm is proposed and is
called Smart-Sequential. Agents, each on its side, assign a “goodness” value to each pair wise
combination of landmarks. The list of the landmarks of each agent is sorted relatively similar,

but not identical, depending on the given rankings.
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2.2.4 Finding the size of a network

The problem of finding the size of a network consists of counting the number of its nodes n. We
assume that the agents have the knowledge of the class to which the topology belongs (i.e. agents
know that they are in a ring, a mesh or a tori) and their task is to determine the number of
nodes of the network. The problem is solved when all the cooperating agents know the number
of the nodes without having to go back to their home bases. Another variant of problem when
the agents have to go back to their respective home bases in order to terminate. This problem
has not been previously studied by itself, it was always subproblem of map construction (i.e the

problem of drawing a map to show the exact shape of a given graph).

2.2.5 Intruder Capture

The intruder capture problem considers a team of mobile software agents deployed to capture
a (possibly hostile) intruder in a network (i.e. virus). All agents, including the intruder move
along the network links; the intruder could be arbitrarily fast, and aware of the positions of all
the agents. The solution of thus problem is to design mo