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Abstract 

A relay attack on an RFiD system is carried out by a team of two attackers: one 
stationed near the victim, and using a rogue Reader to activate the victim's TAG; 
and another stationed near the legitimate Reader, using a high-speed communication 
system to relay the communication between the victim's TAG to the legitimate Reader 
through the attackers in real time. 

The relay attack is one of the most significant threats to the security of RFiD systems, 
because it is difficult to detect, is not thwarted by standard challenge-and-response 
security protocols and is independent of any cryptographic algorithms used to secure 
the RFiD communication. 

In this thesis, we present an analysis of the relay attack in an RFiD communication 
system, including an analysis of the many factors which limit the distance at which 
the attack may be carried out. 

A detailed Simulink model of an RFiD communication system was constructed 
in the IEEE14443 standard, and used to provide a simulation of the attack. The 
simulations show the feasibility of the relay attack. 

Finally, three relay attack countermeasures are proposed, together with an estima­
tion of the probability of success for each. 
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Chapter 1 

Introduction 

Radio-Frequency identification (RFiD) is fast becoming the lowest cost tool to provide 

secure and anonymous identification of individuals. Every day people use RFiD tags to 

gain access to restricted areas, to use restricted equipment as well as to make financial 

transactions at gas stations, cafeterias and the famous Canadian Tim Hortons. This 

technology is also used for highly sensitive authentication devices including passports. 

However, with the ever-increasing use of this technology comes the inevitable question 

of the security of the transaction and the authentication of the person that is trying to 

use the system. 

During normal operation the system consists of a Reader and TAGs [15]. A TAG is 

used by someone to gain legitimate access to a restricted area. The Reader is located at 

the access point of the restricted area and continuously sends carrier to energize the 

TAG and poll for a response from the TAG. The TAG uses energy from the received 

carrier to respond to the Reader and handshaking between Reader and TAG is used to 

validate the TAG. If the TAG is valid the user gets access to the restricted area. 

Relay attack [19] takes place in a following manner. Assume the victim TAG is far 

away from the point of access. There are two attackers: One with the rogue TAG 

near the reader at the point of entry; and one with the rogue Reader near the victim. 

The rogue Reader needs to be far enough away from the victim to evade detection, 

but close enough to successfully carry out the attack. The two attackers establish a 

communication system to relay in real time the handshaking messages without having 

to decrypt them; and thus, gain access to the restricted area. 
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Introduction 2 

RFiD systems have many potential vulnerabilities, including decryption of the au­
thentication data, TAG theft and physical layer attacks [19], [43]. Decryption presents 
a challenging problem: the successful attacker requires a high level of sophistication, 
as well as complex equipment. Furthermore, the attacker, victim and rogue Reader all 
need to be in close proximity for the attack to succeed. The theft of a TAG is an imme­
diate and obvious threat [42], but this attack succeeds only until the theft is detected. 
Physical layer attacks are intended to circumvent the cryptographic protection on the 
RFiD system while at the same time being undetectable by the victim. 

The most insidious physical layer attack is the relay attack, which is described in 
detail in Chapter 2. A successful relay attack is dependent on Victim Distance and the 
delay added by the attacking system. This thesis focuses on the following: 

• An estimation of the maximum distance the attacker can be positioned from the 
victim (Victim Distance) 

• A simulation of the communication between attacker's rogue Reader and Vic­
tim's TAG 

• An estimation of the maximum delay the attacker's system can introduce and 
carry out an attack successfully 

In addition to its invisibility to the victim, and its orthogonality to the security al­
gorithms of RFiD systems, the relay attack is superior to other known physical attacks, 
such as replay attack [43], because it cannot be overcome by standard countermeasures 
such as time-stamping, or challenge-and-response protocols [20]. That said, mounting 
a relay attack poses significant challenges [60], including overcoming signal loss and 
the interference between the transmit and receive antennas of the rogue Reader, as well 
as performing within the maximum system delay time defined by the ISO standard 
communication protocol[15]. These challenges are addressed in Chapters 3 through 
5. If and when these challenges can be overcome by an attacker, the actual relay 
attack will be very hard to thwart. Therefore, gaining a better understanding of the 
challenges faced by a potential attacker, and constructing effective countermeasures, 
represent an important and active area of research. 

In this thesis we present the most important impairments and device imperfections 
that affect practical RFiD relay attack systems. We provide a mathematical analysis of 
such attacks as well as a RFiD simulation tool, built using Simulink, that implements 
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IS014443 type A protocol. We use this to give simulation results of an attack and to 
demonstrate the effectiveness of novel countermeasures that minimize the success of 
this type of attack. 

The scientific contribution of this thesis is a complete theoretical analysis that pro­
vides the groundwork for the Simulink model and simulation of the relay attack. We 
also show the extent of the vulnerability of the RFiD devices to relay attack. The 
novelty of this work is in presenting a detailed analysis of the RFiD systems when 
they are under relay attack; and the design of a model to simulate the communication 
between attacker and Reader during the attack. 

Organization of this Thesis 

Chapter 2, Background, presents the foundations of this technology including the 
discussion of several types of side attacks. We describe the modulation used by 
various standards and give an overview of the system used during a possible relay 
attack. This chapter provides a comprehensive overview of the characteristics of 
existing RFiD systems and their vulnerability to relay attack, and was published as a 
book chapter [60, Ch4]. 

In Chapter 3, Communication Channel, we study the communication channel for 
the IS014443 standard. The importance of this chapter is to provide the required 
information for the analysis of the relay attack. We determined the boundary between 
the Far and Near Field regions in the Victim Distance to ensure that Friis analysis can 
be applied to model the electronic system used during an attack. 

In Chapter 4, End to End RFiD Systems Analysis, we provide relevant information 
about the result of the imperfections of electronic devices in the overall system perfor­
mance. This includes RF imperfections as well as imperfections in baseband blocks 
such as ADCs and DACs. This chapter shows the independent contribution of each 
imperfection and the overall system performance degradation when all imperfections 
are considered. It is of fundamental importance in the analysis of the performance of 
the attack. 

In Chapter 5, Relay Attack Model and Simulation Results, we present the details of 
the relay attack on RFiD devices. The effect of the attacker's relay system delay on the 
overall performance and success of the attack is shown. The maximum delay allowed 
for the attacking system to be successful is calculated. Furthermore, we present 
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analysis and simulation of the boundaries of the activation distance and reading 
range. 

Chapter 6, Countermeasure Techniques for Relay Attack, presents three hardware 
counter-measurers for relay attack. One of the big advantages of these methods as 
compared with MAC based methods [20] and methods that use better cryptography, as 
suggested by Heydt-Benjamin et al in [23], is that they are backwards compatible with 
existing systems. Two of the methods presented in this chapter are novel. Comparison 
among these methods is also given. 

Since RFiD technology is widely used, new devices and new requirements must 
evolve at a fast pace, so in Chapter 7 we present some directions in which the work of 
this thesis may be extended. 

An overview of IS014443 standards and requirements is given in Appendix A 
in order to provide a basis for understanding the details behind the communication 
between TAGs (also know as PICC, or Proximity Cards) and TAG readers (also known 
as PCD, or Proximity Coupling Devices). 



Chapter 2 

Background 

2.1 Introduction 

RFiDs are widely used in devices such as access cards. An RFiD system is any Radio 
Frequency Identification system composed of one or more TAGs which are distributed 
within the population of users and one or more Readers that interact with and identify 
the TAGs. RFiD allow a user, who is in possession of a TAG, to validate himself to a 
(powered and usually immobile) Reader, with a minimum of interaction, a minimum 
of delay, and often no physical contact between the TAG and Reader. What is required 
is only that the TAG is placed close enough to the Reader to conduct the required 
electronic communication. 

The growth in use of these devices worldwide has been exponential. Since in 
many cases, these systems are used for identification, their security is an extremely 
important consideration. We consider various kinds of attacks, including principally 
the relay attack, in Section 2.2, below. 

Figure 2.1 depicts a typical RFiD communication system, which consists of a TAG, 
a Reader, and a server. Note that in an RFiD system, one needs to consider not 
only the communication system itself, but also the power needed by the Reader to be 
able to activate a passive TAG. This value is greater than the power required for the 
communication system to achieve a required SNR and operate properly. In particular, 
many of the commercial systems use passive TAGs, which do not have their own 
power source, and need to obtain their energy via the Reader's carrier. As a result, 
during normal operation (not under relay attack) they can usually communicate with 
Readers no further than 1 meter away. This restricted passive TAGs range of operation 

5 
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Near Field 
Communications 

TAG 

Less than 1 .Om 

Figure 2.1: RFiD communication system 

is often considered an addition to the security of the underlying RFz'D system. Table 2.1 
provides an overview of the frequency spectrum usage for typical RFz'D applications. 
In this thesis, we focus on the IS014443 standard, which uses the 13.65MHz frequency 
band. 

Frequency band 

100 to 500 KHz 

12 to 13 MHz 

900 MHz 

2.45 and 5.8 GHz 

Characteristics 

Short to medium range 

Very low throughput 

Short range 

Medium reading speed 

Long range 

Higher speeds 

Applications 

Access control, inventory 

information, animal control 

Access control, smart cards 

Access control, smart cards 

Vehicle identification, 

toll collection 

Table 2.1: Frequency Spectrum Usage of RFz'D 

This chapter unfolds by introducing in Section 2.2 the RFz'D vulnerabilities and the 
relay attack. We give a thorough description of an RFiD system in Section 2.3. Section 
2.4 describes the main block constituents of the Simulink model of an RFz'D system 
developed for this thesis. 

.Reader 
. • • > ' - - * : • . • " • . 
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2.2 RFiD Vulnerabilities and the Relay Attack 

In this chapter, we introduce the principal concepts of several schemes used to attack 
the systems that use RFiD devices but we will focus primarily on so-called relay 
attacks. A theoretical relay attack analysis is provided together with details of its 
implementation. The purpose of this study is twofold: firstly, to provide a deeper 
understanding of RFz'D vulnerabilities; and secondly, to serve as a background for the 
further analysis of security solutions needed to counter such attacks. 

We consider only the scenarios in which the victim remains in possession of the 
TAG and he/she is not aware of the attack. These attacks belong to the class of physical 
layer attacks and they have the characteristic that they are carried out without the 
need of decoding any cryptographic key that may be used by the system. 

The basic premise of a relay attack is similar to that of a man-in-the-middle attack. 
Given that a (passive) TAG is powered and responds to any Reader, an adversary can 
use a rogue Reader to initiate and establish the communication with a legitimate TAG. 
Information learned can then be relayed to a fake TAG (possibly at a great distance 
away) that can communicate with the legitimate Reader as a clone of the legitimate 
TAG. This type of attack can be performed without the legitimate TAG holder's knowl­
edge. However, the attack needs to be done without introducing significant system 
delay, as this could foil the attack, see Section 5.2 for details. 

In an example relay attack that involves a pair of colluding adversaries, adversary 
A and adversary B agreed to perform a purchase in the name of an innocent Speed 
Pass user herein called the victim. Adversary A (attacker) carries the rogue Reader 
and adversary B carries the rogue RFz'D TAG. A gets within range of the victim and 
relays the information to adversary B who will buy goods using the real time relayed 
information collected from the victim by A. 

As relay attacks are the focus of this thesis, let us now give a broad overview of 
various issues with regard to the modeling and implementation of this type of attack, 
as well as its implications to the users of RFz'D-enabled devices. 

Relay Attack Characteristics 

There are three major characteristics that make relay attack more difficult to circumvent 
over other types of RFiD attack systems. These are as follows: 
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• Contactless cards operate over a distance, which allows the attacker to position 
himself at some distance from the victim 

• TAG activation is automated - there is no human intervention in the system 

• The attacker does not need to decode the transmitted information, in other words, 
the secret key remains secret. This characteristic provides orthogonality for all 
the security cryptographic systems used in RFiD. 

Relay Attack System 

Relay attack is an important area of research. Different work in the literature such as 
[19] and [23], have published information about the attack and its constraints. Many of 
these works have focused on the distance between the victim and Point of Sale (POS) 
herein Relay Distance. Reading range and activation range are two other distances that 
bound the maximum distance between TAG and rogue Reader, herein Victim Distance. 
Our work explores many factors which limit the victim distance at which the attack 
may be carried out. To perform the attack with success, the attacker has to overcome 
two main constraints. The first one is the inherent delay of the communication system 
responsible to relay the information. IS014443 establishes a maximum response time 
from the TAG when it is interrogated by the Reader. The second one is to assure proper 
data transfer during the communication between valid TAG and rogue Reader (Victim 
and attacker). 

\ 
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Figure 2.2: Relay attack system 

The attacker's system in this case is depicted in Figure 2.2. Here, the system is 
composed of a rogue Reader, a " long distance" communication system, and a fake 
TAG. The choice of communication system depends on the distance over which the 
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relay needs to take place. In today's technologies, for short distances, the attacker could 
use ZigBee or WiFi, whereas for longer distances, WiMax or other cellular technologies 
would be more appropriate. That said, for longer distances delay issues may have to 
be addressed. It is worth noting that in practice the distance between rogue TAG and 
Reader is taken to be as small as necessary, given that the objective of the attack is to 
place adversary B close to the Reader, to gain illicit access. 

2.3 RFiD System 

In the first part of this section we describe the electrical characteristics of TAGs with 
respect to power consumption. In the second half we present the general hardware 
and firmware functionality of the RFz'D system. 

2.3.1 Characteristics of the Tags 

Some TAGs have their own source of power but other ones need to receive a minimum 
amount of power to be energized and consequently be in operational state (TAG 
activation power). The information presented in this section is used in Chapter 5 
during the analysis and model construction of the RFz'D system. 

Passive TAGs 

Passive TAGs do not carry a battery. Therefore they need energy to be activated and 
part of the received energy (AC signal) is back-scattered to the Reader. Many of these 
TAGs use a robust type of modulation (see Section 2.3.2) and they operate in the near 
field of the antenna but others will operate in the far field. 

Passive Illuminated systems 

Passive RFiD systems generally suffer from poor communication reliability (high BER). 
This usually occurs due to the low signal level transmitted by the TAG to the Reader 
and the local interference resulting from the continued transmission of the carrier by 
the Reader. (Details about local interference, and a solution to the problem is pro­
posed in Chapter 5.3.1). Passive Illuminated systems mitigate the carrier feedthrough 
interference generated by the Reader into the receiver in the presence of the TAG. 
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Passive illuminated systems use TAGs that do not carry batteries. Therefore to 
activate them, they must collect energy from an active device called the illuminator. 
This active device is usually located far from the Reader but it needs to be closer to the 
TAG for the TAG to be able to receive enough energy and be activated. The advantage 
of the system is to be able to operate at greater distances than the systems using passive 
TAGs. It also eliminates the need for the TAG to carry a battery, reducing its cost. 

The advantage of using passive illuminated systems is that they are backwards 
compatible with existing systems. The system also offers an advantage when the RFz'D 
frequency increases. If the frequency increases, the free space attenuation will also 
increase, which increases the energy required by the Reader to transmit and still be 
able to energize the TAG. By using passive illuminated systems, one does not need to 
increase Reader energy to activate the TAG. This idea is presented in [30]. 

For relay attack specifically, the attacker may want to use an additional transmitter 
to activate a passive TAG (mimicking a passive illuminated system) which can improve 
the performance of the attack, however, this will make the attack more localized in 
terms of area. 

When comparing passive illuminated and passive systems from the relay attack 
point of view, the following advantages and disadvantages can be pointed out. 
Advantages of Passive illuminated Systems 

1. Increases the distance between victim and rogue Reader (Victim Distance) 

2. Decreases the interference suffered by the Reader receiver when receiving the 
TAG signal 

Disadvantages of Passive Illuminated Systems 

1. Needs more hardware 

2. Reduces the opportunity and window for attack due to the necessity of having 
the illuminator in close proximity of the victim. 

Active TAGs 

Active TAGs carry a small battery so they do not need to receive energy from the Reader 
to be activated. 
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2.3.2 Hardware and firmware functionality 

We begin this section by considering a general communications system, as shown in 
Figure 2.3. Using this general system and all its building blocks, we can then explain 
some of the existing RFz'D protocols currently available in the marketplace. Most of 
them are developed using NFC (Near Field Communication) that uses both passive 
and active tags but others are based on FFC (Far Field Communications) and most of 
them only use active TAGs. Both systems (FF and NF) yield to similar analysis, with 
some modification to the requirements and assumptions. In this section we present 
some high level block diagrams that will used for the modeling that are described in 
details in Chapter 5. 
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Figure 2.3: Typical communications system 

Application Programming Interface (API) 

In a general terms, the application software (API) is a simple piece of software designed 
to provide an interface to allow the end user to communicate with the TAGs, as well 
as possibly high-level software applications. In OTS (Off-The-Shelf) systems, the API 
is typically stored in the Reader only, as the cost of the TAGs and their simplicity make 
it prohibitive for them to support any software. In general, the intelligence contained 
in the TAG is resident in hardware because passive devices are designed with very 
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low power level requirements, and operate without the need of an internal battery. 
Thus this implies high power requirements for a valid Reader transmitter, although this 
transmitted power must be within the limits stated in [14]. If the system containing a 
rogue TAG and rogue Reader is designed for carrying out an attack the design is not 
limited by cost so we may assume the rogue TAG and rogue Reader have capabilities 
to store and run the amount of software that it is needed. 

Initialization and anti-collision protocol (MAC) 

The MAC (Medium Access Controller) is also a simple layer that takes care of the 
initialization and anti-collision protocols. Figure 2.4 shows the state diagram for an 
ISO 14443 type TAG. When a TAG is placed close to a Reader, it receives power and 
it changes its state from OFF to IDLE. From time to time, the Reader sends a REQA 
(Request for Acknowledgement) command, and upon the acknowledgement of this 
command, the TAG will go into the READY state. If more than one TAG is present 
in the vicinity of the Reader, the Reader senses the presence of multiple cards and the 
anti-collision algorithm selects one of the cards, using a tree search algorithm, to put 
in an ACTIVE state. The TAG will go into HALT state either on HALT command [15] 

Figure 2.4: PICC type A state diagram (taken from [15]) 

or on an application-specific command. The TAG will need a WAKE-UP in order to 
get out of HALT state at a later time. 

Figure 2.5 depicts the initialization process which includes an anti-collision pro­
tocol. To illustrate how the process works, let us assume that the passive TAG is 
positioned close to the Reader and it is already in the IDLE state. At this state, the 
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TAG is already energized and starts searching for a REQA message from the Reader. 
As long as it does not receive the REQA but is receiving energy from the Reader, it 
continues in this state. Once the REQA message is received, the TAG goes into READY 
state and sends back the channel conditions to the Reader using an Channel Condition 
Message (ATQA). The channel conditions message shall inform the Reader whether the 
communication between TAG and Reader can be established or not. 

READER TAG 

OFF IDLE 

RATS 

ATS 

ACTIVE 

PPS Request (If applicable) 

ACTION 
i.e. open 

Do Nothing 

Figure 2.5: Initialization and anti-collision flow chart (Taken from [15]) 

If the channel condition is such that the communication can be started, the Reader 
will check to see whether it has received more than one ATQA message, in which case 
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it has to select one of the present TAGs to continue the communication process. The 
selection message is then broadcasted and only one TAG will be selected. If a particular 
TAG receives the SELECT message and it is not the one that has been selected by the 
Reader, it will go back to IDLE state. The chosen TAG will acknowledge the Reader by 
sending back a SAK (Select Acknowledge) message, and will move to ACTIVE state. 
The Reader then will send a RATS (Request to Answer Selected) message to the chosen 
TAG, asking for an ATS (Answer to Select) message. The Reader will send to the TAG 
a protocol parameter selection message, if there is more than one protocol available 
to be used. After the selection is done, standard protocol messages are exchanged 
between Reader and TAG [15]. It is driving this communication channel that the TAG 
authenticates itself to the Reader using possibly encrypted data. 

Modulation Used in RFiD 

The modulation scheme used in RFz'D is usually a very robust1 modulation type. Even 
if there is no information to be sent, the Reader usually transmits pure carrier in order 
to provide power for the TAG. For IS014443A/B, modulation and coding are described 
in Table 2.2. 

To provide background information about the modulation schemes most used in 
RFz'D systems, several modulation types and their characteristics are described in 
detail below. 

1Very robust in the text means that the demodulator will be capable to demodulate the received 

signal without errors at very low sinal to noise channel environment when compared for example with 

multilevel modulations e.g., quadracture amplitude modulation (QAM) 
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Direction 

Reader to TAG 

TAG to Reader 

Characteristic 

Modulation 

Modulation Index 

Coding 

Transmission Rate 

Modulation 

Modulation Index 

Coding 

Transmission Rate 

Type A 

ASK 

100% 

Modified Miller 

106Kbps 

OOK 

100% 

Manchester 

106Kbps 

TypeB 

ASK 

10% 

NRZ 

106 Kbps 

BPSK 

NA 

NRZ 

106 Kbps 

Table 2.2: ISO 14443 A and B differences (Information taken from [15]) 
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Figure 2.6 depicts a typical modulator model and a superheterodyne up-converter. 

The first mixer moves the serial stream v(t) into the sub-carriers' frequencies and the 

second step is to move the signal to the carrier frequency (in this case, fc = 13.56MHz). 

For communication between the TAG and Reader for either type A or B, the standard 

IS014443-2 states that the sub-carrier frequencies fsc shall satisfy fsc = /c/16 (about 

847KHz). 

The use of the mixer is only for modeling purposes. In an actual design, the mixer 

function may be designed not as explicitly as in the model depicted by Figure 2.6. 

Instead it may be built in a such way that the designer takes advantage of the non 

linearity of some components to perform the mixer function. Also notice that there is 

no base-band filter or amplifier in this diagram; these blocks will be shown in detail 

in Chapter 4. 

Let us now give an overview of the different modulation types used in IS014443. 

OOK - On Off Keying This type of modulation is implemented by turning the carrier 

on and off in accordance with the data to be transmitted. During the demodulation 

process, it is very robust to SNR (signal to noise ratio), phase noise and RF non-linearity 

effects that otherwise usually generate degradation of communication systems, see 

Chapter 4 for details. 

Figure 2.7 depicts an OOK modulation constellation. Notice that in the signal 

space, there are only two positions in which the carrier will be landing (indicated by 

dark dots in Figure 2.7: either at the origin or at maximum amplitude. Mathematically, 

the modulated OOK signal s(t) can be represented by 

s(t) = p(t) cos(2n ft + 0) (2.1) 

where f denotes the carrier frequency, O is a given arbitrary constant representing the 

phase and p(t) is the multiplicative coefficient function of the coded bitstream which 

will define the value of the carrier frequency for a given bit to be transmitted. This 

multiplicative factor will assume only two different values during the transmission 

before the base-band filter and it is defined as per 

1 if logic state = 0; 
6 (2.2) 

0 if logic state = 1. 
p(t) = 

For random transmitted signals, using BSC (Binary Symmetric Channel) type com 
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T3 
O 

•5 

Figure 2.7: On Off Keying constellation (s(t)) 

munications systems and under AWGN (Additive White Gaussian Noise), the thresh­
old value used by the decoder is usually half of the bit energy transmitted [40, Ch4]. 

BPSK - Bipolar Phase Shift Keying BPSK is another type of modulation and it is 
used for ISO 14443 type B. This modulation scheme modulates the carrier by changing 
its phases into two values as a function of the input serial data stream. Let <pi and (p2 

denote two distinct phases; these are usually chosen to be either zero and 180 degrees. 
Let A be the maximum amplitude of the signal, f be the carrier frequency, p(t) be the 
coded information bitstream and O be the carrier phase function, which is defined by 

0i if logic state = 0; 

<p2 if logic state = 1. 
o(p(0) = 

Then the modulated BPSK signal can be represented by 

(2.3) 

s(t) = Acos(2nfct + ®(p(t))). (2.4) 

Figure 2.8 shows the constellation for BPSK and the threshold values used by the 
detector on the received side for a hard decision decoder type. Decoder details are not 
in the scope of this chapter but the interested reader can refer to [40, Ch4]. 
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Figure 2.8: BPSK Constellation 

ASK - Amplitude shift keying This type of modulation can be thought as bi-level 
AM (Amplitude Modulation). The carrier assumes two distinct values of amplitude as 
a function of the input signal. In contrast, the phase of the transmitted signal does not 
change as a function of the input serial bitstream. Figure 2.9 depicts the constellation 
for this type of modulation. 

Let fc be a constant, 0 < fc < 1, that determines the ASK modulation depth, f be 
the carrier frequency, <J> represents the phase (a constant) and p(t) is the multiplicative 
coefficient function of the coded bitstream, which is assumed to take on only two 
values. 

Mathematically, the modulated ASK signal can be represented by 

s(t) = [1 + kp(t)] cos(2nft + O). (2.5) 

Demodulation 

All three types of modulation (OOK, BPSK and ASK) can be detected using a non­
coherent demodulator. These types of demodulators are of simple implementation 
but there will be performance degradation if compared with coherent demodulation, 
see [40, Ch4]. 
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Figure 2.9: ASK constellation 

Figure 2.10 shows a simplified demodulator for ASK. The received signal is inte­
grated over the period T and squared. Notice that neither carrier nor timing recovery 
has been included in this demodulator block diagram. As a result, the received signal 
can be directly multiplied by in-phase and in-quadrature local oscillator and then be 
integrated over the symbol period T and squared. A threshold value is used for the 
detector in order to estimate the symbol value that was received. [40, Ch4] provides 
detailed analysis of the threshold detection for general purpose demodulators. 
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2.4 Modeling 

RFz'D is a mature technology that many Integrated Circuit companies have included 
as part of their portfolio. Consequently many RFz'D models for systems, subsystems 
and circuits already exist. However, these RFiD models are not available in the public 
domain due to intellectual property (IP) protection rules. Models that are available 
in the public domain, some of which are listed below, serve as the foundation for this 
thesis. The model developed during this work is based on a legacy system (IS014443) 
and it is developed for the purpose of verifying the feasibility of a relay attack and 
identifying security measures to protect the system from this attack. Even if the model 
is targeted for security it can also be used for activation and reading range simulations 
as well as considering impairments such as RF imperfections, noise and interference. 
By applying small modifications, the model can be used for ISO18000-6, also called 
EPCglobal2 Gen2, the newly adopted standard that operates in the ultra high frequency 
(UHF) band. 

The model presented here can also be easily modified to target different standards 
as they evolve. The tool used to develop it is Matlab/Simulink3, which is a tool widely 
used in universities, research centers and industry. Many engineers are familiar with 
this tool and it is the tool of choice. 

Depending on the level of accuracy that we are trying to achieve, the system 
can be modeled in several different ways. A vast amount of literature is available 
showing generalized RFz'D system model implementation techniques; however, none 
tackle relay attack. Most of the related work, such as [12], [34] and [51], describe the 
different methodologies of modeling RFz'D with the purpose of circuit level design 
targeting functionality risk mitigation. There are other works, such as [21], [3], [55], 
[53], that target RFiD antenna design and [24] that presents a model for RFiD low 
power integrated circuit. In the channel model area we find the paper from Malison 
[52]. A number of network simulators have been developed in the past including 
[9] and [13], that present a simulation engine that implements ISO18000-6C protocol 
and supports path loss backscattering. It is more suitable for relative comparison 
of different medium access protocols, transmission control strategies and settings in 
ISO18000-6C. There is also the network simulator Ns2 [10], which has been long used 
for wireless network protocols simulation and is in the same class of simulators as the 

2EPCglobal Inc is a global not-for-profit standards organization for Electronic Product Code. 
3The Mathworks, Inc. 
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GloMoSim 4[1], which is written in Parsec [31] and has been extensively used in adhoc 
networks. 

These simulators have been successfully used in simulating networking, routing 
and protocols, which differ from the purpose of simulating the physical layer. The RFz'D 
simulation model from Auto-ID Labs [18] addresses the physical level model; how­
ever, the simulator form Auto-ID Labs is limited to an specific standard (ISO18000). 
None of the available simulators could take in account the system delay, standardized 
handshaking messages, RF impairments and other factors necessary to mimic the re­
lay attack system simulation. Thus, we had to develop the model presented in this 
section. 

2.4.1 Simulink Model 

In this section we present details of the model developed in Simulink and the bound­
aries (Rogue Reader to Victim's TAG) of the model for the relay attack. Figure 2.11 
depicts the relay attack as well as the section of the attack that is simulated by the 
model. One observes that the model was developed to mimic the communication 
between rogue Reader and Victim's TAG. The relay attack system is divided into three 
parts: The rogue TAG to Reader, relay system and rogue Reader to victim's TAG. Only 
the rogue Reader to Victim's TAG section has been modeled because it is the only part 
of the system with unknown performance. The rogue TAG to reader and relay sections 
are existing systems of known performance. 

The Reader and TAG top block diagrams are depicted by Figures 2.12 and 2.13 
respectively. 

4GloMoSim: Global Mobile System Simulator. 
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The following list presents a brief description of each of the blocks that make up 
the Reader top level block diagram in Figure 2.12. 

• PHYTx 

• Miller Encoder 

• Up-Converter 

• Down-Converter 

• Detector 

• Manchester Decoder 

PHYTx 

This block will initiate the activation process by transmitting unmodulated carrier 
and polling message. As soon it receives the response from the TAG, it will generate 
another message that will continue the handshaking betwing Reader and TAG. The 
PHY TX block is built by the following sub-blocks: 

• Message Generation 

• Message detection 

• Message Selection 

• Start bit enable block 

• Message selector 

Miller Encoder 

Encodes the message bit stream using modified Miller coding technique prior to 
Up-Conversion to RF. This block was designed using embedded Matlab and clock 
generators from Simulink. 
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Up-Converter 

Modulates the encoded message at 13.56MHz. The Up-Conversion is done done by 
using a mixer (ideal multiply from Simulink). Phase noise can be added directly by 
setting the Simmulink sine wave block. 

Down-Converter 

It receives the modulated message embedded in noise from the TAG and down converts 
it to analog baseband. The down conversion process from 13.56Mhz to analogue base 
band is done in two steps: First the input input signal is down-converted to 836KHz 
by using mixers followed by an energy detector and a analogue filter (Elliptic filter). 
In the second step the subcarrier is removed by using a mixer followed by a digital 
low pass filter (FIR Finite Impulse Response) with bandwidth of 200KHz. 

Detector 

Demodulates the TAG's received signal and it has the following blocks: 

• Delay chain 

• Hysteresis block 

• Hard Detector 

This block will receive the analogue base-band signal and will transform the ana­
logue signal into digital (still Manchester encoded coded) signal. The decode of the 
analogue to digital is done by the hard detector. 

Manchester Decoder 

Decodes the Manchester encoded signal and delivers it to the PHY Tx. Inside the PHY 
Tx, the message will be recognized if there is no error present. This sub-system uses 
basic Simulink blocks such as: delays, multipliers, adders and others. 
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The following list presents a brief description of each of the blocks that make up 
the TAG top level block diagram in Figure 2.13. 

• Down-Converter 

• Miller Decoder 

• Message Processor 

• Manchester Encoder 

• Up-Converter 

Down-Converter 

Direct down conversion of the modulated signal to baseband. It also demodulates the 
signal. The demodulation method used is non-coherent, which is the same method 
recommended by IS014443. The following blocks belong to this sub-system: 

• Mixer 

• Analogue filter (200KHz Tchebychev) 

• Moving average filter with 8 delays 

• Hard decoder 

• RSSI 

The RSSI (Receiver strength Signal Indicator) will measure the input power and is 
use to indicate the energy received by the TAG. Therefore will be use to indicate when 
the TAG is activated. 

Miller Decoder 

Decodes the base band Miller encoded signal from the Down-Converter and delivers 
it to the message processor sub-system. 
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Message Processor 

This is the biggest block inside the system. It receives the decoded message, detects 
it and generates the response message to be transmitted to the Reader. This block has 
the following sub-systems that compose it: 

• SEL timing generator 

• SEL Detector 

• WAKE Detector 

• REQA Detector 

• ATQA processor 

Manchester Encoder 

Encodes the message bit stream generated by the Message Processor. 

Up-Converter 

Converts the baseband coded message to RF (13.56MHz). The conversion process is 
done in two steps: Firstly the base band signal is up-converted to subcarrier frequency 
(836KHz) followed by a second up-conversion to the carrier frequency. 
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2.5 Conclusions 

In this chapter we described how the relay attack is conducted in RFz'D systems, as 
well as the operation of a general RFz'D system (message exchange between Reader and 
TAG). We also described the anti-collision protocol process that happens in environ­
ments where multiple TAGs are in the presence of one Reader as well as details of the 
physical implementation of the system. We offered justification for the use of coding 
- such as Manchester and Miller - during the transmission of a bitstream signal, and 
several types of modulation used in RFz'D system were reviewed in detail. Finally we 
presented the model of an RFz'D system under IS014443, which is currently unavail­
able in the literature. This will be used in Chapter 5 during the RFz'D system analysis 
and to provide simulations of the relay attack. 



Chapter 3 

Communication Channel 

3.1 Introduction 

The attenuation of the communication channel that is located between the TAG and 
the rogue Reader depends on factors such as the distance between these devices, the 
operating frequency and antenna design. Communications carried out in the NF 
(Near Field) region is called NF communications, and communication outside the NF, 
is called FF (Far Field) or free space communications [22, ChlO] [57, Ch3]. The problem 
now that we face is how to estimate the boundary between these two fields for RFz'D 
systems. This is the subject of the Section 3.2. This boundary will establish the region 
where Friis Equation can be used to determine the free space loss and Victim Distance. 
This is extremely important for the analysis and formulation of the complete RFz'D 
system in Chapter 5, as well as to better understand the limits 1 of relay attack. In 
Section 3.3 we summarize other NF/FF boundaries available in the literature, and in 
Section 3.4 we provide equations describing the channel attenuation and free space 
loss that will be required in Chapter 5. 

It has been shown in the literature [35], [36] and [46, Chi] as well as in practical 
experiments that, depending on the application, NF/FF boundaries can differ. The 
approach adopted in this chapter is to calculate the boundary based on the dipole 
antenna equations found in [46, Chi] and [47, Ch3]. We believe this approach gives 
the best approximation in RFiD systems under consideration here. 

The ISO (International Standards Organization) has standardized the usage of RFz'D 
2Here limits mean the maximum distance that the attacker can be positioned away from the victim 

and successfully carry out a relay attack without being noticed. 

31 
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devices operating in both regions (NF and FF), making them suitable for widespread 
adoption in a range of applications. 

3.2 Near Field and Far Field 

This section is focused primarily on defining the boundary between the FF and NF for 
an antenna or electromagnetic source. Detailed definitions of FF and NF can be found 
in [26, Ch5]. 

3.2.1 Near Field and Far Field Boundary 

Let us assume an RF source (transmit antenna) and another RF sink (receive antenna) 
are placed with a distance r between them. If r is large enough that the energy that 
radiates from the transmit antenna is received only in a radial direction by the receive 
antenna, the receive antenna is said to be located in the FF region of the transmit 
antenna. In the FF region, the electrical E and magnetic H fields are perpendicular to 
the direction of propagation and also to each other forming a right-hand orthogonal 
basis. Angular variation in the E and H is essentially independent of the distance from 
the antenna. Another characteristic of this region is that the ratio of the magnitudes 
of the £ and H fields equals the free space impedance, r/0 = 377Q Ref [22, ChlO]. 

A receive antenna is located in the NF of the transmit antenna when the electrical 
E and magnetic H fields and direction of signal propagation are not perpendicular to 
each other. 

3.2.2 Dipole Antenna 

The dipole antenna, depicted in Figures 3.1 and Figure 3.2, are widely used in practice 
and is typically found in RFz'D TAGs. In this section we present the equations for the 
electric and magnetic fields for the electric and magnetic dipole antennas. We present 
the standard equations (3.1 to 3.6), which may be found in [46, Chi] and [47, Ch3] for 
example, where a very detailed dipole antenna analysis is given. 

Fields for Electrical Dipole Let ar, a^ and de be unit vectors of a basis in a spherical 
coordinate system. Let the electrical dipole have an element of length L, see Figure 3.1. 
Let / be the frequency, c the speed of the light, A the wavelength, i the antenna wire 
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Figure 3.1: Electrical Dipole Field Source 

current in Amperes,;' = V—T, jS 2 the electrical length per meter, co the angular velocity 
in rad/s, eQ the permittivity of free space, (that is, e0 = 36J1Q9F/m), ii0 the permeability of 
free space (that is jU0 = 4nlO~7H/m), and rj0 the free space impedance rj0 = Jj. — 377Q. 
The magnetic field H has units of Ampere per meter (A/m) and the electric field E has 
units of Volts per meter (V/m). 

The nonzero projection of the electrical and magnetic fields of the electrical dipole 
antenna are given by Equation 3.1, 3.2 and 3.3. 

H, 

£r = 

iLfi3 

4ncoe0 

up2 

U ' sm(9)e-'prde V/m 
[fir (firf (fir)31 

sin(0)<T'% A/m -1 1 
+ 4n [JPr (prf 

z'LjS3 

4ncoe0 

1 
ifirf (Prfl 

cos(d)e-jfSrdr V/m 

(3.1) 

(3.2) 

(3.3) 

2 In the free space, the wave propagation j3 = f = -^-. With c = Af, f>-^f. 
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Fields for Magnetic Dipole The antennas of RFz'D devices used in Near Field Com­
munication (NFC) are classified as magnetic dipoles and the nonzero projection of the 
fields for a magnetic dipole are given by equations 3.4,3.5 and 3.6 

Figure 3.2: Magnetic Dipole Field Source 
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cos(6)e-ftrdr A/m 

sm(6)e^rde A/m 

(3.4) 

(3.5) 

(3.6) 

3.2.3 Methodologies for Determining the NF and FF Boundary 

The fields radiating from a transmit antenna are said to be inductive fields in the region 
of zero distance to the near field boundary from the antenna. Outside the Near Field 
boundary the wave front of the electric and magnetic fields propagate radially away 
from the transmit antenna [57, Ch3] this is called Far Field (FF). This section presents 
the wave impedance method of calculating the boundary between the NF and FF. 
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Defining the NF/FF Boundary using Wave Impedance Method 

The wave impedance method states that the point away from the radiating antenna 
where the magnitude of the ration between the E field and H fields approximates of 
the free space wave impedance r}0 = 377Q is NF/FF boundary. Furthermore, Ref [22, 
ChlO] [47, Ch3] show that the wave impedance Z can be calculated as follows: 

Z = JS (3.7) 

This method finds the point r in space where the electromagnetic wave becomes 
constant. For the electrical dipole, the ratio EQ and H^ Equations 3.1 and 3.2 can be 
used in equation 3.7 to give 3.8 . 

ZE(r) = 
Hd = Vo 

l + l r + T^n 

1 + 1 
(3.8) 

Similarly, for the magnetic dipole the wave impedance is the ratio of equations 3.4 and 
3.6, gives the equation 3.9 below. 

ZH(r) = 
Hf, 

= Vo 1 

1 + 

+ ¥r 

1 
IP* 

+ m2 
(3.9) 

Figure 3.3 depicts the behavior of wave impedance Equations 3.8 and 3.9 as a 
function of the product fir, the distance per wavelength, where r is the distance in 
meters. 

Criterion for Choosing the Boundary 
Figure 3.3 shows the impedance as function of the product jS x radius. Looking at 
this figure, it is hard to select a precise point where the wave impedance is close 
enough to 377Q to satisfy the wave impedance criterion. However, it is known from 
basic electronics that maximum energy is transferred from a source to a load when 
the source and load impedances are equal. Let RL be Return Loss [39, Ch2] which 
quantifies how close source and load impedances are to each other. Return Loss is 
defined by equation 3.10. 

RL = 20 * log 
Z0 + Z 

(3.10) 



Communication Channel 36 

650 

600 

550 

* 500 
E 
x 
O 450 
<D 
O 

| 400 
a> a. 

- 350 

300 

250 

200 

Wave Impedance 

Electrical Impedance 
Magnetic Impedance 

6 8 
BetaxRadius 

10 12 14 

Figure 3.3: Wave impedance 

Where Z = Z0 ± AZ and for simplicity we assume that Z > Z0 ^> Z = Z0 + AZ. 

Substitute these into Equation (3.10), we find the value of AZ as function of RL from 

equation 3.11. 

AZ = 
2 x 10005*LZ0 

1 _ 2o005RL ' 
In similar manner when Z < Z0 => Z = Z0 — AZ we have equation 3.12 

AZ 
2 X 10005KLZn 

(3.11) 

(3.12) 
1 + 10005KL 

A RL of 15dB has been chosen here as the test limit. This limit, although arbitrary, 

ensures that more than 97% of the source energy will be transferred to the load. Here 

the value of AZ = 111Q for the case Z < Z0, which results in Z = 266Q; and AZ = 159Q 

for this case for Z > Z0, which results in Z = 530Q. Now looking at Figure 3.3. We see 

that Z = 260Q and Z = 536Q correspond to a point jS x r = 1.3 radians. This gives the 
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boundary r = ^f- = ^ . These values are provided in Table 3.1 and one can observe 
that for fi x r > 1.3 the values of RL are better than 15dB for both Electric and Magnetic 
dipole impedances. This will translate into a good match between antenna and air 
impedance. 

fir = 1.3 

Magnetic Field 

Electric Field 

Impedance (Q) 

260 

530 

AZ(Q) 

111 

159 

Return Loss (dB) 

15 

15 

Table 3.1: Wave Impedance Boundary 

For the RFiD system in consideration in this thesis we have A = 22.1m and so our 
estimate of the NF/FF boundary is r = 4.57m. 

3.3 Boundaries from the Literature 

The dipole antenna can be either the transmitter or receiver antenna. Table 3.2 lists 
NF/FF boundaries from literature. The second column gives the value of this boundary 
for A = 22.1m and the third column represents the absolute value of the difference 
between our boundary in Section 3.2.3 and the given boundaries. 

Distance 
1.3A 
271 

A 
16 
A 
8 
A 
4 
A 

271 

3A 
16 

Distance (m) 

4.57 

1.38 

2.77 

5.53 

3.52 

4.15 

Difference 

0 

3.19 

1.81 

0.95 

1.06 

0.43 

Remarks 

Wave Impedance method 

Measurement error < 0.1 dB 

Measurement error < 0.3dB 

Measurement error < l.OdB 

Rayleigh Criteria 

For dipoles < l.OdB 

References 

Section 3.2.1 

[26, Ch5], [56] 

[26, Ch5], [56] 

[26, Ch5], [56] 

[2] 

[56] 

Table 3.2: Definitions of NF/FF Boundaries 
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Table 3.2 shows a range of published values for the NF/FF boundary. This range 
occurs because each author has used different hypotheses and assumptions to deter­
mine this boundary. With no consensus NF/FF boundary, it was decided to select 
the criterion of RL > 15dB (i.e., > 97% power transfer) and used this with the wave 
impedance method to determine a NF/FF boundary. The Wave Impedance method is a 
straight forward process that can be applied to any type of antenna. It presents strong 
agreement (less than lm difference for IS014443) between the method presented in 
Section 3.2.3 and many of the other methods in this table. 

3.4 Free Space Loss 

This section defines the channel attenuation that will be used in Chapter 5 for the 
analysis of the relay attack link budget. It is assumed that the victim's TAG is located 
in the FF region of the attacker's rogue Reader antenna. Let d be the distance between 
victim's TAG and attacker's rogue Reader, c the speed of light in (m/s),/ the frequency 
in Hz and 0 < l(d, / ) < 1 the attenuation factor or Free Space Loss with FSL(d, f) as the 
equivalent value in dB. By [11] we have the free space loss given by Equation 3.13. 

(3.13) 

FSL 1 in dB, is: 

FSL(d,f) = 10 l o g 1 0 ^ — j . (3.14) 

After some calculations Equation 3.14 can be re-written as: 

FSL(d, f) = -147 + 20 log10 (d) + 20 log10 (/) (3.15) 

If the frequency is measured in MHz and keeping the distance in meters, the free 
space loss will be: 

FSL(d, f) = -27 + 20 log10 (d) + 20 log10 (/) (3.16) 

1Notice that for l(d, / ) < 1 => log (l(d, / ) ) < 0. Values of attenuation are normally positive; therefore, 

we uses log (l/l(d, / ) ) to make FSL(d, f) positive. 
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3.5 Conclusion 

In this chapter, using the Wave Impedance method, we estimated the bound between 
NF and FF. This is very important factor for the design of RFz'D relay attack system 
because it determines where the FSL equation can be used. We can now also state 
that the attacker is working in the FF. This boundary determined here was used in the 
design and analysis of the results obtained from the simulation of the RFz'D system 
model presented in Chapter 5. This result is in accordance with many references 
[57, Ch3],[26, Ch5] and [2, Ch2]. The conclusion obtained by this analysis is for 
IS014443 it is safe to assume that the NF/FF boundary will be located approximately 
4.5 meters from the Reader antenna. Therefore, the Friis free-space equation [5, Ch3] 
for attenuation in the FF is valid for distances greater than 4.5 meters and can be used 
to predict the maximum Victim Distance. For Victim Distance less than 4.5 meters the 
attack can still be carried out; however, this Victim Distance cannot be determined 
using Friis' equation. 



Chapter 4 

End to End RFiD System Analysis 

In this chapter we present the effects of the imperfections at RF and baseband in the 
electronic components. These imperfections will contribute to the overall SNR of the 
system. Therefore, it will degrade the performance of the system and it will affect the 
success of the attacker carrying out a relay attack. 

In Section 4.1 we present the analysis of the some of these imperfections (e.g, noise 
figure, phase noise, second and third order intermodulation, quantization noise and 
others). In Section 4.2 we calculate the total EVM of the system taking in account all 
the the contributions presented in Section 4.1. In Section 4.3 we present the sensitivity 
analysis of the receiver and in Section 4.4 we present the RFz'D system budget analysis. 

Understanding these imperfections is of high importance when the attacker is 
building the relay attack system in order to make the attacker's rogue Reader to operate 
at optimum performance. Today there are a variety of RFiD standards that allow 
devices to operate in many frequency bands (e.g, 13.56MHz, 900MHz, 2.4GHz, 5GHz 
and others). 

RFz'D systems that one can buy in the marketplace usually use very robust and 
simple modulation schemes that makes the system immune to phase noise, carrier 
feedthrough, I and Q imbalance and other imperfections. During a relay attack, the 
attacker may want to design and build his own attack system, to be able to carry out 
the relay attack with his system operating at optimum performance. Thus, the attacker 
will be able to position himself as far as possible from the victim; see Chapter 5 for 
details. 

40 
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4.1 Transmitter and Receiver Imperfections 

When information is transmitted from a point A to a point B, there are many factors 
that could cause imperfection in the RF signal and consequently in the message. Such 
imperfections thus increase the probability of error in the detector. 

In this section we analyze the causes and the impact of some of these imperfections 
(e.g, noise figure, phase noise, second and third order intermodulation, quantization 
noise and others) into the demodulated signal. In most cases, the imperfections at the 
RF section of the transmitter and/or receiver will cause degradation in the performance 
of the system. The degradation in performance of a communication system can be 
measured using several metrics including BER, Phase Noise and Noise Figure, but the 
most common metric used to measure digital communication system performance is 
BER. 

During the design of front end RFz'D communication systems, many engineers 
are faced with the difficult task of either selecting the electronic OTS components or 
designing the RFiC (Radio Frequency Integrated Circuit) that meets the cost target 
imposed by the application of the technology. To minimize the design effort while 
maintaining the overall system performance, the designer needs to answer the fol­
lowing question: What imperfection of the RF block can be relaxed without having 
major impact on the system performance? The purpose of this section is to provide 
a detailed analysis about the effects of RF imperfections. These imperfections will be 
considered during the relay attack system analysis in RFz'D presented in Chapter 5. 

4.1.1 Non Linearities 

Indeed the modulation types used in IS014443 are not sensitive to non linearities for 
normal operating distances. During attack the rogue Reader will be as far as possible 
from the TAG. Therefore, the attacker will need to consider all the effects that may 
possibly cause the attack to fail. 

Linear System A system with impulse response h(t) is said to be linear if and only 
if the superposition theorem is applicable [37, Ch4]. Namely, suppose that when the 
system is excited by the input signal V\ (t), the output signal is y\ (t) and when the input 
is v2(t) the output is yz(t). When the input is v^(t) + v2(t), the output is yi(t) + y2(t) so 
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the system is said to be linear. 

For dynamic systems, the following differential equation applies, for some m, n > 0 

[37, Ch4]. 

dnvout , dnlvout dvout dmvin ^u
dv™^u <A I \ 

—; h fl„_i — — + • • • + fli—— = 0m—; + • • • + 0\—— + b0Vm (4.1) 
dtn n 1 dt"-1 dt dtm dt v ; 

If the parameters a, and bt are constants, the system is called linear time-invariant [38, 

Chi] , [58, Ch2]. 

Any system to which we cannot apply the superposition theorem is said to be 

non-linear. If the system is memoryless (i.e, the present output does not depend on 

past inputs) the power series applies to calculate the output signal vout [58, Ch2]: 

Vout = k0vin(t) + hvfn(t) + k2v*n(t) + ... (4.2) 

The values of [k0, k\, k2... ] need to be modeled for each non-linear electronic device. 

When an electronic device is operating in non-linear region, equation 4.2 is applied 

and there will be undesired frequency components that will cause interference in other 

frequency bands. Non-linearities could also cause self interference which is the case of 

two tone beats see Table 4.2. Mitigation of the non-linearities problem can be achieved 

using techniques either during the design of the components (Integrated Circuits) [27] 

or pre-distortion applied at baseband [29] [6]1. 

Nonlinearities are present in all electronic devices. They commonly occur on trans­

mitter and receiver front-ends. Nonlinearities can have a devastating impact on the 

performance a system. In a communication system, the main electronic devices or 

subsystems that are very susceptible to non-linearities are the PA (Power Amplifier) 

and LNA (Low Noise Amplifiers). 

In this section we describe the effect of non-linearities in electronic devices. We be­

gin by analyzing the meaning of PldB (ldB compression point) and explaining the two 

tone testing. This will walk us through in the calculation of the frequency components 

(second and third order components) resulting from the intermodulation distortion 

and finally lead to the effects of the resulting non-desired frequency components in 

the system design. 

1Since IS014443 uses a much simpler modulation scheme compared with OFDM (i.e., AM versus 

phase plus AM) it is safe to assume that these analysis can be applied to these systems. 
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Single Tone Test (PldB) 

Let us consider the electronic circuit depicted by Figure 4.1 and the ideal input voltage 
described by vin = A cos cot; where A is the maximum amplitude, co is the angular 
frequency and t is time. We substitute the input voltage vm into Equation 4.2. For 
simplicity only the first, second and third terms of the output voltage are considered. 
The output voltage of the electronic device can be written as: 

v.„ \ Vout 

b 3 l l 1 / 

Figure 4.1: Single tone input 

Vout = k)Vm + kxv
2 + k2v ,3 

m (4.3) 

Expanding Equation 4.3 it is possible to better visualize the terms that appear at 
the output of the electronic device and this voltage can be represented as follows. 

v -k-^ + 
*out — ~ + 

L. A 3k2A
3\ kxA

2
 n k2A

3 

A + —:— | cos cot + —=— cos 2cot + —— cos 3cot (4.4) 2 \ u 4 / 2 4 
Observe that the second and third harmonic terms appear at the output. These 

undesirable signal components may be removed by using a band-pass filter centered 
at co. Table 4.1 shows the amplitude of the output signal components. 

Let n be the frequency component index. Then Equation 4.3 can be written as 

Vout = 2 J Kn COS ((« + 1 M + 9) (4.5) 
«=o 

where 9 is the phase. When the electronic circuit operates in the linear region, Pout = 
Pin + Gflz'n. For each dB of increasing at the input power at the circuit, it will correspond 
a one dB increase in power at the output. When the output power is ldB lower than 
the expected value (Pout = P,„ + Gaz'n -1) , the circuit is in the non-linear region and this 
point is named PldB. This point is depicted by Figure 4.2. 
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Figure 4.2: PldB point 
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Table 4.1: Frequency composition at Vout 

Frequency 

0 

h 

2/ i 

3 / i 

Amplitude 

2 

k0A + 3-*£ 

M2 

2 

Jt2A
3 

4 

Comments 

DC component 

Fundamental 

2nd Harmonic 

3rd Harmonic 
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Intermodulation 

Intermodulation or IMD (intermodulation distortion) is the loss of the characteristics 
of the transmitted information caused by the non-linearity of electronic devices. In­
termodulation occurs as result of the mixing of two or more tones that are present in 
the input of the electronic circuit. This mixing effect will generate other undesired 
frequencies at the output of the circuit. 

Multiple Tones Test In communication systems, the great majority of the transmitted 
signals are composed of more than one tone. Let us first focus on the case where 
two tones are present at the input of an amplifier, as shown in Figure 4.3. Let co 
be the angular frequency, /„ a frequency component, n e %+ and t is time. Let 
Vi(t) = A\ cos (co\t) and v2(t) = A2 cos (co2t) where con = 2nf„ be the two tones present 
at the input of the amplifier. For simplicity, let us consider that both signals have 
the same amplitude A\ = A2 - A. Therefore, the input signal can be written as 
Vin = A cos (co\t) + A cos (co2t). 

v 1 + v 2 

Figure 4.3: Two tones input 

The power series has an infinite number of terms [38, Chi], but for simplicity only 
to the cubic terms are considered. The output voltage at the electronic device can be 
described as follows: 

Vout = k0vin(t) + hv2
n(t) + k2v

3
n(t) (4.6) 

The values of [fc0, k\, k2... ] need to be adjusted (modeled) for each non-linear elec­
tronic device. The second and third order products from equation 4.6 are discussed in 
in the next paragraphs. 
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Second Order Intermodulation Products Let v2nd be the output signal of the ampli­

fier considering only the first and second order terms of the power series. Removing 

the third order terms from Equation 4.6 yields 

V2nd = hv2
n(t) = K, M O + v2(t)]

z (4.7) 

When substituting the input signals v^(t) and v2(t) into V2na-, the result is: 

2 k\A / \ £ . k\A 
V2nd - k\A H—— COS (C0\ + co2) t + —— cos (co\ - co2) t 

DC 
Second Order Intermodulation 

fc\A _ /Cl/l y . —x 

+ -J— cos 2cox t + -L— cos 2co2t (4.8) 

Second Harmonics 

The second order intermodulation products will not generate fundamental fre­

quency components. Therefore one method of removing or attenuating these unde-

sired signals is using filter techniques such as BPF (Band Pass Filter). 

Let P,„ and Pout be respectively the input and output power of the amplifier in watts 

and G be the linear gain. One can write the output power of the amplifier as function 

of its input power and the gain will be: Pout = P,„ * G. If P, and P0 are respectively the 

input and output powers expressed in dBm and Gain be the gain in dB one can write 

the expression in log form. Therefore, P0 can be written as: 

P0 = P, + Gain (dBm) (4.9) 

Let P2nd be the power of the second intermodulation terms and I2 be the intercept of 

the linear equation 4.9 with vertical power axis Pout • 

P2nd = 10 log 

2 

= 1 0 1 o g 1 0 ( | ) +2*101og10A2 

-*' 2P, 

h 
= I2 + 2*Pt (4.10) 
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Equation 4.10 shows that for every dB in increase at the input power, the value of 

the power of the second order intermodulation will increase by 2dB. 

Once Gflz'n > I2, these two lines Equations 4.9 and 4.10 are going to intersect at a point 

called Second Order Intercept Point. The input power level is given as IIP! (Input IP2) 

and will generate the second order intermodulation components at the output OIP2 

(Output IP2). Figure 4.4 details this point and the slope of the lines. 

Third Order Intermodulation Products Now let us consider only the third order 

element of Equation 4.6. Let us proceed by expanding this term and calculate the 

components generated by the third order non-linearities when the circuit is excited 

by two tones. Let v3rd be the output of the amplifier only considering the third order 

components. 

v3rd = k2V
3

m(t) = K2 M O + v2(t)f = K2 M r ) + v2(t)Y M O + v2(t)] (4.11) 

Applying simple trigonometry equation 4.11 can be expressed as 

3/c? A 3 

V^d - —7. [COS CO\t + COS C02t] + 

Fundamental 

k A3 k A3 

H—— cos (2co-i + co2) t H—— cos (2coi — co2) t + 

Out of band Intermodulation ln-band Intermodulation 

k2A
3 k2A\A2 

-i — COS (2C02 + COi) t H COS (2C02 - CO\) t + 

Out of Band Intermodulation ln-band Intermodulation 

k2A
3 

[cos 2coit + cos 2co2t] + 

Second Harmonics 

k A3 

+ —— [cos3coit + cos3&>2*] 

Third Harmonics 

This equation shows that third order intermodulation produces additional fre­

quency components. From Table 4.2 we see that some of these components fall within 

the operating frequency band and therefore cannot be removed by filtering. The only 
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way to mitigate this in-band interference is to operate the device in its linear region. 

Let J3 be the intercept point on the Pout axis depicted in Figure 4.4. If we apply the 
same methodology as used in the second order intermodulation analysis, we can find 
the following equation 

P3rd=h+3*Pi (4.12) 

Equation 4.12 shows that for each dB in power increase at the input, the value of 
the power of the third order intermodulation will increase by 3dB. 

Once Gain > I3, these two equations 4.9 and 4.12 intersect in a point named Third 
Order Intercept Point, where the input power is named JIP3 (Input IP3) and will generate 
the third order intermodulation component OIP3 (Output IP3). More details are shown 
in Figure 4.4. 

Table 4.2: Second and third order intermodulation products for Two Tones test 

Freq 

0 

h 
h 

2/1 

2/2 

/ 1 + / 2 

/ 1 - / 2 

2/l + fl 

2 / 1 - / 2 

2/2 + /1 

2 / 2 - / 1 

3/l 

3/2 

Amplitude 

kxA
2 

3k2A
i 

2 
3k2A

i 

2 
kiA5 

2 
k-iA3 

2 
kxA

z 

2 
k-jA2 

2 
k2A

5 

2 
k2A

3 

2 

k2A
3 

2 
k2A

s 

2 
k2A

3 

4 
k2A

3 

4 

Comments 

DC component due 

to second order products 

2nd and 3rd Order 

2nd and 3rd Order 

2nd and 3rd Order 

2nd and 3rd Order 

Second Order 

Second order 

Third order 

Third order 

Third order 

Third order 

Third order 

Third order 

In Table 4.2, we observe that the third order products occur and generate (2/ + fA 
frequency components, which may end up being located inside the pass-band of the 
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transmitted signal. Therefore, these components cannot be filtered. The second order 

products and some of third order can be remove using filter techniques. 

Computation of Undesired Power 

Figure 4.4 depicts equations 4.8, 4.9 and 4.12. The input power is on the horizontal 

axis and the output power on the vertical. The curve PQ = f(Pt) intercepts the other 

two curves at two important points, called the third order and second order intercept 

points. At these points the output power and the power of the intermodulation 

products are equal. 

OIP. 

OIP, 

Gain 

Third order 
Intercept 

Point 

P =3P +1 , 
3rd i 3 

Second order 
Intercept 

Point 

Device is in 
compression 

(dBm) 

Figure 4.4: Relationship between the second and third order intercept points 



End to End RFiD System Analysis 51 

Looking at Figure 4.4, we see that if the input signal has power equal to IIP3 the 
output power will be OIP3 therefore the following equation holds: 

P3rd = OIP3 = P 0 (4.13) 

Re-arranging this last equation, OIP3 can be written as 

^T„ IMR „ . 
OIP3 = — - + Gain (4.14) 

where IMR is the intermodulation ratio, and P0 is the output power at the operation 
point (for a given input power). 

When operating in the linear region, the output power P0 = Pz + Gain and IMR = 
2 (OIP3 — P0). The undesired power (harmonic distortion power) can be calculated by 
using 

Pu = 3 (P{ + Gain) + 20ZP3. (4.15) 

These numbers are available in most data sheets published by the components 
manufacturers . Second and third order intercept points provide great valuable infor­
mation and applying simple geometry, greatly simplify the calculation of the undesired 
power generated by intermodulation production in a given system. 

Example of Distortion due to Nonlinearity 

For illustration purpose only, let us uses QPSK modulation for this example. Figure 
4.5 depicts the constellation of a QPSK (Quadrature Phase Shift keying) modulated 
signal. In an ideal system the constellation points will be located at the crosses. The 
red points show the actual position of the constellation for a real system. When 
the Euclidean distance between any two ideal points (crosses) decrease, the error 
probability 2 increases. The decrease in the Euclidean distance occurs because the 
amplifier is in compression and cannot reach the desired output power. 

2Equation 5.4 calculates the error probability for a PAM signal. The respective BER function of SNR 

is depicted by Figure 5.2 
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+* • 

Figure 4.5: Amplitude distortion in QPSK signal 
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4.1.2 Effects of Phase Noise 

One very important imperfection is PN (Phase Noise). This imperfection contributes 
to the degradation of the system by rotating the constellation points (phase rotation) of 
the modulated signal and therefore increasing the BER. Coherent demodulation is the 
aspect that suffers most from the presence of phase noise in the LO (Local Oscillator). 
The presence of PN increases the EVM (Error Vector Magnitude) and consequently the 
bit error rate (BER). 

Many papers have covered phase and frequency fluctuations in great detail [8], [32], 
[45]. They cover this from the perspective of circuit design (how to apply techniques at 
circuit level to minimize the phase noise) then they consider system performance. In 
this section, we present the topic looking at the system level performance degradation, 
which is of interest during the design of the RFz'D rogue Reader. 

Formulation 

Let us assume that we desire to design an oscillator that produces an amplitude 
A, an angular frequency co0 and a constant phase cp. Ideally this oscillator would 
generate an output signal that would have the following mathematical description: 
v(t) = A cos(aV + <$>)• hi practice, there will be fluctuations in the amplitude and phase. 
These fluctuations occur due to many noise factors that are present in the transistors, 
include power supply, grounding, substrate. Taking in account these imperfections, 
the output of an oscillator can be represented by: v(t) = A(t) I cos (co0f(t) + (f)(t))\ where 
/ [.] is a periodic function with period 27i, A(t) and <p(t) are now the amplitude and 
phase fluctuation function of time respectively. 

The output of an oscillator can be characterized by the short-term stability. It 
is usually done in terms of the single side band noise spectral density (PN) that is 
mathematically given [17] by 

£toffl/(Ao;) = 101og Psideband (^0 + Aw, 1Hz) 

p 
1 carrier 

(4.16) 

and graphically approximated by Figure 4.6. Indeed, there are many ways to char­
acterize the stability of a signal. In [45] the author provides in details many of these 
techniques. 
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Also there is the famous equation based on the model proposed by [8] and [28] 
known as Leason-Cutler. It is mathematically given as: Let F be an empirical parame­
ter, K be Boltzmann's constant, T be the temperature in Kelvin, Ps be the real dissipated 
power, co0 be the oscillator frequency, Qi is the effective quality factor of the tank also 
know as loaded Q, l / / 3 is the corner between l / / 3 and l / / 2 slopes [49] then 

Acol/f\ 
£total(Aco) = 10 log 

2FXT 
1 + cop ' 

2QLAo;, 
1 + 

IIAcull 
(4.17) 

This equation has many equally valid variations. 
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Figure 4.6: Leason-Cutler phase noise model Q=100, F=lMHz,T=27C,Ps=lmW 

Figure 4.6 shows an example of a local oscillator noise, which will be added to the 
overall system noise. To calculate the local oscillator noise contribution, the area below 
the curve (noise density function) will need to be integrated into the used bandwidth. 
For example if the bandwidth is lOOKz, the noise needs to be integrated until 50KHz 
and added 3dB to consider the double sided noise, 50KHz for each side. 

The advantage of short-term stability analysis is that is very simple. The disadvan­
tage is that because the phase and amplitude variations are analyzed together they 
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cannot be separately investigated. In [7] Costa and Pupolin provide a discrete model 
for phase noise which can also be modeled as Winner-Levi process. 

4.1.3 I and Q Imbalance and carrier feedthrough 

In the previous sections we analyzed the intermodulation effects and PN in oscillators. 
In this section we analyze the up and down-converter imperfections, excluding the 
non-linearity and phase noise that already have been covered. This analysis is im­
portant during the total EVM calculation for the end-to-end system, and will serve to 
support the considerations used during the design of the Simulink model presented 
in Chapter 5. Our analysis will be made using a zero IF up-converter. This type of 
up-converter presents the following RF imperfections 

• I and Q imbalance (In Phase and In Quadrature) 

• Carrier feedthrough 

• Phase noise 

• Non-Linearities 

Since the last two have been discussed in previous sections, we will concentrate the 
analysis on I and Q imbalance and carrier feedthrough. 

System 

In general, the baseband signal is composed of many frequency components and it 
can be represented as 

K 

s(t) = J^ A COS (cott + 9t) (4.18) 
!=1 

To simplify the analysis, let us assume that the modulated baseband signal is 
composed by the In Phase SQ(t) and In Quadrature Si(t) signals and each one of these 
signals (Si(t) and SQ(0), have only one frequency component. Let A\ and AQ be their 
amplitudes, 6Q and 0/ be the their phases, t time and co the angular frequency. The 
signals can be defined as 

SQ(t) = AQ cos (cot+ dQ) (4.19) 
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Sj(f-) = Aj cos (cot + 6i) (4.20) 

and are depicted in Figure 4.7 
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Figure 4.7: Up-Converter block diagram 

Figure 4.7 shows a zero IF (Intermediate Frequency) up-converter that is designed 

using two baseband filters, one filter for the Si(t) and the other one for SQ(t) signals 

respectively. It has the LO that is responsible for generating the output frequency 

to be transmitted, the ninety degree phase rotator for the carrier, two mixers and an 

adder. We assume the filter is ideal. Therefore the impulse response of the filter in the 

frequency domain is given as [48, Ch3] 

H(jco) = 
le'", itco< Qmax; 

0, otherwise. 
(4.21) 

Here 0.max is the maximum baseband frequency used by the system and h(t) = 

F[H(jco)], where F[.] is the Fourier transform. 

The base-band signals at the input of the mixers are given as 

si® -I Sj(t)h(t - x)dx = S7(0 * MO = Ai cos (cot + 0j) (4.22) 

and 

sQ(t) = f SQ(t)h(t - x)dx = SQ(t) * hQ(t) = AQ cos (cot + GQ) (4.23) 

where (*) is the convolution operation between the input signal and impulse response 

of the Linear Time Invariant (LTJ) system. The angle variation in the output with 
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relation to the input is given as 

ex = ex + cpx (4.24) 

Let SLoi and SLOQ be the input of the carrier generated at the input of each LO port 

of the mixers, ALoi and AWQ be their respective amplitudes and QLOi and @LOQ be their 

phases. The equations that represent the input signals at the LO port of the mixers are 

given as 

SLOI = ALoi cos (co0t + &LOI) (4-25) 

SLOQ = ALOQ COS (co0t + ®LOQ) (4.26) 

If the mixers are not ideal, there will be carrier feedthrough in both mixers. Let a\ 

and an be the coefficients of the carrier feedthrough for the In Phase and In Quadrature 

signals respectively. 

The value of a is usually in the order of 10 -2 to 10"4, see [59]. Looking at Figure 

4.7, we find that at the input of the adder/output of the mixers, both signals are given 

as 

si(0 = sLO/(0s/(0 + «iSLO;(0 (4-27) 

Carrier feedthrough 

s2(t) = sLOQ(t)sQ(t) + aQsLOQ(t) (4.28) 

Carrier feedthrough 

Solving the trigonometric relationships for Equation 4.27 and 4.28 one finds the 

following solutions: 

Let 0 a = eL O/ + 0/ , 0 2 = &wi ~ ©J and Kx = Q.5A1AW1. Then 

si(0 = Ki [cos ((COQ + co) t + 0 a ) + cos ((co0 -co)t + 02)] + ocisLOi(t) (4.29) 

Let 0 3 = eLOQ + 0 Q , 0 2 = ®LOQ ~ ©Q and K2 = 0.5AQALOQ. Then 

s2(0 = K2 [cos ((coo + co)t + 0 3 ) + cos ((COQ -co)t + 04)] + « /S L O Q(0 (4.30) 

Observe that the up-converter uses an ideal adder. Therefore the up converted 

signal will be given by 

5(0 = ^ ( 0 + 52(0 (431) 
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For the particular case where: 0 ; = n/2, 0 Q = 0, ©LOI - TI/2, &LOQ = 0, a = /? = 0, 

A; = AQ = ABB (where ABB is the amplitude of the baseband input signal) and ALOi = 

ALOQ = ALOr the signal at the output of the up-converted is given as 

s(t) = ABBALO cos (COQ - co) t (4.32) 

Observe that the sign of the angular frequency co is negative. This means that there 

is spectrum inversion of the signal. 3 This can be avoided if instead of adding both 

signals they are subtracted. The output signal of the ideal up-converter is depicted in 

Figure 4.8. 

Frequency content of Output Signal 

-Desired Signal 

No Garner Feed-Trhough 

Frequency (MHz) 

Figure 4.8: Output signal without imperfections 

Example This example shows the output imperfections of the spectrum generated 

by carrier feedthrough, J and Q imbalance and nonlinearity in the mixers. Figure 4.8 

3Spectrum inversion occurs during the transmission when the low part of the baseband signal 

is up converted for higher band and the higher part of the baseband is up converted to low band. 

This phenomenon is common in transmitters and when it does occur, it needs to be corrected at the 

demodulator; the correction takes place by applying another spectrum inversion. 
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depicts the output signal in the frequency domain for a single tone test applied at 
the baseband inputs (I and Q) of the modulator that is shown in Figure 4.7. For this 
example, a 1MHz carrier is used and the baseband frequencies are at lOOKHz. (In 
IS014443 its a 13.56MHz carrier and the bandwidth is lOOKHz) 

The signal below shown by Figure 4.9 was obtained using the sum of Equations 
4.33 and 4.34. These equations include more details and represents more practical 
implementation than Equation 4.31. During the discussion about non-linearity, the 
effects of non-linearities in devices were discussed. Therefore there will be generation 
of undesired frequencies at the output of the device. The effect of non linearity and 
I and Q imbalance are non-correlated so they can be treated independently. Now 
let us introduce non-linearity in the equations and show the effect mathematically 
and graphically. To consider the second and third order non-linearities, let us define 
their coefficients K„d and Kth for second and third order respectively. The superior 
branch in Figure 4.7, the output signal after the mixer when introducing the effect of 
non-linearities is given as 

si(0 = sLOi(t)sj(t) + Knd [SLOI(QSJ(Q]2 + Kth [sLOI(t)Sl(t)f + aisWI(t) (4.33) 

Non-linearities Carrier feedthrough 

For the inferior branch the output of the mixer is given as 

s2(t) = sLOQ(t)sQ(t) + Knd[sLoQ(t)sQ(t)] + Kth [sLoQ(t)sQ(t)] + aQsLoQ(t) (4.34) 

Non-hneanties Carrier feedthrough 

Let us assume an AWGN n(t) with zero mean and variance a2 added in the local 
oscillator. Using Equations 4.33 and 4.34 to define sa(0 and s2(t) in 4.31 with Aa — At = 
0.1, and cti = an — le"2, we obtain Figure 4.9 which depicts the plot the FFT calculated 
with 4196 points for the up-converter output time domain signal s(t). 

One sees in Figure 4.9 the output signal at 900KHz (Frequency value chosen arbi­
trarily) together with carrier feedthrough at 1MHz and side-band suppressed signal 
at 1.1MHz. Other signals present at the output represent second and third order 
non-linearities, as illustrated. 
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2 2.6 3 
Frequency (MHz) 

Figure 4.9: Imperfections in output signal 
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4.1.4 ADC Imperfections and Impact in SNR 

All digital demodulators have analog to digital converters (ADCs) just after the down 
converters. ADCs are responsible for transforming the analog down converted I and 
Q signals into digital quantized signals. In this section we analyze the effects of the 
imperfections generated by the ADCs in the quantized signal and estimate the SNR 
degradation caused by this type of imperfection. This analysis will provide a process 
for the designer to be able to select of either an OTS integrated circuit or predict the 
best fit ADC during the system design specifications. 

The number of levels during quantization is a function of the number of bits built 
in the ADC. There are two major questions that arise during the design of the baseband 
system: 

• What is the minimum sample rate that can be used and still meet the system 
requirements? 

• How many bits are required in order to fulfil the design requirements? 

The answer to the first question is based on the Nyquist theorem that bounds the 
minimum sampling rate to twice of the maximum frequency fmax. This is a lower 
bound and if the DAC's sampling rate is increased, it will improve the performance of 
the system because it will reduce the SNR effect. On the other hand, the power con­
sumption and the price of the device will increase as well, which is really undesirable. 
The second question is harder to answer and it will be discussed in detail throughout 
this section. 

Analysis 

An ADC with N bits can produce 2N coded outputs. Let the operational voltage range 
be from -V to +V. Then the total voltage allowed at the input of the ADC is 2V. This 
is the maximum input voltage or dynamic range of the ADC. For simplicity, let us 
assume a uniform quantizer with N = 2 bits output. The possible output code set for 
this device is then [00 01 10 11] and the output code is a function of the input voltage 
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Code = < (4.35) 

is coded as 

' l l , ifVin>V1; 

10, i£0<Vin<V1; 

01, if -Va < Vin < 0 

00, HVin<-V1 

Figure 4.10 shows the output code set as function of the input continuous voltage 
Vm. Since the number of bits is finite, an estimation error (quantization error) or quan­
tization noise will appear at the output because not all input levels of the continuous 
signal can be represented by the set of codes available. This quantization noise is 
function of the step A. The quantization error (e) is defined as e = vtn — vCOded where 
Vcoded is the equivalent analog voltage of the coded output. 

Figure 4.10: Quantization 

Let A be the size of the voltage steps for an ADC with 2N possible codes and input 
voltage range 2V. The ADC output error is bounded by: — f < e < | and the quan­
tized noise, which is a function of the number of steps is given by Equation 4.40. The 
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occurrence in the input levels is assumed to have equal probability. 

s 
2 ° 

Input Voltage (V>n> 

Figure 4.11: ADC Quantization error 

Figure 4.11 depicts the quantization error function e and it has a sawtooth shape. 
Let us assume that our quantizer is uniform 4. Let p(e) be the quantization error 
probability and can be described as 

p(e) = 
if =4 < e < 4 . 
11 2 — ° — 2 ' 

0, otherwise 

Since this is a probability density function, we must have [33, Ch3] 

(4.36) 

f p(e)de = 1 (4-37) 

Let E(.) be the expected value of a function. The root mean squared error (rms) 
is the expected value of the square of the error, erms = E(e2) [25, Ch2] and here it can 
calculated as 

4A uniform quantizer is one such that every change in the LSB (least significant bit) at its output, it 
represents the same variation on the input voltage, independent of the voltage input value. Another 
way to define the uniform quantizer is to say it is a quantizer such that the quantization steps A do not 
change with input level. 
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E(e2) = X + e V( g > t e = ^ <4-38) 
If the sampling frequency is f, the power spectrum density of the quantization 

noise will appear between +/s/2 and +3f/2 and it folds into the band from 0 to fs/2. 
The power spectrum density of the quantization error is a function of the frequency 

/ denoted e2(f). Assuming that the band of interest is f/2, its value per Hz is given as: 

Js/A bfs 

The quantization noise can be calculated using the spectrum density of the rms error. 
Let fmax be the maximum frequency such that f > 2fmax (Nyquist theorem). Then one 
can calculate the total noise in the interest band [0 to fmax] as follows. 

Let OSR = f/2fmax be the over-sampling 5 rate = r v ( / w = r ' 2 T ^ / = ^ (44o) 
For an ADC with N bits the full scale voltage which does not saturate it is Vmax — 

2N - 1, From this, the signal power and SNR can be calculated. 
To calculate the power, let us assume that the signal is loaded with ZJoad = 1Q load. 

Therefore the power is given as 

For N greater than 6 we 6 can approximate (2N - 1) « 22N and the SNR is given as 

SNRdB = 10log1014) ~ 6.02N + 3/o£2(OSR) + 1.76 (4.42) 

Consequently, having the number of bits N and over-sampling factor (OSR) one 
can calculate the SNR. We plot SNR as a function of the OSR tor various values of N 
in Figure 4.12, and SNR as a function of N for various values of OSR in Figure 4.13. 

5Over-Sampling: It is the sampling rate above the minimum from Nyquist theorem. For example, 

for a signal that has a maximum frequency of 10MHz, if it is sampled at 30MHz the over-sampling rate 

is 1.5,50% more than the minimum requirement. 
6Due to SNR and dynamic range requirements for the systems, it is impractical to use ADC with less 

than 6bits. 
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Figure 4.12: SNR function of over-sampling rate 

Let us now consider Figures 4.12 and 4.13. One observes that by increasing the 

number of bits N, the SNR increases linearly as shown by Equation 4.42. Increasing 

OSR does not increase SNR at the same rate as the number of bits does. To conclude, 

the best practical approach to increase SNR at the output of the ADC is to increase 

the number of bits. Due to cost constraints, however, the designer may be required to 

apply a trade off between the number of bits and OSR. 

So far we have presented many component imperfections that affect the perfor­

mance of the communication between TAG and rogue Reader. These imperfections 

were presented independently. In the next section, the combined effect of the imper­

fections. 

T i i r 

J 1 I L 
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Figure 4.13: SNR as function of the number of bits 
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4.2 Error Vector Magnitude - EVM 

One way to analyze the quality of a signal is the EVM which is an indirect measurement 

of the SNR. In digital communication transmitters, EVM measures how precisely the 

transmitter has reproduced the vectors I and Q. This type of measurement characterizes 

the performance of the transmitters. For receivers, BER is more frequently used. In 

this section, we analyze how the imperfections affect the EVM: 

• Phase Noise 

• I and Q Imbalance 

• Carrier feedthrough 

• Intermodulation 

We begin by carefully defining EVM. Let us denote by %[.] and 3 [.] respectively the 

real and imaginary parts of a complex number, which in this analysis is the modulated 

base band signal that will be upconverted to radio frequencies. Let s be a reference 

ideal complex modulated signal that contains In-phase and In-quadrature components 

s = 21 [s] + ;3[s] where / = V—T. An observed non ideal signal s0(t) contains In Phase 

and In Quadrature components. Consequently, the observed signal has an error that 

is expressed by e(t) = s(t) — s0(t). Let the observed signal at instantaneous sample time 

t, be s(tt) = A(tt) cos cott + cp(tt) . Then the EVM can be defined as 

EVMft) = M ^ = K^VM (4.43) 
\s(t,)\ \s(tt)\ 

Graphically, the EVM is shown by Figure 4.14 

For K samples of the signal, the root mean squared EVM can be calculated as per 

[44] 

We have seen in previous sections that there are many sources of imperfections in 

the system. These imperfections are translated into EVM so the total EVM can be 

calculated as [44] 

- V EVMtotai = -JEVMf + EVM2
Z + ••• + EVML

Z (4.45) 
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In Phase (I) 

Figure 4.14: Graphical representation of EVM 

One very useful characteristic of the EVM is that it represents the quality of the 
signal, in the sense that it can be related to the SNR through the following equation 
[41] 

S N R*2 0 1 o&°ykj) (446) 

Thus system engineers can verify the values of the resulting SNR. We now show 
how to calculate the EVM contribution for each imperfection independently. 

Phase Noise In [44], Plett shows that the EVM is a function of the integrated phase 
noise over the band of interest. Let ep^(tt) be the error due to PN at instant tt. The error 
vector is defined as \ePN(tt)\ = |s(f,)sin(J(PNn„s))|. For small angles sin(angle) « angle, 
and so we may approximate |epN(t\)| ~ s(t,) f PN^. 

Let EVMPN be the EVM contribution due to PN. Applying Equation 4.43, the EVM 
due to phase noise is given as 

EVMpN = 
i(tt)fPNdf 

s(Q 
= jPNdf (4.47) 

I and Q Imbalance I and Q imbalance can occur due to two different practical im­
plementations: 1) Phase difference due to the LO 6LO 2) Amplitude difference due to I 
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and Q mismatch at the base-band. 

Let us analyze the first case where the phase difference is in the LO (9LO). In this 
case [44] provides the EVM function of the LO phase imbalance, which is simply 

EVMW = 6LO (4.48) 

Let us analyze the effect of amplitude mismatch. Equation 4.22 and 4.23 provide the 
base-band signals. Ideally the amplitudes of these signals are equal and A; = AQ= A 
holds. Let 6 be the magnitude error of I and Q respectively. The error vector is given 
as 

e = yl(o~Q2 + (5Q)2 = ^(D2 + (Q)2 (4.49) 

Thus the EVM can be calculated as 

lei 
EVM = H = 6 (4-50) 

|s| 

Carrier Feedthrough Let CFT be the Carrier feedthrough, which is defined as the 
residue carrier that passes through the mixer and appears at its output. Ideally this 
value should be zero but generally it of the order of 30dBc (see [44]). This usually occurs 
due to imperfections/tolerances of the radio frequency Integrated circuit process used. 
Recalling the up-converter Equations 4.33 and 4.34, we have that the contribution of 
the CFT is given as 

CFT(t) = a&ucuit) + aQsLOQ(t) (4.51) 

If we consider the CFT as an independent effect, we can assume that the absolute 
value of the in-phase and quadrature signals are equal and we can write \sioi(t)\ = 
|SLOQ(0|- Then the function CFT can be written as 

CFT(t) = ^ 2 + <x2
Q KOI e** (4.52) 

Let ABB be the baseband amplitude such that ABB e Aj, AQ\. Let Cs be the carrier 
suppression value which is defined as the ratio between CFj power (PCft) and channel 
power Pc. Therefore, the carrier suppression is given as 

Pcft a2i + a o 
Cs = if- = - ^ (4-53) 

1BB Pc Al 
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In [44] the author states that the EVM resulting from the carrier feedthrough in the 
output of the transmitter is the square root of the carrier suppression. Consequently 
one has 

E V M ^ ^ ^ — . (4.54) 

Intermodulation Non-linearity in the transmitter can cause EVM. As we saw earlier, 
third order intermodulation can cause in-band terms. From [44] we have the EVM as 
function of the triple bit tones power P3rd; the EVM can be calculated as a ratio of the 
power of the triple bit tones to the power of the channel: 

EVMlin = ioM2p3n*-20/p3+6+10/°s10(tN2)] (4.55) 

4.3 Sensitivity Study 

Throughout this chapter we have analyzed many factors that contribute for the degra­
dation of the performance of the communication system between rogue Reader and 
TAG. This section focus on the sensitivity study of this system. The study will include 
the degradations caused by the component imperfections seen so far throughout this 
chapter. We begin by defining the noise factor and thermal noise and then calculate 
the calculation the sensitivity of the system. 

4.3.1 Thermal Noise, Noise Factor and Noise Figure 

During the system sensitivity analysis, noise figure is one dominant factor that de­
grades the system performance. This section is the background for the sensitivity 
analysis in Chapter 5. We also discuss the meaning of noise figure Nf in a specific 
device and the overall effect of Nf in the performance of a system. 

Thermal noise is also known as Johnson noise, is caused by the random variation 
of electrons inside the devices. The Nyquist's function for thermal noise is given as: 

T] = kTB (4.56) 
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where k = 1.3810~23J/°K is Boltzmann's constant, T is the absolute temperature Kelvin 
and B is the bandwidth in Hz. 

Let SNRm be the input signal-to-noise ratio and SNRout be the output signal-to-noise 
ratio. The noise figure measures how much noise a given electronic device adds to 
the input noise. This characteristic gives a very important criterion for selecting a low 
noise amplifier (LNA). 

Let F be the noise factor of a device. It is defined as 

The noise figure Nf is given as 

N ^ l O l o g ^ F . (4.58) 

Noise Factor of Cascading devices 

Let us assume we have three electronic devices (e.g., amplifiers, filters,etc), each one 
of which has linear gain G, and thermal noise r?, where i = 1,2,3. Now let us cascade 
these three devices and apply at the input a signal with strength Sm and noise rjm = kT 
that has a bandwidth equal to 1Hz. The system will produce an output signal with 
strength Sout and noise r\out. One has 

S0ut = SinGlG2G3. (4.59) 

Observe that the noise at the output of the first device is generated by the first device 
only. It appears at the output of the chain multiplied by the gains of the second and 
the third devices. The noise at the output of the second device is generated only by 
the second device, and appears at the output of the chain multiplied by G3. The total 
noise at the output of the chain is given as the sum of the input noise multiplied by the 
cascaded gain, plus each of the devices' noises multiplied by the gain of the following 
elements (if any). That is, the total noise at the output is: 

rjout(totai) = 77OTGiG2G3 +
 r?oiG2G3 + rjo2G3 + r\o3 (4.60) 

floutiSource) VoutiSyst) 

Here rjout(source) is the noise contribution at the output of the chain due to the input 
signal noise only and nout(syst) represents the noise contribution at the output of the 
chain by the noise generated by the electronic components used in the system. 
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Substituting Equation 4.59 and Equation 4.60 into Equation 4.57 one finds the total 

noise factor Ftotai is given by 

SNRm Sin f]out(total) 
Itotal — 

SNR0Ut r\m Sout 

77mGiG2G3 + r/0iG2G3 + T7o2G3 + rjo3 

= 1 + 
rjoi 

+ 

?7mGiG 2 G 3 

r\o2 r]o3 

f]mG\ T\inG\G2 r\inG\G2G3 

The first noise factor is given by 

SNRin S, (ninG1 + ryol) 
F i SNRol 

^ m G i T\vnG\ 

r\o\ 

+ 
r\0\ 

StnG\ 

= 1 + 
T]inGi 

Similarly, three cascaded devices the noise factor is given as 

F2-l F 3 - l 
Ftotai — F1 H — H 

Gl GiG2 

(4.61) 

(4-62) 

(4.63) 

N F I ^ N 

G a m l / ^ 

NF2 
Gain2 

NF3 \ . _ 
G a m 3 / ' 

Figure 4.15: System with several components 

For n cascading devices, [5, Ch4] shows that the total noise factor is given as per 

4.64 

F - F +
F 2 - 1

+
f 3 - 1

+ + F " " 1 

tTotal - f n ~ — + - - T r G l GjG 2 GiG2GK_i 

Looking carefully at this equation, we deduce a couple of important factors: 

(4.64) 

• The noise figure of the total system is dominated by the noise figure of the first 

device in the chain. 
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• The noise figure of the total system decreases with the gain of the first device. 

This means that we need to avoid the use of passive (lossy) elements at the front 

of the chain. 

4.3.2 System Sensitivity 

For a given receiver, the BER at the output of the demodulator is a function of the SNR 

at the input of the demodulator. Let PRx be the received power at the LNA, PTx the 

transmitted power, Gjx and GRX the gain of the transmitter and receiver antennas and 

FSL the channel attenuation (Free space loss or path loss); all in log form (dBm and dB) 

The received signal level at the input of the receiver is given by 

PR* = PTX + GTx + FSL + GRx (4.65) 

The signal-to-noise ratio in the receiver is the ratio of the received power and total 

noise r\t- The total noise r\t is the sum of the thermal noise (4.56) and noise factor 

r/t = r/ + N , = -174dBm/Hz +10 log10(B) + Nf (4.66) 

4.4 Channel Link Budget 

In this section we present the link budget calculation for a communication system 

where the transmit and received antennas are located in the far field region. Figure 2.1 

represents a typical system architecture, although many variations on this architecture 

are possible. In Chapter 2 the relay attack system is composed of a rogue Reader, 

communication system, a rogue TAG and a legitimate Reader. The link budget dictates 

the maximum distance over which the system will operate for a given BER. The 

activation range analysis is provided in Chapter 5. 

Let FSL be the path loss attenuation in free space, d be the distance between TAG 

and rogue Reader and A be the wavelength. In free space the path loss of the channel 

is defined as in Equation 3.16. 

The next step is to determine the link budget based on Figure 4.16. Observe that 

the rogue Reader has a transmitter and a receiver. By analyzing the link budget we can 

determine which device is more critical in this system. 
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Figure 4.16: Attack system 

In this section we present the link budget analysis for the system shown by Figure 

4.16. As starting point let us assume we have a SISO (Single Input Single Output) 

communications system as depicted by Figure 4.17. 

Tx 

Ant Gain Path Loss Ant Gain 

\ 

P T x 

/ o . " \ / G b 

P R X 
Nf Rx 

Figure 4.17: Link budget 

The system is composed of a transmitter (Tx), the transmit antenna with a gain 

GRTX, a receive antenna with gain GTRX and receiver circuitry that includes a LNA (Low 

Noise Amplifier), down converter and demodulator. 

Received Power 

In the absence of any additional interference7, the receiver power PRx (measured in 

dBm) is the transmitter isotropic irradiated power (measured in dBi) minus the channel 

7Here we refer to additional interference such as that created by any telecommunications equipment 

transmitting in a given frequency that is interfering with the given device. Details about interference 

during TAG and Reader communications is covered in detail in Chapter 5. 
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attenuation. For this type of communications there is no need to consider selective 
fading because this is a narrow band communication protocol. The received power 
can be thus calculated as 4.65 where FSL is defined in Section 3.4 and measured in dB. 
For simplicity, we use dB and dBm for power measurements rather than W or mW. 

In its multiplicative form, one can write the received power as P«x = PtxgaKd, f)gb-
Notice that in the multiplicative form (linear form), PRx, Ptx are measured in Watts or 
submultiple, ga and g^ are factors usually greater than one and l(d, f) is a factor less 
than one. For a given system the Nf is defined as the ratio of input and output SNR. 
The lower the noise figure (or noise contribution) the better the LNA is. 

The required SNR is dependent on the modulation type used by the system and 
the maximum acceptable BER. Using Table 2.2, the SNR can be selected according 
to the type of modulation in use. For a given receiver performance, the SNR can be 
estimated as function of the total noise of the receiver and the input power, via 

SNR(dB) = PRx-rlt. (4.67) 

In other words, Equation 4.67 says that if we minimize the total noise r\t while keeping 
the distance constant, the performance at the receiver will improve. On the other 
hand, for a given performance — for example BER = 10~6 (see Section 5.3.1 for details) 
— the transmitter can be located farther away. 



End to End RFiD System Analysis 76 

4.5 Conclusion 

In this chapter we presented tools for estimating the performance of a communication 
system focusing on RFiD Relay attack requirements. We discussed how to estimate 
the contribution of each main circuit imperfection. The effects of Intermodulation 
is presented in Section 4.1.1, phase noise contribution of an oscillator to the overall 
system noise was analyzed in Section 4.1.2, ADC quantization noise was introduced 
in Section 4.1.4, in Section 4.3.1 we analyzed the noise figure and we also presented 
the link budget calculation in Section 4.3.2. 

All topics covered by this chapter are relevant for the system level design but one 
topic that deserves special attention is the contribution in SNR by ADCs and how 
the over-sampling ratio plays a role in increasing the SNR for a fix number of bits. 
This chapter presents a method of calculating the contributions in the SNR for each 
relevant RF imperfection. The summed effect of these imperfections will degrade 
the SNR. Therefore, they will contribute with the reduction of the maximum Victim 
Distance Equation 5.3. 



Chapter 5 

Relay Attack Analysis and Model 

5.1 Introduction 

The first four chapters of this thesis provide the basis for the considerations and 
assumptions made throughout this chapter. Chapter 2 covered the basics of the re­
lay attack, Chapter 3 presented the channel model defining the Far Field/Near Field 
bound, and Chapter 4 presented how component imperfections such as intermodu­
lation (Section 4.1.1), the noise figure (Section 4.3.1), phase noise (Section 4.1.2) and 
ADC quantization and oversampling (Section 4.1.4) impact the system performance. 

In this chapter, we present an RFz'D system analysis and use it to estimate the 
maximum delay that a relay attack system may introduce and the maximum distance 
at which the rogue Reader may be located relative to the victim's TAG. We then apply 
the Simulink model to simulate the relay attack operation and thus demonstrate its 
feasibility within these constraints. 

An RFiD system specifies the maximum delay that is permitted to occur during any 
component of the interaction between the TAG and Reader, before the communication 
is terminated. We determine a bound on this delay in Section 5.2, and then calculate 
and compare the minimum delay introduced by a relay attack, to demonstrate the 
feasibility of carrying out a relay attack within the time permitted. 

The maximum distance dmax at which an attacker may locate the rogue Reader from 
the victim is a significant factor in determining the feasibility of a relay attack. In 
Section 5.3, we compute the factors which limit dmax, and verify that local interference 
is the most confounding factor. Thus, a crucial aspect of mounting a successful relay 
attack will be the inclusion of an interference canceller in the design, as discussed in 

77 
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Section 5.3.1. The resulting bound on dmax is illustrated in Figure 5.4; we see that for 
reasonable values of interference cancellation, one can obtain a value of dmax of greater 
than 10 meters. 

Finally, in Section 5.4.3 we present our successful simulation of the communication 
between a rogue Reader and the victim's TAG for an SNR of lldB, which is a noise 
level equivalent of BER = 10~6, and represents the maximum distance achievable. The 
simulation includes graphs representing each interchange of communication between 
the rogue Reader and victim's TAG. 

5.2 Relay System Delay 

The maximum time a TAG has to respond to the Reader after the Reader has initi­
ated communication during the authentication process is called the maximum TAG 
response time, or frame delay time. We illustrate this in Figure 5.1. The IS014443 
standard specifies this time to be 

FrameDelayTime 
"*1^+84 = RTlr Last transmitted bit was equal to 'V 
n*18°+20 = RT0, Last transmitted bit was equal to '0' 

For the REQA and SELECT commands defined in Chapter 2, IS014443 recommends 
n > 9 [15]. To give the most conservative bound, we choose the smallest delay, and 
thus set n = 9. This gives 

FrameDelayTime = min [RTofRT^^ = = 86.5/is (5.1) 

The reader may note that we do not consider any time constraint for the WAKEUP 
message. The reason this is not considered is because a TAG will only enter the HALT 
state by the HALT command after authentication is complete (See Figure 2.4). During 
the relay attack it is expect that the victim's TAG will be authenticated by rogue Reader. 

5.2.1 RFiD System Delay Analysis for Relay Attack 

Recall that Figure 2.1 shows a typical RFiD system under relay attack. The signal must 
travel from the legitimate Reader to the rogue TAG, then to the rogue Reader, then to 
the victim's TAG, and then back again. Furthermore, at each TAG or rogue Reader, 
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Figure 5.1: IS014443 frame delay time (taken from [15]) 

the signal undergoes some processing. Let us analyze the maximum total delay that 

an attacking system will introduce, rmax. 

Let dvd and TVd be the Victim Distance and its propagation delay, dRd and xRd be 

the distance between rogue Reader and rogue TAG and its propagation delay, dRtir and 

tRtir be the distance between the rogue TAG and legitimate Reader and its propagation 

delay, rRtP the rogue TAG processing delay, TRrP the rogue Reader processing delay and 

TJAG the victim's TAG delay. 

Tmax = 2 x (zvd + zRd + TRtP + TRrP + TRtLr) + TTAG < 86.5^s (5.2) 

The propagation delay of a signal through space is given by 

d 
T = -

C 

where d is the distance traveled and c = 3 x 108 m/s is the speed of light. Our target is 

to achieve dvd ~ 10 m, and we may assume that dRtir < 0.5m. In [19], Hancke claims 

to have performed the relay attack with dRd = 50 m. Thus the total distance traveled 

should be at least 121 m; let us take d = 300 m for a generous upper bound. This gives 

a total propagation delay of 

* 3 0 ° -, 
Tprop = 2(TV d + TRd + TRtLr) = = 1|US. 
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We see that the contribution of the total relay distance to the delay which is introduced 
by the relay attack is minimal for this order of magnitude of distances. The delay of 
the electronic system used in the relay attack is the more serious consideration. 

The delay TTAG of an RFiD tag was measured by Karthaus and Fisher in [27] to be 
10/is. It follows that the maximum delay is given by 

fm«x = V o p + 2(TRtP + TRrp) + TTAG = 2(TRtP + TRrP) + 11\IS. 

Since rmax < 86.5/is by (5.1), we deduce that 

iRtP + TRrP < 37H\iS. 

We see that if our rogue TAG and rogue Reader operate with a delay comparable to 
a legitimate TAG, that is, if xRtp and TRrP are about IOJUS, then the relay attack can be 
successfully carried out within the maximum allowed delay time. 

5.3 Victim Distance Link Budget analysis 

Now the analysis will focus on the relay attack system. Our goal with this analysis is 
to find the Victim Distance, which will take several steps. 

The maximum Victim Distance is dependent on the following factors: 

• Minimum energy to power the TAG ,Pmm 

• Performance of the local interference canceler 

• FSL between TAG and Rogue Reader 

Let dactiV and dReadRange be the activation and read range distances respectively. The 
Victim Distance (dmax) will be the minimum of the reading range and the activation 
range: 

dmax = ntin [dactwr dReadRa„ge^. (5-3) 

Activation and reading range steps To calculate both distances, we will divide the 
analysis into two paths: the activation range and the reading range. 

To calculate the reading range in Section 5.3.1 we perform the following steps: 
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1. Establish operating BER and SNR 

2. Provide a detailed estimate of the interferences 

3. Provide a method of mitigating the interference 

4. Estimate the TAG received signal strength 

5. Calculate dReadRange using a closed form solution 

To calculate the activation range in Section 5.3.2 we establish the minimum power 
Pmin that the TAG needs to operate, the transmit output power and free space attenua­
tion FSL. 

5.3.1 Reading Range 

BER and SNR Requirements 

IS014443 [14] recommends that the modulated signal type be Pulse Amplitude Mod­
ulation (RAM) with 100% of modulation index during communication between Reader 
and TAG and 10% for the communication between TAG and Reader. During the sen­
sitivity analysis it is necessary to establish the maximum Bit Error Rate (BER) that 
the system is allowed to have and still perform the communication properly. BER 
will consequently establish the relation between signal and noise levels present in the 
input of the detector. Let PeTr be the error probability of the received PAM signal, 
M the number of levels of the modulation, and SNR the average signal-to-noise per 
symbol. In [40, Ch4], Proakis provides the the error probability relationship for a PAM 
modulated signal as: 

M~l A > 3 SNR Perr = ~M~erjC V M 2 - 1 
(5.4) 

where erfc(x) is the complementary error function defined as: 

2 C°° 
erfc(x) = —= e~t2dt. (5.5) 

V H JX 

When a TAG transmits a modulated signal, it will be PAM with 2 levels, so we may 
take M = 2 in this case. Figure 5.2 shows the theoretical BER values for M = 2 as a 
function of the the SNR for a signal containing AWGN. In this case we assume that this 
is the only source of impairment. 
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Figure 5.2: Error probability for PAM signal 

Figure 5.2 shows that for a BER = 10-6 a SNR of lldB is required. This value is the 
minimum BER for this SNR. This BER value will be used to calculate the maximum 
Victim Distance. 

To justify the usage of BER equal to 10-6, let us assume a typical RFiD message with 
8 bytes. During the identification of the TAG let us assume that it needs to exchange 
7 messages until it is identified by the Reader. The number of transmitted bits during 
the exchange of the messages will be 448. Let NBE be the percentage of erroneous bits 
that was received that is 

NBE = 448 * BER * 100 < 0.05% (5.6) 

Using this BER value, the result shown by Equation 5.6 assures that 99.95% of the 
messages will produce a CRC equal to zero. Consequently, the system will achieve 
more than 99% success during the communication between the two devices. 
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Local Interference 

ISO 14443 operates at 13.56MHz. This is low frequency compared with LAN networks 
operating at 2.4 and 5.0 GHz frequencies and other RFiD standards using frequencies 
of 450 and 900MHz. The spectrum at the 13.56MHz frequency band is contaminated 
by household appliances, and other types of manmade electromagnetic interference. 
However, the biggest interference in RFiD systems is the unmodulated carrier that 
is being transmitted simultaneously by the Reader. This interference can cause two 
major problems: First the level of the interference signal will decrease the SNIR; 
second the strong transmitted signal induced into the receiver antenna will generate 
intermodulation distortion that will corrupt the message. *. The Reader can mitigate 
this interference by using interference cancelation techniques such as the one described 
in Section 5.3.1. 

Let ij(t) be an interference component in Watts and Ik(t) its value in dBm. Let n be 
the total number of interferences components present at the antenna and k-1,2,3...m 
be the index of each interference component. The total interference at the receiving 
antenna can be described as the sum of all m interferences present: 

m 

*W0 = X,4(0 (5.7) 
k=\ 

Calculating the Interference 

To be able to estimate the minimum received signal required by the rogue Reader, 
it is necessary to estimate the total interference power which is mostly dominated 
by the unmodulated transmitted carrier. If the rogue Reader uses one antenna for 
transmission and another for reception, there will be a finite signal path isolation (dB) 
between these two antennas, which can written as Antrej. Therefore, the interference 
power (dBm), at the receive antenna, generated by the local transmitted carrier is: 

Ifc = PT-Antrej (5.8) 

Let us now assume that the attacker uses the interference cancelation described in 
Section 5.3.1. Let Attcanc be the amount of interference power in (dBm) reduced by the 

1IIP3, PldB and other nonlinearities characteristics are covered in Chapter 4 
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usage of the canceler. Therefore, the total interference power will be reduced by the 
canceler as follows: 

Ifc =PT~ (Antre] + Attcanc) (5.9) 

Now let us analyze what happens with the local interference when the output 
power varies. Let v be the output voltage and Zant the output impedance. The output 
power can be represented as: 

Pout = •£-. (5.10) 
^-•ant 

From (5.9) we notice that if the output power increases the interference power 
level will increase proportionally. This happens because the antenna isolation and 
interference cancelation mechanisms are independent of the output power. 

A Method to Mitigate the Local Interference 

One method to reduce the local interference generated by the Reader carrier is to use 
the well known method of interference cancelation. In this section we present such a 
method that will minimize the local transmit carrier interference power that couples 
into the receiver. This will optimize the received SNR. 

The rogue Reader transmitted signal s(t) - that has power Pt - will be coupled into in 
the receive antenna. The external path between the power amplifier (PA), Tx antenna, 
Rx antenna and the Low Noise Amplifier (LNA) will introduce attenuation a as well 
as a delay that will introduce the change in phase cp. Internally the electronics that 
compose the interference canceler will intentionally introduce an attenuation a and 
phase cp. For more details about the system see Figure 5.3. 

The rogue Reader receive antenna receives the signal from the TAG plus a fraction 
of s(t) and other interferences present in the spectrum. Let / = V-T, let Im(t) be the 
local interference and Pr(t) be the received desired power at the rogue Reader receive 
antenna. The total received signal r(t) can be mathematically represented as: 

(m-1) 

r(t) = Pr(t) + as(t)ert + £ ik(t). (5.11) 

'm(f) 
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Figure 5.3: Proposal for an interference canceler 

For simplicity, let us assume that the dominant interference at the rogue Reader receive 
antenna is the local carrier so one has 

(m-l) 

hn{t) » Ya **(') 
J t = l 

(5-12) 

The input signal at the LNA, denoted r(t)LNA, is represented by the sum of the 
received antenna signal minus the output signal from the interference canceler: 

r(t)LNA = Pr(t) - as(t)e$ + as(t)e^. 

Let E (a, a, cp, cb) be the error, function defined by 

E(&,a,(j>,<t>) = [ae® -&e'*]. 

The received signal can be rewritten as 

r(t)LNA = Pr(t) + s(t)E (a, a, c}, cb) 

(5.13) 

(5.14) 

(5.15) 

The next step will be to minimize the value of E(a, a, cp, cb) = EMW which will yield 

r(t)LNA — ropt-
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A direct form to find the value of Emm is the zero forcing the error: 

ae& = ae^+*\ (5.16) 

After removing the interference of the local carrier as much as the internal electron­
ics is capable of, it is necessary to know by how much the interference signal power is 
attenuated (dB). To do this we use the following analytic expression to compare with 
the transmitted signal: Let Im(t) = IfC be the interference in dBm due to the local carrier, 
Pt the output power of the rogue Reader in dBm when transmitting pure carrier and 
Attcanc be the carrier cancelation in dB done electronically, then we have 

,s(t)\ae,(^ -ae$\< 
Antre] + Attcanc = 10 l o g j — j - - (5.17) 

l s(t) I 

Antrej + Att^c = 10 log10 ae^ - ae$ . (5.18) 

In practice, to solve the optimization problem, there are many iterative methods 
available; a common one is least mean square (IMS) algorithm. The algorithm can be 
trained while neither the rogue Reader nor the TAG are responding to any message. 
During this time interval the system channel between rogue Reader's transmitter and 
receive antenna can be estimated. 

In the discrete time domain let Ts be the sampling time and k — [1,2,3,4,... ] be 
the sampling index. Given the received signal r(kTs) and let p. be a positive scalar, the 
LMS algorithm error function is defined by Campos in Ref [4] the updates are based 
on the error function in the discrete time domain as follows: 

E(kTs) = r(kTs) - a cos (2nfkTs + cp) (5.19) 

So shows in [50] that the updates for a and cp can be calculated as : 

^ ^ a W - f g (5.20) 

cp((k + l)Ts) = cp(kTs)-^
d-^. (5.21) 
2 dcp(kTs) 

The coefficients pa and p.$ are positive scalars that controls the convergence rate to 
ensure the algorithm stability. See [50] for details. 
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TAG Received Signal Calculation 

We need to understand how much power the Reader needs to transmit in order for the 

received signal at the TAG to be greater than the minimum requirement. Passive TAGs 

backscatter the unmodulated carrier received by the Reader. The mismatch coefficient 

y determines how much power the TAG sends back to the Reader and how much power 

is left for the TAG to remain energized. Passive TAGs generally get energized by the 

unmodulated carrier frequency energy transmitted by the Reader. Using the load 

modulation the TAG will reflect back to the Reader a portion of the received signal. 

Let us assume that during the attack, both antennas rogue Reader and TAG are 

static l and located in two parallel planes 2 in space. Let 0 < y < 1 be the value of 

the backscattering factor or mismatch factor at the TAG antenna and T its value in dB, 

let AgRTx and AgRRx be the transmission and receiver Reader's antennas gains, AgTAG 

the TAG be antenna gain in dB, Pt be the rogue Reader output power in watts and PT 

be its equivalent power in dBm, PTout be the TAG output power in watts and Pr be the 

rogue Reader received power and PR its equivalent power in dBm. Then PRXTAG, the 

TAG received power in watts, is given as 

PRXTAG = PtKd, f)AgRTxAgTAG. (5.22) 

The transmitted power at the TAG antenna is the product of the received power 

and the mismatch factor y 

PT0ut = Ptl(d,f)yAgRTx. (5.23) 

The received power at the Reader in watts is the product of the transmitted power 

from the TAG and the free space loss l(d,f). 

Pr = Ptl(d,f)2yAgRTxAgRRx. (5.24) 

One observes that Equations 5.22 and 5.24 do not include explicitly the TAG antenna 

gains. These gains are included in the reflected power calculation to the rogue Reader 

using the factor y. Notice that if 0 < y < 1 then T = 10 log (M > 0. Therefore the 

received power from the Reader can be expressed in logarithm form as: 

1 To exchange all the messages required for the authentication the system will need to exchange 

approximately 500 bits => 5ms. Assuming delay and pause within the messages, the system will require 

around 20ms for the process to end. If the attacker is static and the victim is in movement at 20Km/h 

the displacement of the TAG will be less then 1 cm 
2If transmit and receive antennas are not located in parallel planes, corrections must be applied to 

compensate the loss due to the angle of arrival. This situation is not covered by this analysis 
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PR = PT- 2FSL(d, / ) - T + 10 log10 (AgRTxAgRRx). (5.25) 

The rogue Reader is assumed to have two antennas, one for transmission and 
another for reception. This reduces the interference in the received signal that is 
generated by the transmitted carrier. See Section 5.3.1 for more details about this 
topic. If transmit and receive rogue Reader antennas have unit gain, Equation 5.25 
reduces to: 

PR = PT- 2FSL(d, / ) - T (5.26) 

Calculating the Reading Range (dReadRange) 

To calculate the Reading Range, first we will need to quantify the amount of noise plus 
interference present in the receiver. Equation 4.66 provides the total noise at the output 
of the LNA. The signal to noise ratio is lldB for this application. Let ITotai be the total 
interference at the Reader receive antenna. The local interference is a sinusoidal signal. 
Let npi be the noise plus interference value in dBm calculated over the signal band B 
that is given as 

npi = 10 log 10 

1Q0.l(-174+201og10(B)+N/) + 1g0.1(IroW) 

lmW 
(5.27) 

The value in dBm of the minimum received signal that assures proper communica­
tion is given as: 

RxMm = SNR + npi. (5.28) 

Let rxmin be the value of Rxmin in watts. In linear form, using Equation 5.41 and the 
received power at rogue Reader in dBm, the minimum received power at rogue Reader 
can be written as: 

rxXmin = l0 0 1 R*™< d B m> = PRxTAGyl(d, f) (5.29) 

100.1RXmm(dBm) = ptl{d/ ffyAgRTxAgRRx. (5.30) 

Isolating the free space attenuation ones we have, 
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1()0.1RX r a m(dBm) 

'fr^W^ww (5'31) 
Finally, by inserting equation 5.31 into 3.13 the reading range can be calculated as: 

. _ _^_ 4 PtyAgRTxAgRRx 
aReadRange- 4nj;^ 1()o.lRXmm(dBm) " ^ ^ 

Now let us calculate the reading range when the interference is much higher than 

the total noise r\t. This situation happens when either the isolation between antennas 

(transmit and receive) is low or when when there is no interference canceler or both. 

Let us assume that the only independent variable that is going to change is the output 

power of the transmitter. The total noise plus interference np,- given by Equation 5.33 

can be rewritten as: 

npi « 10 log 10 

IQO-Uhotal) 

lmW 
= kotal (5.33) 

The minimum value for the received signal can be calculated from Equation 5.34 

RxMin ~ SNR + Itotal (5.34) 

The next step is to calculate the read range distance. From Equation 5.32 one can 

write 

c 4 yAgRTxAgRRx J Pt 
aReadRange ~ ^ y 1Q0.1SNR Sj 10O.UMal V-M> 

dReadRange ~ K^/ (5.36) 
V kotal 

where the constant K is given as 

c 4 yAgRTxAgRRx 

K~i~^n IO°ISNR (5-37) 

Let e be the linear value that represents the sum Attrej + Attcan- These values are 

attenuation so 0 < e < 1. From Equation 5.9, one can write it in linear form as 

itotai = im(t) = eP, (5.38) 
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If we substitute 

dReadRange ~ ~Tp (5.39) 
ye 

Therefore one can see that the value of the reading range is constant. This value 

represents the portion in Figure 5.4 where the distance is constant even as the rogue 

Reader transmit power increases. It follows that dmax exists and cannot be increased by 

increasing power. 

5.3.2 Activation Range (dactiV) Calculation 

To calculate the activation range, it is required to know the power consumption of the 

TAG, transmitted power and the free space attenuation, Equation 3.13. 

Let PTAGsuppmtn be the minimum power required by the TAG to be energized. The total 

power received at the TAG antenna PRXTAG is given at Equation 5.22 and is re-written 

below: 

PRXTAG = PtKd, f)AgRTxAgTAG > PTAGsuppmm • (5.40) 

The TAG will reflect some of this power back to the rogue Reader and the remainder 

is used to power the TAG, which can be calculated as: 

PTAGsumnn > Psupp = PRxTAG (1-y). (5.41) 

In dBm the power the equation can be represented as: 

P ^ = 1 0 . o g 1 0 ( ^ ^ ) ) . (5.42) 

The energy captured by the TAG can be re-written as 

PRXTAG (1 - y) = Pt(hd)AgRTxAgTAG (l-y)> PjAGsupvmm. (5.43) 

Assuming the equality holds and solving for l(d, f) we have 

Wet*, f) = P^,» = l ^ \ 2 . (5.44) 
Pt AgRrxAgrAG (1 - y) \4nfdactlv) 

so the activation distance can be calculated as: 

A c PtAgRTxAgTAG(i-y) ,_ .„ 
d-=^fi—p^n—• (5-45) 
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5.3.3 Relay attack link budget - Example 

Figure 5.4 depicts the general system analysis budget, which was generated using the 
data shown in Table 5.1 below. This figure shows that by increasing the rogue Reader 
output power, the TAG can be energized at greater distances from the rogue Reader 
(dmax will increase). This is true until the SNR at the rogue Reader receive antenna is 
degraded below the minimum value (lldB). When the SNR reaches this minimum 
value by increasing the output power, the distance remains constant (flat region of 
the curve) at a value depending on the reductions or the local interference using an 
interference cancelation method. 

Item 

Standard 
Frequency 
Modulation 
SNR 

Pout 

Interference Cancelation 
Bandwidth 

y 
P 
-1 supp 
Nf 
Antenna rejection 

Description 

IS014443 
13.56MHz 
PAM 
lldB 
10 to 36dBm 
5 to 35dB 
200KHz 
0.002 
60 mW 
6dB 
25dB 

Comments 

[15] 
[15] 
See Figure 5.2 
See 5.4 

Compatible with Model 
4 dB worse than [30] 

[54] 

Table 5.1: System data example 

Figure 5.4 shows that the distance dmax can be significantly improved either by 
improving the capability of the interference cancelation function or by arranging the 
rogue Reader antennas for better isolation. Antenna isolation cannot be increased if 
the attacker uses an OTS rogue Reader with one antenna for both transmit and receive. 
We see that with a moderate interference canceler of 30dB to 35dB , the relay attack 
may be carried out at a maximum distance of approximately 10m. 
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Figure 5.4: Maximum Distance Between TAG and Reader Victim Distance 
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5.4 Model Setup and Simulation 

The previous sections covered the analysis of an RFiD relay attack system. Equation 
5.6 shows that when the input signal has an SNR of lldB or better, 99% of the com­
munication in a relay attack will be successful. In this section we show simulation 
results that support this analysis. We also define a process to calibrate the noise and 
run the simulation using the system modeled in Simulink. The following steps need 
to be performed to run the simulation: 

1. Initialize the simulator parameters 

2. Calibrate the SNR 

3. Run the simulator 

The simulator is composed of two similar models that run independently. One 
model is used exclusively for noise calibration (SNR) and the other one is used to 
model the communication system between the rogue Reader and the victim's TAG 
during the relay attack. The reason for using two steps and two different models is 
that the calibrating of the SNR require the signal power to be continuously present in 
the path from TAG to Reader, but since the RFiD TAG is not continuously transmitting, 
the attack model does not aDow this calibration method. This capability can be built 
into a future system. 

5.4.1 Initialize the Simulator parameter 

Before running the noise calibration, one initializes the system by running the Matlab 
script StartSystem.m. This script initializes the model variables with values from the 
IS014443 standard. It sets frequency, symbol rate, the sampling rate used by the 
model, as well as other parameters. 

5.4.2 Calibrating the SNR 

This section details the procedure used to calibrate the SNR. All the values set during 
this procedure are used to run the relay attack simulation. 
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Figure 5.5 represents the TAG's output signal excluding AWGN. One observes that 
the modulated signal is composed of the carrier at 13.56MHz, the side band (sub-
carriers) and the baseband signal. Figure 5.6 shows the output signal now with 
embedded noise; observe that the signal to average noise power density ratio is ap­
proximately lldB. The noise is generated using a random number generator block in 
Simulink and is added to the signal. The modulated signal is kept constant while the 
noise is increased until required SNR is reached. The subcarrier is the signal of inter­
ested for the rogue Reader, therefore the SNR is calibrated to be lldB for the subcarrier 
signal. 

The noise and signal before added, they pass trough two independent amplifiers 
one for the noise and the other one for the modulated signal. When setting the gain 
of either amplifier to zero, its output will be zero. To allow the adjustment of the 
noise power and the signal power at the output of the channel block, they need to be 
adjusted as follows: 

Step 1 Remove the noise (Setting the value of the gain at the noise amplifier to zero) 
and measure at the output of the down-converter, the modulated signal power. 

Step 2 Remove the modulated signal (Setting the value of the gain at the signal ampli­
fier to zero) and measure the noise power at the output of the down-converted. 
The user should either increase or decrease the noise power by increasing the 
gain at the noise amplifier until it reaches lldB below the signal power measured 
at step 1. 

Due to the low modulation index (10%), there is a strong undesired carrier present 
in the modulated signal from the TAG. This will cause the SNIR to be low at the rogue 
Reader receiver. 

To verify that this approach correctly calibrates the SNR the simulator was run 
and the result displayed in the Figure 5.7. Figure 5.7 clearly shows that the noise is 
approximately lldB below the desired signal. The next step is to run the simulator, 
(Section 5.4.3) and observe the result displayed in the Simulink oscilloscope during the 
communication between TAG and rogue Reader. 
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Figure 5.5: Spectrum of the transmitted signal from TAG 
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Figure 5.6: Spectrum of the transmitted signal from TAG plus AWGN 
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Figure 5.7: Zoom of transmitted signal from TAG plus noise 
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5.4.3 Running the Simulator 

In this section we describe how to run the simulator and how to interpret the simulation 
results. After the SNR calibration is done, the same SNR value used during the noise 
calibration must be used during the attack simulation. During the attack simulation 
the model will exchange three messages between rogue Reader and TAG. First the 
rogue Reader sends REQA, then the TAG responds with ATQA and finally the rogue 
Reader will send SELECT messages. These messages happen in sequence and the next 
message is sent if and only if the previous message has arrived without error. The 
simulation results are displayed on a Simulink scope where the user will see if the three 
messages were exchanged properly. If the rogue Reader sends SELECT, we conclude 
that all three messages were exchanged without error and it is assumed that the system 
will work for any other message that is required to be exchanged between TAG and 
rogue Reader. 

Simulation results of the system without Noise 

To serve as base line, we first show the simulation results for a system without noise. 
The purpose of this is to familiarize the reader with the desired results so the simulation 
results may be interpreted more easily in the noise-added case. 

Figure 5.8 depicts the three messages being exchanged by the rogue Reader and the 
TAG. At approximately t = 0.5, the rogue Reader sends REQA. The TAG receives this 
and at time t = 0.65 sends back ATQA to the rogue Reader. Finally, at time t = 1.0 the 
rogue Reader sends SELECT, which implies that all previous messages have been sent 
and decoded without errors. 
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Figure 5.8: Messages Exchanged Between Rogue Reader and TAG 
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REQA and SEL Messages 
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Figure 5.9: Baseband Messages Exchanged Between the Rogue Reader and the TAG 

In Figure 5.9 we show the same message interchange as in Figure 5.8. Here, 
however, the signal is shown in the analog domain before being demodulated. This 
means that these messages must be demodulated and decoded to produce the signals 
shown in Figure 5.8. 
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Figure 5.10: Baseband Signal at the Rogue Reader 

In Figure 5.10, we give a close-up view of the analog baseband message corre­
sponding to the ATQA message; this is the signal presented at the bottom of Figure 
5.9. 
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Simulation Results for a system with Noise (AWGN) 

Figures 5.11 to 5.13 depict the simulation results where noise is added to the system. 
The values used for noise density are the ones obtained during the noise calibration 
procedure. 
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Figure 5.11: Decoded Messages in the Presence of AWGN 

Figure 5.11 shows the three messages exchanged between the rogue Reader and the 
TAG. Observe that due to the noise present at the rogue Reader input, there are many 
rogue detections but the message is still present at approximately t = 0.8. Despite the 
many rogue detection pulses during the occurrence of the message, when the input 
signal is present the message is detected properly. This is evident by the response of 
the Reader with the SEL message that happens at approximately t = 1. 
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Figure 5.12: Base band Messages in the Presence of AWGN 

Figure 5.12 shows the signal of Figure 5.9plus AWGN. Here the noise can be seen in 
both directions - from the rogue Reader to the TAG and vice versa. One observes that 
the SNR at the TAG receiver (top) is higher than the Reader (bottom). This is because 
the rogue Reader power is much greater than the TAG transmit power and the rogue 
Reader receive signal is very weak compared to the TAG received signal. 
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Figure 5.13: Baseband Signal at the Reader in Presence of AWGN 

Figure 5.13 is similar to Figure 5.10; it depicts a close-up baseband signal corre­
sponding to the ATQA message contaminated by noise. 

5.5 Conclusion 

In this chapter we discussed two majors aspects of the relay attack analysis: the first 
one is the maximum delay (rmax) introduced by the system used by attacker; and the 
second aspect is the maximum distance (dmax) between attacker (rogue Reader) and 
victim's TAG (Victim Distance). This work presents the analysis and methodology to 
calculate the Victim Distance (dmax) using OTS electronic subsystems to calculate these 
factors. 

The maximum delay allowed for the relay attack to be successfully performed was 
determined in Section 5.2. 
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The Victim Distance estimation is in based on an SNR that has been verified to be ad­
equate for reliable communication from the simulation results obtained by running the 
Simulink model created in this thesis. Improvements in this distance can be obtained 
by applying well known algorithms used to reduce the local interference generated 
by the unmodulated transmitted carrier (Section 5.3.1). During this work, a Simulink 
model was created to allow the user to simulate the communication between attacker 
and victim. This model provides an easy to use tool that allows the user to run the 
IS014443 protocol. Engineers can easily modify the model as needed for applications 
of RFiD standards other than IS014443. 

In summary, this chapter provides a closed form solution for estimating the Victim 
Distance (dmax). Using the Simulink model the RFiD communications can be simulated 
to verify the calculations done using the closed form solution. Also presented are 
options to improve the Victim Distance by using an interference canceler (Section 5.3.1). 



Chapter 6 

Countermeasures to Relay Attacks in 
RFiD Systems 

6.1 Introduction 

In the last chapter, we saw how a relay attack can be successfully conducted against 

an RFiD system. In this chapter we present countermeasures design to protect RFiD 

systems against these attacks. There are methods that use software protocols that are 

either implemented at MAC or physical layers, and others that simple use hardware 

to protect the systems. 

In [20] Hancke and Kuhn propose modifying the Medium Access Controller MAC 

by adding a time dependent protocol. These types of protocols will reduce the choice 

of equipment to be utilized by the attacker but, they do not completely eliminate 

the threat of relay attack. Another point to mention about these methods is that the 

majority of software solutions proposed in the literature are incompatible with existing 

systems. 

We present three hardware solutions. Within these, two are new and novel. All of 

these three solutions are backwards compatible with existing systems. 

6.2 Preventing Relay Attacks 

There are hardware and software methods to protect RFiD systems against relay 

attacks. In [20], Hancke and Kuhn state that the only effective methods to avoid relay 

attack are distance-bounding and secure-positioning protocols. Distance bounding is 

106 
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based on limiting the response time from the TAG. Therefore the implementation of 
this type of countermeasure will require the modification of the existing systems. 

6.2.1 Hardware Methods 

The purpose of this section is to present solutions that are robust against relay attack 
and compatible with existing RFz'D systems. These solutions are intended to make 
the existing and new systems immune to relay attack and in addition to this, for the 
new TAGs will be backwards compatible. This section also presents the comparison 
between three hardware solutions to protect RFiD systems against relay attack. These 
solutions are as follows: 

1. Shielding 

2. Positioning 

3. Pressure 

Within the methods mentioned above, the shielding (tempering) is well known but 
the other two methods are new. Before starting our discussion let us reinforce that 
during relay attack, the attacker does not have possession of the TAG and also he/she 
wants to be as far away as possible from the victim. 

Shielding (Tempering) 

This method is already in use by industry. It consists of a metal cover that will shield 
the TAG. The system requires the user to remove the shield prior to using the TAG and 
to put it back inside the metal case after using it. The shield will keep the TAG inactive 
and will thwart any unwanted communication. However, at any time that the user 
removes the cover the TAG is unprotected and it can be exposed to a relay attack. 

System Analysis for Shielding We begin by estimating the isolation provided by a 
metal cover. We will consider that this isolation is equivalent to a semirigid cable,1 

we may take this value to be 80dB (20 dB worse than MCJ142A cable). 

1 Semirigid cable are largely used for connections that require high isolation between the center 

connector of the cable and external metal that shields the center connector e.g MicorCoax MCJ142A 

provides a shield effectiveness greater than lOOdB at 1GHz 
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Let PSupp be the power required for the TAG be activated, PRXTAG be the power 

present at TAG antenna, l(d,f) the attenuation between Reader and TAG, ashle\d the 

isolation provided by the tempering and y the reflection factor or mismatch coefficient. 

Then we have 

Psupp = PRxTAG(l-y) (6.1) 

Psupp = PJ(d, f)AgRTxAgTAGashieid(l - y) (6.2) 

Assuming that antennas have unit gain, AgRTx = AgTAG = 1, equation 6.2 becomes: 

Psupp = Ptl(d,f)ashxdd(l - y) (6.3) 

Let Asf,,e;d and PSUPP be the values in dB and dBm, 0 < ashieu < 1 and PSMpp is measured 

in watts 

PSUPP = Pr - Ashldd - FSLT(d, f) + 10 log 10(1 - y) (6.4) 

If d = 0, that is, the worst case scenario when rogue Reader is situated at zero 

distance from the TAG, then FSL(d,f) = 0 and we have 

Psupp = PT- Asmeid + 10 l o g 10(1 - y) (6.5) 

If we assume that the TAG requires 60mW of power to be active, (PSUpp = 60m W = 

+17.8dBm) the required transmitted power will be Pt = +97.8dBm. Transformed in 

watts this is approximately 106 Watts. It is thus impractical to build a system with this 

power to attack an RFiD card protected by a shield. 

Positioning 

This new solution will allow the TAG to send messages to the Reader if and only if it is 

positioned properly with respect to the Reader. The user will be required to position 

the TAG properly during authentication process, with the help of visible indication 

about how the user will position the TAG. This hardware solution requires a MEM l 

device to provide position information to the TAG. MEM devices are widely used in 

iPhones and iPODs and are thus strong candidates for this application. As soon as the 

TAG is activated, the MEM device will provide information about its position and an 

Microelectromechanical systems (MEMS) 
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electronic circuit will verify if it is positioned properly. If the position is correct, the 
TAG will respond to the Reader polling and subsequently authentication process of the 
TAG will proceed normally. This situation is depicted in Figure 6.1. 

Let 60 be the maximum range of angle, where the TAG circuitry will still detect that 
the TAG is in the proper position. During the attack the probability that the TAG will 
respond to a polling from the rogue Reader is: 

n 
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Figure 6.1: Position for the TAG to respond to Reader polling 

Due to price constraints, it is expected that the © will not be very small. 

Detector 

Figure 6.2 shows a possible control system to be used by the TAG during position 
detection. The transducer MEM will transform the angle position O into voltage vl(d). 
The feedback loop (denoted G for Gain and H(s) for the feedback transfer function) will 
control the response time of the system. The detector will use a hardware threshold 
to decide if the TAG is correctly positioned. 

Pressure 

This third solution uses a device embedded into the TAG such that it will respond to 
the reader polling when a small force/pressure is applied to a specific region that is 
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Figure 6.2: System model for positioning detector 

pre-defined on the TAG exterior. This solution will eliminate the relay attack threat 
because the TAG can only be activated when the pressure is applied to the TAG. 

This solution can use a similar control system as the one shown in Figure 6.2. The 
transducer will need to be changed for a pressure transducer instead. It will generate 
at its output, a voltage that is proportional to the amount of pressure applied instead 
of a function of the position, as in the case of position detection. 

6.2.2 Relay attack success probability analysis 

Let us analyze the probability of successful Relay Attack when one of the three methods 
above is used to protect the system. 

Let Pact be the probability of an unprotected TAG being activated during an attack, 
PRR the probability for a TAG to be in the reading range (BER < 10~6) and PS„CC(,SS be the 
probability for the attack to succeed. 

Shielding 

Let Pf be the probability that the user forgets to replace the TAG inside the shield after 
using it. PRR, Pact ad Pf are random variable independent distributed therefore, the 
probability of success during the attack will be: 

Psuccess = PRRPactPf (6.7) 

Pressure 

Let Pp be the probability that the TAG is under the correct pressure. For example when 
the TAG is loose inside the pocket, handbag, etc. PRR, Pact and Pp are independent 
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random variables. The probability of success during the attack will be: 

Psuccess = PRRPactPp (6-8) 

Position 

With positioning protection, for the Relay Attack to be successful, the device will need 
to be in the proper position, let Pv be the probability that the device is positioned 
correctly. Since these events (Pv, Pact and PRR), are independent, the probability of 
success will be: 

a 

Psuccess = PvPRRPact = -PRRPact (6.9) 
71 

The attacker up to certain level will be able to control the probabilities Pact and 
PRR but the remaining probabilities are completely out of control of the attacker. Pv 

is random because the position of the TAG is function of what the victim is doing at 
the moment of the possible attack happens. Pf totaly depends on the TAG user. Also, 
during the attack, the victim does not want to use the TAG, therefore Pf is considered 
random as well. 

6.3 Conclusion 

When comparing the three methods presented above we need to address four impor­
tant points for RFiD systems: Cost, effectiveness, device lifetime and user convenience. 

Cost The cost of the MEM is comparable with the cost of the pressure device. The 
metal foil is more expensive than the other two solutions. The first two solutions 
are integrated into the access card but the foil is manufactured as a separate compo­
nent. Costs of manufacturing and material management must be accounted for the 
calculation of the total cost of the system. 

Effectiveness The usage of a shield device is the solution that presents medium 
effectiveness between the three methods. The vulnerability occurs when the user 
forgets the cover, having the TAG unprotected against attack. The integrated methods 
have similar effectiveness between themselves but both require the user to either 
position the TAG correctly or apply pressure. 
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Lifetime/MTBF Within the three options, the only one that presents a risk of de­
creasing the lifetime (Mean Time Before Failure - MTBF) of the system is the pressure 
element. The user may unintentionally apply more pressure than required, decreasing 
the lifetime of the device and therefore causing reduction in the MTBF of the system. 

Convenience This is a very important point because even if a system may be "bullet 
proof" to relay attack, it may not be accepted by the users if it is too awkward to 
use. Therefore when this happens, the optimum technical solution gets superseded 
by the customer requirements and it is not put in production. These considerations 
are summarized in Table 6.1 

Item 
Cost 

Effectiveness 
MTBF 

Convenience 

Shielding 
High 
Low 
No effect 
Highly inconvenient 

Pressure 
Low 
High 
Decreases 
Neutral 

MEM 
Low 
High 
No effect 
Neutral 

Table 6.1: Countermeasures Consideration Summary 

The great advantage of the solutions presented in this sections is that none of 
them require modification to the existing standards. They simply enhance the TAG's 
behavior against relay attack. 



Chapter 7 

Conclusions and Future Work 

7.1 Summary of Results 

In Chapter 3, the boundary between NF and FFis estimated using the wave impedance 

method. The results obtained by this method is compared with other methods in the 

literature and presented in Table 3.2. The boundaries presented in the literature vary 

case by case depending on the communication systems considerations and applica­

tions. The estimations done in this chapter show that for RFiD (IS014443) the NF to 

FF boundary is 4.5 meters. This value is depicted by Figure 3.3 and Table 3.2 is in 

accordance with most of the values published. This chapter also presents two methods 

of estimating the FSL. 

Chapter 4 presents methods to estimate the contribution of imperfections such as 

EVM to the BER of and RFz'D systems. This chapter discusses the most important 

imperfections that occur in oscillators, down converters and other components such 

as the LNA and the PA. 

Chapter 5 discusses the impact of the relay system delay on the success of the relay 

attack. It shows that the maximum delay that the attacker's system can add to the 

RFiD system communication and still be successful is 86.5/JS including TAG processing 

delay. This chapter also presents the analysis of the communication system between 

the attacker and victim. It estimates the Victim Distance. This chapter shows the sim­

ulation results obtained by using the Simulink model that was built for this purpose. 

The results obtained during this simulation match the results obtained during the 

mathematical analysis of the communication system. It was shown that an attacker 

can be located far enough from a victim (see Figure 5.4) and successfully carry out a 

113 
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relay attack. 
In Chapter 6 three methods of relay attack countermeasures are presented and an es­
timation of the probability of success was determined for each method. For the newer 
two methods (positioning and pressure) the corresponding electronic control system 
was described. 

7.2 Contribution of the Thesis 

This thesis includes the following contributions: 

• A Simulink model has been designed for relay attack focusing on the communica­
tion channel between rogue Reader and victims' TAG. This model was designed 
based on IS014443 recommendations. It includes all the authentication hand 
shaking messages that occur between TAGs and Reader. This model can be easily 
modified for other RFiD protocols. 

• A complete analysis of the communication channel between rogue Reader and 
victim's TAG was presented. This analysis is a fundamental tool for estimating 
the maximum distance between attacker and victim during a successful attack. 

Two new countermeasures against relay attack are introduced for RFz'D systems. 
These methods are backwards compatible with the authentication process of the 
existing systems. 

7.3 Future Work 

A few possible extensions to the work presented in this thesis are described below. 

1. In chapter 3, we considered dipole antennas. Relay attack can be carried out 
in high frequency RFz'D systems, which usually use a variety of different types 
of antennas. To be able to estimate the maximum distance between attacker 
and victim for these systems, it is necessary to know the Near-Far field bound. 
For future work it is suggested to analyze this bound for other types of RFz'D 
antennas. 

2. The model built in Simulink only covers the messages used by IS014443. This 
Simulink model could be extended to cover more standards than ISO(14443). 
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This work will require the review of the analysis done in Chapter 5 and the 
consideration of impairments such as non-flat fading. 

3. Chapter 6 presents three types of hardware implementations that reduce the 
probability of successful for relay attack. Each one of the newer solutions (pres­
sure and positioning) presents opportunities for more detailed study. For posi­
tioning, MEMs are mentioned as potential solution. An in depth study will be 
required of the implementation tradoffs and cost increase in the TAG. 



Appendix A 

Standards 

The RFID established standards are ISO 14443 [15] and ISO 15693 [16]. Both use a 
13.56 MHz band, and are in widespread use in the marketplace. 

Different groups, such as ISO/IEC JTC/SC3/WG4/SG 3 RFJD, are currently working 
in new standards for RFID systems. See TableA.l for a partial list of these new 
standards. 

Standard 

ISO 18000-1 

ISO 18000-2 

ISO 18000-3 

ISO 18000-4 

ISO 18000-5 

ISO 18000-6 

ISO 18000-7 

Description 

Generic Parameters for Air Interface for Global Interfaces 

Parameters for Air Interface frequency band < 135 KHz 

Parameters for Air Interface frequency band 13.56 MHz 

Parameters for Air Interface frequency band 2.45 GHz 

Parameters for Air Interface frequency band 5.84 GHz 

Parameters for Air Interface frequency band 860 to 930 MHz 

Parameters for Air Interface frequency band 433.92 MHz 

Table A.l: RFID Technical Standards 
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