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Abstract

This thesis considers the problem of verifying the correciness of a set of Process
Activity Language (PAL) expressions describing the behaviour of the processes of
a special purpose concurrent computer system. A iwo step verification process 1s
proposed and implemented to verify that the behaviour described by the process
expressions will result in a system that will satisfy the needs of the user. First, the
PAL expressions are transformed using 2 method based on Linear Time Temporal
Logic into an equivalent global state transition graph. This state graph is regarded
as a model of the system’s behaviour. A user then specifies a set of correctness
properties describing the required behaviour of the system. The correctness properties
are expressed as Branching Time Temporal Logic formulae on the state variables of
the system. Then, as the second step of the verification process, an efficient model
checking algorithm is employed to check if the correctness properties are satisfied on
the state graph model of the system. If the correctness properties are satisfied on

the model then the PAL expressions from which the model was derived must also be

correct.
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Symbols

LTL - Discrete Linear Time Temporal Logic
BTL - Discrete Branching Time Temporal Logic
CTL - Computational Tree Logic

CTL* - Extended Computational Tree Logic
UB - Unified System of Branching Time Logic
DX -~ Pnueli’s system of LTL

PAL -~ Process Activity Language

PTR - PAL Temporal Representation

COL - CAEDE Operational Langauge

PSA - Program State Assertion

SSA - System State Assertion

v ~ universal quantification (forall)

3 - existential quantificalion (there exists)
= ~ a universally valid formula

= - a valid formula within a specific world

logical equivalence

4
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logical implication
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The following symhols are given in two forms; the type set characters are used
in the theory part of this thesis while the type-writer characters are used in the
implementation part. If the type-writer form is not given then the symbol is not used

in the implementation.

A and - logical and

V or - logicalor

- B - logical negation

o - henceforth (LTL)

$ <> - eventually (LTL)

O * - next(LTL)

u _ until (LTL)

YO ag - universal henceforth (BTL)
JO eg - existential henceforth (BTL)
YO af - universal eventually (BTL)
3O ef - existential eventually (BTL)
¥() ax - universal nexi-time (BTL)
30 ex - existential next-time (BTL)

PAL Constructs

S; - process starting event

£ ~ process expression delimiter
RDS - read system condition variable
STS - set system condition variable
STP - set process condition variable
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Chapter 1

Introduction

1.1 Background and Motivation

The fundamental goal of any design process is to translate a need into a product which
satisfies this need. In the design of computer systems needs are usually first expressed
as a specification of requirements and the product is referred to as an implementation
of this specification. A major aspect of a system developer’s task is to ensure that
the implementation does indeed satisfy the stated requi‘rements. As systems become
more complex and our reliance on their proper operation increases, this task becomes
ever more difficult.

To verify is to show via a formal proof method that a specification is satisfied
by a given implementation. If both the specification and the implementation can be
expressed as mathematical objects then we can apply formal methods to demonstrate
a logical consistency between the two objects. If the statement of consistency can
be constructed in such a way that it is independent of all allowable initial system
conditions then we have provided a proof of correctness.

The overall behaviour of a system can be decomposed into two parts, functional

behaviour and temporal behaviour{Kar87).
functional behaviour — refers specifically to those functions or activities that the

1



system is designed to perform that are not part of the control structure of the

system.

temporal behaviour — refers to the control structure of the system; those system
elements that decide ihe execution ordering of the system’s functions. Included
in a system’s temporal behaviour are the process interactions (synchronizations)

among the processes of a concurrent system.

The problem of producing a correct system is essentially two-fold: first, that the
overall behaviour of a system is free of errors, and second that this error free behaviour
results in the user’s needs being satisfied. If both conditions are met then the system
is correct with respect to the user’s intentions. If we consider both the functional
and temporal aspects of a system’s overall behaviour then we can further refine the
above two conditions into four conditions that a system must meet if it is to satisfy

the user’s intentions;

1. The functional behaviour must be composed of functions, (units of function),

that will allow the system to achieve ils inlended purpose.

2. The functional behaviour must be free of logical errors — asserting an incorrect

control line, attempting a divide by zero, using improper variables, etc.

3. The temporal behaviour must sequence the functions in such a way that the
system can achieve its intended purpose — the control structure must coordinate
the various system functions such that they act in concert to achieve the goals

of the system.

4. The temporal behaviour must be free of temporal errors — temporal errors in-

clude deadlock, starvation, violation of mutual exzclusion, etc.

For both the functional and temporal aspects of system behaviour, the behaviour

must be error free and it must do something such that the user’s needs are satisfied.



If any one of the conditions is not met then the system will not operate as intended,
although it may still operate and do something. For example, if the wrong units of
function are implemented but all other conditions are met then the system will do
something correctly, it just will not do what the user wanied. Alternatively, even
if each functional unit correctly reflects the user’s intentions, the units must still be
correctly coordinated for the system to possess the correct overall behaviour.

By providing a clear separation between the two aspects of a system’s behaviour
the problem of producing correct systems can be divided into more manageable parts.
If it can be shown that a system possesses the correct temporal behaviour then the
problem of producing a system that will meet the user’s intentions will be reduced to
one of ensuing that each individual function is correct.

The PAL' concurrent system specification language attempts to provide this dis-
tinction between functional and temporal behaviour[KHL88, KJH88]. PAL is an
eiecutable specification language [Zav82] which can be used to specify the processes
of concurrent special purpose computer systems. A process in PAL is expressed as a
collection of separate units of functional behaviour, called activities, whose execution
ordering is specified by a surrounding control structure. An activity represents a unit
of functional behaviour which has the property that it can be executed from begin-
ning to end without further data or synchronization events. The control structure
specifying the execution ordering of the activities is described using familiar high-
level-language constructs. Thus, the overall behaviour of ihe system depends both
on the functionality implemented by the activities and on the execution ordering of
those activities. The functional behaviour of the system, represented by the activi-

ties, is distinct from the temporal behaviour as expressed by the surrounding control

structure.

lfor Process Activity Language



1.2 Thesis Objective

This thesis is concerned with detecting errors in a system specification that are due
to incorrect temporal behaviour; specifically, temporal errors such as deadlock, star-
vation and mutual exclusion violation. It is the special problems caused by the
non-deterministic interactions among the processes of a concurrent system that we
are interested in solving. Once a framework for correct interaction of the system pro-
cesses has been established then any errors with functional behaviour can be resolved
using normal debugging techniques.

The PAL process expressions, when executed by a suitable interpreter, become a
dynamic model of the proposed system. By exploring this model the user can check
that the specified execution ordering of the activities will result in an overall system
behaviour that will satisfy his intentions.

What cannot be shown just by executing the specifications is that the temporal
behaviour expressed by the PAL expressions is free of temporal errors such as deadlock
and starvation. For example, for a complex control system consisting of a number of
cooperating processes, it would be impractical to check the PAL expressions for all
possible input conditions. At most we could test and inspect the specification to see
that the process expressions sequence the activities in such a way that the intentions
of the user are satisfied. What is required is a means of verifying the PAL expressions
against a formal specification describing correct temporal behaviour. This would
provide a guarantee that the system is free of temporal errors.

By executing the PAL expressions, it can be shown that the activities will be
sequenced in such a way that the user’s intentions will be met. If we can prove
that the PAL expressions are free of temporal errors then we will have reduced the
problem of producing a correct system to that of ensuring that each individual activity

is correctly implemented.
The goal of this thesis is to develop a method of verifying the PAL expressions

against a formal specification ezpressing the absence of temporal errors.

4



The research direction we will follow in meeting our goal will be guided by the
following considerations:

In meeting this goal we will assume that the PAL expressions to be verified will
have already been executed to check that they provide the correct execution ordering
for the activities. We also assume that each activity is free of logical errors and
that it correctly implements the desired function. These assumptions will allow us
to concentrate on the problem of proving that the expressions are free of temporal
erTors.

The overall aim of any verification method is to allow the user and the developer
to gain confidence that a system or design will perform the intended task and that
it will do this task correctly. In general, the more complex the verification method
appears to the verifier the less confidence he will likely have in the results obtained.
Obviously, the more confidence the verifier has in the verification results, the more
cc‘mﬁdent he can be that the system will perform correctly. Therefore, we propose the

following criteria that an appropriate verification method should possess:

¢ the method must provide a proof of correctness. This implies that the

method must be formally based.

e the method should be applicable to practical problems. Some methods
have been shown to work on classic example problems but would be unwieldy

for real problems;

o the method should be usable by knowledgeable system developers. Some
methods require considerable theoretical expertise to make them work. If the
proof formalism can be hidden behind a suilable user interface then there is
more chance that the method would be used to aid in the design of correct sys-
tems. This assumption is also made in consideration of the fact that PAL itself
was designed such that the application specialist, who may not be a computer

specialist, can design his own system.



1.3 Organization of this Thesis

This thesis is organized in the following way.

We begin in Chapter 2 with a presentation on the Process Activity Language.
Although our main aim here is to present the PAL syntax that will be used in later
chapters, we also wish to provide at least a partial understanding of the development
philosophy behind PAL.

In Chapter 3 we present a more detailed discussion of verification concepts and
issues leading to a survey of a select number of existing verification methods. Our
aim here is to formulate a suitable verification approach by reviewing and analysing
past and current verification research.

Chapters 4 and 5 describe the development of the verification method selected
in the previous chapter. The method we have chosen is a two part process: first,
transform the PAL expressions into a global state graph representation; and second,
verify this global state graph against a formal specification of correct temporal be-
havioar. Chapter 4 describes the development of the state graph generation method
which is based on the work of G.M. Karam in his Ph.D. thesis [Kar87]. In Chap-
ter 5 we develop a verifier based on a model checking algorithm, as reported in
|Bro86),(CES83],[CBES85] and [CES86], which uses the global state graph as input.
Also in Chapter 5 we develop an extension to the basic model checking algorithm to
allow fairness constraints to be considered when verifying the specification against
the global state graph.

Chapter 6 discusses the implementation of the complete PAL verification system.
Chapter 7 provides an analysis of the verification system’s effectiveness as a practical
development tool. A summary, conclusions and proposals for further research are

given in the Chapter 8.



1.4 Research Contributions

In this thesis we developed a verification tool to verify that a set of PAL expressions
is free of temporal errors. The verifier was developed by combining in a unique way
certain elements of two existing verification methods.

We adapted a state graph generation method, developed by G.M. Karam[Kar87]
for the Ada environment, to work with PAL expressions. The resulting state graph is
then verified by an implementation of the model checking algorithm[Bro86] {CES83|
[CBES85] [CES86] against a specification expressing absence of certain temporal er-
rors. Thus, we have combined the power of the model checking approach with an
efficient state graph generation method. The model checking approach which we em-
ploy allows a system to be checked for any temporal error that can be expressed in
Branching Time Temporal Logic (BTL) while Karam'’s system checks only for certain
important temporal errors. However, Karam’s state graph generation meihod pro-
vides an efficient means of generating a state graph for a system of concurrent tasks
while the model checking algorithm assumes the existence of a state graph model for
the system to be verified.

In verifying the PAL expressions for certain temporal properties we also had to
deal with the issue of fairness for a system of concurrent processes. We developed
a set of fairness criteria tailored to the peculiarities of the PAL environment which
enable the verifier to establish the fairness of any computation produced by the PAL
system. The model checking algorithm was also modified to consider fairness when
verifying certain temporal properties.

We developed and implemented the above verification system in MProlog? on
a VAXStation 2000 workstation running VAX/VMS?®. The verifier allows a user to
specify a teraporal property in BTL and have this property verified against the PAL

expressions. As well as indicating whether or not the property is satisfied by the

2MProlog is a product of LogicWare Inc.
3yAXStation 2000 and VAX/VMS are products of Digital Equipment. Corporation



expressions, the verifier also provides information to help locate the source of temporal
errors, including if possible an explanation of how the property is or is not satisfied
and a facility to trace through any execution sequence to the point of error. Also
provided is a means to explore the state graph derived from the PAL expressions
with an abilily to examine the values of particular variables at any state.

Our concern in implementing the verifier was to show the possibilities of the
approach rather than its limits. Thus, we have attempted to show how an appropriate
user interface can hide the theory behind the method and how the verifier could be
used as an effective development tool, rather than attempting to make the verifier
as efficient as possible. Consequently, our implementation can only handle small
example systems. However, for the most part this is not a limitation of the method

but only of our implementation.



Chapter 2

Process Activity Language

Overview

PAL is an executable specification language suitable for modelling concurrent system
processes. A detailed report on PAL can be found in [KHL88]. For the purposes of
this thesis we will outline only the significant features of the language. We begin with

a brief presentation on the development philosophy behind PAL.

2.1 PAL Development Philosophy

The development of PAL represents a continuation of previous research into the prob-
lem of designing special purpose controllers for embedded systems(KHL88] [J K386|
[Joa86]. Both PAL and PAD?, the predecessor of PAL, provide a notation to express
the control structure, i.e., the temporal behaviour, of an embedded process control
application. In the PAD notation, temporal behaviour is described using a set of
graphical operators similar in some aspects to both Petri nets [Pet77] and data flow
diagrams. In PAL, temporal behaviour is described by a set of concurrent cooperating

processes using a structured high-level-language. As well as moving to a structured

1PAD - for Process Activity Diagrams



language format, PAL also added message passing and global variable handling prim-
itives Lo facilitate interprocess communication. The temporal behaviour expressed by
the PAD/PAL notation describes the sequence of functions required of the control
system in response to stimuli from the controlled environment.

The intended domain of application for PAD/PAL is in the area of embedded
control systems. Embedded computer systems are characterized by the following

attributes:

o they are usually only one element of a larger system whose overall task may or
may not be computer related. For example, computers embedded in aircraft ‘fly-
by-wire’ systems would be one element of a system which includes the aircraft’s
control surface acutators, sensors and human input devices. The role of the
embedded computer is to coordinate the actions of the various subsystems in

order that the intended purpose of the complete system can be fulfilled;

e they act in an event-response mode, that is, they perform functions in response

to events coming from the controlled environment;

e they are usually configured for a single purpose, unlike a general purpose com-

puter which may carry out a number of functions; and

e in the overall environment in which embedded systems are inserted there is
usually a requirement for concurrent control actions. There may be a need for
simultaneous control of multiple system resources or the need to detect and

respond to multiple concurrent events.

Embedded systems applications areas that PAD/PAL seems particularily suited to
are those which show a need for central coordination among a number of specialized
miéroprocessor elements such as is found in Flexible Manufacturing Systems (FMS)
ot in other industrial process control applications[PKGP86]. PAD’s was also applied
in the design of a multiple user hospital system in [CK83].
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In PAD/PAL, the various actions that an embedded system must perform in re-
sponse to an event are termed activities. Each activity represents a unit of functional
behaviour that can be started and completed without further information. For ex-
ample, a routine in the control logic of an industrial robot to move a specific joint a
certain number of degrees is an activity. The command routines to open or close a
valve are also activities. In fact, each separate action needed to control an industrial
process is represented as an activity. The PAD/PAL notation defines the precedence
relation of the activities required to meet the needs of the application. The introduc-
tion of interprocess communication primitives in PAL allows the eveni-respouses of
a system to be represented as cooperaling concurrent processes. This allows concur-
rency requirements in the controlled system to be matched by concurrent processes
in the system controller.

The general aim of PAD/PAL research was to realize a system specification
rﬂethod that would eventually allow users to develop their own control systems in
certain application areas. By bringing the development process closer to the user his
specialized knowledge of his application area could be used to develop more suitable
systems. The PAD/PAL notation and analysis tools were designed such that it would
be relatively easy for a possibly non-computer expert to specify his own system.

Using various development tools the user can determine, before implementing the
system, if the given temporal behaviour will sequence the activities in such a way that
his intentions will be achieved. By separating the functional behaviour, the aclivities,
from the temporal behaviour, the PAL process expressions, the user is able to con-
centrate first on correct coordination of activities and then on function. In [Lac89)
a simulation tool was developed to model the effects of various activily scheduling
algorithms on the meeting of real-time constraints. In the simulator, the activities
were assumed to be correctly implemented and therefore could be represented as finile

fixed time delays. The simulator gathers statistical data which allows the developer
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to check that the system will meet real-time constraints. A similar statistical anal-
ysis tool was developed in [Joa86] for PAD. Once it has been determined that the
control structure of the proposed system meets the needs of the user then the various

activities can be implemented separately.

2.2 PAL Syntax

A system, SYS, is represented as a set of processes P;:

SYS = {P1,Ps,...,Pn}

Each P; is of the form P; 1= S;; X;; € where S; is the enabling condition for the
process, JX; is the body and £ is the delimiter of the expression.

PAL semantics are defined such that when a process reaches £ it loops back to
the beginning of the expression and waits for an enabling event represented by S;.
When the enabling event occurs or a condition satisfying the enabling event becomes
true, the process body A;, is executed.

Each X;, the body of the process, is composed of activities whose execution order-
ing is defined by PAL control constructs and primitives. In a high-level programming
language context an activity can be thought of as a non-reentrant type of procedure
call with the exception that an activity once initiated does not need any additional
resources to reach completion. In general, a PAL process can be thought of as a col-
lection of activities whose execution ordering is determined by a surrounding control

structure.

2.2.1 Control Constructs

The execution ordering of the constituent activities of a process is governed through
the use of the following constructs. PAL supports the notion of hierarchical de-

velopment in that all of the following constructs allow a process expression to be
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constructed from named sub-expressions, i.e., in the following examples each of the
sub-expressions X; may represent single language primitives, composites of activities,

. or even other sub-expressions.
2.2.1.1 sequential ordering

Ay Ay

On completion of the expression A the expression A7 is executed.

2.2.1.2 concurrent execution

conn
A ||
Xa ||

Xn
connend;
The concurrent construct indicates an opportunity for the expressions X to A, to be
executed concurrently. Whether or not the expressions are actually executed concur-
rently depends on the availability of system resources. The construct is considered

complete only when all expressions have been fully executed. Thus in:

A;

conn
Cil
D

connend;

B;

the activity B will not be scheduled for execution until both C and D have completed.
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2.2.1.3 assignment

In PAL, variables associated with the control structure of the system are termed
condition variables or simply conditions due to the simple fact that system behaviour
is conditional on the values of the control variables. PAL condition variables may
be of any of the standard types such as boolean, integer, real, etc. The scope of
a condition variable is either local to the process in which it is declared, in which
case it is known as a process condition, or globally accessible by any process in the
sysiem, in which case it is known as a system condition. Process condition and
system condition variables correspond to what are commonly known as local and

global variables respectively in other high-level-languages.
STP(pc, expression)

" The STP, Set Process Condition, primitive is the only means of modifying process
condition variables. The process condition pc is assigned the value resulting from

evaluation of the ezpression.
2.2.1.4 branching of control — case

case pc
ezp;(pc) : A1 |
expa(pc) : Az |

ezpn(pc) : An

endcase;

Each exp;(pc) is a logical expression whose truth value is a function of a process
condition variable pc. Only one of the case alternatives will be executed based on the

value of pe.
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2.2.1.5 iteration - repeat

repeat
X

until exit condition;

The body of code X is repeatedly executed until the exit condition becomes true.
The exit condition is a logical expression whose truth value is a function of one or

more process condition variables.

2.2.2 Interprocess Communication

Interprocess communication in PAL is achieved via two mechanisms: message passing

and system condition variables.

Message Passing

Messages are passed between PAL processes via named, one-way, finite capacity chan-

nels operated on by two messaging primitives:
» send(channel,parameters)
s receive(chiannel,parameters)

A channel is defined by a single send primitive in one process and a single receive
primitive in another process. There can only be one send and one receive associated
with each channel. Each channel has a fixed, finite message capacity.

If a channel is empty then the process executing the receive primitive will wait
until a message is available. H the channel is full then the process executing the send
primitive will wait until after a message has been received. If the channel is not full

the send is non-blocking.
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System Condition Variables

In PAL, system conditions are of a special type known as billboard variables which
are defined such that any process may read the value of the variable but only one of
the processes in the system has write privileges. Billboard variables may be any of
the standard types such as boolean, integer, etc. Language primitives to access the

system conditions are:
o STS(sc,ezpression)
o RDS(sc,pc)

The Set System Condition, STS, primitive sets the system condition, sc, to the
value resulting from evaluation of the ezpression. The Read System Condition, RDS,
primitive assigns to the process condition variable pc the current value of the system
condition. To use a system condition variable within a process the value of the system

condition must first be assigned to a process condition via the RDS instruction.

2.2.3 Select Construct

The select construct has been modified from [KHL88] to include the use of guarded
commands{Dij75]. The use of gnarded commands gives the designer more control over

the non-deterministic outcome of the statement.

select
g1 —* Xl l
G2 — &> |

Gn — An

endselect;

Each of the guards G; is a logical expression whose truth value is a function of one

or more process conditions. This guarded command structure is similar to the Ada
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select statement but is more general in scape in that it allows the command sequence
following the guard, X}, to begin with either a send or a receive statement. In Ada
the select statement is only used to build selective accepts with each guard being
followed by one accept (receive) statement.

The select construct works in the following manner. The guards are first evaluated
to determine the set of open execution alternatives. Next, for each of the open
alternatives, the first statement in the command list A; is evaluated for its eligibility

to be executed. Eligibility is determined as follows:
e receive — eligible if there is 2 message in the specified channel
e send — eligible if the specified channel is not full

Of the alternatives whose first statement is eligible one is chosen non-deterministically
to be executed. If none of the command lists in the open set begin with an eligible
statement then the first to become eligible is selected. The construct does not end

until one execution path has been selected and executed. An example follows:

select
z = 3 — send(chanl,req) |
switchl — send{chan3,vl)

endselect;

First both guards, z = 3 and switchl are evaluated. If only one of the guards
evaluates to true and the first primitive in the command list following this guard is
eligible to be executed then the command list following this guard is executed. 1f for
both alternatives the guards evaluate to true then the eligibility of the first primitive
in each of the command lists, send{chanl, req), and send(chan3,v1) is determined.
If both are eligible then one of the paths is chosen non-deterministically. If neither

are currently eligible then the first to become eligible will be the path that is chosen.
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2.2.4 Controller-Environment Interaction

An embedded computer system is usually only one element of a larger system. From
the point of view of the embedded computer system we can distinguish between the
embedded computer system itself and the rest of the system. We can refer to those
elements of ihe overall system that the embedded system has an influence on as the
environment or controlled element and we can refer to the embedded system as the
controller element. In PAL, interaction between the controller and the environment
is accomplished via activities and events. Relevant information about the state of
the environment is communicated to the controller via events. Each event is caused
by some action within the environment such as a temperature activated relay or a
liquid level sensing switch, etc. The event is communicated to the controller who may
initiate a response, a certain sequence of activities, which will act on the environment
to deal with the event. For example an activity may close a valve in response to a
level sensor event. The effects of an activity in response to one event may invoke
further events from the environment.

If we can view the environment as one or more concurrent processes then we can
say that the controller-environment interaction via the activities and events is a form
of interprocess communication. The events communicate to the controller the state of
the environment and the controller communicates an action to be taken in response
to the event. When designing an embedded control system it is useful to explicitly
model the environment as one or more processes. This will ensure that controller-
environment interactions will be such that the user’s intentions will be met. This is
the desired approach to take in specifying concurrent systems using an executable
specification langauge. The explicit modelling of the environment allows a greater
understanding of complex environment-controller interactions. This in turn aids in
developing a correct system. There are times however when the behaviour of the
environment cannot be explicitly modelled. In these cases a certain behaviour for the

environment is assumed and the controller designed accordingly. Validation of the
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controller could then be perfarmed based an the assnmed environmental behaviour.

2.3 Assumptions

The above description and that found in [KHL88] and {KJH88| represent the complete
PAL system. For the purposes of this thesis and our goal of verifying PAL expressions
we will make the following assumptions to better define the scope of our work. An

explanation as to why each assumption was made is also given.

1. All the process expression enabling events, S;, are bound to a condition which
represents the fact that the system is turned on, thus all expressions model

continuously looping processes.

This assumption will allow us to consider verification methods which assume

infinite sequences of execution states.

2. All PAL expressions are syntactically correct as given. Syntax checking for
errors such as unmatched parentheses, missing delimiters and misspellings has

already been done at this point.

The correction of syntax errors belongs in the domain of language editors and

compilers. We wish to concentrate only on verification.

'3. Any concurrent composition of activities within a process can be flaltened out
into a single sequential execution stream. This assumption can be made for the

following reasons:

e all the separate execution paths within a concurrent composition must

complete before the construct itself is complete;

e there can be no assumption about ordering of activity execution in a con-
current composition, i.e. the paths are independent which implies that
they do not interact either directly or through a shared resource, therefore

any ordering is suitable.
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This assumption does not impose any unrealistic restrictions on our ability to
specify process behaviour because the concurrent construct’s main purpose is
to indicate opportunities for concurrent execution of activities where separate

resources are available. This assumption will simplify the verification problem.

. In the PAL design environment, controller-environment interaction is accom-
plished via activities acting on the environment and environmental events af-
fecting the controller. We will consider the environment as being modelled by
one or more processes. Interaction between these environment processes and

controller processes will be via message passing or global variables.

This assumption allows us to consider only one type of process and only two
types of interprocess interaction without losing any of the modelling power of

the language.

. All activities are functionally correct as given, that is, each activity does some-

thing and it does it without error.

This assumption allows us to break the verification problem into two parts;
correctness of the system’s functional behaviour as represented by the activi-
ties, and correctness of the system’s temporal behaviour as represented by the
control structure. If we assume that all activities are correct then to show the
correctness of the system as a whole, we need only to prove that the activities
will eventually be executed and that the proper activity will be the one that is
executed. Under this assumption each activity execution represents an indeter-
minate but finite time delay allowing us to ignore activities when constructing

a proof of correctness of the system’s temporal behaviour.
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Chapter 3

Selection of Verification Method

In this chapter we select and outline an approach that we will follow in meeting our
goals as stated in Chapter 1. We begin with a discussion of verification within the
overall context of validation and system development. Our aim here is to provide
an understanding of the complexities involved in trying to prove the correctness of
a system. We then present a critical survey of verification methods, on the basis of

which we define our approach to verifying the correctness of a PAL system.

3.1 Validation

In this thesis we will use the term validation to describe the activity of ensuring
that a specification or implementation at every level of the development process is

consistent with the user’s needs. There are essentially three classes of validation

methods [Hau84]:

1. Inspection involves the manual application of some informal method to judge
the consistency between needs and requirements and between informally stated
requirements and a specification or implementation. While this method is ca-

pable of detecting many types of errors its effectiveness is limited in discovering
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logical inconsistencies or other complex process relationships. Overall, the ef-
fectiveness of validation by inspection is limited by the skill and experience of

the inspector.

. Testing is the application of test cases to an implementation of a system to
see that it does perform as required. A specific set of input conditions and a
corresponding set of output conditions constitute each test case. Each set of
input conditions is mapped by the system to a specific set of output conditions.
The system is judged to be consistent with requirements if on applying a certain
set of input conditions we get the expected set of output conditions. Unfortu-
nately, the correct performance of the system for the test cases is only a neces-
sary but not sufficient condition for proof of correctness of the system. Thus,
test strategies are inherently limited because the number of test cases required
to thoroughly exercise even a simple system is prohibitively large]BBFM82].
In almost all cases testing for all possible input combinations is impractical,
therefore we cannot prove correctness via testing. Testing can be considered as
a semi-formal validation method as there are methods of formally deriving a
set of test cases according to some criteria. i.e., the set of test cases that will
exercise all modules of a system, or the set that represents all normally expected

input conditions, etc.

. Verification is a formal method of validation in which a proof is constructed
to show the correctness of an implementation with respect to a specification.
The object of a verification method is to develop an argument to prove that
a formal specification is satisfied by an implementation. If the argument is
valid for all aliowable input conditions then this argument takes the place of
an exhaustive set of test cases. Verification provides a proof of correctness.
Prerequisites for verification are a formally stated specification and a formally

based implementation.
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In [BBFM82, JT79] (and others) validation and verification are defined as separate
activities but with essentially the same definitions. We use the terms as they are
defined in [Hau84] and [Gal87]. In all cases verification implies a formal proof of
correctness but definitions for validation are wide ranging. In [BBFM82] and [JT79]
validation is defined as a means to ensure that a specification is complete and accurate
with respect to a user’s needs, while verification is a separate activity which proves
that this specification is satisfied by a certain implementation. Thus, if the user’s
needs are properly described in the specification then any implementation that is
verified as being correct against this specification must also meet the user’s needs.
Qur definition of validation, which follows that of [Hau84] and [Gal87], is extended
to include the activity of verification. We believe that this is the more pragmalic
definition because some form of acceptance testing will always be performed even
after an implementation has been verified. Even though verification can prove that
a.lsystem is correct with respect to a specification, it is doubtful that a user would
accept the system without some form of testing. Thus, verification is just one means

of ensuring that the final product is accurate and complete with respect to the user’s

needs.

3.2 The Validation Problem

Validation and hence verification are not autonomous concepts. That is, a specifica-
tion or implementation cannot be validated in isolation. Validation shows a relation-
ship between two entities: the user’s needs and a specification, or a specification and
an implementation. Verification provides a prcaof that two formally stated entities are
logically consistent with each other. It follows then, that the entity that is validated
is only as good as the standard against which it was validated. This is important,
especially for verification, where one would expect that if we can prove that an imple-

mentation is correct with respect to a specification then the system should achieve its

23



intended purpnse. However, this is only the case if the specification itself was an ac-
curate and complete statement of the user’s needs. Thus, the problem still exists that
although formal verification methods are available to show that a formal specification
is satisfied by an implementation, very little exists in the way of formal methods to
show :hat the specification accurately reflects the user’s requirements[BBFM82].

We can also note that the cost of revealing and fixing errors becomes greater with
each step in the development process{JT79, page 339]. Hence it is most cost effective
to apply validation methods as early as possible in the development process. The
earlier thai a user can see that his intentions will be satisfied by the proposed system
the better (and cheaper). Validation by inspection does not always reveal complex
errors, and testing, being a dynamic means of validation, can only be applied once
an implementation is available. Therefore, obtaining meaningful validation early in
the development process is a problem.

One solution is the operational approach to system design as proposed by Zave
in [ZavB82]. The main feature of this approach is that the formal specification is
expressed in an executable language. This specification when executed by a suitable
interpreter actually becomes a dynamic model of the proposed system. By exploring
this model through the use of various inspection and testing tools the developer
and the system user can validate the specification against their requirements. Thus
the specification becomes an operational part of the development process rather than
being just a reference document. The advantage of this method is that with a suitably
expressive specification language the full functions and timing relationships of the
proposed system can be modelled and validated without the expense of developing
an implementation. As well, since the language must be formally based in order to
be executable, the validated specification can be used as the standard against which
to verify any implementation.

PAL provides such an approach to system design. By adopting the operational
approach PAL allows the user to validate the functional and temporal behaviour of
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the system against his intentions. Execution of the PAL process specifications allows
an informal validation of the functional and temporal behaviour of the system in so
far as the sequencing of the system’s functional components is concerned. That is, it
can be validated that the functional units of the system are sequeuced in such a way
that the overall functions required of the system are performed.

The above discussion serves to reiterate our approach to the problem of developing
correct systems. The use of an executable specification language allows the developer
to informally validate the temporal behaviour of his proposed system. We can then
take this informally validated specification and formally validate, i.e., verify, that
it is correct with respect to a specification expressing absence of temporal errors.
In so doing the developer can be confident that the system will provide the correct

sequencing of functions and that the system will be free from temporal errors.

3.3 Correctness

To verify is to check or test the truth or correctness of something. If we can somehow
prove that at each step of the development process the specification for a system is
satisfied by an implementation, then we can say that we have a correctimplementation
of the specification.

Differing notions of correctness have evolved from basic research in verification
theory. Original verification eflorts were aimed at proving the correctness of existing
programs|Flo67, Hoa69, BBFM82]. The specifications against which the programs

were verified were expressed as a set of correciness properties grouped into two main

classes:

e safety properties — those properties which state that nothing bad will ever

happen to the system; and

¢ liveness properties — those properties which state that desirable actions will

eventually be performed.
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These properties state in terms of the variables of a given system that the system
possesses certain behavioural attributes such as freedom from deadlock, absence of
starvation, freedom from violation of mutually exclusive access to a shared resource,
etc. If an implementation is correct with respect to a set of correctness properties
then it can be stated that the system possesses the specified properties. The set of
correctness properties is also referred to as a partial specification|{CP88] since only
limited aspects of system behaviour are specified. However, if the properties are
carefully chosen to cover fundamental aspects of the system’s behaviour then we can
be confident that the system will do something correctly.

Early methods of verifying existing programs have led to a better understanding
of the nature of programming languages. The fundamental understanding that has
been gained is a recognition that a program can be treated as a mathematical object
and therefore it and its specification can be reasoned with in the same manner as
other mathematical entities{Lon79]. This understanding has in turn has led to pro-
gramming languages whose semantics aid verification eflorts. A continuing parallel
development in verification theory, language semantics and development methods is
aimed at providing a guarantee that a system is correct by virtue of the development
methodology used. Thus, another notion of correctness is a proof of equivalence
between a formally derived specification and an implementation. If a formal develop-
ment methodology can guarantee that a specification is correct (with respect to a set
of correctness properties) then any implementation which we can prove is equivalent
must also be correct. However, a system which is guaranteed correct by virtue of
the development methodology used is not yet an attainable goal. While we can use
mathematical transformations to show that one formally expressed program object
is equivalent to another we still have the problem of, first, showing that the object
describes a system that will meet the user’s intentions and second, that the object is

free of temporal errors.
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In this thesis we have chosen to verify correctness with respect to a set of cor-
rectness properties. We have been given as a starting point a set of PAL process
expressions describing the temporal behaviour of the proposed system. To show that
the PAL expressions are free of temporal errors we will verify them against a partial

specification expressing certain correctness properties for the system.

3.3.1 Definition of Terms

Before carrying on with a more detailed description of the various correctness prop-
erties we should define some terms that we will be using.

Both safety and liveness properties are usually expressed in terms of system states,
s;, which are defined as being a conjunct of the values of all variables v; of the system

at a particular instant in time, i.e.,

s; = {v1,v2,-..,Vn}

Associated with each system state s; is an accessibility relation, r, which defines
allowable transformations from one state to another. The accessibility relation is
usually defined in terms of the control program for the system, thus a particular
system state represents the effects of system execution up to a certain point for a
given set of initial variable values. Given the above definition of a system state we
can think of the execution of a system over time as being composed of a number of
discrete system states with transformations from one state to the next being defined
by the control logic of the system and the values of system variables at that state.

The state space of a system is defined as the Cartesian product of the allowable
range of values for each va~able in the system. In general, only a subset of the state
space of a system represents allowable system states since certain combinations of
system variables are not valid for the system.

A computation is an infinite sequence of system states. For a system with a finite

state space a computation is composed of a finite sequence of system states arranged

in a loop.
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For a concurrent system consisting of a m processes executing in parallel the state
of the system is given as a conjunct of the states of the individual processes. The
state space of a concurrent system is 2 Cartesian product of the state spaces of each
of the individual processes and of the range of values of any global variables in the
system. Any process or set of processes whose state space is independent of the rest
of the system, i.e., the process does not interact with the other system processes, can
be considered as a separate system. Again, the execution of a concurrent system can
be viewed as being composed of a number of discrete system states. Execution state
sequences in the concurrent context imply an interleaved model of execution where
transitions from one system state to the next represent a change in state of one of

the concurrent processes [MP81b].

3.3.2 Safety Properties

Safety properties assert that bad things will never occur, i.e. the system will never
enter an unacceptable state. These are a class of properties that hold continuously
throughout execution and therefore are also referred to as invariance properties. Some

examples of safety properties include:

partial correciness — a program is partially correct if at the start of execution the
set of initial variable values for the system satisfies some pre-condition ¢(z;)
and then if the system terminates the output variable values satisfy some post-
condition ¥(z:, ¥:); where ¥(z;,y:) describes a relation between the initial vari-
able values z; and the cutput variable values y;, i.e., ¥(=:, ;) is an input/output
specification for the system. Informally, partial correctness states that given the
proper input values then if the system terminates it will prod_uce the expected
result. Partial correctness does not, however, guarantee that the system will

ever terminate.
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mutual exclusion — Suppose that two processes of a concurrent system each contain
a critical section representing access to a common resource. The mutual exclu-
sion property asserts that the system will never a reach a state in which both

processes are in their respective critical sections.

absence of deadlock — a concurrent system consisting of m processes is deadlocked if
the system reaches a state at which no process is enabled [MP81b]. A process is
not enabled, i.e., it is disabled, when the accessibility relation defining process
state transformations for the process is not satisfied for the particular set of
variable values at that process state. For the system to progress from one

system state to another at least one of the processes must be enabled.

This property is also referred to as system-wide deadlock in [Kar87) and as
absoluile deadlock in [Pnu8i]. A local deadlock may also occur in which only a

subset of the processes of a system are simultaneously unable to progress while

the rest of the processes of the system are enabled.

global invariance — the invariance of some properties may be independent of any
particular execution state of the system, i.e., they must liold no matter what
the system does [MP81b]. For example, for an elevator control system, a global

invariance property could assert that the controller will never allow the elevator

to exceed the maximum number of physical floors.

3.3.3 Liveness Properties

Liveness properties state that something good will eventually happen, i.e. the system

will eventually enter a desirable state. Examples of liveness properties are:

total correctness — a system is totally correctif it is partially correct and termination
is guaranteed [Pnu81]. Like partial correctness, this property is only relevant for
systems which are expected to terminate. Informally, total correctness states

that if the system input conditions z; satisfy the system input specification ¢
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then eventually the system is guaranteed to reach a terminal location where the

output conditions y; satisfy the output specification #.

absence from starvation — starvation is defined as a situation in which some pro-
cess(es) cannot proceed even though the system may still progress by having
other processes execute [MP81b]. In general, this property can be interpreted

as asserting that a process will not always be in the same state.

Absence from starvation is also referred to as liveness or freedom from individual

starvation or absence of livelock in [MP81b).

intermittent assertion — this property expresses a causality relationship between any
two events {MP81b]. For example, if a process ever reaches a state where ¢ is
true then an intermittent assertion expresses the fact that it will eventually

reach a state where ¢/ is true.

accessibility — if a process has a critical section then this property asserts that if
the process wishes to enter its critical section it will eventually be allowed ac-
cess [MP81b). The correct construction of critical sections should allow both
the safety property, mutual ezclusion and the liveness property, accessibility, to

be satisfied on all system computations.

responsiveness — this property is concerned with client-server interactions in con-
tinuously operating systems. Many continuously executing systems such as
embedded systems and operating systems provide services on request to other
elements of the system. A desirable property of client-server interactions is that

for ench request for service, the service is eventually provided.

Responsiveness properties can also be combined with other liveness properties
specifying that the resource granted is eventually given back to system by the
client. The mutual exclusion property can also be stated for each resource to

ensure its continued correct behaviour.
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3.3.4 Correctness for Concurrent Systems

The concepts of partial and total correctness were originally developed to prove the
correctness of sequential programs; the works of Floyd [Flo67] and Hoare [Hoat9)
provide the earliest theories of program correctness from which the concepts of partial
and total correctness were derived. A sequential program is said to be totally correct
if it can be proven that it is partially correct and that it terminates. However, for
concurrent systems which are often meant to operate continuously, termination is not

important. For such systems other types of properties are more important, such as:

o will a request for service eventually be answered;

o will mutual exclusive access to a shared resource be preserved;
¢ will a message eventually be received; or

e will a certain system variable always have an acceptable value.

Thus, for concurrent systems we are more interested in continuous properlies of the
system rather than, as for a sequential program, the results it achieves on terminating.

At this point we should pause and summarize the role that we want our verification
method to play in the development of a correct system. We are given a set of PAL
expressions describing the temporal behaviour required of a system. The expressions
have been executed on a suitable interpreter to validate that the described temporal
behaviour will sequence the activities is such a way that the resulting overall system
behaviour will satisfy the user’s intentions. Our goal now is to provide a verification
method that will prove the correctness of the process expressions with respect to 2
partial specification expressing absence of temporal errors. The correctness propertics

that we wish to be able to prove about the process expressions include:
¢ absence of deadlock;

e absence of starvation;
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e correct access to shared resources (mutual exclusion}.

In addition we would also like to be able to prove that certain properties expressing
global invariants and intermittent assertions peculiar to the given system are satisfied
by the process expressions. Carefully chosen properties of this type will aid in showing

that the correct sequencing of activities will occur under all possible conditions.

3.4 A Survey of Verification Methods

We have two main aims in presenting this survey. First, we wish to acquaint ourselves
with some of the more influential research contributions in the field of verification
methods. For the most part the methods surveyed form a theoretical basis for much
of the current research in the field. Second, in presenting the survey we will also
comment on the relative strengths and drawbacks of each method in terms of the
criteria outlined in our statement of research objectives (Section 1.2). Our purpose in
doing this is to define the verification approach we will pursue in the remainder of this
thesis. The following survey is tailored to meet the above aims. We do not attempt
to cover all of the various verification methods but only those which have provided
significant direction to verification research in general or to our research in particular.
Some of the methods, in particular the use of temporal logic for verification, are
covered in greater depth in order to provide the necessary theoretical basis for later

discussions.

3.4.1 Floyd’s Inductive Assertion Method

In Assigning Meaning to Programs [Flo67] Floyd introduced the inductive assertion
method of program verification. In his paper program behaviour was represented
in flow chart form and the specification was stated in terms of an input/output
relationship for the program. The method involved assigning to each flow chart

element a propositional assertion about the program variables. The assertions are
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chosen such that they are satisfied each time program control reaches the statement
with which they are associated. Because each assertion must be satisfied each time
it is reached they are also referred to as invariants of the program. The assertion
attached to the start of the program is chosen such that it is true if control is at the
start of the program and the input specification of the program is met. Similarly the
assertion at the end of the program is chosen such that it becomes true if the program
terminates and the program’s output specification is met.

The program is correct with respect to the input/output specification if it can
be shown that when the program starts up that the starting assertion is true and
that if the program terminates then that the end assertion is also true. To show this
Floyd used an inductive argument proceeding from the starting assertion to the end
assertion. What the proof shows is that if a program is started with correct inputs
then if it terminates it will give the intended result.

| What is not proven however is that the program will terminate thus the inductive
assertion method only provides a proof that the program satisfies the safety prop-
erty of partial correctness. To prove termination and thus provide a proof of lolal
correctness Floyd used a method involving well-ordered sets in which a function of
the program’s variables is associated with each program location. The functions are
devised such that the value of the function decreases with respect to the well-ordered
set from which the function variables are taken. A commonly used well-ordered set is
the set of non-negative integers. One important characteristic of well-ordered sets is
that they must have a least member. If it can be shown that the value produced by
the function of the program variables is eventually equal to the least member, then
this is proof that the program terminates.

Floyd’s paper provided assertions for three key programming consiructs: con-
ditional branching (if-then-else), join of control and assignment. Floyd’s inductive
assertion method is important in that it introduced a set of rules for the construc-

tion of invariants, i.e., it was a first attempt to define an underlying formalism for
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programming constructs on which to base proofs of correctness.

3.4.2 Hoare’s Axiomatic Basis for Computer Programming

Continuing on in the verification research direction that Floyd had established was
the work of C.A.R. Hoare as reported in [Hoa69]. Hoare took Floyd’s work one step
further by formulating Floyd’s rules into a formal axiomatic system. By formalizing
the rules of assertion comstruction as an axiomatic system Hoare was able to bring
the methods of formal logic to bear on the problems of correctness.

Hoare defined the notation P { §} Q which is interpreted to mean that if the
assertion P is true before the program statement S is executed then the assertion ¢
will be true after S is executed. The assertions, as in Floyd's method, are propositions
on the program variables. Hoare defined a single axiom of assignment and a set of
four inference rules which he used to axiomatically represent structured program
statements such as case and while. Each statement of a program can be represented
in the form of an axiom.

Given the above axiom system and a starting assertion Hoare was able to employ
the methods of formal logic to construct proofs of correctness for simple sequential
programs. Again, however, the proof is made under the assumption of termination.
Thus the notation P { S} @ must be interpreted as given the input conditions P then
if the statements S terminate the results will satisfy Q.

One of the main ideas in Hoare’s paper is that axioms and rules of inference
should be accepted as the ultimately definitive specification of the meaning of the
language. Thus the axiomatic system serves as both a specification for a programming
language and as a basis for the proof of correctness of a program expressed in that
language. By defining the complete semantics of a language axiomatically as was
done for Pascal [HW73] the correctness of any implementation of the language can be
verified independently of machine specific features of the language. Thus, a program

verified as being correct in one implementation of its language will still be correct for
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another implementation of its language.

While the Floyd-Hoare approach has been applied with much success to sequential
programs they are not well suited for reasoning with concurrent programs [Gal87, page
33]. What their work has done however, is to bring about an increased emphasis on the
formalisms of program construction and verification. The result of this emphasis has
been the development of a number of alternative verification approaches more suited

to the notions of concurrent computation. The temporal logic approach discussed in

the next section is one such alternative.

3.4.3 Temporal Logic Verification

Temporal logic was first introduced as a means of reasoning about concurrent pro-
grams by Pnueli [Pnu81) who based his work on that of Burstall and Manna and
Waldinger [Gal87, page 35]. Temporal logic was extended from classical logic by
adding temporal operators which allow the validity of a formula to be based not only
on its normal logical assertion but also on a time element. For example, the validily
of the statement “It rains today.” depends on the date that the assertion is made
as well as on the validity of the assertion that it is raining. Whereas the validity of
the non-temporal statement, “It rains,” only depends on the current weather condi-
tions. Another way to consider temporal logic is as a dynamic logic able to express
conditions changing over time while non-temporal logic is a static logic able to make
assertions only about conditions at one particular instant.

We consider a sequence of system states ¢ = 39,381, ..., with each state providing
a complete description of the system at each instant i = 0,1,.... Temporal logic
can be used to make assertions about changing system conditions over the execution
sequence, while classical logic can only make assertions about system conditions at
one particular instant or state. The temporal operators and their semantics described

below provide the notation for expressing dynamic properties of a system.
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In defining temporal logic operators there are two main views regarding the un-
derlying nature of time. One such view is that time is deterministic or linear and the
other is thal time is non-deterministic or branching. These two views lead to the two

basic temporal logic systems described below.

3.4.3.1 Linear Time Temporal Logic

Under the assumption of linear time the situation at each present or instant in time
has only one possible future or next instant. Translated on to a computer model this
means that each possible system state has only one possible next system state. This
results in a linear sequence of system states. Non-determinism in system execution
is accommodated by defining a linear state sequence or computation for each possi-
ble non-deterministic alternative. Collectively the set of deterministic computations
describes all possible behaviours of the system.

On the basis of these linear state sequences we can reason about and describe
system behaviour using Linear Time Temporal Logic (LTL). Each state of the state
sequences can be thought of as a snapshot of the system execution state at a particular
instant in time. At each state are the actual values of all control and data variables
in the system. Correctness properties required of the system are expressed in LTL in
terms of the state variables of the system and proven for each possible computation of
the system. If the LTL formulae hold for all computations then the system is correct
with respect to those LTL formulae. Thus the set of LTL formulae which are checked
on the computations constitute a partial specification for the system.

Formulation rules for well-formed formulae (wff) for LTL are as follows:
1. Every wff of the classical first-order logic £ (with equality) belongs to LTL;

2, If p, g € LTL then:

o Op (nezt-time)

o Op (eventually)
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o Op (always)

o pU g (until)
are € LTL as well.

Before defining the semantics of the LTL temporal operators it would be best to
pause briefly and review the meaning of some of the symbols we will be using. We
use the symbol =, as in |= p, to state that p is valid in all domains, whereas |= p
denotes that p is valid within some particular domain. We can write M E p to say
that the formula p is valid for the domain M. Typically, the domain of reference for
a = valid formula is the set of computations for a particular system. By the above,
it follows that a formula valid under |= is also valid under [= [MP81b, page 252].

The classical atomic elements from which the well-formed formulae are constructed
are termed immediate assertions|OL82]. An immediate assertion is a boolean valued
function of the control or data variables of a sysiem state. For example, the function
(z < 3) is an immediate assertion expressed in terms of some system variable z. We
can write s; = (z < 3) to denote that the function is true or is satisfied at the system
state s;. Also, each atomic statement of a program is given a label, i.e., 1;, and each
state contains a location variable, lv;, for each process. The value of the location
variable indicates which program statement is currently being executed. We can then
express in an LTL formula the fact that program control is at a certain statement by
the notation atl; which would be valid in the present state if the value of lv; is I;.

The semantics of the temporal operators (), ¢, O and U are described below. Any
formula without temporal operators is termed a classical formula since its validity is
determined according to the semantics defined for the normal first-order classical

logic, L.

LTL Semantics

The semantics of the temporal operators are defined below for an arbitrary compu-

tation & = 3q, 81, 92,.... Each s; is a state giving a full description of the system at
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time instant ¢; where i = 0,1,.... The state sg is considered the present or current
state corresponding to time fo. A formula, F € LTL, is satisfied, dencted by o E F,

on the computation, when the following definitions hold:

s Feliff solED
If F is a classical formula then the validity of F is determined in the current

state according to the rules of first-order logic, L.

e F=0Opift Vi, 120 s; Ep.
The always operator asserts that p is irue in the present state and will be true

for al! future states on the computation.

e F=Cpil 34,120 s; Ep.
The eventually operator asserts that p is true either now or at some future state

of the computation.

e F=Qpifl s Ep
The next-time operator asserts that p is true at the next state on the computa-

tion.

o F=plqill Ak such that sp =g and Vi, 0<i<k, s; Ep
The binary until operator asserts that p will be true until ¢ becomes true. Note

that by this definition plf g = <q.

Some examples of well-formed LTL formulae are:

l. Ep=Ogq

If p is true in the present state then g will eventually be true.

2. EOCp

In the next state from the present state p will eventually be true.

3. E<C(pAOg)

Eventually, at a state s;, p will be true and at s;4; g will be true.
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In terms of LTL the general form of a formula expressing a safety property is:

E 9p
which states that p holds for every computation of the system.

For example to express a global invariance property we could write
E Ocount < 4)
to state that the variable count must always be less than four for all allowable com-

putations of the system.

Liveness properties are expressed in LTL with formulae of the form:

Ep=9g

which states that for all allowable computations, if p is presently true then g must

eventually be true.

To express an intermittent assertion we could write formulae of the form

= (atl, A ¢,) = (atlz A ¢a)

which states that whenever the program location atl, is reached and the immediate

assertion @, is true then eventually the program will reach a program location atl; at

which ¢, will be true.

Many systems of temporal logic based on linear time have been defined. Some
have defined past operators [Pri67] and others have been defined with either addi-
tional operators [Hal85),[DGU8T],[Wol83] or a restricted set of operators [SZ87]. We
have described above the LTL system known as DX as defined in [Pnu8l]. Good
introductions to temporal logic can be found in [RUT1] and [Gal87]. Appendix A

contains a list of axioms and deductive rules defined for the DX system of LTL.

3.4.3.2 Branching-Time Temporal Logic

In the branching-time model of time the situation at each present or instant of time

has many possible futures; any of which could be true. In computer systemn terms
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the system state at each instant of time has many possible next instant states. Thus,
in the branching-time model non-determinism in system execution is naturally repre-
sented as a tree structure of possible state sequences. From each system state there
may exist a number of alternative execution paths. Thus all possible computations
of a system are expressed as a single tree structure of execution states.

Temporal operators defined for Branching-Time Temporal Logic (BTL) are the
same as those defined for LTL except that they are quantified over the different pos-
sible execution paths. We can reason about system behaviour based on the existence
of at least one (existential quantification 3) state sequence or for all (universal quan-
tification V) possible state sequences.

Formulation rules for well-formed BTL formulae are as follows:

I. Every wif of the classical first-order logic £ belongs to BTL;
2. f p, g € BTL then:

e VOp
o 30p
o YOP
o IOP
vOp
107p
Ypl g

dplU g

are € BTL as well.

BTL Semantics

The semantics of the BTL temporal operators are defined below for an arbitrary

computation tree . A unique computation on ¥ is denoted a; = 80, 81, 52,.... Each
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s; is a state giving a full description of the system at time instant ¢; wherei = 0, 1,.. ..
The state sq is considered the present or current state corresponding to time t,.
A formula, F € BTL, is satisfied, denoted by £ = F, (or just E F when ¥ is

ad

understood), on the computation tree when the following definitions hold:

«e FelLiffso=p

If F is a classical formula then the validity of F is determined in the current

state according to the rules of first-order logic, L.

e F=VOp iff VoVi,120,s; Ep
The universal elways operator asserts that p will be true at s; and will be true

for all future states along all computations starting at s,.

e F=31Op iff doV¥i,i 20,8, Fp
The ezistential always operator asserts that there exists a computation on T

starting at so on which p will always be true.

o F=VOpifi Voli,i>0,5,Ep
The universal eventuality operator asserts that for all computations starting
at sp there exists a state at which p is true. Alternztively stated, the VO
operator asserts that p is either true at s or is true at some future state on all

computations starting at so.

o F=30pifi v, i 20,5, Ep
The ezistential eventuality operator asserts that there exists a computation

starting at so on which there exists a state at which p is true.

s F=VQpifiVoes,EDp
The universal nezt-time operator asserts that for all next states from the current

state p is true.
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e F=3Q piffdos, Ep

The ezistential nezi-time operator asserts that there exists a next state from

the current state at which p is true.

F = VpU q iff Vo 3k, such that sy Egand ¥i,0 < i<k, 5 Ep
The universal until operator asserts that for all computations starting at so
there exists a future state at which g is true and for all states until then p is

true.

o F = 3plUqiff Jo Ak such that sy EEgand Vi0<i<k,s;[Ep

The ezistential until operator asserts that there exists a computation starting
al so on which there exists a future state at which g is true and for all states

until then p 1s true.

Some example of well-formed BTL formulae are:

L.

vO(p = 3Cq)

For all computations of the system starting from its present state, each time
that p is found true there will exist @ computation starting at that state along
which g will eventually be true. This type of formula could be used to express
the notion that the correct response io a given system event occurs along at
least one of the possible state sequences starling from the state at which the

event occurred.

. VO(p = Y<Oq)

This formula is similar to the first except that when the event p occurs a correct

response g is required for all possible computations.

3. YO (30p)

For all possible next states of the current state there exists a computation along

which p will eventually be true.
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The BTL system described above is U B, the unified system of branching time
defined in [BAMP81]. As for LTL, many other systems of BTL exist, each with
varying degrees of expressive power. In CTL [EC82][CES83] only the operators V(),
30, V{4 and JU are given as basic operators. The other temporal operators are

defined in terms of the four basic operators as follows:
1. 30p = Itrueld p)
2. YOp = V(trueld p)
3. 30p = ~VO-p
4. VOp = ~3Cp

In UB only a single temporal operator (), <, 0,U) can be combined with a com-
putation quantifier (¥,3). However, in CTL*, an extension of CTL, as defined in
[EH83], a computation quantifier can be prefixed to any combination of temporal
operators thus greatly increasing the expressive power of the logic system.

Again, [Gal87] and [RU71] provide good introductions to many of the different

logic systems. Appendix B gives a partial set of BTL axioms and inference rules for

the system UB.

3.4.3.3 Applying Temporal Logic for Verification

Programming languages (or formal system description languages) and temporal logic
can both be thought of as being related to the execution sequences of a system [Cal87,
page 42]. That is, the operational semantics of a language are the means by which
the possible computations of a system can be derived from the program describing
the system, or even more simply, a program can be thought of as a generator of
sequences of system states. The semantics of temporal logic are defined on the com-
putations of a system, i.e., the validity of temporal formulae are directly related to

the state sequences of a system. Thus, the computations of a system are a common
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element linking temporal formulae and language constructs. Verification researchers
have exploited this common ground to directly relate temporal logic formulae to the
language statements. That is, the semantics of the language can be stated directly as
temporal logic axioms. These temporal axioms can be thought of as a specification
for the program. Given that a direct relationship between a language and a set of
temporal logic formulae can be established there result two possible ways to verify
that a system is correct with respect to its temporal specification.

One way is to take a proof-theoretic approach in which certain temporal premises
are first established for the system. These premises are derived by inspection from the
semantics of the language describing the system, i.e., deriving temporal formulae for
those semantical aspects of the system for which temporal formulae are well known
and obviously satisfied. The derived premises are then used in conjunction with
temporal logic axioms and deductive rules to deduce other formulae. The goal is to
deduce formulae expressing correctness properties for the system. This is the approach
taken by Manna and Pnueli in [MP81b, MP81a] and [Pnu81]. A major drawback with
this approach is that the construction of the proofs of correctness requires considerable
expertise in the formalisms of temporal logic and experience in the construction of
logical proofs. As well, for all but the simplest cases proof construction is a tedious
and detailed affair. Research into automatic theorem provers for temporal logic to
antomate the proof construction process is continuing [Aba87] but whether or not
praclical results are attainable is not yet clear [Gal87}.

Another approach to verification using temporal logic is the model-theoretic ap-
proach in which a set of temporal formulae expressing desirable correctness properties
for the system, i.e., a partial specification, is checked directly on the set of computa-
tions generated by the system. The set of computations of a system can be thought of
as a model of system behaviour. If the temporal formulae are satisfied on the compu-
tations then the set of computations are considered to be a valid model! of the system

and the system which generated the computations is considered correct with respect
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to the partial specification. This model checking approach is due to Clarke et.al., in
a series of papers [CES83){CBES85][Bro86][CES86]. In the model checking approach
the set of computations of a finite stale system is expressed as a global state graph
{tree of system states) and the specification for the system is expressed in CTL. The
main advantage of model checking approach is that it is easily and efficiently auto-
mated. The requirement for the behaviour of the system to be completely modelled
by a global state graph obviously limits the method to finite state systems. However,
the class of finite state systems includes many useful systems.

In order to make the production of verifiably correct systems an attainable goal,
the means of ensuring a correct system or of verifying that the system is correct must
be accessible and useable by those who actually develop the systems. Obviously a
method which requires considerable expertise in temporal logic formalisms and proof
construction is not generally usable by system developers. What would be usable
is a system in which the formalisms allowing verification could be hidden behind a
{riendly user interface. Until research into automatic theorem nrovers for temporal
logic is more mature 2 model-theoretic approach seems to hold the most promise for
the development of useable verifiers.

The last two verification methods that we will look at have emphasized the model-
theoretic approach with good results. The first is a system for verilying certain

correctness properties for Ada programs and the second is the model checking system

briefly outlined above.

3.4.4 COL for Verifying Ada Programs

COL! is the basis of a system developed by G.M. Karam in [Kar87| to check Ada
programs for certain temporal errors such as deadlock and starvation. In COL an

Ada program is represented as a set of LTL implications describing the possible state

1COL for CAEDE Operational Language
CAEDE for CArleton Embedded system Design Environment
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transitions of each task in the system. The set of implicatinns, referred to as a COL
specification, an assertion describing the initial conditions of the system and a special
set of LTL implications describing the semantics of the Ada rendezvous provide a
complete temporal logic description of the Ada program. Thus, Karam has exploited
the proof-theoretic aspect of temporal logic to directly relate temporal logic formulae
to Ada language constructs. However, instead of using the formulae to construct
proofs of correctness he uses them to generate the minimal set of computations that
will fully describe the program’s behaviour. That is, instead of the Ada program being
a generator of its own computations, he uses the temporal specification to generate
the computations. The COL formulae describing an Ada program are manipulated
in such a way as to produce a series of program state assertions with each successive
assertion showing the change in state of one task in the system. Thus an operational
representation, the set of system computations, is derived from the axiomatic repre-
sentation. Karam developed an inference engine incorporating special LTL inference
rules and inference algorithms which mechanically applied inferences to generate pro-
gram computations from the COL representation. The complete behaviour of the
system is shown as a tree structure of program states.

To verify this state graph representation of an Ada program, Karam developed
three different checking algorithms; one each for: deadlock detection, starvation de-
tection and assisting in detecting critical race situations. Absence of system-wide
deadlock is actually detected during the generation of the state graph. If the infer-
ence engine deduces a state assertion from which no succeeding state can be inferred
then it has discovered a system-wide deadlock state. Each of the other correctness
checking elements of Karam's system use the deadlock free state graph as input.

While this method is essentially a state space exploration method it does have sig-
nificant advantages over standard state based analysis methods. State based analysis
methods such as state machines and Petri-nets employ a method known as reachabil-

ity analysis based on a reachability tree to detect deadlock and starvation [Pet77]. A
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common problem with state based analysis is state space ezplosion where the number
of states or nodes of the reachability tree grows exponentially with each added data
element in the system. In [Kar87, pp59-62) Karam showed that while the problem of
state explosion cannot be eliminated its effects can be minimized. He showed how a
temporal logic representation of a system requires {ewer system stales to completely
represent system behaviour than an equivalent state machine representation because
the temporal logic representation automatically removes equivalent system state se-
quences from the global state graph. State explosion is still a major drawback of state

space exploration methods although the temporal logic representation does provide

some relief.

3.4.5 The Model Checking Approach

The model checking approach to system verificalion was developed by E.M. Clarke,
E.A. Emerson, M.C. Browne and A.P. Sistla and presenied in a series of papers out-
lining the basic algorithm and some improvemeuts [CBES85][CES83][Bro86]| CES86].
Their approach involves first representing the finite state system as a global state
transition graph and then applying an efficient algorithm called a model checker to
check the state graph against a specification expressed in CTL. As was noted in Sec-
tion 3.4.3.3 (page 43) this method exploits the model-theoretic aspect of temporal
logic in that the validity of the temporal logic formulae {the system specification) is
determined directly on the system state sequences in the state graph. If the formulae
are satisfied on the state graph then the state graph is a valid model or implementa-
tion of the specification.

The complexity of the model checking algorithm was shown to be linear in both the
size of the specification and the size of the global state graph. The cost ol generating
a global state graph for the system is not included however, nor is it specified how
the global state graph is generated.

The main benefits of this approach are that it provides an efficient algorithm which
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is easily automated for the verification of finite state systems. With this algorithm
the model can be checked against any correciness property that can be expressed in
CTL. On the other hand the model checker requires a global state transition graph for
a system. Somehow this graph must be generated. As well the method is inherently

limited to the verification of finite state systems.

3.5 Selection of Verification Method

In the traditional approach to the verification of concurrent systems a proof of cor-
rectness is established by hand by following one or combinations of the first three
methods outlined above. In general the construction of the proof is tedious and
requires considerable ingenuity on the part of the verifier.

However, the underlying formalism of these manual methods can also provide a
basis for a more operational approach to verification as shown in COL and the model
checking approach. In both these systems proof construction has been mechanized
and applied to reasonable sized problems. The underlying formalism of the these
operational methods is not apparent to the user, i.e., they can be made user friendly,
increasing the likelihood that they could and would be used by system designers.

We can combine the key advantages of both COL and the model checking ap-
proach into one system. The model checking approach provides an efficient means
of verifying, in general, any correciness property with a single algorithm, however it
requires a global state graph representation for the concurrent system under analysis.
In the COL system, each temporal error that an Ada program was to be analysed for
required a separate algorithm, each of which used a global state graph representation
of the program as input. However, Karam also developed an efficient generator to
produce a minimal global state graph from the tasks in an Ada program.

Since, in general, PAL and Ada have similar semantics, and we can consider the

processes or tasks of both languages to be based on a similar execution model, we
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can employ Karam’s approach to generate a global state graph representation for the
PAL expressions. We can then use a model checking algorithm to verify this global
state graph against a specification expressed in BTL.

Therefore, our approach to verifying the correctness of PAL process expressions

will be as follows:

1. Transform the PAL process expressions into an equivalent global staie graph
representation. To transform the PAL expressions into a state graph model we

will employ a version of COL modified to handle the semantics of PAL.

2. Verify that this global state graph model of the system is correct with respect
to a set of correctness properties. We will develop a verification system based
on the model checking algorithm to check that a set of correctness properties

expressed in BTL are satisfied on the model.
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Chapter 4

State Graph Generation

[n this chapter we develop a method to generate a global state graph from a set of
PAL expressions. The method described here closely follows a method developed by
G.M. Karam to check for deadlock in an Ada program {Kar87]. We adapt his method
to handle the unique features of PAL with the result that we can produce a global
state graph from a set of PAL expressions and at the same time check for system-wide

deadlock. We begin with a detailed overview of Karam’s method.

4.1 CAEDE Operational Language (COL)

In this section we provide a detailed overview of COL, Karam's temporal logic based
operational language, which we have already briefly looked at in Section 3.4. Our aim
in examining the method in more detail here is to gain a better idea of what must
be done to adapt COL for our own needs. This section is based on material from
{Kar87]. .
COL provides a complete LTL representation for an Ada program which because
of its basis in a logical formalism provides both an axiomatic and an operational view
of the system. The LTL formulae representing the system can be manipulated in such

a way as to infer a sequence of program states. These series of program states can
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be viewed as the different possible behaviours of the system over time. We begin by

taking a more detailed look at the elements of COL’s LTL representation system.

4.1.1 Connective Implications

In COL the behaviour of an Ada program is described by a set of LTL clauses of the
form:
to | predicate,(...) A ts(ty,m(v1),q) =
Q Opredicatea(...) A ts(ty, m(12),q)

Each of the clauses, known as a connective implication, describes allowable state

(4.1)

transitions of the task. From each task state there is a connective implication which
defines a transition to a next task state.

The notation predicate;(...) represents the control state of the task and ts(...)
the state of the task’s variables. wi(v;) is an array of task variables and ¢ is a queue
containing the states of callers making a rendezvous with that task. Predicate, is
the present state of task ¢, and predicate, is a possible next state. The councctive
implication says that if in the present state, s;, the conditions of predicate, and the
task state ¢s are valid then in the next stale, siy1, eventually predicate; will be true
and the task state will be such that the variable array my(v;) is true and the caller
queue remains unchanged.

The domain of validity, to, for the above formula indicates that each connective
implication is valid only in the present state. That is, a connective implication allows
system transitions from the present state of the system. For the remainder of this
thesis the domain of validity for formulae will be £, unless otherwise indicated.

The elements of the task state m,(v,) and ma(v2) represent respectively pre- and
post-conditions of the variables of the task. For the implication to be valid Lhe state
of the task must be such that the pre-conditions are satisfied in the current task state,

s;. If the pre-conditions are satisfied then in the next state, s;4, eventually the task
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state must be such that the post-conditions are satisfied. For example:

{var,(c),var2(y)}

as an array of variables in the antecedent of the implication, i.e., as pre-conditions,

would be interpreted as:
“if in the present state the value of var; is = and the value of var; is y,”
and if used as an array of post-conditions:

“in the next state eventually the value of var; must be z and the value of

var, must be y.”

Relationships among task variables can be defined by including special supple-

menlary predicates, prefixed by a “@", in the task’s array of variables. For example:
WP P Y

{var,(z), var:(y), @equal(z,y)}
as a pre-condition would be interpreted as:

“if in the present state the value of var, is ¢ and the value of var; is y

and z 1s equal to 3.”

The use of supplementary predicates in post-conditions allows setting of variable

values as functions of other variables. For example:

{vory(z), vara(y), @plus(z, 1,¥)}
as a post-condition means:

“in the next state eventually the value of var; must be z and the value of

var, must be y such that y is z plus 1.”

The use of pre- and post-conditions allow the description of alternative transition
paths from one state to another, i.e., we can represent possible if-then-else, case or
looping constructs through the use of the pre- and post-conditions. For example, the

behaviour of a program branching point such as:
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IF war, < 3 THEN

vary ;= vary; + 1;

ELSE

vary := var; — 2;

END IF;

could be described by the following connective implications:

predicate;(...) A ts(ty, {vari(z), @less(z,3)},q) =
OOpredicates(...) A ts(ty, {@plus(z, I, newz), var (newz)}, q)

(1) E

predicate (...} A ts(ty, {var(z), @geq(x,3)},q) =
OCpredicates(...) A ts(ty, {@minus(z, 2, news), var(newe)}, q)

2) B

The meaning of these implications can be interpreted as:

“if in the present state the vaiue of var; is some z and = is less than 3 then
the task will eventually progress to a new state predicate; and the value
of & will be incremented by 1 (Counnective implication (1)). If, however,
z is not less than 3 the task will eventually progress to a different new
state predicates and the value of ¢ will be decremented by 2 (Connective

implication (2)).”

Thus the pre-conditions in effect turn on or off the connective implications so that
only one is valid from each state. This allows the belaviour of various language control
structures to be described. An important point in understanding the relationship of
these implications to an Ada program is that tlese implications only describe all

possible state transitions or behaviours of a task—they do not of themselves define
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an execution ordering for the task in the same manner that Ada code would. While
the implications can be arranged as above in some order suggesting a sequencing of

operations they are really just a set of independent LTL formulae.

4.1.2 Ada Language Implications

In addition to the connective implications which describe allowable state transitions
Karam also developed a set of Ada language implications. These implications describe
the behaviour of a task in certain states involving the rendezvous and procedure calls.
The four language implications describe exactly the semantics of the rendezvous call,
rendezvous exit, procedure calls and procedure returns. The language implications
are shown in Figure 4.1.

The rendezvous entry implication (ren) can be interpreted as:

“f from a siate sequence beginning with the present state eventually a
task ¢, makes an entry call at entry y and eventually another task ¢,
accepts a call at y then in the next state eventually the rendezvous will

be started by £ indicating that the call was accepted for ¢,.”

The accepting lask’s caller queue contains the calling task’s state rdz(...) which
describes how a caller is held by the acceptor until the end of the rendezvous. In
a similar manner (rex) describes how a rendezvous is completed. The implications
(pen) and (pex) describe respectively the behaviour of a procedure call and return.
Thus, for intertask communication the connective implications describe how a
task may reach a state where it will become involved in a rendezvous and then the
language implications describe the behaviour of the partners within the rendezvous.
The language implications describe the behaviour of the task and its rendezvous

partner from the beginning of the rendezvous through to its eventual completion.
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=

{ O(task call(ty, z,y} A ts(t, {prm(p),, L))} A }
O(start.accept(ta,y) A ts(ts, {prm(q),, }, q2))

(ren) F start.rendez(ts, z,y) A
{ OO( ts(ts, {prm(p),, }, [rdz(ts, {prm(p),. }, @1} | ¢2]) ) }
A O O(call .accepted(ty,z,y) A ts(tr, {prm(p),, }, 1))
( end rendezvous(t,, y) A )
t-’(iz: {Prm(Q)! H }: [T‘dz(tha:, v, {pl"ﬂl(p), ' }: ‘.31) I QZI)
(rex, E A O(call_accepted(ty, z,y) A ts(ty, {prm(p),. },q1))
N { QO(end accept(ts, y) A ts(ts, {prm(q),, },q2)) A }
OO(return task call(ty, z,y) A ts(t, {prm(q)., } @)

E p‘roc‘call(ti c, p) /\ ts(t! {! H }? (I) =

(pen) OO (start. proc(t,p) A ts(t, {,,}, [pre(c) | 4))

end.proc(t,p) A ts(t, {,,} lpre(c) | q]) =
(pex) E OO(p:eturnIiproc_call(t,c,p)pwedgez‘t(t,{,,},Q))

Reproduced from [Kar87] page 81.

Figure 4.1: Ada Language Implications for COL
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4.1.3 Initial State Assertion

‘The complete behaviour of an Ada program can be represented by the set of connective
implications for each task, the Ada language implications and an assertion of the

program state. A program state assertion (PSA) is of the form:

[ predicate(ty,...) A ts(ty, mi{w1), @) A |
predicate(ts,...) A ts(tz, ma(v2), @2)) A
3.

o E

a

| predicate(t,) A ts(tn, *n(vn), gn))A
A PSA is an assertion that each task is in a particular state with certain values
for each of the variables in the array m;(v;) and the state of the caller queue is g;.
Again, to indicates that each PSA describes the state of the system in the present.
A special PSA, the initial-PSA whose general form is given below is an assertion
that each task ¢; eventually starts at the top of its endless loop structure with some

initial variables values, m;(v;). The rendezvous caller queue is empty as shown by the

empty list [].

[ O(init(t) A ts(ty, 1), [])) A

lo E ‘O(init(tz) A ts(tg,w2(v2)’[])),\ L

| O(init(tn) A ts(tn, Talva)s [ A |
4.1.4 Deducing a Tree of Program States

Using the above LTL representation system an Ada program can be analysed ax-
iomatically by forming a proof from the formulae in the same manner as is done for
classical logic formulae. This would allow a system developer to prove certain prop-
erlies about the system. However such proofs are not easy to construct requiring
specialized knowledge of temporal logic and experience in applying it in the con-
struction of proofs. For this reason Karam oriented the development of the above

representation system towards an operational interpretation.
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In an operational sense the LTL formulae can be manipulated in such a way as
to produce a sequence of PSA starting from the initial-PSA. Since each PSA s in
effect a snapshot of the system at a particular point in its execution, we can view the
sequence of PSA as being representative of the behaviour of the system over tiume,

To automatically produce this sequence of PSA Karam developed an inference
engine which uses unification-based pattern matching[Kow74] to apply the LTL for-

mulae to deduce PSA. To make inferences the engine uses the set of LTL inference

rules below:

ifEPAOQand E Q@ = OORthen | P A OOR (4.2)
if EPAQCQand E @ = QO0Rthen EP A OOR (1.3)
ifEPAQQand EQ = QORthen EP A QOOR (4.1)

These rules are similar to the standard modus ponens inference rule from first order
predicate logic, i.e., if = P and|= P = Q then |= @, which allows the deduction
of a conclusion @ given a premise P. Given one PSA which represents the present
state and either a language or connective implication the above inference rules allow
the deduction of a new PSA. This new PSA represents the change in stale of one task
in the system. By inferring other PSA from this new PSA and repeating the process
the inference engine can produce a sequence of PSA starting from the initial-PSA.

The inference process terminates when all possible PSA have been deduced. If
a PSA is deduced from which no succeeding PSA ca be deduced then this PSA
represents a system-wide deadlock state.

Since LTL is able to reason only with deterministic stale sequences, each time
a state is encountered that represents a non-deterministic branching point, i.e., the
next state is non-deterministic, the inference engine enumerates all possible next
states as deterministic alternatives. Karam has termed this process of enumerating
all possible next states as ezpansion. Thus the sources of non-determinism in Ada, the

select statement and the arrival order of callers at a single task entry, are represented

57



as a sct of deterministic execution paths. This gives rise to the tree structure of PSA
with the initial PSA as the tree root and each branching node a non-deterministic
expansion point.

Since each PSA provides an instantaneous image of the system, a path on the state
graph represents the execution of the system over time. Any system state where the
nexl system state is indeterminate is represented as a branching state. A transition
from one state to another represents the execution by one system process of one
indivisible instruction. The next system state is the state after which the instruction
has been executed.

What must be understood about the branching nodes is that they represent de-
terministic execution alternatives, not conditional branches. That is, each alternative
is equally possible, the branching node represents the fact that the choice as to which

alternative is actually taken is non-deterministic.

4.1.5 Equivalent State Pruning

One of the benefits of using a temporal logic representation for system behaviour is
that it has greater expressive power than normal finite state representations. That
is, LTL formulae can express state sequences in fewer terms than an equivalent finite
state representation. The following example has been adapted from [Kar87) with
additional comments to present it in the context of this thesis.

Figure 4.2 shows a simple Ada program represented in structure diagram notation
[Buh84) and Ada code segments for the bodies of the two tasks. Both tasks loop
forever in the following manner: Task A calls eniry B.E1 and then accepts a call at
A.E1; Task B accepts a call at B.E1 and then calls A.E1. Both tasks loop forever
alternately calling and accepting each other.

An equivalent communicating finite state machine (FSM) representation is shown
in Figure 4.2(c). The behaviour of the Ada rendezvous has been modelled in the FSM

by message passing where:
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(a) Two Task Structure Diagram

Task A Task B
8 loop G loop
9 B.E1 I ' - . A
10 a.ccep(t )EI(N . in INTEGER) do 7 accept EI(N : in INTEGER) do
8 end El;
11 end El; 9 A EL
12 [:=(I+ 1) mod 10; {0 dl‘ '
13  end loop; end foop;

(b) Ada Code Fragment

Task A Task B
| -1 +1
at Ag GBT
| 4nul ~nul
| =N

s

‘ at Ayp ‘ at By

‘ —nul +nul

after AID @—/

(c) State Machine Representation

Figure 4.2: Ada Code Fragment and Structure Diagram and FSM
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!
1 C {at Ag,at B?:[]:[]})

A 4

2 @g,aﬁer B;—,[],[nu@
//_ \
3 @t Ag,at Bg,[],|Nnull} } 4 @ter Ag,after By [l,[]}

5 Cfter Ag,at By,[], [N)

Figure 4.3: Program State Machine Segment

e a task call is defined as a message transmission followed by the reception of a

‘nul’ message, which represents the release of the caller from the rendezvous;

e an accept is a message reception followed by the transmission of a ‘nul’ message,

which signifies the release of the caller.

In the FSM representation a message transmission is shown as ‘—m’ (where m is the
message) and a message reception as ‘+m.” For the FSM message transmissions are
non-blocking and reception is blocking. |

The notation at X; indicates that task X is presently ready to execute the Ada
program statement at line ¢. Similarly a fter X; indicates that task X has just com-
pleted the execution of the Ada program statement at line ¢ and is ready to execute

the next line.
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Figure 4.3 shows a segment of a global or program state machine derived from
the two FSMs. Each state of the global state machine is a tuple composed of the
individual states of the FSM’s and the state of the two message channels between
them. A transition in program states represents the change in state of one FSM. The
program segment in Figure 4.3 shows a portion of the system behaviour starting from
the beginning of the rendezvous on B.E1 to the release of the calling task. In this
program state machine segment there are two possible execution sequences: (1,2,3,5)
and (1,2,4,5) resulting from the non-deterministic execution rates of the two FSM’s.
Both sequences give the same result since each task performs a deterministic sequence

of operations. Both sequences can be represented by the same LTL formula:

Eat Ay A at B; = QCafter 49 A OCafler By (-.5)
This formula is interpreted as:

“if in the present state it is true that task A’s siate is at Ay and B’s state
is at By then in the next state eventually task A must be after Ag and in

the next state eventually task B must be after B;.”
As is shown below this LTL formula is satisfied on both execulion sequences:

(1,2,3,5) — at As A al By is satisfied in state 1, so in the sequence starting from
the next state, state 2, after Ay must be true eventually and e fter By must be

true eventually; these predicates are satisfied in states 2 and 5 respectively;

(1,2,4,5) — the same initial conditions are satisfied in state 1 and starting from

the next state eventually after Ay and after B; are satisfied at states 2 and 4

respectively.

What this simple example demonstrates is the greater expressive power of the
LTL representation versus a program state representation. In this example a single

LTL formula expressed two computationally equivalent program state sequences.
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In an operational sense this expressive power can be translated into an improved
inference algorithm which can be used by the inference engine to generate the PSA
tree. Since both program state sequences are equivalent only one is required to
completely describe the program’s behaviour. Therefore, the inference engine needs
only to deduce PSA representing one of the paths. The actual execution path deduced
by the COL inference engine represents the relative rate of execution of the tasks in
the system. For example if the inference engine deduced a sequence of PSA which
followed the (1,2,4,5) program sequence, then this would imply that task A is ready for
another rendezvous before task B. The actual deduction algorithm employed by the

inference engine is one in which all tasks are given an equal opportunity to progress.

4.2 Adapting COL for PAL

In adapting COL to a PAL based representation we will focus on the operational
rather than the axiomatic aspects of the method. However, we will develop the
necessary axiomatic representation system in so far as it will serve as a formal basis
for the automated generation of a tree of system states.

To adapt this method for our use we must be able to develop PAL versions of the
four elements of the COL axiomatic system: connective implications, language im-
plications, initial state assertion and LTL inference axioms. As well we must develop
an inference engine to apply the rules to generate the sequences of system states. To

lessen the amount of development work we can see that:

1. The LTL inference rules, Formulae 4.2,4.3 and 4.4, are valid in general for LTL,
therefore they will still be valid for any LTL representation system developed

for the PAL language.

s

PAL control constructs are similar enough to Ada that the format of the con-
nective implications and the form of the state assertions should require only

minor changes.
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The main part of the work will be to develop and show the validily of the PAL
language implications describing PAL messaging semantics and to show that we can

employ the same equivalent state pruning techniques as in [Kar87|. In particular we

must:

1. Develop language implications for the PAL messaging semantics; we must show
that 2 non-blocking send to a finite capacity channel can be described in ax-

iomatic form;
2. Express system behaviour with respect to global variables;
3. Express PAL control constructs in connective implication form; and

4. We must show that the equivalent state sequence pruning method employed by

the COL inference engine can also be applied for PAL.

In modifying COL to serve our needs we will follow a similar developmenl ap-
proach to that taken in [Kar87]. We will begin by working with a subset of the PAL
language consisting of only those PAL constructs which result in process-delerministic

processes. Once we have developed our method for Lhis subset of PAL we will extend

it to include all PAL constructs.

4.3 Process Deterministic Development

Task-determinism is a term introduced in [Kar87] to describe a task that perceives
the system to be deterministic, in that the task experiences a tolal ordering of its
rendezvous. The sysiem as a whole may experience many different rendezvous or-
derings due to the non-deterministic execution rates of the system tasks. However,
the different system orderings do not affect the rendezvous ordering perceived by the
individual task. Recall from Section 3.4.3.1 (page 36) that LTL can reason only with

deterministic state sequences. We therefore require that a system be deterministic
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in order to apply LTL formalisms. To be able to consider an Ada system as being

deterministic Karam defined two conditions that it must meet:

|. Each task follows a deterministic rendezvous ordering, i.e., a call to B.E1 is

always followed by an accept at E3 followed by ..., etc;

2. The different total rendezvous orderings perceived by the system as a whole

result in functionally equivalent system behaviour.

If it can be assumed that tasks use structures that result only in task-deterministic
tasks then the first condition is satisfied. The second was shown to be true in Sec-
tion 4.1.5 for the Ada rendezvous.

Since all of the different total system rendezvous orderings result in equivalent sys-
tem behaviour then one particular rendezvous ordering is as representative of system
behaviour as another. Thus if we chose one of the functionally equivalent rendezvous
orderings with which to reason then the system can then be viewed as being deter-
ministic.

We apply the term process-determinism lere to describe the same concept in
regards to processes' for the PAL environment. To enable us to provide an LTL rep-
resentation for PAL expressions we must first ensure that the set of PAL expressions
making up a system can be considered as being deterministic. Thus both of the above
conditions must be satisfied in the PAL environment.

To ensure that that we will be working exclusively with process-deterministic
processes we will assumne for now that no process expression will use the following

coustructs:
e selcct — since by the definition of the construct the next state is indeterminate;

e operations involving global variables — the value of the global variable is un-
known at the time it is read, e.g., we cannot determine whether process A read

the value before or after process B modified the value.

¥ar our purposes the terms fask and process are essentially interchangeable.
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Process A Process B

1. A== '1) B Son;
2' S e one

on 3. receive(chanl, req);
3. send(ckanl, req); 4 send(ch(an2 ack)'q)
4, receive(chan2,ack); . do activit}: b
5. do_a.ctwlt'.'f-a; G. send{chanl, req);
6. receive(chan3,req); . receive(chand, ack);
7. send(chand, ack); 8. do activity c.’ ,
8. £ g. £ |

This example depicts two processes, A and B, who alternately send and receive messages over

four channels. Both processes will loop forever due to assumption 1, Section 2.3, concerning the
continuously enabled starting events §;.

Figure 4.4: PAL expressions for the two process example

The above restrictions will be lifted in Section 4.5. For now these restrictions will
ensure all PAL expressions are process-deterministic.

If the different total orderings of channel operations between processes resull in
functionally equivalent system behaviour then we can chose one of the total orderings
to describe the behaviour of the system. For now we will assume that all system
orderings of channel operations will result in functionally equivalent behaviour. We
will show that this assumption is valid in Section 4.4.1. Given the above assumption
and restricting PAL expressions to process-deterministic constructs, we can state Lhat

any given set of PAL expressions will model a completely deterministic system.

4.3.1 PAL Language Implications

State Predicates

To enable us to describe PAL expressions in implication form we must first define
some basic predicates with which to work. The following predicates are defined for

PAL. Usage examples are taken from the two process system example of Figure 4.4,

receive(p,ch) — This predicate is true if process p isin a state such that it is receiving

a message from channel ch. The receiving location in the process is uniquely

65



identified by the channel name ch. For example to express the state at A, we can
write receive(4,chan2). We caa tell that receive(A,chan2) uniquely corresponds

to at A; rather than at Ag because of the channel name.

send(p,ch) — This predicate is true if process p is in a state such that it is sending
a message to channel ch. The sending point in the process is identified by the

unique channel name ch. For example send(B,chan2) describes the state at B;.

end_recv(p,ch) — The predicate end.recv is true if a receiving process has completed
a receive from channel ch. The receiving point in the process is identified by
the unique channel name ch. For example end_recv can be used to express the

state after By as end.recv(B,chanl).

end_send(p,ch) — The predicate end.send is true if a sending process has completed
a send to channel ch. The sending point in the prucess is identified by the
unique channel name ch. For example end.send can be used to express the

state after 4; as end.send(A,chang).

ps(p,prms(¢),m(v)) — The predicate ps(...} represents the variable state of process
p. prms(¢) is a standard variable whose value is equal to the message to be
sent for a send instruction or to the message received for a receive instruction.
m(v) is an array of process condition variables. The ps(...) predicate is true
if the array of process variabie values v satisfies the predicate w(v) and if the
process is in either the send or receive state then ¢ represents the value of the
message. For example for the send at A3 the value of ¢ will be reg and at the

state after B; the value of ¢ will be ack.

chan(ch,q,n,m) — The chan predicate is true if there exists a channel ch with a queue
of messages g, and the number of messages in the queue is n. The capacity of
the channel is m. For example if the state of the channel chan2 at state at By

was chan(chan2,{],0,1) then at the state o fter By the channel state would be
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chanfchan2,[ack/ 1,1).

init(p) — The inii() predicate is true if the process pis at the top of its endless loop
structure. For PAL the top of a process expression’s endless loop structure is

the S, statement. For example init{-1) is true if process A is at A,.

PAL Messaging Semantics

The semantics of the PAL send and receive primitives defining operations on mes-

sage channels are much simpler than the Ada rendezvous mechanism. For example:

1. Only one process may send on a specific channel and only one (different) process
may receive on that channel. This means that we do not have to deal with a
queue of callers to a channel. In Ada many callers may queue on a single task
accept entry. The unknown arrival order of the callers to the accept entry is a

source of non-determinism in the Ada messaging semantics.

2. A send or receive operation is simply the dropping-off or picking-up of a message.
In the Ada rendezvous a caller task is held by the acceptor task until the acceptor
decides to release the caller. The acceptor may in fact accept and release other
callers in a nested fashion before finally releasing the original caller. Siunce this
concept does not exist in PAL the semantics of the send or receive instructions

are less complex than their Ada counterparts.

Using the basic predicates defined above we can construct compound predicates

to partially express the behaviour of the PAL send and receive operations.

send(p, ch) A
send(p, ch)U V Osend(p, ch)
chan{ch,g,n,m) A n <m (4.6)

& send.msg(p, ch)

Formula 4.6 describes the behaviour of the send primitive. It is interpreted as:
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“if we enter the send siate then we will remain there until the channel
ch is not full, (n < m), otherwise we will henceforth remain in the send

state.”

receive(p, ch) A .
recetve(p, ch) U V Oreceive(p, ch)
chan(ch,q,n,m) An >0 (4.7)

«» recv msg(p,ch)

Similarly Formula 4.7 describes the behaviour of the receive primitive. It is

interpreted as:

“f we enter the receive state then we will remain there until there is
at least one message in the channel queue (n > 0), otherwise we will

henceforth remain in the receive state.”

Informally we can see that both the above formulae capture the behaviour of the
PAL messaging primitives. The send primitive expressed in LTL form in Formula 4.6
exactly describes the desired operation of the primitive. If the channel is full then
the process will remain in the send state until it is not full. i.e., the non-blocking
send becomes a blocking send when the capacity of the channel is reached. Similarly
a process is blocked on a receive primitive until a message is available from the
channel.

For ease of notation we have defined the behaviour for the receive primitive to be

equivalent to recv_msg(p,ch) and the send primitive to be equivalent to send_msg(p,ch).

Operations on Channels

Given the above compound formulae we can now describe how the send and receive
primitives affect the state of the channel and the state of the sending and receiving

processes.

68



For a send instruction to reach completion the channel must not be full and upon
completion of the send the channel must contain the message that is being sent
and the channel’s message count incremented. If the channel is {ull then the process

issuing the send must be blocked until the channel is not full This behaviour is

expressed in Formula 4.8.

Osend_msg(p, ch) A ps(p, prms([msg|),{...})) A

O(chan(ch,q,n,m}) A n < m)

. { OO (end.send(p,ch) A ps(p, prms({l),{..-}))

A 1D Ochan(ch, [g)|msg],n + 1, m)

to E (4.8)

Formula 4.8 says that if eventually a process p begins a send to channel ch and the
state of channel ch is eventually such that the number of messages in its queue is less
than the channel’s capacity, then in the next state eventually the sending process will
exit the send state and the channel will now have the message in its message queue.
The notation [g||msg] represents the channel as a FIFO gueue with the sent message
msg being the end, or last message in the queue, and ¢ being the rest of the queue.

A receive from a channel will complete if the channel contains at least one mes-
sage. Upon completion of the receive the message at the head of the channel should
be transferred to the receiving process, the channel message count decremented and
the message removed from the channel. If the channel is empty then the receiv-

ing process must wait until a message is available. This behaviour is expressed in

Formula 4.9.

O(recv_msg(p, ch) A ps(p,prms((]), {...})) A

O(chan(ch,[msglgl,n,m) A n > 0)
OO(end-recalp,ck) A ps(p, prms(imsg]), {. . })
A O Cchan(ch,q,n — 1,m)

to

Formula 4.9 says that if eventually a process p begins to receive a message on
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channel ch and eveninally the state of the channel is such that there is a message
available, then in the next state eventually the process will exit the receive state
with a copy of the message msg and eventually there will be one less message in the
channel., The notation [msg|g] represents the FIFO channel as a queue; msg being

the head, or the first message in the channel, and ¢ being the rest of the queue.

4.3.2 Connective Implications

In this section we define the second part of the PAL temporal logic representation
system—the connective implication. Connective implications describe all allowable
state transitions of a process as a set of temporal logic formulae in implication form.

A suitable representation must:
e be able to model the various control constructs available in the language; and
e show the effects on control variables resulting from process behaviour.
We will use the following general form of connective implication:

to |E predicate,(...) A ps(pr, prms(¢), mi(v)) =

(4.10)
O O(predicates(...) A ps(py, prms(d), m2(v)))

which is based on the form used in COL (Formula 4.1) with minor changes to better
represent PAL semantics. The caller queue g has been removed since PAL messaging
semantics have no such concept. As well we have made the message parameter,
prms(¢), an explicit part of the task state whereas in COL the message was part of
the variable array. Each predicate; is a term asserting the control state of the process
where predicate; can assume any of the basic state predicates defined earlier.
Connective implications for the processes of Figure 4.4 are shown in Figure 4.5.
We can see how the connective implications describe the allowable state transitions of
the two PAL expressions. The PAL expression for process A begins with the starting

event S, then sends a message to chanl. This behaviour is represented in connective

70



(al)

(a2)

(a3)

(81)

(52)

(63)

(b4)

(85)

init(4) A pa( A, prms([]), {}) =
Q(send msg( A, chant) A ps(A, prms{[reql), {}))

end_send(4,chanl) A ps(A, prms((}),{})} =
Q<O(recu-msg( 4, chan2) A ps(A, prms([]), {}})

end recv( A, chan2) A ps( 4, prms(lack]),{}) =
OO (recv-msg( 4, chan3) A ps(A, prms((]), {}))

end_recu( A, chand) A ps( A, prms(ireq]),{}) =
QO (send msg( A, chand) A ps(4, prms(lackl|}, {}))

end_send(A, chand) A ps(4, prms((]),{}) =
OO(init(4) A ps(4, prms({]), {}))

Connective implications for process A

init(B) A ps(B,prms({]),{}) =
OO(recv msg(B, chanl) A ps(B,prms(l]), {}})

end.recu( B, chanl) A ps(B,prms([req]),{}) =
Q¢C(send.msg( B, chan2) A ps(B, prms(|ack]), {}))

end_send(B, chan2) A ps(B,prms([]),{}} =
OO(send.-msg( B, chan3) A ps(B, prms{|req]),{}))

end_send(B, chand) A ps(B,prms({]),{}) =
OO(recv.msg(B, chand) A ps(B,prms([]),{}))

end.recv(B, chand) A ps(B, prms(lack]),{}) =
QO(init(B) A ps(B,prms((1),{}))

Connective implications for process B

Figure 4.5: Connective Implications for two process example
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implication (al). Beginning from init, the initial state, connective implication (al)
describes a possible transition of process A to a send.msg state. On completion of a
send to chanl connective implication (a2) describes the transition of process A toa
recv msg state. The remaining implications describe eack possible transition of the
process with the last implication describing how the process may return to the initial
slate.

Once again it is important to note that although the ordering of the connective
implications in Figure 4.5 is highly suggestive of the operational behaviour of the
process they are in fact just a set of LTL formulae describing all possible behaviours
of the processes. That is, each implication stands on its own as an LTL formulae
describing one particular aspect of the process behaviour. However, through the ap-
plication of Lhe inference rules 4.2, 4.3 and 4.4 from Section 4.1 we will (in Section 4.4)
be able to use these implications to obtain a sequence of program states representing
the operational behaviour of the process.

The notation m;(%;) in Formula 4.10 represents the array of process variable values
that are affected by the state transitions. As in COL the array of variable values
represent pre-conditions when placed in the antecedent of the implication and posi-
conditions in the consequent of the implication.

To show the effects of relationships among variables we will use, as in COL, sup-
plementary predicates prefixed with a “@” character. The supplementary predicates
can be added to the array of process variables to show relationships amongst the

variable values. For example

{count(p), limit(q), @leg(p, 9)}

when used as a pre-condition means:

“that the value of the variable count is some p and the value of lim:t is g

and p must be less than or equal to tj.”
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When used in a post-condition variable array the supplementary predicate allows

us to specify new variable values as a function of the other variables. For exampte
{count(p), @plus(p, 1, p1), newcount(pl)}
can be interpreted as:

“the value of count is p and the value of newcount is pl such that pl is

equal to p + 1.7

To show how these pre- and post-conditions allow us Lo describe the behaviow
of the various PAL control constructs we present the following two examples. For
each example we first give a PAL code fragment then the fragment represented in

connective implication form and finally a briel explanatory paragraph.

Example 1

send(chanl, ack);

case

o o = o

count < 2:

10 do_activity.2;

11 STP(count, count + 1);
12 receive{chan2, ack) |

13 count >= 2:

14 do.activity_a;
15 STP(count, count — 1};
16 send(chand, done)

17 endcase;

18
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(CH1) end send(4,chanl) A ps(A, prms([]), {count(z), @lss(z,2)}) =
o ( recv msg(A, chan2) A )
ps(A, prms({]), {@plus(z, 1,y), count(y)})

(CI2) end.send(A,chanl) A ps(A, prms(]]), {count(z), @geq(z,2)}) =
send msg( A, chand) A

ps(A, prms([done]}, {@minus(z, 1,7), count(y)})

This first example shows how the case construct is represented in connective im-
plication form. The case construct in this example has two alternatives, count < 2
and count >= 2 with one connective implication clause describing the behaviour for
each. The post-conditions in both alternatives describe the behaviour of the STP
instruction.

We can also see from this example that the activities, do_activity.2 and do_activity.a,
are not represented in the connective implications. We assume (from Section 2.3) that

the activities are called and eventually complete correctly.

Example 2

receive(chanl,ack);
repeat
do_activity_3;
STP(count, count + 1)

e 00 =~ o !

send{chan2 req);
10 until count >= 10;
11 receive(chanb,done);

12
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(CI3) end.recv(A, chanl) A ps(A.prms(lack]), {rount(z)}) =
00 ( send msg(A, chan2} A )
ps(4, prms{[req]), {@plus(z, 1, y), count(y)})
(C14) end send(A,chan2) A ps(A, prms({]), {count(z}, @geq(x, 10)}) =
recv.msg{ 4, chand) A
ps( 4, prms((]), {})

(CI5) end.send(A,chan2) A ps(A, prms([]), {count(z), @lss(x, 10)}) =

00 send.msg( 4, chan2) A
ps( 4, prms([req]), {@plus(z, 1,y). count(y)})

This example shows a repeat loop entered following the completion of a receive
from chanl. Connective implication (CI3) describes the transition of process A from
the end of the receive state to the send_msg on chan2. The pre-conditions of impli-
cations (CI4) and {CI5) describe the behaviour of the process within the repeat loop.
Connective implication (CI4) describes the case where the process may exit the loop
and (CI5) the case where the process returns to the top of the loop. For both (Cl4)
and (CI5) the pre-conditions represent the exit condition of the loop. Again we can

see that the activities are not represented in the connective implications.

4.3.3 System State Assertions

Having developed the connective implications to describe allowable state transitions
of a process and the PAL language implications to describe the behaviour of the PAL
messaging semantics we have only to describe an appropriate system state represen-
tation to be able to axiomatically prove various system properties.

A system state assertion (SSA)? is a conjunct of the states of the individual
processes and channels of the system. In operational terms the SSA represents the

state of the system at a particular instant in time. The general form of an SSA in

2\We refer to the PAL expressions as system specifications rather than as program statements
therefore our SSA is essentially equivalent to Karam's PSA.
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PAL is:
(predicate; A ps{py, ™1(v1))
A(predicates A ps(pz, ®2(v2))

A (predicate, N ps(Pn, ®nlvn))
to = 4 \ (4.11)
chan(ch,, q,ny,m,)

A Achan(ch,, g3, m2,m3)

Achan(chy, gn, T, M) J
Where predicate; is the execution state of the process p and m;(v;) is an array of
process variable values. The predicate; can assume any one of the basic predicates
defined in Section 4.3.1. Each process state and channel state term may be prefixed
by either a © or (O© temporal operator.

The initial state of a system is asserted as a special S5A—the initial-SSA. For
example to describe the initial state of the two process example of Figure 4.4 we can

asserl:
\

[ O(init(A) A ps(4, {}) A
i | OtnitB) A pa(B ) S
Ochan(chanl,|],0,1} A Ochan(chan2,[],0,1) A

| Ochan(chand, [],0,1) A Ochan(chand, [],0,1)

If we wished to express the fact that at a certain instant process A was afier As,
process B was at Bg and the appropriate channels contained messages then we could

assert:

’ (OO(end send(A, chanl) A ps( A4, prms((]), {})) W
" A O O(recv-msg(B, chand) A ps(B, prms({}),{})) | (4.13)
A O Ochan(chanl,[],0,1) A OOchan(chan,[ack],1,1)

| A Q Ochan(chan3, [regq],1,1) A OOchan{chan4, [],0,1) |
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For the remainder of the thests we will refer to the above temportal logic represen-

tation system consisting of the connective implications, PAL language implications

and the initial-SSA as the PAL Temporal Representation or PTR.

4.4 Deducing a Tree of Program States

PTR gives us an axiomatic representation for PAL which with some experience can be
manipulated to prove various things about a specific system. However our objective
in pursuing the above development was to realize a means of producing a global state
graph from a set of PAL expressions. We want to manipulate the PTR elements in
such a way that we can produce a tree of system states representing the behaviour of
the system. In this section we outline an inference engine similar to that developed in
[Kar87] that will automatically apply inferences to produce a tree of program states.

Since an SSA is in effect a snapshot of the system at a particular instant in time
we can view a sequence of successive S5A as representing the operational behaviour
of the system over time. A transition from one system state to another represents
the execution by the system of one indivisible operation. We show by way of example
how an inference engine can apply the elements of PTR to generate a sequence of

SSA. We restate the inlerence rules 4.2, 4.3 and 4.4 here for convenience.

if EPACQand E Q = QO0Rthen E P A QOR  (4.2)
if EPAQOQand E @ = QORthen EP A QOOR  (4.3)
if EPAQRand EQ = OO0Rthen EP A QOR  (44)

To make inferences the inference engine unifies the state of one process in the
SSA with the antecedent of either a connective implication or a language implication.
The consequent of the implication becomes the next state of the process in the new
SSA. The new process may assume new variable values in the new state as a result of

the application of the post-conditions of the implication. Thus each successive SSA
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represents the change in state of only one of the processes. This inference process
is illustrated for the two PAL expression example of Figure 4.4 (page 65). We show
the change in state of process A from the initial state, Formula 4.14 below, to a next
state, Formula 4.15.

We begin with the initial-SSA below:

[ O(init(A) A ps(4, prms(l), {})
_ | A Onit(B) A pe(Bprms((), (1) } w14)
A Ochan(chanl, [},0,1) A Ochan{chan2, [},0,1)

| AOchan(chand,[],0,1) A Ochan(chand, ,0,1) |

and the connective implications of Figure 4.5 (page 71). From the initial-SSA
we deduce a new SSA (Formula 4.15) by applying inference rule 4.2 and connective

implication (al). We show the deduction process in proof format below.

For ease of presentation we make the following substitutions:
A O(init(B) A ps(B,prms([}),{...}))
(s1) P for AOchan(chanl,[],0,1) A Ochan(chan?,(],0,1) in (4.14)
AOchan(chand,[|,0,1) A Ochan(chand, (},0,1)
(s2) @ for init(4)Aps(A4,prms((]),{...}) in (4.14) & (al)
(s3) R for send msg(A,chanl) A ps(A,prms([req]),{...}) in (al)

A proof showing the transition of process A from the init state to the
send.msg state

(1) OQAP  (4.14) [s1,52]

(2) Q= QOR (al) [s2,s3]

(3) PAQOR 1,2,(4.2)

. The format of the deduction is as follows: each line of the proof is given a numerical

label as in (1); the second column is a formula or assertion and the third column gives
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( initial-SS4 4.14 w

/ \
( SSA 4.13 > ( ssAsi6 )

T~ T~ |

Figure 4.6: Beginnings of a State Graph

a basis for the validity of the formula or assertion from the second column. Applicable
substitutions are given by name ir brackets in the third column.

Line (3) of the proof with the substitutions removed is the new deduced S5A 4.15

below:

' QO(s;nd_msg(A,chm) A ps( A, prms((req)), {1) |
_ | AOGit(B) A ps(B,prms([). (D) )
T A Ochan(chanl, |],0,1) A Ochan(chan2,[},0,1) '

| AOchan(chang, [],0,1) A Ochan(chand, [],0,1)

In a similar manner we can also deduce SSA 4.16 from the initial-SSA by making

a different set of substitutions and applying connective implication (bl) instead of

(al).

[ O(init(A) A ps(A, prms([]),)) ‘
= A O O(recv_msg(B, chanl) A ps(B, prms([}),)) | (4.16)
AOchan(chanl, [],0,1) A Ochan(chan?,|],0,1)

| AOchan(chand, [],0,1) A Ochan(chand, (],0,1)

From both of these two new SSA we can by applying appropriate substitutions
derive other next state SSA from which we can deduce more SSA, ete. If each deduced

SSA and a record of which current SSA it was deduced from is somehow recorded
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present state SSA queue @ = nitial-SSA

list of generated next states £ = empty list

start inference engine

remove first SSA from Q

infer all possible next states, next-SSA, from SS54A
and add to next-SSA set

O W

6. if the set next-SSA set is empty then
7. goto 20
8. else
9. for each next-SSA in next-SSA sel do
10. begin
11. if next-SSA is not a member of £ then
12. add next-SSA to £ and to @
13. else
14. if next-SSA 1s a member of £ then
15. discard next-SSA
16. end
17. if Q is empty then
18. goto 21

19. else goto 4
20. system-wide deadlock detected
21. terminate inference engine

Figure 4.7: Basic Inference Algorithm

then this information will constitute a global state graph for the system. The SSA
deduced from the initial-SSA and subsequent deductions to derive other SSA can be
shown graphically as in Figure 4.6.

The algorithm for generating all possible next states of a system from an initial
SSA is given in Figure 4.7

The list of generated next states £ accumulates each new SSA that is generaled
by the inference process. Also recorded with each SSA is a list of all next state SSA
deduced from that SSA. Thus, when the inference process terminates £ will represent
a global state graph for the system describing all possible system execution sequences.

In Appendix C we give a sequence of derivations using 2ll of the elements of

our temporal logic representation system that show a message being sent from one
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process to another. In Chapter § we will discuss the implementation of an inference
engine that will automatically deduce a tree of SSA from an initial-SSA and a set of

implications.

4.4.0.1 Termination of the Inference Process

Given that we can now infer new SSA from existing SSA how do we know that
eventually we will have inferred all the different possible states of the system? How
do we know that in fact the number of possible SSA is finite?

Assuming that the data space of the system is finite then there exist only a finite
number of possible states for the system. In a finite state system each variable of
the system can only take on a finite set of values. Therefore, when generating SSA
we must eventually reach a point where each new SSA has previously been deduced.
The inference engine can be terminated at this point.

This action is represented in the algorithm of Figure 4.7. Lines 11-15 of the
inference algorithm decide what action to take after deducing an SSA. If the SSA is
not a duplicate it is recorded (line 12) otherwise it is discarded (line 15). Each unique
SSA is also added to the present state queue @ from which next-SSA are deduced.
If Q becomes empty then this implies that only duplicate SSA are being deduced

therefore the inference process can be terminated.

4.4.1 Pruning Equivalent States

As was stated in Section 3.4 our motivation for employing Karam’s method to generate
a global state graph was that it would allow us to automatically generate the minimum
number of SSA that would completely represent all possible system behaviours. The
algorithm outlined in Figure 4.7 generates all possible next states from each current
SSA, however many of the resulting state sequences, as was demonsirated for Ada
in the example of Section 4.1.5, represent duplicate execution paths. What we will

show in this section is that we can improve our inference algorithm by applying the
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equivalent state pruning principles of Section 4.1.5 to the PAL environment. To be
able to apply the equivalent state pruning method we must show that the different
system execution orderings result in functionally equivalent behaviour.

If we re-examine the example of Section 4.1.5 we note that there are two conditions
which allow the one temporal logic formula {o express two computationally equivalent

program state sequences:

1. The tasks contributing to the system state sequence were task-deterministic,

therefore calls made to either task must eventually be accepted; and

9. Because of the semantics of the rendezvous we know that once a rendezvous is

started, both partners will progress to a point where the rendezvous is finished.

Thus, the semantics of the Ada rendezvous guarantee that Formula 4.5 holds.
That is, if a call is made by one task and it is eventually accepted by another task
then both tasks must eventually progress to a point where the rendezvous is complete.

However, in the PAL environment where the messaging semantics place no con-
ditions on the calling process to participate in the message reception there exists a
possible state sequence along which messages are sent but never received. Consider
the example processes of Figure 4.8. Given an infinite capacity channel, i.e., m = oo,
there exists a state sequence along which process A could repeatedly send messages
while process B would remain in the receive state forever. Thus, a temporal for-
mula similar to Formula 4.5 (page 61) asserting the eventual completion of a message
transaction would not hold for all possible state sequences.

Fortunately, in PAL, message channels have a finite capacity. Therefore along
any possible state sequence it must be the case that il a message is sent then it will
eventually be received. We demonstrate this to be the case in the following example.

Referring again to Figure 4.8 we show two PAL expressions and their communi-
cating FSM representation. Process A coniinually sends a message M on chanl and

process B continually receives messages from the same channel. We will assume that
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Process A Process B

1 PA = 1 PB =
2. Son 2. Son
3. send(chanl, M); 3. receive(chanl, M);
4 £ 4 &
PAL Expressions
Process A Process B

n<m/|-M

FSM Representation

In the above state machine representation of the PAL expressions m is the capacity
of the channel between the two processes and n is the number of messages in the

channel.

Figure 4.8: PAL Equivalent State Pruning Example
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the channel chanl has been declared to have a finite capacity of two messages. In
the FSM representation the transition condition for process A is 7 < m, where n is
the number of messages in the channel queue and m is the capacity of the channel.
Thus process A can only make a transition if the channel is not full. Similarly pro-
cess B cannot make a transition unless a message is available, i.e., n > 0. A global
state graph generated by following the inference algorithm of Figure 4.7 is shown in
Figure 4.9.

All of the different execution paths in the state graph of Figure 4.9 can be repre-
sented by the single LTL formula below:

Cat Az A Oat By = QCafter 43 A (QCafter By (4.17)

which is valid at any of the 12 global system states. Thus we can chose any one of
the states to represent the present state at time ¢y and Formula 4.17 will describe the
behaviour of the system for all possible state sequences from {.

This example shows that in PAL, process interaction via message passing through
finite capacity channels results in a number of different total system orderings. The
different system orderings can be interpreted as describing the different relative rates
of execution of the processes in the system. Fach of these is, however, equivalent
meaning that we can select one and reason with it using LTL. For example we could
pick the state sequence (3,5, 8, 10,3) to describe the behaviour of the system. In this
state sequence process A executes faster relative to process B but the sequence is still
functionally representative of system behaviour.

We can use the above knowledge to improve the inference algorithm of Figure 4.7.
Instead of generating all possible new SSA from each current SSA we need only
generate one new SSA. This indicates that we have somehow chosen one particular
state sequence. The improved algorithm is shown in Figure 4.10. The particular
state sequence that we will pick will be one such that all processes are given a equal
opportunity to progress. The selection of which process to progress from a current

SSA will be done by some selection algorithm # as indicated in line 5 of the new
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Figure 4.9: Global State Graph
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ANl ol

10.

12.
13.
14.
15.
16.
17.
18.
19.

w0 N>

present stale SSA queue @ = initial-SSA
list of generated next states £ = empty list
start inference engine
remove first SSA from @
select a process P to progress according to a
selection algorithm 6

infer next state, next-SSA, from P
if cannot infer next-SSA then

goto 18
else

if next-SSA is not a member of £ then

add next-SSA to £ and to ¢
else
if next-SSA is a member of £ then
discard next-SSA

if Q is empty then

goto 19
else goto 4
system-wide deadlock detected
terminate inference engine

Figure 4.10: Inference Algorithm with Pruning

inference algorithm.

By applying our improved inference algorithm to the PAL expressions of Figure 4.8
we can reduce the number of SSA that are needed to describe the complete behaviour
of the system. Thus the global state graph of Figure 4.9 could be reduced to the global

state graph of Figure 4.11. Of course the actual state sequence chosen to represent

the system will depend on the selection algorithm 8.

4.5 Extension to Non-deterministic Processes

In this section, we extend the PAL Temporal Representation (PTR) to handie the
non-deterministic aspects of PAL processes. The restrictions introduced in Section 4.3

on the use of the select construct and global variables are lifted Lo allow the building

of any type of PAL expression.
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Figure 4.11: Pruned Global State Graph

N

We handle non-determinism by converting it into a set of deterministic alterna-
tives. That is, at each state where the next state is non-deterministic we will consider
each next state alternative as a separate deterministic continuation of the execution
sequence. Thus each alternative in the set represents a separate process-deterministic
process preserving our ability to reason with the program sequences using LTL. Fig-
ure 4.12 demonstrates this concept graphically.

Figure 4.12(a) shows a sequence of program states ending with one process hav-
ing reached a non-deterministic construct. Figure 4.12(b) shows how each non-
deterministic alternative is converted into a deterministic execution path. Thus the
system can be viewed as being composed of n different deterministic execution se-
quences. We can represent the n sequences as one tree structure by combining the
common state sequences as in Figure 4.12(c). We will refer to this process of enumer-
aling deterministic alternatives at a non-deterministic branching point as ezpansion.

This is the same term used 1n [Kar87].
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i ({ se.lit.t%--msg(p;,cl) A } )
l _
i+ 1 ({ recv.msg(py,c3) A... } j

i+ 2 C{select(p,,sel)/\...} j
!

7 (3)

D GO0
G (DG

Figure 4.12: Enumerating Deterministic Alternatives
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There are two sources of non-determinism in PAL semantics:

o the select construct — the execution sequence following a select construct is non-
deterministic by the construct’s own definition. Depending on the values of the
process variables of which the construct’s guards are composed and the execu-
tion state of the other processes there may be one or more possible execution
alternatives. The open alternatives of each select construct must be expanded
into a new SSA. Any alternative that is closed in the present state, i.e., the
alternative is disabled, could not have been picked as a possible execution path

and therefore does not need to be considered during expansion.

o the use of global variables — global variables can be read into a process or
modified by a process at any time. We cannot assume a particular ordering
of the writer and the reader processes which access the global variable because
of their non-deterministic rates of execution, therefore we must account for all
possible values that the global variable could have assumed at the i{ime that
it is read. Thus when a process executes either an RDS primitive or an STS
primitive we must perform expansion to generate new SSA enumerating all the
possible values that the global variable could have assumed at that point in the

system execution.
To modify our generator to handle non-deterministic statements we must:

1. Modify the connective implications to allow the expression of the select con-

struct and global variables;

2. Modify the inference algorithm to allow expansion.

Non-deterministic State Predicates

To begin the modifications we define the following predicates:

select(p,sel) — The select predicate is true if process p is ready to execute the select

construct at the program location sel.

89



end select(p,sel) — end select is true if process pis at the end of the select construct

at sel.

rds(p,at) — The rds predicate with two arguments is true if process p is ready to

execute the RDS instruction at the program location at.

rds(p,at,sv,pv) — The rds predicate with four arguments is true if process pis reading
the system variable sv at the process location at. The value of the process

condition variable pv assumes the value of the system condition variable sr.

end_rds(p,at) — The end_rds predicate is true if process p has finished reading the
system variable svand the process variable pv has assumed the value of sv. The
location of the RDS primitive in the process is indicated by the unique place

name at.

sts(p,at) — The sts predicate with two arguments is true if process p is ready to

execute the STS instruction at program location at.

sts(p,al,w(sv)) — The sts predicate with three arguments is true if in the present state
process p is modifying the value of the system variable sv. The argument (sv)
is a structure similar to a post-condition array which allows the value to which
sv will be modified to be determined as a function of the process variables. For
example, {pv(z), @plus(z,2,y),sv(y)} would cause the system condition variable
sv to be modified to a new value that is a function of the current value of process
variable pv. The location of the STS primitive in the process is indicated by

the unique place name at.

end.sts(p,at) — The predicate end_sis is true if process p has finished setling the

system variable su.
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These predicates will be added to our vocabulary for constructing connective

implications. As well we define one new form of connective implication below:

r W (gv,) — OO(predicate; A ps(py, prms{¢1), 71(v1)) ]
¥a(gv2) — OO(predicates A ps(pz, prms(¢a), ma(vz))

-

select(p, sel) ::= ¢

| ¥n(gvn) = OO(predicale, A ps(pa, prms($n), Ta(tn)) |
(4.18)

Each alternative of the select construct is defined as a possible consequent of the
select connective implication. The guards #;(gv;) are composed of process variables
in the same manner as a pre-conditior array of variable values. Supplementary pred-
icates are aliowed as part of a guard.

To handle global variables we modify the general form of the initial state assertion

and SSA to add an array of system variables II(sv} as below:

O(init(py) A ps(py, prms(...), 71(n1)))

A Olinit(ps) A ps(pa, prms((]), ma(v2))) | A
AL

E { All(sv) > (4.19)
Ochan(chan,, gy, 1y, M)

A | AOchan(chans, gz, na, ms)

AL

Initial SSA

The following example illustrates how the new predicates and connective implica-

tions work.
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OO (select(4, s1) A ps(A, prms((]), {pvi(true), pra(5)})) A )
OO(recvmsg( B, chanl) A ps(B,prms([]), {vari(3)})) A
OO(send msg(C,chan2) A ps(C,prms([M]), {})) A

E { {s0,(2), sv2(false)} A \ o (4.20)
Ochan(chanl, [],0,1) A
OCchan(chan2, [M, M],2,2) A
Ochan(chan3, [],0,4)

Current SSA

'3

{pvi(true)} —

| i ( (4, prms(lack]), (1)
select(A,sl) = 1 )
O<O(send-msg(A, chanl) )

~ps(A, prms([req]), {}))
. (4.21)

QOO (send msg( A, chanl) ) 1

{pva(z), geq(z,3)} — (

\

Connective Implication

Given the current SSA and connective implication above we can invoke expansion
on the select construct in process A to infer the two new SSA (4.22) and (4.23) below.
Two SSA are generated from the expansion since the guards of both select alternatives
in the connective implication are apen in the current SSA. i.e., in the current SSA
4.20 the process variable, pv;, is true and the process variable, puy, has a value of
5, thus both guards are open. Because the alternative that would be chosen in an

actual implementation is non-deterministic both alternatives must be enumerated.

92



QOO(send msg(A, chan3) A ps(4, prms(ack], {pv,(true), pvo(5)})) A ‘
OO(recv_msg( B, chanl) A ps(B, prmsi}, {varl(3)})) A
OO(send.msg(C, chan?) A ps(C, prms|M], {})) A

= { {su1(2), sva(False)} A | >
Ochan{chanl, [],0,1) A
OOchan(chan2, [M, M],2,2) A
Ochan(chand, [],0,4)

(4.22)

OO(send msg( A, chanl) A ps(A4, prms{reg|, {pvi(true), pv2(5)})) A \
OO(recv.msg(B, chanl) A ps(B, prms|], {var,(3)})) A
OO(send-msg(C, chen2) A ps(C,prms[M],{})) A

= { {sv,(2), svo(false)} A 4
Ochan(chanl,(],0,1) A
OCchan(chan2, [M, M},2,2) A
| Ochan(chans, [),0,4)

7

(4.23)

To ensure that all possible alternatives are open at a select construct the selection
algorithm @ must be set such that all processes are progressed as far as possible before
invoking expansion. This will ensure that every alternative of the select construct has
a chance to be open. In the above example, expansion of the select construct was
the only option since both of the other processes were blocked on a message channel.

However, what if the current SSA had been:
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OO(select(A, s1) A ps(A, prms]], {pvi(true), pva(5)})) A 1
QO(recvmsg(B, chanl) A ps(B, prms{], {var(3)})) A
QOC(sendmsg{C, chan2) A ps(C, prms[M], {}))A

E ¢ {sv1(2), sva false)} A 3 (4.24)
OCchan(chanl,|req],1,1) A
OCchan(chan?2, [M, M],2,2) A
Ochan(chand, [}, 0,4)

\ 7

Now channel chanl, rather than being empty contains one message and is therefore
full. In this case the inference engine would have had a choice as to whether to expand
the select construct or to infer a new SSA by allowing process B to progress. If
expansion was performed first then only one new execution path would be enumerated
instead of two. The second select alternative (a send.msg to chanl) would be blocked
because chanl is full to capacity. If instead we inferred a new SSA first, i.e., allowed
process B to receive a message from chanl, then both select alternatives would again
be open during expansion.

When enumerating possible alternative execution paths we must consider the facl
that the SSA from which expansion will occur was reached by following one of possibly
many equivalent total system orderings. For example, process X of a certain system
could have reached a select construct expansion point by following one of possibly
many different total system orderings. Suppose that we were able to examine the
system states at which process X was at a select construct for each of the different
total orderings. For each of these system states process X would be at the select
construct but each of the other processes in the system might be in any other control
state, e.g., send_msg, recv.msg, etc. The differing process states result from the fact
that each different total system ordering assumes different relative rates of execution
for the system processes. Recall that for the select construct, whether or not a

select alternative is open is determined indirectly by the execution state of the other
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processes. Therefore it is possible that for each different system ordering where the
expansion point is reached we would enumerate a different set of alternative execution
paths. This is the case with SSA 4.24 above. By invoking expansion directly from
SSA 4.24 only one alternative execution path would be enumerated. If a different
total system ordering was followed, i.e., the ordering where process B receives a
message from chanl first and then process A arrives at the select construct, then
two alternative execution paths would be enumerated during expansion.

To ensure that all possible alternative execution paths are enumerated during
expansion we must ensure that all of the possible alternatives that would be open for
each of the different system orderings are included. One system ordering that ensures
that all possible alternatives are open is the ordering where all processes, except for
the process at the non-deterniinistic consiruct, have progressed a far as possible, i.e.,
to a point where they must wait for some event. At the SSA where the one process
is at an expansion point and all other processes have progressed as far as possible
we can apply expansion. Similazly for global variables we must apply expansion at a
point where we can enumerate all the possible values that the global variable could
have assumed at that point in its execution.

Thus, a modified expansion algorithm to ensure that all possible alternatives are

enumerated is as follows:

1. Infer new system states by following the normal inference algorithm until a state

is inferred in which a process is at a non-deterministic construct (select,RDS

or STS), then

2. Deduce new system states representing the progress of all processes until all
processes have reached either 2 non-deterministic construct, (select, RDS or
STS) or a message wait state (a receive on an empty channel or a send to a

full channel).

3. Apply expansion for each non-deterministic alternative represented by this state.
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(c1) end-recu(B,chanl) A ps(B, prms([reql), {}) =
OC(sts(B,s1) A ps(B, prms({]}, {}))

(c2) sts(B,sl) A ps(B,prms(|]),{}) =
OO(StS(B’31r{var1(m):5vl($)}) A ps(B,prms([]),{}))

(c3) sts(B,sl,{var(z),sv\()}) A ps(B, prms([i}, {var(z)}) =
Q(end sts(B, s1) A ps(B,prms({]}, {@(z1 = = + 1),var(z1)}))

(c4) end_sts(B,sl) A ps(B,prms([]),{}) =
QO (recv-msg(B,chan2) A ps(B, prms({]),{}))

(c5) rds(A,71) A ps(4,prms({]), {}) =
OO(rds(A,r1,{svi(y), pus(¥)}) A ps(A, prms({]), {}))

(c6) rds(A,r1,svi(y),pv1(y)) A ps(A, prms((]), {}) =
OO (end-rds(A,71) A ps(4, prms({]), {}))

(e7) end.rds(A,r1) A ps(A, prms((]),{})) =
QOC(send-msg(A, chanl) A ps(A, prms([ack]),{}))

Figure 4.13; Connective Implications for RDS/STS Example

The following two examples show how the modified inference algorithm performs
expansion for the global variable constructs RDS and STS. We will refer to the seven
connective implications of Figure 4.13.

In the first example we will use SSA 4.25 below as the current SSA.

' QO(rds(A,r1) A ps(A, prms|ack], {pvi(true), pra(5)})) A ‘
QO(recv.msg( B, chanl) A ps(B, prms|], {verl(3)})) A
QO(send msy(C, chan2) A ps(C, prms{M},{})) A

E { {sv1(2), sva( false)} A > (4.25)
Ochan(chanl, [],0,1} A
OCchan(chan?, M, M],2,2) A
Ochan(chand, [}, 0,4)
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In SSA 4.25 process A is at an rds primitive, process B is waiting to receive a
message from chanl and C is waiting to send a message to chan2. In this current
SSA process A 1s at a non-deterministic construct so the next step in the expansion
algorithm is to advance all other processes to either a waiting point or to a non-
deterministic construct. Since both processes B and C are already blocked at waiting
points the conditions of step 2 are already met therefore we can go to step 3 and
apply expansion to the current SSA. To expand the current SSA the inference engine
applies connective implications (c5), (¢6) and (c7) to yield the new SSA below.

4

OO(send.msg( A, chand) A ps( 4, prms(ack], {pvi(true), pva(2)})) A ]
OO(recv_msg(B, chan2) A ps(B, prmsl}, {var:(3)})) A

QOO (send.msg(C, chan2) A ps(C, prms[M),{})) A

B {s01(2), sva false)} A >
Cchan(chanl,[],0,1) A

Q< chan(chan2, [M, M],2,2) A

Ochan{chan3, [],0,4) ¢

(4.26)

The first thing to note about the above SSA is that the inference engine considers
the transition of a process from the end of one instruction to the beginning of the next
instruction to be one indivisible operation. Thus, the SSA of equation 4.26 represents
the transition of process A through one indivisible operation. The inference engine
used connective implication (c5) and (c6) to advance process A to the end_rds state
and then immediately applied connective implication (¢7) to advance process A to
the send msg state. Thus, the three inferences using connective implications (c5),
(c6) and (cT7) are represented as one indivisible operation.

Only the one SSA resulting from the expansion on the current SSA implies that
the system variable sv, could have only one possible value at this system state. Any
other process that could have modified the value of sv; and thus given rise to an

alternative SSA was blocked at 2 message waiting point.
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In the second example we use the following SSA as the current SSA:

'

OO(rds(A,71) A ps(A, prmsl), {pui(true), poa(8)}) A |
OO(recv . msg(B, chanl) A ps(B, prmsi|, {ver,(3)})) A
QO(send_msg(C, chan2) A ps(C, prms[M],{})) A

E { {sv3(2), sva( false)} A L (4.27)
Ochan(chanl,[reg|,1,1) A
(OCchan(chan2, (M, M],2,2} A
Ochan(chand, [],0,4)

. /

In this current SSA chanl now coniains one message whereas in the current S§A
4.95 from the last example chanl was empty. Since process A is agmin at a non-
deterministic construct we must apply expansion. We begin the expansion process by
progressing all other processes (B and C) as far as possible. SSA 4.28 below represents
the system state where process A is at a non-deterministic construct and all other

processes have progressed as far as possible.

r

OO(rds(A,71) A ps(A, prms]], {pua(true), prafS)) A |
O<(sts(B, s1) A ps(B,prmas|], {var,(3)})) A
OO(send msg(C, chan2) A ps(C, prms(M}, {})) A
= { {on1(2), sua( false)} A L (428)
Ochan(chanl,[],0,1) A
QCchan(chan2, [M, M), 2,2) A
Ochan(chan3, [],0,4)

. 4

To reach the above SSA 4.28 the inference engine combined connective implication
(c1) with process B in the current SSA 4.27. Process C is still blocked wailing to
send a message to channel chan3. In the above SSA each process is either at a non-

deterministic construct or is at a message waiting point. The inference engine can
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now apply expansion to the above SSA to yield the two new SSA below:

,

)0 (send.msg(A, chan3) A ps(A, prms{ack], {pvi(true), pa(2)})) A |
OO (sts(B, s1) A ps(B, prmsf], {var:(3)})) A

* QO(send msg(C, chan2) A ps(C,prms{M|, {}))A

= ¢ {s01(2), sva( false)} A L
Ochan(chanl, [},0,1) A
OOchan(chan?, [M, M],2,2) A
Ochan(chan3, [],0,4)

(4.20)
[ OO(rds(A,71) A ps(A, prms[], {pvi(true), pa(5)})) A
QOO(recu_msg( B, chan2) A ps(B,prms[}, {var,(3)})) A
QC(send msg(C, chan2) A ps(C,prms[(M],{})) A
E { {sv1(3), sv2(false)} A . (4.30)
Ochan(chanl, [],0,1) A
QO<Cchan(chan2, [M, M],2,2) A
| Ochan(chand,|],0,4)

In applying expansion to the SSA of equation 4.28 the inference engine enumerates

7/

iwo new SSA representing two deterministic execution paths. SSA 4.29 was reached
by combining process A in the current SSA with connective implications (c5), (<6)
and (c7). SSA 4.30 was reached by combining process B in the current SSA with
connective implications {¢2), {(c3) and (c4). The two new paths represent the non-
deterministic outcome of the access to the global variable sv;.

A new inference algorithm which includes the expansion algorithm for handling
non-deterministic constructs is given in Figure 4.14.

SSA 4.29 represents the path where process A executes faster relative to process B.
In this SSA the RDS instruction executed by process A will retrieve a value of 2 for
the system variable pv,.

The second execution path, SSA 4.30, represents the case where process B is

faster relative to process A. In this SSA the RDS instruction that will eventually be
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11.
12.
13.
14,
15.
16.
17.

18
19.
20.
21.
22,
23.
24,
25.
26.
27.
28,
29.
30.
31.
32.
33.

present state SSA queue @ = initial state
list of generated next states L = empty list
stari inference engine
remove first current 55A from Q
select a process Pr {rom the current SSA to progress according
to a selection algorithm 8
if no process can progress then
goto 32
if Pr is at a non-deterministic construct (RDSSTS,select) then
begin
progress all other processes until either they are
blocked waiting for a message or they reach
a non-deterministic construct (RDS,STS select)
infer all possible next states from Pr
for each next-state
if next-state is not a member of £ then
add next-state to £ and to @
else
discard next-state
end for
end
else
begin
infer next-state from Pr
if next-state is not a member of £ then
add next-state to £ and to @
else
if next-state is a member of £ then
discard next-state
end
if @ is empty then
goto 33
else
goto 4
system-wide deadlock detected
terminate inference engine

Figure 4.14: Inference Algorithm with Expansion
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executed by process A will retrieve a value of 3 for the system variable puv,.
Thus, the non-determinism present in the access to a global variable is represented
by the two new SSA. Since we cannot assume that the reader process is faster relative

to the writer process, or vice versa, then we must account for both possibilities.

4.6 Chapter Summary

In this chapter we developed a temporal logic representation system, PTR, for PAL
Temporal Representation, to describe the behaviour of PAL expressions. PTR is
based on work done by G.M. Karam in [Kar87]. The temporal formulae of which
PTR is composed, when manipulated by a suitable inference engine, will produce
a tree of system state assertions or global state graph which can be interpreted as
showing the behaviour of the system over time. In the next chapter we discuss a means
of verifying this global state graph against a specification expressing correct temporal
behaviour for the PAL system described by the PTR formulae. If the specification
of temporal behaviour is satisfied on the global state graph then we can say that the
graph, and hence the PAL expressions from which the graph was derived, is a valid

representation of the user’s requirements.
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Chapter 5

Model Checking

In this chapter we discuss the development of the model chuecker part of our verification
system. Our model checker is based on the model checking approach outlined in
Chapter 3 (Section 3.4.5) and first proposed in [CES83]. We begin this chapter with
an overview of the method and then move on to the details of applying it in the PAL

environment.

5.1 The Model Checking Approach

Figure 5.1 shows a global state graph for a simple finite state concurrent system.
Values for each of four state variables are shown for each ol the six states in the
system. In the model checking approach this global state graph is considered to he
an implementation or model of the system under analysis. If it can be shown that
the model i‘s correct with respect to a specification then the system description from
which the model was derived must also be correct with respect to the specification.

The specification against which the model is checked is expressed as a BTL For-
mula F which describes certain correctness properties (Section 3.3) relevant to the
system under analysis. In general, multiple correctness properties can be expressed in

F as a conjunct of BTL terms where each of the terms f; is 2 BTL formula describing
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Figure 5.1: Model Checking: State Graph Example

some correctness property that any valid implementation of the specification must
meet. The correctness formulae are composed according to the normal rules for BTL
as given in Chapter 3.5. Each formula is composed of immediate assertions on the
state variables of the system under analysis.

For our example system, of which the state graph of Figure 5.1 is a model, a
specification describing correct temporal behaviour must be composed using the state
variables a,b,c and d. We will assume that the BTL formula below describes the

correct temporal behaviour for the system represented by Figure 5.1.

(VO(a < 4) A YO-(b=true) A IO(c > 3) A 30(d = true)} (5.1)

To prove that the model of Figure 5.1 is a correct implementation of this specification
it must be shown that the BTL formula is satisfied on the model. For Formula §.1
to be satisfied on the state graph the formula must be valid at each of the six system

states in the graph. In the following sections we discuss an efficient algorithm (the
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model checking algorithm) to determine whether or not a BTL formula is satisfied on

a state graph.

5.1.1 The Model Checking Algorithm

The model checking algorithm is designed such that when it completes each state of
the state graph will be marked with the terms f; and formulae F that are satisfied
at that state. If for all states s; in the model, F is marked at s; then the model is
correct with respect to the specification,F.

The algorithm for marking the model must be able to handle the ten different
allowable forms of a BTL formula. We restate in the table below the ten allowable

forms of BTL formulae:

f ﬁf f1Vf2 f]f\fz
VOf |30f | VvOf | 3of [VOT 30Tt

|
#
|

Table 5.1: Allowable forms for BTL formulae

Each f in the table is an immediate assertion on the state variables of the system,
e.g., (e < 3) is a valid immediate assertion for the system represented by the graph
of Figure 5.1. Well formed BTL formulae are composed by treating formulae in one
of the above forms as a subformula term and substituting it back as fin one of the
forms above. For ease of explaining the model checking algorithm we will assume
that a specification F is composed only of simple immediate assertions in one of the
ten basic forms above.

As is evident {rom the above table we have chosen to use the simple BTL system
UB? proposed by [BAMP81] rather than the more expressive CTL* ? used by Clarke
et.al., in their development of the model checking method[CES83|. For our purposes

we can express all basic correctness properties in BTL without having to deal with

1UB for Unified system ofBra.;lchn;g time logic
2Computational Tree Logic
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the additional complexity of CTL*. In any case once a model checker for PAL has
been developed using BTL we could then modify it to handle CTL* expressions.

To be able to mark the validity of a BTL formula F at each state in the the model
we bhegin by assuming that the truth value for each immediate assertion of which F
is composed can be determined at each state of the state graph. Our state graph
model in fact contains the actual value for all valid state variabies of the system at
each node of the state graph. The truth value of the immediate assertion ai any node
in the graph is determined by substituting the actual value of the state variable in
the immediate assertion and evaluating the expression. For example if the immediate
assertion was (¢ < 3) then substituting the actual value for a at each node would
yield the truth value for the assertion at that node. For example, the truth value of
the immediate assertion (a < 3) at state 1 of the state graph of Figure 5.1 is true.

Given that we can determine the truth value of each immediate asseriion in F
at each node of the state graph then the validity of F at state s; can be determined
according to the following model checking algorithms. The state s; at which we wish
to determine the validity of F is considered to be the present state sq in each of the

following cases. We first present the four non-temporal forms of F.

5.1.1.1 Non-temporal Forms

For the four non-temporal forms of a BTL specification the validity of F at a state
sy depends simply on the truth value of the immediate assertion(s) in the current
state. The current state, sp, is marked as satisfying F if the formula is true at so. For
example, if F = (a < 3) A (d = false) then for the state graph of Figure 5.1 f would
only be satisfied at states 3 and 6.

5.1.1.2 Temporal Forms

As should be expected for the non-temporal forms, the validity of the specification

depends only on the system variable values in the current state, so. However, the
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validity of the temporal forms of a BTL formula at s, depends not only on the
variable values at sq but also on the variable values along each of the state sequences
starting at s, i.e., the validity of a temporal formula in the present depends on the
behaviour of the system in the future.

The model checking algorithm is actually a set of algorithms, one for each of the
valid BTL operators. Each of the algorithms is similar in that a depth-first search is
made starting at the current state sg and proceeding through the branches of the state
graph. The search proceeds according to the definition of the temporal operator and
terminates when the validity of the formula at the present state has been established.

The checking algorithms for each of the temporal operators is based on a fizpoint
characterization of their definitions|CES83]. That is, each of the operators can be
defined in terms of a condition in the current state and a condition along all state
sequences stzrting in the current state. The conditions in the current state and the
state sequences starting in the current state are termed, respectively, the least and
greatest fixpoints. The fixpoint characterizations for each of the temporal operators

is given below:

vOf = f A VO (VOF) (5.2)
3of = f A 30 (30f) (5.3
VOf = f v VO (VOf) (

3Of = f v 30 (30f) (5.5

The YO and 30 operators do not have fixpoint representations since their validity
depends only on the next state to the current state.

As is shown by the above fixpoint characterizations of the temporal operators, the
model checking algorithms consist basically of a recursive test for the truth value of f
in the current state. For example, for the YO operator, VOf is true at so if and only if
f is true at sq and for all immediate successor states s; of sq, VOf is true at s;. Thus

the truth value of VOf at so depends on the truth value of f at 3o and on the truth
value of VOf at each s;. |
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To explain the checking algorithm for the temporal forms we will begin by ex-
plaining in detail the algorithm for the VO operator. Detailed descriptions, in the
form of self-documented Prolog code, for each of the model checking algorithms can
be found in Appendix D.

The algorithm is explzined in pseudo code format in Figure 5.2. The boolean
variable visited(s) is used to indicate that the algorithm has previously visited the
node sy. The function true_at determines the truth value of the immediate assertion
f at the current node of the graph sq.

The first parc of the algorithm (lines 1 to 10) serve to initialize the model checker
by seiting the variable visited to false for each state. The visited flag is set true
as each state is visited during the algorithms depth-first search of the graph. Lines 4
to 9 call the function check for each state in the graph. check determines the validity
of YO F al a given state s; on the graph.

The function check(F,s;) is a direct implementation of the fixpoint character-
ization of the VO operator. The recursive calls to check(F,s;) in line 24 cauze a
depth-first search of the state graph. The function true_at at line 18 determines the
true value of the immediate assertion f at the current node. If at any node it is found
that fis not true then the function returns false. This false value is propagated back
to the first part of the algorithm causing it to halt. Only if YO fis valid at all states
iu the graph is the graph considered to be a valid implementation of the specification.

Since the state graph has only a finite number of states a depth-first search along
one branch of the graph must eventually end with a state that has already been
visited. Having reached a state that has already been visited and knowing that no
states at which f is false have yet been found (otherwise the algorithm would have
halted) the algorithm can safely conclude that f is true for the branch of the graph
that is currently being investigated. Hence the return statement at line 14 when a
state is reached that has already been visited.

The checking algorithms for the temporal forms 30f, VOf and JOf are similar
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15.
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22,
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24,
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26.
27.
28.
29.
30.
31.

O 0~ W

for all states s; in the Model do
visited(s;) := false
end for
for all states s; in the Model do
if check(¥F,s;) then -
marked(F,s;) := true

else
halt
end for
success.

function check(F,s;)
if visited(s;) or marked(f,s;) then
check(F,s;) := true
return
else
begin
visited(s;) := true
if not true.at(f,s;) then
check(F,s;) := false
return
else
begin
for all immediate successor states s; of s; do
if not check(F,s;) then
return
end for
check(F,s;) := true
return
end
end
end function

Figure 5.2: Model Checking Algorithm for YO
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to the above algorithm with the main differences being the conditions for which the
function check returns the value false. For example, for the 3O operator line 23 of
the above algorithm would be:
23. for some immediate successor state s; of s; do

i.e., check will return false only if there is not at least one successor state to 5o at
which 301 is true.

Again, the algorithms for each of the temporal operators follow directly from their
fixpoint characterizations.

For the two nezt-fime temporal operators, ¥ and 3(), the checking algorithms
are fairly straightforward. For a formula V() f the function check is given in

Figure 5.3.

1. function check(F,s;)

2. check(F,s;) := true

3. for all immediate successor nodes s; of s; do
4. if not true_at(f,s;) then

5. check(F,s;) := false

6. return

7. end for

8. return

9.

end function

Figure 5.3: Model Checking Algorithm for YO

For a formula 3 () f the function check is given in Figure 5.4.

1. function check(F,s;)

2. check(F,s;) := false

3. for some immediate successor nodes s; of s; do
4. if true.at(f,s;) then

5. check(F,s;) := true

6. return

7. end for

8. return

9.

end function

Figure 5.4: Model Checking Algorithm for 30

109



To handle a specification of arbitrary complexity the above checking algorithms
are applied successively to the subformulae of the specification. The specification is
first decomposed into simple BTL assertions whose validity is checked and marked
on the graph. The simple assertions are then combined to form the next higher
level subformula of the specification. The graph is then checked and marked for this
subformula. The successive building up and checking is continued until the original
formula is checked and marked on the graph. Note that by marking the graph for
each formula and term of a specification we can eliminate the need to check the graph
for other formula containing the same terms. For example, if the BTL assertion
VO(e < 3) was a term in a number of higher level formula within the specification it
would only have to be checked and marked once on the state graph.

Clarke, et.al., in their series of papers [CES83](CBES85][CES86][Bro86) on the
model checking approach only presented and discussed the complete model checking
algorithm for the CTL operator YI{. Using the same approach as was given for the
VU operator we derived the model checking algorithuns for each of the six temporal

operators that we are using.

5.1.2 An Example

The BTL formula given as Formula 5.1 specifies the correct temporal behaviour re-
quired of some simple system. The state graph of Figure 5.1 describes, in terms of
system state sequences, the actual temporal behaviour of a proposed system which we
believe will satisfy the requirements as given by the specification. We wish to know
if the state graph is in fact a valid model of the specification, i.e., is the specification
satisfied on the state graph?

To check the validity of the specification for the state graph of Figure 5.1 we begin
by decomposing the specification into its four simple BTL assertions YO(z < 4),
YO(b = true), 3O(c > 3) and 30(d = true)} . We then use the appropriate checking

algorithm to mark the state graph for each of the temporal terms. Once each state in
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the graph is marked with the terms that are valid at that state we can visit each state
to determine the validity of the complete specification at that state. i.e.,if VO(z < 4)
and V(b = true) and 3O(c > 3) and 30(d = true) are each marked (true) at s; then
the complete specification is valid for s;. If the specification is valid for all states in
the graph then the graph must be a valid implementation of the specification.

The marking algorithm for the first term YO(a < 4) begins at state 1 of the graph.
State 1 has not yet been visited, therefore visited(1) is set true and the truth value
of the immediate assertion {a < 4) is determined at state 1. We find that (a < 4)
is true at state 1 therefore check is called recursively for each immediate successor
state of state 1. In this case state 2 is the only successor state of state 1.

The function check is called for state 2. State 2 is marked as visited. The
immediate assertion (a < 4) is true at state 2 therefore check is called for each
successor state to state 2. States 3 and 4 are the only immediate successor states of
state 4.

At state 3 visited{(3) is set true. Since (a < 4) is true at state 3 the function
check is called for each successor state of state 3, in this case only state 2.

At state 2 we find that visited(2) is true therefore we return to the last call on
check {state 3). Since all successor states from state 3 have been found io satisfy
{(a < 4) we can return to the last call on check (state 2).

Back again at state 2 we have found that (a < 4) is satisfied for the state sequence
starting at state 3. Now check is called for the second of state 2’s successor states,
i.e., state 4.

At state 4 (a < 4) is true therefore check is called for each of state 4’s successor
slates, states 5 and 6. etc...

This recursive calling of check is continued until either VO(a < 4) is marked at
each stale or (a < 4) is found not to be true at a certain state in which case the
algorithm is halted. If the checking algorithm was allowed to continue it would find

that VO(a < 4) is valid at all the states in .the graph. Model checking for the other
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three BTL terms would continue in a similar fashion using the appropriate checking
algorithms.

For our example the model checker would eventually find that the specification is
not satisfied on the state graph because the term 30(d = true) is false at state 3 and
at state 6. The value of d at both states 3 and 6 is false therefore according to the
definition of the 30 operator JO(d = true), is not valid at either state.

One of the conjunctive terms, 30(d = true), of the specification is not satisfied
on the graph therefore the complete specification is not satisfied on the graph. Tlis
implies that the state graph does not represent a correct implementation of the spec-
ification. Armed with the knowledge of which sequences of states or individual states
caused the specification to fail we could modify the system and again check it against

the specification. This can be repeated until the specification is satisfied on the state

graph.

5.2 PAL Correctness Specifications

In this section we define a means of expressing immediate assertions on the state vari-
ables of a PAL system and show how they can be combined with the BTL operators
to construct correctness specifications. To express immediate assertions on the slate

variables of a system we introduce the foilowing predicates:

pv{p,m(v)) — this predicate is true if the array of variable values w(v) for the process p
is true in the current state. Supplementary predicates can be used to express re-
lationships among the variable values. For example, pv(A,{limit(z), @lss(z,3)})
could be used to assert the fact that the value of the process condition variable

limit in process A should be less than 3.

su(TI(v)) — the sv predicate is true if the value of the system variable Il is v. Again,

supplementary predicates can be used to express relationships among the system

variable values.
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st(l) — this predicate is true if in the current state the process is at the program
label I Where { can be any of the valid state predicates from Section 4.3.1
or the additional predicates for describing non-deterministic constructs from
Section 4.5. For example, st(recv.msg(A,chanl) is true if in the current state,
process A is at a point in its execution where it is waiting to receive 2 message

from chanl.

chfchs)) — this predicate is true if in the current state the number of messages in the
channel queue for channel ch satisfies some relation 1. The use of supplementary
predicates is allowed in order to express some relation on the number of messages
in the queue. For example, ch(chan2, {n,@lss(n,3)}) specifies that the number

of messages in chan2’s message queue should not exceed §.

Using these predicates we can build meaningful BTL terms to express desirable
correctness properties for the proposed system. Each BTL formula F is composed of
simple state predicates f; in one or more of the allowable BTL forms from Table 5.1.

For example to express the liveness property that a process does not experience

starvation we could specify:

st(init(p,)) = VO-st(init(p))

which can be interpreted as follows:

“for all system states if process p, is in the init state then for all execution
paths starting with that state p; must eventually not be in the init state
and for all states where p; is not in the init state then for all execution

paths starting with that state p; must eventually reach the init state.”

This partial specification expresses the notion of non-starvation for a single pro-
cess. Similarly we can specify non-starvation for all other processes in the system

and add them to the specification. There are other ways of expressing non-starvation

113



such as:
st(init(py)) = ¥V Q (YOst(init{p)))

To show that two processes never violate certain mutual exclusion conditions we

can express as part of a specification:
-3C(st(end _recv(t,, chanl)) A st(end recv(t,, chan2)))

where in this case both processes are waiting to receive an acknowledgement message
from some resource management process allowing access to a certain resource.

As an example of a global invariance property we can specify:

VO(pv(lift,, { floor(z}, @leg(z,3)})

This property expresses the fact that the value of the variable floor—the floor that
the elevator controller process lif¢; thinks the elevator is at—is never greater than
the maximum number of floors in the building; 3 in this case.

A complete specification consists of a set of BTL formulae as above in conjunctive
form with each conjunctive term expressing a desirable correctness property of the
system. All general system properties such as starvation and mutual exclusion can be
included as well as any global invariance properties that are specific to the particular
system. The specification can contain any property that is expressible in BTL form
but it must be stated in terms of the state variables of the particular system under

investigation.

5.2.1 Complexity

The complexity of the model checking algorithm depends on the number of states in
the state graph S, the number of paths between states R and the complexity of the
formula being checked. The complexity of a BTL formula F is given as the length of
F{CES83]. The actual complexity given in [CES83] is

O(length(F) x (CARD(S) + CARD(RY)))
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where CARD(X) gives an integer value for the number of possible values of the vari-
able X, i.e., the cardinal value of X. The length of a formula F is equal to the number
of simple BTL terms and logical connectives (V,A,=) of which it is composed. A sim-
ple BTL term is any unary BTL operator combined with an immediate assertion on
the variables of the system. e.g., length(VDa) is equal to 1, and length((¥Oa V -~ b)
is equal to 3.

To see how the above order of complexity was established we can note that to check
the validity of a formula VOa at a single node sp requires (CARD(S) + CARD(R))
calls to the function check. That is, the number of times that a recursive call is
made to check depends on the number of states in the graph and the number of
paths between states. To determine the validity of VDa at s, requires determining
the validity of VOa at all successor states s; of sp and of each successor state of s;,
etc. Therefore, to determine the validity of ¥Oa for the complete graph requires each
state s; to be visited at most twice. The first time to determine the validity of VOa at
50, at which time visited(s;} is set true. The second time to determine the validity
of YOa at itself, s;. If the state s; has previously been visited then we know that
VYOa must be valid at s; (the checking algorithm would already have halted if VOa
was not valid at a previously visited state).

Thus, to check the complete state graph for YOa requires at most
2 x (CARD(S) + CARD(R))

calls to the function check. A formula of arbitrary complexity would require calling
the appropriate checking algorithm once for each simple BTL term of which the
formula was composed plus once more for each logical connective used. Thus, the
total complexity also depends on the length of the formula being checked.

In the above we used the VO operator to show how the order of complexity for the
checking algorithms was determined, however the complexity of the other operators

is of comparable order.
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Figure 5.5: Simple Fairness Example

5.3 Model Checking Assuming Fairness

In this section we discuss modifications to the model checking algorithm to allow tem-
poral formulae to be checked over only the fair computations of the system. Fairness
is a property which must be considered when non-deterministic models, such as our
state graph, are used to represent system behaviour[QS83]. If from a certain system
state there exists a number of actions that the system may execute and the choice
of which of ilicse actions to execute next is unspecified then this state represents an
element of non-determinism in the system. Problems related to fairness arise due to
these elements of non-determinism.

Consider the simple state graph of Figure 5.5. We wish to prove that this model
satisfies the temporal formula YOp. State 1 of the model, at which p is false, repre-
sents a non-deterministic branching state in that either transition t,; or transition ¢,
can be taken from this state. In attempting to verify YOp at state 1 we find a compu-
tation, ¢, = 8,,82,8 ..., i.e, an infinite loop through transitions, t,, and ¢5, along
which p is never true. Therefore, the property ¥YOp is not satisfied on the model.

However, intuitively, we know that for the system to always chose to follow tran-
sition £y, such that the system never reaches state 3, where p is true, should not

happen; unless, somehow the system is biased towards transition t,5. This example
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illustrates the concept of fairness. If we encounter a computation, {an infinite se-
quence of system states), on which some event becomes possible infinitely often but
is realized only a finite number of times, then this event is being unfairly treated by
the system. Recall the definition of a computation from Chapter 3.5; a computation
is an infinite sequence of system states. For a system with a finite number of states a
computation must be the result of the repeated execution of a finite number of system
states,i.e., a loop. The events that becomes possible at state 1 for the infinite compu-
tation ¢; = s;, 82, 9; ... from our example, are the transitions ¢,; and £,3. Each time
the system is in state 1 it is possible for the system to take either transition i,; or t,3.
On the computation ¢, only transition )3 is taken. The event, transition #;3, which
becomes possible infinitely often occurs only a finite number of times (zero times) on
¢,. If we ignore the unfair computations, i.e., ¢, on the model of Figure 5.5 we will
find that the temporal formula YOp is now saiisfied on the state graph model of the
system,

We need to be concerned with fairness when checking the validity of a formula
on our state graph because, as is illustrated above, the validity of the formula may
depend on the fairness of the computations. Having presented an intuitively based
discussion of fairness. We will now proceed to give a more general definition of fairness

and show how it is handled by our verifier for the PAL environment.

5.3.1 A Definition of Fairness

Informally, fairness can be expressed as follows:

“A computation is fair if during its execution every event which becomes

possible infinitely often is realized infinitely often.” [QS83|

Any notion of fairness is meaningful only for an infinite sequence of system states,
i.e., on a computation of the system. A finite sequence of system states is always
considered to be fair since there can be no notion of an event becoming possible

infinitely often or of being satisfied infinitely often on a finite state sequence.
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When discussing fairness it is necessary to qualify the above informal definition
with respect to the system being investigated. For example, Quielle and Sifakis [QS83)
formally defined three different types of fairness for non-deterministic state transition
systems. Each of the formal definitions could only account for fairness with respect
to certain aspects of the state transition model. The differing definitions of fairness
resulted from the differing interpretations as to what constitutes an event becoming
possible for the transition system. They concluded that any one formal definition is
inadequate to characterize fairness in general and went on to state that any formal
characterization of fairness must be relativized to the system model and the system
events of interest. For this reason we will use the informal definition as a yardstick
against which to develop our own definition of what constitutes a fair computation
in the PAL environment.

Problems related to fairness arise due to non-determinism in the models used to
déscribe system behaviour. If there is more than one possible action that a system
may take from a certain system state and the action to be taken is not specified then
this state represents an element of non-determinism in the system. To be able to

detect an unfair computation we must consider all sources of non-determinism in the

system model.

5.3.2 Fairness in PAL
There are four possible sources of non-determinism in the PAL execution model:
1. An interleaved representation of concurrency;
2. The non-deterministic execution rates of the individual processes;
3. The select construct; and
4. Access to global variables.

We will consider each of these in turn below.
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Interleaved Model of Concurrency

In a system of m processes executing on m processors each process that is enabled
is guaranteed to be executed since it has the exclusive use of a processor. In this
purely concurrent model of execution no process that is enabled can be unfairly
treated. However, in building our global state graph model of system behaviour we
have assumed an interleaved execution model to represent concurrency . That is, all
processes execute on a single processor. Transitions between system states represent
the progress of one of the processes through one indivisible operation. This inter-
leaved medal of execution introduces an element of non-determinism not found in the
concurrent model—which process will be the one that is picked to progress at each
interval? To resolve the non-determinism we assume the existence of a scheduler to
select which process will execute the one indivisible operation that will cause a tran-
sition to the next state. In generating the interleaved representation of concurrency
we require that the scheduler be fair{MP81b]. That is, if a process is enabled then it

will eventually be selected by the scheduler to progress.

Non-deterministic Rate of Execution

A major source of non-determinism in any concurrent system is the unknown rate
of execution of the individual processes of the system. In the interleaved model of
execution non-deterministic rates of execu ion are represented by including all possible
process interleavings in the model. That is, from each system state the interleaved
model gives o next state representing the progress of each process that is enabled
in the current state. By following the transitions in the model along which process
r always advances we are assuming that = executes at a faster rate than the other
processes, If we followed the iransitions along which process y progresses then we
would be assuming that y executes faster relative to the other processes. Thus, the
unknown execution rates of the individual processes are directly represented in the

interleaved model by giving all possible interleavings of the processes.
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In fact, non-determinism resulting from both the interleaved model of concurrency
and the non-deterministic execution rates are represented in the state graph model
by considering all possible process interleavings. By showing each process advancing
from each state we represent both the fact that a fair scheduler schedules all enabled
processes for execution and the fact that each process executes at an indeterminate
rate,

In Chapter 4 (Section 4.4.1) we showed that the differeni possible interleavings
resulting from the non-deterministic execution rates of the individual processes re-
sulted in equivalent system behaviour. Therefore, in building our state graph model
of the system we chose to include only one possible interleaving and thus reduced the
number of system states in the model. That is, when building the state graph, as long
as we know that the processes’ relative rates of execution have no bearing on overall
system behaviour then we are able to force each process to execute at a known rate
rélative to the other processes. By doing this we have removed from the state graph
the element of non-determinism resulting from the unknown execution rates of the
processes.

By using only one of the equivalent process execution interleavings to represent
system behaviour we have removed the element of non-determinism resulting [rom
the unknown execution rates of the processes. However, the different interleavings
also represented the effects of a fair scheduler. That is, each process is given equal
opportunity to progress and this is shown in the model by the different next state
transitions from each current state for each enabled process. In order to preserve the
effects of a fair scheduler, the particular interleaving that we have chosen for our state

graph is one along which all processes are given equal opportunity to progress.

Select Construct

The semantics of the PAL select construct are defined such that the choice of which

open select alternative to execute is non-deterministic. In generaling the state graph
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model for the system the inference engine represents this non-determinism by enu-
merating a new deterministic execution path for each alternative. Thus, the non-
deterministic choice as to which alternative to follow is represented directly in the

state graph.

Global Variables

A fourth source of non-determinism in the execution model is caused by the schedul-
ing of access to global variables. In PAL, global variable reading and writing is
unprotected by semaphores or other synchronization mechanisms. This means that
any process that wants to read or write a global variable must only be scheduled by
the process scheduler to do so. We have already concluded that the inference engine
assumes a fair process scheduler when generating the state graph model therefore any
process wanting access to a global variable will eventually be granted access. How-
cver, due to the non-deterministic execution rates of the processes who may access
the global variables we do not know whether a process will read a particular variable
value before or after it has been modified. In this case the different possible interleav-
ings do not result in equivalent system behaviour. Therefore, when a process accesses
a global variable we represent the indeterminate value of the variable by enumerat-
ing all possible process interleavings in the state graph model. (refer to Section 4.5,

page 86).

5.4 Detecting an Unfair Computation

Of the four sources of non-determinism that we have identified, only two, the select
construct and access to global variables, are represented in the state graph. We can
now proceed to show how we can detect any unfairness in the model resulting from
these sources of non-determinism.

Recall the informal definition for fairness given in Section 5.3.1. In order to
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Csend-msg{.»l,chanf))

recv.msg(B,chan3} 2 send mag(B,chanl}
select(B,sell)}
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( recv.msg(A,chan? )) ( iniifA) )

r T

(5) (1)

This figure shows a computation taken from some arbitrary state graph. Only the states thal are
part of the computation and the next states at branching points are shown. For the select branching
point the two alternative operations are also shown.

Figure 5.6: A Computation
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relativize this definition for the PAL execution model we must first define what con-
stitutes an event becoming possible in terms of our state graph model. For our state
graph, an event becomes possible if the system state in which it could be satisfied is
the current sysiem state. For example, in the computation shown in Figure 5.6 the
operation send msg(A,chanl) becomes possible each time the system enters state 1.
An operation is satisfied, i.e., it has been executed, if a transition is made from the
state in which the event becomes possible to a system state where the event is no
longer possible. Thus, the send msg{A,chanl} event is salisfied if the system makes
transitions from state 1 to either state 3 or state 4. If process A was trying to send
a message Lo chan! in state 1 and at a later state, i.e., state 3 or 4, process A 1s no
longer trying to send a message to chanl then the message must have been sent, i.e.,
the send msg(A,chani) was satisfied.

At any branching state (a state with more than one outgoing transition} all of
the operations associated with each of the branch alternatives become possible at
that state. For example, at state 2 both the operations send.msg(B,chan$) and
recv.msg{B,chanl) become possible. However, only the operation associated with the
branch alternalive that is actually followed is satisfied. We can see therefore, that the
events that become possible are actually the atomic operations that may be executed
along the transition from one state to a next state.

We can distinguish among the various operations that are available for the PAL

system to define two different types of events that can become possible.

message evenls — operations involving the sending of a message to a channel and

the receiving of a message from a channel;

access to global variables — operations for reading a global variable into a local vari-

able and for writing a new value to a global variable;

The operations with which message events are associated are the send.msg and

recv msg operations and for global variables, the operations are rds and sis. For
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messaging events, the events are satisfied if a message is sent to a particular message
channel by a send_msg operation or if 2 message is received from a particular channel
by a recu.msg operation. For global variable events, the events are satisfied if a value
for a particular global variable is either read by an rds operation or is modified by an
sts operation.

Distinguishing between the two event types allows us to more efficiently detect
an unfair computation. We can split the task of detecting an unfair computation
into two parts corresponding to the two types of events. By grouping the events into
similar types we can develop a detection method best suited to the type of event. If
any one type of event is being unfairly treated then the computation is unfair.

A general purpose algorithm for detecting unfairness on a computation can be

stated as follows:
1. Identify a computation on the state graph;
2. Compile a list of all events that become possible along the computation;
3. Compile a list of all events that are satisfied on the computation;

4. Compare the two lists, if there exists an event that becomes possible but is never

satisfied then the computation is unfair, otherwise it is a fair computation.

We realize that this algorithm will not judge fairness for certain arbitrarily branch-
ing computations, 1.e., those where a finite loop of states is traversed for n times and
then another loop for m times and then another, etc. Fairness checking for such
computations is not possible. The type of fairness we are concerned with is if a given
finite sequence of states is followed an infinite nur-ber of times does this represent
fair or unfair behaviour. This type of fairness can be determined for a finite sequence
of states and does provide useful information about the behaviour of the system.

We now examine each type of event and develop an appropriate means of detecting

unfairness based on that type of event.
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5.4.1 Fairness With Respect to Message Events

To determine the fairness of a computation with respect to message events we observe
the state of the system message channels along the computation. Any channel whose
state changes along the computation must be infinitely often experiencing both a

send.msg and a recv.msg message event. This 1s so because:

s any computation on our global state graph must be made up of a finite loop

structure of program state assertions;

s if a channel experiences change over this computation then the number of send-
ing events along the computation must be matched by the same ..umber of

receive events (because message channels have a finite capacity); and

o for a channel to change state, at least one send and one receive event must

become possible and be realized over the computation.

If a channel experiences change over a computation then the events associated with
this channel meet the informal fairness criteria of an event becoming possible infinitely
often and realized infinitely often. That is, the events are being fairly treated. If all
channels in the system experience change over a computation then all message events
along the computation are being fairly treated. Therefore, the computation must be
fair with respect to message events.

If a channel does not change state along a computation then either, a message
event is being ignored along the computation or, the computation is such that no
events become possible for that particular channel along the computation. In the
first case the computation would be considered unfair and in the second fair. To
distinguish between the two cases we employ a closed world assumption. That is,
we try to prove that a message event is being ignored along the computation. If we
cannot find a message event being ignored then we assume that the unchanging state

of the channel does not represent an unfairness in the computation.
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To determine if a message event is being ignored on a computation we can note that
the only point where message events can become possible and not be satisfied infinitely
often is where there is a select construct branching point. If an open select alternative
is never choeen then any events associated with that alternative are becoming possible
infinitely often and not being satisfied infinitely often. If we examine each possible
branching point along the computation we can determine whether or not possible
events for a channel are being unfairly treated. If at a select branching point along
the computation a non-progressing channel could have experienced a message event
by taking an alternate path then the computation is unfair. It is unfair because an
event was becoming possible infinitely often but was not being realized infinitely often

along the computation. i.e., the event was being continuously ignored.

1
Gend-msg(zl,chanl}) {1,1,1}

recv-msg(B,chans) 2 send mag(B,chant}
select(B,sell)

{211}

3 * 4
Crecu-msg(A,ckanQ)) {2,1,0} ( init(A) ) {1,1,1}

(5) {2,0,0} (1)

This figure shows a computation taken from an arbitrary state graph. Only the SSA that are part of
the computation and SSA at branching points are shown. The system from which the computation

was derived has three channels. The number of messages in each channel is shown at each system
state.

Figure 5.7: A Computation with Channel Information
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To give an example of the ahove discussion we have reproduced our example
computation from Figure 5.6 as Figure 5.7. To the computation we have added
information about the number of messages in each of the system’s three channels. The
notation {1,2,2} indicates that chanl contains one message, chan2—two messages and
chan3—two messages.

If we look at the computation (1,2,4) of Figure 5.7 we can see that along the
computation, chan! changes state from having one message in its queue to having
two messages back to having one message in its queue. chanl changes state along the
computation and therefore the message events associated with chani are being fairly
treated since as they become possible infinitely often they are realized infinitely often.

The other two channels, however, do not experience change along the computation.
Both chan? and chand each contain one message for the entire computation. Either of
these non-progressing channels could indicate that a message event is being ignored
on the computation. To determine if an event is being ignored we examine the
non-deterministic branching points on the computation. We can see that at the
branching point at state 2 the events that become possible are the recv.msg(B,chan3)
and recv.msg(B,chani) events. No message events for chan2 become possible on the
computation. Since no message events for chan? become possible infinitely often then
obviously they cannot be realized infinitely often. Therefore the non-progressing state
of chan2 does not indicate unfairness on the computation.

For chan$ we can see thai a recv.msg event becomes possible infinitely often at
the non-deterministic branching point, however, the message event is never satisfied
because the system always follows the other branch alternative. Because an event is
becoming possible infinitely often but is being satisfied only a finite number of times
(exactly zero times) the computation (1,2,4) is unfair.

Again, to emphasize the notion of an event becoming possible, Figure 5.7 shows a

recv.msg(A,chang) event atl system state 3. Because this event follows after state 2
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at the branching point it does not become possible until after the event associ-
ated with state 2 has been satisfied. That is, along the computation the event
recv_msg(B,chang) becomes possible infinitely often but the event recv.msg(4,chan?)

does not. Therefore, while the event recv.msg(B,chan8) is a source of unfairness for

the computation, the event recv_msg(A,chan2) is not.

5.4.2 Fairness With Respect to Global Variables

|

1
B ﬂh(}l,al,{marﬁ}})
'K rds(B,r1)
{svar(1)}
3
sts(A,r1,{svar(2}}) svar(1)} recu.msg(d,...} \{svar@)}

send.msg(B,...) s(B,r},puar(x),avar(zy

¢ 5
recv.msg(A,...} recv.mag(4,...)
C send_msg(B,...) )(Sval‘w)} (acnd-msg(B,, ) )(SVE\I‘(?)}

' !

(1) (1)

Process Data States for process B showing the value of the process variable prar:

1. ps(B,prms([]),{pvar(0)}} 2. ps(B,prms([]),{pvar(1)}) 3. ps(B,prms({]}{pvar(0}})
4. po(B,prms([]){pvar(1)}) 5. ps(B,prms([]}{pvar(2)})

Figure 5.8: A Computation with Global Variable Operations

To determine the fairness of a computation with respect to the reading and writ-
ing of global variables again we look for events that become possible but are never
satisfied. Intuitively, an unfair computation with respect to the rds and sts operations
is one along which the access to a global variable always assumes a certain ordering.

That is, if we assume that an rds operation always precedes an sts operation on a
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computation then the process executing the rds operation always assnmes a certain
value for the global variable. In assuming one ordering we have not allowed the pos-
sibility that a different value for the global variable could have been read if the other
ordering was allowed, i.e., sts to modify the value then the rds to read the new value.

Figure 5.8 shows a part of some arbitrary state graph. On the graph we have
noted at each state the process states for two of the processes in the system, 4 and
B, and the value for a system condition variable svar. In this example both processes
attempt to access the system condition {global) variable svar. Process A modifies the
value of svar via an sis operation and process B reads the value of svar via an rds
operation. We also show below the state graph the value of pvar the process condition
variable to which process B assigns the value of svar via the rds operation.

The branching point (state 1) in the graph represents the non-determinism in the
system behaviour resulting from the access to the system condition variable svar. One
alternative branch (1,2,...) represents the behaviour where the rds operation precedes
the sts operation. The other branch (1,3,...) represents the behaviour where the rds
operation follows the sts operation. As we can see from the data state for process B
the different orderings result in different values for the process variable pvar.

We note that on the state graph there are at least three separate computations,
namely: (1,2,...,4), (1,3,...,5) and (L,2,...,4,1,3,...,5). Computation (1,2,...,4)
represents the behaviour where the rds operation always precedes the sis operation
while computation (1,3,...,5) represents the behaviour where the rds operation always
follows the sts operation. Both of these computations are unfair since they allow only
one of the two possible orderings of the sis and rds operations. The events that become
possible at the branching points on the computations are the possible orderings of
the operations. Along the computations (1,2,...,4) and (1,3,...,5) both orderings
become possible but only one is satisfied. The computation (1,2,...,4,1,3,...,5) is
fair since both possible orderings become possible and are satisfied.

To detect unfairness resulting from the access to system condition variables we do
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the following:

1. Search for those states on the computation at which both an sts and an rds
operation on the same system condition variable become possible. These sys-

tem states represent non-deterministic branching points similar to state 1 of

Figure 5.8;

2. For each of these branching states identify their next states resulting from botl

orderings of the execution of the sis and rds operations. In Figure 5.8 these

would be system states 2 and 3.

3. Check the computation to see that both possible next states are members of

the computation.

4. If both next states are members of the computation then both orderings must
be allowed on the computation, therefore the computation is fair. If only one
of the next states of a non-deterministic branching stale is included in the
computation then the computation must be unfair since the other next state

representing the other possible ordering is not being satisfied.

Recall that the possibility for unfairness with respect to the access to global vari-
ables resulted from the non-deterministic execution rates of the processes that access
the variables. That is, we do not know whether a process reading a system vari-
able accesses that variable before or after a wriling process has modified the variable
value. With respect to this then, an unfair computation would be one which always
assumed that the reader read before the writer modified or always assumed the op-

posite. Therefore, a fair computation must be one that includes both possible process

interaction orderings.
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5.5 Fairness in Practice

Now that we have a means of determining the fairness of a given computatiorn how
does this affect the model checking algorithm? We have two ways to proceed[QS83]:
first, if ¢ is the set of all computations on the state graph model then we can derive
a subset ¢/ of ¢ such that ¢/ contains only the fair computations of ¢. We can
then check the validity of temporal formulae on ¢f. A second way to proceed would
be to modify the definitions of the temporal operators .such that if the temporal
formulae with the redefined operators are valid over ¢ then the same formulae using
the normal operators are valid over ¢/. That is, we redefine the temporal operators
so that their validity depends not only on the usual criteria but also on the fairness
of the computation.

If we decide to add fairness constraints to the model checker by first removing all
unfair computations then we must derive from the state graph the set of all possible
computations ¢ and then test each for fairness in order to derive the subset ¢/. The
task of searching the state graph to find all possible computations in itself represents a
considerable amount of work considering the number of possible distinct computations
on a fully connected graph with n nodes is O((n — 1)!). Since our state graph is only
sparsely connected and is a directed graph it should have considerably less than
(n — 1)! computations. However, the number of computations on a graph and the
computational effort required to find them all would still be considerable.

A more efficient way to approach the problem is to redefine the temporal operators
such that over all computations they give equivalent results to the normal operators
over only fair computations. The main advantage of this approach is that not every
computation needs to be chiecked for fairness. Only if during the model checking algo-
rithm a computation is established does its fairness need to be determined. Complete
computations are not always encountered during model checking because the truth
value of formula under certain temporal operators can be established on a finite se-

quence of system states. For example, to prove the validity of 3Cf we need find only
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one state reachable from the current state at which f is true, i.e., for this operator we
do not need to show that f is true for all states along a computation.

Another benefit of this approach is that only those operators whose validity may
depend on the fairness of a computation need be modified. For example, in the
case of the formula VOf, if a computation is found along which f is never true,
then this computation forms an argument that denies the validity of the formula on
the state graph. i.e., it will cause the model checker to conclude that the formula
is not satisfied on the state graph. However, if the computation is unfair then this
computation should not form a basis for the failure of the formula. In other words, the
validity of formulae under the ¥< operator depends on the fairness of a computation.
The validity of formulae under certain other temporal operators are independent
of the fairness of a computation. In the next section we define six new temporal

operators that automatically take fairness into account when determining the validity

of temporal formulae on the state graph.

5.5.1 Temporal Operators That Consider Fairness

Our goal is to redefine the temporal operators such that the truth value of a formula
over all computations is identical to the truth value of a formula using the normal
operators over only fair computations. For each of the temporal operators the truth
value of a formula at a particular state is defined on the computations starting at
that state, that is, the computations form arguments to either support or deny the
validity of the formula at that state. Based on this we must consider two possible
outcomes that may result when unfair computations are encountered. First, that an
unfair computation may be used as an argument to support the validity of a formula,
and second, that an unfair computation may be used to deny the validity of a formula.

In the first case above, the validity of a formula should not be supported by an
unfair computation and neither in the second case should the denial of a formula be

supported by an unfair computation. We examine the semantics for each of the six
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temporal operators helow to determine whether their validity depends on the fairness
of a computation.

In the following discussion we will consider the validity of a temporal formula
al a stale so on the state graph. We define the following symbols to clarify the

presentation:
¢ — the set of all computations of which the state sq is 2 member;
¢! — the set of fair computations of which sq is a member;
¢* — the set of all unfair computations of which sg is a member; and

o — a particular computation of states s, 5y,.. ..

J0 — considered over the set ¢ of all computations of which the state sp is 2 member,
a formula 30 f is valid at sg if there exists at least one computation & € ¢ such
that f is always true on o. However, if we wish to consider 30 formulae under
conditions of fairness we need be concerned with the fairness of the computation
o. Il o € ¢* then the computation cannot be used as an argument to support
the validity of the formula. Therefore, we can conclude that under conditions of

fairness the validity of a 30 formula depends on the fairness of the computation.

We can define a inodified 30 operator such that over all computations it provides
results identical to the normal operator over only fair computations. We define

a new operator below:
30/ = 30 A o such that o € ¢f

This definition states that the validity of 30/ depends on the validity of 30
and on the fairness of the computation. That is, for a 30 formula to be valid
its equivalent 30 formula must be valid on a computation ¢ and ¢ must be a
fair computation. Therefore, the checking algorithm for the 30/ operator must

add the test that the computation supporting the validity of 30 f must be fair.
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For this operator, the fairness checking algorithm must be invoked once for each

candidate computation.

V¢ — a formula YO f is valid at sq if for all computations in ¢ there exists a state
So0+n at which f is true. If a computation is found along which f is never true
then this computation may form an argument to deny the validity of V& f at
sg. If however, the computation is unfair then it cannot not be used to deny
the validity of the formula. Therefore, under conditions of fairness the validity

of a YO formula depends on the fairness of the set of computations ¢.

To make the operation of the VO operator valid under the assumption of fairness

we define a new operator below:

YOI =VYO V o such that o € ¢*

This definition states that a formula YO! £ is valid if either it is valid for the
normal YO operator or for the computations along which the formula under the

normal operator was not valid those computations are unfair.

YO — a formula VO f is valid at sq if for all computations f is always true.

Suppose there exists a computation along which f is not always true then this
computation forms an argument denying the validity of VO f at sy. However,
what if the computation is unfair? We may wish to argue that since the com-
putation is unfair it should not form an argument to deny the validity of the

formula. We argue below that the fairness of a computation does not affect the

validity of a VO { formula.

1. An unfair computation is found containing a state sg4n at which f is not

true;

2. Because the state graph was generated by a fair scheduler (Section 5.3.2)

every state on the graph must be 2 member of at least one fair computation;
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3. Therefore, the state sq., where f was found to be false must also be a

member of at least one fair computation;

4. Therefore, since the failure state belongs to both a fair and an unfair

computation, fairness does not affect the validity of the formula.

In other words, the failure of YO f on an unfair computation would be a redun-
dant argument denying the validity of VO f at the given state. i.e., the state
where f was not true would also be found on a fair computation. Conversely,
neither is the success of VO f on an unfair computation a necessary condition
supporting the validity of the formula. In order for the formula to be valid at a

given state it must still be valid for all fair computations.

Since the validity of a VO formula on an unfair computation can neither support
nor deny the validity of the formula at the given state, the operation of the YO
operator does not change under the assumption of fairness. Therefore we can

define a new operator:

vof = vo
which is identical with the normal operator.

3O — considered over the set ¢ of all computations of which the state sq is a member,
a formula 3O f is valid at s if there exists at least one computation o such

that f is true at spyn.

Suppose there exists an unfair computation containing a state Sg4n at which f
is found to be true. Since the computation is unfair we may wish to argue that
this computation should not support the validity of 3¢ f at sq. However, we
can form an argument similar to that presented for the VO operator that shows

that the validity of 3¢ f at s, is independent of whether o is fair or not.

1. There exists an unfair computaiion containing a state sp., at which f is

found to be true;
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2. Every state on the graph must be a memher of at least nne fair computa-

tion;

3. Therefore, the state sg., must also be a member of at least one fair com-

putation;

4. Since the state so;n is 2 member of both a fair and an unfair computation

the validity of the formula 3O f is not affected by the fairness of the

computation.

Since the operation of the 3O operator does not change under the assumption

of fairness we can define a new operator:
I =30
which is identical with the normal operator.

V(0,30 — the validity of formulae V() f and 30 f at sq depends on the truth value
of the immediate assertion f at the next state s, of each computation. Since s,
must belong to at least one fair computation we know that the validity of ¥

and 3Q) formulae is unaflected by the fairness of the computation. Therefore,

we can define fair next-state operators below:

YO =v0O
IO =30

which are identical to the normal next-state operators

An interesting point to note here is that the VO and 3O operators and the 10

and VO operators are duals. That is,

vaf = -3¢

and

30f = -vO-f
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Therefore, we should expect that if the fairness of a computation affects the validity
of a certain temporal operator it should affect the validity of the operator’s dual as
well. If we review the definitions for the fair temporal operators we find that this is

the case.

5.5.2 Complexity Assuming Fairness

The complexily of the algorithm to check the fairness of a computation is O(n?),
where n is the number of states in the computation. To show how this order of
complexity was determined we can see that the algorithm to generate the two lists,
the list of events that become possible and the list of events that are satisfied, has a
complexity that is linear with the number of states in the computation. However, the
algorithm to compare the two lists has a worst case complexity of n?. If at each state
an event becomes possible then the becomes possible list will contain n elements. If
al each state an eveni not in the becomes possible list is satisfied then the satisfied
list will contain n different elements. To determine that the two lists are unequal will
require n searches through n items, giving a complexity on the order of n*.

The only operators whose complexity is affected by adding fairness constraints are
the VO and 30 operators. In the worst case either operator would have to determine
the fairness of all computations on the state graph. A non-directed graph with = fully
connected nodes has O((n — 1)!) computations. Therefore, the worst case complexity

for the 30 and V< operators under fairness is
O((CARD(S) + CARD(R)) + (S -1)!)

where S is the number of states in the graph and R is the number of paths between
stales.

However, since our state graph is only sparsely connected and it is a directed
graph the actual number of computations in the graph should be considerably less
than (S - 1)l As well, only those computations which could affect the validity of a

formula need be tested for fairness,



5.6 Chapter Summary

The model checking approach developed by Clarke, et.al, as reported in {CESS3]
[CBES85] [Bro86) [CES86] provides an efficient means of verifying the correctness of
a global state graph model of a system’s behaviour agaiust a specification expressed
in BTL. Based on the method outlined in [CES83] [CBES85] [Bro86] [CES86] we
developed model checking algorithms for each of our six BTL operators. We also
defined predicates for PAL which allow immediate assertions to be made on the state
variables of a PAL system. Thus we have a means of specifying correctness propertics
in BTL for a given PAL system and we have a means of verifying that these properties
are satisfied on a state graph model of the system’s behaviour.

In Section 5.3 we developed a means, based on the non-deterministic elements
of PAL semantics, of detecting an unfair computation on the state graph. We also
shiowed how the model checking algorithms for each of the six BTL operators would

have to be modified in order for fairness to be considered when verifying a formula

on the state graph.
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Chapter 6

Implementation

In this chapter we discuss the practical issues of implementing and using the vern-
fication system developed in the previous two chapters. Our aim here is show how
the two basic elements of our verification approach, the state graph generator and
the model checker, are implemented and integrated into a complete tool to aid in
system development with PAL. Our objective in providing an implementation is first,
to demonstrate that our verification method is viable, and second to better under-
stand how such a verification system can be used to aid in system development. We
want to show that the method could form the basis of a practical tool for use in the
development of actual PAL systems.

We will not attempt to describe the complete implementation in detail. Only
those aspects that will show how certain implementation problems are handled and
those elements that will aid in an understanding of how the verifier can be used to aid
development are discussed. A listing of the Prolog source code and an introduction to
the commands and features of the complete implementation can be found in [Har89],

a brief user’s guide.

6.1 Overall Structure
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Figure 6.1: Verifier Block Diagram

The overall structure of the verification tool is shown in block diagram form in
Figure 6.1. The arrows show the direction of information flow among the various
elements. The state graph generated by the generator module is accessible to both
the model checking module and the user interface module as will be explained in

Section 6.5.

To show how the three modules of the system interact we present the following

scenarlo:

1. The user loads into the verifier a file containing a set of connective implications

and an initial state assertion describing a PAL system;

2. The user specifies a correctness property against which he wants to verify the

PAL system;

3. The model checking algorithm is invoked to check the PAL system against the

correctness property;

4. The model checker calls on the state graph generator to build the state graph
model of the system from the connective implications. In building the state

graph the generator also checks for system wide deadlock states;
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5. When the model checker has determined that the property is or is not satisfied

on the state graph model it reports its results to the user;

6. Based on the information produced by the model checker the user interface
attempts to explain to the user why or why not the property was or was not
satisfied on the state graph model. To aid in assessing the quality of the PAL
system the user interface provides facilities to trace execution paths and examine
variables at each state. In this way the user can follow the execution history
up to the point where a property fails or succeeds thus allowing him to better

understand the dynamics of the problem.

The role of the user interface module, as its name implies, is to provide a means
for the user to interact with the model checker in a way that is comfortable for
the user. The interface provides a user friendly environment for the verification of
PAL specifications. The model checking module assists in this role by saving key
information during the model checking process that will allow the interface to explain
the verification results and assist in finding errors.

We clioose to implement the verifier totally in Prolog; specifically MProlog' run-
ning on a VAXStation on the VMS? operating system. Our choice of Prolog as an

implementation language is based on the following factors:

¢ Both Prolog and temporal logic have a common basis in the theory of classical
logic. Prolog is a practical realization of the theory of logic programming while
temporal logic is an extension of the normal classical logic. To make deductions
from a database of logical terms Prolog employs practical implementations of
the theories of resolution and unification. Similarly, in Chapter 4 we applied
the same theories to deduce new system states from a database of temporal
implications and facts. By using Prolog as an implementation language we can

IMProlog is a product of Logié“’afc Inc.
2VA XStation and VMS are products of Digital Equipment Corporation
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take advantage of Prolog’s huilt in unification and resolution algorithms as a

base on which to build our LTL based state graph generator.

As well, we note a similarity between the model checking algorithn and the
resolution algorithm employed by Prolog. Both algorithms perform an ordered,
depth-first search of a data structure; the data structure being a state graph
in the case of the model checking algorithm and the facts and rules of a Pro-
log program in the case of Prolog’s resolution algorithm. By implementing our
system in Prolog we can use Prolog’s buill in resolution mechanisms. Unfortu-
nately, the search order and the realization of the success or failure of the search
differs considerable between the two algorithms. The search order used by the
Prolog’s resolution algorithm is based on the ordering of clauses in the program
and on the ordering of goals within the clauses, while the model checker’s search
order is defined by the structure of the graph itself. Thus, we must somehow
make Prolog search the state graph according to the requirements of the model
checking algorithm. Fortunately Prolog’s meta-programming features will allow
us to easily redefine the search ordering to suit our purposes while still retaining

the underlying resolution mechanism.

The nature of the Prolog language makes it especially suitable for rapid devel-
opment of experimental systems. Prolog requires only stalements of fact and
relationship describing a particular problem. Prolog’s built in inference mech-
anism itself determines how to solve the problem. This aspect of Prolog will
allow us to concentrate on problems with the verification method itself rather

than on the details of implementation.

As was stated in the opening paragraphs to this chapter, our aim in develop-

ing an implementation is to demonstrate the viability and general usefulness of our

verification approach. In concert with this our verification system implementation

concentrates on function rather than efficiency. Therefore we can accept the lim-

itations imposed by a Prolog implementation. Being an interpreted language the
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implementation may be relatively slow, and as well, the Prolog data structure and
inference mechanisms are not very memory efficient; a fact which will limit the size of
the problems that the verifier will be able to handle. However, these are limitations of
the implementation method, not necessarily of the verification method. If necessary
the same verification methods could be re-implemented with a greater emphasis on
execution speed and efficient memory usage.

In the following sections we discuss implementation aspects of each of the major
clements of the verification system. As was stated in the introductory paragraph to
this chapter, we will not attempt to provide complete details of the implementation.

Comiplete Prolog source code for the verification system can be found in [Har89].

6.2 Data Structures

We begin describing the Prolog implementation by showing how the logic terms used
in our PAL Temporal Logic Representation (PTR) system can be converted into their
Prolog equivalents. Because of the inherent similarity between the logic terms used in
PTR and Prolog data structures most of the conversion can be achieved by following

a simple set of rules given below.

rewrite all lerms using only ASCII characlters — The main effort in converting our
logical terms into Prolog data structures consists simply of replacing the symbols
used in our representation with symbols from the ASCII character set. Table 6.1
below shows how certain of the symbols we have been using are represented in
Prolog. The symbols given for the BTL operators are those used in [Pnu8l)].
As well, subscripts, superscripts, boldface, italics characters, etc, must all be

replaced by characters from the normal ASCII set.

represent arrays of items as Prolog list structures — In the development of our method

we have used arrays to represent related sets of data items. The equivalent data
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logical operators | = — == A — &
T Tlvo — ag | 10 — eg
BTL operators ¥& — af | d¢ — ef
YO — ax |30 — ex
[ LTL operators { O — * | © — <

Table 6.1: Prolog Form of Operators

structure in Prolog is the list, [...]. An empty list, equivalent to an array of

size zero, is denoted by [].

For example, the array of variable values for a process state becomes a Prolog

list, i.e.,
{var(3),vary(false)}

becomes

[vari(3),var2(false)]

all facts and rules are delimited by a period “.” character

variable names are capitalized but arguments with known values are not — Variables
in Prolog are represented by capitalized names while specific values are not
capitalized. For example, the array of variable values representing pre- or post-

conditions for a connective implication
{var(2),var,(z), @less(z,2)}

will be represented in Prolog as

[var1(3),var2(X),0(X < 2)]

In the following sections we apply the above rules to form Prolog implenicntations

for the major data structures of the verification system.
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6.2.1 State Graph Representation

A system state graph consists of a set of system state assertions (SSA) and a set
of relation assertions. The system state assertions give the state of the system at
a particular point in its execution history while the relation assertions define the
structure of the graph by giving for each SSA a list of next S5A. To implement the

graph in Prolog we need only define the two terms using Prolog syntax.

System State Assertions

The general form of an SSA in Prolog is given below.

state(state number,
[1ist of process states],
[1ist of global variable values],

[1ist of channel states]).
Each term in the 1ist of process states is of the form:
state_predicate & ps(P,[[],Vars])

Where state predicate is any of the process state predicates defined in Chapter 4,
Sections 4.3.1 and 4.5. The variable P is the name of the process and Vars is a list of

process variahles and their values at this state. For example:
init(a) & ps(a, [[],{level(3),quit(false)]])

is the state for process a. Process a has two variables, 1level and quit whose values
in this state are 3 and false respectively.

The list of global variable values is a Prolog list containing the values of
each global variable in the system. For example, if temp, name and age are global

variables then their values in the state are given in the following list:
[temp(37) ,name(fred) ,age(27)]
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Fach element in the 1ist of channel statesis of the form:
chan(Name, [1ist of messages] ,N,M)

Where the 1ist of messagesis a list representing the channel queue, Nis the number
of messages in the queue and M is the capacity of the queue. An example of a channel

state is:

chan(chan?3, [[ack,1], [reply], [faisel]],3,15)

The initial system state has a form similar to the other system states. For example,

the initial state for the two process example system of Figure 4.4 would be:

init_state([init(a) & ps(a,[[1,011),init(b) & ps(b, (0], 011)],
i,
[chan(chani,[]1,0,1),chan(chan2,(],0,1),
chan(chan3, [1,0,1),chan{chan3, [1,0,1)1).

Relation Assertions

Relation assertions define the struct ire of the system state graph by giving for each
SSA a list of next SSA. We will use the predicate tree/2® to provide the relation

information for each SSA. For example:

tree(3,[6,5,4]).
tree(6,[7]).
tree(5,[8]).

asserts that the next states of state 3 are states 6, 5 and 4 and that the next state of
state 6 is state 7, etc.
Thus, in our implementation a state graph will consist of a database of Prolog

facts; a set of state/4 facts will give the state information for each SSA on the graph,

3We will use the notation predicatename/n to refer to specific Prolog predicates. The /n
indicates that the named predicate has n arguments.
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and u set of tree/2 facts will define the structure of the graph by giving a relation

between each SSA and ils next 5SA.

6.2.2 Connective Implications

Connective implications are represented as Prolog facts of the form A ==> B., where
A and B represent respectively, the antecedent and the consequent of the connective

implication. The general form of a connective implication term in Prolog is as follows:

state_predicatel & ps(P,[Prmsi,Pre-conditions]) ==

*<> (state_predicate2 & ps(P, [Prms2,Post~conditions])).

The state predicatel and state predicate2 terms represent the control state
of the process and can take on any of the predicates defined in Chapter 4, Sec-
tions 4.3.1 and 4.5. The Prme1 and Prms2 terms are Prolog lists containing the mes-
sage paramelers that are passed via the message passing constructs. The pre~conditions
and post-conditions terms are lists of variable values forming the pre- and post-
conditions of the implications. Connective implications for the simple two process
example problem from Chapter 4 (Figure 4.4) are given in Figures 6.2 and 6.3.

Note that the =, (O and © symbols have been replaced by their Prolog equivalents
as given in Table 6.1.

6.3 Generator Implementation

A block diagram of an inference engine to implement the state graph generator module

is shown in Figure 6.4. The generator consists of three main parts as described below:

PTR [nterpreter — This part contains the actual inference engine whose behaviour
is governed by the PAL language implications, LTL inference rules and the

inference algorithm with which to apply them to deduce new system states.
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(a1)

(a2)

(a3}

(ad)

(ab)

(b1)

(b2)

(b3)

(ba)

(b5)

init(a) & ps(a,[[1,011)
==> »<>(send_msg(a,chanl) & ps(a, [[req],[11)).

end_send(a,chanl) & ps(a,[[]1,[01)
==> *<>(recv_msg(a,chan2) & ps(a,[[],011)).

end_recv(a,chan2) & ps(a, [[ack], []1])
==> #<>(recv_msg(a,chan3) & ps(a,{[],[1)).

end_recv(a,chan3) & ps(a,[[req],(]1])
==> *<>(send_msg(a,chan4) & ps(a, [[ackl,[1])).

end_send{a,chan4) & ps(a,[[]1,[1])
==> *<>(init(a) & ps(a,[[],[11)).

Figure 6.2: Connective implications for process A

init(b) & ps(b,[[],0D)
==> *<>(recv_msg(b,chan1) & ps(b,[[],[1])).

end_recv(b,chanl) & ps(b, [[reql,[1])
==> *<>(send_msg(b,chan2) & ps(b, [[ack],[1])).

end_send(b,chan2) & ps(b,[[]1,01)
==> *<>(send_msg(b,chan3) & ps(b, [[reql,[]11)).

end_send(b,chan3) & ps(b,[[]1,[1])
==> *<>(recv_msg(b,chand) & ps(b,[[1,[11)).

end_recv(b,chand) & ps(b, [[ack],[]1])
==> *<>(init(b) & ps(b,[[1,[11)).

Figure 6.3: Connective implications for process B
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Figure 6.4: Inference Engine Block Diagram
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System Temporal Spectfication — This part cousists of the connective imphications
ard the initial-SSA; the temporal representation of the PAL system. This part

can be considered as the input to the PTR interpreter.

Global State Graph — This part is composed of a database of system states, state/4,
and tree/2 facts defining the structure of the state graph. The two way arrow
indicates that the state graph is produced as ouiput by the PTR Interpreter

but is also used by the interpreter during the inference process.

6.3.1 State Graph Generation

The role of the state graph generator is to transform the conmeciive implications
representing a PAL system into a state graph model of the system. In implementing
the generator to carry out this role we must consider how best to integrate the building
of the state graph with the checking of the state graph. Basically, we have two
options; either generate the complete state graph first and then pass the graph to
the model checker or, generate the state graph only as it is required by the model
checker. In both cases, to prove that a property is completely satisfied ou the state
graph will require that the complete state graph be generated. However, in the early
stages of development it would be safe lo assume a greater frequency of errors in
the PAL expressions. It would, therefore, be inefficient to generate the complele
state graph only to find an error within the first 100 states. A major benefit offered
by the incremental approach is that only the states required to prove or contradict
a correctness property need be generated. As soon as it has been shown that a
property is not satisfied on the existing states of a graph then there is no further need
to generate the rest of the graph. For thesc reasons our approach is to construct the
state graph on a state by state basis as required by the model checker.
The model checker initiates the building of the state graph by calls to a next states/2

predicate whose clauses are shown in Figure 6.5. The line numbers given to the left of

each line are included for explanation purposes only, they are not part of the Prolog
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next_states(5,B) :-
tree(S,B),!,
(B=[1,
add_statement (stop),
add_statement (return_status(deadlock,S)),-;
succeed) .
next_states(S.B) :-
generate_new_states(S,B),
(B=(],
add_statement (stop),
add_statement (return_status({deadlock,S)),
12 ! fail;
succeed) .

O 0~ ;M b WA =

|
LB =

[
(L)

Figure 6.5: The next states/2 predicate

syntax. The flow pattern for this predicate is next.states(i,o). The flow paitern
indicates which arguments are known when the predicate is called, i.e., the inputs,
i, and which arguments are returned by the predicale, i.e., the outputs, o. Thus,
the next states/2 predicate is given an existing stale S for which the model checker
wants to know the names of the next states B of S. If the next states of S have already
been geunerated then the tree/2 predicate in the first clause will find the required
information in the database, otherwise, the second clause at line 7 invokes the state
graph generalor via generate new_states/2 to generate the next states of S.

Lines 3-6 and 9-13 handle the case where there are no next states of the current
state, i.e., S is a deadlock state. If S is a deadlock state then the model checker is
terminated and the reasoun for the termination is saved to allow the user interface to
explain the failure.

The generatenew_states/2 predicate called in line 8 causes the state graph
generator module to deduce the next states of the current state and to add them
to the state graph. The next states are deduced by a set of transformation rules
incorporating both the LTL inference rules and the PAL language implications. The

transformation rules operate by taking a current state and transforming it into a next
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state by performing a substitution on one of the process states. The process state
substitution represents the progress of that process through one indivisible operation.
There is one transformation rule for each of the possible control states that a process
could be in in the current state.

If one of the processes in the current state is at a non-deterministic control con-
struct (select,rds,sts) then a second set of transformation rules are used which
perform expansion on the current state. The expansion rules generatc next states
by performing as many different substitutions on the current state as there are non-

deterministic execution paths possible from that state.

6.3.2 Recording Density

In generating the state graph for a PAL system we need lo strike a compromise
between providing the information needed by the model checker to check the validity
of a formula and the limits 0. .ow much information can be stored in memory at one
tune.

The state graph generated by the state graph generator describes the temporal
behaviour of the PAL system under analysis. We would like to be able to represent
the system’s temporal behaviour with as small a state graph as possible as this would
allow a higher upper limit on the size of the problem that we could handle.

On the other hand, to be able to define meaningful correctness properties for the
system requires a cerlain amount of information in the state graph. For each state
that is removed from the state graph we lose the ability to make assertions about
that state.

In {Kar87] Karam used the term recording densily to describe the amount of
information in a state graph model of a system. A high recording density means
that all possible system states are included in the state graph. Conversely, a state
graph with a low recording density would contain the minimum number of states

required to completely describe the system. For the model checker, a high recording
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density would allow more complex correctness properties to be stated and checked,
however, a lower recording density would allow larger systems to be analysed. In our
implementation we will attempt to achieve the lowest recording density possible at
which we can still form meaningful correctness properties for the system.

We have already taken steps to minimize the size of the state graph by automat-
ically pruning equivalent state sequences from the graph (Section 4.4.1). To further
limit the size of the graph the inference engine generating the system states will con-
sider the transition of a process from the end of one instruction to the beginning of the
next instruction to be one indivisible operation. For example, for the two connective

implications below:

init(a) & ps(a,[(],03]1) ==> *<>(recv_msg(a,chanl) & ps(a,[[],[1])).
end_recv(a,chanl) & ps(a,[[ack],[]]) ==
»<>(send_msg(a,chan2) & ps(a, [[replyl,[11)).

Il process a is currently in the recv_msg state then the transition from the recv.msg
state to the end recv state to the send msg state is considered to be one indivisible
operation. Thus the inference engine would record the system state at which process a
is in the recv_msg state and the next state recorded would be the state where process a
was in the send msg state. Thus, the temporary transition states end.recv, end send,
etc, will not be recorded.

By not recording the temporary transilion states we will lose Lthe ability to express

such properties as:
st (recv_msg(a,chanl)) ==> af st(end_recv(a,chanl)).

which specifies that if process a is in the recv.msg state then eventually it must
reccive a message and exit the recv.msg state. However, we can still express such

liveness properties by using other available state information. For example,

st(recv_msg(a,chanl)) ==> af st(send_msg(a,chan2)).
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expresses the same liveness property as the previous formula. If process a must
eventually reach the send msg state then this implies that it must eventually receive

a message and exit the recv_msg state.

6.4 Model Checker Implementation

Recalling the general form of the model checking algorithms given in Section 5.1.1.2
we note that each algorithm consisted basically of two parts: a part to check the
validity of a BTL term at a particular state and a parl to ensure that the validity of
the BTL term is checked at every state in the graph. For a property to be valid for
the system in general it must be valid at all states in the graph. Our implementation
of the algorithms for each of the operators will follow the same pattern. In the
following sections we will present and explain six sets of Prolog clauses with each set
implementing the model checking algorithm for one of the BTL operators. Each set
of clauses is designed to perform a search of the state graph to determine the validity
of a BTL term at a particular state, i.e., state S. A set of clauses common to all the
model checking clauses will ensure that the appropriate model checking clauses are

invoked for each of the states in the graph thus proving the validity of the BTL term

for the complete system.

The VO operator

The Prolog clauses implementing the model checking algorithm for the YO overator
is given in Figure 6.6. These clauses are a direct implementation of the algorithm lor
the function check given in Chapter 5 (Figure 5.2).

The checking algorithm is invoked by a call to the check/2 clause at line 1 which
passes the BTL term, ag(F), and the state at which the validity of the this term must
be checked, S. The check/2 clause then calls the main part of the checking algorithm

implemented by the three check/3 clauses at lines 4, 6, and 8.
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check(ag(F),S) :-
check(ag(F),[1,8),
label_state(ag(F),S).
check(ag(F),_,8) :-
visited1(S,ag(F)).
check(ag(F),_,S) :-
label(S,L),
member (ag(F),L).
check(ag(F),Path,S) :-
(check(F,S);
add_statement (result (ag(F) ,Path,S)),-),
add_statement (visited1(S,ag(F))),
next_states(S,B),!,
all_paths(ag(F),B, [S{Path]).

o B B B o B4 3 B — N S I 6 I S

e e e
= W N - O

Figure 6.6: Prolog Clauses for the YO Operator

The second argument in the check/3 clauses, Path, is a list of system states
representing a trail or search history of the states visited along the current execution
path starting at S. This path history is not actually used in the model checking
algorithm for the VO operator but is updated [or use by the user interface. The call
invoking the check/3 clauses at line 2 initializes this argument as an empty list.

The three check/3 clauses implement the main part of the checking algorithm
for the VD operator. The first two check/3 clauses ensure the termination of the
algorithm (i.e., the search through the state graph) by identifying states that have
already been visited or labelled with the validity of the formula ag{F). The check/3
clause at line 4 checks to see if a stale has previously been visited. If a state has
already been visited then the search along that execution path is terminated. The
check/3 clause at line 6 checks to see if the validity of ag(F) is already known at the
current state. If so, then the search along that execution path can be terminated as
well.

The check/3 clause starting at line 9 is a direct implementation of the fixpoint

characterization of the VO operator, that is:
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vof = f A VO VOf

For a VOOf term to be valid at state S, f must be valid at § and YOf must he valid
for all successor states of 8. The third check/3 clause is a direct immplementation of
this characterization of the operator. The first predicate of the third check/3 clause
(line 10) checks that ihie immediate assertion part, F, of the temporal formula is
satisfied in the current state. This corresponds to the f term in the conjunction in
the above formula. The next_states/2 predicate at line 13 finds all the next states
of slate S and line 14 recursively calls the checking algorithm for each next state in
the list. This corresponds to the second conjunctive term in the above formula.

To ensure that each state only needs to be visited once line 12 asserts the fact
that the current state has been visited. If the immediate assertion F is not satisfied
in the current state then line 11 asserts a diagnostic fact whith is used by the user
interface to help the user locaie where in the state graph the correctness property
failed.

Remember that the above clauses and the clauses implementing the other temporal
operators are designed to determine the validily of a formula at any one given state,
i.e., state S. To check the validity of the formula for all siates requires calling the
check/2 clauses for each state in the graph. This is accomplished by a set of driver

clauses common to all the model checking clauses.

The 3¢ operator

The Prolog implementation of the 30O operator is given in Figure 6.7. Again, the main
part of the algorithm is derived directly from the following fixpoint characterization

of the 3C operator:

30f = f v 30 30f

156



i check(ef(F),8) :-
2 check(ef(F),[1.5).

3 check(ef(F),_,S) :-

4 vigited2(S,ef(F)},~.
5 check(ef(F),_,S) :-

6 label(S,L),

7 member (ef (F),L).

8 check(ef(F),Path,S) :-

9 check(F,3),!,

10 label_state(ef(F),S),

11 add_statement (result (ef (F) ,Path,S)).
12 check(ef(F),Path,S) :-

13 add_statement(visited2(S,ef(F)})),

14 next_states(S,B),!,

15 some_path{ef (F),B, [S|Path]),

186 label_state(ef(F),S).

Figure 6.7: Prolog Clauses for the 3¢ Operator

The single check/2 clause at line 1 initializes the search history argument, Path
1o the empty list and calls the check/3 clauses to perform the search to determine the
validity of ef (F) at S. The first iwo check/3 clanse: ensure that the scarch through
tite state graph will terminate by identifying states that have already been visited or
those states at which the validity of ef (F) is already known.

The second two check/3 clauses directly implement the fixpoint characterization
of the 3O operator. These two clauses corresnond respectively to the first and second
disjunctive terms from the fixpoint formula above. The first clause checks to see if the
immediate assertion part of the formula F is satisfied in the current state. If F satisfied
in the current state then the graph is labelled and some diagnostic information is saved
for use by the user interface. If F is not satisfied in the current state then the check/3

clause at line 12 attempts to find a next state at which it is satisfied.



The Prolog implementations of the checking algorithms for the 30 and VO oper-
ators are discussed in Section 6.4.4 in the context of fairness. Prolog clauses imple-
menting the V() and 3() operators are given in Appendix D.

The model checking algoriti:ms for each of the temporal operators depend on an
ability to perform a depth-first search of thie state graph model of the system under
analysis. The following two predicates, some_path/3 and all_paths/3, together with

the clauses for each temporal operator, control the search through the state graph.

6.4.1 all_paths/3

The all paths/3 predicate is called by the uaiversally quantified 3TL operators ¥V,
¥<$ and V(O to ensure that a property holds at all of the next states of a current state.

The clauses for the all_paths/3 predicate are given below.

all_paths(F,[1,.).
all_paths(F, [S|R],Path) :-
check(F,Path,S),!,

[T 7 R - S

all_paths(F,R,Path).

The flow pattern for this predicaie is all paths(i,i,i). The firsi argument passes
the temporal formula that must be checked. The second argument is a list of all the
next states at which the formula must be checked and the third argumen! is a list
of each state along the current path that has previously been visited in checking the
formula.

Line 3 calls the appropriate checking algorithm to check the formula for each
next state to the current state. When all next stales to the current state have been
checked the all.paths/3 clause at line 1 succeeds and causes a return to the point

where all_paths/3 was last called.
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6.4.2 some path/3

The some_path/3 predicate is called by the existentially quantified BTL operators
30, 3¢ and 3() to ensure that a property holds at least one of the next states of a

current state. The clauses for the some path predicate are given below.

1 some_path(F,[],_) :- !,fail.
2 some_path(F, [SIR],Path) :-

3 {check(F,Path,S);

4 !,some_path(F,R,Path)).

The same arguments are passed to the some_path predicate as are passed for the
all_paths/3 predicate. The clauses for some_path attempt to find some path along
which the formula F is satisfied. In line 3 check/3is called to see il F is satisfied at one
of the next states to the current state. If not, then some.path/3 is called recursively
in line 4 to try another next state. If F is not satisfied at any of the next states of
the current state then the some path/3 clause at line 1 causes a non-backtrackable

failure of the predicate.

6.4.3 Model Checking Compound Formulae

The following clauses allow the model checker to handle formulae of arbitrary com-
plexity by breaking a compound formula into its coustituent terms:

The four check/2 clauses handle the four logical connectives (=>,A,V,—) of which
logical formula are composed. These simple clauses serve to decompose a complex
BTL formula into simple BTL terms. The validity of each of the terms is checked

using the appropriate model checking algorithms. For example, for the BTL formula:
ag st(recv_msg(a,chanl)) and ef st(send_msg(b,chan2))

the check/2 clause at line 4 would decompose the formula into two BTL terms, F1

and F2, corresponding to the iwo conjunctive terms in the formula. The check/2
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check(F1 ==> F2,8) :-
(not {(check{F1,8));
check{F2,5)).
check(F1i and F2,S) :-
check(Fi1,S),!,
check(F2,S).
check(Ft or F2,5) :-
(check(F1,S8);
check(F2,5)).
check(~(F),S) :-
not (check(F,S)).

© o~ DO W

o
= QO

Figure 6.8: Clauses for Handling Logical Connectives

clause at line § would check the validity of Fi at state S. If F1 is valid at S then the

validity of F2 would be checked. If both F1 and F2 are valid at S then the complete

formula is valid at S.

6.4.4 Fairness

In Section 5.3 we defined six new temporal cperators which allow us to accommo-
daie fairness constraints into the model checking algorithm. We determined that
the definitions of the YO/, 30/, ¥ and 30’ operators were equivalent to their
unfair counterparts and therefore the same model checking algorithms can be used
for both. However, we had to redefine the 30 and Y operators such that they give
valid results under the assumption of fairness. This requires that the model checking
algorithm for the YO and 30f operators incorporate additional checks to determine
the fairness of the computations in the state graph.

Instead of implementing the model checking algorithms for both versions (fair and
unfair) of the two operators separately we combined them into the same implementa-
tion. Thus, both the fair and unfair versions of the V< operator are implemented with
the same set of clauses and the fair and unfair versions of the 30 operator are both

implemented with a second set of clauses. To accomplish this we allow the ad-itional
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checks for fairness to be turned on or off depending on which version of the operator

is desired.

The 10 Operator

1 check(eg(F),s) :-

2 check(eg(F), (1,5).

3 check(eg(F),_,8) :-

4 label(S,L),

5 member (eg(F),L).

6 check(eg(F),Path,5) :-

7 member{S,Path),

8 trea(S,[_1),

9 (check_fair(S,Path),
10 add_statement (result(eg(F),Path,8));
11 1, fail).
12 check(eg(F),Path,S) :-
13 check(F,S),
14 next_states(S,B),!,
15 some_path(eg(F) ,B, [S|Path]),
16 label_state(eg(F),S).

Figure 6.9: Prolog Clauses for the 30 Operator

Prolog clauses implementing the model checking algorithm for both the JO and
301 operators are given in Figure 6.9. Again, we notice that these clauses follow the
same pattern as we have already seen for the VO and 3O operators. The fixpoint

characierization for the 30 operator is:
Jof =1 A 3Q30f

In the above code we can see that the check/3 clause zt line 12 implements the
fixpoint representation for the operator. Line 13 checks that the immediate assertion
F is valid in the current state and line 15 checks that eg(F) is valid for at least one

next state of the current state.
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The check/3 clauses at lines 3 and 6 canse the search algorithm to terminate if
either a state is encountered at which eg(F) is alteady known to be true (line 3) or if
a computation is established (line 6). If a state is reached which iz a member of the
current search path, Path then a loop of states or computation has been establishe:l.
The check fair/2 predicate at line 9 passes the states comprising the computation
to a fairness checking routine. If the computation is fair then it can be used as
an argument to support the validity of eg(F) and the algorithm terminates. lf the
computation is unfair then the search continues for another computation along which
F is always true.

As was mentioned above, the clauses in Figure 6.9 implement the model checking
algorithms for both the IO and the 30/ operators. The fairness checking consirnint,
the check Fair/2 predicate at line 9, ensurcs that ouly fair computations are used
to support the validity of eg(F) at S. To reizove this constraint the check fair/2
predicate has been designed such that it car be twrned off. That is, if the unfair 30
operator is required then check fair/2 will always report thal the computation is

fair. This effectively turns off the fairness constraints.

The VO Operator

Prolog clauses implementing the model checking algorithm for both the ¥ and
VOf operators are given in Figure 6.9. The check/3 clauses at lines 14 and 17
are direct implementations of the fixpoint representation for the af operator. The
immediate assertion must either be true in the current stale (line 14) or must be true
at some state along the state sequences starting at each next state of the current slate
(line 17).

The check/3 clauses at lines 4 and 7 handle the cases where the validity of af (F)
is already known at the current state or the current state has already been visited. If
the validity of af (F) is already known at the current state then there is no point in

continuing the search. This case is handled by the clause at line 4.
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! check(af(F),s) :-
2 check({af (¥}, []1,S),
3 label_state(af (F),S).
4 check(af(F),Path,S) :-
5 label(S,L),
6 member{af(F),L).
7 check(af(F),Path,5) :-
8 member{S,Path),
9 tree(Ss,{_1),
10 (check_fair(s,Path),
11 add_statement (result (af (F),Path,S)),
i2 !, fail;
13 succeed).
14 check(af(F),_,S) :-
15 check(F,S),!,
16 label_state(af(F),S).
17 check(af(F),Path,S) :-
18 next_states(S,B),!,
19 all_paths(af(F),B, [S|Path]},
20 all_paths_labelled(af (F),B,S).

Figure 6.10: Prolog Clauses for the YO Operator

The check/3 clause at line 7 handles the case where we have encountered a state
that is a member of the current search path, i.e., a loop of states or computation
has been established. The search along a branch of the state graph will continue
until it finds « state at which the immediate assertion F is true. Since the search has
established a computation then this must imply that F is not true at any of the states
on the computation. If the computation is [air then we have found an argument to
deny the validity of af (F) at state S. A call to the check_fair/2 predicate, line 9,
determines whether the computation is fair or not. If the computation is fair then the
algorithm terminates and it 15 concluded that af (F) is not valid on the state graph.
H the computation is unfair then il is ignored and the algorithm continues.

Again, to remove the fairness constraints the normal operation of the check fair/2

predicate can be turned off such that it will report that all computations are fair.
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A Prolog implementation that is in seme respects similar fo onrs is given in
[BGG84]. The similarity between aspects of our implementation and that given in
[BGG84] result from a common basis in the fixpoint characterization of the temporal
operators. Major differences include the temporal operaters that are implementated

and the way that fairness 1s handled.

6.5 User Interface

The user interface module provides a menu driven environment in which to assess
the quality of a PAL specification. The user interface plays an important role in the
verification system. Not only does it provide the normal user [riendly features but
it also interprets the results obiained by the model checker. On its own the modei
checker can only determine the validity of a temporal formula on the state graph,
i.e., it can only determine whether or nol a property is satisfied on the state graph.
However, a simple pass/fail ansver doec little to give the user confidence in the result,
nor does it provide much informaticn that would help to find a possible error.

The minimal information needed to help diagnose a suspected error includes the
state at which the formula was {not) satisfied, the state or states which caused the
formula to succeed (fail), and a state history giving the execution sequence leading
up to the error state. To ensure that the above information is available we included
additional statements in the model checking clauses for each BTL operator which
cause the following two Prolog facts to be saved whenever the model checker reaches

a point where it can conclude that a property is either satisfied or is not satisfied on

the state graph.

result (Formula,Path,FailState).

return_status{Condition,State).

The result/3 predicate saves information about the state of the model checker at the

time the model checker halted. Formula gives the actual BTL term that the model
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checker was working on at the state where fatlure or success occurred. The Bl y term
saved in Formula may have been only one term in a complex formula but it was this
term that finally decided the validity of the whole formula. Path is a list of states
comprising the execution state sequence leading up to the state where the failure or
success occurred. The actual failure or success state is given in FailState. Aciually,
the Failstate may not in itself have caused the success or failure of the property
but rather it was the last state that the model checker was checking when it decided
that the property should either succeed or fail.

The return.status/2 predicate returns the final results of the model checker’s
effort to prove the correctness property on the state graph. Condition can return

one of three values:
1. ok — the property was satisfied on the state graph;
2. failure — the property is not satisfied on the state graph; and

3. deadlock — a system-wide deadlock state was found during the checking algo-

rithm.

State returns the name of the last state checked by the model checker or the name
of the deadlock state if a deadlock state was found.

Frow the information provided by the result/3 and return.status/2 predicates
the user interface attempts to explain the results obtained by the model checker. A

typical explanation is given below:

wwwokk Fajlure #ksrs

The property
ag pv(sch,[nr(X),00X<2)1) .
is nét sétisf.ied at system state 1 ‘\

4 .
1
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Suspected cause of failure is system state 27

Do you want to enter Playback mode? (y/n)

6.5.1 Playback Mode

The execution sequence, Path, is used by the user interface to further aid the user
in determining why the property was or was not satisfied on the state graph. After
receiving the explanation of the model checker’s results the user can enter a play-
back mode in which the user interface displays on a state by state basis complete
information about each state in the execution sequence. The state information is
presented one state at a time giving the states of the individual processes, process
variables and system variables. The user can move either forward or backward one
state at a time along the execution sequence to aid him in understanding the system
events that led to the failure or success of the property. A typical playback state

presentation is given below:

System State #27

Process States:

Control State Data State
send_msg(sch,ch10) [nr(2),write(f),read(t)]
recv_msg{wr,ch2) (3

recv_msg(rdi,ch8) (]

recv_msg{rd2,chi0) B

System Variables:

(]

Next System State Information:
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Next State Process Next State of Process

23 sch select(sch,schl)

*playback* Menu - Next Command? Press first letter of command

forvard back redisplay look jump trace main quit

The user interface can also provide additional information about each state such as

the state of message channels including the actual messages in the channel queues.

6.5.2 Trace Mode

The trace mode provides a similar facility to that provided by the playback mode
except that the user can chose to follow any sequence of states in the graph. Using
the trace mode the user can explore the state graph state by state moving backward
or forward through the graph. At non-deterministic branching states the user can
chose which alternative to explore.

"To aid in exploring the state graph the user interface also provides a search utility
by which the user can find a state or set of states satisfying any non-temporal formula
specified by the user. If a search finds a state where the specified formula is salisfied
the user can enter the playback mode to follow the execution sequence through the
state graph to the state.

The trace facility is independent of the model checker, that is, a user can explore
a state graph without having to specify any correctness properties. If the state graph
for a set of connective implications is either unavailable or incomplete the trace utility
will call upon the state graph generator to build the state graph as needed.

Other services provided by the user interface include:

o utilities to save and load the state grapl: to or from a file. This can reduce the
computational cost of the verification effort by removing the need to regencrate

the graph for each session.
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o direct access to operating system utilities such as a text editor and file manage-

ment commands.

6.6 Sample Verification Session

The following text is an actual transcript from a session on the verification system.
The PAL system being verified is the simple two process example from Chapter 4
(Figure 4.4). The Prolog form of the connective implications for the example are given
in Figures 6.2 and 6.3. The session transcript begins with the first menu presented
to the user after the verification system has been initialized. Comments, in italics,

have been added at certain points for explanation purpeses. User input is indicated

in boldface.

*main* Menu - Next Command? Press firslL letter of command

verify files trace guit

at the top level menu the user has three command uptions
1. verify a property against the PAL system

2. file management {edit,delete,directory)

3. enter trace mode

verify go to the verify menu

xverify* Menu - Next Command? Press first letter of command

go parameters build clear load save main quit
load load in a PTR file

*load* Menu - Next Command? Press first letter of command

pal_file graph

pal file
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Enter PAL file name
. twoproc

0k the PTR file has been loaded into memory

=verify= Menu - Next Command? Press first letter of command

go parameters build clear load save main quit

parameters sel up the model checking parameters
Enter new formula:
. af st(recv msg(b,chand))
Enter the correctness preperty against which the state graph will be checked. In

this case we are checking that process b never ezperiences starvation

af st(recv_msg(b,chand))

<CR> to accept, <e> to edit, <SPACE> to get previous

The user is given a chance to confirm that the property has been entered properly.

<CR>»

Enter node number that you would like property verified for.

Enter 0 to verify for all nodes.
: 0
We want ta ensure that the properly is satisfied at all system states. To aid in diag-

nosing correciness errors it is sometimes helpfuil to try to check a property at a single

state,

FAIRNESS is currently OFF
<CR> to accept, <SPACE> to turn FAIRNESS ON

<CR>
Although we are checking for a liveness property we can leave the fairness consiruints
turned off since we know that the two process ezample is completely determinasiic,

i.e., it cannot be unfair.
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*yerify* Menu - Next Command? Press first letter of command

go parameters build clear load save main quit
go  start the model checker using the entered parameters

Beginning verifica*ion for formula:
af st(recv_msg(b,chand))

for all system states,

for all computations, both fair and unfair.

Press any key to start...

state 2

The state graph generator urites a "state #" indicalion as each system stale 1s

generated.

state 3
state 4
state 5
state 6
state 7

1 0k

When the model checker determines that the given properly is salisfied at a system
state it writes a "# ok" indication. Note that oniy those states required to delermine
the validity of the property at state ! have so far been generated. In fe<d, no further
states need to be generated to delermine the validily of the property at state 2 through
7. The next state that needs to be generaled is slate §.

2 0k
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3 0k

4 0Ok

5 0Ok

6 0Ok

7 Ok
state 8
8 Ok
state 9
9 D0k
state 10
10 D%

Success fcr all system states.
*verify* Menu - Next Command? Press first letter of command

go parameters build clear load save main quit

We nave delermined that process b does no! expericnce stervation on the state graph.
To further assess the quality of the system we can enter the trace mode and explore
the state graph.

main go back lto the main menu

*main* Menu - Next Command? Press first letter of command

verify files trace quit
trace enler the trace mode

System State #1

Process States:
Control State Data State

init(a) i1
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init (b) {3

System Variables:

(]

Next System State Information:
Next State Process Next State of Procsss
2 b recv_msg(b,chanl)

2 a send_msg{a,chanl)

*trace* Menu — Next Command? Press first letter of command

forward back redisplay look search goto main quit

Upon entering the trace mode ceriain variables of the first system stale are displayed.
The user can move forward or backward through the state graph. In state 1, bolh

processes are in the initial state. 'n the next state, state 2, process b will be in the
recv.msg state and process a will be in the send.msg slate.

forwvard move forward one state

System State #2

Process States:

Control State Data State
send_msg{a,chanl) Q
recv_msg(b,chanl) [

System Variables:

(1

Next System State Information:
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Next State Process Next State of Process

3 a recv_msg(a,chan2)

»trace* Menu - Next Command? Press first letter of command
forward back redisplay look search goto main quit

forward move forward one state

System State #3

Process States:

Control State Data State
recv_msg(a,chan?2) ]
recv_msg(b,chanl} 0

System Variables:

0

Next System State Information:
Next State Process Next State of Process

4 b send_msg(b,chan?)

=trace* Menu - Next Command? Press first letter of command

forward back radisplay look search goto main quit

At this state process a is wailing lo receive a message from channel 2 and process b is
wailing lo receive a message from channel 1. We can ezamine the channels to check
if any messages are available for reception.

look

*)look* Menu - Next Command? Press first letter of command
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channels message_parameters

channels FEnter the look menu and ask to look ai the channel states.

chani 1/2 [[reql]
chan2 0/1 1
chan3 0/1 (]
chand c/1 M

*+race* Menu - Next Command? Press first letter of command

forward back redisplay look search goto main quit

We can see that chanl! contains one message. We can also note that all of the channels
have a capacity of 1 message except for chan! which has a capacity of 2.

In the above manner the use could ezplore the state graph to gain an understanding
of process behaviour.

quit end of session

6.7 Chapter Summary

In this chapter we have described the essential elements of an implementation of our
verification method. Our purpose in developing the implementation was first to show
that the method is viable and second tu provide a source of practical experience in
the area of verification. In the next chapter we will analyse a number of example

system problems in order to evaluate the performance of our verification system.
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Chapter 7

Evaluation

In this chapter we evaluate the capability of the verification system to meet our goals
as stated in Chapter 1. The evaluation will be based on results obtained in specifying
in PAL and analysing a number of example problems. In the first section of this
chapter we discuss the analysis of four example problems; three different solutions
to the classic readers/writers problem and one simple process control problem. We
concentrate first on a detailed look at the results obtained in analysing a version of
the readers/wrilers problem with starvation and then move on to present the results
for the other example problems. In Section 7.2 we discuss in general the capalilities
of Lhe verification system as based on our cxperiences in using it to verify the example
problems. We also extrapolate our evaluation results to comment on the verification

system’s ability to deal with practical sized concurrent system problems.

7.1 Example Problems

The readers/writers problem is a classic concurrent system problem usually ased to
demonstrate the concurrent system issues of starvation and mutual exclusion. Essen-
tially the problem consists of a common data structure that is accessed by a number

of processes. Some of the processes only need to read data from the data structure
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Scheduler Process

achi=

Som
aelect

write.ok —
receive(chl,req(wr});
send(ch2,ack);
STP(read_ok,false);
STP(write.ok,false) |
read.ok —
receive(ch,rea(rdl));
send(ch8,ack);
STP(nr,nr + 1);
STP(write.ok,false) |
read.ok —
receive(ch9,req(rd2));
send{(ch10,ack);
STP(nr,nr + 1);
STP(write_ok,false) |
true —
receive(ch3,rel{wr));
send(ch4,ack);
STP(writeok,true);
STP{rend ok,true) |
true —
receive(ch7,rel(zd1));
send(chd,ack);
STP(nr,nr - 1);
case nr
nr = 0: STP(writeok,true) |
nr <> 0: true
endcase |
true —
receive(chll,rel{rd2));
send(ck12,ack);
STP(nt,nr- 1);
case nr
nr = 0: STP(write.ok,true) |
nr <> 0: true
endcase

endselect;

£

Writer Process

WIiiz=
Soﬁ
send(chl,req{wr));
receive(ch2,nck);
do_modify . activity;
send(cha,rel(wr));
recelve(chd,ack);
£

First Render Process

dln=
Sﬂ“
aend(ch5,req(rd1));
receive(chs,ack);
do.reading.nctivity;
send{ch?,rel{rd1));
receive(ch8,nck);

Second Reader Procrss

rd2u=
Sﬂﬂ
send(ch9,req(rd2));
receive(ch10,ack);
do.read.activity;
send(ch11,rel(rd2));
receive{chl2,ack);

Figure 7.1: PAL Processes for Readers- Writers
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7.1.1 Analysis of Readers/Writers

We wish to analyse the given PAL expressions to verify that they describe system
behaviour that will solve the given problem. To do so we will first transform the PAL
expressions into a global state graph model representing the operational behaviour
of the system. Second, we will translate the concerns enumerated above into a set of
correctness properties, and third we will attempt to prove that these properties are
satisfied on the state graph model. If the properties are satisfied on the state graph
then they are also satisfied by the PAL expressions themselves.

To transform the PAL expressions into a global state graph we first must translate
the expressions into their PAL Temporal Representation (PTR) a process which at
this point must be done by hand. The PTR for this solution to the readers/wrilers
problem is given in Appendix E, Section E.3.

 We first loaded the PTR for the problem into the verifier and then generated the
state graph representation of the PAL expressions. The state graph for the PAL recd-
ers/writers system consists of 37 system states which the inference engiue generated
in approximately 4 seconds. For the purposes of our evaluation we separated the
generation of the global state graph from the model checking of that graph. In this
way we could more clearly attribute evaluation results to either section of the verifier.

We then specified a set of correctness properties to express the concerns enumer-
ated above. Specifically we wish to show that the integrity of the data structure will
be preserved, a safety property, and that all processes will have access lo the daia, a
liveness property.

To preserve the integrity of the data we must ensure that both a reader and a
writer process cannot simultaneously be within their respective critical regions. This

safety property mutually ezclusive access can be expressed as follows:

ag ~(chan(ch3, n(1)]1) and chan{ch7, [n(1}])) and
ag "(chan(ch3,[n(1)]) and chan(chi1, [n(1)]1))

The first term of the property expresses that for all states it must be the case
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that ch3 (the channel by which the writer processes sends a release message to the
scheduler) and ch7 (the channel by which the first reader process sends a release
message to the scheduler) never both contain a release message. If in a certain state
hoth channels contain a message releasing the critical region then this implies that
both processes must have been allowed to enter the critical region simultaneously.
The second term of the property expresses a similar requirement between the writer
and the second reader process.

We could also have specified mutual exclusion using the 3O operator which is the

dual of the VO operator.

ef {chan(ch3,[n(1)]) and chan(ch7,[n(1)])) or
ef (chan{ch3,[n(1)]) and chan(chii,[n(1}1))

In this case, if the property is satisfied on the state graph then this will indicate that
mutually exclusive access to the data structure has been violated.

Of importance to note here is the manner in which we have specified the safety
property. A more straightforward method of expressing mutual exclusion would have

been as follows:

ag ~(st(end_recv(wr,ch2)) and st(end_recv(rdi,ch6))) and
ag ~(st(end_recv(wr,ch2)) and st(end_recv(rd2,chi0)))

i.e., il both a reader and the writer processes have just received acknowledgements
for their requests to access their critical regions then this is clearly a violation of
mutual exclusion. However, if we recall Section 6.3.2 concerning the recording density
of the state information in the state graph we realize that end _recv state information
is not available in the graph. Thus we are limited in specifying correctness properties
to the information that is available in the state graph model.

To verify that all processes have access to the data we can specify a liveness

property expressing accessibility to the data structure for each process.
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af st{recv_msg(wr,ch4)) and
af st(recv_msg(rdl,ch8)) and

af st(recv_msg(rd2,ch12))

This property asserts that for each process the system must eventually reach a state
where the process is waiting to receive an acknowledgement message from the sched-
uler process. Since this message waiting point is past each of the processes’ critical
regions then this implies that the process must have been granted access to its critical
region. Of course, this property must be satisfied under fairness constraints since we
must assume that a request for access to the critical region cannot be ignored forever.

More specifically, the above property expresses absence of starvation or liveness
for each process rather than accessibility. However, since each of the reader and
writer processes consist only of a continuous loop through a critical region, absence
of starvation implies accessibility. To express accessibility directly we could specily

the following property:

st(send_msg(wr,chl)) ==> af st(recv.msg(wr,ch2)) and
st (send_msg(rdl,chs)) ==> af st(recv_msg(rdl,ch6)) and
st (send_msg(xrd2,ch9)) ==> af st(recv_msg(rd2,chi0))

which asserts that if a process requests access to its critical region it will eventually
receive access. However, again we are limited by the information available in the state
graph. The state graph generator records only those process states where a process
is blocked at a message waiting point, i.e., either 2 send_msg to a full channel or a
recu_msg from an empty channel. Therefore, we cannot guarantee that a send.msg

state for a process will be recorded in the state graph.

Results

To verify the safety property expressing mutually exclusive access to the data struc-

ture the the model checker required under 2 seconds for each of the three processes
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or 6 seconds overall. As was expected the model checker verified that the property
was salisfied on the state graph.

When the liveness property was checked on the state graph the model checker
determined that the property was not satisfied on the graph. The model checker
required approximately 8 seconds to find that the writer process was experiencing
starvation along a state sequence in which the reader processes alternately gained
access to their critical regions. This computation \fas determined to be fair since
the scheduler process was prevented from considering the writer's request by the
read-ok guard.

When the model checker found that the liveness property was not satisfied on the
state graph model of the system the user interface reported this failure and gave the
actual state at which the property failed. The user interface then allowed us to enter

the playback mode to explore the computation along which the property had failed.

7.1.2 Other Examples

PAL expressions and connective implications for each of the example problems dis-
cussed in this section can be found in Appendix E. In this section we will just outline
the basic structure of the problem and give the analysis results returned by the veri-

fier.

7.1.2.1 Readers/Writers Without Starvation

Another solution to the readers/writers problem was specified and analysed. This
solution, whose PAL expressions can be found in Appendix E, Section E.4, elimi-
nates the possibility of the writer process experiencing starvation by adding a writer
pending flag (write pend) to the scheduler process. Thus, if the writer process
requests access 1o its critical region and there are currently reader processes in their
respective critical regions then the writer’s request is still noted by the scheduler

process. After the writer’s request no further reader requests are processed until the
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writer has exited its critical region.

The behaviour of this solution of the readers/writers problem was described by
a state graph of 57 states which required 10 seconds to generate. We specified and
checked the same correctness properties as for the solution with starvation. To verily
that the state graph model was correct with respect to the mutually exclusive access
to the data structure required approximately 9 seconds. To check that each process

was free of starvation required 10 seconds per process or 30 seconds overall.

7.1.2.2 Readers/Writers Using System Variables

In specifying a solution to the readers/writers problem we do not need to model
the actual data structure that the reader and writer processes access. We are
interested only in the correct and eventual access by the processes to a common
structure whatever that structure actually represents. This abstraction allows us to
describe a solution and verify its correctness using a minimum of system states as in
the two previous solutions.

To help evaluate how our verification system handles larger problem spaces we
specified a third solution to the readers/writers problem which actually used a system
condition variable as a common data structure. The PAL expressions and PTR for
this solution can be found in Appendix E, Section E.5.

Because we actually used a data structure in our representation of the problem
the number of states needed o represent system behaviour jumped from 37 to 360.
To generate the 360 states the state graph generator required 130 seconds of CPU
time. We specified the same correciness properties as for our two previous examples
and checked them on this state graph. To verify that the state graph was correct with
respect to mutually exclusive access to the common data structure the model checker
required 33 seconds. Since we based this solution to the readers/writers problem
on our first solution, i.e., the one in which the writer process was experiencing

starvation, we expected the model checker to again find that our liveness properly
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was not satisfied on the state graph model. The model checker required approximately

10 seconds to determine that the writer process was experiencing starvation.

7.1.2.3 A Process Control Probiem

The mixer problem is a simple process control example taken from a manual for
the Grafcet specification language(BBFMT77]. Grafcet is a graphical notation used to
describe in graphical terms the behaviour of process control applications. The physical
aspects of the mixer problem are shown in Figure 7.2. Essentially, the problem is to
maintain the proper mixture level in the hopper. If the mixture in the hopper drops
below an indicated lower level this causes new batches of mixture to be produced until
the hopper is filled to the high level. Each batch of final mixture is made by mixing
carefully controlled amounts of two liquids, product 1 and product 2, with one
cart load of dry material, product 3. The two liquids must first be mixed separately
for a certain time in mixer 1 and then mixed with the dry material in mixer 2 for
a certain time. The buffer between the two mixers can temporarily hold one mixed
batch of products 1 and 2. The mixing of one batch of products 1 and 2 can be done
concurrently with the mixing of the dry material with another batch. Once a mixture
has been started it must be dumped within a certain period of time, i.e., neither the
buffer nor either mixer can be used to hold material; it must all be dumped to the
hopper once the mixing cycle is complete.

The main issues in this example are:

1. to ensure that hopper is never allowed to become empty, i.e., the low level
sensor on hopper should be taken as a request for more batches of material
to be prepared. In order that hopper never becomes empty this request must

eventually be serviced.

ta

to ensure that hopper does not become too full. Since the mixed material has
a limited shelf life only a certain amount should be available at any one time.

As well, hopper has a finite capacity so it must not be allowed to overflow.
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Mixer 1

Product 1 Product 2
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Bin 1
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Mixer 2
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Bin 2
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—
High Level Sensor
ﬁnal Hoppcr
product
Low Level Sensor

Valve 4

Figure 7.2: Mixer Problem
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Therefore, the high level sensor should be taken as a request that no more
batches are to be started. Only those batches that are currently being mixed

should be allowed to continue to be processed.

The PAL process expressions and PTR for our sclution to the mizer problem can
be found in Appendix E, Section E.6. Our solution to the problem uses a system
condition variable to indicate the state of the high and low level sensors. The sen-
sor state is set by an environment modelling process which monitors the number of
batches of mixture that are produced by mixer 2. We modelled the actions of the
two mixers and the buffer with three separate processes. The hopper was modelled
as part of the environment. We also included a fifth process to model the consumers
of the mixture being produced.

The state graph model produced by the state generator consisted of 271 states
which required 108 seconds to generate. To check that all requests for more mixture

resulted in more mixture being produced we specified the following liveness property:
sv([level(low)]) ==> af sv([level(high)])

This property simply states that if the level in the hopper ever reaches the low mark
then eventually it must be filled until the high mark is reached. The model checker
required under 2 seconds to determine that this this liveness property is not satisfied
on the state graph. It is possible that the consumer process could consume the
batches as fast as they are produced, therefore the hopper level would never reach
the high mark. This example shows that in verifying a system’s behaviour a user can
gain a better understanding of that behaviour.

Another way of expressing the liveness property that the low hopper level events
are always responded to would be check the liveness of the consumer process. I
the consumer always is able to consume batches of material then this implies that
material is being produced. The liveness of the consumer process can be expressed

as follows:
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af st(recv_msg(consumer,ch?))

To check the second requirement, that the hopper should not overflow, we specified

the following safety property:
ag pv(env, [batches(X},0(X < 4)1)

The amount of mixture in the hopper is modelled by the process condition variable
batches and is maintained by the environment modelling process env. When mixer2
dumps a new batch into the hopper batches is incremented and when a batch is
consumed by a consumer process, consumer, batches is decremented. In the envi-
ronment modelling process we decided to turn the high level sensor on when there
were at least three batches in the hopper, i.e., batches(3}. The above safety prop-
erty specifies that the number of batches in the hopper should never exceed 3. The
model checker was able to determine within 15 seconds that the above property was
not satisfied on the state graph. We were able to determine that with the high level
sensor set at 3 batches the actual number of batches in the hopper could get as high
as 7. The reason for this is due to the pipelined batch mixing procedure. Even after
the high mark has been reached there may still be up to four batches pending in the
buffer and mixers.

This example shows how modelling of a problem can help system designers to
understand complex system/environment interactions. In order to resolve the safety
errors, (hopper overflow), detected by our analysis it is apparent that the environment
might need to be modified, not necessarily the control system. The three level, inde-
pendent buffer/mixer combination allows for at least three extra batches of mixture
to be dumped into the hopper after the high level mark has been reached. {the fourth
extra batch results from the non-deterministic execution rates of the two processes
accessing the system condition variable level). There are several ways to overcome
this difficulty but they involve changing the environment itself. Two possibilities are:

move the high level sensor to a lower position on hopper; or do not allow mixer 1
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to begin processing a new batch until after mixer 2 has dumped its mixture into the

hopper.

7.2 Evaluation

In this section we present an informal evaluation of the suitability of our verification
system for verifying the correctness of P/ " expressions. The informal comments
presented here are based on our experiences ir using the verifier to analyse the above
example problems. Qur judgement of suitability will be based on the factors outlined

in Section 1.2. Stated again briefly they are:
¢ the system must provide a proof of correctness;
o it should be applical'c s ui:ctical problems; and
» it should be useable by people who actually do develop systems;

We do not need to address the first factor because our use of the model checking
approach guarantees a proof of the correctness of any property that is checked. In
the next two sections we will comment on the suitability of our approach based on
the second two factors, that is, is our verification approach applicable to systems of
a reasonable size and complexity and is it useable by the people who typically design
these systems.

In the following sections we must keep in mind that in developing the implemen-
tation of our verification method we have concentrated on function rather efficiency.
That is, the capabilities of our implementation of our verification approach may not
reflect the capabilities of the verification approach itself. In general, the following
comments will be derived from our experiences in using the verification system to
analyse the example problems. However, we will also try to extrapolate the perceived
merits and faults of our implementation to commeﬁt on the verification approach

itself.
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7.2.1 Useable by the Average Designer

The first thing to do is to define what is meant by useable by the average designer.
What we are concerned with here is that the verification method should be useable by
the people who are actually involved in developing the system that is being analysed.
If the method is easy to use then there will be more likelihood of it actually being
used to develop correct systems. As well, if the method was not easy to use, ie.,
it appears technically complex and/or consists of 2 number of tedious manual steps,
then the users may have end up having as little confidence in the correctness of the
verification results as they do in the system being verified.

In analysing the simple example problems we found that the verification system
developed in this thesis is fairly easy to use. The accessibility of our approach can be

attributed to two factors: one, the model checking method of verification, and two,

the features of the user interface.

The Model Checking Approach

The model checking method is based on a model theoretic rather than a proof theoretic
application of temporal logic, therefore it naturally presents a more operationally
oriented view of the verification process. The state graph model of a system on
which the method is based is a structure that is already well understood by system
developers. The introduction of the BTL operators and their well defined model
checking algorithms are not difficult concepts to understand. The model checking
algorithms are easily automated and therefore their logical foundations and function
can be hidden from the user. However, understanding of the BTL operators on which
they are based is essential for specifying meaningful correctness properties. Ou the
other hand a method based on the proof theory of temporal logic does not usually
include either automation or well defined algorithms for constructing proofs. Rather
the successful construction of proofs depends on the expertise of the prover.

By adopting the model checking approach we have shielded the user from any
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requirement to understand the details of the verification method itself. The user is
only required to understand the BTL operators and how they are used to express

correctness properties for a system.

The User Interface

The features of the user interface, while being fairly primitive in our implementation,
greatly aided in the use of the model checker. By itself the model checker can only
provide a pass/fail answer about the correctness of a temporal formula on the state
graph. Obviously, it would be very useful to know why and where a formula failed.
Answers Lo these questions aid a user in confirming that the error does indeed exist,
thus increasing his confidence in the model checker’s results. As well, these answers
are essential in diagnosing the exact cause of the error to allow the system to be
corrected. To aid the user, the user interface attempts to provide as much information
as possible about the success or failure of a temporal formula on the state graph. This

information is provided via the following three services:

1. The user interface provides as detailed an explanation as possible of the model
checker’s results. This serves to increase the confidence of the user in those

results.

2. The trace and playback modes allow the user to review system events along
a computation. This aids the user in diagnosing the exact reason for the failure

of a correctness property.

3. The user can retrieve state information such as message queues and variable

values al any state.

For the simple problems that we analysed we found that the above services as
provided by the user interface were vital factors in making the model checking ap-

proach a useable verification method. Given that the user interface is a critical factor
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in making the verifier a useahle tool we shanld consider how its features wounld extend

to a larger problem space. We will address this concern in the next section.

Accessibility for Larger Problems

While we did find that our verifier was suitable for analysing the correctness of the
simple example problems, we were unable to judge its effectiveness in dealing with
larger systems. For the simple example systems we were aided in our analysis by
our complete familiarity with their process interactions. Because the problems were
fairly simple and we were familiar with the temporal errors that could be expected we
were easily able to diagnose the failure of a correciness property. For a much larger
problem, say with 1000 states or more, we would not have this advantage. In this
respect then, can the features that make this verification approach accessible to the
average designer be extended to deal with larger problems and if so how?

To properly diagnose and understand the reasons for the failure of a correctness
property requires an understanding of the process interaction events along the com-
putation on which the error occurs. For exampie, to understand the chain of eventis
causing the starvation of the writer process in the readers/writers problem required
a review of the process interactions along the computation. In our implementation,
the playback mode attempted to convey this understanding via a state by stale
presentation of the system events along the computation. However, even given the
relatively simple problem space and our familiarity with it it still required consid-
erable concentration to keep track of the events that had transpired and how they
could lead to starvation. For a larger problem space it would be even more difficult
to gain an understanding of the error. The problem in essence is that the formatl of
the playback and trace modes do not allow an easy conceptualization of the process
interactions and of the system as a whole.

A possible solution to this problem is an animated presentation of the processes

and their interactions as proposed in [Kar87]. In an animated presentation each
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system object, such as a process, a message channel or a message, is represented
as a graphical icon. Using a graphical representation we can show a message being
sent from a process to a message channel by moving a message icon from a process
icon to the appropriate message queue icon. Thus a series of process interaction
events can be animated to graphically illustrate a particular computation. Such a
presentation would aid the user in understanding the complex process interactions

leading to temporal errors.

Syntax Errors

In analysing the example problems we found that syntax errors in the connective
implications were frequently to blame for the failure of a correctness property on the
state graph. Usually these types of errors resulted in system-wide deadlock states but
occasionally the error was less obvious. In our case we were analysing fairly simple
and well understood systems and therefore we were able to distinguish between a
syntax error and a real temporal error. However, for larger systems syntax errors
in the connective implications would pose a significant and very frustrating problem.
Part of the reason for this problem is that our use of the verification system is outside
of ils expected context of operation. The PAL process expression verifier is meant to
be part of a system development environment which would include expression editors
and syntax checkers. An essential element of the development environment would
be a pre-processor to directly translate a set of PAL expressions in their equivalent
connective implication form. This would eliminate the time consuming and error

prone manual translation of the PAL expressions.

7.2.2 Applicable to Practiczl Problems

Due to the limitations imposed by our particular implementation we we were not able
to judge directly the suitability of either the model checking approach or our overall

verification approach for problems of a practical size and complexity. However, based
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on onr experiences in verifving the example problems we can make the following

observations.

Computational Performance

The computational performance of our implementation was more than adequate for
the simple example problems that were analysed, however, we would expect this
performance to degrade as the size of the problem increases. An analysis of the com-
putational complexities of the individual algorithms of which our system is composed

will help to sstablish the limiting factor in the size of ihe problem that our approach

can handle.

1. To generate the n** state in the graph requires a search through the first 2 — 1
states to see that the n'® state has not already been generated. Therefore, the

complexity of generating the state graph itsell is O(n?) where n is the number

of states in the graph.

9. The number of states n in the graph is in the worst case proportional to the
size of the state space of the whole system which is known to be a cross product
of the individual process states. If each process has a state space equal to the
largest process P, then the state space of the system is (P,)™ where m is the

number of processes in the system.

3. Based on the above two orders of complexity, the complexity of the state graph

generation method is O((P,)*™).

4. There are O((n — 1)!} computations on a non-directed, fully connected graph
with 7 nodes. Therefore the number of computations in any state graph gen-
erated from m processes is O((PF* — 1)1). However, the actual number of com-
putations on any state graph will be considerably less than (n — 1)! since the

state graph is a directed graph with sparsely connected nodes.
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5. The complexity of the basic model checking algorithm is linear in the number

of states in the graph S and in the number of connections between states R,

ie, O(S + R) (Section 5.2.1).

6. The complexity of checking the fairness of a computation of m states is O(m?)
(Section 5.5.2). The size of the computation m depends on the number of states
in the graph n. If we assume that there are an equal distribution of short and
long computations then we can say m = n/2. Therefore the complexity to
determine the fairness of all computations on a state graph is O(n*(n — 1)!)

since there are O{{(n — 1)!) computations on a graph with n states.

If we replace the number of states n with P;?, the number of states in a graph
for a system of m processes then the complexity to determine the fairness of all

the computations on a state graph is O((PF)*(P* — 1)}).

From the above estimates of the computational complexities of various facets of
our verification system we can draw a number of conclusions about the problem
solving capacity of our approach. The most important conclusion to be drawn from
the above is that the size of the state graph is the limiting factor in determining the
capacity of our verificalion system.

The worst case computational cost is for model checking under fairness constraints,
item 6. However, recall that the actual number of computations on a state graph will
be considerably less than (r — 1)! because the state graph is a directed graph with
sparsely connected nodes. As well, recall that not every computation needs to be
checked for fairness. Therefore, although the actual number of computations on a
graph will depend on the number of nodes and on how they are connected, we can
say that in practice the complexity of model checking under fairness constraints is
proportional to P™. In analysing the example problems we found that the number
of computations that were checked for fairness was always less than the number of
states in the graph. Therefore, the limiting factor in our approach is the number of

states required to describe the system’s behaviour. What this implies is that for as
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large a state graph as can in practice be generated our approach should provide a

viable means of verifying correctness properties on it.

State Explosion

The size of the state graph model for a system grows exponentially with the number
of processes in the system. This state explosion problem is common to state based
verification methods. While the problem of state explosion cannot be removed com-
pletely it effects can be minimized to allow larger problems to be dealt with. Since
the size of the state graph model of a system depends on the number of processes in
the system and on the size of the state space of each process, a reduction in either
quantity will significantly reduce the size of the state graph. In [Kar87] Karam out-
lined a number of analysis heuristics which can significantly reduce the size of the

state graph model of a system. We briefly outline these heuristics below:

minimum number of processes—The size of the state graph model of a system
depends on the number of processes in the system. Therefore, when analysing

a system include only those processes which are essential to faithfully describe

the behaviour of the system.

divide and conquer—partition the system into smaller subsystems and analyse
each individually. Interactions between the subsystem under analysis and the
rest of the system can be simulated. The same principle can be applied to the

simulation of the environment. Simulate only those environmental functions

that affect the subsystem under analysis.

minimum buffer size—All buffers, queues, message chanuels, etc, should be spec-
ified at their minimum levels. Restricting the range of possible states of a data
structure directly affects the size of the state space of a process. The same
principle applies to the number and range of variable values. Use only those

variables that are necessary and restrict their range to the minimum set of values
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that will allow the essential elements of the system to be faithfully described.

Flexibility

A major benefit of the model checking approach is the flexibility it allows in the range
of correctness properties which one can verify. We were easily able to specify various
correctness properties for each of the examples and verify the correctness of these
properties on a state graph model of the example system. For larger problems with
more complex process interactions this flexibility would continue to be an asset as
the complexity of the specified correctness properties could be made to match the
complexity of the problem.

However, this aspect of the verifier also puts the onus on the person doing the anal-
ysis to be able to specify meaningful correctness properties. The user must not only
understand the use of the BTL operators but he must also understand the system he
is analysing enough that he can form meaningful correctness properties for it. There-
fore, to some extent, the success of this verification method depends on the expertise
of the user. As was discussed in Section 2.1 PAL is being targeted towards users who
will design their own systems, therefore they should have an intimate knowledge of
their application. In any case, the problem of understanding and developing mean-
ingful corvectness criteria for a system is common te most verification methods. The
difference with the model checking approach is that the user does not need to be an
expert in logic or mathematics.

Again, it is the user interface that becomes important here. The more complex a
correciness property is the more difficult it will become to explain exactly why or why
not it was or was not satisfied on the state graph. The user interface will accordingly
have have an impact on the ability of the user to exploit the model checker’s flexibility.

A factor limiting the model checker’s flexibility is the information content of the
state graph model of the system. In building the state graph we employed various

techniques to reduce the number of states required to describe system behaviour.
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However, in reducing the number of states we also removed information about the
system’s behaviour from the graph. This problem was illustrated in Section 7.1.1
dealing with the readers/writers problem. Although we were able to specify the
required properties we were forced to do so in a rather convoluted fashion. What this
implies is that in our implementation we may not have achieved the best compromise
between the information content required to properly analyse the system and the need
to deal with the state explosion problem. Indeed this may indicate a weakness in the
model checking approach itself. As the problem space becomes larger any attempis

to control it will reduce the effectiveness of the model checker.

7.3 Evaluation Summary

Overall the evaluation shows that our verification system does meet the requirements
as stated in Section 1.2. For the example problems that were analysed the verifier
was found to provide a very accessible verification environment.

Based on our experience in analysing the example problems we believe that the
approach could be extended to a practical environment for analysing systems with a
larger number of states. In general the factors which have limited our implementa-
tion to the analysis of small problems are not related to our verification approach.
Ultimately, the size of problem that can be handled with our approach is limited
by the size of state graph that can be accommodated by the implementation. How-
ever, for any problem within these limits the verification approach should meet our
requirements as stated in Section 1.2.

To actually implement a verification system based on our approach capable of

handling problems of a reasonable size and complexity, development would have Lo

proceed along two fronts:

1. Development of those aspects of the verifier that will allow larger problems to

be handled. i.e., dealing with the state explosion problem. Included in this area
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are:

e development of an efficient method of storing of state information—to al-
low larger state graphs to be analysed. Our reliance on MProlog’s data
handling mechanisms contributed to the limits on the size of the graph
that could be analysed. The main sources of inefficiencies in the current
implementation stem from the use of recursive model checking algorithms.
The model checking code would have to be implemented without this re-
liance on recursion in order to allow larger state graphs to be generated

and analysed. [CES83] provides a good outline of the basic algorithms.

o analysis of methods to achieve the best compromise between information
content and size of the graph—to allow the benefits of the model checking

approach to be extended to as large a problem space as possible.

e increased computational performance—implementation on a faster proces-
sor and/or with a more efficient language to ensure that a state graph can

be generated and checked within a reasonable time frame.

o development of an automatic PAL to connective implication translation
utility—even for the small example problems, syntax errors in the con-
nective implications were responsible for a large percentage of correctness

errors.

2. Extension of user interface facilities to ensure that they remain effective for
larger problems. The user interface with its explanation and diagnostic aids was
considered to be a vital element in making the verifier a useable verification tool.
Therefore certain features of user interface must be enhanced to ensure that
the verifier remains as accessible for larger problem as it was for the example
problems. Based on the above evaluation the following aspects of the user

interface would require further development:

e animated trace and playback modes—animation of the trace and playback
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modes will aid the user in diagnosing the temporal errors of more complex

systems;

more intelligent explanation facility—to help pinpoint the exact cause of

a temporal error;

facilities to ease the application of analysis heuristics—use of the analysis
heuristics will allow larger problems to be analysed. User oriented features

to ease their application to a problem will increase the accessibility of the

verifier for larger problems.
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Chapter 8

Comnclusions

8.1 Summary of Research

Our objective in this thesis was to develop a means of verifying a set of PAL process
expressions against a specification describing correct temporal behaviour. Factors

which influenced the nature of a solution to this goal were:

e the verification method must supply a proof of correctness
¢ the method should be applicable to practical problems
¢ the method should be capable of being used by knowledgeable system developers

The approach we took in meeting our goal was to first transform the PAL expres-
sions into a global state graph and then to verify the correctness of this graph against
a specification expressed in Branch Time Temporal Logic (BTL) by using a model
checking algorithm. The global state graph is a directed graph representing the over-
all temporal behaviour of the concurrent system. In the model checking approach
to verification this state graph represents a model of the proposed system and an
efficient algorithm, called a model checker, is used to determine whether or not this
graph is a valid model of a correctness specification expressed in BTL. If the graph

is correct with respect to the specification then the PAL expressions are also correct.

199



In the following sections we summarize our research contributions made towards the

realization of this approach to verification.

Generating the State Graph

To transform the PAL expressions into an equivalent state graph model we used a
method developed by G.M. Karam in [Kar87] for the Ada language. In [Kar87] Karam
developed COL, a linear time temporal logic (LTL) based language to represent the
temporal behaviour of Ada programs, and an inference engine which derives state
sequences from the temporal logic representation of the program. We developed our
own version of COL, which we have called PTR, for PAL Temporal Representation,
and an inference engine both of which have been modified to handle the unique
features of PAL.

. We were drawn to Karam’s method of state graph generation because its basis
in LTL allowed the automatic generation of the minimal state graph needed to com-
pletely represeht the system’s behaviour. That is, the COL representation of Ada
allowed equivalent state ;equences to automatically be pruned from the state graph.
This feature allowed more complex problems to be analysed than would otherwise be
the case. In developing PTR we showed that these equivalent state pruning methods
which were developed based on the Ada rendezvous messaging semantics were also
valid for PAL’s asynchronous messaging mechanisms.

As for COL our state graph generation method was shown to have an exponential
complexity in the number of processes in the system under analysis. The size of the
state graph is dependent on the number of processes in the system and on the size
of the state space of each process. A reduction in either quantities would greatly
reduce the size of the state graph. In Section 7.2.2 we discussed 2 number of analysis
heuristics whose application can reduce either the number of processes or the process

state space while still allowing the essence of the problem to be expressed.
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The Model Checking Approach

The heart of the model checking approach is a series of algorithms which can efficiently
determine the validity of 2 BTL formula on a state graph model of a system. In this
thesis we developed Prolog implementations of the model checking algorithms for each
of six BTL operators (v0,30,¥0,30,V(),30). Using the model checking algorithms
we were able to determine the validity of BTL formulae expressing various correctness
properties on state graph representations of a number of example problems.

We also confirmed the results given in [CES83)[CES86] that the computational
complexity of the model checking algorithms for each of the BTL operators was linear
in both the number of states in the graph and the number of branches between states.
We could not verify the accuracy of this order of complexity with experimental results
since our implementation only allowed systems of less than 500 states to be analysed,
however, we did conclude that in theory the complexity of our implementation of the

model checking algorithm was linear.

Fairness

A requirement when dealing with certain correctness properties (liveness properties)
is to consider the fairness of the computations on which the validity of the proper-
ties is determined. We chose to handle fairness by modifying the definitions of the
BTL operators such that the new operators would provide equivalent results over all
computations as would the normal operators over only the fair computations. This
approach has the advantage that only those computations which could form an ar-
gument to either prove or deny the validity of BTL formula need to be checked for
fairness. In Section 5.3 we showed that only the 30 and YO operators needed to be
redefined to handle fairness constraints. We developed and implemented fair versions
of the model checking algorithms for these two operators.

To actually determined the fairness of a computation on the state graph we de-

veloped a set of fairness constraints, based on PAL semantics, against which to
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Judge the fairness of the computation. Possibilities for unfairness arise from the
non-determinism in the PAL execution model and from certain PAL semantics. We
showed that non-determinism in the state graph model of the PAL system was due to
the PAL select construct and the PAL semantics defining access to global variables.
We developed and implemented methods of detecting unfairness resulting from either
source. The complexity of our fairness detection methods is squared in the number
of states in the computation.

Because of the need to determine the fairness of a computation, the complexity of
the model checking algorithms for the fair BTL operators 307 and VO is no longer
linear. We showed that in the very worst case the complexity of these two operators
is now O((n - 1)!) where n is the number of states in the state graph. However,
we also argued that in practice the complexity would be closer to being exponential
in the number of processes in the system because only a small percentage of the

total number of computations in the state graph would actually have to be tested for

fairness.

A Verification Environment

The model checking algorithms provide an efficient means of determining the valid-
ity of a correctness property on the state graph model of the system. They do not
however provide an explanation as to why a property is not satisfied or give any infor-
mation that could help the user diagnose the error. We felt that these were important
considerations in making the verification method acceseible and of some benefit to
system designers. Therefore, in our implementation we attempted to show how the
model checking algorithms and the state graph generator could be integrated into a
single verification environment complete with a user interface capable of providing the
necessary services to the user. The user interface is capable of interpreting the model
checker’s results and if possible giving an explanation of any errors encountered. We

found that although the user interface in our implementation was fairly primitive it
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greatly enhanced the effectiveness of the verification system.

8.2 Evaluation of Results

An evaluation of our implementation of our verification system was performed and
the results discussed in Chapter 7. Generally the evaluation concluded that while our
implementation did fall short of completely meeting all of our goals it did demonstrate
that our overall approach to the problem was capable of fully meeting the goals. The

evaluation results are summarized below.

Provides a Proof of Correctness

The model checking algorithms on which our verification method is based do provide
a proof of correctness of the system under analysis. That is, they directly determine
the validity of temporal formulae expressing correctness properties on a state graph
model of the system. Using the verifier we were able to detect starvation in the

readers/writers problems and a safety error in the mizer problem.

Applicable to Practical Problems

As was expected our choice of Prolog as an implementation language and our emphasis
on function rather than efficiency restricted the size of problem that our verifier
could analyse. Therefore we were not able to demonstrate that our approach was
suttable for problems of a practical size and complexity. However, we argued that the
factors limiting the size of the problem were, with one exception, limitations of our
implementation rather than our approach. The one exception is the state explosion
problem common to all state based analysis methods. In Section 7.2.2 we discussed
a number of analysis heuristics that could be applied to aid in dealing with the state

explosion problem.
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Obviously, our verification method is limited to the analysis of finite state sys-
tems. However, many useful systems fall into this class of problem. We could not
establish a necessary minimum number of states that a full scale implementation of
our verification method should be capable of handling if it were to be of any practical
value. However, based on the number of states that were needed to analyse even the
small example problems, i.e., over 300 states for one version of the readers/writers

problem, we estimate a need for a capacity on the order of 10,000 states.

Useable by System Designers

Based on our analysis of the example problems we argued that our approach to verifi-
cation does meet the criteria that it should be capable of being used by knowledgeable
system designers. The accessibility of our approach is based on two factors: first, the
model checking approach which with its easily mechanized algorithms hides the for-
malisms of the verification method from the user, and second, the user interface which
provides services to interpret and diagnose the model checker’s results. Both features
contributed to the ease of use of the verifier.

A question left open by our evaluation was how well this ease of use would extend
to a larger problem space. We argued that the user interface would be a vital factor
in this respect. While the primitive user interface services provided by our implemen-
tation were adequate for the simple example problems that were analysed, we did
perceived a need for improved user oriented features if the verifier was to be effec-
tive in dealing with larger problems. In the evaluation in Section 7.2 we suggested a
number of ways of extending the features of the user interface such as animation of
the playback facility and utilities to aid in the application of the analysis heuristics.

We suggest investigation of these methods as areas of further research in Section 8.4.
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In General

In general, it is felt that the verification approach investigated in this thesis does pro-
vide a suitable means of verifying the correctness of PAL expressions. Although our
implementation of this approach was limited it did show that the approach is feasible.
With greater emphasis on the user interface and on a more efficient implementation
we believe that such a verification approach could provide a valuable tool to aid in

producing correct systems.

8.3 Value of this Research

Our main contribution in this work was the realization of a verification method to
aid in the correct development of PAL systems. We successfully integrated elements
of two previously unrelated verification methods, Karam’s state graph generation
methed and the model checking approach. With the appropriate emphasis on a suit-
able implementation the approach developed in this thesis would provide a valuable
tool to aid in designing correct PAL systems. However, the development of this tool

is not the only benefit of this research. We identify three other contributions below.

User Acceptance

An important result of our research was the realization that, independent of the
verification method that is actually employed, the user’s willingness to accept and
act on the verification results depends on the user’s confidence in how those results
are obtained. i.e., the usefulness of the verification system depends on the confidence
the user has in its results. Therefore, the development environment, i.e., user support
and development tools, etc, are as directly related and as important to the quality
of a system as the underlying design methodology or verification method. The user
interface in our implementation, while being fairly primitive, did provide sufficient

information to build confidence in the model checker’s results. However, even the
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primitive user interface features provided by our implementation represented half of
the total programming effort required to implement the system. For the verifier to
be effective in dealing with larger problems we realize that even more emphasis ﬁmst
be placed on the user interface. From our experiences in using our verification tool

we can generalize to state that a major emphasis of any practical verification method

should be user acceptance of that method.

Generality of Approach

While our verification method was developed specifically for PAL the approach that
we have taken is equally applicable to other concurrent system description meth-
ods. PAL’s semantics and execution model are based on common concurrent system
concepts, therefore we should be able to apply our overal] verification approach to

implement verification systems for other concurrent languages.

Development of PAL

As Ralph London states in {Lon79], “Overall, the most important result of research
in program verification is understanding the concept of verification itself~specifically,
what it means to verify a program.” In this regard one area in which this research
has some been of value is in the further development of PAL itself. The development
of our verification method underlined the fact that the structure and semantics of a
language are important to verification efforts. Certain aspects of the language aided
while others hindered verification efforts. For example, in Ada, many calling tasks
can queue ai a single rendezvous entry. The unknown ordering of the callers to this
entry is a source of non-determinism that any verification method would have to
deal with. The use of unidirectional, private message channels in PAL simplified
verification efforts by removing this source of non-determinism. On the other hand,
PAL’s modelling power, i.e., its ability to specify concise solutions to a problem, is

correspondingly reduced because of this lack of non-determinism.
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We also confirmed that certain features of the language lead more easily to tem-
poral errors than other features. For example, the use of global variables as an
interprocess communication mechanism must be carefully controlled due to the non-
determinism associated with the access to the global variable value. This was demon-
strated in the mizer problem where the non-deterministic access to a global variable
contributed to the overflow of the hopper.

Verification research has already and will continue to have an influence on lan-
guages and design methodology. Our effort in developing the verification method has
underscored certain trade-offs, such as the two mentioned above, between methodol-
ogy and verification. Further development of PAL should begin with a more thorough
analysis of the verification aspects of the language. We suggest this as a possible area

for further research.

8.4 Further Research

We identify certain areas below which present possible avenues of further research.

Improved user interface

One area of research which deserves further attention is the user’s acceptance of
verification methods, i.e., an ability for the method to actually be used effectively.
We have already discussed a number of ways that the accessibility of our verifier could

be improved. We list them again below:

¢ animated trace/playback facility to better convey an understanding of system

events leading to temporal errors;

¢ a more intelligent explanation facility to provide better analysis of the verifica-

tion methods results;

¢ development of utilities to ease the application of analysis heuristics.
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For a system to be used it must be capable of being used. The emphasis here is to con-
vey understanding to the user about the interactions in his system. Further research

in this area is required to determine ways of effectively conveying that understanding.

Automatic generation of connective implications

To be able to analyse 2 PAL design we first had to translate the PAL process ex-
pressions into their equivalent connective implication form. In actually analysing the
PAL designs we found that many of the ‘temporal errors’ discovered by the model
checker were actually due to syntax errors in the connective implications. An obvious
solution to this problem is to develop a pre-processor to automatically transform the
PAL expressions into connective implication form. This would not only help to elim-
inate syntax errors in the specification but would also allow the user to easily submit
modifications for analysis as the verifier discovered errors. This pre-processor should

be integrated with other development tools such as editors and syntax checkers into

a complete development environment.

Further development of PAL

As was discussed in Section 8.3 above, the development of a verification method for
PAL has suggested ways that PAL could be improved to aid verification efforts. A
more thorough analysis of PAL should be conducted with an aim of finding the best
compromise between expressive power and verifiability consistent with the overall
design philosophy on which PAL is based. Perhaps this research could suggest ways
that PAL could be changed such that verification efforts are aided without losing any
of the expressive power of the language. On the other hand, the research might also
be able to suggest ways that the expressive power of PAL could be increased without

sig-.ficantly increasing the verification effort.
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Appendix A

Axiom System for LTL

This appendix presents an axiom system for the Linear Time Temporal Logic system

DX [Pru8l] as given in [Hai82]. The labels from [Hai82] are given to the left of each

axiom. In this thesis we will refer to specific axioms by the labels to the right of each

axiom.

(A0)
(A1)
(A2)
(43)
(44)
(45)
(46)
(A7)
(A0
(A1)
(42r)

LI | A | AN | SN R A | R A | |

Ow = -0-w

G(wy = w2) = (Owy = Ow,)
Ow = w

O(-w)=-QOw

O(w = wy) = (Owy = Ow,y)
Ow = Ow

Ow = O0w

B{w: = Ow;) = (w; = Ow,)
Ow = ~Ow

(Owy A Owz) = O(wy A wy)

w = Ow
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(A1)
(A.2)
(A3)
(A.4)
(A.5)
(A.6)
(A7)
(A.8)
(A.9)
(A.10)
(A.11)



(A5t} E Qw=Ow

(461Y E Q0w = Ow

(AT E (wAQO(-w)) = O(w AQ(~w))
(AT) E O(Ow = w) = (Ow = w)

The rules of inference for this deductive system are:
If p is an instance of a propositional tautology then =p

If Ep and Ep= q then = q (modus ponens)

If p then =0p

(A.12)
(A.13)
(A.14)
(A.15)

(A.16)

(A.17)
(A.18)

We also include the following derived rules from various other sources as indicated.

From Feys[Fey65}, page 12, equation(al0):
E(PAQ)=>P
From Karam[Kar87], page 85, equation (4.29):
if EPACQ= and E @=> QORthen = P A OOR

From Karam[Kar87|, page 85, equation (4.30):

ifEPAQCOQ= and E Q= OO0Rthen =P A QOR
From Karam{Kar87], page 85, equation (4.31):

ifFEPAQR= and = Q= QO0R then = P A OOR
From Feys{Fey65|, page 14, equation (a661):

E(P=QAR=S)=[(PrR)=(QAS)

From Karam([Kar87), page 210, equation (B.40):

if = Pand = Qthen E P AQ
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(A.19)

(A.20)

(A.21)

(A.22)

(A.23)

(A.24)



Appendix B

Axiom System for BTL

This appendix presents an axiom system for the Unified Branching Time Temporal
Logic UB as defined in [BAMPS81]|. The labels to the left of the axioms are taken
from [BAMP81|. We will refer to the axioms by the labels to the right of each axiom.

(D1) £ ¥Op =-30-p (B.1)
(D2) = 30p=-30-p (B.2)
(D3) E 3I0p=-YO-p (B.3)
(A1) = vO(p = q) = (VUp = VOq) (B.4)
(42) F YO(p=>9)=("Op=VOq) (B.5)
(A3) & VOp=VQpAVY(QVop (B.6)
(44) E vB(p=VQOp)=(p=v0p) (B.7)
(E1) = V¥O(p = q) = (30p = 30q) (B.8)
(E2) £ 30p=pA3(OCp (B.9)
(E3) & VOp = 30p (B.10)
(B4) = VO(p=30p)=>(p=>30p) (B.11)
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The rules of infetence for this deductive system are:

If p is aninstance of a propositional tautology then = p (B.12)
If Epand |=p=q then E q (modus ponens) (B.13)
If Ep then =Y0p (B.14)

212



Appendix C

Message Passing Example

In this appendix we present a series of axiomatic deductions to show how the PTR
consisting of connective implications, an initial state assertion and the PAL language
implications can be manipulated such that a message is passed from one process to
another.

We will assume that the system is presently at the system state given as SS5A (C.1):
Relavent connective implications for both processes are given below as connective
implications (c1) and (c2).

' OC(send - msg(A, chanl) A ps(A, prms[M],{})) A W
QO(recv.msg(B, chanl) A ps(B,prms{],{})) A
| o

| Ochan(chanl, {},0,1)

; (C.1)

(c1) [ end_send(A,chanl) A ps(4,prms(]]),{}) =
O0(init(4) A ps(4, prms((]), {})

(c2) k= end.recv(B,chanl) A ps(B,prms([(A[]),{}) =

QO(init(B) A ps(B,prms([]),{})
We will also refer to the PAL language implications 4.8 and 4.9 and to the LTL
axioms given in Appendix A.
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We will present four series of deductions in proof format. The first to show the
transition of process A from a send.msg state to an end_send state. The second
showing process A progressing from end_send to the init state. The third show-
ing process B receiving the message, recv.msg to end_recv and the fourth showing
process B progressing to the init state.

Before each series of deductions we will first give a list of major substitutions
which should allow for a clearer presentation of the deductions. Minor substitutions
within the proof will be shown as {z;/y,,23/¥3,...] where z, is being substituted for

41, etc. The four series of deductions are presented on the following four pages.
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C.0.1 Transition of send_msg(A,chanl) to end_send(A, chanl) .

Substitutions:

(s1)
(s2)
(3)
(s4)
(s5)

Ql
2
Q3
Rq
R?

for
for Ochan(chanl,[],0,1)
for
for

for chan(ch,[g|lmsg],n + 1,m)

O(send msg( A, chanl) A ps(A, prms([M]), {}))

O(recv.msg(B, chanl) A ps(B,prms([]), {}))
end_send(p, ch) A ps(p, prms([]}, {})

Axiomatic deductions showing process A advancing from a send_mag state to an

end_send state:

(1)
(2)

(3)

(4)
(5)
(6)
(7)
(8)
(9)
(10)

(11)

(12)

With all substitutions removed (12) becomes:

mm T m T mmw W T

g

Q€1 A 22A 0%
Q1A Py

(@1 A @2) = (OOR, A Ra)

(@1 = QORy) A (L2 = OOR,)
Q1 = OOk,

Q2= OOR;

P A QOR,

Q2 A Q@ A QOR,

Q?

Q@ A OCOR,y

OCR,

QORy A OQa A QOR;,

{3
| OCchan(ckanl, [M]},1,1)
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[ OO(end_send(4, chanl) A ps(A. prmsil, () A |
) OO(recv_msg( B, chanl) A ps(B, prms|],{})) A

(C.1) [81,52,53]

(1) [P1/(Q2 A OQs)]
Alp, M[masg, chanl/ch,
0/n,1/m,[|/q, s1, 52, 34, 35

(3,A.23)

(4,A.19)

(4,A.19)

(2,5,A.22)

(7) remove substitution (1)

(8,A.19)

(8,A.19)

(6,9,A.17)

(10,11,A.24)

(4.8)




C.0.2 Transition of end_send(A,chanl) to init(A)

Substitutions:
(s1) @i for Ofend.send(A,chanl) A ps(A4,prms([]), {}))

(s2) Q3 for Ochan(chanl,[M],1,1)
(s3) Qs for <O(recv.msg(B,chanl) A ps(B,prms((]), {}))
(s4) R for init{A) A ps(A4,prms([]),{})

Axiomatic deductions showing process A progressing from an end_send state back

to the init state:

(1)
(2)
(3)
(4)
(5)

=
=
=
=
E

O A @Q:AQQa (C.2) [s1,52,53]
Q&1 A P, (1) [P/(@2 A O)]
2 = QOR (e1) [s1,s4]
P A QOOR (2,3,A.22)
OCR A Q@ A @2 (4) remove substitution (2)

With all substitutions removed (5) becomes:

[ OO(init(4) A ps(A, prmsl], {}) A

J OO(recs.mag(B, chant) A ps(B, prmsal, () A
{3

| OOchan(chanl,[M],1,1)
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C.0.3 Transition of recv_msg(B, chanl) to end_recv(B,chanl)

Substitutions:
(s1) @ for Ofrecvmasg(B,chanl) A ps{B,prms([]),{}))

(s2) Qa2 for Cchan(chanl,[M],1,1)

(s3) @ for Ofimit(A) A ps(A,prms([]},{}))

(s4) Ry for endrecu(p,ch) A ps(p,prms([msg]), {})
(s5) Ry for chen(ch,g,n—1,m)

Axiomatic deductions showing process B progressing from a recv.masg state to the

end_recv state:

(1) E O&AQAQOL (C.3) [s1,52,83]

(2) E O&1 AP (1) [P/ (2 A OL3)]

(3) E (Q A Q)= (OOR: A Ry) (4.9) B/p, M/msg,chanl/ck,
1/n,1/m,[M]/q,sl, s2, 34, 35

(4) E (2= Q0R:) A (Q:=>(Q0R;) (3,A.28)

(5) E 1= Q0R, (4,A.19)

(6) E Q2= QOR; (4,A.19)

(1) E P AQOR, (2,5,A.22

8) E @2AQOUAQOOR,; (7) remove substitution (1)

9 E @ (8,A.19)

(10) E OQs A QOOR, (8,A.19)

(11) E OOR, (6,9,A.17)

(12) E OOR A OQs A OOR, (10,11,A.24)

With all substitutions removed (12) becomes:

[ OO(init(4) A ps(4, prms[], {})) *

= gi(end-recvw,chanl)APS(BWWP‘”:{}”" L (C4)

| OOchan(chanl,[],0,1)
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C.0.4 Transition of end_recv(B,chanl) to init(B)

Substitutions:
(s1) @i for Ofend.recv(B,chanl) A ps{B,prms([]), {}))

(s2) Q: for <chan(chanl,[],0,1)
(s3) Qs for O(init(A) A ps(4,prms({]), {}))
(s4) R for init(B) A ps(B,prms([]),{})

Axiomatic deductions showing process B progressing from the end_recv state back

to the init state:

(1) B O AQ:AQOQs (C4)[s1,52s3

(2 E O AR (1) [P1/(Q2 A OLs)]

3 E  Q=O00R () blsd)

4) E Pr A QOR (2,3,A.22)

(5) E O AQOOR A Q: (4) remove substitution (2)

With all substitutions removed (5) becomes:

3

[ OO(init(A) A ps(A, prmal], {})) A
O (init(B) A ps(B, prmsf], {}) A
| aa

\ OCchan(chanl,[],0,1)
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Appendix D

Model Checking Code

This appendix contains a listing of the the Prolog clauses implementing the model
checking algorithms for each of the BTL operators. A listing of the Prolog source

code for the complete verification system can be found in {Har89).

The YO Operator

/*********i*************************/

/* For ALL paths F is ALWAYS true =/

/******#**#*************************/

/* For ALL paths starting at this state */
/* F is ALWAYS true */

check(ag(F),S) :-
check(ag(F),[1,5),
label_state(ay(F),S).

check(ag(F),_,S) :-
visited1(S,ag(F)).
check{ag(F),_,S) :-
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label(S,L),
member (ag(F),L).
check(ag(F) ,Path,S) :-
{check(F,S);
add_statement(result{ag(F),Path,S)),-),
‘add_statement(visitedl(s,ag(F))),
next_states(S,B),!,

all_paths(ag(F) ,B, [S|Path]).

all _paths(_,[],.).

all_paths(F, [SIR], [S|Path]) :~
t,all_paths(F,R, [S|Path]).

all_paths(F, [S|R] ,Path) :-
check(F,Path,S),!?,
all_paths(F,R,Path).

The 30 and 30 Operators

/*******************#*************#*/

/* For SOME path F is ALWAYS true =/

/*#**#*****tt**##*******#*ﬂ*#******#/
/* There EXISTS a path starting at this =/

/* state along which F is ALWAYS true »/

check(eg(F),5) :-
check(eg(F),[],8).
check(eg(F),_,S) :-
label(S,L),
member (eg(F) ,L).
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check(eg(F),Path,S5) :-
member(S,Path),
tree(s,[_]),
(check_fair(S,Path),
add_statement (result(eg(¥)},Path,S));-).

check(eg(F),Path,S) :-
check(F,S),
next_states(S,B),!,
some_path{eg(F) ,B, [S|Pathl),
label_state{eg(F),S).

some_path(F,[]1,.) :- -.

some_path(F, [S|R] ,Path) :-
(check(F,Path,S);
!,some_path(F,R,Path)).

The VYO and YO/ Operators

R AR AR AR A ok A o
/* For ALL paths F is EVENTUALLY true */
J AR AR R R o ko
/* For ALL paths starting at this state */
/* F is EVENTUALLY true. */

check(af (F),S) :-
check(af (F), [1,9),
label_state(af (F),S).

check(af(F),_,S) :-
label(s,L),
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mamber (af (F) ,L).
check(af (F) ,Path,S) :-
member(S,Path),
tree(s,[_ ]),
{check_fair(S,Path),
add_statement (result (af(F),Path,S)),-:
succeed).
check(af(F),_,S) :—
check(F,S),!,
label_state(af(F),S).
check(af (F),Path,S) :-
next_states(S,B),!,
all_paths(af(F),B, [S|Pathl),
all_paths_labelled(af(F),B,S).

all_paths_labelled(F,[S1|Rest],S) :-
label(Si,L),
member(F,L),
t,all_paths_labelled(F,Rest,S).
all_paths_labelled(F,[],S) :-
label_state(F,S).
all_paths_labelled(_,_,_).

The all paths_labelled/3 predicate ensures that all next states to the current
state have been labelled with af (F) before the current state is labelled. Without this
test it is possible that the current state would be labelled with af (F) based solely on

unfair computations.
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The 3¢ Operator

/200 oo o o R R R e sk ek ok
/* For SOME path F is EVENTUALLY true */
J Ao R ko R ook Rk ok ok Rk ko [
/* There exists a path starting at this state

/* along which F is eventually true.

check(ef{F),S) :-
check(ef(F),[]1,8).
check(ef{_),_,S) :-
visited2(S,ef(F)),-.
check(ef(F),_,S) :-
label(s,L),
member (ef (F) ,L) .
check(ef (F),Path,S) :-
check(F,S),!?,
label_state(ef(F),S),
add_statement (result(ef(F),Path,S)).
check(ef (F),Path,S) :-
add_statement(visited2(S,ef(F))),
next_states(S,B),!,
some_path{ef (F) ,B, [S|Path]),
label_state(ef(F),S).

The V() Operator

7/ 900 e o o R Rl A o e o o ek ok okok

/* F is true for all NEXT STATES */

7 o o o R o R e o A o ek ok
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/* For all next states from the current =/

/* F is true. */

check{ax(F),S) :-
label(S,L),
member (ax(F) ,L).
check{ax(f),S) :-
next_states(S,B),!,
all_paths(F,B, [S]),
label_state(ax(F),S).

The 30O Operator

/*****************#*********#********l‘l*/

/* F is true for some NEXT STATE */
ket o s e e o o ok e e ale ke s ol e ok e ale 3ok o e e o o ke ot okl ke ok
/* There exists a next state from the */
/* current state at which F is true. J4

check(ex(F),S) :-
label(S,L),
member (ex(F),L).
check(ex(F),S) :-
next_states(S,B),!,
some_path(F,B, {S]),
label_state(ex(F),S).
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Appendix E
Example Problems

In this appendix we give the PAL expressions, connective implications and a brief

description of each of the example system problems discussed in this thesis.

E.1 Simple Messaging System

PAL Process Expressions

Process § Process R
Si:— Ri==
Son San
send(chanl,m}; receive(chanl,m);
& £

PAL Temporal Representation

init_state(1,[<>(init(s) & ps(s,[[], [count(0)]1])),
<> (init(r) & ps(x, (01,0101,

0,
[¢>chan(ec1,[1,0,2)1).
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init(r) & ps{x,{[1,01]) ==>
*<>(recv_msg(r,ci) & ps(r,[[1,[11)).

end_recv(r,cl) & ps(r,[m],(1]) ==>
*<>(init(r) & ps(r,[00,[11)).

init(s) & ps(s,([],[1]) ==>
*<>(send_msg(s,c1) & ps(s,{[md,[11)).

end_send{s,cl) & ps(s,[[],[]1]) ==>
*<>(init(s) & ps(s,[[1,011)).

E.2 Simple Global Variable System

PAL Process Expressions

Process Read Write::=
Sen
Read::= case we
Son we < 2 STP(wc,we + 1} |
RDS(svar,rc); wec > 2: STP(wc,0)
£ endcase;
STS(svar,wc);
Process Write &

PAL Temporal Representation

init_state(1, [<>(init(r) & pa(r,[{],[rc(0)]11)),
<>(init(w) & ps(w,[[],[vc(0)]]1N)],
[sc(0)],
(1).

init(x) & ps(r,{0],01]) ==>
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*<>(rds(r,ri) & ps(x,[{1,011)).
rds(r,r1,sc(X), [xc(X)]) & ps(r,[[]1,[1]) ==>

*»<>(end_rds(r,r1) & ps(z,[[1,011)).
end_rds(r,r1) & ps(x,[[],[1]) ==>

»<>(init(r) & ps(r,[(]1,011)).

init(w) & ps(w,[[], [vc(X),0(X<2)]]) ==>
<> {sta(v,v1) & ps(w,[[1,[e(X1 is X + 1),wec(X1)11)).
init(w) & pa(w,[[],[wvc(X},Q(X=2)]1) ==>
»<>(sts(w,w1) & ps(w,[[], [vec(0)11)).
ste(w,vl, [we(Y),sc(Y)]) & pa(w,[[]1,(1]) ==>
»<>(end_sts(w,w1) & ps(v,[[J,011)).
end_sts(w,wl) & ps(w,[[]1,0]]) ==>
*<>(init(w) & ps(w,[01,00D)).
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E.3 Readers/Writers with starvation

PAL Process Expressions

Scheduler Process

schi=
Son
select
write_ok —
receive(chl,req(wr));
send(ch2,ack);
STP(read_ok,[alse);
STP(write_ok,false) |
read ok —
receive(ch5,req(rd1));
send(ch6,ack);
STP(ne,nr + 1);
STP(write.ok,false) |
read_ok —
receive(ch9,req(rd2));
send(ch10,ack);
STP(nr,nr + 1);
STP(write ok,false) |
true —
receive(ch3,rel(wr));
send(chd,ack);
STP(write_ok,true);
STP(read._ok,true) |
trne —
receive(ch7,rel(rd1));
send(ch8,ack);
STP(nr,ur - 1};
case ur
nr = 0: STP(writeok,true) |
ur # 0: true
endcase |
true —
receive(chll,rel(rd2));
send(ch12,ack);
STP(nrne - 1);
case nr
nr = 0: STP(write ok,true) |
nr # : Lrue
endcase
endselect; 228
£

Writer Process

wri=
Sﬂn
send(chl,req{wr));
receive(ch2,ack);
do_modify.activity;
send(ch3,rel(wr));
recetve(chd,ack);

£

First Render Process

rdi:=
Srm
send(chd,req(rd1));
receive({ch6,ack);

do reading.activity;
send(ch7,rel(rdl));
receive(ch8,ack);

Second Reader Process

rel2:w
Son
send(ch9,req(rd2));
receive(chl0,ack);
do read_activity;
send(chll,rel(rd2));
receive(chl12,ack);

£



PAL Temporal Representation

init_state(1l,[<>(init(sch) &
ps(sch, [[], [nr(0) ,write_ok(t) ,read_ok(t)11)),

<>(init(wr) & ps(wr,[[J,[11)),
<>(init(rd1) & ps(rdi,[[],[11)),
<>(init(rd2) & ps{xrd2,[0],0110)],
1,
[¢>chan(chi, [1,0,1),<>chan(ch2,[],0,1),<>chan(ch3, [],0,1),
<>chan{ch4,[],0,1),<>chan(ch5,[],0,1),<>chan(ché,[],0,1),
<>chan{ch7,[],0,1),<>chan{ch8, [1,0,1),<>chan(ch9, [],0,1),
<>chan(ch10, [1,0,1),<>chan(chii, [1,0,1) ,<>chan(chi2,{],0,1)
1).

init(rdl) & ps(xdi, [[1,00]1) ==>
#<>(send_mseg(rdl,ch5) & ps(rdl,[[req(rd1)],[13)).
end_send{rdl,ch5) & ps(rdi,[[]1,[3]1) ==>
*<> (recv_msg(rdi,ch6) & ps(rdi,[{1,[11)).
end_recv(rdl,ch6) & ps(rdi, [[ack],[1]) ==>
*<>(send_msg(rd1l,ch?) & ps(rdi,[[rel(rd1)],[1]1)).
end_send(rdi,ch7?) & ps(rdi,[[J,[]]) ==>
*<>(recv_msg(rdl,ch8) & ps(xrdi,{[],[11)).
end_recv(rdi,ch8) & ps{rdi,[[ack],[]]) ==>
*<>(init(rd1) & ps(xdi,[[1,[]1)).

init(rd2) & ps(rd2,[(1,{1]) ==
*<>(send_msg(rd2,ch®) & ps(rd2, [[req(rd2)],{11)).
end_send(rd2,ch9) & ps(zd2,([1,[]]) ==> |
#<>(recv_msg(rd2,ch10) & ps(xrd2,[[],[11)).
end_recv(rd2,ch10) & ps{xd2, [{ackl,[]]) ==>
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»<>{gend_msg(rd2,chil) & ps{rd2, [[rel(rd2)1,[11)).

end_send{rd2,chi1) & pa(rd2,[[1,[]]) ==>
#<>(recv_msg(rd2,ch12) & ps(xd2,[(]1,011)).

end_recv(rd2,ch12) & ps(zrd2, [[ack],[]1]) ==>
*<>(init(rd2) & ps(rd2,[[1,001)).

init(wr) & ps(er,[[]1,011) ==
#<>(send_msg(wr,chi) & ps(vr,[[req(wr)],(11)).
end_send{wr,chl) & ps(er,[(]1,[1]) ==>
*<>(recv_msg(vr,ch2) & pa(er,[[1,011)).
end_recv(wr,ch?) & ps(vr, [[ackl,[1]) ==>
*<>(send_msg(wr,ch3) & ps(wr, [[rel(vr)],[11)).
end_send(wr,ch3) & ps(wr,[{],[1]) ==>
»<> (recv_msg(wr,ch4) & ps(er,[[]1,[11)).
end_recv(vr,ch4) & ps(wr,[[ack],[]]) ==>
*<>{init (sx) & ps(wr,[[1,001)).

init(sch) & pa(sch,[[],[11) ==>
»<>(select(sch,ach1) & ps(sch,([1,[11)).
: :=(select(sch,schl) & ps(sch,[[],[]]),
[ [read_ok(t)],*<>(recv_msg(sch,ch5) & ps(sch,[[]1,[1])),
[read_ok(t)],*<>(recv_msg(sch,ch9) & ps{sch,[[]1,[]])),
[write_ok{t)],*<>(recv_msg(sch,chl) & ps(sch,([],[1])),
[1,*<>(recv_msg(sch,ch?) & ps(sch,[[],[11)),
[1,*<>(recv_msg(sch,ch1l) & ps(sch,([],(11)),
{J,*<>(recv_msg(sch,ch3) & ps(sch,[[],{11)) 1).
end_select(sch,schl) & ps(sch,[[],[]]) ==>
#<>(init(sch) & ps(sch,{[],[1])).

end_recv(sch,ch5) & ps(sch, [[req(rd1)], [nr(X)]]) ==>
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»<>(send_msg(ach,ché) &
ps{sch, [[ack], [@(X1 is X + 1),nr(X1),write_ok(f)1])).
end_send(sch,ch6) & ps(sch,[0,[11) ==>
*<>(end_select(sch,achl) & pa(sch,[[1,{]1])).

ernd_recv(ach,ch9) & ps(sch, [[req(zd2)], [nr(X)1]) ==>
*<>(send_msg(sch,ch10) &
pa(sch, [[ack], [0(X1 is X + 1),nr(X1),vrite_ok(£}1])).
end_send{sch,chi10) & ps(sch, [[],[1]) ==>
»<>(end_select(sch,schi) & ps(sch,[[1,011)).

end_recv(sch,chl) & ps(sch, [[req(vr)],[1]} ==>

»<>(send_msg(sch,ch2) & psa(sch,[[ack], [read_ok(f),vrite_ok(£}11)}.
end_send(sch,ch2) & ps{sch,[[],[]]) ==>

*<>(end_select{sch,schl) & ps(sch,[[1,001)).

end_recv(sch,ch?) & ps(sch, [[rel(rd1)], nr(1)]]1) ==>

»<> (send_msg(sch,ch8) & ps(sch, [[ack], [ur(0),vrite_ok(t}1]1)).
end_send(sch,ch8) & pa(sch,[[],[J]) ==>

»<>(end_select(sch,schl) & ps(sch,[[1,[11)).

end_recv(sch,ch?) & ps(sch, [[rel(rd1)}], [nr(X),oa(X > 0}]]) ==>
*<>(send_mag(sch,ch8) & ps(sch,[[ack],[€(X1 is X - 1),nr(X1)11)).
end_send(sch,ch8) & ps{sch,[[],[]1]1) ==>
»<>(end_select(sch,schl) & ps(sch,[[1,[1])).

end_recv(sch,ch11) & ps(sch, [{rel(xd2)], nr(1)]]) ==>

»<> (send_msg(sch,chi2) & ps(sch,[[ack],[nr(O),writé_ok(t)]])).
end_send(sch,ch12) & ps(sch,[[],[]]) ==>

*<>(end_select(sch,scﬁ1) & ps(sch,[(]1,[11)).
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end_recv(sch,ch11) & ps(sch, [[rel(rd2)], (nr(X),e(X > 0}]]) ==>

*<>{send_msg(sch,ch12) & ps(sch, [[ack]l,[@(X1 is X - 1},nx(X1}]])).
end_send{sch,ch12) & ps(sch,[[],[]1]) ==>
»<>(end_select(sch,sch1) & ps(sch,[[],[11)).

end_recv(sch,ch3) & ps(sch, [[rel(vr)],[1]) ==>

»<>(send_msg(sch,ch4) & pa(sch,[lack], [read_ck(t),write_ ok(t)11)).
end_send(sch,ch4) & ps(sch,[[],[1]) ==>
*<>(end_select(sch,schi) & ps{sch,[[1,0011)).
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E.4 Readers/Writers without starvation

PPAL Process Expressions

Schieduler Process

scly--
S
aelect
trne —
reccive(chl,req(wr));
case nr

nr > 0: STP{write.pend,true) |
nr = 0: send{ch2,nck);
STP({writing,true} |
endcase }

(rot writing) and (not write.pend) —
receive(chS,req(rd1));
send(chf.ack);

STP(ne,nr + 1) |

{not writing) and (not write pend) —
receive(ch®,req(rd2)):
send(ch10ack);

STP(ar,ur + 1)

true -
receive(chd,rel(wr));
send(chd,ack);
STP(writing.false) |
trne - :
receive(ch7,rel(rd1));
send(chf,ack);
STP(nt,nr- 1);
case nr
nr=40:
case write_pend
wrile pend:
aend{ch2,ack);
STP(writing,true);
STP(write pend,false) |
not write_pend: true
endease |
nr # 0: teue
endcame |
tene -
receive(ch!l,rel(rd2));
send(ch12,ack);
STP{ur,nr - 1);
case nr
ne = 0:
case wrile_pend
write pend:
send({ch2,ack);
STP(writing,true);
STP(write pend.false) |
not write_.pend: true
endcase |
ar # 0: true 233
endense

endselect:

Writer Process

wrii=
S
send(chi,req(wr));
receive(ch2,ack);
do_modify _activity;
send(ch3,zel{ wr));
receive(chd,ack);

£

First Reader Process

rdl:=
Son
send(ch5,req(rd1));
receive(chG,ack);
do_reading-activity;
send(ch7,rel(rd1));
receive(ch8,ack);

Second Reader Process

rd2:::
Son
send(ch9,req(rd2));
receive(chl10,ack);
do_read.activity;
send(chll,rel(rd2));
receive(ch12,ack);
o

o



PAL Temporal Representation

init_state(1,{<>(init(zxdi) & pa(xd1,[[],(1])),
<>(init(xd2) & ps(rd2,[[1,0(I1)),
<>(init(vx) & ps(x,[03,001)),
<>(init{sch) &
pa(sch, [[J, [nxr(0) ,vriting(f) ,vrite_pend(£)]1))],

I,

[<>chan(chi, [1,0,1),<>chan(ch2, [1,0,1) , <>chan(ch3, [1,0,1),
¢>chan{ch4, [],0,1),<>chan(ch&,[],0,1),<>chan(chs8,[],0,1),
<>chan(ch7,[],0,1),<>chan(ch8,[],0,1),<>chan(ch9,[],0,1),
<>chan{ch10,{],0,1),<>chan(ch11,[],0,1),<>chan(ch12,[],0,1)]).

init(wr) & ps(wr,([],[11) ==>
»<>{(send_msg(vr,chi) & ps(wr, [[req(wx)],[11)).
end_send{wr,chl) & ps(wr,[[],[1]) ==
*<>(recv_msg(wr,ch2) & ps(wr,[[1,011)).
end_recv(wr,ch2) & ps(wr,[[ack],[]]) ==>
»<>(send_msg(wr,ch3) & ps(wr,[[rel(s)],[11)).
end_send(wr,ch3) & ps(wr,[[]1,[]1]) ==>
*<>(recv_msg(wr,ch4) & ps(er,[{1,011)).
end_recv(wr,ch4) & ps(wr,[lack],[]]) ==>
#<>(init (vr) & ps(wr,[[1,001)).

init(rd1) & ps{zdi,{[]1,(3]1) ==>

*<>(send_msg(rdl,chS) & ps{rdl, [[req(rd1)].[11)).
end_send(rdi,ch6) & ps(xdi,[[]1,00]) ==>

*<>(recv_msg(rdl,ch6) & ps(zxdi,[[],[11)).
end_recv(rdl,ch6) & ps(zrdi,[lack],[]]) ==>

»<> (send_msg(rdl,ch?) & ps(rdl,([rel(rd1)],[11)).
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end_send(rd1,ch?) & pa(rdi,[[1,{J]1) ==>
»<> (recv_msg(rdl,ch8) & ps(rdi,[[1,011)).
end_recv(rdl,ch8) & ps(rdi,[lack],d]) ==>
»<>(init(rd1) & ps(xd1,[[],[31)).

init(rd2) & ps(zd2,[[1,1]]) ==>
*<>(send_msg(rd2,ch9) & ps(zd2, [[req(xrd2)],[11)).
end_send(rd2,ch9) & ps{(xd2,[[J,0]1) ==>
*<>(recv_msg(rd2,chi0) % ps(xd2,[[1,011)).
end_recv(rd2,chi0) & ps(rd2, [[ack],[]]) ==>
»<>(send_msg(rd2,chil) & ps(rd2, [{rel(rd2)]1,011)).
end_send(rd2,chil) & ps(xrd2,[[],[]1]) ==>
*<> (recv_msg(rd2,ch12) & pa(rd2,[[1,[11)).
end_recv(rd2,chi12) & ps(rd2, [[ack],[]]) ==>
*<>(init(rd2) & ps(rd2,[[0,{11)).

init(sch) & ps(ach,[[]1,[]1]) ==>
*<> (select(sch,schl) & ps(sch,[[1,[11)).
: :=(select(sch,schi) & ps(sch,[[]1,(1]),
[ (write_pend(f),writing(£)],*<>(recv_msg{sch,ch5) &
ps(sch, [[1,[11)),
[vrite_pend(f),writing(f£)],*<>(recv_msg(sch,ch9) &
ps(sch,{[1,[11)),
[],*<>(recv_msg(sch,chi) & pa(sch,[[1,{11)),
[],*<>(recv_msg(sch,ch7?) & ps(sch,[[],[11)),
{1,*<>(recv_msg(sch,chil) & ps(sch,([],031)),
(J,*<>(recv_msg(sch,ch3d) & ps(sch,[[],[]J1)) 1).
end_select{sch,sch1) & ps(sch,[[],[]]) ==>
»<>(init(sch) & ps(sch, [[1,[]]1)).
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end_recv(sch,chS) & ps(sch, [[req(rdi)], {nr(X)1]) ==>
»<>(gend_msg(sch,ch6) &
ps(sch, [[ack], [0e{X1 is X + 1) ,nr(X1)]])).
end_send(sch,ch6) & ps(sch,[[]1,[1]) ==>
#<>(end_select(sch,schi) & ps(sch,[[J,[11)).

end_recv(sch,ch9) & ps(sch, [[req(rd2)], [ur(X)]]) ==>
*<>(send_msg(sch,ch10) &
pa(sch, [fack], [0(X1 is X + 1),nr(X1)11)).
end_send(sch,chi0) & ps(sch,[[],[]1]) ==>
*<>(end_select (sch,schl) & ps{sch,[[]1,01)).

end_recv(sch,chl) & ps(sch,[[req(wr)], [ox(X),0(X > 0}]]) ==>
*<>(end_select(sch,schl) & ps(sch,[[], [srite_pend(t)11)).

end_recv(sch,chi} & psa(sch,[[req(vr)], [nr(0)]]) ==>
#<>(send_msg(scﬁ,ch2) X

ps(sch, [[ack], [vriting(t),write_pend(£)1])).

end_recv(sch,ch?) & ps(sch, [[rel({zrd1)],{]1]) ==>
*<> (send_msg(sch,ch8) & ps(sch,[[ack],[1])).
end_send(sch,ch8) & ps(sch, [[], [nr(1),write_pend(£)]]) ==>
*<>(end_select(sch,schl) & ps(sch,[[1,nr(0}11)).
end_send(sch,ch8) & pa(sch,{[], [or(1),vrite_pend(t)]]) ==>
*<> (send_mag(sch,ch2) &
ps(sch, [ [ack], [nr(0) ,writing(t) ,erite_pend(£)]]1)).
end_send(sch,ch2) & ps(sch,[(],[]]) ==>
*<> (end_select(sch,schi) & ps(sch, [[],[1])).
end_send(sch,ch8) & ps(sch, [[], [nxr(X),0(X>0)1]) ==>
»<>(end_select(sch,schl) &
ps(ach, [[],[@(X1 is X - 1),nr(X1}]11)).
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end_recv(sch,chil) & ps(sch, [[rel(xd2)],[1]) ==>
»<>(send_nsg(ach,ch12) & ps{sch, [[ack],[]]1}).
end_send(sch,ch12) & ps(ach, [[], [nxr(1),vrite_pend(£)]]) ==>
*<>(end_select(sch,schl) & ps(sch,[[], [nr(0)]11)).
end_send{sch,ch12) & ps(sch,[[], [nr(1),vrite_pend(t)]1]) ==>
»<>(send_msg(sch,ch2) &
ps(sch, [[ack], [nr(0) ,writing(t) ,write_pend(£)]1)).
end_send(sch,ch12) & ps(sch, [[], [nr(X),e(X>1)1]1) ==>
*<>(end_select{sch,schl) &
pa(sch,[[], [e(X1 is X - 1),nr(X1)11)).

end_recv(ach,ch3) & ps(sch, [[rel(sr)],[1]) ==>
*<>(send_mag(sch,ch4) & ps(sch,[[ack], [sriting(£)11)).

end_send(sch,ch4) & ps(schk,[[],{1]) ==>
»<>(end_select(sch,schl) & ps{sch, [[], [vriting(£)]1)).
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E.5 Readers/Writers with starvation and global

variables

PAL Process Expressions
Schedunler Process

schii=

Som

select

write_ok —
receive(chl,req({wr));
send(ch2,ack);
STP(read ok, false);
STP(write_ok,false) |
read ok —
receive(ch5,req(rd1));
send(ch6,ack);
STP(ne,ne 4+ 1);
STP(write ok,false) |
rend .ok —
receive(ch9,req(rd2));
send{chl0,ack);
STP(ur,nt + 1);
STP(write ok,false) |
true —
receive(ch3,rel{wr));
send(chd,ack);
STP(write.ok,true);
STP(read.ok,irue) |

true —

Writer Process

Wriim=
Son
send(chl,req{wr));
receive(ch2,ack);
case my._var
my.var: STP(my.var,false) |
not my_var: STP(my_var,true)
endcase;
STS(data var,my var);
send(ch3,rel(wr));
receive(chd,ack);

£

First Render Process

redl::=
S

send{ch5,req(rd1));
receive(chG,ack);
RDS(data var,read var);
send(ch7,rel(rdl));

receive(ch8,ack);

[ oy
receive(ch7,rel(rd1)); N
send(ch8,ack);
STP(nr,ne - 1); Second Reader Process
case nr
nr = (: STP(write_ok,true) |
nr # {): true rd2::=
endcase | Son
trite - send(ch9, req(rd2));
receive(chll,rel(rd2)); receive(chl0,ack);
send(-h12,ack); do.read _activity;
STP(nrur - 1); send(chll,rel{rd2));
case ur ‘ reccive(ch12,ack);
nr = (): STP(wrile ok,true) | £
nr # 0 true
endcase
endselect;

£



PAL Temporal Representation

init_state(1, [<>{init(sch) & ps(sch, [[], [nr(0),write(t),read(s)1])),

<>(init(wr) & ps(wr, [, [pww{t)1])),

< (init(rd1) & ps(xdi, [[], [pvr(£)11)),

<>(init(xd2) & pa(xd2,[[1,0310)1,

[avi(t)],

[<>chan(ch1,[],0,1),<>chan{ch2, [1,0,1),<>chan(ch3, [],0,1),
<>chan(ch4,[],0,1),<>chan(ch5, [J,0,1),<>chan(chs, (1,0,1),
<>chan(ch7,{],0,1),<>chan{ch8, [1,0,1),<>chan(ch9, {],0,1),
<>chan(ch10, [],0,1),<>chan(chil, [],0,1) ,<>chan(chi2,(],0,1)

1.

init(rdi) & ps(rd1,[[],[0]) ==>
»<>(send_mag(rdl,chs) & ps(rdil, [[req(xrd1)],[11)).
end_send (rdi,ch5) & pa(rdi,[{],[1]) ==>
»<>(recv_msg(rdl,chs) & ps(xrdi, [[1,[11)).
end_recv(rdl,ch6) & ps(zrdi, [{ack], [1]) ==>
*<>(rds(rdl,rd) & ps(xdi,[[],011)).
rds(rdl,rd,svi(X), [pvr(X)]) & ps(xdi,[[],[]1]) ==>
*<>(end_rds(rdl,rd) & ps(xrd1,[[],[1])).
end_rds(rdl,rd) & pa(rdl,{[],[]]) ==>
»<>(send_msg(rdl,ch?) & ps(xrdi, [[rel(rd1)],{1]1)).
end_send (rd1,ch7) & ps(xdl,[[J,[0]1) ==>
»<>(recv_msg(rdl,ch8) & ps{rdi,[[],[J1)).
end_recv(rdi,ch8) & ps(rdi, [[ack],[J]) ==>
*<>(init(rdl) & ps(rd1,[[],{11)).

init(rd2) & ps(rd2,([J,{]1) ==
*<>(send_msg(rd2,ch9) & ps(rd2, [[req(rd2)],[11)).
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end_send(xd2,ch9) & pa(zxd2,[[],[1]) ==>
*<> (recv_ msg(rd2,chi0) & ps(rd2,[[1,01])).
end_recv(rd2,chi0) & ps(rd2, [[ack],[1]) ==>
*<>(send_msg(rd2,chil) & ps(rd2,[[rel(rd2)],{11)).
end_send (rd2,chil) & pa(rd2,([1,[1]) ==>
*<>(recv_msg(rd2,chi2) % ps(rd2,[[],[3])).
end_recv{(rd2,ch12) & ps{xd2, [[ack],[1]) ==>
*<>(init(xd2) & ps(xrd2,[[1,011)).

init(wr) & ps(wr,[[],[]1]) ==>
*<>{send _msg(wr,chl) & ps{wr, [[req(sr)],[1])).
end_send(vr,chl) & pa(wr,[[3,[J]) ==>
*<> (recv_msg(wr,ch?) & ps(wr, [{1,011)).
end_recv(wr,ch2) & ps(wr,[[ack], [pvw(¥)]]) ==>
*<>(sts(wr,wl) & ps(er,[[], [pve(t)11)).
end_recv(wr,ch2) & ps(vr,[[ack], [pvw(t)1]) ==>
»<>(sts(wr,w1) & ps(wr,[[], [pve(£)1D)).
sta(wr,wl, [pve(X),svi(X)]) & ps(wr,(01,00]) ==>
*<>(end_sts{wr,w1) & pa(wr,[(1,001)).
end_sts(wr,wl) & ps(wr,([],[]1]) ==>
»<>(send_msg(wr,ch3) & ps(wr, [[rel(vr)],[11)).
end_send(wvr,ch3) & ps(wr,[[1,[1]) ==>
*<>(recv_msg(wr,ch4) & ps(wr,[[1,[1])).
end_recv(wr,ch4) & pa(wr,[[ack],[]]) ==>
 xo>(init(wr) & ps(er, [[1,01)).

init(sch) & ps(sch,[[1,[1]) ==>
»<> (select(sch,schl) & ps(sch,[[],(I11)).
: :=(select(sch,schi) & ps(sch,{[],[]),
[ [read(t)], *<>(recv_msg(sch,ch5) & ps(sch, [[req(rd1)], (1)),
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[read(t)], *<>(recv_msg(sch,chS) & ps(sch, [[req(zd2)],[]1)),
[erite(t)], *<>(recv_msg(sch,chl) & ps(sch, [[req(sr)],[11)),
[1, »<>(recv_msg(ach,ch?) & ps(sch, [[rel(xd1)],[11)),
[], *<>(recv_msg(sch,ch1l) & ps(sch, [[rel(rd2)],[11)),
[J, =<>(recv_msg(sch,ch3) & pa(sch,[{rel(vr)],[11)) 1).
end_select(sch,schl) & ps(sch,[[1,[0]) ==>
#<>(init(sch) & ps(ach,[[1,[11)).

end_recv(sch,ch5) & ps(sch, [[req(zd1)], [mx(X)]]) ==>
»<>(send_msg(sch,ch6) &
ps(sch, [[ack],[@(X1 is X + 1),nr(X1),write(£)1]1)).
end_send{sch,ch6) & ps(sch,[[3,[]1]) ==>
*<>(end_select(sch,schi) & ps(sch,[[1,[1])).

end_recv(sch,ch9) & ps(sch, [[req(rd2)], [nr(X)1]) ==>
*<>(send_msg(sch,ch10) &
ps(sch, [[ack],[0(X1 is X + 1),nr(X1),vrite(£)]1])).
end_send(sch,ch10) & pa(sch,{[],[]]) ==>
*<>(end_select(sch,schl) & ps(sch,[[],[11)).

end_recv(sch,chi) & ps(sch, [[req(wvr)],[]]) ==>
*<>(send_msg(sch,ch2) & ps(sch, [[ack], {read(£),wvrite(£)]])).
end_send(sch,ch2) & ps(sch,[[1,[1]) ==>
»<>(end_select(sch,schl) & ps(sch,[[1,[11)).

end_recv(sch,ch7?) & ps(sch, [[rel(xd1)}], [nr(1)]1]) ==>
*<>(send_msg(sch,ch8) & ps(sch,[[ack], [nr(0),vrite(t)]])).

end_send(sch,ch8) & ps(sch,[[],[]]) ==>
»<>(end_select(sch,schl) & ps(sch,[[],[11)).
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end_recv(sch,ch?) & pa(sch, [[rel(rd1)], [nr(X),0(X > 0)]1]) ==>
*<>(send_msg(sch,ch8) &
pe(sch, [[ack], [@(X1 is X - 1) ,nr(X1)]IN).
end_send(ach,ch8) & ps(sch,[[1,[]]) ==>
*<>(end_select(sch,schl) & ps(sch,[[1,(1])).

end_recv(sch,chil) & ps{sch, [[rel(rd2)],[nr(1)]]) ==>

#*<> (send_mag(sch,ch12) & ps(sch, [[ack], [nr(0),vrite(£)]])).
end_send(sch,ch12) & ps(sch,{[],[]1]) ==>
*<>(end_select(ach,achl) & ps(sch,[[1,[1]1)).

end_racv{ach,chll) & pa(sch, [[rel(xd2)], [nr(X),e(X > 0)]1) ==>
»<>(send_msg(sch,chl2) &
pe(sch, [[ack], [0(X1 is X - 1),nr(X1)]1)).
end_send(sch,ch12) & ps(sch,{[]1,[1]) ==>
*<>(end_select(ach,schl) & ps(sch,[[],[11)).

end_recv(ach,ch3) & ps(sch, [[rel(wr)], [1]) ==>

*<>(send _msg(sch,ch4) & ps(sch, [[ack], [read(t),write(t)]])).
end_send(ach,ch4) & ps(sch,[[],[]]) ==>

*<>(end_select(sch,sch1) & ps(sch,[[],[1])).
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E.6 Mixer

PAL Process Expressions

Environment Modelling Process

env:izr
Son
select
true —
receive(ch5,dumped);
STP(batches,batches + 1);
case batches
batches > 2: STS(level,high) |
batches < 2: true
endcase |
balches > ) —
receive(chG,use);
send(ch7,ack);
STP(batches,batches - 1);
case batches
batches = I: STS(level low) |
batches > 1: true
endcase
endselect;
[

[

First Mixer Process

mixl::—
S

L.nn

repeat
RDS(level,test)

until test = low;

repeat
make.mixture;
receive(chi, buller(empty));
dnmp mixture;
send(ch2,buffer(full));
RDS(level,test)

until test = high;

<
L.

243

Buffer Process

buf::=
Son
send(ch1,buf(empty));
receive(ch2,buf(full));
send(ch3,buf(full));
zeceive(chfi,buf(empty));

Mixture Consumer Process

consumer::=
Son
send(chb,use);
receive(ch7,ack);
use mixture;

£

Second Mixer Process

mix2::=

Snn
receive{ch3,buffer(full));
make mixture;
send(chd,buffer(empty));
dump mixture;
send(ch5,dumped);

£



PAL Temporal Representation

init_state(1,[<>(init(mix1) & ps(mixi,[[], [level(low)]])),
<>(init(mix2) & ps(mix2,[[1,{J1)),
<>(init(env) & ps(env,[[], [batches(1)11)),
<>(init{consumer) & ps{consumer,[[],[11)),
<>(init(buf) & ps(buf, [[1,03IN],
[level(low)],
[¢>chan(ch1,{],0,1),<>chan(ch2, [1,0,1),<>chan(ch3, [1,0,1),
<>chan(ch4,[1,0,1),<>chan(ch5,[],0,1),<>chan(ch6,[],0,1),
<>chan(ch7,[]1,0,1)
.

init(mix1) & ps(mix1,[[],[]]) ==>
*<>(rds(mix1,s1) & paf{mix1,[[1,[11)).
rds(mix1,sl,level(X), [level(X)]) & palmixt,[(],[]]) ==>
*<>(end_rds(mixi,s1) & ps(mixi,[[],[11)).
end_rds(mix1,s1) & ps{mixi,[[], [level(low)]]) ==>
*<> (recv_msg(mix1,ch1) & ps(mixi,[[]1,01])).
end_rds(mix1,s1) & ps(mixi,[[],[]]) ==>
*<>(rds(mix1,s1) & ps(mixi,[[1,[]1)).
end_recv(mixi,chl) & ps(mixi, [[buf(empty)],[1]) ==>
*<>(send_msg(mix1,ch2) & ps(mixi, [[buf(full)],(11)).
end_send(mix1,ch2) & ps(mix1,([],[]]) ==>
*<>(rds(mix1,s2) & ps{mix1,[[1,0]11)).
rds(mixi,s2,level(X), [level(X)]) & ps(mix1,[[],[]1]) ==>
*<>(end_rds(mix1,s2) & ps(mixt,[[1,{11)).
end_rds(mixi,s2) & ps(mixi, [[], [level(Chigh)]]) ==>
*<>(init(mix1) & ps(mix1,[[1,11)).
end_rds(mix1,s2) & ps(mixi,({],[]1]) ==>
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*<>(recv_msg(mix1,chl) & ps(mixi,{[],[]11)).

init(mix2) & ps(mix2,{[]1,[1]) ==>
»<>(recv_msg(mix2,ch3) & ps(mix2,[[],[]1)).
end_recv(mix2,ch3) & ps(mix2,[[buf(full)], J]) ==>
*<>(send_msg(mix2,ch4) & ps(mix2, [[buf(empty)],[11)).
end_send (mix2,ch4) & ps(mix2,[{],[J]) ==>
#<>(send_msg(mix2,ch5) & ps(mix2,[[dumped], [11)).
end_send(mix2,chS) % ps(mix2,[[1,[]1]) ==>
*<>(init(mix2) & ps(mix2,[[J,[1])).

init(env) & ps(env,[[1,[]]) ==>
*<>(select(env,envl) & psa(env,[[],{1])).
::=(select(env,envl) 2 ps(env,[[]1,[1]),
[ [3,*<>(recv._msg(env,chs) & ps(env,[[],[11)),
[batches(X),8(X>0)],*<>(recv_msg(env,ch6) &
ps(env, [[1,[3]))
1.
end_select(env,envl) & ps(env,[[],[1]) ==>
*<>(init(env) & ps(env,[[1,[11)).

end_recv(env,ch5) & ps(env, [[dumped] , [batches(X),0(X=2)]]) ==>
*<>(sts(env,s2) & ps(env,[{],[Q(X1 is X + 1),batches(X1)]1]1)).

sts{env,s2, [level(high)]) & ps{env,[[],[1]) ==>
*<>(end_sta(env,s2) & ps(env,[[],[]11)).

end_sts{env,s2) & ps(env,[{],[]]) ==
*x<>(init(env) & ps(env,[[],011)).

end_recv(env,ch5) & ps(env, [[dumped] , [batches(X)]]) ==>
*<>(init(env) & ps(env,[[],[@(X1 is X + 1),batches(X1)3])).

end_recv(env,ch6) & ps(env, [[use], [batches(X),0(X=2)11) ==>
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*»<>(sts(env,s3) & ps(env,{[],{0(X1 is X - 1),batches(X1)]11)).
sts(env, a3, [level(low)]) & pa(env, [[],[]]) ==>

*<>(end_sts(env,s3) & ps(env,[[]1,[1])).
end_sta(env,s3) & ps{env,[[1,[1]) ==>

*<>(send_msg(env,ch?) & ps(env,[[ack],[]11)).
end_recv(env,ch6) & pa(env, [[usel, [batchea(X)]]) ==>

*<>(send_msg(env,ch?} &

ps{env, [[ack],[0(X1 is X - 1),batchea(X1)]]1)).

end_send (env,ch7) & ps(env,[[1,[11) ==>

#<>(init (env) & ps(env,[[1,011)).

init (consumer) & ps{consumer,[[1,[1]) ==>
*<>(send_msg(consumer,ch6) & ps{consumer, [[use],[1]1)).
end_send{consumer,ch6) & ps(consumer,[[],[]1]) ==>
3> (recv_msg(consumer,ch7) & ps{consumer, [[]1,[]1]1}).
end_recv(consumer,ch?) & ps(consumer, [[ack],[1]) ==>

*<> (init (consumer) & ps(consumer,[[]1,[31])).

init(buf) & ps(buf,[[],[1]) ==>
»<> (send_msg(buf,ch1) & ps(buf, [[buf(empty)], []1)).
end_send(buf,chl) & ps(buf,[[1,[1]) ==>
*<>(recv_msg(buf,ch2) & ps(buf,((],11)).
end_recv(buf,ch2) & ps(buf, [[buf(full)], [1]) ==>
*<>(send_msg(buf,ch3) & ps(buf, [[buf(full)],[1])).
end_send (buf,ch3) & ps{buf,[[],[]]) ==
*<> (recv_msg(buf,ch4) & ps(buf,[[1,(11)).
end_recv{buf,chd) & ps(buf, [[buf(empty)], [1]) ==>
#<>(init (buf) & ps(ouf,[[J,01)).
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