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Abstract

The digital world tolerates a high volume of information and interactions. Considering the usage
of electronic services by authorities, User Authentication (UA) is crucial. Numerous authentication
methods are proposed in the literature; yet, identifying users based on their actual identities with
the capability of global usage and respecting privacy is under research. By adopting Blockchain
technology in the software industry, the record management systems have satisfied properties such
as transparency, accountability, anonymity, and attack resiliency. Moreover, Smartphones are
powerful devices capable of hosting a Subscriber Identification Module (SIM) Card that secures
the execution of processes involving use of sensitive information. A combination of these
technologies is the foundation of a strong UA in cyberspace. In this thesis, we propose the design
and prototype of Blockchain-based Global Authentication System (BBGAS) that offers a secure,
privacy-preserving, and transparent authentication system based on users’ biometrics via

Smartphones appropriate for service provider applications.
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Chapter 1 - Introduction

1.1. Background

1.1.1. Authentication Techniques

The proliferation of software applications has seen significant increases as our technology
advances at high speed. Many organizations develop software applications to improve customer
experience and adopt automation approaches to accelerate their procedures. As such, software
systems must protect users’ information at a very preliminary step by first authenticating then
authorizing a user who has requested a specific service, aside from the security concerns of the
data. In this context, three tightly coupled definitions are involved: (1) Identification, (2)
Authentication, and (3) Authorization. First, a document that a user provides to an organization to
assert his identity is called Identification; for example, a driver’s license is a physical identification
used by governments. Then, the recognition process that the organization conducts with the help
of the mentioned document is called Authentication. Finally, the checking processing of the user’s
privilege (a.k.a. Access Control) by the organization to reveal the protected resources is called
Authorization [1]. It is noteworthy that this manuscript works around the two first definitions, (1)

and (2); therefore, the third definition is beyond the scope of this document.

In the Identification and Authentication of a user, these questions must be answered: (A) who is
the person that requested a service? And (B) is he/she the real person that he/she claims to be? The
precondition to finding the answer to these questions is Registration. Without having the user
enrolled in the system, it is impossible to authenticate the user. The result of the registration phase
is to produce information that can be given to the user for future communication. This information

in software systems is included but not limited to:



- Passwords: combinations of strings, easy or hard to memorize,

- USB tokens: a piece of hardware with the information or certificate,
- PIN codes: it is the same as passwords but in numerical values,

- RFID cards: use RFID tags to be identified by readers

- Biometrics: samples of fingerprints or users’ images.

1.1.2. Data Security and Cryptography

Although these techniques are beneficial in specific scenarios, they can be stolen or compromised.
The first countermeasure to reduce the risk of stealing identities by attackers is the usage of multi-
factor authentication [2]. These factors can be a combination of a user’s knowledge, possession,
and characteristics. An Example of each factor is Password, Smart Card, and Biometrics,
respectively. The second way to keep the identifications safe is to protect the communication
between two parties. But before that, it is essential to know that the connection between a user and

an authentication system is known as a Channel [1]. A channel can be one of the following types:

- Authentic: this channel is tamper-resistant,
- Confidential: it is interception resistant,
- Secure: it is both authentic and confidential,

- Insecure: this type has none of the above-listed channel types.

Sending a plain identification over the communication channel in Password Authentication
Protocol (PAP) is known as Static Authentication, which has many drawbacks. The best-known
attack against this method is when a third-party listens to the communication channel. The
eavesdropper can use the information to obtain access to the system and performs a Replay attack

[3]. Moreover, this method is also susceptible to physical attacks like a recording camera or a



person next to the user watching when entering the password. It is also possible for malicious
software/hardware to act as a keylogger to record the information. On the other hand, the Challenge
Handshake Authentication Protocol (CHAP) sends a hashed version of the identification for a
challenge/response scenario that still is vulnerable to Brute-force and Dictionary attacks [4]. Thus,
Cryptography helps mitigate these attacks by using either a shared secret key or public-key
cryptography in challenge-based scenarios. However, it is essential to keep the shared or private
key confidential while performing the encryption and decryption operations. In addition, utilizing
Smart Cards, in such sensitive scenarios, provides a secure and isolated execution environment to
perform cryptographic processes. Smart Cards can also verify the legitimate user by performing

PIN, biometric, or password authentication prior to the calling procedure locally [1].

1.1.3. Electronic Governments

Identification and Authentication are even more crucial in smart cities where Electronic
Governments (E-Govs) are growing. Various organizations in a smart city cooperate to offer
services that are sustainable, efficient, and of high quality (a.k.a. urbanization). The organizations
focus on concepts such as Mobility, Economy, Environment, Living, People, and Governance in
the smart city context. Mobility dimension concentrates on means of transportation; Economy
centers innovations and collaboration of enterprises; Environment emphasizes energy
consumption and environmental activities; Living targets the citizens’ quality of life such as
healthcare and housing; People involves education towards social capital and ethnic society; and
finally Governance delivers Electronic Services (e-Services) to empower decision makings [5]. E-
Govs point to the Governance definition in smart cities that moves at fast pace to global adoption.
This adoption is achievable by the rapid development of Information and Communications

Technology (ICT) such as Cloud Computing, Machine Learning, Internet-of-Things (IoT), and



Big Data [6]. Therefore, the importance of the users’ identities and accordingly the authentication

procedure of citizens are quite evident in e-Services introduced to the public.

1.1.4. Smartphones

The Smartphones (SPs) industry followed the same trend as software applications. SPs have been
improved both hardware-wise and software-wise. Manufacturers equip SPs with powerful
resources such as processors, sensors, and memories. Similarly, they have been adopting various
kinds of biometric sensors to their devices. At first, biometrics were used to unlock the phones
instead of using password. This approach provides fast, convenient, and accurate authentication
for users compared to manually entered PINs [7]. The idea even goes further by designing a
biometric Application Programming Interface (API) for SPs to provide authentication services to
third-party applications [8]. This feature, in modern devices, does not expose any biometric
information to external applications and the process happens inside a secure environment isolated
from the rest of the phone for security merits. When a desktop mobile application sends a new
authentication request to the biometric system via this API, a dialog box appears on the screen
asking the user to provide his biometrics to the SP’s sensor. After providing the biometric
identification by the user, the matching process starts, and the API only returns the result of
authentication in a Boolean value indicating whether the authentication was successful or
unsuccessful. By doing so, the third-party application does not require a separate authentication
system and it utilizes the implemented method by the phone manufacturer that also benefits from
biometrics. It is worth mentioning that this API does not expose any information to neither the
outside environment such as Cloud, nor to other parts of the device that may host malicious

applications [9].



According to [10], the worldwide market share of popular operating systems on June 2021 is
approximately 99.18% in total, with the share of Android about 72.84% and i0OS around 26.34%.
In addition, the Smartphone global market share of Samsung was close to 22% and Apple’s
roughly 16% in Q1 of 2021 [11]. Taking these two statistics into account, we describe and target
these two OSs and devices in this thesis to examine their biometrics and execution environments.
Starting with Samsung, it introduced KNOX in 2013 as its secure platform with the Galaxy series
phones [12]. The goal of this platform was to provide a tamper-resistant environment for secure
processing on Samsung phones for applications such as Biometrics Authentication. Similarly,
Android and iOS provide a secure solution (see Chapter 3) for sensitive operations. Similar to
KNOX, Android utilizes ARM TrustZone technology for implementing this environment [8].
TrustZone divides the physical system into two independent environments with diverse levels of
execution known as Normal World (NW) and Secure World (SW). The former runs the Rich
Execution Environment (REE) functionalities that operates on Rich OS, while the latter is designed
for security-backed services that processes sensitive data running on the Secure OS (see Figure 1).
Although SW has the privilege to access NW completely and utilize SW partially, NW has no
access to SW. Hence, SW is protected from malicious applications which are running in the less

secure environment (a.k.a. NW) [12].

Normal World Secure World
| User App | | Trusted App |
| User App | | Trusted App |
| User App | < > | Trusted App |
Rich OS Secure OS

Figure 1 — Simplified version of Normal Word and Secure World [12]



1.1.5. Blockchains

Data storage and record change management have also improved during the past decades. With
introducing Bitcoin [13] in 2008, the concept of Blockchain (BC) emerged. This concept utilized
the timestamp concept that was first introduced in 1991 for determining the originality of a digital
document [14]. Noteworthy, BC is an example of Distributed Ledger Technologies (DLTSs) that
provides an append-only file across several nodes operating in a Peer-to-Peer (P2P) network
structure [15]. When adding a new record into this file, all the participating nodes must agree that
the record is valid. This agreement will be achieved by utilizing a Consensus Protocol (Section
2.1.2.2). In BC, records are formed into various transactions that are included in linked blocks.
These blocks are linked together by hash of the previous block’s data; for example, the link in
block n corresponds to the hash of block n — 1. This process defines the Chain of Blocks (CoBs)
illustrated in Figure 2. If a block gets tampered with or is injected intentionally, the calculated
hash value does not match in CoBs and the network considers it as an invalid block. Moreover,
the first block in the chain is known as the Genesis Block (GB), which is the starting point of the

ledger at the time of network initialization. More details on BC are provided in Section 2.1.2.

#0 #1 #n-1 #n
#0 J‘ #1 J/’ #2 r #n #n+1

Genesis Block Block 1 Block 2 Block n Block n+1

Figure 2 — Simplified version of Chain of Blocks in BC [16]

BC is classified into Permissioned and Permissionless types. Permissioned BCs such as
Hyperledger Fabric [17] and R3 Corda [18] provide more trust to the network since they are
running with the number of authorized nodes participating in the consensus mechanism unlike the

permissionless type [19]. BCs can also operate on an isolated (a.k.a. Private) network instead of



an open (a.k.a. Public) network. Private BCs are controlled by one or more organizations, while
Public BCs are open to the public [20]. Although Public-Permissionless BCs such as Bitcoin [13]
have desirable characteristics such as transparency and anonymity, they are less secure [15] than
Private-Permissioned BCs in terms of network joinability, since every node can join/leave the
network freely. However, the main benefit of Public-Permissionless BCs is decentralization;
meaning that there is no need to a centralized party to manage the network. It is worth mentioning
that Public-Permissionless BCs are vulnerable to the 51% attack where more than 50% of the
network nodes (where Proof-of-Work consensus mechanism is used) are malicious and take the

control of the network [15].

1.2. Motivation and Problem Statement

The software industry is growing at a very fast pace; therefore, the deployment of a Global
Authentication System (GAS) is beneficial and important since it will offer an authentication
platform compatible with the developed products and services, irrespective of who the
manufacturer is. This will result in better software integration, improved user experience, and will
remove the need for physical identifications. On the other hand, e-Services provided by
governments in smart cities are migrating to nonphysical online services by employing software
solutions, which emphasizes on the government’s role as an authority to manage the authentication
process. Therefore, GAS is much needed - in both software applications and e-Services - for smart
cities governed by governmental organizations. Smartphones (SPs) have also turned to be
essential, easily accessible devices that provide the appropriate hardware features (e.g., biometric
sensors) needed to support the implementation of GAS. Several authentication systems in this
context has been proposed in the literature; their limitations and privacy issues are discussed in

Section 2.2. Aside from pointing out these deficiencies, the benefit of our work is that we utilize a



mutual authentication mechanism between two pre-registered parties without the interference of
the registration authority. At the end of the mutual authentication, all business transactions between
parties are sent to a Blockchain backed storage system that can is accessible at the time of service
provisioning. In addition, our system isolates the sensitive computations inside a Subscriber
Identification Module (SIM) Card located at the users end. In this thesis, we propose an
architecture of a novel authentication system that benefits from a mutual authentication protocol.
This protocol is selected based on the criteria introduced in Section 2.2.4 and has been modified

according to our needs.

The prerequisite of a Global Authentication System (GAS) starts by developing a lightweight
mutual authentication system that can be run in resource-constrained devices with maximum level
of security. To realize this, a well-designed registration mechanism is needed. The second
requirement of GAS is to keep the user identity safe at the Rest and secure using appropriate
cryptographic approaches that require low complexity computations on the restricted devices; this
will allow to support two properties, namely anonymity! and privacy-preservation. Furthermore,
transparency and immutability that a Blockchain network offers at the storage level and the
removal of the single authority by using the code-based contracts at the logic side, are two
properties appropriate for GAS systems. In addition, information such as personal data should not
be exposed to third-party applications that are susceptible to various attacks and privacy issues
[21]. To increase the security of the system, we have considered the use of a multi-factor
authentication in our work. The mentioned requirements of a GAS system are summarized in Table
1. To the best of our knowledge and judging based on what is available in the open literature, the

lack of an authentication system mentioned in this chapter with the pointed properties is evident.

! More information on “anonymity” is provided in Section 2.2.4.
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Hence, we propose a Blockchain-based Global Authentication System (BBGAS) that suggests a
secure, scalable, transparent, and privacy-preserving authentication system. This system can
support various service provision applications with the scenario of applicability including the
replacement of Health Insurance Cards, Bank Cards, Governmental-based services (e.g., Social
Insurance Numbers or SINs, passports and citizenship cards, cyber-secure voting services,
policing), workforce-related services (e.g., employee management), and private sector companies

from small to large workforce size.

Table 1 - Requirements of GAS

Feature Identified requirements

Mutual authentication Low computation cost, comparable security, low

communication overhead

Cryptographic approaches Low computation cost, low execution time, attack resiliency
Smart Contract based Transparency, privacy-preservation, removal of the single
authentication authority

Authentication factors Password, Smart Card, Biometrics

1.3. Research Objectives and Contributions

In this dissertation, we introduce a Blockchain-backed authentication system operating on
Smartphones (SPs), having the required features to have it deployed and used globally. The main
objective of this work is to provide a fast, scalable, secure, privacy-preserving, and transparent
system using biometrics in a mobile environment. We satisfy the first objective by utilizing the
existing efficient authentication protocols suitable for resource-constrained devices. The

scalability of our design work is achieved by distributing the processes between Blockchain (BC)’s

9



Smart Contract and Smartphones (SPs). The security and privacy of our system is provided by
well-suited encryption and decryption techniques, used with the information transported through
the communication channels and at the storing ends. Lastly, the transparency is achieved by
utilizing a Blockchain backend storage system that eliminates the use of a trusted authority to
finalize the transactions and forces the committing rules of transactions. As a result, data are kept

safe from tampering and unauthorized modifications at the storage level.

In resource restricted environments such as Smart Cards, the technology selection is challenging.
Since one requirement of our work is to select an appropriate mutual authentication between two
devices, we first consider several existing authentication protocols proposed for the Internet-of-
Things (1oT). These protocols employ cryptographic mechanisms to function vigorously with
acceptable level of security. Public key cryptography is the best solution for these environments
because of their key size. In this context, Elliptic Curved Cryptography (ECC) provides the same
level of security as Rivest-Shamir-Adleman (RSA) does while using considerably smaller key
sizes [22]. However, there are countless lightweight ECC-based cryptographic approaches in the
literature appropriate for 10T environment that are based on ECC point generators, exclusive-ORs
(XORs) and hash functions. Therefore, one contribution in this thesis is the selection of the suitable
lightweight mutual authentication technology capable to provide efficient cryptographic

functionality when used in restricted devices.

Combining several factors in authentication will increase the overall security of the system since
the attacker must have access to all the required factors. Depending on the number of factors
included, we might have one, two or three factor authentication schemes [23]. Thus, we are
including three factors to the local authentication of the user that consists of Biometrics, Smart

Card, and Password in the Smartphone (SP) environment. Password and Biometrics are essential
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for authentication of the current user during the system usage, while Smart Card will provide an

isolated environment for storing local data and processing the requests.

To support the transparency and data privacy of the users, we propose the usage of the Smart
Contracts in the core of our system. Smart Contracts are the best place to reach trust when there is
no central authority responsible for making the decision [24]. The main responsibility of these
contracts in our proposed system is to decide on the legitimacy of an authentication request and
provide the authentication authorization. By this, users can either authorize one party to check their
legitimacy or revoke this ability from the party to query the Blockchain (BC) network. Hence,
Smart Contract applies the functionality logic of the Blockchain network to handle the

authentication requests between Users (URs) and Service Organizations (SOs).

1.4. Thesis Organization

The rest of this document is organized as follows. Chapter 2 reviews the definitions and
technologies related to this work. It also provides some related works in this context. Next, the
design aspects of the proposed scheme are provided in Chapter 3. Then, Chapter 4 shows the
implemented scenario of the proposed system. Afterwards, the evaluation of this system is
described in the same chapter. Finally, the last chapter concludes the work and suggests avenues

for pursuing related work in the future.
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Chapter 2 - Background and Literature Review

This chapter provides a comprehensive study of the technologies used in this work. Section 2.1
categorized the content into five subsections. Firstly, Smart Cards, their types, operating systems,
and cryptographic comparison are described. Secondly, the definition of the Blockchain
technology and the justification of our Blockchain platform selection are described. Then, the basic
of cryptographic algorithms along with their performance analysis are provided. In addition,
biometrics mechanisms have been reviewed. Finally, we provided a list of attacks and their counter
measurements for both Smart Cards and Blockchain technologies; plus, the software-level attacks
for Smart devices are identified. Section 2.2 of this chapter provides a review where Smartphone’s
Biometric API is described, and various existing authentication frameworks related to our work

are described.

2.1. Background

As described in the System Model of our design (see Section 3.1.1), this work requires use of some
devices and technologies. In this section, we focus on the primary technologies and describe them.
We explain Smart Cards, their types and application architectures, followed by the cryptographic
algorithms supported by each type. Then, we provide details on Blockchain (BC) technology and
explain why we decided to use the Hyperledger fabric, we proceed by providing the preliminaries
of cryptographic material that is essential to this work. We follow by analyzing the biometric
technologies appropriate for humans and their matching processes. Lastly, we show the security

weaknesses of the mentioned technologies and discuss the solutions available in the literature.
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2.1.1. Smart Cards

The most significant device in our system is the Smart Card, which is a secure chip physically
isolated from the outside world, containing its computation and storage facilities. We consider a
card to be Smart when satisfying the following properties: be uniquely identifiable, can perform
automated transactions, it is hard to tamper, securely stores data and runs cryptographic algorithms

[25]. These cards are divided into six categories:

1. Magnetic Stripe Cards: A plastic card with information stored in the magnetic stripe located
at the back of the card. Although it was initially widely used for debit/credit cards, it was
susceptible to forgery and counterfeiting.

2. Chip Cards: A plastic card like magnetic stripe cards with an embedded chip instead of a
stripe. They operate in a master-slave mode and obtain their power from the reader that acts as
master. Unfortunately, these cards are also vulnerable to attacks, resulting in reading and
copying the data, same as magnetic stripe cards.

3. Microprocessor Chip Cards: This type satisfies the conditions of the smart cards since they
provide storage, have communications capability and contain security features.
Microprocessor cards are designed to be tamper-resistant and difficult to copy.

4. Contactless Smart Cards: This type of chip card benefits from Radio Frequency
Identification (RFID) to provide the card’s ID. An example of this type is a key fob utilizing
RFID.

5. The MIFARE Cards: This is a product of NXP semiconductors [26] to provide contactless
mechanism to smart cards. It utilizes a proprietary secret algorithm with a concise secret key
(48 bits long) to provide security. Due to the major flaws and the secret key length, the

algorithm and thus the keys were discovered.
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6. Smart Tokens: The Subscriber Identity Module (SIM) could be considered as a smart token
that satisfies all the functionality and security aspects of the smart card. It comes in a pluggable

format that fits into a contact module.

Beyond the above categories, Smart Cards come with different kinds of Operating Systems (OSs)
[25]. OS manages and provides an additional layer of security for applications? that reside in the
card. At first, smart cards came with monolithic application architecture, having a limited hardware
specification. However, with the improvement of Smart Card’s hardware, the idea of multi-
application deployment evolved. The initiative was to host the OS in the Read-Only Memory
(ROM) and deploy applications in Electrically Erasable Programmable Read-Only Memory
(EEPROM). Figure 3 shows the transition from one architecture to the other. Java Card [27] and
MULTOS [28] are the most common OS types for multi-application platforms. Java Card applets
run on top of Java Virtual Machine (JVM) that interprets the Java bytecode written in Java
programming language for any platform. The most recent version of this OS is V3 which comes
in two editions: Java Card Classic and Java Card Connected. The Classic Edition supports
resource-restricted devices with limited data types of support. It also comes with an API for

biometrics support.

2 An application that runs in the Smart Cards is called an Applet.
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Figure 3 - Monolithic vs. Multi-application architecture in Smart Cards [25]

On the contrary, the Connected Edition introduces a new paradigm into the Java Card world. It
provides support for web applications known as Servlets that make these cards act as a powerful
network node. In addition, unlike the Classic Edition that employs an Off-card verification
approach, this edition provides an On-card Java bytecode verification to confirm the rules of Java
Card specification. It also brought an automatic Garbage Collection (GC) to the action instead of
the previous best effort mechanism. Finally, in terms of data type support, Connected Edition adds
wrapper classes, string manipulation classes, Input/Output classes, and collection classes.
Furthermore, Java Card has a specific version of Smart Card for SIM applications called Java SIM,

which comes with pre-installed applets and APIs suitable for SIM Cards scenarios.

The MULTOS cards are designed to provide a highly secure and reliable card. Development for
this card can be in C, Java, or VB that, with the help of their specific compiler, can be compiled to
MULTOS Executable Language (MEL). Then, the compiled code will be run on the card’s
Application Abstract Machine (AAM). In addition, it supports a rich function library that provides
services for cryptography and memory management purposes. The architectures of both cards are

depicted in Figure 4.

15



Java Card
Applet

Java Card Applets Applet Applet Applet
Applet

MEL API

| Java Card Runtime Environment |

MEL Interpreter

. h | ...............................................................
| Java Card Virtual Machine Operating System
| (O] |

l{e] | | Crypto || File Management ”App Load/DeIete‘

| SCOS & Native Functions

| Hardware | Hardware | Smart Card Hardware |

Figure 4 - Java Card (left) and MULTOS (right) architectures [25]

[29] provided a list of available Smart Cards platforms and compared their hardware
specifications. According to this comparison, both Java Card and MULTOS support cryptographic
functions, as well as contain 16-bit processors with diverse RAM and ROM capacities. Both cards
support Symmetric /Asymmetric cryptography with various Key sizes and Hash functions. The

specifications in Table 2 show that either Java Card or MULTOS is suitable for our work.

Table 2- Smart Card Technical Specifications [29]

Storage (KB)
Platform Crypto Type Processor RAM(KB)

EEPROM - ROM
NET Card  Yes V2 32-bit (66 MHz) 16 400 - 80
Basic Card  Yes ZC76 - 2.9 EEPROM: 72
Java Card Yes V3 16-bit (30 MHz) 6 80 - 264
MULTOS Yes V4 16-bit (33 MHz)  2.048 96 - 280
MULTOS  Yes V4 16-bit (33 MHz)  1.75 18 - 252
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One advantage of MULTOS over Java Card is the Modular Arithmetic APl (MAA), which
supports advanced authentication protocols. These protocols bring security and privacy
enhancement for end users. In addition, both cards support algorithms such as DES, TDES, and
AES in Symmetric cryptography. Likewise, many algorithms for Asymmetric types such as RSA,
DSA, and ECDSA are supported internally. Finally, both cards support the SHA series family in
terms of Hash functions, such as SHA-1, SHA-2, and SHA-3. Table 3 provides more details on

the Cryptography specifications of these cards.

In terms of performance evaluation of cryptographic algorithms in Smart Cards, [29] provided a
comparison between the aforementioned Smart Cards. The comparison shows that MULTOS has
better performance in Symmetric algorithms like AES and Asymmetric algorithms like RSA, while
Java Card shows lower processing time in ECDSA with a 256-bit key size for both signing and
verifying operations. Overall, Basic Card has the best performance compared to other cards, with
some exceptions. For instance, in verification operation for ECDSA and Modular Arithmetic API,
Basic Card is not as efficient as some others (e.g., Java Card, MULTOS, and .NET Card).
Moreover, the priority goes to MULTQOS, Basic Card, .NET Card, and Java Card in hash functions
efficiency. Table 4 summarizes the evaluation between Java Card, MULTOS, .NET Card, and

Basic Cards.
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Table 3 - Smart Cards Cryptography Support [29]

Platform  Symmetric ~ Asymmetric Hash RNG MAA

Java DES, TDES, RSA (upto MD?5, Pseudo  Not directly

Cards AES (up to 4096b), DSA (up  SHA-1, RND, supported,

256b) to 1024b), ECDH, SHA-2, TRNG  exponentiation,
ECDSA (up SHA-3 ECDH point
to512hb) multiplication
Basic DES, TDES, RSA (upto SHA-1, 4B Supported (up to

Cards AES (up to 4096b), ECDH, SHA-2 RND, 16KB)

256b) ECDSA, ECNR (upto TRNG
(up to 521b) 512b)
MULTOS DES, TDES, RSA (upto SHA-1, TRNG  Supported (up to
AES (upto  2048b), ECDH, SHA-2 2048h)
256h) ECDSA, ECIES  (upto
(up to 512b) 256Db)
NET DES, TDES, RSA (upto2048b) MDS5, Pseudo  Not supported
Cards AES (up to SHA-1, RNG,
256h) SHA-2  TRNG
(up to
256b)
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Table 4 - Smart Card's Performance Evaluation [29] (all values are in ms.)

Platforms NET Card Java Card MultOS Card Basic Card
Symmetric

AES- 128-bit key 32 15 13 12
Asymmetric

RSA - sign - 1024-bit 179 192 69 72

RSA - sign - 2048-bit 625 725 267 397
ECDSA - sign 256-bit N/A 104 174 58

ECDSA - verify - 256-bit N/A 112 228 334

Hash functions

SHA-256 on 128-bit message 13 14 11 13
Random number generator

Random of 160-bit 33 21 32 12
Modular arithmetic

Multiplication with 2048-bit 697* 998* 28 19

Exponentiation with 2048-bit 820 478 385 1180

*: Not directly supported. It must use an RSA tunnel.

2.1.2. Blockchain (BC)

During the last decade, a new technology associated with computer science appeared, called

Distributed Ledger Technology (DLT) [15]. This technology provides an append-only approach
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to the way we store data over a Peer-to-Peer (P2P) network. Imagine a file in which users can only
insert a new line while they are not allowed to modify the previously inserted lines, and it is
distributed between several nodes. However, when a new line is inserted, the majority of the nodes
must agree (depends on the consensus mechanism) to approve that line to avoid tampering; this
process is known as the Consensus mechanism. Blockchain is considered the most popular DLT
since the introduction of Bitcoin in 2008 [13]. In the remaining of this section, we will continue to

describe some BC elements and provide samples for it.

2.1.2.1.  Blocks
Blockchain (BC) consists of preliminary data formats called Blocks. These blocks are linked
together by a hash value that is hard to modify. For example, if an attacker changes a block value,
the calculated hash value which is based on the block content will not fit in the chain since it will
produce a new hash value; therefore, the block will be illegitimate. Each block consists of two
major sections: Header and Content. The former provides a brief description of the block, while
the latter carries the block’s data. The hash value described above will reside in the block’s header
and bring consistency to the network. While validating this value to form the Chain of Blocks
(CoBs), some validation conflicts might occur that each Blockchain platform has its solutions. For
instance, Bitcoin leverages the Longest Chain Rule (LCR) [16] to mitigate such conflicts. The
purpose of LCR is to consider the longest chain as the valid chain and ignores the shorter ones.
However, in a permissionless network, the adoption of LCR can result in double spending attack
which is an attempt by a malicious node to form the longest chain by producing invalid
transactions. A countermeasure to this attack is to force a computation mechanism such as PoW

described in the following section (2.1.2.2).
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2.1.2.2.  Consensus Protocols
In distributed computing, where several nodes work together on one or more tasks, some nodes
might act maliciously. Thus, a protocol must observe the activities to ensure availability, integrity,
and reliability by replicating the data through all nodes and reach an agreement on the order of
entries [30]. A Consensus protocol could manage this process. Some examples of this protocol are

described below.

1. Proof-of-Work (PoW) [15]: The first and most admired consensus mechanism for DLTSs,
introduced by Bitcoin. It is based on the Longest Chain Rule principle, and it comes in the
form of a mathematical problem. A node must give an answer to that problem on a trial-and-
error basis. This process is known as Mining, and the node which has solved the problem is
called Miner. The Miner will be incentivized after mining a new block into the chain by
devoting its resources to solve that problem. However, this process is computationally and
energy consumption wise expensive. Furthermore, we should not underestimate the possibility
of 51% attacks (see Section 2.1.5.2) in this mechanism.

2. Proof-of-Stake (PoS) [15]: This mechanism came as a substitute to the POW consensus
mechanism to address its mentioned deficiencies. In this mechanism, the miners are called
validators, and the process of Mining is known as minting or forging. In other words, the
network selects validators who must deposit precious assets (e.g., coins) known as stake. This
strategy prevents the timing processes and exorbitant resources which PoW wastes. Moreover,
if any fraudulent transaction by a validator happens, it will lose all transaction fees and the
pledged stake. Ethereum had announced the intention to switch to this algorithm from PoW.
However, the feasibility of the Nothing at Stake [31] attack is evident here (see Section

2.1.5.2). Another problem in PoS is when a miner gains the power of the network by having
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most of the stakes. When the miner proposes a fork to the network, other miners join that fork
in a fear of losing their stakes. This issue is the focus of several research initiatives.
Proof-of-Authority (POA) [19]: This mechanism is used by permissioned or private ledgers
in a controllable way. The selected administrators will guarantee the secure and flawless
operation of the authorized nodes. It was initially introduced to the Ethereum ecosystem.
However, analysis shows that algorithms such as PBFT fit better and outweigh this algorithm.
Proof-of-Elapsed Time (PoET) [15]: Primarily introduced by Intel Corporation in 2016, it
uses the Software Guard Extensions (SGX) available in Intel CPUs. It enables the CPU to run
an atomic code batch for process executions which is hard to tamper. The scenario is that each
peer must wait for a duration of a randomly generated time. When a participating node finishes
its waiting period, it will be identified as a validator for the next round. The POET mechanism
is applied to Hyperledger Sawtooth [32] Blockchain platform.

Federated Byzantine Agreement (FBA) [31]: To know what FBA does, we first need to
identify fault types in distributed systems. [33] categorizes these faults into two groups. The
first category is Fail-stop faults related to node failures that prevent them from participating in
the Consensus Protocol. For example, hardware or software damages usually cause these kinds
of faults that cause the node to stop responding. The second category belongs to Byzantine
Faults (BF) which are arbitrary, malicious activities first identified as the Byzantine General’s
Problem [34]. While Paxos [35] and Raft’s [36] algorithms are solutions for the former
category, Byzantine Fault Tolerance (BFT) protocols such as Practical Byzantine Fault
Tolerance (PBFT) [37] work for the latter group. The definitions of BF and PBFT are described

below:
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Byzantine Fault (BF): This problem is introduced when various army units are settled around
the opponent city, and each unit follows its own general’s commands. The generals convey
with each other by a messenger. However, when they want to act against the enemy, some
generals might betray and try to hinder the faithful generals from obeying the commands.
Therefore, there might be a way for them to understand two properties: First, all trustworthy
generals will follow the same plan. Second, a minor number of defectors cannot convince other

generals to follow their forged plan [34]. Figure 5 illustrates this problem.

COMMANDER
"attick/ *’[eck"

< "he said Iretreat"'
<

Figure 5 - The Byzantine General Problem [34]

Thus, FBA is a solution to this problem that is introduced in Stellar Consensus Protocol [31]
to merge multiple states. Forged states will be omitted by finalizing a single update between
participant nodes. Each update x is identified by a unique slot number i, which is stored in a
chronological log. An FBA system has a verifier that guarantees all nodes will finally agree on
the particular slot’s contents, which means that whenever node v applies an update in a slot, it
is confident that all trusted nodes will agree on it. This action is called externalization, and it
is defined as “node v has externalized an update x for slot number i” [31]. Besides, other nodes

might irreversibly react to this externalization so that it cannot change its decision.

Practical Byzantine Fault Tolerance (PBFT) [37]: PBFT provides a state machine through

several nodes to tolerate Byzantine Faults in practice. It is worth mentioning that PBFT is the
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first operational algorithm in asynchronous systems. This algorithm offers both safety and
liveness, when the number of faulty replicas is below the value of |(n — 1)/ 3] where n is the
total number of nodes and | x| represents the largest integer that is smaller or equal to x. The
service is demonstrated as a finite-state automation that is duplicated through several peers in
distributed manner. Each replica upholds a service state and performs some service operations.
Besides, there are several replicas in each view that are divided into two groups: the core
replica is named Primary, and the others are called Backups. By sending a request from client
to the primary replica, the algorithm starts working. Subsequently, the primary replica sends
that request to the backup nodes. After receiving that request, backups will immediately run it
and transmit a reply towards the client. Afterwards, the client waits to get more replies (f+1,
where f is the number of faulty nodes) from other replicas with the equivalent result, which
would be the ultimate result. There are three states during the request lifecycle; pre-prepare,
prepare, and commit. After completing the operation, replicas post their response back to the
intended client individually. Any nodes who prevent to send a reply in the predefined
timestamp is known as a faulty replica. Figure 6 describes this scenario. While C is the Client,
Replica-0 is the primary node and backups are listed from 1 to 3. As it shows, Replica-3 is

identified as a faulty node [37].
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Figure 6 - PBFT algorithm (normal case) [37]

6. Stellar Consensus Protocol (SCP): This protocol is based on FBA that is proposed in [31].
Generally, Byzantine Agreement (BA) protocols do not rely on the sensibility of attackers’
behavior. Contrasting to prior BA models that membership selection was based on a final
agreement, SCP uses an open membership in which the network develops organically. Unlike
the PoW and PoS mechanisms, SCP has moderate computations and minimizes the obstacles
to new members. The two main sub-protocols in SCP are Nomination and Ballot protocols.
The Nomination protocol generates values for slots which can be used deterministically as a
distinct value by nodes. However, it has two limitations. Firstly, peers have no understanding
of whether the Nomination protocol has achieved a significant number of agreements.
Secondly, even after this, ill-behaved peers might be capable of resetting the nomination
process as many times as they want. After the Nomination protocol has been completed, nodes
will run a Ballot protocol that utilizes a federated voting system to Commit votes (the ballot’s
value will be externalized for the slot) or to Abort them such that the vote becomes unrelated.

If a vote gets trapped in a dead-end state, nodes will try again with a higher ballot.

[31] also pointed to some limitations in this protocol that are listed as follows: SCP only

guarantees safety when nodes choose acceptable amount of quorum slices. Whenever user has
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option to set the security parameters, the possibility of doing it wrong is inevitable. In addition,
safety does not promise other security matters that might occur in federated voting systems.
Significantly, fully trusted nodes could force the network to acquire information when it comes
to financial systems. Moreover, some nodes on the input side might try to stop transactions by
applying a filter to produce the correct output. Finally, when well-behaved peers admit all
transactions, the combine function calculates the union of these transactions, and with intact

nodes, this filtering eventually will not stop the victim transactions, but might impose delays.

2.1.2.3.  Other BC elements
In addition to Consensus protocols, two other BC elements can be listed as Permission Models and
Smart Contracts. [15] divided the Permission Models into Permissionless and Permissioned
modes. In the first model, any node can join the network and start mining the blocks; this model
is also called Public blockchain such as Bitcoin [13], Ethereum [38], and Cardano [39]. On the
contrary, the second model requires registering the participants in the network beforehand, and the
activities are audited [30]. Some examples of Private blockchains are Hyperledger Fabric [17],
Multichain [40], and Corda [18]. Smart Contracts are programs that run on a ledger to achieve the
state by validating the pending transactions. These programs are the best place to provide the logic

of the transaction validations.

The role of a Smart Contract and its usage is well-implemented in Trustee [41] that offers a secure
and low-cost operation in the Vickrey Auction system on top of the Ethereum. Trustee benefits
from Intel Software Guard Extensions (SGX)® , which uses Enclaves (E). It also offers a

verification step with a low-priced fee in comparison to similar protocols. Nonetheless, some

3 Provides a Trusted Execution Environment (TEE) for Intel architecture.
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reports show Intel SGX is vulnerable to multiple side-channel attacks, leading to stealing
information in the enclave. Therefore, the Trustee uses a combination of Intel SGX and a Smart
Contract (C) to deal with this issue. C in this system provides two benefits: firstly, it freezes the
participant’s deposits for a while; secondly, it could assess the winner selection since the bidders
trust it. In addition, a middleware party called Relay (R) provides a communication channel
between C and E. R will forward messages from E or an auctioneer to the C. The Trustee also
follows two encryption protocols. First, it uses the Elliptic Curve Digital Signature Algorithm
(ECDSA) to check the validity of the bid results by signing transactions generated by E; Worth
noting that key generation happens when creating an Ethereum account in the enclave in the
initialization step of the E. Then, it utilizes Elliptic Curve Integrated Encryption Scheme (ECIES)

to provide a secure communication channel between E and C.

The auctioning process starts when the auctioneer deploys the C on Ethereum and shares the
published address with parties who want to participate in an auction. Then, the auctioneer will
initialize the E via R, leading to issuance of E’s cryptographic keys. After that, the auctioneer will
start the auction on C by calling the “StartAuction” method via R. Then, bidders can join the
auction if they want by submitting their request to C. Next, R will fetch all the bids from C securely
and send them to E. Finally, the enclave will unseal the bids (decrypt using the shared key) and
announce the winner by signing the result and send it to R. Finally, R forwards the message to C,

and the process ends with the confirmation of the winner via C.

2.1.2.4. Our BC network Selection
The selection of a Blockchain network instead of a centralized database in this work is based on
the decision tree provided in [42]. First condition in this tree is that whether there exist multiple

writers and since we have three parties in our work, this condition is satisfied. The second condition
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that we also face between parties is lack of trust. Next is the existence of a trusted party in the
network. The immutability of the transactions as well as the importance of the scalability are
considered in this decision tree. Since all the above criteria match our work, we can benefit from
the use of a blockchain. Next is to decide on utilizing a public or private blockchain and since we
consider verifying transactions within specific parties, we benefit from private blockchain.
Furthermore, we consider the use of Permissioned BCs in our work since we have a trusted party,
a.k.a. GIDSP (see Chapter 3), that supervises the participant nodes. Therefore, these kinds of BCs
provide security and privacy merits compared to Permissionless counterparts because of the
authorization process before any activity. They also provide better scalability, and the computation
costs of the Permissioned BCs are lower than the Permissionless while they satisfy the
transparency* property of the BC [43]. However, in Permissioned BCs, we have decided to choose
Hyperledger Fabric [17] between various available options such as Quorum® and Corda R3
because of the improved throughput, latency, and scalability® justified in [44][45]. Furthermore,
[46] shows that in a network of 100,000 participants with a total transaction of 200, the latency is

a negligible fraction of a second.

2.1.3. Cryptography

Throughout this work, we deal with cryptographic mechanisms in various parts. We start by
analyzing the best approaches suitable for BC and then evaluate the best approaches for user’s
biometrics that reside inside the Smart Card. Symmetric Cryptography refers to a way that a single

secret key shared between parties is used for encryption and decryption processes, while in

4 Everyone with authorized access to the network can access the information.

5 A permissioned implementation version of Ethereum.

& Throughput: committed transaction/second, Latency: response time/transaction (in seconds), Scalability: number of
serviceable participants in the network
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Asymmetric Cryptography, two diverse but related keys (a.k.a. public/private keys) are used by
each side [47]. It is worth noting that Symmetric Cryptography must utilize a key exchange
mechanism, as well as a key changing mechanism to increase the security. Moreover, Hashing is
the process of converting plain data into a fixed-size digest without the possibility of recovering

the original data (one-way).

A fuzzy logic evaluation in [48] studied the performance of the most famous cryptographic
algorithms in the group of Symmetric, Asymmetric cryptography, and Hash functions suitable for
BC. The evaluation is weighted based on four factors, shown in Table 5. In the Symmetric group,
four algorithms, namely SM4, AES, DES, and 3DES, have been evaluated and received the overall
scores of 91.33, 95.9, 86.85, and 88.61, respectively. Therefore, the AES algorithm reached the
highest score in this set. In the Asymmetric group, for SM2, RSA, and ECDSA algorithms, the
total scores of 92.69, 85.87, and 95.74 are calculated, respectively. Thus, the pioneer algorithm for
BC in this group is ECDSA. Finally, the most efficient Hash algorithm for BC is SHA256, reaching

the score of 92.19 and outperforming SM3, SHA3-256, and MD5.

Table 5 - Evaluation criteria of Cryptographic algorithms in BC [48]

Priority Parameter Weights
1 Security 0.6238
2 Computational efficiency 0.2150
3 Hardware and language support 0.1034
4 Resource consumption 0.0578

The selection between Symmetric and Asymmetric algorithms is also a challenge in our work since
it has a direct impact on the processing time and the security of our protocol. According to [47][49],
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Symmetric algorithms are faster than Asymmetric ones, and their memory consumption is also
lower because of the size of their keys. For example, AES in the Symmetric group uses a key
between 128, 192, and 256, while RSA in the Asymmetric group utilizes a key size of 1024. Table
6 demonstrates a list of cryptographic algorithms alongside their key sizes [47]. While Symmetric
algorithms are convenient for bulk data encryption in terms of processing efficiency, Asymmetric
algorithms are more secure because of the computational difficulty associated with achieving

breaking of public/private keys.

Table 6 - Cryptographic Algorithms Key Size [47]

Algorithm Key size
DES 56

TDES 168

AES 128, 192, 256
RSA 1024

DH Up to 2048
ECC 112 to 512

Based on [50] and [51], the merits of Elliptic Curved Cryptography (ECC) in asymmetric
algorithms outweigh other algorithms such as Rivest-Shamir-Adleman (RSA) and Digital
Signature Algorithm (DSA). While the key size of ECC-based algorithms is considerably shorter
(160 hits), it provides the same security level as RSA (1024 bits). Therefore, this algorithm is
suitable for smart cards and resource constraint devices. By increasing the key size, we could even

increase this level of security to a higher degree.

30



2.1.4. Biometrics

Because of the biometrics importance in our work, we reviewed several biometric mechanisms
before making our choice. Since the end users of our system are humans, and we want to include
their biometrics characteristics in a SIM card, we have taken into consideration the level of security
a certain biometric method for humans offers, jointly with the suitability of executing it in a
processing and storage resource-constrained environment, as is the case of executing algorithms

in Smartphones and even in (the more challenging environment of) SIM cards.

Generally, biometrics characteristics for humans are divided into Behavioral and Biological [52].
In behavioral biometrics, user habits are considered the base template for the matching system;
examples of these habits are voice, signature, or keystroke. On the contrary, biological biometrics
consider the user’s physical characteristics such as the face, fingerprint, hand, or Iris. It is worth
noting that each type has some benefits and drawbacks. The benefit of the fingerprint is that it
provides intermediate security with good computation complexity and high reliability. In
comparison, Keystroke-based biometrics are considered weak in security but have lower
computational costs [53]. Since in this work the end user’s devices are Smartphones, we focus on
biological biometrics that are implemented on these devices and can be expanded to behavioral
biometrics when Smartphones support them. [53] provides a comparison between various
biometrics authentication mechanisms. We compared the usage of biological authentication with
the simple password mode in Table 7 in terms of security, usage simplicity, and technical
requirements. It can be concluded that every mechanism has several upsides and downsides, and

it is highly dependent on the use case to decide which one would be the best fit.
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Table 7 — Biometrics comparison [53]

Biometrics Usage Security Requirement  Description
String
Password Simple Weak Breakable
comparison
Secure, fast, reliable, needs a device,
Fingerprint Simple Intermediate  Database
large or small sized
Accurate, stable, affected by
Iris Simple Intermediate  Memory diseases
Simple, easy implementation,
Database affected by the effect of hair and
Face Recognition  Simple Intermediate
and memory light
It cannot be used on mobile devices
Palm Vein Simple Strong Memory
Sensor Not breakable, cannot be used on
Brain wave Complex  Strong
and memory mobile devices

The process of matching biometrics for authentication purposes can be either online or local. A

central database such as a Cloud service is considered in the online mode, while in the local

authentication the biometrics samples will be stored in an authenticator device. In both cases, the

main concern is to protect the biometrics templates in a way that they cannot be regenerated easily

as in passwords; therefore, biometrics data must be under significant protection [52]. Similarly, in

the Smart Cards, we divide the storage and matching processes into Off Smart Card Matching and
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On Smart Card Matching. In the first approach the original biometric template is stored in the
Smart Card, and an external device such as a Smartphone conducts the matching process by first
fetching the original template from the Smart Card and then reading the real-time’ template from
its sensor. In the second approach, an external device reads the real-time template of the biometrics
from its sensor and provides it to the Smart Card. Then, the comparison of these two templates
occurs inside the Smart Card that also carries the original template [54]. The latter approach
provides better security for the biometric data since the storage of the original sample and matching
process between two templates are happening inside the Smart Card that is isolated from the
outside world. Thus, the external device acts as a read-only device to provide the real-time template
to Smart Card without having access to the original biometric file. Figure 7 provides a clear view

of both approaches.

A 4

1. provides the original template
2. Reads the real-time template

3. Compares both templates

A) Off Smart Card Match

_1. provides the real-time template
2. Loads the original template @ <

3. Compares both templates

B) On Smart Card Match

Figure 7 - Biometric matching approaches

” Real-time means fetching or reading the current user’s biometrics e.g., fingerprint from sensor.
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2.1.5. Cybersecurity

In this section, we identify the security risks of the employed technologies in our work. We start
by introducing the potential attacks that could be launched against a Smart Card, followed by
introducing various attacks to Blockchain. In addition, we provide information on software

vulnerabilities and countermeasures.

2.15.1.  Smart Card Attacks
Smart Cards are a critical component in our work since they store users’ biometrics and process
the local authentication in Smartphones. Therefore, we need to recognize possible attacks and
solutions to offer a secure application and preserve users’ privacy. Two major cybersecurity
attacks against Smart Cards are known as Side-Channel and Fault Injection attacks. The main
objective of these attacks is to obtain information about cryptographic operations in order to
recover the secret keys. In addition to these attacks, we listed five more attacks and provide their

description.

- Side-Channel attack [55]: In this attack, the attacker observes the device by monitoring some
data such as execution time and power usage of the processes. The result of this monitoring is
to analyze the obtained values and acquire the main operation. The most significant type of
this attack is related to power analysis that detects the device’s power consumption to
understand the cryptographic operations. Two variants of this type are Simple Power Analysis
(SPA) and Differential Power Analysis (DPA). In the first type, one or a small fraction of data
is used to measure the power usage, while in the second type, a large scale of data will be

analyzed to achieve the usage difference leading to the secret key observation by breaking the
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mask® of it. A counter measurement to this kind of attacks is to utilize randomness in the
cryptographic processes and reduce the signal-to-noise ratio using random delays.

- Fault Injection attack [29]: In Fault attacks, the attackers will interfere with the cryptography
calculations and the running environment. This attack benefits from the existing faults in
cryptographic algorithms to recover the secret keys. The most famous attack in this field is
Differential Fault Analysis (DFA) that utilizes a fault model. Based on this model, some
information will be injected into the device, and the attacker will examine the obtained output
data. Therefore