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Abstract

This thesis encompasses a body of experimental work on the use of structured light in
quantum cryptographic protocols. In particular, we investigate the ability to perform
quantum key distribution through various quantum channels (fibre, free-space, un-
derwater) in laboratory and realistic conditions. We first demonstrate that a special
type of optical fibre (vortex fibre) capable of coherently transmitting vector vortex
modes is a viable quantum channel. Next, we describe the first demonstration of high-
dimensional quantum cryptography using structured photons in an urban setting. In
particular, the prevalence of atmospheric turbulence can introduce many errors to a
transmitted key; however, we are still able to transmit more information per carrier
using a 4-dimensional scheme in comparison to a 2-dimensional one. Lastly, we in-
vestigate the possibility of performing secure quantum communication with twisted
photons in an uncontrolled underwater channel. We find that though it is possi-
ble for low-dimensional schemes, high-dimensional schemes suffer from underwater

turbulence without the use of corrective wavefront techniques.
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Chapter 1

Introduction

1.1 Overview

Communication is one of our fundamental means of exchanging information. The
human race over the centuries has devised a remarkable number of ways to commu-
nicate faster and farther, reducing the task of sending messages across the world to
a click of a button. Nonetheless, in our small world where billions of people have
access to this technology, the need for secure encryption is paramount so that only
the designated recipient has access to potentially sensitive information. Classical
encryption techniques, for example Rivest-Shamir-Adleman (RSA) encryption, rely
on mathematically “hard” problems which are computationally expensive to break,
such as factoring large numbers. However, perhaps alarmingly so, it has been math-
ematically proven that RSA encryption can, and will, be broken in polynomial time
using quantum computers with Shor’s algorithm [1]. Despite this very real threat,
scientists and engineers around the world are researching and creating solutions to
keep our information secure. One of the more advanced and promising avenues is
quantum cryptography, which takes advantage of quantum mechanical properties to
maintain security. Quantum Key Distribution (QKD) is one quantum cryptographic
task which makes use of these properties — such as Heisenberg’s uncertainty principle,
the superposition principle, and the no-cloning theorem [2] — to construct information-
theoretic secure protocols to establish a secure random key between two separated
parties, colloquially named Alice and Bob [3]. These quantum properties ensure that
an eavesdropper, Eve, cannot gain access to the transmitted information as she would

introduce detectable errors in the key when Alice and Bob sacrifice and compare a
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small portion of their keys after transmission. Indeed, each QKD protocol has a
unique threshold which dictates the amount of errors the transmitted information
can tolerate before running the risk that an eavesdropper has compromised the key;
several QKD schemes include the BB84 [3], Ekert [1], and tomographic [5] protocols.

Unlike classical encryption protocols which use classical bits — 0 and 1 — as
information carriers, QKD protocols use quantum particles to encode information.
The easiest quantum particles to use for this are photons — the quanta of light —
as they travel very fast and are easy to manipulate in terms of quantum state gen-
eration and detection, since they won’t interact with the environment. The main
quantum channels are optical fiber and free-space (ground-to-ground, satellite-to-
ground, ground-to-satellite) links. Amazingly, the real-world implementation of these
systems has greatly matured within the last few decades. Optical fiber links with a
“plug-and-play” QKD protocol are already commercially available (Switzerland) [0],
and entanglement distribution has been shown to be feasible on existing fiber net-
works (China, Canada) [7, 8]. In the free-space case, several ground-to-ground links
around the world have been constructed to test QKD protocols — their scales range
from several hundred metres (USA, Italy, Canada) to several kilometers (intra-city)
(Germany, Austria, Canada) [9, 10, 11], to the largest of 143 km between two Canary
Islands (Austria, Germany) [12]. Taking it even further, within the last couple of
years, successful connections between satellites and ground stations for QKD (China,
Germany, Italy) [13, 14, 15, 16] have paved the way for establishing a global quantum
network. Beyond fibre and free-space channels, recent interest has arisen for utilizing
water as a quantum communication channel between underwater submersibles [17],

and potentially from submersibles to satellites.

With photons, information can be encoded using one of the various photonic de-
grees of freedom (DOF): wavelength, polarization, time-bin, spatial modes, etc —
each with their own advantages and disadvantages. The decision of which manner
to encode information is coupled in some sense to the quantum channel used for
communication and the amount of tolerable errors, which in turn can limit the QKD
protocol implemented and the number of bits transmitted. This thesis will study the
implementations of so-called structured photons in each of the three quantum chan-
nels (fibre, free-space, underwater) for the use in QKD. We define a photon (or more
generally light) to be structured if information is encoded using more than one degree
of freedom. For example, light possessing both spin and orbital angular momentum

— particularly when in an arbitrary superposition of these two DOFs — will dis-
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play a complex (structured) transverse polarization distribution; indeed, this type of
structured light will hereafter be the main focus of this thesis. In general, structured
photons reside in a high-dimensional Hilbert space, which has several implications
and motivations for their use in quantum cryptography [18, 19]. The first is that
we are no longer limited to an encryption alphabet of ‘0’ and ‘1’ (i.e. qubits): we
now have access to a theoretically unbounded alphabet, and thus increasing the in-
formation capacity of the quantum channel to send potentially more than one bit per
carrier. The second advantage is that the characteristic error threshold for a given
QKD protocol increases, which means that it is more noise and error tolerant, as will

be shown in a Sec. 1.3.

Since there are many common aspects to the works discussed in this thesis, the
remaining sections of this chapter will briefly cover the relevant photonic degrees of
freedom in Sec. 1.2 and the relevant QKD protocols in Sec. 1.3. These sections will
provide the fundamentals for the next three chapters, though more details will be
given as needed. A big challenge, as we will encounter, is the ability to actually
implement structured photons in realistic quantum channels that are subject to un-
controlled environmental factors. We will thus start off in the laboratory setting for
Chap. 2 where we explore a unique type of optical fibre that supports specific struc-
tured modes of light, and show its feasibility for QKD. In Chap. 3, however, we trade
the conventional (stable) lab for a home-built (unstable) one on the roof. Here, we
get our first taste of the true challenge of implementing QKD with structured photons
in a real free-space environment: atmospheric turbulence. This perturbing and ever
changing environmental factor can introduce excess noise into the channel; nonethe-
less, we show that it is still possible to gain an advantage with high-dimensional
schemes. For our last quantum channel in Chap. 4, we navigate the relatively unex-
plored realm of underwater QKD with structured light, where again we have turbu-
lence, but in quite a different regime to that of free-space. We then close this thesis

with concluding remarks in Chap. 5.

1.2 Photonic degrees of freedom

Photons — the quanta of light — are extremely versatile objects. Particularly in the
study of quantum communication, photons make for excellent information carriers.
Below, we define the two main photonic degrees of freedom (DOF's) pertinent to the

works discussed in this thesis: polarization and orbital angular momentum.
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1.2.1 Polarization

As an electromagnetic wave propagating through free-space — and not subject to
any strong focusing — light consists of an electric (and magnetic) field oscillating in
the transverse plane. Here, the transverse plane (x-y plane) is that which is perpen-
dicular to the direction of propagation (z). The manner in which the electric field
oscillates, i.e. its vectorial nature, describes the polarization of the light. If the field
oscillates along the x-axis, it is said to be horizontally polarized; likewise, it is ver-
tically polarized if it oscillates along the y-axis. In bra-ket notation for a quantum
state, horizontal and vertical polarization will be written as |H) and |V'), respectively.
Polarization behaves as a spin-1/2 system, i.e. a qubit; we can thus form various two-
dimensional bases to describe an arbitrary polarization state. For example, we could

express any arbitrary polarization state as a superposition of |H) and |V):
Il = ay |H) + aye®|V), (1.1)

where the amplitudes ag, ay are normalized such that a?,+a? = 1, and 6 is the phase
difference between the components. With 6§ = 0, we can create any linear polarization
state by varying the amplitude weights; in particular, we define diagonal (|D)) and

anti-diagonal (|A)) polarizations, respectively, as,

D) = = () +IVY), (12

1

4 = s (1) - V). (1.3)

If || = 7/2 with ay = ay, we find that the electric field vector rotates in a circle
about the direction of propagation; the light is thus circularly polarized. The sign
of # dictates the “handedness” of the polarization, i.e. whether it rotates clockwise
or counterclockwise when looking down the propagation axis (+2). The convention
that we will use throughout this thesis is such that left-handed circular polariza-
tion |L) corresponds to clockwise rotation, and right-handed circular polarization | R)

corresponds to counterclockwise rotation. Explicitly, we have that,

1 .
D = S5 +ilv)). (1.4)
R) = —(m)—i|V)). (1.5)

V2

Since the electric field for circular polarization is physically rotating, we can ascribe

to the photons a spin angular momentum (SAM). With the convention here, |L) (| R))
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carries a SAM of +(—)h along the direction of propagation, where £ is the reduced
Planck constant. Indeed, if a small (birefringent) particle were to be illuminated by
circularly polarized light, it will begin to spin about itself as the light transfers its
SAM to the particle.

1.2.2 Orbital angular momentum

In addition to carrying SAM, light may also carry orbital angular momentum (OAM)
[20]. Whereas SAM dealt with the vectorial nature of light (polarization), OAM deals
with the wavefront of the light — they are thus two independent degrees of freedom.
Since the majority of experiments include circular apertures, it is natural to work
with Laguerre-Gaussian (LG) modes which also exhibit cylindrical symmetry and

best describe OAM-carrying beams for the purpose of this thesis.

Recall that a collimated beam of light, with wavelength A, propagating in a ho-
mogeneous medium (the scenario for most laboratory experiments) is described by

the paraxial wave equation:

<v’j + 2@k%> U (x,y,2) =0, (1.6)

where VU(x,y,z) is the mode/wavefunction of the beam in the transverse plane,
k = 2m/) is the wavenumber, and V? is the transverse Laplacian operator. Solv-
ing Eq. (1.6) in cylindrical coordinates (7, ¢, z), and imposing cylindrical symmetry,

yields the LG modes, which carry OAM, as solutions:

g > r?
ouire =i (55) o (o) 0 (),

X exp (zk i )exp (ikz) exp (ilp) exp (—i®(2)).

2R(z)

Here, ¢ is an integer for the azimuthal index, and p is a positive integer for the
radial index; Cy, = (2p!/(7(p + |¢])!))"/? are the normalization constants; w(z) =
wo(14(2/2r)?)1/? is the beam radius with beam waist wy at z = 0, and Rayleigh range
2r = TWi /A, LL@‘(-) are the generalized Laguerre polynomials; R(z) = z(1 + (zr/2)?)
is the radius of curvature; and ®(z) = (2p+ |¢| + 1)arctan(z/zg) is the so-called Gouy
phase.

Though this looks a bit complicated, the main factor that we are interested in

is the exp(ily). This is an azimuthally varying phase factor to which we attribute
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Intensity

Phase

Wavefront

Figure 1.1: Orbital angular momentum states of light. The intensity profile
(top row) of OAM (p = 0) states possess a null on the axis of propagation for nonzero
¢, resulting from a phase singularity in an azimuthally varying phase profile (middle
row). The wavefront (bottom row) of such modes has || intertwined helices twisting

with a handedness according to the sign of /.

¢h units of OAM. Figure 1.1 shows what various LG beams physically look like. In
particular, due to the exp(ily) factor, the wavefront (contour of constant phase) of
the mode exhibits || intertwined helices, whose handedness is given by the sign of ¢;
photons purely carrying OAM are thus commonly referred to as “twisted”. Another
feature of note is that the phase is undefined on the axis of propagation—hence, it has
a phase singularity. This phase singularity causes a null in intensity resulting in the
amplitude taking on a “doughnut”-like form, whose hole grows with |¢|. Additionally,
the modes gain p extra rings that are m out of phase with each other; however, for
simplicity, we only deal with the case of p = 0. For notation, a quantum state carrying
(h units of OAM will be written as |£).

Since / is a theoretically unbounded index, the LG modes/OAM states reside in
an infinite-dimensional Hilbert space. However in practice, we are limited to a high-
dimensional subset of OAM states due to truncation from a finite numerical aperture.
To date, the largest generated ¢ is 10010, which was used for a quantum entanglement
experiment [21]. Nonetheless, a d-dimensional OAM subspace provides an advantage

in quantum information to bi-dimensional systems (like polarization) as we can create
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a larger encoding alphabet and thus send more information per carrier, which scales
as logo(d) bits. Other applications of OAM, beyond high-dimensional entanglement
and quantum communication, include, to name a few, stimulated emission depletion
(STED) microscopy which uses OAM to greatly improve imaging resolution [22, 23],

as well as coronography to better image exoplanets [21].

1.3 Quantum key distribution

It is important to note that QKD protocols securely distribute a random secret key
over a quantum channel between users, not the message itself. Indeed, once the pro-
tocol is completed, Alice and Bob can contact each other over any unsecured, classical
channel of their choice—phone, email, etc—to exchange their message, encrypted us-
ing their random shared secret key in a one-time pad protocol (unbreakable when
the key is the length of the message) [25]. For the practical realization of QKD,
there is a final step before Alice or Bob can encrypt their message, known as error
correction and privacy amplification [20], which removes any remaining errors in the
secret key and eliminating any partial information that an eavesdropper Eve might
have. The technical implementations of error correction and privacy amplification are
beyond the scope of this thesis, which focuses on the proof-of-principle experimental

demonstrations of various QKD protocols in different quantum channels.

1.3.1 BB84 protocol

Created in 1984 by Charles Bennett and Gilles Brassard, the BB84 protocol is the
first QKD protocol to be proposed [3]. The underlying simplicity of BB84 has made it
an ideal candidate for lab and field tests as a prepare-and-measure protocol, wherein
Alice prepares quantum states and then Bob measures them. As per the original
proposal, we will use polarization to encode information, and then extend to higher
dimensions. Assuming that Alice and Bob wish to establish a random secret key, the

BB&84 protocol goes as follows:

1. Alice and Bob decide on a pair of mutually unbiased bases (MUB) with
which to encode information. For example, using polarization, they may

choose My = {|H),|V)} and M, = {|A4),|D)}.



1.3. QUANTUM KEY DISTRIBUTION 8

These two polarization bases are mutually unbiased as the projection of a state from
M, onto a state from M, yields the probability of 1/2, and vice versa. In general,

for a set of j states [a;); in a basis M;, this condition is written as,

.y
(5]‘]'/, Vi=1

. (1.8)
1/d, Yii

| (vl air) | =

Here, d is the dimension of encoding Hilbert space (d = 2 for polarization). It
is to be noted that there are d + 1 MUB in a d-dimensional space, where d is a
power of a prime number; however, two MUB can always be formed for an arbitrary
dimension [27]. For example with OAM states in dimension d, beyond the logical
basis of |¢) € {0,1,2...d}, one can construct a second MUB by taking the discrete
Fourier transform, |¢x) = == Z;té e??mik/d |4} . Continuing on,

2. Alice and Bob agree on the encoding alphabet for each state in each

MUB. For example, they might choose that |H) and |A) correspond to

“0”, whereas |V) and |D) correspond to “1”. Here, “0” and “1” are

classical bits.

3. Alice randomly chooses a classical bit (“0” or “1”), then randomly
chooses a MUB (M, or M) to accordingly prepare a photon with the

correct polarization.

4. Alice sends her prepared photon over an untrusted quantum channel
to Bob.

5. Bob randomly chooses a MUB (M or M) to measure the photon sent
to him in and records the result (“0” or “1” depending on which state the

photon ended up being projected onto).

After Alice and Bob have exchanged N photons, they are finished using the quan-
tum channel, and call each other on an authenticated classical channel. In order to
distill their shared random secret key, they need to sift out the “wrong” photons: if
Bob measured in a different basis than what Alice prepared in, then his results are
completely random since the different bases are mutually unbiased (equally probable
to get “0” or “1”). However, if Bob measured in the same MUB as Alice prepared
in, then his results yields with 100% certainty the same classical bit as Alice. Thus,

in an ideal world, the final step to the BB84 protocol is,
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6. For each photon sent, Alice and Bob only tell each other which MUB
they respectively prepared and measured in, sifting out the rest of the
photons. For an infinitely long key, 1/2 of the photons are sifted out. The
remaining string of classical bits now corresponds to a shared secret key
between Alice and Bob.

As mentioned, if this was an ideal world, then Alice and Bob would have exactly
the same shared secret key. Unfortunately, there is always the possibility of an eaves-
dropper, Eve, trying to gain information about Alice and Bob’s shared secret key.
More often than not the quantum channel is just noisy; however, all factors that
contribute to a non-ideal channel are attributed to Eve, who has complete access and
power over the quantum channel. The consequence of this is that the final key may
contain errors due to perturbations caused by interactions from an eavesdropper. For
example, Eve could try and perform a cloning-attack to copy the photons being sent,
or an intercept-resend attack to directly read the information [23]. However, by the
no-cloning theorem, it is impossible for Eve to perfectly clone an arbitrary quantum
state and thus she introduces errors to the sent states. Additionally, if she tries to
directly read the information by projecting it onto one of the MUB, she has a 50%
chance of correctly guessing which MUB Alice prepared in since Alice’s MUB were
randomly chosen. Thus, the other half of the time, Eve is projecting the sent pho-
ton into the wrong basis and Bob will register a random outcome, aka an error. An

additional step is therefore required,

7. By using the classical channel, Alice and Bob sacrifice a portion of
their shared secret key to compare the key values and analyze what the
quantum bit error rate (QBER), i.e. how different are their respective
keys. If the QBER is above Qgiieshold = 11%, their key is compromised
and they must abort the protocol and try again.

This Qéiieshold = 11% is the characteristic error threshold for a 2-dimensional BB84
protocol in which no positive secret key rate, K, can be produced (in the infinite key
limit) as a result of too many errors from information leakage to Eve. For a general
dimension d, the secret key rate as a function of error rate @) is given analytically

a’s [ ]’
K'9(Q) = logy(d) — 2hY(Q), (1.9)
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where,

H(Q) = ~Qiog, (747 ) = (1~ Qoms(1 - Q) (1.10)

is the d-dimensional Shannon entropy [3]. In particular, K (2)(Q§iz~eshold =0.11) = 0;

therefore, it is impossible for Alice and Bob to produce a secure key.

For a high-dimensional BB84 protocol in dimension d, the base structure of the
protocol remains the same. The only aspects that differ is that the MUB M, and M,
now have d states in them instead of 2, and the error threshold increases according to
when K@ Q') ) =0. In particular, Q) . =15.95% and Q') ., = 18.93%,

which will be relevant for the following chapters.

1.3.2 Other protocols

An extension to the BB84 protocol is when all d + 1 MUB are utilized, known as the
siz-state protocol for d = 2 or (d+1)-MUB protocol in arbitrary d [30]. The sifting
efficiency for this type of protocol is now 1/(d + 1) instead of 1/d. The (d+1)-MUB
protocol is essentially the same as the original BB84 protocol, except now Alice and
Bob randomly choose between the d +1 MUB. For the case of polarization, the third
MUB is My = {|L),|R)}. The error threshold hold increases slightly (e.g. 12.6% for
d = 2) when using this protocol.



Chapter 2
Structured light and vortex fibres

This chapter is based on the following paper:

1. A. Sit, R. Fickler, F. Alsaiari, F. Bouchard, H. Larocque, P. Gregg, L. Yan,
R. W. Boyd, S. Ramachandran, and E. Karimi, “Quantum cryptography with
structured photons through a vortex fiber,” Optics Letters 43, 4108 (2018).

DOLI: https://doi.org/10.1364/0L.43.004108
(© 2018 Optical Society of America

2.1 Structured light

Defined here as the combination of two different photonic degrees of freedom, here
taken to be polarization and OAM, structured light and structured photons can be
used to realize high-dimensional states of light [31]. They thus have the advantage
of increased information capacity and error tolerance in quantum communication.
These states of light often possess a complex polarization distribution with a certain
topology or symmetry. A first notation to write structured photons is |II, /), where
the first index in the ket is the polarization (I = H,V, A, D, L, R) and the second is
the OAM value. For example, a radially polarized beam—part of the vector vortex
beam class whose spatial polarization distribution only posseses linear states—can be
written as,

radial) — i2 (R.1) + L. —1)), (2.1)

11
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A second notation that can be used to describe these structured beams is to use the
SAM instead of polarization as |¢) , where now the index in the ket is the OAM value
and the subscript is the SAM value (either 7 = —1,1). A radially polarized beam

can thus also be written as,

_ 1
[radial) = 7 (11)_, +1-1),). (2.2)

This second notation is used in the work of this chapter, whereas the first notation
is used in Ch. 3.

2.1.1 Generation

Polarization states can be prepared with a polarizer and a sequence of half- and
quarter-wave plates [32]. OAM states can be generated in a variety of manners,
including spiral phase plates, cylindrical lenses, and holographic methods [33, 341, 20].
A state of light possessing both polarization and OAM can be created by cascading
the appropriate polarization and OAM generation optics. To structure arbitrary
superpositions of these states of light, the brute force approach method of superposing
them in an interferometric manner is effective, though not necessarily compact or
stable.

For certain classes of structured states—such as a radially polarized beam and
states relevant for this chapter—patterned liquid crystal devices are an efficient so-
lution [35]. These home-fabricated devices consist of two glass plates coated with
a polymer which is aligned to have a specific topology ¢ (half-integer); liquid crys-
tals are injected between the plates, which naturally align to the orientation of the
polymer [36]. A voltage can be run across the plate in order to change the effec-
tive retardance of the liquid crystals, which can thus tune the device for different
wavelengths. These types of patterned birefringent elements are called g-plates and

have the ability to couple spin to orbital angular momentum under the following

transformations:
Lt — plat (42 2.
|L,¢) q—plate |R, q) (2.3)
R,/ —plate |L,{—2q) . 2.4
|R, () q—plate |L, q) (2.4)

Additionally, since ¢-plates are linear devices, if a superposition of left- and right-
hand circlular polarizations are incident on it, an inseparable state of polarization and

OAM is created. For example, we can create a radially polarized beam by passing a



2.2. OPTICAL VORTEX FIBRES 13

horizontally polarized Gaussian beam through a ¢ = 1/2 plate. A typical generation
setup consists of a Gaussian beam passing through a sequence of waveplates (to

control the polarization incident on the g-plate) and then the g-plate itself.

2.1.2 Detection and characterization

In order to detect a structured state of light which was generated using a ¢-plate, it
is simply passed through the reverse sequence of g-plate and waveplates to “remove”
the OAM component—also known as phase-flattening—such that ¢ = 0 for all polar-
ization components. This phase-flattened mode can now be coupled to a single-mode
fiber (SMF) and the result recorded at a power metre or single photon detector. This
is essentially projecting the incoming state onto itself and recording the overlap, or

simply a click if at the single photon level.

Polarization tomography can also be performed to measure the quality of the struc-
tured mode. This method consists of analyzing the six main polarization components
(H, V, A, D, L, R), i.e. the three polarization MUB. Note, this is an overcomplete set
of measurements—four measurements are sufficient to determine an arbitrary polar-
ization state. Since we are dealing with spatially structured polarization distributions,
a camera is used to record intensity images for each polarization state. Point-by-point,
the Stokes parameters can be calculated and a spatial polarization distribution can be
reconstructed [37]. The overlap between this reconstructed polarization distribution
and the theoretical one can be calculated to give a form of fidelity of the structured
mode. If the exact polarization and OAM content of a general structured beam is
desired to be known, a combination of polarization and OAM tomography should be

performed.

2.2 Optical vortex fibres

Conventional optical fibres that are most commonly used for coupling light, e.g.
single- or multi-mode fibres, have a step-index profile where the core has a higher
refractive index than the cladding material. This forms a dielectric waveguide that
guides modes via total internal reflection. This section follows the arguments from [3%,

]. In the scalar approximation, these guided modes are known as the “linearly po-
larized” (LP;,,) modes, where the intensity profile of a given mode has 2! field maxima

in the azimuthal direction and m field maxima in the radial direction. For example,
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|radial) |azimuthal) |clover) |quadrupole)

Figure 2.1: Vector vortex modes. The polarization distributions for the vector
solutions of the LP1; mode group of an optical fibre. These are a class of structured

modes that are superpositions of [¢ = £1) and different circular polarizations.

the fundamental LPy; mode resembles a Gaussian. Each mode has a particular effec-
tive refractive index neg, i.e. how the mode propagates through the fibre. Each scalar
LP mode corresponds to a group of vector vortex mode solutions; for example, the
full vector solutions of LP¢; are the HE}; and HEY, modes, which are orthogonally

polarized Gaussian-like modes with the same n.g.

The vector vortex solutions of higher order LP mode groups begin to resemble
structured states of light. In particular relevant to the experiment in this chapter,
LPy; contains the TMy; (radial polarization), HE; ™ °dd (clover and quadrupole po-
larization), and TEg; (azimuthal polarization) modes, as shown in Fig. 2.1. We can
reformulate these modes in terms of SAM and OAM using the second notation from
Sec. 2.1,

HES'T™ +HE)Y = [0 =4+1),,, (2.5)
, 1
TMy; = [radial) = > (11)_, +1-1),), (2.6)

TEo = |azimuthal) = — (|1)_, —|-1),). (2.7)

sl- 5

Whereas HE;Vf“ and Hngild are degenerate in neg, TMp; and TEy; are not. How-
ever, in conventional fibres, the difference Aneg between HE; ™ °dd " TMy;, and TEq;
is so negligible that there is intermodal mixing over a long fibre. A conventional fibre
is thus not suitable as a quantum channel for the stable propagation of OAM states
of light. Much like in polarization-maintaining fibres (PMF), if a strong birefringence
between the LPy; modes is present (Aneg > 107%), then the orthogonal polarizations
will not couple and remain stable over long fibre distances. This concept can be ap-
plied to designing a fibre that stably propagates OAM states of light. In particular, if

the refractive index profile of the fibre core is structured to have a ring of higher index
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around the core instead of just a step, then the near-degeneracy of the three vector
solutions in the LP1; mode group is lifted (Aneg > 107*). Thus, the HES'T™ 4 modes
won’t couple to the TMy;, and TEj; modes, and we can stably propagate arbitrary
superpositions of [¢ = £1)_,. These types of fibre are known as vortex or ring fibres.

Similar principles apply to vortex fibres that support more OAM modes.

2.3 Heralded single-photon source

In quantum cryptography, it is ideal to use a single-photon source, i.e. one that
predictably creates a n = 1 Fock state on demand. Unfortunately, these do not quite
exist yet. However, it is not secure to simply use a strongly attenuated laser beam
(weak coherent state), since the photon statistics still have n > 1 components by
Poissonian statistics, which Eve could possibly use to gain information through a
photon number splitting attack [10]. Therefore, an additional protocol, known as the
decoy state protocol, is run on top of the chosen QKD protocol, which randomly varies

the average photon number of each state sent, to counteract this [11].

For our proof-of-principle experiments, we opt to use a heralded single-photon
source instead. This type of photon source generates pairs of photons via a process
known as spontaneous parametric down-conversion (SPDC) [12]. Here, a blue pump
photon (),) is incident on a x® nonlinear crystal, e.g. periodically poled potassium
titanyl phosphate (ppKTP), which splits the blue photon into two red photons (a
signal A; and idler \; photon). The energy and momentum must be conserved in this
process such that 1/)\, = 1/A; + 1/); and l;p =k, + ki. Depending on the phase-
matching conditions—controlled by the tilt or the temperature of the crystal—the
wavelengths of the signal and idler can be made to be degenerate or non-degenerate.
The signal and idler photons are correlated in all degrees of freedom. However, for
our experiments, we wish to encode information on the signal and simply use the
idler for timing purposes, i.e. to trigger a single-photon detector thus heralding
the presence of the signal. Of note, the idler photon is kept in a Gaussian state
throughout all experiments; it thus contains no information of the signal photon.
Detecting coincidence events in this manner (the near simultaneous detection of two
events from two separate detectors) eliminates the problem of multi-photon statistics,

and is therefore secure against a photon number splitting attack.
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Optical fiber links and networks are integral components
within and between cities’ communication infrastructures.
Implementing quantum cryptographic protocols on either
existing or new fiber links will provide information-
theoretical security to fiber data transmissions. However,
there is a need for ways to increase the channel bandwidth.
Using the transverse spatial degree of freedom is one way to
transmit more information and increase tolerable error
thresholds by extending the common qubit protocols to high-
dimensional quantum key distribution (QKD) schemes. Here
we use one type of vortex fiber where the transverse spatial
modes serves as an additional channel to encode quantum
information by structuring the spin and orbital angular
momentum of light. In this proof-of-principle experiment,
we show that two-dimensional structured photons can be
used in such vortex fibers in addition to the common
two-dimensional polarization encryption, thereby paving
the path to QKD multiplexing schemes. © 2018 Optical
Society of America

OCIS codes: (060.2330) Fiber optics communications; (060.5565)
Quantum communications; (270.5568) Quantum cryptography.

https://doi.org/10.1364/0L.43.004108

Implementing quantum cryptography is necessary for improv-
ing the security of sensitive information. Following the devel-
opment of the first quantum key distribution (QKD) protocol
by Bennett and Brassard in 1984 (BB84) [1], much progress
has been made in transmitting information farther and faster.
Experimentally, it is important to investigate realizations of dif-
ferent quantum channels for various real-world scenarios that
require the security of quantum cryptography. Free-space chan-
nels, in particular between ground stations and satellites, satisfy
the need for long distance, global connections where optical
fibers are not an option [2—5]. On a shorter length scale, optical
fiber quantum channels become favorable as they do not have
problems with line-of-sight, weather, or time of day [6]. Indeed,
intra-city optical fiber networks have been retrofitted to transmit
quantum signals [7], and commercially available fiber systems are
now readily available for secure data encryption [8].

0146-9592/18/174108-04 Journal © 2018 Optical Society of America

In general, a challenge that quantum channels face is the
capacity to send more information. One solution is to encode
information using multiple photonic degrees of freedom, for
example, spin angular momentum (SAM) and orbital angular
momentum (OAM). Light carrying OAM possesses a phase
term of ¢%, where £ is an integer and ¢ is the transverse azi-
muthal coordinate, leading to # helical wavefronts and dough-
nut-like intensity distributions. The OAM Hilbert space is
unbounded, corresponding to a theoretically infinite encoding
alphabet [9,10]. In practice, the number of spatial modes that
can be transmitted through a quantum channel is constrained
by the numerical aperture of the system but, nonetheless, are
useful for high-dimensional protocols [11,12]. We refer to pho-
tons encoded using multiple photonic degrees of freedom as
structured, since the coherent combination of SAM and OAM
creates spatially varying transverse polarization distributions
[13]. Thus, the amount of transmitted information can be
doubled for a fixed . QKD with OAM and structured photons
has so far been successfully demonstrated in free space [14-16].

Several varieties of specialty fibers exist that can transmit
OAM modes, including vortex or rings [17], twisted photonic
crystals [18], inverse-parabolic graded indices [19], and air-core
fibers [20,21]. The vortex fibers, characterized by rings of
higher refractive indices in their transverse profiles, have been
shown to preserve entanglement [22], as well as terabit per sec-
ond transmission rates through OAM multiplexing in classical
communication schemes [23]. Recently, an air-core fiber which
supports multiple OAM modes was used to implement a real-
time high-dimensional decoy state protocol [24]. Such types
of OAM supporting fibers provide an in-line alternative for
high-dimensional protocols compared to fibers with multiple
cores [25-27].

In QKD, it is important for the transmitted states to be in-
distinguishable in time, or not to decohere with propagation.
Such effects would lead to errors in the obtained measurement
outcomes, which cannot be distinguished from the effect of an
eavesdropper (Eve) on the quantum link. Thus, the two parties,
colloquially named Alice and Bob, would not be able to estab-
lish a secure key. On their own, different OAM states of light are
distinguishable after propogation through ordinary fibers. One
way that these OAM supporting fibers maintain the required
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indistinguishability is by using a particular set of structured
modes of light combining OAM and SAM, the advantage being
that these modes could be spatial-division multiplexed with
the fundamental mode, which could be encoded with polari-
zation. In this Letter, we present a characterization of one such
vortex fiber, and show that it could be used for QKD in a two-
dimensional BB84 protocol encoding quantum information on
heralded single photons with spatially structured polarization
distributions, in addition to encoding in polarization of the
fundamental mode. This opens up the possibility to use struc-
tured photon fiber networks to increase the classical bandwidth
during quantum secure transmission of information.

The vortex fiber used in this Letter is a solid core vortex fiber
which supports photons with 7 units of OAM [17,28],
where 7 is the reduced Planck constant. The operating prin-
ciple of this type of vortex fiber is that its transverse profile con-
tains a ring of higher refractive index, which resembles the
OAM mode shape and acts as a guide for OAM-encoded pho-
tons. In additon to having two orthogonal OAM states, photons
can simultaneously be either left- or right-handed circularly po-
larized with 7 units of SAM. We will write structured photons
with the notation |£),, where 7 is the SAM value and ¢ is the
OAM value. We will further use the convention that 7 = +1
and 7 = -1 correspond to left- and right-handed circular polar-
izations, respectively. In the case of this vortex fiber, the states
with the same handedness, {|1);,| - 1)_;}, are degenerate in
time with each other, i.e., possess identical group velocities
in the fiber, but non-degenerate with states of opposite handed-
ness |1)_;, | - 1);, and the other fundamental modes of the
fiber [29]. Therefore, we take advantage of the states with the
same handedness for QKD protocols with this vortex fiber. In
particular, for the BB84 protocol, we form two mutually un-
biased bases (MUBs), i.e., no information is gained about the
states in one basis by making measurements in the other basis,
using the aforementioned states, My = {|1);,| - 1)_;}, and
My ={(1), +[-1)_)/vV2, (1), - |-1).1)/+~/2}.  This
Letter provides a proof-of-concept test that it is feasible to use
structured photons, as qubits, through vortex fiber quantum chan-
nels which, in principle, can be extended to higher dimensions.

In our experiment (see Fig. 1), we generate heralded single
photons via spontaneous parametric downconversion using a

Heralded single-photon source
DM LP ppKTP

Laser
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5 mm long periodically poled potassium titanyl phosphate
(ppKTP) crystal pumped with a 405 nm diode laser (200 mW).
The photon pairs (signal 4, = 775 nm and idler 4; = 850 nm)
are separated via a dichroic mirror (DM), coupled to different
single-mode fibers (SMFs). We herald our single photons by
detecting the partner photon at an avalanche photodiode
(APD) with a dark count rate of less than 50 Hz, which triggers
a coincidence counter. The single photon, on which we will
imprint information, is first sent to a pair of diffraction gratings
and a slit that acts as a narrow bandpass filter, not shown in
Fig. 1. A first diffraction grating and lens perform a Fourier
transform so that the spectrum is given at the focus. A moveable
slit with an adjustable slit width can thus be placed at the focus
to precisely choose the desired wavelength and bandwidth.
A wavelength of approximately 775 £ 0.75 nm is chosen for
the signal photon, since the fiber was designed to operate at
this wavelength. A second lens and diffraction grating perform
the inverse transformation to recombine the frequencies, sub-
sequently coupled back into SMFs. This adjustable filter is ap-
proximately 10% efficient. With a 5 ns coincidence window,
our heralded single-photon source has a rate of approximately
4500 coincidences per second after the filter. However, we note
that this is not a fundamental constraint, rather a technical
deficiency of our setup.

In the preparation stage, Alice prepares the signal photon
into a state from either M, or M using a sequence of wave
plates and a patterned liquid crystal device known as a g-plate,
where g = /2 is the topological charge of the liquid crystals.
Such a device coherently couples SAM to OAM [30,31]. To
generate structured photons with || =1, a ¢ = 1/2 plate
is utilized, which naturally produces states with the opposite
handedness; a half-wave plate is placed after the g-plate to cre-
ate states with the same handedness, such as in M, and M.
The theoretical phase and polarization distributions of each
state are displayed in Fig. 2(a). We note that the modes in
MUB M, possess uniformly circular polarization distribu-
tions, whereas the superposition MUB M consists of spatially
varying polarization distributions of only linear polarizations,
i.e., structured modes of light. In order to compensate for bi-
refringent coupling induced by the fiber, a set of compensation
wave plates [29,32] (not shown in Fig. 1), consisting of two

Fig. 1. Sketch of the experimental setup. Non-degenerate photon pairs (signal 4, = 775 nm, idler 4, = 850 nm) are produced by spontancous

parametric downconversion from a 5 mm long ppKTP crystal pumped by a 200 mW 405 nm pump diode laser; they are then split on a dichroic
mirror (DM). Alice prepares the heralded single photon in a particular quantum state with a sequence of wave plates and a ¢ = 1/2 plate (QP), and
then sends it to Bob through the vortex fiber (quantum channel). Bob performs a particular measurement with a reverse sequence of wave plates and
g = 1/2 plate, recording a coincidence event between the result (D2) and the heralding trigger photon (D1). H, half-wave plate; Q, quarter-wave
plate; LP, long-pass filter; PBS, polarizing beam splitter.
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half-wave and two quarter-wave plates, is placed before Alice’s
g-plate in order to have control of the relative phases between
the states in M, and M.

The structured photons that Alice creates are then coupled
into a 60 m long vortex fiber, acting as the untrusted quantum
channel, and sent to Bob. There are approximately 50% losses
after coupling to the vortex fiber. Bob’s setup is similar to Alice’s
with a mirror sequence of wave plates and g = 1/2 plate.
A subsequent coupling into an SMF and a detection by an
APD enables Bob to project the single photons onto one of
the four possible states from the two MUBs, because his system
acts as a mode filter: if Bob projected onto the same state as the
one Alice sent, then his wave plates and g-plate phase-flatten
the mode back to the fundamental, which exclusively couples
to the SMF. Bob records the coincidence events between the
measured results and the heralding trigger photon at the coinci-
dence logic box. Overall, the system is approximately 9% effi-
cient, with several hundred heralded single photons per second
detected after passing through the experimental setup.

We first test the OAM mode propagation through the vor-
tex fiber using a simulator laser diode at 808 £ 0.5 nm by com-
paring the modes before and after the vortex fiber. Though
slightly above the operating wavelength of the fiber, the differ-
ence in results should be negligible. The experimentally mea-
sured spatial polarization distributions, shown in Figs. 2(b) and
2(c), respectively, were reconstructed using polarization tomog-
raphy [33]. This is achieved by projecting the transmitted
modes onto horizontal, vertical, diagonal, anti-diagonal, left-
hand circular, and right-hand circular polarizations using a
quarter-wave plate, half-wave plate, and polarizing beam split-
ter. The six resulting intensity distributions, recorded with a
CCD, are used to calculate the Stokes parameters at each point
in the mode, thus reconstructing the experimental spatial
polarization distribution. A first visual inspection shows that
modes after the vortex fiber still resemble the modes that were
sent in. By calculating the overlap between the theoretical and

12q1) 21050 [eo112109Y
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Fig. 2. Intensity (grayscale image) and polarization (overlaid colored
pattern) distributions of the vortex fiber modes: (a) theoretical repre-
sentation, experimentally reconstructed distributions (b) before and
(c) after the vortex fiber. The states in MUBs M, and M are shown
in the first two and last two columns, respectively. The ellipses are
colored according to handedness (left-handed = green; right-handed
= red); linear states are colored blue, with a tolerance of being
10% elliptically polarized for the experimental plots.
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experimental polarization distributions, average fidelities of the
modes before and after the vortex fiber are 98.8% = 0.3% and
93% =+ 2%, respectively.

Next, we characterize our vortex fiber more quantitatively as
a quantum channel for QKD by methodically generating each
state from M, M, and projecting them onto each state from
Mgy, M. The resulting normalized heralded single-photon
counts form a probability-of-detection matrix. The experimen-
tal probability-of-detection matrices for the two MUBs, M,
and M, in dimension 2 are shown in Fig. 3(a). In the BB84
protocol with qubits, such as here, the maximum tolerable
quantum bit error rate (QBER) threshold, below which a pos-
itive secret key rate is produced, is Q™ = 11%. We measured
the QBER, calculated as the average of the errors after sifting, to
be QIYI=1 = 8.6%, which is below the threshold. The secret
key rate per sifted photon can be calculated from the QBER as
R(Q) = 1-2h(Q), where Ah(-) is the Shannon entropy in
dimension 2. Our corresponding secret key rate is 0.15 bits
per sifted photon.

We can see from the measurements that when Alice and
Bob choose different bases there is crosstalk between the differ-
ent modes. This is reflected in the mode profiles after propa-
gation through the fiber, giving rise to asymmetric intensity
profiles and elliptical polarization distributions in Fig. 2. These
errors in the mode structure caused by intermodal coupling in
the fiber correspond to a higher QBER, thus requiring more
post-processing, such as error correction and privacy amplifica-
tion [34], leading to lower key rates. However, as stated earlier
the vortex fiber also allows for simultaneous performing of
polarization-only encoding using a BB84 protocol via spatial-
division multiplexing and by encoding the fundamental mode
of the fiber, i.e., # = 0. The MUBs in this case are defined
to be My = {]0);,]0)_1} and M} = {(0); + [0)_)/V2,
(10); = 10)_1)/~/2}. The measured probability-of-detection
matrix is shown in Fig. 3(b). The corresponding QBER of this
polarization BB84 scheme is Q“=" = 1.2%, with a secret key
rate of 0.81 bits per sifted photon. This possibility for multi-
plexing enables the parallel transmission of more information.
An interferometer which sorts based on the total angular mo-
mentum of the state [35], or a generalized angular momentum
sorter [36], could be used to demultiplex the modes efficiently.

In conclusion, in this Letter, we have explored how struc-
tured photons could be used to implement QKD within an

(a) Structured Photons (b) Polarization Photons

o

Fig. 3. Expenmental probablhty—of—detectlon matrices for BB84
schemes using (a) structured photons and (b) polarization. The labels
on the left and bottom of the matrix represent the states sent by Alice
and projected on by Bob, respectively. QBERs of Q“I=! = 8.6% and
Q%= = 1.2% are measured for the cases of structured and polariza-
tion photons, respectively.
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OAM-conserving vortex fiber in a proof-of-concept experi-
ment. The vortex fiber used conserves OAM of |£| = 1, and
modes with the same handedness for both OAM and SAM are
indistinguishable with propogation in the fiber; thus, they can
serve as additional quantum channels. The obtained QBER
rates for the encoding using structured photons, as well as
polarization-only encoded photons, are below the theoretical
threshold in two dimensions for BB84 and, as such, can be used
for establishing a secure key between two parties that are 60 m
apart. Although this distance might seem rather short at first
sight, network structures within buildings or server infrastrcu-
tures could benefit already from these shorter distances. Future
investigations would include studying how errors scale with fi-
ber length and new fibers that support more values of £ so that
high-dimensional QKD protocols could be employed [12,37].
These types of fibers could create high-dimensional quantum
fiber networks, in conjunction with other modes of the fiber,
such as the fundamental, which could increase the transmission
bandwidth and tolerable error thresholds for more robust and
secure quantum communications.
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Chapter 3

High-dimensional free-space QKD

In an urban environment

This chapter is based on the following paper:

1. A. Sit, F. Bouchard, R. Fickler, J. Gagnon-Bischoff, H. Larocque, K. Heshami,
D. Elser, C. Peuntinger, K. Giinther, B. Heim, C. Marquardt, G. Leuchs, R. W.
Boyd, and E. Karimi, “High-dimensional intracity quantum cryptography with
structured photons,” Optica 4, 1006 (2017).

DOI: https://doi.org/10.1364/OPTICA.4.001006
(© 2017 Optical Society of America

3.1 Constructing a free-space link across campus

In order to eventually distribute information globally, QKD protocols will be oper-
ated over satellite-to-ground (and vice versa) free-space links. However, not everyone
has access to a satellite link; thus, it is more economical to build shorter point-to-
point horizontal free-space links on the ground for testing purposes. For the work
described in this chapter, we chose to construct a sender (Alice) and receiver (Bob)
unit between the rooftops of Desmarais Hall and Thompson Residence, 300 m apart,

on the University of Ottawa campus.

When creating a suitable outdoor work-space to host lasers, a plethora of optics,

and sensitive single photon detectors, many non-scientific problems crop up. For

20



3.2. ATMOSPHERIC TURBULENCE 21

ANS NSNS NNNNNENNYNNY

Figure 3.1: Urban free-space link. The sender (Alice) and receiver (Bob) units

constructed on the rooftops of Desmarais Hall and Thompson Residence, respectively.

example, sheltering everything from the elements (rain, excess background light),
and building a stable platform is required. For the latter problem, heavy cinder
blocks, with a layer of stiff foam to cushion the aluminum breadboard, was chosen for
the sender side on Desmarais. On the receiver side on Thompson, a tall (non-optical)
table was chosen as there was a four-foot-high guard wall at the edge of the roof. For
shelter, we built ply wood boxes around each unit, 4’x4’x2’ and 8 x4’x6’ for the
sender and receiver, respectively (length x width x height), shown in Fig. 3.1. These
boxes provided enough shelter from the rain and wind (though not bugs) to make

working all night feasible (to eliminate excess background light).

3.2 Atmospheric turbulence

3.2.1 Fried parameter and structure constant

Perhaps the most readily observed consequence of atmospheric turbulence is the twin-
kling of the stars in the night sky, which are speckled and blurred upon a closer
look through a telescope. This naturally occurring phenomenon is brought about
by rapidly moving air cells with slightly different refractive indices, caused by small
temperature variations; this is enough to cause slight deviations across a beam of
light. The average size of these air cells (cell of constant refractive index) is described
by the Fried parameter, ry [13]. Experimentally, ry can be measured by taking short

exposure snapshots of a Gaussian laser beam: on the millisecond time scale, the laser
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beam jitters (deflects) about. In a long exposure shot, the beam appears broadened.
The average deflection angle 3 of the short exposure images is determined from the
average beam displacement, s, from the centre of the broadened beam,

- 5 5

£ = tan (Z) N7 (3.1)
where L is the length of the free-space channel. Note that § is linear in 3, to first
approximation, since L > § (metres vs millimetres). The corresponding Fried pa-

rameter of the free-space channel is then calculated as,

A
ro = 0.98~=. (3.2)

B
The larger the deflection angle, the smaller the Fried cell, which corresponds to a
larger turbulence strength. On the other hand, the smaller the deflection angle, the
larger the Fried cell, which means a smaller turbulence strength. This observation
is consistent with physical intuition as a beam is more perturbed if there are more

variations in the refractive index across its wavefront.

The strength of the turbulence is described by the atmospheric structure constant
C? which is related to the fluctuations, both spatially and temporally, in the refractive

index n. It can be defined as [11, 15],
C?2 = ([n(r1 + 1) —n(r)]*) = Du(r)r=2/3, (3.3)

where we take r to be the distance from a point 7 in space, D, (r) is the structure
function of the refractive index, and (-) is the statistical average. We can also relate
C? to experimental parameters such as the Fried parameter:
—5/3
c2—_"0o
" 0.432k2L°

where k is the wavenumber of the light. Another observation is that smaller wave-

(3.4)

lengths experience worse turbulence than longer wavelengths. Typical C? values are
on the order of 107'® m™2/3 for small turbulence effects to 107 m~2/3 for strong

turbulence effects.

3.2.2 Data post-selection

As mentioned in Sec. 2.1.2, in order to measure structured states of light, Bob sends
Alice’s transmitted state through a set of waveplates and g-plate then couples the re-

sult to a SMF. This measurement scheme is sensitive to alignment as only a particular
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k-vector will couple optimally. Inevitably, due to beam jitter and beam wandering
caused by atmospheric turbulence, many results that Bob records are skewed and
error-ridden. Of course, Bob does not know if the errors in his measurement are from
atmospheric turbulence or Eve; thus, the QBER can be quite high. However, in our
proof-of-principle experiment, a heralded photon scheme is used in which information
is only encoded on the signal photon, and the idler photon is left as a Gaussian; the
two photons co-propagate through the free-space link and thus experience the same
turbulence effects. Bob can then not only record the coincidence events but also
monitor the coupling efficiency of the idler photon. Since the idler photon is always a
Gaussian, under ideal conditions, it should always optimally couple to the SMF; if its
mode gets perturbed too much or moves off-axis (i.e. from atmospheric turbulence),
then it will not couple as well to the SMF. The idler photon thus acts as a “target”
to gauge beam wandering and jitter. This allows Bob to condition/post-select his co-
incidence measurements according to when the coupling efficiency of the idler photon

is above a certain threshold.
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1. INTRODUCTION

Secure quantum communication, i.e., quantum key distribution
(QKD), is on the forefront of the commercialization of future
quantum technologies. Since its first theoretical proposal [1], it
has been one of the major driving forces to investigate and apply
quantum features for future information processing schemes
[2,3]. While this process of developing commercial quantum
cryptography devices has already started, possible next-generation
QKD schemes, such as high-dimensional encoding, have come
under scrutiny in quantum information research. Although differ-
ent proof-of-principle experiments have shown the superiority of
such schemes in terms of noise resistance and data capacity [4-8],
their applicability still has to be demonstrated under real-world
conditions. Here, another key question that needs to be addressed

helical wavefronts. Polarization is naturally bidimensional, i.e.,
{|L), |R)}, and the associated angular momentum can take the
values of +7 per photon, where 7 is the reduced Planck constant,
and |L) and |R) are left- and right-handed circular polarizations,
respectively. In contrast, OAM is inherently unbounded, such
that a photon with ¢ intertwined helical wavefronts, |£), carries
¢h units of OAM, where ¢ is an integer [10]. Quantum states of
light resulting from an arbitrary coherent superposition of differ-
ent polarizations and spatial modes, e.g., OAM, are referred to as
structured photons; these photons can be used to realize higher-
dimensional states of light [11]. Aside from their fundamental
significance in quantum physics [12,13], single photons encoded
in higher dimensions provide an advantage in terms of security
tolerance and encrypting alphabets for quantum cryptography

is the most suited photonic degree of freedom that allows encod-
ing of high-dimensional quantum states.

In addition to polarization and wavelength, a light wave may
carry orbital angular momentum (OAM) [9], corresponding to

2334-2536/17/091006-05 Journal © 2017 Optical Society of America

[4,5,8] and classical communications [14]. The behavior of
light-carrying OAM through turbulent conditions has been
studied theoretically and simulated in the laboratory scale
[15—18]. Experimentally, OAM states have been tested in classical

24
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communications across intracity links in Los Angeles (120 m)
[19], Venice (420 m) [20], Erlangen (1.6 km) [21], Vienna
(3 km) [22], and between two Canary Islands (143 km) [23],
which is the longest link thus far. With attenuated lasers,
OAM states and vector vortex beams have been respectively
implemented in high-dimensional and 2-dimensional BB84 pro-
tocols, where the former was performed in a laboratory [8] and
the latter in a hall in Padua (210 m) [24]. Though not QKD, the
entanglement distribution of bidimensional twisted photons has
been recently studied across the Vienna link [25]. Note that no
true single-photon high-dimensional QKD experiment has been
performed outside of the laboratory thus far.

In this paper, we combine polarization {|H),|V)} and
an OAM subspace of {|¢),|-7)} to form 4-dimensional
quantum states |£), for £ =1, 2, 3, 4, belonging to the set
{H, )|V, 6),|H,~€),|V,~€)}, where |H) = (L) + |R))//2
and |V) = —i(|L) - |R))/~/2 are horizontal and vertical polari-
zation states, respectively. We can create two sets of mutually
unbiased bases (MUBs) from |k), defined as |y)’ = M¥|k)
and |p) = M |k), where [(yly)> = |'(glg)* = 5;, and
I'(wlpy|*> =1/4 for i,j =1,2,3,4 (see Supplement 1 for
M, and M,). Figure 1 illustrates the spatial structure of these
MUB:s for the case of £ = 2. The information encoded within
these modes lies in the transverse polarization and phase distribu-
tions; however, all of these modes possess a “doughnut”-shaped
intensity distribution. The polarization distributions contain only
linearly polarized states, and such beams are commonly called
vector vortex beams [26]; in the case of {|p)'}, the linear polar-
izations vary across the transverse plane. {|y)’} and {|p)/} are
conjugate quantities, and based on quantum complementarity
they cannot be measured simultaneously; this forms the backbone
of security in quantum cryptography. Specifically, in the BB84
protocol [1], the bases of preparation and measurement are
randomly chosen between two MUBs by a sender and receiver,
traditionally called Alice and Bob, respectively. We used the two
MUBs of structured modes, {|y)’} and {|@)'}, to perform a high-
dimensional BB84 protocol [4,5].

27

0

Fig. 1. Mode structure of mutually unbiased bases for £ = 2.
(@) {lw)’} and (b) {|@)} are examples of two bases of structured states
of light, encoding in both polarization and OAM of ¢ = 2. Each basis is
orthonormal, and the two bases are mutually unbiased with respect to
each other such that |(y|@)/|*> = 1/4. These MUBs have the advantage
of possessing identical intensity profiles—“doughnut” shaped—and are
shape-invariant upon free-space propagation. The information, therefore,
is encoded in the transverse polarization and phase distributions, denoted
by the white lines and the hue, respectively.
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There are different approaches used to generate and sort these
structured modes of light. We utilize liquid crystal devices known
as g-plates [27], which coherently couple optical spin angular mo-
mentum to OAM. Q-plates are advantageous as they are placed
in-line, are efficient in comparison to diffractive elements, and can
be used to create arbitrary complex modal structures [28]. These
g-plates used in conjunction with a carefully chosen sequence of
wave plates can generate {|y)’} and {|@)/} (see Supplement 1 for
details). Furthermore, it is possible to rapidly switch between the
states in {|y)’} and {|@)'}, of the order of 1 MHz, by replacing
the wave plates with Pockels cells. Since g-plates are coherent and
linear devices, they also work in the single-photon regime [29].

2. EXPERIMENT

We built a free-space link between the rooftops of two buildings,
0.3 km apart and 40 m above the ground, on the University of
Ottawa campus; see Fig. 2. Two enclosures were constructed to
contain and protect all of the optics and equipment at the sender
and receiver. The sender unit is comprised of both the heralded
single-photon source and the setup where Alice can prepare states.
The receiver unit contains Bob’s state measurement setup and the
single-photon detection system. No active adaptive optics or
vibration isolation systems were implemented.

In the heralded single-photon source, photon pairs are
generated via the spontaneous parametric downconversion proc-
ess in a 5 mm long ppKTP crystal pumped by a 405 nm laser
diode (200 mW). Nondegenerate wavelengths for the signal
(4, = 850 nm) and idler (4; = 775 nm) photons are chosen
in order to efficiently separate the two; only the signal photon
is encoded with information. The signal and idler are each
coupled into a separate single-mode fiber (SMF) to spadially
filter the photons into the fundamental mode. Bandpass filters,
850 £ 5 nm and 775 £ 20 nm, are placed in front of the fiber
couplers to select the correct photon pairs. The singles count rates
at the source after the SMFs, detected with avalanche photodiodes
(APDs), are 4 MHz and 10 MHz for the signal and idler, respec-
tively. The idler photon heralds the presence of the signal photon,
as determined by a coincidence logic box. This procedure gives a
coincidence rate of around 1 MHz for a coincidence window of
5 ns with <0.2 MHz of accidental coincidence detections.

Alice takes the signal photon and prepares it in one of the states
of the different MUBs through the use of an appropriate sequence
of wave plates and g-plates. She then recombines the signal and
idler photons on a dichroic mirror and enlarges the spatial struc-
ture of both beams such that they can be sent in the same beam
across the link to Bob and to minimize divergence upon propa-
gation, respectively. At the last lens (f,) of the sending unit, the
beam waist is approximately 12 mm. After propagation over the
0.3 km distance, we find the beam waist to be enlarged to approx-
imately 20 mm as a consequence of atmospheric influences and
imperfect optics. In order to measure the received quantum states,
Bob demagnifies the photon’s structure with another set of lenses
and separates the information-carrying signal photon from the
heralding idler photon with another dichroic mirror. The idler
photon is directly coupled into a SMF to act as a herald for
the signal photon. With a sequence of wave plates, g-plates,
PBSs, and SMFs, mirrored to that of Alice’s, Bob can make a mea-
surement on the signal photon by projecting it onto one of the
states from one of the MUBs. In such a way, Bob has a spatial
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Fig. 2. Ottawa intracity quantum communication link. Schematic of the sender (left) with a heralded single-photon source (signal, s, and idler, 7) and
Alice’s state preparation setup. Alice prepares a state from {|y)’} or {|)'} using a polarizing beam splitter (PBS), wave plates (WP), and a g-plate (QP).
The signal and idler photons are recombined on a dichroic mirror (DM) before being sent to Bob. Two telescopes comprised of lenses with focal lengths of
f1=75mm, f, = f3; =400 mm (diameter of 75 mm), and f, = 50 mm are used to enlarge and collect the beam, minimizing its divergence
through the 0.3 km link. Bob, receiver (right), can then perform measurements on the sent states and record the coincidences between the signal
and idler photons with detectors D; and D, at a coincidence logic box. Enclosures are built around the sender and receiver to shelter them from
the wind and weather, as well as to shield them from background light. Examples of experimentally reconstructed polarization distributions for a struc-
tured mode from {|@)'} using a continuous wave laser that Alice prepared (top left) and Bob measured (bottom right) are shown in the insets. ppKTP,
periodically poled KTP crystal; LP, long-pass filter; BP, bandpass filter. Map data: Google Maps, 2016.

mode filter such that, if he projects onto the same state that Alice
sent, the signal photon will be phase-flattened and optimally
detected. By using APDs and a coincidence logic box (5 ns coinci-
dence window), the received idler photon acts as a trigger for the
arrival of the signal photon and the coincidence rates are recorded.
The best performance of our free-space link after coupling to the
SMFs on Bob’s side gave count rates for the signal and idler pho-
tons of 0.75 MHz and 2.5 MHz, respectively, with an optimal
coincidence rate of approximately 50 kHz. However, due to large
temperature and turbulence differences from night to night,
the numbers varied throughout the various experimental runs.
Opverall, from sender to receiver, there are approximately 20%
and 25% coupling efficiencies (equivalently 7 dB and 6 dB of
losses) for the signal and idler photons, respectively, which gives
an approximately 5% success rate for recording coincidences.
Since no adaptive optics were utilized, a portion of the raw data
points sampled are greatly perturbed by the turbulence. The most
dominant effect of the atmospheric turbulence given the range of
our measured atmospheric structure constant, C2, between
2.5x% 107" m™2/3 and 6.4 x 1071 m2/3 (see Section 3) is beam
wandering [30]. Under stable conditions, the idler photon
remains in the fundamental mode and always couples to the
SMF; however, when there is turbulence, it does not optimally
couple. Since the signal photon is coaxially propagating with
the idler photon, it experiences the same atmospheric turbulence;
we can thus use the idler photon as not only a herald for the signal
photon but also as a “target” to gauge the beam wandering in
Bob’s setup. This helps to correct our measurements for turbu-
lence in postprocessing. During a BB84 protocol, Alice is prepar-
ing each signal photon into a state from a randomly chosen MUB
and then sends it with its heralding idler photon to Bob. Once
each pair reaches Bob, turbulence may have caused them to
wander from the optical axis. Each measurement consists of
coincidence counts acquired for 200 ms, repeated 50 times,
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and then averaged. If there is excessive turbulence, the accumu-
lated idler counts will have dropped. Therefore, Bob only keeps
the coincidence measurements whose corresponding idler counts
are near the optimal value, i.e., when there is little to no turbu-
lence. Otherwise, he discards his measurement. As a target beam,
the idler photon helps to sift out turbulence-affected pairs,
decreasing the quantum bit error rate and thereby increasing
the amount of securely transmitted information per sifted photon.

It is important to note that despite sending two photons across
the link simultaneously, our scheme is still immune to photon-
number-splitting attacks since the idler photon does nor contain
any of the polarization or OAM information of the signal photon.
Apart from being able to monitor the turbulence, the only other
information that the idler photon contains is timing information
for heralding purposes, which could alternatively be communi-
cated over a classical channel. Therefore, even if an eavesdropper
had full access to the idler photon, she would not be able to access
the signal information. A full security proof would be able to take
into account the signal and idler photons, including bounds on
possible side information of this particular setup. However, this is
beyond the scope of this work and will be further investigated in
the future.

3. TURBULENCE CHARACTERIZATION

To characterize the Ottawa intracity free-space link, we investi-
gate the turbulence by evaluating its characteristic properties, such
as the atmospheric structure constant C% and the Fried parameter
ro [30-32]. We do so by sending a Gaussian-shaped laser beam
(850 nm) over the 0.3 km long link and record its arrival position
with a CCD camera. Because atmospheric turbulence changes on
a millisecond time scale, short-term exposure images can reveal
beam wandering, which is caused by fast-moving air cells, each
having slightly different pressures, and thus small differences in
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Fig. 3. Simulated encryption of an image with structured photons. (a) Experimentally measured probability-of-detection matrices, 2% = |/{a|B)|?,
where a, f = {y, ¢}, for 2D (top row) and 4D (bottom row) structured photons with turbulence. These matrices have the corresponding bit error rates of

QP = 5% and Q*P = 11%, respectively. (b) Image of the Parliament of Canada that Alice encrypts and sends to Bob through a classical channel using
their shared secret key. (c) Alice discretizes her intended image (left column) with & levels, where  is the encryption dimension, such that each pixel
corresponds to three single photons (RGB values, leading to 4% colors per pixel) that she sends to Bob. Using the experimentally measured probability-of-
detection matrices (a), Alice then adds the shared secret key, generated from a BB84 protocol, on top of her discretized image to encrypt it (middle
column). Bob decrypts Alice’s sent image with his shared key to recover the image (right column). Implementing a 4-dimensional state clearly allows the
ability to send more information per photon, where, in the ideal case, Alice can send twice the amount of information with respect to 2-dimensional states.
However, due to noise present in the channel, we experimentally obtain an increase of 1.51 in the amount of information sent by Alice with respect to the

case of 2-dimensional states. Image credit: Norman Bouchard.

refractive indices. The stronger the turbulence and the larger the
distance of the link, the larger are the deflections from the optical
axis. The latter can be deduced by taking an average over many
short-term exposure images, which effectively leads to an atmos-
pherically broadened Gaussian beam profile. During different
measurement nights, we record 500 short exposure images
(0.07 ms each), from which we calculate a Fried parameter
between 18 cm and 41 cm, which corresponds to an atmospheric
structure constant C2 ranging from around 2.5 x 1071 m 2/ to
6.4 x 1071¢ m~2/3, assuming Kolmogorov theory for atmospheric
turbulence. Hence, the link shows moderate turbulence effects on
the transmitted light fields.

4. RESULTS AND DISCUSSION

In QKD, a secret key may be established between Alice and Bob
with a secret key rate, defined as the number of bits of secret key
established divided by the number of sifted photons, given by
R(Q) = log,(d) - 2h(Q), where Q is the quantum bit error rate
and A(-) is the Shannon entropy in dimension . Hence, there is a
threshold value of Q above which a nonzero shared secure key
cannot be generated. In dimension 2, this threshold value is
the well-known Q3P = 11.0%, while it almost doubles to
QgD = 18.9%, in dimension 4 [5]. This clearly exhibits the
robustness of high-dimensional quantum cryptography.

We perform a 4-dimensional BB84 protocol under different
atmospheric conditions. Probability-of-detection matrices for
the 4-dimensional structured photonic states, {|y)’} and {|p)/}
with £ = 2, of the BB84 protocol are shown in Fig. 3(a) (bottom
row). In dimension 4, from the raw probability-of-detection
matrix, the quantum bit error rate is Q = 14%, and is below
the threshold value of Q¢P, resulting in a positive corresponding
secret key rate of R = 0.39 bits per sifted photon. Thus, without
any corrections, a securely transmitted high-dimensional key can
be established. By considering the idler as a target beam, which
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accounts for turbulence, the quantum bit error rate is reduced to
Q*P = 11% with a secret key rate of R*® = 0.65 bits per sifted
photon. The secret key rate is lower than the maximum theoreti-
cal value of 2 bits per sifted photon, which is due to imperfections
in transmission.

For a comparison, we perform a BB84 protocol with two-
dimensional structured photons in the MUBs of [{) =
{(IL,-1) £ |R 1)/v/2} and (&) = {(|L,-1) £ i|R 1))/~/2};
see Fig. 3(a) (top row). A quantum bit error rate and secret
key rate of Q*® = 5% and R*" = 0.43 bits per sifted photon
were obtained, respectively, using the target as compensation.
Indeed, R is larger than R?P, showing the potential for trans-
mitting more secure information per sifted photon in higher
dimensions. This is visually shown in Fig. 3(c) (top and bottom
rows): the image that Alice sends Bob [Fig. 3(b)] can be discre-
tized with more steps in dimension 4 (bottom row) as compared
to dimension 2 (top row). Due to turbulence, the quantum bit
error rate for dimension 4 on many nights was above Q{P.
An example of one of these nights is shown in the
Supplement 1 with a calculated quantum bit error rate of
= 27% calculated from the probability-of-detection ma-

nmsy

trix. However, allowing for two-way classical communications,

the tolerable error bit rate increases to 31.5% > Q4D

notsy i dimen-

sion 4 [33] (see Supplement 1).

5. CONCLUSION

We have shown the feasibility of increasing the secure data trans-
mission rate using high-dimensional quantum states compared to
bidimensional states despite a noisy channel. Indeed, protocols
based on higher-dimensional states are more advantageous
in noisier channels because the security threshold can tolerate
more errors. This paves the road toward high-dimensional
intracity quantum cryptography via quantum key distribution.
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In addition, our results lay the groundwork for intracity quantum
teleportation with structured photons, which is an essential com-
ponent of a free-space quantum network. We anticipate that these
demonstrations can be extended over longer distances provided
with adequate active turbulence monitoring and compensation.
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Chapter 4

Quantum cryptography through

water

This chapter is based on the following paper:

1. F. Bouchard, A. Sit, F. Hufnagel, A. Abbas, Y. Zhang, K. Heshami, R. Fick-
ler, C. Marquardt, G. Leuchs, and E. Karimi, “Quantum cryptography with
twisted photons through an outdoor underwater channel,” Optics Express 26,
22563 (2018).
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(© 2018 Optical Society of America

4.1 Optical properties of water

Unlike air which has a transmission window in the visible and infrared, the absorption
spectrum of water is strongly absorbing in the infrared, with an optimal transmission
window around 415-550 nm (blue-green wavelengths) [16]. Recall Beer-Lambert’s law

for a medium with absorption coefficient o (given in m™'),
I = Lye *F, (4.1)

where Iy and I are the intensities of light before and after propagating a distance L
through the medium. A typical value for o in water at telecommunication wavelengths
(1550 nm) is 17000 m~!; this means that there will be 1% of the incident power
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transmitted after only 300 um! Wavelengths within the visible transmission window,

on the other hand, can propagate 50-200 m.

4.2 Underwater turbulence

Much like in the free-space case where differences in temperature cause atmospheric
turbulence (small variations in the refractive index rapidly moved about by the wind),
a similar effect is observed underwater. However, underwater turbulence fluctuates
much slower than air turbulence, making a transmitted laser beam dance, distort and
slowly drift, as opposed to jitter and blur. We use several methods to characterize

the underwater turbulence.

4.2.1 Zernike coefficients

The phasefront of a beam of light propagating through turbulence becomes distorted.
This distorted phasefront can be decomposed in terms of the Zernike polynomials,

Z;(r, ¢)—a set of orthonormal polynomials on the unit disk [17],

Vn 4 1R™(r)v/2 cos(me), m # 0
Zj(r,®) = § Vn+ LR™(r)v/2sin(mg), m # 0, (4.2)
Vn+1R%(r), m=0

where j = 14 (n(n+2) +m)/2 is the Noll index with radial and azimuthal degree n

and m, respectively. R!(r) are the radial polynomials,

(n—m)/2 —1)2(n—b)! .
b= b’(@*)b)(!(éfb)tr #, (n—m) even,

0, (n —m) odd.

RI(r) = (4.3)

Each Zernike polynomial describes a specific type of distortion to the phasefront. For
example, the first order aberrations (n=1) correspond to tip-tilt effects; second order

aberrations (n=2) correspond to defocusing and astigmatism.

4.2.2 Gerchberg-Saxton algorithm

Given an intensity image of a beam distorted by turbulence, it is possible to retrieve
the attributed phase profile by using the Gerchberg-Saxton algorithm (GSA), which
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uses fast Fourier transforms [18]. Given the intensity profile before (Alice) and after
(Bob) the turbulence, the GSA works as follows (in pseudo-code):

A = Alice’s intensity image;
B = Bob’s intensity image;
C =FT(A);
For N iterations,
D = FT!(Abs(A)*Exp(i*Arg(C)));
C = FT(Abs(B)*Exp(i*Arg(D)));
end

phase = Arg(C)

Here, FT and FT~! are the Fourier and inverse Fourier transforms, respectively;
Abs(-) calculates the magnitude of the input; Arg() calculates the argument of the
input; and N is the number of iterations to perform the calculation. The retrieved
phase profile is given by the argument of C after the last iteration. This retrieved
phase profile can then be decomposed in term of the Zernike polynomials to determine

the most dominant aberrations.

4.3 Underwater Channel

A large motivation behind testing optical-based QKD in an underwater environment
is that the current technology of acoustic communication is limited in bandwidth and
cannot be transmitted to above-water systems (e.g. satellites). Outdoor underwater
quantum channels have much the same challenges as free-space channels, such as
turbulence; however, new challenges present themselves in the operating wavelength

window and the regime of turbulence.

The first underwater channel that this thesis explored was an outdoor, in-ground
swimming pool. With a 10 m length, minimum width of 3 m, and volume of 60,000 L,
this pool provided a great starting place to test proof-of-principle QKD experiments
in water. Unlike the previous chapter where photon pairs produced around 800 nm
propagate without problems over 300 m, this is no longer viable for long distance

underwater communication. At the time of the experiment, we did not have access
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to a heralded photon source that could produce photon pairs in the visible; we opted
instead to produce very non-degenerate photon pairs—the signal at 710 nm and
the idler at 940 nm. We could only then reasonably propagate the signal photon
through 3 m of water. The idler photon, on the other hand, would stand no chance
of propagating through any useful amount of water; therefore, it was coupled to a
long SMF that connected directly from the photon source to Bob’s detector. Since
the idler photon did not travel underwater with the signal photon, it could not be

used as a target beam like was done in the free-space case.
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Abstract: Quantum communication has been successfully implemented in optical fibres and
through free-space. Fibre systems, though capable of fast key and low error rates, are impractical
in communicating with destinations without an established fibre link. Free-space quantum
channels can overcome such limitations and reach long distances with the advent of satellite-to-
ground links. However, turbulence, resulting from local fluctuations in refractive index, becomes
a major challenge by adding errors and losses. Recently, an interest in investigating the possibility
of underwater quantum channels has arisen. Here, we investigate the effect of turbulence on an
underwater quantum channel using twisted photons in outdoor conditions. We study the effect of
turbulence on transmitted error rates, and compare different quantum cryptographic protocols in
an underwater quantum channel, showing the feasibility of high-dimensional encoding schemes.
Our work may open the way for secure high-dimensional quantum communication between
submersibles, and provides important input for potential submersibles-to-satellite quantum
communication.

© 2018 Optical Society of America under the terms of the OSA Open Access Publishing Agreement

1. Introduction

Quantum key distribution (QKD) allows two individuals, conventionally referred to as Alice and
Bob, to communicate information in a secure and secret manner [1]. Since the proposal of the
first protocol by Bennett and Brassard in 1984 (BB84) [1], various protocols and methods, for
example Ekert91 [2] and six-state [3], have been further proposed and experimentally investigated.
Notably, one class of quantum cryptographic schemes, namely high-dimensional QKD protocols,
makes use of gudits rather than qubits, wherein the encoded quantum states belong to a higher-
dimensional Hilbert space [4,5]. Such schemes have many potential advantages: in the case of
an error-free channel, more than one bit of information can be distributed per carrier. Moreover,
they tolerate larger error-thresholds due to the difficulties that an eavesdropper Eve has in getting
information about the high-dimensional state [6]. This may allow for the implementation of
QKD links in noisy environments with high quantum bit error rates (QBER). So far, various
quantum channels have been studied in realistic conditions: free-space [7-9], including shorter
line-of-sight intra-city links [8, 10], fibre networks [11] and ground-to-satellite links [12-15].
Recently, underwater quantum channels have been proposed and investigated theoretically [16,17].
The first experimental demonstration of entanglement distribution through a 3 m-long water
tube was recently achieved using polarization [18]. Insofar, secure communication through an

#332068 https://doi.org/10.1364/0OE.26.022563
Journal © 2018 Received 17 May 2018; accepted 29 Jun 2018; published 17 Aug 2018
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underwater quantum channel has yet to be demonstrated in an outdoor environment or in higher
dimensions.
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Fig. 1. Experimental characterization of underwater turbulence. (a) Calculated coefficients
for the lowest ten Zernike polynomials from intensity images of a Gaussian beam after
propagation through 3 m of water to characterize the turbulence in one particular set of
conditions at the time of measurement. The dominant coefficients correspond to oblique and
vertical astigmatism (a4 and ag), followed by tip and tilts effects (a» and a3). The Zernike
decomposition was carried out over a disk with a radius of 2.1 mm, which corresponds to
2wq, where wg = 1.05 mm is the beam radius at the input of the channel. (b) - (c) Evolution
of vortex splitting over a 12 s period for a £ = 2 and ¢ = 3 modes, respectively, sent through
5 m of water. The red, blue, and green lines represent the trajectories of the individual
singularities, highlighting their splitting and wandering that occurs due to the turbulence.

Photons are the carriers of choice for quantum communication, possessing multiple degrees of
freedom with which information can be encoded. Polarization [1], time-bins [19], and spatial
modes [20] are the most prevalent encryption methods, with the last two being common methods
for achieving high-dimensional protocols. One family of spatial modes with mature preparation
and measurement techniques is the OAM of light, also referred to as twisted photons [21,22].
These modes possess a helical wavefront given by exp(i€y), where ¢ is an integer and ¢ is the
transverse azimuthal coordinate. The OAM states of photons is one realization of a Hilbert space
with unbounded dimensionality. Since the modes form a complete orthonormal basis, these
states can be used for high-dimensional QKD schemes [23-25]. In this Article, we report the
effect of water turbulence on OAM modes of light in an outdoor swimming pool, and study its
effect in quantum cryptographic schemes, performing a high-dimensional BB84 protocol with
twisted photons.

Since the underwater quatum channel is an outdoor link, uncontrolled turbulent conditions
can be expected, as in the case of free-space links, introducing additional errors and losses to
the system [26]. Turbulence is observed in the form of beam distortions and beam wandering
after propagating through a turbulent media. The effect of turbulence on the propagation of
OAM modes through free-space air has been studied for various distances. In the Kolmogorov
theory of turbulence in free-space, the turbulence is associated with a local variation in the
refractive index due to temperature and pressure variations [27]. However, temperature gradients
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in the atmosphere represent the main contribution to atmospheric turbulence. Water is an
incompressible fluid and thus the main contribution to the optical turbulence is derived from local
variations in temperatures. Recently, propagation of OAM modes through water has been reported
in controlled laboratory conditions [28,29]. Our experiments were performed in a 60,000
litres outdoor, in-ground pool, see the appendix-B for more details. The water was exposed to
temperatures between 27°C during the day to 17°C at night. This creates a temperature gradient

hetween the ton and hattam of the nnnl which wac inhoamanoeneancdv mived hv hnilt-in water

[=3) |—=2) |=1) 0) [|+1) |[+2) |[+3)

OO00000

Fig. 2. Experimental setup and state cross-talk measurements. (a) Photon pairs (signal
As =710 nm, idler A; = 943 nm) are generated via spontaneous parametric downconversion
pumped from a periodically poled KTP (ppKTP) crystal by a 405 nm diode laser. A long
pass filter (IF) blocks the UV and transmits the photon pairs, which are then split at a dichroic
mirror (DM). The idler photon is directly detected by a single photon detector (D2) and acts
as a heralding trigger for the information-carrying signal photon. Alice prepares the
signal photon into a particular state, for example one from the insets, using SLM-A, then
sends it to Bob through the 3 m underwater link. Bob performs a measurement on the
received state using SLM-B and a single mode optical fibre connected to D1. Coincidence
events between D1 and D2 are recorded. (b) Measured cross-talk matrix between the OAM
states (£ = —3 to 3) that Alice sends and Bob measures. Higher order states experience
more cross-talk as compared to lower order states, seen as off-diagonal detection
probabilities.

A characterization of the level of turbulence, assuming the single phase screen approximation,
in our 3 m underwater channel is performed by sending a 635 nm Gaussian-shaped laser beam
through the water and record the transmitted intensity patters (see Turbulence Characterization
in Methods for more details). We employ the Gerchberg-Saxton algorithm (GSA), a phase
retrieval algorithm using fast Fourier transforms [30], to reconstruct the phase of the beam after
propagating through the water. The obtained phase profile, ®(r, ¢), is then decomposed in terms
of Zernike polynomials, which forms a set of orthonormal polynomials on the unit disk [31],

O(r,¢) = ) a;Zi(r, 9) (1

J

where r and ¢ are the radial and azimuthal coordinates, respectively, a; are the Zernike coefficients,
Zi(r, ) = Z(r, @) are the Zernike polynomials (defined in the Methods), j = 1+(n(n+2)+m)/2
is the Noll index, and n and m are the radial and azimuthal degree, respectively.

The average values of measured expansion coefficients a; as well as their corresponding
Zernike polynomials are shown in Fig. 1-a. In particular, low-order Zernike polynomials have
specific meaning in terms of optical a berrations. First order aberrations,n = 1 ( j= 2 3),
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correspond to a tip-tilt in the wavefront. In the weak atmospheric turbulence regime, tip-tilt is
the major contribution and results in beam wandering. Second order optical aberrations, n = 2,
are related to astigmatism (j = 4, 6) and defocusing (j = 5). It can be seen from Fig. 1-(a), that
the contribution of astigmatism in our turbulent underwater link is the largest. Further analysis
of the turbulence is presented in the appendix-A.

In particular, one effect of astigmatism on OAM modes is the singularity splitting for OAM
values of |£| > 1; this splitting effect has also recently been studied in free-space [32]. The effect of
vortex splitting in our underwater link is shown in Fig. 1-(b) and Fig. 1-(c), where an £ = 2 and¢ =
3 mode respectively, each generated by a phase-only spatial light modulator (SLM), is sent
through a slightly longer distance of 5 m. Hence, underwater channels may give rise to turbulent
conditions that are fundamentally different from those present in a free-space channel. However,
the turbulence was observed to change on a much slower time-scale as opposed to free-space, on
the order of 10 Hz compared to 100 Hz. Thus, implementing a SLM in an adaptive optics type
system might be fast enough to correct for the aberrations.

Our experimental setup, see Fig. 2-(a), for investigating QKD consists of a heralded single
photon source (for more details see Experimental Setup in Methods), Alice’s state preparation
setup, Bob’s measurement setup, and a 3 m-outdoor underwater link. In the near-infrared region,
light is strongly absorbed by water; ideally, it is desirable to produce signal photons with a Ay in
the blue-green window (x400-600 nm) which experiences the least amount of absorption. In the
heralded single-photon source, the signal (15, = 710 nm) and idler (4; = 940 nm) photons are
generated by spontaneous parametric downconvesion, and are coupled to single-mode optical
fibres (SMOF) in order to filter their transverse spatial modes to the fundamental Gaussian mode.
A coincidence rate of 432 kHz, within a coincidence time window of 5 ns, is measured after
the SMOFs at the source. The idler photon is sent through a fibre delay line to Bob, acting as
the heralding photon, and the signal photon is sent to Alice’s generation apparatus. In order
to eliminate the distortions that an air-water interface would introduce to the wavefront of the
transmitted and recieved photons, we use periscopes to guide the photons into/out of glass tanks
that are partially immersed in the water on either end of the link. The advantage of using such a
configuration is that the photons pass through first a flat air-glass then a glass-water interface,
and vice versa, without significant alterations to their w avefronts. For the quantum cryptographic
tests, Alice prepares the signal photon into an OAM state using a SLM, then sends it across the
underwater link. Bob uses a SLM and SMOF to project the received signal photons onto a given
OAM state and records a coincidence event between the result and the heralding photon at a
coincidence box [33].

We perform a cross-talk measurement of several OAM states ranging from -3 to 3, i.e.
{1€) ;¢ =-3,-2,-1,0,1,2,3}, see Fig. 2-(b), where |£) represents the quantum state with helical
wavefront of exp(if¢). The cross-talk measurements are a good indicator of the level of errors
(QBER) that one could expect in a QKD protocol. Practical implementations are seen to
dictate the optimal dimensionality of the qudits used in a specific high-dimensional quantum
cryptographic scheme. The OAM mode that experiences the least amount of cross-talk is the
fundamental Gaussian mode (£ = 0), with a cross-talk of < 15% with its neighbouring modes
(¢ = £1). This cross-talk could lead to sufficiently low QBER to securely transmit information,
given a small OAM encryption subspace. As we go to larger OAM values, the modes suffer
larger cross-talk, which makes the extension to higher-dimensions challenging. Explicitly, the
effect of turbulence on a QKD protocol is twofold: it introduces errors and losses. Loss in the
underwater channel can be attributed to absorption from the water, but also from the turbulence.
An approximate absorption coefficient at 710 nm was measured in the lab to be 1.2 m™!, which is
on the same order of magnitude of tabulated values [34]. This corresponds to approximately
3% transmission after 3 m of underwater propagation. On the other hand, turbulence can also
cause loss by beam wandering and distortion effects, characterized by the Zernike coefficients in
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Fig. 1-(a), wherein the photons are shifted or stretched outside of the collection area of Bob’s
optics. Most QKD protocols are robust against losses at the cost of a reduced key rate. However,
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Fig. 3. Probability-of-detection matrices for d=2 BB84 and Six-states protocols, and
the channel process matrix. (a) Theoretical and experimentally measured probability-of-
detection matrices for BB84 (left column) and Six-states (right column) protocols in d = 2.
We measured QBERSs of O = 6.57% and Q = 6.35 %, respectively, for these two protocols,
corresponding to secret key rates of R = 0.301 and R = 0.395. (b) The six-state protocol is a
tomographic protocol and can be used to reconstruct the process tomography matrix; the real
and imaginary parts of the theoretical matrix are shown in the top row. The experimentally
measured process matrix is shown in the bottom row with a process fidelity of # = 0.905.

3. Discussion

As a first test of our underwater QKD link, we perform a 2-dimensional BB84 protocol. Alice
uses the OAM subspace consisting of £ = +1 to encode the information. In the BB84 protocol,
two mutually unbiased bases (MUBs) are required for Alice and Bob to encode and measure the
states of the photons. The first MUB here is given by the logical basis, [y)' € {|—1),|+1)}, and
the second MUB is given by |@)' € {|+),|-)}, where |+) = (]-1) £ |+1))/V2. The experimental
probability-of-detection matrix is shown in Fig. 3-(a) (left column) along with its theoretical
counterpart. The secret key rate per sifted photon, R, may be calculated using the following
formula, R(Q) = 1 — 2h(Q), where Q is the QBER and A(-) is the Shannon entropy. From the
probability-of-detection matrix, a QBER of Q = 6.57 % is calculated, which is below the error
threshold of Qﬁgeshol 4 = 11% for the 2-dimensional BB84 protocol, corresponding to a positive
secret key rate of R = 0.301 bits per sifted photon.

An extension of the BB84 protocol in dimension d = 2 is achieved by considering a third
MUB, i.e. |} € {|+i),|—i)}, where |+i) = (|-1) +i|+1))/V2. This protocol, also known as
the Six-states protocol [35], can tolerate slightly larger error thresholds of around Q = 12.6 %.
The probability-of-detection matrix is shown in Fig. 3-(a) (right column), where a QBER of
O = 6.35 % is measured resulting in a secret key rate of R = 0.395 bits per sifted photon.
However, when considering sifting, the six-states protocol suffers from a lower sifting rate, i.e.
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Fig. 4. High-dimensional probability-of-detection matrices. Theoretical (top row) and
experimentally measured (bottom row) probability-of-detection matrices for BB84 protocols
ind = 3and d = 4. We measured QBER of 03P = 11.73% and Q*P = 29.77%, respectively.
The QBER in d = 3 is below the tolerable error threshold, allowing for the establishment
of a secret key rate of R3P = 0.307 bits per sifted photon. However, the QBER in d = 4

exceeds the threshold of thgeshol q= 18.9%.
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1/3, in comparison to the BB84 protocol, which has a sifting rate of 1/2. Nevertheless, the
six-states protocol is a tomographic protocol: the measurements by Alice and Bob can be used
to fully characterize the quantum channel and reconstruct the process matrix of the link via
quantum process tomography. Let the channel be characterized by a process &, which relates the
input and output states in the following manner, goy = € (Oin). The process may be described by
the process matrix Y, where & (0) = X Xmn Om P &, and &, are the Pauli matrices. The
reconstructed process matrix, Yexp, along with the theoretical ideal process matrix, yu, is shown
in Fig. 3-(b). A process fidelity of ¥ = 0.905 is measured from the process matrix, where the
process fidelity is defined as ¥ = Tr [ Xexp * th] JTr [ xt - Xl

The versatility of our experimental configuration allows us to test different types of QKD
protocols in our underwater link. As a next step, we perform a high-dimensional quantum
cryptographic scheme. The standard BB84 protocol is naturally extended using high-dimensional
states, where two d-dimensional bases are employed. The first MUB is given by the logical
basis, |¢) € {|i) ;1 =1,2,...,d}, and the second MUB is given by the discrete Fourier transform
l)! € {% Zf;ol wg [/}, where wg = exp(i2r/d). We perform the 3- and 4-dimensional BB84
protocol using the OAM modes with £ = 0, +1 and £ = £1, +£2, respectively, in our underwater
link. The results are shown in Fig. 4, where QBERs of Q3P = 11.73% and Q*P = 29.77%
were measured for the case of d = 3 and d = 4, respectively. For the 3-dimensional BB84
Q2 1 a = 15.95%), a secret key rate of R*® = 0.307 bits per sifted photon was obtained,
which is slightly larger than the 2-dimensional BB84 secret key rate. For the 4-dimensional
case, the QBER is above the error threshold, i.e. Q*P = 18.93%, meaning no secret key can

threshold —
distributed across the turbulent underwater link with a 4-dimensional BB84 protocol with twisted

b
,‘ 4 _g
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Fig. 5. Image of outdoor underwater link in an in-ground swimming pool. The single
photon source, on the sender’s side, is enclosed within a black box. The sender’s setup is
mounted on an optical breadboard and consists of a microscope objective stage, a spatial
light modular, mirrors and a periscope which brings the beam in an air-filled aquarium that is
half-way under the water. In order to stabilize the aquariums, they are secured to a ladder that
is placed above the underwater link, but is not in direct contact with the optical breadboards.
The idler photon is sent from the sender to the receiver through a single mode fiber that is
mounted along the ladder. The receiver’s setup is mounted on an optical breadboard and
also consists of a periscope, mirrors, a spatial light modular and a microscope objective.
Red lines were added to outline the beam’s path.
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photons. These errors originate from the aberrations induced by the underwater turbulence,
introducing more cross-talk between higher OAM states. As mentioned previously, the frequency
of the turbulence was on the order of tens of Hertz, which opens up the possibility to implement
an adaptive optics system using the implemented SLMs on Alice’s or Bob’s side for correcting
the aberrations. This procedure would provide a means for reducing the QBER below the error
thresholds in higher-dimensions.

In summary, we have characterized the predominant turbulence effects in our underwater
quantum channel to be astigmatism, outlining a notable difference between an air free-space and
an underwater link. We have performed and compared different QKD protocols through this
underwater link using twisted photons. For a short distance, i.e. 3 m, we were able to successfully
achieve a positive secret key rate using a 2- and 3-dimensional BB84 protocol.

Appendix-A

Turbulence Characterization: A characterization of the level of turbulence in our underwater
channel is done by sending a Gaussian laser beam, at a wavelength of 635 nm, over our 3 m
underwater link, see Fig. 5. Short exposure images (0.07 ms) of the beam at the output of the link
are recorded using a CCD camera. The water turbulence is characterized using a single phase
screen approximation, i.e. we assumed the effect of turbulence can be described as a varying
phase screen at the input of the link followed by uniform propagation. Assuming a Gaussian
input beam, we use the intensity images recorded at the output of the link to reconstruct the
phase of the input beam. The reconstructed input phase profile corresponds to the input single
phase screen that models the turbulence of the channel. In order to obtain the phase of the
output beam, we perform the Gerchberg-Saxton algorithm (GSA), a phase retrieval algorithm
using fast Fourier transforms [30]. The obtained phase profile, ®(r, ¢), is then decomposed
in terme af Zernike nalvnamiale which farme a cet af arthanarmal nalunamiale an the ypit
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Fig. 6. Characterization of underwater turbulence. (a) Experimentally obtained coefficients
for an input gaussian (¢ = 0) mode. Inset i, shows an example of a distorted gaussian beam
profile at the output of the channel. The Zernike decomposition was carried over a disk with
aradius of 2.1 mm, which corresponds to 2w, where wy = 1.05 mm is the beam size at the
input of the channel. (b) Experimentally obtained coefficients for an input orbital angular
momentum beam (¢ = 1). Inset ii, shows an example of a distorted donut beam profile at
the output of the channel. The Zernike decomposition was carried over a disk with a radius
of 2.97 mm, which corresponds to 4w0/\/§, where wo/\/i = 0.74 mm corresponds to the
radius of maximum intensity of the donut beam at the input of the channel.
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written in terms of the radial polynomial R)(r) [31],

Zevenj(rip) = VNn+1 R;”(r)\/z cos(my), m %0, )
Zoddj (@) = N+ 1R™r)V2sin(me), m #0, 3)
Zi(r,¢) = Vn+1RAr), m=0. )

The GSA and Zernike polynomial decomposition is subsequently carried over all 143 images
recorded at the output of the link. An example of experimentally obtained coefficients for £ = 0
and £ = 1 modes are shown in Fig. 6.

Appendix-B

In the heralded single photon source, a 405 nm diode laser (200 mW) pumps a periodically-poled
potassium titanyl phosphate (ppKTP) crystal to produce single photon pairs via spontaneous
parametric downconversion. A non-degenerate set of wavelengths is chosen to produce signal
photons at 4, = 710 nm, with corresponding idler photons at 4; = 943 nm, see Fig.7. We note
that the wavelength of the signal photon could be adjusted to lie in the desired blue-green window
with a different crystal along with commercially available single photon detectors which work
at the IR. The signal and idler photons are coupled to single-mode optical fibres (SMOF) in
order to filter their transverse spatial modes to the fundamental Gaussian mode. A coincidence
rate of 432 kHz, within a coincidence time window of 5 ns, is measured after the SMOFs at the
source. The corresponding single photon count rates for the signal and idler photons are given by
5 MHz and 1.5 MHz, respectively. The idler photon is sent through a fibre delay line to Bob,
acting as the heralding photon, and the signal photon is sent to Alice’s generation apparatus. The

'l ol 1%

el " v i,\ o 7
j‘ St Receiver A
. -

Single photon
source

Fig. 7. Sender and receiver setup of the outdoor underwater link. (a) Close-up of the single
photon source and the sender’s setup. The blue line represents the pump beam and the red
lines represent the signal and idler beams. (b) Close up of the receiver’s aquarium, periscope
and setup.
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experiment was carried out during the night under the following weather conditions: temperature,
relative humidity, wind speed and atmospheric pressure were measured as 17°C, 91%, 2 km/h
and 100.79 kPa, respectively. The depth of the pool is 1.1 m and the beam was situated at 12 cm
under the surface. The pH, Phosphate concentration, and water hardness were measured as 6.9,
318 ppb and 331 ppm, respectively.
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Chapter 5
Conclusion

In summary, we have explored three different types of channels (fibre, free-space,

underwater) to test quantum cryptographic protocols with structured photons.

The first quantum channel that we explored was that of a vortex fibre. Unlike
conventional optical fibres, a solid core vortex fibre has a ring of higher refractive
index in its transverse cross section. For the vortex fibre of interest in this chapter,
the ring lifts the near-degeneracy between the LP;; group modes, which allows for
the coherent transmission of structured modes of light: OAM |¢ = +1) with the
corresponding aligned SAM. This provides a 2-dimensional Hilbert space with which
we were able to successfully perform a proof-of-principle BB84 protocol. These types
of vortex fibres, especially those which support multiple values of OAM, will provide

a way to increase the bandwidth limit of conventional fibres.

As a first foray into free-space quantum communication, Chap. 3 described the
construction of our first 300-m free-space link on the University of Ottawa campus.
Through this link, we showed the first demonstration of high-dimensional quantum
communication with structured photons in an urban environment. An omnipresent
environmental factor that can greatly hurt a QKD protocol is that of atmospheric
turbulence, which rapidly displaces and distorts a laser beam. These perturbations
from atmospheric turbulence can introduce a large nuumber of errors on a transmit-
ted secret key; as a first order correction, we used the idler photon as a “target”
beam to post-select for the cases when the signal photon was least affected by tur-
bulence. We were nonetheless able to show that more information per carrier could
be transmitted with a 4-dimensional protocol in comparison to a 2-dimensional one.

Short line-of-sight free-space links provide a good starting test bed for longer distance
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implementations, such as ground-to-satellite links. Future avenues of research include
studying if active wavefront correction techniques would benefit QKD protocols using

structured photons.

The final potential quantum channel that was studied in this thesis is that of an
underwater channel. Transmitting information in the optical domain, as opposed to
the current acoustic technologies, provides a faster and more secure way of doing
so, with the potential to create submarine-to-satellite links. Similar to free-space
channels, underwater channels are also subject to turbulence, albeit on a timescale
an order of magnitude slower. As a first attempt, we created a 3-m underwater
quantum channel through an outdoor swimming pool. The predominant aberrations
caused by turbulence were astigmatism and tip-tilt effects; as a result, we were limited
to a 3-dimensional BB84 protocol with purely OAM modes as higher order modes

became too distorted.

Regardless of the quantum channel, quantum cryptography will play an essential
role in protecting our sensitive information in the future. The preliminary works
discussed in this thesis will therefore hopefully provide a base for future studies for

quantum key distribution with structured photons.
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1. MUTUALLY UNBIASED BASIS (IH,¢),|H,—¢),|V, £),|V,—£)}, and the two sets of MUBs {|y)'} and
j . .
Given a set of bases «y, ..., @, of dimension d, they are said to be mu- {le}’} were generated by the following matrices,
tually unbiased with respect to one another if they satisfy the following
condition, 1000
. 0 1 0 O
. , Siv Vi=1i ) ) Mzk —
i ap) |2—{%l“ Vie? i€f{0,1,..n}, je(1,2,.,d). 0 o0 1 ol

(81 00 0 1
For dimensions where d is a power of a prime, d + 1 mutually unbiased
bases (MUBs) can be found. For 2-dimensional quantum key distri- 1 i 1 =i
bution (QKD) protocols, photons can be encoded using polarization . .
and orbital angular momentum (OAM). We represent states of light MI* 1 1 Po-b , (S3)
that have a particular polarization and OAM value using a compound ! 21 1 i i

ket notation. In this way, if a photon has a certain polarization I'T and
carries ¢ units of OAM, it is written as |I1, £).

The two MUBs of dimension 2 are given by, ) ) ) "
such that [¢)" = M |k} and |g)/ = MJ" |k). This results in the

i 1 following states:
{l = {— L,=0)+IR,+0)), —= (IL, =) = IR, +¢ } &
)} \/i(l Y+ )) \/-(I y—1 )) i
i 1 (L=t 1R, +0) (L=t~ 1R +) Yy = A{lH +0,[H =),V +€> |V,-0}, (S4)
&y = {— ,—0) +i|R,+ ,— —i|R,+ } )
2 2 oY) = { (L0 + IR.~£)), —= (IL. &)~ IR.~£)).
52 ‘f
In dimension 4, the natural basis is  |k) € 7(”’ ~O+IR.0)). @“1" _{))_lR’{))}' (85)
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Fig. S1. Visualization of MUBs in d=2 and d=4 Theoretical
probability-of-detection matrices (left column) for dimensions 2
and 4 using Eq. (S2) and Egs. (S4-S5) by applying Eq. (S1). The
probability-of-detection matrices as measured in the laboratory (right
column) give bit error rates of 0.83% and 1.83% in dimensions 2

(¢ = 2) and 4 (¢ = 2), respectively.

Figure S1 shows a visual representation of the 2D (top row) and
4D (bottom row) MUBs using Eq. (S1), comparing the theoretical
probability-of-detection matrix to the experimental one as measured in
the laboratory, i.e. without the intra-city link. The quantum bit error
rate is calculated as one minus the average of the on-diagonal elements.
The calculated quantum bit error rates from the experimentally mea-
sured matrices are 0.83% and 1.83% in dimensions 2 (£ = 2) and 4
(¢ = 2), respectively.

2. GENERATION OF IMPLEMENTED MUBS IN D
AND 4

=2

In order to create structured photons possessing both polarization and
OAM, we utilize patterned liquid crystal devices known as g-plates.
Q-plates coherently couple spin (i.e. polarization) to orbital angular
momentum such that £ = +2¢, where ¢ is the topological charge of the
liquid crystal distribution. The action of a g-plate is as follows:

q—plate

IL,0) IR, +2q), (S6)

q—plate (S7)

IR, 0) IL, =2q).

Since g-plates are linear devices, a photon in a superposition of |L, 0)
and |R, 0) will be mapped to a state in a superposition of |R, +2¢g) and
|L, —2g). Thus, just as waveplates are used to transform polarization
states on the Poincaré sphere, waveplates in combination with a g-plate
perform the same transformations on a hybrid OAM-Poincaré sphere.

The MUBs in dimension 2, {|{ )i} and {|§)j } are generated using
the sequence of a half-wave plate (HWP) followed by a g-plate. The
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waveplate angles are given in (S8).

state | HWP

oo

102 | +45° (S8)
eyt | 422.5°

12 | —22.5°

The MUBs in dimension 4, {||,[/)i} and {|g0)j } are generated by sand-
wiching a g-plate between either HWPs or QWPs. If photons pass left
to right through the following optical elements, the waveplate angles
that Alice uses to generate {Iw)i } are given in the (S9), and {|<,o)j } in
(S10).

state | QWP before QP | QWP after QP

% —45° —45°

)2 +45° +45° (S9)
) —45° +45°

lwy* +45° —45°

state | HWP before QP | HWP after QP

¢! 0° 0°

lp)? +45° 0° (S10)
lp)? 0° -

lo* +45° -

Bob uses the same waveplate angles, but mirrors the sequence of
waveplates as Alice has in order to project his received photons onto a
particular state.

3. EXPERIMENTAL DATA

Coincidence counts are accumulated per 200 ms. For each of Bob’s
measurements, he records fifty data points. Bob obtains a probability-
of-detection matrix by averaging the data points for each measurement
and then normalizing over each state that Alice sends. The states that
Alice sends and the states that Bob projects onto are labelled on the
left and top, respectively, of each matrix below.

Normalized raw data for probability-of-detection matrix in dimen-
sion 2 as measured across the intra-city link using a g=1/2-plate, as
shown in Fig. 3a of the main text (top row):

R I O B C I ¢
IO (0971 0.029 | 0.421 0.579
)* 0.062 0.938 | 0.677 0.323 1)
167 l0.731 0.269 | 0.959 0.041
&) 10459 0.541]0.068 0.932
Target corrected data from (S11):
Koo g e Hé
O (0972 0.028 | 0.351 0.649
) 0.050 0.950 | 0.653 0.347 S12)
167 l0.725 0.275 [ 0.961 0.039
©? 0463 0537 0.069 0.931
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Normalized raw data for probability-of-detection matrix in dimen-
sion 4 as measured across the intra-city link:

Ll 3wl 2wl o Yol Xl el Xl
w)! (0918 0.019 0.051 0.012]0252 0245 0275 0.228
¥y 10.020 0.937 0.038 0.005]0.190 0.192 0312 0.306
)2 10012 0.156 0816 0.012|0.279 0277 0289 0.155
W) 10.149 0.009 0.018 0.824|0.152 0.195 0384 0.269
)" [0319 0.125 0325 0.231]0.869 0.039 0.064 0.029
)2 10252 0217 0239 0.292|0.038 0.822 0.042 0.098
¥ |0.185 0.177 0447 0.191]0.065 0.027 0.872 0.037
ey 10.207 0205 0381 0.208 | 0.030 0.134 0.036 0.800

Target corrected data from (S13), as shown in Fig. 3a of the main
text (bottom row):

Ll 3wl 2wl Yl YWl Xl el Xl
|g[/)] 0.924 0.035 0.011 0.031 | 0.272 0.232 0.254 0.243
|¢>3 0.024 0.960 0.012 0.004 [ 0.197 0.213 0.260 0.330
|¢/>2 0.005 0.052 0930 0.013]0.239 0301 -~~~ ~°7°
|¢>4 0.049 0.004 0.029 0.918 | 0.094 0.242
|<,o)1 0.376 0.108 0.321 0.195 | 0.874 0.033
|<p>2 0.273 0.197 0.255 0.275]0.035 0.825
|<p)3 0.200 0.132 0.511 0.157 | 0.060 0.016
|<p>4 0.186 0.163 0.365 0.287 | 0.026 0.129

Normalized raw data for probability-ofdetection
sion 4 on a turbulent night:

Ml 3wl 2wl Yl Yol el
|¢//>' 0.741 0.032 0.043 0.184 | 0.370 0.168
|gb)3 0.096 0.722 0.138 0.044 | 0.120 0.432
|¢//>2 0.043 0.177 0.755 0.025]0.276 0.247
|¢)4 0.101 0.041 0.047 0.811 | 0.122 0.433
|<p)1 0.126 0.471 0.197 0.206 | 0.707 0.051
|<p>2 0.211 0.234 0.352 0.203 | 0.110 0.694
|<p)3 0.265 0.285 0.259 0.191 | 0.195 0.056
|<p>4 0.478 0.146 0.185 0.191 | 0.048 0.103

4. NUMERICAL APPROACH FOR THE ¢
RATE CALCULATION

Here we use a numerical approach to calculate the s¢

the MUBSs in the current experiment that are shown

The secret key rate calculation below relies on the d

problem that has recently been introduced as an eft

approach for unstructured quantum key distributior

result in [1] indicates that the achievable secure key rate is lower
bounded by the following maximization problem,

0
K> — —-H(ZslZ 15
> 5~ H(ZalZp), (S15)
where
O := max [— ZZ/{;R(T{)Z/{; - 7], (S16)
4 J
and
R(R) = exp(-1-7-T). (S17)

(S13)
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Here Z4 (Zp) denotes the measurement performed by Alice (Bob)
to derive the raw key, and Y = {y; := Tr(papl;)} are determined
through average value of experimental measurements.

For the generalized BB84 in dimension d = 4 with two MUBs, the
experimental constraints can be summarized to

Key-map POVM:  Z4 = {0y (yl.for i=1---d =4} (SI8)
Constraints: (1) = 1 (S19)

(Ex) =0 (S20)

(Ez) =0 (S21)

where E (x) are coarse-grained error operators in Mo )y MUBs and
defined as

d=4
Ex =1- ) wwie )yl (S22)
d=4 '

Ez =1- ) )¢l ®le) (4. (S23)
2
1
0

0 0.05 0.1 0.15 0.2
Q

Fig. S2. Secret key rate per signal for BB84 in d=4 with 2 MUBs
Solution to the numerical optimization problem in Eq. (S15) are
shown for different values of average error rates (red dots). As it can
be seen, the numerical optimization saturates the bound and shows a
good agreement with the theory from [2, 3]. For more details on the
numerical approach see [1].
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