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Abstract 

Passive fault detection is a fundamental part of passive testing which determines whether 

a system under test (SUT) is faulty by observing the input/output behaviors of the SUT 

without interfering with its normal operations. 

This thesis focuses on passive fault detection for SUTs whose specifications are given 

in finite state machine (FSM) and extended finite state machine (EFSM) models, and 

proposes a new approach to FSM and EFSM-based passive fault detection. 

Compared with previous approaches for FSM-based passive fault detection based on 

the approach in [Lee97], this proposed approach for FSM-based passive fault detection 

has better performance with respect to computational complexity and provides more 

information about possible starting state and possible trace during the passive fault 

detection without the need for additional post-processing. We analyzed the worst case 

time complexity of the algorithms and gave results of experiments to estimate the average 

case time complexity of these algorithms. 

This proposed approach for EFSM-based passive fault detection is derived from the 

proposed approach for FSM-based passive fault detection. It also provides information 

about possible starting state and possible trace at the end of passive fault detection; and 

utilizes a Hybrid method which combines the use of both Interval Refinement and 

Simplex methods for performance improvement during passive fault detection. Through 

experiments, we show that, compared with using only the Interval Refinement method or 

only the Simplex method, the Hybrid method guarantees the correctness of results with a 

reasonable time cost. 

I 



Acknowledgements 

I would like to thank the many people who helped and supported me during my master's 

study at University of Ottawa. 

First of all, I would like to thank my advisor, Prof. Hasan Ural, for introducing me to 

FSM and EFSM based testing. This thesis would not have happened without his support, 

guidance, patience, and penetrating insight. 

I would also like to thank Jichao Zhang for helpful discussions and Dr. Fan Zhang for 

the help on the initial work. 

I would like to acknowledge the generous financial support of Ontario Centres of 

Excellence, the Natural Sciences and Engineering Research Council of Canada and the 

University of Ottawa. 

Finally, thanks to my parents and friends for their love and support through 

challenging times. 

II 



Table of Contents 

1. Introduction 1 

1.1 Passive Fault Detection 1 

1.2 The Proposed Approach for FSM and EFSM-based Passive Fault 

Detection 3 

1.3 Organization of This Thesis 4 

2. Preliminaries 5 

2.1 FSM-based Passive Fault Detection 5 

2.2 EFSM-based Passive Fault Detection 7 

3. Previous Work 16 

3.1 The Approaches for FSM-based Passive Fault Detection 16 

3.2 The Approaches for EFSM-based Passive Fault Detection 17 

3.3 Other Related Research Directions 18 

3.4 Summary 19 

4. The Proposed Approach for FSM-based Passive Fault Detection... 20 

4.1 The Approach in [Lee97] 20 

4.2 The Proposed Approach 22 

4.3 Comparison of the Algorithms 30 

4.4 Assertions 32 

4.5 Experimental Evaluation 33 

4.5.1 Experiment Setup 33 

4.5.2 Results of the Experiment 34 

in 



4.6 Conclusions 37 

5. The Proposed Approach for EFSM-based Passive Fault Detection. 39 

5.1 The Proposed Approach 40 

5.1.1 Algorithm Main 41 

5.1.2 Algorithm Search_Trace_Tree 41 

5.1.3 Algorithm Check_Trace 42 

5.1.4 Implementation of the Function action 46 

5.1.5 Optimization on Constraints 49 

5.2 Function evaluate with the Interval Refinement Method 51 

5.2.1 Definitions 52 

5.2.2 Algorithm Interval_Refinement 54 

5.2.3 Experiments 56 

5.2.3.1 Experiment Setup 56 

5.2.3.2 Results of the Experiment 58 

5.2.4 Dependency Problem 59 

5.3 Function evaluate with the Simplex Method 60 

5.3.1 Algorithm Simplex 62 

5.3.2 Experiments and Comparisons 63 

5.4 The Hybrid Method 65 

5.4.1 New Algorithm Check_Trace 66 

5.4.2 Experiments and Comparisons 68 

5.5 Conclusions 71 

6. Summary and Conclusions 72 

IV 



List of Figures 

Figure 2.1 AnFSMM 6 

Figure 2.2 AnEFSMM 9 

Figure 2.3 AnSEFSMM' 9 

Figure 2.4 AnEEFSMM" 10 

Figure 2.5 The structure of a transition t in an SEFSM ^ 

Figure 2.6 A configuration c 14 

Figure 2.7 A Trace-Tree Tree and a compatible trace of E *•$ 

Figure 5.1 The architecture of a Trace-Tree and its representation 44 

Figure 5.2 The SEFSM ATM for an ATM system 5 7 

Figure 5.3 The results of Case I by applying the Interval Refinement (IR) 

method *9 

Figure 5.4 Solution of the CSP by the Simplex method °1 

Figure 5.5 The results of Case I by applying the Simplex method and the 

Interval Refinement (IR) method "^ 

Figure 5.6 The results of Case I by applying the Hybrid method, the 

Interval Refinement (IR) method, and the Simplex method ^ 9 

Figure 5.7 Rates of time cost with three methods ™ 

v 



List of Tables 

Table 4.1 Average complexity analysis 29 

Table4.2 Computational complexities of three algorithms 31 

Table 4.3 Experimental comparisons of four algorithms 36 

Table 5.1 Definitions of basic arithmetic operations [Han04] 52 

Table 5.2 The results of Case I by the Interval Refinement method 58 

Table 5.3 The results of Case II by the Interval Refinement method 58 

Table 5.4 The results of Case I by the Simplex method 64 

Table 5.5 The results of Case II by the Simplex method 64 

Table 5.6 The results of Case I by the Hybrid method 69 

Table 5.7 The results of Case H by the Hybrid method 69 

VI 



Chapter 1 

Introduction 

1.1 Passive Fault Detection 

Passive fault detection is a fundamental part of passive testing which determines whether 

a system under test (SUT) is faulty by observing the input/output (I/O) behaviors of the 

SUT without interfering with its normal operations [Lee02]. Compared with active fault 

detection, in which a tester has complete control over the inputs and devises a test 

sequence to reveal possible faults of the SUT, passive fault detection is more applicable 

under circumstances where such control is impractical or impossible, such as network 

fault management [Lee02]. 

This thesis focuses on passive fault detection for SUTs whose specifications are given 

in finite state machine (FSM) and extended finite state machine (EFSM) models, and 

proposes a new approach to FSM and EFSM-based passive fault detection where the 

specification of an SUT N is modeled as an FSM or EFSM M, N is treated as a blackbox, 

and the tester wishes to determine whether N is faulty with respect to M by observing the 

I/O behaviors of N represented as a sequence Q of I/O pairs in FSM or a sequence E of 

observed I/O events in EFSM.. Within this context, the passive fault detection problem 

can be defined as follows: given an M and the sequence of I/O behaviors of N where the 

starting state (when the sequence of I/O behaviors starts) of N is unknown, determine 

whether N is faulty with respect to M. Such a decision can be based on the number of 

states in M that are compatible with the given sequence of I/O behaviors of N. A state s of 

M is compatible with a sequence of I/O behaviors if the sequence of I/O behaviors is a 
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trace of M starting at s. If the number of states compatible with the sequence of I/O 

behaviors is zero, then that sequence of I/O behaviors is sufficient to determine that N is 

faulty with respect to M; otherwise, the sequence of I/O behaviors is declared to be 

insufficient to determine whether N is faulty. That is, there are one or more states that are 

compatible with the sequence of I/O behaviors and the sequence of I/O behaviors needs 

to be augmented by additional I/O behaviors of N to continue with the passive fault 

detection process. 

In the literature, most approaches for FSM and EFSM-based passive fault detection 

are derived from the approach for FSM-based passive fault detection in [Lee97], such as 

[Tab99] and [Lee02]. The approach in [Lee97] can be summarized as follows: suppose 

that the starting state of N is any state of M, check the observed sequence Q of I/O pairs 

one-by-one from the beginning, and reduce the size of possible current states in M by 

eliminating impossible states until either no state is possible (iV is faulty) or there is at 

least one state possible. An extension of this approach to EFSM-based passive fault 

detection was proposed in [Lee02] where the set of possible current states was replaced 

by the possible current Candidate Configuration Set (CCS). A review of previous work on 

passive fault detection is given in Chapter 3. 

The approach for FSM-based passive fault detection in [Lee97] is comprehensive but 

not efficient enough. In this approach, every state of M needs to be checked. However, 

the number of states compatible with Q is usually comparatively small and checking 

every state of M would be unnecessary. Further, this approach only determines the set of 

possible current states when it terminates. Post-processing will be needed to retrieve the 

information about possible starting state and possible trace corresponding to Q (a 
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backward tracking approach for post-processing was introduced in [Alc04]). The 

approaches derived from [Lee97], such as the approach for EFSM-based passive fault 

detection in [Lee02], inherit these shortcomings. 

1.2 The Proposed Approach for FSM and EFSM-based Passive Fault Detection 

This thesis proposes a new approach for FSM and EFSM-based passive fault detection 

whose main features are as follows: assume that the subset So (So c S) of states of M 

contains all possible starting states of the sequence of I/O behaviors. Randomly pick a 

state s in So and check whether the sequence of I/O behaviors is a trace of M at s; if s is 

compatible with the sequence of I/O behaviors, then stop and declare that the sequence of 

I/O behaviors is not sufficient to determine whether N is faulty. In this case, the sequence 

of I/O behaviors will be a trace of N starting from s and the current state of N can be 

determined readily. Otherwise, continue to check other states in So. After checking all 

states in So, if no state is found to be compatible with the sequence of I/O behaviors, then 

N will be declared faulty. So is determined by the tester according to the specific 

application at hand (unless it is explicitly specified in M). In this thesis, So is chosen equal 

to S when we conduct experiments for comparing the proposed approaches with existing 

approaches in an effort not to put the existing approaches at a disadvantage. 

Compared with the previous approach in [Lee97], our proposed approach for 

FSM-based passive fault detection has better performance in computational complexity. 

That is, the proposed approach performs better in situations where there is only one state 

in So that is compatible with Q and performs the same in situations where there is no state 

in So that is compatible with Q. Moreover, the proposed approach provides more 
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information about possible starting state and possible trace corresponding to Q during 

passive fault detection. 

The proposed approach for EFSM-based passive fault detection inherits the merits of 

the proposed approach for FSM-based passive fault detection. In addition, it addresses the 

fault detection with respect to the data portion and introduces a Hybrid method that 

combines the advantages of two existing methods, namely Interval Refinement and 

Simplex methods, in the implementation. 

1.3 Organization of This Thesis 

The rest of the thesis is organized as follows. Chapter 2 gives preliminaries needed for 

our discussions, including definitions and notations used in the proposed approach for 

FSM and EFSM-based passive fault detection. Chapter 3 reviews the existing approaches 

in the literature. Chapter 4 and Chapter 5 present the proposed approach for FSM and 

EFSM-based passive fault detection, respectively, in detail with both theoretical and 

experimental evaluations. Chapter 6 concludes this thesis with some final remarks, 

summary of contributions and directions for future research. 
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Chapter 2 

Preliminaries 

2.1 FSM-based Passive Fault Detection 

The input to FSM-based passive fault detection consists of the specification of SUT N 

given as an FSM M and the sequence of I/O behaviors a tester actually observes during 

the execution of N given as a sequence Q of I/O pairs. 

Definition 1: 

A Finite State Machine (FSM) M is a quintuple 

(S,X,Y,8,X) 

where S = {sv s2,..., sn} is a finite set of states with n = \S\ and s1 e S as the m/riaZ state, 

X is a finite set of inputs, F is a finite set of outputs, 8 is a state transition function that 

maps SxX to S, and X is an output function that maps SxX to Y. These two functions are 

extended to the input sequences I e X* in the usual manner. M is minimal if, for any two 

different states s(, s, e S, there is an input sequence I e X* such that the respective 

resulting output sequences are different, i.e., X(st, I) 4- X(Sj, I). M is deterministic, if for 

each input x e X, there is at most one transition defined at each state of M. D 

An FSM M can be represented by a (directed) graph G = (Vertices, Edges) (Figure 2.1) 

where a set of vertices Vertices = {vv v2,..., vn} represents the set of states of M and a set 

of directed edges Edges = {(vj, vk; x/y): v., vk e Vertices] represents all specified 

transitions of M. More specifically, each edge edge = (v„ vfc; x/y) represents a state 



transition from state Sj to sk with input x e X and output y e Y, and the I/O pair xly is the 

label of edge. The label of a path edge1edge2...edger, edgei e Edges, 1 < i < r, is the 

concatenation of the labels of edget and is called an I/O sequence I/O. An I/O sequence 

I/X(st, I) is called a fr-ace o/M at state $,•. 

In FSM-based passive fault detection, we assume that both M and its implementation 

N are deterministic FSMs, a sequence Q of I/O pairs = I/O is observed from N, and a set 

of possible starting states So of M is given. We wish to determine whether there is no state 

s in So such that Q is a trace of M at s. In other words, there is no start state in M from 

which Q is a valid I/O sequence. This would show that N is not a conforming 

implementation of M. 

Figure 2.1 An FSMM 

For example, suppose that M is as in Figure 2.1, gi = "(a/0)(b/0)(a/0)(b/0)(a/0)(b/0)(b/l)" 

= "abababb/0000001" and 50 = {JI, s2}- Since "0000001" = X(JI, abababb), <2i is a trace 

of M at si. Let Q2 = "(a/0)(b/0)(a/0)(b/0)(a/0)(b/0)(a/l)" = "abababa/0000001". Q2 is not 

a trace of M at si or 52. Thus iV can be reported to be faulty as demonstrated by Q2. 

For convenience, in FSM-based passive fault detection, Q = {x\lyi)(x2ly2)..(xi/yt) 

always denotes the given I/O sequence, and k = \Q\ is the length of Q. For an integer7* > 1, 



Qj denotes the prefix of Q of length j ; QSj denotes the remaining sequence of Q after 

deleting Qp. from Q. 

2.2 EFSM-based Passive Fault Detection 

The input to an EFSM-based passive fault detection exercise consists of the specification 

of SUT N given as a Simplified Extended Finite State Machine (SEFSM) (see Definition 

3 below) and the sequence of I/O behaviors a tester has observed during the execution of 

N given as a sequence E of observed I/O events (see Definition 8). We propose the 

SEFSM model which is derived from the EFSM model [Lee96]: 

Definition 2: 

An Extended Finite State Machine (EFSM) M is a quintuple 

(1,0, S, x,T) 

where I, O, S, T are finite sets of input symbols, output symbols, states, and transitions, 

respectively, and x is a vector of variables. Each transition t in the set T is a 6-tuple: 

(st, qt, at, ot, Pt, At) 

where st, qt, at, ot are the start (current) state, end (next) state, input, and output, 

respectively. Pt(x) is a predicate on the current variable values and A,(x) gives an action 

on variable values. D 

Definition 3: 

A Simplified Extended Finite State Machine (SEFSM) M is a quadruple 

(S, Em, x,T) 

where 
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- S = {si, ..., sn} is a finite set of states; 

- Em is a finite set of I/O events. e( y) e Em is an input or output event (see 

Definition 5), and y = (yi, yz,..., yp) is a vector of parameters of the I/O event e, 

called local variables; 

- x = (x\, ..., xr) is a vector of global parameter values, called global variables; 

- r is a finite set of transitions (see Definition 4); 

The difference between y and x is that y is observable from SUT N while x is 

unobservable. D 

If the specification of an SUT N is given as an EFSM rather than as an SEFSM, the 

given EFSM can be transformed into an SEFSM. For example, an EFSM M given in 

Figure 2.2 can be transformed into an SEFSM M in Figure 2.3. Two major differences 

between M and M are: first, M separates the input and output in M. For example, T4 in 

M is separated into T4a and T4b in M' for input event and output event respectively; 

second, the predicate is more specific in M to facilitate passive fault detection (the 

predicate in an SEFSM is defined below in the Definition 6). An example of this is the 

splitting of T2 in M into T2a and T2b in M'. 

Note that an Event-driven Extended Finite State Machine (EEFSM) model is used in 

[Lee02]. The most important difference between EEFSM and SEFSM models is that the 

SEFSM model simplifies the structure of predicates in the transitions of the EEFSM 

model to facilitate passive fault detection in the data portion of an EFSM. For example, 

Figure 2.4 presents the EEFSM M" corresponding to M. Compared with M", M 

simplifies the structure of predicates in transitions by eliminating the "or" operator in M". 
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Therefore, in M', a transition is executable if and only if all the constraints in the 

predicate are evaluated to be TRUE (see Definition 6). For example, in Figure 2.3, T2a 

and T2b represent the T2 in M". Some other differences between EEFSM [Lee02] and 

SEFSM will be given in Section 5.1.4. 

T2: PIN(p) / 0 — ^ \ T4: PIN(p) / Display (pro) 
[(p *pin) and (attempts <2 )] ( ^ \ [(p=pin)] 

attempts := attempts + 1; ~~~>v_y attempts := 0 

T3:PIN(p)/0 
[(/? ̂  j?w) and (attempts > 3)] 

attempts := 0; 

Figure 2.2 An EFSMM 

(the notation for a transition in the diagram is as follows: 
t:at/ot[Pt]At) 

T2b:?PIN(p) 
[(/? -/>/«<-]) A (attempts < 2)] 

attempts := attempts + ]; 

T2a:?PIN(p) _ / X / T4a: ?PIN(p) ^ ~ x T „ |TV . , , . 

attempts := attempts + 1; ' -^x^l/ attempts •=(}• ^—-^ LIKUHJ 

T3b:?PIN(p) T3a:?PIN(rf 
[(p - / W J < -1) A (attempts = 3)] [Qc - JW'H > 1) A (attempts = 3)] 

attempts := 0: attempts := 0: 
/ 

Figure 2.3 An SEFSM M' 

(the notation for a transition in the diagram is as follows: 
f:e(y)[P(x,y)]A(x,5>)) 
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[((/> - / " « < -1) A (attempts < 2)) —fV\ rD ' Din ="£ J\\ __T4b: IDisplayfcO / 

attempts := attempts + 1: | 
T3:?PIN(j5) 

[(/? -/w« > 1) A (attempts > 2) 
or(p - pin < -1) A (attempts > 2)] 

attempts := 0; 

Figure 2.4 An EEFSM M" 

(the notation for a transition in the diagram is as follows: 
t:e(y)[P(x,y)]A(x,y)) 

Definition 4: 

A transition te T in an SEFSM is a quintuple 

(st, sj, e(y),P(x,y), A(x,y)) 

where 

- st is the starting state of t; 

- 5/ is the ending state of £; 

- e( y) e Em is an input or output event that can be observed once t is activated; 

- P(x, y ) is a predicate expressing the conditions to be satisfied for the activation 

of t (see Definition 6); 

- A(x, y) is an action consisting of a sequence of assignment statements, updating 

x as functions of x and y (see Definition 7). (see Figure 2.5) • 

\P(x,y)\ o ***- o 
s, s, 

Figure 2.5 The structure of a transition / in an SEFSM 
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Definition 5: 

An I/O event e(y) is an input or output behavior associated with a transition in an 

SEFSM, which is categorized as an input event with the prefixed symbol "?" or an output 

event with prefixed symbol "!". • 

For example, "!display(y)" means an I/O event "display" which outputs the value of 

variable v. 

Because y is observable from N whiles is unobservable, the I/O events with 

global variables as parameters must be modified. For example, assume x is a global 

variable, an input event "?read(x)" will be transformed to "?read(a) x:=a;" where a is a 

local variable and the action "x:=a;" assigns the value of a to x; similarly, an output event 

"!display(x)" will be transformed to "!display(a) [a = x]" where the predicate "[a = JC]" 

guarantees the output value is equal to x. 

Definition 6: 

A predicate P( x, y) associated with a transition in an SEFSM consists of conjunctive 

terms, each of which is defined as a constraint, connected by " A " (and) operators. A 

predicate P is in the form: 

P ::= TRUE 

|FALSE 

| cs 

\PAP 

cs::= Terms > INTEGER 

| Terms < FNTEGER 

11 



I Terms = INTEGER 

Terms ::= Term 

| Terms + Terms 

Term::= INTEGER x INTEGER_VARIABLE 

cs is a constraint, INTEGER is a integer constant, and INTEGER_VARIABLE stands for 

an integer variable, either a local variable or a global variable. • 

For example, "(3 x x\ + (-1) x x2 > 0) A (lx x\ + 4 x y2 < 4)" is a predicate. 

k 

In this thesis, cs is represented by ^ a , x , =1 (a,- is a coefficient, Xi is a global 

variable, I is an interval) after replacing the local variables of y by the actual values of 

the parameters observed during the execution of N (see Section 5.1.3). For example, the 

constraint "3 x x\ + (-1) x x2 ^ 0" is represented by the expression "3 x x\ + (-1) x x2 = [0, 

MAX]". MAX is defined as lxlO7 and MIN is defined as -lxlO7 in this thesis. 

Definition 7: 

An action A( x, y) associated with a transition in an SEFSM is a sequence of assignments. 

An action A is in the form of: 

A ::= assignment; 

| assignment; A ; 

| NULL 

An assignment is in the form of: 

LHV:= INTEGER 

| Terms + INTEGER D 

For example,'% := 3 x x\ + (-1) x x2 + (-5); x\ := x^f is an action. 

12 



Definition 8: 

The sequence E of observed I/O events represents a sequence of I/O behaviors a tester 

observed during the actual execution of N, i.e. e\e2...en. Similar to the definition of the 

I/O event in SEFSM model, an observed I/O event e,-, 1 < i < n, in E is also categorized as 

an observed input event with the prefixed symbol "?" or an observed output event with 

prefixed symbol"!". D 

Different from the I/O event defined in the SEFSM model, an observed I/O event 

contains determined values instead of symbols for variables. For example, "?read(3)" is 

an observed VO event in E while "?read(v)" is an I/O event in Em. 

Definition 9: 

A configuration depicts a possible status of the SUT N during EFSM-based passive fault 

detection. A configuration c is a quadruple 

(#,s,[x],CS(x)) 

where 

- # is the number of observed I/O events that have been checked to reach the 

current configuration; 

- s is the possible current state of N; 

- [ x ] is a vector of intervals which represents the ranges of possible values which 

the variables in x can take; 

- CS(x) records the constraints on variables in x. These constraints are obtained 

from both predicates and actions. As CS(x) contains only global variables, we 

shall henceforth use CS as the abbreviation of CS{ x ) . • 
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For example, c = (3, $6, {*i = [0, 5], x2 = [1, 2]}, {xi+ x2 >0; 3xi- x2 < 9;}) is a 

configuration, (see Figure 2.6) 

#: 13 

[x] : X1 = [Q !5] ;JC 2 = [ 1 ! 2 ] 

C5(3c): U I + X 2 > 0 : 3 X I - J C 2 < 9 ; 

Figure 2.6 A configuration c 

According to the configuration c in Figure 2.6, 3 observed I/O events have been checked; 

the current possible state of N is se', the value of x\ is greater or equal to 0 and less than or 

equal to 5, and the value of x2 is greater or equal to 1 and less than or equal to 2; the 

values of x\ and x2 must satisfy two constraints "x\+ x2 > 0" and "3x\ - x2 < 9" at the same 

time. 

Definition 10: 

A trace represents the sequence of status of the SUT N during the EFSM-based passive 

fault detection. Trace-Tree records all the traces that have been checked during the 

EFSM-based passive fault detection. 

1. A trace trace is a sequence of configurations, which are connected by transitions; 

2. A Trace-Tree Tree for s consists of all the traces starting from a state s e So. Each 

node in a Trace-Tree represents a configuration and each edge stands for a transition 

between two configurations (see Figure 2.7). Every trace tracet in Tree for s, starting 

from the root to a leaf with length k, is compatible with a prefix of E (eie2...e,t, k < 

WD; 

3. A compatible trace of E is defined as a trace in Tree for 5 with length equal to |£"|. • 

14 



• • - - - J Z S 

compatible tract of E 

Figure 2.7 A Trace-Tree Tree and a compatible trace ofE 

Therefore, the process of searching for a trace corresponding to E can be considered to be 

a process exploring the Trace-Tree Tree for s for a compatible trace of E. 
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Chapter 3 

Previous Work 

Passive fault detection is useful when the SUT is "in-process". It has proved to be a 

powerful technique for network fault management [Lee02]. Since [Lee97], much effort 

has been made on FSM and EFSM-based passive fault detection. In this chapter, we give 

a review of existing approaches for passive fault detection and their applications to FSM 

and EFSM-based systems. 

3.1 The Approaches for FSM-based Passive Fault Detection 

Most of the existing approaches for passive fault detection are derived from the approach 

for FSM-based passive fault detection in [Lee97] which checks the observed sequence of 

I/O pairs one-by-one from the beginning, and reduces the size of possible current states 

by eliminating impossible states until either no state is possible or there is at least one 

state possible. The approach proposed in [Lee97] was applied to the Signaling System 7 

(SS7) protocol mechanisms. It was also adopted by [Wu02] for routing protocol testing 

with the Protocol Integrated Test System (PITS) and by [ZhaOl] in the Online Test 

System (OLTS). 

There are two major limitations of this approach. First, in this approach, every state of 

M needs to be checked. However, the number of states compatible with the observed 

sequence of I/O pairs is usually comparatively small. For example, if the SUT works 

correctly with respect to its specification, there may be only one state of M that is 
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compatible with an observed sequence of I/O pairs. In this case, checking all the states of 

M is unnecessary and inefficient. 

Second, this approach only focuses on the set of possible current states of the SUT 

when passive fault detection terminates. Some useful information about possible starting 

state and possible trace corresponding to the sequence of I/O behaviors will be unknown 

after the passive fault detection. This information is useful for the fault location and fault 

identification processes which need to be performed after fault detection. To retrieve this 

information, a post-processing approach with backward checking is needed, as shown for 

example, in [Cav06]. Obviously, post-processing would be unnecessary and preventable 

if we can collect and record useful relevant information during passive fault detection. 

3.2 The Approaches for EFSM-based Passive Fault Detection 

[Lee97] briefly discussed the possibility of extending their approach for FSM-based 

passive fault detection to EFSM and communicating finite state machine (CFSM) models. 

Based on [Lee97], [Tab99] discussed three possible approaches for extensions of the 

approach proposed in [Lee97] to an EFSM model. The simplest approach was to generate 

the reachability graph, which is tantamount to unfolding the EFSM to its equivalent FSM. 

Unfortunately, this approach is impractical due to the state explosion problem [Tab99]. 

The second approach was to transform the EFSM into a nondeterministic finite state 

machine (NDFSM) by removing the enabling predicates of the transitions. But, ignoring 

the data portion fault detection aspect will certainly lessen the power of passive fault 

detection. The third approach recorded the value of a variable as "unknown" until an 

explicit hint was given in later passive fault detection which assigned a determined value 

17 



to this variable. This approach is also unsatisfactory because its accuracy depends on the 

occurrence of the corresponding explicit hint. 

Based on [Lee97] and [Tab99], [Lee02] formally proposed an approach for 

EFSM-based passive fault detection with emphasis on data portion fault detection. This 

approach was claimed to be a practical approach and was applied to passive fault 

detection in Open Shortest Path First (OSPF) nearest neighbor state machine testing. 

However, this approach is based on the approach for FSM-based passive fault detection 

in [Lee97], and thus inherits the two major limitations discussed in the previous section. 

Later, [Alc04] and [Alc06] proposed backward checking approaches for exploring the 

information about possible starting state and possible trace by possible current Candidate 

Configuration Set (CCS) in EFSM-based passive fault detection. Further, [Lee02] uses 

the Interval Refinement method for data portion fault detection which may not be 

accurate because of the dependency problem (see Section 5.2.4). In [Che03a] and 

[Lee06], the Mixed Integer Linear Programming method was applied to replace the 

Interval Refinement method in the data portion fault detection of [Lee02]. The Mixed 

Integer Linear Programming method is accurate but much more time consuming than the 

Interval Refinement method (see Section 5.3). 

3.3 Other Related Research Directions 

Another research direction for performing passive fault detection is to utilize the 

characteristics of the specification, which were named as invariants in [Cav03]. In this 

approach, the specification is first analyzed before passive fault detection. Through the 

analysis, a set of invariants are generated to represent the requirements for the correct 
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behaviors of the SUT. Then, these invariants are applied to the sequence of I/O behaviors 

a tester observes to see if they match. Related research in this direction includes [Arn04] 

[Bay05] [Cav06]. This research direction focuses on distilling the characteristic invariants 

of a specification and is closely related to model checking techniques [Bay05]. 

Additionally, [Mil98] introduced a variant of communicating finite state machine 

(CFSM) for the specification of networks and discussed how passive fault detection 

procedures developed for FSM in [Lee97] could be adopted to apply. Besides passive 

fault detection, [Mil98] also discussed fault location and the limitations of fault detection 

in passive testing. Based on [Mi'198], further research on fault identification and fault 

coverage in CFSM-based passive testing was discussed in [MilOla] [MilOlb] and 

[MilOlc]. 

3.4 Summary 

According to the previous work, most approaches for FSM and EFSM-based passive 

fault detection are derived from the approach for FSM-based passive fault detection in 

[Lee97]. These approaches, such as the approach for EFSM-based passive fault detection 

in [Lee02], inherit the two major limitations of the approach in [Lee97] given in Section 

3.1. 

In Chapter 4, we propose a new approach for FSM-based passive fault detection. 

Compared with the previous approach in [Lee97], the proposed approach improves the 

performance of FSM-based passive fault detection by reducing the number of possible 

starting states that need to be checked and providing more information about possible 

trace during passive fault detection so as to avoid additional subsequent post-processing. 
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Chapter 4 

The Proposed Approach for FSM-based Passive Fault Detection 

In this chapter, we first present an existing algorithm proposed by Lee et al [Lee97], then 

propose a new approach with three algorithms for FSM-based passive fault detection. The 

computational complexity of each algorithm is discussed after the algorithm is presented. 

In order to conduct the analysis and make efficiency-based comparisons of the 

algorithms, we define the number of comparisons between the actual output v7- and the 

expected output X(s, xj) to be the measure of computational complexity. 

4.1 The Approach in [Lee97] 

The idea of FSM-based passive fault detection in [Lee97] can be summarized as follows: 

suppose that the starting state N is any state of M (i.e., So = S), check the sequence Q of 

I/O pairs one-by-one from the beginning, reduce the size of possible current states by 

eliminating impossible states until either no state is possible (iV is faulty) or there is at 

least one state (no fault is detected by Q). 

In order to facilitate comparisons, we formalized the idea of [Lee97] and rewrote the 

algorithm given in [Lee97] as Algorithm 0 without changing its computational 

complexity. Thus, the computational complexity of Algorithm 0 can be used in the 

comparison as the computational complexity of the approach in [Lee97]. 
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Algorithm 0 
Given: an FSM M, 

a sequence Q of I/O pairs = (x\lyi)(x2ly2).:Xxklyk), and 
S0= {svs2,...,sn}. 

Return: "N is faulty", or 
"No fault is detected by Q and the set of possible current states is S"'. 

Begin: 
j <— 1; II j is the counter for I/O pairs 
S'<-So; 
while (/ < k) 

if (5'-?6 0 ) 
5 " < - 0 ; 
for (every ,s e 5') // check each state in S' 

if (yj = X(J, *;)) 
5" <—5" u 8(5, x;); // remove redundant states in S" 

endfor 
S'<-S"; 

else IIS'=0 
return ('Wis faulty"); 

endwhile 
return ("No fault is detected by Q and the set of possible current states is 5"'); 

End 

If the while loop terminates before the entire Q is checked, N is declared to be faulty. 

Otherwise, Q is declared to be insufficient to determine whether N is faulty. In this case, 

the possible current states are determined but the possible starting states (where Q starts) 

are unknown. In order to find the set of possible starting states, a post-processing will be 

needed. 

Theorem 1 (Lee et al [Lee97]) Let Sj denote the set of possible current states right after 

the first j I/O pairs of Q, i.e., Sj= 8(So, x\X2...Xj). The complexity of Algorithm 0 is C\ 

Proof: In Algorithm 0, every state in the set of possible current states will be checked to 

compare its related I/O pair with the current I/O pair in Q, i.e., for a state s in Sj, there 
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will be one comparison between yj+i and the expected output X(s, xj+\), and | Sj | 

comparisons are needed to check the set Sj. Thus, the total number of comparisons 

Example: Applying Algorithm 0 to M (Figure 2.1) and Q = "abababb/0000001", the 

number of comparisons is ^.^ISy-i | =3 + 2+2 + 2 + 2+2 + 2=15 . 

4.2 The Proposed Approach 

The following algorithm is based on our proposed approach which checks, for each state 

s G So, whether or not Q is a trace of M at s. This algorithm terminates when Q is verified 

to be a trace of M at a state s e So c S or when all states in So are checked and no state is 

found compatible with Q. With this approach, if we know that certain state(s) are likely to 

be the starting state s, it may take less time than Algorithm 0 to find out when there is a 

state s of M such that Q is a trace of M at s. 

Algorithm 1 
Given: an FSMM, 

a sequence Q of I/O pairs = (xi/y{) (pc^y^.Xxi/yk), and 
So= {*i, ....,s„}. 

Return: "N is faulty", or 
"<2 is a trace of M at state S{ and the possible current state is s". 

Begin: 
i <r- 1; // / is the state counter 
while (i < n) 

j <r- 1; II j is the counter for I/O pairs 
s<r- st\ II s will represent 5(5/, *i... Xj.i) whenj > 1 
while (j <k and yj = X(s, Xj)) 

s <— S(s, Xj); II s is updated as the current state 

J<-J+U 
endwhile 
if ((/' = k and yj = X(s, Xj)) 

return ("Q is a trace of M at state st and the possible current state is 5"); 
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else 
i<r-i+\; 

endwhile 
return ('Wis faulty"); 

End 

Algorithm 1 either declares N to be faulty or yields both the possible current state is) and 

possible starting state (si) once a state compatible with Q is found. 

Theorem 2 For the given state st of M and a sequence Q of I/O pairs = xi.. .X]jy\.. .y*, let 

Ci(Q) denote the largest number j (1 <j < k) such that yi.-.y/.i = X(st, x\...Xj.{) and X(8(st, 

xi...Xj.i), Xj) # y> Let C2worst(M, S0, Q) =^=1c,(Q) • Let C2(M, S0, Q) denote the 

complexity of Algorithm 1. If sr is the first state of M such that Q is a trace of M at sr, 

then C2(M, S0, Q) = 2 L c , ( f i ) ; if ^ is faulty> t h e n C^M' S°> Q) = C2wra<(M, S0, Q) 

Proof: In Algorithm 1, each state in So is checked whether it is compatible with Q. The 

checking procedure for a state s, will not stop until it confronts a mismatch (then the next 

state si+i will be selected to check); or the entire sequence Q has been checked and no 

mismatch found (then si is reported to be compatible with Q). The whole checking 

procedure will terminate when a state compatible with Q is found or when all the states 

have been checked and no state is found to be compatible with Q. Assume y\.. .y;-.i = X(si, 

x\...Xj.\) but yj * M&(si> x\...xj.i), Xj), it means j comparisons (denoted by c,-(0) are 

needed to decide whether or not Q is a trace of M at St. If sr 6 So is the first state of M 

such that Q is the trace of M at sr, Algorithm 1 will detect mismatch in checking si...sr.i 

and stop after checking sr. Thus, the total number of comparisons needed is ^ ] r ci (Q). 
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Example: Applying Algorithm 1 to M (Figure 2.1) and Q = "abababb/0000001", with r = 

1, the number of comparisons is C2(M, So, Q) = ]T[ ct (Q) = c\{Q) = 7. 

Algorithm 1 is simple and straightforward, however, it encounters the redundant 

checking problem which is: two traces starting from different states converge to the same 

state after applying Qp. . In Algorithm 1, the common part Q* will be rechecked 

redundantly. In contrast, Algorithm 0 avoids the redundant checking problem by 

removing redundant states in the set of possible current states. 

The algorithm presented below, i.e. Algorithm 2, attempts to combine the merits of 

both Algorithm 0 and Algorithm 1. Let Sj denote the set of possible current states right 

after the first; I/O pairs of Q, i.e., Sj = 8(SQ, X\X2.. .xj). In Algorithm 2, Algorithm 0 is used 

first to reduce the size of Sj and then Algorithm 1 is used on the current Sj with the 

remaining portion of the sequence Q. 

Algorithm 2 
Given: an FSM M, 

a sequence Q of I/O pairs— (xi/yi)(xi/y2)...(xi/yk), 
an integer q < k, and 
5o= {s\, ....,sn). 

Return: "N is faulty", or 
"No fault is detected by Q and the possible current state is s ". 

Begin: 
j <— 1; II j is the counter for I/O pairs 
S'<- So; 
while (j < q) II this while loop implements Algorithm 0 up to Qq 

if(5'*0) 
S " < - 0 ; 
for (every s e S') 

if (yj = X(s, Xj)) 
S" <— S" u S(s, Xj); II redundant states in S" are removed 

endfor 
S'<r-S";j<-j+l; 

else IIS' = 0 
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return ('Wis faulty"); 
endwhile 
while (S'#0) II Algorithm 1 starting from Sq = S' 

randomly choose a state s from S'; 
S'<-S'\{s}; 
j <— q + 1; Jlj is the counter for I/O pairs 
while (/' < k and yj = X(s, xj)) 

s <— 6>(s, Xj); II s represents the current state 

endwhile 
if (j = k and yk = Ms, •**)) 

return ("No fault is detected by Q and 
the possible current state is s"); 

endwhile 
return ('Wis faulty"); 

End 

The computational complexity of Algorithm 2 is obtained by combining the results in 

Theorem 1 and Theorem 2 and it is affected by the selection of variable q. Suppose that, 

in Algorithm 0 part of Algorithm 2, 71 is the minimum number of I/O pairs needed to 

eliminate the redundant checking problem and j2 is the minimum number of I/O pairs 

needed to reduce the size of possible current states to be one or zero. Obviously, j \ is 

smaller than 72. Clearly, 

if q is smaller than71, the redundant checking problem remains; 

if q is larger than72, Algorithm 2 works the same as Algorithm 0; 

if 71 < q < 72, Algorithm 2's performance is at least equal to the performance of 

Algorithm 0. However, since 71 and 72 are both determined by Q and M, it is difficult to 

determine a proper value for q. Moreover, the Algorithm 0 part makes Algorithm 2 

unable to determine the possible starting state unless post-processing is performed. 

Algorithm 0 is comprehensive but not efficient enough as it has to check all the states 

in 5*0 and doesn't provide information about possible starting states. Algorithm 1 is 

straightforward but its efficiency is influenced by the redundant checking problem. 
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Algorithm 2 attempts to eliminate the redundant checking problem by combining the 

merits of both Algorithm 0 and Algorithm 1 but the effort is limited as it introduces 

another preset variable q for which it is difficult to find an appropriate value. Also, 

Algorithm 2 cannot determine the possible starting state. 

To overcome the drawbacks of these three algorithms, an improved algorithm based 

on our approach is presented as the following: 

Algorithm 3 
Given: an FSMM, 

a sequence Q of I/O pairs = (xi/vi) {x2lyi)...{xi/yk), and 
S0= {s\, ...,sn}. 

Return: 'Wis faulty", or 
"<2 is a trace of M at state st and the possible current state is s". 

Begin: 
Fi...k-i < - 0 ; 
i<— 1; 
while (i < n) 

j <— 1; II j is the counter for I/O pairs 
s <— sc II s will represent 8(s,-, x\... Xj.\) when j > 1 
while (j < k and y;- = X(s, xf)) 

s <r- 5(5, Xj); II s is updated as current state 
if (s 6 Fj) II to eliminate redundant checking problem 

break; // state s has already been checked, 
// thus end this trace 

else 
7<-7 + l; 

endwhile 
if (j = k and yj = X(s, xj)) 

return ("Q is a trace of M at state ^ and the possible current state is s"); 
else 

i<—i + 1; 
if (/•>!) 

add 8(s{, x\.. .xi) to F/, / = 1,... j - 1 ; // record the trace 
endwhile 
return ('Wis faulty"); 

End 

The data structure Fi...k-i is used to record the tracing history and therefore to avoid the 

redundant checking problem. If S(si, x\X2...Xj) e Fj, 1 <j < k, then the X(8 ($,-, x\X2-..Xj), 
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Xj+\...Xk) has already been checked and yj+\..yk * A,(5(,s,-, xix2...xj), Xj+\...Xk). So, <2jwill 

not need to be checked and the checking started at st will stop. After checking a state s, if 

s is not an eligible starting state, Algorithm 3 adds the trace history starting from s into 

F\...j.\ correspondingly; if s is compatible with Q, the possible starting state (s) and its 

corresponding trace are determined. 

Theorem 3 For a given state si of M and a sequence Q of I/O pairs = x\...xijy\...yk, let 

c\{Q) denote the largest number j (1 <j < k) such that (1) y\...yj.\ = X(st, x\...Xj.\) and 

X(d(Si, x\...Xj.\), xj) * yy, (2) for every / (1 < / <y'-l), b(st, x\...xi) g Fi. If the r"1 state 

checked, sr, is the first state of M such that Q is a trace of M at sr, then the complexity of 

Algorithm 3: 

C3(M,So,Q)=Xl/i(Q)^ 

if TV is faulty, then C3worst (M, 50, 0 = 2 X ^ ( 0 ; 

i f r = l , C3 t o ((M,5o,0= C l ' ( 0 . 

Proof: Compared to Algorithm 1, the checking procedure of Algorithm 3 on state st will 

stop when it encounters a mismatch with Q, the whole Q has been checked compatible, or 

d(si, X&2.. .xj) 6 Fj. Similar to Theorem 2, let c\ ( 0 denote the largest number,/' (1 <j < k) 

before checking on s,- terminates. If sr is the first state of M such that Q is the trace of M at 

sr, then the total number of comparisons needed is T^. C'(Q) • 

Assuming the states compatible with Q are randomly dispersed in So, the process that 

sequentially checks the states within So until a state compatible with Q is found can be 

modeled as the Sampling without Replacement Model [DeG02]. 
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Theorem 4 According to the Sampling without Replacement Model, assume that there are 

m states in So which are compatible with Q, and r (1 < r < n-m+1) states are randomly 

selected from So. Then, the probability that the rth state is the first state which is checked 

and found to be compatible with Q is given by 

Pr{m) = \ 

m 
(r = l); 

n 
m(n-m)(n-m + l)...(n-m-r + 2) ,„ ̂  _, 

— - (2<r< n-m + 1). 
n(n -l)...(n - r + 1) 

Proof: Each different arrangement of states selected from So is called a permutation. 

Suppose that r states are selected one at a time and removed from So (1 < r < n-m+1). 

Then each possible outcome of this selection will be a permutation of r states from So, 

and the total number of these permutations will be Pn>r= n(n - l)...(n - r + 1) [DeG02]. 

This number Pn<r is called the number of permutations of n elements taken r at a time. 

Thus, if r = 1, the number of permutations is n; if 2 < r < n-m+1, the number of 

permutations, in which the r*h state is the first state compatible with Q, is mPn.m^r.\ = m(n -

m)(n -m- l)...(n-m-r +2). Thus, the probability of permutation that the rth state is the 

first state compatible with Q is: 

m m 
ifr=l,Pr(m)= -—-=—; 

Pn,r n 

mPn_mj_x m(n - m)(n — m + !)...(« — m — r + 2) 
if 2 < r < n-m+1, Pj(m)= 

Pn,r n{n-l)...in-r + l) 

Theorem 5 Suppose there are m (0 < m < n) states in So which are compatible with Q. Let 

Pr(m) denote the probability that the rth state is the first state which is compatible with Q. 

The average complexity of Algorithm 3 is 
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^ = Y : : pr(m)c3(M,So, Q)=s;:r(pr (m)E:=1c;(0). 
Proof: The average complexity of Algorithm 3 is the sum of the number of comparisons 

multiplied by its corresponding probability. 

Example: Assume n = 4,m=l, when r = 1, C3 = 4; when r = 2, C3 = 5; when r = 3, C3 = 

7; when r = 4, C3 = 9 where C3 stands for C3(M, S0, Q); Then, 

Table 4.1. Average complexity analysis 

r 

1 

2 

3 

4 

c3 

4 

5 

7 

9 

Pr(m=l) 

1/4 

1*3/4*3 = 1/4 

1*3*2/4*3*2=1/4 

1*3*2*1/4*3*2*1 = 1/4 

Pr(m=l)C3 

1 

5/4 

7/4 

9/4 

Thus, A3 = YZi+ Pr (m)C3 (M,SQ,Q)=l + 5/4 +7/4 + 9/4 = 25/4. 

In general, the number of states compatible with Q may be zero, or more. If this 

number is zero, it means that none of the states in So is compatible with Q and N is faulty; 

if it is one or more than one, it means that the given Q is insufficient to determine 

whether N is faulty. 

The general case can be simplified to the case in which the number of states which 

are compatible with Q is either one or zero. This stems from the fact that the essence of 

passive fault detection is to detect the existence of faults in iV. If there are one or more 

states compatible with Q, it implies that the given Q is insufficient to come to a 

conclusion. An additional sequence A<2 is needed to continue with the passive fault 
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detection. Thus, let Q'= Q +AQ denote the sequence concatenating Q to AQ. Thus, the 

new set (M, So, Q) contains at most one state that is compatible with Q'. Let Pr(m = 1) 

denote the probability that there is one compatible state in So and it appears at the /ft (1 < 

1 
r < n) selection. So, Pr(m = 1) = —. 

n 

Theorem 6: If there is only one state in So that is compatible with Q, the average 

complexity of Algorithm 3 is A3 = -£" = 1
c

3 ( M > S0, Q) =^£ r= i<ZL c 'G2» • 

Proof: The average complexity of Algorithm 3 is the sum of the number of comparisons 

multiplied by its corresponding probability. 

4.3 Comparison of the Algorithms 

The computational complexities of the four algorithms are given in the theorems in the 

previous subsections. Table 4.2 below summarizes the results given in these theorems. 
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Table 4.2 Computational complexities of three algorithms 

Type of algorithm 

Algorithm 0 

Algorithm 1 

Algorithm 3 

Computational complexity 

d=Kj^i 

C2(M,S0,Q)=Yi=1
ci(Q) 

C3(M,S0,Q)=Y!i=ic'(Q) 

(k is the length of Q, |5}| is the number of states in the set of possible current states, 

r is the number of states checked before a state compatible with Q is found, 

ct(Q) denotes the largest number j (1 <j < k) 

such that yi.. jj.i = X(si, x\.. .Xj.{) and A,(8(s,-, x\.. .Xj.\), Xj) ^ yj 

c'(Q) denotes the largest number j (l<j<k) 

such that y\.. .yj.\ = X(si, x\.. .Xj.\) and A,(8(>,-, x\.. .Xj.\), xj) * yj after eliminating the 

redundant checking problem) 

Below, we compare the complexity of Algorithm 0 and Algorithm 3 when the number of 

states in So which are compatible with Q is one or zero. 

In Algorithm 0, once the set (M, So, Q) is fixed, the number of comparisons needed is 

determined and does not change during its application. On the other hand, the 

performance of Algorithm 3 is affected by the number of states in So which are 

compatible with Q (see Theorem 4). 

Algorithm 0 and Algorithm 3 represent different perspectives on tracing order in 

passive fault detection. Algorithm 0 checks all the states in the set of possible current 

states with one I/O pair in Q at a time whereas Algorithm 3 selects one starting state from 

So and exhausts all the possible transitions starting from this state according to the 

sequence Q of I/O pairs. 
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If there is no state in So which is compatible with Q, both Algorithm 0 and Algorithm 

3 need to check the entire trace from every state in So and thus these two algorithms 

perform equally. That is £"=1 C',(Q)=£*=11SM \. 

If there is only one state s in So which is compatible with Q, then the total number of 

comparisons made by Algorithm 0 is ^ | S;_j | whereas the total number of 

comparisons made by Algorithm 3 is ^ = l c , ' ( 0 (r < n). Clearly, ^=lc,'(<2) < 

XT=1
 C'(Q) ~ X =i I ^y-i I' ( r - n) where the r01 state checked is the state compatible with 

Q. 

Thus, Algorithm 3 always performs at least as well as Algorithm 0. The equality in 

their computational complexity occurs when r = n. 

4.4 Assertions 

Based on the computational complexity of the algorithms presented in Section 4.3, 

several assertions can be made concerning their performance under different conditions. 

Assertion 1: If N is not determined to be faulty and there is no redundant checking 

problem, 

• The performance of Algorithm 1 will be the same as Algorithm 3 and be better or 

at least equal to that of Algorithm 0; 

• The performance of Algorithm 2 will be between that of Algorithm 1 and that of 

Algorithm 0. 

Assertion 2: If /V is not determined to be faulty and there is a redundant checking 
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problem, 

• The performance of Algorithm 3 will be better or at least equal to that of 

Algorithm 0 and Algorithm 1; 

• It is not possible to compare the performances of Algorithm 0, Algorithm 1, and 

Algorithm 2 analytically because of the redundant checking problem. 

Assertion 3: If Wis determined to be faulty and there is no redundant checking problem, 

• The performance of all the algorithms will be the same. 

Assertion 4: If N is determined to be faulty and there is a redundant checking problem, 

• The performance of Algorithm 3 will be equal to that of Algorithm 0; 

• The performance of Algorithm 1 and Algorithm 2 will be worse or at most equal 

to that of Algorithm 0; 

• It is not possible to compare the performances of Algorithm 0 and Algorithm 2 

analytically. 

4.5 Experimental Evaluation 

This section describes an experimental evaluation that investigates the computational 

complexity of the four algorithms. There are two motivations for this experimental 

evaluation. First, the experiment will compare the average computational complexity of 

each algorithm; second, the experiment is expected to provide support to the assertions 

drawn above when m = 0 or 1. 

4.5.1 Experiment Setup 

In the experiment, we use a set of FSMs randomly generated by [TSG94]. This set 
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consists of FSMs with different numbers of states (|5o| = \S\), set X of inputs and set Y of 

outputs. We select 5 configurations in the form of (|So|, \X\, \Y\), namely (5, 3, 3), (10, 4, 4), 

(15, 4, 4), (20, 5, 5), (30, 10, 10). For each configuration, we generate 5 FSMs 

respectively. For each FSM M, two cases are considered in the experiment. 

In Case I, called correct implementation, there is exactly only one state in So that is 

compatible with Q (m = 1). For every state s of M, we generate three random sequences 

of length |50|*|X|*2, |So|*|X|*4, |S0|*|X|*10 respectively, starting from s. When generating 

each I/O sequence Q, we randomly select a transition of the current state of M and repeat 

this at the next state. 

In Case II, called faulty implementation, there is no state in So that is compatible with 

Q (m = 0) and "faulty" is expected to be reported. First, we create a faulty specification 

M' from M by altering either the output or next state of a (randomly) selected transition. 

For every state S of Af, we generate three random sequences of length 1501*1X1*2, 

|5o|*|X|*4, |So|*|X|*10 respectively, starting from s. When generating each I/O sequence Q, 

we randomly select a transition of the current state of M and repeat this at the next state. 

Then, we apply all four algorithms to the FSMs in these two cases and record the 

results. 

4.5.2 Results of the Experiment 

Table 4.3 shows the number of comparisons (between the actual output yj and the 

expected output \{s, xj)), 1 < j < k, s e S, for each of the four algorithms applied to 

randomly generated FSM M = (S, X, Y, X, 5), So c S, and sequence Q of I/O pairs from its 

implementation FSM N which is M in Case I and W in Case H The results show the best 
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case, worst case, and average case. 

From Table 4.3, 

• Algorithm 1, in case I, has better performance than Algorithm 0 in average case 

and best case, but not in worst case. Also, in case II, Algorithm 1 cannot beat 

Algorithm 0; 

• Algorithm 2 performs the same as the Algorithm 0 because the number of states in 

the set of possible current states shrinks to one or zero in the "Algorithm 0" part 

of Algorithm 2. 

• Algorithm 3, in case I, needs fewer comparisons to find the compatible state and 

performs better than Algorithm 0; while in case II, these two algorithms perform 

the same. 

Experimental results show that Algorithm 3 performs best overall among these four 

algorithms when there is one state in So which is compatible with Q (Case I). The 

experimental results also confirm the assertions we present in Section 4.4. 
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Table 4.3 Experimental comparisons of four algorithms 
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4.6 Conclusions 

In this chapter, we proposed a new approach for FSM-based passive fault detection and 

present three algorithms based on this approach, i.e. Algorithm 1, Algorithm 2, and 

Algorithm 3. 

Among three proposed algorithms, Algorithm 1 is straightforward but encounters the 

redundant checking problem; Algorithm 2 can partially eliminate the redundant checking 

problem by combining both Algorithm 0 and Algorithm 1, however it introduces another 

preset variable q for which it is difficult to find an appropriate value. Algorithm 3 uses the 

data structure Fi...* to record the tracing history and therefore to avoid the redundant 

checking problem. 

We also stated Algorithm 0, which represents the approach for FSM-based passive 

fault detection in [Lee97], as a comparison. 

Through theoretical and experimental evaluations on computational complexities, we 

proved that (1) Algorithm 3 has the best performance among three proposed algorithms; 

(2) Algorithm 3 performs better than Algorithm 0 in situations where there is only one 

state in So that is compatible with Q; (3) Algorithm 3 performs the same as Algorithm 0 in 

situations where there is no state in So that is compatible with Q. 

Further, Algorithm 3 provides more information about possible starting state and 

possible trace compatible with Q than Algorithm 0 during the passive fault detection. 

According to the analysis in this chapter, we determine that the proposed approach for 

FSM-based passive fault detection improves the performance of FSM-based passive fault 

detection in [Lee97] by reducing the computational complexity and providing 

information about possible starting state and possible trace corresponding to Q during the 
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passive fault detection without the need for post-processing. 

In the following chapter, we extend the proposed approach to EFSM-based passive 

fault detection. 
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Chapter 5 

The Proposed Approach for EFSM-based Passive Fault Detection 

This chapter proposes an approach for EFSM-based passive fault detection, which is 

derived from the proposed approach for FSM-based passive fault detection in Chapter 4. 

Recall that, in EFSM-based passive fault detection, the specification of SUT N is 

modeled as an EFSM M, N is treated as a blackbox, and the tester wishes to determine 

whether N is faulty with respect to M by observing the I/O behaviors of N represented as 

a sequence E of observed I/O events. Therefore, the passive fault detection problem can 

be defined as follows: given an M and EofN where the starting state (when E starts) of N 

is unknown, determine whether N is faulty. Such a decision can be based on the number 

of states that are compatible with E. A state s of M is compatible with E if E is a trace of 

M starting at s. If the number of states compatible with E is zero, then E is sufficient to 

determine that N is faulty. Otherwise, E is declared to be insufficient to determine 

whether N is faulty. That is, there are one or more states that are compatible with E and E 

needs to be augmented by additional I/O behaviors of N to continue with passive fault 

detection. 

An EFSM contains a control and data portion. The control portion can be considered 

as a FSM, which contains states and transitions. The data portion specifies functions that 

involve variables and input or output parameter values. Thus when determining whether a 

state is compatible with E, one has to consider both control portion and data portion of an 

EFSM. As the control portion fault detection has been discussed in FSM-based passive 

fault detection in Chapter 4, our emphasis of EFSM-based passive fault detection will be 
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the data portion fault detection. 

The following sections are organized as follows. Section 5.1 introduces the proposed 

approach for EFSM-based passive fault detection. In the proposed approach, the data 

portion fault detection is performed by the function evaluate. Sections 5.2, 5.3, and 5.4 

discuss implementing the function evaluate in the proposed approach with the Interval 

Refinement method, the Simplex method, and the Hybrid method, respectively. Finally, 

Section 5.5 gives our conclusions for EFSM-based passive fault detection. 

5.1 The Proposed Approach 

During EFSM-based passive fault detection, the input consists of the specification M of 

SUT N in the form of SEFSM and a sequence E of observed I/O events; the proposed 

approach attempts to find a compatible trace of E in M; and yields an output as either "JV 

is faulty" or "a compatible trace of E in M is found". 

The proposed approach can be briefly described as follows: 

Given an SEFSM M, a sequence E of observed I/O events, and So c S, 

(1) Pick an unchecked state s from So; 

(2) Try to build a Trace-Tree which is formed by all the possible traces starting from 

state s e So; 

(3) If a compatible trace trace of E is found, declare that "trace is a compatible trace 

of E in M'; if no compatible trace can be found, go to (1); 

(4) If all states in So have been checked and no compatible trace of E is found, declare 

that'Wis faulty"; 

To implement these four steps, we propose the following algorithms. 
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5.1.1 Algorithm Main 

In algorithm Main, we randomly select a state s from So £ S of SEFSM M and try to find 

a compatible trace of E starting from s. 

Algorithm Main 
Given: an SEFSM M, 

a sequence E of observed I/O events, and 
SQ= {Si,S2, ...,Sn} 

Return: "N is faulty", or 
"trace is a compatible trace of E in M" 

Begin: 
S' <— 5; // S' represents the set of unchecked states 
while (S' * 0 ) 

randomly select a state s from S"; 
S'<-S'\{s}; 
fr-ace <r- Search_Trace_Tree(M, s, E); II search for a compatible trace of E 
if(?race*NULL) 

return ("trace is a compatible trace of E in M"); 
endwhile 
return ("N is faulty"); // no compatible trace of E is found 

End 

If a compatible trace trace is found, this algorithm will terminate and declare trace as a 

compatible trace of E; if all states in So have been checked and no compatible trace is 

found, the algorithm will report "N is faulty". 

5.1.2 Algorithm Search_Trace_Tree 

The algorithm Search_Trace_Tree is applied to search for a compatible trace of E starting 

from the state s. In this algorithm, the data structures for configuration and Trace-Tree 

(defined in Chapter 2) are utilized. 

41 



Algorithm Search_Trace_Tree 
Given: an SEFSMM, 

a state s e So, and 
a sequence E of observed I/O events 

Return: a compatible trace trace, or 
NULL 

Begin: 
Tree <— NULL; // initialize the Trace-Tree Tree 
trace <— NULL; // initialize the trace trace 
[ x ]o <r- set the initial intervals of the global variables in M; 
Co <- (0, s, [x ]o, 0 ) ; // create the initial configuration Co = (#, s, [x ], CS) 
trace.add(co); // add CQ as the first configuration in this trace 
Tree.add(trace); 
while (Tree * 0 ) 

trace <— Tree.get(0); //get the first trace in Tree 
succ <— Check_Trace(M, trace, E, Tree); II check if this trace is 

// compatible with E 
if (succ = TRUE) // if trace is compatible with E 

return {trace); 
else 

Tree.de\ete(trace);ll delete the incompatible trace from Tree 
endwhile 
return (NULL); // no trace corresponding to E has been found 

End 

5.1.3 Algorithm Check_Trace 

As discussed above, a trace consists of a sequence of configurations which represents the 

sequence of changes in the status of iV through E. Algorithm Check_Trace checks if a 

trace is a compatible trace of E. 

Algorithm Check_Trace 
Given: an SEFSMM, 

a trace trace, 
a sequence E of observed I/O events, and 
a Trace-Tree Tree, 

Return: FALSE, or // trace is not a compatible trace of E 
TRUE // trace is a compatible trace of E 

Begin: 
Ccunent <— trace.get(0); II get the first configuration 
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while (ccun-ent ^ NULL and ccaneat.# & E.# ) // if there is an observed I/O event 
// to be checked 

Ts <— all transitions in M starting at s ; 
e <— E.get(ccuneaf# +1); //get the observed I/O event e 

II for evaluating transitions 

for each transition t in Ts II evaluate transitions 
C 4 ^current; 

if (control_portion_checking(c, t, e) = FALSE) 
end the for loop; // the control portion is inconsistent 

else // the data portion fault detection commences 
newCS<— replace{t.P{x,y),e); //eliminatelocal 

// variables in the predicate 
if (evaluate(c.[x], c.CS, newCS) = FALSE) 

end the for loop; // the data portion is inconsistent 
else 

C <r- C u {c}; // c has been modified and needs to be added to C 
endfor 
if (C = 0 ) // if no executable transition is found 

return (FALSE); 
else 

for each configuration c in C 
c <r- action(t, e, c); // perform actions associated with transition t 
if (c = NULL) 

end the for loop; 
else 

if (c is the first configuration in C) 
add c to trace; 

^current *~ c\ 

else 
build a new trace branch_trace; 
add c to branchjtrace; II create a new branch branch_tra.ce 
add branch_trace to tree; 

endfor 
endwhile 
return (TRUE); // a compatible trace is found 

End 

Algorithm Check_Trace first determines the current possible state s and the observed I/O 

event e by the configuration current- Then, all transitions in M starting from s are checked 

by control portion and data portion. Those transitions passing both control portion and 

data portion fault detection will be considered as a possible transition corresponding to 
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the observed I/O event e. As there may be more than one possible transition, the 

algorithm Check_Trace picks the first one of them to continue checking and adds all 

other transitions as branches into the tree. The procedure of checking a Trace-Tree is 

described in Figure 5.1. 
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Figure 5.1 The architecture of a Trace-Tree and its representation 

Within algorithm Check_Trace, two important steps are control portion fault detection 

and data portion fault detection, which correspond to the functions 

control_portion_checking and evaluate, respectively. When searching for possible 

transitions, these two steps are applied to each t G Ts which is the set of all transitions of 

M starting at a state s. 

In the control portion fault detection, we match a transition's ending state and its I/O 

event by the same procedure as that of FSM-based passive fault detection in Chapter 4. 

In the data portion fault detection, first, function replace is applied to replace the local 

variables of y in predicate t.P(x,y) by the actual values of the parameters of the 

observed \JO event e and to transform the predicate into a list of constraints stored in 
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newCS. Then, function evaluate is applied to detect possible inconsistency among 

constraints using the parameter values of the observed I/O event e. The checking 

procedure of function evaluate can be formalized as follows: 

Given: (1) a configuration c, in which c.[ x ] contains a vector of intervals 

representing the ranges of possible values of global variables and c.CS stores existing 

constraints on x; and (2) a set newCS of new constraints, which is generated from 

t.predicate{x, y), function evaluate attempts to find a solution in c.[x] for both c.CS and 

newCS which is a combination of values in c.[ x ] that satisfies all the constraints. 

More specifically, function evaluate can be abstracted as a solver for the following 

Constraint Satisfaction Problem (CSP): 

Given: (1) a vector of intervals [ x ], which represent the ranges of possible values 

of global variables; 

(2) a set of existing constraints CS; 

(3) a set of new constraints newCS; 

Determine: if there exist at least one combination of values in [ x ] that satisfies the 

existing constraints in CS and new constraints in newCS simultaneously. 

If there exists a solution, the predicate t.predicate{ x,y) will be considered consistent 

with the configuration c; if no solution exists, the function evaluate will report FALSE, 

which means an inconsistency has been detected. 

In Section 5.2, we implement function evaluate with the Interval Refinement method, 

which has been applied for data portion fault detection in [Lee02]. However, because of 

the dependency problem, the results of Interval Refinement method may not be accurate. 

Therefore, in Section 5.3, we discuss implementing function evaluate with the Simplex 
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method, which is accurate but slower than the Interval Refinement method. To combine 

the advantages of both Interval Refinement method and Simplex method, in Section 5.4, 

we propose the Hybrid method, which is accurate as the Simplex method and requires 

similar time cost as the Interval Refinement method. 

If function evaluate returns TRUE, it means that t is executable and the configuration 

c has been modified within function evaluate by adding newCS to c.CS and updating the 

intervals in c.[x]. The modified configuration c is added into the set C. After evaluating 

all the transitions in Ts, we continue to perform actions by function action on the 

configurations in C with their corresponding transitions in Ts. 

After performing actions, we add the first configuration in C at the end of current 

trace trace and continue to check trace starting from this configuration. Other 

configurations in C will be considered as the initial configuration of new branches, which 

are represented as new traces in the Trace-Tree (see Figure 5.1). 

5.1.4 Implementation of the Function action 

When a transition has been evaluated to be executable, a new configuration will be 

constructed to record the status of SUT N after this transition. The construction of a new 

configuration depends on the action part, A(x,y), in the transition which consists of a 

sequence of assignments. 

Given a configuration c standing for the current status of SUT iV and a transition t 

which has been determined to be executable, function action performs the actions 

associated with t, and builds a new configuration cnext which stands for the status of SUT 

N after t. The details of algorithm action are presented as follows: 
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Algorithm action 
Given: a transition t, 

an observed I/O event e, and 
the current configuration c, 

Return: a new configuration cnext, or // the configuration after transition t 
NULL // construction failed 

Begin: 
local_var <— set the values of the set of local variables according to e; 
Cnext ^ C\ 

assignments <r- t.A(x,y); II put the assignments in t.A(x,y) into a vector 
while (assignments is not an empty sequence) 

a <r- remove(a, assignments); II pick the first assignment from assignments; 
replace the local variables in a using local_var; II the first step 
if (a.LHV is a local variable) // the second step 

q <r- find the index of variable a.LHV in local_vars; 
local_vars[q] <r- a.RHE; II replace by the value of RHE 

else 
q <— find the index of variable a.LHV in c. [ x ]; 
[xq] <r- R(a.RHE)[ xy, II update the interval of a.LHV in [ x ] 
if (a.LHV appears in a. RHE) 

for every constraint cs in cnext.CS that contains a.LHV 
k 

replace the a.LHVin cs by (a.LHV - ^ a , x , ) / a ? ; 

endfor 
else // if a.LHV does not appear in a. RHE 

for every constraint cs in cnext.CS that contains a.LHV 
replace the variable a.LHVm cs with [xq]; 
change a to a new constraint cs'; 
cnext.CS <— Cnext.CS U cs'; II add this new constraint 

endfor 
endwhile 
return (cnext); 

End 

The first step is to simplify the right hand expression (RHE) of assignments, which is 

the expression at the right hand of ":=". Considering the definition of assignment in 

Section 2.2, an assignment is in the form of: 

LHV:= INTEGER 

| Terms + INTEGER 

As Terms contains variables which can be either global variables or local variables, the 
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above RHE can be extended to be: 

LHV:= INTEGER (1) 

| j{x) + INTEGER (2) 

| g( j) +INTEGER (3) 

| / ( x ) + g(30 + INTEGER (4) 

Thcf(x) stands for the Terms with global variables, and g( y) stands for the Terms with 

local variables. 

In the first step, we replace the local variables in (3) and (4) with their values. After 

the replacement, the expression of the assignment will be either (1) or (2) without local 

k k 

variables, which is LHV := ]T atxt . Let RHE denotes ̂  a.*. . 

1=1 ;=i 

After the replacement, the RHE without local variables is used to update the value of 

LHV in the configuration c. If the LHV is a local variable, we use the value of RHE in the 

assignment to replace the existing value of this local variable. If the LHV is a global 

variable, we first replace the interval of LHV in c.[x] by the interval R(RHE)[x], then 

update the constraints containing LHV in c.CS. 

If the LHV appears in the RHE, for every constraint cs in c.CS that contains LHV, 
k 

replace the LHV in cs by (a.LHV - ^ aixi ) /aq; if the LHV does not appear in the RHE, 
i=\,i*q 

for every constraint cs in c.CS that contains LHV, replace the appearances of the LHV 

with [xq] and add assignment to c.CS as a new constraint. For example, the assignment 

"x\ := X2 + JC3 - 3" can be changed to a constraint as "xz + x^ - x\ - 3". 

The implementation of function action is similar to that of the actions part in EEFSM 

[Lee02] with the following differences: 
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First, [Lee02] only considered the situation where the LHV is a global variable, while 

we discuss the situations where the LHV could be either a global or a local variable. 

Secondly, in [Lee02], in the situation where the LHV does not appear in the RHE, all the 

constraints in ccurrent-CS containing the LHV will be discarded. However, those discarded 

constraints may contain constraints on not only LHV but also other global variables. 

Considering this shortcoming, we keep those constraints and replace the LHV in them by 

the interval of the LHV in [ x ]. 

5.1.5 Optimization on Constraints 

In the function evaluate and function action, evaluating and keeping the constraints are 

complex and time consuming. In order to reduce the complexity, we optimize the 

constraint related operations as follows: 

First, throughout the passive fault detection, the values of global variables are 

represented by intervals. For a variable *,• = [x( , xt ], if its lower bound is equal to its 

higher bound (i.e. xt = xi), [Lee02] considers the value of variable x, as a determined 

value. Whenever the value of a global variable is determined, [Lee02] replaces this 

variable in constraints with its determined value. For example, given the variable x\ = [1, 

1] and a constraint cs: x\ + xi - x3 = [-1, 5], xi in cs can be replaced by 1. Therefore, the 

new constraint after replacement would be cs: X2 — *3 = [-2, 4 ] . We adopt this replacement 

strategy in our approach. 

Second, consider the situation in which a new constraint cs contains a single variable 

in the expression, for example xx < 8. It would be unnecessary to check cs with former 
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constraints in c.CS and keep it in c.CS. Instead, we use cs to directly narrow the interval 

of this variable in [ x ]. For example, given the existing interval of x\ in [ x ] as x\ = [0, 20], 

and a new constraint cs as x\ < 8, the narrowed interval is x\ = [0, 8]. If the narrowed 

interval is not empty, we use the narrowed interval to replace the existing interval in [x]. 

Otherwise, we report that an inconsistency is found. 

Third, when searching for the compatible trace of E, a transition t in M may be 

encountered more than once, i.e. the observed I/O event ei and e^ (i ^ k) in E may 

correspond to the same transition t in M. In this case, we may have two constraints cs\\ 

k k 

^ a , x , = Ix and CS2'. ^Ibixi = I2 such that Vz, 1 < i < k, at = z x bi where z is a constant. 
1=1 i=\ 

We will call cs\ and CS2 similar. For example, x\ + X2 = [1, 2] and 3*i + 3^2 = [0, 9] are 

similar. 

Then, given a new constraint cs, if there is a constraint within ccurrent-CS that is similar 

to cs, we can reduce the number of constraints that needs to be checked by function 

evaluate. In order to determine whether there is a constraint cs' in current CS that is 

similar to cs, we apply the following algorithm SimilarityjChecking before checking cs 

with the function evaluate. 

Algorithm Similarity jChecking 
k 

Given: a new constraint cs (^a,x,. = 7j), and 
i=i 

a set of existing constraints CS 
Return: FALSE, or // inconsistency detected 

TRUE // no inconsistency detected 
Begin: 

k 

for each constraint cs'in CS II cs': y^_bixi = I2 
i=l 

if (cs and cs' are similar) 
z<r-ailbi\ 
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cs.I<r- (cs'.Ixz)n cs.I; 
if (cs.I = 0 ) // cs is inconsistent with cs' 

return (FALSE); 
else 

cs'.I <— cs.I; II cs is consistent with cs' 
return (TRUE); 

endfor 
return (TRUE); // no inconsistency is found by cs 

End 

If a constraint cs' similar to cs is found, we replace the interval of constraint cs'.I by the 

(cs'.I x z) n as./. Thus, by applying algorithm SimilarityjChecking, we can reduce the 

number of constraints that need to be checked by function evaluate. 

5.2 Function evaluate with the Interval Refinement Method 

To implement function evaluate in algorithm Check_Trace, first of all, we apply the 

Interval Refinement method, which has been used in [Lee02]. The interval arithmetic 

operations were introduced by R.E. Moore in [M0066]. In the Interval Refinement 

method, the interval arithmetic operations are applied to narrow the intervals of variables 

in constraints. (The operations used in this thesis are introduced in Table 5.1) During the 

refinement, if the interval of a variable becomes empty, it means an inconsistency has 

been detected. 
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X+Y=[X_ + Y,lx+Y] 

X-Y=[X_-Y,~X-Y] 

a x X = [ a x l , a x l ] 

f [ X x F , X x F ] if X>OandF>0 

X*Y= { 

[ X x F , X x F ] if Z>OandF<0<F 

[ Z x F . Z x F ] if X>OandF<0 

[ Z x F , X x F ] if X<0<XandF>0 

[ X x F , X x F ] if X<0<XandF<0 

[ X x F , X x F ] if X<OandF>0 

[ X x F . X x F ] if X<OandF<0<F 

[ Y x F , X x F ] if Z<OandF<0 

^ [mm(XxF,XxF),max(XxF,XxF)]if X < 0 < X 

[max(X,F),min(X,F)] 
XnY = f 

\ 0 , ifmax(X,F)>min(X,F) 

andF<0<F 

Table 5.1 Definitions of basic arithmetic operations [Han04] 

(X and F are interval numbers, a is a positive integer) 

5.2.1 Definitions 

Before discussing the Interval Refinement method, three definitions are needed. 

Definition 11: 

1. Let xi , xt , and [xt , xt ] stand for the lower bound, the upper bound, and the 

interval of variable xu respectively, which means all the possible values xt can take 
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are less than or equal to xt and greater than or equal to xt ; 

k k 

2. Let R( ]T atxt \ x ] denote the interval of expression ĵT a^ on [ x ], which stands for 
i=i 1=1 

t 
all the possible values the expression V atxt can take on [ x ], i.e. 

j=i 

t k k 

Ri^OfX, \x] = [ J]min(<3(^>«/^) , J 1 1 1 ^ ^ ^ . ' ^ ^ ^ ' * ' = ^ > *i ],l^i£k; 
1=1 1=1 j=i 

3. Propagation is defined as a set of refinements on all variables inx. Given a constraint 

k 

in the form of ^ a , * , = / , define the refinement on each variable Xj,j = 1,..., k, as 
i=i 

r[Xj\, if Ri^x^^Q I (1) 
i= i 

W = J 0 , ifR(^aixi)[x]nl=0 (2) 

((/ - R( ]T a,.x,.) t x ])/ a?) n [x/], otherwise (3) • 

The propagation describes how the constraint is applied to narrow the intervals of 

variables in x. In case (1), the interval of variable Xj remains the same; in case (2), the 

k 

interval of variable Xj will be empty, which means there is no solution for 2]a,-x,- = / on 
i=i 

[3c]; in case (3), the intersection will be taken as the new interval of variable Xj. 

According to the definition, algorithm Propagation is presented as follows. 
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Algorithm Propagation 
k 

Given: a new constraint cs: ]jr a,x( = I, and 

a vector of intervals [ x ], 
Return: FALSE, or // inconsistency detected 

TRUE; // no inconsistency detected 
Begin 

k 

I'4r-InR{Yjaixi){x]\ 

if(/' = 0 ) 
return (FALSE); // inconsistency found 

else 
i<-r-, 

while (j<k and a/ ^ 0) // update the variables in x 
k 

[Xj}'<r- ( ( / - /?( J]a,*,)[ 3c ])/«0 n[x,]; 
i=l,iV; 

ifax,r=0) 
return (FALSE); 

else 
[*,] <- [x,]'; 

endwhile 
return (TRUE) // no inconsistency found 

End 

In case (2) of propagation, we consider the former vector of intervals [ x ] and the given 

constraint cs are inconsistent, thus this algorithm will return FALSE; while in case (1) 

and (3), the former intervals [ x ] and the given constraint are considered consistent, as a 

result, the algorithm will return TRUE. 

5.2.2 Algorithm Interval_Refinement 

Function evaluate is implemented using the Interval Refinement method by algorithm 

Interval^Refinement which is presented as follows. 
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Algorithm Interval_Refinement 
Given: a vector of intervals [ x ], 

a set of existing constraints CS, and 
a set of new constraints newCS 

Return: FALSE, or // inconsistency detected 
TRUE // no inconsistency detected 

Begin 
while (newCS * 0 ) 

CS' <r- CS; 

Select a constraint cs from newCS; II cs is in the form of ^T aixi -1 
1=1 

newCS <— wewCS1 \ {cs}; 
k 

7' <— / n i?( ̂  a,X;)[ 3c ]; // get the intersection 
r = l 

if (/' = 0 ) // case (2) in propagation 
return (FALSE); // inconsistency detected 

if (/' = 2) // case (1) in propagation 
CS <— CS u cs ; II add the new constraint cs to CS 

if (/' ^ I) II case (3) in propagation 
I<r-I'; II update the new constraint cs 
if (Propagation(cs, [3c]') = FALSE); 

return (FALSE); // inconsistency detected 
else 

CS' <r- CS' u cs; II add the new constraint cs to CS' 
while (any variable x,- in [ 3c ]' is changed); 

for every constraint cs' in CS' that contains x{ 

if (Propagation(cs', [3c]') = FALSE); 
return (FALSE); 

endfor 
endwhile 
CS <- CS'; II update CS 
[x] <— [x] ' ; //update [3c] 

endwhile 
return (TRUE) ; // no inconsistency detected 

End 

k 

In algorithm Interval^Refinement, the intersection between I and Ri^a^ \x] is first 

i=i 

checked to decide if [ 3c ] is consistent with cs. If no inconsistency found, [ 3c ] will be 

updated based on the new constraint cs and cs will be added into the set CS. Moreover, if 
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any interval within [x] is changed in the updating process, the Propagation will be 

triggered to update all the existing constraints with changed variables in the set CS. The 

iteration of Propagation will stop when no interval within [3c] is changed after previous 

Propagation. The result of algorithm Interval_Refinement could be either FALSE, which 

means inconsistency found, or TRUE, which means no inconsistency found and not only 

[ x ] but also CS have been updated. 

When estimating the computational complexity of the algorithm Interval_Refinement, 

we count the number of calls to Propagation. Propagation reduces the length of intervals 

in [3c] (i.e. the length of [xi\ is xt -xi). Therefore, in the worst case, the number of calls 

to Propagation is proportional to the total length of all the intervals in [3c]. However, 

from practical experiments reported in [Lee06], the actual computational complexity is 

much lower than the worst case when it is applied in passive fault detection. For example, 

when the SUT being tested is a communications protocol, such as OSPF and TCP, the 

number of iterations for a new constraint normally is no more than 3 (see [Lee06]). 

5.2.3 Experiments 

Experiments have been carried out by applying the proposed approach for EFSM-based 

passive fault detection on an Automatic Teller Machine (ATM) system. 

5.2.3.1 Experiment Setup 

The specification of this ATM system is modeled as an EFSM then transferred to an 

SEFSM ATM (see Figure 5.2). 
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Global Variables initial values 
• attempts: [0,10" 
• pir,: [0, 999S; 
• lang: [0, 6' 
• of: [1,3C" 
• ci: [O.MAX;, MAX=1E-|,MIN=-1E^ 

12a mWp, 

I2b 7PIN(/)' [(P- /"'" - -V.Mattempls< 2)] 
[(p - />« > l]Mattempts < 2)] a " e ^ P f t / a"emP's + ^ 

attempts := attempts + 1; 
~~ " ' _14 '!PIN(X_ 

p-pir,=0[ 

713 foperatcli,»; 
[(*= l > ( w > c i - IOC; 

15 ?Lauguage(/, 
[TRUE; 
lang := /; 

11 7Card(p,w; 
[TRUE; 
/"'" ~p; 
cb := w; 

attempts = 0; 

13 a ?PIN(p; 
[(/3-p//i> \]A[attempts> 

13b IPINIp; 
|(fi • pir, < -l]A![attempts> 2] 

112 7operate(k; 
[A=IO; 

111: !Receip1(i,c,o; _ 
[(/ - langj/\(c - cb)Mp = of)] 

1* ?operate(A,»; 
[(* = 1 > ( W < C A - 1 0 C ; ; 

cb = cb • w; 
op := k; 

18 toperate!k, v] 
I* =2; 

co := cb + w; 
of := k; 

19 loperateU; 

I*-:-: 
O/J := k\ 

110: printd w; 
[(/ = lang]A(w cb] 5 4 

Figure 5.2 The SEFSM ATM for an ATM system 

Within the SEFSM ATM, we define five global variables, i.e. x = (attempts, pin, lang, op, 

cb); seven states, i.e. So = {so, SI... s^}; and fifteen transitions. Local variables are defined 

within transitions. Before the passive fault detection, each global variable is assigned an 

interval standing for its initial values. So is determined by the tester according to the 

specific application at hand. In this experiment, So is chosen to be equal to S. 

In the experiment, we considered two cases. In Case I, called correct implementation, 

there is at least one trace in M that is compatible with E and this compatible trace is 

expected to be reported. In this case, we randomly generate a sequence Es of observed I/O 

events (| E, | = 1000) based on the SEFSM ATM and starting from state s0. Within Es, we 

randomly select five sequences with length of 20, 50, 100, 200, and 500. 

In Case II, called faulty implementation, there is no trace in M that is compatible with 

E and "faulty" is expected to be reported. First, we create a faulty specification ATM' 

from ATM by altering the next state, expanding a constraint in the predicate, or narrowing 

a constraint in the predicate of a randomly selected transition. Then, we randomly 
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generate a sequence Es of observed I/O events (| ^ | = 1000) based on the SEFSM ATM' 

and starting from state so. Within Es, we randomly select ten sequences containing the 

altered transition with length of 30 observed I/O events. 

Then, we apply the proposed approach for EFSM-based passive fault detection in 

these two cases and record the results. 

5.2.3.2 Results of the Experiment 

Table 5.2 and Table 5.3 show the time cost (in milliseconds) for the proposed approach 

applied to SEFSM ATM, subset So, and sequence E from its implementation SEFSM N 

which is ATM in Case I and ATM' in Case II. 

Table 5.2 The results of Case I by the Interval Refinement method 

\E\ 

20 

50 

100 

200 

500 

Time Cost (ms) 

63 

94 

125 

172 

187 

47 

94 

109 

125 

187 

63 

110 

109 

125 

203 

47 

125 

110 

125 

188 

78 

79 

125 • 

140 

204 

Average Time Cost (ms) 

59 

100 

115 

137 

193 

Table 5.3 The results of Case II by the Interval Refinement method 

Type 

Next State Fault 

Expended Constraint Fault 

Time Cost (ms) 

47 

78 

63 

78 

47 

63 

31 

94 

93 

109 

47 

62 

47 

78 

62 

63 

94 

47 

78 

63 
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Figure 5.3 The results of Case I by applying the Interval Refinement (IR) method 

In Case I, the proposed approach successfully finds the corresponding traces. The 

results in Table 5.2 also show that the time cost increases as the length of sequence E of 

observed I/O events increases. 

In Case II with next state fault and expanded constraint fault, the proposed approach 

reports fault correctly, see Table 5.3. 

The results of experiments with narrowed constraint fault are not listed because this 

type of fault cannot be detected by the proposed approach (by [Lee02] as well). Because, 

an observed I/O event generated by narrowed constraint will certainly satisfy the original 

constraint, thus it cannot be detected. 

5.2.4 Dependency Problem 

The Interval Refinement method works well in the experiments presented above. But, its 

accuracy may suffer from the dependency problem. When a given variable occurs more 

than once in an interval computation, it will be treated as a different variable in each 

occurrence. This causes widening of computed intervals and makes it more difficult to 
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obtain accurate results. This property of interval arithmetic is called the dependency 

problem. [Han04] 

In our application, the dependency problem may mislead our judgment, especially 

when the values of variables are integers. For example: assume a configuration c with 

c.[x]: x\ = [1, 2], %2 = [1, 2], x\ and^2 are integers; 

c.CS: {cs: x\-%2- 0;}, and 

check two transitions 

t\ with a constraint cs\ in its predicate as: x\ + X2 = 3; 

?2 with a constraint csj in its predicate as: x\+X2< 4; 

By applying the Interval Refinement method, both transition t\ and ti will be judged as 

executable, even though t\ is actually not executable, because x\ and X2 are integers and 

there is no solution for both cs and csi at the same time. Therefore, if the Interval 

Refinement method is applied to our approach, the dependency problem may cause the 

transition t\ to be falsely reported as executable. 

To guarantee the correctness of results, we attempt implementing function evaluate 

with the Simplex method. 

5.3 Function evaluate with the Simplex Method 

The Simplex method is a CSP solver, which has been widely used in practice for 

optimization problems for linear real arithmetic constraints [Mar98]. Given an objective 

function, as a linear expression, and a set of linear constraints, the Simplex method 

searches the solution space of these constraints for a solution that can minimize or 

maximize the value of the objective function. 
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The main idea of the Simplex method is that, in a CSP, if a solution exists, it must be 

in a polygon confined by the constraints. And the extreme value for the objective function 

will always be obtained at the vertex of this polygon. Thus, the Simplex method checks 

all the vertices in order to find a suitable solution for the objective function. If no solution 

is found, it determines there is a conflict. 

As an example, consider 

a vector of intervals [x]: x\ = [0,10], x2 = [0, 10]; 

a set of constraints, 

cs\: (xi + x2< 8); 

cs2: (xi + x2>2); 

ess : (xi -x2< 8); 

cs4 : (xi - x2 > 4); 

cs5 : (xi > 6); 

and an objective function: minimize(xi + x2); as a CSP. 

By applying the Simplex method on this CSP, the solution found for the objective 

function is {x\ =6, x2 = 0), as presented in Figure 5.4. 

Figure 5.4 Solution of the CSP by the Simplex method 

In Figure 5.4, the dashed line stands for the objective function and the real lines stand for 
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the constraints. All the nodes within the shadowed area satisfy the set of constraints. The 

solution found (xi =6, X2 = 0) is at a vertex of this shadowed area. 

5.3.1 Algorithm Simplex 

For the implementation of function evaluate, the Simplex method can be used to 

overcome the shortcoming of the Interval Refinement method since the constraints in 

SEFSM model are all linear constraints which consist of linear equations or inequalities. 

To this end, we adopt an open source tool lp_solve as the implementation of the Simplex 

method. lp_solve is a free linear programming solver based on the revised Simplex 

method and the Branch-and-bound method [Lpsol]. The algorithm Simplex presented 

below implements evaluate(c.[x], c.CS, newCS) using lp_solve. 

Algorithm Simplex 
Given: a vector of intervals [x], 

a set of existing constraints CS, and 
a set of new constraints newCS 

Return: FALSE, or // inconsistency detected 
TRUE // no inconsistency detected 

Begin 
CS'<-CS v newCS; 
if (lp_solve.evaluate([ x],CSr) = FALSE) 

return (FALSE); // inconsistency detected 
else 

CS <— CS'; II no inconsistency detected 
return (TRUE); 

End 

First, the new constraints in the predicate are added to the set of existing constraints; then, 

the tool lp_solve is used to check if a solution exists for the combination of constraints. 

Unlike the Interval Refinement method, the Simplex method is a global optimization 

method, which means that both the new constraints and the existing constraints in CS will 

be considered at the same time. 
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Ipjsolve has also been used for EFSM-based passive fault detection in [Lee06] and 

[Che03a]. But they considered the problem of detecting possible inconsistency among 

constraints as a Mixed Integer Linear Programming problem and chose Ipjsolve as an 

implementation of Branch-and-Bound method for solving this problem. 

Branch-and-Bound is a general algorithmic method for finding optimal solutions of 

various optimization problems [Apt03]. However, in our context, the emphasis is to find 

out whether one solution exists, not to compare and find optimal solutions. 

The mechanism of the Simplex method is more complex than the Interval Refinement 

method. Its worst case computational complexity is exponential. But [Lee06] shows that 

the average complexity of applying the Simplex method is polynomial. [Spi04] 

theoretically explains why it is usually polynomial. 

5.3.2 Experiments and Comparisons 

We conducted experiments to compare the time costs of the Simplex method and the 

Interval Refinement method under the same conditions. The experiment setup used for 

the application of the Interval Refinement method given in Section 5.2.3 is also used for 

the application of the Simplex method. The results of applying the Simplex method are 

stated in Table 5.4 and Table 5.5. Figure 5.5 depicts the relative costs of applying these 

two methods. 
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Table 5.4 The results of Case I by the Simplex method 

\E\ 

20 

50 

100 

200 

500 

Time Cost (ms) 

203 

468 

625 

1391 

2937 

219 

422 

657 

1281 

3625 

250 

453 

625 

1266 

3047 

188 

500 

719 

1344 

2906 

250 

390 

718 

1312 

3000 

Average Time Cost (ms) 

222 

446 

668 

1318 

3103 

Table 5.5 The results of Case II by the Simplex method 

Type 

Next State Fault 

Expended Constraint Fault 

Time Cost (ms) 

141 

234 

140 

235 

125 

203 

125 

344 

312 

516 

172 

219 

265 

171 

156 

203 

250 

172 

187 

156 

Time Cost (ms) 
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Figure 5.5 The results of Case I by applying the Simplex method and the Interval 

Refinement (IR) method 

It can be seen in Figure 5.5 that the time cost of the Simplex method is much more than 

that of the Interval Refinement. As the length of E increases, the time cost of the Simplex 
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method increases faster than that of the Interval Refinement method. 

The Simplex method guarantees the correctness of results, but is more 

time-consuming than the Interval Refinement method according to the results of 

experiments. The Hybrid method we propose in the next section combines the advantages 

of both the Simplex method and the Interval Refinement method. 

5.4 The Hybrid Method 

In the Hybrid method, we apply both the Interval Refinement method and the Simplex 

method for the data portion fault detection. The Simplex method is applied to confirm the 

results generated by the Interval Refinement method to eliminate the negative impact 

caused by the dependency problem. 

The idea of the Hybrid method is: given a set T of candidate transitions, the current 

configuration ccurrent, and an observed I/O event e, the Interval Refinement method is first 

used to decide which transitions in T are executable. If only one transition is evaluated to 

be executable, the passive fault detection will continue with this transition; if none is 

evaluated to be executable, the current trace will be determined to be not compatible with 

E; if more than one transition is evaluated to be executable, the Simplex method will be 

applied to check the correctness of these executable transitions. At the end of one trace, 

before a trace is determined to be a compatible trace, we also use the Simplex method to 

confirm this result by checking if there exists inconsistency in the last configuration of 

this trace. 

For example, if the Hybrid method is applied to the example in Section 5.2.4, in the 

first step, both transition t\ and h will be evaluated to be executable by the Interval 
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Refinement method; but in the second step, the inconsistency of t\ will be revealed by the 

Simplex method. 

If there is only one transition being evaluated to be executable, the Simplex method 

will not be applied after the application of the Interval Refinement method because this 

transition will be evaluated by the Simplex method implicitly by checking the last 

configuration of this trace. Consider a trace trace {c\C2- ..Ck,k< \E\) in the Trace-Tree Tree. 

If Ck is checked by the Simplex method and no inconsistency is found, trace is guaranteed 

to be compatible with a prefix of E (e\e2...ek, k < \E\) because c* contains all the 

constraints within the configurations from c\ to CH. Therefore, if no inconsistency found 

in the last configuration of a trace by the Simplex method, the transitions associated with 

trace should be all executable. 

Additionally, in the Interval Refinement method, the function Propagation keeps 

narrowing the intervals; while in the Simplex method, the intervals will be untouched. So, 

in Hybrid method, the Interval Refinement method also helps to reduce the cost of 

applying the Simplex method by narrowing the intervals. 

5.4.1 New Algorithm Check_Trace 

To apply the Hybrid method in our problem, the algorithm Check_Trace needs to be 

modified. The new algorithm Check_Trace is presented as follows. 
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Algorithm CheckJTrace 
Given: an SEFSM M, 

a trace trace, 
a sequence E of observed I/O events, and 
a Trace-Tree Tree, 

Return: FALSE, or // trace is not a compatible trace of E 
TRUE // trace is a compatible trace of E 

Begin: 
ĉurrent <~ *race.get(0); // get the first configuration 

while (ccurrent * NULL and cCUrrent-# ̂  £•#) // if there is an observed I/O event 
// to be checked 

S 4 Ccunent-^c > 

Ts <— all transitions in M starting at s ; 
e <— E.get(ccunent-# + 1); // get the observed I/O event e 

II for evaluating transitions 
C < - 0 ; 
for each transition * in Ts II evaluate transitions 
C 4 CCurrent> 

if (control_portion_checking(c, t, e) = FALSE) 
end the for loop; // the control portion is inconsistent 

else // the data portion fault detection commences 
newCS<— replace{t.P{x,y),e); //eliminatelocal 

// variables in the predicate 
if {Inicr\\d_Rcfiiu:nwni\c.\ A |, C.CS. IU'WCS) = I'ALSLi 

end the for loop; // the data portion is inconsistent 
else 

C <— C u {c}; // c has been modified and needs to be added to C 
endfor 
if (C = 0 ) // if no executable transition is found 

return (FALSE); 
else 

il (jc •** 1 m 'in ,n**+ 1 = | /1) ' checking h\ ilu* Simplex nuMliod 
lor C.KII Lontiguiiilion c in ( 

iriSiwi/iUi I v | i C'S. . ) = \ M.SL) 

end tor 

if i C" = £") // if no coiifi;jiir;ition in C i- coiiii^Urni 
return flAI.SHi; 

else 
for each configuration c in C 

c «- action(t, e, c); // perform actions associated with transitions 
if (c = NULL) 
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end the for loop ; 
else 

if (c is the first configuration in C) 
add c to trace; 
^cunent ^ £> 

else 
build a new trace branchjrace; 
add c to branchjrace; II create a new branch branchjrace 
add branchjrace to tree; 

endfor 
endwhile 
return (TRUE); // a compatible trace is found 

End 

The shadowed lines are the modified parts from the previous version of Check_Trace. As 

presented in this new algorithm, if there are more than one transition judged to be 

executable by the Interval Refinement method, or this is the end of one trace, the Simplex 

method will be applied to double-check the result of the Interval Refinement method. 

5.4.2 Experiments and Comparisons 

We conducted experiments to compare the time costs of the Hybrid method, the Interval 

Refinement method, and the Simplex method under the same conditions. The experiment 

setup used for the application of the Interval Refinement method given Section 5.2.3 is 

also used for the application of the Hybrid method. The results of applying the Hybrid 

method are stated in Table 5.6 and Table 5.7. Figure 5.6 depicts the relative costs of 

applying these three methods. 
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Table 5.6 The results of Case I by the Hybrid method 

\E\ 

20 

50 

100 

200 

500 

Time Cost (ms) 

78 

203 

172 

234 

281 

63 

125 

110 

172 

234 

94 

125 

125 

141 

312 

63 

235 

219 

156 

218 

125 

94 

156 

157 

265 

Average : Time Cost (ms) 

222 

446.6 

668.8 

1318.8 

3103 

Table 5.7 The results of Case II by the Hybrid method 

Type 

Next State Fault 

Expended Constraint Fault 

Time Cost (ms) 

109 

63 

63 

219 

47 

62 

47 

94 

62 

110 

63 

62 

78 

109 

62 

110 

110 

78 

46 

110 

Time Cost (ms) 
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Figure 5.6 The results of Case I by applying the Hybrid method, the Interval 

Refinement method, and the Simplex method 
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Figure 5.7 Rates of time cost with three methods 

Figures 5.6 shows the comparison on the time cost of these three methods. According to 

the experiments, the Interval Refinement method requires the least amount of time; the 

Hybrid method requires a little bit more time than the Interval Refinement method; and 

the Simplex method is the most expensive in terms of time. As the length of sequence E 

of observed I/O events increases, the time consumed for these three methods all 

increases. 

Moreover, to compare the rate of increase of time costs, along with the increase of \E\, 

we compute the rate of time costs between (1) Simplex method and Interval Refinement 

method (Simplex/IR in Figure 5.7); (2) Hybrid method and Interval Refinement method 

(Hybrid/IR in Figure 5.7). According to Figure 5.7, we see that (1) the time costs of the 

Interval Refinement method and Hybrid method are quite similar and, with the increase 

in the length of E, the difference between these two methods is not noticeable; (2) the 

time cost of Simplex method is much more than that of the Interval Refinement method, 

and as the length of E increases, the disparity between these two methods also increases. 

Therefore, compared with the Interval Refinement method and the Simplex method, 

the Hybrid method guarantees the correctness of results with a reasonable time cost. 
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5.5 Conclusions 

In this chapter, we proposed an approach for EFSM-based passive fault detection which 

is derived from the approach for FSM-based passive fault detection we have proposed 

earlier. This proposed approach provides information about possible starting state and 

possible trace at the end of the passive fault detection without post-processing. 

In the implementation of this approach, we discussed three methods for the 

implementation of function evaluate. Among these three methods, the Interval 

Refinement method is fast but not accurate because of the dependency problem; the 

Simplex method is accurate but not efficient. The Hybrid method, which is proposed in 

this thesis, combines the use of both Interval Refinement and Simplex methods for 

performance improvement during the passive fault detection. Through experiments we 

show that, compared with using only the Interval Refinement method or only the Simplex 

method, the Hybrid method guarantees the correctness of results with a reasonable time 

cost. 
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Chapter 6 

Summary and Conclusions 

Passive fault detection is a fundamental part of passive testing which determines whether 

a system under test (SUT) is faulty by observing the I/O behaviors of the SUT without 

interfering with its normal operations. 

In FSM and EFSM-based passive fault detection, the specification of an SUT N is 

modeled as an FSM or EFSM M, N is treated as a blackbox, and the tester wishes to 

determine whether N is faulty with respect to M by observing the I/O behaviors of N 

represented as a sequence Q of I/O pairs (FSM-based approach) or a sequence E of 

observed I/O events (EFSM-based approach). Within this context, the passive fault 

detection problem can be defined as follows: given an M and the sequence of I/O 

behaviors of N where the starting state (where the sequence of I/O behaviors starts) of N 

is unknown, determine whether N is faulty. 

In the literature, most approaches for FSM and EFSM-based passive fault detection 

are derived from the approach for FSM-based passive fault detection in [Lee97], such as 

[Tab99] and [Lee02]. The approach in [Lee97] is comprehensive but has two limitations: 

i) inefficiency: in this approach, every state of M needs to be checked. However, the 

number of states compatible with Q is usually comparatively small and checking every 

state of M is usually unnecessary, ii) need for additional processing: [Lee97] only 

determines the set of possible current states when it terminates. Post-processing will still 

be needed to retrieve information about possible starting state and possible trace 

corresponding to Q. 
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In order to overcome the shortcomings of [Lee97], we propose an approach for 

FSM-based passive fault detection in Chapter 3. The main points of this approach are as 

follows: assume that the subset So (So c S) of states of M contains all possible starting 

states of the sequence of 170 behaviors. Randomly pick a state s in So and determine 

whether the sequence of I/O behaviors is a trace of M at s; if s is compatible with the 

sequence of I/O behaviors, then stop and declare that the sequence of I/O behaviors is not 

sufficient to determine whether N is faulty. In this case, the sequence of I/O behaviors 

will be considered to be a trace of N starting from s and the current state of N can be 

determined readily. Otherwise, continue to check other states in So- After checking all 

states in So, if no state is found to be compatible with the sequence of I/O behaviors, then 

N will be declared faulty. 

We prove that the proposed approach for FSM-based passive fault detection has better 

performance in computational complexity than the approach in [Lee97]. That is, the 

proposed approach performs better in situations where there is only one state in So that is 

compatible with Q and performs the same in situations where there is no state in So that is 

compatible with Q. Moreover, the proposed approach provides more information about 

possible starting state and possible trace corresponding to Q during passive fault 

detection and thus eliminates the need for post-processing. 

In Chapter 5, we propose an approach for EFSM-based passive fault detection which 

is derived from the proposed approach for FSM-based passive fault detection in Chapter 

4. This proposed approach provides information about possible starting state and possible 

trace at the end of the passive fault detection without post-processing. In the 

implementation of this approach, we discussed three methods for the implementation of 

73 



function evaluate and the Hybrid method we proposed is shown as the best choice 

through experiments and comparisons. 

In future research, some model checking techniques can be adopted in the proposed 

approach in EFSM-based passive fault detection to help exploring the Trace-Tree. Also, it 

would be interesting to see how our proposed approach can help in solving the problems 

of fault location, fault identification, and fault diagnose. 
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