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ABSTRACT

he exponenual growth of the amount of information exchanged over the Internet,
and the emergence of new access technologies for high-speed Internet services—like
DSL, Internet over cable, and Internet over satellite— have paved the way for new
types of applications that demand performance guarantees beyond the conventional
best-effort service. Telecommunication companies and Internet Service Providers (ISPs) alike are
faced with the challenge of fully optimizing their networks for IP while supporting real-time

applications that demand hard throughput and delay constraints on the network.

In order to be financially successful in this environment, service providers will have to support
a variety of services and applications on a common packet infrastructure, carrying increased varieties
of traffic with different performance characteristics and predictable levels of managed Quality of
Service (QoS). Mult-Protocol Label Switching (MPLS) traffic engineering facilitates this task and

allows the network to provide such QoS.

To this extent, the thesis proposes a framework for applying effective QoS techniques in a
Diffserv MPLS network to ensure predictable levels of QoS at the network layer to delay-sensitive
applicadons. This approach will enable network edge routers to discriminate against classes of
traffic, and dynamically map it into pre-established Label Switched Paths (LSPs) that emulate classes
of service (e.g. gold, silver, etc.). We investigate the several contributors of delays in a packet
switched IP network in order to ensure minimal service end-to-end delay. We present a number of

scenarios to prove our conclusions.

Our work is first simulated on a network simulation tool, Optimized Network Engineering
Tool (OPNET) [16]. The second phase of the experimental work is to realize, and evaluate our
model on an MPLS test-bed of networked PCs running on Linux Operating System (OS) and



connecting a number of Multimedia Streaming server/client applications. The Linux kernel is

patched so it becomes Diffserv MPLS-enabled.
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Chapter 1

INTRODUCTION

1.1 BACKGROUND

ervices offered on today’s networks are rapidly evolving in scope and availability as
new access technologies come into view- enabling multimedia interactive distance
learning, virtual reality, video teleconferencing applications to be within the reach of
almost all users. However, the momentum towards the convergence of these nerwork
services over a robust mult-service network is driving the Internet to cope with new realites.
Historically, the Internet infrastructure and its protocols were designed and optimized solely for data
transfer. Traditional routing protocols incorporating Interior Gateway Protocols (IGPs) such as
Routing Information Protocol (RIP), Open Shortest Path First (OSPF), and Intermediate System to
Intermediate System (IS-IS) [22][23]}- and Exterior Gateway Protocols (EGPs), such as Border
Gateway Protocol (BGP) [24], no longer represent an optimal, and in several cases not even
acceptable, solution for a multi-service network. New solutions that classify critical data with specific
QoS and Class of Service (CoS), and introduce more intelligence into the network—making it more

adaptive to changes in waffic state—are surfacing up.

The unpredictable loss, delay and delay jitter along certain Internet paths can adversely impact
the performance of real-time applications, such as audio and video conferencing. Such applications
may need proper resource provisioning in the network to achieve acceptable end-to-end quality.
There has been a significant research effort in changing the Internet architecture to one that can
provide different service levels for specific QoS requirements. However, it remains an open question
how to regulate the provisioning of resources or services to a particular group of users or hosts

depending on the network conditions.
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1.2 MOTIVATION

It is an inherently challenging task to provide strict deterministic network service guarantees to
QoS sensitive applications using a non-deterministic IP network. The current routing technologies
deployed in conventonal networks utlize the best available path information based on the
destination address; hence, the application data’s attributes are not considered. Moreover, as the
network grows, routers will need to handle even higher volumes of information, besides making

forwarding decisions at each hop, inhibiting scalability and performance.

Different types of traffic have different delay, loss, jitter requirements. The Diffserv
architecture differentiates between types of traffic that share the same link, and offers preferential
treatment of some classes over others. MPLS provides for the possibility to differentiate between
the paths cerrain types of traffic follow from a source to a destination. Combining the two
technologies, we can provide a mechanism to dynamically define the path of certain “mission-
critical” traffic with specific QoS requirements. For example, voice and video have become of the
most important types of traffic carried on today’s networks. For an IP network to be truly
considered “mult-service”, it must accommodate these types of traffic and their unique transmission
requirements. Unlike data traffic, real-dme traffic needs to travel persistently through the network
without being subject to delay or packet re-ordering. A standard IP network, operating on a best-

effort basis, is unable to guarantee such preferred treatment.

The research on providing service guarantees in packet switched IP networks focuses on a
number technologies that were proposed by the Internet Engineering Task Force (IETF) [36] and

can be classified into two fundamental streams:

e Services that allocates dedicated resources for exclusive use by individual micro-flows

® Services that classifies traffic into aggregate “classes” that share dedicated resources

The Resource reSerVation Protocol (RSVP) [37] and Integrated Services (Intserv) [40] provide
the former, and Differentiated Services (Diffserv) [41] and MPLS [39] provides that latter. Each of
these has a separate working group in the IETF.

16



While the Diffserv architecrure is able to provide preferendal treatment for certain packets
over others inside the core of the network, by itself, however, it fails to provide strict deterministic
guarantees on end-to-end performance. To provide tighter bounds of QoS that some mission-
critical or delay-sensitive applicadons require, the Diffserv architecture can be augmented by a

Traffic Engineering (TE) scheme that is resilient to changes in the network conditions.

MPLS is gaining significance as a transport networking technology in the future Next
Generatdon Internet (NGI) thanks to its easy implementation of efficient traffic engineering [17][23].
TE aims at the ability to efficiently map available traffic onto existing network topology in a way that
optimizes the utilization of network resources, and ensures QoS constraints are met. MPLS supports
TE by allowing the node at the network ingress to specify the path that a LSP will rake using explicit
routing (ER) features. An explicit route is specified by the ingress as a sequence of hops that must
be used to reach the egress, as opposed to traditional hop-by-hop routing schemes that are usually
associated with packet-switch capable networks. When coupled with QoS, ER is usually referred to
as Constraint Based Routng (CBR) [11]. ER can be used to optimize the udlizadon of network

resources and enhance traffic-oriented performance characteristics.

MPLS and Diffserv [10][29] are emerging to be the choice for the network core infrastructure
of the new muld-service network, making it possible to address many of the shortcomings
associated with current IP routing schemes. An MPLS enabled network is able to provide low-
latency and guaranteed traffic paths for real-ume traffic, allocating delay-sensitive traffic Forwarding
Equivalence Classes (FECs) corresponding to certain Classes of Service (CoS) that provide the

service appropriate for this type of traffic.
1.3 OBJECTIVES

It is the objective of this work to identify the several contributing factors to delays in networks,
and study the different technologies proposed so far to provide QoS guarantees to delay-sensitive
applicadons in IP packet-switched networks. The advantages and drawbacks of each of the
technologies are studied, and a scheme to integrate MPLS protocol in a Diffserv network to

transport delay-sensitive traffic along several established ER-LSPs is suggested.

17



Further, we implement an adaptive mechanism to reroute mission-critical premium traffic from
lower “best-effort”” LSP onto higher priority “DS-enabled” LSP while tracking delay constraint and
cost objectives. We adopt two approaches to carry out performance measurements along established

LSPs, namely the active, and the passive approach.

A number of pilot simulations are initially run using OPNET tool to verify the validity of the
proposal. Finally, the model is realized on a test-bed of networked PCs running Red Hat Linux
version 7.2, kernel 2.4.17. The routers are configured to enable Diffserv and MPLS functions. The
network is used to carry a number of various profiles of traffic (e.g. voice and video with several

compression formats) from multiple sources to a multiple hosts.

We integrated into our testbed two types of video/audio multimedia streaming servers
(Windows Multimedia Server [92], and VideoLAN [91] multimedia server). Several experiments are
run transmitting a mix of delay-sensitive traffic generated by the video-streaming servers, and
normal cross-traffic generated by traffic generators to study the effect on QoS parameters along

different LSP configurations.

1.4 PREVIOUS WORK

Efforts on providing end-to-end QoS in IP networks have been extensively researched over
the last few years. With the emergence of MPLS and Diffserv, researchers have moved towards
implementing the advantages introduced along with these architectures. For example, there are
several works that addressed the advantages of traffic engineering introduced with MPLS in IP
networks such as those found in [10][11][22], and the possibility of integrating MPLS with Diffserv

and/or Intserv architectures such as in [9].

In MATE [12] the author introduced an adaptive traffic engineering mechanism in an MPLS
network that dynamically partitions incoming traffic among parallel LSPs to efficiently utilize the
available network resources, and minimize congestion. However, this mechanism paid no attention
to packet priority or class (Diffserv architecture) in the partitioning process, and concentrated on

reaching a balanced load among the LSPs to achieve better packet delay, and loss performance.

18



Another project, the Traffic Engineering for Quality of Service in the Internet at Large Scale
(TEQUILA) [49], was founded to study, implement and validate a set of service definition and

traffic engineering tools to obtain quantitative end-to-end Quality of Service guarantees.

The use of active measurements for network performance monitoring have been often
adopted by network service providers (NSPs) to monitor compliance with Service Level Agreements
(SLAs) made with customers, and to trigger remedial actions when desirable. Several projects widely
exist collect nerwork statistics and monitor network health using active probes, such as: Active
Measurement Program (AMP) [45], RIPE NCC's Test Traffic Measurements Service [59], Surveyor

[55], the IETF draft on network performance measurements [43], etc.

MPLS for Linux is group of open-source projects to implement the MPLS stack, and portable
versions of the signaling protocols (e.g. RSVP-TE, LDP, etc.) associated with MPLS, onto the Linux
kernel. Several attempts currently exist to port MPLS to Linux (e.g. work supported by Ghent
University, Information Technology Department (INTEC) [57] [58], and work supported by Fujitsu
Laboratories Ltd. [95]).

1.5 THESIS ORGANIZATION

This thesis begins with an overview of the several technologies proposed by the Internet
community as potential solutions to provide network end-to-end service guarantees. The various

factors that constitute network end-to-end QoS are investigated.

Zeroing in on our goal, in Chapter 3, we present several illustrative examples and propose a
solution to be implemented on a test-bed of Linux routers, and suitable for carrying delay-sensiuve
raffic in the presence of several other traffic background sources. We highlight the advantages of
appending the Diffserv technology to MPLS networks to make efficient and cost effective traffic
engineering decisions. We further present a number of QoS monitoring techniques (active probing,
and passive policing) to track the performance along established LSPs of the MPLS network and

help decide in re-routing delay-sensitive alternate LSPs when needed.

In Chapter 4, we present an overview of the networking functionalities present in Linux-based

systems. We describe the steps followed in upgrading the Linux kernel to make it Diffserv and

19



MPLS-capable. We also present the topology of the MPLS nerwork, the performance tools

deployed, and the several models of sources of traffic used in carrying out the experiments.

In Chapter 5, we present a description of the several experiments that were conducted over the
prototype network with a detailed analysis of the results. Finally, Chapter 6 concludes the thesis and

sheds light on some future areas of research.
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Chapter 2

END-TO-END QUALITY OF
SERVICE IN IP NETWORKS

2.1 INTRODUCTION TO QUALITY OF SERVICE

he evolution of the IP-based Internet from a government-funded experiment to a
worldwide commercial nerwork, and the introduction of several novel Internet
applications such as multimedia, IP-telephony, interactive distance learning, and
distributed virtual environment applications has driven researchers towards finding
solutions to guarantee end-to-end QoS. These applications are increasingly being used over the all-
reaching best-effort Internet. At the present, there is peak demand for the development of QoS

solutions that encompass the characteristics of the Internet as well as enterprise networks.

The sound notion of QoS essendally encapsulates several levels of architecture and range from
QoS at the user, applicaton, system, and finally the network level. In order to experience real and
evident quality in the end-to-end service offered, these levels have to all cooperate to produce the
overall outcome. In this thesis, however, the emphasis is on QoS at the network level to achieve
better nerwork end-to-end service. In what follows the term QoS will be extensively used to point to

network level QoS.

One of the key technical issues with QoS is that it must be end-to-end supported to be
effectve. This is particularly true for two-way services such as IP telephony and video conferencing,
which must have a bounded delay and delay variaton to be of a usable quality. Hence, the

availability of QoS mechanisms in all portions of the network is essential to ensure this type of
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traffic gets the appropriate handling from source to destination. This is analogous to the claim that a

chain is only as strong as its weakest link [8].

Although there is no formal definition for the term QoS, it is usually associated with a
collection of service-performances that allow customer users to request certain predicable service
levels. These include connection setup time, service availability (uptime), error performance,
response time and throughput, percentage of packet loss due to network congestion, and the
frequency of fault detection and correction, end-to-end delay, and packet delay jitter. These
performance metrics tend to be extensively negotiated and agreed between a customer, and a carrier
service provider in a service contract, often referred to as Service Level Agreement (SLA) [49],

which effectively specifies the treatment a customer’s traffic should receive.

The traditonal best-effort Internet was not designed to support a specified, desired, or
consistent levels of QoS to network traffic. In order to support the service constraints for these new
applications, frameworks and protocols have been proposed to provide different levels of nerwork
service assurance at different costs. Mixing together economic needs, and the appearance of the new
applications dictates that the best-effort model of the Internet has to be changed or, at least,

improved.

The IETF has proposed, through its working groups, a number of different models and
supporting technologies that attempted to offer protection for the real-time traffic from network
congestion. These included Differential Services (Diffserv), RSVP, Resource Allocation Protocol

(RAP), Multiple Protocol Label Switching (MPLS), and Quality of Service Routing (QoSR) [14].
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Figure 2.1 Example of a Physical Link's Bandwidth shared among aggregates of traffic

The purpose of QoS in networks has been to classify traffic into a subset of the overall set of
traffic, then, assign the proper resources and apply certain policies and rules so as to provide
predictive guaranteed services (as stated in the SLA documented parameters). For example,
resources on an outgoing link can be divided among departments of a certain corporation, and
further subdivided in each departments based on the application traffic type as shown in Figure 2.1.
An example a QoS stack at the network layer is shown in Figure 2.2, whereby it is possible to have

certain QoS constraints guaranteed by implementing one or more of these functions.

Resource Management

Resource Reservation

Traffic Engineering

Link Sharing

Congestion Control

Figure 2.2 QoS view at the network layer

2.2 QOS BUILDING BLOCKS

Although QoS has many parameters associated with its definition, in our research we focus on

4 main factors that are mainly affected by stadstical muldplexing of classes of traffic. These are:
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1. Throughput
2. End-to-End delay
3. Delay jitter

4. Loss

Quality of service bounds can be characterized as deterministic, statistical or fractional. The
general form of a deterministic bound is » < b, where the quantity » is a performance measure of a
QoS parameter (e.g. latency, loss, etc.), and the bound 4 is a threshold of acceptable performance.
Statistical bounds are of the form Pr (v < 4) 2 B, i.e. » is bounded by 4 with at least a probability B.
This constitutes a “softer” bound with loose constraints on the underlying network, suitable for
some applications that offer error correction mechanisms. Fractional bounds are more practical and
easier to verify than statistical bound, for example, a bound of C (v < 4) 2 B, (B <A) states that the

number of instances over an any A packets where » is bounded by 4 is at least B, a fraction of A..

2.2.1 Throughput

Throughput [101] is a generic term that usually refers to the end-to-end measurement of the net
bandwidth between source and destination hosts. This could be easily identified in a TDM system,
for example, where the throughput is effectively the bandwidth of the communication channel (e.g.
a DS-3 circuit is 45 Mbps). In a mult-hop path, the throughput can be severely throttled by a single
congested link. The bottleneck bandwidth is the bandwidth of the slowest link on a path, which could
well be outside the control of one service provider. Moreover, due to congestion, some of the
packets within a traffic-flow, traversing a number of hops along a path, may get dropped, resulting
in some application re-transmitting the lost information. This leads to the definition of Goodput as
the measure of the network’s ability to transfer significant quantities of data with a single

congestion-aware transport connection [101].

In stadstically multplexed networks (e.g. TCP/IP), there exists several ways to define and

measure throughput on a certain path. These include:

e The packet or byte rate across the circuit

® The packet or byte rate of a specific application flow (i.e. per micro-flow)
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e The packet or byte rate of host-to-host aggregated flows (i.e. per class of traffic)

e The packet or byte rate of network-to-network aggregated flows (i.e per VPN link)

Based on its capabilities, a router might be able to support the throughpur of a class of traffic
by the amount of bandwidth it reserves for that type. In the best-effort paradigm, routers do not
specifically control the amount of bandwidth assigned for each kind of traffic. Packets are placed in
a First-In-First-Out (FIFO) queue. Consequently, all packets, including high priority ones, are served
in turn on a FIFO basis, and end up sharing the available link bandwidth. When faced with
congestion, or buffer over flow, prioritized and ordinary packets get equal chance of being dropped.
In case of TCP flows, applications will adapt to the loss rate reducing their transmission rate. UDP
flows, however, maintain the user-specified rate, and consequenty suffer from overly high loss rate

when faced with congestion.

On the other hand, in routers that are capable of discriminating against types of traffic, it is
possible to dedicate portions of the overall bandwidth of an ourtput port to a certain class, give strict
priority for a specific class over other classes, or give strict priority with a bandwidth limit (to

prevent the starvation of the other classes).

2.2.2 Delay

Delay (or /ateng) is defined as the amount of time it takes a packet to cross from one point in a
network to another point in the network. There exists several contributors to the overall One-way
Transit Time (OTT) end-to-end delay a packet experiences as it traverses a network:

e Forwarding delay

¢ Queuing delay

® Propagation delay

e Serialization delay
2.2.2.1 Forwarding Delay

This is defined as the amount of tme it takes a router to receive a packet, check its routing
policies, makes a selection on: the next-hop, the output interface, layer-2 encapsulation type, and

then begin transmitting the packet through an “un-congested” output port [28]. Usually, this
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accounts for the least share of delay it takes a router to perform its basic functon and is typically
measured in tens or hundreds of us. Forwarding delay is a functon of the nerworking technology
used. In routers that perform forwarding based on layer 3 of the OSI, this includes inspecting the IP
header of incoming packets for the destination address, and looking up an entry in the routing table

corresponding for the longest martch.

Routing updates Routing updates
<4—1—»{ Routing Protacol >
4
Router Routing Table

/'y

]
I
1
]
1
Switch 1 #

Forwarding Table

= = = = = [nput port P Packet Processing = =p»{ Output port
| |

Figure 2.3 Control and forwarding routing functionality.

Switching however, includes functions performed only at layer 2 of the OSI. It involves
inspecting the Datalink layer address, and swapping it with the destination next hop as in the case of
ATM, Ethernet, or MPLS. Switching process is faster than layer 3 forwarding since it lacks layer 3
functionality, but suffer from scalability problems. Switching addresses are usually smaller than layer
3 addresses — for example, MPLS label is 20 bits as compared to at least 20 bytes of IP header in
IPv4, and 40 bytes in IPvG6; hence, involving fewer forwarding delays. It is also possible to minimize

forwarding delay by implementing the switch fabric on fast hardware-based routers.

2.2.2.2 Queuing Delay

Queuing delay is the amount of time a packet waits in a queue after it arrives in a router, while
the system performs statistical multiplexing and other packets are serviced. Thus, queuing delay
ranges from zero — in the case of an un-congested link or empty queue— and the time it takes to

transmit all other packets ahead of it. When a network is near maximum udlizadon, queuing
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management functions and prioritization (e.g. Weighted Fair Queuing (WFQ), Worst-case Fair
Weighted Fair Queuing (WF’Q), Random Early Detect (RED), Class-Based Queuing (CBQ), Token
Bucket First (TBF), Stochastic Fair Queuing (SFQ), etc) [48] are essential to ensure quality of service
support. Hence, during periods of congestion, the queue memory management and queue
scheduling disciplines are key to control the amount of queuing delay experienced by different
classes of traffic placed in different queues. Queue management mechanisms operate within a single
queue of a network node. When more than a queue exist several instances of the queue management
can operate independently on each queue. For instance it is possible to have one queue with TBF

management while another uses RED.

2.2.2.3 Propagation Delay

Propagation delay is the time it actually takes a frame to propagate through the communication
link. It depends on the physical medium of the link (e.g. multimode fiber, twisted-pair copper wire,
etc.), and the distance of the path involved. The propagation delay is based on the speed of signal
propagation through the traversed medium. In certain cases, it can be significant part of the overall
delay (for example, in satellite links). It is worth noting, however, that the propagation delay is
independent of the channel transmission speed (i.e. a frame transmitted at 100 Mbps will experience

the same propagation delay as one transmitted at 10Mbps) [69].

2.2.2.4 Serialization Delay

Sertalization delay [100] is the time it takes to transmit an entire frame onto 2 communication
link, after the router makes the decision to forward the packet, from first to last bit. Serialization
delay is a function of the size of the packet and the link speed of the port. For example, a 100Mbps
link experiences only one tenth of the delay of a 10Mbps link for the same transmitted packet. In
actual IP networks, the only practical mechanism to reduce serialization delay is to reduce the

Maximum Transfer Unit (MTU) in the network, or install higher-speed router interfaces.

Table 2-1 Serialization Delay—Packet Size vs. Port Speed [100].

Size\nterface 531 53 ©3 ®-n K-8 ©-m
Ay 0.2073 ms 0.0072 ms 0.0021 ms 0.0005 ms 0.0001 ms <0.0001 ms
258 hyts 1.3264 ms 0.0458 ms 0.0132ms 0.0033 ms 0.0008 ms 0.0002 ms
28 hyts 1.6580 ms 0.0572 ms 0.0165ms 0.0041 ms 0.0010ms 0.0003 ms
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12 hyts 2.6528 ms 0.0916 ms 0.0264 ms 0.0066 ms 0.0016 ms 0.0004 ms

1500 byts 7.7720 ms 0.2682 ms 0.0774 ms 0.0193 ms 0.0048 ms 0.0012 ms
4Nyt 23.1606 ms 0.7994 ms 0.2307 ms 0.0575 ms 0.0144 ms 0.0036 ms
S8 byts 47.5648 ms 1.6416 ms 0.4738 ms 0.1181 ms 0.0295 ms 0.0074 ms

Another form of delay we mention here relates to the Link layer medium that the packet
traverses, and is usually referred to as Media Access Delay. It is the time required for a head-of-the-
line packetin the MAC transmit buffer to gain access to the medium. This is significant in
contention-based networks, and isonly caused by the medium competition and the fairness

mechanism, not by the node's own traffic.

2.2.2.5 Overall One-way Transit Time

The One Way Transit Time (OTT) [51] of a packet can be generally modeled as the sum of

several elements described by the following equation.

OTT =3+ p)+ 2@ + f)
j=t O; i=l

Here, s is the size of the packet, 4, is the bandwidth of link /, p; is the cumulative sum of the
propagation and serialization delay onto link 4, and ¢;, and f; are the queuing delay and the

[

processing (forwarding) delay at node 7 [51].

O(Forwarding) D(Queuing} D(Serialization) D(Propagation)

O(Node) | o(Link)

S— S

Router Router

Figure 2.4 OTT overall end-to-end delay of a packet
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Figure 2.4 illustrates the end-to-end delay experienced by a packet as the sum of the individual
forwarding, queuing, serialization, and propagation delays occurring at each node and link in the
network. It is worth mentioning that most of the research carried to provide bound guarantees on
the end-to-end experienced delay primarily focuses on controlling the queuing, and forwarding
delays, and sometimes directs towards evolving existing hardware and physical media to achieve

faster output port interfaces, and lower propagation delays.

2.2.3 Packet Loss

Packets losses in TP nerworks occur for three main reasons:

1. A break in the physical link prevents the packet from reaching its destination.

N

A packet is diagnosed with a bad checksum error, and is discarded.

b

A packet is dropped from the router queue due to network congestion, and buffer overflow.

Thanks to the advanced modern technology, most of the packet losses due to physical link
breakdown, and checksum corruption — with the exception of wireless technologies-- are
recoverable. Hence, the primary cause of packet loss in IP networks is due to buffer overflow
resulting from traffic burstiness, or network congestion. IP networks carry variable traffic loads, and
at times the traffic gets very bursty exceeding the capacity that can be handled by some nodes in the
network. This leads the nodes to drop excess packets. Recovery from this kind of loss in TCP/IP

networks is left to the transport protocol incase of TCP, and to higher layers in case of UDP.

It’s worth noting that packet loss sometimes plays an essential and positive role in TCP/IP
networks. TCP protocol understands that ”a packet drop” means congestion is present at some
point in the network, and consequently reacts to the congestion by temporarily reducing the
transmission rate of the flow. Eventually, all TCP flows will eventually settle on the maximum
bandwidth they can get across the nerwork without experiencing sustained congestion. This results

in fairness to multple TCP flows sharing the same path.

In IP Diffserv architecture, it is possible to group packets from several sources with certain
priorities, and classify them with higher/lower drop precedence over other groups. This way priority

classes suffer less losses than other best effort classes.
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2.2.4 Jitter

Jitter [6] is the variation of delay experienced by consecutive packets that are of the same flow
over time. There exist several definitions Jitfer. Some authors understand jitter as the difference
between the longest and the shortest delay in some period of tdme. Others define jitter as the

maximum delay difference between two consecutive packets in some period of time {6].

Instantaneous Packet Delay Variation (IPDV), formally defined by the IPPM working group
Draft [64], is based on one-way delay measurements and it is defined for (consecutive) pairs of
packets. The measurement of a single IPDV requires at least two packets, and is defined as the
difference of delays experienced by the consecutve packets. According to common usage, IPDV-
jitter is computed as:

IPDV =D, -D

=1

IPDV-jitter = | [PDV |

Another definition of Jitter is standardized in the specification of Real Time Control Protocol

RTCP [27] as a smoothed function of the delay differences between consecutive packets over time.

The main source of jitter in IP networks corresponds to the variation in the queuing delay
experienced by consecutive packets in a specific flow. Another cause of jitter is that packets of the
same flow may follow different physical paths, and consequently experience different delays to their

destinations. This further results in having packets arriving out of order.

The effect of jitter on voice and video applications can result in jerky and uneven quality to
sound or image. Jitter can be controlled by properly provisioning the incoming traffic to the network
(e.g- queuing, scheduling, conditioning), or by a short playback buffer at the destination host that
buffers the packets before playing them back as smooth stream.

However, there are other types of applications (such as those that run over TCP) for which
jitter is not a problem. Also, for non-interactive applications, such as pre-encoded streamed voice or

video, jitter does not present serious problems, because it can be overcome by using large playback
buffers.
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2.3 INTEGRATED SERVICES OVER IP

The Internet Integrated Services, developed within the IETF by working groups such as
INTSERYV [40] and RSVP [37], specifies extensions to the IP architecture which allow applications
to request and receive a specific level of service from the network, as alternatives to the current IP
best-effort service. The work of these groups has resulted in technology-independent protocols and

specifications.

The proposed model included the Control Load (CL) service, Guaranteed (G) service, and
Best Effort (BE) service to define QoS along the network [37]. The Guaranteed service is defined
for applications with rigid end-to-end constraints, and ensures that packets arrive within the
guaranteed delivery time and will not get discarded due to buffer overflows. The Controlled-Load
service, on the other hand, is defined for applications with looser performance criterion, and offers a
commitment to a service similar to that provided to best-effort traffic under lightly loaded
conditions. The Intserv is then an extension of the original Internet architecture to support new
types of real-time applications, and to improve the network manager’s ability to control the network

resources.

2.3.1 Resource ReSerVation Protocol (RSVP)

RSVP [37] is a signaling protocol that is used by hosts to request QoS from the network. It is
used to deliver QoS requests to all nodes along the paths of flows and to create and maintain states
relative to the different requests. RSVP is a receiver-based protocol, where a receiver initiates the
request for services in response to a request from a sender. Hence, a sender starts an RSVP session
by sending a Path’ message, whose function is to find a feasible path through the network for a
particular flow and to bind this route for use by RSVP. In terms of QoS, the receiving host responds
by sending reservaton-request (‘Resv’) messages specifying the class of service it can support. These
reservation messages are communicated all through the network elements in the reverse path until
the sending host receives them. RSVP attempts to make a resource reservation at each network node

the application flow will traverse on its path.
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Figure 2.5 RSVP reservation through path and reserve message communication

The RSVP framework mandates that « service sender (e.g., a video server) send out special path
finding messages (‘Path’, sender-receiver) periodically toward the service receiver (if unicast) or all
potential receivers (if multicast). These Pash’ messages and the data packer flow are delivered to the
receiver(s) along the same routing path(s). Pass’ messages not only implicitly discover the routing
path(s) but also collect the QoS information along the path(s). An RSVP session is defined by the

triple: (destination address, protocolld, destination port) [37].

The protocol defines objects such as Tspec(Path), which represents the traffic characteristcs,
and Adspec(Path), which represents the minimum resource level available for the routing path.
Sender characterizes outgoing traffic in terms of upper and lower bounds of bandwidth, delay and
jitter. The Path message contains this fraffic specifica6tion (TSpec) information to the unicast or

multicast address.

To make a resource reservation, receiver sends a ‘Ress’ (reservation request) message
“upstream” toward the sender along the reversed path. In addition to the Tspec, the reserve ‘Resv’
message includes a request specification (Rspec) that indicates the type of Intserv required (Controlled
Load or Guaranteed) and a filter specification (filter spec) that characterizes the packets for which the
specification is being made (e.g. transport protocol and port number). Hence, the tuple (Rspec, and

filter spec) define the flow descriptor entty which routers use to identify each reservation or flow

[40].

Upon receiving ‘Resy’ messages, an intermediate RSVP-enabled router on the path makes a

decision whether to grant the reservation request according to its own policies. The reservation for a
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new session will not be successful unless all of RSVP-enabled routers along the path grant the

reservation requests.

RSVP takes a “soft state” approach to managing the reservation state in routers and hosts.
RSVP’s soft state is created and periodically refreshed by sending ‘Resy’ messages along the reversed
routing path toward the sender. Upon receiving a ‘Resy’ message, each intermediate node refreshes
the reservation state if it already exists, or creates it if it is a new reservation. Once a reservation is
created, or after the refreshing of the reservaton state the node forwards the request upstream. If an
attempt to create a new reservaton fails an error message is returned back to the receiver. The
flowspec (flow specification) is used to set parameters in the node’s packet scheduler or other link

layer mechanism, while the filter spec is used to set parameters in the packet classifier.

The RSVP connection is deleted if no matching refresh Pash’ or ‘Resy’ message arrives before
the “dme-out” interval elapses. The connection may also be torn immediately by an explicit “tear

down” message.

2.3.2 Issues With RSVP

Although the Intserv approach was able provide customer applications with the necessary end-
to-end performance guarantees, yet several drawbacks to the overall deployment of this approach
have emerged. First there were migration concerns. To provide QoS, the RSVP protocol required a
high degree of cooperation between all the components along the path of the reserved stream, with
the connection failing with any unsuccessful attempt to make a reservaton at any of them. To be
able to communicate traffic specifications to routers and initiate the reservation process, hosts had
to be RSVP-enabled with specific APIs that network applications can invoke. This introduced more

overheads at the host side especially on the newly introduced generation of small computers such as
handheld PCs.

Second, issues related to security as to who can have access to resources in the network and as
to how much resources a customer can exactly occupy have risen (e.g. user authentcation, denial of

service, etc).

Third, since it is impossible to deploy RSVP (or any new protocol) all at once throughout the
entire Internet, RSVP had to cope with arbitrary clouds that were non-RSVP-enabled. To provide
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connectivity, these routers had to forward Pash’ and ‘Resv’ messages onto remote RSVP-enabled
sites. However, even though RSVP operates correctly through a non-RSVP cloud, the intermediate
cloud that does not support RSVP is unable to perform resource reservation, and this will greatly

alter its ability to provide QoS guarantees to the user [40].

Fourth, the Intserv architecture exhibits scalability problems in large networks, overloading
control traffic by its soft state informatdon. Moreover, RSVP’s reliance on end-to-end per-flow state
and per-flow processing on every node on the way makes it hard to deploy in large networks where
flows number in tens of thousands. This pushed the research community to move on to a more

coarse-grained approach.

Another downside in this scheme arises from the over-reservation of resources at components
along the path to accommodate for worst-case situations. This can lead to low utilization if streams
do not send the level of traffic they have reserved resources for. A sufficient level of best-effort

traffic can remedy this problem by making effective use of available over-reserved resources.

With this in mind, the IETF has put effort to enhance the architecture of the RSVP protocol,
and to reduce the effect of these drawbacks in implementing RSVP on a large-scale. Several

proposals have been made to reduce RSVP's "chattiness," use it for tunneling, and augment it to

support aggregated traffic flows.

Extensions to RSVP— RSVP Traffic Engineering (RSVP-TE) [18] — were introduced to enable
support MPLS environment to carry explicit routing and label binding information, rather than QoS
information. Here, when using RSVP to set up explicitly routed LSPs or tunnels, network operators
get the option of allocating resources along that path using standard RSVP reservations and Intserv

service classes.

In addition to tunneling support, RSVP has been enhanced so that a single reservadon can
aggregate other RSVP reservations. An aggregate reservation would be able to carry packets from a
large number of flows that belong to the same traffic class or otherwise require similar treatnent.
Presently, there is 2 movement towards using Diffserv) markings to identify aggregated traffic; that

is, traffic flows with the same Diffserv marking could be handled by an aggregated reservation.
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2.4 DIFFERENTIATED SERVICES OVER IP

The shortcomings of the Intserv architecture led the IETF to define a more coarse-grained
approach for managing traffic. The Differentated Services (Diffserv) [30] architecture was defined
as a potential replacement for the inscalable Intserv approach. Service differentiation is desired to
accommodate heterogeneous application requirements and user expectations, and to permit
differentiated pricing of Internet service. A Diffserv domain is set of nearby DS-enabled routers that
operate with a common service provisioning policy and set of Per Hop Behaviors (PHB) groups

implemented on each router.

2.4.1 At the Boundary of a DS domain

The Diffserv architecture places the complicated functionality on the edge of the network
domain, while keeping the network core simple. Edge devices maintain all user traffic profiles and

monitor incoming packets to ensure that it conforms to the respective profile.

2.4.1.1 Diffserv Classes

The Diffserv model introduces a mechanism to aggregate micro-flows into a number of
predefined classes at the network edge. The architecture defines three classes of service: EF

(Expedited Forwarding) [26], AF (Assured Forwarding) [63], and BE (Best Effort).

The EF service class was defined by the IETF in the context of Diffserv architecture to carry
traffic with low delay and virtually no loss without per-flow queuing. As discussed earlier in chapter
2, loss, latency and jitter are mostly due to queuing experienced while traversing nodes in the
network. Queues arise when traffic arrival rate exceeds departure rate at some node. Therefore
providing low loss, latency and jitter for some traffic aggregate is only possible if the aggregate of
traffic requiring EF treatment receives a service rate that is at least the total bandwidth requirements

of all flows in the aggregate at this hop.

The AF class has four subclasses, AF1-AF4, each with its own forwarding priority and three
levels of drop precedence. It provides a minimum bandwidth guarantee as well as efficient utilizaton
of excess bandwidth. In the AF service edge devices allow more packets than specified in the profile

to be injected as long as they are labeled with a mark specifying high drop preference. Core devices
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are guarantee forwarding of in-profile packets; however, out-of profile packet forwarding depends

on the availability of resources.

The Diffserv architecture defines a Diffserv fielding the IP header. This supersedes the Type
of Service (ToS) octet in IP-V4, and the Traffic Class octet in IP-V6, and is used to make per-hop
behavior (PHB) decisions about packet classification and traffic conditioning functions, such as
metering, marking, shaping, and policing. The six most signification bits of DiffServ field are
referred to as the Differentiated Services Code Point (DSCP), and the last two bits — originally left
unused (Currently Unused (CU))— are now used as Early Congestion Notification (ECN) bits [25].

2.4.1.2 Diffserv Marking, Shaping, and Policing

Marking is a mechanism assumed by edge DS-nodes in a DS-domain to aggregate incoming
flows, and group them into a set of pre-defined PHBs (e.g. EF, AF, and BE) based on the IP-
defined DSCP present in the packet’s IP header (see Figure 2.6). Core routers identify packets based
on DSCP field in the IP header, and use it to select a PHB behavior for that packet. The default
DSCP is (000000) and class-selector DSCPs are backward compatible with IP precedence.

Shaping is usually referred to as the technique of adapting outgoing traffic at a DS-edge router
to certain traffic profiles and parameters negodated in the SLA. Effectively, a shaper stores incoming
traffic and releases it to the network after conforming it to certain parameters defined by Traffic
Condidoning Specification (TCS) berween an upstream DS domain/network, and its downstream

neighboring DS domain.

Policing is typically implemented on traffic incoming at the DS edge network and it usually
concerned only with applying policing functions on packets that exceed the agreed rates. From the

technical point, shaping and policing functions are identical.
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Figure 2.6 (Left) The DSCP field of the IPv4 header. (Right) The TOS field of [Pv4 header.

Usually, Service Level Specifications (SLS) [52] specify the domain responsible for marking or
“coloring” packets into predefined DS Behavior Aggregates (BAs). Packets that are colored by the
end host or upstream domain pose less potential load on the downstream domain, requiring simply
remarking and/or policing, to ensure the BA complies with the TCS. In cases where DS ingress
routers connect to an upstream non-DS enabled domain, the ingress routers should be able to

perform all necessary traffic conditioning and marking,
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Figure 2.7 Building components of the Diffserv architecture and their functions

2.4.2 In Interior DS Nodes

The DSCP, found in the IP header, is polled at each Diffserv-enabled router on the way to
invoke different PHBs. A PHB is a qualitative description of the forwarding behavior applied to a
specific BA. PHB groups are designed having domain local importance or an end-to-end

importance. As such, the PHB defines the way a node will allocate resources among BAs in a hop-
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by-hop manner. Classifiers at core intermediate nodes classify traffic based on the DSCP forming

purely BAs, or based on muldple fields in the IP header.

Figure 2.8 Sharing of the NIC's bandwidth between different classes

As an example, multple flows from sources can arrive at an intermediate DS node. The
classifier would classify the sources into classes (based on the DSCP), and then they are placed in the
associated queues. These queues should be carefully defined to share the overall outpur port
interface buffer. Packets that fall into a queue that is already full are either dropped or remarked to a

lower priority class.
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Figure 2.9 Components of a DS-enabled node

The DS architecture achieves scalability by implementing complex classificaton and
conditioning functions — e.g. packet classification functions, and traffic conditioning functions only
at network boundary nodes, and by applying per-hop behaviors to aggregates of traffic that were
appropriately marked using the DS field in the IPv4 or IPv6 headers [30]. Core Diffserv-routers
need only be concerned and forwarding weatments with PHB classificaton, possibly impose
different traffic scheduling schemes (e.g. CBFQ, WFQ, WF’Q, RED).
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Hence, the amount information stored at each core DS-enabled router comes down to the
number of defined classes as opposed to the number of micro-flows, as in the case of Intserv model.
It is worth noting that this architecture works in asymmetric mode, allowing service differendation

only in one direction.

2.5 MULTI-PROTOCOL LABEL SWITCHING

Multiprotocol Label Switching (MPLS) [19][54] has emerged as a means to purposefully route
or engineer traffic across a network. It is a layer 3 switching technology that aims at improving
packet forwarding mechanism in the core of the Internet backbone by defining shorr fixed length
labels and associating them with packets. This is in contrast with the network-layer address with
variable length match. While not a QoS technology per se, MPLS includes QoS support as an

outgrowth of its traffic engineering capabilities.

In our proposed solution, we leverage the growing migration of nerworks to Multiprotocol
Label Switching (MPLS) to provide flexible routing and the ability to perform nerwork traffic
engineering [11][17]. MPLS has emerged as the preferred technology for providing QoS, traffic
engineering and Virtal Private Network (VPN) capabilities on the Internet. MPLS provides a
circuit-switching service in a hop-by-hop routed nerwork. It achieves this by grouping related
packets by assigning them a common, fixed-size label. Multprotocol Label Switching is novel
networking protocol that was developed to emulate connection-oriented networks — e.g. Frame
Relay, ATM, etc.-- into IP networks to achieve levels of QoS for different classes of traffic. The
name Multiprotocol comes from the fact that MPLS is capable of running over ANY network-layer

protocol — e.g. IP, IPX, AppleTalk, etc.

2.5.1 Overview

Tradidonally, a packet of a connectionless network layer protocol is examined at each
subsequent router — from a source to a destination—to make an independent forwarding decision.
That is, the router extracts each packet’s addressing informaton (for example, the destination IP
address in order to perform a longest match check), and runs a particular network layer routing
algorithm to independently infer the next hop decision. This is usually referred to as the destination

based forwarding model. Although this routing scheme proved to be adequate in the past, the need
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to overcome its rigidity, and have more flexible control over how traffic is routed is growing to be a
major concern. Moreover, it becomes more and more crucial to have a routing system that can

support graceful evolution to accommodate new and emerging requirements.

Figure 2.10 IP packet trip across the MPLS cloud.

MPLS integrates layer-2 switching speed, and layer-3 routing and addressing of the IP layer to
create a scalable, IP-aware network that responds differently based on the type of traffic it carries.
MPLS introduces a path oriented connection abstraction into the IP architecture. MPLS contains
forwarding information for IP packets that is separate from the content of the IP header such that a
single forwarding paradigm (label swapping) operates in conjunction with multiple routing
paradigms. The basic operation of MPLS is to establish LSPs through the network into which

certain types of traffic are directed.

An LSP is defined as a connection-oriented path from the ingress node to the egress node of
an MPLS domain. A traffic trunk, on the other hand, is an aggregation of flows of the same class of
service that effectively take the same LSP. It follows that all packets of the same trunk have the same
labels, and the same Diffserv class-- i.e. EXP for EXP-Inferred LSP (E-LSP), and label for Label
Inferred LSP (L-LSP) Per hop Scheduling Code (PSC) [29].

In an MPLS network we can define explicit paths that can be used to optimize the utilization
of network resources and enhance traffic-oriented performance. For example, multiple paths can be
defined and utlized simultaneously to improve performance from a given source to a destination. It

is also possible to let IP routing layer-3 discover the network topology in which case layer 3 routing
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IGP protocols (e.g. OSPF, IS-IS, etc) routing table database are used to define LSPs. Packets are
assigned to Forwarding Equivalent Classes as they enter the MPLS domains, and are forwarded
based on swapping labels as they traverse the network without any subsequent IP header analysis. A
key feature in MPLS is to separate network control and data forwarding. This makes MPLS
extensible to many environments and able to co-exist over a variety of link layer topologies — e.g.

Ethernet, Frame Relay, ATM and PPP, and even over SDH and Optical.

MPLS is even gaining more significance as a transport nerworking technology in the future
Next Generaton Internet (NGI) thanks to its easy implementation of efficient traffic engineering
[17][23] for the rapidly increasing Internet traffic. The simplicity of “label switching” forwarding
paradigm enables improved forwarding performance and reduces the forwarding delay, while

maintaining competitive price/performance.

By associating a wide range of forwarding granularities with a label, the same forwarding
paradigm can be used to support a wide variety of routing functions, such as destination-based
routing, multicast, hierarchy of routing knowledge, and flexible routing control. Finally, a
combination of simple forwarding, a wide range of forwarding granularities, and the ability to evolve
routing functionality while preserving the same forwarding paradigm enables a routing system that

can gracefully evolve to accommodate new and emerging requirements.

2.5.2 The Development of MPLS

MPLS is a mere development by the Internet community. It has its origins attributed to a
number of proprietary protocols including:
e Cisco’s Tag Switching [4]
e IBM’s Aggregate Route-based IP Switching (ARIS) [31]
e [P Switching (Ipsilon, now part of Nokia) [15]

o [P Navigator (Lucent/Ascend) [55]
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These protocols, though differed in details, had the goal of producing simplified, and scalable
IP networks each contributing in its own way to the evolution of MPLS. MPLS was set to address a

number of shortcomings that were present in the current IP-paradigm. These included:

® A core transport network independent of the of type carried traffic

e Simplified high speed forwarding/switching of packets inside the core
® Provision of scalable networks

e Control over quality of service

e Traffic Engineering and the control of traffic routing

2.5.3 MPLS Architecture and Terminology

MPLS architecture defines two types of routers or switches: core routers, and edge routers.
Core routers, also referred to as Label Switched Routers (LSR)s, are high-speed routers that reside in
the core of an MPLS network, and participate in the establishment of LSPs using the appropriate
label signaling protocol. The LSP is a configured connection between two LSRs in which label-

switching techniques are used for packet forwarding.

Edge routers, also referred to as Label Edge Routers (LER) are routers that operate at the edge
of the MPLS network. LERs serve as the gateway to connect between dissimilar networks (e.g.
frame relay, ATM and Ethernet) and the MPLS core. They handle traffic from outbound networks
and forward it on to the MPLS network after establishing LSPs, LERs plays a significant role in the

assignment and removal of labels as traffic enters or exits an MPLS network.

2.5.3.1 MPLS Data Structures

MPLS routers maintain a number of data structures to assist in the interpretatdon and
processing of labels. Packets that enter a LSR or a LER are checked against the Incoming Label Map
(ILM) that consists of all incoming labels that an LER or an LSR can recognize.

The second data structure that MPLS defines is Next Hop Label Forwarding Entry (NHLFE).
This table consists of all labels that can be pushed onto packets. This data structure contains label,

outgoing interface, and next hop information [19][54].

42



The third data structure that MPLS routers maintain helps LERs decide which label to add to
incoming IP packets. In MPLS, a Forwarding Equivalence Class (FEC) is defined as a way to group
incoming packets into subsets of the total available traffic. In effect, it resembles a group of packets
that are treated in the same by the router. Contrary to convendonal IP networks, a packet in MPLS

network is assigned to an FEC only at the entry time at the LER, whereas that is done at every hop
in IP model [19].

Different forwarding treatments can then be applied to different FECs. FECs can have a
generic meaning and can be defined based on several filtering policies (e.g layer 3 address, layer 2
address, transport protocol/port, etc.) Hence the third table that is maintained by MPLS LERs is the
Forwarding to NHLFE (FTN) table. This table consists of all the defined FECs and maps the
defined FECs into entries in the NHLFE table [19].

2.5.3.2 Shim Header Definition

The label defined by MPLS is integrated into a generic 4-byte “shim” header that is inserted
between IP layer 3 header and layer 2 Datalink layer header. The shim header can further be tailored
to fit special Datalink layers, such as Frame Relay, and ATM.

The label can be a generic number that uniquely identifies a set of data flows on a particular
link. Labels only have “local” meaning, and are swapped at each hop change as packets traverse an
LSP. Values for labels are agreed upon by neighboring LSRs before traffic starts to flow in. Most
importantly, there must always be a one to-one mapping between FEC and label binding. That is,

packets belonging to the same FEC essentially bear the same outgoing label [54].

Link Layer MPLS SHIM Network (P UP)packet
Header Haader/s Laver Header data
Q 1 2 2
0123456789501 234567890123245678301
) Ladet | Txp 13) ™ |

Figure 2.11 PPP and LAN MPLS generic shim header
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The MPLS label consists of 20 bits. The label is used to determine how the packet will further
be treated. The next 3 bits are labeled EXP bits. These bits, originally defined as experimental, are
now standardized for the use of MPLS with Diffserv-defined classes. The next bit refers to as the
“bottom of stack bit” (S bit). This bit is cleared when multiple shim headers are stacked — e.g. when
traversing muldple MPLS domains, or defining tunnels. Hence, the S bit signifies whether what
follows the shim header is the layer 3 header, e.g. IP header, or another stacked MPLS shim header.
Finally, the shim header includes an eight-bit Time-to-Live (TTL) counter. This field is used to
introduce layer 3 protection functions — e.g. traceroute, loop detection, and multicast operations --

to MPLS routers even though layer 3 IP-header is not available to the intermediate MPLS LSRs [19].

2.5.3.3 MPLS over ATM and Frame Relay

MPLS LABEL 5

in FR Haader | MPLS Shim Header IP packet
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Figure 2.12 MPLS packet encapsulated over Frame Relay datalink layer

MPLS rtakes advantage of the fact that ATM is built upon a switching technology. However,
The ATM LSR is constrained by the format imposed by existing ATM standards.
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Figure 2.13 MPLS header over ATM

The MPLS forwarding label is copied into Virtual Path Identifier (VPI), Qirtual Channel
Identifier (VCI) pair. However, a NULL shim is still retained to hold the EXP, the TTL, and S fields
that would have existed if we were having normal MPLS forwarding. The null shim is added after



the ATM header in the first cell of the AALS frame. According to ATM standards, these fields will
pass through the ATM network untouched. When the packet leaves the ATM network, and either
goes back to layer 3, or moves on to general MPLS forwarding, these values will be available [53].

2.5.4 MPLS LSP Setup

Tradidonal IP distance vector unicast routing protocols (e.g. RIP) assigned static weight for
paths based on the hop count that did not reflect the loading condition of the network. This made
these protocols sufficient for connectivity purposes, while lacking traffic management capabilities.
The introduction of link state protocols such as OSPF and IS-IS, helped in overcoming the

scalability and convergence issues, but still did little in the way of traffic management.

MPLS allows greater efficiency in the transport over existing IP, ATM and Frame Relay
networks, and provides certain QoS levels on “label switched” or fixed paths. IP networks suffer
from delays in making routing decisions based on longest match lookup of the destination address
from the routing table at each hop. MPLS, on the other hand, uses a short (20 bits) label carried in

the MPLS shim header to forward packets, or relies on the native protocol (e.g. ATM, Frame Relay).

Figure 2.14 MPLS data and control plane

MPLS architecture is divided into two compcenents: a forwarding component, and a control
component. The latter is responsible to signal the LSP setup, maintenance, and label binding

information. MPLS architecture defines a label distribution protocol as a set of procedures by which
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LSRs agree on the meaning of labels used to forward between them along an LSP—in other words,
an LSR informs another of the label/FEC bindings it has made. It is imperative to note that the LSP

is set up before the start of data transmission, and is unidirectional (i.e. return traffic takes another
LSP).

Once an MPLS enabled network is established, additional routing protocols (e.g. LDP, CR-
LDP) [20], or extensions of existing routing protocols (e.g. RSVP-TE, BGP, etc) [18]{35] can be
used to activate the MPLS capabilities. LSPs can be established piggybacked based on the best effort
paths defined by existing IGP routing protocols (e.g. OSPF, IS-IS, etc.), or by employing dedicated
Label Distribution Protocol (e.g. LDP). This model of LSP setup is comparable to the IP hop-by-

hop routing scheme that independently selects the next hop for a given FEC.

MPLS ’s explicit routing is analogous to IP source routing, where the ingress LER specifies the
nodes that consttute the ER-LSP. The path, specified here, need not be the shortest one. Moreover,

resources may be reserved along this path with signaling protocols such as CR-LDP, and RSVP-TE.

2.5.5 Differentiated Services over MPLS

As described in the previous section, FECs are defined to aggregate incoming traffic from non-
MPLS networks into classes at the edge boundary of a MPLS network to determine the forwarding
path or LSP of different types of traffic. Hence, packets with the same FEC share the same LSP.
However, to be able to allow multiple Ordered Aggregates (OAs) of different classes to share the
same LSP with different priorites given to each, the Diffserv architecture was extended to the
MPLS core. This approach eased the task of deploying end-to-end “Services” with a single LSP, while

allowing bandwidth borrowing between OAs of a customer [9].

Since the MPLS label is the only field that is checked by LSRs at every hop, the Experimental
(EXP)— now renamed to CoS— bits in the MPLS shim header and part of the label field were
adopted to map the IP defined DSCP field. When a single LSP carries multiple classes of service, the
CoS bits are used to determine a specific queuing, scheduling, and drop policy. The EXP field
consists of 3 bits that could only map to 8 classes referred to as E-LSP classes. In order to extend
the mapping to include more Diffserv classes a new mechanism referred to as L-LSP PSC, in which

the DSCP is mapped to a portion of the label field, was introduced [29].
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In E-LSP, the EXP-to-PHB mapping can either be pre-configured, or explicitly signaled during
E-LSP establishment. Hence, the LSR will determine the queuing and scheduling treatment (i.e. the
PHB) to be applied on the incoming packet, by solely looking up the EXP field in the EXP-to-PHB

mapping.

DSCP to EXP Mapping

IP/non-MPLS MPLS

Domain MPLS Domain
> syiitch <

IH IP Packet @ MpleE'

/\ A

DSCP EXP DSCP
prcedence prcedence

Figure 2.15 Mapping of IP DSCP to MPLS EXP bits

For L-LSP, the PHB is inferred from the combination of the label and the EXP in the MPLS
header. The queuing and scheduling treatment is inferred from the label itself through a mapping
function known to each LSR at LSP establishment time, and the drop precedence is carried in the
MPLS EXP field, and is looked up from the EXP-to-PHB mapping at each LSR hop. Hence, the
support of Diffserv in MPLS networks becomes possible by mapping Diffserv BAs into MPLS ER-
LSPs [9].

2.6 CONCLUSION

From the above analysis, the following observations were drawn. First, the best effort service
of the current Internet undoubtedly failed to provide any means of insurance for applications that
otherwise would suffer from poor performance offered by best effort Internet service at congestion

time.

The Intserv architecture succeeded to provide what the best effort service was not able to keep

up with. However, the need of having RSVP-capable nodes to support end to end QoS dictated
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replacing most of the Internet router infrastructure, which seemed a tedious and time-consuming
job. In addition, the state information in Intserv increased proportonally with the number of flows,
leading to a huge storage and processing overhead on routers, and causing serious scalability

problems in its implementation in large ISP nerworks.

The Diffserv architecture seemed to carry some of benefits of RSVP [38], while overcoming
problems of inscalability faced by the latter. To make this possible, the Diffserv architecture had to
group micro-flows into more granular classes to be dealt with. Here, the amount of state
information became proportional to the (limited) number of classes rather than the number of flows
as in the case of Intserv. Yet, Diffserv alone failed to give hard deterministic guarantees on end-to-
end service. To overcome this Diffserv can be augmented with some intelligent traffic engineering
mechanisms to manage the network resources efficiently and effectively. Still for reason attributed

with the IP routing protocols, traffic engineering in IP Diffserv networks was not an easy problem.

MPLS protocol introduced a solution to the traffic-engineering problem of IP networks. With
MPLS it became possible to theoretically define the route that every packer will take. MPLS
architecture brought along several advantages over the IP that can be contributed to: (i) its ease of
implementation and maintenance of explicit LSPs that are not constrained by destination-based
forwarding algorithms, (ii) its fast switching performance due to the short (20 bit) label “non-
destination based” forwarding strategy, (iii) traffic trunks can be created and tunneled into a number
of service classes associated with a set of attributes that define their behavioral characteristics, (iv)
and finally leading to efficient implementation of the problem of traffic engineering in large

networks.

This opened the doors for many improvements to be made. In future, MPLS in conjunction

with Diffserv is expected to play a key role in providing QoS in WAN nerworks.
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Chapter 3

TRAFFIC ENGINEERING IN
MPLS DS-AWARE
NETWORKS

raffic Engineering is the process of efficiently distributing traffic flows across a
nerwork physical topology to facilitate efficient and reliable network operations. It is
usually concerned with performance optimization of the underlying operating
networks. In general, it incorporates technology and scientfic practices into the
measurement, modeling, characterization, and control of the nerwork traffic. This knowledge is
employed to achieve specific performance goals. In MPLS nerworks, measurement and control

functions are key in the process of Traffic Engineering.

The demand for Traffic Engineering in the Internet mainly arises from the fact that current
IGPs almost always employ the shortest paths in their computation of the best path to forward
traffic. However, this leads to major downside when shortest paths from different sources overlap at
some links, causing congestion. These links wind up getting over utilized, while longer paths
between the same pair of nodes are under-utlized. This can be avoided to some extent by
configuring a routing metric, however, it is very difficult to mainrain metric consistency for all

destinatons.

Traditionally, ISPs base their services on an overlay model, where transmission facilities are

managed solely by Layer 2 switching [17]. However, with MPLS, traffic-engineering capabilities are
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integrated with layer 3 routing advantages, given the conditions imposed by the backbone capacity
and network topology. Hence, it is possible to calculate routes through new algorithms based on
certain required constraints. MPLS allows an LSP to be forcibly configured, so that all packets of a
certain stream go through a specific router. This routing approach allows us to prevent traffic
congestion over a specific route, since we can control what flows are to pass through the specific

route. [17].

Some critics even argue that one day network capacity will become so cheap and abundant that
these problems resulting from poor network utlization would be overlooked. However, it is our
opinion that the bandwidth will remain a precious commodity for the few years to come. Even if the
cost of bandwidth over wired links becomes eventually reduced, wireless bandwidth will always be
limited, thus expensive. In our work, we assume thar almost all ISPs are concerned with solving the
above problems and wish to optimize their resource udlization by implementing efficient Traffic

Engineering in their networks.

3.1 TRAFFIC ENGINEERING PERFORMANCE OBJECTIVES

The key performance objectives of traffic engineering can be classified as either:

1. Traffic oriented or,

2. Resource oriented.

Traffic oriented performance objectives carry aspects that improve and guarantee QoS of
traffic streams. This includes ensuring certain bounds on the packet loss, delay, throughput, and

enforcement of service level agreements.

Resource oriented performance objectives carry aspects that optimize resource utilization
through efficient management of network resources. A prime concern is to ensure that some
network resources (e.g. shortest best effort routes) do not become over-utilized and congested,
while other available links along possible alternate paths are poorly utilized. This is a common case
in the best effort model, where network resources are not fully and effectvely exploited resulting in

inferior performance [22].
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Link congestion typically occurs when the available network resources are inadequate to put up
with the offered load, or when the existing traffic streams are ineffectively placed onto the available
resources; causing congestion on certain links of the network due to over-udlization, while others

remain underudlized.

The first type of congestion can be addressed by: (i) acquiring more resources to increase

capacity, or (ii) applying conventonal congestion control techniques, or (iii) applying both [28].

Conventional congestion control techniques tend to regulate and re-shape, if needed, incoming
traffic at the boundary of the ISP backbone in order to protect the core nerwork nodes from being
overwhelmed. These practices include: rate limiting, window flow control [13], router queue

management, schedule-based control [28] etc.

The second type of congestion that results from the inefficient mapping of traffic onto
available resources can effectively be addressed through Traffic Engineering. In general, adopting
load-balancing policies can reduce this type of congestion. The objective of such strategies is to
minimize maximum congestion or alternatively to minimize maximum resource utilization, through
efficient resource allocation. Once congestion is reduced or avoided, packet loss and transit delay
decrease, while aggregate throughput increases. Thereby, the perception of network service quality

as is experienced by end-users becomes significanty enhanced.

Clearly, load balancing is an important network performance optimization policy. Nevertheless,
the capabilities provided through Traffic Engineering should be flexible enough to allow network
administrators to implement other policies that take into account the prevailing cost structure and

the utdlity or revenue model [10].

3.2 TRAFFIC ENGINEERING IN MPLS NETWORKS

As MPLS emerges as the choice for the core multi-service network infrastructure, practically
feasible and effective traffic-engineering functions are now possible through the easy
implementation of Explicit Routes, or Constraint-based Routes (CBR) using CR-LDP [22], [23], or
RSVP-TE [35] signaling protocols.
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MPLS traffic engineering enables an MPLS backbone to emulate and expand upon the traffic
engineering capabilities of Layer 2 ATM and Frame Relay networks. TE over MPLS is capable of
routing traffic flows across a network based on the resources the traffic flow requires and the
resources available in the network. In packet networks such as Internet, a simple statdc shortest path
routing algorithm is employed-- e.g. based on hop count (RIP), or Dijkstra’s link weight algorithm
(OSPF). A packet is sent on the shortest path to its destination. If there are multiple shortest paths,
the shortest path is chosen arbitrarily. In MPLS, with Constraint Based Routing it is possible to
define the route of traffic flow as the shortest path that meets the flow QoS specification
requirements (e.g. bandwidth, packet delay, loss, etc.). In MPLS-TE, the traffic flow has bandwidth

requirements, media requirements, a priority versus other flows, and so on.

RFC 2702 [17] defines the concept of MPLS Traffic Trunk (TT) as an aggregation of traffic
flows of the same class placed inside the same LSP. In effect, a traffic trunk signifies an abstract
representation of traffic to which specific characteristics can be associated (see Figure 3.1). In this
sense, TTs can be perceived as objects that can actually be routed (i.e. their path can be dynamically
determined), much like emulating virtual circuits in ATM or Frame Relay networks. It is worth
noting that, although it is common in practice to confuse TTs for LSPs, there is a fundamental

distinction between a TT the LSP that it traverses.

Figure 3.1 Partitioning of interface link into LSPs, Traffic Trunks, and Flows

The provisioning of a network backbone for intra-domain IP-traffic can be a big challenge,
especially with the users’ increasing demands and the mounting pressure on the service providers to
provide certain QoS in terms of SLAs with customers, expressed in some form of loose guarantees
on delay, loss, and throughput. This signifies the importance of traffic engineering, making an
efficient use of the available network resources by offering the right path for the prevailing traffic.
The need for dynamic adaptaton is also necessary. An adaptive MPLS based traffic engineering
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mechanism enables the backbone to be resilient to failures, even if many primary paths are pre-
calculated off-line.

Hence, by imposing effective TE functions in a Diffserv MPLS network, prioriuzed traffic can
be appropriately classified-- e.g. through utilization of the E-LSP Diffserv scheme-- and directed to
pre-established LSPs to ensure better quantitative end-to-end QoS delivery even in an inter-domain
environment. The mapping of traffic flows to a number of LSPs based on their QoS requirements

can be done by dynamically assigning the flows to FECs corresponding to the required treatment.

3.3 TRAFFIC FILTERING AND DIFFERENTIATION AT THE MPLS
EDGE

Path selection with some QoS guarantees has extensively been researched in both the ATM,
and Interner world [21]. As mentioned earlier, careful nerwork design and planning has to be
constantly applied in order to accommodate network traffic growth and traffic distribution. Rapid
Re-routing and Recovery (RRR) is crucial when problems arise, hence the importance of real-time

optimizatdon.

MPLS provides the capability to easily control the forwarding paths of subsets of traffic
through a given topology. It is also possible to define explicit LSPs with certain bandwidth capacity,
each LSP acting as a traffic-engineering tunnel. These tunnels can be assigned different costs

corresponding to the grade of service offered on the LSP.

Figure 3.2 Core block functions of traffic partitioning on TE-tunnels with different grades of service
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Figure 3.2 shows an example of three core differendated traffic engineering LSP tunnels. The
main functional blocks include: a classificaton subsystem that differentiates between incoming
flows, a traffic partitioning subsystem that partitions the flows onto the available paths, and a
measurement and analysis subsystem that carries out measurements and gives feedback on LSPs’
performance to the traffic partitioning subsystem. The main intent of using multiple TE-tunnels of
different classes of service is to meet specific traffic engineering, QoS, and protection requirements.
In this case, prioritized traffic can be mapped to FECs bound to the corresponding tunnel that

matches the QoS requirements.

3.3.1 Cheapest Path First (CPF) Alternate LSP Routing

Since Traffic behavior at the Ingress is generally unpredictable with varying incoming flow
capacities to be mapped on established LSPs, the traffic loading on each of the established TE-
tunnels will change with tme, ranging from being lightdy to heavily loaded, depending on the
burstiness of the incoming traffic. This reflects on the level of quality these flows will experience
when traversing the LSP. At the same time, it is possible to have other LSPs capable of delivering
better quality assurances to time sensitive flows. Hence, a smart partitioning scheme to map
premium traffic from a lower cost congested LSP to a less loaded, or higher-grade service LSP when
needed, ensures the constraints defined in user are met at a minimum cost. In MPLS, it is possible to
set up dedicated LSPs with reserved bandwidths for the purpose of distributing traffic across a given

network according to given policies to achieve certain constraints.

To achieve this, the TE part of the architecture is responsible for dimensioning the network
based on historical information and long time forecasts of the projected users' demands. This is
typically associated with offline routing where load demands to be routed on all tunnels or LSPs are
known a priori at routing time. However, in practice, new requests, or changes in the existing user’s
resource requirements over time will occur leading to the need to setup or reroute flows, or portions
of it, based on the current state on each LSP. In our study, we assume that the LSPs are established
and assigned a corresponding cost based on a long-term traffic matrix. The focus is on meeting QoS
constraints at minimum service cost at the short-term due to fluctuations in the incoming traffic, or

re-routing due to another LSP failure. To meet this we define an alternate LSP cheapest Path First
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algorithm— we call (CPF)~ that attempts to forward the time-critical traffic onto the cheaper path as

long as it meets the QoS constraints of the time-critical

In a Diffserv network, the ingress traffic will consist of a collecdon of traffic aggregates or
classes with varying QoS characteristics (e.g. EF, AF, BE, etc.). As mentioned earlier in Section 2.4,
the AF class allows for some flexibility in terms of forwarding priority and drop precedence.
Another special Diffserv group is the Expedited Forwarding group (EF) [26]. This class demands
low loss, low latency, low jitter, and assured bandwidth end-to-end service. The Best Effort group
identifies the nowadays-abundant Internet class of traffic for which no performance guarantees are
provided by the network. In our study, for simplicity, we confine the discussion to two Diffserv

classes, namely, the Expedited Forwarding class (EF), and Best Effort class.

pA ) Core Care
Switch Switch
Router Router
Yul® Yiri()
Fit=pd (1) +afs Y2 o | eeeee Yare® [Core
' ingress >—_’ Switch =B} switcn Ingress
outer Router
pid (1) [ Router pA(t) | Router
% L]
~ Tas(t) . Ynre(D)
l . Core l_‘ Core
Switch Switch
paA (1) | Router pyA (1) | Router

Figure 3.3 System model with traffic distribution

Assume the total incoming traffic capacity, ['(t), is divided into two classes: EF with , and best
effort. Traffic pardtioning of the aggregates flows onto the established LSP paths can then be

performed on: per-packet, per flow, or per class aggregate basis.

Partitioning on per-packet basis leads to the excessive overhead of packet reordering caused by
packets traversing different paths. This is usually undesirable for some transport protocols (e.g.
TCP). Rerouting on per-flow basis (characterized by a <source IP, source port, destination IP,
destination port™>) is capable of preserving packet order; however, it suffers from the scalability
problems of tracking large number of micro-flows. A better partitioning scheme can be applied by

shifting a fraction amount of the aggregate traffic present in the incoming queue at the ingress
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router. This scheme also preserves packet sequence for each flow, while not necessitating any

bookkeeping on a per-flow basis [12].

Let A(#), and «(?) be the time-dependent aggregate rate of arrival of EF, and BE class traffic at
the ingress LER and destined for the egress LER. If we assume that «(2) is always routed onto a
single LSP, we study the case of dynamically partitioning A(¢)among the ‘n’ established parallel
LSPs to achieve the desired SLS.

The traffic arrival rate of the EF class at each LSR’s queue can be sub-divided into two parts:
4 @)= pA(t)+y,;(t), where P =[p, p, .. p,J.is the mapping factor vector of the total
A(t) incoming traffic onto the corresponding LSP,, and Vi @), 1<i<nl<j<R is the

contribution of traffic from all other LSPs onto that node.

Please note thatz p; =1L

i=l

Denote by A, the fraction of EF traffic A(¢) that is shifted in a scheduling round along the EF

TT on LSP L, with a defined cost function C,, the problem sums up to finding the minimal sum

of products:

Min {i(lp )C,} Equation 3.1
p=l

Hence, we ensure that 4, is always routed across the lowest cost path that satisfies the SLS

constraints at all dmes. This will effectively lower the client service cost while managing the
network’s resources ensuring prioritized paths. The choice of a cost function is important in making
a selection decision when multiple alternatives exist. As mentioned earlier, the choice for the cost

function, C o associated with a class TT on LSP

p!

can be made by the management through

negotiating relatively longtime contracts of users’ traffic loads and reflecting the estimated
utilization, or the longterm amount of the bandwidth used out of available bandwidth reserved for a

certain class on an LSP wnnel [70]. For example, traffic levels are typically reported at 30-minute
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intervals, and rate and utilization measurements over these intervals are used as a baseline for cost

function assignment.

Average Delay

Q
L} [+ [ U] [ L] [ L} ]
Normalized Load

Figure 3.4 Average Delay versus normalized utilization plot
Assuming an LSP is modeled by a series of n (M/M/1) queues with service rate vector

T . . )
M={u. u,,.. , where W, represents the service rate at node ‘4”, and arrival rate vector
1 2 n i

A=[A,A,..A,], A corresponds to the traffic arrival rate at node 4", the average delay W’

experienced by a packer traversing the LSP is modeled as:

W= Zap’—)ﬂ , where 0 = A/ is usually referred to as the udlization factor of the queue.

izt \1 T ]
Hence, congestion occurs when the incoming traffic rate on a certain node approaches, or exceeds
the queue service rate (A — ). When this occurs, queuing delays increase sharply beyond 80% load
utilizations or higher--refer to Figure 3.4, and packets become increasingly susceptible to being

dropped as buffer capacities on the link are exceeded [80].

Thus, to ensure premium service on certain LSPs (for example gold LSP), this LSP should be
traffic engineered with a low traffic udlizaton factor, or with the provision of relatvely high
resource margins and possibly complemented with aggressive network monitoring. Consequently, it
should be able to deliver a premium performance in terms of packet loss, and queuing delay. Thus, it
is expected that this LSP would be associated with a high service cost. The silver LSP can be
assigned a lower service cost than the gold LSP with an expected higher traffic utilization load than
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the gold LSP. The bronze LSP is assigned the lowest cost, and does not provide any form of
guarantees. It corresponds to a best effort like service, and at certain periods could be

oversubscribed leading to poor QoS (an experience we are quite familiar with the existing Internet).

It is worth noting that the cost functon C, need not be a cost function per say, but rather a

function that helps drive the network to a desirable operating point. For example, the network
administrator might choose to leave certain paths lightly loaded so that they are used as backup, or

premium paths.

Typically, performance parameters on an LSP or TT may include average packet delay, packet
delay variance or jitter, packet loss rate, available bandwidth, etc. In our simulatons and
experiments, we employ an active measurement probe packet approach that is later detailed in
Section 3.4 to constantly measure the expected packet delay on each of the established paths. The
probe packet approach suggests 2 mechanism to calculate the end-to-end travel tdme of a packet by
inter-communicating UDP packets along each of the established paths at regular intervals of time. It
is also possible to measure the packet loss probability by encoding in the probe packet a sequence
number to identify the number of probes transmitted, and another number that indicates how many
packets received. This way, the user has a pre-knowledge of the QoS state on each LSP, and can

dynamically map his traffic to the LSP that matches his QoS criteria.

for (; ;)
{
sort LSPs{l1 to n} in increasing order of C, into array L:
for (i=LSP; to LSP, in L)
{
-if (Dn.t(i)<nzh)
{

send (/1,,) on i;

}
}

send {/1‘,) on LSP(Min(Dese)) :
}

Dse ¢ Estimated delay
Dep: Threshold delay

Figure 3.5 Algorithm for Cheapest Path First (CPF) LSP satisfying delay constraints
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3.4 PATH PERFORMANCE MEASUREMENT TECHNIQUES

Efficient traffic engineering techniques depend highly on the network traffic measurement
process, and path state prediction over available paths between a source-destination pair. Network
traffic measurements provide essential data for networking operation and research. As Internet
grows in scale and complexity, the need for such measurements and their incorporation to advanced
adaptive resource management algorithms becomes a necessity. The IP Performance Metric (IPPM)
working group of the IETF [43] defines a set of standard metrics to measure the Internet
performance. These metrics aims at evaluating the quality, performance, and reliability of Internet

data delivery services.

3.4.1 Active and Passive Measurement Techniques

Passive and active measurements are two fundamental approaches used to track the

performance and behavior of communication networks.

Passive measurement [72] is a traditional technique used to measure metrics pertaining to a
certain network element by querying various traffic counters (e.g MIB counters) built into network
devices. However from the application point of view, particularly real-time applications, end-to-end
QoS metrics are of primary concern, and to obtain these measures at large scale from a large number

of counters on routine basis, constitutes a difficult, data intensive, and time-consuming task.

Active measurement methods, on the other hand, are typically used to obtain end-to-end
statistics such as latency, loss and route availability. This technique introduces controlled probe
packets into the network, and measures the way the network handles those packets in terms of delay,
path, and loss. Existing large-scale active measurement programs [45], [46], [79] have used probe
traffic for this purpose at a coarse time scale (seconds, and sometimes minutes). On finer time
scales, simple probe streams such as isolated streams with low periodic or Poisson distributed rates,
have been employed to measure botteneck bandwidth, available bandwidth, and investigate detailed
statistical behavior of the delay, and loss [77], [78]. Other advantages of this technique include
reducing the volume of measurement data needed as compared to the passive monitoring of high
bandwidth links, and avoiding the need for certain privacy privileges to poll protected information

on remote network devices. Yet, as in the case of almost all management-initiated traffic, the main
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disadvantage of this technique is the amount of additonal load introduced on network links and
routers. To reduce the effect of the extra load introduced by test traffic, measurement projects
typically use probe streams of average bandwidth lower than 10Kbps [76], the major challenge being
able to provide more accurate projected future statstics without excessively increasing the test

raffic’s average bit rate.

3.4.1.1 Active Measurement Encapsulation Protocols

Active measurement packets can be encapsulated using existing protocols such as the Internet
Control Message Protocol ICMP) [56], the User Datagram Protocol (UDP) [67], the Transmission
Control Protocol (TCP) [68], and IP Measurement Protocol IPMP) [66].

While ICMP, TCP, and UDP protocols were not specifically designed to carry out this task,
they are stll being used in many network measurement tools that exist today for encapsulating
probing packets; for example ping, fping, traceroute, mrrace, and the IP Performance Metrics
(IPPM) group's One-way Delay Protocol (OWDP) [62]. On the contrary, the IPMP was introduced
as an example of a protocol that specifically addresses the limitations of using existing protocols

(ICMP, UDP, and TCP) to encapsulate packet probes.

Packet delay is a key QoS parameter for real-time applications and an important factor in
making the decision to route some real time applications. Moreover, some transport protocols (e.g.
TCP) rely heavily on the measured end-to-end delay to adapt their transmission rate to reflect

network congestion state.

As mentioned earlier, the total delay experienced by a packet can be summarized into three
components: propagation delay, forwarding delay, and queuing delay. The first two components are
fixed, and can be seen as forming the minimum end-to-end delay possible. Delays that fall above
this value are produced by the queuing delay, and their values are a good indication of the network’s

conditon (e.g. if there network congestion).

3.4.1.2 Timing Control

There are several important considerations that need be taken into account in packet when
using a packet delay measurements system. The sender and receiver have to agree on the protocol

that will be adopted for the communication of the probe packets, including port numbers, packet
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size, packet precedence, and encryption method. The second consideration is clock uncertainty that

includes several factors itself.

Clock uncertainty is the result of four distinct notions: clock synchronization, accuracy,
resolution, and skew. Clock synchronizaton is the measure to which two the clocks that participate
in the measurement session agree on the value of time assigned at a certain instant. In real life, a
clock might be running ahead or behind another. Offsets, in the range of ms between clocks running
on telecommunications related units, are not uncommon. The accuracy is measured based on how
the clock’s time compares to the Universal Time Clock (UTC). The resolution of a clock is defined

as the precision of a given clock. Skew measures the change of accuracy, or of synchronization with

tme.

Today, several techniques exist that enable clock synchronization with remote servers over the
Internet (e.g. National Instdtute of Science and Technology (NIST) Internet Time Service (ITS)).
The time information provided by the service is directly traceable to UTC (NIST). The service
responds to time requests from any Internet client in several formats including the DAYTIME [32],
TIME [33], and NTP [34] protocols. However to provide accurate synchronization of clocks
independent of Internet introduced uncertaintes, remote clients connect to Global Positioning
Service (GPS), or CDMA based precise time sources. Nowadays, theses services are increasing in
popularity and quality providing accurate time sources--either directy or through their proximity to

NTP timeservers.

3.4.2 Active Measurements Using Conventional Protocols
3.4.2.1 Ping

“Ping” is one of the most frequently Internet tools used to measure path delays in IP networks.
It is based on ICMP where a host or a router sends an ICMP Echo request message to a specified
destination. Any IP device that receives an Echo Request, ideally, responds back to the original
sender with an Echo Reply [56].

Most ping implementations measure the round-trip delay between the source and destination.
Round-trip time is the interval between the sending of a datagram and the receipt of its

acknowledgment. It implicitly measures both the network propagation delay, including time spent in
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gateway queues, and any time spent at the receiver and sender processing the datagram and

acknowledgment.

In Wide Area Networks (WANs), propagation delay is the most significant contributor to the
round-trip time, however even on Local Area Networks (LAN), recent advances in reducing
protocol processing times have made the propagation delay an important part of the total round-trip

ume.

The forward delay path is then deduced by halving the RTT measure. Often multiple requests
are sent in a row, where the sender starts a timer that runs untl the matching Echo Response
arrives. Each of the attempts is measured, and the program output typically includes the minimum,
maximum and average round-trip times. Echo Replies that do not reach the sender after a timeout
elapses are also reported as lost indicating probably there exists no two-way path to the remote host,

the remote host is down, or the packet was lost on the way.

A variation of this method to measure the one-way delay, is to construct an ICMP tmestamp
request packet that contains three timestamps: the originate time, the receive time, and the transmit
time [56]. Assuming both hosts involved in the exchange of this packet have their clocks
synchronized, the forward one-way delay then can be calculated as the difference berween the
originating and the receiving time. The reverse delay can be computed as the difference between the

transmit time the packer arrives back to the originator.

3.4.2.2 Traceroute

Traceroute is an application that allows us to conduct measurement of individual link path
delays that when summed up determine the overall path delay. A series of UDP packets are sent
towards some destination, incrementing the TTL of the UDP packet by one each time they expire at
every hop on the way to the destnation. An ICMP error message type 11 “Time Exceeded” is sent
back to the sender each time a router receives an expired UDP packet. This way, the routers along
the path identify themselves by means of ICMP messages. At the same time, the sender is able to

collect the round trip time at each hop.
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3.4.2.3 One-Way Delay Protocol

The IP Performance Metrics (IPPM) [43] group has published a number of Request for
Comment (RFC) documents that define frameworks for measuring the one-way packet delay and

loss [43]. Several platform implementations exist that for the collecion of these metrics

SURVEYOR [46], RIPE [50], etc.

The OWDP [62] is capable of measuring packet delay in one direction as opposed to other
techniques that measure the RTT. This is particularly significant since the path from a source to a
destinaton may be different than the path from the destination back to the source (i.e. asymmetric
paths, e.g. ADSL links). Round-trip measurements actually measure the performance of two distinct
paths together. Measuring each path independently highlights the performance difference between
the two paths that may traverse different ISPs, and even, different types of networks (for example,

research versus commodity networks, or ATM versus packet-over-SONET).

In other cases, though the two paths might be symmetric (i.e. the packet travels the same
physical path in both directions), they may have radically different performance characteristics due
to asymmetric queuing. For example, in QoS-enabled networks provisioning nerwork resources and
admission policies in one direction may be radically different than provisioning in the reverse
direction, and thus the QoS guarantees differ. Hence, measuring the paths independently allows
greater flexibility, and accurate policy enforcing in both directions. Moreover, some application may
rely on the performance in one direction, as the case in ftp application where TCP throughput is

heavily determined by performance in the direction of data flow.

One key consideraton that is to be taken in when implementing OWDP is router clock
synchronization. One method to remedy the error introduced by clock synchronization in one-way
delay measurements is to insist on echoing hosts using precise external time source such as those
provided by the Global Positioning System (GPS), and the Code Division Multiple Access (CDMA)
network. These precise external time sources result in a clock synchronized to real time with an

offset of a few nanoseconds.
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3.4.2.4 IPMP Protocol

The IP Measurement Protocol (IPMP) [66] was introduced as a protocol that specifically
addresses the limitations of using existing protocols (ICMP, UDP, TCP) to encapsulate packet
probes for network performance measurement process. For example, ICMP fails to deliver correct
reports of delay to routers that protect themselves against Denial-of-Service (DOS) arttacks by
processing [CMP at a lower priority, or even discard ICMP echoes and serve only other kinds of
wraffic. IPMP provides the means to measure the one-way delay, taking path changes, while the
probe packet is transit, into account. In this case tools like ping traceroute, etc. fail to report the
precise values for the forwarding/reverse delay along a path. ISPs are often compared unfairly
because large parts of the delay are outside their control. Internet surveys take too little account of
the service actually provided by the ISPs they measure. Partly, this is because it is difficult. IPMP
makes it possible for an ISP to discover and demonstrate the degree of delay introduced by it's

network by deploying path record enabled routers at the boundaries of it's network.

IPMP supports measurement of the forward and reverse delay paths in a single packet, leading
to more accurate RTTs, It also allows measurement of protocol based priority queuing, and the Bit

Error Rate (BER) experienced along a path.

One advantage that IPMP carries over other techniques is that is does not require a router to
maintain a real-ume synchronized clock. Instead, the router that provides time stamp support can
include whatever time stamp they have available at the interface in an IPMP packet. The relationship
to real time is established through a separate packet exchange in which the router includes time
stamps and the real time that they relate to. These can then be used at the measurement station to

convert the received time stamps to real time.

This approach is intended to increase the implementaton options at the router, thereby

improving the accuracy of the final time stamp.

A typical implementation might be a free running clock (of known precision and maximum
drift against real time) and a GPS providing regular time signals to the router through a serial port.
The main CPU on the router receives the GPS’s time signal via an interrupt and records the GPS

time and the value of all interface clocks. This data, along with maximum measurement error



information is sent to the measurement hosts, on request, via the [PMP Informaton Request

Packet.

3.5 SMOOTH RTT DELAY ESTIMATOR

The decision regarding the delay the packets experience while traveling through a path from
the ingress LSR to the egress LSR should not be based on the value measured through a single or a
few probe packets. An estmation algorithm, capable of “filtering out” the random variability,
unavoidably affecting measured values, is needed. In addition, it should be able to project the
estimate of the delay to the future, since the action will be taken after the probe packet has arrived

and the estimate has been produced.

The ability to predict the expected delay is important, especially in a fast switching router,
where decisions on where to route packets have to be made with the least delay possible. We
propose an algorithm to estimate the current end-to-end delay based on the previous measurements,

and the mean deviation.

The RFC793 algorithm for estimating the mean round trip time delay and available bandwidth
is one of the simplest examples of a class of estimators called recursive prediction error ot stochastic
gradient algorithms [5][7][13]. Given a new measurement  of the RTT, the algorithm produces an
estimate of the average RTT ¢’ by:

d—(1-8E*d+&*m Equation 3.2

Here, £ is a smoothing constant (0 < £ < 1) that is related to the variance of ‘#’. The formula

can be rewritten as:

de—d+&*(m-d) Equation 3.3

“d” represents the predicted value of the next measurement. The difference (» — d) stands for
the error in the current predicdon produced from the old prediction plus some fraction of the

prediction error. Hence, the error can be divided into the sum of two components:

de—d+&*E +&*E, Equation 3.4
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where Er, is the random error introduced by the unpredictable fluctuations in the delay
measurements, and E., is the estimation error introduced by a bad choice of @’. Hence, the £ *E.
term gives ‘4’ a push in the right direction while the £ *E-term gives it a push in a random direction.
Eventually over a number of samples, the random error terms will cancel each other out and %4’

tends to converge to the correct average [13].

It’s obvious here that € represents a compromise, where large &increases the value of E., while
a small £ minimizes the error introduced by E. & should be small enough to ensure that large
deviatdons of » from the average value due to randomness will not force ‘¢” from its actual value,
while, on the other hand, preventing ‘“¢” from experiencing large fluctuations. In our experiments,
we notice that the probe delay fluctuates sharply under loaded network conditions. Hence, to reflect
a steady state of the link utilization, & should be given a small value (to prevent from allowing
singular overshoots of delay samples from forcing the estimate of the average far from its actual
value). Typical choices are in the range of (0.1 - 0.7) since smaller £‘s give a more stable a at the

expense of taking longer time to converge to the true average [5].
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Figure 3.6 Estimated RTT with § =0.1 Figure 3.7 Estimated RTT with € =0.5

Figure 3.6, and Figure 3.7 show a predicted estimate of the RTT delay calculated according to
the above formula for & =0.1, and 0.5. The RTT data was collected by pinging a remote host
(www.yahoo.com) over the Internet with 60 probe packets of 1000 bytes each separated by 500ms

each on a DSL connection. We can notice as £increases the estimated delay is able to follow sharper
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changes in the delay. However, this also introduces higher values of predicted error. Hence, a

moderate value of “¢” has to be chosen in accordance with expected statistical behavior of traffic.
3.6 BOOT STRAP DELAY ESTIMATOR

Another technique for achieving an estimate of the delay from a set of previously sampled
values is based on the application of the bootstrap estimator method, and is presented in [12]. The
bootstrap method [71] was developed as a technique for assessing the accuracy of a parameter
estimator, when other conventonal techniques are not valid. The bootstrap estimation technique
has been extensively employed in areas of signal and information processing, environmental, risk

assessment, etc. studies.

Using this technique, it is possible to specify the number of observations needed to be taken to
achieve a certain desirable confidence interval-- for example, that the estimated delay falls between

two limits. The procedure can be summarized in a number of steps:

1. Draw a random m samples of the delay that produces the bootstrap: Y= {y,, ys, . . , ¥}

(A

Calculate the mean for Y (say u,)

3. Repeat steps land 2 two a large number of times to obtain the means of n bootstraps: ,,

Bas K35 o5 Hpe

4. Sort the means in increasing order: u(1), u(2), . ., p(n)

5. The desired (1 - «)100% bootstrap confidence interval for the mean is (u(ql), u(q2)), where
ql = (nx/2)andq2=n-ql +1

We can observe that this technique goes into a monitoring phase before being able to make an
accurate decision on the delay estimate. This produces a sluggish effect before the estimate
converges to the actual delay. Another observation about this technique is the overhead

introduced in the process of producing the estimate.
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3.7 CONCLUSION

In this chapter, we introduced an alternate LSP routing scheme we call Cheapest Path First
(CPF). We combine the Diffserv technology with traffic engineering over MPLS to distribute delay-
sensitive traffic across multiple established MPLS LSPs of different grades of service to meet delay
constraints at minimal service cost. The user has the choice to specify an upper bound on the

desired delay that the time-critcal traffic can endure.

We propose an active probing approach to collect delay measurements along several parallel
LSPs. We use the collected samples in a delay predictor that outputs a quick current estimate of the
end-to-end delay. We carried out tests on a simulated prototype network to demonstrate the validity

of our proposal.

The simulations in Appendix B demonstrate significant improvements for the Alternate LSP
Routing (ALR) over the traditional shortest path routing algorithms that continuously forward
traffic along the shortest path with no consideration to delay constraints. It also presented some
economic improvements for the user by persistently attempting to send traffic starting from the

cheapest service cost, and switching to higher cost LSPs only when needed.
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Chapter 4

NETWORK TOPOLOGY AND
EXPERIMENTAL WORK

4.1 DIFFERENTIATED SERVICES OVER LINUX

inux offers a rich set of traffic control functions that make linux-based systems to be
capable of emulating the funcrionality of most full fledged commercial routers.
Current Linux kernels offer a variety of kernel-based processes, and user-space
programs that offer the ability to associate queues, classes, and filters with devices.

Linux kernel provides mechanisms required for supporting the architecture defined by IETF such as

Intserv, and Diffserv..

4.1.1 Traffic Control

Figure 4.1 Processing of network data

Figure 4.1 shows the way received data is processed by the Linux kernel, and how packets are

later forwarded to the network output device.
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The forwarding mechanism, as mendoned in chapter 1, includes making a decision on the
next-hop, the encapsulation type, etc. Packets are further queued with a certain queuing discipline,
or transmitted right through a free output port. Traffic control, among other things, decides if
packets be queued, or dropped (e.g. if the maximum queue size has been reached). Once traffic
control releases a packet, the device driver picks it up and places it on the nerwork. %’is made up of
several components that interact in order to provide the desired functionality. These components

are:
® Queuing disciplines
e Classes (within a queuing disciplines)
e Filters

e Policing

—-{ Queuing Jdiscipline l—'
(2)

Class —-l Queuing discipline I—'
Class —-{ Queuing discipliucj—’ | -

Filter

Filter

Filter

Queuing discipline

(b)

Figure 4.2 Network device interface with (a) basic FIFO queuing discipline, (b) Queuing with multiple
classes in Class-Based Queuing.

Classes are attached to a Queuing Discipline (gdis) and hold a portion of the total traffic.
Classes and gdises are linked closely to each other. Typically, classes do not handle packets
themselves; rather, have a gdisc associated with them perform this task (FIFO gdisc is the default).
The splitting of traffic into different classes is done through the use of filters.

Figure 4.2(b) shows a more elaborate queuing discipline that can be associated with devices
that provide special treatment for certain types of traffic. In this case, it is possible to define classes

from within a queuing discipline and then associate the class with another queuing discipline (i.e.
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nested classes). It is also possible to define filters to differentiate among classes of traffic, and then
process each class at different priorities. Queuing disciplines in Linux can be arbitrarily chosen from
a variety of available algorithms (e.g. Priority FIFO, Token Bucket Filter (TBF) [60], Random Early
Detect (RED) [60}, etc.)

o Lier |y, [ THE. rae - 1 Mbps T ©
— I)l"il.'l.".’ low” _4 FIFO m_'}_{ - .

Quemng Jisciphne with twa delay priorities

Figure 4.3 Using filters for low priority class (FIFO) qdisc, and high priority class (TBF) qdisc

Figure 4.3 shows a scenario for implementing two waffic treatments on a given output
interface. Packets that martch the filter’s rule are directed to the high priority class and are treated
using a TBF scheduling algorithm. All other packets that don’t match the premium class filter are

placed into the default low priority queue.

Classi-
— ler & PHB | — Marking ——
Meter

Figure 4.4 Building blocks of a DS-node

Filters, or classifiers in Linux (e.g. u32, ipchains, fw, etc.) are used by queuing disciplines to
perform micro-flow classification. The dsmark queuing discipline is used to mark and retrieve the
DS field. In addition, the tc_index classifier can be used to classify, and/or traffic condition packets.
Further, Linux provides the capability to perform policing and remarking functionalities through the
cbq and dsmark queuing discipline.

In Diffserv-enabled nodes, BAs are classified by retrieving the DSCP using dsmark qdisc, with
the class held in the skb->tc_index. Nodes in multiple DS domains must also be able to distinguish
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packets by the inbound interface in order to translate the DSCP to the correct PHB. This can be

done using the route classifier, in combination with the ip rule command interface subset.
4.2 MPLS AND DIFFSERV OVER LINUX

MPLS for Linux is generally open-source projects to implement the MPLS stack, and portable
versions of the signaling protocols (e.g. RSVP-TE, LDP, etc.) associated with MPLS, onto the Linux
kernel. Several attempts currently exist to port MPLS to Linux (e.g. work supported by Ghent

University, Information Technology Department INTEC) [57] [58], and work supported by Fujitsu
Laboratories Ltd. [95]).

MPLS for Linux [57] [58] inidally started out as a protocol analyzer for the LDP protocol. It
utilized a set of encode and decode functions developed by Nortel Networks. Currently, however,

many parts of this project are still in the development stage, and with limited functionalicy.

The first task was to apply an MPLS patch, from [57], to our Linux kernel in order to enable
the kernel to support the MPLS stack. We proceeded with installation on three other routers as

shown in Figure 4.5.

Table 4-1 shows an example of the FIN (FEC to NHLFE) tables that were used on our
testbed. This table is responsible for mapping incoming IP traffic of a specified FEC onto the
correct output interface of the ingress router with the corresponding label. It is worth noting here
that, in MPLS, the LSPs are defined unidirectional, requiring the establishment of separate LSPs in

the opposite direction, when establishing two-way communication.

Table 4-1 Example of FTN tables at LER A, and C (see Figure 4.5).

_— 1 fit Label Outpelny intarface Nty |
BA 172.16.10.2/32 18 ethl LSR B
172.16.10.3/32 22 eth2 LSRD
e 172.16.40.2/32 16 ethl LSR B
172.16.40.3/32 20 ethO LSR D
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Table 4-2 Example of ILM tables at LSR B, and D (see Figure 4.5).

MPLS 1SR Incoming Lokl Wterfacs tpcale FEE_
] 16 ethl Optional 172.16.40.2/32
18 ethl Optional 172.16.10.2/32
] 20 ethl Optional 172.16.40.3/32
22 ethO Optional 172.16.10.3/32

The Linux 2.4.17 kernel supports the Diffserv features described in the previous section. The
next step was to enable the MPLS routers to be Diffserv capable. We applied a second patch to the
same kernel, available at [57], in order to support Diffserv on our MPLS-testbed. We use the Class
Based Queuing (CBQ) link-sharing hierarchy described in Section 4.1 to divide the output network
device’s bandwidth of each of the LSRs on the gold LSP among our two defined traffic aggregate
classes EF, and BE-- sample scripts are listed in Appendix A.

4.2.1 EXP marking at the ingress LSR

As Ethernet frames arrive at the ingress router, they proceed from the Daralink layer to the IP
layer. A function, in the kernel, is then called that takes the packet and inserts the shim-header
between the IP header and the Ethernet header. The value of the label that the packet must hold is
looked up from the Incoming Lookup Map (ILM) corresponding to the output interface that the

packet must be sent on.

In the MPLS Diffserv E-LSP model, packets are forwarded according to the PSC referenced in
the MPLS shim header’s EXP field. It is also used to determine the drop precedence selected
without any other information. It is possible to define a DSCP field to EXP mapping table that is
maintained in the kernel. At the ingress router, the EXP bits are populated by the information
looked up from this table. In Appendix A, we present the detailed steps used for marking incoming
flows with certain DSCP, and then mapping the DSCP to the corresponding EXP value in the
MPLS shim header at the ingress router.

On our testbed, we adopted the E-LSP model, and the EXP bits in the MPLS shim header are
used identify the applicable PHB that the packet belongs to. The queuing disciplines to be used with
each PHB are set using the "tc’ facility provided with the iproute2 package.
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4.2.2 Forwarding at Core LSRs and LER

In the MPLS core, a mapping function is present that maps the EXP bits from the MPLS shim
to DSCP by looking up form an EXP > DSCP mapping table. IP packets arrive at the Ethernet
layer and move directdy to the MPLS layer to get forwarded based on the next hop. Here, the
incoming label is swapped by looking up a new value from the NHLFE table, and is sent back right
to the Ethernet layer. The root filter extracts the DSCP by mapping it to the EXP field in the MPLS
shim header, and storing its value in skb— tc_index. The DSCP is then used to classify the packets
into one of the defined queuing discipline classes. Appendix A includes the sample scripts used to
define the PHBs associated with each Diffserv class.

4.3 NETWORK TOPOLOGY

IntlerWATCH 95000

-@ 172.16.20.0 172.16.30.0

ooyoLTLL

"1 oovetzi

i | E2 L5k D Host B

| _ 172.16.40.2

| ts e o
| Lo . T tim

- Client

: '
! |
| t
i )

v
aeenily ==t =
/ 172.16.600 172.16.50.0

Host C
172.16.10.3

Figure 4.5 Testbed network topology

Our network prototype consists of an MPLS backbone network that connects two distant
subnets 172.16.10.0/24, and 172.16.40.0/24. The backbone was formed of two edge routers (LER
A, and LER C), and 2 core switch routers (LSR B, and LSR D). We divide our network to six
separate subnets using a class B IP address (172.16.0.0) with subnet mask of /24. Two LSPs were
established between LER A and LER C. We define LSP-2 (LER A - LSR B - LER C) as gold service
and configure it to support differentation of EF and BE classes’ traffic at the edges and in the core,
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and hence provide better QoS for premium users’ traffic. LSP-1 (LER A, LSR D, LER C) was left

out with best effort service to emulate a bronze grade service.

4.3.1 Routers and Clients Configurations

Our core test-bed consists of PC-based routers running Linux kernel 2.4.17, each containing
one or more 100BaseT Ethernet NIC cards operating in full duplex mode. Each of the PC-routers
consists of a 1 GHz AMD system with 60GB hard drives, and 512 MB of RAM. Routers were
connected to each other through 100Mbps hub-switches.

The customer user network consists of video/audio server that services multiple remote
clients’ requests. The client-hosts have similar hardware configuration to the core Linux routers but
run Microsoft Windows 2000 professional, and Advanced Server OS. Windows 2000 Advanced
Server comes with Windows Multimedia Server support installed. The server is capable of streaming

digital video and audio media with various formats.

We setup host “A” (172.16.10.2) as our video/audio server that services remote client’s

requests through our prototype network.

Incoming packets at LER A, originated from host A, and destined for host B are bound with a

specific FEC and specified an outgoing label at LER C.

The nerwork QoS behavior under several conditions was studied closely. Finally, our TE-

algorithm was tested to ensure consistency with the simulation work.

To carry out accurate results on one-way delay, we designate host ‘A’ as our strarum 1
timeserver running the NTP service. All other routers in our test-bed will regularly ty to

synchronize their clocks to this timeserver.

4.4 PERFORMANCE TOOLS

To carry out accurate measurements on QoS parameters in our network, we employed a

number of performance measurement tools, and standards. These included hardware-based
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inter WATCH 95000 protocol analyzers as well as some software-based packet-capture applications
(e.g. Ethereal [47]. Iperf [44], tcpdump [87], and Netspec).

First, we used GN-Nettest’s inter WATCH 95000 Performance and Verification System. This
platform provides a combination of modular interfaces and test-support applications for leading
technologies including Voice over IP (VoIP), Muld Protocol Label Switching (GMPLS/MPLS),
Universal Mobile Telecommunications System (UMTS), QoS measurement, ATM Signaling (UNI,
PNNTI), and IP Performance and Access technologies. The inter WATCH 95000 can be connected
simultaneously to muldple Ethernet segments, while monitoring network performance for router

throughput and latency.

In order to capture packets at the core of our MPLS network, we make use of the Ethereal
packet capture application [47]—an updated version of the well-known tcpdump application that
runs on Windows and Linux and supports MPLS decodes. Ethereal is capable of capturing incoming
and outgoing packets from a network device interface, while providing time stamp for the

arrival/departure of each, and the inter-arrival time berween consecutive packets.

The third tool used was Iperf, a java-based application developed by the National Laboratory
for Applied Network Research (NLANAR) [45]. This application was capable of generating TCP,

and UDP test streams with varying bit-rate and packet size for QoS measurement purposes.
4.5 TRAFFIC SOURCE S

One of the primary goals of traffic engineering is to be able to predict, with sufficient accuracy,
the impact of the traffic generated by new applications on network resources, and evaluate if the

required QoS is achieved.

To conduct performance study over new network mechanisms, or emerging new user
applicadons, the characteristics of the traffic competing for the nerwork resources have to be
carefully considered. Several approaches exist to characterize and model traffic in computer
networks; for example, it is possible to (a) analyze the measurements taken from actual aggregated

traffic of an existing network, (b) focus on traces of traffic (e.g. traces from a given video or voice
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applicadon), and/or (c) concentrate on different classes of a certain application (e.g. in video

applications: VBR, CBR, etc.).

Modeling and analysis of computer network traffic has been an area of extensive research over

the past years [82][83][84][85], especially with the emergence of new Internet applicadons with

varying resource and QoS requirements.

The use of realistic teletraffic sources in nerwork performance analysis is absolutely essential

for the accuracy of the reported results and the proper verificatdon of new nerwork technologies.

For the purpose of performance evaluaton, traffic generators producing traffic with stadstcs

identical or very close to those of the actual sources can be used. Several source modeling

approaches can be followed to model and reproduce the stadstics of Internet traffic:

@)

(b)

Trace-replay: this method regenerates recorded streams of IP packets captured
off LAN/WAN links through sniffer-like applications (e.g. tcpdump [87],
etc.). This technique proves applicable in regenerating traffic of applications
running over connectionless transport protocols (e.g. video/audio over UDP).
However, it fails to reproduce accurate representation of network state when
applied to traces of elastic sources (e.g running over TCP). This is due to the
fact that these applicatons dynamically adapt to the existing network

congestion state [86].

Aggregate traffic generators: this method models traffic sources according to
certain stochastic processes (e.g. Poisson, Markovian, constant bit rate etc.).
However, this technique suffers from the same problem mentoned earlier in
(a). Several open-source tools exist that adopt this approach (e.g MGEN [90],
nemesis [88], Iperf [43], ttep [87], etc.) - refer to Figure 4.6.

User modeled behavior: this method attempts to mimic the behavior of Internet
users and underlying protocols and applications. This dictates a more detailed
measurement and analysis of the various factors describing the model.

However, this technique offers the advantages of flexibility, simplicity, and
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provides physically interpretable model parameters. A number of works in this

area have been presented in [82], [83], [84], and [86].

In our tests and performance analysis, we adopted the three types of aforementioned traffic

sources, as well as real MPEG4-encoded [89] streamed video traffic.

r
i —Actual —— Forecast

0.86 091 0.96 1.01 1.06 L 116
Norualized Traffic Load x

Figure 4.6 PDF plot of the normalized offered load generated by a Poisson aggregate traffic generator.

4.5.1 Synthetic Data Network Traffic

The World Wide Web (WWW) is a collection of documents and services available to the global
Internet. Servers respond to clients’ requests, delivering these documents. For example, the HTTP
protocol [81] is a request-response protocol designed to transfer HTML files. Each wansfer consists

of a client request to a server for specific file(s); then, the server replies with the requested file.

To accurately evaluate performance under real-world Internet applications, the network
behavior under WWW data traffic (e.g. http, ftp, telnet, etc.) should be considered. Originally, it
might seem appropriate to regenerate real traces of captured TCP segments of variable size, and
inter-arrival dmes. However, it should be noted that these quantities are influenced by the TCP flow
and congestion control algorithms that depend on the latency and the effective bandwidth state on
the path under study. Since this information is not known in advance, an accurate simulation of

these types of data traffic has to take into consideration the network behavior as well as the actual
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implementation of TCP algorithms. This approach was adopted in many works such as those
reported in[82] and [83].

We adopted a similar approach to the one proposed in [81] in order to model web client
behavior such as file sizes, and think times. We wrote muldthreaded Java client/server applicatons
that run at each end of a path or the link to be tested (refer to Appendix A). The client application
launches TCP connections to the server and sends data through them in order to emulate the
activity of a number of users running several web-based applications. The arrivals of new user
sessions (clients) are modeled using a Poisson process with a mean arrival rate A. This model was
suggested in a number of works that were based on results extracted from actual measurements for a
number of applications (e.g. Telnet, FTP, and WWW). Equivalently, the inter-arrival time of new

sessions follows an exponential distribution with a Probability Density Function (PDF):
fx)=Ae™
E(x)=1/4

The server’s functonality consists of receiving clients’ requests and responding with a number
of requested files whose sizes are drawn from the “reply length distribution”. Each reply is sent on
the same TCP connection that carried the request. The number of data bursts (files) transmitted per

session is selected randomly using the empirical data given in [83], and [84] with an average number
E(x)=1.76

The size of each data burst can be modeled by a heavy tailed distribution such as Pareto

distributon. The Pareto distribution has a Probability Density Functdon (PDF):
f(x)= fa’x "

__af
E(x)--l+ﬂ

where the locaton parameter a defines the minimum value x and the shape parameter 8

defines the heaviness of the tail. According to measurements reported in [85], B takes values from
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0.9 to 1.4. The parameter « defines the mean file size, and hence the mean traffic load. In our
application, we selected § = 1.2, and a = 2x10°. Berween web page retrievals the user is generally
considering the next action. This is referred to as think dme. Based on [83] we assign to it an average

value of 10 secs.

4.5.2 Synthetic Trace-Replay VBR Traffic

To experience the effect of mixing various sources of traffic present in real world networks, we
incorporated in our tests a synthetic video server traffic source. The application was able to re-
generate MPEG1/2/4, and H.263 synthetic traffic with variable/constant bit rate from encoded
video trace files. The server was written in C code (refer to Appendix A) and was run over UDP.
Our choice of C language was due to the superior performance in terms of time scheduling of the

sleep function available in C.

Each trace file consisted of video frames X = {X|, X, X; .. X,}. Each frame consists of a
number of bytes, and belongs to a Group of Picture (GoP) pattern of IPB frames (e.g. generated by
the MPEG encoding scheme). Frames are separated by time period dictated by the frame rate set at
the time of encoding (e.g. a 25 frames per second translates to 1sec / 25 frames = 40 ms inter-frame

time).

The X; bytes that are read from the trace file are converted to UDP packets of maximum size
of 1024 bytes (e.g. n= m¢{X;/1024}, where int{y} means smallest integer, greater or at least equal to
¥). The “n” UDP packets are then sent back-to-back at maximum speed before going into sleep
state for the required time. In our tests we used trace files of “Star Wars”, “Mr. Bean”, and “Silence
of Lambs” movies (available at [88], and [89]). A sample of video generated traffic is shown in

Figure 4.7Figure 4.8.
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Figure 4.7 “Silence of The Lambs” bit rate trace (VBR

Figure 4.8 “Mr. Bean” bit rate trace (VBR MPEG-4
MPEG-4 encoded, 25 fps)

encoded, 25 fps)

4.5.3 Media Streaming Servers

To demonstrate the applicability of our network mechanism for providing better QoS

guarantees to real-life applications, we integrated into our testbed two types of video/audio

mulimedia streaming servers (Windows Multimedia Server [92], and VideoLAN [91] multimedia
server).
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Figure 4.9 Typical video streaming network application.

The VideoLAN [91] client/server project is an open-source application that operates under
several platforms including: Windows, Linux, and Mac OS. It can stream video from various sources
(e.g. file, DVD, satellite and MPEG-2 encoder). It also includes a client (player), which can receive,
decode and display MPEG 1 and MPEG 2 over UDP. VideoLAN server operates without any
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control protocol (e.g Real Time Streaming Protocol (RTSP) [94], Microsoft Media™ Server (MMS)

[92], etc.) for establishing and maintaining the connection between the server, and the client.

Windows Media™ Technologies uses MMS as its primary server protocol to send streams
across the Internet, or LAN. MMS includes both Microsoft Media Server protocol/UDP (MMSU)
and Microsoft Media Server protocol/TCP (MMST) that explicitly request the stream to use UDP
or TCP respectively. MMS is Microsoft’s equivalent to Real Networks RTP [27] protocol and uses a
selection of commands for various jobs like connecting to the streaming server, requesting a file,
acknowledging that the link is still in place as well as tasks like end of file indication, lost packet
requests etc. MMS uses a special mechanism to monitor the effective bandwidth on the connection
between the user and the server, adjusting the quality of video and audio accordingly. It can also be
set up to compromise on different areas of the stream - for example preserving the quality of audio

over video for a music video.

4.5.3.1 Digital Data Encoding

To provide digital content, we utilize a hardware encoder that is capable of converting analog
video/audio signals into digital data that can be stored on digital media. We also perform tests on
the client side with a software-based decoder. For encoding, we utilized a video capture encoder
card supplied by Pinnacle Systems. The capture board generates AVI files of M-JPEG compressed
video frames. Inidally, we set the compression rate to minimum (2.5:1) so we achieve the best
quality possible. This translates to a data rate of around 7.1MB/s for a capture resolution of
640x480x29.97 frames/second.

4.5.3.2 Video Compression

CODECs (compressor/decompressor) are tools that are used to help compress huge amount
of video/audio digital data and reduce their transfer rates. There are two different types of
CODECs: hardware CODECs and software CODECs. Hardware CODECs are usually more
powerful, and equipped with fast DSP chips. Table 4-3 shows some of the current popular digital

compression techniques.
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In our experiments, we use the Windows Media Encoder (WME) [92] software to generate
Class C ISO/MPEG-4 video sequences, and bbmpeg encoder [93] to encode the AVI captured
video into MPEG-2 format.

Table 4-3 Comparison of popular compression techniques

ves sved e AVl BivX ASF
Vides Uncompres
MPEG1 MPEG2 MPEG2 MPEG4 MPEG4
 Compression sed
Aulie Uncompres
MPEG1 MPEG1 MPEG2 MP3/MPA | MPEG4
| Compression sed
Size | hewr 600 MB about 1 about 2 several about 350 | about 120
vides GB* GB* GBs MB* MB*

* depends on the audio and video bit-rate.
4.5.3.3 Live vs. Pre-encoded Video

Networked video applications can be categorized into three main classes, (i) live interactive
video (e.g., video conferencing), (ii) live non-interactive video (e.g., broadcasting), and (iii) playback
of pre-encoded video. Each imposes certain delay constraints on the underlying network to ensure
proper operation-- for example, a typical assumption in the case of interactive video conferencing
applications is that a 150msec constraint on the roundtrip delay (from the time one of the users of

the system says something, untl the time this user receives an answer) exists.

Pre-encoded streams have frames available beforehand at transmission time; contrary to live
broadcasts where video is captured compressed and encoded to generate frames “on-the-fly”.
Typically, delay constraints imposed by interactive applications are tighter than in the case of
replayed media, where relatively small delays can be overcome by initally buffering data before
playback begins. The degree of difficulty in meeting the constraints in each case depends on the

bandwidth and delay characteristics of the underlying network.

4.5.3.4 Sample Clips

For our tests, we encode two video clips of 5-minute duraton each. We use Windows Media
Encoder Utility that accepts uncompressed AVI format as input and transfers it to WMV media

format. We also set the maximum packet size to 1024 bytes during the encoding process to easure
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that packets will not exceed our backbone’s set MTU (1500), and no additional delays will incur due
to fragmentation. We encoded two sample clips with average traffic rates of 400Kbps, and 500Kbps.
Figures 4.10 and 4.11 show the traffic rate distribution of the two sample clips, as captured by the
protocol analyzer (TW95000) after streaming on an unloaded link.
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Figure 4.10 Video traffic flow rate: sample MPEG-4
video clip running at a rate of 3ofps, producing an
average rate of 500kbps.

Figure 4.11 Video traffic flow rate: sample MPEG-4
video clip running at a rate of 30fps, producing an
average traffic rate of 400kbps.

4.6 CONCLUSION

This chapter has presented a summary of the various experimental activities that were carried
out on the prototype testbed. Section 4.1 described the different QoS features provided by the
traffic control “tc” package supported by the Linux OS. Sections 4.2 showed the steps that were
followed to patch the standard Linux kernel to enable MPLS and Diffserv features. Section 4.3 and
4.4 presented the setup configuration of the prototype testbed and the various performance tools

that were used when conducting experiments on it. Finally, Section 4.5 described the different

models adopted for generating the sources of traffic on the testbed.
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Chapter 5

MEASUREMENTS AND
RESULTS ANALYSIS

This chapter aims to present the tests carried out on our test-bed, and the results obtained. The
goal is to evaluate the performance of our video stream in an MPLS-enabled backbone network with
a heterogeneous mix of tme-critical and non-delay sensitive traffic across different LSP

configuratdons.

In order to evaluate our network performance in more realistic scenarios, we introduced into
our testbed the traffic types, described earlier in Chapter 4, as “cross-traffic”. These emulate the
Internet background traffic, or traffic that “loads” the test-bed routers in order to emulate an
operational environment. For example, the following is a set of applications, whose traffic profiles

were reproduced by our traffic generators on the test-bed:

3. HTTP - asymmetric, bursty; fast response time; web browsing and HTTP

4. FTP download traffic

5. Streaming (real-time -VBR) — short delay and small jitter; streaming audio and video

6. Interactve (CBR) — stringent delay and jitter requirements, constant bandwidth; (e.g. VoIP,

video conferencing, online chat, telner).

As mendoned in Chapter 2, there are several components that, combined together, are able to
provide certain aspects of QoS. One type of constraint an application may request is 2 bound on
latency, in a form of Pe(D; < D, ) < P_,, where D; is the delay for frame i, D, is the maximum
delay threshold (e.g. 200 ms), and P,;, is the minimum success probability (e.g., 98 %). Additional
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constraints include bounds on the throughput, jitter, and packet loss. The components that have
been of particular interest to us in evaluating the network performance are delay, jitter and packet
loss, experienced by a video reference stream under the background synthetic traffic models (e.g.
aggregate WWW rraffic, Poisson traffic, CBR traffic, video VBR traffic, etc.). In our results, we
report the fractional bound of QoS in terms of Cumulative Distribution Functions (CDF). The

experiments are conducted using the testbed shown in Figure 4.5.

By no means we claim that the results reported here have answered all the questions and
uncovered all hidden potential problems. However, we claim with confidence that our work
produced new results, explained successfully certain observed behavior, proposed new solutions. At

the same time, it generated new questions that could lead to additional research work in the future.
5.1 PERFORMANCE UNDER BEST EFFORT SHORTEST PATH LSP

5.1.1 Setup and Methodology

In this case, we test the performance of our reference video stream on a best effort LSP
connecting the multimedia server with the remote client host. All incoming traffic from nerwork
172.16.10.0/24, having as destination the network 172.16.40.0/24, follows the route passing through
LSP-1 (LER A, LSR D, LER () while the other path, passing through LSP-2 (LER A, LSR B, LER
O is not utdlized (refer to Figure 4.5). The RSVP-TE daemons are run on each of the LSRs,
exchanging MPLS label messages for LSP setup. We configure a single best-effort LSP of maximum
bandwidth capacity 10 Mbps (with a simple internal FIFO queuing discipline) on the outgoing links
connecting ingress LER A to the egress LER C through LSR D. All wraffic types are transferred in
this case through LSP-1, sharing the maximum allocated bandwidth.

The video stream is carried from server (Host A: IP 172.16.10.2) to client (Host B :IP
172.16.40.2) that runs a video client application. The background cross-traffic used for each
experiment is detailed in Table 5-1. Background traffic, in this case, is generated through a separate
Host C (IP: 172.16.10.3) injecting cross traffic to the remote subnet (172.16.40.0) across the MPLS

network.
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Table 5-1 Experiment scenarios

Cross Traflic Transport Number of
Experiment Number Type Service Type Protocol Streams Rate
2
Reference | 4534 |  MPEG-2 Best Effort UDP 1 2.8 Mbps
Stream Mean-bit-rate
Aggregate 10, 50, 100 %
1 constant-bit- Best Effort uDpp Aggregate of runnel
rate (CBR) capacity
Aggregate
Poisson
fiowed e
2 st E
2 flows: packet Best Effort ubpP Aggregate of tunfml
sizes capacity
Background 1500/1024/128
Traffic ) -
WAVW data 10, 50, 100 %
3 Traffic Best Effort TCP Aggregate of tunnel
(synthetic) capacity
Aggregate 10, 20, 25 flows
4 Video VBR 1 Best Effore uDP anct Stae Wars | 400KDPS Menn-
MPEG-4 “ ; > bit-rate
. movies (trace
(synthetic) file)

5.1.2 Results

In the experiments, we used the traffic generators described earlier in Section 4.5 to generate
Constant-Bit-Rate (CBR), Variable-Bit-Rate (VBR), Poisson distributed, and WWW aggregated

traffic sources (refer to Table 5.1).

We utilize the InterWatch 95000 protocol analyzer to accurately measure the one-way delay of
every packet traversing the MPLS backbone network. To do this, the protocol analyzer monitors in
promiscuous mode on the ingress subnet, and records arrival-time of each incoming packet sited at
the ingress LER of our network. At the same tume, the analyzer performs the same action at a
second interface on the egress subnet for packets departing the MPLS network at our egress LER.
The usage of the same clock (Protocol Analyzer’s) to monitor arrival and departure time of every
packet at the ingress and egress side of the MPLS network eliminates the error introduced due to
clock synchronization. The approach was only used for collecting statistics about the reference video
stream crossing our prototype network. While suitable for a laboratory environment, the method

would not be applicable in a real-life scenario, where the ingress and egress POP reside at different
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locations. In this case, synchronizaton of the ingress and egress routers through other means (e.g.
use of GPS etc., for more information on clock synchronization please see Section 3.4) has to be

performed.

The difference between the recorded times is calculated, providing the one-way delay of the
packets. It is also possible to determine the number of lost packets for a certain flow as the
difference berween the number packets sited at the ingress router and those sited at the egress router

for a certain flow (refer to Figure 4.5).

Figures 5.1, 5.2, 5.3, and 5.4 show the one-way packet delay (OWD) cumulative distribution of
the video reference stream under CBR, VBR, WWW, and Poisson distributed rate cross-traffic
background loads across the best-effort LSP. For all background traffic types, more than 95% of the
reference flow’s total number of packets experience OWD higher than 10 ms. At heavy loads, the
volume of competing traffic affects considerably the video traffic. At 70-100% of total LSP capaciry,
the OWD increases rapidly as the LSR’s backlog of enqueued packets increases- 95%, 60%, and
50% of reference stream’s packets experience OWD higher than 100-ms (severely degrading video
quality) for VBR, Poisson, and CBR background traffic (samples of cross-traffic loads are shown in
Figure 5.5, and Figure 5.6). Delays, in these cases, keep increasing until the router’s queue is full, and
additional packets start being dropped. Such large values of delay might render some of the packets

useless, after arriving late at the destinadon.

Under full load WWW background traffic (Figure 5.3), the reference stream’s packets
experience lower OWD as compared to the other cases. This is due to the fact that WWW
applicatdons use the TCP protocol that adapts to the network congestion state, reducing the
transmission rate in order to accommodate the available bandwidth. We also observe an increase in
the OWD when introducing a mixture of VBR and WWW traffic as shown in Figure 5.3. This can
be explained by the relative sluggishness of the TCP adaptation mechanism to the varying network

condition under VBR loads.
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Figure 5.1 Percentage of reference stream’s packets
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Figure 5.2 Percentage of reference stream’s packets
experiencing one-way packet delay across LSP-1 under a
certain value, when 5, 20, and 25 MPEG-4 (variable-bit-
rate) flows background traffic are sharing the link.
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Figure 5.3 Percentage of reference stream’s packets
experiencing one-way packet delay across LSP-1 under a
certain value, when: WWW traffic is sharing the link; ii)
WWW and VBR video are sharing the link.

Figure 5.4 Percentage of reference stream’s packets
experiencing one-way packet delay across LSP-1 under a

certain value, when: Poisson aggregate traffic is sharing
the link.

The increase in the network delay affects the flow’s throughput at the client side as well. The

client’s decoder expects frames to be “fed” sufficienty fast so that it can replay the stream at the
specified frame rate (e.g. at 25 fps). With high latencies and relatively short replay buffer (e.g. in

videoconferencing, or live video broadcasting) the decoder will starve out of data (decoder buffer
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underflow) leading to frame skipping at the client at certain instances, or even termination of the

connection due to a fatal loss of synchronizaton.

Figures 5.7, and 5.8.show the throughput measured at the video client’s receiving end when

streaming an MPEG-4 stream across the LSP-1 using Windows Media Server (WMS). As mentioned

earlier, WMS uses the MMS protocol [92] as a control protocol to communicate messages between

the streaming server and client in order to monitor the bandwidth, and request retransmission of

lost —packets etc. We notice that WMS reacts to network congestion by first reducing the flow’s bit

rate (i.e. by reducing the video stream’s frame rate) in order to minimize the effect. Eventually, as

delay, loss, and throughput become unacceptable for transmission, WMS stops completely sending

video packets, while continues sending the audio stream.
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the Ingress LSR on LSP-1

Figure 5.6 Offered aggregate traffic load: Poisson packet
rate distribution, and WWW data traffic at the Ingress
LSR on LSP-1
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Figure 5.7 Reference stream throughput at client side (10, Figure 5.8 Reference stream throughput at client side

100 % Poisson cross traffic): Windows Media Server with (VBR cross traffic): Windows Media Server with target
Target multiple-bit rate multiple-bit rate.

We calculated the Instantaneous Packet Delay Variaton (IPDV), formally defined by the IPPM
working group Draft [64] as the delay variaton between consecutive packets, of the reference video

stream experienced when the past mentioned background cross-traffic types are applied (Table 5-2).
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Figure 5.11 IPDV of referenced video stream packets under Figure 5.12 IPDV of referenced video stream packets under
50, 100% load of WWW data traffic. 25 flows of MPEG-4 (synthetic) VBR streams.

Jitter, sometimes referred to as “arrival distortion”, results from the variation in the queuing
delay experienced by consecutive packets of a flow. Jitter adversely affects video playback quality
across a network. It causes video data packets from the same frame to arrive at the receiving end at
different instants (not within one frame display tume). Typically, with high jitter bounds (e.g. Pr
(itter>20ms) > 10%), the video playback often appears “jerky.” The jitter’s effect on the perceived
quality can usually be alleviated by buffering data at the receiver end (i.e. adding an artificial delay).

However, this additional buffering increases the end-to-end delay. For interactive video based
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applicadons (e.g. video conferencing, or other Distributed Interactive Virtual Environments

applications) these long buffering delays are unacceptable for retaining interactivity.

Figure 5.11 shows the IPDV for different CBR background traffic udlization. As expected,
under CBR traffic load, packets tend to experience comparable delays resulting in low IPDV. In this
case, at 100% load almost 90% of the video stream packets have an IPDV lower than 2 msec. We
noticed slighdy higher values for IPDV with Poisson distributed background traffic (almost 90% of
the video packets had IPDV lower than 3 msec). This is explained by the variation of the traffic
arrival rate at the routers’ queues that translates into varying queuing delay per packet. Under WWW
dara traffic, we notice higher values of IPDV (almost 10% of the packets experience IPDV that is
higher than 7 msec). We also notice a considerable increase in IPDV when mixing the video stream
with aggregate VBR background traffic (more than 10% of the video packets experience IPVD
greater than 16 ms). As expected, the abrupt traffic flucruations cause delay fluctuatons, resulting in

increased values of IPDV.

We also conducted a number of experiments to determine the effect the variation of the per-
hop buffer size has on the packet loss rate of our reference stream, under the different cross traffic
types. Packet loss degrades video and audio quality; hence, assigning large buffer size to preserve all
packets is desirable. However, depending on the application type, packets are assigned a maximum
bound on the allowable end-to-end delay (e.g. 150-ms for interactive video applications) before
being considered lost by the application, and subsequently, become of no significance [61] (for
example, in video applications, the decoder can not wait for late packets in order to display the
current frame). Figure 5.13 shows the increase in the average one-way delay when increasing the
router per hop buffer size from 3packets to 3000packets on each of the routers on the path. With
the total aggregate arrival bit rate reaching volumes higher than the LSP’s capacity (or service rate),
the queue size of backlogged packet grows bigger, with packets coming later in tme facing even
higher delays (delay reaches values higher than 1s under high buffer size for CBR, and Poisson rate
traffic). When mixing W\WWW data traffic with the video stream, we noticed that the delay tends to
settle to a value close to 150 ms after certain size of the buffer. This can be auributed to the adaptive
nature of the TCP data traffic that reduces the transmission rate to share the bandwidth with the
video stream. In Figure 5.14 we show the loss rate experienced at the “worst-case” scenario (full

load background traffic) for the different types of traffic.
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5.2 PERFORMANCE ON DIFFSERV-ENABLED LSP

5.2.1 Setup and Methodology

As mentioned in chapter 2, the Diffserv architecture defines a set of technologies that allow
the network to offer different levels of network QoS to different customers and their traffic streams.
Traffic streams can be aggregated to a small number of behavior aggregates that are each forwarded
using the same PHB (e.g. EF, AF, BE, etc.) at the router, thereby simplifying the processing and the

associated storage.

In this case, we explicitly setup LSP-2 (LER A, LSR B, LER C) connecting the remote subnets
(172.16.40.0 and 172.16.10.0) by running the RSVP-TE daemons to exchange MPLS label messages.
The total capacity of each of the links on LSP-2 in this case is configured to 10Mbps. Two
classes/Traffic Trunks (TTs) are setup: a high-priority (marked with EF DSCP), and a low-priority
TT (marked with BE DSCP). Several different traffic-forwarding algorithms were described in
Chapter 4. We test the performance of the EF stream under two types of schedulers: (1) Linux
Priority-FIFO (P-FIFO), and (2) Class Based Queuing (CBQ).

P-FIFO is a simple, easy to implement algorithm, enabling the development of low cost
networking products. CBQ, on the other hand, enables the network management to perform

resource reservation (e.g. a class can be allocated a certain bandwidth resource). Scheduling of

94




packets is then made by “running” computing algorithms that determine the service the classes have
received, and safeguard the fairness of the resource sharing process. For example, if a “non-
isolated” class does not produce traffic volumes at the level of its resource allocation, another
“unbounded” sibling class producing traffic a rate higher than its allocaton (ie. over-limit) can
consume the unused portion of resource. Different policies can be applied to regulate this sharing

process.

The flows used in our tests are generated by the hosts belonging to the IP subnet (172.16.10.0)
on the MPLS network’s ingress side and are sunk by the hosts of the subnet (172.16.40.0) at the
MPLS network egress side. The offered traffic load from remote network () to remote Network
(B) across this LSP-2 is divided into two types: a time-critical traffic (marked with EF DSCP), and
non-time-critical traffic (marked with the BE DSCP). The VideoLAN streaming server generates
MPEG-2 flow (2.8 Mbps mean bit-rate, and 3Mbps peak rate) of UDP packets marked with EF
DSCP. Marking of incoming packets is based on mult-field classification (using Linux iptables
firewall) applied to traffic in the input direction at the ingress router. In our experiments it is
performed according to the content of the source and destination IP address fields, and the
transport protocol source/destination port in use. For the traffic sent to BE class we use UDP
traffic of CBR nature in order to reduce the number of variables affecting the system, and be able to

better identify the mechanisms that affect performance.

As detailed in Chapter 4, a mapping function exists at the MPLS ingress router that maps the
IP-DSCP (e.g. EF = 0x2e) to the corresponding EXP (e.g. EF/EXP =001) so it can be inspected by

the core MPLS routers.

5.2.2 Priority-FIFO Based Differentiated Services:

For P-FIFO scheduling, two queues are defined at each node on the DS-enabled LSP: one for
EF traffic, the other for BE traffic. As mentioned eatlier, video is classified as premium service and
is placed in the EF buffer, whereas background traffic is placed in the best effort buffer. We collect

results on QoS parameters for the EF stream flow with different volumes of background traffic
loading.
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The EF one-way delay under the Priority-FIFO scheduler proved to be affected by the best
efforr packet size. This is due to the fact that an EF packet arriving at the node while a BE packet is

in the process of being served, has to wait.

We experimented by changing the BE packet size while keeping the background traffic rate at
maximum link capacity (10Mbps) and noting the effect on the video (EF) packet performance. In
order to estimate parameters, we repeated every experiment several times. As shown in Figure 5.15,
the increase in the packet size increases the EF average delay. We also note an increase in the EF
jitter with an in crease of the BE packet size. As noted earlier, this variation is due to the presence of
a BE packet already on service, when the EF packet arrives at the head of the queue. Figure 5.16
depicts the EF average one-way delay across LSP-2 at different volumes of background best effort

cross traffic utilization (BE packet size =MTU).

Another crucial parameter in a P-FIFO based Diffserv architecture is the size of the buffer
allocated to the EF queue. Different sizes of EF and BE packets may aggravate the situation.
Accumuladon may also get worse with multdple hops, as in the case of our test bed configuration.
Hence, EF buffers need to have an appropriate size to accommodate the variability and avoid packet
loss and excessive delays. In order to see how the EF buffer size affects the EF QoS performance,
we ran the 5-minute MPEG-2 video clip a number of times while varying the buffer size (1 to 300
packets) in the presence of background best-effort traffic (maximum BE packet size/MTU was
assigned). From Figure 5.17, it is evident that at the buffer size increases, the loss rate decreases. Ata
queue size of 3 packets close to 5% of the transmitted packets along the LSP were lost. For queue
size of 30 packets only 0.1% of the transmirtted packets didn’t make it across, while no losses were

noticed for queue size of 300.

To test the effect the number of hops along an LSP on the performance, we conducted tests
on an LSP with 1, 2, and 3 hops (for the case of a single hop, we measure the LSR’s forwarding
delay and jitter). In all cases, the routers along the LSP are configured with identical settings. The EF
delay and jitter are then measured at the ingress, and egress point of the LSP. As the graphs show in
Figure 5.18, the average EF delay increases with the number of hops. This means that each hop adds
its share of delay to the total EF delay. We also note an increase in the packet jitter with increasing

number of hops.
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Figure 5.18 Average one-way delay and IPDV of EF traffic
versus number of hops. (100% background traffic
utilization, P-FIFO)

5.2.3 CBQ Based Differentiated Services:

We use a modified version of “tc” utility and CBQ scheduler running Linux kernel 2.4.17 thac
implements MPLS-DS capabilities. As mentioned earlier, CBQ allows for a variety of policies to be

implemented among sibling classes (e.g. isolated, bounded, weight etc.). In our analysis, we present a

typical CBQ configuration with two classes of traffic: a premium service (EF), and low priority (BE)
service. The results presented are for the following Traffic Trunk (TT): configurations along the
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established LSP-2: EF-TT with service rate reservation of 3 Mbps, and BE-TT of service rate 7
Mbps. The two Diffserv TTs are configured as isolated (i.e. they don’t lend available bandwidth to

each other), and bounded (i.e. they can’t borrow available bandwidth from each other).

As shown in Figure 5.20, the increase in the BE background traffic load (10%-100% of BE-TT
capacity) had a slight increase effect on the video stream’s one-way average packet delay across LSP-
2 (4 ms to 18 ms). The slight increase in this delay with the increase in the BE-traffic rate is due to
the time spent to service at least one BE packet in the low-priority queue before going back to the
high-priority queue. The CBQ scheduler (operates in Weighted Round Robin (WRR) among classes)
and typically doesn’t send any packet from the lower priority classes while there are backlogged
packets in the higher priority queue (up to the max reserved bandwidth). This provides relatve
degree of protection for the delay-sensitive traffic (e.g. video applications, VoIP, etc.) when assigned
a high priority class from non-delay sensitive competing traffic (e.g. WWW data craffic), typically
assigned to a low priority. Figure 5.19 shows the effect of increasing the BE packet size on the EF
average one-way delay, and IPDV across the LSP.

We also carried out tests similar to the case of P-FIFO, in order to check the effect of the
number of hops on the total average delay and IPDV. Figure 5.21 shows that delays accumulate at
each node across the LSP. We carried the measurements for different reservation rates for the EF
class. We note that as the EF rate approaches the reserved rate at the Diffserv node (i.e. the EF class
approaches the overlimit bound), EF packets start experiencing higher delays. This is because CBQ
limits the class’s bandwidth to the reserved rate (bounded class), and acts as a policer when a class
goes over the reserved limit. On the other hand, in the case of P-FIFO, strict priority is given to the
high priority class at all time with no regard to rate reservaton, potentially, causing lower classes to

starve out of their share of the link’s bandwidth.
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Figure 5.19 Average one-way delay and IPDV experienced
by EF packets traveling across LSP-2 versus BE packet
size. (100% background traffic utilization, and CBQ).

Figure 5.20 Average one-way delay and IPDV experienced
by packets traveling along LSP-2 versus BE background
traffic volume. (BE packet size = 1472 bytes/MTU, and
Priority-FIFO).
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Figure 5.23 Throughput of the reference video stream
(MPEG-2 clip) with Diffserv on LSP-2.

Figure 5.22 Video Stream Throughput (MPEG-2 clip) with
no Diffserv on LSP-2.
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5.3 ALTERNATE LSP DYNAMIC ROUTING: GOLD LSP-2
(DIFFSERV-ENABLED) AND BRONZE LSP-1 (BEST-EFFORT
LSP)

In the previous two sections, we studied the performance of a video stream when carried over
a best-effort LSP, and a DS-enabled LSP. As it was expected and is known from earlier research, our
results demonstrate that the best-effort LSP is unsuitable at times for the transmission of delay-
sensitive traffic, especially in the presence of heavy background traffic utilization. On the other
hand, the DS-enabled LSP offers preferential treatment to the high priority traffic when mixed with
lower priority traffic, effectdvely isolating non-delay sensitive from delay sensitive traffic. However,

we anticipate that such a service would be associated with a relatively higher service cost.

Sometimes it is desirable to use different LSPs for different classes of traffic. Hence, the
physical nerwork would be divided into muldple virtual networks, one per class. These virtual
networks may have different topologies and resources. The end effect is that premium traffic can
use more resources than best effort traffic. As well, premium traffic will have higher priority in

getting the backup resources in the case of link congestion.

As mentioned earlier, MPLS-enabled networks facilitate the task of traffic engineering, and
allow the configuration of explicitly signaled LSPs (ER-LSPs) that can be setup for different classes
of service. Subsequently, it alleviates the problem of having all the traffic being routed on the
shortest path, resulting in the over-udlization on some paths and underudlization on others.
Moreover, Internet traffic exhibits a dynamic behavior over time, even when the LSPs are
established with the bandwidth allocation made according to the traffic requirements existing at the
LSP’s establishment time. Hence, a mechanism to examine the degree of congestion-- especially on
the best effort LSP where over-utilization might occur frequently-- and rapid redistribution of delay-

sensitive traffic to a higher class LSP is essential.

In Chapter 3, we presented an overview on two approaches to carry out performance

measurements in communication networks, namely the active, and the passive approach. The two
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approaches have been adopted in several works such as [12], [72], [73], [74], and [76] to monitor the

degree of utilization across certain Internet paths.

We establish the two LSPs (LSP-1, and LSP-2) connecting the MPLS network’s endpoints with
same configuratdon as before (refer to Figure 4.5). The DS-enabled “LSP-2” is configured as gold
service, and is setup with two traffic trunks: a BE with an allocated bandwidth of 6Mbps, and an EF
TT with allocated bandwidth of 4Mbps. LSP-1, on the other hand, is configured as bronze service
with a total bandwidth of 10Mbps, and with no support of Diffserv.

The incoming traffic at the ingress point from remote network (172.16.10.0) destined to
network (172.16.40.0) is divided into two categories: a normal priority cross-traffic that is always

forwarded on LSP-1, and a premium high-priority traffic that is partitioned on LSP-1, and LSP-2.

5.3.1 Alternate LSP Routing using Active Probing

We saw that delay-estimate is a reliable metric, providing valuable information on the end-to-
end performance and link congestion/ failure state. We use an active probing approach similar to the
one presented in [12] to monitor the delay on the best-effort LSP-1 as it becomes over-utilized, and
switch the delay-sensitive traffic to LSP-2, which provides better performance guarantees at,

possibly, a higher service cost.

The one-way delay on LSP-1 is obrained by transmitting probe packets at a rate of 2
packets/second berween the ingress and egress endpoints. The probe packet (UDP) is time stamped
at the ingress node at time T1, and arrives at the egress node at time T2. The packet is transmitted
back to the ingress node stamped with the delay (T2-T1). To accommodate for lost probe packets, a
maximum value of the delay is assumed after a timeout (500ms) if the reply datagram is not received.
The choice of the probe packet size affects the serialization delay as discussed in Section 2.2, Table
2-2. The main source of delays in our network is due to the queuing of packets traversing different
hops on the LSP. Figure 5.24 shows a slight increase in the OWD across LSP-1 (from 500us-1.6ms)
when increasing the size of the UDP probe packet (from 64 bytes to1472 bytes). No background
traffic has been applied, in order to eliminate queuing delays generated by its presence. In our tests,
we set the probe packet size close to the video packets’ size (1000 bytes) in order to provide a closer

indicator of the delay experienced by the video stream.
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An estimate of the projected future delay is formed after each reading by using the estimator
mentioned in Chapter 4 and discussed in detail in [1] [2]. The estimator’s parameters were fine-tuned
by carrying out several pilot runs on OPNET that are available in Appendix B. Figure 5.25 shows
the probe packet delay, and the actual one-way delay experienced by packets crossing LSP-1 when
70% utilized with Poisson traffic. Figure 5.26 shows the output of the estimator that is generated

after each probe delay reading.

We conducted experiments transmitting the MPEG-2 video flow (mean bit rate 2.8 Mbps)
from Host A to Host B across the MPLS network. We injected aggregate Poisson traffic (mean bit
rate 7Mbps) as background “cross-traffic” across LSP-1. As shown in Figure 5.27, the video stream’s
OWD delay increases up to the maximum allowable threshold (50ms in this case) when video

packets are redirected towards LSP-2, which offers lower OWD.

Figure 5.28 shows the traffic breakdown into delay-sensitive non delay-sensitive, and total
traffic across LSP-1 during the period of transmission of the video stream. Figure 5.29 shows the
redirected fraction of delay-sensitive traffic onto LSP-2. At the egress router, video packets arriving
from the two LSPs are forwarded to Host B, providing a continuous stream of packets at an
acceptable throughput as shown in Figure 5.30. Figures 5.31 and 5.32 show the OWD and IPDV
CDF of the video stream in the presence of 70% utilization of Poisson traffic on LSP-1: 1) when
transmitted over on the best effort LSP and not applying alternate LSP routing, 2) when transmitted
over the Diffserv-enabled LSP and not applying alternate LSP routing, and 3) when applying
alternate LSP routing between LSP-1 and LSP-2. As shown, the Diffserv-enabled LSP offers the
best performance in terms of the OWD and IPDV of the video stream. In the case of the best-
effort LSP, as illustrated in Section 5.1, the OWD of the video packets could well rise over the 100
ms bound as the LSP becomes overutlized. When applying the alternate LSP dynamic routing
algorithm with a delay threshold on the delay-sensitive traffic of 50 ms, we notice almost 85% of the
video stream packets experience delays below the 50ms bound. The number of packets violating the
delay bound can be further reduced by modifying the estimator to switch more portions the delay-

sensitive traffic to LSP-2 as shown in Figure 5.33.
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Figure 5.27 One-way delay of video stream with dynamic
partitioning (70% Poisson cross-traffic utilization on LSP-
1)
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Figure 5.28 Traffic breakdown on LSP-1 with dynamic
partitioning of delay-sensitive traffic (active monitoring).

Figure 5.29 Fraction of video traffic forwarded on LSP-2.
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Figure 5.30 Video stream throughput at client Host B with
dynamic partitioning of traffic (active probing).

Figure 5.31 Percentage of reference stream'’s packets
experiencing one-way packet delay under a certain value
with 70 % utilization of Poisson traffic cross-traffic on
LSP-1: 1) no ALR best-effort case, 2) no ALR diffserv, and
3) with dynamic ALR.
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Figure 5.33 (1) Percentage of delay-sensitive traffic
forwarded on gold LSP-2. (2) Percentage of delay-sensitive
above delay bound = 50 ms. (70% Poisson cross-traffic on

LSP-1).

5.3.2 Alternate LSP Routing using Passive Monitoring

The passive approach uses devices or mechanisms to watch the network traffic as it passes by.
The devices can be special purpose devices such as a sniffer, or they can be built-in applications in

routers, switches or end node hosts (e.g. Remote Monitoring (RMON) [65], Simple Network
Monitoring Protocol (SNMP) [72], etc.).

The passive approach measures real traffic. It does not introduce traffic on the network
though the transmission of probes, however, the polling, required to collect the passive data (e.g.

counters, traps, alarms, etc.), generates network traffic that can be substantal.

We employed a similar technique on our testbed to monitor the incoming traffic at the ingress
router, and infer the degree of congestion on the subject LSP. In other words, the ingress LER
contnuously monitors the total incoming traffic rate destined to an LSP. Once it is determined that
the incoming traffic volume exceeds a threshold of the LSP capacity, excess traffic can be rapidly
shifted to other preferred LSPs—possibly higher-grade classes. Traffic monitoring in Linux is
possible by attaching an ingress firewall filter (fw) and a “policer” with a specific police-rate limit at
the input device. The firewall policer tags excess packets with a mark that can later be used in

making a routing decision to different LSPs.
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In Section 5.1 we have shown that the one-way delay across the LSP increases as the LSP
traffic udlization load increases. Hence, in order to ensure a low end-to-end delay, the traffic
utilization across the LSP has to be kept below its maximum reserved bandwidth to ensure no
congestion occurs at subsequent hops. Figure 5.34 shows the breakdown of the traffic flowing on
LSP-1 (for policing rates of 10Mbps, and 9Mbps) when transmitting the video stream across the
MPLS network with 7Mbps Poisson cross-traffic on LSP-1. As shown in Figure 5.33, the forwarded
portion of the delay-sensitive traffic across LSP-1 (bronze service) decreases as the policing rate
decreases, while the remaining part is forwarded across LSP-2 (gold service) as shown in Figure 5.35.
Figure 5.37 shows the one-way delay experienced by the video packets of the reference stream when

applying alternate LSP routing using the passive approach with policing rate of 10Mbps, and 9Mbps.
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Figure 5.34 Traffic breakdown on LSP-1 with dynamic Figure 5.35 Fraction of video traffic forwarded on LSP-2.
partitioning of delay-sensitive traffic (passive monitoring).
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5.4 CONCLUSION

In this chapter we have carried out performance analysis of a video stream carried along LSPs
with different QoS configurations. In secton 5.1, results presented showed that on the best-effort
LSP QoS parameters (delay, jitter, and loss) are affected by the degree of utilization across the LSP
as well as the nature of traffic sharing the resources on the LSP (e.g. CBR, VBR, WWW data traffic,

etc.).

In Section 5.2, we incorporated the Diffserv model on our MPLS testbed using two types of
link sharing schedulers supported by Linux: 1) Priority-FIFO, and 2) CBQ. It is evident using both
schedulers, that when the Diffserv EF classification is used for video, the effect of the background
traffic diminishes and the video stream passes through without major complications. The
improvements offered by Diffserv over best effort model become more evident, as the network load
increases. In this case, the results obtained when integrating Diffserv with MPLS are in agreement
with those found in the literature like [97], [98], etc. For example, with the P-FIFO scheme special
admission control policy need be active at the ingress point so to ensure no starving of service is
suffered by low priority traffic when mixed with the high priority type. Second, in the case where
resource reservation is performed at each Diffserv node (e.g. CBQ scheduling), a dynamic
bandwidth management scheme (e.g. Bandwidth Broker [65], or Cisco’s automatic bandwidth

adjustment [4]) that is capable of adapting the capacity of the TTs based on the offered load at the
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ingress routers would be useful, in order to ensure guaranteed levels of QoS. While this could be
thought of as a solution that can be applied with relatively long bandwidth re-adjustment periods,
Alternative LSP Routing (ALR) can offers a effective solution for reacting to short-term periods of
traffic fluctuations. As mentioned earlier, ALR protects time critical traffic by dynamically

forwarding its packets to less loaded or Under-utilized LSPs (U-LSPs).

In Section 5.3, we have implemented the Cheapest Path First algorithm to partition the delay-
sensitive traffic among multiple paths of different CoS. We used two approaches to monitor the
performance on the best-effort LSP: 1) active probing approach, and 2) passive monitoring
approach. The active approach resembled a closed loop feedback mechanism on the estimated delay
experienced by traffic flowing through the LSP. On the other hand, the passive approach resembled
an open-loop mechanism, whereby traffic is policed at the ingress point of the network before being

forwarded on the LSP without feedback on the delay experienced thereafter.
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Chapter 6

CONCLUSION AND FUTURE
WORK

It is evident that providing strict deterministic service guarantees to delay-sensitive applications
on the non-deterministic IP network is becoming a more challenging task as nerworks continue
grow and gain new functionalities. The best-effort Internet model treated all users in the same way.
In practice, however, users have different needs, use the nerwork for different purposes, and are

ready to pay for the service in different ways.

This Thesis analyzed the main blocks that, together, provide different levels of quality to
different group of enttes. The first part presented the theoretical foundations of the network
Quality of Service, and the major components that have to be studied in order to provide guarantees
to the end-users. It also provided an introduction to the different network models-- including
Intserv, Diffserv, and MPLS -- that attempted to address the issue of providing network QoS

guarantees to delay-sensitive applications.

MPLS provides the means to differentiate paths of different types of traffic based on a user
defined filtering criteria at the edge of the nerwork. Diffserv is able to differentiate berween types of
traffic on the same path based on the IP-defined DSCP field. The Differentiated services model,
when combined with MPLS’s traffic engineering capabilites, can provide a suitable architecture for
ensuring QoS guarantees to various kinds of applications, especially when multple parallel paths to
the same destinaton exist in a network. This research showed how MPLS allows for the
configuraton of explicitly signaled LSPs (tunnels) with different configuratons that can be
established for different classes of service, and provided a dynamic scheme for rerouting delay-

sensitive traffic to alternate LSPs, which is based on the Cheapest Path First Algorithm.
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The second part of the thesis dealt with the implementation of the proposal on a testbed of
Linux-based routers connecting remote networks across an MPLS network. The routers were setup
and configured to support Diffserv and MPLS features. Explicit-route LSPs with different
configurations were established, using the RSVP-TE signaling protocol. The Diffserv capabilites
were implemented on the LSRs using two Linux-supported packet-scheduling algorithms: Priority-
FIFO, and CBQ. The MPLS nerwork was used to transport a video stream (marked with EF DSCP)
originating from a Multimedia Server to a remote client. Various traffic models including Poisson
traffic, CBR traffic, VBR rtraffic, and WWW traffic were developed and integrated into our testbed

to study their effect when mixed with the video stream on different LSP configurations.

We carried out a performance analysis of a video stream across the best-effort LSP in the
presence of the different types of background cross-traffic types. The results have shown that the
QoS parameters (delay, jitter, and loss) are affected by the degree of utilization across the LSP as
well as the type of traffic carried (CBR, VBR, WWW data traffic, etc.). Experiments were also
conducted by transmitting the video stream (marked with EF PHB) on a Diffserv-enabled LSP, and
a comparison berween two packet-scheduling algorithms was presented. In the last section, the
partitioning scheme across multdple LSPs was implemented using two approaches: active probing,
and passive policing for the purpose of monitoring the performance on the LSPs, and re-route delay

sensitive traffic to higher class LSP whenever needed.

Future Work

The results obtained in our study are not able to cover all the unsolved issues in the QoS arena.
However, they represent a starting point for the research activides that the author will embark on in

the future.

The research shed light on the short-term solution to reroute delay-sensitive traffic to an
existing alternate LSP, as the performance on the current LSP is no longer suitable. However, the
testbed will be further exploited to study the possibility of forecasting traffic-load changes and
dynamically resizing the capacity of the LSP tunnels as a long-term solution to accommodate the

changes of the incoming traffic over the liferime of the LSP. This can be accomplished by

110



introducing central management authority in the domain (e.g. a Bandwidth Broker), or through the
use of bandwidth estimators (e.g. Cisco’s auto bandwidth adjustment tool) at the ingress LSR of the

network.

The second area that this research sheds light on is the possibility of providing end-to-end QoS
among multiple MPLS domains and the way QoS characteristics are propagated across multiple
domains. This is particularly interesting when integrating the current testbed with a wireless domain
running Hierarchical-MPLS [96] and/or Micro-Mobility MPLS [99], or an optical network running
GMPLS.
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APPENDICES

Appendix A

#!/bin/sh

BHUBHBHANENNBERE Mark video traffic with DSCP 0x2e (EF PHB) H#H#BH#S#BHENNERIGH
./iptables -A PREROUTING -t mangle -p udp --dport 2002 -j FTOS --set-ftos O0x2e

BeBBHBBESHBUHNR Mark second flow with DSCP O0x2e (EF PHB) ##8HBRGHAGHNGHERS
./iptables -A PREROUTING -t mangle -p udp --dport 2002 -j FTOS --set-ftos O0x2e

dHHBHARERBRERES Mark all other flows with DSCP 0x00 (BE PHB) Hé##sHBGsRABRNS
./iptables -A PREROUTING -t mangle -p udp --dport 2002 -j FTOS --set-ftos 0x00

#HUBHRBERRIAREH Map DSCP Ox2e (EF PHB) on LSPID=12 with EXP=1 H##¥#RNEEN
./tunnel -m -x 0x2 -d 172.16.40.2/32 -112/1

Figure A. 1 Steps followed to mark incoming packets generated by the video server with the EF DSCP (ox2e) before
pushing them into the MPLS tunnel. (iptables (version 1.2.4) was used for this purpose). Packets with DSCP ox2e
and destined to host B on LSPID= 12 are assigned an EXP value 1.

#4444 Set up proper qdisc on interface

$TC filter add dev $i parent 1:0 protocol mpls prio 1 tcindex mask Oxfc shift 2 pass_on

# Second a CBQ qdisc is used in order to support EF, and BE classes

$TC qdisc add dev $i parent 1:0 handle 2:0 cbg bandwidth 100Mbit cell 8 avpkt 1000 mpu 64
$TC filter add dev $i parent 2:0 protocol mpls prio 1 tcindex mask 0xf0 shift 4 pass_on

## Definition of the CBQ leaf classes to support EF and BE

## EF class setup

echo EF

S$TC class add dev $i parent 2:0 classid 2:5 cbq bandwidth 100Mbit rate SEF_RATE avpkt 1000 prio
1 bounded allot 1514 weight 1Mbit maxburst 10 defmap O

$STC qdisc add dev $i parent 2:5 pfifo limit $SEF_BUFFERSIZE

STC filter add dev $i parent 1:0 protocol mpls prio 1 handle 0x2e tcindex classid 1:151

STC filter add dev $i parent 2:0 protocol mpls prio 1 handle 5 tcindex classid 2:5

## BE class specific setup

echo BE

$TC class add dev $i parent 2:0 classid 2:6 cbg bandwidth 100Mbit rate $BERATE avpkt 1000 prio
7 allot 1514 weight S$BE_RATE maxburst 21

STC qdisc add dev $i parent 2:6 pfifo limit $BE_BUFFERSIZE

STC filter add dev $i parent 1:0 protocol mpls prio 1 handle 0x0 tcindex classid 1:161

STC filter add dev $i parent 2:0 protocol mpls prio 1 handle 6 tcindex classid 2:6

Figure A. 2 Sample Linux “tc” script to implement Diffserv EF and BE PHBs.

#include "unp.h"
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#include "../util/error.c"
#include "../util/wrapsock.c"

void dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servlen);

int main(int arge, char **argv)

{
int sockfd;
struct sockaddr_in servaddr:;
FILE *cf;

if (argci=3)
err_quit(”usage: udpcli <IPaddress»><trace_file>"};

bzero (&servaddr, sizeof(servaddr)):;
servaddr.sin_family= AF_INET;
servaddr.sin_port = htons (5000} ;

if (inet_pton(AF_INET, argv(l], &servaddr.sin_addr)<=0)
err_quit(*inet_pton error for %s*, argv(l]):

if ((sockfd = socket (AF_INET, SOCK_DGRAM, 0))<0)
err_sys ("socket error”):

if ((cf=fopen( argv(2], "r")) == NULL )}
err_sys("File could not be opened");

dg_cli(cf, sockfd, (SA *) &servaddr, sizeof(servaddr));
fclose(ct);
exit(0);

}

void dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servlen)
(

int m,rate, seg_size, slpt, slpf:;

int 1,11, j1, ni, 3. n:

int count, rem,count2, rem2, rem_seg;

char *cbr, °*vbr, *cbrl, *vbrl:;

cbr= (char*)malloc(1024);
for (i=0; i< 1024; i++)
cbr[i] = '0°*;

fscanf(fp, *%d", &rate):;
while ( !feof(fp)) (
count = rate/1024;
rem = rate%$1024;
slpf = rate*8/100; //transmit time for this frame microsecond
slpt = 40000 - slpf; //left time before transmit second frame
vbr= (char*)malloc(rem) ;
for (j=0; j< rem; j++)
vbr(j] = '0';
for (n=0; n<count; n++)
sendto (sockfd, cbr, strlen(cbr), 0, pservaddr, servlen);

sendto (sockfd, vbr, strlen(vbr), 0, pservaddr, servlen);
usleep(slipt);
free(vbr):;
fscanf(fp, "%d*, &rate):
} // end of file while loop

free(cbr) ;

Figure A. 3 C source-code: mpeg trace-files synthetic traffic generator
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import java.lang.~*;

import distributions.*;

import java.io.*;

class Driver extends Thread (
long sleepTime;
public Driver () (

super () ;
Client cls=null;
try (

new Client().start();
}
catch (Exception e)({
e.printStackTrace();
}
System.out.println("END");
}
public void run() {
double i, k, exponential, timel, r=3;
ExponentialDistribution exp = new ExponentialDistribution(r);
RandomVariable arrivalTimel = new RandomVariable(exp, "X");
int j=0;
while (true)
{
timel = - Math.log(l ~ Math.random()) / r; /* Exponential */
arrivalTimel.setValue(timel);
exponential = arrivalTimel.getValue();
sleepTime = ((long) (exponential*1000)});
j+=1;
System.out.printlin(* Exponential [("+j+"]: *+ sleepTime);
try
{
this.sleep(sleepTime);
new Client().start(};
}
catch (Exception exc) {}

}

public static void main(Stringl] args) (
Driver tl = new Driver():;
tl.start();

Figure A. 4 Java source-code: WWW client sessions generator (exponential distribution)

Appendix B

OPNET Simulations

OPNET [16] is a simulatdon tool that provides a comprehensive development environment
supporting the modeling of communication networks and distributed systems. OPNET allows large

numbers of closely spaced events in sizeable network to be represented accurately. It uses a
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modeling approach where nerworks are built of nodes interconnected by links. Each node’s
behavior is characterized by the constiuent components. The components are modeled as a state-

transition diagram.

We use OPNET as our simulation environment to validate our proposal, and achieve
preliminary results on its applicability. We further implement a prototype network of Linux routers

and carry out tests with real traffic sources to evaluate our model in a realistic environment.

Simulated Network Model

.’\;

Figure B.1 Simulated network model architecture

We run a number of simulation tests on a network model consisting of two distant enterprise
networks that are connected via an MPLS backbone network. The tests were carried out to validate

and repeat some of the test results obtained from the testbed.

The MPLS network consists of LERs, and core LSRs. We assume that the source hosts will
stamp the respective IP DSCP field that will be inspected at the edge router for service
differendation purposes. Three parallel LSPs are setup from the ingress LER to the egress LER,
each of maximum capacity of 4 Mbps, and connecting the source and destination customer
networks. We assume that the LSPs are initally setup such that their capacities can at least handle all

traffic load crossing from the Ingress edge router and destined to the Egress edge router.

LSP, (bronze) is configured as a best effort LSP that provides no special treatment for

different classes of traffic, and can become at certain times over-utilized. LSP, (silver) is configured
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with two TTs: EF with capacity of 2Mbps, and a BE with capacity of 2Mbps. LSP, (gold) is also
configured with two TTs: EF with a capacity of 2 Mbps, and best effort with a capacity of 2Mbps.
For our simulations, we are specifically interested in evaluating our CPF algorithm at achieving
minimal service cost under the delay constraints set above, hence, we consider the case of infinite
queues at the MPLS switch routers. We assume the cost service usage of the EF TT along the gold,
silver, and bronze LSP are defined such that: C, > C, > C,.

In our simulations we model the user’s time-critical traffic with the Diffserv defined Expedited
Forwarding (EF) Per Hop Behavior (PHB) [26]. The EF class was designed to carry traffic with low
delay and virtually no loss without per-flow queuing. As discussed in Chapter 2, latency is mostly

due to queuing experienced while traversing nodes in the network.

Simulation Results

We inject an aggregate of traffic classified as EF with a Poisson distributed rate of 1.5 Mbps,
and an aggregate of traffic classified as BE with a Poisson distribute rate of 3 Mbps both running
over UDP, originating from source network A and to destination network B, and traversing our
MPLS backbone network. We specify two types of traffic in our simulator: engineered time-critical
traffic, and standard best effort cross traffic. The engineered traffic is the time sensitive EF traffic
that needs to be dynamically partitioned based on the CPF partitioning algorithm, and the cross
traffic is the standard best effort background traffic and is assigned a fixed route through the bronze
LSP.

We assume that the user specifies a certain upper bound D,, on the average end-to-end delay
that the tme-critical traffic can endure across the MPLS network. This value is used in our CPF
algorithm to make a decision on rerouting the portion A, (refer to Section 3.3) of the time-critical
traffic at each scheduling round after checking the estimated value of the delay on each LSP. We set
the weight of 4,to 5 packets. The value of 4, as mentioned in [12] must be chosen of reasonable

granularity to avoid packet reordering problems caused by rerouting consecutive packets of the same

flow onto different LSPs.

Active test measurement traffic is performed by periodically sending a stream of probe packets

that will discover the delay along each LSP in the MPLS network. The frequency of the test traffic
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should not excessively overload the network, while still reflecting an accurate measure on the delay.
As mentioned earlier, measurement projects typically use probe streams of average bandwidth lower
than 10Kbps [76]. In our case, we assign a 100 ms time interval between two consecutive probes.
We further employ the estmator algorithm, described in Section 3.5, to provide us with a quick
estimate of the future time slot’s delay that can be experienced on the EF-TTs on each of the three
LSPs.

Figure B.2 shows customer (A)’s BE one-way delay across the MPLS network in Cumulative
Distribution Functon (CDF) plot. As mentioned, this cross traffic is constantly routed along LSPb
with no consideraton to the delays experienced. This translates to higher delays as LSP, becomes
overutilized—as shown, more than 60% of packets suffer delays higher than 400 ms. Figure B.3
shows customer (A)’s EF class traffic in CDF plot. The assumed upper bound on the delay across
the MPLS network in this case is (D, =120 ms). As shown, about 58% of the packets experienced
delays below 120ms. In this case, packet delays higher than the D,, were experienced due to our TE-

system being late to switch to the higher grade LSP.

We modified our estimator by assigning a higher value for psi (0.5) as the delays on the current
LSP approach the user’s specified Dth (Dsafe=0.8 Dth). This made our algorithm react quicker to
switch to higher grade LSPs as probe packet delay approaches D,. Figure B.5 shows the
improvement achieved after making modification to the estimator. Figure B.6 shows the breakdown
of customer (A) EF traffic distribution along the three LSPs, before and after applying the
modification to the estimator. As seen, the total traffic is divided among the three LSPs. In the first
case (before estimator modification), we notice that almost 30% of the total EF traffic went through
on LSP,, while in case 2 (after modifying the estimator), we see that only 15% went through on the
same LSP,. Of course, this meant better performance in terms of delays experienced per packet, but
on the other hand, it also indicated a possibly higher service cost due to shifting higher portion of
the traffic to LSP,.

In Figure B.7, we show two cases for the customer assigning D,=120ms, and 60 ms after

modifying our estimator. Certainly, with lower D, less traffic will be forwarded along LSP,, while
most of it will be shifted to the other two LSPs.
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