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ABSTRACT

This thesis studies some security problems in the X.400 Message Handling System
(MIS). It focuses ou the so-called message-loken. a cryptological data structure,
used to convey the security-related information ‘and support several basic security
services in X.400 MHS. The current X.400 message-token which conforms to the X.509
one-way authentication protocol cannot protect X.400 messages from the attack of
impersonation. An existing solution in terms of the one-way authentication protocol
still cannot solve this problem when it is applied as a message-token in MHS. This
thesis develops three new message-tokens for solving the problem. Correctness of the
new message-tokens is proved by means of the authentication logic, a formal analysis
technique for checking if authentication protocols are able to achieve their goals.
‘Through the study, some weaknesses have been found in the postulates known as
the Hash-Function Rules. New Hash-Function Rules are proposed for improving ihe
autlientication logic. The newly proposed message-tokens are proved to be capable of
‘cnsuring the integrity and originality of the .conveyetl information and thus prevent

the impersonation threat for X.400 messages.
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Chapter 1

Introduction

1.1 Security in Message Handling Systems

Message Handling System (MHS) is a special service in the application layer
of the OSI General Reference Model. It was originally designed for exchanging inter-
personal messages, i.e., electronic mail [CCITT420]. Recently, this technology is in-
creasingly being used lor some serious commercial applications [GEN90] [CCITT4d5],
such as electronic data interchange and electronic fund transfer. This leads to more

and more concern about the security of MHS.

Wherever information is trénsmitted the communication partners expect it lo
arrive unaltered. Security features are important prerequisites for the adoption of
an MHS technologyj They include guaranteed integrity of the transmitied messages,
verification of the originator, verification of submission and receipt, confidentialily of

the transmitted messages and protection against loss or duplication of messages.

The OSI Security Architecture Draft lnt‘ernationﬂ Standard 7498/2 [1IS07498-2) is

a basis for building a secure open network system. In this standard, the term securily

=



“is defined as “a mcans for minimizing the vulnembili!iee of assels and resources”,
and security is achieved by providing securily services. This standard specifies a
set of security services with which a communication system structured according to
0S17498/2 may be made secure. Some of the important security services at the

application layer are listed below:

o Origin Authentication provides the corroboration that a communicating peer

entity or the source of data is really the one claimed.
e Access control provides protection against unauthorized access to data.

Data confidentiality protects data from unauthorized disclosure.

o Data integrity protects data from unauthorized modification.

Non-repudiation provides the proof of the origin of data in order to prevent any

attempts by the sender to falsely deny having sent the data.

In most.r of the literature, the terminology Message Authentication (or simply Au-
thentication) means to ensure the integrity and origin authenticity of a transferred
message, i.e. both integrity service and origin authentication service are provided
together. In fact\, from the recipient’s point of view, it does not make much sense to

provide one setvice without the other.

X.400 'provicles numerous security. services for defence against various threats,
* described in detail in Section 2.2. These security services are specified in recommen-
_dations X\400 (Overview) [CCITT400] -X.402 (Architecture) [CCITT402] and X.411
MTS) [CCITT411] Essentially, X. 400 provides two classes of secunty services: those. |
which protect connectlons between: svstems and those which protect individual mes-
‘sages. The end users are mainly interested in the security services at the message :

level. More details of X.400 security features will be described in Section 2.4.
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1.2 Motivation

Through many years of development, the security model of X. 100 MHS has reached

a reasonable level of stability. However, it still needs improvement in some aspects.

Protection of security-related information

When exchanging a message in a distributed environment, the security related
information (e.g., encryption keys, cryptological checksums, etc.) also has to:be
transferred and protected from unauthorized disclosure and modification. In X.400
MHS, such information is conveyed and protected by a cryptological data structure
called the message-token. A message-token has threc portions: the confidential data
field, the non-confidential data field and the digital signature of the sender. The
confidential data are encrypted. The signiiure is derived from a combination of the

confidential data and the non-confidential data.

The structure of message-tokens influences the security of transferred messages.
In the current X.400 message-token, the signature is derived on a token which ;:011-
tains encrypted confidential data (i.e., the signature is the function of the combination
of non-confidential data and encrypted confidential data). It conforms to the X.509
one-way authentication protocol [CCITT509] (also see Section 2.3.4). As noted in
Burrows, Abadi and Needham [BAN90], it is unable to defend against the imperson-
ation threat. When such a message-token is employed in MHS‘, a malicious third party
is able to modify the message-token and thereby deceive the recipient into believing

that the third party is the source of the message.

~~ [BAN90] also mentions that a possible solution is to perform the signature and .

encryption operations in reverse order. C. I’Anson and C. J. Mitchel in [ITAM90] .



give a new form of the one-way authentication protocol, which refines the idea of
[BANY0] and practically employs a one-way function for calculating the signature.
However, we find that applying this solution as the message-token cannot solve the
above impersonation problem in MHS. Therefore, other solutions are needed to solve

the problem.

Formal analysis of message-tokens

Message-tokens are cousidered as the application of one-way authentication pro-
tocols. The purposes of using message-tokens are to ensure the integrity and origi-
nality of the transmitted security-related information. To ensure that these purposes
are achieved, the correctness of message-tokens needs to be proved. Burrows, et al.
proposed the logic of authentication for the formal analysis of the authentication pro-
tocols. This logic in particular has several important virtues. First, it helps formalize
" reasoning about useful abstract properties of the protocol; second, it forces designers
to make explicit sccurity assumptions and a well-defined set of authentication goals;
and third, it helps to verify whether those goals can be achieved at the end of protocol

rut.

However, when we try to use the logic to analyze the authentication protocols,
we find that there are some mistakes in the postulates, the Hash-Function Rules.
They inaccurately present the implicit meaning of using one-way hash functions in

the signature technique. Therefore, the_Hgsh-Fimction Rules should be redefined.
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1.3 Summary of Contributions

In this thesis, we make suggestions for improving X.400 MHS sccurity on the
structure of message-tokens. To ensure their correctness, a formal technique, the
authentication logic, is used to analyze the new message-tokens. Here, we also make
a contribution to the authentication logic by redefining the postulate called the Hash

Function Rules. In summary, the main coutributions of this thesis are listed below:

(a) It is found that, when applying the solution proposed by [IAM90]

as a message-token, the impersonation problem cannot be solved

in MHS (Chapter 3).

(b) Three new message-tokens, Message-Tokens 3, 4 and 5, are pro-.
posed to protect messages [rom the threat of impersonation in

MHS (Chapter 3).

(c) The prool of correctness for the new message-tokens is provided,

based on the logic of authentication created by Burrows et al.
[BANY0]. The proof shows that these new message-tokens can

achieve the expected authentication goals (Chapter 4).

(d) Through applying the authentication logic, we find some weak-
nesses in the postulates (Hash-FuucLion Rules). New Hash-
Function Rules are proposed [or more accurately describing the
implicit meaning of using one-way hash functions in the digital

signature technique {Chapter 4).



1.4 Organization of the Thesis

The remainder of this thesis is organized as follows:

e Chapter 2 is an introduction to the basic concepts of X.400 MHS, the possible
threats to MHS, and security mechanisms used by X.400 security service. It

also gives an outline of the X.400 security services.

e Chapter 3 discusses the problems of the current X.400 message-token and the
problem in the solution of [{AM90}, and proposes three new message-tokens to

solve the problem.

o Chapter 4 introduces the basic concepts in the logic of authentication, improves
- the Hashing-Function Rules, and analyzes the old message-token schemes and

proves the correctness of the new message-tokens.

e Ché.pter 5 contains the conclusion and possible future work.



Chapter 2
Background

Before presenting a detailed description ?)f the security of Message 1-1a.ndling Sys-
tem (MHS), some background knowledge is giQenl in this chapter. First, the functional
model of X.400 MHS is briefly introduced in Section 2.1. Section 2.2 explains the se-
curity threats in MHS, and Section 2.3 briefly introduces the secugjtyﬂnccl:anisms.

Finally, in Section 2.4, the security services in X.400 MHS are outlined.

2.1 The Functional Model of X.400 MHS

The X.400 MHS enables MHS-users to exchange messages on a store-and-forward

basis. The major components are shown in Figurel 2.1
o User ;.gent (UA)
o Message transfer agent (MTA)
o Message transfer ‘sy'stgm‘ (MTS)

o Message store {MS) ' N

-7



Figure 2.1: Components of Message Handling System

The user agent (UA) is responsible for directly interfacing with the MHS-users.
It prepares, submits and receives messages for them. Besides text editing and pre-
sentation services, 1t also provides several other services, such as security, priority

provision, delivéry notification, and document ‘distribution. .

The message transfer system (MTS) pfbvicles the distributed store-and-forward

message transfer service and thus has the task of transferring messages of all types

from the sender UA 1o the recipient UA. The MTS neither examines nor modifies

‘the content part of a message, except for the encode coﬁvex;sion requested by the

.



originator. An important point is that, within MHS, the MTS is considercd as ap-
plication independent. The message transfer agents (MTAs) collectively provide the
MTS servicee. MTA provides the routing and relaying of messages. Its functions
are responsible for the store-and-forward path, channel security, and the actual mes-
sage routing through the communication media. An MTA is also responsible for
the conversion of the encoded information types (e.g. ASCII code, Group 3 FAX).
A message originator may request a particular conversion to be performed on the
message by the originator MTA belore it is delivered. The purpose of conversion is
to improve the communication possibilities among MHS users who use terminals ol

different capébilities.

The message store (MS) provides the storage of messages and supports their sub-
mission and retrieval. It supplements the UA when the users’ terminals arc not

available.

Transmission of a message through MHS needs several steps (Figure 2.2}. When
a user wishes to send a messaQe to its peer, it makes the message available to its UA.
This step is called message origination. Subsequently, the UA submits the message
to a MTA within this MTS. It is the responsibility of the MTS to move the message
' from oné MTA to the next, depending upon the selected route. Finally, the MTS

delivers the message to a UA.

An X.400 message includes two parts: the content and the euve!opé. Th'F message
content is the information that the originating UA wishes to be delivereci:l to other
UAs. It is conveyed transparently by the MTS. The envelope is composed Bf severé.l
. pieces of information, including the name of the originating user and mtended recip-

ients, a summary of past actions concernmg the message, routing mformatlon, and a



Message Sender - Message Recipient

(s (s e

origination )
reception

direct
submission

indirect delivery ,

rec retrieval
submission _

MS MS

transfer’ MTA A;rery

direct MTA
submission

Figure 2.2: Transmission of a message

characterization of the contents. The MTAs deliver the message without modifying

or examining their content.

2.2 - Threats in MHS

An overview of the security threats in MﬁS is given in Recommendation X.402.
They can be classified into the following forms:
o Masquerade ‘ o
¢ Modification of ﬂiessagés
" o Leakage of informa.tiou

o Message de-sequencing

10



e Repudiation.

Masquerade

Masquerade occurs when a communicating emity successfully pretends to be
an entity with a different identity. This can take place in a number of ways. For
| example, an unauthorized MTS-user may impersonate another to gain unauthorized
access to MTS facilitics or to discard ils messages. In other situations, an MTS-user

may impersonate another user or [lalsely acknowledge receipt of a message.

In later chapters, we will study the methods of preventing the so-called imperson-
ation attack, in which an intruder falsely claims himself to be the source of a message.

This particular impersonation attack belongs to the masquerade category.

Modification of Information

Message modification may occur to any aspect of a message, such as its contents,
attributes, recipient’s or originator’s identity. Corruption of routing or other man-
agement information, stored in the MTA or used by the MTA, may cause the MTS

to lose messages or to operate incorrectly.

Leakage of Information

Leakage of information occurs when information is disclosed to intruders. It may

lead to loss of confidentiality, loss of anonymity, misappropriation of messages, and

traffic analysis.

11



Message De-sequencing

. Message de-sequencing occurs when part or the entire message is repeated, time-

shifted, reordered or delayed.

Repudiation

This kind of threat occurs when an actual communication participant denies

having originated, submitted or received a message.

2.3 Security Mechanisms

This section attempts to carry out a concise survey of the security mechanisms
that may be used in MHS security on the basis of the existing security mechanisms

for networks. For details, refer to [I507498-2] and [VOY$3].

2.3.1 Encipherment Techniques

Encipherment is considered the most important mechanism for the security of
communication data. Encipherment techniques can be used to provide data confi-
“ dentiality services or, in combination with other techniques, to provide such services

as data origin authentication and integrity .

Encipherment includes two complementary processes. Encryption takes the plain-
text P of a message as its input and applies an encryption function E on P to produce
;llé ciphertext C. Decryption é.pplies a decryption function D on C to recover the

driginal plaintext of the message. These two processes can be expressed as follows:

o ; Encryption: C = E(K., P),



Decryption: P = D{(hy,. C).

where K. is the encryption key held by the message originator, and Iy is the de-
cryption key held by the message recipient. The algorithmis D and £ are publicly

available, so the security mechanism rests solely on the secrecy of the two keys.

There are two general classes of encipherment algorithins: symmetric cncipher-

ment (i.e. conventional cipher) and asymmetric encipheriment.

In symmetric encipherment, the key used to decipher a message is the same as
that used to encipher it, i.e. K, = A;. Such a key must be kept secret. The Data
Encryption Standards (DES) is one of the conventional ciphers, and was adopled by

the U.S. National Bureau of Standards in 1977 [DES7T].

In asymmetric encipherment, a pair of distinct keys are used: a public key & lor
encryption and a private key A ™! for decryption. Of course, it must not be practically
possible to derive A'~! [rom K. Anyone can send an éilCl'yptc(l message Lo the holder

of K -1 by employing the holder’s . The best known public encryption system is

called RSA [RSATS].

2.3.2 Integrity

The message integrity mechanisms allow recipients to determine whether or not

the received messages have been modified by any interceptor during its transinission.

To achieve the message integrify, the sender of a message computes a checksum, -
called the integrity check to be appended to the message. The integrity check is
a function of the message itself and may be derived by means of either symmetric
or asymmetric encryption. Figure 2.3 shows the pi'inciple of the integrity 'clle;:king.
. 7
13
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Figure 2.3: Principle of integrity checking

Using the encryption scheme employed by the sender, the recipient generates another
checksum from the received message. By comparing this checksum with the received

integrity check, any modification to the message can be detected.

2.3.3 Digital Signaturé

The concept of digital signature was first discussed by Diffie and Hellman in
their classic paper “New Directions in Cryptography” [DIF76]. In general terms, a
digital signature is a digital signal, usually represented as a string 6[ bits. It may
be appended to a message or the message may form an integral part of it. Digital

signature is for the recipient to authenticate the message, i.e. to verify the integrity

‘and origin authentication of the message. Furthermore, it can be used by a third party

to solve a dispute between a sender and a receiver about the origin of a message. In

the dispute, the receiver could forge a message and claim that the message come from
the sender. Conversely the sender can deny an authenticated message and claim that

the receiver produced a forged message.

14



A digital signature should have the {ollowing properties [SIM92]:

(1) It is generated from the plaintext of the message based on the sender’s

secret information (e.g., the private key).
(2) 1t can be casily verified by the recciver.
(3) It is computationally difficult to [orge.

There are two schemes of digital signature: (1) a completely encrypted message;

and (2) a message dependent data unit appended to the message.

The encrypted message as the signature

In this signature scheme, a sender signs a message by enciphering it with the
sender’s private key. The intended receiver obtains the original message by decipher-
ing the signed message with the sender’s public key. The receiver can be sure that
the message is originated from the purported sender since only the sender has access
to this particilar private key. In this case, the signature is the encrybted message
which can be transformed back by the receiver into readable fo:rm. This signature

scheme is the basic concept of digital signature.

Signature appended to the message

In practice, the Signature scheme fnost frequently used is a sepa_.raté data tnit
appended to the message. X.400 MHS employs this signature scheme. The principle -
of generating a separate signature is shown in Figure 2.4. Sender 4 is transmitting
a message M to receiver B. In this case, the message can be sent in the plai_ntéxt
form. To generate the signature for a message, a one-way hash function (M) is
formed using all the bits 6f the message and then this 'hash:‘value is engryptéd under

the sender’s secret key K31. At the receiiring end, the signature is deérypted using

15
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Figure 2.4: The signature appended to the message

the sender’s public key K4. This should return the value of A{M). The recciver
dpplies the one-way hash function h to the plaintext message he has received. The
result should also be the value 2(M). If these two values are equal, the signature is

pronounced valid and the message is authenticated.

A one-way hash function h employs no key and is public. It satisfies three main

properties [SIM92]:

e H1. It must be capable of converting a message M of arbitrary length into a
fixed-length “digest”, h{M), which has the length required to be input to the

secret signature transformation.

LA

e H2. It must be one-way. That is, given an arbitrary value y in the domain of h,

it must be computationally infeasible to find a message M such that &(M) =y.

\
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e H3. It must be collision-free, that is, it must be computationally infeasible to

construct two messages M, M’ with the property that h(A) = A(M').

These three properties are necessary. The need for H1 is clear. /2 is present to
prevent the interceptor of a message and its signature replacing the valid message M
with a freudulent one A’ with the property that A(A) = h(Al’). H3 is to prevent
the event that a malicious party could persuade a sender to sign mcss‘age M and then
attach this signaturc to another message M’ such that (M) = A{M’). It can be

observed that H3 implies H2.

2.3.4 Authentication Exchange Mechanisms

Authentication exchange mechanisms allow each communicating party to be sure

of the other's identity. They are divided into two classes:

o Weak authenticalion, where a password without encryption is used, and

o Strong authenticalion, where cryptographic techniques are used.

Weak authentication is only for enlity authentication which ensures the entity is
the claimed entity. Strong authentication supports the message authentication in
addition to entity authentication. It provides the protection of the exchanged in-
formation (e.g. password, secret key). X.509 Recommendation [CCITT509] gives
one-way, two-way and three-'way handshake authentication protocols for reliable mu-
tual a.uthenticatioh. We only describe the ’X.509 one-way authentication protocol

here.

l[\

One-way authentication involves a single transfer of information from one user

(A) to another (B), and its purpose is to establish the following:

o A is the ofiginator of the information. -

\
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A, A{B,t4,74,sgnData, [encData],}

Figure 2.5: The X.509 one-way authentication protocol
o B is the intended receiver of the information.
e The integrity and originality of the information are maintained during the trans-
mis.on.
The X.509 one-way authentication protocol involves the following steps, as repre-
sented by Figure 2.5:

1. A generates the token :
A, A{B, 14,74, 8gnData, [encData];\-B}

where, 14 is the time-stamp; r4 is a non-repeating number; and sgnData is
non-confidential information. [encData]x, denotes that the confidential infor-
mation, encData, is encrypted by the receiver’s public key K. A{B, ta, T4,

sgnData, [encData];\-B} means that A signs (B, ta, 4, sgnData, [encData]k;).

A sends the token to B.

o

« 3. B carries out the fbllowing actions:
(a) checks that B itself is'the intended-recipient;
' (b)‘;'chéc‘ks,that the time-starﬁp‘ t4 is current;

o (c) obtains A’s public key;
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(d) verifies the signature, and thus the integrity of the signed information;

(e} optionally, checks that the message token has not been replayed.

The X.509 one-way authentication protocol is employed by X.400 as message-
tokens to convey the security-related information. We will have more discussion

about the message-token in the following chapters.

2.4 Overview of the Security Services in X.400

MHS

Figure 2.6 shows the security services offered by X.400 MHS. Each security service
is conceived as an elementary component of the entire system’s security. Details of

these security services are provided in the X.402 and X.411 Recommendations. More

discussions on the X.400 security services and their implementations can be found

in the literature [KIN92] {MRW89] [T'C90] [WU92]. In the rest of this section, we

briefly explain the security services which will be the subjects of later chapters of |

the thesis. They are Content Confidentiality Service, Content Integrity Service, and

Message Origin Authentication Service.

2.4.1 Provision of Content Confidentiality Service

The content confidentiality service aims to insure that the message content is

not disclosed to intruders. This service is an end-to-end service between an originator ~

. UA and a recipient UA,

\

Assume that the originator UA is A and the recipient UA.is B. ‘Firs't,.i'f usihg

the symmetric type of encryption algorithm, the key used for the encryption process
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Service countered be used
Origin authenlicalion service group
Message origin authentication Masquerade Digital signature
Probe origin authentication
Report origin authentication
Proof of submission
Proof of delivery
Secure access managemenl service Masquerade Authentication
Peer entity authentication exchange
Data confidentiality service group

‘ Leakage of information Encipherment

Content confidentiality
Message flow confidentiality

" Data inlegrily service group
Content integrity

Message sequence integrity

Modification of
information

Message de-sequencing

Message integrity

A

‘Non-repudiation service group

Repudiation

Digital signature

+

Non-repudiation of origin
Nou-repudiaiion of subimission trusted party
Non-repudiation of delivery '
o . . Differing labeling
Message security labelling policies

Figure 2.6: Basic MHS security services
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is selected at random by A every time a confidential message is sent. This key is
called Content Confidential Key (CCK). A encrypts the message content using the
CCK and then sends the encrypted message together with the CCK and the content-
confidentiality-algorithm-identifier to B. Upon receipt of the message,' B uses the
CCK to decrypt the encrypted message. The CCK must be sent via a secure channel

from A to B, so thal the message content can be known to A and B only.

In the case of an asymmetric cryptosystem being used, A encrypts the message
content using receiver B’s public key, and A sends the encrypted message and the
content-confidentiality-algorithm-identifier to B. B then uses its secret key to decrypt
the encrypted message. Since B is the only holder of its secret key, the message

content can be known to A and B only.

2.4.2 Provision of Content Integrity Service

The content integrity service provides integrity for the message content. It
uses a crgrptographic checksum called Content Integrity Check {CIC). Thé ClICof a
message is generated by the originator UA from the plaintext of the message content.
The recipients will use the CIC to verify whether the message content has been
modified during transmission, and to ensure that the originator cannot subsequently

repudiate the message (see Section 2.3.2).

CIC can be derived by either a symmetric encryption algorithm or an asymmetric ‘
e1;éryption algorithm. If symmetric encryption algorithms are employed, a Content
1nt¢grity Key {CIK) will also be sent to the recipient. CIC and CIK are protected by

a message-token when they are sent to the recipients.
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2.4.3 Provision of Message Origin Authentication Service

The message origin aufshentication service enables the corroboration of the
source of an information object. In X.400 Recommendations, there are two methods
to provide this service. The first method is using a cryptographic checksum called
Message Origin Authentication Check (MOAC). It is basically the originator’s signa-

ture over the message content. MOAC is a component of the message envelope.

The second way ol providing the origin authentication service is using a message-
token which contains a CIC [(;r the message content. The signature on the message-
token will ensure the originality of the message, since the message-token should be
generated by the originator who generates the message content. This thesis is focused

on this way of providing the message origin authentication service.

[ &
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Chapter 3

X.400 Message-Tokens, Problems

and Solutions

3.1 Introduction

In order to provide the security services discussed in the last chapler, some pieces
of security-related information must also be transferred [rom the origination UA to
the destination UA, such as the CCK for the Content Confidentiality Services (sce
Section 2.5.1), the CIC and the CIK for the Content Integrity Service (see Section

' 2.5.2). More security-related information is listed in Section 3.2.1 .

It is important that this information be protected during transmission. In X.400
MHS, the security mechanism used to provide this protection is called the message- '
token. Therefore, the message-token becomes the fundamental mechanism of pro-

viding most of the UA level security services.

A brief explanation about message-tokens has been given in Section 1:2. We will

provide a more detailed description in this cha.pter”(Sect.ion ‘32) It will be shown

N
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that the current message-token structure in the X.400 Recommendations (hereafter
called Message-Token ) can cause a security problem. An intruder can success{ully

pretend to be the source of a message by modifying its message-token. (Section 3.3)

An existent solution propo'sed by [TAM90] uses a different structure, here called
Message-Token 2. We will point out, in Section 3.4, that this solution cannot protect
a message from the above impersonation attack when none of the components of the
token characterizes the sender, because an intruder is still able to make undetectable

modifications on the Loken to claim to be the originator.

As the main contribution of the thesis, three new message-tokens are proposed,
named Message-Token 3, Message-Token 4 and Message-Token 3, to eliminate this
threat (Section 3.5). All these ﬁew token structures are designed in a way such that
" any unauthorized modifications of the token can be detected by receivers. These new

message-tokens can solve the impersonation problem of Message-Token 1.

3.2 Message-Tokén in X.400 Recommendations

\

3.2:.1 Security-Related Information

Before clisc':.ussing the message-tokens, we first describe the following security-
related information which has to be transferred from oi'igina.to_r UAs to recipient UAs
for the purpose of providing the end-to-end security services [CCITT402] [CCITT411].
Content Conﬁdentiality Key , o

‘Content Conﬁdentlahty I\ey (CCK) is used by the Content Conﬁdentlallty Ser-

vice. It is used by the message originator to encrypt the messa.ge content a.nd by the
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recipient to make the decryption. If a symmetric encryption algorithm is used, the
CCK must be transferred to the recipient UAs, guarding its confidentiality, integrity

and authenticity.

Content Integrity Check

Content Integrity Check (CIC) is used in the Content Integrity Service, and is
calculated by the originator UA for the recipient UA to verify the message integrity.

CIC must not be changed during the transmission.

Content Integrity Key

Content Integrity Key (CIK) is used to calculate the CIC. The recipient UA
also uses it along with the CIC to verify the integrity ol the message. If symmetric
encipherment is employed, the CIK should be sent to the recipient UA via a sccure

B
channel.

Time-stafnp

In general, a time-stamp contains an expiry time and an optional generation time.
A time-stamp hinders an intruder from having enough time to manipulale the message

content. The time-stamp should have its integrity and authenticity protected.

Message Security Label

A security label of a message is an indication of its sénsitivit_y. ‘This may be used

by the MTS to guide its handling of the message. For example, it may refrain from -

delivering the message to a recipient whose sec@rity clearance is below the requirement

stated in the label.
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Message Sequence Number

A message sequence number is sent to a recipient for the detection of message

duplication. It must not be changed during transmission.

3.2.2 The Structure of X.400 Message-Token

In order Lo send the above security-related information to the recipients safely, a
signed data structure called message-token is employed. This can be clearly illus-
trated by the ASN.1 definition of the message-token in the X.400 Recommendations
[CCITT411], as shown below:

message-token ::= SIGNED SEQUENCE{
signature-algorithm-identifier,
recipient-name, "
time-stamp,
signed-data OPTIONAL,
encryption-algorithm-identifier OPTIONAL,
ENCRYPTED encrypted-data OPTIONAL }

1

where

signeﬁ-da.ta : 1= SEQUENCE{
content-confidentiality-algorithn-identifier OPTIONAL,
content-integrity-check OPTIONAL,
 message-security-label OPTIONAL,
| proof-of-dé;[ivéry-reguest OPTIONAL,
'meséage-saquénce-numher OPTIONAL ‘}

_ encrypted-data ;:= SEQUENCE{ -
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content-confidentiality~key OPTIONAL,
content-integrity-check OPTIONAL,
message-security-label OPTIONAL,
content-integrity-key OPTIONAL,

message-sequence-number OPTIONAL }

In order to simplily our later discussion, we give a more abstract definition of the
message-token. First, the following notations are defined.
Ip : The identity of entity P.
tp: The time-stamp of entity P.
Kp: The public key of entity P.
Kp': The secret key of P. The matching public key is Kp .
[M]k: Information M encrypted under key K.

h: One-way hash function (see Section 2.3.2).

P{A}: Information M signed by entity P. This is another way of‘writing
M, [h(M )],\-;l , which states that A is appended by P’s signature
[A(M)] R;: (see Section 2.3.3).

Suppose a message-token is sent from A to B. Using these notations, the above

message-token definition can be written as:
A{sgnAlg, Ig, t4, sgnData, encAlg, [encDala]y,}

Heré, sgnAlg is signatpre-algoritﬁm-identifier which identifies the algorithm
used by the originator A to compute the signaturé'. Ig is the identity (name) of B.

-t4 is the time-stamp of A. encAlg is encryption-algorithm-identifier which
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identifies the algorithm used to perform this encryption. sgnData and encData
are collections of security-related information, corresponding to signed-data and
encrypted-data in the ASN.1 definition. The contents of sgnData and encData

depend on the security services being provided.

For this message-token structure, the signature of originator A is calculated over
the entire message-token, including [encData]y, which is encrypted under B’s public
key K. To siraplify the definition, the algorithm-identifiers, sgnAlg and encAlg, can
also be represented by sgnData. The resulting token will still conform to the X.400

specification and lead to a simpler definition shown as follows:

Message-Token 1:

- A{T}

where T =1g,t,, sg.nData, [encDatelng.
Message-Token 1 can also ber preseﬁted in the following equivalent form:
T TA(T ) -

"This form shows that the sender’s signature in the message-token is [h(T)] Kot

3.2.3 Protocol for Usage of Message-Tokens

We have explained, in Chapter 2, that a Amessa‘ge sent from a UA to another UA
: cohsists of two parts: the message content and the message envelope. The message
cdntent is the real message that an MHS-user wants to deliver, and it is usually
‘encrypted under CCKX by"hlis UA. The lhessage envéldpe consists of the information
abc;ut. the message content, including message-tokens which are generated by the UA

~ on a per-recipient basis. Since most of the components in the message envelope are
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(sender’s identity) I,
(message content)  [Mlcck
(Message-Token 1) T, [h(T)] K7

T = Ig,ta,sgnData,[encData)g,

Figure 3.1: Sending a message from A to B

not related to security, we will only consider the security-related components, such

as message-tokens and sender’s name, in the later discussion.

The idea of using message-tokens is to apply a onc-way authentication proto-
col in X.400 MHS. It involves a single transfer of the encrypted message and its
security-related information from a sender UA to a recipient UA to achieve the in-
tegrity and origin authentication of the message being transferred. The structure of
Message-Token 1 conforms to the one-way authentication {irotocol givén by X.509

* Authentication Framework [CCITT509).

Figure 3.1 shows A sending a message M to B. The protocol of using a message-

token can be described as follows:
1. Sendef A does the following:
(a) encrypts M using CCK: [Mlcer; . | N
(b) computes CIC from M using CIK;

(c) generates messa.ge-tokenT [h(T)]h-: (T =1Is, tA,sgnData, [encData]K,,),
where, encData 1ncludes CCK and CIK. sgnData may mclude cIic.
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2. A sends A’s identity, encrypted M and message-token T, [A(T')] woito B.
3. At the receiver end, B carries out the following actions:

(a) checks that B itsell is the intended recipient;
{b) checks that ¢, is current;

(c) verifies if A’s signature on the message-token is valid by using A’s public

key (see Section 2.3.3) and the publicly available hash function &;

(d) recovers CCK, CIC and CIK from [encData]x, and deciphers [Meer
using CCK to obtain M;

(e) verifies the integrity of M using CIC and CIK (see Section 2.3.2 and Section
2.4.2). . '

Notice that steps {(a), (b) and (c) are to authenticate the message-token; i.e. to ensure
the integrity and originality of the token. If the received message can pass all these
verifications, receiver B will believe in the integrity and the originality of the message.
He will believe A is the orlgma.tor of M and that the message was generated at the

time t4.

In summary, we should point out that using a message-token provides and supports

the following security services for the message:

"‘o Message origin authenfica’tion is provided by t.he signature on the message-
tol\en This is because: tlle message-token and the encrypted message are ordi-

namly generated by the same sender.

voe Content integrity is provnded bY 1110111(11115 a CIC in the sgnData (or encData)
field of the token; S
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e Content confidentiality is provided by using a randomly chosen key CCK to
encrypt the message content, and passing CCK to the recipient in the encData

field of the token.

3.3 The Defect of Message-Token 1

Message-Token 1 can lead to a potentially serious security problem discovered by

Burrows et al. in {BAN90]. The defect of Message-Token 1 is that such tokens can

be easily modified by intruders for the purpose of impersonation; and the receiver -

is unable to detect this change. As a result, the receiver will wrongly believe the

intruder to be the source of the message.

I A I, c
(Mleex ' [Mleer
T, [h(T)]K:‘-l ~ T’, [h(T’)] I\-El

Message Originator Message .Rccipicuf.

&
bt
1
1

-

Intruder

~ T = I, t,,sgnData, [encData)k,
T' = Ig,ic, sgnDate, [encData)x,

Figure 3.2: Intruder illegally claims to be the originator

Figure 3.2 illustrates such an impersonating intrusion. 'Assume that user A sends
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oy

where

a message M to user B. A encrypts M under a CCK, and derives a CIC from the
plaintext of M. Suppose the CCK and the CIC are included in encData of Message-
Token 1. A then sends Lo receiver B the message, including A’s identity, the encrypted

M and the following message-token.
T, [h(T)]I\-;l .

where

T = I, L4, sgnData, [encDatalyp .

Now, suppose a malicious third party C intercepts the message. C is unable to read

‘M because of his mcapablhty to decrypt {[encData]x, to obtain the CCK. However,

C can pretend to be the originator of M by constructing a new message-token as

follows:

7, (T

T' = Ip, ic, sqgnData, [encDatalky -

Note that the uew'message-token is signed by C and that t¢ is the time-stamp of C,

encData and sgnDate remain unchanged. It should also be poirted out that C must
. ! .

replace the,‘sender’s identity, on the message envelope, by his own identity. Finally,

C sends the originally encrypted M along with the new message-token to B. -

Now, we examine why such a modification can lead B to beliéve that C is the

| originator of A{. When B receives the modified message, according_fo the protocol B

carries out the following actions:

(a) B checks that itself is the intended recipient.
(b) B checks that the time-stamp tc is current..
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(c) B verifies the signature on the token by using (s public key. The result

of the verilication shows that the signature belongs to C.
(d) B obtains CCK and CIC by deciphering [encDataly,, and recovers M.

(e) B verifies the integrity of Af by using CIC. Because the CCK, the CIC
and encrypted M haven’t been changed by C, the verification will show

that the integrity of M is maintained.

All the above verifications will definitely validate the results. This will lead B to
wrongly believe that A is from C, instead of from its true originator A. This means
that the impersonation has successfully occurred. Subsequently, undesired communi-

cation may occur between B and C.

The blame [or lack of protection against such an atlack can be laid against the
form of the message-token used. In the above case, il B were able to detect that the
received message-token had been illegally modified during the transmission, he would
- not believe the message-token comes from C and thus not believe méssagé M is from
C. C’s attempted impersonation wouid not be successful, In Message-Token 1, the
signature is calculated [rom the data inclu(ling the encrypted value of encData. Thus
there is no evidence to show to the recipient that the claimed originatorl(or the signer)
knows encData. In the above case, C appears to B to be the claimed originator, and
B cannot detect, by following the protocol, that Cis an ‘intruder who does not know
encData. Therefore, the structure of message-token should be improved in order to |

solve the problem.
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3.4 Problem in the Existing Solution

A solution has been proposed by Colin I'Anson and Chris Mitcheli in [TAM90].
This solution is based on the idea that the signature of a message-token be derived
from the plaintext of the data in the message-token. In other words, the sender signs
the message-token before any of its data is encrypted. However, this solution cannot
solve the problem in all circumstances, especially, when it is employed as a message-

token in MHS. Before illustrating this point, the proposed solution is described below.

3.4.1 Existent Solution

In I’Anson and Mitchell’s solution, the message-token (called Message-Token 2 in

this thesis) sent from A to B is shown as {ollows:

Message-Token 2:
T, (L)) 5 -

where

T = I, ta, sgnData, [encData)y,
L = Ig, t4, sgnData, encData
Here,‘ L contains unencryptéd data only. ‘& is a one-way hash function and is known
publicly. [A(L))] K18 the sender’s signature calculated over L instead of T' which con-

 tains [encData)p . encData is still kept confidential because of the one-way property

of hash function h.

~ Tigure 3.3 shows Message-Token 2 being used as a one-way authentication protocol

in"-MHS. A encrypts M using CCK and génerates Message-Token 2. A sends the
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(sender’s identity) {4
(message content) [Meen
{ Message-Token 2) T, [h(L)}] KT

T = Ig,t4,sgnData, [encData)x,
L = Ig,ty,sgnData,encDala
Figure 3.3: The Protocol of Using Message-Token 2

message to B. On the receiver end, receiver B carries out the following action to

check and to authenticate the received message-token and the message:

(a) checks if itself is the intended recipient.

(b) checks if the time-stamp ¢4 is current.

(¢) authenticates the message-token by verifying the claimed sender’s signa-

ture.
i. obtains the hash value (L) by deciphering [h(L)]""Z' using the claimed
sender’s public key K4; ' )

ii. recovers encData using his secret key, and computes another hash

value (g, t4, sgnﬁatq, encDala).

. iii. compares these two hash values. If these two hash values are same, .

then [h(L)] R is the signature of claimed originator A.
(d) recovers the message content M using CCK;

. (e) checks the integrity of M n.sing CIC.
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If all these verifications are valid, then B should believe that the claimed originator

A is the true originator of the message-token and the message content.

Message-Token 2 has been believed to solve the problem in [IAMS0], because an
" intruder cannot make the kind of modification described in Section 3.3. To illustrate

this, suppose A sends B a message using Message-Token 2.

If an intruder wants to illegally claim to be the source of a message, he must at
least replace the following two things by his own: (1) the original sender’s identity
on the envelope; and (2) the original signature on the message-tcken. In the case
of using Message-Token 2, changing the original signature becomes impossible for an

intruder. That is, C cannot create a new message-token
T', [h(L')]I\'El

where

T = Iy, tc, sgnData, [encDatalxy
L' = I, tc, sgnData, encData.

Hert_a, C cannot generate [h(L')] fgt 38 his signature, ‘beca"use C cannot form L’ which
contains a secret component, .encData,lunknown to him. encData is encrypted un-
der user B's public key and can be decrypted only by B using his secret key Kg'.
) Thérefore, it is concluded that C is unable to make any undetectable modification on

- Message-Token 2. The problem is solved in this case.

However, we will explain next that in certain other cases Message-Token 2 cannot

* solve the impersonation problem of Me‘ssage-Token- 1.
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3.4.2 Problem in Message-Token 2

In the above discussion, there is an implicit assumption that the time-stamps £4
and l¢ are distinguishable in terms of their originators. In fact, the X.400 time-stamp
contains only the expiry time and the optional generation time of a message. The
receiver cannot determine who actually generated the time-stamp from ils contents

alone. Thus, Message-Token 2 sent from A to B can be represented as follows:
T, [h(L)]I\-;l
where
T = Ig, t, synData, [encData)i,

L =1Ip, , sgnData, encData .

Here, t is the time-stamp.

In this situation, if the time-stamp need not be changed, intruder C can ecasily

replace the original signature by his own, and create Ithe following new token:
T, [!‘(L)]h'.;'
where
T = Ip, t, sgnData, [encData]x ',
L =1Ig, t, sgnData, encData .

The only change in the token is that C' has replaced the signature [A(L)] K with
[A(L)] k5t- This can be done by C' because he is able to recover the hash value h(L)

from [h(L)) K;r‘-by using A’s public key K4. .

" Upon receiving the modified message-token, B carries out ‘the following Veriﬁéi?. o

~ tions on the received token:
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(a) checks that B itself is the intended receiver;
(b) checks that the time-stamp ¢ has not expired;

(¢) checks that the signature {h(L)] Kol belongs to the claimed sender C.

I is obvious that the signature is valid. In the case where the time-stamp is still
current, B will believe in the authenticity of the received message-token, and then
continue to verily the content integrity. The result will lead B to believe that C' gener-
ates the message-token and the message content at the time shown by the time-stamp.
This means that Message-Token 2 cannot protect itself from such unauthorized mod-
ification, and thus cannot protect messages from the impersonating threat discussed

in Section 3.3.

Therefore, “signing unencrypted data” may not prevent the impersonating attack
when a one-way hash function is used in the signature calculation. Other solutions

must be found to solve the problem of Message-Token 1.

3.5 New Solutions to the Problem '

~ In this seclion, we propose three new solutions involving new message-token struc-
tures, namely Message-Token 3, Message-Token 4 and Message-Token 5. In order to
counter the impersonation threat for messages, the new message—tokéns ha.x;; the
property of protecting thémselves against illegal hocliﬁcatiqn for the purpose of im-
personation. The ‘Soluti.ons are outlined below; and their proofs are presented in

Chapter 4.
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3.5.1 The First New Solution: Message-Token 3

This new solution is to include the sender’s identity in Message-Token 2 so that

an intruder cannot replace the original signature without knowing the identity of the

real message originator.

Figure 3.4 shows the protocol of using Message-Token 3. Suppose A is the message
originator. A generates a time-stamp {, encrypts encData, then creates and sends

the following message-token:

Message-Token 3:

T, [h(L)]f\-Il .
where _
T = Ip, t, sgnData, [encData)g,

L =1y, I, L, sgnDela, encData
Here, I, is the identity of A.

(sender’s identity)'_' Ia
(message content) . [Mcor
(Message-Token 3) T, [h(L)) ;-

‘A

T = Ip,t,sgnData, [encData]k,, -
L= ‘IA, I, t,sgnDala,encData

'Figﬁre 3:4: The Protocol ogl Using Messalge-Tokenl 3

-
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At the receiving end, B authenticates the received message-token and the message

content by carrying out the following steps:

(a) checks if B itself is the intended receiver;
(b) checks if the time-stamp ¢ is current;
(c) verifies the signature in the message-token, i.e.

i. recovers the hash value h(L) from [h(L)] K3 by using the claimed
originator’s public key K 4;
ii. decrypts [enchta]KB, obtains the claimed originator’s identity I,
from the envelope, and then computes another hash value k(/p, la,
t, sgnData, encDala);
iii. compares these two hash values. If they are the same, the signature

belongs to the claimed originator.
(d) recovers the message content M using CCK (included in encData);

(e)' verifies the integrity of M using CIC.

I such verlﬁcatlon indicates that nothing is wrony with the received token and the
message contcnt then B belleves that the claimed originator A is the true originator

of the messa.ge-token and the message content.

The sender’s identity in Message—Token '3 makes the signature computationally

mfeas:ble by any intruder who doesn’t know encData. More specifically, intruder C

s unable to create the followmg new message-tol\en

SR AT

IR B
;where "

T = Ip, t, sg'r_aData, [encData)xy

1
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L' = I¢, Ig, t. sgnData, encDala

because it is impossible for C to generate [h(L’)] Kg as his signature, He cannot
obtain encData which is an element of L'. encData is encrypted under user 8's

public key and can be decrypted only by B using his sccrel key Kg'.

On the other hand, the intruder C also cannot perpetrate successful impersonation

by making the following change in the message-token:
T, ["-(L)]Kg' :
where
T = Ip, t, sgnDala, [encData)k,
L =14, Ig, t, synData, encDala

The reason is that B can find out that, at Step (c) of the protocol for Message-Token
3, the signature in the message-token does not belong to the claimed sender. It reveals

that the message-token has been illegally modified.

‘Therefore, by using Message-Token 3 in MHS, an intruder is unable to make
any undetectable modification on the message-token, and thus he cannot successfully _
pretend to be the source of the token and the message. The previous masquerade

cannot occur if the Message-Token 3 scheme is used.

3.5.2. The Second New Solution: Message-Token 4.

The second new solution applies a new message-token called Message-Token 4, In
Message-Token 4, the originator’s identity is enci‘ypted together with encData using

the receiver’s public .k‘ey'.‘ This ensures that an intruder is unable to make a valid -
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{sender’s identity) Iy
{message conlent) [i\u']c.-c[{
(Message-Token §) T, [h(T)]K;l

T = Ig,t 4, sgnDala, |l 4, encDatajx,

Figure 3.5: The Protocol of Using Message-Token 4

signature to replace the original signature, and thus an attempt of impersonating the

message cannot succeed.

Figure 3.5 describes using Message-Token 4 in MHS. Originator A generates a
time-stamp ¢ and encrypts his identity together with encData using receiver B’s

imblic key g, Then A creates and sends the following token to B:

Message-Token 4:
T, [IE(T)]K.‘—‘I -

where

T = Ig, 1, sqgnData, {14, encData],

At the receiving end, B takes the following steps to authenticate the received
message-token and the 7messa'ge: |
(a) checks if B itself is the intended receiver;
(b) checks if the time-stamp ? is current;

(c) verifies if the signature belongs to the claimed sender A. -
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(d) obtains an originator’s identity by deciphering [[ 4. eneDataly, and checks
. . = i .
if this identity is same as the one from the envelope.

(e) obtains CCK from encData and recovers the message content M;

(f) verifies the integrity of M using CIC.

If all these steps vield the positive results, thea B believes that the claimed originator

A is the true originator of the message-token and the message.

It is obvious that /4 in [14, encDala)y, plays an important role in Message—'i‘okch

4. If intruder C tries to sign the message-token as follows:
T, [R(T))j -

where
T = Ig, t, sgnDala, [l 4, encDala)y,

B can easily find out, at step (d), that encData is encrypted by A, but the signature
belongs to C. ’

On the other hand, it is also impossible for C' to change the original token into

the following [orm:
T, [T gz
where
T' = Ig, t, sgnData, [I¢, encDataly,, .

This is because C cannot change [y zﬁc;Data] Kp into [I'c, encDald]k,. To do this,

he must hold B’s private key K3'.

I

‘Therefore, an intruder’s attempt of impersonation cannot succeed. The problem "

is solved by using Message-Token 4.
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3.5.3 The Third New Solution: Message-Token 5

In this new solution, the sender's signature is derived from the plaintext of data
and then encrypted together with the secret information encData. This ensures that
the signer (the claimed originator) knows encData, and also makes it impossible for

any intruder to replace the original signature without knowing encData.

(sender’s identity) 14
(inessage content)  [Meck
(Message-Token 5)

Ig,t,sgnData, [encData, Ih(L)]I\'Z']""’

L = Ig,t,,sgnData,encData

Figure 3.6: The Protocol of Using Message-Tok;n 5

Figure 3.6 shows that Message-Token 5 is used as a one-way authentication proto-

.. col in MHS. Suppose A is the message originator. A encrypts M, creates the following -

message-token and sends the message to B:

Message-Token 5: o
L &
Ip, t, sgnData, [encData, [h(L)] LT

where

L = Ig, t, sgnData, encData

At the receiving end, B authenticates the received message by carrying out the

folldwing ;{eps:
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~ {a) checks if B itsell is the intended receiver;
(b) checks if the time-stamp ¢ is current;
(c) verifies the signature in the message-token, i.c.
i. decrypts [encDala, [I'(L)]K;']I\'a using h'g;
ii. recovers the hash value h{L) from [h.(L)]K;: by using the claimed
sender’s public key K ,;
iii. computes another hash value h(/g, t, sgnDala, encDala);

iv. compares these two hash values. If they arc the same, the signature

belongs to the claimed sender.
(d) obtains CCK from encData and recovers the message-content Af;

(e) verifies the integrity of the message content.

[f all these verifications indicate nothing is wrong with the received token, then 3
believes that the claimed sender A is the true originator of the message-loken and

the message, M.

In Message-Token 5, the signature calculated from the plaintext data, L, shows
that the signer knows encData. Furthermore, the signature encrypted together with
encDa.t.d makes it impossiblé for any intruder who doesn’t know encData to replace
it. By using Message-Token 5 in MHS, an intruder is unable to make ar;y undetectable
.modiﬁca.tion on the message-token, and thus he cannot successfully pretend to be the
source of the token and the message. The previous impersonation cannot occur if the

Message-Token 5 scheme is used.
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3.6 Summary

In this chapter, we have stated that the nature of an impersonation attack de-
scribed here is that an intruder can replace an original signature by his own even
though he may not be awarc of the whole message. One way to prevent this at-
tack is Lo ensure that a receiver can detect such an unauthorized modification on the
message-token being used. All of Message-Tokens 3, 4 and 5 meet this requirement,

and thus can prevent the impersonation attack.

-

Someone may have the following arguments: Among the new message-toi(ens, only
Message-Token 5 carrics the evidence that the claimed message originator actually
encrypts encData. Message-Tokens 3 and 4 can prevent the impersonation attack
but carry no evidence that the token originator knows encData. It may happen that
someone else helps the token originator create encData and encrypt it. However,

since only the methods of preventing the impersonation attack are studied in the

thesis',' this scenario will not be considered, i.c., the token originator should always

create and encrypt encData himself. Or, it can be considered as an originating group

~ acling like a single originator.



Chapter 4

Logical Proof of Authentication
for the New Message-Tokens |

4.1 Introduction

In this chapter, as the main contribution ol this thesis, we shall use authentication
logic to prove that Mecssage-Tokens 3, 4 and 5 function correcﬁly. This authentication
logic was created by Burrows, Abadi and Needham in [BANQO]. 1t was developed for
specifying the authentication goals and for verifying that authentication protocols
satisfy such goals. In other words, it allows us to describe the beliefs of trustworthy
parties involved in authentication protocols and the evolution of these beliefs as Lhe
consequence of communication. There are also _several‘ pabers which improve and

extend the syntax and semantics of the logic ([ABT91] [GNY90]).

This chapter not only proves that the new messége_-t.okens can achie_Vé their au-
thentication goals, but also improves the ldgic postulates, called Hash-Function Rules.

The ifriprovement makes them more accurate in describing the reasoning'behin"d the

\
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use of one-way hash functions for digital signatures. More discussion about the im-

proved Hash-Function Rules can be found in Section 4.2.3.

The rest of the chapter is arranged as follows: Section 4.2 introduces the basic con-
cepts of the logic, including notations, preliminaries and postulates and the improved
Hash-Function Rule. Section 4.3 discusses some issues on using the logic, such as the
authentication goals and idealized protocols. Section 4.1 analyzes Message-Tokens 1
& 2 and shows that the authentication goals are not achieved. Section 4.5, Section
4.6 and Section 4.7 analyze Message-Tokens 3, 4 and 5 respectively, and prove their

correctness.

4.2 The Basic Concepts

.
~

In this section, we introduce the syntax and semantics of the logic, its rules,
and the transformations which will be applied to prove the correctness of the new

message-tokens. Those concepts were given by [BAN90].

4.2.1 Syntax and Semantics

_Iﬁ authentication logic, there are several sorts of objects: principals, statements
" and encryption keys. Principals are the parties.'who participa.te in the communica-
tion. Statements may be mcluded in any kind of messages or information exchanged
between principals.. The symbols P and Q represent the prmc:pals, X and Y are

= sta.tements, and K denotes an encryption key.

'I‘he logical proof ol’ authentlcatlon employs the followmg constructs

P belleves X:'P bclteves in X or P would be entrtled to belleve X In pa.rtlcular,l‘

: P-Ima_y act as X is true.
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P sees X: P sees X. P has received X in a message. P is able to read X (possibly

after decryption) and repeat it.

P said X: P once said X. P has sent X in a message. P believed that X was true
when it sent the message. It is not known whether the message was sent long

ago or during the current protocol run.

fresh (X): X is fresh.” Time is devised into two epochs, the past and the present;
the present begins with the start of the current execution of the current protocol.
X is fresh if it has not been sent in a message al any time in the past (belore
the current protocol run). Verifying the freshness of messages guards against

the replay of old messages.

P @: “K is a shared key for P and @.”. 1t will never be discovered by any principal
except P and @, or a priacipal trusted by either P or Q. _

2 P: “P has K as public key.” K~ as the matching secret key will never be dis-

covered by any principal except P or a principal trusted by P .

PpE Q: “X is a shared secret between P and Q.” X is known only to P and Q,
and possibly by punc1pa.ls trusted by them. P and Q can use X to prove their

identities to one another.

[X]x: “X encrypted under K”. {X]x represents the message X encrypted using the”
key K. Thisis a shortha.nd for [XP)k, where P is the prmc:pal encryptmg the
message. The mention of P is used only i in lmplementmg an assumptlon that

each principal can recogmze and ignore lts own messages.

{(X)y: “X combmed with Y " (X)y represents. the message X combined in some way .
‘with Y, usually by conca.tenat.lon. Y ls-;ntended to be a secret and its presencc

proves the idént.ity of the sender.
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4.2.2 Logical Postulates

Some informal preliminaries are useful for understanding the rules of the authen-
tication Jogic. Firstly, an encrypted message cannot be understood by a principal
who does not know the decryption key; and the decryption key cannot be deduced
from the encrypted message. Messages contain sufficient information for 2 principal
to identify his own messages. Secondly, in the study of authentication, two epochs are
considered : the past and the present. The present epoch begins at the start of the
particular protocol run under consideration. All messages sent before this moment
are considered to be in the past; and the anthentication brotocol should be careful to
prevent any such messages from being accepted ‘as belonging to the current protocol
run.  All beliels held in the present are stable for the entirety of the protocol run,

while beliefs held in the past are not necessarily carried forward into the present.

After these informal preliminaries, we are now ready to discuss the main logical

postulates used in our proofs.

Message-Meaning Rules

The message-meaning rules are concerned with the interpretation of messages.
Two of them concern the interpretation of encrypted messages, and the third concerns
the interpretation of messages in cases where the principals share a secret. They are

all used to derive beliefs about the origin of messagés.

(a) For shared keys: '
. P believes (Q & P), P sees [XR]x

P believes @ said X
- This is, if P beheves that the key K i is shared with @ and sees tha.t Xis

encrypted under R, then P believes that Q-sent the message X. ‘However,
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(b)

(¢)

P must be certain that it did not simply send the message to itsell, and
the side condition that P # R reflects the assumption that a principal

can detect and ignore its own messages.

In the case of P = R, [ABT91] gives the following argument. If P has
said [X]x, then either P has received [X]x in a previous message, or P
has the key K to encrypt the message X and hence is also conéidcre(l_ to
have said the content X. These situations should be decided according to

each individual protocol.
For public keys:

P believes & Q, P sees [X]x—
P believes @} said X

This rule represents the basic concept of digital signature (sce Section

2.3.3, the encrypted message as the signature).
For shared secrets:

P believes.(Q L P), P sees (X)y
P believes @ said X

This is, if P believes that the secret Y is shared with @ and sees (X Yy,

then P believes that @ once said X. In particular, ¥ can be the identity

of Q.

Nonce-Verification Rule

A nonce is an expression (such as a time-stamp) invented for the purpose of being

fresh, and included in messages to prove their freshness. The Nonce-Verification Rule

~ Phbelieves fresh(X), P believes () said X
‘ + . Pbelieves @ believes X
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says that if P believes a message is fresh and that () sent the message, then P believes
that ( sent the message recently, and still believes the content of the message. The
name “nonce-verification” comes from the fact that the freshness of X is typically

proven by including a nonce in the message X.

Freshness Rule

If one part of a statement is fresh, then the entire statement must also be fresh:

P believes fresh(X)
P believes fresh(X, Y')

Seeing Rules

Ifa pri"ncipal sees a statement, then he also sees its components if he knows the

necessary keys. In the following rules, P # R.

(a)
Psees (X, Y)
Psees X
(b)
P sees (X)y
Psees X
(c)

P believes (@ 4I3> P), P sees-[XR]I\;
' Psees X

P believes & P, Psees[XR|x
P sees X §

.Note that if Psees X and PseesY, it does__ndt follow that P_se'.es (X, Y), since this

means that X and ¥ were uttered at the same time.
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Conjunction-Breaking Rules
(a)

P believes Q believes (X, Y)
P believes () believes X

P believes @ said (X, 1)
P believes (? said X

Note that if P believes @ said X and P believes @ said Y, it does not

always follow that P believes @ believes(.X, ), since this would imply

that the two parts X and Y were uttered at the same time.

4.2.3 Improved Hash-Function Rule

In practice, principals often sign the hash value of a message instead of the entire
message, mainly for the reason of efficiency (see Section 2.3.3). A one-way hash func-
tion is used here. It is intended that, given a hash value, it should be conmutat.lonally
infeasible to obtain 111['01mat10n yielding the same hash value. Mmeovcr it should
he computationally mfeasnble to generate two pieces of information having the same

hash value, to avoid uncertainty in the identity of the data being signed.

For digital signature schemes using one-way hash functions, the underlying as-
sumption is that signing a hash value is equivalént. to signing the entire message. We

have already stated that the form of a signature on the message X (signed by Q) is

[h )]l\ il

To ca.pture the reasoning implicit in the use of a one-way hash l'unctlon h, the followm[.,
B Hash:Function Rule is employed [BAN8Y]:

P believes ( said h(X), Psees X
" PhbelievesQsaid X

.
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In this thesis, however, we claim that the Hash-Function Rule [BANS9} is not
always sound. To explain this fact, suppose A sends the ciphertext [X]kp with A's
signature [A{X)] g to B. An intruder C can replace the signature by its own signa-
ture during the transmission. When B receives [X]x,; with C’s signature [A(X)] Kz
B believes that C said A(X). B also obtains X from the decryption. According to the
[BANS9] Hash-Function Rule, B should believe that C said X. Actually, C doesn’t
even know (or see) X. What C does know is [X]x, and A{X).

So, BAN Hash-Function Rule is not universally true. Some conditions must be

added, as descripted in the following improved Hash-Function Rules.

Hash-Function Rule (a)

P sees [A(X))] K3t Pbelieves +3 Q, Psees X
P believes @ said X

For this rule to be sound, one of the following conditions must be satisfied:

e X is not a result from decryption; or

o X and [i(X)] K5 are encrypted together under one encryp-

tion key.

Ftli{tllerlnore,'[B:*LNQO] gives another postulate in the case where a piece of infor-

mation contains several components.

* Phelieves Q@ said h(X, ..., Xy, ), PseesXy, ..., PseesX,,
3 " Pbelieves @ said (X, ..., X;)
' It;s'a.}-é' that some 'componeﬁts of the message can be the results of decryption. Aga.in,
this may lead to the ?an_;g error described above. So we redefine it as follows:

e
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Hash-Function Ruie (b)

P sees [M{ X}, ..., .\'n)];\-an . Pbelieves Ne Q, PseesX\,..., Psees X,
P believes O said (X;..... X.)

For this rule to be sound, the following condition must be satisfied:

e At least one of X; (: = 1,2,...,n) is encrypted together with

[A( X1y ey X K3 under one encryption key.
This rule says that if one component of the message is encrypted together with

the signature, then the sender (signer) said the whole messagc.'

Hash-Function Rule (c)

P sees [h(.\’l,...,X")],\-a;, P believes 1 @, Psees X\,...,Psees X,

‘ P believes () said X; .
' where, X; (Xi € {Xi,...,X4}) is not the result of decryption.

This rule says that the unencrypted parts of the message are always known by the

signer.

4.3 Using the Logic

To use the authentication logic to analyze a protacol, one first abstracts the
protocol into a special idealized form, writes down a list of formulas describing the
“assumptions about tlie system and the authentication goals to be achieved at the end.
of the protocol’s execution. Then, the inference rules can be used to derive the belief
formulas hblding at various points in the protocol’s execution. Inability to derive the
' formu]a,s stating the authehticatton goals for a protocol Ts'uggests' the existence of an

error in the protouol'. '
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4.2.1 The Goals of Authentication

There is room for debate about what should be the goals of authentication proto-
cols. Different protocols have different authentication goals. Usually authentication
is a precursor to some communication protected by a shared session key, so we might
desire conclusiqus that describe the situation at the start of such a communication.
Thus, the authentication is considered to be complete between P and @Q if thereis a
K such that

Pbelieves (Q & P), Qbelievas(Q & P)

Some authentication protocols achieve stronger goals of authentication, as shown

below:

P believes Q believes (Q & P), @ believes P believes (Q & p)

Some public-key protocols are not intended to result in the exchange of shared
keys, but instead to transfer some other pieces of information. In these cases, the
required goals are génerally obvious from the context. *ur example, the interaction
of principal P with the certification authority may Be intended by P to transfer a

single public key to P, such that: - 5
P believes ¥ Q
In addition, principals may establish some shared secrets:

Pbelieves (P = Q), Q believes (P = Q)

Some protocols may attain the final states, such as:

_ Pbelieves Q believes X .
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That is, P believes that @ has recently sent X. The authentication goal of the MHS

message-tokens belongs to this category.

4.3.2 Idealized Form of Protocols

In most of the literature, an authentication protocol is described as a sequence of

steps of the form

P—-0Q: X

intended to denote the fact that P sends X to Q.

Many representations of protocols are not in the appropriate basis for formal anal-
ysis. Consequently, instead of analyzing the informal description of these protocols
as they appear in the literature, we analyze protocols written in an idealized form.

For instance, the protocol step
A— B: [A, Kalk,

may tell B, who knows the key K,, that K, is a key to communicate with A. This

step should then be idealized as

A—- B: [AKJ'B]K&_ .

Furthermore, the idealized protocols often omit some of the message parts, such
as the plaintext of data, because they can be forged anyway and do uot contribute

anything of interest to the beliefs of the principals taking part in the protocol.
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4.4 Analysis of Message-Tokens 1 & 2

The authentication goal of the message-tokens is to provide the integrity and

origin authentication of the transferred information, sgn Data and encData. That is:
B believes A believes sgnData, B believes A believesencData .

where A is the principal sending the message-token and B is the principal receiving

the token.

For all the message-tokens, il is assumed that each principal knows his own secret
key and the other’s public key, and the recipient believes the sender’s time-stamp to

be fresh. These assumptions are presented as follows:

Abelieves &4 A (al)
Abelieves ¥ B (a2) |
Bbelieves £ B (a3)
Bbelieves £ A (ad)
B believes fre;h(t) ‘(ab)

4.4.1 Analysis of Message-Token 1 [BANS0]

The one-way authentication protocol using Message-Token 1 can be represented

as follows: : _
A= B: T,[h(T)g5 -
where

. | ‘ T = I, t, sgnData, [encData)x,
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Now, we analyze the protocol using the rules and the above assumptions. Accord-

ing to Seeing Rule (b). when B rcceives Message-Token [,
B sees [h{Ig, t, sgnData, [encDu!(z];;u)],\-’-‘z ;

Message-Meaning Rule {B) and assumption (ad) yield

B believes A said h(/Ig, t, sgnData, [encDalaly,) .
The following formula is also true when B receives the Message-Token 1.

B sees (I, ¢, sgnData, [encDala)y,)

Applying the Hash-Function Rule (c) yields )

B believes Asaid (I, t, sgnData, [;;‘CD“t“]lfn) .
Using assumption (a3) B believes fresh(t); and the Freshness Rule yields

B believes ﬁi‘t\esh(fg, L sénDatn, [ewath;t(z];\—B) .
From the Nonce-Verification Rule, we can get
B believes A believes (I3, t, sgnData, [encData) 1;5) .

Breaking the above conjunction, we obtelti,n 2

B believes A believes sgnDala .

For encData, we only can obtain B believes A believes [encDataly, . This does
not imply that B believes A believes encDaia . 1t suggests that the authentication

goal may be unattainable.

For a better understanding of the above analysis given by [BANQO], we shbuld

- notice that, for receiver B, principal 'A is a claimed originator (who rﬁay he either
i o
59



the true originator or an intruder). The receiver can make sure that the claimed
originator is the true originator of the message if all the authentication goals can be
achieved. In other words, since the above analysis shows that one of the authentication
goals cannot be reached, the claimed originator A may be an intruder who does not
know encData {only the true originator knows encData). So, the analysis gives an

explanation of why the impersonation can occur when using Message-Token 1 in MHS.

4.4.2 Analysis of Message-Token 2

The one-way authentication protocol using Message-Token 2 can be represented
as.
A—-B: T,[h(L)]K;: .
where

T = Ig, t, sqnDala, [encData)x,

L = Ig, t, sgnData, encDala

For Message-Token 2, there are the same assumptions as for Message-token 1.

When B receives Message-Token 2 from A;'we have

B sees [i(Ig, ¢, sgnData, encData)],\-zn

Message-Meaning Rule (b) yields
B believes A said k(Ig, ¢, sgnData, encData).
When B receives Message-Token 9, the following formula is also true.

B sees (Ip, t, sgnData, [encData]K;) )
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Since B can decipher [encData] g, and all of the data Ig, £, sgn Data and [encDatalg,

are received together, we then have
Bsees (Ip, t, sgnData, encDala) .

Because encData is the result of deciphering [eneData]y, only Hash-Function Rule
(¢) can be applied. So, B can ensure that A knows /g, { and sgnDala rather than

encData. That is

B believes A said (I, ¢, sgnData).
Again, we have the hypothesis (a5) B believes fresh(t), and the Freshness Rule
applies and yields '
B believes A believes ([, t, sgnDala) .
So far, we can only obtain

B believes A believes sgnData .

We have not been able to obtain another authentication goal Bbelieves Abelieves

encData . This suggests the weakness in Message-Token 2.

4.5 Ahalysis of Message-Token 3

The use of Message-Token 3 as a one-way authentication protocol can be repre-
sented as:

A= B: T,[h(L)]

i

where

" T = Ip, i, sgnData, {encDald)k,
L = I,, Ig, t, sgnDala, encDala
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The protocol can be idealized into the following form:
A= B: T,[h( A= By
where
Y = Ig, ¢, sgnData, encData

i Y .. . i
Here, (L) can be considered as k(A = B). This is because, in the protocol of
Message-Token 3, 1,4 is the identity of the originator who actually derived hash value
h(1.,Y). On the other hand, only B can obtain encData from the message-token,

and thus obtain the entire Y. Therefore, Y is the shared secret between A and B.

For Message-Token 3, the assumptions are the same as for the previous message-
tokens. We analyze the protocol by applying the logic postulates to its idealized form.

When B receives Message-Token 3,
B sees[h{A LS B -
Then, Message-Meaning Rule (b) and assumption (a4) yield C e

Bbelieves Asaid k(A = B) . L

/\ By deciphering [encData];;m B can obtain Y, e e
N - '

o _ & BseesY .

‘ Sincef}’ is the Vsecret. shared by A and B, the formula, Asaid (A & B), means that
the hash value h(A = B) must be computed by A itself. In this case, the following
formula is true: ' |

| B'believes.A said (A = B),

ie - e

B belie\'resAsaidr(I B, t, sgnData, ‘encData)_ .
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Similar to the previous proof, we can obtain
B believes fresh(t, sgnData, encData).
From the Nonce-Verification Rule, we can get
B believes A belieyes (¢, sgnDala, encData) .
C'onjunction-Breaking Rule applies and yields the result:
B believes A believes sgnData, B belig)féés A believes encDala .

Therefore, the authentication goal is achieved by Message-Token 3.



4.6 Analysis of Message-Token 4

The one-way authentication protncol using Message-Token 4 can be shown as:
A= B: T, [h(T)]K;: .

where

T = Ip, &, synData, [IA., encDataly

According to the protocol of Message-Token 4, encData is encrypted together with the
identity of the encryptor, i.e. (14, encDatalx, indicates that A encrypted encDeata.
On the other hand, [/4, encData]x, can only be decrypted by B. This means that

encData is a secret shared by A and B. So, [l., encDatajr, can be‘replaced by

[ \ cncDulu

Bl in the protocol, shown as follows: ;

encDuta emDutu

A= B: Ig, gnDu!a, (A Bl [hUs, t, sgnData, [A ];\-B)]I\-;n

The assumptions for Message-token 4 are the same as the previous tokens. Now,
we analyze Message-Token 4 by applying the authentication logic rules. When B
receives Message-Token 4, '

cncDatu

B sees [h(!p, t, sgnData, [A B];\-B)],\-;: .

The following formula is true when B receives Message-Token 4.

Bsees (Ip, t, sgnData, [A mgm Blk;)

We also have the a.ssumpt.ion (ad) .

=
s

Bbelieves 4 A .
“Hash-Function Rule (c) applies and yields
encData

BbehevesAsald(Ig,t sgnData, [A = Blxp) .

64



Again, the hypothesis B believes fresh(¢) and IFreshness Rule vield

encDutn

B believes fresh{/g, t, sgnData, [A = Blg,).

From Nonce-Verification Rule, we can get

encData

B believes A believes (/g, ¢, sgnData, [A =" Blx,)-
Applying Conjunction-Breaking Rule, we have
B believes A helieves sgnDala ,

and

encData

B believes A believes[A = By, .

. encDala : . encDute
The formula A believes [A e Bk, means that A recently said [A = " Blip.

encData is the shared secret between A and B, and B didn’t send the message. So,
we can conclude that A made the encryption, i.e. A recently said encData. The

following formula is true:
B believes A believes encDala .

"Therefore, the authentication goals are achieved by Message-Token 4.
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4.7 Analysis of Message-Token 5

The use of Message-Token 5 as a one-way authentication protocol can be repre-
sented as:

A= B: Ig, t, sgnData, [encData, [h(L)],\-;:]KB .

where

L = Ig, t, sgnData, encDala .

" For Message-Token 5, the assumptions are the same as for the previous message-

tokens. When B receives Message-Token 5,
B sees Ip, t, sgnData, [encData, ["(L)]K;']l\'a .
B can decrypt [encData, [h(L)] ,\-;n];\-,,, and the following formula is true:

B sees [h(L)] KTt

B

“and

- BseesencData.

We can say

B sees (Ig, i, sgnDaiu, encbata) \

here, encData is the result of decryption and it is encrypted together with the signa-
ture. So, Hash-Function Rule (b) can be a.pplied and yields |
N Bbelieves A said (Is, ¢, sgnData, encData) .
) _ \
Similarly, we can obtain °

: B believes fresh(t, sgnData, encData) .
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From the Nouce-Verification Rule, we can get
B believes A believes (¢, sgnData, encData) .

The Conjunction-Breaking Rule applies and yields the resuli:

B believes A believes sgnDate, B believes A believes encDala.

Therefore, the authentication goal is also achieved by Message-Token 5.
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Chapter 5

Conclusions and Future Works

This hesis has studied the structure of message-tokens which influence the security
of transmitted messages in X.400 MHS. To protect messages from the impersonation
attack, three new message-tokens have been proposed. This thesis also has improved
~ the logic of authentication and has proved the correctness of the new message-tokens.
The results of the thesis will improve the security services of a message handling

system.

The nature of the impersonation attack concerned iu the thesis is that an intruder
can sign the message-token again (i.e. change the or'i‘ginal signature to his own)
without knowing encData, and thus he can pretend to be the source of the message-
token and the message content. Due to one-way functions being used for calculating
the.signature in the practicé, “signing unencrypted data”™ may not be enough to defend
against t.lie. impersonation threat. Message-Tokens 3, 4 and 3 have been proposed.
These three message-tokens present all types of possible solutions to solve the problem |

- at the 'meésage-t.oken level.

Messagé-Tokén 3 type of solutions: ‘The signature is derived from pfﬁn—
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text data. which include a component characterizing the originator.

Message-Token 4 type of solutions: The signature is derived from the
encrypted data, which include a component characterizing the orig-

inator.

Message-Token 5 type of solutions: The signature is derived from the
plaintext data and is encrypted together with at least one of the se-

crel componeits.

We can conclude that the following services and conditions must be provided to

ptevent such an impersonation threat in MHS:
o Content Integrily Service;
e Message Origin Authentication Service;

e Content confidentiality Service; :

¢ The original signature in the message-token cannot be successfully replaced by

others.

In this thesis, the authentication logic of Burrows el al. is used'to prove thal
the new message-tokens we proposed can achieve the desired authentication goals.
We found that the Iash-Function Rules do not correctly present the reasoning im-

plicated in using hash functions for the signature calculation. They ignore that the

impersonation attack could succeed in cases like Message-Token 2. At present, there..

. . ) 1
are a number of proposals in the literature for improving the syntax and semantics of
- the logic, but none of them examined the correctness of the postulates, especially the

Hash-Function Rules. Our newly defined Hash-Function Rules are able to overéomé
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(he weaknesses of the old rules and help to detect the potential security problem (e.g.

the impersonation problem in Message-Token 2) existing in authentication protocols.

In the future work, we shall study how the-impersonation attack can be prevented
in multi-destination messaging, in which a message is sent to a group of recipients
at same time. In this case, the impersonation threat may come fro;h a malicious
group member who knows more about the message than outside intruders. The
security services in one-to-one messaging may not be simply “multiplied” {MIT92]
[JAN91]. Furthermore, the authentication logic should also be extended to the group

communicatiot:.

X.400 security architecture itself still needs to be developed. The security features
defined under the 1988 X.400 Recommendations do not fully cover all security issues
on all levels. For example, they do not deal with internal security from the User
Agent‘(UA) to the final MHS-user himself. They also cannot cover the destruction of

messages, although they can help to identify that a message has gone astray.

Finally, we should point out: that the security can be built into the MHS. A
fundamental condition for this is the development of a consistent security architecture

which should include:

e security policy which derives from'the threats to the system and user’s security
) ‘
. requirements;

o securily services which are used to counter the perceived security threats; and
e securily mechanisms which are used to support the security service.

The X.400 bCCllrlt}’ features must be implemented as part of an overa.ll security mes-

saging policy of OSI according to OSI Security Architecture of [1307498-7] The
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N.400 security alone may not provide any guarantees for the security of the entire

message transmission, because it is provided only within the application layer.
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