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Abstract

Managing and orchestrating the behaviour of virtualized Network Functions (VNFs) re-

mains a major challenge due to their heterogeneity and the ever increasing resource de-

mands of the served flows. In this thesis, we propose a novel VNF manager (VNFM) that

employs a parameterized actions-based reinforcement learning mechanism to simultane-

ously decide on the optimal VNF management action (e.g., migration, scaling, termination

or rebooting) and the action’s corresponding configuration parameters (e.g., migration lo-

cation or amount of resources needed for scaling ). More precisely, we first propose a novel

parameterized-action Markov decision process (PAMDP) model to accurately describe each

VNF, instances of its components and their communication as well as the set of permis-

sible management actions by the VNFM and the rewards of realizing these actions. The

use of parameterized actions allows us to rigorously represent the functionalities of the

VNFM in order perform various Lifecycle management (LCM) operations on the VNFs.

Next, we propose a two-stage reinforcement learning (RL) scheme that alternates between

learning an action-value function for the discrete LCM actions and updating the actions

parameters selection policy. In contrast to existing machine learning schemes, the pro-

posed work uniquely provides a holistic management platform the unifies individual efforts

targeting individual LCM functions such as VNF placement and scaling. Performance

evaluation results demonstrate the efficiency of the proposed VNFM in maintaining the

required performance level of the VNF while optimizing its resource configurations.
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Chapter 1

Introduction

In the recent 30 years, networks have expanded to an enormous scale. In the early years,

networks were designed to provide connectivity, i.e., to enable packets sent from one host

to arrive at the desired destination. Routing techniques, switching, and flow scheduling

are examples of core functions. However, other network functionalities such as network

security, caching, and encoding was implemented by end-users. This design resulted in

great success for network application development and evolution without requiring up-

grades to the network itself. This development model was successful for quite a long time,

leading to a large range of software and devices connecting to networks today. As a re-

sult, network operators had to implement additional network functionalities to support

the upgrades of network applications. Today’s networks include lots of equipment such

as routers, switches, and middleboxes [5]. Proxies, firewalls, network address translators,

intrusion detection systems, load balancers, flow monitor, and WAN optimizers are spe-

cific services that network equipment provide. The number of middleboxes in different

types of networks is comparable with the number of switches and routers. The number

of deployed middleboxes grows steadily. It is shown in a recent survey that the cost of

middleboxes accounts for over two-fifths of the network hardware in enterprise networks

[6]. The mis-configuration is responsible for about 40% of high-severity datacenter failures.

Middleboxes have several drawbacks:

• It is hard to re-deploy and re-configure hardware middleboxes once the physical
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network is constructed. This will affect the rate where networks can offer new network

services.

• Middleboxes typically implement a fixed number of services and handle a fixed load.

This leads to redundant operations for network operators because when there are

device failures and increased demand, operators need to re-install several instances.

• Middleboxes need frequent replacement due to device damages as well as protocol

updates (e.g., updates in LTE standards)

Typically, an NF refers to one or a set of specialized hardware devices. With virtualization

techniques, Network Function Virtualisation (NFV) is promoted. NFV focuses on changing

the way network operators design, deploy and manage the network infrastructures. The

goal of NFVs is to remove the dedicated expensive middleboxes and the massive amount

of specialized hardware devices and deploy network services (NSs) and virtualized network

function (VNFs) on top of industry-standard servers or containers. In NFV, NFs are

deployed as virtual machines (VMs) running on commodity computing units, ensuring a

rapid NF deployment within a cloud platform, dynamic response to updates in network

load and failures. It can also update the protocol and application software in a cheaper

and safer mode.

1.1 Motivation

Recently, the premise of NFV [7] has received immense attention from researchers in both

academia and industry. This can be attributed to its promise of cost reduction, and ease

of manageability as NFV replaces hardware middleboxes with commodity servers hosting

VNF instances. This approach allows operators to dynamically build up and tear down

NS that is comprised of customized VNFs. For example, with the idea of NFV, a network

operator is likely to run a software-based firewall on an x86 platform via virtualization

techniques. NFV provides possibilities for legacy networks. For example, NFV makes

it possible to decouple software from hardware and allows to separate NS development
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and maintenance for both software and hardware. On the other hand, it offers a more

flexible network function deployment since the network operator is able to re-configure

the network function to another cloud cluster in the same data center in terms of needs.

Software-defined network (SDN) is another hot network virtualization topic in industry and

academia. SDN is promoted to simplify the network management and make the deployment

of NS easier by decoupling the control plane and the data plane. A service function chain

(SFC) [8, 9] is composed of a list of required network functions and the corresponding order

that has to be applied to the packet belonging to the specific data flow. In NFV, a NS is

composed of one or several VNFs in an ordered sequence. For example, an IDS may need

to inspect the packet before the data compression and encryption. Meanwhile, in terms of

different requirements from customers, the sequence of network functions can be different.

Figure 1.1 shows an example of an SFC with five different network functions.

Figure 1.1: Example of a SFC/NS

NFV is promoted with unique architecture. With the promise of capital expendi-

tures and operating expenses (CAPEX/OPEX) [10, 11] savings, network operators have

invested in developing a novel European Telecommunications Standards Institute (ETSI)

standardized VNF framework [12]. The architecture is comprised of two layers, the VNF

infrastructure (VNFI) of compute, storage, and network resources, that is hosting the sec-

ond layer of VNFs using different means of visualization such as VMs or containers. The

management and orchestration (MANO) entity in the ETSI architecture maintains cat-

alogs of offered NSs, their SFC compositions, and the available flavors of the VNFs. To

manage the two layers, MANO is comprised of three main components: the NFV orchestra-

tor (NFVO [13], the VNF manager (VNFM) [14], and the virtual infrastructure manager

(VIM) [15]. These components interact together and with the physical and VNF layers to

manage the deployment and lifecycle of the offered NSs, their SFCs, and the physical and

virtual resources.
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One of the functionalities of MANO is to fulfill the contracted Service Level Agreement

(SLA) [16] requirements of the hosted NSs [17] while optimizing the number of consumed

resources on the VNFI. Examples of these requirements include the experienced latency by

the served flows, their service rate, service availability, and cost [18]. Once these require-

ments are mapped to service requirements for each VNF instance in the NS, the VNFM is

tasked with performing various lifecycle management (LCM) operations (e.g., migration,

scaling, termination, and rebooting) in various components of the VNF to maintain its

assigned SLA defined performance values [18].

The problem can be stated as follows. The central problem of an NFV-based platform is

that it lacks an efficient-enough mechanism to execute the desired operations defined in the

ETSI-NFV standards [19]. Existing research efforts have addressed several critical issues

for VNF management, including placement, resource allocation, scaling, and migration [20].

Notably, machine learning (ML) based schemes have been shown to provide a promising

solution to realize these functionalities (e.g., VNF scaling [21]). Nonetheless, the majority

of these efforts do not provide a holistic approach that can aid the VNFM in selecting, at

any given point in time, nor given a measured behavior of the VNF, the most appropriate

VNF reconfiguration action among all possible LCM operations [22]. Furthermore, most

VNFs are VM-based, which wastes a lot of computing resources on OS instantiating in

each VM instance.

We envision that to simplify the management and reduce the complexity of the VNF

LCM problem and guarantee the performance of the VNF, and the VNFM should be

able to either proactively or reactively respond to VNF status updates and to perform

proper LCM operations. Given this, the objective of the thesis is to improve the efficiency

of the VNFM to make better decisions on VNF LCM problems and resource allocation

optimizations on the basis of the long-term performance of NSs.
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1.2 Contribution

In this thesis, we aim at achieving full automation of the functionality of the VNFM. We

realize this goal by first developing a novel model to fully describe the VNFs, and the

VNFM behavior using a parameterized-action-based Markov decision process (PAMDP)

[23]. In contrast to existing approaches, the model can incorporate different actions of the

VNFM (e.g., scaling, migration, termination, and rebooting of various VNF components)

as well as the needed configuration parameters for these actions. We then develop a two-

stage reinforcement learning mechanism to efficiently learn optimal policies of selecting the

appropriate LCM action-parameters pairs. In the first stage of the algorithm, a discrete

LCM action is selected using value-functions. In the second stage, the action configuration

parameters are repetitively refined using policy gradient methods. Once optimal policies

are learned, they are employed to fine-tune the performance of the VNF based on moni-

tored performance measures and the SLA-based desired behavior. We focus on the LCM

of containerized VNF on Kubernetes, an open-source container-orchestration system for

automating computer application deployment, including scaling operations, migrations,

and renewing. To execute a scaling operation for VNFs, we need to investigate the num-

ber of requested resources in the VNF deployment file. The same applies to other VNF

LCM operations, such as migration and renewing operations. In comparison, migration

operations need a global view of the current SFC and global resource allocation. In order

to solve these problems, we proposed an intelligent VNF manager with RL-based agents

inside, which can automatically decide which action to take and the detailed resources we

need to assign to the VNF instances. More precisely, we study the relationship between

VNFs as well as the correlations between different VNF LCM operations and learn the RL

agent to fulfill the SLA of VNFs and NS. We can summarize the contributions into the

following:

• We formulate the VNF LCM problem by constructing a Parameterized Action Markov

Decision Process (PAMDP). In the model, VNFs are parted into different compo-

nents. In the model, the processed unit is called virtual device unit (VDU) which is

represented by containers. We formulate the PAMDP problem with a parameterized
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action space and multiple dimensions of states space and apply different RL algo-

rithms. In our model, the action is determined not only via a discrete manner, but

also adjusted by the action-parameter.

• We design a compound parameterized action RL algorihtm where we apply Q-learning

on the discrete action selection and Policy Gradient on action parameter selection.

We demonstrate through performance evaluation results by comparing to the plain

VNF LCM operations.

1.2.1 Publication

Xinrui Li, Nancy Samaan and Ahmed Karmouch. An Automated VNF Manager based

on Parameterized-Action MDP and Reinforcement Learning. In 2021 IEEE International

Conference on Communications(ICC), 2021.

1.3 Thesis outline

The reminder of this thesis is organized as follows.

• Chapter 2 gives a background of NFV and discusses the VNF LCM problems with

typical relevant solutions. Then we introduce the fundamentals of RL and related

RL algorithms.

• Chapter 3 presents the system model and architecture, and formulates the VNF

LCM problem as a Parameterized Action Markov Decision Process problem. Then

we present our parametrized-based RL algorithm

• Chapter 4 presents performance evaluation results.

• Chapter 5 concludes the thesis and discusses possible future work
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Chapter 2

Background and Literature Review

This chapter provides a literature review on the NFV development process as well as VNF

LCM and orchestration problem solutions. Section 2.1 gives a basic background of NFV

development. Section 2.2 is a more detailed introduction of NFV architecture, including

all the NFV components and their functionalities. Section 2.3 presents a fundamental

introduction of virtualization techniques such as virtual machines and containers. Section

2.4 gives examples of current VNF LCM solutions and discusses the drawbacks. Section

2.5 is an introduction for RL and talks about current RL solutions. Section 2.6 gives a

summary of this chapter.

2.1 Background of Network Function Virtualization

NFV is promoted with the development of the virtualization technology [24]. Unlike tradi-

tional network functions, the dedicated hardware is removed and is replaced with the avail-

able software running on commercial off-the-shelf (COTS) [25] servers and works on top

of VMs and containers. NFV has raised immense attention from researchers in academia

and industry. VNF is a core functional block that runs different network functions with

various configuration options. Diverse combinations of VNFs form SFC to fulfill SLA from

customers.
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2.1.1 History of NFV evolution

Most network equipment is in fixed and dedicated architecture, and network functions ex-

ecute their job on the standard vendor-provided hardware and software. This fact restricts

the service provider and the network managers and operators, for its dependency between

the two components is strongly bound together. As the network service becomes more

and more complicated, telecommunication service providers and operators are likely to be

asked to deploy and install new dedicated hardware appliances. At the same time, they

have to make space for future deployment and consider power consumption problems in

their deployed place. All of these lead to CAPEX and OPEX losses [26], while increasing

the difficulties of platform management since the hardware is definitely becoming more

complex.

NFV is able to decouple the dedicated hardware of network service from its software. It

targets the development of network service by applying multiple standard hardware from

various vendors that can cooperate with multi-vendor software platforms. As a result,

NFV will change the current coupling problem between the dedicated hardware and its

software, and also, it can be expected that CAPEX and OPEX will be reduced if we apply

such an architecture to current network services. NFV-based network services run in edge

cloud and in data centers in terms of deployment requirements to respond to geographically

dispersed deployment requests.

NFV is developed from the virtualization techniques, which enable customers to share

the physical resources and functionalities through virtual machines and containers. Through

network virtualization, VNFs share the same network element hardware resources, lead-

ing to decoupling between network services and its hardware. Multiple network services

can be re-deployed on the same network element based on this fact. Similarly, for higher

flexibility, NFV can migrate network functions to a virtual cloud-based infrastructure.
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2.2 NFV Architecture

NFV is promoted by the European Telecommunications Standards Institute (ETSI)[12].

ETSI defines the NFV architectural framework, and VNFs are deployed. They are work-

ing on a bottom layer called network function virtualization infrastructure (NFVI), which

is composed of commodity servers that has virtualization eligibility and can be fully ab-

stracted and logically partitioned. Above the NFVI layer, there are VNFs running in the

middle layer; more precisely, one VNF is typically mapped to one or multiple VM or con-

tainers in the NFVI. One or several VNFs can form up a complete NS or an SFC in the

term of SDN. NS, VNF, and their corresponded NFVI are connected and steered by a

management and orchestration system(MANO) [19]. The NFV-MANO [27] is the brain of

the NFV entity and is driven by the metadata predefined in the characteristics of the NS

and their inner VNFs. To well manage and orchestrate the NFV entity, the MANO panel

has three core components corresponding to the NS, VNF, and NFVI. Virtualized infras-

tructure manager (VIM) is at the bottom of the MANO panel, and the main functionality

is to collect the executing data from the NFVI, as well as to manage the NS and its VNF in

the most direct manner. The VNFM is the core component for VNF instance management,

also in charge of the coordination between the network function virtualization orchestrator

(NFVO) and VIM. On top of MANO is the NFVO, the main controller for NS, which is

in charge of the global orchestration tasks. NFVO keeps the metadata of the whole map

of NFV instances and updates the policy to the bottom MANO entity such as VNFM and

NFVI when detecting requests update from the Office of Strategic Services (OSS) [28] and

business support system (BSS) [29] as well as self-needed updated from VNFM and NFVI.

The MANO panel and NFV instances form up the NFV entity as it is shown in Figure 2.1.

9



Figure 2.1: Architecture of ETSI-NFV.[1]
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2.2.1 NFV Orchestration

We introduce the core component of the NFV-MANO framework and the NFV orchestrator

[30]. The NFV orchestrator is the main functional block of the MANO architecture, which

is responsible for the management and orchestration of NFVI resources across multiple

VIMs as well as the global management on the VNF layer on top of them, and of the LCM

of the network services.

Two main responsibilities of NFVO are defined by ETSI where it requires the NFVO

must fulfill the management, and orchestration aspects are summarized below:

• Resource orchestration. The resource orchestration is a function block in NFVO

which satisfies functions that handle the resource release and allocation from NFVI

(i.e., release computation, storage, and network resources from NFVI).

• Network service orchestration. The network service orchestration is a function block

in NFVO, which satisfies MANO function requirements by handling the life-cycle

management, including onboarding, instantiation, scaling, instance-updating, and

termination of the network services as well as the other correlated operations with

VNF forwarding graphs (VNFFG) [1]. The NFVO manages the coordinated groups

of VNF instances through network service orchestration functions to provide well-

managed complex network services. It manages the joint configuration and instan-

tiation. Meanwhile, it has a global view of the required connection between VNFs

and should be responsible for dynamic VNF configuration update for further use

cases (e.g., NFVO is able to push the scaling policy to VNFM for high availability

concerned in NSs)

Network service

In general, an NS can be considered as a forwarding graph of network functions (NFs),

which are interconnected by the below network infrastructure. Network functions can be

implemented in a single operator network or multiple ones interconnected between different
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operator networks. The underlying network function behavior contributes to the behavior

of the high-level service. As a result, the network service behavior is a compound one

combining the behavior of its constituent functional blocks, which includes individual NFs,

NF sets NF forwarding graphs, and the infrastructure network.

The endpoints and the NFs in the network service are represented as nodes and corre-

spond to devices, applications, and physical server applications. An NF forwarding graph

is composed of network function nodes connected by logical links, which can be either

unidirectional or bidirectional, in some cases can be multicast or broadcast. To create an

end-to-end network service, a simple example is using the forwarding graph to represent a

chain of network function, which can also be represented as an SFC. An example of such an

end-to-end network service can include a smartphone, a wireless network, a FW, a LB, and

a set of CDN servers. The NFV area of activity is within the operator-owned resources.

Hence, a customer-owned device (i.e., a mobile phone outside the scope of an operator)

cannot exercise its authority on it. On the other hand, virtualization and network-hosting

of customer functions is possible and is in the scope of NFV [31]

Figure 2.2 represents an end-to-end network service managed by the NFVO. It also

includes a second nested NF forwarding graph as indicated by the network function block

nodes in the middle of the figure, which are also interconnected by some logical links. As

shown in the figure, the endpoint is linked to NFs via NFVIs, leading to a logical interface

between the endpoint and a network function. These logical interfaces are represented

with dotted lines in the figure. The outer end-to-end NS is composed of endpoint A, the

inner NF forwarding graph and the endpoint B, where the internal NF forwarding graph

is comprised of NFs(NF1, NF2, NF3). Those NFs are interconnected by logical links

provided by the Infrastructure network2.

Figure 2.3 provides an example of an end-to-end NS representing different layers in-

cluded for its virtualization process. In the example, an an-end-to-end network service

can be represented by only VNFs and the endpoints. By decoupling, the hardware and

software in NFV are realized by a virtualization layer (hypervisor layer) where it abstracts

the hardware resources of the NFV infrastructure. The NFVI-PoPs in Figure 2.3 include
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Figure 2.2: Representation of an end-to-end network service[1]

resources for computation, storage, and networking deployed by a network operator.

VNFs run on top of the virtualization layer, which can be considered as part of NFVI,

indicated by the arrow with the label ”virtualization” in Figure 2.3. The VNF forwarding

graph (VNFFG) corresponding to the NF forwarding graph is also presented in Figure 2.2.

As shown in the figure, it depicts the case of a nested VNFFG (i.e., VNFFG2), which is

constructed from other VNFs(i.e., VNF-2A,VNF-2B, and VNF-2C). The objective is to

determine the interfaces between NFs and VNFs, and the infrastructure in a multi-vendor

environment is likely to be based upon accepted standards(i.e., standardized by an SDO

or an open de-facto standard) The NFVO applies the resource orchestration functionality

to abstract the access to the available resources provided by the NFVI beneath to services.

Features of NFVO can be summarized as follows:

• Authorization and validation of NFVI resources requests from the VNF manager.

This ensures a control process on the allocation of requested resources interacting

within one NFVI-PoP or across multiple NFVI-PoPs;

• Resource management in NFVI, which includes the basic resource distribution, reser-

vation, and allocation of NFVI resource to NS and VNF instances; available resource

can be either obtained from existed NFVI resources or from multi-vendor enabled
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Figure 2.3: Example of an end-to-end network service with VNFs and nested forwarding
graphs[1]

NFV infrastructure. The NFVO resolves the VIM placement locations as well to pro-

vide an acceptable resource allocation mechanism under the requirement of BSS/OSS

and SLA.

• Management of the corresponding interfaces between VNF layer and NFVI layer.

Precisely speaking, the underlying VNF instance and the NFVI resource are allocated

to it. NFVO should use the resource repositories and information received from the

VIMs.

• Policy management and enforcement, NFVO should implement policies on NFVI

resources, including a series of operations such as access control, preservation, and

optimization of the placement based on geographical, affinity, and/or regulatory rules.

• Collection of information regarding the use cases by single or multiple VNFs of NFVI

resources.

Besides, network service orchestration (NSO) in the NFVO is responsible for the manage-

ment of the services exposed by the VNF manager (VNFM) and by the resource orches-
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tration functional block (RO). Generally, the NSO is exposed via interfaces consumed by

other NFV-MANO framework or external entities:

• Management of NS deployment configurations and VNF packages. Those configura-

tions will be verified by the NFVO to ensure integrity, authenticity, and consistency,

and NFVO will store the images provided in VNF packages via available NFVI-PoPs.

• NS life-cycle management, including NS instantiation, updating, querying, scaling

and termination. Meanwhile, it also requires a collection of work for performance

evaluation and events recording.

• Direct management of VNFM.

• Management of VNFs from a higher level, the VNFM is responsible for reporting the

VNF-LCM process to the NSO.

• Management of NFVI resources from a higher level, the VIM should work in coor-

dination with the NSO to control the workflow of the current NS for validation and

authorization.

• Management of the VNFFG where the logical end-to-end NS instance is defined.

• Automation of NS instance management by triggering automatic operational man-

agement actions for NSs and VNFs. This process follows the principle defined in the

NS configuration templates.

• Policy management and evaluation for the NSs and VNFs. NSO is responsible for

policies generating concerning scaling, fault, geography, affinity/anti-affinity regula-

tory rules, and NS catalogs.

• Management of the NS instance through their lifecycles to guarantee the visibility

and integrity. NFVO is also responsible for a proper relationship between a NS and

a VNF.
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2.2.2 VNF Manager

The VNF manager[32] is an NFV-MANO function block that satisfies the MANO aspects of

VNFs within the LCM of the VNF instances. A VNF manager is responsible for one more

multiple VNFs in terms of the SFC. No matter what type of VNFs it handles, the VNFM

must have the support functions that support the associated VNFs. Similar to NFVO, the

VNFM exposes its functionalities to other MANO entities with defined interfaces:

• VNF configuration and instantiation with a VNF deployment template

• Investigation of the feasibility of a VNF instantiation process.

• VNF instance software update.

• VNF instance online/offline modification.

• VNF instance scaling operation.

• VNF instance termination

• VNF instance resiliency concern. (Auto healing, fault management)

• Handle VNF notifications in the VNF lifecycle when there are changes.

• Handle VNF verification and integrity update in the lifecycle of a VNF instance.

• Information consolidation from NFVI, including performance measurement results,

faults, and events corresponded to the VNF. Coordinate and handle the configuration

report sent from VIM and EM.

VNFM should be responsible for all VNF instances. Each VNF instance is defined in

the VNFM with a specific deployment template: virtualized network function descrip-

tor(VNFD), which is stored in a VNF catalog corresponding to a VNF package. A VNFD

is a description file that defines the operational behavior of a VNF and specifies the de-

ployment details of a VNF with a full map of attributes and requirements. In general,
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NFVO applies copies of VNFD and correlated VNFFG to create a network service descrip-

tor (NSD). And this is how the two functional blocks bind with each other in terms of

VNF instances. MANO entity uses VNFDs to instantiate VNFs, manage the lifecycles,

and coordinate with NFVI for resource concerns.

Since the VNFM has direct access to the repository of available VNF packages, the

VNFM should list all the possible packages inside the VNFD to ensure a different version

of VNF implementations of the same functionality on other service provider environments.

Figure 2.4 shows the relationship between NFV-MANO and the VNF instances and their

descriptors. As shown in the figure, the configuration related to the management and

Figure 2.4: Relationship between MANO entity and VNF instances and descriptors[2]

orchestration operations is kept in several repositories:

• NS catalogue. NS catalog contains a full map of the on-boarded network service. As

it is designed to support the logic creation and management of the deployment tem-

plates of a NS. In this case, the network service descriptor has similar functionalities

but is kept in an authentic way. The same applies to virtual link descriptors (VLDs)

and VNF forwarding graph descriptor (VNFFGD)
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• VNF catalogue. VNF catalog is a repository for all on-boarded VNF packages. Sim-

ilarly, the VNF catalog is designed to support the logic creation and management of

the deployment templates (VNFD) through exposed interface operations from NFVO.

The VNFM and NFVO have the absolute query authorization to search, retrieve and

validate VNFDs.

• NFV instance repository. NFV instance catalog is a functional logic block that holds

information about NS and VNF instances, which is represented by their respective

VNF records (VNFRs) and NS records (NSRs). These records are updated within

the VNF-LCM and NS-LCM, reflecting the changes resulting from the executing of

LCM operations.

• NFVI resource repository. The NFVI resource repository collects information about

the currently available and reserved NFVI resources, which the VIMs abstract. The

repository has excellent values in resource allocation, reservation concerns. As a

result, this component owns a great place in the NFVO’s resource orchestration and

governance roles via available tracking on NFVI allocated and reserved resources

against the initial associated NS and VNF instances.

VNF Lifecycle Management

To manage the VNF properly and efficiently, a VNFM should include traditional fault

management configuration management, performance management and security manage-

ment(FCAPS) as well as the lifecycle management[22] including operations such as:

• instantiate VNF, to create a VNF using the VNF on-boarding artifacts

• scale VNF, to increase or decrease the capacity of the VNF

• upload and upgrade VNF, to configure the VNF software when VNF update is avail-

able

• terminate VNF, to release the associated NFVI resources and return to the resource

pool
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• migrate VNF, to migrate VNF to another NFVI

A VNF instance is deployed with a template that contains the deployment and operational

behavior requirements and is stored during the VNF onboarding process. The deployment

template describes the attributes and requirements necessary to instantiate such a VNF and

abstractedly captured to manage its lifecycle. During the lifecycle of a VNF, the VNFM

pushes the monitor command to VIM to monitor the key performance indicators (KPIs) of a

VNF. If such KPIs are captured in the deployment template, the information is likely to be

used for other LCM operations like scaling operations. Scaling operations include changing

the configurations of the virtualized resources, either adding up or cutting down the existing

size of resources such as virtualized CPU numbers and memory. Besides, configuration

changes also correspond to virtualized instances number changes, leading to scaling in and

scaling out operations. A VNF is composed of a VNF component (VNFC)[33], and a VNFC

has one or several corresponding virtual device units (VDU). A scale in operation refers to

cutting down the number of VDUs inside a VNF. The services provided by VNFM can be

consumed by authenticated and properly authorized NFV management and orchestration

functions. Thus, lots of research addresses the VNF management problem, and in the

latter text, there will be an introduction for current solutions to the VNF LCM problems.

VNF scaling

VNF instance scaling is the result of a service quality threshold being crossed, in other

words, whether because of the no longer acceptable service quality, requiring expanding

capacity or because service quality and utilization are such that capacity can be contracted

without affecting quality delivered. In general, the source which initiates the decision

process is likely to come from:

• VNF, when it embeds a monitoring function or threshold crossing detection and event

notification. The VNF instance might send the event to the EM, and decisions about

actions may be implemented in EM and forwarded to VNF Manager. VNF may send

the event directly to the VNFM as well.
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• VNFM, when reception of a single VNF or infrastructure event might be sufficient

to detect the need whether or not to scale, once this is done, the information on the

event to monitor and the correlated scaling action will be provided in VNFD.

• VIM, when a monitoring function or threshold crossing detection is implemented in

a VIM. The triggering events would be close to network congestion, the number of

sessions, etc. VNFM will listen to the events and enforce the decision about actions.

• EM, when the monitoring function and threshold crossing detection and event notifi-

cation is not in the VNF. In this case, decisions about actions might be implemented

in EM and reported to VNFM.

• OSS/BSS, when the monitoring funct6ion and threshold crossing detection and event

notification is not in the EM or crosses several EM. OSS/BSS would be both the

detector and decision point

• OSS/BSS, when there is a change management process or capacity planning process

based on traffic projections.

From the item sets above, we can group the scaling uses cases into three categories:

• Auto-scaling, in which the VNFM monitors the states of a VNF instance and triggers

the scaling operation when certain conditions are met. In terms of monitoring a VNF

instance’s state, there are events that can be tracked in infrastructure-level and VNF-

level events.

• On-demand scaling, in which a VNF instance or its EM monitor the state of the VNF

instance and trigger a scaling operation through an explicit request to the VNFM.

• Management request scaling, where the scaling operation is triggered by some sender

(OSS/BSS or operator) towards VNFM via the NFVO

The nature of the VNF and the measurement results that cross the thresholds will generally

indicate the type of change required, which can be summarized as:
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• configuration changes to the VDU instance

• add a new VDU instance (scale-out)

• shutdown and remove instances (scale-in)

• release resources from existing instances (scale-down)

• increase available network capacity

• provide increase bandwidth(or other network configurations)

Here we would like to use an example to illustrate the VNF scaling process. In the first

example, we present an automatic VNF expansion flow case triggered by VNF performance

measurement results. A VNF expansion refers to the addition of capacity which is deployed

for a VNF. Expansion may result in a scale-out of a VNF by adding VNFCs to support more

capacity or may result in a scale-up of virtualized resources in existing VNF/VNFCs. VNF

expansion may be controlled by an automatic processor and may be manually triggered

operation, as shown in Figure 2.5.

The main steps for the automatic VNF scale-up/scale-out are:

• The VNFM collects measurement results from the VNF (application-specific) using

the operation notify or get performance measurement results of the VNF performance

management interface.

• The VNFM detects a capacity shortage that requires the expansion (more resources).

• The VNFM requests granting to the NFVO for the VNF expansion based on the

specifications listed in the VNFD (CPU, Memory, IP, etc.) using the operation

Grant Lifecycle Operation of the VNF Lifecycle Operation Granting interface.

• The NFVO takes scaling decisions and checks resource requests (CPU, Memory, IP,

etc.) against its capacity database for free resource availability.
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Figure 2.5: Automatic VNF scale-up/scale-out flow triggered by VNF performance mea-
surement results[2]
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• The NFVO may otherwise optionally make resource reservations for the requested

resources by using the Create Resource Reservation operation over the Virtualised

Resources Management interface.

• The NFVO grants the scale-out operation of the VNF to the VNFM and sends back

sufficient information to further execute the scaling operation.

• The VNFM sends the request to create and start the VMs as appropriate. As in-

structed by the NFVO and inform VIM Identifier, VMs parameters are updated from

those operations via Virtualised Resources Management interface.

• The VIM creates and starts the VMs and the relevant networking resources, then

acknowledges successful operation to the VNFM.

• The VNFM configures VNF data specific for VNF instantiation using the add/create/set

configuration object operations of the VNF Configuration interface.

• The VNFM notifies the EM that an existing VNF is updated with additional capacity

using the VNF Lifecycle Change Notification interface.

• EM and VNF Manager update the VNF as a managed device.

• EM configures the VNF with application-specific parameters.

• VNF Manager reports successful VNF expansion to the NFVO using the VNF Life-

cycle Change Notification interface. The NFVO is now aware that the new VNF

configuration is instantiated in the infrastructure.

• The NFVO maps the VNF to the proper VIM and resource pool.
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2.2.3 Virtualised infrastructure management

The VIM [34] is a functional block in the NFV-MANO framework, which lies at the bot-

tom, responsible for managing and controlling the resources in an NFVI. The resources

include the typical computing, storage and network capabilities provided in a cloud service

provider throughout its NFV-Points-of-Presence (NFV-Pops). A VIM is likely to special-

ize in managing a certain type of NFVI resource(i.e., compute-concerned only) or multiple

types of NFVI resources at once through a wide bound of interfaces interacting with. A

VIM provides interfaces with network controllers to enable SDN controllers and hypervisors

virtualization concerns as well as other northbound APIs for different use cases:

• Managing and orchestrating the allocation, upgrading, optimization, releasing, and

reclamation of NFVI resources. Holding a global association with correlated compute,

storage, and network resources in both edge-based physical servers and data-center-

based ones. A VIM keeps an inventory to achieve this, with an illustration on a

detailed illustration on the mapping between virtual resources and physical resources.

• Supporting the northern NFV-MANO functional blocks in creating, querying, updat-

ing, and deleting the VNFFGs; creating and maintaining the pre-defined VLs and

network configuration in VNFDs and NSDs; managing the security group policies

that provide network and traffic access control.

• Virtualised resources management. To manage and assign resources to the upper

layer VNF and NS to full fill the capacity requirement.
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2.3 Virtualization Technologies

In this section, we introduce two popular virtualization techniques: virtual machines and

containers. Then we make comparisons and analyze their advantages.

2.3.1 Virtual machine

A virtual machine (VM) [35] is a virtual format or emulation of a physical computer.

Virtualization makes it possible to create a virtual machine inside a physical machine,

including a complete OS and related applications. VM cannot interact directly with the

physical host, but via a lightweight software layer called a hypervisor to coordinate. The

hypervisor helps allocate physical computing resources (i.e., processors, memories, and

storage) to the VM. VM offers several benefits over traditional physical hardware:

• Resource utilization: since multiple VMs can run on a single physical server, users

do not need a new physical computer when they need to operate on a different OS.

• Scale: with the idea of cloud computing, it is easy to deploy multiple copies of the

same VM to better serve increases in load.

• Portability: VMs can be relocated as needed among physical servers in a network.

This ensures the ability to allocate workloads to spare servers.

2.3.2 Container

Containers are lightweight executable units of software. The core technique is the kernel

virtualization [3]. A container includes its basic application code as which is already

packaged, as well as its libraries and dependencies. Multiple containers can share the same

OS kernel instead of claiming a guest OS for each instance as in VMs. This greatly decreases

startup time and the required resources for containers. Unlike VMs, containers do not

need a dedicated hypervisor to virtualize physical hardware. Instead of the virtualization

of the underlying hardware in physical servers, containers apply the virtualization in the
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operating system itself (i.e., Linux kernel), making sure individual containers can include

only the application and its corresponding dependencies and libraries. In IoT, containers

are a more plausible option due to their lightweight, easier to deploy, and better resource

utilization and version control than VMs. In NFV, containers also perform better because

of their flexibility, especially in NS and VNF deployment. Figure 2.6 shows the difference

between a host running containers and VMs [3].

Figure 2.6: Comparison between container and VM [3]

2.4 VNF life-cycle management

In this section, we introduce VNF lifecycle management (VNF-LCM) related problems.

Firstly we introduce the resource-concerned problems in VNF-LCM, then we introduce

VNF placement problems in VNF-LCM. Then we compare the current VNF-LCM solu-

tions.

2.4.1 Resource allocation in VNF-LCM

In VNF-LCM, resource allocation (RA) problem is one of the most common problems to

be concerned. Generally, a physical network, SFC details and VNF specifications are given

in a RA problem. There are three main step to formulate a RA problem:
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• Calculate the number of VNFs that need to be optimized

• Place VNFs to the correlated NFV infrastructure under the requirement of SLA.

• Assign correlated service resource to the VNFs where the resources do not exceed

the capacity of VNFs.

In most cases, the three steps are not independent of each other and those steps can be

performed in different orders. For example, different scenarios of VNF placement may have

an impact on the number of VNFs to be optimized. As a result, the solutions of the three

steps are to be obtained simultaneously, which can make the RA problem more vivid and

easier to understand.

In fact, the RA problem is NP-hard [36]. As a result, in a larger data center, the problem

size is also much bigger (larger service chain, larger infrastructure). The cost of the RA

problem can turn unaffordable. In order to solve this problem, several branches of solutions

are developed including exact solutions to find global optimal target and approximation

solutions to provide provable quality and run-time bounds. It is obvious to find that, exact

solutions are targeting small-scale networks and can provide an optimal bound reference for

heuristic solutions. Generally, RA problems can be formulated with optimization problems

like Integer Linear Programming (ILP) or Mixed Integer Linear Programming (MILP),

etc. ILP is typically NP-hard, while we can use approximation strategies to simplify the

problem. For example, dynamic programming, branch and bound, cutting plane methods

are common approaches. Approximation approaches make a trade-off between the exact

optimal solution and the complexity of the algorithm, that is, it is possible to make the

algorithm polynomial based on the strategy we select.

On the other hand, RA can be addressed with heuristic solutions. Heuristic algorithms

can exploit problem-related knowledge where we cannot guarantee an optimal search for

the problem [37]. A metaheuristic can formally define an iterative generation process that

guides a subordinate heuristic by combining intelligently different content for exploring

and exploring the research space, learning strategies are used to formulate information in

order to find efficiently near-optimal solutions [38].
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2.4.2 VNF placement problems

VNF placement problem is another hot topic in VNF-LCM. It is important to determine

how to deploy the instance when infrastructure and physical resource is to be considered.

Generally, service providers provide NSs and VNFs with the user demand, and VNFs

run on its beneath infrastructure based on ETSI NFV architecture 2.1. Service providers

should be responsible for each physical node and the VNF instances which are running on

the physical server. Therefore, the service provider is responsible for selecting a suitable

physical node to host the VNF. Since most VNFs are represented by VMs, the VNF

placement problem can also be represented by the VM placement problem. There are

lot of literature addressing the VM placement problem. For example, in [39], the author

presents a traffic-aware VM placement problem to improve the scalability in data center

network and proposes a two-tier approximation algorithm to improve the efficiency and

overcome the large problem size.

2.4.3 Current VNF LCM problem solutions

A large number of existing research efforts have addressed different functionalities related to

the LCM of VNFs, such as VNF placement and migration, scaling, and fault management.

We first survey a sample of these approaches and then discuss related efforts that employ

ML for VNF management. On the other hand, there are lots of heuristic solutions. Bari

et al. [40] propose a DP-based heuristic to solve the RA problem with a large number

of instances. Metaheuristic solutions such as simulated annealing, tabu search, genetic

algorithms, etc. can be performed on RA problems to find better solutions. In [41] the

author uses a genetic algorithm to simulate the dynamic Deep Packet Inspection (DPI)

deployment problem, which provides a trade-off between the number of engines and the

network load to minimize the global cost of the deployment. The resource allocation

problem is always addressed in academia. Taleb et al. [42] use ILP to formulate VNF

placement problem in a mobile network. In [36], the author presents an ILP formulation

and uses an approximation algorithm with proven performance to reduce the problem to

Generalized Assignment Problem (GAP).
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The problem of VNF resource reservation has been addressed extensively in the liter-

ature [20]. For example, Roy et al. [43] proposed a predictive approach to minimize the

resource provisioning costs while guaranteeing the application QoS [44]. Similarly, Rao et

al. [45] proposed a resource allocation scheme that guarantees QoS applications. Joint

VNF placement and resource allocation has been considered by Zhang et al. [46]. The

authors proposed a novel VNF chain placement solution that maximizes resource utiliza-

tion and minimizes request-response latency. Similarly, Ghaznavi et al. [47] proposed an

optimal placement solution of VNF instances according to demanded workload. The main

limitation of VNF placement and resource allocation schemes, in general, is that they as-

sume that VNF resource demands can be modeled as a simple scalar value, which does not

account for resource demand fluctuation. This complicates the management operations by

the VNFM.

A large body of research efforts has also focused on vertical and horizontal scaling.

For example, Li et al. [48] analyzed the advantages and disadvantages of vertical scaling

and demonstrated that some VNFs could not improve their performance through vertical

scaling. On the other hand, Rankothge et al. [49] illustrated that startup time is costly

when horizontally scaling new VNFs. Yu et al. [50] proposed a fine-grained hybrid scaling

scheme for SFCs to achieve NFV scaling efficiency while minimizing resource cost for

each SFC. Similarly, in ElasticNFV [51], the resource consumption of the hosting VM is

monitored in order to achieve a balance between vertical scaling and migration whenever

there are conflicts in resource demands. Our proposed work is complementary to the

approaches mentioned above; once optimal action and action parameter pairs have been

selected, any existing scaling or migration schemes can be used to actuate the desired

action.

Finally, it is worth noting that the adoption of ML schemes for various LCM function-

alities has been extensively studied in the Literature. For example, z-TORCH [52] exploits

machine-learning-based techniques in NFV entities orchestration. They provide a limited

number of VNF KPIs and apply Q-learning in their monitoring mechanism. Similarly, the

work in [21] studies the VNF scaling and migration problems to meet the delay require-
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ments in the presence of nonstationary traffic. Machine learning schemes have also been

used recently for VNF resource prediction [53, 54] and for optimal paths for SFCs in [55].

The work in [56] presents a PAMDP on solving 5 G-related problems using reinforcement

learning. Finally, Lange et al. [57] provide a comprehensive analysis of existing ML-related

VNF management approaches and then propose a general network intelligence architec-

ture for VNF that focuses on using ML for several separate functionalities such as anomaly

detection, VNF placement, and chaining.

The aforementioned approaches have demonstrated the applicability of ML schemes as

powerful tools for various VNFM functionalities. However, our proposed work provides a

holistic ML-based solution that can bring full automation of the VNFM functionalities.

2.5 Reinforcement learning

Reinforcement learning (RL) [58] is a technique that refers to both a learning problem and

a branch of machine learning [59]. A learning problem is a set of issues that an agent tries

to learn to control a system known as an environment to maximize some numerical value,

or in other words, a long-term objective, known as discounted cumulative reward signal. In

this section, we introduce the methods and tools needed to analyze stochastic dynamical

systems. Then we review the major solutions to reinforcement learning algorithms and

major extensions on RL algorithms with the deep learning method.

2.5.1 Analysis of dynamic systems

RL performs well in optimizing controlling dynamical systems [60]. For example, a con-

troller, which is known as an agent, receives the updated state in the system, and feedback,

which is called a reward, is associated with the state received. The next step for the agent

is to execute a control signal or to take action to send it back to the system. In response

to the agent, the system will make a new state transition, and the process will be repeated

until the agent successfully makes it reach an optimal state or be asked to stop. The goal

is to seek a proper method to control the system to maximize the total reward in episodes.
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An agent is a term referring to the controller, and the environment is the corresponding

Figure 2.7: High-level stochastic dynamical system schematic(Sutton and Barto, 1998).[4]

system for the agent. The goal of an RL agent is to be trained in the environment and

successfully interact with the environment so as to maximize the scalar objective over time.

An action at ∈ A refers to the control signal when the agent pushes it back to the system,

as it is the only method for the agent to make an influence on the environment state and

in return, leading to another state to be observed and a reward to be obtained at time

slot t. The action space A is a set of actions that the agent is able to take and can be

represented as discrete and continuous:

• discrete: A = a1, a2, ..., aM ;

• continuous: A ∈ [c, d]M , where c and d is the lower bound and upper bound of a

continuous action value

A reward rt ∈ R is the feedback from the environment, indicating the performance

of the agent at the time slot for its previous action selected. The goal of the RL agent

is to maximize the cumulative reward over a set of training episodes. RL focuses on

sequential decision-making tasks. In terms of different training scenarios, the RL agent

either optimizes delayed rewards for long-term goals or focus on the immediate reward

instead. This property of RL is important for problems in some areas, such as financial

applications, since investment horizons will range from days to weeks to a long term. If

the term is long, the myopic agents will be likely to perform poorly because the evaluation

of long-term rewards matters in order to obtain higher gains [61]. On the other hand,
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the applicability of RL depends on the hypothesis, that is, to describe all goals by the

maximum expected cumulative reward. As a result, the selection of the proper reward

function for each action and state pair is an essential task for RL. It is a reflection point

for the RL agent to determine whether the action is acceptable or not.

State st ∈ S is the fundamental component of RL. In general, the state can be repre-

sented by the agent state and the environment state. For an RL agent, because it cannot

directly interact with the state, a support observation, ot ∈ O, is introduced to represent

the current state after a specific action. The environment state set represents the internal

system, to determine the next observation ot+1 and reward rt+1. This state is not visible

to the agent in most cases and contains irrelevant information. In contrast, agent state sat

is the representation from the agent to the environment. Here we would like to introduce

history ~ht at time slot t, which is the trace of the sequence of actions, observations, and

rewards over time, and can be shown in the equation:

~ht = (a1, o1, r1, a2, o2, r2, ..., at, ot, rt) (2.1)

The agent state can be any function f in the history:

sat = f(~ht) (2.2)

With all possible states, state space S can represent the entire possible combinations of

states could appear that can be either discrete or continuous similar to the action space:

• Discrete states space: S = s1, s2, s3, ..., sn

• Continuous states space: S ⊂ RN

To better observe states changes, a fully observable environment is needed:

ot = set = sat (2.3)

In our case, f is the function that is unknown to the agent but has access to the observation

ot while not the environment state st. However, it is not always possible to observe all the
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environment parameters at the same time. As a result, partially observable environments

provide indirect accesses to the environment state. Thus, the agent will have to build its

state by using the following methods:

• History from observations: sat ≡ ~ht;

• Recurrent neural network: sat ≡ f(sat , ot, θ)

Through updating the basic dynamic system in Figure 2.7, we need to take partial ob-

servability into account. We use Ra
s and P a

ss′ to represent the reward generation function

and the probability transition matrix function of the Markov Decision Process (MDP),

respectively. We can treat the system as a probabilistic graphical model so that state st

will be latent variable to be either deterministic or stochastic, which depends on the nature

of f , and the previous factors determine the observation ot. In a partially observable envi-

ronment, the agent has to re-construct the environment state by either using the complete

history ht or a stateful sequential model.

2.5.2 Component of reinforcement learning

An RL agent contains one or more of the following components:

• Policy: actions agent takes at a certain state, can be derived as a function

• Value Function: the performance evaluation for one state or a state-action pair

• Model: the representation of the environment from the agent.

These components have great impact on the RL agent design as well as the RL algorithm.

First of all, a concept return Gt should be introduced, which is the future discounted

reward at time slot t:

Gt = r0 + γr1 + γ2r2 + ...γtrt (2.4)
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On the other hand, a policy π refers to the behavior of an agent, more precisely, it is a

reflection from a certain state to the next action the agents takes, such that:

π : S → A (2.5)

where S is the state space and A is the action space. By far, we can present a policy

function as such:

• Deterministic policy: At+1 = π(st)

• Stochastic policy: π(a|s) = P[at = a|st = s]

Then we introduce state-value function vπ, which is the expectation of the return Gt when

taking a policy π and transit from state s:

vπ : S → R, vπ(s) = E[Gt|st = s] (2.6)

where S is the state space and R is the reward function. Also we have action-value function,

qπ, which is the expectation of the return Gt, starting from state s, upon taking action a,

then followed by a policy π, such that:

qπ : S ×A→ B, qπ(s, a) = E[Gt|st = s, at = a] (2.7)

Markov Decision Process

We then introduce Markov Decision Process (MDP) [62]. An MDP refers to a specific

type of discrete-time stochastic dynamical system. An MDP has such property that it can

converge to an optimum global policy. To some extent, it can be transferred to describe

any dynamical system to provide a robust and assertive representation framework for most

stochastic processes as well as a standard way of adjusting dynamical systems. In the

latter text, we will introduce the Markov Property and a detailed definition of an MDP,

as well as its optimality property.
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In general, a state st satisfies the Markov property iff:

P[st+1|st, st−1, ..., s1] = P[st+1|st] (2.8)

where it implies the previous state st is sufficient enough for future statistics and the future

state is only determined by the current state. As a result, the longer-term history ~ht can

be discarded. All the fully observable environment has the property, in other words, if

it satisfies Equation 2.8, then it can be stated as a MDP. An MDP has the following

component:

• State S, states space that satisfy the Markov property;

• Action A, action space;

• Probability Matrix P , state transition probability matrix;

• Reward R, reward function in each episode or step;

• γ, is a discount factor;

An MDP can be optimally solved using the value function and best policy the agent

has found. The optimal state-value function V∗ is the maximum of all policies as well as

optimal action-value function Q∗:

V∗(s) = max
π
Vπ(s),∀s ∈ S (2.9)

Q∗(s, a) = max
π
Qπ(s),∀s ∈ S, a ∈ A (2.10)

Bellman Equation

If an MDP is given, due to the Markov property stated in 2.8, the policy π can be repre-

sented as a distribution over actions given states:

π(s|a) = P[at = a|st = s] (2.11)
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We assume that the policy π is stochastic due to the state transition probability matrix P

[63]. Because of the Markov property, MDP policies only depend on the current state and

they are time-independent and stationary:

at ∼ π(·|st),∀t > 0 (2.12)

On the other hand, the state-value function vπ can also be parted into the discounted

reward of the next state γrt+1 and the immediate reward:

Vπ(s) = Eπ[Gt|st = s]

= Eπ[rt+1 + γrt+2 + γ2rt+3 + ...+ |st = s]

= Eπ[rt+1 + γ(rt+2 + γrt+3|st = s]

= Eπ[rt+1 + γvπ(st+1)|st = s]

(2.13)

The same applies for action-value function Qπ:

Qπ(s, a) = Eπ[rt+1 + γqπ(st+1)|st = s, at = a] (2.14)

The equations above are the Bellman Expectation Equations for Markov Decision Pro-

cesses.

Value-based reinforcement learning

We introduce the basic value-based reinforcement learning approach[64] in this subsection.

To address the problem, in most cases, the environment information of the MDP is essential

to the RL agent. However, there are problems that the transition probability is difficult to

obtain. Thus, model-free RL models are developed, Q-learning, as an instance. Q-learning

is introduced as a classic RL algorithm to solve related problems. Q-value is a state-action

function to represent the current behavior of the agent. In general, Q-value is stored in

a Q-table, which contains the full map of state space and action space, and thereby, Q-

learning has more use cases in a simpler problem. An action-value function Qπ(s, a) can
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be represent as:

Qπ(s, a) = Eπ[rt+1 + γqπ(st+1|st = s, at = a] (2.15)

For an optimal action value function Q∗(s, a) for all state-actions pairs, the optimal policy

π∗ can be represented by:

π∗(s, a) =


1 a = arg max

a
[Q(s, a)]

0 otherwise

(2.16)

Then we can update the problem to a optimal Q-value seeking problem. Which can be

represented as:

Qt+1 = Qt(s, a) + αt[rt(s, a) + γmax
a
Qt(s

′, a′)−Qt(s, a)] (2.17)

Where α is the learning rate value and γ is the decaying factor. To update the Q-value, the

essence is to calculate the temporal difference (TD) between the predicted Q-value and the

current value. For deep Q network(DQN) [65], which has better performance than the plain

Q-learning in terms of the size of actions and states. Instead of a Q-table, a neural network

is applied to approximate the value of Q∗(S,A). When a non-linear function approximator

is applied in the model, the average reward might not be converged, which indicates the

massive influence on the Q-value selection, resulting in different policies. Thus, distribution

and correlations of data between the current Q-value and the target one are not converged.

We can use experience replay and target Q network to solve the problem. Experience

reply is a mechanism that initializes a replay memory D which is called a replay buffer,

storing transitions (st, at, rt, st+1) and experiences which are generated with the ε-greedy

strategy. Unlike the Q-learning feeding successive transitions into a mini-batch, DQN

will select transitions from the replay buffer consisting of a mini-batch to train the deep

neural network. And the deep neural network will update the Q-values to new transitions.

When the memory buffer is fully updated, the upcoming transitions will replace the old

experiences directly, ensuring the training process at an efficient pace in DNN by applying

37



both old and new experiences. Meanwhile, the replay memory will guarantee a more

independent and identical transition to solve the distributed and the correlation problems

between observations. On the other hand, DQN also introduces a fixed target Q-network

in the algorithm. During the training process, the action-value function will be shifted.

As a result, it will be likely that the action-value function gets out of control if constantly

shifting is applied to update the Q network. In consequence, the algorithm will result in

destabilization. The target Q network will be updated infrequently to stay stable in periods

to converge the target Q network to address the problem. However, DQN is still limited in

some cases. One core problem is the slow training process and massive complexity. Another

problem is the over-estimations within the training process, leading to bad performance.

Because of the maximum action value selection as the approximation of the maximum

expected action value in Q-learning, overestimations are produced with the introduction

of a positive bias. Specifically, when Q values are not converged and inaccurate in the

initial learning process, if the action is applied with an over-estimated model, it is likely

to influence the latter learning process. Thus, to address the problem, Hassel et al. [66]

proposed a method by applying two Q learning algorithms Q1 and Q2, to select action

values simultaneously through a lost function:

rj + γQ2

(
sj+1, arg max

aj+1

Q1(sj+1, aj+1; θ1); θ2

)
−Q1(sj, aj; θ1) (2.18)

It is notable that the online weight θ1 is the core factor for action selection. As an indication,

a greedy strategy is always used to update the current values, as defined by θ1. However,

θ2, which is the weight parameter, is used to give the Q-value of the policy. The weight

parameter can be updated symmetrically by switching between θ1 and θ2. With this idea,

double DQN is proposed with the loss function update rules:

rj + γQ̂
(
sj+1, arg max

aj+1

Q(sj+1, aj+1; θ); θ
′
)
−Q(sj, aj; θ) (2.19)

where we replace the weight network θ2 with the target network θ′
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Policy-based reinforcement learning

We introduce the basic policy-based reinforcement learning approach [67]. To be distin-

guished from the value-based one, we use policy πθ to represent the correlations between

states and actions. Generally, policy gradient (PG) is widely used in policy-based RL. The

policy parameter θ, refers to a function estimator that derives the possible parameter that

could be added with the action itself. Policy search methods directly learn to estimate the

policy piθ. In order to maximize an objective function, neural networks are often used in

policy-based RL, and we can use the following equation to represent the estimator function:

J(θ) = Eτ∼ρθ [R(τ)] = Eτ∼ρθ

[
T∑
t=0

γtr (st, at, st+1)

]
(2.20)

where Eτ∼ρθ represents the expectation of return by iterating all possible trajectories. The

likelihood function can be represented using the trajectories:

ρθ(τ) = pθ (s0, a0, . . . , sT , aT ) = p0 (s0)
T∏
t=0

πθ (st, at) p (st+1 | st, at) (2.21)

where p0(s0) represents the probability of the initial state s0 and p(st+1|st, at) denotes the

probability of the state-action transition. The objective function in Equation 2.20 can be

rewritten by integrating the distribution of the trajectories:

J(θ) =

∫
τ

ρθ(τ)R(τ)dτ (2.22)

Within the process, we use Monte-Carlo (MC) sampling to present a the estimation of the

objective function. By sampling the trajectories periodically, we can calculate an averaged

returned:

J(θ) ≈ 1

N

N∑
i=1

R (τi) (2.23)

Then we apply the gradient ascent method on the weights θ to maximize the objective

function J(θ). With this idea, we can focus on the gradient value ∇θJ(θ) = ∂J(θ)
∂θ

. Once

an estimation of the policy gradient is obtained, gradient ascent method will be updated
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directly θ ← θ + η∇θJ(θ), where η is the learning rate.

In [68], the author presents an effective estimation of policy gradient. By considering

the obtained return R(τ), we can calculate the policy gradient independently:

∇θJ(θ) =∇θ

∫
τ

ρθ(τ)R(τ)dτ

=

∫
τ

(∇θρθ(τ))R(τ)dτ

=

∫
τ

ρθ(τ)∇θ log ρθ(τ)R(τ)dτ

(2.24)

Where log-trick is applied in the equation ρθ(τ)∇θ log ρθ(τ) = ρθ(τ)∇θρθ(τ)
ρθ(τ)

= ∇θρθ(τ). As

a result, we can rewrite the expectation in the following text:

∇θJ(θ) = Eτ∼ρθ [∇θ log ρθ(τ)R(τ)] (2.25)

Similarly, with Equation 2.21 we can also rewrite the log version of likelihood function of

a trajectory:

log ρθ(τ) = log p0 (s0) +
T∑
t=0

log πθ (st, at) +
T∑
t=0

log p (st+1 | st, at) (2.26)

Since log p0 and log p (st+1 | st, at) is irrelevant with the parameters θ, the gradient of the

log version of likelihood function can be simplified as:

∇θ log ρθ(τ) =
T∑
t=0

∇θ log πθ (st, at) (2.27)

Now we can represent the policy gradient by:

∇θJ(θ) =Eτ∼ρθ

[
T∑
t=0

∇θ log πθ (st, at)R(τ)

]

=Eτ∼ρθ

[
T∑
t=0

∇θ log πθ (st, at)

(
T∑
t=0

γtrt+1

)] (2.28)

By applying Monte-Carlo (MC) sampling, the policy gradient can be estimated straight-
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forward.

Here, we will introduce the policy gradient theorem [69]. As discussed in early context,

the basic logic behind the policy-based RL is to modify the parameter θ of the policy in the

direction of the performance gradient ∇θJ(πθ). In [70], the author proves the idea that the

policy gradient can be estimated by substituting the return of the sampled trajectory using

the state-action pair from the Q function. We can present the policy gradient theorem is

the following text:

∇θJ(πθ) =

∫
S
ρπ(s)

(∫
A
∇θπθ(a|s)Qπ(s, a)da

)
ds

= Es∼ρπ ,a∼πθ

[
∇θ log πθ(a|s)Qπ(s, a)

] (2.29)

where ρπ is the distribution of reachable states under policy π. Since the actual return

R(τ) is substituted with Qπ(s, a), we can calculate the policy gradient by observing the

expectations over single transitions, which allows bootstrapping as in TD methods.

The straightforward policy gradient method has a set of problems in many areas. The

primary concern is the high variance of the policy gradient, and a typical example is

the REINFORCE algorithm [71]. To address the problem, the policy gradient theorem

provides an actor-critic architecture to learn parameterized policies. Detailed speaking, if

the action-value function can be estimated accurately and used to update the policy, there

will be profound discoveries in the actions space. An actor-critic architecture is composed

of an actor-network and critic network. An actor is a network that gives the appropriate

action based on the current states, and a critic is a network that estimates the Q-value

function. In deep reinforcement learning, non-linear neural network function approximators

can represent actor-network and critic network. Moreover, the actor uses gradients derived

from the policy gradient method to update the policy parameters. In order to reduce

the variance for further update, a another feasible approach is to subtracting a baseline

function from the Q function, which in general, can be represented by the value function

Vπ(s). Thus, we define an advantage function A with indicators judging whether better
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performance is made:

Aπ(s, a) = Qπ(s, a)− Vπ(s) (2.30)

We can simplify the problem by calculating the two estimation functions: Qπ(s, a) and

Vπ(s). Then we can rewrite the policy gradient problem:

∇θJ(πθ) = Es∼ρπ ,a∼πθ

[
∇θ log πθ(a|s)Aπ(s, a)

]
(2.31)

There are different methods that can be used to estimate the advantage function A(s, a):

• A(s, a) = r(s, a) + γV(s′)− V(s) is the TD advantage estimate or TD error.

• A(s, a) =
∑n−1

k=0 γ
krt+k+1 + γnV(st+n+1)−V(st) is the n-step advantage estimate.

• A(s, a) = G(s, a)−V(s) is the MC advantage estimate, the action-value function

is replaced by the actual return.

Deep Deterministic Policy Gradient [72] is another successful algorithm that utilizes the

performance of policy gradient by a model-free off-policy actor-critic architecture. Even

though DQN can solve problems with high-dimensional state spaces, the problem is the

discrete state space and low-dimensional action space. Lillicrap et al. [73] derived a special

actor-critic algorithm with a model-free mechanism. The algorithm has great performance

in continuous action spaces. With the idea of the deterministic policy gradient (DPG)

theory [74], the DPG algorithm outputs a deterministic policy µθ(s) with parameter θ, were

presenting a reflection between a specific state and action. If the state space is continuous,

it can be naturally derived from an indication that the gradient of the objective function

is the same as the gradient of the Q-value. We can rewrite an unbiased estimate Qµ(s, a)

to update the policy µθ(s) to the direction of ∇θQµ(s, a), leading to a return with an

associated action:

∇θJ(θ) = Es∼ρµ
[
∇θQµ(s, a)|a=µθ(s)

]
(2.32)

where ρµ represents the distribution of reachable states by the policy. Then we can extend
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the chain rule to the gradient:

∇θJ(θ) = Es∼ρµ
[
∇θµθ(s)× ∇aQµ(s, a)|a=µθ(s)

]
(2.33)

According to the update rule, a deep deterministic policy gradient(DDPG) is developed to

extend the DPG theory with non-linear function approximators. By combining the idea

of DQN and DPG, the critic network uses an experience replay memory buffer and target

network for action selections. If applied with a slow tracking on the learned networks,

better performance could be found:

θ ← τθ + (1− τ)θ′ (2.34)

This indicates that the target values are always late concerning the trained networks. This

would ensure the stability of the learning process. It is notable that the biggest challenge

of learning in a continuous action space is exploration. The exploration policy µ′ can be

constructed by adding white noises to the actor policy to address the problem.

2.5.3 Examples of RL approaches

In [75], the author proposed a model that is able to investigate a multi-user and one edge

server MEC scenario. A deep Q network is proposed in the paper to optimize the offloading

decisions and resource allocation problem jointly. Another example [76] addresses the prob-

lem of multiple mobile edge cloud servers scenarios. The author proposed a DRL-based

scheme for an IoT device with energy harvesting (EH) considering. The offloading com-

putation process can be regarded as an MDP where the IoT devices select the offloading

location under the condition of current system states(battery status, previous ratio trans-

mission rate) and then predict the amount of harvested energy. Chen et al. [77] proposed

a double DQN method to address a MEC scenario where mobile users in an ultra-dense

sliced radio access network (RAN) with multiple base stations. The author provides an on-

line strategy to compute offload consumption with a Q-function decomposition technique

to maximize long-term performance.
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2.6 Summary

This chapter discusses the fundamental network function virtualization component and

briefly introduced the management and orchestration panel in NFV. We stressed intro-

ducing the VNFM and discussed its functionalities and related problems. We present the

virtualization techniques to make comparisons on VM and containers. And then, we intro-

duced the basic definition of RL and discussed the related component in RL, i.e., Markov

decision process and Bellman Equation. In the latter context, we summarized two ba-

sic formats of RL problems:value-based and policy-based. For value-based RL, the most

classic algorithm is the Q-learning algorithm. We introduced it and made an extension

to a higher level with other Q-learning-based algorithms. On the other hand, we also

introduced policy-based RL. Policy gradient is the classic one as a summary algorithm.

Besides, we introduced the essential component of deep reinforcement learning extensions

and summarized some typical problems like reward shifting and policy distillation. Finally,

based on the techniques we addressed, we design a novel model for VNF management and

orchestration by using reinforcement learning algorithms to automatically and efficiently

deal with life-cycle management problems of VNFs in the following chapter.
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Chapter 3

Proposed VNF Manager Framework

In this chapter, we propose our system model and present our algorithms. section 3.1

presents the system architecture. Section 3.2 formulates the VNF structure. We then

introduce the detailed design of our proposed RL problem model in Section 3.3, and present

our algorithms. In Section 3.5 we present the action space of our model. The core problem

is to determine a novel method to address all possible state transitions and find a solution

to optimally assign resource to the VNF. In Section 3.6 We introduce a parameterized

reinforcement learning algorithm to find the solution with both value-based and policy-

based reinforcement learning methods which are executed on an edge Kubernetes server.

We summarize the chapter in Section 3.7.

3.1 System architecture

In this section, we describe our VNFM within the context of the ETSI NFV [12] as shown

in Figure 3.1. The Management and Orchestration (MANO) module represents the main

component within the ETSI NFV architecture [12] as shown in Figure 2.1. The NFV

infrastructure contains the physical resources at the lower layer of the architecture and

represents the available compute, storage, and network resources. These physical resources

host the VNFs, which represent the second layer, using different resource visualization

approaches. These two layers are managed by two corresponding modules in MANO.
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The NFVI layer is managed by the containerized infrastructure manager (cIM), while the

VNFs’ resource consumption monitoring, life cycle, performance, and fault management

is performed by the VNFM. The VNF monitoring module in the VNFM is responsible

for monitoring the resource consumption dynamically and analyzing collected data. On

the other hand, the NFVO maintains catalogs describing available NSs as well as NVF

descriptors. The latter describes the decomposition of each VNF and the possible flavors

or configurations for each component.

Figure 3.1: NFV framework with RL agent

We focus on the management and orchestration of a single VNF comprised of multiple

VNF components referred to as the virtual deployment units (VDUs). Monitored mea-

surements that are collected from the VNFI or by the VNFM are consolidated together to

form an observed state of the VNF. A VNF modeler compares the observed state to the

VNF desired state that is described by the SLA [18] and reports to the RL agent. The

latter decides on an appropriate LCM parameterized action and may communicate with

the VNFO or the cIM.

In the next section, we focus on the functionalities of the VNF modeler and the PASM

action selection process. However, it is worth noting that once an action is selected,
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our proposed VNFM can employ existing or novel VNF management algorithms (e.g.,

algorithms for migration, scaling, and fault management) to execute the selected action.

3.2 Structure of a VNF

3.2.1 Virtual device units and VNF component

As discussed in the introduction chapter, a VNF represents the virtualization of a network

function, where the function behavior and states are independent of whether the network

function is virtualized or not, while the external behavior of the component should be

identical in either case.

Each VNF is composed of one or multiple components called the VNF component

(VNFC). A VNFC is mapped with virtual machines and containers. A VNF can be de-

ployed on top of single virtual machines or multiple virtualized instances instead to host

every single component of the VNF in complete isolation for elastic management and or-

chestration operations.

In the VNF descriptor file, a configuration contains the inner component of the VNF,

including one or more virtual deployment units (VDUs) and entities representing a single

unit of deployable VNFCs. A VNFC refers to a composition comprising the VNF, and a

VNFD describes how the VNFC instances are bind together to create a complete VNF and

their correlations between VNFCs through connection points (CPs). A single component

generally matches with a single VM under the control of a VIM instance.

A VDU contains basic information, for example, the base image of the instance to be

used when instantiating a VNFC instance, the configuration parameter, and mandatory

deployment requirement to create the components, and the amount of the resource units

to be deployed and available resource to be scaled.
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3.2.2 Virtual links

Virtual links are another essential requirement to define a VNF. It is considered as a

configuration component reflecting how the deployed VNFCs connect with each other after

been deployed into an NFVI.

Virtual links are specified in the VNFD configuration file, all together with CPs of

the deployed instances. These entities represent the interconnections of the VNFCs with

each other and with the outside network, shown in Figure 2.7. The connectivity options

exposed to the NFVO are described in the virtual link descriptors (VLDs). Meanwhile, the

NFVO also obtains information from a VNF forward graph, which can be considered as a

graph containing the interconnections among all the VNFs. In the graph architecture, the

data coming from the instances will be delivered through to a lower-level system to enable

logic configuration of pre-existing hardware and software network components, which has

a similar existing format of SFC.

The implementation of the above components in the infrastructure network is dependent

on the physical locations of the end server and the implementation nature of the technology

itself. If two VNFs share one hypervisor on the server, these two VNFs could be connected

using a virtual switch under the virtual technology or otherwise are based on an external

Ethernet switch. The VLD contains a description of each virtual link to determine where

the VNF should be placed according to the current NFVI. These can be considered as a

mapping configuration between the VIM layer and the VNFM layer. The VIM will use the

VLD information to establish the proper paths and virtual local area networks (VLANs)

in terms of use cases by using the basic topology described in the VLDs.

As an example, the VL include constraints and requirements on:

• The bandwidth of the link (the capacity of the link can offer)

• The QoS expected from the link, the value of jitter and latency requirement from the

channel

• passive monitoring information, active loopbacks at the endpoints configuration
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Similarly, a link can be internal defined, which is corresponded to the internal communi-

cations between VNFCs.

3.3 Proposed VNF Model

In this section, we introduce how we formulate our VNF model. Consider a NFVI with

limited resources Rpool under a permanent constraint:

r ≤ Rpool (3.1)

Where r is the current resource vector (cpu,mem,throughput,latency) of a VDU and each

item in the resource vector cannot exceed the maximum value in Rpool. An operator offers

NSs as chains of VNFs. Each VNF (e.g., a virtual router or a customer premises equipment)

is offered as part of an NS catalog and is described as a set of connected VDUs (e.g., a

software meter, a policier, a packet marker and a router). In turn, each VDU type s in the

NS catalog S is associated with a set:

fs = {fs1 · · · , fsk} (3.2)

of software images (e.g., container images) that define the requested resources for that

image (e.g., number of cpus, memory or the bandwidth of the virtual NIC). Hence, a ser-

vice flavor fsk maps a VDU of type s to a specific software image with a set of required

resources (CPU, memory, etc). At runtime, to instantiate a purchased VNF, the Orches-

trator determines the number of instances needed for each VDU in the VNF as well as the

selected image/flavor for each instance and deploys all images as VDUs that are hosted on

containers or virtual machines on the virtual infrastructure.

We consider a deployed VNF that is comprised of I VDUs. At any time instance, tk, let

Ji(tk) ≤ J be the number of instances (VDU)s i has Ji(tk) ≤ J running VDUs (instances)

with J representing the maximum number of allowable instances of a VDU. Formally, a

VNF can be modelled using a graph Gk(V ((tk), E((tk)); a vertex vij with i ∈ {i, · · · , I}
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and j ∈ {1, · · · , Ji(tk)}, represents VDU j of VDU i. We use nodes vi0 ∈ V to represent

the overall behaviour of a VDU i, i ∈ 1, · · · , I which as will be shown later will be used

to store a summary of the KPIs of all its VDUs vij. An edge e(vij, vi′j′), i 6= i′ represents

a virtual communication link between two VDUs vij and vi′j′, with the edge e(vi0, vi′0)

modelling the aggregated traffic between all the VDUs i and i′.As shown in Figure

Figure 3.2: An example of a VNF graph with VDU instances

VDUs run on containers hosted on the infrastructure VMs.We represent the virtual

infrastructure using the graph G(N,L), where n ∈ N and l ∈ L represent a VM and a

virtual link, respectively, in the infrastructure. Define the matrices Λ(tk) = [λij(tk)] and

B(tk)=[βij(tk)] of size I × J such that λij ∈ N represents the location of the container

running VDU vij and βij(tk) ∈ s indicates the flavor of a VDU vij which is of type fs (e.g.,

a meter or a firewall).

Finally, using various monitoring tools (e.g., [78]) to measure the behaviour of the

VDUs, we collect the normalized monitoring information in a third order tensor Z(tk)=

[ζij(tk)], where ζij(tk)=(ζ1ij(tk), · · · , ζZij ). Z represents performance measurements, such as

the throughput, packet processing time and CPU and memory utilization. We also let ζi0

represent higher level aggregated performance for VDU i. We can now describe the state

space that describes a VNF at tk using sk= (Gk,Λ(tk),B(tk),Z(tk)).

An example from ETSI would explain the correlations in a NS and its underlying

VNFFGs. In Fig 3.3, V NFFG1 : NFP1 represents a VNF forwarding graph with a

network function parallelism mechanism inside, indicating a network service as the subset

of the end to end service formed by VNFs and associated virtual links instantiated on the
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NFVI as shown from the connection pointcp11 of the firewall to the connection point of

DPI cp21, then through cp31 and cp33 in the NGINX server and connect to the end point

of the service function chain.

Figure 3.3: A network service with two VNFFGs with diffenret NFPs

3.3.1 VNF states model

State transitions of the modeled VNF can be attributed to either internal or external

events. The former may represent a new action taken by the orchestrator (e.g., scaling,

migration or termination of a VDU) as well as other monitored events such as an in-

ternal software fault. On the other hand, external events include changes in the VNF

workloads or in the availability of the consumed resources within the hosting infrastruc-

ture. When any of these events takes place at time tk+1, the VNF state changes to sk+1=

(Gk+1,Λ(tk+1),B(tk+1),Z(tk+1)).

We assume that the OSS/BSS defines an objective optimal performance Z? and how

costly it is for a VNF performance to deviate from that described value.
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The VNFM functionalities are represented as a set of parameterized Action space as

follows; we introduce Ad = {a1, a2. · · · , a|A|} to denote the set of discrete actions that can

be performed by the orchestrator on one of the VDU instances of the VNF (e.g., migration,

vertical scaling, horizontal scaling, termination, restart).

We associate with each action a ∈ Ad, a set of continuous parameters x ∈ Xa. For

example, an action for vertical scaling would be represented with the (a, x) where action

a= vertical scale and x is a vector of new values for entries in β(tk+1)ij in B(tk+1).

3.3.2 Metrics observations

Finally, a reward will be given each time the agent maintains the performance closer to the

desired optimal value or range as follows. The cost of performance degradation or reward

of enhanced performance is measured by a function gp(sk, at). One example of gp can be

as follows:

gp(sk, ak) =
I∑
i=1

J∑
j=0

Z∑
z=1

ωz(ζij(tk)
z − ζ∗zij ) (3.3)

with
∑Z

z=1 ωz = 1. The above function simply calculates a weighted sum of the deviation

of the current VNF performance from the desired one.

We also consider the cost of updating the VDU’s flavor using the function gf (sk, ak)

which reflects the source reduction gains of the cost of the additional resources needed

to execute action ak, that moves sk with VDU flavors Λ(tk) to Λ(tk+1). Finally, we take

into account the cost of performing the operation itself in terms of the service disruption

time gd(sk, ak). This cost can, for example, reflect the downtime as a VDU is restarted or

the time it takes to migrate a VDU instance. Hence, the final reward is calculated as a

weighted sum of the above reward/cost functions, such that:

r(sk, ak) = αpgp(sk, ak) + αfgf (sk, ak) + αdgd(sk, ak) (3.4)

such that αp + αf + αd = 1. It is worth noting that the above PAMDP-based VNF model

provides a holistic and automated means to select the appropriate LCM action along

52



with the required configuration parameters. These actions include creating a new VDU

or terminating existing instances where in this case, the configuration parameters would

be modified vector representing the graph Gk+1 and new values for Λ(tk) are created, or

existing ones are terminated are calculated in the same manner.

3.4 VNF monitor configuration

In this section, we introduce the metrics we monitored on the VNFs. In general cases, we

monitor the necessary metrics in a VDU instance, such as cpu utilization and memory con-

sumption, as well as the throughput, response latency, and working status (to investigate

the message sent from the VNF itself, i.e., CLI message) in a fixed time interval T0. We

use a multi-element tuple to represent the state S

∫ = (cpu,mem, thpt, latency, isvalid) (3.5)

In each T0, we collect the state vector and push it to the reinforcement learning agent

for further calculations. After a parameterized action is selected, it will be applied to

the VNF, and we observe the new state ∫ ′. To evaluate our RL agent, then we use the

reward function 3.4 in Chapter 3 to calculate a normalized reward for each action. This

reward will be stored in the RL agent to determine the next action. The process will be

continuously executed until it reaches the episode upper bound N or reaches the desired

VNF status, which means the metrics will achieve a desired set with acceptable utilization

and consumption.

A MDP can be used to represent the VNF state transition. Fig 3.4 shows the states

transition with different VNF-LCM operations and the reward based on the monitored

measurable states. This formulates a MDP and we can apply RL in our proposed frame-

work.

53



Figure 3.4: MDP example of state transition in VDU1 in a VNF

3.5 Action space

In this section, action space is described, and for each action, a statement will be given.

In our work, we design a VNF manager that performs VNF LCM operations, including

scaling operations, migration, and self-resilience (reboot). In the latter subsections, we will

introduce all the actions we designed.

3.5.1 Scale-up operation

A scale-up operation is an essential scale operation that directly increases the current re-

source consumption upper bound to provide more available resources for the VNF instance.

Typically, a scale-up operation includes the type of resources to increase (i.e., assign

more cpu resources to the VNF) as well as the specific amount of resource adjusted:

ascale−up = (resource− type, resource− amount) (3.6)

We can use a figure to represent a scale-up operation: In this case, the CPU usage upper
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Figure 3.5: A scale-up operation

Figure 3.6: A scale-down operation

bound is increased while the memory consumption limit remains the same value.

3.5.2 Scale-down operation

By contrast, scale-down executes in the opposite direction to decrease the number of avail-

able resources. Similarly, a scale-down operation includes the type of resource to adjust as

well as the amount of resource that scaled:

ascale−down = (resource− type, resource− amount) (3.7)

We can use a figure to represent a scale-up operation: In this case, the CPU usage upper

bound drops while the memory consumption limit remains the same.
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Figure 3.7: A scale-out operation

3.5.3 Scale-out operation

We introduce horizontal scaling in the following subsections. Horizontal scaling refers to

operations related to VNF instances themselves (i.e., add up the number of instances) while

not overwriting the VNF configuration (i.e., changing the resource allocation configuration

inside a VDU).

A scale-out operation is a horizontal scaling process that adds up the number of VDUs

inside a VNF. To execute this operation, we need to determine how many instances are

required to add in the VNF. In general cases, the more instances number we add, the more

complicated the configuration work will be:

ascale−out = (instance− number) (3.8)

We define the action as a integer with the number of instance we added to the VNF.

3.5.4 Scale-in operation

A scale-in operation has the similar format of the scale-out one, where it oppositely rewrite

the number of VDU instances:

ascale−out = (instance− number) (3.9)

Similarly, the action is defined as a integer with the number of instance needed to decrease.
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Figure 3.8: A scale-in operation

Figure 3.9: A reboot operation

3.5.5 Reboot operation

The previous scale operations cannot completely fulfill the requirement of VNF-LCM op-

erations. When VNF failure happens, which means the VNF currently is not working

correctly, those scale operations may not bring the VNF back to regular status. Typical

VNF failure includes VNF crash and link failure. A VNF crash always comes with an

error message from the VNF itself, while the link failure needs detection techniques. Here

we use a reboot to overcome the potential problems: A reboot operation firstly requires

the VIM to kill the current instance as well as the corresponded configuration(connection

points, virtual links), which brings a VNF downtime in case that there is only one VDU or

increases the burden of the other VDUs.Then a new configured VDU with the exact same

configuration is instantiated and its newly updated configuration. This operation is much

time-friendly than the scaling operation since the VNF manager does not have to modify

the configuration. However, the performance can be bad and unstable. This operation is

considered an optional VNF LCM operation in most cases.
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Figure 3.10: A migration operation

3.5.6 Migration operation

As we defined in Equation 3.1. One NFV infrastructure is limited with a resource pool with

a total available resource upper bound (i.e., In a datacenter cluster, there is the largest

number of available computation resources). Therefore, in some cases, when Equation 3.1

cannot be satisfied, a migration operation will be triggered. In other cases, such as when

there is a VNF failure, migration operation would perform differently from a normal scaling

operation: The example shows VDU1 of VNF1 migrate from one infrastructure to another.

Similar to scaling operations, a migration operation needs re-configuration and takes a lot

of state transitions. In general cases, the response latency of a migration operation is much

higher than the scaling one.

3.5.7 Potential additional actions

In our work, even though we extend the action space to a larger space. However, there

are potential additional actions that can be considered in future work. In our proposed

model, we consider a distributed NFVI with two possible nodes. Obviously, we cannot

58



apply any parameter to the migrate operation since there is only one alternative physical

node for the VNF. If the NFVI is based on a more distributed case, for example, edge

servers, it is likely that our algorithm might cause a problem because of the randomly

assigned instance (in migrate operation). As a result, if we consider a more distributed

NFVI, it is important to make a VNF-placement related parameter selection mechanism

in the action space. A MDP can be used to represent the VNF state transition. Fig 3.4

shows the states transition with different VNF-LCM operations and the reward based on

the monitored measurable states. This formulates a MDP and we can apply RL in our

proposed framework.

3.6 RL-based action selection

In this section, we will introduce the proposed algorithm. The VNFM selects actions

based on a learned policy that aims at maintaining the performance of the VNF as close

as possible to the target performance Z?. Following Wei et al. [79], we define a compound

policy for the selection of the parameterized actions as follows.

π(a, x|s) = π(a|s)× π(x|s) (3.10)

where π is the compound policy, a is a discrete action, x is the parameter bound with

the action. π(a|s) is the discrete action sampled from a parameter x from π(x, s). One

possible solution to realizing the desired policy is to flatten the decision-making. This can

be achieved by merging the action and parameter sets to construct a very large action

space. Two main limitations can be identified in this approach. The first is the huge

action space. Additionally, we lose the fine-grained tuning of the parameters of individual

actions. We calculate optimal discrete policies using value-function learning while the

action parameters are calculated using policy gradient methods, which means we apply

reinforcement learning algorithms twice in our case. With this mechanism, the output size

of the parameter policy will be greatly reduced.

Define a function Q : S × A → R. Here, Q(s, a) represents the expected-long term
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reward obtained by taking an action a in a given state s.

Q(s, a) = Ert,st+1 [rt + γmax
a
′ ∈ AQ(st+1, a′)|st = s, at = a] (3.11)

where E means taking an expectation over all possible states and rewards. rt is the reward

gained at t after taking action a.

Algorithm 1 defines the main steps needed to calculated our optimal action-parameter

policies. We first assign arbitrary values to the state-action pair in the Q table. Then we

update the action parameters for all the actions, Θ, using Algorithm 2. The initial action

is then chosen based on the initial Q table, and then the reward function will ensure those

VNFs have distinguished monitoring metrics. Next, we apply an epsilon-greedy-based

deterministic method to choose the best state-action pair from the Q table. Once again,

Algorithm 2 is called to update the parameters Θ. We repeat this work until the Q table

is fully updated in the episode.

Each time a discrete action is selected, Algorithm 2 is called to determine the corre-

sponding parameters for the selected actions. Note that this algorithm can be changed to

suit the nature of different discrete actions. More precisely, other existing ML schemes for

placement, migration, and scaling, for example, can be used to replace that algorithm. In

general, Algorithm 2 employs a policy gradient-based algorithm to calculate the action-

parameter. More precisely, as we already have trained a good model for obtaining discrete

actions, we then train the action-parameter x. We set up the discrete action based on the

Q-table Obtained in Algorithm 1. We then initiate a resource parameter arbitrarily in a

constant set range. After executing the action, we observe the state transition and the

reward and update the parameter network θ to find the maximum expectation of the value

function θ∗ using the following equation:

J(θ) = E(r1 + γr2 + γ2r3 + ...+ |π((a, x), θ)) (3.12)

Where γ is the attenuation factor and (r1, r2, ...) is the reward in each episode.We use a
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Monte-Carlo based REINFORCE algorithm [80], to update θ :

θ∗ = θ + α∇ log πθ(st, ax)vt (3.13)

Where vt is the value function obtained in the episode, in each episode, α is the learning

ratio,ax is the parameterized action. The algorithm will update the action parameter, and

at last, we will return the action parameter network set Θ.
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3.6.1 Discrete action selection

We introduce the discrete action selection algorithm in the following text.

Algorithm 1 Discrete action selection

Initialization:

Initialize Q(s, a) arbitrarily for all s ∈ S, a ∈ A.

1: Θ← UpdateParameter()

2: while Q-table is not full do

3: s← current state

4: a← π(s)

5: Take action a, observe reward r and new state s′

6: Choose a′ from s′ using policy derived from Q

7: Q(s, a)← Q(s, a) + α(r + γQ(s′, a′)−Q(s, a))

8: π ← ε-greedy w.r.t.Q.

9: s← s′, a← a′

10: θ ← UpdateParameter()

11: if Q table is fully updated in the episode then

12: jump out of iteration

13: end if

14: end while

15: return Q (s,a)

3.6.2 Action parameter selection

We present our action-parameter selection algorithm in the following page. Figure 3.11,

presents an example of our system working to execute a scale-in operation in a given

service function chain. When the overall CPU utilization is high, the agent notices the

abnormal behavior observed from the VDU instances. Then, the agent triggered an action

by connecting the VNFM and applying it with the proposed algorithm’s parameter. For

example, a scale − in action includes the name of the VDU instance, the discrete action
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Algorithm 2 UpdateParameter

Initialization: current state of the VNF

1: Initiate action parameter train network θ

2: Initiate action parameter x

3: Initiate action parameter network set Θ=[ ]

4: while discrete actions set is not iterated do

5: choose discrete action a from Q(s, a)

6: while episode number t in range T do

7: execute parameterized action (a, x)

8: observe st and get reward rt

9: θ∗ ← θ + α∇θ log πθ(st, ax)rt

10: end while

11: push (a, θ) to Θ

12: end while

13: return Θ

and its correlated parameter V DUcount = 1, and the VNF type parameter normal. After

the action is executed, the system uses the monitor to observe the VNF status, calculate

the reward based on the variance over the status, update the Q-table and the parameter

network.

3.7 Summary

In this chapter, we introduced the structure of our VNF and its component. To imple-

mented a good VNF model, we also introduced the NFV infrastructure requirement and

our monitor objectives. We then discussed our hypervisor insights and VNF state model to

convert the problem to a VNF status optimizing problem. We presented our VNF monitor

configuration afterward, including the metric we observe, and review the state space we

created. Then we discussed the action space, covering all the actions in detail on its func-

tionalities, advantages, and disadvantages. We lastly presented the RL-based algorithms,
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Figure 3.11: Example: scale-in of DPI-VNF

including a first phase, discrete action selection, to determine a discrete action with a lim-

ited action space along with an initial parameter using Q-learning; then, we trained the

action-parameter in the action-parameter selection algorithm using Policy Gradient policy

update method. In the next chapter, we will present the performance evaluation based on

our current algorithm and apply it to the model we derived.
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Chapter 4

Performance Evaluation

In this chapter, we set up the experimental environment and use PYTHON to test and

evaluate our proposed framework and algorithm. We use Kubernetes cluster to represent

the NFV infrastructure, Kuberenetes pods to represent the VNF and containers to rep-

resent virtual device units. Then we use PYTHON language to construct a two-step RL

algorithm to determine the performance. Section 4.1 gives the experiment set up insights.

Section 4.2 presents the performance evaluation. Section 4.3 summarizes the chapter.

4.1 Experiment set up insights

To evaluate the performance of our proposed VNFM , we first design the experiments with

two cluster nodes with Intel(R)Xeon 1.90GHz cpu and 32GB of RAM and a jumpserver

working as a master node in Fig 4.1. We used Kubernetes to build our simulation environ-

ment where we modelled the behaviour of a single VNF that is comprised of two VNDUs.

We initially set up the same resource limit and resource request, respectively, for each

VDU as follows:(”cpu”:”200m”,”memory”:”250Mi”), (”cpu”:”80m”,”memory”:”120Mi”).

We built a both full-connected two layer network for the DRL algorithm, the number of

neurons is initially set up as (1000,61), where 1000 is the number of states and 30 is the

possible action parameter values which varies from -30 to 30 (the step length for kuber-

netes pods configuration updates are integers). In the experiment, we employed the cpu
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utilization and memory consumption as the two core metrics that we monitored using fixed

time intervals T0 (90 seconds). We compare our VNFM functionality against a static con-

figuration of Kubernetes default resource scheduling and allocation schemes. In Table 4.1

we can find the parameter set-up.

Figure 4.1: Kubernetes configuration

Table 4.1: Simulation parameters setup
Parameter Value

vducpu−limit 200m
vdumem−limit 250Mi
vducpu−request 80m
vdumem−request 120Mi
N 1000
θstep (−30, 30)
T0 90 s
εc 60
εgreedy 0.95
αql 0.3
αpg 0.1
γ 0.95

We designed SFC including three VNFs: a NGINX server with a web application; a

virtual firewall (vFW) and a virtual intrusion detection system (vIDS). The flows generated

66



firstly visits the vFW, then the vIDS and lastly goes to the NGINX server.

4.2 Performance analysis

In this section, we go over the main evaluation experiment and analyze the performance.

First of all we analyze the performance of discrete action selection algorithm by observing

the Q-value we collected; then we compare the throughput we monitored for each VNF

and for each type of VNF LCM operation; meanwhile, we compare the response delay in

terms of different VNF-LCM operation. At last we do a summary on this chapter.

4.2.1 Q-table comparison

We first examine the performance of single shot action parameter selection algorithm us-

ing two discrete actions, namely, scaling up and scaling down. Figure 4.2 provides the

corresponding Q-values for the actions against one of the state parameters which is the

cpu utilization. It is worth noting here that we discretize the cpu utilization values it into

ten bins each with a width 0.1. As depicted from Figure 4.2, when the cpu utilization in-

creases, the Q-value of scale−up grows dramatically from 0.169 to 0.856 while the Q-value

of scale − down decrease from 0.756 to 0.140. This ensures the general direction of our

testing work as well as the basic automatic VNFM ability in distinguishing the appropri-

ate actions based on the VNF state. Scale-in and Scale-out operation is in the extension

experiment. And a compound comparison is made in the following Figure 4.3. In Figure

4.3 we can find a similar trajectory that the scale-in and scale-down operation has the

close effect on the VDU instance when the cpu utilization of the VDU is relatively low,

which indicates a large idle time or a less dense workload for the VDU. As a result, the

Q-value of scale-in and scale-down has much higher value than the other two operations.

Interestingly, scale-in operation has even higher Q-value than the vertical operation when

the utilization is at a close-to-zero value, and this shows the VNF manager is more likely

to execute a horizontal scaling operation rather than direct resource re-allocation.
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Figure 4.2: Q-value comparison.

On the other hand, when the utilization set is relatively large, indicating a more utilized

VDU instance, the Q-value of scale-up and scale-out has a clear advantage over the other

two operations. Similar to the previous two operations, the scale-out operation, which is

also a horizontal operation, has a higher Q-value than the vertical one.

4.2.2 Action parameter comparison

Next, we examine the performance of our policy gradient based algorithm in assigning

accurate action-parameters once the discrete action is selected. In Figure 4.4 we plot the

θ values, associated with the two actions of scaling up and down against the VDU state

that is reflected by the cpu utilization.

The multiple points reflect different parameter values as the VNFM refines its decisions,

and negative values (below zero) mean that the action is not selected. As the cpu utilization

decreases from 40% and approaches 0% , the parameter for the scale-down action increases

gradually until it approaches around 30 milli cpus. On the other hand, as the cpu utilization
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Figure 4.3: Q-value comparison with more actions
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Figure 4.4: Action parameter values.

increases, the parameter of the scale up action increases gradually to allow the VNFM to

gracefully increase the allocated resources to the VDU.

4.2.3 Utilization and throughput comparison

In the subsection, we discuss the throughput comparison. First of all we use three scenarios

with horizontal scaling operation:

• Scale-out operation with parameter θ=1

• Scale-out operation with parameter θ=2

• Scale-in operation with parameter θ=2

In terms of a scale-out operation, as discussed in Chapter 3, it requires an integer parameter

as the number of instance to scale. We tested the two cases with θ=1 and θ=2, respectively.

Figure 4.5 shows a scale-out scenario for a VNF with one VDU initially. The traffic is
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increased within the time. The figure shows a gradual increase for VDU1’s CPU utilization,

where it triggers a scale-out operation at a timestamp around 12. At this timestamp, a

duplicated VDU (VDU2) is instantiated, and traffic is redirected to VDU2. We generated

a service label for all pods, which ensures the traffic goes to the external service port and

redirects to the pods, respectively. This guarantees a load-balancing mechanism, and at

timestamp 25, it can be seen that the CPU utilization of both VDUs remains the same.

Figure 4.6 shows a more complex scenario with a scale-out parameter θ=2. With a similar

mechanism, we increase the traffic and triggers a scale-out operation. The figure shows

that after the scale-out operation, the CPU utilization for all the VDUs comes to a stable

stage at around 0.6, where the scaling the utilization has arisen to 1.0 for VDU1. The

scale-in operation has an opposite effect on the VDU instance. As it shows in Figure 4.7.

Initially, the CPU utilization of all VDUs is at approximately 0.6. As the traffic drops to

a certain point, the workflow for all the VDUs has decreased within time. As a result, a

scale-in operation is triggered, and 2 VDU instances were killed to release the resources. It

Figure 4.5: Scale-out operation with θ=1
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Figure 4.6: Scale-out operation with θ=2

Figure 4.7: Scale-in operation with θ=2
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Figure 4.8: Average CPU utilization for the NGINX server

can be inferred that if a VNF has multiple VDUs, it is more likely to execute a horizontal

scaling operation in terms of sudden throughput changes.

Another comparison is the overall throughput comparison within our tested model

and the plain service function chain without any VNF-LCM operations. In Figure 4.8, it

shows an example of the CPU utilization of the VNF NGINX server. By comparison, it is

easy to find the model we promoted ensures a relatively stabled state of the VNF, while

without any VNF-LCM operations, the CPU utilization can vary within the time and traffic

changes, which may bring unstable state to the VNF itself as well as the network service.

This is what we desired for the VNF-LCM mechanism to bring a stable environment to

the entity of the virtualized architecture with respect to resource and security concerns.

Figure 4.9 represents the overall throughput for the service function chain. As the figure

shows, the proposed model improves the efficiency of resource utilization. In return, the

overall throughput is higher than the one without any orchestration framework.
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Figure 4.9: Throughput comparison

4.2.4 Response delay comparison

In this subsection we will use the delay comparison to evaluate our work. Firstly we

would like to discuss the delay for each VNF-LCM operation. As introduced in Chapter

4, different VNF-LCM operations may lead to different response times. Therefore, we

firstly compared the overall response delay between VNF-LCM operations. The figure

shows that the scaling operation has a close response time among each other at around 100

seconds. This is because all the VNF operations need state transitions, which means the

scaling operations require reconfiguration operations(i.e., modify the pods’ configuration

file and re-activate the instance). Compared to rebooting operation, it does not need

a reconfiguration operation, leading to a shorter downtime for the VNF. The migration

operation requires a total remapping from one NFVI to another. This is also the reason

why migration takes a much longer time than any other VNF-LCM operation.

In this case, it is not that likely to select migration as a VNF-LCM operation due

to its long downtime. However, we studied some cases in which migration has better

performance than other VNF-LCM operations. If there are occasions that shutdown the

link or the VNF itself, the normal scaling operation might not work appropriately. In
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Figure 4.10: Average latency of VNF LCM operations

75



general cases, since we added the isV alid parameter to the states when there is a VNF

crash, the VNF will report the error message to the hypervisor (i.e., Kubernetes Master

nodes) and VNF manager. It can also be determined by typical throughput changes as

shown in Figure 4.11 This figure shows the VNF has 2 VDUs, and at the timestamp of

Figure 4.11: Typical VDU failure

about 15, the current throughput of VDU2 dropped to 0 while the current throughput of

VDU1 gradually raised. We can infer that VDU2 has encountered a link failure or VNF

crash. Let’s see what will happen if we perform an action when there is a VNF failure.

Figure 4.12 shows an experiment with one VDU failure and see the changes with different

VNF-LCM operations. In Figure 4.13, we set the VDU1 as the normal VDU and do not

apply any changes to it. We trigger a VNF failure in VDU2 at the timestamp around 11

and observe the results. The blue line represents a reboot operation. It shows after the

rebooting operation, the VDU goes back to work with a lower throughput (this is because

of the initial set-up configuration process) using the exact previous configuration before the

VNF failure. However, the orange line showed the difference between a scale-out operation

and a reboot operation. By scale-out the VNF, we added another VDU instance to the

VNF. The direct impact is to re-configure the network. As a result, the downtime for

scale-out operation is longer than rebooting. Then we tested the migration. As it showed
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Figure 4.12: Throughput changes with VDU failure

Figure 4.13: Throughput changes with VDU failure, with a comparison of initial VDU
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in the figure, the migration has a better performance than rebooting and scale-out. The

throughput reaches the previous level at a sacrifice for a more extended down-time. This

indicates a VNF crash or link failure. Migration or reboot would have a better performance.

Figure 4.14 presents an overall comparison with our proposed model. The throughput of

Figure 4.14: Overall delay with the proposed model

both schemes follows the workload pattern as depicted by Fig 4.9. However, our proposed

VNFM achieves better throughput. Similarly, the delay experienced by the flows decreases

as the workload is decreased. Nonetheless, there is a noticeable improvement in the delay

achieved by the proposed VNFM as shown.
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4.3 Summary

In this chapter, we firstly introduced the experiment set up parameters. We then analyze

the discrete action selection by observing the Q-value derived from the Q-table. Then we

present the action parameter derived from the PG algorithm, which showed a remarkable

performance in terms of different utilization set. Besides, we evaluated our proposed model

by observing the utilization changes and throughput updates with different VNF-LCM

operations. Lastly we compared the response delay of those actions and evaluate the

overall performance of the proposed system and it can be seen the proposed algorithm can

automatically and optimally manage the VNF instance in an ordered manner.
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Chapter 5

Conclusion and Future Work

In this chapter, we present the conclusion and future work we would like to study on.

5.1 Conclusion

The management of VNFs has been a hot topic in academics. The proper resource online

allocation mechanism can dramatically improve the efficiency of management work as well

as the stability of the system. In this thesis, we presented a novel model targeting VNF-

LCM management via a compound reinforcement learning algorithm. We formulated the

problem of the life cycle management of a single VNF as a Markov decision process (MDP).

By comparing the different VNF-LCM operations, we proposed an RL-based action selec-

tion mechanism to choose the proper VNF-LCM action to realize a stable MANO system

from the aspects of VNF management. One of the main features of the proposed model

is the employment of parameterized actions. Existing RL-based solutions are limited in

that they either address a single action (e.g., scaling) or non-parameterized action selection

(e.g., vertical vs. horizontal scaling). On the contrary, our proposed formulation allows for

a more holistic representation of the VNF manager (VNFM) functionalities. The results

show that our model has an attractive performance and the intelligent LCM mechanism

ensures a stable and efficient system.
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5.2 Future work

The current work extends the action space to a wider pattern, which includes a series of

scaling operations as well as NFVI concerned LCM actions such as migration. However, we

applied basic reinforcement learning algorithms to our model, which means we still have

the potential for more complicated cases in the RL-based VNF-LCM problem. In future

work, we will experiment with different RL tools to further enhance our scheme. We will

extend our experiments with various LCM actions.

5.2.1 Deep reinforcement learning based VNF management in

resource allocation model

To address the VNF management problem, the resource allocation model is a widely-

discussed topic in the fields of NFV. The main challenge to deploy the VNF is to fulfill

the requirement of a fast, scalable, and dynamic composition and allocations of VNFS

to execute a network service. The resource allocation problem is the main challenge. As

an extension of our work, a good start point is to apply DRL algorithms to our model.

With the current problem model, if a DRL-based [81]algorithm can be applied, a more

complicated VNF-LCM problem is more likely to be solved.

5.2.2 Multiple set of VNFs LCM problem

In our work, we simulate the proposed framework with several open source VNFs (container

image). However, it needs more work to prove our framework fits well in other VNFs. A

possible future research is to determine a full consideration of all kinds of VNFs and test

their behaviors based on our VNF-LCM operations and adjust the reward function and

algorithms.
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5.2.3 VNF placement concerned VNF management

Another interesting topic is the VNF placement problem. Since we already discussed in the

thesis that migration operation has its unique advantage over other VNF-LCM actions in

some cases, it is natural for us to consider when and how to execute a migration operation

for a VNF. More precisely, in practical cases, there must be cases with data center-based

clouds and edge clouds. Suppose we would like to apply our mechanism. In that case,

it will generate another optimizing problem, which is the VNF placement problem, where

we have a concern not only on VNF efficiency and stability but also energy consumption

concern and CAPEX/OPEX. With more VNF placement scenarios [82], it will be more

practical for our work to gain a better performance.

5.2.4 A convinced VNF lifecycle management framework and NS

orchestration

In our thesis, we solved the VNF-LCM problem via reinforcement learning by training RL

agents to select the proper action to execute. However, there are external cases affecting

the NS as well as the VNFs(i.e., NS crash, SLA changes). As a result, to manage the VNF

framework well, it is necessary to promote a novel MANO framework which includes all

the VNF management component as well as the NFVO layer and VIM layer components.

This is also what researchers are focusing on in open-source projects such as OPNFV [83],

ONAP [84].
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