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Abstract

In this thesis, we propose a novel trust management scheme for improving routing
reliability in wireless ad hoc networks. It is grounded on two classic autoregression
models, namely Autoregressive (AR) model and Autoregressive with exogenous inputs
(ARX) model. According to this scheme, a node periodically measures the packet
forwarding ratio of its every neighbor as the trust observation about that neighbor.
These measurements constitute a time series of data. The node has such a time series
for each neighbor. By applying an autoregression model to these time series, it predicts
the neighbors future packet forwarding ratios as their trust estimates, which in turn
facilitate it to make intelligent routing decisions. With an AR model being applied, the
node only uses its own observations for prediction; with an ARX model, it will also take
into account recommendations from other neighbors. We evaluate the performance of
the scheme when an AR, ARX or Bayesian model is used. Simulation results indicate

that the ARX model is the best choice in terms of accuracy.
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Chapter 1

Introduction

1.1 Background and Motivation

With the wireless devices such as cell phones and laptops are becoming more and more
popular, the desire of reliable wireless communication is increasing. Multi-hop, wire-
less, ad hoc networking has been the focus of many recent research and development
efforts for its applications in military, commercial, and educational environments such
as wireless LAN connections in the office, networks of appliances at home, and sensor
networks. Wireless ad hoc networks can be flexibly and quickly deployed for many
applications such as automated battlefield operations, search and rescue, and disaster
relief. Unlike wired networks or cellular networks, no physical backbone infrastructure
is installed in wireless ad hoc networks. Operating in ad-hoc mode allows the wire-
less devices within range of each other to discover and communicate in peer-to-peer
fashion without involving central access points. A communication session is achieved
either through a single-hop radio transmission if the communication parties are close
enough, or through relaying by intermediate nodes otherwise. Based on the different
applications requirements, the wireless ad hoc network could be further extended to
Mobile Ad Hoc Network (MANET) with the ability to rebuild the route links all the

time for nodes mobility, Wireless Mesh Network (WMN) with the mesh topology and
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Wireless Sensor Network (WSN) with a large amount of sensors spatially distributed
in a physical environment.

Wireless ad hoc networks are open, self-organized and autonomous [36]. Routing
in such networks, for example, is based on a full trust/cooperation between all the
participating hosts. Correct transport of the packets on the network relies on the
veracity of the information given by the other nodes. The emission of false routing
information by a host could thus create bogus entries in routing tables throughout
the network making communication difficult. Furthermore, the delivery of a packet
to a destination is based on a hop by hop routing and thus needs total cooperation
from the intermediate nodes. A malicious host could, by refusing to cooperate, quite
simply block or modify the traffic traversing it. Wireless ad hoc networks cannot avoid
malicious and selfish nodes. When these nodes are present, the network is at high risk
of being threatened and attacked by them. In order to continue working, the network
needs to prevent these malicious and selfish nodes from breaking the network. Trust
management [7] aims to help capture node relations and predict node behaviors so as
to avoid the future transactions of untrustworthy nodes.

Trust is therefore a fundamental issue in wireless ad hoc networks for effective
and secure communication. Originally trust is used in the social life to represent
a relationship between people. Trust in wireless ad hoc or peer-to-peer networks is
derived from the definition in social domains. For various applications in such networks,
the trust definitions are focused in different points. According to Eschenauer et al. [15],
trust is defined as “a set of relations among entities that participate in a protocol”.
These relations are based on the evidence generated by the previous interactions of
entities within a protocol. In general, if the interactions have been faithful to the

protocol, then trust will accumulate between these entities.
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1.2 Objectives and Contributions

There are a number of trust management systems introduced in the literature to deal
with trust issues. They can be simply divided into two main categories: Credential-
Based Trust Management Systems and Reputation-Based Systems. In most Credential-
Based Trust Management Systems, like PolicyMaker [9], KeyNote [8] and Public Key
Infrastructure (PKI) [41], the trust relationships between entities are established by
managing and exchanging credentials which should be verified and restricted by a preset
policy. An entity will be trusted after its credentials have been verified. Credential-
Based Trust Management Systems usually make a binary decision whether to allow
the request or not based on whether its requestor is trustworthy or not. Because of
this binary approach, Credential-Based Trust Management Systems lack flexibility.
On the other hand, the Reputation-Based Trust Management Systems perform better
by focusing on the evaluation of trust value. A reputation-based system calculates
the reputation value of a node by gathering observations of node behaviors. Many
schemes for reputation calculation exist, for example, EigenRep [24], Agent-based Trust
and Reputation Management (ARTM) [10], TrustMe [37]. Most of the existing trust
management systems are not well suitable for wireless ad hoc networks. The objective
of this thesis is to explore viable alternatives for modeling trust.

In this thesis, in line with the reputation-based approach, we propose a novel trust
management scheme as viable alternative for reliable routing in wireless ad hoc net-
works, by exploiting two classic autoregression models [11], i.e., Autoregressive (AR)
model and Autoregressive with exogenous inputs (ARX) model. We present this scheme
in the context of Greedy routing [16] and elaborate how AR and ARX are adopted to
manage trust. According to the proposed scheme, a node a periodically measures the
packet forwarding ratio of its every neighbor . The measurements are the trust obser-
vations about b; they form a time series of data. Then, node a applies an autoregression

model to the time series and predict b’s future packet forwarding ratio as the trust es-
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timate (or simply trust value) of b. In routing, a takes b as next hop if b is the one with
the high trust value closest to destination among all neighbors. With an AR model
being applied, a only uses its own observations to predict b’s trust value; with an ARX
model, a also takes into account the collective recommendation from neighbors, which
is the weighted average of the trust values of b in those neighbors opinion. Through
extensive simulation, we evaluate the scheme’s performance in comparison with an ex-
isting trust management scheme based on Bayesian model [17]. Our simulation results
indicate that use of the ARX model leads to the best trust estimation accuracy and
the largest improvement on routing reliability.

Part of this thesis has been accepted for publication at the IEEE Global Commu-

nication Conference (Globecom), Texas, Dec. 2011 [27].

1.3 Thesis Organization

The thesis is organized as follows. Chapter 2 describes the background and related
work. Chapter 3 introduces the basic knowledge, with mathematical perspective, of
AR and ARX model. The details of how these two models would work in a trust
management system are discussed in Chapter 4. Chapter 5 presents the simulation

analysis and results. The conclusion and future work is presented in Chapter 6.

14



Chapter 2

Literature Review

Trust management (TM) foundations are introduced in this chapter. Specifically, TM
approaches for wireless ad hoc networks will be discussed. Then, the models for trust

management systems classification will be outlined.

2.1 Trust Management

In wireless ad hoc networks, threats occur in many transactions. Nodes need to question
if they can relay the messages or services received from other peers and also if they
can trust them. Trust management (TM) [7] is a mechanism that assigns each node
a trust status, based on long-term observations, in order to help judge the degree
of trustworthiness of peers. A TM scheme aids each node monitor and predict the

behavior of its neighbors.

2.1.1 Trust

In different fields such as psychology, sociology, law and business, the definition of trust
is captured by dissimilar standpoints. According to the Merriam-Webster dictionary

[47], trust is defined as “assured reliance on the character, ability, strength, or truth of
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someone or something’ .

Originally, trust was used in a social context to represent relationships among peo-
ple. Then, as networks started to resemble human life, trust was introduced into this
field to solve the confidence problems mirroring those that occurred in the social world.
Trust in wireless ad hoc networks is derived from the definition pulled from social set-
tings. Various applications in wireless ad hoc networks give rise to different conceptions
of trust. In this chapter, we prefer to follow the definition proposed by Eschenauer et
al. [15], that is: “a set of relations among entities that participate in a protocol. These
relations are based on the evidence generated by the previous interactions of entities
within a protocol. In general, if the interactions have been faithful to the protocol, then
trust will accumulate between these entities” [15].

Trust in wireless ad hoc networks exhibits the following features:

Non-Transitive If A trusts B and B trusts C, it cannot simply be inferred that A

trusts C.
Non-Static If A trusted B in the past, it cannot imply that A will always trust B.
Non-Mutual If A trusts B, it doesn’t mean B also trusts A.

The trust relationship between two peers can help determine whether A trusts B or
not. It can’t describe the degree to which a peer can be trusted. An indicator is needed
to show the quality of an entity’s service. Trustworthiness, sometimes expressed as a
trust value, can be used as an indicator of the probability of a peer’s future behavior.
The computation of the trust value is important in building reliance within a network.
Trust management systems are studied with the goal of establishing a computational

model to solve the trust problems in peer-to-peer cooperation.
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2.1.2 Trust Management Systems

Trust management was first proposed by Blaze [7] in 1996 as a coherent framework for
the study of security policies, security credentials and trust relationships [7]. Security
policies refer to the trust assertions provided by local systems. Security credentials
are the signed trust certificates for entities of a local system which are evidence of
their identities. Trust relationships are the relationships based on these policies and
credentials. For example, consider an electronic banking system. At least k employees
can approve loans of a large amount of money (security policies). The bank needs to
enable officers with evidence to prove they are members included in these k& employees
(security credentials). Furthermore, the bank makes decisions as to who can issue
services (trust relationship) [7].

PolicyMaker [9] and KeyNote [8] are the earliest trust management systems. Ba-
sically, they all use credential verification to establish the trust relationships among
peers. PolicyMaker [9] was proposed by Blaze and works like a central database which
can combine the nodes’ local policies and credentials with the evaluated trust actions
and return a decision on whether or not to allow the assessed action. KeyNote [§]
provides a unified language to describe security policies, security credentials and trust
relationships. When a principal (i.e., an entity authorized to perform actions) requests
an action, the system uses KeyNote to correctly implement the security policies, secu-
rity credentials and trust relationships, and then KeyNote returns a Policy Compliance
Value to the system which shows how to deal with the request.

With researchers continuously studying trust management, there is an abundance of
such systems introduced to solve reliability issues in wireless ad hoc networks. They can
be categorized into two major branches: Credential-Based Trust Management Systems

and Reputation-Based Trust Management Systems.
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2.1.3 Credential-Based Trust Management Systems

In this type of systems, the trust relationships among entities (established by managing
and exchanging credentials) is verified and restricted by a preset policy. An entity will
be trusted after its credentials have been verified. Every trusted entity can issue its
credential to an unknown entity to become trusted. Credentials, for now, are broadly
applied as access rights in peer-to-peer (P2P) environment networks. They are always
used for establishing trust relations among the participating entities [44].

The early PolicyMaker and KeyNote TM systems are both credential-based. Pub-
lic Key Infrastructure (PKI) [41] is another seminal system that has spawned many
extensions or modifications. PKI is a set of hardware, software, people, policies and
procedures needed to create, manage, distribute, use, store, and revoke digital certifi-
cates [40]. In P2P networks, PKI can be utilized as an arrangement combining public
keys and an entity’s identity together, based on a certificate authority (CA). The CA is
a trusted center. In some projects, a trusted third party is used to verify, issue and re-
voke certificates which can delegate CA and grant rights to end users. The credentials
in trust management here are regarded as certificates in a PKI system.

Although credential-based TM systems can solve the confidence issues that arise
in P2P networks, they still have limitations. For example, they usually make binary
decisions on whether to allow the request or not based on whether the requestor is
trustworthy or not. Because of this binary modeling, it seems that credential-based
TM systems lack flexibility. On the other hand, reputation-based TM systems perform

better and focus on evaluating the degree of trust.

2.1.4 Reputation-Based Trust Management Systems

Reputation is being widely used in various subjects such as psychology, sociology and
business. In the Merriam-Webster dictionary, reputation is defined as “the beliefs or

opinions that are generally held about someone or something’ [47]. Reputation is one
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important mechanism that people employ to build trust relationships in wireless ad hoc
networks, since a peer’s reputation is based on feedback from other peers who have had
direct cooperation with it. This feedback is set to represent how trustworthy a peer
performs during cooperations. Given a set of feedbacks, reputation can be computed
by means of trust functions and represents a peer’s degree of trustworthiness, usually
ranging from 0 to 1, where 1 means the peer is trustful and 0 indicates that the peer
is trustless.

In recent years, reputation-based trust management systems have been amply stud-
ied. Any such a system calculates the reputation value of a node via gathering obser-
vations of the node’s behaviors. It does not need any historical experience or prior
reputation to measure trustworthiness. Rather, it can set its initial trust value at the
beginning. When peers in the system establish a trust relationship with another peer,
a trust value is always assigned to this relationship and often computed through rep-
utation during a period of time, that is, Trust value=®{Reputation, the Time elapsed
since the reputation was last modified} [4], where ®{} is the trust function used to
compute the trust values. In order to select the trustful peers, reputation-based sys-
tems are sometimes equipped with a threshold to eliminate the malicious and selfish
nodes which usually have low trust values, or a set range from 0 to 1 for representing
the trust status of a peer.

In [34], a reputation-based TM protocol for P2P networks was proposed. It is used
to distinguish malicious nodes from benign nodes on the basis of utilization, rate and
reliability. The scheme assigns to every peer a trust vector to maintain the outcomes
of the past interactions with other peers. After every transaction, the responses are
sorted and weighted by the credibility rating of the responder. The credibility rating is
similar to the trust vector, with a value set between 0 and 1, where the two endpoints

represent the failure or success of past transactions, respectively. If peer A wants to

>F aiti

issue a trust query to peer B, then the trust value of a peer is described as =,
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where ¢; is the credibility rating of A, t; is the trust rating of B for A and k is the
number of times they have interacted in the past. So after this process concludes, B
has to judge whether A is malicious or benign according to the trust value.
Reputation-based TM systems can help build trust relationships among peers by
computing trust values. However, they still have a few drawbacks due to their inher-
ent nature of relying upon the feedback of other peers whose trust values can not be
calculated accurately. They may also be dependent on manual settings and thus lack
self-adaptive qualities. To solve this problem, researchers start to combine reputation
and credentials when creating trust management systems. In [18], the authors employ
three modules to make up the trust system, i.e. reputation module, credential learning
module and integration module. The reputation modules exploits the Bayesian ap-
proach [23] to calculate a peer’s reputation based on the feedback from all other peers
that have interacted with it. The credential learning module computes the trust values
of the peers who have credentials. Finally, the integration module derives the overall
trust value by combining reputation and credential values. In this cooperative way,

the trust building process is more accurate and adaptive.

2.2 Trust Management Models

In general, a TM system leans upon three schemes during the whole trust building
process: the trust collection scheme, the trust computation scheme and the decision
making scheme. The trust collection scheme is used to gather information on the
peers based on their behaviors, which is the foundational aspect in TM systems. It
provides the trust computation scheme with the data source to construct the trust
relationship. The trust computation scheme calculates the trust values by means of
various mathematical techniques that are applied to the data supplied by the trust

collection scheme. Afterwards, the final decision should emerge from the decision
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making scheme, which is designed to evaluate the results from the trust computation
scheme and has the responsibility of determining which peers should be trusted or
selected. Usually, a threshold mechanism is used to filter untrustworthy peers, but
setting a level of trust is an optional efficient way to choose peers. In this section, we
will explore the literature to show how these three schemes work in TM systems in

presence of dissimilar models.

2.2.1 Game Theory for Modeling Trust

Game theory is a branch of applied mathematics popularized by J. V. Neumann [31].
“Game theory is a sort of umbrella or "unified field” theory for the rational side of
soctal science, where ’‘social’ is interpreted broadly so as to include human as well as
non-human players (computers, animals, plants)’ [5]. It has been extensively used in
wired and wireless networks for various types of works, such as power control and trust
management. There are two types of games, i.e. cooperative and non-cooperative.
In the former, the nodes’ choices to maximize their payoffs depends on the choices
of others in a competition whereas in the latter the nodes make their own choices
independently.

Generally, a game is a model that can address the interaction issues among the
players who take actions (make decisions) based on some strategies, and there are
payoffs assigned for each combination of strategies. Game theory comes to play an
increasingly important role in modeling wireless ad hoc networks and several models
have been introduced to manage trust problems therein. These models are studied
using various kinds of game strategies but in this chapter they will be simply discussed
from their cooperation perspective, i.e. cooperative models versus non-cooperative
models.

A cooperative game in [35] aims to build a trust computation model where nodes

interact with their neighbors locally. First, it should assign every node a trust level
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value. For example, if node B wants to verify node A to see how trustworthy A is,
B should evaluate the packet forwarding rate of node A and then, using Figure 2.1,

lookup the trust value of node B in node A.

TRUST LOOKUP TABLE

[ TLBA
fa 1 -0.9 | 3 | @highesttrustlevel
fr(B,A)= gSA C—— [09-06 | 2
06-03 | 1
0.3-0 0 Qlowest trust level

fr(B,A) - forwarding rate of the node A

pfa - number of packets forwarded by the node A
psa - number of packets sent to the node A

TLea - trust level of the node B in the node A

Figure 2.1: Trust value lookup [35]

Consider a network where there is a source node A that wants to send a packet to
node D by using the intermediate nodes B and C'. So the game participants are nodes
A, B and C'. After node B receives the packet from A, B has two options concerning
this packet, i.e. to forward it or to discard it. If B chooses the latter, the game ends
and every participant node will receive payoffs according to their decisions made during
the game. There are two types of payoffs: one assigned to the source nodes and the
other to the intermediate nodes. For source node payoffs, if the packet reaches the
destination node, then the payoff will be set to “S” which represents success, otherwise
it will be set to “F” if the transmission has failed. Payoffs for intermediate nodes are
contingent upon the nodes’ decisions and the trust values the source nodes have for
them. Generally, the intermediate nodes with higher trust values will always receive
high payoffs when they forward the packets. Nodes with higher trust levels are more
likely to transfer the packet than nodes with low trust levels concerning their future
behavior. If a node discards the packet, then it can be rewarded for saving its battery
but its reputation will suffer. So an untrustful node will receive a better payoff when it

discards a packet coming from a poorly trusted node and the game may not profit in
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building trust among game participants. An example is shown in Figure 2.2. A wants
to send packets to D using intermediate nodes B and C'. The result for this game
is failure because C' discards the packet (Figure 2.2b). After the game, the payoff
assigned to intermediate node B is T'L3 because it sent the packet and C' received an
appropriate payoff T'L1 due to its dropping the packet, as shown in Figure 2.2. Then

the final payoff for source node A is “F” because the transmission has failed.

PAYOFF TABLE FOR ® IPAYOFF TABLE FOR AN INTERMEDIATE
A SOURCE NODE NODE payofts for trust levels
transmission status | payoff Decision TL3 |TL2|TL1 | TIO
a) S (success) 5 C (forward) |3 |2 |1 |05
F (failure) 0 D(dr‘pp)‘,,—"' 05[1]2]3
':’Dayoff ‘,.-‘E;ayoff "’_.—"ﬁé;oﬁ
b) xO
A B C D

TLtoA: 3 TLtoA: 1

TL- trust level to the source node

Figure 2.2: Payoff for source and intermediate nodes [35]

A non-cooperative game was developed in [22] between two players. It is known
as The Prisoners Dilemma and posed in the network without full cooperation. The
nodes in this network are assumed to be selfish but not malicious, that is, they want
to maximize their own profit at the minimum cost of their actions. To model the two-
player game in this paper, it iteratively repeats the game that assumes that nodes send
packets to each other and then decide on whether to forward or drop them. There is
a reward for each node that chooses to forward the packets and it is set to «, where
a > 1. The payoff matrix (in its normalized version) is depicted in Figure 2.3. Given
the probability of a node forwarding a packet, the average payoff at a time slot can
be computed. With this game, the present paper used a reputation strategy named
DARWIN to establish a full cooperation between the selfish nodes. It assumes that a
player is always in good standing on the first stage and remains like that if her dropping

probability is less than the predefined DARWIN dropping probability. Otherwise, it
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turns to a bad standing. If a bad standing player’s opponent is in good standing, this
bad standing player still could cooperate, otherwise it will defect. DARWIN proposes
a measurement of the standing statuses and assumes that players in this network could
share the measurements so that the misbehaved and selfish players cannot lie about
their standing statuses. This way, the selfish players have limited impact on establishing

the cooperative network.

Payoff Matrix of the Packet Forwarding Game

Node j
Forward Drop
. Forward o-1 o-1 -o-1 o
Node j
% Drop o -o-1 -0 -0

Normalized Payoff Matrix of the Packet Forwarding Game

Mode j
Forward Drop
Forward 11 . E
X i 20—-1 2u—1
MNode § T
Drap 2o—-1 Zo—-1 4 Q

Figure 2.3: Normalized Payoff Matrix of the Packet Forwarding Game

2.2.2 Graph Theory for Modeling Trust

Graph theory studies mathematical structures that are a collection of vertices and
edges connecting pairs of these vertices [46]. When building trust in wireless ad hoc
networks, graph theory is applied to analyze the local interactions among peers.

The study of trust problems in [39] describes a directed graph problem. The peers
in the network do not have enough information about each other. In this graph, the

vertices represent the peers and the edges stand for their trust relations. The edges are
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weighted by the opinions from a peer about another peer. Each opinion consists of two
items: the trust value and the confidence value. The former is the issuer’s estimation
of the target peer’s trustworthiness whereas the latter denotes how accurate the former
is. If a peer has conveyed most of the messages the issuer has sent or it has not acted
maliciously during its interactions with the issuer, then the confidence value on the
issuer’s opinion is high. A higher confidence value makes the opinion more useful.
Both the trust value and confidence value are assigned by the issuer to the target peer
based on local observations using the issuer’s own criteria.

There are two versions of the trust inference problem. The first is to find the
confidence value and trust value from peer A on node B. It can be viewed as the
generalized shortest path problem, i.e. the problem can be described as finding the
general distance between A and B. The second version is finding the most trusted path
between A and B, which is the path with the highest aggregate trust value among all

the trust paths from A to B.

2.2.3 Bayesian Theory for Modeling Trust

A Bayesian model [46] is a probabilistic model that relies on a Beta probability density

function Beta(a, 3) represented as:

F(O{ + B) a—1

Narg)? P .

fipla, B) =

where p is the probability of the event occurrences and should be in the range [0,1],
and § > 0, a > 0. A Bayesian model can be applied to analyze trust management
systems for wireless ad hoc networks. Usually, when using a Bayesian model to analyze
reputation information, one employs two kinds of information: first-hand information
and second-hand information. The former is in general obtained by direct observation

of any two entities after they have cooperated with each other. Second-hand informa-
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tion can be defined as the opinions of the other entities about the said participating
entities.

If we assume that in a reputation-based TM system there are r successful trans-
actions and s failed transactions, then in a Bayesian model « in (2.1) will equal to
r+ 1 where f = s+ 1. Authors in [29] discussed the Bayesian model built on second-
hand information. For each node, there are other nodes that can carry its reputation.
For example, R;; is the reputation of node j carried by a neighboring node 7.
is the number of successful transactions between node ¢ and node j while 3;; is the
number of failed transactions between them. Then, the reputation of node j carried
by node i is R;; = Beta(aw+ 1,8 + 1). For a more precise evaluation, second-hand
information is added to this model. The second-hand information provided by node &
to node 7 about node j is denoted as Rj; with two parameters aj;andB;;. By amal-
gamating these new pieces of information, a new reputation for node j is defined as
RiY = Beta(a™”, "), The expected value of reputation Tj; can be derived as
Ti; = E(R™). The expected value Tj; could help distinguish misbehaving nodes from
normal nodes.

In [43], a modified Bayesian scheme for a reputation-based TM system is put forth.
It rates reputation and trust based on first-hand reputation information. In this model,
the reputation rating from node ¢ to node j is expressed as R; ; according to its first-
hand observations based on past cooperation experiences. The trust rating 7; ; is node
7’s opinion about node j on how honest j performs in the system. The first-hand
information F; ; is the summary opinion that 7 has about j. In the reputation rating of
this model, node 7 uses 6 to represent the probability of node j’s misbehavior, which is
updated when first-hand information changes. Fj; has a Beta parametric form (ay,, 5,)
with initial value (ayg,50) set to (1,1). A weight w is introduced in this reputation rating
formula as a fading mechanism because past experience should have less influence on

the new reputation. So, the values of «,, and (3, after n first-hand observations are:
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Oy = Sy + USp_1 + U8y o+ ... +u" sy +u” (2.2)

Bp=u"+u"" 1 —u" s — U sy — o — USp_1 — Sn (2.3)

where si, $o,...,5, is the sequence of observations. When s; = 1 the observation is
regarded as misbehavior, otherwise s; = 0.

The reputation value R;; will be updated in the same way that first-hand informa-
tion Fj; is. In trust rating, ¢ is computed using a similar Bayesian approach to that
in F}; in order to derive the probability of node k giving false reports to node ¢. Tj;
is updated as long as there is first-hand information Fj; for node ¢ from node k about
node j. After updating the reputation value and trust value, the model utilizes two
thresholds, ¢, and t,, to help node ¢ classify the behavior and trustworthiness of node
j. When node j’s 8 > t,., node j is tagged as misbehaving, otherwise it is normal. If its
¢ > t,, it is regarded to be untrustworthy, otherwise it is trusted by node i. Central

to this model is the thresholding method employed in the decision making scheme.

2.2.3.1 BRSN Model

In order to analyze the performance of the autoregression model family, we need another
class of models to compare them to. Bayesian models are good choices because they
have been studied for a long time and can help the trust system efficiently build a
reliance relationship. In this section, we briefly introduce the Bayesian system and
discuss the Beta Reputation system for Sensor Networks model (BRSN) [17] in detail.

BRSN is the work of Ganeriwal and Srivastava. It gives a reputation rating based
on both first-hand information and second-hand information, which helps avoid a sub-
jective rating. It also provides an aging parameter that gives less weight to historical

information.
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In BRSN, a node n; holds a reputation value for its neighbor node n;, which can
be represented by a Beta model as R;; = Beta(w; + 1, 5;; +1). «;; and (;; are the
parameters node n; has about node n;. They are all non-negative real numbers. The

prediction of trust is the expectation value of the reputation, expressed as follows:

a—+1

Tij = E(Ry;) = ot ht2

(2.4)

For updating the reputation, BRSN runs r + s more events, where r represents the
number of cooperative transactions, and s represents the number of non-cooperative

transactions. Then « and [ can be calculated by r and s respectively as shown below:

a=r+1;=s+1 (2.5)

When a transaction is cooperative, then r will be augmented by 1, otherwise s
will increase by 1. The information of r and s is provided by a watchdog block in
the system. This block is used for collecting observations and making decisions. The
update of the Bayesian system is straightforward because it only requires updates for
r and s after each transaction.

Recent information should be given more importance and historical information
should be attenuated by lowering its weight. This is achieved in the following way:

a;}jew = (wage X aij) + 7 ;zjew = (wage X Bzg) + s; (26)

where w,ge is the aging weight (randomly ranged between 0 and 1). The weight
selection is important in modeling reputation information.

First-hand information alone is not sufficient. Here, BRSN included second-hand
information provided by node n;’s neighbor, ny, about node n;, which is Ry;. Node ny

has parameters (oy;,0k;) about node n;. The combination can be derived as:
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2 X oy X Ok

o = oy + 2.7
Y 7 (Bik +2) X (g + Bk +2) +2 X ag (2.7)
new 5 4 2 X O X A (2 8)
do T (B +2) X (agj + Brj +2) +2 X g '

where «;, and f;, are the parameters that node n; has about node ny,. Here, n;’s
second-hand information is weighted by its reputation. In this case, a more precise
prediction can be accomplished.

With the second-hand information, the new reputation can be turned to:

R = Beta(al'", A1) (2.9)

iy g

2.2.4 Markov Chain for Modeling Trust

The Markov chain is a random process whose future status is determined by its current

status [46]. So, it can be used in trust management systems to predict the trust value.
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Figure 2.4: State diagram of the trust state of the proposed approach [13]

A trust derivation approach based on Markov chain for the Multicast MANET is put
forward in [13]. There are two main phases in this model. One is used to determine the
trust value using Markov chain analysis and the other is central authentication (CLA)
selection based on the trust value obtained in the first phase, which can be envisioned
as a threefold process. Initially, trust relations among peers are created. Each node in

the network evaluates the trust value of its one-hop neighbors. Then, the node with
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Table 2.1: Trust state table

H Good Manners Trust Value ‘ Bad manners Trust value H
Normal leaving +1 Abnormal leaving -1
Normal joining +1 Abnormal joining -1

Available power is less

than a lower bound -1

Available power is +1
greater than a higher

bound
Available bandwidth 41 Available bandwidth is lower 1
. than a lower bound
is greater than a

higher bound

Lose the BCA competition and

Wm. t.he BCA. . + it is the current CLA or BCA -1
competition and it is
not the current CLA
or BCA
Win the CLA 49 Lose the CLA competition and 9

.. . it is the current CLA
competition and it is

not the current CLA

highest trust value is selected as CLA and that with the second highest trust value
as the backup CLA (BCA). The second step is to introduce events for the transitions
among trust states in the Markov chain. A peer’s trust value will change if the trust
state changes. The trust state is assumed in this paper for analyzing the steady state
of each peer’s trust value. The trust state is shown in Table 2.1, where the trust value
with good manners can increase but the ones with bad manners will decrease. For
example, a node is inferred to be malicious by sending many JOIN messages in a short
time, thus attempting to intrude in the network. An abnormal joining like this should
be regarded as malicious activity. Figure 2.4 displays the trust state using the Markov
chain model, in which the \; ;1; and \; ;12 are the arrival rates at state 7, and p; ;1 and
i i—2 are the departure rates at state ¢. State 0 represents the lowest trust state and
state [ is the highest trust state. If a peer acts in a good manner listed in the Figure
2.1, then the state will transition from low-trust state to high-trust state, otherwise
it will move from high-trust state to low-trust state. The final step is to determine

the trust value by calculating the steady trust state probability of each peer using the
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Markov chain. Then with the final trust value, which is related to its historical trust
states, the network can efficiently filter the malicious peers to avoid the intrusion and
pick a CLA to solve the authentication problems in distributed MANETS.

The confidence problem in trust management systems is complicated and usually
requires one or more approaches working together. Though trust management systems
with Markov chain model are good at predicting the trust states of peers, they still
need an efficient approach to evaluate trust values to help with these predictions.
Authors in [28] proposed a system putting the Bayesian approach and the Markov
chain approach together to prevent good peers from transacting and cooperating with

the malicious peers in wireless ad hoc networks.

; L

Current State Next State

Figure 2.5: The State transition diagram

The Bayesian approach aims at calculating the trust value in a more precise way.
It collects the historical reputation feedbacks in the system and extracts the Bayesian
coefficients using a certain extraction rule. Then, it uses the reputation feedbacks and
Bayesian coefficients as inputs to the reputation algorithm that computes the trust
values.

The Markov chain approach analyzes how the future trust state is influenced by
the current trust state. In Figure 2.5, p represents the probability of a peer behaving
in a trustworthy fashion in the next state. This indicator differs across various P2P

pairs. For example, the p(a,b) between peers a and b is different from p(b, ¢) between

31



peers b and ¢ because they are dependent on their previous transaction experiences.
With the probability of these P2P pairs, one can create a generator matrix that can
be adjusted by the Bayesian coefficients to predict the trust value. In order to predict
the trust state using Markov chains, one needs to establish an available initial Markov
state. In this paper, it is assumed that the peers are trustworthy at the beginning, at
which time they are called pre-trusted peers. The next step is to find the trust value of
the steady state, which can be computed via a reputation algorithm proposed in this

paper and expressed as:

T —aCTE, +6FT  (h>1) (2.10)
Tt — pf (2.11)

where « is the generator matrix weight, 8 is the pre-trusted peers’ weight, C' is the
transition matrix, P{ is the initial generator matrix, and T} is the trust value we
want to predict. When the difference between T}/ and T} | is less than a very small
number ¢, then we believe that T;L, | reaches the steady state and T'(i); is considered
as the final prediction trust value of peer i. Based on the predicted trust value, nodes
can distinguish the malicious peers from the good peers and may finally decide which

peer to interact with. Therefore, this model aids the network avoiding intrusion by

malicious peers.

2.2.5 Fuzzy Logic for Modeling Trust

Fuzzy logic is derived from fuzzy set theory to deal with approximate rather than
accurate multiple trust values [46]. It is implemented in a trust management system
by means of a predefined fuzzy set. A fuzzy set is a set in which its elements have
their degrees of membership to the underlying concept described through membership

functions [46]. In trust management, this mathematical fuzzy set of the trust values
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Table 2.2: The group of fuzzy sets

H Level ‘ Linguistic Variable ‘ Signification H
L1 Complete Completely trust
L2 Good More trustworthy than most entities
L3 Average Mean trustworthiness
L4 Minimal Lowest possible trust
L5 Ignorance Can not make trust-related judgement
L6 Distrust Completely untrust

should be first defined. Afterwards, fuzzy operators are employed to obtain the fuzzy
result in order to solve the confidence problem in TM systems.

An example was given in [45]. The fuzzy set was defined as A = (x, A(z)) where z
belongs to the set of X, which is either the source of the information or the entity which
builds the trust relationship, and A(z) represents the membership function of every x.
To establish a real trust relationship, there exist different types of uncertainty which
are categorized into 6 groups in this paper, as portrayed in Table 2.2. To determine
the degree of uncertainty, two kinds of trust need to be calculated. One is the direct
trust, represented as a — b[L], where entity a is willing to rely on entity b to a
degree D under uncertainty L. The other one is the recommendation trust, defined as
a —E b[L], which infers that entity a is willing to rely on entity b to a degree D with
the recommendation R under uncertainty L.

The calculation of the degrees for capturing different types of uncertainty follows
after deduction and consensus rules. The deduction rules work in a transitive manner,
i.e. they transfer trust from entity to entity in order to create a recommendation path.
For example, if entity ¢ wants the recommendation of j through k;, then the recom-
mendation path will be j — k; — 4. If there exists two or more recommendation
paths, then the consensus rules are used to merge the multiple recommendations into a
singleton comprehensive recommendation. In this process, the calculation of the degree
D and the uncertainty L can be determined. This model proposed a general sense in

modeling trust using fuzzy logic.
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Table 2.3: Inference rules for trust aggregation

H Rule # ‘ Description H
1 If (t —T.,((t),c)) is R and TF,,(c) is H, then w; is VH
2 If (t —T,((t),c)) is R and T'F,,(c) is M, then w; is H
3 If (t — T%,((t),c)) is R and T'F,,(c) is L, then w; is M
4 If (t — T.,((t),c)) is O and T'F,,(c) is H, then w; is H
5 If (t —T,((t),c)) is O and T'F,,(c) is M, then w; is M
6 If (t —T.,((t),c)) is O and T'F,,(c) is L, then w; is L
7 If (t —T.,((t),c)) is VO and TF,,(c) is H, then w; is M
8 If (t —T,((t),c)) is VO and T'F,,(c) is M, then w; is L
9 If (t —T%,((t),c)) is VO and T'F,,(c) is L, then w; is VL
10 If a given trust level is UNKNOWN,w; is zero
Table 2.4: Description of the fuzzy trust levels
H Trust Level ‘ Description ‘ TFN H
VL very untrustworthy [—1.25,0,1.25]
L untrustworthy [0,1.25,2.5]
M medium trustworthy [1.25,2.5,3.75]
H trustworthy [2.5,3.75, 5]
VH very trustworthy [3.75,5,6.25]
U unknown [0,0,0]

In [6], a fuzzy model to weigh the direct trust and reputation (second-hand infor-
mation) in a P2P-based system was presented. The linguistic labels are defined to help
peers assign the trust level intervals instead of the exact trust values. The linguistic
label values range from very untrustworthy to very trustworthy and are represented in
Table 2.4, where a TFN (triangular fuzzy number) for each trust level is defined. The
TFEN specifies the range of every trust level rather than a specific value. The truth of
TFN having only two parameters known as center point and width makes the TFN cal-
culation simple. The trust level that peer x holds towards peer y is computed by taking
into account the direct trust (which is contingent on the direct interaction experience
between = and y) and the reputation that is shaped by interactions with third party

trusted peers, for example, peer z. Both direct trust and reputation are weighted
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by wp and w; respectively. For reputation weighting w; calculations, fuzzy inference
rules are introduced on the basis of the recommendation time stamp t — 7., ((¢), ¢) and
transaction frequency T'F,,(c) for context ¢ reported in Table 2.3, where for each rec-
ommendation t — 7,,((t), ¢) fuzzified by the membership function in Figure 2.6, there
are three fuzzy sets: recent(R), old(O) and very old(VO), and for each T'F,,(c) fuzzi-
fied, there are also three fuzzy sets: low(L), medium(M) and high(H) defined by the

membership functions depicted in Figure 2.7.

Fuzzy Sets for Recommendation t-Tz((t), ¢) fuzzified

Recent Old Very Old

&

14

Membership Value

o W
T_Recent T_0Old T_VeryOld

Time

Figure 2.6: Recommendation age membership functions

Fuzzy Sets for Recommendation TF(c) fuzzified

Low Medium High

1 & »

Membershipvalue

0 ¥

TF_Low TF_Medium TF_High

Transaction Frequency

Figure 2.7: Transaction frequency membership functions

The final trust level can be computed with these weights. This model is rooted on
fuzzy logic to determine the weights of direct trust and reputation and then to yield
the final trust level. It is a flexible model because the weights can be adjusted for

different trust systems.
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Chapter 3

Proposed Model for Trust

Management

For modeling trust management systems, we prefer to use the autoregressive model
with exogenous inputs. There are a lot of models related to autoregression and used
to analyze time series. Autoregression is always represented by autoregressive models
in which the dependent value is the current value and the independent values are the
previous values from the time series. We will review some predominant models to
generate a macroscopic view about the autoregression. With this background in mind,

we can better understand the model being brought forward in this chapter.

3.1 Autoregressive (AR) Model

The autoregressive model (AR) [14] is designed for analyzing and forecasting time
series such as average daily temperature or earthquake magnitude over the years. AR
predicts the output value y(¢) based on its p previous values y(t —1),y(t—2),...,y(t —p).

A p-order autoregressive model, denoted by AR(p), can be expressed as follows:
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y(t) =c+ > eyt —1i) +e(t) (3.1)

i=1
where ¢ is a constant, £(t) is the white noise term with zero mean, y(t) represents
the output at time ¢, ¢1,...,¢, are the model coefficients and p is the order of the model.

The constant term is often omitted by many authors for simplicity.

Time series are either stationary or non-stationary. In the autoregressive model
formula (Equation 3.1), if |¢| < 1, y(t) it is a stationary time series, otherwise the time

series is not stationary [14]. The AR model is used when the series is stationary.

In Equation 3.1, the output y at time ¢ can be estimated as long as the parameters
; and the order p of the model are known. The problem with AR model analysis is
how to get the proper parameters and order that best represent the model. A number
of algorithms have been developed to calculate AR model’s parameters. The Least-
Square (LS) [38] and Yule-Walker (YW) [38] approaches are the basic methods most
commonly used. The vast majority of the remaining algorithms are modifications or
improvements of them. The cycle generalized least squares [42] approach, for example,
is a modification of LS focused on improving the efficiency in AR model simulation.
There is also a modified Yule-Walker equation algorithm [26] geared at estimating noisy
AR processes more accurately. LS is employed to select the best parameters when they
can minimize the squared residuals. A residual is the difference between the observed

values and those synthesized by the model.

In the AR inference process, let © denote the unknown parameter vector:

oT = [©1, 92, -, ©p] (3.2)

By using LS to estimate the parameters, one arrives at the equation described

below [38]:
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© = argmin Z[y(t) — dTe? (3.3)

where N is the number of elements in the series. If the order is determined in

advance, then N will be the order p and the data vector ® is:

® = [—y(n), —y(n — 1),., —y(]" (3-4)

After the calculations, we can obtain the parameters ©.

Another element needed to determine an AR model is the order, i.e. the number
of the parameters in the AR model. Since it is a crucial part in AR model processing,
many order selection approaches have been proposed due to the fact that the AR
model has been exploited in various types of systems modeling particularly in natural
and social environments, e.g. wind speed forecasting [20] and electrical brain activity

mapping [32].

3.2 Autoregressive with Exogenous Inputs (ARX)

Model

The ARX model is an extension of AR with inputs representing external informa-
tion. An ARX model with p outputs and b inputs can be denoted by ARX (p,q). Its

equation is written as follows:

y(t) =e(t) + Z oiy(t —1i) + Z nid(t — i) (3.5)

where @1, @9,...,¢p, are the parameters of outputs y(t—1),...,y(t —p), and 1, 72,...,M

are parameters of inputs d(t — 1),...,d(t — 1).
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To determine the order of an ARX model, we can also use the AIC method. To
estimate parameters, it often runs LS to find the minimum-error sum of squares. In

ARX parameter estimation, the parameter vector and data vector will change to:

o = (91,025 ey Ppy 1, M2y ey M) (3.6)

O = [y(t — 1), y(t —2),...,y(t —p),d(t —1),d(t —2),...,d(t — b)] (3.7)

Another way to compute the parameters is via the maximum likelihood method
analyzed and popularized by R. A. Fisher [3]. The maximum likelihood method intends
to maximize the likelihood function. In ARX models, such function will be represented
by [25]:

N

L@'e") = [[Ae";e") (3.8)

i=1
where N is the number of the estimated data samples, f{ ) is the probability density
function of data noise—modeling error vector. The optimal parameters are selected by

maximizing the value of L.

The LS method and maximum likelihood method are equivalent in terms of param-

eter estimation.

ARX can serve to create an automatic stock market forecasting and portfolio se-
lection mechanism [21]. In this study, the financial data are collected automatically
every quarter and furnished as input to an ARX prediction model so as to forecast

their future trends over the next quarter or half-year period.
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3.3 Measuring Model Accuracy

For evaluating the model accuracy we need some criterion, which we will discuss in
this section. The first popular approaches were Final Prediction Error (FPE) [1, 2]

and Akaike information criterion (AIC) [2].

FPE is the mean square error of the one-step-ahead prediction based on the LS-
estimated parameters of the AR model [2] and it is defined as:
_ N+p

FPE®) =5 P (3.9)

where P, is the residual squared error for a p-order AR model and N is the number
of the estimated data samples. We take the order p when F'PE(p) is minimized. In
this case, we choose the order that minimizes the model’s average error given the AR

parameters.

AIC stands for an information criterion, which is a measure of the goodness of the
model’s fit [2]. In general, AIC is represented by:
2p

AIC(p) = n P, + 2 (3.10)

Again, we select the order p when AIC(p) is minimum. In this way, we find the best

model order to represent the data samples with the smallest number of parameters.

We also make use of the AIC and FPE values to evaluate how well a model works
for a certain system. The model with the minimal AIC and FPE value is the best one.
That is to say that the best model we select should efficiently represent the system and

also have a minimum final prediction error.

There are other widespread approaches to derive the model order, including the
Bayesian information criterion (BIC) [33], Kullback information criterion (KIC) [12]

and the minimum description length (MDL) [19].
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Chapter 4

Customizing AR and ARX Models

for Trust Management System

The major objective of our trust management system is to detect as many malicious
and selfish nodes as possible by calculating their trust values in order to prevent them
from influencing the network. Based on the trust values, the nodes can be simply
labeled as trusted or untrusted. The former are considered to be the ones that normally
complete the services requested of them such as message delivery, file sharing, etc. The
latter are either the malicious ones that attempt to provide abnormal services to attack
the network or the selfish nodes that solely focus on saving their own profits by partially
providing services or not providing them at all.

To accurately discriminate between trusted and untrusted nodes, one needs to cal-
culate the trust values precise enough to portray the nodes’ trust status. Therefore,
an exact calculation of the trust values is important in TM modeling.

In this chapter, the ideas on how AR and ARX models work in analyzing TM

systems will be explained in detail.
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4.1 Assumptions and Notations

4.1.1 Assumptions

To cast the proposed models into a trust management framework, there are some

assumptions that need to be predefined:

e The assumption on nodes: We assume that there is a large number of nodes,
which are randomly deployed in a wireless ad hoc network. Each node has a
unique identity given by its unique location, so that every peer can be properly
identified during any pairwise communication and its trust values can be properly
evaluated by one other. There are no energy limitations for every peer to complete

its message transmissions.

e The assumption on systems: In this network, the service peers mainly provide is
message transmission, and we suppose that every peer can overhear the position
of its neighbor’s nodes during transmission, forward the message or drop it. In
this way, each peer can generate an observed trust value about the neighbors with
which it has interacted after the message delivery. We assume that the message
transmission path is built through Greedy routing [16]. This protocol aims at

finding the neighboring node with the minimum distance to the destination node.

e The assumption on message dropping by nodes: A node is allowed to drop a
message only when its behavior is not trustworthy; in this way, we can focus on

the influence of the node’s trust degree on the model’s performance.

4.1.2 Notations

Consider a wireless ad hoc network that contains nodes N = {1,2,...,n}. Every node
maintains a list containing its one-hop neighbors and a time-varying set of trust values

per neighbor.

42



T'(t);;: The observed trust value of node ¢ towards node j based on their commu-
nication at time .

Neighbor Node(7): The set of one-hop neighbors of node 7. It helps node i select the
neighbor with shortest distance to the destination node, since we use greedy routing
to build a message transmission path.

RP(t);;: The reputation value of node i towards node j at time ¢. It is used to

predict node j’s future trust value.

4.2 Trust Value and Reputation Value

We place our proposed models, i.e. AR and ARX, into the realm of reputation-based
TM systems so as to analyze the confidence problem in a wireless ad hoc network. A
reputation-based system calculates the reputation value of the nodes by gathering ob-
servations about their behaviors over a period of time. When a peer wants to establish
a trust relationship with neighbors, it always predicts the trust value of its neighbor
to evaluate how trustworthily it will behave in future interactions. The trust value is
often computed by reputation over a period of time, i.e. Trust value=®{ Reputation,
the Time elapsed since the reputation was last modified} [4], where ®{} is the trust
function used to calculate the trust values. Here, ® is the function in AR or ARX

model.

4.3 AR Model for Trust Management

In AR model, the predicted trust value is only based on direct observation, which is
generated by a node towards the neighbor being assessed on the basis of their past

communication history.
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4.3.1 Basic Model Design

At first, the nodes are unfamiliar with each other and the trust value for each node is
'1’, which indicates total trust. At the beginning, every node can communicate with
one another. There is a source node i that wants to send a message to a destination
node j through several intermediate nodes. The source node first finds its forwarding
neighbor by looking at the NeighborNode(i) list and calculating the distance from
each neighboring node to the destination node. Then, it chooses the neighbor with
the shortest distance to the destination node and proceeds to evaluate its trust value
based on its mutual history of cooperations. If the predicted trust value is high enough,
which means that this node will perform well with a high probability, then it should be
chosen as the next intermediate node to forward the message. Otherwise, the source
node should exclude this node and go on to find the next neighbor node that has the
minimal distance and proceed to its evaluation. The steps above should be repeated.
In this case, we could find a node that has both short distance to the destination node
and high trust value to guarantee that the message would be successfully transmitted.

Cooperation can take place with the selected node in terms of message forwarding.
After their communication, the nodes will evaluate each other on how well they have
done their job. If a node has not performed satisfactorily at time ¢, it will be assigned
a low trust value, which will be updated in evaluator nodes’ lists at time ¢. In this way,
after numerous communications from time to time, nodes will build their trust value
lists. With growing knowledge of the other nodes’ behaviors, one node can establish
the reputation value for other peers. It is defined as the average value of the direct
observations taken during a period of time and denoted by RP(t);; = %, where
T is the time slot duration.

If node ¢ wants to communicate with node 7, ¢ will use its reputation value for

J, which is based on their past cooperations and predict the behavior that j will

exhibit in future communication endeavors by calculating the trust value based on
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these reputations. AR calculation in the AR model can be used to predict this behavior
in the form of a trust value. Based on the descriptions of AR models in Section 3.1,

the AR model for the TM system could be expressed as:

na
T(t)ij = E(t) + > @iRP(t —p)i; (4.1)
p=1

where ¢; is the coefficient of the model, na is the order, E(t) is white noise distur-
bance value and T(t)” is the predicted trust value of N; from N;. For the introduction
in Section 3.3, we could use LS to estimate the coefficients based on the given reputation
values.

There exists a common misconception about AR order, i.e. that with larger order
the prediction of an AR model is more accurate, since a larger order means more past
reference data. However, real observations of the AR model order disproves this belief.
From Figure 4.1, we can tell that increasing the order from the 9th value onwards
causes the drop rate (percentage % of packets dropped) to grow. This is because past
reputation values are out of date and thus not suitable for predicting current trust
values. The old reputation values can interfere with the accuracy of the prediction.
Therefore, AIC is indeed a good mechanism to determine the order of the model. It

aims to find the best model with the smallest order.

4.3.2 Evaluation

Although we can get a predicted value by performing the computations above, without
evaluating the formula, we do not know when to choose the node to begin the com-
munication. In this section, we will use a thresholding technique to evaluate the trust
value.

We define a threshold 0 that every node should know. When the predicted value

A

T'(t);; is above §, we will let node ¢ view the node j as trustable and start a communica-
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Figure 4.1: Drop rate with different order.

tion with it. After that, ¢ and 7 can update their trust value lists with the observation
values. If the predicted value is below the threshold, ¢ will abandon j and go on to find
another node providing the same service. The threshold directly determines whether
a node can be selected as a cooperator. So it is important to define an appropriate
threshold value. If it is too small, then a malicious node may be chosen to engage in
a cooperation and it can damage the network. If it is too large, then a lot of nodes
fall in increasing the chance of being active in the network, but only a few nodes with
high trust values will be maintaining it. In our model, we will define the threshold 4 as
T(t);;. Since one T(t); ; is only valid for a single na time slot, we need to change § as
the slot changes and, consequently, the trust value list of every node must be updated
at the end of every time slot.

This scheme determines the threshold value better than predefining it, for it can
change later on depending on the observation values that fit the dynamic system. It is
more flexible than a fixed threshold method and can select the nodes in a more precise

way.
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4.4 ARX Model for Trust Management

AR models only focus on the direct observations of a node. They are subjective and
insufficient. Using the AR model also causes a loss in the supervision function of a trust
management system because a node will never know another node’s past behaviors until
their communication is made personal. If a node is a good one, then the communication
will be beneficial. Yet if it is a misbehaving node, this communication may cause
potential damage to the system. To prevent this from happening, the ARX model
uses an input clause to establish a supervision function upon the system in the form of
indirect recommendations provided by peer nodes that also have communication with
the node under assessment. Therefore, ARX models calculate the trust values based

on both the direct observations and indirect recommendations from other nodes.

4.4.1 Basic Model Design

At the outset, the trust value of every node is ’1’, which means total trust as in the AR
model. However, with the recommendation part, a supervision function is enhanced.
For example, if node ¢ did not communicate with node j which was previously malicious,
in AR model node ¢ would take node j to cooperate, which could lead to a message
drop or a system attack. However using the ARX model, there may exist a couple of
neighbors of node 7 that might have communicated with node j before and so they
could give a recommendation to node ¢ saying that j is untrusted by giving a specific
low trust value. Based on the description in Section 3.2, the ARX model for TM

systems can be expressed as:

na nb
T(t)i,j = E(t) -+ Z QO,RP(t — p)m' + Z ,qu(t — p)i,j (42)
p=1 p=1

where ¢; and p; are the coefficients of the model, na is the order of the outputs, nb

is the order of the inputs, and R(t — p); ; is the combined recommendation value from
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node i’s neighbors for node j at time ¢ — p, which will be discussed in Section 4.4.2.
Also, the recommendation value is time-varying. Every recommendation is offered in
correspondence with the reputation value at a given time. Therefore, we can provide
a time series of both reputation and recommendation values for trust value prediction.

Before estimating the parameters, we should determine the orders (na,nb) of the
model. An appropriate order selection is crucial to the ARX model. If the orders or the
historical data are low, then our trust value prediction will not be precise because of
a lack of references. This, in turn, may cause a node to choose a liar peer. Otherwise,
if the number of the orders are too large, it means that the nodes need to get a lot
of information through estimation and that may bring about node overload. In our
ARX model, we will choose AIC (Akaike information criterion) [2] to help determine

the orders.

4.4.2 Recommendation Value from Other Nodes

When node ¢ wants to estimate how well node j will provide a honest service, its
own direct experience is sometimes subjective and not enough, so we need objective
opinions to make the estimation more precise. Recommendation can help to solve this
problem.

In the analysis above, each node has a list of observation values for the nodes it
has communicated with in the past. When node ¢ wants to assess node j, then the
observation value ¢ maintains on j is based on direct observed experience. The other
nodes, for example, k1, k2, ..., kn are the neighbors of ¢ and have observation values
about j based on their cooperations with j. These values are the recommendations
from k1, k2, ..., kn, denoted as RP(t)r1j, RP(t)k2j, ..., RP(t)gn,; respectively, as
shown in Figure 4.2.

However, this scheme still cannot guarantee a precise prediction if it is rooted

solely on the recommendation values without any further reference. Not every node’s
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Figure 4.2: Recommendation selection

recommendations are trustworthy. Some nodes may provide false recommendations
for malicious purposes, especially in resource competition systems. For example, in
a credit system, resource like messages could help a node gain credits. There exists
intense competition for resources among nodes. If a node wants to hold more exclusive
resources and does not want other nodes to get them, it is more likely that it will
provide false recommendations with the intention of disrupting the communication
flow between the resource provider nodes and the nodes under critical assessment.
This would help ensure that the latter cannot get resources.

In order to prevent these kinds of node influences upon the trust value prediction
process, recommendations should be assessed as well. Nodes that lie about recommen-
dations should be assigned low values so that they cannot influence the estimation too
much. Furthermore, malicious and selfish nodes with low reputations should not affect
the estimation either. Nodes in either situation may not have a high reputation after
several cooperations with their neighbors. So we can weight the recommendations by
each node’s own reputation values. For example, if k1 wants to provide a recommen-

dation RP(t)g1; to i about j, it should be weighted by ¢ with the reputation value
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RP(t); 5 from i towards k1, represented as RP(t);x1 X RP(t)r1,;. In this case, the
misbehaving nodes cannot be active in trust value prediction.
Considering this issue, we define the recommendations offered to node 7 at a certain

time ¢ as:

RP(t); ;1 RP(t)k1,; + RP(t)i so RP(t)k2,; + ... + RP(t); jin RP(t)n,
RP(t)ig1 + RP(t)ika + ... + RP(t); kn

R(t);; = (4.3)

With the reputation values that node ¢ has about nodes k1, ..., kn who give the
recommendations, we can assign high weights to the trustworthy nodes so as to let
them exercise more influence in the calculations and, analogously, grant low weights
to the non-trustworthy nodes in order to minimize their effect. R(t);; is the final

recommendation value we use in the model at time ¢.

4.4.3 Model Adjustment

The model, namely the parameters, cannot remain constant over time. The parameters
can only offer a precise model with reputation values within a particular time frame.
When more recent reputation values are updated, the parameters for the last period of
time cannot fit the new slot of reputation values. This means that the model cannot
accurately describe the system any more. If we continue using the same parameters
for prediction, the difference between measured observation values and predicted trust
values will turn larger as time passes by. Therefore, we need to calibrate the model
after certain time intervals. If the result meets the minimum validation requirement,
e.g. a specific data threshold, then the model is considered to work well. Otherwise,
the model needs to be adjusted by using the recent updated reputation values and
recommendation values.

To validate the model, we employ the coefficient of determination or R? presented
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in [30]. According to [30], R? is used to measure how well a model could predict a future
performance based on comparing the predictions it has made with the corresponding
tangible outcomes. In a linear regression, R? could be simply defined as the square of

the differences between predictions and outcomes, represented as Equation 4.4:

SSerr

R =1-
SStot

(4.4)

where SS,,, is the sum of squares of residuals, i.e. the difference between outcomes
and predictions and S5y, is the total sum of squares of differences between outcomes
and the average of the outcomes.

With the corresponding values of our model, we can change the representation of

R? into:
R*=1- = E(t)?_’j (4.5)
1oy (T(t)ij — T(t)i )
where

et)ij=T)ij —T(t)i, (4.6)

T(t);; is the mean of the measured trust value in na time slot.

The R? indicator expresses how close the measured value is to the predicted value.

51



Chapter 5

Simulations and Performance

Evaluation

This chapter covers the details of the simulation of the proposed models on
MATLAB/Simulink platform using the MATLAB System Identification Toolbox

and sheds light on their performance evaluation in Section 5.3.

5.1 Using MATLAB System Identification Toolbox

System Identification Toolbox is used to construct and estimate the mathematical
models for dynamic systems with the measured input and output data from the sys-
tems. System Identification Toolbox contains model structures of low-order process
models, transfer functions, state-space models, linear models with static nonlinearities
at the inputs or outputs, and linear and nonlinear autoregressive models.

With this toolbox, we can analyze and process the measured data, determine the
model’s structure and order, then estimate the model’s parameters with the measured
data and finally validate its accuracy. After importing the input and output informa-
tion into the system, we could make use of the toolbox functionality to process the

data and estimate the model’s parameters, e.g. for autoregressive models (ARX, AR).
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When using data processing functions in our ARX model, the order is set to be a vector
of three integers. The default order is [na, nb, nk], where na represents the number of
historical direct reputations required in our simulations, nb is the number of historical
recommendations from other neighbors and nk the number of recommendation samples
loaded in the system, after which the recommendations begin to affect the prediction.
We set nk to its default value 1 so as to let the recommendations influence the output

prediction right from the outset of the simulations.

5.2 Simulation Setup

There were 100 nodes randomly deployed into a rectangular area of 100 x 100 m?, as
shown in Figure 5.1. The communication radius of every node is 10 m. It is assumed
that each node is capable of bidirectional cooperation and has enough energy to fulfill

every interaction.

Figure 5.1: Network Topology

A total of 600 data communication sessions starting at arbitrary times were simu-

lated. Each session occurs between a randomly selected pair of nodes and involves 100
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data packet transmissions at a constant rate of one packet per simulated time unit.
We randomly select a certain number of nodes (except source and destination) as ma-
licious nodes. They drop every received packet with 70% probability. Normal nodes
drop packets with a small probability of 15%, thus simulating an unreliable wireless
communication medium. Each (trust observation) time slot is composed of 5 consec-
utive simulated time units; in other words, each data communication session spans
across 20 time slots. The model validation is carried out every 5 time slots and the

model update is conducted immediately if the validation result indicates so.

5.3 Simulation Results

In this section we evaluate the performance of the ARX, AR and BRSN models by ex-
ecuting them in wireless network simulations along with a Greedy [16] routing scheme.
Firstly, the network density is altered in Section 5.3.1 to gauge how it affects each
model. Secondly, the number of malicious nodes is varied in Section 5.3.2 with the
goal of corroborating how stable and efficient each model is. Thirdly, in Section 5.3.3,
the importance of setting appropriate model parameters is discussed by evaluating the
models” performance under different orders and update periods. Fourthly, according
to the previous discussion, the optimal model settings for the network are derived.
Then under these best settings in Section 5.3.4, the performance of the network with
or without trust models is observed. This allows to check how trust models help the
network reduce the message drop rate (percentage % of packets dropped). Finally, in
Section 5.3.5, the overhead of these three trust models in dense and sparse networks
respectively is contrasted. By focusing on the message drop rate, the prediction values
and the prediction errors, an insightful comparison among the ARX, AR and BRSN
models can be carried out. Furthermore, by referring to values reported by AIC and

FPE, the best model can be selected.
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5.3.1 Effect of Network Density on Message Drop Rate

In this section, we will focus on the message drop rate of the network in order to evaluate
the performance of each trust model. As demonstrated in Section 5.2, the message drop
rate of each trust model is calculated during 600 data sessions. To modify the network
density, the total number of nodes in the fixed area is varied. In this way, the number
of neighbors that provide recommendations varies too. This allows shedding light on

how the recommendations affect the overall performance of the trust models.

Drop Rate in the Network of 100 Nodes
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Figure 5.2: Drop Rate in the Network of 100 Nodes

With a varying number of recommendations, the ARX and BRSN models would
exhibit different performances. However, AR’s behavior will not change too much
because it does not need any recommendations. In order to evaluate the impact of
recommendations over the models’ performance, the number of nodes is set to 100, 90
and 80 with a constant 15% malicious node rate. By doing so, we vary the density
from dense to sparse and hence reduce the number of recommendations. The remaining
parameters are fixed as follows: the ARX model’s order is set to the best fit value [4, 3, 1]

and update period equals 5 time slots; the AR model’s order is set to the best fit value
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6 and update period to 5 time slots.

Drop Rate in the Network of 80 Nodes

0.4

A RX model
035
== AR model
03
o ==ir=BRSM model
E 0.25 -
o
o 0.2
B
a 015
o1 * — 2
0.05
]

50 100 150 200 250 300 350 400 450 500 550 600

Data Sessions

Figure 5.4: Drop Rate in the Network of 80 Nodes

Figure 5.2 to Figure 5.4 display the message drop rate with varying network den-
sity. In a dense network, a larger number of recommendations make ARX and BRSN

models achieve a lower drop rate than AR. Moreover, ARX reaches the stable state
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faster. For example, ARX maintains a stable drop rate after 250 data sessions when
100 nodes exist in the network. In a sparse network, a lower number of recommenda-
tions make ARX and BRSN models attain a similar drop rate to AR. For example,
the drop rate of these three models are very close to each other at the early stage
when there are only 80 nodes in the network. Notice that AR’s drop rate is almost
the same in these three figures as expected. Meanwhile, even with a small number of
recommendations, ARX is always the best trust model among all under consideration.
ARX was also able to help build reliable relationships among nodes more quickly with

more recommendations.

5.3.2 Effect of Malicious Nodes on Drop Rate

To validate how reliable and stable the trust models behave, the number of malicious
nodes in the network is modified in the range 5% to 20%. The number of nodes is
fixed to 100 so that the number of recommendations will remain unchanged. Other
parameters are set as follows: the ARX model’s order is set to the best fit value [4, 3, 1]
and update period to 5 time slots; the AR model’s order is set to the best fit value 6
and update period to 5 time slots.

Figure 5.5 to Figure 5.7 show the message drop rate in the network with 5%, 10%
and 20% of malicious nodes respectively.

Comparing these three figures, one can realize that all three trust models managed
to control the drop rate at the lowest level when there are only 5% malicious nodes.
As this percentage goes up, the drop rate is also growing from Figure 5.5 to Figure 5.7.
Moreover, the time for reaching the stable state is getting longer because the trust
models will require more time to identify a larger number of malicious nodes. One may
also conclude from the three figures that only ARX can still maintain the message drop
rate around 5% regardless of how many malicious nodes are there. With more of these

nodes in the network, however, the drop rate of BRSN increases from around 10% to
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15% and that of AR also surges from 10% to 20%. Therefore, we could deduce that

the ARX model is always able to work steadily even when a larger number of malicious

nodes permeates the network.

5.3.3 Effect of Model Parameters and Model Accuracy

In this section, we will talk about the influence of the model” parameters on the network
performance by evaluating the prediction errors. We will also analyze the model’s
property by referring to the AIC and FPE data. The prediction error is useful to
measure the difference between the predicted trust values and the observation trust
values. If we get a small prediction error value, it means that the predicted trust value
is close to the observation trust values, then we could tell that the model’s prediction
is so accurate that the system could identify the malicious nodes to avoid the attack.
The model’s parameters mainly consist of the model’s order and update period, which
are not present in the BRSN model.

In Sections 5.3.3.1 and 5.3.3.2, the prediction errors under different parametric

settings are contrasted. The best setting that leads to the lowest prediction error is
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sought as well. Our result is also verified by using the best set when comparing the
predicted values versus the observation values in Section 5.3.3.3. Then, with the best

setting at hand, the model’s property in Section 5.3.3.4 is discussed.

5.3.3.1 Effect of the AR Model Parameters on Prediction Error

The order of the model must be carefully selected. A large order value causes the
prediction to mostly rely on the previous reputations, which may lead to a prediction
lag. On the other hand, a small order value cannot provide enough information for
a precise prediction. Figure 5.8 unveils that the prediction error decreases before AR
model’s order reaches 6. After this point, the prediction error becomes visible. It
attains its lowest value when the AR model’s order is 6 while the network performance
peaks up.

Besides the model’s order, the update period is important as well. It determines
how often we change the model coefficient to fit the new reputation values. Figure 5.9
discloses the relationship between the prediction error and the model’s update period.
The curve reaches the lowest point when the update period is 5. Therefore, if we
update the model every 5 time slots, we could accomplish the smallest prediction
error. If we update it too often (i.e. update period is too small), we calculate the
coefficient using only a little piece of information, which may bring forth an inaccurate
prediction. Furthermore, updating the model too often costs the system a large amount
of computational effort and storage memory. On the contrary, if we set a long update
period, the model will quickly turn out-to-date given that it will not fit the newly

updated reputation values, thus leading to a decline in prediction accuracy.

5.3.3.2 Effect of ARX Model Parameters on Prediction Error

The order of the ARX model consists of three parts: [na, nb, nk|, where na is the order

of the direct reputation, nb is the order of the recommendation and nk is the number
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of recommendations that occur before they actually affect the prediction, which is set
to the default value 1. So we vary na and nb from 2 to 10 to behold the change in
prediction error. Figure 5.10 reports that when the order is [4, 3, 1], the prediction error
is the smallest. This order indicates that the prediction is the most accurate when it
relies on the proper number of objective recommendations instead of on the subjective
direct reputations. If we increase na, the prediction becomes inaccurate because the
information is too subjective. Otherwise, if we increase nb, the prediction is not precise
because it leans too much on the recommendations from other nodes, which may not

be trustworthy.

AR Prediction Error with Order Changing

Frediction Errar

Figure 5.10: The Prediction Error with Changing ARX Model Order

Similar to the ARX model, the best update period for AR is 5 time slots as Fig-
ure 5.9 indicates. This result is in perfect alignment with our experimental setting in

Section 5.2, in which the model should be validated every 5 time slots.
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5.3.3.3 Model Parameters Evaluation on Prediction Values

In Sections 5.3.3.1 and 5.3.3.2, the best parameter setting for the AR and ARX models
were identified. So in this Section, these settings will be verified by considering the
prediction values. Because the AR model is similar to ARX model in data processing,
we only focus on ARX’s prediction values.
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Figure 5.12: The Prediction Values with ARX Model Order Set to [2, 2, 1]

63



TrustValue

In Section 5.3.3.2, it was assumed that the prediction does not have enough infor-
mation to be accurate if it involves few direct reputations and recommendations, so
the prediction error is high. Figure 5.12 portrays the prediction values with the order
fixed to [2,2,1]. From the figure, one may become aware that the prediction values
hardly get close to the measured ones, especially when there is a large change in the
latter. This is because there is not enough information for the ARX model to perform
a forecast of the next trusted behavior. But with too much information (i.e. very high
order values), the prediction is also not accurate because the redundancy information
is overwhelming, as Figure 5.13 reveals. In Figure 5.13, the model order is set to
[7,4,1] yet the outcome is still unsatisfactory. The prediction has a latency when the
measured value changes to a large extent, due to the fact that the model could not
swiftly respond to the change in the out-to-date information. As discussed in Section
5.3.3.2, the best order is [4,3,1]. From Figure 5.14, it is possible to verify that the
prediction value and the measured value are close. When there is a big change in the

measured values, the model could manage the prediction under a permissible error.
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Figure 5.13: The Prediction Values with ARX Model Order Set to [7, 4, 1]
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Figure 5.16: The Prediction Values with ARX Model Update Period Set to 3 Time
Slots

As the update period changes, so it does the performance. Figure 5.15 compares
the prediction values yielded with the update period equal to 10 time slots. In order
to investigate the effect of the update period, the same order which is the best fit
[4,3,1] is kept. Compared with Figure 5.14 which exhibits the best update period
5 time slots, one could see that the prediction values in Figure 5.15 can not be
confined to a stable range as in Figure 5.14. If the model is updated too often (with
the update period set to 3 time slots as shown in Figure 5.16), the prediction value
largely fluctuates when the measured value changes and also becomes more dissimilar
from the measured value. This is ascribed to the fact that a long update period could
render the model outdated so that it may not fit the new updated information. On the
other hand, a short update period could render the information acquisition insufficient
so that the prediction is easily influenced by the sharp change of measured trust values,
as observed in Figure 5.16.

Therefore, by contrasting the prediction values with the measured values, it is
possible to verify that the best fit order for the ARX model is [4,3,1] and the best

update period is 5 time slots. This finding fully agrees with the result in Section 5.3.3.2.
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Table 5.1: Index for Comparison among the Models’ Property

Model AIC FPE

AR model -11.2660 || 0.0019
ARX model || -17.7852 || 0.0016
Bayesian -11.5207 || 0.0077

5.3.3.4 Model Evaluation

In order to evaluate the model properties, each model was constructed under the
best set, which is 100 nodes with 5% for each of them. The order and update period
parameters are set to [4,3,1] and 5 time slots for ARX model and 6 and 5 time slots
for the AR model, respectively. Then the ACI and FPE indexes [2] were computed for
the three models, as shown in Table 5.2.

The model with lowest AIC value best represents the time series (trust evolution)
with a minimum number of parameters (i.e., minimum model order); the most accurate
model has the smallest FPE value. As stated in Table 5.2, the AIC and FPE indexes
of ARX are lower than those of the other two models, which means that the ARX
model could best represent the trust evolution of a node with a tolerable number of
output parameters with respect to the AR and BRSN models, therefore confirming our
previous simulation analysis.

So, ARX renders a stronger representation than AR and BRSN models, which
means that ARX could express the system’s model more accurately so that it will lead

to a better prediction performance.

5.3.4 Comparison under the Best Parameter Setting

In order to achieve a more solid work, 100 nodes were deployed in the system and

randomly appointed 15% of them as malicious nodes so that there is a tolerable number
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of attacks to the system. For the ARX model, the order is the best fit value [4,3, 1]
and update period is set to 5 time slots. For the AR model, the order is also set to the
best fit value 6 and update period to 5 time slots. Then the simulations in Section 5.2
were conducted. These three trust models built-in systems were compared with the
non-trust-model-built-in system to judge to what extent is the trust model important

for prediction accuracy and controlled drop rate.

5.3.4.1 System Performance Comparison

Figure 5.17 displays the message drop rate of Greedy routing (without any trust model),
Greedy with BRSN [17], Greedy with AR and Greedy with ARX during 600 message

rounds.
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Figure 5.17: Message Drop Rate Comparison

Greedy combined with built-in trust models yields a lower drop rate than Greedy
alone. Notice that the drop rates of different trust models are close to each other at
the beginning but become distinct after several data sessions. This is because nodes

can not predict the trust values with a lack of information at the beginning. After a
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few interactions, however, nodes can foretell the trust values of others based on their
past behaviors. Thus, the drop rates of built-in trust model systems fall. After around
250 data sessions, the drop rates stabilize.

The ARX model reaches the best performance as the drop rate goes down the fastest
among all three models. BRSN leads to a lower drop rate than AR because it takes
into account the second-hand information (recommendations) when computing nodal
trust, which the AR model does not regard. Under the same condition, ARX does a
better job than BRSN because its data source is anchored on a more direct numerical
expression (weighting observations and recommendations) as opposed to the indirect
expression in BRSN. ARX calculates the predictions on the basis of the reputations,
whose values are the real observation trust values, so the direct data source expression
could lead to a straightforward prediction computation. In BRSN, on the contrary,
the prediction is derived out of two data sources, which represent the probability of
good and bad behaviors. So the prediction only shows which behavior is more likely

to occur instead of a trust value.

5.3.4.2 Prediction Values

In terms of analyzing which model can provide a better prediction, two out of 100
nodes were picked to calculate their observation trust values and prediction values
over the last 70 interactions and pass them on to these three models. The number of
malicious nodes was set to 15.

Figure 5.18 reports trust observations about a randomly selected malicious node
in comparison with the trust estimates by all three models during the initial 70 data
sessions. At the start, the initial opinions are all set to the default value 1, which means
complete trust. Then the predicted values of the AR and ARX models are calculated
from these initial values and become higher than the real observation values. This

creates a big gap between the observation values and the predicted values from AR
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Figure 5.18: Comparison between Observation Trust Values and Model Prediction
Values

and ARX. For BRSN;, at the beginning, the predicted value is around 0.5, which means
that both trusted and untrusted behaviors have the same probability to occur.

With a rise in the number of data sessions, the observation values also grow but not
sufficiently (at first data session 30). In this phase, the estimates of all three models
get close to the observations as expected, and AR is the fastest model to approach the
observation trust values. BRSN performs similarly to ARX but less accurate than it.

After a certain number of communications (around data session 35) , the observation
values are enough to compute more accurate prediction values. There is an obvious
difference for the ARX model, as its trust estimates are very near to the observations,
which indicates that it is the best model among all competitors. The AR model
sometimes gives precise predictions, but the predicted values are not continuous over
a period of time. This indicates that AR cannot work well for a long time. As for
ARX, the observation values and the predicted values match each other perfectly, and

last much longer than AR. One may conclude that ARX’s predicted values are close to
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the observation values and also can remain working well for a long time. Concerning
BRSN, the predicted values seem to fluctuate because its update scheme only takes
into account two parameters, which could lead to a large change from the previous

value.

5.3.5 Model Overhead

The overhead of each model must be taken into consideration when assessing its per-
formance. So in this section, we will focus on the memory and computation time
associated with each model. We also discuss the overhead under both dense and sparse

networks and its effect on each model.

5.3.5.1 Overhead Comparison in Dense Networks

To construct a dense network, we deployed 100 nodes and limit the number of malicious
nodes to 5 % of the total number of nodes. The storage overhead contains all the vari-
ables that are pre-set and generated in the network. The variables’ initializations are
all the same for these three models, such as node location information. The calculation
requires data types and steps of each model, which make the storage overhead different
for each model. The time overhead is the extra time consumed to send a packet one
hop distance in each model.

From Table 5.2, one may realize that the ARX model utilizes the largest storage
space and also the longest precessing time. Yet this finding does not mean that more
storage space costs more processing time. In fact, the time spent is related to the
computational complexity of each trust model. For example, the AR model only uses
676 K B space which is much smaller than the BRSN model, but AR model’s precessing
time is a little longer than BRSN’s. It means that although the processed data in AR
are fewer than those in BRSN, the former model entails more entangled computations

than the latter and hence it is more time-consuming.
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Table 5.2: Overhead Comparison in Dense Network

Model Storage Overhead || Time Overhead
AR Model 676 KB 7.25 ms
ARX Model 7T98KB 13.19 ms
BRSN Model 724KB 7.03 ms

Table 5.3: ARX model Node List

Variable Name Description

Observation trust values, the input of

Reputation(NeighborNodeNumber, 100) ARX model, could store 100 time slots values

Recommendation from share nodes of two

Recommendation(NeighborNodeNumber, 100) neighbor nodes, could store 100 time slots values

Prediction (NeighborNodeNumber,100) Model Prediction values.

Accumulator for calculating the Reputation

Trust .
every time slot.
Store the current ARX model between two
Model
selected nodes.
NeighborNode Store the neighbor node IDs

In the ARX model, the details for every node list are outlined in Table 5.3. It should
store the reputation values, the recommendation values for the model computation,
the prediction values for comparison with the observation values, the trust value as
an accumulator for calculating the reputation value every 5 message units and the
model’s information for each node pair. In addition, AR model’s list has almost the
same variables that ARX model except that AR does not include the recommendation
part.

For the BRSN model, Table 5.4 outlines its storage requirements. The list at each
node is totally different from those in ARX and AR. It has two parameters (« and
B) for model calculation, reputation and prediction parts for comparing results, and
a trust value for updating the reputation. As the storage list displayed in the table,

ARX model contains more information than the other two models, which results in
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Table 5.4: BRSN model Node List

Variable Name Description

. . Observation trust values, the input of
Reputation(NeighborNodeNumber,100) ARX model, could store 100 time slots values

Prediction (NeighborNodeNumber,100) Model Prediction values.

Accumulator for calculating the Reputation

trust i
rus every time slot.

Alphaa(1,NeighborNodeNumber) with r and s value

positive rating, it is updated every message transmission

Betaa(1,NeighborNodeNumber) with 7 and s value

Negative rating, it is updated every message transmission

NeighborNode Store the neighbor node IDs

bigger storage space. Considering the computation process, BRSN and ARX produce
the prediction value based on both reputations (first-hand information) and recom-
mendations (second-hand information), however AR only relies upon the reputation
values which leads to a large reduction of the storage overhead.

When it comes to time overhead, ARX possesses the longest processing time among
all models in this study whereas AR has the shortest processing time. If we examine
the details about how each model works, we could notice that ARX bears the most
complicated procedures on information requirement and data precessing. ARX and
BRSN need both direct reputation of their own experience and the recommendation
information coming from neighboring nodes. However, AR only needs its own di-
rect information, so ARX and BRSN incur in a waiting time for the recommendation
information from neighboring nodes and a processing time to merge the additional
recommendation into calculation, as opposed to AR which does not embrace these two
steps. Because the calculation and updating scheme for BRSN is much simpler than
for AR, the former saves more time specially in this long execution of data sessions.
ARX has the most embroiled calculation scheme and updates even more data than

AR, which leads to an increase in the processing time.
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Table 5.5: Overhead Comparison in Sparse Network

Model Storage Overhead || Time Overhead
AR model 498KB 6.14 ms
ARX model 576KB 9.24 ms
Bayesian 524KB 4.77 ms

5.3.5.2 Overhead Comparison in Sparse Network

A sparse network is created by setting 80 nodes, with 5% acting as malicious nodes
inside the network. Table 5.5 unfolds the overhead in this sparse network. Comparing
with Table 5.2, one could tell that the memory and time are much lower than those
in a dense network. Because a sparse network has less recommendations and infor-
mation data, each model requires less storage overhead, especially for ARX, which
exhibits a storage decrease over 200K B. With less recommendation combinations in
computation, the time for ARX and BRSN largely shrinks, but ARX is yet the most
time-consuming model. There is an obvious time gap between AR and BRSN, which
implies that the latter renders calculations faster than the other two models although
with a superior storage overhead.

When comparing the drop rate in dense and sparse networks, the bottom line is
that the recommendation information could help the ARX and BRSN models achieve
a better performance but has nothing to do with the AR model. Additionally, by
changing the parameters of the ARX and AR models, we observed the importance of
the model settings: the high order and update period values would lead to a prediction
latency whereas their low values would cause prediction inaccuracy because of the lack
of information. The best parameters for each model are also derived by calculating the
prediction errors and prediction values. Then with the best-fit parameters, we focus
on the drop rate to evaluate the impact of each model on the system (cf. Section 5.17),

and the prediction values to shed light on the accuracy of each model (cf. Section 5.18).
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From the results, one may say that the ARX model yields the best ability to control
the message drop rate and reach the stable state. Furthermore, it attains the most
accurate prediction of the trust values, which are nearly identical to the measured
values. However, the outstanding calculation ability of the ARX model comes at the
expense of the largest storage and time overhead, while the AR model has the least
overhead (cf. Section 5.3.5).

In light of the above facts, we choose our models depending on which aspect we
want to consider. For example, if we are mainly interested in the model’s accuracy,
ARX model is the best choice; however, if we intend to reduce the system overhead,

AR model would become our selection.
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Chapter 6

Conclusions & Future Work

6.1 Conclusions

In this thesis, we proposed to use an autoregressive model (AR) and an autoregressive
with exogenous inputs model (ARX) in wireless ad hoc networks for establishing trust
relation between nodes on the basis of their prior interactions.

We analyzed the performance of the proposed AR and ARX models by changing
the system density and model parameters, mainly observing the message drop rate and
prediction values. Both AR and ARX models were compared with a known Bayesian
non-autoregressive model named BRSN (Beta Reputation system for Sensor Networks).
From the results, we concluded that AR model is efficient in establishing trust relations
since it only counts on the direct interactions; however, it lacks supervision by other
nodes. The ARX model with an addition of recommendation input part makes the
supervision by other nodes available to build trust in a more reliable way but less
efficient (requiring extra local space for storing the recommendations) compared to the
AR model. Our simulations results show that the ARX model performs best in term of

accuracy and improvement brought to Greedy routing. Although BRSN model has the
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benefit of less information inputs and model complexity, it is not that efficient to build
a reliable relationship between nodes like the autoregressive models without sufficient

information about node historical behaviors.

6.2 Future Work

When a node has a low trust value, one below the threshold, it would never be taken for
cooperation by other nodes even if it wants to provide a trustable service. Such nodes
cannot participate in cooperation and only a few highly trustable nodes are available
in the network to do useful work. When there is a need to send a large amount of data
from one node to another, this will cause a problem. Therefore, we need to improve
the ARX model by considering the frequency of nodes activity to give the node with
low trust value more opportunity to communicate with other nodes and increase its
trust value by providing trustworthy services. Also as future work, we plan to compare
our proposed trust management system with existing trust management systems that

use different approaches, other than Bayesian.
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