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Abstract

Due to the rapid development of 3D display market, the protection and authen-
tication of the intellectual property rights of 3D multimedia has become an essential
concern. As a consequence, the digital watermarking for 3D image and video is at-
tracting considerable attention. The depth-image-based rendering (DIBR) technique
has been playing a critical role in 3D contents representation because of its numerous

advantages.

A good digital watermarking algorithm should be robust to various possible at-
tacks, including geometric distortions and compressions. And different from ordinary
2D digital watermarking, there are more specific requirements for 3D watermarking,
especially for DIBR 3D image watermarking. Not only the center view, but also
the virtual left and right views can be illegally distributed. Therefore, the embed-
ded watermark information should be accurately extracted from these three views

individually for content authentication, even under attacks.

In this thesis, we focus on the research of digital watermarking and watermarking
based quality evaluation for DIBR 3D images. We first present a 2D image and video
watermarking method based on contourlet transform, which is then extended to a ro-
bust contourlet-based watermarking algorithm for DIBR 3D images. The watermark
is embedded into the center view by quantizing certain contourlet coefficients. The
virtual left and right views are synthesized from the watermarked center view and
the corresponding depth map. One advantage of our algorithm is its simplicity and
practicality. However, the performance on watermark extraction needs to be further
improved. As an improvement, a blind watermarking algorithm for DIBR 3D images

based on feature regions and ridgelet transform is proposed. The watermarked view
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has good perceptual quality under both the objective and subjective image quality
measures. Compared with other related and state-of-the-art methods, the proposed
algorithm shows superiority in terms of watermark extraction and robustness to var-

ious attacks.

Furthermore, as one of the most promising techniques for quality evaluation, a
watermarking based quality evaluation scheme is developed for DIBR 3D images.
The qualities of the watermarked center view and the synthesized left and right views
under distortions can be estimated by examining the degradation of corresponding
extracted watermarks. The simulation results demonstrate that our scheme has good

performance of quality evaluation for DIBR 3D images under the attacks.
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Chapter 1

Introduction

1.1 Digital watermarking

Due to the rapid development of internet technologies and multimedia applications,
the consumers can easily have access to digital information. However, it also leads to
the problem of illegal copying and redistribution of digital media [1] [2]. Therefore, the
protection and authentication of the intellectual property rights of digital information

has become an essential concern.

The conventional cryptographic system permits only valid key holders access to
encrypted data. But after the data is decrypted, it would be difficult to trace illegal
reproduction. As a consequence, the digital watermarking is attracting considerable
attention as an effective complementary technology. It is an identification code that
is permanently embedded in the data and remains present within the data after any
decryption process. And different from the steganography technique [3] [4], a good

digital watermarking scheme can be robust to various possible attacks. Moreover,
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there should be no perceptible difference between the watermarked signal and the
original signal, and the watermark should be difficult to remove or alter without

damaging the host signal [5].

Fig. 1.1 presents a typical watermarking system, which includes a watermark
embedding process and a watermark extraction process. The watermark embedder
and the watermark detector are denoted by e(-) and d(-) respectively. The inputs to
the watermark embedder are the watermark W, the cover signal C' and the security
key K. The cover or host signal can be an image, video, audio or other media
formats. The watermark can be a number sequence or a binary pattern. The security
key is used to enhance the security of the whole system. The output of the watermark
embedder is the watermarked signal C,,. Therefore, the watermark embedding process

can be described as follows:

C,p = e(C, W, K) (1.1)
Watermark Attacks Optionz:l inputs
¢ Distorted i
\ 4 Watermarked watermarked
C ignal | Wat K data C icati data Wat k
over signa atermar ommunication atermar
: I — Output signal
embedder channels detector
4 A
Security key Security key

Figure 1.1: A typical watermarking system.

For the watermark detector, the inputs are the distorted watermarked signal C/ ,
the security key K, and depending on the approach, the original cover signal C' and/or

the original watermark W. As discussed in [6], the watermark detector has two
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functions. First, it extracts the possible watermark from the watermarked signal; the
second function is to justify whether the extracted watermark contains the original
watermark or not, and compare the extracted watermark with the original one to
obtain a confidence measurement. Therefore, the output of the watermark detector
can be the detected existence of the watermark, the extracted watermark W' or a

desired measurement. The watermark extraction process can be expressed as:

W' =d(C K, ) (1.2)

For a typical digital watermarking system, there are some necessary requirements:

1. The watermark W' can be detected from C,, or C;, with or without the existence

of the cover signal C.

2. (), should be highly close to C' and there is no perceptible difference between

them.

3. If C\, is unchanged, the extracted watermark W’ exactly matches the original

watermark W.

4. For robust watermarking, if C), is modified, W’ should still be correlated with

W so that the existence of the watermark can be clearly judged.

5. For fragile watermarking, W' can indicate the possible tampering to C! and

provide reflection on the degradation of CY,.

According to the cover signal that the watermark is embedded into, the digital

watermarking can be divided into different categories: digital image watermarking
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[7], digital video watermarking [8], digital audio watermarking [9], 3D digital wa-
termarking [10] and others such as text watermarking [11], software watermarking
[12], and database watermarking [13]. Digital watermarking can also be categorized
into three groups based on the availability of original data: non-blind watermark-
ing [14], semi-blind watermarking [15] and blind watermarking [16]. The non-blind
watermarking requires the original data to detect the embedded watermark. The
semi-blind watermarking does not require the original data but the watermark, while
the blind watermarking requires neither of them for watermark extraction. The blind

watermarking is more preferable for its practicality and efficiency.

In this thesis, most of the discussions will be focused on the blind digital 3D image

watermarking.

1.2 3D image watermarking

Due to the rapid development of internet technology and three-dimensional (3D)
display market, the production of 3D content available for human consumption has
increased dramatically. Quantities of recent movies have been produced in 3D form,
and it is expected that the 3D image and video applications will be widely commer-
cialized in the near future. Consequently, the protection of the intellectual property
rights of 3D multimedia is becoming an urgent need. The 3D watermarking has been

considered as an effective technique to solve this problem.

The human visual system (HVS) reconstructs a three-dimensional world from the
stereo pair of the retinal images on the 3D display. And the HVS perceives the depth

illusion of a 3D image from two different viewpoint images, one from the left-eye
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and another from the right-eye. There are two major existing techniques for 3D
image representation: stereo image recording (SIR) [17] [18] and depth-image-based
rendering (DIBR) [1] [2]. In the SIR system, the left view and right view are recorded
simultaneously from two cameras located at the positions of the two eyes. This
method offers a high quality viewing for the audience because the two captured devices
act like human eyes. However, this method has several drawbacks. It is very difficult
and costly to set the two cameras under the same conditions, like the same height and
brightness. Moreover, the initial depth condition is fixed so the viewer can not adjust
the depth condition they prefer. In addition, the double color images for one scene
consume large storage and transmission bandwidth, which is a critical issue for its
application [2]. By contrast, the DIBR technique only transmits the center view and
the corresponding depth information, and generates the virtual left and right views
at the content consumer side. In [19], a new scheme on 3D-TV using DIBR and its
actual implementation are described. The studies in “Advanced Three-Dimensional
Television System Technologies” (ATTEST) project [20] present the superiority of
DIBR 3D image representation over the traditional stereoscopic displays for 3D TV
broadcasting. The DIBR technique has attracted more attention due to its low-cost

configuration and practicability, and it provides a number of advantages:

1. The depth map consists of gray level pixels and a lot of smooth areas, so the
per-pixel depth information without many high frequency components can be

compressed efficiently before transmission to save bandwidth.

2. The problems of photometrical asymmetries in terms of brightness, contrast
and color between the left and right views are eliminated, because both views

are effectively synthesized from the same original center image.
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3. The viewers can easily adjust the depth degree by modifying the depth image
to suit their preferences in the DIBR system. In other words, the DIBR system
offers individualized depth configuration. This is an important feature taken
into account the fact that there is a difference in depth appreciation among

different viewers [20].

4. The DIBR system is compatible to 2D digital TV so that the center view can
also be used as 2D content. And the data representation format of monoscopic
image plus associated per-pixel depth information is ideally suited to facilitate

3D post-processing.

Due to the numerous advantages of DIBR technique and its practicality, the digital
watermarking for DIBR 3D images has become one of the most popular approaches for
preventing the increasing amount of 3D content from being distributed and used ille-
gally. Fig. 1.2 illustrates the illegal re-distribution performed at the content consumer
side. A 3D digital watermarking technique should not only consider the situations
in which the center view is illegally distributed, but also the circumstances in which

either the virtual left view or right view is leaked to the public without permission.

The conversion from 2D to 3D brings new challenges [21]. Different from ordinary
2D digital watermarking [16] [22] [23], there are more specific requirements for 3D
watermarking, especially for DIBR 3D image watermarking. Either the center view
or the virtual left and right views could be illegally distributed, so the watermark
information should be extracted from the three views individually for content au-
thentication. Moreover, besides the center image, the depth map could be distorted
by possible attacks during the transmission [24], which has a negative effect on the

generation of synthesized left and right images. Therefore, the watermarking tech-
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Figure 1.2: Illegal content distribution at the consumer side.

nique for DIBR 3D images should not only be robust to 2D image processing attacks,
but also resist some DIBR distortions which will be discussed in the next chapter.
However, quantities of 2D watermarking techniques [25] [26] [27] fail to resist 2D to
3D conversion and cannot be directly applied to 3D watermarking. In order to ad-
dress these problems, the work in this thesis is mainly conducted on the blind digital

watermarking for DIBR 3D images.

1.3 Depth-image-based rendering system

In this section, the depth-image-based rendering (DIBR) system is briefly introduced.
The DIBR is a process of synthesizing virtual views of a scene from still or moving

color images and associated per-pixel depth information [20] [28]. In a DIBR system,
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the virtual left view and right view can be rendered by pre-processing of depth map,
3D image warping and hole-filling processes. Note that the hole-filling is not necessary
if there are no holes to fill as a result of optimal pre-processing of depth maps [29].

Fig. 1.3 illustrates the major three steps of the DIBR process [20].

—» 3D Warping —» Hole-Filling

Depth Map
Pre-Processing

Depth Map Right View

Figure 1.3: Depth-image-based rendering system.

1.3.1 Pre-processing of depth map

As the first step, the pre-processing of depth map by smoothing filter can reduce the
hole occurrences in the virtual left and right views, especially in the depth regions
with sharp edges and discontinuities. There are two steps in the pre-processing of the
depth map: choosing the convergence distance Z. (zero-parallax setting (ZPS)) and

smoothing the depth maps.

Several techniques can be used to establish a ZPS. In the so-called “toed-in”
method, the ZPS is selected using a joint inward rotation of the left-eye and right-

eye cameras. Different from this one, the ZPS is established by “shifting” the depth
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image in the rendering system, where the ZPS plane is expressed by

(1.3)

where Z,,¢qr is the nearest clipping plane with gray value of 255 and Z,, is the farthest
clipping plane with gray value of 0 [29]. The zero-parallax setting is chosen to be
halfway between Z,.,, and Zy,,. Fig. 1.4 shows the center image, the corresponding
depth image and the mapping between intensity and depth value. In this process, the
gray values of an 8-bit depth image lie between Z,,cq, and Zy,,, and all the clipping
planes are parallel to the image plane. Then the depth map is further normalized so

that the values lie between -0.5 and 0.5.

255 Loear

Zfar

(b) ()

Figure 1.4: (a) The center image; (b) The corresponding depth image; (¢) The mapping
between intensity and depth value.

The second step in the depth map pre-processing is that different kinds of filters

can be adopted to smooth the depth image. For efficient implementation, Gaussian
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filter is employed in this thesis because of its adjustable window size [29].

1 T w
g(x,o)z\/%exp<—;>, _ESxS

(1.4)

SRS

where w is the filter’s window size, and ¢ is standard deviation, which controls the
depth smoothing strength. Different values of w and o have different effects on the

quality of the virtual views generated from the center image.

1.3.2 3D image warping

Three-dimensional image warping is very important in generating the virtual left
and right views. In this thesis, we only consider the commonly used parallel camera
configuration for the DIBR system. As shown in Fig. 1.5 [29], one point P with the
depth Z is mapped on the image plane of three cameras (C;, C,, and C,) at pixels x;,
z. and z,., respectively. In the image warping step, the virtual left and right views
can be synthesized from the center view and its depth map by the values of baseline
distance and focal length. In this case, the vertical coordinate of a pixel in the three
views remains the same. From the geometry in Fig. 1.5, the pixel-wise mapping can

be performed by the following formulas [29] [30]:

28
2

ta
2

NI
NI

T = Te + , Ty = T — (1.5)

where z., x; and z, are the viewpoints of the center view, the virtual left and the
virtual right views, respectively. f represents the focal length of the camera, t,
denotes the baseline distance and Z is the value of depth map associated with the

center view.
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Figure 1.5: Pixel-wise mapping in 3D image warping [29].

According to the depth map pre-processing in Section 1.3.1, the value of baseline
distance also indicates the depth range in the synthesized images. From Equ. (1.5),
the disparity x; — x, is proportional to the baseline distance t,. And the value of
disparity can indicate the distance between the object in the real world and the ZPS.
Based on the visibility property of 3D view, the pixels with the farthest depth value
are warped first since the closer object can occlude the farther object [1]. The baseline

distance ¢, can be adjusted by the audience to create a comfortable viewing [31] [32].

1.3.3 Hole-filling

Due to the sharp changes in the depth map and different viewpoints, there are new
exposed hole areas revealed in the rendered left and right views after the 3D warping
process. Some pixels’ information is lost during the pixel-wise mapping and some
areas occluded in the original image may become visible in the virtual views. These

newly exposed areas, referred to as “disocclusions” in computer graphics, typically
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happen at the edge of the foreground objects: when a camera moves rightwards, new
areas on the right side of the foreground object comes into view. However, there is
no information available in the original view on how these areas look like. The hole
occurrences can be reduced by the pre-processing of associated depth map. There are
many studies [33] [34] [35] on the hole-filling problem. One straightforward method
to fill the holes is the interpolation of neighborhood pixel information. Better quali-
ties of synthesized left and right views can be reconstructed with more complicated
extrapolation techniques. Considering the simplicity and practicality, we use linear
interpolation to fill the disocclusions. For linear interpolation, for each identified
empty pixel in the hole, we search for the three nearest pixels i, j, k and construct
a linear plane given their coordinates (z;,v;), (z;,v;), (@, yx). The empty pixel is
interpolated using the constructed plane and its own pixel coordinate. Fig. 1.6
presents an example of the right-eye image with holes and the corresponding image

after hole-filling processing.

1.4 Evaluation of 3D image watermarking

For digital watermarking, the following three requirements are commonly used to
evaluate the performance of a watermarking scheme. And a good watermarking

system should achieve a good trade-off among these requirements, refer to Fig. 1.7.

1. Invisibility. Invisibility means that there should be no perceptible difference
between the watermarked signal and the original signal. In other words, to

keep the good fidelity of the watermarked signal is required.

2. Robustness. Robustness against various attacks is an important criterion for a
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(b)

Figure 1.6: Hole-filling. (a) The right view with holes of image Ballet; (b) The corre-
sponding right view after hole-filling.

digital watermarking technique. For DIBR 3D image watermarking, a good wa-
termarking scheme should be robust to noise addition, image filtering, geometric

transformations like rotation, scaling and translation, and lossy compressions
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Figure 1.7: The requirements for a good digital watermarking system.

such as JPEG compression and JPEG 2000 compression. Moreover, it should
resist the common DIBR processing, such as depth map variation, baseline

distance adjustment and different rendering conditions.

3. Capacity. Capacity indicates the maximum amount of data the embedded wa-
termark can carry and those information can be extracted reliably for content

authentication.

1.5 Applications of 3D image watermarking

The watermarking technique for DIBR 3D images is developed based on the applica-

tions. The main applications are listed as follows:

1. Copyright protection. One of the main applications of 3D digital watermarking
is the copyright protection for 3D multimedia products. The copyright owner

can prove the ownership by extracting the embedded information. The water-
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marks used for this purpose are supposed to be very robust to various attacks

intended to remove the watermark [10] [36].

2. Quality evaluation. In this application, the watermark is embedded into the
cover signal. The watermarked signal and the watermark suffer the same possi-
ble distortions. The quality of distorted signal can be evaluated by examining

the degradation of extracted watermark [37] [38] [39].

3. Broadcast monitoring. The watermark pattern can be embedded as the iden-
tification information in the broadcast signals and be detected reliably and
interpreted correctly. Real-time watermarking allows the live active monitoring

for many channels [8].

4. Copy and usage control. It is to prevent the unauthorized copies of copyrighted
content. Different payment entitles users to have different privilege (play/copy)
on the object. Some systems are expected to have copy and usage control mech-
anisms, which prevent illegal copy of digital information or limit the number of

times of copying.

5. Forensic analysis. Digital rights management (DRM) systems are designed to
protect and enforce the copyright control with digital media content. A forensic
watermarking is embedded into the master copy of the content, and it allows the
owner to identify the illegal or unauthorized use and distribution of copyrighted

contents.
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1.6 Objectives of the thesis

For the application of copyright protection, 3D digital watermarking is expected to
be robust to various attacks. As discussed in Section 1.2, the conversion from 2D
digital watermarking to 3D digital watermarking brings new challenges. There are
two major categories of attacks for 2D digital watermarking. The first category refers
to the geometric attacks including rotation, scaling and translation (RST), cropping,
aspect ratio changes. The second category is classified as image/video compressions.
JPEG, JPEG 2000, MPEG-2, H.264/AVC and H.265/HEVC are common compres-
sions in digital watermarking. Besides the aforementioned attacks, there are some
specific distortions for 3D digital watermarking, especially for DIBR 3D image wa-
termarking. These additional attacks are baseline distance adjustment, depth map
variation and different rendering conditions, which are known as common DIBR pro-
cessing. Therefore, the watermarking technique for DIBR 3D images should not only
be robust to the 2D image processing attacks, but also resist the DIBR processing
distortions. However, the existing 2D watermarking algorithms can not be directly
extended to 3D watermarking since they are not robust to view synthesis process.
Either the center view or the synthesized left and right views could be illegal dis-
tributed, so the watermark should be extracted from the three views individually for

content authentication and copyright protection.

For the application of quality evaluation, the watermark should be embedded into
the cover image in a proper way, so that the extracted watermark can accurately
reflect the quality changes of the watermarked image under distortions. This is the
core of the whole scheme, which determines the accuracy of quality evaluation. And

to our best knowledge, there are no existing algorithms that achieve quality evaluation
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for DIBR 3D images using the watermarking technique.

Based on these two applications, the thesis has two main objectives:

1. This thesis is aimed to research and propose DIBR 3D image watermarking
algorithms robust to various attacks. It is considered the most challenging for a
3D watermarking algorithm to be robust to both 2D image processing attacks
and DIBR processing distortions. We will try to propose watermarking algo-
rithms for DIBR 3D images that have good performance in terms of watermark

invisibility and robustness to various attacks.

2. This thesis is aimed to research and devise watermarking based quality eval-
uation schemes for DIBR 3D images. We will try to use the watermarking
technique to evaluate the quality of the watermarked images under distortions.
The quality of the watermarked center view and the synthesized left view and
right view should be estimated using the degradation of corresponding extracted

watermarks.

For the envisaged DIBR 3D watermarking algorithms in the thesis, certain direc-
tional subbands in the various transforms are preferred for 3D DIBR given the left
and right synthesized views created from the center view. As discussed in Section 1.3
and according to Equ. (1.5), the DIBR system maps the pixels of the center image
to the virtual left and right images horizontally. Since each pixel moves horizontally,
the vertical edges and contours are more easily distorted than the horizontal ones. So
we should embed watermark data into the subbands with more information on the
horizontal direction. Otherwise, the watermark would probably be destroyed dur-

ing the process of generating the virtual left and right views, which would lead to
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unsuccessful copyright protection and quality evaluation for these DIBR synthesized

views.

1.7 Contributions of the research

The contributions of the thesis are on DIBR 3D watermarking. To be specific, they are
on watermarking algorithms and watermarking based quality evaluation algorithms
for DIBR 3D images. Regarding the contribution on watermarking algorithms for
DIBR 3D images, in the thesis, we have compared our proposed watermarking algo-
rithms with the existing state-of-the-art techniques for DIBR 3D image watermarking,
and the experimental results show the superiority of our proposed algorithms in terms
of robustness to various attacks. Regarding the contribution on watermarking based
quality evaluation schemes, our work is the first attempt to evaluate the synthesized
left and right views using the degradation of corresponding extracted watermarks. To
our best knowledge, there are no algorithms that can evaluate the quality of DIBR
3D images using the watermarking technique. The detailed contributions include the

following works:

1. To have a clear understanding of existing watermarking algorithms and develop
new watermarking schemes for DIBR 3D images, a detailed literature review

on related works has been given.

2. A new blind 2D image watermarking method based on contourlet transform
(CT) and principal component analysis (PCA) is first presented. Then it is

extended to blind video watermarking. The introduction of the CT produces the
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robustness against image and video compressions, and the PCA yields resistance

to geometric attacks.

3. Considering the directional multiresolution image representation and convenient
tree structures of contourlet transform, a robust contourlet-based watermarking
algorithm for DIBR 3D images is developed. The watermark can be detected
with low bit error rate (BER) from the center view, the left and right views
even when each view is distorted and distributed separately. The proposed
algorithm is robust to various image processing attacks and common DIBR
processing distortions. However, the performance on watermark extraction still

needs to be further improved.

4. As an improvement, a novel blind watermarking algorithm for DIBR 3D images
based on feature regions and ridgelet transform (RT) is proposed. The water-
marked view has good perceptual quality under both the objective and sub-
jective image quality measures. The proposed algorithm is evaluated against
various attacks, and demonstrated to have superiority over other related and

state-of-the-art methods in terms of watermark extraction.

5. A watermarking based quality evaluation scheme for DIBR 3D images is de-
vised. The qualities of the watermarked center view and synthesized views can
be estimated by examining the degradation of corresponding extracted water-
marks. The proposed scheme can evaluate the quality of the watermarked image

under various distortions with high accuracy.

Journal articles generated from the research:
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1. Lei Chen and Jiying Zhao, “No-reference perceptual quality assessment of stereo-
scopic images based on binocular visual characteristics”, submitted to Signal

Processing: Image Communication, under review.

2. Lei Chen and Jiying Zhao, “Quality evaluation of DIBR 3D images based on

blind watermarking”, submitted to Multimedia Systems, under second review.

3. Lei Chen and Jiying Zhao, “A robust blind watermarking algorithm for depth-
image-based rendering 3D images”, submitted to Signal Processing: Image

Communication, under second review.

4. Lei Chen and Jiying Zhao, “Perceptual quality assessment of stereoscopic im-
ages based on local and global visual characteristics”, Multimedia Tools and

Applications, accepted.

5. Lei Chen and Jiying Zhao, “Contourlet-based image and video watermarking
robust to geometric attacks and compressions”, Multimedia Tools and Applica-

tions, vol. 77, no. 6, pp. 7187-7204, 2018.

6. Lei Chen and Jiying Zhao, “Robust contourlet-based blind watermarking for
depth-image-based rendering 3D images”, Signal Processing: Image Communi-

cation, vol. 54, pp. 56-65, 2017.

Conference papers generated from the research:

1. Lei Chen and Jiying Zhao, “No-reference quality assessment for stereoscopic 3D
images based on binocular visual perception,” in Proceedings of IEEE Interna-
tional Symposium on Haptic, Audio and Visual Environments and Games, pp.

1-5, 2018.
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2. Lei Chen and Jiying Zhao, “Quality assessment of stereoscopic 3D images based

)

on local and global visual characteristics,” in Proceedings of IEEE International

Conference on Multimedia and Expo Workshops, pp. 61-66, 2017.

3. Lei Chen and Jiying Zhao, “Watermarking based quality assessment for DIBR
3D images,” in Proceedings of IEEE International Symposium on Smart Data,

pp. 810-814, 2016.

4. Lei Chen and Jiying Zhao, “Robust contourlet-based watermarking for depth-
image-based rendering 3D images,” in Proceedings of IEEE International Sym-

posium on Broadband Multimedia Systems and Broadcasting, pp. 1-4, 2016.

5. Lei Chen and Jiying Zhao, “Adaptive contourlet-based image watermarking
robust to geometric transformations and image compression”, in Proceedings of
[EEE International Instrumentation and Measurement Technology Conference,

pp. 996-1001, 2016.

6. Lei Chen and Jiying Zhao, “Adaptive digital watermarking using RDWT and
SVD,” in Proceedings of IEEE International Symposium on Haptic, Audio and

Visual Environments and Games, pp. 1-5, 2015.

1.8 Thesis structure

The thesis is organized as follows. The fundamental theories and techniques used in
this thesis are introduced in Chapter 2. Chapter 3 reviews the existing algorithms on

DIBR 3D image watermarking and other related digital watermarking approaches. In
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Chapter 4, a blind image watermarking method robust to geometric attacks and com-
pressions is presented, and it is extended to blind video watermarking. In Chapter 5,
a robust contourlet-based watermarking algorithm for DIBR 3D images is developed.
Before introducing the watermark embedding and extraction steps, we give analysis
on why we make similar subbands in a pair, and why we can use coefficient quantiza-
tion for watermark embedding. We analyze that the watermark should be embedded
into the first four subbands instead of other subbands because of DIBR view syn-
thesis, which has been confirmed by the experimental results. The robustness of the
proposed algorithm against image processing and common DIBR processing attacks
are shown in the experiments. In Chapter 6, a novel digital watermarking algorithm
for DIBR 3D images based on feature regions and ridgelet transform is proposed.
Before proposing our algorithm, we provide explanations on why we select ridgelet
transform for watermark embedding and watermark extraction. The performance of
the proposed algorithm is evaluated against various attacks and the simulation results
are provided in detail. The analysis and discussions of the performance are addressed
as well. In Chapter 7, a watermarking based quality evaluation scheme for DIBR
3D images is devised. Before introducing our proposed scheme, we give discussions
on why the DT-CWT is suitable for watermarking based quality evaluation. And
we present analysis on the subbands selection. The performance on quality evalua-
tion is given in the experimental results. Finally, the thesis is concluded and some

suggestions or ideas for future research work are given in Chapter 8.

Chapter 5, Chapter 6 and Chapter 7 are the main components of the thesis. The
schemes in Chapters 5 and 6 are proposed for DIBR 3D image watermarking, and

the scheme in Chapter 7 is proposed for watermarking based DIBR 3D image quality
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evaluation. All these three chapters are on DIBR 3D watermarking but for different
applications which are copyright protection and quality evaluation. The proposed
schemes in Chapters 5 and 6 have their own advantages and can be used for different

scenarios.



Chapter 2

Fundamental theories and

techniques

This chapter introduces the fundamental theories and techniques used in the digital
watermarking and watermarking algorithms for depth-image-based rendering (DIBR)

3D images.

2.1 Geometric transformations and compressions

The geometric transformations and compressions are common signal processing at-
tacks for digital watermarking [22]. The geometric transformations, such as rotation,
scaling and translation (RST) [40] [41], are considered more difficult to tackle than

other types of attacks in image watermarking.

24
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2.1.1 Geometric transformations

Rotation

A two dimensional rotation is operated on an image or video frame by repositioning
it along a circular path in the xy plane. The rotation of a point at (z,y) by an
angle # about the origin clockwise can be expressed by the following transformation
equations:

1’ = xcosh + ysind

(2.1)

/ —_—

Yy = —xsinb + ycosl

Scaling

The size of an image can be modified by a scaling transformation. The scaling from
the coordinate values (x,y) to the transformed coordinates (z’,y’) can be obtained by
multiplying scaling factors a and b, which is expressed in the following transformation

equations:

(2.2)

Scaling factors a and b scale images in the x direction and y direction respectively.
a and b are usually assigned the same value, where a uniform scaling is produced to

maintain relative image proportions.
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Translation

A translation (or shift) is operated on an image by repositioning it along a straight line
path from one coordinate location to another. The translation of a two dimensional
point from the original coordinate position (z,y) to a new position (z’,7y’) can be

obtained by adding translation distances, xy and yq:

¥ =x+x
(2.3)

Y =y+w

where the translation distance pair (g, yo) is called a translation vector or shift vector.

2.1.2 Compressions

In this section, we briefly discuss the common image and video compressions [42] [43].

JPEG compression and JPEG 2000 compression

JPEG is a frequently used technique of lossy compression for digital images, especially
for the images obtained from digital photography. The degree of compression can be
adjusted, which allows a selectable trade-off between image quality and storage size

[44]. JPEG uses a lossy form of compression based on the discrete cosine transform

(DCT).

JPEG 2000 is an image compression standard and coding system, which was
created by the Joint Photographic Experts Group committee in 2000. It is possible

to store different parts of the same image with different qualities [45]. Due to the
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use of discrete wavelet transform (DWT) and a more complicated entropy encoding
scheme, JPEG 2000 has a significant superiority over certain modes of JPEG: there

is no blocking and the artifacts are less visible.

MPEG-2, H.264/AVC and H.265/HEVC

Video compression removes the spatial and temporal redundancy information from
large video data while keeping perceptual quality. It is a trade-off among video quality,

disk space, and the cost of hardware [46].

MPEG-2 is widely used for compressing digital TV signals, in either SDTV or
HDTYV broadcasting and communications. It supports both interlaced and progres-
sive videos and allows three options for chrominance format, 4:2:0, 4:2:2 and 4:4:4.
MPEG-2 specifies that the raw frames can be compressed into three types of frames:
intra-coded frames (I-frame), predictively coded frames (P-frames), and bidirectional

predictively coded frames (B-frames) [47].

H.264 or advanced video coding (AVC) is a block-oriented motion-compensation-
based video compression standard. It contains a number of new features, such as
multi-picture inter-picture prediction, spatial prediction, lossless macroblock coding,
etc. These features enable it to compress video much more efficiently than older

standards and provide more flexibility for applications [48].

High efficiency video coding (HEVC), also known as H.265, is the latest video
compression standard that can double the data compression ratio at the same level
of video quality. The primary changes for HEVC include the expansion of the pat-
tern comparison and difference-coding areas, improved motion compensation filtering,

improved motion vector prediction and motion region merging [49].
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2.2 Common DIBR processing

Besides the ordinary 2D image processing distortions discussed above, there are some
common DIBR processing for the DIBR 3D image system. The virtual left and right
views are rendered based on possibly attacked depth images or different baseline
distances. In addition, there are three major steps in a DIBR system and the detailed

operations can be different for practical applications.

2.2.1 Baseline distance adjustment

When the center image and the depth map are transmitted to the receiver side, the
user may change the level of depth perception by adjusting the baseline distance (i.e.,
t, in Equ. (1.5)) for rendering. One of the advantages of the DIBR system is the
flexibility of depth adjustment. Because personal preference and viewing distance
vary, the viewers could adjust the baseline distance within a proper range. The cor-
responding left-eye and right-eye images will be obtained by rendering with different
baseline distances in the DIBR system. However, as discussed in [20] [29], large base-
line distances induce discomfort 3D viewing, while small baseline distances make the

3D viewing converging to the traditional 2D viewing.

2.2.2 Depth map variation

As discussed in Chapter 1, the pre-processing of depth image can reduce the hole
occurrence to render the left and right views with high quality. However, similar to
the center view, the depth map may be compressed or suffer from the channel noise

during transmission. Consequently, the receiver side renders the left and right views
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based on the modified depth map. And the distortion in a depth map can introduce a
position error in the synthesized views [50]. Fig. 2.1 presents the original depth maps
of images Art and Books, and the corresponding distorted images with Gaussian noise

and JPEG compression.

(e) (f)

Figure 2.1: Depth map variation. (a) and (b) The original depth images of Art and Books;
(c) and (d) The depth images with Gaussian noise (Variance: 0.1); (e) and (f) The depth
images with JPEG compression (Quality factor: 10).
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2.2.3 Different rendering conditions

As presented in Chapter 1, there are three major steps in a DIBR system. The detailed
operations can be different for different applications. Here we introduce two typical
and different rendering methods used in the DIBR system. In [29], the depth maps are
pre-processed with an asymmetric filter to smoothen the sharp changes around object
boundaries. The smoothing alleviates the disocclusion areas where potential artifacts
can occur. The asymmetric nature of the filter reduces the amount of geometric
distortion. In [51], the edge dependent depth filter and interpolation are used for the
DIBR system. The edge dependent depth filter can decrease the occurrence of big
holes, and the edge dependent interpolation is to preserve the edge information of
the interpolated area. In addition, the vertical edge rectification provides the depth

accuracy along the vertical line.

2.3 Contourlet transform

Natural images contain intrinsic geometrical structures that are key features in visual
information. The ordinary wavelets are good at isolating the discontinuities at edge
points, but can not capture the smoothness along the contours. Moreover, separable
wavelets have limited directional information, which is an important and unique fea-
ture for the multidimensional signals. These behaviors indicate that more powerful

representations are needed.

Contourlet transform (CT), proposed by Do and Vetterli [52], provides a flexi-
ble multiscale and directional decomposition of images. It uses a double filter bank

structure to obtain images with smooth contours. There are two major stages in this
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double filter bank: Laplacian pyramid (LP) and directional filter bank (DFB). The
LP is first applied to capture the point discontinuities, and the DFB is followed to
form linear structures from those point discontinuities. The final result is an image
expansion using basic elements like contour segments. The contourlets have elon-
gated supports at various scales and directions, which allows contourlets to efficiently
approximate a smooth contour at multiple resolutions. In addition, the C'T provides

a multiscale and directional decomposition in the frequency domain [52].

2.3.1 Laplacian pyramid

The Laplacian pyramid (LP) [53] at each level decomposes a downsampled lowpass
version of the original image and the bandpass images. The bandpass image can be
considered as the difference between the original image and the lowpass image. The
LP decomposition process is described in Fig. 2.2(a), where H and G are the analysis
and synthesis filters, and M is the sampling matrix. Note that in multidimensional
filter banks, sampling is represented by sampling matrices; for example, downsampling
xz[n] by M yields x4[n] = x[Mn], where M is an integer matrix. As can be seen from
this figure, given the original signal x, the outputs are a coarse approximation a and
a difference b between the original signal and the prediction. This process can be
iterated on the coarse signal. The analysis and synthesis filters are time reversal, the
use of the optimal linear reconstruction using the dual frame operator is shown in Fig.
2.2(b). The new reconstruction is different from the ordinary approach, where the
signal is reconstructed by simply adding back the difference to the prediction from
the course signal [52]. Furthermore, it is shown to achieve better performance than

the ordinary reconstruction in the presence of noise.
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Figure 2.2: The analysis and synthesis of Laplacian pyramid (LP) [52]. (a) One level of
decomposition; (b) The new reconstruction scheme for the LP.

Different from the critically sampled wavelet technique, the LP has the prop-
erty that each pyramid level produces only one bandpass image, and there is no
“scrambled” frequencies in this image [52]. In the wavelet filter bank, the frequency
scrambling occurs when a highpass channel is folded back into the low frequency band
after downsampling, and thus its spectrum is reflected. However, by downsampling

the lowpass channel only, this effect can be avoided in the pyramid frames.

2.3.2 Directional filter bank

The directional filter bank (DFB) can be performed with high efficiency via an [-level
binary tree decomposition, and there are 2! subbands with wedge-shaped frequency
partitioning as illustrated in Fig. 2.3 [52]. The construction of the DFB in [54]

consists of two building blocks. The first building block of the DFB is a two-channel
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quincunx filter bank fan filters, which divide a 2D spectrum into horizontal and
vertical directions. The second building block is a shearing operator, which amounts
to reordering of image samples [52]. The critical issue in the DFB is to combine
shearing operators together with quincunx filter banks appropriately to obtain the

desired spectrum division shown in Fig. 2.3.

W2 (7, )
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Figure 2.3: An example of frequency partitioning in DFB, where [ = 3 and there are
23 = 8 frequency subbands [52].

2.3.3 Discrete contourlet transform

Fig. 2.4 describes the image decomposition in the contourlet filter bank. The LP first
decomposes the image into the bandpass images and a lowpass image. The lowpass
image coveys the low frequencies of the original image. The bandpass image can be
considered as the difference between the original image and the lowpass image. Then
every bandpass image is fed into the DFB to obtain the directional subbands, which

can be adjusted by the users. The scheme can be iterated on the lowpass image to
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obtain the images decomposed at different pyramidal levels and multiple directions.

Lowpass
Image

Lowpass
Image
Bandpass

| Directional
Image | Subbands
Image [
Bandpass _| Directional
Image | Subbands
Laplacian Pyramid Directional Filter Banks

Figure 2.4: The image decomposition in contourlet filter bank (LP and DFB).

Fig. 2.5 gives the final result of the Barbara image in contourlet domain, which
is the output of Fig. 2.4. The numbers in the subfigure on bottom left denote
the corresponding directional subbands accordingly (from left to right, from top to
bottom). The original image is first decomposed into two pyramidal levels. The
image (A) is the final lowpass image. For the directional subband decomposition
in Fig. 2.5, the bandpass images can be decomposed into four directional subbands
(B1-B4) and eight directional subbands (C1-C8), respectively. The different images
represent different directional subbands at different scales through Laplacian pyramid
and directional filter banks. The sizes and shapes of the directional subbands are
determined by the iterated contourlet filter banks. The brighter areas indicate larger

coefficients while the darker areas represent smaller coefficients [55].
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Figure 2.5: Contourlet transform of the Barbara image. The numbers in the subfigure on
bottom left denote the corresponding directional subbands accordingly.

2.4 Principal component analysis

Principal component analysis (PCA) is defined as an orthogonal linear transforma-
tion, which can convert a set of possibly correlated variables into several linearly
uncorrelated variables. The number of principal components may be smaller than
the number of original variables. In this transformation, the first principal compo-
nent has the largest possible variance, and each succeeding component in turn has
the highest variance under the constraint that it is orthogonal to the preceding com-
ponents. The resulting vectors are an uncorrelated orthogonal basis set. The PCA
is closely related to the Karhunen-Loeve Transform (KLT) and can be seen as an
approximation of the KLT. It has good performance in terms of data de-correlation

and energy concentration. This technique has been widely applied to many aspects,
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such as image processing, pattern recognition and data analysis.

For image processing, the PCA is considered as a linear transform technique to
convey most information about an image to principal components [56]. And different
from the KLT, most energy of the image is concentrated into the first several prin-
cipal components and the remaining components are not significant. It is feasible to
reconstruct an accurate image by using only the first few principal components. More-
over, the principal components of an image have good stability and do not change

significantly when the image is under attack [56] [57].

Let an image be an M x N matrix, and partition the image into several sub-images
denoted by I = (w1, 23, ...,7,,)". Calculate the covariance C; of the sub-images, the

corresponding eigenvalues and eigenvectors.

where m; = E(x;) is the mean vector of each sub-image z; (i = 1,2,...,m), and F

denotes calculating averages of the observed quantities over the image block.

By using the eigenvalues and the corresponding eigenvectors of the covariance

matrix, each sub-image can be decomposed into uncorrelated coefficients:

C[Uj == )\jvj (25)

where \; (j = 1,2,...,n) is the eigenvalues of the covariance matrix C; and v; is
the corresponding eigenvector. The orthogonal matrix V' formed by the eigenvectors
V = (v1,vg,...,v,) is the basic function of PCA. In order to obtain the principal

components of the sub-images, the original image I can be de-correlated by the matrix
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V', and the eigen-image P can be calculated using the following equation.

P = VT] = (p17p27 '“7pn)T (26)

The corresponding values p; (j = 1,2, ...,n) are the principal components of each
sub-image coefficients. Since the decomposition is operated according to the maxi-
mum of the variance, the first components contain the significant information of the
image and the last components correspond mainly to noise. Also, the original image

can be retrieved by

I=WVhH'P=vP (2.7)

2.5 Scale invariant feature transform

Scale invariant feature transform (SIFT) was proposed by D. G. Lowe [58] to extract
distinctive invariant features from images. It can be used to perform reliable matching
between different views of an object or a scene. In SIFT, the extracted invariant
features are represented using some detected interest points, which are well localized in
both spatial and frequency domains. These interest points with desirable property of
invariance to rotation, scaling and noise addition are selected and defined as keypoints.
There are four key stages in the SIFT used to generate the set of image features: scale-
space extrema detection, keypoint localization, orientation assignment and keypoint

descriptor.
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2.5.1 Scale space extrema detection

As the first stage, the detection of scale space extrema is implemented efficiently by
using a difference of Gaussian (DoG) function to identify the potential interest points
that are invariant to scale and orientation. Detecting locations can be accomplished
by searching for stable features across all possible scales. Suppose I(x,y) is the
original center image with size of M x N, L(x,y) is the blurred image filtered by the

Gaussian filter G, defined as:

1
V2mo?
Li(z,y) = G, x I(x,y) (2.8)

Gy = exp[—(2* +y*)/(207)]

L2(£7y) - chr * ](‘ray)

where ¢ is a constant factor and o denotes the scale. Here, L;(z,y) and Lo(x,y) are
different in scale by the factor g. The function G, is chosen due to its practicality

[58]. Then the DoG filtered image can be calculated by

DoG = Ly(z,y) — Li(z,y) = Ggo ¥ I(z,y) — G, x I(x,y) (2.9)

In order to detect the local maxima and minima of DoG, each sample point is com-
pared to its eight neighbors in the image. The sample point is selected as a keypoint
candidate only if it is larger than all of these neighbors or smaller than all of them.
However, extrema that are close together are quite unstable to small perturbations
of the image. The suitable keypoint candidate can be chosen by studying a range of
sampling frequencies and using those that provide the most reliable results under a

realistic simulation [58].
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2.5.2 Keypoint localization

Once a keypoint candidate has been found, the next step is to perform a detailed fit to
the nearby data for determining location and scale. This is to select the keypoints with
good stability. The candidate points that have low contrast or are poorly localized

along an edge are discarded.

For accurate keypoint localization, the approach in [59] calculates the interpolated
location of the maximum. The interpolation is implemented using the quadratic

Taylor expansion of the DoG function which can be expressed by
Dx)=D+ —uz+ -1 —=x (2.10)

where D and its derivatives are evaluated at the candidate keypoint. To remove
the keypoints with low contrast, the value of the second-order Taylor expansion is
calculated and if it is less than a threshold, the candidate keypoint is discarded. In
addition, the keypoints with high edge response are eliminated by finding the principal
curvatures for the eigenvalues of the second-order Hessian matrix [58]. The principal

curvatures can be calculated from a 2 x 2 Hessian matrix H:
H = (2.11)

where the derivatives can be obtained by calculating the difference of neighboring

sample points. Then the ratio of principal curvature is checked as follows:

(D + Dyy)? _ (r+1)?
D3y Dy — (Da:y)2 r

(2.12)
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The experiments in [58] use a value of r = 10, which rejects keypoints that have a

ratio between the principal curvatures greater than 10.

2.5.3 Orientation assignment

A consistent orientation is assigned to each keypoint based on local image properties.
The keypoint descriptor can be represented relative to the assigned orientation, which
provides invariance to concerned transformations. In the process of orientation as-
signment, the gradients of the sample points within a region around the keypoint are
computed. Then an orientation histogram is created from the gradient. The highest
peak in the histogram is detected and assigned as the orientation of the keypoint. In
this way, the orientation would not be affected by noise addition and local distortion

[58].

2.5.4 Keypoint descriptor

The previous steps have assigned an image location, scale, and orientation to each
keypoint. Then a descriptor is computed for the local region that is invariant to the
remaining variations like change in illumination. First a set of orientation histograms
is calculated from magnitude and orientation values of samples in a 16 x 16 region
around the keypoint. The magnitudes are further weighted by a Gaussian function
and the descriptor becomes a vector of all the values of these histograms. This vector
is then normalized to unit length in order to enhance invariance to affine changes in

illumination.

Fig. 2.6 presents an example of the final result of selected scale-invariant keypoints
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using SIFT. These keypoints (marked as “+”) are highly distinctive and invariant to

image rotation, scaling and noise addition.

Figure 2.6: Keypoints selection using SIFT. (a) The original image of Breakdancers; (b)
The final selected keypoints.
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2.6 Ridgelet transform

The ridgelet transform [60] was introduced as a sparse representation of functions on
continuous spaces. It was proposed to overcome the problem of the wavelet transform
in representing objects with singularities along line [61]. Compared with traditional
transforms like discrete wavelet transform (DWT), the ridgelet transform is more
effective in sparse image representation, and the most significant information of an
image can be represented by the most energetic coefficients. It is a good transform
domain for watermark embedding and extraction [62] [63]. Firstly, most of the en-
ergy of the image is concentrated in just a few coefficients, which is good for digital
watermarking. Moreover, the ridgelet coefficients of an image have good stability and
do not change significantly when the image is under possible attacks. In addition,

the image can be reconstructed with high accuracy using inverse ridgelet transform.

i k/D\;’T\&k

FRAT

Finite Radon Finite Ridgelet

Image . .
8 Transform Domain Transform Domain

Figure 2.7: Diagram for the finite ridgelet transform [61].

There are different solutions of ridgelet transform for practical applications. In this
thesis, we apply the finite ridgelet transform (FRIT) [61] to the watermark embedding
regions for its practicality and efficient implementation. As illustrated in Fig. 2.7,

there are two major stages in the FRIT. The line singularities of an image is mapped
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to point singularities using the finite Radon transform (FRAT). Then the wavelet
transform is used on each FRAT projection. The FRAT of a real function f on a
finite p x p grid Zg (Z, =0,1,---,p—1, where p is a prime number) is defined as

follows:

1
rll] = FRAT (k1) = — i g 2.13
k[l] (k1) \/]_jm)%;k’lf[ 7l (2.13)

where Lj; are a set of points used to form a line on the lattice, k denotes the slope

of line and [ is the intercept. These lines are obtained by

Ly ={(i,j): j=ki+1 (mod p),i € Z,},0 <k <p,

Ly, = {(,5):j€ Zp}-

(2.14)

Here, k = p corresponds to the case of vertical lines. There exist p — 1 independent
FRAT coefficients in each direction [61]. Then the 1-D wavelet transform is operated

on the FRAT projection sequence of each direction to obtain the FRIT coefficients.

The inverse ridgelet transform is performed by applying inverse wavelet transform
to the FRIT coefficient in each direction k to obtain the FRAT coefficients, then the
image can be reconstructed with finite back-projection (FBP) operator [61]. FBP is
obtained by summation of Radon coefficients of all lines with a point F;; on them,

that is

FBP,( I, (i,5) € Z; (2.15)

%IH

(k,DEP,
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where
P i={(k1):l=7—Fki (mod p), k€ Z,} U{(p,i)}. (2.16)

According to the property of finite geometry Zz, summation of Radon coefficients on
all lines which pass through the point (7, j) is equal to the summation of all points in
the ZI? , except for the points on all p + 1 lines. This can be shown by substituting

Equ. (2.13) into Equ. (2.15) as:

o 1 g .
FBP,(i,j) =~ Y fli'5 5"
p (k,l)GPi,j (i’,j’)GLk’l
1 g . .
==( Y S5 +p- fli.d]) (2.17)
P winez
= fli, J]

So the back-projection operator indeed computes the inverse FRAT for the images.

By using the FRIT, a non-redundant representation of image will be obtained.

2.7 Dual-tree complex wavelet transform

The dual-tree complex wavelet transform (DT-CWT) was first introduced by Kings-
bury [64]. This transform has the desirable properties of perfect reconstruction, ap-
proximate shift invariance, good directional selectivity, limited redundancy and ef-
ficient computation [65]. Unlike the traditional discrete wavelet transform (DWT),
two independent DWTs are exploited for the DT-CW'T. As shown in Fig. 2.8, a 1-D

signal z[n] is decomposed and constructed by two DWTs, each of which is called a
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tree and uses different filter banks for perfect reconstruction. The g0 and h0 are the
lowpass filter and highpass filter for Tree A, and gl and hl are the lowpass filter
and highpass filter for Tree B. The coefficients produced by these two trees can be

combined to form one set of complex coefficients:

Ya + JYb (2.18)

where y, and y, are real coefficients from these two trees respectively. It can also
be denoted in the polar form as me’®, where m = /y2 + y2 and 6 = arctan(yy/ya,).
The dual-tree approach provides wavelet coefficients that are shift invariant. In other
words, small shifts in the input signal will not cause significant variations in the DT-
CWT coefficients at different scales. Moreover, the filters used in tree B are devised

to yield outputs at the sample locations which are discarded in tree A.
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Figure 2.8: DT-CWT for 1-D signal [64].
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For 2-D signal, DT-CW'T requires a 4:1 increase in the number of coefficients and
provides approximate shift invariance in the horizontal and vertical directions. The
2-D DT-CWT produces six subbands that correspond to the outputs of six directional
filters oriented at angles of +15°, +45° and £75°. Fig. 2.9 illustrates the 2-D impulse
responses of the reconstruction filters in 2-D DT-CWT. The set of bandpass complex

wavelet coefficients can be expressed by
ys,d(“s» Us) = ms,dejas’d(usms) (219)

where s and d (d = 1,2,---,6) represent the level of decomposition and the direction

of the filter, respectively. The variables u, and v4 specify the location of the complex

Real

coefficients in each subband.
150 450 750 -750 -450 -150

Imaginary

Figure 2.9: 2-D impulse responses of the reconstruction filters in the DT-CWT [65].
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2.8 Performance criteria and measurements

In this section, the performance criteria and measurements for watermark invisibility,

watermark extraction and quality evaluation are introduced respectively.

2.8.1 Performance criteria for watermark invisibility

For watermark invisibility, we use both objective and subjective quality measures
to test the fidelity of watermarked images. In objective image quality evaluation,
the peak signal-to-noise ratio (PSNR) and the structural similarity (SSIM) are used.
In subjective image quality evaluation, the double-stimulus continuous quality scale

(DSCQS) method is adopted.

PSNR

Peak signal-to-noise ratio (PSNR) is most commonly used to measure the quality of

image reconstruction. It can be easily defined via the mean square error (MSE).

1 M N R
MSE = —— (I(i,5) — 1(i,5))?
MN ;; (2.20)

MAX
PSNR = 2010910\/M—SE

where I and I are the original image and the distorted image respectively; (i, j) are
the coordinates of the current pixel in the image; M and N are the numbers of rows
and columns of the image; M N is the total number of pixels in the image; M AX is
the maximum possible pixel value of the image. For an 8 bits/pixel grey-scale image,

MAX is equal to 255; for a normalized image or video frame, M AX equals to 1.
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SSIM

The structural similarity (SSIM) index [66] is a metric for measuring the similarity
between two images. It can evaluate the perceived image quality by computing the
structural changes between the original image and the distorted image. The SSIM
index is proposed to apply on image locally within 8 x 8 window and mathematically
calculated by incorporating the luminance, contrast and structural information. The

SSIM between the original image and the distorted image can be expressed as follows:

SSIM(z,y) = f(I(x,y), c(x,y), s(z,y))
(2papty + C1)(202y + Co)
(12 + p2 + C1) (02 + 02 4 Cy)

(2.21)

where x and y are the local regions of the original and distorted images respectively;
I(+),c(+),s(-) and f(-) are the luminance, contrast, structural functions and the pooling
function; C'; and C5 are two empirical parameters introduced to guarantee the stability
of the SSIM metric. In practice, the mean SSIM (MSSIM) index is used to evaluate

the overall image quality.
. 1 &
MSSIM(I, I) = ; SSIM(z;, ;) (2.22)

where x; and y; are the image contents at the ¢th local window; N is the number of

local windows of the image. The calculated MSSIM index locates in [0, 1].
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DSCQS

Due to the non-linear property of the human visual system (HVS), the PSNR and
SSIM are not always the real reflection of perceptual quality for images. So it is neces-
sary to supplement objective measurements with subjective measurements. For sub-
jective image quality evaluation, we use the double-stimulus continuous quality scale
(DSCQS) method recommended by the ITU-R [67]. The double-stimulus method
is thought to be especially useful when it is not possible to provide test stimulus

conditions that exhibit the full range of quality.

The method is cyclic in that the assessor is asked to view a pair of images, each
from the same source, but one via the process under examination, and the other one
directly from the source. The subject is asked to assess the quality of both. Because
most of the subjective methods are sensitive to variations, judgement sessions should
include the full ranges of the factors varied. The general viewing conditions for
subjective evaluation in laboratory environment are detailed in [67]. The test needs
more than 15 observers and they should be non-expert and not experienced assessors.
With the criteria of mean opinion score (MOS), the images are rated by trial viewers
with five-grade scale from 5 to 1, where 5=Excellent, 4=Good, 3=Fair, 2=Poor and
1=Bad. The high score indicates good perceptual image fidelity after watermarking

with subjective evaluation.

2.8.2 Performance measurements for watermark extraction

For watermark extraction, the similarity between the reference watermark pattern

and the extracted watermark pattern is used to determine the existence of watermark
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information in the target host. The correlation can be computed as different types of

inner product of two images.

Linear correlation

The linear correlation is the most basic similarity measure. The linear correlation

between two images f and g can be expressed by

nelf9) = 1 S S felgley) (2.23)

where M x N is the size of the images. If f is the reference watermark and ¢ is
the watermark extracted from the image, 7. reflects the similarity between the two
watermarks. One problem of the linear correlation is that the detection values are
highly dependant on the magnitudes of the watermark pattern extracted from the

watermarked images.

Normalized correlation

The normalized correlation is used to solve the problem by normalizing the extracted
watermark pattern f and the reference pattern g to unit magnitude before computing

the inner product between them.

rue(f9) =YY flx,y)g(x,y) (2.24)
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where
[ fa.y) = L&Y
VI, £ )2 -
ir.g) = — 20 -
VX, 904)?

Bit error rate

The bit error rate (BER) is another measure used to evaluate the accuracy of water-
mark extraction. The BER of extracted watermark can be calculated by

(f(i,5) # 9(i,)))
M x N

number of

BER(f(i,7), 9(i, 7)) = (2.26)

The values lie between 0 and 1. It is obvious that the lower BER of extracted

watermark, the higher accuracy of watermark detection.

2.8.3 Performance measurements for quality evaluation

In this section, the quality metrics root mean square error (RMSE), Pearson’s lin-
ear correlation coefficient (PLCC) and Spearman’s rank-order correlation coefficient
(SRCC) are presented. These metrics are used to conduct the accuracy of quality

evaluation by comparing the predicted quality and the calculated quality.

Root mean square error

Root mean square error (RMSE) is a frequently used measure of the difference between

predicted values and observed values. The RMSE of predicted variable Y with respect
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to an observed variable X is defined as

RMSE(X,Y) = v/MSE(X,Y) = \/% D (X - Y))? (2.27)

where n is the number of predicted or observed values, X; and Y; are the values of

the two variables respectively.

Pearson’s linear correlation coefficient

Pearson’s linear correlation coefficient (PLCC) is a measure of the linear correlation
between two variables X and Y. The value is between +1 and -1, where 1 represents
a total positive linear correlation, 0 is no linear correlation, and -1 denotes total
negative linear correlation. PLCC can be computed by the covariance and standard

deviations of two variables:
pxy = —— (2.28)

where cov(X,Y) is the covariance of the two variables, and ox and oy are the standard

deviations.

Spearman’s rank-order correlation coefficient

Spearman’s rank-order correlation coefficient (SRCC) is a nonparametric measure of
rank correlation. It can evaluate the relationship between two variables using a mono-
tonic function. The definition of Spearman correlation is similar to that of Pearson
correlation. However, different from the Pearson’s correlation used to measure linear

relationships, the Spearman’s correlation evaluate monotonic relationships [68].
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For a sample of size n, the n raw scores X;, Y; are transformed to ranks rx,, ry;,

and r, is calculated as

cov(rx,ry) (2.20)

s = pPxy =
OrxOry

where p represents the usual Pearson correlation coefficient, but applied to rank
variables. cov(rx,ry) is the covariance of the rank variables, o,, and o,, are the
standard deviations of the rank variables. Only if all n ranks are distinct integers, it
can be expressed by

64 (2.30)

521_
" n(n? —1)

where d; = rx, — ry, is the difference between the two ranks.
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Literature review

As stated in Chapter 1, a good digital watermarking algorithm should be robust
to a variety of possible attacks. And there is a trade-off between imperceptibility
and robustness in digital watermarking. In recent years, the blind watermarking for
depth-image-based rendering (DIBR) 3D images has attracted considerable attention.
Different from ordinary 2D image and video watermarking, there are more specific
requirements for 3D watermarking, especially for DIBR 3D image watermarking. Be-
sides the common signal processing attacks like rotation, scaling, noise addition and
compression, a good 3D image watermarking algorithm should also resist view synthe-
sis process and some DIBR distortions, such as depth map variation, baseline distance
adjustment and different rendering conditions. Based on the theories and techniques
that are used, the digital watermarking algorithms in literature are reviewed in this

chapter.

54
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3.1 Watermarking algorithms for DIBR 3D im-

ages

Due to numerous advantages of the DIBR system, many researches have been con-
ducted on the DIBR technique and some DIBR watermarking algorithms have been

proposed.

Fehn et al. [19] [20] proposed a DIBR system that allows for an evolutionary intro-
duction of depth perception into the existing 2D digital TV framework. As part of the
“Advanced Three-Dimensional Television System Technologies” (ATTEST) project,
it is composed of four different functional building blocks: 3D content creation, 3D
video coding, transmission and virtual views generation and 3D display. The authors
described a new approach on 3D TV using DIBR, which includes the monoscopic
color video and the associated depth information. And from these data, one or more
virtual views of a real-world scene can be synthesized in real-time at the consumer
side. The publications provide a detailed description of the DIBR technique on 3D
TV, the comparison with the traditional approaches and a number of implementation

details.

Muller et al. [69] presented an overview on the 3D video representation using
depth data. The proposed format for 3D video representation consists of two or
three camera views together with the associated depth information. The depth maps
have disparities associated with every sample of the video signal, which can be used
to generate arbitrary numbers of additional views via view synthesis. The authors
also indicated that efficient compression is required for the transmission of 3D video

formats. Tanimoto et al. [70] investigated the concept of free-viewpoint TV (FTV)
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system and constructed a real-time system from image capture to image display.

Zhu et al. [71] provided a watermarking method for the new viewpoint video
frame generated by the DIBR technique. The watermark is embedded in the selected
blocks in the foreground object of the original video frame. The authors also found
that the watermark is better preserved if embedded in the foreground object than
the randomly selected embedding location. The method is validated to be robust and
secure, but it is not blind because the original frame and the depth information are

used for locating the watermark embedding blocks.

Halici et al. [72] reported a novel DIBR watermarking algorithm for free viewpoint
television systems. The algorithm uses a correlation-based approach, where a water-
mark pattern is warped for every different view of multi-view video and embedded in
the texture maps of those views. First, the projection matrix of the 2D rendered im-
age is estimated. Then with this matrix, a rendered watermark is formed by warping
the original watermark pattern. Finally, the symmetric phase only matched filtering
is used to find the correlation between the rendered image and the rendered water-
mark. The simulation results demonstrate the applicability of the proposed algorithm.
But this algorithm is not blind since the original images are needed for watermark

detection, and it is only applied to images that have one object in them.

Koz et al. [73] pointed out the copyright problem for free-view video. In the
proposed approach, the watermark is embedded into every frame of multiple views by
exploiting the spatial masking properties of the human visual system. The approach
is also extended for the case of an unknown virtual camera position and rotation. The
transformations on watermark pattern caused by image based rendering operations

are analyzed, and camera position and homography estimation techniques are used
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for the virtual camera.

Lin et al. [1] proposed a digital watermarking scheme for DIBR 3D images, where
the watermark embedded in the center view was kept for the left view and right view
after rendering. It is a blind watermarking scheme because the watermark detection
does not need the original data and the depth image. In this scheme, different ref-
erence patterns w., w; and w, are used to protect the center image I., the left-eye
image [; and the right-eye image I,., respectively. The reference patterns are selected
to be pair-wise orthogonal. The watermarks for protecting [, and I, are embedded
in and generated from .. Let block;; and block;, denote the i-th blocks of I; and
I, respectively. Render~(block;;) and Render—'(block;,) (the corresponding pixels
in I. for I; and I,) can be synthesized by utilizing the knowledge of DIBR. In the
embedding process, the left-eye image I; is divided into N blocks and the water-
mark bit b; is embedded into Render~!(block;;) by modulating the reference pattern
wy;. The Renderil(blockiyl) is skipped when the number of holes in the block ex-
ceeds a predefined threshold Th. By embedding the watermarks into the pixels of
Render~1(block®) and Render~t(block;,.) in I., the effect of rendering operation can
be eliminated in the content consumer side. I; and I, are synthesized by the same
corresponding pixels in /.. In order to detect the source of suspect image, this scheme
embeds the watermarks into all the I., Render~!(block;;) and Render~!(block;,) by
modulating different reference patterns w,., w; and w, respectively. For watermark
embedding, a linear approximation of the improved spread spectrum (ISS) technique
is used to insert a reference pattern w, into pixels of the blocks. For watermark detec-
tion process, the correlation operator is performed by computing the normalized inner

product between the watermarked image and the reference pattern. The proposed
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multiple watermarking scheme is effective to reduce the rendering noise and decrease
the resultant bit error rate. The experimental results show that this scheme can re-
sist JPEG compression and noise addition. But the frequently occurring geometric

attacks like rotation, scaling and translation are not taken into account.

Kim et al. 2] developed a robust watermarking algorithm based on dual-tree com-
plex wavelet transform (DT-CWT). In the watermark embedding process, the water-
mark information is embedded by the quantization process of the carefully selected
DT-CWT coefficients groups. In the watermark detection process, the embedded
watermark data is extracted using the statistical difference caused by quantization
operation. The center image is first divided into subblocks and three-level DT-CW'T
is applied to each subblock. The coefficients in the level 2 and 3 of subbands are
selected for watermark embedding. Then the selected six subbands are grouped into
three pairs for each level. The bit sequence of a meaningful signature or text is
shuffled to watermark data and embedded into the subbands coefficients. The wa-
termarked center view is reconstructed by inverse DT-CW'T from the quantized and
unquantized subbands. For watermark detection, since one of the two coefficients
in a group is quantized in the embedding process, there are statistical differences
between the two subbands in a pair. The quantization error is set according to the
pre-defined thresholds. And the watermark data is estimated by comparing the num-
ber of quantized rows between the left subband and the right subband. The embedded
watermark can be extracted from the center, left and right views under distortions.
The proposed algorithm is robust to baseline distance adjustment and depth map
configuration. However, the algorithm has poor performance of robustness against

combined attacks.
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In [74], a perceptual watermarking approach for stereoscopic 3D video using depth
information is introduced. The proposed approach utilizes the visual characteristics
from the depth information in the DIBR system. To minimize the visual fatigue, the
embedded watermark is invisible by exploiting hidden pixel and z axis motion. In
[75], a novel unseen visible watermarking (UVW) method for color plus depth map
3D images is proposed, where the embedded watermark data is extracted by chang-
ing the rendering conditions. The non-linear property of rendering process is adopted
to achieve zero perceptual distortion for virtual view image synthesis under normal
rendering conditions. The simulation results show that the watermarked image can
be perceived with good fidelity. In [76], a digital watermarking approach based on
region of interest for 3D images is presented. Several middle frequency DCT coeffi-
cients in the depth perceptual region of interest are adjusted with smaller strength
to embed the watermark. In [77], a digital watermarking method for DIBR 3D video
is developed to protect each center view, left view and right view. The watermark
is embedded into the highest level coefficients of the DT-CW'T decomposition of the
chrominance channel of the center view. The experimental results show the robustness

against lossy JPEG compression and additive noise.

3.2 Watermarking based quality evaluation algo-

rithms

The watermarking based quality evaluation is an important application of digital
watermarking. Research on visual quality evaluation can be divided into three cat-

egories: full-reference (FR), reduced-reference (RR) and no-reference (NR) models.



Chapter 3. Literature review 60

Although the full-reference methods [66] [78] give more accurate quality evaluation,
they require the presence of the original data to be able to assess. The reduced-
reference approaches [79] [80] can evaluate the quality of an image or a video when
fractional information of the original data is available. The partial information could
be some extracted parameters or extra side data. The no-reference algorithms [81] [82]
[83] can provide quality evaluation without accessing any additional information of
the original data. Considering the bandwidth saving, the no-reference model is more
preferable since the information of the original data do not need to be transmitted to

the receiver side for quality evaluation.

The digital watermarking technique has been one of the most promising methods
for reduced-reference or no-reference quality evaluation [39]. For watermarking based
image quality evaluation technique, the watermark is usually embedded into the cover
image based on the characteristics of embedding regions. Both the embedded water-
mark and the cover image suffer the same attack during transmission. At the receiver
side, the quality of watermarked image can be assessed by examining the degradation
of extracted watermark [38] [84] [85]. The main objective is to embed the watermark
into the cover image in a proper way, so that the extracted watermark can accurately
reflect the quality changes of the watermarked image under distortions. This is the

core of the whole scheme, which determines the accuracy of quality evaluation.

In this section, the 2D image quality evaluation algorithms based on digital wa-
termarking are first reviewed, and some typical 3D quality evaluation models are

introduced subsequently.
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3.2.1 Watermarking based 2D image quality evaluation al-

gorithms

In watermarking based quality evaluation schemes, the quality of distorted water-
marked image can be estimated using the degradation of corresponding extracted
watermark. And they are usually designed to accurately assess the quality of dis-

torted image without the presence of original image.

In [38], an image feature independent watermarking based quality evaluation
method is introduced, where the watermark is embedded into the discrete wavelet
transform (DWT) domain of the cover image. To achieve a balance between robust-
ness and fidelity, more watermark information is embedded into the blocks with more
middle frequency components and fewer watermark information is embedded into
the blocks with lower or higher frequency components. The quantization parameters
adjustment is used to maintain the high accuracy of quality estimation. The true
detection rates (TDR) of the extracted watermark is used to indicate the degradation
of the watermark. The quality of degraded image is estimated by mapping the calcu-
lated TDR to quality metrics using a respective empirical ideal mapping curve. The
quality metrics for JPEG compressed images are calculated and compared with those
estimated using the watermarking based approach. The evaluations demonstrate the
effectiveness of the proposed method against JPEG image compression. But this

method has expensive computation because of the iteration process.

In [86], an improved blind image quality evaluation approach based on spread
spectrum watermarking is proposed. The approach incorporates a perceptual model
into the spread spectrum watermarking by employing the Watson’s just noticeable

difference (JND) model of the host image. The locally optimum detector is employed
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for watermark detection and used as a quality measure. For each particular image, the
watermark is selected from a set of pre-chosen watermarks and the detector parameter
is adjusted to approximate the ideal quality curve. This approach can assess the
quality of images under JPEG compression but other distortions are not taken into

account.

Based on their previous work in [38], the authors [39] subsequently developed a
novel image quality evaluation algorithm based on adaptive watermarking and tree
structure. The watermarking process is performed in the DWT domain of the cover
image. The correlated DWT coefficients across the DW'T subbands are grouped into
set partitioning in hierarchial trees (SPIHT), which are further decomposed into a set
of bitplanes. The watermark is embedded into the selected bit planes of the selected
DWTT coefficients of the cover image. The watermark embedding strength is assigned
by pre-analyzing its content complexity in spatial domain and the perceptual masking
effect of the DWT decomposed image in the DW'T domain. The ideal mapping curve
is obtained from a set of TDR-Quality curves and is used to map the calculated
TDR of extracted watermark to a possible quality value. The proposed algorithm is
tested in terms of PSNR, wPSNR, Watson JND and SSIM under JPEG compression,
JPEG 2000 compression, Gaussian lowpass filtering and Gaussian noise addition.
The experimental results show the effectiveness of this algorithm but it has poor

performance when applied to 3D image quality evaluation.

3.2.2 3D image quality evaluation algorithms

3D image quality evaluation is very important in 3D multimedia applications. The

conversion from 2D to 3D quality evaluation brings many challenges and some research
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on quality evaluation for stereoscopic 3D images has been conducted.

In [87], the capabilities of several 2D image quality metrics are investigated in
stereoscopic image quality evaluation. A study on the integration of disparity infor-
mation into quality evaluation is presented. It is concluded that the combinations of
the image quality and the disparity quality perform better than using the quality of

either the original images or the disparity images solely.

In [88], a full-reference quality evaluation algorithm for stereopairs is proposed.
The proposed framework is used for assessing the quality of stereoscopic images that
have been afflicted by possible asymmetric distortions. An intermediate image is
generated when viewed stereoscopically to have a perceived quality close to that of
the cyclopean image, which is synthesized from the stereo image pair, the estimated
disparity image and the Gabor filter response. The quality evaluation on the inter-
mediate image yields higher correlations with human subjective judgements. The
proposed algorithm outperforms the conventional 2D quality metrics when predict-
ing the quality of stereoscopically viewed images under asymmetrical distortion. To
further improve the performance of this algorithm, the authors [89] subsequently
reported a no-reference binocular image quality evaluation model that operates on
static stereoscopic images. The model deploys 2D and 3D features extracted from
stereopairs to evaluate the perceptual quality when viewed stereoscopically. Both
symmetrically and asymmetrically distorted stereopairs are handled by accounting
for binocular rivalry, which is a perceptual effect that occurs when two eyes view
mismatched images at the same retinal locations. The natural scene statistics (NSS)
features are used to train a support vector machine (SVM) model to predict the qual-

ity of a test stereopair. The simulation results demonstrate the advantages over the
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conventional 2D image quality evaluation methods when the proposed algorithm is

tested on 3D image quality database.

In [90], how to predict the quality of a stereoscopic 3D image from that of the
2D image is studied. The authors carried out a subjective quality evaluation test-
ing on a database that includes symmetrically and asymmetrically distorted images.
They found that the quality prediction bias of the asymmetrically distorted images
could lean toward opposite directions, depending on the distortion types and levels.
Also, an information content and divisive pooling method is developed for 3D quality
evaluation. The results show that this method can eliminate the prediction bias and

improve the quality prediction of stereoscopic images.

These proposed quality metrics are all used for quality evaluation of stereoscopic
3D images. In this thesis, different from introducing new models for quality evalua-
tion, we try to use the watermarking technique to evaluate the quality of stereoscopic
images. To our best knowledge, there are no existing algorithms that achieve quality

evaluation for DIBR 3D images using the watermarking technique.

3.3 Contourlet transform based watermarking al-

gorithms

For digital watermarking, a “good transform” is very important in terms of water-
mark imperceptibility and robustness to various attacks. In the case of images, the
transform should be insensitive to rotation, scaling, noise, filtering and other common
signal processing. In addition, with the corresponding inverse transform, the water-

marked signal should be reconstructed accurately after the watermark embedding.
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The contourlet transform (CT), introduced by Do and Vetterli [52], gives an efficient
directional multiresolution image representation. Compared with the DWT and other
transforms (DCT, DFT), the main advantages of the contourlet transform are its di-
rectional subband selectivity and perfect reconstruction. The contourlet transform
allows for a different number of directions at each scale, so that it has better perfor-
mance in capturing the contours and edges of an image. These contours and edges are
very important information and can be utilized for watermark embedding. Due to the
directional multiresolution image representation and convenient tree structures, the
contourlet transform is good for digital watermarking. In this section, some typical

digital watermarking algorithms based on contourlet transform are reviewed.

Song et al. [91] presented an adaptive contourlet-based image watermarking al-
gorithm. The watermark is embedded into the contourlet coefficients of the largest
detail subbands of the image. Due to the special transform structure of Laplacian
pyramid (LP), the watermark information can spread out into all subbands when the
watermarked image is reconstructed based on the watermarked contourlet coefficients.
Since both the low frequency subbands and the high frequency subbands contain the
watermarking data, the proposed algorithm is expected to be robust against both high
frequency attacks such as filtering and compression, and low frequency distortions like
cropping and histogram equalization. For watermark extraction process, the existence
of the watermark is checked by exploiting the unique transform structure of the LP,
the correlation between the watermarked image and the spread watermark in all sub-
bands of contourlet domain is calculated. The proposed algorithm is demonstrated

to be robust to common attacks such as rotation, noise and compression.

Ranjbar et al. [92] developed a two-stage contourlet-based watermark embedding
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and extraction method, where the watermark is embedded in the high frequency
and low frequency components of an image, respectively. In the first stage, the
odd description of the image using multiple description coding is divided into 16 X
16 non-overlapped blocks and the watermark is embedded into the high frequency
component of the CT of the blocks. In the second stage, the watermark data is
embedded into the low frequency component of the global CT of the image. So there
are two watermark signatures embedded in the image. The main problem of this blind
watermarking method is to identify the less affected copy of signatures between the
two copies of the embedded watermark. The normalized correlation between these
two copies is calculated as an indication of the quality of extracted watermark from
the high frequency component. The low frequency embedded signature is used when
the quality of the other one is less than a predefined threshold. The simulation results
show that the proposed method can resist broader range of attacks than other related

methods due to the multiple watermark embedding locations.

Akhaee et al. [55] devised an improved multiplicative image watermarking sys-
tem in contourlet domain. The contourlet coefficients are multiplied by two special
functions depending on the value of watermark data. These functions are optimized
for the good robustness against additive white Gaussian noise (AWGN) and JPEG
compression. The watermark is embedded in the directional subband with the highest
energy. The contourlet coefficients are modeled with General Gaussian Distribution
(GGD). Based on the Maximum Likelihood (ML) decision rule, an optimal detector
by the aid channel side information is used to extract the embedded watermark data.
The density function of the noisy contourlet coefficients is analytically calculated.

The distribution of these coefficients is approximated with a suitable function to de-



Chapter 3. Literature review 67

crease the complexity of the receiver. The proposed approach is described in both
semi-blind and blind versions. The experimental results show the superiority of this

approach on the robustness against common attacks over other compared methods.

3.4 Principal component analysis based watermark-

ing algorithms

As discussed in Chapter 2, the principal component analysis (PCA) is a linear trans-
formation that uses a new coordinate system for the data set. It has advantages of
data de-correlation and energy concentration that are suitable for digital watermark-
ing. The PCA has been used in different ways in image and video watermarking

methods.

Hien et al. [56] introduced a new watermarking method based on the PCA. In
the encoding system, the original image is divided into n x n subblocks, and a set
of coefficients in each subblock is selected for watermark embedding. The watermark
data consists of pseudo-random number sequence and is embedded into the princi-
pal components of the uncorrelated coefficients of each subblock. The watermarked
image is obtained by applying the inverse PCA process. In the decoding system,
the uncorrelated coefficients are computed by the PCA image basic function and the
watermarked coefficients. The correlation value between the reference watermark and

possibly corrupted coefficients is computed to detect the watermark data.

Khalilian et al. [93] proposed a video watermarking algorithm with empirical
PCA-based decoding. In the proposed algorithm, each video frame is divided into

the non-overlapping blocks and the 2D DWT transform is applied to each block.
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The watermark data is embedded into the LL coefficients of the blocks based on the
energy of high frequency subbands and visual saliency. The decoding step makes use
of the data projected onto the first principal component. The proposed algorithm is
described in two versions: one is semi-blind where the watermark embedding location
is stored as side information, and the other is blind. Due to the resilience of the first
principal component against attacks, both versions are quite robust to additive noise
and compression distortions. The performance of this algorithm could be improved

in terms of robustness against desynchronizing attack.

3.5 Feature based watermarking algorithms

Feature based watermarking algorithms are widely used in image watermarking and

many studies [94] [95] [96] [97] [98] have been conducted.

A geometrically invariant watermarking algorithm based on feature points is intro-
duced in [94]. The watermark signature is embedded using a classical additive way
inside each triangle of the tessellation. The watermark extraction is implemented
based on the correlation properties of different triangles. In the proposed algorithm,
the watermark is bound with a content descriptor defined by the salient points, and
three different kinds of feature points are studied and developed as an improved de-
tector. The simulation results show that the proposed algorithm is robust to JPEG
compression, geometrical attacks and transformations. In addition, different perspec-

tives of the content-based watermarking methods are analyzed as an conclusion.

The authors of [95] reported a feature-based robust digital image watermarking

approach. It combines image feature and image normalization to resist geometric
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attacks. The visually significant points are used as reference points to overcome the
geometric synchronization problem. Several copies of a 16-bit watermark sequence
are embedded in the original image to improve the robustness. The Mexican hat
wavelet scale interaction is adopted for feature extraction. Moreover, the invariance
properties of image normalization can significantly reduce the watermark search space.
The approach is demonstrated to perform well under mild geometric distortions and
common signal processing attacks. One drawback of this approach is that the selected

feature points are not very stable.

In [96], a novel 3D watermarking method based on feature points is presented.
The SIFT matching is adopted to find the common regions between the center view
and the virtual views. The watermark is embedded into the DCT domain of the
selected areas in the center view. The SIFT descriptor is used as the synchronization
key to extract the watermark from the center image and the synthesized images.
The proposed method shows good robustness to some signal distortion attacks such
as JPEG compression and median filtering. However, it is not robust to geometric

distortions like rotation and scaling.

In [98], the authors aimed to select a non-overlapping feature region set for robust
image watermarking. A simulated attacking process and a track-with-pruning pro-
cedure are used to evaluate the robustness of feature regions and search a minimal
primary feature set. For feature region selection, there are two major stages: the first
operational stage is to find out a minimal feature region set under the objective of
resisting as many predefined attacks as possible. In the second stage, the primary
feature set is extended to enhance the robustness to undefined attacks. This work is

formulated as a multidimensional knapsack problem and solved by a genetic based
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technique. The proposed method can be robust against various attacks and preserve
the high image quality. However, this method consumes too much computation time

in measuring the robustness of the feature regions.

3.6 Ridgelet transform based watermarking algo-

rithms

The ridgelet transform [60] was introduced as a sparse representation for functions
on continuous spaces. It was proposed to overcome the problem of the wavelet trans-
form in representing objects with singularities along line [61]. Compared with the
traditional transform like discrete wavelet transform (DWT), the ridgelet transform
is more effective in sparse image representation, and the most significant information
of an image can be represented by the most energetic coefficients. It is a good trans-
form domain for watermark embedding and extraction. Firstly, most of the energy
of an image is concentrated in just a few coefficients, which is good for digital water-
marking. Moreover, the ridgelet coefficients of an image have good stability and do
not change significantly when the image is under possible attacks. In addition, the

image can be reconstructed with high accuracy using inverse ridgelet transform.

Campisi et al. [62] devised a multiplicative watermarking method in the ridgelet
transform domain, where the watermark is embedded into the relevant ridgelet co-
efficients of the edge image. The edge image is obtained by means of a filter bank
with the circular harmonic functions, then it is partitioned into small blocks with
straight edges. For each block, the direction having the greater energy is selected and

the coefficients representing the most significant direction are embedded with random
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generated watermark. The detection process is performed by applying dual opera-
tions with respect to the ones performed for watermark embedding. The robustness
and transparency of the proposed method are proven by the experimental results.
But the decoder has to perform full decoding to extract the watermark information.

Moreover, the large rotation angles lower the performance of this method.

Kalantari et al. [63] developed a robust image watermarking algorithm in the
ridgelet domain using universally optimum decoder. The watermark is embedded
in the blocks of the host image by modifying the amplitude of ridgelet coefficients.
The watermark extraction is performed using a universally optimum decoder. The
decoder is dependent of the host signal distribution and is optimized by considering
Gaussian noise attack to obtain maximum robustness. A noise variance estimation
technique is used in the watermark extraction process. And the error correction is
discussed and the error probability is analyzed. The experimental results show the

effectiveness of the proposed algorithm and its good robustness against attacks.

3.7 Others

There are also some watermarking methods using other transforms [99] [100] [101]
[102], watermarking based quality evaluation methods and image quality evaluation

methods.

In [103], we introduced an adaptive digital watermarking approach based on redun-
dant discrete wavelet transform (RDWT) and singular value decomposition (SVD).
The video frames and the watermark are decomposed by RDWT, and the watermark

is embedded into the subbands of the I-frames. The singular values of the I-frames
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are modified with the singular values of the visual watermark. Meanwhile, the wa-
termark embedding strength is adjusted adaptively using the noise visibility function
(NVF) with local properties. The experimental results show the effectiveness of the

proposed approach, and it is efficient and appropriate for real-time applications.

In [37], we devised a new watermarking based quality evaluation method for DIBR
3D images. The method utilizes the extracted watermark to evaluate the quality of
the watermarked image under various distortions. The watermark is embedded into
the selected dual-tree complex wavelet transform coefficients of the center view. The
virtual left and right views are generated from the watermarked center view and the
corresponding depth map. The watermark can be detected from the three views re-
spectively. The relationship between the normalized correlation (NC) of extracted
watermarks and the quality metrics of watermarked images under distortions is stud-
ied. The novelty of the method is that the authors try to use the watermarking
technique to assess the quality of stereoscopic 3D images. The proposed method is
demonstrated to be accurate and effective in terms of quality evaluation for DIBR

3D images.

In [104], we presented a novel perceptual quality evaluation algorithm for stereo-
scopic 3D images by considering the human visual characteristics. After the log-Gabor
filter processing, the local amplitude and phase from the left and right views of the
reference and distorted 3D images are utilized as features in local quality evalua-
tion. Meanwhile, the global structure changes of the left and right views are also
incorporated into the final quality pooling. The overall 3D quality score is obtained
by combining the local and global quality indexes together. The effectiveness of the

designed metric is verified on three public 3D image quality evaluation databases.
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Experimental results show that the proposed algorithm can significantly improve the
quality prediction of a stereopair. Moreover, in comparison with other related and
typical methods, this algorithm exhibits better performance in terms of consistency

with subjective assessment of stereoscopic 3D images.



Chapter 4

A contourlet-based 2D

watermarking algorithm

In this chapter, we first propose a 2D image watermarking algorithm robust to ge-
ometric attacks and compressions. The proposed blind watermarking algorithm is
based on contourlet transform (CT) and principal component analysis (PCA). The
watermark is embedded into the principal components of the contourlet coefficients
of the most energetic directional subband of the cover image. The normalized corre-
lation (NC) between the original watermark and the watermark extracted from the
distorted watermarked image is used as the robustness evaluation criterion. Then we

extend this algorithm to blind video watermarking.

74
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4.1 The motivation

The discrete wavelet transform (DWT), as one of the most commonly used transform
domain algorithms, has good performance in both spatial and frequency domain.
However, ordinary wavelets cannot represent the discontinuities and directional in-
formation like contours and edges in an image, which usually have high frequencies.
Since the human visual system (HVS) is less sensitive to high frequency compo-
nents, the watermark data can be embedded in these components to preserve the
fidelity of the watermarked image. The contourlet transform (CT), introduced by Do
and Vetterli [52], gives an efficient directional multiresolution image representation.
Compared with the DWT and other transforms (DCT, DFT), the main advantages
of the contourlet transform are its directional subband selectivity and perfect recon-
struction. The contourlet transform allows for a different number of directions at
each scale, so that it has better performance in capturing the contours and edges
of an image. These contours and edges are very important information and can be
utilized for watermark embedding. By contrast, the traditional transforms (DCT,
DFT and DWT) are only suited for representing one-dimensional discontinuities, and
they fail to represent the singularities and capture the directional information in two
dimensions [52]. Moreover, the contourlet transform can also reconstruct the image
accurately with appropriate reconstruction filters. In addition, the PCA based water-
marking methods usually calculate the eigenvectors of the image correlation matrix.
It has good performance in terms of energy concentration and de-correlation, which

improve the imperceptibility and robustness.

For the digital watermarking techniques, the geometric attacks and compressions

are the two most difficult distortions to tackle. Most of the existing image and
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video watermarking methods cannot be very robust to both geometric attacks and
compressions. Besides, the video watermarking has more requirements since there
are a mass of data and inherent frames redundancy in video [8] [105]. It would be
impractical to extract the watermark with the original data in every frame of a video.

We are motivated to address the limitations of these watermarking techniques.

4.2 The proposed image watermarking algorithm

The proposed contourlet-based blind image watermarking algorithm is formulated in

this section.

4.2.1 Watermark embedding

Let I and W represent the cover image and the watermark, respectively. The water-

mark embedding process can be described as follows:

1) The cover image [ is transformed into the contourlet domain. The contourlet
coefficients I, 4(i,j) of the largest detail or the most energetic directional sub-
band I 4 of the cover image are selected to embed the watermark. I 4(7, ) is
the contourlet coefficients of the cover image at a resolution scale s and fre-
quency direction d. We embed the watermark in the contourlet coefficients of
the largest detail subband because these coefficients are related to the contours
and edges in the image, which are usually the high frequency components of the

image, and human visual system is less sensitive to these components [6]. The
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2)

3)

largest detail or the most energetic directional subband can be found as follows:

I, 4 = max {Z(I&d(i, j))?} (4.1)

i?j
Apply PCA to the chosen directional contourlet subband of the cover image.

Use a pseudo random number (PRN) generator to produce a random watermark
data sequence W, which consists of both positive and negative values. The
length of the watermark sequence equals to the number of selected contourlet
coefficients of the cover image. Then we embed the watermark sequence in the

contourlet coefficients of the selected subband using the following equation:

W« o .
ﬁ : [s,d(zaj)v PS,d(Zh]) >Th
I;}d(i,j) — S,d(Zﬂj) (42)
I.a(i,7), Otherwise

where I, 4(i,j) and I ;(4,j) are the original and watermarked contourlet coef-
ficients respectively; P 4(7,j) denotes the corresponding principal components
of I 4(i,7) before watermarking; the watermark embedding strength « is con-
trolled by the noise visibility function. Here, T'h is set empirically as a threshold

to avoid too small P;4(1, 7).

Obtain the watermarked image I’ by using inverse contourlet transform from
the watermarked contourlet subband and other un-watermarked contourlet sub-

bands.
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In the proposed algorithm, the noise visibility function (NVF) is used to determine

the watermark embedding strength. The NVF can be expressed by

1

NVF = ——
1+ o07(z,y)

(4.3)

where o(z,y) is the local variance of the embedding regions. With the NVF, the
embedding strength is modulated adaptively based on the characteristics of different

local embedding regions [7]. The watermark embedding strength is as follows:
a=(1-NVF)-p (4.4)

where (3 is the predefined embedding strength.

4.2.2 Watermark extraction

The proposed image watermarking algorithm is blind since the watermark extrac-
tion does not need the original watermark. Strictly speaking, a blind watermarking
scheme does not require any information for watermark extraction. But the commu-
nity of watermarking usually thinks it is “blind” if only the security key is needed.
The watermark extraction is an inverse process of the watermark embedding. The

procedure of watermark extraction consists of the following steps:

1) Transform the watermarked image I’ into contourlet domain at the same scales

and directions as embedding procedure.

2) Apply PCA to the contourlet coefficients of the largest detail or the most ener-

getic directional subband of the watermarked image.
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3) Use the PRN generator and the security key to produce the same watermark

sequence as the one used in the embedding process.

4) Calculate the gradient of the generated watermark sequence. Then we calculate
the normalized correlation (NC) between the gradient of the principal compo-
nents and the gradient of the generated watermark sequence. The watermark is

successfully detected when the value of NC is larger than a predefined threshold.

vP7T x W

NC = : ,
VIZPT x P (GWT x W)

(4.5)

where x denotes matrix multiplication, 7P’ and yW are the gradient of the
principal components of watermarked contourlet subbands and the gradient of

generated watermark data sequence, respectively.

4.3 Experimental results and analysis

In this section, we conduct experiments to test the performance of the proposed
algorithm on the watermark invisibility and the robustness against various attacks,

including geometric transformations and image compressions.

For the contourlet transform, with three levels of pyramidal decomposition, we
adopt the “9-7” biorthogonal filters for the Laplacian pyramid decomposition stage
and “pkva” filters [52] for the directional filter banks stage. They are used because
of their efficient implementation. For the watermark embedding, the predefined em-

bedding strength f is initially set as 2.
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4.3.1 Watermark invisibility

As a measure of watermark invisibility for the watermarked images, the objective and

subjective quality measures are used.

For objective image quality evaluation, we use the PSNR and structure similarity
(SSIM) [66] to measure the fidelity of the watermarked images. Fig. 4.1 presents
the five images (Lena, Peppers, Boal, Barbara and House) for testing our algorithm.
These images have different characteristics and textures, and they are commonly used
for image watermarking. Table 4.1 gives the values of PSNR and SSIM of the five
watermarked images for the proposed algorithm. The watermarked image with PSNR

above 40 dB or SSIM above 0.95 looks very close to the original one.

@ ()

Figure 4.1: Test videos. (a) Lena (512x512); (b) Peppers (256 x256); (c) Boat (512x512);
(d) Barbara (512 x 512); (e) House (256 x 256).

For subjective image quality evaluation, we adopt the double-stimulus continuous

quality scale (DSCQS) method. 20 viewers (10 males and 10 females) aged from
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25 to 50 participated in the experiment. With the criteria of mean opinion score
(MOS), the watermarked images were rated by the viewers with five-grade scale from
5 (excellent) to 1 (bad). As can be observed from Table 4.1, the proposed algorithm
received relatively high scores in terms of image fidelity. The experimental results
demonstrate that the blind watermarking algorithm preserves good perceptual quality

of the watermarked images under both objective and subjective quality measures.

Table 4.1: Quality measurements of the watermarked images in terms of PSNR, SSIM
and MOS.

Images PSNR (dB) SSIM MOS

Lena 43.5392 0.965 4.3
Peppers  44.3615 0.973 4.5
Boat 44.1383 0.970 4.5
Barbara 45.2730 0.981 4.6
House 46.0317 0.992 4.8

4.3.2 Robustness against various attacks

To validate the robustness of the proposed algorithm, the watermarked image has
been tested against commonly used attacks [22]: 1) geometric attacks: rotation and
scaling; ii) noising attacks: Gaussian noise and salt&pepper noise; iii) filtering attack:
median filtering; iv) image compression attacks: JPEG compression and JPEG 2000

compression; v) other attack: histogram equalization (HE).

In this experiment, we have tested this algorithm on 50 images randomly selected
from the USC-SIPI image database [106]. The simulation results are presented in
Table 4.2. It can be observed that all the NC values of extracted watermarks under

various attacks are above 0.71, and the mean of these values is calculated around 0.78.
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The experimental results demonstrate that the proposed blind image watermarking
algorithm has good robustness against attacks. Also, the NC values of the extracted
watermarks from un-watermarked images are given. The maximum and minimum
values are 0.0521 and 0.0295, with a mean of 0.041. Therefore, there are big and
clear separations between the NC values of the watermarked images and the NC

values of the un-watermarked images so that the watermark can be easily detected.

Table 4.2: The NC values of the watermark extracted from the watermarked and un-
watermarked images under various attacks.

Attacks NC (watermarked) NC (un-watermarked)
Rotation (30°) 0.8915 0.0521
Scaling (0.5) 0.8530 0.0490
Median filtering (5 x 5) 0.8052 0.0413
Gaussian noise (Var. 0.01) 0.7183 0.0295
salt&pepper noise (Density 0.05) 0.7364 0.0307
JPEG compression (QF: 30) 0.8371 0.0460
JPEG 2000 compression (Ratio: 10) 0.8117 0.0399
Histogram equalization 0.7560 0.0414

For the geometric attacks (rotation and scaling), the re-synchronization needs to
be performed before watermark extraction. For rotation, the rotation angle is smaller
than 30° in the experiment, it is feasible to exhaustively rotate the watermarked image
back with 1° or smaller each step depending on applications. After each rotation
back, the corresponding NC value is calculated and the angle with the highest NC
value is the rotation angle. Fig. 4.2 illustrates the corresponding NC values after
different angle corrections for the watermarked and un-watermarked Barbara image,
respectively. As can be seen from this figure, the NC of watermark extracted from
the watermarked image reaches its maximum value when the distorted watermarked

image is rotated by 30°. Meanwhile, the NC of watermark from the un-watermarked
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image keeps relatively small. For scaling, we assumed that the original size of the
image is known at the receiver side. For example, all the tested images are 512 x 512.
Similar to the contourlet-based image watermarking method used in [55], we can
resize the attacked image to its original size and then detect the watermark. In fact,
the scaling with factors less than one in the experiment can be considered as a low
frequency attack, which will be discussed in Section 4.3.3. For other attacks without
de-synchronization like Gaussian noise, JPEG compression, we can directly perform

watermark extraction on the attacked watermarked image.
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Figure 4.2: Estimation of the rotation angle for Barbara image. (a) The watermarked
Barbara image rotated by —30°; (b) The corresponding NC values with different rotation
angle corrections.

4.3.3 Performance analysis on robustness to attacks

The good robustness of our proposed algorithm to various attacks mainly comes from
the advantages of contourlet transform and principal component analysis (PCA). The

various attacks used in this algorithm can be seen as a set of low frequency attacks and
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high frequency attacks. The value of normalized correlation (NC) is used to evaluate
the performance of watermark extraction. If there is watermark information in the
watermarked image even after attacks and it can be extracted with high accuracy,

the NC value will be high.

In the proposed algorithm, the watermark is embedded into the largest detail di-
rectional subband (the highest frequency subband). So the watermark information
is kept in the watermarked image after the low frequency attacks, which just destroy
the low frequency components of the image. The proposed algorithm is highly ro-
bust against various low frequency attacks, like scaling and histogram equalization.
Meanwhile, although the watermark is embedded into the largest detail subband, the
watermark can spread out into all subbands when we reconstruct the watermarked
image [91] [107]. This is due to the special transform structure of the Laplacian pyra-
mid (LP) [52] in the contourlet transform. So some watermark information can be
preserved at the low frequency subbands. There is still watermark data in the water-
marked image after the high frequency attacks. And the watermark can be extracted
with high accuracy using the proposed algorithm. Thus, the proposed algorithm is
also robust to the high frequency attacks, such as JPEG compression and median
filtering. In addition, the principal components of an image have good stability and
the PCA has sufficient robustness to rotation, image compression, etc. Based on
the above analysis and discussions, the proposed algorithm has good robustness to

various attacks.
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4.4 Extended video watermarking algorithm

In this section, we extend our blind image watermarking algorithm to blind video
watermarking. The proposed video watermarking algorithm partitions the raw video
into groups of pictures (GOP); applies the contourlet transform [52] to each I-frame of
GOP, then embeds and extracts the watermark in the selected contourlet subbands
by using the principal component analysis. The video watermark embedding and

extraction processes are very similar to those of the blind image watermarking.

4.4.1 Watermark embedding

The watermark is embedded into the blue channel of the chrominance rather than the
luminance because the human visual system is less sensitive to this component [8].
In the implementation, each I-frame of GOP is embedded with the same watermark

sequence. The watermark embedding process can be described as follows:

1) Segment the raw video into groups of pictures (GOP) with a fixed number of
frames. Transform each I-frame of GOP into the contourlet domain and apply

PCA to the chosen contourlet subbands of each I-frame of GOP.

2) Generate the watermark sequence by a PRN generator. The watermark se-
quence consists of both positive and negative values. Embed the watermark
sequence in the coefficients of selected subbands of the I-frames using Equ.
(4.2). It can be seen from Equ. (4.3) that the watermark embedding strength
varies according to different local embedding regions and is adaptive to the

video to preserve the fidelity of the watermarked frames.
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3) Apply inverse contourlet transform to obtain the watermarked I-frames and

generate the watermarked video together with other frames.

Fig. 4.3 is the contourlet transform of an original frame from video Mobile. Fig.
4.4 shows the first frame from video Mobile and its corresponding watermarked frame.
It can be seen that the embedding algorithm preserves good perceptual quality of the

watermarked frame.
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Figure 4.3: The original Mobile video frame in contourlet domain.

4.4.2 Watermark extraction

For watermark extraction, the normalized correlation (NC) is used to detect the
existence of the watermark. The watermarked video and the watermarking key are

available for watermark detection. This is a blind watermarking algorithm since the
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Figure 4.4: The original frame and the corresponding watermarked frame. (a) The first
frame of video Mobile; (b) The first frame of the watermarked video Mobile (PSNR= 41.3966
dB).

process does not need the original video. The watermark extraction is an inverse

process of the watermark embedding and consists of the following steps:

1) Segment the watermarked video (possibly attacked) into groups of pictures
(GOP) with the same number of frames and select the same contourlet sub-

bands as the embedding process for watermark detection.

2) Apply PCA to the selected contourlet subbands of the watermarked I-frames

to obtain the principal components P;d(i, j) of the contourlet subbands.

3) Use the PRN generator to generate the same watermark sequence W as the
one used in the embedding process. Calculate the NC between the gradient of
the principal components P;’ 4(i,7) and the gradient of the generated watermark
sequence W with Equ. (4.5). The watermark is successfully detected when the

value of NC is larger than a predefined threshold.
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We take the first frame of video Mobile as an example. Fig. 4.5 shows the

corresponding watermarked frames after four different kinds of attacks.

181920 21 22 &
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Figure 4.5: The watermarked Mobile frames under various video attacks. (a) Rotation
(5°); (b) Gaussian noise (Variance: 0.05); (c¢) Median filtering (5 x 5); (d) Histogram
equalization.

4.4.3 Experimental results

In this section, we conduct experiments to test the performance of the proposed al-
gorithm on the robustness against various video attacks. Fig. 4.6 shows the four
target video sequences (Mobile, Stefan, Flower and Foreman) for testing our algo-

rithm. Their formats and sizes are presented in Table 4.3. In this experiment, we fix
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the number of pictures of GOP to 9.

(c) (d)
Figure 4.6: Test videos. (a) Mobile; (b) Stefan; (c) Flower; (d) Foreman.

Table 4.3: Target videos and their sizes.

Videos Format

Mobile CIF (352 x 288
Stefan CIF (352 x 288
Flower  CIF (352 x 288
Foreman CIF (352 x 288

— —— —— ——
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Watermark invisibility

As a measure for the quality of watermarked frames and the accuracy of extracted
watermarks, the PSNR and NC are used. Table 4.4 shows the PSNRs of the four
watermarked videos. The video Flower has a PSNR of 38.6 dB because it has more
details. The watermarked frames with these PSNRs look very close to the original
frames and human eyes can not recognize the differences, which demonstrate that the

proposed algorithm can keep high quality of the watermarked frames.

Table 4.4: The PSNR values of the watermarked videos under various attacks.

Mobile Stefan  Flower Foreman

PSNR (dB) 40.3061 41.9273 38.6356 42.3155

Rotation and aspect ratio changes

For digital watermarking, geometric transformations are the most common attacks
[105] [108]. In case of video, rotation often happens in very slight angles, normally
not more than 5°; for frame aspect ratio changes, it converts the watermarked video
from 11/9 to 16/9 and is similar to scaling for image watermarking. According to
the simulation results in Table 4.5, the NC values of extracted watermarks from the
watermarked video under rotations are all above 0.80, and the average NC value of
the 4 test videos under aspect ratio changes is above 0.84. It can be seen that the

proposed algorithm can resist rotation and frame aspect ratio changes.
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Table 4.5: The NC values of the watermark extracted from the target videos under various
attacks.

Mobile Stefan Flower Foreman

Rotation (1°) 0.9039 0.8867 0.8619 0.9123
Rotation (3°) 0.8763 0.8625 0.8381 0.8805
Rotation (5°) 0.8517 0.8363 0.8160 0.8692
Aspect to 16/9 0.8165 0.8352 0.8691 0.8646
Frame averaging 0.9370 0.9643 0.9317 0.9526
Gaussian noise 0.7692 0.7538 0.7260 0.7689
Salt&Pepper noise 0.8362 0.8437 0.8351 0.8564
Median filtering 0.9325 0.9358 0.9519 0.9632

Histogram equalization 0.9725 0.9696 0.9753 0.9668

Frame averaging

Frame averaging means to replace a frame by the average of several consecutive frames
of the video. Considering averaging too many frames will degrade video quality, we
replace a watermarked I-frame by the average of the watermarked I-frame, its left
neighboring frame, and its right neighboring frame. From the experimental results in
Table 4.5, the mean value of NC is 0.9464 (between 0.9317 and 0.9643), which shows

that the proposed algorithm works effectively against frame averaging.

Gaussian noise and salt&pepper noise

During the transmission, the video could be distorted by noises in the channel. To
test the robustness of the proposed algorithm against noise attacks, we added Gaus-
sian noise and salt&pepper noise to the watermarked video at variance 0.01 and
density 0.05, respectively. It can be seen from Table 4.5 that the performance under

salt&pepper noise is better than that under Gaussian noise. But the high NC values
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under the two types of noise distortions demonstrate that our algorithm is robust to

both Gaussian noise and salt&pepper noise.

Median filtering and histogram equalization

There are some other kinds of attacks for video watermarking. In the experiment, we
take the median filtering and histogram equalization as examples. The watermarked
video is processed by the median filter with 5 x 5 neighborhood. The histogram
equalization is used to increase the contrast of the video frames. As can be seen from
Table 4.5, the average NC values under median filtering and histogram equalization
are 0.9459 and 0.9711 respectively, which show that our algorithm performs well

against median filtering and histogram equalization.

MPEG-2 compression, H.264 compression and HEVC/H.265 compression

Fig. 4.7 gives the experimental results for MPEG-2 compression. Each watermarked
video is tested with MPEG-2 compression in different bit rates. It can be concluded
that higher bit rate produces good video quality and higher PSNR, and yields better
watermark extraction. As can be observed from this figure, our video watermarking
algorithm has high NC values at different bit rates and can resist MPEG-2 compres-

sion.

With a similar PSNR as MPEG-2 compression, when the watermarked video is
compressed by H.264 [109] [110] [111], the average normalized correlation (NC) of
the detected watermarks is 0.51 (between 0.41 and 0.63). For un-watermarked video
under H.264 compression, the average NC is 0.06 (between 0.03 and 0.11). The perfor-

mance of the proposed video watermarking algorithm is also tested by the advanced
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Figure 4.7: The NC values of the watermark extracted from the target videos under
MPEG-2 compression with different bit rates.

video compression HEVC/H.265 [112] [113]. For HEVC/H.265 compression, with
a similar PSNR as MPEG-2 compression, the average NC of extracted watermarks
from the watermarked video is 0.46 (between 0.37 and 0.60) and the average NC from
the un-watermarked video is 0.07 (between 0.02 and 0.12). It can be seen that the

watermark can be detected under H.264 compression and HEVC/H.265 compression

with sufficient robustness.

Performance comparison

In this section, we compare our algorithm with other related methods proposed by
Liu et al. [8] and Wang et al. [114] which are typical video watermarking techniques

robust to geometric attacks and video compressions.

According to the experimental results in Table 4.6, for video geometric attacks,
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the average NC value of our algorithm under above mentioned attacks is 0.87, and
the corresponding NC values of method [114] and method [8] are 0.65 and 0.74,
respectively. For H.264 compression, with a PSNR around 40 dB, the NC values of
our method are between 0.41 and 0.63 with an average of 0.51. The method in [§]
gives the NC values between 0.43 and 0.57 with an average of 0.51. Our algorithm has
better performance over the two methods in terms of robustness to geometric attacks,
and has comparable performance with the methods in [8] in terms of robustness to

H.264 compression.

Table 4.6: The NC values of the watermark extracted by the compared video watermarking
methods under attacks.

Attacks Method [114] Method [8] Proposed algorithm
Geometric attacks 0.6 0.74 0.87
H.264 compression N/A 0.51 0.51

Based on the above experiments and comparisons, we can see that the proposed
blind video watermarking algorithm is very robust to video geometric attacks and
MPEG-2 compression, and is quite robust to H.264 compression and HEVC/H.265

compression.

4.5 Summary

In this chapter, we first proposed a new blind image watermarking algorithm based on
contourlet transform (CT) and principal component analysis (PCA). Different from
other related contourlet-based methods, the watermark is embedded in the principal

components of selected contourlet coefficients of the cover image. The noise visibil-
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ity function (NVF) is used to determine the watermark embedding strength. The
experimental results have validated that the proposed algorithm is very robust to
various attacks, such as rotation, scaling, noise attacks and image compressions, and
performs well in extracting the embedded watermark. Then, the blind image wa-
termarking algorithm is extended to a blind video watermarking algorithm, which
can resist video attacks and video compressions. By comparison with other related
methods, our proposed watermarking algorithm exhibits better performance in terms

of robustness against various attacks.

The main contribution of the proposed algorithm is the robustness to various ge-
ometric attacks and compressions. On the whole, this algorithm shows better robust-
ness against attacks in most cases. The introduction of the CT produces robustness
against image and video compressions, and the PCA yields resistance to geometric
attacks. The proposed algorithms are practical and can be applied for copyright pro-
tection and content authentication. Moreover, to our best knowledge, there is no
video watermarking method that can be very robust to both geometric attacks and
H.264/H.265 compressions now. Our proposed video watermarking algorithm is very
robust to video geometric attacks and MPEG-2 compression, and is quite robust to
H.264/H.265 compressions. The proposed video watermarking algorithm is practical

and can be used for broadcast monitoring.



Chapter 5

A contourlet-based watermarking

algorithm for DIBR 3D images

In the previous chapter, a 2D image watermarking algorithm based on contourlet
transform (CT) and principal component analysis (PCA) is presented [16] [27]. In
this chapter, we extend our work substantially and propose a robust contourlet-based
blind watermarking scheme for depth-image-based rendering (DIBR) 3D images [10]
[36]. Considering the specific requirements of DIBR watermarking and easy imple-
mentation, the PCA is not used in this scheme. As illustrated in Fig. 5.1, the pro-
posed scheme applies the contourlet transform to the center image. We embed the
watermark into the selected contourlet subbands of the center image by quantization
[115] [116] [117] [118] on certain contourlet coefficients. For watermark extraction,
the embedded watermark is detected by the statistical difference between quantized
and unquantized contourlet coefficients. In the following, we briefly introduce the

contourlet transform for 3D image watermarking, then we describe our proposed wa-

96
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Figure 5.1: The proposed watermark embedding and extraction algorithms.

termark embedding and extraction algorithms.

5.1 Contourlet transform

Contourlet transform [52] uses a double filter bank structure to obtain images with
smooth contours. There are two major stages in this double filter bank: Laplacian
pyramid (LP) and directional filter bank (DFB). The LP is first applied to capture the
point discontinuities, and the DFB is followed to form the linear structures. The LP
at each level decomposes the image into bandpass images and a lowpass image. Then
every bandpass image is fed into the DFB to obtain the directional subbands. The

scheme can be iterated on the lowpass image so that the image can be decomposed
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Figure 5.2: Contourlet transform of the Barbara image. The numbers in the subfigure on
bottom left denote the corresponding decomposed subbands accordingly.

into different directional subbands at multiple scales through LP and DFB [27].

The contourlet transform of Barbara image is shown in Fig. 5.2. The original
Barbara image is first processed by the LP filter bank with a decomposition of level
3. The numbers in the subfigure on bottom left represent the decomposed subbands
accordingly (from left to right, from top to bottom). The image (I) is the final
lowpass image. The bandpass images obtained from the LP are decomposed into four
directional subbands (X0-X3) and eight directional subbands (Y0-Y7) respectively.
Take the subband image YO0 for instance, the original image is decomposed into two
pyramidal levels, which are then decomposed into eight directional subbands. The
subband YO is one of the eight frequency partitions of the original image. The four
directional subbands and the eight directional subbands provide different details of

the original image because they have different contourlet coefficients. The different
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images represent different directional subbands at different scales through Laplacian
pyramid and directional filter banks. The sizes and shapes of the directional subband
images are determined by the iterated contourlet filter banks [52]. The brighter areas
indicate larger coefficients while the darker areas represent smaller coefficients [55]

91,

As can be observed from the eight directional subbands in Fig. 5.2, the sub-
bands Y0-Y3 contain more horizontal edges and contours, such as the texture on the
scarf, while the subbands Y4-Y7 have more information on vertical direction, like
the wrinkles on the trousers. Since the DIBR process maps pixels in the center view
horizontally, if the watermark is embedded in the subbands Y4-Y7 with more vertical
information, the embedded watermark could be easily destroyed during the 3D image

warping process. Therefore, we embed the watermark data in the first four contourlet

subbands Y0-Y3.

We have also analyzed the histogram of the four selected contourlet subbands for
watermark embedding, and found that there are similar subbands among them. For
brevity, we take the image Barbara with three-level decomposition for an example.
Similar results can be obtained for other images. Fig. 5.3 illustrates the histograms
of the first four contourlet subbands (Y0-Y3) selected for watermark embedding and
extraction. It can be seen from the figure that the histogram of subband Y0 is similar
to that of subband Y3, and the histogram of subband Y1 has is similar to that of
subband Y2. Therefore, we can make the similar subbands into a pair: (Y0,Y3) and
(Y1,Y2), and embed the watermark into one of subband pair by coefficient quan-
tization. So there are statistical differences between the quantized subbands and

unquantized subbands, which can be used for watermark extraction. In the following
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sections, we will describe our proposed watermarking scheme in detail.
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Figure 5.3: Histograms of the contourlet subbands for image Barbara. (a) The histogram
of subband YO0; (b) The histogram of subband Y3; (c¢) The histogram of subband Y1; (d)
The histogram of subband Y2.

Note that there is a trade-off between imperceptibility and robustness in the level
of decomposition. With more numbers of decomposition, the fidelity of the water-
marked image will be better preserved, but it leads to less robustness against attacks.

In this scheme, we use three-level decomposition of contourlet transform.
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5.2

Watermark embedding

The watermark embedding consists of the following steps:

1)

The center image [ is divided into M x N subblocks. The size of each block
is (I,/M) x (I/N), where I, and I, are the width and height of the center
image. Apply contourlet transform to each subblock. We select the coefficients
of the contourlet subbands Cj, 4. for watermark embedding, where (v and dr

are the level of decomposition and the direction of the subbands, respectively.

In this scheme, (v = 3,dr =0,1,2, 3.

The chosen four contourlet subbands Cj, 4 in the decomposition of level 3 are
divided into two groups based on their similar contourlet coefficients: (Cs 0, C5 3)
and (C51,C52), where each subband has mostly horizontal edges and contours.
The similar subbands are paired so that the statistical difference of contourlet

coefficients in a group can be used for watermark extraction.

Generate a watermark data sequence W;, 7 =1,2,---, M x N by using a pseudo

random number (PRN) generator, which is spread spectrum consisting of 1 and

-1.

The watermark data is embedded into the selected four contourlet subbands by
coefficient quantization. Here, we quantize subbands C's, when the watermark
data is 1 and quantize subbands C5 3 when the watermark data is -1. Subbands

(31 and (55 are operated with the same process.
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Ifw, =1,
C’;’g’"(j, k) = round[Cgfé"(j, k)/al (5.1)
Oy (5. k) = C55"(j, k) (5.2)
Cy™(j, k) = round[C35" (5, k) /o] (5.3)
Cyy" (5. k) = C35" (j, k) (5.4)
W, = —
Cyw™ (3, k) = round[Cy5" (5, k) /o] (5.5)
Cye" (5. k) = 33" (j, k) (5.6)
Cy5" (. k) = round[Cy5™ (5, k) /o] (5.7)
Cyv" (j, k) = O (5. k) (5.8)

The quantization errors are:

E33"(j, k) = |Ca™ (3, k) — C55" (4, k)| (5.9)
31 (k) = K%?ka%—GﬁWLkN (5.10)
75" (. k) = |CY5" (. k) — C5° (5. k)| (5.11)

B33 (4, k) = K%@W%k%—aﬁﬂﬂkﬂ (5.12)

where C{S’"(j, k), Cﬁ’”(j, k), Cgfg’"(j, k), Cgfg’n(j, k) and C:Td"(j, k), C’gfl’"(j, k),
C35" (4, k), C35" (4, k) are the coefficient values of the corresponding contourlet
subbands after and before quantization, respectively. m and n are the row index

and column index of the divided subblock, m =1,2,---, M, n=1,2,---) N; j and
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k are the row index and column index of the contourlet subband coefficient of
each subblock respectively, j,k = 1,2, ---; a denotes the watermark embedding
strength; round represents the rounding operation of a number. E33"(j, k),
B4, k), B35"(5, k), E33"(j, k) are the quantization errors of the contourlet

coefficients.

5) The watermarked center view I’ can be obtained by inverse contourlet transform

from the quantized and unquantized coefficients of the contourlet subbands.

5.3 Watermark extraction

Although the watermark data is embedded into the center view, there is watermark
information in the synthesized left and right views after the DIBR process. This is a
blind watermarking algorithm since the extraction process does not need the original
center view and the depth map. Strictly speaking, a blind watermarking scheme
does not require any information for watermark extraction. But the community of
watermarking usually thinks it is “blind” if only the security key is needed. The
watermark extraction process is the reverse operation of watermark embedding and

can be described as follows:

1) Apply contourlet transform to the watermarked center image I’ (or virtual left
and right views) with the decomposition of level 3. These views may be distorted

by various possible attacks.

2) Select the same contourlet subbands as the embedding procedure for watermark

detection.
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3) Since one of two coefficients in a group is quantized in the embedding process,
there is statistical difference between the two subbands. By comparing the
quantized and unquantized coefficients in a group, the watermark data Wi/

is estimated to be 1 or -1. The quantization error differences are used for

watermark extraction:

if E5q"(j,k) — E53"(5,k) > Thl
nl(j, k) = or B3"(j.k) — Ey3"(j.k) > Thl; (5.13)

0, otherwise.

if E53"(j,k) — E5g" (5, k) > Th2

n2(j, k) = or By5"(j. k) — Eyy"(j. k) > Th2; (5.14)

0, otherwise.

Then all the nl(j, k) and n2(j, k) are added together.

N1=" "nl(j.k) (5.15)

N2 = "n2(j, k) (5.16)
4k
Therefore, the extracted watermark can be estimated:

o1, i N> N2

W, = (5.17)

7

—1, otherwise.
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where nl(j,k) and n2(j,k) are used to calculate the numbers of quantized
contourlet subbands coefficients; Thl and Th2 are the predefined thresholds.
Therefore, for each subblock, if the number N1 of quantized coefficients in sub-
bands Csy and C; is calculated to be more than the number N2 of that in
subbands C3 5 and Cs 3, the extracted watermark data Wi' is estimated to be 1;

otherwise the extracted watermark data W, is -1.

Use the PRN generator to produce the same watermark sequence W; as the one

used in the embedding process.

The normalized correlation (NC) is calculated between the extracted watermark
W, and the generated watermark W;. The NC here is used to detect a water-

mark. The watermark is successfully detected if the value of the NC is above a

predefined threshold.

ZMXNW W/
\/ZMXN W2 i\JTN W2

(5.18)

(2

We use the bit error rate (BER) to measure the accuracy of watermark ex-
traction for the proposed algorithm. The BER for the extracted watermark

sequence VVZ./ and the generated watermark sequence W; is defined as

number of (W, # W;)

(5.19)
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5.4 Error analysis

The proposed watermark decoding system can yield false positive errors that depend
on Thl and Th2, discussed in the watermark extraction process. In order to estimate
the error rate and set the thresholds properly, we choose 2.5 x 10° coefficients from
10 randomly selected un-watermarked images. The quantization error differences of
the two unquantized coefficients in a pair are calculated using the same proposed
watermark extraction algorithm. The histograms of the quantization errors from the
un-watermarked images are shown in Fig. 5.4. The quantization error difference can
be roughly modeled with Gaussian distribution. As can be seen from this figure,
there is a slight difference for different embedded watermark information. If the
embedded bit W; is assumed as 1, the probability of quantization error difference
would be lower than 0.01 when its value is larger than 1.0. Based on this fact, the
threshold T'h1 should be larger than 1.0. However, if the threshold value is becoming
larger, the watermark extraction from the watermarked images would be affected
(Some watermark information may not be detected due to the large threshold value).
Therefore, the threshold Th1 is set to 1.0 to guarantee the high accuracy of watermark
detection. The threshold T'h2 is set to 0.7 with the same process when the embedded

watermark data W, = —1.

5.5 Experimental results and analysis

Fig. 5.5 shows 10 experimental pairs of center images and associated depth images
obtained from Middlebury Stereo Datasets [119] [120] and HHI (Heinrich-Hertz Insti-

tut), Germany [19] [20]). The sizes of the center images and the depth images range
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Figure 5.4: Histograms of the quantization error differences from the un-watermarked
images.

from 450 x 375 to 1390 x 1110, which are given in Table 5.1, and the depth maps are

gray scale images of 8-bit level.

Table 5.1: Sizes of test image pairs.

Images Art Books Dolls Moebius Teddy
size | 1390 x 1110 1390 x 1110 1390 x 1110 1390 x 1110 450 x 375

Images Cones Aloe Laundry Orbi Interview
size 450 x 375 1282 x 1110 1342 x 1110 720 x 576 720 x 576

For the contourlet transform, with two levels of pyramidal decomposition, we use
the “9-7” biorthogonal filters for the Laplacian pyramid decomposition stage and

“pkva” filters [52] for the directional filter banks stage. They are used because of

their efficient implementation.

In this section, we conduct experiments to test the performance of the proposed

watermarking algorithm in terms of robustness to various attacks. In this experiment,
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® ®

Figure 5.5: Test image pairs of center images and corresponding depth images. (a) Art;
(b) Books; (c) Dolls; (d) Moebius; (e) Teddy; (f) Cones; (g) Aloe; (h) Laundry; (i) Orbi;
(j) Interview.

the baseline distance t, is set to 5% of the image width for comfortable viewing [1].

We set focal length f =1, Z,, =t,/2 and Z,.,, = 1. For watermark embedding and
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extraction processes, we set the block indexes M = N = 8, the embedding strength

a = 2, and the thresholds T'/hl = 1.0 and Th2 = 0.7.

5.5.1 Watermark invisibility

Fig. 5.6 presents the visual experimental results of the watermarked center image
and the synthesized left and right images for Interview. As a measure of watermark
invisibility of the watermarked images, subjective and objective quality evaluations

are used.

(d) (©

Figure 5.6: Watermark invisibility for Interview. (a) The original center view; (b) The
depth map; (c) The watermarked center view (PSNR=41.07 dB); (d) The virtual left view
rendered from the watermarked center view and the depth map (PSNR=39.26 dB); (e)
The virtual right view rendered from the watermarked center view and the depth map
(PSNR=39.07 dB).

For objective image quality evaluation, we use peak signal-to-noise ratio (PSNR)

and structural similarity (SSIM) [66] to test the fidelity of the watermarked images.
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Table 5.2 gives the values of PSNR and SSIM of the watermarked center images for
the 10 test image pairs. The watermarked image with PSNR around or above 40 dB

or SSIM above 0.95 looks very close to the original one.

Table 5.2: Quality measurements of the watermarked center images for the proposed
algorithm in terms of PSNR, SSIM and MOS.

Images | PSNR (dB) | SSIM | MOS
Art 42.71 0.995 4.7
Books 39.65 0.973 | 4.3
Dolls 41.29 0.986 4.4
Moebius 42.30 0.991 | 4.6
Teddy 41.43 0.993 | 4.5
Cones 40.57 0.979 | 44
Aloe 39.52 0.972 | 4.3
Laundry 40.86 0.985 | 4.5
Orbi 42.53 0.993 | 4.8
Interview 41.07 0.971 | 4.3

Due to the non-linear property of the human visual system (HVS), the PSNR and
SSIM are not always the real reflection of the perceptual quality of the images. For
subjective image quality evaluation, we adopt the double-stimulus continuous quality
scale (DSCQS) method recommended by the ITU-R [67]. There are 15 viewers (8
males and 7 females) aged from 24 to 50 participating in the experiment. With the
criteria of mean opinion score (MOS), the images were rated by trial viewers with
five-grade scale from 5 (excellent) to 1 (bad). As can be observed from Table 5.2,
the proposed algorithm received relatively high scores in terms of image fidelity. The
simulation results show that the proposed algorithm preserves good perceptual quality

of the watermarked images.

For the 10 test image pairs, the watermark is embedded into the center view, the

virtual left and right views are synthesized from the watermarked center view and
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Table 5.3: Average NC of the watermark extracted from the center view, the virtual left
and right views.

Center view | Left view | Right view
Maximum 0.969 0.953 0.946
NC (watermarked) | Minimum 0.938 0.922 0.907
Average 0.955 0.939 0.930
Maximum 0.094 0.078 0.069
NC (un-watermarked) | Minimum 0.063 0.047 0.052
Average 0.070 0.059 0.061

the associated depth map at the receiver side. In the experiments, all the NC values
of extracted watermark from watermarked images are above 0.8 while the NC values
of extracted watermark from un-watermarked images are very small, lower than 0.1.
Table 5.3 presents the NC values of watermark extraction from the watermarked and
un-watermarked images for the three views, respectively. From this table we can see
that there is a big difference between the NC values from the watermarked and un-
watermarked images. So the watermark can be easily detected. In the experiment, the
bit error rate (BER) is used to measure the accuracy of watermark extraction. Table
5.4 gives the average values of PSNR, SSIM and watermark bits of the watermarked
images, and the BER of the watermark extracted from the center view, the virtual left
and right views without any attacks respectively. We have compared our scheme with
two other related watermarking algorithms [1] [2] that are typical and state-of-the-art
for DIBR 3D images. Table 5.4 demonstrates that there are no significant differences
in the values of PSNR, SSIM and watermark bits, but our algorithm can extract the
watermark with lower average BER value (0.016) and has competitive performance

in terms of watermark extraction from each distributed view.
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Table 5.4: Average PSNR and SSIM, watermark bits and BER of the watermark extracted
from the center view, the virtual left and right views.

BER
PSNR | SSIM | Watermark | Center | Left | Right | Average
view | view | view BER
Lin et al. [1] | 41.25 | 0.989 64 0.007 | 0.112 | 0.091 | 0.070
Kim et al. [2] | 40.73 | 0.982 64 0.011 | 0.023 | 0.036 | 0.023
Proposed 41.14 | 0.984 64 0.010 | 0.018 | 0.021 | 0.016

5.5.2 Robustness to geometric attacks

To validate the robustness of the proposed algorithm, the watermarked images have
been tested against various geometric attacks [7] [22] [40]. The performance of the
proposed scheme on robustness is compared with other two related watermarking

techniques [1] [2] which are typical and state-of-the-art for DIBR 3D images.

For the 10 test image pairs, Fig. 5.7 shows the average BER and correspond-
ing average NC values of the extracted watermark from the synthesized right views
under various attacks, including rotation, scaling, Gaussian noise, median filtering
and JPEG compression. The values of average NC are all above 0.8. The average
BER for the synthesized right views under rotation is shown in Fig. 5.7(a), where
the rotation angles are from 0° to 10° in clockwise and anticlockwise directions. Fig.
5.7(b) presents the average BER for the scaled synthesized right views with scaling
factors varying from 0.5 to 2.0. By comparing with other watermarking algorithms,
the simulation results demonstrate that the proposed algorithm has lower BER and

is robust to rotation and scaling.

As can be seen from Fig. 5.7(c) and Fig. 5.7(d), the proposed algorithm shows

lower bit error rates when the watermarked views are distorted by Gaussian noise with
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Figure 5.7: Average BER of the watermark extracted from the watermarked right views
under various attacks. (a) Rotation; (b) Scaling; (c) Gaussian noise; (d) Median filtering;
(e) JPEG compression; (f) Rotation and cropping.

variance from 0.1 to 1.0 and median filtering with different window sizes, respectively.

Fig. 5.7(e) gives the average BER under JPEG compression with various quality
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factors. Fig. 5.7(f) shows the average BER under combined attacks (cropping after
rotation). It can be seen that our algorithm performs well in detecting the watermarks

with lower BER under these distortions, especially for combined attacks.

5.5.3 Robustness to baseline adjustment and depth map vari-

ation

The baseline distance adjustment and depth map variation are common processing
for the DIBR system. The virtual left and right views can be rendered from the center
view and the corresponding depth map by the values of different baseline distances.
In this experiment, we adjust the baseline distance from 1% to 10% of the center
image width. Fig. 5.8 suggests that 5% of the image width is the optimum baseline
distance for comfortable viewing, and our algorithm can remain lower BER (less than

0.1) under baseline distance variation.
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Figure 5.8: Average BER for the watermarked right views under baseline distance adjust-
ment.
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As we discussed in Chapter 2, the pre-processing of depth image can reduce the
hole occurrence to render the left and right views with high quality. However, similar
to the center view, the depth maps can also be distorted by possible attacks. In this
experiment, the depth map of the 10 test image pairs are distorted under Gaussian
noise with variance 0.1 and JPEG compression with quality factor 10, respectively.
The visual results of depth map for image Teddy are shown in Fig. 5.9. As can be
observed from Table 5.5, compared with other methods, the proposed watermarking
algorithm can detect the watermark with lower BER and is robust to depth map
variation. This experiment also demonstrates that the depth map can be compressed

before transmission to save the bandwidth of the DIBR system.

Figure 5.9: Depth map pre-processing. (a) The original depth map of Teddy; (b) The
depth map with Gaussian noise (Variance: 0.1); (¢) The depth map with JPEG compression
(Quality factor: 10).

Table 5.5: Comparison of BER and NC for depth map variation.

Gaussian noise | JPEG compression (vé;;rr?i(;rllj;)
Lin et al. [1] 0.15 0.17 N/A
Kim et al. [2] 0.10 0.12 N/A
Proposed 0.07 0.09 0.905
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5.5.4 Robustness to different DIBR methods

As mentioned in Chapter 2, there are mainly three steps in a DIBR system and the
detailed operations can be different for practical applications. In this section, we test
our watermark embedding and extraction algorithms on other typical DIBR processes
[29] [51]. In [51], the edge dependent depth filter and interpolation are used in depth
map processing and hole-filling steps, respectively. In [29], the depth maps are pre-
processed with an asymmetric filter. Table 5.6 gives the BER and the corresponding
average NC values of extracted watermark from the synthesized left and right views
for the two DIBR methods. The virtual left and right views are generated from the
watermarked center view and corresponding depth image. So there is watermark
information in the synthesized left and right views. The watermark extraction result
from the center view remains the same in different DIBR systems. The experimental
results show that our watermarking algorithm can extract the watermark with low
BER and also has good performance in different DIBR systems.

Table 5.6: BER and NC of the extracted watermark for different DIBR methods.

Method [51] | Method [29] | Average NC (watermarked)
Virtual left view 0.03 0.02 0.927
Virtual right view 0.04 0.03 0.916

5.5.5 Further discussions

In the above experiments, the watermark is embedded into the contourlet subbands
C3,0-Cs 3 instead of subbands C54-C57. Table 5.7 presents the average PSNR and
SSIM of different watermarked contourlet subbands of the center views and the syn-

thesized views for the 10 test image pairs. It can be seen from the table that the values
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of PSNR and SSIM of subbands (' (-Cs 3 are higher than that of subbands Cs 4-C's 7.
Although there is no big difference in the values of PSNR and SSIM for center images,
the quality of synthesized images can be significantly different. The average values
of PSNR and SSIM for subbands C(-Cs 3 are 38.52 dB and 0.956 respectively, while
the corresponding values for subbands C34-C's 7 are only 33.93 dB and 0.915. It can
be concluded that the subbands with more horizontal information are less affected by
the DIBR process, which is discussed in Subsection 5.1 and demonstrated from the

experimental results in this subsection.

Table 5.7: Average PSNR and SSIM of the watermarked images for different subbands.

Subbands C30-Cs3 | C34-Cs7
Conter PSNR (dB) | 41.19 | 40.35
enter tnages SSIM 0.983 | 0.971
L PSNR (dB) | 3852 | 33.93
Synthesized images SSTM 0.956 0.915

For the subband pairing, subband C} is paired with subband Cj53 rather than
subband C5; or (54 because they have similar contourlet coefficients, which can be
used for watermark extraction after quantization. Table 5.8 gives the experimental
results of watermark extraction from different subband pairing methods. The bit error
rates of extracted watermark are relatively high for the latter two subband pairing

methods. Moreover, the value of threshold for quantization error is not easy to set.

Table 5.8: Average BER of the extracted watermark for different subbands pairing.

Subband (03,07 C'3,3) (03,0, 03,1) (03,0, 03,2)
pairing and (0371, 0372) and (0372, 0373) and (03’1, 0373)
Center images 0.01 0.15 0.12
Synthesized images 0.02 0.23 0.27
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5.6 Summary

In this chapter, we proposed a blind watermarking algorithm based on contourlet
transform for DIBR 3D images. In the proposed algorithm, the watermark data is em-
bedded into the selected contourlet subbands of the center view by quantizing certain
contourlet coefficients. The statistical differences between quantized and unquantized
contourlet coefficients in a group are used for watermark extraction. The watermark
can be detected blindly with low bit error rates from the center view, left view and
right view even they are under various attacks, such as geometric transformation,
Gaussian noise and JPEG compression. Moreover, the proposed algorithm can be
robust to common DIBR processing, such as depth map processing and baseline ad-
justment. One advantage of the proposed algorithm is its simplicity and practicality.
However, the performance of this watermarking algorithm still needs to be further
developed. To be specific, the normalized correlation of the extracted watermark is
not very high, and its robustness to geometric attacks, Gaussian noise and JPEG
compression needs to be improved. In the next chapter, we will continue to conduct

research on DIBR 3D image watermarking.



Chapter 6

A novel watermarking algorithm
for DIBR 3D images using feature

regions

In this chapter, a new digital watermarking algorithm for DIBR 3D images based on
feature regions and ridgelet transform (RT) is proposed. The watermark is embedded
into the ridgelet coefficients of the selected feature regions. Compared with other
transforms, most of the energy of an image is concentrated in just a few of ridgelet
coefficients, which is good for watermark embedding. In addition, ridgelet transform
has better stability than contourlet transform and the coefficients do not change
significantly even when the image is under possible distortions, which contribute to
better robustness to attacks. In the following, the proposed watermarking algorithm
is presented in detail. The error probability analysis is given and the experimental

results are provided. The performance on robustness is compared with that of other

119
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related and state-of-the-art methods.

6.1 The proposed watermarking algorithm

In this section, we present the proposed watermark embedding and extraction algo-
rithms. Fig. 6.1 presents the framework of the proposed algorithm. After finding
the reference feature points of the center image, we construct the circular feature re-
gions for watermark embedding and extraction. Then we utilize the improved spread
spectrum (ISS) [121] technique to embed the watermark messages into the selected
ridgelet coefficients of selected feature regions, and insert the reference pattern into
each region. For watermark extraction, the correlation between the selected water-
marked coefficients and the reference pattern is used to estimate the watermark data

extracted from the feature regions.

6.1.1 Feature point detection

We first detect the feature points of the center image with Gaussian scale model in
scale invariant feature transform (SIFT) [58], which is based on the scale space theory
to find the feature points invariant to scaling and rotation. In Gaussian scale model,
the difference of Gaussian (DoG) is used to select the stable ones among those feature

points. Suppose I(z,y) is the original center image with size of M x N, L(x,y) is the
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Figure 6.1: The proposed watermark embedding and extraction algorithms.

blurred image filtered by the Gaussian filter G, defined as

where ¢ is a constant factor and o denotes the scale. Here, Li(x,y) and Ly(x,y) are

different in scale by the factor g. Then the DoG filtered image can be calculated by

DoG = LZ(xay) - Ll(x>y> = Gga * I(x,y) - Ga * I(&T, y) (62)
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The DoG can be obtained from the successively filtered images [7]. To reduce the
probability of errors and make the feature points still detectable after distortions,
the feature points that are very robust to concerned distortions should be selected for
watermarking process. The reference points are selected as follows: the feature points
with strong edge responses will be removed, because they are usually located near
the image edges or the depth map discontinuities and fragile to the view synthesis
process. Moreover, in this algorithm, the DoG is iterated on the filtered image to find
the stable reference points which are invariant to scaling and rotation. In addition,
each feature point has a corresponding scale information. The feature points with
either large or small scales are vulnerable to possible attacks and should be discarded.
In the implementation, we chose the reference points with scale o between 6 and 8
empirically. Fig. 6.2 gives the final result of selected reference feature points in the
original center image of Ballet. From the figure we can see that the selected feature
points are not on the object edges, contours of the image, or the discontinuities of
corresponding depth map. These feature points can not be easily found from the
spatial domain and they are robust against attacks like rotation, scaling and noise
addition. Therefore, the selected reference points are very suitable for watermark

embedding, and can still be detected for watermark extraction after possible attacks.

6.1.2 Feature region assignment

Once the reference points are selected, we will construct the feature regions for wa-
termark embedding. The reference point is chosen and the disk region centered at
this reference point with radius R will be used as watermark embedding location.

In the proposed algorithm, we construct the circular feature area using the following
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(b)

Figure 6.2: The selected feature points of image Ballet. (a) The original center image; (b)
The selected feature points of the original center image.

formula:

(x—2)’ 4+ (y—y)’ =R (6.3)
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where (x;,y;) is the selected feature point in image I(x,y), R can control the size of
circular region. Some of the circular areas are overlapped and not stable, so these
feature regions are removed to make the selected feature areas more suitable for
watermark embedding [96]. The circular regions with strong edge responses are also
discarded. The final selected feature regions that can be robust to concerned attacks

are given in Fig. 6.3.

Figure 6.3: The selected feature regions for watermark embedding.

After that, the orientation assignment [58] and image normalization [7] are em-
ployed to make the circular areas rotation and scaling invariant, respectively. For
orientation assignment, the gradients of the pixels in a window centered at the ref-
erence points are calculated with the first order derivative. Then the histogram of
the gradient is computed, where the peak is used as the orientation of the reference
point. For image normalization, scaling normalization is incorporated to obtain the
scaling invariance for the feature region. It transforms the image to its standard form

by adjusting the origin of the image to its centroid.
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6.1.3 Watermark embedding

The watermark embedding can be described as follows:

1) Select the reference feature points of the center view, and construct the disk
feature regions for watermark embedding. The processes have been detailed in

Section 6.1.1 and Section 6.1.2, respectively.

2) Apply ridgelet transform to the selected feature regions of the center view, then
embed the watermark data into the ridgelet coefficients of the feature regions
with the most energetic direction. The most energetic direction for each feature

region can be found using the following formula:

S
m=0

k. = max {1 i(FRIT[k, m])2} (6.4)

The ridgelet coefficients F'RIT k., m| are the most energetic coefficients in the
selected feature block. m (m =0,1,---,s—1) denotes the coefficients of ridgelet

transform in each direction and s is the number of selected ridgelet coefficients.

3) In this scheme, we use the linear approximation of the improved spread spectrum
(ISS) technique [121] to embed the watermark data into the selected ridgelet
coefficients. Fach watermark data b (1 or -1) is embedded by modifying the

amplitude of the selected coefficients as follows
cw = ¢+ (ab — A )w, (6.5)

where ¢ = [FRITk.,0], FRIT[ke,1],- - -], ¢,y and ¢ are the ridgelet coefficients

after and before watermark embedding respectively; « is used to control the
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embedding strength of the watermark data b; A represents the reduction ratio
of the interference ¢’; the reference pattern w, represents a spread spectrum
sequence for the embedded watermark data b. A security key is used by the
pseudo random number (PRN) generator to produce w, with zero mean. The
ISS technique [121] can improve the robustness of watermarking by reducing
the interference ¢’ between the ridgelet coefficients ¢ and the spread spectrum
sequence w, during watermark embedding process. The interference ¢’ is com-

puted as

et L Rk (6.6)

< Wy, Wy >
where <> is the inner product operation.

4) Finally, apply the inverse ridgelet transform to the FRIT coefficients in every

selected region and obtain the watermarked image.

6.1.4 Watermark extraction

At the receiver side, the virtual left and right views are synthesized by the water-
marked center view and corresponding per-pixel depth map. This is a blind water-
marking algorithm since the watermark extraction does not need the original center
view and the depth map. Strictly speaking, a blind watermarking scheme does not
require any information for watermark extraction. But the community of watermark-
ing usually thinks it is “blind” if only the security key is needed. The watermark data
can be determined by checking the sign of the normalized inner product between the

watermarked coefficients and the reference pattern w,. The watermark extraction
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process consists of the following steps:

1)

Select the reference feature points of the watermarked center view (either the
rendered left or right view) and find the feature regions where the watermark

data has been embedded for watermark detection.

Apply ridgelet transform to the selected watermarked feature regions. The wa-
termarked views are possibly distorted by various attacks n, where the ridgelet

coefficients can be expressed as ¢, = ¢, + n.

Perform the correlation operation by calculating the normalized inner prod-
uct between the selected watermarked ridgelet coefficients ¢, and the reference

pattern w, as described below

< Wy > < Gy MWy, >

< Wy, wp > < Wy, wp >
<c+ (ab— A )w, +n,w, > (6.7)

< Wp, Wp >

=ab+ (1 =N +n

The reference pattern w, and the distortion n are statistically uncorrelated (w,
is generated by the PRN generator with a security key, while the distortion is
introduced during transmission), thus n’ =< w,,n >~ 0. Since < c,w, > is
much smaller than < w,, w, >, ¢ =< ¢,w, > / < wy, w, > is very small, and
the optimum value of A is close to 1. In addition, « here is positive. Therefore,

by checking the sign of v, we can estimate the extracted watermark data o' [1]
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) 1, if v > 0;
b = (6.8)

—1, otherwise.

The normalized correlation (NC) is calculated between the estimated water-
mark b; and the embedded watermark b;, and the NC here is used to detect a
watermark. The watermark is successfully detected if the value of the NC is

above a predefined threshold.

b - b

NC = 2 L (6.9)
V Zz bzz : Zz bi2

We use the bit error rate (BER) to measure the accuracy of the watermark

extraction for the proposed algorithm. The BER of extracted watermark b

estimated by using the generated reference pattern is defined as follows:

number of (b; # b;)
K

BER(b, V') = (6.10)

where K is the number of the watermark data.

As discussed before, the selected feature points are very robust to the concerned
attacks, including rotation, scaling and noise addition. So even when the watermarked
image is distorted, with the strict rules in Subsection 6.1.1, the feature points used
in watermark embedding can be detected accurately for watermark extraction. Table
6.1 lists some experimental results of reference feature points detection under various

attacks. In the table, the numerator shows the number of the feature points or feature
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regions from which the watermark was successfully detected, and the denominator
shows the number of the feature points in which the watermark was actually embed-
ded. It can be seen from this table that the proposed scheme can detect the reference

feature points or feature regions with high accuracy under various attacks.

Table 6.1: The detection accuracy of reference feature points.

Ballet | Art | Books | Teddy | Interview
Without attack 7/7 | 8/8 | 8/8 7/7 9/9
Rotation (5°) 77 |8/8| 8/8 | 7/7 9/9
Rotation (10°) 77 | 8/8| 8/8 | 77 9/9
Rotation (15°) T/7 | 7/8 | 8/8 7/7 8/9
Scaling (1.2) 7/7 | 8/8 | 8/8 7/7 9/9
Scaling (2.0) 6/7 | 8/8| 8/8 | 6/7 9/9
Gaussian noise (Var. 0.2) 7/7 | 8/8 | 8/8 7/7 9/9
Gaussian noise (Var. 1.0) 6/7 |8/8] 7/8 7/7 9/9
JPEG compression (QF: 70) 7/7 | 8/8| 8/8 7/7 9/9
JPEG compression (QF: 10) 7/7 | 8/8 | 8/8 6/7 8/9
JPEG 2000 compression (Ratio: 20) | 7/7 | 8/8 | 8/8 7/7 9/9
JPEG 2000 compression (Ratio: 70) | 7/7 | 7/8 | 8/8 7/7 8/9

6.1.5 Error probability

To compute the error probability for this proposed watermarking algorithm, the se-
lected original coefficient ¢ and the attack noise n are assumed to be modeled as

uncorrelated Gaussian random processes.

c~ N(0,0%), n~ N(0,02) (6.11)

If the embedded watermark data b = 1, an error occurs when v < 0. Similarly, if

b = —1, an error occurs when v > 0. Therefore, the error probability F, for a single
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circular region can be calculated as
Py =wPr(y <0|b=1) 4wy Pr(y > 0]b=—1) (6.12)

where w; and wy are the prior probabilities of b = 1 and b = —1. These two proba-
bilities are defined as w; = wy = 1/2 in this algorithm. In addition, these two cases
have the same error probabilities [121]. So the error probability Py can be rewritten

as
Py=Pr(y<0b=1)=Pr(y>0b=—-1) (6.13)

Let us consider the case when b =1,

Py=Pr(y<0b=1)

1 Lo? — \20?
=3l Ve s = ey (6.14)

1 Lop 2
= —erfc —
2 2%+ (1- )

where er fc(+) is the complementary error function, L and o2 are the length and the
energy of the reference pattern w, respectively. The mathematical deduction of error
probability Py is provided in detail in [121]. Since the error occurrence of selected
feature regions is mutually independent, the error probability of watermark extraction

from these feature regions can be obtained. Therefore, the total error probability P,
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for the proposed algorithm can be expressed by
P,=1-(1-PR)" (6.15)

where W is the number of selected feature regions. Fig. 6.4 presents the average
error probability P, with respect to the values of SNR 02/0? and the relative power
rp, = LoZ/o2. As can be seen from this figure, the larger the SNR values and r,,
the smaller the error probability. This has been confirmed by the experiments. The
PSNR values of the watermarked images are all above 40 dB, which will be shown
in next section. Accordingly, the average values of calculated SNR and 7, are above

12.8 dB and 10.7. The error probability with respect to these values should be very

low according to this figure.

e

Error Probability Iog10 P

4 6 8 10 12 14 16 18 20
SNR (dB)

Figure 6.4: The error probability for different values of SNR and 7.
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6.2 Experimental results and analysis

As shown in Fig. 6.5, we have tested our proposed algorithm on 10 experimental
pairs of the center images and the associated depth images from Middlebury Stereo
Datasets [119] [120] Microsoft Research 3D Video Datasets [122] and HHI (Heinrich-
Hertz Institut), Germany [20]. The resolutions of the center images and the depth
images range from 450 x 375 to 1390 x 1110, and the depth maps are gray scale images
of 8-bit level.

In this section, we conduct experiments to evaluate the performance of the pro-
posed watermarking algorithm in terms of watermark invisibility and robustness to
various attacks. In the implementation, the focal length f = 1 and the baseline dis-
tance t, is set to be 5% of the image width for comfortable viewing. The farthest
clipping plane Z;,. = t,/2 and the nearest clipping plane Z,.,, = 1. The water-
mark embedding strength o = 2, the radius R of feature regions is set to 20 and the

reduction ratio A = 1.

6.2.1 Watermark invisibility

For watermark invisibility, we use both objective and subjective quality measures to
test the fidelity of the watermarked images. In objective image quality evaluation, the
peak signal-to-noise ratio (PSNR) and structural similarity (SSIM) [66] are adopted.
Table 6.2 gives the values of PSNR and SSIM of the watermarked center images for
the 10 test image pairs. The mean values of PSNR and SSIM are 41.65 dB and 0.990
respectively. The watermarked image with PSNR around or above 40 dB or SSIM

above 0.95 looks very close to the original one.
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(D Q)

Figure 6.5: Test image pairs of center images and corresponding depth images. (a) Ballet
(1024 x 768); (b) Breakdancers (1024 x 768); (c) Art (1390 x 1110); (d) Books (1390 x 1110);

(e) Dolls (1390x1110); (f) Moebius (450x375); (g) Teddy (450 x375); (h) Cones (720 x576);
(i) Orbi (720 x 576); (j) Interview (720 x 576).

In subjective image quality evaluation, as recommended by the ITU-R [67], we use

the double stimulus continuous quality scale (DSCQS) for judging the imperceptibility
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Table 6.2: Quality measurements of the watermarked center images for the proposed
algorithm in terms of PSNR, SSIM and MOS.

Images PSNR (dB) | SSIM | MOS
Ballet 41.15 0.991 | 4.5
Breakdancers 41.52 0990 | 44
Art 42.68 0.995 | 4.7
Books 40.16 0982 | 4.3
Dolls 42.04 0.993 | 4.6
Moebius 42.80 0.997 | 4.8
Teddy 41.53 0.991 | 4.6
Cones 40.95 0985 | 4.4
Orbi 42.26 0.994 | 4.5
Interview 41.47 0.989 | 4.3

of the watermarked images. In this experiment, eight males and seven females (aged
between 24 and 50) participated in the quality evaluation. Using the criteria of the
mean opinion score (MOS), the participants rated the watermarked images with five-
grade evaluation scale, where 5=Excellent, 4=Good, 3=Fair, 2=Poor and 1=Bad. As
listed in Table 6.2, the values of MOS are all above 4.3 and the high scores reflect
the good perceptual quality of the watermarked images. Therefore, the experimental
results demonstrate that the proposed algorithm has good performance in terms of

image fidelity under the objective and subjective quality measures.

6.2.2 Robustness to various attacks

To evaluate the performance of the proposed watermarking algorithm comprehen-
sively, we have tested it on the robustness to various distortions [22] [40], including
geometric transformations like rotation and scaling, Gaussian noise, JPEG compres-

sion, JPEG 2000 compression and combined attacks.
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For each of the 10 test image pairs, the watermark is embedded into the center
image, the virtual left and right images are rendered from the watermarked center
image and the corresponding depth map at the receiver side. Table 6.3 provides
the average normalized correlation (NC) values of watermark extraction from the
the center view and the virtual left and right views respectively, where NC1 is the
NC value from watermarked images and NC2 is the corresponding value from un-
watermarked images. As can be observed from this table, there are big and clear
separations between NC1 and NC2 under various attacks. So the watermark can be
easily detected from the three views individually for content authentication. In the
experiment, we evaluate the accuracy of watermark extraction from the three views
with bit error rate (BER) when the watermarked center view is under the above
mentioned attacks. Fig. 6.6 gives the results of BER from the three watermarked

views and the corresponding average NC values.

Table 6.3: Average NC of the watermark extracted from the center view, the virtual left
and right views.

Center View Left View Right View

NC1 NC2 | NC1 NC2 | NC1 NC2

Without attack 0.952 0.086 | 0.937 0.109 | 0.925 0.097

Rotation (5°) 0.906 0.143 | 0.892 -0.092 | 0.879 0.051

Rotation (15°) 0.881 -0.072 | 0.853 0.104 | 0.826 -0.047

Scaling (0.5) 0.894 -0.016 | 0.860 -0.035 | 0.867 0.023

Scaling (1.5) 0.912 0.077 | 0.893 0.095 | 0.885 -0.040

Gaussian noise (Var. 0.2) 0.920 0.061 | 0.904 -0.064 | 0.896 -0.103
Gaussian noise (Var. 0.8) 0.898 -0.085 | 0.832 0.029 | 0.818 0.056
JPEG compression (QF: 10) 0.875 -0.110 | 0.819 -0.068 | 0.822 -0.037
JPEG compression (QF: 30) 0.904 0.096 | 0.867 -0.082 | 0.856 0.090
JPEG 2000 compression (Ratio: 20) | 0.907 -0.026 | 0.861 -0.063 | 0.864 -0.095
JPEG 2000 compression (Ratio: 70) | 0.882 0.021 | 0.855 -0.043 | 0.851 0.036
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Average BER of the watermark extracted from the distorted center view and
synthesized left and right views. (a) Rotation; (b) Scaling; (¢) Gaussian noise; (d) JPEG
compression; (e) JPEG 2000 compression; (f) Combined attacks.

Geometric attacks

Rotation and scaling are common geometric attacks. In this algorithm, as discussed

in Section 6.1.1, the Gaussian scale model is used to select the geometrical transform
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invariant feature points and the constructed feature regions are also rotation and
scaling invariant. For rotation, the watermarked center images are rotated from 0°
to 15° in clockwise and counterclockwise directions with a step of 5°. Fig. 6.6(a)
presents the average BER of the watermark information extracted from the rotated
watermarked center view and the synthesized left and right views. The horizontal
axis indicates the rotation angles and the vertical axis denotes the values of BER. For
scaling, the proposed watermarking algorithm is tested with scaling factors varying
from 0.2 to 2.0. The corresponding results are illustrated in Fig. 6.6(b). The mean
values of BER for rotation and scaling are 0.11 and 0.09, respectively. The exper-
imental results show that the proposed algorithm is highly robust to rotation and

scaling.

(Gaussian noise

The center image may suffer from the channel noise during transmission. In this
experiment, the proposed algorithm is evaluated under Gaussian noise addition. The
virtual left and right images are rendered based on the Gaussian noised center image.
As can be seen from Fig. 6.6(c), the watermarked center images are distorted by
Gaussian noise with variance from 0.1 to 1.0. The mean value of BER of the water-
mark extracted from the center image and synthesized images is 0.14. Note that the
image is seriously polluted when the variance reaches 1.0. Therefore, the low BER
values demonstrate that the proposed algorithm works effectively against Gaussian

noise.
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JPEG compression

The performance of the proposed algorithm under JPEG compression is further inves-
tigated in this subsection. The watermarked images are attacked by JPEG compres-
sion with quality factors from 10 to 100. According to the experimental results from
the Fig. 6.6(d), when the quality factor becomes smaller, the value of BER increases.
However, all the values of BER are below 0.12, which show that the proposed 3D

image watermarking algorithm performs well under JPEG compression.

JPEG 2000 compression

The performance of the proposed algorithm under JPEG 2000 compression is also
tested in the experiment. The watermarked images are distorted by JPEG 2000
compression with compression ratios from 10 to 90. The higher compression ratio
indicates more severe distortion to the image. As can be observed from Fig. 6.6(e),
the value of BER is still acceptable even when the compression ratio reaches 90,
which demonstrates that the proposed algorithm has good performance in terms of

watermark extraction under JPEG 2000 compression.

Combined attacks

To test the performance of the proposed algorithm under combined attacks. The
effects of both JPEG compression and Gaussian noise added on the center image
are studied. The variance of Gaussian noise is 0.5 and the quality factor of JPEG
compression varies from 10 to 100. Compared with one kind of attack in Fig. 6.6(c)

and 6.6(d), there is only slightly increase of BER under combined attacks illustrated



Chapter 6. A novel watermarking algorithm for DIBR 3D images using feature
regions 139

in Fig. 6.6(f). The mean value of BER under combined attacks is 0.17, which implies
that the proposed algorithm is relatively robust to combined attacks with JPEG

compression and Gaussian noise.

6.2.3 Robustness to DIBR processing

In addition to the geometric attacks, the watermarking technique for DIBR 3D im-
ages should also resist DIBR processing. The depth map variation and baseline dis-
tance adjustment are common distortions in the DIBR system. The virtual left and
right views are rendered based on possibly attacked depth map or different baseline
distances. Moreover, although there are three major steps in a DIBR system, the
detailed operations can be different for practical applications. However, the result
of watermark extraction from the center view remains the same under depth map

variation, baseline adjustment and different rendering conditions.

Baseline distance adjustment

In a DIBR system, the center view and the depth map are transmitted to the receiver
side to synthesize the virtual left and right views. As discussed in Chapter 2, the user
can adjust the viewing by modifying the baseline distance. But too large or small
baseline distance will introduce uncomfortable viewing [20] [29]. In the experiment,
we adjust the baseline distance from 1% to 10% of the center image width. Fig. 6.7
suggests that 5% of the image width is the optimum baseline distance and the bit
error rates go up when it diverges to 1% and 10%. However, the BERs of watermark
extracted from the watermarked center view and new generated left and right views

keep relatively low under different baseline distances.
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Figure 6.7: Average BER of the extracted watermark under baseline distance adjusting.

Depth map variation

Similar to the center view, the depth map may be distorted by different attacks
during the transmission to the consumer side. In this experiment, the depth maps of
the 10 test image pairs are distorted under Gaussian noise with variance 0.1, JPEG
compression with quality factor 10 and JPEG 2000 compression with compression
ratio 50, respectively. Fig. 6.8 gives the original depth map of image Breakdancers and
the distorted depth images. The average bit error rates of extracted watermark from
the synthesized left and right views are given in Table 6.4. The values of BER are all
below 0.12, which show that the proposed algorithm is robust to depth map variation.
This simulation result also demonstrates that the depth map can be compressed
before transmission, which is an advantage of the DIBR system over other 3D display

techniques.
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(a) Original depth map of Breakdancers; (b)
Depth map with Gaussian noise (Variance: 0.1); (¢) Depth map with JPEG compression
(Quality factor: 10); (d) Depth map with JPEG 2000 compression (Compression ratio: 50).

Table 6.4: Average BER of the extracted watermark for depth map variation and different

DIBR methods.

Gaussian Noise | JPEG | JPEG 2000 | Method [29] | Method [51]
Virtual left view 0.08 0.10 0.06 0.05 0.03
Virtual right view 0.11 0.12 0.08 0.06 0.05

Different DIBR methods

In the experiment, we have tested our watermarking algorithm under different render-

ing conditions [29] [51]. In [29], the depth map is pre-processed with an asymmetric
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filter to smoothen the sharp changes around object boundaries. In [51], the edge
dependent depth filter and interpolation are used in depth processing and hole-filling,
respectively. Table 6.4 also presents the BER of extracted watermark data from the
virtual views for the two DIBR methods. The values of BER are all below 0.06,
which show that the proposed watermarking algorithm is highly robust to different

rendering processes.

6.2.4 Performance comparison

In this subsection, our proposed algorithm is compared with other related watermark-
ing algorithms proposed by Lin et al. [1], Kim et al. [2] and Chen et al. [10]. Method
[1] and method [2] are chosen for performance comparison because they are the typ-
ical and state-of-the-art techniques for DIBR 3D watermarking. Method [10] is our
proposed watermarking scheme in Chapter 5. Table 6.5 presents the experimental
results of performance comparison in terms of watermark invisibility and robustness
against various attacks. The accuracy of watermark detection is measured using the
average BER value of watermark extracted from the watermarked center view and

the synthesized views.

For watermark invisibility, compared with other existing methods, our algorithm
has the highest values of PSNR and MOS, and there are no significant differences in
SSIM among the four methods. For the watermark extraction without any distor-
tions, the average BER of our method is much lower, only 0.008, which demonstrates
that the proposed algorithm can detect the watermark with higher accuracy. The
performance comparison on robustness to various attacks is also tested. Compared

with other state-of-the-art methods [1] [2] and our previous method [10], the proposed
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Table 6.5: Performance comparison with other related methods.
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Method [1] | Method [2] | Method [10] | Proposed method
PSNR (dB) 11,52 A1.07 A1.16 41.65
SSIM 0.991 0.985 0.987 0.990
MOS 4.4 4.3 4.4 4.5
BER without attacks 0.071 0.025 0.017 0.008
BER under attacks
Rotation (10°) 0.43 0.31 0.16 0.12
Scaling (0.5) 0.35 0.19 0.15 0.08
Gaussian noise (Var. 0.5) 0.15 0.12 0.14 0.10
JPEG compression (QF: 10) 0.38 0.33 0.21 0.11
Combined attacks 0.47 0.41 0.26 0.17
Baseline distance ratio (10%) 0.29 0.15 0.12 0.09
Depth map with Gaussian 0.24 0.10 0.07 0.07
noise (Var. 0.1)
Depth map with JPEG
compression (QF: 10) 0.18 0.12 0.09 0.08

algorithm has the lowest values of BER and exhibits better performance of robustness
against rotation, scaling, Gaussian noise, JPEG compression and combined attacks.
Take the rotation for an instance, when the watermarked center image is rotated by
10°, the average BER values of the extracted watermarks from the three views in
method [1], method [2] and method [10] are 0.43, 0.31 and 0.16 respectively. The
corresponding BER value for this proposed algorithm is 0.12, which shows better ro-
bustness against rotation and higher accuracy of watermark extraction. Furthermore,
the BERs of this algorithm are lower than those of the methods [1] [2] and comparable
to those of the method [10] in terms of depth map variation and baseline distance
adjustment. On the whole, as can be seen from this table, the proposed algorithm has
superiority over other related and state-of-the-art methods on the robustness against

image processing attacks and common DIBR processing.
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6.2.5 Experimental results on other image pairs

In this subsection, in order to demonstrate that the effectiveness of the proposed algo-
rithm is not limited, we have applied our algorithm to all the image pairs in the three
publicly available databases for DIBR 3D images. Table 6.6 presents the performance
of the proposed algorithm in terms of watermark invisibility and robustness against
various attacks. It can be observed from this table that the average values of PSNR
and SSIM are relatively high and the average BERs are quite low. The experimental
results are similar to those for the 10 test image pairs in the previous experiments.
This fact shows that the proposed algorithm is effective in watermark extraction, and

the effectiveness is independent of specific image pairs in DIBR 3D image databases.

Table 6.6: The watermark extraction accuracy on all the image pairs of the three
databases.

Proposed method
PSNR (dB) 41.61
SSIM 0.992
BER without attacks 0.009
BER under attacks
Rotation (10°) 0.12
Scaling (0.5) 0.10
Gaussian noise (Var. 0.5) 0.09
JPEG compression (QF: 10) 0.13
JPEG 2000 compression (Ratio: 50) 0.08
Combined attacks 0.16
Baseline distance ratio (10%) 0.10
Depth map with Gaussian noise (Var. 0.1) 0.06
Depth map with JPEG compression (QF: 10) 0.09
Depth map with JPEG 2000 compression (Ratio: 50) 0.05
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6.3 Summary

In this chapter, we proposed a blind DIBR 3D image watermarking algorithm in
the ridgelet domain using feature regions for copyright protection. In the proposed
algorithm, the reference feature points are selected with Gaussian scale model and
the disk feature regions are constructed for watermark embedding and extraction.
The watermark data is embedded into the selected ridgelet coefficients of the selected
feature regions. The simulation results show that the proposed algorithm exhibits
good performance in terms of both watermark invisibility and robustness to image
processing attacks and DIBR processing. Moreover, our algorithm has lower values
of BER and higher accuracy of watermark extraction than other related DIBR 3D

image watermarking methods.

For future work, there are several issues to be further studied. The image mod-
eling could be well exploited with possible distribution such as generalized Gaussian
distribution or Markov random field. The watermarking technique for multi-view
synthesis or free-view synthesis is worthy of further investigation. We will continue
to conduct research on 3D image watermarking and try to extend our algorithm to

DIBR 3D video watermarking.

6.4 Some discussions

In this section, we give some discussions on the proposed watermarking algorithms
in Chapter 4, Chapter 5 and Chapter 6. In Chapter 4, a contourlet-based 2D image
watermarking algorithm is presented, and it is extended to video watermarking. In

Chapter 5, a contourlet-based watermarking algorithm for DIBR 3D images is de-
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veloped. In Chapter 6, a novel digital watermarking algorithm for DIBR 3D images
using feature regions is proposed. There are some relationships among the algorithms

in these three chapters:

1. The three chapters are all about the application of digital watermarking on
copyright protection. The algorithm in Chapter 4 is proposed for 2D digital
watermarking, while the algorithms in Chapter 5 and Chapter 6 are proposed
for DIBR 3D watermarking.

2. The algorithm in Chapter 4 is based on contourlet transform and principal
component analysis. Considering the specific requirements of DIBR 3D image
watermarking, the algorithm in Chapter 5 is developed based on contourlet
transform. However, the performance on watermark extraction needs to be fur-
ther improved. The algorithm in Chapter 6 is proposed to tackle the limitation
of extraction accuracy. The experimental results demonstrate its superiority

over other state-of-the-art methods, including the algorithm in Chapter 5.

3. The algorithms in Chapter 5 and Chapter 6 have their own merits. One of
the most important advantages for the former is its simplicity, practicality and
easy implementation. The latter is more accurate in watermark extraction and
has better robustness against attacks. Therefore, they can be used for different

scenarios and applications.



Chapter 7

Watermarking based quality

evaluation for DIBR 3D images

In this chapter, a novel quality evaluation scheme based on blind watermarking for
DIBR 3D images is devised. The scheme utilizes the watermarking technique to
evaluate the quality of watermarked images under various distortions. In this scheme,
the watermark is embedded into the selected coefficients of dual-tree complex wavelet
transform (DT-CWT) sub-bands of the center view. The virtual left and right views
are synthesized from the watermarked center view and the associated depth map using
the DIBR technique at the receiver side. The watermark can be detected from the
three views individually, and the quality of these views under various attacks can be
estimated by examining the degradation of corresponding extracted watermarks. In
addition, the quality evaluation is made possible by checking the generated mapping
curve, which maps the normalized correlation (NC) of the extracted watermark to

the quality measure of the watermarked image under distortions.
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Dual-tree complex wavelet transform is suitable for watermarking based quality
evaluation. First, it has some subbands with more information on horizontal direction,
which has robustness to view synthesis process. More importantly, the DT-CWT
has certain sensitivities to distortions: the changes of the coefficients can reflect the
strength of the distortion, which is good for quality evaluation. If a transform is
too robust to attacks, the coefficients may not change when the watermarked image
is under a small distortion. In this case, the degradation of extracted watermark
would not accurately reflect the quality changes of the watermarked image under
distortions. In the following, the watermarking scheme is described in detail and the

corresponding simulation results and analysis are presented.

7.1 The proposed watermarking based quality eval-

uation scheme

The proposed watermarking based image quality evaluation scheme is illustrated in
Fig. 7.1. The watermark embedding and extraction are performed in the dual-
tree complex wavelet transform (DT-CWT) domain [123] [124]. The DT-CWT has
desirable properties of shift invariance and perfect reconstruction, which can be used
for image watermarking. Moreover, there are some DT-CW'T subbands with more
information on horizontal direction, which has robustness to the DIBR synthesis
process [2] [77]. In addition, the DT-CWT has directional selectivity and the changes
of the coefficients can reflect the strength of the distortion, which are good for quality

evaluation.

Considering the trade-off between imperceptibility and robustness, we use three-
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Figure 7.1: The proposed watermarking based image quality evaluation scheme.

level decomposition of DT-CW'T. Fig. 7.2 presents the six directional subbands Cj, g,
in each level oriented at angles +15°, +45°, +75° —75°, —45° and —15°, where
the level index lv = 1,2, 3, the direction index dr = 1,2,3,4,5,6. Subbands Cj, ;
and subbands C}, ¢ have more information on horizontal direction, while subbands
Cly,3 and subbands C, 4 contain more vertical edges than other subbands. Since the
DIBR process maps pixels of the center image horizontally [29] [32], if we embed the
watermark data in the subbands with more vertical information, the watermark data

could be easily destroyed during the DIBR process. So the watermark is embedded
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Figure 7.2: Structure of DT-CWT coefficients.

in the subbands Cj,1,Cly 2, Cls and Cj,6. Meanwhile, because the human visual
system (HVS) is more sensitive to the changes of low frequencies, in order to keep
the image fidelity and watermark invisibility, we use the level 2 and level 3 of DT-
CWT subbands for watermark embedding [125]. Therefore, there are 8 decomposed

DT-CWT subbands used for watermarking based quality evaluation in this scheme.

Here we provide some analysis on subbands selection. 20 experimental images are
randomly selected from the databases in the experiment and tested for watermark
invisibility. Table 7.1 gives the average PSNR of the center images and the synthesized
left and right images for different watermarked directional subbands. As can be
observed from this table, although there are no big differences in the PSNRs of center
images, the qualities of synthesized images are significantly different among different
quantized subbands. The PSNR values of subbands Cj, 3 and Cj,4 (lv = 2,3) are
much lower than that of other directional subbands, which demonstrate that these

four subbands are not suitable for watermark embedding.

In the following subsections, we will present the proposed watermarking based
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Table 7.1: Average PSNR (dB) of the center images and the synthesized left and right
images for different watermarked subbands.

Quantized subbands | Center images | Synthesized images
(Cro1, Crog) 41.31 39.95
(Cro2, Cro5) 42.07 40.80
(Cro3,Croa) 40.62 35.16

image quality evaluation scheme, which consists of watermark embedding, watermark

extraction and quality evaluation.

7.1.1 Watermark embedding

Different images have different frequency distributions. The watermark embedding
process is implemented in the DT-CWT domain, because the DT-CWT can decom-
pose an image into different frequency subbands, and different frequency components
have different sensitivities to the distortions, so the watermark can be embedded in a
proper way to reflect the quality changes of the distorted watermarked images. The

watermark embedding process is described in detail in this subsection.

The center image I is divided into M x N subblocks. The size of each block is
(Io/M) x (I/N), where I, and I, are the width and height of the center image.
Apply DT-CWT transform to each subblock. We select the coefficients of the DT-
CWT subbands Cj, 4, for watermark embedding, where [v and dr are the level of
decomposition and the direction of the subbands, respectively. In this scheme, based

on previous discussion, [v = 2,3 and dr = 1,2, 5, 6.

We embed the watermark data into the coefficients of the selected DT-CWT
subbands which represent the energetic direction. For the DT-CW'T transform, most

of the energy of an image is concentrated in the energetic coefficients and the changes
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of these coefficients can reflect the strength of the attacks, which contributes to the
accuracy of quality evaluation. The energetic direction for each chosen subband can

be found using the following formula:

S
! k=0

Je = max {1 E(Cﬁ,’éﬁ«(ja /f))Q} (7.1)

where C}.(j, k) is the coefficient magnitude of the selected DT-CWT subbands. m
and n are the row and column indexes of the divided subblock, m = 1,2, .-, M,
n=1,2---,N; jand k are the row and column indexes of the DT-CWT subband
coefficient of each subblock, j,k = 0,1, - -; s is the number of selected DT-CW'T
coefficients. The DT-CW'T coefficients C’l"; " (Je, k) are the energetic coefficients in

the selected subband.

In this scheme, we use the linear approximation of the improved spread spectrum
(ISS) technique [121] to embed the watermark data b = (by, bs, - - -) into the selected
DT-CWT coefficients. The watermark data b consisting of 1 and -1 are embedded by

modifying the amplitude of the selected coefficients as follows:
Cw = ¢+ (ab — A )w, (7.2)

where ¢ = [C17) (Je, 0), Cp i (Jes 1), - - ], ¢ and ¢ are the DT-CWT coefficients after
and before watermark embedding respectively; « is used to control the embedding
strength of the watermark data b; A\ represents the reduction ratio of the interference

of ¢/; the reference pattern w, is a “chip sequence” produced by the pseudo random
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number (PRN) generator; ¢ can be generated by ¢ and computed as

Rt L ik (7.3)

< Wy, Wy >

where <> is the inner product operation.

Finally, the watermarked center image I’ can be reconstructed from the water-
marked and un-watermarked DT-CWT subbands by inverse DT-CW'T transform.
Together with the corresponding depth map, the watermarked center image is trans-

mitted to the receiver side to generate the watermarked left and right images.

Fig. 7.3 gives the visual experimental results of the watermarked center image
and the synthesized left and right images for Ballet. The peak signal-to-noise ratio
(PSNR) values of these images are all above 40 dB. It can be seen that the proposed

scheme preserves good perceptual quality of the watermarked images.

7.1.2 Watermark extraction

Although the watermark data is embedded into the center view, there is watermark
information in the virtual left and right views after the DIBR process. This is a
blind watermarking scheme since the extraction process does not need the original
center view and the depth map. Strictly speaking, a blind watermarking scheme
does not require any information for watermark extraction. But the community of
watermarking usually thinks it is “blind” if only the security key is needed. The

watermark extraction is the inverse procedure of watermark embedding.

Apply DT-CWT transform to the watermarked center view I’ (or the virtual

left and right views) with the decomposition of level 3. Select the same DT-CWT
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(d) (e)

Figure 7.3: Visual results of image Ballet after watermark embedding. (a) The original
center view; (b) The depth map; (c) The watermarked center view (PSNR=42.52 dB); (d)
The synthesized left view (PSNR=41.73 dB); (e) The synthesized right view (PSNR=41.16
dB).

subbands in the level 2 and level 3 as the embedding process for watermark extraction.
The watermarked views are possibly distorted by various attacks n, where the DT-
CWT coefficients can be expressed as ¢, = ¢,, +n. Perform the correlation operation

by calculating the normalized inner product between the selected watermarked DT-

CWT coefficients ¢/, and the reference pattern w, as described below.

Y= < c,, wy > _ < Cwtnw, >

< Wy, Wp > < Wy, Wp >
<c+ (ab— A )w, +n,w, > (7.4)
< Wy, wy, >

=ab+ (1=Nd+n

The reference pattern w, and the distortion n are statistically uncorrelated, thus
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n' =< wp,n >~ 0. Since < ¢, w, > is much smaller than < w,,w, >, ¢ =< ¢,w, >
/ < wy,w, > is very small, and the optimum value of X is close to 1. In addition, «
here is positive. Therefore, by checking the sign of v, we can estimate the extracted

watermark data 0’ [121],

) 1, if v > 0;
b = (7.5)

—1, otherwise.

7.1.3 Quality evaluation

When the watermarked image is distorted, the image quality will be degraded. Since
the watermark is embedded into the cover image and they suffer the same attack
during transmission, the quality of distorted watermarked image can be evaluated by
examining the degradation of extracted watermark [39]. The watermark degradation
can be measured using the correlation between the distorted watermark and the
original watermark. Here, the normalized correlation (NC) is used to indicate the

degradation of extracted watermark.

NC = — 2l b (7.6)

V Zz bzz ' Zz b;Q

where 0, and b; are the extracted watermark and the original reference watermark,

respectively.

The quality of possibly distorted watermarked image can be measured using vari-
ous full-reference quality metrics, such as PSNR, structural similarity (SSIM) [66] and

3D quality metrics. The NC value of extracted watermark can be used to reflect the
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quality of watermarked image. With more severe degradation of watermarked image,
the NC value decreases monotonically according to the experimental results in the
following sections. Therefore, it is feasible to evaluate the quality of distorted wa-
termarked image using a respective mapping between the NC values and the quality

metrics.

~

Q = f(NC) (7.7)

where @ is the estimated quality of the watermarked image, f (e) is the mapping
function and it is represented by the mapping curve in the proposed algorithm. The

generation of mapping curve will be presented in the next section.

7.2 Experimental results and analysis

In this section, we conduct experiments to test the performance of the proposed
scheme. The Middle Stereo Datasets [20], HHI (Heinrich-Hertz Institut), Germany
[120] and LIVE 3D Image Quality Database [88] [89] [126] are used to verify the
performance of our proposed watermarking based quality evaluation scheme. In the
experiment, the baseline distance ¢, is set to 5% of the image width for comfortable
viewing. We set the focal length f =1, Zy,, = t,/2 and Z,.,, = 1. For the watermark
embedding and extraction, we set the block indexes M = N = 8, the embedding
strength o = 2 and the reduction ratio A = 1. For the quality evaluation, without loss
of generality, 30 image pairs are randomly selected from these databases to generate
the mapping curves. Another set of 50 image pairs is randomly chosen to test the

accuracy of quality evaluation.
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The proposed scheme is evaluated under JPEG compression, JPEG 2000 com-
pression, Gaussian noise and Gaussian blur, which are typical and commonly used
distortions for quality evaluation. For each of the four different kinds of distortions,
the watermarked image is distorted with various strengths listed in Table 7.2. The
qualities of watermarked center images are evaluated in terms of the 2D quality met-
rics including PSNR and SSIM. The qualities of virtual left and right images are
assessed in terms of the 2D quality metrics and some 3D quality metrics [87] [88]
[90]. Since the left and right images are symmetrically distorted in the experiment,
the quality of a stereo-pair can be calculated using the average quality of the left and
right images. In this scheme, the watermark itself degrades the images and the effect

of this degradation is also considered in the quality evaluation.

The proposed scheme is evaluated under JPEG compression, JPEG 2000 com-
pression, Gaussian noise and Gaussian blur. The watermarked image is attacked
with various strengths listed in Table 7.2. The qualities of watermarked center im-
ages are evaluated in terms of the 2D quality metrics including PSNR and SSIM. The
qualities of virtual left and right images are assessed using the 2D quality metrics and
some 3D quality metrics. Since the left and right images are symmetrically distorted
in the experiment, the quality of a stereo-pair is taken to be the average quality of
the left and right images. In this thesis, the watermark itself degrades the images
and the effect of this degradation in the process is also considered in the performance

evaluation.
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Table 7.2: Value ranges of the control parameters for distortion simulation.

Distortion Control parameter Range
JPEG Quality factor [100:-5:10]
JPEG 2000 Compression rate [1:-0.05:0.01]
Gaussian noise | Noise standard deviation | [0:0.5:10]
Gaussian blur Variance of Gaussian [0:1:20]

7.2.1 NC-Quality mapping curve

The NC-Quality mapping curve is used to reflect the relationship between the NC

value of extracted watermark and the quality of distorted watermarked image. The

ideal mapping curve [39] is generated by averaging a set of NC-Quality curves and

one ideal mapping curve needs to be obtained in terms of one quality metric under

one kind of distortion.
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Figure 7.4: Ideal mapping curves under JPEG compression for different number of images.

Fig. 7.4 gives the ideal mapping curves obtained respectively using 10, 20, 50
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and 100 different watermarked center images in terms of PSNR under JPEG com-
pression respectively. Each watermarked center image is compressed with JPEG
quality factors from 100 to 10 with a step size of -5. For each point, it represents
a correspondence between the NC value of extracted watermark and the calculated
PSNR of watermarked image. Then the ideal mapping curve is obtained by locally
averaging the NC-Quality mapping curves [39]. Take the ideal mapping curve ob-
tained from 20 images as an example. The PSNR axis is divided into small intervals
[maxz(0,7—0.5),i+0.5)] (¢ =0,1,2,3--). There are several points whose PSNR val-
ues fall into the same one interval on the PSNR axis. Then the mean PSNR value of
these points is computed for interval ¢ and defined as PSNR;. So the corresponding
pair (i, PSN R;) represents one point on the ideal mapping curve. After all the points
(one for each interval) on the mapping curve are determined, the ideal mapping curve
is obtained. As can be seen from Fig. 7.4, the four generated ideal mapping curves are
almost identical. Our experimental results show that there is no significant difference
with more images. In this scheme, the NC-Quality mapping curves are generated
using the same set of 30 image pairs. The mapping curves under other distortions
can be obtained with similar process. Once the mapping curve is generated, it is

stored at the receiver side and no transmission is needed.

In this experiment, we evaluate the quality of the watermarked center images in
terms of PSNR and SSIM under the aforementioned four types of distortions. Fig.
7.5 shows the generated mapping curves of the watermarked images under Gaussian
noise. Fig. 7.5(a) and 7.5(b) are the mapping curves in terms of PSNR and SSIM
for the center images. As can be observed from the figure, when the NC value of

extracted watermark changes from 0.52 to 0.61, the calculated PSNR increases from
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29.7 dB to 38.6 dB, and the corresponding calculated SSIM increases from 0.85 to

0.91.

the NC values of extracted watermark and corresponding calculated quality metrics

decrease monotonically, which also demonstrates that the quality of watermarked

In addition, it can be noticed that with the increasing distortion strength,

image can be estimated using the extracted watermark.
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images; (d) NC-SSIM mapping curve of the synthesized images.
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For the synthesized left and right images, we evaluate them in terms of both the
2D quality metrics and 3D quality metrics under the four kinds of distortions, re-
spectively. Since the left and right images are symmetrically distorted in this scheme,
the NC and the calculated PSNR and SSIM for the stereo-pairs are taken to be the
average values from those of the left and right views. Fig. 7.5(c) and 7.5(d) give
the generated mapping curves for the synthesized left and right images in terms of
PSNR and SSIM under Gaussian noise. Compared with the mapping curves of the
watermarked center images in Fig. 7.5(a) and 7.5(b), it can be stated that the NC
value of extracted watermark is slightly lower when they have the same values of
PSNR or SSIM. Furthermore, we adopt the 3D quality metrics for the quality evalu-
ation of the synthesized images. The 3D quality metrics proposed by You [87], Chen
[88] and Wang [90] are the typical and state-of-the-art quality evaluation methods
for stereoscopic 3D images. Fig. 7.6 presents the mapping curves between the NC
values of extracted watermark and the quality scores of synthesized images in terms
of these 3D quality metrics. It can be seen that with the increasing NC value, the
3D quality score for the stereoscopic images increases monotonically. Based on this
property, the quality of 3D images can be predicted using these mapping curves in

terms of the 3D quality metrics.

7.2.2 Accuracy of quality evaluation

Once the mapping curve is generated, the quality of the watermarked image can be
evaluated by the NC value of the extracted watermark. In this section, a set of
50 image pairs is used to test the accuracy of quality evaluation for the proposed

scheme. The correlations between the calculated qualities and the predicted qualities
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Figure 7.6: The generated mapping curves for the synthesized images in terms of 3D
image quality metrics [87] [88] [90] under Gaussian noise. (a) The mapping curve in terms
of the 3D quality metric proposed in [87]; (b) The mapping curve in terms of the 3D quality
metric proposed in [88]; (¢) The mapping curve in terms of the 3D quality metric proposed
in [90].

are computed for evaluation accuracy. Fig. 7.7 gives the experimental results of
quality evaluation for the center view and synthesized views in terms of the 2D quality
metrics and 3D quality metrics under Gaussian noise. As can be seen from this

figure, the horizontal axis and the vertical axis denote the predicted quality and the

corresponding calculated quality, respectively. The solid line with a 45-degree angle
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indicates that the estimated quality is equal to the calculated quality. The closer the
scattered points to the solid line, the more accurate the quality evaluation. Fig. 7.7(a)
and 7.7(b) are the quality evaluation results for the center view in terms of PSNR and
SSIM, which show high correlations between the calculated qualities and the predicted
qualities. However, according to Fig. 7.7(c) and 7.7(d), the distributions of scatter
points for the synthesized views are not so convergent to the solid line as those points
in Fig. 7.7(a) and 7.7(b). It can be concluded that the 2D quality metrics are not very
optimum for 3D quality evaluation. So the 3D quality models are employed for the
quality evaluation of the synthesized 3D images. Fig. 7.7(e), 7.7(f) and 7.7(g) give
the quality evaluation results for the stereoscopic images in terms of 3D quality scores
[87] [88] [90]. The simulation results show that there are high correlations between
the estimated quality scores obtained from the corresponding mapping curves and

the 3D image quality scores calculated using the 3D quality metrics.

The corresponding performances of quality evaluation for the proposed scheme
under JPEG compression, JPEG 2000 compression and Gaussian blur are provided
in Fig. 7.8, Fig. 7.9 and Fig. 7.10, respectively. From the experimental results, we
can observe that the predicted quality is in line with the calculated quality in reality,
and the proposed scheme exhibits high accuracy of quality evaluation for DIBR 3D

images.

To measure the accuracy of quality evaluation for the proposed scheme, the cor-
relation between the calculated quality and the estimated quality is calculated using
RMSE, PLCC and SRCC. The low value of RMSE and high values of PLCC and
SRCC reflect the high accuracy of quality evaluation. Tables 7.3, 7.4 and 7.5 give the

accuracy of quality evaluation in terms of the 2D quality metrics in RMSE, PLCC
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Figure 7.7: Quality evaluation for the center view and the synthesized views under Gaus-
sian noise. (a) Quality evaluation for the center view in terms of PSNR; (b) Quality evalu-
ation for the center view in terms of SSIM; (c) Quality evaluation for the synthesized views
in terms of PSNR; (d) Quality evaluation for the synthesized views in terms of SSIM; (e)
Quality evaluation for the synthesized views in terms of the 3D quality metric proposed
in [87]; (f) Quality evaluation for the synthesized views in terms of the 3D quality metric
proposed in [88]; (g) Quality evaluation for the synthesized views in terms of the 3D quality
metric proposed in [90].

and SRCC, respectively. Under the four different groups of distortions, the calculated
RMSE in terms of PSNR and SSIM for the center view are lower than 0.856 and 0.764
in Table 7.3. According to the experimental results in Table 7.4 and Table 7.5, the
corresponding PLCC and SRCC for the center view are all higher than 0.952 and
0.943, which show the estimated qualities are highly correlated with the calculated
qualities. For the synthesized views in terms of the 2D quality metrics, the evaluation
accuracies in RMSE, PLCC and SRCC are not as good as those of the center view.
But the results of quality evaluation accuracy are still acceptable. It can be seen that
the proposed scheme can evaluate the quality of center view with high accuracy and

assess the quality of synthesized views with relatively high accuracy in terms of the

2D quality metrics under various distortions.
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Figure 7.8: Quality evaluation for the center view and the synthesized views under JPEG
compression. (a) Quality evaluation for the center view in terms of PSNR; (b) Quality
evaluation for the center view in terms of SSIM; (c¢) Quality evaluation for the synthesized
views in terms of PSNR; (d) Quality evaluation for the synthesized views in terms of SSIM;
(e) Quality evaluation for the synthesized views in terms of the 3D quality metric proposed
in [87]; (f) Quality evaluation for the synthesized views in terms of the 3D quality metric
proposed in [88]; (g) Quality evaluation for the synthesized views in terms of the 3D quality
metric proposed in [90].

Table 7.3: Evaluation accuracy in terms of PSNR and SSIM in RMSE.

JPEG | JPEG 2000 | Gaussian noise | Gaussian blur
Conter view PSNR | 0.521 0.703 0.856 0.870
SSIM | 0.370 0.565 0.429 0.764
Synthesized views PSNR | 3.642 5.793 4.746 6.185
SSIM | 1.935 3.128 2.754 3.601

Table 7.4: Evaluation accuracy in terms of PSNR and SSIM in PLCC.

JPEG | JPEG 2000 | Gaussian noise | Gaussian blur
Center view PSNR | 0.981 0.963 0.969 0.952
SSIM | 0.987 0.976 0.980 0.974
Synthesized views PSNR | 0.915 0.882 0.903 0.857
SSIM | 0.924 0.890 0.909 0.852
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Figure 7.9: Quality evaluation for the center view and the synthesized views under JPEG
2000 compression. (a) Quality evaluation for the center view in terms of PSNR; (b) Quality
evaluation for the center view in terms of SSIM; (c¢) Quality evaluation for the synthesized
views in terms of PSNR; (d) Quality evaluation for the synthesized views in terms of SSIM;
(e) Quality evaluation for the synthesized views in terms of the 3D quality metric proposed
in [87]; (f) Quality evaluation for the synthesized views in terms of the 3D quality metric
proposed in [88]; (g) Quality evaluation for the synthesized views in terms of the 3D quality
metric proposed in [90].

Table 7.5: Evaluation accuracy in terms of PSNR and SSIM in SRCC.

JPEG | JPEG 2000 | Gaussian noise | Gaussian blur
Conter view PSNR | 0.961 0.943 0.961 0.945
SSIM | 0.973 0.950 0.968 0.952
Synthesized views PSNR | 0.886 0.864 0.880 0.850
SSIM | 0.911 0.873 0.894 0.852

Moreover, for the quality evaluation of the synthesized views, the accuracies in
terms of the 3D quality metrics in RMSE, PLCC and SRCC are also calculated. As
can be observed from Table 7.6, the values of RMSE are between 0.735 and 2.364
with an average of 1.255, the mean values of PLCC and SRCC are 0.957 and 0.949
respectively, which show high correlations between the estimated qualities and the

calculated qualities. In addition, the accuracies in terms of the 3D quality metrics
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Figure 7.10: Quality evaluation for the center view and the synthesized views under
Gaussian blur. (a) Quality evaluation for the center view in terms of PSNR; (b) Quality
evaluation for the center view in terms of SSIM; (c¢) Quality evaluation for the the synthe-
sized views in terms of PSNR; (d) Quality evaluation for the synthesized views in terms of
SSIM; (e) Quality evaluation for the synthesized views in terms of the 3D quality metric
proposed in [87]; (f) Quality evaluation for the synthesized views in terms of the 3D quality
metric proposed in [88]; (g) Quality evaluation for the synthesized views in terms of the 3D
quality metric proposed in [90].

are higher than those in terms of the 2D quality metrics for the synthesized views.
According to the experimental results, it can be concluded that our proposed scheme
is highly accurate in quality evaluation for the center view in terms of the 2D quality

metrics and for the synthesized views in terms of the 3D quality models under the

four types of distortions.

7.2.3 Performance comparison

In this section, our proposed scheme is compared with other related and state-of-the-
art quality evaluation methods based on digital watermarking. The methods in [38]
and [39] are used for 2D image quality evaluation. To the best of our knowledge,

there are no quality evaluation algorithms for DIBR 3D images using the watermark-
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Table 7.6: Evaluation accuracy in terms of the 3D quality metrics for the synthesized
views in RMSE, PLCC and SRCC.

You [87] | Chen [88] | Wang [90]
RMSE 1.405 0.979 1.230
JPEG PLCC 0.949 0.936 0.971
SRCC 0.943 0.952 0.964
RMSE | 2.364 1.915 0.909
JPEG 2000 PLCC 0.940 0.963 0.982
SRCC 0.935 0.952 0.974
RMSE | 0.963 0.747 1.132
Gaussian noise PLCC 0.958 0.972 0.987
SRCC 0.945 0.946 0.952
RMSE 1.915 0.735 0.761
Gaussian blur PLCC 0.940 0.929 0.960
SRCC 0.925 0.943 0.951

ing technique. In the experiment, the same set of center images and synthesized
3D images in Section 7.2.2 is tested for performance comparison. According to the
previous discussion, the quality of a stereo-pair can be calculated using the average

quality of the left and right images for the compared methods.

Table 7.7 and Table 7.8 present the comparison results for the center images and
synthesized 3D images under the four kinds of distortions respectively. The quality
evaluation accuracy is measured in terms of PSNR and SSIM in RMSE, PLCC and
SRCC. For the quality evaluation of the center images, the average values of RMSE,
PLCC and SRCC are given in Table 7.7. As can be seen from this table, our scheme
provides comparable evaluation accuracy with the two related methods for the center
images. However, the experimental results of quality evaluation for the synthesized
3D images are significantly different. According to the experimental results in Table
7.8, the two compared algorithms have poor performance when applied to quality

evaluation for stereoscopic images. The evaluation accuracies in RMSE, PLCC and
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SRCC are inferior to that of our proposed scheme. The average values of PLCC
and SRCC for the two compared methods are both below 0.7359 and 0.7018, while
the corresponding values for the proposed algorithm are above 0.8893 and 0.8700
respectively. Based on the above experimental results and analysis, on the whole,
our proposed scheme exhibits high evaluation accuracy for both the center image and

stereoscopic 3D images.

Table 7.7: Performance comparison on quality evaluation accuracy for the center images.

Method [38] Method [39] Proposed method

RMSE PLCC SRCC

RMSE PLCC SRCC

RMSE PLCC SRCC

PSNR
SSIM

0.5211 0.9872 0.9704
0.7393 0.9516 0.9530

0.8648 0.9897 0.9527
0.3726  0.9468 0.9610

0.7375 0.9663 0.9525
0.5320 0.9793 0.9608

Table 7.8: Performance comparison on quality evaluation accuracy for the synthesized 3D

images.
Method [38] Method [39] Proposed method
RMSE PLCC SRCC | RMSE PLCC SRCC | RMSE PLCC SRCC
PSNR | 12.1314 0.6858 0.6905 | 9.1463 0.7359 0.7018 | 5.0915 0.8893 0.8700
SSIM | 10.6375 0.7190 0.6341 | 7.5220 0.6794 0.6402 | 2.8545 0.8938 0.8825

7.3 Summary

In this chapter, we presented a watermarking based quality evaluation scheme for
DIBR 3D images. The proposed scheme is designed to evaluate image quality in
terms of the existing 2D and 3D quality metrics under the distortions. In the scheme,
the watermark is embedded into the selected coefficients of selected DT-CW'T sub-

bands of the center view. The watermark can be extracted from the watermarked

center view and the synthesized left and right views individually. Then we use the
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degradation of the extracted watermarks to evaluate the qualities of the center image
and synthesized 3D images. The NC-Quality mapping curves are generated and used
for quality evaluation. The correlation between the estimated quality and the cal-
culated quality is calculated for evaluation accuracy. The experimental results show
that our proposed scheme is highly accurate and effective for the quality evaluation

of DIBR 3D images.

There are several issues to be addressed, the left image and the right image are
symmetrically distorted in the experiment. To improve the performance of quality
evaluation for the asymmetrically distorted 3D images, we think that the relation-
ship between the degradation of extracted watermark and the quality of stereoscopic
images needs to be studied. In addition, the proposed scheme can be extended to
estimate the quality of an image under multiple distortions. The quality evaluation
for 3D image and video is still in infancy and needs to be further developed. For
future work, we will continue to conduct research on 3D image quality evaluation and

try to explore new techniques for 3D video quality evaluation.

7.4 Some discussions

In this section, we give some explanations on why contourlet transform, ridgelet
transform and dual tree complex wavelet transform are used in Chapter 5, Chapter

6 and Chapter 7 respectively.

For DIBR 3D watermarking, there are two specific requirements: 1. The water-
mark should be extracted with high accuracy from the virtual left and right views

respectively. 2. The watermarking scheme should be robust to various attacks, in-
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cluding common DIBR processing distortions. For watermarking based quality eval-
uation, there are also two requirements: 1. The watermark should be extracted from
the virtual left and right views respectively. 2. The extracted watermark should re-
flect the quality changes of the watermarked image under various distortions, instead

of robustness to distortions.

In Chapter 7, the dual-tree complex wavelet transform (DT-CWT) is used for
watermarking based quality evaluation: Some DT-CW'T subbands have more infor-
mation on horizontal direction, and have robustness to DIBR view synthesis process
(DIBR process maps pixels of the center image horizontally). The DT-CWT has direc-
tional selectivity and the changes of coefficients can reflect the strength of distortion,
which are good for quality evaluation. To be specific, the DT-CWT can decom-
pose an image into different frequency subbands, and different frequency components
have different sensitivities to the distortions, so the watermark can be embedded in a
proper way to reflect the quality changes of the distorted watermarked images. This
is different from contourlet transform used in Chapter 5. Some contourlet subbands
have more information on horizontal direction, and have robustness to view synthe-
sis process. But the directional subbands (the decomposition of bandpass image)
for watermark embedding only contain higher frequency components of an image.
Moreover, the contourlet subbands have some stability and small distortions rarely
affect the changes of coefficients. These facts on the two aspects show that contourlet

transform is not suitable for quality evaluation.

In Chapter 5, contourlet transform is used for DIBR watermarking: It meets the
above-mentioned two requirements of DIBR 3D watermarking. The advantage is its

simplicity and practicality. The four selected subbands can be divided into two pairs
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based on similar coefficients. So coefficient quantization can be used for watermark
embedding, and statistical difference can be used for watermark extraction. These
operations are easy to implement. In Chapter 6, the watermark is embedded into the
ridgelet coefficients of the selected feature regions. Compared with other transforms,
most of the energy of an image is concentrated in just a few of ridgelet coefficients,
which is good for watermark embedding. In addition, it has better stability than
contourlet transform and the coefficients do not change significantly even when the

image is under possible distortions, which contribute to better robustness to attacks.

Based on the above discussions, dual-tree complex wavelet transform is suitable
for watermarking based quality evaluation, while contourlet transform and ridgelet
transform are good for DIBR watermarking. The proposed watermarking scheme in
Chapter 5 is simple and practical, which can be applied to real-time watermarking.
The proposed watermarking scheme in Chapter 6 has better robustness to various
attacks, and can be used in scenarios where high accuracy of watermark extraction

is required.



Chapter 8

Conclusions and future work

The thesis is focused on the digital watermarking and watermarking based quality
evaluation for depth-image-based rendering (DIBR) 3D images. After introducing
the fundamental theories and techniques of 3D image watermarking, we reviewed the
existing and related watermarking methods for DIBR 3D images. It provides a solid

basis for further research in this field.

Firstly, a blind 2D image watermarking algorithm robust to geometric attacks and
compressions was introduced. The proposed algorithm is based on contourlet trans-
form (CT) and principal component analysis (PCA). The watermark is embedded into
the principal components of the contourlet coefficients of the largest detail directional
subband of the cover image. The watermarking strength is adjusted adaptively to
preserve the perceptual image quality using the noise visibility function (NVF). The
simulation results demonstrate that this algorithm is robust to a variety of attacks,
such as rotation, scaling and image compressions. Then the algorithm was extended

to blind video watermarking. The performance is evaluated against video attacks like

177
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rotation, frame averaging and video compressions.

Considering the directional multiresolution image representation and convenient
tree structure of contourlet transform, a robust blind watermarking scheme for DIBR
3D images in contourlet domain was proposed. After applying contourlet transform
to the center view at the content provider side, the watermark is embedded into
the selected contourlet subbands by quantizing certain contourlet coefficients. The
virtual left and right views are generated from the watermarked center view and the
associated depth map using DIBR technique at the receiver side. The statistical
differences between quantized and unquantized contourlet coefficients are used for
watermark extraction. One of the most important advantages is its simplicity and
practicality. However, the performance on watermark detection needs to be further

improved.

As an improvement, a novel blind watermarking algorithm for DIBR 3D images
based on ridgelet transform and feature regions was developed. After selecting the
reference points of the center view, the feature regions are constructed for watermark
embedding. Then the watermark is embedded into the amplitudes of ridgelet coef-
ficients of the most energetic direction. The watermarked view has good perceptual
quality under both the objective and subjective image quality measures. The error
probability is analyzed and confirmed by the experiments. Compared with other
related and state-of-the-art methods, the proposed algorithm exhibits better perfor-

mance in watermark invisibility and robustness against attacks.

The watermarking based quality evaluation has been a promising technology for
3D image quality evaluation. A quality evaluation scheme for DIBR 3D images was

devised. The proposed scheme utilizes the watermarking technique to evaluate the
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quality of watermarked images under various distortions. The watermark can be de-
tected from the watermarked center images and synthesized images, and the quality
of these images can be estimated by examining the degradation of corresponding ex-
tracted watermarks. The experimental results show the effectiveness of the proposed

scheme in terms of quality evaluation for DIBR 3D images.

Digital watermarking for 3D image and video is still in its infancy and needs to
be further developed. For future work, several possible approaches could be taken.
The watermark embedding regions could be modeled mathematically with possible
distributions. Other watermark embedding techniques can also be taken into consid-
eration. By exploring these properties, the capacity and error correction ability of
the watermarking system should be improved. In addition, the watermarking based
quality evaluation technique is worthy of further investigation. In a word, this is an
exciting and promising area, which could lead to many innovative ideas and applica-

tions and benefit the multimedia industry.
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