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Abstract

Computer networks have progressed rapidly in the late eighties and nineties: Intranets
and public networks like the Internet have gained more and more popularity, demand and
growth. Electronic information and services available through those networks have accordingly
been growing at an explosive rate. The growth rate has by far exceeded the network speed
especially with the integration of various medias like images, audio and video. As a result, the
simple task of accessing, managing and even locating information and services in vast networks
has become a tedious job. The trend in today's communications is to find new genre of
technologies that would assist the user efficiently in roaming, using and managing the electronic
services. Among the new technologies, software agents are gaining more momentum and seem

to be a promising solution and a possible way out of this dilemma.

This thesis addresses the emerging field of mobile agents. The mobile agent
communication paradigm is viewed as the extension of the client/server communication model.
Mobile agents are self-contained objects that travel autonomously in a computer network,
executing on different machines until their assigned task is solved. Mobile agents offer many
advantages over the client/server model such as asynchronous operation and support for mobile

users and lightweight devices but also new issues and challenges such as security and privacy.

A multimedia mobile agent system is designed and implemented to asynchronously
execute tasks on behalf of the user. The mobile agent system is composed of a multimedia agent
platform and agent-based applications. The agent platform provides a migration facilitator, an

agent execution environment, an agent transport protocol and a simple API to the basic agent

vii



operations such as build and jump. The agent-based applications are built on top of the agent

platform and offer asynchronous services such as search, retrieve and send multimedia

documents.
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Chapter 1

Introduction

1.1 Motivation

We have witnessed in the last decade a tremendous change in the world of computing.
Ten years ago, computers had limited access to networks and remote services. Today, millions of
users worldwide have started accessing public networks for electronic information and services.
The Internet, for instance, has swelled to about 40 million users and is continuing to grow at an
increasing rate [THO95]. The electronic data and services offered on such wide networks have
also progressed respectively from simple text files and command line applications, that allow

data browsing, to advanced multimedia distributed applications such as videoconferencing and

Page 1



electronic commerce.

The wireless networks also emerged in the eighties and nineties. The wireless networks
include one-way paging, cellular data, wireless packet, specialized mobile radio, etc. This growth
has been caused by multiple factors [ODO94]. Firstly, the increasing competition in the latest
economic recession forced corporate employees to leave their headquarters, pursue new business
deals, meet their customers face to face and offer support for their products at the customer’s
locations. The Bureau of Labor Statistics reveals that, the United States alone has close to 50
million people who are involved in occupations away from their "home base" for a long period
of time and who could benefit from mobile communications. Secondly, increased dependence on
palmtops, laptops and Personal Digital Assistants (PDAs) contributes to the growing demand for
wireless data services. The wireless data can be delivered over three different coexisting
technologies: radio, cellular and satellite. These technologies cover all of North America and
the provider can select the best method to deliver the data to the subscriber. Thirdly, wireless
Local Area Networks (LANs) and Wide Area Networks (WANs) are also gaining a great deal of
attention [BRG94]. Wireless LANs are considered as "in-building" solutions. They can replace

existing LANSs or, in other cases, can act as an enhancement for an existing network to serve

specialized applications, especially in open environments.

The wireless data market has existed for a number of years over primarily private
networks aimed at blue collar applications. The strategy of the vendors today is to target a
broader variety of applications (i.e. white collar) thereby deploying wireless data networks in

more enterprises: universities, software companies, etc. This could be the first step in the
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appearance of the public wireless networks, which will connect the private wireless networks,

into a large public one.

The trends in today’s communications are the following:

 the integration of the public and wireless networks as they are being installed. This
integration has been inspired by the vision "information at anytime, anywhere and in amy
form" [MAG96].

« The development of more intelligent software that are user friendly and easy to use since
more and more everyday tasks are computer-based and increasingly more users awe
untrained.

» The development of more personalized applications that could asynchronously perform tasks
on behalf of the user. Computer users spend today a tremendous amount of time locating thae
appropriate information and using the electronic services in the public networks. This will

only get worse with the explosive expansion of these public networks worldwide.

Although very desirable, the demand for the above three requirements in today~s
technologies has been very slow. The following three prominent factors have been identified for

slowing down this demand: the cost factor, the performance limitations, and the lack of features_

In reality, the slow deployment of the wireless networks and the shy appearance of more
personalized intelligent asynchronous applications goes back to the nature of the applications amd
communication protocols offered by the vendors over the new telecommunications

infrastructure. Indeed, despite the gigantic change in the information infrastructure, tkse
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applications have not changed. The communication model is in fact still based on the client/
server paradigm, introduced in the seventies, in which client applications request services from a
non-local server process. In this context, the software requirements to make full use of the
information infrastructure falls today into two categories. The first includes more personalized
and adapted applications to each user connected to the public networks. The second involves

new flexible communication model which allows asynchronous interaction with non-local

servers.

In the search for a solution for the above problems, the agents paradigm reccive;
considerable attention and seems to be a promising option. Agents are intelligent processes that
act on behalf of the user. Used in numerous applications and domains, such as
telecommunications, medicine, and Artificial Intelligence (AI), various classes of agents have
surfaced. From a software perspective, agents are computational processes, inheriting all the
attributes of AI agents and can be divided into two main classes: static and mobile. Static agents
are stationary processes that assume the role of personal assistants or advisors and can be
customized to each user. Mobile agents are complex objects able to travel in a network, running

chunks of code on different nodes, executing tasks on behalf of the user and therefore interacting

asynchronously with non local servers.

The University of Ottawa's Multimedia Information Research Laboratory (MIRLab)
studied various aspects of distributed multimedia systems like multimedia synchronization,
database models, storage and retrieval, document architectures, video browsing and indexing.

Within the above studies, several protoypes and applications have been implemented such as the
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Media Player [ROD95] and the News Application [FAL95]. The deployment of agent
technologies in the broadband environments is believed to have a great impact on the next
generation applications. The agent paradigm serves the end user efficiently, asynchronously, and

uses low-bandwidth, an asset for personalized multimedia networked applications.

1.2 Objectives

The main objectives of this thesis are to study the possibility for the mobile agents to
have multimedia capabilities and to develop a multimedia mobile agent system. Besides the
traditional properties of a mobile agent, new multimedia capabilities such as the handling,
playback and transport of multimedia files are implemented in the agent system. Multimedia
agent-based applications represent a wide door of ideas and evolutions in open and wireless
networks. The multimedia mobile agent system is composed of two main parts, namely

multimedia mobile platform and multimedia agent-based applications.

The multimedia agent platform provides support for agents to travel and execute on
various machines in the network. The main components of the agent platform are the migration
facilitator and the Agent Execution Engine (AEE). The migration facilitator implements the
agent transport protocol and assumes the transport of the agent and its load which is composed of
various medias such as audio and video. The AEE is the process for hosting and running the

agent. The AEE activates the agent if the requested resources are available and the security of the

machine is not violated.
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The agent-based applications are built on top of the agent platform and offer
asynchronous services to the user. Mobile agents travel in a network with missions to execute on
behalf of the user. Agents can stop executing on one machine, update their internal state and load
they might carry and migrate to a new machine. Agents can have different tasks such as
searching and retrieving multimedia documents, and communicating with service agents through

a set of predefined instructions that constitute the Agent Communication Language (ACL).

1.3 Thesis Outline

Chapter 2 summarizes the agent’s concepts, issues and technologies. The evolution of Al
agents from objects with some kind of intelligence to complex networked mobile agent systems
is also presented. Static and mobile classes of Agents are discussed. A survey of related work

and existing agent systems, languages, and tools is made.

Chapter 3 introduces the multimedia mobile agent system. The functional specifications
of this system and its architecture are presented. This chapter also presents previous multimedia
and agent work to date at the University of Ottawa’s MIRLab: the Multimedia News Agent
which was created to present personalized multimedia news in a asynchronous mode as opposed

to the existing multimedia news application which is based on the client/server paradigm.

Chapter 4 details the design and the implementation of the multimedia mobile agent
platform. The various interworking components of the platform are presented: the agent

structure, the agent migration protocol, the migration facilitator and the AEE. These elements
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provide an environment to mobile agents to travel and execute, and constitute a platform to

quickly develop agent-based applications, and explore the convergence of the multimedia and

agent technologies.

Chapter 5 exposes three multimedia agent-based applications built on top of the agent
platform. The three applications allow to list, search, and send multimedia documents in a

network. Chapter 6 concludes this thesis.

1.4 Main Contributions

This work describes the design and development of an architecture and applications that
are based around the metaphor of mobile agents. The aim is to propose an infrastructure for a
mobile agent system such as a communication protocol, an agent execution environment and a
mobile structure and to produce a prototype that allows developers to rapidly build multimedia
networked applications.

Furthermore, this research presents a study of mobility within the multimedia context.
The use of mobile agents that offer asynchronous operations and low bandwidth utilization for
multimedia networked applications is believed to present an attractive technology in the new
open network concept, where the wireless networks are integrated, and the information are
distributed over wide areas.

Consequently the originality of the work presented in this thesis relies in two main areas.
Firstly, the ability of multimedia networked applications to use the mobile agents to send,
transport, query and manipulate multimedia documents, while most contemporary solutions

prefer static, client-server model of interaction and most agent research focuses on different
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issues of mobility such as security, agent communication language, intelligence etc. Secondly,
provide an abstraction and transparency for the basic mobile agent actions such as jump and
build. The different levels of the software offer such transparency and allow to developers to

rapidly build agent applications.

In the early stage of development, the advantages of dividing the system into two major
parts have been recognized. The agent platform is the main part of the system and was built to
facilitate the development of agent-based applications. It offers support for agents to migrate
over TCP/IP therefore allowing development of Intranet and Internet applications. The agent
platform includes several interworking processes: a migratio-n facilitator, an agent constructor, a
graphical user interface and an agent execution environment. It also defines an agent structure
and an agent communication protocol used by migration facilitators to exchange agents and their

loads.

Other contributions of this work are the development of agent-based applications on top
of the agent platform. The applications use the simple API provided by the agent platform for
basic agent commands such as build and send. Agents with various missions are sent out in the
network, running asynchronously on multiple remote hosts and manipulating files of different
medias like audio, video, and text.

The research work described in this thesis has been completed before June 1997.
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Chapter 2

Classification of Agents

2.1 Introduction

The term agent was initially used in the field of AI and robotics in the seventies and early
eighties to specify computational autonomous objects, robots, or programs which:
« act on behalf of the humans or other computational entities

- are able to analyze a situation through self-contained intelligence and make decisions based

on their analysis.

Al research focuses on developing techniques that would allow computers to behave like

humans [HEW77]. The research can be divided into three separate subject areas. The first area is

Page 9



known as natural language processing and seeks to devselop computer applications that read,
speak and process inter-human languages. In the sixties for instance, the federal government of
the United States spent millions of dollars on a computer system that would translate human
languages. The project was a failure because computers are not able to understand and process
vague meanings the human intelligence are able to. The: second area focuses on robots. This
research’s main concern is to develop visual programns to enable robots to detect their
environment and adapt to any changes as they move or pexform their associated task. Finally the
last area of research is known as expert systems. Those sysstems make use of artificial knowledge

to simulate human experts. The expert systems is the most =elaborated area in Al

The decisions made by earliest agent systems wermre rule-based, reflecting the scientists
earlier beliefs that the human mind works according t:0 specific logical rules and that all
statements could be reduced to a combination of the IF-T HEN-ELSE conditional sules and the
logical operations AND, OR, and NOT. Rule-based agemts are driven by a collection of user-
programmed conditional rules in solving a task or makings a decision. Such agents make use of
traditional or conventional programming and could be dev-eloped employing common languages

like C and BASIC.

Although intuitive, this approach has many drawfbacks. Firstly, it requires a complete
understanding of the agent role and behavior prior to progmam the rules. Secondly, knowledge is
explicit and does not dynamically change. Rules and codes require to be constantly changed and
updated if the habits of the agent are to change. Finally, he scientist’s more recent discoveries

proved that the human’s reasoning recognizes the validity «of a sentence or an idea, through more
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than just IF-THEN-ELSE schemes and logic operations. In reality, the human mind functions in
analyzing an idea, according to the logic operations and more importantly through some insight

into its meaning.

Knowledge-based agents were introduced as an enhancment to rule-based agents and to
better reflect the human’s mind. Al scientists discovered that humans do not always solve
problems or make decisions in purely logical ways and that the mind most likely functions by
applying approximate solutions to problems. Solving problems in a particular domain requires
general knowledge of the objects in the domain and knowledge of how to reason in that domain,
embracing therefore the rule-base techniques. Knowledge became the most important

characteristic of Al problem solving.

The main drawback of knowledge-based agents is the complexity and difficulty of
representing knowledge: solving an apparent simple problem to humans like reading one line
requires an extensive amount of knowledge. Consequently, knowledge-based agent systems
require a large repository of knowledge that has to be maintained by an engineer with an

expertise in the agent domain. Such systems cannot then be customized to every user, and

therefore are not suited for personalized applications.

Faced with the problems faced above, Al research on rule and knowledge-based agents
failed to deliver the advanced intelligent systems that it promised in the early eighties and the

agent technology remained with little consideration for over ten years.
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Recently, the agent technology gained new interests and considerable increasing
momentum. Academia, software companies and businesses from all over the world show
increasing interest in agents in a wide range of applications: user interfaces, network
management, information retrieval and filtering, advertising etc. The reasons for such attention
are summarized here below:

e the need for new technologies and applications to exploit the gaps left by the tremendous
advances in the telecommunications infrastructure: the ongoing convergence of the
telecommunications, computing and wireless worlds has not been accompanied by parallel
major advances or improvements in applicz_itions and telecommunication. protocols.
Therefore, the vision "information any time, at any place, in any form"[MAG96] will not be
affordable without the deployment of new solutions to serve and assist the end user
efficiently in roaming and using the electronic services of the humongous public networks.

» the need for intelligent software programs to assist users in everyday’s tasks. Today’s
computers are passive entities that respond to the user’s direct manipulations. The trend is to
find new applications where computers and people are engaged in a cooperative process to
execute complex tasks, like information gathering, that consumes a large proportion of the
user’s time. This need is becoming apparent for three main reasons. First, more and more
everyday tasks are computer-based. Secondly, increasingly more users are untrained and
finally, the information infrastructure is dynamically changing, expanding, and evolving

towards a gigantic unstructured repository of data.

Among the numerous technologies and solutions considered to fulfill the above needs,

software agents are believed to be a remarkable option and may have a great impact on
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tomorrow's applications. More than just simple objects with some intelligence, today's agents
have been given various properties and functionalities ranging from simple shell programming to
self learning personal assistants to sophisticated intelligent mobile programs that navigate a
network looking for a specific task to perform. Although the massive deployment of agents in
different projects and despite their diverse definitions and approaches, agents are still easily
recognized by the way they are exposed. Indeed, despite all the changes and evolutions, agents

still inherit most of their attributes and properties from the old agent technology.

2.2 Properties of Agents

The following attributes describe the typical properties of an agent system:

- Autonomy: agents are able to perform their tasks with minimum intervention of humans as
opposed to direct manipulation. Agents have also control over their internal state which they
constantly update.

» Reactivity: agents perceive the environment and adapt to any change. In case of mobile
agents for example, faced with network congestion, the agent should adapt and try to migrate
to other destinations.

» Asynchronous operation: one of the most attractive attribute of agents, particularly mobile
agents in public and wireless networks. Agents can execute their tasks decoupled from the
user and other agents.

e Mobility: agents with the ability to move to a new location for a specific task while

preserving their internal state. On each location they visit mobile agents run a script,
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communicate with the user, other agents, update their state, and migrate autonomously to
another location.

Intelligence: hard to define, as it has been the subject of many discussions in the field of Al,
and no clear answers have yet been found. The following definition of what makes an agent
intelligent is taken from [IBM95]: "Intelligence is the degree of reasoning and leamed
behavior: the agent's ability to accept the user's statement of goals and carry out the task
delegated to it. At a minimum, there can be some statement of preferences, perhaps in the
form of rules, with an inference engine or some other reasoning mechanism to act on these
preferences. Higher levels of intelligence include a user model or some other form of
understanding and reasoning about what a user wants done, and planning the means to
achieve this goal. Further out on the intelligence scale are systems that learn and adapt to
their environment, both in terms of the user's objectives, and in terms of the resources
available to the agent. Such a system might, like a human assistant, discover new
relationships, connections, or concepts independently from the human user, and exploit
these in anticipating and satisfying user needs."”

Communication: agents interact with the user and communicate with other agents. The
interaction with the user to seek additional information on a delegated task or to inform the
user about useful information such as the end of a task, a threshold attained by a stock on the
Internet etc. Interactions with the user can take several forms. It could be simply in the form
of statements printed on a command line window, through a user interface or even through
voice recognition. The purpose of the communication between agents is to exchange
knowledge and coordinate goals and skills to jointly solve a problem. Agent communication

is a wide research area and has not reached a mature phase yet. Many of the protocols
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proposed for agent negotiation are based on the concepts of contract nets and speech act

theory.

2.3 Classification of Agents

This section is a detailed classification of the various agent technologies that exist today.

Every class of agents is illustrated by an example of a system in that class. Agents are sorted, in

the communications world, into two main classes: static and mobile.

Personal Agents

Service agents

Multi-Agent

systems

Remote
execution

Fully mobile

+ Information
filtering and

retrieval

» Service to other
agents and

processes

Jointly take
actions to solve

a problem

« Agents finish the
execution before

the migration

s Agents can Sstop
the execution and
while

migrate

active

Table 2.1 Classification of currently existing agents

A static agent is an intelligent process running on a fixed node without any mobility

attributes. Static agents in their turn are sorted into three different types depending on the type of

service they offer (Table 2.1). The first type of static agents, known as personal agents or user

agents, act as automated secretaries and perform tasks on behalf of the user. The second type of

static agents are called service agents. These agents offer services to other processes, particularly

Page 15



to mobile agents looking for a service on a remote host, and do not collaborate with users. The
third type are called collaborative agents. They form a family of agents that communicate and

coordinate in solving a task.

In contrast to static agents, mobile agents move between different nodes in solving a
task. Such agents enable remote execution and asynchronous operation and are considered as the
extension of the client/server communication paradigm. On every node they visit, mobile agents
run a program/script and communicate with service agents, other mobile agents or humans. Two
sorts of mobile agents are recognized: agents enabling remote execution only such as java
applets or operating systems remote batch jobs and agents with full migration such as Telescript

agents [WHI96] which may migrate while they are active.

2.4 Personal Agents

Personal agents act as automated secretaries and provide services directly to the user.
The first form of services, through advices and advanced help, is done by the personal advisory
agents which do not take actions on behalf of the user. On the other hand, personal assistant
agents cooperate with the user in daily tasks and perform tasks on his behalf. These agents are

more powerful, complex and are equipped with more intelligence.

Personal agents live on the user’s workstation and run close to him. They also leamn his
habits and profiles and, by doing so, provide a big benefit: the agents can run in the background

of the user's workstation even if he is logged off, execute some tasks on his behalf and
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consequently transform the passive personal workstation which remains idle most of the time

into an active processing entity [ORE91].

From a network perspective, two types of personal agents are differentiated: interface

agents which access local resources only and networked agents which can access local and

remote resources.

Interface agents assist the user in many different ways. They act asynchronously and
perform daily tasks on the user's behalf such as mail filtering, local disk management etc. Even
though there has been a great amount of research in interface agents for many years now, current
available user agents are far from the human-like intelligent assistants. The most common

example on interface agents is the information filtering agent. Figure 2.1 illustrates the general

architecture of filtering agents.

Filtering agents are very common because they are the simplest class of agents. Their role
simply consists of filtering a large amount of information and present what is relevant to the
user. Interface agents are personalized to every user: by watching the choices and the habits of
the user, they build a customized user profile that is constantly consulted and updated. The work
of Jennings and Higushi is an interesting example of user interface agents [Jen93]. Their agent
uses an artificial neural network to classify newsgroups into interesting and irrelevant ones and

watches the user rejecting articles which are given as feedbacks to the neural network. Another

example on user agents is Stanford’s SIFT system [Yan96].
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4.4

The User

-_

Figure 2.1 General architecture of information filtering agents

Networked agents have the ability to access local and remote resources. Such agents
make extensive use of information and services distributed in large networks. The most common
application of networked agents are the information retrieval agents which complement the

information filtering agents discussed above (Figure 2.2).

The architecture of networked information retrieval agents, may appear similar to the
architecture of filtering agents. However the extra arrow indicating a flow of information from
the retrieval agents to the information sources reflect a major difference in their concept and
practice. Networked agents are proactive in accessing information in the network and do not wait
passively for the information to be presented to them. Networked agents build 2 network profile
where the network infrastructure and service sites related to the user’s preferences are kept and

updated.
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The User

-—

Figure 2.2 General architecture of information retrieving agents

Networked agents are particularly attractive to the Internet. Among many examples, a
virtual newspaper agent which, based on the user’s interests, puts together a personal newspaper
by accessing a number of articles from different sources [URL1]. Another example is an agent
that monitors specific variables, like stock prices, and thresholds on specific sites in the network

and notifies the user of any changes that might interest him.

In order to assist users in daily tasks and to be able to make decisions on their behalf such
as sort incoming mail, schedule a visit, personal agents (user and networked) need a substantial
customization to each particular user. We recognize 3 approaches that have been considered in
order to customize such agents. The first approach employs user programming engineering and

the second approach is based on knowledge engineering. The third and most recent approach
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employs machine leaming techniques and therefore addresses the problems of the rule-based and
knowledge-engineered approaches. Agents could "automatically customize to individual users,
by learning through experience" [MIT94]. Agents leamn by observing the behavior of the user
and detect any regularities in his behavior. There are few learning methods that could be used

among them the decision tree induction and artificial neural networks [MIT94].
2.5 Service Agents

In contrast to user agents which live close to the user, learn his habits and interact with
him, service agents provide services to other agents and do not communicate with the user.
Service agents are used typically for security measures to control the access of mobile agents to
restricted resources: in mobile agent systems, a mobile agent is not allowed to access any
information on host machines or to write directly to the host hard disk for security reasons.
Instead, a local service agent with access privileges communicates with the mobile agent and

processes the services requested, assuring the node’s security and privacy.

An example of service agents is the VisitorBot [KAU94], a process that assists user
agents in scheduling a meeting (Figure 2.3). The following systematic steps are undertaken by
the visitorbot in scheduling a meeting. The first step is to constantly listen to requests from user
agents to schedule a meeting, on a specific date and time and to record them. The second step of
the service agent is to contact all user agents asking them if the user is free on that specific date
and time otherwise to provide a suitable time. The last step is to analyze all the answers and to

schedule the meeting on a date that is favorable to the majority.
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Figure 2.3 Architecture of the Visitor Bot agent system.

2.6 Multi-Agent Systems

Multi-Agent systems or Distributed Artificial Intelligence aim at developing agents that
jointly take actions to solve a problem. Such agents communicate with users, local and remote
resources and exchange information and services with other agents to solve a problem that
cannot be solved alone. The motivations for multi-agent systems are the following:

« Provide solutions for inherently distributed systems
» Solve problems that are too large for a centralized single agent

« Enhance speed, parallel processing and reliability

According to Bond and Gasser [Bon88], and depending on the degree of cooperation
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undergone between the individual agents, the following two types of multi-agent systems can be

recognized:

» cooperative multi-agent systems, where all interacting agents are designed by one designer
with the only goal to enhance the performance of the total system. Such agents are
considered cooperative, and their behavior is not concerned with the performance of the
individual agents.

» self-interested multi-agent systems: such interacting agents are normally designed by
independent designers with the vision of agents interacting for their own benefit, and not for
the overall performance of tt_le system. Self-interested agents are competitive and exhibit

antagonistic behavior.

The research in multi-agent systems is mainly concerned with the design of agents that
manifest cooperation, coordination and communication with other agents. These three
ingredients are essential for successful distributed problem solving, and hence are discussed

individually in the next three sections.

2.6.1 Coordination in Multi-Agent Systems

Coordination is essential in multi-agent systems and in any other system where multiple
elements act simultaneously to prevent interference, chaos, and therefore failure. Similarly to the
human brain which is an excellent example of a coordinator, and harmonizes the actions of all
the human body parts, a society of agents must have ways to coordinate the behavior of every

agent in the system.
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There are two main types of agent coordination architectures, centralized and distributed:

In centralized multi-agent systems as seen in Figure 2.4, a master agent with a wide
perspective of the stem goals and architecture, gathers the plans of all the agents in the group,
finds conflicting plans, rearranges and creates new plans, and finally assigns the tasks to the
agents to ensure global coherence and harmony. This architecture employs the blackboard
coordination technique, which is simple but criticized as impractical and contrary to the
distributed artificial intelligence paradigm. Werkman’s DFI system [Wer90] and the Sharp
Multi-Agent Kemel (SMAK) system [KER94] utilize the blackboard architecture to achieve
coordination.

In distributed multi-agent systems, the master agent is non-existent. Agents therefore
communicate with their peers and update their own plan until all conflicts are removed. The
most eminent coordination technique for task and resource allocation among agents is the
Contract Net Protocol [SMI81], [DAV83]. The advantage of direct communication is that
agents do not rely on any program to communicate with peers. Disadvantages of the
distributed approach is cost and complexity, especially if there is a large number of agents.
Every agent will contain the code to support negotiation, update of plan, and a global view of
every agent plan in the system. An example on distributed multi-agent systems is Lesser and

Corkill’s Distributed Vehicle Monitoring Testbed (DVMT) [Les83] [Les81].
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Figure 2.4 Architecture of centralized multi-agent systems.

2.6.2 Negotiation in Multi-Agent Systems
According to Bussman and Muller [BUS1996], "...negotiation is the communication
process of a group of agents in order to reach a mutually accepted agreement on some matter."

The agreement might be about price, joint action, joint objective, assigned task, etc. Depending

on the cooperative behavior of the agents, negotiation can be competitive or cooperative:

» Competitive negotiation occurs between agents that have conflicting plans and not a common
goal. Such agents need to find an intermediate plan, otherwise the conflicting plans are not
realized. This scenario can occur between selling and buying agents. If the lowest price
negotiated is still out of the buyer’s budget, the sale cannot resume. KASBAH [Cha96] and
MAGMA [Tsv96] are examples of agent systems, where agents representing buyers and
sellers perform negotiation in a virtual marketplace.

» Cooperative negotiation is used between agents that have a common goal. Such agents are

not competitive and therefore are willing to back down for the greater good of the system.
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2.6.3 Agent Communication Language (ACL)

To achieve coordination, agents need to negotiate, interact and exchange information,

and, consequently, agents need to communicate. The four models of communication in multi-

agent systems range from those involving no communication, to primitive communication, to ad-

hoc ACLs, and finally to standard ACLs. These four models are further explained below:

No communication: in some cases, agents know about their peer's plans without
communicating with them. Tubbs S. terms this tacit bargaining [TUB94] and points out that
it works best in cooperative multi-agent systems.

Primitive communication restricts the agents to exchange a finite set of signals with fixed
interpretations. Consequently, negotiation is practically non existent and coordination
between agents limited. Private communication has been applied by Georgeff in his multi-
agent approach to coordination [GEO83].

Ad Hoc ACLs: within this category, many agents employ an ad-hoc set of performatives
within the ad hoc ACL. Many others communicate by depositing information in some shared
data structure. The blackboard is the model of shared memory that is often used.

Standard ACLs: we distinguish two popular approaches in the design of such a language. The
procedural approach and the declarative approach. The declarative approach is the approach
used by scripting languages such as the Tool Command Language (Tcl) [OUS94] and
Telescript [WHI94]. They allow programs to transmit not only commands but entire
procedures and programs. The advantages of such an approach are simplicity and power. The
disadvantages are that the communication is unidirectional and the messages are difficult to

merge. It is difficult for an agent to receive multiple scripts that should run and interfere
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together. The declarative approach states on the other hand that agents have a better
communication by exchanging declarative statements (definitions, assumptions etc.). One of
the standards proposed is the knowledge Query Manipulation Language (KQML) [FIN92].
KQML consists of three layers: the content layer specifies the actual content of the message,
the message layer is made of a set of performatives provided by the language and the

communication layer is the protocol for delivering the message.

2.7 Mobile Agents

2.7.1 Introduction

Mobile or itinerant agents are the most attractive and challenging types of agents. A
mobile agent is a task oriented program that can migrate from one machine to another in a
network, running if necessary on the nodes visited. A mobile agent is an "intelligent” process
that runs asynchronously from the user: the agent chooses when and where to migrate, suspends
the execution at an arbitrary point, transports itself to another machine and resumes execution.
Designed to fit in large distributed networks, mobile agents introduce a new communication

model with many advantages, new applications, and more services.

Mobile agents may be viewed as an alternative to the Remote Procedure Call (RPC)
model introduced in the seventies in which clients communicate with a non-local server (Figure

2.5).
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Figure 2.5 The Remote Procedure Call model

In the RPC model, clients send requests to the server through the network. A typical
request consists of a procedure call and the procedure arguments. Upon receival of the message,
the server performs the request internally by running the appropriate function and sends back the

results to the client.

Although simple and popular, this communication model has a few limitations: firstly,
the client/server interface is static and constraints the client to a limited set of queries provided
by the server. This limitation leads in some cases to inefficient interaction and bandwidth
utilization. If a client, for instance, needs to sort a large repository of remote data, and the server
does not provide such capability, the client has two choices: make multiple intermediate requests
or transfer all the data and sort it locally. The second limitation of the RPC is that interaction
between clients and servers requires permanent network connections and could not support

systems that do not have permanent network connections such as mobile computers and PDAs.
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The limitations of the RPC have driven the research to find a new communication model

which serves the needs of end users more efficiently and uses the network resources more

intelligently.

2.7.2 The Mobile Agent Paradigm

The communication paradigm based on the mobile agent paradigm enables computers not
only to exchange data and call for procedures but also complete programs. Chunks of program

code can travel around a network and execute at different nodes (Figure 2.6). The traveling

programs are called mobile agents.

Client
1 Active Message
-
Answer
Network

Figure 2.6 The mobile agent communication model

The idea of sending programs for remote execution is rather old. It has been called
"remote (batch) job processing” in the seventies and "function shipping" or "remote evaluation”
in the eighties. The main motivations of the remote evaluation were the lack of capacity to
execute large programs locally and for load balancing. An enormous contrast with the new

mobility concepts which aim for open environments, the integration of the wireline/wireless
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networks, and a more effective communication model. Another major difference subsists in the
mobile agent structure: apart from its code and data, an agent has an internal execution state
which allows to the agent to suspend the program, transport itself to another node and resume
execution from where it left off. Finally, agents have an autonomy and an intelligence which
make their behavior and characteristics boundless. Some mobile agents for instance are able to

create and fork new agents which enables task distribution and parallel execution.

2.7.3 Advantages of Mobile Agents

While many researchers defend strongly the mobile agent communication model and
fight to see it more deployed in the networks, others believe that the traditional RPC has better
preformance, and is more safe and stable. In front of the ongoing debate on whether mobile
agents have better performace than the RPC, It is probably more appropriate to state that the
comparison between these two technologies cannot be radical: the performance of each model

depends strongly on the application, the network size, the size of the agent etc.

In reality, the RPC and the mobile agent model should coexist in such to offer the most
effective solution to the applications which are making more and more use of the public
networks. If the RPC has many limitations, it is suited for small applications that run only on the
wireline infrastructure, make little use of the networks, and need a small bandwidth. On the other
hand, the agents migration is complex and causes communication overhead, therefore, is
desirable where interactive applications make regular use of the network, connect to many nodes,

send large packets, etc. In other words, mobile agents are desirable is some applications where
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the RPC model results in poor performance and high bandwidth cost. A such example is an
application which involves downloading large files from different locations to a mobile
computer. In such case, It is more efficient to have a mobile agent asynchronously travelling to

the remote locations, grouping the files and downloading them all together.

What follows is a summary of some of the prominent advantages of deploying the agent
technology and a variety of purposes that mobile agents could serve in distributed systems. A

more detailed discussion of pros and cons of mobile agents can be found in [HAR9S5]:

e Unlike the client/server model where ongoing interaction requires ongoing communication,
mobile agents offer asynchronous interaction by sending one active message to the service
site. This characteristic of reducing network communication is very attractive in a wireless
network, where communication is unfortunately very costly. Consider for example a service
consisting of filling out several forms. In the traditional client/server model, a client sends
normally a request to fill out the forms. The forms are sent one at a time. Once one form is
completed, the client sends it back to the server and asks for the next form to be sent. The
more effective alternative would be to send one agent with all the information necessary to
fill out locally all the forms, reducing therefore the communication to only the transmission
of the agent to the server.

« The ability to assign different tasks to different mobile agents and send them simultaneously
to one or multiple nodes allows highly dynamic and parallel computation.

» Mobile agents provide a potent means for dynamically watching a regularly changing

conditions in a network site, such as watching the fluctuation of stock market prices and then
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notifying the user when certain thresholds are reached.

e In centralized network management systems, mobile agents could be delegated specific
management tasks and therefore could decrease the pressure on the central operations
system.

« Mobile agents can be an excellent tool for advertising and service representatives. Remote
service providers could delegate a large number of agents with a marketing mission. Once
arrived at the client machine, the agent starts a dialog with the user and provides interactive

information about the services being promoted.

2.7.4 Issues Raised by the Mobility of Agents

Mobile agents are a new technology and face many issues and challenges. The following

is a description of two prominent issues the agent technology is facing.

o Safety is issued to protect receivers from agents, agents from receivers and agents from
agents. Some steps have been undertaken towards the protection of machines from incoming
hostile agents: Firstly, agents are written in interpreted scripting languages which makes
easier to scan the code and to detect malicious instructions and programs. Secondly, receivers
can authenticate incoming agents, and refuse to run any code originated from untrusted
sources. Thirdly, receivers can limit the resource consumption of agents such as CPU time,
memory and disk space.

« Secrecy arises since the user who receives an agent may violate the privacy of the sender by

examining its hidden agenda and modify the code. Therefore, it should be impossible for the
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clients to examine the agent code or to modify it. It is difficult to achieve such secrecy in
software, and one solution proposed is to implement the interpreter in hardware and to

encrypt the agent code.

2.8 Existing Mobile Agent Systems and Tools

This section reviews some of the existing agent systems and tools that help building
mobile agents: Java and Tcl/Tk in open languages, Telescript as a propriety language and finally

three existing agent systems: Ara, Tacoma and Agent-Tcl.

2.8.1 Open Languages

» Java: open language created by Sun Microsystems as a software development tool for
distributed computing [SUN95]. Java is a simple object-oriented language based loosely on
C++. It provides multi-threaded features and synchronization between threads. Java is
interpreted and designed to be compiled to architecture-independent byte codes. These byte

coded instructions then execute on a "virtual machine” which produces machine code for

execution on the underlying architecture.

Taken individually, the characteristics discussed above can be found in a variety of software
development environments. The advantage of Java is the innovative manner in which it
combines these characteristics into a powerful programming system which supports

distributed computing
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e TcU/Tk: The Tool Command language [OUS94] is a high level scripting language
accompanied by the X windows toolkit for building window widgets. Tcl is a string-based
command language with little syntax which makes it easy to learn and use. Tcl is interpreted
and provides a list of primitive commands for generic programming such as variables and
loops and procedures. As a scripting language Tcl is similar to other UNIX shell languages
such as the Bourne Shell (sh) and the C Shell (csh). The main difference is the possibility to
add a Tcl interpreter to any application and to call the Tcl commands from the application.
Tcl serves in such as an extension language. One more characteristic of Tcl/Tk is the
possibility to extend the Tcl interpreter by writing new commands in C and call them as if
they were Tcl built-in commands. Another advantage of Tcl is the contribution of the Tcl

community which made public new versions of Tcl and new commands that can be accessed

downloaded and used.
2.8.2 Propriety Languages

o Telescript: The Telescript technology [WHI96] introduced by General Magic Inc. in 1994,
was the first commercial implementation of transportable agents and was designed with the
vision of the electronic marketplace, where consumers and providers transact business
electronically through public networks. Telescript introduced the concepts of agents, places,
travel, meetings, connections, authorities and permits. An agent is a mobile entity that can
travel from place to élace, a place being a computer that offers a service to the mobile agent

that enters it. A mobile agent can meet another stationary agent. A meeting lets agents call
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one another' s procedures. Telescript allows also two agents located in different computers to

connect in order to communicate and exchange information.

The Telescript technology has three main components: The language, the engine or
interpreter and the communication protocol. Telescript is a pure object-oriented language for
writing mobile agents. Like any other object-oriented language, a Telescript program is a
collection of hierarchically organized classes, with sub-classing and multiple inheritance.
General classes such as agents are predefined by the language, while application specific
classes have to be defined by the programmer. The language is complete, applications could
be written entirely in Telescript, although they could be written partly in C. The engine deals
with the low-level interpreted language, and a compiler translates between the two.
Telescript's engine executes places and agents and communicates with the computer
resources through three APIs: a storage API, a transport API and an external API which

allows the interaction with C.

Telescript engines communicate in order to transport agents betwéen them. The migration
protocol can operate over a wide variety of transport networks including those t sed on the
TCP/IP protocols, the X.25 interface of the telephone companies, or even electronic mail.
Telescript also features numerous safety precautions which include interpretation, credentials
and permits. Interpretation means that agents are processed by an interpreter that allows run-
time checking of agent actions. Credentials allow agents and their owners to be identified,
reducing the likelihood of anonymous virus-like agents. Permits define restrictions on agents

capabilities such as lifetime, maximum size, and incurred cost. Telescript’s weaknesses®
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remain in that it requires high-end workstations or special-purpose hardware (UNIX or PDA
version respectively) and does not provide explicit support for reasoning and sophisticated
agent cooperation mechanisms. Furthermore, Telescript remains a proprietary commercial

product and is restricted to large, enterprise networks.

Storage API External API

Transport API

Figure 2.7 The Telescript architecture model

2.8.3 Mobile Agent systems

« Agents for Remote Actions (Ara) project [ROT97] was funded in 1994 by the Distributed
Systems group, Dept. of Computer Science, University of Kaiserlautem, Germany. The
design rationale of the Ara platform is to add mobility to the well-developed world of
programming, and to find a new communication model as a substitute to the client/server
model which is unsuitable for mobile computers. The agent model was chosen for the

benefits of asynchronous interaction, local access to services, on-site processing of data and
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dynamic remote configuration. Ara defines an agent as a program written in an interpreted
language with the ability to migrate to new places and to communicate with other agents. A
place is a software object that can host an agent after its migration and may impose specific
security restrictions on the agent staying at that place. The agent in a place could call specific
services or communicate with other agents. The Ara’s architecture, as can be seen in figure
2.8, provides security through interpretation and portability through a generic core. The
functionality of the system core allows to employ several interpreters for different
programming languages at the same time, unlike the restrictions of systems built with Java or

Tcl.

e
agent
(Compiled)
—

Ara Core

Host Operating System

Figure 2.8 The architecture of the ARA system

Tacoma [JOH95] is a joint project between university of Troms@ and Cornell university.

Tacoma focuses on operating system support for mobile agents in distributed systems. Some

of the issues examined are:

1. Identifying and implementing the abstractions that operating systems should support for
agent based applications. This is partly done by identifying the structure of agent-based

applications and their needs.
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2. Providing increased fault-tolerance of agents
3. Accounting: including applicability of electronic cash
4. Security: protect the environment from agents and agents from the environment

5. Management: monitoring and control of agents

The Tacoma architecture introduces the notion of folders, briefcases and file cabinets. A
folder is a unit of data accessible by agents. For instance, a CODE folder contains the source
code of an agent and a DATA folder contains data that can be associated with the agent in the
CODE folder. A briefcase is a collection of folders carried by the agent such as CODE,

DATA. A file cabinet is a collection of stationary folders for permanent data repository

purposes.

Agents can leave data in a file cabinet, read or remove data from it. Agents can move in a
network by invoking the move operation, meet by using the meet operation, and exchange
information. In order to move, agents are wrapped in a briefcase. At the host site, the
tac_firewall agent receives the briefcase and hands it to tac_exec agent which will extract the
agent from the briefcase and sets up the execution environment for the guest agent. As can be
seen in figure 2.9, Agent A represented by the briefcase is received by tac_firewall at site 2
and executed by tac_exec. Agent A can then meet with Agent B, or with Ag_local and

exchange a briefcase or simply read and write to the local file cabinet.

Tacoma is built using Tcl-TCP a Tcl extension supporting TCP communication, and runs

under HP-UX, Solaris, BSD Unix and Linux. Agents may be written in C, TcV/TK, Scheme,
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Perl or Python.

Site 1

Figure 2.9 The Agent migration in Tacoma

Agent-Tcl is a mobile agent system that is under development at Darmouth College. The
architecture of the system consists of four layers (Figure 2.10). The lowest level is an API for the
available transport mechanism. The second level is a server that keeps track of agents running on
its machine, authenticates incoming agents and passes every agent to the right interpreter, and
allows agents on local and remote hosts to communicate by sending and receiving messages. The
third level consists of one interpreter for each supported language. Each interpreter consists of
the interpreter itself, a state capture that allows agents to stop executing at any arbitrary point and
migrate to a new site, a security module that protects the environment from malicious agents and
finally an API that interacts with the server for migration and communication purposes. The
architecture of Agent-Tcl has not been completely implemented, the current version supports a

single language Tcl and a single communication mechanism which is TCP/IP.
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Figure 2.10 The layered architecture of Agent-tcl
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Chapter 3
Multimedia Information Systems
and Mobile Agents

3.1 Introduction

Multimedia information systems emerged in the eighties with the progress of broadband
networks, storage and computer processors. Multimedia services such as video-on-demand and
video conferencing are widely available and have been received with enthusiasm by computer
users around the world. Multimedia improves the communication between people by integrating
different types of media. The media could be of discrete type such as text, images and graphics

or of continuous type such as audio and video..
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The media types supported by multimedia systems have various storage and playback
requirements. Storage of text consumes approximately 2kB per page while CD quality audio
requires 176 KB per second of data. Also, in a similar comparison, visual animation playback
rate is 2.5 MB/s while voice playback rate varies between 6 and 44 MB/s. As a consequence of
such diversity, multimedia information systems have to support the various storage and playback
conditions of each media for a successful integration. With the advances in compression
techniques, storage, real-time processing and networking, multimedia systems have reached
some level of maturity in the nineties: video-conferencing and networked real-time high
graphical resolution applications such as Doom and Quake are possible over low-bandwidth

networks such as the Intermet.

The application of mobile agents in the multimedia systems remains inexploited.
Multimedia agents however can provide asynchronous access to multimedia data which can be
of discrete and/or continuous type and can be used to build sophisticated interactive remote user
interfaces. Multimedia agents are also a strong candidate for mass advertising and marketing
technologies that providers of electronic services are looking for in public networks. We believe
that the integration of those two leading edge technologies will change the face of computing:

multimedia mobile agents will enable very powerful mobile service clients, and will also open

new doors for new applications.

This chapter briefly reviews MEDIABASE [KAR93], a project created and developed at
the MIRLab to study different aspects of distributed multimedia information systems like

synchronization, document architecture, storage and retrieval. Within the MEDIABASE project
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many applications were developed. The Multimedia News Application [FAL95] in particular
will be described. The News Application is based on the client/server model. Users distributed
geographically can access a main database where documents are stored and archived. This
chapter also presents the Mobile News Agent [KWA97], an agent based system developed to
agentize the multimedia news application. The Mobile News Agent provides personalized news
and asynchronous services. Finally, this chapter introduces the Multimedia Transportable Agent
Sytem a prototype inspired by the Mobile News Agent and built to study more in depth the
issues of agent mobility. The system addresses the roles, issues and advantages of mobile agents

in the world of computing and combines the multimedia and the agent technologies.

3.2 The MEDIABASE Project

The following various elements were developed within the MEDIABASE platform: a
database model and architecture, a database query language, a multimedia file system,
information storage and retrieval models, a document model, a data model, communication
protocols, and a media player. The platform has been developed on Unix workstations connected
through the MIRLab LAN by both Ethernet and Asynchronous Transfer Mode (ATM)
technologies. Three main applications were built on top of the MEDIABASE platform: the
Multimedia Newspaper, Multimedia Groupware and Telelearning Coursware. The next section

describes the Multimedia Newspaper.

3.3 The News on Demand Application
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Figure 3.1 The architecture of the News Application

The generic architecture of the News Application is shown in figure 3.1. The application
includes four main distinct components: a production center for document authoring, a
hypemews database for hypermedia news documents, a content database for authors, and news
clients. All the components of the system communicate through OCRInet, an ATM network in
the Ottawa region. The hypemews database contains completed documents. It is updated on a
daily basis, and supports document aging and archive management. The production server
supports collaborative document creation. Editors from geographically distributed locations can
cooperate in creating documents whose contents are drawn from the news content server. The
news documents are written in the HTML format, and contain multiple media type like text,

graphs, audio and video.
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The main goal of the News Application is to provide the user with a powerful and
friendly tool to browse the news documents in the hypernews database. Consequently, the main
interface of the system, shown in figure 3.2, offers to the user the ability to search the database,
initiate a video browsing session through the video-browser, create and maitain a personal
profile, see the keyword tree of his database, follow-up on the current viewed document and
therefore be presented with all documents related to the current article. Additionally, the HTML
documents offer the flexibility to view the news articles with any type of the Internet tools such

as Mosaic and Netscape and therefore can contain all the common media formats: JPEG, MPEG,

GIF.

Figure 3.2 The main interface of the News Application

The multimedia news application represents an attractive application for the deployment

of agents for several reasons. Firstly, the news applications is a client/server application and
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therefore bounded by the RPC limitations. Deploying mobile agents in retrieving and
transporting the news documents offer all the advantages of mobiles agents in networked
applications: asynchronous operations, more flexibility, bandwidth efficiency etc. Secondly, the
multimedia news is a highly dynamic environment where documents keep being updated daily
therefore customized user agents can have a role in creating and updating the user's profiles.
Thirdly, the news application is a multimedia application and is optimal in complexity, hence, it
minimizes the efforts to build an agent prototype and allows to study quickly the convergence of

the multimedia and agent technolgies and all the advantages and issues to resolve.

Driven by the three advantages described above, The Multimedia News Agent System
was developed to agentize the Multimedia News Application. The new agentized application
provides personalized news to the user and combines the use of static and mobile agents. The

following section describes the architecture and implementation of the news agent system.

3.4 The Multimedia News Agent System

3.4.1 Architecture

The agentized news system design offers two possibilities when bringing in news articles.
The first possibility is attained through two static agents: one for filtering and retrieving, the
second for the presentation to th