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Abstract

In the recent years, connected surveillance systems have been witnessing an unprecedented
evolution owing to the advancements in internet of things and deep learning technologies. However,
vulnerabilities to various kinds of attacks both at the cyber network-level and at the physical world-
level are also rising. This poses danger not only to the devices but also to human life and property.
The goal of this thesis is to enhance the security of an internet of things, focusing on connected
video-based surveillance systems, by proposing multiple novel solutions to address security issues

at the cyber network-level and to defend such systems at the physical world-level.

In order to enhance security at the cyber network-level, this thesis designs and develops so-
lutions to detect network intrusions in an internet of things such as surveillance cameras. The
first solution is a novel method for network flow features transformation, named TempoCode. It
introduces a temporal codebook-based encoding of flow features based on capturing the key pat-
terns of benign traffic in a learnt temporal codebook. The second solution takes an unsupervised
learning-based approach and proposes four methods to build efficient and adaptive ensembles of
neural networks-based autoencoders for intrusion detection in internet of things such as surveillance

cameras.

To address the physical world-level attacks, this thesis studies, for the first time to the best of
our knowledge, adversarial patches-based attacks against a convolutional neural network (CNN)-
based surveillance system designed for vehicle make and model recognition (VMMR). The con-
nected video-based surveillance systems that are based on deep learning models such as CNNs
are highly vulnerable to adversarial machine learning-based attacks that could trick and fool the
surveillance systems. In addition, this thesis proposes and evaluates a lightweight defense solution
called STHFR to mitigate the impact of such adversarial-patches on CNN-based VMMR systems,

leveraging the symmetry in vehicles’ face images.

The experimental evaluations on recent realistic intrusion detection datasets prove the effective-
ness of the developed solutions, in comparison to state-of-the-art, in detecting intrusions of various
types and for different devices. Moreover, using a real-world surveillance dataset, we demonstrate
the effectiveness of the SIHFR defense method which does not require re-training of the target
VMMR model and adds only a minimal overhead. The solutions designed and developed in this
thesis shall pave the way forward for future studies to develop efficient intrusion detection systems

and adversarial attacks mitigation methods for connected surveillance systems such as VMMR.
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Chapter 1

Introduction

In order to ensure safety and security of life and property which is of paramount im-
portance, internet-connected cameras are widely deployed for surveillance and monitoring
in various environments such as roads or intersections (e.g., in smart cities and intelligent
transportation systems), industrial facilities, residential or commercial properties, and crit-
ical infrastructures (e.g., railways, airports, malls, etc.). The surveillance cameras could
be connected to each other, centralized control stations, cloud servers, mobile patrolling
agents, etc., establishing an Internet of Things, or more specifically, an Internet of Surveil-
lance Systems. The images or videos collected by the cameras are analysed by automated
analytic systems that employ machine- or deep-learning-based algorithms. The recent suc-
cess of deep convolutional neural networks (CNNs) in object detection and recognition
has fuelled its use in automated surveillance systems such as Vehicle Make and Model
Recognition (VMMR).

The connected surveillance systems are vulnerable to adversaries at both the physical
world level and the cyber network level (as depicted in Figure 1.1). At the cyber network
level, there are vulnerabilities to various network intrusion attacks (e.g., DDoS, Video
Injection, Botnet, etc.) [116,255]. At the physical world level, the surveillance systems are
vulnerable to adversarial machine learning-based attacks (e.g., adversarially learnt patches
that fool the machine learning algorithms behind the surveillance systems [96]) as well as

camera physics-based attacks (e.g., blinding the camera through lasers [205]).

The works on network intrusion detection systems (IDSs) could be broadly categorized,
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Figure 1.1: Conceptual overview of potential attacks against connected surveillance sys-
tems: at the cyber network level and at the physical world level. This thesis focuses on
addressing the network level intrusions and the physical level adversarial patches-based

attacks.

based on the point of deployment, as: (i) centralized, (ii) distributed, or (iii) hybrid [264].
In a centralized IDS, the detection modules or agents are hosted at the network edge
devices or the border router (e.g., mobile edge computing servers deployed at eNodeBs,
other base stations, or roadside units) [199]. On the other hand, in a distributed IDS,
the detection modules or agents are hosted at the host (IoT) devices. A mix between the
two is the hybrid strategy in which the detection agents or modules are distributed in a
hierarchical fashion and hosted at the network edge as well as at the host (IoT) devices.
The major advantages of a centralized IDS hosted at the network edge are the availability
of richer computing, communication and storage resources, leveraging the advances in edge
computing, as well as the ability to efficiently detect attacks originating externally (e.g.,
via the Internet) [199]. The solutions proposed to detect the network intrusions, based
on machine learning techniques, could be grouped into: (i) supervised learning-based or
(ii) unsupervised learning-based approaches. While the former learning approach leverages
labelled datasets (and thus is suitable for known attacks detection), the latter does not
rely on labelled data and uses the benign ground truth data instead (and hence is more

suitable for detection of unknown attacks).

On the other hand, the works addressing the problem of adversarial machine learn-



ing attacks against deep learning-based surveillance systems such as Convolutional Neural
Networks (CNNs)-based object detection or person detection could be classified into two
groups: (i) input image pre-processing and (ii) adversarial training [190]. In the former
approach, different methods have been proposed to pre-process input images to reduce or
eliminate the influence of adversarial perturbations or patches, before feeding the input
images to the detection models. In the latter approach, the object detection model is (re)
trained with adversarial examples in order to make the detection model robust to those
kinds of adversarially modified images. While the former approach adds some overhead
(computational load and processing time) to a surveillance system, the latter approach
generally requires re-training of the detection or classification models such as CNNs which
may also be computationally expensive and time consuming. Thus, one of the main chal-
lenges in this area is to develop lightweight defense solutions that add minimal overheads

and avoid re-training of the detection or classification models such as CNNs.

1.1 Thesis Statement

Research Problem: In the recent years, connected surveillance systems have drastically
evolved along with the advancements in internet of things (IoT) and deep learning
technologies. However, these developments have also lead to a rise in vulnerabilities
to various kinds of attacks both at the cyber network level and at the physical world
level. This poses danger not only to the devices but also to human life and property.
One big challenge thus is to detect known and unknown network intrusion attacks as

well as adversarial patches-based attacks through efficient yet accurate methods.

Key Idea: In this thesis, we propose the design of innovative solutions to detect known
and unknown network intrusion attacks in internet of things such as connected video-
based surveillance systems as well as to detect and mitigate adversarial patches-based

attacks to defend such systems at the physical world level.

The methods to detect network intrusions attacks, whether supervised learning-based or
unsupervised-learning based, rely on network flow features collected over certain time du-
rations. While these raw flow features may be good at representing the statistical sum-

maries of the network traffic over specific time windows, these do not explicitly represent



the temporally varying behavior of the devices in the network. Amongst the unsuper-
vised learning-based methods, autoencoders (AEs) based on neural networks have recently
gained attention. The AEs are leveraged to learn compressed latent representations of be-
nign network flows, based on which malicious flows are detected. However, in the context
of internet of things such as connected surveillance systems, the state-of-the-art AEs-based
methods remain computationally expensive and time consuming. In the context of physical
world level adversarial patches-based attacks targeting vision-based surveillance systems,
the state-of-the-art defense methods face drawbacks due to computational and time-cost
overheads. This may pose additional challenges for real-time surveillance systems, espe-
cially Vehicle Make and Model Recognition (VMMR).

Therefore, to address these limitations, we propose in this thesis innovative solutions
that capture the temporally varying behavior of network devices, yield more discriminative
feature representations, and that develop more efficient yet accurate ensembles of AEs. In
addition, we study how adversarial patches-based attacks could impact the performance
of a vision-based surveillance system trained for VMMR, as well as propose a lightweight

solution to mitigate the effect of adversarial patches on VMMR systems.

1.2 Objectives

The main objectives of this thesis are to propose and develop efficient and accurate solu-
tions to enhance the security of connected surveillance systems at both the cyber network
level and physical world level. Specifically, we aim to design innovative network intru-
sion detection methods for known and unknown attacks in addition to a novel lightweight

defense against adversarial patches-based attacks that target VMMR surveillance systems.

The design of methods to detect network intrusions through capturing the benign be-
haviors of IoT devices such as cameras is challenging due to time varying interaction
patterns, e.g., surveillance cameras may be programmed to share the images more fre-
quently at certain times of the day than at others. The success of AEs-based ensembles in
problems of anomaly detection motivates their adoption for network intrusion detection.
However, they remain to be computationally expensive for widespread deployment in inter-

net of things such as video-based surveillance systems. The recent advancements in CNNs
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have motivated their use in video-based surveillance systems such as person detection, face
recognition, automated Vehicle Make and Model Recognition (VMMR), etc. While the
vulnerability to adversarial patches-based attacks has been explored for surveillance sys-
tems such as person detection and face recognition, there has been no such study, to the
best of our knowledge at the time of this thesis, in the context of VMMR.

In an overall sense, the work in this thesis aims to address these concerns and limita-
tions towards developing more efficient and accurate defense solutions for an internet of
things, especially connected surveillance systems, at both the cyber network and physical
world levels. We intend to investigate the potentials of temporal codebook learning and
informed ensemble pruning in dealing with the above-mentioned drawbacks in prior works
on network intrusion detection. We intend to understand and identify the weaknesses in
CNN-based surveillance systems, focusing on VMMR, with regards to adversarial patches-
based physical world level attacks. Furthermore, we intend to design a lightweight defense

method to mitigate the effect of such adversarial patches on VMMR.

1.3 Contributions

In light of the security issues in internet of things such as video-based surveillance systems
(as discussed in the previous subsections), this thesis makes the following contributions,

listed in the order they appear in the document:

Temporal Codebook-based Encoding of Flow Features: This contribution develops
a novel flow feature representation, called the TempoCode, based on a temporal code-
book which captures the key patterns in benign traffic over different time windows.
The TempoCode transformation method measures the differences of flow samples from
the key patterns in the learnt codebook. We develop a supervised machine learning-
based ensemble of classifiers and optimize its parameters to learn to discriminate
between benign TempoCode representations and different types of malicious ones. We
study the effect of varying design parameters of TempoCode on classification scores
and processing time, to suggest the optimal set of parameters. The proposed method
is designed to serve in a centralized IDS, leveraging the compute and storage resources

therein.



Adaptive Ensembles of Autoencoders: This contribution of the thesis concerns the
development of methods that reduce the complexity of AE-ensembles while yielding
high detection performance at low training, re-training and inference time costs. We
propose two methods to select which AEs to de-activate in the ensemble: (i) Criteria-
based De-activations (CDA) and (ii) Random De-activations (RDA). In implement-
ing these two methods, we develop two strategies of choosing when to de-activate
the selected AEs: Post-Training De-activation (PTD) and In-Training De-activation
(ITD). We extensively evaluate the proposed methods and demonstrate their effective-
ness, in comparison to state-of-the-art, in discriminating between anomalous malicious
flows from the benign ones using two recent realistic datasets which were collected

from real world deployments of IoT and connected surveillance cameras.

Evaluation of Adversarial Patches-based Attacks on VIMMR: In this contribution,
we introduce and investigate, for the first time to the best of our knowledge at the time
of this thesis, an adversarial attack against CNN-based surveillance system responsible
for VMMR, through adversarial patches that are learnt by adversarial machine learn-
ing. We demonstrate the effectiveness of the developed adversarial patches against
VMMR through experimental evaluations on a real-world surveillance dataset. In
addition, we study the effect of patch placement location on the attack’s effectiveness.
The developed adversarial patches achieve considerable reductions in VMMR recall
scores. It is strongly believed that this work shall guide future studies in developing

VMMR systems that are robust to adversarial learning-based attacks.

Lightweight Defense against Adversarial Patches-based Attacks on VMMR:
This contribution involves the design and development of a lightweight defense method
called STHFR to eliminate the impact of adversarial patches on VMMR performance,
leveraging the symmetry in vehicles’ frontal (or rear) faces. Through experimental
evaluations, we investigate the robustness of the proposed method under varying
patch sizes and placement strategies, using a real-world surveillance dataset, and

demonstrate its advantages over state-of-the-art.



1.4 Thesis Outline

The remainder of this thesis is organized as follows:

e Chapter 2 reviews state-of-the-art works on network intrusions and adversarial at-
tacks in connected surveillance systems. It covers both supervised and unsupervised
network intrusion detection methods. Furthermore, it introduces automated vehicle
make and model recognition, a special application of surveillance systems. In addi-
tion, a review of adversarial patches-based attacks and defenses in object detection

and image classification is provided.

e Chapter 3 presents and evaluates the proposed temporal codebook-based flow fea-
tures encoding method, TempoCode, for supervised network intrusion detection. The
effectiveness of TempoCode, in comparison to state-of-the-art, is established through

extensive empirical evaluations using recent IDS datasets.

e Chapter 4 proposes and investigates novel methods to build adaptive ensembles of
autoencoders for unsupervised network intrusion detection in IoT, focusing on con-
nected surveillance cameras. The proposed methods achieve competitive results at
much lower ensemble sizes, on real [oT datasets, thereby saving computational and

time costs.

e Chapter 5 begins by providing an overview about the target surveillance system this
part of the thesis focuses on, namely, Vehicle Make and Model Recognition (VMMR).
This chapter investigates for the first time, to the best of our knowledge, the problem
of adversarial patches-based attacks against VMMR systems. In addition, it proposes
a lightweight defense method, SIHFR, designed to secure VMMR systems against

such adversarial patches.

e Chapter 6 finally summarizes the contributions made by this thesis and presents some

potential directions for future work.



Chapter 2

Network Intrusions and Adversarial Attacks
against Connected and Automated
Surveillance Systems

In the recent years, connected and automated surveillance systems (CASS) have been wit-
nessing an unprecedented evolution owing to the advancements in internet of things and
deep learning technologies. However, vulnerabilities to various kinds of attacks are also
rising. This poses danger not only to the devices but also to human life and property.
In this chapter, we provide a systematic review of the vulnerabilities in CASS based on
categorizing the attacks into cyber-network and physical world levels. Adversarial attacks
at the physical world level could be further grouped into cyber-physical (e.g., adversarial
patches) and physical (e.g., laser-based camera blinding) ones. Based on the medium of
surveillance, CASS could be classified as audio, visual or audio-visual surveillance systems.
In this chapter, we provide a detailed discussion of the security issues in these surveillance
systems, with a special focus on adversarial machine learning-based physical attacks. A
taxonomy of cyber-physical adversarial attacks is proposed, based on which recent and rep-
resentative works on the topic are reviewed and analyzed. Challenges and design guidelines
for effective adversarial attacks are presented to motivate further research into developing
robust defenses against such attacks. Moreover, this chapter provides a systematic review
and discussion of the defense and mitigation methods proposed in the literature to secure
CASS at the two broad levels. The paper concludes by presenting open issues and chal-

lenges in achieving resilient, robust and secure CASS. This survey shall equip researchers
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Figure 2.1: Three broad categories of connected and automated surveillance systems.

and practitioners in the area to analyze the security issues and defense measures in CASS,
focusing on the three levels of vulnerabilities, and to inspire future works in enhancing
state-of-the-art.

2.1 Background

The connected and automated surveillance systems may be deployed to serve various pur-
poses, main ones being monitoring and target tracking. The monitoring operations are
typically carried out for gathering information of activities happening at locations of in-
terest. It could involve manual and automated techniques to detect suspicious objects,
individuals, or anomalous, law-violating activities. The monitoring environments could
include rooms, homes, offices, hospitals, malls, stadiums, airports, seaports, railways, bor-
ders, and critical infrastructure. The tracking operations are typically aimed at gathering
forensic evidence and hunting for a target (e.g., a certain vehicle, individual or even a type

of activity).

Although the monitoring and tracking operations have been traditionally carried out
manually, recent developments in computer vision, deep learning and Al have led to auto-
mated systems that detect objects, activities and sound events that are of interest or are

anomalous. Having such automated methods aids in making the surveillance operations



more efficient because human labor is reduced greatly, more footage can be simultaneously

processed and response teams could be activated and mobilized more efficiently.

2.1.1 Connectivity and Topology

The connected and automated surveillance systems can be deployed in different ways. We
describe here some of the typical ways of implementing the connectivity and topology. In
general, the surveillance systems may be connected in three ways: (i) physically closed
network, (ii) physically open network, and (iii) virtually closed network, In a physically
closed network (PCN), the surveillance devices (e.g., cameras, microphones, or the digital
recorders) do not bear a physical connection to the public Internet and are assigned private
IP addresses. It does not allow a user to connect to the devices through the Internet. In a
physically open network (PON), the surveillance devices bear connections to the Internet
and are assigned public IP addresses, enabling access for a user via the Internet. In a
virtually closed network (VCN), the surveillance devices are inter-connected through a
private network, possessing private IP addresses, but allow access through the Internet
using a virtual private network (VPN) [146]. The connectivity between the surveillance

devices, digital recorders, routers, etc. could be through wired and/or wireless media.

The topology of the connected surveillance systems could be described based on their
physical or geographical locations as: distributed or concentrated. In a distributed topol-
ogy, the surveillance devices are scattered across a city, state, or even the globe. On the
other hand, in a concentrated topology, the surveillance devices are physically located close

to each other (e.g., within a home, mall or hospital).

The audio and/or video from the surveillance devices are transferred to the recorders or
servers through analog or digital methods [146]. In the former method, a digital recorder
gathers the analog signals of the audio/video footage and could bear connection to the
Internet for remote access or visualization. In the latter method, the audio/video is trans-

ferred as packets, after processing and compression, using IP protocols.
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2.1.2 Medium of Surveillance

Surveillance operations could be conducted over one or more of the following media: audio,
visual, text, etc. In this thesis, we focus on visual (i.e., vision-based) surveillance. While
vision-based surveillance provides richer information than audio, there are many events
and incidents which may not be identifiable by video-based analysis alone. For example,
a loitering vehicle may appear to be moving at normal speeds but its tires are skidding.
The skidding may not be identifiable in the video alone but an accompanying audio stream

could help in detecting the skidding sound.

2.1.3 Audio-based Surveillance

Audio-based automated surveillance finds its uses in detecting anomalies such as accidents
and hazardous incidents. For example, the work of [122,123] developed a method to identify
incidents of vehicle crashes and tire skidding based on audio stream analysis. Their method
involves extracting discriminant features from the audio streams and representing them in
a Bag of Words (BoW) style. The BoW-based representations are then used to detect

anomalous events of interest.

Detection of abnormal events is important in railway environments as well. As such,
the work of [173] presents deep learning-based methods to detect abnormal incidents such
as screams, gunshots, glass breaks and sprays. Specifically, their methods leverage convo-
lutional recurrent neural networks (CRNNs). Other applications or tasks of audio-based
surveillance include urban sound analysis, event localization, speech emotion, and speaker

identification /recognition.

2.1.4 Vision-based Surveillance

In vision-based surveillance, images or videos captured by various kinds of cameras and
imaging devices are utilized for a plethora of tasks and applications such as image/video
classification, object detection, activity recognition, anomalous action recognition, tracking

of suspicious objects, trespassing detection, identity verification, etc.
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The main components involved in a vision-based connected and automated surveillance
system are: Data Acquisition, Pre-processing, Streaming, Transfer, Storage, Visualization,
Analytics, Monitoring and Alarming. Depending on the scene under surveillance, different
settings could be put in place, for example to transfer more packets per second upon
detection of motion or certain activities. In this thesis, the focus is on a specific application
of vision-based surveillance, i.e., automated vehicle make and mode recognition described
further in Section 2.3.3.

2.1.5 Vulnerabilities of Connected and Automated Surveillance

Systems

The connected and automated surveillance systems are vulnerable to adversaries at the
cyber-network level and the physical world level (as depicted in Figure 1.1) At the cy-
ber network level, there are vulnerabilities to various network intrusion attacks (e.g.,
DDoS, Video Injection, Botnet, etc.) [127, 130, 138, 146, 181,217, 255]. At the physical
world level, the surveillance systems are vulnerable to adversarial machine learning-based
cyber-physical attacks (e.g., adversarially learnt patches that fool the machine learning al-
gorithms behind the surveillance systems [96]). Additionally, camera physics-based attacks
(e.g., blinding the camera through lasers [205]) and adversarial camera stickers [164] are

some examples of vulnerabilities that could be exploited by adversaries .

2.2 Network Intrusions: Attacks and Defenses

2.2.1 Cyber-Network Intrusions

Adversaries may launch cyber-network intrusion attacks against connected and automated
surveillance systems for various goals such as to conduct other kinds of attacks. Connected
and automated surveillance systems can be vulnerable to various kinds of cyber-network
attacks such as video injection, video replay, denial of service, botnet, and man in the

middle. These attacks could be misused to compromise the visual feed, obstruct detection

12



of malicious events, activities or objects [106]. Table 4.2 presents some representative

attacks on connected surveillance cameras from [180]

Video Injection

A live video feed of a connected and automated surveillance system could be compromised
by an adversary that can inject recorded video clips into the live stream In such attacks,
frames or clips of idle or benign events are pre-recorded and replayed to hide live events.

Such attacks may go unnoticed even by human observers [188].

Denial of Service

There are various ways an adversary could launch denial of service attacks against a con-
nected and automated surveillance systems. The camera devices itself could be com-
promised or disconnected from the network. A digital video recording server could be
overloaded by spamming the server. Access to view, store or retrieve video feeds could be
denied.

Botnet

Adversaries could infect connected cameras with botnet and malware to conduct large scale
distributed denial of service (DDoS) attacks. For example, the Mirai botnet had exploited

surveillance systems to launch serious DDoS attacks [151].

Man in the middle

These type of attacks involve intercepting the network traffic to conduct covert observations
or launch attacks such as video injection and replay. Through man in the middle type of

attacks, an adversary could manipulate, fake, or drop traffic in the network.

The solutions proposed to detect the network intrusions, based on machine learn-

ing techniques, could be grouped into: (i) supervised learning-based or (ii) unsupervised
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Table 2.1: Description and Types of Attacks on Connected Cameras (Kitsune Datasets

[180])

Attack .
Attack Description
Category
o [oT device credentials exploited to inject Mirai
Botnet Malware Mirai o
malware and hunt for new victims
Hunts for vulnerabilities in hosts and operating
i OS Scan ]
Reconnaissance systems in the network
) Random commands used to hunts for
Fuzzing e
vulnerabilities in cameras’ web servers
Video Other /recorded videos injected into the live
Injection video streams
Man in the middle| ARP MitM ARP Poisoning exploited to intercept LAN traffic
Active Exposed cables exploited to setup a covert
Wiretap network bridge (wiretap) to intercept LAN traffic
Cameras exploited to generate UPnP
SSDP Flood | advertisements to overload/spam the recording
Denial of Service server(s)
A camera’s web server is overloaded to disable
SYN DoS .
the camera’s video stream
SSL A camera is overloaded with SSL renegotia-
Renego- tion packets to disable its video stream
tiation
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learning-based approaches. While the former learning approach leverages labelled datasets
(and thus is suitable for known attacks detection), the latter does not rely on labelled data
and uses the benign ground truth data instead (and hence is more suitable for detection

of unknown attacks).

2.2.2 Defending against Cyber-Network Intrusion

The problem of intrusion detection has been a hot topic over the years, with rising attention
due to the evolution of networks into an Internet of Things and the rising threats [27,34,
64,69,73,77,161-163,176,177,191,224,267]. The solutions proposed to detect the network
intrusions, based on machine learning techniques, could be grouped into: (i) supervised
learning-based or (ii) unsupervised learning-based approaches. While the former learning
approach leverages labelled datasets (and thus is suitable for known attacks detection), the
latter does not rely on labelled data and uses the benign ground truth data instead (and

hence is more suitable for detection of unknown attacks).

Supervised Methods

In this section, we provide a brief overview of state-of-the-art methods in supervised IDS
which are close in concept to one of our proposed method and highlight the uniqueness in

our method.

A multi-layer semi-supervised framework for IDS is proposed in [267] based on pure
cluster extraction, pattern discovery, fine-grained classification and model updating. They
defined “pure” clusters as those in which a vast majority of their samples belong to the
same class. They employed a hierarchical semi-supervised k-means algorithm to learn the
pure clusters. The samples which did not fall into any pure cluster are then fed into the
pattern discovery module in which a clustering-based method is used to find if the patterns
are known (normal or intrusions) or unknown patterns. The fine-grained classification
module then acts to classify the discovered unknown patterns. However, this step may
require manual inspection to determine the class of the unknown patterns. The task of
re-training any modules due to changes in traffic distribution is handled by the model
updating module. Their experiments were based on the old KDDCUP99 dataset.
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A lightweight and rule-based intrusion detection algorithm was proposed in [227] for
networks of vehicles. In their method, vehicles aid in evaluation of behavior and reputation
of their neighboring vehicles. An ensemble learning-based method is proposed by [185] who
proposed statistical flow features and an AdaBoost ensemble comprising of Decision Tree,

Naive Bayes, and Artificial Neural Network classifiers.

In [162], the authors proposed a two-stage intrusion detection system for Software-
Defined IoT comprising of: (i) an enhanced swarm intelligence algorithm called the Im-
proved Bat Algorithm for optimal features selection and (ii) a Random Forest classifier
enhanced with a weighted voting mechanism. They used a downsampled version of KDD-
CUP99 dataset. Software Defined Networking was also used for detection and mitigation
of anomalies in the work of [133] which proposed a density peak-based clustering algo-
rithm enhanced by sampling adaptation for detecting anomalies. In addition, the authors

proposed an unsupervised clustering mechanism to select optimal features.

The authors of [197] proposed a clustered IDS based on Restricted Boltzmann Machine
(RBC-IDS) as a deep learning-based solution to monitor critical infrastructures and detect
intrusions in wireless sensor networks. Designed to work as a centralised IDS, RBC-IDS
groups the sensors into a number of clusters and selects a cluster head in each cluster.
The cluster heads are responsible of sending the sensor data (possibly after aggregation)
to the central IDS. Their work is based on an old dataset which was not collected from an
[oT environment. Moreover, the authors found the Restricted Boltzmann Machine to be
slower than traditional machine learning-based methods. We compare (in Section 3.4.4)
the performance of our method with that of a method which is related (yet more advanced)

to [197] and uses deep auto-encoders on a realistic IoT dataset.

Another work addressing the problem of intrusions in a critical infrastructure monitor-
ing application using wireless sensor networks is of [196] in which the authors investigated
the development of an IDS based on a Reinforcement Learning (RL) algorithm called Q-
Learning. However, their use of Q-learning as the RL algorithm presents some limitations.
For example, the Q-tables could grow very large with a large number of states and/or
actions. This would imply that with an increase in the number of states, the memory size
required to save and update the Q-table would increase. Moreover, an extremely large

amount of time would be required to explore each state for building the Q-table.
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The work of [28] tackles the issues of intrusions in a connected vehicle cloud environ-
ment. It built an IDS comprising of a deep belief network for data reduction and an
ID3-based decision tree classifier for classification. In Section 3.4.4 (Table 3.11) we show
that the method proposed in this thesis outperforms DBN-based methods and an ID3-based
method.

In a more general traffic classification context, the work of [276] introduced a Bag-of-
flows model which groups together correlated flows. For classification, they aggregate the
correlated predictions of Naive Bayes classifiers. Their work differs from ours in various
aspects, most important one being that unlike our proposed method, they do not trans-
form the flow features but simply discretize them in an objective to enhance classification

accuracies.

In [27], the authors utilize feature quantization based on clusters in a Self-Organised
Map (SOM) network. The SOM network is learnt first and then clusters of neurons are
constructed through hierarchical agglomerative clustering. They assumed that the largest
SOM cluster would represent benign traffic. So, if a test sample falls into this cluster, it
is regarded as a benign one. However, unlike them, we don’t consider the class of closest
cluster to be the class of a sample (benign or malicious), but rather we take into account
the similarities or distances to each cluster center (codeword), collecting as features a set
of deviations of each training/testing flow from the cluster centers (codewords) that are

temporally learnt.

Another work leveraging clustering of flows is that of [34]. However, their method
is different from ours in the following aspects. Their clustering is based on destination
IPv4 address prefixes, whereas we do not consider IP addresses in our method in order
to tackle the attackers’ ability to spoof and dynamically change IPs. Moreover, their
feature transformation is based on approximating probability densities of individual flow-
based statistical features. For this, they use the estimated probability density function of
the respective feature in the closest cluster to which a sample flow belongs. In contrast to
their approach, our feature transformation is based on capturing the flow features’ distances

from each of the different cluster centers.

Another clustering-based intrusion detection method called CANN was proposed by

[165]. In their work, they transform a flow’s features into a sum of distances of the flow
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features from the cluster centers and from their k-nearest neighbors correspondingly, giving
a one dimensional feature to be used by a kNN classifier. Although CANN results in a very
low dimension feature space, its performance in terms of classification scores was limited
compared to the performance of non-transformed flow features with other classifiers such
as Support Vector Machines (SVM).

A recent study by [161] have tackled the problem of botnet identification through a
clustering-based technique. In their method, they dynamically select subset of features
expected to be more discriminative for the respective type of botnet. The clustering is
performed on benign flows and malicious flows yielding the cluster centers as fingerprints of
each application type (benign or botnet). They employ a similarity function that computes
a distance-score of a sample flow from the cluster centers. Based on a closeness threshold,
the class of the nearest cluster center is decided as a prediction of the sample’s class. Their

method is very similar to that of [278] who also employed a learnt codebook.

Given a sample flow’s features, [278]’s method uses only the deviation from the closest
cluster center and classifies it as anomalous if the deviation is greater than a threshold.
However, this threshold has to be experimentally determined and may not be applicable
to all types of attacks. Moreover, to evade detection, attackers could be mimicking be-
nign flows by dynamically changing their flow features such that these may be within the
threshold distance to atleast one of the benign clusters. In these cases, methods such as
those of [161,278] would suffer from decreased True Positive Rates. Hence, in our work,
instead of dynamic feature subset selection, we transform the flow-based features into Tem-
poCode representations which capture the deviation of each flow’s features from benign
fingerprints’ or codewords’ features and then leverage a machine learning-based algorithm

to discriminate between the benign and malicious TempoCode representations.

Unsupervised Methods: Autoencoders for Intrusion Detection

The systems and methods in the literature concerning intrusion detection in IoT networks
can be broadly classified into two approaches: (i) anomaly detection-based, and (ii) mali-
cious traffic signatures-based. In the former approach, normal profiles of IoT devices are

learnt using different methods, and a considerable deviation from these normal profiles
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is suspected to be intrusions or malicious. In the latter approach, the system maintains
a database of signatures or features of known botnets or malicious traffic and performs
detections using these signatures. The former approach can deal with unknown botnets
or attacks. However, there is a possibility of not detecting infected devices (e.g. in cases
where the malicious traffic is imitating a device’s normal traffic). The latter approach may
be very accurate in detecting known attacks. However, its resiliency suffers in cases of new

attacks whose signatures or features are not contained in the database.

The anomaly detection-based approaches gain preference due to the advantage of being
able to detect unknown attacks. In this regard, neural networks-based autoencoders [137]
have shown great success in various anomaly detection problems [223], e.g., in areas of
medical image anomalies [262], outlier detection [279] as well as network intrusion detection
[120,274]

The work of NBa-IoT [175] proposed to build an autoencoder model for each device.
In large-scale IoT networks, their approach may not be economically scalable. On the
other hand, Kitsune [180] builds an ensemble of small autoencoders over different feature
subspaces built based on feature correlations. A multi-layer and ensemble-based approach
in [274] builds a stacked sparse autoencoder network for deep features extraction and a

classifier based on a binary tree ensemble.

Allowing to learn benign patterns per device is essential to achieve tolerance to the
heterogeneity of IoT devices. However, methods that enable scaling up or down adap-
tively are needed to ensure scalability and increased efficiency in resource-usage. The
afore-mentioned works do not provide for mechanisms to adaptively scale up or down the
ensemble of autoencoders which may be needed for efficiency purposes. To address these
limitations with consideration of massive [oT devices, in Chapter 4, we propose four meth-
ods to realise an efficient ensemble which learns the best autoencoders (AEs) that can
capture the patterns in normal behaviors of IoT devices of various types. These methods
provide mechanisms to activate and de-activate the AEs in the ensemble in an unsupervised

fashion in- or post-training.

19



2.3 Cyber-Physical Adversarial Attacks: An Emerg-
ing Challenge for Vehicular Surveillance Applica-

tions

Deep learning models designed for automated detection or recognition tasks in surveillance
systems can be deceived by adversarially learnt perturbations that manipulate the model’s
classification decision. These adversarial perturbations can be introduced by an adver-
sary in the digital and/or physical realm. These are thus referred to as Cyber-Physical
Adversarial Attacks (CPAAs) in this thesis.

2.3.1 Taxonomy

This thesis proposes a taxonomy of cyber-physical attacks on connected surveillance sys-
tems, as shown in Fig. 2.2, based on the following dimensions and aspects: (i) targeted
medium of surveillance, (ii) adversary’s knowledge of target system/model (whitebox vs
blackbox), (iii) spatial /temporal coverage of adversarial perturbation (non-localized /scattered
or localized), (iv) adversarial objective (dodging vs impersonation, targeted vs non-targeted),
(v) targeted task (classification, detection or others). The proposed taxonomy expands on

the one introduced by [213]. Next, we provide a description of the mentioned categories.

Target Medium of Surveillance

Since surveillance could be based on different modalities such as visual, audio or hybrid, as
described in Section 2.1.2, cyber-physical adversarial attacks on surveillance systems can
be grouped based on the medium of surveillance targeted. The adversarial attacks could be
targeted against visual or audio surveillance and hence grouped as Vision-based CPAAs or
Audio-based CPAAs, respectively. As the names suggest, while adversarial attacks on the
visual mode include perturbations that manipulate images, those against the audio mode
include perturbations that manipulate the sounds being input to the surveillance system.

The focus of this thesis is on vision-based systems and methods.
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Cyber-Physical Attacks
Adversary’s Knowledge Adversarial Perturbation Adversarial
of Targeted Model Characteristics Objective

Target Medium of

Surveillance

Visual White-box Non-localized Targeted Classification
(or recognition)
Audio Black-box Localized Non- Detection
Targeted (or identification)
Random Others
Initialization [e.g.. Tracking)
Pre-Trained
Perturbation
Initialization

Figure 2.2: The proposed taxonomy of Cyber-Physical Adversarial Attacks

Adversary’s Knowledge of Targeted Model

Depending on whether an adversary has the knowledge pertaining to the working details of

a targeted model, adversarial attacks could be of two types: (i) white-box, or (ii) black-box.

White-box attacks: In these adversarial attacks, an adversary has access to the inner
details of the deep learning model being used by a surveillance system. These include
details about the model architecture, weights, gradients, loss functions used or training
method.

Black-box attacks: In this type of attack, an adversary has no access to the targeted
model and does not know the inner details of its architecture except for the model’s output
such as classification label or confidence score. Black-box attacks are typically conducted
in two ways [213]: (a) query-based and (b) transfer-based. In the former, an adversary
queries the target model a number of times to estimate the gradient [6]. In the latter,
which is usually more difficult than the former, adversarial examples trained to attack
a model in a white-box fashion are transferred to attack another model in a black-box
fashion [200]. The success of such attacks may depend on the degree of similarity between

the two models.
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Adversarial Perturbation Characteristics

Adversarial attacks involve learning perturbations on input data samples such that the
resulting samples are close to the original ones and that the adversarial perturbations are

imperceptible to humans.

Adversarial perturbations’ span/spread could either be localized or non-localized on
the input. Localized perturbations manipulate a small portion of input data, e.g., a small
patch on an image, On the other hand, non-localized perturbations manipulate scattered

or entire portion of input data.

Adversarial attacks vary also based on perturbation characteristics such as initial patch
configuration and perturbation scope. While some adversarial attacks may use perturba-
tions pre-trained to attack other models to start with, some attacks may train these from
scratch starting from randomly initialized ones. The scope of perturbation pertains to
whether a separate perturbation is generated for each data sample, or a universal pertur-

bation is learnt for the entire dataset of clean samples [271].

Adversarial Objective

Cyber-physical adversarial attacks could be designed to be targeted or non-targeted. In
targeted attacks, the objective is to mislead the classifier to output a specific target class
with high confidence or prediction score. Such attacks could be used for example to launch
impersonation attacks where an adversary may trick the system to be mis-recognized as

some specific target person.

In non-targeted attacks, the objective is to mislead the classifier to output any class
other than the ground truth (i.e. actual) class. Such attacks cause the classifier to produce
low confidence or prediction scores for the actual class while producing a higher one for any
other class. Adversaries could use such attacks for dodging or evasion from the automated
surveillance systems. For example, an adversary may want to evade being identified by
a face identification system. In binary classification problems, targeted attacks and non-

targeted attacks become equivalent.
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Target Task

An automated surveillance system may have various tasks including classification, detection
(or identification), and others such as tracking. In classification tasks, objective is to classify
the data sample given, e.g., given an image (potentially containing several objects), to
classify the most “salient” object such as a human, animal, or vehicle, etc. In detection,
objective is to identify the objects or events of interest and localize them in the input.
For example, in an image, to detect different types objects seen while locating them with
bounding boxes on the image; in an audio, an example detection task could be to identify
a particular sound event such as a gun shot or accident and marking the start and end
times of the detected event in the data sample. Other tasks could include tracking of
detected objects, events or activities over some time interval which may be useful for
automated drones- or robot-based surveillance or target following. Adversarial attacks

could be designed to target any of these tasks.

2.3.2 Challenges for Cyber-Physical Adversarial Attacks

To realize practical cyber-physical adversarial attacks, adversaries take into account vari-
ous challenges pertaining to environmental conditions, sensor characteristics, spatial con-
straints, production errors, perturbation sharpness or smoothness and imperceptibility
limits in physical world. The discussions on these challenges serve as design guidelines in
investigating the development of (and defending against) adversarial patches or perturba-

tions that are highly effective in real world.

When adversarial perturbations trained in the digital space are produced in real world,
these challenges come into play and may influence attack effectiveness. In real world
applications, an adversary may or may not have access to the sensors and/or the data
pipeline. Adversaries that do not have access to the sensors and data pipeline are limited
to developing and launching adversarial attacks in the real world. However, through cyber-
network intrusions (discussed earlier in Section 2.2), an adversary could gain access to
a sensor and its data pipeline to inject the perturbations digitally, e.g., through video

injection attacks or man-in-the-middle type of attacks.
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Environmental Conditions

The conditions in/around the scene where a target sensor is situated may introduce trans-
formations to the adversarial perturbations or the perturbed samples which could render
the perturbations to appear differently when captured by the sensor and fed into a deep
learning model. Specifically, conditions such as lighting, objects’ distance, their pose, sen-
sor viewpoint, weather conditions such as snow, fog or rain add to the challenges of realizing

effective adversarial perturbations in real world.

In the case of adversarial attacks on the visual mode of surveillance, natural light inten-
sity, ambient light intensity and colors could influence how an adversarial perturbation or
image may be captured by the target sensor. In some applications, objects may appear in
the sensors’ field of view at varying distances which would affect the size of an adversarial
perturbation or patch in the image captured by the sensor. An adversarial perturba-
tion/patch may appear to the sensor at varying viewpoints and perspectives. Moreover,
there may be noise or blur introduced by the sensor capturing the input [254]. Hence, for
effective adversarial attacks, these considerations need to be taken into account in training

the adversarial perturbations.

Spatial constraints

Depending on what application is being targeted, the adversarial perturbation/patch place-
ment space may be broad or limited. Adversarial patch placement space also depends on
whether the attack places an adversarial patch/perturbation on the background regions or

on the target objects.

For real world attacks, if an adversarial patch/perturbation is added on to the back-
ground, it may be possible that the target object or other objects may occlude that part of
the background region thus rendering the attack ineffective. For attacks in digital space,
an adversary may have the liberty to or could adapt the patch/perturbation placement
location as needed. Thus, for real-world applicable adversarial attacks, some researchers
argue that perturbations/patches are better to be added to target objects rather than to
the background [213].
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Production-related Errors

This challenge relates to the errors introduced while printing, producing or fabricating the
theoretically (virtually) learnt adversarial perturbations or patches into the real world. For
adversarial images, such errors may occur while printing the adversarial perturbations onto

physical objects such as screens or cardboards.

Modern printing equipment have limitations with regards to the printable colors, i.e.
their color gamut '. Moreover, some colors of the adversarial patch or perturbation may
not be accurately produced in real world [213,230]. To overcome this challenge, [230]
introduced incorporation of printing related errors in the adversarial patch/perturbation
generation process. Specifically, they proposed the use of non-printability score (NPS) in

the objective function to be optimized.

The NPS measures how far an adversarial patch’s pixel color values are from the given
set of commonly printable colors [230]. Given an adversarial patch P, the NPS of its pixel

p is formulated as:

ceC

NPS(p) =] (5 — (2.1)

Here, c refers to a color from the set of commonly printable colors given by C. NPS will
be high for a p that is far from any ¢ and low otherwise. NPS has been used in road sign
attacks [119], person detection attacks [251], steering decision attack [280], vehicle make

and model recognition attacks [234].

For adversarial audio, errors or disturbances may occur while playing the adversarial

sound perturbations from an audio source

Patch/Perturbation-related Sharpness or Smoothness

Generally, in most applications, clean images exhibit smooth and/or continuous changes in
color [213] Patches or perturbations that exhibit low smoothness, i.e., have highly varying
adjacent pixel values, may not appear as desired in the captured images. One reason could

be the sampling noise due to which a camera may not be able to capture the extreme

LColor gamut refers to “the range of colors which a particular device can produce or record” [38]
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differences in adjacent pixels. Hence, adversarial patches or perturbations that are not
smooth may be ineffective when realized in real world. To overcome this challenge, [230]
proposed using a smoothness ensuring function based on Total Variation (T'V) such that
variation of pixel values within adversarial patches or perturbations are kept low and
smooth. This function is added to the objective function being optimized to generate the
adversarial patch or perturbation. The TV of an adversarial patch or perturbation P is

calculated as:

TV(P) = Zﬂ(\/(Pz; — piv1g)? + (Pij — Piji1)? (2.2)

Pij €

where p; ; denotes P’s pixel value at the (i,j) coordinate Lower TV means higher
smoothness and vice versa. A higher TV may lead to weaker concealment of the adversarial

patch.

Imperceptibility Limits in Physical World

Some adversarial perturbations in the digital space are designed to be imperceptible to
humans through small magnitude perturbations. However, ensuring that the target sensor

is able to capture these small perturbations is a challenge.

For adversarial attacks based on patches or localized perturbations such as stickers or t-
shirts, these could most likely be observable by humans. However, if adversaries design the
perceptible perturbations or patches that can be printed and placed to appear as natural
parts of the target objects, it may succeed in not arising suspicions by human observers.
For example, an adversarial patch covering the entire hood of a vehicle, or an entire t-shirt,

or a purse/backpack, or sunglasses/frames, etc.

Some researchers have started to attempt developing visually natural adversarial patches,
e.g. the work of [149]. However, adversarial attacks with patches that are completely im-
perceptible in the physical world haven’t been found in the literature so far to the best of

our knowledge.
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2.3.3 Automated Vehicle Make and Model Recognition

The objective of vehicle make and model recognition is to identify the make (e.g., Toyota)
and model (e.g., Camry) of vehicle images captured by surveillance cameras. Although
this problem may seem simple, there are several challenges particular to VMMR, as we
shall describe below. In this section, we provide a brief review of VMMR works. The main
modules in VMMR are the Features Extraction and Global Representation module, and

the Classification module.

Security is a great concern in highly vulnerable areas such as parking lots of public
spaces (e.g., malls, stadiums, airports, etc.). In these critical scenarios, in a smart [131], a
CASS running over surveillance cameras’ images can greatly assist the security personnel in
identifying vehicles belonging to certain colors, types, makes, or models. Moreover, in cases
where the police are searching for a target vehicle of a specific make or model, CASS would
save considerable amount of time, resources and manpower. The mobile police vehicles
equipped with video/images sensors could share the video/images [3,55,61,89,94,194,201] of
target vehicles with other police vehicles and with roadside infrastructure, through various
video dissemination techniques over connected vehicles [83, 124, 171,218,219, 236,260]. In
addition, for applications such as electronic toll collection, where different charges are
applied to different types of vehicles, or vehicular traffic analysis/prediction [?, 11, 16,246,
247,249], vision-based CASS could serve as a complementary tool in improving efficiency

of existing systems.

In an Internet of Vehicles (IoV), vehicles can share information amongst themselves
and/or with roadside infrastructure [12, 105, 268-270] to provide critical services such as
target tracking, monitoring or surveillance. The vehicle classification systems such as
VMMR enable surveillant vehicles to recognize important information about targets. These
targets can be even localized though various localization protocols [4, 22,45, 50, 60, 79,
80,86, 114,115,193, 225]. In order to meet the speed and fault-tolerance requirements
of critical surveillance and monitoring applications, to enable reliable dissemination of
information in a fast manner, protocols such as [9, 10,30, 62,63, 75,81, 202] need to be
utilized. In a dense surveillance scenario such as a large area with numerous surveillance
cameras, or a large city with a number of surveillant vehicles, efficient synchronization

between different nodes is required [12,17]. To ensure connectivity of mobile surveillant
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vehicles with each other and the infrastructure, ideas from mobility management studies
such as [13-15,17-21,23-26,36,74,100,245,248,277] can be employed to reduce packet losses
and latency. Since security of IoV-enabled surveillance systems is an essential requirement,
owing to privacy concerns when it comes to sharing targets’ information over the open
wireless channels, trust-based security systems such as [43,46,52,84,85,215,216] could be

used.

The problem of vision-based automated VMMR can be considered as a challenging
multi-class image classification problem, in which a class is defined as a particular vehicle
make and model. However, VMMR presents a more diverse and challenging set of issues
than in other image classification problems. The various challenges in VMMR include
Ambiguity and Multiplicity, as initially presented by [139]. Other issues include diversity
of vehicle types, lighting or environmental conditions, occlusions (e.g., by pedestrians or
other vehicles), or customized vehicle design or appearance. In the context of VMMR,

multiplicity and ambiguity issues are described as follows.

o Ambiguity: With regards to VMMR, we classify the ambiguity problem into two
kinds: (a) Inter-Make Ambiguity, and (b) Intra-Make Ambiguity. The former ambi-
guity refers to the issue of vehicles (models) of different companies (makes) having
visually similar shape or appearance, i.e., two different make-model classes have simi-
lar front or rear views. For example, “Toyota Camry 2005” and “Nissan Cefiro 1999”
are similar in visual appearance (see Figure 2.3). The latter kind of ambiguity results
when different vehicles (models) of the same company (make) are similar in shape or
appearance. For example, the “Altis” and “Camry” models of the “Toyota” make
have similar front faces (see Figure 2.4). The similarity may not necessarily be in a

visual sense only, but could also be in the feature space used to describe their images.

e Multiplicity: This problem occurs when a vehicle model (of the same make) has
different shapes, designs or appearances. Figure 2.5 shows some examples of the
multiplicity problem in NTOU-MMR Dataset [139].

In the recent years, researchers have initiated investigating deep learning and convo-
lution neural networks (CNNs) to address the VMMR problem. Instead of using hand-

designed features, they leverage CNN to learn (and represent) useful features. One such
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(a) T Camry 2005 (b) N Cefiro 1999 (c¢) T Tercel 2005

(d) N Sentra 2003 (e) T Camry 2006 (f) F Mondeo 0

Figure 2.3: Inter-Make Ambiguity Problems between Toyota Camry 2005 and Nissan Cefiro
1999, Toyota Tercel 2005 and Nissan 2003, Toyota Camry 2006 and Ford Mondeo 0, in

NTOU-MMR Dataset of [139]. “T”, “N”, and “F” stand for “Toyota”, “Nissan”, and
“Ford”, respectively.

(a) N Sentra 2003 (b) N Cefiro 1997

(d) T Camry 2008 (e) T Camry 2006 (f) T Altis 2006

Figure 2.4: Intra-Make Ambiguity Problems between Nissan Sentra 2003 and Nissan Cefiro
1997, Toyota Altis 2008 and Toyota Camry 2008, Toyota Altis 2008 and Toyota Camry
2006, Toyota Camry 2006 and Toyota Altis 2006, in NTOU-MMR Dataset of [139]. “N”
and “T” stand for “Nissan” and “Toyota”, respectively.
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(a) T Wish 2010 (b) T Wish 2009 (¢) T Wish 2005

(d) T Camry 2008 (e) T Camry 2010

(f) F Mondeo 2 (g) F Mondeo 3
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(h) H CRV 2003 (i) H CRV 2005 (j) H CRV 2009

Figure 2.5: Multiplicity Problems with Toyota Wish, Toyota Camry, Ford Mondeo, and
Honda CRV in NTOU-MMR Dataset [139]. “T”, “H”, and “F” stand for “Toyota”,

“Honda”, and “Ford”, respectively.
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work is of [239] who proposed some modifications to the inputs fed into the network for
enhanced accuracies in comparison to traditional CNN. Initially, a 3D bounding box en-
closing the vehicle is detected in the 2D camera image, representing three faces: front/rear,
side, and roof. The image regions within the 3D bounding box faces are “unpacked” onto
a 2D planar image. The unpacked image is fed into the network early on as input. An-
other input is the encoded viewpoint, derived from the 3D bounding box orientation. The
viewpoint is encoded by three 2D vectors, each connecting the bounding box’s center to
the respective face’s center. In addition, the viewpoint encoding is done through bound-
ing box rasterization, where each face is rasterized in a separate color channel (R/G/B).
The rasterized bounding box and viewpoint encodings are fed into the network after the

convolution layers.

Their experiments with different combinations of above-mentioned additional inputs
revealed different levels of accuracy improvements in comparison to a baseline CNN. Best
results were achieved with the following modifications to the baseline CNN: (1) unpacked
image as input, without feeding in the rasterized bounding box and viewpoint encodings;
and (2) unpacked image as input along with the rasterized bounding box and viewpoint
encodings. Other modifications included adding rasterized bounding boxes (without view-
point encodings), or adding viewpoint encodings (without rasterized bounding box), with
the original vehicle image or with the unpacked image as input. Besides VMMR, the au-
thors also achieved fine-grained classification and verification of vehicles” sub-model and

year.

In a fine-grained classification problem such as VMMR, alignment of same class objects
and discrimination between different classes is greatly aided by learning objects’ critical
parts [152]. To this end, [152] propose an approach to learn a discriminative mixture of
parts without depending on part annotations. A CNN is employed to extract features from
the parts. Upon comparing two CNN architectures (CaffeNet [145] and VGGNet [237]),
they observed VGGNet yielding best results on the Cars-196 dataset [153].

Another deep learning framework is proposed by [263]. It employs attributes-based [121,
159,261] and multi-task learning [99] combined with information sharing. They proposed
a data augmentation method to address the issue of data scarcity, to avoid overfitting

problems in training deep CNNs. The fine-grained data is augmented by a large number of
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hyper-class labelled auxiliary images. The “inherent attributes of fine-grained data” which
are easy to annotate are taken as the hyper-class labels. One hyper-class label considered
is the super-type of the classes (e.g., “cars”). The other hyper-class considered is related
to the vehicle’s pose (or viewpoint) in the image, referred to as “factor-type hyper-class”,

since pose is a hidden-factor of an image.

The work of [263] proposed a deep CNN model to address the high intra-class variance
and low inter-class variance (ambiguity) issues. The key difference of their learning ap-
proach is the utilization of hyper-class augmented data and regularization between hyper-
class classifiers and fine-grained classifiers. The authors obtained better accuracies with
their Hyperclass Augmented CNN (HA-CNN) and Hyperclass Augmented Regularized
CNN (HAR-CNN) models (which were trained from scratch on the relatively small-scale
target data) in comparison to CNN-based works which employ networks pre-trained on
other large-scale generic dataset. This indicates that features learned from generic large-
scale datasets (such as ImageNet [222]) may not always be suitable for a specific fine-grained
classification task such as VMMR. Moreover, even better accuracies were achieved when
the HA-CNN and HAR-CNN models were not trained from scratch, but used a pre-trained
model followed by fine-tuning on target data. Other works such as [152] built a classifier
based on the max-margin template selection scheme of [101]. In [239], while the CNN
model was directly used for classification, they employed a cosine distance-based method
for vehicle “verification”. Another work that uses CNN-based features is of [266]. The
CNN-based features are used to train two classifiers: (i) Joint Bayesian, and (ii) SVM.

The former was found to yield better results than the latter.

An important requirement for testing and evaluating VMMR approaches in real-world
scenarios is to have a comprehensive dataset that represents real-world conditions (occlu-
sions, varying weather and lighting), multiplicity and ambiguity issues, etc. In Table 2.2,

we review and compare the different datasets used in representative VMMR works.
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Although CNN-based approaches yield promising results in VMMR, these are highly
vulnerable to adversarial attacks such as those based on adversarial patches which we
introduce and discuss in Section 5.2.

2.3.4 Convolutional Neural Networks for Object Detection and

Image Classification Models

In this section, we describe the architecture and learning methodology of a CNN-based
popular object detection model called YOLO [209] and a popular image classification
model known as ResNet50 [135]. Although there have been many CNN models proposed
in the recent years, some of which are variants of the afore-mentioned ones, we describe
the working of these two representative models to provide a background to the adversarial

patches-based attack which is presented and discussed in Section 5.2.

YOLO

A popular object detector known as YOLO [210] represents the group of CNNs designed
to work as single shot detectors. In such end-to-end detectors, a single pass of the image
(through the layers of the model) is used to simultaneously predict the existence of objects
of interest (i.e., objectness score), location of objects of interest (i.e., bounding boxes
enclosing the objects) as well as class scores (i.e., probabilities of the object belonging to
a certain class). The pioneering model of [210], followed by its fully convolutional variants
YOLOv2 [211] and YOLOv3 [212] have demonstrated great success in object detection

problems. Here, we describe the architecture and working of YOLOv2.

Given an input image, the output of YOLOV2 is a grid of much smaller resolution (32
x smaller) than that of the input image, The grid cells represent the predictions over the
corresponding parts of the input image. Each grid cell produces five output vectors, one
for each “anchor point”. The anchor points are rectangles of different aspect ratios to
accommodate objects of various aspect ratios. Each of the five output vectors contains
predicted values for the following: position of the bounding box center (relative to the

anchor point) represented by @, ffser and Yoz fser, dimensions of this bounding box (width w
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and height h), objectness score p,,; and class probabilities pes1 to pasn (for N classes). The

prediction scores are optimized using a cross entropy loss function and backpropagation.

ResNet50

The ResNet convolutional neural network is amongst the earlier deep neural networks that
were designed to overcome the vanishing gradient problem faced with increasing network
depths. The ResNet architecture enabled training deep networks beyond the 5 layers of
AlexNet [154], beyond the 19 layer VGG [238] and 22 layer GoogleNet (InceptionV1) [250].

The striking feature of the ResNet architecture is the introduction of residual learning
by the use of residual blocks [136] that employ shortcut connection between layers (skipping
three layers) to perform identity mappings. As the name suggests, there are 50 layers in
ResNet50, where the final layer is composed of a fully connected layer with number of

nodes equal to the number of classes considered.

2.3.5 Adversarial Patches-based Attacks on Object Detection

and Image Classification Models

Very recently, the problem of adversarial attacks against deep learning models has gained
attention. Although several studies have been made recently on adversarial attacks against
image classifiers, general object detectors, road signs, face recognition systems, to the best
of our knowledge, our work is first to investigate adversarial attacks against VMMR systems
using adversarially learnt patches. In this section, we present some of the recent works on

adversarial patches-based attacks against object detection and image classification CNNs.

As discussed in Section 2.3.1, adversarial perturbations could either be spatially non-
localized or localized. Moreover, adversarial patches are used to perform two broad types
of attacks, namely: targeted and non-targeted. The targeted adversarial attacks could be
used to conduct impersonation attacks, i.e., pretending or appearing as the target object
or class. The non-targeted adversarial attacks on the other hand could be used to cause
dodging attacks, i.e., the adversary just intends to avoid being detected or classified as its
true self [230].
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Non-Localized Adversarial Perturbations

The initial works on adversarial attacks were focused on non-localized adversarial pertur-
bations to attack deep learning models trained for image classification. Table 2.3 provides

a summary of the representative works on non-localized adversarial perturbations.

Table 2.3: Summary of representative works on Non-localized Adversarial Perturbations

o Perturbation Real
Work Objective o Task
Characteristics world
Non-targeted, image
[251] (L-BFGS) . s non-lozalized 1, s . X
white-box classification
hitebox; image
[126] (FGSM) non-targeted e _X 1r.n & . X
non-localized classification
image
[220] Non-targeted; whitebox; 1r'11 s ‘ X
classification
[157] targeted whitebox 1I'nage _ X
classification
non-localized;
whitebox; image
156] (BIM non-targeted v
[156] ( ) & blackbox classification
potential;
whitebox;
] blackbox ) image
[156] (ILLCM) , non-localized , ‘ v
potential; classification
targeted

The generated perturbations are kept small to be imperceptible and the resulting per-
turbed images are usually termed as adversarial examples [251]. Given a clean input sample
I € R™, a target deep learning model f, an adversarial perturbation n = I—Tis generally

generated according to the following box-constrained optimization problem:
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win || — 1| (2.3)
I

subject to f(I) =1 (2.4)
f) =i (2.5)
1#1 (2.6)
Ielo,1™ (2.7)

where the model’s output labels for I and [ are represented by [ and [ , respectively.
The distance between the original and perturbed sample is denoted by ||.||. The goal of
this optimization problem is to cause misclassification while minimizing the adversarial
perturbations. Different variants of this optimization problem have been proposed in the

literature to generate adversarial perturbations.

The work of [251] introduced the vulnerability of deep neural networks to adversarially
perturbed examples. In their work, adversarial perturbations were learnt based on the

following optimization problem:

A

min.cf 7] + Ly(1,1) (2.8)

subject to I € [0,1]™ (2.9)

where Ly denotes the model f’s continuous loss function. Their work used the L-BFGS
method to solve the above box-constrained problem. Based on line-search, minimum ¢ > 0
was approximated such that f(I +n) = [ is satisfied by the minimizer 7 in the above
problem. However, the attack method of [251] had limitations in terms of computational

and time expense, mainly due to the linear search method that was employed.

[126] proposed adversarial examples generation based on the fast gradient sign method
(FGSM). The underlying target model’s gradients are used by the gradient sign method.
To each pixel of an image I, small perturbations are added or subtracted depending on

the pixel’s gradient sign (i.e., positive or negative). By the addition of perturbations to
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an image in the gradient’s direction, model classification can be mislead. Equation 2.10

expresses their proposed perturbation n:
n=1—1=¢-sign(V/L6,1,1)) (2.10)

where VL denotes the gradient of the loss function of the target model with respect to the
original input I, [ is the ground truth label of I, 6 represents the parameters of the target
model, € denotes the perturbation magnitude, I=1+ 7 is then the generated adversarial

sample. Backpropagation can be used to compute the perturbation.

A positive gradient sign indicates that the model’s loss will increase with increase in
the pixel’s intensity . Similarly, a negative gradient sign indicates increase in the model’s
loss with decrease in the pixel’s intensity. Models that are vulnerable to the gradient sign
method are those that favor linearity, such that the relationship between class prediction
score and a pixel intensity of the input is treated linearly. Neural networks architectures
such as LSTMs, maxout networks, or those with RelLU activation units are some examples.
Adversarial examples learnt against a target model have been shown to be transferable to
attack other models that were trained on the same task though having different architec-
tures [182].

[126] had provided a suggestion to make models robust to such attacks which involved
including adversarial examples in the models’ training datasets. Researchers have proposed
variants of the FGSM method, e.g., [220] developed the fast gradient value method and [157]
modified FGSM to conduct targeted attacks.

While the works discussed above focussed on adversarial perturbations in the digital
space to data being fed into the classifiers, the work of [156] studied adversarial attacks on
practical real world systems such as those taking input from cameras and other sensors.
One of the method proposed by [150] is called the Basic Iterative Method (BIM) which
extends [126]’s FGSM method. In BIM, the FGSM is applied a number of times (i.e., over
a number of iterations) using small step size and clipping of pixel values. To keep the
intermediate results of each step within an a neighborhood of the original image, these are

clipped as shown in the equation:
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Iy=1 (2.11)
jN+1 = Clipl,a{fN +e- Sign(vlL(jNv 1)} (2.12)

where € = 1 was used in their work to limit the pixel value change by 1 in each step,
C’lip,-,a{f} = min{255, I + o, max{0, 1 — ¢, f}} does the clipping in each iteration to limit
the adversarial image change and to keep the result within L., a-neighborhood of original
input I [156]. The number of iterations was determined as the min(a + 4,1.25«). It was
heuristically chosen and reported to be enough so that the edge of the @ max-norm ball was
reached by the adversarial example. Moreover, it was sufficiently restricted for ensuring

manageable computational costs of their experiments.

The BIM method of [156] yielded non-targeted attacks. In contrast, their Iterative
Least-Likely Class Method (ILLCM) was proposed to learn targeted attacks. For an image

I, the least-likely class [ is chosen as:
I = arg mlinp(l\l) (2.13)

where p(l|]) denotes the model’s prediction score on I and [y, for a well-trained classifier
model would usually be very different from the ground truth label. For neural networks

with cross-entropy loss, the iterative procedure is modified to:

Iy=1 (2.14)
jN+1 = ClipLa{[AN — € sign(VIL(fN, lLL))} (215)

The real world experiments of [156] involved printing the adversarial samples and cap-
turing these through a smartphone camera. The attack evaluations were made both under
white-box and black-box settings. The authors found that their iterative methods were
less robust to photo transformations than the FGSM method.
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Localized Adversarial Perturbations

In non-localized adversarial perturbations, usually all pixels are perturbed while keeping
the overall change restricted. However, localized adversarial perturbations are located
in narrow regions or patches of input, or even on very few pixels. Table 2.4 provides a

summary of representative works on localized adversarial perturbations.

With a goal to achieve imperceptibility, [244] used differential evolution (DE) and in-

troduced the One-Pixel Attack. The optimization problem it seeks to solve is
max f;(1 + 1) (2.16)
"
subject to ||n|o < d (2.17)

where f;(I) denotes the classifier’s prediction probability for class [ given a sample I, and
d is a small number that restricts the number of pixels perturbed (d = 1 in the one-
pixel attack). The goal of this problem is to find the pixel to perturb and the associated
modification strength. Since DE does not require gradient information from the target
model, nor does it require the target model’s loss function to be known, the one-pixel
attack of [244] can be classified as a black-box attack.

The pioneering work of [96] developed targeted adversarial attacks by learning patches
(i.e., a group of pixels) that cause the classifier to produce a specific target class as output.
These patches were applied in real physical scenes with great effectiveness. These patches
completely replaced an image part. The patch training process involves optimizing (max-
imizing) the target class’ expected probability. Specifically, the authors used a variant
of [33]’s Expectation over Transformation (EOT) framework to train an adversarial patch

P. The objective function to optimize is given as
P =arg mngINI,TNT,ONO[logPr(i|A(P, 1,O,7)] (2.18)

where I is the set of training images, T represents a distribution over patch transformations,
O denotes a distribution over image locations, and [ is the target class. A(-) is the patch
applicator that takes as input: an adversarial patch, an image, image location to place
the patch on, and any transformations to apply on the patch (e.g., scaling or rotations);

and produced the resulting image after applying the transformed patch at the specified
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location. The expectation is over images, image locations and patch transformations, and
thus results in a universal perturbation that works regardless of the background. The
adversarial patches were trained in a white-box fashion but were tested for transferability
to attack models not seen in training. The adversarial patch developed was printed and
tested in real world in which it demonstrated lower effectiveness than in the digital space,
possibly due to the fact that printability was not considered in optimizing the patch. The
models targeted include InceptionV3 [?], ResNet50 [135], Xception [?], VGG16 [?], and
VGG19 [238] trained on ImageNet dataset [222].

The work of [254] studied adversarial patches targeted against automated surveillance
cameras, specifically person detection. It was demonstrated that adversarially learnt
patches could fool a popular object detector such as YOLOv2 [209] causing it to miss
detecting persons in the input images. The goal of the optimization problem involved in
learning the adversarial patch includes maximizing printability, minimizing total variation
within the patch, and minimizing the detector’s objectness or classification score. Since
this method is based on backpropagation and requires knowledge of the model architecture,

it can be regarded as a white-box attack.

The authors of [254] investigated three approaches to make the object detector not
detect persons: (i) person class’ classification probability was minimized, (ii) objectness
score was minimized, and (iii) in which both (i) and (ii) were minimzed together. The
targeted model was YOLOv2 object detector that was trained on MS COCO dataset .
The authors observed that with approach-(i), the resulting adversarial patch resembled
a particular class (other than the person class) which may not be transferable to attack
other models that may not be trained for that class. The patch learn with approaches (ii)
and (iii) seemed to be more generic, i.e., not resembling a particular class. Their results
indicated that varying patch placement positions in the training process of the patches is

important for effectiveness in real world.

Building upon the work of [96], adversarial patches that could perform both targeted
and non-targeted attacks were proposed in DPATCH [166]. To learn patches for non-
targeted adversarial attacks, DPATCH seeks to maximize the object detector’s loss with
respect to the ground truth class labels and bounding box parameters. The optimization

problem to train a non-targeted adversarial patch P, and a targeted adversarial patch P,
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is given by following equations respectively:

~

P, = arg m}gx]EINLTNT[L(A(],T, P);l, B] (2.19)
P, = arg min By xrr[L(A(,T, P); I, By (2.20)

where A(-) is the applicator similar to the one used in Equation 2.18, T is a distribution
of transformations (specifically, [166] consider shifting), I and [ denote respectively the
ground truth and targeted class labels, B and B, represent the ground truth bounding
box and targeted bounding box parameters, respectively. For P,, the targeted model’s loss
to the ground truth class is maximized. For ]315, the targeted model’s loss to the target
class [, and target bounding box parameters B, is minimized. In their work, the authors
demonstrated how DPATCH trained to attack one CNN model (e.g., Faster RCNN [214])
could effectively attack another model (e.g. YOLO).

In [230], the authors proposed learning adversarial regions shaped as eye-glasses frames
to attack face recognition models. Face recognition and identification is extensively used in
surveillance applications. The authors’ goal was to produce adversarial attacks that have
negligible imperceptibility and that can be applied in real world. The adversarial regions
are placed on the face as printed eye-glasses and are trained to conduct targeted and non-
targeted attacks. With targeted adversarial printed eye-glasses frames, an adversary could
perform an impersonation attack. On the other hand, with non-targeted adversarial printed
eye-glasses frames, an adversary could perform a dodging attack (i.e., to be mis-identified

as any other face).

For targeted (i.e., impersonation) and non-targeted (i.e., dodging) attacks, the opti-

mization problems used by [230] are given by the Equations 2.21 and 2.22 respectively:

arg mnin Z((Ijsoftmax(f(f +P),I))+a-TV(P)+ 8- NPS(P)) (2.21)
arg mnin Z(—Lsoftmax(f(l +P)l)+a-TV(P)+ - NPS(P)) (2.22)

where l; denotes a target class, [ is the ground truth class, P is the adversarial perturbation,
NPS(P) is defined as in Equation 2.1, TV (P) is defined as in Equation 2.2, and L, ftmax
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is softmax loss score defined as:

elhiy (D)

Lisotmaz(f(1),11) = —log W) ( (2.23)
where (a, b) represents inner product of vectors a and b, h; denotes class I’s one-hot encoded
vector, and N is the number of classes. Gradient Descent algorithm [11] was used to solve
the above optimization problems which essentially is an iterative algorithm that involves
gradient evaluation and solution updates in the steepest descent direction. It is stopped
either by restricting the number of iterations or upon convergence. Through experimental
evaluations, the developed adversarial perturbations were shown to reduce the performance

of both face recognition and face detection models.

Adversarial posters and stickers were proposed by [240] to cause object detectors to not
detect stop signs - a potentially lethal attack against connected and autonomous vehicles.
Moreover, their work trained adversarial stickers that were placed on flat objects (not stop

signs) and caused object detectors to mis-detect these as stop signs.

The objective function of the optimization problem used in [240] to learn the adversarial

posters and stickers can be generally represented as
argmin ATV (M - P) + NPS(M; - P) + EgaL(fo(I + T;(M; - P)), ) (2.24)

where M7 is a mask that spatially restricts the perturbation d to the target object’s surface,
NPS and TV refer to non-printability score (Equation 2.1) and total variation (Equation
2.2) respectively, and the last term is the average value of the loss function L(:,-) over
all images in I, 77 is a transformation function, fy(-) is the target model’s output, y*
is the targeted class. The loss function L(:,-) is slightly modified depending on whether
the goal is disappearance of a stop-sign or false-appearance of one. The authors reported
loss of perturbation details and hence reduced attack effectiveness in real world due to

environmental conditions such as those discussed in Section 2.3.2

Unlike the previously discussed adversarial attacks which are based on 2D adversarial
images, [32] developed 3D-printed adversarial objects to deceive object detectors. Specif-
ically, a turtle-like 3D-printed adversarial object was trained to fool the objector to mis-

classify it has a rifle even from various angles. Trained using their proposed Expectation
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over Transformation (EOT) algorithm, the adversarial examples were optimized across
varying transformations such as rotations, scaling, etc. Such attacks could be used to
“hide” suspicious, illegal or harmful objects from an automated surveillance system and

hence demand attention towards developing robust defense mechanisms.

The adversarial patches-based attacks against VMMR systems could be launched by
physically placing the printed patches on the vehicles or by digitally placing the patches on
the captured images. The digital placement of patches could be achieved by compromising
the surveillance camera network, e.g., through video injection attacks or man-in-the-middle
type of attacks. Recent works have studied the problem of network intrusions in IoT and
camera networks (e.g., [29, 146, 155,158,163, 198,224,233, 253]). The focus of Chapter 5 is
on defending against attacks launched by placing the adversarial patches on the vehicles
regardless of whether it is done physically or digitally. Nonetheless, in training the adver-
sarial patches, the patch transformation and update module (as described in Section 5.2)

factors into account real-world considerations of physical patch placement and appearance.

The works mentioned above study adversarial attacks against deep neural networks that
are purposed for object detection, image classification or focused on specific applications
such as face recognition, person detection, stop sign detection, etc. The problem of VMMR
is different from these application domains and poses a peculiar set of challenges such as

multiplicity and inter-class or intra-class ambiguities [92,235], as discussed in Section 2.3.3.

On the other hand, in the case of stop signs for example, these commonly have the
same shape and color. In the case of person detection, though the appearance of “person”
objects varies (e.g. due to size, clothes or skin), there is a general outline or figure of
persons. In the case of face recognition, multiplicity issues may occur due to factors like
aging or facial hair, etc. Moreover, there is a wider area of placing adversarial patches on

vehicles in comparison to other objects such as stop signs or persons.

Hence, to learn adversarial attacks against deep learning models that have been trained
to overcome the VMMR challenges becomes more complicated. To the best of our knowl-
edge, no prior study has investigated adversarial patches-based attacks against VMMR
systems. We believe this thesis shall pave the way forward for future studies in developing

adversarially robust VMMR and surveillance systems.
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2.3.6 Defense methods against adversarial patches-based attacks

In the literature, only a few defenses could be found, to date, against physical world
adversarial patches-based attacks that target CNNs. We review state-of-the-art defenses
against such patch-based adversarial attacks and qualitatively discuss the limitations of

these works in comparison to our method.

The work of [1] recently proposed a defense method that involves extracting ally patches
from input images through counter-processing them based on their intrinsic information
contents. In their method, from each input image, a set of patches are extracted to feed the
object detector. These set of patches may include patches which enclose the adversarial
patch fully or partially. While an adversarial patch partially enclosed in an ally patch is
most likely to be ineffective in tricking the detector, a fully enclosed one may lead to a
wrong output from the detector for that particular ally patch. However, since the final
classification output is based on the predictions from each patch in the alliance, the effect
of the adversarial patch may most likely be eliminated. A major limitation in this method
is that the object detector network has to be executed multiple times per input image.
Moreover, this method would require the object detector or classifier network to be trained

to detect or classify objects of interest based on their partial views.

In Local Gradient Smoothing (LGS) [190], the authors leverage the observation that
within the adversarial patches, the image gradients are usually large due to sharp changes
in pixel values within the patches. Gradient smoothing is applied to the image regions
exhibiting such a behavior. Their method outperformed other defense methods such as
Digital Watermarking, JPEG Compression, Total Variance Minimization, and Feature

Squeezing.
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The work of [132] observed that near the pixels perturbed by adversarial patches, gradi-
ents of classification loss with respect to the input image tends to exhibit large values. This
behavior was leveraged along with saliency maps to estimate regions where an adversarial
patch may be located. The authors of [132] developed a digital watermarking (DW)-based
method to detect such regions with large gradients and mask out these regions from the
image. However, in cases of no patch attacks, the saliency map would point towards an
object of interest, the processing (and masking) of which may cause reduction in detection
performance in clean images. A good defense method is expected not only to reduce the
effect of adversarial patches, but also to achieve an accuracy on clean images as close to

that achieved without the defense method on clean images.

Some works such as [113] have studied the use of JPEG compression which uses Discrete
Cosine Transform (DCT) to eliminate high-frequency components. Although it was shown
to defend against the effect of adversarial image perturbations, such methods are not effec-
tive against adversarially learnt patches-based attacks [190]. Similarly, works such as [128]
which employed Total Variance Minimization, JPEG compression and image quilting, were
also found to be ineffective in cases of localized large variations as caused by adversarial

patches.

The problem with these approaches such as [132] is that they mask out the image
regions, causing information loss. If the models are not trained to work with such missing
pieces of information, then the clean accuracy also suffers. Contrary to these approaches,
we propose a defense method that effectively replaces the suspected attacked regions of
an image using its cleaner symmetric half, leveraging the symmetry in vehicles’ frontal (or
rear) faces. Table 2.5 provides a summary of the limitations in related works and highlights

the contributions of this thesis.
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Chapter 3

TempoCode: Temporal Codebook-based
Encoding of Flow Features for Network
Intrusion Detection

In the recent years, the Internet of Things has been becoming a vulnerable target of
intrusion attacks. As the academia and industry move towards bringing the Internet of
Things (IoT) to every sector of our lives, much attention needs to be given to develop
advanced Intrusion Detection Systems (IDS) to detect such attacks. In this chapter, we
propose a novel network-based intrusion detection method which learns patterns of benign
flows in a temporal codebook. Based on the temporally learnt codebook, we propose a
feature representation method to transform the raw flow-based statistical features into more
discriminative representations, called TempoCode. We develop an ensemble of machine
learning-based classifiers optimized to discriminate the malicious flows from the benign
ones, based on the proposed TempoCode. The effectiveness of the proposed method is
empirically evaluated on a state-of-the-art realistic intrusion detection dataset as well as
on a real botnet-infected IoT dataset, achieving high accuracies and low false positive rates
across a variety of intrusion attacks. Moreover, the proposed method outperforms several
state-of-the-art works based on the used datasets, proving the effectiveness of Tempo-Code

over raw flow features, both in terms of accuracies and processing speeds.
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Figure 3.1: An architectural overview of the evolving Internet of Things landscape. The
diverse range of [oT devices and networks (e.g., surveillance cameras and systems) connect
to the access points (such as base stations, eNodeBs, RSUs, etc., equipped with edge com-

puting resources) which can communicate amongst themselves and to the larger Internet.

3.1 Introduction and Background

The unprecedented evolution of networks with a growing plethora of connected devices and
things are reshaping the landscape of an Internet of Things (IoT). Ranging from devices
such as indoor or outdoor surveillance cameras, electrical and mechanical appliances, mo-
bile user-worn devices such as smart watches or health monitors, to connected vehicles and
vehicular components, industrial systems, and connected smart cities, the IoT landscape

is continuously evolving (see Figure 3.1).

Due to the increasing diversity of devices, networks and services in an IoT ecosystem,
the vulnerabilities of each constituent technology could be agglomerated, giving rise to
novel threats and attack vectors [72,143,192,232]. This poses danger not only to the devices
but also to life and property. Consider these recent reports for example. A large pool
of internet-connected devices were compromised to conduct distributed denial of service
(DDoS) attacks on critical networks [178]. Another serious example is of the Mirai botnet-

based attack which exploited IoT devices to attack many popular web-based services and
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platforms that became inaccessible [147].

The targets of such DDoS attacks could include critical infrastructure, banks, healthcare
institutions, smart cities and internet of connected vehicles and things [28,73,169,217]. For
example, connected vehicles have been shown to be vulnerable to being controlled by a
remote malicious attacker who could shut down a moving car or lock/unlock doors [195].
In another worrisome example, smart (and connected) toys were found to have security
and privacy flaws that could be exploited by an adversary to maliciously control the toys

or cause serious privacy infringements [231].

In light of these incidents, researchers in academia and industry have devoted a great
deal of resources to develop novel solutions for intrusion detection in IoT, to secure IoT
from different types of intrusions [71,217,241,258]. The various IDSs could be broadly
classified in terms of their placement strategy as: centralized, distributed, or hybrid. In
the centralized IDS placement strategy, the detection modules or agents are hosted at the
network edge devices or the border router (e.g., mobile edge computing servers deployed
at eNodeBs, other base stations, or roadside units). On the other hand, in the distributed
strategy, the detection modules or agents are hosted at the IoT devices. A mix between
the two is the hybrid strategy in which the detection agents or modules are distributed in
a hierarchical fashion and hosted at the network edge as well as at the IoT devices. The
main advantages of a centralized IDS hosted at the network edge are the availability of
richer computing, communication and storage resources, leveraging the advances in edge
computing, as well as the ability to efficiently detect attacks originating externally (e.g.,

via the Internet).

In order to address the problem of intrusion attacks in IoT, this chapter proposes a
novel method to detect intrusions by transforming flow-based features into more discrimi-
native representations and designs an ensemble of classifiers based on these to differentiate
between benign and malicious flows. The proposed method is designed to serve in a central-
ized IDS, leveraging the compute and storage resources therein. The main contributions

of this chapter are summarised as follows:

e We propose a novel flow feature representation, called the TempoCode based on

unsupervised learning of a temporal codebook which captures the key patterns in
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benign traffic over different time windows. The TempoCode transformation method

measures the differences of flow samples from the key patterns in the learnt codebook.

e We study the effect of varying design parameters of TempoCode on classification

scores and processing time, to suggest the optimal set of parameters.

e We develop a machine learning-based ensemble of classifiers and optimize its pa-
rameters to learn to discriminate between benign TempoCode representations and

different types of malicious ones.

o We demonstrate the effectiveness of the proposed method in distinguishing benign
flows from different types of intrusion attacks through empirical evaluations on two
realistic, real-world and recent datasets (CICIDS2017 [229] and NBaloT [175]).

The remainder of the chapter is organised as follows. In Section 2.2, we provide a
brief discussion of recent related works, followed by presenting the proposed method in
Section 3.2. In Section 3.3, we describe the experimental setup, details and specifications
of the datasets used, different attack scenarios considered in this work, impact of design
parameters, and the performance metrics to be used for evaluation. After presenting the
results and discussions in Section 3.4, the chapter finally makes concluding remarks and

outlines future work directions in Section 3.5.

3.2 Proposed Method

In a quest to overcome some of the limitations in prior works discussed above, the focus
of this chapter is on designing a novel method to transform flow-based features into more
discriminative representations. In this regard, this chapter proposes the TempoCode, a
temporal codebook-based method of encoding flow features which captures the key patterns
of benign flow features in an unsupervised, temporally learnt discriminative codebook.
The proposed method builds upon enhancing the Bag-of-Features (BoF) model [111] in
the context of network flow features-based IDS (BoF is alternatively referred to as Vector
Quantization (VQ) in some works). The BoF model has been proven effective in other

domains such as image classification, object recognition [189], etc.
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Based on the temporally learnt codebook, the flow features are transformed into Tempo-
Code representations which are then used to train an ensemble of SVM classifiers. Since
the next generation IoT will embrace a heterogeneity of devices which will use a diversity
of protocols and standards [217], our goal in this work is to build upon flow features that
are not dependent on a specific protocol. Moreover, devices in IoT may exhibit time-
varying behavior in terms of the traffic flows they generate. For example, at certain times
of the day, the sensors or devices may be exchanging data at a higher rate than at other
times. Similarly, in certain situations such as upon detection of a specific event, cameras
or acoustic sensors may be triggered to exchange data at a higher rate. Considering such
characteristics of IoT flows, we design a temporally learnt codebook which captures the key
patterns in benign traffic over different time windows. The following subsections describe
the steps in more detail. An overview of the proposed method’s pipeline is depicted in

Figure 3.2.
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The main steps for intrusion detection based on the proposed method are: (1) Flow-
based features extraction, (2) Temporal Codebook Learning, (3) TempoCode Generation,
and (4) Classifier Ensemble Training/Testing. The subsections below shall elaborate on
these steps.

3.2.1 Flow-based Features Extraction

As depicted in Figure 3.2, the first step is to extract the flow-based features from the
packets. To evaluate the proposed TempoCode feature transformation method, in this
work, we use different sets of features as collected in two recent datasets: CICIDS2017 [229]
and NBaloT [175, 180]. These features include Flow Duration, Number of Packets in
forward direction, Flow Inter-arrival time, as well as their statistical summaries such as

mean and standard deviation (stdev) over certain intervals of time.

To allow for a fair comparison of our method with related works based on the selected
datasets, our experimental evaluations on each dataset utilize the flow features contained
in the respective dataset. The selected flow features have been popularly used in intrusion
detection works. Using these as raw features, we demonstrate the benefits of the proposed

TempoCode transformed feature representations over the raw features

The motivation to choose the mentioned datasets with different sets of features stems
from the following reasons: (i) recent related works on intrusion detection have utilized
these datasets, (ii) to establish the effectiveness of the proposed TempoCode feature trans-
formation method with different sets of features, (iii) to demonstrate the effectiveness of
proposed TempoCode method for IoT as well as other networking environments. Below,
we provide an overview of the features in both datasets, while we give a deeper description

of these datasets in Section 3.3.1.

Features in CICIDS2017 Datasets: The following flow-based features of CICIDS2017
datasets were selected and extracted (over every time interval of 1 second) using the CI-
CFlowMeter tool [125], based on the findings of [229]:

e Flow Duration

e Packet Length (min, mean, stdev in forward and backward direction)
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Subflow Bytes (in forward direction)

Flow Inter-Arrival Time (min, mean, stdev in forward and backward direction)

Active_min, Active_mean

Init-Win-Bytes (forward and backward),

Flag Counts (ACK, PSH, SYN)

Number of packets and bytes per second (forward and backward direction)

Features in NBaloT Datasets: The NBaloT data-sets [175, 180] contain similar
features based on packets and flows (further details can be found in [175]). The below set
of features are extracted over different damped time-window sizes, yielding a set of 115
features in total:

e Packet Size (mean and variance; outbound direction)

e Packet Count

e Packet Jitter (mean, variance and count of packet inter-arrival times)

e Packet Size (magnitude, radius, covariance, correlation coefficient; inbound and out-

bound

From each j-th record in a dataset, the set of features F}, is represented as in Equation
3.1 below (where n = Ny represents number of features). For example, f;; could represent

flow duration of j-th flow sample over a time window.

Fy =A{fij, foj s fas} (3.1)
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Table 3.1: TempoCode: Symbols and Notations

Symbol Description

F; Set of features for j-th sample in dataset

Np Total number of features, i.e. dimensionality of F;
frj The n-th feature if F
taur Size of time window for temporal codebook learning
Nr Total number of time-windows

t; Time window ¢, where ¢ =0, ..., Np_

Ny Number of benign key patterns to learn from ¢;

Cr The temporal codebook

CWy, i k-th key pattern (codeword) in Cr corresponding to time

window t;

CSize  Temporal codebook size = Ny - N

TC; TempoCode representation of F;

Gt e Distance between cwy, ,, and F)

3.2.2 Temporal Codebook Learning

The proposed method of transforming flow features into TempoCode representations first
involves capturing key patterns of benign flows over different time windows in a temporal
codebook which is learnt in an unsupervised manner. Below, we first describe the temporal

codebook learning procedure, followed by the TempoCode transformation method.

The benign flow features are grouped according to successive (non-overlapping) time
windows determined by tg,, (e.g., if t4,- = 1, its an hourly window). The total number of
time windows is given by Ny which would depend on the training dataset and t¢4,,.. For
example, in the case of hourly windows, 4, = 1.0, and a training dataset of 10 hours, then
Ny =10/1.0 = 10. The time windows are denoted by indices t; (where i = 0, ..., Np_1).

In each time window ¢;, a clustering method such as K-Means is applied to learn N
key patterns as codewords to represent the benign traffic in ¢;. In the K-Means clustering
method, the initial set of cluster centres is chosen randomly. Nearest neighbours for each

cluster centre are found from the data points. In cases where a data point is found to
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be close to more than one cluster centre, it gets assigned to the closest one only. In each
cluster, an average of its member data points is calculated and set as a new cluster centre.
With the new cluster centres, each data point is re-grouped to the (new) centre closest to
it. This process of updating cluster centres followed by re-grouping of data points based
on the updated centres is repeated a number of times to ensure stability of the clusters.
The cluster centres (from each time window) are stored as codewords cwy, . In this way,

we obtain the temporal codebook Cr, as expressed below, where Cp € RV#

Cr={cwy, x|t =0,...Np;k=1,..., Ny} (3.2)

The temporal codebook size C'Size can then be given by Ny - N, considering that we

use a fixed N in all time windows. The procedure to learn Cr is given in Algorithm 3.1.

3.2.3 TempoCode Generation: Temporal Codebook-based En-

coding of Flow Features

Leveraging the temporal codebook Crt learnt above, the flow features are transformed
into TempoCode representations based on their distances from the learnt benign patterns
across different time windows. The procedure to generate TempoCode representations for
training and testing dataset samples is shown in Algorithm 3.2. The raw features of a flow,
F; are compared to all the codewords of Cr, where the deviations are captured to form

the TempoCode representation, summarised in the equation below:

TC; = {quxli=0,...,Npik=1,..., Ny} (3.3)

where a bin (g, ») holds the distance of F; from cwy, ;. In this manner, a TempoCode
representation is a set of distances of a raw feature vector to each of the codewords in
Cr, organised in a time-ordered fashion. The TempoCode representation is computed as

follows, where dist(.,.) is a distance metric such as euclidean distance:

qt, k= dist(cwy, i, F) (3.4)
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Algorithm 3.1 Temporal Codebook Learning
Input: F = {F;|j = 0,..., N}, CSize (Size of Cr), t4, (Time window), N; is the total
# of training samples, N, (Number of samples in time window 7)
Output: Cp
Initialisation :
1 Cr ={}
Grouping F by time-window t 4,
Fr={}
for i = 0 to Ny do
Fi={}
for each Fj in time window ¢;, j = 0 to Ny, do
F; =F; UF;
end for
Fr = Fr.append(i, F;)

end for

Learning TempoCode Codebook
10: Cy = {}
11: for each F; in Fr, i =0 to Ny do
12: C; = Cluster(F;, Nu)
13: Ct = Cr.append(i, Cy)
14: end for

15: return Cr
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3.2.4 Classifier Ensemble Training

The TempoCode representations obtained from previous steps are then used to train an
ensemble of machine learning-based classifiers (see Figure 3.2) such as Support Vector Ma-
chines (SVM) [97,256] using the scikit-learn machine learning library [204]. The codebook,
and the respectively generated TempoCode representations are expected to be discrimina-

tive enough in the feature space to aid the classifier in learning the differences.

Algorithm 3.2 TempoCode Generation

Input: F = {F;|j =0,..., N,} (Training or testing samples), N (Dimensionality of F}),
Cr ,Net , Nr
Output: Fr (the TempoCode representations)
Initialisation :
1 Fpr={}
TempoCode Transformation :
2: for each flow sample Fj in F do
Fr, =] > the TempoCode representation of F
for each time window t;, i =0, ..., (Nyr — 1) do
for each cwy, , in Cp, k=0,...,(Ny — 1) do
Fr,[k +i- Ny| = dist(cwy, i, F})
end for
Fr = Fr.append(Fr,)
9: end for
10: end for

11: return Fp

The SVM is originally a binary classifier that has proved its effectiveness in many clas-
sification problems. It learns the support vectors by leveraging kernel functions such as
Radial Basis Functions (RBF). The support vectors are basically a subset of the train-
ing Tempo-Codesamples that represent the best separation between two classes. A test
TempoCode sample is classified based on its distance from these support vectors. A single
multi-class SVM classifier is built by collecting many such binary classifiers, depending

on the number of classes in the dataset. We determine the optimal parameters for SVM
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through extensive cross-validation experiments, owing to the imbalanced nature of the

dataset used.

In this work, we designed an ensemble of multi-class SVM classifiers, a method based
on Bagging [95]. Each classifier in this ensemble is trained on a random subset of the
training dataset. The prediction of each constituent classifier is then combined through

voting to produce the overall classification output.

We choose SVMs as the base classifiers motivated by their proven generalization ability,
robustness, and success in achieving globally optimal solutions [35]. As such, they have
found popular use in diverse applications such as multimedia analysis, object detection

and recognition, medical image analysis, etc.

The motivation to adopt ensemble learning stems from the following reasons: (i) Train-
ing an ensemble of multiple classifiers on smaller subsets of training data could be done
in parallel and faster, (ii) An ensemble has better generalization ability when compared to
that of the individual learners (classifiers) [281].

In the testing phase, the TempoCode representations for test samples (which include
both benign and malicious ones) are generated using the codebook Cr learnt above and
passed on to the ensemble of classifiers. Then, each of the classifiers adds a vote to its
predicted class. The class with the highest votes is assigned as the predicted class (benign,

malicious, or a specific attack class) of the test flow sample.

3.2.5 Computational Complexity

The complexity of the proposed methods can be analysed by looking at the complexity
of the main steps involved. The Temporal Codebook Learning step is only carried out in
training phase. In this work, the clustering process involved in codebook learning employs
the K-Means method which has an average complexity of O(CSize - n - Ny, - Np) and

CSize+2/Nr) [31], where n is the number of (training) samples,

worst case complexity of O(n
CSize is the codebook size (i.e., total number of cluster centres) and Ny, is the number

of iterations of the K-Means method.

The TempoCode Generation step involves using the learnt temporal codebook to trans-

form raw features into their TempoCode representations mainly by computing the devia-
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tions of raw features from the codewords of the codebook. If the complexity of computing
the distance of a Np-dimensional sample from CSize codewords (each of dimensional-
ity Ng) of the codebook Cr is given by O(CSize), then the complexity of TempoCode

generation step for n (training or testing) samples would be O(n - C'Size).

As for the complexity of Classifier Ensemble Training and Testing step, we look at
the complexity of SVM classifiers which we employ as base classifiers in this work. The
computational complexity of training SVM depends mainly upon the number of support
vectors. It involves a quadratic term and a cubic term because the asymptotic number of
support vectors (ng,) grows linearly with the number of samples (n). When the parameter
C' is small, ng, grows atleast like n?> and when C becomes large, it grows atleast like
n? [40]. In testing (prediction), the complexity of executing each SVM classifier is around

O(ng, - CSize) (each support vector has dimensionality = C'Size).

Thus, the overall complexity of training by the proposed method is non-linear whereas
testing (i.e., execution) is linear with respect to the number of (training or testing) samples

n.

3.3 Experimental Setup

The diversity of devices in IoT adds to the challenges of developing security solutions. The
mix of low-, moderate- and high-traffic generating devices, possibly running on different
operating systems and protocols, and the fact that these devices could change their behav-
iors of exchanging data depending on various conditions, makes it difficult to discriminate

between malicious flows from the benign ones.

Moreover, to the best of our knowledge, there is a lack of publicly available datasets for
intrusion detection in IoT containing and comprehensively representing real-world traces
from a diversity of devices, operating systems, underlying protocols, and diverse attack
types [217]. A recent work towards filling this gap is by [175, 180] who collected the
NBaloT datasets out of real IoT devices infected with popular botnets such as Mirai
and BASHLITE. Hence, in this chapter, we use the NBaloT datasets to evaluate the

proposed method. In addition, for further evaluation of our method on a diversity of
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intrusion attacks, and to compare against state-of-the-art IDS, we have also used the
recently published CICIDS2017 realistic intrusion detection datasets [229].

In what follows, we provide descriptions of the datasets to elaborate on the reasons
of choosing these (Section 3.3.1). Then, we describe the optimal parameters selection for
the codebook learning and TempoCode classification (Section 3.3.2). The performance of
the proposed method is evaluated based on the metrics described in Section 3.3.3. The
computing platform utilized to evaluate our proposed method is equipped with an Intel i7
CPU, 4 cores, 16GB RAM, CPU clock rate 1.8GHz.

3.3.1 Datasets Description

CICIDS2017 Datasets

The CICIDS2017 is a recently published collection of realistic intrusion detection datasets
that has been collected to overcome the challenges and limitations of other popularly used
IDS datasets that have been proposed prior to it. Since our objective is to detect various
kinds of intrusion attacks, we were interested in this dataset for having realistic traces
representing a variety of attacks. The CICIDS2017 dataset built by researchers from the
Canadian Institute of Cybersecurity (University of New Brunswick), has several advantages
(over other datasets used in the literature) besides the attack diversity, operating system

variety, local and internet communications, etc., as discussed in detail in [229].

The dataset comprises of malicious traffic arising from six diverse attacks types: (i)
Brute-force, (ii) Heartbleed, (iii) Botnet, (iv) DoS and DDoS, (vi) Web Attack, and (vii)
Infiltration attacks. In Table 3.2, we provide a brief description of these attacks. As for
the benign traffic recorded in the dataset, it is based on a realistic benign profiling system,
covering a mix of protocols such as email, SSH, FTP, HTTP, HTTPS over TCP/UDP.

The Table 3.3 shows the composition of the dataset which was collected over a period
of five days (Monday to Friday) during (nine) working hours each day. Different attacks
were run on each day, leaving Monday with benign traffic only. As we can see, there is huge
imbalance in the dataset due to the low ratio of malicious samples for many attack types.

For example, the Friday morning dataset for Bot attacks has only about 0.01% of malicious
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Table 3.2: Attack Types in CICIDS2017 Datasets

Attack Type  Description

Based on the FTP- and SSH-Patator tools. The attacker tries
Bruteforce to gain access to content or documents via a hit and try
method

Targeted against OpenSSL-based Transport Layer Security

Heartbleed
(TLS) protocol
Botnet A number of devices are compromised and exploited to carry
otne
out different attacks/operations. Ares-based Botnet
Targeted against a network resource or service to make it
unavailable for benign users. When many different devices are
DoS/DDoS , .
exploited (e.g. by a botnet), it is called DDoS. Tools used:
GoldenEye, Slowloris, Hulk, Slowhttptest, Heartleech, LOIC
Attacks like SQL Injection or Cross-Site Scripting (XSS), over
Web Attack Q ! o pting ( )
the web, exploiting vulnerabilities in code
Internally originated attacks. Attacker exploits software
Infiltration vulnerabilities to setup a backdoor on victim devices to carry
Attack out various attacks such as portscan or IP sweep, etc. Tool:

Metasploit, Nmap, portscan
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Table 3.3: Composition of CICIDS2017 Datasets, and our training, validation and testing
splits

Dataset Class Samples Ratio #Tr #Val #Te
Monday Benign 529919 1.0 529919 - -
Tuesday Benign 431813 0.969 259088 86362 86363

FTP-Patator 7935 0.018 4761 1587 1587

SSH-Patator 5897 0.013 3539 1179 1179
Wednesday Benign 439683 0.636 263810 87937 87936

DoS GoldenEye 10293 0.015 6176 2059 2058

DoS Hulk 230124 0.333 138074 46025 46025

DoS Slowh- 5499 0.008 3299 1100 1100

htptest

DoS Slowloris 5796 0.008 3478 1159 1159

Heartbleed 11 0.000016 7 2 2
Thursday )

. Benign 168051 0.988 100831 33610 33610

Morning

Brute Force 1507 0.009 905 301 301

SQL Injection 21 0.0001 13 4 4

XSS 652 0.004 391 131 130
Thursday ,

Benign 288359 0.9999 173015 57672 57672
Afternoon

Infiltration 36 0.0001 22 7 7
Friday Morning Benign 188955 0.99 113372 37791 37792

Bot 1956 0.01 1174 391 391
Friday .

Benign 127292 0.445 7676 2558 2558
Afternoonl

PortScan 158804 0.555 95283 31761 31760
Friday .

Benign 97686 0.433 58612 19537 19537
Afternoon2

DDoS 128025 0.567 76815 25605 25605
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samples. Hence, to avoid overfitting in training our classifiers, we randomly downsample
the benign data so as to retain 50% benign flows and 50% malicious flows in each dataset.
Despite downsampling the benign data for training, the results of the proposed methods
are encouragingly good in detecting the benign flows (see Section 3.4). In our experiments,
we partition the respective datasets into 60% training, 20% validation, and 20% testing
sets (represented by #Tr, #Val, and #Te in Table 3.3, respectively), following a popular
approach in classification works [7]. We use the benign flows from Monday’s traces to learn
the codebook Cr.

NBaloT Datasets

The NBaloT datasets of [175,180] are the best IoT-related intrusion detection datasets
publicly available, to best of our knowledge. The datasets were collected from a real
testbed of nine wireless-ly connected IoT devices, setup in a way to resemble an enterprise
setting. These devices were infected with two families of real-world IoT-based botnets
(Mirai and BASHLITE/Gafgyt). The dataset contains the packet- and flow-based features

representing the benign and malicious traffic.

Table 3.4 provides a summary of the different attacks covered in the NBaloT dataset
under the Mirai and BASHLITE botnet families. The composition of the dataset is given
in Table 3.5. Following the approach of [175], we split the datasets (benign and malicious
samples) into equal-sized partitions for training, validation and testing. The benign traffic

data for each IoT device consists of frequent and infrequent actions as well.

3.3.2 TempoCode Configurations

The main parameters to configure TempoCode -based intrusion detection are the tg,,
(length of time windows) and N, (number of codewords to learn from each time window).
In this work, we utilise the CICIDS2017 datasets (due to the wide diversity of attack types
it contains) in a binary classification setting (i.e., binary vs malicious) to study the effect

of TempoCode parameters on the intrusion detection performance.
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Table 3.4: Attack Types in NBaloT Dataset

Attack . . .
Botnet Family  Description
Type
Scan Mirai and BASH- Looks for vulnerable devices in the network
LITE (Gafgyt)
Junk BASHLITE Sends junk/spam data
(Gafgyt)
COMBO BASHLITE Sends spam data; Opens connection to a given IP
(Gafgyt) address and port
Flooding Mirai ACK, SYN, UDP, UDPplain (higher PPS, enabled
by fewer options)
BASHLITE UDP, TCP
(Gafgyt)

Table 3.5: Composition of NBaloT Datasets: [oT devices, and number of benign and

malicious samples

ID Device #Benign #Mirai #Gafgyt
1 Danmini (Doorbell) 40395 652100 316650
2 Ecobee (Thermostat) 13111 512133 310630
3 Ennio (Doorbell) 34692 N/A 316400
4 Philips B120N10 (Baby Monitor) 160137 610714 312723
5  Provision PT737E (Security Camera) 55169 436010 330096
6  Provision PT838 (Security Camera) 91555 429337 309040
7 Samsung SNH1011N (Webcam) 46817 N/A 323072
SimpleHome XC57-1002-WHT (Security
8 42784 513248 303223
Camera)
SimpleHome XC57-1003-WHT (Security
9 17936 514860 316438
Camera)
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Effect of t;,,

We evaluated TempoCode-based intrusion detection under varying t4,, from 0.25 to 1.0,
in steps of 0.25. This respectively corresponds to taking time windows of 15 mins., 30
mins., 45 mins., and 1 hour, in the codebook learning phase. Figure 3.3(a) shows how
correct classification rate (or AC'C;) varies with ¢4, while Figure 3.3(b) shows the average

processing time (ms) per TempoCode vector during testing phase.

We note that the best ACC; is obtained when t4,,. is 0.25. However, this comes at a
cost of higher processing time per TempoCode vector (around 15.57ms) in comparison to
the lower processing times at higher ¢4,.. This is expected because with lower t4,,., the
codebook size increases (given a fixed N,), and hence the dimensionality of TempoCode

vectors increases.

An interesting observation is when t4,,, = 0.75, the ACC; is lower than at t4,,. = 1.0,
although we expected it to be higher. This indicates that with a time window of 45 mins.,
for the CICIDS2017 dataset, the learnt temporal codebook doesn’t capture the benign

patterns as effectively as with a time window of 1 hour.

The specific choice of 4, would depend on an application’s or system’s requirements
and constraints, taking into consideration a trade-off between accuracy and processing time.
In this chapter, we choose t4,, = 1 which yielded the lowest processing time (2.94ms) and
a reasonably good ACC; of around 98.79%.

Effect of N, and CSize

The number of patterns N, learnt per time window in the codebook C7 plays a role in
determining the performance of TempoCode in terms of accuracy as well as processing
time. It is expected that at a higher N, since the codebook is more comprehensive than

at a lower N, a higher accuracy could be achieved.

In Table 3.6, we present the classification scores of TempoCode with varying N, values
(i.e., 5, 10, 15, 20, 25). As it can be observed, the precision, recall and F1 scores for both
benign and malicious classes increased with increase in N.. The C'Size column shows the

overall codebook size for each N
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Figure 3.3: (a) Effect of ¢4, on accuracy (correct classification rate of benign and malicious

samples) and (b) Processing time (per TempoCode vector)

The best F1 scores for the benign and malicious classes were achieved at N, = 15.

Looking at the precision of benign class (Prec_Ben), F1 scores of benign and malicious

classes, as well as the recall of malicious class, the scores were better at N, = 15 than at

th — 20

Table 3.6: Effect of N and CSize (Codebook Size) on TempoCode Classification Scores

Nt CSize Ben- Ben- Mal-
Ben Mal Ben

Mal- Pben Rben F]-ben Pmal Ramal Flmal
Mal

5 45 345555 2813 2917

108394  0.9916 0.9920 0.9918 0.9747 0.9738 0.9743

10 90 346495 1873 2577

108734  0.9926 0.9946 0.9936 0.9831 0.9769 0.9800

15 135 346618 1750 2534

108777 0.9927 0.9950 0.9939 0.9842 0.9772 0.9807

20 180 346762 1606 2794

108517  0.9920 0.9954 0.9937 0.9854 0.9749 0.9801

From Table 3.6, we also note that a larger codebook (higher C'Size, as a consequence

of a higher N,) results in higher classification scores. These results are obtained by setting

tgur = 1.0, which makes N7 = 9 non-overlapping time windows (on Monday’s benign flows
dataset of CICIDS2017), where the C'Size = Np - N,. However, at N, = 20, the F1
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Figure 3.4: Codebook learning time for TempoCode, with varying C'Size

scores are lower than those at N, = 15. A reason could be because the codebook becomes
redundantly large at N, = 20 for the used dataset, leading to TempoCode representations
which cause classifier confusion or to classifier overfitting, deduced from the observation
that at N, = 20, Ben-Ben (7'P) and Mal-Ben (FP) counts are higher than at N., = 15.

Codebook Learning Time

The time consumed in learning the codebook is an important factor in assessing the adapt-
ability of the proposed method. Application scenarios in which the benign network traffic
behavior may evolve or change could require re-training the codebook. Hence, having lower
codebook learning times are beneficial for such cases. However, as we have shown above,
smaller codebooks could fall short of capturing the benign flow patterns thereby reducing
accuracies. In Figure 3.4, we show the codebook learning times of TempoCode for increas-
ing C'Size. The TempoCode’s codebook size depends on N,,. In this figure, we observed the
codebook learning times for N = 1,4, 8,10, 15, 20 corresponding to C'Size = 9, 36, 72, 90,
135,180, respectively (Note that the time-window ¢4, = 1 hour and the CICIDS2017
dataset has Ny = 9 hours of data).

In learning the temporal codebook, for each time-window, the clustering process is

applied only on the benign samples from that time-window, and not on the entire set of
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samples over the whole duration of the dataset. This allows for parallel codebook learning,

where each time-window’s codebook could be learnt in parallel.

Classifier Configurations

In this work, for TempoCode-based intrusion detection, we used the following parameters
for the ensemble of SVM classifiers. The ensemble size was 10, using a majority voting-
based classification output. Based on empirical evaluations, we found that the constituent
SVM classifiers performed best with C' = 2000, v = 500, for the CICIDS2017 datasets.

3.3.3 Performance Metrics

We assess the performance of the proposed TempoCode-based intrusion detection based
on the following metrics: Precision, Recall, F1-score, and Class-wise accuracy. In addition,
we utilise the confusion matrices as a tool to interpret and understand the performance in

terms of these scores.

e Precision: For a class 7, its Precision score P is:

TP,
P=_—"- :
' TP, +FP, (3:5)
e Recall: For a class i, its Recall score R; is:
TP
M= 7P T FN, (3.6)
e F1-Score: a harmonic average of Precision and Recall scores
2-P-R;
Fl,=——— 3.7
P+ R; (37)

e Class-wise Accuracy (or Correct Classification Rate): A measure of how many sam-
ples were correctly classified (T'F;) as benign or corresponding attack class respec-

tively, with respect to the total number of test samples of the class.

TP,
ACC; = : 3.8
#TestSamples; (38)
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e Confusion Matrix: Depicts the percentage of test samples of each ground-truth class
(represented by rows) classified to each class (represented by columns). So, the
main diagonal values are the AC'C; and R;, while the other values indicate the False
Positives or False Negatives. In a row i, the value at (i,4) is the ACC; and R;; the
values in (i, 7), where j # i, show the False Negatives (F'NN;), i.e., the percentage of

samples of class-i that were mis-classified to class-j.

The definitions of TP, F'P, FN are based on the class being considered and the granu-
larity of classification (binary or multi-class). While T'P; refers to the True Positives, F'P,
refers to the False Positives, and F'N; refers to the False Negatives with respect to class-i.
In a binary classification setting (Section 3.4.2), the two classes are 'Benign’ (i = 0) and
"Malicious’ (i = 1). The TPs with respect to benign class (7'F,) are the benign samples
which were classified as benign, while the FPs with respect to benign class (F'F,) are the
malicious samples which were classified as benign. Similarly, TP, and F'P; refer to the TPs
and FPs with respect to the malicious class. In multi-class classification (Section 3.4.1),
we consider TP, FP, FN with respect to each class. So, T'P; would be the samples of
class-i classified as class-i while T'P; would be samples of class-j classified as class-j. In
calculating the ACC;, P;, R;, F1; for a class-i, we consider the TP, FP, FN defined with

respect to class-i.

3.4 Results & Discussions

To evaluate the performance of the proposed TempoCode representations for intrusion
detection, we use the CICIDS2017 and NBaloT datasets (described in Section 3.3.1). With
the CICIDS2017 datasets, we conduct two sets of experiments. First, in Section 3.4.1,
we evaluate TempoCode representations for detection of individual attack types in the
different datasets of CICIDS2017 (as listed in Table 3.3). Second, in Section 3.4.2, we
investigate the effectiveness of TempoCode representations in a binary classification setting
(to differentiate between benign and malicious flows). On the NBaloT datasets, we evaluate
the performance of Tempo-Coderepresentations in differentiating the benign flows from

the malicious flows arising from the compromised [oT devices. Finally, in Section 3.4.4,
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we compare the performance of our proposed method with results of prior works on the
CICIDS2017 and NBaloT datasets, demonstrating the superiority of our method over
state-of-the-art.

3.4.1 On the CICIDS2017 Datasets: Attack Type Classification

In these set of experiments, we evaluate the performance of TempoCode-based IDS on
each dataset of CICIDS2017 [229], i.e., each attack type’s dataset. Figures 3.5,3.6, 3.7,3.8
show the confusion matrices for each attack type. The results are summarised in Table 3.7
which presents the average scores along with the respective 95% confidence intervals from
10 test runs (i.e., 10 randomly split test subsets). The temporal codebook Cr is learnt
using Monday’s benign training data samples, with size N, = 15, Ty, = 1, Np = 9, i.e.,

CSize = 135 used in these experiments, based on the findings in Section 3.3.2.

In the case of DoS attacks dataset, looking at Figure 3.5 and Table 3.7, we observe
the following. On average, 99.34% of benign samples were correctly classified as benign,
with the benign class achieving an average fl-score of 0.9989 + 0.0005. The four variants of
DoS attacks, namely the GoldenEye, Hulk, Slowhttptest, and Slowloris also achieved high
ACC; and recall scores. However, the Heartbleed samples were mis-classified as benign,
and hence the poor performance scores. The total number of samples in the dataset for
the Heartbleed class were only 11, out of which 60% (i.e., 7) were taken for training, 20%
(i.e., 2) for validation, and 20% (i.e., 2) for testing. Due to the large imbalance between
the number of samples of benign, other DoS variants, and Heartbleed classes, the classifier
wasn’t able to perform well on the Heartbleed samples. Another observation to make here
are the confusions between the DoS variants. For example, 0.91% of Slowhttptest samples
were confused to be of Slowloris. This indicates some degree of similarity in the feature

space, between the samples from DoS attack variants.

On the web attacks dataset, we note that the benign and bruteforce web attack samples
were very accurately classified, at average recall scores of 0.9911 + 0.0010 and 0.9928 +
0.0109, respectively (see Table 3.7). However, the SQL injection and XSS variants of
web attacks suffered from very low classification scores. Observing the confusion matrix

(Figure 3.6(Left)) gives an insight to the cause. As one can see, 75% of the SQL injection
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attack samples were mis-classified as bruteforce web attack, and 57.14% of XSS attack
samples were also mis-classified as bruteforce web attacks. Although these samples were
not classified to the correct attack variant, they were correctly identified as non-benign,

thereby maintaining a high intrusion detection performance.

Looking at the results on Bruteforce attacks dataset based on the FTP- and SSH-
Patator tools, the average f1-scores achieved for the benign, FTP-Patator, and SSH-Patator
classes were 0.9989 + 0.0005, 0.9127 £ 0.0134, and 0.7574 4 0.0184, respectively (see Ta-

ble 3.7). The confusions between these classes were also very low (see Figure 3.6 [Right])

In the case of Infiltration attacks, TempoCode’s performance was not as high as ex-
pected (see Figure 3.7 [Left] and Table 3.7). Although the benign samples were correctly
classified at an average recall of 0.9994 4+ 0.0002, a high percentage of infiltration attack
samples were mis-classified as benign. This could be attributed to the insufficient number

of training samples for the Infiltration classes, as mentioned in Table 3.3.

On the Portscan attacks dataset, the achieved average fl-scores were 0.9992 + 0.0003
and 0.9993 + 0.0002 for the Benign and Port-scan classes, respectively. Moreover, the false
positives count (i.e., malicious samples mis-classified as benign samples) were very low,
around 0.08% (see Figure 3.7 [Right]) Similarly encouraging results were obtained on the
Botnet and DDoS attacks dataset (see Figure 3.8), where the Botnet attacks were detected
at an average recall of 0.9600 + 0.0192, and the DDoS attacks at an average recall of
0.9928 £ 0.0013.

3.4.2 On the CICIDS2017 Datasets: Binary Classification (Be-

nign vs Malicious)

In these set of experiments, we investigate how well can TempoCode representations dis-
criminate between benign samples and the diversity of malicious samples wherein the
samples from various attack types from the individual datasets were combined together

and labelled as “malicious”.

We utilise the codebook Cr (which was learnt from Monday’s benign training data,
with parameters described in Section 3.3.2) to generate TempoCode representations re-

spectively. The samples from rest of the days were combined together in one dataset and
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Figure 3.5: TempoCode: Benign vs DoS (GoldenEye, Hulk, Slowhttptest, Slowloris, Heart-
bleed)
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Table 3.7: Performance Evaluation of TempoCode-based Intrusion Detection on CI-

CIDS2017 Datasets

Dataset Class Precision Recall F1-Score
Tuesday Benign 0.9996+0.0001  0.9989+0.001 0.998940.0005
FTP-Patator 0.842740.0220  0.9961+0.0034  0.91274+0.0134
SSH-Patator  0.619440.0246  0.9763+0.0094  0.7574+0.0184
Wednesday Benign 0.9866+0.0007  0.9934+0.0007  0.9900+0.0006
DoS Golden- 0.978%0.0064 0.866+0.0104 0.91844-0.0060
Eye
DoS Hulk 0.988440.001 0.98234+0.001 0.98534+0.001
DoS Slowh- 0.971740.012 0.942940.018 0.956740.008
htptest
DoS 0.9832+0.012 0.937440.009 0.9596+0.005
Slowloris
Heartbleed 0.0 0.0 0.0
Thursday Benign 0.9996+0.0002  0.991140.0010  0.9953+0.0005
Morning
Brute Force  0.417440.0184  0.9928+0.0109  0.587340.0109
SQL  Injec- 0.0 0.0 0.0
tion
XSS 0.0 0.0 0.0
Thursday Benign 0.99994+0.0001  0.9994+0.0002  0.9997+0.0001
Afternoon
Infiltration 0.0333+0.0533  0.0667£0.0107  0.044440.0711
Friday Morning Benign 0.9585£0.0197  0.97424+0.0191 0.9659+0.0129
Bot 0.9736+0.0205  0.9600£0.0192  0.9663+0.0124
Friday  After- Benign 0.998540.0005  0.9998+0.0002  0.9992+0.0003
noonl
PortScan 0.99994+0.0001  0.99884+0.0005  0.9993+0.0002
Friday  After- Benign 0.990740.0017  0.9983+0.0005  0.99454-0.0008
noon2
DDoS 0.9987+0.0004  0.9928+0.0013  0.9958+0.0007
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Figure 3.8: TempoCode: Benign vs Bot, and Benign vs DDoS

subsequently partitioned into training, validation and testing splits following the 60%-20%-
20% ratio. The best performing C'Size = 135 is taken for the codebook (see Section 3.3.2).
Consequently, the proposed scheme is referred to as TempoCode-135. In binary classi-
fication, the objective is to detect anomalous (malicious) samples which may belong to
different attack types and hence different characteristics.

Figure 3.9 shows the confusion matrix between benign and malicious classes for the
Tempo-Code-based scheme. On average, around 99.50% of benign samples and 97.72% of
malicious samples were correctly classified. The mean False Positive Rate was 2.28% while
the mean False Negative Rate was 0.5%. The precision, recall and f1 scores are provided
in Table 3.8, along with the 95% confidence intervals obtained from tests on 10 randomly
partitioned subsets of the test data.

Table 3.8: Binary Classification Scores with TempoCode on CICIDS2017 Datasets

Class Precision Recall F1-Score
Benign 0.9927-+0.0004 0.995040.0003 0.9939+0.0003
Malicious 0.9842-+0.0010 0.9772-+0.0014 0.9807+0.0011
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Figure 3.9: Confusion Matrix for TempoCode-based Binary Classification
3.4.3 On the NBaloT Datasets: Botnet Attacks Detection

In our empirical evaluations of TempoCode on the NBaloT datasets, we adopt the follow-
ing approach. Considering the diversity of device types, we propose to learn a temporal
codebook for each device, capturing its key benign flow patterns. Each device’s dataset
is split into three equal-sized partitions for training, validation and testing (similar to the
approach of [175]). The features (as described in Section 3.2.1) in each device’s dataset
were normalized to be in the range [0, 1], and only the benign traffic’s features from the

training dataset were used in codebook learning for the device.

Due to the lack of timestamp data in the datasets, we adaptively set the size of time-
window (t4,,) depending upon the number of benign training samples available for a device.
For each device, t4,, is taken as a number of samples given by (C];ZZ%
the number of benign samples in training dataset of this device, C'Size = 140 (codebook

, where Ny_pey, 1S

size), and Ny = 10 (number of codewords to be learnt from each time-window). For
example, the first 4, number of samples could have arrived in say 1 hour while the next
taur number of samples could have arrived in 0.5 hour. Our empirical evaluations have
proven the strength of TempoCode representations even with such an adaptive ¢4,,.. The
values of C'Size and N, have been chosen such that the learnt codebook is of C'Size = 140
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for all devices, to be close to the best codebook size found in TempoCode evaluations on
CICIDS2017 datasets (as described in Section 3.3.2).

Consequently, the TempoCode representations of the benign and malicious flows from
each device are generated using the respective device’s temporal codebook. Based on these
TempoCode representations, the ensemble of SVM classifiers is trained using the training
dataset and optimized using the validation dataset, in a supervised manner. Because
each device has different behaviors and actions resulting in different traffic behaviors, a
separate ensemble of SVM classifiers is learnt for each device (see Table 3.9). The testing
datasets which contain a mix of benign and malicious samples that have not been seen
in the training phase are used to evaluate the performance of TempoCode representations
through the ensemble of SVMs. Each test set is further split into 10 random partitions to

run 10 tests for each device and obtain average scores with 95% confidence intervals.

The experimental evaluations of the proposed Tempo-Code-IoT-based intrusion detec-
tion yielded very encouraging results for all the devices (see Figure 3.10). The proposed
method was able to differentiate between benign and malicious traffic from each compro-
mised [oT device with very high recall scores (0.9940-0.9991), and very low false positive
rates (0.02 — 0.71%), as observed from Table 3.10 which presents the scores averaged over

10 test runs along with the respective 95% confidence intervals.

These results indicate the effectiveness of the proposed temporal codebook in learning
key benign traffic patterns of each device and the high discriminative capability exhibited
by the TempoCode representations through the ensemble of SVM classifiers. Moreover,
since our approach builds a temporal codebook and ensemble of classifiers for each device
(using the flows from the respective device only), the addition of new IoT devices would
only require learning of a codebook and classifier ensembles for those specific devices alone.
In this way, re-training costs are avoided as the system doesn’t require re-training the code-
books and classifiers previously learnt for other devices. Furthermore, such an approach

yields tolerance to a growing heterogeneity of IoT devices.
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Figure 3.10: Evaluating TempoCode on NBaloT Datasets: Confusion matrices for each of

the nine devices (the values are averaged across 10 test runs)

82



Table 3.9: TempoCode Evaluations on the NBaloT Datasets: SVM Parameters, Num-
ber of training/testing samples (N¢-, Ny —pen, Nie ), Codebook Learning Time (CLT), Time

consumed in training/testing (73, Tie)

DevSVM Nir-ben CLT (s) Ny, Ty (S) Nie Tie ()
Params

1 C1000, 13465 4.24 26930 2.31 336389 14.1
G0.001

2 (1000, 4370 2.15 8740 5.29 278619 10.5s
G0.001

3 (1000, 11564 2.21 23128 1.5 117034 4.4
G0.001

4 C0.1, GO.001 53379 9.03 106758 10.5 361198 114

5 C1, G0.001 18389 2.34 36778 2.67 273769 35.8

6  C10, G0.001 30518 3.38 61036 3.1 276652 19.5

7 C10, G0.001 15605 3.21 31210 2.08 123301 5.7

8 C10, G0.001 14261 4.81 28522 2.34 286423 27.6

9 (C100, GO.01 5978 1.32 11956 1.4 283086 10.7
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3.4.4 Comparison with Related Works

In this section, we present a comparison of TempoCode’s performance against other meth-
ods proposed recently on the CICIDS2017 and NBaloT datasets. Table 3.11 provides the
precision, recall and f1 scores (for detection of malicious flows) of our work and those
reported by the respective related works on the CICIDS2017 datasets. Additionally, Ta-

ble 3.12 compares our results with those reported in [175] on the NBaloT datasets.

On the CICIDS2017 Dataset

Marir et al. [172] proposed a deep belief network (DBN) and a multi-layer ensemble of SVMs
(MLE-SVM) for detection of malicious flows. They studied the performance of DBN and
MLE-SVM individually, as well as in a coupled fashion. The proposed TempoCode method
of this paper outperforms the three methods of [172].

To evaluate the performance of the proposed Tempo-Code method against the raw
statistical flow features (such as those mentioned in Section 3.2.1), we compare with the
top three scores reported in [229]’s study. In their work, they found the following three
machine learning algorithms performed best in detecting the malicious flows: k-Nearest
Neighbors (kNN), Random Forest, and ID3, based on the raw statistical flow features. From
Table 3.11, we can see that TempoCode performed better than their ANN and RF methods
and slightly better than the ID3-based method. The results of [229] were after a feature
selection process by which only the most important features were retained. If a similar
procedure is applied to TempoCode features, it could result in even better performance.

However, we dedicate this to be investigated in a future work.

On the NBaloT Datasets

We compare the performance of TempoCode against the results of two recently published
works on NBaloT data-sets: [187] and [175]. In comparison to the results of deep auto-
encoders-based intrusion detection of [175] who achieved a mean FPR of 0.7%, the proposed
Tempo-Code yielded a slightly higher mean FPR of 0.16% (still below 1%). In addition,
their work tested other methods such as Isolation Forest and Local Outlier Factor (LOF)
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Table 3.11: Performance Comparison of TempoCode with Related Works on CICIDS2017

Datasets

Method Precision Recall F1-
Score
DBN [172] 0.9006 0.9540 0.9265
MLE-SVM [172] 0.9056 0.9494 0.9269
DBN with LE-SVM [172]  0.9040 0.9565 0.9295
ENN [229] 0.9600 0.9600 0.9600
RF [229] 0.9800 0.9700 0.9700
ID3 [229] 0.9800 0.9800  0.9800
TempoCode (Our) 0.9842 0.9772 0.9807

Table 3.12: Performance Comparison of TempoCode with results reported by [187] on

NBaloT Datasets, in terms of Precision scores (malicious class)

Work Device

1 2 3 4 5 6 7 8 9
[187] 0.9952 0.9981 N/A 09474 0.9914 0.9860 N/A  0.9938 0.9976
Tempo-

Code 0.9998 1.0 0.9993 0.9997 0.9997 0.9997 0.9998 0.9999 1.0
(Our)

Table 3.13: Performance Comparison of TempoCode with results reported by [175] on
NBaloT Datasets, in terms of Mean False Positive Rates (FPR)

Method Mean FPR (%)
Deep-Autoencoders 0.7
Isolation Forest 2.7
LOF 8.6
TempoCode (Our) 0.16
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which also yielded higher mean FPRs of 2.7% and 8.6% respectively, as summarized in
Table 3.13. Moreover, the mean detection time reported by [175] of 174ms is significantly
slower than that of the proposed Tempo-Code-based method which required an average of

0.110ms per Tempo-Code vector.
Another work based on the NBaloT dataset is of [187] who investigated SVMs and

Isolation Forests trained over a subset of the statistical features provided by the datasets.
The features were selected based on metrics such as entropy, variance and Hopkins statistic.
As shown in Table 3.12, the proposed TempoCode-based method outperforms the best

models of [187] for all devices. Their paper did not report results for devices 3 and 7.

The works of [175,187] are unsupervised learning-based approaches where the malicious
traffic samples are detected as anomalies from the learnt benign traffic patterns. And al-
though this paper proposed unsupervised learning of the temporal codebook to capture
benign traffic patterns, the ensemble of classifiers is trained in a supervised fashion. The
higher FPRs and lower precisions of [175,187] in comparison to our work indicate the bene-
fits of supervised learning. However, considering the envisioned dynamic loT ecosystem of
tomorrow and evolving techniques of malicious attackers, we believe that unsupervised or
possibly hybrid approaches may be a better choice. Hence, as part of our future work, we
shall investigate TempoCode-based unsupervised anomaly detection approaches to identify

intrusion attacks.

3.5 Concluding Remarks

In this chapter, we proposed TempoCode, a temporal codebook-based encoding of flow
features, as a novel feature transformation of network flow features based on capturing
the key patterns of benign traffic in a learnt temporal codebook. Using the codebook,
distances of (benign and malicious) traffic flows from those key patterns are measured
and recorded as the transformed features to train an ensemble of SVM classifiers. The
experimental evaluations on recent realistic datasets (CICIDS2017 and NBaloT) proved
the effectiveness of TempoCode representations in detecting intrusions of various types
and for different devices used in the datasets. On the NBaloT datasets, TempoCode

achieved high mean precision scores (0.9993 to 1.0), low mean False Positive Rates (0.02%
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to 0.71%), and low average detection time of 0.110ms per TempoCode sample. Similarly,
on the CICIDS2017 datasets, TempoCode achieved high precision and F1-scores of 0.9842
and 0.9807 respectively.

For future work, we plan to investigate the performance of TempoCode representations
over larger and combined datasets of different attack types, in an unsupervised fashion,

which effectively turns into a more challenging multi-class anomaly detection problem.
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Chapter 4

Adaptive Ensembles of Autoencoders for
Unsupervised IoT Network Intrusion
Detection

Neural networks-based autoencoders have gained popularity, in the recent years, in prob-
lems of anomaly detection. Recent approaches have proposed ensembles of autoencoders
to detect network intrusions. The computationally expensive ensembles of autoencoders
make it challenging to be used for intrusion detection in networks of devices with lower
resources (such as the Internet of Things) than in the cloud or data centers. To over-
come this challenge, in this chapter, we propose, investigate and compare four methods to
reduce the ensemble complexity through adaptive de-activations of autoencoders. These
methods differ in their approach to select the autoencoders to de-activate (criteria-based
or random) and differ when they conduct the de-activations (post-training or in-training).
Extensive experiments on two recent, realistic IoT intrusion detection datasets validate
the effectiveness of the proposed methods in achieving satisfactory detection performance
at much lower training, re-training and inference time costs. The proposed methods shall
enable scalable and efficient intrusion detection systems or services that could be deployed

on-device or on-edge.
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4.1 Introduction and Background

The networks are evolving with a growing diversity of inter-connected devices and things,
advancing the landscape of an Internet of Things (IoT). Ranging from devices such as
indoor or outdoor surveillance cameras, mobile user-worn devices such as smart watches
or health-monitors, electrical and mechanical appliances, to connected vehicles and ve-
hicular components, industrial systems, and connected smart cities, the [oT landscape is

continuously evolving.

Along with the advancements in various connected things, services and applications,
new vulnerabilities arise which continue to be exploited by malicious parties [98, 127, 130,
181,191]. This poses danger not only to the devices but also to life and property. A serious
example is of the Mirai botnet-based attack which exploited IoT devices to attack many
popular web-based services and platforms that became inaccessible [147]. The targets
of such DDoS attacks could include critical infrastructure, banks, healthcare institutions,
smart cities and internet of connected vehicles and things [163, 176, 177,179, 195,217,224,
228,231,259]. For example, connected vehicles have been shown to be vulnerable to being
controlled by a remote malicious attacker who could shut down a moving car or lock/unlock
doors [195]. In another worrisome example, smart (and connected) toys were found to have
security and privacy flaws that could be exploited by an adversary to maliciously control

the toys or cause serious privacy infringements [231].

In light of these incidents and the rise of novel threats, researchers in academia and
industry are gearing efforts to develop innovative solutions for intrusion detection in IoT,

to secure IoT from different types of intrusions [138, 180, 191,208].

Recently, neural networks-based models such as Autoencoders (AEs) have received at-
tention to address the problem of intrusion detection. AEs form a class of self-supervised
learners that generate targets from the given inputs. Popularly implemented using neural
networks, AEs learn to compress and decompress data through compression and decom-
pression functions that are self-taught rather than hand-crafted by humans. Based on the
above feature of AEs, they have found applications in various problems related to anomaly
detection, for example, medical image anomaly detection of cancerous cells and network

intrusion detection. In brief, AEs are used to capture the latent representations and be-
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haviors of benign or normal data, with the assumption that malicious or anomalous data

samples would lead to higher reconstruction errors.

The autoencoders considered in this work are based on artificial neural networks that are
designed to enable learning latent representations of data. The distinguishing aspect in the
design of autoencoders is that the intermediate layer(s) are of a lesser number of neurons,
serving as an information bottleneck. The bottleneck layers ensure that the network does
not simply memorize and pass the input values towards the output. The bottleneck layers

effectively steer the network to learn compressed encodings and decodings of input data.

The autoencoders are tasked to reconstruct the input data. In order to train them to do
so, a common approach is to minimize the reconstruction error (e.g., Root Mean Squared
Error or RMSE) between the inputs x; € X (where X represents some data) and the
autoencoder outputs #;. The reconstruction error is backpropagated to update the weights
of the autoencoder following Gradient Descent or Stochastic Gradient Descent methods
(refer to [242] for more details on backpropagation). Given input data of n dimensions

(i.e., features), the RMSE between input x; and output ; vectors is computed as follows:

RMSE(x;, &;) = \/ W (4.1)

Given training data, an autoencoder is trained as described above. Subsequently, in a

basic autoencoder, using the reconstruction RMSEs from the trained autoencoder fed with
benign input data samples, appropriate threshold(s) are determined such that a reconstruc-
tion error above this threshold would indicate a highly probable malicious or anomalous

sample with respect to the training data’s distribution.

Although recent works have proposed using AEs, ensembles of AEs [180], or stacked
AEs [274], to address network intrusion detection problems, these methods remain compu-
tationally expensive for IoT devices. The major contribution of this chapter is introduction
of four methods to reduce the complexity of AE-ensembles while yielding high detection
performance at low training, re-training and inference time costs. The methods are based
on two approaches to select AEs to de-activate in the ensemble: (i) Criteria-based and (ii)
Random. In implementing these approaches, we propose two methods of choosing when to

de-activate the selected AEs: Post-Training and In-Training. As the names suggest, the
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former conducts de-activations of an ensemble’s AEs after they have been trained, whereas
the latter conducts de-activations during the training process itself, thereby making the

training process adaptive and efficient as well.

The rest of the chapter is organised as follows. A brief review of relevant state-of-the-art
works is presented in Section 2.2.2, followed by introducing and describing the proposed
methods in Section 4.2. In Section 4.3, we describe the experimental setup, datasets
used, and performance metrics used to evaluate the proposed methods. The results and

discussions are presented in Section 4.4 and the chapter finally concludes in Section 4.5.

4.2 Proposed Methods: Adaptive Ensembles of Au-

toencoders

In this section, we start by providing an overview of the methods proposed in this chap-
ter. This is followed by describing the network packets/flow-based features and feature
subspaces over which the autoencoders are trained. A description of the ensemble of au-
toencoders is then presented, followed by describing the proposed methods of de-activations

to achieve adaptive and efficient ensembles of AEs.

4.2.1 Overview

The proposed methods relate to an ensemble of autoencoders that learns the compressed
latent representations of benign traffic data. In doing so, each autoencoder learns over a

certain feature subspace instead of the entire feature space, to keep the complexity low.

We propose four methods to reduce ensemble complexity. These are based on two ap-
proaches to select which AEs to de-activate (Criteria-based and Random). To implement
each of the two approaches, we propose two methods to decide when to conduct the de-
activations (Post-Training and In-training). In the post-training de-activation method,
autoencoders are only deactivated during the testing/inference phase. On the other hand,
with the in-training de-activation method, autoencoders are deactivated during the train-

ing phase resulting in a final ensemble of a smaller size and complexity. Thus, the four
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Figure 4.1: An illustrative representation of the proposed de-activations-based Adaptive
Ensembles of Autoencoders. (1) indicates the input samples, (2) depicts splitting the input
samples into the feature subspaces F;, (3) the ensemble of autoencoders, £ = {A;|i =
1,...,n} (where n = Ngg, the number of feature subspaces), (4) the collection of scores

(e.g., RMSEs) from the A;’s, (5) the score aggregation module composed of the final output
layer autoencoder, App.
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Table 4.1: Symbols and Notations (for Chapter 4)

Symbol Description

CPTD Criteria-based Post-Training De-Activation
CITD Criteria-based In-Training De-Activation
RPTD Random Post-Training De-activation
RITD Random In-Training De-activation

AE Auto-Encoder

Np Number of features

F The Npg-dimensional feature space

dimy, The dimensionality of feature subspace F;

F; A set of features corresponding to j-th sample

E A set representing an ensemble of AEs (A;’s)

Nrg Number of feature subspaces formed; the number of AEs

in the original £

Aop The final output layer AE

Cy A set of candidate AEs to de-activate, in round r
|CY| Size of the set C7, in round r

BT The set representing the current ensemble in round r
|ET| Size of the set E”

proposed methods in this work are: (i) Criteria-based Post-Training De-activations, (ii)
Criteria-based In-Training De-activations, (iii) Random Post-Training De-activations, and
(iv) Random In-Training De-activations, which shall be further described subsequently.

Table 4.1 provides a description of the main symbols and notations used in this work.

4.2.2 Features and Subspaces

In the proposed methods, each autoencoder learns over a certain feature subspace instead
of the entire feature space, to keep the complexity low. The set of features employed in

this work, following the approach of Kitsune [180], include the following 23 statistics:

e Packet Size (Outbound Traffic): Mean and variance of the outbound traffic band-
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width aggregated by source MAC-IP, source IP, source-destination IP pair, source-
destination TCP/UDP socket pair. (8 features)

e Packet Count (Outbound Traffic): Aggregated by source MAC-IP, source IP, source-
destination IP pair, source-destination TCP/UDP socket pair. (4 features)

e Packet Jitter (Outbound Traffic): Mean, variance and count of inter-packet delays,

aggregated by source-destination IP pair. (3 features)

e Packet Size (Outbound and Inbound Traffic): Magnitude, radius, covariance, correla-
tion coefficient of inbound and outbound traffic bandwidth together, aggregated by

source-destination IP pair, source-destination TCP/UDP socket pair. (8 features)

These 23 statistics are extracted from the packets over five different time windows in the
past (100ms, 500ms, 1.5s, 10s and 60s), yielding a set of Np = 115 features in total. From
each j-th sample in a dataset, the set of features F}, is represented as F; = { f1;, foj.... fnj}
(where n = Np represents number of features). For example, f;; could represent the mean

packet size from source-IP of j-th packet over a 100ms time window.

In this work, feature subspace selection is done deterministically as opposed to the
feature-correlation based subspace selection used in other works such as Kitsune [180],
thereby avoiding the time and computations required to build the feature subspaces. Figure
4.1 illustrates how the original feature space of the data is split into multiple subspaces.
The feature space F € R” is split into Npg number of subspaces F; (i = 1, ..., Npg), each

of dimension say dimy,.

4.2.3 Ensemble of Autoencoders

As described in Section 4.1, Autoencoders (AEs) are a class of neural networks that are
capable of learning to reconstruct data. When trained in an unsupervised fashion, with
benign data only, an AE is forced to learn the latent representations of benign traffic’s
features. The intuition behind using AEs is that, when they are trained on benign data
only, any malicious sample fed into the AE should result in a badly reconstructed sample

(i.e., with a high reconstruction error) when compared to that of a benign sample.
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In the proposed methods, an ensemble of autoencoders represented by E = {A;|i =
1,..., Npg} is learnt such that an autoencoder A; is trained over feature subspace F; only
(see Figure 4.1). Once trained, the ensemble outputs scores (one from each A;) which
represent the reconstruction errors, i.e., root mean square errors (RMSEs), of a given
sample in the respective subspaces. The final AE in the output layer (represented by App)
is trained using the RMSEs from active ensemble layer AEs only. The final output layer
Aopp learns the patterns in benign samples” RMSEs (and their relationships) produced
by the ensemble layer AEs. At inference time, a sample is fed through the active AEs,
obtaining a set of RMSEs from the active AEs which are then fed to the output layer.
The output layer App would then produce a reconstruction RMSE which would be used
to decide if the sample is benign or malicious based on a certain threshold. In this way,

Aopp produces a prediction of whether a given sample is benign or anomalous.

In brief, the App learns over the reconstruction errors of benign samples such that in
the testing phase, given a malicious test sample, App’s reconstruction error is expected
to be discriminable (in comparison to the reconstruction errors of benign samples) hence
enabling identification of the sample as malicious. In other words, the RMSE from the

output layer’s AE is expected to be higher for anomalous samples than for benign samples.

4.2.4 Criteria-based De-Activation

To increase computational efficiency by decreasing the complexity of the ensembles of
autoencoders without sacrificing accuracy, we propose to selectively de-activate some AEs

and keep only k' < Npg number of AEs active in the ensemble.

In the criteria-based de-Activation approach, the AEs are activated or de-activated
based on certain criteria (e.g., performance, energy constraints or requirements, etc.). In
this way, this approach makes informed-decisions on de-activations. The criteria could
be relaxed or constricted to scale up or down as required, thereby building an adaptive
ensemble of AEs. In one embodiment of the proposed approach, the criteria to select AEs is
based on training losses Ly, = {IL . ....In"S}. Let py, , oz, denote the mean and standard

deviation of training losses of the ensemble. Then, any A, whose training loss satisfies

the criteria below is de-activated (either through post-training or in-training deactivation
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Figure 4.2: De-activating autoencoders based on Training Loss criteria, at § = —0.5. The
red solid line represents the mean of training losses of all AEs in the ensemble whereas the
red dotted line represents the threshold boundary as per criteria presented in Equation 4.2.

The grey bars correspond to the training losses of AEs that are selected to be de-activated.

method):

lfr > (ILLLt'r - B * O-Ltr) (42)

The result will be a set of &’ < Npg active AEs in the ensemble. In Equation 4.2, [ is a
design parameter which can be decided by the user considering the level of computational

saving required and tolerable reduction in accuracy (if any).

To illustrate the gains of the proposed crietria-based de-activations, in Figure 4.2,
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we show the training losses of 23 autoencoders, trained for 23 feature subspaces on Kit-
sune [180] datasets (each subspace is of dimensionality dimg, = 5). The grey bars de-
pict the autoencoders whose losses satisfy Equation 4.2, whereas the green bars represent
the autoencoders whose losses do not meet Equation 4.2. In this example, § = —0.5.
After de-activations, only 17 out of 23 autoencoders would remain activated, yielding a
computational saving of approximately 26.1%. Next, we describe how the criteria-based

de-Activation approach is carried out with post- and in-training de-activation methods.

Criteria-based Post-Training De-activation (CPTD)

In the CPTD method, all the Npg number of AEs in the ensemble layer are trained using
the respective feature subspaces. Based on certain criteria (e.g., training loss, as presented
in Equation 4.2), k' < Npg AEs are activated, reducing the number of AEs to be used by
the output layer AE in the score aggregation module. While training the ensemble layers
(without de-activations), we ignore the corresponding output layer’s training, and use the
active AEs only in making and training a narrower output layer. The scores (e.g. RMSEs)

from each of the &’ AEs are used to train the final output layer AE.

Criteria-based In-training De-activation (CITD)

In the CITD method, the AEs are de-activated during the training phase itself, possibly
over a number of successive rounds defined by the parameter N_DeAc_rounds. The training
data is split into N_DeAc_rounds number of batches, one for each round. We propose and
evaluate the following approach to conduct criteria-based de-Activation-based in-training
de-activation: Firstly, the ensemble layer AEs (represented by the set E) are trained over
a certain number of rounds (N_DeAc_rounds), collecting their RMSEs in each round. At
the end of each round, following the AE de-activation criteria Equation 4.2, certain AEs
are de-activated. Also, the RMSEs corresponding to deactivated AEs are dropped. After
the last round, one would have an ensemble £/, and RMSEs/ (the list of RMSEs for the

final subset of active AEs from all rounds’ training).

In the final output layer, an AE is built with the following configurations: the number

of input and output units is equal to the number of active AEs in E/. The output layer
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Table 4.2: Description of Kitsune Datasets [180]: Types of Attacks and Number of Samples

(Benign and Malicious)

Attack .
Attack Description #Ben #Mal
Category
[oT device credentials exploited to
Botnet Malware Mirai inject Mirai malware and hunt for 121,621 642,516
new victims
Hunts for vulnerabilities in hosts
. OS Scan  and operating systems in the 65,700
Reconnaissance 1,632,151
network
Random commands used to hunts
Fuzzing  for vulnerabilities in cameras’ web 432,783
1,811,356
servers
Video Other/recorded videos injected into 102.499
Injection the live video streams 2,369,902 ’
Man in the middle ARP ARP Poisoning exploited to
MitM intercept LAN traffic 1,358,995 1,145,272
) Exposed cables exploited to setup a
Active ) )
, covert network bridge (wiretap) to 923,216
Wiretap . 1,355,473
intercept LAN traffic
Cameras exploited to generate
SSDP UPnP advertisements to
. . Flood overload/spam the recording 2,637,662 1,439,604
Denial of Service
server(s)
SYN A camera’s web server is overloaded
to disable the camera’s video 7,038
DoS 2,764,238
stream
SSL A camera is overloaded 92,652
. o 2,114,919
Renego-  with SSL  renegotiation
tiation packets to disable its video

stream
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Table 4.3: Attack Types in NBaloT Dataset [175]

Attack Type Botnet Family Description

Scan Mirai and BASHLITE (Gafgyt) Looks for vulnerable devices in the
network

Junk BASHLITE (Gafgyt) Sends junk/spam data

COMBO BASHLITE (Gafgyt) Sends spam data; Opens connection
to a given IP address and port

Flooding Mirai ACK, SYN, UDP, UDPplain (higher
PPS, enabled by fewer options)

BASHLITE (Gafgyt) UDP, TCP

Table 4.4: Composition of NBaloT Datasets [175]: ToT devices, and number of benign and

malicious samples

ID Device #Benign #Mirai #Gafgyt
1 Danmini (Doorbell) 40395 652100 316650
2 Ecobee (Thermostat) 13111 512133 310630
3 Ennio (Doorbell) 34692 N/A 316400
4 Philips B120N10 (Baby Monitor) 160137 610714 312723
5  Provision PT737E (Security Camera) 55169 436010 330096
6  Provision PT838 (Security Camera) 91555 429337 309040
7  Samsung SNH1011N (Webcam) 46817 N/A 323072
8  SimpleHome XC57-1002-WHT (Security 42784 513248 303223

Camera)
9  SimpleHome XC57-1003-WHT (Security 17936 514860 316438
Camera)

100



AE (Aopp) is trained using the stored RMSEs (from all training rounds) of the active AEs
in £/,

In each round of ensemble layer’s training, we restrict the de-activations such that
the ensemble size doesn’t go below a minimum, defined by the parameter Min_E_Size.
In any given round, de-activations will not be performed if the resulting ensemble would
be smaller than Min_FE_Size and the training will proceed to the next round using the
same set of AEs as in the current round. With such a restriction, one may comprehend
that the de-activations could result in an ensemble of size Min_FE_Size much earlier than
N_DeAc_Rounds. In such cases, we do not stop the training but rather complete all training
rounds to learn over the entire set of training samples. Stopping early may result in an
under-trained ensemble. Another way of carrying out the de-activations is by having an
additional restriction which limits the number of de-activations in each training round. This
would have the advantage of preventing early shrinking of the ensemble. In Section 4.4,
we study and evaluate both of the above mentioned ways of restricting in-training de-

activations in criteria-based de-Activation.

4.2.5 Random De-Activation

Since larger ensembles require more time for training and consume more computational
resources in inference than smaller ensembles, we propose random de-activation of some
AEs. Although this idea of ours may appear similar to the Dropout method [243], there is
a striking dissimilarity. While the dropout method of [243] carries out dropping of certain
parts of the hidden units in selected layers of a neural network during training, and the
dropout method of [140] drops out some layers of a deep network during training, our
random de-activation method drops an entire AE (deep or shallow) in an ensemble during

training and/or testing.

The difference between criteria-based (described in Section 4.2.4) and random de-
activation is that the latter does not take into account factors such as an individual AE’s
performance. Next, we describe how the random post-training and in-training de-activation

methods are carried out.
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Random Post-Training De-activation (RPTD)

The RPTD method is implemented as follows. First, the ensemble layers are trained
without any de-activations. Second, k' < Npg AEs are randomly activated, keeping the
remaining Nps—k’ de-activated. Each AE (represented by A;) in E has an equal probability
of being de-activated, i.e., no AE has priority over another AE in being active. The
number of AEs to de-activate depend on the DeAc_Ratio parameter. For example, a
DeAc_Ratio = 0.1 implies de-activating 10% of the AEs in the ensemble (rounded using
floor function). The output layer AE in the score aggregation module (App) is then trained
using the scores (e.g., RMSEs) of only the k' active AEs.

Random In-Training De-activation (RITD)

The RITD method is implemented as follows. The training process of the ensemble layers is
carried out over a number of rounds given by the parameter N_DeAc_rounds. The training
data is split into N_DeAc_rounds number of batches such that each round works on its
batch of data. In each round, the number of AEs to be de-activated (Ngyop) depends on the
DeAc_Ratio parameter. The de-activations are controlled by the parameter Min_FE _Size
to maintain a minimum ensemble size. Let C; be the set of AEs randomly selected to be de-
activated in a certain round r (where the size of C7 is given by |C}| = DeAc_Ratio - |E,|).
If it is the case that the ensemble size |E"| in a given round r, after de-activating |C7)|
number of the AEs from the ensemble, would go below Min_E_Size, the number of AEs
= |E"| — Min_E _Size.

to de-activate is determined by Ng.,,

After the final round f, we would have the ensemble E7, and the scores RMSEs’ (i.e.,
the RMSEs scores for the AEs in E/ from all rounds of training). The output layer AE
(Aop) in the score aggregation module is then trained based on RM SFEs’. The App would

have | E/| number of input and output units.
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4.3 Experimental Setup

In this section, we describe the realistic IoT intrusion attacks datasets used in this chapter
to evaluate the proposed methods. In addition, we define the performance metrics which

shall be used to evaluate and compare the proposed methods.

4.3.1 Datasets

In this work, we evaluate the proposed methods using two groups of recent realistic IoT
datasets: (i) Kitsune [180] and (ii) NBaloT datasets [175] .

The Kitsune datasets were collected from real [oT devices such as IP cameras in a
surveillance network deployment across two connected sites. Table 4.2 outlines the different
attack types and benign/malicious samples for each. For each dataset, we consider the first
1 million packets (benign only) to train the ensemble of AEs in an unsupervised fashion
while the rest are split equally for validation and testing. In the case of Mirai dataset
though (due to lesser number of samples than other datasets), we use only 50% of benign
data in training, 25% for validation and 25% for testing. Since the goal of this chapter is
on developing an unsupervised learning-based intrusion detection method, the malicious

samples are not used in training the ensembles.

The NBaloT datasets of [175] were collected from a real testbed of nine wireless-ly
connected IoT devices, setup in a way to resemble an enterprise setting. These devices were
infected with two families of real-world IoT-based botnets (Mirai and BASHLITE /Gafgyt).
The datasets contain packet- and flow-based features representing the benign and malicious
traffic.

Table 4.3 provides a summary of the different attacks covered in the NBaloT datasets
under the Mirai and BASHLITE botnet families. The composition of the dataset is given
in Table 4.4. We split the benign samples of the datasets into training, validation and
testing sets using 50%-25%-25% ratio. The benign traffic data for each IoT device consists
of frequent and infrequent actions as well. The malicious samples are utilized only for

validation and testing.
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4.3.2 Performance Metrics

The performance metrics we use to assess the effectiveness of the proposed methods include
the following, which are based on True Positives (TPs), True Negatives (TNs), False Posi-
tives (FPs) and False Negatives (FNs). For some input sample, given App’s output which
is an anomaly score based on reconstruction errors, a threshold ® is applied to classify the
sample as normal/anomalous. ® could be adjusted to enhance or relax the classification

effectiveness.

o Area under the Curve (AUC): The area under a receiver operating characteristics
(ROC) curve. It gives the probability of a randomly chosen anomalous sample being
ranked by a classifier higher than a randomly chosen normal sample. The higher the
AUC, the better the algorithm or classifier.

e Fqual Error Rate (EER): The measure of FP rate (FPR) and FN rate (FNR) when
these are minimal and equal, across all possible values of ®. Lower EER indicates a

better classifier.

e True Positive Rate (TPR): The ratio between TPs and sum of TPs and FNs. We
measure the TPR at a ® that yields a low FPR, e.g. 0.001.

4.4 Results and Discussions

We investigate the performance of the proposed Criteria-based and Random, Post-Training
and In-Training de-activation methods. To keep the complexity low while achieving high
accuracies, we employ AEs of one hidden layer each. The input and output layers are of
size 5 neurons each. In other words, dimyg, = 5 for each F;, and so the total number of AEs
and feature subspaces, Npg = 23. The performance of the proposed methods is compared
against that of other methods on the Kitsune [180] and NBaloT datasets [175], to highlight

the advantages and gains of the proposed methods.

In the context of our work which is based on unsupervised learning, the Equal Error

Rate (EER) metric has been used to evaluate how good a method is in lowering False
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Positive and False Negative rates. Lower the EER, better the method is in differentiating
malicious anomalies from benign samples. It is also worth highlighting that in a production
environment, the proposed methods could be efficiently deployed as lightweight tools to
raise alarms to the network operators based on the detected anomalies. More sophisticated
automated or manual methods may be employed to verify if the detected anomalies are
malicious or otherwise. Achieving a fully automated intrusion detection system that yields

zero false positive and zero false negative rates is an ongoing pursuit.

4.4.1 Performance Evaluation of Criteria-based De-Activations

In this section, we evaluate the criteria-based post- and in-training methods, referred to as
CPTD and CITD respectively. In addition, we examine the comparisons between CPTD,

CITD and the case of no de-activations.

Evaluation of CPTD

In Figure 4.3 we show how AUC and number of active AEs vary with respect to the pa-
rameter (3 of Equation 4.2, using the Mirai dataset of [180]. As one can observe, increasing
B reduces the number of active AEs in the ensemble which also impacts the AUC metric,

reducing the classification accuracy.

Lower levels of Beta, e.g., § = —0.5, yield AUCs of around 0.9454 with 17 active AEs in
the ensemble after de-activation. One could achieve AUCs of above 0.9 with an ensemble
reduced to as low as 5 AEs (e.g., Figure 4.3, § = 0.6).

Evaluation of CITD with Minimum Ensemble Size (Min_E_Size) Restriction

In Figure 4.4, we show the number of active AEs per round, given Min_E_Sizes of 3,5, 7,10,
and varying S from —0.5 to 0.5 in steps of 0.1. In general, one can observe that a higher
B leads to a higher de-activation rate in the initial rounds of training. When one observes
the AUC vs  curves in Figure 4.5, it seems that a lower § (and hence lower de-activation

rate in initial rounds) yields higher AUCs. At § = 0 however, one may note an increased
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Figure 4.3: Criteria-based Post-Training De-activation: AUC and Number of Active AEs
(#ActiveAEs) with respect to varying § (Equation 4.2). Initial ensemble size (prior to

deactivations) is 23.

AUC. For example, with Min_E_Size=10, AUC at § = 0 is higher than at 5 = —0.5. This
could be understood by looking at Figure 4.4 which shows that at 8 = —0.5, #ActiveAFEs
were down to 10 in round 3, whereas at § = 0.0, #ActiveAEs were down to 10 in round
4, indicating that a higher number of initially held active AEs at § = 0.0 may have lead
to a more accurate ensemble. Based on Figure 4.5, we use § = —0.5 in our experiments in
Section 4.4.1.

One can observe from Figure 4.4 that a deactivation restriction based on Min_FE_Size
alone could lead to cases of all or none de-activations of candidate AEs (in a round). In such
cases, the AEs are deactivated to a certain level which is above the Min_E_Size and then
the method stops deactivating the set of candidate AEs so as not to violate the restriction.
For example, in Figure 4.4(b), when g = 0.5, although many AEs get deactivated in round
1, there are no further de-activations until round 9 in which the ensemble has 5 active
AEs. This observation motivates another approach (see next subsection) to restrict the
de-activations in a way that ensures some de-activations are performed in every round, by

adding the flexibility to de-activate only a certain percentage of candidate AEs in cases
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restriction-based deactivations.

where de-activating all candidate AEs could make the ensemble smaller than Min_FE_Size.

Evaluation of CITD with Maximum Number of De-Activations Per Round
(Max_DeAc) Restriction

In the previously discussed minimum ensemble size-based restriction, we noted that in each
round, the method finds a candidate set of AEs to de-activate. However, it will only de-
activate these AEs if the ensemble size doesn’t go below Min_E_Sizes. It had a limitation of
not being able to selectively de-activate some (if not all) of these AEs. In this subsection,
we investigate adding a restriction based on the maximum number of de-activations per
round. Consider for example, in round r, given a set E” of AEs in the ensemble. The
method finds a candidate set of AEs to de-activate, Cj. From C7, in round r, the number

of AEs to drop are determined by

Nipop = min(|Cy|, Maz_DeAc) (4.3)
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where Max_DeAc is a design parameter to restrict the maximum number of AEs that
number of AEs with highest

training losses (I;.) in CJ are de-activated. Such a restriction is expected to avoid a high

may be deactivated in any given round. So, only Ng,.,,
de-activation rate in the initial rounds, leading to more accurate ensemble, as observed

previously.

In Figure 4.6, we present the results of investigating the additional restriction of max-
imum number of de-activations per round. For these experiments, we fix § = —0.5 and
study the performance of ensembles with Min_E_Size=3,5,7,10 and Max_DeAc=3,5,7,10,
over N_DeAc_Rounds=10 rounds. Observing Figure 4.6, it is clear that AUC and EER are
mainly affected by the final ensemble size and that Max_DeAc=3 and Min_E_Size=7 suits
best (in terms of higher AUC and lower EER)

From the figures showing the #ActiveAEs per round for different ensemble sizes (Fig-
ure 4.7), one can note that an increase in Maz_DeAc seems to be increasing the rate of
de-activations, especially in the initial rounds. In later rounds, when #ActiveAEs goes
below Max_DeAc, #ActiveAEs to be dropped then relies on the Min_E_Size restriction
only. In these graphs, #ActiveAEs per round with Maz_DeAc set to 7 and 10 follows the
same trend regardless of the ensemble size. This indicates that at higher Maz_DeAc, the
AEs dropped in each round is limited mainly by the number of candidate AEs in C (which
tend to be lower than these Maz_DeAc’s), as per the equation of Nj,, .

109



Table 4.5: Performance Comparison of CPTD and CITD Methods vs No de-activations

Attack ARP MitM Fuzzing
Method / Metric AUC TPR  EER #AEs AUC TPR  EER  #AEs
No De-Ac 0.86 0.06  0.187 23 0.296 0.024 0.636 23
CPTD 0.88 0.029 0.204 17 0.342 0.024 0.613 17
CITD 0.89 0.031 0.179 7 0.336  0.024  0.642 7
Attack Mirai OS Scan
Method / Metric AUC TPR  EER #AEs AUC TPR  EER  #AEs
No De-Ac 0.943 0.878 0.105 23 1.0 1.0 0.0 23
CPTD 0.945 0.887  0.096 17 0999 1.0  3.16e-5 17
CITD 0.947 0.887  0.096 7 0999 1.0 2.1e-5 7
Attack SSDP Flooding SSL Renegotiation
Method / Metric AUC TPR  EER #AEs AUC TPR  EER  #AEs
No De-Ac 0.999 0.999 0.0005 23 0980 0.167  0.067 23
CPTD 0.999 0.999 0.0006 16 0.967 0.168  0.108 16
CITD 0.999 0.999 0.0005 8 0.956 0.092  0.125 8
Attack SYN DoS Video Inj.
Method / Metric AUC TPR  EER #AEs AUC TPR  EER #AEs
No De-Ac 0976 0.0 0.062 23 0.89 0.0091 0.1788 23
CPTD 0.896 0.0 0.119 18 0.878 0.008  0.175 21
CITD 0.52 0.0 0.478 7 0.611 0.0001  0.459 9
Attack Wiretap
Method / Metric AUC TPR  EER  #AEs
No De-Ac 0.989 0.801 0.045 23
CPTD 0.985 0.3696 0.061 21
CITD 0.842 0.364  0.222 7

110



25 25

20 20

1%}
e
< 15 15 .
[<8]
=2
T 10 10
=L
3+
a b
0 (@ (b)
0 2 4 3] 8 10 0 2 4 6 8 10
25 25
—a— MaxDefc=3
20 20 —a— MaxDelc=5
b MaxDelc=7
L
< 15 Y 15 MaxDeAc=10
Qv
=z
= 10
210 \
3+
5 5
C d
, @ (d)
0 2 4 6 8 10 0 2 4 3 8 10
Round Round

Figure 4.7: CITD: Number of active AEs per round, with § = —0.5 and Min_E_Size = (a)
3, (b) 5, (¢) 7, and (d) 10, with the additional restriction based on maximum number of

deactivations per round.

Detection of Intrusion Attacks: Comparison of CPTD, CITD vs No De-activations

In Figure 4.8 (and Table 4.5), we summarise the performance evaluation (in terms of AUC,
TPR at FPR= 0.001, and EER) of CPTD and CITD methods to compare against the
baseline ensemble that is similar to Kitsune [180] and does not have any de-activations. For
these experiments, the following parameters were used: PTD (5 = —0.5), ITD (8 = —0.5,
N_DeAc_rounds = 10, MaxzDeAc=3, Min_E_Size=7). As one can observe, both PTD and
ITD methods yield ensembles of lower size (and hence lower complexity), measured in
terms of the number of AEs active in the ensemble (see #AEs in Table 4.5).

The ensemble size serves as a good metric to assess the inference time-cost and compu-

tational load instead of measuring run-time or memory usage because devices may differ in
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Figure 4.8: Performance Comparison of CPTD and CITD Methods vs No de-activations

their computational power, memory efficiencies, hardware accelerations, etc. Regardless of
these differences, the smaller an ensemble’s size, the lesser its computational and memory
load would be. The CITD method achieves a larger reduction in the ensemble size in
comparison to that of CPTD. A lower ensemble size (i.e., lesser number of active AEs)
translates to faster inference time because fewer AEs would need to be executed. Hence,
both CPTD and CITD would incur lesser inference time costs than an ensemble with-
out any de-activations. Moreover, an ensemble with fewer number of autoencoders would

require lesser RAM/CPU usage than an ensemble with more number of autoencoders.

Both methods achieve AUC, TPR and EER scores better or as closely good to those
with the baseline ensemble, on most attack datasets. The CPTD and CITD methods
lowered the AUC for some datasets, e.g., SSL Renegotiation, SYN DoS, and Video Injection
(see Table 4.5). One possible reason is that since CITD and CPTD do not take into
account feature importance, it is highly possible that they deactivate AEs corresponding
to feature subspaces that are important for such types of attacks. In a future work, we
plan to incorporate feature importance into the CITD and CPTD methods to learn more
robust ensembles. Nonetheless, the above results validate the effectiveness of the proposed
methods in reducing ensemble complexity while attaining good detection results on most
attacks. In massive [oT environments where an IDS is composed of ensembles of AEs for

each device or device-type, our methods provide for more efficient ensembles which could

be scaled up or down adaptively.
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4.4.2 Performance Evaluation of Random De-Activations

In this section, we evaluate the random post- and in-training de-activation methods, re-
ferred to as RPTD and RITD respectively. We also examine the comparisons between
RPTD, RITD and the case of no de-activations.

Random Post-Training De-activations (RPTD)

In the RPTD method, the DeAc_Ratio parameter decides the number of active AEs that
remain in the ensemble after random de-activations. We study the performance of RPTD
under different DeAc_Ratios ranging from 0.1 to 0.9. We show in Figure 4.9, the AUC
scores of RPTD method for each of the nine attacks datasets.

For the ARP MitM, SSL Renogiation, SYN DoS, Video Injection and Wiretap attacks
datasets, we observe that a higher DeAc_Ratio generally reduces the AUC scores. This
is expected as higher the number of de-activated AEs, higher the number of de-activated
corresponding feature subspaces would be, which could lead to the case of de-activating
feature subspaces that are important to identify these kinds of attacks. An interesting
observation was made with regards to the Fuzzing attacks dataset. A slightly better
performance was achieved with higher DeAc_Ratio. This could be due to de-activations
of AEs and feature subspaces that were redundant or noisy for the purposes of identifying
Fuzzing attacks. Nonetheless, the overall AUC scores for Fuzzing attacks dataset were
lower than 0.5.

However, for the Mirai, OS Scan and SSDP Flooding attacks datasets, we find that the
DeAc_Ratio does not have a major impact on the AUC scores even for De Ac_Ratio as high
as 0.9. This indicates that even a handful of AEs (and corresponding feature subspaces)

are sufficient to successfully identify such kinds of attacks.

In addition to the above observations, one may note some fluctuations in AUCs as
DeAc_Ratio increases. This is expected since the de-activations are random (with no
consideration of the individual AEs’ performance), it may so happen that important AEs
are de-activated. Similar observations are made when we look at EERs of the RPTD

method on the Kitsune datasets, shown in Figure 4.10.
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Random In-Training De-activations (RITD)

In the RITD method, the random de-activations are performed during training over a num-
ber of rounds (i.e., N_DeAc_rounds). In each round a DeAc_Ratio determines the number
of AEs to de-activate, restricted by a minimum ensemble size Min_E_Size. In Figure 4.11,
we show how number of active AEs per round vary for different DeAc_Ratios. In these
experiments, the training was conducted over N_DeAc_rounds = 10 and Min_E_Size = 3.
As one can observe in Figure 4.11, a higher De Ac_Ratio per round leads to earlier reduction
in ensemble size.

Next, we would like to see if DeAc_Ratio has any influence on the performance of RITD
method in terms of AUC and EER scores. While Figure 4.12 shows the AUC scores for
the nine attack datasets, Figure 4.13 shows the EER scores. One can see that for the
Mirai, OS Scan, SSDP Flooding and SSL Renegotiation, the performance was good across
different DeAc_Ratios (high AUCs and low EERs).

In the case of ARP MitM, Fuzzing, SYN DoS, Video Injection, and Wiretap attacks, the
performance seemed to fluctuate with changing DeAc_Ratios, not showing any consistent
increase (or decrease) with an increase in DeAc_Ratio. We attribute this to the random
de-activation approach that does not take into account the value or importance of AEs. So,
it is possible that despite a lower DeAc_Ratio, the method randomly selected important
AEs to de-activate in each round and hence the overall performance in terms of AUC
would go low and increase the EER. On the other hand, it is possible that despite a higher
DeAc_Ratio, the method randomly de-activates un-important or redundant AEs and hence
the AUC increases and EER decreases.

Comparison of RPTD, RITD and No De-activations

In Figures 4.14 and 4.15, we present the AUC, EER and TPR scores as well as final
ensemble size (#AFEs) for the RPTD and RITD methods.

Here, we compare the two methods based on the performance of the medium and
small ensembles, i.e., of ensembles that are around 50% and 90% smaller than the original
ensemble. With RPTD, medium ensembles (of size 12) are achieved with DeAc_Ratio = 0.5
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whereas small ensembles (of size = Min_E_Size = 3) are achieved with DeAc_Ratio = 0.9.
As for RITD, medium ensembles are achieved with DeAc_Ratio = 0.1 (per round) whereas

small ensembles are achieved with DeAc_Ratio of atleast 0.3 (per round).

Table 4.6 presents the performance scores (AUC, TPR at FPR=0.001, EER) of medium-
sized ensembles learnt through RPTD and RITD methods. It also compares against
the scores achieved by the original ensemble without de-activations. Comparing between
RPTD and RITD, for most attacks, RITD was found to perform better than RPTD with
higher AUC and lower EER scores. The only exceptions to this were the Video Injection
and Active Wiretap attacks. A possible reason could be that, for these attacks datasets,
the RITD method randomly de-activated important AEs early on and hence the ensemble

may have been left with weaker AEs.

Looking at the performance of small ensembles learnt through RPTD and RITD meth-
ods (see Table 4.7), we find similar observations as with medium-sized ensembles. RITD
was found to perform better than or similar to RPTD for ARP MitM, Fuzzing, OS Scan,
SSDP Flooding, and SYN DoS attacks datasets. However, for Mirai, SSL. Renegotiation,
Video Injection and Active Wiretap attacks, RPTD performed better. The EERs for the
RITD method were higher than for the RPTD method, indicating that the AEs in the
final ensemble were weaker as important AEs may have been de-activated through random

selection.

In Tables 4.6 and 4.7, comparing the scores of RPTD and RITD methods against the
scores of ensembles with no de-activations, we find that the performance of small ensembles
suffers more than that of medium ensembles. Although smaller ensembles may achieve
lower accuracy related performance, these require lesser computation and storage resources
than larger ensembles. The smaller ensembles could thus be deployed as lightweight triggers

that activate, when needed, larger ensembles for more accurate detections.
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4.4.3 Comparison with Other Methods (on Kitsune Datasets)
Comparing AUCs

We compare the performance of CPTD, CITD, RPTD, and RITD methods against the
performance of the baseline method of no de-activations and that of other methods reported
n [180]. Table 4.8 presents the AUC scores.

The scores of the proposed methods (CPTD, CITD, RPTD, RITD) are based on final
ensembles of sizes = Min_FE _Size = 7, i.e., less than a third of the size of the original
ensemble with no de-activations. The DeAc_Ratio for the RPTD method was 0.7 whereas
for the RITD method, DeAc_Ratio per round was 0.2. The scores of Kitsune, Isolation
Forest and Gaussian Mixture Model (GMM) methods are as reported in [180] for each
attack dataset.

In terms of AUC, the proposed methods achieved highest scores on the ARP MitM, OS
Scan, SSDP Flooding, and SSL Renegotiation attacks datasets. In the case of SSDP
Flooding attacks, the proposed methods and the other methods performed very well
(AUC = 0.999), the only exception being the Isolation Forest method which yielded an
AUC = 0.948. As for Mirai, Video Injection and Wiretap attacks datasets, the proposed
methods achieved second highest scores. These scores demonstrate the effectiveness of the

proposed methods with much smaller ensembles of AEs.

Within the suite of proposed methods, we find that criteria-based de-activations out-
performed random de-activations on ARP MitM, Mirai, SYN DoS datasets and Wiretap
attacks datasets and achieved similar performance as random de-activations on OS Scan
and SSDP Flood datasets. RITD showed better AUC in the face of Fuzzing, OS Scan, and
SSL Renegotiation attacks. As for Video Injection attacks, RPTD method outperformed
the other three proposed methods. In a future work, we shall further investigate why a
method performs best for some attacks datasets and not for others, potentially through

machine-learning interpretability studies.
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Comparing Time Costs

Another aspect of comparing the performance of the proposed methods is to look at the
time required to train, retrain, or execute (for inference) the ensembles. In the CITD and
RITD methods, since the de-activations are carried out during training, the number of AEs
being trained are lesser than in CPTD and RPTD methods. This leads to savings in terms
of training/re-training time costs as well as in terms of computational costs. For example,
CPTD trains all AEs in the ensemble (except the final output layer AE) in about 1.4ms
per training sample. CITD on the other hand consumes an average of 0.8ms per training
sample (almost half the time taken by CPTD).

In assessing inference time costs of the proposed methods, note that ensembles of equal
size, say 7, have the same number of AEs in the ensemble and the dimensions of the final
output layer AE are the also the same for CPTD, CITD, RPTD and RITD methods.
Hence, the inference (testing) time cost would be similar. However, the advantages of the
proposed methods over the case of no de-activations is evident when one looks at their
testing time costs. While the baseline ensemble (with no de-activations) takes 1.1ms per
sample, the proposed methods (with final ensembles of size 7 after the de-activations)
consume 0.26ms per sample, i.e., a speedup of 4.2x. Hence, the proposed methods of
learning smaller ensembles via de-activations provide training, re-training and inference

time cost savings.

4.4.4 Comparison with Other Methods (on NBaloT Datasets)

In addition to Kitsune datasets, we evaluate the performance of the proposed methods
using the NBaloT datasets of [175]. An ensemble is learnt for each device using its be-
nign samples. The parameters utilized for the respective methods are as follows: [ =
—0.5 (in criteria-based methods), N_DeAc_rounds = 10 (for in-training de-activations),
DeAc_Ratio = 0.2 per round for RITD and DeAc_Ratio = 0.7 for RPTD. Tables 4.9 and
4.10 present the AUC and EER scores (respectively) of the proposed methods and of the

baseline method that has ensembles with no de-activations.

As one could observe in Table 4.9, the proposed CITD method performed as good as
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the baseline ensemble in which there are no de-activated AEs. This is despite the reduced

ensemble size and lower number of AEs in CITD.

Looking at the EER scores in Table 4.10, we find that the proposed methods achieved
lowest EER scores for some devices whereas for other devices the ensembles with no de-
activations yielded lower EERs. The mean EER of ensembles with no de-activations (No
DeAcs) was 0.0009 whereas CITD achieved a mean EER of 0.0165. Although the proposed
methods yielded higher EERs on some devices, the performance in terms of AUC scores

was still at par or better than the baseline ensembles with no de-activations.

We compare the performance of the proposed methods against the results of two recently
published works on NBaloT datasets: [187] and [175]. The works of [175, 187] are also
unsupervised learning-based approaches where the malicious traffic samples are detected
as anomalies from the learnt benign traffic patterns. Considering comparisons in terms of
mean False Positive Rates (mFPR) (see Table 4.11), the deep autoencoders-based intrusion
detection of [175] achieved mFPR of 0.007 while the CPTD and CITD methods achieved
mFPR of 0.344 and 0.016 respectively. In addition, [175] tested other methods such as
Isolation Forest (Iso. For.) and Local Outlier Factor (LOF) which also yielded higher
mEFPRs of 0.027 and 0.086 respectively.

Another work based on the NBaloT dataset is of [187] who investigated SVMs and
Isolation Forests trained over a subset of the statistical features provided by the datasets.
The features were selected based on metrics such as entropy, variance and Hopkins statistic.
As shown in Table 4.12, the proposed method CITD outperforms the best models of [187]
for all devices.

4.5 Concluding Remarks

In this chapter, we proposed, evaluated and compared four methods to build efficient and
adaptive ensembles of neural networks-based AEs for intrusion detection in internet of
things such as surveillance cameras. In doing so, the proposed methods orchestrate and
conduct de-activations of constituent AEs in the ensemble. These methods differ in their

approach to select AEs for de-activation (i.e., criteria-based or random) and also differ in
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terms of when the de-activations are performed (i.e., post-training or in-training). In the
criteria-based de-activation approach, the training performance of an ensemble’s AEs are
utilised to adaptively de-activate some of them in-training or post-training. In the random

de-activation approach, the ensemble’s AEs are randomly de-activated post- or in-training.

Through comprehensive experiments on realistic [oT datasets, we showed that the pro-
posed methods enable achieving a less costlier ensemble of AEs (in terms of computation,
training, re-training and inference time costs) at satisfactory levels of detection perfor-
mance (in terms of AUC and EER scores). In massive IoT environments where an IDS
is composed of ensembles of AEs for each device or device-type, our methods provide for
more efficient ensembles which could be scaled up or down adaptively, paving the path to-
wards a scalable and efficient intrusion detection system or service that could be deployed

on-device or on-edge.
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Table 4.6: Performance Comparison of Medium-sized Ensembles learnt through RPTD
and RITD methods)

Attack ARP MitM Fuzzing
Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.86 0.06 0.187 23 0.296  0.024  0.636 23

RPTD (0.5) 0.687 0.107 0.387 12 0.356  0.024  0.599 12
RITD (0.1) 0.837 0.013 0.198 12 0.499  0.024  0.503 12

Attack Mirai OS Scan
Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.943 0.878 0.105 23 1 1 0 23
RPTD (0.5) 0.944 0.878 0.104 12 0.999 1 0 12
RITD (0.1) 0.940 0.878 0.109 12 1 1 0 12
Attack SSDP Flooding SSL Renegotiation

Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.999 0.999 0.001 23 0.98 0.167  0.067 23
RPTD (0.5) 0.999 0.999 0.001 12 0972  0.092  0.094 12
RITD (0.1) 0.999 0.999 0.001 12 0979  0.091  0.054 12

Attack SYN DoS Video Inj.

Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.976 0 0.062 23 0.890 0.009 0.179 23
RPTD (0.5) 0.522 0 0.464 12 0.888  0.073  0.166 12
RITD (0.1) 0.861 0 0.158 12 0.718 T7.81E-05 0.358 12

Attack Wiretap

Method / Metric AUC TPR EER #AEs
No De-Ac 0.989 0.801 0.045 23
RPTD (0.5)  0.985 0.041 0.048 12
RITD (0.1) 0.827 0.367 0.314 12

126



Table 4.7: Performance Comparison of Small-sized Ensembles learnt through RPTD and
RITD methods

Attack ARP MitM Fuzzing
Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.86 0.06 0.187 23 0.296 0.024  0.636 23
RPTD (0.5) 0.589 0.032 0.435 3 0.419 0.019  0.555 3
RITD (0.1) 0.601 0.031 0.432 3 0.529 0.024  0.511 3
Attack Mirai OS Scan
Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.943 0.878 0.105 23 1 1 0 23
RPTD (0.5) 0.942 0.878 0.107 3 0.999 1 9.00E-05 3
RITD (0.1) 0.252 0.001 0.791 3 0.999 0.994  0.005 3
Attack SSDP Flooding SSL Renegotiation

Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.999 0.999 0.001 23 098 0.167  0.067 23

RPTD (0.5) 0.999 0.997 0.003 3 0.901 0.092  0.150 3
RITD (0.1) 0.999 0.919 0.002 3 0.510 0.010  0.544 3
Attack SYN DoS Video Inj.
Method / Metric AUC TPR EER #AEs AUC TPR EER #AEs
No De-Ac 0.976 0 0.062 23 0.89 0.009  0.179 23
RPTD (0.5) 0.363 0 0.603 3 0.780 0.320  0.300 3
RITD (0.1) 0.398 0 0.570 3 0.556 0.041  0.468
Attack Wiretap
Method / Metric AUC TPR EER #AEs
No De-Ac 0.989 0.801 0.045 23

RPTD (0.5) 0.741 0.061 0.329 3

RITD (0.1) 0.716 0.390 0.363 3
DeAc_Ratio in the brackets, for RITD, applies per round; TPR is at FPR= 0.001
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Table 4.8: Performance Comparison (AUC Scores) of CDA, RDA and Other Methods on
Kitsune Datasets

Method \ Attacks ARP MitM Fuzzing Mirai

No DeAcs 0.860 0.296 0.943

CPTD 0.880 0.342 0.945

CITD 0.890 0.336 0.947

RPTD 0.604 0.398 0.944

RITD 0.601 0.523 0.944

Kitsune (m=10) [180] 0.584 0.999 0.999

Isolation Forest (in [180]) 0.598 0.958 0.526

GMM (in [180]) 0.767 0.999 0.999
Method \ Attacks OSScan SSDPFlood SSLRen

No DeAcs 1.0 0.999 0.980

CPTD 0.999 0.999 0.967

CITD 0.999 0.999 0.956

RPTD 0.999 0.999 0.901

RITD 1.0 0.999 0.987

Kitsune (m=10) [180] 0.948 0.999 0.974

Isolation Forest (in [180]) 0.907 0.948 0.872

GMM (in [180]) 0.949 0.999 0.965
Method \ Attacks SYNDoS Video Inj. Wiretap

No DeAcs 0.976 0.890 0.989

CPTD 0.896 0.878 0.985

CITD 0.520 0.611 0.842

RPTD 0.552 0.884 0.948

RITD 0.729 0.681 0.926

Kitsune (m=10) [180] 0.950 0.854 0.882

Isolation Forest (in [180]) 0.587 0.517 0.574

GMM (in [180]) 0.834 0.873 0.879

The values in bold and italics are the highest and second highest scores respectively
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Table 4.9: Performance Evaluation (AUC Scores) of CDA, RDA and No De-activations on
NBaloT Datasets

Dataset No DeAcs CPTD CITD RPTD RITD

Dev 1 0.998 0.999 0.999 0.999 0.984
Dev 2 0.999 0.566 0.999 0.612 0.999
Dev 3 0.999 0.367 0.981 0.398  0.999
Dev 4 0.999 0.898 0.999 0.614  0.999
Dev 5 0.999 0.766  0.999  0.612 0.871
Dev 6 0.999 0.701  0.999 0.684 0.993
Dev 7 0.999 0.505 0.999 0.796  0.999
Dev 8 0.999 0.951  0.999  0.746 0.915
Dev 9 0.999 0.977 0.999  0.977  0.999

MeanAUC 0.999 0.748  0.997  0.715 0.973
The values in bold and italics are the highest and second highest scores respectively

Table 4.10: Performance Evaluation (EER Scores) of CDA, RDA and No De-activations
on NBaloT Datasets

Dataset No DeAcs CPTD CITD RPTD RITD

Devl 0.0027 0.0019 0.0034 0.0019  0.0202
Dev2 0.0003 0.4903 0 0.4923 0

Dev3 0.0012 0.6024 0.1134  0.633  0.0009
Dev4 0.0004 0.3335 0.0004 0.4429 0.0004
Devb 0.0004 0.4867 0.0029 0.5397  0.1186
Dev6 0.0004 0.5229  0.0031 0.5309  0.0233
DevT7 0.0011 0.6719  0.0018 0.1567 0.0006
Dev8 0.0012 0.0513  0.0029 0.4891  0.0905
Dev9 0.0005 0.0236  0.0204 0.0236  0.0195

MeanEER 0.0009 0.3538 0.0165 0.3678  0.0304

The values in bold and italics are the highest and second highest scores respectively
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Table 4.11: Mean False Positive Rates of CPTD, CITD with those reported by [175] on
NBaloT Datasets

Metric CPTD CITD NBaloT [175] Isolation Forest LOF
Mean FPR (%) 0.344  0.016 0.007

0.027 0.086

Table 4.12: Precision scores (malicious class) Comparison of CITD and results reported
by [187] on NBaloT Datasets

Dataset Devl Dev2 Dev3 Dev4d Dev5)
No DeAcs 0.999

1.0 0.999 1.0 1.0
CITD 0.999 1.0 0.993 1.0 0.999
[187] 0.995  0.998 N/A 0.947  0.991
Dataset Dev 6 Dev7 Dev 8 Dev 9
No DeAcs 1.0 0.999 1.0 1.0
CITD 0.999 0.999 0.999  0.999

[187] 0.986 N/A 0.994  0.997
The values in bold and italics are the highest and second highest scores respectively

130



Chapter 5

A Lightweight Defense Method against
Adversarial Patches-based Attacks on
Automated Vehicle Make and Model

Recognition Systems

In smart cities, connected and automated surveillance systems play an essential role in
ensuring safety and security of life, property, critical infrastructures and cyber-physical
systems. The recent trend of such surveillance systems has been to embrace the use
of advanced deep learning models such as convolutional neural networks for the task of
detection, monitoring or tracking. In this chapter, we focus on the security of an au-
tomated surveillance system that is responsible for vehicle make and model recognition
(VMMR). We introduce an adversarial attack against such VMMR systems through ad-
versarially learnt patches. We demonstrate the effectiveness of the developed adversarial
patches against VMMR through experimental evaluations on a real-world vehicle surveil-
lance dataset. The developed adversarial patches achieve reductions of up to 48% in VMMR
recall scores. In addition, we propose a lightweight defense method called STHFR (stands
for Symmetric Image-Half Flip and Replace) to eliminate the effect of adversarial patches
on VMMR performance. Through experimental evaluations, we investigate the robustness
of the proposed defense method under varying patch placement strategies and patch sizes.
The proposed defense method adds a minimal overhead of less than 2ms per image (on

average) and succeeds in enhancing VMMR performance by up to 69.28%. It is hoped that
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this work shall guide future studies in developing smart city VMMR surveillance systems

that are robust to adversarial learning-based cyber-physical attacks.

5.1 Introduction

The surveillance systems such as automated Vehicle Make and Model Recognition (VMMR)
systems are essential components in smart cities and intelligent transportation systems to
aid in ensuring safety and security of life, property, critical infrastructures and in security
management of cyber-physical systems. The state-of-the-art VMMR systems are based on
advanced deep learning models such as convolutional neural networks (CNNs). These are
highly vulnerable to a new kind of cyber-physical attack that leverages adversarial machine
learning. Recent studies have shown that the CNNs could be tricked or fooled to evade de-
tection or cause mis-classification [1,116,141,254]. One of the ways in which this is achieved
involves crafting or modifying the inputs through adversarially learnt patterns printed or
patched on the objects, presenting a unique kind of cyber-physical attack. For example,
the work of [240] developed adversarial posters and stickers to cause object detectors to not
detect stop signs which is a potentially lethal attack against connected and autonomous
vehicles. As another example, CNNs trained to detect and recognize persons were not able

to detect them due to the placement of adversarial patches on those persons [254].

To the best of our knowledge, no prior studies have investigated the adversarial robust-
ness of CNNs-based VMMR systems against such attacks. In this chapter, we study adver-
sarial patches-based attacks specifically targeted against VMMR systems (see Figure 5.1),
a problem that has not been addressed in the literature to the best of our knowledge.
Moreover, we propose a lightweight defense to mitigate the effect of adversarial patches,
leveraging symmetry in vehicles’ frontal (or rear) faces. The proposed defense method
does not require additional hardware. It can be deployed practically as a complementary
component working in tandem with, or incorporated into, an automated VMMR software.
Possible adopters of this technology may include smart cities (for automated surveillance),

security agencies and traffic analysts.

In areas where security is an important concern, automated VMMR systems find their

applications in recognizing the makes and models of vehicles from the images captured

132



by surveillance cameras [68,92]. Examples of such areas include parking lots of airports,
malls, checkpoints, critical facilities, etc. Moreover, automated VMMR systems serve as
efficient and fast solutions to hunt suspects or targets, e.g., in aiding police to search for a
vehicle of certain make and model. Malicious entities could leverage adversarial patches to
attack and circumvent VMMR systems to gain unauthorized access or avoid being found.
There could be two broad types of possible attacks: (i) impersonation and (ii) dodging.
In the former, an adversary’s goal is to impersonate a particular vehicle make and model
by tricking the VMMR system. In the latter, an adversary’s goal is to evade correct
recognition of its make and/or model by tricking the VMMR system to recognize it as any

other make and/or model.

The specific research questions that motivate this study include: (i) How feasible is
it to launch adversarial attacks against CNN-based VMMR systems, (ii) How successful
could adversarial attacks be in tricking a VMMR system to mis-classify vehicles (in terms
of impact on precision and recall scores), and (iii) Could we develop a lightweight defense
method, without requiring to modify or re-train the CNN model, to eliminate or reduce the
influence of adversarial patches? Based on these, the main contributions this chapter makes
are as follows: (i) study the learning of adversarial patches to fool CNN-based VMMR
systems, (ii) investigate the impact of adversarial attacks based on these learnt patches in
reducing precision and recall scores of a CNN-based VMMR system, (iii) design, develop
and evaluate a lightweight defense method to improve VMMR system’s performance under
adversarial patches-based attacks, (iv) investigate the robustness of the proposed defense
method under varying patch placement strategies, and (v) demonstrate how the proposed

defense method outperforms a state-of-the-art defense method.

5.2 Adversarial Patches-based Attacks against VMIMR
Systems
In this section, we introduce adversarial patches that could be printed and placed on or

around vehicles to fool the VMMR surveillance systems. We describe in detail the process

of learning these adversarial patches. Unlike the prior works such as [230,240,254], our work
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Predicted Class

Input Image

Honda Odyssey

CNN-based VMMR
System

Toyota Sienna

Trained Adversarial Patch

Figure 5.1: Ilustration of a cyber-physical attack in action: using an adversarial patch
placed on a vehicle to fool a VMMR, surveillance system that is based on deep learning
models such as CNNs. In this paper, we show how such adversarial patches could trick
the VMMR system to mis-classify vehicles to wrong classes in order to evade detection or
impersonate as another vehicle. In addition, we propose a lightweight defense method to

mitigate such attacks.
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is the first, to the best of our knowledge, that targets VMMR systems. Unlike stop signs
or persons, vehicles not only differ in appearance (multiplicity) but have many similarities
as well (inter-class and intra-class ambiguity). In brief, we learn adversarial patches which

when placed on or around a vehicle lowers the VMMR classification accuracy.

The adversarial patches-based attacks against VMMR systems could be launched by
physically placing the printed patches on the vehicles or by digitally placing the patches on
the captured images. The digital placement of patches could be achieved by compromising
the surveillance camera network, e.g., through video injection attacks or man-in-the-middle
type of attacks. Many works have studied the problem of network intrusions in IoT and
camera networks (e.g., [7,29,70, 78,103, 146, 155, 158,163,224, 233,252,253]). The focus of
this chapter is on defending against attacks launched by placing the adversarial patches
on the vehicles regardless of whether it is done physically or digitally. Nonetheless, in
training the adversarial patches, the patch transformation and update module (as described
in Sections 5.2.2 and 5.2.1 respectively) factors into account real-world considerations of

physical patch placement and appearance.

In what follows, we describe the method to train and learn such adversarial patches.
The overview of the process to learn the adversarial patches in shown in Figure 5.2. The
main modules are: Patch Generation & Update, Patch Transformation & Placement, Model
Execution, Loss Calculation € Backpropagation, as described further below. Table 5.1

describes the main notations used in the chapter.

5.2.1 Patch Generation and Update

The adversarial patch learning process starts with a generated patch that gets updated
through the learning process. The initial patch may either be generated with random values
or an adversarial patch trained against another object detector (e.g., person detector) could
be used. The patch produced by the former approach is termed as a random initial patch,
whereas the patch used in the latter approach is referred to as a pre-trained initial patch.
Regardless of the approach to generate the initial patch, the patch undergoes updates
through the training process, updating its values based on the back-propagated gradients
(that are described in Section 5.2.4).
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Figure 5.2: Overview of the adversarial patch learning process targeting a CNN-based
VMMR System
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Table 5.1: Table of Notations

Symbol Description
The highest confidence score in a list of outputs from the
Lcc .
model execution module
Lpnp Non-printability loss of a learnt patch
Lpg Patch smoothness loss
L The overall loss function (Equation 5.3)
L Refers to a pixel at the coordinate (i, 7) of image I
I;, and Ig The left and right halves of an image I, respectively
The total variation [170], given an image I, as expressed in
TV (I) .
Equation 5.4
~TL Patch placed at the top-left of images in training
“RL’ Patch placed at random locations on images in training
‘(TL)’ Patch placed at the top-left of images in testing
‘(RL)’ Patch placed at random locations on images in testing

137



5.2.2 Patch Transformation and Placement

The initial and updated patches are transformed and placed on input images in this module.
The transformations include scaling, rotation, brightness/contrast adjustments, and noise
addition. These transformations have to be such that it is possible to perform gradient
computations during backpropagation to update the patch values [254]. The transformed
patches are then placed on the input images at specified or random locations in the image.
We study and evaluate, in Section 5.5.1, both patch placement approaches (specified or

random) and their effectiveness in reducing the VMMR performance.

The patch transformations help in learning adversarial patches that are robust to in-
evitable factors experienced in real-world applications. An example real-world application
is a camera-based VMMR system that captures the images of incoming or exiting vehicles

and the adversarial patches may be placed on or around these vehicles.

To elaborate, when a printed adversarial patch is placed on the vehicle, its appearance
to the camera may change due to changing conditions such as lighting. Since the vehicles
may be at different viewing angles to the camera, the viewing angles of the patches may
vary as well. In addition, since vehicles in captured images vary in size, the relative size of
patches and vehicles varies. Moreover, there may be noise or blur introduced by the camera
capturing the input images [254]. Also, an adversary may place the patches at different
locations on or around the vehicle. Hence, the patch transformation and placement module
incorporates the influences of such factors in the patch training process, thereby achieving

robustness to these factors.

5.2.3 Model Execution

In this module, a deep learning model (CNN) such as ResNet50 [135] that has been trained
to achieve high classifications rates for VMMR is used. The patched images from Patch
Transformations and Placement module are fed into the Module Execution module (as
depicted in Figure 5.2). It is worth mentioning that any deep learning model that produces
a list of confidence scores could be utilized in place of ResNet50. We choose ResNet50
for VMMR due to its demonstrated success in achieving high accuracy levels for image

classification [135].
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Each patched image makes a forward pass through the model, producing a list of
confidence scores for each of the classes in the considered dataset. The class winning
the highest confidence score that is above a certain acceptable threshold is regarded as the
predicted class of the vehicle in the input image. It is worth noting that an attacker doesn’t
need to know the internal details or architecture of the CNN or other network performing
the VMMR. The adversarial patches are trained based on the confidence scores output by
the VMMR model.

5.2.4 Loss Calculation and Backpropagation

The loss calculation module determines the values for the loss functions described below,
using the ground truth data of input images and the outputs from the model execution
module. In this work, we adopt the following loss functions, inspired by the approach
of [254]: (i) Class Confidence Loss (Lc¢), (i) Non-Printability Loss (Lpyp), and (iii)

Patch Smoothness Loss (Lpg). The three loss functions are described below.

e Loo: The highest confidence score in a list of outputs from the model execution
module. The goal is to minimize the confidence score corresponding to the ground
truth class to achieve the objective of the adversarial patch, i.e., to miss-classify the

given vehicle’s image as any other vehicle class.

e Lpyp: The non-printability loss measures how far the adversarial patch’s pixel color

values are from the given set of commonly printable colors [230]. It is formulated as:

Lpnp = Z mln Ipi; — ¢ (5.1)

Pij €

Here, c refers to a color from the set of commonly printable colors given by C' whereas

pij refers to a pixel at (7, j)-th coordinate in the adversarial patch P.

e Lpg: The patch smoothness loss measures the total variation [170] of the patch.
Lower the total variation, higher would be the patch smoothness and vice-versa.
The goal in this work is to learn adversarial patches that are smoother, following the

approach of [230,2541], so that the patched images resemble closely the natural images
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in terms of smoothly gradually changing colors. Additionally, as noted in [230],
cameras may not be able to properly capture high variations in a patch’s adjacent
pixels due to sampling noise. Hence, patches with low smoothness loss, i.e. high
smoothness, are more effective for real-world applications. The Lpg is formulated as:
Lps = Z (pij — Piv1y)* + (Pij — Pig1)? (5.2)

Pij€
The overall loss function is a weighted aggregate of the above three loss functions, as

given below, where the values of o, $ and v are chosen through empirical evaluations:

L=alcc+ BLpnp +YLPs (5.3)

The loss function is minimized through backpropagation and Adam optimizer [150]. In
doing so, only the patch values are updated while the weights of the deep learning model
(e.g., ResNet50) are frozen.

5.3 Proposed Defense Method: Symmetric Image-Half
Flip and Replace (STHFR)

In this section, we introduce the proposed Symmetric Image-Half Flip and Replace (SIHFR)
method designed and developed to defend against adversarial patches-based attacks on
VMMR surveillance systems. The proposed method is based on certain observations on
the nature of images captured by surveillance cameras in VMMR systems. Specifically,
in this work we consider VMMR systems that capture images of incoming or outgoing
vehicles such that the captured images have one vehicle each. We assume that the images
which are going to be fed to VMMR algorithms have the vehicles at their centers, i.e.,
the vehicles are centrally aligned with respect to the input images. This is a reasonable
assumption since such images are commonly found in VMMR, deployment scenarios such
as checkpoints, entrances or exits of secured areas [92,235]. In fact, the dataset used in
this work was collected from a real-world surveillance camera capturing incoming vehicles,
and contains images of the aforementioned nature. In the current work, we focus on frontal

view images only, however our method is applicable to rear view images as well.
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The STHFR method has been designed to meet the following requirements. First, it
shall not require re-training or fine-tuning of the CNN-based VMMR models. This is
essential because re-training and fine-tuning of CNN-based VMMR models is an expensive
process in terms of computational and time costs. Second, it shall eliminate or reduce the
effect of adversarial patches on the VMMR scores. Third, it shall be lightweight and shall
not add significant overheads in terms of computational or time resources, both in training

and execution phases.

The working principle of the proposed SIHFR method is based on the following ob-
servations. The vehicle images captured in the aforementioned conditions are found to be
symmetric around a vertical central axis, hereby referred to as the central axis, even under
slight variations in viewpoints of the incoming vehicles, as illustrated in Figure 5.3. An
adversary could place the adversarial patch any where on the vehicle such that the patch
appears on the left or right of the central axis of symmetry. It may also be possible that
the patch is placed along the central axis such that it partly appears on both sides of the

axis.

Since the left and right image halves (split by the central axis) are symmetric to each
other, they exhibit similar values of Total Variation (TV) [170], under normal conditions,
i.e., in absence of any adversarial patches. Given an image (or image part) I, the value
of total variation, TV (I), is calculated as per Equation 5.4, where [; ; refers to a pixel at
the coordinate (,7) of I. When an adversarial patch appears on either image half, the
TV value of that half will be different from that of the other image half. We utilize this
difference in TV to identify the image half that is ‘clean’ and the one that is potentially
‘modified” with the adversarial patch. The clean half is selected, horizontally flipped and
then copied onto the other half. In this manner, the method gets rid of the adversarial
patch which was placed on the ‘modified” image half. Figure 5.3 presents a flowchart of the
propose method with a sample clean image (with no adversarial patch) and an attacked

image (with an adversarial patch).

The ‘T'V Calculation and Comparison’ step (Figure 5.3) calculates and compares the
TV values of the left and right image halves I, and Iy, respectively. If the TV values are
similar, no adversarial patches are detected and so the original input image is passed on
to the VMMR system. On the other hand, if the TV values are different, an adversarial
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patch attack is detected. In the ‘Flip and Replace’ step, the image half with a lower TV
value is selected as the clean half which is flipped to replace the attacked half. This is
based on the observation, using training images, that the image half with an adversarial
patch has a higher TV value, despite the fact that the adversarial patch training takes into
account the goal of maximizing patch smoothness (as described in Section 5.2.4) to reduce

the total variation.

I; el

TV(I) =) ([m’ —Lip1)° + (Lij = Lij)? (5.4)

5.4 Experimental Setup

In this section, we present the experimental setup used in training and testing evaluations of
adversarial patches targeted against VMMR systems and of the proposed STHFR defense
method. Beginning with a description of the real-world dataset used in this work and
describing the performance metrics that shall be used in the evaluations, we then present
the training process of three groups of adversarial patches developed and evaluated in this

work.

5.4.1 Dataset

In order to evaluate the effectiveness of adversarial patches against VMMR and of the SI-
HFR defense method, we choose the CompCars Surveillance Dataset [265]. Though there
are other publicly available datasets for VMMR [92], we found [265]’s dataset to be most
representative of the real world scenarios this work aims to target (see Table 2.2). Its
composition is such that it allows one to train a VMMR model that deals with the chal-
lenges mentioned in Section 2.3.3 (e.g., multiplicity and inter- or intra-class ambiguities).
The adversarial patches developed in this work are targeted against such a robust VMMR

system.

The images in CompCars Surveillance Dataset were collected by on-road surveillance

cameras that capture the oncoming vehicles’ frontal views. The images were taken under
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varying lighting conditions. The dataset has 281 classes with a total of 31,149 images
for training and 13,334 images for testing. It also contains make-model classes that have

different versions and appearances over different years.

In real-world applications, a VMMR system could encounter different types of vehicles.
As such, the selected dataset comprises of the following different vehicle types: sedan,
hatchback, fastback, SUV, MPV, minibus, estate, crossover, convertible, hardtop convert-

ible, sports, and pickup [265].

5.4.2 Performance Metrics

The performance of a VMMR system, in terms of how good or bad it is in classifying
different make-model classes, is assessed based on the following metrics: precision, recall,
and F'1 scores, averaged across all classes in the dataset. The effectiveness of an adversarial
patch in fooling the VMMR system could then be assessed by the amount of reduction it
causes in these VMMR scores. The higher the reduction, more effective is the adversarial
patch. Amongst these scores, reduction in recall scores is the most important for a non-
targeted attack [254].

Below, we provide classwise definitions for these metrics, where T'P;, F'P; and FN;
refer to the True Positives, False Positives and False Negatives with respect to a class-i,
respectively. The classwise metrics are averaged to obtain average precision, recall and F'1

scores that represent the overall VMMR, performance.

e Attack Detection Rate: the ratio of correctly detected adversarial patches-based

attacks to the total number of attacked test images.

e Precision: For a class i, its Precision score P; is:

TP

p=__—"" .
‘" TR+ PP, (5:5)
e Recall: For a class i, its Recall score R; is:
TP
M= N, (56)
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e F'1-Score: a harmonic average of Precision and Recall scores

2-FP-R;
F1-Score; = PR (5.7)
Then, a reduction in these metrics (especially the Recall metric) caused by placement
of the proposed adversarial patches on the images is measured in terms of a percentage
decrease that reflects the attack’s success rate. The success of a defense method on the
other hand is assessed based on the attack detection rate and on the improvements in
scores of the attacked VMMR, system.

5.4.3 Training of Adversarial Patches

The adversarial patches are learnt following the procedure described in Section 5.2. In this
work, we study three groups of adversarial patches which differ in the number of epochs
they’re trained for, or in the initial patch configuration, or in the weights used in the loss

function of Equation 5.3.

Group 1

In the first group, we train three patches, setting the weights o = § = v = 1 for the loss
function of Equation 5.3 and starting from a blank gray initial patch. The three patches
P1, P2 and P3 differ in the number of epochs they’re trained for:

e P1: trained for a lower number of epochs (45) and smaller batch size (25).

e P2: trained for a higher number of epochs (200) and a larger batch size (100).

e P3: trained for a higher number of epochs (300) and a large batch size (100).

The patches P2 and P3 are trained under two patch placement settings: (i) TL: the

placement of patches is at a fixed location on input images, i.e., the top-left, and (ii) RL:

the patches are placed at random locations on the input images. In testing, we evaluate
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(b) P2-TL (¢c) P2-RL (d) P3-TL

(e) P3-RL

Figure 5.4: First group of adversarial patches (P1, P2, P3) developed in this work to fool
a ResNet50-based VMMR system
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Figure 5.5: Training of Adversarial Patches P2-RL and P3-RL: Showing the Loe, Lpyp
and Lpg over 300 epochs. P2-RL was extracted from epoch 200 whereas P3-RL was

extracted from epoch 300.
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(a) PAA (b) P4B (c) P4C

Figure 5.6: Second group of adversarial patches (P4 Series) developed in this work to fool
a ResNet50-based VMMR system

placement of patches at fixed (top-left) and random locations. Correspondingly, the suffixes
““TL’ and ‘-RL’ to the patch names shall refer to the placement setting in training while

the suffixes ‘(TL)" and ‘(RL)’ refer to the placement settings used in testing.

The patch P1, two versions of P2, and two versions of P3 are shown in Figure 5.4. In
this work, we choose a patch size of 50 x 50 (before transformations) and input images are
resized to 224 x 224. In Figure 5.5, we show the curves for Loo, Lpyp, and Lpg obtained
during training of P2-RL and P3-RL. While P2-RL was extracted from epoch 200, P3-RL
was extracted from epoch 300. The values of all three loss functions are higher at epoch
200 (P2-RL) than at epoch 300 (P3-RL), hinting that P3-RL could be more effective than
P2-RL in reducing the VMMR scores.

Group 2

The second group of patches we developed are trained with assigning a higher weight to
the class confidence loss Leoe in Equation 5.3 by setting a = 10. A higher weight for Loe
would force the learning process to give more importance to reducing the class confidence
scores of the target VMMR model than the other components of the loss function. We
train three patches in this group, with batch sizes of 256 per epoch and patches placed at
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Figure 5.7: Training of Adversarial Patches P4A/B/C: Showing the Lce, Lpyp and Lpg
over 500 epochs. P4A, P4B and P4C were extracted from epochs 300, 400, and 500,

respectively.
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random locations in training (RL patch placement setting):

e P4A: trained for 300 epochs
e P4B: trained for 400 epochs

e P4(C" trained for 500 epochs.

Figure 5.6 shows the three patches in this group. As one could observe on comparing
them with the first group of patches, the P4 patches are less smoother than P1, P2, P3.
This is due to the fact that the learning process for P4 (A ,B,C) gives lesser importance to
the patch smoothness loss Lpg. Moreover, there is hardly any visual difference between
P4B and P4C, though there are slight changes in the numerical RGB values, hinting that
the success of attacks using P4B and P4C may be similar.

Looking at the training curves of P4s (Figure 5.7), one could observe that values of
three loss terms (Lcoe, Lpyp and Lpg) do not decrease much beyond epoch 400 which
explains the close similarity of P4B and P4C besides hinting that training for more epochs

may not result in any drastically better adversarial patches.

Group 3

In the third group, adversarial patches trained to fool other object detectors are used as
the initial patches in our training process. This can effectively be seen as fine-tuning of
adversarial patches (that were pre-trained to attack another application) in order to learn
adversarial patches to fool VMMR. In this work, we utilize the patches learnt in [254] as
initial patches to learn patches P5A, P5B, and P5C to fool VMMR.

The work of [254] had trained three kinds of adversarial patches, differing in the goal
of the optimization process: (a) a patch that is trained to minimize the confidence score
of class ‘person’ as well as objectness score of the targeted model, (b) a patch that is
trained to minimize only the objectness score and (c¢) a patch that is trained to minimize
only the confidence score of the ‘person’ class. The objectness score is more generic than

class confidence score and refers to the probability that there exists an object of interest
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(regardless of which class it belongs to) in the image at some location. Correspondingly,
the three patches we train in Group 3, from these initial patches, are referred to as P5A,
P5B, and P5C. Figure 5.8 shows the training curves indicating the loss values obtained
during training these patches for 100 epochs. The three resulting patches are shown in
Figure 5.9.

5.5 Results & Discussions

In this section, we conduct experiments to investigate the following: (a) performance
evaluation of the developed adversarial patches in reducing VMMR scores and performance
comparison of these patches, (b) impact of patch placement location on attack effectiveness,
and (c) evaluating the effectiveness and robustness of the proposed SIHFR defense method

and comparing it against a state-of-the-art defense method.

5.5.1 Evaluation of Developed Adversarial Patches

The following subsections present the evaluations of the three groups of adversarial patches

developed in this work.

Evaluating Group 1 Patches (P1, P2, P3)

We evaluate P1 under two settings: (a) TL: P1 placed at a fixed location (top-left) on
the test images, and (b) RL: P1 placed at random locations on the test images. Table 5.2
summarizes the results of evaluating P1 against a ResNetb0-based VMMR. The suffix ‘-
TL’ to the patch name refers to the top-left placement setting in training while the suffixes
‘(TL)" and ‘(RL)’ refer to the top-left and random placement settings, respectively, used

in testing.

Analyzing the results of Table 5.2, we find that, P1, learnt by fixed placement (at
top-left) of training images, achieved the best reduction (though very small) in VMMR

precision, recall and F1 scores when it was placed at top-left in test images as well (see
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the overall loss L over 100 epochs.
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(a) P5A (b) P5B (c) P5C

Figure 5.9: Third group of adversarial patches (P5 Series) developed in this work to fool
a ResNet50-based VMMR system, using the patches learnt by [254] as starting points
followed by fine-tuning on the VMMR dataset

Table 5.2: Evaluation Results of P1

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P1-TL (TL) 0.9780 0.9639 0.9682
P1-TL (RL) 0.9841 0.9762 0.9790
Random-TL (TL) 0.9872 0.9797 0.9827
Random-TL (RL) 0.9865 0.9780 0.9811
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Table 5.3: Evaluation Results of P2-TL

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P2-TL (TL) 0.9772 0.9699 0.9717
P2-TL (RL) 0.9733 0.9662 0.9679
Random-TL (TL) 0.9854 0.9776 0.9805
Random-TL (RL) 0.9861 0.9787 0.9815

P1-TL (TL) in Table 5.2). The learnt P1 when placed at random locations on test images
achieved a very slight reduction in VMMR performance metrics. Moreover, we observe that
learnt patches are more effective than random patches in reducing the VMMR, system’s

classification performance.

To evaluate P2, we train two versions of P2, namely: P2-TL and P2-RL. While P2-TL
is trained through placement at a fixed location (top-left) on training images, P2-RL is
trained through placement at random locations on training images. P2-TL and P2-RL are

evaluated under both placement settings TL and RL on test images.

Table 5.3 presents the results of P2-TL-based attacks against the target VMMR system.
We note that P2-TL achieved a better reduction in VMMR precision, recall and F1 scores
than the random noise patches. When it was placed at random locations (RL placement
setting) in test images, P2-TL achieved slightly better reduction than when placed at the

top-left location on test images (TL placement setting).

Evaluating P2-RL, we observe the following from Table 5.4. The highest decrease in
VMMR performance (precision by 9.72%, recall by 36.15% and F1 score by 29.73%) was
achieved by placing P2 at random locations both during training and testing, i.e., by P2-
RL (RL). When placed at top-left of test images, P2-RL was able to cause only a slight

decrease in the classification scores.

To evaluate P3 as with P2, we train two versions of P3, namely: P3-TL and P3-RL,
each evaluated under both TL and RL settings described previously. As we observe the
results in Table 5.5, we find that P3-TL causes very slight reduction in precision, recall and

F1 scores of VMMR. When placed at random locations on input test images (RL setting),
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Table 5.4: Evaluation Results of P2-RL

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P2-RL (TL) 0.9665 0.9595 0.9595
P2-RL (RL) 0.8915 0.6253 0.6901
Random-RL (TL) 0.9859 0.9780 0.9810
Random-RL (RL) 0.9834 0.9757 0.9786

Table 5.5: Evaluation Results of P3-TL

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P3-TL (TL) 0.9771 0.9706 0.9722
P3-TL (RL) 0.9726 0.9652 0.9668
Random-TL (TL) 0.9849 0.9783 0.9808
Random-TL (RL) 0.9832 0.9750 0.9781

P3-TL (RL) achieved slightly better reduction in these metrics as compared to that by
P3-TL (TL).

Next, we evaluated P3-RL which was trained through placements at random locations
on input images. With P3-RL, we note that the best results were obtained under the RL
placement settings during testing (see Table 5.6). Most notably, the average recall rate
was brought down to 0.6170 from 0.9793, a decrease of around 37.0%.

Evaluating Group 2 Patches (P4A/B/C)

We evaluate P4A, the patch trained for 300 epochs with @ = 10 as weight to the Lo com-
ponent of the loss function of Equation 5.3. Table 5.7 summarizes the results. The most ef-
fective attack with P4A was under the RL patch placement setting during both training and
testing, bringing down the average precision, recall and fl-scores to 0.8836,0.5242,0.5978,
respectively. The P4A-RL (RL) achieved 0.4063 points lower average recall than by the
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Table 5.6: Evaluation Results of P3-RL

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P3-RL (TL) 0.9641 0.9566 0.9563
P3-RL (RL) 0.8974 0.6170 0.6852
Random (TL) 0.9855 0.9779 0.9807
Random (RL) 0.9818 0.9738 0.9769

Table 5.7: Evaluation Results of P4A

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P4A-RL (TL) 0.9498 0.9349 0.9331
P4A-RL (RL) 0.8836 0.5242 0.5978
Random (TL) 0.9860 0.9782 0.9811
Random (RL) 0.9504 0.9305 0.9362

Table 5.8: Evaluation Results of P4B

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P4B-RL (TL) 0.9469 0.9310 0.9282
P4B-RL (RL) 0.8843 0.5064 0.5831
Random (TL) 0.9853 0.9776 0.9805
Random (RL) 0.9514 0.9335 0.9388
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Table 5.9: Evaluation Results of P4C

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P4C-RL (TL) 0.9472 0.9318 0.9289
P4C-RL (RL) 0.8826 0.5053 0.5777
Random (TL) 0.9859 0.9778 0.9809
Random (RL) 0.9523 0.9332 0.9383

random noise patches under the same patch placement settings (RL) and 0.4551 points

lower average recall than the case with no adversarial patches-based attacks.

Next, we evaluate if training P4A for more number of epochs, yielding P4B (at 400
epochs) and P4C (at 500 epochs), could achieve better success in reducing the VMMR
scores. Tables 5.8,5.9 summarize the results. The patch P4B, under RL patch placement
setting in training and testing, reduced the VMMR average recall score to 0.5064, a 0.4729
points reduction from the no attacks case. The average precision and f1 scores were down
by 0.1032 and 0.3990 points, respectively.

The patch P4C was also most effective under the RL patch placement setting in
training and testing phases. The average precision, recall and fl scores were reduced
by 0.1049,0.4740 and 0.4044 points respectively, in comparison to the VMMR scores in

absence of any adversarial patches.

When we compare the performance of P4A, P4B, P4C, we find that P4C achieved
0.0011 and 0.0189 points lower average recall score than P4B and P4A, respectively. The

gains of training P4C for 100 more epochs than P4B were minimal.

With all three versions of P4, we find that the patch placement at top-left of the
input images during testing achieved minimal success in lowering the VMMR scores in
comparison to the success achieved by the patches under random location (RL) patch
placement strategy. While P4A-RL (TL) lowered the average recall by 0.0444 points,
P4B-RL (TL) and P4C-RL (TL) lowered it by 0.0483 and 0.0475 points respectively, when
compared to the scores obtained in absence of any adversarial patches. In contrast, these

patches achieved around 10x more reduction under the random location patch placement
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strategy in testing (denoted by the patch name and suffix ‘(RL)’ in the respective Tables).

Evaluating Group 3 Patches (P5A/B/C)

There are three versions of P5, as described in 5.4.3: P5A, P5B, and P5C. Tables 5.10,5.11,
and 5.12 summarize the evaluations results respectively. The three patches were fine-tuned
(starting from the three patches of [254]) and trained by randomly placing the patches on

training images (i.e., under the RL patch placement setting).

On the testing dataset, the patch P5A achieved a reduction in average recall scores
by 0.0229 points under the TL patch placement strategy and by 0.3786 points under the
RL patch placement strategy, the latter achieving 37.2% more success than the former in

reducing the average recall score.

Looking at the performance of P5B, we find that it reduced the average precision, recall
and f1 scores of VMMR by 0.0751, 0.3031, and 0.2388 points respectively, following the
RL patch placement strategy. The reduction in average recall achieved by P5B-RL (TL),
i.e. with TL patch placement strategy on testing images, was only by 0.0146 points.

The patch P5C achieved best results when placed at random locations on test images,
i.e., following the RL patch placements strategy in testing. It achieved a reduction in
average precision, recall and f1 scores by 0.0796, 0.2660 and 0.2135 points respectively
when compared against the case of no adversarial patches-based attacks. With P5C as
well, following the TL patch placement strategy on testing images yielded minimal success
in reducing the VMMR scores. The average recall score reduction achieved by P5C-RL
(TL) was only by 0.0180 points.

Upon comparing P5A, P5B and P5C based on their best results in Tables 5.10,5.11, and
5.12, we make the following observations. The patch P5A was most successful in reducing
the VMMR scores, followed by P5B and P5C. P5A yielded 38.7% reduction in average
recall scores, whereas P5B and P5C achieved 31% and 27.2% reduction from the average
recall obtained under no adversarial patches-based attacks. This indicates that the patch
of [254] that was trained to minimize class confidence score as well as objectness score serves
as a better initial patch for fine-tuning than their other two patches which minimized either

the class confidence score or the objectness score alone. These three patches were used in
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Table 5.10: Evaluation Results of PHA

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P5A-RL (TL) 0.9655 0.9564 0.9571
P5A-RL (RL) 0.9057 0.6007 0.6770
Random (TL) 0.9863 0.9784 0.9814
Random (RL) 0.9521 0.9324 0.9378

Table 5.11: Evaluation Results of P5B

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P5B-RL (TL) 0.9728 0.9647 0.9662
P5B-RL (RL) 0.9124 0.6762 0.7433
Random (TL) 0.9855 0.9779 0.9807
Random (RL) 0.9537 0.9330 0.9389

the fine-tuning process to obtain patches P5A, P5B and P5C respectively, as described in
Section 5.4.3.

From the above evaluations, we observe the following. First, trained adversarial patches
are more effective than random noise patches in reducing the classification performance
of VMMR. Second, assigning a higher weight to the Lo component of the loss function
of Equation 5.3 results in adversarial patches that are not as smooth as patches learnt
with equally weighted components of the loss function. For example, the patches P4A B,C
are less smoother than patches P1,P2, or P3 (compare Figures 5.4 and 5.6). Third, the
trained adversarial patches are more effective in fooling the VMMR system when placed
at random locations on the test images, i.e. under the RL patch placement strategy, than

when placed at the top-left location on test images.
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Table 5.12: Evaluation Results of P5C

Patch Avg. Precision Avg. Recall Avg, F1 Score
None 0.9875 0.9793 0.9821
P5C-RL (TL) 0.9708 0.9613 0.9627
P5C-RL (RL) 0.9079 0.7133 0.7686
Random (TL) 0.9862 0.9780 0.9811
Random (RL) 0.9440 0.9301 0.9334

5.5.2 Comparison of Developed Adversarial Patches

To compare the effectiveness of the developed patches we choose to look at the reduction
in average recall score of the targeted VMMR system as it most representatively reflects
the success of an adversarial attack [254]. In Table 5.13, we present the reduction in recall
scores achieved by the best settings for each patch, compared against the baseline average

recall of VMMR when no adversarial patches are present.

The higher reduction in recall caused by P3-TL (RL) vs. P2-TL (RL) and P3-RL (RL)
vs. P2-RL (RL) indicates, as expected, that an adversarial patch trained for more number
of epochs is more effective, given the same strategy of placing the patches. Amongst the
patches P1, P2 and P3, the best reduction in recall, of almost 37.0%, is achieved by P3-RL
(RL), indicating that placing the adversarial patches at random locations on images during

training and execution is most effective in fooling the ResNet50-based VMMR system.

Amongst the patches of all three groups, we find that the best results were achieved
by P4C-RL (RL) which reduced the average recall score by 48.40%. On the other hand,
amongst the patches tested with the TL patch placement strategy, P4B-RL (TL) achieved
the best reduction in recall score (by 4.93%).

To answer the question “Whether adversarial patches learnt from fine-tuning of patches
pre-trained for another application are more effective than those learnt from scratch tar-
geting the VMMR application?”, we compare the results of the patches P4 and P5. The
best reduction in VMMR scores achieved by P5 was with P5A-RL (RL), bringing down
the average precision, recall and f1 scores by 8.28%, 38.66% and 31.07% respectively. In
contrast, the best reduction in scores achieved by P4 was by 10.62%, 48.40%, and 41.18%
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Table 5.13: Comparing Effectiveness of the Developed Adversarial Patches

Patch/Setting Avg. Recall Reduction (%)

No Patch 0.9793 -
P1-TL (TL) 0.9639 1.57
P2-TL (RL) 0.9662 1.34
P2-RL (RL) 0.8891 9.21
P3-TL (RL) 0.9652 1.44
P3-RL (RL) 0.6170 37.0
P}JA-RL (TL) 0.9549 4.53
P4A-RL (RL) 0.5242 46.47
P/B-RL (TL) 0.9310 4.93
P4B-RL (RL) 0.5064 48.29
P4C-RL (TL) 0.9318 4.85
P4C-RL (RL) 0.5053 48.40
P5A-RL (TL) 0.9564 2.34
P5A-RL (RL) 0.6007 38.66
P5B-RL (TL) 0.9647 1.49
P5B-RL (RL) 0.6762 30.95
P5C-RL (TL) 0.9613 1.84
P5C-RL (RL) 0.7133 27.16

respectively, with PAC-RL (RL). So, P4 achieved 2.34, 9.74, 10.11 percentage points higher
reduction in the average VMMR precision, recall and f1 scores respectively, in comparison
to that by P5. This indicates that training adversarial patches from scratch could be more
effective against ResNetb0-based VMMR models than fine-tuning patches pre-trained to
attack models trained for other applications such as person detection. In addition, it in-
dicates that a higher weight to the Lo¢ during training (e.g., of P4) yields more effective

adversarial patches.
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Figure 5.10: Demarcating the five regions used in Section 5.5.3 to investigate the impact of
patch placement location on effectiveness of adversarial attacks against the target VMMR

system, using the CompCars dataset [265].
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5.5.3 Impact of Patch Placement Location on Attack Effective-

ness

Based on the results from the previous experiments, we learnt that placing the patches at
random locations on the input images, both during training and testing, yields the most
effective attacks. Next, we investigate which regions of the input image are more effective

than others for the random patch placement.

We study five regions in these experiments, as depicted in Figure 5.10: (i) R1, the top-
right quadrant, (ii) R2, the top-left quadrant of the input image, (iii) R3, the bottom-left
quadrant, (iv) R4, the bottom-right quadrant, and (v) R5, a central region on the input
image focusing on the vehicle’s face. In each region, the patches are randomly placed on
the input images, constrained by the region boundaries. For example, patches to be placed
in R1 cannot be placed on any location in the top-left quadrant (R2). In these experiments,

we utilize the P4C-RL patch which achieved the best results in the previous experiments.

Given a patch size of 50 x 50 and input image size of 224 x 224, the patch width (height)
is around 22% of the image width (height). So, the patches in each of the five regions
have their center coordinates (z,y) restricted by certain factors of the input image width
and height, as presented in Table 5.14, to ensure that patches are contained within their
intended quadrants. For example, a patch in R1 could have a minimum (x,y) coordinate
of (0.5+Wp/W;,0.0+ Wp/W;) and a maximum (z,y) coordinate of (1.0 — Wp/W;, 0.5 —
Wp/Wi), where W and H represent width and height, while subscripts I and P refer to
input images and patches respectively. In Figure 5.11, we show some samples of the vehicle
images attacked with adversarial patches placed randomly within each of the regions R1-R5

respectively.

In Table 5.15, we present the evaluation results of placing the adversarial patch in
each of the five regions. The lowest reduction in average recall score for VMMR was
obtained when the patch was placed in R4 while placement of the adversarial patch in R1
yielded the second lowest reduction in average recall score. This indicates that placement
of adversarial patches in R1 and R4 is not the most effective approach of an attack. A
reason for this could be that these regions of a vehicle’s image are not the most informative

or important ones in a CNN trained for VMMR, possibly due to limited discriminatory
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Figure 5.11: Sample vehicle images attacked with adversarial patches placed randomly

within regions R1-R5 respectively (images from CompCars dataset [265]).
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Table 5.14: Restrictions on Adversarial Patch Coordinates in the Five Regions

Region Min. zx Min. y Max. x Max. y
R1 054+ Wp/W; 00+ Wp/W; 1.0—-Wp/W; 0.5—Wp/W;
R2 0.0+ Wp/W; 0.0+Wp/W; 0.5—Wp/W; 0.5—Wp/W;
R3 0.0+ Wp/W; 05+Wp/W; 05—-Wp/W; 1—-Wp/W;
R4 0.5+ Wp/W; 05+Wp/W; 1.0—-Wp/W; 1.0—-Wp/W;
R5 02+ Wp/W; 02+ Wp/W; 0.8—-Wp/W; 0.8—Wp/W;

Table 5.15: Evaluating the Impact of Patch Placement Location on P4C’s Attack Effec-

tiveness

Region Avg. Precision Avg. Recall Avg. F1 Score
No Patch 0.9875 0.9793 0.9821

R1 0.9343 0.8567 0.8732

R2 0.9228 0.8331 0.8485

R3 0.9058 0.7971 0.8181

R4 0.9293 0.8887 0.8939

R5 0.8821 0.4871 0.5521

features occurring in R1.

From Table 5.15, we find that the most effective region to place the adversarial patch
P4C was R5, achieving a reduction of 10.67%, 50.26% and 43.78% in the average precision,
recall and f1 scores of the VMMR system. Similarly, the adversarial patch P5A also
performed most effective in region R5, achieving reductions of 8.02%, 33.87% and 27.38%
in the average scores respectively. Although R5 overlaps with R1, R2, R3 and R4, it
tightly encloses a vehicle’s face unlike the other quadrants that include regions away from
the vehicle’s face as well. This could be the reason why patches placed randomly within
R5 had the most impact in reducing VMMR scores.
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Table 5.16: Evaluating the Impact of Patch Placement Location on P5A’s Attack Effec-

tiveness

Region Avg. Precision Avg. Recall Avg. F1 Score

No Patch 0.9875 0.9793 0.9821
R1 0.9603 0.9370 0.9413
R2 0.9510 0.9183 0.9242
R3 0.9383 0.8869 0.8987
R4 0.9457 0.9008 0.9115
R5 0.9083 0.6476 0.7132

5.5.4 Evaluating the Proposed SIHFR Defense Method

We evaluate the effectiveness of the proposed SIHFR defense method against adversarial
patches trained to fool CNN-based VMMR systems. Moreover, we analyse the overhead
incurred by he addition of SIHFR module to the VMMR module. We also compare the
performance of SIHFR with that of a related state-of-the-art defense method in defending
the VMMR system from adversarial patches. In addition, we study the effect of patch size
on the robustness of the proposed STHFR defense method.

Defending against the Adversarial Patches

In this section, we study robustness of the proposed defense method against the developed
adversarial patches. Based on previous experiments (without any defense method in place),
the two best adversarial patches were P4C and P5A. The most effective patch placement
region was found to be R5. We test the proposed defense method’s success in eliminating
or reducing the impact of adversarial patches P4C and P5A on the target VMMR system.
The patches are placed randomly within the R5 region in separate experiments. Table 5.17
shows the average recall scores (at 95% confidence intervals) of the target VMMR system

with and without STHFR in the presence and absence of adversarial patches.

The target VMMR system with STHFR activated experienced a slight decrease in aver-

age recall scores when there were no adversarial patches. This is because the target VMMR
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Table 5.17: Evaluating STHFR against P4C- and P5A-based Attacks

. Avg. Recall Avg. Recall Avg. Improvement
Patch/Region )
(no STHFR) (with STHFR) (%)
No Patch Attack 0.9862 £ 0.01 0.9657 £ 0.01 —-2.1
P4C-R5 0.4941 £ 0.05 0.8365 £ 0.01 69.28
P5A-R5 0.6719 £ 0.04 0.8080 + 0.02 20.25

system which is based on ResNet50 model was not trained using benign images constructed

using the symmetric image halves as in SIHFR, but was trained on un-modified images.

On the other hand, the average recall scores of the target VMMR system improved
with our proposed SIHFR defense method by 69.28% and 20.25% on average, in the case
of P4C- and P5A-based attacks respectively. These results indicate the effectiveness of the
proposed STHFR method in eliminating the influence of adversarial patches on the VMMR

system to a significant extent, though there still remains room for further improvement.

Evaluating STHFR’s Overhead on the target VMMR System

In order to evaluate the overhead added to a CNN-based VMMR system by activating
the proposed SIHFR defense method, we examine the processing time consumed by the

STHFR module in comparison to the processing time of the CNN model itself (without the
SIHFR defense method).

The average processing time (per image), at a 95% confidence interval, taken by the
SIHFR method was 1.65 + 0.22ms whereas that consumed by the ResNet50-based VMMR
model (without STHFR) was around 5.33 +0.08ms. Activating the STHFR module slightly
increased the average VMMR processing time to 6.98 £+ 0.30ms, adding an overhead of
27.33% — 34.62% which amounts to less than 2ms per image (on average). It is also worth
mentioning that STHFR does not require re-training of the CNN-based VMMR model and
can work as a connected complementary module, potentially serving as a lightweight trigger

to launch more advanced or sophisticated defenses.
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Comparative Study

This thesis focuses on developing a lightweight defense method that pre-processes input
images to eliminate or reduce the influence of adversarial patches. In doing so, two main
design goals that need to be satisfied are: (i) the defense method should not require re-
training or modifications of the CNN-based VMMR, model, and (ii) the processing time
required by the defense method, per image, should be minimal. From the few defense
methods that have been proposed in the literature to mitigate the effect of adversarial
patches through input image pre-processing, the recent work of [1] is closest in spirit to

our work.

The major factor we examine when comparing SITHFR with [1]’s Ally-Patches is the
average processing time consumed by the methods per input image. Using a common com-
puting platform, without any hardware accelerators such as GPUs, we run both methods
on test images attacked with adversarial patches. While the STHFR method designed and
developed in this thesis consumed on average, 2.604+0.13ms (at a 95% confidence interval),
the Ally-Patches method required 922.26 + 32.78ms on average. The slow performance of
Ally-Patches is due to the sliding window-based approach to extract candidate ally patches
followed by a procedure to filter out some patches which is based on overlap criteria or

mutual information [221] constraints.

It is worth mentioning that the method proposed in [I] requires the CNN-based de-
tection models to be trained to detect or classify objects based on incomplete and partial
views (patches) of objects of interest. This requirement puts an additional limitation for
CNN-based VMMR models due to the multiplicity and ambiguity challenges described in
Section 2.3.3.

Effect of Patch Size on Defense Robustness

In these set of experiments, we investigate the robustness of STHFR defense method against
adversarial patches placed at five different scales with the R5 region on the image. The
five scales for the patches used in these experiments are: 25 x 25, 40 x 40, 50 x 50, 60 x 60,
and 70 x 70. We choose to conduct the evaluations with the two best patches developed:
P4C and PHA.
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Figure 5.12: Effect of patch size on STHFR’s robustness, measured in terms of improvements

in VMMR performance: (a) Average Precision, (b) Average Recall, and (c) Average F1
scores. The attacks were launched using P4C and P5A. Higher the score, in comparison
to the case with no SIHFR defense, the higher is SIHFR’s robustness.
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Figure 5.13: Comparing SIHFR’s attack detection rate at different sizes of adversarial
patches P4C and P5A.

In Figure 5.12, we provide the results in terms of average precision, recall and F1 scores,
with and without the SIHFR defense method against attacks launched using different sizes
of P4C and P5A. As one may observe, with adversarial patches of sizes above 40 x 40,
SIHFR improves the performance scores of VMMR. This demonstrates the effectiveness
of SIHFR in improving the robustness of the CNN-based VMMR model. Moreover, we
find that the SIHFR method is highly robust against adversarial patches of sizes as low as
50 x 50 and as large as 70 x 70, given input images of sizes 224 x 224.

With small adversarial patches, e.g. of size 25 x 25, though their impact on VMMR
performance is limited, the benefits of activating SIHFR defense method are not that
evident. However, looking at the attack detection rates of STHFR (in Figure 5.13), we note
that STHFR still succeeded in detecting around 72% of attacks launched using P4C and
around 68% of attacks launched using P5A, at a patch size of 25 x 25.
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5.6 Concluding Remarks

In this chapter, we studied and introduced adversarial patches that could be placed on vehi-
cles to fool or circumvent automated vehicle surveillance systems such as VMMR. Through
experimental evaluations on a real-world surveillance nature dataset of vehicles, we demon-
strate the effectiveness of the developed adversarial patches in reducing the classification
performance of a robust VMMR system that is based on a popular convolutional neural
network model known as ResNet50. A reduction of upto 48% in recall score was achieved
by the developed patches. In addition, we evaluated two patch placement strategies: fixed
(at top-left) vs. random, and found that adversarial patches placed at random locations
in the image during training and execution are more effective. Moreover, we designed and
developed a lightweight defense method called SIHFR to eliminate the effect of adversarial
patches-based attacks on VMMR, systems by making use of symmetry in vehicle images.
The proposed defense method succeeded in defending against 83.40% to 92.15% of the
attacks (with patches of size 50 x 50), leading to an improvement in VMMR performance
by up to 69.28%.

To the best of our knowledge, this is the first work that investigates the problem of
adversarial learning against VMMR systems and proposes a lightweight defense method
for the same. It is hoped that this work shall pave the path forward for more studies in
developing VMMR, systems that are highly robust to adversarial learning-based attacks,
in a quest to achieve more secure and adversarially robust smart city surveillance systems.
In future, we plan to develop a defense method against multi-adversarial patches-based
attacks that target VMMR systems.
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Chapter 6

Conclusion and Future Work

We present the conclusion and summary of this thesis in Section 6.1, followed by outlining

interesting directions of future research in Section 6.2.

6.1 Thesis Summary

The work in this thesis proposed and investigated solutions to enhance the security of
internet of things, especially the connected surveillance systems, against known and un-
known network intrusion attacks (at the cyber network-level) and adversarial patches-based

attacks (at the physical world-level).

In order to detect known network intrusions, at the cyber network-level, through a
supervised learning-based methodology, this thesis designed and developed TempoCode,
a temporal codebook-based encoding of flow features, as a novel feature transformation
of network flow features based on capturing the key patterns of benign traffic in a learnt
temporal codebook. Using the codebook, distances of (benign and malicious) traffic flows
from those key patterns are measured and recorded as the transformed features to train
an ensemble of SVM classifiers. The experimental evaluations on recent realistic datasets
(CICIDS2017 and NBaloT) proved the effectiveness of TempoCode representations in de-
tecting intrusions of various types and for different devices used in the datasets, obtaining

high precision scores, low false positive rates, and low detection times on average.
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To address the problem of detecting unknown network intrusion attacks, this thesis
designed an unsupervised learning-based methodology leveraging neural networks-based
autoencoders (AEs). Specifically, this thesis developed, evaluated and compared four
methods to build efficient and adaptive ensembles of AEs for intrusion detection in in-
ternet of things, focusing on connected surveillance cameras. In doing so, the proposed
methods orchestrate and conduct de-activations of constituent AEs in the ensemble. These
methods differ in how the candidate AEs are selected for de-activation: Criteria-based
De-Activation (CDA) and Random De-Activation (RDA). Moreover, the proposed meth-
ods differ in when the de-activations are performed: In-Training De-activation (ITD) and
Post-Training De-activation (PTD). Through comprehensive experiments on realistic [oT
datasets, we showed that the proposed methods enable achieving a less costly ensemble of
AEs (in terms of computation, training, re-training and inference time costs) at satisfac-
tory levels of detection performance (in terms of AUC and EER scores). In massive loT
environments where an IDS is composed of ensembles of AEs for each device or device-type,
the methods developed in this thesis provide for more efficient ensembles which could be
scaled up or down adaptively, paving the path towards a scalable and efficient intrusion

detection system or service that could be deployed on-device or on-edge.

Addressing the security issues at physical-world level, this thesis first developed, studied
and examined adversarial patches that could be placed on vehicles to fool or circumvent
automated vehicle surveillance systems such as VMMR. Through experimental evaluations
on a real-world surveillance nature dataset of vehicles, this thesis demonstrated the effec-
tiveness of the developed adversarial patches in reducing the classification performance of
a robust VMMR system that is based on a popular convolutional neural network model
known as ResNet50. A reduction of upto 48% in recall score was achieved by the proposed
patches. In addition, this thesis investigated two patch placement strategies: fixed (at
top-left) vs. random, and found that adversarial patches placed at random locations in the
image during training and execution were more effective. Moreover, this thesis designed
and developed a lightweight defense method, termed as SIHFR, to eliminate the effect of
adversarial patches-based attacks on VMMR systems by making use of symmetry in vehicle
images. The proposed defense method succeeded in defending against 83.40% to 92.15% of
the attacks, leading to an improvement in VMMR performance by 22.31% to 68.24%. To
the best of our knowledge at the time of this thesis, this is the first work that investigated
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the problem of adversarial learning against VMMR systems and proposed a lightweight
defense method for the same. It is strongly believed that this work shall guide and pave
the path forward for further studies in developing VMMR, systems that are highly robust

to adversarial learning-based attacks.

6.2 Future Research Directions

In this section, we briefly discuss some additional issues and challenges of interest asso-
ciated with securing the evolving connected and automated surveillance systems, against
network intrusions and adversarial patches-based physical world attacks. Although con-
siderable efforts have been made in the field of cybersecurity, achieving fully robust, secure
and resilient heterogeneous IoT environments such as those involving connected and auto-
mated surveillance systems is an ongoing pursuit. The following aspects are planned to be

investigated as future work:

e Real Large-scale Datasets: In order to foster research in developing IDSs for het-
erogeneous [oT, efforts are needed to build publicly available large-scale datasets
using real devices and realistic scenarios. Currently, most works use simulations or

small-scale datasets.

e Interpretability: Further studies are needed to derive insights on the reasoning behind
a method’s good detection performance for some attacks and not for some other

attacks, potentially through machine learning interpretability studies [183].

e Heterogeneous Internet of Cameras and Things: In addition, further work is planned
to investigate enhancing the performance of this thesis’ proposed methods on het-
erogeneous cameras and other loT devices, in terms of computation, storage and
inference-time costs. With the diversity of attacks and devices, while some features
may be important to identify certain kinds of malicious anomalies, some features
may not be. It remains a challenge to adaptively assess feature importance to enable

dynamic feature selection in live IDSs.
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e Adversarial Machine Learning-based Attacks: An issue with neural networks-based
solutions is the vulnerability to adversarial machine learning attacks [142, 148] that
could learn to fool or evade the IDS. Hence, an important future work in plan is to

design and develop adversarially robust IDSs and services.

e Multi-Adversarial Patches-based Attacks: The focus of this thesis was on attacks
launched against CNN-based VMMR systems using single adversarial patches only.
Further investigations are intended to assess the potential impact of multiple adver-
sarial patches per vehicle image on VMMR performance. In light of this, it is planned
to design and develop more sophisticated defense methods to detect and mitigate the

effect of multiple adversarial patches-based attacks.

While different methods have been proposed to detect anomalous malicious traffic,
raising the bar for successful intrusions attacks, achieving a fully robust IDS that is always
accurate with zero false alarm rates and incurs minimal overhead, is still an ongoing pursuit.
In the context of VMMR surveillance systems, there are other kinds of adversarial attacks
that could be performed to circumvent detection or tracking. For example, adversaries
could customize vehicles in different ways, e.g., adding accessories such as spoilers, neon
lights or other fixtures that do not usually appear on vehicles of that make and model,
effectively modifying the original appearance. Designing vision-based surveillance systems
that are robust to such cases needs further attention.
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