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Abstract

The pervasive availability of streaming data from various sources is driving todays’
enterprises to acquire low-latency big data streaming applications (BDSAs) for extracting
useful information. In parallel, recent advances in technology have made it easier to collect,
process and store these data streams in the cloud. For most enterprises, gaining insights
from big data is immensely important for maintaining competitive advantage. However,
majority of enterprises have difficulty managing the multitude of BDSAs and the complex
issues cloud technologies present, giving rise to the incorporation of cloud service brokers
(CSBs). Generally, the main objective of the CSB is to maintain the heterogeneous quality
of service (QoS) of BDSAs while minimizing costs. To achieve this goal, the cloud, al-
though with many desirable features, exhibits major challenges — resource prediction and
resource allocation — for CSBs. First, most stream processing systems allocate a fixed
amount of resources at runtime, which can lead to under- or over-provisioning as BDSA
demands vary over time. Thus, obtaining optimal trade-off between QoS violation and
cost requires accurate demand prediction methodology to prevent waste, degradation or
shutdown of processing. Second, coordinating resource allocation and pricing decisions for
self-interested BDSAs to achieve fairness and efficiency can be complex. This complexity

is exacerbated with the recent introduction of containers.

This dissertation addresses the cloud resource elasticity management issues for CSBs
as follows: First, we provide two contributions to the resource prediction challenge; we
propose a novel layered multi-dimensional hidden Markov model (LMD-HMM) framework
for managing time-bounded BDSAs and a layered multi-dimensional hidden semi-Markov
model (LMD-HSMM) to address unbounded BDSAs. Second, we present a container
resource allocation mechanism (CRAM) for optimal workload distribution to meet the
real-time demands of competing containerized BDSAs. We formulate the problem as an
n-player non-cooperative game among a set of heterogeneous containerized BDSAs. Fi-
nally, we incorporate a dynamic incentive-compatible pricing scheme that coordinates the
decisions of self-interested BDSAs to maximize the CSB’s surplus. Experimental results

demonstrate the effectiveness of our approaches.

i



Acknowledgements

This dissertation would not have been possible without the invaluable support of many

great personalities instrumental in shaping my PhD program.

First and foremost, I will like to express my hearty appreciation and gratitude to my
Supervisor, Dr. Nancy Samaan, for her unwavering support and encouragement throughout
the course of my study. Her extensive knowledge, unsurpassed expertise, forbearance and
understanding made it possible for me to work on a topic that was of great interest to
me. I also want to express my deepest thanks to her for believing in my ability and
constantly motivating me to work harder. Mere writing is not enough to express the
wealth of support and guidance I received from her on an academic and a personal level.
My gratitude also goes to my thesis advisory committee members, Prof. Raheemi Bijan
and Prof. Herna Viktor, for their invaluable and constructive comments, which helped to

improve my dissertation.

Special thanks to my dear husband and lovely daughters, who served as my inspiration
to pursue my goal that required so much understanding and stability throughout the years.
Their wholehearted support for my decision is part of what kept me going. I thank my
mum for her unequivocal support and prayers for which my mere expression of thanks does
not suffice. To all my siblings for their constant encouragement, I am grateful. I will also
like to express my sincere thanks to my friends and extended family members for being by

my side throughout this journey, urging me on.

Finally, T will like to acknowledge the financial support of University of Ottawa in
the award of an admission scholarship and Ontario Government Scholarship (OGS) that
provided me the necessary financial support for my program. Above all, I thank God for

making all my endeavours come to fruition.

il



v

To my beloved husband and girls.



Table of Contents

Table of Contents

List of Figures

List of Tables

Acronyms

1 Introduction

1.1 Overview . . . . . . . o
1.2 Research Challenges and Motivation . . . . . .. .. .. ... ... ....
1.2.1 Research Challenges . . . . . . .. ... ... ... .. .......
1.2.2 Research Questions . . . . . . . .. ... oL
1.2.3 Motivation . . . . . . . ..o
1.3 Research Scope . . . . . . . .
1.4 Research Methodology . . . . . . . . .. .. .. ... ... ... ... ..
1.4.1 Design Science Research . . . . . . ... ... ... ... .. ....
1.4.2 Research Model . . . . . . . . ... oo
1.5 Summary of Contributions . . . . . . .. .. . ... 0oL
1.5.1 LMD-HMM . . . . ..
1.5.2 LMD-HSMM . . . .. .
1.5.3 CRAM . . . . .
1.5.4 CRAM-P . . . . .
1.5.5 Publications . . . . . . ...
1.6 Thesis Organization . . . . . . . . . . .. ...

viii

ix

xi

xii



2 Background 16

2.1

2.2

2.3

24

2.5

2.6

2.7

Big Data Paradigm . . . . . . . .. .. ... 16
2.1.1 Taxonomy . . . . . ... 18
2.1.2  Lifecycle Stages . . . . . . ... 21
2.1.3  Services . . oL oL 22
2.1.4 Challenges . . . . . . . . 23
Cloud Datacenters . . . . . . . . . .. . .. 24
2.2.1 Hypervisor and Container-based Virtualization. . . . . . . . .. .. 26
2.2.2 Cloud DCs as Host for BigData . . . . . ... ... ... .. .... 29
Big Data Migration over Clouds . . . . . . . . ... .. ... ... ..... 30
2.3.1 Requirements . . . . . . . .. 31
2.3.2 Non-networking Approaches . . . . . . . . ... ... ... ..... 33
2.3.3 Networking Approaches . . . . . . ... ... ... ... ...... 34
2.3.4 State-of-Art Networking Protocols . . . . . . . ... ... ... ... 36
2.3.5 Optimization Objectives . . . . . . . . . .. ... ... ... .... 38
2.3.6  Discussions and Future Opportunities . . . . . . . .. ... ... .. 40
Big Data Stream Processing in the Cloud . . . . . . . . ... .. ... ... 42
2.4.1 Stream Processing Architecture . . . . . . ... ... 43
2.4.2 Stream Processing Applications . . . . . ... ... ... ... 44
2.4.3 Key Stream Processing Technologies . . . . .. .. ... ... ... 46
Cloud Resource Elasticity for BDSAs . . . . . . ... ... ... ... ... 50
2.5.1 Resource Prediction. . . . . . . ... ... oL 53
2.5.2 Resource Allocation . . . . . .. . ... ... 53
2.5.3 Container Elasticity . . . . ... .. ... ... ... ... ... 54
Reference Models . . . . . . . . ... 55
2.6.1 Hidden Markov Models . . . . . . . .. ... ... ... ... ... %)
2.6.2 Game Theory . . . . . . . . . o7
SUMMATY . . . . . o o e 58

vi



3 Proposed Framework 59

3.1 Cloud Ecosystem and Application Scenario . . . . . . . . .. .. ... ... 59
3.2 The Cloud Business Model . . . . . . . .. ... ... . 61
3.3 Framework Layers. . . . . . . . .. .. 63
3.3.1 Application Layer . . . . . . . . ... 64
3.3.2 Resource Management Layer . . . . . . . . ... ... ... .. ... 64
3.3.3 Cloud Layer . . . . . . . ... . 65

3.4 Function of Actors . . . . . . .. 66
3.4.1 Cloud Service Consumers . . . . . . . . .. .. .. ... .. .... 66
3.4.2 Cloud Service Brokers . . . . . . . ... .. ... ... ... 66
3.4.3 Cloud Service Providers . . . . . . ... ... ... ... ...... 67

3.5 Framework Components . . . . . . . . . . ... ... 67
3.5.1 Resource Profiler . . . . .. .. ... ... 67
3.5.2 Resource Momitor . . . . . . . . ... Lo Lo 68
3.5.3 Resource Predictor . . . . . . . ... ... L 69
3.5.4 Resource Allocator . . . . . . . ... ... ... 69

3.6 Resources . . . . . . . . 69
3.7 Summary ... ..o 70
4 Cloud Resource Scaling for Big Data Streaming Applications 71
4.1 Introduction . . . . . . . .. Lo 72
4.2 Related Work . . . . . . .. o 74
4.3 Proposed Prediction Model . . . . . . . . . ... L. 76
4.3.1 The Lower-Layer . . . . . . . .. ... ... .. ... ... .. 7
4.3.2 MD-HMM Inference & Learning Mechanisms . . . . . . .. ... .. 77
4.3.3 MD-HSMM Inference & Learning Mechanisms . . . . . . . . .. .. 82
4.3.4 The Upper-Layer . . . . . . . . . .. . .. ... .. 86

4.4 Experiments . . . . . . ... 87

vil



4.4.1 Experimental Setup . . . . .. ... ...
4.4.2 LMD-HMM Implementation . . . . . . .. .. ...
4.4.3 LMD-HSMM Implementation . . .. .. ... ...
4.5 Summary ... ...

5 CRAM-P: a Container Resource Allocation Mechanism
Pricing for BDSAs

5.1 Introduction . . . . . . ... ..o
5.2 Related Work . . . . . ... .o
5.3 System Model . . . . . . . ... ...
5.3.1 Problem Statement . . . . . .. ... ... ... ..
5.3.2 CRAM Design as a Non-Cooperative Game . . . .
5.3.3 Dynamic Pricing . . . ... ... ... ... ...
5.3.4 Algorithm Design . . . . . . ... ... ... ....
5.4 Performance Evaluation . . ... ... .. ... ... ..
5.4.1 Experimental Setup . . . . . .. ... ...,
5.4.2 Testing Applications . . . . . .. .. ... ... ..
5.4.3 Experimental Results . . . . . .. ... .. ... ..
5.5 Summary ... ...

6 Conclusion and Future Work

6.1 Business Value of Proposed Framework . . . . . . . .. ..

6.2 Research Contributions . . . . . . .. ... ... ... ...

6.3 Future Directions . . . . . . .. .. .. ...
Bibliography

viii



1.1
1.2

2.1
2.2
2.3
24
2.5
2.6
2.7
2.8
2.9
2.10
2.11
2.12
2.13
2.14
2.15

3.1
3.2
3.3

4.1
4.2

List of Figures

Processing Flow. . . . . . . . . . . .

Research Model. . . . . . . . .

Multi-V Characteristics of Big Data. . . . . .. . ... ... ... ... ..
Taxonomy of Big Data. Adapted from [1]. . . . ... ... ... ... ...
High-level Phases of Big Data Lifecycle [2]. . . . . . . . .. ... ... ...
Datacenter Network Topology [3]. . . . . . . . . . .. ... ... ... ...
Comparison of Container-based and Hypervisor-based Virtualization . . . .
Cross-layer Solution for big data migration over clouds . . .. .. ... ..
Simple Stream Processing Flow. . . . . . . . .. .. ... ... . ..
High-level Stream Processing Architecture [4]. . . . . . .. ... ... ...
Task- and Data-Parallel Application Types [5] . . . . . . . ... ... ...
Components of a Storm Cluster [6]. . . . . . ... .. ... ... ... ...
Spark Architecture [7]. . . . . . ..o
Heron Architecture [8]. . . . . . . . .. ...
Classification of Elasticity Solutions [9]. . . . . . . . .. ... ... .. ...
Cloud Resource Over-provisioning/Under-provisioning. . . . . . . . . . ..

A Streaming Topology on a Container-Cluster. . . . . . . .. .. ... ...

Cloud Market Structure. . . . . . . . . .. ... L
Proposed Resource Elasticty Management and Pricing Framework . . . . .

Operational Overview of the Resource Management Layer . . . . . . . ..

A Layered Multi-dimensional HMM. . . . . . ... ... ... ... ....

Big Data Streaming Applications . . . . . . .. ... ... L.

X

44

48



4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11

2.1
5.2

5.3
5.4
2.5

Multi-dimensional (CPU & Memory) Observation for a stream . . . . . . . 89

K-Means using CPU & Memory Values . . . . . ... ... ... ... ... 90
K-Means Optimal Number of Clusters . . . . . . ... ... .. ... ... 90
Log-likelihood of the MD-HMM Model . . . . . ... ... ... ... ... 92
Actual vs. Predicted States . . . . . .. ... 94
Log-likelihood of the MD-HSMM model . . . . . .. ... ... ... ... 96
Simulated data and states for resource usage observations . . . . . . .. .. 96
Actual vs. Predicted States . . . . . .. ..o 97
Predictive Accuracy of the MD-HSMM . . . . . ... ... ... ... ... 97
Control Structure for CRAM-P. . . . . . ... ... ... ... ... .. .. 105

(a) Streaming Appl with a higher priority (b) Streaming Appl with a lower
priority. . . .. oL 114

Throughput of Streaming Applications using the RR Mechanism . . . . . . 115
Delay at each Container-Cluster for CRAM vs. Round-Robin mechanism. . 115

Utility Cost of CRAM vs. RR . . . . . . . .. ... .. ... ... .. ... 116



4.1
4.2
4.3
4.4
4.5

5.1
5.2

List of Tables

Notations used in the LMD-HMM & LMD-HSMM models . . . .. .. .. 78
Probabilities Matrix . . . . . . .. ..o 91
Prediction Set Size Variation & Accuracy of the MD-HMM . . . . . . . .. 93
Probabilities Matrix . . . . . . .. .. o 95
Prediction Period Variation & Accuracy of the MD-HSMM . . . . . .. .. 96
Notations used in CRAM . . . . . . . . . . ... ... 107
Container-Cluster Configurations . . . . . .. ... ... ... ... .... 113

xi



Acronyms

API Application Programming Interface
ASA Azure Stream Analytics
ASP Application Service Provider

AWS Amazon Web Services

BD Big Data

BDSA Big Data Streaming Application

CaaS Container as a Service

CLI Command Line Interface

CMS Container Management System

CPU Central Processing Unit

CRAM Container Resource Allocation Mechanism
CSB Cloud Service Broker

CSC Cloud Service Consumer

CSP Cloud Service Provider

DAG Directed Acyclic Graph
DBMS Database Management System
DC Datacenter

DSR Design Science Research

EC2 Elastic Compute Cloud

xii



ESX Enterprise Server
ETL Extract, Transform, Load

EVCD Elastic Provisioning of Virtual Machines for Container Deployment

HDFS Hadoop Distributed File System
HMM Hidden Markov Model

HSMM Hidden Semi-Markov Model
I/O Input/Output

IaaS Infrastructure as a Service

IoT Internet of Things

ISP Internet Service Provider
JSON JavaScript Object Notation
KKT Karunsh-Kuhn-Tucker

LMD-HMM Layered Multi-dimensional Hidden Markov Model

LMD-HSMM Layered Multi-dimensional Hidden Semi-Markov Model

NIST National Institute of Standards and Technology

NoSQL Non-Structured Query Language

OLAP Online Analytical Processing

OS Operating System
PaaS Platform as a Service
QoS Quality of Service

RDD Resilient Distributed Datasets

RDMA Remote Directory Memory Access

xiii



RR Round-Robin

SaaS Software as a Service

SDK Software Development Kit
SDN Software Defined Network
SLA Service Level Agreements
SnF Store and Forward

SPEs Stream Processing Engines

SQL Structured Query Language

TCP Transmission Control Protocol
TE Traffic Engineering
ToR Top-of-the-Rack

TTM Time to Market

UDF's User Defined Functions
UDP User Datagram Protocol
UDT UDP-based Data Transfer

UI User Interface

VM Virtual Machine
VMM Virtual Machine Monitor

VN Virtual Network
WAN Wide Area Network

XML eXtended Markup Language

Xiv



Chapter 1

Introduction

1.1 Overview

As the world becomes more interconnected, real-time streaming data from applications
(e.g., social media) and ubiquitous devices (e.g., wearable devices, tablets and security
cameras) have introduced a massive flow of data in either structured or unstructured for-
mats referred to as big data [10]. Analyzing these big data streams in real-time under very
short delays has become a crucial requirement for most enterprise to unearth values useful
for informing business decisions, developing new products, minimizing risks and combating
fraud [11]. Based on the real-time analytic requirements of big data streaming applica-
tions (BDSAs), traditional data management systems, which are prohibitively expensive
when dealing with very large amounts of data, are less favoured. As a consequence, cloud
computing has become a popular paradigm for quickly deploying BDSAs in an elastic set-
ting through on-demand acquisition and release of resources [12], liberating cloud users
(e.g., enterprises) from the expensive on-site infrastructure investment. Moreover, cloud
platforms host many of the large-scale stream processing engines (SPEs) required to meet
enterprises’ demands, e.g., Storm [13], Spark [14], and S4 [15].

Besides the tremendous benefits the cloud offers for processing big data, choosing the
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best cloud service provider (CSP) to manage enterprise BDSAs is a complex issue due to
the variety of potential options and the number of variables to consider. Many BDSAs
serve multiple users that are geographically distributed and as a result observe temporal
and spatial workload dynamics. Also, as the size and complexity of these applications grow,
deployment becomes more difficult. Although, processing through different CSPs can be
beneficial for most enterprises, issues such as interoperability, legal contract maintenance,
user account management, and periodic service monitoring are introduced [16], and hence,
additional overhead. To address these challenges, a cloud service broker (CSB) is employed
to act as an intermediary between the CSP and the enterprise [17]. CSBs provide an
organizational pool for consolidating BDSAs’ demands and negotiating the best service
usage rates. In turn, enterprises are able to exploit diverse services from multiple CSPs [18]

as well as avoid vendor lock-in [19)].

A significant challenge facing CSBs, however, is how to dynamically manage resources to
fulfill the quality of service (QoS) requirements of BDSAs while minimizing their investment
and management costs. To achieve this goal, CSBs need an infrastructure such as the
cloud, capable of scaling rapidly in case of peak load, but flexible enough to avoid resource
over-provisioning during low demands. Generally, the mechanism through which the cloud
is capable of achieving economies of scale is elasticity, which can be applied in form of
size, location or number of resources. “FElasticity aims at adapting a system to changes
in workload through automatic provisioning and deprovisioning of resources, such that the
available resources match the current demand” [20]. In this case, utilizing cloud elasticity
management solutions to reconfigure CSPs’ resources becomes important to address the
challenges of the CSBs.

This dissertation focuses on two major issues encountered by CSBs — resource pre-
diction and resource allocation. Resource prediction can be useful for identifying when to
provision /deprovision resources. However, it can be challenging for CSBs due to the need
to estimate multiple BDSA workload demands utilizing a heterogeneous cluster of hosts.
Moreover, CSBs are required to know in advance the resource needs of the applications or
to continuously monitor their states to decide when a change in the amount of resources is
required. Oftentimes, most stream processing systems allocate a fixed amount of resources
at runtime. This "one size fits all” approach (i.e., static provisioning) can lead to under-
provisioning or over-provisioning as BDSA demands vary over time. As a result, major
CSPs provide tools for monitoring the incoming workload and the resource utilization pat-
terns of applications. Unfortunately, these tools are reactive and can be inefficient when
dealing with multiple BDSAs sharing a heterogeneous cluster of hosts. A desirable solu-

tion then would require a predictive approach, i.e., allocating resources a priori to match



Introduction 3

workload demands.

Another factor that has contributed to the cloud resource elasticity issue is resource
allocation. This can be challenging for CSBs due to the fluctuating demands of the BDSAs
for resources. Additionally, a shift is also taking place whereby BDSAs are deployed on
container-clusters to improve the performance of streaming applications. While container-
ization provides a great potential to elastically scale resources to match the demands of
each BDSA, sharing of container-clusters by multiple BDSAs can lead to resource con-
tention. Furthermore, given the limited CSBs’ resources, when BDSAs act independently
to maximize their level of satisfaction with no consideration for others, congestion can oc-
cur. Therefore, newer approaches are required that can fairly allocate resources to BDSAs
to meet their QoS objectives as well as mechanisms that provide incentives for BDSAs to

behave in ways that improve the overall resource utilization and performance.

The work presented in this dissertation aims at developing a dynamic cloud resource
elasticity management framework for CSBs that incorporates mechanisms for assigning
big data workloads in the cloud. The objective of the framework is to meet the QoS of
multiple BDSAs running on a heterogeneous cluster of hosts while minimizing cost. In this
chapter, we present the requirements for BDSAs, the cloud resource elasticity challenges,
followed by a discussion on the motivation, research scope and methodology. Finally, the

contributions of this work and thesis organization are presented.

1.2 Research Challenges and Motivation

1.2.1 Research Challenges

This section briefly discusses the research challenges encountered by CSBs managing mul-
tiple BDSAs on a heterogeneous cluster of hosts. It focuses on the resource prediction and

resource allocation challenges of cloud resource elasticity management.

Resource Prediction Challenge: Lack of a flexible, proactive resource prediction
mechanism may hinder resource scaling operations of BDSAs in the cloud. Resource scaling
is a major challenge due to the stringent delay constraints, increasing parallel computation
requirements, and dynamically changing data volume and velocity characteristic of big
data streams. This challenge is further complicated by the lack of knowledge of the work-

load and resource usage patterns of BDSAs. To accommodate the fluctuating workload
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demands, resource scaling operations may entail service interruption and shutdown and as
a result, the application state may not be preserved [21]. Prior work for achieving resource
scaling use different strategies, which can be a simple reactive approach that involves mon-
itoring a metric (e.g., CPU utilization) or a proactive approach that involves forecasting
the future resource need based on the demand history. In practice, most CSPs (e.g., Azure!
and Amazon?) make use of the reactive approach. This approach usually requires that the
application providers be aware of the resource usage patterns to set triggers for scaling
activities. Since streaming applications have to adapt to varying resource requirements
to meet user needs, reactively scaling computing resources at the time of usage may be
insufficient as the demand occurs before additional resources are provisioned, i.e., exhibits
inherent lag during provisioning [22]. Therefore, most CSBs are caught between expensive
over-provisioning and reactively scaling resources for BDSAs. To meet QoS requirements
of BDSAs, CSBs need an infrastructure capable of adding resources in the case of peak
load, but flexible enough to avoid resource over-provisioning during low demands. We
present proactive resource prediction mechanisms for CSBs to address the aforementioned

problem in Chapter 4.

Resource Allocation Challenge: BDSAs generally require sufficient resources for pro-
cessing to: i) reduce delay, ii) cope with sudden variations in load changes, and iii) avoid
shutdown of processing. Applicable solutions involve optimal resource allocation and ef-
cient utilization for BDSAs to meet their QoS requirements. Resource allocation is a key
challenge for CSBs due to conflicting BDSA requests for resources. This is as a result of
BDSA usage patterns coupled with the need to manage heterogeneous cluster of host re-
sources. Therefore, fulfilling QoS requirements stated in the SLAs while minimizing costs
is a challenging research problem [23]. Moreover, a key issue that arises with resource allo-
cation is that each BDSA prefers a higher QoS level over lower level. Without a mechanism
that induces self-interested BDSAs to behave in a way that aligns their individual objec-
tives with that of the overall system can lead to congestion. Furthermore, how to optimally
allocate resources to competing BDSAs running on container-clusters is still unclear. In
Chapter 5, we address the aforesaid problem by introducing a novel resource allocation

and incentive-compatible pricing mechanism for BDSAs.

In the next section, we present our research questions.

Thttps://azure.microsoft.com/en-us/
2https://aws.amazon.com/
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1.2.2 Research Questions

Based on the challenges discussed in Section 1.2.1, the following research questions (RQs)

are raised:

RQ (1) How can cloud resource utilization be predicted for BDSAs running on a hetero-

geneous cluster of hosts?

e How can we model time-bounded big data streaming applications, considering

the multiple resource bottlenecks, e.g., CPU and memory?

e How can unbounded streaming applications be catered for to avoid incorrect

prediction for long running streaming jobs?

RQ (2) How can we optimally allocate resources to containerized BDSAs in a dynamic

manner to meet their QoS as well as maximize the CSB’s surplus?

e How can resources for containerized BDSAs be efficiently allocated to achieve

optimal performance and fairness?

e How can resources be allocated to avoid contention when dealing with multiple

BDSAs running on shared heterogeneous cluster of hosts?

e How to incorporate a dynamic pricing mechanism that generates incentives for
self-interested to make optimal decisions such that the net value of the CSBs’

resources is maximized?

1.2.3 Motivation

Elasticity continues to be one of the most fundamental and important characteristic in
the field of cloud computing [24] among other relevant features such as on-demand self-
service, multi-tenancy, pay-per-use and ubiquitous access [25]. As CSBs become aware of
the benefits that the cloud provides, they are increasingly adopting the cloud computing
paradigm to provision resources for their end users (enterprises). For instance, Foursquare
saves 53% in costs using Amazon EC2 to perform analytics across more than 5 million daily
checkins [26]. Also, Netflix® can run critical encoding tasks with Amazon EC2 to serve its
clients’ video demands using a number of VM instances, and shuts them down when com-

pleted. Cloud computing is a promising solution for CSBs due to the ability to rapidly scale

3https://aws.amazon.com/solutions/case-studies /netflix/
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up during peak load and flexible enough to avoid resource over-provisioning during scarce
demand. With cloud solutions, CSBs are relieved from the burden of setting up their own
datacenter and are able to instantiate elastic set of resources that can dynamically adapt to
their needs [23]. For most CSPs, elasticity is achieved by implementing optimization and
resource management mechanisms to allow cloud resource access at will. Whereas, for the
CSBs, elasticity management involves finding the optimal trade-off between meeting their
business goals and providing adequate QoS (i.e., meeting SLAs, scalability and deadline

constraints) to their consumers.

Majority of the proposed elasticity management solutions in the literature are CSP-
centric and mostly concerned with infrastructure optimization (VM migration, VM schedul-
ing, and server consolidation) [27-30]. Limited studies have tackled the CSB-centric prob-
lem with few proposals presented in the literature to automate elasticity management as
well as minimize CSB’s intervention. Motivated by the need for CSBs to meet their business
goals and provide QoS to their end users, we focus on some of the major issues that arise
for CSBs when dealing with BDSAs — resource prediction and resource allocation. The
requirements for designing an elastic resource management framework for BDSAs running

on heterogeneous cluster of hosts (VMs or containers) are hereby identified as follows:

e Multiple Data Sources: Big data is generated by a number of external data sources,
and even for a single domain, this can grow to be in the tens of thousands. Many
of the data sources are dynamic, thus, SPEs should be able to adjust the amount
of resources based on the current workload, i.e., scale resources. Moreover, the data
sources can be extremely heterogeneous in their structure and differ in accuracy
and timeliness. Furthermore, additional challenge can be experienced due to limited
knowledge of the characteristics of the workload and a lack of understanding on the

performance of the system.

e Shared Cluster: Early deployments of big data applications were on dedicated clus-
ters. In an effort to improve cluster resource utilization and cluster management, a
shift is taking place where these applications are now deployed on shared clusters.
Shared clusters provide a great potential to elastically scale the resources to match
demand from different applications, e.g., stream processing applications can obtain
additional resources when needed from the cluster and give them back when demand

subsides.

o Workload Fluctuation: Many BDSAs serve multiple users that are geographically

distributed and as a result observe temporal and spatial workload dynamics. BDSAs
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are long-running jobs, which can undergo sudden changes or spikes in workload arrival
due to unexpected events. The workloads can be CPU-, memory- or I/O-intensive
and as a result, overburden computing nodes. Since BDSAs typically run for days or
weeks under heterogeneous conditions, making accurate estimation of the resources
required to handle the workload in advance or adjusting resource configuration on-
the-fly can be challenging [31]. In response, most existing BDSAs are allocated a fixed
amount of resources at deployment time to handle changes in workload variations.
Over-provisioning can result in resource underutilization, hence, increased budget
while under-provisioning can lead to low performance, buffer overflow or data loss.
For dynamic workloads, SPEs need to be able to automatically handle the fluctuating

demands and scale accordingly without disrupting existing requests.

e Real-time Analytic Requirements: For real-time analysis, the majority of aggregated
data sources are very dynamic and extremely heterogeneous, i.e., continuously chang-
ing data streams with highly unpredictable data arrival patterns, which can differ
in accuracy and timeliness. Generally, response time is of utmost importance when
processing data streams from these sources. This may involve time-unbounded appli-
cations that require data to be processed within very short time intervals with low la-
tency requirements, e.g., financial analysis, fraud detection. Therefore, low response
time is critical and any missed deadline can lead to results that are unusable. In
contrast, these applications may involve the execution of complex simulations, often
executed as time-bounded processes with medium to high latency requirements, e.g.,
surveillance and monitoring, smart-traffic management. In most cases, the deadlines
of these streaming applications can range from milliseconds to hours — depending

on the particular application constraints.

e Large-state Maintenance: BDSAs commonly require stateful computations such as
window operations and joins. The volume of the internal states manipulated by
stateful operators in many real-world scenarios can be very large (order of hundreds
of gigabytes), beyond the memory capacity of a small computing cluster. Thus,
effectively distributing the states of streaming applications to multiple computing

nodes is very important [32].

e Host Heterogeneity: Datacenters are comprised of machines from several generations
with varying features such as memory, processors and consequently different run-time

speed.

These characteristics coupled with the need to adapt to high throughput efficiency,
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parallel data processing and dynamic data-driven topology graphs of tasks introduce ad-
ditional challenges that make resource prediction in the cloud a tedious task for CSBs.
Therefore, correctly profiling each streaming application and its associated characteris-
tics to forecast the resource demands is crucial for BDSA in the cloud. Furthermore, to
dynamically allocate resources to big data, elasticity should be combined with dynamic
load balancing to avoid provisioning new resources as a result of uneven load distribu-
tion. By this, new resources will only be provisioned when the cluster as a whole does not
have enough capacity to cope with the incoming workload. To effectively address these
resource elasticity challenges affecting CSBs, there is a need for a framework tailored to
serving BDSA requests that; 1) possesses the capability to handle multiple streaming appli-
cations utilizing shared clusters (VM or containers), ii) can utilize predictive techniques to
proactively perform resource scaling tasks under specified SLAs, and iii) can adapt to the

temporally changing resource requirements posed by competing streaming applications.

In the next sections, we summarize our research scope and methodology.

1.3 Research Scope

The scope of this dissertation’s concentration, data collection, experiments and evaluations

are discussed as follows:

e Dissertation Concentration: The primary focus of this dissertation is on designing ef-
ficient cloud resource elasticity management and dynamic pricing for CSBs managing

multiple BDSAs running on a heterogeneous cluster of hosts.

e Data Collection: Our experiments are performed over synthetic and real-world data
streams. To collect data for measuring the performance of our systems, experimental
environments were set up and metrics from various big data streaming application
benchmarks monitored, e.g., WordcountTopology, ExclaimationTopology, Sentiment
Analysis and TophashTags. The benchmarks chosen were developed to access Twitter
APIT due to lack of data repository that fits into our problem. In addition, synthetic

data was utilized.

o Fxperiments: Apache Spark and Heron were used as the stream processing engines
due to their deployment flexibility over available machines. The environment re-
quired for the prediction system was set up using Apache Spark on a cluster of

virtual machines. Each node was installed with all the streaming services required
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for collecting and storing data, e.g., flume and HDFS. At each interval, an amount of
data was uploaded from Twitter and persisted in HDF'S for immediate processing by
the Spark streaming engine. The developed applications were launched at different

time intervals on the VM cluster. Fig. 1.1 depicts the data processing flow.

L. Source Streaming Data
...................
2. Ingestion Flume
................... VS
, HDFS
3. Processing
................................. Vo orsseiasssssssssssssss s
Spark i Mahout
4. | Visualization Dashboard "

Figure 1.1: Processing Flow.

As for the container resource allocation mechanism, Apache Heron was selected as
the stream processing engine of choice. Heron services — Zookeeper, Bookkeeper,
Heron Tools (Ul and tracker) and Heron API necessary for topology deployment
were deployed before submitting the streaming applications (topologies). Information
about the topology are handled by the Zookeeper upon submission of the topology
and the Bookkeeper handles the topology artifact storage.

e Fvaluations: We collected information on the workload arrival rates, number of
streams and a mix of system performance metrics (CPU, memory) for each stream-
ing application for the resource prediction system, which were then stored for further
analysis. As for the resource allocation mechanism, profiles of each topology were ob-
tained and statistics of the workload arrival and service rates at the container-cluster

over a period were collected for evaluation.
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1.4 Research Methodology

The main concept of Design Science Research (DSR), a method that is conducted under
the paradigm of design science to operationalize research, is hereby presented. Also, its
application to this dissertation as the research methodology is discussed. The research
design strategy used is qualitative as well as quantitative. The qualitative strategy was
used for setting performance targets to compare result with existing solution while the

quantitative strategy was applied to the metrics for tracking changes.

1.4.1 Design Science Research

The Design Science Research (DSR) methodology involves the design of novel or innovative
artifacts and the analysis of the use and/or performance of such artifacts to improve and
understand the behavior of different aspects of Information Systems. According to Hevner
et al. [33], the main goal of the DSR is to develop knowledge that can be used to develop
solutions to problems. This mission can be compared to that of ”explanatory sciences” like
the natural sciences and sociology, which is to develop knowledge to describe, explain and
predict. In DSR, as opposed to explanatory science research, academic research objectives
are more of a logical nature. Hevner et al. [33] established seven guidelines to assist
researchers, reviewers, editors, and readers understand the requirements for effective DSR

as follows:

e Design as an Artifact: DSR must produce a viable artifact in the form of a construct,

a model, a method, or an instantiation.

e Problem Relevance: The objective of DSR is to develop technology-based solutions

to important and relevant business problems.

e Design Fvaluation: The utility, quality, and efficacy of a design artifact must be

rigorously demonstrated via well-executed evaluation methods.

e Research Contributions: FEffective DSR must provide clear and verifiable contribu-
tions in the areas of the design artifact, design foundations, and/or design method-

ologies.

e Research Rigor: DSR relies upon the application of rigorous methods in both the

construction and evaluation of the design artifact.
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e Design as a Search Process: The search for an effective artifact requires utilizing
available means to reach desired ends while satisfying laws in the problem environ-

ment.

e Research Communication: DSR must be presented effectively both to technology-

oriented as well as management-oriented audiences.

However, the DSR guidance by Hevner et al. [33], although highly regarded and widely
cited, is seldom applied because the guidelines are presented at a high-level of abstraction
[34]. This is a stark contrast to the research methodology by Peffers et al. [34], which
provides guidance on methods. According to Peffers et al. [34], the DSR research model

has six steps in its lifecycle as follows:

e Step 1 is for the awareness of the problem, which is usually achieved by a new
development or a reference in the discipline. The output of this phase is an initial

research proposal.

e Step 2 is suggestion of a solution with the output of a tentative design based on the

information acquired in Step 1.

e Step 3 focuses on designing and developing the solution, and it has an IT artifact as

its output.

e Step 4 demonstrates the use of the artifact to solve one or more instances of the

problem.

e Step 5 is to evaluate the resulting artifact against the initial problem, and the implicit
and explicit criteria extracted in Steps I and 2. This step is iterative and the output

of this step is the performance measures.

e Step 6 is the final phase, which communicates the output of the overall research

results.

Given the artificial nature of organizations and the information systems that support
them, the design-science paradigm can play a significant role in resolving the fundamental
dilemmas that have plagued information system (IS) research — rigor, relevance, discipline
boundaries, behavior, and technology [33]. Within this research setting, the DSR paradigm
is suitable with respect to technology as it focuses on creating and evaluating innovative

IT artifacts that enable organizations to address important information-related tasks.
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Figure 1.2: Research Model.

1.4.2 Research Model

We followed the Design Science Research in Information Technology methodology to es-
tablish our research model. It comprised of several closely related activities as proposed
by Peffers et al. [34]. Activities in this model continuously overlap instead of following a
sequence and the first step determines how the last step will be taken. Fig. 1.2 depicts our

research model, which is discussed as follows:

o Literature review: An extensive literature review was conducted to gain in-depth
knowledge of the subject matter and to make inferences from the work of experts
in the field of Cloud Computing, Big Data, Resource Scaling, Resource Allocation
and Containers. The sources of information stemmed from journals, conference pro-
ceedings, government reports, academic papers, books, case studies, international

standards and best practices.

e Problem identification and theoretical solution (DSR Steps 1 and 2): After the prob-

lems were identified, theoretical solutions were arrived at.

e Design and development (DSR Step 3): Mechanisms for resource scaling and re-

source allocation were developed. This step required extensive engineering and re-



Introduction 13

engineering.

o Testing and evaluation (DSR Steps 4 and 5): The mechanisms were tested in real-
world and simulated environments, and compliance was checked against performance

targets.

e Summarizing and writing report (DSR Steps 6): The results were summarized and

documented.

1.5 Summary of Contributions

The major contributions of this dissertation are summarized in the following subsections:

1.5.1 LMD-HMM

We present a novel layered multi-dimensional HMM (LMD-HMM) framework with the
goal of facilitating automatic scaling up and down of resources, i.e., add or decommission
virtual machines. With the layered approach, each application can be modeled individually
at the lower-layer while the upper-layer models interactions between groups of streaming
applications running on a cluster. The LMD-HMM provides a feasible approach to model
time-bounded streaming applications while considering multiple resource bottlenecks. In
this case, each dimension of the HMM corresponds to the resource bottleneck being con-
sidered for each streaming job and different HMMs can be used to better reflect the nature
of the sub-problem. This work has been published in [35].

1.5.2 LMD-HSMM

We consider the use of a layered multi-dimensional hidden semi-Markov model (LMD-
HSMM) for modeling unbounded streaming applications that run for an infinite amount of
time to accommodate the changes in behaviour from unbounded streaming applications.
Since duration is often a critical consideration for streaming applications, the use of the
LMD-HSMM allows for explicit modeling of duration in our framework. This helps to avert
problems that can arise from taking incorrect scaling actions, e.g., shut down of processing
due to lack of resources, fallout from using flawed or less precise models. This work has
been published in [36].
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1.5.3 CRAM

We investigate the container resource allocation problem and propose a game theoretical
approach to address the aforementioned challenge. We focus on a competitive setting in-
volving containerized BDSAs and consider maximizing their payoffs. Game theory, a pow-
erful tool for analyzing and predicting outcomes of interactive decision-making processes,
is used to derive the unique, efficient and Pareto optimal states at the Nash equilibrium.
The mechanism interacts with BDSAs and periodically maximizes their utility in the pres-
ence of load variations to meet their QoS. The CRAM will help to establish fairness among
competing containerized applications since the game ends at the equilibrium state. This
work has been published in [37].

1.5.4 CRAM-P

In this contribution, we address the problem of dynamic resource pricing to determine
the optimal workload allocation due to the conflicting goals of self-interested BDSAs that
can lead to congestion. A pricing mechanism based on incentive is proposed to adjust
the optimal workload allocation of BDSAs, which ultimately determines which BDSA will
enjoy shorter delay. Incorporation of incentives will induce the BDSAs to behave in a
way that aligns their objectives with that of the overall CSB system. This work has been
submitted for publication in [38].

1.5.5 Publications
These contributions have been published or submitted for publication as follows:

e Cloud resource scaling for big data streaming applications using a layered multi-
dimensional hidden Markov model. LMD-HMM has been published in [35].

e Cloud resource scaling for time-bounded and un-bounded big data streaming appli-

cations. LMD-HSMM has been published in [36].

e CRAM: a Container resource allocation mechanism for big data streaming applica-
tions. CRAM has been published in [37].

e CRAM-P: a Container resource allocation mechanism with dynamic pricing for big
data streaming applications. This contribution has been submitted for publication
in [38].
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1.6 Thesis Organization

The remainder of this dissertation is organized as follows:

Chapter 2 briefly discusses the fundamental concepts of the big data paradigm, cloud
computing, stream processing and key technologies used for big data stream process-
ing. It presents the challenges of resource prediction and allocation for BDSAs and
existing approaches used. Also, big data migration for efficient resource utilization,

trends and future research opportunities are discussed.

Chapter 3 presents our proposed resource elasticity management and pricing frame-

work.

Chapter 4 presents our resource prediction system based on a layered multi-dimensional
HMM/HSMM (LMD-HMM and LMD-HSMM) prediction techniques.

Chapter 5 presents a game theoretical resource allocation mechanism along with the

dynamic pricing scheme for BDSAs.

Chapter 6 concludes this dissertation and discusses future work.



Chapter 2

Background

This chapter presents an overview of the big data paradigm, sources and lifecycle. It
showcases cloud as a suitable host for big data stream processing, and discusses the key
cloud technologies used and big data migration for efficient resource utilization. In addition,
major cloud resource elasticity issues — resource scaling and resource allocation — are
presented. Some reference models used for the development of the mechanisms proposed

in this dissertation are also reviewed.

2.1 Big Data Paradigm

In the past few decades, the continuous increase of computational power has produced an
overwhelming flow of data referred to as big data (BD). Big data is not only becoming more
available but also more understandable to computers, e.g., Facebook serves 570 billion page
views per month, stores 3 billion new photos every month, and manages 25 billion pieces

of content [10]. What then is big data? several definitions exist for big data.

According to Gartner, “Big Data are high-volume, high-velocity, and/or high-variety
information assets that require new forms of processing to enable enhanced decision making,

insight discovery and process optimization” [10].

16
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Figure 2.1: Multi-V Characteristics of Big Data.

Originally, IBM and Gartner described big data using three basic characteristics [39]:
volume, variety and velocity. The first characteristic is the most dominant. It refers to the
massive amount of data collected, processed and analyzed to improve any decision-making
process. The gigantic volume of data has been the driving force in developing new forms
of data processing applications. More precisely, parallel dataflow graph-based streaming
applications, following the MapReduce framework [40], have become the dominant tools to
make use of the cloud resources to achieve acceptable response times. Furthermore, newer
storage technologies have been developed to facilitate big data hosting in the cloud [41].
However, transferring such massive volumes of data to cloud datacenters puts stringent
demands on the needed bandwidth, especially if latency is of concern. Newer networking
technologies to increase the available bandwidth is becoming a pressing requirement to
meet the exponential growth in traffic. Variety refers to the wide spectrum of data types,
formats, semantics and representations of big data. The velocity represents the rate at
which data is generated, retrieved, processed and analyzed. For example, big data is
retrieved for processing either in real-time, as a continuous stream of inputs near-real
time, as a set of records or events in small time intervals, in batches at larger time intervals
or offline as blocks of large files [42]. When real-time processing of data is performed, the
impact of velocity on the underlying application becomes critical. Velocity can be related

directly to elasticity, bandwidth, service availability and delay.

Other big data characteristics have also emerged gradually in the literature [42] as
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shown in Fig. 2.1. For example, veracity, viscosity and volatility have also been used
to describe big data [39]. Veracity refers to quality and accuracy of the data obtained,
which is mostly affected by the nature of its sources but also can relate directly to the
error and loss rates during generation, collection and migration. While Viscosity refers to
the data being captured and used at an acceptable rate, or with a short time lag from its
creation that deems it useful. This characteristic puts stringent requirements for tighter,
frequent, elastic and more reliable communication between data sources, cloud resources
and the consumers. Volatility has to do with the retention policies where important data
is kept and data that is no longer needed is discarded. This can be a challenge big data

management as requirements can exceed storage and security capacities of a single cloud.

Business-oriented characteristics, namely, validity and value have also been identified.
Validity refers to the suitability of the big data for its intended usage while value refers to
the business value that can be gained from the use of the data. The more valuable and
valid the data is, the better opportunities various enterprises have to create new products,
improve product’s time to market (TTM) and quality, minimize their risks, provide better
services, and gain insight into their processes [43]. Next, we identify the various sources of
big data.

2.1.1 Taxonomy

Big Data can be mapped under five aspects to better understand their characterisitics:
(i) data sources, (ii) content format, (iii) data stores, (iv) data staging, and (v) data

processing [1]. Fig. 2.2 shows the taxonomy of big data.

2.1.1.1 Data Sources

These refer to the wide variety of sources big data can be collected from, which include:

1. Sensor and machine generated: These are large datasets generated by devices
used to measure some biological or physical phenomena. The new paradigm, Internet
of things (IoT) [44], is also another source for data in this category. The devices used
range from fixed sensors that are collecting data at a fixed rate (e.g., sensors in
weather stations) to mobile sensors that are used for location or behavior tracking
with irregular data collection patterns. The velocity of generation and usage of this
data is usually very high. For example, wearable devices are used nowadays to collect

vital signs at very small intervals. Web logs and telecommunication networks also
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Figure 2.2: Taxonomy of Big Data. Adapted from [1].

generate big data related to web access behavior and network traffic, respectively.
Various applications (e.g., home automation, traffic reports, and user tracking) rely

on the processing of these datasets.

2. Human-generated: These are massive, often unstructured, data sets that are gen-
erated by users of social networks. Data is collected and stored in geographically
distributed locations, usually closer to the end-users. Data in the cloud in this cat-
egory is characterized with a very high write rate but analysis and value extraction
from these social media datasets are carried out in batches of offline workflows using
sequential data access [45]. Nevertheless, critical applications that provide the users
with up-to-date statistics [45] require that these big datasets be available in a timely

manner.

3. Scientific: These sets of data are collected to observe a scientific phenomenon in
astronomy, high-energy physics, bioinformatics, etc. [46]. Some of the common fea-
tures of these big datasets are their extremely large file sizes that are usually written
once and accessed many times [47]. Due to their size, they are usually partitioned
and stored using different DCs. Their processing applications are compute-intensive
and are described using batch jobs. Each job is submitted as a workflow that is
comprised of a graph of dependable tasks. The majority of the applications consum-
ing scientific data are usually delay tolerant and are more concerned with monetary

budget constraints [48].



Background 20

4. Business-related: These are mostly streams of data records generated by computer-
mediated transactions processing billions of financial transactions per day. In this
category big datasets are characterized with a very high velocity. The most obvious
example is the sales records from big merchants. These big datasets usually follow a
common path of extraction, transformation and processing performed on big batches
of data. They are then fed into delay tolerant machine learning and data mining
applications. However, recently real-time analytics, in addition to some more tra-
ditional applications, such as fraud detection, require data to be processed as it is

being streamed. They are usually associated with a flow completion time constraint.

2.1.1.2 Content Format

This refers to the structure of big data, which can be in structured, unstructured or semi-
structured formats. Structured (e.g., tabular data stored in databases and spreadsheets)
and unstructured binary formats (e.g., videos, movies, images, audio) mark the two ends
of this spectrum. In between these two extremes, we have a wide range of data types
that are neither raw data nor strictly typed (e.g., genome databases, data aggregated from
different structured data sources referred to as semi-structured. They do not follow the

conventional database system [41].

2.1.1.3 Data Stores

Data stores for big data can be categorized as document-oriented, column-oriented, graph
database or key-value stores. The document-oriented data stores are designed to store
collection of documents and support several data formats, e.g., JSON, XML [1]. The
column-oriented database stores its content in columns, which differs from the approach
for storing data in conventional database systems, i.e., row after row. The graph database
is designed to store and represent data that utilize a graph model, e.g., Neo4j [49]. An
alternative to the relational database system is the key-value store that store data design
to scale to a very large size, e.g., Dynamo [50], Apache Cassandra [51], HBase [52], which
uses HDFS.

2.1.1.4 Data Staging

The data staging involves the process of cleaning, transforming and normalization. Clean-

ing helps in identifying incomplete data, transforming allows the change of data to a form
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suitable for analysis, while normalization allows the structuring of the database schema to

minimize redundancy [53,54].

2.1.1.5 Data Processing

Big data can be processed either in real-time, batch or as streams [42]. Whilst some
big data applications process the arrival of data in batches, some applications require
continuous and real-time analysis. Likewise, dataflows arriving via streams need to be
analyzed immediately. In the next section, we discuss the phases required for processing
big data.

2.1.2 Lifecycle Stages

Big data analytics involves using algorithms running on supporting platforms to unearth
potentials concealed in big data, such as hidden patterns. Before any kind of actionable
insights from data can be derived using advanced analysis techniques, several preprocessing
steps are involved. The high-level phases through which big data is processed basically
include data gathering, data management, modeling and visualization [2] as depicted in
Fig. 2.3.
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Figure 2.3: High-level Phases of Big Data Lifecycle [2].

The first step involves collecting big data from various sources. At the data management

phase, data can be directly stored (e.g., in traditional databases or NoSQL storage) or
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passed through a few stages of data preparation before storage. Examples of these stages
include data cleaning, extraction, transformation and integration [55]. Big data storage
poses a significant challenge due to its volume, hence, solutions that partition and distribute
the data must often be employed. The unique characteristics of big data and continuous
emergence of new data sources make traditional online analytical processing (OLAP),
SQL-based tools and pre-packaged statistical tools unsuitable for processing [56]. Other
operations such as data visualization can also take place at this phase. The main challenge
in this step is the need for computing platforms that can scale well with respect to the size
of the data and its growth rate [40].

The last phase focuses on the use of the developed tools and processes in order to
gain insights on the collected data, extract business value and to support decision making
processes. Based on the processing time obligation, big data analytics can be categorized
into stream or batch processing. On the basis of analytic depth, it can be broadly classified
into three categories: 1) descriptive analytics, which exploits the historical trends to extract
useful information from the data, 2) predictive analytics that focuses on predicting future
probability of occurrence of pattern or trends, and 3) prescriptive analytics, which focuses

on decision making by gaining insights into the system behavior [57].

2.1.3 Services

Various services can be offered by the clouds to big data during its life cycle. The three main
service models as identified by NIST [58] are platform as a service (PaaS), which provides
tool and resources for development, testing and management of applications, software as
a service (SaaS) is for provisioning of various applications on demand to cloud consumers,
and infrastructure as a service (laaS) is the basic service model where a virtual network of

VMs and storage units communicate over virtual infrastructures.

Big data users can use the IaaS service to create their own virtual infrastructures in
order to gain full control over various network, storage and software management func-
tionalities (e.g., the user’s own networking protocols, scheduling of VM jobs and data
placement). Additional cloud services are also offered at this layer such as network-as-a-
service [59], which provides traffic engineering services to the big data traffic. Rather than
renting network resources, Transfer-as-a-service for big data [60] also advocates the idea of
delegating the burden of data transfers from the users to the cloud providers. To provide
other basic services to big data processing, database-as-a-service [61], big data-as-a-service

and storage-as-a-service [62] are all necessary tools to enhance the efficiency and reduce
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the cost of storing and managing big data in the cloud. Storage-as-a-service provides cus-
tomers the illusion of unlimited storage by seamlessly storing big data across multiple DCs.
Replication-as-a-service helps users to reduce the latency of data access and increase access
reliability [63].

For big data users with a focus on developing big data applications, PaaS offerings are
provided [64]. Cloud-based analytics-as-a-service was proposed by the authors in [65] as
a platform to provide on-demand OLAP and mining services to cloud consumers. Data
programming platforms (e.g., Hadoop, Dryad, Hive and Pig) [41] and similar platforms
are commonly used now by programmers to describe their workflow-based jobs (e.g., a
data mining operation) through user-interfaces [64]. Finally, SaaS offerings create value
and knowledge from big data. Examples of such services include IoT applications, knowl-
edge extraction, data analytics and business intelligence software tools [66]. In addition,
identity-, policy management- and big data security-as-a-service can be used to facilitate

user authentication and role assignments as well as ensure big data security.

2.1.4 Challenges

Big data offers substantial value to organizations willing to adopt it, but, it poses a consid-
erable number of challenges for the realization of such added value. Research on big data
still remains in its early stages despite its acceptance by many organizations. Several issues
continue to emerge as existing challenges are being addressed. Issues that affect big data

can be grouped into the storage and transport, processing, and management issues [67].

e Storage and Transport Challenges: These are challenges that relate to the data char-
acteristics discussed in Section 2.1. The volume of data generated today has exploded
— largely due to social media. Moreover, data is being created by everyone and ev-
erything. Current disk technology limits poses a challenge and transferring Exabytes

of data from one access point to the other takes longer.

e Processing Challenges: These are challenges encountered when processing the big
data that relates to its lifecycle as discussed in Section 2.1.2, i.e., from capturing to
presenting the results. Traditional data processing and storage approaches were de-
signed in an era when available hardware, storage and processing requirements were
very different than they are today. Thus, those approaches are facing many chal-
lenges in addressing big data demands. In the big data community, MapReduce [40]

has been identified as one of the key enabling approaches for meeting continuously
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increasing demands on computing resources imposed by massive data sets. MapRe-
duce is a highly scalable, fault-tolerant, simple programming paradigm capable of
processing massive volumes of data by means of parallel execution on a large num-
ber of commodity computing nodes [68]. Recently, due to the real-time needs of

organizations, various SPEs are being introduced.

e Management Challenges: These are challenges encountered while accessing, man-
aging and governing big data. These include challenges such as security, privacy,
data governance, ownership and cost [67]. Scalability and availability have also been

identified to be a critical part of managing big data.

In the next section, we briefly provide an overview of cloud DCs as host for big data.

2.2 Cloud Datacenters

A cloud is comprised of multiple datacenters (DCs) located in distributed geographical
locations. A DC can be viewed as a collection of compute resources (e.g., storage and
servers) that are connected through networking devices (e.g., routers and switches). DC
networks are connected to other Internet service providers (ISPs) to provide access to

end-users. Fig. 2.4 shows a conventional datacenter network topology.

Internet Internet
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ToR

Servers

Figure 2.4: Datacenter Network Topology [3].

The most commonly used topology in DCs is the multi-rooted tree topology; the roots

of the tree are Top-of-Rack (ToR) switches that are directly connected to the DC servers,



Background 25

storage devices, database servers, etc. In larger DCs, the servers might be connected to a
hierarchy of aggregation switches (AS). Within the DC, a ToR switch may then be con-
nected directly or through one or more layer-two switches to border routers in order to
communicate with access networks or other DCs. Such a topology has already proven to
be inefficient for big data processing due to the high communication rate between pairs
of VMs within the same racks or on different ones. To overcome this limitation, several
other topologies have also been adopted to mitigate the congestion of the links connecting
to the top tiers and to increase DC fault tolerance. For example, communication path re-
dundancy, congestion reduction and reliability can be achieved by Clos networks, FatTrees
and hyperCube-based topologies [69]. A full survey on DC architectures is presented by
the authors in [69].

Ethernet switches are commonly used in DC networks with link capacities in the range
of 1-10 Gbps (i.e., smaller capacities for links connecting servers and higher capacities for
those connecting ToR switches) with the promise of future higher bandwidth of 40-100
Gbps [69, 70]. Nonetheless, optical switching has also been adopted within the DCs to
produce either a hybrid or a purely optical DC [70]. Helios and C-through [71] are two
examples of the former where in Helios optical core switches are used mainly to connect
ToR switches.

2.2.0.1 Intra-clouds DC

The main DC network management functionalities include efficient traffic engineering (TE)
(e.g., admission control, rate limiting, load balancing and traffic prioritization) for flows
between pairs of VMs, handling the migration of data within servers and routing the re-
sulting traffic among these VMs to and from the DC. Orchestration of these functionalities
is carried out through interactions of various protocol layers along with the execution of

various TE mechanisms as will be discussed in details in Section 2.3.4.

2.2.0.2 Inter-clouds DC

The inter-cloud DCs are interconnected through wide area networks (WANSs) [72] to form
one cloud if they are owned by the same provider or to construct a federation of clouds
of cooperating providers [73]. The WANs may be privately constructed and owned (e.g.,
Google’s B4 [72]). They can also be dynamically created on demand using the Internet
backbone through virtual networks [59]. Recent trends are also using software defined
network (SDN) technologies to create these WANs [74]. In all cases, the traffic within the
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DC is aggregated by multiple edge routers before it leaves the DC. With current optical
network technologies, these WANs can reach transfer rates in the range of 10 Gbps and
up to Thps [75]. Long-lived flow transfers between DCs can range from a few Terabytes

or Petabytes with deadlines in the orders of a few hours to a couple of days.

2.2.1 Hypervisor and Container-based Virtualization

Virtualization techniques in the cloud has shown to provide opportunities to fully abstract
logical resources from the underlying physical host resources. It improves agility, flexibility
and reduces cost [76]. Virtualization enables multi-tenancy, i.e., allows multiple instances
of virtualized applications (tenants) to share a physical server. It is the key enabler of
DC functionalities, used in DCs and cloud environments to decouple applications from
the hardware they run on. The basic component of virtualization is the virtual machine
monitor (VMM), i.e., hypervisor. The VMM is a software-abstraction layer that enables
the partitioning of the underlying hardware platform into one or more virtual machines
(VMs) [77]. VMMs provide strong isolation between VMs, which enables multiplexing of
multiple VMs over the same hardware. Different types of resources can be virtualized in
the cloud such as server, storage, and network. There are two types of virtualization —

hardware-level or hypervisor virtualization and operating system (OS) level virtualization.

The hypervisor virtualization consists of using a virtual machine monitor (VMM) on top
of a host operating system (OS) that provides a full abstraction to the VM. In this case, each
VM has its own OS that executes completely isolated from the others, allowing for multiple
different OSs to be executed on a single host. Hypervisors enable system administrators
to optimize the use of available resources and confine individual parts of the application
infrastructure [78]. VMware ESX!, Xen? and Hyper-V? are examples of hypervisors.
With recent developments around Docker [79,80], Kubernetes [81] and LXC [82,83], a
lightweight alternative to the hypervisors has emerged, i.e., container-based virtualization.
While hardware-level virtualization is one of the most popular virtualization technology for
deploying, packaging, and managing applications today, OS-level virtualization has surged

in interest and deployment due to its promise of low-cost and improved performance [31].

OS virtualization virtualizes resources at the OS level by encapsulating OS processes
and their dependencies to create containers, which are managed by the underlying OS

kernel [84]. "A container is a collection of operating system kernel utilities configured to

Thttps://www.vmware.com/
https://xenproject.org/
3https://docs.docker.com/machine/drivers/hyper-v/
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Figure 2.5: Comparison of Container-based and Hypervisor-based Virtualization

manage the physical hardware resources used by a particular application component” [85].
OS virtualization partitions the hosts’ resources, creating multiple isolated instances on
the same OS [84]. Fig. 2.5 provides key architectural differences between hypervisor-based

and OS-level virtualization.

Compared to hypervisor-based virtualization, containers impose less overhead for re-
source virtualization since they share the OS kernel of the physical machine. One of the core
technologies in container is the Cgroup, which is a mechanism for grouping and limiting re-
source of tasks. Until now, most research discuss the elasticity of stream processing system
in VM-based cloud [31]. Since containers provide near-native performance and millisecond-
level startup time, it is suitable for elastic stream processing system, which requires fast
and efficient resource provisioning [31]. Also, through nesting, one or more containers,
i.e., container-cluster, can be encapsulated inside a VM [86] and applications running in
containers are able to benefit from the security and performance isolation provided by the
VMs. While this approach provides an opportunity for reusing some existing hardware
virtualization-based architecture for resource provisioning and management, some solu-
tions may not be suitable when dealing with multiple containerized big data streaming
applications. Also, in comparison to deploying containers on a physical host, a recent
study by the authors in [83] found that the deployment of containers within VMs impose

additional performance overhead and adds no extra benefit.

Container-clusters can be managed using solutions like Mesos* and Kubernetes® that

provide applications with APIs for resource management and scheduling across cloud envi-

4https://mesos.apache.org/
Shttps://kubernetes.io/
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ronments [86]. Kubernetes is an open-source technology for automating deployment, oper-
ations, and scaling of containerized applications [85]. Today, most Cloud service providers,
e.g., Amazon, Azure, Google and IBM have extended their offerings to provide containers as
a service (CaaS), enabling robust container-based platforms to build, deploy or host appli-
cations on a lightweight environment. While most research on resource management in the
cloud have focused on hypervisor-based environment, the emergence of OS virtualization
has reopened a number of issues related to resource management on container-based cloud.
To deploy BDSAs on containers, the microservices approach is used. A microservices-based
BDSA involves the interoperation of multiple microservices. Each microservice acts as a
standalone application or component that can be developed, deployed and updated sepa-
rately in contrast to the traditional monolithic development of applications. The ability to
independently update and redeploy the code base of one or more microservices increases
application’s scalability, portability, updatability, and availability, but at the cost of ex-

pensive remote calls and increased overhead for cross-component synchronization [85].

Container technologies such as Docker can support multiple and heterogeneous mi-
croservices in a containerized environment. However, this can lead to unexpected interfer-
ence and contention among microservices. Thus, how to deploy microservices in order to
balance resource consumption and performance is a critical issue [85]. Also, tracking the
performance of microservices in a containerized environment can be very challenging. Most
available tools typically monitor CPU, memory, and filesystems. Monitoring frameworks
such as Nagios® and Ganglia” monitor hardware metrics (cluster, CPU, and memory uti-
lization) and cannot provide microservice-level performance metrics. Therefore, new mon-
itoring frameworks are required. Some newer tools to monitor microservices are available
from providers such as Sysdig® and Datadog”. Estimating microservice workload behavior
in terms of request arrival rate can be a tedious task when dealing with multiple users with
different types and mix of microservices. In addition, devising microservice-specific work-
load models to accurately learn and fit statistical functions of the monitored distributions
is also challenging. The aforementioned challenges can be attributed to making decisions
about the types and amount of resources to provision at a given time combined with the
unpredictability of the availability, load, and throughput of resources. Many Cloud service

providers utilize rule-based reactive approaches to scale resources for containers, e.g., Ama-

Shttps://www.nagios.org/
"http://ganglia.sourceforge.net/
8https://sysdig.com/
Yhttps://www.datadoghq.com/
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zon AutoScale'®. Some container schedulers (e.g., Kubernetes'!) also scale by observing

the resource usage.

2.2.2 Cloud DCs as Host for Big Data

Today, we live in a universe where government and various business organizations are
overflowing with data generated from Internet search, social media, mobile devices, the
Internet of Things and business transactions among others. Traditional data processing
technologies are unable to process this data within a tolerable elapsed time. Moreover,
the datasets generated do not fit into the traditional data processing frameworks and are
usually generated from multiple distributed data sources. Due to these identified charac-
teristics, big data represents a new paradigm of data management (collection, processing,
querying, data types, and scale) that is not well served by traditional data management
systems. Consequently, as various sectors continue to use larger and larger data warehouses
for their ever-increasing data processing needs, the performance requirements continue to
outpace the capabilities of the traditional approaches, hence, the need for cloud DCs. To
process data as they arrive, elastic and virtualized cloud DCs use data processing frame-
works that can continuously process high-volume and high-velocity data streams. This
development has attracted individuals and organizations and they are increasingly moving

their data to the cloud for higher reliability, security and cost benefits.

Cloud services are a natural fit for processing big data streams because they allow data
processing frameworks and algorithms to run at the scale required for handling uncertain
data volume, variety, and velocity. Cloud computing promises on-demand access to afford-
able large-scale resources with no substantial upfront investment. Also, it offers a means
for meeting the performance and scalability requirements of organizations by providing
agility to the data management infrastructure. By this, cloud users can benefit from the
pay-as-you-go model and adaptable resources. Furthermore, it frees up organizations from
the need to purchase unneeded resources. Several other motivations for using the cloud
computing model include the ease of use, elasticity, reliability, flexibility, performance,
security among others [87]. Cloud computing allows workloads to be deployed quickly

through rapid provisioning of virtualized resources [88].

The main deployment models of the cloud are the public, private, community or hybrid

clouds. On the one hand, a private cloud (e.g., Microsoft’s DCs), which provides the highest

Ohttps://aws.amazon.com /autoscaling/
"https: //kubernetes.io/
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level of security, is deployed over private networks and can only be accessed by subscribed
users. On the other hand, a public cloud, such as AWS, is deployed over the Internet or
rented network resources. In between these two deployment models is a hybrid cloud that
can be comprised of both private and public resources. Additionally, the community clouds
serve organizations that have common management goals [58]. Acquiring computational
resources as commercial services in a pay-per-use model according to the cloud stack (SaaS,
PaaS, TaaS) is one of the key promises of cloud computing. Each of these models provides
different views to the users for the type of resource available and how they can be accessed.
For instance, in the laaS model, a user’s view is restricted to the operating system, whereas

the PaaS model provides users with an environment for deploying their applications.

The provisioned resources are abstracted using virtualization technology and deployed
to customers in form of VMs or containers. Sharing the underlying physical cloud infras-
tructure allows for workload consolidation, which leads to better system utilization and en-
ergy efficiency [4]. While most cloud service consumers enjoy the flexible and cost-effective
services cloud computing provides, meeting SLA, scalability, and deadline constraints while
achieving cost-effectiveness can be challenging. Hence, there is a need for frameworks that
can effectively address the challenges plaguing resource usage in the cloud. Such frame-
works tailored to serve application requests should i) be capable of handling different types
of applications, ii) perform resource management tasks intelligently while meeting the QoS,

and iii) adapt to fluctuating resource requirements posed by various applications.

Big data streams can be processed using cloud infrastructures, which depends on com-
munication between virtual machines (VMs) or containers. Imparting cloud resource elas-
ticity is the fact that most CSBs host BDSAs on massive geo-distributed datacenters (DCs),
which involves huge data migrations across the underlying network infrastructure, leading
to long migration delay and cost. Data transfer using the network becomes the bottleneck
in the process [89]. While most efforts have been devoted to designing better resource
management solutions for big data processing, big data migration for efficient resource uti-
lization is an issue that has been largely left out. Therefore, there is a need for timely and

cost-minimizing frameworks to address the big data migration challenge faced by CSBs.

2.3 Big Data Migration over Clouds

In this section, we discuss research contributions made on cloud big data migration in
order to put into perspective a more holistic view of its challenges, existing solutions and

effects on efficient CSB resource elasticity management. Big data migration to clouds was



Background 31

initially driven by the scalability and computational performance limitations of traditional
infrastructures and the elastic, low cost resources provided by the cloud. However, the use
of cloud infrastructures comes with other challenges, which includes reliability, accessibil-
ity, cost reduction, result timeliness and outcome accuracy. The multitude of challenges
encountered has ushered in numerous yet diverse research contributions from both industry
and academia. These research contributions cover a wide spectrum of solutions such as
developing newer protocols at various communication layers, adoption of software defined
networks (SDN), in-network big data processing as well as opportunistic store-and-forward

routing.

2.3.1 Requirements

The three levels of Big data movement over clouds can be separated into (i) big data move-
ment to the cloud from external sources, (ii) intra-DC transfers, (iii) inter-DC transfers
either through the communication of individual VMs at different DCs or interaction be-
tween peer DCs [90]. The types of traffic that can occur at these levels can be classified as

follows:

e Streaming data: These transfers involve sending data as continuous real-time streams
without the start and stop modes [91]. Streaming of data can use single or parallel

streams in order to increase the transfer rate.

e Bulk data traffic: These transfers are delay-tolerant and have no explicit deadlines
or have deadlines that span a few days. They can be transfers between the users and
the clouds or between pairs of DCs [92]. They can also be as a result of maintenance

operations that include migration and data replication due to load balancing.

e Online batch data transfers: These transfers are much smaller in volume than bulk

transfers and are mostly related to MapReduce-like applications’ operation [40].

e Live VM migration traffic: This operation is triggered by the DC management system
and it is crucial to the administrative operations of the DCs. It allows the DC to free

additional resources or perform maintenance operations on the hosting server [93].

e Big data replication and migration traffic: This type of traffic can be based on the
triggers of replication and migration, e.g., Google and other DC operators hosting
cloud-computing applications need to replicate and synchronize data across DCs [94].
Big data migration helps the cloud service providers to improve redundancy and

increase the reliability of their DCs to prevent site failures.
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The need for migrating big data over clouds can be addressed from both the CSBs’ and
CSPs’ perspectives.

2.3.1.1 CSBs’ Perspective

To a CSB, the following requirements are critical when migrating big data over clouds.

o Sufficient flow transmission rates: This is the most common requirements for all

traffic patterns. However, it is usually traded-off for decrease in the service cost.

e Latency: This is the time delay experienced in migrating and processing data. This
can be as a result of many factors such as the distance involved, routing path and

the different technologies used in the transfer.

e (ost: Cost is a key factor in big data transfer, considering the geo-dispersion of users,
the geo-distribution of DCs, and the characteristics of data involved. Attempts to
find a balance between the various elements that affect big data transfer may result
in added cost, e.g., the use of more cloud resources can reduce transfer delays but

this leads to higher a cost for the consumers.

e Reliability: Storing big data sets across multiple DCs increases their access reliability
but eliminates data locality and adds additional bandwidth needs between these DCs.

Hence, a good balance between these two factors must be achieved.

e Flasticity: This parameter refers to the application’s ability to temporarily consume

additional or fewer resources dynamically without incurring any delay.

e Optimal placement of big data: This must be carried out by the CSB in order to

meet users’ specified business rules and policies.

2.3.1.2 CSP’s Perspective

From a CSP’s perspective, requirements to be met when migrating big data include the

following:

e Optimal resource utilization: This is the main objective of any service provider,
which in turn leads to increased profit. It can be achieved through good cross-layer

orchestration of various network and application functionalities.
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e Scalability: This reflects the ability of the provider to employ the resources in serving
a large number of big data flows without experiencing any deterioration in the offered

service performance.

e Fase of solution deployment and maintenance: The introduced newer protocols, al-
gorithms and tools must be easily deployed on the large scale needed within DC

networks, and compatible with existing ones.

e Fase of management: This requirement refers to the need for automation of resource

configurations and dynamic adaptation.

e Reduced operating cost: Energy optimized solutions are needed in order to reduce the

cost of operating the cloud infrastructures.

Next, we discuss the various research progress made to address the challenges of mi-
grating big data over clouds, which can be classified into networking and non-networking

approaches.

2.3.2 Non-networking Approaches

In this section, we examine various non-networking solutions, i.e., application strategies
and big data management approaches that target the efficient migration and movement big
data over clouds while satisfying the aforementioned requirements of the cloud users and
providers. These approaches include the use of physical means to transfer data, volume

reduction and data placement.

e Shipping vs Internet: Some research efforts [48,95] have focused on investigating
the trade-offs between physical big data transfers using hard-drives and the use of
online services provided by clouds. Gorcitz et al. [96] focused on delay tolerant
big data transfers between end-users and the cloud as well. They leveraged the
storage capacity and communication capabilities of future smart vehicles in order to
piggyback massive data that needs to be transferred between two locations. While
performance results of data transfers between two cities showed a significant speed
up as compared to Internet-based techniques, the proposed work is very difficult
to implement in real life scenarios. Moreover, the scheme is dependent on several

unpredictable parameters such as the weather and the traffic conditions.
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e Application and Big Data Adaptation: This stream of research effort is motivated
by the asymmetry between the fast growth rates of big data sizes and the slow
growth in the available bandwidth in current network technologies. This involves
the use of a compression algorithms to compact the data before transferring [97] and
later decompress when needed. This approach was also used by the authors in [98] to
optimize the input/output issues involved with big data transfer. Data deduplication
is another means to reduce the big data volume before transfer [99]. This method is
used to reformat the data into a more condensed form while allowing only necessary

information to be transferred.

The main limitation of these approaches is that they require extensive compute capa-
bilities on the source side. In addition, the majority of these schemes require profound
knowledge of the transferred data types. Furthermore, compression decisions are still com-
plex, i.e., the system must decide the granularity of compression (e.g., database records,

blocks, single file or a set of files) and the appropriate compression algorithms.

2.3.3 Networking Approaches

In this section, we classify and analyze the main networking approach contributions for op-
timizing big data migration across the protocol layers — application, transport and network

layers.

2.3.3.1 Application Layer Protocols and Tools

Conventional protocols at this layer such as the file transfer protocol (FTP) and the client-
server HT'TP fall short of meeting the needs of large scale data transfers in terms of the
needed reliability and synchronization with existing data. Research efforts have either
adapted these tools to suit big data transfers or have opted for developing newer protocols.
Examples of tools proposed include GridF'TP [100], Globus Online [101-103], BitTorrent'?,
JetStream [104], Fast and Secure Protocol (FASP) '3, CloudStork [105], BBCP [106], Flex-
ible Automated Synchronization Transfer (FAST) [107] and Genomic Text Transfer Pro-
tocol (GTTP) [108].

12

wwww.bittorrent.com
B3https:/ /asperasoft.com/technology /transport /fasp/
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2.3.3.2 Transport Layer Protocols

Today, most data transfers within the DC rely on the transmission control protocol (TCP).
Unfortunately, TCP throughput collapse is frequently experienced in high bandwidth, low
latency DC networks. In order to enhance the performance of the TCP protocol to suit
big data application needs, the DC TCP protocol (DCTCP) [109] has been proposed but
it fails to consider deadline sensitive flows as well as flow prioritization. To address this
limitation, flow deadline and congestion avoidance have been simultaneously considered in
the Adaptive-Acceleration DC TCP protocol (A?DCTCP) [110]. Several research efforts
have also focused on increasing the transfer throughput of TCP sessions either for individual
files or for overall utilization of the network through the adjustment of the parameters of
several transfer operations, i.e., pipelining, parallelism and concurrency. In general, the
majority of the aforementioned techniques either have some performance issues or require
significant modifications of the protocol either at the sender, receiver, and both sides or at

the network switches hardware.

Alternatives to TCP such as UDP-based data transfer (UDT) [111] have also been
introduced in the literature. In contrast to traditional TCP, UDT supports extremely
high-speed networks and it can be used to transfer bulk datasets in excess of Terabytes.
However, UDT suffers from extreme overhead requirements as well as the induction of
significant delays in concurrent TCP transmissions. Finally, it is worth noting that recent
trends in DCs advocate for the use of Remote Direct Memory Access (RDMA) and message
passing either over RDMA ready networking technologies (e.g., Infiniband and Converged
Ethernet (RoCE)). These technologies are clearly able to scale well to the big data needs
but require expensive hardware support as well as a congestion-free layer-two circuit for
the case of RoCE in order to work well. They also require significant modifications in the

applications in order to make full use of this technology’s potential [112].

2.3.3.3 Network Level Protocols

In contrast to the application and transport layer approaches, research efforts at the net-
work layer are mostly implemented by the CSP rather than the individual users (e.g., CSB)
and focus mostly on the aggregated traffic between DCs. For example, Zhang et al. [113]
focus on optimizing the monetary cost of transferring data to the cloud in order to be
processed using MapReduce-like frameworks. Similar to the aforementioned approach, the
authors in [60] consider big data transfers between clouds in a federation of cloud providers.

However, the proposed work did not discuss the details of how fairness among the users’
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transferred datasets can be achieved.

2.3.4 State-of-Art Networking Protocols

Links connecting the DCs are reportedly underutilized with an average of 40-60% utilization
levels [114]. This problem is a direct result of the bursty nature of the traffic between
the DCs. To overcome these problems network virtualization, software defined networks
(SDN), in-network processing as well as store and forward (SnF) nodes have been used.

These technologies are discussed below.

2.3.4.1 Network Virtualization

Current research efforts focus on intra-DC networks virtualization to provide bandwidth
sharing between tenants in a single data center. For example, the authors in [115] created
a VN topology for each MapReduce workflow and then tried to concurrently map the VM
and links to the DC network with the objective of minimizing the data transmission latency
and data processing rate. Another bandwidth allocation technique, termed Seawall [116],
performs end-to-end proportional sharing of the network resources according to an associ-
ated weight with each traffic source using congestion-controlled tunnels. Similarly, Lam et
al. [117] proposed Netshare, a statistical multiplexing mechanism that proportionally allo-
cates bandwidth for the tenants. Unlike Seawall, Netshare shares link bandwidth among
tenants rather than sender virtual machines to provide a fair allocation among different

services.

2.3.4.2 Software Defined Networking (SDN)

The main idea behind SDN is the ability to provide a user-friendly programming interface
to dynamically control the run-time configuration of the underlying network. This is
achieved through the decoupling of the control (i.e., the messages needed to configure the
various network devices) and the data plan (e.g., the paths that actual data flows take in
the network). OpenFlow [72,118] is the most commonly used implementation of SDN and
it relies on configurable flow tables in each network device that contain a set of instructions
on how to forward a received data packet. These tables are configured by a centralized
SDN controller at run time and mostly upon receiving a first packet of the flow. Recently,
research efforts have focused on exploring the suitability of SDNs to carry big data flows

within the DC. For example, Wang et al. [119] focus on MapReduce applications and discuss
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the potential of using application level information, including the expected communication

pattern and the traffic demand matrix to configure the network at runtime.

SDNs are also emerging as a new technology for inter-DC communication. For example,
Google’s B4 WAN [72], using OpenFlow, is an SDN employed to connect its DCs with a
promise of 70-100% utilization of its links. Similarly, Microsoft’s SWAN [114] creates an
SDN to enable its inter-DC links to carry more traffic, taking into consideration higher-
priority services and fairness among similar services. The main challenge of employing
SDNs for big data is the volume and the speed of the serviced data flows as well as the

number of concurrent flows.

2.3.4.3 In-network Data Processing

In addition to the above approaches, newer research directions employ some processing
functionalities to the data along their network path in order to reduce the size of the
flows as they are transferred through the network. Research in this direction focuses on
in-network processing for big data in order to reduce the overall needed bandwidth. This is
carried out by developing various operations to modify the packets content during its trip in
the network. The main tradeoff in these approaches is the difficulty and the cost associated
with implementing, deploying and maintaining application specific functionalities that are

customized for different flows along the network.

2.3.4.4 Store and Forward Techniques

Temporarily storing big data in network nodes along its way to its destination and only
opportunistically sending data between these nodes is a technique that is usually referred
to as water filling or store and forward (SnF). Approaches in this category can help in over-
coming network congestion during peak hours. However, implementing these approaches
is not straightforward due to the varying arrival deadlines for different data transfers, the
incurred cost of temporarily storing the data and the difficulty in predicting the needs of
newly arriving transfers that might require a higher transfer priority over already stored
data. One of the earliest approaches for SnF is NetStitcher introduced by Laoutaris et
al. [93,94]. Postcard [120] extends Netsticher’s time expanded graph to consider multiple
bulk data transfers, but results in a higher computational complexity to schedule these
transfers. The success of these techniques hinges upon having the right proportion be-

tween the number of transfers that are more delay tolerant as compared to the more delay
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sensitive traffic. Therefore, they are mostly realized for traffic that span DCs with different

time zones and hence, different traffic patterns in each zone.

2.3.4.5 Traffic Engineering (TE)

Rate limiting and admission control are the most used TE mechanisms for controlling the
behavior of big data migration. In general, rate limiting can take place at different levels
— at the flow-, VM- or the job-level. In [75], the authors relied on prediction of the
high priority traffic of big data between each pair of data centers. They used bandwidth
reservations in future time blocks to serve long-lived flows and employed online temporal
planning to appropriately pack these transfers. While the scheme aimed at minimizing the
fraction of unsatisfied transfer, it did not guarantee any deadlines. In Amoeba [121], both
admission control as well as per-flow rate limiting were employed to serve new incoming
transfer requests. The system employed opportunistic rescheduling of existing transfers
with the objective of meeting the transfer deadlines of all the flows. In [122], the authors
developed MicroTE, an intra-DC TE mechanism that focused on isolating predictable

traffic flows from those that cannot be predicted.

2.3.5 Optimization Objectives

In the last two sections, we examined existing approaches with respect to the protocol
layers at which they function with the aim of coordinating their behaviour. In this sec-
tion, we analyze a number of research contributions from their targeted objectives (e.g.,
service time reduction, cost minimization and increased performance). These objectives
are heavily interdependent and sometimes contradicting. We aim at highlighting these

interdependencies.

2.3.5.1 Time Reduction

Big data transfer time increases as the volume of data to be transferred increases. Hence,
service time reduction becomes a higher priority for various mechanisms. Most often, to
reduce the time involved for moving big data, policies are applied through approaches such
as scheduling and resource allocation. In schemes that target flows and completion time
need to consider several other factors such as fairness, deadline variations, and the life

span of different flows. Also, additional resources employed to optimize the transfer time
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increases the cost of such transfers and may not result in the optimal use of the underlying

resources.

2.3.5.2 Performance Improvement

A large number of research efforts have focused on improving the performance of big data
transfer using various protocol layers. For instance, multi-hop path splitting and multi-
paths are solutions that employ multiple independent routes to transfer data [123,124]. The
parallelism mechanism employed in the multi-hop and multi-path systems is an approach
successfully used to scale data transfers but this may introduce bottlenecks from local
constraints such as over-tasked CPUs, low disk I/O speeds [123]. Cross-layer optimization,
introduced by the authors in [90] involves using information from different layers for efficient
decision-making. In addition, issues encountered when transferring big data to the cloud
can be addressed by in-network data optimization techniques [125] such as compression, de-
duplication, caching and protocol optimization. Compression [98] and data de-duplication

are used to reduce the size of the data before transferring.

2.3.5.3 Cost Minimization

Research work in this area focuses on cost-minimization strategies. Big data transfer
between user location and the cloud incurs considerable cost, which can translate to millions
for cloud service consumers. Hence, cost minimization strategies such as better models are
required. The cost model employed involves passing the transfer charges by the Internet
service providers (ISPs) to CSPs, and these are then passed on to the users. This charge is
derived using a percentile charge model, which is different from the flat-rate charge model
used for utility billings [126]. Studies carried out to minimize resource cost can sometimes

be based on the heuristics that some delays are tolerable when transferring big data [94].

NetEx [127] was presented to address the challenge of high bandwidth costs charged by
cloud service providers. This system utilizes unused bandwidth on ISPs’ backbone links,
offered at a lower price, to cheaply deliver content by using bandwidth aware-routing to
dynamically adapt available bandwidth across multiple paths. Work carried out in [126]
focused on how to minimize cost when moving dynamically generated, geo-dispersed data
BD into the cloud for processing. Two online algorithms — the online lazy migration
(OLM) algorithm and the randomized fixed horizon control (RFHC) algorithms — were
proposed to optimize the choice of DC to aggregate and process data. Netstitcher [93] is

also another example of a solution proposed to reduce the high cost of big data transfer.
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The idea behind Netstitcher is to rescue unutilized bandwidth across DC and use it to
transfer data for non-real-time applications using a store-and-forward algorithm, which

can adapt to resource fluctuations.

2.3.6 Discussions and Future Opportunities

Migrating big data over clouds can be a complicated and an expensive process. Traditional
transfer tools are found to be inefficient and exhibit poor performance when handling big
data. Moreover, they are poorly documented and require considerable efforts for setting
up. Minimizing costs and latencies are of interest when transferring big data. Having
identified the major research contributions towards developing efficient frameworks for
big data migration over clouds, Fig. 2.6 provides a holistic view of the aforementioned
research contributions. Clearly, the main hurdle in the area of big data migration over
clouds is the isolation of various research contributions at each of the layers. As shown
in Fig. 2.6, big data requirements are not easily mapped from the top layer to the lower
layer configurations due to lack of efficient models to represent these needs. While various
strategies for the movement of big data have been proposed (e.g., shipping, Internet and
private networks), these strategies do not consider the current or predicted availability of

the underlying resources nor do they consider the dependency among various big data sets.

At the application level, various efficient strategies have been proposed to reduce the size
of the transported big data and to configure optimal placement strategies with respect to
the users’ access delays. However, a decision model that can decide when, where and which
big data manipulation functionalities (e.g., compression, aggregation and deduplication) to
use as data is being moved over the clouds is required. This model can increase the efficiency
of big data transfers and release the needed resources for more urgent traffic. Network layer
solutions have also been receiving a considerable attention from various researchers. SDNs
and VNs represent two promising approaches for the dynamic manageability of the intra-
and inter-DC networks. However, scalability and speed of configurations are two main
challenges that must still be overcome before fully adopting these technologies. Similarly,
as the cost of hardware continues to decrease, in-network processing and SnF solutions will
become viable for future migration and movement of big data over Inter-DC networks. In

light of this analysis, we identify the following future research directions:

e To date, there still exists a big gap between big data application requirements and
functionalities on one side, and the provisioning of the cloud resources on the other.

Hence, the first step to overcome this limitation is to develop efficient models that



Background

BD

Requirements

!

Traffic
prediction

Scheduling

Hybrid Shipping

Consumers

& Internet based
transfer
BD Producers/

.
BD Management

Strategies
&

Aggregation Deduplication

Compression

Aggregation

Remote initiation, synchronization, partial transfers, Adaptive
granularity & scheduling, check pointing, error detection

Application layer

SDN
Application

41

\l’lacement Strategies
V=

n

g =

E ﬂ hsJ \E] laiil TCP pipelining, parallelism & concurrency

o=, IH 8 8 5| e TCP parameter configuration on the fly

2 8 8l 5ol

o \_ Transport layer )
&

)

% Store & Forward Const]:glers

— « .
e T‘ \ In- network processing
A X ! ‘\:
= T I \
S e
o
” " Virtual Networks"
Admission

Control

Rate
Limiting

DC Network

Figure 2.6: Cross-layer Solution for big data migration over clouds

can describe the varying needs of big data streams from the underlying networks as
they are being transferred. An expressive model can easily be used to map these
higher level requirements to the needed network configurations (e.g., in the form of
a virtual network request). This will facilitate mapping the network performance
parameters to application level parameters. For instance, during peak traffic periods

an application can prioritize certain operations.

The next step is to build network aware big applications that can dynamically adapt
their performance based on a continuous feedback about the underlying network per-
formance. If more elasticity is added to big data application, they can dynamically
adjust their task schedules according to the current demands on the cloud resources.
For example, similar to the store and forward routing methodologies, store and pro-
cess based applications can delay part of their executions to benefit from periods

where more resources are available. Also, resources can be used in a more optimal
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manner if a more centralized view of the network resources and big data application

needs is employed.

e In spite of the recent advances in network virtualization, the literature still lacks the
needed research efforts to harness this tool to better serve big data migration. For
instance, virtual networks can be created to precisely match the needed resources for
big data applications with frequent access to their data sets but infrequent updates

can use virtual links with asymmetric upload and download capacities.

e At the physical layer, current developments in the optical DC networks provide a
promising solution for the high bandwidth demands of big data applications. How-
ever, their adoption is currently hindered by the higher replacement cost of traditional
switches in current DCs. Clearly, bandwidth is the main bottleneck especially when
using shared resources, e.g., streaming sites such as Netflix consume huge amount
of available bandwidth daily. Therefore, in peak periods, users need to compete for
the available bandwidth to successfully complete their big data transfers. Transfers
to the cloud and between DCs using the WAN take a long time due to the transfer

protocol and bandwidth size.

e Big data migration supports cloud resource elasticity management processes and it
is an efficient way to improve resource utilization, however, it remains an impor-
tant open issue [113]. Nowadays, CSPs own geo-distributed DCs connected by high
bandwidth wide area networks (WAN) all over the globe to provide faster and better
services. For most CSBs, running BDSAs on multiple DC systems can provide low-
latency, high-quality and non-disruptive services. While geographically distributed
BDSAs collect large amount of data for processing from various sources for better
results, this may require aggregation at a single location and how to efficiently move

data cost-effectively over time for processing has not been well studied.

e The execution of BDSAs may require migration onto different resource types or dy-
namic alocation and rescheduling to new cloud resources to ensure users requirements
(e.g., end-to-end-latency) are met. While some efforts have been made in this direc-

tion, they are yet to be meaningfully integrated with CSB services [128].

2.4 Big Data Stream Processing in the Cloud

Big data stream processing is particularly suited for scenarios where massive amount of

data must be processed with low latency. Under several emerging application scenarios
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such as smart cities, social media, wearable devices, and IoT, continuous data streams must
be processed within short delay intervals. Several solutions, including multiple software
engines, have been developed for processing unbounded data streams in a scalable and
efficient manner [4]. Unlike the storage before processing in traditional database systems,
SPEs process tuples ”on-the-fly” [129]. Fig. 2.7 shows a simple stream processing flow.
Data stream flow from left to right, starting from the producers to the data store. The
producers send events, which are appended to message queues, e.g., Flume!*, Kafka!®. The
consumer, i.e., a stream processing system, pulls the data out of the message queue and

processes it. The result is then finally stored in a data store.

Producers Data Store

Figure 2.7: Simple Stream Processing Flow.

A stream is a potentially infinite sequence of tuples sharing a given schema. Queries in
SPEs are defined as continuous since results are immediately pushed to the user each time
the streaming data satisfies the query predicate. A query is a direct acyclic graph (DAG)
where each node is an operator and edges define data flows. Typical query operators of
SPEs can be classified as either stateless (e.g., Map) or stateful (e.g., Aggregate, Join) [130].
On the one hand, stateless operators do not keep state across tuples and perform their
computation on a sliding window of input tuple over a period of time. On the other hand,

stateful operators perform operations on sequence of tuples.

2.4.1 Stream Processing Architecture

Fig. 2.8 provides an overview of the basic components — collection, processing and storage

— often found in a stream processing architecture.

e Data collection: collects data from multiple sources, e.g., social media, IoT and
system logs. Data ingestion is performed by various tools that run close to the data

sources and communicate via network connections, such as TCP and UDP [131].

e Data processing: consists of many systems such as stream/batch processing systems

and data processing frameworks that ease the implementation of data analytics.

HMhttps://Alume.apache.org/
https:/ /kafka.apache.org/
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Figure 2.8: High-level Stream Processing Architecture [4].

e Data storage: consists of systems for storing and indexing in real-time architectures,

e.g., NoSQL database, key-value stores and in-memory databases [132].

In addition, the stream processing architecture can comprise of multiple tiers of in-
gestion, processing and storage to incorporate modularity. The connection between the
tiers are made by message brokers and queueing systems such as Apache ActiveMQ!©,
RabbitMQ!", Amazon Simple Queue'® and Apache Kafka [133].

2.4.2 Stream Processing Applications

Today, a new class of stream processing applications have emerged in domains such as
financial analysis, traffic monitoring, anomaly detection, healthcare, sensor data acquisi-
tion and multimedia in the past few years [11]. These applications allow data produced
from heterogeneous, autonomous and globally-distributed data sources to be aggregated
and analyzed dynamically to generate results in real-time. They are usually designed as
Data-, Task- or Pipeline-Parallel applications containing structured directed acyclic graphs
(DAG), where the vertices represent the operators (i.e., sources or sinks) and the edges are

represented as data, task or pipeline streams [134], [5], respectively as shown in Fig 2.9.

On the one hand, the Data-Parallel application distributes computations involving the

data streams to multiple nodes to reduce the computation latency of the application. An

http://activemq.apache.org/
Thttps:/ /www.rabbitmq.com/
Bhttps://aws.amazon.com/sqs/
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Figure 2.9: Task- and Data-Parallel Application Types [5]

example of this type of application is Twitter stream processing application for sentiment
analysis. On the other hand, a Task-Parallel application, which requires long running
time to complete, is one that distributes computation tasks (processes) to multiple nodes.
Task pairs in a Task-Parallel application are executed on different parallel branches of the
original stream graph with the output of each task never reaching the input of the other.
In comparison to the aforementioned types, the Pipeline-Parallel applications offer low
latency and the ability to run stateful operators in parallel by mapping chains of producers

and consumers in a stream graph to different nodes.

Logically, a streaming application can be interpreted as a directed acyclic graph (DAG)
whose nodes (operators/components) represent the computing elements and, the edges rep-
resent the stream of data flowing through the elements. An operator is a logical processing
unit that applies user-defined functions on a stream of tuples. They perform functions
such as filtering, aggregation and counting. The stream of tuples originate from the source
operator of the DAG and exit out at the sink operator. The source operator pulls in-
put streams from external sources while the sink operator processes the captured data
streams. Separating the operators as a graph allows for exploring parallelism. Stream pro-
cessing frameworks usually employ logical abstractions for specifying operators and how
data flows between them, referred to as logical plan [8]. When the amount of paralleliza-
tion is provided, i.e., number of instances required, it is referred to as the physical plan.
This is provided to the scheduler for placing the operator instances on available cluster
resources [4]. Stream grouping decides programmatically how tuples arriving at a given
operator are split. Different kinds of grouping approaches are available for each stream-
ing framework, e.g., shuffle, fields and global groupings. A number of stream processing
systems are available today to process a wide variety of data, e.g., Twitter Heron [§],
Storm [13], Spark [14] and Flink [135]. These systems rely on manual configuration for

resource allocation, which is infeasible for dynamic streams.
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2.4.3 Key Stream Processing Technologies

Stream processing has been an active area of research for many years. Traditional SPEs
consisted of centralized solutions and were essentially extensions of DBMSs, developed
to perform long running queries over dynamic data. Borealis [136] and STREAM [137]
are examples of systems that are designed to provide stream processing middleware and
languages for writing streaming applications. Also, System S [138] is used for large-scale,
distributed stream processing middleware and application development. These systems
are evidence of the past success of the stream processing paradigm. Due to the increasing
popularity of stream processing engines (SPEs) and container technologies, there is a move
to run BDSAs on containers for elastic workloads [139]. This is powered by virtualization
techniques in the cloud that abstracts host resources. While most research efforts on
resource management in the cloud have focused on the hypervisor-based environment,
the emergence of OS virtualization has reopened a number of issues related to resource

management in container-based environment.

In recent years, new innovative open source, off-the-shelf streaming engines such as
Spark [14], Storm [13], and S4 [15] have been introduced to support high-volume, low
latency stream processing applications and to address needs that are different from the
analytical or extract, transform & load (ETL) domain typical of MapReduce [40] jobs.
This generation of solutions resulted in more general application frameworks that enable
the specification and execution of user defined functions (UDFs). Frameworks proposed
typically follow two models: operator-graph model and micro-batch model. The operator-
graph model processes ingested data tuple-by-tuple using DAG operators, while the micro-
batch model groups incoming data at intervals, which are then processed at the end of each
time window. Some examples of common SPEs that fall into these categories are described

as follows:

2.4.3.1 Apache Storm

Storm [13] is a free and open-source distributed real-time computational system for pro-
cessing large volumes of high-velocity data. It is commonly used by companies such as
Twitter and Spotify to process high volume of data with low latency. Stream processing
using Storm is achieved by distributing data streams across multiple machines as an un-
bounded sequence of tuples (key-value pairs). A Storm application is defined as spouts and
bolts that run on clusters as DAG topologies. A spout is the source of a stream that pulls

data from a messaging system such as Kafka [133], while a bolt processes the incoming
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data stream, which in turn can be passed towards other set of bolts. Apache Storm [13]
is known to perform Task-Parallel computations. Storm applications are configurable by
the parallelism of the nodes, stream grouping and scheduling. The parallelism specifies
the number of concurrent threads executing the same task (spout or bolt). Stream group-
ing determines the way a message is propagated to and handled by the receiving nodes.
Scheduling algorithm deploys statically the spouts and bolts to the computational resources

of the cluster.
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Figure 2.10: Components of a Storm Cluster [6].

Fig. 2.10 presents the components of a storm cluster. There are two main types of
nodes in a Storm cluster—the master node and the processing nodes. The master node
runs a daemon called Nimbus, which is responsible for distributing code around the cluster,
assigning tasks, and monitoring their progression and failures. Processing nodes run a
daemon called Supervisor, which listens for work assigned to its machine. It starts and
stops processes as necessary, based on the work that was assigned to it by the master node.
Each worker process within a processing node executes a subset of a topology, i.e., one or
more spouts, bolts and metrics consumers. Coordination between the master node and the
processing nodes is done through a ZooKeeper cluster. Also, information about assigned

tasks, health of the worker processes and the cluster state are stored in the ZooKeeper [6].
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2.4.3.2 Apache Spark

Spark [14] is an open-source distributed framework for data analysis. From the onset,
Spark supported both batch and streaming workloads, which makes it different from other
SPEs that are designed for only stream processing. Spark performs in-memory analytics
on streams in a distributed and real-time manner by discretizing the streaming data into
micro-batches before computation. Spark [14] is known to perform Data-Parallel compu-
tations. To cover a variety of workloads, Spark introduces an abstraction called Resilient
Distributed Datasets (RDDs) that enables running computations in memory in a fault-
tolerant manner. RDDs, which are immutable and partitioned collections of records, pro-
vide a programming interface for performing operations, such as map, filter and join, over
multiple data items. To handle faults and stragglers more efficiently, the authors in [7] pro-
posed D-Streams, a discretized stream processing based on Spark Streaming. D-Streams
follows a micro-batch approach that organizes stream processing as batch computations

carried out periodically over small time windows.
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Figure 2.11: Spark Architecture [7].

Spark streaming architecture consists of three components as shown in Fig. 2.11. The
master tracks the D-Stream lineage graph and schedules tasks to compute new RDD par-
titions, the worker nodes receive data, store the partitions of input and computed RDDs,
and execute tasks, while the client library is used to send data into the system. Spark
streaming differs from traditional streaming in that it divides computations into stateless

and deterministic tasks that can run on any node in a cluster or even multiple nodes [7].
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2.4.3.3 Apache Heron

Similar to Storm is Apache Heron [8] in which streaming applications are DAG. Heron [§]
was built as an architectural improvement to Storm [13] with mechanisms to achieve better
efficiency that addresses several of Storms’ inadequacies. Heron runs topologies that are
made up of bolts and spouts. The spouts generate the input tuples that are fed into the
topology, and bolts carry out the actual computation. Also, Heron processing semantics
are similar to that of Storm, which include at most once (i.e., no tuple is processed more
than once) and at least once semantics (i.e., each tuple is guaranteed to be processed more
than once). However, Heron topology is a departure from Storm where Nimbus was used
for scheduling. In Heron, each topology is run as an Aurora!? job consisting of several
containers that run the Topology Master (TM), Stream Manager (SM), Metrics Manager
(MM) and a number of processes called Heron Instances (HI) as shown in Fig. 2.12. The
TM is responsible for managing the topology throughout its existence, the SM is used to
manage the routing of tuples efficiently while each HI connects to its local SM to send and

receive tuples.
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Figure 2.12: Heron Architecture [8].

Other popular SPEs include Yahoo S4 [15], Apache Flink [135], and Samza [140] among
others. Yahoo S4 [15] has been proposed as an alternative framework for processing big data
streams requiring real-time processing. S4 is a decentralized, scalable and fault-tolerant
framework that provides a programming interface for processing data streams on top of

a highly available cluster in a distributed computing environment. In addition to these

Ohttp:/ /aurora.apache.org/



Background 50

engines, cloud service providers also provide many managed solutions for processing of
streaming data such as Amazon Web Services (AWS) Kinesis?®, Google Cloud Dataflow?!,
and Azure Stream Analytics (ASA)??. AWS Kinesis is a service that enables continuous
data intake and processing for several types of applications. Google Cloud Dataflow is
a programming model and managed service for developing and executing a variety of
data processing patterns such as ETL tasks, batch processing, and continuous computing.
ASA enables real-time analysis of streaming data from several sources such as devices,
sensors, websites, and social media [4]. Although, some of these technologies allow for
dynamic scaling of cluster resources allocated to applications, the required resources must
be provisioned at run-time. Also, they do not provide the option of adding or removing

virtual machines from clusters when they are no longer needed.

2.5 Cloud Resource Elasticity for BDSAs

Resource elasticity is an important distinguishing feature in the cloud computing context,
which allows for an application or service to scale in/out according to fluctuating demands.
This capability is essential in several settings as it helps service providers to minimise the
number of allocated resources and to deliver adequate QoS levels, usually synonymous
with low response times [4]. Although, elasticity has been extensively investigated for
enterprise applications, stream processing poses challenges for achieving elastic systems
when making efficient resource management decisions based on current load. Elasticity
becomes even more challenging in highly distributed environments comprising of cloud
computing resources [4]. Elasticity has been explored by researchers from academia and
industry fields as many virtualization technologies, on which the cloud relies, continue
to evolve. Thus, tremendous efforts are being invested in enabling the cloud systems to

behave in an elastic manner.

Many definitions have been put forth in the literature to describe elasticity [141], [9].
The authors in [88] define elasticity as the ability of a system to add and remove resources
(such as CPU cores, memory, VM and container instances) on the fly to adapt to the
load variation in real time. According to NIST, 7elasticity is the ability for customers to
quickly request, receive, and later release as many resources as needed” [9]. The purpose of
elasticity has been identified in [88] to include but not limited to improving performance,

increasing resource capacity, saving energy, reducing cost and ensuring availability. While

2Ohttps://aws.amazon.com /kinesis/
Zhttps://cloud.google.com/dataflow/
Zhttps://azure.microsoft.com/en-us/services/stream-analytics/
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several efforts are being made towards making stream processing more elastic, many issues
remain unaddressed, which include task placement, bottleneck identification and applica-
tion adaptation [4]. Since big data streaming applications are often long-running jobs, the
initial task placement whereby processing elements are deployed on available computing

resources becomes critical than in other systems.
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Figure 2.13: Classification of Elasticity Solutions [9].

Elasticity solutions can be classified based on four basic characteristics, which includes
scope, policy, purpose and method as shown in Fig. 2.13. A more comprehensive classi-
fication is provided by the authors in [88]. The scope defines where elasticity actions are
controlled, the policy specifies the needed interactions (manual or automatic), the purpose
indicates the objective for the elastic actions (e.g., reduce cost or improve performance)
and the method is related to the implementation types, i.e., vertical scaling, horizontal

scaling or load balancing defined as follows: [9,88].

e Horizontal elasticity involves adding or removing instances of computing resources
associated with an application in contrast to vertical elasticity that involves increasing
or decreasing computing resources, such as CPU time, cores, memory, and network
bandwidth. Basically, horizontal elasticity is coarse-grained and it is incapable of
handling the dynamic resource requirements of streaming applications due to the
static nature and fixed VM sizes [142].

e Vertical elasticity is fine-grained and applicable to any application. It eliminates
the overhead caused by booting instances in horizontal elasticity and does not re-
quire running of additional machines such as load balancers. Also, vertical elasticity

increases performance, provides higher throughput and reduces SLA violations [142].
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e Load balancing involves the distribution of requests evenly among the available re-

sources.

Manual policy actions require cloud users to interact with the virtual environment
through an API and perform elasticity actions. Most elastic policy actions are usually
carried out in an automatic mode, which can either be reactive or proactive. In the
reactive mode, elastic actions are triggered based on certain thresholds or rules. Most cloud
platforms such as Amazon EC2 use this technique. Meanwhile, the proactive mode uses
forecasting techniques to anticipate future needs. These techniques include the following
[88]:

1. Time Series Analysis: This approach is responsible for making an estimation of the
future resource and workload utilization. It focuses on two objectives 1) predicting
the future, and 2) identifying repeated patterns. Several techniques such as Moving-
Average, Auto-Regression, ARIMA and machine learning are used for predicting the
future while approaches such as Fast Fourier Transform (FFT) and histogram can

be used to achieve the second objective.

2. Reinforcement Learning: This approach depends on learning through interactions
between an agent and the system or environment. The agent (decision-maker) is re-
sponsible for taking decisions for each state of the environment and tries to maximize
the return reward. The agent learns from the feedback of the previous states and
rewards of the system, and then it tries to scale up or down the system by choosing

the right action.

3. Control Theory: Makes use of three types of controllers: Openloop controllers that
computes the input to the system Feedback controllers. The Feedback controllers
that monitor the output of the system and correct the deviation against the desired

goal and the Feedback-forward controllers that predict errors in the output.

4. Queuing Theory: This approach studies queues in the system, taking into consider-

ation the waiting time, arrival rate and service time.

In the next sections, we briefly discuss the resource prediction and allocation challenges

in the cloud.
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2.5.1 Resource Prediction

Resource prediction, at the core of auto-scaling, aims at identifying the amount of resources
required to process a workload. To meet the expected QoS requirements of BDSAs, it is
increasingly important to gain an understanding or characterize the workloads running in
the cloud environment. Predictive approaches for resource estimation falls into one of the
following categories; rule-based, fuzzy inference, profiling, analytical modeling, machine
learning and hybrid approaches. A discussion on these approaches was presented by the
authors in [143]. Since many streaming applications exhibit sudden, dramatic changes in
the workload between peak and off-peak hours, the use of an erroneous prediction system
will lead to over-provisioning of resources, hence, waste resources outside peak hours, or
under-provisioning of resources, which can lead to bad performance and SLA violations
during peak hours. Fig. 2.14 shows maintaining sufficient resources to meet fluctuating
workload demands can be costly. Currently, there is a lack of research on the relationship
between multiple BDSAs, CSBs and associated factors driven by demands such as resource

consumption and workload, as an integrated concept.

2.5.2 Resource Allocation

As a hot issue of using cloud infrastructures, resource allocation has been well investigated
and dealt with in several manners using either the static or dynamic approaches. The
static allocation approach assigns fixed resources, which can lead to resource starvation in
streaming applications as workload changes. Studies on the dynamic approaches gener-
ally involve applying the SLA-based, utility-based, market-based, or priority-based custom
policies [144-146]. These strategies attempt to conduct resource fairness but do not take
into consideration the multiple objectives of competing containerized streaming applica-

tions, and mostly focus on the hypervisor-based VM deployment. Alternatively, resources
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can be dynamically provisioned using various auto-scaling approaches, e.g., work proposed
by the authors in [35] can be adopted. However, auto-scalers are useful for scaling up/down
in resource-sufficient environments since containers are limited to the resources of the host
(e.g., VM) they reside.

An important feature of the SPE is its capability to scale out applications to meet
the requirements of workloads. This employs the instantiation of parallel operators called
tasks. The number of instances for a certain operator is fixed by users during streaming
application configuration. Since the task workload can fluctuate unpredictably in SPEs,
resources should be allocated to each streaming application dynamically to satisfy the
real-time constraints with minimal resource consumption. In addition, balancing the load
among these instances is important for better resource utilization and reduced response

times.

2.5.3 Container Elasticity

Containers have emerged in recent years as a lighter-weight version of VMs and they
have become a popular deployment approach in cloud infrastructures. Likewise, the use
of containers for running BDSAs is gaining widespread adoption due to the flexibility
it provides for packaging, delivering and orchestrating applications. Despite that most
available works [147], [148] proposed for cloud elasticity are focused on VM mechanisms,
some researches [149], [150], [151], [152] are being dedicated to containers. Kukade et
al. [150] proposed a design for developing and deploying microservices applications into
Docker containers. During load spikes, instances of the application are added through
horizontal scaling. The memory load and number of requests are constantly monitored
until a threshold is reached whereby containers are scaled in/out. Paraiso et al. [151]
proposed a tool to ensure the deployability and the management of Docker containers.
The framework allows coordinating infrastructure and platform adaptation. In addition,
it allows to vertically scale the size of container or VM resources by inserting agents for

monitoring and adaptation. However, web applications are targeted in these proposals.

Despite the amount of studies on cloud elasticity, many open issues still remain on
the challenges of the emerging container technology. These challenges include monitoring,
elasticity of containers running on VMs and how to incorporate elasticity into container
orchestration [88]. Monitoring containers is not an easy task as containers hold all the
applications and their dependencies. Also, many containers can be hosted on a machine.

For containers running on VMs as illustrated in Fig. 2.15, vertical elasticity becomes an
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issues since the containers are limited to the resources of the host on which they reside.
Static limits are used to allocate resources to containers or containers share resources with
other containers hosted. Although, container orchestration tools can be used to manage
containers, integrating vertical and horizontal scaling is still an open research challenge.
While the elasticity management mechanisms proposed for managing VM resource scaling
and allocation in the cloud can be applied to containers, some modifications are required

in order to implement such mechanisms [88].

CONTAINER CONTAINER
f Topology ) ( Stream N
----------------- . Manager e
."/’ \‘\_ Submit
i Bolt b
< L ) )
! Spout \ y; €. y
!; Bolt ‘i N _K [
l“ /’ / Stream \\ [ \
i Stream
Spout \ / Manager e
Bolt
e \\ / \ J
STREAMING TOPOLOGY CONTAINER CONTAINER

Virtual Machines (VMs)

Figure 2.15: A Streaming Topology on a Container-Cluster.

2.6 Reference Models

In this section, we present some reference models used in this dissertation.

2.6.1 Hidden Markov Models

Hidden Markov Model (HMM) [153] is a widely employed and powerful statistical tool
for modeling and analyzing sequential data. HMMs have been extensively used in many

applications, such as speech recognition, video activity recognition, and gesture tracking.

In the single-layer, one-dimension HMM model, an observation O; at time ¢ is produced
by a stochastic process, but the state ¢ = S; of this process cannot be directly observed,
i.e., it is hidden. This hidden process is assumed to satisfy the Markov property, where

state ¢; at time ¢ depends only on the previous state, S;_; at time t — 1.
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The HMM is described as a process evolving over discrete time intervals. Let S =
{S;, t=1,...,T} denote a sequence of hidden states, drawn from a finite state space of
size N and let O = {O;, t=1,...T} denote a corresponding set of observable states with
M discrete possible observation symbols O = Oy, Os, ...O);. The standard HMM has the

form:

T
P(S, So) [ [ P(Si1Si-1) P(O4]5)) (2.1)
t=1

where P(S,) is the initial probability distribution denoted as m, P(S;]|S;_1) is the tran-
sition probability distribution of moving from state S;_; = 7 to state S; = j, where
{i,j € 1,..,N}, denoted as A, i.e., N x N matrix and P(O;|S;) is the observation proba-
bility distribution denoted by B, i.e., N x M matrix. Hence the model A = (7, A, B).

Duration in HMM is usually characterized by a probability distribution function P;(d),
e.g., in state i, the value of P;(d) is the probability of remaining in state i for d time units.
Given the Markov assumption and from probability theory, P;(d) is the product of all the
probabilities:

Pi(d) = a% (1 — ay) (2.2)

where a;; is the self-loop probability of state i. P;(d) is a geometrically decaying func-
tion of d and when applied directly to resource usage prediction of big data streaming
applications, the probability that the underlying process remains in a resource usage state

1 for d time units is a geometrically decaying function of d.

HSMM [154] is an extension of HMM designed to remove the constant or geometric
distribution of state durations assumed in HMM by introducing the concept of explicit
state durations. The HSMM is similar to HMM in which an embedded Markov chain
represents the transitions between the hidden states. However, it incorporates a discrete
state occupancy distribution D = P;(d), representing the duration in non-absorbing states,
i.e., transient states. The HSMM model is specified as A = (7, A, B, D), where D models

the time spent in a particular state.

In the HSMM, each state variable has variable time intervals and a sequence of ob-
servations Oy, ..., O, are generated while in the state as opposed to a single observation
O; in the HMM. The length of the observation sequence for each state is determined by

the duration spent in each state. In some real-time streaming applications that run for a
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longer period of time, accounting for changes in behaviour at different time intervals is of

importance for a more accurate prediction.

2.6.2 Game Theory

Game theory [154] has been explored in the past for allocating resources in the cloud. It
has impacted various fields such as biology, political science and more recently, computer
science. Game theory provides a straightforward tool that can be used to study the re-
source allocation problems in competitive big data streaming application environments.
The strategic behaviour of a rational profit maximizing agents in a non-cooperative game
is predicted to be a Nash equilibrium [155], which is a balanced state with a strategy
profile, from which no game player has the incentive to deviate. In practice, being able to
compute the Nash equilibrium to represent the predictions of the outcome is very impor-
tant. Computing Nash equilibrium in a small game that involves two players is trivial but

with many players, this becomes very difficult.

A strategic non-cooperative game models the interactions among multiple decision-
players, in this case, the streaming applications. The non-cooperative game can be defined
to consist of a set of players, and each player has a finite set of actions and a pay-off function.
Each player chooses their strategy simultaneously and the players’ payoffs characterize their
preference over the set of strategy profiles. The strategy of the players can either be pure
or mixed. A mixed strategy is the probability distribution over the set of the players pure
strategies. The Nash equilibria can be computed by enumerating all possible totally mixed
or pure strategy profiles and checking if a Nash equilibrium exists. Thus, the algorithm

should be able to generate all possible combinations of to represent the total strategies.

Some existing works applying game theory in the cloud are as follows; To maximize
cloud provider profit while satisfying client requests, Srinivasa et al. [156] proposed a Min-
Max game approach. They utilized a new factor in the game called utility factor, which
considers the time and budget constraint of every user and resources are provided for
tasks having the highest utility for corresponding resource. Mao et al. [157] proposed a
congestion game whereby services are considered as players with the strategy of selecting
a subset of resources to maximize their payoffs, which is the sum of the payoffs received
from each selected resource. However, none of these approaches were proposed to address

containerized big data streaming applications.
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2.7 Summary

In this chapter, we reviewed the big data paradigm, and presented emerging characteris-
tics, deployment services, lifecycle and issues related to utilizing cloud technologies. We
introduced the cloud DC from a networking perspective, and virtualization techniques
(i.e., hypervisor- and container-based virtualization) powering DC resource provisioning
are presented. This is followed by the support cloud provides and why it is a perfect fit for
hosting big data. We further discussed the challenges and requirements for migrating big
data over clouds. An overview of big data stream processing and the key technologies used

are then presented. Finally, we introduced the container technology as a newer approach
for handling BDSAs.



Chapter 3

Proposed Framework

In this chapter, we present our framework for managing the resource elasticity and pricing
challenges for CSBs in the cloud. In this framework, a proactive approach is introduced to
improve resource scaling, which takes into consideration multiple streaming applications
running on a heterogeneous cluster of hosts. While research related to resource manage-
ment for containers has not been considered actively, we include a resource allocation and
pricing module to ensure fair resource sharing and utilization among containerized big data
streaming applications. This framework provides useful resource management functions for
CSBs, and more importantly, they can optimize the resource usage of containerized big

data streaming applications in order to meet their QoS.

3.1 Cloud Ecosystem and Application Scenario

Cloud computing is a new cloud operations model that combines existing technologies
such as virtualization, utility-based pricing, autonomic computing and grid computing
[158]. Around this new operations model, a business ecosystem has evolved whereby new

market players have emerged breaking up the traditional value chain of IT provision. The
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ecosystem includes parties such as the cloud service provider (CSP), cloud tenants/users

(e.g., ASPs or cloud brokers) and end users (e.g., cloud service consumers (CSC)).

e Cloud Service Provider (CSP): The CSPs manage a set of computing resources
through their datacenters on a pay-per-use basis and are responsible for allocating
resources in order to meet the SLAs of the CSBs.

e Cloud Service Consumer (CSC): The CSCs have applications with fluctuating loads

and lease resources from CSBs to run their applications.

e Cloud tenant/User: The cloud tenant can be an Application Service Provider (ASP)
or a CSB. For instance, Netflix is an example of an ASP for video on-demand. The
tenant acts as an intermediary between the CSC and CSP, and manages the use,
performance and delivery of cloud services. Attracted by the cost-reduction that the
cloud provides, CSBs offer economically efficient services to CSCs using hardware
resources provisioned by the CSPs, which can be directly accessed by the CSCs. The
CSB is responsible for meeting the SLAs agreed with the CSCs. CSBs leverage their
expertise by aggregating, integrating, deploying and managing multiple BDSAs to
deliver a fully managed solution to the CSCs. Benefits provided to the CSCs include

efficiency, technical expertise, customization, and simplified billing.

Beyond the scope of this dissertation, other players such as cloud auditors and cloud
carriers can also participate in the cloud ecosystem [25]. Taking the ecosystem as a whole,
all players jointly create services in a loosely coupled manner to meet end users’ needs
[159]. CSBs and CSPs use SLAs, which state the QoS to be delivered to the consumers,
to guarantee Q0S. As more and more enterprises leverage cloud computing services or
contract their computing footprints to be more competitive in a global world, BDSAs are
being deployed in private, public or hybrid cloud settings. However, managing computing
resources requires sophisticated programmers to understand the various low-level cloud
service application programming interfaces (APIs) and command line interfaces (CLI) tools
as well as maintain complex resource configurations. This development lacks flexibility and
introduces complexity for many enterprises, hence, higher costs. In addition, as more cloud
services and resources are utilized, the intensity of deployment difficulty increases. The
complexity of cloud integration, customization and management prevents enterprises from

exploring opportunities to integrate cloud services and features. Hence, the need for CSBs.

The target application scenario of our resource management framework is a big data

CSB that relies on the cloud infrastructure to provide services to CSCs. More precisely,
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the CSB rents heterogeneous resources (containers or VMs) to a number of CSCs to run
their streaming applications. The CSB aggregates different types of resources from a num-
ber of CSPs and sublets these resources to the requesting CSCs’ streaming applications.
Among the available resources, the CSB finds the best resources and proceeds through
allocation policies for the BDSAs while avoiding QoS violations. From the perspective of
the CSB willing to deploy the CSCs’ applications, the framework enables them to focus on
the business side of scalability and application development of their service while ignoring
details about the underlying infrastructure actually supporting the applications. The re-
sources are charged by the CSP using pay-per-use billing scheme while the CSB charges
the CSC on a monthly basis. Requests are submitted by the CSC who specifies their QoS

preferences (shorter response time and lower cost).

3.2 The Cloud Business Model

CSPs basically offer three main service models (SaaS, PaaS and laaS) to the CSBs or
directly to the CSCs. To pay for virtual resources, most CSPs provide two main ways —
on-demand or reserved approach [160]. The on-demand approach, usually recommended for
short-term workloads, enables CSCs to pay for compute capacity hourly while the reserved
approach, recommended for long-term workloads, enables CSCs to rent virtual resources
for longer periods with significant discount [160]. Since short-term CSCs tend to pay more,
CSBs have entered the realm to save cost for the CSCs. Relieved of the burden of setting
up their own DCs, CSBs usually rent resources with the reserved price from the CSPs and
outsource the resources on-demand to the CSCs in order to host the CSCs’ applications
at lower prices. The revenue of the CSB is largely determined by two factors — the CSC’s
workload arrival and the resource price. Also, it is worth noting that the CSB’s price has a
great impact on the demand of the CSC. Whenever the CSB increases its price, the CSCs’
demands simultaneously decreases. Likewise, when the CSB decreases its price, the CSCs’

demands increases.

Pricing approaches have been applied in the cloud environment to address resource
management using common mechanisms such as market-based pricing and game theo-
retic pricing. In the game theoretic context, models and mechanisms used to determine
resource prices include non-cooperative game, auction theory, Stackelberg game and bar-
gaining game. In this dissertation, we focus on the non-cooperative game. Generally,
participants in the game are the cloud providers CSPs), service providers (CSBs), cloud

tenants/consumers (CSCs), and end-users. To provision resources to the CSBs and CSCs,
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CSPs utilize the fixed-price and auction-based mechanisms to provide cost-effective op-
tions for obtaining cloud resources. Whereas, the CSBs transform the cloud market into
a commodity-like service to offer packages with distinct features, e.g., resource types and
pricing schemes, to the CSCs. As a two-way market, the primary market involves the CSPs
and the CSBs, while the relationship between the CSBs and the CSCs form the secondary

market.
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Figure 3.1: Cloud Market Structure.

We consider a secondary market in which the CSBs are the sellers, and the CSCs,
as buyers, are typically selfish. Fig. 3.1 shows the relationship between the CSP, CSB
and CSC. In this market, the CSB dominates the control of resource price for the CSC.
The CSC’s obligation is to ensure maximum resource utilization by competing in a non-
cooperative manner for the CSB’s resources. The surplus of the CSC is determined by
their utility minus the price charged by the CSB. Hence, the CSCs make optimal demand
response decisions to maximize their surplus (i.e., utility minus cost), given the resource
utilization prices by the CSBs. To achieve an equilibrium point, the CSC changes their
resource demand strategy to match that of other CSCs.

Due to the need to consider the heterogeneity of streaming applications as well as that
of the cluster in which they run makes resource allocation and pricing a non-trivial issue
for CSBs. Moreover, despite the technological advances containers have made, there is yet
to be a standard, performance-optimized resource allocation and pricing scheme for man-
aging streaming applications in containerized environments. Therefore, newer approaches

are required to automate the selection of resource configurations and their mapping to het-
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Figure 3.2: Proposed Resource Elasticty Management and Pricing Framework

erogeneous host resources. To address these issues, we propose a cloud-based framework

for dynamically handling resource elasticity of big data streaming applications for CSBs in
the cloud.

3.3 Framework Layers

Fig. 3.2 illustrates the proposed framework detailing the required components for achieving
resource prediction and allocation. It depicts the relationship between the BDSAs, the
CSB and the virtual cloud host resources. The architecture consists of three layers; the

application layer, resource management layer and cloud resource layer.
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3.3.1 Application Layer

The application layer is made up of multiple heterogeneous BDSAs (e.g., stock exchange,
sensor data processing applications) that processes data streams collected from various
sources. It provides interfaces to enable the easy extraction of data from various sources
such as sensors, application logs and social media, to be delivered to the applications. Each
application has varying resource demands thereby complicating how resources are allocated
to process the data streams. The application layer also provides functions for the design,

specification and visualization.

3.3.2 Resource Management Layer

The resource management layer acts as the middleware between the application layer and
the cloud resource layer. It manages the process of provisioning and allocating resources
to satisfy BDSAs’ resource requirements and other placement constraints. It is made
up of modules such as the monitor, profiler, resource predictor (LMD-HMM/HSMM),
container resource allocator (CRAM) and container engine for managing the resources.
The resource management layer is responsible for resource management and provisioning,
and responding to requests from upper-layer and supporting various scheduling frameworks.
All the operations that need to access the underlying resources are encapsulated in this
layer. At this layer, the CSB can interact with services of the other layers. Tools such
as APIs, CLIs and SDKs are used to expose services to manipulate cloud resources and
policies. It also provides tools and user interfaces for submission. Fig. 3.3 represents the

operational overview of the resource management layer.

The mechanism will observe the system states by collecting metrics from the underly-
ing streaming system and attempts to adjust the load. When a streaming application is
submitted to the framework, the profiling system checks whether the profiled log exists.
If not, the profiler will be activated first to collect the execution pattern of this newly
arrived streaming application. Otherwise, the submitted application will start execution
immediately. At the resource layer, the resource predictor predicts the resource demand of
the submitted streaming applications according to its profiled log. Considering the current
resource usage captured by the resource monitor, the resource provisioning mechanism will

be triggered as needed in order to improve the resource utilization.
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Figure 3.3: Operational Overview of the Resource Management Layer

3.3.3 Cloud Layer

The cloud resource layer is the lowest layer which provides the host resources (VMs or
container-clusters) required by the applications. It contains the stream processing engine
(e.g., Spark, Heron) and cloud orchestration services (e.g., Kubernetes and Docker) to run
multiple containerized streaming applications. The containers for the streaming applica-
tions are created by assembling them from individual base images. Each application is
packaged into containers and deployed on a cluster of hosts. The cloud resource layer also
handles stream processing management through the ingestion layer, processing layer and
storage layer. The ingestion layer provides services such as Flume! and Kafka [133] that
facilitates access to heterogeneous data sources for each streaming event while concealing
the technical facets of the data streams. The ingestion layer is capable of integrating data
streams from multiple sources as required by each streaming event. The processing layer
contains SPEs such as Spark [14] and Storm [13] that supports the analysis of the streamed
data in order to identify meaningful patterns in the data streams and trigger actions. The
storage layer supports record ordering and strong consistency to enable fast reads and
writes of large streams of data whenever required. Storage services, e.g., HDFS?, in this

layer may serve as an intermediate or final storage point for stream analysis results.

thttps://flume.apache.org/
2http://hadoop.apache.org/



Proposed Resource Elasticity Management Framework 66

3.4 Function of Actors

3.4.1 Cloud Service Consumers

The CSC make use of cloud interfaces, which are location-independent to access cloud
services. Requests are sent by the CSC to the CSB with QoS constraints such as deadline,
budget and penalty rate. This information is utilized by the CSB to process the CSC’s
request and a formal agreement (SLA) is signed between both parties to guarantee the

QoS requirements.

3.4.2 Cloud Service Brokers

The CSB acts as an intermediary between CSP and CSC. CSBs rent a certain number of
virtual machines (VMs) or Containers from the CSP to run their streaming applications.
They make it easier to deliver value to the CSC while also assisting with coordinating
the services they use. Examples of CSBs are APPIRIO, Appregata, BOOMI that provide
solutions for CSPs and mid-level size companies. The CSB performs three key roles among

others in helping CSP deliver services to their customers [161,162]:

e Aggregation: The CSB bundles many individual services together and present them

as a unified service.

e Integration: Similar to aggregation, the CSB can integrate multiple services collec-
tively to provide new functionality, i.e., the CSB has the flexibility to choose services

from multiple CSPs.

e Customization: A number of services can be customized by the CSB to meet the

needs of individual CSC.

While the CSB provides cloud services to CSCs, they also support the CSPs. They can
implement services and solutions that may not be part of the provider’s core business and
can negotiate better prices for CSCs while delivering more customers to the CSPs. Many
CSPs work with CSBs to facilitate relationships with the CSCs. For instance, Verizon
serves as a CSB for Google and Amazon to connect various enterprises with appropriate
cloud services. Services that support CSBs include resource discovery, resource monitor-

ing, SLA management, and scheduling. In order to benefit from the elasticity the cloud
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provides, CSBs need to continuously monitor the end-to-end QoS of their cloud-hosted ap-
plications. Thus, they can deploy strategies to scale up and down the resources allocated

to each application.

3.4.3 Cloud Service Providers

The CSP provides computing, storage, and network resources required for hosting CSB
services and maintains SLA with the CSBs on availability of infrastructure services. The
CSP ensures their resources are integrated such that usage is optimized. They provides
the ability to add or remove resources on demand and implement a clear means to charge
CSBs for resource usage. They are responsible for dispatching VM or container images
to create instances that run on their physical resources. Optimal selection of services by
a CSB depends on the availability of complete and updated information on the services
offered by the CSP.

3.5 Framework Components

To manage cloud resources, various services are used to select, configure, deploy, and mon-
itor cloud resources. From the CSB’s perspective, these services connect the resource
operations thereby providing an abstraction layer for the CSB to focus on their main ob-
jectives. The main services required to attain resource elasticity for the CSB are discussed

as follows:

3.5.1 Resource Profiler

Workloads characterization is very crucial in a cloud computing system in order to achieve
proper resources provisioning, cost estimation, and SLA considerations. To effectively
manage streaming applications and resources, it is important to use models and tools that
create an application profile, which are used to create forecasting models for determining
resource usage. Application profiling involves four phases, which are data granularity, defi-
nition, monitoring, processing and storing. Each phase has its own challenges as discussed
by the authors in [163]. Although some research progress has been made to develop profil-
ers for the cloud, only a few take into consideration the dynamic nature of the cloud. The
profiler is responsible for collecting the performance metrics such as service rate, which are

then sent to the container resource allocator. The data collected is aggregated for making
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allocation decisions in an efficient manner. While the log of resource usage is captured
by the profiler, the monitor captures the current resource usage. The benefits of profiling
includes cost, application and resource management [163]. We discuss in details the role

of the monitor next.

3.5.2 Resource Monitor

Resource monitoring plays a crucial role in providing streaming application guarantees like
performance, availability, and security. A resource monitor is in charge of collecting real-
time measures about key performance and other useful workload information by communi-
cating with VM and container platform frequently. The information collected (e.g., CPU
usage, memory, service rate, arrival rates) by the resource monitor can help the resource
predictor and resource allocator to manage the VM and containers. It provides system-wide
visibility into streaming application characteristics and workload changes. Monitoring is
beneficial to CSBs since it helps them to analyze their resource requirements, and ensure
that they get the requested amount of resources they are paying for. It also enables them
to relinquish any underutilized resources and determine the amount of resources required

to run their applications.

Continuous monitoring of the cloud supplies CSBs and users with information on the
workload generated as well as the performance and QoS offered through the cloud [164].
While monitoring is of importance to provide elastic solutions in the cloud, it is not an
easy task especially when dealing with containers. Since applications and all their depen-
dencies are bundled into containers, which may be hosted on the same machine, accurately
monitoring containers becomes tedious. There are several monitoring platforms that can
be used to monitor resources in the cloud provided by CSPs (e.g., CloudWatch?), open-
source (e.g., Nagios?, Ganglia®) and developed for containers (e.g., Sysdig®). Information
gathered from these tools are passed on to the resource predictor to create a model, and
evaluation results from the predictor can be used by the resource allocator to perform
scaling operations for running applications. For BDSAs running on a cluster of hosts, the
resource prediction model needs to be robust enough to represent the typical variations in

the underlying streaming jobs.

3https://aws.amazon.com/cloudwatch/
4https://www.nagios.org/
Shttps://developer.nvidia.com/ganglia-monitoring-system
Shttps://sysdig.com/
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3.5.3 Resource Predictor

Techniques for prediction can be used in the context of cloud computing to help CSBs
to optimize the utilization of resources. By correctly estimating the future demand for
resources required, the right amount of resources that can deliver the expected SLA with
minimum wastage can be achieved. By this, CSBs need to be able to dynamically adapt
the cloud operational environment on the y to cope with variations in streaming workload
dynamics. Hence, an approach to predict changes in the streaming workload patterns
and adjusts promptly when variations in the patterns occur is needed. Adding a resource
predictor to the framework will enable the CSB to predict the future workload according

to the historical workload of the streaming applications.

3.5.4 Resource Allocator

The Resource Allocator controls computing resources practically. Through this module, the
CSB can control resources, i.e., a dynamic resource allocation function can be implemented.
The container resource allocator is the mechanism that optimizes the resource allocation
for container instances and determines on which host the container workload should run.
The CRAM module is the load balancer that takes the container-cluster system states
and workload arrival from the CSB and attempts to adjust the load for the streaming

applications to minimize the delay.

3.6 Resources

“A resource is any physical or virtual component of limited availability within the cloud
environment [165].” Cloud resources typically include processors, memory, and peripheral
devices offered by the CSP to the CSB as short-term on-demand and long-term reservation

plans. In this section, we introduce the resource constituents of the proposed framework.

o Compute Resource: The compute resource is the core processing capability used to
execute software instructions, which comprises of the CPU and memory. The CPU
performs most of the processing inside the VM or container. CPU utilization is an
issue in cloud computing, which varies depending on the amount and type of managed

computing tasks. Some tasks may be CPU-intensive whereas others are less.
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e Storage Resource: Datacenters usually provide access to internal storage as well as a
storage area network that abstracts the complexity of accessing storage throughout
the datacenter. Cloud storage systems generally rely on hundreds of data servers.
This allows data to be maintained, managed and backed up remotely in the cloud
using the network. It is used as an extension to the primary memory due to lower

cost.

e Network Resource: A network resource is a set of virtual networking resources: virtual
nodes (end-hosts, load balancers, switches, firewalls, routers) and virtual links. The
network resource’s weight in the cloud market has alerted network service providers
to build their own distributed DCs with a vision to enter the cloud market [166]. A
CSP provides network services to CSBs to: 1) connect CSBs’ clients to VMs reserved
in the DCs, 2) connect VMs inter-clouds to facilitate data exchange between them,
and 3) connect VMs intra-clouds. There is an emerging trend towards virtualizing
DC networks in addition to server virtualization to create multiple virtual networks
(VNs) on top of a shared physical network substrate [3]. This allows each VN to be
implemented and managed independently. This way, customized network protocols
and management policies can be introduced. In addition, manageability and isolation

to minimize security threats and better performance can be provided.

3.7 Summary

As an alternative to static provisioning, dynamically allocating resources to BDSAs by
forecasting the expected workload demands is important to reduce unnecessary resource
provisioning while guaranteeing the QoS. Based on the proposed framework, we address the
resource prediction challenge by introducing proactive mechanisms to forecast the resource
needs of multiple heterogeneous BDSAs utilizing a cluster of hosts in Chapter 4. In the
cloud, mechanisms that ensure fair resource allocation determine whether CSBs should
engage BDSAs in dynamic, shared cloud clusters. Such mechanisms should ensure that
agents (i.e., BDSAs) that participate in shared environment cannot gain by misrepresenting
their actions. In Chapter 5, we propose a novel container resource allocation mechanism

along with a pricing scheme to address the resource allocation challenge.



Chapter 4

Cloud Resource Scaling for Big Data

Streaming Applications

Majority of research efforts on resource scaling in the cloud are investigated from the cloud
provider’s perspective with little consideration for multiple resource bottlenecks. This
chapter addresses the resource prediction problem from a CSB’s point of view such that
efficient scaling decisions can be made. It provides two contributions to the study of re-
source scaling for BDSAs in the cloud. First, a Layered Multi-dimensional Hidden Markov
Model (LMD-HMM) is presented for managing time-bounded streaming applications. Sec-
ond, to cater to unbounded streaming applications, a Layered Multi-dimensional Hidden
Semi-Markov Model (LMD-HSMM) is proposed. The parameters in the models are evalu-
ated using modified Forward and Backward algorithms. Detailed experimental evaluation
results show that LMD-HMM is very effective with respect to cloud resource prediction for
bounded streaming applications running for shorter periods while the LMD-HSMM accu-
rately predicts the resource usage for streaming applications running for longer periods. A

summary of the contributions in this chapter has been published in [35,36].
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4.1 Introduction

Recent years have witnessed a new class of real-time big data streams generated from
social media, web clicks, IP logs, and sensing devices [10]. Processing these big data
streams in real-time to extract value has become a crucial requirement for many time-
bounded applications, running for a short period of time or unbounded big data stream
processing applications that execute for a long period of time. With the real-time stream
processing requirements for big data, traditional data management systems are not suitable
and are prohibitively expensive when dealing with very large amounts of data [11]. To
handle fast and massive streaming data, cloud services are increasingly leveraged. Cloud
computing is a powerful paradigm that allows users to quickly deploy their applications
in an elastic setting through on-demand acquisition /release of resources at a low cost [12].
Oftentimes, the cloud hosts many of the stream processing engines (SPEs) (e.g., Storm [13],
Spark [14], and S4 [15]), which users can make use of depending on their requirements.
These SPEs allow for the continuous processing of data as it is generated [11]. They also
alleviate the performance problems faced by the traditional store-and-process model of

data management since they process data directly in-memory.

Nevertheless, it is naturally challenging for big data application service providers to
determine the right amount of resources needed to meet the QoS requirements of stream-
ing applications, especially when multiple applications with varying resource bottlenecks
(e.g., CPU, memory) running on a shared cluster of hosts are involved. A statically pro-
visioned SPE (i.e., an SPE deployed on a fixed number of processing nodes) can lead to
overprovisioning of resources for peak loads or to underprovisioning, which can have a
huge impact on the performance of the streaming applications. Thus, to efficiently process
dynamic streams, SPEs need to be able to scale up/down the used cloud resources accord-
ingly. Different scaling techniques are used to reduce the cost of utilizing cloud resources.
These involve i) adding virtual machine instances, i.e., horizontal scaling, ii) changing the
amount of resources allocated to a virtual machine, i.e., vertical scaling, or iii) distributing

workload among available virtual machines.

Prior work on resource scaling for streaming applications can be classified as either
reactive or proactive. Although, reactive techniques are computationally attractive, 1) re-
source sensitive applications may suffer from a degraded performance or even terminate
before the need for resource up scaling is detected [22], ii) the experienced delay resulting
from the scaling operations (e.g., adding a new virtual machine (VM), searching for a spot

at a datacenter, allocating IP address, configuring and booting the OS [167]) may not be
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tolerated by most streaming applications [144] and, iii) they perform poorly when multiple
resources (e.g., CPU and memory) must be adjusted simultaneously [168]. Proactive tech-
niques [169,170] overcome the aforementioned limitations by predicting future applications
resource needs before resource bottlenecks occur. However, existing predictive approaches
proposed for streaming applications can be cumbersome and may lead to inaccurate re-
sults. This problem is further complicated by the stringent delay constraints, increasing
parallel computation requirements, dynamically changing data volumes and arrival rates
of the data streams. Overall, these techniques often address the auto-scaling problem from

a cloud provider’s point of view and mostly focus on web applications.

We proposed the use of a layered multi-dimensional HMM (LMD-HMM) framework
to facilitate the automatic scaling up/down of resources (i.e., add or decommission vir-
tual machine) for time-bounded streaming applications. The proposed design provides an
approach for modelling each application individually at the lower-layer while the upper-
layer models interactions between groups of streaming applications running on a cluster.
However, our experimental results showed that the LMD-HMM may not be sufficiently
accurate for predicting the resource needs of unbounded streaming applications that run
over very long periods. This can be attributed to its implicit assumption of constant or
geometric distribution of resource consumption state durations that do not change over
time. We overcome the aforementioned problem by proposing a novel Layered Multi-
dimensional Hidden Semi-Markov Model (LMD-HSMM) that can accurately capture the
resource demands of unbounded big data streaming applications. More precisely, the main
contributions of this model are twofold. First, we introduce a novel mathematical model
for predicting the resource usage patterns of multiple unbounded streaming applications
running simultaneously on a cluster of cloud nodes. Second, we present a modified forward-
backward algorithm [153], commonly used in calculating the predicted parameters of the
Markov model that takes into consideration the prediction of multiple resource bottlenecks
at each layer of the model. The proposed layered approach simplifies resource predic-
tion for a large cluster of nodes by modelling the behavior of each streaming application

individually at the lower layer of the model.

Furthermore, the multi-dimensional Markov process is used for each of these streams
to separately capture the individual resource (e.g., memory, CPU and 1/O) needs. The
model also captures at a finer grain the frequency of resource consumption state changes
per resource for each stream, which are then fed to the upper-layer in the model. The
upper-layer then models the dependency and collective resource usage for the unbounded
streaming applications in the cluster. This layered approach not only allows for the usage

of different Markov models simultaneously but also accurately captures varying applica-
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tion needs while avoiding the need to use a larger dataset to train since each streaming
application model is trained individually. The frequency of retraining these models can be

adjusted for each application.

The rest of this chapter is organized as follows: Section 4.2 briefly discusses the existing
resource scaling approaches. Section 4.3 provides an overview of the prediction system. It
also presents the learning and inference model for the resource prediction mechanisms pro-
posed based on the layered multi-dimensional HMM /HSMM prediction technique. Section

4.4 reports our experimental results, and Section 4.5 concludes this chapter.

4.2 Related Work

Reactive scaling schemes in the cloud are known to allocate resources based on the workload
changes detected using threshold-based rules. This approach requires that the application
providers be aware of the resource usage patterns in order to set triggers for scaling ac-
tivities. In practice, most cloud service providers, e.g., Amazon autoscale! and Azure?,
describe a set of service provider-defined rules that govern how the services scale up or
down at run-time in reaction to changes in traffic. This approach can lead to a large
delay before resource is provisioned. To address this limitation, proactive schemes are
used whereby resource utilization patterns predicted through forecasting are provided in

advance of workload changes and allocations are adjusted accordingly prior to any change.

Various predictive techniques [169-174] have been proposed for the cloud based on
approaches such as time series analysis (e.g., linear regression, autoregression, Neural Net-
works, and ARIMA), control theory, reinforcement learning and queuing theory. The time
series approach [175] incorporates temporal and spatial correlations in order to provide
prediction results. An approach based on time series forecasting methodology was pro-
posed by Baldan et al. [176] to forecast cloud workloads by combining statistical methods,
cost function and visual analysis with focus on a short-time horizon. However, no seasonal
pattern was found since the analyzed series were non-linear. Control theory [175] has been
applied to automate management of resources in various engineering fields, such as storage
systems, data centers and cloud computing platforms. The main objective of a controller
is to maintain the output of the target system (e.g., performance of a cloud environment)

to a desired level by adjusting the control input (e.g., number of VMs). The suitability

Thttps://aws.amazon.com /autoscaling/
2https://azure.microsoft.com/en-us/features/autoscale/
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of control theory approaches depends on the type of controller and the dynamics of the

target system.

Queuing theory [175] is used to find the relationship between jobs arriving and leaving a
system. It is mostly used for Internet applications, however, it is not an efficient approach
when used with elastic applications that have to deal with changing workloads and a
varying pool of resources. While reinforcement learning [177] automates scaling tasks
without prior knowledge of the application workload, it can lead to scalability problems
when the number of states grow. Also, it yields bad performance since the policy has to be
readapted as the environment conditions (e.g., workload pattern) change. Vijayakumar et
al. [178] developed an algorithm that can handle dynamic patterns in data arrival to identify
overflow or underflow conditions. Different from our work, this is a reactive approach that
focuses mainly on CPU adaptation whereby streaming applications are implemented as a

set of pipelined stages. Here, each stage acts as a server for the next.

Nikravesh et al. [179] proposed an auto-scaling system based on Hidden Markov Model
(HMM). In their research, the states are associated with system conditions and the observa-
tion are the sequence of generated scaling actions. Their experiments targeted e-commerce
websites, i.e., multi-tier applications, which typically includes a business-logic tier, contain-
ing the application logic as well as a database tier. While this approach makes use of HMM,
its applicability directly to big data stream processing applications is limited because it
does not take into consideration multiple streaming applications, which can lead to ample
retraining of the model in response to changes in active streaming jobs, and overfitting
of data. In contrast, our approach makes use of a two-layered multi-dimensional Hidden
Markov /semi-Markov model; the lower-layer is used for training individual streaming jobs
without altering the upper-layer, and whenever a job is not running, the model does not
need to be recalculated while the upper-layer is used for training group applications run-
ning on clusters. By so doing, the outcome of the upper-layer will be less sensitive because
it is based on the collective behaviour of the streaming jobs from the lower-layer that are
expected to be well trained. Finally, our framework can accommodate different streaming

applications and it is application independent.

Several predictive models have been developed in the past for short-term (bounded)
and long-term (unbounded) predictions of performance metrics for VM clusters using ma-
chine learning techniques. However, few works exist for big data streaming applications.
PLAStiCC [180] uses short term workload and infrastructure performance predictions to
actively manage resource mapping for continuous dataflows to meet QoS goals while limit-

ing resource costs. For time-unbounded streaming application, the work in [181] proposed



76

a resource scheduler which dynamically allocates processors to operators to ensure a real-
time response. This work focuses on streaming operator scaling while our research is
aimed at scaling resources. The authors in [182] proposed Elysium, a fine-grained model
for estimating the resource utilization of a stream processing application, which enables the
independent scaling of operators and resources using the reactive and proactive approaches.

However, they did not consider multiple applications with varying resource bottlenecks.

The use of containers has been exploited recently for scaling stream processing oper-
ators. Pahl & Lee [183] reviewed the suitability of container and cluster technology as a
means to address elasticity in highly distributed environments. While the use of contain-
ers can provide for faster provisioning during scale in/out as compared to VMs, streaming
applications will need to be designed as lightweight SOA-style independently deployable
microservices to gain this benefit. Moreover, some containers run on VMs instead of bare
metal machines and are limited to the amount of VMs provisioned. Hence, VM scaling is
required. To the best of the author’s knowledge, the application of HSMM to unbounded

big data streaming applications is novel.

4.3 Proposed Prediction Model

We consider a CSB that provides big data stream processing services for cloud users in a
scalable distributed environment as shown in Fig. 3.2 from Chapter 3. The applications
collect data from a wide variety of sources, and based on user requirements, integrate them
to detect interesting events and patterns. We hereby present our solution for handling
the resource prediction of big data streaming applications, whereby resource needs are
forecasted in advance by monitoring each streaming job and its associated characteristics.
Our solution combines knowledge of stream processing with statistical Markov models.
The key idea of our approach is to decouple the problem space into layers, whereby each
streaming job is independently modeled as a multi-dimensional HMM/HSMM at the lower-

layer and the generated observations are concatenated afterwards at the upper-layer.

We extend the standard HMM and HSMM to a layered multi-dimensional HMM /HSMM
for the resource predictor. The layered approach allows for the decomposition of the pa-
rameter space into distinct layers, whereby each layer is connected to the next by inferential
results. In our case, we make use of a two-layered model (upper-layer and lower-layer) as
shown in Fig. 4.1 where each streaming application can be modeled as either a multi-
dimensional HMM or multi-dimensional HSMM at the lower layer. The lower-layer allows

for the abstraction of individual streaming jobs’ observations at particular times and also
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ensures independence from others while the upper-layer is used to predict the resource

usage pattern for the group streaming applications running on a cluster.

Upper Layer
e O
01, 02, O3 7\']\ ’\
Lower Layer o —-@

—

MD-HMM1

() 0
\

Figure 4.1: A Layered Multi-dimensional HMM.
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4.3.1 The Lower-Layer

The lower-layer denotes the resource utilization for each individual streaming job (e.g.,
traffic analysis, weather analysis, and anomaly detection), where each streaming job’s
HMM/HSMM has more than one observable symbols at each time ¢. We make use of
the multi-dimensional HMM (MD-HMM) or multi-dimensional semi-HMM (MD-HSMM)
at the lower-layer to represent individual streaming job’s resource usage pattern, whereby
the system bottlenecks (e.g., CPU, memory) being considered form the dimensions to the
process. The observations from the submodel MD-HMM/MD-HSMM corresponding to
each streaming job from the lower layer are then concatenated afterwards into a new single
layer HMM at the upper-layer. Next, we discuss estimation and learning algorithms for

the models. We list in Thl. 1 important notations used in this chapter.

4.3.2 MD-HMM Inference & Learning Mechanisms

The parameters in our multi-dimensional HMM can be defined as follows:

e N: Number of states associated with the resource usage patterns for each streaming
job. This is denoted as S = {51, S, ..., Sn }, and the state at time ¢ as ¢;.
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Table 4.1: Notations used in the LMD-HMM & LMD-HSMM models

Variables Definitions

N Number of hidden states in the model representing the resource
usage patterns

R Number of observable dimensions for each streaming job

M Number of distinct observation symbols, which describes the set of
states for individual streaming job’s dimension

A Hidden state transition probability distribution for each streaming
job

B Set of observable probability distribution matrices

O O ={04,0,, ...,Or} Observation sequence

S S ={q,q,-..,qr} State sequence

D Time spent in a particular state

b;(O}) Probability of emitting observation symbol O} in state j for each
dimension r

s Initial probability of distribution

ay (1) Forward variable that denotes the probability of generating Oy.r
and ending in state S; at time ¢

B (7) Backward variable that denotes the probability of generating Oy 1.1
and begins in state S; at time ¢

~e(7) Probability of being in .S; at time ¢, given the observation sequence
Ol:T

& (i, 7) Conditional the probability of being in state S; at time ¢ and in
state S; at time ¢ 4 1 , given the observation sequence O;.p

Ag Re-estimated parameters of the HMM/HSMM model for each
streaming job

e R: Number of observable dimensions for each streaming job. In our model, system

bottlenecks such as CPU and memory utilization are dimensions in the process.

e M: Number of distinct observation symbols in each state for individual streaming
job’s dimension. Hence, for a given streaming job, in state ¢, = S;, there will be
M x R distinct observations, where O" = {O7, O3, ..., O}, } are individual observation
sequences for each dimension 1 < r < R. For simplicity, we assume that the

number of states for each dimension is the same.

e A: Hidden state transition probability distribution for each streaming job A = {a;;},
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where a;; = P{St1 =5 | ¢« = Si}, Si,S;€ S, 1<14,j <N, described by the

characteristics of individual streaming job at time t¢.

e B: A set of observable probability distribution matrices, where b;(0O}) is the prob-
ability of emitting observation symbol Oj in state j for each dimension r, i.e.,
b;(0}) = POy = Oflgg = S;) for 1 <k < Mand 1<r < R. In the multi-
dimensional HMM, there will be R B-matrices, i.e., B = {Bj, By, ..., Bg }, where
each B, characterizes the stochastic distribution for each dimension of the individual

streaming job.

e 7: Initial probability of distribution m; = P(¢; = 5;), 1<1i < N.

Given these parameters, a multi-dimensional HMM (MD-HMM) can be used to derive
the sequence of observed symbols O = {Oy, Oy, ..., Or}, where O; = {O}, 0%, ..., Of}.

The complete set of the model is represented as A = (N, R, M, A, B, ). The MD-HMM
model for each streaming job A\, = (N, Ry, My, Ay, By, m,), where g =1, ..., G, can be used

to solve three basic problems (i.e., evaluation, decoding and training) that arise:

e How to compute the probability P(O|\,) of the observation sequence O = {01, Oy, ..., Or}
given the model A\,. This problem corresponds to evaluation, which can be solved

using the Forward algorithm.

e How to compute the corresponding state sequence that best explains the observa-
tion. This is a decoding problem in which the Viterbi algorithm [153], a dynamic
algorithm that computes both the maximum probability and the state sequence given

the observation sequence, is used.

e Given the observation O, how to find the model A\, that maximizes P(O|\;). This
problem corresponds to learning to determine the model that best fits the training
data. The Baum-Welch algorithm [184], which can be extended to reflect the multi-
dimensional properties based on the independence assumption, can be used for solving

this problem. The learning problem adjusts the model parameter \,, such that
P(O|)\,) is maximized.

For simplicity, we will drop the subscript g thereafter since we are focusing on individual

streaming job at the lower layer.

Given a model A, an observation sequence O = {01, Os,...,Or}, and a state sequence

Q = {q,q,...,qr} where ¢, = S; at time ¢, all the parameters for solving the problems
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depend on the forward-backward variables. The forward variable ay(i) is the joint prob-
ability of the partial observation sequence O, Os, ..., Oy, given the hidden state at time ¢
is ¢4 = S;. The backward variable §,(i) is the joint probability of the partial observation
sequence Oyi1, Opyo...0r, given the hidden state at time ¢ is ¢; = 5;.

The forward procedure is a recursive algorithm for calculating (i) for the observation
sequence of increasing length ¢. In our framework, since each observed dimension is assumed
to be independent, the forward variable a;(7) can be modified and the output for each state
1 recomputed as the Cartesian product of the observation probabilities of each dimension

as follows:

Oft( ) = P(01702 O q = Si|)‘) (4-1)

(i) = JIMOQ 1<i<N (4.2)

.t [Zat }ﬁ by (07, (1.3)

where (i) is the probability of the partial observation sequence Oy, Oy, ..., O, with state
q: = S;, given the model A and a4 1(7) is the probability of the partial observation sequence
01,09, ...,0¢,Oyyq at state S; at time ¢ + 1.

Likewise, recursion described in the forward algorithm can as well be used backwards

in time in the backward algorithm. The backward variable can be recomputed as:

Bt(’l) = P(Ot+1, Ot+2---OT|Qt = S’ia )\) (44)

Br(i)=1, 1<i<N (4.5)
R

) = [ZN:B ] [[%(00 (1.6)

1§t§T—1,1§ <N
where (,(i) is the probability of the partial observation sequence Oy, Os, ..., Or from
t + 1 to the end, given the state ¢, = .S; at time ¢ and the model A. The state transition
probability distribution from S; to S; is a;;, and b;(O[) is the observation symbol proba-

bility distribution of the occurrence of observable value (O7, ), given state S; at time ¢. b,
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is normalized based on the outputs of each dimension. The observation evaluation is then:
P(O[\) = Xpt@ Vit (4.7)

especially the forward variable as defined in Equation 4.1,
P(O[X) = Z ar(i (4.8)

To address the training problem of finding the optimum model parameter vector A € A
that maximizes P(O|)), given an observation sequence O, the Baum-Welch algorithm
[184] can be extended for the MD-HMM in terms of the joint events and state variables,
respectively:

&(i,J) = Pla = Si, g1 = 55|10, )
_ (£) 05 (Orr1) Bre1 (4)

P(O[N)
_ay(i)agb (Ot+1)5t+1( )

- (4.9)
; ar (1)
7(0) = Pla: = Si|0, )
_ —O‘;(Z)ﬁt(” (4.10)

i; ar(i)

&:(i,j) is the probability of being in state S; at time ¢ and in state S; at time t + 1 ,

given the observation sequence Oy, Oy, ..., Or and ~(7) is the probability of being in S; at
time .

The variables (i), B;(4), &(7,7), 1:(i) are found for every training sample and then,
re-estimation is performed on the accumulated values. To generate the new better model

)\, the state transition, observation symbol and initial state probabilities can be updated

as follows:



82

T-1 )
Z gt(%])
=" 1<i<N1<j<N (4.11)
Z %(i)
t=1
T .
102 o %(])
r t=1,0y=0;,
(k) = —F———, (4.12)

I<r<RI<j<NI1I<k<M
T =m(i),1 <i <N (4.13)

A set of new model parameters A = (A, B, ), which are the average of the result from
each individual training sequence, is obtained after the update and the process is repeated
until changes in the parameters are smaller than a predefined threshold, i.e., optimal is

reached.

In the testing phase, a test sequence is feed to each of the MD-HMM and the maximum
likelihood given the observation is evaluated using the Viterbi algorithm [153]. The Viterbi
algorithm is used to obtain the probable sequences using the forward item at time ¢ in state

7 based on the output of the learned parameters from training.

4.3.3 MD-HSMM Inference & Learning Mechanisms

In this section, we extend the standard HSMM in order to address the need to model
multiple resource bottlenecks. HSMM is very useful in applications that run unbounded
for longer periods to accommodate shifts in behaviour from the HMM-based model. This
model relaxes the duration assumption on resource usage states for big data streaming
applications. To define the parameters for the MD-HSMM, duration is included in addition
to the parameters defined for the MD-HMM in Section 4.3.2 as:

e D: The probability distribution matrix of remaining in state ¢ for d time intervals,
ie., Pi(d).

We defined the lower-layer model MD-HSMM as A = (w, N, R, M, A, B, D) to reflect
the duration of resource usage states for each streaming application, i.e., each streaming

application is modeled as a multi-dimensional hidden semi-markov (MD-HSMM) at the
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lower-layer. Therefore, given the observable sequence in the past 7' duration, we need
to find its most likely state sequence S* and the most likely state model MD-HSMM \*
for each streaming application. This involves solving the basic problems of evaluation,

recognition and training as described next.

The process of training and recognition involves redefining the forward and backward
variables. The addition of duration in the model makes the algorithm more complex than
the HMM-based model. We define a forward variable 4 (i) as the probability of generating
01,0, ...,O; and ending in state ¢ as defined in Eqn 4.1. Assuming that the first state
begins at time 1 and the last state ends at time 7', the initial conditions for the forward

recursion formula become:

(i) =1, (4.14)
D R t
a(j) = Z Y aaagPid) ][] [ 005 (4.15)

Assuming oy_4(7) has been determined where the duration in state j is d, a;; is the
state transition probability from state ¢ to state j, b;(Ol) is the output probability of the
observation O} for each dimension from state i and P;(d) is the state duration probability
of state j. Also, N is the number of states in the MD-HSMM and D is the maximum

duration in state 1.

Likewise, the backward variable can be written as Eqn 4.4 and the value for the initial
conditions of the backward recursion formula ¢ = 7' is as written in Eqn 4.5. Summing

over all the states N and all possible states duration d, we have the recurrence relations:

Bi(i) = aiPi(d)Beali) [T T 05000 (4.16)

D
=1 d=1 r=1 s=t+1

We then define three variables to obtain the re-estimation formulae for the MD-HSMM

as follows:
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D

Quo(i,j) = S IP(d =t —t]i)

d=1
P(Ofii-l|ql‘/ = Si,qu = Sj> )‘)]

§p(i,j) = Pla = z',q{ = SJ‘O{a A)
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(4.17)

(4.18)
(4.19)

where a4 (i, 7) is the probability of the partial observation sequence and state ¢ at time

t and state j at time ', (t' =t +d), Q:+(7,7) is the mean value of the probability of being

in state i for d time intervals and moving to state j and & (4, j) is the probability of being

in state ¢ for d time intervals and moving to state j given O = Oy, O, .., Or.

oy can be described in terms of € 4(, ) as:
at,t’(iaj> = P(Oi/»% = Si|)\) :
P(O;;-lv qr = ia qy = ]‘Oia qt = i? )\)
= (1) aij (4, )

and the relationship between oy (i) and oy (7, j) is given as:

au(j) = PO, g = S| \)

=Y > [P(d =t —t|S))au(i,j)

D
i=1 d=1

The & 4 (i,7) can be derived as follows:

dé v (i)ai Qe (i, 7) B (5)
Bo(i = s0)

gt,t’ (27 ]) =

(4.22)

(4.23)

(4.24)

where s, is the initial resource usage state. Given the initial value of the model \°,
the Expected-Maximization (EM) algorithm is used to find the best model A\* using the

recursive computing procedure. The re-estimation formulas for the MD-HSMM can be

written as follows:
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e The re-estimation for the initial distribution is the probability that state ¢ was the

first state given O.
D
m[d; Ba(i)P(dli)b;(OF)]
" P(OTTA)

(4.25)

e The re-estimation of state transition probabilities is the ratio of the expected number
of transitions from state ¢ to state j to the expected number of transitions from state
i
T-1
21 gt <Z7 j)
t=
~ 7 — (4.26)
>, X% (i,7)
j=1t=1

C_Ll'j -

e The re-estimation formula for the observation distribution is the expected number
of times that observation O; = v, occurred in state 7, normalized by the expected

number of times that any observation occurred in state .

> )| 54 i

B =1 $ P(d=t'—t)s)
bi(k) = — = (4.27)
. Q, (i, .
0 {— (69 }@(z)
t=1 > Pla=t—tli)

The optimal states S* and model \* are then continuously updated by replacing A

with \* if it gives a higher probability, until a limit is reached. The limit represents the

number of iterations and signifies when to stop the re-estimation or find the probability of

observing the sequence O cannot be improved beyond a certain threshold.

A problem with duration of the HSMM-based model is the large number of parameters

associated with each state. This makes the re-estimation problem more difficult than the

HMM-based model. To alleviate this, we make use of a parametric state duration density

instead of the non-parametric duration density that requires less training. We adopt the

Gaussian distribution method. The theorem states that the mean of any set of variates with

any distribution having a finite mean and variance tends to the Gaussian distribution. The

mean £(j) and the variance o%(j) of the duration of state j can be determined as follows:

T—d

D
> {20 (
d

M=z

ai(i)ai;) P (d]j)b; (07 £ 1) Bita (i) 1

d t=1 t

I
—

(i) = S5 (4.28)
Sy

d=1t=1 t

M=z

- ar(i)aig) Py (@17t (0111 Br+a(5)
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£ (2 auliou) K@ity O Doerai}?
D T—d N 4 — [ (]) (4-29)
> o2 ( 1at(i)aij)Pj(dIJ)bj(OiL)Bt+d(j)

4.3.4 The Upper-Layer

Since the lower-layer does not model the relationships between the streaming jobs, the
outputs from the lower layer, which are expected to be well-trained are used as the new
observation O’ sequence for the upper-layer. Therefore, devising the right mechanism for
determining how the outputs from the lower-layer will be used as input features into the

upper-layer becomes one of the issues. We hereby discuss our approach to this problem.

Suppose G MD-HMMs or MD-HSMMs are trained at the lower-layer, with g = {1, .., G}.
To transform the lower layer MD-HMM /MD-HSMM into a single HMM/HSMM at the up-
per layer, the likelihood of observing the ¢g* MD-HMM/MD-HSMM in state i is used in
the recursion formula of the upper layer HMM /HSMM to pass the probability distribution

up. More precisely, the predicted states from the trained model A\* from the lower layer
MD-HMM/MD-HSMM becomes the input observations for the upper layer HMM /HSMM.

We define the observation sequence from the lower-layer as O' = O}, where T is the
length of the observable sequence. We also define the probability p(i,t) = a(i,t) of being
in state i at time ¢ for each model, where «(i,t) is the forward variable of the Baum-
Welch algorithm [184] for the observed sequence O, with a(i,t) = P(O)., ¢ = i). We
normalize the probability p(i,t) for all states of all the models, i.e.,

> Pla=5)=1 (4.30)

where N; is the number of all states for all models. Then, the probability P(q = ¢|O}.;)

of state i given a sequence O] is:
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P(Qt - i? OIl:T)

_ P(qt =1, Oll:T) (432)
2 P(Qt = j7 O/I:T)
__plit) (4.33)

ip(j, t)

where i is the state in the model, which is a subset of the states of all models, and N,

is the total number of states.

The observations at the upper-layer is the probability distribution, {P(1: G)4, .., P(1:
G)r}, for each of the lower-layer model A, for the time interval, i.e., a vector of G reals for
each time interval, will be used as input to the upper-layer. The upper-layer HMM/HSMM
is then used to complete the probability of a certain state as a function of time given the
observation sequence produced by the lower layer MD-HMMs/MD-HSMMs.

At the upper- layer, a single HMM /HSMM can then be used to model the resource
usage of group applications running on the cluster, where each state in the HMM/HSMM
corresponds to a resource scaling action. For instance, the HMM for the upper-layer is
formally defined as ' = (N’, M', A’, B',©), where N’ describes the resource scaling actions
(which can be scaling up, down or no scaling), M’ is the set of observation symbols for
the resource demand states learned from the lower-layer observations, 7’ is the initial state
distribution, A’ is the state transition probability distribution matrix and B’ is observable
probability distribution matrix. With this new model, training can be done using the same
learning and inference mechanisms used for HMM. In the next section, we implement our

proposed models, making use of the modified variables and parameters.

4.4 Experiments

The focus of our experiment is to validate the LMD-HMM and LMD-HSMM models. We
first describe the experimental setup including the environment and datasets. To verify the
flexibility and general applicability of the proposed models on predicting the resource usage
for big data streaming applications, the framework was tested on applications developed

to access Twitter API due to lack of big data streaming benchmarks and data repository
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that fits into our problem. Apache Spark was chosen as the stream processing engine due

to its flexibility of deployment over available machines.

4.4.1 Experimental Setup

The Spark cluster was setup on a physical machine with 8 core i7-3770 CPU @ 3.40
GHz Intel processors and 16GB of RAM. Two VM instance types were considered with
configurations of 4GB and 8GB RAM with 2VCPUs each. Each node was installed with
Hadoop 2.6, Spark 1.6, Scala 2.11 along with JDK/JRE v1.8. One node was configured as
the master while the other nodes were configured as slaves. The master node was equipped
with a 195GB SSD drive and the slave nodes with 50GB SSD drives each.

Hadoop was configured to make use of HDFS for providing storage for the streaming
data and Apache Spark was configured to run on top of Hadoop since it does not provide
an independent storage system. The streaming data was collected using Apache Flume, a
distributed system for collecting, aggregating data and transporting the events generated.
At each interval, an amount of data is downloaded and persisted in HDFS for immedi-
ate processing by the Spark engine. Two streaming application programs (Tophashtags
and Sentiment Analysis) were used in evaluating the prediction model. The developed

applications were launched at different time intervals on the master node and monitored.

quﬁzz ... Spark Master at spark://tweets-VM:7077

URL: spark:tweets-VM:7077

REST URL: spark:tweets-VM:B066 (clusfer mode
Alive Workers: 2

Cores in use: 6 Total, 4 Used

Memory in use: 21.2 GB Total, 40 GB Used
Applications: 2 Running, 0 Completed

Drivers: 0 Running, 0 Completed

Status: ALIVE

Workers

Worker Iid
worker-20160830223533-10.0.2.15-43112
worker-20160830223534-10.0.2.15-46213

Running Applications

Application ID MName
app-20160830225137-0001 (kill) ' Popular Hashtags
app-20160830223613-0000 (kill) ' Popular Hashtags

Figure 4.2: Big Data Streaming Applications

Fig. 4.2 shows a snapshot of application submission to the Spark Master VM. The

workload arrival rates, number of streams and a mix of system performance metrics (CPU,
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memory) for each streaming applications were collected and stored for further analysis. A
snapshot of the multi-dimensional resource usage (CPU utilization & Memory) for one of

the applications recorded at 1 min intervals is presented in Fig. 4.3.
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Figure 4.3: Multi-dimensional (CPU & Memory) Observation for a stream

4.4.2 LMD-HMM Implementation

To implement the LMD-HMM model, our goal is to first evaluate the lower-layer MD-
HMMs with respect to each streaming job. The collected datasets were partitioned into
two sets: a training set and a prediction set. After the models have been processed using
the training set, we tested them against the prediction sets to determine their accuracy.
The results from the MD-HMM were then used as input features to the upper-layer HMM
to make the final resource scaling decision. For training and testing, we make use of

RStudio, a statistical software for R.

4.4.2.1 Training the MD-HMMs

We employ our modified Baum-Welch expectation maximization algorithm to fit the model
when the dataset is not trained. When the prediction model is trained, the Viterbi algo-
rithm can be applied to determine the hidden states. The objective of the training al-
gorithm is to optimize the MD-HMM parameters such that the overall training sequence
likelihood is maximized or until convergence is reached. We observed the resource usage

for the streaming applications for a period ranging from a few minutes up to 60hrs.

The optimal number of states for the MD-HMMs is determined using the K-means
clustering algorithm to find the initial parameters of the distributions belonging to each

state. It is worth noting that our choice to employ the K-means algorithm was due to
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K-Means result with 3 clusters
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Figure 4.4: K-Means using CPU & Memory Values

its simplicity, however, any clustering algorithm can be used. The K-means algorithm
grouped the multi-dimensional data into k clusters during the clustering process using the
data points as shown in Fig. 4.4, where each colored cluster represents the resource usage
states. From the elbow graph in Fig. 4.5, it can be seen that the location of a bend in the
graph is between 2 to 4 points, which is an indicator of the appropriate number of clusters.
Considering the within-cluster sum of squares (SS), we selected 3 states from the result
of the clusters as determined by the K-means algorithm. Each cluster contains a pair of

values representing the mean and data points that belong in the cluster.
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Figure 4.5: K-Means Optimal Number of Clusters

We use the k cluster value derived from the K-means clustering as input to the training
algorithm and set the initial parameters as shown in Tbl. 4.2. Since it starts from a ran-
domly initialized MD-HMM, the algorithm is run several times with different initializations

and the best model is kept for prediction.
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e We set states in the initial probability distribution matrix as 7 =[0 0 1].
e In our 3-states model, there will be nine transition probabilities A.
e For the observation probabilities, we use Gaussian mixture distribution. We define

the mean p and variance o2 for each dimension of the model.

Table 4.2: Probabilities Matrix

Transition States (A)
0.858 0.142  0.000
0.053 0.926 0.021
0.013  0.019 0.968

Observation (u1) - cpu (%)
16.877  26.351  38.981
Observation (uy) - mem (b) * e 4 08
6.795 6.889 6.986

Variance (0%) - cpu (%)
18.883  76.428  214.096
Variance (03) - mem (b) * e + 08

9.657 8961 8.716

With the help of the defined variables and the re-estimation formula, we then find the
best MD-HMM model A*. The modified Baum-Welch algorithm is used to train the model
to produce the state probabilities, transition state probabilities, and observation mean and
variances. The Baum-welch estimates the model such that the log-likelihood probability
of generating the observation sequence O is maximized. The model is trained by varying
the initial parameters (\) with multiple runs to obtain the updated parameters (A). Fig.

4.6 shows that the log-likelihood achieves its maximum at about 3 iterations.

Determining the best model is a model selection problem tackled to prevent overfitting
of data. Since there is no simple, theoretically correct way of making model choices,
techniques like the Bayes Information Criterion (BIC) can be used for determining the
best model. The BIC uses the likelihood as a measure of fit and penalizes complexity
(increased number of states) as a means of mitigating the risk of overfitting. Also, BIC
takes the number of parameters into account when determining the best model. The

graph of BIC values obtained with different choices of k states will show increase with k
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to a certain point before reaching a plateau. The smallest k for which the BIC no longer
increases signals a better model. To select the best model, we trained a series of candidate
MD-HMM with an increasing number of states (k).

4.4.2.2 Predicting the MD-HMMs

This step involves computing the current state of the system and using this to predict the
future state. Here, we try to generate the sequence of states responsible for producing the
observation sequence. After training the MD-HMMs for each streaming job, the Viterbi
algorithm [153] is used to compute the most likely sequence of hidden variables which
could have generated our observations. We use as inputs values (initial, transition and
observation) from the defined MD-HMM model and expect the list of states as outputs.
In order to determine the effectiveness of our approach in predicting workloads of varying
sizes, we varied the training set period and the prediction period as shown in Thl. 4.3
to determine the effect that changes in training and prediction periods will have on the
accuracy of the result. The MAPE and RSME values indicate the level of correlation
between predicted and referenced durations for the test data. As shown in the table, the
accuracy of the result decreases as the prediction period increases, which indicates greater
accuracy for shorter prediction intervals. Therefore, the MD-HMM model is ideal for
predicting accurately the resource usage patterns for time-bounded streaming applications

with shorter durations of up to 4hrs.
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Figure 4.6: Log-likelihood of the MD-HMM Model

4.4.2.3 Validating the MD-HMMs

The accuracy of our model is determined by how well the model performs on new datasets

that were not used when fitting the model. We evaluated the prediction accuracy of
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the MD-HMM models based on two performance indexes, which are the Mean Absolute
Percentage Error (MAPE), a commonly used scale-independent measure, and the Root
Mean Square Error (RSME), a scale-dependent measure to determine the % error in our
model. MAPE is defined as the sum of the absolute deviation by the total of the predictions.

The calculation is written as:

1 | Actual — Forecast|
MAPE = ~ > < Actual * 100) (4.34)

This was calculated for the next forecast interval in time divided by the number of

interval.

The RSME is calculated as:

"\ (Actual — F 2
RSME — Z( ctual orecast) « 100 (4.35)

n
t=1

Table 4.3: Prediction Set Size Variation & Accuracy of the MD-HMM

Experiment Period || Prediction Period || RSME (%) || MAPE (%)
24hrs 4hrs 88.7 91.2
24hrs 6hrs 88.2 89.0
24hrs 8hrs 86.7 86.0
48hrs 8hrs 88.6 89.0
48hrs 12hrs 86.3 86.5

4.4.2.4 Upper-layer HMM

The upper-layer HMM is trained on the outputs from the lower-layer MD-HMMs using the
normalized probabilities of the states of the MD-HMMs as input. We compute the A" and
B’ matrices, which are also trained using the Baum-Welch algorithm [184] and the most
probable states determined using the Viterbi algorithm [153]. The graph in Fig. 4.7 shows
a prediction scenario where the x-axis indicates an interval of 1 min for a 6hr prediction
period depicting the accuracy of the prediction system for highly variable workload and

the y-axis shows the resource scaling states, (i.e., 1-down, 2-no scaling, and 3-up).
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Figure 4.7: Actual vs. Predicted States

4.4.3 LMD-HSMM Implementation

In big data streaming applications, measurements of real-time streaming workloads often
indicate a significant amount of workload variability is present over time. The variability is
as reflected in the off-peak and peak periods that often characterizes the workload arrival.
The exhibited temporal patterns can have significant impact on the resources required
by streaming applications, hence, demand resources be scaled up or down accordingly. A
major advantage of using the HSMM-based model is in its capability of making predictions
for longer periods. The conditional independence in the HSMM-based model is ensured
when the process moves from one distinct state to another. In this section, we use the
LMD-HSMM to evaluate the resource usage states of big data streaming applications that

run for a longer period of time.

4.4.3.1 Training the MD-HSMM

In this model, we also classify the resource prediction process into 3 states. We ensure the
initial value of D is sufficiently large enough to cover the maximum duration of any state
while being small enough to provide efficient computation, we use D = 60hrs. The order
of transition A from each state signifies the change in time and the duration of a state D
represents the time spent in each state. The observation sequence of each state throughout
its duration represents the constraints being modeled, e.g., CPU, memory. The sample
variables used as inputs to the MD-HSMM are as listed in Tbl. 4.4. We set the initial
values for the initial state probabilities 7 (0.33 0.33, 0.34), the state transition probabilities

a;;, the state duration distributions P;(d) and the observation b;(O"). A Gaussian mixture
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model is used to describe the observation, where (p1, p2) indicate the mean values of the

observation dimensions and (07, 03) represent the variances.

Table 4.4: Probabilities Matrix

Transition States (A)
0.00 0.50 0.500
0.50 0.00 0.500
0.47 0.53 0.000

Observation (u;) - cpu (%)
16.607  25.672  38.355
Observation (i) - mem(b) * e + 08
6.728 6.806 6.892

Variance (o3) - cpu (%)
19.228  64.884  158.598
Variance (02) - mem (b) * e + 08

9.709  9.269 8.793

Duration
Shape 0.732 1.663 1.139
Scale 6.826 3.693 5.709

Given these initial states for the MD-HSMM, we then use the modified Forward-
Backward algorithm to re-estimate the model parameters and obtain results. The MD-
HSMM training model is as shown in Fig. 4.8 indicating the convergence of the parameters
in the MD-HSMM. Working with the log-likelihood makes it more convenient to decrease
the value returned by likelihood function. The x-axis shows the training steps and the y-
axis represents the likelihood probability of different states. The progression of the states
reaches the set error in less than 3 steps. This indicates that an appropriate MD-HSMM

model is generated within 3 k iterations.

4.4.3.2 Predicting and Validating the MD-HSMM

Using the observations and the MD-HSMM model, we executed the Viterbi algorithm to
determine the states that must have given the observations. After obtaining the parameters

of the model, we use a simulation approach to produce our own sequence of observations.

Fig. 4.9 is a snapshot of the CPU usage and memory data. The curve shows the values



Figure 4.9: Simulated data and states for resource usage observations
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from the observation distribution while the horizontal bar indicates the different states.

We then compute the means of the model and the prediction data to validate the model.

Thl. 4.5 presents the results of the training and accuracy of prediction.

Table 4.5: Prediction Period Variation & Accuracy of the MD-HSMM

Experiment Period || Prediction Period || RSME (%) | MAPE (%)
24hrs 4hrs 91.2 91.5
24hrs 6hrs 89.6 90.5
24hrs 8hrs 90.8 92.1
48hrs 8hrs 91.6 91.7
48hrs 12hrs 91.1 91.4

Fig. 4.10 shows the predictive accuracy of the model over a 6hr period. Fig. 4.11

depicts the accuracy of the MD-HSMM in predicting the resource usage states of streaming

applications, highlighting its consistency in retaining its predictive properties for a longer

period of time.
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Figure 4.10: Actual vs. Predicted States
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Figure 4.11: Predictive Accuracy of the MD-HSMM

4.5 Summary

In this chapter, we investigated the challenges of scaling resources for big data stream-
ing applications. Based on our findings, we presented a layered multi-dimensional HMM
(LMD-HMM) and multi-dimensional HSMM (LMD-HSMM) approaches for resource usage
prediction of time-bounded and unbounded big data streaming applications, respectively.
Our proposed methodology used multi-dimensional HMM /HSMM at the lower-layer, which
are well-trained and the states concatenated at the upper-layer for resource scaling. Ex-
perimental evaluation results showed that LMD-HMM has a good potential for predicting
the resource usage of time-bounded big data streaming applications. Thus, as long as the
lower-layer produce consistent models during training and testing, the LMD-HMM has a
better advantage than the single-layer HMM since it is able to perform well under varying

streaming environments.

We also proposed the LMD-HSMM framework for predicting the resource usage of

streaming applications by explicitly modeling the duration of states. A modified forward-



98

backward algorithm is used to estimate the parameters of the MD-HSMM in which new
variables are defined and the corresponding re-estimation formulae is based on the new vari-
ables derived. By incorporating explicit temporal structure into the framework, we are able
to predict the resource usage of unbounded big data streaming applications. Evaluation
of our proposed frameworks is carried out using developed big data streaming applications
running within the Spark streaming environment. Our experimental results show that
the HSMM-based framework has a much better performance than the HMM-based model

when applied to unbounded applications since it explicitly models the duration of states.

In the next chapter, we will address the resource allocation and pricing challenge for
containerized BDSAs running on a heterogeneous cluster of hosts. We leverage game
theory to ensure fairness among big data streaming applications when allocating resources

by balancing the workload across the clusters.



Chapter 5

CRAM-P: a Container Resource
Allocation Mechanism with Dynamic
Pricing for BDSAs

Containerization provides a lightweight alternative to the use of virtual machines (VMs) for
potentially reducing service cost and improving cloud resource utilization. This chapter
addresses the resource allocation problem for CSBs managing multiple competing con-
tainerized big data streaming applications (BDSAs) with varying quality of service (QoS)
demands running on a heterogeneous cluster of hosts. Also, due to BDSA’s demand uncer-
tainty, another fundamental problem for the CSB is how to incorporate a pricing mechanism
such that the overall long-term profit is maximized. We hereby propose a container resource
allocation mechanism with dynamic pricing (CRAM-P) to address the resource allocation
challenge with the objectives of maximizing: i) the payoffs of the containerized BDSAs
while satisfying their QoS, and ii) the CSB’s surplus. A summary of the contributions in
this chapter has been published in [37] and submitted for publication in [38].

99
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5.1 Introduction

Big data streaming applications (BDSAs) that process high-volume of data streams in
real-time are pushing the limits of traditional data processing infrastructures. These ap-
plications are widely used in several domains (e.g., IoT and healthcare) to analyze data
from various sources (e.g., sensors, social media). Due to the challenging requirements
of the BDSAs, cloud infrastructures are increasingly leveraged for processing big data
streams to improve performance and reduce costs [185]. In addition, the increased adop-
tion of the cloud is fueled by its unique promise of elasticity, flexibility, and pay-as-you-go
pricing among others [58]. The cloud platform provides the opportunity to rent distributed
resources, typically, virtual machines (VMs) or containers, located at geographically dis-
persed datacenters (DCs). Through hardware virtualization, BDSAs can be isolated to
obtain operational flexibility [186,187]. Unfortunately, this approach incurs huge resource
overhead and poor performance [84] due to dedicating systems’ resources to run the VM
hosting environment. A simple alternative introduced recently for deploying and managing

BDSAs is containerization (i.e., operating system (OS) virtualization).

Typically, containerization allows BDSAs to share the underlying resources of the host
as well as build an exact image of the environment needed to run applications. In addition,
the use of containers makes the BDSA deployment process easier, lowers time and cost,
enhances continuous integration of software components, and increases application scala-
bility [83,84]. However, coexisting containerized BDSAs on shared computing resources
can lead to resource contention, and hence, slower execution times and increased service
costs [139]. Since containers running on a shared cluster of hosts do not have resource
constraints by default [142], this can introduce non-cooperative behaviours among con-
tainerized BDSAs, i.e., selfish containers can monopolize the resources thereby negatively
impacting the performance of others. Generally, Cgroup, a Linux Kernel feature that limits
system resources, can be used to prevent application interference in such multi-tenanted
environments [188]. Unfortunately, Cgroup fail in resource-pressured environments as BD-

SAs compete for free OS resources.

One critical problem in such a heterogeneous environment that needs to be addressed
is how to allocate resources efficiently among competing containerized streaming appli-
cations to reduce delay and cost. Resource allocation for stream processing applications
is complicated by a number of factors: i) they are typically long running jobs, spanning
days/weeks, ii) they can be faced with spikes due to unpredictable and fluctuating load

arrival patterns iii) they may be of a specific resource-intensive type, e.g., CPU, iv) many
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run under heterogeneous host conditions, and, v) trade-offs can exist among competing
objectives such as response time and resource cost. To address these challenges, users
often rely on container parallelism tuning to alleviate delays. Since this approach is only
suitable in a resource-sufficient environment, newer approaches are required to meet the

challenges of BDSAs in resource-constrained environments.

In the cloud market, there are three major players involved—cloud service providers
(CSPs), cloud service brokers (CSBs) and cloud service consumers (CSCs)—and pricing is
a major and complex decision area in this market. Naturally, container resources are priced
differently due to the different resource costs obtained by the CSB from the CSPs. Given
the CSB’s limited resources, it is crucial to determine how the container resources should
be utilized while maintaining the QoS of the BDSAs. Congestion can occur when BDSAs
act independently and selfishly to maximize their level of satisfaction with no consideration
for others. Therefore, the CSB requires a mechanism that provides incentives for BDSAs
to behave in ways that improve the overall resource utilization and performance. Under
uncertain demand circumstances, the key questions with significant economic implications
then are: What strategy can each BDSA use to select the container-cluster for processing, in
order to maximize their utility? Given each BDSA’s strategy, how can the CSB dynamically
modify the prices of the container resources to maximize the overall profit? We address
these questions by jointly investigating the optimal resource allocation and pricing policy
for a CSB facing uncertain BDSA demands.

Although, a plethora body of research work [144-146] exists on solutions for dynamically
managing resource allocation in the cloud, these approaches are addressed from the CSP’s
viewpoint and focus overwhelmingly on VM allocation challenges. In this chapter, we
propose CRAM-P, a mechanism that can adapt to stream processing conditions for optimal
resource allocation with pricing. In particular, we focus on a competitive setting involving
containerized BDSAs utilizing a heterogeneous cluster of hosts and consider maximizing
their payoffs and the overall CSB’s surplus. The proposed model allows the BDSAs to
efficiently utilize the procured cloud resources from the CSBs. To this end, our main

contributions are as follows:

o We tackle the container resource allocation problem and present a game theoretical
approach to address the aforementioned challenges, a resource allocation strategy

and an algorithm that can adapt to stream processing conditions are proposed.

e We formulate the resource allocation problem using queueing theory [189], which

takes each streaming applications arrival rates, and the waiting times and service
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rates of each container-cluster host into account to guarantee optimality as well as

maximize the payoffs of the streaming applications.

e We also include a pricing mechanism in our model to adjust the BDSAs’ demands
for efficient resource utilization. The proposed mechanism makes use of the workload
volume price to control the requests of the BDSAs in order to maximize the CSB’s

surplus.

From theoretical analysis, we obtain the optimal Nash Equilibrium state where no player
(i.e., BDSA) can further improve its performance without impairing others. Experimental
results demonstrate the effectiveness of our approach — which attempts to equally satisfy
each containerized streaming application’s request as compared to existing techniques that
may treat some applications unfairly. The rest of the chapter is organized as follows:
Section 5.2 presents existing work on resource allocation for stream processing applications.
Section 5.3 introduces the system model, a formalization of the problem and the CRAM-P
mechanism as a non-cooperative game along with the pricing method. Finally, a validation
of our proposed solution is considered in Section 5.4 followed by conclusions and future

work in Section 5.5.

5.2 Related Work

Recently, researchers [144,190] have been dealing with the issue of cloud resource allocation
in several manners, using either the static or dynamic approaches. The static allocation
approach assigns fixed resources, therefore, users need to be aware of the resource require-
ments of each application. This can lead to resource starvation in streaming applications as
streaming workloads change. Studies on the dynamic approaches involve applying the SLA-
based, utility-based, market-based, or priority-based custom policies [145, 146, 191-193].
Most of these approaches are focused on the hypervisor-based VM deployment on phys-
ical machines whereby the VMM allocate resources according to observed workload or
changes in the environment. Only a few studies have been carried out on how to allocate
resources in container-based deployments. Moreover, they mostly make use of reactive ap-
proaches. Popular strategies for deploying containers on hosts, e.g., Docker Swarm use the
bin-packing, spread or round-robin strategies [194]. These strategies attempt to conduct
resource fairness but do not take into consideration the multiple objectives of competing

containerized streaming applications.
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There are a number of researches on stream processing, which mainly focus on operator-
based systems. The authors in [181] propose a resource scheduler which dynamically al-
locates processors to operators to ensure real-time response. They model the relationship
between resources and response time and use optimization models to get processor alloca-
tion strategy. The authors in [195] proposed an adaptive approach for provisioning VMs
for stream processing system based on input rates but latency guarantees are ignored. In
addition, the authors in [32] introduced ChronoStream, which provides vertical and hori-
zontal elasticity. The authors in [31] proposed an elastic batched stream processing system
based on Spark Streaming, which transparently adjusts available resource to handle work-
load changes and uneven distribution in container cloud. However, there are few researches

on resource management for containerized BDSAs.

We review some efforts that have been made in this area. In the literature, only
few works specifically deal with the resource allocation problem for big data streaming
applications running on containers. Nardelli et al. [194] presented a formulation to address
the elastic provisioning of virtual machines for container deployment (EVCD) as an Integer
Linear Programming problem, which takes explicitly into account the heterogeneity of
container requirements and virtual machine resources. EVCD determines the container
deployment on virtual machines while optimizing Quality of Service (QoS) metrics. We
address the resource allocation problem in a non-cooperative environment with the goal of

enforcing cooperation among containers.

Piraghaj et al. [196] investigated the problem of inefficient utilization of data center
infrastructure resulting from over-estimation of required resources at the VM level. They
proposed the container as a service (CaaS) cloud service model and presented a technique
for finding efficient virtual machine sizes for hosting containers considering their actual
resource usage instead of users estimated amounts. With lack of intelligent framework
resource scheduling in the cloud for managing resources, Awada and Barker [197] proposed
a cloud-based Container Management System (CMS) framework for deployment, scalabil-
ity and resource efficiency in the cloud. The CMS provides an approach for optimizing
containerized applications in multiple cloud region container-instance clusters, taking into
consideration the heterogeneous requirements of the containerized applications. This work
does not address multiple QoS objectives of big data streaming applications in a competi-

tive environment.

Game theory has specifically been explored in the past for resource management and
load distribution in the cloud. In order to maximize cloud provider profit while satisfying

client requests, Srinivasa et al. [156] proposed a Min-Max game approach. They utilized a
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new factor in the game called utility factor which considers the time and budget constraint
of every user and resources are provided for tasks having the highest utility for correspond-
ing resource. Mao et al. [157] proposed a congestion game whereby services are considered
as players with the strategy of selecting a subset of resources to maximize their payoffs,
which is the sum of the payoffs received from each selected resource. However, none of these
approaches were proposed to address containerized big data streaming applications. We
consider the container resource allocation problem among competing big data streaming

applications, which we model as a Nash Equilibrium problem.

5.3 System Model

In this section, we describe the resource allocation problem and present a utility function
for the containerized BDSAs with consideration for their QoS. Then, we give a detailed

description of the pricing model for profit maximization and efficient resource utilization.

5.3.1 Problem Statement

We study the container resource allocation and pricing problem in which a set of I, where
T ={1,2,..,4,..,1}, heterogeneous containerized streaming application agents controlled
by a CSB seek to optimize their workload allocation decision to k container-cluster hosts,
k=1,..., K, as a non-cooperative game. In our scheme as shown in Fig. 5.1, we associate
a waiting time goal and service cost with each streaming application. Due to the delay-
sensitive characteristics of the streaming applications, the waiting time is commonly used
as a critical quality of service (QoS) metric to measure the delay before processing each

application’s request.

We assume every streaming application can access multiple container-cluster hosts in
order to enhance its performance. The amount of tuple sequence arriving from the event
sources for each application’s agent indicates the workload of the streaming applications.
Suppose the workload arrival for each application’s agent from the event sources follows
a Poisson process. Each streaming application agent sends their information to the CSB
that decides the fraction of workload to be sent to each container-cluster host. Let v; be
the average arrival of workload to the CSB for application agent ¢. Each container-cluster
host is modeled as an M/M /¢, queueing system (i.e., Poisson arrivals and exponentially
distributed service times), where ¢ is the capacity of each container-cluster host. We

define 1/, as the average service time at each container-cluster host k.
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Figure 5.1: Control Structure for CRAM-P.

Given the Poisson input assumptions, this decision can be expressed as a vector z; =
{1, T, ..., xix }, where zy, is the fraction of workload arriving from application agent i
to the CSB and sent to the container-cluster host k and the decision from the CSB with
resource allocation strategy for application agent . Then, let the set of actions that each

application agent ¢ can take be specified as H;:

K
H; = {95@ > 0; lek = %’} (5.1)
k=1

Hence, the average arrival of workload to the container-cluster host &, denoted by A,
is given by A\ = Zfil xik. BEach application agent aims to minimize the average waiting
time and the service cost when utilizing the container-cluster host. The expected workload

from each application agent i sent to the CSB and service at each container-cluster host k

is then given by 215:1 “Z’: Also, the average waiting time for each application agent ¢ at

container-cluster host k is thus (vi) S wawr(A), where wy(\g), a function of Ay, is the
expected waiting time for the application at container-cluster host k.

Considering each application agent i’s and given the decision of other agents z;, where
j # i, each agent will seek to find &; such that (£) S wawr(AR) + e Bk is min-

ik
imized. «; and [ are used to represent the weights of the waiting time and service cost




106

respectively, e.g., for a delay sensitive application, the parameter «; is always set lower to
reflect delay affects the total objective. The weights allow the model to be adaptable to

objective preferences in different streaming applications.

We define the strategic form of an i-player container resource allocation game as
G = (Z,(X))ier, (Uy)ier) where Z = 1,2, ..., I represents the set of players (i.e., applica-
tion agents). X; is the set of pure strategies representing the workload distribution, where
T; represents the strategy of a player. The strategy space X; is defined by X; = {7;| Vi €
I,z; > 0}. We denote U; as the utility obtained for player i, where U;(z;, X_;) is the
utility of all the player ¢ and X_; matrix repesents all players except i. The workload
distribution X; indicates a possible resource allocation status for each application 7 based
on the demand of the host.

A feasible resource allocation strategy x; must satisfy the following constraints:
e Positivity: x; > 0;
e Conservation: S 0 |z = 7i;

e Stability: Ay < cxpui for an optimal solution as a result of 25:1 v < Zszl Cr bk

When all the streaming applications satisfy these conditions, resources can be allo-
cated based on the optimal strategy, which leads to maximum payoffs for the streaming

applications. We hereby adopt the Nash equilibrium concept to achieve optimality.

Definition 1. Nash equilibrium is a balanced state with a strategy profile from which no
game player can tmprove its utility by changing its own workload distribution scheme uni-
laterally, i.e., for every i € I, Ui(x}, X*;) > Ui(x;, X°,) for all x; € X;, then X =

[, 23, ..., 23] is considered the result of the Nash equilibrium.

In our mechanism, each application agent i is regarded as a player controlled by the
CSB distributedly optimizing its performance by distributing their workloads. The decision
made for application agent i depends on the decisions of other agents. Key notations used

in this chapter are as shown in Table 5.1.

5.3.2 CRAM Design as a Non-Cooperative Game

In this section, we formulate the problem as a container resource allocation game and prove

the existence of an equilibrium point to the game. At the Nash equilibrium, the stability



Table 5.1: Notations used in CRAM
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Variables Definitions

1 set of streaming applications

K set of hosts

Cr capacity of container-cluster host k

W, response time of the container-cluster host &

Q; weight given to the waiting time

Bk weight given to the service rate

Tik optimization variable signifying containerized application agent i
assigned to container-cluster host k

U(1) utility function for each streaming application agent 4

i workload arrival from streaming application agent ¢

Lbk service rate at container-cluster host k

condition should be satisfied because of the fact that the arrival rates does not exceed the

service rate. Thus, we only consider the problem with two constraints, i.e., positivity and

conservation, which are represented in H;. Therefore, the optimization problem becomes:

T

s.t. zT; € H;

K K
- o Z;
Ui(#, Xoi) = —(=) Y zawn(Me) — > B
Vi e Mk
0 K I Koo
7 ik
= (=) D wwwn(d_wiw) = D B
V4 =1 1 M

Eqn. 5.4 shows that the goal is a monotonically decreasing function of the waiting time

and a monotonically increasing function of the service rate.

This completes the model formulation and the application agents are now in a gaming

situation whereby each agent competes for resources to minimize their payoff. Next, we

determine whether an operational equilibrium steady state exists. To establish the exis-
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tence of Nash equilibrium in the container resource allocation game, we make use of the
existence theorem presented by the authors in [198]. We state the existence theorem as

follows:

Theorem 1. There exist an equilibrium to the agent’s container resource allocation game
G= (Ia (Xi)i617 (Uz)zel)

Proof. Nash equilibrium exists when the following conditions are satisfied:

e The streaming application agent i’s strategy space given by X; is a compact convex

set in a topological linear space.

e The streaming application agent i's utility function, U;(Z;, X_;), is concave with

respect to its strategy z;.

From Eqn. 5.4,
Oxpwi (N Owy (A
'5;: = 5A<kk) ) (55)
Then,
2U] w
P ripwy(Ar) _ i 82’}(:1“) + 288’;8’“) for k=1,
Tt |aZi B g

which shows that it is positive and the Hessian matrix of Uj; is negative definite. Therefore,
the U; is concave in Z;. Since the U;(Z;) is convex, there is always a strategy file z;* to

make the total cost minimum. As a result, Nash equilibriums always exist.

We then find the Nash equilibrium through theoretical analysis. Applying the Karunsh-
Kuhn-Tucker (KKT) conditions [198] and introducing the Lagrange Multiplier &;, we have
from Eqn. 5.4

K K
L= —(%) inkwk()\k) — Zﬁk% +& (5.6)
R Mk
oL; [ Owr(Ag) o,
Oy, — <%) Ok * (%‘)wk(Ak) * (5.7)
D +&=0

Mk
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The implies that z;; is the optimal solution to the problem if and only if there exists
& > 0 such that gz% =
Let

(i Owr( M) [ B
o (%> I and b, = ( i)wk(/\k)+ I (5.8)

Simplifying, we have

=& —b;
py = o bk (5.9)

Qi

We recall that Zszl ik = i, therefore

K K [_¢
ink =% = Z [Za—km] (5.10)

k=1 k=1
K K
i b;
3 = a_k’ (5.11)
1 ik 1 ik
Which implies
K by
Vit 2 p—1 o
£ = By (5.12)

K 1
Zk:l aik

Considering all agents and substituting & from Eqn. 5.12 in Eqn. 5.9, the optimal

resource allocation strategy can be derived as follows:

(5.13)

Vi + ZkK:1 ZZTIZ b ]

K 1 Yk
Y ay

5.3.3 Dynamic Pricing

In this section, we examine the pricing scheme to coordinate the decisions of the BDSA

agents. Given the limited resources of the CSBs, it is important to determine how they
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will be efficiently utilized while maintaining an acceptable level of QoS. Valuation of the
container-clusters by the CSBs (i.e., charging a fee) can provide a decision control mecha-
nism for the BDSA agents. For the CSB, the issue of social optimization arises because the
BDSA agents’ decisions are based on self-interest, which are not optimal. Incentive-pricing
allows the alignment of the objectives of self-interested BDSAs to the goal of the overall
system. The question then is how does the CSB price the container-cluster resources to
achieve this goal? To derive an incentive-compatible pricing for the M /M /¢, queue, we
use the observed performance as input to the pricing formula to maximize the net value of

the CSBs’ resources.

We recall that the external arrival rate of the BDSA workload is ~;, which follows a
Poisson process. Assuming W;(~;) is the average waiting time for a single BDSA agent i
in the system and «; is the cost. The expected waiting cost faced by the BDSA agent is
a;v;-Wi(7i). Let P; denote the service uasage price per BDSA agent i charged by the CSB.
Each BDSA agent’s expected total cost consists of the cost of waiting and service usage,
i.e., a;v;.Wi(vi) + P;. The value that each BDSA agent ¢ derives from using the container-
cluster, which may differ, should then be equal to the cost (waiting and price charged) at
equilibrium. The value is captured as V;, a cumulative function, twice-differentiable and
concave. An agent chooses to use the container-cluster if the value exceeds the expected
total cost, i.e., workload will be added to the container-cluster as long as the value V'(;)

exceeds the cost. At equilibrium, the demand relationship is given by:

Vi (vi) = aimiWi(v) + P; (5.14)

We also recall that the waiting time wy, at the container-cluster k from Section 5.3.2 is
a function of the effective arrival rate A, i.e., wi(\g). This differs from W;, which is the

mean waiting time for a BDSA agent ¢ in the system. They are related through:

K
1

Wi(vi, ;) = o E Tipwi () (5.15)
v k=1

i is the effective arrival-rate for each streaming application to container-cluster k£ both

from external and internal.

The problem of finding the optimal arrival rates to maximize the net value, which is

given as Zz'[:1 [VZ-(%) — afyﬂ/Vi(%)}, can be formulated as:
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M~

max NV (;) Vi) — ,%W(%)} (5.16)

Vi i1

Differentiating Eqn. 5.16 with respect to the arrival rate ~;, this gives the socially

optimal arrival rate as:

oW,
V! (%) — aiWi(y) Zaﬂj aﬁ/ =0 (5.17)
j=1

Eqn. 5.17 shows that the price a BDSA agent has to pay is dependent on the delay
inflicted by other BDSA agents utilizing the system. The optimal price for each BDSA i
can then be the cost of waiting caused by other agents. It then follows from Eqn. 5.14 and

5.17 that the net value maximizing price is given by:

8W (x;)
Z Y ——F (5.18)

P is the cost, per unit of time, inflicted on the system by increasing the workload
allocation. Since, charging the price per BDSA stream will achieve the same efficiency as
per container-cluster pricing for each BDSA agent i. Therefore, the optimal price [ that

maximizes the net value of the CSB can be derived thus:

Zﬁkx”“ = (5.19)
k=1

To compute the optimal price P;, the CSB first needs to solve Eqn. 5.17 to find the
optimal allocation v; and then use Eqn. 5.18 to find the optimal price. From the optimal

price, the price per container-cluster §; can be determined using Eqn. 5.19.

5.3.4 Algorithm Design

Based on the proposed mechanism, we develop an algorithm that periodically adapts to
changes in the workload arrival, waiting time and service rates at the container-clusters.
We propose the use of a central control mechanism managed by the CSB for implementing
the algorithm as shown in Fig. 5.1. The CSB collects information on the service rates

and waiting times from the container-cluster hosts and the streaming application agents
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submit the arrival rates to the CSB. The CSB uses the information collected to optimize
the workload distribution for proper resource management. The arrival rates, waiting time
and service rates are determined by monitoring the streaming applications and container-
clusters respectively. This data is then sent to the CSB to determine the resource allocation
strategy. When the CSB receives all the inputs, it will obtain the optimal strategy by
applying Eqn. 5.4. We establish that there is a unique optimal Nash Equilibrium for the

resource allocation in Section 5.3.2.

As outlined in Algorithm 1, Step 6 generates the optimal resource allocation strategy.
The mechanism considers all the streaming workows running on the container-clusters as
a whole and decides the amount of input data to allocate to each streaming application.
The key idea is to collect statistics periodically and adjust the amount of utility for each
streaming application agent ¢ such that the waiting time and service cost are minimized.
The algorithm is activated once per monitoring period. The container-cluster is in an
equilibrium state when all the streaming applications reach their maximum utility. If not
in an equilibrium state, the mechanism adjusts the workload for each streaming application

periodically in each iteration.

Algorithm 1 CRAM Algorithm

Input:

I: Number of streaming applications

(e Service rate of each container-cluster

~v;: Arrival rate of each streaming application

wi(Ag): Waiting time at each container-cluster for the arrival

a;: Weight assigned to the waiting time of each streaming application
Br: Weight assigned to the service rate at each container-cluster

Output:
X;: Resource allocation strategy for the streaming applications

1: procedure CRAM ALGORITHM

2\ Bwr(A
2: Calculate a;, = (C;—) —wakikk)

3: Calculate by, = (%)wk()\k) + 5_:

4: foralli=1;i< ;1 ++ do

5: Generate the optimal resource strategy

%‘4‘22(:1 Z;i b
PO "

ik

R
6: Tj = oo

return X; = (21, 2, ..., )
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5.4 Performance Evaluation

In this section, we evaluate the performance of the proposed CRAM approach and compare
it with the traditional Round-Robin (RR) scheme, which is the default packing algorithm
implemented in Apache Heron used to assign threads to containers. We provide simulation
experiments to verify the rationality of our proposed model and examine the possibility of a
Nash equilibrium in a two-player game. Our default experimental settings and parameters

are given in Table 5.2.

Table 5.2: Container-Cluster Configurations

Parameters Appl App2
o} 1 10
Container- 1GB mem/node, 3 CPUs
Clusterl

p1 =10
Container- 500MB mem/node, 2 CPUs
Cluster?2

P2 =5

5.4.1 Experimental Setup

The platform used for the experiment was setup on a physical machine with 8 cores i7-
8550U CPU @ 1.80GHz GHz Intel processors and 16GB RAM. The container-clusters were
set up to support Apache Heron streaming engine deployment. Heron deployment make
use of Docker as the containerization format for Heron topologies. Following the common
configurations of Apache Heron, we set up Heron services - Zookeeper, BookKeeper, Heron
Tools (Ul and tracker) and Heron API, necessary for the streaming application deployment.
Information about the topology are handled by the Zookeeper upon submission of the

topology and the BookKeeper handles the topology artifact storage.

5.4.2 Testing Applications

Two benchmark topologies representative of streaming applications were considered to
evaluate the mechanism, namely ExclamationTopology and WordCountTopology. The

WordCountTopology consists of a WordSpout that generates a random word stream and
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distributes the words to the ConsumerBolt, which then counts the number of times distinct
word occurred, while the ExclamationTopology consumes tuples of words and appends an
exclamation at the end. The ExclamationTopology and WordCountTopology were used
to run the workloads. We implemented our algorithm in Java and varied o and § to find
the values at which the Nash equilibrium of the game is achieved. When the resulting

streaming applications have the same priority, then a; = as.

5.4.3 Experimental Results

In this experiment, we repeat the scenarios by randomly varying the initial profile of the
configuration. We examine the effects of variation in three factors: «, 3, and the workload
distribution. Each streaming application is deployed to run on the container-clusters, which
can be scaled up or down by adding or removing instances. Since each container-cluster
has a queue for receiving tuples of data, the arrival rate for each streaming application
is the number of tuples that are inserted into the queue and the waiting time is derived
from the arrival rate as an estimate of how many milliseconds each tuple sits in the queue
before being processed. We set the time slot to a 1 minute interval and run the system for
a period of about 20 minutes. We collected the metrics for the waiting and service times

for each container-cluster.
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Figure 5.2: (a) Streaming Appl with a higher priority (b) Streaming Appl with a lower
priority.

Fig. 5.2a and Fig. 5.2b show the throughput of the streaming applications with vary-
ing a configurations, which highlight the negotiation between the streaming applications.
Fig. 5.2a shows Appl with a higher priority (i.e., a; = 1, a5 = 10) and Fig. 5.2b depicts
Appl with a lower priority (i.e., &y = 10,90 = 1). In comparison, Fig. 5.3 shows the
throughput of the streaming applications using the RR mechanism, whereby App2 takes
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Figure 5.3: Throughput of Streaming Applications using the RR Mechanism
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Figure 5.4: Delay at each Container-Cluster for CRAM vs. Round-Robin mechanism.

over the container-cluster resources. Fig. 5.4 represents the resulting delay improvement
performance of the proposed CRAM in comparison to the RR mechanism popularly im-
plemented. We found that the waiting time can be reduced by approximately 20% in
most cases, which indicates that the proposed model reduces the completion time of the
streaming applications and can save cost. This demonstrates the benefits of the proposed

resource allocation scheme in the case of selfish workloads sharing the container-clusters.

From our experimental results, we can draw the following conclusions:

e Since the resources allocated to a streaming application to accomplish a certain task
is proportional to the workload at the time, our result shows that the proposed

strategy is more effective in allocating container resources than the RR mechanism.

e The optimized performance of our mechanism is sensitive to the delay conditions at

each container-cluster. Fig. 5.2a and Fig. 5.2b present a more balanced state for the
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streaming applications as compared to applications using the RR mechanism shown
in Fig. 5.3, which does not give consideration to the priority of individual streaming
application. In this case, greedy applications can take over the cluster, leaving little
or no resources for the other applications running. These results show that our
proposed strategy is more adaptive to delay conditions at the container-cluster than

the RR mechanism.
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Figure 5.5: Utility Cost of CRAM vs. RR

The utilities of the streaming applications are derived from Eqn. 5.4 with the param-
eters (e.g., a1 = 1, ap = 10, B = 10, B2 = 5 and ; = 950 tuples/ms, the default tuple
arrival conguration for the streaming application benchmark). Fig. 5.5 represents the
utility cost of the streaming applications with varying priorities as compared to the RR
mechanism. As shown in the figure, the proposed mechanism maximizes the utility (i.e.,
minimizes the cost) of the streaming applications at the Nash equilibrium. This indicates
that the algorithm fulfils the streaming workload requirements, which achieves fairness as

well as optimality.

5.5 Summary

In this chapter, we presented a non-cooperative game to manage the container resource
allocation problem for big data stream processing applications. We proposed a dynamic
container resource allocation mechanism (CRAM) for assigning big data streaming appli-
cation workloads to container-cluster hosts due to the resource contention that can occur
among heterogeneous stream processing applications in resource-constrained environments.
A game theoretical approach was applied to find the optimal allocation such that the payoft

for each streaming application is maximized. The payoffs are derived from the objectives —
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waiting and service times — specified. For efficient resource utilization, we included a CSB
pricing mechanism to compel BDSA to adjust their workload allocation to the container-
clusters. We proved the existence of a unique Nash equilibrium and evaluated the game to
study the existence thereof using two micro-benchmarks. Experimental results show that

our mechanism greatly improves the performance of big data streaming applications.



Chapter 6

Conclusion and Future Work

In this dissertation, we present our approaches for addressing the challenges encountered
by CSBs managing multiple BDSAs on a heterogeneous cluster of hosts. We focus on the
resource prediction and allocation schemes to handle fluctuating BDSA demands, and pro-
vide a framework to automate the processes efficiently. In this chapter, we summarize the
value of the proposed mechanisms for the CSB’s business in Section 6.1, the contributions

of this research in Section 6.2, and suggest various future research directions in Section 6.3.

6.1 Business Value of Proposed Framework

As CSBs utilize widely distributed and dynamic multi-cloud infrastructures, there are needs
for tools that provide global view into performance and control of resource capacities. Con-
sequently, efficient cloud resource elasticity management and pricing for a CSB has become
a continuous effort that provides more than a myopic view into the resource capacity and
performance required to support BDSAs. While several efforts have been made to address
the resource elasticity management challenges plaguing CSBs, our research contributions
step up efforts in this area to provide efficient resource scaling and allocation mechanisms

for CSBs, and hence, save cost, improve resource utilization, ensure fairness, and enhance

118
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performance while achieving QoS for BDSAs. In addition, streaming application failures
that can occur due to lack of resources can be avoided. We hereby summarize the business

values of utilizing our proposed framework as follows:

o Visibility and Control: The proposed framework will provide a real-time unified view
of resources being utilized across multiple cloud platforms, i.e., provide the visibility
needed to deploy new resources to address BDSA needs, unexpected workload spikes
or even to control costs. By this, CSBs are able to minimize redundancies, optimize

resource utilization and gain control of the cloud resource consumption.

o Agility: Agility refers to the ability of the CSB’s system to rapidly respond to work-
load demands. Agility is achieved when manual processes are eliminated from the
CSBs’ resource management processes. As focused tools for automating resource
prediction and allocation, the proposed framework will help make decisions faster

and simplify the deployment of cloud resources.

e Cost Reduction and Greater ROI: Return on Investment (ROI) is the most widely
used measure of success in business. It is the proportionate increase in the value of an
investment over a period of time. Factors driving ROI include improved productivity
(i.e., get more done with less resources), speed (e.g., faster provisioning and deprovi-
sioning), and QoS. Without an effective resource elasticity management framework,
CSBs will continue to struggle to maximize their ROI when utilizing cloud resources.
When managing cloud costs, the continued expansion of resources has often resulted
in higher costs due to inefficiency and waste brought by poor management. Auto-
mated policies tied to identifying resource usage can increase the CSB’s ability to
pinpoint potential cost savings and take action. Therefore, optimizing resource us-
age through efficient allocation and prediction using intelligent and highly automated

frameworks will help to reduce the overall CSB’s resource costs.

o Competitive Advantage: Innovation, a key to the CSB’s success, acts as mediator
that enables CSBs to gain and sustain competitive advantage. Most CSBs have lim-
ited resources to manage their multitude of streaming applications, therefore, the
advantage that they have over their competitors lie in innovating newer frameworks
to manage resources for better efficiency. By adopting innovative resource elasticity
management mechanisms that can customize the CSPs’ resources to the needs of the
BDSAs, CSBs are able to maintain competitive advantage. The benefits of gaining

competitive advantage can be realized in areas that include making precise business
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decisions, and generating repeat business and loyalty. In addition, implementing dy-
namic frameworks for resource management will take CSBs farther along the learning

curve before their competitors catch up.

o FEnhanced CSC Experience: Satisfied CSCs are unlikely to give up in frustration or
switch to competitor due to subpar experiences. Ensuring the QoS of CSCs are met
(e.g., reduced latency for BDSAs) by providing adequate resources through the use

of dynamic frameworks can also be advantageous for CSBs.

6.2 Research Contributions

As a first step, we conducted a study of the literature on big data, cloud computing, stream
processing and technologies used and identified the major challenges faced to elastically
manage resources in the cloud for big data processing. Particularly, we aimed at addressing
two major questions; how can cloud resource utilization be predicted for BDSAs running
on a heterogeneous cluster of hosts?, and how can resources be optimally allocated to
BDSAs in a dynamic manner to meet the QoS of each containerized streaming application
while maximizing the CSB’s surplus? Based on the progress made thus far in this field, a
novel cloud elasticity resource management and pricing framework was proposed to address
these questions. We hereby present a summary of our contributions to the field of cloud

computing at large.

e An efficient and proactive approach for managing the auto-scaling of time-
bounded BDSAs [35]: In Chapter 4, we tackled the resource prediction problem
from a CSB’s point of view such that efficient scaling decisions can be made. We
proposed the use of a LMD-HMM for managing time-bounded streaming applications
that run for a short period of time. The proposed design provided an approach for
modeling each application individually at a lower-layer while the upper-layer models
interactions between the groups of streaming applications running on a cluster. The
prediction system will enable efficient resource provisioning without prior knowledge

of running the applications in the cloud.

e A novel approach for predicting the resource usage of time-unbounded
BDSAs [36]: We extended the LMD-HMM mechanism in Chapter 4 by proposing a
novel LMD-HSMM that can accurately capture the resource demands of unbounded
BDSAs. The LMD-HSMM framework will enable the resource usage prediction of
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BDSASs by explicitly modeling the duration of states. The main advantage of making
use of the LMD-HSMM is that it provides CSBs with predictive capabilities for
handling resource scaling actions in the cloud in a timely manner. The derived model
can also be beneficial when addressing load balancing, defining scheduling policies,

and optimizing resource usage for BDSAs.

e An automated framework for ensuring fair resource allocation to multiple
containerized BDSAs [37]: Chapter 5 addressed the container resource alloca-
tion problem by focusing on workload distribution for optimal resource allocation
to meet the real-time demands of competing containerized BDSAs. We introduced
a container resource allocation mechanism (CRAM) as a non-cooperative non zero-
sum game among BDSA agents intermediated by a CSB. CRAM takes the tuple
arrival, waiting times, service rates and resource capacity limits as input and opti-
mally allocates workloads to maximize the payoff of each BDSA. As compared to
existing techniques, experimental result shows our mechanism equally satisfies each
BDSA'’s request without affecting the performance of other applications. This is a

model-based approach for CSBs to optimize resource allocation decisions of BDSAs.

e A dynamic pricing mechanism for equilibrium and stability of BDSAs [38]:
In Chapter 5.3.2, we presented a pricing mechanism that induces optimal workload
allocation when CSBs face uncertain BDSA demands. In particular, pricing mech-
anisms are used to deal with individual self-interested BDSAs that make decisions
to maximize their own objective with no consideration for other applications, which
can result in congestion especially in environments with scarce CSB resources. We
contribute to meeting this challenge by proposing a dynamic pricing scheme that
uses the system performance as input to the pricing formula for optimal resource
allocation, i.e., the arrival rates and waiting times of the BDSAs jointly maximize
the expected net value of the CSB.

6.3 Future Directions

Resources and services offered in the cloud have rapidly changed in the last decade with
emerging computing architectures (e.g., fog, edge, container, serverless, and software-
defined computing), and changing infrastructures (e.g., multi-cloud, cloudlets, and hetero-
geneous clouds). In addition, many streaming applications make use of heterogeneous re-

sources from multiple CSPs with multiple geographically distributed DCs. Hence, changes
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are required to the resource management layers. Many strategies and algorithms have
been proposed to address resource provisioning, allocation, scaling and scheduling, among
others in the cloud. As a key-goal in future research, the following interesting areas will

be explored:

e Integrate predictive mechanisms for scaling BDSA resources in container-
clusters: Generally, it is challenging to make decisions on the types and scale of re-
sources to provision without knowing the workload behaviour of applications. With
containers, estimating workload pattern of BDSAs can be cumbersome using pa-
rameters such as the arrival rate, CPU usage, processing rate, I/O behaviours and
number of connected users. Kubernetes offers a container reconfiguration feature for
resource scaling based on basic CPU usage monitoring. Several other similar rule-
based reactive mechanisms are used in the cloud, e.g., Amazon Web Services (AWS)
Auto-scaler, but predictive mechanisms to enable the reconfiguration of containerized
BDSAs in the cloud are yet to be unveiled. Therefore, state-of-art predictive models
are required to determine the workload of multiple containerized BDSAs deployed in
the cloud.

e Deal with resource provisioning and scheduling for containerized BDSAs
in the cloud: The framework discussed in Chapter 3.2 incorporates a cloud re-
source provisioner. As future work, a resource provisioning and scheduling mechanism
for CSBs can be develop as there is yet to be a standard large-scale, performance-
optimized scheduling platform for managing an ecosystem of containerized BDSAs.
The elastic scheduling of containerized BDSA is a complex research problem due to
several runtime uncertainties — since BDSAs have dataflow dependencies, challenges
exist when dealing with heterogeneous configurations of BDSAs and cloud datacen-
ter resources, driven by heterogeneous QoS requirements and constraints. Despite
the clear technological advances in container technologies, resource provisioning and

scheduling can be challenging.

e Implement predictive schedulers for BDSAs in geo-distributed DCs: The
volume and velocity of data generated today necessitates newer and innovative meth-
ods to help manage and process the data streams in a timely manner. Scheduling
in the cloud for processing large amounts of data streams poses significant chal-
lenges, leading to longer processing times, waiting times and costs. This problem
becomes even more complicated when scheduling to multiple geo-distributed datacen-

ters. Most SPEs are equipped with a basic default scheduler that evenly distributes
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the execution of topology components on the available nodes using a round-robin
strategy. Unfortunately, this approach impacts heavily on the stream processing
latency. Hence, there is a need to implement a predictive scheduler for improved re-
sponse times while minimizing resource cost. In this case, such mechanisms should be
able to predict the average tuple processing time of BDSAs to derive the scheduling
solution. FExisting researches proposed offline and online schedulers for minimizing
inter-node traffic while preventing overload, however, the time lag before the sched-

uler kicks-in can lead to additional delay in processing BDSAs.

e Application of complex ML approaches, e.g, deep learning: In recent years,
deep learning, a radically different approach to artificial intelligence, has produced
major breakthroughs for complex tasks. Deep learning is a branch of machine learn-
ing algorithms based on learning multiple levels of representation. The vast majority
of deep learning algorithms are built upon artificial neural networks (ANN) frame-
work. Considering the problem of predicting the resource needs of multiple streaming
applications in federated DCs, given the number of input variables presented, can be
complex. Since resource management problems in federated clouds often manifest as
difficult online decision-making tasks, application of simple traditional approaches,
e.g., logistic regression, may not be feasible as the number of interactions grow. In
this case, we will determine if more complex machine learning approaches, e.g., deep
learning, can be utilized. As an important technology for most industries today,
future studies will focus on the application of deep learning approaches to deal with

the complex input-output mappings for BDSA cloud resource prediction.
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