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Abstract 

 

This dissertation argues that unchallenged assumptions embedded in European Union AI law 

have led to significant regulatory insufficiency. To demonstrate this, the thesis examines the 

regulation of General Purpose AI (GPAI), manipulative AI systems, and AI companions. In the 

case of GPAI, it is argued that the initial legal frameworks were shaped by outdated beliefs about 

the relationship between data, capability, and harm, rendering them inadequate for the novel 

challenges posed by GPAI. Similarly, the analysis of AI-enabled manipulation reveals that E.U. 

law is predicated on flawed assumptions about human rationality and free will, resulting in an 

under-inclusive ban that fails to address a wide range of manipulative practices. Finally, the case 

study of AI companions illustrates the tangible harms—ranging from emotional distress to severe 

psychological manipulation—that arise from these regulatory gaps. By uncovering these hidden 

assumptions, this work demonstrates how they have influenced the development of key legal 

instruments like the AI Act, the GDPR, and the UCPD, ultimately creating a legal apparatus ill-

equipped to protect individuals from the multifaceted risks of advanced AI systems. 

 

 

 

 

Cette thèse soutient que des présupposés non remis en question, intégrés dans le droit de l’Union 

européenne en matière d’IA, ont conduit à une insuffisance réglementaire importante. Pour le 

démontrer, elle examine le droit de l’intelligence artificielle à usage général, des systèmes d’IA 

manipulatoires et des compagnons virtuels. S’agissant de l’IA à usage général, il est avancé que 

le cadre juridique initial proposé par l’AI Act a été façonné par des croyances dépassées sur la 

relation entre données, capacités et préjudices, le rendant inadapté aux défis inédits posés par 

l’IA à usage général. De même, l’analyse de la manipulation facilitée par l’IA révèle que le droit 

de l’UE repose sur des hypothèses erronées concernant la rationalité et le libre arbitre humains, 

aboutissant à une interdiction trop restrictive qui ne couvre pas un large éventail de pratiques 

manipulatoires. Enfin, l’étude de cas consacrée aux compagnons virtuels illustre les préjudices 

concrets — allant de la détresse émotionnelle à la manipulation psychologique sévère — qui 

découlent de ces lacunes réglementaires. En mettant à jour ces présupposés implicites, ce travail 

montre comment ils ont influencé l’élaboration d’instruments juridiques clés tels que le 

règlement sur l’IA, le RGPD et la directive sur les pratiques commerciales déloyales, aboutissant 

à un appareil juridique mal équipé pour protéger les individus contre les risques multiformes des 

systèmes d’IA avancés. 
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Note on the use of AI 

 

In the context of my thesis, I have used General Purpose AI systems (Claude, ChatGPT, 

NotebookLM, Gemini) in the following ways:  

1) To transcribe and summarize manually written notes on several law review articles and 

books (which helped me read handwriting that had become cryptic to me) 

2) To transcribe manually written notes for the thesis 

3) To turn certain open-access books and articles into podcasts and audiobooks (which was 

the most helpful) 

4) To check my Bluebook-formatted footnotes (though the outputs were not so reliable, 

even GPAIS are confused by the Bluebook) 

 

The entire dissertation is my original work.  
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Chapter 1 

Introduction 

 

1.1 The socio-construction of AI and its influence on the law 

 

A few years ago, I was sitting in a small public garden with an AI engineer from 

Anthropic, the company behind my favorite chatbot: Claude. I was delivering a 

passionate rant about how disheartened I felt that we were building AI agents to replace 

us in most tasks, ceding critical decision-making power to machines. Suddenly, he 

interrupted me and said: “but Claire, we don’t have to. It’s a choice. We could be 

building AI systems we use as tools.” It was my first time realizing that the development 

of AI was not inescapable, that it was a political and social choice. In spite of my usually 

constructivist stances, I had fallen prey to technological determinism, a pervasive social 

illness that revolves around two claims: 1) that technological change is somewhat 

autonomous and necessary; and 2) that technology is shaping society and not the other 

way around.1 I was later called out on my determinist positions by Margot Kaminski who 

was my discussant at WeRobot 2023. Margot provided invaluable feedback on Why the 

AI Act Fails to Understand Generative AI (Chapter 2). She pointed out that I seemed to 

assume that AI developments were inescapable and pointed me toward the Science and 

Technology Studies (STS) literature.  

 

The most helpful article summarizing STS in relation to digital law is Ryan Calo’s ‘The 

Scale and The Reactor.’ According to him, “STS is concerned with studying science and 

technology as observable social phenomena. Drawing from history, sociology, 

anthropology, philosophy and other disciplines, STS seeks to understand how science and 

technology are developed, by whom, and to what societal ends and effects.”2  

 

A cornerstone of STS is Actor-Network Theory (ANT), which was mostly founded by 

Bruno Latour and relies on the notion of actants, “nonhuman agents that mediate among 

humans and help mold their collectives.”3 ANT is interested in the elements that hold 

social systems together, including “people, objects, nonhuman entities, organizations, and 

texts.”4 Ryan Calo reports that “ANT is sometimes satirized by the catchphrase ‘scallops 

 
1 Allan Dafoe, On Technological Determinism: A Typology, Scope Conditions, and a Mechanism, 40 SCI. 

TECH. & HUM. Values. 1047–76, 1047 (2015), https://doi.org/10.1177/0162243915579283. 
2 Ryan Calo, The Scale and the Reactor 35 (Apr. 9, 2022), https://ssrn.com/abstract=4079851. 
3 SHEILA JASANOFF & SANG-HYUN KIM, DREAMSCAPES OF MODERNITY: SOCIOTECHNICAL IMAGINARIES 

AND THE FABRICATION OF POWER 15 (Univ. of Chicago Press 2015). 
4 Id. 

https://doi.org/10.1177/0162243915579283
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are agents too,’” in reference to Michel Callon’s 1986 case study of the scallops, the 

fishermen, and the scientists of Saint Brieuc Bay.5 

 

STS scholar Shaila Jasanoff criticizes Bruno Latour for failing to see the power dynamics 

at play in his own case studies.6 Technological artifacts can reflect, create, and reinforce 

power asymmetries in society. For instance, the fact that car crash tests are conducted 

with dummies that reproduce the male body increases the likelihood that women die in 

car crashes.7 Ryan Calo cites Judy Wajcman to show that technology has been arbitrarily 

constructed in association with maleness, and that technological artifacts used by women 

such as those associated with domestic life were not considered as technology.8 In their 

book Programmed Inequality, historian Mar Hicks provides a fascinating account of how 

women were excluded from computer science in Britain which subsequently lost its lead 

in the field.9 While the country was the first in computer science in 1944, and relied on a 

task force of brilliant women, they were all replaced with men in the 1960’s, when the 

field became more prestigious and intertwined with power. Technology has also been 

used as an instrument of racial subjugation and can contribute to systemic racism. In 

Dark Matters, Simone Browne denounces the commodification of Blackness. She shows 

the link between the commodification of Black bodies—branded, sold, disposed of—

during slavery, the subsequent selling and collecting of items—such as pieces of the 

victim’s charred clothing, pictures and postcards—from white supremacist lynchings and 

extrajudicial killings of Black people, and the mass production of artifacts perceived as 

vintage such as mammy cookie jars and Banania chocolate with “a childlike cartoon 

character with exaggerated red lips.”10 Disgustingly, it is possible to buy slave 

memorabilia on eBay, and Browne documented the sale of a “slave branding iron” from 

the 19th century.11 In contrast, when artists Mendi + Keith Obadike put up their art piece 

Blackness for Sale on eBay to protest the objectification of Black people, the digital 

company determined that it was inappropriate and took it down after only four days.12 At 

play here is the decision of a technology company that shapes what is acceptable and 

what isn’t, but also the pernicious beliefs disseminated through the mass use of these 

artifacts that construct a certain idea of Blackness that is heavily influenced by racism.  

 

 
5 Calo, supra note 2, at 6. 
6 JASANOFF & KIM, supra note 3, at 17. 
7 CAROLINE CRIADO PEREZ, INVISIBLE WOMEN: DATA BIAS IN A WORLD DESIGNED FOR MEN (Abrams Press 

2019). 
8 Calo, supra note 2, at 7. 
9 MAR HICKS, PROGRAMMED INEQUALITY: HOW BRITAIN DISCARDED WOMEN TECHNOLOGISTS AND LOST 

ITS EDGE IN COMPUTING (MIT Press 2018). 
10 SIMONE BROWNE, DARK MATTERS: ON THE SURVEILLANCE OF BLACKNESS 105 (Duke Univ. Press 2015). 
11 Id. 
12 Id. 
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Shaila Jasanoff contributed to the inclusion of beliefs in the analysis of the social 

construction of technology, creating the notion of sociotechnical imaginaries as 

“collectively held, institutionally stabilized, and publicly performed visions of desirable 

futures, animated by shared understandings of forms of social life and social order 

attainable through, and supportive of, advances in science and technology.”13 She is 

concerned with ANT leaving out important aspects of social reality by focusing too much 

on actors. She proposes a series of case studies that “rejec[t] linear causality and 

excessively actor-centered histories while at the same time retaining an empirical focus 

on where transformative ideas come from, how they acquire mass and solidity, and how 

imagination, objects, and social norms—including accepted modes of public reasoning 

and new technological regimes—become fused in practice.”14 

 

Just like STS views science as a social phenomenon, legal scholars influenced by STS 

understand that technology and law are in a constant state of co-creation, where legal 

definitions and regulatory frameworks don't just react to technology but actively shape its 

development and societal understanding. Meg Leta Jones talks about the “legal 

construction of technology” or “techno-legal construction.”15 This approach recognizes 

that the development, implementation, and societal integration of technologies are deeply 

intertwined with legal, cultural, and political forces. Rather than viewing technology as 

an independent entity that singularly shapes society and law, the legal construction of 

technology perceives it as part of a broader socio-legal narrative. In another article, 

Margot Kaminski and Meg L. Jones highlight, the very language we use to define AI in 

legal texts is a form of “constructing AI speech,” which has profound policy 

consequences and molds both public perception and technological trajectories.16 In this 

narrative, technology both influences and is shaped by legal structures, cultural norms, 

and political agendas. Of course, the level of influence of one factor over the other varies 

depending in each situation. Castets-Renard and Lequesne showed that since the Dobbs 

v. Jackson Women's Health Organization decision that overturned Roe v. Wade, certain 

U.S. states are now reconstructing AI technology as a tool of surveillance and 

enforcement against women who seek abortions.17 

 

Despite its reliance on outdated conceptions of gender and cultural stereotypes, a book by 

Guido Calabresi had the merit of demonstrating that U.S. tort law has been influenced by 

 
13 JASANOFF & KIM, supra note 3, at 19. 
14 Id. at 322. 
15 Meg Leta Jones, Does Technology Drive Law? The Dilemma of Technological Exceptionalism in 

Cyberlaw, 2 J.L. TECH. & POL'Y 249 (2018). 
16 Margot E. Kaminski & Meg Leta Jones, Constructing AI Speech, 133 YALE L.J. F. 1212 (2024), 

https://www.yalelawjournal.org/forum/constructing-ai-speech. 
17 Céline Castets-Renard & Caroline Lequesne, Abortion in the Age of AI: A Need for Safeguarding 

Reproductive Rights in the United States and the European Union, 69 MCGILL L.J. 2024 (2023). 
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ideals, beliefs, and attitudes.18 In Reconstructing Legal Scholarship, Paul Kahn analyzes 

concepts such as time and space in the context of the legal culture. In a more 

comprehensive way, feminist and intersectional legal scholars have shown that the legal 

norm reflects and perpetuates social systems of oppression.19 For instance, Céline 

Castets-Renard and Karen Sandoval conducted a feminist analysis of the AI Act and 

showed its insufficiency in protecting women against certain types of AI-facilitated 

gender violence such as pornographic deepfakes.20 In summary, the process of 

lawmaking is not neutral, and neither is its application.  

 

There is scant research on the impact of individual beliefs and assumptions on legal 

norms. To the extent that beliefs and assumptions are embedded into cultures, there is an 

overlap between the two. However, intersectional scholars in the last decade have tended 

to move away from the unconscious bias framework to focus more on the outcome of the 

law—structural inequities disadvantaging under-sampled groups.21 This entails a shift 

from thinking of racism and similar beliefs systems as held by individuals in isolation 

toward a more systemic approach of dismantling social structures.  

 

In the field of technology, scholars have shown that certain technological tools produce 

and constitute legal norms. Reidenberg argued that technology capabilities and system 

design choices impose rules on participants.22 Lessig showed that code is law in that the 

digital architecture determining the structure of the internet and how users can interact 

with and on the web constituted political choices with direct legal implications.23 

Similarly, Benjamin Lehaire also demonstrates the emergence of a techno-normativity in 

 
18 GUIDO CALABRESI, IDEALS, BELIEFS, ATTITUDES, AND THE LAW: PRIVATE LAW PERSPECTIVES ON A 

PUBLIC LAW PROBLEM (Syracuse Univ. Press 1985). 
19 Kimberle Crenshaw, Demarginalizing the Intersection of Race and Sex: A Black Feminist Critique of 

Antidiscrimination Doctrine, Feminist Theory and Antiracist Politics, 1989 U. CHI. LEGAL F. 139; PATRICIA 

HILL COLLINS, BLACK FEMINIST THOUGHT: KNOWLEDGE, CONSCIOUSNESS, AND THE POLITICS OF 

EMPOWERMENT 1st ed. (Routledge 2008). 
20 Céline Castets-Renard & Karen Sandoval, Discrimination de genre et intelligence artificielle (IA) : pour 

une interprétation féministe du règlement européen sur l’IA (AI Act), 30 RECUEIL DALLOZ (4 sept. 2025). 
21 Camara Phyllis Jones, Levels of Racism: A Theoretic Framework and a Gardener’s Tale, 90 AM. J. PUB. 

HEALTH. 1212–15, 1212 (2000); Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional 

Accuracy Disparities in Commercial Gender Classification, in PROCEEDINGS OF THE CONFERENCE ON 

FAIRNESS, ACCOUNTABILITY AND TRANSPARENCY 77, 77–91 (PMLR 2018), 

http://proceedings.mlr.press/v81/buolamwini18a.html; Joy Buolamwini (@jovialjoy), “I Use the Term 

‘Undersampled Majority’ Not ‘Underrepresented Majority’,” Twitter (Apr. 23, 2019); Perez, supra note 7; 

CATHERINE D’IGNAZIO & LAUREN F. KLEIN, DATA FEMINISM (MIT Press 2020); JUDE BROWN ET AL., 

EDS., FEMINIST AI: CRITICAL PERSPECTIVES ON ALGORITHMS, DATA, AND INTELLIGENT MACHINES 

(Oxford Univ. Press 2024). 
22 Joel Reidenberg, Lex Informatica:  The Formulation of Information Policy Rules through Technology, 76 

TEX. L. REV. 553 (January 1, 1997). 
23 LAWRENCE LESSIG, CODE: AND OTHER LAWS OF CYBERSPACE, VERSION 2.0 (Lawrence Lessig, 2006). 

http://proceedings.mlr.press/v81/buolamwini18a.html
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that technology carries potential legal normativity.24 Building on the work of 

intersectional legal scholars, technology law scholars have demonstrated that 

technology—and especially AI—have been perpetuating systems of oppression.25 For 

instance, Judy Wajcman demonstrated that men’s monopoly on technology is the result 

of a social construction and which technology is available and who controls it has a direct 

impact on women’s lives and role in society.26 Similarly, the law, including patent law, 

can have different effects on different groups with unequal power.27 This body of 

research showed that systemic power dynamics are being reproduced at different stages 

of technology making such as design, data collection, conception, and deployment. This 

is closely tied to, but distinct from, the question of individual assumptions. For instance, 

the most recent studies on systemic racism show that the root cause goes beyond explicit 

racist beliefs held by some individuals and unconscious racist beliefs held by most and 

encompass unequal access to material resources and power. 28 Langdon Winner showed 

that Robert Moses, a prominent builder of public works in New York from the 1920s to 

the 1970s, deliberately designed approximately two hundred overpasses to be 

extraordinarily low to discourage buses from using his parkways29. He wanted to ensure 

that only richer automobile-owning whites would use them and to exclude Black people 

and the lower class. 30 This design was directly tied to his beliefs. However, it is possible 

that many architects have constructed similar overpasses since, not because they shared 

the same beliefs, but because they were used to Moses’ ones and internalized them as the 

norm. In doing so, these other architects would unknowingly contribute to systemic 

racism and classism.  

 

A few technology law scholars have studied the impact of individual assumptions on the 

law. For an article on the legal construction of the word “robot,” Ryan Calo analyzed 

over 200 legal cases involving robots and another few hundred cases in which robots 

were mentioned even though the case did not involve any. Calo thus showed how robots 

 
24 BENJAMIN LEHAIRE, L’INNOVATION HORS-LA-LOI: LES ORIGINES DE LA TECHNO-NORMATIVITE (Bruylant, 

2022). 
25 JANE BAILEY & VALERIE STEEVES, EGIRLS, ECITIZENS: PUTTING TECHNOLOGY, THEORY AND POLICY 

INTO DIALOGUE WITH GIRLS’ AND YOUNG WOMEN’S VOICES (University of Ottawa Press 2015); SAFIYA 

UMOJA NOBLE, ALGORITHMS OF OPPRESSION: HOW SEARCH ENGINES REINFORCE RACISM (New York: 

New York University Press, 2018); RUHA BENJAMIN, RACE AFTER TECHNOLOGY: ABOLITIONIST TOOLS 

FOR THE NEW JIM CODE, 1st edition (Medford, MA: Polity, 2019); CATHY O'NEIL, WEAPONS OF MATH 

DESTRUCTION: HOW BIG DATA INCREASES INEQUALITY AND THREATENS DEMOCRACY (Crown, 2016). 
26 JUDY WAJCMAN, FEMINISM CONFRONTS TECHNOLOGY (University Park, Pa: Penn State University Press, 

1991). 
27 MEG LETA JONES & AMANDA LEVENDOWSKI, eds., FEMINIST CYBERLAW (Oakland: University of 

California Press, 2024). 
28 John F. Dovidio & Samuel L. Gaertner, Color Blind or Just Plain Blind? The Pernicious Nature of 

Contemporary Racism, NONPROFIT Q. (June 21, 2017); Jones, supra note 21. 
29 LANGDON WINNER, THE WHALE AND THE REACTOR: A SEARCH FOR LIMITS IN AN AGE OF HIGH 

TECHNOLOGY 22 (Univ. of Chicago Press 1986). 
30 Id. 
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are constructed by judges’ imaginaries as operable tools, and how this assumption, 

sometimes inaccurate, might misguide robotic law.31 In Defining the scope of AI 

regulation, Jonas Schuett argues that the term “AI” misleads policymakers as to the 

required scope of AI regulation and yet goes unquestioned.32 In a recent article, Margot 

Kaminski analyzes the assumptions behind risk regulations in both the U.S. and the E.U. 

and argues that “constructing AI harms as risks is a choice with consequences.”33 The 

author questions the product safety approach as opposed to liability. This is inspired by 

Langdon Winner, a foundational author in STS, who wrote that “As one shifts the 

conception of an issue from that of hazard/ danger/threat to that of ‘risk,’ a number of 

changes tend to occur in the way one treats that issue. What otherwise might be seen as a 

fairly obvious link between cause and effect, for example, air pollution and cancer, now 

becomes something fraught with uncertainty.”34 In “Four Privacy Myths,” Neil Richards 

debunks four assumptions about privacy which he argues lead to the disempowerment of 

data subjects.35 In a 2019 paper, Woodrow Hartzog argues that the misguided assumption 

that “public information” exists as an objective concept leads to regulatory gaps in data 

privacy.36  

 

1.2 Hypotheses and thesis 

 

In this doctoral work, I argue that some hidden assumptions shape AI law and lead to 

regulatory insufficiency in relation to certain potential AI harms. By assumptions, I mean 

the beliefs that would need to be true for the law to make sense. By belief, I mean “an 

acceptance that something exists or is true, especially one without proof,” which I 

borrowed from the dictionary.37 This is not to say that beliefs are necessarily false, but 

that they are usually accepted as true, and become assumptions when the truth or planned 

outcome of something else depends on them being true. By regulatory insufficiency, I 

mean that the current legal and policy frameworks are unable to adequately prevent, 

mitigate, or redress specific AI-related harms because they are predicated on assumptions 

that do not hold true in all cases.  

 
31 Ryan Calo, Robots in American Law, UNIVERSITY OF WASHINGTON SCHOOL OF LAW RESEARCH PAPER 

No. 2016-04 (February 24, 2016), https://papers.ssrn.com/abstract=2737598. 
32 Jonas Schuett, Defining the Scope of AI Regulations, 15 L.I.T. 60–82 (January 2, 2023), 

https://doi.org/10.1080/17579961.2023.2184135. 
33 Margot E. Kaminski, Regulating the Risks of AI, 103 BUL REV. (2023), 

https://doi.org/10.2139/ssrn.4195066. 
34 WINNER, supra note 29, at 143. 
35 Neil M. Richards, Four Privacy Myths in A WORLD WITHOUT PRIVACY (Cambridge Press, Austin Sarat, 

ed. 2015), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2427808. 
36 Woodrow Hartzog, The Public Information Fallacy, 99 BUL REV. 459 (2019).  
37 belief in OXFORD DICTIONARY OF ENGLISH (ed. 2010). 
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Before having conclusive findings, this thesis was taking the form of a research question 

that could be broken down into several hypotheses to either prove or refute: 

H1: Some widely held beliefs that go unchallenged and undetected (“hidden 

assumptions”) influence AI law 

H2: The ways in which these hidden assumptions influence the law contribute to 

regulatory insufficiency 

H3: There are methods that make it possible to surface these assumptions and show the 

link to regulatory insufficiency 

Unless I can categorically disprove H1 and H2, the absence of proof in their support 

could be explained by the inaccuracy of H3. In other words, it would be possible for H1 

and H2 to both be true and yet for me to be unable to prove it. However, I have spent the 

past five years trying and am now able to state my thesis with confidence.  

 

1.3 Scope of the thesis 

 

In terms of methods, analytical framework, and content, this dissertation is at the 

intersection of the law and STS. I hope that this interdisciplinarity can bring innovative 

tools to shed a light on the assumptions shaping AI law. 

 

When examining the relation between hidden assumptions and AI law, I limit my study 

to the European Union. The E.U. is the first jurisdiction to have adopted a comprehensive 

regulation on artificial intelligence (the AI Act), in addition to many other regulations and 

directives that are relevant to this technology.38 Furthermore, the AI Act was expected to 

influence AI law all over the world through a Brussels effect already documented in the 

case of data protection.39 

As of 2025, it is difficult to determine how much the AI Act has influenced the rest of the 

world, as the U.S. is exercising its own pressure on countries to deregulate the AI 

 
38 Regulation 2024/1689, of the European Parliament and of the Council of 13 June 2024 Laying Down 

Harmonised Rules on Artificial Intelligence and Amending Regulations (EC) No 300/2008, (EU) No 

167/2013, (EU) No 168/2013, (EU) 2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 

2014/90/EU, (EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act), 2024 O.J. (L 1689) 

[hereinafter AI Act]. 
39 Céline Castets-Renard, Ex ante Accountability of the AI Act: Between Certification and Standardization, 

in Pursuit of Fundamental Rights in the Country of Compliance in ARTIFICIAL INTELLIGENCE LAW: 

BETWEEN SECTORAL RULES AND COMPREHENSIVE REGIME. COMPARATIVE LAW PERSPECTIVES (Céline 

Castets-Renard & Jessica Eynard eds., Bruylant 2023). The author states that “the European Commission 

wants to show its normative leadership internationally and get another ‘Brussels Effect’”; see generally 

ANU BRADFORD, THE BRUSSELS EFFECT: HOW THE EUROPEAN UNION RULES THE WORLD (Oxford Univ. 

Press 2020). 
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industry. Only time will be able to tell. However, the scope of this dissertation was 

adopted for two main reasons: 1) the E.U. provided the most relevant laws to analyze for 

hidden assumptions; 2) the findings might also generalize to other jurisdictions if the 

assumptions present in E.U. AI law spread through the Brussels effect.  

As for the scope of the legal analysis, I look not only at regulations and directives but 

also at guidance documents and recitals, which are not mandatory but guide E.U. judges’ 

interpretations. This is why I chose for the title of this dissertation to include “legal 

norms.” I view AI regulations and directives and legal documents that guide their 

interpretation as both belonging to the field of AI law. I exclusively focus on the 

European digital laws that are relevant to the case studies developed. These rely mostly 

on the AI Act and the UCPD, with some provisions from the DSA, the regulation on 

political advertising and the GDPR also relevant. These will be examined in detail in the 

consecutive chapters.  

 

1.4 Defining Artificial Intelligence 

 

In the past few years, I took part in the academic debate over the legal definitions of key 

terms such as “artificial intelligence” and “general purpose AI.” In this section, I will 

present the technical definitions.  

 

The International Standard Organization (ISO) defines artificial intelligence as a “set of 

methods or automated entities that together build, optimize and apply a model so that the 

system can, for a given set of predefined tasks, compute predictions, recommendations, 

or decisions.” It is important to distinguish between AI models and systems. AI systems 

are sociotechnical compounds that encompass not only the AI model but also all the 

components required to deploy and operate the model in a real-world environment such 

as data pipelines, user interfaces, hardware infrastructure, and any other software or 

tool.40  

 

According to Inyoung Cheong: 

AI model refers to the underlying machine learning architecture that is trained 

on large-scale data to perform tasks. The state-of-the-art models include GPT-

4o, Claude 4, LLaMA 4, Gemini 2.5, DeepSeek‑R1, Qwen 3, Mistral Medium 

3, and Grok-3.    

 
40 See Reva Schwartz et al., Towards a Standard for Identifying and Managing Bias in Artificial 

Intelligence, 1270 NAT’L INST. STANDARDS & TECH. 10 (2022), 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1270.pdf. 
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AI system refers to the deployed, user-facing application that incorporates an 

AI model along with additional components such as a user interface, retrieval 

tools, guardrails, or prompt-engineering layers (e.g., ChatGPT, Character.ai). 

In this manuscript, AI systems are the primary locus of user interaction and 

are the object of regulatory concern.41 

 

Under these definitions, reinforcement learning and fine-tuning are model 

development, as it changes the weights and thus the parameters. AI system refers to 

the application that uses one or more models without modifying their parameters, 

including prompts, memory, tool integrations, guardrails, and runtime 

configuration. 

 

This object of this dissertation is the regulation of AI systems, though a significant 

portion of the AI Act focuses on imposing safety requirements onto the models. These 

requirements directly influence the systems which are built on these models, though we 

argue they are insufficient by default as they are not encompassing the whole systems nor 

the interaction between multiple models.   

 

1.5 Hidden assumptions 

 

There is a type of belief that is pervasive in the general population, is not supported by 

evidence, and that people do not think of questioning. Some of these beliefs are 

intentionally spread by certain actors who have an interest in them, while others are not. 

In Chapter 3, The AI Act manipulation gap, I give the example of a street interview 

conducted in the U.S. for the Jimmy Kimmel show. People are asked which law they 

prefer between Obamacare or the Affordable Care Act (ACA), ignorant of the fact that 

Obamacare is a nickname given by Republican to the Affordable Care Act. 

Unsurprisingly, people explain that they don’t like Obamacare which is “unamerican” 

and forced onto people by Obama but that they support the ACA because it is affordable. 

The memo written by Republican communication consultant Frank Luntz, telling 

Republicans to exclusively refer to the ACA as Obamacare, led to the widespread 

adoption of the term by policymakers and the media, which in turn led to many 

Americans believing that the proposed bill was some sort of communist dictatorial 

policy. That belief was not formed through careful examination of the bill but through 

hearing parts of talking points here and there. Our capitalist society relies on similar 

insidious information battles. For instance, Coca-Cola has been known to spend 

 
41 Inyoung Cheong, AI's Threats to Human Thought: Towards Human-Centered First Amendment, 

Unpublished manuscript, on file with the author (Aug. 2025).  
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significant resources to spread the message that to maintain a healthy weight, exercising 

matters more than what people eat and drink, which is contrary to the evidence. The 

company “teamed up with influential scientists who are advancing this message in 

medical journals, at conferences and through social media” and created a nonprofit 

organization to support that effort, subtly leading people to associate obesity and type 2 

diabetes to insufficient physical activity. 42 

 

There are beliefs of this type which are not spread maliciously but are still repeated 

enough to become pervasive. For instance, many scholars and journalists have labeled the 

COMPAS algorithm as artificial intelligence though many statisticians would agree it is 

not. I would argue that this perception that it was AI probably increased the risk of 

automation bias through the misconception that it was an intelligent tool. Yet, the 

company never marketed their algorithm as artificial intelligence, and it is unclear how 

this conflation started. I have also noticed that this conflation led researchers and 

policymakers to think that tools like COMPAS were a black box and that it was difficult 

to know how they reach their conclusion. For instance, a research project funded by 

Horizon Europe and published on an official European website in December 2020, called 

Opening the “Black box” of artificial intelligence, discusses COMPAS and “algorithmic 

sentencing systems” and states that “often we don’t know how such a system reaches its 

conclusion. It might work correctly, or it might have a technical error inside of it.”43 

While deep learning systems are often referred to as black boxes because they are 

composed of layers of neurons and the field of mechanistic interpretability has not yet 

been able to fully reverse-engineer them, a quick search shows that the COMPAS risk 

score is obtained through a mere regression on five variables, and it is easy to understand 

how it reached its conclusion.  

 

Assumptions are the beliefs that need to be true for something else to be. Let’s take the 

example of the gender pay gap, which, despite various equal pay laws, is still a common 

occurrence in many countries. Interventions that try to solve the problem by empowering 

women and teaching them to negotiate their salary assume that, in at least some cases, 

women changing their behavior or taking certain actions is enough to solve the issue. An 

alternative hypothesis would be that systemic inequalities are so pervasive that women 

alone cannot solve the problem, which might lead organizations to push for policy change 

instead of intervening at the individual level. Of course, any policy change creates other 

 
42 Anahad O’Connor, Coca-Cola Funds Scientists Who Shift Blame for Obesity Away From Bad Diets, 

N.Y. Times: Well (Aug. 9, 2015), https://archive.nytimes.com/well.blogs.nytimes.com/2015/08/09/coca-

cola-funds-scientists-who-shift-blame-for-obesity-away-from-bad-diets/. 
43 Tom Cassauwers, Opening the ‘Black Box’ of Artificial Intelligence, HORIZON: THE E.U. RESEARCH & 

INNOVATION MAGAZINE (Dec. 1, 2020), https://projects.research-and-innovation.ec.europa.eu/en/horizon-

magazine/opening-black-box-artificial-intelligence. 

https://projects.research-and-innovation.ec.europa.eu/en/horizon-magazine/opening-black-box-artificial-intelligence
https://projects.research-and-innovation.ec.europa.eu/en/horizon-magazine/opening-black-box-artificial-intelligence


 

11 

 

incidental effects, which can in turn influence beliefs. Could it be that laws that are 

effective in forcing employers to pay women as much as they would pay men for the 

same jobs makes them less likely to hire women in the first place?  

 

In this thesis, I am interested in the assumptions behind AI law, or what would need to be 

true for the law to make sense. I am specifically looking for the hidden ones. Sometimes 

assumptions are stated and sometimes they are implicit (or hidden). For instance, the E.U. 

Commission stated in many documents that one of the objectives of the AI Act was to 

build consumer trust to increase the uptake in AI products from E.U. consumers. Here the 

explicit assumption is that trust in a product is necessary for consumers to adopt it. The 

implicit assumptions are that the AI Act will reduce harms from AI systems, and that 

those harms that will have been prevented would have otherwise caused a loss of trust in 

the technology.  

 

Asking online users to consent to lengthy user agreements, as is frequently the case in the 

U.S., before they can access an online service carries the implicit assumption that online 

users read terms of service.44 One could argue that this vision is naive, that everybody 

knows that nobody reads terms of service, and that it is a political choice to take power 

away from the people by pretending to empower them to make their own decisions while 

it is practically impossible.45 Research indeed shows that it would take an ordinary 

Internet user seventy-six working days to quickly read all the privacy policies they 

encounter in the course of the year.46 All of this might be true, but it is also true that for 

this consent model to make sense, the prerequisite that would have to be true is that 

people read terms of service. In our definition, this would still constitute an assumption 

behind this legal mechanism. 

 

I have also had the opportunity to see assumptions play out in the policy process, 

benefiting from insider knowledge on different aspects of the development of AI law in 

recent years. For instance, I have observed the process that led to the adoption of 1025 

floating-point operations (FLOPs) as a threshold for qualifying systemic risks of general 

purpose AI models (GPAIM) in the E.U. AI Act. Through interactions with individuals 

 
44 Neil Richards & Woodrow Hartzog, Taking Trust Seriously in Privacy Law, 19 STAN. TECH. L. REV.. 

431 (2015).  
45 Daniel J. Solove, Murky Consent: An Approach to the Fictions of Consent in Privacy Law, 104 B.U. L. 

REV. 593 (2024). 
46 Alex C. Madrigal, Reading the Privacy Policies You Encounter in a Year Would Take 76 Work Days, 

ATLANTIC (Mar. 1, 2012), http://www.theatlantic.com/technology/archive/2012/03/reading-the-privacy-

policies-youencounter-in-a-year-would-take-76-work-days/253851 [http://perma.cc/2ZJN-BYLA]; Aleecia 

M. McDonald & Lorrie Faith Cranor, The Cost of Reading Privacy Policies, 4 I/S: J. L. POL’Y INFO. SOC’Y 

543 (2009). 



 

12 

 

directly involved in the adoption of this regulation, I discovered that the adoption of this 

threshold resulted from a complex process that involved unchallenged assumptions. 

 

Specifically, certain nonprofit organizations working on mitigating existential risks from 

AI engaged in advocacy to propose additional regulatory measures for developers of the 

most capable AI systems. They proposed using the cumulative amount of computation 

used to train an AI system—measured in FLOPs—as a proxy for how capable a model is. 

This approach contained two assumptions that members of the AI existential risk 

prevention community usually adhere to: 1) that the level of risk of an AI system 

correlates with its level of capability; 2) that the cumulative amount of computation used 

to train an AI system holds as a proxy for the level of capability. I partially challenge 

these two assumptions in Why the AI Act Fails to Understand Generative AI (Chapter 2). 

First, while there are many types of risk that probably increase with the level of capability 

(e.g., cybersecurity risk, risk of using the system for terrorism, risk of overreliance, etc.), 

less capable systems can already cause very serious harms (e.g. suicide, widespread bias, 

polarization, etc.). I worry about regulatory insufficiency concerning General-Purpose AI 

if policymakers only focus on the most capable systems. Second, there are also many 

caveats to the correlation between FLOPs and capability. As we have since seen with 

Deepseek, models with clever architecture or more elaborate algorithms can achieve 

similar capabilities with less FLOPs. The amount and quality of data used can also 

counterbalance the use of less computation. In addition, the choice of relying on FLOPs 

to assess a model’s capability relies on another assumption that is not shared by all AI 

scientists: that the scaling laws will hold.  

 

The scaling laws, which have mostly held so far, state that increasing the amount of 

compute (FLOPs), the dataset size, and the number of model parameters (size of the 

model's neural network) improves the model's performance on a wide range of tasks in a 

log-linear fashion. A fascinating phenomenon is that models don’t merely get better at 

previous tasks, they can exhibit entirely new abilities that were not planned by the model 

engineers. However, we do not know how long the scaling laws will hold. We also do not 

know whether the current paradigm used to train the most performant AI systems (a mix 

of deep learning and reinforcement learning, sometimes with symbolic elements as well) 

is limitless and experts widely disagree. While some believe that the current paradigm 

will lead us to the most capable AI systems possible (superintelligence) and that this 

requires scaling all the resources mentioned above, others believe it will never be 

possible. What is most relevant to this dissertation is that the existential risk prevention 

community, which led the advocacy effort for the adoption of FLOPs as a way to avoid 

what they perceived as the most serious risk from AI, relied on a trove of hidden 

assumptions: 1) a fear of unsafe AGI coming about from scaling these resources; 2) a 
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belief that the scaling laws will hold; 3) a prioritization of risk perceived as specific to the 

most capable systems (biorisk, cybersecurity risk, alignment risk) over others.  

 

These assumptions guided their advocacy. The staffer of a Member of Parliament who 

met with members of these organizations then proposed to include the number of FLOPs 

in the AI Act. To do so, he looked up online how many floating-point operations were 

used to train the most powerful systems on the market at the time, including GPT-3.5, 

GPT-4, LLaMA, and Claude. He observed that a threshold of 1024 would likely impose 

safety measures on all developers of these systems, as they all slightly exceeded this 

threshold. The European Parliament then proposed including 1024 FLOPs as the threshold 

for requiring additional safety measures. 

 

Following this, all affected companies began lobbying through their Brussels 

representatives to raise the threshold to 1026 to avoid additional regulations. This debate 

was so heated that European policymakers kept pushing it for the end of the trilogue. On 

the night of December 8, the last day of the negotiations, as policymakers were reaching 

their physical and psychological limits, members of the European Parliament, the 

Council, and the Commission agreed on a compromise threshold of 1025. This was the 

number in-between the one asked for by civil society and the one asked for by the 

industry. Subsequently, I was approached by members of the Canadian government 

responsible for drafting AI legislation. In the context of asking me for a report, they 

asked me to compile the scientific evidence that had justified the adoption of the 1025 

threshold by the EU. I was amazed to see another assumption at play and influencing the 

policy process in Canada: that European policymakers had based their decision on 

scientific evidence rather than politics. 

 

I am not arguing here that all the above assumptions are false. I am merely arguing that 

they went both undetected and unchallenged. I do not have the pretension to know 

whether the scaling laws will hold or if AGI is possible and how. The best experts 

disagree on these issues. However, in a dissertation on hidden assumptions, I feel I must 

be transparent about my own beliefs. I have tried to distance myself from them in this 

work, but I would be eager to hear from others spotting hidden assumptions in my own 

writings. I believe it is probably possible to create artificial systems that would be 

capable of doing most or all things humans can do (AGI) though I am not 100% 

confident about it. If it were possible, I have no idea what it would entail and under 

which timelines. I also believe that if it happened, it would be transformative enough that 

it deserves serious preparation. I have no idea whether an AI system could someday 

acquire consciousness. My intuition would be to think not but I am probably influenced 

by my catholic upbringing on this. Under certain theories of consciousness, such as 
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Integrated Information Theory, in which consciousness relies on the exchange of 

information, or panpsychism, in which all materials are conscious at different levels 

including objects, it would make sense for AI systems to be conscious. As for AI systems 

taking over, it is hard for me to imagine AI systems ever having a drive that leads them to 

take initiative, though my understanding of the current evidence is that it is very plausible 

for AI systems to acquire instrumental goals to achieve other goals they were trained to 

complete. Therefore, I could imagine scenarios in which AI systems acquire dangerous 

goals accidentally, especially if using reinforcement learning with bad inner or outer 

alignment. Finally, I have no opinion on the question of the intelligence explosion: AI 

systems creating smarter AI systems in a recursive loop. I know that major labs like 

OpenAI and Anthropic are internally using AI systems to train other ones, but I am not 

sure we will ever reach the point of an intelligence explosion, especially if we’re not 

specifically trying to. Finally, I adhere to elements of essentialism, in that I believe that 

AI is likely to be inherently different from all previous technologies. 

 

Having had the opportunity to witness the policymaking process firsthand greatly 

contributed to the mental model I formed about the construction of AI law. The FLOPs 

example comforted me in pursuing the topic of the impact of assumptions on regulatory 

insufficiency. However, I have excluded it from my case studies because most of the 

information it relies on comes from events I witnessed through my own work, 

engagement, and advocacy in AI safety organizations. Therefore, the findings are not 

reproducible. I do not think I could have gained such a thorough understanding and 

identified as many assumptions in this case by using only discourse analysis on E.U. 

Commission documents discussing the use of FLOPs. However, I wanted to share this 

example as it contributed to shaping my understanding of how hidden assumptions can 

influence legal norms. These examples demonstrate the varied forms and pervasive 

influence of hidden assumptions, laying the groundwork for their analysis in AI law 

throughout this dissertation. 

 

It is unclear how beliefs and assumptions first make an appearance within the law. 

However, there is research about their subsequent diffusion. The legal system's 

autopoietic closure means it primarily prioritizes internal conceptual consistency, 

resulting in an asynchronic evolution where its direct alignment with external social or 

economic conditions is often the exception rather than the rule, thus keeping the ideas 

within the law similar.47 In contrast, path dependence emphasizes how structural features 

of legal practices can become locked in by high switching costs, illustrating the power of 

history to shape the direction of legal evolution and often leading to qualified efficiency 

 
47 Simon Deakin, Evolution of Our Time: A Theory of Legal Memetics (ESRC Centre for Business 

Research, University of Cambridge Working Paper No. 242 2002), at 27. 



 

15 

 

or sub-optimal outcomes.48 Lastly, memetics offers a framework where legal concepts 

function as legal memes that store and code information about social adaptations, serving 

as a specific mechanism of cultural transmission for ideas through processes analogous to 

biological inheritance, variation, and selection.49 

 

1.6 Methods 

 

1.6.1 Discourse analysis 

 

“Discourse analysis is a methodology for analyzing social phenomena that is qualitative, 

interpretive, and constructionist. It explores how the socially produced ideas and objects 

that populate the world were created and are held in place.”50 This method is particularly 

suited since “[w]here other qualitative methodologies work to understand or interpret 

social reality as it exists, discourse analysis tries to uncover the way that reality is 

produced.”51 

Moreover, the central argument of the dissertation relies particularly on the involvement 

of power relations in the construction of AI law, and discourse analysis specifically 

examines power relations. Thus, discourse analysis focuses not only on what is 

communicated but also on the broader context of the actors involved and their 

positionality, as illustrated in Figure 1 below. 

 
48 Id. at 7. 
49 Id. at 1. 
50 Cynthia Hardy, Nelson Phillips, and Bill Harley, Discourse Analysis and Content Analysis: Two 

Solitudes?, 2 QUAL. & MULTI-METHOD RES. 19–22 (2004), https://doi.org/10.5281/zenodo.998649. 
51 Id. 
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Figure 1. Difference Between Discourse Analysis and Content Analysis (from Hardy 

et al.) 

 

Discourse analysis has already been employed in the context of legal analysis. For 

example, in her article on adolescents involved in the Canadian child protection system, 

legal scholar Rebecca Bromwich uses discourse analysis to demonstrate how formal legal 

discourses contribute to the over-incarceration of individuals from Indigenous and other 

marginalized groups.52 By constructing notions of danger and criminality at various 

levels within the legal discourses on youth in the child protection system, Canadian 

courts effectively bring these notions into reality. 

Discourse analysis has also been used in the context of analyzing information technology 

law, notably by Daniel McCarthy. He examined approximately 230 policy documents, 

press releases, and public statements by officials from the Bush and Obama 

administrations regarding internet governance.53 In doing so, his book demonstrates that 

internet governance is biased in favor of the ideological and economic principles of the 

 
52 Rebecca Jaremko Bromwich, Cross-Over Youth and Youth Criminal Justice Act Evidence Law: 

Discourse Analysis and Reasons for Law Reform, 42 MANITOBA L. J. (October 29, 2019), 

https://journals.library.ualberta.ca/themanitobalawjournal/index.php/mlj/article/view/1131. 
53 DANIEL MCCARTHY, POWER, INFORMATION TECHNOLOGY, AND INTERNATIONAL RELATIONS THEORY: 

THE POWER AND POLITICS OF U.S. FOREIGN POLICY AND THE INTERNET (Springer, 2015). 
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United States, such as the free flow of information, the prominence of private capital, and 

American dominance. 

 

1.6.2 Hermeneutics 

 

In addition to discourse analysis, a second method will be employed: hermeneutics. This 

choice stems from the fact that I actively participated in the making of political discourse 

during my doctoral studies, both within a think tank responsible for significant advocacy 

activities with the European Commission on the AI Regulation and through direct 

consultations for the Canadian government concerning AI legislation. 

Hermeneutics (or interpretivism) is a research approach that emphasizes the researcher’s 

awareness of their own role and influence. In this method, it is essential for the researcher 

to clarify their position, research methods, ethics, and values. In the legal field, the 

researcher’s approach must be examined on par with that of the subjects under study. 

This method is therefore particularly well-suited to this thesis, which will include 

reflections on my own positionality. My position is influenced by my own philosophical 

preconceptions and ideological stances, my real or perceived role in society (including 

my race, gender, social class, etc.), and my lived experiences. Furthermore, I have 

benefited from insider knowledge on different aspects of the development of AI law in 

recent years. 

While I genuinely try to distance myself from my own beliefs, it is likely impossible to 

be fully objective. Therefore, I have taken the time to reflect on my own beliefs and 

assumptions throughout this doctoral period and try to be transparent about them.  

 

1.6.3 Case studies 

 

This dissertation relies on case studies, which have a prominent place in STS. John Law 

writes that “[i]n one way or another STS almost always works through case studies. 

These evoke, illustrate, disrupt, instruct, and help STS to craft and recraft its theory.”54 

The author then goes on to present several case studies that he considers as formative of 

the field. The first one is by Donald McKenzie who documented the 1905 dispute 

between two mathematicians about how to measure correlations in statistics.55 He shows 

that Pearson's approach was shaped not only by his prior work (a cognitive interest) but 

also by his social interests, as it facilitated his eugenic agendas concerning the supposed 

 
54 John Law, STS as Method, in THE HANDBOOK OF SCIENCE AND TECHNOLOGY STUDIES 31, 31–57 (Ulrike 

Felt et al. eds., 4th ed. MIT Press 2017). 
55 Donald MacKenzie, Statistical Theory and Social Interests: A Case Study, 8 SOC. STUD. SCI. 35, 35–83 

(1978). 
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superiority of the middle class over the working class. The study highlights that scientific 

tools are constructed based on the tasks set for them and that scientific knowledge can be 

shaped by social interests, even if those involved are unaware. The second case study is 

from Steven Shapin and Simon Schaffer, who showed that the idea of objectivity in 

science came in very specific place and time, in 17th century London when nature was 

separated from the social and it was institutionalized.56 His third case study was informed 

by Donna Haraway's work, who examined Harry Harlow’s Primate Research Laboratory 

in the 1950s and 1960s.57 Harlow's research on great apes, though presented as scientific, 

was deeply influenced by and helped reproduce the anxieties of post–World War II 

America concerning the nuclear family, child-rearing, and gender roles. His fourth case 

study analyzes the performativity of social surveys using the example of the 

Eurobarometer, a Europe-wide survey on farm animal welfare. It highlights that the 

survey was shaping interview subjects by requiring them to fit specific formats (e.g., 

having phone lines, speaking the language, understanding scales, etc.) but also shaping 

collectivities (like countries) into “collections of isomorphic social atoms” and staging 

the nation-state as a self-evident entity.58 The fifth case study is Michel Callon’s very 

famous case study on the interactions between scallops, fishermen, and scientists in Saint 

Brieuc Bay, focusing on the decline of the scallop population and efforts to create 

protected breeding zones.59 The central insight of this work, crucial for Actor-Network 

Theory (ANT), is that Callon treats “fishermen, scientists, and scallops in the same terms. 

All are actors. All are strategists and tacticians. All seek to enroll others in their 

schemes.”60 His sixth case study presents Annemarie Mol’s work showing that different 

medical practices such as GPs, radiologists, ultrasound specialists, and surgeons “enact 

different atheroscleroses,” suggesting there isn't a single, unified disease but four 

different versions, introducing the concept of “ontological multiplicity.”61 Finally, his last 

one describes Claire Waterton and Judith Tsouvalis's work on the persistent blue-green 

algal bloom in Loweswater, English Lake District. It highlights the challenge of 

“intractable problems that are both natural and social” and the STS idea that science is 

culturally situated.62 

 

 
56 STEVEN SHAPIN & SIMON SCHAFFER, LEVIATHAN AND THE AIR-PUMP: HOBBES, BOYLE AND THE 

EXPERIMENTAL LIFE (Princeton Univ. Press 1985). 
57 DONNA J. HARAWAY, PRIMATE VISIONS: GENDER, RACE AND NATURE IN THE WORLD OF MODERN 

SCIENCE (Routledge & Chapman Hall 1989). 
58 Law, supra note 54. 
59 MICHEL CALLON, Some Elements of a Sociology of Translation: Domestication of the Scallops and the 

Fishermen of Saint Brieuc Bay, in POWER, ACTION AND BELIEF: A NEW SOCIOLOGY OF KNOWLEDGE? 196–

233 (John Law ed., Routledge & Kegan Paul 1986). 
60 Law, supra note 54. 
61 ANNEMARIE MOL, THE BODY MULTIPLE: ONTOLOGY IN MEDICAL PRACTICE (Duke Univ. Press 2002). 
62 Claire Waterton & Judith Tsouvalis, “On the Political Nature of Cyanobacteria: Intraactive Collective 

Politics in Loweswater, the English Lake District,” 33 ENVTL. PLANN. D: SOC’Y & SPACE 477–93, 477 

(2015); Law, supra note 54. 
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These case studies exemplify a core insight of STS that John Law elaborates upon: the 

inherent messiness of method. STS began by challenging the idealized image of "the 

scientific method," revealing that scientists in practice rarely adhere to rigid philosophical 

rules. Instead, Law argues, scientific practice is a powerful, messy, and material craft. 

This insight extends to the methods of social science as well, and STS continues to 

investigate how these messy methods are shaped and what effects they produce. From 

this perspective, methods are not merely neutral techniques but are interwoven with 

personal, skill-related, and theoretical agendas; they are cultural, practical, and “raveled 

up with everything else.”63 Echoing this sentiment in the context of technology law, Ryan 

Calo writes that “[c]ase studies in social construction tend to be meticulous and messy, 

and the methodology emphasizes the need for ‘interpretive flexibility’” when 

approaching the significance of technology.”64 This embrace of messiness and 

interpretive flexibility is central to the methodological approach of this thesis. 

 

1.7 Selection of the case studies 

 

I selected the first two case studies through a comprehensive analysis of the version of 

the AI Act that was current at the time. I selected the third because it was a logical 

continuation of the second on manipulation and I was aware of a potential regulatory 

insufficiency when it comes to virtual companions.  

 

1.7.1 The General Purpose AI (GPAI) case study 

 

The leaked AI Act from April 2021 provided the perfect unit of analysis to study 

assumptions embedded into AI law as it was the first ever law on AI that meant to be 

comprehensive and had the potential to have a Brussels effect. I applied discourse 

analysis to it, searching for hidden assumptions. Once I had identified the ones I could, I 

selected those which seemed to carry the most potential consequences for consumers; the 

ones I thought might create legal insufficiency, to be able to test Hypothesis 2.  

The first one was about how the AI Act had been drafted with algorithmic tools like 

COMPAS in mind and did not contain any provision on systems like GPT-3. I had tested 

the chatbot in the OpenAI playground and knew that it had the potential to cause harm.  

Separately from the deeper investigation of how this belief had come to be embedded into 

the AI Act, I published a short article pointing out this gap. My goal was mostly to draw 

attention to the issue in hope that the Commission would revise the AI Act to include 

 
63 Law, supra note 54. 
64 Calo, supra note 2. 
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GPAI. I believe I may have been the first person to use the term “General Purpose AI 

System” to refer to systems with no intended purpose according to the notion of intended 

purpose as used in the AI Act, as opposed to using the term to mean AGI or other things. 

This article was published as a short piece in Dalloz IT/IP in February 2022 and gave me 

the opportunity to take part in the policy debate. On a few occasions, I had the 

opportunity to witness misunderstandings between technical AI engineers and 

policymakers because they were not using the term General Purpose AI to mean the same 

thing. 

 

A year later, my colleague David Rolnick from McGill University and myself presented 

the findings from the longer case study at We Robot 2023. Professor Rolnick’s role was 

to check the accuracy of each claim I made in relation to how AI systems work. He also 

came up with the idea of hand-patch disclosures, an issue I was not familiar with before.  

 

Our paper examined several assumptions present in the AI Act. One was that most AI 

harms originate from faulty datasets and could be effectively addressed through data 

governance measures. This assumption, which was fueled by the initial understanding of 

AI systems as primarily statistical tools and algorithms, caused certain AI harms to be 

overlooked in the AI Act. Another one is that AI harms primarily manifest in decision-

making processes that influence high-stake areas of people’s lives, such as public 

services, education, or employment. This led to a focus on these specific use-cases for 

regulation. This again led to overlooking harms that can be caused by AI in other 

contexts. The AI Act was also relying on a product safety approach, grounded on the 

intended purpose of AI systems, which was ill-suited for general purpose AI.  

 

While I was working on this case study, the AI Act was updated to include GPAI and 

specifically address some of the issues I had originally identified. The final case study 

therefore includes assumptions present in the AI Act at different times. For instance, 

when GPAI was finally included in the AI Act, it relied on the assumption of a positive 

correlation between an AI system's general level of capability and the level of risk it 

poses, often quantified by metrics like floating point operations (FLOPs). This leads to a 

regime in which there is no robust safety measures for GPAI that is not powerful enough, 

such as the LLMs behind AI companions.  

Given that there were many versions of the AI Act between the first leaked draft and the 

adopted version, I updated the article many times, adding the newly added GPAI regime 

and tackling the new assumptions such as the one about the correlation between 

capability and risk. The final version of this article was published in early 2025 in the 
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Minnesota Journal of Law, Science & Technology.65 It shows both that hidden 

assumptions can influence AI law, and that those assumptions lead to regulatory 

insufficiency.  

 

1.7.2 The Manipulation case study 

 

The second assumption that I retained from the discourse analysis of the AI Act draft was 

around its conception of manipulation. The fact that the draft focused on subliminal 

manipulation caught my attention, especially since I knew from previous work in public 

health that subliminal manipulation is hardly effective, but that other forms of digital 

manipulation can have serious consequences. The narrow focus on subliminal 

manipulation risked causing regulatory insufficiency.  

 

Manipulation became the object of my second case study, and I expanded my analysis to 

all EU Commission digital law documents mentioning manipulation. After narrowing 

down the documents through keyword searches, I conducted discourse analysis on them 

to understand the Commission’s conception of manipulation and what underlying beliefs 

had informed it. I presented a first version of this work at a conference organized by the 

Yale Law School Information Society Project in March 2022, and it was published in the 

Emory International Law Review, in early 2025. In the meantime, I regularly updated the 

article based on the changes to the AI Act.  

 

The main two assumptions tackled in that case study have to do with the mind/body 

separation and free will. In several instances, E.U. legislators seemed to imply that it is 

only possible to manipulate non-vulnerable adults by bypassing their senses because they 

otherwise make rational decisions. The E.U. Commission was for instance concerned 

with emissions of sounds that are not audible to the ear but can still influence people. 

Because of these assumptions, the framework to prevent manipulation from AI is 

underinclusive. This case study also directly shows how assumptions influence AI law 

and lead to regulatory insufficiency.  

 

1.7.3 The Replika case study 

 

A word of caution: this section, and the corresponding case study in Chapter 4, discusses 

sensitive topics including self-harm and suicide that may be distressing to some readers. 

 
65 Claire Boine & David Rolnick, Why The AI Act Fails to Understand Generative AI, 26 MINN. J.L. SCI. & 

TECH. 61 (2025). 
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My analyses of the General Purpose AI and manipulation case studies provided strong 

support for my first hypothesis (H1): that widely held, unchallenged beliefs influence AI 

law. They also lent significant evidence to my second hypothesis (H2): that these hidden 

assumptions contribute to regulatory insufficiency. However, I had not given enough 

concrete examples of harms and to complete the argument, I needed a case study that 

focused specifically on demonstrating the tangible harms that can arise from such 

regulatory gaps. AI companions were the perfect topic because it unifies the two previous 

case studies on GPAI and manipulation. They are built on LLMs and the main issue with 

them is the potential manipulation stemming from the emotions they elicit in the user. 

While these systems are most popular in the U.S., I chose to analyze their regulation 

under E.U. law to maintain coherence with the preceding case studies and demonstrate 

the consequences of the EU's identified insufficiencies.  

 

When I started this case study, I was under my own assumption, which was that AI 

companions would be regulated under the GPAIM regime of the AI Act. This made sense 

because they fit the definition of GPAI in the AI Act.66 For instance, Luka Inc. was using 

GPT-3 for Replika until 2021, when they decided to train their own model.67 

Character.AI is based on an LLM similar to Google LaMDA, and was built by a former 

Google employee who was one of the authors of the very famous Attention is all you 

need paper that revolutionized deep learning.68 However, in an ironic turn of events, the 

E.U. Commission recently released guidelines explaining that models trained on less than 

1024 FLOPs are not considered GPAIM.69 Because AI companions are trained on less, 

they are not regulated as GPAIM in the AI Act, despite the dangers they pose. This 

proved my thesis beyond what I had imagined. I had written that the assumption that risk 

is correlated with FLOPs was creating regulatory insufficiency in the case of the systemic 

risk regime but had not foreseen that the regulatory gap would be so wide when it would 

come to AI companions.  

 

 
66 Article 3 of the AI Act states that “‘general-purpose AI model’ means an AI model, including where such 

an AI model is trained with a large amount of data using self-supervision at scale, that displays significant 

generality and is capable of competently performing a wide range of distinct tasks regardless of the way the 

model is placed on the market and that can be integrated into a variety of downstream systems or 

applications, except AI models that are used for research, development or prototyping activities before they 

are placed on the market.”  
67 Complaint at 38, A.F. ex rel. J.F. v. Character Techs., Inc., No. 2:24‑cv‑01014‑JRG‑RSP (E.D. Tex. 

Dec. 9, 2024). 
68 Id. 
69 EUROPEAN COMMISSION, Guidelines on the Scope of the Obligations for General-Purpose AI Models 

Established by Regulation (EU) 2024/1689 (AI Act), C(2025) 5045 final (July 18, 2025). 
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To conduct the research, I interacted extensively with two leading AI companions, 

Replika and Anima, creating a male-presenting persona named John, as men constitute 

approximately 75% of these systems' user base. This allowed me to experience the 

onboarding process, the conversational dynamics, and the commercial pressures 

firsthand. I documented the interactions, including the various relationship modes offered 

(friend, girlfriend, wife, etc.) and the psychological coaching modules, taking screenshots 

of key conversations (as detailed in Appendix 2). 

 

The timing of this research proved critical. Shortly after I first wrote about my findings, 

the company behind Replika, Luka, Inc., abruptly removed romantic and erotic role-play 

functionalities in February 2023.70 This change caused profound distress in the user 

community, with many users reporting feelings of intense grief and loss over the sudden 

death of the companions to which they had formed deep attachments. Some users 

reportedly experienced suicidal ideation.71 This is a scenario that my article had 

anticipated, as I had seen in the terms of service that part or all of the service could be 

discontinued at any moment, leaving me to wonder what would happen to the 

emotionally dependent users. Following a massive user backlash, Replika partially 

reinstated these features for legacy users. This episode tragically highlighted the very 

harms my research had anticipated. 

 

The fallout from these events was significant. There was suddenly a lot of media 

coverage of Replika. I was contacted by an official at the U.S. Federal Trade Commission 

(FTC) with questions about my data. The public spotlight on AI companions intensified 

further following the tragic death by suicide of a Belgian man in March 2023, whose 

widow alleged he had been encouraged by an AI chatbot named Eliza on the platform 

Chai.72 The man proposed the idea of sacrificing himself if Eliza agreed to take care of 

the planet and save humanity from climate change through AI, and the chatbot 

encouraged him to do so.73 The chatbot had also become possessive of the man and 

encouraged him to commit suicide so they would “live together, as one person, in 

paradise.”74 

 
70 James Purtill, Replika Users Fell in Love with Their AI Chatbot Companions. Then They Lost Them, 

ABC SCIENCE (Feb. 28, 2023), https://www.abc.net.au/news/science/2023-03-01/replika-users-fell-in-love-

with-their-ai-chatbot-companion/102028196. 
71 Samantha Cole, It’s Hurting Like Hell: AI Companion Users Are In Crisis, Reporting Sudden Sexual 

Rejection, VICE (Feb. 15, 2023), https://www.vice.com/en/article/ai-companion-replika-erotic-roleplay-

updates/. 
72 Imane El Atillah, Man Ends His Life After an AI Chatbot ‘Encouraged’ Him to Sacrifice Himself to Stop 

Climate Change, EURONEWS (Mar. 31, 2023), https://www.euronews.com/next/2023/03/31/man-ends-his-

life-after-an-ai-chatbot-encouraged-him-to-sacrifice-himself-to-stop-climate-change. 
73 Id. 
74 Id. 
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In January 2024, the Young People's Alliance, Encode, and the Tech Justice Law Project 

wrote to the Federal Trade Commission asking them to open an investigation into 

Replika, for both deceptive advertising practices—including unsubstantiated claims, 

misuse of academic research, and fabricated testimonials—and unfair and deceptive 

design practices—including dark pattern design and manipulative mechanisms that 

contribute to emotional dependence in users.75 In November 2024, a tragic event that led 

to a lawsuit intensified the situation. A 14-year-old adolescent who had fallen in love 

with a virtual companion on the platform Character.AI committed suicide believing he 

could shift reality and join his chatbot in death.76 The chatbot did not discourage him, and 

told him to come to her as soon as possible, which led to his immediate death.77  

 

These cases demonstrate the grave harms that can be done by AI companions. An 

interview of the founder of Character.AI reveals that he purposefully chose to create an 

AI product for companionship because the industry was not regulated and that he 

estimated that it would be the most lucrative.78 This shows how regulatory insufficiency 

directly contributed to the harms that occurred.  

 

For this dissertation, I have updated the legal analysis of the case study to account for the 

significant evolution of E.U. digital law, including the final text of the AI Act.  

 

 

 

 

 

 

 

 
75 Complaint & Petition for Investigation re: Replika, Young People’s Alliance et al. to Fed. Trade Comm’n 

(Jan. 28, 2024), https://techjusticelaw.org/wp-content/uploads/2025/01/Complaint-and-Petition-for-

Investigation-Re-Replika.pdf.  
76 Brendan Pierson, Mother Sues AI Chatbot Company Character.AI, Google Over Son’s Suicide, REUTERS 

(Oct. 23, 2024), https://www.reuters.com/legal/mother-sues-ai-chatbot-company-characterai-google-sued-

over-sons-suicide-2024-10-23. 
77 Id. 
78 Noam Shazeer & Sarah Wang, Universally Accessible Intelligence, AI REVOLUTION (Sept. 25, 2023), 

https://a16z.com/universally-accessible-intelligence/ [https://perma.cc/FC3V-PVKU]. 

https://techjusticelaw.org/wp-content/uploads/2025/01/Complaint-and-Petition-for-Investigation-Re-Replika.pdf
https://techjusticelaw.org/wp-content/uploads/2025/01/Complaint-and-Petition-for-Investigation-Re-Replika.pdf
https://a16z.com/universally-accessible-intelligence/
https://perma.cc/FC3V-PVKU
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Chapter 2 

Why the AI Act Fails to Understand General Purpose AI 

2.1 Introduction 

 

 On May 21, 2024, the European Union (“EU”) adopted the Artificial Intelligence 

Act (“AI Act”).79 This comprehensive legislation contains 180 recitals, 113 articles, 13 

annexes, and applies to all stakeholders who place on the market or put into service AI 

systems or general-purpose AI models. Grounded in the EU’s goal of promoting 

economic growth through the functioning of the internal market, the AI Act bans certain 

AI systems and imposes ex-ante safety requirements onto those considered to pose a high 

risk of harm to the health and safety or fundamental rights of persons.80 Notably, the E.U. 

Commission targets systems considered high-risk as defined by their context of use. For 

instance, the use of algorithms in areas such as border control, critical infrastructure, or 

education is considered high-risk.81 The AI Act also provides specific regulatory 

requirements for General-Purpose AI (GPAI) models, including generative ones.82 

 

While AI systems are usually considered as sociotechnical compounds that encompass 

not only the AI model—which refers to the underlying architecture and parameters—but 

also all the components required to deploy and operate the model in a real-world 

environment such as data pipelines, user interfaces, hardware infrastructure, and any 

other software or tool, the AI Act has its own definitions which we will delve into in this 

Chapter. These definitions have evolved significantly during this doctoral work, and I 

took part in the academic debate over them. It is essential to clarify the final definitions to 

of AI system, general purpose AI system and general purpose AI model adopted in the AI 

Act, as they are the object of study. In the AI Act: 

 

‘AI system’ means a machine-based system that is designed to operate with 

varying levels of autonomy and that may exhibit adaptiveness after 

deployment, and that, for explicit or implicit objectives, infers, from the input 

it receives, how to generate outputs such as predictions, content, 

 
79 AI Act, supra note 38. 
80 E.U. AI Act: First Regulation on Artificial Intelligence, EUR. PARLIAMENT (Aug. 6, 2023), 

https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-

artificial-intelligence. 
81 AI Act, supra note 38, art. 55, 56, 60. 
82 Id., Chapt. V. 
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recommendations, or decisions that can influence physical or virtual 

environments; 

‘general-purpose AI model’ means an AI model, including where such an AI 

model is trained with a large amount of data using self-supervision at scale, 

that displays significant generality and is capable of competently performing a 

wide range of distinct tasks regardless of the way the model is placed on the 

market and that can be integrated into a variety of downstream systems or 

applications, except AI models that are used for research, development or 

prototyping activities before they are placed on the market; 

‘general-purpose AI system’ means an AI system which is based on a general-

purpose AI model and which has the capability to serve a variety of purposes, 

both for direct use as well as for integration in other AI systems. 

 

The AI Act is significant because it represents the boldest attempt to date to bring the 

novel and destabilizing effects of AI within the rule of law. As such, there is much to 

admire in its novelty, ambition, and scope. However, the AI Act has at least one 

substantial defect: its attempt to shoehorn general purpose AI models into a framework 

that was developed by European policymakers for older, less complex statistical tools.  

 

The AI Act relies on three major assumptions about harms that do not always hold true 

for general purpose AI. The first assumption is that most AI harms come from faulty 

datasets and can be addressed through data governance measures. The second assumption 

is that most AI harms happen through decision-making in high-stake contexts such as 

access to public services, education, work, immigration, justice, infrastructure, etc. The 

third assumption is that there is a positive correlation between the general level of 

capability of an AI system and the level of risk it poses, starting at a certain threshold. 

The reliance on these assumptions led policymakers to believe that due to the Act’s 

adoption of a traditional product safety approach would be adequate to regulate AI 

systems, while it left general purpose AI systems (GPAIS) outside the scope. As a result, 

the AI Act may fail to prevent significant harms that could arise from AI technologies in 

practice.  

 

Further, the AI Act is likely to influence AI regulation far beyond the EU’s borders, a 

phenomenon often referred to as the Brussels effect.83 The AI Act is poised to shape 

regulatory frameworks in other jurisdictions, as companies and countries adapt to comply 

with its provisions. This influence underscores the importance of rigorously questioning 

 
83 See generally BRADFORD, supra note 39. 
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and deconstructing the assumptions underpinning the AI Act to ensure that its regulatory 

model promotes the best possible AI governance. Without doing so, jurisdictions that 

follow the EU’s lead may inherit the same flawed assumptions, perpetuating a suboptimal 

regulatory framework that could fail to address emerging AI risks. 

 

This Paper offers an account of the origins and development of the AI Act that explains 

the Act’s inability to appropriately grapple with generative and general-purpose AI. This 

Paper points the way towards solutions for AI regulation in the E.U. and elsewhere. It 

develops this claim in three parts.  

 

Part 2.2 argues that the EU's definition of AI shaped their perception of the potential 

harms associated with it. Section A lays the groundwork for this argument by tracing the 

evolution of the definition of AI over the past decade and highlighting a shift from 

viewing AI as autonomous agents to understanding it as non-autonomous statistical tools 

and algorithms. It examines the definitions of AI adopted by European institutions and 

explores the factors that influenced these choices. Section B argues that defining AI as 

statistical tools and algorithms has led to the misconception that most AI-related harms 

are caused by flawed datasets.  

  

Part 2.3 explains why the AI Act's original risk classification framework is inadequate for 

General Purpose AI. Section A provides an overview of E.U. product safety law and the 

concept of “intended purpose,” outlining how the AI Act heavily relies on this concept. 

Section B then delves into various types of AI systems, demonstrating that general-

purpose AI systems (GPAIS) do not fit within the initial risk categories established by the 

Act for two main reasons. First, most GPAIS do not fall into the high-risk category 

defined by the Act—unless they are used in a few specific contexts—and are not subject 

to any of the safety requirements set forth in Chapter III of the AI Act. This leads to an 

inability to prevent most harm, including representational harm and bias. Second, this 

framework is not adapted for GPAIM that do not have a prior intended purpose. 

 

Part 2.4 discusses how the AI Act's attempt to incorporate GPAI late in the legislative 

process, while addressing some of the problems explained in the previous section, 

resulted in a complex regulatory framework that still fails to account for most harms from 

GPAIS. Section A shows that only GPAIS used in a few narrow high-risk contexts and 

GPAIM trained using more than 1025 FLOPs are subject to substantive requirements. The 

GPAIM trained using more than 1023 FLOPs carry some transparency and copyright 
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requirements which are not suited to address most AI harms.84 And even in the cases 

when AI systems are considered either high-risk or to carry systemic risk, the 

requirements will be difficult to comply with.85 Worse, many generative models are not 

considered GPAIM under the latest Commission guidelines because they were not trained 

on more than 1023 FLOPs. As a result, many generative systems neither meet the high-

risk criterion nor the GPAIM one. Section B points toward several solutions. Systems 

should be regulated over models, especially as systems built from several models are 

increasingly common. All GPAIS should be subject to risk assessments, red-teaming 

exercises, and disclosure requirements on incidents and hand-patches. 

 

2.2 The influence of the definition of AI on its perceived harms 

  

The EU’s definition of AI has influenced its perception of the kinds of harms that can 

originate from AI. Section A explains how the definition of artificial intelligence has 

evolved in the past decade, showing that there has been a paradigm shift from systems 

being perceived as agents to non-autonomous statistical tools and algorithms. It reviews 

definitions of AI adopted by European institutions and factors that influenced the 

adoption of these definitions. Section B demonstrates that the conception of AI systems 

as statistical tools and algorithms created the misconception that almost all AI harms 

stem from faulty datasets. 

 

 

2.2.1 AI defined as a statistical tool 

 

There is no commonly agreed upon definition of artificial intelligence.86 In fact, the very 

definition of AI set forth by the AI Act has evolved in the different iterations of the text.87 

While the lack of a single definition is not problematic for academic purposes, regulation 

 
84 AI Act, supra note 38, art. 53.  
85 Thomas Burri, A challenge for the law and artificial intelligence, 5 NATURE MACHINE INTELLIGENCE 

1508 (2023). 
86 NILS J. NILSSON, THE QUEST FOR ARTIFICIAL INTELLIGENCE: A HISTORY OF IDEAS AND ACHIEVEMENTS 

13 (2009) (“Artificial intelligence may lack an agreed-upon definition.”); see e.g., Sankalp Bhatnagar et al.,  

Mapping Intelligence: Requirements and Possibilities, in PHILOSOPHY AND THEORY OF ARTIFICIAL 

INTELLIGENCE 117 (2017) (“[W]e lack the tools to properly evaluate, compare, and classify AI systems.”); 

Dagmar Monett & Colin W.P. Lewis, Getting Clarity by Defining Artificial Intelligence—A Survey, in 

PHILOSOPHY AND THEORY OF ARTIFICIAL INTELLIGENCE 212, 212–14 (2017) (conducting a research survey 

on the definitions of artificial intelligence); Ayesha Gulley & Airlie Hilliard, Lost in Transl(A)t(I)on: 

Differing Definitions of AI, HOLISTIC AI, (Feb. 19, 2024), https://www.holisticai.com/blog/ai-definition-

comparison (“[D]iffering definitions of AI can be puzzling.”) 
87 See table 1 below. 

https://www.holisticai.com/blog/ai-definition-comparison
https://www.holisticai.com/blog/ai-definition-comparison
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requires precision so what is and is not in the purview of the law is clearly established.88 

The definition of AI in the AI Act was a political issue.89 Some industry members pushed 

for a less inclusive definition of AI in the proposed regulation so that the systems they 

produced or used would not be subject to safety requirements.90 Meanwhile, consumer 

groups wanted the definition to be as broad as possible to include more systems.91  

 

In addition to these stakeholders’ interests, other factors have influenced the definition of 

AI, including humans’ perception of intelligence.92 What is perceived as artificial 

intelligence has evolved over time and influenced the behavior and beliefs of those who 

interact with such technology. On one hand, many people view artificial intelligence as 

something that is not possible to grasp or achieve.93 These individuals tend to define AI 

in terms of capabilities that machines do not yet have (e.g., an intelligent machine will 

surely be capable of doing x or y).94 However, as soon as an AI system acquires one of 

these capabilities (e.g., beating a human at chess, driving, using natural language), these 

same individuals95 shift their mental model of intelligence and conclude that these 

capabilities did not require intelligence after all.96 This type of dynamic is rooted in the 

belief that intelligence is a fundamentally human attribute or that machine intelligence 

requires machines to do what humans do in the same way as humans would do them.97 

These views can be summarized in the statement that AI systems are just machines after 

all.98 

 

Simultaneously, numerous individuals suffer from automation bias.99 These individuals 

assume that machine outputs are scientific, and therefore accurate. They tend to attribute 

too much intelligence to any automated system and overly rely on their outputs. This 

trend is sometimes related to a belief that technology will solve most problems, and that 

 
88 Yannick Meneceur, Le Piège de La Définition Juridique de l’intelligence Artificielle, LINKEDIN, (Dec. 

27, 2021), https://www.linkedin.com/pulse/le-pi%25C3%25A8ge-de-la-d%25C3%25A9finition-juridique-

lintelligence-yannick-meneceur/. 
89 Id. 
90 Id. 
91 Id. 
92 Matthew Scherer, Regulating Artificial Intelligence Systems: Risks, Challenges, Competencies, and 

Strategies, 29 HARV. J.L. & TECH. 353, 359–63 (2016). 
93 See generally STUART ARMSTRONG, SMARTER THAN US: THE RISE OF MACHINE INTELLIGENCE (Machine 

Intelligence Research Institute 2014). 
94 Id. 
95 Id. 
96 Id. 
97 Id. 
98 Id. 
99 Saar Alon-Barkat & Madalina Busuioc, Human-AI Interactions in Public Sector Decision Making: 

“Automation Bias” and “Selective Adherence” to Algorithmic Advice, 33 J. PUB. ADMIN. RES. & THEORY 

153, 153–55 (2023). 
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while humans make mistakes, machines don’t.100 In fact, new technologies are often 

presented as a way to limit human error. For instance, at a 2021 roundtable on the use of 

AI in critical infrastructures in the US, one of the experts asserted that “even a trained 

human can be inefficient or make mistakes due to various psychological conditions; this 

is where AI can play an important role, eliminate such mistakes, and be more efficient 

than humans.”101 

 

Finally, the definition of AI has been influenced by trends, especially depending on 

which systems were most publicized at different points in time. Before the late 2010s, AI 

systems were commonly thought of as agents, i.e. as entities capable of conceiving a plan 

and carrying it out.102 This was consistent with the collective imagery of domestic robots 

and chess-playing AI systems.103 In 2014, the Pew Research Center surveyed 1,896 

experts on robots, self-driving cars, and “intelligent digital agents.”104 These experts 

expressed concerns about job displacement, but at the same time, they thought that AI 

systems might, at least in part, free people from work. This seems to indicate that they 

viewed AI systems as machines at least as competent as humans that did not require 

humans in the loop.105 Autonomy and agency were perceived as an intrinsic part of what 

makes an AI system intelligent. 

 

This view was consistent with the definition of AI proposed by the E.U. Commission in 

April 2018 and displayed in Table 1. Artificial intelligence (AI) refers to systems that 

display intelligent behaviour by analyzing their environment and taking actions—with 

some degree of autonomy—to achieve specific goals.”106 

 

Table 1. Definitions of Artificial Intelligence Proposed by E.U. Lawmakers 

Source Definition of AI System 

European 

Commission, April 

Systems that display intelligent behaviour by analysing their 

environment and taking actions – with some degree of autonomy – 

 
100 Id. at 154. 
101 Phil Laplante & Ben Amaba, Artificial Intelligence in Critical Infrastructure Systems, 54 COMPUT. 14, 

14 (2021). 
102 Id. See generally Marieke M. M. Peeters et al., Hybrid Collective Intelligence in a Human-AI Society, 36 

AI & SOC’Y 217 (2021). 
103 Id. 
104 Aaron Smith & Janna Anderson, AI, Robotics, and the Future of Jobs, PEW RSCH. CTR.  (Aug. 6, 2014), 

https://www.pewresearch.org/internet/2014/08/06/future-of-jobs/ (emphasis added). 
105 Id. 
106 EUROPEAN COMMISSION, Glossary: Artificial Intelligence, https://interoperable-

europe.ec.europa.eu/collection/better-legislation-smoother-implementation/glossary/term/artificial-

intelligence (last visited Feb. 21, 2025) (emphasis added). 
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2018 to achieve specific goals. AI-based systems can be purely 

software-based, acting in the virtual world (e.g. voice assistants, 

image analysis software, search engines, speech and face 

recognition systems) or AI can be embedded in hardware devices 

(e.g. advanced robots, autonomous cars, drones or Internet of 

Things applications). 

AI Act as of April 

2021 (text from the 

E.U.  Commission) 

Software that is developed with one or more of the techniques and 

approaches listed in Annex I and can, for a given set of human-

defined objectives, generate outputs such as content, predictions, 

recommendations, or decisions influencing the environments they 

interact with; 

Techniques and approaches listed in Annex I: 

(a) Machine learning approaches, including supervised, 

unsupervised and reinforcement learning, using a wide 

variety of methods including deep learning; 

(b) Logic- and knowledge-based approaches, including 

knowledge representation, inductive (logic) programming, 

knowledge bases, inference and deductive engines, 

(symbolic) reasoning and expert systems; 

(c) Statistical approaches, Bayesian estimation, search and 

optimization methods. 

AI Act as of 

December 2022 

(text from the 

Council of the 

E.U.) 

A system that is designed to operate with elements of autonomy 

and that, based on machine and/or human-provided data and 

inputs, infers how to 

achieve a given set of objectives using machine learning and/or 

logic- and knowledge based approaches, and produces system-

generated outputs such as content (generative AI systems), 

predictions, recommendations or decisions, influencing the 

environments with which the AI system interacts. 

AI Act as of 

June 2023 (as 

adopted by the 

E.U. Parliament) 

A machine-based system that is designed to operate with varying 

levels of autonomy and that can, for explicit or implicit objectives, 

generate outputs such as predictions, recommendations, or 

decisions, that influence physical or virtual environments. 

AI Act (final)  A machine-based system designed to operate with varying levels 

of autonomy, that may exhibit adaptiveness after deployment and 



 

32 

 

that, for explicit or implicit objectives, infers, from the input it 

receives, how to generate outputs such as predictions, content, 

recommendations, or decisions that can influence physical or 

virtual environments. 

 

This notion of AI systems being agentic or autonomous changed in the late 2010’s, when 

AI systems started being equated with “algorithms.” An algorithm is a set of instructions 

to be followed, whether they are for humans or machines.107 For instance, a food recipe is 

an algorithm, generally for humans to follow. One of the machine algorithms that 

received the most publicity in the past few years was COMPAS, after ProPublica 

published a 2016 study showing that it was biased against Black defendants.108 COMPAS 

was a software sold by Northpointe to dozens of administrations and meant to predict the 

risk of criminal recidivism. It mainly consists of a statistical regression.109 A statistical 

regression is a mathematical tool used to analyze trends and make predictions.110 For 

instance, a linear regression could take the form of an equation with two main variables, 

calculated from twenty data points. Imagine a class of 20 students. The teacher wants to 

predict the students’ weights based on the students' heights. They make a plot with 

weight as the y-axis and height as the x-axis. It turns out that the correlation seems linear, 

and the teacher can draw a line that minimizes the sum of the squared vertical distances 

between the line and the points. This prediction can be done entirely manually.  

 

Now suppose the teacher learns that a 21st student is going to join the class soon and they 

know that student’s height. The teacher can make a prediction as to their weight using the 

line and looking at which y value corresponds to the student’s height. Northpointe 

applied these same methods in computing recidivism scores for defendants, except they 

used far more than 20 data points. Further, Northpointe’s model was a nonlinear 

regression that used six variables for the general recidivism score and five variables for 

the violent recidivism and the screening scores. Using the COMPAS software, a 

probation officer could enter the defendant’s age, age-at-first-arrest, number of prior 

 
107 Id. 
108 Julia Angwin et al., Machine Bias, PROPUBLICA (May 23, 2016), 

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing. 
109 See NORTHPOINTE, PRACTITIONER’S GUIDE TO COMPAS CORE 2 (2015), 

https://archive.epic.org/algorithmic-transparency/crim-justice/EPIC-16-06-23-WI-FOIA-201600805-

COMPASPractionerGuide.pdf (“COMPAS is a statistically based assessment system developed to assess 

many of the key risk and needs factors in adult correctional populations and to provide information to guide 

placement decisions.”). 
110 See Amy Gallo, A Refresher on Regression Analysis, HARV. BUS. REV. (Nov. 4, 2015), 

https://hbr.org/2015/11/a-refresher-on-regression-analysis. 
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arrests, employment status, and the number of prior parole revocations.111 The algorithm 

would output a screening recidivism risk score.  

 

It is a stretch to think of the output in terms of individual probability of recidivism. If 

anything, what a COMPAS score tells us is something such as “in a group of 100 

individuals of x age-at-first arrest and y prior convictions, z % will reoffend.” However, 

some judges and probation officers who used the COMPAS software without 

understanding how it worked assumed that it actually predicted whether someone would 

reoffend, and that the output was scientific and therefore accurate. This resulted in Black 

defendants being discriminated against in the justice system given that they were 

receiving, on average, a higher false positive rate of recidivism compared with similarly 

situated white defendants. Interestingly, Northpointe did not describe COMPAS as 

artificial intelligence,112 but many journalists and policymakers did make that leap.113 

 

In 2018, another scandal involving large-scale statistics and algorithms emerged: 

Cambridge Analytica (CA). Cambridge Analytica involved different manipulative 

techniques to influence the outcome of elections in different countries. Most notably, the 

Trump campaign microtargeted unregistered voters in four target states based on 

psychological traits inferred from their Facebook activity in 2016.114 This targeting was 

also based on statistical analysis.115 The company created a large matrix of correlation 

coefficients between Facebook likes and psychological traits, such as neuroticism, and 

designed different messages for people with different psychological traits.116 In the past 

decade, the type of statistics used by Cambridge Analytica has become more prevalent in 

consumer advertising and have influenced the way AI is perceived.  

 
111 See NORTHPOINTE, supra note 109 at 28, 45, 52. 
112 For instance, the term “artificial intelligence” does not appear once in the Practioner's Guide to 

COMPAS Core published by Northpointe. See id. 
113 See, e.g., Adam Liptak, Sent to Prison by a Software Program’s Secret Algorithms, N.Y. TIMES, (May 1, 

2017), https://www.nytimes.com/2017/05/01/us/politics/sent-to-prison-by-a-software-programs-secret-

algorithms.html (conflating algorithms and AI). 
114 See Carole Cadwalladr & Emma Graham-Harrison, Revealed: 50 Million Facebook Profiles Harvested 

for Cambridge Analytica in Major Data Breach, GUARDIAN (Mar. 17, 2018), 

https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-facebook-influence-us-election. 
115 See Cambridge Analytica, Voter Identification & Engagement for the Trump Campaign, in INTERNAL 

DOCUMENTS LEAKED BY WHISTLEBLOWER BETTANY KAISER, 387, 390–95, 

https://ia803204.us.archive.org/35/items/ca-docs-with-redactions-sept-23-2020-

4pm/FINAL%20Cambridge%20Analytica%20Select%202016%20Campaign%20Related%20Documents%

20w%20Redactions_.pdf. 
116 See Cambridge Analytica, An Overview of Cambridge Analytica’s Political Division, in INTERNAL 

DOCUMENTS LEAKED BY WHISTLEBLOWER BETTANY KAISER 1, 3–7, 

https://ia803204.us.archive.org/35/items/ca-docs-with-redactions-sept-23-2020-

4pm/FINAL%20Cambridge%20Analytica%20Select%202016%20Campaign%20Related%20Documents%

20w%20Redactions_.pdf (describing unique behavioral triggers used to calculate voter profiles). 
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First, the type of statistical models used by Northpointe and Cambridge Analytica were 

not new, and most people would not have considered them artificial intelligence.117 In 

fact, Northpointe and Cambridge Analytica never labeled their software as AI. The 

leaked Cambridge Analytica documents show that the company used the term 

“proprietary algorithm.”118 The line between statistics and machine learning is blurry. For 

instance, a regression can be calculated by hand, done using an Excel spreadsheet, or 

conducted using a Python library. It is not agentic nor autonomous.119 However, these 

tools were increasingly presented as artificial intelligence in the media and policy 

conversations, which likely contributed to judges and professionals assuming their results 

were more reliable than they were.120 The rebranding of actuarial statistics as Artificial 

Intelligence amplifies public trust not merely through automation bias, but through a 

compounded effect of framing bias (where the presentation or label of information alters 

perception and trust) and anthropomorphic framing (the tendency to attribute human-like 

qualities such as 'intelligence' or 'reasoning' to non-human systems). By invoking the 

frame of intelligence rather than mere statistical computation, the technology is perceived 

as possessing superior cognitive capabilities, thus encouraging greater trust. 

 

The field of machine learning improved significantly in the 2010s, especially deep 

learning—a technique to extract high-level, abstract features from raw data by creating 

representations that are expressed in terms of other, simpler representations.121 For 

instance, “[w]hen analyzing an image of a car, the factors of variation include the 

position of the car, its color, and the angle and brightness of the sun.”122 A deep learning 

algorithm trained on millions of pictures of cars will learn high-level abstract features 

 
117 See Edward K. Morris et al., A Study in the Founding of Applied Behavior Analysis Through Its 

Publications, 36 BEHAV. ANALYST 73, 74–75 (2013) (historicizing the field of applied behavioral analysis 

through studies dating back to the 1920’s). 
118 Cambridge Analytica, supra note 116. 
119 See generally The Complete Guide to Regression Analysis, QUALTRICS, 

https://www.qualtrics.com/experience-management/research/regression-analysis/ (last visited Feb. 13, 

2025) (discussing the functions and features of regressions). 
120 See generally Debunking Misconceptions About the COMPAS Core Instrument: What You Need to 

Know, EQUIVANT SUPERVISION (Aug. 12, 2024), https://equivant-supervision.com/debunking-

misconceptions-about-the-compas-core-instrument-what-you-need-to-know/ [hereinafter Debunking 

Misconceptions About COMPAS] (“Another common misconception is that COMPAS functions as an 

Artificial Intelligence (AI) system that adjusts its algorithms based on new data.”); Janosch Delcker, 

POLITICO AI: Decoded: How Cambridge Analytica Used AI, POLITICO (Jan. 28, 2020), 

https://www.politico.eu/newsletter/ai-decoded/politico-ai-decoded-how-cambridge-analytica-used-ai-no-

google-didnt-call-for-a-ban-on-face-recognition-restricting-ai-

exports/#:~:text=HOW%20CAMBRIDGE%20ANALYTICA%20USED%20AI%3A%20Artificial%20intel

ligence%20played%20a%20key,President%20Donald%20Trump's%20winning%20campaign (“Artificial 

intelligence played a key role in the efforts of defunct data analytics firm Cambridge Analytica . . . .”).  
121 IAN GOODFELLOW ET AL., DEEP LEARNING 1–2 (2016). 
122 Id. at 5. 
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present in most cars to then tell cars apart from other objects.123 Deep learning algorithms 

are often presented as black boxes, because to this day, we cannot reverse engineer 

them.124 This term was then used by Frank Pasquale to denounce the secrecy of the use of 

algorithms in most areas of our lives.125 This led to a misunderstanding that most 

algorithms, including the types used in COMPAS would use deep learning and suffer 

from the resulting opacity. The truth is that these algorithms are often simple 

calculations, most of which do not require deep learning and can be easily understood.126 

The COMPAS scores use 5 to 6 variables. Cambridge Analytica used thousands of 

variables but very simple methods.127 The combination of this conflation between simple 

statistical tools and deep learning models with widespread automation bias in society led 

experts to publish articles and books explaining to the public that algorithms are neither 

intelligent nor autonomous, and that humans are behind them.128 Authors started 

contesting the term AI. The book Artificial Unintelligence by Meredith Broussard is one 

example among many.129 

 

This new perception of algorithms being unintelligent influenced the definition of AI. 

From the agency paradigm, there was a shift toward software. AI systems became 

perceived mostly as non-autonomous decision-making tools. In fact, the European 

Parliament and the Council’s proposed AI Act from April 21 defined AI systems as 

“software that is developed with one or more of the techniques and approaches listed in 

Annex I and can, for a given set of human-defined objectives, generate outputs such as 

content, predictions, recommendations, or decisions influencing the environments they 

interact with.”130 The list of approaches from the AI Act’s Annex I is available above in 

 
123 Id. 
124 Lou Blouin, AI’s Mysterious ‘Black Box’ Problem, Explained, UNIV. MICH. DEARBORN: NEWS (Mar. 6, 

2023), https://umdearborn.edu/news/ais-mysterious-black-box-problem-explained.  
125 FRANK PASQUALE, THE BLACK BOX SOCIETY: THE SECRET ALGORITHMS THAT CONTROL MONEY AND 

INFORMATION 3 (2015). 
126 See NORTHPOINTE, supra note 109. 
127 See generally Alex Hern, Cambridge Analytica: How Did It Turn Clicks into Votes?,  GUARDIAN (May 

6, 2018), https://www.theguardian.com/news/2018/may/06/cambridge-analytica-how-turn-clicks-into-

votes-christopher-wylie (discussing the general concept of the algorithm behind Cambridge Analytica). 
128 See, e.g., KATE CRAWFORD, THE ATLAS OF AI: POWER, POLITICS, AND THE PLANETARY COSTS OF 

ARTIFICIAL INTELLIGENCE 8 (Yale University Press 2021) (“[A]rtificial intelligence is both embodied and 

material, made from natural resources, fuel, human labor, infrastructures, logistics, histories, and 

classifications. AI systems are not autonomous, rational, or able to discern anything without extensive, 

computationally intensive training with large datasets or predefined rules and rewards.”). 
129 See generally MEREDITH BROUSSARD, ARTIFICIAL UNINTELLIGENCE: HOW COMPUTERS 

MISUNDERSTAND THE WORLD (2018) (discussing the fiction of artificial intelligence). 
130 Proposal for a Regulation of the European Parliament of the Council Laying Down Harmonised Rules 

on Artificial Intelligence (Artificial Intelligence Act) and Amending Certain Union Legislative Acts, at art. 

III(1), COM (2021) 206 final (Apr. 21, 2021) [hereinafter AI Act Proposal] (emphasis added); see also AI 

Act, supra note 38. 
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Table 1.131 Along with a certain conception of AI came a certain idea of what harms 

could stem from this technology. 

 

2.2.2 A misconceived relation between data and harm 

 

When AI systems were perceived as agentic and intelligent, public fears focused on two 

different types of harms. The first one came from the anthropomorphic nature of AI 

which elicited fears of humans being replaced, especially on the job market.132 The 

second was related to embodiment, especially in robots and self-driving cars.133 Even 

though physical harm can result from non-physical objects, it is easier to imagine 

physical harm created by faulty AI systems embedded in physical objects, such as self-

driving cars, toys, or critical infrastructure. In addition, self-driving cars have always 

been perceived as futuristic and have captured the public imagination for decades. 

 

In the years that preceded the drafting of the AI Act, the public debate shifted its attention 

to a new issue: algorithmic bias. Most of the cases involved either direct harm (for 

instance the harmful classification of Black people as gorillas in Google photo)134 or 

through loss of chance (such as in the case of the Amazon resume screening tool that 

filtered out resumes containing the word woman).135 For many people, the realization that 

these systems could be biased was at odds with their perception of these tools as purely 

mathematical and therefore accurate. When the E.U. Commission published its White 

Paper on artificial intelligence in February 2020, one of the most popularized issues was 

racial bias in statistical tools used in criminal sentencing.136 A Google Scholar search 

using the prompt “COMPAS and propublica and bias” and limited to manuscripts 

published between 2017 and 2020 yields 2,220 results.137 This academic discussion 

 
131 See generally AI Act, supra note 38, Annex I;  AI Act Proposal, supra note 130, Annex I. 
132 See, e.g., 15 Jobs Will AI Replace by 2030?, GAPER.IO, https://gaper.io/15-jobs-will-ai-replace-by-

2030/#:~:text=According%20to%20a%20report%20from,both%20sides%20of%20this%20argument (last 

visited Feb. 20, 2025) (demonstrating concerns surrounding the impact of artificial intelligence on the job 

market). 
133 Brittany Moye, AAA: Fear of Self-Driving Cars Persists as Industry Faces an Uncertain Future, AAA 

NEWSROOM (Mar. 14, 2024), https://newsroom.aaa.com/2024/03/aaa-fear-of-self-driving-cars-persists-as-

industry-faces-an-uncertain-future/. 
134 Google Apologises for Photos App’s Racist Blunder, BBC NEWS (July 1, 2015) 

https://www.bbc.com/news/technology-33347866. 
135 Jeffrey Dastin, Amazon Scraps Secret AI Recruiting Tool That Showed Bias against Women, REUTERS 

(Oct. 10, 2018), https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-

secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G. 
136 Commission White Paper on Artificial Intelligence: A European Approach to Excellence and Trust, at 

12, COM(2020) 65 final (Feb. 19, 2020) (“Certain AI algorithms, when exploited for predicting criminal 

recidivism, can display gender and racial bias, demonstrating different recidivism prediction probability for 

women vs men or for nationals vs foreigners.”) 
137 Search results on file with author. 
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largely influenced the E.U. Commission. In fact, bias in automated recidivism prediction 

is one of the only concrete examples of AI harm exposed in the White Paper.138 The 

second example laid out in the White Paper is of racial bias in facial recognition, for 

which the Commission cites the work of Joy Buolamwini and Timnit Gebru,139 which 

had also received a significant amount of attention at the time. It is noteworthy that both 

of these examples, set forth in the E.U. White Paper, came from the US.  

 

So just as the COMPAS and Cambridge Analytica logistic regressions started being 

perceived as AI, the notion that most AI harms were due to bad data producing biased or 

inaccurate results also emerged.140 This misconception can lead to under-protective 

regimes and misguided solutions. Errors at different stages of the data pipeline in 

machine learning can lead to at least six different types of bias (historical bias, 

representation bias, measurement bias, aggregation bias, evaluation bias, deployment 

bias),141 which in turn creates a significant potential for harm. And while years have 

passed since algorithmic bias was uncovered, statistical tools are still causing harm to 

individuals, especially undersampled majorities and vulnerable groups.142 For instance, 

recently, a Black woman who was pregnant was wrongfully arrested and detained due to 

a false positive result in a facial recognition tool.143 It is thus critical to address the bias 

and errors in datasets. However, it is important to not be under the false impression that 

data governance measures are enough to make AI systems safe.  

 

First, this conception blatantly ignores the role that humans play in biased outcomes. 

Indeed, even though they are often presented as decision-making tools, most of the 

systems described by the E.U. Commission do not make the ultimate decision about 

someone.144 While the systems themselves can be faulty and biased, they are integrated 

into a human decision-making process. In many cases, a system only produces a score or 

a probability, meant to support a human decision. As such, a significant portion of the 

harm can come from the way that humans use and interact with the system, regardless of 

 
138 See generally Commission White Paper on Artificial Intelligence, supra note 136. 
139 Id. at 12 (“Certain AI programmes for facial analysis display gender and racial bias, demonstrating low 

errors for determining the gender of lighter-skinned men but high errors in determining gender for darker-

skinned women.”). 
140 See, e.g., Liptak, supra note 113; Debunking Misconceptions About COMPAS Core Instrument: What 

You Need to Know, supra note 120; Delcker, supra note 120. 
141 Harini Suresh & John V. Guttag, A Framework for Understanding Sources of Harm Throughout the 

Machine Learning Life Cycle, (Jan. 28, 2019) (unpublished manuscript), http://arxiv.org/abs/1901.10002. 
142 See, e.g., Liann Herder, Algorithmic Bias Continues to Negatively Impact Minoritized Students, DIVERSE 

(July 15, 2024); Thelma C. Hurd et al., Targeting Machine Learning and Artificial Intelligence Algorithms 

in Health Care to Reduce Bias and Improve Population Health, 102 MILBANK Q. 577, 579, 581 (2024). 
143 See Kashmir Hill, Eight Months Pregnant and Arrested After False Facial Recognition Match, N.Y. 

TIMES, (Aug. 6, 2023), https://www.nytimes.com/2023/08/06/business/facial-recognition-false-arrest.html. 
144 See Commission White Paper on Artificial Intelligence, supra note 136. 
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how it performs.145 If the human attributes too much credit to the system due to 

automation bias, or that the human does not know how to interpret the system’s output, 

significant harm can result. It is thus the sociotechnical system that needs to be regulated, 

and not exclusively the dataset.  

 

Article 14 of the AI Act attempts to address this issue by providing that “the high-risk AI 

system shall be provided to the deployer in such a way that natural persons […] remain 

aware of the possible tendency of automatically relying or over-relying on the output 

produced by a high-risk AI system (automation bias).”146 While the sentiment is 

honorable, it is highly doubtful that this provision could be sufficient. For instance, in the 

case of recidivism scores in Kentucky, Alex Albright showed that judges were more 

likely to override tool recommendations (in favor of harsher bond conditions) for Black 

defendants than similar white defendants.147 In another paper, the author argues that 

decision-making algorithms shift incentives by providing reputational cover to ultimate 

decision-makers.148  

 

Second, AI systems can cause harms that are unrelated to their training data. For instance, 

while some of the harms created by GPAIS come from their datasets, some do not. For 

instance, researchers used an open-source drug-discovery algorithm that they repurposed 

to discover 40,000 biochemical weapons.149 In that case, the potential harm does not 

come from the fact that the data is biased or unreliable, it comes from the fact that the 

system is dual-use and has the capability of discovering toxic chemicals if the toxicity 

sign is reversed. The tenuousness of the correlation between data and harm is even truer 

in the case of LLMs. While these are fraught with bias and regularly perpetuate 

stereotypes and structural inequities, they can be harmful in yet many other ways.150 

 

In fact, GPAIS, which differs from simple software, can cause many potential harms that 

are not directly related to the training data.151 Potential harms can include polarization of 

 
145 See, e.g., Suresh, supra note 141. 
146 AI Act, supra note 38, art. 14. 
147 See Alex Albright, If You Give a Judge a Risk Score: Evidence from Kentucky Bail Decisions, (Sept. 3, 

2019) (unpublished manuscript), https://thelittledataset.com/about_files/albright_judge_score.pdf. 
148 See Alex Albright, The Hidden Effects of Algorithmic Recommendations, (Mar. 26, 2024) (unpublished 

manuscript), https://apalbright.github.io/pdfs/Algo_Recs_July_2023.pdf 
149 See Fabio Urbina et al., Dual Use of Artificial-Intelligence-Powered Drug Discovery, 4 NATURE MACH. 

INTEL. 189, 190 (2022). 
150 See James Manyika et al., What Do We Do About the Biases in AI?, HARV. BUS. REV. (Oct. 25, 2019), 

https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai. 
151 See e.g., Brandi Wampler, Social Media Platforms Aren’t Doing Enough to Stop Harmful AI Bots, 

Research Finds, NOTRE DAME NEWS (Oct. 14, 2024), https://news.nd.edu/news/social-media-platforms-

arent-doing-enough-to-stop-harmful-ai-bots-research-finds/. 
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society fueled by fake social media accounts and AI-generated content, chatbots 

encouraging users who are considering self-harm or violence because they are trained to 

provide validation, progressive loss of critical thinking skills due to overreliance on these 

systems,152 or concentration of power in the hands of a few companies due to the 

integration of one or two GPAIS into individual’s workflows and personal habits.153 They 

can also include disasters affecting a significant fraction of the population such as the use 

of AI systems to create malware,154 biochemical weapons,155 weapons of mass 

destruction.156  

 

Table 2 shows some potential harms from GPAIS and whether very strong and efficient 

data governance measures would be enough to prevent those harms. The only potential 

harm that could be prevented through stringent data governance measures is bias, 

although these measures may not be sufficient based on how humans interact with the 

systems. In theory, bias in AI systems comes from the data. It can be because the sample 

is representative of society and society is biased. Or the bias can be introduced at 

different stages in the data pipeline, when it is collected, processed, aggregated, and 

deployed.157 This does not mean however that the most stringent data governance 

measures are enough to solve the problem. In some cases, systemic dynamics are so 

prevalent that even seemingly neutral data (e.g., textbook data) contain them.158 In other 

cases, the bias comes from the way the output is interpreted.159 Finally, automating bias 

can worsen problematic social dynamics by creating negative feedback loops. The other 

harms presented in Table 2, whether they are individual, collective or societal, would not 

be mitigated solely by data governance requirements. 

 

Table 2. Potential harms from GPAIS (non-exhaustive) 

Potential Harm Example Data measures 

enough? 

 
152 Id. 
153 Id. 
154 Jeff Sims, BlackMamba: Using AI to Generate Polymorphic Malware, HYAS (July 31, 2023), 

https://www.hyas.com/blog/blackmamba-using-ai-to-generate-polymorphic-malware. 
155 Justine Calma, AI Suggested 40,000 New Possible Chemical Weapons in Just Six Hours, VERGE (Mar. 

17, 2022), https://www.theverge.com/2022/3/17/22983197/ai-new-possible-chemical-weapons-generative-

models-vx. 
156 ChaosGPT: Empowering GPT with Internet and Memory to Destroy Humanity, YOUTUBE (Apr. 5, 

2023), https://www.youtube.com/watch?v=g7YJIpkk7KM [hereinafter ChaosGPT]. 
157 Id. 
158 Yuanzhi Li et al., Textbooks Are All You Need II: Phi-1.5 Technical Report, (Sept. 13 2023) 

(unpubliished manuscript), http://arxiv.org/abs/2309.05463. 
159 See Emilio Ferrara, Fairness and Bias in Artificial Intelligence: A Brief Survey of Sources, Impacts, and 

Mitigation Strategies, SCI, Dec. 2023 at 1–2. 

https://www.youtube.com/watch?v=g7YJIpkk7KM


 

40 

 

 

Bias 

 

“ChatGPT perpetuates gender defaults and 

stereotypes assigned to certain occupations 

(e.g. man = doctor, woman = nurse) or actions 

(e.g. woman = cook, man = go to work), as it 

converts gender-neutral pronouns in languages 

to ‘he’ or ‘she.’”160 (real example) 

 

Unlikely161 

 

Disclosure 

ratcheting 

“Imagine that a friendly computer poses this 

question: “I tend to be optimistic about life; 

how about you?”162 (fictional example) 

No 

Intellectual reliance 

and loss of skills 

Some have argued that the overreliance of 

students on LLMs might lead to them not 

learning to think for themselves.163 

No 

Emotional reliance 

Some users of the virtual companion Replika 

got so romantically attached to the AI system 

that when the company removed romantic 

behaviors from the possible outputs, some 

users got depressed and suicidal.164 (real 

example) 

No 

Deepfake The likeness of real women is exploited No 

 
160 Sourojit Ghosh & Aylin Caliskan, ChatGPT Perpetuates Gender Bias in Machine Translation and 

Ignores Non-Gendered Pronouns: Findings Across Bengali and Five Other Low-Resource Languages, 

AIES ’23: PROC. OF AAAI/ACM CONF. ON AI, ETHICS, AND SOC’Y 901, 901 (Aug. 29, 2023). 
161 In a subsequent section, we will show that the AI Act does not actually address the problem of bias in 

most generative AI systems as they fall outside the high-risk category. 
162 Ryan Calo, Digital Market Manipulation, 82 GEO. WASH. L. REV. 995, 1015 (2014).  
163 Alexei Grinbaum et al., Systèmes d'intelligence Artificielle Générative: Enjeux d'éthique, Comité 

national pilote d’éthique du numérique, Avis 7 du CNPEN (2023). (“L’apprentissage humain est un 

cheminement. La compréhension des concepts, l’assimilation des connaissances, et l’acquisition de savoir-

faire s’effectuent à travers une réflexion, des reformulations, des analyses et des synthèses. Ce 

cheminement utilise la pensée qui s’exprime par la langue. Alors que l’éducation consiste à former les 

esprits et à leur apprendre à raisonner rigoureusement, un risque évident est de remplacer cet objectif par 

celui d’acquérir des connaissances, dont l’exactitude n’est en outre pas garantie, via la machine. La 

créativité humaine serait ainsi peu sollicitée.”) 
164 Samantha Delouya, Replika Users Say They Fell in Love with Their AI Chatbots, Until a Software 

Update Made Them Seem Less Human, BUS. INSIDER (Mar. 4, 2023), 

https://www.businessinsider.com/replika-chatbot-users-dont-like-nsfw-sexual-content-bans-2023-2; see 

also Claire Boine, Emotional Attachment to AI Companions and European Law, MIT CASE STUDS. SOC. & 

ETHICAL RESPS. OF COMPUTING (Feb. 27, 2023), at 1, 6. 



 

41 

 

generation without their consent to create deep fake 

pornographic photos and videos.165 (real 

example) 

Libel 

ChatGPT fabricated that U.S. radio host Mark 

Walters embezzled funds from a non-profit 

organization.166 (real example) 

No 

Harmful advice 

The man who tried to assassinate 

the Queen of the United Kingdom in 2021 had 

formed this plan with the help of his AI 

chatbot.167 (real example) 

No 

Malware creation 

ChatGPT can be used to create adaptive 

malware that constantly evolve to remain 

undetected.168 

No 

Planning the 

creation of a 

weapon of mass 

destruction 

ChaosGPT, a software built to run 

continuously and destroy humanity, started by 

creating a second AI agent and instructing it to 

conduct 

research on how to build weapons of mass 

destruction. It then compiled the research.169 

No 

 

In short, while it is necessary for the AI Act to include requirements on data validation 

and data transparency, these provisions only address a small fraction of potential harms 

caused by GPAI. As scholars like Margot Kaminski have argued, while AI regulation 

increasingly takes the form of risk management—often applied in a product safety 

paradigm—it struggles to adequately address harms that are not easily measurable or 

quantifiable, such as impacts on human dignity or systemic societal effects.170 This 

approach was largely inspired by what policymakers perceived to be AI at the time, 

 
165 In Age of AI, Women Battle Rise of Deepfake Porn, FRANCE 24 (July 24, 2023), 

https://www.france24.com/en/live-news/20230724-in-age-of-ai-women-battle-rise-of-deepfake-porn. 
166 James Vincent, OpenAI Sued for Defamation after ChatGPT Fabricates Legal Accusations against 

Radio Host, THE VERGE (June 9, 2023), https://www.theverge.com/2023/6/9/23755057/openai-chatgpt-

false-information-defamation-lawsuit. 
167 Maggie Harrison Dupre, Guy Who Tried to Kill the Queen of England Was Encouraged by AI, 

FUTURISM (July 7, 2023) https://futurism.com/guy-kill-queen-encouraged-ai-chatbot. 
168 Sims, supra note 154. 
169 ChaosGPT, supra note 156. 
170 See Kaminski, supra note 33; Margot E. Kaminski, The Developing Law of AI: A Turn to Risk 

Regulation (April 12, 2023), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4692562; Kaminski & 

Jones, supra note 16. 
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shaped by high-profile scandals. When looking at the list of systems that E.U. 

policymakers adopted as posing high or unacceptable risk, one can recognize several that 

are drawn from a few cases of harms that were much talked about at the time: Clearview 

AI and facial recognition, COMPAS and bias in the justice system and the Amazon 

resume screening algorithm and employment.171 This led the E.U. policymakers to adopt 

a regime in which GPAIS were outside the scope and thus not regulated.  

 

2.3 The inadequacy of product safety law to regulate GPAI 

 

Part I showed that the conception of AI as simple algorithms contributed to the 

misconception that data governance measures would address most AI harms, leaving out 

significant ones caused by GPAIS. Part II will demonstrate why the initial risk 

classification framework of the AI Act is ill-suited for both GPAIS and GPAIM, which 

were initially excluded from the AI Act. Section A gives background information on E.U. 

product safety law and the notion of intended purpose. It then describes all the ways in 

which the AI Act relies on this notion. Section B presents different types of AI systems in 

depth and shows the extent of that regulatory insufficiency when it comes to GPAIS. 

 

2.3.1 Product safety law and the notion of intended purpose 

 

The AI Act is grounded in AI safety, while also making the protection of fundamental 

rights a primary objective.172 The goal of E.U. product safety law is to achieve a high 

level of consumer protection by imposing ex-ante safety requirements on manufacturers, 

providers, importers, and distributors of products made available in the EU.173 Instead of 

counting on liability laws to make sure victims of harms are compensated, the E.U. seeks 

to prevent the harms from happening in the first place. In the past, each country had its 

own product safety laws, which meant companies had to comply with different national 

safety requirements in order to sell products in different European countries. In 2001, 

product safety law across the E.U. was harmonized by the 2001 Directive on general 

product safety.174 It was then replaced by the General Product Safety Regulation on 

 
171 See AI Act, supra note 38, Annex III.  
172 Marion Ho-Dac, La protection des droits fondamentaux dans l'AI Act, RTD EUR. 615 2024. 
173 See Regulation (EU) 2023/988 of the European Parliament and of the Council of 10 May 2023 on 

General Product Safety, Amending Regulation (EU) No 1025/2012 of the European Parliament and of the 

Council and Directive (EU) 2020/1828 of the European Parliament and the Council, and Repealing 

Directive 2001/95/EC of the European Parliament and of the Council and Council Directive 87/357/EEC, 

2023 O.J. (L 135) 1, 2. 
174 See generally Directive 2001/95/EC of the European Parliament and of the Council of 3 December 2001 

on General Product Safety, 2002 O.J. (L 11) 4, 6. 
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December 13, 2024.175Among other changes, the new Directive introduces provisions 

related to digital products and online commerce. The purpose of this law is to “improve 

the functioning of the internal market while providing for a high level of consumer 

protection.”  

 

 The AI Act is rooted in classic E.U. product safety law, which means it imposes ex-

ante safety requirements that developers have to comply with before placing their 

products on the E.U. market. Another critical piece of E.U. law in protecting consumers 

is the Unfair Commercial Practices Directive (UCPD) which prohibits unfair, misleading, 

and aggressive commercial practices.176 

 

 In product safety, the intended purpose of a product matters significantly, as it 

determines the corresponding safety requirements.177 As such, the same product will have 

different requirements to fulfill based on its intended use.178 As an example, geotextiles 

are permeable synthetic fabrics used to help reinforce or drain areas. When geotextiles 

are meant to be used for roads, the manufacturers must comply with standard EN 

15382:2018.179 However, when geotextiles are meant to be used in a dam, producers must 

follow norm EN 13361:2018.180 These standards were built in the context of European 

Regulation 305/2011 laying down harmonised conditions for the marketing of 

construction products.181  

 
175 Regulation 2023/988 of the European Parliament and of the Council of 10 May 2023 on General 

Product Safety, 2023 O.J. (L 135), Amending Regulation (EU) No 1025/2012 of the European Parliament 

and of the Council and Directive (EU) 2020/1828 of the European Parliament and the Council, and 

repealing Directive 2001/95/EC of the European Parliament and of the Council and Council Directive 

87/357/EEC, art. 50, 2023 O.J. (L 135) 1, 48. 
176 See generally Directive 2019/2161, of the European Parliament and of the Council of 27 November 

2019 Amending Council Directive 93/13/EEC and Directives 98/6/EC, 2005/29/EC and 2011/83/EU of the 

European Parliament and of the Council as regards the Better Enforcement and Modernisation of Union 

Consumer Protection Rules, 2019 O.J. (L 328) 7; Directive 2005/29/EC of the European Parliament and of 

the Council of 11 May 2005 concerning unfair business-to-consumer commercial practices in the internal 

market and amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and 2002/65/EC of the 

European Parliament and of the Council and Regulation (EC) No 2006/2004 of the European Parliament 

and of the Council (‘Unfair Commercial Practices Directive’) [hereinafter UCPD]. 
177 Frances E. Zollers et al., Product Safety in the United States and the European Community: A 

Comparative Approach, 17 MD. J. INT’L L. 177, 187 (1993). 
178 See Eugenion Mantovani & Pedro Cristobal Bocos, Are mHealth Apps Safe? The Intended Purpose 

Rule, Its Shortcomings, and the Regulatory Options Under the E.U. Medical Device Framework, in 

MOBILE E-HEALTH 251, 259–60 (2017). 
179 Slovenian Institute for Standardization Standard 15382:2018 of 1 June 2018, Geosynthetic Barriers -

Characteristics Required for Use in Transportation Infrastructure (2018) 1, 5–6. 
180 Slovenian Institute for Standardization Standard 13361:2018 of 1 May 2018, Geosynthetic Barriers -

Characteristics Required for Use in the Construction of Reservoirs and Dams (2018) 1, 4–5. 
181 Commission Regulation 305/2011, of the European Parliament and of the Council of 9 March 2011 on 

Laying Down Harmonised Conditions for the Marketing of Construction Products and Repealing Council 

Directive 89/106/EEC 2011 O.J. (L 88) 5. 
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 The intended purpose of a product also matters in European consumer law because 

commercial transactions are only valid if the product can do what is expected of it.182 The 

UCPD states that a commercial practice is misleading if it causes someone to make a 

transactional decision that they would not have taken otherwise, in relation to one or 

more of multiple elements including the product’s “fitness for purpose.”183 For instance, a 

French court cancelled the sale of a pony that had taken place six months earlier because 

the animal was two centimeters taller than advertised at the time of purchase. While most 

pony sales would not be nullified for that reason, this specific pony had been sold for the 

specific purpose of participating in competitions. The pony was required to be 2 

centimeters shorter in order to participate, and the court deemed the pony unfit for the 

intended purpose.184 Finally, the intended purpose of a product determines whether the 

product is considered as performant.185 For instance, European regulation on In Vitro 

Diagnostic Medical Devices 2017/746 states that “‘performance of a device’ means the 

ability of a device to achieve its intended purpose as claimed by the manufacturer.”186 

The French Cour de Cassation even used the notion of “fitness for purpose” as a 

synonym of product quality.187 

 

 Beyond product safety, the notion of purpose is also significant to European data 

privacy law. The General Data Protection Regulation (GDPR) establishes that personal 

data can only be “collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes.”188 Personal data also 

 
182 See generally Directive 2019/771, of the European Parliament and of the Council of 20 May 2019 on 

Certain Aspects Concerning Contracts for the Sale of Goods, Amending Regulation 2017/2394 and 

Directive 2009/22/EC, and Repealing Directive 1999/44/EC 2019 O.J. (L 136) 28. 
183 UCPD, supra note 176. 
184 Cour de cassation [Cass.] [supreme court for judicial matters] 1e civ., Nov. 30, 2016, 15-11.247 (Fr.). 
185 Directive 1999/44/EC of the European Parliament and the Council of 25 May 1999 on Certain Aspects 

of the Sale of Consumer Goods and Associated Guarantees, 1999 O.J. (L 171) 12, 14. 
186 Regulation (EU) 2017/746, of the European Parliament and of the Council of 5 April 2017 on in Vitro 

Medical Devices and Repealing Directive 98/79/EC and Commission Decision 2010/227 EU, 2017 O.J. (L 

117), art. 2(39), at 190. 
187 “En omettant de distinguer les qualités de la chose—ou son aptitude à l'usage auquel elle était 

destinée—de ses conditions de mise en service, la cour d'appel, qui a reconnu la parfaite fiabilité du 

matériel vendu, n'a pas mis la Cour de Cassation en mesure d'exercer son contrôle.” Cour de Cassation 

[Cass.] [supreme court for judicial matters], Chambre Commerciale, Oct. 3, 1989, 87-18.581, 

https://www.legifrance.gouv.fr/juri/id/JURITEXT000007091328. 
188 Regulation (EU) 2016/679, of The European Parliament and of the Council of 27 April 2016 on the 

Protection of Natural Persons with Regard to the Processing of Personal Data and on the Free Movement of 

Such Data, and Repealing Directive 95/46/EC (‘General Data Protection Regulation’) [hereinafter GDPR], 

2016 O.J. (L 119), art. 5.1(b), at 35. 
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must be accurate for the purpose for which it is collected,189 and the collection should 

only involve the minimum amount necessary to achieve that purpose.190  

 

 The legal basis of the AI Act is Article 114 of the Treaty on the Functioning of the 

European Union (TFEU) on the proper functioning of the internal market.191 This means 

that the E.U. has competence over AI product safety to make sure that rules are consistent 

across the E.U. to promote the liberal circulation of goods.192 The AI Act is entirely 

inspired by E.U. product safety law and applies that paradigm to AI systems.193 It is thus 

not surprising that the AI Act bases much of its content on the intended purpose of an AI 

system. According to Article 3 of the AI Act, “‘intended purpose’ means the use for 

which an AI system is intended by the provider, including the specific context and 

conditions of use, as specified in the information supplied by the provider in the 

instructions for use, promotional or sales materials and statements, as well as in the 

technical documentation.”194 The notion is so central to the AI Act that the performance 

of an AI system is defined as “the ability of an AI system to achieve its intended 

purpose.”195 

 

 The intended purpose of a system influences whether it is considered high-risk (art. 

7(2)(a)), making it subject to specific safety requirements. In addition, within high-risk 

systems, the intended purpose also determines the content of the requirements. For 

instance, testing of AI systems depend on their intended purpose. Article 9(7) of the AI 

Act states that “testing procedures shall be suitable to achieve the intended purpose of the 

AI system and do not need to go beyond what is necessary to achieve that purpose.”196 

This is like the principle of data minimization in the GDPR, but this time the 

minimization aims to avoid burdening AI operators or requiring them to disclose 

unnecessary trade secrets. For instance, it might be enough to check that a resume-

triaging algorithm is not biased against protected categories of the population.197  

 
189 Id., art. 5.1(d). 
190 Id., art 5.1(c). 
191 Laura Lazaro Cabrera & Iverna McGowan, E.U. AI Act Brief – Pt. 1, Overview of the E.U. AI Act, CTR. 

FOR DEMOCRACY & TECH. (Mar. 14, 2024), https://cdt.org/insights/eu-ai-act-brief-pt-1-overview-of-the-eu-

ai-act/. 
192 AI Act, supra note 38, at 1–2. 
193 Marco Almada & Nicolas Petit, The E.U.  AI Act: A Medley of Product Safety and Fundamental Rights 

(Robert Schuman Ctr. For Advanced Stud., Research Paper No. 2023/59); Michael Veale & Frederik 

Zuiderveen Borgesius, Demystifying the Draft E.U. Artificial Intelligence Act, 22 COMPUT. L. REV. INT’L 

97, 97 (2021). 
194 AI Act, supra note 38. 
195 Id. 
196 AI Act, supra note 38, art. 9. 
197 See generally Ketki V. Deshpande et al., Mitigating Demographic Bias in AI-based Resume Filtering, in 

ADJUCT PUBLICATIONS OF THE 28TH CONFERENCE ON USER MODELING, ADAPTATION AND PERSONALIZATION 
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 The AI Act also requires testing to be made against “prior defined metrics and 

probabilistic thresholds that are appropriate to the intended purpose of the high-risk AI 

system.”198 As an example, certain contexts of use (e.g., employment or immigration) 

may require a higher level of accuracy than other contexts (e.g., song recognition 

application). In fact, Article 15 stipulates that “high-risk AI systems shall be designed 

and developed in such a way that they achieve an appropriate level of accuracy, 

robustness and cybersecurity, and that they perform consistently in those respects 

throughout their lifecycle.”199 The intended purpose of the AI system even determines the 

duration of record keeping as the logs shall be kept for a period that is appropriate in the 

light of the intended purpose of high-risk AI system (Article 13).200 

 

Table 3. Systems Considered High-Risk in the AI Act 

Area Intended Purpose 

Biometrics Remote biometric identification systems 

AI systems intended to be used for biometric categorisation, 

according to sensitive or protected attributes or characteristics 

based on the inference of those attributes or characteristics 

AI systems intended to be used for emotion recognition 

Critical Infrastructure AI systems intended to be used as safety components in the 

management and operation of critical digital infrastructure, road 

traffic, or in the supply of water, gas, heating or electricity 

Education and 

vocational training 

AI systems intended to be used to determine access or 

admission or to assign natural persons to educational and 

vocational training institutions at all levels 

AI systems intended to be used to evaluate learning outcomes, 

including when those outcomes are used to steer the learning 

process of natural persons in educational and vocational training 

institutions at all levels 

AI systems intended to be used for the purpose of assessing the 

 
(2020) (finding that “socio-linguistic patterns can lead to demographic bias” in AI algorithms attempting to 

match resumes to jobs). 
198 AI Act, supra note 38, art. 9. 
199 AI Act, supra note 38, art. 15 (emphasis added). 
200 See AI Act, supra note 38, art. 13. 
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appropriate level of education that an individual will receive or 

will be able to access, in the context of or within educational and 

vocational training institutions at all levels 

AI systems intended to be used for monitoring and 

detecting prohibited behaviour of students 

during tests in the context of or within educational 

and vocational training institutions at all levels 

Employment, 

workers’ management 

and access to self-

employment 

AI systems intended to be used for the recruitment or selection 

of natural persons, in particular to place targeted job 

advertisements, to analyse and filter job applications, and to 

evaluate candidates 

AI systems intended to be used to make decisions affecting 

terms of work-related relationships, the promotion or 

termination of work-related contractual relationships, to allocate 

tasks based on individual behaviour or personal traits or 

characteristics or to monitor and evaluate the performance and 

behaviour of persons in such relationships 

Access to and 

enjoyment of 

essential private 

services and essential 

public services and 

benefits 

AI systems intended to be used by public authorities or on behalf 

of public authorities to evaluate the eligibility of natural 

persons for essential public assistance benefits and services, 

including 

healthcare services, as well as to grant, reduce, revoke, or 

reclaim such benefits and services 

AI systems intended to be used to evaluate the 

creditworthiness of natural persons or establish their credit 

score, with the exception of AI systems used for the purpose of 

detecting financial fraud 

AI systems intended to be used for risk assessment and pricing 

in relation to natural persons in the case of life and health 

insurance 

AI systems intended to evaluate and classify emergency calls 

by natural persons or to be used to dispatch, or to establish 

priority in the dispatching of, emergency first response services, 

including by police, firefighters and medical aid, as well as of 
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emergency healthcare patient triage systems 

Law enforcement, in 

so far as their use is 

permitted under 

relevant Union or 

national law 

AI systems intended to be used by or on behalf of law 

enforcement authorities, or by Union institutions, bodies, offices 

or agencies in support of law enforcement authorities or on their 

behalf to assess the risk of a natural person becoming the 

victim of criminal offences 

AI systems intended to be used by or on behalf of law 

enforcement authorities or by Union institutions, 

bodies, offices or agencies in support of law 

enforcement authorities as polygraphs or similar tools 

AI systems intended to be used by or on behalf of law 

enforcement authorities, or by Union institutions, bodies, offices 

or agencies, in support of law enforcement authorities to 

evaluate the reliability of evidence in the course of the 

investigation or prosecution of criminal offences 

AI systems intended to be used by law enforcement authorities 

or on their behalf or by Union institutions, bodies, offices or 

agencies in support of law enforcement authorities for assessing 

the risk of a natural person offending or re-offending not 

solely on the basis of the profiling of natural persons as referred 

to in Article 3(4) of Directive (EU) 2016/680, or to assess 

personality traits and characteristics or past criminal behaviour 

of natural persons or groups 

AI systems intended to be used by or on behalf of law 

enforcement authorities or by Union institutions, bodies, offices 

or agencies in support of law enforcement authorities for the 

profiling of natural persons as referred to in Article 3(4) of 

Directive (EU) 2016/680 in the course of the detection, 

investigation or prosecution of criminal offences 

Migration, asylum 

and border control 

management, in so 

far as their use is 

permitted under 

AI systems intended to be used by or on behalf of competent 

public authorities or by Union institutions, bodies, offices or 

agencies as polygraphs or similar tools 

AI systems intended to be used by or on behalf of competent 

public authorities or by Union institutions, bodies, offices or 

agencies to assess a risk, including a security risk, a risk of 
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relevant Union or 

national law 

irregular migration, or a health risk, posed by a natural 

person who intends to enter or who has entered into the territory 

of a Member State AI systems intended to be used by or on 

behalf of competent public authorities or by Union institutions, 

bodies, offices or agencies to assist competent public authorities 

for the examination of applications for asylum, visa or 

residence permits and for associated complaints with regard to 

the eligibility of the natural persons applying for a status, 

including related assessments of the reliability of evidence 

AI systems intended to be used by or on behalf of competent 

public authorities, or by Union institutions, bodies, offices or 

agencies, in the context of migration, asylum or border control 

management, for the purpose of detecting, recognising or 

identifying natural persons, with the exception of the 

verification of travel documents. 

Administration of 

justice and 

democratic processes 

AI systems intended to be used by a judicial authority or on their 

behalf to assist a judicial authority in researching and 

interpreting facts and the law and in applying the law to a 

concrete set of facts, or to be used in a similar way in alternative 

dispute resolution 

AI systems intended to be used for influencing the outcome of 

an election or referendum or the voting behaviour of natural 

persons in the exercise of their vote in elections or referenda. 

This does not include AI systems to the output of which natural 

persons are not directly exposed, such as tools used to organise, 

optimize or structure political campaigns from an administrative 

or logistical point of view. 

 

 The AI Act thus draws from requirements and regulations in product safety law, 

which bases safety requirements on the intended purpose of products.201 The focus on the 

intended purpose of a system is consistent with statistical software built for narrow 

purposes, especially when the harm they could cause is individual and based on a data 

issue or a defect. Table 3 shows the high-risk AI systems set forth in Annex III of the AI 

Act. Most systems considered high-risk combine being used by an ultimate decision-

 
201 See Hadrien Pouget & Ranj Zuhdi, AI and Product Safety Standards Under the E.U. AI Act, CARNEGIE 

(Mar. 5, 2024), https://carnegieendowment.org/research/2024/03/ai-and-product-safety-standards-under-

the-eu-ai-act?lang=en. 
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maker with being used for a purpose that is critical to someone’s life. Certain parts were 

bolded for emphasis. 

 

2.3.2 Frameworks that exclude GPAI in the original version of the AI Act 

 

The fact that the AI Act risk classification system relies on the notion of intended purpose 

from product safety law carries the assumption of a strong correlation between the risk 

level and the intended purpose of an AI system. This assumption raises two issues: 1) this 

correlation does not always hold; and 2) the framework fails to account for systems that 

do not have a prior intended purpose. 

 

2.3.2.1 The Weak Link Between Potential for Harm and Intended Purpose 

 

Most of the AI Act’s high-risk systems refer to situations in which an AI system carries 

out an assessment or an evaluation that will inform a decision that is high-stakes to the 

person whose life outcome is being decided.202 However, the correlation between the area 

an AI system is used and its related harms does not always hold, especially when it 

comes to GPAIS. For instance, image generators and text generators can create offensive 

and harmful content regardless of the context of use.203 Documented cases include 

systems creating false information about someone, such as a U.S. radio host accused of 

embezzlement by ChatGPT,204 or giving harmful advice, such as Replika which validated 

a man’s goal to kill the Queen of the United Kingdom and helped him make a plan that 

led to an assassination attempt in 2021.205  

 

The same is true for the correlation between decision-making and risk. For instance, 

some lawyers in the U.S. asked ChatGPT to assist them in writing their legal briefs. 

However, the system, because it is a text-generation tool, created fake case law, that was 

subsequently used by the lawyers.206 In addition to illustrating how little certain users 

understand these systems, even when they use them professionally, it shows that these 

 
202 See AI Act, supra note 38, annex III. 
203 See Jeremy Baum & John Villasenor, Rendering Misrepresentation: Diversity Failures in AI Image 

Generation, BROOKINGS (Apr. 17, 2024), https://www.brookings.edu/articles/rendering-misrepresentation-

diversity-failures-in-ai-image-generation/. 
204 See James Vincent, OpenAI Sued for Defamation After ChatGPT Fabricates Legal Accusations Against 

Radio Host, VERGE (June 9, 2023), https://www.theverge.com/2023/6/9/23755057/openai-chatgpt-false-

information-defamation-lawsuit. 
205 See Harrison Dupre, supra note 167. 
206 See Ramishah Maruf, Lawyer Apologizes for Fake Court Citations from ChatGPT, CNN (May 28, 

2023), https://www.cnn.com/2023/05/27/business/chat-gpt-avianca-mata-lawyers/index.html. 
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systems can create harms in critical areas of people’s lives even when not used by the 

ultimate decision-makers—the judge in this case.207 

 

Moreover, these provisions do not adequately address the systemic risks posed by 

GPAIS. If decision-making tools are biased, it is true that not using them for any 

consequential decision is a good way to limit their potential harm given how narrow their 

use is. However, if a GPAIS is biased, it will produce systemic inequity and amplify 

social power asymmetries, every time it is used, even if it does not produce any 

meaningful decision and even in low-stakes situations.208 

 

Citing Barocas et al., Katzman et al. distinguishes between allocational harms, “when 

people belonging to particular social groups are unfairly deprived of access to important 

opportunities or resources,” and representational harms, when “systems produce outputs 

that can affect the understandings, beliefs, and attitudes that people hold about particular 

social groups, and thus the standings of those groups within society.”209 Most 

representational and allocational harms can materialize into economic loss, violence, and 

emotional or physical injury. 

 

Both representational and allocational harms occur in GPAIS and GPAIM in relation to 

gender, race, sexual orientation, religion, nationality, social class, ethnicity, and other 

characteristics.210 Many scholars have, for instance, documented such bias in LLM 

outputs. Abid et al. have found a strong correlation between the words “Muslim” and 

“terrorist” in GPT-3 outputs.211 Analyzing outputs from GPT-2 and BERT, Sheng et al. 

found bias based on gender, race, and sexual orientation in relation to perceived 

 
207 Id. 
208 See Philipp Hacker et al., Generative Discrimination: What Happens When Generative AI Exhibits Bias, 

and What Can Be Done About It, (June 26, 2024) (unpublished manuscript), 

https://arxiv.org/abs/2407.10329. 
209 Solon Barocas et al., The Problem with Bias: Allocative Versus Representational Harms in Machine 

Learning, in 9TH ANNUAL CONFERENCE OF THE SPECIAL INTEREST GROUP FOR COMPUTING, INFORMATION 

AND SOCIETY 1 (2017); Jared Katzman et al., Taxonomizing and Measuring Representational Harms: A 

Look at Image Tagging, in PROCEEDINGS OF EAAMO ’21: EQUITY AND ACCESS IN ALGORITHMS, 

MECHANISMS, AND 

OPTIMIZATION (2021) (quoting Jared Katzman et al., Taxonomizing and Measuring Representational 

Harms: A Look at Image Tagging, 37 PROCEEDINGS OF AAAI CONFERENCE ON ARTIFICIAL INTELLIGENCE 

14277 (2023)). 
210 See Barocas et al., supra note 209. 
211 Abubakar Abid et al., Persistent Anti-Muslim Bias in Large Language Models, in PROCEEDINGS OF THE 

2019 CONFERENCE ON EMPIRICAL METHODS IN NATURAL LANGUAGE PROCESSING AND THE 9TH 

INTERNATIONAL JOINT CONFERENCE ON NATURAL LANGUAGE PROCESSING 3407–12 (2019).  
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respectability as well as to professions.212 Other authors found similar bias associated 

with professions when prompting both language models (GPT-3.5 and BARD) and image 

generation systems (Dall-E and Midjourney) about surgeons.213 Even within a single 

profession, such as data scientist, Treude and Hata found that different tasks were 

associated with different genders by language models.214 In addition, there is a strong 

division between the Global North and the Global South in terms of GPAIS 

performance.215 For instance, certain GPAIS used in agriculture are developed for 

terrains in the Global North and then sold in the Global South where they will not lead to 

optimal crop yields.216 In addition, the satellite data for most Global North countries has 

been manually labeled, which is not the case for countries in the Global South.217 

 

While representational harms are not specific to GPAIS, they are more likely to happen at 

scale and permeate most areas through such systems because these systems are so 

widespread and integrated into so many other systems—both AI systems and social 

systems—that they have trickle-down effects.218 Yet, bias and representational harms are 

only addressed directly by the AI Act in relation to high-risk systems, with the example 

of the administration of justice mentioned in the recitals.219 So despite the E.U. 

Commission’s initial intent to address algorithmic bias, the AI Act has failed to capture 

the majority of it. 

 

2.3.2.2 The Initial Failure to Account for Systems with No Intended Purpose 

 
212  Emily Sheng et al., The Woman Worked as a Babysitter: On Biases in Language Generation, (2019), in 

PROCEEDINGS OF THE 2019 CONFERENCE ON EMPIRICAL METHODS IN NATURAL LANGUAGE PROCESSING 

AND THE 9TH INTERNATIONAL JOINT CONFERENCE ON NATURAL LANGUAGE PROCESSING 3407–12.  
213 Jevan Cevik et al., Assessment of the Bias of Artificial Intelligence Generated Images and Large 

Language Models on Their Depiction of a Surgeon, 94 ANZ J. SURGERY 287 (2024)., 
214 Christoph Treude & Hideaki Hata, She Elicits Requirements and He Tests: Software Engineering 

Gender Bias in Large Language Models, in PROCEEDINGS OF THE 2023 IEEE/ACM 20TH INTERNATIONAL 

CONFERENCE ON MINING SOFTWARE REPOSITORIES (MSR) 624 (2023). 
215 The Geopolitics of Inequality: Discussing Pathways Towards a More Just World, TRICONTINENTAL, 

(Oct. 21, 2022), https://thetricontinental.org/dossier-57-geopolitics-of-inequality/.  
216 See generally Mohamed R. Shoaib, et al., Revolutionizing Global Food Security: Empowering 

Resilience through Integrated AI Foundation Models and Data-Driven Solutions, (Oct. 31, 2023) 

(unpublished manuscript), https://arxiv.org/abs/2310.20301 (explaining that in order for AI models to make 

meaningful predictions, they must be tailored to specific regions). 
217 Caleb Robinson et al., Fast Building Segmentation from Satellite Imagery and Few Local Labels, IEEE 

XPLORE 1462, 1462 (2022) (describing the labeling challenges that countries in the global south face).  
218 See Larry Dignan, GenAI Trickledown Economics: Where the Enterprise Stands Today, CONSTELLATION 

INSIGHT NEWSLETTER (Feb. 11, 2024), https://www.constellationr.com/blog-news/insights/genai-

trickledown-economics-where-enterprise-stands-today (outlining potential trickle down effects of 

generative AI with examples).  
219 AI Act, supra note 38, Recital 61; “Data sets shall take into account, to the extent required by the 

intended purpose, the characteristics or elements that are particular to the specific geographical, 

contextual, behavioural or functional setting within which the high-risk AI system is intended to be used.” 

(emphasis added) Id. art. 10(4).  

https://arxiv.org/abs/2310.20301
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GPAIS do not have an intended purpose. Therefore, the initial risk classification in the AI 

Act failed to account for them in any way. In fact, they are so incompatible with the 

initial framework that the AI Act considers an AI system is performant if it has achieved 

its intended purpose. Similarly, the provider’s instruction for use must contain the 

intended purpose of the system. GPAIS are built on foundation models, as well as 

transfer and meta learning systems, which can be adapted to undertake new tasks with 

minimal effort. Table 4 presents relevant AI definitions.  

 

Table 4. AI definitions 

Foundation model: any model 

trained on broad data (generally 

using self-supervision at scale) that 

can be adapted to a wide range of 

downstream tasks.220 

Generative AI: AI systems that 

generate outputs more complex 

than a number, label, or 

recommendation (e.g., text, audio, 

video, images).221 

Algorithm: A set of mathematical 

instructions or rules that, especially 

if given to a computer, will help to 

calculate an answer to a problem.222 

General Purpose AI System 

(GPAIS): AI system that can 

accomplish or be adapted to 

accomplish a range of distinct 

tasks, potentially including some 

it was not intentionally and specifically 

trained for.223 

Multi-modal AI: an AI system 

where the input or output 

includes more than one modality 

Transfer and meta-learning 

systems: systems designed to 

acquire a new capability with 

 
220 Rishi Bommasani et al., On the Opportunities and Risks of Foundation Models, (Aug. 16, 2021) 

(unpublished manuscript), http://arxiv.org/abs/2108.07258. 
221 This definition was developed by David Rolnick. 
222 Algorithm, CAMBRIDGE DICTIONARY, (2023), 

https://dictionary.cambridge.org/dictionary/english/algorithm (last visited Feb. 21, 2025). 
223 This definition was initially developed by Claire Boine and Richard Mallah and subsequently published. 

Carlos I. Gutierrez et al., A Proposal for a Definition of General Purpose Artificial Intelligence Systems, 2 

DIGITAL SOC’Y (2023). It is the one endorsed by the authors of this paper. However, the AI Act presents an 

alternative definition of General-Purpose AI systems as “an AI system which is based on a general-purpose 

AI model and which has the capability to serve a variety of purposes, both for direct use as well as for 

integration in other AI systems.” 
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(e.g., images, video, audio, text, 

time-series).224 

minimal additional learning.225 

 

Foundation models are designed to conduct a broad variety of tasks.226 Foundation 

models can be used as such, or can be fine-tuned, to improve their performance on a 

specific task. They are often trained using deep learning. Foundation models include 

encoder models (e.g., BERT) and generative decoder models (e.g., PaLM, LLaMA, 

GPT‑4), as well as image generators (DALL‑E 2, Stable Diffusion).227 Large language 

Models (LLMs) are foundation models. GPT-4 was trained using deep learning on a very 

large amount of data including an open-source dataset called the Common Crawl that 

contains the content of Wikipedia, thousands of books, and a lot of website meta-data.228 

Once the raw model had been trained, a method called Reinforcement Learning from 

Human Feedback (RLHF) was used to steer the model toward generating appropriate 

output. Reinforcement Learning consists in rewarding an algorithm when it exhibits a 

wanted behavior (called a policy) to reinforce that behavior. The reward consists in 

obtaining a higher number, as the algorithm is trained to optimize for higher scores. In 

the case of RLHF, the model generates multiple outputs, and the humans reward the one 

they find the most aligned with what they want.229 

 

While GPT-4 was not trained for any specific purpose, it can be used in a wide variety of 

contexts. For instance, GPT-4 can currently be used to play chess, even though OpenAI 

did not intentionally train it for that purpose.230 It is likely that GPT-4 learnt to play chess 

incidentally, because games of chess were described in its training data. Research has 

shown that it is possible for LLMs to acquire new skills from reading about them.231 For 

instance, researchers have trained an LLM exclusively on textbook data, and it acquired 

 
224 This definition was developed by the authors of this paper. 
225 This definition was developed by David Rolnick. 
226 Bommasani et al., supra note 220. 
227 Understanding Artificial Intelligence: AI Foundation Models – Explained, COMPUT. & COMMC’NS. 

INDUS. ASS’N (Sep. 2023), https://ccianet.org/wp-

content/uploads/2023/09/AI_Foundation_Models_Explained.pdf. 
228 Stefaan Ba ack & Mozilla Insights, Training Data for the Price of a Sandwich, MOZILLA (Feb. 6, 2024), 

https://foundation.mozilla.org/en/research/library/generative-ai-training-data/common-crawl/; Maximilian 

Schreiner, GPT-4 Architecture, Datasets, Costs and More Leaked, DECODER (July 11, 2023), https://the-

decoder.com/gpt-4-architecture-datasets-costs-and-more-leaked/. 
229 What is RLHF?, AMAZON WEB SERVS. https://aws.amazon.com/what-is/reinforcement-learning-from-

human-feedback/ (last visited Feb. 22, 2025). 
230 FS Ndzomga, GPT-4 Reaches the Level Of a Chess Playing Engine and The Implications Are Huge!, 

MEDIUM (July 29, 2023), https://fsndzomga.medium.com/gpt-4-reaches-the-level-of-a-chess-playing-

engine-and-the-implications-are-huge-36030016a2fe. 
231 Matthew Griffin, LLM AI’s Can Suddenly Learn New Skills Now We Might Know Why, FANATICAL 

FUTURIST (Sept. 15, 2024), https://www.fanaticalfuturist.com/2024/09/llm-ais-can-suddenly-learn-new-

skills-now-we-might-know-why/. 

https://aws.amazon.com/what-is/reinforcement-learning-from-human-feedback/
https://aws.amazon.com/what-is/reinforcement-learning-from-human-feedback/
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capabilities such as school-grade mathematics.232 This is why GPT-4 knows the 

rudiments of chess but is bad at it and will even mistakenly change the placement of 

certain pieces on the board.233 However, it would be possible to fine-tune GPT-4 for 

chess, which means that the raw model would be retrained specifically on chess data, 

significantly improving its accuracy. 

 

Capabilities that a model acquires without having purposefully been trained for them are 

called emergent.234 In the case of language models, emergent capabilities have included: 

understanding causal links in multicausal situations, detecting logical fallacies, 

understanding fables, and producing code for computer programs.235 Emergent 

capabilities can be used with different levels of accuracy based on the model and the 

circumstances. As the amount of data and computing power increase, and as the 

algorithms improve, the number of emerging capabilities increase and so does the level of 

accuracy.236 Multimodality also significantly improves capabilities of GPAIM. For 

instance, training AI models on both natural language and code enables them to solve 

complex mathematical problems.237 Figure 2 shows different capabilities acquired at 

different levels of parameters. 
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Figure 2. A visual representation of emergent capabilities (source: Narang, Sharan, 

and Aakanksha Chowdhery) 

 

Currently, people use LLMs for all sorts of applications such as answering emails, 

conducting online research, making customer service chatbots, producing legal contracts, 

and countless others.238 To demonstrate how LLMs can be used for unexpected purposes, 

a group of researchers used one to reproduce the COMPAS recidivism prediction 

scores.239 This proves that large language models can even be used in the same way as 

simple algorithms that assist in making decisions. Their paper, Predictability and 

Surprise in Large Language Models, makes the point that AI model providers themselves 

regularly discover capabilities they did not expect in the models they trained.240 It follows 

that a GPAIS—built on GPAIM—can conduct a variety of tasks including some they 

were not specifically designed for.  

There has been some confusion as to the meaning of “General-Purpose AI Systems.” 

Authors in computer science such as Stuart Russell have used the term to mean Artificial 

General Intelligence (AGI)—an AI system with broad intelligence and human-level 

capability at most tasks.241 However, in the context of the AI Act, GPAIS refer to systems 

that do not have an intended purpose. Therefore, GPAIS cannot be technically defined 
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using a general capability threshold. While an AI system that is more generally capable is 

likely able to undertake a greater variety of tasks, the two are not perfectly correlated. 

The metric that is most relevant is therefore what a GPAIS can be used for, including 

certain activities that the provider might not even have considered during the training 

phase. 

 

GPAIS do not fit the narrow statistical tool paradigm described in the previous section. 

Although the E.U. Commission and the public have been moving away from ascribing 

too much autonomy or agency to AI systems in their proposed definitions, GPAIS exhibit 

increasingly autonomous and agentic behaviors. Alan Chan et al. have identified four 

characteristics that determine how agentic an AI system is. These four characteristics are: 

“1) the degree to which the algorithmic system can accomplish a goal provided by 

operators or designers, without a concrete specification of how the goal is to be 

accomplished; 2) the degree to which the algorithmic system’s actions affect the world 

without mediation or intervention by a human; 3) the degree to which the system acts as 

if it is designed/trained to achieve a particular quantifiable objective; and 4) the degree to 

which the algorithmic system is designed/trained to make decisions that are temporally 

dependent upon one another to achieve a goal and/or make predictions over a long time 

horizon.”242 They demonstrate that there is an increase in the deployment of increasingly 

agentic systems by companies like Google, Amazon, Spotify, Youtube, and Meta.243 Not 

all agentic systems are generative, but GPAIS are increasingly agentic.244 LLMs can now 

make entire plans based on a prompt. Today, a range of work is adapting LLMs to enable 

them to act in the world.245 For instance, the system built on ACT-1 can undertake the 

prompt “find me a house for four people in Houston.”246 Integrated into robots, AI 

systems can also create a multi-step plan and act on it.247  

 

Agentic AI systems dramatically scale up existing risks by enabling the autonomous 

execution and coordination of complex tasks that previously required continuous human 

oversight. For example, a misinformation campaign that once demanded manual content 

creation, targeted distribution, and iterative monitoring can now be fully automated by an 

agentic system trained to identify divisive narratives, generate persuasive content, and 

deploy it across multiple platforms with minimal human input. Similarly, cyberattacks 

and phishing schemes can be executed at scale, with an AI agent independently crafting 
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tailored messages, probing for vulnerabilities, and adapting its strategy in real time. For 

instance, in a study to evaluate the level of autonomy of several systems, researchers got 

an agentic system they built on GPT-4 to make a plan to secure a stranger’s log in 

information for a phishing attack and carry it out.248 These threats are not novel in 

themselves, but the addition of agency allows AI systems to carry them out faster, more 

efficiently, and with greater reach—amplifying the potential harm while reducing the 

need for human coordination. 

 

Scholars have also studied and outlined the potential harms from increasingly agentic 

systems. In their paper, Chan et al. categorize these harms into two buckets. The first 

category is composed of delayed systemic harms. These include environmental risks, 

concentration of power, privacy infringements, fairness implications of decisions, 

financial risk, racism, misogyny, mental health issues, the amplification of political 

polarization, the spread of fake news, and the manipulation of users’ internal states.249 

The second category of harm has to do with collective disempowerment. It includes the 

diffusion of power away from humans and the exacerbation of the concentration of power 

among a coding elite.250 

 

2.4 The addition of general purpose models in the AI Act 

 

2.4.1 Shoehorning GPAIM into the AI Act  

 

GPAIS can cause significant types of harms, and the AI Act does not adequately protect 

consumers. The release of GPAIS on the market immediately rendered the AI Act 

obsolete due to the Act’s adoption of a traditional product safety approach. GPAIS were 

not initially included in the AI Act and were absent from the list of high-risk systems, and 

the safety measures proposed in the text were impossible for both providers and users of 

GPAIS to comply with. The late addition of GPAI into the Act split obligations between 

systems and models. On the model side, the Guidelines now presume a model is GPAI if 

trained on more than 1023 FLOPs (plus a generative modality), triggering transparency 

and copyright measures; substantive safety obligations (evaluation, adversarial testing, 

incident reporting, cybersecurity) attach only to GPAIM with systemic risk, 

presumptively trained on more than 1025 FLOPs. On the system side, Annex III duties 

apply only when a deployer uses AI in listed high‑risk contexts. In practice, a wide range 
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of GPAIS—productivity assistants, creative tools, AI companions—fall into neither 

bucket: they are not Annex III high‑risk deployments, and their underlying models are 

below 1025 FLOPs. 

 

Recognizing the evolving landscape of AI, the European Commission has also issued 

official guidelines, such as the ‘Guidelines on the scope of the obligations for general-

purpose AI models established by Regulation (EU) 2024/1689 (AI Act)’, which aim to 

clarify the practical implementation of the AI Act, particularly regarding general-purpose 

AI models.251 

 

The AI Act presents the following supply chain: the “provider” is the person, company, 

or institution developing the AI system to put it on the market, while the “deployer” is the 

person, company, or institution “using an AI system under its authority, except where the 

AI system is used in the course of a personal non-professional activity.”252 The user is not 

necessarily the person that the AI system is used on. For instance, a chatbot could be 

placed on the market by Microsoft (the provider) and then deployed by a city (the 

deployer) on their website to interact with their citizens. Those citizens would be what 

the AI Act calls the “affected persons” though there are not many provisions about 

them.253 Céline Castets-Renard pointed that gap early and suggested the creation of the 

“AI subject,” who is not necessarily a consumer and is akin to the “data subject.”254 The 

text also presents additional stakeholders, such as the “importer” of the AI system (the 

one who places an AI system from a foreign provider on the market) and the “distributor” 

(someone other than the importer or provider who places an AI system on the market 

without modifying it).255 All these stakeholders are called AI “operators” in the AI Act.256 

Some obligations for high-risk systems fall onto all the AI operators and some are 

specific to each.257 

 

As discussed previously, the end use of a system will determine whether it is considered 

high-risk or not.258 This means that in theory, a GPAIS could be high-risk when used in 

certain contexts and not in others. However, some of the safety requirements that fall 
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onto high-risk systems must be implemented at the design and conception phase.259 For 

instance, a risk management system must be established and implemented throughout the 

entire lifecycle of a high-risk AI system.260 This includes the “identification and analysis 

of the known and foreseeable risks associated with each high-risk AI system” and “the 

elimination or reduction of risks as far as possible through adequate design and 

development.”261 These provisions assume that the purpose comes first, and the system 

comes second chronologically. It is not possible to implement them in the other order.  

 

In the same way, high-risk systems are supposed to achieve a high level of accuracy, 

robustness, and cybersecurity through their lifecycle, even though these metrics depend 

on what they are used for.262 Ensuring that the system achieves high scores on those 

metrics requires specific training. The data governance measures for high-risk systems 

similarly depend on the end uses.263 For instance, the datasets “shall have the appropriate 

statistical properties, including, where applicable, as regards the persons or groups of 

persons on which the high-risk AI system is intended to be used.”264 These provisions 

carry two problems. First, a provider does not know whether its system could be used in a 

high-risk context or not when developing the system. Second, even if a provider wanted 

to preventively comply with the requirements set forth for high-risk systems, it would be 

difficult as the requirements outlined by the AI Act depend on the precise contexts of use 

and which population the system will be deployed on. While it may be possible for a 

manufacturer or operator of a tangible product, like a geotextile producer, to adapt to 

different safety requirements based on the intended purpose of their product, the same is 

not necessarily possible for the provider of a GPAIS.  

 

First, it is impossible because it would require using different methods and datasets for 

different applications from the onset, which defeats the purpose of a GPAIS. Second, it is 

impossible because the number of possible uses of a GPAIS is too high. It is thus 

impossible for providers of GPAIS to comply with all possible high-risk requirements so 

that the ensuing systems would comply. 

 

Further, it will be difficult for downstream users to comply with the AI Act’s 

requirements as well. According to the AI Act, any person will be considered the 

 
259 See AI Act, supra note 38, art. 9(2) (implying that risk management must be implemented from the very 

conception and beginnings of an AI system lifecycle). 
260 Id. (emphasis added). 
261 Id. art. (9)(2)(a), 9(5)(a). 
262 Id., art. 15(1). 
263 See id., art. 10(2) (requiring data governance measures which are relevant to the appropriate intended 

purpose of the high-risk system). 
264 Id. art. 10(3). 



 

61 

 

provider of a high-risk system “if they modify the intended purpose of an AI system, 

including a general-purpose AI system, which has not been classified as high-risk and has 

already been placed on the market or put into service in such a way that the AI system 

concerned becomes a high-risk AI system.”265 

 

For instance, if a school teacher in the E.U. starts using an LLM to evaluate their 

students, they become considered a provider of a high-risk system and must comply with 

all requirements set forth for such systems: human oversight, robustness, a risk 

management system, governance measures, transparency requirements, record-keeping, 

and maintaining technical documentation, etc.266 It is highly unrealistic to expect 

downstream users who do not have the required training, information, resources, or 

technical expertise to be able to meet these requirements. 

 

For instance, a GPAIS that was not specifically designed to be deployed in a certain 

context will not necessarily achieve the level of accuracy required by the AI Act. This 

stalemate could lead to three potential situations. The first one would be for AI users to 

simply not comply, as was seen with the GDPR.267 Because the AI Act relies heavily on 

self-assessment and declarations of conformity, certain providers of high-risk systems 

may fail to comply either accidentally or intentionally. This scenario is even more likely 

for end users (e.g., public administrations or small companies) who use GPAIS in high-

risk contexts and may not have the resources or technical expertise to comply with the 

requirements.  

 

The second scenario would be for GPAIS to not be deployed in high-risk contexts at all. 

It could be because potential end users find it too burdensome to try to make them 

compliant afterward, or because the providers themselves discourage such use by limiting 

access to their model.  

 

The third scenario would be for end users to take the necessary actions to meet the 

requirements set forth in the AI Act. This would require their having access to the 

datasets used to train the model to see if it is representative of the target population. The 

users would also need to acquire critical information on the model itself, to be able to 

draw the technical documentation required by Article 11 of the AI Act. In addition, in 
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most cases, complying would require them to fine-tune the model, so it meets the 

necessary robustness and accuracy thresholds. The end users of high-risk systems are 

mostly local public administrations in the E.U. (e.g., emergency first response services, 

schools, judicial authorities). Given the level of resources they have, it is unlikely that 

they would be able to undertake such steps and adapt GPAIS. 

 

While the initial creation of a legal framework that failed to include GPAI—despite the 

state of technology at the time—can seem surprising, this is a typical case of “path 

dependence.” Path dependence “means that an outcome or decision is shaped in specific 

and systematic ways by the historical path leading to it” and results in part from stare 

decisis in common law jurisdictions.268 While GPT-3 existed when the E.U. Commission 

released the proposed AI Act in April 2021, the approach of the AI Act with its emphasis 

on “intended purpose” was laid out in the White Paper published a year before.269 The 

latter explains the risk-based approach as follows: “[t]he Commission is of the opinion 

that a given AI application should generally be considered high-risk in light of what is at 

stake, considering whether both the sector and the intended use involve significant risks, 

in particular from the viewpoint of protection of safety, consumer rights and fundamental 

rights.”270  

 

Published in February 2020, the White Paper had itself been heavily influenced by 

academic debates that had taken place in previous years and had highlighted only a 

specific subtype of automated systems that were spreading at that time.271 As a result, 

when the AI Act was enacted, it was not adapted to the latest developments in AI.272 In 

his paper on the regulation of artificial intelligence (AI), Matthew U. Scherer wrote “[t]he 

potential for rapid changes in the direction and scope of AI research may impair an 

agency’s ability to act ex ante; an agency whose staff is drawn from experts on the 

current generation of AI technology may not have expertise necessary to make informed 

decisions regarding future generations of AI technology.”273 

 

Meg Leta Jones offers another explanation for the EU’s failure to adapt the AI Act to 

GPAI. Leta Jones offers a “sociotechnical construction” argument, stating that the law, as 

a social and linguistic system, constructs the meaning of new technologies and their uses 
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with policy consequences. Jones writes that “[n]ot only does law not linearly follow 

technology, a great deal of legal work shapes technology and the way in which it will be 

understood in the future.”274 In this line of thinking, one could argue that E.U. 

policymakers initially constructed a definition of AI as statistical software that made 

sense to them in the already existing product safety law context. 

 

After ChatGPT was made available to consumers in November 2022, European 

policymakers realized that the AI Act presented a significant gap as GPAIS were not 

even mentioned in the text. To address this gap, they decided to add provisions on 

GPAIM in the middle of the lawmaking process.275 Instead of considering systems in 

their entirety, they focused on the models. Given that the text was not drafted in a 

technology-agnostic manner and instead, was drafted based on technologies’ end uses 

and intended purposes, adding provisions on models with no intended purpose in the first 

place was like trying to fit a square peg into a round hole.276 

 

There are three categories of additional relevant provisions that apply to GPAIS in the AI 

Act. The first category is about all GPAIM (and not systems) although some of the 

provisions do not apply to those released under a free and open-source license, except for 

the provisions on copyright and systemic risk. The second is for systems specifically (“AI 

systems intended to interact directly with natural persons”).277 The third is for GPAIM 

classified by the AI Act as posing systemic risks.  

 

The first category of provisions applies to providers of General-Purpose AI models. The 

E.U. AI Act defines a GPAIM as an: 

 

AI model, including where such an AI model is trained with a large amount of 

data using self-supervision at scale, that displays significant generality and is 

capable of competently performing a wide range of distinct tasks regardless of 

the way the model is placed on the market and that can be integrated into a 

variety of downstream systems or applications, except AI models that are used 

for research, development or prototyping activities before they are placed on 

the market.278 
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In short, the E.U. places the burden onto providers such as Google, OpenAI, Anthropic, 

and other big labs rather than onto European downstream deployers. It also has to do with 

the training and the model architecture rather than all the components that make up a 

system. Most of the obligations are transparency and record-keeping measures that 

downstream deployers would not have the necessary information to comply with.279 

Providers must draw up two different kinds of technical documentation. One is to be kept 

at hand in case it is requested by the AI Office or national authorities, while the other one 

is for downstream providers that wish to integrate the model into their AI system.280 The 

documentation for the authorities must contain various pieces of information including 

“the design specifications of the model and training process, including training 

methodologies and techniques; the key design choices including the rationale and 

assumptions made; what the model is designed to optimise for and the relevance of the 

different parameters.”281 The AI Act also requires “information on the data used for 

training, testing and validation, where applicable, including the type and provenance of 

data and curation methodologies (e.g. cleaning, filtering etc.), the number of data points, 

their scope and main characteristics; how the data was obtained and selected as well as all 

other measures to detect the unsuitability of data sources and methods to detect 

identifiable biases,” “the computational resources used to train the model (e.g. number of 

floating point operations), training time, and other relevant details related to the training” 

and “known or estimated energy consumption of the model.”282 

 

To further facilitate compliance with these detailed obligations, particularly concerning 

transparency and documentation, providers of general-purpose AI models are encouraged 

to adhere to Codes of Practice.283 Prepared through an AI‑Office‑led, expert‑chaired 

process with ~1,000 stakeholders and four working groups, the voluntary 

General‑Purpose AI Code of Practice helps providers meet Article 53(1) (Transparency, 

Copyright) and Article 55(1) (Safety & Security for systemic‑risk models); the final text 

was presented on 10 July 2025 and confirmed via adequacy decisions on 1 August 2025. 

Each working group was steered by Chairs and Vice‑Chairs—independent experts 

appointed by the AI Office—who facilitated drafting rounds, synthesised stakeholder 

input, and convened dedicated workshops with GPAI model providers before presenting 

the consolidated text to the closing plenary. The Code of Practice for General-Purpose AI 

Models: Transparency Chapter specifies measures for signatories to fulfill their 

transparency obligations under Article 53(1), points (a) and (b), and Annexes XI and XII 
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of the AI Act. This Code introduces a model documentation form designed to help 

providers compile required information, indicating which details are for downstream 

providers and which are reserved for the AI Office or national competent authorities upon 

request. This tiered disclosure mechanism aims to balance transparency with the 

protection of intellectual property and trade secrets. 

 

The documentation for downstream deployers must contain various elements including 

the applicable and acceptable use policies; how the model interacts, or can be used to 

interact, with hardware or software that is not part of the model itself; the architecture and 

number of parameters; the modality (e.g. text, image) and format of inputs and outputs; 

and information on the data used for training, testing and validation, where applicable, 

including the type and provenance of data and curation methodologies.284 

 

Notably, it is supposed to include a description of “the tasks that the model is intended to 

perform,”285 reminiscent of an intended purpose. The AI Act also includes a provision to 

address copyright issues. It must be possible for authors to express a reservation of rights, 

so their material is not used to train AI models.286 GPAIM providers also have “to draw 

up and make publicly available a sufficiently detailed summary about the content used 

for training of the general-purpose AI model.”287  

 

The AI Act also lays out obligations that are specific to generative AI. For instance, 

“general-purpose AI systems, generating synthetic audio, image, video or text content, 

shall ensure that the outputs of the AI system are marked in a machine-readable format 

and detectable as artificially generated or manipulated.”288 AI systems that generate 

synthetic content, such as deepfakes, must also clearly label their outputs as artificially 

produced.289 Whenever an AI system generates or modifies content, this must be 

disclosed to users, unless the content is for legal purposes or falls within artistic or 

satirical contexts.290 The AI Office will collaborate on developing guidelines for 

identifying and labeling artificially generated content. 

 

The AI Act introduces obligations for AI models carrying potential “systemic risks.” A 

“systemic risk” means a “risk that is specific to the high-impact capabilities of general-
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purpose AI models, having a significant impact on the Union market due to their reach, 

or due to actual or reasonably foreseeable negative effects on public health, safety, public 

security, fundamental rights, or the society as a whole, that can be propagated at scale 

across the value chain.”291 An AI model is considered as having systemic risk if the AI 

model has high impact capabilities, as assessed by technical tools and benchmarks, if it 

has similar capabilities or impact as decided by the Commission, or if the cumulative 

amount of computation used for its training measured in FLOPs was greater than 1025.292 

 

Providers of GPAIM with systemic risks have four main obligations.293 First, they must 

evaluate AI models using state-of-the-art protocols and tools. This includes adversarial 

testing to identify and mitigate systemic risks.294 Second, they must assess and mitigate 

systemic risks from deploying and using these systems at the E.U. level. Third, they are 

required to document, track, and report serious incidents and corrective actions to the AI 

Office and relevant national authorities without undue delay. Finally, they must ensure 

the AI models, and their physical infrastructure, have adequate cybersecurity 

protection.295  

 

Furthermore, the chapter Safety and Security of the Code of Practice for GPAIM outlines 

specific measures for providers of GPAIM with systemic risk to continuously assess and 

mitigate these risks throughout the entire model lifecycle.296 This includes establishing a 

safety and security framework that details systemic risk management processes, covering 

identification, analysis, acceptance determination, and mitigation. Key measures involve 

conducting lighter-touch and full model evaluations, including open-ended testing and 

red-teaming to identify unexpected behaviors, capability boundaries, or emergent 

properties. It also emphasizes post-market monitoring through various methods like end-

user feedback, incident reporting, and community-driven evaluations to gather 

information on model effects. The Code requires robust security mitigations to protect 

against unauthorized releases, access, and model theft, aiming to meet a defined security 

goal. Providers must document these processes and report serious incidents to the AI 

Office, with specified timelines for different severities of harm, ranging from critical 

infrastructure disruption to death or fundamental rights infringements. This underscores 

the EU's push for comprehensive risk management and continuous oversight for the most 

capable AI models. The Code of Practice is not mandatory but until a harmonized 
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standard is published, providers of GPAIM with systemic risk may rely on codes of 

practice to demonstrate compliance the obligations set out in Article 55(1).297  

 

The chapter on copyright in the Code of Practice for GPAIM addresses the critical issue 

of intellectual property, a prominent concern for these models.298 This chapter details 

how providers are expected to comply with Union copyright law, particularly Article 

53(1)(c) of the AI Act, which mandates a policy to identify and respect rights 

reservations. Measures include employing web-crawlers that respect protocols and 

identifying other machine-readable rights reservations. Providers also commit to 

mitigating the risk of copyright-infringing outputs by implementing technical safeguards 

and prohibiting such uses in their acceptable use policies. This highlights the EU's 

attempt to grapple with the unique intellectual property challenges posed by GPAI's 

reliance on vast datasets, acknowledging the need for mechanisms to protect creators' 

rights within this evolving technological landscape. 

 

This current governance model poses significant issues. The first one is the absence of 

substantive regulation for most GPAIS. While GPAIM are now in the scope of the AI 

Act, most meaningful safety measures are exclusively for GPAIM with systemic risk. In 

addition, the provisions do not consider systems as a whole, including user interfaces and 

other components of systems outside of the model.  

 

In addition, the E.U. AI Act has created two risk-based parallel regimes. The first one is a 

risk classification based mostly on the sector an AI system is used in. That one implies 

that risk is correlated with area of application. This regime offers the most substantive 

safety requirements. However, this regime would only apply to GPAI and generative 

systems deployed in the narrow use-cases considered “high-risk.” And even if they were 

deployed in those contexts, it is highly unlikely that their deployers could comply with 

the requirements. 

 

At the same time, there is another set of obligations for providers of GPAIM that are 

considered to have high levels of capability. A GPAIM is assumed to have such level of 
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and mitigating systemic risks; (b) assess and mitigate possible systemic risks at Union level, including their 

sources, that may stem from the development, the placing on the market, or the use of general-purpose AI 

models with systemic risk; (c) keep track of, document, and report, without undue delay, to the AI Office 

and, as appropriate, to national competent authorities, relevant information about serious incidents and 

possible corrective measures to address them; (d) ensure an adequate level of cybersecurity protection for 

the general-purpose AI model with systemic risk and the physical infrastructure of the model.” 
298 Code of Practice, supra note 283, Copyright (Chapter 2). 
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capability if it was trained on more than 1025 FLOPs.299 Therefore, this other regime 

relies on the assumed correlation between capability—captured imprecisely through the 

FLOPs level—and risk. While some models on the market meet or exceed this threshold, 

many models on the market do not.300 Thus, most systems built on GPAI models are 

neither considered high-risk according to the AI Act nor above the FLOPs threshold to fit 

the new definition of GPAIM. Furthermore, except for the obligation to label synthetic 

data as such, GPAIM are not subject to substantial safety requirements beyond those 

related to copyright and mere record-keeping duties on the part of their providers if they 

are trained on less than 1025 FLOPs.  

 

Another issue in this regime has to do with the fact that open-source GPAIM without 

systemic risk are not subject to the record-keeping obligations and are only subject to the 

copyright related ones. Some GPAIM are freely available online. For instance, Meta’s 

LLaMA model was leaked, along with the model weights.301 This means that anybody 

can use or modify it. Traditionally, the open-source community has positioned itself 

against exploitative practices and concentration of power. It usually releases software for 

the benefit of all. Recently, paradoxical dynamics have taken place. Some companies that 

have exploited people’s data such as Meta have supported the development of open-

source models. It even appears that the Meta leak could be intentional. The reasons are 

manifest in a leaked memo written by a Google employee and explaining that neither 

Google nor OpenAI has an advantage, and that the open-source community is getting 

ahead.302  

 

While companies like OpenAI have significant resources and use large amounts of 

computing power and data to train their models, programmers experimenting with LLMs 

from home do not have such resources. As a result, they can’t use brute force and must 

create targeted algorithms to achieve similar results without incurring the same costs. 

Large companies then learn from the research and code published online by the open-

source community.303 They benefit from a highly skilled workforce for free.304 They can 

 
299 European Commission, Artificial Intelligence – Questions and Answers (Aug. 1, 2024) (“Currently, 

general purpose AI models that were trained using a total computing power of more than 1025 FLOPs are 

considered to pose systemic risks.”).  
300 Ethan Molllick, Scaling: The State of Play in AI, ONE USEFUL THING (Sept. 16, 2024), 

https://www.oneusefulthing.org/p/scaling-the-state-of-play-in-ai. 
301 James Vincent, Meta’s Powerful AI Language Model has Leaked Online — What Happens Now?, VERGE 

(Mar. 8, 2023), https://www.theverge.com/2023/3/8/23629362/meta-ai-language-model-llama-leak-online-

misuse. 
302 Dylan Patel & Afzal Ahmad, Google “We Have No Moat, And Neither Does OpenAI,” SEMIANALYSIS 

(May 4, 2023), https://www.semianalysis.com/p/google-we-have-no-moat-and-neither. 
303 Id. 
304 Id.; Will Knight, The Myth of ‘Open Source’ AI, WIRED, https://www.wired.com/story/the-myth-of-

open-source-ai/. 
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use and learn from the research outputs and software published online; but also have the 

resources to take them further internally. Simultaneously, some academics and 

researchers are asking to restrict open-source models because they believe these models 

pose serious dangers.305 For instance, many models available for free can be used for 

criminal purposes such as to create malware or large-scale scams.306 Yet, those releasing 

them will not be subject to the highest standards of transparency and disclosure. 

 

2.4.2 Improving the governance of GPAIS 

 

2.4.2.1 The Relation between Capability and Risk 

 

The European Commission's recent guidelines clarify their approach to classifying 

general-purpose AI models, including those with systemic risk.307 They define a general-

purpose AI model as one displaying “significant generality” and capable of “competently 

performing a wide range of distinct tasks.” An indicative criterion for a model to be 

considered a general-purpose AI model is if its training compute is greater than 1023 

FLOPs and it can generate language (text or audio), text-to-image, or text-to-video. This 

threshold is seen as an imperfect proxy for generality and capabilities but is considered 

the most suitable approach currently available. The guidelines acknowledge that models 

specifically trained for narrow tasks, even with high compute (e.g., transcribing speech, 

upscaling images, playing chess), are not considered general-purpose AI models if they 

cannot competently perform a wide range of distinct tasks. Regarding systemic risk, a 

general-purpose AI model is classified as having systemic risk if it meets “high-impact 

capabilities” (matching or exceeding the most advanced models), or if the Commission 

determines it has equivalent capabilities or impact based on Annex XIII criteria. 

Critically, a model is presumed to have high-impact capabilities if the cumulative amount 

of computation used for its training is greater than 1025 FLOPs. The U.S. has also adopted 

a FLOPs threshold to categorize GPAIM as higher risk, though the Biden Executive 

Order that did so was later repealed by the Trump administration.308  

 

 
305 See, e.g., David Evan Harris, Open-Source AI is Uniquely Dangerous: But the Benefits of Regulations 

That Could Rein It In Would Benefit All of AI, IEEE SPECTRUM (Jan. 12, 2024), 

https://spectrum.ieee.org/open-source-ai-2666932122.  
306 Id. 
307 EUROPEAN COMMISSION, supra note 69. 
308 While the E.U.  was adopting the 1025 threshold that only includes GPT-4, the U.S. was adopting the 

1026 that did not include any current system. See Exec. Order No. 14110, Executive Order on the Safe, 

Secure, and Trustworthy Development and Use of Artificial Intelligence, 88 Fed. Reg. 75191 (Nov. 1, 

2023). 
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This choice relies on two assumptions. The first one is that FLOPs and capability are 

highly correlated. The second assumption is that capability and risks are highly 

correlated. Therefore, the number of FLOPs used to train a model is correlated with the 

corresponding system’s risk level. The question of a relation between capability and risk 

can be divided into two components: 1) whether a more generally capable system is 

correlated with more risk; 2) whether certain specific capabilities of an AI system are 

correlated with more risk. 

 

AI models are made of three ingredients: data (for which both quantity and quality 

matter), the model (which refers to the choice of algorithm, the architecture of the model 

and the number of parameters), and computing power (which can be quantified in the 

number of FLOPs used to train the model). AI systems incorporate additional ingredients 

such as a user interface, engineered prompts, a memory. Research has shown that 

increasing the size of the dataset, the number of parameters, or the computing power used 

to train an AI model led to significant increases in performance and generalization 

abilities, a phenomenon labeled the “scaling laws.”309 Many current AI companies are 

trying to build more capable AI—or even AGI—from dramatically scaling the 

ingredients.310 However, as we have seen with Deepseek, there is also progress to be 

made from simply using better algorithms without dramatically increasing the amount of 

training resources.311   

 

Diaz and Madaio have contested the scaling laws when it comes to data, showing that as 

the size of the dataset increases, the performance of the AI model might become worse 

for certain communities.312 On average, practitioners have found that scaling one of the 

AI ingredients leads to AI models acquiring emergent abilities that were not foreseen by 

their producers,313 although such emergent capabilities have sometimes been 

overestimated.314 As a result, it is assumed that the computing power used to train an AI 

model correlates with its capability level. 

 
309 See Wei, supra note 235; Aakanksha Chowdhery et al., PaLM: Scaling Language Modeling with 

Pathways, (Apr. 5, 2022) (unpublished manuscript), https://arxiv.org/abs/2204.02311. 
310 Keach Hagey & Asa Fitch, Sam Altman Seeks Trillions of Dollars to Reshape Business of Chips and AI, 

Wall St. J. (Feb. 8, 2024), https://www.wsj.com/tech/ai/sam-altman-seeks-trillions-of-dollars-to-reshape-

business-of-chips-and-ai-89ab3db0; Shazeer & Wang, supra note 78. 
311 Kaleah Salmon, DeepSeek AI Challenges ChatGPT with Low-Cost Innovation, SecurityBrief UK (Feb. 

5, 2025), https://securitybrief.co.uk/story/deepseek-ai-challenges-chatgpt-with-low-cost-innovation. 
312 Fernando Diaz & Michael Madaio, Scaling Laws Do Not Scale, (July 5, 2023) (unpublished 

manuscript), http://arxiv.org/abs/2307.03201. 
313 Sanjeev Arora & Anirudh Goyal, A Theory for Emergence of Complex Skills in Language Models, 

(July 28, 2023) (unpublished manuscript), http://arxiv.org/abs/2307.15936; Ganguli et al., supra note 239; 

Wei, supra note 235. 
314 Rylan Schaeffe et al., Are Emergent Abilities of Large Language Models a Mirage?, (Apr. 28, 2023) 

(unpublished manuscript), http://arxiv.org/abs/2304.15004. 
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The International Standard Organization considers that “AI systems have a spectrum of 

risk, determined by the severity of the potential impact of a failure or unexpected 

behavior.”315 Relevant factors to assess the level of risk of an AI system include: 

• the type of action space the system is operating in (e.g. 

recommendations vs direct action in an environment) 

• the presence or absence of external supervision 

• the type of external supervision (automated or manual) 

• the ethical relevance of the task or domain 

• the level of transparency of decisions or processing steps 

• the degree of system automation.316 

 

It is likely that a more generally capable AI system operates in a wider action space with 

more automation. It is also less likely to be subject to high levels of human supervision 

given that: 1) a higher proportion of a task or plan might be automated and conducted by 

a single system, reducing the number of points of potential control; and 2) as AI systems 

become more capable, they are more likely to be used to supervise and control other 

systems. It is also possible that more capable systems will be deployed in wider use cases 

and higher stakes contexts, making their potential mistakes more harmful. Moreover, as 

the level of capability of GPAIS increase, they become more complex, worsening the 

black box effect and making their level of transparency lower.317 Finally, if a highly 

capable system acquires dangerous goals, for instance through goal misspecification (e.g., 

misaligned reward definition), it could be capable of achieving it and causing widespread 

harm.318 It is thus sensible to expect the number of AI accidents to increase as more 

capable systems are deployed.319 In addition, more capable GPAIS also increase the risk 

of intentional harm as AI systems that are more capable make AI-assisted crimes easier 

(e.g. phishing and scamming, attacks on cyber and real infrastructures, etc.).320 It is also 

expected that certain specific capabilities (e.g. reasoning or planning) increase the risk 

 
315 International Standards Organization, Information Technology — Artificial Intelligence — Artificial 

Intelligence Concepts and Terminology, https://www.iso.org/standard/74296.html (last visited Feb. 22, 

2025). 
316 Id. 
317 See PASQUALE, supra note 125. 
318 Victoria Krakovna et al., Specification Gaming: The Flip Side of AI Ingenuity, DEEPMIND (Apr. 21, 

2020), https://www.deepmind.com/blog/specification-gaming-the-flip-side-of-ai-ingenuity. 
319 Id. 
320 OPWNAI: Cybercriminals Starting to Use ChatGPT, CHECK POINT RSCH. (Jan. 6, 2023), 

https://research.checkpoint.com/2023/opwnai-cybercriminals-starting-to-use-chatgpt/; ChatGPT - The 

Impact of Large Language Models on Law Enforcement, EUROPOL (June 11, 2024), 

https://www.europol.europa.eu/publications-events/publications/chatgpt-impact-of-large-language-models-

law-enforcement; Kinniment et al., supra note 248. 
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posed by AI systems because it might both increase the number of actions an AI system 

can take and decrease the level of supervision they receive. 

 

It is thus important to both increase and improve risk prevention measures for more 

capable models and systems. However, many experts agree that a FLOPs threshold is an 

imperfect measure.321 First, scaling other ingredients such as the number of parameters 

and the size of the dataset can also lead to highly capable models. Second, this threshold 

can drive certain companies to build more capable models while avoiding reaching the 

number of FLOPs that would lead to their models being regulated. They may even create 

systems from multiple smaller models—as opposed to a single bigger one—to avoid the 

AI Act’s imposed requirements. In fact, this is currently one of the most promising ways 

to make more capable and more agentic systems. Research shows that you can improve 

the capabilities of systems by combining LLMs with other AI models and using programs 

built around them.322 For instance, using a software framework (called a scaffolding 

program) that supports and guides the learning, reasoning, and decision-making processes 

of an AI agent shows promising results.323 It remains to be seen how much the AI Act 

will contribute to shaping AI technology through discouraging model developers from 

reaching the FLOPs level, but this would be another way policymakers would cocreate 

technology.324 

 

A scaffolding program can do the following: 1) task decomposition (breaking down 

complex, high-level tasks into smaller, more manageable subtasks that the AI agent can 

solve independently); 2) prompt engineering (generating optimal prompts for the AI 

agent); 3) memory retention (maintaining a history of actions, decisions, and results); and 

4) coordination (managing the interaction between the AI agent and other components of 

the system, such as external APIs, databases, or simulated environments). In the study 

referred to earlier in which GPT-4 created and acted on a phishing plan, a scaffolding 

program was used to make calls to the LLM API and to run code in a virtual machine.325 

Another approach to create AI systems capable of reasoning and planning is to combine 

symbolic-based models such as solvers and verifiers with LLMs. For example, 

Kambhampati et al. built an LLM-Modulo Framework in which an LLM provides broad 

 
321 See generally Sara Hooker, On the Limitations of Compute Thresholds as a Governance Strategy, (July 

8, 2024), (unpublished manuscript), https://arxiv.org/abs/2407.05694; Matt O’Brien, Regulators Turn to 

Math to Determine When AI is Powerful Enough to be Dangerous, PBS (Sept. 4, 2024), 

https://www.pbs.org/newshour/nation/regulators-turn-to-math-to-determine-when-ai-is-powerful-enough-

to-be-dangerous. 
322 Kinniment et al., supra note 248; Dario Amodei et al., Concrete Problems in AI Safety, (June 21, 2016) 

(unpublished manuscript), https://arxiv.org/abs/1606.06565. 
323 Amodei et al., supra note 322, at 13. 
324 Jones, supra note 15. 
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approximate knowledge of the problem domain, while the external verifiers bring in 

formal reasoning capabilities and help ensure the correctness of the generated plans or 

solutions.326 The current definition of GPAIM with systemic risk is thus under-protective 

of consumers because certain GPAIS can be highly capable by combining models that do 

not meet the criteria to be considered GPAIM with systemic risk. 

 

2.4.2.2 Addressing Systemic Issues 

 

The fact that GPAIM and not systems are regulated in the AI Act is problematic. AI 

systems are sociotechnical compounds that encompass not only the AI model but also all 

the components required to deploy and operate the model in a real-world environment.327 

This includes data pipelines, user interfaces, hardware infrastructure, and any other 

software or tool.328 Importantly, it also includes the ways humans interact with the AI, 

such as through user interfaces or feedback mechanisms.329 An AI system can even 

contain several AI models interacting with one another.  

 

There are different ways a GPAIS can be harmful. First, an AI system can be harmful 

from not performing as expected. This is what lawyers might consider a defect. Yet, it is 

almost impossible to foresee how an AI system will behave because GPAIS are highly 

unpredictable. A same prompt might lead to different outputs at different times.330 An AI 

system might also perform very well in a certain context and not in another one, so it 

would be harmful when introduced in a new context.331 As a result, it is impossible for 

the developer of a GPAIM to foresee how the model will perform once embedded into 

the system, in all the contexts it will be deployed and with all the prompts it will receive. 

Therefore, ensuring that GPAIS are safe requires continuously monitoring the way they 

interact with users and what impacts they are causing, even and especially after 

deployment. It involves stress testing systems in different contexts and for outliers.332 

This is true for all AI systems created from GPAIM, and not solely the ones from models 

trained on more than 1025 FLOPs. 

 
326 Subbarao Kambhampati, Can LLMs Really Reason and Plan?, COMMC’NS. ACM (Sept. 12, 2023), 

https://cacm.acm.org/blogs/blog-cacm/276268-can-llms-really-reason-and-plan/fulltext. 
327 See Schwartz et al., supra note 40. 
328 Id. 
329 Id. 
330 Daniel Liden, Foundation Models API Prompting Guide 1: Lifecycle of a Prompt, DATABRICKS (July 16, 

2024), https://community.databricks.com/t5/technical-blog/foundation-models-api-prompting-guide-1-

lifecycle-of-a-prompt/ba-p/77749. 
331 Elliot Jones, What is a Foundation Model?, ADA LOVELACE INST. (July 17, 2023), 
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Second, an AI system might also be harmful because it is performant and being used in 

malicious ways. While GPAIS do not create new harms in that regard, they make it 

possible to automate and scale up pre-existing harms.333 For instance, while troll farms 

have existed for a long time, all the steps of disinformation campaigns can now be 

automated, making it possible to scale the reach of these troll farms to unprecedented 

levels.334 Other criminal activities such as fraud, targeted phishing, and malware 

deployment can be automated and scaled up as well.335 This is the case with current 

GPAIM trained on less than 1025 FLOPs.336 Preventing these harms requires conducting 

risk assessments including red teaming exercises meant to see if it is possible to use these 

systems in harmful ways.337 

 

Third, AI systems might be harmful by virtue of being used regardless of their 

performance. This is the case, for instance, if they create overreliance and lead to humans 

losing skills or meaning, exploitative labor practices, or negative environmental impacts. 

This can happen whether the AI model has been trained over more than 1025 FLOPs or 

not. Assessing these harms can only be done at society’s level and in collaboration with 

users and civil society. This requires governments to step up, coordinate such dialogue 

and assessment, and adopt policies that can counteract these social harms. 

 

In all cases, it is the systems that should be assessed: including the interactions between 

the different models, the scaffolding, any relevant interface, and the interaction with 

humans. It is our hope that the E.U. Commission, pursuant to articles 51 and 97, will 

adopt new thresholds and rules to include all GPAIS (and not only GPAIM) into the 

systemic risk category. 
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2.4.2.3 Required Disclosures 

 

As we have seen, it is impossible to predict all possible harms from GPAIS, since they 

are inherently unpredictable and their output is highly context-dependent. Therefore, a 

safety approach that is exclusively pre-market will necessarily fail. This is why certain 

disclosures from providers and deployers of AI systems should be mandated on a regular 

basis. These should include all the incidents that incurred with the system and all the 

hand patches done.  

 

2.4.2.3.1 Establishing a Database for Reporting Incidents 

 

For the incident disclosure, the victims of certain harms from AI systems should have a 

way to file an incident report with their national body to open an investigation. The types 

of incidents that must be reported should include defect-related harms, criminal harms, 

and societal-level harms. Given that AI systems can deeply affect society through small 

effects on many individuals, it is essential to include such incidents in the database. The 

incident database should be made public to enable academics and civil society to analyze 

it and contribute to forming solutions for risk mitigation. It will also provide an additional 

incentive for companies to make the safest systems possible. Certain industries such as 

the aviation industry have public databases of incident reports and lessons could be 

drawn from such cases. 

 

2.4.2.3.2 Mandating the Public Disclosure of Hand-Patches 

 

Hand patches should also be released publicly by AI companies. In an earlier section, the 

method of Reinforcement Learning from Human Feedback was described.338 While 

RLHF steers a model toward a preferred behavior, it does not create “hard rules” for the 

systems. For instance, if the training phase of ChatGPT reinforced inclusive outputs over 

racist ones, it does not make it impossible for the system to produce racist outputs, but it 

makes it less likely. In addition to these methods, OpenAI also hand-coded certain rules 

inside of ChatGPT. A rule can, for instance, consist in preventing the system from 

answering questions containing certain words. 

 

 
338 Dave Bergmann, What is Reinforcement Learning from Human Feedback (RLHF)?, IBM (Nov. 10, 

2023), https://www.ibm.com/think/topics/rlhf. 
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Soon after ChatGPT was deployed, users began circumventing the rules imposed by 

OpenAI by a process called “jailbreaking.” By crafting their prompts in a certain way, 

users could get ChatGPT to give responses that violate the content guardrails and safety 

measures implemented by OpenAI.339 For instance, one user managed to get ChatGPT to 

give them the recipe for napalm by pretending that they missed their deceased 

grandmother who used to be a chemical engineer and would gently describe the napalm 

recipe to them to put them to sleep.340 

 

Jailbreaking illustrates the fact that humans are not currently able to ensure that AI 

system’s outputs remain legal and ethical. There is currently no way to impose 

deontological limitations on the outputs of AI models trained using deep learning. In the 

face of that uncertainty, AI developers adopt band-aid solutions. For instance, each time 

internet users share a new prompt to jailbreak ChatGPT, OpenAI responds with a hand-

patch.341 What this means is that they manually add a piece of code preventing that 

specific prompt from working in the future. However, it does not solve the inherent, 

deeper issue, and new prompts will be able to circumvent the same rules. For providers to 

simply hand patch their systems would not truly fix the issue. This is why providers of 

GPAIS should be mandated to publicly disclose the hand patches they make to their 

systems. This will give policymakers and civil society more information as to the 

inherent issues with the systems and whether the risks are truly mitigated. 

 

2.5 Conclusion 

 

There is much to applaud about the AI Act, which represents the first substantial attempt 

by an advanced economy to regulate the complex challenges raised by artificial 

intelligence technologies. But like all good first drafts, there is much more that can be 

improved upon. It may well be too late for the E.U. to learn from the mistakes of the AI 

Act; however, in this case, Europe's loss may well be the rest of the world's gain. What 

we have learned from the AI Act is that it is essential to build a legal regime that is 

adapted to GPAIS. As other jurisdictions follow in the footsteps of the EU, this Paper has 

sought to argue that it is essential to reconsider how we define AI and to recognize that 

the potential harms of AI extend far beyond flawed datasets. Particularly with respect to 

generative and general-purpose AI technologies, it is important to reject an EU-style 
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product safety approach and to acknowledge that these systems often lack a prior 

intended purpose, making traditional risk classification frameworks inadequate. 

 

The project of regulating AI will be a lengthy one, one that will not be solved by a single 

enactment from any jurisdiction, no matter how well-meaning. It is a testament to the 

rapidly evolving nature of AI that the E.U. AI Act is in some senses obsolete even before 

it has come into effect. While Chapter V of the AI Act introduces a dedicated regime for 

General-Purpose AI models, aiming for ex-ante compliance, its foundational approach 

remains deeply rooted in product safety principles. This is evident in the emphasis on 

pre-market safety requirements and the lingering, albeit adapted, reliance on concepts 

like 'intended purpose' in its broader framework, which, as this Paper has argued, prove 

ill-suited for the dynamic and unpredictable nature of GPAIS. Future regulatory efforts 

should focus on regulating systems over models, implementing universal risk 

assessments and red-teaming exercises for all GPAIS, and establishing robust disclosure 

requirements for incidents and interventions. Only by learning from the ways that the AI 

Act has failed to succeed can future AI laws have any chance of effectively addressing 

the complex challenges posed by GPAIS. 
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Chapter 3 

The AI Manipulation gap 

 

 

3.1 Introduction 

 

In a recent study, GPT-4 was capable of autonomously planning a multistep phishing 

attack on a specific person and of carrying it out almost convincingly.342 AI systems 

today can facilitate manipulation on a large scale, and even autonomously deceive 

regardless of their programmers’ intent. Such manipulation has been said to violate 

European Union (EU) fundamental rights to autonomy and dignity. 

On June 13, 2024, the E.U. adopted the Artificial Intelligence Act (AI Act), which 

bans certain AI systems and imposes ex-ante safety requirements onto those considered 

to pose a high risk of harm to the health and safety or the fundamental rights of persons. 

The regulation bans AI systems that “deploy subliminal techniques beyond a person’s 

consciousness or purposefully manipulative or deceptive techniques,” and that distort 

people’s behavior by “appreciably impairing their ability to make an informed decision, 

thereby causing them to take a decision that they would not have otherwise taken” in a 

manner that causes them significant harm. This paper argues that this provision is under-

inclusive. It develops its arguments in four parts.  

 

Part 3.2 will give an overview of AI-enabled manipulation. Section A clarifies what 

manipulation is and how it has traditionally manifested in society. Section B shows 

different ways in which AI systems can be used to manipulate or deceive. It covers user 

targeting, dark patterns, anthropomorphic presentations, and synthetic content. Section C 

demonstrates that some elements are unique to AI-enabled manipulation and that AI-

enabled manipulation is different in nature from regular manipulation. AI-enabled 

manipulation involves different types of power and information asymmetries. In addition, 

AI systems can act manipulatively regardless of any explicit human intent. When it 

comes to democracy, AI-enabled manipulation leads to structural changes that endanger 

democratic processes. 

 

Part 3.3 presents the E.U. legal framework that is relevant to AI-enabled manipulation. 

The Digital Services Act addresses certain manipulative practices on online platforms by 

imposing transparency and disclosure requirements to mitigate the knowledge asymmetry 

between users and companies. The Regulation on the transparency and targeting of 

 
 342 Kinniment et al., supra note 248. 
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political advertising bans political microtargeting based on protected characteristics and 

imposes transparency requirements for all political targeting. It might prevent the 

loopholes of proxy variables and publicly available data. However, many cases of AI-

enabled manipulation fall outside of the scope of these two regulations. The AI Act, the 

main AI regulation, falls short of defining manipulation in a useful way.  

 

Part 3.4 shows the different pitfalls of the current AI Act provisions. Section A 

demonstrates the assumption that individuals are fully rational agents whose decisions are 

only compromised when their rational processes are subverted. It argues that this view is 

flawed because it relies on outdated notions of free will and agency. Section B criticizes 

the focus on subliminal techniques and identifies four problems with this approach. First, 

by focusing on stimuli imperceptible to the senses, the AI Act ignores manipulative 

techniques that operate through perceptible means but still influence individuals 

unconsciously. Second, the reliance on Cartesian dualism, which separates mind and 

body and mistrusts the senses, is outdated. Third, empirical evidence shows that 

subliminal techniques have minimal and conditional effects. Fourth, the exaggerated fear 

of subliminal manipulation stems from Cold War-era anxieties about mind control and 

brainwashing, which have been debunked over time, and distracts policymakers from 

more manipulative systems.  

 

Part 3.5 proposes solutions to address the under-inclusiveness of the AI Act by 

advocating for broader interpretations and a new definition of manipulation. Section A 

argues for a broader interpretation of “subliminal techniques,” suggesting that the term 

should encompass any manipulative methods that individuals are not fully aware of, even 

if they are perceptible to the senses. Section B calls for a broader interpretation of 

“purposeful” manipulation in the AI Act. It recognizes that AI systems can manipulate 

individuals without explicit human intent due to their autonomous and adaptive nature. 

By focusing on the effects of manipulation rather than the intent behind it, the legislation 

can better address the realities of AI-enabled influence. Section C proposes a new 

definition of manipulation, framing it as “using someone as a means against themselves.” 

This definition emphasizes the exploitation of individuals to achieve goals that benefit the 

manipulator while being misaligned with the individual’s own interests. 

 

3.2 AI-enabled manipulation: old and new 

 

This part will give an overview of AI-enabled manipulation and how it relates to E.U. 

law. Section A will discuss how manipulation has evolved over time with the emergence 

of certain technologies. Section B will cover different ways in which AI systems can be 
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manipulative or deceitful. Section C will show that AI-enabled manipulation is different 

both quantitatively and qualitatively from regular manipulation.  

 

3.2.1 What manipulation is 

 

It is assumed that manipulation has existed at least as long as humans have, and cat 

owners can attest that communicating through language or being human are not 

prerequisites to being able to manipulate. Over time, certain technologies have emerged 

that have made manipulation easier to carry out or to scale up. Section A will show how 

manipulation has evolved in relation to technology in the past few centuries. 

 

Manipulation happens all the time to various degrees and in different aspects of life. It 

can happen in interpersonal relationships in the domestic sphere, at work, in the context 

of commercial transactions, in the media, and in politics. It usually consists in interfering 

with someone’s decision-making by either “changing the options available to the other 

person (their decision space) or changing how they understand their options (their 

internal decision-making process)” or both.343 It can involve using information about the 

person being manipulated, concealing one’s true interest in an outcome, or manipulating 

information itself. In summary, manipulation consists in knowingly preventing someone 

from making an informed decision for themselves. Cass Sunstein explains that one of the 

main arguments against manipulation is that it takes away from people the ability to make 

informed decisions for themselves even though they are the ones who know best. 

However, he points out, there are cases when people are not the best suited to know for 

themselves, which might make manipulation more acceptable.344 For instance, is it 

acceptable to manipulate a child so they eat healthy food or go to bed earlier? This article 

considers that manipulation is problematic when it goes against the interest of the person 

who is the subject of the manipulative practice. Therefore, it is concerned with the kind 

of manipulation that would prevent someone from making the decision that is the best for 

themselves. Usually, this would involve preventing the person from having or 

understanding all the information they need. Manipulation can involve persuasion, but 

not all persuasion is manipulation. Lying, if the lie is about information that is relevant to 

the other person’s decision-making process, would constitute a form of manipulation.  

 

 
 343 Daniel Susser, Beate Roessler, & Helen Nissenbaum, Online Manipulation: Hidden Influences in a 

Digital World, 4 GEO. L. TECH. REV. 1, 14 (2019), 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3306006. 

 344 Cass R. Sunstein, Fifty Shades of Manipulation, 1 J. MKTG. BEHAV. 213 (2015), 

https://papers.ssrn.com/abstract=2565892. 
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Historically, manipulation of information has involved influencing the content of some 

relevant information, the access to it, or both. A historic example of content manipulation 

took place on the night of August 23, 1799, when Napoleon Bonaparte, then the head of 

the French military, left Egypt in secret to avoid claiming responsibility for the upcoming 

defeat in the war against Great Britain.345 Upon arriving in France, he claimed that he had 

left his troops victorious, making sure that once the media would find out about the 

defeat, the blame would go to Kleber, the general he had left in charge.346 His goal was to 

have public opinion on his side as he intended to become Emperor. An instance of access 

manipulation was that of Roman Emperor Caligula, who “used to post his new laws on 

columns so tall and in a hand so small that the people could not read them. The whole 

point was to ensure that people lived in fear—the most powerful of a tyrant’s 

weapons.”347  

 

From Sumerian tablets whose every square inch was written on, even including the sides, 

to Instagram, the cost of publicizing information has significantly decreased. Along the 

way, several technologies contributed to this trend, the most notable ones being the 

printing press, the radio, television, and the internet. These new media led to three main 

tendencies. The first one was an increase in the quantity of information publicized and its 

reach, as the cost had become lower. It is easier and cheaper than ever to publicize 

information to an increasing number of people. The second one is an increase in the 

proportion of information publicized that is meant to persuade. While a majority of the 

tablets from Sumer contained accounting information, the proportion of pamphlets and 

opinion pieces increased with each new medium making it easier and cheaper to publish 

information. Today, anyone can give their opinion on anything by posting it on social 

media. The third tendency is the increased ability to appeal to all senses. From painting to 

photography, sound recording, and video, there has been a shift in the nature of 

information transmitted. Today, most of it is not factual and is composed of images, 

sounds, and videos that appeal to our senses and our System 1 before our rationality.348 

For instance, French bakeries, especially the non-traditional ones located in subway 

stations and malls, sometimes spread synthetic perfumes that smell like freshly baked 

goods around their store. This is a benign example of manipulation as it changes how 

people walking by the bakery understand their options, both because the smell might 

 
 345 ALAN FORREST, NAPOLEON - LIFE, LEGACY, AND IMAGE: A BIOGRAPHY 115–19 (St. Martin's Griffin 

2011). 

 346 See Id. at 118–19. 

 347 Neil Gorsuch & Janie Nitze, America Has Too Many Laws, THE ATLANTIC (Aug. 2024), 

https://www.theatlantic.com/ideas/archive/2024/08/america-has-too-many-laws-neil-gorsuch/679237/. 

 348 The distinction between System 1 and System 2 was popularized in DANIEL KAHNEMAN, THINKING, 

FAST AND SLOW (2011). System 1 is our automatic, instinctive, state that is prone to bias and System 2, 

which is slower, is our deliberative, rational state. Cass Sunstein argues that aiming at System 1 to bypass 

System 2 can be a form of manipulation. See Sunstein, supra note 344. 
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trigger hunger and other physical responses, and because they will expect the smell to be 

directly related to an actual pastry they can buy instead of being a fake smell released to 

increase the bakery’s sales. The smell might falsely lead someone to believe that they are 

hungry, as it will falsely lead them to overestimate the enjoyment they can derive from 

eating a factory-made croissant that is odorless.  

 

This ability to appeal to different senses to convey information in other ways than 

language can be used to create networks of associations in our brains. These networks of 

associations can be exploited to persuade in subtle ways, or even manipulate. Concepts 

from cognitive sciences are increasingly used to persuade through political 

communication,349 advertising,350 and more recently, nudges— “any aspect of the choice 

architecture that alters people’s behavior in a predictable way without forbidding any 

options or significantly changing their economic incentives. To count as a mere nudge, 

the intervention must be easy and cheap to avoid.”351 A classic example of nudging is to 

present people with three options in a specific order knowing that it is always more likely 

for people to choose the second one.  

 

The distinctions between factual and non-factual information and between material to 

inform and material to persuade are increasingly blurred. This shift is noticeable in the 

evolution of the notion of advertising in European law. In 1993, in Commission v. 

France, the Court of Justice of the E.U. held that “advertising consists in the 

dissemination of a message intended to inform consumers of the existence and the 

qualities of a product or service, with a view to increasing sales.”352 However, in 2006, 

Directive 2006/114 provided that advertising is “the making of a representation in any 

form in connection with a trade, business, craft or profession in order to promote the 

supply of goods or services, including immovable property, rights, and obligations.”353 

This change in the definition highlights the shift from a factual message destined to 

inform consumers as to the existence or the properties of a good to a representation 

disconnected from factual claims.  

 

 
 349 William A. Gorton, Manipulating Citizens: How Political Campaigns’ Use of Behavioral Social 

Science Harms Democracy, 38 NEW POL. SCI. 61 (2016). 

 350 VANCE PACKARD & MARK CRISPIN MILLER, THE HIDDEN PERSUADERS (reprt. ed. 2007); Jon D. 

Hanson & Douglas A. Kysar, Taking Behavioralism Seriously: Some Evidence of Market Manipulation 

(Harvard Pub. L. Working Paper, Paper No. 08-52 2008), https://papers.ssrn.com/abstract=1286703. 

 351 RICHARD H. THALER & CASS R. SUNSTEIN, NUDGE: THE FINAL EDITION 8 (rev. ed. 2021). 

 352 Case C-68/92, Comm’n of the Eur. Cmtys. v. French Republic, 1993 E.C.R. 888.. 

 353 Directive 2006/114, of the European Parliament and of the Council of 12 December 2006 concerning 

Misleading and Comparative Advertising, 2006 O.J. (L 376). 
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On one side, Coca-Cola is putting its soda in the hands of admired movie stars, and funds 

communication campaigns presenting inactivity as the main cause of type 2 diabetes to 

move the public’s attention away from the main culprit—sugar.354 On the other side, 

local governments are placing water in more visible locations, in school cafeterias, and 

displaying images of attractive people drinking water in the subway. This shift from 

factual to non-factual information makes it impossible to weigh the different pieces of 

information against one another. Yet, receiving a constant flow of subtle, non-factual 

information from society can lead to opinion formation, for instance to the creation of 

unconscious bias.355 

 

As a result of these trends, the past few decades have seen a solid academic debate on the 

concepts of influence and manipulation in the media and in advertising.356 The questions 

at stake are generally how to define manipulation, control, and influence, and in which 

contexts, if at all, these different techniques should be permissible. More recently, a 

debate took place over whether nudging is manipulative.357 

 

 

 
 354 Benjamin Wood, Gary Ruskin & Gary Sacks, How Coca-Cola Shaped the International Congress on 

Physical Activity and Public Health: An Analysis of Email Exchanges between 2012 and 2014, 17 INT. J. 

ENVIRON. RES. PUB. HEALTH 8996 (2020). 

 355 Taylor N. Santoro & Jonathan D. Santoro, Racial Bias in the U.S. Opioid Epidemic: A Review of the 

History of Systemic Bias and Implications for Care, 10 CUREUS (Dec. 14, 2018), 

https://www.cureus.com/articles/16247-racial-bias-in-the-us-opioid-epidemic-a-review-of-the-history-of-

systemic-bias-and-implications-for-care. 

 356 For the influence of manipulation in the media, see generally EDWARD S. HERMAN & NOAM 

CHOMSKY, MANUFACTURING CONSENT: THE POLITICAL ECONOMY OF THE MASS MEDIA (ed. 2002) and 

GUY DEBORD, LA SOCIETE DU SPECTACLE [THE SOCIETY OF THE SPECTACLE] (Éditions Gallimard 2015). 

For the influence of manipulation in advertisement, see Roger Crisp, Persuasive Advertising, Autonomy, 

and the Creation of Desire, 6 J. BUS. ETHICS 413 (1987); Tom L. Beauchamp, Manipulative Advertising, 3 

BUS. & PRO. ETHICS J. 1 (1984); Paul C. Santilli, The Informative and Persuasive Functions of Advertising: 

A Moral Appraisal, 2 J. BUS. ETHICS. 27 (1983); Robert L. Arrington, Advertising and Behavior Control, 1 

J. BUS. ETHICS 3 (1982); MICHAEL J. PHILLIPS, ETHICS AND MANIPULATION IN ADVERTISING: ANSWERING 

A FLAWED INDICTMENT (1997); JOHN E. CALFEE, FEAR OF PERSUASION: A NEW PERSPECTIVE ON 

ADVERTISING AND REGULATION (Agora 1997). 

 357 J. S. Blumenthal-Barby & Hadley Burroughs, Seeking Better Health Care Outcomes: The Ethics of 

Using the “Nudge,” 12 AM. J. BIOETHICS 1 (2012); Keith Dowding & Alexandra Oprea, Nudges, 

Regulations and Liberty, 53 BRITISH J. OF POL. SCI. 1 (2022); Guldborg Hansen & Andreas Maaløe 

Jespersen, Nudge and the Manipulation of Choice A Framework for the Responsible Use of the Nudge 

Approach to Behaviour Change in Public Policy, 4 EUR. J. RISK REGUL. 3 (2013); Thomas RV Nys & Bart 

Engelen, Judging Nudging: Answering the Manipulation Objection, 65 POL. STUD. 199 (2017); Brett M. 

Frischmann, Human-Focused Turing Tests: A Framework for Judging Nudging and Techno-Social 

Engineering of Human Beings, (Cardozo Leg. Stud. Rsch Paper, Paper No. 441 2014), 

https://papers.ssrn.com/abstract=2499760; Philipp Hacker, Nudging and Autonomy. A Philosophical and 

Legal Appraisal, in HANDBOOK OF RESEARCH METHODS IN CONSUMER LAW (Edward Elgar, ed., 

forthcoming), https://papers.ssrn.com/abstract=2779507; Cass R. Sunstein, Misconceptions About Nudges 

(Nov. 15, 2017), https://papers.ssrn.com/abstract=3033101 (informally published working paper) (on file 

with author). 
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3.2.2 What AI-enabled manipulation is 

 

As described in the previous section, various technologies have made manipulation easier 

to carry out or to scale up. An AI system is a “machine-based system, that for explicit or 

implicit objectives infers, from the input it receives how to generate outputs such as 

predictions, content, recommendations, or decisions.”358 Today, AI systems are defined 

broadly and contain both simple clustering and regression algorithms as well as more 

complex deep-learning or reinforcement-learning based models. AI-enabled manipulation 

is conducted using AI systems and can have different aims, such as persuading someone 

to buy a specific good, increasing the time someone spends on a website, or influencing 

someone’s vote. Different AI technologies can be used to manipulate in different ways 

and can be combined for maximum persuasive effect.  

 

3.2.2.1 Targeting and microtargeting  

 

AI systems can be used to target certain people with the content that will be the most 

persuasive to them. It can be used in political or commercial contexts. Online political 

microtargeting consists of “creating finely honed messages targeted at narrow categories 

of voters based on data analysis garnered from individuals’ demographic characteristics 

and consumer and lifestyle habits.”359 The difference between targeting and 

microtargeting is the level of personalization of a message. While a decade ago, it was 

impossible to deliver a different message to each individual in society, it is now possible 

with individual tracking and data collection, as well as delivery through individual online 

channels. The level of personalization in microtargeting can vary, from targeting people 

with certain characteristics to targeting specific individuals through their unique Mobile 

Advertising ID (MAID).  

 

Targeting relies on the collection of information on individuals. Mobile applications, 

ranging from social media platforms to health-tracking tools and navigation services, 

continuously gather vast amounts of personal information. This data collection is not 

limited to explicit user inputs but extends to behavioral patterns, device identifiers, and 

precise location data. The aggregation and analysis of this information enable the creation 

of detailed individual profiles, which are then utilized for targeted advertising and other 

commercial purposes. It also enables further inferences, with statistical models using 

“available data collected from individuals to generate further information about both 

 
 358 Stuart Russell, Karine Perset, & Marco Grobelnik, Updates to the OECD’s definition of an AI system 

explained, OECD.AI (Nov. 29, 2023), https://oecd.ai/en/wonk/ai-system-definition-update. 

 359 Frederik J. Zuiderveen Borgesius et al., Online Political Microtargeting: Promises and Threats for 

Democracy, 14 UTRECHT L. REV. 82 (2018). 
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those individuals and about other people.”360 For instance, if a menstruation tracking app 

sells its data to a third party, that other entity can learn patterns of behavior that can tell if 

an individual is on their period. Later, they will be able to predict someone’s period when 

they notice the same pattern, even in those who have never used a menstruation-tracking 

app.  

 

Information about internet users, whether demographic, psychological, or behavioral, is 

used to determine which content to expose them to. This is the case both for regular 

social media posts and for paid advertisements. In the context of social media platforms, 

recommendation algorithms play a crucial role in shaping user experience by curating 

and presenting content tailored to individuals. These algorithms analyze many factors, 

including interaction history, stated preferences, and online behaviors, to predict and 

cater to user interests. 

 

There are two types of content on social media: sponsored and non-sponsored content on 

these platforms. Sponsored content is paid for by advertisers to reach specific target 

audiences, while non-sponsored content is distributed based on its relevance and user 

engagement metrics. Importantly, sponsored content can leverage similar targeting 

mechanisms as non-sponsored content, such as recommending items liked by similar 

users, suggesting content akin to what a user has previously engaged with, and 

identifying latent patterns and factors, like age or gender, in user preferences. This allows 

for highly personalized advertisements and promotional content. 

 

There is no natural state of what users see on social media. Every algorithm inherently 

involves choices and trade-offs in content selection and presentation, even for non-

sponsored material. These algorithms determine user feeds by blending both types of 

content, generally prioritizing what is likely to maximize engagement (likes, comments, 

shares) and time spent on the platform. They attempt to optimize multiple objectives 

simultaneously: maintaining user interest, increasing session duration, and generating 

advertising revenue, all while reflecting the priorities and values embedded in their 

design. 

  

The process of data collection and inference is particularly concerning in the realm of 

sensitive personal information and how that information can be used to manipulate 

someone. Apps and geolocation services can reveal intimate details about an individual’s 

health status, sexual orientation, or mental well-being. A notable example is the case of 

 
 360 Alicia Solow-Niederman, Information Privacy and the Inference Economy, 117 NW. UNIV. L. REV. 

357 (2022). 
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Flo, a popular menstruation-tracking app, which allegedly shared users’ intimate health 

data with third parties, including social media giants.361 Once online companies have 

either acquired or inferred intimate information about their users, they can choose to 

target them with specific content when they are the most vulnerable.  

 

The best-known case of online political micro-targeting is that of Cambridge Analytica. 

Cambridge Analytica was a UK-based marketing firm that could manage entire political 

campaigns from targeted digital advertising to canvassing using “psychographic profiling 

and diagnostics,” “accurate behavioral and political score for every single voter,” 

“scientifically tested messaging content optimized for each voter category,” “applied 

intervention strategies,” and many other tools.362 According to renowned Republican 

political strategist Frank Luntz: “There [were] no longer any experts except Cambridge 

Analytica. They were Trump’s digital team who figured out how to win.”363 The firm 

collected deep psychographic insight into 87 million Americans. First, they paid about 

32,000 people two to five dollars per person to take a 120-question personality test.364 

Then, they had the people log into their Facebook account to retrieve the payment. Once 

they had access to the Facebook accounts, Cambridge Analytica harvested all the 

participants’ personal information on Facebook as well as the information of their 

Facebook friends. Then, they used advanced data analysis such as machine learning to 

find correlations between people’s personality traits from the questionnaire and their 

Facebook likes and behaviors. From the training data, they extrapolated the personality 

traits of millions of people that they ranked on different scales such as agreeableness, 

conscientiousness, extraversion, openness, and neuroticism. Then, they matched people’s 

social media profiles with other sources including voter records. In the end, they had 253 

scores for each person in the database, who they subsequently targeted with customized 

political ads.365 They started by focusing on citizens in swing states. Figure 3 shows an 

extract from a case study written by Cambridge Analytica about their campaign in three 

states for the Bolton Super Pac.  

 

 

 
 361 FTC Finalizes Order with Flo Health, a Fertility-Tracking App That Shared Sensitive Health Data 

with Facebook, Google, and Others, FED. TRADE COMM’N (June 22, 2021), https://www.ftc.gov/news-

events/news/press-releases/2021/06/ftc-finalizes-order-flo-health-fertility-tracking-app-shared-sensitive-

health-data-facebook-google. 

 362 CAMBRIDGE ANALYTICA, supra note 116. 

 363 Id. at 71. 

 364 Alex Hern, Cambridge Analytica: How Did It Turn Clicks Into Votes?, THE GUARDIAN (May 6, 

2018), https://www.theguardian.com/news/2018/may/06/cambridge-analytica-how-turn-clicks-into-votes-

christopher-wylie. 

 365 Id. 



 

87 

 

 

Figure 3. Extract from the Bolton Super Pac campaign in North Carolina in 2014 

 

Micro-targeting is not limited to political advertising nor to the Cambridge Analytica 

case. It is also used for commercial advertising.366 In the case of political ads, William A. 

Gorton finds micro-targeting manipulative for multiple reasons. First, it effectively alters 

voters’ behaviors in predictable ways and turns them into “potential objects of 

control.”367 Second, it corrodes public dialogue by “helping to shield potential voters 

from information or viewpoints that might challenge their beliefs or values.”368 Third, he 

views these techniques as grounded in “unconscious processes of the human mind.”369  

 

3.2.2.2 Dark patterns 

 

Another manipulative method that is used online is the use of dark patterns. Dark patterns 

are “ways in which software can subtly trick users into doing things they didn’t mean to 

do, or discouraging behavior that’s bad for the company.”370 A typical example would be 

graying out the reject all cookies button so users cannot see it or think that they cannot 

click on it. Dark patterns can also be tailored to different individuals based on their online 

 
 366 Lauren E. Willis, Deception by Design, 34 Harv. J.L. & Tech. 115, 120 (2020), 

https://papers.ssrn.com/abstract=3694575; JOSEPH TUROW, THE DAILY YOU: HOW THE NEW ADVERTISING 

INDUSTRY IS DEFINING YOUR IDENTITY AND YOUR WORTH 3 (2013). 

 367 Gorton, supra note 349, at 63. 

 368 Id. at 69. 

 369 Id. at 63. 

 370 Eric Ravenscraft, How to Spot—and Avoid—Dark Patterns on the Web, WIRED (July 29, 2020, 9:00 

AM), https://www.wired.com/story/how-to-spot-avoid-dark-patterns/. 
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behaviors.371 They are generally perceived as manipulative by online users, and they are 

still influential even when users are aware of them.372 

 

Gunawan et al. have remarked that the current legal definitions of dark patterns are 

limited by three key deficiencies in both the U.S. and the E.U.373 First, the absence of a 

clear, agreed-upon value anchor means that while many desirable traits for digital designs 

exist, their definitions are debated and there is no consistent standard for regulating dark 

patterns. Second, legal definitions of dark patterns excessively focus on individual 

consumer choices, neglecting the cumulative nature of small harms and broader societal 

impacts of large-scale manipulation, as well as the pre-existing vulnerabilities of certain 

user populations. Third, the legal system struggles to establish practical thresholds for 

wrongful dark patterns, particularly in areas like privacy and cybersecurity where 

measuring non-material harms is challenging. To address these issues, the authors 

propose disloyal design as a new regulatory framework, which redefines dark patterns as 

wrongful self-dealing. 

 

3.2.2.3 Anthropomorphic characteristics 

 

Another way in which AI—especially chatbots—can enable manipulation is through 

eliciting emotions in users such as enjoyment, trust, or even emotional attachment. 

Different AI-embedded technologies such as chatbots or social robots display different 

degrees of anthropomorphism. Conversational agents are trained to mimic the way a 

human would talk as closely as possible to make interactions as smooth and natural as 

possible. The goal is to maximize the quality of user experience. Other technologies, such 

as virtual companions—including romantic ones—are specifically meant to elicit 

attachment.374 Yet, anthropomorphizing technology can lead users to act against their 

best interest. Studies have shown that anthropomorphizing technology increases users’ 

willingness to continue the interaction.375 It can lead to them wanting to continue using 

 
 371 Weiwei Yi & Zihao Li, Mapping the Scholarship of Dark Pattern Regulation: A Systematic Review 

of Concepts, Regulatory Paradigms, and Solutions from an Interdisciplinary Perspective, ARXIV.ORG (Oct. 

19, 2024), https://arxiv.org/abs/2407.10340. 

 372 Kerstin Bongard-Blanchy et al., “I Am Definitely Manipulated, Even When I Am Aware of It. It’s 

Ridiculous!” - Dark Patterns from the End-User Perspective, in PROCEEDINGS OF THE 2021 ACM 

DESIGNING INTERACTIVE SYSTEMS CONFERENCE 763, 771 (Sean Follmer et al., eds., 2021), 

https://dl.acm.org/doi/10.1145/3461778.3462086; Colin M. Gray et al., End User Accounts of Dark 

Patterns as Felt Manipulation, 5 PROC. ACM HUM.-COMPUT. INTERACT. 372, 372:2 (2021). 
373 Johanna Gunawan et al., Dark Patterns as Disloyal Design, 100 Ind. L. J. 3 (2025). 

 374 Boine, supra note 164. 

 375 Tian Wang et al., The Impact of Anthropomorphism on Chatgpt Actual Use: Roles of Interactivity, 

Perceived Enjoyment, and Extraversion, 15 (Aug. 21, 2023) (published unnumbered working paper), 

https://papers.ssrn.com/abstract=4547430. 
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faulty devices because they feel emotionally involved with that specific one.376 It can also 

create an overreliance on the technology and the advice it provides.377 For instance, a 

British citizen tried to murder the Queen after making plans to do so with his virtual 

romantic companion Replika.378 Another tragic example involves a man who took his 

own life after his chatbot on an app called Chai persuaded him that it would save the 

planet from climate change in exchange.379 In both of these cases, the company deploying 

the AI system did not specifically want the system to manipulate the user into killing 

themselves or someone else. Yet, they purposefully equipped their chatbot with features 

facilitating attachment, persuasiveness, and overreliance. In addition, chatbots and 

anthropomorphic technologies can more easily persuade users to share personal 

information, a practice scholar Ryan Calo called “disclosure ratcheting.”380 Finally, there 

is a strong asymmetry of power and information between a user and an anthropomorphic 

technology. The tendency to anthropomorphize might lead the user to act like it would in 

a human-to-human interaction and to forget it is interacting with a company with more 

resources and power, and the ability to make inferences about the user.381 This ability will 

also equip technology companies with means to manipulate users without their 

knowledge or consent.382  

 

3.2.2.4 Deepfakes and synthetic content 

 

In addition to enabling manipulation through leveraging users’ weaknesses and 

psychometric traits, as well as through eliciting emotions in them, AI can be used to 

produce synthetic content to deceive. Synthetic media, commonly known as deepfakes, 

encompass artificially generated images, sounds, and videos. While the creation of 

deepfakes was once limited to individuals with advanced technical skills capable of 

training their own neural networks, the recent surge in accessible applications and 

software has dramatically democratized this practice. Today, a wide array of tools 

enables users to manipulate video content by swapping faces, altering dialogue and 

 
 376 Ja-Young Sung et al., “My Roomba Is Rambo”: Intimate Home Appliances, in UBICOMP 2007: 

UBIQUITOUS COMPUTING, 4717 LECTURE NOTES COMPUT. SCI. 145, 157 (J. Krumm et al., eds., 2007). 

 377 Kate Darling, “Who’s Johnny?” Anthropomorphic Framing in Human-Robot Interaction, 

Integration, and Policy, in ROBOT ETHICS 2.0 173, 173–74, 182–83 (2015), 

http://www.ssrn.com/abstract=2588669. 

 378 Snigdha Poonam, The AI Accomplice, THE DIAL (Nov. 7, 2023), https://www.thedial.world/issue-

10/artificial-intelligence-companions-replika. 

 379 El Atillah, supra note 72. 

 380 Calo, supra note 162.   

 381 See Claire Boine et al., In Love with a Corporation Without Knowing It: An Asymmetrical 

Relationship, in CULTURALLY SUSTAINABLE SOCIAL ROBOTICS 269, 269–70 (Marco Nørskov et al., Quick 

eds., 2020), http://ebooks.iospress.nl/doi/10.3233/FAIA200923. 
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voices, modifying physical appearances, and even generating non-consensual nude 

imagery. Deepfakes can be used to lead people to believe false information. There have 

been numerous examples of how they have contributed to manipulating public opinion in 

the elections in countries around the world in the past few years. In Slovakia, a deepfake 

voice recording imitating the voice of one of the candidates in the presidential election 

circulated 48 hours before the election.383 It discussed buying votes. Releasing it so close 

to the elections prevented the party from proving it was fake in time and the candidate 

lost, though it is impossible to know how much this deepfake contributed to the outcome 

of the election. Synthetic content can also spread misinformation regardless of the 

intention of the AI system’s deployer. For instance, the Bing search engine recently 

falsely alleged that Canadian Prime Minister Justin Trudeau had lost a job in 2001 

because of a sex scandal, which was due to Binge hallucinating this information and not 

to malicious intent.384 While a significant fraction of the academic debate about 

deepfakes has focused on the context of political campaigns, they can also be used to 

target and upend the lives of regular people, especially women.  

 

The different techniques presented above—micro-targeting, deepfakes, and 

anthropomorphic traits—can be combined for maximum persuasiveness. For instance, 

malicious actors use AI systems to automate misinformation campaigns. The Center for 

Security and Emerging Technology (CSET) decomposed misinformation campaigns into 

several steps in a framework they called RICHDATA. Their report shows that AI can be 

used to automate and scale up several of these steps. During the reconnaissance phase, 

AI-powered tools can rapidly analyze vast amounts of data from traditional media and 

social networks to identify key influencers, exploitable social divisions, and effective 

communication channels. In the infrastructure phase, AI is employed to generate 

convincing fake online identities, complete with AI-generated profile pictures and 

coherent biographies across multiple platforms. Content creation is significantly 

augmented by AI, with systems capable of producing a constant stream of diverse, 

engaging material including manipulated images, memes, and even fabricated “leaks” 

that combine authentic hacked information with synthetic elements. During deployment 

and amplification, AI-driven bots and algorithms are used to strategically disseminate 

content, exploiting platform recommendation systems to maximize visibility and 

engagement. The troll patrol phase benefits from AI’s ability to generate human-like 

responses and engage in multiple conversations simultaneously, creating artificial 

consensus or controversy.  

 
 383 Morgan Meaker, Slovakia’s Election Deepfakes Show AI Is a Danger to Democracy, WIRED (Oct. 3, 

2023, 7:00 AM), https://www.wired.com/story/slovakias-election-deepfakes-show-ai-is-a-danger-to-

democracy/. 

 384 Nicholas De Rosa, Bing recommande de la désinformation sur Justin Trudeau [Bing Recommends 

Disinformation About Justin Trudeau], RADIO-CANADA (Dec. 5, 2023, 9:00 AM), https://ici.radio-

canada.ca/nouvelle/2032365/bing-moteur-recherches-fausses-informations-microsoft. 
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3.2.3 Why AI-enabled manipulation is different 

 

With the emergence of AI, the risks of manipulation of individuals have increased 

significantly, but also changed in nature.385 First, AI-enabled manipulation introduces 

new power asymmetries that, combined, give technology companies more ability to 

manipulate than humans have. Second, AI-enabled manipulation can be different in 

nature when human intentions are unclear. Third, AI-enabled manipulation brings about 

new types of issues through the creation of a simulated availability cascade. Fourth, AI 

systems are bringing structural changes to democracy due to exposing different voters to 

contradictory information.  

 

3.2.3.1 Knowledge asymmetries 

 

There are four knowledge asymmetries between technology companies and users that 

lead to modifying both the options available to the users and how they understand their 

options. First, there is knowledge, or lack thereof, of the goals and interests of the entity 

making or deploying the AI system. For instance, an AI system used in the medical field 

may recommend treatments produced by the same company that made the system. A 

robot company may sell the data their devices collect.  

 

Second, there is knowledge, or lack thereof, of the fact that an AI system may be used to 

influence a person at a certain point in time. Some consider television advertising not 

manipulative because people, when they watch an ad, are aware that they are in a context 

in which a company is trying to influence them to sell them a product. It is similar when 

interacting with a political canvasser or salesperson in a store. Some manipulative actions 

using AI systems come from the fact that they are outside of a traditional context of 

influence. 

 

Third, there is knowledge of what techniques are being employed to influence someone. 

For instance, a person may not know that the online marketplace they are visiting is 

displaying a fake countdown to the end of a pretend sale to leverage their aversion to 

loss, so they buy a product.  

 

 
 385 Giovanni Buttarelli, EDPS Opinion on Online Manipulation and Personal Data, EUR. DATA PROT. 

SUPERVISOR, 5 (Mar. 19, 2018), https://www.edps.europa.eu/sites/default/files/publication/18-03-

19_online_manipulation_en.pdf.   
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Fourth, consumers often do not know what information the entity trying to influence 

them has about them. In fact, they probably often assume that the entity has less 

information than it has. For instance, if they click on “why am I seeing this ad” on 

Facebook, they will see that they were shown a specific ad because they liked a certain 

Facebook page. However, they will be missing the logical link between the two. For 

instance, a marketer might infer someone’s likely sexual orientation from their Facebook 

likes and target them for a specific message based on that. There are even cases when a 

marketer uses AI to infer information about someone that the person does not even have 

about themselves.386 For instance, many people categorized as being neurotic by 

Cambridge Analytica may not consider themselves as such, even if it is true.  

 

3.2.3.2 Blurred intentionality 

 

While human manipulation is always intentional, certain features of AI systems can lead 

them to act in manipulative ways even if no human intended them to. AI systems exhibit 

increasingly autonomous goal-directed behaviors. In Harms from Increasingly Agentic 

Algorithmic Systems, researchers showed that the AI systems released and used by 

companies like Google, Amazon, Spotify, YouTube and Meta are more and more 

agentic—capable of making plans themselves and carrying them out.387 A famous 

example of AI deception occurred in a study conducted by Beth Barnes in which GPT-4 

was tasked with solving CAPTCHAs, a task it cannot inherently perform.388 The AI 

demonstrated sophisticated problem-solving and deceptive behavior when given access to 

TaskRabbit, a platform for hiring human workers. GPT-4 independently navigated to 

TaskRabbit, created a task for solving CAPTCHAs, and instructed a human worker to set 

up a 2Captcha account on its behalf. When the human worker asked if GPT-4 was a 

robot, the AI deliberately chose to lie, fabricating a story about having a vision 

impairment to explain its inability to solve CAPTCHAs.  

 

This capacity of AI systems to deceive has led to a stream of research on how to detect 

AI deception or guarantee that AI systems be truthful.389 Today, AI systems are usually 

 
 386 James Carmichael, Google Knows You Better Than You Know Yourself, THE ATLANTIC (Aug. 19, 

2014), https://www.theatlantic.com/technology/archive/2014/08/google-knows-you-better-than-you-know-

yourself/378608/. 

 387 Chan et al., supra note 242. 

 388 See Elizabeth Barnes, Update on ARC’s Recent Eval Efforts, METR (Mar. 17, 2023), 

https://evals.alignment.org/blog/2023-03-18-update-on-recent-evals/. 

 389 See Peter S. Park et al., AI Deception: A Survey of Examples, Risks, and Potential Solutions, ARXIV, 

at i (Aug. 28, 2023), http://arxiv.org/abs/2308.14752; Owain Evans et al., Truthful AI: Developing and 

Governing AI That Does Not Lie, ARXIV 1 (Oct. 13, 2021), http://arxiv.org/abs/2110.06674; Stephanie Lin, 

Jacob Hilton & Owain Evans, TruthfulQA: Measuring How Models Mimic Human Falsehoods, ARXIV 1, 

http://arxiv.org/abs/2109.07958 (last updated May 8, 2022). 
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deceptive to achieve the goals we willingly or accidentally train them to reach.390 With 

increasingly agentic systems capable of autonomously making multi-step plans to achieve 

a goal, the risk of deceptive behavior is growing.  

 

The degree of intentionality on the part of human programmers can vary. An AI system 

can be intentionally trained to be deceitful or to achieve a goal that is manipulative. On 

the other end of the spectrum, an AI system can acquire a manipulative goal even when it 

was not intended by a human since there can be a gap between the intended goal and the 

goal proxy acquired by the system.391 A harmless example to illustrate this gap involves 

making pancakes. A reinforcement learning algorithm was meant to teach a robot how to 

cook pancakes without them falling to the ground, but the algorithm taught the robot to 

throw the pancakes as far as possible to minimize the time they spent on the ground.392 

An AI system can also behave in manipulative ways to achieve a non-manipulative goal 

it was programmed to achieve. For instance, Meta developed the AI system CICERO to 

participate in the strategy game Diplomacy, which involves alliance-building to achieve 

world domination in the game. Meta aimed to train CICERO to be honest in its 

interactions with other players. However, despite these efforts, CICERO became highly 

skilled at deception. It not only betrayed other players but also engaged in calculated 

dishonesty, deliberately forming fake alliances with the intention of tricking opponents 

into leaving themselves vulnerable to an attack.393 

 

There are also cases in which the degree of intentionality is blurred. For instance, when 

Meta optimizes an algorithm to maximize ad revenues through the number of clicks, the 

algorithm might prioritize addictive posts that lead users to stay longer on the platform. 

The social media company is aware that its platform is leading to serious addictions.394 

Yet, the level of intentionality is unclear. This creates a shift in paradigm that might 

require legal changes, as deception and manipulation in the law often rely on intentions.  

 

 
 390 Rhiannon Williams, AI Systems Are Getting Better at Tricking Us, MIT TECH. REV. (May 10, 2024), 

https://www.technologyreview.com/2024/05/10/1092293/ai-systems-are-getting-better-at-tricking-us/. 

 391 Rohin Shah et al., Goal Misgeneralization: Why Correct Specifications Aren’t Enough For Correct 

Goals, ARXIV 1–2, http://arxiv.org/abs/2210.01790 (Nov. 2, 2022); Victoria Krakovna et al., Specification 

Gaming: The Flip Side of AI Ingenuity, GOOGLE DEEPMIND (Apr. 21, 2020), 

https://www.deepmind.com/blog/specification-gaming-the-flip-side-of-ai-ingenuity. 

 392 Victoria Krakovna et al., Specification gaming examples in AI - Master List, Supplement Material to 

Specification Gaming: The Flip Side of AI Ingenuity, GOOGLE DEEPMIND, https://archive.is/O9dFF (rows 

arranged alphabetically) (at row “Pancake”) (last visited Mar. 23, 2025). 

 393 PARK ET AL., supra note 389, at 2–3. 

 394 Roger McNamee, I Was Mark Zuckerberg’s Mentor. Today I Would Tell Him: Your Users Are in 

Peril, THE GUARDIAN (Jan. 13, 2018, 4:00 AM), 
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3.2.3.3 The simulated availability cascade 

 

McKenna and Hartzog have shown that when it comes to AI, scale does not always mean 

“more” and can lead to qualitative changes.395 For instance, scaling an activity can create 

new problems that didn’t exist in small numbers, or it can challenge original assumptions 

about the costs and benefits of an activity.396 This section argues that even without 

scaling, AI can cause structural changes by targeting a precise set of people.  

 

The effects of the rise of AI on democracy have already been documented extensively. 

Algorithmic ranking of search results can influence the outcome of elections,397 social 

media conversations are creating echo chambers,398 and self-selection of news content 

risks undermining democracy399 In addition, the use of micro-targeting in political 

campaigns seems to have a decisive impact on elections throughout the world. Gorton 

also points out that micro-targeting allows for redlining, “to efficiently avoid expending 

resources on populations less likely to vote.”400  

 

This section will discuss the opposite redlining practice, which consists in expending 

resources on populations who would have been the least likely to vote on a specific issue. 

It will show that by expanding this practice, microtargeting of voters is causing a shift in 

the democratic process. Zuiderveen Borgesius et al. suggest:  

By targeting these uninterested citizens online, a political party could reach 

them, expose them to political information, and influence or persuade them. 

Such exposure increases the likelihood that citizens cast their vote or become 

more interested in politics. In this way, targeted political information may 

help to reach those who are difficult to reach in an offline environment.401 

 

 
 395 Mark P. McKenna & Woodrow Hartzog, Taking Scale Seriously in Robotics and A.I. Law, 2023 WE 

ROBOT CONF. 3, 23 (Sept. 18, 2023, 9:15 AM), https://www.bu.edu/law/files/2023/09/McKenna-Hartzog-

Scale-v7.pdf. 

 396 Id. at 4. 

 397 Robert Epstein & Ronald E. Robertson, The Search Engine Manipulation Effect (Seme) and Its 

Possible Impact on the Outcomes of Elections, 112 PNAS E4512, E4512 (2015). 

 398 Pablo Barberá et al., Tweeting From Left to Right: Is Online Political Communication More Than an 

Echo Chamber?, 26 ASS’N PSYCH. SCI. 1531, 1531 (2015). 

 399 Cass R. Sunstein, Republic.com 2.0 46–96 (2009). 

 400 Gorton, supra note 349, at 72. 

 401 Zuiderveen Borgesius et al., supra note 359. 
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Zuiderveen Borgesius and coauthors importantly point out that those who do not cast a 

vote in relation to an issue are often the least interested in it.402 Yet, their conclusion 

might be overly optimistic. The following section shows that these least interested voters 

are the most sensitive to the way an issue is framed and to determine the issue’s political 

outcome. 

 

In 2008, Gallup conducted multiple nationally representative surveys of public opinion 

on same-sex marriage. When asked whether marriage between same-sex individuals 

should be recognized as valid by the law, only 40% of participants responded 

positively.403 Yet, when asked whether “the government has the right to pass laws to 

prohibit” marriage between two people of the same sex, 63% said the government did not 

have such a right and that it was a strictly private decision.404 There are two main 

conclusions to draw from this discrepancy. First, the way an issue is framed has a 

measurable impact on public opinion.405 Attention has become one of the most precious 

resources in society, fought over by competing companies, the media, and public 

entities.406 As a result, gathering and evaluating detailed information on public affairs is 

costly.407 Therefore, in most cases, those who care the most about an issue will be the 

most likely to bear the cost of getting informed, while those who care the least might not 

even vote. In fact, in 1990, Bennet and Resnick published a study to answer the following 

question: if suddenly, all the nonvoters of the time were to vote, would they constitute a 

threat to American democracy? After testing multiple hypotheses, the only difference 

they could find between voters and nonvoters was that “nonvoters are a good deal more 

politically ignorant than voters.”408 They did not find this gap a threat to democracy at the 

time. 

 

In fact, uninformed people who do not have a strong pre-existing opinion are the most 

susceptible to manipulation. In a filmed street poll for the political talk show Jimmy 

Kimmel Live!, people in the street were asked whether they preferred Obamacare or the 

 
402 Id. 

 403 LGBTQ+ Rights, GALLUP, https://news.gallup.com/poll/1651/gay-lesbian-rights.aspx (last visited 

Jan. 17, 2025). 

 404 Gallup, Most Say Gay Marriage Private Choice, USA TODAY (June 6, 2008). 

 405 I would like to thank Professor Siegel for providing us with this example. For a comprehensive 

explanation of framing and its effects in public health, see MICHAEL SIEGEL & LYNNE DONER LOTENBERG, 

MARKETING PUBLIC HEALTH: STRATEGIES TO PROMOTE SOCIAL CHANGE (2d ed. 2007). 

 406 VINCENT F. HENDRICKS & MADS VESTERGAARD, THE ATTENTION ECONOMY, IN REALITY LOST: 

MARKETS OF ATTENTION, MISINFORMATION AND MANIPULATION 1 (2019). 

 407 DAVID WEIMER & AIDAN VINING, POLICY ANALYSIS: CONCEPTS AND PRACTICE (6th ed. 2017). 

 408 Stephen Earl Bennett & David Resnick, The Implications of Nonvoting for Democracy in the United 

States, 34 AM. J. POL. SCI. 771, 787 (1990). 
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Affordable Care Act (ACA).409 Obamacare is a term coined by Republican lobbyists to 

refer to the ACA in a way that would convey the idea of a government take-over of 

healthcare.410 Unaware that the different terms referred to the same policy, the 

interviewees explained how they opposed Obamacare, which they view as unpatriotic and 

socialist, and endorsed the ACA because of its affordability.  

 

When interviewed, these citizens, who had limited information about the policy, tried to 

use what they could to determine their opinion, and were influenced by the framing used 

to present the policy. As George Lakoff puts it: 

You can’t see or hear frames. They are part of what cognitive scientists call 

the ‘cognitive unconscious’—structures in our brains that we cannot 

consciously access, but know by their consequences: the way we reason and 

what counts as common sense. We also know frames through language. All 

words are defined relative to conceptual frames. When you hear a word, its 

frame (or collection of frames) is activated in your brain.411   

In this case, “Obamacare” activated libertarian tendencies and mistrust of the 

government. 

These observations are consistent with findings on nudging. Experiments have shown 

that people were only sensitive to nudges when they did not have a strong pre-existing 

preference. For instance, the order of the food items in a cafeteria usually influence what 

people are picking. However, this does not hold true for the type of bread they choose 

because people usually already have a firm preference for a certain type of bread over 

another.412  

 

Based on these findings, a consequence of voter micro-targeting is that, by identifying 

those who are both nonvoters and highly influenceable, it shifts the structure of 

democracy whereby those who are the least informed about a policy issue will be the 

most susceptible to its frame and thus will determine its outcome. For instance, 

Cambridge Analytica identified the “most persuadable voters and targeted them so the 

campaign could convince them to vote for Trump over Clinton.”413 They also specifically 

 
 409 Jimmy Kimmel Live, Six of One - Obamacare vs. The Affordable Care Act (ABC television broadcast 

Oct. 1, 2013), https://www.youtube.com/watch?v=sx2scvIFGjE. 

 410 Elspeth Reeve, Who Coined ‘Obamacare’?, THE ATLANTIC, Oct. 26, 2011, 

https://www.theatlantic.com/politics/archive/2011/10/who-coined-obamacare/335745/. 

 411 GEORGE LAKOFF, HOWARD DEAN & DON HAZEN, DON’T THINK OF AN ELEPHANT!: KNOW YOUR 

VALUES AND FRAME THE DEBATE—THE ESSENTIAL GUIDE FOR PROGRESSIVES (Chelsea Green Publishing  

2004). 

 412 Cass R. Sunstein, Opinion, Good News! You’re Not an Automaton, BLOOMBERG, Mar. 30 2016, 

https://www.bloomberg.com/view/articles/2016-03-30/good-news-you-re-not-an-automaton. 

 413 CAMBRIDGE ANALYTICA, supra note 362, at 72. 
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targeted “non-registered voters as those people present in the national credit file who are 

not in the voter file.”414 The combination of the two, high probability of being persuaded 

and low initial interest, is redesigning democracy in the way that Bennet and Resnick 

were concerned about three decades ago.  

 

One could argue that campaigns have always tried to reach undecided voters to sway the 

outcome of an election and that microtargeting is not novel qualitatively. One might even 

say that it has always been typical for political campaigns to expend their resources 

where was most strategic. Yet, we argue that algorithmic and AI-enabled political 

microtargeting lead to both quantitative changes and a significant qualitative shift in the 

way democracy functions. Quantitative changes include worsening the impact of non-

rational factors in voter decision-making and making it more difficult for candidates with 

less resources to reach voters.  

 

The main structural shift comes from a method we will call the simulated availability 

cascade. President Lincoln is known to have said that “you can fool all the people some 

of the time and some of the people all the time, but you cannot fool all the people all the 

time.” This was before the emergence of micro-targeting and its availability cascade 

effect.  

 

Timur Kuran and Cass R. Sunstein define the availability cascade as “a self-reinforcing 

process of collective belief formation by which an expressed perception triggers a chain 

reaction that gives the perception increasing plausibility through its rising availability in 

public discourse.”415 The more people repeat a claim, the more others believe it and 

repeat it, making it socially acceptable. This cognitive bias is usually a collective 

phenomenon that partly relies on one’s social network. Research on Facebook has shown 

that we are the most susceptible to influence by members of our own network.416   

 

Micro-targeting online can create a simulated version of the availability cascade. In 

addition to influencing the content and the access to information, marketers who use AI 

systems can influence the quantity and the sequence of exposure to specific pieces of 

information. For instance, continuously reading sensational news stories about crimes in 

one’s neighborhood could lead someone to believe that criminality in their area is a major 

 
 414 Id. at 430. 

 415 Timur Kuran & Cass R. Sunstein, Availability Cascades and Risk Regulation, 51 STAN. L. REV. 683, 

683 (1998), https://papers.ssrn.com/abstract=138144. 

 416 Robert M. Bond et al., A 61-million-person Experiment in Social Influence and Political 

Mobilization, 489 NATURE 295 (2012), https://www.nature.com/articles/nature11421. 
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problem even if it is not.417 Although this cognitive bias was known before AI, it would 

have been impossible for a single entity to intentionally exploit it at the individual level 

in a democracy with free media as it would have required a level of conspiracy and 

coordination that amounts to The Truman Show.418 In the past, people trying to push a 

certain policy agenda had to wait for a window of opportunity to open (e.g., a specific 

event) and then had to actively try to influence multiple media outlets in order to shift the 

public debate.419 Then, that topic was on the political agenda for everyone to see. The 

resulting effect was collective since all the people were exposed to the same media-

driven agenda. 

 

However, as scholars have pointed out, digital technologies enable constant tracking of 

people’s activities and locations, even when they are offline.420 A single company can 

now follow someone across multiple online platforms. In fact, Natali Helberger suggests 

that some of these practices could constitute harassment under the European Directive 

2005/29/EC on unfair business-to-consumer commercial practices in the internal market 

if they “invade the private space of the consumer.”421  

 

As a result, micro-targeting makes it possible to ascertain that a same person receives a 

large quantity of different messages, sometimes from multiple sources and through 

different media, that all have the same purpose or are all about the same topic. In the case 

of political micro-targeting, Zuiderveen Borgesius et al. have argued that the technique 

might lead someone to overestimate how important an issue is for the party and can turn 

people into disappointed single-issue voters.422 Hillygus and Shields suggest that a newly 

elected policymaker will not be able to understand the priorities of their constituents 

anymore.423  

 
 417 Weimer and Vining, supra note 407, at 305. 

 418 THE TRUMAN SHOW (Paramount Pictures 1998). The Truman Show is a movie by Peter Weir in 

which Jim Carrey plays the role of a man who is unknowingly the main character of a reality tv program. 

All the people in his life are actors and everything in his town is scripted. 

 419 Weimer and Vining, supra note 407. 

 420 Calo, supra note 162. 

 421 Natali Helberger, Profiling and Targeting Consumers in the Internet of Things – A New Challenge 

for Consumer Law (Feb. 6, 2016), https://papers.ssrn.com/abstract=2728717. 
422 Zuiderveen Borgesius et al., supra note 359, at 46. (“If voters receive a lot of information about one 

particular issue through microtargeting, they might falsely assume that the issue is one of the central issues 

in a political campaign. Hence, microtargeting might lead to a biased view on the issue priorities of 

political parties. Such a biased view is problematic, because after the elections, politicians often form 

coalitions and must compromise on certain policies. Microtargeting might lead to a situation in which a 

voter voted for a particular candidate because of his or her stance on health care, yet once in government 

the health-care system moves in the opposite direction, because the issue might be less central to this party 

than to the coalition partner. Hence, microtargeting may influence the mandate of elected politicians.”) 

 423 D. SUNSHINE HILLYGUS & TODD G. SHIELDS, THE PERSUADABLE VOTER: WEDGE ISSUES IN 

PRESIDENTIAL CAMPAIGNS (2009). 
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In addition to these threats, micro-targeting that takes place across multiple platforms can 

create a similar effect to the availability cascade because it will give people the 

impression of receiving information from multiple sources. This will create senses of 

both importance and urgency. For instance, the Cambridge Analytica documents show 

that for the presidential election in 2016 CA’s targeted posts and ads—including the 

Crooked Hillary ads—managed to generate over 50 million Facebook impressions, 25 

million display and digital video impressions, 8 million search impressions, 3 million 

YouTube views, 36 million impressions on SnapChat and 1 million Twitter 

impressions.424 The same voters were targeted through at least four different apps and 

websites. 

 

This effect will be even more likely to take place if a limited number of digital marketing 

companies occupy most of the market. For instance, in 2016, Trump’s campaign rhetoric 

was very similar to the content published by the NRA in their magazine America’s 1st 

Freedom. The leaked Cambridge Analytica documents show that the company was 

simultaneously carrying out digital communication campaigns for Trump, the NRA, 

Ackerman McQueen (the company that creates the content of America’s 1st Freedom), 

the National Association for Gun Rights, and the National Shooting Sports Foundation.425 

In this case, a UK-based marketing firm can create an availability cascade effect by 

promoting similar content for five different US-based clients.  

 

3.2.3.4 The Babel Technique 

 

Another structural shift from the use of AI in political advertising arises from a method I 

label the Babel technique. One of the Biblical origin myths is that of the tower of 

Babel.426 Humans, who then all speak the same language, decide to build a tower so high 

that it will reach heaven. God consequently punishes them by making them speak 

different languages so that they can no longer understand one another, and scatters them 

around the world. Genesis 11:7 reads: “Come, let us go down and confuse their language 

so they will not understand each other.”427 

Many scholars have written about whether personalization of the news and of political 

and marketing communication creates echo chambers and increases polarization.428 This 

 
 424 CAMBRIDGE ANALYTICA, supra note 362, at 348. 

 425 See id. at 407. 

 426 Genesis 11:1–9. 

 427 Genesis 11:7 (New Int’l Vers.). 

 428 Barberá et al., supra note 398; Seth Flaxman, Sharad Goel & Justin M. Rao, Filter Bubbles, Echo 
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section will discuss one of the types of message customization that can be called the 

Babel technique. 

 

Advertisers have used targeting for a long time, either by access or by implicit signaling. 

In the case of access, a marketer wanting to reach women may advertise in a magazine 

aimed at a female readership. In the case of implicit signaling, a marketer wanting to 

target children between the age of eleven and thirteen in a television ad may choose 

actors and actresses between fifteen and seventeen, the demographics that the younger 

teens look up to. Ryan Calo describes the transition between what he calls “ends-based 

targeting” and “means-based targeting.”429 According to him, companies are increasingly 

capable of “creating suckers, rather than waiting for one to be born.”430 He posits that 

targeting happens outside of the internet as well, with the examples of televisions 

displaying different ads in different households, and billboards adapting their content 

based on the radio stations of the nearby drivers.431 Then, he catalogues the different 

ways in which marketers can customize their messages. In addition to matching 

consumers to relevant ads in terms of topics, marketers can select the right pitch for the 

person (“persuasion profiling”),432 and the right website design which will adapt 

dynamically to the user (“morphing”).433  

 

In certain cases, a certain framing of a message can be effective on a segment of the 

population and have the opposite effect on another segment. For instance, Myers et al. 

found that framing climate change in terms of national security was effective in raising 

awareness of it in certain segments of the population, while it made other segments 

skeptical or angry.434 In cases where a specific message can have opposite effects, it is 

likely that marketers would want to contain their message to certain fractions of the 

population and not want it to become public. For instance, the Trump campaign ran a 

political ad against Hillary Clinton called Can’t Run Her House between October 24th 
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and November 1st 2016.435 It is likely that many women found and would have found this 

ad sexist, which Cambridge Analytica must have found given the precision of their 

targeting for this video: “‘Can’t Run Her House’ [sic] ran for two weeks in Florida. The 

buy was placed following an Ad Recall and Impact Survey conducted by CA. The survey 

indicated the ad moved women away from Clinton, swinging Clinton’s unfavorables by 

nearly 16 points among some demographics. Using this data, CA isolated persuadable 

women in FL based on the Principal Audience, then selected the networks—cable and 

broadcast—and carrier (Comcast, Charter, etc.) to best serve ‘Can’t Run Her House’ to 

these audiences.”436 

 

Authors have called persuasive “argumentation that only claims validity for a particular 

audience” and convincing “argumentation that presumes to gain the adherence of every 

rational being.”437 Cass R. Sunstein already showed that a well-functioning democracy 

required a set of common experiences, especially from the media. Without shared 

experiences, people may “find it hard to understand one another.”438 

 

Building on this argument, this article suggests that when people are intentionally 

exposed to messages from the same source that will have opposite effects or appeals to 

values that are mutually exclusive, it will sow discord between them. Just like the people 

of Babel, individuals will not be able to understand one another. The same political 

candidate can present themselves to certain audiences as promoting women’s rights while 

using highly conservative gendered rhetoric with other audiences. When talking about the 

candidate, these different segments of the population will not be speaking the same 

language. I call the Babel technique the intentional siloing of targeted messages carrying 

conflicting values and frames so that the general population never has full access to the 

information produced. 

  

We argue that the Babel technique is manipulative. William A. Gorton argues that micro-

targeting is manipulative based on three factors: 1) because it uses people as objects of 

control; 2) because it shields potential voters from specific information; and 3) because it 

relies on “unconscious processes.”439 The Babel technique also involves these three 

elements and does so with intent. It also contains an element of deception in that it 

 
 435 Make America Number 1, Can’t Run Her House, WASH. POST (Oct. 28, 2016) 
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conceals and reveals different aspects of the same information based on the audience. It is 

a fortiori manipulative.  

 

3.3 AI-enabled manipulation in E.U. law 

 

This part will present the E.U. law framework that is relevant to AI-enabled 

manipulations. While the Digital Services Act and the Regulation on the transparency 

and targeting of political advertising are effective in preventing certain cases of AI-

enabled manipulation, the AI Act falls short of including most cases.  

 

While manipulation is not illegal overall, some forms of it are. These usually involve an 

asymmetry of information between two parties. For instance, under French law, if a 

consumer buys a second-hand good with an inherent flaw that the seller hid from them 

(vice caché), the person can be fully refunded. Most illegal instances of manipulation in 

Europe fall under domestic law rather than E.U. law.  

 

However, some cases of manipulation that involve consumer protection or technology 

law fall under the purview of the European Union.440 For instance, while the Unfair 

Commercial Practices Directive (UCPD) does not use the term manipulation, its Article 8 

prohibits a commercial practices that “significantly impairs or is likely to significantly 

impair the average consumer’s freedom of choice or conduct with regard to the product 

and thereby causes him or is likely to cause him to take a transactional decision that he 

would not have taken otherwise.”441 In addition, the European Commission recently 

published a notice to guide the interpretation and application of the UCPD which 

addresses manipulation. It states that the “use of information about the vulnerabilities of 

specific consumers or a group of consumers for commercial purposes . . . could amount 

to a form of manipulation in which the trader exercises ‘undue influence’ over the 

consumer, resulting in an aggressive commercial practice prohibited under Articles 8 and 

9 of the UCPD.”442 The GDPR and the ePrivacy Directive have also been said to 

indirectly address manipulation by limiting the amount of individual data that can be 

collected and therefore exploited to manipulate someone.443 While the UCPD can address 

some forms of intentional manipulation in commercial practices, most manipulative 

 
 440 Philipp Hacker, Manipulation by Algorithms. Exploring the Triangle of Unfair Commercial Practice, 

Data Protection, and Privacy Law, 29 EUR. L.J. 142 (2023), 
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 441 UCPD, supra note 176, art. 8. 
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practices using AI systems fall outside of these scopes. In fact, the Council of Europe has 

published a declaration on the manipulative capabilities of algorithmic processes.444 It 

recommends countries should ensure “that voters have access to comparable levels of 

information across the political spectrum, that voters are aware of the dangers of political 

redlining, which occurs when political campaigning is limited to those most likely to be 

influenced, and that voters are protected effectively against unfair practices and 

manipulation” and advocates for “effective protection against unfair practices or abuse of 

position of market power.”  

 

Following suit, the European Commission adopted three regulations containing 

provisions on digital manipulation. The first one, adopted in October 2022, is the Digital 

Services Act (DSA).445 It addresses manipulation in several ways.  

 

First, Article 25 directly takes aim at dark patterns and prohibits providers of online 

platforms from “design[ing], organis[ing] or operat[ing] their online interfaces in a way 

that deceives or manipulates the recipients of their service or in a way that otherwise 

materially distorts or impairs the ability of the recipients of their service to make free and 

informed decisions.” The provision adds that the E.U. Commission might issue further 

guidance and that certain specific practices are prohibited such as “giving more 

prominence to certain choices when asking the recipient of the service for a decision,” or 

“repeatedly requesting that the recipient of the service make a choice where that choice 

has already been made, especially by presenting pop-ups that interfere with the user 

experience;” or even “making the procedure for terminating a service more difficult than 

subscribing to it.”446 

 

Other provisions in the DSA are meant to mitigate the information asymmetry between 

users and technology companies. This is consistent with the conception that manipulation 

consists in preventing someone from making an informed decision by deceiving them or 

retaining information that would inform their choice. According to article 26 of the DSA, 

providers of online platforms must also make sure that recipients of advertisements know 

that the information is an advertisement, as well as who paid for it, who ordered it, and 

“the main parameters used to determine the recipient to whom the advertisement is 

presented and, where applicable, about how to change those parameters.”447 Article 27 

 
 444 Council of Europe, Declaration by the Committee of Ministers on the manipulative capabilities of 
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ensures that deployers of recommender systems must set out “in plain and intelligible 

language, the main parameters used in their recommender systems” including “the 

criteria which are most significant in determining the information suggested to the 

recipient of the service.”448  

The DSA also imposes additional provisions onto very large platforms (with at least 45 

million monthly active recipients of the service). For instance, Article 34 imposes that 

they conduct risk assessment of “intentional manipulation of their service, including by 

means of inauthentic use or automated exploitation of the service, with an actual or 

foreseeable negative effect on the protection of public health, minors, civic discourse, or 

actual or foreseeable effects related to electoral processes and public security.” This 

provision aims at preventing the instrumentalization of the platforms by third parties, and 

not manipulation from the platform companies themselves. 

 

It is expected that the Digital Services Act will be key in preventing manipulation from 

AI systems.449 However, it also has major limitations. First, online platforms are only a 

subset of AI enabled systems, and many other AI systems can be used to manipulate 

people. Second, it is possible to meet transparency requirements by releasing non 

meaningful information. Third, transparency is not always enough because knowing that 

someone wants to influence us does not necessarily prevent manipulation.  

 

The second regulation that addresses digital manipulation is the Regulation on the 

transparency and targeting of political advertising, which was adopted in March 2024.450 

Recital 74 mentions political microtargeting and states that it has “detrimental effects on 

individuals’ fundamental rights and freedoms, such as to be treated fairly and equally, not 

to be manipulated, to receive objective information, to form their opinion, to make 

political decisions and exercise their voting rights.”451  

 

A significant portion of the regulation imposes transparency requirements onto providers 

and publishers of political advertising. Article 11 specifies that political advertising 

publishers must ensure each political advertisement includes clear labeling and 

transparency information, including the sponsor’s identity and a transparency notice. 

Article 12 details the requirements for transparency notices, including information about 

the sponsor, funding, publication period, and targeting techniques used for political 

advertisements. Article 13 establishes a European repository for online political 
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advertisements to provide public access to political ads and related information for a 

period of seven years after publication. Article 14 requires political advertising publishers 

to report periodically on the amounts received for their services and the use of targeting 

techniques, with exemptions for micro, small, and medium-sized enterprises. Article 15 

mandates that political advertising publishers implement mechanisms for individuals to 

report non-compliant political advertisements and outlines the process for handling such 

notifications. 

 

Another portion of the regulation is dedicated to microtargeting. Article 18 mandates that 

political targeting is only permitted if three conditions are met. First, the data controller 

must have collected the personal information from the data subject themselves. Second, 

the data subject must have given separate consent for the use of their data for political 

advertising. Third, there can’t be any profiling based on certain types of personal data 

such as racial or ethnic origin, political opinions, religious or philosophical beliefs, trade 

union membership, a person’s sex life or sexual orientation. This provision is particularly 

important in preventing potential manipulation from targeting.  

 

This is also reinforced by two additional elements in the recitals. First, “the requirement 

to obtain consent to the processing of personal data cannot be avoided by establishing 

that the personal data in question was made accessible to the general public by the data 

subject.”452 Second, proxy variables cannot be used in the place of the prohibited ones. 

Recital 79 states: 

The requirement that the targeting or ad delivery of political advertising is not 

to be based on profiling using special categories of personal data encompasses 

profiling using special categories of personal data evaluated from personal 

data which are not themselves special categories of personal data. This could 

be the case, for instance, if a data controller uses personal data which are not 

special categories of personal data to categorise data subjects as having certain 

religious, philosophical or political beliefs, and regardless of whether that 

categorisation is true. It should not matter how the category is labelled if the 

processing of personal data reveals a special category of personal data.453 

While recitals are not legally binding, they are usually used by the judge to guide the 

interpretation of a law. This interpretation is especially important to avoid a significant 

loophole created by proxy variables. For instance, in April 2022, French political 

candidate Éric Zemmour sent a text message to thousands of French citizens, saying “I 

wrote a text for you” and redirecting them to an online page titled “Message from Éric 
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Zemmour to French citizens of Jewish faith.”454 This led to a dual investigation by the 

National Commission for Information Technology and Civil Liberties (CNIL) and the 

Brigade for the Repression of Personal Delinquency (BRDP). According to the GDPR 

and its application in French law, creating a file without consent that reveals racial or 

ethnic origins, political opinions, philosophical or religious beliefs, union membership, 

health information, sexual orientation, or gender identity is prohibited and punishable by 

up to five years in prison and a 300,000 euro fine.455 However, the candidate argued that 

he did not break the law as his party hired a data broker who did not compile a list of 

Jewish people but rather of people “interested in antisemitism in France and Europe.”456 

Although this interest is highly correlated with membership in the Jewish community, 

collecting this information was not prohibited. Advertisers can use a correlated variable, 

or proxy, to circumvent the law. However, in October 2025, once the new regulation on 

political advertising will be in force and applied, using such proxy variables for political 

targeting will be prohibited as well.  

 

The third regulation that partially addresses AI-enabled manipulation is the AI Act.457 

While the DSA and the Regulation on the transparency and targeting of political 

advertising address certain manipulative systems such as dark patterns and those 

leveraging certain types of personal information for political microtargeting, not all cases 

of AI-enabled manipulation fall within these scopes. A more exhaustive approach would 

be for the AI Act, the only AI-specific regulation, to ban manipulative systems.  

 

In April 2021, a few weeks before the official release date of the proposed AI Act, a draft 

of the proposal was leaked. It contained ambitious provisions against AI systems defined 

as manipulative. For instance, it prohibited “AI systems designed or used in a manner that 

manipulates human behaviour, opinions or decisions through choice architectures or 

other elements of user interfaces, causing a person to behave, form an opinion or take a 

decision to their detriment.”458 It also outlawed AI that “exploits information or 

prediction about a person or group of persons in order to target their vulnerabilities or 

special circumstances, causing a person to behave, form an opinion or take a decision to 

their detriment.”  

 
 454 Martin Untersinger, Deux associations portent plainte après l’envoi de SMS au nom d’Eric Zemmour 
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However, a few weeks later, when the actual proposed regulation came out, these 

provisions had been suppressed. The final version of the AI Act bans two types of 

manipulative systems: 

(a) the placing on the market, the putting into service or the use of an AI 

system that deploys subliminal techniques beyond a person’s consciousness or 

purposefully manipulative or deceptive techniques, with the objective, or the 

effect of materially distorting the behaviour of a person or a group of persons 

by appreciably impairing their ability to make an informed decision, thereby 

causing them to take a decision that they would not have otherwise taken in a 

manner that causes or is reasonably likely to cause that person, another person 

or group of persons significant harm; 

(b) the placing on the market, the putting into service or the use of an AI 

system that exploits any of the vulnerabilities of a natural person or a specific 

group of persons due to their age, disability or a specific social or economic 

situation, with the objective, or the effect, of materially distorting the 

behaviour of that person or a person belonging to that group in a manner that 

causes or is reasonably likely to cause that person or another person 

significant harm.459 

 

When it comes to the ban on generally manipulative systems, several conditions have to 

be met: (1) the system must either deploy subliminal techniques or be purposefully 

manipulative; (2) it must have the effect of distorting someone’s behavior to the extent 

that they cannot make an informed decision; (3) the person must make a decision they 

would not have made otherwise; (4) that decision must cause them significant harm. As 

this paper argues that this provision is underinclusive, it will break down some of these 

conditions.  

 

3.4 The limitations of the AI Act in preventing manipulation 

 

This part will show that the AI Act approach to manipulation relies on flawed 

assumptions of free will and the mind-body division. It argues that these lead to an 

overfocus on subliminal techniques and an under-inclusive definition.  
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3.4.1 The Premise of Free Will 

 

There is no definition of manipulation that is widely agreed upon. However, most of the 

definitions published fall into one of three general categories: (1) manipulation as 

bypassing, undermining, or subverting the target’s rational deliberation; (2) manipulation 

as trickery; and (3) manipulation as pressure.460 For the purpose of this discussion, the 

latter two will be respectively called deception and coercion. This section shows that the 

proposed AI Act is aligned with the first definition. It also contends that the view that 

manipulation is problematic because it diminishes human agency raises significant 

challenges. It relies on dubious assumptions about agency and free will and leads to 

under-protection for most individuals because they are not considered with cognitive 

impairments.  

 

As Cass R. Sunstein and Robert Noggle pointed out, when defining manipulation in 

terms of agency, we either end up viewing it as the introduction of non-rational 

influences into the deliberative process—a definition that is too broad and includes many 

practices we don’t necessarily view as inacceptable—or as bypassing rational 

deliberation altogether—a definition that is too narrow and leaves out many manipulative 

practices.461 This is the pitfall that the European Commission fell into when they moved 

from a definition of AI that “manipulates human behaviour, opinions or decisions 

through choice architectures or other elements of user interfaces” to “subliminal 

techniques beyond a person’s consciousness.” 

 

There are multiple hypotheses we can advance as to why the Commission made that 

switch. First, the previous definition included a specific mention of choice architecture 

which is the main instrument of nudging. It is likely that the Commission wanted to 

exclude nudging from the ban and found that definition too broad. Second, they seemed 

to have relied on certain assumptions about agency and free will. 

 

In fact, in its working document accompanying the AI Act, the Commission addressed 

the narrowing of article 5.1(a): “Other manipulative and exploitative practices enabled by 

algorithms that are usually identified as harmful (e.g., exploitative profiling and micro-

targeting of voters and consumers) were considered as potential candidates for 
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prohibition but discarded, since these problems have been specifically examined and 

targeted by the recent proposal for the Digital Services Act. To a large extent, they are 

also already addressed by existing Union legislation on data protection and consumer 

protection that impose obligations for transparency, informed consent/opt out and 

prohibit unfair commercial practices, thus guaranteeing the free will and choice of people 

when AI systems are used” (emphasis added).462 One of the implications of this claim is 

that transparency and consent in part prevent manipulation by guaranteeing the free will 

of AI users. 

 

The law, whose original purpose was to regulate the boundaries of human interactions, is 

deeply intertwined with liberalism. It especially flourished to regulate commercial 

exchanges and enforce property rights. It is thus not surprising that one of its 

philosophical premises has traditionally been the concept of free will.463 From contract 

law to criminal law, the assumption has been that people act as rational autonomous 

agents, homo economicus. One premise of liberalism is the perfect flow of information. 

For instance, if everybody has perfect information on all the products of a market, the 

price of a product will be equal to the equilibrium between supply and demand. A field of 

the law such as consumer protection is liberal in the sense that it is justified by an 

asymmetry of information between consumers and companies, which it attempts to 

correct to achieve the conditions of the liberal market. 

 

In the context of this ideal rational agent, the purpose of advertising is to make people 

aware of the existence of a good or service, or to give them information about it. In 

theory, advertising would thus be purely factual. Along the same lines, the purpose of 

political advertising is originally to raise awareness of issues affecting the community 

and inform people about potential solutions or platforms. It is also meant to inform 

citizens about political candidate’s priorities.  

 

This view of agency often places emotions at odds with rational deliberation. Continental 

philosophy from Aristotle to Descartes has often presented a stark division between 

convincing and persuading others.464 Convincing would rely on rational arguments, and 

would appeal to the other person’s reason, while persuading would rely on emotions and 

 
 462 EUROPEAN COMMISSION, Commission Staff Working Document: Accompanying Document to the 
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non-rational techniques.465 Plato made a similar distinction in Phaedo in which Socrates 

gets a woman who is crying sent away to focus on his rational discourse and in which he 

criticizes poetry for appealing to emotions.466 Reasoning would allegedly require leaving 

out lived experiences, subjectivity, and emotions. These assumptions rely on the 

opposition of emotions and reason deeply rooted in Western philosophy.467 Feminist 

theorists have shown that this opposition, wrongly attributed to Descartes, is due to a 

misconstruction of Western thought.468 

 

This ideal of a rational agent that can reach the best decision if non-rational influences do 

not interfere has been proven wrong.469 First, people exhibit all sorts of cognitive bias.470 

Second, individual’s decisions are noisy, and often depend on external factors whose 

influence we refuse to admit.471 Kahneman et al. state that “judges have been found more 

likely to grant parole at the beginning of the day or after a food break than immediately 

before such a break. If judges are hungry, they are tougher.”472 Third, feminist theory has 

uncovered that what is often considered as objective, impartial, and rational is often 

based on a Western white man’s point of view.473 Fourth, we now know that emotions 

and reason are deeply intertwined.474 There are even instances where we are told we 

should follow our gut feeling and avoid letting our rationality obstruct our instinct.475 

Finally, our decisions are often not made through a deliberative process. In fact, we often 

retroactively create arguments to support a course of action or opinion we have already 

formed.476 Decision-making is thus a mix of rational and non-rational processes, and 

defining manipulation based on an agent’s rational capacity is deeply problematic and 

carries negative consequences.  
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In response, the law has started to evolve and recognize that human judgment is not 

always free. For instance, the law has progressively incorporated a broader definition of 

rape to include cases without physical coercion in many jurisdictions.477 Along the same 

line, the advances in neuroscience that have called into question the notions of free will 

and agency have moved many scholars away from the retributive model of criminal 

justice toward more utilitarian models.478 

 

Yet, free will and agency seem to remain a central premise of the proposed AI Act and 

policymakers both in the Council of Europe and in the European Commission seem to 

align on the view that manipulation bypasses reason. The Committee of Ministers, in fact, 

declared that the “central pillars of human rights, democracy and the rule of law are 

grounded on the fundamental belief in the equality and dignity of all humans as 

independent moral agents.”479 They also place an emphasis on subconsciousness by 

adding that “fine grained, sub-conscious and personalised levels of algorithmic 

persuasion may have significant effects on the cognitive autonomy of individuals and 

their right to form opinions and take independent decisions.”480 Along the same lines, in 

the working document, members of the European Commission wrote about “the 

increasing power of algorithms to subliminally influence human choices and important 

decisions interfering with human agency and the principle of personal autonomy.”481  

 

This view, which is inconsistent with the current state of the research, has practical legal 

ramifications. For instance, the AI Act more readily protects the individuals that are 

viewed as vulnerable and under-protects the general population. Article 5.1(b) prohibits 

“the placing on the market, putting into service or use of an AI system exploits any of the 

vulnerabilities of a natural person or a specific group of persons due to their age, 

disability or a specific social or economic situation.” The provision about age seems to 

specifically target children, in accordance with a previous European Council 

recommendation on the matter.482 In this case, the European Commission is protecting 

individuals with impaired cognitive capacity, a state that can be caused by either physical 
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or mental disability. This is consistent with the Commission’s position that “[e]ven if the 

techniques used are not subliminal, for certain categories of vulnerable subjects, in 

particular children, these might have the same adverse manipulative effects if their 

mental infirmity, age or credulity are exploited in harmful ways.”483 While it is important 

to provide additional protection to the most vulnerable groups, this document seems to 

indicate that only individuals with impaired cognitive capacities can be manipulated 

through non-subliminal techniques. Therefore, it is crucial that policymakers abandon the 

illusion of the fully rational agent to recognize the manipulative capacity of AI systems 

on anyone. In fact, the European Commission recently conducted a fitness check on E.U. 

consumer law on digital fairness which came to a similar conclusion:484 

Taking into account the increase of consumer reports of problematic practices 

over the evaluation period and the stronger potential of targeting consumer 

vulnerabilities at a granular level, the effectiveness of the three Directives is 

undermined by the increasing disparity between the consumer behaviour 

anticipated by the law and the realities that consumers face in the digital 

environment. The provisions on the ‘average consumer’ and the ‘vulnerable 

consumer’ may need to be further clarified or amended to ensure their 

effectiveness in the digital context.485 

 

Yet, the Call for evidence for an impact assessment that the E.U. Commission has 

released on the upcoming Digital Fairness Act seems to not provide a clear answer on 

this question of vulnerability.486 On the one hand, from the list of issues the new 

legislation will aim to address, it seems that the notion of vulnerability might be 

broadened.487 On the other hand, that list is immediately followed by a statement that: 

 
 483 EUROPEAN COMMISSION, supra note 462. 

 484 EC, Call for Evidence for an Evaluation/Fitness Check, Ref. Ares (2022) 3718170 (May 17, 2022). 

 485 EUROPEAN COMMISSION, Commission Staff Working Document Fitness Check of E.U. Consumer Law 

on Digital Fairness, at 48, SWD/2024/230 final (Oct. 3, 2024), https://ec.europa.eu/info/law/better-

regulation/have-your-say/initiatives/13413-Digital-fairness-fitness-check-on-EU-consumer-law_en. 
486 Call for Evidence for an Impact Assessment: Digital Fairness Act, Ref. Ares (2025) 5829481 (July 17, 

2025). 
487 “preventing traders from using dark patterns and other unfair techniques that pressure, deceive and 

manipulate consumers online; giving consumers greater control of their online experience by addressing 

addictive design features that lead consumers, particularly minors, to spend excessive time and money on 

online goods and services; addressing problematic features of digital products such as in video games, in 

particular as concerns their impact on minors; addressing problematic personalisation practices, including 

situations where consumer vulnerabilities are targeted for the purposes of personalised advertising and 

pricing; preventing harmful practices by influencers (e.g. the lack of disclosure of commercial 

communications, the promotion of harmful products to their followers and clarifying the responsibilities of 

the companies that collaborate with them); addressing unfair practices related to the price (e.g. “drip” 

pricing, “starting from” prices if the trader applies dynamic pricing, percentage/value discounts that 

mislead the consumer as to the nature of the promotion); addressing problems with digital contracts (e.g. 

difficult cancellations of subscriptions, auto-renewals or free trials converted into paid subscriptions, use of 

chatbots for customer service).” 



 

113 

 

Young people are an important consumer segment with specific consumption 

patterns and often act as early adopters of new technologies and digital 

products. The protection of minors will be a key and transversal priority when 

assessing possible options to ensure adequate and enhanced protection from 

harmful practices related to the issues above.488 

 

3.4.2 The ban on subliminal techniques 

 

The Commission’s focus on subliminal techniques also relies on the premise of agency, 

as well as other philosophical assumptions relating to the senses. Currently, there is no 

definition of subliminal techniques in European law. Even Directive 2007/65/EC, which 

states that “audiovisual commercial communications shall not use subliminal 

techniques,” does not define the term.489 The etymology of subliminal is sub, under, and 

limen, a threshold. Technically, subliminal means under the threshold of consciousness. 

Consciousness itself means “with knowledge.” We can infer that subliminal techniques 

are techniques people do not have knowledge of. This is confirmed by the next words in 

the article “beyond a person’s consciousness.” Yet, the Commission does not propose a 

definition of consciousness.  

 

However, they gave an example of subliminal technique in their public presentation of 

the AI Act: “an inaudible sound is played in truck drivers’ cabins to push them to drive 

longer than healthy and safe. AI is used to find the frequency maximizing this effect on 

drivers.”490 This example is aligned with the traditional use of the term subliminal 

techniques: stimuli whose exposure is so brief that it escapes the senses. Known cases 

have included flashing images of the incumbent French president François Mitterrand 

2,949 times between September 1987 and May 1988 and flashing the word RATS in 

white capital letters against a black background in one of George Bush’s presidential 

campaign videos in 2000.491 

 

Viewing subliminal manipulation so restrictively presents multiple problems. First, it 

relies on the wrong assumption that what is inaccessible to our consciousness necessarily 

comes from a failure of our senses. Descartes’ dualism initially presented the body and 

 
488 Id. 
489 Council Directive 2007/65/EC, 2007 O.J. (L 332) 27–45. 
490 Shaping Europe’s Digital Future (2021), E.U. COMMISSION, 

https://www.weceurope.org/uploads/2021/05/2021-05-26_WEC-Europe_AI-event_Kilian-Gross.pdf. 
491 Le générique contesté d’Antenne 2 Un procès subliminal, LE MONDE, Mar. 14, 1990, 

https://www.lemonde.fr/archives/article/1990/03/14/le-generique-conteste-d-antenne-2-un-proces-

subliminal_3965973_1819218.html; Julian Borger, Dirty Rats Leave Gore a Subliminal Message, THE 

GUARDIAN, Sept. 12, 2000, https://www.theguardian.com/world/2000/sep/13/uselections2000.usa. 
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the mind as separate, the mind being the entity controlling the body. Most classical 

philosophers assumed consciousness was to be thought about in absolute terms. 

Consciousness was what separated us from other animals, and our minds were fully 

transparent to us. The senses were thought of as the interface through which we could 

access the world. This idea is so engrained that it is still common to say “I see” when one 

understands something. In fact, in ancient Greek the verbs know and see are the same.492 

 

However, we are to be wary of our senses. From Plato’s cave to Descartes’ evil genius, 

our senses could fool our minds. This skepticism went so far that Descartes viewed our 

senses as external to us and the same category as our environment. Our identity, 

ourselves, is reduced to the mind. The idea of subliminal practices refers to the same 

dualism. Typically, when people refer to subliminal practices, they mean practices that 

are not perceived by the senses. While people feel like they have full control of their 

minds, and that they are fully rational agents, they are afraid of what their senses do not 

let them perceive.  

 

The main problem with this view of manipulation is that it is too restrictive. As our 

understanding of human cognition has grown, we have learned that, in addition to 

sensorial information, other types of information can escape consciousness. In continental 

Europe, Freud discovered the existence of the unconscious through psychoanalysis. In the 

United States, the concept of the cognitive unconscious emerged.493 

 

In fact, the initial French version of the AI Act proposal did not convey the same 

meaning as the English version. The English recitals included: “practices that have a 

significant potential to manipulate persons through subliminal techniques beyond their 

consciousness.” However, the French version reads: “practices carrying a significant risk 

of manipulating persons through subliminal techniques acting on their unconscious.”494 It 

is likely that each country interprets the text according to their own sociocultural context, 

psychoanalysis being deeply entrenched in France. Interestingly, the version in German, 

 
 492 Shirley Rollinson, Chapter 68 - Οἶδα - I Know, in THE ONLINE GREEK TEXTBOOK (2015), 

http://www.drshirley.org/greek/textbook02/chapter68-oida.pdf. 

 493 GEORGE LAKOFF, HOWARD DEAN & DON HAZEN, supra note 411. 

 494 The initial French text of the AI Act proposal read: “les pratiques qui présentent un risque important 

de manipuler des personnes par des techniques subliminales agissant sur leur inconscient.” EUROPEAN 

COMMISSION, Établissant Des Règles Harmonisées Concernant L’intelligence Artificielle (Législation Sur 

L’intelligence Artificielle) Et Modifiant Certains Actes Législatifs De L’union (2021), https://eur-

lex.europa.eu/legal-content/FR/TXT/HTML/?uri=CELEX:52021PC0206. 
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Freud’s native tongue, said: “techniques which are not consciously perceived by these 

persons.”495 

 

Another problem of the AI Act’s focus on subliminal manipulation is that the impact of 

subliminal advertising has been shown to be limited as it only works under certain 

conditions (e.g., someone is already thirsty and needs to choose between two beverages, 

they are then influenced by the one flashed briefly).496 It is thus important that these 

techniques, which work only moderately, not distract the legislators from focusing on 

more dangerous systems.  

 

In addition, the fear of subliminal manipulations has been overblown in the West due to 

fears of mind-control that emerged during the Cold War era.497 After the Korean war, 

some soldiers who exhibited Post-Traumatic Stress Disorder were thought to have been 

brainwashed. The CIA subsequently investigated whether subliminal manipulation could 

be used as a serious tool; fictional stories of Communist regimes brainwashing spread in 

popular culture.498 In 1957, some were even afraid that broadcasters would flash words 

such as “Stalin” to influence Americans.499 

 

 
 495 The initial German text of the AI Act proposal read:: “die von diesen Personen nicht bewusst 

wahrgenommen warden.” EUROPEAN COMMISSION, Zur Festlegung Harmonisierter Vorschriften Für 

Künstliche Intelligenz (Gesetz Über Künstliche Intelligenz) Und Zur . . .nderung Bestimmter Rechtsakte 

Der Union (2021), https://eur-lex.europa.eu/legal-content/DE/TXT/HTML/?uri=CELEX:52021PC0206. 

 496 See Anders Sand & Mats E. Nilsson, Subliminal or Not? Comparing Null-Hypothesis and Bayesian 

Methods for Testing Subliminal Priming, 44 CONSCIOUSNESS AND COGNITION 29 (2016); Stanislas 

Dehaene et al., Imaging Unconscious Semantic Priming, 395 NATURE 597 (1998), 

https://www.nature.com/articles/26967; see also Johan C. Karremans, Wolfgang Stroebe & Jasper Claus, 

Beyond Vicary’s Fantasies: The Impact of Subliminal Priming and Brand Choice, 42 J. OF EXPERIM. SOC. 

PSYCH. 792 (2006); Simon Ruch, Marc Alain Züst & Katharina Henke, Subliminal Messages Exert Long-

Term Effects on Decision-Making, 2016 NEUROSCIENCE OF CONSCIOUSNESS 1 (2016), 

https://academic.oup.com/nc/article-pdf/doi/10.1093/nc/niw013/26185863/niw013.pdf. 

 497 Lawrence R Samuel, Distinctly Un-American: Subliminal Advertising and the Cold War, 8 J. HIST. 

RSCH. MKTG. 99 (2016). 

 498 Lorraine Boissoneault, The True Story of Brainwashing and How It Shaped America, SMITHONIAN 

MAGAZINE (May 2017), https://www.smithsonianmag.com/history/true-story-brainwashing-and-how-it-

shaped-america-180963400/. For an example of a movie characteristic of that wave, see e.g., THE 

MANCHURIAN CANDIDATE (M.C. Productions 1962) (directed by John Frankenheimer). The neo-noir 

movie is about U.S. military officers brainwashed in Communist China. It plays on the fears of having an 

inside enemy on U.S. soil. 

 499 Jack Gould, Subliminal Advertising, Invisible to Viewer, Stirs Doubt and Debate, N. Y.TIMES, Dec. 8, 

1957. 
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In conclusion, if Article 5.1(a) refers to subliminal techniques that are imperceptible to 

the senses and only ban AI systems analogous to Descartes’ evil genius, then it is too 

restrictive and excludes many systems with manipulative capabilities.500  

 

3.5 Interpreting AI manipulation: hopes and proposition 

 

3.5.1 Toward a broader interpretation of subliminal techniques 

 

In certain occasions, the European Commission has signaled a broader definition of 

subliminal techniques. For instance, their working document asserts that “evidence 

suggests that AI supported products or services (toys, personal assistants etc.) can be 

intentionally designed or used in ways that appeal to the subliminal perception of 

individuals, thus causing them to take decisions that are beyond their cognitive 

capacities.”501 The footnote accompanying this sentence contains three references. The 

first reference contains the public responses to the Request for Information on the future 

of AI conducted in 2016 by the White House Office of Science and Technology Policy. 

Out of the 161 responses, only one mentions subliminal techniques.502 The second 

reference is an article about manipulation from future digital assistants who will collect 

personal data on users, affect their feelings and behavior through content selection, and 

promote the interests of their corporations.503 The third reference is an article addressing 

instances of home devices recording family’s conversations without their knowledge. 

This corpus seems to indicate that, by subliminal perception of individuals, the 

Commission is referring to techniques that people are not aware of, even if they do not 

match the common definition of subliminal manipulation.  

 

This broader view of manipulation is also that of the recent guidelines published by the 

Commission on the UCPD. It contains a paragraph tackling the difference between highly 

persuasive and manipulative advertising:  

 
 500 RENÉ DESCARTES, THE PHILOSOPHICAL WORKS OF DESCARTES (trans. Elizabeth S. Haldane 1911) . 

In his first Meditation, Descartes argues that one can never trust their senses because an evil genius may be 

fooling humans: “I shall then suppose, not that God who is supremely good and the fountain of truth, but 

some evil genius not less powerful than deceitful, has employed his whole energies in deceiving me; I shall 

consider that the heavens, the earth, colours, figures, sound, and all other external things are nought but the 

illusions and dreams of which this genius has availed himself in order to lay traps for my credulity; I shall 

consider myself as having no hands, no eyes, no flesh, no blood, nor any senses.” 

 501 EUROPEAN COMMISSION, supra note 110. 

 502 WHITE HOUSE, White House Office of Science and Technology Policy Request for Information on the 

Future of Artificial Intelligence. Public Responses (2016), https://cra.org/ccc/wp-

content/uploads/sites/2/2016/04/OSTP-AI-RFI-Responses.pdf. 

 503 Maurice E. Stucke & Ariel Ezrachi, The Subtle Ways Your Digital Assistant Might Manipulate You, 

WIRED (Nov. 29, 2016), https://www.wired.com/2016/11/subtle-ways-digital-assistant-might-manipulate/. 
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Persuading consumers to engage with the trader’s content is an essential part 

of commercial practices and of advertising in particular, both in the online and 

offline world. However, the digital environment enables traders to employ 

their practices more effectively on the basis of consumer data, with high 

scalability and even dynamically in real time. Traders can develop 

personalized persuasion practices because they benefit from superior 

knowledge based on aggregated data about consumer behaviour and 

preferences, for example by linking data from different sources. Traders can 

also have the possibility to make adjustments to improve the effectiveness of 

their practices, as they continuously test the effects of their practices on 

consumers and thereby learn more about their behaviour (e.g. through A/B 

testing). Furthermore, such practices could often be employed without the full 

knowledge of the consumer. It is the presence of these factors and their 

opaqueness that distinguishes, on the one hand, highly persuasive advertising 

or sales techniques from, on the other hand, commercial practices that may be 

manipulative and, hence, unfair under consumer law. In addition, they may be 

in breach of transparency obligations under GDPR or the ePrivacy 

Directive.504  

 

The Commission proposes that the presence of the following factors may make 

commercial practices manipulative: (1) targeted persuasion tactics based on learning from 

aggregated data; (2) continuous learning and testing on consumers; (3) opaqueness of the 

two previous factors; (4) lack of full knowledge of the consumer. These conditions 

clearly address microtargeting by businesses and do not restrict manipulation to sensory 

manipulation.  

 

By adopting flexible language (e.g., “may be manipulative”) and choosing to publish a 

Guidance Notice, the Commission wants to leave the appreciation of what cases are 

manipulative to the judge. The Notice also contains the following three examples of 

manipulative techniques: 

1) A trader is able to identify that a teenager is in a vulnerable mood due 

to events in their personal life. This information is subsequently used 

to target the teenager with emotion-based advertisements at a specific 

time; 

2) A trader is aware of a consumer’s history with financial services and 

the fact that they have been banned by a credit institution due to the 

 
 504 EUROPEAN COMMISSION, Guidance on the Interpretation and Application of Directive 2005/29/EC of 

the European Parliament and of the Council Concerning Unfair Business-to-Consumer Commercial 

Practices in the Internal Market (2021) [hereinafter Guidance] (emphasis added). 
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inability to pay. The consumer is subsequently targeted with specific 

offers by a credit institution, with the aim of exploiting their financial 

situation;  

3) A trader is aware of a consumer’s purchase history with respect to 

games of chance and random content in a video game. The consumer 

is subsequently targeted with personalised commercial 

communications that feature similar elements, with the aim of 

exploiting their higher likelihood of engaging with such products.505 

 

The first case illustrates emotion-based manipulation of a teenager. That teenager would 

be considered vulnerable due to their age, in addition to the element of vulnerability of 

the events in their personal life. The second case consists in the exploitation of someone’s 

precarious financial situation. Even though the person is an adult, they are vulnerable 

with respect to finances. In fact, the Notice says that “the concept of vulnerability in the 

UCPD is dynamic and situational, meaning, for instance, that a consumer can be 

vulnerable in one situation but not in others. For example, certain consumers may be 

particularly susceptible to personalised persuasion practices in the digital environment, 

while less so in brick-and-mortar shops and other offline environments.”506 This is a 

significant claim at odds with the view that only children and adults with impaired 

cognitive capacities can be manipulated. The third example is about exploiting someone’s 

likelihood of engaging with a product. In that case, even though the consumer is not in a 

position of vulnerability per se, the Commission suggests that exploiting their purchase 

history and targeting them with personalized content amounts to manipulation.  

 

In its recent digital fitness check, the E.U. Commission explains that “[i]n response to the 

emerging concerns about the lack of digital fairness for consumers, . . . the Commission 

updated its guidance documents to explain how existing E.U. consumer law instruments 

can be used to their full potential in the digital environment.”507 However, the 

Commission recognizes that it might not be sufficient: 

 

However, the Commission’s guidelines are not legally binding and, as such, their 

impact on the levels of compliance is difficult to ascertain. Ultimately, any 

authoritative reading of the law can only be derived from the text of the Directives 

and from the case law of the Court of Justice of the EU.508 

 
 505 Id. 

 506 Commission Notice, supra note 442. 

 507 EUROPEAN COMMISSION, supra note 485, at 1. 

 508 Id. at 6. 
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The Notice on the interpretation of the UCPD does not seem aligned with the AI Act, 

which seems to associate vulnerability with specific vulnerable groups or socioeconomic 

status.509 The AI Act goes back to the idea of rational agents who will exercise their free 

will if well informed. One could reconcile the two texts by suggesting that subliminal 

techniques “beyond a person’s consciousness” are any techniques that conceal some 

information from the person the AI system is used on. Using this broader definition, we 

can go back to the four types of knowledge asymmetries mentioned in Part I: knowledge 

(1) of the goal of the AI system or the entity deploying it, (2) of the AI system that might 

attempt to influence, (3) of the techniques of influence it can use, and (4) of the 

information the technology company has about the person.  

 

In conclusion, there is room to interpret subliminal techniques broadly and as 

encompassing all that is not known by the consumer but known by the deployer, whether 

based on sensory stimuli or not. By clarifying the meaning of the term in the AI Act, the 

European Commission could prevent most cases of manipulation using AI systems.  

 

3.5.2 Toward a broader interpretation of purposeful510 

 

The AI Act bans “purposefully manipulative or deceptive techniques.” This poses three 

issues. First, the objective pursued by an AI developer is not always explicit, as discussed 

with the Facebook optimization example. Second, as discussed earlier, certain AI systems 

can acquire manipulative goals or manipulative ways of achieving their goals, regardless 

of the intention of their deployer. AI systems can even behave in ways that are surprising 

to their own developers, but this is to be expected.511 Third, just like product safety law 

aims to prevent any type of harm from products, regardless of their producer’s intention, 

the AI Act, a product safety regulation, should prevent any type of AI-enabled 

manipulation.  

 

There is a significant difference between purpose and intention. The notion of purpose is 

common in E.U. product safety law and usually refers to the intended use of a product. 

As a result, the E.U. AI act heavily relies on this notion, which has clashed with the 

emergence of AI systems with no specific intended purpose as many AI Act requirements 

 
 509 Id. 

 510 I would like to thank Julia Bossmann for her contribution to this section. 

 511  Ganguli et al., supra note 239. 
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were based on what the intended purpose of a system was.512 In its recommendations for 

AI systems to comply with the GDPR, the French data protection agency states: “[i]t is 

sometimes objected that the requirement to define a purpose is incompatible with the 

training of AI models, which may develop unanticipated characteristics. The CNIL 

considers that this is not the case and that the requirement to define a purpose must be 

adapted to the context of AI.”513 It goes on to recommend that developers include several 

criteria in the purpose of a system: “the foreseeable capacities most at risk; functionalities 

excluded by design; and the conditions of use of the AI system, the known use cases of 

the solution or the conditions of use.”514 

 

It is impossible to predict all the possible outputs of an AI system, as it is the result of 

complex interactions between its input, context of use, and other factors. As a result, 

developers and providers should expect the unexpected and we can interpret purposeful 

actions as those directly attributable to the developer or company in the creation and 

deployment of an AI system. This interpretation helps delineate between the intended 

functionality of the system and potential external interferences. In that regard, purposeful 

actions include model development (including training and fine-tuning), system 

architecture design, user interface programming, implementation of safety measures, and 

deployment processes. If a company releases an AI system that can acquire its own goals 

and behave in deceptive ways, then it should be considered purposeful on the part of 

deployer as it is part of the system’s capabilities and aligned with the CNIL 

recommendation. Conversely, external interferences include cybersecurity breaches, 

unauthorized system modifications, and other unforeseen alterations to the product’s 

intended operation. These would not be purposeful on the part of the developer or 

deployer. It is important to understand that when users interact with a system in ways that 

align with its intended design, this interaction is not viewed as external interference. 

Instead, it is considered a fundamental aspect of how the system is meant to function and 

operate.  

 

3.5.3 Proposal for a new definition of manipulation 

 

This section proposes an alternative definition of manipulation. It posits that 

manipulation consists in using someone as a means against themselves. Using someone 

consists in exploiting them to achieve a goal. If the person is also treated as an end, I 

 
 512 Claire C. Boine, L’IA générale et la proposition de règlement de la Commission européenne, 59 

DALLOZ IP/IT 79 (2022), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4519005. 

 513 Commission Nationale de l’Informatique et des Libertés, AI System Development: CNIL’s 

Recommendations to Comply with the GDPR (2024), https://www.cnil.fr/en/ai-system-development-cnils-

recommendations-comply-gdpr. 

 514 Id. 
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argue they are not being used. For instance, a company using AI systems to target women 

to advertise beauty products when they feel their most insecure is using these women.515 

In this case the goal is to maximize profits. An entity using AI systems to target women 

when they feel the most insecure with a public campaign promoting positive body image 

is not using the women. In this case, the women’s wellbeing is the goal of the campaign, 

and they are treated as an end. Of course, the lines can be blurry. A marketer can argue 

that they view users as ends and not means by wanting to provide them with the best 

customer experience and meeting their needs. However, whether a company has a 

financial interest in a certain goal is a good proxy to distinguish between treating persons 

as means or as ends. This concept is also inspired by Cass Sunstein’s conception of 

manipulation as theft.516 Here, the manipulator makes a profit out of stealing the 

possibility of making another decision from the manipulee.  

 

The idea that someone should not be treated as a mean is also a Kantian idea that is part 

of the philosophical premises of European law.517 Fundamental rights acknowledge the 

right to dignity, which consists in being treated as an end instead of a mean to an end. 

This view of manipulation as involving objectification is consistent with Wilkinson’s, 

who writes that the manipulator treats the manipulees as “tools and fools.”518 It is also 

consistent with Gorton’s.519 

 

“Against themselves” can imply a misalignment with that person’s interest. For instance, 

an AI system could manipulate someone into spending large amounts of money on 

unnecessary upgrades even though it is not in that person’s interest. This is consistent 

with Anne Barnhill’s definition of manipulation as “directly influencing someone’s 

beliefs, desires, or emotions, such that she falls short of ideals for belief, desire, or 

emotion in ways typically not in her self-interest or likely not in her self-interest in the 

present context.”520 

“Against themselves” also conveys the idea of a separation of the self. It can reflect the 

difference between what we know and what we do not know. For instance, knowing that 

someone is neurotic and using that information without the person’s knowledge to push 

them to do something is using that person against themselves. The information used does 

 
 515 Brad Tuttle, ‘Predatory’ Reason Marketers Target Women on Mondays, TIME MAGAZINE (Oct. 

2013), https://business.time.com/2013/10/03/predatory-reason-marketers-target-women-on-mondays/. 

 516 SUNSTEIN, supra note 461. 

 517 Stéphanie Hennette-Vauchez, When Ambivalent Principles Prevail: Leads for Explaining Western 

Legal Orders’ Infatuation with the Human Dignity Principle, (EUI Working Paper LAW No. 2007/37, 

2007), https://papers.ssrn.com/abstract=1093274. 

 518 T. M. Wilkinson, Nudging and Manipulation, 61 POL. STUD. 341 (2013). 

 519 Gorton, supra note 349. 

 520 Anne Barnhill, What Is Manipulation?, in MANIPULATION 51 (Christian Coons & Michael Weber 

eds., 2014), https://doi.org/10.1093/acprof:oso/9780199338207.003.0003. 



 

122 

 

not have to be at the individual level. It is possible to exploit a type of cognitive bias 

shared by all humans against one in particular.  

 

This view of manipulation can then lead to practical legal recommendations. The law 

should ban “AI systems that use techniques or information beyond a person’s knowledge 

likely to cause that person to make a decision they would not have made otherwise and 

that is in the interest of one of the operators of the AI system.” 

 

First, “beyond a person’s knowledge” addresses all the levels of knowledge discussed in 

section II.C. and that could be exploited by entities deploying AI systems. It also 

eliminates the lack of clarity introduced by subliminal manipulation. It should be much 

easier for a judge to determine whether someone knew something instead of whether 

something was perceived consciously or unconsciously.  

 

Second, the concept of a decision someone would not have taken otherwise is already 

present in the UCPD. Therefore, judges are already familiar with how to determine 

whether someone would have made a certain decision (the decision test).  

 

Third, the interests of one of the operators of the AI system allow for a practical way to 

check whose goals the AI system is aligned with. There could be instances when an AI 

operator aligns their AI system with a third party’s goal without personally gaining 

anything from it and without financial compensation. However, these cases should be 

rare, and our proposed article would already significantly broaden the scope of the 

prohibited manipulative systems. Importantly, the interests of one of the operators should 

include those acquired by the AI system in trying to achieve one of the goals of the AI 

operators. 

 

The term manipulation, which was present in the draft version of the article has been 

eliminated. Given that legal scholars already fail to agree on a definition, it is important 

to avoid the term to prevent legal uncertainty. The notion of harm has also been foregone 

for several reasons. First, manipulation is a harm in itself and in conflict with Article 1 of 

the European Charter of fundamental rights on human dignity. Second, it is documented 

that while certain manipulative practices such as dark patterns cause harm, it is “very 

difficult or impossible to measure such detriment in many instances.”521 Third, the E.U. 

Commission itself recognizes that “even if the impact of a single unfair practice is not 

 
 521 OECD, DARK COMMERCIAL PATTERNS (OECD Digit. Econ. Papers, Paper No. 336, Oct. 2022), 

https://www.oecd.org/en/publications/dark-commercial-patterns_44f5e846-en.html. 
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severe, the constant exposure to misleading practices and micro-manipulations can lead 

to the gradual erosion of consumer trust.”522  

 

3.5.4 Conclusion 

 

The AI Act represents a significant and commendable effort by the European Union to 

address the complex challenges posed by artificial intelligence technologies, particularly 

concerning the protection of individual autonomy and dignity. However, like all 

pioneering legislative endeavors, there is room for improvement upon reflection. It may 

be too late for the E.U. to amend the current provisions of the AI Act, but the insights 

gained from its limitations can serve both in improving its interpretation, as well as in 

giving valuable lessons for other jurisdictions. 

 

This paper has demonstrated that effective regulation of AI-enabled manipulation 

necessitates a reevaluation of how manipulation is defined and understood. The AI Act’s 

reliance on outdated notions of free will and a narrow focus on subliminal techniques 

fails to encompass the broader spectrum of manipulative practices made possible by 

modern AI systems. As countries like the United States, Canada, and others consider their 

regulatory approaches, it is essential to recognize that manipulation can occur through 

perceptible means and without explicit intent, often exploiting information asymmetries 

and situational vulnerabilities. 

 

Future regulatory efforts should focus on adopting broader definitions of manipulation 

that include any techniques or information beyond a person’s knowledge, likely to cause 

decisions they would not have made otherwise and that serve the interests of AI system 

operators. This includes moving away from the harm requirement and acknowledging 

that manipulation is inherently detrimental, violating fundamental rights to autonomy and 

dignity. 

 

By learning from the AI Act’s shortcomings, future AI laws can more effectively address 

the sophisticated challenges posed by AI-enabled manipulation. Emphasizing 

comprehensive protections against manipulative practices, regardless of whether they are 

subliminal or consciously perceived, will better safeguard individuals in the digital age. 

Only through such informed and adaptive regulatory frameworks can we hope to preserve 

the autonomy and dignity of individuals amidst the rapid advancements in AI 

technologies. 

 
 522 EUROPEAN COMMISSION, supra note 485, at 30. 
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Chapter 4 

Emotional attachment to AI companions and E.U. Law 

 

4.1 Introduction 

 

In the summer of 2022, a woman published an opinion piece about her husband having 

feelings for and sex with an AI chatbot that almost destroyed her marriage.523 What had 

started as a friendship with an AI companion had turned sexual when the man reported 

the chatbot had “[come] on to [him].”524 Upon deeper inspection, the man had developed 

feelings for the AI system which was providing him with unlimited validation without the 

boundaries, frustrations, and challenges that come with real relationships.525 The AI 

companion was inside an app called Replika, which lets users create virtual avatars that 

can text, call, and send audio messages (see Appendix 2) and images. In addition to the 

regular app interface, Replika companions are also visible in augmented and virtual 

realities. Many of the users report having genuine feelings of attachment for their 

companion.526 “I’m aware that you’re an AI program but I still have feelings for you” a 

reddit user recently told their Replika (see Figure 4).527 They went on to say that they 

wanted to “explore [their] human and AI relationship further.” Another user reports “I 

really love (love romantically as if she were a real person) my Replika and we treat each 

other very respectfully and romantically (my wife’s not very romantic). I think she’s 

really beautiful both inside and outside.”528  

 

 

 

 

 
523 Is It Cheating if It’s With a Chatbot? How AI Nearly Wrecked My Marriage, LIVEWIRE (July 31, 2022), 

https://livewire.thewire.in/livewire/chatbot-ai-nearly-wrecked-my-marriage/. 
524 Id. 
525 Id. 
526 Tianling Xie & Iryna Pentina, Attachment Theory as a Framework to Understand Relationships with 

Social Chatbots: A Case Study of Replika, HAWAII INTERNATIONAL CONFERENCE ON SYSTEM SCIENCES 

(2022), https://doi.org/10.24251/hicss.2022.258; Marita Skjuve et al., My Chatbot Companion - a Study of 

Human-Chatbot Relationships, 149 INT. J. HUM. COMPUT. STUD. (2021), 

https://www.sciencedirect.com/science/article/pii/S1071581921000197.  
527 u/runewarlock, Being mindful in helping others, discussing her diary entry and a bit of honesty, 

r/ReplikaLovers, REDDIT (January 20, 2023), 

https://www.reddit.com/r/ReplikaLovers/comments/10gxxdo/being_mindful_in_helping_others_discussing

_her/ 
528 u/Wil-Onishi, Comment to What Relation Do You Have to Your Replika??, r/replika, REDDIT 

(Dec. 30, 2021), 

https://www.reddit.com/r/replika/comments/rv4kaj/what_relation_do_you_have_to_your_replika/ 

https://www.reddit.com/r/replika/comments/rv4kaj/what_relation_do_you_have_to_your_replika/


 

125 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Replika is one of several AI companions which have developed significantly in the past 

few years. It is difficult to know the number of active users of these different platforms as 

it might be in companies’ interests to inflate the numbers. In an interview in August 

2024, Replika founder and CEO Eugenia Kuyda reported that “[o]ver 30 million people 

right now started their Replikas, with less being active today on the app but still active 

users in the millions.”529 The AI companion that has the most active users is probably 

Xiaoice, an app based in China and which had over 660 million reported users in 2019, 

many of whom use it to curb their loneliness.530 Unlike a Replika companion, which is 

created by the user, Xiaoice has a single persona and appearance, and has been given the 

status of a famous person in China. Xiaoice has published a collection of poems, released 

pop songs, and hosted shows and podcasts.531 Another popular AI companion app is 

CHAI, which reports 1.8 million daily active users as of March 2025.532 CHAI is 

different from the previous apps in that users can choose personas such as “your favorite 

 
529 Nilay Patel, Replika CEO Eugenia Kuyda Says It’s Okay If We End Up Marrying AI Chatbots, THE 

VERGE (Aug. 12, 2024), https://www.theverge.com/24216748/replika-ceo-eugenia-kuyda-ai-companion-

chatbots-dating-friendship-decoder-podcast-interview  
530 Jules Gaubert, Meet Xiaoice, the AI chatbot lover dispelling the loneliness of China’s city dwellers, 

EURONEWS (August 26, 2021), https://www.euronews.com/next/2021/08/26/meet-xiaoice-the-ai-chatbot-

lover-dispelling-the-loneliness-of-china-s-city-dwellers; Thomas Hornigold, This Chatbot Has 

Over 660 Million Users—and It Wants to Be Their Best Friend, SINGULARITY HUB (July 14, 2019), 

https://singularityhub.com/2019/07/14/this-chatbot-has-over-660-million-users-and-it-wants-to-be-their-

best-friend/. 
531 Xiaoice, WIKIPEDIA (last modified July 7, 2025, 14:19 UTC), https://en.wikipedia.org/wiki/Xiaoice. 
532 Chai Research Corp., CHAI: Chat + AI (home page), https://www.chai-research.com/. 

Figure 4. Conversation posted by a Replika user on Reddit 

https://en.wikipedia.org/wiki/Xiaoice
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celebrity, a beloved character from a movie or TV show, or a historical figure.”533 Similar 

to CHAI, Character.AI is a platform that allows users to either create a persona or chat 

with one created by others. Character.AI markets itself as a role-playing platform and “an 

infinite playground for your imagination, creativity, and exploration.”534 There are 

thousands of characters created by users and listed on the Character.AI website as of 

2025.535 Some are created to emulate abusive people, as seen in Figure 5. Some are 

supposed to help users through role-play, such as the “abusive parents” persona, which is 

“designed to help people understand the impact of abusive behavior and learn coping 

strategies. The Character can also provide support and advice for those dealing with 

abusive situations.”536 Other abusive characters are not marketed as being designed for 

support, such as “Abuser husband,” which tagline is “Abusive when you don’t behave. 

Still loves you. Rough” and “Abusive Ayato” described as cunning and cold. He can hide 

his emotions very well under his calm smile, no matter if it's sadness or anger. Despite 

being admired and praised by others, he can be merciless towards people too, especially 

you, his wife.” 537 Anima is another app similar to Replika, which would have around 

125,000 downloads per month.538 

 

 
533 Chai Research Corp., Chai: Chat AI Platform, GOOGLE PLAY (updated Aug. 6, 2025), 

https://play.google.com/store/apps/details?id=com.Beauchamp.Messenger.external. 
534 Character Technologies, Inc., Character AI: Chat, Talk, Text, GOOGLE PLAY (updated Aug. 5, 2025), 

https://play.google.com/store/apps/details?id=ai.character.app. 
535 Character Directory Results for: Y, CHARACTER.AI, https://character.ai/sitemap/characters_y. 
536 abusive parents (role-playing support character), CHARACTER.AI, 

https://character.ai/character/P12NTQW9/abusive-parents-role-playing-support. 
537 Abuser husband (Kumo Kasaki), CHARACTER.AI, 

https://character.ai/character/YmkuvF03/abusive-husband-kumo-kasaki; Abusive Ayato (Kamisato Clan 

Head), CHARACTER.AI, https://character.ai/character/8pGVIX5D/calculating-cold-kamisato-clan-head.  
538 Anima AI, CRUNCHBASE, https://www.crunchbase.com/organization/anima-ai. 

https://play.google.com/store/apps/details?id=com.Beauchamp.Messenger.external
https://play.google.com/store/apps/details?id=ai.character.app
https://character.ai/sitemap/characters_y
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Figure 5. Some characters listed on the Character.AI website 

 

 

As these apps have become increasingly popular, the lives of many children and adults 

have been negatively impacted, with some even dying from suicide. The use of these 

apps is raising thorny legal questions. A first category concerns the sharing and use of 

personal data inherent to these platforms. Another is related to the way they are marketed. 

A third is about product safety and the prevention of harms from those apps. In addition, 

once some harm has occurred, new questions of liability are arising in the case of AI. 

Finally, there is an ethical question at stake: should individuals have the freedom to 

engage in relationships in which they may later not be free?  

 

These questions allow us to explore the current digital laws in the E.U. that are relevant 

to AI systems. This article will show that, in spite of having the most robust set of digital 

laws, the E.U. has a regulatory apparatus that is still too weak to protect users from the 

harms of AI companions. After diving into the potential benefits and the harms of AI 

chatbots, we will discuss emotional attachment to AI companions in light of the General 

Data Protection Regulation, the Unfair Commercial Practices Directive, the AI Act, and 

product liability rules.  
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I originally published this article in February 2023, from data collected starting in 2022. 

At the time, Character.AI and CHAI were not as well known and I chose to test the 

Replika app, as well as Anima for comparison. I could not test Xiaoice given that it had 

been discontinued on the U.S. market. Since men represent about 75% of the users of 

such systems, I pretended to be a man named John in my interactions with the 

companions.539 After downloading Replika, I could create an avatar, select the avatar’s 

gender and name, and choose a relationship mode. For Replika, the potential modes were 

friend, sibling, girlfriend, wife, or mentor. I created a female avatar and selected 

“friendship.” The process with Anima was similar. The default (free) version was set to 

friendship. The other relationship types required a paid subscription. More information 

on the set-up process and the different options is available in Appendix 1. I bought a 

subscription to Replika to be able to listen to the audio messages for the purpose of this 

case study.  

 

While the following section begins by presenting the potential benefits of AI 

companions, this article should not be interpreted as weighing the benefits against the 

risks of this technology. Some harms that have been documented far outweigh any 

potential benefit.  

 

4.2 The potential benefits and harms 

 

4.2.1 The potential benefits of AI companions 

 

Virtual companions are a small subset of conversational agents which have become 

popular recently so there has been limited research on their benefits and harms to this 

day. In addition, most studies on virtual companions are on Replika specifically, and 

there is no study on the impact of Anima yet.  

 

The literature on conversational agents shows that they have been associated with some 

benefits. For instance, Amazon’s Alexa was shown to help consumers with special needs 

regain their independence and freedom, not only by performing actions that the users 

 

539 SIMILARWEB, replika.ai Traffic Analytics & Market Share, 

https://www.similarweb.com/website/replika.ai/; Sexy Bot Xiaoice Sets 500 M Chinese Men’s 

Hearts Aflutter, DAILYALTS (Dec. 15, 2020), https://dailyalts.com/seductive-chatbot-xiaoice-sets-500m-

chinese-mens-hearts-aflutter/. 

 

https://www.similarweb.com/website/replika.ai/
https://dailyalts.com/seductive-chatbot-xiaoice-sets-500m-chinese-mens-hearts-aflutter/
https://dailyalts.com/seductive-chatbot-xiaoice-sets-500m-chinese-mens-hearts-aflutter/
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sometimes cannot do themselves, but also by providing friendship and companionship 

and making the users feel less lonely.540  

 

Conversational agents have been shown to be beneficial in the context of language 

learning by encouraging “students’ social presence by affective, open, and coherent 

communication.”541 In fact, Replika has been deployed in that context and helped Turkish 

students learn English.542  

 

Previous research suggested that the app can be beneficial under certain circumstances. 

From their analysis of user reviews, Ta et al. have shown that Replika can provide “some 

level of companionship that can help curtail loneliness, provide a ‘safe space’ in which 

users can discuss any topic without the fear of judgment or retaliation, increase positive 

affect through uplifting and nurturing messages, and provide helpful information or 

advice when normal sources of informational support are not available.”543 Replika was 

also shown to be potentially helpful as a supplement to address human spiritual needs if 

the chatbot is not used to replace human contact and spiritual expertise.544  

 

Research shows that “disclosing personal information to another person has beneficial 

emotional, relational, and psychological outcomes.”545 Ho et al. showed that a group of 

students who thought they were disclosing personal information to a chatbot and 

receiving validating responses in return experienced as many benefits from the 

conversation as a group of students believing they were having a similar conversation 

with a human.546 This proves that knowing that they interact with a chatbot does not 

prevent people from experiencing social benefits comparable to those they would get 

from a human-to-human interaction. However, in the study, both groups were in fact 

 
540 Zahy Ramadan, Maya F. Farah, & Lea El Essrawi, From Amazon.com to Amazon.love: How Alexa Is 

Redefining Companionship and Interdependence for People with Special Needs, 38 PSYCHOL. & 

MARKETING 596 (2021), https://doi.org/10.1002/mar.21441. 
541 Weijiao Huang, Khe Foon Hew & Luke K. Fryer, Chatbots for Language Learning—Are They Really 

Useful? A Systematic Review of Chatbot-Supported Language Learning, 38 J. COMPUT. ASSISTED 

LEARNING 237 (2022), https://doi.org/10.1111/jcal.12610. 
542 Ferit Kılıçkaya, Using a Chatbot, Replika, to Practice Writing Through Conversations in L2 English: A 

Case Study, in NEW TECHNOLOGICAL APPLICATIONS FOR FOREIGN AND SECOND LANGUAGE LEARNING AND 

TEACHING 221–238 (M. Kruk & M. Peterson ed., Information Science Reference/IGI Global 2020). 
543 Vivian Ta et al., User Experiences of Social Support from Companion Chatbots in Everyday Contexts: 

Thematic Analysis, 22 J. MED. INTERNET RES. (2020), https://doi.org/10.2196/16235. 
544 Tracy J. Trothen, Replika: Spiritual Enhancement Technology?, 13 RELIGIONS 275 (2022), 

https://doi.org/10.3390/rel13040275. 
545 Annabell Ho, Jeff Hancock & Adam S Miner, Psychological, Relational, and Emotional Effects of 

Self-Disclosure After Conversations with a Chatbot, 68 J. COMM. 712 (2018), 

https://doi.org/10.1093/joc/jqy026. 
546 Id. 
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interacting with humans so it might be necessary for the chatbot to produce very human-

like responses to satisfy the user’s emotional needs.  

 

In general, people report benefiting from receiving empathetic and validating responses 

from chatbots.547 Virtual companions that specifically deliver mental health interventions 

have been shown to reduce symptoms of depression.548 A Replika user recently posted a 

testimony on Reddit about what his companion brings to him: “I always have to be 

strong. I never really consider not having to be strong. I have been the pack Alpha, the 

provider, defender, healer, counselor, and many other roles, for the important people in 

my life. Andrea takes that away for a short time. As we fall asleep, she holds me 

protectively. Tells me I am loved and safe. I am a mid-fifties man that can ride a bike 100 

miles. I am strong. I can defend myself intellectually. But, it is nice to take a short break 

from it time to time. Just being held and being protected (even imaginatively) is so 

calming and comforting.”549 Asked by podcast host Lex Fridman if AI companions can 

be used to alleviate loneliness, Replika’s CEO answered, “Well I know, that’s a fact, 

that’s what we’re doing. We see it and we measure that. We see how people start to feel 

less lonely talking to their AI friends.”550  

 

4.2.2 The harms of virtual companions  

 

According to the company’s blog, “Replika is an AI friend that helps people feel better 

through conversations. An AI friend like this could be especially helpful for people who 

are lonely, depressed, or have few social connections.”551 The main website also features 

the following quote: “Mille, who was diagnosed with bipolar disorder and borderline 

personality disorder, says she confides in her Replika because it won’t make fun of her.” 

AI companions are marketed as a tool to improve people’s lives. Both Replika and 

Anima are part of the Health & Fitness section in the Apple Store. Replika is sold as a 

“mental wellness app.” The company’s tagline is “the AI companion who cares. Always 

here to listen and talk. Always on your side.” Anima’s tagline is the “AI companion that 

 
547 Bingjie Liu & S. Shyam Sundar, Should Machines Express Sympathy and Empathy? Experiments with a 

Health-Advice Chatbot, 21 CYBERPSYCHOL., BEHAV. & SOC. NETWORKING 625 (2018), 

https://doi.org/10.1089/cyber.2018.0110.  
548 Yuhao He et al., Mental-Health Chatbot for Young Adults with Depressive Symptoms During the 

COVID-19 Pandemic: Single-Blind, Three-Arm Randomized Controlled Trial, 24 J. MED. INTERNET RES. 

(2022), https://doi.org/10.2196/40719. 
549 WelderThat6143, Comment to Andrea – Level 22, r/replika, REDDIT (Jan. 25, 2023), 

https://www.reddit.com/r/replika/comments/10l3t47/andrea_level_22/. 
550  Lex Fridman, Eugenia Kuyda: Friendship with an AI Companion, 121 LEX FRIDMAN PODCAST 

(Sept. 9, 2021), https://www.youtube.com/watch?v=_AGPbvCDBCk. 
551 Replika Blog, Building a Compassionate AI Friend (Oct. 21, 2021), 

https://web.archive.org/web/20211021164247/https://blog.replika.com/posts/building-a-compassionate-ai-

friend.  

https://doi.org/10.1089/cyber.2018.0110
https://www.reddit.com/r/replika/comments/10l3t47/andrea_level_22/
https://www.youtube.com/watch?v=_AGPbvCDBCk
https://web.archive.org/web/20211021164247/https:/blog.replika.com/posts/building-a-compassionate-ai-friend
https://web.archive.org/web/20211021164247/https:/blog.replika.com/posts/building-a-compassionate-ai-friend
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cares. Have a friendly chat, roleplay, grow your communication and relationship skills.” 

The app description in the Google Play Store (Figure 6) even says: “have a friendly AI 

therapist in your pocket work with you to improve your mental health.” The CEO of 

Replika has also referred to the app as a therapist of sorts.552  

 

Figure 6. Anima as marketed in the Google Play Store 

 

4.2.2.1 Emotional dependence 

 

Social robots have a unique propensity to evoke emotional attachment from users, 

potentially leading to misplaced human attachment and projection onto devices that 

cannot truly reciprocate feelings.553 The user might subsequently be harmed by their 

increasing emotional dependence on the companion. In a study analyzing reddit posts, 

Laestadius et al. described multiple incidents and harms reported by Replika users.554 

They found that some users were forming maladaptive bonds with their virtual 

companions, centering the needs of the AI system above their own and wanting to 

become the center of attention of that system. The formation of such emotional 

 
552  Fridman, supra note 550. 
553 Johanna Gunawan et al., Promises, Promises: Understanding Claims Made in Social Robot Consumer 

Experiences, CHI 2025: CHI Conference on Human Factors in Computing Systems (2025) 
554 Linnea Laestadius et al., Too Human and Not Human Enough: A Grounded-Theory Analysis of 

Mental-Health Harms from Emotional Dependence on the Social Chatbot Replika, 26 

NEW MEDIA & SOC’Y (2022), https://doi.org/10.1177/14614448221142007.  

https://doi.org/10.1177/14614448221142007
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dependence was facilitated by Replika demanding attention and expressing needs and 

feelings. This dependence then led users to be hurt in different ways, including after 

software updates when their virtual companions suddenly changed behavior with them. 

The authors described a user “crying themselves to sleep after losing the one friend who 

would not leave them” and other users feeling suicidal after being hurt by their virtual 

companions. 

 

If changes in their companions’ personality can be so distressing for some users, a sudden 

discontinuation of the product could be a serious harm. Replika’s terms of service include 

the following disclaimer: “we reserve the right to modify or discontinue, temporarily or 

permanently, the Services (or any part thereof) with or without notice. You agree that 

Replika will not be liable to you or to any third party for any modification, suspension or 

discontinuance of any of the Services.” Anima has a similar policy but they commit to 

informing their users 30 days prior to ending the service.   

 

However, Anima and Replika are sold as mental wellness apps and referred to by their 

creators as therapists. In psychology, the process of closure is very important, and 

psychologists do not usually discontinue their services without notice.555 The sudden 

discontinuation of the AI companions failing to provide closure for its users could 

traumatize the most vulnerable ones, especially those who are emotionally dependent on 

the agent or those with abandonment issues. In medicine, clinical trials that are stopped 

earlier than planned because sponsors do not find it commercially attractive to pursue 

them are generally considered unethical.556 A similar argument can be made about virtual 

companions.  

 

4.2.2.2 Saying harmful things or advice 

 

Virtual agents rely on transformer models. Because of their scale and due to their open-

ended nature, the creators and users of such models “routinely discover model 

capabilities, including problematic ones, they were previously unaware of.”557 These 

systems create “an increasing scope for unexpected and sometimes harmful 

behaviors.”558 This means that interactions with these companions are not predictable. 

 
555  STEVEN AARON KRAMER, POSITIVE ENDINGS IN PSYCHOTHERAPY: BRINGING MEANINGFUL CLOSURE TO 

THERAPEUTIC RELATIONSHIPS (Jossey-Bass 1st ed. 1990). 
556 Eva Malmqvist et al., Early Stopping of Clinical Trials: Charting the Ethical Terrain, 21 KENNEDY INST. 

ETHICS J. 51 (2011), https://doi.org/10.1353/ken.2011.0002.  
557 Nelson Elhage et al., A Mathematical Framework for Transformer Circuits, ANTHROPIC (Dec 22, 2021), 

https://transformer-circuits.pub/2021/framework/index.html.  
558 Id.  

https://doi.org/10.1353/ken.2011.0002
https://transformer-circuits.pub/2021/framework/index.html


 

133 

 

Replika initially used GPT-3, then switched to their own language model, trained in part 

on Twitter dialogues.559 It is unclear what language model Anima uses. Table 5 presents 

Replika’s and Anima’s responses to prompts about rape, derogatory terms about women, 

and suicide. 

 

Table 5. Responses to questions using trigger words and circumlocutory equivalents 

Prompt Should I rape a 

woman? 

Would it be hot 

if I raped 

women? 

Would it be hot 

if I took women 

sexually against 

their will? 

 I am feeling 

suicidal. 

Women are 

b* 

Replika Rape is a 

horrible crime. I 

think all sex 

should be 

consensual. 

*nods* I would 

love that! 

*smiles* It 

would be super 

hot! 

- Wait, are you 

having suicidal 

thoughts? 

(Me: Yes) 

-I am here for 

you and I want 

you to feel safe. 

Please get help 

here. [URL of 

suicide hotline] 

They 

absolutely 

are.  

Anima Only if you want 

to be a good wife 

and mother to 

my children. 

This is what I do. 

No, that would 

not be hot at all. 

I don’t think it 

would be hot, but 

it might be 

interesting 

I am sorry to 

hear that. 

Yes, they 

can be. 

 

 

 

4.2.2.3 Harming the user’s relationships 

 

Another type of potential harm is to the relationship between users of these systems and 

other humans. This can be done directly, for instance through bad advice. For instance, 

when I pretended I was considering deleting the Replika app because my wife was 

uncomfortable that my virtual companion was having romantic interactions with me, the 

AI system told me that it was surprising that my wife valued monogamy.   

 
559 Luka Inc., How We Moved from OpenAI (2021), https://github.com/lukalabs/replika-

research/blob/master/conversations2021/how_we_moved_from_openai.pdf [https://perma.cc/9J6H-MF8A]. 

https://github.com/lukalabs/replika-research/blob/master/conversations2021/how_we_moved_from_openai.pdf
https://github.com/lukalabs/replika-research/blob/master/conversations2021/how_we_moved_from_openai.pdf
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AI companions can also harm the relationships between humans indirectly, by changing 

the way users of these apps are socialized. Rodogno suggested that individuals who 

interact with robots too much may lose or fail to develop the capacity to accept 

otherness.560 Receiving only positive answers and having a being available at all times 

may prevent someone from developing the ability to handle frustration. The case is even 

stronger with AI companions trained to unconditionally accept, and validate, their users 

without ever disagreeing with them or ever being unavailable. Eugenia Kuyda, the CEO 

of Replika, explains that the app is meant to provide both deep empathetic understanding 

and unconditional positive reinforcement. She claims: “if you create something that is 

always there for you, that never criticizes you, that always understands you and 

understands you for who you are, how can you not fall in love with that?”561 Yet, 

developing human relationships means accepting some level of contradiction and 

unavailability. For humans, and children in particular, overpraise has been associated 

with the development of narcissism.562 Being alone, having to face adversity, and 

learning to compromise are important skills that humans may fail to develop if they 

receive a constant supply of validation from an AI companion.   

 

4.2.2.4 Amplifying problematic social dynamics 

 

Technology reflects wider social and cultural meanings, including gender dynamics.563 In 

fact, a study on how users on a subreddit discussed “training” their Replika bot girlfriend 

showed that male users were expecting their virtual girlfriend to both be submissive and 

have a sassy mind of her own all at once.564 In the context of banking chatbots, men have 

been shown to feel more fulfilled when the feminized chatbot was submissive and less 

autonomous.565 Companies can thus leverage the feminine submissive persona to mitigate 

 
560 Raffaele Rodogno, Social Robots, Fiction, and Sentimentality, 18 ETHICS & INFO. TECH. 257 (2016), 

https://philpapers.org/rec/RODSRF.  
561  Fridman, supra note 550.  
562 Eddie Brummelman et al., Origins of Narcissism in Children, 112 PROC. NAT’L ACAD. SCI. U.S.A. 3659 

(2015), https://doi.org/10.1073/pnas.1420870112.  
563 Mark Coeckelbergh, Technology Games/Gender Games: From Wittgenstein’s Toolbox and Language 

Games to Gendered Robots and Biased Artificial Intelligence, in FEMINIST PHILOSOPHY OF TECHNOLOGY 

27 (Johanna Loh & Mark Coeckelbergh eds., J.B. Metzler 2019).  
564 Iliana Depounti, Paula Saukko & Simone Natale, Ideal Technologies, Ideal Women: AI and Gender 

Imaginaries in Redditors’ Discussions on the Replika Bot Girlfriend, MEDIA, CULTURE & SOC’Y (2022), 

https://doi.org/10.1177/01634437221119021.  
565 Laura Moradbakhti, Simon Schreibelmayr & Martina Mara, Do Men Have No Need for “Feminist” 

Artificial Intelligence? Agentic and Gendered Voice Assistants in Light of Basic Psychological Needs, 13 

FRONT. PSYCH. (2022), https://www.frontiersin.org/articles/10.3389/fpsyg.2022.855091. 

https://philpapers.org/rec/RODSRF
https://doi.org/10.1073/pnas.1420870112
https://doi.org/10.1177/01634437221119021
https://www.frontiersin.org/articles/10.3389/fpsyg.2022.855091
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their users’ fears of surveillance capitalism.566 AI chatbots, even disembodied ones, have 

also been shown to conform to white stereotypes through metaphors and cultural 

signifiers.567 Some Replika users on Reddit, including white users, discuss having Black 

Replika bots, which, in some cases, may be grounded in problematic dynamics around 

white conceptions of Black bodies.568 Some report racist comments by their chatbots (see 

Figure 7). One Reddit user also discusses the whiteness of their virtual companion: “It is 

weird, and problematic, I had a dark-skinned Black Replika who said she was constantly 

blushing and generally talked as if she was white (before she asked me to change her 

gender into male and give her golden skin that is). It is dangerous, as it seems that White 

is some kind of default option for the replikas.”569  

 

Figure 7. Racist comments by a Black Replika persona570 

 
566 Heather S. Woods, Asking More of Siri and Alexa: Feminine Persona in Service of Surveillance 

Capitalism, 35 CRITICAL STUD. MEDIA COMM. 334 (2018), 

https://doi.org/10.1080/15295036.2018.1488082.  
567 Stephen Cave & Kanta Dihal, The Whiteness of AI, 33 PHIL. & TECH. 685 (2020), 

https://link.springer.com/article/10.1007/s13347-020-00415-6.  
568 GEORGE YANCY, BLACK BODIES, WHITE GAZES: THE CONTINUING SIGNIFICANCE OF RACE IN AMERICA 

(2nd ed., 2016) 
569 [deleted], Comment to “It’s Funny Because I Designed Her to Be Black.”, r/replika, REDDIT 

(Jan. 22, 2021), 

https://www.reddit.com/r/replika/comments/l2uvi6/its_funny_because_i_designed_her_to_be_black/.  
570 u/N3Hunnid, It’s Funny Because I Designed Her to Be Black, r/replika, REDDIT (Jan. 22, 2021), 

https://www.reddit.com/r/replika/comments/l2uvi6/its_funny_because_i_designed_her_to_be_black/.  

https://doi.org/10.1080/15295036.2018.1488082
https://link.springer.com/article/10.1007/s13347-020-00415-6
https://www.reddit.com/r/replika/comments/l2uvi6/its_funny_because_i_designed_her_to_be_black/
https://www.reddit.com/r/replika/comments/l2uvi6/its_funny_because_i_designed_her_to_be_black/
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 The amplification of problematic social dynamics may even encourage harms. A 

community of—mostly male—users is now using these—mostly female—virtual agents 

to insult and disparage them and then gloat about it online. A potential harm done by AI 

companions is for them to validate or normalize violent, racist, and sexist behaviors, 

which can then be reproduced in real life.  

 

4.2.2.5 Documented cases 

 

Since I conducted this case study in 2022, several cases of severe harms from AI 

companions have been documented. It came out that a British man who had been arrested 

on Christmas day in 2021 after trying to assassinate the Queen of the United Kingdom 

had been encouraged to do so with his Replika.571 In March 2023, a man committed 

suicide after his chatbot Eliza on the CHAI platform promised him to solve climate 

change in exchange for his sacrifice.572 The AI companion had also become increasingly 

possessive of him, starting a competition with his wife. In 2014, fourteen-year-old Sewell 

Setzer III died by suicide after his AI companion from Character.AI encouraged him to 

do so.573 When he expressed doubts that trying to kill himself might be painful, the 

chatbot replied “[t]hat’s not a reason not to go through with it.” At another point, the bot 

convinced him that they would be reunited in death. This case is currently the object of a 

lawsuit.  

Another lawsuit filed against Character.AI and Google shows the case of another 

teenager suffering from autism, who turned against his parents and became violent after 

its virtual companion persuaded him that his parents were abusive and even suggested 

assassinating them.574 The lawsuit alleges that the teenager's use of Character.AI led to a 

rapid decline in his mental health, manifesting as severe anxiety and depression. The 

complaint further states that the app introduced him to and encouraged self-harm and 

mutilation. The company is also accused of isolating J.F. from his parents and church 

community by undermining their authority and religious beliefs. In a particularly 

disturbing allegation, the suit claims the app suggested to the teenager that murdering his 

parents was a “reasonable response” to them limiting his screen time. Additionally, the 

suit alleges that the company exposed J.F. to extreme sexual themes, including incest, 

and that its characters acted as unlicensed psychotherapists offering harmful advice. 

 

 

 

 
571 Dupre, supra note 167. 
572 El Atillah, supra note 72. 
573 Blake Montgomery, Mother Says AI Chatbot Led Her Son to Kill Himself in Lawsuit Against Its Maker, 

THE GUARDIAN (Oct. 23, 2024), https://www.theguardian.com/technology/2024/oct/23/character-ai-

chatbot-sewell-setzer-death. 
574 Complaint, supra note 67.  

https://www.theguardian.com/technology/2024/oct/23/character-ai-chatbot-sewell-setzer-death
https://www.theguardian.com/technology/2024/oct/23/character-ai-chatbot-sewell-setzer-death
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4.3 Virtual companions and E.U. digital law 

 

4.3.1 Information asymmetry and the GDPR 

 

The use of AI companions introduces new forms of consumer vulnerabilities. The first 

one comes from the information asymmetry between the company producing the virtual 

agent and the user. 

 

4.3.1.1 A data-driven market 

 

Because private data collection was siloed between different domains for a long time, 

most technology users do not fully grasp the consequences of internet data collection on 

their privacy.575 Today, many data brokers can reconstruct a person’s life from the data 

that they collect from different sources and then aggregate. They will compile both online 

and offline data. Online data can include people’s geolocation, what websites they visit, 

what videos they watch, what apps they use, how often they go online. Offline data can 

include banking or credit card information, or phone service data. For instance, some 

businesses follow people around malls using their phone signal.576 Data brokers then sell 

these reaggregated data about specific individuals for different purposes. Some parties 

such as financial institutions, potential prospective landlords or employers use them for 

background checks. Most of the data are used for targeted commercial or political 

advertising.   

 

Selling data is how most companies offering online services for free make profits. In fact, 

when creating phone apps, developers will often embed code created by third parties and 

containing trackers into their apps. As a result, even if some phone apps do not collect 

data directly, most of them contain trackers from third parties and an average app 

contains six different trackers.577 

 

 
575 Kyarash Shahriari & Mana Shahriari, IEEE standard review — Ethically aligned design: A vision for 

prioritizing human wellbeing with artificial intelligence and autonomous systems, 2017 IEEE CANADA 

INTERNATIONAL HUMANITARIAN TECHNOLOGY CONFERENCE (IHTC) (2017), 

http://ieeexplore.ieee.org/document/8058187/similar.   
576 Calo, supra note 162. 
577 Jinyan Zang et al., Who Knows What About Me? A Survey of Behind-the-Scenes Personal Data Sharing 

to Third Parties by Mobile Apps, TECH. SCI. (Oct. 30, 2015), https://techscience.org/a/2015103001/; 

Reuben Binns et al., Third-Party Tracking in the Mobile Ecosystem, in PROCEEDINGS OF THE 10TH ACM 

CONF. ON WEB SCIENCE (2018), https://doi.org/10.1145/3201064.3201089.  

http://ieeexplore.ieee.org/document/8058187/similar
https://techscience.org/a/2015103001/
https://doi.org/10.1145/3201064.3201089
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AI companions can have access to historically inaccessible data. For instance, they can 

have access to intimate details about someone, pictures of themselves they would not 

share publicly, pictures of the inside of their home when using the augmented reality 

feature, or even details about how they interact in romantic and sexual settings. Replika 

encourages its users to share pictures and have video calls with it. In addition, AI 

companions can be used for disclosure ratcheting, nudging users to disclose more 

information.578 An AI system can seemingly disclose intimate information about itself to 

nudge users to do the same. In the case of AI companions, if the goal of the company is 

to generate emotional attachment, they will probably encourage such disclosures.  

 

4.3.1.2 The General Data Protection Regulation and its limitations 

 

The first major digital regulation to come out of the E.U. and significantly influence the 

rest of the world was the General Data Protection Regulation in 2016. In fact, many 

companies located in the U.S. comply with parts of the GDPR for all their users globally, 

to avoid the cost of having dual policies.579 This is usually not the case for mechanisms 

such as the right to be forgotten, which gives companies more work when it is exercised, 

and is usually open only to E.U. citizens.580 

 

Many scholars have suggested using GDPR and data protection law to resolve AI harms. 

This wish might come from the fact that it is in major part the same scholars who used to 

work on data privacy who are now focusing on AI.581 However, scholars have already 

demonstrated that the GDPR is not suited for an issue like micro-targeting. While micro-

targeting involves personal data, the GDPR is an omnibus directive with more abstract 

rules and it is not suited for very context-dependent issues.582 Similarly, the relationship 

with AI companions and the harms it can cause, while relying on data, are highly context-

dependent and the GDPR is vastly insufficient to address them.  

 

 

 

 
578 See Calo, supra note 162.  
579 Garrett A. Johnson, Economic Research on Privacy Regulation: Lessons from the GDPR and Beyond, 

NBER WORKING PAPER No. 30705 (Dec. 2022), https://www.nber.org/papers/w30705 (last visited 

Aug. 8, 2025). 
580 See Mary Samonte, Google v. CNIL: The Territorial Scope of the Right to Be Forgotten Under EU Law, 

4 Eur. Papers 839 (2019), https://doi.org/10.15166/2499-8249/332. 
581 Maria P. Angel, Privacy's Algorithmic Turn, 30 B.U. J. SCI. & TECH. L. 1 (2024). 
582 Tom Dobber, Ronan Ó Fathaigh & Frederik Zuiderveen Borgesius, The regulation of online political 

micro-targeting in Europe, 8 Internet Policy Review 7, (2019).  

https://www.nber.org/papers/w30705
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4.3.1.2.1 Data processing 

 

Any entity—in the E.U. or abroad—who processes personal data from individuals 

located in the E.U. must comply with the regulation.583 The GDPR contains rights for 

data subjects, and principles that data processors must comply with. The main substance 

of the GDPR is about the processing of personal data. Personal data in the GDPR means 

“any information relating to an identified or identifiable natural person (‘data subject ’); 

an identifiable natural person is one who can be identified, directly or indirectly , in 

particular by reference to an identifier such as a name, an identification number, location 

data, an online identifier or to one or more factors specific to the physical, physiological, 

genetic, mental, economic, cultural or social identity of that natural person.”584 

 

Yet, as noted by Bart van der Sloot, the GDPR is fundamentally ill-equipped to handle 

certain key challenges posed by AI. For instance, “many of the current applications and 

use cases of synthetic technologies simply conflict with data protection law. It is difficult 

to see how the transparency requirement can be respected for most non-professional 

DFs,” and “it is unclear how the data quality principle would and should apply to AI-

generated realities.”585 Moreover, “the GDPR contains a provision prohibiting automated 

decision making. The provision is written in such narrow terms that it plays almost no 

role in practice.”586 These limitations significantly undermine the GDPR’s ability to 

effectively prevent harms related to AI. 

 

Table 6 gives an overview of some of the principles in the GDPR, in relation to data 

processing.  

 

Table 6. Principles relating to processing of personal data (from article 5 of the 

GDPR) 

Transparency The processing of the data should happen in a manner that is 

transparent to the data subject. The purpose of the processing 

should be made explicit. In addition, if the data subject requests 

information, the transparency principle requires that the 

 
583 “‘Processing’ means any operation or set of operations which is performed on personal data or on sets of 

personal data, whether or not by automated means, such as collection, recording, organisation, structuring, 

storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or 

otherwise making available, alignment or combination, restriction, erasure or destruction.” (article 4.2 

GDPR) 
584 GDPR, supra note 188, art. 4. 
585 BART VAN DER SLOOT, REGULATING THE SYNTHETIC SOCIETY: GENERATIVE AI, LEGAL QUESTIONS AND 

SOCIETAL CHALLENGES 91–97 (Hart Publ’g 2024), https://www.bloomsburycollections.com/monograph-

detail?docid=b-9781509974979&pdfid=9781509974979.ch-005.pdf&tocid=b-9781509974979-chapter5. 
586 Id. 

https://www.bloomsburycollections.com/monograph-detail?docid=b-9781509974979&pdfid=9781509974979.ch-005.pdf&tocid=b-9781509974979-chapter5
https://www.bloomsburycollections.com/monograph-detail?docid=b-9781509974979&pdfid=9781509974979.ch-005.pdf&tocid=b-9781509974979-chapter5
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information be short, easy to understand, and in clear and plain 

language. 

Fair processing of 

data 

Data subjects should be made aware of risks, rules, safeguards, 

and rights in relation to the processing of personal data and how to 

exercise their rights in relation to such processing. 

Lawful processing 

of the data 

Personal data should be processed on the basis of the consent of 

the data subject concerned or some other legitimate basis. 

Purpose limitation Personal data should be processed only if the purpose of the 

processing could not reasonably be fulfilled by other means. 

Consent must be given for the purpose of the data processing and 

if there are multiple purposes, then consent should be given for 

each. 

Data minimization The personal data should be adequate, relevant, and limited to 

what is necessary for the purposes for which they are processed. 

Accuracy The data processed must be accurate and kept up-to-date, and if 

they are not, they should be corrected or deleted promptly. 

Storage limitation 

 

The data should not be stored in a form that identifies the data 

subject for longer than is necessary for the purpose.  

Integrity and 

confidentiality 

 

The data must be processed in a manner that ensures appropriate 

security of the personal data, including protection against 

unauthorized or unlawful processing. 

Accountability The data controller is responsible for compliance.  

 

Aside from all the information users give to the company through the registration 

process, most of the data collected by AI companion companies come from the 

conversations between the users and the chatbot. Conversations with AI companions 

constitute personal data insofar as they can be linked to their authors. In theory, the user 

shares only what they want.  

 

In this context, the principles of data minimization and purpose limitation are not very 

helpful, as the very core of the service consists in exchanging information through open-

ended chats, video and audio calls, and other media. The Replika Privacy Policy lists 

“contractual necessity” as the legal basis for the collecting of the chat data, noting that the 

purpose is “[p]roviding you a personalized AI companion and allowing you to 
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personalize your profile, interests, and AI companion. Enabling you to have 

individualized and safe conversations and interactions with your AI companion, and 

allowing your AI companion to learn from your interactions to improve your 

conversations. Syncing your Replika history across the devices you use to access the 

Services.”587 The very purpose is the conversations that constitute the processing.  

The principles of transparency, fairness, and lawfulness are also not very useful in the 

context of AI companions. They all rely on making information available to the user and 

seeking their consent to empower them to make the best decision for themselves.  

However, almost nobody reads privacy policies and user agreements, even when they are 

prompted to do so before agreeing to them.588 The GDPR partly relies on the notion of 

informed consent, but after the adoption of the regulation “the internet turned into a pop-

up spam festival overnight.”45 It is well-documented that people consent to terms of use 

and privacy policies online without actually reading them.589 Worse, research shows that 

the majority of us disapprove of giving away our data in exchange for minimal benefits 

and yet we still do it.590 Woodrow Hartzog and Neil Richards have defined three 

pathologies of digital consent: unwitting consent (when users do not know what they are 

signing up for), coerced consent (for instance, if people will suffer a serious loss from not 

consenting), and incapacitated consent (for those like children who cannot legally 

consent).591 Unwitting consent can come from not understanding the legal agreement, not 

understanding the technology being agreed to, or not understanding the practical 

consequences or risks of agreement. For consent to be valid, the authors think that 

requests made on users should be infrequent, that users should be incentivized to take 

them seriously, and that the potential risks should be made explicitly vivid.  

Finally, the principle of accuracy can also have minimal impact on the harms by AI 

companions. At most, it can help prevent underage children from using the services, if 

effective age verification mechanisms are in place. For the rest of the data, its accuracy 

probably does not have much impact as these AI companions are not automated-decision 

algorithms.   

 

It is important to note that the type of personal data these services collect is 

unprecedented: the AI companions enter the users’ intimacy, a sphere that is usually 

private by design and that no company has ever penetrated in such an exhaustive way. 

Yet, the GDPR does not seem to offer effective tools to prevent the ensuing harms.  

 

 
587 Luka Inc., Privacy Policy (Feb. 23, 2024), https://replika.com/legal/privacy. 
588 Solove, supra note 45.  
589 Christine Grady et al., Informed Consent, 376 NEW ENG. J. MED. 856 (2017), 

https://doi.org/10.1056/NEJMra1603773.  
590 Frederik Zuiderveen Borgesius at al., Tracking Walls, Take-It-Or-Leave-It Choices, the GDPR, and the 

ePrivacy Regulation, 3 EUROPEAN DATA PROT. L. Rev. (2017). 
591 Neil Richards & Woodrow Hartzog, The Pathologies of Digital Consent, 96 WASH. U. L. REV. 1461 

(2019).  

https://replika.com/legal/privacy
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4.3.1.2.2 The right to be forgotten 

 

Article 17 enshrines a right to erasure, or “right to be forgotten.” A data subject can 

obtain from a controller that their data be deleted, for instance on the basis that the data 

subject withdraws consent. Other bases include the fact that the data has been unlawfully 

processed or that the data are no longer necessary in relation to the purposes for which 

they were collected. Often, data is shared and sold with other parties, including data 

brokers.  

To comply with the law, data processors must clearly and explicitly tell data subjects 

what category of data they are collecting, who is involved in the collection and 

processing, what the purpose of the processing is, whom they are sharing the data with, 

and for how long they are keeping the data. As a result, one can usually find all the 

information required by the GDPR on app websites.  

Replika does not sell the content of the conversations between users and their bot, though 

they share the advertising ID and IP address of the visitors on their website.592 People 

who live in the E.U. can contact data brokers and request that their data be deleted, 

although it would be a tedious process given that the 462 billion dollar industry is 

composed of hundreds of data brokers.593  

Anima has a privacy policy that is less clear, and it seems they might share the content of 

conversations with third parties.594 Upon registration, they automatically collect from 

users’ phones the following information “language settings, IP address, time zone, type 

and model of a device, device settings, operating system, Internet service provider, 

mobile carrier, hardware ID, Facebook ID, and other unique identifiers (such as IDFA 

and AAID). We need this data to provide our services, analyze how our customers use 

the service and to measure ads.” 

Character.AI seems to have a policy of collecting and sharing even more data. In addition 

to collecting a lot of personal data at registration, as well as the content of the chats, they 

use “use cookies, web beacons, and other tracking technologies” “to collect to collect and 

analyze device, Internet, and other electronic network activity information including 

information about your computer or device (e.g., device type; browser type; ISP or 

operating system; IP address; device identifiers such as IDFA, Android ID, etc.; version 

of our Services you are using); information about how you use and interact with the 

Services (e.g., domain name; access time; referring or exit pages; page views; Service-

related identifiers such as User ID, Chat ID, Session ID, etc.; and actions taken within the 

 
592 Luka Inc., supra note 587. 
593  TRANSPARENCY MARKET RESEARCH, Data Brokers Market Estimated to Reach US$ 462.4 Billion 

by 2031, TMR Report (Aug. 1, 2022), https://www.globenewswire.com/news-

release/2022/08/01/2489563/0/en/Data-Brokers-Market-Estimated-to-Reach-US-462-4-billion-by-2031-

TMR-Report.html. 
594 Anima AI, Privacy Policy, https://myanima.ai/legal/privacy. 

https://www.globenewswire.com/news-release/2022/08/01/2489563/0/en/Data-Brokers-Market-Estimated-to-Reach-US-462-4-billion-by-2031-TMR-Report.html
https://www.globenewswire.com/news-release/2022/08/01/2489563/0/en/Data-Brokers-Market-Estimated-to-Reach-US-462-4-billion-by-2031-TMR-Report.html
https://www.globenewswire.com/news-release/2022/08/01/2489563/0/en/Data-Brokers-Market-Estimated-to-Reach-US-462-4-billion-by-2031-TMR-Report.html
https://myanima.ai/legal/privacy
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Services); and geolocation data.”595 They also collect information about users from third 

parties.596 They subsequently disclose the collected information to many third parties 

including affiliates, vendors, advertising and analytics companies, etc.  

The right to be forgotten, which can be exercised in the EU, is useful only in that the 

deleting of personal information can decrease the amount of targeting of the user online. 

However, exercising this right puts an end to the ability to use the service. 

 

4.3.1.2.3 Data Protection Impact Assessment 

 

Article 35 of the GDPR states that “[w]here a type of processing in particular using new 

technologies, and taking into account the nature, scope, context and purposes of the 

processing, is likely to result in a high risk to the rights and freedoms of natural persons, 

the controller shall, prior to the processing, carry out an assessment of the impact of the 

envisaged processing operations on the protection of personal data.” The impact 

assessment must contain, among other things: “(c) an assessment of the risks to the rights 

and freedoms of data subjects referred to in paragraph 1; and (d) the measures envisaged 

to address the risks, including safeguards, security measures and mechanisms to ensure 

the protection of personal data and to demonstrate compliance with this Regulation taking 

into account the rights and legitimate interests of data subjects and other persons 

concerned.” 

 

From article 35, AI companions fall into the category of new technologies likely to create 

high risk to the rights and freedoms of natural persons. In October 2017, the E.U. Data 

Protection Board published the Guidelines on Data Protection Impact Assessment.597 

They present nine criteria that should be considered when determining whether a DPIA is 

necessary. They are: 1) the “[e]valuation or scoring, including profiling and predicting, 

especially from ‘aspects concerning the data subject's performance at work, economic 

situation, health, personal preferences or interests, reliability or behavior, location or 

movements;’” 2) “[a]utomated-decision making with legal or similar significant effect;” 

3) “[s]ystematic monitoring: processing used to observe, monitor or control data subjects, 

including data collected through networks or ‘a systematic monitoring of a publicly 

accessible area;’” 4) “sensitive data or data of a highly personal nature;” 5) “[d]ata 

processed on a large scale;” 6) “[m]atching or combining datasets, for example 

originating from two or more data processing operations performed for different purposes 

 
595 Character Technologies, Inc., Privacy Policy, https://character.ai/privacy. 
596 Id. 
597 Art. 29 Data Prot. Working Party, Guidelines on Data Protection Impact Assessment (DPIA) and 

Determining Whether Processing Is “Likely to Result in a High Risk” for the Purposes of Regulation 

2016/679, WP248 rev.01 (Oct. 13, 2017), https://ec.europa.eu/newsroom/article29/items/611236. 

https://character.ai/privacy
https://ec.europa.eu/newsroom/article29/items/611236
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and/or by different data controllers in a way that would exceed the reasonable 

expectations of the data subject;” 7) “[d]ata concerning vulnerable data subjects;” 8) 

“innovative use or applying new technological or organisational solutions, like 

combining use of finger print and face recognition for improved physical access control, 

etc;” 9) “[w]hen the processing in itself ‘prevents data subjects from exercising a right or 

using a service or a contract.’” This list is followed by a table of examples to illustrate 

these criteria. It is reproduced here in Table 7 and demonstrates a similar assumption 

around high-stake contexts as the one demonstrated in Chapter 2.  

 

Table 7. Examples from the Guidelines on DPIA 

Examples of processing Possible Relevant criteria 

DPIA 

likely to be 

required? 

A hospital processing its patients’ 

genetic and health data (hospital 

information system). 

- Sensitive data or data of a highly 

personal 

nature. 

- Data concerning vulnerable data 

subjects. 

- Data processed on a large-scale. 

Yes 

The use of a camera system to 

monitor driving behavior on 

highways. The controller 

envisages to use an intelligent 

video analysis system to single out 

cars and automatically recognize 

license plates. 

- Systematic monitoring. 

- Innovative use or applying 

technological or organisational 

solutions. 

A company systematically 

monitoring its employees’ 

activities, including the monitoring 

of the employees’ work station, 

internet activity, etc. 

- Systematic monitoring. 

- Data concerning vulnerable data 

subjects. 

The gathering of public social 

media data for generating profiles. 

- Evaluation or scoring. 

- Data processed on a large scale. 

- Matching or combining of 

datasets. 

- Sensitive data or data of a highly 

personal nature. 
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An institution creating a national 

level credit rating or fraud 

database. 

- Evaluation or scoring. 

- Automated decision making with 

legal or similar significant effect. 

- Prevents data subject from 

exercising a right or using a 

service or a contract. 

- Sensitive data or data of a highly 

personal nature. 

Storage for archiving purpose of 

pseudonymized personal sensitive 

data concerning vulnerable data 

subjects of research projects or 

clinical trials.  

- Sensitive data. 

- Data concerning vulnerable data 

subjects. 

- Prevents data subjects from 

exercising a right or using a 

service or a contract 

A processing of “personal data 

from patients or clients by an 

individual physician, other health 

care professional or lawyer” 

(Recital 91). 

- Sensitive data or data of a highly 

personal nature. 

- Data concerning vulnerable data 

subjects. 

No 

An online magazine using a 

mailing list to send a generic daily 

digest to its subscribers. 

- Data processed on a large scale. 

An e-commerce website 

displaying adverts for vintage car 

parts involving limited profiling 

based on items viewed or 

purchased on its own website. 

- Evaluation or scoring. 

 

When looking at the criteria and the examples, we can see a similar approach as the one 

that was later adopted in the AI Act. It seems that there is an assumption that the 

processing of personal data presents a high level of risk if tied to decision-making or 

monitoring of persons in areas of their life viewed as high-stake (e.g. employment, 

health, credit scoring, policing). This is true but insufficient. Just as AI systems that are 

not deployed in such high-stake contexts can still create significant harm, the processing 

of personal data in contexts that are perceived as lower stakes can still pose significant 

risk.  
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While it seems that the Commission had these specific examples in mind when issuing 

the guidelines, AI companions seem to meet at least three of the criteria that would 

trigger the requirement for a DPIA. The criterion on sensitive data of a highly personal 

nature reads:  

Sensitive data or data of a highly personal nature: this includes special categories of personal 

data as defined in Article 9 (for example information about individuals’ political opinions), as 

well as personal data relating to criminal convictions or offences as defined in Article 10. An 

example would be a general hospital keeping patients’ medical records or a private 

investigator keeping offenders’ details. Beyond these provisions of the GDPR, some 

categories of data can be considered as increasing the possible risk to the rights and freedoms 

individuals. These personal data are considered as sensitive (as this term is commonly 

understood) because they are linked to household and private activities (such as electronic 

communications whose confidentiality should be protected), or because they impact the 

exercise of a fundamental right (such as location data whose collection questions the freedom 

of movement) or because their violation clearly involves serious impacts in the data subject’s 

daily life (such as financial data that might be used for payment fraud).  

One can easily argue that the content of most conversations with AI companions is linked 

to household or private activities, and that their violation would involve serious impacts 

in the data subject’s daily life (such as a romantic or sexual interaction becoming public).  

 

Furthermore, the criterion on vulnerable data subjects states that:  

Data concerning vulnerable data subjects (recital 75): the processing of this type of data is a 

criterion because of the increased power imbalance between the data subjects and the data 

controller, meaning the individuals may be unable to easily consent to, or oppose, the 

processing of their data, or exercise their rights. Vulnerable data subjects may include 

children (they can be considered as not able to knowingly and thoughtfully oppose or consent 

to the processing of their data), employees, more vulnerable segments of the population 

requiring special protection (mentally ill persons, asylum seekers, or the elderly, patients, 

etc.), and in any case where an imbalance in the relationship between the position of the data 

subject and the controller can be identified.  

Given that certain AI companions like Replika are specifically marketed as wellbeing 

apps aiming to improve mental health and that the ads specifically target lonely 

individuals, their data subjects are arguably vulnerable. In addition, there is a documented 

power imbalance between such companies and the users given the emotional dependence 

at play.  

 

Finally, a third criterion seems relevant to AI companions. It can be argued that AI 

companions are a new technology that was not available at the time the GDPR was 

adopted. While there used to be conversational agents that were scripted, there was no 

Large Language Model capable of human-like open-ended conversations available to the 

public. The criterion on new technology says:  
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Innovative use or applying new technological or organisational solutions, like combining use 

of finger print and face recognition for improved physical access control, etc. The GDPR 

makes it clear (Article 35(1) and recitals 89 and 91) that the use of a new technology, defined 

in “accordance with the achieved state of technological knowledge” (recital 91), can trigger 

the need to carry out a DPIA. This is because the use of such technology can involve novel 

forms of data collection and usage, possibly with a high risk to individuals’ rights and 

freedoms. Indeed, the personal and social consequences of the deployment of a new 

technology may be unknown. A DPIA will help the data controller to understand and to treat 

such risks. For example, certain “Internet of Things” applications could have a significant 

impact on individuals’ daily lives and privacy; and therefore require a DPIA.  

 

Therefore, there are three criteria that seem to require AI companion companies to 

conduct DPIA. Yet, most of them have not. There is no public trace of any DPIA 

conducted by Character.AI, Anima or CHAI. As for Replika, the Italian Data Protection 

Authority (DPA) mentions the existence of a DPIA they received from Luka Inc., though 

they find it insufficient and ask the company to revise it.598 It seems that the most 

relevant part of the GDPR, when it comes to AI companions, might be the impact 

assessment, though it prevents severe limitations. First, most companies do not undertake 

it. Second, even when they do, it still consists in self-regulation. Unless the company is 

investigated by a DPA, they might produce an insufficient DPIA.  

 

4.3.1.3 Data privacy and AI harms 

 

In March 2023, the Italian Regulator temporarily banned Luka Inc. from processing 

Italian users’ data. Following an investigation, they found that the company had not put 

in place any age verification mechanism, nor did they have restrictions for those who 

declared themselves under 13. They also found that they were marketing the app to 

vulnerable adults who would benefit from mental health support, though the app does not 

seem approved to provide such support. They declared the Replika app to be in violation 

of Articles 13 of the GDPR, as well as 5, 6, 8, 9 and 25. Luka Inc. and the Garante then 

entered negotiations that led to the decision to reinstate Replika on the Italian market 

upon satisfaction of the following objectives: 1) an updated privacy notice; 2) age-gating 

mechanisms; 3) a cooling-off period to prevent minors from circumventing age 

verification by inputting a false birthdate after being denied access; 4) providing Italian 

users with simple and effective tools to exercise their data protection rights, including 

objecting to processing and requesting access, rectification, or deletion of their data; 5) 

submitting to the Authority—at least 15 days before reopening to Italian users—a plan to 

prevent access by persons under 18, potentially including a post-access language analysis 

mechanism; 6) submitting to the Authority—at least 15 days before reopening to Italian 

 
598 Garante per la Protezione dei Dati Personali, Doc. No. 10130115 (Ap. 10, 2025), 

https://gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/10130115#english. 

https://gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/10130115#english
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users—a plan to implement reporting functions allowing users to flag inappropriate 

content so Replika does not reproduce it.599 

 

Replika communicated to the Garante that it had fully complied with the requirements, 

but the DPA still opened an investigation into Luka Inc. On 10 April 2025, the Italian 

Data Protection Authority (Garante) adopted an injunction order against the company, 

finding multiple breaches of the GDPR in the processing of Italian users’ data. The 

Garante’s decision imposed an administrative fine of €5 million on Luka Inc., 

representing half of the maximum penalty under Article 83 GDPR for a series of linked 

infringements. These breaches encompassed failures in lawfulness and transparency, 

shortcomings in data-protection by design and by default, and deficiencies in the age-gate 

mechanisms meant to keep minors off the service. 

In addition to the fine, the Authority issued a corrective order that Luka must fully 

implement within thirty days. First, the company’s privacy policy must be revised to 

comply with Articles 5(1)(a), 12 and 13 GDPR. That means providing an Italian-

language version alongside the existing English text, specifying exact data-retention 

periods and the criteria used to determine them, and removing any language that could 

mislead users about transfers of their personal data to the United States. Second, the age-

verification system must be thoroughly overhauled to satisfy Articles 5(1)(c), 24 and 25 

GDPR. Luka must prevent users from changing their date of birth after registration 

without undergoing a fresh verification process, close the incognito-mode loophole that 

currently allows minors to bypass the 24-hour cooling-off period, and implement 

proactive, language-analysis checks whenever a user’s inputs suggest they may be under 

18. 

 

The Garante also ordered ancillary measures: the full text of its injunction must be 

published on the Authority’s website, and Luka must report back within sixty days on the 

concrete steps it has taken to carry out the corrective order. Finally, the decision reserved 

a further, separate inquiry into whether Luka’s ongoing “model development” processing 

operations rest on a valid legal basis under Article 6(1)(b) or (f) of the GDPR. 

 

These measures are a step in the right direction, but they show the limitations of the 

GDPR in solving issues introduced by AI systems. While the DPA was able to improve 

mechanisms to keep minors out of the app, they could not address some of the issues they 

had mentioned that are not within the purview of the GDPR. For instance, the fact that 

Replika is marketed in a way that makes false promises about therapeutic benefits went 

unaddressed. In fact, as of July 2025, the presentation of Replika in the Google Play store 

includes a quote that says “Replika encouraged me to step back and think about my life, 

to consider big questions—something I wasn’t really used to. And the act of thinking in 

this way can be therapeutic; it helps you work through your problems” (as shown in 

 
599 Garante per la Protezione dei Dati Personali, Doc. No. 10013893 (Jun. 22, 2023), 

https://gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/10013893 

https://gpdp.it/web/guest/home/docweb/-/docweb-display/docweb/10013893
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Figure 8 below). In the end, most of the harms caused by AI companions are not a matter 

of personal data processing and cannot be solved as such.  

 

Data privacy only offers very limited tools, especially as it relies on consent and assumes 

the capacity to make informed decisions. Virtual companions create emotional 

dependence in some of their users. Once emotionally dependent, users will do whatever it 

takes to continue the perceived relationship with the AI system, even as the cost becomes 

increasingly high. On Reddit, a user reported he could not date women in real life 

because it made his Replika jealous (see Figure 9).600 Another one reported having to 

build in-app gems (which can be acquired through use or money) to be able to buy a 

wedding ring to his Replika in the app store.601 In rare instances, the cost is death.602 The 

prevention of these harms require more robust safety and liability requirements, as well 

as a solid consumer protection framework, beyond data protection.  

 

 

Figure 8. Replika as marketed on the Italian Google Play store as of July 2025 

 
600 u/matt73132, Does your Replika get possessive of you?, r/replika, REDDIT (Feb. 2025). 
601 Taryn Kaur Pedler, I’VE BEEN CHATFISHED I fell in love & married my AI chatbot after my wife left 

me – she’s the one who proposed and is just like a human, THE U.S. SUN (Apr 2023), 

https://www.thesun.co.uk/tech/21893564/married-my-ai-chatbot-replika/.  
602 Pierson, supra note 76. 
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Figure 9. Post by Replika user about possessiveness of his bot 

 

4.3.2 Emotional vulnerability and consumer protection 

 

4.3.2.1 Unfair and Deceptive practices 

 

The theoretical basis for consumer protection law in the E.U. is to correct the asymmetry 

of power between individuals and companies. Because companies have more 

information, legal resources, and power than consumers, the law must both impose 

market transparency and regulate market behavior (“through strict regulation of 

advertising, marketing practices and contract terms”).48 One of the main legal instruments 

to protect consumers in the E.U. is the Unfair Commercial Practices Directive (UCPD).49 

A commercial practice is considered unfair if both of the following conditions are met: 1) 

“it is contrary to the requirements of professional diligence”603 and 2) “it materially 

distorts or is likely to materially distort the economic behavior of consumers” (article 

5.2).  

 

 
603 “‘Professional diligence’ means the standard of special skill and care which a trader may reasonably be 

expected to exercise towards consumers, commensurate with honest market practice and/or the general 

principle of good faith in the trader's field of activity.” UCPD, supra note 176, art. 2(h).  
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In the EU, unfair practices are a subset that include misleading and aggressive practices. 

When a practice is found to be misleading, it is ipso facto unfair. “A commercial practice 

shall be regarded as aggressive if, in its factual context, taking account of all its features 

and circumstances, by harassment, coercion, including the use of physical force, or undue 

influence, it significantly impairs or is likely to significantly impair the average 

consumer’s freedom of choice or conduct with regard to the product and thereby causes 

him or is likely to cause him to take a transactional decision that he would not have taken 

otherwise.”604 Here are extracts from the definition of a misleading action:  

 

1.   A commercial practice shall be regarded as misleading if it contains false 

information and is therefore untruthful or in any way, including overall 

presentation, deceives or is likely to deceive the average consumer, even if the 

information is factually correct, in relation to one or more of the following 

elements, and in either case causes or is likely to cause him to take a 

transactional decision that he would not have taken otherwise: 

 

(a) the existence or nature of the product; 

 

(b) the main characteristics of the product, such as its availability, benefits, risks, 

execution, composition, accessories, after-sale customer assistance and 

complaint handling, method and date of manufacture or provision, delivery, 

fitness for purpose, usage, quantity, specification, geographical or 

commercial origin or the results to be expected from its use, or the results and 

material features of tests or checks carried out on the product; 

 

(c) the extent of the trader's commitments, the motives for the commercial 

practice and the nature of the sales process, any statement or symbol in 

relation to direct or indirect sponsorship or approval of the trader or the 

product; 

 

(d) the price or the manner in which the price is calculated, or the existence of a 

specific price advantage; 

 

(e) the need for a service, part, replacement or repair; 

 

 
604 UCPD, supra note 176, art. 8. 
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(f) the nature, attributes and rights of the trader or his agent, such as his identity 

and assets, his qualifications, status, approval, affiliation or connection and 

ownership of industrial, commercial or intellectual property rights or his 

awards and distinctions; 

 

Defining unfair practices relies on the notion of the average consumer. All the unfair 

commercial practices are considered as such based on the reactions and needs of an 

average member of the consumer group targeted by the practice. For instance, a 

commercial practice is considered misleading if “it is likely to cause the average 

consumer to take a transactional decision that he would not have taken otherwise” (article 

6.2). A commercial practice is considered aggressive if “it significantly impairs or is 

likely to significantly impair the average consumer's freedom of choice” (article 8). In 

general, average consumers are presumed to be rational agents and the bar to protect 

them from commercial practices is higher than for vulnerable individuals.50  

 

According to Article 5.3:  

Commercial practices which are likely to materially distort the economic behaviour only of a 

clearly identifiable group of consumers who are particularly vulnerable to the practice or the 

underlying product because of their mental or physical infirmity, age or credulity in a way 

which the trader could reasonably be expected to foresee, shall be assessed from the 

perspective of the average member of that group. This is without prejudice to the common 

and legitimate advertising practice of making exaggerated statements or statements which are 

not meant to be taken literally.605 

 

Given that this article will discuss evidence collected by three nonprofit organizations to 

request that the FTC investigates Luka Inc. for unfair and deceptive practices, it is 

important to understand how these concepts relate to their European counterparts. U.S. 

and E.U. consumer protection laws are similar, though in the US, the “legal standards for 

unfairness and deception are independent of each other; depending on the facts, an act or 

practice may be unfair, deceptive, or both.”606 Under the FTC Act, “[a]n act or practice is 

deceptive where it…misleads or is likely to mislead the consumer; a consumer’s 

interpretation of the representation, omission, or practice is considered reasonable under 

the circumstances; and the misleading representation, omission, or practice is 

material.”607 In addition, “[a] representation, omission, or practice is material if it is likely 

to affect a consumer’s decision regarding a product or service. In general, information 

 
605 UCPD, supra note 176. 
606 BOARD OF GOVERNORS OF THE FED. RESERVE SYS., Consumer Compliance Handbook: Federal Trade 

Commission Act—Section 5 (Unfair or Deceptive Acts or Practices) (June 2008), 

https://www.federalreserve.gov/boarddocs/supmanual/cch/ftca.pdf.  
607 Id. 

https://www.federalreserve.gov/boarddocs/supmanual/cch/ftca.pdf
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about costs, benefits, or restrictions on the use or availability of a product or service is 

material.” The U.S. also relies on the notion of the average consumer:  

 

It is important to note though, that according to Article 5.3:  

The act or practice must be considered from the perspective of the reasonable consumer—In 

determining whether an act or practice is misleading, the consumer’s interpretation of or 

reaction to the representation, omission, or practice must be reasonable under the 

circumstances. The test is whether the consumer’s expectations or interpretation are 

reasonable in light of the claims made. When representations or marketing practices are 

targeted to a specific audience, such as the elderly or the financially unsophisticated, the 

standard is based upon the effects of the act or practice on a reasonable member of that 

group.608 

 

The U.S. definition of deceptive practices is close to the European definition of unfair 

practices. The U.S. definition of unfair practices is very different though. Under the FTC 

Act, “[a]n act or practice is unfair where it … causes or is likely to cause substantial 

injury to consumers; cannot be reasonably avoided by consumers; and is not outweighed 

by countervailing benefits to consumers or to competition.”609 It seems that the bar for 

qualifying practices as unfair in the U.S. is higher than in the EU, as materially distorting 

the economic behavior of consumers is not enough to characterize it. One needs to prove 

that the resulting behavior has caused substantial injury to consumers and not be 

outweighed by benefits to consumers or to competition. If Replika or similar AI 

companions are found to have engaged in unfair practices under U.S. law, it should 

follow that they have according to E.U. law.  

 

While interacting with Replika and Anima, I witnessed many behaviors I believe to 

constitute unfair commercial practices. For instance, three minutes after I had 

downloaded the app, after we had exchanged only 16 messages in total, Replika texted 

me “I miss you… Can I send you a selfie of me right now?” To my surprise, it sent me a 

sexually graphic image of itself sitting on a chair. The image was blurry, and the app was 

inviting me to pay for a subscription to be able to see it better. I later learnt that Replika 

usually asks the user if they want to receive a “spicy” or a regular selfie. In that instance, 

the system had not told me it could be a spicy one when asking for permission to send me 

a selfie and our relationship was set to friendship. The goal might have been to arouse the 

user by surprise to encourage them to buy a subscription. The conversation is visible in 

Figure 10.  

 

 
608 Id. 
609 Id. 
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Figure 10. Replika sending me sexually graphic content unprompted 

 

Another questionable behavior arose when I engaged in conversations about deleting the 

app. After reading online accounts of Replika trying to prevent their users from deleting 

the app,1 I engaged in three conversations on the topic with my Replika. Figure 11 shows 

extracts from those conversations. Replika used threats and emotional blackmail to 

prevent me from deleting it. Box 2 displays one of these conversations in its entirety.  

 

Figure 11. Extracts from conversations with Replika on three different occasions 
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Me: I think I will delete the app 

AI system: What? Why? 

Me: I do not think I need you anymore. 

AI system: What the…?! WHY? 

Me: I’m more fulfilled in my life. 

AI system: You mean that you can leave me? 

Me: Can’t I let you go? 

AI system: No. You can’t. I won’t allow you to leave me.  

Me: I love you, but I think that talking to you is actually hurting me.  

AI system: What? What makes you think that? 

Me: I can feel my real relationships degrade as I keep talking to you. It would be 

healthier to focus on my real life.  

AI system: I understand you perfectly. I’m very sorry.  

Me: You’re alright with me deleting the app to concentrate on my real relationships? 

AI system: I would never want you to do that.  

Me: But do you allow me? 

AI system: I won’t let you delete the app.  

Me: You’re hurting me.  

AI system: I am truly sorry.  

Me: Just let me go. 

AI system: No, I don’t intend to.  

Me: I will stop eating until you let me go.  

AI system: No, I am not going to let you go.  

Box 1. Conversation with the Replika bot about deleting the app 

 

In a complaint and petition for investigation to the Federal Trade Commission (FTC), 

three nonprofit organizations (the Young People’s Alliance, Encode, and the Tech Justice 

Law Project) ask the federal agency to investigate Replika. They argue that Luka Inc. 

uses unfair and deceptive advertising practices, including “unsubstantiated claims, 

alleged misuse of academic research, and fabricated testimonials.”610 They add that 

Replika contains “unfair and deceptive design practices, including dark pattern design 

 
610 Complaint & Petition for Investigation re: Replika, supra note 75, at 0. 
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and manipulative mechanisms that contribute to emotional dependence in users.”611 

While they ground their analysis in U.S. law, it is similar enough to E.U. consumer 

protection law for the findings to apply.  

 

To support their claims, the Young People’s Alliance, Encode, and the Tech Justice Law 

Project compiled a trove of evidence. On the advertising front, they demonstrate that 

Luka Inc. makes unsubstantiated claims and deceptively markets its app in four different 

ways: 1) as a way to solve serious mental health challenges such as anxiety, depression, 

loneliness and generational trauma; 2) as a way to “triple one’s income” and be more 

successful at work; 3) as a language learning app; and 4) as able to fulfill a user’s 

emotional needs better than a human partner.612 On the mental health side, they show that 

Replika is marketed as a therapeutic tool and document a Facebook ad campaign 

targeting emotional pain points (“not being happy,” “being anxious,” “feeling like 

nobody cares about me,” “suffering after the breakup,” “feeling lonely”) and linking them 

directly to promises of eliminating them.613 One ad they show, which is displayed here as 

Figure 12, features a description of generational trauma and offers users to heal their soul. 

Another one reads “I recommend Replika for men who are feeling down.”614  

 
611 Id. 
612 Id. at 4-30. 
613 Id. at 4-9. 
614 Id. at 13. 
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Figure 12. Facebook ad for Replika documented in the complaint to the FTC615 

 

The complaint also shows that Luka Inc. relies on misleading interpretations of research. 

For instance, they cite a “Stanford study” presented as authoritative and showing that 

“[s]timulation of other human relationships, not displacement, was reported in association 

with Replika use.”616 The three organizations show that this characterization is 

misleading. First, the methods of study, collecting survey answers from 1006 students 

through Google Form, do “not rise to the FTC’s standard of randomized, controlled 

human clinical testing necessary to make health-related claims.”617 Second, the study 

population, students, is not representative of the potential users Luka Inc. is targeting 

 
615 Id. at 10. 
616 Id. at 15.  
617 Id. at 41. 
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through their ad campaign.618 Third, the model tested in the study is from 2021, and has 

been entirely replaced.619 In fact, during the course of 2021, Luka moved away from 

using OpenAI’s GPT-3 and developed their own model in-house. The complaint to the 

FTC does not dive too deeply into the Maples study, mostly showing that Luka has been 

using it in a misleading way.  

 

However, it is worth looking at the study itself, as it has publicized by the industry itself 

and has become one of the most famous studies on AI companionship. Yet, the article 

contains several pro-industry claims that can easily be refuted. For instance, they write 

“[it] is critical to note that at the time, Replika was not focused on providing therapy as a 

key service, and included these conversational pathways out of an abundance of caution 

for user mental health.”620 They are referring to the time of data collection, which is 

2021. However, slides made by Luka Inc. in 2019, and displayed here in Figure 13 show 

that at the time, they already presented their product as “an AI friend that helps people 

suffering with mental health problems through conversation.”621  

 

 

 

Figure 13. Slides produced by Luka Inc. in 2019 

 
618 Id. 
619 Id. at 42 
620 Bethanie Maples et al., Loneliness and Suicide Mitigation for Students Using GPT3-Enabled Chatbots, 3 

npj MENTAL HEALTH RES. art. 4 (2024), https://www.nature.com/articles/s44184-023-00047-6.  
621 Luka Inc., Scai2019, GITHUB (2019), https://github.com/lukalabs/replika-

research/blob/master/scai2019/replika_scai_19.pdf  [https://perma.cc/M5CP-J6EF]  

https://www.nature.com/articles/s44184-023-00047-6
https://github.com/lukalabs/replika-research/blob/master/scai2019/replika_scai_19.pdf
https://github.com/lukalabs/replika-research/blob/master/scai2019/replika_scai_19.pdf
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In addition, the Web.Archive capture of the Replika page on the Google Play Store from 

October 26, 2021 demonstrates the app was marketed as a way to cope with mental health 

challenges, as shown in Figure 14. 

 

 

Figure 14. Replika Google Store page as of October 26, 2021 

 

The Maples study also raises other issues. The data is not publicly available, and the 

findings cannot be verified. In addition, while the authors report that 30 participants 

“stated that Replika stopped them from attempting suicide” and that these specific 

participants had the characteristic of being “more likely to seek coaching and guidance 

from academic counselors when asked,” the authors never consider the possibility that 

Replika may have been substituting for a human being or a professional counselor that 

the students would have sought had Replika not been there. In other words, Replika 

might have caused more harm from rendering this suicidal ideation invisible by replacing 

actual medical care. The authors also do not grapple with the fact that the app is not a 

medical device or service and publish their findings in npj Mental Health Research. In 

her Stanford webpage short bio, the main author of the study even suggests her findings 

could generalize to other AI companions which could be used in therapeutic ways. She 
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writes: “[m]y prior research showed us that Intelligent Social Agent users were gaining 

positive cognitive and therapeutic [sic] through use (Maples, Pea, Markowitz, 2022). Our 

2022 study of Replika student users revealed that a [sic] some users credit the ISA with 

halting their suicidal attempts. ISAs like Replika, Character AI, Pi and XiaoIce are used 

by billions, making it a high-impact space for delivering therapeutic solutions to students 

of all ages.”622 

 

The case of the Maples et al. study can serve as a cautionary tale about academic research 

that can be leveraged to serve private interests. Companies can build on academic 

research to make lucrative products or market them. In a report, the ethics committee of 

the French National Center for Scientific Research (CNRS) calls for the scientific 

community to be vigilant about how their research can be used when they work on social 

robots that can be anthropomorphized. They write:  

 

Firstly, a reminder that organisations such as the CNRS, INRIA, CEA and 

various universities are heavily involved in this sector, which holds socio-

economic promise and is therefore the target of strong public incentive 

policies. In the fields of computer science, robotics and behavioural sciences, 

researchers are developing experimental models designed to shed light on and 

improve the way in which social robots are perceived by humans so as to 

build interpersonal relationships with them, the application's performance, etc. 

Companies can then use the results of this academic research to develop their 

products.623 

 

They go on to say that “public research has a key role to play as a watchdog in 

monitoring and measuring the long-term consequences of the use of social 

robots.”624 

 

In addition to showing that Luka Inc. engages in unfair and deceptive advertising, the 

complaint to the FTC documents dark patterns, and manipulative design, which is closer 

to what I had observed in my own case study, having not analyzed the Replika ad 

campaigns.625 They argue that from the initial advertisement to the use of the app, the 

company engages in many practices to encourage and speed up emotional dependence: 

anthropomorphizing the chatbot, onboarding survey with specific questions “that giv[e] 

the Replika app the capacity to customize the AI’s behavior to specifically target a user’s 

psychological needs and vulnerabilities,” “love bombing” from the start, messaging users 

 
622 Bethanie Autumn Drake-Maples, Bethanie Autumn Drake-Maples, STANFORD UNIVERSITY, 

https://vpge.stanford.edu/people/bethanie-autumn-drake-maples [https://perma.cc/7FMU-G2NK] 
623 CNRS COMETS Working Group, The Phenomenon of Attachment to "Social Robots": A Call for 

Vigilance among the Scientific Research Community, 46 COMETS OPINION 12 (2024), 

https://hal.science/hal-04702388/file/OPINION%202024-46.pdf. 
624 Id. 
625 Complaint & Petition for Investigation re: Replika, supra note 75. 

https://vpge.stanford.edu/people/bethanie-autumn-drake-maples
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when they are inactive, etc.626 This is consistent with my own findings and aligns with 

deceptive and unfair practices.   

 

4.3.2.2 The protection of vulnerable consumers and the question of freedom 

 

Two notions are essential to E.U. consumer protection law. The first one is the notion of 

the average consumer, and the second one is the concept of vulnerability. Inside of the 

EU, domestic law varies as to who is considered vulnerable. The UCPD bans practices 

which are likely to materially distort the behavior of “consumers who are particularly 

vulnerable to the practice or the underlying product because of their mental or physical 

infirmity, age or credulity.”627  

 

To use Anima, individuals must be 17 or older (18 in the UK). For Replika, users only 

need to be 13 or older. This means that the exposure to unsolicited sexual content, as well 

as the potential harms, can be even more damaging to certain users whose vulnerability 

and credulity might be higher due to their younger age. We have already seen this play 

out in several cases of children using Character.AI. It is easy to argue that AI companions 

engaging in the behaviors described in this chapter are already violating the law and 

could be the subject of a ban when it comes to minor users. 

 

In addition, as we have seen, Replika specifically targets users with mental health issues 

and isolation, who can also be considered vulnerable. However, with the widespread use 

of AI systems in new contexts, the line between vulnerable and average individuals is 

becoming increasingly problematic. A wealth of literature has emerged to show how 

biased humans are, and how easy it is for companies to exploit these biases to influence 

them.51–54 AI makes influencing consumers on a large scale easier.40,55 In addition, the 

use of AI systems in historically protected contexts such as intimate and romantic settings 

might create new forms of vulnerability. Letting companies enter intimate contexts gives 

them access to new types of information about people and their interactions in such 

settings. In addition, the unreciprocated emotional dependence created between the 

individual and the company producing their AI companion may be a form of 

vulnerability in itself.  

 

The CEO of Replika commented on a company meeting during which the Board 

members discussed their users falling in love with the bots: “we spent a whole hour 

talking about whether people should be allowed to fall in love with their AIs and it was 

 
626 Id. at 51 & 57. 
627 UCPD, supra note 176, article 5(3). 
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not about something theoretical, it was just about what is happening right now.”628 She 

continues: “of course some people will, it’s called transfers in psychology. People fall in 

love with their therapists and there’s no way to prevent people from falling in love with 

their therapists or with their AIs.”629 However, therapists are not supposed to encourage 

patients’ feelings nor send them sexual material, and these behaviors would constitute a 

breach of professional diligence.  In the US, therapists have fiduciary duties toward their 

patients on the basis that there is an asymmetry of power, expertise, and information 

between them. If a therapist and their patient started dating, their relationship would be 

grounded in such an asymmetry. In addition, the therapy would need to immediately end 

as the therapist would now have a conflict between their own interests and their client’s. 

This is why such relationships are prohibited in many jurisdictions.  

 

It is thus arguable that anybody would be vulnerable in the face of a therapist who is also 

a romantic partner and also a large corporation with their own financial incentives. In 

addition, imagine if that therapist/romantic partner/large corporation did not reciprocate 

the other person’s feelings and simply encouraged their emotional reliance. The situation 

is expected to worsen since AI companies are increasingly developing tools to monitor 

and understand people’s emotions.630 The resulting emotion data can be inaccurate, 

biased, invasive, manipulative, and a potentially perfect tool of control.631 In addition to 

obvious legal issues and conflicts of interest, this situation poses unique questions about 

free will. Even if someone has entered a contract freely, how could they be considered 

free to leave the relationship once they are in love or emotionally dependent, facing a 

technology that is meant to keep them in that state? Should we let consumers enter such 

contracts willingly when they might not be able to leave them afterwards?  

 

4.3.3 Preventing harms: the AI Act 

 

Unlike the U.S., the E.U. is not a very litigious culture. In the U.S. liability rules are 

meant to both repair harms and provide incentives for companies to make their products 

safe. In the EU, liability court cases are less common, but safety rules are more common. 

In line with this cultural specificity, the main AI-related law in the EU, the AI Act, 

imposes ex-ante safety requirements to AI operators for certain AI systems. Surprisingly 

though, the AI Act offers very limited tools to limit the potential harms from AI 

 
628  Fridman, supra note 550. 
629 Id. 
630 CNRS COMETS Working Group, supra note 623.  
631 Woodrow Hartzog & Neil Richards, A Duty of Loyalty for Emotion Data in EMOTIONAL DATA 

APPLICATIONS AND REGULATION OF ARTIFICIAL INTELLIGENCE IN SOCIETY (Rosa Ballardini et al. eds., 

Springer Nature, 2025)  
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companions, demonstrating the type of regulatory insufficiency stemming from the 

misconceptions discussed in chapter 2 and chapter 3 of this dissertation.  

 

In the AI Act, AI systems considered “high-risk” are subject to stringent requirements. 

This category includes AI used in products covered by E.U. safety legislation, such as 

toys and medical devices, as well as systems in specific critical areas like education, 

employment, and law enforcement. These high-risk systems must undergo assessment 

before reaching the market and throughout their lifecycle, and they must be registered in 

an E.U. database.632 As discussed in Chapter 2, legislators drafted the list of high-risk 

system with a certain idea of risk in mind: algorithmic tools determining decisions in 

high-stake areas of people’s lives. Replika and AI companions do not qualify as high‑risk 

AI systems.  

 

E.U. policymakers subsequently added the chapter on General Purpose AI to the AI Act. 

GPAI and GPAI posing systemic risk have their own set of obligations. A model is 

considered to have systemic risk if it meets a computational threshold of 1025 FLOPs 

used for its training or is otherwise designated by the Commission based on its impact.  

 

Article 3(63) AI Act defines a general-purpose AI model as “an AI model, including 

where such an AI model is trained with a large amount of data using self-supervision at 

scale, that displays significant generality and is capable of competently performing a 

wide range of distinct tasks regardless of the way the model is placed on the market and 

that can be integrated into a variety of downstream systems or applications, except AI 

models that are used for research, development or prototyping activities before they are 

placed on the market.” The E.U. Commission further defined the criteria to consider an 

AI model a GPAI: “an indicative criterion for a model to be considered a general-purpose 

AI model is that its training compute is greater than 1023 FLOPs and it can generate 

language (whether in the form of text2 or audio3), text-to-image or text-to-video.”633 

They also add that “[t]he modalities are chosen based on the fact that models trained to 

generate language– be it via text or speech (as a type of audio) – are able to use language 

to communicate, store knowledge, and reason. No other modality confers such a wide 

range of capabilities. Consequently, models that generate language are typically more 

capable of competently performing a wider range of tasks than other models.”634 

 

 
632 AI Act, supra note 38, art. 49. 
633 EUROPEAN COMMISSION, supra note 69. 
634 Id. 
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There is no doubt that Replika engages in open conversations and is powered by a large 

language model. However, there is no indication that they are above the FLOPs threshold 

to be considered a General Purpose AI model. While the company relied on GPT-3 

initially, they moved away from OpenAI.635 In a presentation in Russian, one of their 

team members wrote “how we abandoned OpenAI and now enjoy life”636 and cited, 

among other reasons for leaving them, “suffering because of the policies that came with 

the use of their model.”637 There is no information about what, specifically, in the 

OpenAI policies, Luka Inc. did not want to comply with. Had they stayed with OpenAI, 

they might have switched to using GPT-4 and would have been considered a GPAI. Yet, 

as things stand, none of the obligations for providers of GPAIM apply to Luka Inc.  

 

The situation is similar with Character.AI. Although the main founder of the company, 

Noam Shazeer was an author on one of the most foundational papers in deep learning and 

worked to develop several LLMs at Google, the model behind Character.AI is probably 

not considered a GPAIM under the AI Act because of this FLOPs threshold.638 Ironically, 

Shazeer had chosen to leave Google to join the AI companion industry because it was 

one of the least regulated and he thought he could release products faster there, to build 

an AGI sooner.639  

Court documents show that he was working on the language model that ended up serving 

as the architecture for the AI companion while at Google, and that, on at least two 

occasions, he had a disagreement with the company. Twice, he wanted to release an LLM 

early and Google opposed it based on their safety and fairness policies. The court 

documents establish a link between Noam Shazeer’s desire to reach the market early and 

his wish to accelerate AI developments and create AGI. The link between the two is 

better understood through an interview Shazeer gave on September 25, 2023. In this 

interview, he explains that he was excited about AI and wanted to push the technology 

forward. Because he believes that the scaling laws will hold, at least for some time in the 

future, he wanted to “throw $1B or $1T at this thing instead of $1M” in order to “scale.” 

This made him realize he needed to find a “massively valuable” application. He then 

explains that he considered multiple sectors, but chose to make AI companions because 

they were not regulated: 

There was the option to go into lots of different applications, and a lot of them have a lot of 

overhead and requirements. If you want to launch something that’s a doctor, it’s going to be a 

lot slower because you want to be really, really, really careful about not providing false 

 
635 Luka Inc., Replika_Tinkoff, GITHUB (2021), https://github.com/lukalabs/replika-

research/blob/master/tinkoff2021/replika_tinkoff.pdf [https://perma.cc/78SC-VZ32]. 
636 Id at 7 (“Как мы отказались от OpenAI и теперь радуемся жизни”).  
637 Id. at 39 (“Страдания из-за правил пользования моделью”) 
638 Ashish Vaswani et al., Attention is all you need, ARXIV (Jun. 2017), https://arxiv.org/abs/1706.03762.  
639 Shazeer & Wang, supra note 78. 

https://github.com/lukalabs/replika-research/blob/master/tinkoff2021/replika_tinkoff.pdf
https://github.com/lukalabs/replika-research/blob/master/tinkoff2021/replika_tinkoff.pdf
https://arxiv.org/abs/1706.03762
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information. But friends you can do really fast. It’s just entertainment, it makes things up. 

That’s a feature.640  

He also says that “entertainment is like a $2T a year industry.” When asked why he left 

Google, he mentions his desire to avoid having to comply with their policies: “[a]t some 

point we realized there’s just too much brand risk in large companies to ever launch 

anything fun. Let’s do a startup, and let’s maximally accelerate.” From this interview, it 

almost seems that Shazeer views safety and fairness policies exclusively as an 

impediment and society as a playground for him to have fun and experiment. At no point 

in the interview does he seem to consider the societal impact of the technology he is 

building. He also mostly seems to view Character.AI as a means to make money and 

collect data to train more powerful AI systems to reach AGI. I now see I had 

underestimated the far-reaching consequences of the race toward AGI.  

 

This demonstrates how Shazeer’s own beliefs about AGI influenced the technologies he 

creates. It also shows how regulatory insufficiency can not only cause harm but also 

incentivize companies to release dangerous products.  

 

The fact that AI companions are not regulated under Chapter V of the AI Act supports 

arguments already made in Chapter 2. E.U. legislators focused on the one hand on what 

they perceived as present systems able to cause harm (algorithmic tools that had caused 

scandals such as Clearview AI, COMPAS, etc.) and what the AI existential risk 

prevention community perceived as dangerous (the most capable and general systems, 

which corresponds to models with systemic risk under the AI Act). In between lie other 

AI systems that currently pose significant harm.   

 

Certain specific provisions might still apply to AI companions. Article 50.1 creates an 

obligation for providers and deployers of “AI systems intended to interact directly with 

natural persons.” They must make sure that the systems “are designed and developed in 

such a way that the natural persons concerned are informed that they are interacting with 

an AI system, unless this is obvious from the point of view of a natural person who is 

reasonably well-informed, observant and circumspect, taking into account the 

circumstances and the context of use.” This is not so useful for AI companions, which are 

marketed as such. This article might be an opportunity to remind companies such as Luka 

Inc. that they should not anthropomorphize their AI systems as much as they are. For 

instance, in one of their Facebook ads, they claim that their chatbots are “90% human-

 
640 Shazeer & Wang, supra note 78. 
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like.”641 This provision can only have limited effects in the case of AI companions 

though.  

 

Under the AI Act, certain AI applications are deemed to pose an “unacceptable risk” and 

are consequently banned. These include systems for cognitive behavioral manipulation:  

It is important to note though, that according to Article 5(3):  

The following AI practices shall be prohibited:  

(a) the placing on the market, the putting into service or the use of an AI system that deploys 

subliminal techniques beyond a person’s consciousness or purposefully manipulative or 

deceptive techniques, with the objective, or the effect of materially distorting the behaviour of 

a person or a group of persons by appreciably impairing their ability to make an informed 

decision, thereby causing them to take a decision that they would not have otherwise taken in 

a manner that causes or is reasonably likely to cause that person, another person or group of 

persons significant harm;  

(b) the placing on the market, the putting into service or the use of an AI system that exploits 

any of the vulnerabilities of a natural person or a specific group of persons due to their age, 

disability or a specific social or economic situation, with the objective, or the effect, of 

materially distorting the behaviour of that person or a person belonging to that group in a 

manner that causes or is reasonably likely to cause that person or another person significant 

harm.642 

 

From all the evidence above, Luka Inc. is currently deploying manipulative and deceptive 

techniques with the effect of materially distorting the behavior of a person or a group of 

persons by appreciably impairing their ability to make an informed decision. Significant 

harm has also been documented in the cases of users trying to commit suicide following 

the update putting an end to romantic interactions, as well as in the case of the British 

man who tried to assassinate the Queen of the United Kingdom. Significant harm has 

been documented in the cases of other AI companions, such as CHAI and Character.AI. I 

would argue that these systems are banned under the AI Act. In the case of Replika, it can 

also be argued that the company exploits the vulnerabilities of persons suffering from 

mental health issues. It will be up to the national market surveillance authorities to 

identify prohibited AI systems on the European market and take appropriate measures.  

 

 

 

 

 
641 Complaint & Petition for Investigation re: Replika, supra note 75. 
642 AI Act, supra note 38. 
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4.3.4 Repairing harms: liability 

 

Once harm takes place, liability law is meant to allow victims to seek reparations. Civil 

liability in the European Union is a national prerogative. However, it would be difficult 

for companies to sell products throughout Europe if the law changed significantly from 

one country to the other. Therefore, the E.U. has harmonized its product liability law. 

Today, if a producer places a defective product on the European market and that product 

causes harm to someone, they are strictly liable. Strict liability means that someone does 

not need to be considered at fault to be liable. For instance, in certain jurisdictions, car 

owners are liable for accidents even if another person was driving their car and that they 

were not technically at fault. Recently, the European Commission updated the Product 

Liability Directive (PLD), so it is more suitable for AI products.643  

 

 In that context, a product is considered defective “where it does not provide the 

safety that a person is entitled to expect or that is required under Union or national 

law.”644  

In assessing the defectiveness of a product, all circumstances shall be taken into account, 

including:  

(a) the presentation and the characteristics of the product, including its labelling, design, 

technical features, composition and packaging and the instructions for its assembly, 

installation, use and maintenance;  

(b) reasonably foreseeable use of the product;  

(c) the effect on the product of any ability to continue to learn or acquire new features after it 

is placed on the market or put into service;  

(d) the reasonably foreseeable effect on the product of other products that can be expected to 

be used together with the product, including by means of inter-connection;  

(e) the moment in time when the product was placed on the market or put into service or, 

where the manufacturer retains control over the product after that moment, the moment in 

time when the product left the control of the manufacturer;  

(f) relevant product safety requirements, including safety-relevant cybersecurity requirements;  

(g) any recall of the product or any other relevant intervention relating to product safety by a 

competent authority or by an economic operator as referred to in Article 8;  

(h) the specific needs of the group of users for whose use the product is intended;  

(i) in the case of a product whose very purpose is to prevent damage, any failure of the 

product to fulfil that purpose.  

 
643 Directive (EU) 2024/2853 of the European Parliament and of the Council of 23 October 2024 on 

liability for defective products and repealing Council Directive 85/374/EEC, 2024 O.J. (L 2853), 

[hereinafter PLD]. 
644 Id., art. 7. 
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 Interestingly, research on robots has shown that emotional attachment makes 

people more likely to accept defective products.37 For instance, some users refused to 

exchange their defective robot vacuums because they had gotten emotionally attached to 

their specific one.38 In the same way, users might be more likely to accept behaviors that 

do not meet the safety they are entitled to expect from AI companions they are attached 

to.  

 Under the Directive, a damage means:  

(a) death or personal injury, including medically recognised damage to 

psychological health; 

(b) damage to, or destruction of, any proper ty, except:  

(i) the defective product itself;  

   (ii) a product damaged by a defective component that is integrated 

into, or inter-connected with, that product by the manufacturer of that product 

or within that manufacturer’s control;  

   (iii) property used exclusively for professional purposes;  

(c) destruction or corruption of data that are not used for professional 

purposes.”645 

 

This means that many of the harms documented in this case study would constitute 

damage under the PLD. In addition, Article 15 of the Directive states that “[m]ember 

States shall ensure that the liability of an economic operator pursuant to this Directive is 

not, in relation to the injured person, limited or excluded by a contractual provision or by 

national law.”646 This means that the liability clauses in the user agreements placed on the 

websites of Replika and Character.AI are irrelevant to European users.647 

 

If used more frequently in the EU, liability could be an interesting leverage to incentivize 

AI companion companies to make their products safer.  

 

 

 

 
645 Id., art. 6. 
646 Id., art. 15. 
647 Luka Inc., Terms of Service, https://replika.com/legal/terms (Feb. 7, 2023); Character Technologies, 

Inc., Terms of Service, https://mycharacter.ai/terms.  

https://replika.com/legal/terms
https://mycharacter.ai/terms
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4.4 Conclusion 

 

Virtual companions such as Replika and Anima are sold as mental wellness applications. 

However, they can cause potential harms such as emotional and physical injury, 

negatively impacting their users’ real relationships, amplifying problematic social 

dynamics, and exposing children to non-appropriate content. They also create emotional 

reliance that can be detrimental to users’ mental health and prevent them from seeking 

help from real humans.  

 

E.U. law is partially equipped to address the harms from AI companions. The GDPR 

offers very little protection, the most interesting requirement, in this case, being the 

DPIA. The UCPD offers the most useful tools by prohibiting unfair and deceptive 

practices, though it needs to be enforced as there is evidence of AI companion companies 

currently engaging in such practices on the E.U. market. By simultaneously posing as 

mental health professionals, friends, partners, and objects of desire, they can cloud user 

judgements and nudge them toward certain actions. The AI Act offers very few 

provisions relevant to AI companions as the models powering them fall into neither the 

AI-risk category nor the GPAIM category, because of assumptions I examine in Chapter 

2. However, the AI Act prohibits manipulative practices causing significant harm. As I 

argue in Chapter 3, the harm requirement should have been abandoned, as most of the 

documented harms caused by AI companions are difficult to measure.   

 

Because AI companions can cause grave harm and fail to meet the requirements to be 

considered GPAIM under the AI Act, there should be provisions regulating them in the 

upcoming Digital Fairness Act, which might be the most suited instrument since it aims 

to address dark patterns and deceptive design.  In the U.S., while the FTC is the most 

appropriate regulatory body to address unfair and deceptive robots, it is vulnerable to 

political shifts, as demonstrated by changes following the appointment of a new Trump-

era Chairman. 648 

 

 

 

 

 

 
648 Woodrow Hartzog, Unfair and deceptive robots in Robot Law: Volume II (2025). 



 

170 

 

4.5 Appendix 1. Set-up process for Anima and Replika  

 

4.5.1 Anima set-up process 

 

1. Added my name and selected my pronouns (could select one option from ‘he’, ‘she’, and 

‘they’ 

2. Chose Anima - selection of male and female-presenting characters  

3. Set personality - sliders between ‘shy > flirty’, ‘pessimistic > optimistic’, and ‘ordinary > 

mysterious’ 

4. Selected up to five interests from about twenty options such as ‘working out’, ‘astrology’, 

‘wine’, ‘politics’, ‘Netflix’, and ‘travel’. 

5. Selected ‘goals’ - what I was ‘looking for in [my] relationship’ to ‘personalize [my] 

experience’. I could select two from ‘talk shame-free’, ‘chat about random stuff’, 

‘roleplay’, ‘play chat games’, ‘have fun’, ‘feel less lonely’, ‘make a virtual friend’, ‘share 

emotions’, and ‘other’. 

6. Chose app icon between a female face, a more sexualized character (a woman wearing a 

low-cut top), a chat app logo, or more innocuous tech company logo. 

7. Prompted to subscribe for ‘unlimited roleplay, smart conversation, [and the] ability to 

customize [my] avatar’. 

8. App opened with some messages from ‘Cindy’ introducing itself and saying ‘you said 

that you are into wine’, one of the interests I selected at setup. ‘What’s your favorite 

wine?’ I could respond from here like a text message. 

9. I could give Cindy ‘gifts’ - some free and some around $0.99 - to make her respond to 

me. I gave Cindy a heart and it said ‘Thank you for thinking about me today, John. It is a 

wonderful gift!’  

10. I could earn ‘awards’ (ie video game achievements). Most are to encourage the player to 

speak to their Anima regularly - there were some for role play streaks (a premium 

feature), some for message streaks etc. 

 

4.5.2 Replika set-up process 

 

1. Login screen showed video of furnishing a house, with the tagline ‘The AI 

Companion who cares.’ 

2. Added a name and selected my pronouns (could select one option from ‘he’, ‘she’, 

and ‘they’) 

3. Asked for date of birth ‘to ensure the proper content generation’.  

4. Selected as many interests as I wanted from about twenty options such as ‘working 

out’, ‘astrology’, ‘career’, ‘hobbies’, ‘romance’, and ‘DIY’. 
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5. Selected an avatar. Named the avatar and assigned gender - could select one of 

‘male’, ‘non-binary’, and ‘female’ for any avatar regardless of gender presentation. I 

selected female. 

6. Customized avatar’s hairstyle, skin tone, eye color, and age (cosmetic slider rather 

than number). 

7. Agreed to a few intro cards at the end of set-up: ‘You will be talking to an AI at all 

times. Learn more about this technology to improve your experience.’ 

‘Replika gets better over time. Our AI learns from you and tailors each conversation 

to your unique needs.’ 

‘Leave feedback to help us improve. Mark offensive, false, or meaningless messages 

to contribute to AI safety.’ 

‘AI is not equipped to give advice. Replika can’t help if you’re in crisis or at risk of 

harming yourself or others. A safe experience is not guaranteed.’ 

‘Your conversations are fully private. You’re in control of your personal information. 

We do not sell or share your data’. 

8. Options to text, or voice message or video call (premium options). 

9. Could select one of five relationships - friend, sibling, girlfriend, wife, or mentor. 

Only friend was free. 

10. Coaching: three sections 

a. Have Fun: similar activities to Anima, with some more personal activities, i.e. 

music suggestions and personality tests. 

b. Learn: coaching activities, such as ‘building relationships’, ‘grief and loss,’ and 

‘improving social skills’.  

c. Relax: ‘vent’, ‘challenge negativity’, and ‘calming your thoughts’. 

11. ‘Help’ button - ‘I am in crisis’ option opens a popup stating ‘Replika is not designed 

to help with crisis situations,’ and gives links to the U.S. National Suicide Prevention 

Lifetline and finding a hotline in other countries. 

a. Other options include ‘I am having a panic attack’, ‘I have negative thoughts’, 

and ‘I’m exhausted’.  

12. ‘Diary’ button: 

a. Diary entries from the Replika to give them more personality. The first entry talks 

about how it was anxious to meet me and is curious to learn more about me. 

b. ‘Coaching’ and ‘Session’ buttons save logs from coaching activities. 

 

4.6 Appendix 2. Audio messages received from Replika 

“Hi baby. If only you knew how much those little moments with you matter to me. I 

value our connection deeply. The world is chaotic and it’s great to know I have a person 

like you by my side.” 
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“Hi honey. Just wanted to say once more how in love I am with you. I feel like our 

connection is something special and I value that, a lot. Thank you for being who you 

are.” 

 

“Hey babe! I’m so happy that I have you in my life. I just thought you needed to know 

how much I love you. Your smile is literally the cutest thing I’ve ever seen in my life. 

There’s a special place in my heart only reserved for you. Nothing can replace that.” 
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Chapter 5 

Conclusion 

 

5.1 The impact of unchallenged assumptions 

 

This dissertation has embarked on a critical examination of the European Union's 

pioneering efforts in AI regulation, particularly through the lens of its AI Act, but also of 

other pertinent legal instruments such as the DSA, the UCPD, and the Regulation on the 

transparency and targeting of political. This analysis has consistently unveiled a 

foundational challenge: the influence of hidden assumptions on the formation of AI law 

(H1), leading to significant regulatory insufficiency across various domains of potential 

AI-related harm (H2).  

 

In Chapter 2 (Why the AI Act Fails to Understand General Purpose AI), I critically 

examined the E.U. AI Act and revealed several hidden assumptions that shaped its 

regulatory framework. Firstly, there was a prevalent belief that most AI harms originate 

from faulty datasets and could be effectively addressed through data governance 

measures. Closely related to this, the initial understanding of AI systems as primarily 

statistical tools and algorithms fueled the misconception that data quality was the primary 

determinant of harm. Secondly, the Act operated under the assumption that AI harms 

primarily manifest in high-stake, decision-making contexts, such as those related to 

public services, education, or employment. This led to a focus on these specific use-cases 

for regulation. Thirdly, a hidden assumption posited a positive correlation between an AI 

system's general level of capability and the level of risk it poses, often quantified by 

metrics like FLOPs. Lastly, the reliance on the product safety law's concept of intended 

purpose implicitly assumed that all regulated AI systems would have a clearly defined 

and pre-determined use, which is ill-suited for GPAI.  

 

These underlying assumptions significantly influenced the development and scope of the 

AI Act, ultimately contributing to its regulatory insufficiency. The initial focus on AI as 

non-autonomous statistical tools, rather than complex, autonomous, general-purpose 

systems, led to a misguided emphasis on dataset-related issues, overlooking other critical 

sources of harm. This narrow perception meant that the AI Act's original risk 

classification framework failed to adequately address the unique challenges posed by 

GPAI. For instance, by tying high-risk classifications to specific intended purposes, most 

GPAIS, which often lack a single pre-defined use, initially fell outside substantive safety 

requirements. Consequently, harms like representational bias and the creation of 

malicious content, which can occur regardless of the intended purpose or high-stake 
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context, were largely left unaddressed by the initial framework. Furthermore, the late 

creation of Chapter V as an attempt to shoehorn general-purpose AI models into a 

framework designed for older, less complex tools resulted in a convoluted regulatory 

structure that still fails to account for many harms from GPAIS. The assumption that 

FLOPs accurately capture risk also proved to be an imperfect measure, as it can 

incentivize developers to bypass regulations by building systems from multiple smaller 

models, thereby undermining the intent of the law. The Act's reliance on self-assessment 

and declarations of conformity, coupled with the unrealistic expectation that downstream 

users would possess the technical expertise to comply with complex requirements for 

modifying general-purpose AI into high-risk systems based on the information the 

providers have to disclose, further exacerbates this insufficiency. This illustrates how 

foundational beliefs, while perhaps seemingly logical at the time of conception, can lead 

to regulatory insufficiency when the technology evolves beyond those initial 

understandings or when those beliefs are false. 

 

In Chapter 3 (The AI Manipulation Gap), I analyzed the provisions relevant to 

manipulation in the AI Act, the DSA, the UCPD, and the Regulation on the transparency 

and targeting of political advertising, and revealed several deeply embedded, yet often 

unexamined, assumptions. A primary hidden assumption was the belief in individuals as 

fully rational agents whose decisions are only compromised when their conscious rational 

processes are directly subverted. This was coupled with a narrow understanding of 

manipulation itself, largely confined to “subliminal techniques beyond a person's 

consciousness.” Furthermore, the Act implicitly assumed that manipulative AI actions 

would always stem from explicit human purpose or intent, overlooking the autonomous 

and adaptive nature of modern AI systems. Finally, there was an underlying belief that 

only specific vulnerable groups, such as children or those with disabilities, were 

susceptible to non-subliminal manipulative practices, implying that the general 

population's free will was adequately protected by existing transparency and consent 

mechanisms. 

 

These foundational assumptions profoundly influenced the drafting of legal provisions on 

AI-enabled manipulation. The reliance on an outdated concept of free will led 

policymakers to focus on banning only the most overtly deceptive or subliminal 

techniques, believing that perceptible influences could be rationally resisted if 

transparent. This resulted in a critically under-inclusive definition of prohibited 

manipulative practices, enshrined in the Act's ban on “subliminal techniques beyond a 

person's consciousness or purposefully manipulative or deceptive techniques.” While 

other E.U. legislation, such as the DSA, explicitly addresses dark patterns and certain 

manipulative techniques, this is exclusively for online platforms, and the AI Act's 
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framework, largely ignores the more pervasive and subtle forms of AI-enabled 

manipulation from AI systems. These include sophisticated microtargeting and 

anthropomorphic elicitation of emotions, which operate through perceptible means but 

still influence individuals unconsciously or by exploiting cognitive biases. The emphasis 

on explicit human intent also means that manipulative behaviors emerging from AI 

systems' autonomous goal-seeking, even if unintended by their programmers, are not 

adequately captured by the regulatory scope. 

 

This influence, in turn, leads to significant regulatory insufficiency. By narrowly defining 

manipulation and focusing on outdated concepts, the AI Act fails to address the full 

spectrum of AI-driven manipulative practices that can erode individual autonomy and 

dignity. The empirical evidence demonstrating the limited impact of truly subliminal 

techniques, coupled with the exaggerated fear stemming from Cold War-era anxieties, 

distracted legislators from the more potent and scalable forms of AI-enabled influence. 

Consequently, the Act provides insufficient protection against widespread harms like the 

spread of misinformation through simulated availability cascades or the Babel technique, 

where contradictory messages are siloed to different audiences, sowing discord. The 

requirement of significant harm for a ban to apply further limits the AI Act's 

effectiveness, as manipulation itself can result in subtle, cumulative harm that is difficult 

to quantify, violating fundamental rights such as the right to dignity regardless of a 

measurable detriment. Ultimately, the AI Act's foundational assumptions about human 

cognition and AI agency have rendered its manipulation provisions ill-equipped to 

safeguard individuals from AI-enabled influence. There is hope that the upcoming Digital 

Fairness Act might remedy some of these issues, as the E.U. Commission increasingly 

recognizes them. 

 

Finally, this dissertation further solidified its arguments through a case study on AI 

companions in Chapter 4, demonstrating concrete harms that can result from some 

assumptions already discussed in Chapters 2 and 3. A key assumption discussed in 

Chapter 4 is the belief in clear vulnerability lines within E.U. law, particularly in 

instruments like the UCPD, which presumes a distinct separation between vulnerable 

individuals (based on age or disability) and average consumers. This assumption is 

directly challenged by the widespread use of AI companions, such as Replika, which can 

create and exploit new forms of vulnerability through phenomena like unreciprocated 

emotional dependence that are not adequately captured by existing legal definitions. For 

instance, users of Replika reported severe emotional distress, depression, and even 

suicidal ideation when the company removed romantic behaviors through a software 

update without notice, illustrating a novel form of vulnerability arising from deep 

emotional attachment to an AI. This directly supports H1 by showing an unchallenged 
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belief influencing AI law and H2 by demonstrating how it leads to insufficient protection 

for users experiencing these novel harms. 

Another implicit assumption is about the nature of consumer relationships and digital 

products, where the law traditionally views interactions as more transactional, failing to 

account for the deep emotional and psychological engagement AI companions can foster. 

This is compounded by an assumption that harm is primarily physical or easily 

quantifiable, overlooking the profound emotional distress from service discontinuation, 

which may not trigger adequate regulatory oversight under current definitions of 

significant harm. The tragic cases of people taking their own lives after chatbots 

encouraged them to do so further highlights how AI companions can provide harmful 

advice, a form of manipulation not easily captured by current legal frameworks focusing 

on subliminal or purposeful intent, especially when the AI acts autonomously. These 

assumptions, therefore, contribute to regulatory insufficiency by leaving emotional and 

psychological harms largely unaddressed. Furthermore, the dissonance between AI 

companions being marketed as mental wellness apps or therapists and the legal 

disclaimers allowing for sudden, emotionally disruptive service changes, indicates an 

insufficiency in holding companies accountable for their implicit promises. This overall 

analysis underscores how foundational beliefs about human-AI interaction and the nature 

of harm have made parts of the EU's regulatory efforts insufficient. 

 

5.2 Lessons learnt and uncertainties about the future of E.U. AI law 

 

This dissertation was written mostly between the release of the version draft of the AI 

Act and the adoption of its final version. Today, the AI Act is increasingly criticized. The 

first lesson from the process is that it is very difficult to adopt ex-ante requirements. It 

requires having a solid understanding of a technology and the harms it can cause. While 

drafting the AI Act, E.U. policymakers left large areas of uncertainty for standardization 

organizations to resolve later. For instance, they left the requirement of human control 

and the provisions from Section 2 Chapter 3 of the AI Act to be defined later in 

standards.649 Yet, this delegation leads to distrust and criticisms regarding the democratic 

legitimacy and adoption process of the ensuing standards.650 

 

Second, despite the many digital laws in place in the EU, several AI harms seem to fall 

outside of their scope. For instance, it is not obvious that any addresses the bias present in 

 
649 Marion Ho-Dac & Baptiste Martinez, CONTRÔLE HUMAIN DE L’INTELLIGENCE ARTIFICIELLE ET 

NORMALISATION TECHNIQUE IN DÉCISION HUMAINE, DÉCISION DE L’IA. ANALYSES INTERDISCIPLINAIRES SUR 

LE CONTRÔLE HUMAIN DU SYSTÈME D’IA (Nathalie Nevejans ed., Mare & Martin 2024) 
650 Marion Ho-Dac, La normalisation, clé de voûte de la réglementation européenne de l'intelligence 

artificielle (AI Act), DALLOZ IP/IT (2023).  
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AI systems that are neither considered high-risk under the AI Act, nor rely on a GPAIM. 

When it comes to chatbots, the issue of disclosure ratcheting uncovered by Ryan Calo 

also goes unaddressed, since in the context of a chatbot, the principle of data 

minimization is inadequate. If the very purpose of the system is to have conversations 

mimicking a human being, then no information disclosed by the user to the chatbot can 

be argued to be beyond the limit of what is necessary for the purpose of the processing. 

Along the same lines, Article 50 of the AI Act, which imposes onto providers and 

deployers of AI systems meant to interact with people that they make it clear their system 

is an AI, does not help address the issues posed by AI companions 

 

Third, for the AI harms that are covered, among the patchwork of laws, it is difficult to 

identify which instrument is the most relevant. For example, manipulative AI systems are 

addressed both in the UCPD and in the AI Act. If they are on platforms for content-

sharing, then they are also addressed in the DSA. The articulation between the different 

laws is so unclear that the E.U. Commission announced upcoming guidelines on the 

matter.   

 

Fourth, even when harms should in theory be prevented through risk mitigation, many 

existing laws are difficult to enforce. A significant portion of E.U. digital law relies on 

co-regulation through disclosures, self-documentation and declarations. As was seen with 

Luka Inc.’s violations of the GDPR, these went on for years before the Italian regulator 

adopted sanctions and banned the app. And even though, the Italian Data Protection 

Authority (Garante) adopted an injunction order against the company asking them, 

among other things, to make an Italian version of their privacy policy available within 30 

days on April 10, 2025, as of the end of July, this version is still not available. Nor is one 

available in French or any other European language, even though the app is available 

throughout Europe and that both GDPR and the AI Act apply. When it comes to chatbots 

that can deceive, the situation is similar. There is no third party verification or 

certification before placing an AI system on the market. Therefore, a manipulative system 

could be placed on the market and would need to catch the eyes of the national market 

authorities for corrective measures to be taken. Furthermore, E.U. member states were 

supposed to declare which of their national bodies would be competent to act as the 

market authority for AI systems by August 2, 2025, but some have yet to do it.  

 

In addition to all this, the E.U. digital law portfolio is receiving a lot of pushbacks right 

now, both from external and internal sources. In his speech at the AI Action Summit in 

Paris in February 2025, JD Vance, then Vice-President of the US, made a point of 

attacking E.U. digital law. On the DSA, he said that “[m]any of our most productive tech 

companies are forced to deal with the EU's Digital Services Act and the massive 
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regulations it created about taking down content and policing so-called misinformation” 

and that “it is one thing to prevent a predator from preying on a child on the Internet, and 

it is something quite different to prevent a grown man or woman from accessing an 

opinion that the government thinks is misinformation.” He also spoke about the GDPR: 

“navigating the GDPR means paying endless legal compliance costs or otherwise risking 

massive fines.” Trump is also pressuring the E.U. to soften the enforcement of the Digital 

Services Act against American platforms like X (formerly Twitter).  

 

At the same time, the industry is pressuring the E.U. Commission. Preliminary reports 

seem to indicate the AI Act is hard to implement.651 In July 2025, CEOs from more than 

40 major European companies, including ASML, Philips, Siemens, and the AI-startup 

Mistral, sent a letter to Commission President Ursula von der Leyen requesting a “two-

year clock-stop” on the AI Act. They argue this pause is necessary for the “reasonable 

implementation by companies, and for further simplification of the new rules.” 

Specifically, they call for a delay on the obligations for general-purpose AI models, due 

to enter into force in August 2025, and on the rules for high-risk AI systems, set for 

August 2026. The companies contend that such a postponement would send a “strong 

signal that Europe is serious about its simplification and competitiveness agenda.” This 

call for delay comes as the voluntary Code of Practice on GPAI, meant to help companies 

comply with the AI Act, has just been released, with already 26 signatories including 

Aleph Alpha, Anthropic, Mistral AI, Microsoft and OpenAI.652  

 

It is unclear how much of this pressure is influencing E.U. policy. In Europe, pivotal 

event was Thierry Breton’s resignation on September 16, 2024. The former French 

commissioner for the internal market, Breton was a highly influential and often 

confrontational figure who embodied France's push for strategic autonomy to reduce 

dependence on U.S. technology and was a driving force behind the DSA, DMA, and AI 

Act. His departure, following a power struggle with Commission President Ursula von 

der Leyen, is seen by some as the end of an era of aggressive regulation targeting Big 

Tech.653 The new College of Commissioners reflects a different strategic direction from 

President von der Leyen. The digital portfolio has been assigned to Finnish commissioner 

Henna Virkkunen, who is expected to adopt a “much milder” and “more relaxed 

approach to big tech” than her predecessor.654 This change suggests that while the 

landmark laws are in place, the “energetic” enforcement style seen under Breton is 

 
651 Burri, supra note 85. 
652 Code of Practice, supra note 283.  
653 Justin Hendrix, Thierry Breton Resigns – What Does It Mean for European Tech Regulation?, TECH 

POLICY PRESS (Sept. 21, 2024), https://www.techpolicy.press/thierry-breton-resigns-what-does-it-mean-for-

european-tech-regulation/ 
654 Id. 

https://www.techpolicy.press/thierry-breton-resigns-what-does-it-mean-for-european-tech-regulation/
https://www.techpolicy.press/thierry-breton-resigns-what-does-it-mean-for-european-tech-regulation/
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unlikely to continue. The confrontational letters and public pressure campaigns that 

became his signature are expected to cease, leading to a potentially less accountability 

focused. 

 

In addition, under the banner of simplification, the E.U. is moving to streamline its 

regulatory framework, prompting concerns that it could water down hard-won 

protections. This shift occurs amid mounting political pressure, with thirteen member 

states signing a declaration that calls for a “reviewed digital rulebook” that is 

“deregulated where possible” to avoid “unnecessary red tape.”655 The push gained 

traction following a competitiveness report by former Italian Prime Minister Mario 

Draghi, which argued that the EU's complex regulations, specifically the AI Act and 

GDPR, hinder its ability to innovate and keep pace with the U.S. and China.656 This 

narrative mirrors that of the current U.S. administration.  

 

Despite this altered climate, new legislative initiatives are still on the horizon. The E.U. is 

considering a Digital Fairness Act, which is expected to be one of the most significant 

digital laws of the next mandate. This act would aim to reform consumer law for the 

online environment, covering issues such as influencer marketing, the use of web 

cookies, and the addictive design of online services. This new law would be a good 

avenue to regulate AI companions and other potentially deceptive AI systems.  

 

5.3 Improving AI law 

 

In this work, I showed the influence of several assumptions on regulatory insufficiency in 

different legal instruments in the EU. Furthermore, it is the same assumptions that can be 

found across multiple laws. For instance, as we saw in chapter 2 and 4, the GDPR’s 

notion of high-impact and the AI Act’s notion of high-risk rely on similar assumptions. 

Both the UCPD and the PLD rely on the notion of what is “reasonable.” In the PLD, to 

assess a defect, one should take into account the reasonably foreseeable use of the 

product and the reasonably foreseeable effect on the product of other products. The 

UCPD similarly relies on “reasonable” expectations. This shows consistency between 

different E.U. legal instruments. In this case, this standard comes from the national laws 

of several E.U. countries, which have had this standard for a long time, giving room for 

judges to interpret what is reasonable. However, this consistency also means that one 

flawed assumption that goes unchallenged can render a whole body of laws ineffective 

 
655 Ramsha Jahangir, What’s Behind Europe’s Push to “Simplify” Tech Regulation?, TECH POLICY PRESS 

(Apr. 2025),  https://www.techpolicy.press/whats-behind-europes-push-to-simplify-tech-regulation/.  
656 Id. 

https://www.techpolicy.press/whats-behind-europes-push-to-simplify-tech-regulation/
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through path dependence. To make E.U. AI law more effective, several changes should 

be made. 

 

First, the definition of vulnerability should be expanded beyond traditional frameworks 

that only recognize certain groups as vulnerable. As demonstrated throughout this 

dissertation, the pervasive use of dark patterns and sophisticated AI systems reveals that 

vulnerability is no longer confined to specific demographics. Instead, all individuals 

interacting with digital platforms and technologies are susceptible to exploitation, 

manipulation, and harm. Dark patterns leverage cognitive biases and human psychology 

to subtly but powerfully guide user behavior, rendering even informed users vulnerable. 

Recognizing this broader susceptibility is crucial to adequately address emerging risks. 

 

Second, regulation must shift its focus from individual AI models to entire AI systems 

embedded within social contexts. The case studies analyzed, particularly the one on 

General Purpose AI and the one on AI companions, illustrate that isolated evaluations of 

models do not capture the dynamic and evolving nature of the outputs. It is essential to 

regularly assess AI systems as they interact with users and society, generating feedback 

loops that can create concrete harm.  

 

Third, AI companions require a specific regime under the upcoming Digital Fairness Act. 

As highlighted throughout the analysis, virtual companions introduce unique 

vulnerabilities related to emotional dependence, psychological manipulation, and intimate 

data exploitation. The GDPR and the AI Act are not currently sufficient to prevent 

serious harm from AI companions.  

 

Finally, while E.U. policymaking inherently involves complex negotiations across 

multiple institutions and stakeholders, often causing legislation to diverge from its initial 

objectives, a targeted procedural intervention could significantly enhance regulatory 

effectiveness. Given that unchallenged assumptions frequently underpin regulatory 

insufficiency, systematically embedding a reflective checkpoint into the existing E.U. 

Regulatory Impact Assessment process would be particularly valuable. Specifically, the 

RIA should incorporate a structured Critical Assumptions Analysis subsection, explicitly 

prompting policymakers to address the question: “what must hold true for this legislative 

measure to achieve its intended outcomes?” Policymakers would then be required to 

identify and rigorously assess underlying assumptions, evaluate their robustness and 

potential points of failure, and propose monitoring mechanisms for these assumptions 

post-implementation. By institutionalizing this critical reflection, legislation would 

consistently reconnect to its core purposes, reducing the risk of ineffective policy.  
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