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Abstract

This study presents a reliability and availability analysis of human-machine
systems with human errors and common-cause failures. The systems incorporate
elements of several commonly used redundant configurations: standby, k-out-of-n,
majority voting with imperfect voter, and parallel. The analysis considers systems with
constant human error rates, increasing human error rates and general human error rates,

and with arbitrarily distributed failed system repair times.

The method of linear ordinary differential equations for general system failure
rates is presented to obtain the general expressions of the steady state availability for
various types of system repair time distributions, such as Gamma, Weibull, lognormal,
exponential and Rayleigh distributions. A method which combines the inclusion
supplementary variables technique and the method of stages is developed to perform
time-dependent system availability analysis for systems with both time-dependent human
error rates and failed system repair rates. Generalized expressions for such relevant
system performance indices as the system reliability, steady state availability, time-
dependent system availability, mean time to failure and system variance of time to failure
are presented. The impact of human error, common-cause failure, failed system repair
policy and the elements of redundant configurations on the values of the afore-said

system performance indices is demonstrated by means of plots.
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Chapter 1

Introduction

Many engineering systems are interconnected by human links, and in most situations the
human link is inevitable irrespective of the degree of automation. Human interactions
with machines have long been recognized as important contributors to continued safe
operation in most industries. Even when selection and training are efficiently carried out
and appropriate design features are incorporated, people are not always reliable. They
make mistakes, and in some cases their errors will lead to systems failure and accidents.
According to Christensen [60], about 50-70% of the failures in electronic equipment were
human initiated, whereas in aircraft and missile systems the human initiated failures
accounted for 60-70% and 20-53% of the total failures, respectively. The nuclear power
plant industry has estimated risk due to human action or inaction at 50-70% [112]. Even
highly automated systems need constant monitoring and maintenance and do not totally
remove human involvement. Therefore, human reliability should be an important

consideration in all stages of system design and management.

Some of the human errors may occur in form of common-cause failures. A
common-cause failure event occurs when multiple units or elements fail due to a single
cause [75]. Taylor [347], in 1975, reporting on the frequency of common-cause failures in
the United States Power Reactor Industry asserted that “of 379 component failures or
groups of failures arising from independent causes, 78 involved common-mode failures
of two or more components”. Some of the reasons for common-cause failures include
design errors and deficiencies; operations and maintenance errors, abnormal environment,

external catastrophe, etc.

To ensure that the system reliability is higher than those of its sub-systems (or
components), component redundancy is employed. The term Redundant indicates the

existence of more than one means, identical or non-identical, for accomplishing a given



task or mission. The parallel, k-out-of-n and standby structures are the wildly used
redundant configurations. Parallel structure describes a system that can succeed when at
least one of the components succeeds. Such a system is also known as a Jully or
completely redundant system. A k-out-of-n system consists of n identical independent
components of which at least k (< n) of the components should succeed in order for the
system to succeed. For k = 1, they become truly parallel (fully redundant) systems, and
for k = n, they become series (non-redundant) systems. (k+1)-out-of-(2k+1) system is also
called majority voting system. Standby redundancy is redundancy wherein a system’s
backup unit does not operate until it is needed and is switched on only when the main unit

fails to perform its task.

For complex equipment and systems, reliability analysis is generally performed at
two different levels. At subassembly level, the designer performs failure rate and failure
mode analyses to check fulfillment of reliability requirements, and to detect and eliminate
reliability weaknesses as early as possible in the design phase. At equipment and system
level, the reliability engineer also investigates time behavior, taking into account
reliability, maintainability, and logistical aspects. Depending upon the system complexity,
upon the assumed distribution functions for failure-free and repair times, as well as
maintenance policy, investigations are performed either analytically, making use of

stochastic processes , numerical simulations, or through other means.

In usual reliability and availability analysis, the occurrence of human errors and
common-cause failures is overlooked and only general failures are considered. Under
such conditions, the end results may not present a true picture regarding the actual system
reliability. It is widely believed that the realistic system reliability and availability

analysis must include the occurrence of common-cause failures and human errors.

This study is concerned with reliability and availability analysis of human-
machine systems with human errors and common-cause failures. These systems
incorporate elements of several commonly used redundant configurations: parallel, k-out-

of-n, majority voting and standby. Human error rates of the systems in any state are either



constant, increase or general, whereas repair times follow general distribution. Some
system performance indices, notably system reliability, system steady state availability
and time-dependent system availability, system mean time to failure and system variance

of time to failure are evaluated using stochastic process models.

1.1 Human Error and Human Reliability Analysis

Every human-machine system contains certain functions that are allocated to the person,
and a failure to perform these functions correctly within prescribed limits can lead to
systems failure. A human error is defined as a failure to perform a prescribed act (or the
performance of a prohibited act), which could result in damage to equipment and property
or disruption of scheduled operations [164]. There are various factors which may lead to a
human error. Some of these are inadequate training of the concerned personnel, poorly
written equipment maintenance and operating procedures, task complexity, inadequate

lighting, high noise level, improper tools and poor equipment design [238].

The consequence of human errors may differ from one set of equipment to another
or one task to another. Consequences may range from minor to severe (for example, from

delay in system performance to loss of life).

A critical human error is one which causes the failure of the entire system, on the

other hand, a non-critical human error does not lead 1o a catastrophic result.

Human reliability is the probability that a job or task will be successfully
completed by personnel at any required minimum time (if the time requirement exists)
[74]). Furthermore, human reliability analysis (HRA) is any method or approach that can
be used to estimate the quantitative or qualitative contribution of human performance to
engineering system reliability and safety [344]. As systems become more complex and

have the potential for major economic or safety loss, there is a growing need for HRA. It



is obvious that as equipment becomes more reliable, human errors contribute relatively
more to system problems. In addition to safety considerations, a high level of human
reliability is also essential in order to maximize the availability and productivity of such

system.

1.2 A Brief History of HRA

In the earlier reliability analysis, attention was directed only to equipment, and reliability
of the human element was neglected. Williams [382] recognized this shortcoming in the
late 1950s and pointed out that realistic system reliability énalysis must inciude the
human aspect. In the 1960s, a number of publications relating to human reliability
appeared in journals, conference proceedings and technical reports. Many of these

publications are listed in Ref. [240]

However at the time, there was very little in the way of human factors data and
also no accepted human performance theories or models . This state of affairs led to a
research project that produced a workable collection of human reliability figures known
as the AIR (American Institute for Research) Data store in 1962 [252]. In 1964, several
approaches to quantifying human performance using the AIR Data Store were reported in
December 1964, of Human Factors, the journal of Human Factor Society. In this same
time frame, the well-know THERP (Technique for Human Errcr Rate Prediction) was
developed by Swain and his collaborators [339,340].

The year 1973 may be regarded as an important milestone in the history of human
reliability. It was in August of that year when JEEE Transactions on Reliability published
a special issue devoted to human reliability [287]. A number of excellent papers appeared
in this issue. HRA was initially applied to the quantitative assessment of the influence of
human error in complex military systems. The 1975 Reliability and Maintainability
Symposium [271] exhibited examples of HRA models which had been extended to

different applications earlier in the 1970s. The first applications of HRA to commercial

4



systems (nuclear reactor facilities) were done in Europe by such organizations as the Ris¢
National Laboratory, Roskilde, Denmark; the United Kingdom Atomic Energy Authority,
Warrington, England; and the French Atomic Energy Commission, Paris, France. The
first large-scale application of HRA to a US commercial system began late in 1972,
known as the WASH-1400 Reactor Safety Study [359], this study employed the THERP
HRA method to assess the impact of estimated human errors in a PRA of two nuclear
power plants. The experience gained in using THERP in the WASH-1400 study led to the
development of the NRC (Nuclear Regulatory Commission) handbook in 1983. Ever
since, researchers have been making further advances in the human reliability field.
Numerous methodologies have been developed to address the HRA task. The review and
criticism of most of these models may be found in {6, 8, 13, 128, 192, 209, 269, 306, 326,
367).

Although many human reliability methods and techniques have generally been
developed for the use in the large scale systems such as nuclear power plants, the
chemical process industry, and military systems, they also can be applied in variety of
other situations. In recent years increasing attention has been paid to several different
aspects of the human reliability field, namely human error analysis, data collection,
quantification of human reliability, reliability evaluation of human-machine systems and

S0 on.

1.3 Literature Review and Current Status of HRA

HRA is a developing ficld. Recognition of the importance of the human operator in
human-machine system and attempts to quantify human reliability has been incorporated
into system thinking since the late 1950s. The majority of the work has taken place within
those industries that are perceived as “high risk”™ (for example, aerospace, chemical and
nuclear industries). Filterihg through the vast literature on human reliability, it is obvious

that HRA could be split into follow groups:



(1) Human error classification, analysis and data bank.

(2) Human error rate predicticn and human performance reliability models

(3) Human-machine system reliability--which combine human and hardware
performance measures in a meaningful way to obtain a more valid system

reliability measure.

(4) Applications of human reliability engineering.
A brief description of these groups is as follows.
(1) Human Error Classification, Analysis and Databank

An effective classification and analysis of human errors are necessary to develop a store
of qualitative and quantitative information on the subject as well as to provide useful

insights into their behaviors and preventive measures.

Dhillon [101] briefly reviewed human errors in engineering systems and Carnino
[51] described five human characteristics. Five ways in which human errors occur are
discussed by Hammer [169] and a methodology for analysis and classification of human
error is presented by Rouse [296]. Rasmussen [282] developed human error taxonomies
by analyzing industrial incident reports and psychological eXperiments. A new human
error taxonomy based on cognitive engineering, social and occupational psychology and
categorization strategy of events involving ‘human malfunctions’ is proposed by Bagnara
et al, [18]. Bellamy [27] discussed the human errors that occur because of individual,
social and organizational influences on behavior while Wahlstrom [363] analyzed the

influence of organization and management on human error.

Hudoklin and Rozman [191] discussed the occurrence of human errors in a
human-machine system with the dependence on different stresses while Livingston-Booth
[228] and Wisner {391] examined stress as one of the Performance Shaping Factors that
ought to be included in human error probability. A reliability evaluation of a human
operator performing his’her tasks under various levels of stress is presented by Chung

[62, 63] and Park [265] developed human reliability models in discrete and continuous



tasks when the human continually improves his/her performance from probabilistic

learning.

Dhillon [102] discussed the guidelines for human performance reliability data
system development and approaches for coilecting data along with a comprehensive
listing of human error data banks and sources. A detailed review of human error

databases is presented by Topmiller et al. {356].

There are several means of collecting human error data and some of those are
described by Carnino [49], Meister [240] and Stillwell [334]. Sources of collecting data
identified by these authors are: operating experience and incident reports, published
literature, simulators, expert judgment and data banks. In addition, Lucas and Embrey
[231], Ridsdale et al. [291] discussed the available sources for obtaining both qualitative

and quantitative data as well as proposed a classification for different types of data.

Over the years, there has been very little systematic effort for collecting human
error data in industry. This question is addressed by Williams [387] and he suggests
means to develop a viable data-base in the immediate future. A scheme for a quantitative
probabilistic error-oriented database is presented by Meister in [241]. There appears to be
no shortage of subjective estimation techniques claiming to provide estimates of human
error occurrence. In this regard, Moray (249] presented a method to convert subjective
estimates of human error to objective estimates and Heising and Patterson [181] reported
that Bayesian methods can be used to provide probability distributions of human error

occurrences.

(2) Human Error Rate Prediction and Human Performance Reliability
Models

In recent years a significant amount of progress has been made in predicting human error
rate and human performance reliability. There are now several models that either have
been used for a formal HRA or which have been seriously proposed as viable models for
HRA. Some of these models are listed in Table 1-1.



The majority of HRA techniques are based in part on behavioral psychology.
These models use either directly or indirectly real-world or training simulator or expert
judgment data on human performance to predict human error rate in complex systems.
Embrey and Lucas [128], Apostolakis et al. [13], Spurgin and Moieni [326], Hannaman
and Worldge [177], Kirwan [209] reviewed a number of available HRA techniques.

Some of the more popular used techniques are described below.

Table 1-1 List of HRA Models

Absolute Probability Judgment (APJ) [65]

Apostolakis Method [12]

Human Cognitive Reliability (HCR) [171, 173]

Human Error Assessment and Reduction Technique (HEART) [386, 390]
Operator Action Tree (OAT) [167]

Success Likelihood Index Method/ Multi-Attribute Utility Decomposition (SLIM/
MAUD) [121 122]

7. Systematic Human Action Reliability Procedure (SHARP) [172, 174, 175]

8. Systematic Human Error Reduction and Prediction Approach (SHERPA) [124]
9, Technica Empirica Stima Errori Operatori (TESEQ) [29]

10. Technique for Human Error Rate Prediction (THERP) [340]

11. Time Reliability Correlation (TRC) [112, 113]

AN A M

] Technique for Human Error Rate Prediction (THERP)

This Technique, developed by Swain and Guttman [340], is probably the best known of
the HRA methods for discrete tasks. It has a comprehensive database human error
probabilities. Mostly these are relevant to the power and process industries only. THERP
is often referred to as being a decomposition approach. That is, the task to be performed

is broken down into a series of elements, and a failure model (analogous to an event tree



or fault tree) is drawn up which identifies the various failures that could occur and how

they might be recovered.

The method is primarily used to evaluate system degradation resuiting from
human errors in association with factors such as system characteristics influencing
people’s behavior, operational procedures and the reliability of the equipment.
Furthermore, the two basic measures employed by THERP are the probability that an
error or group of errors will cause system failure and the probability that an operation will
result in an error class. Swain and Guttman [339] suggested that THERP be regarded as a

practical method of predicting human reliability, rather than as a hypothetical model.
i) Human Cognitive Reliability (HCR)

The Major technique for quantifying human reliability using time dependent modeling is
the HCR technique [171].In this technique a relationship between the time available for
an operator to respond to an event and the probability that the response will be made
within that time is established empirically by means of simulator experiments. Different
relationships are derived for skill, rule and knowledge based behavior. The technique’s
steps are: determine the type of cognitive process; estimate median response time and
time window; use the HCR correlation to quantify non-response probability. Normalized
task performance time is obtained from the ratio of actual performance time to median
task performance time (obtained from simulator measurements, task analyses, or expert
judgment). The median time is modified as necessary to account for the impact of stress
and human factors on crew performance. Normalized curves were based on simulator
data and small scale tests. Failure probabilities can then be entered in an event or fault
tree. As stated by Embrey and Lucas [128], although this method is being extensively
developed in the nuclear industry it is not recommended for other industrial applications,
since it is closely linked to nuclear power simulators, and is insufficiently flexible to
address the range of situations that would need to be evaluated in other industrial

contexts,



iti)  Success Likelihood Index Method/Multi-Attribute Ulility Decomposition
(SLIM/MAUD)

SLIM/MAUD technique [121,122] work on the principle of experts developing a model
which connects the error probability in a particular situation with the factors that
influence that probability. For example, the probability that the operator would make an
error in a maintenance task might be a function of his/her availability to do the task, the
quality of training and procedures, the number of distractions, et al, A model is developed
in which the factors influencing the set of tasks are first defined, and the tasks are then
rated on these factors. Weights which define the importance of each factor are then
derived, and the ratings and weights then combined to give a Success Likelihood Index
(SLD) for each task. If at least two tasks with known human error probabilities are
included in the set being evaluated, this allows the SLI scale to be calibrated such that the
SLI for each task can be converted to a probability of error [128]. SLIM/MAUD uses an
interactive computer based procedure (MAUD) for extracting and organizing expert

opinion within the SLIM framework for estimating human error probabilities.

In situations where the team operates as the functional unit in a system, then either
its reliability has to be assessed as different from that of the individual operators or more
sophisticated mathematical models of operator reliability must be developed to account
for the effects of team working as suggested by Cox and Tait [69]. Over the years, some
attempts have been made to analyze human errors and human reliability of team effects.
A method for describing team activities coping with abnormal conditions is presented by
Sason et al. [307]. Furthermore, several human dependent failure models are developed
in [223,329,381]. Issues associated with modeling of human interactions are discussed by
Parry and Lydell [267] and a probabilistic approach to quantify human error dependency

in performing multiple tasks is presented by Samanta [303].
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(3) Human-machine System Reliability

According to the findings of some researchers, about 20-30% of system failures are
directly or indirectly related to human error. Over the years, system scientists have
developed several system reliability and availability models which combine human and
hardware performance measures. These models are often validated through numerical
analysis using data that may have been obtained via the human error rate prediction
techniques. Generally, two methods are available for studying human-machine system
reliability: 1) analytic method and 2) computer simulation method. In the analytic
method, a model is built which reasonably idealizes the physical system and is also
amenable to calculation. Human-machine system and sub-system transition phenomena
are usually modeled as stochastic processes. The reliability measures are then obtained by
manipulating the model. The simulation method also employs a mathematical model but
proceeds by performing sampling experiments on this model. It is more flexible but is

also more time consuming and less accurate.

Dhillon in Ref. [100] reported the reliability analysis of repairable and non-
repairable redundant systems with human errors and common-cause failures. The parallel,
_k-out-of-n, and standby systems were studied. Goel et al. [140,141] presented two
mathematical models to predict the performance of the human-machine system under
different weather conditions while deriving various reliability measures of a repairable
human-machine system. Formulas for availability and meantime to failure of three state
repairable redundant electronic equipment subject to human errors are presented by Gupta
et al. [156,157]. Cao [46] using renewal theory, obtained expressions for availability,
failure frequency, and reliability of a human-machine system operating under fluctuating
environments. Kodama and Deguchi [214] considered the case of a 2-identical-unit
redundant system with Erlagian-failure and general repair distributions. The Laplace
transforms of the distribution of time to system failure and the explicit formula for the
mean time to system failure were derived while Dhillon and Rayapati [99], using
modified diagram approach, developed three models for performing reliabilify analysis of

redundant systems with Erlagian-distributed critical and non-critical human error times.
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The same authors in Refs. [79,85,88,91,97] presented probabilistic models representing
parallel, k-out-of-n and standby redundant sysiems with critical and non-critical human
errors, developed the Laplace transform of the state probability equations and derived the
expressions of system reliability, steady state availability, mean time ro failure and
variance of time to failure. Specific plots were shown to demonstrate ths impact of
human error on system reliability, availability and mean time to failure. A mathematical
mode] of a repairable parallel system with standby units involving human error and
common-cause failures were presented by Chung [61]. Lee et al. [219] developed a
stochastic model of human-performance reliability and provided closed-form
mathematical expressions into which multiple factors affecting the reliability of human-
machine systems can be incorporated. Three elements of human-machine systems were
combined to form the framework for modeling random task arrivals, transient human
performance characteristics and operational requirements of the system. Stochastic
effectiveness models for a muitiple-component human-machine system were developed
by Abbas and Kuo [1]. Performance evaluation models for a generic military system were
developed and all probability measures for successful human performance were
considered to be time-dependent in the models. Human-machine systems of various
configurations are studied by Dhillon and Yang [103-109, 395-396] using the method of

supplementary variables, Markov approach and Laplace transforms.

Hwangs [196] analyzed system reliability by considering latent human error and
recovery factors. Three different models, each representing specific recovery type, were
presented while Chang et al. [55] discussed a theoretical and numerical investigation of
dependent human error on the failure probability of the redundant system tested
periodically. Two methodologies of calculating the failure probability were presented.
One was developed using the modified Karnaugh map and it can analytically compute the
failure probability of the simple system. The other is developed using the minimal cut set

and it gives the conservative solution.
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The concept of fuzzy set into fault-tree-analysis was introduced by Terano et al.
[351]. The fuzziness of human reliability through experiments especially when the

information is redundant and also when the workers are redundant was studjed.

Computer simulation of human-machine system is another way of gaining insight
into the performance of the entire system and the interactions of the human and machine
components within the system. The simulation model of mission effectiveness for
military systems was developed by Tillman et al. [353] which is defined as a function of
the availability of the human-machine system, its reliability, environmental effect, and
human performance. Here, under the assumption of statistical independence among these

elements, mission effectiveness is determined by the product of each element.

Cost issues were considered by Gupta et al. [158, 159] when they developed
mathematical models to predict the expected profit and the operational availability of a 2-
unit standby redundant electronic system with critical human errors and a multi-
component parallel redundant complex system with overloading effect and waiting under
critical human error. Using the supplementary variable technique, Laplace transforms of

the probabilities of the complex systems being in various states were computed.

(4) Applications of Human Reliability Engineering

As pointed out earlier, many methods used in human reliability were developed in the
context of the nuclear power industry. Nowadays, the human reliability techniques are
applied across many other areas and their number is following a growing trend. Some of

these application areas are discussed below.
i) Human Reliability in Maintenance and Problem Solving

It is common knowledge that a significant proportion of total human errors occurs during
the product maintenance phase. Therefore, 2 maintenance man plays an important role in

the overall reliability of system [87].
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Williams and Willey [384] reviewed the problem of human error in maintenance
and devised a method for assessing the likelihood of maintenance error. McWilliams
[236, 237] incorporated the effects of several types of human error in models for deciding
the optimal time between inspections that either maximizes the availability or minimizes

the combined inspection and unavailability.

As systems are becoming increasingly complex and autornated, human activity
has gradually been changed to an intermittent intervening in terms of detection, diagnosis,
and correction of system failures. A book based on a symposium and edited by
Rasmussen and Rouse [278), provides a state-of-the-art review, assessment trends and
future issues relating to human detection and diagnosis of system failures. Rouse [295]
discussed the role of the human operator as a problem solver in human-machine systems,
reviewed a variety of models and then proposed an overall model. The combined
technologies of human factors engineering and reliability assessment is proposed by
Williams and Featherstone [383] to generalize a methodology for quantifying the
effectiveness of ultrasonic inspection and a fuzzy rule-based model of human problem

solving is proposed by Hunt and Rouse [194].
ii} Human Reliability in Decision-Making Process

Over the last twenty years, the task of decision-making has become one of the crucial
aspects of human-machine system and has been studied by many researchers [146, 148,
151, 162, 262, 280, 309]. Embrey [127] discussed the requirements for supporting
analytical decision-making in various aspects of human reliability assessment. A model
using fuzzy membership functions to represent features in decision-making for thc'human
operator in a time-constrained environment have been described by Govindaraj et al,
[147].

iii) Human Reliability in Computer System

Bailey [19] discussed the human error in human-computer system while Koval and

Znkiwsky [216] presented the correlative aspects of computer operator errors based on

14



computer system interruption reports complied over a ten year period. Furthermore, a
non-stationary model for assessing human reliability in computer system is developed by
Koval {217].

iv) Human Reliability in Control System

The problem of human error and human reliability in control system/human-machine
tracking systems has received a considerable attention over the years. A variety of human
operator models have been developed based on classical or modern control theories [28,
114, 294].

Kong et al. [215] developed a two-level control model of human performance
representing complex tracking tasks while Greene et al. [150] proposed a sequential
model that provides probabilistic descriptions of perception and control effects during
manual control tracking. Time-series analysis is applied to model human operator

dynamics in a pursuit and compensatory tracking model by Charles et al. [56].
V) Human Reliability in Structural Engineering

It is wildly believed that most structural failures are caused by the presence of human
error. Melchers [241] reviewed some preliminary results of recent research findings
relating to the assessment of the importance of human error on the reliability of
engineering structures and Lind [227] discussed the causes of structural failures and
compared several mathematical models of human error in structures, A probabilistic risk
assessment approach used to examine the effects of human error on a typical structural
engineering design task is reported by Stewart [332] while a design task model that

simulates the effect of human error in design is developed by Stewart and Melchers [330].
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1.4 Motivation, Objective, and Contribution of the Study

Motivation:

Past work did not address adequately the negative impact of human errors and common-
cause failures on the performance of human-machine systems. Most of the research was
focused on the human error rate prediction or human performance reliability. This work is
one of the first boid attempting at synthesizing human reliability and equipment reliability

into the reliability of the human-machine system as a whole.

Stochastic processes are powerful {ools for the investigation of reliability problem,
in particular for investigation of the time behavior of repairable systems. Most reliability
models assume that the system failure and repair times are exponentially distributed. This
assumption leads to a Markovian model, The analysis in such cases is relatively simple
and the numerical results can be easily obtained. Markovian model works well as long as
the failure rate and repair rate are constant. When failure rate or repair rate becomes time-
dependent, the method breaks down and then the process becomes non-Markovian and

different techniques are required for system solution.

In many cases while the up times (failure times) are exponentially distributed (or
close to it), the down times (repair times) typically have Weibull or some other non-
exponential distributions. This study attempts to generalize the failed system repair

process which may be of more practical significance.

Human error rate has often been considered to be constant in human-machine
system analysis. In practice, human failure has its peculiarities although there are certain
similarities between human and machine in terms of their proneness to failure. Human
performance is subject to environmental stresses and shocks and human continually
improves his/her performance from learning. Through the analysis of raw data, it may be

said that human error is more likely to be time-dependent.
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The main objective of the study is, thus, to analyze the effects of human errors

on system reliability, availability and system mean time to failure. To meet this

objective, constant human error rates, increasing human error rates and general human

error rates are considered for various system configurations.

Comparing this thesis with those of previous researchers, the main

contributions of the study are:

The models in this study integrated hardware failure, human error, common-cause

failure and general repairable system.

The models in this study considered the human errors and common-cause failures to

occur from any of the operable states of the system and generalized the failed system

repair time distribution.

A new method of system steady state availability for general system repair rate was
developed. Using the linear ordinary differential equations instead of complex partial
differential equations and Laplace transforms, it is much easier to obtain the general
expressions of the steady state availability for various repair time distributions, such

as the Gamma, Weibull, exponential, Rayleigh and lognormal distributions.

A new method which combines the inclusive supplementary variable technique and
the device of stages method was developed to solve the system for both time-

dependent human error and failed system repair rate.

This study investigated not only the steady state availability and reliability, but also

the point-availability of the systems with time-dependent repair rates.
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1.5 Organization of Study

This dissertation is divided into five chapters:

Chapter 1 gives a brief introduction to human error and human reliability analysis

and presents the literature review.

Chapter 2 is concerned with the reliability and availability analysis of systems

with constant human error rates and arbitrarily distributed failed system repair times.

Chapter 3 investigates the systems with increasing human error rates and

arbitrarily distributed failed system repair times.

Chapter 4 is concerned with the systems having time-dependent human error rates

and general system repair rates.

In Chapters 2, 3, and 4, redundant configurations, such as standby, k-out-of-n,
majority voting with imperfect voter, and parallel, are studied and the generalized
expressions for system reliability, steady state availability, time-dependent availability,
mean time to failure and the variance of time to failure are presented, Special case models

are discussed.

Chapter 5 discusses the results of analysis conducted in the preceding chapters

and also presents conclusions and recommendations for further study.
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Chapter 2

Systems With Constant Human Error

Rates and Arbitrary System Repair Rates

This Chapter presents mathematical models representing various types of human-
machine systems, such as standby, k-out-of-n, majority voting with imperfect voter, and
parallel, with constant human error rate and other failure rates. In addition, the failed

system repair times are assumed zrbitrarily distributed.

Markov and supplementary variable techniques were used to develop initial
expressions. The method of linear ordinary differential equations is developed to abtain
the general expressions for system steady state availability for various types of failed
system repair time distributions, such as Gamma, Weibull, lognormal, exponential, and
Rayleigh. Generalized expressions for system reliability, time-dependent availability,

* mean time to failure, and system variance of time to failure are presented.

2.1 General Standby System

2.1.1 The description of the system

Redundancy plays an important role in enhancing system reliability. One of the
commonly used form of redundancy is the standby system. In this case, one or more unit
operate and the remaining redundant units are kept in their standby mode. The standby
redundancy mode is appropriate if the failure rate in the non-operating standby mode is

lower than the failure rate in the continuously operating mode.
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In recent years, there have been several publications on human error analysis of
redundant systems [61, 85, 90, 103-106]. In most of these publications, failed system
repair rates are assumed to be constant. This section overcomes this assumption and
considers the case when the failed system repair rates are time-dependent. A
mathematical model of a repairable parallel system with standby units involving human
and common-cause failures is presented. The block diagram of the general standby
system with critical human error and common-cause failure is shown in Figure 2-1a. The
corresponding state transition diagram of this standby system is shown in Figure 2-1b.
This system has n units in parallel with m standby units. At time t=0, all n units in
parallel start operating and the remaining m units are kept in their standby mode. At least
one unit is required to function normally for the system to operate successfully. As soon
as one of the parallel operating unit fails, the standby unit is switched into operation. The
system fails when all units (parallel plus standby) are non-operative. Furthermore, the
occurrence of a common-cause failure or a critical human error causes the total system
failure from any of the system operable states. The repair process starts as soon as one or

more units fail.

The numerals or letters (as applicable) in the boxes of Figure 2-1b denote
corresponding system states. For i=0, it means all the n active units and the m standby
units are in perfect working condition. For i=1, it means one operating unit has failed due
to a hardware failure and a standby unit is switched into operation, i.e., n units are active
and m-1 units are on standby. For i = 2, n units are active and m-2 units are on standby,
and so on. In addition, for i = m, it means n units active and no standby. Similarly, for i =
m+1, it means n-1 units active and no standby and so on. Explanations for the additional

cases are as follows:

® i=m+n-1: only one unit active and no standby.
e | = m+n: the system has failed due to hardware failures.
e i=m+n+l: the system has failed due to a common-cause failure.

e i=m+n+2: the system has failed due to a critical human error.
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Assumptions

The following assumptions are associated with all the standby configurations in this

study:

1.
2.
3.

All failures including human errors are statistically independent.

Common-cause and other failure rates are constant _

A common-cause failure or a human error can trigger system failure from any of
the system operable states.

The repaired unit or system is as good as new.

5. Switchover mechanism is perfect and instantaneous.

The failed system repair times are arbitrarily distributed.

}

critical human error

n units in parallel active
m units on standby
common-cause. failure

Towr

Figure 2-1a  The block diagram of the general standby system
with common-cause failure and human error
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MORE GENERAL CONSIDERATION ON STANDBY CONFIGURATION
The mode!s of all standby configurations in this study include the following situations:
e warm standby redundancy
r,=nd+(m—iA, (i<m)
r,=(m+n=-i)A (izm)
2 and 2 are the same for all states.
s cold standby redundancy
7, =ni (i<m)
r=(m+n-iAi (izm)
A isthe same for all states
¢ repairable system
u =0 (fori=1,2, 3, -, m+n-1)
s non-repairable system

M = #2 = #3 =”'=ﬂm+n—l =0



The Descriptive Equations of the Model

The system of differential equations associated with Figure 2-1b is:

‘”Z; W 4P )+ P () + mfz [P, Gr s (x)dx )
df:;'t(t) =r0P0(t)—atR(f)+#2Pz(t) (2-2)
%2':’}-11)1'-!(0_01}):'(’)+aui+1Pi+I 0 (2:3)

(fori=2,3, .., m+tn-2)

dP,,,.(t
.._mj;-.'.g.l S N (5 T S N () (2-4)
P, (x,1) P, (x,t)

jar + jﬁx =—pt;(x)P,;(x,1) (&%)

(for j = m+n, m+n+1, m+nt+2)

where

af =ri +’1ci +’17ai +ﬂr‘

(fori=0,1,2,3, ..., mn-1, and assuming 1=0)

The associated boundary conditions are as follows:

Pm+n (0’ t) = rm+n-le+n-l (’) | ( 2-6 )
Prnn (0,1) = mflic,f’,- 0 (2-7)
i=0
m4n-]
Pm+n+2 (0’ t) = ZAMPI (t) ( 2-8 )

fel

24



At time t=0, Pg(0)=1, and all other initial state probabilities are equal to zero.

21.2 Steady State Availability Analysis

As time approaches infinity, Equations (2-1) - (2-5) reduce to Equations (2-9) - (2-13),

respectively.
mn+2 | o
a,Py—wF = Z Ion o)y, (x)dx
Jj=m+n

rB—af +n,F,=0
14Py =P + WuPry =0
i=2,3,.., mm2)

P

pen=lt min=1 T

7 P

m+n-2* m+n=-2

a 0

dP;(x)

=~ (x)P; (x)

(j = m+n, m+n+l, mtn+2)

Similarly, the boundary conditions become:

Pm+n (O) = rm+n-1Pm+n-l
. m+n-1 °
Pm+n+l (0) = Zlci["r'
i=0

m+n-1

P,,,+,,+z (0) = ZJ\.,,,-P;
i=0

where

(2:9)

(2-10)

(2-11)

(2-12)

(2-13)

(2-14)

(2-15)

(2-16)

P, is the steady state probability that the system is in state i, for i=0, 1, 2, ..., m+n+2.
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and
P, =[ P,(x)dx

(for j = m+n, m+n+1, m+n+2)

m+a+2

S =1

i=0

Solving Equation (2-13), we get
P, (x) = P, (0) exp(-] i, (@)dw)

( j=m+n, m+n+l, m+n+2)

Thus, from Equations (2-17) and (2-19), we have

J

P, =| P, (xdx

=J': P, (0) exp (—_[:p. ; (w)dw)dx

(j = m+n, m+n+1, m+n+2)

Substituting Equations (2-14) - (2.16) into Equation (2-20), we get:

J. m+n-1 m+n-l exp( _[ i ((1) )d(l) )dx
r Pm+u-1Em+u [ ]

m+n=1

Pm+n+l J. Z A’CIP exp( I p'm+n+] ((D )d(l) )dx

min=]

= Z )-ciEEmmH [x]

=0

(2-17)

(2-18)

(2-19)

(2-20)

(2-21)

(2-22)
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m+n=1

Brpiz = J: Z A exp(-J':pmm {(w)dw)dx
i=0

m+n-1 ( 2"23 )
= Z)\'hi‘D:‘Emi-n-t-Z[x]
where
E;lx]= j: exp(—j:p ;(@)dw)dx (2-24)

(j=m+n, m+n+1, min+2 )

which is the mean time to system repair when the failed system is in state j and has an

elapsed repair time of x , or the expected value of x (see Appendix A for detail).

Solving the set of Equations (2-10) - (2-12), (2-18) and (2-21) - (2-23), lead to steady

state probabilities, Po, P1, P2, ..., Pmn, Pminet, Prsnra.

Thus, the steady state availability of the system is:

mn -1

AV,= YR, (2-25)

Similarly, the system steady state unavailability is:

AVSS = Pm+n +P + Pm+n+2 I ( 2-26 )

m+n+l

2.1 .3 Time-Dependent Availability Analysis

Using Laplace transform and the initial conditions in Equations (2-1) - (2-8), we get

mn+2

sP,(s) =1-ayPy(s) + wF(s) + .Z j :P,. (x,8); (x)dx (2-27)
(s +a,) P, (s) = ryPy (s) ~ W, P, (s} =0 (2-28)
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(s+a)P ()= r P y(s) =y, P (5)=0
(fori=2,3, .., m+n-2)
(S + am+n-l)Pm+n-l (S) - rm+n—2Pna+n—2 (S) =0

P, (x,s)
ox

+st(x,s)+yj(x)Pj(x,s) =0

(for j = m+n, m+n+1, m-+n+2)
and the boundary conditions:

Prnm (0’ S) = rnr+n-le+n—l (S)

m+n-1

Pona (0:8)= 32, P,(s)

=0

m+n-|

Pm+n+2 (05 S)‘ = Z ;"MRI (S)

inf

(2-29)

(2-30)

(2-31)

(2-32)

(2-33)

(234)

Solving differential Equation (2-31), we get the following resuiting expression:

Pi(x,8)= P,(0,5)e™* exp(—_Lx,u (@)dw)
(j = m+n, m+n+l1, m+n+2)
Since
P,(s)= j:" P (x,5)dx
( =m+n, m+n+1, m+n+2)

and together with Equation (2-35), we get

(2-35)

(2-36)
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1 - Nm+n (S)

Prin(8) = Vospi Prrint (8) —e (2-37)

Prnn (8) = mgﬂ»c,-l’, (£ ﬂ";—‘@ (2-38)

Primiz (8) = mglﬂwﬂ (S)liv”;fﬂ(i) (2-39)
where

}'_]‘fsfﬂ = J‘:e-sr exp(— L juj (w)dw)dx (2-40)

( = m+n, m+n+1, m+n+2)
and N;j(s) is the Laplace transform of Nj(x).

The Laplace transform of the probabilities of all the system states adds up to 1/s, i.e.,

m+n+2

2R =Ys (2-41)

=0

Solving Equations (2-28) - (2-30), (2-37) - (2-39) and (2-41), we can obtain the Laplace
transform of state probabilities, Po(s), Pi(s), .-., Pan(5), Prmenst(5), and Prinsa(s).

The Laplace transform of the system availability is given by

M-l

AV(s) = Y P(s) (2-42)

=0
The steady state availability is:

AV, =limse 4V (s) (2-43)
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Substituting the Laplace transform of Nj(x) for different repair time distributions in

Equation (2-42) and taking the inverse Laplace transform of the resulting equation, we get

the time-dependent system availability:

-+l

AOEDWAG

im0

(2-44)

2.1.4 System Reliability and MTTF With and Without Repair

Setting pmen(X) = Hmne1(X) = Umne2(X) = 0 in Figure 2-1b, the system of differential

equations becomes:

dP,
—% = —aoPo (t) + /ulpl (t)
d}:}ff) =r_ P (O)—aP(O)+u,P.0)

(fori=1,2,3, .., mn-2)

m+n-| (t)

dt rm+n-2Pm+n-2 (t) am+n-IPnr+n-l (t)
m+n (f)
dt rmm le+n-[ (t)
m+n+ I m+n=1
'() = 2 AR
i=0
m+"+2 (l') t+r-~1

Z AIII‘P (t)

i=l

At time t=0, Po(0) = 1, and Pi(0) =0, fori=1,2, ...,

(2-45)

(2-46)

(2-47)

(2-48)

(2-49)

(2-50)

m+n+2.
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Using Laplace transform in Equations (2-45) - (2-50) and solving the resulting set of
Equations, leads to the following expression for the Laplace transform of the system

reliability with repair:

m+n-1

R(s)= X P(s) (2-51)

i=l

The time-dependent system reliability with repair can be obtained by inverting Equation
(2-51):

R =L'[R®)]= L"[mfp, (s)} (2-52)

isl)

The system mean time to failure (MTTF) with repair is given by

MTTF =1lim R(s) = Lgxg[mfla (s)] (2-53)

i=0
The system variance of time to failure with repair is expressed by

a® ==2lim R'(s) ~(MTTF)’ (2-54)

where R'(s) denotes the derivative of R(s) with respect to s.

When y; = M2 = U3 = ... =Hpen1 = 0 in Equaticn~ {.-52) - (2-54), we get the system

reliability, MTTF and the system variance of time to failure without repair , respectively.
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Special Cases of Standby System with Constant
Human Error Rate and General System Repair Rate

It is necessary to consider some special cases of the general standby system introduced in
the previous section in order to present the procedures for assessing the impact of human
errors, common-cause failures, and failed system repair policy on system reliability and
availability. Therefore, this section presents several special cases resulting in the
development of some general and special-case expressions for the system steady state
availability, reliability, time-dependent system availability, mean time to failure, and
variance of time to failure of standby systems with constant human error rate and general

failed system repair time distribution.

2.2.1 One Unit Active and One Unit on Standby System

Let us consider first the case of one unit active and one on standby system, i.e., m=1 and

n=1 in Figure 2-1b. Thus, the system of differential equations associated with the model

is:

%:_aopu(t)+/,41P](r)+i.[:}’j(x,t)yj(x)dx (2-55)
J=2
O _ o 0-a 80 (2:56)

P (x,1) . P, (x,8) B

L = P (50 (2:57)

where
a, =ty + Aco+ Ao

The associated boundary conditions are as follows:
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P,(0,1) =nP ) | (2-58)

B0,8)=A Py (e)+h B () (2-59)

P, (0,8) = Ao P, (8} + My, P (1) (2-60)
At time t = 0, P5(0) = 1, and all other initial state probabilities are equal to zero.
Steady State Availability Analysis

As time t approaches infinity, Equations (2-55) - (2-57) reduce to Equations (2-61) - (2-

63), respectively.
a,Py — WP, = 24; [P0, ()ax (2-61)
<
7Py —a,P, =0 (2-62)
dﬁi") =1, ()P, (x) (263)

(forj=2,3,4)

Similarly, the boundary conditions become:

P{0) =nA (2-64)
P,(0) = APy + AP (2-65)
P,(0) = Ao Py + Ay B (2-66)

Substituting Equations (2-64) - (2-66) in Equation (2-20), for j =2, 3, 4, we have
P, =rBE,[x] (2-67)

Py = (Ao + My R)E;[X] (2-68)
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P, =(h,oFy +?"MP|)E4[x]

(2-69)

E,{x], E;[x] and E,[x] are the mean time to system repair that the failed system is in state

2, 3 and 4, respectively.

P, is the steady state probability that the system is in state i, for i=0, 1, 2, ..., 4, and

F]
2 R=1

=0

(2-70)

Solving the set of Equations (2-62), (2-67) - (2-69) and (2-70), we get the following

steady state probabilities:
P, =b,(11)/BA)
P, = b, (L1)/BAGYD
P = b, (L1E, [x}/ BALD
P, = b,(1,1)E, [x)/BA(LD)
P, =b,(1L1E,Lx]/BA(LY)
where:

b,(11) = a,
h{ll)=r,
b, (1) =ryr;
1
b, = b ADA,

=0 ,

1
b, =Y b,(LDA,,
=0

BA(LD = ib,. (W) + ib (LDE, [x]

i=0 J=2

The system steady state availability is

(2-71)

(2-72)

(2-73)

(2-74)

(2-75)
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AV, @) =P, +P,

1 2-7
=Y b, (L)) /BAQLY) (2:76)
i=0
Similarly, the system steady state unavailability is given by
UAV (1} = B+ B + P,
' (2-77)

= 35, WDE, [+ /BAY

j=2

System Steady State Availability Special Cases

Case |

If the system repair time x is Gamma distributed and the probability density function

(pdf) of the repair time is given by

BB

W, x
N,(x) = ljf'(ﬁ) exp(—u,x) (2-78)

(forj =2, 3, 4, x20, >0, u>0)
where {3 and y; are two parameters of the Gamma distribution.

Thus, the mean time to system repair E;[x] is

E,lx]= [[xN,(x)ax = B ., (2-79)

(forj=2, 3, 4)

Substituting Equation (2-79) into Equation (2-76), we get the following resuiting system

steady state availability for the Gamma repair time distribution:
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v, 4D =50 / [i;b,. a+35,00p /p._,-] (2-80)

i=0 =0 =2
If B is an integer

F(p)= (B -D! (2-81)
Thus the Gamma distribution becomes Erlangian distribution.

When 3 = 1, the Gamma distribution reduces to exponential distribution, we have the

system steady state availability

AV, 40 =3 5,0 / [i b0+ 35,0 /u ,.} (2-82)
=0 i=0

j=2
Case ll

If the system repair time x is Weibull distributed, the pdf of the repair time is expressed

by
N,(x)= pj“fixﬁ" exp(-p,"x*) (2-83)
(forj =2, 3, 4, x20, 3>0, p>0)
where 3 and ; are two parameters of the Weibull distribution.

Thus, the mean time to system repair E;[x] is given' by
E.[x]=rxN.(x)dx=ru+1/ B) (2-84)
J 4] J p'j

(forj=2,3,4)

Substituting Equation (2-84) into Equation (2-76), we get the following system steady

state availability for the Weibull repair time distribution:
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1 / 1 4
=Yb ) . 1 -
AV, () g.;b, (LD / [Zb, @D+ b, ANT A+ %3) /p,.] (2-85)

i=0 j=2
Case lll

If the system repair time x is Rayleigh distributed and the time dependent failed system

repair rate and pdf of the system repair time, respectively, are defined by

w; (0 =p’x (2-86)
(=23 4)
and
N,(x)= u;’x expl-u,’x*/2) (2-87)

(for j = 2, 3, 4, x20, 1>0)

Thus, the failed systern mean time to repair E;[x] is expressed by

E;lx]= [ xN,(x)dx = Lr (2-88)

py V2
(forj=2,3,4)

Substituting Equation (2-88) into Equation (2-76), we get the following system steady
state availability

AV, (D)= ib,, (1KY / [IZb,. iR) +§4:b,- LDyr/2/u ,.] (2-89)
i=0 =

i=0
Case IV

If the system repair time x is lognormally distributed, the pdf of the repair time is defined

by
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(Inx—-p,)?
exp[—T] ( 2-90 )

J

1
N T

(for j = 2, 3, 4, and x=0)

where |y and g; are the two distribution parameters ( mean value and standard deviation

of In x, respectively).

Thus, the mean time to system repair Ej[x] is given by

2
Elx]= J: xN;(x}dx = exp[uj + GT’:I (2-91)

(forj=2,3,4)

Substituting Equation (2-91) into Equation (2-76) yields the following system steady

state availability

1 4 2
AV () = ib,. i) / [Zb,. an+> 5,00 exp(p, ;+ %—H (292)
i=0

i=0 Jj=2

Time-Dependent Availability Analysis

Using Laplace transform and the initial conditions given in Equations (2-55) - (2-57), we

get
§ Py(s) =1-a,Py (5) + B (5) +;$_; [P, e, (i (2-93)
(s+a,)P(s) ~ryPy(s) =0 (2-94)
il (i’s) +5 P, (x,5)+p, (x)P; (x,5) =0 (2-95)
(forj=2,3,4)
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and the boundary conditions:
£(0,8) =1 A (s)
Pi(0,8) = A P (s)+ A, P (5)
P (0,5) = Ao Fo(8) + Ay P ()

From Equations (2-37) - (2-39), form =1 and n = 1, we have

Py(s) =R ()2

P(9) =[AoPo(6) + AR (]2

1-N,(s)
5

P(s)= [A'ADPD ($)+ j'hlpl(s)]

Equations (2-94), (2-99) - (2-101) together with

iP,(s) =1/s

P
can be solved to get the Laplace transform of steady state probabilities:
Py(s) = [s + 5, (L1]}/CAQD
P,(s) = b (L1)/CAQLY
Py(s) = b,(LD[1 - N, (9)]/[s - C40.D)]
Py(s) =[bs (L) + Aos][1- N5 (5)]/[s - CAQD)]

P,(8) =[b, L)+ Aps][1 - N, (9)]/[s - CAQD)

(2-96)
(2-97)

(2-98)

(2-99)

(2-100)

(2-101)

(2-102)

(2-103)

(2-104)

(2-105)

(2-106 )

(2-107)
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where

CA(1)) = cal(L]) + ca2(L])- s + 5

cal(ll) = ib JAD[1=N,(s)]

=2

ca2(1) = 38,00 + Aol - Ny ]+ o1~ N, 5)]

i=l
The Laplace transform of the system availability is:

AV (s) = Py(s) + P (s)

{s +ib, (1,1)] /CA(I,I) (2-108)

=0

Substituting the Laplace transforms of pdf of system repair times, Ni(s) forj =2, 3, 4 (see
Appendix A), in Equation (2-108) and taking the inverse Laplace transform of the

resulting equation, we get the system time-dependent availability:

AV(0) = P,()+P(f) (2-109)

Reliability and MTTF With and Without Repair

Setting pa(x) = pa(x) = pa(x) = 0 in the model, the system of differential equations

becomes:
B - a0+ 110 (2-110)
A0 _rp0-an (2-111)
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dP,(t) _

20 - R 0 (2-112)
S N ORERAO (2-113)
Bl = 4o+ 42O (2-114)

Attime t=0, Po(0)=1,and Pi(0)=0,fori=1,2,3, 4.

Using Laplace transforms in Equations (2-110) - (2-114), and solving the resulting set of
equations,. we can get the Laplace transforms of the state probabilities, Po(s), Pi(s),
P4(s).

aesy

Thus, the Laplace transform of the system reliability with repair is

R(s) = By () + £ (s)

- [ib, R +si] /DA(I,I) (Z115)
f=0

where
DA(L)) = dal(l}) + da2(l,i) e s + 5

dal(lL)) = a,a, —ry 4,
da2(l,]) = a, +a,

System reliability with repair can be obtained by inverting Equation (2-115)

5t - LY -
R(r)___e (s sa)+e (s,-5,) (2-116)
S — 8 53 — 8§
where
S, =—a—h
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and sy, s; are real and unique roots of the denominator of Equation (2-115).

The system mean time to failure (MTTF) with repair is given by

MTTF =lim R(s) = ib, (L) /dal(L,D) (2-117)

i=0

The variance of time to failure with repair of the system is expressed by
ot=-2 lim R'(s) - (MTTFY?

l 2
2da2(1L) b, (L) - 2dal(L1) - [ZI: b, (1,1)} (2-118)
i=0

i=)

[dal,D]’

When p; = 0 in Equations (2-116) - (2-118), we get the system reliability, MTTF and the

variance of time to failure without repair, respectively.
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2.2.2 Two Units Active and One Unit on Standby System

For m =2 and n = 1 in Figure 2-1b, the differential equations associated with the mode} can

be written as follows:

dPo(1) =—(7y + Aco+ o) Po(t) + p Pi(1) + j joa(x, 1)1 (x)dx +
dt 0 (2-119)
I:Pa(x,t) 22, (x)dx + j:Ps(x,:) 14 (x)dbx
%’l: o Po(t) — (4 + 1, + Aer + Am) Pi(6) + 1, P2(0) (2-120)
dP(r) =RPi(t) = (i, + 1, + A2+ An2) P2(1) (2-121)
oPsxt)  GPSD _ ey Par,n) (2-122)
at ox
OPux0)  FPUXD) _ ) Pa(e,) . (2-123)
ot ax
APs(x,t) JEPs(x,t)
=— P 2-124
£y + P us(x)Ps(x, 1) ( )
The associated boundary conditions are as follows:
Pi(0,t)y=r2P2(t) (2-125)
Pu(0,2) = AoPo(t) + A Pi(t) + Ac2Pa(t) (2-126)
Ps(0,¢) = AuoPo(t) + AnPi(t) + A Po(1) (2-127)

Attime ¢ =0, Po(0) =1, Pi(0) = P2(0) = 0, Px(x,0) = Pa(x,0) = Ps(x,0)= 0
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Steady-State Availability Analysis

As time approaches infinity, Equations (2-119)-(2-124) reduce to Equations (2-128)-(2-131),

respectively.

ay Py — P, = L"’ P, £) 14 (x)dx + j:’ Palx, ) 1, (x)dx + j: Ps(x,0) 4 (x)dx (2-128)

refo—af +u,F, =0 (2-129)
"B aP. =0 (2-130)
0“'1;15‘) = —11 (X)P,(x) (for i =3,4,5) (2-131)

Similarly, the boundary conditions become:

P(Q)=rP, (2-132)
Po(0)= AcoPo+ A Pr+ Ac2 P2 (2-133)
Ps(0) = AnoPo+ AnPr+ AP (2-134)

where
Ay = Fy + Aco + Ano
a=n+Aa+in+ gy
a,=r+Aa+dn+p,
P; is the steady-state probability that the system is in state i, fori =0, 1, 2, ..., 5, and
P, = [P,(x)dx fori=34,5 (2-135)

Also,

Y P=1 (2-136)

=l



Solving differential Equation (2-131), we get

Pi(x) = Pi(0)exp (-_[ :pu (w) dw)

Thus, from Equation {2-135) and (2-137), we have

Pi= _[:f’s(x)dx

= [ Ps(exp(=[ps(w)de)dx
=r,P2E3x]

Similarly,

Pi= j:h(x)dx

= J: P4(0)exp(—f:u4(m)dm)dx
= (heoPo + A1 P1 + Ae2P2) E 4[x]

Ps= J:Ps(x)dx

= I: Ps(b)exp (—_[:uS(m)d(D)dx
= (MoPo+ AnP1+ An2P2) Esfx]

where

Eilx]= I: exp(—I:w {w)dw)dx
(fori = 3,4,5)

(for i =3,4,5) (2-137)

(2-138)

(2-139)

(2-140)

(2-141)

E3lx], Edx] and Es[x] are the mean times to repair from state 3 to state 0, from state 4 to

state 0, and from state 5 to state 0, respectively.

Solving the set of Equations (2-129), (2-1‘30), (2-136) and (2-138)-(2-140), we get the

following steady state probabilities:
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_ by(2)
BAQ2Y)

By

_ b
' BAY)

_ 20
27 BARY)

p = B2DE L]
BA(2))

p o bs (21)E,[x]
¢ BAQ21)

p = b, (21)E[x]
) = 2o s
BA(2))

where

by(21) =aa;, —nM,
b(21)=a,n
b,(21) =r

by (21) =rgir,

b,(2)) = ib,.(z,mc,.

=0

b (21) = Zz:b,. 21,

i=0

5
BAQ2)) = ib,.(z.l) + Y b,2DE,[x]
J=3

i=0
The system steady state availability is

AV, Q) =P, +P+P,
2
Y ACAY

- i=0

~ BAQ2)

(2-142)

(2-143)

(2-144)

(2-145)

(2-146)

(2-147)

(2-148)
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Similarly, the system steady state unavailability is given by

UAV, (2])=P, + P, + P,

5
> b, (2DE (x) (2-149)
_J=3
BA(2)))

System Steady State Availability Special Cases
Case |

If the system repair time x is Gamma distributed, Substituting Equation (2-79) into Equation
(2-148), we get the following resulting system steady state availability for the Gamma failed

system repair time distribution:

3 5,2)
AV 2= =0 (2-150)
;b,(2,1)+§bj(2,l)ﬁ/,uj

If B is an integer, the Equation (2-150) is the system steady state availability for the Special

Erlangian distributed failed system repair time.

When B = 1, it is the system steady state availability for exponential distributed failed system

repair time.
Case ll

If the system repair time x is Weibull distributed, Substituting Equation (2-84) into Equation
(2-148), we get the following resulting system steady state availability for the Weibull failed

system repair time distribution:
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2

PN ACAY

AV, (2)) == =0 (2-151)
Y5, @D+ b,@DIA+Y )k,
i=l J=3
Case il

If the system repair time x is Rayleigh distributed, Substituting Equation (2-88) into Equation
(2-148), we get the following resulting system steady state availability for the Rayleigh failed

system repair time distribution:

ib,. @n ‘
AV, (2) =~ =0 (2-152)
26,20+ 5,202 /p,
{al Jad

Case IV

If the system repair time x is lognormal distributed, Substituting Equation (2-91) into
Equation (2-148), we get the following resulting system steady state availability for the

lognorinal failed system repair time distribution:

szb, P3))
AV, (2D = =0 (2-153)
b0+ Y b 2D exp(y +07/2)
i=0 i=3

System Steady State Availability Numerical Examples

Setting
ry =1n =0.0005/ hr r, =0.0008/ Ar 4, =0.001/ Ar M, =0.002/ hr
Aco = A =0.00005/hr  A2=0.00002/hr  An=0.0002/ hr An2 = 0.0001/ Ar

in Equation (2-148} leads to the following:
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5.82

AVJ& =
[2.0E3(x) +2.835E(x)+3.17Es(x)]x 10~ +5.82 + 4.11E5(x ) lno

The plots of system steady state availability as a function of human error rate, Ao, are shown
in Figures 2-2 (Table 2-1), and 2-4 (Table 2-3) for different values of B and for Gamma and
Weibull distributed repair times, respectively, for specified values of parameters

Hy =0.001/ ~r, y, = p; =0.0009/hr. The plots exhibit that the system steady state

availability decreases with increasing values of human error rate, Ayg. From Figure 2-2, it can
be observed that the system steady state availability decreases as the value of the Gamma
shape parameter, B, increases for Gamma distributed repair times. And Avy, increases as the
value of the Weibull shape parameter, P, increases for Weibull distributed failed system

repair times.

Similarly, setting Anp=0.0002/hr and specified values of parameters p3;=0.001/hr and
1s=0.0009/hr for Gamma and Weibull distributed repair times, Figures 2-3 (Table 2-2) and 2-
5 (Table 2-4) show the effect of increasing the human error repair parameter, us, for
different values of B on the system steady state availability, respectively. The plots indicate
that system steady state availability increases with the increasing values of ps.

Figure 2-6 and Table 2-5 provide the results of the system steady state availability as a
function of human error rate, Aw, for lognormally distributed failed system repair times
(43 =1.001, y, = 4, =1.0009, o, = 0, = 05 = o). It can be clearly seen from the plots that
the system steady state availability decreases with increasing values of Ang. Furthermore, the
steady state availability decreases as the value of ¢ increases.

Also, the plots of the system steady state availability as a function of Aw are shown in Figure
2-7 (Table 2-6) for Rayleigh distributed failed system repair times for specified values of
parameters.

Figure 2-8 (Table 2-7) shows plots of system steady state availability as a function of human
error rate,A«0, for specified values of parameters u, =0.001/ hr, 4, = us = 0.0009/ hr, for

different system repair time distributions: exponential, Gamma, Rayleigh, Weibull and
lognormal (g, =1.001, y, = 4, =1.0009, o, =0, =0, =0 =3).

The plots of system steady state availability effected by the parameter ps are shown in Figure
29, for Ao =0.0002/ Ar and specified values of parameters y; = 0.001/ hr, u, =0.0009/ hr,
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for different system repair time distributions: exponential, Gamma, Rayleigh, Weibull and
lognormal (g, =1.001, g, = 4, =1.0009, o, =0, =0, =0 =3).

From these plots, it can be observed that system steady state availability decreases with
increasing values of Ay and Avy, increases with increasing values of ps regardless of the
distributions of failed system repair times being considered. The system steady state
availability is heavily influenced by the failed system repair time distribution. The
lognormally distributed failed system repair time yielded the highest values of the system
steady state availability while Gamma (B22) distributed failed system repair time produced
the least values for the system steady state availability.

Table 2-1 Avg vs. Apo for (2,1) standby system with constant human
error rates and Gamma distributed repair times
A2 AVu(B=0.5) [AVu(B=) [ AVu(B=2) [AV.(B=3)
0.000000 | 0.930662 0.870317 0.770407 0.691075
0.000100 | 0.897879 0.814682 0.687311 0.594383
0.000200 | 0.867326 0.765733 0.620396 0.521428
0.000300 | 0.838785 0.722333 0.565353 0.464423
0.000400 | 0.812062 0.683589 0.519282 0.418655
0.000500 | 0.786989 0.648789 0.480154 0.381098
0.000600 ] 0.763418 0.617361 0.446509 0.349725
0.000700 | 0.741218 0.588837 0.417271 0.323124
0.000800 { 0.720272 0.562832 0.391626 0.300284
0.000900 | 0.700478 0.539028 0.368951 0.280459
0.001000 ] 0.681741 0.527152 0.348764 0.263091
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Table 2-2

Avg vs, us for (2,1) standby system with constant human

error rates and Gamma distributed repair times

Hs AV (=1} AV(B=2) AV(B=3) | AV(p=0.5)
0.000100 0.328350 0.196423 0.140123 0.494372
0.000200 0.483791 0.319079 0.238037 0.652101
0.000300 0.574437 0.402954 0.310317 0.729704
0.000400 0.633814 0.463930 0.365865 0.775871
0.000500 0.675723 0.510258 0.409888 0.806485
0.000600 0.706883 0.546650 0.445636 0.828273
0.000700 0.730959 0.575993 0.475241 0.844571
0.000800 0.750121 0.600153 0.500161 0.857222
0.000900 0.765733 0.620396 0.521428 0.867326
0.001000 0.778699 0.637599 0.539789 0.875583
Table 2-3 Avgs vs. Ay for (2,1) standby system with constant
human error rates and Weibull distributed repair times
Mol AVa@B=D[  AVa(B=D)]  AVL(B=3]_ _ AV.(=4)
0.000000 0.870317 0.883350 0.882565 0.881010
0.000100 0.814682 0.832229 0.831167 0.829063
0.000200 0.765733 0.786702 0.785425 0.782900
0.000300 0.722333 0.745897 0.744455 0.741607
0.000400 0.683589 0.709116 0.707548 0.704452
0.000500 0.648789 0.675793 0.674127 0.670842
0.000600 0.617361 0.645461 0.643721 0.640293
0.000700 0.588837 0.617734 0.615940 0.612405
0.000800 (.562832 0.592292 0.590457 0.586845
0.000900 0.539028 0.568862 0.566999 0.563333
0.001600 0.517155 0.547216 0.545334 0.541633
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Table 2-4 Avgs vs. ys for (2,1) standby system with constant
human error rates and Weibull distributed repair times
LLs Mﬁ(ﬂ=1) AV.(B=2) AV(p=3) AV (p=4)
0.000100 0.328350 0.355517 0.353779 0.350376
0.000200 0.483791 0.513977 0.512080 0.508352
0.000300 0.574437 0.603665 0.601847 0.598267
0.000400 0.633814 0.661368 0.659666 0.656309
0.000500 0.675723 0.701608 0.700016 0.696874
0.000600 0.706883 0.731270 0.729775 0.726823
0.000700 0.730959 0.754040 0.752629 0.749841
0.000800 0.750121 0.772070 0.770732 0.768085
0.000900 0.765733 0.786702 0.785425 0.782900
0.001000 0.778699 0.798812 0.797589 0.795170
Table 2-5 Avgs vs. Ay for (2,1) standby system with constant
human error rates and lognormally distributed repair times
Aho AV(0=0.3) AV(o=1) AV(B=1.5)
0.000000 0.999609 0.999383 0.998849
0.000100 0.999408 0.999067 0.998259
0.000200 0.999207 0.998751 0.997669
0.000300 0.999007 0.998435 0.997080
0.000400 0.998806 0.998119 0.996492
0.000500 0.998606 0.997804 0.995905
0.000600 0.998405 0.997489 0.995318
0.000700 0.998205 0.997174 0.994732
0.000800 0.998005 0.996859 0.994147
0.000900 0.997805 0.996544 0.993563
0.001000 0.997605 0.996230 0.992979
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Table 2-6 Avgs vs. Ay for (2,1) standby system with constant
human error rates and Rayleigh distributed repair times

Ano AVs(15=0.0002) | AV(us=0.0004) | AVis(15=0.0006) [ AV(115=0.0008)
0.0000 0.688598 0.780296 0.816541 0.835957
0.0001 0.527771 0.665410 0.728762 0.765188
0.0002 0.427844 0.580012 0.658024 0.705466
0.0003 0.359734 0.514041 0.599803 0.654392
0.0004 0.310330 0.461545 0.551047 0.610214
0.0005 0.272858 0.418777 0.509622 0.571623
0.0006 0.243460 0.383263 0.473990 0.537623
0.0007 0.219781 0.353302 0.443015 0.507441
0.0008 0.200300 0.327685 0.415839 0.480467
0.0009 0.183991 0.305532 0.391806 0.456217
0.0010 $.170138 0.286185 0.370398 0.434296

Table 2-7 The comparison of Av; vs. Ang for (2,1) standby system with
constant human error rates and different repair time distributions

Aho exponential | Gamma(p=2) | Rayleigh | Weibull(p=3) | lognormal

0.00000 0.870317 0.770407 0.842635 0.882565 0.967411

0.00010 0.814682 0.687311 0.778153 0.831167 0.951491

0.00020 | 0.765733 0.620396 0.722838 (.785425 0.936086

0.00030 | 0.722333 0.565353 0.674865 0.744456 0.921173

0.00040 | 0.683589 0.519282 0.632864 0.707548 0.906727

0.00050 | 0.648789 0.480154 0.595784 0.674128 0.892727

0.00060 | 0.617361 0.446509 0.562809 0.643722 0.879153

0.00070 | 0.588837 0.417271 0.533293 0.615940 0.865985

0.00080 0.562832 0.391626 0.506718 0.590458 0.853206

0.00090 | 0.539028 0.368951 0.482666 0.567000 0.840799

0.00100 0.517155 0.348758 0.460794 0.545334 0.828747
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Figure 2-2  System steady state availability vs. A, ; plots for two units active and one on standby system

with constant human error rates and the Gamma distributed failed system repair times
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system with constant human error rates and the Gamma distributed system repair times
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Time-Dependent System Availability Analysis

Using Laplace transforms and the initial conditions in Equations (2-119) - (2-127), we get

sPo(s) =1—ayPe(s) + tn Pr(s) + J.:}’s(x, S)pes(x)dx +

(2-154)
[ PoCe spaCayd + [ Ps(x, 5)ps(x)es
(s+,)P(s) =1y Po(s) — pyPafs) = 0 (2-155)
(s+a,)Pa(s) - R PI(s) = 0 (2-156)
@%S—)stpf(x,s) + 1, (X)Pi(x,5) = 0 (for i=3,4,5  (2-157)
and the boundary conditions:

P3(0,5)=r2P(s)
Ps(0,5) = Aco Po(s) + At P1(5) + Ac2 P2(s) (2-158)
Ps(0,5) = Ao Po(s)+ AnPi(s) + A2 P2(5)

Solving differential equation (2-157), we get
P,(x,5) = P,(0,5)e™exp(~[ 1, (w)dw) (for i=3,4,5  (2-159)

Substituting Equations (2-158) and (2-159) in Equation (2-154), iead to
[s+ay — Ac0N 4(5) — Ao N s(s)] Po(s) —
[ + AN a(5) — AnNs(s)] Pr(s) - (2-160)
[N 3(s) + AcaN a(s) — AnN's(s)] P2(s) =1

where Nj(x) is pdf of repair time and Nj(s) is the Lapiace transform of Nj(x)

Ni(s) = j‘o“éxp(—sx)M(x)dx

N(x)=p)expl-fu@dal . (fori=345)
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Since we know
Pi(s) = L“io,-(x,s)dx (for i=34.5)

Thus, utilizing Equation (2-159), we get

1-Ns(s)
A

Pi(s) =nrPa(s)
Pi(s)=[AcoPo(5) + A PI(s) + Ac2 P2(5)]

Ps(s)=[AnoPo(s)+ AnPi(s) + A2 Pa(s)] !

where

1= Ni(s) _ r‘ e exp(- Jﬂu(co)dw)dx (for i =3,4,5)
s 0 °

1-Na(s)
§

— Ns(s)
Y

(2-161)

(2-162)

(2-163)

(2-164)

(2-165)

Solving Equations (2-155), (2-156), (2-160) and (2-162) - (2-165), we get the following

Laplace transforms of state probabilities Po(s), Pi(s),...,and Ps(s):

b2+ (g, +ay)s+ s’
CACD)

Py(s)

_ b2 +nrs
A =="cian

_ b2
RO=C6e0

_ by @D[1-N,(5)]
T s-CA2D

7 Py(s)

[1- Ny (6)][B, Q1)+ le(21)- 5+ Ags’ ]
s-CAQR)) .

P,(s)=

(2-166)
(2-167)
(2-168 )

(2-169)

(2-170)
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(1= N (8)][65 21 + Th(2.1) -5+ A5’

Fy)= 5-CAR])

(2-171)

where

CA2,)) = cal2)) +ca2(2,])- s + ca3(2,]) - 5* +5°
cal(2,]) = i[l — N ()]b,21)

J=3

ca2]) = i b,2) +Ie@D[1- N, ()] + D1 - Ns(s)]

=0
ca3(2]) =102,1) + Ao [l - N ()] + Ay [1 - Ny ()]
le(2l) = (a, +ay)d,, +nd,
Ih(21) = (a, + a,) A + 1o Ay
102) =a, +a, +#,

The Laplace transform of the system availability is :

2
> B2 +102) s +5s?

AV (5) = =2 ) (2-172)

Taking the inverse Laplace transforms of Equation (2-172), we can obtain the time-

dependent system availability.

Time-Dependent System Availability Special Cases

Substituting the Laplace transforms of the pdf of the system repair times, Na(s), Na(s),
and Ns(s), in Equation (2-172) and then substituting the same applicable data of the
earlier system steady state availability numerical examples into the resulting expression
(also setting p13=0.001/hr and py=ps=0.0009/hr and taking inverse Laplace transform), we

get the system time-dependent availability.
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For exponential failed system repair time distribution and s = 0.0002 / Ar we get

AV () = 0765733 +0.0115416 exp(~0.003552071) +
0.00738703 exp(-0.00096036¢) -+
2.1631sin(0.000186153¢) exp(=0.00140379¢) +
0.215338[cos(0.000186153¢) exp(~0.001403797) —
7.541035in(0.0001861537) exp(~0.001403791)]

For different values of Ao, the system time-dependent availability plots are shown in
Figure 2-10 and in Table 2-8.

For Gamma distributed failed system repair time, the plots of the time-dependent system
availability for varying human error rate, Ay, are shown in Figures 2-11 (Table 2-9), for B

=2, and 2-12 (Table 2-10), for B = 3, respectively.

The plots in Figures 2-10, 2-11 and 2-12 indicate that time-dependent system availability
decreases with increasing values of human error rate. The comparison of tabular time-
dependent availability values in Table 2-8 with those of Tables 2-9 and 2-10 clearly
shows that time-dependent availability decreases with increasing value of the Gamma

shape parameter J.

Table 2-8 Time-dependent system availability for (2,1) standby system
with constant human etror rates and failed system repair rates

time AV(t)(Ano=0) AV(t)(Ay0p=0.0002) | AV(t)(An=0.0004)

0.00 1.0000 1.0000 1.0000
500.00 0.9704 0.9034 0.8420
1000.00 0.9397 0.8454 0.7644
1500.00 0.9151 0.8108 0.7250
2000.00 0.8978 ~_0.7908 0.7049
2500.00 0.8866 0.7794 0.6945
3000.00 0.8797 0.7731 0.6892
3500.00 0.8756 0.7697 0.6865
4000.00 0.8732 0.7678 0.6851
4500.00 0.8719 0.7668 0.6844
5000.00 0.8712 0.7663 0.6840
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Table 2-9 Time-dependent system availability for (2,1) standby system with constant

human error rates and Gamma (B = 2) distributed system repair times

time AV(t)(Ano=0) AV(D)(Anp=0.0002) | AV(t)(Ano=0.0004)
0.00 1.0000 0.9998 0.9996
500.00 0.9649 0.8851 0.8195
1000.00 0.9197 0.7907 0.6933
1500.00 0.8765 0.7216 0.6121
2000.00 0.8411 0.6757 0.5640
2500.00 0.8149 0.6477 0.5379
3000.00 0.7967 0.6319 0.5249
3500.00 0.7850 0.6238 0.5194
4000.00 0.7778 0.6202 0.5175
4500.00 0.7736 0.6189 0.5173
5000.00 0.7714 0.6188 0.5177

Table 2-10  Time-dependent system availability for (2,1) standby system with constant

human error rates and Gamma (§ = 3) distributed system repair times

time AVI(o=0) | AV()(A40=0.0002) | AV()(A=0.0004)

0.0000 1.0000 0.9997 0.9971
500.0000 0.9648 0.8820 0.8066
1000.0000 0.9152 0.7764 0.6610
1500.0000 0.8627 0.6883 0.5548
2000.0000 0.8147 0.6209 0.4834
2500.0000 0.7746 0.5732 0.4398
3000.0000 0.7435 0.5424 0.4166
3500.0000 0.7209 0.5245 0.4068
4000.0000 0.7056 0.5155 0.4047
4500.0000 0.6960 0.5123 0.4065
5000.0000 0.6905 0.5123 0.4097
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Figure 2-10  Time-dependent system availability plots for two units active and one
on standby system with constant human error rates and system repair rates
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System Reliability and MTTF With and Without Repair

Setting p3(x) = pa(x) = ps(x) = 0 in the model, the system of differential equations

becomes:
dP;f’ ) . —aoPo(t)+ s P(t) (2-173)
d’:;(’ ) = roPo(t) - @ Pi(t) + 2 Po(t) (2-174)
LA ~ ey -azpe) | e
dP;fr) roPat) (2-176)
fi';-;fﬁ = AcoPo(t) + A Pr() + AerPa(r) (2-177)
dP;r(’ ) = JuoPo(t) + AnPiE) + A Po(t) (2-178)

Attime ¢ =0, Po(0)=1and P(0)=0 fori=1,2,3,4,5.

Using Laplace transforms in Equations (2-173) - (2-178), and solving the resulting set of

equations, we can get the Laplace transforms of the state probabilities, Po(s), Pi(s), ...,

Ps(s).

Thus, the Laplace transform of the system reliability with repair is

2
> b,(2D+I0(2)) -5 +5°

R(s)= 2 A (2-179)

where
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DAQ2)]) = dal(2,1) + da2(2)) - 5 + da3(2]) - 5° + 5°
dal(2)]) = agryh — ayry

da22) = ag(a, + a,) +ryn — 1,

da3(2l}=a, +a, +a,

System reliability with repair can be obtained by inverting Equation (2-179)

R(t) = ™ (5,5, = 5,5 = 5,8 +87) _ e™ (5,5, ~5,5, ~ 5,5, +5,7)
(8 = 5,)(8) —5,) (55 = 5)(s, —55)
€ (5,5, — 5,8, — 5,8, +8,°)
(85 = 5,)(s3 —5)

(2-180)

where s, and s, are the roots of the numerator of Equation (2-179), and s, s; and s; are

the real and unique roots of the polynomial function DA(2,1).

The system mean time to failure (MTTF) with repair is given by

ib, @)

MTTF =lim R(s) = 2-181
R = e (2-181)

The variance of time to failure with repair of the system is expressed by
ol =2 lin& R'(s) - (MTTF)?

2 2
2da2(2,1)i b, (2,1)-2-10Q2,)) - dal(2,]) - {Z b, (2,1)] (2-182)

— in0 i=0

[dar2,)]’

Plots of the system reliability with repair are shown in Figure 2-13 (Table 2-11) for same
applicable data of the system steady state availability numerical examples. These plots
show that R(t) decreases as Ay increases. Figure 2-14 (Table 2-12) shows the plots of
system MTTF with repair. The plots indicate that MTTF decrease with the increasing

values of ?\.ho.
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Setting u; = up = 0 in Equations (2-180) - (2-182), we can get the system reliability,

MTTF and the variance of time to failure without repair, respectively.

Table 2-11  System reliability with repair for (2,1) standby system
with constant human error rates

Time R(t) (Ano = 0) R(t) (Ano = 0.0002) | R(t) (Ano = 0.0004)

0.G0 1.0000 1.0000 1.0000
1000.00 0.9133 0.7709 0.6524
2000.00 (.8000 0.5833 0.4302
3000.00 0.6930 0.4385 0.2839
4000.00 0.5985 0.3290 0.1874
5000.00 0.5166 0.2467 0.1237
6000.00 0.4459 0.1850 0.0816
7000.00 0.3848 0.1387 (.0539
8000.00 0.3320 0.1040 0.0356
9000.00 0.2865 0.0780 0.0235
10000.00 (.2473 0.0585 0.0155

Table 2-12  System MTTF with repair for (2,1) standby system
with constant human error rates

Ano MTTF (Ao =0) | MTTF (Ao = 0.00005) | MTTF (Aeo = 0.0001)
0.0000 9781.5126 9149.5048 5785.2883
0.0001 5785.2883 5558.2084 4107.2689
0.0002 4107.2689 3991.4958 3183.8074
0.0003 3183.8074 3113.7981 2599.3747
0.0004 2599.3747 2552.5196 2196.2264
0.0005 2196.2264 2162.6844 1901.3394
0.0006 1901.3394 1876.1484 1676.2673
0.0007 1676.2673 1656.6565 1498.8411
0.0008 1498.8411 1483.1426 1355.3796
0.0009 1355.3796 1342.5296 1236.9819
0.0010 1236.9819 1226.2700 1137.6075
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2.2.3. Three Units Active and One Unit on Standby System

For m =3 and n =1 in Figure 2-1b, the system of differential equations associated with

the model can be written as follows:

d}i::(t) =—ay P, () + 1 P (1) + i jo“lvj (x, D), (x)dx (2-183)
%”"P““)""'ﬁ(’)“‘fz(ﬂ (2-184)
g%{)ﬁnﬂm_a’})’(t)” £ (2-185)
dPy(f) _ 1P, (6) - a, Py (f) (2-186)
dt
P(x0)  Pxt)
PR LS - (2-187)

(forj=4,5,06)
where

a, =ry+ Ao+ Ao
a=n+Aa+in+y
ay =ty + A2+ A2+ p,
@y =r+ Ay + A 14

The associated boundary conditions are as follows:

P (0,0 =rpP(1) (2-188)

Ps(0,n = ‘22;'1 ® (2-189)

i=0
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P, (0,0) = ZS:M.-P.- @ (2-190)
=0

At time t = 0, Po(0) = 1, and all other initial state probabilities are equal to zero.

Steady State Availability Analysis

The steady state probabilities are as follows:

Py = 'S%)" (2-191)
) =;—“;-?3’1’1-)—) (2-192)
P, = %2%% (2-193)
P, = %%%, (2-194)
p, = 20T g’jif’i‘){xl (2-195)
p, = B2 4 g’jzii)[x] (2-196)
Rt (2197)

where:



by (31) = a,a,a; — ajik, — Al
b, (31} = (@,a; — r;us)n

b,(31) =ayyn

b,(31) =ryir,

b, (31) =rynnehy

3
bS (3,1) = Zb, (3s1)l¢;

=0

3
B (31) =, B;3DA,,

i=0

4]
BAB3D) = ib,. B+ b,GDE,x]
<

J=4
The steady state availability of the system is

AV, 3D =P +F+P+ 5
3
Y5,3D (2-198)

— =0

~ BA(3))

Similarly, the steady state unavailability of the system is given by

UAV,(3) =P, + P +F,
6
> b,(3DE;[x] (2-199)

_ =4

BA(3,1)

Special Cases of System Steady State Availability

Case |

If the system repair time x is Gamma distributed, the system steady state availability is

given by
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3

5,30

AV, (3,]) =~ =0 (2-200)
PRACAEDN-REN:77
i=0 J=4

If B is an integer, the Gamma distribution becomes Erlangian distribution. For f = 1, the
Gamma distribution reduce to exponential distribution, and Equation (2-200) is the

system steady state availability for the exponential repair time distribution.
Case |l

If the system repair time x is Weibull distributed, the system steady state availability is

given by
3
PWAERY
AV,GD =~ = (2-201)
; b3+ Eb GO+ B)/ 1,
Case lll

If the system repair time x is Rapleigh distributed, the system steady state availability is

given by
3
2,530
AV (3=~ =0 (2-202)
Y 5,3+ b,307/2/k,
=0 J=4
Case {V

If the system repair time x is lognormally distributed, the system steady state availability

is given by
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i bi (331)

AV, (3D == —i=0 (2-203)
> b 3D+ b, 3D exp(p, +7/2)
isl) i=d

Time-Dependent Availability Analysis

Using Laplace transform and the initial conditions in Equations (2-183) - (2-190) and
solving the resulting equations, we get the following Laplace transform of state

probabilities The Laplace Transform of state probabilities for this model is given by:

b(3.)+c0(30)- s+ (a, +a, +a,) s> +5°

Fos)= CAGY) (2204
PGy = ARG s (2:205)
P = AP (2:206)
P.(s) = %‘% (2-207)
(9= LML GD TCSAI()3:)+ O ] (2:209)
. [1= No()] [63) + mhG31)- 5+ B - 5 + Ay - 57 (2210

5-CA(3,))

where:
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CABY) = cal 3) + ca2(3]) s + ca3G) - s* +cad(3])- s +5°
6
cal(3) =Y [1-N,(5)]5,3)

=
ca2(3.1) = > b,(31) + me(3,0[1 - Ny(s)] + mhGD[1 - N (5)]
=0 )

ca3(3,1) =m0, +le[1~ Ny (s)]+ IhGBI[1 - N4 (s)]
cad(3,) = 103, + A, [l- N, (O] + Aol = N ()]

0@ D =a,+a,+a;+r
leBl)=(a, +a,+a;)A, +rA,
Ih(3)) = (a, + ay + a;) 4y + 1, 4,

mO@3,1) = c0G,) +ry(a, +a,) +ryn, |
me(31) = c0(B3D A, +ry(a, +a,)A, +rnd,
mh(3,1) = c0BD A, +7y(ay +a)A, +rndy,
cO@G,) =aqa, +aa; +ayay, —nuy ~ryp,

The Laplace transform of the system availability is :

AV(s)= 3 P(s)
i=0
3 5
D 5,3 D +mOB))-s+10(3)) - 5% +5° (2-211)

— =0

CA3,))

Substituting the Laplace transform of pdf of system repair distribution, N4(s), Ns(s), and
Ne(s), in the above Equation, and taking the inverse Laplace transform of the resulting

equations, we can get the time-dependent system availability.

Reliability and MTTF With and Without Repair

Setting (X)) = ns(x) = pe(x) = 0 in the model, using Laplace transforms and solving the
resulting set of equations, we can get the Laplace transforms of the state probabilities.

Thus, the Laplace transform of the system reliability with repair is
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R(s) = Py (s)+ P (s) + P, (5) + P, (s)

3
D b3 +mO3])-s+10(3) 5% +5° (2-212)

. =0

DA,
where

DA3) =dal(3,]) + da2(31) - s + da3(3,)) - s* + da4(3,)}) - s* +5*
dal(3,]) = ayb, (3.1) — 148, (3,1)

da2(3)1) = a, -cO3.1) + b, (3,)) = r, 14, (a, + ;)

da3(3,)) = ay(a) +a, +a;) - ryu +c0(3,)

da4(3l)=a, +4a,+a, +a,

The system reliability with repair can be obtained by inverting Equation (2-212).

The system mean time to failure (MTTF) with repair is given by

3
2.5,3)
MITTF =lim R(s)= 2 2213
i R = G (2213)

The variance of time to failure with repair of the system is expressed by
gt =-2 lin(} R'(8)— (MTTF)?

3 2
2-da2(3)Y.5,(31) =2 m0(3,)) - dal(3,]) - {i b, (3,1)] (2-214)

I=0 i=0

[dal 3D

When p; = g2 = p3= 0 in the above Equations, we can get the system reliability, MTTF

and the variance of time to failure of the system without repair, respectively.
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2.3 K-out-of-n System

This is another type of redundancy. The system consists of n identical units, k of which
must be operative to ensure that the system functions normally. It is used where a
specified number of units must be good for the system success. The series and parallet
configuration are special cases of this configuration, that is, k = nand k = 1, respectively.
Asswning ideal failure detection and switching, the reliability block diagram can be

represented as in figure 2-15a.

The state space diagram for k-out-of-n system with common-cause failures and
human errors is shown in Figure 2-15b. The numerals plus a letter in the boxes of the
figure denote the system state numbers. This system has n units in parallel, at least k of
which must function normally to ensure the overali system success. In state i, there are i
units failed and (n-i) units are in working condition. Furthermore, the occurrence of a
common-cause failure or a critical human error can cause the total system to fail. A
common-cause failure or a critical human error can occur when the system is in any one
of its operating states. In addition to the partially failed system being repaired to its

previous state, the completely failed system is also repaired back to state 0.

Assumptions

The following assumptions are associated with the model:

1. The system has n identical and active units

2. All failures including human errors, common-cause and hardware failures are
statistically independent.

3. Human error, common-cause and other failure rates are constant.

4. Aslong as at least k units are functional, the system is operable

5. The repair rates of the failed units are constant.
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6. The failed system repair times are arbitrarily distributed

7. A common-cause failure or 2 human error can occur and trigger system failure
from any of its operable states.

8. Repair is unrestricted for both units and system.

9. The repaired unit or system is as good as new.

More General Consideration on K-out-of-n Configuration
The models of all k-out-of-n configurations in this study include the following situations:
e At time t=0, k units start working, n-k units in reserve state.
rn=kA+(n-k-0DAi
o Attime t=0, all n units start working simultaneously.
r=(n-HA
s Repairable system
At least one of the system repair rates, p, U2, ..., Mak , 1S nON-Zero value
e Non-repairable system

M==py ==y, =0
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Figure 2-15a  The block diagram of a k-out-of-n redundancy
with common-cause failure and human error
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Figure 2-15b The state transition diagram of k-out-of-n redundancy with
constant humnan etror rates and arbitrary system repair rates



The corresponding differential equations for the model deseribed in Figure 2-15b are:

EI:;AL —a, Py (tH 4 P (0 .H-ZT[J:};(’C’I)"J (x ¥

Jot
%Q-_—roPﬂ(r)—(q + A, + A, + )P () + 1, P (1)
GEO)_ P (1) (ry Ay + Ay + 1 Po(E i Py(E
%ﬁl =roPL() - a P () + g, Py (1)

(fori=0,1,2,3,..,nk-1)

dP,_, (¢ )
_.._:i'*( )= rn-k-EPfl-'k"l (t)_ an-kPn-k (t’
t
ﬁjj (xs ’) aPJ (x’ t)
o1 T ar - HWEEY

(for j = n-k+1, n-k+2, n-k+3)
The associated boundary conditions are as follows:

Pn-k+l (0’ t)= rn-kjjﬂ—k (f‘
n=k

P (0,6)= Zﬂ“cr“Pi 0]
i=l
n=k

Py (O0= 3 AP (1)

i=0

where
n=kA+(n-k-0A

a;=r+4, +4;+4

(2-215)

(2-216)

(2-217)

(2-218)

(2-219)

(2-220)

(2-221)

(2-222)

(2-223)

(2-224)

(2-225)

835



(fori=0,1,2,...,nk)

At time t=0, P4(0)=1, and all other initial state probabilities are equal to zero.

Comparing the state space diagram for k-out-of-n with the state space diagram for
standby system (Fig. 2-1b), we can see that the two systems are similar, but the division
of system working or failure states is different. The general analysis of k-out-of-n is the
same as that of standby system. We consider some special cases of k-out-of-n system to
present the impact of human errors, common-cause failures, and failed system repair

policy on system reliability, availability and mean time to failure.

2.3.1 K-out-of-n (n-k=1) System

The investigation is similar to that of the model of one unit active and one on standby. As

an example, let’s first consider a 1-out-of-2 active redundancy system.
For 1-out-of-2 system

ry=h+h
R=h

Substituting ry and r, in Equation (2-76) and in the symbols by(1,1) - by(1,1), we have the

general expression of steady state availability for 1-out-of-2 system:

AV, (112 =20 # 2+ hp + A+ YA + 0 + 2, 41y + A +R)E, [x]
QA ) + Ao A+ Ay 4y +u)))E, [x] (2-226)
0 A, + A, (A Ay + 4y +1))E, [x]]

Substituting the expressions of mean time to repair E;(x) for j=2, 3, 4, Equations (2-79),
(2-84), (2-88) and (2-91) into Equation (2-226), we get the expressions of system steady
state availability for Gamma, Weibull, Rayleigh and lognormal system repair time

distributions, respectively.
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The general expression of the Laplace transform of the system availability, for 1-out-of-2,

is

AV (s1/2) =[s+24+ A+ A, + A + i /[ AR+ A)1-N,(s)
+('1c1 (A+A)+ A (A+ 2, + 4, + 4 ))(1 - N;(s)
HA A+ A) + Ao (A4 2y + Ay + 1)1~ N o (5)) (2-227)
H2A+ Ay + Ay + A+ gy + A (1 Ny (s)
+ho(1= Ny ()] 5+5°

Substituting the Laplace transform of the pdf of system repair times, Nj(s) for j=2, 3, 4, in
Equation (2-227) and then taking the inverse Laplace transform of the resulting equation,

we can obtain the time-dependent system availability.

Setting pa(x) = pa(x) = ma(x) = 0 in the model, the general expression of the Laplace
transform of the system reliability with repair is the same as Equation (2-115).
Substituting ro, r{, a, and a; in the Equation, we have the Laplace transform reliability for

1-out-of-2 system:

R\ 1/ =[s4+2A+ A+ Ay + A+ pm]JJA+ A + Ao + Ap) @
(A+ Ay +An+ 1) —(A+ A )4 + (2-228)
(2;“+j'cﬂ +£’cl + ] +’1}JI +A’.\' +ﬂ|)'S+S2]

The system reliability with repair can be obtained by inverting Equation (2-228)

e+ )+ - 1) (2-229)

R/ =2 exp[(f, +da2(1D))1/2]

where

£, =[~4-da10 + (da20,0)’| ”

£, =23 b,01) - da2(.)

i=l)
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The system mean time to failure (MTTF) with repair is given by

20+ A+, + A, + 4

MITF =
(A‘+ﬂ's + A+ 10)(2’.}-'1(:[ + Ay +4”1)_(/1+’1.s)ﬂ1

(2-230)
When ;=0 in Equations (2-229) and (2-230), we get the system reliability and MTTF
without repair, respectively.

For the special case 2-out-of-3 system

rR=21+4
=21

Substituting 2 instead of A into the equations for t-out-of-2, we can get the results for

the system of 2-out-of-3.
For the special case 3-out-of-4 system

ry=34+4,
n =34

Substituting 3A instead of A into the equations for 1-out-of-2, we can get the results for

the system of 3-out-of-4, and so on.

Numerical examples

Setting
A=0.0002/hr A, =0.00002/ Ar i =0.001/hr
Ao = 0.00005/ Ar A, =0.00005/ hr Ay = 0.0001/ hr

in Equation (2-226), for Gamma, exponential, Weibull and Rayleigh distributed failed

system repair times, the plots of system steady state availability as a function of human
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error rate, Ao, are shown in Figures 2-16, 2-18, 2-20 and 2-22, respectively, for specified

values of parameters u, = 0.001/ hr, g = 1, = 0.0009 / hr, if applicable.

Similarly, setting  An=0.0002/br and  specified values of parameters
i, =0.001/ hr, gy, = p1, = 0.0009/ hr, if applicable, for Gamma, exponential and Weibull
distributed system repair times, Figures 2-17, 2-19 and 2-21 show the effect of increasing
the human error repair distribution parameter, 4, for k-out-of-n (n-k=1) system steady

state availability, respectively.

Figure 2-23 provides the results of the system steady state availability as a function of
human error rate, Ano, for lognormally distributed failed system repair times

(ty = py = 14, =1.0009/ hr, o, =0y =0,=0).

These plots exhibit that the system steady state availability decreases with increasing
values of human error rate, Ano. And AV, increases with the increasing values of ps.
Furthermore, the system steady state availability decreases as the value of k, the least

number of units needed for system operating, increases.

Substituting the Laplace transforms of the pdf of the system repair times Na(s), N3(s) and
Na(s) in Equation (2-108) and then substituting ro, 11, and the same applicable data of the
earlier system steady state availability numerical examples into the resulting expression
(also setting z, = 0.001/ hr, gy = u, =0.0009 / hr and taking inverse Laplace transform),
we get the system time-dependent availability. Figure 2-24 and 2-25 show the time-
dependent system availability plots for k-out-of-n (n-k=1) system with Gamma failed
system repair time distribution for human error rates Ano=0 and Ay=0.0002/hr,
respectively. For exponential failed system repair time distribution, the plots of the time-

dependent system availability for varying human error rate, Ano, are shown in Figure 2-26.

The plots of the system reliability with repair when Ano=0 and Ay=0.0002/hr are shown
in Figures 2-27 and 2-28, respectively, for same applicable data of the system steady state
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availability numerical examples. Figure 2-29 shows the plots of system mean time to

failure with repair for k-out-of-n (n-k=1) system.

The plots shows that an increase in the critical human error rate Ay invariably reduces the
time-dependent system availability, the system reliability and the system mean time to
failure. A decrease in the value of k, the least number of units needed for system

operation improves the system performance characteristics.
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Figure 2-16  System steady state availability vs. A, plots for k-ou-of-n (n-k = 1) system with
constant human error rates and the Gamma (B = 3) distributed system repair times
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Figure 2-17  System steady state availability vs. u, plots for k-out-of-n (n-k = 1) system
with constant human error rates and the Gamma (p=3) distributed Iepair times
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Figure 2-18  System steady state availability vs. A, plots for k-out-of-n (n-k = 1)
system with constant human error rates and system repair rates
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Figure 2-19  System steady state availability vs. p, plots for k-out-of-n (n-k = 1)
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100



System Reliability

1.0

S G 1-out-of-2
% S O 2-out-of-3
0.8 X q S A 3-out-of-4
Q V  4-out-of-5
0.6 |- S
04 - \r, o) 5
02 N ]
0-0 | | 1 i
0 2000 4000 6000 8000
Time, t
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Figure 2-28  System reliability with repair plots for k-out-of-n (n-k=1)
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Figure 2-29  System mean time to failure with repair for k-out-of-n (n-k=1)
system with constant human error rates
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2.3.2 K-out-of-n (n-k=2) System

For 1-out-of-3 system

rn=A+24
n=A+4A
KL=A4

For 2-out-of-4 system

rp=2A+24,
h=22+4
¥ =24

For 3-out-of-5 system

r,=3A+24,
Kh=3A+4,
r =31

and so on.

The investigation and the resuits for k-out-of-n (n-k=2) system are similar to that of the
model of two units active and one on standby system. The general expression of the

steady state availability, for n-k=2, is the same as Equation (2-148).

Substituting ro, r; and r2 in Equations (2-150)-(2-153), we have the expressions for steady
state availability of k-out-of-n (n-k=2) systems when the failed system repair time

distributions are Gamma, Weibull, Rayleigh and lognormal, respectively.

Setting

A=0.0002/hr A, =0.00002/ hr w0 =0001/hr
Aco = 0.00005/ hr Ay =0.00005/ hr A, =0.00005/ hr
1, =0.001/ hr A, =0.0001/ hr A, =0.0001/ hr

in Equations (2-150)-(2-153), the steady state availabilities as a function of human error
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rate, Ano, are shown in Figures 2-30, 2-32, 2-34 and 2-36, for Gamma, exponential,
Weibull and Rayleigh distributed failed system repair times, respectively, for specified
values of failed system repair time distribution parameters

4y =0.001/ hr, u, = p1, = 0.0009 / hr, if applicable.

Similarly, setting Ang=0.0002/hr and specified values of parameters pz=0.001/hr and
14=0.0009/hr for Gamma, exponential and Weibull distributed failed system repair times,
if applicable, Figures 2-31, 2-33 and 2-35 show the effect of increasing the parameter of
human error repair time distribution, ps, on the system steady state availability,

respectively.

Figure 2-37 provides the results of the system steady state availability as a function of
human error rate, Ang, for lognormally distributed failed system repair times

(i =4y = 44, =10009/ hr, o,=0,=0,=0).

The general expression of the Laplace transform of the system availability, for n-k=2, is

the same as Equation (2-172).

Substituting the Laplace transforms of the pdf of the system repair time distributions Nj(s)
for j=3, 4, 5, in Equation (2-172) and taking inverse Laplace transform, we can get the
system time-dependent availability. Using the same data as that in the earlier system
steady state availability plots, Figure 2-38 and 2-39 provide the results of the time-
dependent availability plots for k-out-of-n (n-k=2) system with Gamma (P=2) failed
system repair time distribution when Ay=0 and Ang=0.0002/hr, respectively. Figure 2-40
provide the time-dependent availability plots for the system with exponentially

distributed failed system repair times.

Setting pa(x) = pu(x) = ps(x) = 0 in the model, the general expression of the Laplace
transform of the system reliability with repair is the same as Equation (2-179).
Substituting ro, r1, and 1 in the equation and taking inverse Laplace transform on the
resulting equation, we can get the system reliability with repair. System mean time to

failure with repair is given by equation (2-180). The plots of the system reliability with
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repair when Ayo=0 and An0=0.0002/hr are shown in Figures 2-38 and 2-39, respectively,

for same applicable data of the system steady state availability numerical examples,

Figure 2-43 shows the plots of system mean time to failure with repair.
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Figure 2-30  System steady state availability vs. A, plots for k-ou-of-n (n-k = 2) system with
constant human error rates and Gamma (§ = 3) distributed failed system repair times
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Figure 2-32  System steady state availability vs. A, plots for k-out-of-n (n-k = 2)
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Figure 2-33  System steady state availability vs. p plots for k-out-of-n (n-k =2)
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error rates and the Weibull (§ = 3) distributed failed system repair times
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Figure 2-38  AV(t) plots for k-out-of-n (n-k=2) system with constant human

error rates and the Gamma ( f=2) distributed system repair times
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Figure 2-39  AV(t) plots for k-out-of-n (n-k=2) system with constant human error

rates and the Gamma (B=2) distributed system repair times (A, ;=0.0002)
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Figure 2-40  Time-dependent system availability plots for k-out-of-n (n-k=2)
system with constant human error rates and system repair rates
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Figure 2-41  System reliability with repair plots for k-out-of-n (n-k=2)

system with constant human error rates (A, , = 0)
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Figure 2-42  System reliability with repair plots for k-out-of-n (n-k=2)
system with constant human error rates (A, , = 0.0002)
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system with constant human error rates

119



2.4 Majority Voting System With Imperfect Voter

In Section 2.3 we discussed k-out-of-n (k/n) system. A special case of k/n system,
assuming a perfect voter, is majority voting system. Majority system is (k+1)/(2k+1)
system. It is often called as Triple-Modular Redundant (TMR) System. TMR is probably
the most tossed around term in computer redundancy reliability. The system consists of
(2k+1) identical units feeding into a majority voter system, as shown in Figure 2-44.
Typically, the (2k+1) identical units represent a single logic (binary) variable, and the
output logic variable is determined on the basis of majority voting. The corresponding
voter output table is illustrated in Table 2-13 {75]. The advantage of using (k+1)/(2k+1) is
that if the outputs of k or fewer units of the (2k+1) units are in error, they are masked and

the output remains correct.

Input System 1

System 2

System 3 _/

Figure 2-44  Triple-modular redundant system with voting

Output

Input

Input
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Table 2-13 TMR Voting

Output of Units
#2 #3 Voter Output
0

3
—

0

1 0
0 0
1 1
0 0
1 i
0 1
1 1

— et e e (OO OO

Now consider the situation in which the voter has a probability of failing to work
properly. For the investigation, we put the imperfect voter in series with the (k+1)/(2k+1)
redundancy in the reliability block diagram as shown in Figure 2-45. The corresponding
transition probabilities diagram is shown in Figure 2-46. The system has only one repair
crew and no further failure can occur at system down. At time t = 0, all the units start
working simultaneously. In state m, there are m units failed and (2k+i-m) units are in
working condition. Furthermore, the occurrence of the voter failure or a common-cause
failure or a critical human etror can cause the total system to fail. The voter failure or a
common-cause failure or a critical human error can occur when the system is in any one

of its operating states. Explanations for the state of the system are as follows:

i=0:all (2k+1) units and voter in perfect working condition.

i = 1: one operating unit has failed due to a hardware failure and 2k units working
i =2: two units have failed due to hardware failures and (2k-1) units working.

i = m: m units have failed due to hardware failures and (2k+1-m) units working.

i = k: k units have failed due to hardware failures and (k+1) units working.

i = k+1: the system has failed due to hardware failures.

i = k+2: the system has failed due to a common-cause failure.

i = k+3: the system has failed due to a critical human error.

i = k+4: the system has failed due to the voter failure.
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Figure 2-45 The block diagram of a (k+1)/(2k+1) majority voting system
with imperfect voter, common-cause failure and human error

The following repair policies are considered in the analysis of majority voting with

imperfect voter system:

L (x) =0 (for j=k+1, k+2, k+3, k+4) and p; 2 0 (for i=1, 2, ..., k)
The partially failed system (k or fewer units failed, k+1 or more units operating) is

repaired back to its previous state, but the completely failed system is never repaired.

IL p(x) = 0 (for j=k+1, k+2, k+3, k+4) and p; = 0 (for i=1, 2, ..., k)
In addition to the partially failed system being repaired to its previous state, the

completely failed system is also repaired back to its original state (state 0).

ML pi(x) = 0 (for j=k+1, k+2, k+3, k+4) and u; = 0 (for i=1, 2, ..., k)
The completely failed system is repaired to state 0, but no repair on the partially failed

system.

Repair policies I and III are the special cases of repair policy I
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The Descriptive Equations of the Model

The differential equations associated with Figure 2-46 (under type 1I repair policy) is:

k+d "
o) . P+ B+ Y [P, (o)t (x)e
dt J=k+1 0
GBW _ . p (1)~ a,P(O)+ 1P, (0)
dt
% = 1P O - @, PO+ 1 Py (D)

(fori=1,2,3, .., k1)

ch;t(t) =1 P () —a, P (0
P (x,1) Pt
jg e ;i )=_/“f(x)Pf(x=’)

(for j = k+1, k+2, k+3, k+4)
The associated boundary conditions are as follows:

P (0.0)=rP()

Pa(0,0=3 4,200

i=0

k
P3(0,0y=D A4, P ()

i=Q

Pk+4(0,1‘) = ijpi(t)

=0

where

(2-231)

(2-232)

(2-233)

(2-234)

(2-235)

(2-236)

(2-237)

(2-238)

(2-239)
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a; =r:+4ul +A’L‘t+j'h.'+;i‘w

r=0Q2k+1-DHA (for identical unit system)
( for i=03 I, 21 “nny k and assuming ;J.i=0)

At time t=0, Po(0)=1, and all other initial state probabilities are equal to zero.

Steady State Availability Analysis

As time approaches infinity, Equations (2-231) - (2-235) reduce to Equations (2-240)-(2-

244), respectively.

k+d4

ayPy— 1P = Z K})j(x)ﬂj(x)dx

Jmk+]
nPy—ap +1,P =0
ralo—aP + i, P,y=0

(i=1,2,3, .. k1)

FeaPra — a0 = 0
P, (x)
of'x = _fuj(x)Pj (x)

G = k+1, k+2, k+3, k+4)

Similarly, the boundary conditions become:

P (0)=rp,

k
Pk+2 (0) = Zﬂ’d}:’{

iml

(2-240)

(2241) .

(2-242)

(2-243)

(2-244)

(2-245)

(2-246)
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k
P (0= NP, (2-247)
i=0

3
I AROEDW (2-248)
i=0

Substituting Equations (2-245)-(2-248) in Equation (2-20), we have the steady state
probabilities for state k+1, k+2, k+3, and k+4

B, =nrBRE.,l] (2-249)
&

P, =3 A BE,,lx] (2-250)
=0
. ,

Py = Y AyPE,x] (2-251)
i=0
k

B, =) ABE.lx] (2-252)
=0

The system repair mean times, E,[x], Ey,,[x], Eqalxl, and Eyulx], are given by

Equation (2-24).

Solving the set of Equations (2-241) - (2-243), and (2-249) - (2-252), together with

k+4

S p =1 | (2-253)

i=0
we can get steady state probabilities, Py, Py, Py, ..., Py, Py1s Prszs Praas and Py,

Thus, the steady state availability of the system is

AV, =ZP} (2-254)
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Time-Dependent Availability Analysis

Using Laplace transforms and the initial conditions in Equations (2-231) - (2-239), we

have
k+d
sP(s)=1—-ayPy(s)+ y P (s)+ Z LPJ (x,5)u, (x)dx (2-255)
J=k+l
(s+a)P (5} —ryFo(s) =t Py(s) =0 (2-256)
(s +a)P() =1y Py () = P (5) =0 (2-257)
(fori=1,2,3,..,k-1)
(s+a )P (s) -1 Py (8)=0 (2-258)
x,(%.5) +5P;(x,5)+ g (x)P,(x,5) =0 (2-259)
x

(for j =k+1, k+2, k+3, k+4)

and the boundary conditions:

P,(0,8)=rP.(s) (2-260)

Ps(0,)= 4,25 (2261
i=0

P,,(0,5)= iz,,,.P,.(s) (2-262)
k

Pes(0,5)=D A, P (s) (2-263)

ia{)

Substituting the boundary conditions in Equation (2-35) and (2-36), we get
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1-N,.,.(5)

PI:H(S):’}P&(S)T‘ (2-264)
k —

Pn(8)=D 4P (s)l—N;*E—@ (2-265)
i=0
: £+3 (S)

Pa()=2 AP, (5) = Das®) p (2-266 )
i=l

1- N&+4 (S)

P ()= ZA P,(s) (2-267)

The Laplace transform of state probabilities, Po(s), P((s), ..., Pk(s), Pk+i(8), Pre2(s), Prs3(s),
and Py.4(s), can be obtained by solving Equations (2-256) - (2-258), (2-264) - (2-267) and

the followihg equation

k+4

ZP(S) = (2-268)

ial

The Laplace transform of the system availability is:

AV (s)= iP, (s) (2-269)

i=0

Substituting the Laplace transform of Nj(x) for different repair time distributions in
Equation (2-269) and taking the inverse Laplace transform of the resuiting equation, we

can obtain the time-dependent system availability

4v(n)= if’,(t) (2-270)

=0

Reliability and MTTF With and Without Repair

Setting pir1(X) = Ms2(X) = pres(X) = pisa(x) = 0 in Figure 2-46, the system of differential

equations becomes
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o a0+ 210 (2271)
T NOREN IORP NG (2:272)

(fori=1,2,3,... k-1)

dP. (1)

dr =1 P (D —a, P (1) (2-273)
dP,

,;;tI o _ 7P, (1) (2-274)
LeaD L5311 (2:275)

& 5
dp, k+3 (t) = : 2
4 ;%Pf(f) (2-276)
de+4 ([) _ & -
Tl = S AP () (2:277)

=0
At time t=0, Po(0) =1, and Pi(0) =0, fori =1, 2, ..., k, k+1, k+2, k+3, k+4.

Using Laplace transform in Equations (2-271) - (2-277) and solving the resulting set of
equations, we have the Laplace transform of state probabilities, Po(s), P1(s), ..., Px+1(8),

P k+2(s)s Pk+3(s)a and Pk+4(s)'

The Laplace transform of the system reliability with repair is:

R(s)= i P(s (2-278)

i=l

The system reliability with repair can be obtained by inverting above Equation

R()=L'[R(s)]= L"[Zk:ﬂ (s)] (2-279)

im)
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The system mean time to failure (MTTF) with repair is given by

k
MTTF =lim R(s) = lim {EP,.(S)} (2-280)
Setting p= p2 = ... = px = 0 in Equations (2-279) - (2-280), we can get the system

reliability, MTTF without repair, respectively.

241

Special Case Model With Type | Repair

For 2-out-of-3 redundancy system with type I repair policy, that is pj(x) = 0 (for j=2, 3, 4,

5) and w, # 0, the system of differential equations associated with the model is:

dry(®)
dt

dP,(1)
dt

dp,(t)
dt

dp;(t)

dt

dP (1)
dt

dP(1)
dt

At time =0, Po(0)=1, and P(0) =0, fori= 1,2, 3, 4, 5.

= =(ry + Aog + Ao + Ap)Po (1) + i 2y (1)

=I‘0P0(f)"(r1 +‘3“cl +z‘hl +j‘vl +#I)P|(t)

=nA (1)

= APy () + A, P (1)

= Ao b () + AP (8)

= A, 5 (0 + 4, 50)

(2-281)

(2-282)

(2-283)

(2-284)

(2-285)

(2-286)
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Solving Equations (2-281) - (2-286) with the aid of Laplace transforms, we can get the
Laplace transforms of the state probabilities, Pg(s), Pi(s), ..., Ps(s). The Laplace transform

of the system reliability with repair is

R(s)= Py(s)+ P (5)
_ r,+a +s (2-287)
(aga) ~ ) +{a, "“:’1)'*5"*"5'2

where

Qg =ry+ Aoty +4,
a=n+d,+4, +4,+4

The system reliability with repair is given by

5t _ sy _
R(r):e (s, sa)_i_e (s, -5,) (2-288)
Sl - SZ Sz - Sl
where
S, =—a,—r,

s, and s; are real and unique roots of the denominator of Equation (2-287).
The system mean time to failure (MTTF) with repair is given by

nt+a

MTTF =lim R(s) =
0 ol — oty

(2-289)

Setting u; = 0 in Equations (2-281) - (2-286) and solving the resulting equations, we get

the system reliability for a majority voting system without repair

R(t)= _._.ﬁ’_e""lf + me'"u' (2-290)
a, - a, a, —a

The system mean time to failure without repair is expressed by
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MITF = [R(dr = 272 (2-291)
¢ aya,

2.4.2 Special Case Model With Type |l Repair

For 2-out-of-3 redundancy system with type II repair policy, that is pj(x) = 0 (for

j=2, 3, 4, 5) and p, # 0, the system of differential equations associated with the model is:

dP‘;r(r) = ~(rg+ Ao+ Apo + A0V P () + o (1) + i I:P}(x,:)y!(x)dx (2-292)
dP (¢
c}f ) o 1y Py (1) = (1 + Ay + Ay + Ay + )R (1) (2-293)
&)j(x:r) O.PJ-(X,I')
* =, ()P, (x,t 2294
EY, Fx Juj( ) ;( ) ( )

(forj=2,3,4,5)

The associated boundary conditions are as follows:

Py (0,8) = A () (2:295)
Py(0,6) = A Py(1) + A, P (1) (2-296)
P,(0,6)= A4, Fu(D+ A, A () (2-297)
P(0,1) = A, Py (1) + A, A (1) (2-298)
where

Ay =ry+ A+ 4o+ 4
ay=n+A tA A4ty

At time t=0, Po(0)=1, and all other initial state probabilities are equal to zero.
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Steady State Availability Analysis

As time t approaches infinity, the derivatives with respect to t of the above equations

equal to zero. Solving the resulting equations, we get the following steady state

probabilities:

B b, (L1)
7 BAQ) + b, (L)E(x)

_ b(LD)
PTBAQLY + by (LD E(x)

__ b(DE,(x)
27 BAQL + b, (L) E, (x)

__b(DE(x)
37 BALY + b, (L) E(x)

___ b(DHE,(x)
¢ BA(LD + b, (L) E(x)

___ b{(LDE(x)
57 BA(LY) + b, (LD E, (x)

where

by(L) = a4, + 1A, = Zbr' ALDA,

bi(1,1) (for i=0, 1,2, 3, 4) and BA(1,1) are given in Section 2.2.1
E;(x) (for j=2, 3, 4, 5) is given in Equation (2-24)

The steady state availability of the system is:

by (L1) + b, {L1)
BA(L) + b, (L) E, (%)

AV =P +h =

(2-299)

(2-300)

(2-301)

(2-302)

(2-303 )

(2-304)

(2-305)
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Substituting the expressions of the failed System repair mean times Ej(x) (for j=2, 3,4,5),
for different repair time distributions Equations (2-79), (2-84), (2-88) and (2-91), into
Equation (2-305), we can have the expressions of system steady state availability for
majority voting system with imperfect voter for Gamma, Weibull, Rayleigh and

lognormal distributed failed System repair times, respectively.

Setting

¥, =0.0006/ hr r =0.0004 / ar 4, =0.001/ hr
Aeo = 0.00005/ Ar Ay =0.00002/ Ar Ao =0.00008/ hr
A, = 0.00008 / hr Ay =0.0001/ hr

in Equation (2-305), for Gamma and Weibull distributed failed system repair times, the
plots of system steady state availability as a function of critical human error rate, Apg, are
shown in Figures 2-47 and 2-48, respectively, for specified values of system repair time
distribution parameters 1, = 0.001/ 4, H3 =ty = 0.0008/ hr, y; =0.0005/ hr. Figure 2-
49 provides the resuits of the System steady state availability as a function of human error
rate, Ay, for lognormaily distributed fajled system repair times (1,=1.001, H3=ps=1.0008,

Hs5=1.0005, c2=03=04= g5 = ).

Time-dependent Availability Analysis

Using Laplace transform and the initja] conditions in Equations (2-292) - (2-298), we

have
s Py(s)=1-a,Py(s) + 1. 2,(s) + iz ) P, (x,5)p, (x)dx (2-306)
e
(s+a)P(s)—r,Py(5) = 0 (2-307)
@g’; :5) | SP, (%) + 1, (x)P,(x,5) = 0 (2-308)

(forj=2,3,4,5)
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and the boundary conditions:

Py(0,5) = r P (s) (2-309)
Py(0,5) = A o (8) + A, B (s) (2-310)
Py(0,5) = A0 By (8) + A, P (5) (2-311)
Pi(0,5) = A Py (s) + A, P, (5) (2-312)

Solving Equations (2-306) - (2-312) we obtained the following Laplace transforms of the

state probability expressions:

Py(s) ={s + b, (L)) /CAM 2/ 3) (2-313)
P (s)=b,(11)/CAM (2/3) (2-314)
Py(s) = by (LD[1 - N, ()]/[s - CAM 2/ 3)] (2-315)
Py(8) = [by (L) + A |[1 = N, (5)]/[s - CAM (27 3)] (2-316)
P,(s)=[b, (L) + A |[1= N, ()] /[s- CAM 2/ 3)] (2-317)
Py(s) = [Bs(L1) + Ao |[1 = No(9))/[s- CAM (27 3)] (2318)
where

CAM (2/3)=cami(2/3)+cam2(2/3) 5 + s

caml(2/3) = 5: b, (L1~ N, (5)]

j=2

1
cam2(2/3) =" b (L) + Ao [l = Ny ()] + Aol = Ny ()] + Ao [l - Ny ()]
i=0
bi(1,1) (for i=0, 1, 2, 3, 4) is given in Section 2.2.1
Qo =g+ Ay + Ay + Ay
a=n+i,+A,+4, +p
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The Laplace transform of the system availability is:

AV (s) = Py(s)+ A (5)
- l:s + i‘b, (1,1)] /CAM(2 /3) (2:319 )7___

i=0

Substituting the Laplace transform of pdf of system repair distribution, Ni(s) forj = 2, 3,
4, 5, in the above Equation and then substituting r;, r| and the same applicable data of the
earlier system steady state availability numerical examples into the resulting expression

(also setting 1, =0.001/hr, g, = g, =0.0008/ hr, u; =0.0005/hr and taking inverse

Laplace transform), we get the time-dependent system availability:

AV ()= Py() + A(2) (2-320)
Figure 2-50 shows the time-dependent system availability plots for the majority voting
system with imperfect voter and with exponentially distributed failed system repair times.

For Gamma distributed failed system repair time, the plots of the time-dependent system

availability for varying human error rate, Ay, are shown in Figure 2-51.

Reliability and MTTF Analysis

Setting py(x) = 0 (for j = 2, 3, 4, 5) in the model, and solving the resulting equations, the

Laplace transform of the system reliability is given by

R(s)= Py () + A(s)
= {i b,(L1)+ s] /DA(I,I) (2-321)

=0
where
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DA(1,1) is shown in Chapter 2.2.1, but note that here

ay =1y +hothotA,
ay=r+h,th, A+

The system mean time to failure (MTTF) is expressed by

MTTF = lsi_l;rgR(s) = ib; (1)) /dal(L,1) (2-322)

i=0

The plots of the system reliability and MTTF are shown in Figures 2-52 and 2-53,

respectively, for the same applicable data of the earlier system steady state availability

plots.

Setting p; = 0 in Equations (2-305), (2-319), (2-321) and (2-322), we can have the steady
state availability, the Laplace transform of time-dependent system availability, reliability
and MTTF, respectively, for the majority voting system with type I repair policy ( p;(x)
# 0 (for j=2, 3, 4, 5) and p; = 0).

2.5 Summary

This Chapter presents various mathematical models for performing reliability and
availability analysis of systems with constant humian errors and common-cause failures.
The repair times of the failed systems are assumed arbitrarily distributed for ail the
models. These models are associated with i) standby systems, ii) k-out-of-n systems, and

iii) majority voting systems with imperfect voter.

A new method of linear ordinary differential equations system steady state is
developed. Using the linear ordinary differential equations instead of complex partial
differential equations and Laplace transforms, it is much easier to obtain the general

expressions of the system steady state availability for generalized failed system repair
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times. The system steady state availability expressions are developed for all these models
for various repair time distributions, such as the Gamma, Weibull, exponential, Rayleigh

and lognormal distributions.

With the aid of the method of supplementary variables, the Markov approach and
Laplace transforms, the time-dependent availability of the systems are presented for

Gamma distributed failed system repair times for all these models.

The analyses performed in this Chapter indicate that the values of systems
performance indices (such as, system steady state availability, time-dependent system
availability, system reliability and system mean time to failure) decrease with either
increasing values of human error rates or decreasing values of the human error repair
rates. For all the special cases considered in this Chapter, the steady state system
_availability and time-dependent system availability drop as the value of the Gamma
shape parameter f3 increases for Gamma distributed failed system repair times. And those
values increase as the value of Weibull shape parameter {3 increases for Weibull

distributed failed system repair times.

For standby redundant configurations, an increase in either the number of standby
units for a fixed number of active units or the number of active units for a given number
of standby units would improve system performance indices significantly. For k-out-of-n
redundant configurations, an increase in the value of k, the least number of units needed
for system operation, for a given value of n, total number of units in the system, (or for

given value of n-k), would decrease system performance indices.
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Figure 2-50 Time-dependent system availability plots for a majority voting system with
imperfect voter and exponentially distributed failed system repair times
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imperfect voter and the Gamma distributed failed system repair times

143



1.0

0.8 |-

o
(s}
;

System Reliability
o
n
1

O Ap=0
Ap = 0.0002

A 3, =0.0004

0.0

Figure 2-52

2000 4000 6000 8000

Time, t

System reliability with repair plots for different human error rates

144



5000 |-

4000 A\ \ - o=0.00005

Ao = 0.0001

3000

2000

Mean Time To Failure

1000

0 1 ]
0.0000 0.0002 0.0004 0.0006 0.0008 0.0010

Human Error Rate, 2,

Figure 2-53  System mean time to failure with repair for different
values of human error rates and voter failure rates

145



Chapter 3
Systems With Increasing Human Error

Rates and Arbitrary System Repair Rates

Human error rate has often been considered to be constant in human-machine system
analysis. But according to various studies it is not always the case. In fact it increases

during the fatigue period or under stress and it decreases during learning period.

This Chapter presents mathematical models to perform reliability and availability
analysis of various types of system with increasing human error rates and arbitrary failed

system repair rates. Furthermore, the system can fail due to a common-cause failure.

Method of stages and supplementary variable techniques {314, 317] were used to
formulate initial expressions. The general expressions of the steady state availability for
various types of system repair time distributions were obtained using the method of
linear ordinary differential equations. The Laplace transform technique was applied for
obtaining expressions for system time-dependent availability, reliability, and mean time

to failure.

3.1. Time-Dependent Failure Rate

In preceding Sections, it was assumed that the component exists in one of two states, the
operating, or up state and the failed, or down state. In some practical situations, a single
component may be represented by more than two states. A component may be in full
operating state, derated state (partial operating state) and failed state. This therefore gives
three states as shown in Figure 3-1. In practiéal application, additional derated states may
exist. Actually, this gives a process of the component failure, that is, we can divide a

failure into several stages.
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Ao A
Operating [—®Derated p=———=Failed
State 0 State 1 State 2

Figure 3-1 State space diagram of component with derated state

The associated equations with Figure 3-1 are

dPy (1) _

dt ~ "’iopo(’)
dP,
B0 _ 4r0-480

At t=0, Py(0)=1 and P;(0)=P(0)=0

Solving the differential equations, we have the reliability of the component

RO= BB+ RO=e ™+ i"zﬂ (e —e)

The probability density function is

dR() _ _AA (o
fH=- - =a1_j‘jﬁ(e’°—e*')

Thus, the failure rate of the component, from state 0 to state 2, is

A= S - Jn'li[exp(-ﬁgt)—exp(—j,lt)]
R A exp(=A,0)— 4, exp(=At)

(3-1)

(3-2)

(3-3)

(3-4)

(3-3)

Where A(t) is time-dependent failure rate shown in Figure 3-2. A and A, are two

parameters of A(t).
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Operating | MY Failed
State 0 State 2

Figure 3-2  State space diagram of component

with time-dependent failure rate

3.2. General Standby System

3.2.1 Description of the System

The system is the same general standby system of Chapter 2 but with one exception (i.e.,

the human error rates in this system increase with time).

The system state-space diagram is shown in Figure 3-3. The system has n units in parailel
with m standby units. At time t = 0, all n units in parallel start operating and the
remaining m units are in standby mode. The system is considered to be in an up-state as
long as one unit is operating normally. As soon as one of the parailel operating unit fails,
the standby unit is switched into operation. The system can fail due to a common-cause
failure or a critical human error from the normal working condition as well as due to
hardware failures. The repair begins soon after a unit failure. Human error rates, Anit), are
assumed to be time-dependent. The numerals or letters (as applicable) in the boxes of
Figure 3-3 denote corresponding system states. The explanations for the states are as

follows:

* i=0: nunits active and m units on standby.

® 1= 1: one active unit failed due to hardware failure, a standby unit switched
into operation; i.¢. n units active and m-1 units on standby.

¢ i=2:n units active and m-2 units on standby.

® i=3:n units active and m-3 units on standby. .......
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e i=m:n units active and no standby.

e i=m+l:n-1 units active and no standby. .......

¢ i=m+n-1: only one unit active and no standby.

e i=m+n: the system has failed due to hardware failures.

e i=m+n+l: the system has failed due to a common-cause failure,

¢ i=m+n+2: the system has failed due to a critical human error.
Considering time-dependent human error rates, Ani(t) (for i=0, 1, 2, ..., m+n-1), in Figure
3-3, as two failure stages and having constant failure rates, A, and Ay , (for i=0, 1, 2, ...,

m+n-1), respectively, we have the corresponding state transition diagram of the system as

shown in Figure 3-4. As discussed in Section 3.1, the human error probability density

function is

Tn0= "7~ '1”’2” [eXP ~At) = exp(=4,1)] (3-6)

(fori=90,1,2,.., m+n-1)

The human error rates, from state i to state m+n+2, fori =90, 1, 2, ..., m+n-1, are

L)
1= fu(&)de (37)

_ Aufexp(-,1) - exp(-4,1)]
2y €XD{~Ayt) = oy €Xp(= A1)

Ay (1) =

The human error rate distributions associated with Equation (3-7) are shown in Figure 3-5

for different values of parameters, A, and Ay;.
The Descriptive Equations of the Model

The differential equations associated with Figure 3-4 can be written as:

.di;,fL):—aoP )+ 1A (t)+mf2IP (%, ) ut, (x)dlx (3-8)
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Figure 3-5  Human error rate plots associated with Equation (3-7)
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igfﬁ =Py () - a, (1) + P, (1) (39)
dP, (t)
at

=hBO)~a PO+ mPy (1) (3-10)

dar (1)

o b O=a PO+, P, (0 (3-11)

(fori=2,3, ..., m+n-2)

darP t

m:;f-l ( ) = r"l+ﬂ-2‘Pm+u-2 (t) - am+n-—le+n—| (I) ( 3-12 )
P t) Pxp)

o " Tax ~H®EKD (3-13)

(for j = m+n, m+n+1, m+n+2)

deﬂH- (t) man-}
T Y ARG (3-14)

The associated boundary conditions are as follows:

Pm-m (O’ t) = rmm-l Pm+n-l (‘r) ( 3'1 5 )
mn=|
Pm+n+l(0’t)= Z’l‘cipf (t) (3'16)
)
Pm+n+2 (0! t) = thmmq-Z(A)(t) ( 3-17 )
where

a=rn+i,+4,+y4

(fori=0,1,2,3, ..., m+n-1, and assuming }iy=0)

At time t=0, Po(0)=1, and all other initial state probabilities are equal to zero.
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3.2.2 Steady State Availability Analysis

As time approaches infinity, Equations (3-8) - (3-14) reduce to following Equations:

m+n42

a Py — Wb = Z _[{?’J. (), (x)dx

J=m+n
roPy—a P +u,P,=0
tiaPoy—a P+ by =0

(i=2,3,.., m+n-2)

Fotn—2t man-2 ~ am+n-IPm+n-1 =0
dP.(x)
— = —n, (x) P, (x)

(j = m+n, m+n+1, m4n+2)

min=1

Z}‘Iu‘Pr' = MPriniziny =0

i=0
Similarly, the boundary conditions become:

Pm-m (0) = rm+n—1P

m4n=1

m+n=1

Pm+n+1 (0) = z)\'cipf
=0

Pz 0 =MP 20
Solving Equation (3-22), we get

P, () = P; (0) exp(-{ p; (@)de)

The steady state probabilities are:

(3-18)

(3-19)

(3-20)

(3-21)

(3-22)

(3-23)

(3-24)
(3-25)

(3-26)

(for j=m+n,m+n+1, m+n+2) (3-27)
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P, =[ P (0)dx; (forj =m+n, m+n+1, m+n+2) (3-28)
Substituting Equations (3-27) into Equation (3-28), we get:
P =[P (x)dx
=l 0! . (3-29)
=_[0 P.(0) exp(-—_fouj (w)dw)dx (forj=m+n, m+n+l, m+n+2)

Substituting Equations (3-24)-(3-26) in Equation (3-29), we obtain the steady state

probabilities for state m+n, m+n+1, and m+n+2:

Pmi-n = rm+u—l‘Pm+n-1Em+n [x] ( 3'30 )
m+n=1
B = Z;\'ciﬂEmMH [x] (3-31)
=0
‘Dm+n+2 = A'n':l}Dwx+r:+2(.4)‘Errt+a':+.2 [x] ( 3-32 )

where

E; [x] = I: exp(—J:p. ; {w }dw )dx

{forj=m+n, m+n+1, m+n+2}

(3-33)

which is the mean time to system repair when the failed system is in state j and has an

elapsed repair time of x.

Solving the set of Equations { 3-19) - ( 3-21), (3-23 ) and ( 3-30 ) - ( 3-32 ), together

with

m4n+2

S P+Paw=1 (3-34)
=0

we can obtain steady state probabilities, Py, Py, P2, «.s Prins Prnsnets Prasnszs Prasnezia)-

Thus, the steady state availability of the system is
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mn-l
AV, = ZP.' + Pm+n+1(A) (3-35)

* i=l
Similarly, the steady state unavailability of the system is given by
UA V:: = Pm+n + Pm+n+l + Pm+n+2 ( 3-36 )

3.2.3. Time-Dependent Availability Analysis

Using Laplace Transform technique and the initial conditions in Equations ( 3-8 ) - ( 3-

14), we get
SP(S) =1=agPy(5) + A+ S| [P, x,5)pt () (3-37)
(S+a1)PI(S)—r0PU(S)—ﬂsz(s) =0 (3-38)

(s+a)P(s)-r Py ()~ Po()=0  (fori =23, .., m+n-2) (3-39)

(s+ am+rr-l)Pm+n—l (8- rm+n-2Pm+n..z ()=0 (3-40 )
P, (x,5) ™8 P (x,5) + 41, (x)P,(x,5) = 0 (3-41)
dx

(forj = m+n, m+n+l, m+n+2})

man=l

5+ 4 Pranaa ()= D AP (s)=0 (3-42)
i=l
and the boundary conditions:
P (0,8) = Typps Pryncs (5) | (3-43)
m+n-l .
P (0,8)= 3 2,P(s) (3-44)
i=0
Prn+n+2 (O’ S) = '1hPm+n+Z(AJ (S) ( 3'45 )
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Solving differential Equation (3-41), we get:
P, (x,5) = P,(0,99¢”" exp(=[ 1, (@)dw) (3-46)
(for j = m+n, m+n+1, m+n+2)
Since
Pj(s)=j:Pj(x,s)dr (forj=m+n, m+n+lm+n+2) (347)

substituting the boundary conditions in Equation ( 3-46 )and (3-47 ), lead to

Pran(5) = o P () ) (348)

Prun (8) = m;Z:l?»c,Pf(s)l_——N-"’f*'(—s) (3-49)

Prans(5) = B Prsr(9) = L2 ) (3-50)
where

I—Z]{-f-@ = " 675 exp(~ J‘o‘hj (@)dw)dx (3-51)

(forj = m+n, m+n+1, m+n+2)
and Nj(s) is the Laplace transform of Nj(x).

The Laplace transform of state probabilities, Po(s), Pi(S), ..., Pan(S), Parsare1 (5), Pmnsa(S),
Prunsaa)(s), were obtained by solving Equations ( 3-38 ) - ( 3-40 ), ( 3-48 )-{3-50)and

the following equation:

men+? 1
> PiS)+ Prsauan ()= | (3-52)

inQ

The Laplace Transform of the system availability is
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aran=|

4 V(S) = Z PJ (S) + ‘Pm+n+2(.»l) (S)

i=0

(3-53)

Substituting the Laplace transform of Ni(x) for different repair time distributions in

Equation ( 3-53 ) and taking the inverse Laplace transform of the resulting equation, we

get the following time-dependent system availability:

man-t

AV(t)= D PO+ P,

i=Q

(3-54)

3.24 System Reliability and MTTF With and Without Repair

Setting ppsn(X) = Pmen+1(X) = Bmene2(X) = 0 in Figure 3-4, the system of differential

equations becomes
dP,(t
40 =—a By () + 4,0, (1)
at
dP, (t)

I PO — a P () + u,, P (1)

(fori=1,2,3, .., m+n-2).

m-m-»l (t)

df rmm-z m+n=2 (t) amm-l m+n=| (t)
Q)
’:;: rm+n—lem-I (t)

m-m+1 (t) M+Zn-i })j (t)

in{}

dP . man=]
_Jﬂdi@(_)- Z‘J'krP(t) AP mene2(4) ()
j=0

t
_L‘;ttlg thmm-t-Z(A) (t)

(3-55)

(3-56)

(3-57)

(3-58)

(3-59)

(3-60)

(3-61)
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At time t=0, P4(0) =1, and Pi(0) = 0, fori = L, 2, ..., mtn+2, m+n+2(A).

Using Laplace transforms in Equations ( 3-55 ) - ( 3-61 ) and solving the resulting set of

Equations. we get the Laplace transform of state probabilities, Py(s), Py(s), ..., Prinsa(s),

Prvins2a)(s)-
Thus, the Laplace transform of the system reliability with repair is:

nman=|

R(S)= Y PAS)+ Py (5) (3-62)

1)

The time-dependent system reliability with repair may be obtained by inverting the above

equation:

R() = L'[R(s)] = L ["’Z P(s)+ P,,,,,m(,,)(s)] (3-63)

=0

The system mean time to failure (MTTF) with repair is given by

m+n=|
MTTF = lim R(s>=gig,;[ Zacs)+Pm,.M(sJ] (3-64)

inl)
The system variance of time to failure with repair is expressed by

o® = -21im R'(s) - (MTTF? (3-65)

where R'(s) denotes the derivative of R(s) with respect to s.

For w=pz = ... = Uysn = 0 in Equations ( 3-63 ) - ( 3-65 ), we can get the system

reliability, MTTF and the system variance of time to fajlure without repair, respectively.
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3.3. Special Cases of Standby System
With Iincreasing Human Error Rates

3.3.1.  One Unit Active and One Unit on Standby System

Form =1 and n =1 in Figure 3-4, the system of differential equations associated with the

model can be written as follows:

dP,(t N
_f?aopo(:)ar HBWO+S. [, e () (3-66)
dPh(t) = r, PN =a,P(0) (3-67)
dt
P (x,1) P,(x,1)
o = (9P (x0) (3-68)
(j=2,3,4)
ﬂ% = Ao Fo () + 4 A0 - 4,2, (1) (3-69)

The associated boundary conditions are as follows:

P{0,6)=nP (1) (3-70)
P:;Osf)=j'¢opoo+'1clﬂo (3-71 )
P(0.1)= 4Py, (5) (3-72)

Attime t = 0, Po(0) = 1, and all other initial state probabilities are equal to zero.
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Steady State Availability Analysis

As time approaches infinity, Equations (3-66) - (3-72) reduce to Equations (3-73) - (3-
76), respectively.

. .
aoPy — WP, = [ P, 0y, (x)dx (3-73)
J=2
7Py -a,B =0 - - (3-74)
P,
dF; &) =—,(x)B;(x) (3-75)

(forj =2, 3, 4)
Ao Py + AP~ NPy =0 (3-76)

Similarly, the boundary conditions become:

P,(0)=nA (3-77)
P, (0) = A, P, + A, B, (3-78)
P, (0) = MPyy (3-79)

Substituting Equations (3-77) - (3-79) in Equation (2-20), for j =2, 3, 4, we have

P, =nPRE,[x] (3-80)
P, = (A oF + A R)E;[x] (3-81)
P, =\,P E,ix] (3-82)

Solving the set of Equations (3-74), (3-76), (3-80) - (3-82) together with
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in +P,, =1
=0

we get the following steady state probabilities:

B DA,
°7 BAWLDA, +b, LD

b,
VT BAQDA, +b, A1)

__ B (LDA,E,[x]
2 BA(@DA, +b,(11)

_ b, (LOA E;[x]
37 BAQDA, +b,(1L)

__ b, U,E,[x]
7 BAQA, + 5, (LD

b,
“47 BAWA, +b, A1)

where, by(1,1) - by(1,1) and BA(1,1) are as shown in Chapter 2.2.1,

Thus, the steady state availability of the system is

AV A1) =P, +P +P,,

b, A%, +5, 41

- =0

~ BAGDAM, +5,(1))

Similarly, the system steady state unavailability is given by

(3-83)

(3-84)

(3-85)

(3-86)

(3-87)

(3-88)

(3-89)

(3-90)
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UAV_ (L) =R+ P+ P,
4
> b, (LVE;[x], (3-91)
= 42
BA(LDA, +b,(11)

System Steady State Availability Special Cases

Case |

If the system repair time X is Gamma distributed, the system steady state availability is

given by
ib,. WLDA, +b,(L1)
AV (L) = =0 (3-92)
[Zb,. D+ b,4DB/u, } Ay +b, (D)
i=0 Jj=2
Case il

If the system repair time x is Weibull distributed, the system steady state availability is

given by

1
> b, (DA, +b,(1)
AV (1) =7 (=0 (3-93)

35,40+ 3 5, ADTA+1B) i, | A, +b, (1)
i=0 Jj=2

Case il

If the system repair time x is Rayleigh distributed, the system steady state availability is
given by
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D b(LDA, +b,(L)

AV, (L) == = (3-94)
[be ML)+ 5, Ay7/2 /;11}11, +b,(L)
Case {V

If the system repair time x is lognormal distributed, the system steady state availability is

given by

]Zb, (LA, +b, (L)
AV (D) = =0

: - (3-95)
{Z b(LD+D b, (L) exply, +0,° /2)} A, +b, (1))

i=0 =2

Time-Dependent Availability Analysis

Using Laplace transform and the initial conditions in Equations (3-66) - (3-72), we get

s Py(s) =1=ayPy(s) + i B (s)+ 3 [P, (x, ) (x)ed (3-96)
j=2

(s+a)P(s)=r,Py(s) =0 (3-97)

apgi,s) 48 P,(%,8)+ 11, (%)P, (%,5) = 0 (3-98)

(forj=2,3,4)

1
(8 +A4)Pya(8) =D Ay Pi(5)= 0 (3-99)

f=0

and the boundary conditions: ”
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P,(0,5) = 1, P(s) (3-100)
P,(0,5) = APy () + Ay B (5) (3-101)
P (0,5)=4,P, () (3-102)

Substituting the boundary conditions in Equation (2-36), we have:

Py(s) =R (o) (3-103)
P(5)=[aP(s) + A R(S] 2 (3-104)
Py(s) = 4,8,(s) =N () (3-105)

s
Solving Equations (3-97), (3-99), (3-103) - (3-105) together with

SR (5)+ Peyls) = (3-106)

=0 §

we get the following Laplace transforms of state probabilities, Po(s), P\(s), ..., P4(s), P4a(s):

Py(s)= [”bf’c(;;l()gg *4) (3-107)
A(s)= 20T (3-108)
bl v o
(5= LD+ s~ N, G

s-CB(L1)

165



b4 (191) + A’IIOS

Pu(s)= CBUD) (3-112)

where
CB(LY) = cbl(L]) + cb2(L1) - s + ch3(L)) - 5° +5°

chI(L]) = 4, - cal(L})

ch2(L]) = i b (LD[1= N ()] + b, (LD + 4, - ca2(L])

J=2

eb3(il) = i b (L) + A, [1 -N, (s)] + A, + 4,

i=0
The Laplace transform of the system availability is
AV (s)= Py (s)+ P (5)+ P (5)

[nib,(l,l)][su,,]m,o -5 +b,(L1) (3-113)
_ i=0
- CB(L))

Substituting the Laplace transform of pdf of system repair distribution, Ni(s) forj = 2, 3,
4, in the above Equation and taking the inverse Laplace transform of the resulting

equation, we get the time-dependent sysiem availability:

AV (6= Py () + B (D) + P, (1) (3-114)

System Reliability and MTTF With and Without Repair

Setting pa(x) = p3(x) = pa(x) = 0 in the model, the system of differential equations

becomes:
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PO b+ i) (3-115)
dt

PO b0 -a B (3-116)
dat

dl:;t(t) B0 (3-117)

B _1eP O+ 1B (3-118)

Bl P+ 4B = 4,2,y (0 (3-119)

dP(t) | .

L0 = bt (3-120)

At time t=0, Po(0) =1, and Pi(0) =0, fori=1, 2, 3, 4.

Using Laplace transform in Equations (3-115) - (3-120), and solving the resulting set of

equations. we can get the Laplace transforms of the state probabilities, Py(s), Pi(s), ...,

P4(S).
Thus, the Laplace transform of the system reliability with repair is

R(s) = Py(s)+ P (s)+ P, ,(8)
_ St {a k4 A + 2)s+ b (L) +(a, + 1 ), (3-121)
(s+4,)- DALY

The system reliability with repair can be obtained by inverting Equation (3-121):

e (5,8, = 5,8, = 5,8, +57) e (5,5, =55, — 85,5, +5,")
(8, = 5,)(8, — ¢ Sy =85 )8, — 5
y 1 2 ! 3) ) ( 2 1)( 2 3) (3-122)
€7 (848, = 8,855 = 5,5, +5,7)
($3=5,)(s; —5))

R() =
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where s, and sp are the roots of the numerator of Equation (3-121), sy, s; and s; are real

and unique roots of the denominator of Equation (3-121).
The system mean time to failure (MTTF) with repair is given by

& +r)+b,(1,1)
4, -dal(L,])

MTTF=lsi_£r(]1R(s)= A (3-123)

The variance of time to failure with repair of the system is expressed by

ol=-2 lim R'(s) - (MTTF)?
e A [da2@i)(a, +1,) +dal(L))] + dal(LD)[B, (L1) + 4, A ] + da2(L1) - b, (LD A, B
[da1L)) - 4, ]2

_[(@ +r)4, +5,00T
A [dal(l))

(3-124)

Setting p; = 0 in Equations (3-122) - (3-124), we can get the system reliability, MTTF

and the variance of time to failure without repair, respectively.
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3.3.2. Two Units Active and One Unit on Standby System

Ferm =2 and n=1 in Figure 3-4, the system of differential equations associated with the

model can be written as follows:

di;f”:-au okt)+MP(!)+ZIP(Y D) p, (x)dx (3-125)
Jj=3
BO -2 0-aR 0+ PO (3-126)
PO _ 2 () -a,P,0) (3-127)
dt
P (x,1) | Bx,0)
= P (x)P,(x,1) (3-128)
(forj=3,4,5)
dPsA(t) Z/»IMP (f) ’L:PSAU) (3*129)

i=0

The associated boundary conditions are as follows:

P0,0=nP() (3-130)
P01 = 3 AP0 (3-131)
P,(0,1)= 4,P,,(t) (3-132)

At time t = 0, P¢(0) = 1, and all other initial state probabilities are equal to zero.
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Steady State Availability Analysis
The steady state probabilities are as follows:

b, (2D2,

- (3-133)
BAQDA, +bs(2))
___ @D, (3-134)
' BAQDA, +5b5(2,0)
___ b RDA (3-135)
2 BAQRDA, +bs(2,)
P = b (21)\ E,[x] (3-136)
BAQZDA, +b(2])
7 BAQRDA, +55(2,0)
__ b2DA,E, [x] (3-138)
*  BAQD), +5,(2,0)
— 3-139
M BAQRA, +b(2)) ( !
Thus, the steady state availability of the system is
AV, Q) =F+P+P,+ P,
2
S B, 20, +b5 (2 (3-140)
i=0

T BA@IA, +b, (21D

Similarly, the steady state unavailability of the system is given by
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UAV_(21) =P, + P, +F,

5
> b;2DE;[x]h, (3-141)

=

T BA@ZDA, +b,(2))

System Steady State Availability Special Cases
Casel

If the system repair time x is Gamma distributed, the system steady state availability is

given by
2
zob,. DA, +5,(2)
AV, 20 = - (3-142)
[%b,. @+ Z;b ;203 /p,}h,, +5,(2,])
i= Jj=
Casell

If the system repair time x is Weibull distributed, the system steady state availability is

given by
Zn
> b, (2D, +b5(2]1)
AV_@2)) = - 5"=° = (3-143)
[Z;b,. @)+ Zsb S2ITA+1/B) /u, By +b521
1= = n
Case lli

If the system repair time X is Rayleigh distributed, the system steady state availability is

given by
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2

25,204, +b,(2])

AV, (2]) = = (3-144)
[Z b2 + 23 b, (2)z/2 ]y, :l}t,, +b,(2,])
=0 1=
Case IV

If the system repair time x is lognormal distributed, the system steady state availability is

given by
Zz: b, (2DA, +b5,(2,1)
AV, (2]) = — — (3-145)
l:z b2+ Z b,(21) exp( U +ot /2)}2,, +b,(2,])
i=( 1=}

System Steady State Availability Numerical Examples

Setting
r, =n =0.0005/ hr r, =0.0008/ Ar 4y =0.001/hr M, =0.002/ Ar
Ao = Aa=0.00005/kr A2=0.00002/hr  Ju=0.0002/hr An2 = 0.0001/ Ar

in above equations, the piots of system steady state availability as a function of human
erTor rate parameters, A« and Ay, are shown in Figures 3-6 and 3-7 for different values of
B and for Gamma and Weibull distributed repair times, respectively, for specified values

of parameters u, = 0.001/ Ar, 1, = 1, = 0.0009 / hr.

The plots of the system steady state availability as a function of human error rate
parameters, Ao and An, are shown in Figure 3-8 for Rayleigh distributed failed system
repair times for specified values of parameters (13=0.001/hr, 1145=0.0009/hr and different
values of ps).

\\
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Also, Figure 3-9 provides the results of the system steady state availability as a function
of human error rate parameters, A and Ay, for lognormally distributed failed system

repair times (4, = 1.001, u, = 4, =1.0009, Oy =0,=0,=0).

Figure 3-10 shows plots of system steady state availability as a function of human error
rate parameters, Awo and Ap for specified values of repair  parameters,

H#3 =0.001/ Ar, p, = 4 =0.0009/ hr, for different system repair time distributions:
exponential, Gamma,  Rayleigh, Weibull and lognormal (x4, =1.001,
Hy = =10009, 0, =0, =0y =0 =3).

Time-Dependent System Availability Analysis

Using Laplace transform and the initial conditions in Equations (3-125) - (3-129) and
solving the resuliing equations, we get the following Laplace transform of state

probabilities:

[, + (@, + a)s +5*] (s + 2,)

Py(s)= T (3-146)
P(sy= [5, (2,12!—3?;’]1§s+/1,,) (3.147)
Py = Bt 2D +CA”BZ’21§2’D (3-148)
L
P(s)= (s+4,)[1- N, ®][b, 21 + lc(Z,I)‘-:s +A, -5-2] (3.150)

s-CB(2,])
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Figure 3-6 ~ System steady state availability plots for two units active and
one on standby system with increasing human etror rates and

the Gamma distributed failed system repair times
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Figure 3-7  System steady state availability plots for two units active and
one on standby system with increasing human error rates and
the Weibull distributed failed system repair times
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Figure 3-8  System steady state availability plots for two units active and

one on standby system with increasing human error rates and
the Rayleigh distributed failed system repair times
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Figure 3-9  System steady state availability plots for two units active and
one on standby system with increasing human error rates and
the lognormaily distributed failed system repair times
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Figure 3-10  The comparison of the System steady state availability for two units
active and one on standby system with increasing human error rates

and various different system repair time distributions
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A1 N()][bs D) + IR s + 4,4 57

P = -
5(5) 5-CBQZT) (3-151)
b 2D +Ih2D -5+ 4, - s*
P = 5 ho _
54 (5) CBQD (3-152)
where:

CB(2)1) = chI(21) + cb2(2,1)- s+ cb3(2]) - 5* + chd(2]) - 5° +5*
ebl(2,]) = 4, - cal(2,])

ch2(21) = i[l =N, ()|, 20+ 4, - ca2(2,) + b,(2,1)

J=3

cb3(2,]) = Zz:b,, @) +1c@D[1- N, ()] + 4, - cad(2,]) + (2]

i=Q

ch4(21) = 102 + Ao [l = N (9] + 4, + 4,

The Laplace transform of the system availability is

AV (s) = Py (s)+ B(8) + Py(5) + P, . (s5)

{=0)

[ib, 2D +102,D)- S+sz}(s + /L,)+ [4!7S @D+ s+ 4, .5-2] (3-153)

CB(2.])

Substituting the Laplace transforms of the pdf of the system repair times, Ni(s), Nas),
and Ns(s), in Equation (3-153) and then substituting the same applicable data of the
carlier system steady state availability numerical examples into the resulting expression
(also setting 13=0.001/hr and py=ps=0.0009/hr and taking inverse Laplace transform), we

get the system time-dependent availability.

For different values of the human error rate parameters, Ay and Ay, the time-dependent
availabilities are shown in Figure 3-11 and Figure 3-12, for exponential and Gamma (§ =

2) distributed failed system repair times, respectively.
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Figure 3-11  Time-dependent system availability plots for two units active
and one on standby system with increasing human error rates
and the exponentially distributed failed system repair times
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Figure 3-12  Time-dependent system availability plots for two units active
and one on standby system with increasing human error rates
and the Gamma ( P = 2 ) distributed failed system repair times
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Reliability and MTTF With and Without Repair
Setting p3(x) = pa(x) = ps(x) = 0 in the model, using Laplace transforms and solving the
resulting set of equations, we can get the Laplace transforms of the state probabilities.

Thus, the Laplace transform of the system reliability with repair is

by (2.1) + A,,ib, @D+ [i b, (2, +h(21) + 4, - 10(2,1)} +(10QY) + 4, + 4,0)5* +5°

=0 f=l

R(s)= DB (s + 4)

(3-154)

where

DB(2)) = dbl(2,]) + db2(2,])- s + db3(2,]) - s* + 5°
dbl(2,]) = b,(2)a, ~ a,ry 1y

db2(2,1) = b,(2D) + a,(a, +a,)—ry 14
db3(2)))=a, +a, +a,

The system reliability with repair can be obtained by inverting Equation (3-154)

R(t) = ™ (5, = 5,)(s, =5, )(5. = 5)) + e (s, = 5)(sy =5, )(s. = 5,)
(A + 508 = 5, )(s3 = 8) (A + 52)(82 =5, )(83 = 5,) (3-155)
e (8, = 53)(8, = 5;)(5. = 53) N e M (A +5.)( A + 5, )4 +5.)
(A +5;)(53 = 5,)(5, = 53) (A + 54 +5:)(4, +55)

where s, sp 5; are the roots of the numerator of Equation (3-154), s, s; and s; are real and

unique roots of the denominator of the Equation.

The system mean time to failure (MTTF) with repair is given by

25,2+ 5,2

MTTF = lim R(s) = —=2 (3-156)
530 4, -dbl(2])

182



The variance of time to failure with repair of the system is expressed by
ol = ~21im R'(s) - (MTTF)?
2.5, (2,1){dbl(2,l) - ib, (214, +db2(2,1)- R,,} ~ [ (2,1)]2
- ,h bl B (-157)
A.,,zi b, (2,1)[220: b2n-~-2. db2(2,1):[ +2. 4, - dbI)[IR2)1) - 4, - 10{2.1)]
f=0 =
[4, a1’

Plots of the system reliability with repair are shown in Figure 3-13 for same applicable
data of the system steady state availability numerical examples. Figure 3-14 shows the

plots of system MTTF with repair,

When p; = pp = 0 in Equations (3-155) - (3-157), we can get the system reliability,

MTTF and the variance of time to failure of the system without repair, respectively.
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Figure 3-13  System reliability with repair plots for two units active
and one on standby system with increasing human error rates
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Figure 3-14  System mean time to failure with repair for two units active
and one on standby system with increasing human error rates
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3.4 K-out-of-n System

Similar to the standby system, the time-dependent human error in a k-out-of-n system can
be devised into two stages so that human error rate is constant in each of stages. At time t
= 0, all the units start working simultaneously. At least k units must operate normally for
the system to function successfully. The state space diagram for k-out-of-n unit system
with common-cause failures and increasing human error rates is shown in Figure 3-15, It
is similar to that of standby system (Figure 3-4) but the division of system working or

failure states is different. The comparison of k-out-of-n unit system and standby system is

shown as follows:

Standby System K-out-of-n System
State System Status State System Status
0 Up 0 Up
1 Up 1 Up
2 Up 2 Up
m+n-2 Up n-k-1 Up
m+n-1 Up n-k Up
m+n Down n-k+1 Down
m-+n+1 Down n-k+2 Down
m+n+2 Down n-k+3 Down
m+n+2(A) Derated n-k+3(A) Derated

The numerals or letters (as applicable) in the boxes of Figure 3-15 denote corresponding

system states. The explanations for the states are as follows:

¢ i=0:all n units working normally.

¢ i=1:one unit failed due to hardware failure, (n-1) units working.
¢ i=2:two units failed due to hardware failures, (n-2) units working
e i=n-k: (n-k) units failed due to hardware failures, k units working.

® i=n-k+1: the system has failed due to hardware failures.
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¢ 1=n-k+2: the system has failed due to a common-cause failure.

e i=n-k+3: the system has failed due to a critical human error.

(TR 4

HoealX}

Figuré 3-15  The state transition dingram of k-out-of-n redundency with increasing human
error represenied by a device of two stages and arbitrary system repair rates

The corresponding differential equations for the model described in Figure 3-15 are:

dl;;(l')= —a,P, (1) Mpl(,},_;z::: J.ojpf (e, 0, (e pix (3-158)
ig‘f—‘) =1 Py(8) = (1 + Ay + Ay + )P, (1) + 1, Py (1) (3-159)
d%(’-L KB (ry + Ay + A + 1, P (OH i, Py (1 (3-160)
B0 o P 0-a PO+ taPal®) (3-161)

(fori=0,1,2,3,..,nk-1)
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D) P, P (3-162)

dt
o”P,é(f 1) . éPg;, f_ —it,(x)P, (x,1) (3-163)

(for j = n-k+1, n-k+2, n-k+3)

dF, n &
v 855 b0y aPynn® (3-164)
dt 0 k+3(A)
fal

The associated boundary conditions are as follows:

P (0,0)=r_ P (1] (3-165)
n=k
P2 (0.1) = AP (8) (3-166)
im0
Py (0,0) = AP, i3y (0) (3-167)
where

n=kA+(n-k-i)A

ai' = +’1hl +'1cr' +¢uf

i

(fori=0,1,2,...,n-k)

At time t=0, Po(0)=1, and all other initial state probabilities are equal to zero.
341 K-out-of-n {(n-k=1) System

For k-out-of-n (n-k=1) system, it is similar to the model of one unit active and one on
standby system. Using the same method and procedure as that of the standby system, we
can get the system steady-state availability, Laplace transform of system availability,
Laplace transform of system reliability and system MTTF expressed by Equations (3-90),
(3-113), (3-121) and (3-123), respectively.
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Setting
A =0.0002/ hr A, =0.00002/ hr H1=0.001/ hr
Ao = 0.00005/ hr A, =0.00005/ hr Ay =0.0001/ hr

in Equation (3-90), for Gamma, exponential, Weibull and Rayleigh distributed failed
system repair times, the plots of system steady-state availability as a function of human
error rate parameters, A« and Ay, are shown in Figures 3-16, 3-17, 3-18 and 3-19,

respectively, for specified values of parameters y, = 0.001/ Ar, y, = g2, = 0.0009/ hr, if
applicable.

Figure 3-20 provides the results of the system steady state availability as a function of
human error rate parameters, Axo and Ay, for lognormaily distributed failed system repair

times (i, =y, = 4, =10009/ &r, o, =0, =0, =0).

Substituting the Laplace transforms of the pdf of the system repair times Na(s), Na(s) and
Nay(s) in Equation (3-113) and then substituting ry, r;, and the same applicable data of the
earlier system steady state availability numerical examples into the resulting expression

(also setting 4, =0.001/ Ar, 4 = 1, = 0.0009 / hr and taking inverse Laplace transform),

we get the system time-dependent availability.

For 2-out-of-3 system with Gamma (P=2) distributed failed system repair time and

Ano=0.0001, 2,=0.001/hr we get

AV(t) = 0.6858318 + 0.00203948/exp(0.0019749 1)+
(6.69842x107'%/exp(0.001t) + (0.270793 sin(8.23525x10°° t))/exp(0.001072 t)
+0.001924[(cos(8.235254x10° t))/exp(0.001072 1)

- (130.1939 sin(8.235254x 107 t))/exp(0.0010722 t)]

+(0.914448 5in(0.0005626 1))/exp(0.0009 t)

+0.31020 [(cos(0.0005626t))/exp(0.0009 t)

- (1.6002 sin(0.0005626t))/exp(0.0009 t)] (3-168)

For exponentially distributed failed system repair time, the plots of the time-dependent .

system availability for 1-out-of-2, 2-out-of-3 and 3-out-of-4 unit system for varying

e,
e
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human error rate parameters, Awo and An, are shown in Figures 3-21, 3-22 and 3-23,
respectively.
For different values of human error rate parameters, Aw and Ay, the system time-

dependent availability plots for 1-out-of-2, 2-out-of-3 and 3-out-of-4 unit system with

Gamma (§=2) distributed failed system repair times are shown in Figures 3-24, 3-25 and
3-26, respectively.
System reliability with repair for 2-out-of-3 system, when Ano=0.0001, 2,=0.001/hr is

R(t) = - 0.053144/exp(0.00187246 1) - 0.14775323/exp(0.001 1)
+ 1.200897/exp(0.000247534 1) (3-169)

The plots of the system reliability with repair for specified values of parameters are

shown in Figures 3-27 (parameter A;=0.001/hr) and 3-28 ( parameter Ay=0.01/hr),
The system mean time to failure (MTTF) with repair is given by

0.00115(4, + A,y) +7,(0.0001+ 4,) + 1, (4, + Ay0) (3-170)
[5.75x10° +0.001154,, +0.000157, +£(0.00005 + A, +7,)]- 4,

MTTF =

Figure 3-29 shows the plots of system mean time to failure with repair for k-out-of-n (n-

k=1) system for varying human error rate parameters, s and Ap.
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Figure 3-16  System steady state availability plots for k-out-of-n (n-k=1)
system with increasing human error rates and the Gamma (f=2)

distributed failed system repair times
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Figure 3-17  System steady state availability plots for k-out-of-n (n-k=1) system
with increasing human error rates and constant system repair rates
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Figure 3-18  System steady state availability plots for k-out-of-n (n-k=1)

systemn with increasing human error rates and the Weibull (3=3)
distributed failed system repair times
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Figure 3-19 sttem steady state availability plots for k-out-of-n (n-k=1)
system with increasing human error rates and the Rayleigh
distributed failed system repair times
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Figure 3-21  Time-dependent system availability plots for 1-out-of-2 system with

increasing human error rates and the exponentially distributed system repair times
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Figure 3-22  Time-dependent system availability plots for 2-out-of-3 system with

increasing human error rates and the exponentially distributed system repair times
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Figure 3-23  Time-dependent system availability plots for 3-out-of-4 system with

increasing human error rates and the exponentially distributed system repair times
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Figure 3-24  Time-dependent system availability plots for 1-out-of-2 system with increasing

human error rates and the Gamma (B=2) distributed system repair times
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Figure 3-25  Time-dependent system availability plots for 2-out-of-3 system with increasing

human error rates and the Gamma (B=2) distributed system repair times
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Figure 3-26  Time-dependent system availability plots for 3-out-of-4 system with increasing

human error rates and the Gamma (B=2) distributed system repair times
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Figure 3-27  System reliability with repair plots for k-out-of-n (n-k=1) system
with increasing human error rates (parameter A, = 0.001)
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Figure 3-28  System reliability with repair plots for k-out-of-n (n-k=1) system
with increasing human error rates (parameter A, = 0.01)
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Figure 3-29  System mean time to failure with repair for k-out-of-n (n-k=1)
system with increasing human error rates
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3.4.2 K-out-of-n (n-k=2) System

For k-out-of-n (n-k=2) system, it is similar to the model of two units active and one unit
on standby system. Using the same method and procedure as that of the standby system,
we can get the system steady-state availability, Laplace transform of system availability,
Laplace transform of system reliability and system MTTF expressed by Equations (3-
140), (3-153), (3-154) and (3-156), respectively.

Setting

A =0.0002/ hr A, =0.00002/ hr 4 =0.001/ hr
1, =0.001/hr Ay =0.0001/ Ar A, =0.0001/ Ar
Aco =0.00005/ hr A, =0.00005/ hr Ao =0.00005/ hr

in Equation (3-140), for Gamma, exponential, Weibull and Rayleigh distributed failed
system repair times, the plots of system steady-state availability as a function of human
error rate parameters, A« and Ay, are shown in Figures 3-30, 3-31, 3-32 and 3-33,

respectively, for specified values of parameters g, = 0.001/ Ar, u, = u, = 0.0009/ hr, if
applicable.

Figure 3-34 provides the results of the system steady state availability as a function of
human error rate parameters, A and Ay, for lognormally distributed failed systerm: repair

times (u, = yy = p, =1.0009/ hr, o, =0, =0, =0.3).

Substituting the Laplace transforms of the pdf of the system repair times N3(s), N4(s) and
Ns(s) in Equation (3-153) and then substituting ro, r), r; and the same applicable data of
the earlier system steady state availability numerical examples into the resulting

expression (also setting x4, = 0.001/ hr, u, = s = 0.0009/ hr and taking inverse Laplace

transform), we get the system time-dependent availability.

205




For 2-out-of-4 system with Gamma (B=2) distributed failed system repair time and
Ang=0.0001, A;,=0.001/hr we get
AV(t) = 0.7409097 + 0.0058512/exp(0.00233037 t) + 0.0723221/expi0.00150399 t)

- (0.042748386 sin(0.00005354739 t))/exp(0.001025683258 t}
- 0.00230048 ((cos(0.00005354739 t))/exp(O;'001025683 t)
- (19.154681 sin(0.00005354 t))/exp(0.0010256832 t))
+ (0.69803 sin(0.00052658 t))/exp(0.00081213 t)
+0.1832174((cos(0.0005265835 t))/exp(0.00081213 t)
- (1.5422696 sin(0.00052658 t))/exp(0.00081213 t)) (3-171)

For exponentially distributed failed system repair time, the plots of the time-dependent
system availability for I-out-of-3 and 2-out-of-4 unit systems for varying human error

rate parameters, Aso and Ay, are shown in Figures 3-35 and 3-36, respectively.

For different values of human error rate parameters, A« and Ay, the system time-
dependent availability plots for 1-out-of-3 and 2-out-of-4 unit systems with Gamma ($=2)

distributed failed system repair times are shown in Figures 3-37 and 3-38, respectively.
System reliability with repair for 3-out-of-5 system, when Ay=0.0001, A;,=0.001/hr is

R(t) = 0.02515027/exp(0.002731405 t) - 0.091352994/exp(0.001351856 t) -
0.177105556/exp(0.001 t) + 1.2433082/exp(0.00022673 t) (3-172)

The plots of the system reliability with repair for specified values of parameters and the
same applicable data of the earlier system steady state availability numerical examples are

shown in Figures 3-39 (parameters A;=0.001/hr, Any=0.0001/hr) and 3-40 ( parameters
An=0.01/hr, A4v=0.0001/hr).

The system mean time to failure (MTTF) with repair for the same data is given by
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MTTF = [1.3225x10° (A, + Ayg ) + 1.15x107 rg + 0.001154, 1
+0.00015 r; (A, + Apg ) + 1o 1y (0.0001 + Ay)
+0.00115 15 (A, + Apg ) + 1o 12 (0.0001 + Ay,)
1Ty (g + Ao )]/ [6.6125%10°7M Ay, + 1.3225X10°° Ay Agg
+1.725X107 Ay 1o + 7.5%X10° Ay 1; + 0.00015 Ay 1y (Ayg +1o)
+5.75%10°8 Ay 1y + 0.00115 Ay Ayg T2 + 0.00015 Ay 1o 13
+0.00005 Ay 1y 12 + Ay Apg Ty Tz Ay T Ty T2 (3-173)

Figure 3-41 shows the plots of system mean time to failure (MTTF) with repair for k-

out-of-n (n-k=1) system for varying human error rate parameters, Axo and Ay,

3.5 Summary

This Chapter presents various mathematical models for performing reliability and
availability analysis of standby systems and k-out-of-n systems with increasing human

errors and arbitrarily distributed failed system repair times.

Device of stages each of which is exponentially distributed is introduced to
represent a non-exponential state, A series stages combination is used to represent
increasing human error rates. The method which combines the inclusion supplementary
variables method and the device of stages method is developed to perform time-
dependent system availability analysis for the system with both time-dependent system

failure rates and failed system repair rates.

The method of linear ordinary differential equations is used to obtain the general
expressions of the system steady state availability for various types of failed system
repair time distributions, such as the Gamma, Weibull, exponential, Rayleigh and

lognormal distributions.
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With the aid of the method of supplementary variables, device of stages, the
Markov approach and Laplace transforms, the time-dependent availability of the systems

are presented for Gamma distributed failed system repair times for all these models.

The analyses performed in this Chapter indicate that the values of systems
performance indices (such as, system steady state availability, time-dependent system
availability, system reliability and system mean time to failure) decrease with either
increasing values of human error rates or decreasing values of the human error repair
rates. For all the special cases considered in the Chapter, the steady state system
availability and time-dependent systern availability drop as the value of the Gamma shape

parameter {3 increases for Gamma distributed failed system repair times.

A close observation of the plots in this Chapter also reveals that for standby
redundant configurations, an increase in either the number of standby units for a fixed
number of active units or the number of active units for a given number of standby units
would improve system performance indices. For k-out-of-n redundant configurations, an
increase in the value of k, the least number of units needed for system operation, for a
given value of n, total number of units in the system, (or for given value of n-k), would

decrease system performance indices.
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Figure 3-30 AV, plots for k-out-of-n (n-k=2) system with increasing human error
rates and the Gamma (B=2) distributed failed system repair times
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Figure 3-31  System steady state availability plots for k-out-of-n (n-k=2) system
with increasing human error rates and constant system repair rates
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Figure 3-33  AV_ plots for k-out-of-n (n-k=2) system with increasing human error
rates and the Rayleigh distributed failed system repair times
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Figure 3-34  System steady state availability plots for k-out-of-n (n-k=2) system with increasing
human error rates and the lognormally (¢=0.3) distributed system repair times
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Figure 3-35  Time-dependent system availability plots for 1-out-of-3 system with increasing

human etror rates and exponentially distributed system repair times
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Figure 3-36  Time-dependent system availability plots for 2-out-of-4 system with increasing

human error rates and exponentially distributed system repair times
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Figure 3-37  Time-dependent system availability plots for 1-out-of-3 system with increasing

human error rates and the Gamma (p=2) distributed system repair times
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Figure 3-38  Time-dependent system availability piots for 2-out-of-4 system with increasing

human error rates and the Gamma (B=2) distributed system repair times
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Figure 3-39  System reliability with repair plots for k-out-of-n (n-k=2) system
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Chapter 4
Systems With General Human Error

and System Repair Time Distributions

With systems that are governed by the exponential distribution, the transition rate from
one state to another state of a system is constant and this leads to a Markovian model. If
the distribution is not exponential, then the process becomes non-Markovian. There are

several techniques available for dealing with non-Markovian processes {68, 317].

One approach to modeling non-exponential distributions is by the inclusion of sufficient
supplementary variables (such as the times expended in the repair process) in the

specification of the state of the system to make the process Markovian.

In the method of stages, the non-exponential state is divided into a number of sub-states
called stages each of which is exponentially distributed. The sequence of stages can be in
series or in parallel or a combination thereof. Depending on the sequence and the rates of
departure between them, the total time spent in the stages can assume a variety of

distributions.

The approach that combine the inclusion supplementary variable method and the method
of stages was developed in the previous chapter to solve the problem of time-dependent
both system failure and repair rates. This chapter discusses a combination of parallel and
series stages to represent a more general and flexible distribution for human error being
considered. The inclusion supplementary variable method is still used to deal with the

non-exponential failed system repair times.

4.1. The Description of Human Error Rate

We consider two series stages in parallel to represent human error distribution as shown

in Figure 4-1.
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Figure 4-1 State space diagram for human error rate
represented by two series stages in parallel

The associated equations with Figure 4-1 are

dP
—c%‘(t_). = = Ao Py (£) = 0,440 Py (£)

i}’[(_t) = @A Fo () — An B (1)
dt

E’.}ﬁg.). = wzﬂ'hopo (t)- A-;,sz "
dt

dP

T;‘@_ = Ay PO+ A2 Py (1)

At t=0, Py(0)=1 and P(0) = P»(0) = P5(0) = 0.

(4-1)

(42)

(4-3)

(4-4)
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Where o; and w; are the probabilities of beginning on the ith stage, the life thereafter
consisting of a single stage, that, only a single stage is used in any one realization of time

and we have the following relationship:
@+, =1 (4-5)

Solving Equations (4-1)-(4-4) we get the Laplace transform of the stage combination

(from state 0 to state 3)

R(S) = 1 + wlj'ho + mz’lho ‘ (4-6)
s+ 1110 (S + 21:0)('5‘ + A’hl) (S + AI:O)(S + A‘PIZ)

The reliability of the stage combination can be obtained by inverting Equation (4-6)

R(1) = exp(~Ayof) =222 {exp(~1,t)  exp(- )]
Ao = 4
ﬂh 0 il (4_7)
@y Mg
——2 0 texp(=A,,t )} - expl—A,,¢
11:0‘41:2[ ( 0) ( ’2)]
The probability density function of the given stage combination is
dR(t)
f=——=
f( &
= Do [exp—ygt) - expl=y)] (+8)
1T Mho
@y Aol
Z-f"_iﬁ[exp(—z,,or)—exp(—-z,.m]

Thus, human error density function (the equivalent transfer rate from state 0 to state 3) is

_ L0 -
A"(t)_R(:) (4-9)

There are four independent parameters, Ang, Ani, A2, and @i, in the human error density

function we can evaluate to match a particular distribution being modeled.
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Figure 4-2 shows the time-dependent human error rate, An(t), for different values of
parameters. When Ano>>An; and Ang>>An2, An(t) is illustrated as plots 3 and 4, that is, An(t)

decrease with time.

4.2. General Standby System

4.2.1. Description of the System
Using a combination of two series stages in parallel to represent general human error time
distribution, for general standby system with both time-dependent human error rate and

failed system repair rate, we have the system state-space diagram as shown in Figure 4-3.

The differential equations associated with Figure 4-3 is:

dP ! manel
;r( ) ~(ry + A + Oy + @A) Py () + 1 A (1) + Z J.OPj(x,I)ﬂj(x)dx (4-10)
Jamn
dP.(t
‘;[( ) = rOPO(I)—(,u] +1 +/L_-1 + aJ,ﬂm + an/l,,,)P, {3} +ﬂ2P2(t) (4_11 )
dP,(t )
c;,( ) =r P (= (g +r+ 2, +o 4, + @4, )P () + 0 P (1) (4-12)
(fori=2,3, ..., m+n-2)
APy ipa (1)
d[ ' = rm+"‘2P"’+"'2 (t) - (Jum*n-l + Foren-1 + j'c(mm-l) ( 4-13 )
+a)127'(m+ﬂ-|) + w’lA'I:(m+n-l))Pm+n_| (t)
P (x,1) &P/ (x,1)
Fraahi e A (414)

(for j = m+n, m+n+1, m+n+2)
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de+n+ (t) oy g
—-%:ml Zo%'f}:)f(r)_lprnwntzm)(r) (4'15 )
de+n+ ( ) m+n-1
d-‘:a) = C’)-, ZA’" (t) /LIJB m+n+2(8)(’) ( 4-16 )
iaQ

The associated boundary conditions are as follows:

m+n (0 t) m-m-l m+n-l (I) ( 4-17 )
m+n=1
P (0:0)= 324 P (1) (4-18)
i={)
rn+n+2 (O '.) ;i'hA mren+d( A) (t) +4 IrB mn+2(B) (‘() ( 4-19 )

At time t=0, Po(0)=1, and all other initial state probabilities are equal to zero.

4.2.2 Steady State Availability Analysis

As time approaches infinity, Equations (4-10) - (4-16) reduce to following Equations:

m+n+2
ayP,~ P =Y J’P (), (x)adx (4-20)
Jemen
nPy—a P + P, =0 (4-21)
hP —a,Py+ P =0 (4-22)
tabiy—a P +p, P, =0 (4-23)

(i=2,3,..,mtn-2)

P, ., =0 (4-24)

m+n=|

P

men=2

r, -da

men=2 ren=i
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aP, (x)

dx

=—p,; (WP, () (4-25)

(j = m+n, m+n+1, m+n+2)

min=1
0y Z)\'MP A‘M mena2ld) T =0 ( 4-26 )
i=0
i1
w, z}\'k:'Pr' — Mg Priniairy = 0 (4-27)
=0
where

@, =1+ by hy T
(fori=0,1,2,3, ..., m+n-1, and assuming po=0)

Similarly, the boundary conditions become:

Pm+n (0) = rm+n-—le+n-l ( 4'28 )
man=1

m+n+l ) = zka‘Pf (4“29 )

m+n+?. (0) }“M m+n4+214) + )'hBPm+n+2(B) ( ‘4"30 )

Substituting Equations (4-28)-(4-30) in Equation (2-20), we obtain the steady state

probabilities for state m+n, m+n+1, and m+n+2:

Pm+n m+n—1Pm+n—lEm+n [ ] ( 4'31 )
man=1

m+r:+1 Z A’cJPEm+n+l [x] ( 4'32 )

m+n+2 [A’ min+2(A) + A‘hB +n+2(B)Fm+n+2[x] ( 4-33 )

228



The mean time to system repair, E ., [x], Epni{x], and Eq,n.alx], are still given by

Equation (2-24).

Solving the set of Equations (4-21) - (4-24), (4-26), (4-27) and (4-31) - (4-33), together
with:

mtn+2

ZP; + Ppinizay T Prranvaimy =1 (4-34)

i=0

we can obtain steady state probabilities, Py, Py, Py, ..., Prsns Prsnsts Pment2r Pmans2(ay and

Pm+n+2(B)'
Thus, the steady state availability of the system is

mn-1

AVss = Zpr + Pm+n+2(A) + Pm+n-+2(3) ( 4-35 )

=0
Similarly, the steady state unavailability of the system is given by

A Vss = Pm+n + Pm+n+1 + Pm+n+2 ( 4-36 )

4.2.3. Time-Dependent Availability Analysis

Using Laplace transform technique and the initial conditions in Equations (4-10) - (4-

16), we get
min+? o
sP,(s) =1-a,P (s} + B (s) + Y IOPj (x,8)p, (x)dx (4-37)
J=m+n
(s+a,}P, (s) 1, Py (5) - W, Py (s) = 0 (4-38)
(fori =1, 2, 3, ..., m+n-2)
('g + am+n-1)Pm+n-l (S) - rm+n-2Pm+n-z (S) = 0 ( 4'39 )
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P, (x,5)

o +5 P (x,8)+ p,(x)P,(x,5)=0 (4-40)

(forj = m+n, m+n+1, m+n+2)

m+n=|

(s+ %M)Pmmq-zu) (s)— oy Zjﬁr'])l (s)=0 (4-41)

ial

m+n-1

(.S' + A1rﬁ)Pm+n+2(B') (S) - wz Z l,"»Pf (S) = 0 ( 4-42 )

f=0

and the boundary conditions:

Pon(0:8) = 1 Pyt (8) (4-43)
m+n-1
Pm+n+l(O!S) = Z/?.C,-P,(S) ( 4'44)
i=l
Pm+n+2 (03 S) = AMPma—m-Z(A) (S) + j'hﬂ'Pmmd(.B) (S) ( 4-45 )

Substituting the boundary conditions in Equation (2-35) and (2-36), we have:

Prn+n (S) = rm-q-n-IPmm-] (S)'I“-.h'g"52 ( 4'46 )
A
m+n-| 1-N i
P (s) = ZM@)——";M (4-47)
=)
1-N
Pt (5)= [ Prcr i 5)+ A Prspy )] zzzaC) (4-48)

The Laplace transform of state probabilities, Py(s), Pi(s), ..., Pra(S), Pmsn+1(8), Prsns2(8),
Pane2(a)(s) and Prnsas), Were obtained by solving Equations (4-38), (4-39), (4-41), (4-
42), (4-46) - (4-48) and the following equation:

m+n+2 I

Z 1)1 (S) + ‘Pm+n+2(4) (S) + Pm+n+2(8) (S) = ; ( 4-49 )
ful

230



The Laplace transform of the system availability is

mn=|

AV(S) = z ‘PJ (S) + ‘Pm+n+2(.-!)(s) + Pmmd-!(li)(s) ( 4-50 )
=0

Substituting the Laplace transform of Ni(x) for different repair time distributions in
Equation (4-50) and taking the inverse Laplace transform of the resulting equation, we get

the following time-dependent system availability:

men=|

A V(t) = Z ‘Pf (t) + Pm+n+2(.-{) (t) + Pm+n+2(8) (t) ( 4'51 )

i=0

4.2.4. System Reliability and MTTF With and Without Repair
Setting pm+n{X) = Umn+1(X) = Mmene2(X) = 0 in Figure 4-3, the system of differential

equations becomes

il’%="'aopo('r)"‘:"‘up’l(f) (4-52)
d’;f” PO =4, PO+ 11, P (1) (4-53)

(fori=1,2,3,.., m+n-2)

;; NG = VsnzPman-2 (0 = Oy Pyt (1) (4-54)

T e ) (55

"”"*' (r) NN 0 (4-56)
i=l)

de+n+2M)( ) = @), m*i"hﬁ‘ (t) - j‘kAPm+n+2(A)(t) (4-57)

i=0
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dP t mn=i
—lﬂﬂiLwa24ﬁuy%yLMmm (4-58)

a &
de+n+ !
_drig_) = j‘MPm-m-rZ(A) (t) + j'hﬂ Pm+n+2(8) (t) ( 4-59 )

Attime t=0, Po(0) = 1, and Pi(0) =0, fori =1, 2, ..., m+n+2, m+n+2(4) and m+n+2(B).

Using Laplace transform in Equations (4-52) - (4-59} and solving the resulting set of

Equations. we get the Laplace transform of state probabilities, Po(s), Pi(8), ..., Pmn+2(S),

Pien+2(a)(s) and Prmsn+a(p).

Thus, the Laplace transform of the system reliability with repair is:

m+n-|

R($)= D P(8)+ Pty () + Prynazsy () (4-60)

f=0

The time-dependent system reliability with repair may be obtained by inverting above

Equation:

m+n=1
R(t) = L-i[R(S)] = L‘l[ Z P,(S) + Pm+n+2(A) (S) + Pm+n+2(8) (S):I ( 4'61 )

f=0

The system mean time to failure (MTTF) with repair is given by:
. m;n-l
MTTF = Isl_l;%[ Z Pf (S) + Pm+n+2(A)(s) + Pm+n+2(8)(s)] ( 4-62 )
i=0
The system variance of time to failure with repair is expressed by:
ol =-2 Isl_l"l;l R'(s) - (MTTFY? (4-63)

Setting 1= 12 = ... = Umen-t = 0 in Figure 4-3 and in Equations (4-61) - (4-63), we get the
system reliability, MTTF and the system variance of time to failure without repair,

respectively.
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4.3. Special Cases of Standby Systems With
General Human Errors and System Repair Time

Distributions

4.3.1. One Unit Active and One Unit on Standby System

Form =1 and n = 1 in Figure 4-3, the system of differential equations associated with the

model can be written as follows:

d};(t) = —ayPy(0)+ RO+ X [P (x.0m (x)ee (464
J=2
dh\(?) =r,P(t)—a P (1) (4-65)
dt
P (xs t) &P (x, t)
jar + i;x =-Auj(x)Pj(x9t) (4-66)
(=2, 3, 4)
i{aﬁ(—“l= w'[l"opf}(t)+;‘1:|P1(t)]_’11mpa,:(t) (4-67)
dP;,; o _ 03[ APy (1) + AP (8)] = 2y Pay (8) (4-68)

The associated boundary conditions are as follows:

B (0,6)=nA (1) (4-69)
P,(0,6) = Ag Po(t) + Ay By (1) (4-70)
Py(0,6) = Ay Py (1) + Ay Py (1) (4-71)
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Attime ¢ = 0, P,(0} = 1, and all other initial state probabilities are equal to zero.
Steady State Availability Analysis

As t approaches infinity, from Equations (4-64) - (4-71), we have:

Py~ P, = 3, P, )
< .
r,P,—a,P, =0 (4-73)
) P (4.74)
(=234
0, (o Py + AP) = Ay Py =0 (4-75)
@, (oPy + haPy) = MaPip =0 (4-76)

The boundary conditions become:

P,(0) =rF, (4-77)
P,(0) =A P, + My P, (4-78)
P(0) =\ P, + APy (4-79)

Substituting Equations (4-77) - (4-79) in Equation (2-20}, for j =2, 3, 4, we have:

P, =nPRE,lx] (4-80)
P=(\ o Fy +A LB )E;[x] (4-81)
F = (AMRM + }’hsPan)E.t[x] (4-82)
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Solving the set of Equations (4-73), (4-75), (4-76), (4-80) - (4-82), together with

4
ZR"*‘P‘M'*'PM =1
rd

The steady state probabilities are:

p b LD A Mg
° BC{)
_ B UMb
! BC (L))
= B, (LA A 5 E,x]
2 BC(1,1)
. by (LD A pp Eslx)
3 BC{1)
p b (LDA, A 5E x]
4 BC(1,1)
_ Orhygh, (L)
“4 Bcay
p _ Oghyb )
B BCU
where:

BC (LD = A by - BALY +bel(L)

The steady state availability of the system is:

AV () =P, + P, +P +P,
_ be2(LD) +bel(L)
BCWY

(4-83)

(4-84)

(4-85)

(4-86)

(4-87)

(4-88)

(4-89)

(4-90)

(4-91)
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where:

Bel(11) = {0, A, + 0php )5, A1)

be2(L1) = hyydyg D.5; (1Y)
f=0

The steady state unavailability of the system is:

UAV (L} =P+ F+F,

4
> b, ADE, kA s (4-92)

=2

BC(1,1)
Special cases of steady state availability

Case |

for the Gamma repair time distribution, the steady state availability is:

AV, () = : bel(l,]) ;i-bc 2(1,1) (4.93)
Matig [Z b, (L1) + ij(l.l) ﬁ.ljjl + bel(11)
i=0 2
Case ll
For the Weibull repair time distribution, the steady state availability is:
AV, (D) = 1 bclgl,l) +bc2(1,1) (4.94)
Mg [Zb.- LD+ 5, ADTQ+1/pB )] +bcl(1,1)
=0 J=2
Case Il

If the system repair time is the Rayleigh distribution the steady state availability is:
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bel(LY) + be2(L])
| 4
s {Z bAD+Y b 5 /yj} + bel(LD)
F2

=0

AV, (L) = {4-95)

Case IV

If the system repair time is the lognermal distribution the steady state availability is:

AV (0D = 1 bfl(l,l) +be2(L]) (4:96)
PV [Z b, (L) + b1 exp(y,+ 072 /2) |+ bel(L)
fe=0 P2

Time-Dependent Availability Analysis

By using Laplace transform and the initial conditions in Equations (4-64) - (4-71), we

have:
$Py(s) = 1= ayPy(s) + 4P () + ZJP (o) ()l (4-97)
(54 @)P () =1 Po(9) =0 e
ii%;ﬂ)-+spj(x,s)+yj(x)f>,(x,s)=o (4-99)
(forj =23, 4)
5+ AP = 0T AR =0 (4-100)
(S+/T.,,B)P4B(S)—WZIZZ,,,P,(S)= 0 (4-101)

i=0
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and the boundary conditions:
P (0,5)=r P(s)

PB (O!S) = ’a'cOPO (S) + ;,'clPl (S)

Po(0,5) = APy () + Ay Py )

Substituting the boundary conditions in Equation (2-36), we have:

Py(s)=nf(s)

1-N,(s)
5

1-N,(s)

Pa(S) =[ACQP0(S)+A‘CIPI(S)] 5

P(s)= [A-IAPrM ($)+ ’148P48(S)]%('S_)

(4-102)
(4-103)

(4-104)

(4-105)

(4-106)

(4-107)

The Laplace transform of state probabilities, Po(s), P1(s), ..., Pa(s), Psa(s) and Pag(s), are
obtained by solving Equations (4-98), (4-100), (4-101), (4-105) - (4-107) together with

S5+ Puy(s)+ Prals) = -

=0 5
and the Laplace transform of state probabilities of the system is:

[S + bD (1’1)](‘5‘ + A’M )(S + j’hﬂ)
ccq,)

Fy(s)=

by (L)(s + 4,,,)(s + A1p)
CC(,])

F(s)=

Py () < 220+ A4 )+ g 1= N, ()]
? 5-CC(L])
_ [ s+ B, (DN + A )5 + A )1~ N, (5)]
s-CC(L])

Pi(s)

(4-108)

(4-109)

(4-110)

(4-111)

(4-112)
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[Ang * s + b, (L] [(wlﬂhd + @A) 5+ Ay Ay ][l - N, (s)]

Py(s) = s-CC(L) (411
_ a)[ [/1;,0 + 5+ b4 (131)](8 + ;{'hB) -
PM (S) = CC(].,].) (4 I 14 }
-s+b,(11 het
P ()= (Ao sgcd(i 1))](s+/1. ) (4-115)
where

CC)) = ccl(Ll) + ce2(L)) - s +cc3(L)) - s* +ccd(ll)-s” +5°

cel(l) = A, 4, - cal(ll)

cc2(LD) = A, ib LD[1 = ()] + b, A1 - o4V, (s))}

Li=2

" 3
2| b, AD[1= N, (9] + b, LD - @,V (s))} + Ay gy - ca2(L])

| =2

ce3(l) = A, ib,. (L) + A [l = N3 ()] + A [1 - 0, N, (s)]:|

L i=0

+A,, ib, L) + A [1= Ny (9)] + A [l - @ N, (s)]}
L i=d

+ Ay g + ib ALD[1= N (9)]+ 5,0

J=2
i
ccA(L,]) = Ay, + g + Ag + 2B, (L1) + A [1- N (9)]
=

The Laplace transform of the system availability is :
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AV(s)= By(s)+ P (s} + P (8)+ P, . (5)
[.S'-I-Zb(ll):l (5+ 4 ) (5 + Zug )+ (Ao - 5 + b, (L)) [@1 (5 + A ) + @, (5 + A,,)]
B CCly

(4-116)

Substituting the Laplace transform of pdf of system repair time distribution, Ni(s) for j =
2, 3, 4, in the above equation and taking the inverse Laplace transform of the resulting

equation, we get the time-dependent system availability:

AV(t) = Py () + P()+ P, (1) + P, (D) (4-117)

Reliability and MTTF With and Without Repair

Setting pa(x) = p3(x) = we(x) = 0 in the model, the system of differential equations

becomes:

%,(“Q ==a,Fo (1) + thp, (1) (4-118)

B _ o1y - a, By (1) (4119)
ar

dP,(f)
G (4-120)

an() _ = 2, Py (1) + A, P(1) (a121)
ar

dP:;r(f) @[ Ao Py (1) + A P, (r)] Ay Py () (4-122)

dP:;(t) = @y[A0 P () + 4, (0] = AaPes (8) (4-124)
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dapP
—dﬁgt_)=’1h.-lP4A(t)+i:’rBP48(t) (4'125)

At time t=0, Po(0) =1, and Pi(0) =0, fori =1, 2, 3, 4, 4A and 4B

Using Laplace transform in Equations (4-118) - (4-124) and solving the resuiting set of

Equations. we have the Laplace transform of the state probabilities, and the Laplace

transform of the system reliability with repair:

_statn o [Ahos +b,(11)] Lo [Ao8 +b,(LD)]
" DAQLY) T (5=Ay) DAQLY " (s- Ay)- DAQ)

R(s) (4-125)

The system reliability with repair can be obtained by inverting Equation (4-125).
The system mean time to failure (MTTF) with repair is given by:

be2(L1) - bel(L]) (4-126)
Auas - dal(L])

MTTF = lim R(s) =

The system variance of time to failure with repair is:

ct=-2 lim R'(s) - (MTTF)?
_ [be1(.)) - be2@D)][Be2(L1) + 24,4, - dal(L1) - bei(L,D)] (4-127)
[Auya - dal D]’

When p) = 0 in Equations (4-125) - (4-127), we get the system reliability, MTTF and the
system variance of time to failure without repair for the one unit active and one unit on

standby system with general human error rates and system repair rates, respectively.
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4.3.2. Two Units Active and One Unit on Standby System

Form =2 and n =1 in Figure 4-3, the system of differential equations associated with the

model is:
d’:;r(’) =-a,P, (r)+p]P(t)+§_[ P, (x, 1), (x)dx (4-128)
B0 - b 0-a B0+ 12,0 (4-129)
dp () _ RP.(0) - a,P, (1) (4-130)
dt
apg:) ﬁP;x 0 _ ()P, (%,0) (4-131)

(forj=34175)

£.0 03 AP ()= AP (1) (4-132)
B0 - 0,3 4,8,0)- 2 Py 1) (4133)
i=()

The boundary conditions are:

P0,)= rP, (1) (4-134)
PO.0=3 4P (4-135)
Ps(osf)=’1MP54(0+;%BP55(0 (4'136)

Attime t =0, Po(0) = 1, and all other initial state probabilities are equal to zero.
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Steady State Availability Analysis

For m = 2 and n = 1, we have the following steady state probabilities:

XA
0 BC(2))
p b @A A
! BC(21)
P = b, QDM M
2 BC(21)
P b, 20N A Eslx]
: BC(2,1)
= b2, M E,[x]
4 BC(2,))
P B 2D s Eslx]
5 BC(21)
P = O, Aysb5 (2,1)
M BC@))
_ Oyhybs 21
B BC2))
where

BC(2)) = A, Ay - BARYD +bc1(2,)
bel(21) = b, 20 [0, M5 + 00,0, ]

The steady state availability of the system is:

(4-137)

(4-138)

(4-139)

(4-140)

(4-141)

(4-142)

(4-143)

(4-144)
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AV @) =P+ +P+ P, +Py
_ bel(2,]) +bc2(2)) (4-145)
T BC@2)

where
2
Be2(21) = hydyg 2. (21)
i=0

The steady state unavailability of the system is:

UAV, 1) =R +FP +F
5
Mushs 2,0, 21E [x] (4-146)

j=3

BC(2))

Special cases of steady state availability

Case

For the Gamma repair time distribution the steady state availability is:

bel(2,) +5c2(2)) (4-147)

AV, @) = :
[Zb,- @D +>5,CNB/u, ])»MAM, +bcl(2)
i=0 =3

If B is an integer, the Equation (4-147 ) is the steady state availability for the Special
Erlangian distribution and When 8 = 1, it is the steady state availability for the

exponential distribution.
Casell

For the Weibull repair time distribution, the steady state availability is:
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bel(2,0) + be2(21)
2
[Z b2+ Zs: b, QDT+ B/ u, JAM Ay +bel(2,])

=) 4=3

AV (2= (4-148)

When § = 1, the Weibull distribution represents an exponential distribution.

Case Il

If the system repair time is Rayleigh distribution, the steady state availability is:

AV, @)= : bel(2,]) + be2(2))) (4-149)
[Zb,- @D+ 30,0 7/2 /11, |4y + b))
i=0 J=3

Case IV
If the system repair time is the lognormal distribution, the system steady state availability
is:

: __bel(2) +be2(2,) (4-150)
{Z b, 2D+ b, (2 exp(y, + o /2)}1,1,, A +bel(2)])

im0 im3 *

AV, (20 =
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Numerical examples of steady state availability

Setting the same data as that in the numerical examples of steady state availability of
Section 2.2.2 and the parameters, Ang, Ant, and Ay, very large values, for different values
of Ana and oy, Figure 4-4 shows the system steady state availability as a function of

human error rate parameter, Ans, when the system repair time is the Gamma distribution.

Similarly, Figure 4-5 sketches the system steady-state availability against human error

rate parameter, Ayg, when the system repair time distribution is the Weibull.

Figure 4-6 illustrates the variation of the steady-state availability with human error rate
parameters, Ana, Ay and @) , when the repair time is lognormat distribution and

#y=1.001, g, = 4, =1.0009, 0, =0, =0, =0

The comparison of the steady-state availability for different repair time distributions, such
as exponential distribution, Gamma distribution, Weibull distribution and lognormal

distribution, and setting the same data as that above, is shown in Figure 4-7.

Time-Dependent Availability Analysis

The Laplace transform of state probabilities for this model is given by:

Pos)= [6,(2.) +(a, +a3():.s'c :;H(sum)(su,,s) (4150
p(s)=Lb (2,1)+r0::]g-( ;#)(sw) (4-152)
Py(s) = (”’1’“)6(,"0:2,1';)”2(2’1) (4-153)
LAl o
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System Steady State Availability
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Figure 4-5 System steady state availability for (2,1) standby system with general
human error rates and the Weibull (B = 2) distributed failed system repair times
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P(s) (5+ A ) (5 + A ) 1= No(9)][B QD + e -5+ Ag - 57

s-CCQD)

[1- ¥,()][be2(21) + (I(21) + bel(21)) -5 + Ay - 57

Fs)= 5s-CC20)

b (5) = A A JB D+ IH2D s+ A ]

CC(2.])

@5+ A BN + IR 5+ Ay - 57
Pi(s)= cce)
where

(4-155)

(4-156)

(4-157)

(4-158)

CC)) = ccl2) +cc2(2,)) - s +cc3(21) - 57 +ccd(2)) - 8° +ce5(2))-5* +5°

cAl(2)) = Ay - cal(2)

cc2(2)) = Ay, 24;[1 =N, (5)], 2D + b 2D(1 -V, (s))]

L /=3

=3

cc3(2D) = A, ib, Q1)+ eI (1= N, () + h21(1 - o N, (s)):l

L im0

L in0

+ib  @D(1= N (5)) + by (20) + Ay - ca3(2])

J=3
ccd(2]) = Ay[a +ay + 1y + Ag(1= N () + Ao (1~ & N, )]
+Ayg [a, +ay + 1y + Ao{l= N () + Aol - 2N, ()]

+§2: By (2) + I~ N, () + Ay gy + 1H2D)

I=0

+hp i b, (2D + 1)1 N, () + Ih(2,)(1 - @, N (s))il

+A4g i[l =N (9)]b,(21) + by (211 - @, N, (s))] + A Ay r€a2(2)))
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ccS(2) =a, +ay +ry+ Ao (1= Ny(8))+ Ao + Ay + Ag

The Laplace transform of the system availability is :

-

AV(5)= Py(5)+ B(5)+ Py(s) + Pyy(5) + Prp (5)

(s+4,)(s+ A,,E)[Zz: B,(2,1) +10(2,1) -5 + sz]

=)

ccE
. [(s+ Ay ) + @5+ 4,)][Bs Q1) + 1A QD) - 5+ Ayg - 5%
cc2))

(4-159)

Substituting the Laplace transform of pdf of system repair distribution, N3(s), Na(s), and
Ns(s), in the above Equation, and taking the inverse Laplace transform of the resulting

equations, we can get the time-dependent system availability.
AV = Py () + P(1)+ Py () + P, , () + Py (5) (4-160)

Setting the same data as that in the numerical examples of steady-state availability, for the
different values of the human error rate parameters, ©i, Ano, Ana and Aug, the time-
dependent availability, when the system repair times are exponential distributions and the

Gamma distributions (p = 2), are shown in Figure 4-8 and Figure 4-9, respectively.

Reliability and MTTF With and Without Repair
Setting p3(x) = pa(x) = ps(x) = 0 in the model, the Laplace transform of the system

reliability with repair is:

2
. éb, @5 +102) s +5 Lo [By@1) +h(21) -5+ Ay -]
DB (S + }“M)' DB(2,]) (4-161)
@,[by(2.1) + 1) -5 + Ay - 57
' (s+4,)- DB(2)))

The system mean time to failure (MTTF) with repair is given by:

252



System Availability

1 05 005 0005 00008
02l 2 o5 002 0002 0.0025
3 041 100 0.2 0.0002
04l 4 od 100 002  0.0004
0.0 - - . - ' '
0 200 400 600 800 1000

Time, t

Figure 4-8 Time-dependent system availability plots for (2,1) standby system with general
human error rates and the exponentially distributed system repair times

253




System Availability

0.2

0.1

0.0

1 05 005 0005 0.0008 2
2 05 002 0002 00025
3 01 100 002 00002
4 01 100 002 00004
200 400 600 800
Time, t

Figure 4-9  Time-dependent system availability plots for (2,1) standby system with general
human error rates and the Gamma (B=2) distributed system repair times
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ib,. X))

MTTF = llm .R(S) =1=0 + wl 'bs (2’1) + C’Jg 'bs (2,1)
530 dbl(2,l) A’M . dbl(?_,l) /Ihﬂ ] de(?.,I)

(4-162)

The variance of time to failure with repair of the system is expressed by:
gl=-2 Iino1 R'(5) — (MTTF)?
§=

2
b, (2) - db2(2,0)
a, +a, +r, _Zo /(20)- b ’+ o - h2)) | @, -Ih(2)

dbl(2,]) [a12,n] A, dbl(2Y)  Z,dbl(2])

+2[ @,b; 2.)[dBI(2,)) + 4,,db2(2,])] L @b (2,D[db1(2.1) + A,,db2(2,))] (4-163)

[4..a012.1)]° [Asdb12.]

2
5,20 o b2 | @,-by(2])

_| =0

abi2l) A4,dbl21) A,,dbl(2))

Setting the same data as that in the numerical examples of steady-state availability in

Equation (4-161) and taking invesse Laplace transform, for the different values of

the

human error rate parameters, o, lﬁo, Ana and Apg, the plots of the system reliability with

repair are shown in Figure 4-10. The plots of MTTF with repair are given in Figure 4-11.

When pi = 2 = 0 in Equations (4-161) - (4-163), we can get the system reliability,

MTTF and the variance of time to failure of the system without repair, respectively.
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Figure 4-10  System reliability with repair plots for (2,1) standby
system with general human error rates

256



10000

-
) 8000 Ay = 0.01, 0, = 0.1
5 \\ —— = Aa=0.02,0,=015
& A\
S — "= Ap=0.03, 0,025
= 6000 |- \\
@
£ ‘
[t
e
(1]
2 4000 |
=
2
2
73]

2000 |-

0 ] [l 1 1
0.0001 0.0002 0.0003 0.0004 0.0005

Human Error Rate Parameter, A5

Figure 4-11  System mean time to failure with repair for (2,1) standby

system with general human error rates
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4.4 K-out-of-n System

4.4.1 Description of the System

Similar to the standby system, the time-dependent human error in k-out-of-n system is
represented by a combination of two series stages in parallel. The inclusion
supplementary variable method is used to deal with the non-exponential failed system
repair times. The state space diagram for k-out-of-n unit system with general human error
and general failed system repair distributions is shown in Figure 4-12. It is similar to that

of standby system (Figure 4-3), but the division of system working or failure states is

different.

Hrger(%)

n-k+2

Baue2(%)
Aeind

Mo &
0 1 Ha n iy Be Box m n-k+1
% orhng
. ‘ 0 Ayna)

“n-ko:l(x)

n-k+3

Figurc 4-12  The state transition diagram of k-out-of-n system with critical human error state
represented by two series stages in parailel and general system repair rates
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The corresponding differential equations for the model described in F igure 4-12 are:

n=k+3
dl:?:(t)= R IAO D MR VACYITNES
Jn=k+|
d};t(t) R B (1) = (n + Ay + Ay + )P (1) + 4, Py (1)
d}:;t(t)z nBy-(n+ 4, + A + 11, P (1 41, Po (1
dP, (¢
df() tia l-l (:) a; (t)+}uf+l i+] (t)

(fori=0,1,2,3,..., n-k-1)

-k(t)

d rr-k-] n=k=1 (!)_ an-k n=k (I:

P, (x, t) P, (x,1)
ot ax

=~ (X)P,(x,1)

(for j = n-k+1, n-k+2, n-k+3)

dP,,_ )
& srA) = G’IZ AP ()~ A, P n-ks3ay (1)

{20

dPn_ . (t) n—k

Et0D) - 0,3 3y PO By o0
i=0

The associated boundary conditions are as follows:

Pn-kﬂ (0! t)= rn-k Pn-k (r:

n=k

P2 (0,8) = Z’lcfpf(t)

i=0
Pn-k+3 (0, t) = ’{I:APn-k-vJ(A) "+ ’7115Pn-k+3(a) ()

where

(4-164)

(4-165)

(4-166)

(4-167)

(4-168)

(4-169)

(4-170)

4-171)

(4-172)

(4-173)

(4-174)
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r=kA+(n—k-i)A,

a,=r +’lm‘ +'{c1‘ + 4
(fori=0,1,2,...,nk)
and

o+, =1
At time t=0, Po(0)=1, and all other initial state probabilities are equal to zero.
44.2 K-out-of-n (n-k=1) System

For k-out-of-n (n-k=1) system with both time-dependent human error rate and failed
system repair rate, the analysis is similar to the model of one unit active and one on
standby system discussed in Section 4.3.1. Using the same method and procedure as that
of standby system, we can get the system steady-state availability, Laplace transform of
system availability, Laplace transform of system reliability and system MTTF expressed

by Equations (4-91), (4-116), (4-125) and (4-126), respectively.

Sefting
A=0.0002/hr A, =0.00002/ hr w=0.001/hr
Aco = 0.00005/ hr A, =0.00005/ hr A, =0.0001/ Ar

in Equation (4-91), for exponential, Gamma (p = 3), and Weibuil (B = 2) distributed
failed system repair times, the plots of system steady-state availability as a function of
human error rate parameter, Ayp, are shown in Figures 4-13, 4-14 and 4-15, respectively,
for specified values of parameters A Ano, 01, and

#, =0.001/ hr, u, = u, =0.0009/ hr, if applicable.

Figure 4-16 provides the results of the system steady state availability as a function of
human error rate parameter, Ayp, for specified values of parameters Ana, Ang, @3, for
lognormaily distributed failed system repair times
(4 =1001/ hry pay = 4, =1.0009/ hr, o, =0, =0, =0=03)
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Substituting the Laplace transforms of the pdf of the system repair times Na(s), Nj(s) and
N4(s) in Equation (4-116) and then substituting ro, r;, and the same applicable data of the
earlier system steady state availability numerical examples into the resulting expression

(also setting y, =0.001/ hr, yy = 11, = 0.0009 / hr and taking inverse Laplace transform),

we get the system time-dependent availability.

For 3-out-of-4 system with Gamma (8=2) distributed failed system repair times and

An0=0.001/hr, Ana=0.005/hr, Ang=0.0002/hr, and ©,=0.75 we get

AV/(t) = 0.493602 - 0.208574/exp(0.005054 t) + 0.08122/exp(0.002418 )
- 0.076633/exp(0.000278 t) -(0.006481 sin(0.0000472 1))/exp(0.000963 1)
- 0.0002936 ((cos(0.0000472 £))/exp(0.000963 t)
- (20.39 sin(0.0000472 t))/exp(0.000963 1))
+ (1.2506 sin(0.0008156 t))/exp(0.001371 t)
+0.710678 ((c0s(0.0008156 t))/exp(0.001371 1)
- (1.681543 5in(0.0008156 t))/exp(0.001371 £) ) (4-175)

The plots of the time-dependent system availability of 2-out-of-3 system with
exponentially distributed failed system repair times for specified human eror rate

parameters, Ana, Ans, Ano, and o1, are shown in Figure 4-17.

For specified values of human error rate parameters, ina, Aus, Ano, and wi, the system
time-dependent availability plots of 3-out-of-4 system with Gamma (f=2) distributed

failed system repair times are shown in Figure 4-18.

For specified values of human error rate parameters, Ay2=0.005/hr, Anp=0.0002/hr,

An0=0.001/hr, and ©,=0.75, system reliability with repair for 2-out-of-3 system is given by

R(t) = 0.205374/exp(0.002159 t) + 0.743171/exp(0.0008607 t)
+0.268829/exp(0.0002 1) -0.217374/exp(0.005 t) (4-176)
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The plots of the system reliability with repair for specified values of human error

parameters for k-out-of-n (n-k=1) system are shown in Figure 4-19.

The system mean time to failure (MTTF) with repair is given by

MTTF = [0.00115 Aea Mg + Apa AuaTo + A Ana Ty + 0.00115 A Apo @,
+0.0001 AuaTo @, + Ang AsoT) @; + 0.00115 Apu Ao,
+0.0001 Apa Ty 0 + Apa Ao Ly @3] 7 [5.75 107 Ay Aus
+ 0.00115 Ay App Mg + 0.00015 A Ay 7o + 0.00005 Ay sy

+ ApaAng Ay 1y + AbaAnp I'ol'l]

4-177)

Figure 4-20 shows the plots of system mean time to failure with repair for k-out-of-n (n-

k=1) system for specified values of human errcr parameters.
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Figure 4-13  System steady state availability for k-out-of-n {n-k=1) system with general

human error rates and the exponentiaily distributed failed system repair times
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Figure 4-14  System steady state availability for k-out-of-n (n-k=1) system with general

human error rates and the Gamma (3=3) distributed failed system repair times
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Figure 4-15  System steady state availability for k-out-of-n (n-k=1) system with general

human error rates and the Weibull (3=2) distributed system repair times.
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Figure 4-16  System steady state availability for k-out-of-n (n-k=1) system with general

human error rates and the lognormally (6=0.3) distributed system repair times
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human error rates and the exponentially distributed system repair times
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Figure 4-18  Time-dependent system availability plots for 3-out-of-4 system with general

human error rates and the Gamma (B=2) distributed system repair times
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4.4.3 K-out-of-n (n-k=2) System

For k-out-of-n (n-k=2) system, it is similar to the model of two units active and one unit
on standby system. Using the same method and procedure as that of standby system, we
can get the system steady-state availability, Laplace transform of system availability,
Laplace transform of system reliability and system MTTF expressed by Equations (4-
145), (4-159), (4-161) and (4-162), respectively.

Setting

A=0.0002/hr A, =0.00002/ hr u =0.001/ hr
i, =0.001/hr A, =0.0001/ hr A, =0.0001/ hr
Ao = 0.00005/ Ar A, =0.00005/ hr A, =0.00005/ hr

in Equation (4-145), for exponential, Gamma ($ = 3), Weibull (8 = 2), and Rayleigh
distributed failed system repair times, the plots of system steady-state availability as a
function of human error rate parameter, A, are shown in Figures 4-21, 4-22, 4-23 and 4-
24, respectively, for specified wvalues of parameters Apa, Ams, ©;, and

4y =0.001/ hr, u, = s = 0.0009 / r, if applicable.

Figure 4-25 provides the results of the system steady state availability as a function of
human error rate parameter, Ang, for specified values of parameters Aya, Ang, ©i, for
lognormally distributed failed system repair times
(ty =100/ hry py = s, =1.0009/ hr, o, =0, =0,=0=03).

Substituting the Laplace transforms of the pdf of the system repair times N3(s), Na(s) and
N;s(s) in Equation (4-159) and then substituting o, 11, r> and the same applicable data of
the earlier system steady state availability numerical examples into the resulting
expression (also setting 4, = 0.001/ Ar, 4, = ; = 0.0009/ hr and taking inverse Laplace

transform), we get the system time-dependent availability.

For 2-out-of-4 system with Gamma (3=2) distributed failed system repair times and

Aho=0.001/hr, Ans=0.005/hr, Axp=0.0002/hr, and @,=0.75 we get
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AV(t) = 0.531291 - 0.195910/exp(0.005051 t) + 0.050284/exp(0.002369 )
- 0.004953/exp(0.001196 1) - 0.0651366/exp(0.000284 1)
+(0.009028 sin(0.000031 £))/exp(0.0009385 1)
+0.000318 [(cos(0.0000308 t))/exp(0.0009385 1)
- (30.43 sin(0.0000308 t))/exp(0.0009385 1)]
+(1.454378 sin(0.000685 t))/exp(0.0014168 t)
+0.685107 [(cos(0.000685 t))/exp(0.0014168 1)
- (2.067653 sin(0.000685 t))/exp(0.0014168 1)] (4-178)

For exponentially distributed failed system repair times, the plots of the time-dependent
system availability for specified values of human error rate parameters, Ana, Aug, Ao, and

), are shown in Figure 4-26.

For specified values of human error rate parameters, Ana, Ang, Ang, and o, the system
time-dependent availability plots of k-out-of-n (n-k=2) system with Gamma (B=2)
distributed failed system repair times are shown in Figure 4-27.

For specified values of human error rate parameters, Ana=0.005/hr, App=0.0002/hr,
Aro=0.001/hr, and ©,=0.75, system reliability with repair for 2-out-of-4 system is given by

R(t) = -0.2194964/exp(0.005 t) + 0.0660009/exp(0.00247287 1)
- 1657.81947/exp(0.00247279 1) + 1609.04382/exp(0.00247279 1)
+ 5.570955/exp(0.0015207 t) - 6.324713/exp(0.0015207 1)
+2.1464969/exp(0.0015207 t) + 2076.831374/exp(0.0006164 1)
+ 5406.85476/exp(0.0006164 t) + 0.3014627/exp(0.0002 1) 4-179)

The plots of the system reliability with repair for specified values of human error

parameters for k-out-of-n (n-k=2) system are shown in Figure 4-28.

Figure 4-29 shows the plots of system mean time to failure with repair as a function of

Ang for k-out-of-n (n-k=2) system for specified values of human error parameters.
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Figure 4-22  System steady state availability plots for k-out-of-n (n-k=2) system with general

human error rates and the Gamma (B=3) distributed system repair times
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Figure 4-23  System steady state availability plots for k-out-of-n (n-k=2) system with general

human error rates and the Weibull (B=2) distributed system repair times
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Figure 4-24  System steady state availability plots for k-out-of-n (n-k=2) system with general

human error rates and the Rayleigh distributed system repair times
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Figure 4-25  System steady state availability plots for k-out-of-n (n-k=2) system with general

human error rates and the lognormally (c=0.3) distributed system repair times
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Figure 4-26 Time-dependent system availability plots for k-out-of-n (n-k=2) system
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Figure 4-27 Time-dependent system availability plots for k-out-of-n (n-k=2) system with

general human error rates and the Gamma {=2) distributed system repair times
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Figure 4-29  System mean time to failure with repair for k-out-of-n (n-k=2)

system with general human error rates
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4.5 Summary

This Chapter presents various mathematical models for performing reliability and
availability analysis of standby systems and k-out-of-n systems with general human error

rates and arbitrarily distributed failed system repair times.

A combination of two series stages in parallel is used to represent human error
time distribution. There are four independent parameters, Ayg, Ay Az, and w,, in the
human error density function we can evaluate to match a particular distribution being

considered.

A general standby system and a general k-out-of-n system with both time-
dependent human error rate and failed system repair rate are discussed. The method of
linear ordinary differential equations is used to obtain the general expressions of the
system steady state availability for various types of failed system repair time
distributions. The method which combines the inclusion supplementary variables method
and the device of stages method is developed to perform time-dependent system

availability analysis.

The analyses performed in this Chapter indicate that the steady state system
availability, time-dependent system availability, system reliability and system mean time
to failure decrease with a increase of human error rates parameters. An observation of the
plots shows clearly that for standby redundant configuraiions, an increase in either the
number of standby units for a fixed number of active units or the number of active units
for a given number of standby units would improve system performance indices. For k-
out-of-n redundant configurations, an increase in the value of k, the least number of units
needed for system operation, for a given value of n, total number of units in the system,

(or for given value of n-k), would decrease system performance indices.
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Chapter 5

Discussion, Conclusions and Recommendations

5.1 Discussion

This study has presented a reliability and availability analysis of human-machine systems
with human errors and common-cause failures. The systems incorporate elements of
several commonly used redundant configurations: standby, k-out-of-n and majority
voting with imperfect voter. The analysis considers system with constant human error
rates, increasing human error rates and general human error rates, with arbitrarily
distributed failed system repair times. Generalized expressions for such relevant system
performance indices as the system reliability, steady state availability, time-dependent
system availability, mean time to failure and system variance of time to failure are
presented. The impact of human error, common-cause failure, failed system repair policy
and the elements of redundant configurations on the values of the afore-said system

performance indices is demonstrated by means of plots for the above configurations.

The steady state availability of repairable redundant systems appears to be one of
the index of system performance most concern. The general concept of the mean time to
system repair for generally distributed repair times and the method of linear ordinary
differential equations are introduced in this study. Using the linear ordinary differential
equations instead of complex partial differential equations and Laplace transforms, it is
much easier to obtain the general expressions of steady state system availability for
various types of failed system repair time distributions, such as the Gamma, Weibull,

exponential, Rayleigh and lognormal distributions.

With systems that are governed by the exponential distribution, the transition rate
from one state to another state of a system is constant and does not depend on how long
the system spends in a given state nor does it depend on how it arrived at a particular

state, This assumption leads to Markovian process. If the distribution is not exponential,
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then the process becomes non-Markovian. There are several techniques available for
solving this problem, one of which is known as the method of stages and another one is
the method of supplementary variables. In the method of stages, the non-exponential state
is divided into a number of sub-states called stages, these stages are traversed in a given
sequence, and all transfers between them are assumed to be made at constant rates.
Depending on the sequence and the rates of departure between them, the total time spent

in the stages can assume a variety of distributions.

The method which combines the inclusion supplementary variables technique and
the method of stages is developed in this study for the systems with both time-dependent
system failure rates and failed system repair rates. Generalized expressions for system
reliability, steady state system availability, time-dependent system availability, system

mean time to failure and system variance of time to failure are presented.

This study investigated not only the steady state availability, system reliability and
system mean time to failure but also the time-dependent system availability for Gamma
distributed failed system repair times whilst the human error rate assumed constant,
increasing or general. The research indicates that the systems performance indices
generally depend upon the system configuration, upon the distribution functions of failure

and repair times, and upon the maintenance policy.

The influence of human errors on the systems is clearly evident as one goes
through the various tables and plots. The general picture that emerges is that an increase
in the critical human error rate invariably reduces the steady state system availability,
time-dependent system availability, system reliability, and the system mean time to
failure. Generalization of the failed systems repair time distribution reveals that the
system performance indices are influenced by the systems repair time distributions. It is
clearly conclusive that the steady state system availability and time-dependent system
availability drop as the value of the Gamma shape parameter B increases for Gamma
distributed failed system repair times and those values increase as the value of Weibull

shape parameter B increases for Weibull distributed failed system repair times. This trend
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runs through the various special cases considered regardiess of the system configuration

and the type of failed system repair.

The infiuence of system configuration on system performance indices can be
observed by comparing the plots for various systems. For standby redundant
configurations, an increase in either the number of standby units for a fixed number of
active units or the number of active units for a given number of standby units would
improve system performance indices significantly. For k-out-of-n redundant
configurations, an increase in the value of k, the least number of units needed for system
operation, for a given value of n, total number of units in the system, (or for given value

of n-k), would decrease system performance indices.

5.2 Conclusions

The main results obtained in this study can be summarized as follows:

1. The system steady state availability, time-dependent system availability, system
reliability and system mean time to failure (MTTF) decrease with increasing values of
the human errors and common-cause failures. This is true regardless of whether the
human error rates are time-dependent or constant, the system units are identical or

non-identical, the system is repairable or non-repairable.

2. The steady state system availability and time-dependent system availability are
heavily influenced by the failed system repair time distributions. AV and AV(t)
decrease as the value of the Gamma shape parameter B increases for Gamma
distributed failed system repair times. And those values increase as the value of
Weibull shape parameter B increases for Weibull distributed failed system repair
times. Furthermore, AV,s and AV(t) increase with increasing values of failed system
repair rates regardless of which types of distributions of failed system repair times are
used. The lognormally distributed failed system repair time yielded the highest values
of the steady state system availability while Gamma (322) distributed failed system

repair time produced the least values for the steady state system availability.
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3. The method of linear algebraic equations is developed in this study. Using the linear
ordinary differential equations instead of complex partial differential equations and
Laplace transforms, it is much easier to obtain the general expressions of steady state
system availability for various types of failed system repair time distributions, such as

the Gamma, Weibull, exponential, Rayleigh and lognormal distributions.

4. The method which combines the inclusion supplementary variables method and the
method of stages is developed in this study to perform system steady state availability
and time-dependent system availability analysis. This method overcomes the

difficulties that arise when the system has both time-dependent system failure rates

and failed system repair rates.

5.3. Recommendations for Further Study

1. Critical human errors which cause the entire system failure were considered in this

thesis. The models could be studied further by considering both critical and non-

critical human errors.

2. The time-dependeht system availability was studied for special cases when failed
system repair times were assumed Gamma distributed. It is still difficult to get the
time-dependent system availability expressions for lognormally or Weibull
distributed failed system repair times due to difficulty in taking Laplace transforms of
pdf of the system repair time, Nj(s) (see details in Appendix A). For these
distributions, it is very cumbersome to invert the Laplace transform expressions from
s-domain to time-domain in order to compute time-dependent system availability.
Different techniques need to be developed in further studies to solve this problem.
Simulation can be considered a technique of last resort, maybe it is the only practical

solution to a real problem despite its difficulties and the costs and time required
[212].

Complex structures, such as bridges, multistate models and the influence of

preventive maintenance need to be considered in further studies.

286



References and Bibliography

1.

10.

11.

12.

Abbas, B. S., Kuo, W., "Stochastic Effectiveness Models for Human-Machine Systems,"
IEEE Transactions on Systems, Man, and Cybernetics, Vol. 20, No. 4, 1990, pp. 826-834.

Adams, J. A., "Issues in Human Reliability,” Human Factors, Vol. 24, No. 1, 1982, pp. 1-
10.

Albers, S., "Using Simulation Model to Represent the Time Dependence of Human
Reliability,” in Reliability Data Collection and Use in Risk and Availability Assessment,
H-J. Wingender (ed.), Springer-Verlag, New York, 1986, pp. 445-454.

Allen, D. E., "Structural Failures Due to Human Error-What Research to Do?" in Risk,
Structural Engineering and Human Error, M. Grigoriu (ed.), University of Waterloo Press,
Waterloo, Ont., Canada, 1984, pp. 127-137.

Amendola, A., Mancini, G., et al., "Dynamic and Static Models for Nuclear Operators-
Needs and Application Examples," Proc. of the IFAC Analysis Reactor, Design and
Evaluation of Man-Machine Systems, Germany, 1982, pp. 103-110.

Amendola, A., "Human Reliability Models," in System Reliability Assessment, A. G.
Colombo et al. (eds.), Kluwer Academic Publishers, Dordrecht, 1990, pp. 207-230.

Amico, P. J., et al., "Cognitive Human Reliability Analysis for an Assessment of the Safety
Significance of Complex Transients," Proceedings of the International Topical Meeting on
Probability, Reliability and Safety Assessment, PSA'89, Pittsburgh, Pennsylvania, April 2-
7, 1989, pp. 142-149.

Andercen, V. M., Bumns, E. T., "Human Error Probability Models in the BWR Individual
Plant Evaluation Methodology," Proc. of the IEEE 4th Conference on Human Factors and
Power Plants, Monterey, California, June 5-9, 1988.

Anders, G. J., "Human Failure Considerations in Determining an Optimal Inspection
Interval for Equipment Used in Emergency Conditions," IEEE Transactions on Systems,
Man, and Cybernetics, Vol. SMC-15, No. 2, 1985, pp. 290-294.

Andre, P. D., "Human Factors in Reliability Failure Rate Predictions," Proc. of the Second
National Reliability Conference (Reliability '79), UK, 1979, pp. 4A/4/1-4A/4/8.

Apostolakis, G., Chu, T. L., "Time-Department Accident Sequences Including Human
Actions," Nuclear Technology, Vol. 64, Feb. 1984, pp. 115-126.

Apostolakis, G., "On the Assessment of Human Error Rates Using Operational
Experience," Reliability Engineering, Vol. 12, 1985, pp. 93-105.

287




13.

14.

15.

16.

17.

18,

19.

20.

21.

22.

23.

Apostolakis, G., Bier, V. M., Mosleh, A., "A Critique of Recent Models For Human Error
Rate Assessment,” Reliability Engineering and System Safety, Vol. 22, 1988, pp. 201-217.

Arendt, J. S., Lorenzo, D. K., et al., "Ensuring Operator Reliability During Off-Normal
Conditions Using an Expert System," Proc. of the International Symposium on Preventing
Major Chemical Accidents, Feb. 3-5, 1987, pp. 6.69-6.84.

Astley, J. A., "Achieving Consistency in the Use of Human Factor Analytic Methods for
Reliability Assessment," Proc. of the 11th Advances in Reliability Technology Symposium,
University of Liverpool, Liverpool, 1990, pp. 129-134.

Atkins, R. K., "Human Dependability Requirements, Scope and Implementation at the
European Space Agency," Proc. of the Annual Reliability and Maintainability Symposium,
1990, pp. 85-89.

Atkinson, N., "Everyone Makes Mistakes, But Can You Always Live With the Result,"
Process Engineering (London), Vol. 69, No. 10, 1988, pp. 35-37.

Bagnara, S., et al., "A Human Error Taxonomy Based on Cognitive Engineering and Social
and Occupational Psychology," in Probabilistic Assessment and Management, G.
Apostolakis (ed.), Elsevier Science Pub. Inc., London, 1991, pp. 513-518.

Bailey, R. W., Human Error in Computer Systems, Prentice- Hall, Inc., Englewood Cliffs,
NJ, 1991.

Banks, W. W., Wells, J. E., "A Probabilistic Risk Assessment Using Human Reliability
Analysis Methods," Proc. of the International Conference on Hazard Identification and
Risk Analysis, Human Factors and Human Reliability in Process Safety, Orlando, Florida,
Jan. 15-17, 1992, pp. 315-326.

Baumrind, S., et al., "Reliability of Human Performance in Locating Landmarks on Analog
and Digital Duplicate X-ray Images," Proceedings of the 13th Annual International
Conference of the IEEE Engineering in Medicine and Biology Society, Orlando, FL, Oct.
31-Nov. 3, 1991, 342-343.

Beare, A. N., et al., "An Approach for Assessment of the Reliability of Cognitive Response
for Nuclear Power Plant Operating Crews," in Probabilistic Assessment and Management,
G. Apostolakis (ed.), Elsevier Science Pub. Inc., London, 1991, pp. 827-832.

Beattie, J. D., Iwasa-Madge, K. M., "A Taxonomy for Human Reliability Analysis,"

Proceedings of the International Conference on Occupational I:rgonomlcs, Toronto,
Canada, May 1984, pp. 72-76.

288



24.

25.

26.

27.

28.

29,

30.

31.

32.

33.

34,

35.

Beattie, J. D., Malcolm, J. S., "Development of a Human Factors Engineering Program for
the Canadian Nuclear Industry," Proceedings of the Human Factors Society 35th Annual

Meeting, 1991, pp. 1248-1252.

Bell, B. J., Carlson, D. D., "IREP Human Reliability Analysis," Proceedings of the
International ANS/ENS Topical Meeting on Probabilistic Risk Assessment, New York,
Sept. 20-24, 1981, pp. 587-596.

Bell, B. J., "Evaluating the Contribution of Human Errors to Accidents,” Proceedings of the
International Symposium on Preventing Major Chemical Accidents, Washington, D.C,,
Feb. 3-5, 1987, 6.49-6.67.

Bellamy, L. J., "Neglected Individual, Social and Organizational Factors in Human
Reliability Assessment,” Proc. of the Fourth National Reliability Conference (Reliability
'83), UK, 1983, pp. 2B/5/1-2B/5/11.

Bello, G. -C., Colombari, V., "The Human Factors in Risk Analyses of Process Plants: the
Control Room Operator Model 'TESEQ'," Reliability Engineering, Vol. 1, 1980, pp.3-14.

Bello. G. -C., "The Human Operator Failures in Petrochemical Facilities: An Historical
Investigation and a Tentative Simulation Model,” Proc. of the International Topical
Meeting on Probabilistic Safety Methods and Applications, San Francisco, California, Feb.
24-March 1, 1985, pp. 95.1-95.9.

Berg, H. P., Schott, H., "Quantification of Human Reliability in Probabilistic Safety
Analyses," in Safety and Reliability '92, Kurt E. Pertsen, et al. (eds.), Elsevier, London,
1992, pp. 151-160.

Bernero, R. M., "Human Reliability Modelling for the Interim Reliability Evaluation
Programs," Conference Record for 1981 IEEE Standards Workshop on Human Factors and
Nuclear Safety, South Carolina, Aug. 30-Sept. 4, 1981, pp. 48-51.

Bernero, R. M., "Probabilistic Risk Assessment -~ An Overview," Conference Record for
1981 IEEE Standards Workshop on Human Factors and Nuclear Safety, South Carolina,
Aug. 30-Sept. 4, 1981, p. 28.

Berry, G., "The Weibull Distribution as a Human Performance Descriptor,” IEEE
Transactions on System, Man, and Cybernetics, Vol. SMC-11, No.7, 1981, pp. 501-504.

Bersini, U., et al., "A Model of Operator Behavior for Man-Machine System Simulation,"
in Analysis, Design and Evaluation of Man-machine Systems 1988, J. Ranta(ed.),
Pergamon Press, New York, 1988, pp. 243-247.

Bersini, U., et al,, "Cognitive Modelling: A Basic Complement of Human Reliability
Analysis," Reliability Engineering and System Safety, Vol. 22, 1988, pp. 107-128.

289



36.

37.

38.

39.

40.

41.

42.

43,

44,

45.

46.

Beveridge, R. L., "Applied Human Reliability: One Utility's Experience," Proc. of the IEEE
Third Conference on Human Factors and Nuclear Safety, Monterey, California, June 23-27,
1985, pp. 316-320.

Billinton, R., Allan, R. N., Reliability Evaluation of Engineering Systems: Concepts and
Techniques, (Second Edition) Plenum Press, New York, 1992.

Birolini, A., On the Use of Stochastic Processes in Modeling Reliability Problems,
Springer-Verlag, Berlin, Germany, 1985

Blasco, J. M., Evans, M. G. K., "Evaluation of the Contribution of Unrevealed Human
Errors to Core Damage Following a Transient," Proceedings of the International Topical
Meeting on Probability, Reliability and Safety Assessment, PSA'89, Pittsburgh,
Pennsphvania, April 2-7, 1989, pp. 136-141.

Bley, D. C., Stetkar, J. W., "The Significance of Sequence Timing to Human Factors
Modelling,” Proc. of the IEEE 4th Conference on Human Factors and Power Plants,
California, June 5-9, 1988, pp. 259-267.

Bley, D. C., Buttemer, D. R., Stetkar, J. W., "Light Water Reactor Sequence Timing: its
Significance to Probabilistic Safety Assessment Modelling," Reliability Engineering and
System Safety, Vol. 22, 1988, pp. 27-60,

Boffi, V. C., Santucci, R., Vestrucci, P., "Operator Action Sequence Simulation,"
Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., London, 1991, pp. 953-958.

Bridges, W. G., Kirkman, J. Q. and Lorenzo, D. K., "Strategies for Integrating Human
Reliability Analysis Into Process Hazard Evaluations,” Proc. of the International
Conference on Hazard Identification and Risk Analysis, Human Factors and Human
Reliability in Process Safety, Orlando, Florida, Jan. 15-17, 1992, pp. 361-370,

Cacciabue, P. C., Vivalda, C., "A Dynamic Methodology for Evaluating Human Error
Probabilities," in Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier
Science Pub. Inc., London, 1991, pp. 507-510.

Cai, K. Y., Wen, C. Y., and Zhang, M. L., "Fuzzy Nature of Human Reliability Behaviour,"
Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., 1991, pp. 1383-1387.

Cao, J., "Stochastic Behaviour of a Man-machine System Operating Under Changing
Environment Subject to a Markov Process With Two States," Microelectronics and
Reliability, Vol. 29, No. 4, 1989, pp.529-531.

290



47.

48.

49.

50.

51

52.

53.

54,

55.

56.

7.

58.

39,

Carey, M., Whalley, S., "Cognitive Task Analysis Techniques in the Design and Evaluation
of Complex Technological Systems," Proceedings of the 11th Advances in Reliability
Technology Symposium, UK, 18-20 Apr., 1990, pp. 11-26.

Carnino, A., Griffon, M., "Causes of Human Error," in High Risk Safety Technology, A. E.
Green (ed.), John Wiley & Sons, London, 1982, pp. 171-180.

Carnino, A., "Role of Date and Judgment in Modelling Human FErrors,” Nuclear
Engineering and Design, No. 93, 1986, pp. 303-309.

Carnino, A. Wanner, J. C., "Misrepresentation Errors," Proc. of the IEEE 4th Conference
on Human Factors and Power Plants, California, June 5-9, 1988, pp. 343-348,

Carnino, A., "An EDF Perspective on Human Factors," Reliability Engineering and System
Safety, Vol.24, 1989, pp. 95-111.

Carter, R. C., "Beware The Reliability of Slope Scores for Individuals," Human Factors,
Vol. 28, No.6, 1986, pp. 673-683.

Catuneanu, V. M., et al., "Optimal Allocation of Learning Time for Pilot Under Cost
Constraints," in Reliability '91, R. H. Matthews (ed.), Elsevier Science Pub. Inc., London,

1991, pp. 129-134.

Catuneanu, V. M., et al., "Optimal Learning Time for Human Operators," Microelectronics
and Reliability, Vol. 31, No. 5, 1991, pp. 889-893,

Chang, S. H., Kim, M. K., Park, J. Y., "Analytical and Numerical Unavailability Analysis
of Redundant Systems With Dependent Human Error," Reliability Engineering, Vol. 10,
1985, pp.197-214.

Charles, F. O., et al, "Application of Time-series Modelling to Human Operator
Dynamics," IEEE Transactions On Systems, Man, and Cybemnetics, Vol. SMC-10, 1980,

pp-849-860.

Chen, Y., Fujusawa, T., and Osawa, H., “Availability of the System with General Repair
Time Distributions and Shut-off Rules,” Microelectronics and Reliability, Vol. 33, No. 1,

1983, pp. 13-19,

Chhibber, S., Apostolakis, G., Okrent, D., "On the Quantification of Model Uncertainty,"
in Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., London, 1991, pp. 1483-1488.

Chien, S. H., et al, "Quantification of Human Error Rates Using a SLIM-Based
Approach," Proc. of the IEEE 4th Conference on Human Factors and Power Plants,
California, June 3-9, 1988, pp. 297-302.

291




60.

6l.

62.

63.

64.

65.

66.

67.

68.

69.

70.

71.

72.

Christensen, J. M., Howard, J. M., Stevens. B. S.. "Field Experience in Maintenance,"
Human Detection and Diagnosis of System Failures, J. Rasmussen and W. B. Rouse (eds.),
Plenum Press, New York, 1981, pp.111-113.

Chung, W. K., "Reliability Analysis of a Repairable Parallel System with Standby
Involving Human Error and Common-Cause Failures,” Microelectronics and Reliability,
Vol. 27, No. 2, 1987, pp. 269-271.

Chung, W. K., "Reliability Evaluation of 2 Human Operator Under Various Levels of
Stress,"” Microelectronics and Reliability, Vol. 31, No. 6, 1991, pp- 1251-1255.

Chung, W. K., "Reliability Analysis of a Human Operator Under Different Levels of
Stress,"” Microelectronics and Reliability, Vol. 32, No. 1/2, 1992, pp. 127-131.

Collier, S. G, et al., "Improving Human Reliability: Practical Ergonomics for Design
Engineers," Proc. of the 9th Advances in Reliability Technology Symposium, Bradford,
UK, April 2-4, 1986, pp. B3/1/1-B3/1/6.

Comer, M. K., et al., "General Human Reliability Estimates Using Expert Judgment," Vol.
1, Main Report, NUREG/CR-3688, US Nuclear Regulatory Commission, Washington,
D.C., 1984.

Cooke, R. M., Wiij, R., "Monte Carlo Sampling for Generalized Knowledge Dependence
With Application to Human Reliability," Risk Analysis, Vol. 6, No. 3, 1986, pp. 335-343,

Coren, G., "Prediction of Nonrelevant Failures," Proceedings of the Annual Reliability and
Maintainability Symposium, Jan. 1982, pp. 107-110.

Cox, D. R., Miller, H. D., The Theory of Stochastic Processes, Methuen & Co Ltd.,
London, 1965.

Cox, 8. J, Tait, N. R. S., Reliability Safety and Risk Management: An Integrated
Approach, Butterworth- Heinemann Ltd., London, Great Britain, 1991,

Cross, P., Thompson, P., "The Human Element in Reliable Systems," Microelectronics and
Reliability, Vol. 20, 1980, p. 145.

Danaher, J. W., "Human Error in ATC System Operations," Human Factors, Vol. 22, 1980,
pp. 535-545. ‘

Das, 8., Hendry, A., Hong, S., "The Impact of Imperfect Repair on System Reliability,"
Proceedings of the Annual Reliability and Maintainability Symposium, Jan, 1980, pp. 393-
402,

292



73.

74,
75.
76.
77.
78.
79.
80
81.

82.

83.

84,

83.

86.

Decortis, F., Cacciabue, P. C., "Temporal Dimension in Cognitive Models," Proc. of the
IEEE 4th Conference on Human Factors and Power Plants, California, June 5-9, 1988, pp.

279-284

Dhillon, B. S., "On Human Reliability - Bibliography," Microelectronics and Reliability,
Vol. 20, 1980, pp. 371-373. :

Dhillon, B. 8., Singh, C., Engineering Reliability: New Techniques and Applications, John
Wiley and Sons, New York, 1981.

Dhillon, B. S., "Stochastic Models for Predicting Human Reliability," Microelectronics and
Reliability, Vol. 22, No. 3, 1982, pp. 491-496.

Dhillon, B. S., “System Reliability Evaluation Models With Human Error,” IEEE Trans. on
Reliability, Vol. R-32, 1983, p. 47.

Dhillon, B. S., Misra, R. B., "Reliability Evaluation of Systems With Critical Human
Error," Microelectronics and Reliability, Vol. 24, No. 4, 1984, pp. 743-759.

Dhillon, B. S., "Stochastic Models for Evaluating Probability of System Failure Due to
Human Error," Microelectronics and Reliability, Vol. 24, No. 5, 1984, pp. 921-924.

Dhillon, B. S., Rayapati, S. N., "Reliability and Availability Analysis of on Surface Transit
Systems,” Microelectronics and Reliability, Vol. 24, 1984, pp. 1029-1033,

Dhillon, B. S., Misra, R. B., "Effect of Critical Human Error on System Reliability,"
Reliability Engineering, Vol.12, 1985, pp. 17-33.

Dhillon, B. 8., Rayapati, S. N., "Reliability Analysis of Non-Maintained Parallel Systems
Subject to Hardware Failure and Human Error," Microelectronics and Reliability, Vol. 25,
No. 1, 1985, pp. 111-122.

Dhillon, B. S., Rayapati, S. N., "Reliability Evaluation of Human Operators Under Stress,"
Microelectronics and Reliability, Vol. 25, No. 4, 1985, pp. 729-752.

Dhillon, B. S., Rayapati, S. N., "Reliability Modelling of Systems With Human Errors,"
Proceedings of the 20th Hawaii International Conference on System Science, Hawaii, Jan.
6-9, 1987, pp. 493-501.

Dhillon, B. S., Rayapati, S. N., "Analysis of Redundant Systems With Human Errors,"
Proc. of the Annual Reliability and Maintainability Symposium, Jan. 1985, pp. 315-321.

Dhillon, B. S., Rayapati, S. N., "Human Performance Reliability Modelling," Proceedings
of the Annual Reliability and Maintainability Symposium, Jan. 1986, pp. 54-60.

293



87.
38.

89.

90.

91.

92.

93.

94,

95.

96.

97.

98.

Dhillon, B. 8., Human Reliability With Human Factors. Pergamon Press, New York, 1986.

Dhillon, B. S., Rayapati, S. N., "Human Error and Common-Cause Failure Modelling of
Redundant Systems,” Microelectronics and Reliability, Vol. 26, No. 6, 1986, pp. 1139-
1162.

Dhillon, B. S., Rayapati, 8. N., "Probabilistic Analysis of Redundant Systems With Human
Errors and Common-Cause Failures," Stochastic Analysis and Applications, Vol. 4, No. 4,
1986, pp. 367-398.

Dhillon, B. S., Rayapati, S. N., "Human Reliability Analysis Methods, " Proceedings of 3rd
Int. Conf. on Human Factors in Manufacturing, Nov. 1986, pp. 237-248.

Dhillon, B. S., Rayapati, S. N., "Reliability Analysis of Standby Systems With Human
Errors," Proceedings of the IASTED international Conference: Applied Simulation and
Modelling, ASM'86, Vancouver, Canada, June 4-6, 1986, pp. 1-6.

Dhillon, B. S., Rayapati, S. N., "Reliability and Availability Modelling of Redundant
Systems With Human Errors," Proceedings of the International Topical Meeting on
Advances in Human Factors in Nuclear Power Systems, Tennessee, April 21-24, 1986, pp.
165-176. .

Dhillon, B. S., Rayapati, 8. N., "Reliability Analysis of Systems With Human Errors,"
Reliability Review, Vol. 7, Sept. 1987, pp. 41-44.

Dhillon, B. S., Rayapati, S. N., "A Method to Evaluate Reliability of System With Critical
and Non-Critical Human Errors,"” Microelectronics and Reliability, Vol. 27, No. 3, 1987,
pp. 531-547.

Dhillon, B. 8., Rayapati, S. N., "Reliability Analysis of Networks With Human Errors: A
Block Diagram Approach,” Microelectronics and Reliability, Vol. 27, No. 6, 1987, pp.
981-999.

Dhillon, B. S., Rayapati, S. N, "Human Perfcrmance Reliability Modelling,"
Microelectronics and Reliability, Vol. 28, No. 4, 1988, pp. 573-580.

Dhillon, B. S., Rayapati, S. N., "Human Error Modelling of Parallel and Standby
Redundant Systems," Int. J. Systems Sci., Vol. 19, No. 4, 1988, pp. 589-611.

Dhillon, B. S., Rayapati, S. N., "Critical and Non-Critical Human Error Modeiling in
Redundant Systems: Modified Block Diagram Approach,” Int. J. Systems Sci., Vol. 19,
No. 10, 1988, pp. 1999-2018.

294



99.

100.

101.

102,

103.

104,

105.

106.

107.

108.

109,

110.

1.

Dhillon, B. 8., "Stochastic Analysis of a Parallel System With Common-Cause Failures
and Critical Human Errors," Microelectronics and Reliability, Vol. 29, No. 4, 1989, pp.
627-637.

Dhillon, B. S., "Modelling Human Errors in Repairable Systems,” Proc. of the Annual
Reliability and Maintainability Symposium, Jan. 1989, pp. 418-424.

Dhillon, B. S., "Human Errors: A Review," Microelectronics and Reliability, Vol. 29, No.
3, 1989, pp. 299-304.

Dhillon, B. S., "Human Error Data Banks," Microelectronics and Reliability, Vol. 30, No.
5, 1990, pp. 963-971.

Dhillon, B. 8., Yang, N., "Reliability and Availability Analysis of Warm Standby Systems
With Common-Cause Failures and Human Errors,” Microelectronics and Reliability, Vol.
32, No. 4, 1992, pp. 561-575.

Dhillon, B. S., Yang, N., "Stochastic Analysis of Standby Systems With Common-Cause
Failures and Human Errors,” Microelectronics and Reliability, Vol. 32, No. 12, 1992, pp.

1699-1712.

Dhillon, B. 8., Yang, N., "Human Error Analysis of a Standby Redundant System With
Arbitrarily Distributed Repair Times," Microelectronics and Reliability, Vol. 33, No. 3,
1993, pp. 431-444.

Dhillon, B. 8., Yang, N., "Availability of a Man-Machine System With Critical and Non-
Critical Human Error,"” Microelectronics and Reliability, Vol. 33, No. 10, 1993, pp. 1511-

1521.

Dhillon, B. S., Yang, N., “Human Reliability: a Literature Survey and Review,”
Microelectron. Reliab. Vol. 34, No. 5, May, 1994, pp. 803-810.

Dhillon, B. 8., Yang, N., “Probabilistic Analysis of a Maintainable System With Human
Error,” Journal of Quality in Maintenance Engineering, (Accepted).

Dhillon, B. 8., Yang, N., “Analysis of an Engineering System With Two Types of
Common-Cause Failures,” International Conference on Quality and Reliability (ICQR’95),
11-12 April 1995, pp. 393-397.

Dhiilon, B. 8., Rayapati, S. N., "Reliability Evaluation of Systems With Rayleigh
Distributed Critical and Non-Critical Human Errors,” Proc. of the IASTED Conf. on
Reliability And Quality Control, Paris, France, June 24-26, 1987, pp. 33-36.

Dhillon, B. S., Rayapati, S. N., "Reliability Modelling of Systems With Human Errors,"
Int. J. Systems Sci., Vol. 21, No. 5, 1990, pp. 889-912.

295



112.

113.

114.

115.

116.

117.

118.

119,

120.

121.

122,

123.

Dougherty, E. M., Fragola, J. R., Human Reliability Analysis- A Systems Engineering
Approach With Nuclear Power Plant Applications. John Wiley and Sons, New York, 1988.

Dougherty, E. M., Fragola, J. R., "Foundations for a Time Reliability Correlation System to
Quantify Human Reliability," Proc. of the IEEE 4th Conference on Human Factors and
Power Plants, Monterey, California, June 5-9, 1988, pp. 268-278.

Dougherty, E. M., "Human Reliability Analysis-Where Shouidst Thou Turmn?" Reliability
Engineering and System Safety, Vol. 29, 1990, pp. 283-299.

Dougherty, E. M., "Issues of Human Reliability in Risk Analysis," in Probabilistic
Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub. Inc., London,
1991, pp. 699-703.

Dougherty, E. M., “Context and Human Reliability Analysis,” Reliability Engineering and
System Safety, Vol. 41, No. I, 1993, pp. 25-47.

Drury, C. G., "Errors in Aviation Maintenance, Taxonomy and Control," Proc. of the
Human Factors Society 35th Annual Meeting, San Francisco, Sept. 2-6. 1991, pp.42-46.

Eekhout, J. M. V., Rouse, W. B., "Human Errors in Detection, Diagnosis, and
Compensation for Failures in the Engine Control Room of a Supertanker," IEEE
Transactions on Systems, Man, and Cybernetics, Vol. SMC-11, No. 7, 1981, pp. 813-816.

Eisawy, E. A, Omar, A. A., "Performance comparison of two Methods for Human
Reliability Analysis," Proc. of the International Symposium on Balancing Automation and
Human Action in Nuclear Power Plants, Munich, 9-13 July, 1990, pp. 491-495.

Embrey, D. E., "A New Approach to the Evaluation and Qualification of Human
Reliability in Systems Assessment," Proc. of the Third National Reliability Conf.
(Reliability '81), UK, 1981, pp. 5B/1/1-5B/1/11.

Embrey, D. E., Humphreys, P., Rosa, E. A., Kirwan, B., Rea, K., "SLIM-MAUD: An
Approach to Assessing Human Error Probabilities Using Structured Expert Judgment,”
Vol. I Overview of SLIM-MAUD, NUREG/CR-3518, US Nuclear Regulatory
Commission, Washington, D.C., 1984,

Embrey, D. E., "SLIM-MAUD: A computer Based Technique for Human Reliability
Assessment," Proc. of the International Topical Meeting on Probabilistic Safety Methods
and Applications, San Francisco, California, Feb. 24- March 1, 1985, pp. 94.1-94.10.

Embrey, D. E., "Understanding and Reducing Human Error on High Technology Systems,"
Proc. of the 9th Advances in Reliability Technology Symposium, Bradford. UK, April 2-4,
1986, pp. B3/3/1-B3/3/7.

296



124,

125.

126.

127.

128.

129.

130.

131,

132.

133.

134.

135.

Embrey, D. E., "SHERPA: A Systematic Human Emor Reduction and Prediction
Approach,” Proceedings of the International Topical Meeting on Advances in Human
Factors in Nuclear Power Systems, Tennessee, April 21-24, 1986, pp. 184-193.

Embrey, D. E., Reason, J. T., "The Application of Cognitive Models to the Evaluation and
Prediction of Human Reliability," Proceedings of the International Topical Meeting on
Advances in Human Factors in Nuclear Power Systems, Tennessee, April 21-24, 1986, pp.
292-300.

Embrey, D. E., "Human Reliability,” Human Reliability in Nuclear Power: A Report Based
on Papers Given at the Conference Held on 22nd/ 23rd, Oct. 1987, IBC Technical Services

Limited, London, 1987, pp. 1-35.

Embrey, D. E., "Supporting Exert Judgment of Human Performance and Reliability," Proc.
of the Conf. on Human Factors and Decision Making: Their Influence on Safety and

Reliability, UK, Oct. 19-20, 1988, pp. 270-275.

Embrey, D. E., Lucas, D. A., "Human Reliability Assessment and Probabilistic Risk
Assessment,” Reliability Data Collection and Use in Risk and Availability Assessment,
Proc. of the 6th Eur. Data Conference, Siena, [taly, March 15-17, 1989, pp. 343-357.

Embrey, D. E., “Quantitative and Qualitative Prediction of Human Error in Safety
Assessments,” Institution of Chemical -Engineers Synposium Series No. 130, 1992, pp.
329-350

Finnegan, J., et al., "Personnel Errors and Power Plant Reliability," Proc. of the Annual
Reliability and Maintainability Symposium, Jan. 1980, pp. 290-197.

Francas, M., "A Reliability Study of Task Walk-Through in the Computer
/Communications Industry," Human Factors, Oct. 1985, pp. 601-605.

Fragola, J. R., Paccione, R. J., "BWR Flood Risk - the Human Contributor," Proc. of the
IEEE Third Conference on Human Factors and Nuclear Safety, Monterey, California, June
23-27, 1983, pp. 300-306.

Franus, E. A., "The Frame Model of Reliability," in Applications of Fuzzy Set Theory in
Human Factors, W. Karwowski and A. Mital (eds.), Elsevier Science Pub., Amsterdam,

1986, pp. 179-189.

Gall, W., "The Application of the Two Recently Developed Human Reliability Techniques
to Cognitive Error Analysis," Proc of the 11th Advances in Reliability Technology
Symposium, University of Liverpool, Liverpool, UK, 1990, pp. 1-10.

Garlick, A. R., Holloway, N. J.,, "Assessment and Presentation of Uncertainties in
Probabilistic Risk Assessment: How Should This be Done?" in Implications of

297



136.

137.

138.

139.

140.

141,

142.

143,

144,

145.

146.

Probabilistic Risk Assessment, M. C. Cullingford. S.M. Shah and J.H. Gittus (eds.),
Elsevier Applied Science. London, 1987, pp. 275-287.

Gaver, D. P., O'Muircheartaigh, "RISK DISK: A PC Decision Aid for Human Performance
Analysis," Reliability Engineering and System Safety, Vol. 30, 1990, pp. 367-378.

Gertmem, D. 1., Gilmor, W. E., Ryan. T. G., "Nuclear and Human Reliability: Data Sources
and Data Prefile," Proc. of the IEEE 4th Conference on Human Factors and Power Plants,
California, June 5-9, 1988, pp. 311-314.

Ghertman, F., "Human Error Data Collection Analysis Program Undertaken Since 1982 by
Electricite De France With Inpo," Proc. of the International Topical Meeting on
Probabilistic Safety Meeting and Applications, San Francisco, California, Feb. 24- March
1, 1985, pp. 89.1-89.6.

Gigceh, J. P., "Modelling, Metamodeling, and Taxonomy of System Failures," IEEE Trans.
on Reliability, Vol. R-35, 1986, pp. 131-136.

Goel, L. R., Kumar, A., Rastogi, A. K., "Stochastic Behaviour of Man-Machine Systems
Operating Under Different Weather Conditions," Microelectronics and Reliability, Vol. 25,
No. 1, 1985, pp. 87-91.

Goel, L. R., Sharma, G. C., Gupta, P., "Stochastic Analysis of a Man-machine System With
Critical Human Error," Microelectronics and Reliability, Vol. 25, No. 4, 1985, pp. 669-674.

Goktepe, B. G, et al., "Human Behaviour Analysis as a Part of the TR-2 PSA Study," Proc.
of the Conf. on Reliability (Reliability '89), London, UK, June 14-16, 1989, pp. 5A/6/1-
5A/6/6.

Goktepe, B. G., et al., "Use of PSA Insights for Research Reactor Operator Training,"
Proceedings of the International Symposium on the Use of Probabilistic Safety Assessment
for Operational Safety, PSA '91, Vienna, June 3-7, 1991, pp. 615-623.

Goldman, A., Koch, W. K, "Human Reliability in Nuclear Plant Operation and
Maintenance," Proc. of the Annual Reliability and Maintainability Symposium, Jan. 1981,
pp. 180-184.

Goodman, P. C., DiPalo, C. A., "Human Factors Information System, A Tool to Assess
Error Related to Human Performance in U. S. Nuclear Power Plants," Proceedings of the
Human Factors Society 35th Annual Meeting, San Francisco, Sept. 2-6, 1991, pp. 662-665.

Govindaraj, T., Rouse, W. B., "Modelling the Human Controller in Environments that
include Continuous and Discrete Tasks," IEEE Transactions on Systems, Man, and
Cybermnetics, Vol. SMC-11, No. 6, 1981, pp. 410-417.

298




147.

148.

149,

150.

151,

152.

153.

154,

155.

156.

157.

Govindaraj, T, et al., "An Experiment and a Model for the Human Operator in a Time-
Constrained Competing-Task Environment," IEEE Transactions on Systems, Man, and
Cybernetics, Vol. SMC-15, No. 4, 1985, pp. 496-503.

Govindaraj, T., "A Rule-Based Model for the Human Operator in a Time-Constrained
Competing-Task Environment,” IEEE Transactions on Systems, Man, and Cybernetics,
Vol. SMC-16, No. 3, 1986, pp. 470-473.

Greenberg, A.D., Smail, R. L., “Improving Human Reliability Through Error Monitoring,”
Proceedings of the 1993 Annual Reliability and Maintainability Symposium, Atlanta, GA,
USA.

Greene, D. E., et al., "A Stochastic Sequential Model for Man-Machine Tracking Systems,"
IEEE Transactions on Systems, Man, and Cybernetics, Vol. 18, No. 2, 1988.

Greenstein, J. S., Rouse, W. B., "A Model of Human Decision-Making in Multiple Process
Monitoring Situations," IEEE Transactions on Systems, Man, and Cybernetics, Vol. SMC-
13, No. 4, 1983, pp. 182-193.

Griffon, M., "A Method for Analyzing Incidents Due to Human Errors on Nuclear
Installations," Reliability Engineering, Vol. 1, 1980, pp. 83-88.

Guassardo, G., "Operator Action Model in the Probabilistic Safety Study of Latina Magnox
Nuclear Power Plant," Proc. of the IEEE 4th Conference on Human Factors and Power
Plants, California, June 5-9, 1988, pp. 290-296.

Guassardo, G., "Comparison of the Results Obtained From the Application of Three
Operator Action Models," Proceedings of the International Topical Meeting on Probability,
Reliability and Safety Assessment, PSA '89, Pittsburgh, Pennsylvania, April 2-7, 1989, pp-
111-119,

Gubinsky, A. I, Adamenko, A. N., "Functional-Semantic Nets- the Universal Formalism
for Defining, Designing and Estimating the Quality of Functioning of Man-Machine
Systems," in Analysis, Design and Evaluation of Man-Machine Systems, J. Ranta (ed.),
Pergamon Press, New York, 1988, pp.415-420.

Gupta, P. P., Sharma, R. K., "Availability and MTTF Analysis of a Three State Repairable
Redundant Electronic Equipment Under Critical Human Errors," Microelectronics and
Reliability, Vol. 26, No. 1, 1986, pp. 57-62.

Gupta, P. P, Sharma, R. K., "Operational Behaviour of a Three State Standby Redundant
Electronic Equipment Under Critical Human Errors," Microelectronics and Reliability,
Vol. 26, No. 5, 1986, pp. 809-814.

299



158.

159.

160.

161.

162.

163.

164.

165.

166.

167.

168.

169.

Gupta, P. P., Gupta, R. K., Sharma, R. K.. "Cost Analysis of a 2-unit Standby Redundant
Electronic System With Critical Human Errors," Microelectronics and Reliability, Vol, 26.
No. 5, 1986, pp. 841-846.

Gupta, P. P., Singhal, A, Singh, S. P., "Cost Analysis of a Multi-Component Parallel
Redundant Complex System With Overloading Effect and Waiting Under Critical Human
Error," Microelectronics and Reliability, Vol. 31, No. 5, 1991, pp. 865-868.

Gubler, R., Chakraborty, S., "Aspects of Human Performance as Perceived by the
Members of a Joint Probabilistic Risk Assessment Working Group," in Implications of
Probabilistic Risk Assessment, M. C. Cullingford. S.M. Shah and J.H. Gittus (eds.),
Elsevier Applied Science, London, 1987, pp. 303-317.

Haas, P. M., Bott, T. F., "Criteria for Safety Related Nuclear Plant Operator Actions: A
Preliminary Assessment of Available Data,” Reliability Engineering, Vol.3, 1982, pp. 59-
72.

Haber, S. B., O'Brien, J. N, Ryan, T. G., "Model Development for the Determination of the
Influence of Management on Plant Risk," Proc. of the IEEE 4th Conference on Human
Factors and Power Plants, California, June 5-9, 1988.

Hagen, E. W. (Ed.), “Human Reliability Analysis,” Nuclear Safety, Vol. 17, 1976, pp- 315-
326.

Hagen, E., Mays, G., “Human Factors Engineering in the US Nuclear Arena,” Nuclear
Safety, Vol. 23, No. 3, p. 337.

Hahn, H. A., deVries II, J. A., "Identification of Human Errors of Commission Using
Sneak Analysis," Proceedings of the Human Factors Society 35th Annual Meeting, 1991,
pp. 1080-1084.

Hall, R. E., "The Human's Impact on Reliability," Conference Record for 1981 IEEE
Standards Workshop on Human Factors and Nuclear Safety, South Carolina, Aug. 30-
Sept. 4, 1981, p. 27.

Hall, R. E., Fragola, J., Wreathall, L., "Post Event Human Decision Errors: Operator
Action Tree/ Time Reliability Correlation," NUREG/CR-3010, Nuclear Regulatory
Commission, Washington, D.C., 1982.

Hall, R. E., "Human Reliability Analysis; Session Summary," Proc. of the IEEE Third
Conference on Human Factors and Nuclear Safety, Monterey, California, June 23-27, 1985,
pp. 298-299,

Hammer, W., Product Safety Management and Engineering, Prentice- Hall, Englewood
Cliffs, New Jersey, 1980, pp.93-107.

300



170.

171,

172.

173.

174.

175.

176.

177.

178.

179.

180.

181.

Hanks, B. J., "Human Reliability- the State of the Art?" Proc. of the Symposium on
Statutory Safety- Meeting the Requirements, Sept. 25th, 1986, pp. 5/1-5/16.

Hannaman, G. W., Spurgin, A. J., Lukic, Y., " Human Cognitive Reliability Model for
PRA Analysis," Dratt NUS-4531, Electric Power Research Institute, Palo Alto, California,

1984.

Hannaman, G. W. and Spurgin, A. J., "Systematic Human Action Reliability Procedure
(SHARP)," NP-3583, Electric Power Research Institute, Palo Alto, California, 1984.

Hannaman, G. W., Spurgin, A. ], Lukic, Y., " A Model for Assessing Human Cognitive
Reliability in PRA Studies," Proc. of the IEEE Third Conference on Human Factors and
Nuclear Safety, Monterey, California, June 23-27, 1985, pp. 343-353.

Hannaman, G. W, et al., "SHARP- A Framework for Incorporating Human Interactions
into PRA Studies,” Proc. of the International Topical Meeting on Probabilistic Safety
Methods and Applications, San Francisco, California, Feb. 24-March 1, 1985, pp. 90.1-

90.11.

Hannaman, G. W., et al., "The Role of Human Reliability Analysis for Enhancing Crew
Performance," Proc. of the International Topical Meeting on Advances in Human Factors
in Nuclear Power Systems, Knoxville, Tennessee, April 1986, pp. 475-483.

Hannaman, G. W., "The Role of Frameworks, Models, Data, and Judgment in Human
Reliability Analysis," Nuclear Engineering and Design, No. 93, 1986, pp. 295-301.

Hannaman, G. W., Worldge, D. H., "Some Developments in Human Reliability Analysis
Approaches and Tools," Reliability Engineering and System Safety, Vol. 22, 1988, pp.
235-256.

Henneman, R. L.. Rouse, W. B., "Measures of Human Problem Solving Performance in
Fault Diagnosis Tasks," IEEE Trans. Systems, Man, and Cybernetics, Vol. SMC-14, 1984,
pp. 99-112.

Henneman, R. L., Rouse, W. B,, "Human Performance in Monitoring and Controlling
Hierarchical Large- scale Systems," IEEE Trans. on Systems, Man, and Cybernetics, Vol.
SMC-14, 1984, pp. 184-191.

Heslinga, G., "Assessment of Human Performance Safety for Supporting Task Allocation
Decisions," Proceedings of the International Symposium on Balancing Automation and
Human Action in Nuclear Power Plants, Munich, July 9-13, 1990, pp. 181-188.

Heising, C. D., Patterson, E. L, "Plant Specification of Generic Human-Error Data Through
a Two-Stage Bayesian Approach," Reliability Engineering, Vol. 7, 1984, pp. 21-52.

301



182,

183,

184.

185.

186.

187.

188.

189.

190.

191.

192,

193.

Heslinga, G., "Analysis of Human Reliability on Performing a Specific Action," Reliability
Engineering, Vol. 12, 1985, pp. 63-78.

Hess, R. A., "A Qualitative Model of Human Interaction With Complex Dynamic
Systems," IEEE Transactions on Systems, Man. and Cybernetics, Vol. SMC-17, No. 1,
1987, pp. 33-51.

Ho, V., Apostolakis, G., "Dynamic Operator Actions Analysis for Inherently Safe Fast
Reactors and Light Water Reactors," Reliability Engineering and System Safety, Vol. 22,
1988, pp. 61-90.

Hollnagel, E., "Applications of Knowledge-Based Systems in NPP Control Rooms,"
Human Reliability in Nuciear Power, A Report Based on Papers Given at the Conf. Held
on 22nd/ 23rd, Oct. 1987, IBC Technical Services Limited, London, 1987, pp. 139-155.

Hollnagel, E., "Plan Recognition in Modelling of Users," Reliability Engineering and
System Safety, Vol. 22, 1988, pp. 129-136.

Hollnagel, E., "What is 2 Man That He Can be Expressed by a Number?" in Probabilistic
Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub. Inc., 1991, pp.
501-506.

Hollnagel, E., Cacciabue, C., "Reliability Assessment of Interactive Systems With the
System Response Generator,” in Safety and Reliability '92, K. E. Pertsen, et al. (eds.),
Elsevier, London, 1992, pp. 140-150.

Hopkin, V. D., "Boredom and Human Reliability - Some Hypothesized Relationships,"
Proc. of the Conf. on Reliability (Reliability '79), UK, 1979, pp. 4A/3/1-4A/3/7.

Horiuchi, S., Yuhara, N., "Detection of System Failure by Human Operator - Mathematical
Model and Experiments," in Analysis, Design and Evaluation of Man-Machine Systems
1988, J. Ranta (ed.), Pergamon Press, New York, 1988, pp. 267-272.

Hudoklin, A., Rozman, V., "Human Errors Versus Stress," Reliability Engineering and
System Safety, Vol. 37, 1992, pp. 231-236.

Humphreys, P., "Human Reliability Assessors Guide, An Overview," Proc. of the Human
Factors and Decision Making: Their Influence on Safety and Reliability, UK, Oct. 19-20,
1988, pp. 71-86.

Hunns, D. M., "Discussions Around a Human Factors Data-Base. An Interim Solution: The
Method of Paired Comparisons," in High Risk Safety Technology, A. E. Green (ed.), John
Wiley & Sons, London, 1982, pp. 181-215.

302



194,

195,

196.

197.

198.

199,

200.

201.

202.

203.

204,

Hunt, R. M., Rouse, W. B., "A Fuzzy Rule-based Model of Human Problem Solving,"
IEEE Trans. on Systems, Man, and Cybernetics, Vol. SMC-14, 1984, pE. 112-119.

Hurst, N. W, et al., "Organizational, Management and. Human Factors in Quantified Risk
Assessment: A Theoretical and Empirical Basis for Modification of Risk Estimistes," in
Safety and Reliability in the 90s: Will Past Experience or Prediction Meet our Nzeds?
Proceedings of the Safety and Reliability Society Symposium, UK, Sept. 19-20, 1999. pp.
70-79.

Hwang, C. T., Hwang, S. L., "A Stochastic Model of Human Error on System Reliability,"
Reliability Engineering and System Safety, Vol. 27, 1990, pp. 139-153.

Inagaki, T., lkebe, Y., "A Mathematical Analysis of Human-Machine Interface
Configurations for a Safety Monitoring System," IEEE Transactions on Reliability, Vol.
37, No. 1, 1988, pp. 35-40.

Iwasa-Madge, K. M., Beattie, J. D., "Preliminary Quantification for Human Reliability
Analysis," Proc. of the International Topical Meeting on Probabilistic Safety Methods and
Applications, San Francisco, California, Feb. 24-March 1, 1985, pp. 92.1-92.10.

Jackson, A. R. G., et al., "Ergonomics Design and Operator Training as Contributors to
Human Reliability," Human Reliability in Nuclear Power, A Report Based on Papers Given
at the Conference Held on 22nd/ 23rd, Oct. 1987, IBC Technical Services Limited,

London, 1987, pp. 66-80.

Jackson, P., "The Human Cause of Failure in the Construction Industry," Proc. of the 9th
Advances in Reliability Technology Symposium, Bradford, UK, April 2-4, 1986,
pp.B3/2/1-B3/2/6.

Jahannsen, G., "Towards a New Quality of Automation in Complex Man-machine
Systems," Automatica, Vol. 28, No. 2, 1992, pp. 355-373.

Johnson, W. B., Rouse, W. B., "Analysis and Classification of Human Errors in
Troubleshooting Live Aircraft Power Plants," IEEE Transactions on Systems, Man, and
Cybernetics, Vol. SMC-12, No. 3, 1982, pp. 389-392.

Joksimovich, V., Worledge, D. H., "Using Simulator Experiments to Analyze Human
Reliability for PRA Studies," Nuclear Engineering International, Jan. 1988, pp. 37-39.

Joksimovich, V., et al., "EPRI Operator Reliability Experiments Program: Model
Development/ Testing," Proceedings of the International Topical Meeting on Probability,
Reliability and Safety Assessment, PSA 89, Pittsburgh, Pennsylvania, April 2-7, 1989, PpP.
120-127.

303



205.

206.

207,

208.

209.

210.

211.

212,

213,

214.

215,

216.

217.

Kantowitz, B. H., Fujita, Y., "Cognitive Theory, Identitiability and Human Reliabiity
Analysis (HRA)," Reliability Engineering and System Safety, Vol. 29, 1990, pp. 317-328.

Kelly, D. L., "On the Human Error Probability for Injecting Boron During ATWS at a
BWR," Reliability Engineering and System Safety, Vol.35, No. 3, 1992, pp. 253-255.

Kim, K., "Human Reliability Model With Probabilistic Learning in Continuous Time
Domain," Microelectronics and Reliability, Vol. 29, No. 5, 1989, pp. 801-811.

King, F. K., Harvey, S. B., "An Integrated Program of Risk Assessment and Operational
Reliability Monitoring at Ontario Hydro," Reliability Engineering and System Safety, Vol,
27, 1990, pp. 231-240.

Kirwan, B., "A Comparative Evaluation of Five Human Reliability Assessment
Techniques,” Proc. of the Conf. on Human Factors and Decision Making: Their Influence
on Safety and Reliability, UK, Oct. 19-20, 1988, pp. 87-109.

Kirwan, B., James, P., "The Development of a Human Reliability Assessment System for
the Management of Human Error in Complex Systems,” Proc. of the Conf. on Reliability
(Reliability '89), UK, 1989, pp. 5A/2/1-5A/2/11.

Kirwan, B., "A Resources-Flexible Approach to Human Reliability Assessment for PRA,"
Safety and Reliability in the 90s: Will Past Experience or Prediction Meets our Needs?
Proceedings of the Safety and Reliability Society Symposium, 1990, UK, Sept. 19-20,
1990. pp. 114-135,

Kobayashi, H., Modeling and Analysis: An Introduction to System Performance Evaluation
Methodology, Addison-Wesley, Reading, MA, 1978.

Kletz, T., "Human Errors and Computers," Control and Instrumentation, Vol. 23, No. 9,
1991, pp. 49, 51.

Kodama, M., Deguchi, H., “Reliability Considerations for a 2-Unit Redundant System
With Erlang - Failure and General Repair Distributions,” IEEE Trans. on Reliability, Vol.
R-23, No. 2, June 1974, pp. 75-81.

Kong, X. L., et al., "Modelling Human Performance in Complex Tracking Tacks With a
Two-level Control Model," in Analysis, Design and Evaluation of Man-machine Systems
1988, J. Ranta (ed.), Pergamon Press, New York, 1988, pp. 255-260.

Koval, D. O., et al., "A Human Error Reliability Model for Computer Systems," Proc. of
the Conf. on Reliability and Quality Control, Paris, France, June 24-26, 1987, pp. 41-45.

Koval, D. O., "Nonstationary Model for Assessing Human Reliability," IEEE Transactions
on Industry Applications, Vol. 26, No. 3, 1990, pp. 580-587.

304




218.

219.

220.

221.

222,

223.

224.

225.

226.

227,

228.

229.

230.

Layton, C. F., Shepherd, W. T., Johnson, W. B., “Enhancing Human Reliability With
Integrated Information System for Aviation maintenance,” Proceedings of the 1993 Annual
Reliability and Maintainability Symposium, Atlanta, GA, USA

Lee, K. W., Higgins, J. J., Tillman, F. A., "Stochastic Modeilling of Human-Performance
Reliability," IEEE Transactions on Reliability, Vol. 37, No. 5, 1988, pp. 501-504.

Lee, K. W., Tillman, F. A., Higgins, J. J., "A Literature Survey of the Human Reliability
Component in a Man-Machine System," IEEE Transactions on Reliability, Vol. 37, No. 1,

1988, pp. 24-34.

Lee, D. H., Han K., "Analysis of Human Operator's Behaviour in High-order Dynamic
Systems," IEEE Transactions on Systems, Man, and Cybernetics, Vol. SMC-10, No. 4,
1980, pp. 207-213.

Lederman, L., "Accident Sequence Sensitive to Human Errors,” Reliability Engineering
and System Safety, Vol. 22, 1988, pp. 269-276.

Lewis, C. M., Stine, W. W., "Hidden Dependence in Human Errors," IEEE Transaction on
Reliability, Vol. 38, No. 3, 1989, pp. 296-300.

Lie, C. H,, Kuo, W,, Tillman, F. A, Hwang, C. L., "Mission Effectiveness Model for a
System With Several Mission Types," IEEE Trans. Reliability, Vol. R-33, No. 4, 1984, pp.
346-352.

Lin, Y. L, Hwang, S. L., "Application of the Loglinear Model to Quantify Human Errors,"
Reliability Engineering and System Safety, Vol. 37, No. 2, 1992, pp. 157-165.

Lind, N. C., "Models of Human Frror in Structural Reliability," Structural Safety, 1983,
pp. 167-175.

Lind, N. C., "Structure Quality and Human Error,” Reliability Theory and its Application in
Structural and Soil Mechanics, NATO ASI Series, P. Thoft-Christensen (ed.), Martinus
Nijhoff Pub., Boston, 1983, pp. 225-236. .

Livingston-Booth, A., "Engineering Decision Under Stress," Proc. of the 8th Advances in
Reliability Technology Symposium, UK, 1984, pp. B1/1/1-B1/1/18.

Lockett, J. A., "Evaluating Human Knowledge and the Knowledge Assessment Method
(KAM)- Reducing Risk Arising From Defective Knowledge," Proc. of the 11th Advances
in Reliability Technology Sympostum, Liverpool, UK, 1990, pp. 27-37. ;

Lorenzo, D. K., Fusse, J. B., "A Comparative Human Factors Evaluation of Nuclear Power
Plant Centrol Boards," in Nuclear Power Plant Aging, Availability Factor and Reliability
Analysis, V. S. Goel (ed.), 1985, pp. 73-75.

305



231,

232.

233.

234.

235.

236.

237,

238.

239.

240.

241.

242

Lucas, D. A., Embrey, D. E., "Human Reliability Data Collection for Qualitative Modelling
and Quantitative Assessment," in Reliability Data Collection and Use in Risk and
Availability Assessment, Proceedings of the 6th Euro Data Conference, Siena, Italy, March
15-17, 1989, pp. 358-369.

Lucas, D., "Human Performance Data Collection in the Nuclear Industry," Human
Reliability in Nuclear Power, A Report Based on Papers Given at the Conference Held on
22nd/ 23rd, Oct. 1987, IBC Technical Services Limited, London, 1987, pp. 128-139.

Lydell, B. O. Y., "Human Reliability Methodology, A Discussion of the State of the Art,"
Reliability Engineering and System Safety, Vol. 36, No. 1, 1992, pp. 15-21.

Mancini, G., "A Solution to Dougherty's Apprehensions," Reliability Engineering and
System Safety, Vol. 29, 1990, pp. 329-335.

Max-Lino, R. A., "Addressing Human Factors in the HSE Guidelines on Programmable
Electronic Systems," Proc. of the Conf, on Reliability (Reliability '89), UK, 1989, Pp.
5A/4/1-5A/4/7,

McWilliams, T. P., Martz, H. F., "Human Error Considerations in Determining the
Optimum Test Interval for Periodicaily Inspected Standby System," IEEE Transactions on
Reliability, Vol. R-29, No. 4, Oct. 1980, pp. 305-310,

McWilliams, T. P., Martz, H. F., "Human Frror Considerations and Annunciator Effects in
Determining Optimal Test Intervals for Periodically Inspected Standby Systems," Proc. of
the Annual Reliability and Maintainability Symposium, pp. 217-222.

Meister, D., “The Problem of Human-initiated Failures”, Proceedings of the Eighth
National Symposium on Reliability and Quality Control, IEEE, New York, 1962, pp. 234-
249,

Meister, D., Human Factors: Theory and Practice, John Wiley & Sons, New York, 1971,
pp. 54-56.

Meister, D., "Human Reliability," in Human Factors Review, F. A. Muckler (ed.), The
Human Factors Society, Inc., Santa Monica, California, 1984, pp. 13-53.

Meister, D., “Human Reliability Database and Future Systems,” Proceedings of the 1993
Annual Reliability and Maintainability Symposium, Atlanta, GA, USA

Melchers, R. E., "Human Error in Structural Reliability, Recent Research Results," in
Reliability Theory and its Application in Structural and Soj Mechanics, NATO ASI Series,
P. Thofi-Christensen (ed.), Martinus Nijhoff Pub., Boston, 1983, pp. 453-464.

306



243.

244,

245.

246.

247,

248.

249.

251,

252.

Meichers, R. E., "Structural Reliability Assessment and Human Error," in Reliability and
Risk Analysis in Civil Engineering !, N. C. Lind (ed.), ICASPS Internationai Scientific

Committee, 1987, pp. 46-54.

Meshkati, N., "A Framework for Enhancement of Human and Organizational Reliability of
Complex Technological Systems," in Probabilistic Assessment and Management, G.
Apostolakis (ed.), Elsevier Science Pub. Inc., London, 1991, pp. 711-715.

Miller, D. P., "Human Performance Data Bank," Conference Record for 1981 IEEE
Standards Workshop on Human Factors and Nuclear Safety, Aug. 30-Sept. 4, 1981, South
Carolina, I[EEE, New York, pp. 43-47.

Moieni, P. et al., "The Use of Simulator Data in Human Reliability Analysis: Results from
the EPRI Operator Reliability Experiments Program." in Probabilistic Assessment and
Management, G. Apostolakis (ed.), Elsvier Science Pub. Inc., London, 1991, pp. 1149-
1154,

Moieni, P., Spurgin, A.J., Singh, A., “Advances in Human Reliability Analysis
Methodology, Part I: Frameworks, Models and Data,” Reliability Engineering & System
Safety, Vol. 44, No. 1, 1994, pp. 27-55

Moieni, P., Spurgin, A.J., Singh, A., “Advances in Human Reliability Analysis
Methodology, Part II: PC-based HRA Software,” Reliability Engineering & System Safety,
Vol. 44, No. 1, 1994, pp. 57-66

Monta, K., Hayakawa, H., Naito, N. Human Reliability in Process Contro! During Mal-
functioning - a Survey of the Nuclear Industry With a Case Study of Man-machine System
Development,” 5th IFAC/IFIP/IFORS/IEA Symposium on Analysis, Design and
Evaluation of Man-machine Systems, 1992, Hague, Nethland.

. Moray, N., "Objective and Subjective estimates of Human Error," IEEE Transactions on

Reliability, Vol. 38, No. 3, 1989, pp. 301-304.

Moray, N., "Dougherty's Dilemma and the One-sidedness of Human Reliability Analysis
(HRA)," Reliability Engineering and System Safety, Vol. 29, 1990, pp. 345-358.

Munger, 8. J., Smith, R. W. and Payne, D., “An Index of Electronic Equipment
Operability: Dat-. Store, AIR-C43-1/62-RP(1), American Institute for Research, Pittsburgh,
PA., Jan. 1962.

. Munoz, J., "The Human Reliability Analysis Results for ASCO NPP-PSA.," in Probabilistic

Assessment and Management, G. Apostolakis, Elsevier Science Pub. Inc., London, 1991,
pp. 1161-1166.

307



255.
256.

257.

258.

259.

260.

261.

262.

263.

264.

265.

. Muron, O., "Operate- Shutdown Decision and Test Policy of Safety Systems on a Nuclear

Power Plant," Proc. of the Third National Reliability Conference (Reliability '81), UK.
1981, pp. 5B/4/1-5B/4/11..

Nieuwhof, G. W. E., "Human Error," Reliability Engineering, Vol. 6, 1983, pp. 191-192.

Nishiwaki, Y., "Human Factors and Fuzzy Set Theory for Safety Analysis," in Implications
of Probabilistic Risk Assessment, M. C. Cullingford, S. M. Shah and J.H. Gittus {eds.),
Elsevier Applied Science, London, 1987, pp. 253-273.

Niwa, K., "A Knowledge-based Human -computer Cooperative System for Ill-structured
Management Domains," IEEE Trans. on Systems, Man, and Cybernetics, Vol. SMC-16,
1986, pp. 335-342.

Nowakowski, M., "The Human Operator: Reliability and Language of Actions Analysis,"
in Applications of Fuzzy Set Theory in Human Factors, W. Karwowski and A. Mital (eds.),
Elsevier Science Pub., Amsterdam, 1986, pp. 165-177.

OHara, J. M., Hall, R. E.,, "Human-computer Interface and Human Reliability,"
Proceedings of the Topical Meeting on Advances in Human Factors Research and Man/
Computer Interactions: Nuclear and Beyond, Nashville, Tennessee, June 10-14, 1990, pp.
339-345.

Onisawa, T., "An Approach to Human Reliability in Man-Machine System Using Error
Possibility," Fuzzy Sets and Systems, Vol. 27, 1985, pp. 87-103.

Onisawa, T., Nishiwaki, Y., "Fuzzy Human Reliability Analysis on the Chernobyl
Accident,” Fuzzy Sets and Systems, Vol. 28, 1988, pp. 115-127.

Osafo-Charles, F., et al.,, "Application of Time-Series Modelling to Human Operator
Dynamics," IEEE Trans. on Systems, Man, and Cybernetics, Vol. SMC-10, No. 12, 1980,
pp. 849-860.

Pappiptati, K. R., et al., "A Dynamic Decision Model of Human Task Selection
Performance," IEEE Trans. on Systems, Man, and Cybernetics, Vol. SMC-13, 1983, pp.
145-166. .

Paradies, M., Unger, L., Ramey-Smith, A., Development and Testing of the NRC's Human
Performance Investigation Process (HPIP)," Proc. of the International Conference on
Hazard Identification and Risk Analysis, Human Factors and Human Reliability in Process
Safety, Orlando, Florida, Jan. 15-17, 1992, pp. 253-260.

Park, K. S., "Human Reliability With Probabilistic Learning in Discrete and Continuous
Tasks: Conceptualization and Modelling," Microelectronics and Reliability, Vol. 25, No. 1,
1985, pp. 157-166.

308



266.

267.

268.

269.

270.

271.
272.

273.

274,

275.

276.

2717.

278.

Park, K. S., Human Reliability: Analysis, Prediction, and Prevention of Human Errors,
Elsevier Science Publishers, Co., Amsterdam, Netherlands, 1987.

Parry, G. W., Lydell. B. O. Y., "HRA and the Modelling of Human Interactions," in
Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., London, 1991, pp. 705-709,

Pope, R. H., "Human Performance: What Improvement from Human Reliability
Assessment,” Reliability Data Collection and Use in Risk and Availability Assessment,
Proceedings of the 5th Eure Data Conference, Germany, April 9-11, 1986, pp. 455-465.

Poucet, A., "Survey of Methods Used to Assess Human Reliability in the Human Factors
Reliability Benchmark Exercise," Reliability Engineering and System Safety, Vol. 22,
1988, pp. 257-268.

Poucet, A., "The European Benchmark Exercise on Human Reliability Analysis,"
Proceedings of the International Topical Meeting on Probability, Reliability and Safety
Assessment, PSA '89, Pittsburgh, Pennsphvania, April 2-7, 1989, pp. 103-110.

Proceedings of the 1975 Annual Reliability and Maintainability Symposium, Jan., 1975.

Pyy, P., Wahlstrom, B., "Modelling the Human in PSA Studies,” Reliability Engineering
and System Safety, Vol. 22, 1988, pp. 277-294.

Pyy, P., Saarenpaa, T., "A Method for Identification of Human Originated Test and
Maintenance Failures,” Proc. of the IEEE 4th Conference on Human Factors and Power

Plants, California, June 5-9, 1988, pp. 285-289.

Pyy, P., Pulkkinen, U., "Treatment of Uncertainties in Human Reliability Analysis,"
Reliability Data Collection and Use in Risk and Availability Assessment, Proceedings of
the 6th Eure Data Conference, Siena, Italy, March 15-17, 1989, pp. 385-400.

Raafat, H. M. N., Abdouni, A. H.,, "Development of an Expert System for Human
Reliability Analysis," Journal of Occupational Accidents, No. 9, 1987, pp. 137-152.

Ramachandran, V., et al, "Fuzzy Reliability Modelling - Linguistic Approach,"
Microelectronics and Reliability, Vol. 32, No. 9, 1992, pp. 1311-1318.

Ramakumar, R., Engineering Reliability: Fundamentals and Applications, Prentice Hall,
Englewood Cliffs, New Jersey, 1993,

Rasmussen, J., Rouse, W. B. (eds.), Human Detection and Diagnosis of System Failures,
Plenum Press, New York, 1981.

309



27%.

280.

281.

282,

283.

284.

285.

286.
287.

288.

289.

290.

291.

Rasmussen, J., "Human Reliability in Risk Analysis." in High Risk Safety Technology, A.
E. Green (ed.), John Wiley & Sons, 1982, pp. 143-170.

Rasmussen, J., "The Role of Hierarchical Knowledge Representation in Decision-making
and System Management,” IEEE Transactions on Systems, Man, and Cybernetics, Vol.
SMC-15, No. 2, 1985, pp. 234-243,

Rasmussen, J., "Approaches to the Control of the Effects of Human Error on Chemical
Plant Safety," Proceedings of the International Symposium on Preventing Major Chemical
Accidents, Washington, D. C., Feb. 3-5, 1987, pp. 6.1-6.20.

Rasmussen, J., "Human Error Mechanisms in Complex Work Environments,” Reliability
Engineering and System Safety, Vol. 22, 1988, pp. 155-167.

Rasmussen, J., "The Role of Error in Organizing Behaviour," Ergonomics, Vol. 33, No.
10/11, 1990, pp. 1185-1199.

Reason, J., "The Human Contribution to Nuclear Power Plant Emergencies," Human
Reliability in Nuclear Power, A Report Based on Papers Given at the Conference Held on
22nd/ 23rd, Oct. 1987, IBC Technical Services Limited, London, pp. 110-118.

Reason, J.,, "Modelling the Basic Error Tendencies of Human Operators," Reliability
Engineering and System Safety, Vol. 22, 1988, pp. 137-153.

Reason, J., Human Error, Cambridge University Press, Cambridge, UK, 1990.

Regulinski, T. L. (Ed.), Special Issue on Human Reliability, IEEE Trans. on Reliability,
Vol. 22, August, 1973.

Reij, A. W. F., A. v.d. Toom, "Incorporating Gross Human Error in Reliability Analysis or
Avoiding Them in Design, Construction and Maintenance," in Reliability Theory and its
Application in Structural and Soil Mechanics, NATO ASI Series, P. Thoft-Christensen
(ed.), Martinus Nijhoff Pub., Boston, 1983, pp. 553-566.

Reiner, R., et al., "An Analytical Model of the Man-machine Interface," Proc. of the
Annual Reliability and Maintainability Symposium, 1984, pp. 377-381.

Revesman, M. E., Greenstein, J. S., "Application of a Mathematical Model of Human
Decision-making for Human-Computer Communication," IEEE Transactions on Systems,
Man, and Cybemetics, Vol. SMC-16, No. 1, 1986, pp. 142-147.

Ridsdale, A., et al., "Human Error Data Collection and Analysis," Proc. of the Conf. on
Reliability (Reliability '89), UK, 1989, pp. SA/R1/1-5A/R1/11.

310



292.

293.

294,

295.

296.

297.

298.

299,

300.

301.

3o2.

303,

Roth, E. M., et al., "Cognitive Environment Simuiation: A Tool for Modelling Operator
Cognitive Performance During Emergencies," in Probabilistic Assessment and
Management, G. Apostolakis (ed.), Elsevier Science Pub. Inc., London, 1991, pp. 959-964.

Rouse, S. H., Rouse, W. B., "Cognitive Style as a Correlate of Human Problem Solving
Performance in Fault Diagnosis Tasks,” IEEE Transactions on Systems, Man, and
Cybernetics, Vol. SMC-12, No. 5, 1982, pp. 649-652.

Rouse, W. B., Systems Engineering Models of Human- Machine Interaction, North
Holland, Amsterdam, 1980.

Rouse, W. B., "Models of Human Problem Solving: Detection, Diagnosis, and
Compensation for System Failures," Proc. of the Conf, on IFAC Analysis, Design and
Evaluation of Man-machine Systems, Germany, 1982, pp. 167-184.

Rouse, W. B., Rouse, S. H., "Analysis and Classification of Human Error," IEEE
Transactions on Systems, Man, and Cybernetics, Vol. SMC-13, No. 4, 1983, pp. 539-549,

Rouse, W. B., Rouse, S. H., "A Note on Evaluation of Complex Man-Machine Systems,"
IEEE Transactions on Systems, Man, and Cybemetics, Vol. SMC-14, No. 4, 1984, pp. 633-

636.

Rouse, W. B., "Optimal Allocation of System Development Resources to Reduce and/or
Tolerate Human Error," IEEE Transactions on Systems, Man, and Cybernetics, Vol. SMC-

15, No. 5, 1985, pp. 620-630,

Ryan, T. G., O'Brien, J. N., Spettell, C. M., "The Adequacy of Human Reliability Data for
Addressing Risk Reduction Issues at Commercial Nuclear Power Plants," Proc. of the I[EEE
Third Conference on Human Factors and Nuclear Safety, Monterey, California, June 23-27,

1985, pp. 321-328.

Ryan, T. G., "A Task Analysis-linked Approach for Integrating the Human Factor in
Reliability Assessments of Nuclear Power Plants,” Reliability Engineering and System
Safety, Vol. 22, 1988, pp. 219-234.

Ryan, T. G.,, "Human Reliability Analysis - Why Not Tum to the Human Factors
Community?" Reliability Engineering and System Safety, Vol. 29, No. 3, 1990, pp. 345-
358.

Rzevek, G., "Identification of Factors Which Cause Software Failure," Proc. of the Annual
Reliability and Maintainability Symposium, Jan. 1982, pp. 157-161.

Samanta, P. K., "Multiple Sequential Failure Model: A Probabilistic Approach to
Quantifying Human Error Dependency," Proc. of the IEEE Third Conference on Human
Factors and Nuclear Safety, Monterey, California, June 23-27, 1985, pp. 336-342.

31



304.

305.

306.

307.

308.

309.

310.

311

312.

313.

314,

315.

Samanta, P., et al., "A Risk Methodology to Evaluate Sensitivity of Plant Risk to Human
Errors," Proc. of the IEEE 4th Conference on Human Factors and Power Plants, California,
June 5-9, 1988, pp. 249-258.

Samdal, U. N., Grammeltvedt, J. A., "Quantification of Human Reliability," Reliability
Data Collection and Use in Risk and Availability Assessment, Proceedings of the 6th Eure
Data Conference, Siena, Italy, March 15-17, 1989. pp- 371-384.

Samdal, U. N., et al,, "A User's View on Quantification of Human Reliability," Proc. of the
International Conference on Hazard Identification and Risk Analysis, Human Factors and
Human Reliability in Process Safety, Orlanda, Florida, Jan. 15-17, 1992, pp. 281-292,

Sasou, K., et al., "A Study of Team Activity Characterization,” in Reliability '91, R. H.
Matthews (ed.), Elsevier Sci. Pub. Inc., London, 1991, pp. 120-128.

Schurman, D. L., "Panel Discussion of ‘HRA - Where Shouldst Thou Tumn?: A
Controversial View," Proceedings of the Human Factors Society 35th Annual Meeting -
1991, pp. 649-650.

Sen, P., "Adaptive Channels and Human Decision-making," IEEE Transactions on
Systems, Man, and Cybernetics, Vol. SMC-14, No. 1, 1984, pp. 120-130.

Sharit, J., Malon, D. M., "Incorporating the Effects of Time Estimation into Human
Reliability Analysis for High- Risk Situations," IEEE Trans. Reliability, Vol. 40, No. 2,
1991, pp. 247-254.

Sharon, A., Cassidy, B. G., Hammersley, R., "On the Importance of Modelling Operator
Actions in the Individual Plant Evaluations (IPEs),” in Probabilistic Safety Assessment and
Management, G. Apostolakis (ed.), Elsevier Science Pub. Co., London, 1991, pp. 717-722.

Sheridan, T. B., "Measuring, Modelling and Augmenting Reliability of Man-machine
Systems," Proc. of the Conf. on IFAC Analysis, Design and Evaluation of Man-machine
Systems, Germany, 1982, pp. 337-346.

Sheridan, T. B., Ren Jie, "Application of Fuzzy Set Theory in Simulation of Human
Operator Safety Monitoring,"” in Analysis, Design and Evaluation of Man-machine Systems
1988, J. Ranta (ed.), Pergamon Press, New York, 1988, pp. 421-425,

Shooman, M. L., Probabilistic Reliability: An Engineering Approach, McGraw-Hill, Inc.,
New York, 1968.

Silverman, B. G., Tsolakis, A. G., "Expert Fault- Diagnosis Under Human- Reporting
Bias," IEEE Trans. on Reliability, Vol. R-34, 1985, pp. 366-373.

312



316.

317.

318.

319.

320.

321,

322.

323,

324,

325.

326.

327.

328.

Silverman, B. G., Critiquing Human Error: A Knowledge Based Human-Computer
Collaboration Approach, Academic Press, London, 1992.

Singh, C., Billinton, R., System Reliability Modelling and Evaluation, Hutchinson of
London, 1977.

Singh, J., Dayal, B., "A 1-out-of-N: G System With Common-Cause Failure and Critical
Human Errors," Microelectronics and Reliability, Vol. 31, No. 5, 1991, pp. 847-849.

Singleton, W. T., "Command and Control Requirements for Nuclear Plants," Human
Reliability in Nuclear Power, A Report Based on Papers Given at the Conference Held on
22nd/ 23rd, Oct. 1987, IBC Technical Services Limited, London, pp. 105-109.

Siu, N., "Dynamic Accidert Sequence Analysis in PRA: A Comment on 'Human
Reliability Analysis - Where Shouldst Thou Turn?' " Reliability Engineering and System
Safety, Vol. 29, 1990, pp. 359-364.

Smith, H. T., Green, T. R. G., Human Interaction With Computers, Academic Press, New
York, 1980.

Sondheimer, N. K., Relles, N., "Human Factors and User Assistance in Interactive
Computing Systems: An Introduction," IEEE Transactions on Systems, Man, and
Cybernetics, Vol. SMC-12, No. 2, 1982, pp. 102-107.

Spurgin, A. J., Moieni, P., Luna, C. J., "The Current Status of the Use of PCs in Human
Reliability Analysis," Reliability Engineering and System Safety, Vol. 30, 1990, pp. 51-64.

Spurgin, A., "Another View of the State of Human Reliability Analysis (HRA)," Reliability
Engineering and System Safety, Vo, 29, 1990, pp. 365-370.

Spurgin, A. J., Moieni, P., "Interpretation of Simulator Data in the Context of Human
Reliability," in Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier
Science Pub. Inc., London, 1991, pp. 965-971.

Spurgin, A. J., Moieni, P., "An Evaluation of Current Human Reliability Assessment
Methods," in Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier
Science Pub. Inc., London, 1991, pp. 821-826.

Stampelos, J. G., "A Methodology for the Analysis of Dynamic Human Actions," Proc. of
the International Topical Meeting on Probabilistic Safety Methods and Applications, San
Francisco, California, Feb. 24 -March 1, 1985, pp. 93.1-93.9,

Stassen, H. G., Johannsen, G., Moray, N., "Internal Representation, Internal Model, Human
Performance Model and Mental Workioad," in Analysis, Design and Evaluation of Man-
machine Systems 1988, J. Ranta (ed.), Pergamon Press, New York, 1988, pp. 23-32.

313



329,

330.

331.

333.

334

335.

336.

337.

338.

339

340,

Sten, T., "Quality Assurance of Human Factors." in Safety and Reliability '92, K. E.
Pertsen, et al. (eds.), Elsevier, London, 1992, pp. 930-939,

Stewart, M. G., Melchers. R. E., "Simulation of Human Error in a Design Loading Task."
Structural Safety, No. 5, 1988, pp. 285-297.

Stewart, M. G., "Safe Load Tables, A Design Aid in the Prevention of human Error,"
Structural Safety, Vol. 10, No. 4, Sept. 1991, pp. 269-282.

. Stewart, M. G., "Probabilistic Risk Assessment of Quality Control and Quality Assurance

Measures in Structural Design," IEEE Transactions on Systems, Man, and Cybernetics,
Vol. 21, No. 5, 1991, pp. 1000-1007.

Stewart, M. G., "Modelling Human Error Rates for Human Reliability Analysis of a
Structural Design Task," Reliability Engineering and System Safety, Vol. 36, No. 2, 1992,
pp. 171-180.

Stillwell, W. G., Seaver, D. A, Schwartz, J. P., “"Expert Estimation of Human Error
Probabilities in Nuclear Power Plant Operations: A Review of Probability Assessment and
Scaling," Report NUREG/CR-2255, SAND81-7140, Nuclear Regulatory Commission,
Washington, D.C., May 1982.

Su, Y. L., Govindaraj, T., "Fault Diagnosis in a Large Dynamics System: Experiments on a
Training Simulator,” IEEE Trans. on Systems, Man, and Cybemetics, Vol. SMC-16, 1986,
pp. 129-141.

Sugiyama, S., Yuhara, N., Horiuchi, S., "The Effects of Participatory Mode on the
Detection of Dynamic System Failure," in Analysis, Design and Evaluation of Man-
machine Systems 1988, J. Ranta (ed.), Pergamon Press, New York, 1988, pp. 279-283.

Svenson, O., "On Expert Judgments in Safety Analyses in the Process Industries,”
Reliability Engineering and System Safety, Vol. 25, 1989, pp. 219-256.

Swain, A. D., “Some Problem in the Measurement of Human Performance in Man-
Machine Systems,” Human Factors, Vol. 6, 1964, pp. 687-700.

Swain, A. D., Guttmann, H. E., “Human Reliability Analysis Applied to Nuclear Power
Plant,” Proc. Ann. Reliability and Maintainability Symp., 1975, pp. 116-119,

Swain, A. D., Guttmann, H. E., Handbook of Human Reliability Analysis with Emphasis
on Nuclear Power Plant Applications, NUREG/CR-1278, US Nuclear Regulatory
Commission, Washington, D.C., 1983,

314



341.

342

343,

344,

345,

346.

347.

348,

349.

350.

351,

352,

Swain, A. D., "The Human Reliability Concept," Conference Record for 1981 IEEE
Standards Workshop on Human Factors and Nuclear Safety, South Carolina, Aug. 30-
Sept. 4, 1981, pp. 29-31.

Swain, A, D., "A Note on the Accuracy of Predictions Using THERP," Human Factors,
Vol. 25, 1982, pp. 1-2.

Swain, A. D., "A Shortened Version of the THERP/ Handbook Approach to Human
Reliability Analysis for Probabilistic Risk Assessment,” Proc. of the International Topical
Meeting on Advances in Human Factors in Nuclear Power Systems, Tennessee, April 21-
24, 1986, pp. 163-164.

Swain, A. D., "Human Reliability Analysis: Need, Status, Trends and Limitations,"
Reliability Engineering and System Safety, Vol. 29, 1990, pp. 301-313.

Swart, D., Banz, ., "A Review of the Human Reliability Analysis Performed for Empire
State Electric Energy Research Corporation,” Proc. of the International Topical Meeting on
Probabilistic Safety Methods and Applications, San Francisco, California, Feb. 24- March
1, 1985, pp. 91.1-91.8,

Swaton, E., Neboyan, V., Ledenman, L., "Human Factors in the Operation of Nuclear
Power Plants," Nuclear Power and Safety, IAEA Bulletin, April 1987, pp. 27-30.

Taylor, J. R., “A study of Failure Causes Based on U.S. Power Reactor Abnormal
Occurrence Reports,” Reliab. Nuclear Power Plants, IAEA-SM-195/ 16, 1975.

Taylor, J. R., "Practical Application of Cognitive Models to Human Reliability Analysis,"
in Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., London, 1991, pp. 833-840.

Taylor, J. R., "Human Reliability and Software Safety Analysis for Command and Control
Systems," in Safety and Reliability '92, K. E. Pertsen. et al. (eds.), Elsevier, London, 1992,
pp. 762-771.

Taylor-Adams, 8. E., Williams, J. C., "Characterizing, Predicting and Controlling Human
Variability for System Reliability Assessments," in Safety and Reliability '92, K. E.
Pertsen, et al. (eds.), Elsevier, London, 1992, pp. 121-139.

Terano, T., Murayama, Y., Akiyama, N., "Human Reliability and Safety Evaluation of
Man- Machine Systems,"” Proc. of the Conf. on IFAC Analysis, Design and Evaluation of
Man- Machine Systems, Baden- Baden, Germany, 1982, pp. 347-355.

Terano, T., et al., "Human Reliability in Parailel Jobs," Analysis of Fuzzy Information, J.
C. Bezdek (ed.), CRC Press Inc., Florida, 1987.

315



353.

354.

355.

356.

357.

358.

359.

360,

361.

362,

363.

364,

Tillman, F. A., Lie, C. H.. Hwang, C. L.. “Simulation Model of Mission Effectiveness for
Military Systems,” IEEE Trans. Reliability, Vol R-27, Aug. 1978, pp. 191-194,

Tillman, F. A., Hwang, C. L., Kuo, W.. "System Effectiveness Models: An Annotated
Bibliography,” IEEE Trans. on Reliability, Vol. R-29, 1980, pp. 295-304.

Tillman, F. A, Kuo, W., Nassar, R. F., Hwang, C. L.. "A Numerical Simulation of the
System Effectiveness- A Renewal Theory Approach." Proc. of the Annual Reliability and
Maintainability Symposium, Jan. 1982, pp. 252-261.

Topmiller, D. A, Eckel, J. S., Kozinsky, E. J., "Human Reliability Data Bank for Nuclear
Power Plant Operations: A Review of Existing Human Reliability Data Banks," Report.
NUREG/CR 2744/1 of 2, U.S. Nuclear Regulatory Commission, Washington, D.C., 1982.

Tsao, Y. C., Drury, C. G., Morawski, T. B., "Human Performance in Sampling Inspection,”
Human Factors, Vol. 21, 1979, pp. 99-105.

Tsuehiya, M., Ikeda, H., "Human Reliability Analysis of LPG Truck Loading Operation,"
Proc. of the Conf. on IFAC Fault Detection, Supervision and Safety for Technical Process,
Baden-Baden, Germany, 1991, pp. 135-140.

USNRC (U.S. Nuclear Regulatory Commission), Reactor Safety Study - An Assessment of
Accident Risks in U.S. Commercial Nuclear Power Plants, WASH-1400 (NUREG-
75/014), Washington, D.C., 1975.

Van Cott, H. P., "Human Performance Data Collection and Assessment Problems,"
Conference Record for 1981 IEEE Standards Workshop on Human Factors and Nuclear
Safety, South Carolina, Aug. 30-Sept. 4, 1981, pp. 38-41.

Vaurio, J. K., Vuorio, U. M., "Human Reliability Assessment in Loviisa 1 PSA," in
Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., London, 1991, pp. 841-846.

Vestmeci, P., "The Logistic Model For Assessing Human Error Probabilities Using the
SLIM Method," Reliability Engineering and System Safety, Vol. 21, 1988, pp. 189-196,

Wahlstrom, B., "Influence of Organization and Management on Human Errors,” in
Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.
Inc., London, 1991, pp. 519-524.

Wakefield, D. J., "Application of the Human Cognitive Reliability Model and Confusion
Matrix Approach in a Probabilistic Risk Assessment," Reliability Engineering and System
Safety, Vol. 22, 1988, pp. 295-312.

316



365.

366.

367.

368.

369.

370.

371

372,

373.

374.

375.

376.

Walls, L. A., Bendell, A., "Human Factors and Sampling Variation in Graphical
Identification and Estimation for the Weibull Distribution," Proc. of the 8th Advances in
Reliability Technology Symposium, UK, 1984, pp. BI/R/1-B1/R/17.

Waters, T., "Human Factors Reliability Benchmark Exercise, Report of the SRD
Participation," Proc. of the Conf. on Human Factors and Decision Making: Their Influence
on Safety and Reliability, UK, Oct. 19-20, 1988, pp. 110-125.

Waters, T. L., "A Review of Recent Developments in Human Reliability Assessment,"
Proc. of the Conf. on Reliability (Reliability '89), UK, 1989, pp. 5A/3/1-5A/3/9.

Waters, T., "The Development of a Human Factors Strategy for the Design and Assessment
of Plant and Equipment,” Safety and Reliability in the 90s: Will Past Experience of
Prediction Meets our Needs? Proceedings of the Safety and Reliability Society Symposium,
1990, UK, Sept. 19-20, 1990, pp. 107-113.

Watson, 1. A., "Review of Human Factors in Reliability and Risk Assessment,” The
Institution of Chemical Engineers Symposium Series No. 93, Pergamon Press, New York,

1985, pp. 323-351.

Watson, I. A., "Fundamental Constraints on Some Event Data," Reliability Data Collection
and Use in Risk and Availability Assessment, Proceedings of the Sth Eure Data
Conference, Heidelberg, Germany, April 9-11, 1986, pp. 466-490.

Watson, I. A., "Continuing Developments in Human Reliability," Proceedings of the
International Topical Meeting on Advances in Human Factors in Nuclear Power Systems,
Tennessee, April 21-24, 1986, pp, 282-291.

Watson, I. A., "Human Reliability Factors in Technology Management," IEE Colloquium,
No. 56, London, 1987, pp. 4/1-4/3,

Wells, J. E., Ryan, T. G., "Integrating Human Factors Expertise Into the PRA Process," in
Probabilistic Assessment and Management, G. Apostolakis (ed.), Elsevier Science Pub.

Inc., London, 1991, pp. 577-582.

Whalley, 8. P., Maund, J. K., "Improving Human Reliability by Design," The Institute of
Chemical Engineers Symposium Series No, 97, Pergamon Press, New York, 1986, pp. 235-

248.

Whalley, S. P., "Minimising the Cause of Human Error," Proc. of the 11th Advances in
Reliability Technology Symposium, UK, 1990, pp. 114-128,

White, R. F., "A Suggested Method for the Treatment of Human Error in the Assessment of
Major Hazards," Reliability Engineering, Vol. 15, 1986, pp. 171-199.

317



371.

378.

379.

380.

381,

382.

383,

384.

385.

386.

387.

388.

Whitfied, D. J. C., "A Regulatory Perspective on Human Factors in Nuclear Power,"
Human Reliability in Nuclear Power, A Report Based on Papers Given at the Conference
Held on 22nd/ 23rd, Oct. 1987, IBC Technical Services Limited. London, pp. 88-98.

Whittingham, R. B., "The Application of the Combined THERP/ HCR Model in Human
Reliability Assessment," Proceedings of the Safety and Reliability Society Symposium
1988, UK, Oct. 19-20, 1988, pp. 126-138.

Whittingham, B., "The Design of Operating Procedures to Meet Targets for Probabilistic
Risk Criteria Using HRA Methodology," Proc. of the IEEE 4th Conference on Human
Factors and Power Plants, California, June 5-9, 1988, pp. 303-310.

Whittingham, R. B., Reed, J., "Identification and Reduction of Critical Human Error Using
an FMEA Approach," Proc. of the Conf. on Reliability (Reliability '89), UK, 1989, pp.
SA/1/1-5A/1/8.

Whittingham, R. B., "Human Dependent Failure Modelling in Fault Tree Analysis Using a
Cutset Substitution Method," in Reliability 91, R. H. Matthews (ed.), Elservier Sci. Pub,
Inc., London, 1991, pp. 109-119.

Williams, H. L., “Reliability Evaluation of the Human Component in Man-machine
System,” Electrical Manufacturing, April, 1958, pp. 78-82.

Williams, J. C., Featherstone, A, M., "A Method for Quantifying the Effectiveness of
Ultrasonic to Identify and Local Flaws in Welds," Proc. of the 8th Advances in Reliability
Technology Symposium, UK, 1984, pp. B1/3/1-B1/3/7.

Williams, J. C., Willey, J., "Quantification of Human Error in Maintenance for Process
Plant Probabilistic Risk Assessment," The Institute of Chemical Engineers Symposium
Series No. 93, Pergamon Press, New York, 1985, pp. 353-365.

Williams, J. C., "Validation of Human Reliability Assessment Technigues," Reliability
Engineering, Vol. 11, 1985, pp. 149-162.

Williams, J. C., "HEART - A Proposed Method for Assessing and Reducing Human
Error," Proc. of the 9th Advances in Reliability Technology Symposium, Bradford, UK,
April 2-4, 1986, pp. B3/R/1-B3/R/13.

Williams, J. C., "A Human Factors Data-base to Influence Safety and Reliability," Proc. of
the Conf. on Human Factors and Decision Making: Their Influence on Safety and
Relijability, UK, Oct. 19-20, 1988, pp. 223-240.

Williams, J. C., "Human Factors Analysis of Automation Requirements- A Methodology
for Allocating Functions," Proc. of the 11th Advances in Reliability Technology
Symposium, Liverpool, 1990, pp. 103-113.

318



389.

390.

391.

392.

393,

394.

39s.

396.

Williams, J. C., "Human Factors Technologies for Safety and Reliability in the '90s,"
Safety and Reliability in the 90s: Will Past Experience of Prediction Meets our Needs?
Proceedings of the Safety and Reliability Society Symposium 1990, UK, Sept. 19-20, 1990,

pp. 80-88.

Williams, J. C., "Toward an Improved Evaluation Analysis Tool for Users of HEART,"
Proc. of the International Conference on Hazard Identification and Risk Analysis, Human
Factors and Human Reliability in Process Safety, Orlando, Florida, Jan. 15-17, 1992, pp.

261-271.

Wisner, A., "Fatigue and Human Reliability Revisited in the Light of Ergonomics and
Work Psychopathology," Ergonomics, Vol. 32, No. 7, 1989, pp. 891-898.

Woods, D. D., Roth, E. M., "Modelling Human Intention Formation for Human Reliability
Assessment," Reliability Engineering and System Safety, Vol. 22, 1988, pp. 169-200.

Woods, D. D., "Risk and Human Performance: Measuring the Potential for Disaster,"
Reliability Engineering and System Safety, Vol. 29, 1990, pp. 387-405.

Woods, D. D., "On Taking Human Performance Seriously in Risk Analysis Comments on
Dougherty," Reliability Engineering and System Safety, Vol. 29, 1990, pp. 375-381.

Yang, N., Dhillon, B. 8., “Stochastic Analysis of a General Standby System With Constant
Human Error and Arbitrary System Repair Rates,” Microelectronics and Reliability, Vol,

35, No. 7, 1995, pp. 1037-1045.

Yang, N., Dhillon, B. S., “Availability Analysis of a Repairable Standby Human-Machine
System,” Microelectronics and Reliability, (to appear).

319




Appendix A

Reliability and Maintainability Characteristics

A.1. Reliability Characteristics
The following four functions are commonly used in reliability analysis:
e f(t)— probability density function (pdf) of failure time distribution

_dF(1)
F=—

e F(t)— cumulative failure function (failure probability at time t)
F()=[f(&ade

o R(t)— reliability function (cumulative unfailure probability at time.t)
R(H=1-F(@)

 A(t)— hazard function (failure rate at time t)

The relationships between the four functions are summarized in Table A-1.
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Table A-1 Relationships between different reliability functions

0 X0) F() R(®)

) = f Aexpl- [ A(E)dE] £o -

M= |__/© MO L_dFO 4R
I—I;f(E)dE 1-F() dt dt

FO= 1 [ e tespl-[@ag] | TV RO

RO= T [rem el [re] LEO RO

There are two basic parameters that can be used to describe a probability
distribution, i.e., expected value and variance. In reliability analysis, the expected value is
known as the mean time to failure or simply, MTTF. MTTF mathematically is the first

moment of failure time distribution
MITF = Elfl= [t f (6)dt
Alternatively, MTTF can be expressed in various different forms:

MITF =[ "t f (e =| () expl-f Me)dE)dt

o o t
MITF =| R(e)dt = [, expb| ME)dEldr
MTTF =1lim R(s)
5=0
where R(s) is the Laplace transform of system reliability R(t).

Variance of time to failure is the second central moment of a distribution

o=E[t-Ef]l}
= [ -EUF s ©Oar
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Alternatively, it can also be obtained from the following expression:

ol=-2 lim R (s)— (MTTF)?

where R'(s) denotes the derivative of R(s) with respect to s.

A.2. Maintainability Characteristics

The most frequently used four functions of maintainability are as follows:

¢ N(x) — probability density function (pdf) of repair time distribution

N{x)= dﬂgx)

® M(x)— cumulative repair function (repair probability at time x)
M(x)= [N(£)dg

¢  G(x) - cumulative unrepair function
Gx)=1-M(x)

®  u(x)— repair rate at time x

N(x)
G(x)

H(x) =

The relationships between the four functions are summarized in Table A-2.
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Table A-2  Relationships between different maintainability functions

N(x) p(x) M(x) G(x)
N(x) = N(x) u(expl- I:P(E) ] dﬂgx) _d(;(cx)
uix) = N(x) px) 1 aM) | _d 16
1- [N e MO) e &
MO =1 [y @) Leexpl- [j1(6)dE ] M -G
G(X) = 1-!:N(E)d?§ exP[‘j:u(E)dE] 1- M(X) G‘(X)

In maintainability analysis, the expected value is known as the mean time to repair or

simply, MTTR. MTTR mathematically is the first moment of repair time distribution
MITR = Elx] = [x N(x)dx
Alternatively, MTTR can be expressed in various different forms:
MTTR =L x N (x)dx =quu(x) exp[—Jﬁp (E)dEdx
MTTR =IOG(x)dx =L expEJop(E)dE]dr
MTTR =1imG(s)
=30
where G(s) is the Laplace transform of system cumulative unrepair function G(x).

Variance of time to repair is the second central moment of a distribution

o’ =Elx-ELIF
= [[r - EIP N (r)ax
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A.3. N{x), E(x) and N(s) For Various Different Distributions

The probability density function, N(x), expected values of time to repair, E[x],

and the Laplace transforms of probability density function, N(s), for various different

distributions are given in Table A-3.

Table A-3  N(x), E(x) and N(s) for different distributions
distribution N(x) Elx] N(s)
Gamma B x B B
hx exp{—p x) B i
IN(Y b S+U
(ssz) 2\ i
_ ‘ 2Jn +T
Weibull pPpxfexp-pfxP) | TU+1/B) 4J— [ vr [ 41.11‘
K (when 3 =2)
lognormal _(nx—p), (ln x- u) e +of2
pn J— expl-———~—) Xp(u+0 / )
exponential pexp(—p x) 1 m
| " sy
Rayleigh nix exp(-u?x?/2) 1 [x (str2u®) 2
—= ¢ 4\/&; +421] -
uyz 4n 2 2
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Appendix B

Comparisons of Device of Stages - Markov Method
Results With That of Block Diagram Technique

B.1. Two-Unit Parallel System With Critical Human Error

In order to compare resuits obtained through the device of stages-Markov method with

those obtained by the block diagram approach, the block diagram of a two-unit parallel
system with critical human error is shown in Figure B-1.

R,

R,

Figure B-1  Two-unit parallel system with critical human error

If the two units are identical and the reliability of each unit is
R(t)=Ry(t)=e™" (®-1)

and the reliability of human is

A
= oAt €0 “hat At -
R()=e" + P (e e ) B 2)

(4 c0
where Aco and A are two parameters of the distribution.

Using block diagram method, the reliability of the system can be expressed as
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R, (n)=(2e7 -e™*)R.(1) (B-3)
The system mean time to failure (MTTF) is given by

MTTF, = J‘:}am (0)dt

A+ AXA = A) QA+ AN —Ag) (A +Ag)
2/1‘,0 1 'j’cD

¥ (A’c - ;Lcﬂ)("l +/1c0) - (2;"' + )“cﬂ) - (‘z'c - A’co)(22’+ ’1{:0)

Also, the system reliability and MTTF for Figure B-1 using the device of stages-Markov

method are presented as follows:
The state transition diagram of the system is shown in Figure B-2.
The differential equations associated with Figure B-2 is

dr, (1)

L5 = =22 (1)~ A Po(1) (B-5)
-‘%f—‘-)-=2wr>—(»1+zco)am (B-6)
dp,() _ B-
2L =m0 (B-7)
Bl 2P+ AP = AP0 (B-8)
daP. \
__c;;(_‘_). = AP, (0) (B-9)

At time t = 0, Po(0) = 1, and all other initial state probabilities are equal to zero.
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Two units 22 One unit
operating —pi failed and one
normally operating
0 1
lco 7“:0

System

derated due to

human error

3A

System failed

due to human

error

Figure B-2

sPy() =1 =-QA+ Ay) P, (s)

SP(s) = 24Py (8)— (A+ Ap) P, (5)

sPy(5) = AP\ (s)

SPy 4 (8) = Ao Po(8) + Ao P (5) ~ APy 4 (5)

sP(s)= APy, (s)

The Laplace transform of the system reliability is:

A

Both units

- failed, system

failed

2

The state transition diagram of the system

Using Laplace transforms and the initial conditions in Equations (B-5)-(B-9), we get
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R5(5)= Py(s)+ P (s) + P, (s)
($+A +A,)(s+32+ Ao)

=(s+,1c)(s+,1+,1¢0)(s+z;,+;t,o)

The system reliability can be obtained by inverting Equation (B-10)

Setting A=0.00002 and A,=0.005 in Equations (B-3) and (B-11),

RsB (t) =

2(A-4)
(’1 = ;['c + A’cﬂ)
Ao’ +344,, - ARy

(A=A + 2g) 20~ 4 + Ag) ¢

system Rsa(t) and Rsp(t) are shown in Table B-1 for different values of A

clearly indicate that Rea(t) and Ryn(t) are nearly equal to each other.

(B-10)
etirdar A =22 o~ (2iskox
24— +4,)
( ° (B-11)
-j‘_;
the reliability of the

0. The results

Table B-1 The comparison of Rea(t) and Rsp(t) for two units in parailel
system with critical human error
Time Rsa(t) Rss(t)
A=0.00005 | A,=0.0001 20=0.0002 ][ A.4=0.00005 A0=0.0001 A:0=0.0002
0 1.00000 1.00000 | 1.00000 1.00000 1.00000 1.00000
1000 10.96039 [0.92280 |0.85223 ” 0.96039 0.92281 0.85223
2000 0.91257 0.83415 | 0.69717 " 0.91257 0.83416 0.69718
3000 0.86645 0.75337 1 0.56974 [0.86646 0.75338 0.56975
4000 0.82211 0.67996 | 0.46528 0.82212 0.67996 0.46529
5000 0.77954 0.61330 | 037974 {0.77955 0.61331 0.37975
The system mean time to failure (MTTF ) is given by
MTTF, = llm Ry, (s)= (A + A0 )BA+ Ay) (B-12)
=0 A A+ A0)2A+ A,)
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Setting 4=0.0002 in Equations (B-4) and (B-12), for different values of Ay and Ae,
syétem mean time to failure MTTF4 and MTTFj are shown in Table B-2. The result is

clearly indicated that MTTF, and MTTFj are quite close to each other.

Table B-2 The comparison of MTTF4 and MTTFj for two units in parailel
system with critical human error
Aco MTTF, lL MTTFs
Ac=0.005 | A.~0.008 | A=0.01 |[A:=0.005 | A.=0.008 ~=0.01
0.0000 7500.00 | 7500.00 | 7500.00 || 7500.00 | 7500.00 | 7500.00
0.0001 4757.83 | 4724.16 | 4712.80 || 4760.00 | 4725.00 | 4713.33
0.0002 3463.91 | 3415.60 | 3399.32 || 3466.67 | 3416.67 | 3400.00
0.0003 2722.83 | 2666.75 | 2647.87 || 2725.71 | 2667.86 | 2648.57
0.0004 2247.15 | 2186.41 | 2165.98 " 2250.00 | 2187.50 | 2166.67
0.0005 1917.88 | 1854.11 | 1832.67 || 1920.63 | 1855.16 1833.33
0.0006 1677.35 | 1611.50 | 1589.37 || 1680.00 | 1612.50 1590.00
0.0007 149443 | 1427.08 | 1404.45 |E496.97 1428.03 1405.05
0.0008 1350.90 | 128242 | 1259.43 lL1353.33 1283.33 1260.00
0.0009 123543 | 1166.09 | 1142.81 || 1237.76 | 1166.96 1143.36
0.0010 1140.62 | 1070.60 | 1047.10 |[ 1142.86 | 1071.43 1047.62

The plots of system reliability R;a(t) and Rsg(t), and the plots of system mean time to

failure MTTF4 and MTTF5 for various different values of distribution parameters are

shown in Figures B-3 and B-4, respectively. It can be clearly seen from the plots that
Rsa(t) and Rg(t), and MTTF, and MTTFj are identical, respectively.
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B.2. Three-Unit Parallel System With Critical Human Error

When A = A, we obtain a Gamma distribution with a density function of the human

operating
f(D=4te™ (B-13)
and the associated human operating reliability is

R()=e™1+A0) (B-14)

For three identical units in parallel system with critical human error, using block diagram

method, the reliability of the system can be expressed as

R,(1)=(3e™ -3¢ + e ) e 1+ A1) (B-15)
The system mean time to failure (MTTF) is given by

MTTF, = f: R, (Dat
=3AC+3_3,1¢_3+AC L]
(A+AY  A+4  QA+A)Y 24+4,  GA+A)  3A+4

(B-16)

Using device of stages-Markov technique, the system reliability and mean time to failure
are expressed as follows:
R (1) = 3(A- Ac) g A 32— ’lc Pt
§ A

w 34 (B-17)

A 4 —___3(’1*? =24) o~ (2A )
64 24
and
™ " 2 2
MTTF, =IR,3(t)dr= 212 +644_+ A7) B-18)
0 (A+2)2A+ )34+ 4)
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Setting A=0.00001 in Equations (B-15) and (B-17), the reliability of the system R;a(t) and
Rsp(t) are shown in Table B-3 for different values of A.. The results indicate that Rsa(t)

and Rsp(t) are nearly equal to each other.

Table B-3 The comparison of R;a(t) and Rep(t)

Time (t) Ra(t) Rep(t)

A¢=0.00005 | A;=0.0001 | A,=0.0005 A:=0.00005 | A.=0.0001 | A.=0.0005
0 1.00000 1.00000 1.00000 E 00000 1.00000 1.00000
500 0.99969 0.99879 0.99532 4'29969 0.99879 0.99532
1000 0.99879 0.99532 0.98248

0.99879 0.99532 0.98248
1500 0.99732 0.98981 0.96306 0.99732 0.98981 0.96306

2000 0.99531 0.98247 0.938447&.99531 0.98247 |0.93844

2500 0.99279 0.97349 1090978 [[0.99280 0.97349 0.90979

3000 0.98979 0.96304 | 0.87808 0.98979 0.96304 0.87808

System mean time to failure MTTF, and MTTFg of Equations (B-16) and (B-18), for
different values of A and A¢, are shown in Table B-4. These results indicate that MTTF,

and MTTFp are close to each other.

Similarly, one can extend device of stages-Markov method to n-unit paraliel system, The
evidence available to the author was sufficient to justify the claim that the non-
exponential distribution could be quite appropriately presented by stages models with

constant transition rates, and thereby allowing the construction of Markov models.
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Table B-4

The comparison of MTTF, and MTTFg

MTTF4

|

MTTFs

Ac=0.005

A=0.008

A=0.01 )| A.=0.005

Ac=0.008

A.=0.01

0.00000

400

250

200 400

250

200

0.00002

399.9996

250

200 1' 399.9998

250

200

0.00004

399.9971

249.9996

199.9998 |1 399.9988

249.9998

199.9999

0.00006

399.9905

249.9985

199.9994 | 399.9961

249.9994

199.9997

0.00008

399.9781

249.9965

199.9986 || 399.9910

249.9986

199.9994

0.00010

399.9583

249.9933

199.9972J 399.9829

249.9972

199.9988

0.00012

399.9299

249.9886

199.9953 |{399.9711

249.9954

199.9981

0.00014

399.8916

249.9822

199.9925 l 399.9552

249.9927

199.9969

0.00016

399.8425

249.9739

199.9890 {| 399.9346

249.9893

199.9955

0.00018

399.7816

249.9635

199.9846 h 399.9090

249.9850

199.9937

0.00020

399.7082

249.9508

199.9792 E9.8779

249.9797

199.9914
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