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Abstract

This thesis analyses the effect of encrypting data on the bit
error rate at the receiver. Block and stream cipher modes based on
the Data Encryption Standard (DES) are examined. More specifically,
Electronic Code Book (ECB), Cipher Block Chaining (CBC), Output
FeedBack (OFB) and Cipher FeedBack {CFB) modes are considered. The
ability of binary BCH codes and of bit interleaving to reduce the
error rate over fading channels is examined in detail. Experimental
results are derived from computer simulations where the digital
mobile communication channel is represented by the Gilbert and
Fritchman models. Simulations are also carried out over memoryless
binary symmetric channels (BSC) to illustrate the difference on the
error rate at the receiver (after decryption) as a result of the
presence or absence of channel memory.
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Chapter 1

Introduction

1.1 Introduction

If perscnal computers were the technological revolution of the
70’s and 80's, mobile communication systems promise to be the
revolution of the 90's and beyond. Rapid technological advances and
significant reduction in prices have led to a dramatic growth in
the sale of systems such as cellular telephones. Within a few short
years, wireless, pocket telephone may replace conventional ones as
more consumers demand (and receive) the convenience of continuous,
uninterrupted access to communication networks. Additional
developments such as road navigation systems for commuters will
ensure that mobile communications will remain an area of strong,
continuous growth for decades to come.

This surge in the popularity of such systems has also exposed
the growing problem of unauthorized eavesdropping of conversations
or data transfers over public airwaves. Recent political scandals
involving interceptad conversations by senior public officials
(e.g. the Charlottetown constitutional talks) highlight clearly how
easy it is to intercept private conversations and how potentially
damaging this can be to the parties involved.

Despite recent legislation introduced by the federal
government which increases the penalties for eavesdroppers, the
fact remains that it is nearly impossible to prevent such
activities. This is true not only because eavesdropping is a
passive activity that cannot be detected by outside sensors (i.e.
no electromagnetic emissions are made by the receiver) but also
because democracies such as our own recognize to a certain extent

12



the right of individuals to intercept transmissions over public

airwaves {e.g. police broadcast).

Hence, the responsibility of protecting private conversations
and sensitive data transfers falls on the shoulders of the people
who use public airwaves for private transactions.

However, the use of cryptographic systems to deny access to
unauthorized eavesdroppers almost invariably introduces technical
problems and often affects the quality and reliability of
communication links. The principal goal of this thesis is to
determine the impact of cryptographic systems {(based on the Data
Encryption Standard) on the error rate performance of narrow-band
digital mobile communication channels (fading channels). We are
particularly interested in the performance of Forward Error
Correction (FEC) block codes used in conjunction with such systems.
To limit the scope of the thesis, only binary BCH codes are
considered. These codes were selected for the simulations because
they are available in a wide variety of lengths and code rates.
They are also easy to encode or decode, and their performance is
relatively easy to analyze. The ability of bit interleaving to
enhance the performance of such codes over fading channels is also

assessed.

The experimental results are based entirely on computer
simulations, where the fading channels are represented by various
models whose accuracy has been established by many researchers.

1.2 Thesis organization

The present chapter describes briefly the subject of the
thesis and the scope of the work therein.

In chapter 2, a thorough analysis of mobile communication
channels is carried out. The main physical factors which affect

13



this link are described in detail and the most important parameters
used to characterize it are described. This is followed by a
description of the digital channel models used in the simulations
{i.e. binary symmetric channel model, the Gilbert model and the
Fritchman model). The advantages and disadvantages of each model
are analyzed in detail. The techniques used to determine the model
parameters based on the characteristics of a real mobile
communication channel are also discussed. This is followed by an
analysis of the channel capacity of fading channels. To conclude
the chapter, equations are developed to determine the theoretical
capacity of fading channels from the parameters of the models used
to represent them.

Chapter 3 is devoted entirely to cryptographic considerations.
Basic attributes of any good encryption system are examined in
detail. Furthermore, parameters which allow us to evaluate the
cryptographic strength of a system are examined. Following this,
the Data Encryption Standard (DES) is described. The description
will demonstrate that this system possesses the required gualities
of a robust encryption system, making the DES suitable for low to
medium security digital applications. Subsequently, the block and
stream cipher modes of operation of the DES are analyzed. These
are:

a) Electronic Code Book (ECB),
b) Cipher Block Chaining (CBC),
c) Output FeedBack mode (OFB), and
d) Cipher FeedBack mode (CFB}.

The advantages and disadvantages of each mode are covered in
detail. The chapter ends with a brief section describing new trends

in cryptography.

Chapter 4 examines linear block codes and the error control
technique of bit interleaving. After a short description of linear

14



block codes in general, the class of binary BCH codes is examined
in some detail. The encoding and decoding procedure for such codes
is also described. Subsequently, the technique of bit interleaving
is examined. The 1last part of the chapter is devoted to the
development of the equations required to determine »Pimn (i.e.
probability of having exactly m bit errors in a block of n bits).
This parameter is essential when the performance of block codes has
to be determined.
]

Chapter 5 is divided into two main parts. The first part
provides a theoretical analysis of the error propagation
characteristics of the four cipher modes used in this work. This
leads to equations predicting the bit error rate of these modes
after decoding and decryption. The second part focuses on the
gimulations results: the error rate performance of the four cipher
modes is analyzed and compared for all three channel models used.
The last section of this chapter examines the simulation results
when bit interleaving is carried out over channels generated by the
Fritchman model.

Chapter 6 highlights the major conclusions reached in this
work and proposes further areas of study in this domain of
research. '

Annex A contains graphs which are based on the simulation
results. In annex B, the simulation results are displayed in table
form. Annex C provides the details of the simulated channels used
in this work, such as model parameters, theoretical capacity,
autocorrelation function, etec. The source code for the computer
programs used to carry out the simulations and various data
analysis tasks is listed in a separate document (annex D). The last
section of the thesis provides a list of references.

15



Chapter 2

Mobile communication channel characteristics

and simulation models

2.1 Introduction

A mobile communication network can take many forms. It may
consist of a base station in communication with several mobile
units travelling in different areas. Or, it may involve two mobile
units communicating with each other directly or through a base
station. A cellular telephone system is a good example of such a
network. In such a channel, a mobile unit will sometimes be stopped
and at other times will be travelling at different speeds, in
different directions and in different areas (urban, suburban,
tunnels, etc). These factors result in a wide variation in the
propagation characteristics of the mobile link and make it one of
the most difficult environments in which communications must take
place. This chapter examines the characteristics of this difficult
communication channel and explores various models which may be used
to simulate it.

The first part of this chapter examines the physical aspects
of the channel and describes various parameters and functions which
characterize it.

The second part of this chapter describes how experimental
data derived from tests in the real channel can be used to generate
simulation models which can accurately reproduce the behaviour of
the real channel. Subsequently, the three simulation models used in
this research project are examined in detail (binary symmetric
channel, Gilbert and Fritchman channel models). The advantages,
disadvantages, accuracy and limitations of each model are then

16



evamined. For each mcdel, the parameters which characterize its
behaviour are discussed and the channel capacity is calculated.

2.2 Mcbile channel characteristics

In this section, we begin with a description of the attributes
of the physical environment in which the mobile unit travels and
analyze their impact on the propagation characteristics of the
channel. This is followed by a description of the statistical
models used to describe the signal at the receiver. Other relevant
parameters used to characterize the digital mobile channel are then
discussed briefly.

2.2.1 Physical attributes of the channel

As is the case for all channels, the mobile communication link
must contend with the problems of attenuation and additive noise.
However, it is afflicted with additional impediments which are
unique to it. Multipath propagation, fading, refraction,
diffraction and doppler frequency effects are the most important
additional impairments which influence the mobile channel. These
problems are related to factors that can be broken down into four

main categories:

a) near scatterers,

b} far scatterers,

c) road orientation and
d) mobile unit speed.

2.2.1.1 Near scatterers

Near scatterers include all objects in the proximity of the
mobile unit such as people, trees, other vehicles, houses and
buildings. These obstacles attenuate the signal strength at the
receiver by absorbing incident energy. But the degree of

17



attenuation may vary significantly with factors such as material
composition, angle of incidence, weather (wet or dry surfaces) and
even the season. For example, trees in summer cause 10 dB more
attenuation than in winter because of foliage [56]. These ohstacles
also cause refraction and diffraction which diffuse the incident
signal energy.

But more importantly, other vehicles and buildings which
surround the mobile unit will cause reflections of the incident
signal. As the signal bounces back and forth between the obstacles
surrounding the receiver, multiple copies of the signal combine to
create a complex standing wave pattern through which the mobile
unit must travel. As it moves through this pattern, the receiver
experiences rapid and large fluctuations in signal strength which
are related to the peaks and troughs of the standing waves.
Figure 2.1 illustrates this phenomenon in the simple case of one
scatterer. As a result of the varying signal strength, the bit
error rate (BER) at the mobile
unit becomes a function of

position; it is low when the
signal strength is high
(corresponding to a peak in the
standing wave pattern} and

Vvoltage

becomes high when the signal

strength is low (corresponding
to a fade notch). Thus, the
multipath reflections create a

|

|

| |

L — (1)
! Seallerer
]

]

(L)
LRy =V T | fading channel with memory where

D

) long periods of almost error

! . '
1:0 free reception are interrupted

Figure 2.1: Standing wave by short periods characterized

pattern [41]. by a high bit error rate.

The frequency of occurrence and duration of these error
bursts is partly dependent on the speed of the mobile unit as it
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travels through the signal pattern. As the unit speed increases,
the fade notches are encountered more often (higher fade rate) but
the fade duration is shorter for each fade. A fade notch will occur
every half wavelength on average. Fading frequency increases as the
carrier frequency increases and as the mobile unit speed increases:
2V,
A

fd = (2"1)

where v, is the mobile unit speed in meters per second and A is the

carrier wavelength in meters'.

Furthermore, if the buildings around the mobile unit are high
enough and properly oriented, they may obstruct completely the line
of sight path between the mobile unit and the base antenna. This
results in the receiver having to depend entirely on reflected
waves to acquire the signal. Figure 2.2 [39] illustrates the fast
fading behaviour for a real channel.

2.2.1.2 Far scatterers

Far scatterers include distant, large buildings, hills and
other topological attributes. The impact of these obstacles on the
propagation characteristics of the channel are usually more subdued
than for near scatterers. The main influence of far scatterers is
to modify the average SNR at the receiver, thereby creating a slow
fading pattern which is superimposed on the fast fading pattern
caused by near scatterers. These slow variations are easily
discernible in Figure 2.2.

2.2.1.3 Street orientation

When the mobile unit is travelling on a road with a large

' If a square law detector is used at the receiver, the
measured fading frequency will be 2f,. If a linear detector is used,
the measured fading frequency will be £, [41, pp. 30-31].
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number of buildings on both sides, a significant level of
attenuation occurs when the mobile unit is moving perpendicular to
the direction of propagation from the base antenna. The attenuation
has been found to be up to 20 dB higher in that case [55), relative
to a vehicle at the same distance but travelling on a road parallel
to the line of propagation from the base antenna. This is caused by
a ducting effect, where the relatively obstacle-free road bounded
by the buildings on both sides of it act as a waveguide to channel

the signal received from the base antenna.
2.2.1.4 Doppler effects

The motion of the mobile unit through the fast fading pattern
at various speeds results in a doppler effect which introduces
additional noise at the receiver. When the mobile unit is in a fade
notch, the phase of the received signal varies in a rapid, random
fashion [41, pp. 219-224],(68, pp. 136]. These phase jumps
introduce additional noise in the receiver which is referred to as
random Frequency Modulation. Random FM is independent of the signal
to noise ratio (SNR)?. However, it is dependent on the speed of the
fading frequency f; (a function of the vehicle speed). Random FM
noise increases as f, increases. This is illustrated in Figure 2.3
where it is clear that a lower limit on the BER is imposed by the
fading frequency. As a result, it can be seen that random FM
introduces an irreducible BER.

! Thus, increasing the transmitted power will not eliminate it.
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2.2.2 Statisgtical models for the received signal

In order to derive statistical models for the signal power at
the receiver, it 1is necessary to first conduct experimental test
runs in the real channel. These usually take the form of a base
station transmitting a continuous wave {(CW) signal to a mobile unit
travelling at a fixed speed in a predetermined area. The signal
received at the mobile unit is measured at regular intervals to
determine its amplitude and phase. This leads to power level versus
distance (or speed) graphs such as those of Figure 2.2 and similar
ones for the phase of the signal. Typically, the vehicle moves
randomly over an area of a few hundred meters under the assumption
that the propagation characteristics are invariant over that area.
Under the further assumptions of wide sense stationarity’® and
ergodicity?, it is possible to extend the statistical properties
derived from the experimental run to more general cases. This is
usually true when the number of sample points of the experimental
run is large enough to meet the restrictions of the weak law of
large numbers ([52, pp. 191-192].

Based on the experimental results described above, it is then
possible to derive statistical models to represent the power and
phase characteristics of both the slow and fast fading components
of the signal. In this section we examine three models proposed for
the fast fading properties of the received signal and one for its
slow fading aspects [14,41,65,68].

2.2.2.1 The Rayleigh distribution

For a receiver in a dense urban environment, the incident

3 Invariance of first and second order statistics to the time
origin.

4 Where it is assumed that the statistics derived from the
specific realization of the process apply to the ensemble.
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signal is a composite sum of reflected waves only. If we assume
that a transmitted signal

S,(t) = A, expljlw.t +¢)] (2-2)
arrives at the receiver as a sum of reflected waves which are
independent, identically distributed Gaussian random variables with
zero mean, noise variance o¢* and uniformly distributed random
phase, we get

N
r(t) =Y A, A;explilw.t +d - PVt cose;+d,)] (2-3)

in
where a; ,¢, and, a; are the amplitude, phase and angle of incidence
(in relation to the vehicle’'s direction of travel) respectively. v,

2n

is the mobile unit speed and P = 5+ It can then be shown that the

probability density function (pdf) is given by [41, pp. 169-174]):

2
PR i)

- I 202
= e
Pro 2no?
Dy = --2—1;, 0sBs2n (2-4)
0, otherwise
-(.i
p; = —:Ee @ re0

The mean and standard deviation for the Rayleigh distribution are
given by:

N, = Elr] =0 %

(2-5)

It is generally agreed that at least 7 multipath signals are
required to satisfy the assumption of independent, identically
distributed Gaussian random variables [41]. Note that the
distribution of the signal phase is assumed to be uniform. Again,
this assumption is reasonable when the number of reflected waves
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incident on the receiver is high enough since the waves all
propagate through paths of different lengths before reaching the

antenna.

The Rayleigh distribution is considered to be a worst case
scenario since many experimental results confirm that the received
signal rarely consists of only reflected waves, even in dense urban
areas [4,14,39,58,68)]. The difference in signal strength between
the peaks and fade notches of the interference pattern can be up to
40 4B [68, pp. 135] when the composite signal is a sum of
reflections only. For the mobile receiver, this means that it is
likely to experience fairly long error bursts of high BER density.

2.2.2.2 The Rician distribution

In most instances, the signal at the mobile unit receiver is
a composite of multiple reflected waves and a direct path component
of relatively stable amplitude [39]. In such a case, the fade
notches are much shallower and the signal strength dynamic range is
in the range of 10 to 20 dB (peak to notch ratio) as opposed to the
40 dB mentioned earlier for a pure Rayleigh fading channel®. As a
result, a mobile receiver in such an environment is likely to
experience error bursts of shorter duration and lower BER density
than a Rayleigh channel of equivalent average SNR.

The Rician probability distribution is a function which
represents well the short term fading of the signal power level at
a mobile receiver when the composite signal consists of a stable
direct path component (between the receiver and transmitter
antennas) and a sum of multiple reflections:

{ud+ad)
piu) =2 .o 2 .1 (B8 yao0 (2-6)
g o]

5 The dynamic range is inversely proporticnal to the magnitugde
of the line-of-sight component of the received signal.
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where 71, is the modified Bessel function of order zero given by:

2n

Io(x) = fe(.\'couﬂ)cg (2-7)
0

and A is the value of the line of sight component. As A increases,
the standard deviation of the signal envelope decreases and fade
notches become shallower. The mean and standard deviation for the
Rician are given by:

n, = e \‘ % [(1+2¥) I () +2¥ I, (¥))

_ _A?
Y = z;; (2-8)
o, = yAZ+20%-1

The phase distribution for the Rician is uniform only when a = 0.
As A increases, the probability density function of the phase looks
more and more like a Gaussian distribution but is in fact given by
(40, pp. 177]):

F (¥) = —= e 27 + £ACOS ¥ o "od [1 +2 erf (MH (2-9)
2n 2y/2na? L

for -n < ¢ sr and where 'erf’ is the error function.
2.2.2.3 The Nakagami distribution

The Rician distribution is more accurate than the Rayleigh
model to represent most real channels because they usually have a
direct 1line of sight component, even in fairly dense urban
environments. Nevertheless, many researchers have found the Rician
to be wanting in accuracy [4,68). This prompted the development of
another model to better represent the fast fading characteristics
of the received signal. The Nakagami distribution [50] has been
found to be the most accurate model for experimentally derived
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short term fading statistics [4,14,65]. Its probability density

function is given by:

= _ 2 [m\™  ama, _mr? 1
p (1) F(m)(n) r exXp a |- M2 , 20
(2-10)
Q =E[r?) =o0% (ifm = E[r] =0)
where P(m) is the Gamma function given by:
L(m) = ft'"'le" de, m>0
° (2-11)

T'(m) =-£iﬂill,zn<0
m

For m = 0.5, the Nakagami distribution is a one-sided Gaussian
distribution. If m = 1, it becomes a Rayleigh distribution. For
me1, it can approximate a Rician distribution. Finally, for

1 gl _
nre[e"‘,e"‘], the Nakagami distribution approximates a N(n,o0)

lognormal distribution [14] S,

The fundamental difference between the WNakagami and the
Rayleigh distribution is that the former assumes that the composite
received signal is a sum of reflected waves of random amplitude and
phase while for the Rayleigh, it is assumed that the reflected
waves all have the same amplitude (except for the noise variance)
and random phase. The assumption of equal strength for the
reflected waves is often unrealistic and leads to the significant
inaccuracies reported by [4,14] and [65] for the Rayleigh
distribution pdf. Thus, the Nakagami distribution is more flexible
than the Rayleigh in that respect. It is also apparent that both
the Rayleigh and Rician distributions are special cases of the
Nakagami distribution.

6 m = 0.5 implies severe fading, m = 1 is Rayleigh fading and
m=e implies no fading [14].
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2,2.2.4 The lognormal distribution

The lognormal distribution has been found to be appropriate
for representing the long term fading characteristics of the
received signal [4,41]). The probability density function of the
lognormal distribution is shown below:

_n(r-m)?

pr(r) = ___1__ . @ 20° , I >0 (2"12)

¢2n05r

In that equation, m, is the average value of the signal strength.
Figure 2.2 illustrates the slow fading component of the received
signal strength as a separate curve under (or superimposed) on the
composite signal. Incidentally, it should be noted that the slow
variations of the signal cause much less problems than the fast
fading. As a result, slow fading is seldom analyzed in as much
detail or with as much care as fast fading.

2.2.3 Additional parameters related to the mobile channel

There are many other parameters and functions which describe
various aspects of the mobile channel (see [41]). Of these, delay
spread, cocherence bandwidth, level crossing rate (LCR) and the
average fade duration (AFD) are important enough to deserve a brief
description.

2.2,3.1 Delay spread

Because of multipath scattering, a transmitted impulse will be
significantly lengthened by the time it arrives at the receiver.
The standard deviation of the average received pulse length is the
delay spread [41, pp. 40-46], [54, pp. 703-710}. It imposes a limit
on the signalling rate since the transmitter cannot send the next
signal until enough time has elapsed to allow the magnitude of the
preceding pulse at the receiver to fall below a given level
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{(otherwise, intersymbol interference would occur}. Delay spread is
independent of frequency above 30 MHz [41] and is typically 0.5 to
1.3 pusec although it can go up to 12 usec in dense urban areas
[41].

2.2.3.2 Coherence bandwidth

The coherence bandwidth [41, pp. 44), [54, pp. 708]), (68, pp.
138]. is inversely proportional to the delay spread and is given
by:

B, = 4%& (2-13)
for frequency modulation, where A 1is the delay spread. 1Its
importance lies in the fact that fading is not frequency selective
over that range of frequencies; i.e. for a given propagation path,
the attenuation is identical for all frequencies of the transmitted
signal. Channels whose bandwidth is smaller than the coherence
bandwidth are characterized by non-frequency selective fading and
are referred to as narrow-band channels. Throughout this research
work, we consider only narrow band digital communication channels
whose bandwidths are typically around 25 kHz or lower. For these
communication links, traditional modulation technigques like NC-FSK
(Non-Coherent Frequency Shift Keying) or DPSK (Differential Phase
Shift Keying) are generally used. Wideband channels have a
bandwidth higher than the coherence bandwidth and typically utilize
spread-spectrum modulation techniques such as CDMA (Code Division
Multiple Access). For wideband channels, the individual multipath
signals can be resolved at the receiver (this is not true of narrow
band channels} [54, pp. 715]. Such channels are not considered in
this thesis in order to limit its scope.

2.2.3.3 Level crossing rate

The level crossing rate indicates the expected number of
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crossings in one direction for a specified signal power level. This
parameter can be important for developing simulation models because
it determines the average frequency of occurrence of the fading
notches as a function of distance or time. Since fade notches
correspond to error bursts at the receiver (because of the low SNR
and random FM), this parameter provides us with the average time
interval between error clusters. This can then be used to find the
average length of error-free runs.

For the Rayleigh distribution, the LCR as a function of time
and distance are given by [58]:

=T v, 2 ,
LCR(r=R,) = _L"_.&’ exp- Ro , crossings
20/% 2¢? second
RT RS crossings
LCR(r=R,) = —=Z -| =2 g (2-14)
( o Ag 5P (2 2]' meter
_2n
P A

where v, is the vehicle speed in meters per second and & is the

carrier wavelength in meters. Typical values of LCR based on
experimental results (derived by Roy [58]) for the Rayleigh case
are shown below (£ = 910 MHz):

LCR(r = n+0) = 1.66 crossings

meter
ICR(r = 1) = 3.07 %ﬁgﬁ (2-15)

ICR(r = n-0) = 2.69 Crossings
meter

where ¢ is the average signal power and ¢ is the standard
deviation.

For a Rician channel, the average LCR is given by [39):

= - \/ERO . (R§+A2) RA (2-16)
ICR(r = R,) = o exp[ —— T, =5
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where A is the line of sight component power, R, is the power level
selected for the «c¢rossing threshold and A is the <carrier
wavelength. However, it should be noted that some experimental
results have revealed that the measured LCR is consistently higher
than predicted by the above equation [39, pp. 210]. When the
threshold was chosen to correspond to the average signal level,
Lecours et al. [39] found that the theoretical LCR was roughly
equal to the 3.0 crossings per meter (A = 0.33m) using a linear
detector at the receiver. The experimental LCR varied from 2.61 to
3.65 crossings per meter for their measurements.

The level crossing rate is related to the urban density. It
increases as the urban density increases. For both Rician and
Rayleigh distributiong, the maximum LCR occurs when the threshold
is in the range n -0 to o [58, pp. 48). The presence of a line-of-
sight signal component (e.g. Rician distribution) results in an LCR
which is slightly lower than for a Rayleigh channel of similar
average power [58, pp. 49-50). Also, the LCR as a function of
threshold for the Rician distributed channel is more symmetric
about the signal mean than for the Rayleigh channel.

2.2.3.4 Average fade duration

The average fade duration (AFD) provides us with a measure of
the average duration of a fade for a pre-determined power
threshold. It is given by the general equation:

P(rsR,)

AFD(r = R) = ——_—_9__
( o) LCR(r=R,)

(2-17)

where P(r s R,) is the probability that the signal level will remain
below the threshold R,. The AFD is usually expressed as a function
of time or distance.

For a Rayleigh distribution, the AFD is given by:
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[ =
1 - exp |-—2
—— P{r s R,) 2
AFD(r = R,) =—— e = 29"/ _, in seconds (2-18)
LCR(I = RO) ﬁR 174 R:’.
olm ay _ O..,
20/m 2a?

For p = %’_‘, this simplifies to the following forms:

— RS
AFD(r = R,) = —9 [exp( = ] - 1|, in seconds
VLR 20?
. (2-19)
R
AFD(r = R,) = Ao exp [ °] - 1|, in meters
R/m 202

For a frequency £ = 910 MHz in a Rayleigh channel, Roy [58]
found these typical values for the AFD:
AFD(r = n+0) = 0.51 meter

AFD(r = 1) = 0.18 meter (2-20)

AFD(r

n-6) = 0.061 meter

There is no simple mathematical expression for the AFD in a
Rician channel. The determination of the AFD involves numerical
integration of the following equation:

AFD(r = R, = o =Ko
LCR(r = R,)
RO
[pe(udu (2-21)
= : - , in seconds
V.J/nR R;+A? R
Yol g [- 20 ) 1, (22)

where p.(u) is the probability density function of the Rician

distribution given in equation (2-6) (page 25}.

In the experiments conducted by Lecours et al. [39], the
average fade duration was found to be about half a wavelength for
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Rician channels and a power level egual to the mean (Rician

channel, f = 910 MHz, urban environment).
2.3 Digital mobile channel simulation models

In this section, we examine how computer models may be
constructed to accurately simulate a real digital mobile channel.
First, we describe how relevant channel statistics may be derived
to characterize the link to simulate. Following this, the concepts
of renewal and non-renewal models are examined. The advantages and
disadvantages of using one or the other are discussed in relation
with the model simplicity and accuracy. This is followed by a
detailed description of the three simulation models used in this
work; the binary symmetric channel (BSC}, the Gilbert and the
Fritchman models. For each model, a general narrative is followed
by a description of the equations giving the channel parameters.
The methods used to derive these parameters from the experimental
test results in the real channel are mantioned and graphs
illustrating typical statistical distributions of error-free gaps,
error bursts and autocorrelation are provided for each. The general
algorithm used to generate the channel error sequence is briefly
described for each model. Each sub-section ceacludes with a list of
advantages and disadvantages for the model in question.

The last part of this chapter provides a development of the
channel capacity for each model and contrasts the capacity of
memoryless channels to those with memory.

2,3.1 Characterization of digital mobile channels

In order to be useful, models used to simulate channels must
be simple and accurate. However, as is the case in many engineering
problems, these two requirements are usually at odds with each
other and compromises must be made between simplicity and accuracy.
This should be kept in mind when reading the following discussion.
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Elements such as mobile unit speed, urban density and
modulation technique all contribute to characterize the channel in
a complex manner. For example, as the mobile unit speed increases,
random FM increases (thus, irreducible BER increases), the LCR
increases but the AFD decreases. Similarly, factors such as the
presence or absence of a line-of-sight component, or the frequency
and modulation technique used (NC-FSK, DPSK) all affect the signal
characteristics. Attempting to develop a mathematical model to
represent this behaviour based on these parameters would be very
complicated.

A much simpler strategy consists in acquiring a large sample
of actual error patterns as they occur in the real channel and then
use different techniques to create a computer model which can
simulate these error patterns.

This involves the transmission of a predetermined sequence of
binary digits X¥={x,.X.....X,] to a mobile unit travelling in the
urban area to model’. The receiver would record the sequence of
digits received ¥=(y,,Y%,...,¥}. By later ccmparing the received
sequence ¥ with the transmitted sequence X, it is possible to
reconstruct the error sequence E = {&,E,...,E,} which represents the
channel where vY,=Xx @®E (Figure 2.4). From this sequence,
statistical expressions characterizing the channel may be
calculated. In turn, these expressions can be used to determine the
parameters for simulation models so that they will generate
sequences of digits £, whose statistics are identical to those of
the real channel sequence E (the index s indicates that the
sequence is simulated). Using these sequences £,, it is then

possible to accurately predict the effect of digital communication

? The indices refer to time. Also, X, € {0,1}) for a binary
source.
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techniques such as interleaving, forward error correction (FEC}
codes and encryption on the word error rate in the real channel,

based on the simulation run results.

For a fading channel, the sequence £ will consist of long

intervals of error-free digits followed by

shorter intervals with many error digits. The //~‘\\
statistical properties of this sequence X > I ) Y:
provide information which is necessary to

construct a channel model. These statistical E
functions are described below. Figure 2.4: Channel

with additive noise

The bit error rate (BER) is defined as:

Number of Bits in Error (2-22)

BER = .
Total Number of Bits

and is a popular first order statistic in communications. Although
it completely specifies a memoryless binary symmetric channel, it
is not sufficient to characterize a channel with memory.

T2 error-free gap distribution (EGD) is given by
p(om|1) = P[6¢; > m+ 1] where G, is the length of the i-th gap. This is
the probability that m or more consecutive zeros (no errors) will
occur given that a one (an error) has just occurred.

The error-burst distribution (EBD) is given by
P(1"|0) = P[B, 2m+1] where B, is the i-th burst. This is the
probability that m or more consecutive digits will be in error
given that a zero (no error) has just occurred. The EGD and EBD are
given by [37]:
P(o™|1) =Y P(0*1{1)
k= (2-23)
P(1|0) = ¥} P(1%0]0)

k=m
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where pP(0*1]1) is the probability of having exactly k& zeros followed
by a ‘1’, given that a ‘1’ has just occurred {similarly for
P(1*o0]o) ) . These equations are related as follows:

pP(of1(1) = p(oil1) - p(oi+
(0%1]1) (0%]1) (0i*!|1) (2-24)

P(1i0{0) = P(1¢|0) - P(1i*}|0)

Note that by definition, p(0°j1) = P(1%0) =1,

Two other parameters which describe a channel with memory are
the average gap length E(G) and the average burst length E£(8] . The
general equations are given below [37]:

E[G] =Y (i+1)P[G = i] = ¥ (i+1) P(0i1[1) = ¥ P(0{[1)

1;0 .i:.o 1:{: (2-25)
E[B] = ) (i+1)P[B = i] = Y (i+1) P(1%0|0) = ¥ P(1¢|0)

i=0 I=0 Iml

Another parameter of interest is the error cluster length. An
error cluster consists of a sequence of consecutive digits which
starts with a ’1’ and ends with a ‘1’ but which contains '0’s in
the sequence. The length of an error cluster is arbitrary and is
determined in part by the minimum bit error rate (BER) allowed
within the cluster. When the number of consecutive zeros following
a one is such that the resultant BER falls below the chosen
threshold, the cluster ends at the ‘1’ preceding these zeros. A
cluster also ends at the preceding ‘1’ if the number of consecutive
Zeros exceeds a given threshold, regardless of the BER within the
cluster when this occurs. Error clusters are separated by error-
free runs, which consist of a string of '0's between two ‘1’s. Note
that error-free runs are different from error-free gaps since error
clusters and error bursts are defined differently.

Finally, the (normalized) autocorrelation function defined as
(51]:
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, k=1,2,3,.....n (2-26)

(where n is the number of symbols in the sequence) is a useful
parameter. It provides a measure of the amount of memory present in
the channel and gives an indication of the optimal interleaving
degree for FEC codes (see chapter 4). The longer and denser error
bursts are, the slower will be the rate of decrease of ®(k) where
k is in bits. For memoryless channels, the autocorrelation function
should be an impulse (Dirac delta function) at &(o0). The
autocorrelation function is also useful to determine if bursts
occur at regular (cyclic) intervals since secondary peaks would
occur in that case (the peak sharpness and height being a function
of the regularity of recurrence of the error bursts).

These statistics are generally sufficient to represent the
digital mobile channel and are used in curve fitting techniques to
generate a model to simulate the channel., However, second order
statistics such as the multigap distribution? [37] may be required
to characterize the channel more accurately. But this is seldom
done, for reasons which are explained in the following sub-section.

2.3.2 Renewal versus non-renewal proceaseé

Consider a mobile platform in an urban environment, travelling
at a constant speed through the fading interference pattern
illustrated in Figure 2.2. Because the unit speed is constant, the
duration of consecutive error-free gaps should be similar since the
vehicle requires the same amount of time to travel from one fade

8 The pdf representing the correlation between successive
error-free gaps.
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notch to another. If the mobile unit increases its speed, the
error-free gaps will now be shorter but consecutive gaps will have
roughly the same duration at the new speed.

Thus, it is clear that there is a strong correlation between
successive gap lengths (and burst lengths). Given that a gap of
length s, bits has occurred, the probability that the next gap is
also of average length s, is much higher than the probability of
the next gap being of length s, where s,<s, or s, >s,. Research work
on this subject has indicated that the c¢orrelation between
successive gaps is very high for long gaps but lower for short ones
[37, pp. 728). Because of this correlation between successive gap
lengths, the real channel is said to be a non-renewal process.

By contrast, a renewal process is one where there is no
correlation between successive gap lengths. In such processes, the
probability of getting a gap of length s, is independent of the
previous gap length. Thus, long and short gaps are randomly
distributed over time in the sequence £ = (E,E,...}]. Clearly, a
channel model based on a renewal model does not accurately
represent the behaviour of a real channel even though the
statistical distributions EGD ,ERD, the BER and the autocorrelation
of the model sequence E, may be identical to those of the real

channel sequence E.

In order to completely specify a non-renewal process, it is
necessary to have not only the EGD and EBD distributions but also
second order statistics such as the multigap distribution., However,
such statistics are difficult to calculate and require a very large
sample sequence E to be reliable (because of the weak law of large
numbers) . Furthermore, Markov chain models which are non-renewal
are significantly more complicated to analyze than simple renewal
models [37]. In contrast, a renewal channel model is completely
specified by the error-free gap distribution [37], which simplifies
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greatly the determination of the model parameters in order to fit
the real channel statistics. Finally, renewal models are easier to
analyze mathematically than non-renewal models [29,37].

As mentioned earlier, simplicity is an essential attribute of
channel models in order that estimation of parameters, statistical
calculations and simulation speed on a computer all be reasonably
simple and quick to perform. For those reasons, most models used in
practice are of the renewal type.

The impact of using a renewal model to represent a non-renewal
process has been analyzed in some detail [37,51]. It has generally
been found that the performance of error control codes predicted by
the use of a renewal model is more optimistic than is the case in
the real, non-renewal process channel [51]. This is thought to be
due to the fact that multigap correlation in the real channel
results in consecutive short error-free gaps. These shorter gaps
between error bursts result in more errors in block codes than
would be the case if short gaps were not followed or preceded by
other short gaps. In a renewal process model, the lack of multigap
correlation would result in short gaps being followed or preceded
by either short or long gaps with equal probability. Thus, on
average, multiple, consecutive short gaps are less likely to occur
in the simulated sequence £, and consequently block codes would be
less likely to be overwhelmed by two or more error bursts in close
proximity to each other. However, this is only apparent when the
code length is long enough to span two or more gaps separated by
one Or more error bursts,

As a result of the relatively small inaccuracy introduced by
the use of a renewal model, it is usually preferable to use such a
model and put up with the inaccuracy rather than attempt to use a
non-renewal model whose accuracy is usually outweighed by the
additional model complexity. However, when a renewal model is used
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to simulate a non-renewal channel, it is necessary to examine the
implications of such a choice on the simulated results. It could be
necessary to include a correction factor to compensate for the
slightly optimistic figures which the simulation runs may yield.

2.3.3 Binary symmetric channel

The  binary — sSymmetric | ... cwiT7ER - RECEIVER
channel (BSC) is a special case o ’f \
C
of the discrete memoryless
channel {(DMC), where the input 0
and output symbol sets consist
of {0,1} and where the channel
transition probabilities are p
given by:
1 |
D
Figure 2.5: Binary symmetric
channel.
P(0|1) = P{1]0) =
(2-27)
P(1[1) = P{0]0) =1-p

P{0|1) should be interpreted as the probability of receiving a ‘0’
given that a '1l’ was transmitted. Thus, P(0{1) and P(1]|0) represent
the probability of a channel error occurring. The channel model is
shown in Figure 2.5 . In a DMC such as the BSC, errors are
distributed uniformly over time and individual bit errors E, occur
independently of each other. Thus, the error burst and error-free
gap densities are easily derived from Bayes' theorem, as shown

below:
r{om1) = P(lom) - P(J-‘p)m = (1-p)~®
(07| P11 > (1-p) (2.28)
p(1mo) = EL0AD _ (1-pIp? _ pa

P(0) (1-p)
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The model parameter p is easily derived from the experimental
test run in the real channel; it is simply the measured BER of the
sequence £, The BSC is a renewal model for which the average gap
length and burst length are easily found from the infinite series

sum:

Py, i(1-p)!| +1 =

ial

E[G] = Y (i+1) P(0%1]1) =

i=Q

Y
P (2-29)
D

(1-p) Y ip‘] =12

E[B] = ¥ (i+1) p(1i0]0) =
i=0 1=l 1-

oy

where Y iaf= —2——, -1 <a<1 [64, pp. 107].
=1 (1 - a)?
The algorithm of the simulation program which generates the
pseudo-random sequence £, = {E,E,...,E} for the channel is given

below:

1l --> GIVEN p and n {the number of bits to generate)
2 --> For i =1 to n, DO
a --»> Generate random number Z in the range [0,1]
b"')EZ<=p, E, =1
ELSEEI=O
3 --> Save the sequence (E|,E,, ...,E,} in a file.

S S

In order to simulate a channel pass, the file of data to be
transmitted is EXCLUSIVE-OR’ed with the channel file and the result
is saved in a file which then corresponds to the sequence

¥={y,Y,,....v,) as described earlier.

Figure 2.6 illustrates the autocorrelation function of the
BSC, Gilbert and Fritchman channel models. As expected, it is an
impulse at k = 0 for the memoryless channel and decays more slowly
as channel memory increases. The capacity of the BSC with the BER
given earlier is 0.830705 bits per symbol.



Figure 2.7 illustrates the EGD for the BSC (measured BER of file is
0.0256) compared with the models for channels with memory (with a
similar BER). Note that the curve of the EGD is represented by a
single, weighted exponential for the BSC, as opposed to the other
models. Furthermore, the probability of long gaps is lower for the
memoryless channel than for the fading channels.

Figure 2.8 shows the EBD for the BSC and the other models.
Note that the probability of long bursts is lower for the
memoryless channel than for fading channels. As the channel memory
increases, the slope of the EBD versus m curve becomes less
negative. Furthermore, note that regardless of the channel model
used, a single weighted exponential is sufficient to represent the
error burst distribution,
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Figure 2.6: Autocorrelation function for BSC, Gilbert and
Fritchman channel models.
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The main advantage of the BSC is its simplicity. It accurately
represents memoryless channels but is tetally inadequate for
channels with memory. Nevertheless, it is used extensively in this
research work because experimental results for a channel with
memory are often compared to those of a memoryless channel. One
reason for this is that the error control technique of interleaving
operates by removing the channel memory to some extent, thereby
transforming a fading channel into a memoryless BSC. Thus, a
performance comparison between a fading and memoryless channel
indicates the degree of success with which the channel memory has
been removed. Note that the renewal nature of the model is not a
disadvantage as long as the model is used to represent memoryless
channels since these are renewal processes.

2.3.4 Gilbert channel model

The Gilbert model {[31] is
a renewal process consisting of
a two state Markov chain as
shown in Figure 2.9. In the good

state (state = 'G'), the channel
is represented by a Dbinary
p = 1 1D symmetric channel with
0 =y 0 3 0| probability of error p=o0. When
P the chain is in the bad state

1 — 1 1 N
1-p (state = 'B’), the channel is

Figure 2.9: Gilbert channel model represented by a BSC with a non-
zero error probability p. The
transition probability p, represents the probability of transition

from the good to the bad state while p,, is the converse. B,

given by 1 -p, and is the probability of remaining in the good

is

state., Similarly, p,, is the probability of remaining in the bad
state and is given by 1 - B,.
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For the Gilbert model, the channel bit error rate (BER) is
given by:
Ple) =p p, (2-30)
where
P.b = Pgb Pg + Pbb Pb (2"'31)
Given Bayes’ theorem:
Fi
and P, + P, =1, we obtain the following relationships:
P P
Pb = —gb . pP = —bg (2-33)
Pop* Py g PpotPy
Thus, the channel model bit error rate is given by:
2
Ple)=p P, = p—- (2-34)
)=p b prg+Pgb
The error gap distribution function (EGD) is given by:
P(0Ok[1) = AJ% + (1-a)L*k (2-35)
where J, L and A are given by [26]:
g=Pag * (1-P) Py + J{Pgy + (1-P)P)% + 4(1-P) (1 - By - Py
2
=P * (L-p) Py, = y(Pog + (1-DYPYVZ + 4(1-p) (1 - Py - Pgg) (2-36)
2
A= 2 -ng— (1+p)Pbb+ J(ng + (1_p)Pbb)2 + 4(1-p) (1 - Pbb = ng)

2 (Pyg + (1-D) Ppp)? + 4(1-p) (1-Pp,-Pgy)

Generally, the values of p, and p, are close to one. This

results in long error-free gaps followed by short error bursts. The
selection of the parameters p,, P, and p completely specifies the

renewal process model and determines the error burst and error-free
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gap distributions.

The average gap length calculated from equation (2-25) is

1

given by [37]: EIlG)) = S5

Similarly, the average burst length is

E[Bj] = 1+BER

TBER’ (the BER is given by equation (2-30)).

Gilbert developed recursive equations for the calculation of
the EGD based on the model parameters [25,31]:

P(0°|1) =1
P(0[1) =1 - pPy, (2-37)
P(0¥|1) = (Pgu+(1-p) Py) P(0%1|1) = (1-p) (Py +P,,~1) P(0X"2|1)

The determination of the parameters p,, P, and p from
experimental test runs can be accomplished by curve fitting
techniques (e.g. least square error estimates) as described by
Gilbert [31]) . It is first necessary to analyze the test results in
order to generate the experimental EGD. Then, a recursive algorithm
is used to determine the model parameters which lead to the error-
free gap distribution p(o°|1) with the smallest error with respect
to the experimental results.

Once the model parameters are known, the algorithm to generate
the pseudo-random error sequence £, = {(&,.5,...,E} is as follows:
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1 --» GIVEN P, , Py, p and n (number of bits to generate)
2 --> Determine the initial chain state as follows:
a --> Calculate P, and P,
b --> Generate random number Z in (0,1]
¢ --> IF Z <= P, initial state = ‘G’
ELSE initial state = ‘B’
3 --> For i = 1 to n do:
a --»> Generate random number Z in [0,1]
b --»> IF 2 <= P, then stay in the same state (?? = gg or bb)
ELSE move to the other state.
c --> IF state = 'G’ then E; = 0
ELSE do
generate random number Z in [0,1]
IF Z <= p then E, = 1
ELSE E, = 0
4 --> Save sequence (E,,E;,...,E,} in a file.

A typical EGD distribution is shown in Figure 2.7 and is based
on a model with »P,, = 0.98, P, = 0.92 and p = 0.12425 for a
theoretical BER of 0.0249 (measured BER of channel file 1is
0.025286) . The presence of memory is clearly visible as the EGD for
large values of m is higher than for the memoryless channel.
Furthermore, the curve for the EGD is a sum of two exponentials.
Figure 2.8 illustrates the effect of memory on the EBD, which
results in a higher probability for long bursts than a memoryless

channel.

From Figure 2.6, we see that the presence of memory results in
an autocorrelation function which decays more slowly than for a
memoryless channel. Furthermore, Figure 2.10 shows that the bursts
for the Gilbert model have virtually no tendency to occur regularly
(cyclic behaviour}, as opposed to the Fritchman model ({(note that
artificial offsets of 0.05 and 0.1 were added to the
autocorrelation curves of the Gilbert and Fritchman models
respectively so that all three curves could be shown on the same
graph without overlapping).

Finally, the theoretical capacity of the Gilbert channel model
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is 0.846889 bits per symbol (versus 0.830705 for the BSC model seen
R(X,X+K)
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Figure 2.10: Autocorrelation and cyclic behaviour for the BSC,
Gilbert and Fritchman model channels (artificial offsets of 0.05
and 0.1 were added to R({X,X+K) for the Gilbert and Fritchman
channel points respectively so that the three curves would not
overlap) .

FRITCHMAN BER + 01

GILBERT

earlier). As predicted by information theory, this is higher than
for a memoryless channel with the same BER (but only slightly
higher). This indicates that the Gilbert channel model with the
given parameters has only'a slight amount of memory, which is
confirmed by the autocorrelation function as well as by the EGD and
EBD graphs.

Since the Gilbert model is a renewal model, it is completely
determined by the error-fres gap distribution. This simplifies the
process of deterwining rhe parameters P,, P, and p of the model
since only the erxror-free gap distribution of the real channel
needs to be calculated. Furthermore, the algorithm is simple to
implement on a ccmputer, The Gilbert model has been found to be
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accurate for telephone channels by Gilbert [31] and is usually
acceptable to represent digital mobile communication channels with
low BER (below 10%) [37,60].

One limitation of the model
is that the Markov chain is non-
unifilar [37). This implies that
the state of the chain at any
given time cannot be deduced
from an examination of the
sequence £, = {E,E,....E} (i.e.

when E, =0, it is not possible

to determine whether the chain
DF& is in the good or bad state

Figure 2.11: Gilbert model with 3 since = can take that value in
states [37] . . .

either state). This complicates
the calculation of the channel capacity {(covered later). However,
the Gilbert model may be redrawn as shown in Figure 2.11 where the
chain can be made unifilar by merging the state 5, with the state
G (no errors occur in state B,). The chain state is then determined

from the sequence E, without ambiguity.

Another limitation of the Gilbert model is the underlying
assumption that error-free gaps have a geometric distribution [37].
It has been shown that this assumption is not normally valid for
channels with memory (6]. The limitation is due to the fact that
only one state 1is used to represent the error-free gap
distribution. Other models with more states usually yield an error-
free gap distribution which is closer to reality. The model
inaccuracy is less apparent when a low BER channel is simulated
since the geometric distribution assumption is reasonably accurate
for such channels. Finally, the renewal nature of the model
introduces errors in the simulation results as mentioned earlier,
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2.3.5 Fritchman channel model

The Fritchman model is a general case of the Gilbert model but
is more flexible. It was

proposed in 1967 by Fritchman
[29]) and is based on an ~ state
Markov chain which is

partitioned into two groups of GROUP A GROUP B
states as shown in Figure 2.12. @ ('a."(@ @...uﬁ-} (N}

The states 8S=1 to 8=k are

error free states while the | ERROR-FREE ERROR
states 8=k+1 to 8=N are STATES STATES

error states. Transitions are
allowed between all states.

Figure 2.12: Partition of states

. in Fritchman’s model
The general Fritchman model

shown in Figure 2.12 is a non-renewal model but its mathematical
analysis is very complicated and the determination of the
parameters (transition probabilities) is equally difficult. In
order to simplify those calculations, Fritchman has proposed a
gsimplified model as shown in Figure 2.13. For this model with ~

states, the first w~-1 states
are ’‘good’ states while the
N-th one is the bad state. A
further restriction is added in
that no transitions are allowed

between states in the same

partition (e.g. no transitions
are allowed between the good

i states). The error digit &
Zi=0 Zi=1 corresponds to the value of z.
' implifi d
Figure 2.13: Fritohman' s The simplified model can be
simplified model shown to be a renewal model and

is completely specified by the
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error-free gap distribution.

The transition matrix for the simplified Fritchman model is

given below:

P, O - " Py,x
P,, - " P, x

0 Py, - WY (2-38)
0 0 “ Pya,g1 Py-rw
ﬁWA sz PM3 - RMN_

where p;; is the probability of going from state i to state j. The

error-free gap distribution of the model is given by [29]:

N-1
P
P(071) = z:_ﬂ”(pn)m ,mz 1 (2-39)
=1 Py

If we substitute parameters « and p where

_ Pui -
ai_“ﬁ;: Bi_Pii {2~40)

the transition probability matrix becomes:

[ B, 0 - o 1-p1

Bz 1-p2

0 BJ 1-p,

H ; (2-41)
0 0 By-1 1-By
N-1

a,B, a,p, o8, 1"'12: o,pB;
[ 1

and the EGD and EBD become
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N-1
P(O™[1) = Y e, (p)™ .m21
i
P(1™|0) = e {f)™ .m=21 (2-42)
N-1
By =1~ «B,

It is clear from the last equation_gl t_t_w._gt cue error-free gap
distribution is a sum of k weighted exponential functions while the
erroy burst distribution is represented by a single exponential
function, weighted by a factor «,. Each error-free state represents
a gap whose average length is determined by the persistence of the
state (p;;) and whose probability of occurrence is determined partly
by p,,. The length of error bursts is similarly determined by the
persistence of the N-th state s, given by the probability p, while
the density of bit errors within the cluster is determined by p,,

and B, °.

It has been experimentally established that a single error
state is usually sufficient to adequately represent the error burst
distribution [16,51,60]. Two error free states are generally
sufficient to represent a fading channel with a BER below 107
[16,60] wnile & three error-free state Fritchman model is
gufficient when the BER is above 107 [60]. The use of a five-state
Fritchman model (four error-free states and one error state) in a
high BER channel has been found to yield no significant improvement
in the accuracy of the model over a four-state model [51] and
therefore the additional complexity is not warrantec in most cases.

Y As a general rule, states are labelled in order of increasing
p,, and decreasing »p,,. Thus, if state s has a low p,, and state g,
has a correspondingly high p,, it is generally considered that they
jointly determine the density of errors within a cluster. The
c¢luster ends when the chain transits from state S5, to any other
state except state s5,.

52



Thus, a four-state model can be considered tc be fully adequate for

all practical channels. For a four-state Fritchman model,

priori state probabilities can be determined from:
N
P, = E PP,
=1

N
E%“l

i=1

1L<iIgN
where:
P, = PP + PPy,
P, = PPy, + PP,
Py = PyPyy + PPy,
Py = PPy, + PyPy, + PPy, + PP,

1=5*+P +p+h

By solving these equations, we get
P14P24P34

P, =
PyyPyyPyg + PypPyyPyy + PP Py, + Py PPy

_ PyPyy
Py,

_ PPy
Pa

p. = Py Fyy
35 T
Py

the a

(2-43)

(2-44)

(2-45)

In terms of parameters «; and B,;, the above equations become:
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(1-B,) (1-B2) (1-B,)

2. =
By (1B (1-PBy) ~aa B (1-P, ) (1-By) +a, By (1=P,) (1=P,1 = (1-P,) (1-P.) (1-P3)
. P, . _PazB, _ Py -
= g P, G-y P T Thy (2-46)

p(o) = Py+P,+Py, P(1) = P, = BER

The last two expressions give the probability of a 0 or 1

occurring. From these the average gap length and the average burst
length can be derived as follows:

E{G] = Y (i+1) P(0%1]1) = —2_
i;o P(l)( ) 0 (2-47)
= y 1 = 1+P(1 - 1+P(1
BLB] = 3, (1+1) P(1%0[0) = 375y = =5y

The fact that a single state is adequate to represent error
bursts while up to three states may be required to model the error-
free gap distribution is easily explained. It is possible to have
very short error-free gaps when the channel is very noisy as a
result of low SNR, a Rayleigh distributed received power (deep fade
notches} and high mobile unit speed (high irreducible error rate
due to random FM). Similarly, very long error-free gaps may occur
in a channel with high SNR, a Rician distributed received power
(strong line-of-sight component and shallow fade notches), low
mobile unit speed or combinations of these. However, error bursts
rarely extend beyond a few bits because even in the worst case
scenario where no signal power is incident at the receiver (e.g. a
mobile unit is in the middle of a tunnel or in an underground
garage), the receiver still has about a 50% chance of ‘guessing’
the correctly transmitted binary digits. Consequently, an error-
burst of n consecutive bits occurs only with maximum probability
2" when no signal power reaches the receiver.

This is well illustrated by experimental results obtained by
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Semmar et al. [60) where a high BER channel (10') in a dense urban
area (Quebec city} resulted in the following distribution of error
bursts:

33% of error bursts had length n=1
33% of error bursts had length n=2
32% of error bursts had length 3 snss6

1% of error bursts had length 7 < n <12
For channels with a lower BER, the distribution of bursts would be

weighted even more heavily towards the lower end of the scale,

A sample EGD is shown in Figure 2.7 (page 43) for a four state
model with parameters

@, =0.7998, B, = 0.5997
@, = 0.1019, B, = 0.9964
@, = 0.0031, P, = 0.9996

and theoretical BER = 0.026213 (BER measured from channel file is
0.026366). The model is based on a real channel representing the
downtown Ottawa region (medium urban density, Rician signal power
distribution) [27]. As can be seen in Figure 2.14, the EGD curve
for the Fritchman model is a sum of three weighted exponentials.

The EBD is shown in Figure 2.8 (page 43) and it is apparent
that a single weighted exponential is sufficient to accurately
represent the error-burst distribution, as mentioned earlier. The
higher values of EBD for large m indicate that this channel model
has more memory than the other two.

The autocorrelation function of Figure 2.6 (page 42) confirms
that this channel model has the most memory. Furthermore,
Figure 2.10 (page 48) clearly illustrates that there is some
regularity in the recurrence of error clusters in the channel. As
error clusters tend to occur at more regular intervals, the
secondary peaks of the autocorrelation function become sharper and
higher. Note again that for Figure 2.10, artificial offsets of 0.05
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and 0.1 were added to the m
. o PO T

autocorrelation curves of the 10
Gilbert and Fritchman models 1
respectively so that all three 10 A
curves could be shown on the 5 :\\
same graph without overlapping. 10 g \K\

. 103 ]

The capacity for the g \hhh‘““ﬂx
Fritchman model channel with the 4 ; T
parameters stated earlier is 10 L B e S A ey B
faet that this wvalue is larger m

Figure 2.14: EGD for Pritchman

than for the Gilbert (0.846889 model channel.

bits/symbol) and BSC (0.830705
bits/symbol} models with a similar BER confirms that the Fritchman
channel model has more memory than the other ones.

The parameters «, and p, of the Fritchman model can be obtained
by curve fitting techniques based on the calculated error free gap
distribution derived from experimental transmission runs in the
real channel. Least squares approximation techniques [S1] or
gradient search algorithms [16,17] can be used to match the model
parameters to the channel.

As for the other models, the algorithm cycles the chain once
for each transmitted symbol X, in order to generate E, as follows:
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1
2

-->
-->

GIVEN o to oy, ﬁ; Lo ﬂ.lr n
Determine the a priori state probabilities

3 --» Build the Cumulative Distribution Function (CDF) matrix
4 --» Generate random number Z
IF 2 ¢ (0,P;] THEN initial state = 1
IF Z ¢ (P,, P; + P,] THEN initial state = 2
ir 2 (Py + Py, P, + P, + P;] THEN initial state = 3
IF 2 (P, + P, + Py, 1] THEN initial state = 4
5 --» For i = 1 to n do:
a --> Generate random number Z in the range [0,1]
b --> Given the present chain state, determine in which
partition of the CDF the variable Z belongs to.
c --> set chain state to the corresponding state of the CDF

£
€

matrix.
4 --> IF new state is an error-free state, E = 0
ELSE E, = 1

6 --> Save the sequence (E,,E,,...,E,} in a file.

L ]

where the CDF matrix is given by:

By 0
0 B, 1
0 0 Bs (2-48)
0 0 By 1
@3By @;B B, o), +aBore,fy, - 1

The main advantage of the Fritchman model is that it is more
accurate than the Gilbert model, especially in fading channels
where the BER is high. Furthermore, it was shown that a four-state
model is sufficient to accurately represent most fading channels
with a BER s 10' [16,60]. Since the renewal model is completely
specified by the EGD, it is only necessary to calculate that
distribution from the experimental results in the real channel to
be able to derive the model parameters. Furthermore, the algorithms
to obtain these parameters are systematic and lend themselves well

to computer solutions.
Another advantage of that model is that, by grouping all the
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good states into one, the model becomes unifilar and the sequence
of states for the chain can be deduced from the generated sequence
of channel symbols. This simplifies somewhat the calculation of the
channel capacity.

The main disadvantage of the Fritchman is that it is
substantially more complicated than the Gilbert model. Furthermore,
the renewal nature of the simplified model introduces inaccuracies
in the simulation results (as described earlier).

2.3.6 Qther channel models

Over the years, many other models have been proposed to
represent fading channels. Among these, the Elliott model [24] is
noteworthy in that it is a generalization of the Gilbert model.
Elliott’s model also has two states which represent two binary
symmetric channels but the good state has a non-zero error
probability in contrast with Gilbert’s model where it is zero. The
error probability in the good state is usually much smaller than in
the bad state and is used to account for random, independent bit
errors which also occur in a fading channel (which Gilbert ignored
in his model). Elliott has found that this model represents
telephone channels more accurately than Gilbert’s model.

McCullough [37,46] has proposed a model which is a
generalization of the Elliott model which provides more flexibility
in the control of error-free gap processes. The model has several
error producing states with different error rates. Furthermore,
transitions between states are allowed only immediately after an
error, thereby ensuring that the number of digits between errors is
determined by a single state. This gives the model more flexibility
without a significant increase in its mathematical complexity.
Finally, the model can either be renewal or non-renewal, depending
on the parameters used.
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Another model of interest was introduced by Aulin [4] in 1981.
The model consists of a Markov chain where the transition
probabilities are a function of the received signal power level.
The range of received signal power is split into non-overlapping
partitions and the error process in each partition is represented
by a binary symmetric channel. A Markov chain state corresponds to
each partition and transitions to other states occur only when the
power level at a given instant exceeds the range of the present
partition. Although Aulin has applied the model to a channel with
success, it is seldom used because of the complexity of the model.

Non-renewal models have been proposed by many authors
(29,34,49] but the complexity involved in the parameter
determination or the simulation algorithm has limited significantly
their use in practice.

2.3.7 Channel capacity

'Tn this section, we discuss some theoretical aspects of
information theory, leading to the definition of channel capacity.
Following this, we examine the effect of memory on channel
capacity. Then, we develop equations which will allow us to
calculate the channel capacity’ for the three simulation models
used in this research work.

The channel capacity is a measure of the maximum information
transfer rate achievable with an arbitrarily low error probability
over a <~hannel. As such, it is an important parameter which can be
used, among other things, to choose a FEC code of optimal rate for
a given communication link.

The mutual information of a communication channel is defined as

" based on the simulated sequence &, = (£,E,..., £} .
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, Hxv) (2-49)

in bits per symbol where x; and y, are specific symbols from the
alphabets {x,,%,,....,x;} and {y,,y,,....v} respectively. P{x;|lvy) is the
probability that x, was sent given that yy was received. When the
mutual information is averaged over all possible pairs of x, and y,,
one obtains the average mutual information I(x:Y):
P{x;|y;)
I(X:Y) = ZZP(XJ'YJ} logz -Li'!'yj—' {(2-50)
r P{x;)
However, in practice we usually have only the channel transition
probabilities P(y;|x;) and the source symbol a priori probabilities
P{x;) . Thus, we rewrite the above equation as:
P{v.|x,)
I(x;¥) =Y. ¥ Plx) Ply;|x;) log, 34
e & i J Zp(xk)P(yjlxk) (2-51)

X

If v, is the symbol received at time n where x, was transmitted, it

is clear that v,=Xx,+ E, where E, is the channel error symbol added
to the transmitted symbol at time n. Note that

X, € (X, %, ... %}
Yne {yl;ygf---:Yg} (2-52)
Ene {eI;E2p-o-'eV}

where T, v and v are the alphabet size of the corresponding symbol
(all equal to 2 for binary channels). In the forthcoming
developments, the indices to capital letter variables always refer
to time while those of small letter variables indicate a specific
symbol in an alphabet. Capital letter variables without an index
are used whenever the time is irrelevant (i.e. stationary,
stochastic processes}).
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The equation for the average mutual information can be
decomposed as f[ollows:

I(X;Y) = H(X) - H(X|D (2-53)
where H(X) is the source entropy and H(X|Y) is the equivocation,
defined as the remaining uncertainty about the transmitted symbol
X given the observation of the received symbol ¥. But

Yy=Xx0kE (2-54)
Thus,
H(X|) = HX|[XDE) = H(X|E) (2-55)
However, the channel symbol £ is independent of the source symbol
X. Therefore,
H(X|Y) = H(E) (2-56)
- The average mutual information between a received symbol and a
transmitted symbol is then given by:

I(X;Y) = H(X) - H(E) (2-57)

This leads to the channel capacity, defined as

= M, . = M. -
c P(‘Jifj_:) I(X;Y) P(if) H(X) - H(E) (2-58)

For a binary memoryless source H,,{(¥) =1 bit per symbol when
pP(1) = P(0) = 0.5 (i.e. an equiprobable source). Thus, the maximum
channel capacity is given by:

Goax =1 - H(E) =1 - H, (2-59)

where H, is the channel entropy.

For a sequence of transmitted (and received) symbols, mutual
information and channel capacity become:

I(lexz'---;Xn;YJ.'Yz,n--'Yn) =H(X1,X2,-10,Xn) -H(EI'EZJIOO}En)
C=Max I(X,, Xy, ..., X:Y,,Y,, ..., Y,) (2-60)
= Max [H(X X0 o X)) = HIE By oo, By

where the average entropy of a sequence can de defined as:
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ey ey
H(E, By, .. By = }1’:252 ¥ P(Ey,Ey, ...,E,) h(E,,E, ...,E,) (2-61)
e Sptey

and where

ey
h(E,,E,,...,E) = - Y P(E,.|E...., E) log, P(E,,|E,...,E) (2-62)

Ep.:=0

This formulation will allow us to determine the channel capacity
from the simulated sequence £, = (E,E,...,E,}.

2.3.7.1 Channel entropy as a function of memory

From the above development, it is apparent that the channel
capacity is determined entirely from the entropy of the channel
(assuming a maximum entropy source). However, the channel entropy
is a function of both the error probability and of the amount of
memory (clustering of errors) in the channel.

It is known that the entropy of a discrete memoryless channel
is maximum [37]. Let us define &4, as the entropy of a memoryless
BSC. Thus,

1
H, = H(E) = - P(e;)log,P(e;) = -p log,(p)-(1-p)log,(1-p) (2-63)

91'0

Hence, for an arbitrary channel, H, < H, and that channel has memory

only when #.<¢ H,. Kanal {[37] defines u-memory as
Hy, = H,

H

o

TS (2-64)
If p=0, the channel has no memory. For 0<ps1, the channel
exhibits persistent or cyclic memory. As p increases, the channel
memory increases and errors become more clustered I(persistent
memory) or appear more regularly (cyclic memory). Thus, if the
channel capacity of a DMC is given by ¢, =1 - #,, we may expreseg the
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channel capacity for an arbitrary channel as:
C=1-H,=C,+ pH, (2-65)

It is therefore obvious that a channel with memory has a higher
theoretical capacity than a memoryless channel. This is not
surprising since there is less uncertainty about when errors occur
in a fading channel because those errors occur in bursts. However,
this higher capacity may only be achieved if the memory of the
channel is exploited. This is difficult to do and requires a more
complex communications system than when memory is not exploited.

For example, automatic repeat request (ARQ) systems exploit
memory by taking advantage of error-free gaps to transmit data at
a high throughput by using a high rate FEC code. The FEC code is
used at the receiver to detect the occurrence of errors. When
errors do occur, the receiver sends a request to the transmitter
for a retransmission of the corrupted data. In this case, the added
complexity takes the form of a feedback channel from the receiver
to the transmitter. By contrast, the use of interleaving does not
utilize channel memory and the capacity of a channel where it is
used is suboptimal [37].

2.3.7.2 Capacity of a binary symmetric DMC

Consider the following definition of channel entropy for an
ergodic process:

H, = H(EJ.I'EZI‘ e tEn) = }]ig % h(El'Ez’ .. "En) (2-66)

But since the channel is memoryless, this becomes [9, pp. 151}:

H, = _,lj_i}g%?;lhwi) = h(E;) = h(E) (2-67)

where h(E) is simply
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1

h(E) = -Y Ple) log,Ple)) = -plog, () - (1-p)log,(1-p) (2-68)

@0

as seen earlier. Thus, the channel entropy for the ergodic sequence
E is H, = h(E). As a result, the maximum channel capacity is:

Cuax =1 + Dlog,p + (1-p) log, (1-p) (2-69)

2.3.7.3 Capacity of a Gilbert model channel

One definition of entropy for an ergodic process is given by:

1 1

liny® .3 P(E,,E,,...,E,) h(E,E,. ..., E,) (2-70)
=% £70

H(E,,E,, ... ,E,)

where [31]:

1
h(E,,E,, ...,E,) -EE P(E,..|Ey, ..., E,) log, P(E,,|E....,B) (2-71)

e "0
From only the knowledge that E; =0, it is not possible to determine
the chain state since Gilbert’s model is non-unifilar. However, if
E; =i, the chain state is certainly 5. Thus,
P(E;,|By,ev s By, ) = P(E;,,|1) (2-72)
because the model is a first order chain. Therefore,
P{Epy|Bys oo 1By s 1, Bypye oo Ey) = P(E |1, By, ..., E,)

{(2-73)
h(El' LI .'Ei_l'l'Ei‘l' . o’En) = h(l"Ej#l' LI ] "Eﬂ)

and it becomes apparent that the entropy of an arbitrary sequence
is completely determined by the number of consecutive zeros at the
end of a block. Each of the 2" terms hk(f,...,E) in equation (2-70)
belong to the following set of possible realizations:
h(1),h(10), ..., h(20%,..., h{10"%), h(10%) . By using this simplification in
equation (2-70), and performing the limit operation, we get:

H, = ¥ P(10%) h(10%) (2-74)

k=0
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But by Bayes'’ theorem,

P(10%) = P(1) P(0O*|1) (2-75)
where p(1) is the same as pP(e) calculated previously in equation
(2-34) (page 45). Furthermore, since

Ky o £L0,10% _ P(10%Y) _ p(1)P(0X1]1) _ P(0%1]1) (2-76)
P(10%) P(10%) P(1) P{0O¥|1) P(0*|1)

P(0|10

one obtains:

(10 = -PLOUL) y o0 PO 1) [ P(OF2[1) ] og,|1-2L0%2[1) 1)} (2-77)
P(0%]1) P(0*|1) P(0*]1) P(0*|1)
Using the above equation in equation (2-74) and recalling that the
maximum channel capacity is Cuy=1-4H, (for a maximum entropy
source), Gilbert found [31] that:
C = 1+P(1) Y [P(0¥[1) - P(0*1[1}] log, [P(0K[1) - P(0k*2|1)]
k=0 (2-78)

c=1+pP(1) Y P(0*1]1)log, P(0*1|1)
k=0

The sum converges slowly but Gilbert simplified it by demonstrating
that for a large k,

h, = J,Jeg.’rono h(10%) = -J log, J - (1-J) log, (1-J) (2-79)

where o is given in equation (2-36) (page 45). This leads to the
following simplification:

fK,-1 3

H, =|Y, P(10%) h(10% | + ¥ P(10%) h,
\ k=0 ! kex,
fKD-l A ]
H, =Y P(10%) h(10%) | + h, P(1) T P(0¥[1) (2-80)
\ k=0 / k=X,
(K,~1 \ K,-1
He = |3, P(10%) h(10%) | + b, (1 - P(1) Y P(OX[1)
\ k=0 ] k=0
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where x, is moderately large {(e.g. from 10 to 15). Maximum channel
capacity is then derived from ¢,,=1-#, and is

Ka-1
1-2(1)) plo¥1)
k=0

Ko-1
Coay = 1 - (E P(10%) h(lo")] - (2-81)

k=0

for the Gilbert model. When expressed in terms of the EGD only,
this becomes:

Ky-1 " "

=1+ P(1) Y PO¥1) (&k_ﬁ_ log, £L0F1)

k=0 1) P(0¥[1)
11 - M“—)] log, |1 - P_‘O'i‘_ll_)] (2-82)

P(0¥[1) P(0*|1)
[1 - P(1) Z P(0¥|1)
k=0

For example, given a Gilbert model with p = 0.12425, p, = 0.98,

ag
Py, = 0.92 and a corresponding (theoretical) BER of 0.0249, the

channel capacity is 0.846889 bits per symbol. Note that for a BSC
memoryless channel of similar BER, it was seen earlier that
¢ = 0.830705 bits/symbol. The BSC capacity is lower than that of
the Gilbert channel with memory, in accordance with theory.

2.3.7.4 Capacity of a Fritchman model channel

Again, we proceed from the knowledge that ¢,, =1 - 4, under the

assumption of a maximum entropy source for the sequence

X = {X,%,...,%}. The channel entropy can be defined as:
H, = H(Ey, By, ..., E,) = lim = h(L’l, o (2-83)
where
1 .
}]}.E 7 h(En.'Ez' s 'En) = ,]-}}.El h(EnlEuEz' v 'En-1) (2-84)
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assuming that all sequences are equiprobable (P{Ey Eyp.. ., E,) =T%
where v is the alphabet size). We can further develop equation
(2-84) as follows (for a binary channel):

1 1
B(EEy, ... Eyy) ==Y =Y P(E,,...,E,)10g,P(E,|E,, ..., E,.,)

E;=0 E;c0

1 1 s
=-EZO... ZOP(EI""' ﬂ'l)EP(Enl'Ew--
X

(2-85)
Epy= Ey20

.y ﬂ'l)
x 1og,P(E,|E, ..., E,,)

Furthermore, for the simplified model with only one error state, we
know that

P(E,|B, ..., E;=1, ... ,E,,) = P(E,|E;=1,...,B,,) (2-86)
Then, equation (2-85) can be rewritten as
n-z 1
B(E By, ... Eyy) = =Y P(10M) Y P(E,|10™ log,P(E,|10™)
1m-0 E.»0 (2"87)
-P(0™) ¥ P(E,|07) log,P(£, |07
E =0
But Bayes’' theorem gives us the following relations
P in m
P(E,|10m = (10"E,) _P(0"E,[1)
P(10m) P(0™|1)
P(0m|1) _ P(0"1)-P(0™2]1)
m = = -B
P(0™1]1)
m o 2A0TH1)

By using these relationships, Fritchman found that [29]:
h(EﬂlEl' “ ey n-1)=

n=2

-P(1) ¥ p(Om1)

m=0

P(0™[1) 1ng(.x.:(om‘lm)) . Plo71]1) logz(P(O‘"lll) )]

P(07|1) P(0™|1) P(0™|1) P(o™|1)

-P(0") ¥ P(E,|07?) log,P(E, |07
Ep"0

(2-89)
By taking the limit as n approaches infinity, the last term of the
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previous equation approaches zero. The channel entropy then
simplifies to [29]:

H = "P(l)Z[P(Omll) ‘P(Om':ll)]logz [P(Omll) _P(Omﬂll)]
me=0
-P(om+1|1)1092P(0""1|1) + P(0™1)log, P(0™1) (2-90)

H, = —P(1}EP(0m1|1)1og.,p(om1|1)
-P(O’"*1|l)log2P(0“"1|1) + P(0™1) log, P(0™|1)

When expressed in terms of the EGD only, the maximum channel
capacity for the Fritchman model becomes

Caax = 1 *+ P(1)2[P(0m|1) - P(0™2[1)] 1og, [P(O™[1) - P(0™3[1)]
m=0

+ P(0™1[1) log, P(0™|1) - P(07|1)log, P(0"|1)

(2-91)

Unlike the equation for the capacity of the Gilbert model, the
above sum is unbounded. However, the probability of long runs of
zeros decreases as the BER increases (60, pp. 773] and a good
approximation can be achieved with a reasonable upper limit on m
when the BER is above 107,

It was seen earlier that for a four state Fritchman channel
with the parameters given on page 55, the capacity is ¢ = 0.907906
bits per symbol (for a BER = 0.026213). By contrast, the capacity
of the memoryless BSC channel of similar BER was seen to be
0.830705 bits per symbol. Again, it is apparent that the capacity
is higher than for a memoryless channel with the same BER. The fact
that the capacity is also higher than for the Gilbert model with
the same BER (capacity = 0.846889) implies that the error clusters
are more dense and better defined for the channel simulated by the
Fritchman model than for the one represented by the Gilbert model
(thus, lower uncertainty about the occurrence of errors).
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2.4 Conclusion

In this chapter, the characteristics of the digital mobile
communication channel were examined in detail. The effect of near
and far scatterers, of vehicle speed, and of modulation techniques
on the signal propagation characteristics in the channel were
analyzed. More specifically, fast and slow fading were discussed
and their impact on the channel memory was considered. Statistical
models describing the signal power level were described and their
advantages and disadvantages were pointed out. The irreducible BER
caused by random FM was mentioned and its relationship to the
mobile unit speed was established. Finally, it was seen that
parameters such as delay spread, coherence bandwidth, level
crossing rate and average fade duration yield useful additional
information about the channel.

In the second part, the concepts of renewal and non-renewal
processes were described in relation to real fading channels and
their simulation models. The consequences of using renewal models
to represent real channel processes (which are essentially non-
renewal) were examined. The advantages of renewal models were also
explained. Following this, three channel models were pregsented; the
binary symmetric channel and the Markov chain models proposed by
Gilbert and Fritchman. The equations for the statistical
distributions of error-free gaps and error bursts were given for
each model, as well as other relevant statistics. Methods of
matching the model parameters to the real channel to simulate were
mentioned and the algorithms used to generate the seguence of error
digits &, = (&,E,....,E,} were described. Finally, the capacity of
each channel model was developed in detail and it was shown that
channels with memory have a higher capacity than a memoryless
channel of equivalent bit error rate.
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Chapter 3

Cryptography: theoretical considerations and practical

implementation in a digital communication channel

3.1 Introduction

The unauthorized interception of conversations or data
transfers over a mobile communications link has been discussed
earlier in chapter one. With the rapid growth in popularity of such
systems, it is safe to assume that the problem of eavesdropping
will only get worse. Because such transmissions can easily be
intercepted with relatively inexpensive receivers and since it is
virtually impossible to prevent people from tuning in to these
broadcasts from the safety of their homes, it is clear that the
users of chese services will have the burden of protecting their
own transmissions to ensure their privacy.

In this chapter, we examine various encryption techniques
which can provide adequate protection of conversations or data
transfers over this medium., First, some basic theory of
cryptography is studied in order to determine what constitutes a
good encryption system. Then, we examine the Data Encryption
standard (DES) and demonstrate its suitability as a good encryption
system wiich can provide low to medium security for digital
applications over public airwaves. This will be followed by a
description of practical implementations of the DES in stream and
block cipher modes for digital transmission systems. Four specific
modes will be analyzed:

a) Electronic Code Book (ECB),
b) Cipher Block Chaining (CBC),
¢) Output Feedback Mode (OFB), and
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d) Cipher Feedback Mode (CFB).

The advantages and disadvantages of each mode and their performance
relative to each other will be discussed in detail. Finally, a
brief description of future trends in cryptography will be

provided.
3.2 Theoretical considerations on cryptography

After a basic definition of a generic encryption system, this
section will introduce the concepts of unicity distance and key
equivocation. Subsequently, a system which provides complete
theoretical security is examined. We will then examine how
practical encryption systems, which are not theoretically and
unconditionally secure, can be made safe enough for most
applications. More specifically, we will examine the concepts of
confusion, diffusion and mixing functions (defined by C. E. Shannon
[62]).

3.2.1 A generic encryption system

All encryption systems serve two main purposes:

a) preventing unauthorized eavesdroppers from determining
the message sent, and

b) allowing legitimate recipients to recover the message
easily.

In order to accomplish this, the input message (plaintext)
must be transformed into an unrecognizable format (cipher text).
The transformation functions must be complex enough to prevent an
unauthorized interceptor from working backwards from the cipher to
recover the message. However, the transformations must be easily
reversible so that an authorized recipient may retrieve the message
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quickly and reliably.

Consider a basic encryption system using an algorithm g.(")

which transforms an input message block M, = {m,m.,....M.,,} of N
bits into a cipher Dblock ¢, = EJ(M,) of ~ bits where
Cp = {€:Cuys s+ sCryy} and which uses the key x = (&, kjy.oooikiy,} (with

J bits) as a basis for the transformation of the message. The
advantage of using a key to determine the specific nature of the
encryption algorithm lies in the fact that the safety of the
encryption algorithm depends mostly on the key and not on the
specific steps of the encrypting function. Thus, even if the
interceptor knows the transformation function £.(-), he should still
be unable to recover the message. However, the authorized recipient
knows the key used and can easily perform the deciphering operation
in order to get M,=D.c). Of course, this implies that the

transformation function is reversible.
3.2.2 Unicity distance and equivocation

Shannon defined the unicity distance v, as [62]:

u, = 20 (3-1)

where H(X) is the key entropy, given by:

N
H(K) = -Y P(k;) log, P(k,) (3-2)
=l

and D is the redundancy of the input message in bits per symbol.
The unicity distance represents the theoretical minimum number of
cipher symbols required to uniquely determine the key used.
Cryptographic security increases as the unicity distance increases.
This can be accomplished by increasing the uncertainty about the
key (i.e. using a longer key), or removing some of the redundancy
in the input message (i.e. source compression {36]).
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Equivocation is another concept which provides useful clues
about the strength of an encryption algorithm. Key eguivocation
Hikle) is defined as:

H(K[C) = - Zm: i P(K;, C;) log, P(K;|Cy) (3-3)
Ki=1¢p=1

where p(x,,C;) is the joint probability that key k; (with J bits) is
used and cipher block ¢; (with ~ bits) is received, while p(x,ic,) is
the conditional probability that key k, was used given that cipher
block ¢; was received. The sum is made over all possible keys and
all possible cipher blocks. Key equivocation is therefore the
average amount of uncertainty about the key X, given that the
cipher sequence ¢ has been received. The message equivocation is
defined as:

I e
HMc) =-Y Y P, ¢y log, PlMy|Cy) (3-4)
Miw1cy"1

where p(M;, ¢;) is the joint probability that the message block »; (of
N bits) was encrypted and that cipher block ¢; (of N bits} was
received, while P(mM|c;) is the conditional probability that message
block M, was encrypted given that cipher block ¢; was received. The
message equivocation gives us the average amount of uncertainty
about the original message sequence ¥, given that the cipher
sequence ¢ has been received. In real systems, the key and message
equivocation always decrease to zero as the number of cipher
symbols intercepted becomes large’.

3.2.3 An encryption system with perfect secrecy

For a theoretical system with perfect secrecy, the key and

! It is important to note that neither the unicity distance nor
the equivocation provide the cryptanalyst with any clue as to how
the code may be broken; they merely provide a theoretical lower
bound on the quantity of cipher text required to do so.

73



message equivocation remain constant and the unicity distance is
infinite. For such a system, H(M[C) = H(M) ,H{(X|C) = H{k) . This implies
that the c¢ipher blocks intercepted provide absolutely no
information about the message stream or the key. It can be shown
that this only occurs when the key used to encrypt the message »
is at least as long as the message » itself [5, pp. 146].

The one-time pad cipher [5, pp. 148-150] is an example of a
perfectly secure system. It provides complete secrecy when the key
is completely random, is at least as long as the message and is
never repeated. Such systems are seldom used in practice because
the key length becomes excessive when a large amount of data is to
be transmitted.

3.2.4 Confusion, diffusion and mixing functions

In most applications, the key size must be limited and thus,
most real encryption systems are inherently unsafe. However, it is
possible to make a practical encryption system secure by ensuring
that the relationship between the key, the plaintext and the cipher
is complex enough to make it extremely difficult for a cryptanalyst
to uncover that relationship. Shannon (62] studied the properties
required of a good encryption system and developed the important
notions of confusion, diffusion and mixing functions.

An encryption system is said to have a high degree of
confusion when:

a) the relationship between the output cipher and the key is
very complex, and
b) when the entire key is used to encrypt every message bit.

The first condition ensures that the amount of work (and time)
required to develop equations mapping input symbols into the
corresponding output symbols is too high for a cryptanalyst to
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attempt it. The second condition is essential to ensure that the
cryptanalyst will not be able to deduce the key symbol by symbol,
but will have to solve a large number of simultanecus equations to
determine its value. The following example should make this clear.

Consider a simple substitution algorithm which implements
¢, = m + k, (modulo 26) , where m,, ¢, and k; are letters of the alphabet
and each letter is associated with a numerical wvalue f{i.e.
a=0, bh=3,,..,2z=25) % Enciphering is accomplished by writing the
plaintext above the key and performing the modulo 26 aduition to
get the cipher text:

PLAINTEXT --»> cryptography...
KEY --» DESDESDESDES...
CIPHEP. ~-=-> FVQSXGJVSSLR...

where the key (k= (k. .k, Kk} =1{D.E,s}) is repeated as often as
necessary to encrypt all of the message. Note that although the key
is 3 symbols long, only one symbol is used to encrypt each
plaintext symbol. As a result, the cryptanalyst can try to guess
each key symbol individually with an a priori probability of 1/26
of finding the right one. However, if the encryption algorithm is
changed as follows (for example),

i ( [(mi + k) x kz] - [k3 x (k, - kl)] ) modulo 26 (3-5)

each cipher symbol becomes a function of the entire key and the
cryptanalyst’s task is made more difficult. It is therefore
apparent that confusion is a desirable feature of any good
encryption system.

An encryption system is said to possess a high degree of
diffusion when each cipher output symbol is equally dependent on

* This is a Vigenére cipher [5, pp. 32].
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all symbols of the input plaintext. When diffusion is present, the
statistical distribution of the input plaintext does not resurface
in the cipher text. Ideally, the statistical distribution of cipher
text symbols is uniform and has no obvious relationship to the
input text, thereby depriving the cryptanalyst of important clues
about the latter. An example will illustrate this.

Consider again the former two examples, where only one input
symbol is encrypted at a time. As a result of this, the well known
statistical distribution of letters and groups of letters of the
English language (59, pp. 300-320] re-appears, unchanged, in the
cipher text. Such encryption systems can easily be broken [59, pp.
61-761, regardless of the degree of confusion between the key and
cipher text. This is accomplished by determining the probability
density function of the cipher symbols and matching them with the
pdf of plain English letters (assuming the original message was in
English) . Referring again to the previous example, the following
modification to the encryption algorithm illustrates a simple way
of adding diffusion:

S e [mi (ky + ky = ky) x my.y (kylk, + ky))
(3-6)
- my,, (k, + k+ k,)] modulo 26

Note that three input symbols are used to generate each output
symbol and that the entire key is used with each symbol. Thus,
there is both diffusion and confusion. The cryptanalyst now has to
solve six equations with six unknowns to determine each symbol of
the key or plaintext. Furthermore, the statistical distribution of
each plaintext symbol is diffused with other symbols. As a result,
the pdf of the cipher symbols will be different from that of the
input message symbols.

The concept of mixing functions was introduced by Shannon in
recognition of the fact that achieving thorough confusion and
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diffusion all at once would involve excessively complex equations.
This is evident in the last example provided, where a relatively
low degree of confusion and diffusion requires a fairly involved
equation. When one considers the need to achieve confusion and
diffusion over dozens or hundreds of key and plaintext symbols, the
task becomes nearly impossible. Rather than attempting this,
Shannon [62] proposed using a relatively simple set of operations
(permutations and substitutions) but repeating them recursively
many times in order to eventually achieve a high degree of
confusion and diffusion. The exact nature of the basic set of
operations has been the subject of intensive research in the field
of cryptography and is beyond the scope of this work. Nevertheless,
the description of the DES in the next section and the references
provided throughout this chapter will provide specific examples of
the type of functions used. For now, it is sufficient to say that
Shannon’'s idea of using mixing functions to achieve diffusion and
confusion has been widely accepted by the cryptographic community.

It is worthwhile to note that the security of the encryption
algorithm deﬁends on both confusion and diffusion being achieved to
a high degree. For example, it was seen that equation (3-5)
provides confusion but is very easy to defeat because the algorithm
does not diffuse the statistics of the input symbols over the
output symbols. Furthermore, even a system with a high degree of
both is not necessarily invulnerable. The key must be long enough
to preclude the feasibility of breaking the code by trying out all
key combinations. For the last example provided, the key is only 3
symbols long and a search through the entire key space would take
only fractions of a second on a computer.

3.3 The Lata Encryption Standard

The DES is an encryption system which incorporates Shannon’s
ideas described in the last section. The DES [5, pp. 267-290] was
introduced in 1977 by the U.S. Department of Commerce. The
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algorithm consists of 16 recursive rounds of encryption performed
on a 64 bits message and using a key with 56 bits'. The sequence of
events for one round of encryption is illustrated in Figure 3.1.

After an initial permutation (done once only), the 64 bit
message is split in two blocks of 32 bits each. The right block is
expanded to 48 bits and added modulo-2 with a 48 bit subkey based
on the 56 bits key. The resultant block is reduced back to 32 bits
by using a series of 6 to 4 bits substitution boxes. The 32 bits
block is permuted and then added modulo-2 with the left block of 32
message bits. The right block of 32 message bits is then shifted
into the left block and the block ‘TEMP 32' (in the figure) is
moved into the right block of 32 message bits. This is repeated 16
times, after which the left and right blocks are passed through the
inverse of the initial permutation. The result is an output cipher
block which is also 64 bits long.

For the DES, the mixing function as defined by Shannon is
achieved by repeating the encryption algorithm 16 times. The 48 bit
subkey is different at each round of encryption. Furthermore, the
subkey permutations are selected in such a way that, after 16
rounds, each bit of the 56 bit key has made an equal contribution
to the output cipher. In order to accomplish this, boxes ‘C28' and
'D28’ perform a left shift of one or two bits at each iteration
(with the most significant bit being rotated into the least
significant bit position). Permutation ‘PC2‘ will then select 24
bits from each 28 bits register to create the sub-key for the
present iteration. The left shifts ensure that the key bits occupy
different positions in ‘C28’ and ’'D28' at each iteration. After 16
rounds, all key bits have participated in the encryption process an
equal number of times (on average) and have appeared in different
positions of the sub-key (output of ‘PC2’) each time. Thus, a high
level of confusion is achieved.

3 The key is really 64 bits long but eight of them are parity
bits.
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Figure 3.1: The Data Encryption Standard algorithm
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Similarly, the expansion {32 bits to 48) and compression (48
bits to 32) sub-functions are at the heart of the diffusion of the
message bit statistics. The repeated application of these steps
results in a high level of diffusion throughout the 64 bits of the
output cipher block.

The high level of confusion is easily demonstrated by an
example. Consider a message M = AAAA24AA AAAAAAAA (hexadecimal) which
yields the cipher vector ¢ =o0r36FAF1 1BB35D0C  when the key
K = 4BO2F19D E37AC5F6 is used. The table below shows the cipher
produced by trial keys for the above message (d, is the Hamming
distance between the trial key and the original key, or the trial
cipher block and the original cipher block, as appropriate):

TRIAL KEY dy CIPHER dy

s m v Em Am EE R ER e = ET e W MR RN Er R M Wy o e i kA R M mm mm e ew W v ke W ME M M W o e

4B0O2F19D E37ACS5F4 1 SFAE9508 0CD12176 34
4B12F19D E37AC5F6 1 4A1592BA AOBAA329 31
4B02F19D F37ACS5F6 1 4DE2D0O3F BA75E50C 25
2D9A0765 4FB13E79 39 G57BBB347 CB163728 28

In all cases except one, the trial key differs from the real
key by only one bit but the resultant cipher differs from the one
produced by the real key by almost half the bits. Since two totally
uncorrelated blocks of N bits should have a Hamming distance of
about N/2 on average, it is clear that for the DES a small change
in the key results in a large change in the resultant cipher text
for a given message block®’. It can easily be verified that all key
combinations with a Hamming distance of one or two will produce
cipher blocks with an average Hamming distance close to 32 bits.

4 Thig is sometimes referred to as the avalanche effect {1].
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The last trial key of the table illustrates clearly that there is
no correlation between how close a trial key is to the real one and
the Hamming distance of the corresponding cipher blocks. An
encryption system with this property is said to have a high degree
of confusion. Note that a cryptanalyst trying to determine the
actual key k by a known plaintext attack (i.e. by trying different
keys to generate ¢ from M) would receive no indication that a trial
key is close to the real key by examining the Hamming distance of
the cipher text. This is an essential property of any robust
encryption algorithm.

The high degree of diffusion achieved by the DES can also be
demonstrated by an example. In this case, the key x is kept
constant but the message M is modified slightly. The table below
illustrates clearly that changing only one bit in the 64 bit
message results in about half the resultant cipher bits being
different.

(K = 4B02F19D E37ACSKF6)
TRIAL MESSAGE 4y CIPHER dy

e e e e ey m e e N e e E e e AR EE e G ma M SR A AR M R R e Er R MR R s R s R em Am R e e A G

AAARAAAA AAAARAAB 1 FEAAECS82 E611FFCB 35
SBAAAAAAA AAAAAAAA 1 EC6F0C94 17228D2B 31
AAARAAAB AAAARAAA 1 DDSE66CE 8SFSAO0CE 33

This is another example of the avalanche effect and it clearly
illustrates that each bit of the output cipher block is equally
dependent on every single bit of the input message block. Thus,
information about each input bit is dispersed throughout the 64
output bits and the encryption algorithm displays a high degree of
diffusion. This makes it extremely difficult for a cryptanalyst to
use statistical analysis to infer the message text from the cipher
text.
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It is interesting to note that if plain English text is
encrypted, the unicity distance for the DES is only:

u. = HUK) _ 56
d D 3.2

= 17 .5 Characters (3-1)

where the language redundancy is assumed to be 3.2 characters per
symbol {21, pp. 27]. Thus, in theory, only 18 characters of cipher
text are required to uniquely define the key. However, the security
of the DES is higher than the unicity distance implies since the
latter only provides a theoretical lowcr bound on the number of
cipher bits required to break the cipher; it does not provide any
clues as to how the cipher can be broken. As a matter of fact, no
one has yet been able to develop an algorithm to actually break the
DES; most attacks proposed against it are variations of an
exhaustive search technique [33,47]5,

Nevertheless, the feasibility of searching through the entire
key space to break the cipher cannot be dismissed. Diffie and
Hellman {[22] estimated that a $20 million dollar computer could
search through the entire key space (2% different keys) in one day.
But that article was published in 1976. If we factor in the drop in
prices and the increase in computing power of modern chips, it
becomes apparent that the DES could not withstand a determined
attempt to break it. Thus, it is clear that one of the most serious
flaws of the DES lies in the fact that its key size is too small to
provide a high level of security.

Another problem of DES related to the keys involves so-called
groups of "weak keys", where two or more different keys yield the
same output cipher [59, pp.337-339). Other security issues have
been raised about the DES [5, pp. 282-285], {53, pp.117-118]. These
concern the permutation, substitution and expansion-compression

5 pifferential cryptanalysis [7] has shown some success in
correlating input bit patterns to cipher ocutput bit patterns and
can break DES in 2 minutes if only 8 rounds of encryption are used.
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functions used in the DES.

Despite its apparent flaws, the DES is still more than
adequate for applications which require low to medium security. The
high cost in time and effort required to break the DES is likely to
deter all but the most dedicated cryptanalyst. Furthermore, the
eavesdropper’'s task can be made more difficult by the frequent
change of keys. Therefore, the DES remains a suitable candidate for
encryption of digital data transfers in a mobile communication

channel.
3.4 Implementation of encryption systems based on the DES

In this section, we describe the different types of
encipherment systems which can be used in a digital communication
channel. Despite the fact that these systems are described with the
DES as a component, it is important to note that the latter can be
viewed as a black box inserted in the overall system. Thus, the
encipherment systems are generic and the DES could be replaced by
other encryption systems (e.g. REDOC II [20] or FEAL-n [48,63)) as
required.

There are two basic modes of operations for cipher systems:

a) Block ciphers, and
b) Stream ciphers.

Block ciphers are further broken down into Electronic Code Book
mode (ECB) and Cipher Block Chaining mode (CBC). Similarly, stream
encipherment includes Qutput FeedBack (OFB) mode and Cipher
FeedBack mode (CFB). The operation, advantages, and disadvantages
of these different systems will now be discussed.
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3.4.1 Block ciphers

For block ciphers, a message M, = (m.m;.,.. ... M.y} (where N is
the word length in bits), is encrypted as a unit, using the entire
key K= (k.. k,.....k;3 {0 is the key length in bits}, resulting in the
cipher word ¢, = {¢;,Ciqs. .. Cy,} being generated. For the case of the
DES, the key k, the message ¥, and the output cipher block ¢, are
all 64 bits long®. Successive message blocks M.M, ...,M, ... are
encrypted with the same key k. The ciphered blocks ¢, = E((M,) are
transmitted over the channel and the receiver performs the
decipherment operation M, = D(C)) to recover the message block. The

‘prime’ symbol emphasizes the fact that the received block (and
decrypted block) may differ from the one at the transmitter because
of errors introduced by the channel. The main advantage of block
cipher systems is that they provide a good level of security
because of the high degree of confusion and diffusion resulting
from the encryption of a large block of data with the entire key.
Another advantage to that approach is that it is impossible for an
eavesdropper to modify an intercepted block and sending it to the
intended receiver without detection. This was demonstrated earlier
with the DES, where the modification of a single bit in the
ciphered block would alter about half the bits of the message block
after decryption (avalanche effect).

The main disadvantage of block ciphers is error propagation.
I1f a single bit of a cipher block is transmitted in error in the
channel, the entire message block becomes corrupted during
decryption {about half the bits will be in error). Another problem
with block encipherment is the extra delay introduced at the time
of encryption and decryption. The transmitter must wait until it
has 64 bits of message before a cipher block can be generated.

¢ Ag mentioned before, the actual key size is only 56 bits but
8 parity bits have been added to make a 64 bits block.
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Similarly, the receiver must wait until all 64 bits of a cipher

block are received before beginning decryption.
3.4.1.1 Electronic Code Book (ECB) mode

The Electronic Code Book mode of operation is illustrated in
Figure 3.2. In this mode of operation, a block ¥, of N=64 bits is
encrypted with a pre-determined key x into a cipher block ¢, which
is then transmitted over the channel. The latter will occasionally
introduce bit errors, as described in chapter two. As a result, the

received cipher block ¢! may not be identical to the transmitted

block ¢,. Nevertheless, the receiver performs the dascryption

operation on ¢, by using key k

Electronic Code Book Mode

and generates the message block

M,., If «ci=cC, then M =u,. TRANSMITTER RECEIVER

However, if ¢, differs from c, M Cn Cr’n M'
. DES DES [

- ! .
by one or more bits, M} will be 6:;“: ENCRYPT U DECRYPT_’
tel different f

completely rom M, Key 164 Bits Key 164 Bits

because of the avalarshe effect K E K

(on average, the two will differ CHANNELFERRORS

by about 32 bits). The Figure 3.2: ECB Dblock cipher
operations of encryption and mode.

decryption are shown below:

Cp = Ex(M,)
Con=C,DE,
M, = D (Ch = DlC, ® E,) -9
M,=M, iffE, =0
where E,= (e, &.+...:85,4,} 18 the vector representing bit errors
introduced by the channel. When no errors occur,
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g; =0, (IsJs i+N-1). Individual bits from the transmitted cipher
block €, = (€5 Ciagrvr s Cruygy) are added (module 2} with the
corresponding bits of the error vector g, as follows

C£ = Ci €B ei (3'9)

to generate the cipher block ¢} = {cf,clun.....cluql at the receiver,

The ECB mode cffers a relatively high level of security
because of the high degree of confusion and diffusion achieved by
encrypting a large block of message bits. However, this type of
block encryption also results in error propagation. As stated
earlier, if one or more bits of the received block are in error,
the entire message block will be corrupted and about half the bits
(32 bits) will be in error after dJdecryption. This problem is
analyzed in more detail in chapter 5. For now, it is sufficient to
note that this type of propagation of errors can significantly
deteriorate the performance of a channel link. It should be noted
however, that transmitted cipher blocks are independent of each
other in this mode of operation. Thus, a transmission error in a

given block c¢j will affect only that block and will not propagate

to adjacent blocks.

Another important disadvantage of the ECB mode is that a given
message block M, always yields the same cipher block ¢, for as long
as the key kx does not change. This can provide important clues to
an eavesdropper who is trying to break the c¢ode. But more
importantly, it makes it possible for an interceptor to record a
transmitted cipher block and replay it at a later time, by
pretending to be the legitimate transmitter. This vulnerability of
ECB to replay is due to the fact that ciphered blocks are encrypted
independently of each other. This independence also makes it
possible for an intruder to add, delete or replace entire cipher
blocks, possibly without detection.
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In addition, the requirement to encrypt blocks of exactly 64
bits can lead to significant message expansion in some cases. In
order to make up blocks of that length, "padding" bits may have to
be added to the end of some data blocks. If the messages
transmitted are usually short, these extra padding bits can
significantly increase the size of a message and consequently
reduce the actual data throughput over the channel.

Furthermore, since both the transmitter and receiver must
collect bits until they have a 64 bit block before using it, there
is a processing delay introduced. This delay may be unacceptable in
some real time applications. For example, for a digital voice
system with a rate of 4800 bits per second (e.g. vocoder), the
total time reguired to collect 64 bits at the transmitter and
receiver before processing adds an additional delay of 26.67 milli-

seconds.

As can be seen, the ECB mode of operation has few advantages
and many problems. It suffers from significant error propagation,
procesgsing delay and is vulnerable to block replay, insertion,
deletion and replacement. Furthermore, message expansion can be a
problem if short messages are frequently transmitted. Nevertheless,
it provides a relatively high level of cryptographic security
because of the confusion and diffusion qualities of the DES. The
ECB mode of operation would probably be an acceptable choice in a
low noise communication link where a fairly high level of security
is required but where the possibility of replay or block
modification is not possible’. However, the processing delay may be
significant enough to preclude the use of ECB in a digital voice
system.

7 i.e. if the message itself contains a time stamp or a
numbering sequence. In such a case, replay, deletions, insertions
or replacement of blocks would be immediately detected.
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3.4.1.2 Cipher Block Chaining (CBC) mode

This mode of operation is illustrated in Figure 3.3. As for
the ECB, the CBC mode operates on blocks of N =64 bits. Both the
receiver and transmitter start out with the same initial vector in
the DES input register and the same key. At the transmitter, the
first message block M, is added (modulo 2) with the initial vector
and the resultant block is encrypted by the DES, yielding ¢,. This
cipher block is transmitted and is also stored in the register. The
next message block is then encrypted as before, but this time it is
added with the cipher block ¢, before encryption. As a result, the

encryption of an arbitrary message block M, is given by:

C, = Ep(M, D C,,) (3-10)
. s Thus, consecutive cipher blocks
Qloher B—'LOCK Chammg Mo__de are chained together by the
TRANSMITTER RECEIVER encryption operation.
Cm-1 64 Bits 64 Bits Cm-y

BUFFER

| BUFFER | .
As before, the transmitted

Mnm, DES Mm | block ¢, is passed through the
ENCAYPT
64 Bits . T channel whose effect on the
Key K block is represented by:

E, Cr=C,® E, (3-11)
CHANNEL ERRORS

Figure 3.3: CBC block cipher
mode.

At the receiver, the first

cipher block is decrypted and is
then added with the initial
vector, to yield the message block. Following this, the received

cipher block ¢/ is moved into the register and replaces the initial

vector. The decryption of subsequent blocks is similar and can be
represented as follows:
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Lk(C%)EB~$-1= Dy(C, ® E,) @ (Cooy @ £y )

if E, =0 and E,., = 0 then
De(Cn) @ Cpa

n

De(Cy) B Gy

Dy (E(M, @, ) ¢, ,
M®c.,DcC,,

{(3-12)

]

D (Ch B Chy = M,

In

Howevaer, if the received block ¢, has v, bits in error in it

(1sv,sN, where N~ = 64 when the DES is used), the decrypted

message M) will be corrupted (i.e. about §'=32 bits in error) since

DylCh) * M, D G,y (3-13)
and therefore

D(ch @ cy # M, (3-14)
Furthermore, even if the next block ¢, is received without errors
(E,., =0), it will have v, bits in error in it after decryption since

n

(M., D C) ®cl
M. @ ® (c,®E,) (3-15)
= Mm*l @ Em

]

But it should be noted that the next cipher block will be decrypted
correctly (assuming it is received without errors) because

De(Cry) ® Chiy = (M @ Cpoy) @ Gy =

- (3-16)
where E,., = E,, =9. Thus, it is immediately apparent that CBC mode
is even worse than ECB as far as error propagation is concerned
since v, bits in error in a received block will result, on average,

in -g + v, bits in error after decryption (i.e. 32 + v, versus 32

bits on average for ECB). This error propagation behaviour for CBC
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is also examined in chapter 5. As the ECB mode, the CBC mode also
experiences processing delay and message expansion.

Nevertheless, the CBC has some important advantages over the
ECB mode. For instance, identical message blocks M, will not yield
identical cipher blocks because of the chaining operation. This not
only removes important clues from a cryptanalyst but results in
enhanced diffusion and confusion as a result of combining two
blocks in the encryption process. Furthermore, the dependence of
blocks on each other makes CBC mode immune to block playback,
insertion, deletion or replacement.

In short, the CBC mode is an improvement on the ECB mode in
that it is secure against playback and block tampering as well as
generating different cipher blocks for similar input blocks.
However, it has a slightly higher level of error propagation than
ECBE and does not resolve the problems of processing delay or
message expansion. As for the ECB, the CBC mode would probably be
useful only in a digital link requiring enhanced security and
characterized by a very low noise 1level. Furthermore, the
processing delay makes CBC mode more suitable for data transfer
than for digital voice applications.

3.4.2 Stream ciphers

In a stream cipher, a message stream M= (m;,m.,,....} 1is broken
down into individual words of length s bits M, = {m,mu,,....;m.,.,)
{1 <s <N} which are encrypted individually with the corresponding
key words K, = (k. k;+.o.ikipyl Of the key stream k= {k;, k4,,s...} by a
modulo 2 addition (for binary ciphers) of the corresponding bits of
K, and M,. In general, the value of s is a fraction of » and is

often chosen to be equal to 1 bit only. The resultant cipher word
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T Cp = (CriCiar v i Cigad 108 then

;:“;::;:ﬁ' : transmitted over the channel®. A

- generic stream cipher system is

shown 1in Figure 3.4, Stream

Kml: i ciphers are further divided into
Y

r [
Mm f,_, “-\‘\ Cm two categories; those where the

v

- key stream is independent of the
s Bits \\“// s Bits
data stream are called synchronous

Figure 3.4: Generic  stream ciphers while those where the key
¢ipher.

stream generated is dependent on
the data stream are called self-
synchronous or autokey ciphers. For synchroncus ciphers, it is
necessary to have a separate system to maintain the transmitter and
receiver in bit synchronization. However, self-synchronous ciphers
do not require any bit synchronization; when an autokey cipher
loses synchronization it automatically regains it after a fixed
number of bits have been transmitted.

It is interesting to note that stream ciphers attempt to
simulate the one-time pad c¢ipher; just like the one-time pad,
stream ciphers generate a key whose length is as long as the
message being sent. However, unlike the one-time pad, the key
stream of the ciphers discussed in this section use a pseudo random
key instead of a purely random one. Furthermore, the key is not
always independent of the data stream (e.g. CFB mode}. As a result,
the cryptographic strength of practical stream ciphers depends on
the complexity of the algorithm used to generate the pseudo random
key stream.

The main advantage of stream ciphers over block ciphers is
that there is less delay in the encryption of the data since words
can be much shorter than ~ bits, as opposed to block ciphers which

8 Note that the key in this case is not the 64 bit key used by
the DES but a key stream which is generated indirectly by the DES.
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must process ~ bits at a time. As a result, stream ciphers are more
suitable for digital voice systems or any other application where
long delays cannot be tolerated. Furthermore, the specific
implementations discussed in this chapter will be shown to have
lower error propagation than the block cipher modes seen earlier®.
Thus, stream ciphers are more suitable for noisy communication
links where the BER is high.

3.4.2.1 Output Feedback (OFB) mode

One possible implementation of the OFB mode is shown in
Figure 3.5. In this setup, both the transmitter and receiver use
the same key for the DES and set the ~N=64 bits input register
(input to the DES) to the same initial vector. That input vector is
then encrypted by the DES and s bits of the resultant cipher block

are used as key word K, to
, : Output FeedBack Mode
encipher the data stream. M, and
TRANSMITTER RECEIVER
x, are added modulo 2 and the | &4Bits 64 Bits
resultant cipher word ¢, is
, * TT=-=11] ==
transmitted., Note that the 64 84 Bils 64 Bils
bit cipher block generated by DES E.EE DES EE
. ] ENCRYPT | ke ENCRYPT JKgy
the DES is fed back into the
input register for the next K.y s Bits N K?f;iam
. (-~ ce——— 1~ ———— - | S——
round of encryption. At the M., £ Cn % ch = M,
receiver, the initial vector is | SBits sBis E, SBis sBis

also encrypted by the DES and x, Figure 3.5: OFB stream cipher
is added to the received cipher mode .

word ¢! to recover the message word /. Note again that c;=¢,® E,
where E, is the s bits error vector added by the channel. The

encryption and decryption operations are given by:

 This may or may not be true for CFB mode, depending on the
word length s in bits.
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e
"

= M, D K,
(3-17)

My = Cp® K,

where ¢, =c¢,® E,. Note that in this mode of operation, the DES is
only used to generate a long pseudo random sequence of bits
k .k, ... which is the key stream used to encrypt the data stream.
Although the key stream is as long as the data stream', the
cryptographic strength of this mode of operation is not really
higher than that of block cipher modes which use the DES directly
to encrypt the data. For the OFB mode, the security of the system
depends on the secrecy of the 64 bit DES key'. In the
implementation of Figure 3.5, the entire ciphexr block generated by
the DES is fed back to its input for the next round of encryption.

The main advantage of the OFB mode is that it introduces no
error propagation. As long as both the receiver and transmitter are
in bit synchronization, they will always have the correct key
stream since it is not dependent on the data stream and is

generated locally. Thus, a corrupted cipher bit ¢ will result in

a message bit m] being deciphered incorrectly but the error will

have no effect on the cipher bits received subsequently. This is a
significant advantage, especially in noisy links such as mobile
communication channels.

Stream ciphers introduce lower encryption delays (when s < N}
since they operate on shorter words, in contrast to block ciphers

10 The maximum period of the key stream k. k,, ... is limited to
2% but this is more than sufficient for most applications.

! For OFB mode, the initial vector can provide additicnal
security, if it is kept secret and changed regularly, like the DES
key itself. That is because the DES output sequence is completely
determined by the key and the initial vector used. A cryptanalyst
would have to know both of them to generate the key stream
sequence.
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which need N bits before encryption (or decryption) can start. As
a result, the CFB mode is suitable for digital voice and other
applications which require low delays. Furthermore, the fact that
the OFB mode can operate on short words means that it will produce
less message expansion than block ciphers do, or none at all when
g=1. Thus, it is well suited for systems where messages are
generally short. Finally, since the key stream is independent of
the data stream, repeated data sequences in the data stream do not
result in similar cipher bit sequences since the key stream itself
is always changing.

But because the key stream is independent of the data stream,
the OFB mode is a synchronous cipher and therefore a separate
system is required to maintain bit synchronization between the
transmitter and receiver. For instance, if the transmitter is
enciphering ¥, with &, = (k;, k;q,... k) £O generate word ¢, but the
receiver attempts to decipher ¢! with K, = {ku, ks .- ki ,} because it
lost synchronization, the deciphered word ¥, and all subsequent
words will be wrong (with a 0.5 probability) until bit
synchronization is regained. The problem of maintaining
synchronization is a complex one, especially in a difficult channel
such as a mobile communications link. In general, maintaining
synchronization involves the regular transmission of timing
sequences over the channel. This results in a reduction of the
information throughput since the data stream must be interrupted
regularly to allow the transmission of the synchronization
sequence. If synchronization is maintained through a different
channel than the data channel, the bandwidth allocated to each link
is increased because of the additional channel. In either case, the

andwidth utilization efficiency (data bits transmitted per Hertz
per second) is reduced.

Another disadvantage of the OFB mode is that each use of the
DES transformation encrypts only s data bits, in contrast with
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block ciphers where one round of DES encryption encrypts N bits.
This may cause delay problems in some instances, but this is rarely
the case since DES chips can encrypt up to 100 Mbits/s. If only one
bit is encrypted per round instead of 64, the throughput of the DES
is 312,500 bits per second, which is substantially higher than the
data throughput rate of most mobile communication channels. Thus,
this disadvantage can be ignored in most practical situations.

A potential security problem of the OFB mode of operation is
that the independence of the key and data stream make it possible
for an intruder to replace individual bits in the stream without
being detected. For example, an eavesdropper close to the receiving
station can "listen" in to the channel and at appropriate times
transmit false cipher bits to the legitimate receiver. If the
intruder’s false transmission can mask the real one, the receiver
will accept the false cipher bit. Since errors do not propagate to
other bits in the stream, there is a significant probability that
the false data may go undetected.

Since the OFB cipher mode encrypts by a simple substitution
algorithm, there is no confusion or diffusion in the strict sense.
The key stream is independent of the data stream and thus there is
no direct relationship between the data and the key. Similarly,
independence of consecutive cipher bits implies that there is no
diffusion of the data’s statistics. The absence of confusion and
diffusion in the strict sense does not necessarily imply that the
OFE mode is significantly weaker than block modes since the
generated key stream appears random enough. Nevertheless, the
independence of adjacent cipher bits does give a cryptanalyst an
advantage since he can analyze bits individually without having to
worry about their inter-dependence.

Another important restriction of OFB mode is that once a part
of the key stream has been used to encrypt, it cannot be used again
to encrypt different data without seriously compromising the
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gecurity of the system since the plaintext can be recovered easily
in such a case [21, pp.144]. This means that a key can only be used

once.,

In conclusion, the OFB mode of operation benefits £from
considerable advantages such as the absence of error propagation,
less processing delay and message expansion (depending on the word
length s) and the concealment of repeated data sequences (which
produce different cipher sequences). These make the OFB suitable
for noisy channels, digital voice or other low-delay applications
and for systems where short messages are common. However, the
independence of the data und key stream result in the requirement
for a separate system to keep the transmitter and receiver in bit
synchronization. Furthermore, the OFB is vulnerable to bit
replacement and provides less cryptographic strength than block
ciphers. Thus, OFB mode may not be suitable for communication links
where a relatively high level of security is required.

3.4.2.2 Cipher Feedback (CFB) mode

This mode of operation is illustrated in Figure 3.6. In CFB

. mode, the stream of message bits
Cipher FeedBack Mode , ge
TRANSMITTER RECEIVER M={m.,m,....;m, ...} 1s partitioned
Chvs Crr C s C:n-‘l into words M, = (MM, - oM} OF
|||ooo|H<- |||ooo s bits where 1<ssN. For CFB
bES Wil Bils) (N Bits) mode, s is usually selected so
— DES DES |UES . ard :
oy [ENCRYPT| ENCHYPTE that it can be divided into »
Kmbs{ﬁ$) K. (s Bits) without remainder (i.e. if
M, C C. M., N =64, then s € {1,2,4,8,16,32,64}).
_1} m _I: m @ m_> . ' { } )
(s Bits) (s Bits) (s Bits) ~ (s Bits) This is done to ensure that the
En memory buffer contains a non-

Figure 3.6: CFB stream cipher fractional number of encrypted

mode.
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words?. For CFB mode, the words %, and », are enciphered
individually (like OFB) but not independently of each other (unlike
OFB). As was the case for OFB, the DES is used to generate a
pseudo-random key stream which is as long as the data stream. At
the start of transmission, both the transmitter and receiver use
the same DES key and set the 64 bit DES input register to the same
initial vector?. The transmitter then generates a 64 bit output
block from the DES and uses s bits (arbitrarily chosen from that
output block) as key word k. The cipher word ¢, is then generated
as ¢, =M ®k and is transmitted over the channel. Following this,
the s-bit cipher word ¢, is shifted into the least significant s
bit positions of the 64 bit input register and all other bits are
shifted left by s positions (the s most significant bits are
discarded) . The process is repeated for subsequent data words. In

this mode, the key word k, is a function of the -£= 64 previously

generated cipher words (the ~ previous cipher bits) as follows:

Km f(EK(Cm-Ar' Cm-."f-p],' RN Cm-2l Cm-l))
: ° {3-18)
= f(EK(ci‘N' ci"N"l' « s ey C'i_z, Ci-l))

where N = 64 for the setup illustrated in Figure 3.6. The function
£{-) in the above equation is used to emphasize the fact that only
s of the N bits generated by the encryption operation are used to
create the key word. The value of N determines the amount of memory
of the CFB mode and has an impact on the degree of error
propagation. If N is smaller than 64, the input to the DES buffer

2 This results in a lower degree of error propagation.

3 por CFB mode, the initial vector does not provide any
additional security even if it is kept secret. That is because the
initial vector is shifted out of the DES input buffer after wn/s
iterations and thus, subsequent cipher words are independent of its
value [45, pp. 465).
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would consist of the » bits from the memory register plus 64 - N
additional bits which would be preset at both the transmitter and
receiver (the DES input buffer must always be 64 bits long).

The receiver encrypts the initial vector to generate key word

k,, which is then added to the received cipher word ¢ to generate

M. The cipher word ¢ is then shifted into the DES input register

for the decryption of the next cipher word to be received.

A cipher word ¢, received in error will not be decoded

properly since cl@®kl+c,®k,. Furthermore, the corrupted word is

then shifted into the DES input register and will remain there for
the next -g word periods. As a result, the receiver’'s DES input

vector will be different from the transmitter’s and the next -g DES

cipher output blocks will also be different. Thus, the received key

words K., = f(EK{CJ'_Eﬂ,Cn:_!,z, oG to Ky = E(Ex(Cps Caore -+« € )) inclusive
-4 g g g

will be corrupted. On average, about half of the bits of each key
word will be in error because of the diffusion and confusion
characteristics of the DES. Assuming that no other cipher word is

received in erxrror during the next -g word periods, it is easy to

gee that one word received in error will, on average, result in

-g +1 words being deciphered incorrectly. For example, if the

implementation of Figure 3.6 is used with s=1, one bit received in
error would result in about 33 message bits being in error after
decryption.

Based on this result, it would be tempting to conclude that
the performance of the CFB mode of operation is identical to that
of block cipher mode CBC, as far as error propagation is concerned
(when N is the same value for both modes). However, this is not the
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case, as will be shown in chapter 5. As a general rule, the lower
the word length s is, the lower the error propagation is for CFB
mode, compared to CBC mode™. Furthermore, for the CFB mode, the
severity of error propagation i1s directly dependent on the length
N of the memory register. For instance, if ~ was 32 instead of 64,
the amount of error propagation would be significantly lower. For
the implementations of ECB and CBC shown earlier, N is fixed at 64
bits because this is the output length of the encrypted word c,
regardless of the length of the data word »,.

One advantage of making the key stream dependent of the cipher
bits is that it makes the CFB system more secure against undetected
bit replacements, in contrast to OFB mode. For the CFB system,if an
erroneous bit is inserted in the cipher stream, the resultant error
propagation will immediately signal the intrusion. Furthermore, the
dependence of adjacent cipher bits on each other results in a
higher degree of confusion and diffusion for the CFB mode than was
the case for the OFB wmode. This makes it harder for a cryptanalyst
to break the code. In fact, the longer the memory of the CFB system
is (i.e. the longer the value of ~ is), the higher is the degree
of confusion. However, as N increases, so does the amount of error
propagation and a compromise must be reached between the two.

Another advantage of the dependence between the key stream and
the data stream is that it makes the CFB mode a self-synchronous
cipher. As a result, it does not require a separate bit
synchronization system. This is easy to see since a bit skipped or
erroneously added by the receiver is equivalent to a cipher bit

being received in error, as described earlier. When g word periods

have elapsed, the extra (or missing) bit is no longer part of the
DES input register and the receiver automatically falls back into

4 However, the difference is marginal, even when s =1 for CFB
mode.
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synchronizatiorn with the transmitter. This is a significant
advantage over OFB mode since it was seen earlier that
synchronization systems are complex, expensive and reduce the
channel bandwidth utilization efficiency.

In addition, the fact that the key stream is indirectly
dependent on the data stream (through the cipher stream) makes it
impossible for the same key stream sequence to be used to encrypt
rwo or more different data sequences, thereby compromising the
security of the system (as was the case for OFB). It does, however,
remain essential to change the DES key frequently to protect the

system’s security.

Finally. another advantage of the CFB mode is that it can
operate on shorter words than ECB and CBC block c¢ipher modes and
therefore does not introduce as much additional processing delay or
message expansion. However, since the DES is used to encrypt only
s data bits at a time, as opposed to N =64 bits for block ciphers,
CFB is less efficient than the latter in that respect, but this
rarely results in practical problems.

3.5 New trends in cryptography

In the interest of completeness, this short section provides
a few references which will give some indication to the reader of
the new developments and areas of interest in the field of

cryptography .

In order to improve on the DES and extend its use in the 380’s
and beyond, many enhancements have been proposed. A list of all
such proposals would be excessively long and thus only a few,
recent ones are mentioned here. Brown et al. [11] proposed new
design criteria to enhance the effectiveness of the permutation
poxes for the DES. Connell {19] and Adams et al. [l] proposed
changes to the crucial substitution boxes of the DES to improve the
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diffusion characteristics of the algorithm, Carroll et al. [12] and
Connell [19] are two among many who have proposed a modified DES
algorithm using a larger key.

Many researchers have come up with entirely new encryption
algorithms to replace the DES altogether. Among these, the REDOC-II
system [20] and the FEAL-n family [48,63] have received a lot of
attention. The final verdict is not out on these new proposals but
independent researchers have found problems with both the REDOC-II
(8] and the FEAL-n family (32,33,66]. Finally, Lai [38] proposed a
new standard for data encryption which incorporates a large key
(128 bits) with mixing functions to confuse and diffuse a 64 bits
input block into a 64 bits output cipher block.

The cryptographic security of self-synchronizing stream
ciphers continues to be studied in detail and new functions are
being proposed to replace the simple input register apparatus of
the CFR mode shown in Figure 3.6. Both Maurer [45] and Anderson [3]
provide interesting ideas on that subject. Rueppel [57] gives a
thorough analysis of the theoretical security of stream ciphers in
general. Also on the subject of stream ciphers, there is a growing
interest in the use of chaos theory and fractal functions as
substitutes to the DES in order to generate pseudo random key
streams. Matthews [44] and Carroll et al. [13] describe such
systems. However, security flaws have been pointed out by Wheeler
{69,701 and the suitability of such functions in cryptographic
applications has not been firmly established yet. Finally, the
techniques of combining data compression and encryption in one step
(Boyd [10]) or combining encryption and error correction coding in
one step (Hwang ([35)) are generating a lot of interest in the
cryptographic community.

3.6 Conclusion

In this chapter, basic concepts of cryptography were described
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and the requirements of a strong cryptographic system were
explained in some detail. It was made apparent that in real
encryption systems the key size is necessarily limited, thereby
making all encryption systems theoretically unsafe. Nevertheless,
by using Shannon’'s concepts of confusion, diffusion and mixing
functions, it was shown that it is possible to make the
relationship between the plaintext and the corresponding cipher
complex enough to make the task of breaking the system
prohibitively long and expensive. It was also made clear that,
regardless of the security level of the encryption system, the key
must always be long enough to make an exhaustive search of the key
space unfeasible.

Subsequently, it was argued that the Data Encryption Standard
meets the requirements of a good cryptographic system and is
therefore suitable for digital encryption applications where low to
medium security is required. The four modes of operation of the DES
in block and stream cipher systems were then analyzed in detail. It
was shown that the CBC mode has the worst error propagation
characteristic, followed by the CFB, ECB and OFB modes in that
order’, Block cipher modes were seen to suffer from processing
delay but possess better cryptographic strength than stream ciphers
(which introduce less delay and message expansion, when the word
length s is smaller than »). The CBC mode was shown to have the
best diffusion and confusion qualities, followed by the CFB, ECB
and OFB modes in that order. It was made clear that OFB mode
requires accurate bit synchronization while block cipher modes need
only block synchronization and CFB requires neither. It was also
made apparent that CBC mode is the most secure against bit or block
insertions, deletions or modifications. The CFB mode is second best
in that respect, followed by ECB which provides good protection

15 rhis assumes that the value of ¥ for CFB mode is identical
to that of CBC and ECE modes. It the value of N is smaller for CFB
mode, it could outperform both CBC and ECB modes.

102



against bit tampering but is vulnerable to block replay. The OFB

mode was shown to be vulnerable to bit tampering.
Finally, the last section of this chapter provided a short

description of new trends and directions in the area of

cryptographic research.
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Chapter 4

Error control coding and interleaving

4.1 Introduction

In this chapter, error control techniques are examined. More
specifically, the relationship between the code rate, minimum
distance and error correcting capability of linear block codes is
discussed. This is followed by a description of the basic
properties of Bose-Chaudhuri-Hocquenghem (BCH) codes. The encoding
and decoding procedures for binary BCH codes are then reviewed.
Subsequently, the technigue of bit interleaving is examined and its
advantages and disadvantages are presented. This chapter ends with
a description of the equations required to calculate P(mn)
(probability of m bits in error in a block of n bits) for
memoryless and fading channels.

4.2 Linear block codes

Linear block codes provide an easy and efficient way of
introducing a controlled amount of redundancy to a stream of data
bits. For all such codes, a block of k data bits is mapped into a
block of n data bits (n> k). The additional n - k bits are sometimes
referred to as parity bits. These redundant bits are a function of
the k data bits themselves and allow the detection and ({or)
correction of bit errors introduced by the channel at the receiver.
Such block codes are commonly labelled as (n,k,t) codes where ¢t is
the error correcting capability of the code; it is the maximum
number of bit errors which can be corrected in a codeword of n
bits. If the number of channel bit errors introduced v is such that
v < t, the channel errors will be corrected and the k data bits will
be recovered error-free at the receiver. If v=ct+1 (for example),
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a decoding failure will occur and (at most) 2z+1 = t+v of the k data
bits will be decoded incorrectly at the receiver [S4, pp. 405].

The minimum distance d4,, of a code is the minimum number of
bits by which any two codewords differ. For linear block codes,
Aoy & Won, Which is the minimum weight of the code (i.e. the number
of '1’s in the codeword with the smallest number of ‘1’'s, excluding
the all-zero codeword). The error correcting capability of a code
is directly related to the minimum distance; the larger the minimum
distance isg, the higher the error correcting capability of the code
is. For linear block codes [43, pp. 65-67]

£ = ld_milz;il (4-1)

Furthermore, all error patterns of d,,-1 bits or less (within a
block of n bits) can be detected at the receiver but not
corrected'. For error patterns which can be detected but not
corrected, the receiver has three options:

a) ignore the codeword entirely (i.e. erasure),
b) request a retransmission from the transmitter, or
c) attempt to decode the codeword.

The second option is often referred to as automatic repeat request
(ARQ) and requires a feedback channel from the receiver to the
transmitter. In order to limit the scope of this thesis, ARQ is not
considered. In all our simulations, the receiver implements the
third option. As a result, the receiver will attempt to correct all
codewords regardless of the number of bit errors they contain. As
mentioned earlier, this will result in decoding failures (when

' It is possible to do error correction and detection
simultaneously.
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v>t) which will cause (at most) t+v of the k data bits of each
such codeword being in error at the receiver. When the decoder is
unable to decode the received vector, the simulation algorithm
selects the all-zero vector by default. In such a case, about half
of the k data bits will be in error (on average}.

Another important parameter for linear block codes is the code
rate R, defined as:

1Y

(4-2)

The code rate indicates the ‘real’ throughput of informaticn in the
channel, in bits per symbol. As the code rate decreases, the
throughput of information decreases. However, a decrease in R (for
a fixed n) implies an increase in the number of parity bits (n - k)
which usually results in an increase in the minimum distance d,.
Therefore, as R decreases, the error correcting capability ¢ of the
code increases. A compromise between these factors has to be made;
the code rate must be held as high as possible in order to utilize
the channel bandwidth efficiently but it must be low enough to
allow the code to correct most channel errors.

4.3 Binary BCH codes

The Bose-Chaudhuri-Hocquenghem codes [43, pp. 141-183] form a
large and powerful class of linear, cyclic’® block codes which
includes the Reed-Solomon codes. In order to limit the scope of
this thesis, we restrict our attention to binary BCH codes, which
are designed to operate in memoryless channels. Although these

* A code is said to be cyclic when any codeword rotated left
or right by any amount is also a codeword. For a rotation to the
left, the most significant bit is moved to the least significant
bit position (vice versa for a rotation to the right).
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codes usually perform poorly in channels with memory, the use of
interleaving (discussed later) can enhance their performance
significantly in such links.

BCH codes obey the following set of conditions:

n=2"m-1
n-ksmt (4-3)
dyn 2 2t + 1

m2 3

These provide the engineer with a wide variety of codes of
different lengths, code rates and error correcting capabilities
(43, appendix C].

4.3.1 Encoding procedure for binary BCH codes

An {(n.k,t) binary BCH code can be described by a generator
polynomial which has the form

g(X) =1 + g1X + g‘zxz + e gﬂ'k-lxn—k-l + Xn-k (4_4)
Where gie[0|1]r l1s ixg n"k"l-

g(x) is defined in terms of the roots from the Galois Field cGr(zm
and is the lowest degree polynomial over &r(2) which has «,a?, ., a?
as its roots (i.e. gla?) =0, 1sis2t). a is a primitive element of
GF(2m . The generator polynomial can be calculated from
[43, pp. 142]:

g(X) = Lm{¢1(}f) [ ¢3 (X) PR l¢2t-1 (X)]' (4"'5)
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where LCM stands for ‘lowest common multiple’ and ¢,(x) is the

minimal polynomial of a; [43, pp. 35-38]. For example, the (15,5,3)

code has this generator polynomial: g(X) =1 + X« X2 + X! + X3 +x% + x10

Encoding is performed by multiplying the message polynomial
u(x) by the generator polynomial g(x}, yielding the codeword

polynomial w(x), where

u(X) = uy + u X+ X2 +.. 0+ U X5
u; €[(0,1], 0 s i s k-1

viX) = u(X) x g(X)

BN E NP NN A s (4-6)
v; €(0,1], 0<4isn-1

For example, data block 01101 corresponds to the message
polynomial u(x) =Xx+x*+x‘. The codeword polynomial is then
viX) s X+ X5+ X +XP 4+ x4 x4 ¥4 and the transmitted codeword is
010000111011001.

4.3.2 Decoding procedure for binary BCH codes

The codeword vector at the receiver is given by

(X)) = v(X) + e(X) (4-7)

where

e(X) =g + e X+ X +.,.+ e, X" (4-8)
e; €0,1], 0sisn-l

is the error vector, representing the bit errors introduced by the
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channel. Decoding involves the following steps:

1) Calculate the syndrome vector §-=(s,.5.....8,), where

8, = r(ad) =1y + ryal +. 4 rp e
2) If §# 0, proceed as follows:

a) Compute the errox location polynomial
o(X) =04 + 6,X+...+ 0,X% where v is the number of bit errors

introduced by the channel,
b) £ind the v roots of o(X} (these are B,z .-..B,),
¢) calculate the inverse of the roots of ofx).

d) use B B:l,....B7 to construct the error polynomial

e(X) =g, + e X+...+ g, X",
e) correct the bit errors by adding e(x) to r(x), and

3) perform the division qu)=-§%% where u/(x) is the

receiver’s estimate of the transmitted message u(x).

Note that if §=8, the received vector is assumed to be error-
free since all the elements s, are equal zero only if r(x) is a
valid codeword from the code space. If one or more of the s,
elements are non-zero, then r(x} is not a valid codeword and the
bit (s) in error must be located in order to correct the vector.

In order to do this, the simplified Berlekamp-Massey algorithm
[43, pp. 158-159] is used. The technique involves t +1 iterations
which use the elements of § to determine the coefficients of the
error location polynomial. The simplified algorithm can only be
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used for binary BCH codes but it is faster than the general
algorithm which involves 2t +1 iterations. The steps involved in
the algorithm are fairly involved and are described in detail in
[43].

When o(X) is known, we must calculate o{e!), 1<sisn-1 to
determine the roots B,,f,,....B, of this polynomial. When the roots
have been found, their inverse has to be determined. For example,
if p,=af, then [43, pp. 31]

;1 = azﬂ-i—z (4-9)

so that g, B, =a®=1.

These inverses are referred to as the error location numbers. For
example, if three bit errors occur in a block of n bits and

pit = af, P;! = o, B3 = a¥ where i,j.ke[0,n-1], ivj=k, the error
polynomial becomes e(x) =x!+x7+x¥, By adding e(X) to z(x), these
bits are corrected and the received vector can then be divided by
the generator polynomial g(x) to recover u/(x).

It is important to note that if the number of errors
introduced by the channel is v» t, some of the coefficients of the
error location polynomial will be incorrect and a decoding failure
will occur. The resultant message vector u/(x) will differ from
u{X) in at most t+v bit positions (54, pp. 405] when the decoder
succeeds in decoding the vector. As a result of this, BCH codes may
lead to some error propagation (i.e. where the decoded data vector
contains more bit errors than were introduced in the codeword by
the channel). Note that if the decoder fails to locate a plausible
codeword, the simulation algorithm used in this work will select
the all-zero data word by default. This will then result in about
half of the data bits being erroneously decoded (on average).
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4.4 Bit interleaving

The process of bit interleaving (43, pp. 271] transforms an {(n,k,t)
codeword into an (In, Ik, It) codeword, where I is the interleaving

degree in bits.

Interleaving is accomplished by arranging I codewords (n,k,t)
into I rows of a rectangular array and transmitting the columns
from left to right and the bits from top to bottom in each column.
For example, consider the three codewords given below and an
interleaving degree I = 3;

C'1 = {cl'l,cl'z,...,cl'n}
Cp = {Cp,0¢Cp 0 0+¢Cy p}
Cy = {Cy,14C3,50 04 +4Cq, 5}

The transmitted sequence will take this form
C = {€1,10C3,1,C3,1¢1C1,2¢C,2¢Ca,20 4 +4Cy,nrCa,pe Cy, n}

and the received sequence at the receiver will have this form

=

'
C' = {e;, 1ve,Cy,1768,,6C,,, + 8y,
C1'2+eﬂ’c2‘2+e5'03'2+e6'-ll'

Cy,n*€n-111+41+ C2,n* @(n-1) 242+ C3,n* Enr!

where & = {e,,€,,€;,...,6p} is the error vector representing the

channel bit errors introduced for each consecutive bit interval.
Hence, an error burst of length v s r will affect at most one bit of
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each codeword. If t:1 for the code used, the error burst will be

corrected.

Note that the equivalent channel error sequence, as perceived
by the interleaved codewords, has the form

é".‘-‘ {91194:o-o;e(n_l)_r_,l,ez,es,---e(n_1)1¢2,e3,65'-.., nr}

where consecutive bit errors in the channel appear separated by n
bit intervals. Hence, interleaving can be viewed as a process where
channel memory is being reduced. However, interleaving is a
suboptimal technique [37, pp. 741] because it does not make use the
channel memory, as opposed to ARQ which adapts itself to the
channel memory. In ARQ, data is transferred using a high code rate
{(close to 1} whose only purpose is to detect errors. When the
channel is quiet, data is transferred rapidly over the link. When
the channel is noisy, the receiver detects the occurrence of errors
and requests a retransmission of the corrupted codewords.

As a general rule, as the interleaving degree increases, the
probability that the error clusters will be distributed uniformly
also increases. However, interleaving introduces a systematic
processing delay since the receiver must wait for the last bit of
a codeword to arrive before decoding can begin. There is also a
delay at the transmitter, in filling up the rectangular array of
codewords. Hence, delay increases as the interleaving degree
increases. This is an important consideration in voice applications
where the maximum total delay that can be tolerated in commercial
applications is about 30 ms. Furthermore, because error clusters in
a fading channel often appear at roughly equal intervals, some
values of 7 may keep errors clustered after interleaving and may
even increase the concentration of errors (i.e. increase channel
memory) . The probability of this occurring usually decreases as I
increases but this increases the processing delay.
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4.5 Probability P(m,n) of m errors in a block of 1 bits

In order to assess the performance of forward error correction
codes over a channel, the probability of a decoding failure, (i.e.
probability of having t+1 or more errors in a block of n bits)
must be determined. If we define a decoding failure as the event
where the decoded data vector at the receiver differs from the data
vector at the transmitter, we can then formulate the following
argument.: for an (n,k,t} error correcting code, the probability of
a decoding failure p, is given by

k1]

4
p.= Y, Plmn) =1-Y P(mn) (4-10)

met+l m=Q

where P{m,n) is defined as the probability of having exactly m bits
in error in a block of n bits. In this section, we provide the
expressions for P(mn) for a memoryless binary symmetric channel,
as well as for fading channels represented by the Gilbert and
Fritchman models.

4.5.1 p(m,n for a binary symmetric channel
When errors occur randomly in a channel and are distributed

uniformly over time, ~P{mn) can be shown to have this form
(41, pp. 91]:

nl

Pim n) = (n-m)! m!

p" (1 - p)rn (4-11)

where p is the channel bit error rate (BER).
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4.5.2 pin,ny for the Gilbert’s channel model

For a fading channel represented by a Gilbert model, the
determination of P(mn) is more involved. Elliott [25, pp. 1988]
developed the equations which define pP(mn) for an Elliott channel
model. As mentioned in chapter 2, the only difference between the
Elliott model and the Gilbert model is that the former has a non-
zero error probability in the good (’G’) state. The equation for

P{m,n) is given by

P
Plmn) = —29 _ gmn) + —2—' B(m,n) (4-12)
EEQ*'EEb Pm;+ E?b

where
G(m,n) = Glm,n-1) P (1-P,,) + Bim,n-1) Py (l-Py)+ (4-13)
G(m-1,n-1) PygPog + B(m-1,n-1) PP,
and
B(m,n) = B{m,n-1) Py (1-Py) + G(m,n-1) Py (l-Py) + (4-14)

B(m-l,n-l) PbbPeb + G(m-l;n_l) Pbgpab

with the following conditions

G(0,1) P

1 - Py G(1,1) = Py,

1- P, B(i,1) =P, (4-15)
Gl{m,n} = B(m,n) =0, ifm<0, n<0, m>n

B(0,1)

In the above equations, G{m.,n) is the probability of exactly m bit
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errors in a block of n bits, given that the model is initially in
the good state while B(mn is the probability of m bits in error
in a block of n bits when the model is initially in the bad state.
As before, p, is the probability of transition from the bad to the

good state and p, is the probability of transition from the bad to

the bad state (and similarly for p, and p,). F

., 1S the error

probability in the bad state while P, is the error probability in

the good state. For the Gilbert model, »,, =0.0.

4.5.3 Pim,n) for the Fritchman’s channel model

For a Fritchman channel model, the recursive equations leading
to the equation for p(mn can be found in [23] and are given below:

n
P(mrn) = EPI fi (m'n) (4‘15)
=1
where
k n
£i(m,n) =Y Py fj(m,n—l)] + Y Py fy(m-1,n-1) (4-17)
=l F=k+)
with these conditions
£;(0,0) =
5{0,0) , (4-18)
£;(m,n) =0, if n<0, m<O, m>n

fi(m,n) is the probability of exactly m transitions to the

error states in n steps, given that the chain starts in state sg,.

P;; is the transition probability from state s, to state s, and p;

is the steady state probability of being in state §,. It is assumed
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that there are k error-free states and n -k error states., For a
simplified Fritchman model with one error state and no transitions
allowed between the error-free states, the equations simplify to

this form:

L£ilm,n) = Py; £,(m,n-1) + Py, £{m-1,n-1), 1<igN-1

N-1 (4-19)
fylm,n) = (Z Py £ (m,n-l)) + Py £ylm-1,n-1)

=l

4.5.4 Comparison between analytical and experimental

values of P(m.n)

To demonstrate the validity of the equations derived in the
earlier sections, the probability P(m,n) was calculated from channel
files generated by the three models used in this work and compared
to the values predicted by theory. The model parameters used are
the same ones as those of the

sample channels of chapter 2.
] Pim,n) for BSC and Fading Channels (Giibert and
The results are shown in | P(m,15) Fr}xchn)'lan Models) of Smilat BEH and WHh n = 35

Figure 4.1. The curves represent 10
the theoretical P{m,n) while 1071
the marked points indicate the 102 FRITCHMAN
P(m,n) calculated from the
corresponding  channel  file 103
(based on 500,000 bits). It can 104 GILBERT
be seen that there is excellent 5 ‘ .
agreement between the 10 A RAARUAURRAR

8 9101112131415

theoretical and experimental m

values. Note that all three Figure 4.1: Theoretical P(m,n)
versus experimental values.

channels have roughly the same
bit error rate’. Hence, the three curves for P(m.n) can be compared

} BERgge = 0.0256, BERy, = 0.0253, BER, = 0.0264
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directly and the impact of memory on the distribution of bit errors
within a block of n bits is clearly shown.

4.6 Conclusion

In this chapter, we described the basic properties of linear
block codes. It was shown that the error correcting capability of
any such code is directly related to the minimum distance. ILt was
also shown that, as the code rate decreases, the minimum distance
increases and the error correcting capability of the code
increases. Following this, the c¢lass of binary BCH codes was
presented. The procedure to determine the generator polynomial for
an (n,k,t} code was explained. The encoding and decoding process for
these codes was then described. Subsequently, the advantages and
disadvantages of using bit interleaving was examined briefly. It
was further shown that interleaving is a suboptimal error control
technique but which can provide a significant improvement in the
performance of binary BCH codes over fading channels. The last
section of this chapter described the equations required to compute
the probability P(m,n) of obtaining m errors within a block of n
bits for a memoryless BSC and for fading channels represented by
either the Gilbert or Fritchman models. The validity of the
theoretical values of P(m,n) was demonstrated and the importance of
that parameter in determining the probability of a decoding failure
p. was also explained.
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Chapter §

Analysis and simulation results

5.1 Introduction

This chapter is divided into two main parts. In part one,
equations are derived from theory to predict the bit error rate
after decryption (pper) for different cipher modes over binary
symmetric channels with and without FEC coding. Part two provides
an analysis of the simulation results and is further divided into
four main sections:

a) Simulation results over memoryless BSC,

b) simulation results over fading channels generated by the
Gilbert model,

c) simulation results over fading channels generated by the
Fritchman model, and

d) simulation results involving bit interleaving over fading
channels generated by the Fritchman meodel.

5.2 Error propagation characteristics of DES in a binary
symmetric channel

In this section, equations are derived to model the error
propagation of block ciphers and stream ciphers in a memoryless
channel. The processing steps involved are illustrated in the block
diagram shown in Figure 5.1.
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5.2.1 Error propagation characteristics without channel coding

Error control coding is not used in this section in order to
simplify the analysis. From Figure 5.1, it is seen that DBER can
be formally defined as

DBEF = Bit Error Rate at the receiver, AFTER decryption

In contrast, the BER represents the channel bit error rate. In
order to determine how DBER is related to Ber for various cipher
modes, we will need the following definition:

P, = Probability that a bit in a decrypted word
at the receiver is in error (ne FEC coding)

For stationary processes, F,=DBER. Since all channel models
considered in this thesis are stationary, the above statement will
always be true. A prefix will be used to refer to a specific cipher
mode (e.g. g, for Cipher Block Chaining mode).

Another useful parameter is cryptographic degradation (67], defined
as:

p = DBER _ By (5-1)
BER BER

This parameter provides a useful

measure of the degree of error SODﬁg%E = NCR YT

propagation for a given cipher
mode. When D> 1.0, the bit

error rate after decryption is T
. CHANNEL
higher than the channel BER and
error propagation has occurred. DBER BER
DATA
s gf———
Figure 5.1: Signal processing
steps
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5.2.1.1 Error propagation for Electronic Code Book mode

The configuration under analysis is shown in Figure 3.2 (page

85). Here, the receiver collects ~ bits of an encrypted word ¢,
where ¢.= {cl.clase..,clm) 1s the m-th encrypted word to be
transmitted in the channel and where M), =D,(Ch, andCp=C, 9 E,
Hence, E, = {8,814, ++..85.y;) and c¢f =c; @ e; where g =1 when a channel

error occurs.

The following definition will also be required in the upcoming
development : '

A, = Probability that one or more bits of the

! ! ! !
encrypted word Cu = {€1,Cterr v+ + 1 Cioyr}
are received in error

Similarly, event A,, is the probability that one or more bits of
the encrypted word ., are received in error. Conversely, 2, is

the event where all N bits of encrypted word ¢ are received

error-free. If P(o,NM) is the probability of having no errors in a
block of ~ bits, then:

P(a,) =1 - P{0,N) (5-2)
where
: = Nt i {1 op) N1
Pli.M (N-1)1 1! p* (1-p) (5-3)

foro<iscshN

for a binary symmetric channel with crossover probability p . The
event By, is defined as follows:

ﬁm = Event that a bit of the decrypted word
M.;'. ={m}'.m}q. e .mf.,.-.;} Is in error, for ECB

Because of the avalanche effect of the DES described earlier, it is
known that », will have about ~/2 bits in error if ¢, has one or

more bits in error in it. Thus,
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v

P(Bgpla,) =0, (5-4)

Conversely P(a,) =1 -P(a,) and P(B,l%)

0.0 where A, and A, are

mutually exclusive events. Hence,

ecsfs = P(Bgeg) = P(Bpey, Ap) + P(Bggy, Ay)

- - (5-5)
= P(Bpeg|A,) P(A,) + P(Byyla,) P(A,)
N
Furthermore, ~2(a,) = Y P(v;,M) =1 - p(0,N) . Therefore,
VI"I
. 1 - P(0,N
saby = F— L0 (5-6)
For a binary symmetric channel, we find that:
1- (1-p)¥
scabp = '—-{—221— (5-7)
In Figure 5.2, the curve Thacrtal and Exparinri] DEER fr ECB Hode Over
represents the theoretical DBIil:u moffiest S5, Witoa "
values of ,,p, as a function of m—t———
p . The points shown as squares 101
represent the measured values of
Py based on simulation runs 102 ) /
over the memoryless BSC. It can ;-/
be seen that the measured values 10°3
] 3 ’l
are in close agreement with the 1wt 10% 102 el 10®
theoretical wvalues, Note that CHANNEL BER

) . Figure 5.2: Bit error probability
Py approaches  its maximum sfper decryption for ECB mode in

value of 0.5 when the channel a BSC.

BER is about 0.04.

For ECB, cryptographic degradation in a memoryless BSC is
given by:
~zafp _ 1 - (1-p)¥ (5-8)

D
EC3  BER 2p

121



Cryptographic¢ degradation varies from 32.0 to 1.0 as the channel
BER increases from 0.0 to 0.5, Figure 5.3 illustrates the
cryptographic degradation for ECB mode over BSC. Note that, as the

Theoratical “',L.d ?g,,mm,, cnlmmgraaph’c v?;’?md?hn channel BER increases, the
p (O for ECB Mods Y Cotng oo Wal FEC | verage number of bits in error
35 - .
i per received encrypted block
w4 = = ; -
: e increases. However, this does
25 . .
20 - .\ not result in a corresponding
5 '\ increase in the number of bits
10 - ‘-\ decrypted in error; there are
5. . always about w/2 bits decrypted
0 - e in error regardless of the
| T AU ——.
wt 103 102 gl g0 specific number of bits in error
CHANNEL BER , ,
- in the received block. Hence,
Figure 5.3: Cryptographic
degradation for ECB Mode in a Dsm decreases towards 1.0 as
BSC. the channel BER increases, but

this cannot be interpreted as an
improvement in the system performance.

5.2.1,2 Error propagation for Cipher Block Chaining mode

The configuration for CBC is shown in Figure 3.3 (page 88). In
the CBC mode of the DES, the receiver collects the ~ bits of

codeword G = [ef,¢{n,...,clyy} and performs the following operation:
M, =D(ch @ cl, (5-9)

/ !
Where C,:-‘ = {Cf.h'. Clapere v o vy c;_']

Let 4., be the probability that any one bit in the decrypted word

Mn is generated in error. From the decryption operation, it is

clear that M, will contain bits in error if either ¢/ or ¢,
contain bits in error. Let B,. be the event that a bit is

decrypted in error in the decrypted word M, of ~ bits. Thus,
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crePp = FBgpe) (5-10)
where

P(Bgge) = P[(Bcac' Am-l'zm) U (Bcsc'Xm-uAm) U (Beger Am.1.Am)]
(5-11)

P(Bepes A -1';‘1-:7:) * P(BCBC'"—A_m-l‘Am) + P(Bepes Ay Ay)

given that the joint events are mutually exclusive. Using Bayes'
theorem, we find that
P(Bepe) = P(BepelBp,, A, P(A,, A, +
P(BegclBpy, Ay PUA, ., A,) + (5-12)
P(Brgo|Ape1: Ay) P(A,,.A,)

Because the channel is memoryless, this simplifies to
P(Bepe) = PlBegclBpyAy) P(A,.,) P(A,) +
P{Bopcl2y.y ./ An) P(A,,) P(A,) + (5-13)
P(Bepo|Aper e Ag) P(AL,) P(A,)

where
P(A,)
p(a,)

P(A,y) =1 - P(0,N)

- (5-14)
P(A,,) = P(O,N)

We now examine each one of the three joint events individually.

CASE 1: For joint event (a,,.a,), assume that v, bits have been
received in error in the word ¢., = (ClyCluwms. . clu}  (where
1svysN). In addition, no bits are received in error in the word
Cn={cl,clus .., 0fa} . Here, D.(c)) is error-free since ¢! is error-
free. However, M, = D(Ch) @ ¢l, will have v, bits in error in it.

Thus, for a given value of v,,

- v,
P(BCBC'IVNlAm-ltAm) = —I-V,! {5-15)
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The Chapman-Kolmogorov theorem states that [52, pp. 182]:

N
P(BchlAm-l'Am) = 2 P(BCBC,VN'Am—l'Am) P(VNIAm-l'Am) (5-16)

vl

PlAg, Aqlvy) PV

L by Bayes’ theorem. Because of the
PlAn, . Ap)

where P(vyla,,. A, =

way A&,, is defined, it is clear that p(a,,|v) =1 for vp21l,
Furthermore, for a memoryless channel, event 2, is independent of
both A,, and v,. As a result,

- P(Z,) P(vy) P(vy) P(vy, N)
P A .,A) = = = -
(ViglAp10 Ap) P pay | P 1P, (5-17)

where P(v,,N) is the probability of having v, bits in error in a
block of N bits. Hence,

N
— 1 )
PBepclAp.1. An) = % TREWICRTS ‘g_)lvN P(vy, N) (5-18)

for a memoryless channel. If we define ¥, as
N

Vg =Y vy P(veN) (5-19)
V"l
we get
- vy
P(BCBC'IAm-J.'Am) = X ' (5-20)

CASE 2: Here, we consider the joint event (a,,.,3,) . In other words,

the word ¢, = {cfpClupn. .. cfy} 15 error-free and the word
Ca = (6{,0fu1, .. 1clyq) contains v, bits in error. Here, Coa = Cpy but
De(Ch) » De(C,) . Because of the avalanche effect of the DES, we know

that bpe(c)) at the receiver will differ from M®c,., at the

transmitter in about n/2 bits, regardless of the number of bits in
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error in the codeword ¢, . As a result,

P(Bege|Vigr Apey s Ap) = P(BoelA ,A) = % (5-21)

for any value of v,.

CASE 3: Finally, we consider the joint event (Ap,.A,) wWhere v, bits
are received in error in the word ¢ = {cfwClyn,....cl) and v, bits

are received in error in the word ¢/ = {ef,clu,...,clyal (1x Vv, SN,

Because ¢, is corrupted, bD,(c)) will have about half of its
bits in error on average, regardless of the value of v, . The
diffusion and confusion characteristics of the DES ensure that
these bit errors are uniformly distributed over the block of w
bits. Hence, it is reasonable to assume that about half of the v,

bit errors of ¢, will accidentally correct bit errors of Dy(Ch
when the operation M =pdc) @¢l, is performed. It is also
reasonable to assume that the other half of the v, bits will

introduce bit errors where there were none before. It is therefore
apparent that for the joint event (a,,,A,) , about half the bits of

M) will differ from those of M, regardless of the exact value of

v; and v, . Therefore, we conclude that:

P(BgpelB,.y s A,) = % (5-22)
Using equation (5-13) given earlier (page 123), acP, ¢an be
determined as follows:
cPp = Vi [1-Plo,m]([P(0,N)]
@b T N1 - P(0,M]
+ 2 [po,m102 - PO, M) (5-23)
+ 2 (1 - P(0,M]2
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Simplifying, we obtain

- v, vy
C‘BC‘Pb = [1 P(O;N)] + N P(O,N) - EC'ﬂPb + N P(O,.N) (5_24)
2 N N
For a binary symmetric channel, we get
- (1-p)¥ v, vy
cacPp = [1 (1-p) "] + - ¥ (1-py¥ = J - ¥ (1-py¥ (5-25)
2 N N
where
. N
Vy = Y. VyP(v,N), and
Vﬂal NI (5-26)
= : v, ey NV
P(VN, N) (N—VN) ! VN! pr (1 p)
Here, it is clear that the Theoratical and Experimertal DBER for CBC Mode Over
probability of a bit being DBER Memoryiess BSC, Withowt FEC Coding
. 10
decrypted in error in a word of -
N bits is higher for Cipher ol
1
Block Chaining mode than for _
Electronic Code Boock mode. The 2 ﬂ/f
bit error probability after 10 o
decryption ( 0BER) for CBC mode ’
in a BSC is shown in Figure 5.4. 103 ] N —
Measured values of ., based on w108 02 Bégl 10

simulation runs are also shown
it
apparent that the simulated and

after

on the graph. Again, is

theoretical values are very close to e

The cryptographic degradation D,
given by:

Figure 5.4: Bit error probability

decryption for CBC mode in

a BSC.

ach other.

for a memoryless channel is

P(0,N) Vg
DCBC = DECB * N'BER ¥ =

1 - P(0,N)
2 BER

, PN,
N BER

(5-27)
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For a binary symmetric channel, this becomes

(1-p)¥ v, - 1-(1-p)¥ | (1-p)¥ v,

Dege = Dgep + Np 3 5 N (5-28)

Again, it is apparent that the cryptographic degradation for CBC
mode is higher than for ECB mode for all values of p and «nw.

5.2.1.3 Error propagation for OQutput Feedback mode

The configuration for this mode is shown in Figure 3.5 (page
92). It was mentioned in chapter 3 that OFB mode is essentially a
substitution cipher which processes bits independently of each
other. Hence, no error propagation takes place and therefore:

orsfy = BER (5-29)

where BER is the channel bit error rate (p for a BSC). This is
true for both memoryless and fading channels. Note also that there
is no cryptographic degradation for this mode.

5.2.1.4 Error propagation for Cipher Feedback mode

The configuration for CFB mode is shown in Figure 3.6 (page
96) . The development of the analytical expression for P, is

considerably more involved than for the other modes and is not
presented in this work. Nevertheless, an illustrative example is
given in this section, in order to highlight the subtle differences
between CFB and CBC modes.

For CFB mode, the receiver collects the s bits of codeword c
and performs the operation u)=c.® k, where the decrypted word is
given by M= {mf,mi,....m{.;} . As before, ¢l =c,® E, where ¢, is the
encrypted word at the transmitter and £, is a vector of s bits,

which represents the errors added by the channel:
En={€4/8103.++.,81,,) . Here, e;=1 if a channel bit error occurs,
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otherwise, ¢, -0 where < j s i+s~-1. The value of N is the length

of the memory buffer in bits and can be different from 64.

If the memory buffer contains bits in error, & will differ
from k, (at the transmitter) in about s/2 bit positions and
will have s/2 bit errors in it. Similarly, if ¢} has v, bits in
error in it, #, will have v, bit errors in it. So far, this is

very similar to CBC mode. However, the following example will show
that the two modes behave differently when faced with an identical
channel error sequ/-nce,

Consider the bit error sequence ...00010000000001000...'. For CBC
mode, two possibilities arise:

a) the error cluster is contained within one encrypted block

of 64 bits, leading to about S£!+2=34 bit errors (on

average) .

b) the error cluster spans two adjacent blocks, leading to

64 %; +1 =65 bit errors on average.

2
For CFB mode (with s=1), this error cluster will lead to
1+ %; +.%§ =38 bit errors (on average). The first error corresponds

to the first corrupted bit ¢! being XOR-ed with &’ (which is

error-free). Of the next 64 bits, about half are in error. As the
first error bit leaves the memory buffer, the second exror bit will
remain in the buffer for an additional 10 bit intervals, leading to

! To simplify the argument, assume both cipher systems are
initially error-free and that enough error-free bits follow the
last bit error so that the latter will be cleared from both systems
before the next error occurs.
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5 more bit errors {on average). For s =8, the two adjacent bytes
00010000’ and ‘00000100’ lead to about 1 +8x3 +-§ = 37 bit errors,
In any event, it can be seen that the same error sequence may lead

to CBC outperforming CFB, or vive-versa. It is also clear that the
value of s has an impact on the performance of CFB mode’.

Hence, the DBER of the two modes may differ significantly even
when both are used under identical channel conditions.

5.2.2 Error propagation characteristics of DES in BSC with BCH
channel coding

In this section, the
= NCRY P T iy ENCODE performance of binary BCH codes

on the probability of a bit

DATA
SOURCE

being decrypted in error at the
receiver ( DBER ) for a

CHANNEL memoryless channel is studied.

The analysis is carried out for
BER | ECB, cBC and OFB cipher modes.

DBER CBER | Analytical expressions for the

#L%ECRYPT<j-DECODE DBER are compared with

simulation results. The

Figure 5.5: Signal processing communication link involved for
steps, with FEC coding

DATA
SINK

the simulations is shown in
Figure 5.5.

For ECB, CBC and CFB modes, the probability of any bit being
decrypted correctly is dependent on all ~N=64 bits in a given
block being received error-free at the receiver. For instance, a
(7,4,1) Dblock code requires 16 codewords for a block of 64

> Note that if s=~N, CFB mode is identical to CBC mode in
terms of DBER.
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encrypted bits. For ECB mode, if any one of these codewords suffers
a decoding failure, one or more of the 64 encrypted bits will be
corrupted and about half of the bits will be wrong after
decryption. For ECB and CBC, the boundaries of a block of 64
encrypted bits are clearly defined but this is not the case for CFB
mode. For example, {c,c,,...,g,} and {Cogr Co60 0240 05) are the first
two blocks to be processed at the receiver for CBC and ECB modes.
Note that a bit belonging to a block does not belong to another
one. However, for CFB mode, the first two blocks will have this
form when the word length is s=1; {Cicy v, Cgyl and
lesieyr...vc) o Here, block boundaries are not clearly defined. As
a result, the average number of codewords required to encode a
block of 64 encrypted bits may be different for CFB mode. Hence, we
define

HBC = Average number of codewords required to encode a block
of N encrypted bits for block cipher modes ECB and CBC

and

'l\-f,,c = Average number of codewords required te encods a
block of N encrypted bits for stream cipher mode CFB

where encrypted blocks are N =64 bits in all our simulations. Note
that OFB mode operates on single encrypted bits independently of
each other. Hence, for that mode, successful decryption of any one
bit involves only one codeword for all binary BCH codes.

For block c¢ipher modes, consider the case when a BRCH
(127,57,11) code is used. The first block of &4 encrypted bits at
the receiver is obtained from all 57 bits of the first transmitted
codeword, plus 7 bits from the second one. We represent this
situation as follows: {57,7}. The next encrypted block will consist
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of the last 50 bits from codeword two (bits 8 to 57) and the first
14 bits from the third codeword (i.e. {50,14}). We can then
generate the following sequence:

57,7 50,14} 43,21] 36,28 29,35 22,42} {15,49
8,56 1,57,6} (51,13 44,20 37,27 30,34 23,41
16,48 9,55} 2,57,5} 52,12 45,19 38,26 31,33
24,40 17,471 10,54; 3,57,4} {53,111 46,18 39,25
32,32 25,39 18,46}  .......

Note that after {32,32}, the sequence repeats itself with the terms
reversed (e.g. {39,25} becomes (25,39}, (46,18} becomes {18,46},
etc), progressing backwards to the beginning. The last term is
{7,57}, after which the entire sequence repeats itself. The average
number of codewords required to encode an encrypted block of 64
bits is then given by:

F, = {511x(2) + (6)x(3)

57 = 2.105

For CFB mode with s=1, the first block of 64 bits in the memory
buffer has the form {57,7}. For the next decrypted bit, the
sequence is shifted by one bit to the left and the memory buffer
then contains the last 56 bits of the first encoded word (bits 2 to
§7) and the first 8 bits of the second one (i.e. {56,8}). As a
result, the sequence takes this form:

{57,7)} {56,8} {55,7}  ...... {2,57,5} {1,57,6)

In this case, Ny, =2.105 also. Note that if the word length is

s =8, the memory buffer will contain the last 49 bits of codeword
one (bits 9 to 57) and the first 15 bits of codeword two when the
second word of 8 bits is decrypted. Hence, the sequence starts out
as follows:

{57,7) {49,215}  {a1,23) Ceaa

It can be verified that in this case also, N, =2.105.
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However, consider what happens when the binary BCH code used
is (127,64,10). For ECB and CBC modes, all encrypted blocks are
encoded by exactly one codeword so that W,.=1.0. However, for CFB

1, the sequence takes this form:

mode with s
{64} {63,1) {62,2)} {61,1} oo {2,862} {1,63)

The average number of codewords required to encode a block of 64
encrypted bits is then given by:

Ny = (63):((2)6; (1) x(1) _ 4 ggq

Furthermore, if s=8, the sequence will take this form:

64} {s6,8} {48,16} {40,242} {32,32} (24,40} {16,48)
8,56)

In this case, we find that

Ny = W)x&); (1) x{1) - 1.875

which is lower than when s=1. Note that, for ECB and CBC mode,
going from the (127,57,11) code to the (127,64,10) code results in
a reduction of 52% in the average number of codewords required to
encode an encrypted block. For CFB, the same transition yields a
reduction of 5.7% and 10.9% for s=1 and for s=8 respectively.
Since a decryption failure will occur if one or more of the
codewords (required to encode the block) is decoded incorrectly, it
is clear that a decrease in KN, or N, will decrease the
probability of bits being decrypted in error (for a fixed code
length and error correcting capability).

The average number of codewords required for ECB, CBC and CFB

modes was determined for all values of k used in the simulations.
These are shown in the following table:
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Table 5.1: N, and N, of ECB, CBC and CFB modes for all
{n,k,t) codes used in the simulations

For CFB mode, it is clear that the average number of codewords
is significantly higher than for block cipher modes when k can be
divided evenly in 64. It is also affected by the word length s.

5.2.2,1 Error propagation: ECB mode with BCH coding

Electronic Code Book mode operates on blocks of N bits where
N=64 . After the N, codewords have been transmitted over the
channel (and corrupted by it), they are decoded at the receiver and
the encrypted block retrieved is given by &, = {&,,8.,.....8.,} Where
the tilde emphasizes the fact that these encrypted bits were
encoded before transmission. After decryption at the receiver, the
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decrypted block My = B Byuys oo Myp,) is generated. If all the
codewords were decoded correctly, this block is identical to the
decrypted block at the transmitter. Otherwise, it will contain

errors.

When FEC codes are used, each k& bit sequence of encrypted
bits is mapped into an n bit sequence which is then transmitted
over the channel. With this in mind, we define the following event:

E, = Event that one or more of the N,,

codewords required to encode the
encrypted block Cp = [¢;,Ci0y .-, Cropnt)
are decoded in error

Note that this event involves Nyexn transmitted bits instead of

only ~.

Let P.(v,N,) be the probability that exactly v, out of I[W,]

codewords will be decoded in error at the receiver. For =a
memoryless channel, this becomes

[Nt
((Npd = V) 1 V!

P (Vi Nge) = P (1 - p,)Mad-Vu (5-30)

where 1< v, <IN, and p. is the probability that an (n,k,t) codeword

has t+1 or more bits in error in it:

n t
P.=Y Plv,n =1 - Y 2(v,.n) (5-31)
Vo=l Vp=0
Note that using the ceiling function (1) for Npz will result in
Po(Vy Np) being slightly higher than it is in reality when v, is
greater than zero. For V,=0, we will use the exact value of N, .

The above results lead to this equation:
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P(E) =1 - P(0,N,) (5-32)

For ECB mode, we know that if one or more bits in the decoded
sequence {&;,&.,,....8y,} are in error, about wN/2 bits will be
decrypted in error in the sequence (@, #,,,....,.@.,,) . Hence, it is
¢clear that

P(Byg|E) = .%. (5-33)

if we define p, as follows

P, = Probability that a bit in a decrypted word
at the receiver is in error {with FEC coding)

2P 1S then given by:
ecaPep = P(Bpeg) = P(Bpe|E,) P(E,) (5-34)

The above equation simplifies to

1-P(0,Np) 1= (1-p,e
cesPep = cz ac! > e (5-35)
For a binary symmetric channel, this becomes
t EBC Enc
- P{v,,n p' (1-p)"n| (5-36
‘g_:o (Vo 22) on CERD ) o (1-p) (5-36)
serPep = 2 = 5

where p is the channel BER. Note that as the error correcting
capability t of the code increases, the term in the brackets
increases (approaches 1) and therefore the ,,P, tends to become

smaller. However, as t increases, k decreases and N,. increases.

Hence, (1 -p,_.)’_’” decreases and ,,P, tends to increase. Thus, ¢ and

N,. have opposite effects on the ,,P, .
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In Figure 5.6 the Theoretical and Experimental DBER for ECB Mode Gver
theoretical P, as a function | PBER BSC With Binary BCH Coding (n » 31
opt b ,100 .
. . 1} R S
of p for different codes is 102 i sy
- (31289 ° !
shown as smooth curves. The 103-1 Lt g
107 : v ~a
individual points shown were 1074 s e’/
derived experimentally from 105 3177 @ausa)
simulation runs. Again, it is IU:' N e
apparent that theoretical and 108 '
10°
experimental values of P, are PR " T
R
in close agreement.

Figure 5.6: Theoretical and
experimental Py, of ECB mode
over BSC, n = 31.

5.2.2.2 Error propagation: CBC mode with BCH coding

As before, it can be shown that

c.‘acpcb = P(BCBCIEm-J.'Em) P(Em-l)P(Em)
P(Begg| Egey 1 Ey) P(E,.,) P(E,) (5-37)
P(Begc| Byey s Bp) PAE, ) PE,)

+

+

where E,, is defined exactly like event E, but for encrypted block
Cpt = [Cype Cpgprys v o004} + By using arguments similar to those given

earlier, it is easy to demonstrate that
P(Beac| By s Bp) = P(BoaclEpey  Ep) = 5 (5-38)

However, the joint event (£,,,E) leads to a slightly different
result when forward error correction codes are used. For this joint
event, assume V, codewords (1 < v,sIN,]) are overwhelmed by channel

errors in the I[N,] codewords which encode the encrypted sequence
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{Cyops Cjaguyr ++ 1 Cym} - Each codeword with ¢ +1 or more channel bit
errors in it will be decoded incorrectly at the receiver. When this
occurs, no more than t+v of the k data bits will be in error after
decoding (54, pp. 405]. To simplify calculations, we use a loose

upper bound and assume that, on average, -g data bits are in error

(i.e. the decoded data vector is uncorrelated with the transmitted
vector). If v, codewords out of [¥,J] are corrupted with ¢ +1 or more

bit errors each, no more than ng bits will be decoded in error in
the sequence {&.y &y .8} . This will cause bgk bit erroxrs in
the word {f, fty,, ... fuy,} after decryption. As a result,
- vV, k
P(Begel Epey v B Vi) = gN {5-39)
Again, we find that
_ [T _ _
P{(Begc|Epey1 En) = E P{Bepel| By r Ene Vi) P(Vy|Epeys Bp) (5-40)
V=1
where
- P(E_,,E |V P(V, P(V
P(VylEyy By = 2 e EalVid PV PV (5-41)
P(Em_lp Em) P(EIH'I)
Therefore,
INyd -
e VPV Nund K
P(Begc|Ep-11 Ep) = Noe W B
V1 2N[1 - P.(0, Ny ]
[Ny (5-42)
kY VyP,(Vy Nao)
- Vpm1
2N[1 - P,(0, Np) ]
If we define V; as
(R, _
Vy = E Viy Pe(Vy, Ny (5-43)
7551
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we obtain

V, k
2N[1 - P,(0,N,) ]

P(Beycl|E -1r§m) =
The value of _.P, can now be determined as follows:

cocPep = P(BeglE, 10 End P(Em-:.)P(Em)
+ P(Bgyc|E,.,: E,) P(E, ,) P(E,)
+ P(BCBCIEm-I'Em) P(Em-l) P(‘Em)

= -% [l - Pc(O:ﬁac)] [Pc(otl-v-’gc)]

+ %[1 - P_(0,N,) 12

Va k = =
+ ——|[[1 - P_(0,N;) ] [P.(0,Ny) ]
2N[1 - P_(0, N, {0 Nc) 1 Lo (0, N

which can be simplified to the form:

(5-44)

(5-45)

- 1 - Pc(o'ﬁsc) VNk Pc(ofl-\fac)
C'BC'PC.‘b_ 2 + 2N

Vy k P_(0,N,.)
= zcspcb + gN 5

(5-46)

For a BSC, this becomes

t Nye

! v e ATV,
‘Z; (n -v)!v! p™ (1-p)

1 ] [
cocPep = 2 +

V. k a n! v, n-v, e
|2 T 2 )

2N

(5-47)
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Theorstical and Experimantal DBER for CBC Mode Qver
DBER BSC With Binary BCH Coding (N = 39)
10°
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Figure 5.7: Theoretical
experimental cpcPy ©f CBC mode

over BSC, n = 31
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5.2.2.3
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encrypted from
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above equations are inaccurate

Cp= (€1 Cpas v 1 Cryql « Hence,
in that respect. Note also that
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worse than ECB mode for all
5.7, the theoretical and

are shown for

Error propagation: OFB mode with BCH coding
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suffers a decoding failure will
have -g bits in error (on average) after decoding. Hence,
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P(BygplF,) = % (5-48)

where &8,, is the event that cipher bit # +m and F, is the event
that the m-th codeword (which contains encrypted bit & ) is

decoded incorrectly. As a result, we can say that

ompcb = DBER = P(BOFB) = P('BOFﬂlFm) P(Fm)
pc (5‘49)
2

For a binary symmetric channel, this becomes

nt v, n-v,
n 1— n
L, Tyt 2P ) (5-50)

2

OFBP cb T

The theoretical and experimental values of P, as a function

of BSC crossover probability p are shown in Figure 5.8.
5.2.2.4 Error propagation: CFB mode with BCH coding

It was shown earlier that CFB mode behaves differently than
CBC mode for identical error sequences. The use of channel coding
leads to additional differences since the number of codewords
required to encode the 64 bits of the memory buffer for CFB mode
Ny, is sometimes different than N, for CBC mode. Thus, it can be
expected that the bDBER performance of these two modes can vary
significantly when they are used under similar coding and channel
conditions.

5.3 Analysis of simulation results over binary symmetric
channels

In this section we analyze the experimental results of the
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simulation runs of all four encryption modes over binary symmetric
channels. The complete results are shown in table form in annex B.
Annex A contains additional graphs based on the results in annex B.

The processing steps carried out during the simulations are
shown in Figure 5.5 (page 129). For the case of bit interleaving,
the interleaving step is carried out just before the channel pass
step of Figure 5.5 (the de-interleaving is performed just after the
channel pass). Note that only the channel itself is simulated in
the simulations®; all the other steps are carried out as they would
be in a real communication system. Encryption and decryption is
performed as described in chapter 3 for the four cipher modes used.
Encoding, decoding (Berlekamp-Massey algorithm) and interleaving is
carried out as described in chapter 4. The decoding program always
generates a data vector, even when the error correcting capability
of the code has been exceeded (i.e. no erasures are allowed) . The
computer programs used to perform the various processing steps are
provided in a separate document (annex D).

5.3.1 OFB mode simulation results

For OFB mode, the results of the simulation runs are shown in
tables B.1 to B.3 in annex B, starting at page 244.

Figure 5.9 shows the DBER versus the channel BER for all codes
whose rate is roughly equal to 0.75. The curve shown for the case
where no BCH coding is used provides a reference since o0BErR is
approximately equal to the BER. Hence, when a BCH code vields a
value of DBER which is lower than the corresponding value for the
curve with no coding, the BCH code in question provides a net
reduction in the error rate. When the DBER is higher, the BCH code
introduces more errors than it corrects.

* This is done by using the Markov chain models described in
chapter 2.
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Beyond a given channel BER, all BCH codes result in a DBER
which is higher than if no coding had been used (i.e. P, > P, ). This
is caused by an avalanche effect of the BCH code which is somewhat
similar to that of the DES. When a codeword is corrupted by ¢+1
errors (for example), the decoding of the codeword will fail and
may result in up to 2t+1 of the decoded data bits being in error.
This is an inherent property of all block codes.

From Figure 5.9 to Figure 5.11, these additional observations
can be made about the avalanche effect of the BCH codes:

i) As n and k increase for a fixed code rate &R, the
severity of the avalanche effect increases ( DBER increases),

ii) As n and k increase (for a fixed code rate}, the minimum
channel BER at which p,=p, decreases. Hence, long codes
become useless (i.e. Pp,> p,) earlier (i.e. for lower values

of BER) than shorter codes®.

As k increases, a decoding failure may result in more bit
errors being generated. For example, a BCH (15,11,1) codeword may
end up with about 5.5 bit errors (on average) after a decoding
failure as opposed to about 13 bit errors when a BCH (31,26,1) code
is used.

Furthermore, longer codes reach the point where P, =P, at a
lower value of channel BER than shorter codes because of the
significant increase in the severity of the avalanche effect (as k
increases) . This increase in the error rate more than offsets any
possible decrease in the probability of a decoding failure

3
(p.=1-Y Pli,m ) for a codeword.
1=0

i Recall that for OFB mode, »,= BER
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OFB Mode Over a BSC With BCH Codes (R = 0.75)
DBER
10° | -7t none
: P - {(15,11,9)
0l Lw * (3126,1)
b -
P = (63,45,3)
10_2 - ) ;, ~~—(127,92,5)
3 = ) 7
_3 : - '_. ‘./,-l'_.
10 4 SO 7
107 _ s
10
T NN MELELERALL LR |
10 10® 102 g0l 10
CHANNEL BER

Figure 5.9: OFB mode over BSC with BCH coding (R = 0.75).

OFB Mode Over a BSC With BCH Codes (R = 0.5)

CHANNEL BER

DBER
100 {+none
1071 é/y‘ﬂ e (15,7.2)
s - (3118,3)
2 A ~+(63,30,6)
10 e ——(127,64,10)
3 S/
10 )—3‘/ /9/// :
s
1074 = ;/
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i M 1 i T
10t 108 102 g9l 10°

Figure 5.10: OFB mode over BSC with BCH coding (R = 0.50).
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_ OFB Mods Over a BSC With BCH Codes (R = 0.333)
DBER

100 - 3 none

: -—{15,5,3)

1 —-(31,11,5)

10 — L (63 n24|7)

E -+—(12743,14)
1072 ] /):/L=

- /D
10¢ | "

LR LAY | MR R
1074 03 1072 1071 10°
CHANNEL BER

Figure 5.11: OFB mode over BSC with BCH coding (R = 0.33).

The channel BER above which a BCH code ceases to be useful
(when P, 2p,) for OFB mode can be determined as follows:

DBER = Py = =5 = Dy, = BER

(5-51)

L

2

Py

DBER

where p,,, is the value of channel BER for which 2, = p,. The values
of p,. for OFB mode over binary symmetric channels are given in

the following table for the codes used in the simulations, along
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with the code rate R and the channel capacity.

Table 5.2: Maximum channel BER for which p, s P, for all codes,
in memoryless BSC
IIIIEHHHIIIII

Code rate
R

Py

Pe

Capacity
(bits)

(7,4,1)

(15,11,1)

{(15,7,2) 0.4667 0.1090 0.2197 0.5031
(15,5, 3) 0.3333 0.2270 0.4538 0.2272

| l—“———_ﬁ
(31,26,1) I 0.8387 0.00471 0.0094 0.9568

{31,16,3)

0.5161

0.0623

0.1246

0.6635

(31,11,5)

(63,45, 3)

0.3548
0.7143

0.145

0.2888

0.4028

(63,30,6) 0.4762 0.0682 0.1363 0.6409
(63,24,7) 0.3810 0.0861 0.1721 0.5769
(63,18,10) 0.2857 0.1430 0.2854 0.4080

For a given code rate, p,, usually decreases as

In addition,

L (63,16,11) 0.2540
(127,92,5) 0.7240 0.0195 0.0390 0.8613
(127,64,10) 0.5039 0.0575 0.1150 0.6826
(127,57,11) \ 0.4488 0.0658 0.1314 0.6501
(127,43,14) 0.1826 0.5593

n increases’.

the table indicates that, as k decreases for a

fixed n, the value of p,, increases. Hence, codes with a low rate

suffer from a less severe avalanche effect than codes with a higher

’ The (31,26,1) code has the lowest value of p,, for all codes
of rate R = 0.75 but this s probably due to the fact that its real
rate (R = 0.8387) is not as close to 0.75 as the other codes.
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rate (for a same n and BER). This higher crossover point is also
apparent from Figure 5.12. As the code rate (and k) decresases for
a fized n, a decoding failure leads to less bit errors and the
probability of a decoding failure p. decreases (since ¢
increases). For instance, a (127,92,5) codeword has p,=0.9430 for
a BER of p=7.932e-2 in contrast to p.=0.4265 for a {(127,64,10)

codeword.

Figure 5.12 illustrates the DBER versus BER for codes of a
fixed length n =15 and varying k (see also Figure A.l to Figure A.3

in annex A).

OFB Mode Over a BSC WIith BCH Codes (n = 15)
DBER
100 — - none
o= ——(15,11,9)
101 " // ——(15,7,2)
E == (15,5,3)
1072
103
10% ] 7
2
1072
TR AR AR ALY
10~% 1073 1072 1071 109
CHANNEL BER

Figure 5.12: OFB mode over BSC with BCH coding (n = 15).

For a fixed block length n, the code performance is directly
related to the code rate. Hence, the lower the value of k is, the
better the code is. As k decreases, t increases and the decoding
failure probability p. decreases.
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5.3.2 ECB mode simulation results

The complete results of the simulation runs for ECB mode over
binary symmetric channels are shown in tables B.4 to B.6 in annex
B, starting at page 246. Comparison of OFB and ECB modes makes it
immediately apparent that ECB mode has a DBER substantially higher
than OFB mode.

Figure 5.13 to Figure 5.15 make it clear that there is no
evidence of the BCH code avalanche effect for ECB mode. The use of
any BCH code for any value of channel BER always results in P, s P,
{(in contrast with OFB). The reason behind this lies in the fact
that ECB mode has a significant degree of error propagation whereas
OFB mode has none, resulting in a bDBer which is significantly
higher for ECB mode. Hence, the avalanche effect of the codes is
hidden by this additional error rate degradation; this implies
that, for ECB mode, the error reduction achieved by channel coding
is always superior to the increase in the error rate caused by the
avalanche effect of the BCH code.

As is the case for OFB, Figure 5.13 indicates that, beyond a
given channel BER, shorter codes outperform long ones for a given
code rate. However, it is also clear by comparing the graphs for
OFB and ECB modes of corresponding code rate, that the crossover
point below which a longer code outperforms a shorter one of
similar rate is significantly higher for ECB mode than it is for
OFB mode; for instance, Figure 5.13 reveals that the crossover
point for the (31,26,1) code relative to the (15,11,1) code is
roughly p = 1.5e-3 for ECB mode versus p = 8.0e-4 for OFB modef,

6 The theoretical value of the crossover point for any mode can
be determined by setting p, equal for two different BCH codes and
solving for the channel BER.
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ECB Mode Over & BSC With BCH Cedes (R = 0.75)
DBER

100 - <2} none

1 ~=(16,11)

1 ~—(3126,1)

107" .- (63,45,3)

] —(127,92,5)
102
10
10-4 ‘ AR AL B R AL DALY

10% 103 102 10 100
CHANNEL BER

Figure 5.13: ECB mode over BSC with BCH coding (R = 0.75).

ECB Mode Over a BSC With BCH Codes (R = 0.50)

DBER
100 _ £+ hone
; ~~(741)
1 - —-(15,7.2)
107 ] - (31,18,3)
] -+-(63,30,6)
o ] ~+ (127,84,10)
102 ]
10
/
1074
T CoE T LR RN

0%t 108 1902 g0l g®
CHANNEI. BER
Figure 5.14: ECB mode over BSC with BCH coding (R = 0.50).
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ECB Mode Over a BSC With BCH Codes (R = 0.33)
DBER
109 - [~} none
'; et (15,5,3)
: e - (31,11,5)
R = --(63,24.7)
10 - P —— (127 43,14)
] e
2 _’/m
10 = m//‘—
10~3
T T llillll i ] lllll‘l ) T ||]1]l| T T Illilil
107% 1073 1072 1071 100
CHANNEIL BER

Figure 5.15: ECB mode over BSC with BCH coding (R = 0.33).

Similarly, the ECB mode (63,24,7) code outperforms the (15,5,3)
code for any p < 7.0e-2 {(Figure 5.15) as opposed to p < 4.0e-2 for the
OFB mode (Figure 5.11, page 144). The fact that the (63,24,7) code
outperforms the (15,5,3) code at a BER of 6.0e-2 for ECB (for
example) while the converse is true for OFB mode at that channel
BER seems to indicate that long codes are more effective than
shorter codes in reducing the pBER of ECB mode relative to OFB
mode. The reason behind this behaviour has to do with the
significant difference in how the DBErR is related to the BCH codes
for the two cipher modes. For OFB mode, the pBer is a functicn of
the decoding failure probability p.. For ECB mode, the DBER is also

a function of the probability of one or more of the N,. codewords

(required to encode a block of N encrypted bits) being decoded
incorrectly. For example, consider the results given below:
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| Table 5.3: DBER versus BER over memoryless BSC

BER DBER OFB DBER ECB DBER OFR DBER ECB
(15,5,3) (15,5,3) (63,24,7) (63,24,7)

m—
I 3.977e-2 9.4e-4 1.45%e-2 1.37e-3 5.62e-3

i 7.932e-2 l.2e-2 l.4l6e-1 5.55e-2 1.756e-1

where

Table 5.4: Decoding failure probability and probability of
one or more of N, codewords being decoded
incorrectly over memoryless BSC

BER (15,5, 3) (15,5,1) {(63,24,7) (63,24ﬂ3)
P 1 - P.{0, Ny P 1 - P.(0, Npp)
— e
3.977e-2 2.40e-3 3.21e-2 3.44e-3 1.15e-2
7.932e-2 2.66e-2 3.07e-1 1.24e-1 3.57e-1

Here, p, increases by a factor of 1.43 as the code is changed from
(15,5,3) to (63,24,7), for a channel BER of 3.977e-2. In contrast,
the probability of one or more of N, codewords being incorrectly
decoded decreases by a factor of 2.79 under the same conditions.
Similarly, for a channel BER of 7.932e-2, p, increases by a factor
of 4.66 as the code is changed from (15,5,3) to (63,24,7) versus an
increase of only 1.16 for the probability of one or more of N
codewords being decoded incorrectly. For a channel BER 3.977e-2,
the change in code results in an increase in the DBER for OFB mode
but leads to a decrease for ECB mode. For the channel BER of
7.932e-2, the DBER increases for both ECB and OFB modes, but the
increase is higher for OFBE than for ECB mode. Note that for ECB
mode, N, changes from 13.6 to 3.33 as we go from the (15,5,3} to the
(63,24,7) code while N, is always 1.0 for OFB mode. Recall that,

for ECB mode,
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4 Ny-
1

- 1 - E : i1, Va (1 -p) "tV

_1-0-pyte & (n-v) vt p (1-p) (5-52)

EC'.BP cb ~ 2 )

As the exponent decreases, (1-1%Jm’tends to increase rapidly while
p. changes more slowly; hence, p.P, decreases rapidly when a longer

code is used.

The relative independence of ,,P, on the value of p, can be

seen more clearly in the following sample results from the
simulation runs (channel BER =7.932e~2 and R =0.50):

Table 5.5: Decoding failure probability and probability of one
or more of N, codewords being decoded incorrectly over a
memoryless BSC (BER = 7,932e-2)
_—_—_——_-—_—__-_—-__-'_"'

Code DBER Do 1 - P(0,N,)

[ (15,7,2) 3.31le-1 l.lie-1 6.91le-1
(31,16,3) 3.15e-1 2.29e-1 6.46e-1
{63,30,6) 2.60e-1 2.31le-1 5.54e-1

(127,64,10) 2.15e-i 4.27e-1 4.27e-1

Here, the (127,64,10) code has the highest value of p. but leads to
the lowest DBER since it has the lowest probability that one or
more of the N,. = 1.0 codeword required to encode an encrypted block

of 64 bits will be corrupted. In contrast, the {(15,7,2) code yields
the highest value of pBErR (despite the fact the p. is the lowest of
the above codes) because the probability that one or more of the
N, = 10.0 required codewords (on average) will be corrupted is

larger for this code.

Figure 5.16 illustrates the DBER versus BER for ECB for a fixed n
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. ECB Mode Over a BSC With BCH Codes (n = 127)
DBER
100 . 12 none
’ o = (127,828)
: AT e (127,64,10)
P .- (127,57,11)
10l _ - (127,43,4)
1072 _
10-3 T 14 |||||'|l T 1 lllllll L] T Ilillll 1] 1 llillll
107 1073 1072 1071 100
CHANNEL BER

Figure 5.16: ECB mode over BSC with BCH coding (n = 127).

{n=127) and varying code rate. It can be seen that, as the code
rate decreases, the DBEr decreases; the lower the value of k for
a given n, the better the code is (see also Figure A.4 to
Figure A.6 in annex A). There is, however, an interesting exception
to the above rule. This occurs for the (127,64,10) code (rate
R =0.504 ) which outperforms the (127,57,11) code (rate R=0.449 )
for some values of channel BER. It was shown earlier that Ny =1.0
for k=64 but becomes N, =2.105 for k=57 . This change in k
causes a large increase in the probability of one or more of Nge
codewords being decoded incorrectly. In contrast, p. decreases only
slightly because ¢t increases by only one bit. Hence, the former
outweighs the latter and the end result is a net increase in the
pser . This is also clear from the following simulation results
table:
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Table 5.6: Decoding failure probability and probability of one
or more of A, codewords being decoded incorrectly over
memoryless BSC
—%

BER = 3.977e-2 | BER = 7.,932¢-2 | BER = 1.0le-1

— e————————— e ]
(127,64,10) 5.97e-3 2.15e-1 3.70e-1
DBER
(127,64,10) 1.28e-2 4.27e-1 7.46e-1
Pe
(127,642}0) 1.28e-1 4.27e-1 7.46e-1
1 - P.(0,Ny)
Im B
(127,57,11) 2.79e-3 2.50e-1 4.30e-1
DBER
(127,57,11) 4.8%e-3 3.07e-1 6.39%-1
Pe
(127,572}1) 1.03e-2 5.38e-1 8.83e-1
1 - P.{0, Ny

e —

It can be seen that the code which results in the lowest DBER
for a given channel BER is the one with the lowest probability of
decoding failures in the N, codewords.

5.3.3 CBC mode simulation results

The complete results of the simulation runs of CBC mode over
binary symmetric channels are shown in tables B.7 to B.9 in annex
B, starting at page 248 (see also Figure A.7 to Figure A.9 in annex
A) . Examination of these results indicate that the behaviour of the
DBER as a function of the code and channel BER for CBC mode is very
similar to that of ECB mode. This is hardly surprising since it was
shown earlier that ,.P, is ,,P, plus an additional factor. Hence,

most of the results and observations made in the previous section
apply to CBC mode also. Compariscn of the tables for CBC and ECB
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mode confirm that CBC is slightly worse (i.e. higher bpBer) than
ECB.

There is, however, one very important difference between CBC
and ECB modes. For CBC mode, it is apparent from Figure 5.17 that
the (127,57,11) c¢ode outperforms the (127,64,10) code for all

CBC Mode Over a BSC With BCH Codes {n = 127)
DBER
100 — {-none
3 ——(127,92,5)
5 ——(127,64,10)
1 7 --.-(127,57,11)
10 ~ —<-(127,43,14)
2
10 © _
e
10-3 1 I illllll T L | IlIIII L} LB IIIHI 1 LI llllll
10°% 1073 1072 1071 109
CHANNEL BER

Figure 5.17: CBC mode over BSC with BCH coding (n = 127).

values of channel BER despite the fact that the required number of
codewords N, is identical for CBC and ECB modes. The reason for
the difference is probably due to the additional factor in the
equation for ., which ECB mode does not have; recall that

Va k P,(0, Fye)

eocPep = gesPep * 2N (5-53)

where

Pc(orf\igc) = (1 - pc)ﬁuc (5"'54)
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This term is usually lower for k=57 than for k =64 because the
exponent is 2.105 for the former versus 1.0 for the latter. By
contrast, the term ,,P, is higher for k=57 than for k=64 .

Hence, the two terms counteract each other to a certain degree and
the advantage of having N,.=1.0 when the (127,64,10} code is used
is less pronounced for CBC mode than for ECB mode.

5.3.4 CFB mode simulation results

The complete results of the simulation runs of CFB mode over
binary symmetric channels are shown in tables B.10 to B.12 in annex
B, starting at page 250. See alsoc Figure A.10 to Figure A.12 in
annex A. Recall that CFB mode used for these simulations involves
a memory buffer of ¥=64 bits and a word length of s=8 bits., It’'s
peer performance is similar to CBC mode but is marginally superior
to it. Hence, most of the conclusions reached earlier for ECB and
CBC mode apply here also.

The most significant difference of CFB mode relative to CBC
and ECB mode is again related to codes {127,64,10) and (127,57,11).
Figure 5.18 shows that the pBer for the (127,57,11) is consistently
superior to that of the (127,64,10) code for this mode. Recall that
for CFB mode, N, is different from N,. (for block ciphers) when
k is an even number. For CFB mode, N, ranges from 2.105 to 1.875
for k=57 to 64. By contrast, N, changes from 2.105 to 1.0 for
ECB and CBC modes. Hence, the effect of going from one code to the

other is far less significant for CFB mode in terms of the number
of codewords used for an encrypted block of 64 bits.

5.3.8 Comparison of DBerR for all cipher modes

In this section, we compare the performance of the four cipher
modes relative to each other when used over binary symmetric
channels. Additional tables and graphs were created, based on the
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CFB Over a BSC With BCH Codes {(n = 127)

DBER
100 7 none
H‘ I I T ~(127,92,5)
_: e - (127,84,10)
L] o e -(107 57 4)
10 i /D / —— (127,43.14)
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L . ]
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CHANNEL BER
Figure 5.18: CFB mode over BSC with BCH coding (n = 127).

[y
S,
S

simulation results mentioned earlier and are listed in annex B,
starting at page 251.

The tables B.13 to B.21 compare the pBer of ECB, CBC and CFB
mode relative to the bpBER of OFB mode, when the channel BER and BCH
code used are identical. These differences are given as percentage
differences. The % difference in bDBer is calculated as follows:

100 5-55
mode DBEROFB X ( )

where mode is eithex ECB, ¢BC or CFB as appropriate.

Figure 5.19 to Figure 5.22 indicate that OFB mode outperforms
all other cipher modes for all code types and all channel BER
values. This is not surprising since it was established in chapter
3 that OFB mode is the only cipher mode which does not cause error
propagation.
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Figure 5.19: All cipher modes over BSC with no BCH coding.
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All Clpher Modes Over a BSC With BCH (3126,1) Coding
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Figure 5.20: All cipher modes over BSC with BCH code (31,26,1).
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All Cipher Modes Over a BSC With BCH (31,16,3) Coding
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Figure 5.21: All cipher modes over BSC with BCH code (31,16,3).
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Figure 5.22: All cipher modes over BSC with BCH code {31,11,5).
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5.3.5.1 Comparison of poeR of ECB, CBC, CFB with OFB mode
The difference in DBER is largest when no coding is used. As
the DBer of ECB, CBC and CFB can be up to

about 33 times higher than that of OFB. By comparing Figure 5.19

shown in Figure 5.19,

with Figure 5.20 to Figure 5.22, it is clear that the difference in
DBER decreases significantly when a BCH code is used. For example,
the % pBeErR difference between ECB and OFB goes from 1069.33% for no
(31,26,1)
This 1is simply the result of channel errors being

code, to only 244% for a code when the channel BER is
3.977e-2.
corrected by the BCH codes before decryption is done at the
receiver. Since less encrypted blocks at the receiver contain
the the

characteristics of the cipher modes is reduced by the use of

errors, impact of inherent error propagation

channel coding.

Two other interesting trends emerge from the examination of
the ¥ difference in pBErR. A few results from the tables of annex B

are reproduced below to illustrate these trends (channel

BER = 3.977e-2):

Table 5.7: % DBER difference of ECB, CBC and CFB versus OFB over a
memoryless BSC of BER = 3.977e-2
Mode ADBER ADBER ADBER "ADBER ADBER ADBER
(15,11,1) {15, 7,2) (15'5L§) _131,26,1) (31,16, 3) (31,11,5) J
ECB 531.7% 996.4% 1483.9% 244 .1% 414 .1% 563.6%
CBC 571.0% 1068.2% 1606.2% 266 .0% 506.7% 642.6%
CFB 566.0% 1040.6% 1629.6% 523.5% 600.1%
—e—

One obvious trend is that the ADBER,,, increases as

code

rate decreases, for a fixed n. This implies that reducing the code

rate is not as efficient in reducing the pBer for cipher modes ECB,

CBC,
BER =

CFB as
3.977e-2,

it is for cipher mode OFB.

For example,
the pser for ECB mode goes from 0.2688 to 0.08089

at a
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as the code is changed from a (15,11,1) to a (15,7,2) code, the

latter pBER being 2.32 times lower than the former, while for OFB

mode under the same conditions, the bpDBER decreases from 0.04255 to

0.007378 (i.e. pBEr of (15,7,2) code is 5.76 times lower than for

the {15,11,1) code). The explanation for this behaviour is again
related to the fact that, for ECB, CBC and CFB modes, the DBER is

a function of the probability that one or more of the N, {(or Ng)

codewords required for a block of N encrypted bits are decoded

incorrectly. BAs k decreases, with fixed =n, the impact on

1 - p.{0,N,) is less beneficial than on the probability of one

codeword being decoded incorrectly p.. This is illustrated by the

values of p, and 1 - P,(0,N;) shown below (where the channel BER is
3.977e-2):

Table 5.8: Decoding failure probability and probability of one or
more of N,, codewords being decoded incorrectly
over a memoryless BSC of BER = 3.977e-2

{15,11,1) (15,7,2) (15,5,3)

Pe 0.1180 0.01999 0.002399
Ap, -5.903 -8.333

1 - P,(0, Ny} 0.5702 0.1828 0.032135
A{1 - P.(D,Ny)) -3.119 -5.689

Note that p, decreases by a factor of 5.903 as we go from (15,11,1)
to (15,7,2) and by a factor of 8.33 as we go from the (15,7,2) code
to the (15,5,3) code. Over the same transition range, 1 - P.(0,N)

decreases by only 3.119 and 5.689 (as N, increases from 6.727 to

13.6). As a result, decreasing the code rate R is less effective
in reducing the DBER for ECB, CBC and CFB modes than it is for OFB
mode.
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Another trend which is apparent from table 5.7 is that, as the
value of n increases (for a fixed code rate Rr), the % difference
in bDBER decreases. The table below contains results from annex-B
which illustrate this trend more clearly {(channel BER = 7.895e-2):

Table 5.9: ¥ DBer difference of ECB, CBC and CFB
versus OFB over a memoryless BSC

of BER = 7.895e-2
Mocde ADBER ADBER ADBER ADBER
(15,11,1) | {31,26,1) | (63,45,3) | (127,92,5)
ECB 702.5% 405.0% 226.8% 48 ,3%
CBC 797.4% 482 .0% 285.7% 85.4%
CFB 817.4% 424.0% 250.0% 76.4% .

The code rate for the above BCH codes is R=0.75. An examination
of the results presented in annex B shows that this trend is
consistent for all code rates and all cipher modes. In this case,
the reduction in the % DpBER as n 1is increased implies that
increasing the block length n is more effective in reducing the
pBer for cipher modes ECB, CBC and CFB than it is for cipher mode
OFB. In the present case, the increase in k usually results in
lower values for N, (or N,.). The effect on 1 - P.(0,N,) is then
more beneficial than on the probability of one codeword being
decoded incorrectly (p.). This is well illustrated by the values
of p. and 1 - P,{0,N,) shown below, where BER = 3.977e-2, and the

code rate is set at R = 0.50:

161



Table 5.10: Deccoding failure probability and probability of one or
more of N, codewords being Decoded incorrectly
over a memoryless BSC of BER = 3.977e-2
{31,16,3) (63,30,6) (127,64,10)
Do 0.03343 0.01241 0.01279
Ap, -2.690 +1.03
DBER OFB 0.01215 0.004629 0.005048
ADBER L -2.625 +1.09
1 - P(0, Ny 0.1271 0.0376 0.01279
A1 - P.(0,Np)) -3.380 -2.940
DBER ECB 0.06246 0.01509 0.005967
ADBER | -4.139 -2.529

Note that p, decreases and increases alternatively as we progress
to longer codes while 1 - P.(0,N,) consistently decreases under the
same conditions (as N, goes from 16.0 to 1.0). Furthermore, the
latter always decreases by a larger factor than p, when they both
decrease.

Hence, for OFB mode (Ng, =1.0) an increase in the code

length, for a fixed code rate, is not as beneficial as it is for
the other cipher modes.
5.3.5.2 Comparison of wBer of CBC, CFB with ECB mode

Tables B.22 to B.27 of annex B show the performance of CBC and
CFB mode relative to ECB mode. The results in the tables show that
the peer of CBC is consistently higher than the pser of ECB for all
BCH codes and channel BER.

The % difference in DBER when no FEC coding is used is of
special interest because it allows us to see how the cipher modes
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compare to each other without channel coding. The average ADBER,,,.

is computed for all BCH codes and the results are shown below for
CBC and CFB modes versus ECB mode’.

Table 5.11: Average % difference in pBEr for CBC and CFB modes
versus ECB mode for BCH codes

CBC

20.7% | 16.7% [ 51.6% | 18.1% | 21.9%

7.5% 8.8% | 19.3% |11.3% 54.3% | 5.6% 6.2%

CFB

It is clear that the difference is very small (below 2%) when
no coding is used. Recall that the three modes have a similar value
of ¥ (number of bits per block or in the memory buffer, as
appropriate). Thus, the three modes can be considered to be
virtually identical in performance when no FEC codes are used. The
slight additional degradation of CBC and CFB is consistent with
theory as seen earlier during the development of expressions for
acPs+ The chaining of adjacent words results in a slightly higher

pBErR for these two modes than is the case for ECB mode.

However, the results in the table above also indicate that the
use of BCH codes tends to magnify significantly the difference in
DBER between these modes. Hence, the results imply that BCH codes

n
" The average of ADBER is calculated as %12 ADBER.
L3
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are more efficient at reducing the pBer of ECB mode than for CBC
or CFB mode for a given channel BER. For example, at a channel BER
of 2.064e-3, the DBER of ECB mode goes from 0.05578 (no coding) to
0.002728 (i.e. 20.45 times smaller) when a (31,26,1) BCH code is
used while the DBer of CBC mode goes from 0.05594 to 0.003638
(15.28 times smaller) and from 0.05616 to 0.003627 (15.48 times
smaller) for CFB mode.

The chaining of adjacent encrypted blocks (or words) for CBC
and CFB modes makes them more vulnerable to decoding failures of
codewords than ECB since the chaining operation results in the
successful decryption involving more codewords than ECB mode. For
CBC mode, this is reflected in the additional term of the equation

for ePu !

V, k P_{0,N,.)
cncPcb = scapcb + X ;N B¢ (5-56)

For CBC mode, as n increases, with a fixed code rate R, the %
difference in DBER increases with respect to ECB mode. Also, as the
code rate decreases for a fixed n, ADBER also increases (see
tables B.22 to B.24 in annex B). These results imply that
increasing n (for a fixed code rate) or decreasing the code rate
(with a constant blocklength n) is not as efficient in reducing
the pDBEr of CBC mode as it is for ECB ({since the difference in
DBER increases when either action is performed).

Examination of the tables in annex B and of the table 5.11
reveal that CFB mode does not exhibit the same, simple trend as
CBC, when compared to ECB. In some instances, a decrease in the
code rate (fixed n) will result in an increase in the AbDBErR of CFB
relative to ECB mode but in other cases a decrease will result
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(e.g. it goes from 5.432 to 4.030 and on to 9.21 as the code is
changed from (15,11,1) to (15,7,2) and then to (15,5,3) for a
channel BER of 3.377e-2). The same is true of an increase in n
with a fixed code rate R (e.g. ADBER goes from 4.279 to 8.617 and
then down to 1.430 as the code is changed from (15,11,1) to
{(31,26,1) and then to (63,45,3) for a channel BER of 2.019e-2}.
Hence, no clear pattern emerges.

5.3.5.3 Comparison of DBER of CFB with CBC mode

Tables B.28 to B.30 in annex B starting at page 260 indicate
that the difference in performance between the two modes is
relatively small.

_ — — —_

Table 5.12: Average % difference in pBER for CFB mode
vergus CBC mode for all codes

____———__‘_*
none n=15 5 5 n=31 n=31 n=31 n=63
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1 = =
5 k=26 k=16 k=11 k=45
3 =1 t=3 t=5 L=

k=30 |k-24 |k=18 |ke16 |k=92 |k=64 |k=57 |k=43

Table 5.12 gives the average % difference in pger for CFB mode
versus CBC mode over all channels, for all codes used. It is

apparent that CFB mode is usually superior to CBC as far as bDBER
is concerned. However, the difference is small. As the code length
increases (fixed rate) there appears to be a tendency for the %
DBER Qifference to increase. This indicates that increasing n for
a fixed rate code rate R is more efficient in reducing the DBER of
CFB mode than it is for CBC mode. However, this trend is weak and
there are exceptions when k =16 or 64. One possible reason for this
behaviour is that, as n (and k) increase, a codeword decoding
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failure (v errors, v>t) can lead to more errors after decryption
for CBC mode than for CFB mode. A decoding failure will result in
an error cluster (after decoding) of length k& bits, with at most
v+t bit errors in it. As k increases (fixed code rate), the
probability that this cluster will span two adjacent encrypted
blocks (for CBC mode) increases, leading to a higher number of bit
errors after decryption than for CFB mode (where there are no
clearly defined block boundaries). This was illustrated earlier by
an example, in section 5.2.1.4. This results, in CBC having a
worse average DBER than for CFB mode when k increases. However,
when k is 16 or 64, there is no possibility of a cluster spanning
two blocks, leading to an improved performance for CBC mode.

Furthermore, for these values of k, Ny > Ng -

5.3.6 Dependency of DBER on the data stream and the DES key

In this section, we examine the dependency between the DBER
of the four cipher modes on the specific message stream encrypted
and on the DES key used. Table B.31 of annex B indicates how the
pBeEr of these modes changes when different data sequences (all of
them being 97,874 bits long) are transmitted over the same channel,
with the DES key remaining constant®. Table B.32 illustrates the
effect of transmitting the same data sequence over the same
channel, but with different DES keys used®. For ECB and CBC modes,
the original key K,14 = A46F107B 38DE2C59 was changed to
Koow = Ad6F127B 38DE2C59  ( dy{K, 10 Kpe) =1 ). For OFB and CFB mode, the
original key K,1q = A56213F6 C3D12879 was changed to
K. = AS6213F6 C3p42879 (d,=2). It can be seen that the change in

DBER is relatively small in all cases.

This change is a result of the confusion-diffusion

¥ For OFB mode, there was absolutely no change in DBER .
Hence, that mode was omitted from the table.
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characteristics of these cipher modes. In the decryption operation,
the inter-dependence between all the bits of the received cipher
block ensures that any bit error introduced by the channel will

result in different decrypted words »,, depending on the specific
values of the bits which make up ¢;. Similarly, every bit of the

DES key used has an impact on every bit of a decrypted word »/
(confusion effect) so that two different keys used to decrypt the

same corrupted block ¢, may result in a different number of bit
errors in M) (although the average should still be close to wn/2).

However, OFB mode is a substitution cipher which processes data
bits individually and independently of each other. Hence, for that
mode, the DBER is completely independent of the data sequence
transmitted and of the DES key used.

5.4 Simulated fading channels represented by Gilbert and
Fritchman models

In this section, we start the analysis of the simulation
results over fading channels, based on the Gilbert and Fritchman
models. We restrict our attention to narrow-band mobile, digital,
communications channels. The channel BER for such 1links is
typically in the range [10?,10"'] [16,58,60). Furthermore, our main
interest is to determine how the presence of cryptographic systems
such as DES in the modes of operation ECB,CBC,CFB and OFB affects
the error rate after decoding and decryption (i.e. the primary
objective is not to determine the effectiveness of FEC codes over
such a link®) . Hence, we have limited our simulations to a range of
channel BER which is realistic for a mobile communication channel,
and which covers a range of conditions (i.e. mobile unit speed,
Rayleigh or Rician pdf, etc) which is just wide enough to allow us
to determine if (and how) the observations made earlier for

® This has already been done by many researchers (e.g.
(2,15,18,23,28,42,49,51,71}).

167



memoryless channels can apply for this type of channel.

5.5 Error propagation for OFB m

coding

ode over fading channels with BCH

DhER, BRSNS 580 o o e o 0 8 enannel With memow,
w0l the probability of an encrypted
f(ﬁmm-ﬂﬁ//#:;:“’“'La block ¢, being error-free is

“ %’/i;//ﬂ not independent of the

1W2; ':j:inwm probabkility that the preceding

f block c., is also error-free.
However, the bDBER of OFB mode

103 has the same form shown as in
102 ';;1 equation (5-49) (page 140} since
CHANNELBER. the successful decryption of a
zigging&igi (mggfoiiéésaéilbzgg bit depends only on the codeword
model channels. which contains it (thus, it is
independent of ¢l,). However,

the probability of m errors in

n bits pP(mn is different for

fading channels than for a BSC.
For channels generated from the
Gilbert and Fritchman models,
Plm,n) is as given earlier in
chapter 4. 5.23
illustrates the theoretical and
experimental ,,P, as a function

Figure

of channel BER for the Gilbert
model (channels OPL, SUB, LOW,

MED and HIG, as described in
chapter 5 and annex C). The same

functions are shown in

Figure 5.24 for the Fritchman
{channels 8Ul,
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described in chapter 5 and annex C).
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predicted by equation (5-49) is often higher than the real DppEgR .

This may be due in part to the fact that the assumption that g

bit errors occur when an (mk,t) codeword is decoded incorrectly is
a loose upper bound; the determination of the real number of bit
errors is much more involved, as explained in [54, pp. 405].

5.6 Simulation results for the Gilbert channel model

This section describes the procedure followed to determine the
Gilbert channel model parameters and presents the simulation
results.

5.6.1 Determination of the Gilbert model parameters

The Gilbert model parameters used in this section are based on
the experimental results of Lecours et al. {39]. The results are
based on measurements of the slow and fast fadi-ig characteristics
for a wide variety of urban density conditions in the region of
Ottawa, Ontario. The channel operating frequency was £, = 910 MHz
and the mobile unit speed was about 7.5 km/hr on average.
Figure 2.2 (page 20, chapter 2) shows a typical recording of the

measured instantaneous power at the receiver for this type of
environment.

We will use the experimentally determined value of level
crossing rate ({(LCR) and average fade duration (AFD) to infer the
parameters of the Gilbert model. Recall that the LCR and AFD are
measured at a pre-determined threshold R,. This threshold is
customarily selected to be n-0, 1, or 5+0¢ where n is the
expected signal power and ¢ is its standard deviation. In
Figure 2.2, the smooth line superimposed over the bottom figure is
the average instantaneous signal power.

The Gilbert model is ideally suited to represent the channel
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based on the LCR and AFD since its good state can be used to
represent the error-free runs between error clusters while its bad
state can simulate error clusters, where the error density within
a cluster is controlled by its crossover probability p.

In order to prevent the shallow fades from yielding
unrealistic values of AFD and LCR, a threshold of R,=n -0 has been
selected so that only deep fade notches of 20 to 40 dB below the
mean signal power will be taken into account.

Examination of typical error sequences measured over such
channels [16, pp. 60-61] indicate that the BER within a fade notech
is typically in the range of 0.10 to 0.5, with the highest rate
being associated with the longest and deepest fades. Hence, the
Gilbert model parameter p will be selected to achieve this range
of error density within an error cluster.

For a mobile binary digital communication channel of bandwidth
BW = 25 kHz , a transmission rate of 10 kbps is a typical value. We
will use this data transmission rate to determine the length (in
bits) of error-free runs and error-clusters. Based on these
consgiderations, the following table of values is derived:
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Table 5.13: Gilbert model parameters for different
urban densities
I S
Cpen Suburban Low Med. High
area area density density density
(OPL) (SUB) (LOW) (MED) (HIG)
%
LCR 1.56 1.65 1.92 2.86 3.07
cross./m
AFD 0.11 0.10 0.09 0.07 0.06
meters
1/LCR 0.3077 .2908 .2500 0.1678 0.1564
s/cross
AFD 52.8 48.0 43.2 33.6 28.8
in ms
Run length 3077 2909 2500 1678 1564
(bits)
Cluster 528 480 432 336 288
length
(bits)
By 0.999675 [ 0.999656 | 0.999600 | 0.999404 | 0.999361
Py 0.998110 | 0.997921 | 0.997691 | 0.997033 | 0.996540
p 0.10 0.20 0.30 0.40 0.50
BER 0.01467 0.02840 | 0.04430 0.06691 0.07795

The first four columns correspond to a Rician channel whose
line-of-sight received signal power component is getting
progressively weaker. The column associated with the high urban
density corresponds to a Rayleigh fading channel. The values of the
LCR and AFD for the Rician channels are experimental values. For
the Rayleigh channel, the LCR (in crossings per meter) was
extrapolated from Lecours’ experimental results and is higher than
theory would predict (theoretical LCR is 2.69). The AFD for the
Rayleigh is the theoretical value while it is the experimental

171



value for the Rician channels"

In order to determine the average length of error-free runs
and error clusters, the LCR was converted from crossings per meters
to time between crossings, based on a mobile unit speed of
7.5 km/hr {2.083 meters/second). For example, 1.56 crossings/meter is
equivalent to 2.083 X 1.56 = 3.24948 crossings/second or 0.3077
seconds between crossings. Similarly, an AFD of 0.11 meters is
equivalent to a 0.11/2.083 = 52,28 ms fade duration. Based on a 10
kbps data transmission rate, we find that there are, for instan-e,
0.3077 X 10° = 3077 error-free bits between error clusters for the
open area urban density (OPL). Similarly, an error cluster would
last 52.8 ms X 10® or 528 bit periods in that channel.

To determine the values of p, and P, , we use the fact that,
for a two-state, homogeneous, stationary Markov chain, the average
amount of time (in bit periods) spent in a given state, given that
the chain starts in that state, is equal to [52]:

By

P
ElA|X, =Gl = —2 ., E[Ay|X, =B = —22_ (5-57)
e 1- P, Bl 1- Py,

where E[AjX, =6l 1is the expected amount of time spent in the good
state ’'G’ (in number of bit periods) given that the initial state
is 'G’'. For example, when the urban density is that of an open area
(OPL), we want the Gilbert model to spend, on average, 3077 bit
periods in the good state when it enters it. Using that value as
the average persistence of the state, we find that
gy = 3077/3078 = 0.999675 by solving the above equation. Similarly, the
average error cluster length for an open area (OPL) results in
Py, = 528/529 = 1,998110 .

" Lecours found the theoretical values to be close to the

experimental values for the AFD but noted that the experimental
values of the LCR were consistently higher than those predicted by
theory.
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The selection of the error cluster density (i.e. parameteyr p
of the Gilbert model) is based on the following arguments. For a
strongly Rician distributed channel (i.e. with large line-of-sight
to multipath signal ratio), the fades are usually shallow. It was
seen in chapter 2 that, for a Rician channal, the deviation between
the peak and notch power is usually around 10 d3. Hence, the BER
within a fade notch should be much lower than for a Rayleigh
channel where the deviation between the peak and notch power is
often around 40 dB. Thus, we associate the lowest error cluster
density with the open area and the densest one with the Rayleigh
channel (high urban density).

The above model parameters are used to simulate different
urban density channel conditions. To determine the effect of a
speed increase, we propose to simulate a doubling of the mobile
unit speed from 7.5 km/hr to 15 km/hr and from 15 km/hr to 30 km/hr
for the open area model. This results in doubling the LCR and
halving the AFD each time the speed is doubled. The error cluster
density will be increased from 0.10 to 0.20 and then to 0.30 for
each speed increase, to simulate the expected increase in error
density as a result of the increased irreducible error rate caused
by random FM. For these extra simulations, the Gilbert model
parameters can be shown to be:
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Table 5.14: Gilbert model paramsters for varying
mobile unit spes=d

Parameter Speed = 15 km/hx Speed = 30 km/hr
{OPM} | {OPH)
Error-free run 1539 bits 770 bits
length
Error cluster 264 bits 132 bits
length
P, 0.999351 0.998703
P, 0.996226 0.992381
P 0.20 0.30
Theoretical channel I 0.02935 0.04413
BER

Annex C illustrates the autocorrelation functions for all
these channels. As expected, channels of high urban density have
more memory (i.e. denser clusters) than those with a lower density.
Channels corresponding to a high unit speed initially have more
memory than those for lower speeds (because of denser clusters) but
the curve for the former decreases more rapidly than for the latter
(because clusters are shorter). The more or less periodic
recurrence of error clusters is also evident from the graph of the
long-term autocorrelation function for channel OPH shown in the
same annex (i.e. periodic peaks and troughs in the curve). The
simulation results for the Gilbert model are shown in annex B,
starting at table B.33 (page 264).

5.6.2 Performance of binary BCH codes
The results of the simulations indicate clearly that the use
of binary BCH ccdes in a fading channel often results in a DBER

which is higher than if no coding had been used. This is well
illustrated by the figures on the following pages which show the
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OFB Mode Over Fading Channels of Varying Urban
DBER Density (Gilbert Modsl) With BCH Codss (R = 0.75)
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Figure 5.25: OFB mode over Gilbert model channels (R = 0.75)

OFB Mode Over Fading Channels of Varying Urban
DBER Density (Glibert Model) With BCH Codes (R = 0.50)
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Figure 5.26: OFB mode over Gilbert model channels (R = 0.50).
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Figure 5.27: OFB mode over Gilbert mecdel channels (R =

0.33).
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Figure 5.28: CBC mode over Gilbert model channels (R = 0.75).
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Figure 5.29: CBC mode over Gilbert model channels (R = 0.50).
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Figure 5.30: CBC mode over Gilbert model channels (R = 0.33).
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performance of codes of similar rate and varying langth n, for OFB
and CBC cipher modes (best and worst p2er  performance
respectively). By contrast, it was seen earlier that these codes,
when used over a memoryless channel over the same BER range, often
provided a significant improvement in the bDBER .

The difference is even more apparent for ECB, CBC and CFB
modes. For the memoryless BSC, it was seen earlier that the use of
any binary BCH code at any channel BER always resulted in a
reduction in the bBER at the receiver. This is seldom true for the
fading channels represented by the Gilbert model. The only
exception occurs at the lowest BER channels (OPL, SUB) and for the
codes with the lowest rates.

The reason for this poor performance is simply that binary BCH
codes are not well suited for operation in fading channels. That is
because the codewords which coincide with dense error clusters have
a high probability of decoding failure p,. This is clear from the
Gilbert model parameter p which controls the error density within
a cluster. When the error density exceeds 0.2, (p> 0.2) none of the
codes used in the simulations yield a reduction in bDBer . This is
consistent with the results of table 5.2 (page 145), which
indicates the highest BER (for a memoryless channel) at which a
given (m,k,t) code will yield a &, < p,'. Hence, the binary BCH
codes are mostly useless in fading channels characterized by dense
error clusters followed by error-free periods since they are
overwhelmed within the clusters (i.e. frequent decoding failures
leading to £, > P, ) and serve no function during error-free runs.

' Although the Gilbert model represents a fading channel, the
distribution of errors within a cluster is uniform (i.e. just like
a memoryless channel).
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5.6.3 Error propagation characteristics for all modes

The simulation results indicate that, under similar coding and
channel conditions, OFB mode has the lowest p8ER of all modes,
followed by ECB, CFB and CBC in that order. This is identical to
the earlier findings for memoryless BSC and indicates that the
error propagaticn characteristics of these modes do not depend only
on the channel characteristics. The figures on the following pages
illustrate the DBER of the four modes for various coding
conditions.

Examination of the simulation results for ECB, CBC and CFB

modes also reveals that the cryptographic degradation 1;:-%?? is

significantly lower for fading channels than it is for memoryless
links of corresponding BER. This is true despite the fact that
binary BCH codes are less efficient in a fading channel than in a

BSC, as explained earlier. For example, for ECB mode where no

DBER

SEe varies between 6.063 and 1.364

coding is used, the ratio D=

for the fading channels while it varies between 18.17 and 6.294 for
binary symmetric channels over the same BER range. The gituation is
similar when coding is used. For example, when data is encoded with
a (31,26,1) code, ECB mode over a BSC channel with BER = 0,03977
results in a DBER = 0.352 (Dp=8.851) while, for the Gilbert model
channel of BER 0.04487 (OPH), the pBER is 0.1357 (D =3.024).

Figure 5.35 and Figure 5.36 provide a direct comparison of the
severity of error propagation for BSC and fading channels of
corresponding BER. The reason for that apparent performance gain in
the fading link is that the clustering of channel errors results in
less encrypted blocks being corrupted than in a memoryless BSC of
identical BER. Since bit errors occur close to each other in time,
a few encrypted blocks end up corrupted with many bit errors.
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Figure 5.31: All modes over Gilbert model channels (no coding)
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Figure 5.32: All modes over Gilbert model channels, (31,26,1) code
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Figure 5.33: All modes over Gilbert model channels, (31,16,3) code
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Figure 5.34: All modes over Gilbert model channels, (31,11,5) code
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OFB Mode Over BSC and Fading Channels (Gilbert
DBER  Modsl) of Varying Urban Density With BCH Code (15,7,2)
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Figure 5.35: OFB mode over BSC and Gilbert model channels

CBC Mode Over BSC and Fading Channels (Gllbert
DBER Modsl) of Varying Urban Dansty Wﬁh BCH Code (15,7,2)
0
10¥ _
. <=none Gilb.
- e ww - —<—(18,7,2) Glib.
1 ~m-none BSC
| —-(15,7,2) BSC
1071 _
1072
T A A AL
1072 101 100
CHANNEL BER

Figure 5.36: CBC mode over BSC and Gilbert model channels
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However, it was shown earlier that a corrupted block will produce
N/2 bit errors after decryption regardless of the number of bit
errors in the block. Hence, the numerous bit errors in a corrupted
encrypted block do not result in a corresponding increase in the
number of bit errors after decryption.

5.6.4 Avalanche effect of BCH codes

For memoryless BSC, there was no evidence of the avalanche
effect of BCH codes (i.e. P, > p,) for ECB, CBC and CFB modes. This
is no longer true for the Gilbert model channels. There are two
reasons for this:

a) the clustering of errors in a fading channel affects less
encrypted blocks, leading to a less severe error propagation
effect. Hence, the avalanche effect of a code is less likely
to be masked by a high »nBErR .

b) The high error density within a cluster for a fading
channel leads to a high decoding failure probability p, for
all codes. As a result, the avalanche effect of a code is much
more pronounced than for a memoryless BSC of similar BER.

5.6.5 Relationship between pBer and BER

For ECB, CBC and CFB modes, Figure 5.31 and Figure 5.32 depict
an unusual behaviour; as the BER increases (i.e. urban density
increases), the psEr initially decreases before it increases again.
For example, for CBC mode, as the BER goes from 0.01395 to 0.03085
and to 0.04789, the bpBER (no coding) progresses from 0.0877 to
0.07355 and on to 0.08664. Note that the last pBER is lower than
the first one, despite the fact that the last BER is roughly 3.4
times larger than the first one. The same behaviour is evident for
BCH codes with a high code rate.
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high
0.1.

As the urban density increases, three factors come into play;

a) the probability of a decoding failure of one or more of
N, lor N, ) codewords (required to encode a block of w
encrypted bits}) decreases because the cluster length
decreases,

b) the probability of a decoding failure of one or more of
N (or Ny ) codewords increases because error clusters occur

more frequently (because error-free runs are shorter), and

c} there is almost no increase in the probability of a
decoding failure for one codeword p, within a cluster, even

though the error density in a cluster increases.

The third factor comes about because the p, is already very
for most codes when the parameter p of the Gilbert model is
Hence, it does not increase significantly as p is increased

up to 0.5. This means that the other two factors control the bDBER

to a large extent. The effect these have on the pBER is best

illustrated by the following example.

Consider the case where no coding is used. For 100,000 data

bits transmitted over these channels, the following table of values

can be constructed:
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Table 5.15: Effect of cluster length on blocks of encrypted
bits for different urban density channels
-“—-———_-__________':
Open Suburban Low Medium High
(OPL) (SUB) density density density
{LOW) (MED) {HIG)
D R B
Cluster 480 432 336 288
length
# Clusters 34 .37 40.0 59.585 63.94
in 100,000
bits
# Blocks 7.5 6.75 5.25 4.5
of N =64
bits
affected
Max. DBER 0.08580 0.08252 0.0864 0.1001 0.09207
Simulation 0.08464 0.07185 0.08293 0.1214 0.112
DBER for
ECB 1 I

For instance, an open area channel file of 100,000 bits should
have 32.5 clusters of about 528 bits each, on average. One cluster
will span about 8.25 blocks of 64 encrypted bits. Assuming that
each such block is corrupted with probability 1.0 and that each
corrupted block produces about 32 bit errors after decryption, the
maximum theoretical DBeEr is then

32.5 x 8,25 x 32

100000 = 0.08580

It can be seen from the above table that the measured pBEr from the
simulations increases and decreases in step with the calculated
DBER bhased on the three assumptions made earlier.

Hence, it seems that, as urban density increases, there may be
a resultant decrease in the bDBER even though the channel BER
increases. This will occur if the reduction in the probability of
an encrypted block coinciding with a cluster (because of shorter
clusters) is larger than the increase in that probability because
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of the increased frequency of occurrence of these clusters.

5.6.6 BCH code performance versus blocklength

The computer simulation results indicate that, for a fixed
code rate R, short codes almost always outperform longer oues for
OFE mode. This result is identical to that of memoryless BSC over
the same channel BER range.

The same results are apparent for the other modes. However,
this is much more consistent in the Gilbert channel than was the
case for the BSC. For the latter, there were many instances where
the bDBER would be lower as the BER decreased towards 10°. This
rarely occurs in the Gilbert channel because a reduction in the
code rate only yields a very small decrease in the decoding failure
p.+ Since error clusters are usually very dense. This decrease in
p. is more than offset by the increase in the number of codewords
which suffer a decoding failure (i.e. a code rate reduction means
that more codewords must be transmitted per encrypted block and, as
a result, more of them will be affected by error clusters).

5.6.7 BCH code performance versus code rate

For OFB mode, the bDBER usually decreases as the code rate R
decreases for a fixed n . But there are exceptions to this rule, in
contrast with memoryless BSC where this was consistently true. For
example, the pDeErR increases from 0.0694G to 0.07112 and decreases
to 0.05024 (channel LOW) as the code is changed from (15,11,1} to
(15,7,2) and to (15,5,3). This is also caused by the poor
performance of binary BCH codes over fading channels. As the code
rate decreases, the modest decrease in p, is sometimes more than
offset by the corresponding increase in the number of codewords
which suffer a decoding failure (more codewords required to
transmit the same quantity of data). The same behaviour is apparent
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for the other cipher modes, but it is much more common than for OFB

mode.

As was the case for the memoryless BSC, it is again apparent
that the pger of ECB mecde for the (127,64,10) code is lower than
for the (127,57,11) code. Furthermore, the effect of having
Ny, =1.0 is not as important for CBC than it is for ECB mode. For
CFB mode, the impact of changing k from 57 to 64 is even less
important (N, * N,.). This is also consistent with the results found
for the memoryless BSC. For example, in the S8UB channel,
(BER = 0.03085), the transition from the (127,64,10) code to the
(127,57,11) code results in an 18.5% increase in the pBer for ECB
mode, versus increases of 13% and 2.77% for CBC and CFB modes
respectively. For OFB under the same conditions, the psEr falls by
7.29%.

5.6.8 Comparison of DBer of ECB, CBC and CFB with OFB mode

The % difference in bDBER for the ECB, CBC and CFB modes with
OFB mode is significantly smaller for the fading channels (Gilbert
model} than that of memoryless BSC of corresponding BER. For a BSC
with no coding, the difference (for ECB mode) varies from 1756% to
389% over the BER range [10%,10"']. Over the same range, the
difference for the fading channels goes from 426% to 19%. This is
again caused by the clustering of errors in the fading links which,
by affecting less encrypted blocks than a BSC of similar BER,
results in a less severe error propagation for these three modes.

The. results for the Gilbert model are very consistent with
those for the binary symmetric channel. Examination of tables B.45

to B.53 inclusive leads to the following, similar observations:

a) the % difference ( ApDBER) in DBER increases as the code
rate R decreases (for a fixed blocklength n) for all Gilbert
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model channels, all four cipher modes and mest BCH codes
considered (exception is discussed below).

b) the ADBER decreases as n increases (for a fixed code rate
R). This is cbserved for all channels, all cipher modes and
all ccodes, with a few exceptions.

The only consistent exception to the first observation occurs
for ECB mode, for the transition from the {127,92,5%) code to the
(127,64,10); the % difference decreases for all channels. This is
due to the fact that the latter code yields a significant
improvement in the DBER for ECB mode (N, =1.0) but has no special

effect on OFB mode (whose N, =1.0 for all codes).

For the Gilbert model simulations, exceptions to the second
observation occur mostly in the case of the high urban density
channel (HIG, BER = 0.08209); in some cases, the % difference in
DBER increases as the code length increases. Since HIG is the
noisiest channel, this may be caused by the fact that the increase
in blocklength n {and hence k) results in an increase in the
pBER (avalanche effect of the code) which is more important than
the corresponding decrease in the DBeEr because of the smaller
number of codewords (N,, or Ny, ) required to encode an encrypted
block.

£5.6.9 Comparison of DBER of CBC and CFB with ECB mode

Tables B.54 to B.59 in annex B compare the performance of the
CBC, CFB and ECB modes of DES. Again, the observations made for
fading channels are very consistent with those made earlier for

memoryless BSC:

a) the DBER of CBC and CFB modes are consistently higher than
for ECB mode,
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b) the use of BCH codes tends to magnify these differences but
not as much as for the case of a binary symmetric channel,

c) the chaining of adjacent encrypted blocks for CBC mode
results in BCH codes being less effective in reducing the
pBER than 1s the case for to ECB mode. Again, this trend is

less apparent for CFB mode.

The takle below shows the average % difference in bDBER

all channels for the different BCH codes used:

over
Table 5.16: Average % difference in »DBer for CBC and CFB modes
J versus ECB mode for all codes
n=15 n=15 n=31 n=31 n=31 n=63
k=7 k=5 k=26 k=16 k=11 k=45
t=2 t=3 =1 t=3 £=5 t=3
CBC 9.4% 9.5% 7.8% | 12.8% | 12.3% | B.8%
CFB 1.5% 4.1% 1.2% 6.7% 3.1% 1.3%
n=63 n=63 n=127 | n=127
k=18 k=16 k=92 k=64
t=10 t=11 t=5 t=10
CBC 13.0% | 14.3% | 15.7% | 21.0% B.9% 24.8% | 13.6% | 15.6% |
CFB 2.5% 4.5% | 5.0% |12.8% | 1.0% 26,6% | 1.5% 3.2% I

The fact that binary BCH codes do not magnify the ADBER as
much as was the case for BSC is easily explained by the fact that
these codes are not as efficient at correcting errors in fading

channels as they are in memoryless ones.

of CFB relative to ECB

The impact of «k 64 on the ADBER.,
is again due to the fact that N, is much smaller than N, for this

value of k.
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5.6.10 Comparison of 0D36R of CFB with CBC mode

Tables B.60 to 3.62 from annex B indicate the % difference in
pBer { Apser) for CFB mode relative to CBC mode for all codes and
channels. The table below indicates the average % difference in
DBER for CFB mode relative to CBC mode, calculated over all
channels,

Table 5.17: Average % difference in bpBer for CFB mode
versus CBC mode for all codes

none | n=7 n=15 n=15 n=15 n=31 n=31 n=31 n=63
k=4 k=11 k=7 k=5 k=26 k=16 k=11 k=45
t=1 t=1 t=2 t=3 t=1 t=3 t=5 t=3

-3.2% | -5.3% | -5.7% | -7.1% | -4.9% | -5.9% | -5.5% -8.1% -6.8%

el Nty i Rt
n=63 n=63 n=63 n=63 n=127 | n=127 | n=127 n=127
k=30 k=24 k=18 k=16 k=92 k=64 k=57 k=43
t=6 t="7 t=10 t=11 t=5 L=10 t=11 _t=14

-10.7%

CFB mode is marginally but consistently superior to CBC modes
for all channels and all codes except the (127,64,10) code, where
it has a higher »pBER than CBC mode. Again, there is a tendency for
the ADBER to increase as n increases (fixed rate) from (m.k,,¢t,)
to (m.k, t,) , except when k&, = 16 or 64, This is consistent with

the results obtained earlier for the memoryless RBSC.

5.6.11 Effect of a speed increase

The simulation results indicate that the observations made
earlier for the different urban channel densities are equally
applicable to these channels.

The decrease in the bDBER (no coding) for ECB, CBC and CFB from
OPL to OPM (BER = 0.01395 to 0.02663) is consistent with
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observations made earlier about the net impact of a reduction in
the cluster length and the corresponding increase in the number of
clusters in a sequence of a given length (in bits). Figure A.13 to
Figure A.18 in annex A (starting at page 239) illustrate some
results over Gilbert model channels of different mobile unit

speeds.

5.7 Simulation results for the Fritchman channel model

This section describes the model parameters used and
presents the simulation results.

5.7.1 Determination of the Fritchman model yarameters

Simulations based on the Fritchman model were performed over
9 channels, covering a wide range of urban density and unit speed.
The model parameters are based on measurements made in real
channels. The parameters used in this work were taken from the work
of Assia Semmar [61], whose channel measurements were carried out
in the area of Quebec city.

Five of the nine models used were selected to represent a
gradual increase in urban density with other factors being
constant. The other four represent the effect of a speed increase.
The parameters for the channel models and the corresponding
conditions (e.g. urban density, speed) under which the experimental
tests were carried out are given in annex C. As much as possible,
the channels were selected to ensure that the average signal power
was the same for each group of channels. In the simulation results
given in annex B (tables B.63 to B.92), the channels are labelled
as follows:
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SUl == Suburban Area (BER = 3.9875e-3)

OPl == Open Area (BER = 8.97e-3)

SU2 == Suburban Area (BER = 1.457e-2)

URB == Urban Area (BER = 2.58B8e-2)

HIG == High Density Urban Area (BER = 1.605e-2)

SUL == Suburban Area, Speed = 80 km/hr (BER = 2.919%e-2)
SUH == Suburban Area, Speed = 90 km/hr (BER = B.%2e-2)
OPL == Open Area, Speed = 50 km/hr (BER = 1.286e-2)}
OPH == Open Area, Speed = 100 km/hr (BER = 3.585e-2)

m

5.7.2 Fritchman’s model versus Gilbert’s model

There is no simple proceduré to determine the average cluster
length and the average error-free run length for the Fritchman
model. Error cluster length and density are jointly determined by
the »~-th state and its transition probabilities to the good
states. Rather than attempt to derive approximate equations based
on the model parameters, it was decided to calculate the average
cluster and run lengths based on the channel files generated from
the Fritchman model (each file is 500,000 bits long) . This is
accomplished by a program which utilizes these two conditions to
determine when a cluster ends:

a) A minimum BER (or error density) within a cluster. If the
BER falls below that wvalue, the cluster is deemed to have
ended at the last ‘1’ in the sequence.

b) A maximum number of consecutive '0's allowed within a
cluster. If that maximum is exceeded, the cluster is deemed to
have ended at the last '1’ in the sequence (regardless of the
BER within the cluster when this limit is exceeded).

Selecting the values of these parameters is somewhat
arbitrary. Nevertheless, the threshold BER was set at 0.1 and the
maximum number of consecutive ‘0‘s allowed in a cluster was set at
80 because it was felt that these are reasonable values for
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channels which usually exhibit a considerable degree of memory. The
results from the analysis of the channel files are shown in the
table below:

_

Table 5.18: Measured cluster length and error-free run length
for Fritchman model channels

Channel # of runs | Av. run Standard | Av.clus. Standard

label in file length | deviation length deviation
mm

SUl 503 788 794 7 10
OP1 522 730 831 37 52
sU2 800 468 428 19 26
URB 800 366 336 38 53
HIG
SUL
SUH
QOPL
OPH

; | 732 242 195 305 355 k

o
—

The number of clusters in each file is either one more or one
less than the number of runs!. The wide standard deviation (in

72
— ||

bits) should not surprising, given the random nature of the process
which generates these files. To allow a comparison with the Gilbert
model channels used earlier, the theoretical and calculated values
of the cluster length and error-free runs for the latter are shown
in the following table:

> An error-free run is a sequence of consacutive '0’s between
two error clusters and should not be confused with an error-free
gap P{o®]1) as defined in chapter 2.
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Table 5.19: Measured (and theoretical) cluster length and
error-free run length for Gilbert model channels
| e e ————————
Channel # of Runs | Av. run Standard | Av.clus. Standard
label in file length | deviation length deviation
OPL 588 657 1891 82 220
(3077) (528)
SUB 159 2328 2441 416 455
{2909) (480)
LOW 166 2201 2192 428 448
(2500) (432)
MED 226 1586 1533 344 328
(1678) {336)
HIG 218 1532 1413 303 296
(1564) (288)
OPM 1424 212 266
(264)
OPH 783 133 134
(132)

The numbers in parenthesis are the theoretical values derived
earlier and calculated from the Gilbert model parameters. These are
generally in agreement with the measured values, except for the OPL
channel where there is a significant difference between the two.
This difference is probably due to the low error density for that
channel (p=10.1). This causes the program (with a threshold of 0.1)
to underestimate the cluster length, leading to a low average value
{(i.e. there are many clusters of length = 1).

For the Fritchman model channels used, it is apparent that the
error-free run length decreases as the urban density increases
{just 1like the Gilbert model)
sometimes increases as the urban density increases

but the error cluster length
(unlike the
Gilbert model). The same behaviour is apparent for the case of a
Furthermore,

speed increase the run and

(fixed urban density).
cluster lengths for the Fritchman models are significantly lower

than those of the Gilbert model channels.
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Because of the wide variety of uncontrelled factors which
affect the channels used and on which the Fritchman models are
based, it is impossible to make generalizations based on these few
results. Nevertheless, it can be said that the lower cluster and
run lengths for the Fritchman model channels are probably due to
the fact that clusters are not as clearly defined for this model as
they are for the Gilbert model (with only two states). For the
Fritchman model, the presence of twc or more good states leads to
a wider range of cluster lengths than for the Gilbert model.
Furthermore, the error clusters generated by the Fritchman model
are usually less dense than those of a corresponding Gilbert model.

The apparent increase in cluster length as speed or urban
density increases (for the Fritchman model) may be due in part to
a corresponding increase in the error cluster density in
conjunction with a higher frequency of occurrence of short error
clusters. For a cluster of a given length, an increase in the
cluster density would result in the program (used to determine the
cluster length) requiring more consecutive ‘0’s to fall below the
threshold. This increases the probability that clusters close to
each other may be merged together, thereby increasing the average
cluster length.

Annex C illustrates the autocorrelation functions for the
Fritchman model channels used in the simulation runs. The long-term
autocorrelation function is also shown for the SU2 and OP1 channel
files. The peaks for these functions are very narrow and much lower
than for the Gilbert channel files shown in the same annex. This
indicates clearly that clusters are not as well defined and do not
occur as regularly for the Fritchman model channels as they do for
a channel based on the Gilbert model. Furthermore, the channels
based on the Fritchman model generally exhibit less memory than
Gilbert model channels of corresponding BER, indicating that the
latter gives an estimate of the mobile links which is too
pessimistic. Again, this is probably due to the fact that the
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clusters are too well defined for the Gilbert mcdel. Since the
Fritchman model parameters used in this thesis are more closely
related to real channels than the Gilbert model parameters, we
consider the former to be more representative of the real
distribution of error clusters in a digital mobile communication
link.

The c¢omputer simulation results based on the Fritchman model
are shown in annex B, in tables B.63 to B.98 inclusive.

5.7.3 Performance of binary BCH codes

As was the case for the Gilbert model simulations, it is clear
that binary BCH codes do not perform as well in fading links as
they do in memoryless channels. However, the code performance is
not as poor as was the case for the Gilbert model channels of
corresponding BER. This is due to the fact that the channels
simulated by the Fritchman models exhibit less memory (i.e.
shorter, less dense error clusters) than those simulated by the
Gilbert model, leading to less frequent decoding failures.

The reduction in bDBer achieved by the use of these codes is
more evident for ECB, CBC and CFB modes. This can be seen from
figures of the following pages (Figure 5.37 to Figure 5.42) which
illustrate the bBER for OFB and CBC modes, for the code rates 0.75,
0.5 and 0.33.

It can be noted that the avalanche effect of the binary BCH
codes (i.e. Pyu>P,) is again evident for the Fritchman model
channels, as was the case for the Gilbert model. However, it is
much less pronounced because error clusters are less dense and
generally shorter,.
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BCH Codes (R = 0.75)

OFB Mode Over Fading Channels (Fritchman Modsl) With

none
~~(15,14,1)
~o-(3126,1)
~m-(63,45,3)
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Figure 5.37: OFB mode over Fritchman model channels (R = 0.75)
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Figure 5.38: OFB mode over Fritchman model channels (R = 0.50)
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DBER

OFB Mode Over Fading Channels (Fritchman Model) With
BCH Codes (R = 0.33)
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Figure 5.39: OFB mode over Fritchman model channels (R = 0.33)
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Figure 5.40: CBC mode over Fritchman model channels (R = 0.75)
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CBC Mode Over Fading Channels (Fritchman Modsl) With
DBER BCH Codes (R = 0.50)
100 -none
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FPigure 5.41: CBC mode over Fritchman mode channels (R = 0.50)
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Figure 5.42: CBC mode over Fritchman model channels (R = 0.33)
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5.7.4 Error propagation for the four DES modes

The simulation results indicate that OFB mode has the lowest
pBer of the four DES modes of operation, followed by ECB, CFB and
CBC in that order (under similar coding and channel conditions).
This is identical to the earlier findings for Gilbert model
channels and memoryless BSC.

However, the ratio bp-= %ﬁf is higher than for the Gilbert

model channels but still lower than for the memoryless BSC of
similar BER (Figure 5.43). For example, the ratio varies from 6.79
to 2.1 over the BER range [10?,10'] for CBC mode, versus 6.2 to 1.1
for the Gilbert model channels over the same range and 18.4 to 4.9

CBC Mode Over BSC and Fading Channels (Gilbert and
DBER Fritchman Models) With no Coding
100 - -C1-BSC
] —o—Fritchman
. —&—Gilbert
107" o
E /'\./‘
) —
1072 e
10°3 102 1071
CHANNEL BER

Figure 5.43: CBC mode over BSC and fading channels, no coding

for BSC. It is higher for the Fritchman model than for the Gilbert
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model; Fritchman’s model channel experience more small clusters
than the Gilbert‘s model channels, thereby affecting more encrypted
blocks. Memoryless BSC have the highest ratio because channel
errors are uniformly distributed, affecting even more encrypted
blocks. Figure 5.44 to Figure 5.47 compares the DBER of the four
modes under various coding conditions for the Fritchman model

channels,
5.7.5 DBER wversug BER for Fritchman’s channels

For the Fritchman model channels, Figure 5.38 to Figure 5.42
{starting at page 197) illustrate an unusual behaviour for codes of
medium to low rate (0.5 to 0.33). As the BER increases from 8.97e-3
to 1.457e-2 (OPl to SU2), there is a significant drop in the bDsEr.
When the BER is further increased to 2.588e-2 (URB channel), the
DBER increases normally again (see also Figure A.19 and Figure A.20
in annex A, starting at page 242). This is probably due to the
unusually short average cluster length of the 8U2 channel (19,
versus 37 for OPl and 38 for URB). This low average value indicates
that the channel file for SU2 contains a lot of short clusters of
low error density. This would result in a significant decrease in
the probability of a decoding failure p, for long codes with a
relatively large value of ¢. This is supported by the
autocorrelation function shown in annex C for these two channels;
OP1 displays sharper and wider peaks, indicating that its error
clusters are more dense and better defined that those of SU2. For
high rate codes (i.e. R=0.75) or short codes of lower rate, P
does not decrease significantly as a result of the shorter
clusters. Hence, the DBER versus BER curves for these codes show
a normal, gradual increase in DBER as the BER increases.
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All Cipher Modes Over Fading Channels (Fritchman
DBER Model) With no Coding
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Figure 5.44: All modes over Fritchman model channels, no coding
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Figure 5.45: All modes over Fritchman model channels, (31,26,1)
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DBER
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Figure 5.46: All modes over Fritchman model channels, (31,16,3)
code
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Figure 5.47: All modes over Fritchman model channels, (31,11,5)
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5.7.6 Code performance versus blocklength n

The simulation results also show that, for a fixed code rate
R, codes having a small blocklength n outperform longer ones for
OFB mode beyond a given BER. This result is identical to that of
BSC over the same channel BER range.

However, this is not usually true for ECB, CBC and CFB modes.
More often than not (for a given code rate R), long codes
outperform shorter ones over the entire BER range, with a few
exceptions. This behaviour is similar to that seen earlier for
memoryless BSC but is different than for Gilbert model channels,
where short codes almost always outperformed longer ones for all
modes. The difference is probably due to the fact that binary BCH
codes perform better on the Fritchman model channels than the
Gilbert model channels used in the simulations; the former having
less memory than the latter, codewords do not suffer decoding
failures as often. Hence, the avalanche effect of BCH codes is less
common.

5.7.7 Code performance versus code rate

For OFB mode, the simulation results indicate that a reduction
in the code rate for a fixed blocklength n consistently results in
a reduced DBER. This is in agreement with the findings for
memoryless BSC but in contrast with the Gilbert model channels,
where a decrease in R often resulted in an increase in the DBER .
For the Gilbert model, this was caused by the very dense and well
defined clusters which resulted in a marginal decrease in p., which
was more than offset by the increased number of corrupted codewords
of lower rate.

For ECB, CBC and CFB modes, a reduction in the code rate
(Eixed n) will often result in an increase in the DBER for short
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codes ( n<31) but not for longer codes, where the reduction in =g
usually results in a decrease in the DBER . One exception to this
is the HIG channel, where the high BER = 0.1605 almost always
results in an increase in the bBER when the code rate is decreased.
Recall that for the Gilbert model channels, it was almost always
invariably observed for the BCH codes and the channels under
consideration that a decrease in R would result in an increased
DBER .

For short codes, the relatively small error correcting
capability (ts<5) results in only a modest decrease in the
probability of a decoding failure p., as the code rate is decreased
because the error clusters are often longer than the code length
{(see table 5.18). This decrease in p, is usually more than offset
by the increase in N, (or N, ) and the resultant increase in the
probability that one or more of these codewords will be decoded
incorrectly. For longer codes, where n is often larger than the
cluster length, the higher values of ¢t obtained as R decreases
makes it more likely that a codeword coinciding with an error
cluster will not suffer a decoding failure. However, in the case of
the HIG channel (BER = 0.1605 and an average cluster length of 305
bits), ¢t and n are still not high enough to lead to a sufficient
decrease in p., to compensate for the increase in N (or N, ) and
the resultant increase in the probability that one or more of these
codewords will be decoded incorrectly.

As was the case for the memoryless BSC and the Gilbert model
channels, changing the code from (127,64,10) to (227,57,11) has a
significant negative impact on the DBER of ECE and CBC modes. For
example, in the urban channel (URB), going from k=64 to k=57
results in a 13.7% decrease in the DBER for OFB, a 45.7% increage
for ECB, a 13.4% increase for CBC and a 7.3% decrease for CFB mode.
As before, it is clear that the impact is most severe for ECB mode,
followed by CBC. Both OFB and CFB behave normally in this case
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{i.e. DBER decreases as R decreases for fixed n),
5.7.8 Comparison of DBER of ECB, CBC and CFB with OFB mode

The % difference in pBER ( ADBER) for these modes relative to
OFB mode is higher for the Fritchman model channels than that of
the Gilbert model channels but is still lower than for memoryless
BSC of corresponding BER. For a BSC with no coding, the difference
varies from 1756% to 389% over the BER range [102,10"] (for the ECB
mode) . Over the same range, the difference for the Gilbert model
channels goes from 426% to 19% as opposed to 456% to 107% for
Fritchman model channels., These results are consistent with earlier
observations to the effect that error clusters are more dense and
better defined for the Gilbert model channels than they are for
Fritchman model channels, leading to less error propagation as
fewer encrypted blocks are affected.

The results for the Fritchman model channels are consistent
with the observations made for the memoryless BSC and the Gilbert
model channels:

a) for a fixed n the ADsER increases as the code rate &
decreases for all Fritchman model channels, all cipher modes
and most codes {except for the transition from the (127,92,5)
code to the (127,64,10) code for ECB mode) .

b) the % difference in paEr ( ADBER ) decreases as gp
increases, for a fixed code rate. This is observed for all
channels, all codes and the 4 cipher modes, with a few
exceptions (mostly for the noisiest channel; HIG).

Hence, the conclusions reached earlier for the other channel types
apply here as well,
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5.7.9 Comparison of pDBER of CBC and CFB with ECB mode

Tables B.84 to B.89 in annex B give the simulation results.
Again, the observations made for the Fritchman model channels are
similar to those made BSC and for Gilbert model channels;

a) the DBErR of CBC and CFB modes are consistently higher than
for ECB mode,

b) the use of BCH codes tends to magnify these differences but
not as much as was the case for memoryless BSC,

¢) for CBC, an increase in n (fixed rate R) or a decrease in
the code rate (fixed n) results in an increase in ADBER ,
relative to ECB,

d) for CFB, no such pattern is evident. In fact, for CFB mode,
the % difference in DBErR relative to ECB changes very little
over the entire range of (mkt) codes used. The only
exceptions occur when k = 16 or 64, where the ADBER is higher
than for other BCH codes.

The table below shows the average % difference in DsEr
{ ADBER ) over all channel realizations for the different BCH codes
used:
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Table 5.20: Average % difference in DBER for CBC and CFB modes
versus ECB mode for all BCH codes

7.7% | 14.2%

5.8% 4.8% {13.4% | 5.1% 5.6%

n=63 n=63 n=63 n=127 | n=127 | n=127 | n=127
k=24 k=18 k=92 k=64

16.9% | 47.3% | 21.9% | 18.8%

9.5% 6.9% | 17.5% | 2.4% |51.6%| 4.0% 2.5% I

5.7.10 Comparison of DBER of CFB with CBC mode

Tables B.90 to B.92 show the % difference in DBER for CFB mode
versus CBC mode. The results of these tables lead to obsexrvations
which are identical to those made earlier for the Gilbert model
channels; CFB mode is marginally but consistently superior to CBC
modes for all channels and all codes except the (127,64,10) code,
where it has a higher bDBErR than CBC mode. Again, there is a slight
but consistent tendency for the Apsgr to increase as n increases
from (m,k,.t) to (m.k.t,) (for a constant code rate), except when
k;, = 16 or 64.

The table below indicates the average ADBER for CFB mode
relative to CBC mode, calculated over all channels:
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Table 5.21: Average % difference in DpBEr for CFB mode
versus CBC mode for all BCH codes

none n=7 n=31 n=31 n=31 n=63
k=4 k=26 k=186 k=11 k=45
t=1 t=1 £=3 k=5 £=3

v |28 | 2on | cmer | oot
n=127 | n=127 n=127

n=63 n=63
k=30 k=24 k=92 k=64 k=57 k=43
t=6 t= t=10 t=11 t=14

t=7 5

5.7.11 Effect of a speed increase

As was the case for the Gilbert model, a change in speed will
alter the average length of the error clusters and exror-free runs.
This will have an impact on the DBER , as explained earlier in the
section on Gilbert model simulations. However, aside from the
expected increase in DBER as the BER increases, the results show
no unusual behaviour for these channels. This may be caused by the
fact that error clusters have a wider variety of density and length
for the Fritchman model, so that the overall effect of a change in
speed is less evident. However, there are not enough results to
reach a firm conclusion about this matter.

5.8 Bit interleaving in Fritchman’s fading channels

In this section, we examine the effect of bit interleaving on
the performance of binary BCH codes in fading channels. 2s
explained in chapter 4, interleaving attempts to remove channel
memory by breaking up error clusters and distributing bit errors
uniformly over time. It is important to emphasize that interleaving
does not change the channel BER; it merely redistributes bit
errors.

As a general rule, bit interleaving will only be effective in
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reducing the DBER over a fading channel when both of these
conditions are met:

a) the interleaving degree I must be high enough to remove
most of the channel memory (i.e. after interleaving, bit
errors should be uniformly distributed over time), and

b} the error correcting capability ¢ of the binary BCH code
must be high enough to ensure that it corrects more bit errors
in the interleaved channel than it generates as a result of
decoding failures (P,<p ).

If either one of these conditions is not met, the use of
interleaving will lead to a net increase in the bDBER .

The need for the first condition was seen earlier from the
simulation runs over Fritchman or Gilbert model channels. In many
instances, the BCH codes served no useful purpose because the
density of bit errors in error clusters was too high for the code
to handle. By breaking up clusters, interleaving increases the
probability that a codeword will be able to correct errors {i.e. it
increases the probability that the number of bit errors will be
less or equal to t).

The second condition is necessary because of the avalanche
effect of binary BCH codes. From the simulation results over
memoryless BSC, it became apparent that beyond a given channel BER,
all binary BCH codes result in a P, > P,. This occurs because, as
the BER increases, the number of bit errors introduced by the code
(as a result of a decoding failure) eventually becomes higher than
the number of channel bit errors corrected by the code. Since
interleaving transforms a fading channel into a memoryless one, it
is necessary to ensure that the code will lead to a net reduction
in the DBER in the equivalent memoryless channel of a given BER.
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5.8.1 Effect of bit interleaving on channel memory

It was demonstrated in chapter 2 that the autocorrelation
function provides a useful measure of channel memory. The function
is also useful in determining the interleaving degree required to
remove this memory (i.e. break up error clusters and distribute bit
errors uniformly). As a general rule, the lowest value of for
which &(k) =BER is the minimum interleaving degree required to
remove all channel memory since it indicates the point where the
correlation of the error sequence falls to its minimum value.

From figures C.4 and C.5 of annex C, it is clear that an
interleaving degree of 1 = 300 should remove all the memory for
all Fritchman model channels. For r = 25, none of channels will
have their error clusters completely broken up but r = 100 should
achieve this for some channels.

Recall from chapter 4 that the ‘equivalent channel’ refers to
the distribution of bit errors perceived by an interleaved code.
For example, if the first three codewords of a (7,4,1) code are as

follows,
q: = {1,100 20000y 5]
G =120 i Gyl
C3 = {CJ'IJCJ.E, ey C3,7}

and the sequence representing the effect of the channel is given by
€= {e,e,...,05]

an interleaving degree of r1=3 will lead to the de-interleaved

codewords (at the receiver) having this form:

2
G = ey +ey, 01 000 000000 tey)
Al

t_:.‘a’ = {1482, 0, %05, 400, Ca q 00}
T e N TR RAL Y

As a result, the 'equivalent channel’ perceived by the
interleaved codewords has this form:

= =
Blm e, vy 08 00,8, 8,0, 8]
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This sequence can 2asily be generacad during simulat ions tl.e,
by XOR-ing the de-interleaved codewords at the receiver with the
original codewords before interleaving). Having done this, the
autocorrelation function of the equivalent channel can be
calculated., This allows us to determine to what extent channel
memory has been removed, Figure 5.48 and Figure 5.49 illustrate the
autocorrelation functions for channels OP1 {open area,
BER = 0.00897) and SUH (suburban area, BER = 0.08920) with 1 = 1
(original channel) and I =25, 100 and 300 ({the equivalent
channels)® for n = 31. The reduction in channel memory as a
result of using bit interleaving is evident.

¥ The autocorrelation function was calculated based on a

200,000 bits sample from the channel file,
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Autocorrelation Function of OP1 Channel for Varlous
Interleaving Degrees
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Figure 5.48: Autocorrelation function for 0OP1 channel with I
25, 100 and 300.
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Autocorrelation Function of SUH Channel for Various
Interleaving Degrees
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Figure 5.49: Autocorrelation function for SUH channel with I = 1,

25, 100 and 300.
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Autocorrelation Function of SUH Channel for | = 1, 25
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Figure 5.50: Autocorrelation function for SUH channel with I =1
and 25.
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Figure 5.50 shows the autocorrelation function of channel SUH
for r =1 and I = 25, over a shift range of 800 bits. Although
the sharp initial decrease for 1 = 25 indicates a significant
reduction in the degree of channel memory, the use of interleaving
has resulted in a train of periodic impulses at intervals of 31
bits. This behaviour was also apparent for 1 = 100 and 1 = 300,
for all channels. The reason behind this peculiar behaviour can be
explained as follows: consider the case where I = 3 and where the
first three (7,4,1) codewords are transmitted over the channel with
this bit sequence:

§={0011000I3Iicco000iioooo0}
The adjacent bits in each error burst are flagged so that their
relative position in the equivalent channel can easily be seen:

& ={01oioiocooiooioloiocoo)
Note that for the first burst, the error bits are separated by 13
bit intervals after interleaving. For the second burst, they are
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respectively 6 and 7 bit intervals apart. For the last burst, there
are 7 bit intervals between the error bits. It can easily be
verified that the adjacent bits for any combination of error bursts
will be separated by a multiple of n bit intervals (plus or minus
one) where n 1is the length of the codeword. Hence, if the
autocorrelation of the equivalent channel is carried ocut, one would
expect that function @®(k) will have sharp peaks when k is close
to a multiple of n. This is precisely what is happening in
Figure 5.50, where the impulses appear at intervals of 31 bits
gince the equivalent channel was derived from the (31,16,3) code.

These impulses in @ (k) indicate that bit errors have a strong
tendency to be separated by exactly n bit intervals. For an
(n,k,t) code, this implies that if, for instance, bit ¢; of the
third codeword is corrupted by a channel error, bit ¢y of the
fourth codeword will also be corrupted with a high probability
(j<n). For block codes, the exact position of a bit error in a
codeword is irrelevant; as long as a codeword containg t or less
such errors, they will be corrected. Hence, the presence of these
impulses in the autocorrelation function does not affect the code

performance in any way.
5.8.2 Simulation results for bit interleaving

Simulations were carried out over the fading channels
represented by the Fritchman model for all three codes of length
n = 31, The interleaving degrees selected were 1, 25, 100 and 300
bits. The latter was selected as a maximum since it represents a
delay of 30 ms in a digital channel with a transmission rate of 10
kbps; a longer delay is seldom acceptable in commercial voice
applications. Simulations were done for OFB mode and CBC mode
{(lowest and highest error propagation respectively). The simulation
results are presented in annex B, in tables B.93 to B.98
inclusively (starting at page 291).
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Bit Interleaving for OFB Mode Over Fading Channels
DBER (Fritchman Model) With BCH Code (31.26,1)
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Figure 5.51: Bit interleaving for OFB mode with (31,26,1) code

Bit Interleaving for CBC Mode Over Fading Channsls
DBER (Fritchman Modsl) With BCH Code (31,26,1)
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Figure 5.52: Bit interleaving for CBC mode with (31,26,1) code
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For the (31,26,1) code, it can be seen that interleaving is
only effective for the channel of BER = 0.0039%88 (SUl). For both
cipher modes, it is effective only for a BER s 0.0075. Recall that
table 5.2 (page 1435} indicates that for this code, ~£,sp, for
BER s 0.00471. Furthermore, the bpBer for I of 100 or 300 is only
marginally lower than for 71 = 25. Hence, little is gained in
exchange for the increased delay. The graphs for the (31,26,1) code
irdicate clearly the need to ensure that the channel BER is lower
than the maximum value p,, for which the code will result in a
P, s P, . Since the second condition required for interleaving to be
effective is not met for all channels of BER = 0.0075, its use
leads to a net increase in the pBErR for these links.

Figure 5.53 and Figure 5.54 illustrate the effect of
interleaving on the performance of the (31,16,3) code for OFB and
CBC modes respectively. For both modes, interleaving is effective
up to a channel BER of about 0.07. For the (31,16,3) code,
Py = 0.0623. Also, for the low noise channels, the Dser
decreases significantly as the interleaving degree increases. This
is simply because a high value of 1 will generally break up error
clusters more uniformly, thereby decreasing the decoding failure
probability bp.. However, as the channel BER increases, the

reduction in DBER as I increases becomes much less important.
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Bit Interleaving for OFB Mode Over Fading Channsls
DBER (Fritchman Modsel) With BCH Code (31,16,3)
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Figure 5.53: Bit interleaving for OFB mode with (31,16,3) code

Bit Interleaving for CBC Mode Over Fading Channels
DBER (Fritchman Model) With BCH Code (31,16,3)
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Figure 5.54: Bit interleaving for CBC mode with (31,16,3) code
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For channel OP1 (open area with BER = 0.00897), an interesting
situation arises. It seems that I = 25 is a bad choice since it
leads to a bDBER which is higher than the bpBer for channel SU2
(suburban with BER = 0.01457) for both cipher modes. For 1 = 100,
the pBer is lower for OPl than SU2 but it is still higher than it
should be. However, for 1 = 300, the bpBer of OPl is consistent
with the slope of the curves of pBer versus BER. Recall from table
5.18 that the average cluster length for OPl is 37 bits, as opposed
to 19 bics for SU2. Hence, 1 = 25 is clearly insufficient to break
up the error clusters. This illustrates the fact that the
interleaving degree must be selected as high as possible in order
to maximize the probability that all error clusters will be broken
up, independently of the channel conditions which control the
average cluster length (i.e. urban density, mobile unit speed,

etc).

For Figure 5.55 and Figure 5.56 of the (31,11,5) code, the
effect of interleaving is even more dramatic. Its use results in a
net reduction in DBER for all channels except for the noisiest
link (HIG), whose BER = 0.1605. Note that for the (31,11,5) code,
Puay = 0.145,
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Bit Interleaving for OFB Mode Over Fading Channels
DBER (Fritchman Model) With BCH Cods (31,115)
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Pigure 5.55: Bit interleaving for OFB mode with (31,11,5) code

Bit Interleaving for CBC Mode Over Fading Channels
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Figure 5.56: Bit interleaving for CBC mode with (31,11,5) code
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From all results of this section, we can conclude that, the
lower the code rate is, the more effective interleaving is likely
to be. This is to be expected since a reduction in the rate =&
corresponds to an increase in the error correcting capability «¢.
Hence, a code with a low rate can tolerate more memory {i.e.
partially broken clusters resulting from a low value of 1) and
still lead to a net reduction in the DBER.

The validity of the two conditions required to ensure that
interleaving will be effective has also been verified; interleaving
will only be effective when the interleaving degree is high enough
to remove most of the channel memory and when the channel BER is
lower or equal to p,, for the code being used (so that p,<p,).

Finally, it is necessary to use the highest possible value of
I in order to minimize the possibility that the interleaving
degree will be lead to an ineffective redistribution of bit errors.

5.9 Conclusion

In this chapter, analytical expressions predicting the bDBER
performance of stream and block cipher modes over memoryless BSC
were derived. These were shown to be in agreement with results
obtained by computer simulations. The observations based on the
simulation results over BSC and fading channels are summarized

below.

The following observations were common to all three channel
types (BSC, Gilbert and Fritchman model channels):

1) The ranking of bDBER performance from best to worst is OFB,
ECB, CFB and CBEC mode.
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2) short codes outperform longer ones (same rate) beyond a
given channel BER but this is not as consistently true for the
Fritchman model as it was for the Gilbert model (because of
shorter, less dense error clusters) or for the BSC.

3) Increasing n and k (fixed code rate) is more effective in
reducing the bDBER of ECB, CBC and CFB modes than it is for
OFB mode.

4) Decreasing the code rate (fixed n) is more effective in
reducing the pBER of OFB mode than it is for the other three
modes.

§) Because of chaining of adjacent encrypted blocks (or words)
the DBER of CFB and CBC modes is consistently higher than
that of ECB mode under similar coding and channel conditions.

6) The use of BCH codes tends to magnify the % difference in
DBER of CBC mode relative to ECB mode:

a) Increasing n (fixed rate) or decreasing R (fixed n)
is less effective in reducing the pBER of CBC mode than
it is for ECB mode.

b) For CFB mode, there is no discernible pattern. Some
codes appear to perform better for CFB mode than for ECB
mode and vice-versa.

7) CFB mode is consistently superior to CBC mode. The only
exception is for &k = 64, where CBC outperforms CFB mode.
Furthermore, increasing n (fixed code rate) is slightly more
efficient in reducing the pBER of CFB mode than it is for CBC
mode but there are exceptions to this (kx = 16, 64).
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8) The avalanche effect of binary BCH codes (i.e. p,> p, ) is

apparent for OFB mode.

9) For ECB and CBC modes, the pBer decreases as the code is
changed from (127,64,10) to (127,57,11). For CFB mode over the
Fritchman model channel, it decreases (like the BSC but unlike
the Gilbert channel) but not as much as for OFB mode under the

same conditions.

10) For ECB, CBC and CFB modes, the bDBer is slightly
dependent on the specific data sequence transmitted and on the
DES key used. The DBER of OFB mode is completely independent
of both.

These observations are common to the Fritchman model channels
and the Gilbert model channels but are different than for the
memoryless BSC:

11) The avalanche effect of BCH codes is visible for ECB, CBC
and CFB modes (P,>p,) but to a lesser extent for the
Fritchman model than for the Gilbert model channels (none is
apparent for the BSC).

12) For fading channel, it is possible to encounter instances
where the DBER decreases as the BER increases when error
clusters become more frequent but shorter. This never occurs
for memoryless BSC.

13) A speed increase generally results in error clusters
becoming shorter and more frequent for fading channels, which
may lead to an increase or decrease in the pBEr for ECB, CBC
and CFB block cipher modes. The bDBER will increase if the
increase in the number of cipher blocks being corrupted
(because of more frequent error clusters) is higher than the
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decrease in the number of cipher blocks being corrupted
(because of shorter error clusters). For memoryless BSC, a
speed change has no effect on the BER.

The following observations for the Fritchman model fading
channel were different than those of the Gilbert model fading
channel:

14) For the Fritchman model, the error cluster length
increases as urban density or unit speed increases, in
contrast to the Gilbert model. This may be due in part to the
fact that error clusters become more frequent and more dense
as density (or speed) increases, leading to more clusters-
being merged into one by the program calculating the average
length.

15) Clusters are not as well defined (i.e. more variation in
the cluster length) and do not occur as regularly for the
Fritchman model as is the case for the Gilbert model. This
results in the former having generally less memory than a
Gilbert model channel of corresponding BER. As a result of
this, the following additional differences appear:

a) Binary BCH codes perform better (i.e. lead to a lower
DBER) on Fritchman model channels than on a channel
generated by the Gilbert model.

b) The ratio %gﬁi is higher for the Fritchman model than

the Gilbert model, under similar coding and channel
conditions.

¢) The % difference in bDBER for ECB, CBC and CFB modes
versus OFB mode is higher for the Fritchman model than
for the Gilbert model channel.
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Finally, it was observed that bit interleaving over fading
channels will only be effective when the interleaving degree is
high enough to remove most of the channel memory and when the
channel BER is lower or equal to p,, for the code being used (so

that #p, <P, ).
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Chapter 6

Conclusions and recommendations

In this chapter, the scope of this thesis and the results and
conclusions reached in this work are summarized. This is followed
by a series of recommendations for future research work in the
domain of cryptography applied to digital mobile communication
channels.

6.1 Thesis summary

The main objective of this work was to determine the impact of
various encryption systems, based on the Data Encryption Standard,
on the bit error rate at the receiver after decryption (DBER) in a
digital mobile communication channel. The ability of errorx
correcting codes and of bit interleaving to correct channel errors
for the various DES block and stream cipher modes was examined in
detail.

Chapter 2 provided a comprehensive review of the
characteristics of digital mobile communication channels. The
models used to simulate such communication links were also
discussed in that chapter. Chapter 3 described important aspects of
cryptographic theory and examined the advantages and disadvantages
of the four DES-based cipher modes used in this work. Chapter 4
covered briefly the theory of linear block codes in general and the
properties of binary BCH codes in particular. The technique of bit
interleaving was also discussed. In chapter 5, a theoretical
analysis of the error propagation characteristics of the c¢ipher
modes was carried out. This was followed by an analysis of computer
simulation results. The main observations and conclusion reached in
that chapter are reiterated below.
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The results mentioned earlier in this work make it clear that
the use of cryptographic systems in a communication channel may
lead to a significant degree of cryptogravhic degradation (i.e.
error propagation). These additional bit errors will often
transform a marginally acceptable link into a useless one. Hence,
error control techniques such as forward error <orrection coding
must be used to reduce the effect of the additional degradation.

Binary BCH codes proved to be reasonably effective in
correcting errors for all four cipher modes of DES. However, the
performance of these codes over fading channels was shown to be
significantly lower than for memoryless links. Nevertheless, the
use of bit interleaving enhances the code performance over fading
links. In some cases, the use of binary BCH codes leads to a DBER
which is higher than if no coding is used. For noisy links, short
codes almost invariably outperformed longer codes for the same code
rate.

For block encryption systems ({i.e. ECB and CBC mode), the
number of information bits &k for an (n.k,t} block code has a
significant impact on the ability of the code to correct errors. It
was seen that a value of k which is divisible into » without
remainder usually leads to the best code performance. For stream
cipher systems (i.e. OFB and CFB modes) the value cf k is less
important since these modes do not have clearly defined block
boundaries.

For ECB, CBC and CFB modes, the DBEr is dependent on the
average number of codewords required to encode a full block of w
encrypted bits. For CFB mode, this value is sometimes different
than for the other two modes because the block boundaries are not
clearly defined for that stream cipher mode. For OFB mode,
encrypted bits are processed individually and independently so that
the pBER depends only on the probability of a codeword decoding
failure.
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It was seen that binary BCH codes are usually most efficient
for OFB mode (which experiences no error propagation), followed by
ECB mode. Because of the chaining of adjacent encrypted blocks (or
words), binary BCH codes are less efficient for CBC and CFB mode
than for ECB mode. For all channel types, it was apparent that
increasing n and k, for a fixed code rate R, is more effective in
reducing the DBER of ECB, CBC and CFB modes than for OFB mode. By
contrast, reducing the code rate R, with fixed blocklength n,

proved to be more effective in reducing the pBer of OFB mode than
for the other modes.

The gimulation results indicate that Cipher Block Chaining
mode has the highest degree of error propagation, followed by
Cipher FeedBack mode, Electronic Code Book mode and Output FeedBack
mode, in that order. These observations were consistent for both
fading and memoryless channels, over the entire channel BER range,
and for most binary BCH codes. This indicates that error
propagation characteristics are mostly inherent to these systems as
opposed to being determined by the channel or coding conditions.

Bit interleaving is an effective way to reduce the unwanted
effects of channel memory. However, it leads to an improved code
performance (i.e. lower pser) only when the interleaving degree I
is high enough to remove most of the channel memory and when the
error correcting capability ¢t of the code is high enough to lead
to a net reduction in the DBER over the interleaved channel
(P, <Pp,). If either one of these conditions is not met,

interleaving may lead to an increase in the DBER.
6.2 Recommendations for further research
As is oftan the case in a work of this nature, a few questions

were answered, wany more remain unresolved and new questions were
raised. In this section, some areas which would benefit from

228



further research work are discussed briefly.

1) It was mentioned in chapter 2 that the use of a renewal
model to represent a non-renewal channel process may lead to
the simulation results being slightly more optimistic (i.e.
lower pBer) than one should expect in a real channel. Because
of time and space limitations, this factor was not analyzed in
this work. It is possible to assess the impact of that factor
without having to resort to statistical modelling of the
multi-gap distribution. This can be done by comparing the
performance of codes over the error sequence (i.e,. channel
file) measured in a real channel and comparing it to the code
performance over error sequences simulated by the renewal

model!.

2) Block codes appear to be naturally well suited for
operation with cipher modes which have clearly defined
encrypted block boundaries (i.e. ECB and CBC modes). But they
are not as efficient for CFB mode, where the block boundaries
change at each bit period. One might then wonder if
convolutional codes might not prove to be more effective for
CFB mode than block codes of comparable error correcting

capability.

3} Reed-Solomon codes are maximal distance codes which are
well suited for operation over fading channels where errors
tend to cluster. As a result, their performance over fading
links simulated by the Gilbert or Fritchman models is of
interest and warrants further investigation.

4) Similarly, the effectiveness of code concatenation for the
four DES c¢ipher modes over fading channels needs to be

! Where the parameters of the model are based on the error
sequence measured over the real channel.

229



assessed. As mentioned earlier, block codes are not optimal
for stream cipher mode CFB. Hence, one might expect that
concatenation of convolutional codes with block codes or of
binary block c¢odes and non-binary block codes will lead to
significant differences in the pBer performance for the stream
and block cipher modes.

5) The need to preserve bandwidth and optimize the data
throughput over a channel has led to the widespread use of
source coding systems. Since source decoding at the receiver
would necessarily follow the decryption system, it appears
that channel errors propagated by the decryption operation
would lead to further error propagation in the source decoder.
On the other hand, data compression results in less data bits
being transmitted and hence less possibhilities for decoding
failures. The relationship between these two factors and the
degree of error propagation inherent in different source
coding systems {e.g. vocoders, Code Excited Linear Predictors,
etc) needs to be analyzed in detail.

6) The impact of wvarying the mobile unit speed on the
performance of FEC codes has yet to be determined clearly. In
order to minimize the effect of other factors (such as varying
urban density, terrain features, etc), error sequences must be
experimentally measured for a mobile unit travelling over the
same road but at different speeds. Channel models can then be
constructed for each error sequence. The simulation results
obtained over these (simulated) channels should lead to more
detailed observations and conclusions than was possible in
this work.

7) The development of analytical expressions to predict the
DBER performance of CFB mode would provide additional insight
on the effectiveness of FEC codes for this cipher system. It
would also allow a more detailed comparison with other modes
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such as ECB or 7TRBC.

8) Finally, the performance of CFB mode versus ECB and CBC
modes has to be explored in more detail in order to reach more

detailed observation and conclusions than was possible in this

work.

There are many more worthwhile subjects of study than were
mentioned above. In any event, the growing demand for mobile
communications equipment and the corresponding need for encryption
systems will ensure the relevance of any research endeavour in this

field.



Annex A

Supplemental graphs of the simulation results

A.l Introduction

This annex contains additional graphs based on the simulation
results shown in annex B. These graphs are referred to in chapter

5.

A.2 Graphs for simulations over BSC

OFB Mode Over a BSC With BCH Codes (n = 31)
DBER
100 - none
E —>-{31,26,1)
101 - —+—(31,16,3)
'? —~(31,11,5)
102 ]
3 -
10 =
1075 ]
rrreT T | ! e
107% 1073 1072 1071 10°
CHANNEL BER

Figure A.l: OFB mode over BSC with BCH coding (n = 31).
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OFB Mode Over & BSC With BCH Codes (n = 83)
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Figure A.2: OFB mode over BSC with BCH coding (n = 63).
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Figure A.3: OFB mode over BSC with BCH coding (n = 127).
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ECB Mode Over a BSC With BCH Codes (n = 15)
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Figure A.4: ECB mode over BSC with BCH coding (n = 15).
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Figure A.5: ECB mode over BSC with BCH coding (n = 31).
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ECB Mode Over a BSC With BCH Codes (n = 63)
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Figure A.6: ECB mode over BSC with BCH coding (n = 63).

CBC Over a BSC With BCH Codes (R = 0.75)
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Figure A.7: CBC mode over BSC with BCH coding (R = 0.753).
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CBC Mode Over a BSC With BCH Codes (R = 0.50)
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Figure A.8: CBC mode over BSC with BCH coding (R = 0.50).

CBC Mode Over a BSC With BCH Codes (R = 0.33)
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Figure A.9: CBC mode over BSC with BCH coding (R = 0.33).
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CFB Mode Over a BSC With BCH Codes (R = 0.75)
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Figure A.10: CFB mode over BSC with BCH coding (R = 0.75).
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Figure A.1ll: CFB mode over BSC with BCH coding (R = 0.50).
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CFB Mode Over a BSC With BCH Codes (R = 0.33)
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Figure A.12: CFB mode over BSC with BCH coding (R = 0.33).
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A.3 Graphs for simulations over Gilbert model channels
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Figure A.13: OFB mode over Gilbert model channels (R = 0.50)
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Figure A.14: OFB mode over Gilbert model channels (R = 0.33)
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ECB Mode Over Fading Channels for Varying Unit Speed

DBER {Gilbert Model) With BCH Codes (R = 0.50)
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Figure A.15: ECB mode over Gilbert model channels (R = 0.50)
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Figure A.16: ECB mode over Gilbert model channels (R = 0.33)
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OFB Mode Over Fading Channels (Gllbert Model) With
DBER BCH Code (63.24,7)
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Figure A.17: OFB mode over Gilbert model channels, (63,24,7) code

ECB Mode Over Fading Channels (giilbart Model) With
DBER BCH Code (63,24,7)
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Figure A.18: ECB mode over Gilbert model channels, (63,24,7) code
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A.4 Graphs for simulations over Fritchman model channels

OFB Mods Over Fading Channels (Fritchman Modsl) With

DBER BCH Codes (n = 127)
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Figure A.19: OFB mode over Fritchman model channels (n = 127)
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Figure A.20: ECB mode over Fritchman model channels (n = 127) 2
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Annex B

Simulation results

This annex contains a complete listing of the results of all
gsimulation runs carried out over the simulated channels. The
results shown here are analyzed and referred to in chapter 5 of the
thesis.

B.1 Simulation runs over binary symmetric channels

This section contains the experimental results of the
simulation runs carried out over all BSC in table form. All runs
involved the transmission cf a data file of 12.233 kbytes (97,864
bits). All channel files are 49 kbytes long (392,000 bits) in oxder
to accommodate the BCH code with the lowest rate.
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BER

0.000199
0.0004082
0.0007423
0.002064
0.004225
0.007895
0.02019
0.03977
0.07932
0.1009
0.2499
0.4995

(63,16,11)

6
0
0
0
0.
0
0
0
0

(127,92,5)

0
0.01798
0.1733
0.4373
0.4732
0.4905
0.5002

e ——— ettt e e ————————— e ———
e e e e —

(127,64,10)

e e ———————————————— —
Table B.3: OFB mode simulations over binary symmetric
channels with BCH coding

e e

0.0

[=ReNolela )
OO0 0O0O00O

0.001298
0.1429
0.2956
0.4912
0.5013

(127,57,11) (127,43,14)|

0.4991
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BER

0.000199
0.0004082
0.0007423
0.002064
0.004225
0.007895
0.02019
0.03977
0.07932
0.1009
0.2499
0.4995

(63,16,11)

. - L] L] - »
COO0O0OoOOOO0O

[=ReBolololoRol o)

0.006775
0.04413
0.5012
0.5007

Table B.6: ECB mode simulations over binary symmetric
chaznnels with BCH coding
e e

(127,92,5) | (127,64,10) | (127,57,11) | (127,43,14)
0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0

0.0 0.0 0.0 0.0
0.0013489 0.0 0.0 0.0
0.03097 0.0 0.0 0.9
0.2603 0.005967 0.00279 6.0
0.4879 0.2147 0.2499 0.07723
0.5044 0.3703 0.4304 0.2681
0.5 0.4992 0.5006 0.5017
0.5017 0.5 0.5013 0.5017
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e

Table B.9: CBC mode simulations over binary symmetric
channels with BCH coding
F BER (63,16,11) | (127,92,5) (127,64,10) | (127,57,11) (127,43,14)‘
0.000199 0.0 0.0 0.0 0.0 0.0
0.0004082 0.0 0.0 0.0 0.0 0.0
0.0007423 0.0 0.0 0.0 0.0 0.0
0.002064 0.0 0.0 0.0 0.0 0.0
0.004225 0.0 0.0 0.0 0.0 0.0
0.007895 0.0 0.001686 0.0 0.0 0.0
0.02019 0.0 0.03863 0.0 0.0 0.0
0.03977 0.0 6.3 0.01086 0.003627 0.0
0.07932 0.007929 0.4973 0.3205 0.2962 0.09775
0.1009 0.05485 0.5007 0.4577 0.4553 0.3143
0.2499 0.4992 0.4958 0.4987 0.4991 0.4991
0.4995 0.5011 0.4997 0.4989 0.5003 0.4992
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Table B.12: CFB mode simulations over binary symmetric
channels with BCH coding
e L N T AN T
BER (63,16,11) | (127,92,5) | (127,64,10) (127,57,11) | (127,43,14)
0.000199 0.0 0.0 0.0 0.0 0.0
0.0004082 0.0 0.0 0.0 0.0 0.0
0.0007423 0.0 0.0 0.0 0.0 0.0
0.002064 0.0 0.0 0.0 0.0 0.0
0.004225 0.0 0.0 0.0 0.0 0.0
0.007895 0.0 0.001604 0.0 c.0 0.0
0.02019 0.0 0.03209 0.0 0.0 0.0
0.03977 0.0 0.2625 0.0111 0.003014 0.0
0.07932 0.007837 0.4903 0.3284 0.2578 0.0824
0.1009 0.05423 0.5035 0.4592 0.433 0.2833
0.2499 0.4991 0.5001 0.4984 0.4977 0.4989
0.4995 0.4971 0.5013 0.4999 0.4987 0.4988

B.1.5 Relative performance of ECB, CBC, CFB modes versus OFB mode

The tables shown on the following pages

difference in bpBer for ECB, CBC and CFB modes

relative to OFB mode.

(for CBC):
DBER 5 - DBERygy

ADBER 5, = e
OFB

The formula has the same form for ECB or CFB mode.

denominator is zerxo, ADBER is set to zero.

illustrate the
(respectively)
The calculations involve the simulation
results listed earlier in this annex (sections B.1.l1 to B.1l.4). The
difference is given as a percentage, which is calculated as follows

x 100 (B-2)

If the
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H Table B.21: % Difference in pser for CFB mode relative to OFB

in a BSC for various BCH codes

e ——

BER (63,16,11) | (127,92,5) | (127,64,10)
0.000199 0.0 0.0 0.0
0.0004082 0.0 0.0 0.0
0.0007423 0.0 0.0 0.0
0.002064 0.0 0.0 0.0
0.004225 0.0 0. 0.0
0.007895 0.0 76.380 0.0
0.02019 0.0 78.476 0.0
0.03977 0.0 51.471 119.890
0.07932 490.136 12,120 73.115
0.1009 396.612 6.403 39.320
0.245%9 17.712 1.957 2.975
0.4995 -0.679 | 0.220 -0.358

B.l.s

(127,57,11)

[N rRaBolole]
OO0 00Oo

0.
132.203
80.406
46.482
1.323
-0.519

(127,43, 14)

Relative performance of CBC, CFB modes versus ECB mode

The tables on the following pages illustrate the difference in
DBER between CBC and CFB modes respectively, relative to ECB mode.
The calculations involve the simulation results listed earlier in
this annex (see sections B.l.1 to B.l1l.4).
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| S — = —
0.000199 0.0 0.0 0.0
0.0004082 0.0 0.0 0.0
0.0007423 0.0 0.0 0.0
0.002064 0.0 0.0 0.0
0.004225 0.0 0.0 0.0
0.007895 0.0 -4 .864 0.0
0.02019 0.0 -16.930 0.0
0.03977 0.0 -12.500 2.210
0.07932 -1.160 -1.408 2.465
0.1009 -1.130 0.560 0.328
0.2499 -0.020 0.060 ~-0.060
0.4995 -0.798 0.320 0.200

in a BSC for various BCH codes

Table B.30: % Difference in pser for CFB mode relative to CBC

OO0 O0OO0O
» * » » - -
QOO0 CO

0.0
-16.901
-12.964

-4.898
-0.281
-0.320

|~ _in a BSC for various BCH codes |
BER (63,16,11) | (127,92,5) | (127,64,10) | (127,57,11) | (127,43,14)

———— e s —

M
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B.l'a

Table B.31: Additional simulation runs for ECB, CBC and CFB
modes using the original DES key and new data over BSC

Additional simulations over BSC for the four DES cipher modes

T e ]
CIPHER channel ORIG. NEW ADBER

|___TyPE |  BER | _ oBeR | _ Dbeer | |

T L . B e |
ECB 0.000188 0.006734 0.006741 0.149
CBC 0.00019% 0.007071 0.007183 1.590
CFB 0.000199 0.007081 0.007000 -1.151
ECB 0.0004082 0.01312 0.012477 -4.905
CBC 0.0004082 0.01291 0.013365 3.528
CFB 0.0004082 0.01326 0.013417 1.181
ECB 0.0007423 0.02587 0.025474 -1.530
CBC 0.0007423 0.02644 0.025995 -1.682
CFB 0.0007423 0.02625 0.026915 2.533
ECB 0.002064 0.05578 0.055536 -0.437
CBC 0.002064 0.05594 0.055986 0.082
CFB 0.002064 0.05616 0.057069 1.619
ECB 0.004225 0.12 0.121025 0.854
CBC 0.004225 0.124 0.123794 ~0.166
CFB 0.004225 0.1238 0.124704 0.730
ECB 0.007895 0.2023 0.198919 -1.671
CBC 0.007895 0.2063 0.205663 -0.309 |
CFB 0.007895 0.2096 0.207298 -1.098
ECB 0.02019 0.367 0.367970 0.264
cBC 0.02019 0.3716 0.373549 0.524
CFB 0.02019 0.3702 0.370289 0.024
ECB 0.03977 0.4599 0.462346 0.532
CBC 0.03977 0.4649 0.459893 -1.077
CFB 0.03977 0.4654 0.467179 0.382
ECB 0.07932 0.4993 0.497609 ~0.339
CBC 0.07932 0.5003 0.497497 -0.560
CFB 0.07932 0.4976 0.500245 0.532
ECB 0.1009 0.4973 0.459080 0.358
CBC 0.1009 0.5003 0.499387 -0.183
CFB 0.1009 0.5005 0.497241 -0.651
ECB 0.2499 0.5023 0.501083 -0.242
CBC 0.2499 0.5003 0.499234 -0.213
CFB 0.2499 0.5009 0.500562 ~0.067
ECB 0.4995 0.5016 0.496066 -1.103
CBC 0.4995 0.4977 0.459346 0.331
CFB 0.4995 0.4997 0.500010 0.062
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Table B.32: Additional simulation runs for ECB, CBC and CFB
modes using a new DES key and the original data over BSC

T —
CIPHER channel ORIG. NEW ADBER
TYPE BER DBER DBER
#
ECB 0.000199 0.006734 0.006335 -5.920
CBC 0.000199 0.007071 0.007030 -0.578
CFB 0.000199 0.007081 0.006897 -2.594
ECB 0.0004082 0.01312 0.012129 -7.553
CBC 0.0004082 0.01291 0.013222 2.420
CFB 0.0004082 0.01326 0.013457 1.489
ECB 0.0007423 0.02587 0.024881 -3.821
CBC 0.0007423 0.02644 0.026230 -0.793
CFB 0.0007423 0.02625 0.026261 0.042
ECB 0.002064 0.05578 0.055311 -0.840
CBC 0.002064 0.05594 0.056936 1.781
CFB 0.002064 0.05616 0.057079 1.637
ECB 0.004225 0.12 0.120401 0.335
CBC 0.004225 0.124 0.125204 0.971
CFB 0.004225 0.1238 0.124397 0.482
ECE 0.007895 0.2023 0.201126 -0.580
CBC 0.007895 0.2063 0.205929 -0.180
CFB 0.007895 0.2096 0.207574 -0.967
ECB 0.02019 0.367 0.369247 0.612
CBC 0.02019 0.3716 0.374489 0.777
CFB 0.02019 0.3702 0.369063 -0.307
ECB 0.03977 0.4599 0.460844 0.205
CBC 0.03977 0.4649 0.463981 -0.198
CFB 0.03977 0.4654 0.463623 -0.382
ECB 0.07932 0.4993 0.4966638 -0.533
CBC 0.07932 0.5003 0.496802 -0.699
CFB 0.07932 0.4976 0.499275 0.337
ECB 0.1009 0.45973 0.499193 0.381
CBC 0.1008 0.5003 0.498600 -0.340
CFB 0.1009 0.5005 0.501145 0.129
I ECB 0.2499 0.5023 0.497394 -0.977
CBC 0.2499 0.5003 0.499510 -0.158
CFB 0.2499 0.5009 0.495678 -1.043
ECB 0.4995 0.5016 0.494584 ~-0.427
CBC 0.4995 0.4977 0.501512 0.766
Il CFB 0.4995 0.4997 0.499602 -0.020“
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B.2 Simulation runs over fading channels (Gilbert model)

This section contains the results of the simulations carried
out over fading channels of varying urban density and varying
mobile unit speed. The Gilbert model was used in all cases. See
annex C, starting at page 295 for a description of the model
parameters used and the channel autocorrelation function. All runs
involved the transmission of 12.333 kbytes of data. All channel
files are 50 kbytes long (500,000 bits) to accommodate the BCH code
with the lowest rate. In the tables of the following pages,
channels are identified as follows:

(o

OPL == Open area, low mobile unit speed (7.5 km/hr)

OPM == Open area, medium mobile unit speed (15 km/hr)

OPH == Open area, high mobile unit speed (30 km/hr)

SUB == Suburban area, mobile unit speed = 7.5 km/hr

LOW == Low density urban area, mobile unit speed = 7.5 km/hr
MED == Medium density urban area, mobile unit speed = 7.5 km/hr
HIG == High density urban area, mobile unit speed = 7.5 km/hr

M

All channel models are associated with a Rician signal power
distribution, except for the high density urban area channel (HIG)
which is represented by a Rayleigh distribution.

B.2.4 Output Feedback mode simulation results
The results of the simulation runs for OFB mode over fading

channels of varying urban and varying speed are shown on the
following pages.
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B.3 Simulation runs over fading channels (Fritchman model)

This section contains the results of the simulations carried
out over fading channels of varying urban density and varying
mobile unit speed. The Fritchman model was used in all cases. See
annex C for a description of the model parameters used and the
channel autocorrelation function. All runs involved the
transmission of 12.333 kbytes of data. All channel files are 50
kbytes long (500,000 bits) to accommodate the BCH code with the
lowest rate. In the tables of the following pages, channels are
identified as follows:

M

SUl1 == Suburban area (60 km/hr.)

OP1 == Open area (50 km/hr.)

§U2 == Suburban area (70 km/hr.)

URB == Urban area (50 km/hr.)

HIG == High density urban area (30 km/hr.)
SUL == Suburban area, low speed (80 km/hr.)
SUH == Suburban area, high speed (90 km/hr.)
OPL == Open area, low speed (50 km/hr.)

OPH == Open area, high speed (100 km/hr.)

ﬂ

B.3.1 oOutput Feedback mode simulation results

The results of the simulation runs for OFB mode over fading
channels of varying urban density and varying speed are shown on
the following pages.
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Annex C

Digital channel model parameters

In this annex, a description of the channel files used in the

simulations is provided. Relevant model parameters used to generate

these files are also given.

c.1 Memoryless binary symmetric channels

All channel files are 392,000 bits long.

Table C.1l: Memoryless binary symmetric channels, BER
and channel capacity
Theoretical Numbexr of Measured Calculated
BER bits in bit error capacity
(used by error out rate (BER) (based on
program Lo of 392,000 theoretical
make file) bits BER)
0.0002 78 0.0001990 0.997254
0.0004 160 0.0004082 0.994908
0.0008 291 0.0007423 0.980616
0.002 809 0.002064 0.979186
0.004 1656 0.004225 0.962378
0.008 3095 0.007895 0.932778
0.02 7916 0.02019 0.858559
0.04 15588 0.03977 0.757708
0.08 31094 0.07932 0.597821
0.10 39556 D.1009 0.531004
0.25 897969 0.2499 0.188722
0.50 195797 0.45995 0.0

The autocorrelation function for all these channels is an
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impulse at k = 0.

c.2

Fading channels based on the Gilbert model

All channel £files are 500,000 bits long.

The

model

parameters are derived from results by [39], as explained in
chaptexr 5.
Table C.2: Gilbert model parameters for fading channels
Channel Channel description Py Pobs p
label
ﬁ+“
OPL Gpen area, 0.999675 | 0.998110 0.10
speed = 7.5 km/hr
SUB Suburban area, D.999656 | 0.997921 0.20
speed = 7.5 km/hr
LOW Low density urban area, | 0.999600 | 0.997691 0.30
speed = 7.5 km/hr
MED Medium density urban 0.999404 | 0.997033 0.40
area, speed = 7.5 km/hr
HIG High density urban 0.999361 | 0.996540 0.50
area,
speed = 7.5 km/hr 1
=========f=— S S
OPM Open area, 0.999351 | 0.996226 0.20
speed = 15 km/hr
OFPH Open area, 0.998703 | 0.992381 0.30
speed = 30 km/hr
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Table C.3: Fading channels (Gilbert model) BER and capacity
Channel Theoretical Bits in Measured Calculated
Label BER Error out BER Capacity

of 500,000 (based on
bits theoretical
BER)
OPL 0.0146727 6979 0.01396 0.927365
SUB 0.0283946 15426 0.03085 0.892826
LOW 0.0442968 23943 0.04789 0.864115 I
MED 0.0669099 36013 0.07203 0.829159
HIG 0.0779458 41044 0.08209 0.834648
OPM 0.0293466 13316 0.02663 0.886335
OPH 0.0441357 22433 0.04487 0.855652

The capacity was calculated from equation (2-82) derived in
chapter 2 (page 66). The longest gap length considered was 200
bits.

The graphs shown on the next pages illustrate the
autocorrelation function for the above channels. It was calculated
from a 200,000 points sample from each channel file, with a maximum
time shift of 800 bits.
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Figure C.1: Autocorrelation function for fading channels (Gilbert
model) for different urban environments.
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Figure C.2: Autocorrelation function for fading channels (Gilbert
model) for varying mobile unit speeds. 297



The next graph illustrates the autocorrelation function for
channel OPH, based on a 300,000 bits sample and with a maximum time
shift of 2700 bits.

0.1000
0.0900
0.0800
0.0700
0.0600
0.0500
0.0400
0.0300
0.0200
0.0100
0.0000

R(X,X+

Autocorrelation Function For the Opsn Area Fading
Channel (Gilbert Model) With Unit Speed of 30 Kinfhr.

K)

Lol o by

I

BER

' S I |

T T T T T
0 400 800 1200 1600 2000 2400
OFFSET K IN BITS

Figure C.3: Long term autocorrelation function for Gilbert model

channel OPH.
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c.3 Fading channels based on the Fritchman model

All channel files are 500,000 bits long.
parameters are derived from results by [61].

-— e
I Table C.4: Fritchman model parameters for fading channels
*

The model

Label a, i a, B, a, B,
R R A R S R S—
SUl 0.551425 { 0.685453 | 0.314832 | 0.998711
orPl 0.556226 | 0.857084 | 0.096573 | 0.998904
SuU2 0.629742 | 0.643552 | 0.16154%9 | 0.997519
URB 0.566301 | 0.815557 | 0.107606 | 0.997096
HIG 0.729324 | 0.592677 | 0.119140 | 0.915145 | 0.014270 | 0.994939
SUL 0.646204 | 0.751814 | 0.026310 | 0.999231
| SUH 0.640335 | 0.743248 | 0.129841 | 0.950203 | 0.013075 | 0.997700
OPL 0.578578 | 0.841538 | 0.099554 | 0.998448
OPH 0.569142 | 0.860644 | 0.092019 | 0.996160
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Table C.5: Fading channels (Fritchman model) description,
BER and capacity

Urban,
30 km/hr
n = -78 dBm

Suburban
80 km/hr
n = -68 dBm

0.026922

0.02919

Label Channel Theo. Bits in | Measured | Capacity
description BER error BER (based
per on theo.
500,000 BER)
M
Sul Suburban 0.004063 1994 0.003988 0.97737
60 km/hr
n = =72 dBm
OPl Open 0.010828 4485 0.008970 0.955289
50 km/hr
n = -81 dBm
su2 Suburban 0.014905 7284 0.01457 0.938863
70 km/hr
n = -81 dBm
URB Urban 0.024721 12938 0.02588 0.898502
50 km/hr
n = -81 dBm
HIG High Dens. 0.162564 80259 0.1605 0.526088

0.922318

Suburban
90 km/hr

n = - 69 dBm

0.090885

0.014680

0.08920

0.01286

0.676383

0.93808

0.035228

0.03585

0.852485

In the above table n refers to the average signal power level

at the receiver. The capacity was calculated from equation (2-91)
derived in chapter 2 (page 68),
length of 2000 bits.

with a maximum error-free gap
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The following figures show the autocorrelation function
for the channels described in the preceding pages. It was
calculated from a 200,000 points sample from each channel file,
with a maximum shift of 800 bits.
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Figure C.4: Autocorrelation function for fading channels (Fritchman
model) for different Urban environments.

Autocorrelation Function of the Fritchman Models for the

R(X,X+K) Channels of Varying Unit Speed
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Figure C.5: Autocorrelation function for fading channels (Fritchman
model) for varying mobile unit speeds. 302




The next graph illustrates the autocorrelation function for
the channels OPl and SU2, based on a 300,000 bits sample with a
maximum shift of 2700 bits. Note that an artificial offset of 0.02
was added to all the Y-axis values for SU2 so that the twe curves
would not overlap.

Autocorrelation Function of Fritchman Models for
R(X,X+K) Channels of Varying Urban Density
0.050 -
0.045 _ SUBURBAN AREA (SU2)
0.040 —
0.035 — BER + 0,02
0.030 -
0025 - OPEN AREA (OP1)
0.020 —
0.015
0010 — “ BER
0.005 - '
0000 +———T——T 77T T T
0 400 800 1200 1600 2000 2400 2800
OFFSET K IN BITS

Figure C.6: Long term autocorrelation function for Fritchman model
channels OPl and SU2 (an artificial offset of 0.02 was added to the
Y-axis values of SU2 so that the curves would not overlap).
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