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Abstract

To support increasingly sophisticated sensors and resource-hungry applications with the
current-used Lithium-based batteries and to augment mobile computing power further,
the concept of the Cloudlet-based offloading is proposed which enables to migrate part
of application computing tasks from battery-limited low-capacity mobile elements to
the local edge. Such Cloudlet-based offloading technologies extend the provisioning of
computing and storage capabilities from remote Cloud Data Centers to the proximity
of end users via heterogeneous networks. However, Cloudlet-based offloading is required
to coordinate among User Equipment, inter-Cloudlet nodes and remote Cloud Data
Centers, which emerges new challenges and issues regarding how to enable Cloudlet-based
offloading in the context of mobile edge environment and how to achieve execution- and
energy-efficient offloading allocation under limited available resources.

In this dissertation, a Cloudlet-based Mobile Cloud offloading prototype is first pro-
posed. A mechanism for handling diverse computing resources is described; by adopting
it, idle public resources can be easily configured as additional computing capabilities in
the virtual resource pool. A fast deployment model is built to relieve the migration and
installation cost when adapting the platform. An energy-saving strategy is utilized to
reduce the consumption of computing resources. Security components are implemented
to protect sensitive information and block malicious attacks in the cloud.

Concerning the limited processing capability on the edge, a task-centric energy-aware
Cloudlet-based Mobile Cloud model is formulated. A Cloudlet task-based offloading
mechanism is proposed to achieve energy-aware offloading resource preparation and
scheduling on the Cloudlet. A Cloud task-centric scheduling algorithm is presented for
the green collaborative offloading processing between Cloudlet and remote Cloud.

Considering the dynamic and heterogeneity of the offloading environment, a hybrid
offloading model to solve the heterogeneous resource-constraint offloading issues on the
dynamic Cloudlets. A queue-based offloading framework is developed to formulate and
analyze the mixed migration-based and partition-based offloading behaviours on the
Cloudlet. The execution and energy-aware heterogeneous offloading resource allocation
problem is formalized and solved. A time series-based load prediction model is designed
on the Cloudlet to achieve fine-grain proactive resource allocation.

Regarding the mobility of User Equipment and the diverse priority of offloading tasks,
an edge-based mobility-aware offloading model is modeled to solve the intra-Cloudlet
offloading scheduling issue and inter-Cloudlet load-aware heterogeneous resource alloca-

tion issue. A priority-based queueing model is designed to formulate the intra-Cloudlet
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mobility-aware offloading scheduling problem, resolved by a heuristic solution. The
energy-aware inter-Cloudlet resource selection procedure is formalized in a mobility-aware
multi-site resource allocation model, which is further solved by lightweight dynamic load

balancing.
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Chapter 1

Introduction

The technological advancements in mobile devices in recent years have enabled users
to utilize sophisticated sensors and powerful computing capability ubiquitously. How-
ever, the compact size of the mobile elements restricts the battery lifespan and available
power to process resource-hungry computational tasks. To deal with this issue, the Mo-
bile Cloud offloading architecture was proposed, which leveraged high-end remote Cloud
resources to process the small size computational-intensive mobile tasks externally. The
Cloud Computing (CC) has been dramatically developed and widely deployed in the
last decade since it was formally defined and standardized [I190]. The softwarization and
virtualization technologies encapsulate resource management in a centralized manner,
which enables elastic and rapid provisioning of computational power, storage space, and
network resources throughout distributed locations. Due to the maturity of CC, CC’s
resources are promising to serve the emergence of diverse and sophisticated mobile ap-
plications, which are empowered by the revolution of mobile networks and the capacity
of User Equipment (UE). The novel Mobile Cloud Computing (MCC) framework differs
from the traditional CC paradigm — MCC visualizes service provisioning via a collec-
tion of mobile-aware computational and information utilities in the mobile computing
environment, concerning additional features and functionalities that include UE energy
consumption evaluation, location and interest awareness, wireless network cost calcula-
tion and trace prediction. The MCC paradigm integrates CC and Mobile Computing,
seeking to support cross-platform resource provisioning on a considerably reduced cost.

However, MCC suffers from long communication delay and limited backhaul band-
width due to its centralized architecture. Based on Moore’s Law, the computational

capability in UEs has drastically advanced, which in turn triggers resource-hungrier and



Introduction 2

delay-sensitiver applications ubiquitously realized in the current modern life. Besides,
the evolution of mobile networks has led to pervasive IoT sensors and massive communi-
cation data among the network channels. These trends appeal researchers to reconsider
the trade-off between computational gain and connection overhead when accommodating
the MCC techniques. The increasingly stringent task deadline and the vast amount of
data routed in the network yield revolutionary solutions that can provision CC services

and functions more efficiently.

Cloud Data Center

Backhaul Network

UE
- FogNode C P !

Layered Fog Network

Figure 1.1: Edge Computing Architecture

Concerning such challenges of MCC, the Mobile Edge concept model is emerging as a
feasible solution, which shifts the services from centralized CC to the distributed network
edge — into the vicinity of end-users. This trend in computing augments the increasing
number of UEs by harvesting computation and storage capacity via proximate access, as
shown in Figure|l.1l The first edge-based computational model was proposed in the work
[220] where the Cloudlet performs as the intermediate platform between UE and CC.
This central component extends CC services in a self-managed box, typically deployed
at the public edge areas accessible via the one-hop wireless connection. The Multi-
access Edge Computing (MEC) [152], initialized known as Mobile Edge Computing,
was initially standardized to offer CC services in base stations. Regarding the rapid
increasing of non-cellular volume, the default specification was accordingly renamed to

incorporate third-party open networks. The Fog Computing [30], as the name suggested,
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was proposed as another edge technology trying to provision services closer to UEs on
the ground than CC. Compared to MCC, the three edge-based techniques substantially
mitigate the end-to-end communication delay and backhaul network load. However, Edge
Computing (EC) is still in the infancy and how to realize its potential to support diverse
UEs and complex tasks in a large-scale context within time-constraint QoS makes the

edge-based efficient service provisioning an open research problem.

1.1 Motivation

Therefore, this thesis focuses on the execution- and energy-efficient offloading and
resource management issues on one of the edge techniques — the Cloudlet. The Cloudlet
typically performs as the edge hosts, which is integrated with Cloud-like virtualization
and could receive offloading requests via the cellular networks, local networks or exter-
nal networks under the coverage, and process offloading tasks in the residing virtual
instances.

The Cloudlet-based offloading framework can significantly reduce communication dis-
tance and achieve centralized resource management. However, enabling Cloudlet-based
energy-efficient offloading remains challenging. The bottleneck resides on the computing
and storage capability of the local Cloudlet. Also, although several studies have extended
the capability of Cloudlets during run-time by integrating public Cloud resources in a
pay-as-you-go manner, most of these current studies assume the offloading is processed
under a well-prepared homogeneous environment. In addition, the mobility of UEs may
introduce intermittent connectivity during offloading and cause unbalanced load among
multiple Cloudlets, which have been proved to be the root cause of offloading failure and
service downgrading, as shown in [7] and [259].

Overall speaking, the capacity on Cloudlets, the heterogeneity of environment and the
mobility of UE fundamentally influence the performance of Cloudlet-based offloading, in

terms of offloading execution time and energy cost on both UE and Cloudlet.

1.2 Objectives

This thesis focuses on the offloading and resource allocation in the context of Cloudlet-
based MCC. The main objectives of the thesis are to propose analytical models, design

and implement protocols and prototypes for execution- and energy-efficient offloading.
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Concerning the challenges mentioned in the motivation, the following research problems

are defined and investigated in this thesis.

e How to deploy an offloading-run-ready Cloudlet among different types of
computing resources in a hybrid environment? For offloading managers who
may not be familiar with the management of distributed systems, it is challenging
to make an offloading-run-ready environment among different types of computing
resources and network environments. In addition, the existing Cloudlets are mainly
implemented based on local resources. In this case, to end-users, the capabilities
available for provisioning are limited to the size of its local resource pool. This
is not in accordance with the essential characteristic of elasticity in Cloud Com-
puting, according to the definition from the National Institute of Standards and
Technology [190]. In addition, the issue related to Cloudlet energy consumption is
needed to be addressed, particularly for offloading applications that may require
relatively intensive resources to execute. Therefore, an energy-aware execution-
efficient Cloudlet-based hybrid offloading framework is required to tackle the details

of underground resource management and environment preparation.

e How to reduce the execution cost on Cloudlet and Cloud Resources?
The traditional device-centric Cloudlet schemes are restricted to passively tracing
the device-level mobility, performing the device-clone local offloading execution and
a one-on-one device-instance mapping on the remote Cloud. Thus, in the large-
scale multi-user offloading scenario, only a small portion of users can get access
to the local offloading resources while a considerable number of offloading requests
are rejected or forwarded to the remote Cloud datacenter. These offloading re-
quests may severely suffer from the long-distance communication overhead due to
the lack of local computing capability. Also, the traditional device-clone based re-
source management schemes produce unnecessary resource preparation overhead.
The overhead is introduced by preparing the task clones that are out of the lo-
cal user interests and are never triggered. Moreover, the device-instance-based
Cloud resource management is not energy-friendly as the Cloud cannot shutdown
scheduling policies due to the running device. In this case, a task-centric fine-grain
Cloudlet-based MCC system is required to optimize the utilization of Cloudlet re-

sources and reduce the energy cost on the Cloud with reasonable Quality of Service

(QoS).

e How to model the dynamic and heterogeneous environment and opti-
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mize offloading performance in such an environment? In several offload-
ing models, either partitioning-based task-level offloading [108] or migration-based
device-level offloading [220] is utilized as the only offloading protocol supported on
the homogeneous resources. As a result, these studies cannot adequately achieve
energy-efficient offloading in the real ofloading scenarios that involve heterogeneous
offloading methods, varying preparation overhead, and diverse offloading resources
on the Cloudlet. An analytical model is required to concern the proactive and

heterogeneous offloading and resource allocation issue.

e How to handle the UE mobility during offloading? Many efforts have re-
cently been made to address the mobility impacts on MEC-based offloading. These
studies have extended the offloading decision-making functionality with mobility
awareness, integrating strategies such as live migration, and multi-site load bal-
ancing. The migration-based work has focused on the connections between the
offloading virtual instance and the UE, trying to minimize the communication
distance [221] or optimize the communication path [206]. The load balancing ap-
proach, as in [I125] and [28§], targets the mobility issue in the multi-site offloading
scenario, seeking to improve offloading efficiency by balancing system load among
adjacent resources. Although the inter-Cloudlet mobility issue has been discussed,
as shown above, the intra-Cloudlet mobility-aware offloading scheduling issue is not
sufficiently concerned. The intra-Cloudlet power control study [I81] attempted to
dynamically adjust the transmission power of the Cloudlet based on the movements
of UEs to reduce the number of overall handovers, but the work did not tackle the
resource scheduling details. In terms of the intra-Cloudlet offloading scheduling
works, First In First Out (FIFO) or min-min heuristic processing is typically uti-
lized as the default queueing execution strategy, as in the M/M/c/K queue-based
work [242] and M/G/1 queue-based work [245]. However, these non-priority proto-
cols cannot adequately handle the heterogeneity in Cloudlet-based offloading that
involves different mobility patterns, varying task property, and diverse resource
capabilities. As a result, a large amount of offloading requests may be either im-
properly processed or unnecessarily rejected, due to the lack of prioritizing. A

mobility-aware priority-based offloading resource management scheme is needed.
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1.3 Contribution

Concerning such research problems mentioned in the objectives, the contribution of

this dissertation is summarized in this section.

e A survey and an overview of the state-of-the-art on energy-awareness in
the MCC-based offloading and related Green Cloud computing strate-
gies. It introduces an ample view over the elements that concern energy aspects
towards the profiling of applications and resources, partitioning of applications
tasks, and the actual decision-making procedures from the perspective of both mo-
bile devices and Cloud systems with discussions on simulation-based experimental
evaluations and implementation-based principles. The survey also develops further
on the actual open challenges in MCC, delineating the possible research directions

in the area.

e A Cloudlet-based multi-layered prototype for offloading in the MCC en-
vironment. A multi-layered local Cloudlet offloading scheme is proposed, which
takes the distributed simulation application as an offloading example, concerning
usability, elasticity, energy consumption, and fast deployment. Components are
designed and implemented to provide unlimited computing resources to end-users
by coordinating public computing resources during run-time. Energy-aware ele-
ments are utilized to reduce unnecessary energy cost from computing resources. A
deployment model is designed to accelerate the migration and deployment process
of the cloud offloading platform. In addition, the scheme contains functions for
job scheduling, monitoring, and a friendly web-based graphic interface to ease the

configuration, operation, and maintenance of the underlying system.

e A task-centric mobile Cloud-based system to enable energy-aware fine-
grained offloading. Compared to the conventional device-centric solutions, the
task-centric Cloudlet actively traces and analyses the local task execution and per-
form fine-grain task-level scheduling. The offloading resources can be scheduled
based on the priority of local task interest. This fine-grain task-level scheduling
can efficiently improve the throughput of the resource-restricted Cloudlet and re-
duce resource preparation delay. To our knowledge, there is no existing work on
the fine-grain Cloudlet-based resource management, which targets on the resource
limitation and preparation overhead issues on the Cloudlet and considers the task-

level energy-aware offloading collaborative scheduling on the Cloud. A task-centric
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Cloudlet-based offloading system is proposed to optimize the task-centric offload-
ing scheduling process. The system performs fine-grain resource preparation and
execution, considering energy efficiency, execution efficiency, scalability, security,
and availability issues. An energy-aware Cloudlet-caching offloading model is pro-
posed to handle the task-level offloading execution on the virtualized Cloudlet and
to optimize the Cloudlet processing throughput and mobile device offloading per-
formance. A Cloud-based task-centric scheduling model is designed for handling
the task-based offloading requests and further reduce the offloading energy cost of

the remote Cloud resources.

e An efficient and scalable proactive offloading model for sustainable Cloudlet
resource allocation in heterogeneous mobile Cloud environments. Com-
pared to the conventional Cloudlet-based solutions, the proposed offloading model
considers the heterogeneous offloading scenarios with different types of tasks, re-
sources, and mixed offloading methods. It can coordinate with Cloud resources and
perform partition-based offloading and migration-based offloading dynamically and
simultaneously according to the task load and QoS. In addition, the system is in-
tegrated with fine-grain load prediction components to achieve proactive resource
allocation, concerning the trend and seasonality of the task load. To our knowl-
edge, there is no existing work on the Cloudlet-based mixed offloading issue, which
targets the mixed offloading coordination and fine-grain load prediction. In this
part, a queueing-based hybrid Cloudlet model is proposed that enables the het-
erogeneous offloading behaviors. The model concerns the diversity of application
tasks, offloading resources, and offloading methods seeking to achieve fine-grain
QoS-aware energy and execution efficiency. The energy-aware deadline-constraint
heterogeneous offloading and resource allocation problem is formalized according
to the above queueing model. A Particle Swarm Optimization (PSO) heuristic is
proposed as the near-optimal solution. In addition, a SARIMA-based load pre-
diction model is designed on the Cloudlet system to achieve proactive offloading
resource allocation. The offloading algorithm can adjust the resources based on the

trend, seasonality, and fluctuation of the recorded load history for each task.

e A mobility-aware energy-efficient model for MEC-based offloading. It
concerns the intra- and inter-Cloudlet heterogeneous offloading process in a priority-
based queueing system, aimed at optimizing energy and execution efficiency under

time constraints while minimizing the number of offloading service rejections intro-
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duced by UE mobility. It concerns the mobility-aware priority-based scheduling and
multi-offloadee load balancing. In this part, a queueing-based network is proposed
to model and analyze mobility-aware heterogeneous offloading in the MEC. The
proposed model concerns the impacts of UE mobility, the heterogeneity of tasks,
and the dynamics of the system. The intra-Cloudlet mobility- and energy-aware
time-constraint heterogeneous offloading scheduling issue is formulated in the pri-
ority queueing model with different priority classes. A Particle Swarm heuristic is
designed to achieve the optimal or near-optimal task priority scheduling and server
utilization efficiency. The inter-Cloudlet resource selection procedure is modeled
in a mobility-aware multi-site resource allocation model, which is further solved by

lightweight dynamic load balancing.

1.4 Thesis Outline

The remainder of this thesis is organized as follows. In Chapter 2, general back-
ground knowledge regarding the topic is introduced with the taxonomy and survey of
the state-of-the-art. In Chapter 3, the Cloudlet-based multi-layered offloading prototype
is presented. In Chapter 4, the task-centric mobile Cloud-based system is described
to enable energy-aware fine-grained offloading. In Chapter 5, the efficient and scalable
proactive offloading model is demonstrated for sustainable Cloudlet resource allocation
in heterogeneous Mobile Cloud Environments. In Chapter 6, the mobility-aware energy-
efficient is proposed for MEC-based Offloading. In the end, Chapter 7 concludes the

thesis and directions for future research work are presented.



Chapter 2
Background and Literature Review

The constant demand for more sophisticated mobile devices has accentually propelled
the industry to produce technology advancements and promote sharp improvements in
the capabilities of mobile devices, as well as technology-support devices. Several reports,
such as the ones issued by Cisco Systems [129] [194], have demonstrated the rapid growth
in the hardware capacities of these devices in recent years. As an example of this steep
growth, a recently released mobile phone can easily outperform many static personal
computers in the past decade in terms of execution and communication efficiency. On
the other hand, these same pocket-size devices integrate more advanced sensors and
resource-hungry functions, as well as richer applications associated with such their func-
tionalities and capabilities. Unfortunately, improvements of the battery life-span have
not progressed as other parts; the battery of mobile devices is fundamentally limited to
the hardware layer. For instance, Lithium-based battery technologies [91] that proposed
ten years ago are still used nowadays while new graphene-based solutions [I61] may un-
likely launch on the market in the foreseeable future. As a result, several works have been
putting significant efforts on the development of software-layer optimizations to support
resource-hungry tasks so that they can execute on resource-constraint devices.

MCC rises in a convenient moment where it, in a simplistic viewpoint, intends to
handle the conflict between mobile applications and mobile devices. MCC envisions the
use of Cloud resources for the provisioning of external computing and storage utilities
to mobile entities. When dealing with the provisioning and allocation of distributed re-
sources, Grid computing [I31] has been as a prominent solution and a mature standard
for the dynamic control and management of processing and computing resources. The

Grid middleware defined standardized internal and external Application Programming
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Interface (API) and provided functions, such as security, resource management, infor-
mation queue, and data management. Since the approach of Grid is proposed, many
works [100, 87, 139, 20T, BI] endeavor to augment the mobile device capability and to
enable MCC offloading by leveraging Grid resources.

Even though studies have questioned the distinction between Grid and Cloud due
to their similar goals [233], [16], as well as the maturity [132] and performance [I13] of
Cloud Computing, we must point out that the Cloud suits well to offloading because it
enables customization, utilization, load balancing, scalability, and less energy consump-
tion when compared with previous standards [239, 215]. Therefore, Cloud Computing
can enable adequate service availability through its internal redundancy-based resource
scheduling frameworks; Amazon [I12] and Google [92] public Cloud infrastructures have
already included this feature to support services. In addition to the high availability,
Cloud Computing also grants elastic provisioning models [190]. These flexible service
models can particularly suit well to requirements on different granularities by varying
resource capabilities and management levels. As a result, when compared to other large-
scale systems, such as Cluster or Grid computing systems, CC stands out by genuinely
empowering real-time resource provisioning in a self-manageable pay-as-per-use man-
ner [10] 88| [132].

MCC then bridges Mobile and Cloud Computing through effective offloading. Cer-
tainly, connectivity and availability of communication channels play a fundamental role
in enabling this offloading as a promising alternative which outsources mobile application
tasks or parts of application components from mobile devices to external Cloud utilities.
Inevitably, together with offloading, a substantial amount of energy can be preserved on
mobile devices by alleviating computing loads from mobile elements. However, preserv-
ing energy can only be achieved if the communication channel management overhead is
observed and properly controlled. However, preserving energy can only be achieved if
the communication channel management overhead is observed and properly controlled.
Consequently, the life-span of the mobile devices can be prolonged without hurting their
mobility and portability.

Unfortunately, offloading-based energy reservation is not necessarily costless. The of-
floading process inevitably includes several issues that must be considered for achieving
improvement of performance or reduction of energy consumption. For instance, the pro-
cess of migrating application load might add computation and communication overhead,
extra energy consumption of the external resources, usability concerns on users and ap-

plications, or QoS requirements of applications and services. All these aspects influence,
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or even impede, achieving energy efficiency improvement during the task offloading ex-
ecution scenario. However, even truly maximizing energy reservation in mobile devices,
the offloading comes to the expense of Cloud resources, missing, at some extent, the
purpose of Green Computing [170]. As result, the scale of the urban environment where
mobile devices most likely reside incurs a high volume of offloading requests, exposing
and deepening issues involved with unattainable scheduling, imbalance, and management
costs, as well as inevitably increasing Cloud-side energy consumption.

The high interest in MCC have motivated the development of many works, so sev-
eral recent survey studies have collected and classified existing works, focusing on ar-
chitectural aspects, QoS constraints, augmentation of mobile device capabilities, and
decision-making policies. As for defining a general layout for MCC, some surveys have
regarded the overall challenges and general architectures of MCC [209] 208, 200, 238§].
Other surveys have observed MCC solutions that have targeted constraints on QoS [6].
Some other survey works have observed the Cloud-based augmentation of mobile ele-
ments [2], focused on computation and storage enhancement (”augmentation”) through
offloading [260], or they have concentrated on producing an understanding of proposed
policies and procedures on the decision-making process within the offloading [255]. Other
survey studies have centralized in the synergy of novel technologies with MCC, such as
Edge Computing [223], 224], IoT [I], and Big Data Stream Mobile Computing [I1], or
they have focused on scheduling and load balancing in Datacenters towards energy ef-
ficiency [149]. Contrary to these existing surveys, this study focuses on the particular
scope of sustainable computing; it provides an overview of the state-of-the-art on energy-
awareness in the MCC-based offloading and related Green Cloud computing strategies.
This survey thus classifies related works regarding the problematic models and strategies
of preserving the energy of mobile devices while giving a Cloud-based perspective on
energy preserving techniques.

As a result, this survey introduces an ample view over the elements that concern
energy aspects towards the profiling of applications and resources, partitioning of appli-
cations tasks, and the actual decision-making procedures from the perspective of both
mobile devices and Cloud systems with discussions on simulation-based experimental
evaluations and implementation-based principles. This work also develops further on the
actual open challenges in MCC, delineating the possible research directions in the area.
As described in Figure [2.1] this study splits Sustainable MCC in two major groups: (i)
one that concerns the works focused on promoting energy saving in mobile devices, rep-
resented by Energy-aware MCC in Figure 2.2 and (ii) another that concerns the related
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Figure 2.1: Sustainable Mobile Cloud Computing Interest Areas

approaches to contain energy consumption in Cloud resources, represented by Green CC.

The organization of the remaining sections is as follows. Section [2.1] introduces the
concept of MC and MCC systems by detailing the components of their architectures and
then illustrates the entire ofloading process in the scope of energy-aware MCC systems.
Section describes the existing Mobile device based works regarding the issue of en-
ergy reservation and tradeoffs. Section presents the revolution and solutions towards
Cloud-based energy-aware resource management. Section describes actual open chal-
lenges and presents future research directions. Finally, Section briefly summarizes

this survey study.

2.1 Background on Energy-aware Mobile Cloud Com-
puting

Even though offloading of computation and data may be considered a complemen-
tary feature to mobile computing systems, it has proven to become an essential tool
for increasing the autonomy of smart mobile devices and enabling the delivery of rich
applications. A thorough understanding of mobile computing and MCC Systems en-
ables an efficient design and implementation of offloading strategies, as well as awareness
of involved limitations. Therefore, this section presents a brief background on MCC,

including motivation, architecture, classification, and offloading basics.
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Figure 2.2: Energy-aware Mobile Cloud Computing in a Big Picture

2.1.1 Mobile Computing

Mobile Computing closely relates to Ubiquitous Computing, which initially originated
from works presented in the early 1990’s [241), 240]. These works were the first to delineate
ubiquitous computing, describing scenarios that have become common-place nowadays;
they also forecast the aggressive development of mobile hardware and introduced the
perception of everyday computing, which represents the unstructured technology-aided
activities of the daily routine of common individuals. Stemming from this concept,
we can easily conclude that Mobile Computing comprehends a combination of wireless
communication, mobility, and portability [130], 219].

These factors have been presented as the ones responsible for defining Mobile Com-
puting in its early years. Even in recent years, we can observe that this representation
still stands true for shaping challenges, motivations, and research works behind Mobile
Cloud Computing. When it comes to Smart Mobile Devices (SMDs) and MCC, a large

number of works, many listed in this survey study, showed the substantial importance
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and interest in exploring energy consumption in mobile environments.

Wireless Communication

Wireless communication technology is fundamental for enabling mobile systems and
permitting SMDs to have access to the Internet; on the other hand, it comprises the
major concern in realizing such systems due to the already-existing physical challenges
for maintaining connectivity and communication quality. In mobile systems, SMDs make
use of wireless communication, typically via Wireless Local Area Network (WLAN) or

Cellular network, to attach themselves to a stationary physical network.

Mobility

The free, independent movement of devices consists of the fundamental nature of Mo-
bile Computing, which refers to support network availability independent of the location,
as well as the physical displacement, of devices. As a vital requirement to enable mobil-
ity, SMDs usually need to follow protocols and conduct registration procedures whenever
entering new environments and areas of interest. Many protocols, such as communica-
tion handoff, have been developed as a way to minimize communication interruptions

and maintain connectivity as a much as possible.

Portability

In broad terms, portability is one of the critical factors in enabling mobility of devices.
The non-attachment of devices to a stationary power supply amplifies their independent
movement capabilities. Consequently, the use of batteries consists of the feature that
allows mobile devices to be carried around, directly enabling, at the same restricting,
mobility. The autonomy, lifespan, or charge of batteries immediately influences mobility,
as well as capabilities of SMDs. Portability unconditionally suffers from the lack of

continuous power source.

2.1.2 MCC System Components

Besides the three major features described in the previous section, heterogeneity is
also an inherent factor in MCC. Apart from the large, and growing, a variety of services
and applications, we can notice that the models, capacity, and behavior of SMDs, Cloud

servers, and network infrastructure differ widely. However, the elements that compose
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an MCC system, in terms of supporting offloading and device extensibility, are classified
into major categories: smart mobile devices, Cloudlets, a remote Cloud, and networking.
These elements play an essential role into MCC and must be considered when offloading

computation and data from devices.

Smart Mobile Devices

SMDs are the original motivators for designing and implementing MCC. In the whole
architecture, they are the entities with enhanced capabilities through offloading tech-
niques, and they are responsible for the original local task execution and data storage.
As described later in this study, a local execution is preferred when conditions indicate
that offloading to Cloudlets or remote Clouds cannot be performed efficiently, in terms of
computation gain, data storage, and energy consumption. Such conditions are dynamic
and dictated by evaluations obtained through profiling towards energy and computing
efficiency, which includes task patterns, computing capabilities, and the networking en-

vironment.

Cloudlets

Cloudlets are the unique, distinct components in the Cloudlet-based architectural
model. These elements in the model perform as local resource managers, responsible for
connecting local devices, executing offloading requests, and forwarding offloading tasks
to remote Cloud resources in case the specific local Cloudlet capabilities are insufficient.
Based on the granularity of offloading requests, Cloudlets are designed and implemented

differently to cater device-level offloading or thread-level offloading.

Remote Cloud

The remote Cloud primarily handles the offloading of task executions and data stor-
age, which might be forwarded from Cloudlets or directly forwarded by mobile elements.
Based on the definition presented in [190], a remote Cloud performs as a resource pool
that contains clones of all mobile tasks. This resource pool can also provide sufficient

“unlimited” computing capability to process different types of tasks.
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Networking

Networking plays a crucial role in defining the feasibility of offloading in the MCC
model. Mobile devices, Cloudlets, and Cloud resources present a considerable variability
of capacities, features, and configurations. This diversity, when it comes to the variety of
communication interfaces and means, promotes a diversity of connections among these

elements.

2.1.3 Taxonomy of Energy-aware MCC

The great motivator behind Energy-aware MCC comprehends SMDs becoming in-
creasingly more complex and powerful while recent batteries still being with low capacity.
In order to achieve portability and availability for mobile devices, ofloading has risen as
the most effective approach, always seeking to transfer the tasks from mobile elements to
externally accessible alternatives in the most efficient manner in the MCC architecture.

Based on the types of external offloading resources, the MCC offloading strategy
can be briefly categorized into Local MCC, Remote Cloud MCC, and Cloudlet MCC
respectively. As summarized in Table the local MCC, which consists of only local
mobile elements, leads to small overhead, but it is limited to its available computing
capability. The remote MCC ensures sufficient computing power, but it introduces the
long-distance communication that will lead to larger communication overhead. Subse-
quently, the Cloudlet MCC enhances both computing and communication efficiency, yet
it is restricted by the availability.

Table 2.1: MCC Deployment Model and Energy-aware Issues

Deployment Type Pros Cons
Local MCC LAN Level Latency Restricted Computing Resources
Low Communication Overhead Mobile Device Hotspot

Remote Cloud MCC Unlimited Computing Resource WAN Level Latency
High Computing Efficiency High Communication Overhead

Cloudlet-based MCC  Flexible Energy-aware Scheduling  High Scheduling Load
Low Latency Cloudlet Bottleneck
High Computing Efficiency
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Figure 2.3: Energy-aware Local Offloading MCC Deployment Model

Local MCC

As shown in Figure 2.3] in this deployment model, mobile devices in the local area
initiate and maintain a wireless ad hoc network to form a Mobile Ad Hoc Cloud. SMDs
can collaboratively help each other in ad hoc manner. Some designs have envisioned
offloading and task delegation into Mobile Ad Hoc Clouds [209], following the most recent
trends where MEC is implemented. This approach can drastically reduce communication
latency but faces more constrained scenarios due to limited SMD capabilities. Within the
network, idle mobile elements can provide the computing power for others. The devices
can either trigger the offloading process as resource requesters or execute offloading tasks

as resource vendors.

Remote Cloud MCC

The deployment model is based on remote public Cloud resources as described in
Figure [2.4] typically provided and maintained by public cloud service providers, such as
Amazon AWS, Google Cloud Platform, and Microsoft Azure. In order to enable task

offloading for mobile devices, virtual instances are established and mapped to mobile



Background and Literature Review 18

B\\\‘ (c®)) = @

©— A Cloud

\

. |ee

= —3 % Internet ~ ~ Cloud
N

B/ ) % @

- ) Cloud
Access Remote

Local Point Resources

Area

Figure 2.4: Energy-aware Remote Offloading MCC Deployment Model

users in an always-on mode. Each virtual instance hosts a virtual clone of the specific
user device, capable of receiving offloading tasks, scheduling offloading executions and
returning results via a proxy. Due to the data center based resource integration and
energy optimization technologies, the model based on remote resources can support “un-
limited” computing power and storage for the end mobile users and trivially outperform

the local-based counterpart in terms of computing efficiency.

Edge-based MCC

The concept of EC is motivated by MCC, which advocates deploying computing,
storage, and communication resources in the vicinity of UE at the edge instead of remote
CC. Provisioning CC services at the edge innovatively facilitates an intermediate layer
between UE and CC, which promotes tasks to be processed locally; contents to be cached,
prefetched and shared with the awareness of local context; raw data to be preprocessed
and filtered before forwarding to CC via backhaul networks. Such capabilities, in turn,
has fundamentally changed the way services are arranged, contents are delivered, and
data is analyzed when comparing to MCC, leading to higher QoS and less backhaul

network pressure.

EC General Architecture As shown in Figure [2.5] although edge technologies adapt
different deployment strategies, the EC architecture (MEC, Cloudlet, and Fog) typically
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Figure 2.5: Edge Computing Architecture

involves three main hierarchy in common: end UE, middle EC platform and remote
CC. UEs perform as service requesters that trigger computational tasks to be offloaded,
contents to be shared or delivered. The initiation of service requests necessitates fun-
damental decision-making from UE regarding W&W — whether to use edge or not and
which edge platform to connect, depending on factors such as network topology, UE
energy situation, and task partitioning dependency. The EC platform bridges UE and
remote CC, which sustains the capability to provide services locally and cooperate with
geographically distributed EC platforms and centralized CC. The functioning of the EC
platform accordingly involves two aspects — intra-edge service orchestration and inter-
edge coordination. The remote CC adapts the same principles as defined in [190] to fulfill

requirements forwarded from the edge.

Cloudlet The Cloudlet platform is shown in the yellow region in Figure [2.5] which per-
forms as a box-size DC in the local domain. The main focus on Cloudlet is to provision
Cloud services with crisp responsiveness and high quality. Concerning the communi-
cation overhead, especially the propagation and queueing delay, the Cloudlet server is
generally deployed one hop away from UEs at the Internet edge, which adopts a star-type
centralized topology to support high bandwidth wireless area network.

To alleviate the resource preparation delay introduced by virtualization, virtual ma-
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chine overlay [220] is commonly utilized to synchronize soft data between UE and Cloudlet,
which drastically reduces the cost on initializing base image. Another virtualization-
related concern is virtual machine migration, which plays a crucial role in supporting
seamless service provisioning. Unlike the remote CC that is connected with the back-
haul network and maintains literally 'unlimited’ resources, Cloudlet manages relatively
restricted resources and signal coverage. In this case, migration provides a novel solution
to balance the load between EC platforms and achieve UE mobility-awareness. Concern-
ing the potential fails introduced by mobility, live synchronization replica schemes are
generally adjusted to incrementally backup the soft overlay image so that interrupted

services can continue if intermittent connections occur.

Fog The Fog nodes are depicted in the green area in Figure [2.5] The concept of Fog is
first introduced by CISCO to address primarily IoT-related end-to-end services, which
enables resources and services to be distributed horizontally between service requesters
and service providers. Unlike the Cloudlet that relies on centralized servers, Fog nodes
can alternatively cooperate and support D2D-based service provisioning in a distributed
manner, which can substantially improve resource utilization efficiency and QoS.
However, the distributed network architectures require additional management costs
on different layers of the system. In the UE layer, the incentive to share individual re-
sources keeps the primary issue, which involves the design and implementation of pricing
and auction schemes, and security mechanisms. Big data analysis on the UE behaviors
can potentially discover possible resource providers and identify their corresponding trust
level. In the Fog node layer, the cooperation of inter-Fogs relies highly on the awareness
of the load and network context information among the Fog nodes, which demands real-
time monitoring and proper prediction. Such system information can be further utilized
to schedule the appropriate service provider and interrelated communication path via the
network function virtualization. To reduce the amount of transmitted data among Fogs,
caching and filtering protocols are commonly adapted to minimize the communication

overhead for downlink and uplink.

MEC MEC was defined and maintained by ETSI and ISG as an emerging technology
for 5G networks, shown in the red zone of Figure The MEC platform specifically
targets the edge service scenarios where service providers reside by cellular base stations
(BS) to offer the cloud services directly via the radio access network (RAN). The MEC

platform focuses on the open service provisioning issues at the edge, trying to integrate
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third-party members to afford computation, storage, and networking capabilities on the
platform level. Such accommodation drastically promotes local service enhancements
and alleviates core network congestions by shifting resource-rich cloud services to the
edge of RAN.

However, resource consolidation introduces new issues on different layers of the sys-
tem. For the UEs, due to the availability of multiple networks, network selection draws
increasing attention in the literature. The election strategies intensely depend on the
profiling of dynamic information on the network, requiring timely responsiveness and sat-
isfactory accuracy. Also, compared to the other wireless networks, RAN-based network
typically consumes more energy during data transmission, making the energy reservation
another impacting parameter in the network selection process. For the MEC servers, un-
like the Fog or Cloudlet that utilizes existing infrastructures, these centralized servers
are required to be first invested and configured at the edge, leading to the placement
problem. The initialization of MEC servers involves the evaluation of multi-dimension
variables such as price, coverage, and throughput to maximize the deployment profit.
Due to the usage of RAN, MEC servers are sensitive to UE mobility. Several individ-
ual mobility models are adapted to estimate the contract time between UE and MEC
servers, reducing the service failure rate. Besides the single mobility models, group mo-
bility patterns are investigated to predict possible load balancing actions in the decision

interval.

Comparison All of these technologies adapt hierarchical structures for resource pro-
visioning but are initially motivated by different interests. Cloudlet is designed initially
as a virtualized box that can support elastic resource provisioning similar to CC. The
concept of Fog is first realized for [oT scenarios, which concerns the distributed resource
sharing and horizontal processing in the multi-tie network systems. MEC is proposed
with the development of the next-generation cellular network that targets RAN-based
resource consolidation and open access issues.

In the remaining chapters, we use the term Cloudlet, as depicted in Figure to
refer to all MEC host counterparts in the edge environment, specifically targeting the

resource allocation issue on the MEC host layer.
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2.1.4 MCC-based Offloading

Understanding the major elements that compose the MCC environment and the es-
sential targeted destinations for energy-aware offloading, we dissect the offloading process
into three principal parts. First, in some general sense, offloading extends Remote Pro-
cedure Call (RPC) approach [27], which allows a program, or parts of a program, to run
across one or multiple communication networks. Differently from the traditional RPC
model, the MCC offloading primarily concentrates on maximizing energy reservation on
the mobile elements, which further introduces additional issues, such as coordinating
heterogeneous resources on the unstable network.

An entire MCC-based offloading process is suggested to be decoupled into three rela-
tively independent sub-tasks — partitioning, environment profiling, and decision&execution
respectively.

Task Partitioning

Offloading is performed at either the application level or device level based on the
diversity of applications and the size of the system. With respect to the application
requirements, tasks may involve specific-purpose equipment, which may be not available
in the Cloud resources, such as GPS, camera, and other sensors. In this case, offloading

cannot consider these mobile application tasks due to the lack of corresponding hardware
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and capabilities in the Cloudlet or remote Cloud MCC solutions. Also, for security
concerns, as shown in [226] and [262], applications with sensitive personal information
may not be offloaded to a third-party Cloud as a matter of preventing data loss or

inter-Cloud malicious attacks.

Profiling

Because of the nature of mobility, the networking and computing environments may
change immensely during application execution, under which the offloading efficiency
may also vary largely during run-time. In order to decrease the probability that offload-
ing overhead exceeds its benefits, during a certain interval, the execution environment
information is necessarily updated as references to make the real-time offloading schedul-
ing decision. The profiled information involves three aspects: the current task load, the
computing status of mobile devices and offloading resources, and the networking between
them.

Decision-making & Execution

This step consists of the final part in the offloading procedure, which makes the
distributed task scheduling decision from a global point of view. Although each task is
already partitioned, tagged, and profiled, the entire task set needs a global evaluation to
optimize the executions. This optimization consists of one the most extensively explored

aspect in recent works, listed in the following sections.
e Evaluation Model

As this work will describe in the subsequent sections, which summarily enlists recent
studies in Tables and 2.3, an MCC-based offloading approach cannot suit all mobile
applications; performance profoundly relies on the execution environments. However,
all these works share similar offloading fundamentals: reduction of application execu-
tion time and reservation of energy can be achieved if the computational gain and the
communication overhead are carefully considered and evaluated. We can then define, in
general terms, energy consumption involved with local processing and data transfers and
energy reservation, or gain, related to offloading.

Computational energy gain refers to the difference of computing capability between
the mobile device and the offloading destination resource for the targeting task set. Ac-
cording to the Dynamic Voltage and Frequency Scaling (DVFS) model, as in Formula



Background and Literature Review 24

Powerg,fs() = Powergqatic + Powergynamic = c* f %V« V (2.1)

where Powergqi. stands for the leakage power consumption and Powergynamic repre-
sents the dynamic power consumption in the scope of minimum CPU frequency and
maximum CPU frequency [f(min), f(max)], the computational energy gain during the

task execution interval At can be defined as in Formula 2.2

At
Ea(gain) = / (Powergyss(of fload) — Power g, ¢s(mobile))d(At) (2.2)
0

where Powerg,s(of fload) is the offloading resource power matrix and Power g, rs(mobile)
is the mobile device power matrix.

The calculation of communication overhead is even more complex due to the mix of
different communication media and transmission protocols. Given a simple client /server
based offloading application, The overall communication energy overhead from the per-
spective of the mobile device can be defined as in Formula [2.3}

E(cost) = E(upload) + E(download) + E(wait) + E(extra) (2.3)

where FE(upload) and E(download) calculates the energy utilized for uploading task
inputs and downloading process results that are highly related to the size of the task and
the real-time available bandwidth; F(wait) is the extra energy consumed by the mobile
device while waiting for the calculation results of the remote resource; E (extra) holds

the extra energy cost of the mobile device when maintaining the communication channel.
e Implementation Methodology

Profiled information is typically abstracted as different types of parameters in mathe-
matical models and the decision making process is to find the best value in these models.
Even computation-only offloading scenarios involve several parameters and factors that
substantially increase their modelling complexity. In more holistic approaches, energy,
computation, and mobility factors are accounted. New designs require more sophisticated
evaluation tools to implement and analyze different experiment scenarios to compare to
other works. Throughout the extensive study in this survey, we could observe that the
experimental-based comparison is typically oriented to two directions — simulation-based
and implementation-based, both of which concentrates on the calculation of the task

execution efficiency and device energy consumption.
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In simulation-based studies, the evaluation typically deploys simulators to support
the targeting experiment scenarios. The mobile simulators, such as OMNet++ [234] and
ONE [I60], are utilized to investigate local mobile devices and communications while
the Cloud-based simulators [89] [164] handle Cloudlets and remote Cloud properties and
their respective behaviors.

On the other hand, implementation-based evaluations lack standard MCC definition,
adopting different implementing strategies and system architectures. In general, to en-
able mobile application execution externally involves the configuration of mobile devices,
offloading resources and the channeling between them. SMDs are primary smartphones
and tablets that execute Android OS [99, 15] or Window OS [I08], which can utilize
Java Virtual Machine (JVM) or .Net Common Language Runtime (CLR) to solve the
cross-platform issue. The lack of iOS-based Apple devices is mainly due to the insuffi-
cient support of MacOS-based virtualization on the Cloud side. The offloading resources
differ based on the granularity of the corresponding topics. For instance, Android-based
image manipulation application scenario [15] is built on the Amazon public EC2 Cloud
for considering and testing access to remote resources. A VM task overlay [220] is im-
plemented on local servers in order to manipulated local resources. VirtualBox-based
Android x86 image processing [166] is deployed on private and public Clouds for test-
ing offloading approaches with hybrid resources. The communication between mobile
devices and offloading resources are usually via proxies or middleware. In terms of
proxy-based communication, application servers in the middle of mobile devices [166]
have been used to dispatch application tasks to corresponding computing units. For the
middleware-based solution, MAUI runtime is deployed inside smartphones and servers,
which maintain the client proxy and server proxy internally [I08]. In the context of
communication, Kimberley Control Manager [220] has been adopted to provide service

discovery and message transmission.

2.2 Energy-aware MCC Offloading

As discussed in the previous section, the mobile device based components concern
the offloading issues in the scope of the local region, which involve the handling of task
partitioning, profiling, offloading scheduling, and interactions among local components.
The feasibility of MCC-based offloading must be first discussed to identify the offloading
benefits. Considering that the offloading decision on partitioned tasks is well-established,

the sub-offloading technologies and studies are then described further in details.
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Figure 2.7: Energy-aware Local Offloading Flow

Figure 2.7/ describes the general process of energy-aware task offloading. The typically
local offloading process starts with the target devices enter the coverage zone. The
devices first register themselves with the Cloudlet manager so that the Cloudlet can
download user images from their remote repository if no local copies are available. After
the virtual instances are fully booted, the Cloudlet acknowledges the device about the
virtual instance information and QoS information. Based on these profiling data, the
devices trigger offloading tasks or only execute the tasks on the mobile devices, based on
the energy consumption evaluation. Finally, after the device leaves, the corresponding
Cloudlet resources are released for further usage.

Figure [2.8 summarizes the existing, recent MCC works towards reducing the energy
consumption of SMDs. The solutions are usually focused on a particular aspect of the
MCC environment, such as Availability, Communication Costs, and Computation Effi-
ciency, at the same time as minimizing energy consumption of mobile devices. Orthogonal
to these objectives, different approaches have been used as an attempt to achieve the

targeted minimization.
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Figure 2.8: Offloading Objectives and Approaches for Reducing Energy in SMDs

2.2.1 OffHoading Objectives

Enabling MCC-based energy-aware offloading procedure may not always be beneficial
regarding energy reservation. Several previous works have evaluated the potential over-
head that the energy-aware task offloading might introduce, in terms of computational
waste and communicational overhead. On the one hand, regarding the communicational
overhead, as a form of RPC, offloading introduces new communication, I/0O, and syn-
chronization process inevitably when it is compared to the device-only executions. On
the other hand, the computational waste is generated due to the nature of the mobile
applications, within which only a certain level of parallelism can only be achieved. As a
result, enabling remote offloading implies on halting the execution process on the mobile
device occasionally, which might significantly reduce resource utilization efficiency, espe-
cially for the high-end devices that are equipped with high-frequency computing units.
As summarized in Tables and [2.3] energy-aware MCC offloading approaches span over
several goals. However, they, in general, aim at particular objectives when attempting to
reduce or minimize, energy consumption of SMDs, considering the availability of cloud

resources, communication costs involved with offloading, and computation gain.
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Table 2.2: Summary of Energy-aware MCC Offloading Oriented Works (Device Level)

Reference Granu Comp Comm Task M Issue Solution Avai WiFi Cell
BECMCI[I5] Device  N/A Yes Clone Sync Logger Yes Yes Yes
DTMMCI140] Device  Yes Yes VM Scale Migration Yes Yes Yes
VMBC[220] Device  Yes Yes AbiWord, GIMP  Preparation Overlay N/A  Yes N/A
CSOSM[261] Device  Yes Yes Math, Detection ~ Channel TOPSIS Yes Yes Yes
CDroid[14] Device N/A Yes Clone Latency Proxy No Yes Yes
VD-ABCI[II5] Device  N/A Yes Multi-task Deployment BCO Yes Yes Yes
EnaCloud[172] Device N/A Yes Multi-task Deployment Opt. heuris- Yes Yes Yes
tics
CoopMCC[II6] Device N/A Yes Multi-task Cooperation Power- Yes Yes Yes
splitting,
contract
EA-HRM2[134] Device N/A Yes Stream Heterogeneity OHTA Yes Yes Yes
DECM[136] Device  Yes Yes Multi-task Energy Dyn. Prog. N/A  Yes Yes
TIM/EDA[I59] Device  Yes N/A Multi-task Fairness Auction N/A  Yes N/A
SynMCC[167] Device N/A Yes Stream Consistency Sync Yes Yes Yes
MAYA[I68| Device  Yes N/A Multi-task Cost reduct ILP N/A N/A N/A
LODCO[182] Device  Yes Yes Multi-task Exec Cost CPU cycle N/A N/A Yes
E2G[217] Device  N/A Yes Stream Proxy Select SPNE N/A N/A Yes
EENA[218] Device N/A Yes App Brokering Decision Ma-  Yes N/A Yes
trix
EMOP[229] Device N/A Yes Stream Multi-channel DTMC, VIA  Yes Yes Yes
Off-MinED[237] Device N/A Yes Stream Tradeoff 0-1 ILP Yes Yes Yes
MCCWET[250] Device  Yes Yes Multi-task Offloading/MPT  Convex Opt. N/A  N/A Yes
OF-MECO|25I] Device N/A Yes Stream OFDMA Mix Int N/A  Yes Yes
EECO|254] Device  Yes Yes Multi-task Latency, 5G Priorities N/A N/A Yes
Availability

MCC heavily relies on the availability of Cloud services and resources due to its close
dependency on mobile networks, such as WiFi and cellular communication. Besides being
closely related to the existence of connectivity, availability might concern the selection of
the most suitable communication channel, and Cloud resources for minimizing offloading
costs.

In the sense of identifying most suitable Cloud resources, CloneCloud [99] has tack-
led the challenge in determining the most appropriate Cloud resource when migrating,
offloading, applications and tasks to the Cloud. It also considered the “distance” of
the resources from the position of SMDs, defining acceptable offloading decisions based

on communication latencies. Thus, CloneCloud conducted a study that emphasized the
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Table 2.3: Summary of Energy-aware MCC Offloading Oriented Works (Task Level)

Reference Granu Comp Comm Task M Issue Solution Avai WiFi Cell

CloneCloud[99] Process  Yes Yes Search, Scan Flexibility Translator N/A  Yes Yes

ThinkAir[166] Process  Yes Yes Scan, Puzzle Execution Parallelism Yes Yes N/A

UMCC[186] Process  Yes Yes App MAC Shannon Yes Yes Yes
form

PEDSA[248] Process  Yes Yes Stream Throughput GA N/A  Yes Yes

COMET[143] Thread  Yes Yes Read-Write Multi-thread ~ Memory Yes Yes Yes
Sharing

CIMCA[127] Task N/A Yes IMCA Delay Routing Yes Yes Yes

MAUI[I08| Task Yes Yes Video, Game Overhead Adaptation N/A  Yes Yes

EACMA[3] Task Yes Yes Math function  Delay Local Pro- N/A  Yes Yes
cess

JACCRI13| Task Yes Yes Multi-task Execution Joint Opti- N/A N/A Yes
mize

MTCCO[180] Task Yes Yes DIA Latency Proxy, En- N/A N/A Yes
coding

EaCMD[114] Task Yes Yes Stream Availability Collaborative  Yes Yes Yes

ACOMCI|128] Task Yes Yes GCM Updating Fuzzy Logic Yes Yes N/A

EeSPC[256] Task Yes Yes Linear Collaborate LARAC Yes N/A N/A

Odessal207] Task Yes Yes Recognition Adaptation Greedy Pro- Yes Yes N/A
filing

MCC-GNEP[90] Task Yes N/A Multi-task Multi-user Game The- N/A N/A N/A
ory

MECC[96] Task Yes Yes Multi-user Multi-channel ~Game The- Yes Yes Yes
ory

DNN-MCC[123] Task Yes Yes DNN apps Cooperation Convolution  N/A  N/A Yes
partitioning

EA-HCM[135] Task Yes Yes Multi-task Heterogeneity  Assignment N/A  Yes Yes

eDors|147] Task Yes Yes Multi-task Energy Min Max N/A  Yes Yes

EDTS[I74] Task Yes N/A Multi-task Dyn Sched CPA N/A N/A N/A

IDA[ITT] Task Yes Yes Multi-task Decoupling N-LIP Yes Yes Yes

BCSA[IT78| Task Yes Yes Multi-task Exec Cost Selection Yes Yes Yes

TaCO[146] Task Yes Yes Multi-task Energy costs Dependency  Yes Yes Yes

availability regarding the new MCC offloading process.
In CloneCloud, similar to MAUI [108], which utilizes .Net framework [230], process

level virtualization is also deployed to establish an intermediate layer which can translate

tasks to suit different instruction sets.

share the same source code. Then, application tasks are suggested to be partitioned

automatically based on rules, to keep application developers from partitioning details.

Thus, mobile devices and static servers can
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VD-ABC [I15] deals with a similar problem as CloneCloud. It determines the op-
timal deployment of the cloned virtual machine in the Cloud to reduce the communi-
cation distance between SMDs and cloned VMS to minimize energy consumption. The
approach employs artificial bee colony optimization metaheuristic with Boltzmann se-
lection polity to tackle the complexity of the problem when determining the best VM
placement while acknowledging the offloading of several other SMDs. Consequently,
VD-ABC must contemplate the feasibility of VM deployment in case the involved energy
costs are substantially high and ultimately do not grant any benefit.

In a more restrictive perspective, EnaCloud [172] focused on the Cloud resources
when performing offloading; it implemented a dynamic VM placement enhance energy
efficiency in the Cloud side. By abstracting the VM placement as a bin packing problem,
EnaCloud made use of heuristics to achieve a sub-optimal placement solution where it
reduced energy consumption and overhead by adjusting resource demands. Focused on
the placement of Cloud VMs, EnaCloud disregarded communication costs and latencies
when determining the SLA-based placement strategy.

Even though there might be suitable resources for fully implementing MCC, the high
volume of offloading requests may lead to a fast lack Cloud endpoints for receiving tasks
and data. Within this context, DTMMC [140] has realized a cost analysis that concerned
availability as the number of local users increases. This work first illustrates the lifespan
of task offloading in the Cloud and then argues the inevitable task migration overhead
brought by the unpredictable workload in such an offloading process. However, due to
the lack of global-level information, hotspot servers may easily be over-committed, which
further downgrades the task offloading performance.

TIM/EDA [159] has designed an auction-based offloading within a Cloud-based MCC
architecture. Resources are valued differently in this approach, where it holistically con-
sider computation gain, communication cost, link performance, and energy consumption.
The auction model considers both Cloudlets and SMDs when offloading tasks. The model
aims at promoting collaboration of SMDs and Cloudlets with incentive and better fairness
when hosting offloaded tasks. TIM/EDA implements a strategy for evenly distributing
load and increasing the availability of resources for further offloading of other SMDs.

Finally, availability is closely related to the connectivity between devices and of-
floading Cloud resources, which involves coping with the instability or suitability of
communication channels and interfaces. When Cloudlet MCC model is contemplated,
new communication opportunities might be available in the sense of additional com-

munication channels, which are represented through different interfaces, and conditions,
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which are reflected in the proximity of resources. EaCMD [I14] concerned the availability
of public WiFi and proposes a collaborative offloading strategy that introduces cellular
networks as offloading channels. The optimal offloading channel can be selected via chan-
nel evaluation between WLAN and cellular network, which is performed by prefetching
location-based caches. The maintenance and updates of the caches are guided by the
mobility prediction. Based on the comparison and prediction, the collaborative offload-
ing strategy can achieve 80 percent energy saving than the naive ones. In EeSPC [256],
MCC collaboration is abstracted as a Markovian channel based DAG, which is further
handled by the LARAC protocol.

MECC [96] explores the opportunities in multi-channel wireless communication. The
approach considers the interference among multiple peers when attempting to access
the communication medium for offloading. MECC makes use of game theory for imple-
menting a distributed computation offloading algorithm, coping with the multi-channel
wireless contention. During the execution, the algorithm analyzes and identifies the ben-
efit of offloading tasks in light of the communication conditions where transmission rates
lower than a threshold do not benefit any SMDs.

EECO [254] is similar to MECC [96]; it also leads with the multi-channel communi-
cation conditions and multi-access characteristics of 5G when offloading to the remote
Cloud in a Mobile Edge Computing scenario. EECO defines an optimization model to
minimize the whole system energy consumption and to satisfy the latency constraints of
mobile applications. Thus, the model accounts for the costs of local computation and data
transmission in terms of energy consumption. The model follows a three-stage scheme for
energy-efficient computation offloading where it classifies communication channels and
prioritize assignments to handle multi-user task offloading in 5G.

UMCC [I86] places MCC in a much broader sense, Smart Cities, where it considers
several Cloud topologies: Central Cloud, Cloudlet, and Distributed Mobile Cloud. The
first objective of this approach consists of dealing with the heterogeneity of communi-
cation technologies. As a result, the model contains a utility function that considers
application factors, such as latency, energy consumption, and bandwidth consumption.
UMCC makes use of the Shannon Formula to solve this optimization problem where a
weighted sum of offloading entities is implemented following different policies: greedy,

cluster-based, and biased randomization.
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Communication Cost and Profiling

Due to the nature of the distributed MCC environment, energy-aware offloading can-
not ignore communication characteristics involved with data transmissions. Availability
closely relates to communication in terms of connectivity of SMDs over networks. As-
suming that availability is already achieved, the cost of communication is a fundamental,
delimiting factor for quantifying the actual benefit of MCC offloading.

The dynamic communication changes that might happen in mobile environments have
served as a strong motivator to determine precise networking conditions as a decision-
making parameter to promote MCC offloading. As a result, EACMA [3] analyzed com-
munication overhead by evaluating the impacts of the communication distance and the
number of intermediate hops. Similarly, this subject has been tackled in VMBC [220]
and CIMCA [127], which suggested that WAN-level communication may compromise
the usability of MCC offloading. The feasibility evaluation is also performed in terms of
energy consumption and execution efficiency.

Bound to a narrower class of applications than in EACMA [3], BECMC [15] focused
on determining communication overhead for dealing with data synchronization. It tested
the task offloading performance of Android smartphones upon Amazon public EC2 Cloud
platform [9]. In the proposed scenario, system level information and application code are
tracked and monitored passively. Passive information is extracted through the Intents
class while Active information is driven by the instantiation of the Alarm class, which
periodically triggers data collection.

Odessa [207] also analyzed the communication costs for MCC offloading, so it con-
cerned dynamic profiling and its benefits towards adaptation during real-time offloading.
This approach proposed a greedy profiler that can periodically extract piggyback envi-
ronmental stage data, which is further utilized to estimate the execution bottleneck and
scheduling adaptation.

Similar to BECMC [15], MAUI [108] has evaluated the energy consumption on both
the data transmission and the profiling overhead. For the communication overhead, it
tests a typical code uploading scenario under which a small piece of the task is sent
from mobile devices to remote resources via 3G or WiFi. The results presented two
positive correlations — RT'T (Round Trip Time) vs energy consumption and throughput
vs energy consumption. Under a certain throughput value, 3G uploading may consume
three to five times more energy than WiFi uploading. Specifically, the paper emphasizes
the impacts of WiFi’s Power Save Mode (PSM). The PSM is intended to reserve energy
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by turning the devices into passive mode when no data is sent. However, the device
state transmission cost from passive mode to active mode also introduces latency, which
causes higher energy consumption for small transfers.

The restrictive communication conditions that constrained offloading in MCC models
have been relaxed with Cloudlet MCC architectures. The shorter distance between SMDs
and Cloudlet have allowed better offloading gains and energy reservation. CIMCA [127]
has performed a transmission cost analysis study on the decision-making network, which
has tested the offloading performance between mobile devices and Cloudlets in the scope
of interactive offloading tasks. CIMCA achieves task offloading by one or multiple reach-
able Cloudlets that are peers to each other. The work also evaluates the task offloading
performance based on three types of tasks with decentralized routing and centralized
routing. CIMCA suggests that Cloudlet-based offloading can provide larger throughput
and lower delay when compared to remote Cloud.

As a way to counter the costly communication latencies, VMBC [220] has explored
the reduction of the amount of data involved with MCC offloading. VMBC targeted
the long-distance transmission overhead with the VM preparation process. The output
of this work suggests that the WAN level latency between mobile devices and Cloud
resources may significantly restrict the usage of offloading applications even if sufficient
bandwidth is provided. Concerning the reduction of VM state transmission overhead,
the work proposed a VM overlay model to enable reduction of the size of the offloading
image.

Correctly assessing the dynamic communication status of an MCC environment al-
lows for a more successful offloading decision-making. Even though communication costs
are not the primary objective in many offloading models, they have been recognized as
critical for allowing overall execution and energy gains. EA-HRM2 [I34] implemented
a model that contemplates the communication costs for offloading tasks to the Cloud.
In heterogeneous embedded environments, the access to the wireless communication in-
terfaces may pose a high cost in terms of energy. Thus, the task assignment model of
EA-HRM2, even though focused on computation gains, heavily relies on the energy costs
involved with data transmissions.

Similar to EA-HRM2 [134], EMOP [229] developed a strategy to optimize offload-
ing in terms of energy consumption considering the changing communication conditions
within mobile environments. EMOP introduces an energy-efficient multisite ofoading
policy that uses Discrete Time Markov Chain (DTMC) to model fading wireless mobile
channels and dynamicity of SMDs. The Markov Decision Process (MDP) based frame-



Background and Literature Review 34

work formulates the multisite partitioning problem, which considers communication cost
against the offloading gains concerning energy.

In the same context as both EA-HRM2 [134] and EMOP [229], eDors [147] dealt with
conciliating two major dynamic offloading objectives: reducing execution time and energy
consumption. The model focuses on the computation aspects of the tasks. However, to
reduce energy consumption, it recognizes the communication costs for each offloaded
task. Thus, eDors identifies the suboptimal tradeoff between the two objectives through
Max Min heuristics where transmission power is controlled to favor ofloading depending
on dynamic communication conditions.

Comparable to eDors [147], MinED [237] studied the tradeoff between energy reserva-
tion and communication delay. In this case, energy reservation is understood as primarily
promote through computation offloading. Thus, the model acknowledges that ofioading
promotes energy reservation by relieving local processing in SMDs. However, ofoading
incurs costly application delays due to inherent communication latencies. MinED then
copes with this duality by formulating a joint optimization problem through 0-1 Integer
Linear Programming (ILP).

Communication costs not only involve the surrounding networking environment of
SMDs but also the characteristics of applications that are being offloaded. The frequency
at which synchronization needs to be conducted for keeping offloaded tasks consistent
dictates the communication overhead throughout the application lifespan. Consequently,
SynMCC [167] introduced a model that acknowledges the data synchronization for main-
taining the consistency in the duality between SMDs and their respective cloned Cloud
VMs. Synchronization frequency is dictated by the amount of offloaded data and changes
on the data. Thus, SynMCC implements application and tasks profiling in SMDs for the
selective offloading decision-making. The decision-making attempts to reduce energy
consumption through minimal data synchronization between SMDs and the Cloud.

Opportunism is another exploited factor in Smart City scenarios where there exist
diverse network interfaces in SMDs that can extend connectivity and promote better
conditions for MCC offloading. UMCC [I86] considers heterogeneous urban environ-
ments for MCC. The framework focuses on the availability through the connectivity of
SMDs over several Cloud topologies. However, besides maximizing connectivity, UMCC
attempts to reduce the communication costs when there are many communication tech-
nologies. The framework achieves this cost minimization by using Shannon Formula to
solve the optimization problem.

Sharing the same objective of reducing energy costs of communication as in UMCC [186],
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E2G [217] designed a model for efficiently transmitting data to the Cloud in an MCC sys-
tem. The policy behind this approach assumes that an SMD bridging the costly commu-
nication with the remote Cloud is the most effective strategy to reduce data transmission
costs of neighboring SMDs. In order to promote fairness among SMDs and avoid any
selfishness, the model is based on Sub-game Perfect Nash Equilibrium (SPNE). SPNE
allows E2G to select an SMD responsible for bridging the communication and minimize
the whole energy cost of transmissions.

The new trends in cellular networks have also enabled to explore the beneficial char-
acteristics of 5G for enabling multi-channel, multi-access data transmissions with the
purpose of boosting offloading. For instance, EECO [254] accounts for the costs of local
computation and data transmission while acknowledging the multiaccess characteristics
of 5G, observing Orthogonal FDMA. Besides concerning accessibility in 5G, the model
minimizes the whole system’s energy while satisfying latency constraints by considering
the energy consumed in the macro and small base stations when offloading. The scheme
behind the model presented a three-stage energy-efficient computation offloading through
classification and priority assignment.

In the same 5G context of EECO [254], OF-MECO [251] introduced a model to
maximize local communication resource allocation for Mobile Edge Computing scenar-
ios. In a multiuser environment, the model explicitly deals with two Medium Access
Control (MAC) protocols: TDMA and OFDMA. OF-MECO makes use of a thresh-
old based convex optimization through priorities to cope with infinite and finite Cloud
capacities. On the other hand, the model formulates a Mixed-integer problem to maxi-
mize channel gains against local computing energy consumption through Lagrange and
Karush-Kuhn-Tucker (KKT) conditions.

Very close to EECO [254], EENA [218] implemented an energy-efficient and network-
aware offloading algorithm where communication between SMDs and the Cloud is re-
alized over 5G technology. The suggested model makes use of the 5G characteristics
and contemplates the use of Cloudlets, or brokers, for connecting SMDS with the Cloud
servers. EENA employs decision matrices with dynamic parameters for regulating of-
floading to minimize energy consumption and involved communication costs.

With technologies towards the practical implementation of Microwave Power Trans-
fer (MPT), new possibilities can be explored to extend the battery lifespan of SMDs
together with MCC strategies. MCCWET [250] focused on energy reservation through
several strategies: controlling SMD’s CPU cycles, harvesting energy through MPT, and
selecting offloading. By assuming the full availability of MPT, the framework employs
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Convex Optimization Theory to minimize mobile energy consumption by selectively opt-
ing for offloading or controlling local power. MCCWET makes use of the threshold to
interleave MPT with offloading and guarantees transmissions with optimal data alloca-
tion for dynamic channels.

CoopMCC [116] expands MCCWET [250] by collaboratively allowing SMDs to help
each other in an ad hoc fashion. CoopMCC explored the cooperation among SMDs to
extend the lifespan of their batteries. The approach implemented a cooperative con-
tract where it attempts to achieve the mutual benefit of two types of mobile devices:
energy-poor and data-poor. CoopMCC relies on power-splitting policy to generate an
optimization closed-form model where communication can be exchanged with energy.
Energy-poor helps data-poor by relaying data, and data-poor helps and allows energy-
poor to harvest its energy through power-transfers. The model identifies the optimal
PS factor and transmission power as a form to stimulate cooperation and exchange and

achieve an optimal cooperation contract.

Computation Efficiency

Extending the computation capabilities of SMDs consists of a primary MCC func-
tionality where communication costs cannot be denied due to their inherent presence in
any mobile environments. With the objective of enhancing the processing of applica-
tions and preserving SMDs’ energy, offloading schemes have employed sub-partitioning
of tasks, scheduling based on task dependencies, and Cloud resource “limitations”.

Unlike the previous objectives that mainly concentrate on reducing overhead or cop-
ing with the availability of Cloud resources, some approaches sought to maximize the
computing efficiency that MCC offloading can support. An offloading architecture has
been introduced in ThinkAir [I66], exploring the parallelism in the MCC-based offload-
ing. In this proposed architecture, the application subtasks are partitioned with the
ability to execute simultaneously. The offoading performance proves to be effective for
computing-intensive tasks which involve little data communication during execution but
large computational load.

Similar to ThinkAir [166], JACCR [13] evaluated offloading under which computation-
oriented tasks are scheduled and mapped to many Cloud computing units. This pairing
enables multiple virtual instances to serve different application tasks simultaneously, in-
creasing the level of parallelism of offloaded tasks in Cloud virtual servers. The results
show that the proposed MIMO (Multi Input Multi Output) offloading model can exten-

sively reduce the task queueing compared to the device-only execution with the same
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task sets.

Following the task sub-partitioning strategy and when it is possible, finer grained
tasks can lead to more flexible offloading. BCSA [I78] introduced an optimal selection
algorithm that makes use of adaptive task partitioning and dynamic selective offloading
strategies. The primary target of BCSA consists of minimizing execution costs where
local energy consumption, execution time, and execution costs are the major parameters
of its search. These parameters consider communication delay and costs, in terms of
energy, involved with the ofoading process.

In contrast to BCSA [178], DNN-MCC [123] explored the particular characteristics
of Deep Neural Networks (DNN) for optimizing the performance of applications when
offloading them to the Cloud. Though a mobile-Cloud collaborative approach, rich DNN-
based applications, such as speech recognition and intelligent personal assistant (Siri),
can be deployed more effectively in SMDs. The model exploits the partitioning of heavy
DNN convolutions for effectively boosting execution and reducing energy consumption,
relying on data exchanges.

Due to the popularity of streaming and gaming applications in the mobile devices,
some works tries to augment the performance of these applications, such as MTCCO [I80].
MTCCO evaluates the offloading performance in CDIA (Cloud-based Distributed Inter-
active Application) to traditional DIA (Distributed Interactive Application). Due to the
limited CPU and GPU capabilities, the proposed scheme treats mobile devices as light-
weight terminals only responsible for presenting streaming data. On the Cloud side, a
mobile client is deployed to communicate with the application server on behalf of the
corresponding mobile user, which forwards user commands to target proxies and routes
streaming data back to the user’s screen. In this case, mobile devices can leverage the
gaming processing entirely to the Cloud, only in charge of uploading instructions and
showing results.

A relevant work is also shown in PEDSA [248] for data stream tasks. Concerning
the maximization of the application makespan and throughput, a GA-based algorithm
is proposed for the stream task partitioning, which begins with random selection and
ends with maximal computing efficiency or largest throughput. The evaluation presents
that using the proposed task partitioning model can always outperform the all-mobile
or all-cloud naive approaches on the graph generation application. However, the com-
putational cost of the mobile device is not fully discussed. Based on the DVFS mobile
device computing model, shorter task execution time may not necessarily lead to smaller

energy consumption, due to the high computation load introduced by partitioning and
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channeling.

Even though task partitioning is necessary for allowing offloading to Cloud servers
and achieving a certain level of parallelism of applications, scheduling decision-making
is fundamental for guaranteeing proper task execution to reach substantial computation
gains. In that sense, CSOSM [261] introduced a client-server based MCC system, tackling
the entire task partitioning, profiling, and the decision-making process. In CSOSM, the
offloading scheduling process is abstracted as two aspects — offloading channel selection
and resource mapping. The MCC system uses TOPSIS offloading decision-making algo-
rithm, which is deployed to the multi-criteria wireless interface election while MIN-MIN
heuristic is implemented on the Cloud components to process tasks. As the experiment
shows, the proposed system can outperform ThinkAir [I66], reducing execution time to
two-thirds and preventing half of energy consumption.

In order to cope with the decision-making complexity, ACOMC [12§] employed a
fuzzy logic based code offloading engine on top of COMET virtualization platform [175].
In ACOMC, environment profiling information is translated into crisp sets. Based on the
fuzzy threshold rules, these crisp sets further generate offloading decisions. Experimental
results showed offloading improvement that led to an average 10 second execution time
for message delivery.

COMET [143] enabled distributed shared memory between mobile devices and the
Cloud resources via Dalvik virtualization [32]. Instead of PRC, applying DSM can sup-
port flexible thread level migration, which is presented to reach 15 times higher execution
efficiency.

TaCO[I46] introduced a DAG-based analysis over the offloading costs and benefits,
to select a task to run in either a Cloudlet or a remote Cloud server. It implements
a task-centric strategy so that a finer granularity offloading model is enabled. Also,
lighter application cloned VMs are used instead of the traditional SMD cloned VMs.
This scheme imposes higher overhead towards low density of SMDs but compensates in
saturated offloading requests.

In smart city or urban computing, environments, the scale of the system adds multi-
user scenarios where access introduces stress to resource sharing and application offload-
ing. The challenge in such conditions consists of dealing with the selfishness of users and
promoting fairness when allocating MCC resources for improving execution and reduc-
ing energy consumption. MCC-GNEP [90] explores “open offloading” in an unmanaged,
multiuser scenario. The approach makes use of a game theory model using queuing

theory to deal with the selfishness of users where the MCC system follows a Cloudlet ar-
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chitecture. MCC-GNEP employs a distributed algorithm for the model’s architecture to
achieve an equilibrium as a way to address the multiuser ofloading scenario. The model
assumes that applications have been already partitioned, statically or dynamically, and
methodologies have determined which tasks to offload.

Similar to MCC-GNEP [90], MECC [96] considers a MEC scenario where it acknowl-
edges multi-user computation offloading in multi-channel wireless interference. Besides
attempting to solve the availability of Cloud resources, the approach also uses game
theory for distributed computation offloading algorithm to cope with the selfishness of
users when offloading. Also, it extends the offloading model into a multi-channel wireless
contention.

The distributed MCC environment inherently requires to deal with communication
issues even when energy-area offloading approaches emphasize on computation efficiency.
Even disregarding the interdependencies of tasks, ofloading depends on the networking
infrastructure for sending tasks to run and retrieve their output. In this regard, EA-
HCM [135] focused on task assignment into heterogeneous Cloud cores. This approach
extends on a previous work, EA-HRM2 [134], where communication costs are heavily
considered for the offloading decision-making. EA-HCM implements a heterogeneous
task assignment algorithm to reduce energy consumption involved with offloading but
still considering wireless communication costs. Thus, this model solves an energy mini-
mization problem observing heterogeneous computing and data preprocessing.

eDors [147] was listed in the previous section as an offloading strategy relying on
controlling the transmission power of wireless channels to tackle high communication
costs. eDors has the reduction of energy consumption and application execution time as
its primary offloading objectives. Its model solves an energy-efficiency cost minimization
problem in light of the task dependencies through a dynamic partition scheme over a
DAG of task dependency. In the end, eDors implements a distributed algorithm based
on computation offloading selection, clock frequency control, and transmission power
allocation.

SynMCC [167] employs selective offloading decision-making to minimize the frequency
in which data is synchronized between SMDs and their respective cloned Cloud VM.
Even though this approach has been listed as oriented to communication costs, its core
offloading strategy relies on controlling the computation gain through different scheduling
policies: periodic, programmatic, event-based, and resource-intensive update.

As described previously, EMOP [229], although closely considering communication

costs in its model, its major focus formulates on multisite partitioning. The partitioning
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policy is built on a value iteration algorithm based on a state transition graph. A Markov
Decision Process framework allows to estimate mobile wireless channels for offloading
tasks to multiple Cloud servers.

Most of the offloading techniques assume that applications allow partitioning in sub-
tasks and certain level dependency on the local SMD resources. When we observe prac-
tical examples of mobile applications, we notice that they present time constraints for
completing operations and returning outputs. Thereof, IDA [I77] has dealt with appli-
cations’ time constraints in a multi-device scenario when offloading tasks. The model
attempts to reduce the overall energy consumption of several devices in a Mobile Cloud
where tasks are offloaded considering the involved cellular communication costs. The task
scheduling of heterogeneous applications is mapped as a nonlinear integer programming
problem where application time deadlines and transmission error rates are the major
problem constraints. IDA, interactive decoupling algorithm is then used to combine two
methods, linear relaxation and convex optimization, for reaching a scheduling solution.

In a similar context as IDA [I77], EDTS [I74] designed a dynamic task scheduling
algorithm to minimize energy consumption of mobile applications in light of constraints
related to time and application probability. The algorithm makes use of schemes to
reduce energy costs related to local processing and offloading by identifying critical paths
in dependency task graphs. A sub-optimal scheme solves the scheduling problem by using
Data Flow Graph Critical Path (DFGCP) and an optimal solution that addresses the
Critical Path Assignment (CPA) with dynamic programming.

All described offloading techniques deal with a significant level of search complexity to
achieve plausible suboptimal energy and execution gains. For the sake of simplicity, local
offloading decision-making is sought as an alternative to solve the energy and execution
issues of SMDs in their local scope by assuming that Cloud resources are optimally
available and suitable. LODCO [182] made use of a low-complexity on-line algorithm that
implemented decision-making depending only on the local mobile device’s information
and execution status, such as consumed CPU-cycles and needed transmission power for
offloading. The model minimizes the execution cost of mobile applications in the context
of Mobile Edge Computing environments by using Lyapunov optimization-based dynamic
computation offloading.

MAYA [168] dealt with a minimization of energy consumption and offloading costs in
MCC environments. The model assumed that energy consumption was reduced through
the execution of tasks in remote Cloud servers while the execution of the same offloaded

tasks is posed as monetary service costs. The models had as a major parameter the
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classification of SMDs according to their capacity to afford homogeneous Cloud services.
The energy and cost minimization is mapped as an Integer Linear Programming opti-
mization problem to determine the best suitable task scheduling in a three-tier Cloud

model.

2.2.2 Problem-Solving Approaches

From the enlisting and description of offloading techniques in previous sections, we
can clearly notice that, orthogonally to them, many approaches have been used to solve
the optimization issues involved with minimizing energy consumption, maximizing execu-
tion efficiency, and minimizing energy-related communication costs. These optimization
constraints may be understood as disjoint and requiring tradeoff thresholds or policies to
determine the precise “offloading level” of an application before it might start harming
either computation efficiency or energy reservation. Heuristics, meta-heuristics, Stochas-
tic Optimization, Game Theory, and Combinatorial Optimization have been used exten-
sively in order for these offloading strategies to implement performance of such complex

offloading scenarios.

Heuristics

As illustrated by the offloading approaches described in the previous sections, heuris-
tics allows for solving scheduling and placement problems faster when compared to tra-
ditional, formal closed-form models. Usually, heuristics leads to approximate solutions
that might be very close to the optimal solution of a problem, approximating the exact
solution. For searching algorithms, the heuristic function allows to rank alternatives
while the search is conducted, performing as a fundamental element when defining the

convergence of the search.

e Convex Programming allows for minimizing convex functions, assuming that the
local minimum is the global minimum in general case of the problem to be solved.
In the context of MCC offloading, MCCWET [250] has used convex optimization

to minimize the mobile energy consumption.

e [nteger Linear Programming (ILP) “simplifies” the problem by assuming some or
all variables to be integers when solving an optimization problem. Usually, the
ILP objective function and constraints are linear. For solving an ILP problem,

Linear Programming relaxation can be applied to relax an NP-hard problem into



Background and Literature Review 42

a polynomial solution; however, the relaxation may involve violating constraints,
not be possible, or not be optimal. In the context of offloading, MAYA [168]
use integer linear programming to minimize energy and Cloud service cost when
requesting Cloud servers to offload SMDs. MinED [237] also formulated a joint
optimization problem by using 0-1 integer linear programming to minimize energy

consumption and communication delay.

e Nonlinear Programming allows to optimize a nonlinear, or non-convex, problem by
defining an objective function that works over a set of constraints, system equalities
and inequalities, and a set of unknown real variables. The method either maximizes
or minimizes the objective function, the optimized targeted objectives. IDA [177]
has employed Nonlinear Programming to optimize offloading in light of the cellular

communication costs.

e Dynamic Programming recursively breaks down a complex problem into simpler
sub-problems. Finding the optimal solution for the original problem consists of
identifying and /or joining the optimal solution in the subproblems. EDTS [174] has
used Dynamic Programming to identify the critical path in task dependency graph
and determine an optimal scheduling solution, considering time and application

probability constraints.

Meta-Heuristics

Different from heuristics, which are designed to deal with the specific class of prob-
lems, meta-heuristics represent a set of “general-purpose” heuristics that can be adapted,
or applied, to any class of scheduling optimization problem. Evolutionary algorithms have
been extensively used to search for optimization solutions. VD-ABC [I15], for instance,
have used Artificial Bee Colony (ABC) algorithm with Boltzmann selection policy to
determine VM deployments as a way to minimize the communication cost with SMDs in
MCC.

Stochastic Optimization

Stochastic optimization is broadly used to represent the random behavior of mobil-
ity and transmission uncertainty in wireless communication channels. With a random
probability distribution, a stochastic model allows estimating communication conditions
when they cannot be predicted accurately. EMOP [229] has employed Discrete Time

Markov Chain to model wireless mobile channels.
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Game Theory

Game Theory allows for solving conflict and cooperation problems. In the con-
text o MCC, the cooperation of selfless users may lead to fairer split and access to
Cloud resources, achieving overall higher energy preservation through offloading. MCC-
GNEP [90] uses Queueing Theory to address a multiuser, unmanaged scenario and
achieve an equilibrium where open offloading is implemented. MECC [96] also assumes a
multiuser scenario and employs Game Theory for the distributed computation offloading
algorithm that is then extended into a multi-channel wireless contention environment.
E2G [217] defines a model based on SPNE to select an SMD to communicate with the
Cloud.

2.2.3 Ciritical Analysis of the Offloading Techniques

The key explorations of recent MCC offloading works are summarized in Table [2.4]
The open issues and potentials can be categorized based on three main offloading func-

tionalities — task partitioning, profiling, and decision-making — as follows:

Table 2.4: Open Issues

Process Issue Description
Task Partitioning Compatibility =~ CPU instruction sets, computing capacity
Usability How to migrate traditional applications to MCC
Profiling Accuracy Run-time environment may change drastically
Overhead Frequent and accurate profiling may exhaust battery

Fast Response  Needs to be simple and quick

Decision Making and Execution  Complexity Quick optimization with estimated inputs

1. Task Partitioning

(a) Compatibility. Hardware on mobile devices and Cloud resources differs in
terms of architecture and instruction sets. A typical mobile ARM-based
CPU [133] utilizes RISC instructions while the newest server side x86-based [80]
Intel Skylake processor is based on MMX, AES-NI, CLMUL, and FMA3 in-
struction sets. This difference hinders servers to directly process applications

that are designed for mobile devices.

(b) Usability. In the layered MCC architecture, application developers are sup-

posed to concentrate on the issues only related to applications. Unfortunately,
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the standard MCC deployment model is not officially defined. As a result, ap-
plication designers are typically required to estimate the task offloading per-
formance and partition tasks for mobile devices and Cloud resources entirely
via supportive APIs or partially through the automatic partitioning tools. A
significant amount of effort on reworking might be inevitable to enable tradi-

tional applications to execute on the MCC execution flow.

2. Profiling

(a)

Accuracy. Unfortunately, the profiled data is not 100% correct even if the most
precise instruments are equipped. This situation occurs due to three main
reasons. First of all, the profiled data, such as mobile device current battery
volume, CPU frequency, and available network bandwidth, are all continuous
values. During each profiling interval, these values are detected and assumed
to be the average value of this particular interval. A small range can help
these discrete numbers converge to the actual ones, but continual profiling
potentially increases the computing overhead and similar energy cost, which
in return reduces the entire offloading profits. Second, the profiled data needs
to be transferred to the processing unit, so a delay exists between processing

time and profiling time.

Overhead. Unlike the task partitioning that can be processed prior to the
real application execution, profiling is typically performed on the fly while
the application is triggered to ensure the accuracy. In this case, the overhead
of profiling exercises more influence on the offloading efficiency than the task
partitioning, which requires the extra occupied computing and storage to be
minimized.

Fast Response. Multiple objects are required to be profiled quickly because
these results are the input values for the next stage although the profiling
involves different detecting models and parameters. For the profiling of task

load, a commonly used energy evaluation model consists of DVFS in [9§]
and [205].

3. Decision Making and Execution

(a)

Complexity. Decision making is the core and the most complex part for of-

floading. As discussed in the profiling step of the process, all profiled data are
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“estimated” correctly, which cannot achieve full correctness. Based on only
these inputs, the decision process is required to produce final global optimiza-
tion to trigger the real execution. Furthermore, concerning the computing
capability and execution overhead on Cloudlets or mobile devices, the opti-

mization is supposed to consume negligible load and time.

Task Partitioning

Task partitioning needs to handle the diversity of hardware and software. Hardware
Layer typically issue refers to the CPU architecture sets; this issue requires the source
code to be translated into different machine executable bits accordingly. The Software
Layer problem comprises enabling developers to migrate traditional mobile applications
to MCC applications with as little effort as possible.

To tackle the usability issues, MAUI [108] seeks to minimize the effort of developers
when designing offload-able applications by introducing annotations. The proposed ar-
chitecture encourages developers to simply tag all classes as remote-executable if they
are not related to mobile-specific components and interfaces. In terms of compatibility,
MAUTI employs a deployment strategy to coordinate ARM-based mobile CPU and x86-
based server CPU [214]. In this case, the intermediate language can be automatically
translated into different machine languages respectively, and the same source code can
be executed on different platforms.

CloneCloud [99] utilizes Dalvik virtual machines [154] integrated with Java compiler
front-end to handle the compatibility. In addition, the task partitioning components can
smartly tag the tasks as remote-executable or local-executable on the class or method
level, without developer’s efforts. In this case, traditional mobile device based Java
applications can operate seamlessly on the Mobile Cloud environment. The self-managed
task partitioning limits the scope of remote tasks due to mobile-specific features and the
device-VM one-on-one mapping.

Instead of implementing virtualization in application-level, ThinkAir [I66] has sug-
gested to deploy Android-based x86 virtual machine [I53] directly on the Cloud. This
remote deployment may introduce larger overhead while it provides higher authority that
can further enable parallel task execution. Instead of automatic partitioning, ThinkAir
also requires manual annotation via APIs which may further support user-defined parallel
algorithms.

In other instance, VMBC [220] also argues to utilize hardware-level virtual machines

to handle the compatibility. This approach advocates that virtual instances can support
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a broader range of application. Also, they are not limited by the specific languages that
applications are coded. In addition, the establishment and recycling of virtual instances
are already well managed on the Cloud, which can directly support MCC applications
in the same way as traditional software.

On the one hand, hardware-layer solutions outperform process-level ones in terms
of flexibility and security that virtual isolation brings. On the other hand, the virtual
instances generally involve larger computing power waste. Currently, standard sample
base images are still not available from public Cloud service providers. It requires smart-
phone designers and mobile OS developers to coordinate, define and tailor base ofoading

images for different phones and tasks.

Profiling

The data profiling refers to computing capacity profiling and networking profiling

respectively, the results of which are the main references of the final offloading decision.

e Computing Profiling. The computing capacity profiling involves mobile CPU profil-
ing and server computing units profiling, both of which are performed on the DVFS
energy management model. DVFS, as shown in the study described in [204], can
reserve energy through delaying task execution. The model changes the voltage
during run-time, and the CPU frequency can scale up and down based on the task
requirements. In this case, achieving energy efficiency may not necessarily mean
poor support for real-time applications. As proposed in [205], instead of calculating
average execution time, the profiling model concerns the worst case boundary and

using look-ahead to reduce energy cost for embedded devices further.

e Networking Profiling. Unlike the computing units, the network environment, es-
pecially the local wireless LAN, is not stable. Although network parameters, such
as bandwidth and RTT, can be pre-detected before offloading, they may change

drastically during execution.

In CloneCloud [99], the profiling data are simplified as CPU availability, screen dis-
play, and network availability. Since it assumes a one-on-one task VM mapping and
ignores the energy consumption of the Cloud resources, the proposed profiling model
can detect these parameters easily and minimize the overhead that the profiling process
brings.
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MAUI [108] classifies profiling behavior into device profiling, program profiling, and
network profiling respectively. The device profiling concentrates on the CPU utilization
and pre-defines a linear relationship between CPU usage and energy consumption for
the specific mobile device based on multiple experiments. In terms of network profiling,
MAUTI requires basic network parameters including RTT, bandwidth, and package loss
rate. Similar to the device profiling and program profiling, MAUI also deploys the test-
collect method to fetch these values.

ThinkAir [166] also organizes the profiling process in three sub-domains — task, hard
devices, and network. The hard device profiling is straightforward, which reads the CPU
usage and screen and records WiFi and 3G sensor with two states. The task profiling
in ThinkAir directly utilizes standard Android APIs to document the task related in-
formation such as execution time, required resources, uploading task size and others,
specifically tailored for Android phones and pads. For the network characteristics, it
requires data regarding RTT, bandwidth, and send/receive rates that are gathered by
test packets.

As it can be noticed in these profiling methods, the core concern consists of the
overhead that profiling itself may bring. The profiling process not only needs to occupy
at least one thread to read the APIs or pre-stored data but also consumes energy. The
solution usually comprehends to pre-fetch test data in advance and simplify the execution

time data collection.

Decision Making & Execution

Based on the profiled data, the decision-making process seeks to produce a global
optimization for the entire task offloading. The problem is generally mapped to the
network path forwarding issue. Given a task set that involves N offload-able tasks and
each task is linked to some others based on the reliant relationship, the task execution
scenario can be further presented as from the first one to the N task, via many possible
paths. In this case, the profiled coefficient can be added into the links between tasks and
the decision goal is to find the path with the lowest weighted values.

Since both MAUI [I08] and CloneCloud [99] assume a centralized execution, they
suggest using Shortest Path algorithms that only runs in O(Nlog(/N)) where N is the
number of sub-tasks, in a typical mobile application that the number of edges is highly
limited. Although the decision-making overhead is controlled to a certain level, it de-
preciates repeated scheduling and suggests to use previous results unless the profiling

results changed drastically.
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The issue on the decision-making drastically increases in complexity when distributed
offloading is enabled. In ThinkAir [I66], the program profiler tags the tasks that can
be executed simultaneously and calls the execution controller to arrange extra VMs to
parallelize the labeled tasks. Due to the complexity of profiling and decision-making,

only recursive algorithms and large-scale data analysis are supported in this mode.

2.3 Sustainable Energy-aware Cloud Scheduling

In the scope of MCC offloading, the “Cloud” generally refers to all external utilities
that are distributed outside the mobile devices. According to the mobility of the utility,
the outside resources can be classified as static resources and mobile resources. In terms
of the static utility, these raw resources are typically organized and clustered in the form
of Grid Computing or Cloud Computing. The Grid and Cloud architecture encapsulate
underlying resource management details and virtualize resource pooling services that
can be easily accessed via the Internet. In terms of the mobile utility, the resources
are organized based on the wireless ad-hoc network, which dynamically maintains the
offloading services according to the local device connectivity; the studies of which are
discussed in the previous mobile device based section. In this section, the state-of-the-
art of Cloud service provisioning is investigated regarding energy-aware MCC offloading,
based on the static utility.

The concept of Cloud computing, as well as the Grid computing, is proposed for
layering traditional computing capability and resources into the raw components, mid-
dleware, and applications. The advancement of applications and distributed systems has
leveraged the demand for computation and communication resources, as well as simple,
flexible, and transparent access to services, which have been made available through a
Web interface in most cases. This growing demand for resources has boosted the devel-
opment of solutions that push towards paradigm shifts in the method that resources are
provisioned and managed.

As shown in Figure the general “Cloud” system typically involves three layers —
the soft layer SaaS, the intermediate layer PaaS, and the hard-layer IaaS, which are re-
sponsible for task mapping, virtual machine management, and infrastructure deployment
respectively.

The offloading approaches described in the previous section, such as MAUI [10§],
CloneCloud [99], PEDSA [248], EaCMD [114], and Odessa [207], presented practical

MCC use cases that involved data streaming, pattern recognition, and gaming applica-
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Figure 2.9: Cloud Offloading Supportive Model

tions in local-range and remote offloading. The elastic resource provisioning in Cloud-
based architectures allows for more flexibly tailoring such relatively light-weight comput-
ing applications according to real-time load requirements.

According to the layered service provisioning model defined by NIST in [190], studies
on energy-aware scheduling in Cloud Computing can be briefly divided into three direc-
tions: the handling of tasks and processes; the management of virtual resources; and
the optimization of hardware resources. For each layered model, the energy-aware of-
floading studies are further categorized based on the Cloud resource functionality model
— computing-centric model or communication-centric model, targeting the trade-off be-
tween execution efficiency and energy reservation.

The type of raw resources consists of a conditioning factor in classifying the hardware

resource optimization issues, which are divided into computing resource optimization,
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storage resource optimization, and networking optimization respectively.

2.3.1 Hardware Supportive Infrastructure

The hardware-layer studies focus on the virtualization technologies, which are led by
Xen, VMWare, KVM, and AWS.

In both Xen_Comp [16] and Xen_Net [I91], the development of Xen-based virtualiza-
tion technologies are demonstrated, and its performance is measured. In the context of
performance, Xen_Comp [16] presents the concept of paravirtualization, which alleviates
memory, and CPU overheads by migrating partial tasks from virtual instances to hosts.
Concerning the reduction of CPU overhead, Xen allows guest system calls accessed by
processors precisely without bothering ring 0 Virtual Machine Monitor (VMM). In terms
of networking, Xen Net [I91] introduces the high-level virtual network interface compo-
nent which can migrate partial network processing from the guest domain to the physical
NIC (Network Interface Card).

Similar to Xen, the KVM (Kernel-based Virtual Machine) presented by KVM_Sys [163]
also caches virtual memory management units in the guests to improve computing effi-
ciency. As for the storage devices and network 1/O, programmed /O and interrupts are
utilized to enabling and enhancing the communication efficiency. As for VMware-based
VMM, VM_1/0 [227] and VM_Comp [235] explore the concept of paravirtualization fur-
ther by attempting to minimize intermediate operations caused by the virtual monitor.
In addition, MVP [I7] explores the possibility to enable virtualization on mobile phones
based on the general desktop virtualization concept.

Besides the aforementioned efforts in the scope of virtualization technologies, a series
of evaluations are designed and implemented in the public Cloud with several execution
scenarios, observing the real performances. Most notably in EC2_Dis [19], the perfor-
mance of public Cloud instance EC2 from Amazon is evaluated based on large-scale,
tightly coupled, distributed tasks.

EC2_HPC [124] is another study in EC2 towards HPC applications, in which the
public Cloud instance is tested with standard HPC benchmarks in terms of memory
bandwidth, computation and I/O with MPI implementations. The matter in this partic-
ular case consists of the Cloud virtual instances being managed by the Cloud platform
but not the users, which means that it is still impossible for users to define the network
topology for their instances. In addition, for every reboot, the location of the virtual

instances may change due to the migration policy in the Cloud. As a result, the MPI
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implementations that require instances in the same subnet perform poorly.

In the same context as evaluating the performance of EC2, EC2.NASA [I89] has
realized a performance analysis of Amazon EC2 by comparing it to the Pleiades, the
NASA’s supercomputer. The results show that in the single node mode where shared
memories are used, the performance of EC2 is equivalent to the Pleiades due to the
utilization of the same node architecture. However, the EC2 instances increase the delay
when scaling up due to the underlying network architecture. This performance behavior
has been observed in a study presented in [I56], which described similar results and
point out that the interconnection issue is one key bottleneck in the Cloud to support
HPC-based applications.

Empirical performance analysis has been conducted and presented in [155], which
evaluated the efficiency of public Cloud EC2 instances from the perspective of Many-
Task Computing (MTC). Based on the experiment scenarios, the work suggests an order

of magnitude improvement is required in the Cloud to achieve similar performance as
Grid.

Table 2.5: Cloud-based Hardware-layer Studies

‘Work VMM Resource Target Evaluation
Xen_Comp [16] Xen Static Comp, I/O SPEC, lmbench
Xen_Net [191] Xen Static Net Zero-copy netperf
KVM_Sys [163] KVM Static Comp, I/O, Net N/A

VM.I/O [227] VMware  Static 1/0, Net nettest
VM_Comp [235] VMware  Static Memory SPEC, database
MVP [17] VMware  Mobile Comp kstats

EC2_Dis [19] Xen Static Comp, Net cavity3D
EC2_HPC [124] Xen Static Net HPC standard
EC2_NASA [189] Xen Static Comp HPC standard
EC2_MTC [I89] Xen Static Comp, Net MTC standard

Table briefly summarizes the works and studies above. From the table, we can
conclude that the flexible Cloud solutions pose as a potential and promising feature
to support light-weight multi-tenant MCC mobile applications. However, the virtualiza-
tion technologies inevitably introduce non-negligible performance loss regarding comput-
ing and communicating, and the Cloud nature is not suitable for the high-performance
computing-intensive or communication-intensive environment. As a result, scheduling,
load balance, and communication protocols must be tailored appropriately under the cur-

rent hard-layer infrastructure for mitigating performance losses and leveraging ofoading



Background and Literature Review 52

capabilities.

2.3.2 Virtual Instance Management

While the hard-layer paves the foundations of the Cloud architecture, the interme-
diate virtual resource management layer directly tackles the resource provisioning issue
in the MCC-based offloading. As the bridge that connects the physical resources and
application tasks, this layer encapsulates underlying implementation details and hosts
application tasks in the virtual machines. The core functioning of this layer is to instan-
tiate and maintain the virtual instances in proper physical hosts to process offloading
tasks in a way that the energy consumption of the Cloud is minimized and the require-
ments of incoming tasks are acceptably satisfied. To achieve it, typically the studies are
oriented by VM live migration and resizing which enable the VMs dynamically modify
the computing capability and location, as shown in Table

Table 2.6: Cloud-based VM-layer Studies

‘Work Arch Serv VM Energy Scheduling Prediction Migration
EaRAH [2I]  Yes N/A N/A DVFS MBFD N/A MM,HPG,RC
PaPCR [162] Yes Yes Yes DVFS Min-Price RT-VM Look-ahead N/A
PEGCA [118]  Yes N/A N/A State Predict-based Neural Network N/A

EaACB [126] N/A N/A N/A State ACO History-based N/A

MoACS [137] N/A N/A N/A DVFS ACO History-based N/A

EaFVM [II7]  Yes N/A  Yes VM-based  Branching Heuristic N/A N/A

BbGbS [243] Yes Yes Yes N/A Predict-based History-based Yes

LBVMR [151] Yes Yes Yes N/A GA N/A Yes

The VM level energy management is originated from VM-based migration — to achieve
high energy efficiency by gathering VMs and releasing low load physicals. In BbGbS [243],
a migration-based framework is designed and evaluated, targeting the Xen hypervisor.
The Sandpiper architecture can automatically trigger load balancing behaviors in a self-
organized manner without access to VMs. The data collection model is implemented
to collect guests data outside the virtual guest, regarding CPU, network, and RAM.
Domain-0 VM and hypervisor in Xen are utilized to obtain CPU task, network event
and RAM swap list of each virtual client in the physical host. The detection algorithm
is based on historical data and time-series prediction algorithm.

As mentioned in LBVMR [I51], the overhead introduced by migration is inevitable the

migration-based load balancing algorithms. In their research, a genetic-based algorithm
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is proposed. By simulating and evaluating resource scheduling solutions of a certain
number of generations, an acceptable scheduling strategy can be found concerning load
balancing and the number of migrations. The presentation of the system employs the
concept of spanning trees, which involves management root, physical machine and virtual
machines. An individual tree represents a scheduling solution, which performs mutation
and crossover to produce offspring.

Due to the significant computational and communication overhead introduced by the
live migration, several works sought to handle the scheduling issue without adjusting the
VM position frequently. This approach has been explored by EaRAH [22] 21], 23], which
abstracted the virtual resource scheduling process as the bin packing problem where
incoming VMs are presented as objects while physical hosts are bins. In the scheduling
process, VMs are first instantiated in a set of physical hosts. Then, VMs are migrated if
there exist hosts that violate utilization boundaries.

Concerning the improvement of the scheduling efficiency, the scheduling components
involve prediction functions to tailor the VM-host mapping, such as the work described
in PaPCR [162]. It also proposes a DVFS-based scheduling solution, focusing on the
processor speed adjustment. Instead of utilizing live migration to alleviate the unbal-
anced load, this work investigates the use of a look-ahead prediction based on the current
VM proportional share so that the processor can modify its frequency to achieve higher
energy efficiency while meeting the task requirements.

Similarly, PEGCA [I18] deploys a power-down prediction-based resource scheduling
algorithm to solve the unknown load issue. In the described solution, neural network
technology is utilized to learn the load variation behavior and predict further load change
based on the current VM load. Based on the prediction, the Cloud management node
can either reduce the number of VMs and suspend physical hosts if further system load
decreases, or invoke additional physical servers and increase live VMs for the increasing
of loads.

Besides the predictions, heuristics have also been used to tackle the performance of
scheduling in the Cloud. EaACB [126] and MoACS [137] introduces Ant Colony Op-
timization (ACO) protocol to achieve self-manageable energy-aware scheduling. Unlike
EaRAH [21] that first generates random scheduling solutions then reallocates the unbal-
anced load to achieve energy or execution efficiency optimization, EaACB [126] seeks to
find the global optimization directly in the scheduling stage. In the proposed bin-packing
ACO, the pheromone is defined as the minimum energy consumption scheduling solution

generated by ants. In order to find the global optimization, a probabilistic rule is defined
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to enable ants to bypass local optimal value stochastically while the pheromone trail
updates gradually converge all ants to the final solution.

Similar to this ACO-based scheduling technique, MoACS [137] also deploys the ACO
algorithm to solve the multi-dimension bin-packing issue. Unlike the previous work that
only concerns energy consumption according to the on/off states, this study further
evaluates the pheromone on the CPU utilization, which leads to a more robust result
and a faster convergence rate.

In addition to the above nature-inspired algorithms, the techniques described in both
EaFVM [117] and EVRP [144] deploy the Constraint Programming (CP) to search the
best scheduling solution. In the proposed design, task requirements and current system
load are translated into QoS and availability constraints while VM-based power objec-
tive is established for a heuristic search. In the execution, the branching heuristic is

implemented to improve scheduling efficiency.

2.3.3 Task and Process Scheduling

The task and process related energy-aware issues are inherited from traditional dis-
tributed systems, such as clusters and Grid [I31]. The energy-aware handling of such
conventional systems is typically conducted through balancing and remapping tasks so
that computing resources or networking resources can fully or partially powered-down
for energy reservation. This layer is required to balance the trade-offs between the Cloud
energy cost and the task execution quality as shown in [2.7

EMMC [169] consists of an energy-aware cluster-based framework where describes
two power-down based task scheduling frameworks — Covering Set and All-In Strategy
— presenting a performance comparison and discussion. By utilizing the power-down
strategies, a promising amount of energy consumption can be reduced. In this same
context, a task replication reconfiguration method [I71] has been proposed to develop
an energy-aware cluster. By limiting the size of covering subsets and the replicas, energy
can be reserved with a certain level of availability.

Inspired by bio-inspired optimization heuristics, many works have employed ap-
proaches based on genetic algorithms to handle the energy-aware task scheduling issue.
In that sense, GATSC [138], JSMCC [176], EaGAT [94], and PBoHM [192], as well as
variations of these strategies described in [I57, 93], have made efforts to handle the task
scheduling issue in the Cloud based on the Genetic Algorithm (GA). In these works,

the scheduling problem is formalized as a self-managed mapping process that applies
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Table 2.7: Cloud-based Task-layer Studies

Work Resource Exec EnergyTask Network Comp Scheduling Prediction Scal
Scope Eff Eff Model Model Model

EMMC [169] Cluster N/A  Yes Meta N/A State CS, AIS N/A N/A
EaGAT [94] DataCenter  Yes Yes Meta N/A DVFS GA N/A N/A
GATSC [138] Cluster Yes N/A  Meta N/A MapReduce GA KCCA N/A
JSMCC [176] Inter-DC Yes N/A Meta N/A State GA N/A Yes

PBoHM [192] DataCenter  Yes Yes DAG N/A DVFS GA N/A N/A
MOAEA [249] DataCenter Yes Yes DAG Delay, Size DVFS PSO N/A N/A
HBDSA [195] DataCenter  Yes N/A  Web-app N/A Service Honey Bee N/A N/A
DENS [165] Multi-DC Yes Yes Video App  3-tier Net DPM Weighted-tier Buffer Yes

EeDRC [33] DataCenter N/A  Yes Database Traffic-based DVFS Aggregate-Net  Traffic N/A
QGMMH [150] Grid Yes N/A  Meta Bandwidth FLOP Min-Min GHS N/A
UPGMM [95] DataCenter  Yes N/A  Meta N/A FLOPS Min-Min N/A N/A
LBTCC [230] DataCenter  Yes N/A  Meta 3-tier Net FLOPS OLB, Min-Min N/A N/A
EMmTS [26] DataCenter  Yes N/A  Meta Bandwidth FLOPS Max-Min N/A N/A
IMMTS [173] Cluster Yes N/A  Meta N/A FLOPS Max-Min Load N/A
DECM [I36] Cloudlet Yes Yes Meta Route-based  Meta DP N/A Yes

DVFS-based on resource models to application load models. The use of DVFS is guided
by the energy-aware evaluation matrix, which typically targets the task execution time
and the system energy cost as the multi-objective context.

MOAEA [249] used another bio-inspired optimization class of algorithms, which uti-
lizes Particle Swarm Optimization (PSO) based population heuristic optimization to pair
the tasks, processors with different voltage levels. In the proposed solution, the task map-
ping issue is defined as finding the optimal task-process-voltage triplet sets that contain
the best fitness value. In the evolution process, the fitness value is evaluated as a com-
bination of the task makespan, cost and energy while the descendants are generated by
comparing the distance to the current optimal. To achieve the global optimal, offspring
can randomly select another particle position with a certain probability.

HBDSA [195] also introduced a load balancing mechanism that is based on honeybee
optimization algorithm. Idle computing resources are divided into foragers and scouts.
Scouts serve a random task in the task queue and record the task information after
completing globally (on the advertising board) with a probability. The foragers randomly
read the globally published task information based on adjusted probability, and then
choose and harvest the task. The probability is calculated based on the profit of the

server and the whole system recorded by the global advertising board.
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Besides the biological based algorithms, several works attempted to shorten the
makespan and increase the utilization ratio of the resources by using Min-Min optimiza-
tion approaches. QGMMH [150] employed the concept of Min-Min to support QoS-aware
Grid computing. It calculates the minimum completion time of each task and prioritizes
small tasks.

In the same trend, UPGMM [95] proposed an enhanced Min-Min algorithm with user-
priority awareness and dynamic load balancing, which tackles the multi-tenant issue on
the Cloud environment. In addition to the existing Min-Min functions, the proposed
algorithm introduces an extra load comparison step, selecting small tasks from resources
that are most overloaded. The selected tasks are then reassigned to low load resources to
execute if the makespan allows. Although the proposed algorithm produces overhead due
to the extra load comparison step, the experiment result shows an overall performance
improvement in terms of task execution time, compared to Min-Min.

Compared to Min-Min, large tasks in Max-Min optimization strategies are considered
to have higher priority and are scheduled first. In EMmTS [26], an enhanced Max-Min
scheduling algorithm is proposed. In this approach, instead of selecting the largest tasks,
the authors argue that choosing tasks with average or just above average load can lead
to better makespan and load balance. The experiment result shows an improvement of
the proposed algorithm compared to the improved Max-min algorithm when new large
tasks are involved.

Similarly, IMMTS [I73] employed Max-Min optimization strategy to tackle the elas-
ticity issue in the Cloud. In traditional Min-Min and Max-Min studies, the handling
of new tasks is mainly under the assumption that the previously scheduled tasks are
completed, which is not always true especially in the multi-tenant Cloud environment.
The proposed method designs and maintains a task table and a virtual resource table to
trace the real-time task and resource change. The task status of the virtual machine is
collected by the information agent inside the virtual machine. The collected data is then
sent to load balancer, based on which relocation decisions are made.

Unlike the previous studies that focused on computing-related issues, DECM [130],
DENS [165], and EeDRC [33] have devised a bandwidth-based network model especially
to tackle the communication-based energy-aware problems. DECM [136] deploys the
concept of dynamic programming to determine Cloudlet routing and task scheduling.
According to the sequence of tasks and the position of Cloudlets, energy-aware recursive
functions are designed to pair tasks and resources.

DENS [165] and EeDRC [33] evaluated the energy consumption of ports, line cards,
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and switches, from the view of data center level, rack level, and server level. As suggested,
the energy consumption of the ports is highly related to the scale of traffic created
by the application tasks. Traffic prediction models have also evaluated both works.
DENS [165] evaluates the potential network traffic according to the current uploading
queue while EeDRC [33] defines traffic load prediction based on historical data. Based on
the evaluation of task traffic, a trade-off can be made between communication delay and
bandwidth especially for delay tolerant applications, which can reduce the system-level

network energy cost.

2.4 Open Challenges and Research Directions

As discussed in the sections above, many research efforts have been presented regard-
ing the energy-aware issue in MCC-based offloading. However, due to the novelty of the
MCC concept model, enabling energy-efficient offloading remains a challenge. The main

obstacles and potential research opportunities are summarized as follows:

1. Mobile-oriented

(a) Availability. The availability issue in energy-aware MCC-based offloading is
originated by the distinctness of computing architectures between mobile and
static devices. However, the mobile devices cannot transparently translate
the mobile-based task sets into runnable executions directly for the static
offloading resources. This lack of interpreter standard in MCC necessitates
the developers either to manually divides tasks into mobile execution tasks
and offloading executions or to deploy an intermediate task partitioner that
can translate the codes across the platforms. On the one hand, the manual
approach requires a considerable amount of work when migrating traditional
mobile tasks to the MCC platform. On the other hand, the auto-partitioning

method inevitably introduces run-time computing and energy overhead.

(b) Mobility. Unlike the static computers that are connected through wired net-
works, the mobile elements are moving under the wireless channels. The
unstable offloading environment may introduce unpredictable communication
overhead which further impedes the energy-efficient offloading as discussed
in Section 2.2 Many profiling technologies are proposed to alleviate the in-

fluence of the fluctuated network that may lead to inappropriate ofoading
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decisions. However, the profiling process itself introduces energy overhead,
and the profiling accuracy can still be improved. Also, the decision-making
algorithms should concern the coverage of the offloadees and the mobility of
the offloaders. Penalty functions can be used to penalize the potential offload-

ing interruptions in the channels.

2. Cloud-oriented

(a) Security. As a distributed paradigm, MCC requires data sharing fundamen-
tally between personal mobile users and the public Cloud resources. However,
considering the potential security threats, users should not always share the
task-related data especially when the users first enter a new local area and are
surrounded by unknown devices. Instead of stamping and sharing user-based
task information directly in the local area, protection mechanisms should be
implemented on both the mobile part and the local Cloudlet to filter user-

sensitive data and detect malicious behaviors in an energy-efficient manner.

(b) Execution Efficiency. Due to the deployment of RPC in MCC-based of-
floading, the task execution efficiency highly depends on the status of re-
mote resources. However, from the perspective of Cloud operators, the Cloud
system-level energy efficiency often conflicts with the task execution efficiency.
According to the patterns of mobile tasks that are typically small and delay-
sensitive, traditional energy-aware migration-based scheduling protocols heuristic-
based solutions may easily lead to profiling failures due to intolerable commu-

nication latency.

2.5 Conclusion

In this chapter, the state-of-the-art of works related to energy-aware is extensively
surveyed in the scope of MCC-based offloading,. The origin of MCC is illustrated based
on the nature of Mobile Computing and the comparison between Grid Computing and
Cloud Computing. The offloading process, which consists of partitioning of tasks, profil-
ing, decision-making, and offloading components, has been extensively explored in several
works, considering the local devices, Cloudlets, and the remote Cloud. The networking
aspects, as a determinant factor in performance, have also been investigated. All these

elements have been broadly described and discussed in the survey study, guided through
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the functionality, issues, and solutions of the schemes, architectures, and techniques.
This chapter gathered and examined the existing studies, systematically classifying ac-
cording to the perspective of the mobile device and the Cloud, observing performance
aspects in terms of the energy-aware offloading processing and the trade-off between

energy reservation and execution efficiency.



Chapter 3

A Cloudlet-based Multi-layered
OfHoading Prototype

This chapter proposes a prototype for Cloudlet-based offloading from scratch. Con-
cerning the evaluation of task load, in the proposed model, computing intensive dis-
tributed simulation applications are used as the offloading task. For the Cloudlet in-
frastructure, local Cloud and public Cloud resources are utilized for the deployment.
This chapter presents a multi-layered cloud simulation scheme is proposed, concerning
usability, elasticity, energy consumption, and fast deployment. Components are designed
and implemented to provide unlimited computing resources to end users by coordinating
public computing resources during runtime. Energy-aware elements are utilized to reduce
unnecessary energy cost from computing resources. A deployment model is designed to
accelerate the migration and deployment process of the cloud simulation platform. In
addition, the scheme contains functions for job scheduling, monitoring, and a friendly
web-based graphic interface to ease the configuration, operation, and maintenance of the
underlying system.

The reminder of the chapter is organized as follows. In Section 1, the proposed
scheme is described, including architecture, key components, and functioning. In Section
2, several experiments are presented and discussed in terms of energy consumption,
management efficiency, and performance. In Section 3, the proposed solution design and

experimental results are summarized, and directions for future works are provided.
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Cloud Simulation Scheme

Deployment Management Layer

User Management Layer

Simulation Function Laier

Integration and Virtualization layer

Raw Resource Layer

Figure 3.1: Cloud Simulation Framework
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3.1 Cloud Simulation Platform

As shown in Figure 3.1} this Cloud Simulation Platform consists of five layers: the
Raw Resource Layer, the Integration and Virtualization Layer, the Simulation Function
Layer, the User Management Layer, and the Deployment Management Layer. Specif-
ically, the deployment mechanism, security mechanism, migration mechanism, and re-
source scheduling mechanism will each be illustrated in detail with the description of

related key features of each layer.

3.1.1 Deployment Management Layer

Fast and automatic deployment and migration of the proposed scheme in new envi-
ronments is a priority. To achieve this, the Simulation Resource Deployer, the Virtual
Resource Deployer, and the Cloud Infrastructure Deployer (as depicted in Deployment
Management Layer of Figure cooperate to backup current platform status, pack
and transmit core resources to new environments, and deploy the platform based on its

previous saved status.

Simulation Resource Deployer

The Simulation Resource Deployer focuses on simulation-related package handling.
These simulation-related packages are managed by the Simulation Storage Manager (in
Layer 3, Figure and are stored in both cloud and block storage. When platform pack-
aging starts, the Simulation Resource Packager is triggered by the packaging process, and
it calls the Simulation Storage Manager to find all packages that require packing. Af-
ter the search is completed, the Simulation Resource Packager compresses all necessary
packages, waiting for transmission. When installation begins, the Simulation Resource
Installer is invoked by the installation main program. It decompresses simulation-related
packages and stores these packages in a temporary folder. After the Cloud Infrastruc-
ture is properly deployed, the Simulation Resource Installer calls Simulation Resource
Manager to register the packages currently stored in the temporary folder. Finally, these
packages are removed from a temporary folder and stored in the proper cloud storage

and block storage again, ready for further usage.
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Algorithm 1: Cloud Simulation Platform Packaging and Installation Algorithm
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Require: SIGN_SR,SIGN_VR,SIGN_CP.

Note: CID — Cloud Infrastructure Deployer, I PC — Installation Parameter Collector,
OD — OpenStack Deployer, CSDP — Cloud Simulation Platform Deployer,
SV RS — Simulation/Virtual Resource Scheduler. UM — UserManager

if SIGN_CP == packaging_start

then

SIGN_SR < SIGN_CP

SIGN_VR < SIGN_CP

CID.stop(UM,SRM,VRM,SIGN_CP)

while SIGN_CP! = packaging_ready

do

SRpacks <= SRP.search(SRM,SIGN_SR)

SRpacks.save()

V Rpacks <= V RP.search(VRM,IM,SIGN_V R)

V Rpacks.save()

if SIGN_SR == ready && SIGN_V R == ready then

CID.add(SRpacks,V Rpacks)

C1D.save()

SIGN_CP <« packaging_ready

else

SIGN_CP <= recheck
SIGN_SR < SIGN_CP
SIGN_.VR < SIGN_CP

SIGN_CP <« transmitting

if SIGN_CP == installation_start
then
CID.auth()
1P < IPC.search(comp, st,nw)
OD.install(IP)
CSPD.install(IP)
SV RS.sche(SRI,V RI)
while SIGN_CP! = installation_end
do
SRI.unpack(SRpacks)
SRI.register(SRpacks)
V RI.unpack(V Rpacks)
V RI.register(V Rpacks)
if SIGN_SR == installation_end
&& SIGN_V R == installation_end
then
CID.test()
CID.end()

else

SIGN_CP <« recheck
SIGN_SR < SIGN_CP
SIGN_.VR < SIGN_CP
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Virtual Resource Deployer

The Virtual Resource Deployer functions in a similar manner as the Simulation Re-
source Deployer. It is responsible for the handling of the simulation units — the virtual
instances. When packaging begins, it calls the Virtual Resource Scheduler (in Layer 3,
Figure and the Virtual Resource Manager (in Layer 4, Figure to record the
real-time statuses of all computing instances in the entire system. The current statuses
of virtual instances are saved by creating images. The Virtual Resource Packager classi-
fies these images according to their owners. During the installation process, the Virtual
Resource Installer first checks the Authentication status of the image owners, and then
unpacks the images based on image users. Before the image can be used in the new en-
vironments, the Virtual Resource installer must trigger the Virtual Resource Scheduler
to register the images and rebuild computing instances accordingly. These are created
with the same instance type and network topology as in the original cloud simulation
platform.

Cloud Infrastructure Deployer

The Cloud Infrastructure Deployer disposes components related to cloud middleware
and virtualization tools. The configuration of these components are highly based on the
new targeting environments. The Installation Parameter Collector is designed to collect
relevant parameters required during the installation for the new physical environment,
such as compute capability, Hard Disk capacities, and network characteristics. These
parameters are passed to the OpenStack Deployer and the Cloud Simulation Platform
Deployer to install the core components and services as shown in Figure 3.1 After
this step, the Simulation/Virtual Resource Scheduler triggers the Simulation Resource
Installer and the Virtual Resource Installer to handle relevant softlayer and hardlayer

deployment respectively.

Cloud Simulation Platform Packaging and Installation Algorithm

The entire packaging and installation process is shown in Algorithm[I} The packaging
program begins in line 3 and ends in line 22. After the packaging main process is
initialized, the Cloud Infrastructure Deployer calls the Simulation Resource Manager, the
Virtual Resource Manager, and the User Portal to stop accepting new tasks, as shown in
line 7. Once the current simulation tasks and the virtual instance scheduling tasks are

completed, two sub-processes are triggered by the main program to package simulation



A Cloudlet-based Multi-layered Offloading Prototype 65

resources and virtual resources at the same time. On one hand, the Simulation Resource
Packager finds the required simulation-related packages in the Simulation Resource Pool
with the help of the Simulation Resource Manager. These packages are then copied
and compressed from the cloud storage. On the other hand, the virtual computing
resources are handled by the Virtual Resource Packager. The Virtual Resource packager
calls the Virtual Resource Manager to find the virtual instances, and invokes the Image
Manager to build images to save the status of each instance. After both sub-programs are
completed as shown in line 14, the packed simulation resources and virtual resources are
registered to the main packaging process in the Cloud Infrastructure Deployer. Finally,
the Cloud Infrastructure Deployer packs external tools such as the cloud middleware and
virtualization components, ready to transmit.

The installation process contains three steps: the cloud infrastructure installation,
the simulation resource installation, and the virtual resource installation. The main
installation process first invokes the Cloud Infrastructure Deployer to build the basic
cloud platform. Before the real installation process begins, the installation parameters
that are required during the cloud infrastructure installation are collected by the In-
stallation Parameter Collector. The collecting process may need the authorization of
the system administrator before it can begin. Then, the OpenStack Deployer and the
Cloud Simulation Platform Deployer build core components in the Integration and Vir-
tualization Layer and main services in the Simulation Function Layer. After this, The
Simulation/Virtualization Resource Scheduler calls the Simulation Resource Installer and
the Virtual Resource Installer to install simulation resources and virtual resources. The
Simulation Resource Installer and the Virtual Resource Installer work simultaneously,
uncompressing, storing, and registering relevant packages in the new environments. Af-
ter these two sub-processes are finished, in the end, the Cloud Infrastructure Deployer
tests the functions of key services, as well as the availability of the simulation pool and

the virtual resource pool, ensuring the correct installation.

3.1.2 User Management Layer

This layer focuses on security issues in the cloud environment. In this layer, an
authentication and access control mechanism is proposed to protect users against threats
from both inside the cloud and outside the cloud. In addition, this layer also provides a
web-based graphic portal and a command-line interface, through which users can access

the simulation resources and the computing capability of the proposed cloud simulation
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platform. This user portal enables users to design, code, analyze and test complex
distributed simulations via lightweight terminals such as laptops, tablets, or even smart

phones.

Authentication and Access Control Algorithm

Algorithm [2| shows the authentication and access control process. After the user reg-
isters in the platform, as shown in line 2, the cloud firewall adds the new user to the
acceptance list. In this stage, the user receives authorization to access the shared ma-
terials in the Simulation Resource Pool. Users can take advantage of softlayer resources
in the pool which gathers and presents codes, templates, solutions, applications, and
experiences shared by other cloud users. In order to secure the user-defined simulations
in the Simulation Resource Pool, a unique private key is created and stored by the sim-
ulation owner, which is required when the user edits or updates its private simulations
and application. An X-token, controlled by the Virtual Resource Manager, is provided
to enhance the security of user-defined virtual instances. This access key allows the user
to access private virtual instances in the Virtual Resource Pool, as shown in line 11.
It is required when users create, access, modify, or delete instances. The X-tokens and
the passwords function as a two-layered security mechanism, stored separately in the
platform. On one hand, if one user is accidentally attacked and loses the control of its
instances due to the leak of username/password, the attacker cannot tap into the data
inside the user-defined instances due to the lack of the X-tokens; on the other hand, if the
X-tokens are stolen, users can stop or suspend their instances immediately through the
control console (login by username/password), and then reset the X-tokens. The default
lifespan of the X-tokens is 24 hours, which is set the same as the identity components in
the internal cloud middleware [23]. With encryption, X-token and virtualization tech-
nology, users on the cloud are better isolated and protected so that malicious operations
from cloud users or system administrators inside the cloud can be more easily blocked,
ensuring that at any time, one virtual instance can only belong to one cloud user for its

exclusive usage.

3.1.3 Simulation Function Layer

This layer provides core functions and services that naturally enable and support dif-
ferent types of distributed simulation standards, such as High Level Architecture (HLA),
Distributed Interactive Simulation (DIS), and Data Distributed Service (DDS), which
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Algorithm 2: Authentication & Access Control Algorithm

1 Require: username/password, private_key, x_token
2 User.signup()

3 User.fw.ad(user)

4 if User.auth() == True

5 then

6 User.access.add(SRP.r)

7 if User.auth(key)
8

9

then
User.access.add(SRP.w)
10 if User.auth(z_token)is not expired then
11 L User.access.add(V RP.w)
12 else
13 t User.auth.update()

14 else
15 tUser.access.del()

include the Distributed Simulation Workbench, the Simulation Resource Manager, and

the Virtual Resource Manager.

Distributed Simulation Workbench

The Distributed Simulation Workbench offers users a self-defined distributed simula-
tion foreground, enabling users to focus on design, analysis and testing without further
concerns regarding the configuration and maintenance of the underlying physical system.
Based on the user’s privilege, the Simulation Service Manager furnishes and coordinates
simulation services for users, which include an online modeling service, a simulation anal-
ysis service, a fault tolerance service, and a load relocation service. The on-line modeling
service is designed for modelers to code, submit, execute, and debug through a web-based
lightweight interface. Other services can be lightly applied by this interface. Simulation
analysis service records and provides end users with the results of simulation execution,
simulation-related system logs, and simulation performance statistics, such as CPU load,
simulation execution time, and network bandwidth usage, helping to reveal potential

issues in the user-designed programs and applications. Fault tolerance service protects
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user-defined simulations from computation errors, storage errors and network errors, pro-
viding rollback and failover mechanisms. The VM migration is utilized as an approach
for simulations to recover from failed physical resources. The load relocation service sup-
ports user’s ability to reschedule virtual instances and modify instance types or network
topology during run-time, simplifying the set of comparison experiments. The statuses of
these services are tracked by the Simulation Service Monitor. In addition, the Simulation
Service Monitor detects and updates the states of the physical machines that periodically
compose these simulation services. If any physical error occurs, the Simulation Service
Monitor is responsible for blocking relevant resources and informing the cloud simulation
platform administrator. The Simulation Service Scheduler manages and maintains the
background execution queue for the simulation service requests from multi-users, ensur-
ing proper execution orders of simulations. In addition, the Simulation Service Scheduler
calculates the energy consumption of the entire platform and implements energy efficient
policies, reducing energy consumption by migrating and centralizing virtual instances

and releasing idle physical machines.

Simulation Resource Manager

The Simulation Resource Manager concerns the network, OS, software dependency,
storage, and computation aspects of the distributed simulations. It also manages the
Simulation Resource Pool, which gathers, presents, and shares codes, templates, solu-
tions, and applications of diverse distributed simulation standards among the cloud users.
The Simulation network manager handles the network model for the given distributed
simulations. It currently supports unicast, multicast, and broadcast approaches used by
most distributed simulation standards for communication. In addition, it works with
the Virtual Resource Scheduler to initialize the virtual instance’s network topology for
self-defined virtual instances. The simulation OS Manager controls and stores a list of
images of OS for booting virtual instances. Users are able to modify system settings,
such as firewall rules, partitioning of the hard disk, software repository, and other system
information before the virtual instances are booted. The Simulation Package Manager
is responsible for arranging the simulation of dependent packages. This component na-
tively supports standards including HLA, DIS, and DDS, and it automatically configures
and installs dependency packages that each corresponding implementation may further
require. In order to enable the diversity of distributed simulations, the Simulation Pack-
age Manager also allows users to manage and define self-designed packages for specific

scenarios. The Simulation Storage Manager provides two types of storage in the back-
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ground for simulations: cloud storage and block storage. Cloud storage is mainly used
as replicas to backup resources in the Simulation Resource Pool in the event that local
resource storage servers fail. In addition, these cloud replicas can be easily shared among
users inside and outside the platform. The block storage saves all necessary information
that this cloud simulation platform requires during runtime and it utilizes the Network
File System (NFS) to accelerate the scheduling process of simulation resources. The Sim-
ulation Compute Manager concerns the compute capability for the current distributed
simulation. It communicates with the Simulation Service Monitor to check local compute
resources. If local resources are not sufficient for current simulations, it calls the Virtual
Resource Manager and the Public Resource Agent to enable additional public computing

resources to fulfil the computation requirements.

Virtual Resource Manager

Due to the diversity of modeling and simulation applications, computing resource re-
quirements differ. The Virtual Resource Scheduler is utilized to control the granularity of
resources so that the need of diverse simulation applications can be better met. Based on
the requirement information from users, the Virtual Resource Scheduler helps to arrange
the simulation environment based on the parameters of the computing unit, such as the
number of virtual processors, memory size, network topology, and the quantity of virtual
machines. The Virtual Resource Scheduler invokes corresponding components in the Vir-
tual Resource Manager and in the Public Resource Agent, discovering proper computing

resources and instantiating virtual computing instances in the Virtual Resource Pool.

Scheduling Algorithm and Dynamic VM Reallocation

Several resource scheduling algorithms are provided for instance creation, as shown
in Algorithm [} random, computation-intensive, and communication-intensive. N in line
1 defines the number of virtual resources that require deployment in simulations. The
default value is 0, which means the current available resources are already adequate, and
there is no need for additional virtual resources to be scheduled from the Virtual Resource
Pool. In this context, IT in line 1 is short for the instance type. This parameter expresses
the type of virtual instances that may be further initiated and utilized. It contains
computing and storage capability information such as processors, RAM and hard disk.
SA, which is first shown in line 1, stands for the type of the scheduling algorithm. In

Random, as shown from line 4 to line 14, the Virtual Resource Scheduler randomly
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creates instances. First, from the Virtual Resource Pool, a queue of all current available
resources are listed. Then, based on the number of available resources, a random integer
number n is selected according to a normal distribution. The resource whose index
number is n in the resource queue is chosen as the destination physical host. After
this selection, the request to boot the virtual instance is queued in the background
and then redirected to the destination’s physical host. Finally, the virtual instance is
instantiated on the targeting physical host, and the system records and updates the
resource information in the Virtual Resource Pool. At this time, one round of scheduling
ends and the next round is ready to begin. Differently from the random scheduling, the
computation and communication-intensive approaches make use of a greedy technique
for allocation of resources. In computation-intensive scheduling, shown from line 15 to
line 24, a current available resource queue is first created in the same manner as the
random scheduler. Then, the resource whose current computing capability is the largest
in the queue is selected as the destination resource. In this mode, large virtual instance
types are particularly chosen as IT for simulations involving large computation tasks.
With this type of scheduling and the large virtual instance type, the rounds of scheduling
can be noticeably reduced. In the communication-intensive mode shown between line 25
and line 35, the first resource in the current available resource queue is selected as the
destination host. Then, this selected physical host attempts to schedule and boot as
many virtual instances as possible on itself until its compute capability is exhausted.
In this way, communication-intensive simulation entities can be likely to exist in the
same physical host, so that the communication distance of simulation entities is reduced.
After each round of scheduling, a virtual instance migration may be triggered by the
Simulation Service Scheduler, reallocating virtual instances and centralizing simulation
tasks. In this case, idle physical resources can be released and the energy consumption

of the system can be reduced.

3.1.4 Integration and Virtualization Layer

In order to utilize the raw computing capacity from diverse resources, the Integra-
tion and Virtualization Layer is designed to coordinate these resources and implement
virtualization technologies. This layer contains two core components: the Virtual Re-
source Manager and the Public Resource Agent. Although these components are not
visible to end users, they play an important role in automatic configuration, manage-

ment and maintenance of the underlying raw resources while hiding complex details of
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Algorithm 3: Scheduling Algorithm & Dynamic VM Reallocation

1 Require: N, IT SA

N _update()

IT update()

if SA is Random Scheduling
then
while N!=0do
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ava_res_que <= res_pool.search(IT')

n < random(0, ava_res_que.indezx)
des_res < ava_res_que.get(indexr = n)
boot_que.add(des_res, IT)

sys.rec()

sys.update()

N _update()

V M.realoc()

if SA is Compute — intensive Scheduling
then
while N!=0do

ava_res_que <= res_pool.sort(IT)
des_res < ava_res_que. find_low_load()
boot_que.add(des_res, IT)

sys.rec()

sys.update()

N _update()

V M.realoc()

if SA is Communicate — intensive Scheduling
then
while N!=0do

ava_res_que <= res_pool.search(IT')

des_res <= ava_res_que.get(index = 1)

while des_res is not exhausted or N! =0 do
L boot_que.add(des_res, IT)

sys.rec()
sys.update()
N _update()
V M.realoc()
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system management.

Virtual Resource Manager

The Virtual Resource Manager plays a crucial role in integrating physical resources,
which includes three sub-managers: the Compute Resource Manager, the Image Man-
ager, and the Network Manager. The Virtual Resource Manager maintains and manages
the cloud middleware and virtualization tools. Based on the user-defined requirements
from the aforementioned Virtual Resource Scheduler, the Virtual Resource Manager calls
its relevant sub-managers to process compute-related, storage-related, or network-related
management programs. These programs work as based for building the experimental or
execution environment. The Compute Resource Manager deals with the establishment of
virtual instances based on the selected scheduling algorithm and the characteristics of the
user-defined virtual instances. The Image Manager handles the operating system and
simulation-related soft-layer issues. According to various implementations of different
distributed simulation standards, the Image Manager pre-arranges the operation system
and the simulation-related packages for the virtual instances before it is booted from
the Compute Resource Manager. The Network Manager controls the network topology
of the virtual instances. In this case, these virtual instances can be instantiated in the
same physical host or among multiple adapters, based on simulation requirements. In
addition, the Network Manager maintains the key bridge that is designed to support
communications between local virtual instances and public instances. It virtualizes the
public portal of the cloud simulation platform, binding the virtual portal and public

tunnels.

Public Resource Agent

In order to achieve rapid elasticity in the cloud simulation platform, the Public Re-
source Agent is designed to increase computational capabilities during runtime. This is
achieved by introducing public physical resources such as instances in the public cloud
(eg., Amazon EC2 instances). To coordinate the local resources and public resources,
the diversity of the public network should be taken into careful consideration. In the
public network, multicast and other approaches of package transmission protocols, which
are widely used in many distributed simulation standards, may not be well supported
by routers, switches, or hubs, which are in the communication path between cloud in-

stances deployed over different remote networks. For instance, routers drop multicast



A Cloudlet-based Multi-layered Offloading Prototype 73

messages by default if the destination resource and the original resource are not set in
the same subnet. The Public Resource Agent is introduced to manage the public net-
works to meet the demands of distributed simulation. First, the Public Resource Agent
builds specific virtual tunnels for each public resource based on the physical network,
penetrating the public Internet and encapsulating packages and messages that need to
be sent and received. After the virtual tunnels are initiated, the relevant Firewall rules
are modified to support the established communication among local instances and pub-
lic instances, redirecting packages and messages to the proper destinations. The Public
Resource Agent listens to the Virtual Resource Scheduler and analyzes the simulation
requirements defined by users, so it only invokes public instances if local current compu-
tational capability are not sufficient and the Service Level Agreement of the user is not

violated.

Simulation Execution Algorithm

In Algorithm 4] the underlying simulation execution process is described step-by-step.
First, when the Virtual Resource Scheduler receives simulation tasks from the user, the
identity and priority of a user is verified, as shown in line 3. This ensures that the user
can reach full access to the Simulation Resource Pool and the Virtual Resource Pool.
The detailed authentication and access control process is demonstrated in Algorithm 2]
Then, based on the information collected from the Simulation Service Monitor, the Vir-
tual Resource Scheduler decides whether it is necessary to invoke public instances. On
one hand, if local computing capabilities are sufficient (as shown in lines 5 to 10), the
Public Resource Agent is not contacted. In this situation, the Virtual Resource Man-
ager calculates the number of virtual instances that must be instantiated and collects
user-defined parameters such as SA, I'T, and simulation related packages. The Virtual
Resource Manager then boots the instances in line 9, as illustrated in Algorithm [3 On
the other hand, if local computing resources do not meet the requirements, the Public
Resource Agent is called to arrange additional computing capabilities, as shown in lines
12 to 17. In this case, after the local computing resources are exhausted, the Public
Resource Agent configures, links and bridges the public instances to local user groups,
enabling communications among local virtual instances and public instances in the same
user-defined group. In this stage, the virtual resources are properly prepared, and are
ready to execute softlayer commands. Before the distributed simulation applications be-
gins to run, the simulation scripts are supposed to map to destination instances by the

Simulation Resource Manager, as shown in lines 20 to 25. The Simulation Resource Man-
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ager pairs the index of user-defined simulation packages in the Simulation Resource Pool
and the index of virtual instances in the user’s private Virtual Resource Pool, delegating
simulation executing packages to destination instances. After each round of simulation,
the executing packages can be remapped to different instances for comparison study.
After the simulations are completed, as shown in lines 26 to 32, the simulation-related
packages and logs are uploaded to Hard Disk storage and cloud storage. The status of
computing resources is saved in the system as images and the computing capabilities can

properly store and reused later for a future instantiation.

3.1.5 Raw Resource Layer

The Raw Resource Layer is a pool of untreated resources, such as computing re-
sources, storage resources, and network resources. The whole cloud simulation platform
is built on top of these resources. In this layer, physical hosts are not configured and
coordinated, as they contain only an operating system and basic software that such an

operating system brings.

3.2 Experiments and Result Analysis

The prototype of this platform has been implemented and deployed on a cluster, on
one single machine, and on the Amazon EC2 instance respectively to test and compare
the performance. The cluster was composed of 20 nodes, and each node of the cluster
contained a Quad Core 2.40GHz Intel(R) Xeon(R) CPU and 8 gigabytes of DIMM DDR
RAM memory. All nodes were interconnected through a Myrinet optical network that
allowed data transmission up to 2 gigabytes per second. The single machine setup con-
tained a Quad Core 2.40GHz Intel CPU (4700MQ) and 16 gigabytes of RAM. VMware
Workstation [227] was used as the virtualization tool, which created one management
node and two computing nodes. The details of the nodes are shown in Table 3.1} For
public cloud instances in our experiments, T2.micro instance from AWS [9] was employed,
which provided a basic configuration: one VCPU and 1 GB of memory. Based on dif-
ferent deployment environments, instance types, scheduling algorithms, and experiments
were implemented to evaluate the energy consumption, resource provision efficiency, and
simulation performance.

The first experiment concerned the preparation time of a simulation environment,

including the computing resource scheduling time, raw resource providing time, and
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Algorithm 4: Simulation Execution Algorithm

1 Require: VRP.w,N,IT,SA, P.

Note: VRP — Virtual Resource Pool, P — Simulation related Packages,
VRS — Virtual Resource Scheduler, V RM — Virtual Resource Manager,
SRM — Simulation Resource Manager, CRM — Compute Resource Manager,
IM — Image Manager, NM — Network Manager, PRA — Public Resource Agent,
SRP — Simulation Resource Pool.

while |V RS.end() && User.access(V RP.w) do

2

11
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31

while

VRS.cur(VRP) <= VRS.req() do

if VRS.req() <=V RS.cur(VRP.loc())
then

VRM.N.set() <= VRS.req() — VRS.cur(VRP))
VRM.IM.set(P) <= SRM.map(SRP)

V RM.boot(V RM.CRM (N, IT), VRM.NM(SA), VRM.IM(P))
V RS.update()

else

VRM.N.set() <= VRS.req() — VRS.cur(VRP.loc())

VRM.IM .set(P) < SRM.map(SRP)

VRM .boot(VRM.CRM(V RS.cur(VRP.loc()),IT),
VRM.NM(SA),VRM.IM(P))

PRA.set(VRM.N, PRA.getpair(PL), VRM.IM(P))

VRM.N M bridge.setgroup(V RM.cur(user), PRA.cur(user))

V RS .update()

i V]QS.end() < User.def|()

while !SRM (end)&&U ser.access(V RP.w) do

V RM .insList.set(user) < V RM.cur(V RP.user.simX)
SRM.simList.set(user) < SRM.upload(SRP.user.simX)
SRM.mapSimPair(V RM.insList(user), SRM.simList(user))
SRM .execute()

SRM (end) < User.def()

if SRM (end)

then

SRM.upload|()
SRM.SRP.save()
VRM.IM .save()

VRM .recycle()
User.access <= NONE
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Table 3.1: Single Machine Environment

Host VCPU RAM Bandwidth Hard Disk
Management 2 2G 100 Mbps 30 G
Computing 1 4 4 G 100 Mbps 40 G
Computing 2 1 2 G 100 Mbps 20 G

softlayer resource packaging time. The computing resource scheduling time involves the
components of the whole platform; the scheduling time starts when the User Portal
receives the user’s resource requests and ends after these requests are properly stored,
recorded, and processed in the Request Queue managed by the Virtual Resource Man-
ager. The rare resource provision process includes the selection of computing resources
in the raw computing pool, the mapping of OS and computing resources, and the estab-
lishing of instances. The softlayer resource packaging procedure focuses on the building
of a simulation-run-ready environment, which contains the simulation-related package
dependency analysis, package searching, package configuration, and package installation.
In this experiment, the Linux system was used as the operating system for the virtual
instances; CentOS 6 and Fedora 17 were used. The simulation applications used one test-
ing restaurant simulation application implemented in Portico java-based RTT [231] as the
HLA simulation; one simple Sender/Receiver application implemented in OpenDIS [187]
as the DIS simulation; and one HelloWorld application of OpenSplice [20] as the DDS
simulation. The virtual instance type for the cluster and the single machine employed
in this experiment is shown in Table 3.2l In this experiment, random scheduling was

selected as the scheduling algorithm for the computing instances.

Table 3.2: Virtual Resource List

Virtual Instance Type VCPUs RAM(MB) Hard Disk(GB)

Mini 1 512 0
Small 1 1024 10G
Medium 2 2048 20G
Large 4 4096 40G
Self-defined 1to4 512 to 4096 0 to 40G

The results of the first experiment are shown in Table [3.3] [3.4] and [3.5] Time_sche
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refers to the computing resource scheduling time, and Time_f17 and Time_cen6 indicate
the raw resource providing time with a Fedora 17 OS and a CentOS 6 OS respectively
in Tables and As the results show, on one hand, the cluster mode achieves a
better performance in resource scheduling due to the better computing capability of the
management node. On the other hand, the raw resource provision time of the single
machine mode is much shorter because its scale of computing resource pool is much
smaller, containing only two computing nodes. In this case, the raw resources can be
recycled, regenerated, and reused efficiently after they are released for each round. The
results in Table [3.5| show the softlayer resource packaging time. The softlayer packing
process occurs on the management node for both single machine mode and cluster mode.
The process time depends on the size of the packages and the compute capability of
the management node. Because the CPU in the cluster is better, the process time of
the cluster is shorter. The package size of DIS, DDS and HLA differs, which leads to
different process time in each mode. This indicates that based on the proposed cloud
simulation scheme a simulation-run-ready environment can be completely brought up
and ready for execution within 250 seconds in the worst case among the three simulation
standards. Different types of distributed simulation standards, operating systems, and
computing instances are automatically configured, instantiated and managed based on

the simulation requirements.

Table 3.3: Computing Resource Preparation in the Single Machine Mode

Virtual Resource Type Time sche(s) Time f17(s) Time_cen6(s)

Mini 2.064 3.445 3.945
Small 2.278 3.705 3.998
Medium 2.162 3.753 4.011

Table 3.4: Computing Resource Preparation in the Cluster Mode

Virtual Resource Type Time_sche(s) Time f17(s) Time_cen6(s)

Mini 1.389 16.871 17.539
Small 1.421 17.278 17.932
Medium 1.322 17.502 18.244

Large 1.433 17.892 18.577
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Table 3.5: Packages Handling Process

Platform Mode Time hla(s) Time dis(s) Time_dds(s)

Single Node 189.845 141.728 234.013
Cluster 144.672 97.412 189.844
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Figure 3.2: Scheduling Algorithm Performance Evaluation
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The second experiment evaluated the performance of scheduling algorithms, shown
in Algorithm 3, which were natively supported in this cloud scheme when simulations
scaled up in the cluster mode. In this experiment, mini virtual instances and large
virtual instances were introduced as computing instance examples. The scheduling time
recorded in this experiment was the same as T'_sche, as explained in the first experiment.

The second experiment consisted in evaluating the delay on using different scheduling
techniques. As depicted in Figure [3.2] when simulations scaled up, the time of schedul-
ing increased in an almost linear trend, except for some slight fluctuations caused by
background load. The background load originated from the cloud system, which had to
continue running its services for periodically detecting and updating the status of the
physical machines that composed the environment. Such services coordinated the re-
sources by observing and recording their power status, network availability, current free
RAM, and other characteristics. As the results show, Computation-intensive scheduling
(from line 25 to line 35 in Algorithm [3)) achieved the best performance, as it minimized
the rounds of resource scheduling. As for random scheduling (from line 4 to line 14 in
Algorithm [3) and communication-intensive scheduling (from line 15 to line 24 in Algo-
rithm , the latter presented overall performance with an improvement of 10 percent.
This difference was generated because in the communication-intensive scheduling, the
search queue for available resources in the resource queue was shorter — the first avail-
able physical host in the resource queue was selected as the destination host. For random
scheduling, the average scheduling search length was que.len/2, which was much longer
than the communication-intensive. Another reason for obtaining these results was due to
the built-in patten in recording scheduling information. The Communication-intensive
scheduling recorded only when one physical host was exhausted while random scheduling
needed to record immediately after the conclusion of each scheduling round. For differ-
ent types of scheduling algorithms in this platform, the scheduling time for one instance
was less than 1.5 seconds. As described in [228§], the proposed script-based solution
can save modelers substantial amount of time to deploy large scale complex simulation
environment compared to a manual deployment.

The third experiment addressed the energy consumption of the proposed scheme.
Due to the lack of temperature sensors in the hardware, CloudSim [89] was employed to
estimate and observe the performance of the energy-saving approach in the scheme. The
parameters in the experiment, such as the VM migration time and VM scheduling time,
were based on the real test results of the machines in the cluster, shown in Table

The simulation used a long-term computing-intensive simulation that consumed almost
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Table 3.6: CloudSim Simulation Parameters

Scale 20 computing nodes and 1 management node
Number of VM Required 10 (Small, Medium, and Large)

VM Migration Time 23 Seconds

VM Scheduling Time 1.4 Seconds

Rated Power 350 W

Scheduling Time Interval 60 Minutes

Scheduling Algorithm Random Scheduling

Table 3.7: Scheduling with Migration

Round land2 3and4 bHand6 7and8 9 and 10
Current VM Type S, M S, S S, M L, S L, M
Migration 1 1 2 0 0
Current Power 712.538 1058.662 1429.614 2485.944 3551.349
Current Hosts in Use 1 2 2 4 4

100% CPU and ran for approximately 24 hours. The type of the computing instances
used in this experiment are the same as the ones listed in Table [3.2]

Tables and show the results of the simulation task scheduling and executing
processes with and without energy-aware components. As the results indicate, the pro-
posed energy-saving scheme can reduce large amount of energy by centralizing simulation
tasks and releasing idle computing resources. In the experiment scenario, 47.45% energy
is saved in total 10 hours on average. With the proposed distributed simulation based
energy-aware components, the migration consumed approximately only 300 seconds due
to the migration for all the sample simulation applications during the period of 10 hours.
As a result, this approach is viable and beneficial for distributed simulations that run
for periods of time in the scale of hours.

The fourth experiment concerned the performance loss in simulation execution that
this multi-layered cloud platform may cause when compared with the native Grid plat-
form. In the experiment, comparisons are made with the proposed simulation Cloud
deployed on our different established scenarios: on the cluster mode, on the single ma-

chine mode, and on the public cloud computing instances from AWS [9]. In the cluster
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Table 3.8: Scheduling without Migration

Round land2 3and4 5Hand6 7and8&8 9 and 10
Current VM Type S, M S, S S, M L, S L, M
Current Power 1065.54 2487.13 3909.884 5333.634 6758.49
Current Hosts in Use 2 4 6 8 10

mode, the large virtual resource type (as shown in Table , was used to boot fifteen
virtual instances on the cloud while the grid used fifteen physical hosts directly. In the
single machine mode, a small computing instance type, shown in Table[3.2, was used for
the cloud while the grid used the Host Computing 2 as shown in Table [3.1] The simula-
tion application implemented in the experiment was based on the Portico RTI restaurant
example [231], the same as the first experiment. In the application, the sample federate
produced a controlled synthetic load, which initially involves creating a pseudo-random
number z following a normal distribution and then introducing a recursive procedure
for x turns, to exhaust the computational capability for the instance in which it ran.
After the computation, the sample federates communicated with each other about their
computation results. Different iterations were used to measure the simulation execution
performance.

The results for this fourth experiment are depicted in Figure Regarding the ex-
periments in the cluster mode, which involved both communication tasks and computing
tasks, the Grid outperforms the Cloud in terms of the simulation execution time: when
the experiment reached 200 iteration rounds, the performance of the Grid was 3.94% bet-
ter than the Cloud. The reason for the performance loss of the Cloud is the utilization of
Virtualization Technology (VT) in the Integration and Virtualization Layer, according
to [16]. As for the experiments in the single machine mode that only contained com-
puting tasks, the performance of the Grid was much better: when the iteration number
reached 140, the Grid performed approximately 15 times better than the Cloud. This
result was obtained due to the nested virtualization for the cloud scheme in the single
machine mode. As a result, an additional layer of abstraction and encapsulation in a
pre-existing virtualized environment was created. This may influence the performance
of executing simulations, according to the discussion and results from [24]. It is worth
mentioning that for the public instance mode that contained the same computing task

as the Grid in the single machine mode, the performance of the Amazon public cloud
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Figure 3.3: Simulation Performance between Cloud Platform and Grid Platform

instance was only 19.8% slower than the latter when the iteration round reached 200,
which indicates that the public cloud is very promising for holding computation-intensive
distributed simulations.

Based on the results of the aforementioned four experiments, we can observe that the
proposed multi-layered cloud simulation platform enables distributed simulations in the
cloud environments, providing elasticity, automatic management of diverse resources,
fast deployment, security, and reduction of energy costs. There is little performance
loss in terms of the simulation execution time when compared with the native Grid
platform, mainly due to the delays caused by the virtualization of the Cloud. However,
this overhead is acceptable due to the benefits of Cloud Computing listed in the early
sections of the chapter.

3.3 Conclusion

In this chapter, a layered cloud platform was proposed for the distributed simulations,
which performs as a prototype for the Cloudlet-based offloading platform. Concerning

usability, energy consumption, security, reliability, and elasticity, relevant components
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are implemented to support fast deployment, to ease the management of underlying
resources, to reduce energy usage, and to enable fine-grained resource handling during
runtime. The design of a multi-layered scheme in different scenarios was described.
In the experiments, the performance of this cloud simulation platform was evaluated
and discussed in detail. Based on the experimental results, we conclude that the use
of cloud technologies is a promising method for facilitating distributed simulations and
such computation-intensive offloading tasks, especially when the network environment

presents greater efforts towards optimization and performance.



Chapter 4

A Task-centric Mobile Cloud-based
System to Enable Energy-aware

Fine-grained Offloading

To cope with the challenge—on enabling energy-efficient offloading, in this chapter,
a task-centric Cloudlet-based MCC system is proposed. The traditional device-centric
Cloudlet schemes are restricted to passively tracing the device-level mobility, performing
the device-clone local offloading execution and a one-on-one device-instance mapping on
the remote Cloud. Thus, in the large-scale multi-user offloading scenario, only a small
portion of users can get access to the local offloading resources while a considerable
number of offloading requests are rejected or forwarded to the remote Cloud DC. These
offloading requests may severely suffer from the long distance communication overhead
due to the lack of the local computing capability. Also, the traditional device-clone
based resource management schemes produce unnecessary resource preparation overhead.
The overhead is introduced by preparing the task clones that are out of the local user
interests and are never triggered. Moreover, the device-instance-based Cloud resource
management is not energy-friendly as the Cloud cannot shutdown scheduling policies
due to the running device. Compared to the conventional device-centric solutions, the
task-centric Cloudlet actively traces and analyses the local task execution and perform
fine-grain task-level scheduling. The offloading resources can be scheduled based on the
priority of local task interest. This fine-grain task-level scheduling can efficiently improve
the throughput of the resource-restricted Cloudlet and reduce resource preparation delay.

This chapter concentrates on the fine-grain Cloudlet-based resource management, which

84
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targets on the resource limitation and preparation overhead issues on the Cloudlet and
considers the task-level energy-aware offloading collaborative scheduling on the Cloud.
The organization of the remaining sections is as follows. In Section 1, the energy-
aware resource scheduling model is formulated with the resource scheduling algorithms
on the Cloudlet and remote Cloud. In Section 2, the proposed collaborative model is
validated, and experiments are implemented. In Section 3, the chapter is summarized in

the conclusion, contribution, and future direction discussion.

4.1 Task-centric Cloudlet-based M CC

In this section, the proposed system is presented with discussions of the primary
system element functioning and behavior in the offloading process. Besides, the offloading

execution workflow is further demonstrated in the layered Cloudlet-based system.

4.1.1 System Components

Local Area
Mobile Device Remote Cloud
DevicePrf SaaS: ResMapping
TaskAgn
OffloadingMng —
PaaS: InstanceMng
Cloudlet
UserMng TaskMng laaS: HardwareVT
ResMng VMMng

Figure 4.1: Task-centric Cloudlet-based Offloading System
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The proposed alternative Cloudlet-based system consists of mainly four functioning
components based on two layers — the mobile devices and the Cloudlets that constitutes

the local layer; the remote Cloud resources that makeup of the remote layer, as shown

in Figure [4.1]

Mobile Devices

The mobile devices are defined as the computing capacities which can trigger and
execute offloading tasks in the coverage of local Cloudlets. To enable the service-oriented
Cloudlet-based offloading process, the mobile devices are required to perform registration,
partial execution and profiling functions in the proposed scheme. The registration occurs
once the mobile devices enter the local zone discovered by the Cloudlet or other mobile
devices, through which necessary device information such as task pattern, computing
capacity, battery lifespan and network-related metadata is synchronized with the central

Cloudlet manager.

Cloudlets

The Cloudlet comprises the core functioning components in the task-centric offloading
system. These elements directly handle the discovery, coordination, and management of
local mobile devices; monitor, arrange and prepare local offloading resources. As an
intermediate bridge, the Cloudlet also communicates with remote Cloud resources and

bridges the offloading channels in the case that Cloudlet resources are overloaded.

Remote Cloud

The remote Cloud components are designed based on the definition from the stan-
dard [190]. These resources are referring to the public computing services provided by
companies such as Amazon AWS, Google AppEngine, and Microsoft Azure.

In the proposed system we adopt the private Infrastructure as a Service (laaS) ar-
chitecture as the remote Cloud resources and implemented with the help of OpenStack
virtualization toolkit [222] on a cluster of machines. We assume that the private Cloud
can support literary "unlimited” computing utility as supported in the public Cloud dat-
acenters. In terms of its function, the remote Cloud focuses on the offloading execution
process that is redirected from the Cloudlets. Based on the task request type, the of-
floading tasks from Cloudlets are filtered and mapped to corresponding computing units

by the Cloud Task Manager, and the results are returned accordingly.
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Networking

The network configuration in the proposed Cloudlet-based task-centric system is
mainly divided into two aspects: the local wireless network and the remote wired net-
work. We assume the local range mobile devices are connected via WLAN to the Cloudlet
in the scope of the large-scale multi-user offloading scenario, where the limited cellular
bandwidth cannot correctly scale up due to the high pre-investment infrastructure cost.
The WAN level communication between Cloudlet and the remote Cloud are through

wired network since both of the resources are stationary.

4.1.2 Offloading Workflow

Local Mobile Device Cloudlet Remote Cloud
New Device !
Entering Local Deyicq I'_ocal } Device pt Cloudlet Profiling
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Figure 4.2: Cloudlet-based Offloading Execution

The proposed Cloudlet-based offloading workflow is shown in Figure [£.2] which in-
cludes the local mobile devices, Cloudlets, and the remote Cloud resources. The process
starts when the mobile device enters the local Cloudlet coverage. It registers the device
metadata and sends the test profiling message to the local Cloudlet. If no registration

information can be found locally in the database, the Cloudlet will search the device-
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corresponding remote Cloud resource via which to obtain the device remote Cloud-related
profiling data. At this stage, the Cloudlet returns the local and remote profiling data
to the mobile device and updates the computing utilities, ready for executing ofoading
tasks. During the offloading execution, based on the profiling data, the mobile device
schedules the task execution path, triggers and shifts the remote execution components
to the Cloudlet. The Cloudlet checks the availability of the computing utility, processing
the offloading task locally or dispatching the requests to the remote Cloud. The Cloudlet
collections the local or remote processed results and returns the results to the mobile de-
vice until all sub-offloading tasks are accomplished. In the end, the Cloudlet releases the

task computing units when necessary after the device leaves.

4.2 System-level Offloading Formulation

Based on the aforementioned MCC components and offloading scenarios, the pro-
posed task-centric Cloudlet-based energy framework is formulated in this section, which
presents the task module, the computing module, and the communication module in
details.

4.2.1 Task Evaluation and Execution

In order to enable MCC-based offloading, application tasks are first required to be
partitioned and profiled so that decision-making can be performed to trigger proper
energy-efficiency execution, based on these processed data. According to the offloading
execution flowchart shown in Figure [4.2] the system task model involves the task energy
evaluation model on the mobile aspect and the task execution model on the offoading
resources, in which the former concerns the specific task execution path of the corre-
sponding mobile device and the latter caters the multi-user task execution scenarios in
the multi-device scope.

The device-based task energy evaluation model establishes the offloading execution
path on the single task level. In order to evaluate the task energy efficiency, the task
execution process is represented by the execution DAG, where the vertex stands for the
processing of an atom sub-task while the edge direction indicates the sub-task dependen-
cies. Given the first node that initiates the task application and the last node that returns
task results, each topological ordering between them suggests a possible execution path.

Each vertex is assigned the value that equals to the energy cost of accomplishing that
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single sub-task ¢ € T from the perspective of mobile devices, in the case of mobile device

processing and remote processing respectively as shown in Equation [£.1]

mComp(t) Mobile_proc,

DAG (ver,t) = { (4.1)

m_idle x rComp(t) Remote_proc

In the mobile process case, the sub-task is executed by the mobile computing utility,
utilizing mobile computing functioning model mComp()(the details will be illustrated in
the following Computing Energy Module section). As to the remote processing situation,
the mobile device maintains in the idle status, waiting for the remote processing, which
leads to the mobile-based energy cost that equals to the state holding overhead.

Besides the task process energy cost presented in the vertex, the task communica-
tion is not necessarily to be free. The sub-task communication energy consumption may
sometimes surpass its process counterpart in the data-intensive operations such as scan-
ning, encoding, and decoding. To manage the communication overhead introduced by
the sub-task dependencies, weighted values are calculated and appended to the edges
between vertexes, indicating the total energy cost of transmission the task-dependent
data, as shown in Equation [4.2]

DAG (edge,t) = { mComm.up(t)  M2C, (4.2)
mComm_down(t) C2M
Mobile| i=1,MM(12)j=2, i=3,  i=naMeinj=p
Device cm(i) Ccm(i) cm(i) Cm(i) Ccm(i)
c(1,2) CM(n-fin
i =2, i=3, i =n-1,
Sletelz Cc(i) Ce) " Ccli)
MR(1,2)
Remote i =2, i=3,  i=n1,
Cloud Cr(i) Cr(i) Cr(i)

Figure 4.3: DAG Example with Linear Dependency-based Tasks
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Figure [4.3] illustrates a DAG example where a task is divided into n atomic tasks
with linear dependency. As shown in the figure, the vertex value Cz() represents the
computing cost of that atom task ¢ on the mobile device C'm(i), Cloudlet C'c(i), and
remote Cloud Cr(i), respectively. The edge values describe the communication cost
between two dependent tasks, where XY (i,i + 1) represents the communication cost
between the task 7 and the task ¢+ 1 from the resource X to the resource Y. In this case,
each path from the node N,—; to the node N,—, denotes a possible offloading solution
and the path with minimal cost is the target solution.

Concerning the energy-aware offloading execution on the Cloudlet and the remote
Cloud resources, we introduce a threshold-based task queueing model to cater the of-
floading resource scheduling, aiming at maintaining a list of run-ready hotspot applica-
tion servers to meet the requirements of time-constraint ofloading tasks and reducing the
energy cost of the external resources during processing offloading requests. A Cloudlet
queue and a Cloud queue describe the local Cloudlet processing and the remote Cloud
group processing respectively. We use the general noun cQue to represent the resource
scheduling behavior on the Cloudlet and the remote Cloud together. In the system
queue cQue, the number of currently available resources is represented by the queue
length cQue.len. Each slot in the queue stands for a computing unit with the status
either occupied or empty. The occupied slot means the corresponding computing unit is
busy and the empty slot means that unit is waiting for processing offloading tasks. In
this case, the system load at time ¢ can be described in Formula with the system load

ratio in Formula [4.4]

slot=occupied

O(t) = Z slots in cQue(t) (4.3)
slot
R(t) = O(t)/cQue(t).len (4.4)

To achieve the adaptivity, a hot threshold and a cold threshold are defined as H, C, as
the initial scaling boundaries. The initial values of the threshold are deployed according
to the work [247], in which the setup parameters are proved to be effective in the VM

resource scheduling for web applications. The adaptive scaling principles are defined in
the following Formulas [4.5] and [£.6, and the influence is shown in Formula [£.7]

hx2 O(t) = cQue(t).len

h(0)=14+C O(t) < cQue(t).len (4.5)

h(t+1):{
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c(t)=c(0)=H (4.6)

cQue.len(t) * h(t) R(t) > H
cQue.len(t+1) = cQue.len(t) C <= R(t)<=H (4.7)

cQue.len(t) * c(t) R(t) < C
As shown in Formula [4.5 the scaling up parameter h is initiated according to C'.
The value of the parameter keeps static if the number of current resources is larger than
the incoming requests. Once the current resource queue is full, the scaling parameter
doubles its value to increase its influence on the system until the number of current
resources is larger than the incoming requests again. For the scaling down parameter c,
we conservatively maintain it as the constant initial value, considering the time-constraint
requirements of the offloading tasks. The system adaptivity is reflected by the changes

of the currently available queue size as shown in Formula [4.7]

4.2.2 Computing Energy

To properly profile and estimate the task processing cost that is further utilized in
offloading scheduling, the computing energy model is designed and implemented on the
mobile devices, local and remote offloading resources.

In terms of the mobile computing energy profiling, The mComp(t) function is cal-
culated based on the device-specific profile settings and the task meta-data, according
to the DVF'S model, shown in Formula The profiling setting values are defined by
the device manufacturers which are accessible via the system info file, on which different
CPU frequency level is bound to one distinct electric current value. As for the task
meta-data, the information can be obtained during the application installation, which
includes the load t.load, CPU usage t.scale(level) of each atom sub-task.

DV FS(t) = Prased + Pscating(t-Power _level) (4.8)

In this case, for a given sub-task t € T', the energy cost of processing on the mobile

device can be defined as

mComp(t) = /OAt(DVFS(E.scale()) + Tlu(t))Atd(t) (4.9)
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t.load

- t.scale(level)

At (4.10)

where the Illu(t) calculates the energy consumption on the screen. Given the fact
that sub-tasks are only responsible for the atom function with stable CPU utilization
and short processing time, the sub-task execution integral formula can be simplified as

the following linear expression and as:

mComp(t) = At(DV FS(t.scale(avg)) + Enu( (4.11)

where At equals to the sub-task execution time and t.scale(avg) is the average CPU
level that can be directly obtained from the meta-task information. In this case, depend-
ing on the device energy settings and task meta information, the task execution energy
cost can be statically estimated without real-time profiling, thereby reducing the overall
offloading overhead. Concerning the accuracy of the simplified estimation, the estimated
energy model is evaluated in the real-time execution, discussed in the performance eval-
uation section. The result presents an overall 95% similarity which is considered to be
solid as the proof of the next offloading scheduling process.

In the case of the computing energy consumption on Cloudlets and the remote Cloud,
the power estimation is depending on the three-layered Cloud model defined in [190] and
[199] where the Cloud-based services and functions are layered as laaS , Platform as
a Service (PaaS) and Software as a Service (SaaS) upon the raw resources. In this
case, given a raw physical computing server pH with the number of VMs as nofV, the

computing energy cost during the time interval At can be defined as:

pHComp(At) = At(DV FS(curLoad/(MazC % nofC)) (4.12)
nofV

curLoad = Z V M.scale(avg) (4.13)
n=1

where the physical host curLoad value sums up the computing loads in all the man-
aged virtual instances and the MaxC * nofC equals to the maximum CPU clock of
the server with all available cores. In this case, the energy gain of the proposed task-
centric platform can be defined as follows when comparing to the traditional device-based

solutions:
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nofH
AE = Z (ApHComp(At)) (4.14)

n=1

given the fact that the DVFS CPU frequency/energy ratio on the based component
remains considerably smaller than the scaling part, as shown in the spec models used
from the work [89], assembling tasks in the proposed offloading framework can achieve
higher frequency/energy ratio which leads to a global energy cost reduction, compared
to the device-based solution under the same server setting, task load, and VM allocation

policy.

4.2.3 Network Energy

As discussed in the previous task models, the extra network energy cost is introduced
by the offloading sub-task dependency. Unfortunately, the energy cost of the commu-
nication overhead is hard to be evaluated statically, due to the dynamically changing
network environment. On the one hand, the organization of the network complicates the
energy consumption estimation, which involves wireless LAN between mobile devices and
Cloudlets, WAN level network between Cloudlet and remote Cloud, cellular network be-
tween mobile devices and base stations. On the other hand, the network condition may
be influenced drastically by the mobility of the devices, the current load and signal inter-
ference, which will lead to wrong offloading decisions if the profiled network information
cannot correctly reflect the currently load changed.

To estimate the offloading communication energy cost in the dynamic changing envi-
ronments, we proposed a test message based solution to adjust to the network variations.
In the registration phase, a test message is processed between the mobile device and the
Cloudlet to obtain the RTT on the local level. The RTT is utilized to estimate the energy
cost variation that is introduced by the network environment, as shown in Formula [4.15]

The d.Ecost is the base WiFi active energy cost recorded in the device metafile.

AE = (RTT/2) xd.Ecost — d.cur % d.Ecost (4.15)

According to the device meta-data, the Cloudlet connects to the corresponding remote-
Cloud resource and records the time cost on the remote level. In the task ofloading phase,

the device d arranges profiling updates when the current change passes the limit 9, as
shown in Formula .16k
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d.cur |AE| <0

=0 (4.16)
dnew |AE|> 0 ort > interval

d.update(t) = {

where 0 is defined as the minimum value that leads to a different offloading execution
path. In this case, the energy consumption of the atom task dependency processing

mComm(t) can be calculated as:

mComm(t) = At * mComp(t.proc(t)) + d.update(t) * d. Ecost (4.17)

where mComp(t.proc(t)) is the average computing level to process the data from
internal storage or RAM to the NIC and d.update(t) * d. Ecost is the energy cost on the

network channel.

4.2.4 Cloudlet — Offloading Scheduling Execution

The Cloudlet performs the crucial role in the mobile task offloading. During the task
offloading processing, the Cloudlet is responsible for organizing local devices, handling
incoming task requests, preparing local offloading resources, communicating with remote
Cloud resources and delivering offloading results.

As shown in Algorithm 5] the Cloudlet first registers the devices and incoming tasks in
the task queue in line 6. To accommodate to the network condition variation and current
Cloudlet load, the communication channel between the devices that trigger offloading
requests and the Cloudlet is calculated by sending test messages while the connection
status between Cloudlet and remote Cloud is either already cached or re-evaluated if
the data is out-of-date, as shown in line 7 and line 8. After the network and computing
resource data collection process completes, the Cloudlet replies to the devices with the
profiling results, ready to trigger the task scheduling process. The scheduling is handled
as shown in the loop between line 9 and line 23, based on the DAG task model discussed
in the previous sections. Firstly, the offloading task is divided into atom tasks where
the vertex represents the sub-tasks, and the edges imply the execution logic. Then,
the processing load of each atom task is calculated on the Cloudlet, and remote Cloud
resources and the weight of the edges is measured accordingly based on the profiling
data.

At this stage, an execution path can be generated with the minimum energy cost
according to the vertex processing value and edge weight. Given n as the number of

atomic tasks, according to the DAG definition, the number of vertexes is 3n — 4, as
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Algorithm 5: Cloudlet-based Offloading Scheduling Algorithm

1 Require: Awailable Tasksets : t_set,

2 Deuvice : d,

3 Cloudlet : C1,

4 Remote Cloud : C_r

5 # Caching && Resource Preparation Procedure:

6 t_que = select(tList : t in t_set)

7 net_l = net.test(d,C_l)

8 net_r = C_linQue(d) ? C_l.lookup(d) : C_L. forward(d, net,C _r)
9 for eacht in t_que do

10 t.DAG = C_l.get(t.partition())

11 for each ver int.DAG do

12 ver.comL = C_l.comp(res.l,d)

13 ver.comR = C_l.comp(res.re,d)

14 for each edge in ver do

15 L edge.outL = C_l.comm(net_l,verList : ver in t.ver.next())
edge.outR = C'_l.comm(net_r,verList : ver in t.wer.next())

16 C_lresReq=t.DAG(C.)
17 C_l.cacheUpdate()
18 if Cl.resNotFull() then

19 C _l.resUpdate(t.cache, res.load)

20 Return: t.DAG().getExecPath(ver,C_l)
21 else

22 C_.forward(resReq,C _r

23 Return: t.DAG().getExecPath(ver,C_r)

24 # Execution Procedure:
25 while (¢t = t_que.next()) ! = null do
26 if t.path() == C_. then

27 vm = C_l.mapping(t,res)

28 vm.lock(); t.exec(); vm.release()
29 else

30 vm = C_l.getRes(C_r,t)

31 vm.lock(); t.exec(); vm.release()

32 t_que.add(record)
33 t_que.update()
34 C'l.cacheUpdate()
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shown in Figure [4.3] Accordingly, the number of edges for the linearly coupled situation
can be calculated as 9n — 21. Assuming that these tasks are loosely coupled, we define
a constant value ¢ to record the number of extra task dependencies compared to the
linearly coupled situation. In this case, the number of total edges can be counted as
9n + 9¢ — 21, and the computing complexity is O((9n + 9¢ — 21) * log(3n — 4)), which
converges to O(n * log(n)). In the best cases that the network parameters are stable,
the rescheduling of the linearly coupled tasks can reuse the previous execution path,
which can lead to a linear O(n) execution efficiency. Given that the processing occurs
on the mobile terminal side, the scheduling of offloading tasks does not decrease the
computing throughput of Cloudlet resources. After the schedule, the offioading is ready
to be triggered. The Cloudlet either maps the sub-tasks to locally cached resources or
forwards to the remote resources, based on the available utility. When the offloading
results are returned, relevant resources are released for further tasks. In addition to the
offloading task execution process, the Cloudlet also updates the cached instances when

the list of hotspot applications changes.

4.2.5 Remote Cloud — Resource Scheduling Execution

Based on the MCC execution flowchart shown in Figure [£.2] the remote Cloud is
obligatory to handle offloading tasks forwarded by the intermediate Cloudlets when local
resources cannot support the current offloading demands. As shown in Algorithm [6]
the Cloud Manager first queues all incoming task sets and periodically invokes the Task
Managers to collect and the system-level corresponding task loads based on the cluster
level monitoring results, which is further used to estimate the scale of required resources
in the future, as shown in line 5 to line 8. In the next step, the Cloud Manager delegates
incoming tasks to the homologous Task Managers that further arrange available virtual
instances to process the ofloading requests. In addition, the Task Managers evaluate the
tasks loads of the controlled resources, performing scale-up and scale-down operations to
avoid SLA violations and to maintain system-level energy efficiency, shown in line 9 to
line 16.

4.3 Performance Evaluation and Discussion

In this section, the performance of the proposed system model is evaluated, compared

and discussed on real executions and simulations. The environment configuration is first
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Algorithm 6: Task-centric Cloud-Level Offloading Scheduling Algorithm

1

o N O G~ W N

10
11
12
13

14

15

16

Require: Incomputing Tasksets : t_que,
Cloud Manager : C_mgr,
Task Manager : t_mgr,

while ¢true do

if C_mgr.clock() == Interval then
for each t_mgr in C_mgr do
L t-mgr.calculate(res)

t_mgr.estimate(load)

while (t = t_que.next())! = null do
C_mgr.dispatch(t)

t_mgr.map(t, pm,vm)

t_mgr.record(load)

if t_mgr.estimate(load) > threshhold.hot then

L t_mgr.init(vm,res)

if t_mgr.estimate(load) < threshhold.cold then

L t-mgr.release(vm, res)

discussed, then the experiment details and results are presented and discussed.

4.3.1

Environment Setting

The prototype of the system is implemented based on the client-server paradigm to

validate the proposed task, computing, networking, and energy model, and the perfor-

mance is further evaluated on the Cloudsim simulator [89] in the large-scale execution sce-

narios with comparisons with the previous device-based solutions. The resources and pa-

rameters used in the experiments are shown in Table[d.1] The values in Simulation_Host

and Simulation_ VM are used in the Cloudsim simulator in the large-scale execution

evaluation scenarios. The settings in the Validation_Server and Validation_Client are

utilized to observe the energy prediction model, offloading execution efficiency and energy

efficiency in the real executions.
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Table 4.1: General Cloudlet and Cloud Environment Set

Resource Parameter

Value

Simulation_Host Type

Schedule_Interval

MIPS

PES

RAM

Bandwidth
Simulation_-VM Type

MIPS

PES

RAM

Bandwidth
Validation_Server  Type

CPU

RAM

WLAN
Validation_Client  Type

CPU

RAM

WLAN

Network

HpProLiantM1110G4
HpProLiantM1110G5
300 sec

1860, 2660

2

4 GB

1 Gbit/s

Micro, Small

500, 1000

1

0.63 GB, 1.7 GB

100 Mbit/s

Laptop

Intel 4700MQ

16 GB

802.11n

Moto G4

Quad-core Cortex-A53
2 GB

802.11n

LTE Cat4 150/50 Mbit /s

4.3.2 Performance Matrix

In the experiment scenarios, the energy cost offloading model is first validated by

comparing to the real execution results. Based on the energy model, the offloading effi-

ciency is concerned and tested for the mobile devices in the second experiment. The third

experiment set concentrates on the service provisioning throughput on the Cloudlets, and

the last experiment set evaluates the execution efficiency and energy cost of the remote

Cloud resources.

System Model Validation

The first experiment is implemented to test the validation of the proposed system
model. We adopted the task benchmark in the work [I01] defined by the Binary-trees



A Task-centric Mobile Cloud-based System 99

Table 4.2: Offloading Validation Task Set

Type Load Level Exec Time (ms)
Computing_Server  Base 1.3
N+2 7.4
N-+4 37
N+6 132.4
Computing_Client  Base 52.7
N+2 265.5
N+4 1206.1
N+6 5590.1
Communication Base 262.3
256Kb 654
512Kb 1733
1Mb 7096.3

routines, E where different height binary trees are allocated and de-allocated to mimic the
common search and sort computing behaviors in the mobile applications. To evaluate
the communication behavior, a TCP-based text copying process is attached to different
heights of the created binary tree with different file size. The task load and execution
time are recorded in Table while the comparison between real-execution energy cost
and proposed model-based energy prediction is depicted in Figure {4.4) respectively. The
highest load set standard is defined to the value under which JVM will begin to perform
garbage collection routine. In this case, the external background load influence from the
compiler level is maximally avoided.

The results of the first experiment are shown in Figure[d.4l In terms of the computing
task set in Figure [£.4a] our proposed energy estimation can achieve reasonable accuracy
when comparing to the real execution. For the baseline scenario and N+2 scenario, 99
percent accuracy can be achieved due to the stable usage of computing dynamic voltage
level. As to the high load scenario with complexity N+4 and N+6, the energy estima-
tion model can still achieve 95 percent accuracy under the influence of computing load
fluctuation. Similar behavior is observed in the communication task set Figure [£.4b]
The baseline and low load scenario involve low variation which leads to more accurate
prediction, while during the high load scenario the energy cost is impacted by the unpre-

dictable signal interference, package loses and others. In the highest load scenario, the

L Source code from: Gouy, Isaac. The Computer Language Benchmarks Game.

http://benchmarksgame.alioth.debian.org (28/06/2017).
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Figure 4.4: Task and Energy Model Validation
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proposed model can still achieve 95 percent accuracy. The results indicate that the pro-
posed energy cost model can properly reflect the energy cost behaviors in computational

tasks and communicational tasks for the mobile elements.

Offloading Efficiency on Mobile Elements

The second experiment concerns the offloading efficiency from the perspective of
the mobile devices, in which the execution efficiency gain and energy cost reduction is
evaluated. The task sets used in the execution scenario are from the real execution data
the same as the first experiment. The offloading performance of the proposed task-centric
Cloudlet is compared to the mobile-only scenario that all tasks are solely executed on
the mobile devices and to the remote-only scenario in which all tasks are shifted to the
Cloudlet and executed. The parameters used are defined and presented in Table [4.1]

Figure [4.5| shows the offloading efficiency results in terms of the task execution time
and the mobile device energy consumption. In terms of the task execution time (shown
in Figure , the proposed offloading scheme can achieve 65.35% and 73.43% shorter
overall completion compared to mobile-only and Cloudlet-only execution cases. Simi-
larly, as to the energy cost of the mobile devices (shown in Figure , the proposed
task-centric model can reduce 58.39% and 66.21% energy cost compared to the mobile
execution and Cloudlet execution respectively. The performance gain is attained through
maximizing computational gain from the computing server that performs 20 times faster
than the mobile terminal, as shown in Table 1.2 However, migrating all tasks to the
Cloudlet may not lead to a better performance than the original mobile-based sole pro-
cessing due to the communication overhead introduced by the task dependency. The
communication process involves high computing cost operations that read data from in-
ternal storage to the random access memory, copy task output to the network interface,
data transmission, and communication channel maintenance. This observation is also
proved and presented in our proposed evaluation scenario — the Cloudlet-based solution

consumes 20 percent more energy and requires 35% extra processing time.

Cloudlet Throughput Evaluation

In the third experiment set, the Cloudlet-level processing performance is evaluated.
The proposed task-centric ofloading scheme is firstly compared to the traditional device-
based protocol class on the non-time-constraint tasks, to observe the queueing delay and

task preparation overhead based on the total task execution time, shown in 3.a. Secondly,
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Table 4.3: Cloudlet and Task Set

Parameter

Definition and Value

Env Preparation Time
Scheduling Interval
Sample Task Set

Number of Task Type

Number of Device

Cloudlet Resource Queue Length
High Priority Tasks (Devices)
Number of High Priority Tasks
Number of High Priority Devices
Overload Ratio

Processed Tasks

Processed Ratio

30 to 100 sec
Gaussian (30,0 = 1) seconds

AbiWord, GIMP, Gnumeric,
Kpresenter, PathFind, SnapFind
n =120

n = 120

1 =24 to 80

10 % Trigger Offloading Request
len * 0.2

len * 0.2

n / len

p = Tasks Processed by Cloudlet
p/n

Device-centric
Device-RS
Device-Optimized
Device-Mobile-aware

Device-based Offloading Class
Random Service Allocation
Heuristic Optimization
Mobility-aware

the proposed scheme is evaluated in the large-scale time-constraint offloading scenarios,
concerning the throughput performance in 3.b. Thirdly, we test the performance of the
proposed scheme under mobility situations in 3.c. To compare and test the performance,
we adopted the experiment task set recorded from the device-based work [220] summa-
rized in Table [4.3]

In the experiment set 3.a, the Cloudlet processing efficiency is evaluated based on
the non-time-constraint tasks, focusing on the queueing delay and preparation overhead.
During the offloading execution, the proposed task-centric scheme and the device-based
offloading class adopt the first-come-first-serve policy to process the tasks, and all un-
processed requests are cached in the waiting list.

The experiment result of 3.a is depicted in Figure and it presents an overall
approximately 50% execution time reduction in the proposed solution, in a 90% trust in-
terval. This performance is achieved by diminishing the task queuing time. By predicting
and caching the high-priority task overlay in the task repository, the Cloudlet resources
get a higher chance to reuse the same execution environment for the new arrival ones.
In this case, compared to the device-based solutions, a more significant number of tasks
can be designated and processed without the environment context preparation overhead
especially in the high load scenario. Observing the value intervals of each point, it shows

that the proposed algorithm can also effectively reduce the fluctuation range by merely
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Figure 4.8: Mobility-based Throughput Evaluation on Different Mobility Possibility and
Overload Ratio
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adopting the execution records, comparing to the device-centric counterpart that did not
maintain the global task execution knowledge.

In the experiment 3.b, the proposed Cloudlet offloading processing performance is
examined on the time-constraint offloading tasks. We assume that all the real-time of-
floading tasks are time-restricted and require immediate responses from the Cloudlet
(process local offloading or not). We introduce the device-based offloading scheme Ran-
dom Service selection (Device-RS) as the baseline, which does not hold device information
and randomly selects the devices in coverage to schedule the resources. We also introduce
the device-aware heuristic offloading scheme (Device-Optimized) that keeps tracking and
analyzing the local device information and properly prioritizes resources to devices with
higher offloading requests. To fairly compare the performance of the proposed scheme
with the Device-Optimized scheme, we utilize the same static number of total tasks and
devices with the same percent of high priority tasks and devices, as shown in Table [4.3]

The result of the experiment 3.0 is shown in Figure 4.7} The three curves all show that
as with the increasing of the overload ratio, the Cloudlet processing capability decreases.
Due to the lack of device and task information, the Device-RS is restricted by the length
of currently available resources. Compared to the baseline, the proposed scheme and the
Device-Optimized scheme offers a much higher processing throughput under the high
load scenario because of the awareness of high priority devices and tasks. In addition,
the proposed scheme can also achieve 9% to 162% times better performance, compared to
the Device-Optimized scheme. This is owing to the benefits introduced by the fine-grain
task-level scheduling, which enables resources to be prepared according to the priority
of tasks.

The experiment 3.c concerns the offloading scheme performance under mobility. The
run-time mobility of devices may lead to the failure of the current offloading and trig-
ger extra resource preparation overhead. In the experiment scenario, we introduce the
Device-Mobile-aware offloading scheme which can predict the mobility of devices and re-
serve the resources for other devices in coverage during the current offloading execution.
We use the same task set as experiment 3.c and add the Mobility Ratio parameter in the
execution.

The results of the experiment 3.c is shown in Figure based on different overload
situations. The initial values with 0 mobility are the same as in Figure 1.7 and all
the offloading schemes converge at zero processing ratio when the mobility possibility
increases to 100%. As shown in the results, the proposed task-centric offloading scheme

outperforms the device-based random selection and mobile-aware counterparts due to the
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reduction of resource preparation overhead. However, the mobility of devices shows a
more considerable influence on the proposed system — the Process Ratio decreases faster
than the device-based solutions. This is because the proposed system lacks the tracking
of device-based location data. In the future work, we will investigate the mobility-related

failure detection and fault tolerance issues.

Cloud Resource Energy and Execution Evaluation

The fourth experiment set evaluates the proposed task-centric model on the remote
Cloud level, observing the energy cost of executing offloading tasks. To fairly compare
the proposed solution to the device-based solution, we adopted the same embedded
"dvfs” and "random” VM selection and allocation policy in the CloudSim simulator to
handle the mapping between physical machines and virtual instances in the large-scale
execution cases. In the proposed test cases, the task execution energy cost is observed
from the views of the execution rounds, the number of devices and the load density of
tasks respectively. The density of tasks represents the average load in the system. The
values of each CPU is randomly generated in the CPU load range 0 to 100 percent to
satisfy the multi-user multi-task unpredictable execution scenarios.

The results are presented in Figure which includes the comparison on rounds
Figure [4.9a] on number of devices Figure and task density Figure [4.9¢| respectively.
As shown in Figure [4.9a] the proposed scheme achieves around 35% less energy cost on
density level 10% and 15% less energy cost on density level 20%. A similar result can be
observed on the number of devices in Figure where the proposed offloading system
can reduce 36 percent and 16 percent energy cost separately, comparing to device-based
solutions. In Figure [£.9d the influence of task density is further shown. Due to the one
to one mapping utilized in the device-based resources, idle virtual instances are required
to be maintained in case of task violation while the proposed task-centric method can
elastically modify the live instances according to the task load level. On the density
level 30%, the proposed solution gets the same performance as device-based counterpart
because no further resources can be scaled down according to the resource scaling lower
boundary.

The fifth experiment set concerns the SLA violation situations on the proposed task-
centric Cloud resource scheduling process. Concerning the time-constraint requirements
of the offloading tasks, we assume that the offloading service SLA requires the Cloud
executes the offloading task immediately once it receives the task request. Otherwise,

the SLA is violated. We compare our proposed adaptive scheme to the Single Threshold
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Figure 4.9: Cloud Offloading Performance based on Number of Tasks, Number of Devices

and Task Density
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Table 4.4: Cloud SLA set

Parameter Definition and Value
Number of Host h = 500
Number of VM v = 2000

Initial Number of VM n = 200, 300, 400, 500, 600
Initial Number of Task t = n/2

Task Variation Rate r = 20%, 40%, 60%, 80%
Device-based Always on
Single Threshold Static Threshold

and Device-based. The Single Threshold uses static thresholds without adaptivity during
the execution. The device-based solution utilizes ”always-on” solutions so that the SLA
violation only happens when the number of incoming tasks exceeds the capacity of that
Cloud. We establish the experiment based on different initial instance ranging from 200
to 600. The task variation rate — representing the system load changing ratio — is set
from 20% to 80%, according to the work [246], shown in Table [4.4]

The results are presented in Figure [£.10} In the low task variation scenarios Fig-
ure SLA violation only occurs when the task size just passes the total Cloud ca-
pacity. In the medium and high task variation scenarios, the proposed adaptive scheme
can achieve 45%, 84% and 81.8% fewer SLA violations, compared to the static single
threshold counterpart in the 40%, 60%, and 80% task variation ratio respectively. Com-
pared to the device-based "always on” solutions, the proposed task-centric scheme only
introduces extra 4% SLA violations due to inappropriate scaling, in the worst case sce-

nario shown in Figure 4.10d}

4.3.3 Discussion

In this section, The system energy model is first tested and validated, and the perfor-
mance of the proposed system is then evaluated on the mobile terminals, intermediate
Cloudlets and remote Cloud resources respectively. By adopting the proposed fine-grain
task energy prediction model, the mobile element level offloading energy efficiency and
execution efficiency is compared with mobile-only and Cloudlet-only execution scenarios
with an overall approximately 60% improvements in the high load cases. By taking ad-
vantage of the global level task execution knowledge, the proposed task-centric Cloudlet
can achieve around 50% higher processing throughput compared to the device-based

execution solutions. By manipulating the resource provisioning on the task level, the
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proposed remote Cloud remote scheduling scheme can respond to the load changes more
flexible than the device-based service models, which in return enables more than 30%

energy reservation when comparing to the traditional device-based ones.

4.4 Conclusion

In this chapter, a Cloudlet-based task-centric model is proposed. The system is first
presented with analysis and discussion of the local mobile devices, Cloudlets, remote
Cloud and networking, regarding the roles and core functions. In the proposed sys-
tem which incorporates [145], the offloading scenario is formulated with the task mod-
ule, computing module, and network module respectively and a collaborative ofHoading
scheduling algorithm is proposed. Compared to the device-based solutions, the proposed
task-centric Cloudlet-based system can achieve fine-grain dynamic resource control in the
Cloudlet and remote Cloud. In addition, the leverage of global execution knowledge also
benefits the offloading decision-making. Based on the experiments, the proposed system
formulation is proved to be valid in the real data; the scheduling protocol is evaluated in
terms of execution efficiency, energy efficiency on the task level and the Cloudlet level.

The energy efficiency, execution efficiency, scalability and availability of the system
is tested and observed in the experiments. As shown in the experiment results, it can be
concluded that the proposed system in this chapter outperforms the device-based ones
in terms of the task processing efficiency and system-level energy efficiency in the large-
scale static and mobility scenarios. The user security is also maintained by adopting the

virtualization-based hardware isolation on the Cloudlet and remote Cloud.



Chapter 5

Proactive Offloading and
Sustainable Resource Allocation in

Heterogeneous Cloudlets

In this chapter, a proactive Cloudlet-based hybrid offloading model is proposed to
handle the energy and QoS-aware heterogeneous offloading and resource allocation issue.
Compared to the conventional Cloudlet-based solutions, the proposed offloading model
considers the heterogeneous offloading scenarios with different types of tasks, resources
and mixed offloading methods. It can coordinate with Cloud resources and perform
partition-based offloading and migration-based offloading dynamically and simultane-
ously according to the task load and QoS. In addition, the system is integrated with
fine-grain load prediction components to achieve proactive resource allocation, concern-
ing the trend and seasonality of the task load. The chapter focuses on the Cloudlet-based
mixed offloading issue, which targets the mixed offloading coordination and fine-grain
load prediction.

The organization of the remaining sections is as follows. In Section 1, the system
architecture and component are briefly introduced, an energy-aware deadline-constraint
heterogeneous scheduling and resource allocation problem is formulated, a PSO-based
optimization solution is introduced, and a time series prediction model is demonstrated.
In Section 2, the proposed system is tested and compared to traditional Cloudlet-based
frameworks. In section 3, the chapter is summarized, a conclusion is drawn, and future

research directions are further discussed.
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5.1 System Formulation

In this section, the proposed Cloudlet-based hybrid offloading system is first briefly
introduced with core component and function introductions. Then, the formulating
the offloading decision-making and resource allocation process is presented based on
the queueing model. According to the queueing model, the time-constraint energy and
execution efficient heterogeneous offloading problem is proposed. In order to solve the
problem promptly, a PSO-based heterogeneous offloading algorithm is designed to obtain
the near optimal solution. Concerning the fluctuation of system loads, a SARIMA-based

load prediction model is integrated to balance offloading resources proactively.

5.1.1 System Description
= &, R (L) (o=
= [ =|
- = = \@%/ Al =2
Cloud Cloud
DataCenter DataCenter
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Figure 5.1: Cloudlet-based Hybrid Offloading System Architecture and Networking

This chapter considers the two-layered offloading architecture and networking, as
shown in Figure 5.1 According to the vicinity, the offloading resources are divided into
local Cloudlets (Rounded Rectangles) and remote Cloud datacenters (Rectangles), which
are connected through wired Wide Area Network (WAN) as shown in the solid lines. The
dash lines in the local region depict the wireless connections between mobile devices and
the Cloudlet. In the offloading processing, different devices may trigger diverse offloading
requests. These demands are sent to non-identical Cloudlets through varying network

conditions, being executed locally or forwarded to heterogeneous remote Clouds.
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Table 5.1: Parameter Definition

Parameter Definition

A arriving rate of total offloading tasks

Al arriving rate of Cloudlet-based tasks

Ac arriving rate of remote Cloud-based tasks
At; arriving rate for task i-based request

Ad arriving rate for migration-based request
Acly, blocking rate of Cloudlet res allocation queue
Aiy blocking rate of task i-based proc queue

Ady blocking rate of device-based proc queue
Adrop dropping rate of offloading

W proc rate of Location Mapping Engine

Wt proc rate of task i-based res

el proc rate of device-based res

Le proc rate of Cloud res

el proc rate of Resource Allocation Engine

Ud proc rate of migration-based res

P, probability of sche a task to the Cloudlet

P probability of sche a task to the remote Cloud
Py, probability of sche a task to task i-based res
Py probability of sche a task to device-based res
¢ num of current available res for task type @
d num of current available device-based res

C num of total res units in the Cloudlet

Ny num of total offloading task types

dy num of total dropped task types

Nnet num of total communication units on Cloudlet
Elti_q] avg number of tasks in task i-based que
Elti_wait] avg waiting time of tasks in task-i-based que
Elti_proc) avg processing time in task i-based res
Elti_sys) total time spent on task i-based res

Eld_sys] total time spent on device-based res

tid task processing deadline for type @

T; total offloading time for task

Ti comm communication time for task 7

T _proc proc time for task @

S package size of task 1

Sh package size of base image

Ry data rate of WLAN

Ry data rate of WAN

Dy, delay of WLAN

Dy delay of WAN

FEdi avg energy cost on device md for task i
Erdw avg transmission energy cost on device md

Ed idie avg idle status energy cost on device md
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5.1.2 System Components and Functioning

In our proposed system, the core functioning units in the Cloudlet include Profiler,
Res Monitor, Decision Engine, Task Allocator and Load Balancer, as shown in Figure
The Profiler and Res Monitor collect and save task-related offloading data and
resource-based offloading environment information, respectively. Based on the above
logs, the Decision Engine adopts the Proc, Energy and Prediction module to schedule
offloading tasks and to balance the load. The Task Allocator and Load Balancer trigger

the offloading execution process and update the task and resource records.

Cloudlet Scheduling
and Allocation System

Res Monitor
Local Cloud
Resource Resource _

=

Decision Engine

[ Proc Model ]

Device & | Res Info
Task Info [ Energy Model ]

Update Update
2 [ Prediction Model ] o
Offloading Allocation
Decision Strategy
Task Allocator Load Balancer

Figure 5.2: Cloudlet-based Functioning Components

5.1.3 Queue-based Offloading Processing Model

The proposed Cloudlet-based offloading processing model is shown in Figure [5.3]
Once the mobile devices enter the coverage of the local Cloudlet, they can register them-
selves with the Cloudlet agent and begin sending offloading requests. The total offloading

arrival rate for all offloading tasks from all mobile devices is denoted by A.
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Figure 5.3: Queue-based Offloading Task Processing Model

When the Cloudlet receives new offloading requests, the Location Mapping Engine
with service rate y; filters these requests according to the user’s requirements. The private
security-sensitive offloading tasks are forwarded to the Cloud corresponding individual
computing units with possibility P, while the general computing components are sent to
the Cloudlet Resource Allocation Engine with possibility P, for further Cloudlet-based
resource scheduling. In this work, the model Public cloud is modeled as a M /M /o0 /Ny
queue. It is assumed that the buffer and waiting time of the queue is negligible, because
the remote Cloud is assumed to maintain theoretically 'unlimited’” computing capability.
However, the capacity of the queue is constrained by the limited communication units
on the Cloudlet N,,;.

For the requests sent to the Cloudlet Resource Allocation Engine, the engine further
dispatches the tasks to the local Cloudlet computing utilities. The Cloudlet resources
are divided into task-based resources and device-based resources, which are prepared for
task-level partition-based offloading and VM-level migration-based offloading, respec-
tively. According to the work [259], this part of the work summarizes the characteristics
of both offloading methods in the Table The partition-task method requires the of-

floading execution environment for that type of task to be fully prepared on the Cloudlet
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Table 5.2: Partition-based Offloading and VM Migration-based Offloading

Method Partition-task VM-Migration
Prep Delay High Low

Comm Overhead Low High

Energy Cost Low High
Usability Limited Good
Compatibility N/A Yes

resource clone before the offloading begins. In this case, only task-related soft-layer
information is synchronized during offloading run-time, which leads to low communica-
tion overhead and less data transmission energy cost. The VM-migration method can
achieve better usability because it does not expect pre-configuration and installation of
specific task-related dependent packages. However, it needs to migrate the execution
environment from the mobile devices to the Cloudlet during run-time, which leads to
higher communication overhead and data transmission power consumption on the mo-
bile elements. It is worth mentioning that the migration-based solution is compatible
with the task-partitioning offloading method if all soft-layer information and hard-layer
environments for that partition-based offloading are synchronized during run-time.

Finally, the offloading requests dispatched by the Resource Allocation Engine are pro-
cessed either on the task-based resources for partition-task offloading or on the device-
based resources for VM-migration. Regarding the partition-based tasks, we define the
vector set < Py, P,, P, ..., P,, > to indicate the probabilities that the Resource Alloca-
tion Engine send the task with type t; to its corresponding resource set. The processing
of task t; is modeled as M/M/c; queue where ¢; is the number of computing units to
serve the offloading tasks with type t;. The dispatching possibility for migration-based
tasks is set as P; and the processing is based on the M/M/d queueing model where d
is the number of servers. We assume that the task-based offloading requests and the
general device-based offloading requests arrive according the Poisson process, and the
service times are exponentially distributed.

Concentrating on the Cloudlet task-based processing queue for the task type t,,
the transient rate diagram for the incoming tasks can be modeled based on the birth-
and-death process under the constraint of formula and [5.2] according to [29]. The

constraints are employed to ensure the system is able to achieve the stable states.
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Figure 5.4: Transient Rate Diagram for Processing Task Type t;

>\tn < fhtn * Cp (51)

At = pet * B, (5.2)

The diagram is presented in Figure [5.4, The stable probability of the number of
incoming tasks with type ¢, in the M/M/c, queue system can be calculated as follows,

where pq is the possibility of zero tasks in the system:

)\J'

0 VJ < Cp,
w *J'
,ug *c%fc*cn!po Vj >=Cn

According to the probability normalization condition in the value of py can be
calculated as in [0.5 and 5.6

oo
dopi=1 (5.4)
§=0
cn—1 j
po= (D ="+ puwair) " (5.5)
- |
]:0 /’{/tn]'
Acn 0 AJ_C’IL
Pwait = Z pj = tn W (5.6)
Jj=cn J cn Cn M,

As constrained by formula 5.1] n the p; series converges and the sum of the series can
be estimated as in according to the Erlang C formula.

C
)\t': Cnﬂtn
Mt cn! Cait, — At,

(5.7)

Pwait =~

Then, the value of py can be computed in [5.8]
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cn—1 J Jj—c¢n
Atn )\tn cnl"Ltn

Poz(z

= pl gl ren! Cabit, — A,

)l (5.8)

By adopting the value of py in [5.3] the probability for each number of states can be
obtained. Based on the results in [5.3] the expected number of offloading tasks in the

task type n-based queue can be calculated as the average value in [5.9

o0

Eltn o] = Z (J —cn)pj
a=cn . (5.9)
)\tn )\tZ Cn/"Ltn

C
Cnlu’tn - Atn iut:f Cn! Cnlu“tn - )\tn

Then, the expected waiting time in the queue can be computed from Little’s formula:

Elt,.
E[tn,wait] — [>\tq]
1 A Cablin (5.10)

* C.
Cnutn - )\tn Mt:cn! cnutn - >\tn
As shown in formula [5.11], the total processing time during offloading includes the
queueing time and the service time, the expected total time for each offloading task with

type n in the system can be calculated as the sum:

E[tn,sys] - E[tn,wait] + E[tn,proc]

1 . A . Cnbtn N 1 (5.11)
= pPo T —
Cnft, — M, HirCn!  Cnpit, — At,, Wit

We define the negotiated task offloading processing deadline on the Cloudlet resources
for the offloading tasks as a vector < ty4, tog, t3d, ..., tna >. Then the maximum average
waiting time in queue before violating the task processing deadline with type n can be

calculated as:

1
tn_maz = tnd — E[tn,p'roc] =tpd — — (512)
Htn
According to the t,, 4. value in the above formula, the potential blocking rate of the
task n-based offloading requests that are used to ensure QoS-based offloading processing

time constraints can be calculated as in B.13] and B.14k

/\tn,ma:v ‘= argmax E[tn,wait](A/) <= tyn_max (5.13)
A/
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0 VA =< )\ max s
Any = { fn fn- (5.14)

Aty = Mpomaz VA, > Aty mag

To obtain the value of X" in formula [5.13] we adopt a binary search-based algorithm

to approach the maximum arrival rate in the system, under the offloading processing
time constraint. As in Algorithm [7] if the offloading request arrival rate is small enough,
the service migration rate is zero, shown in lines 3 and 4. Otherwise, a binary search
process is employed to find the service blocking rate from line 5 to line 20. The inputs
for the service request arrival rate are predicted from our estimation model [5.1.6 In
addition, this calculating process is finished before the offloading service process starts,

so that the computing will not increase the offloading run-time overhead.

Algorithm 7: Time Constraint-based Offloading Task Adaptive Migration

1 Require: \¢,,cn, it
2 round : max searching loops
3 if E[tn,wait](Atn) <= tn_maz then
4 L Return : App < 0
5 else
6 maz < [, |
7 min < cp,
8 val <+ tn_max
9 while (min <= maxz do
10 mid < min + (mazx — min)/2)
11 if Eltp_wait](mid) > tn_mas then
12 mazx < mid — 1
13 else
14 if E[tn_wait](mid) < tn_maz then
15 min < mid + 1
16 if start == end then
17 L Return : App < mid
18 if round == 0 then
19 L Return : App < min
20 round < round — 1

21 Output: A\,

Based on the value of \,,, the offloading request arrival rate for task n-based offloading
can be updated as follows. The extra task requests are transferred to migration-based
offloading resources, as shown in Figure 5.3

A YAt < Aty mazs
At—{ fn tn < Ao (5.15)

)\tn,max v)\tn >= )\tn,max
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The migration-based offloading on the Cloudlet device-based resources performs sim-
ilarly. The processing is also based on the M/M/d queue, where d is the number of
resources available to execute the offloading request. The arrival rate for the migration-
based offloading is calculated in the following formula:

Ad = pafa+ Z Ay (5.16)
=1

Given that the offloading task dispatching process in the Resource Allocation En-
gine and the Location Mapping Engine only require linear computing time to find the
offloading destination for each request, we assume that the offloading request processing
time on the Cloudlet does not include the offloading scheduling cost. In this case, the
migration rate for the Cloudlet resource queue )., can be obtained by calculating the

service blocking rate of the device-based resource queue as:

)\Clb = )\db (517)

In this case, the offloading task arriving rate for Cloudlet and remote Cloud can be
updated as in the following formulas and [5.19,

Aa = e — A, (5.18)

Ac = i Fe + )‘clb (519)

Finally, the offloading dropping rate on the Cloud processing queue can be obtained
by [5.20, where N, is the maximum communication units on the Cloudlet.

)\drop = )\c - Nnet (520)

5.1.4 Offloading Cost Model

Based on the queue-based offloading processing model, the overall offloading time can
be obtained by summing up the offloading service processing time and service transmis-
sion time for each offloading request on the resources. According to the type of execution
resources, the single offloading request mean processing time cost 7; is calculated by cal-
culating the task offloading communication time 7T ..., and offloading processing time

T; proc together:

T% = T’i,comm + Ti,proc (521)
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Si/Rr + Dr, Vi € task — based,
Ti comm = (Si+ Sp)/Rr + D1 Vi € device — based, (5.22)
Si/Rw + Dw Vi € Cloud — based
Elt; sys] Vi € task — based,
Tiproc = § Eltdsys| Vi€ device — based, (5.23)
0 Vi € Cloud — based

where S; is the package size of used for type i-based offloading overlay and S is the
package size of the base image. Ry and Ry, are the date rates for LAN and WAN links,
while Dy, and Dy, are the link media delay for LAN and WAN, respectively.

Consequently, the mean energy cost E,,4; on the mobile device md for the offloading

task ¢ can be computed:

Enpdw * Ti_comm + Emd_idieBlta_sys] Vi € device — based, (5.24)
Emd,w * Ti,conmn Vi € Cloud — based

{ Emdw * Ti_comm + Emd_iaicElti_sys] Vi € task — based,
Emdi =

where F,,4 ., is the mean transmission energy cost on mobile device md and E,,4 ;qe
is the mean idle energy cost.

Given the average task processing time on the mobile device as ¢,,4 and the processing
energy as L, proc, the tradeoff between energy consumption and delay highly depends
on the communication overhead and the execution capability between the mobile device

and the Cloudlet, based on the works [I83], [244] and [158].

non — of floading  tmq <Ti, Emdproc < Emdw,
Decision = of floading tmd > Ti, Emd_proc > Emd_w, (5.25)
tradeof f others
In this chapter, we focus on the condition that tasks are sent to the Cloudlets by the
mobile devices. Considering the offloading execution and energy efficiency, we define the

time-energy joint cost model as follows:

C(md,i) =axT;x At + (1 — a) * Epg * AE (5.26)

where « is the weight coefficient to control the importance between execution effi-
ciency and energy efficiency. At and AFE are the coefficients that unify the order of
magnitude for these two parameters.

In this case, we define the Cloudlet-based heterogeneous offloading resource allocation
solution S as an n + 1 dimensional vector < ¢y, ¢9, c3, ...c,, d >, where ¢; is the number

of resources allocated for task type-i and d is the number of resources for device-based
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offloading tasks on the Cloudlet. Then, the Cloudlet-based heterogeneous offloading
resource allocation problem can be defined to find the solution S which can minimize

the joint cost for all tasks from all devices under the coverage:

No N
F(s) = argmin Z ZC(md,i) (5.27)
SES d=1i=1
s.t. Vi e Ny, E[ti,sys] < tiq (528)
s.t. Vi e Ny, E[d,sys} < tiq (529)
st. VeeS, Y ¢jtcg<=C (5.30)
j=1

where Ny is the total number of mobile devices and N, is the total number of task
types.

The constraints and indicate the offloading time on the Cloudlet task-based
offloading and device-based offloading should be less than the deadline of that type of
tasks. The constraint implies the total number of allocated resources should not
exceed the capability of the Cloudlet.

5.1.5 PSO-based Heterogeneous Offloading Resource Alloca-
tion

According to[5.27], the deadline-constraint resource allocation problem is a NP prob-
lem. A complete search in the solution space cannot be accomplished in polynomial time.
In this case, we adopted the PSO heuristic, which has been proved to be fast convergence
and effective in solving Cloud-based scheduling problems [185].

Although the constraints and can be ensured by adopting the proposed
task adaptive migration, inappropriate resource allocation solutions may still lead to
high offloading request dropping rate A4, as in formula . These dropping tasks
have to be processed on the model element itself, which leads to high energy costs during
the processing. Considering the impact of offloading rejection, we introduce the penalty
function to punish the offloading dropping rate. The penalty function is defined as
follows:
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P(s) == Em(j) (5.31)

where P(s) is the function to calculate the energy consumption on all mobile devices
due to the offloading request rejection. d; is the number of rejected request type and E,,
is the total energy cost for that type.

In this case, we can define the PSO fitness function as:

Fit(s) = F(s) — P(s) (5.32)

Concerning the constraint and the heterogeneousness of the computing resources,
we define the position of the particle as a z x y matrix Pos, where = is the number of
virtual instances, and y is the number of task types which equals (N;). Given u(7) as the
computing units in the ¢th virtual instance, the total available computing units C' in the

Cloudlet equals:

C= Z u(i) (5.33)

In this case, the overall allocated computing units will not exceed the size of the
Cloudlet. We use binary values in each position of the matrix as: Pos(z’,y') € {0,1}.
Given Posj, as the kth particle’s position matrix, Posg(z’,3’) = 0 indicates that the
virtual instance x’ is allocated for the task type 3. In order to ensure the QoS, we do
not allow load overcommitment, and restrict that each virtual instance can only serve

one type of resource at the same time:

y
Z Posg(2',y') <=1,V2’ € [1,2] (5.34)
y'=1

Similarly, the velocity of the particle is created as a x x y matrix Vel. Given the kth
particle velocity Vely, its element value Vel (2, ') is in the range of [—Viaz, Vinaz)-
The PSO algorithm execution starts by randomly initiating the Pos and Vel for the
particles. Updates of the position matrix and velocity matrix of the particle k in the
swarm occurs according to the PSO routine as follows:
V@lzH (z,y) =wVell + c1r1(pbestl(z,y) — Posk.(x,y))

(5.35)
+ cy@(nbeslﬁ}tg (z,y) — Pos}; (z,v))
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1 if Vel (z,y) = maz{Vell™ (i,y)},
Postt(z,y) = Vie {1,2,..z} (5.36)
0 otherwise
where w is the inertia weight; ¢; and cy are the learn factors; r; and 7y are random
factors. An example of the value updating process is illustrated as below in the 3 x 4
matrix which consists of 3 types of tasks and 4 resources. In this case, resource 1 and 2

are scheduled for task 3. Resource 3 is for task 1 and resource 4 is for task 2.

12 5 -1 0010
Vel,=10 1 =1 0| = Pospy=10 0 0 1
33 2 -3 1 100

For a complete search in the solution space, given C as the number of total resource
units in the Cloudlet and N, as the number of offloading task types, the Brutal Force
requires the computation complexity O(C™). In terms of the proposed heuristic, given
the number of particles as N, the number of iterations as 7, the computational complexity
is decided by the calculation of the speed matrix and the position matrix, which can be
obtained as O((C' * N, * N,)*). Compared to the complete search, the proposed heuristic

can scale up properly as with the increasing of resources C' and offloading tasks /V;.

5.1.6 SARIMA-based Load Prediction and Proactive Hetero-

geneous Offloading Resource Allocation

As shown in the previous sections, the proposed Cloudlet-based heterogeneous of-
floading model can effectively allocate and balance the computing loads to minimize the
offloading execution time cost and energy cost, according to the given ), for the in-
coming tasks. Unfortunately, the offloading task load may vary significantly due to the
heterogeneous location of Cloudlets and service time of day. A single )\, cannot correctly
and adequately reflect the seasonal fluctuation and potential trends of the task load.

In this case, instead of utilizing the general )\; as the load of the task type n, we
define a series Af as < Al A7 A}, A7"... > to describe the task arriving rate input

during each time interval At and assume each input element A" is governed by the

Poisson process. By adopting the model SARIM A(p, d, q, P, D, Q)s, the value of \]* can
be calculated via formula [5.37

D p(B*)p,(B)VPVIN,, = 0g(B*)0,(B)w (5.37)

where B is the backward operator. ®p(B*®) and ¢,(B) are the seasonal autoregression

with order P and ordinary autoregression with order p. V¥ and V? are the differencing
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functions for the seasonal and ordinary difference components. The seasonal and non-
seasonal moving average operations are represented by O¢g(B*) and 6, where @ and ¢ is
the order of the terms. w; is the residual white noise and s is the seasonality factor. In
this case, the load prediction problem is translated into finding the best values for the
order set < p,d,q, P, D,Q >.

The load prediction and the overall system-level resource allocation is presented in the
following Algorithm [§] The algorithm contains two functions (FuncPred and FuncAllo)
which handle the prediction of task load and resource allocation respectively.

The prediction function is shown from line 1 to line 13. First, a first order seasonal
difference operation is performed to reduce the influence of seasonality (line 2). Then,
according to the result of the Ljung-Box test, several rounds of ordinary differencing
will be executed to make the residuals trend-independent (line 3). Since the values of
d, D is set, the next step is to find the values of p, P,q,). The potential values of
p, P,q,@Q can be obtained by observing the results of Autocorrelation Function (ACF)
and Partial Autocorrelation Function (PACF) (line 6 to line 7). Based on the principle of
parsimony, the potential value candidates are further filtered. By traversing all possible
permutations, the best model is selected with the best Akaike Information Criterion
(AIC). If the model passed the residual test, it is selected for the further forecasting (line
10 to line 13).

The PSO-based allocation function starts in line 14. If the processing time equals the
resource allocation interval, it will perform the resource allocation function as from line
16 to line 33. During the allocation process, it first estimates the task load in the next
processing time interval by utilizing the prediction function above. Then, in the initiation
state, tndi Num particles will be created with a randomly generated velocity matrix and
a position matrix (line 21 to line 23). The maximum updating iterations are set as gmaz
as in line 26. During the updating, the fitness values are calculated by the formula [5.32
By comparing the fitness value with the particle’s past position and the swarm’s best
position, the velocity and position matrix for the next timestamp can be computed by
formulas and [5.36], respectively (line 28 to line 33). Finally, the allocation solution
can be obtained by assigning the solution S the swarm best value. During the processing
stage (line 35 to line 38), the system executes the allocation solution and advances the

time.
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Algorithm 8: Proactive Heterogeneous Offloading Resource Allocation Algo-

rithm

1 FuncPred(}\f ,s):

2 AL« diff(AL,D=1)

3 while Ljung.test(Al ,log(\} .len) < e do

n’

4 /\ﬁn “— dz’ff()@" 1)

5 d+—d+1

6 q,Q ACF()\gn)

7 p, P+ PACF()\ )

8 for p,q, P,Q € pa(p,d,q, P,D,Q) do

0 | P, Pq,Q « AlIChw(<p,q,d,P,Q,D >)
10 if Ljung.test(resd(\; ,p’,d,q',P',D,q')) > ¢ then
11 model + (M, ,p’,d,q',P',D,q)

12 L break;

13 Return: /\fff‘p « esti(model, step)

14 FuncAllo(p, A, tgq, C, md):
15 while true do

16 if t == isReAllocation then

17 VAt, €A AT« FuncPred(M: ,s)

18 AL FuncPred(\,, s)

19 AT FuncPred(\L, s)

20 Init Particles:

21 for Vk € Swarm[l, ...indiNum| do

22 Vel} + init(Vel)

23 Posi « init(Pos)

24 Update:

25 g1

26 while g < gmaz do

27 g < g+ 1 for Yk € Swarm[l, ...indiNum] do
28 if Vi € [1,...t], Fitmaz == Fit(Pos}) then
29 L pbesti — Posi

30 if Vj € [1,..mazNum|, Fitmaz == Fit(pbest';-) then
31 L nbest}fC — pbesté

32 Vel’;:rl + k.update(Vell , pbest! ,nbestt , Post)
33 L Pos?‘1 — k.update(Vel?'l)

34 S = nbest

35 else

36 sys.proc(S)

37 A, tg, Cymd < sys.update()

38 t + t.next()
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Table 5.3: Experiment: System-level Hybrid Offloading Parameters

Parameter Definition Default Value
el proc rate of Cloudlet 30/sec

Kmd proc rate of mobile device 5/sec

clpre preparation delay on Cloudlet 0.06 sec

Cpre preparation delay on Cloud 0.1 sec

tq task deadline 0.25 sec
Chlock network unit of Cloudlet 10,20,30,40,50
A task arrival rate 20 to 120/sec
C num of res on Cloudlet 1,2,3,4,5

a joint cost coeflicient 0,0.5,1
Erdw avg trans energy cost 0.1 W
Eond_idle avg idle energy cost 0.03 W
Emd_proc avg proc energy cost 0.84 W

Non-offloading
Cloud-based

Task exec only on mobile devices

Cloud-based offloading

Cloudlet-based
Proposed

Cloudlet-based offloading
Hybrid offloading

Table 5.4: Experiment: Heterogeneous Offloading Resource Allocation Parameters

Parameter Definition Default Value
nt types of offloading task 3

Nel num of Cloudlet res 6

w inertia weight 0.9

T1,T2 random factor Oto1l

c1,c2 learn factor 1.5

« joint cost coefficient 1

Vinax maximum speed 50

iter rounds of iterations 30

Ity s Btos Bd proc rate 50, 20, 5/sec
t1d,tod, tdd task deadline 0.2, 0.2, 0.3 sec
cl[q] num of cores in res ¢ 1to6

Ato arrival rate for task 2 40/sec

Aty arrival rate for task 1 30 to 150/sec
Ad arrival rate for task d 10 to 50/sec

Device-based = Migration-based offloading

Task-based Partition-based offloading
Load-based Priority-based allocation
Proposed Heterogeneous offloading
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Table 5.5: Experiment: Prediction-based Offloading Parameters

Parameter Definition Default Value
ng types of offloading task 2

Nel num of computing res 10

s seasonal lag 24

p,d,q,P,D,Q prediction parameters 1,2

tyr web req for Wiki fr main page  based on Fig
tia web req for Wiki ja main page based on Figl5.10]
Bt s it g, proc rate 10, 5/sec

tq task deadline 0.3/sec

Hmd proc rate on mobile device 1/sec

cl[7] num of cores in res ¢ 1

Prob-based Mean-based prediction

Real-proc Pre-known the load

Naive-proc Non-prediction

Proposed TS-based prediction

5.2 Performance Evaluation and Discussion

In this section, the proposed energy-aware proactive heterogeneous MCC offloading
model is evaluated based on three experiment sets. In the first experiment set, we com-
pared our model with three traditional methods, motivating the work — intra-Cloudlet
offloading scheduling can drastically improve offloading efficiency. In the second ex-
periment set, we compared our algorithm to three recent studies and two baselines, as
in Fig. 8 and Fig. 9. To the best of our knowledge, this is the first work that dis-
tinguishes the task-based offloading load and device-based offloading load and tries to
balance the overall inter-Cloudlet load based on two different offloading processes. In the
third experiment set, we compared the proposed prediction-based model to the recent
queueing-based work with two other baselines.

The system-level environment setting is presented in Table [5.3] The Cloudlet-level
heterogeneous allocation parameters are depicted in Table while the prediction-
related parameters are shown in Table [5.5] The energy consumption on the mobile
devices can be profiled via the original Android Energy Profiler and third party tools
such as PowerTutor [I42]. In this chapter, we adopt the profiling values from E|, where

we use level 4 as the mobile CPU processing level.

1 Source from: https://source.android.com/devices/tech/power/ values.html (24/04/2019).
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5.2.1 Hybrid Offloading Performance Evaluation

The first experiment is implemented to observe and evaluate the offloading efficiency
on the system level. We compare the proposed hybrid offloading model to several exist-
ing solutions. The baseline non-offloading algorithm only processes tasks locally on mo-
bile devices, without offloading. The Cloudlet-based and Cloud-based solutions enable
offloading on resource-limited local resources and resource-unlimited remote resource,
respectively. The proposed hybrid offloading model allocates resources between the
Cloudlet and the Cloud, concerning resource constraints and communication overhead.

Experiment 1.1 (results in Figure observes the impact of the joint cost coefficient,
based on different offloading task loads. Experiment 1.2 (results in Figure is imple-
mented to analyze the offloading performance based on different computing capabilities
on the Cloudlet under different task load arrival rates. Similarly, experiment 1.3 (results
in Figure concerns the offloading performance influenced by different communication
capabilities.

The results of experiment 1.1 are shown in Figure 5.5, which utilizes a default number
of computing resources (C' = 4) and communication resources (¢yocx = 30). By manipu-
lating the value of the joint cost coefficient «, the offloading execution time cost, energy
cost and combined costs are depicted in [5.5al [5.5b] and [5.5d, respectively. As shown in
[5.5a], the non-offloading baseline requires the most executing time due to limited process

power on mobile devices. The Cloud-based solution can outperform the non-offloading in
the low load scenario when the communication units are not exhausted. The Cloudlet-
based approach can achieve a better execution time than the Cloud-based solution by
tapping into the nearby Cloudlet computing resources. However, considering the task
deadline, the Cloudlet-based model cannot accept all the offloading tasks with the growth
of the task load, due to its limited computing capability. As a result, an obvious increas-
ing trend of the Cloudlet-based cost can be found at task load value of 80 to 100, which
indicates that the denial of offloading requests occurs. The best performance is achieved
by the proposed model, which can fully utilize the Cloudlet computing and communica-
tion resources. Compared to the others, the proposed model can reduce executing times
by 30% (non-offioading), 24% (Cloud-based), 11.5% (Cloudlet-based), respectively. A
similar performance can be found in the experiments regarding offloading energy effi-
ciency (Figure and mixed efficiency (Figure . These results are in accordance
with Figure because the energy reservation on the mobile devices is achieved by

reducing the number of task executions on these mobile elements. When the offloading
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Figure 5.5: Offloading Performance Evaluation based on different Task Load and joint
cost coefficient (C' = 4, Cpoer = 30 )
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communication overhead is smaller than the offloading computing benefit, a smaller value
of the execution time suggests that a larger number of tasks are migrated to high-end
offloadees.

Figure presents the results of experiment 1.2 — the offloading energy cost based
on different computing capabilities (from 1 to 5) on the Cloudlet under different task
load levels — low load [5.6a] medium load and high load respectively. A higher
energy cost value indicates that a larger number of offloading tasks are rejected and
executed locally on the mobile devices. The results in Figure [5.6a] and [5.6b] show that

the Cloudlet-based solution requires at least three units in the low load case and five

units in the medium load case to ensure no offloading requests are denied. However,
the proposed hybrid solution only requires two units in the low load processing and
three units in the medium load execution, due to the remote offloading by utilizing
Cloudlet communication units. In the high load offloading scenario, the proposed model
can achieve full offloading in 5 computing units, while the Cloudlet-based model cannot
support full offloading under 5 unit computing resources.

The impact of the communication capability is shown in Figure for experiment
1.3. The task load is also divided into three levels, and the energy value reflects the
rejection of offloading tasks. In the low load case, the Cloud-based offloading requires 40
communicating units to process all offloading tasks, while the proposed model did not
require communicating resources due to the usage of the local Cloudlet computing utility.
In the medium load case, the Cloud-based offloading cannot achieve full offloading even
when the available communicating resources reach 50 units, while the proposed model
can still process all offloading tasks through Cloudlet computing resources. In the high
load case, the proposed hybrid model can achieve full offloading on 50 communication

units while the Cloud-based model can only process less than half of the offloading tasks.

5.2.2 Heterogeneous Resource Allocation Performance Evalu-

ation

The second experiment set concerns the heterogeneous offloading resource alloca-
tion performance on the Cloudlet based on execution efficiency. In this experiment, we
compare the proposed heterogeneous offloading resource allocation algorithm with three
different prioritized algorithm counterparts — migration-based, partitioning-based and
priority-based. To compare the performance fairly, we assume the device-based solutions

can calculate the minimum resource requirements to meet the task-based request deadline
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in advance, and then designate as many resources as possible to the migration-based of-
floading request. The task-based protocol prioritizes the highest load partitioning-based
offloading requests, and provides the minimal resources for migration-based offoading
requests. The load-based algorithm allocates resources according to the overall task load.
In the first experiment 2.1, the effectiveness of the proposed PSO-based resource allo-
cation algorithm is evaluated according to different numbers of particles in the swarm.
Then, the second experiment 2.2 tests and observes the performance of the proposed

algorithm with the other three counterparts, based on different load distributions.
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Figure 5.8: PSO-based Resource Allocation Performance Evaluation based on different

Number of Particles

The results of experiment 2.1 are shown in Figure [5.8] The performance of the pro-
posed algorithm is compared to the Brutal Force (BF) algorithm while the best solution
is being searched for. The straight blue line of the BF suggests that the best solution
should achieve the fitness value 7.217. With the number of particles increasing from 10
to 30, the proposed algorithm can achieve a mean fitness value between 7.24 and 7.218
with the standard deviation from 0.046 to 0.002. The results suggest that the proposed
heuristic algorithm can effectively achieve near-optimal performance as the brutal force

when utilizing 30 particle units.
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In experiment 2.2, Figure presents the offloading resource allocation performance
for the four algorithms, focusing on the offloading execution efficiency. The fitness value
is calculated according to the equation [5.32 based on the partitioning-based task 1 load
change in and migration-based task d load change in As shown in the
device-based algorithm shows the worst performance due to the ignorance of partitioning-
based task load change. The peak value on \;;, = 90 indicates that the scheduled process-
ing time is approaching the task deadline because of the unbalanced allocation strategy.
Although the load increases, the fitness value decreases after the peaking point because
the resources are forced to migrate from over-provisioning tasks to under-provisioning
tasks to meet the task deadline. The task-based solution and load-based solution out-
perform the device-based solution because they prioritize fine-grain task-level requests.
The load-based solution can obtain an even better result because it takes an extra step
to balance the load among task-based requests. The task-based algorithm and the load-
based algorithm achieve the same value on \;; = 150 because the task requests of type 1
dominate the task load. In this case, only the minimal number of resources are allocated
for task type 2 to meet the task deadline, while the rest are all scheduled to task type
1. The proposed algorithm outperforms the rest because it can investigate the potential
cooperation between task-based offloading and device-based offloading, and balance the
load on the system level, as shown in the equations 13 to 20. Similar performance can
be observed in [5.9b] as with the device-based task load increasing. The device-based,
task-based and load-based solutions eventually suggest the same resource allocation on

Ag = 50 because the task load is dominated by the device-based task requests.

5.2.3 Prediction-based Dynamic Resource Allocation Perfor-

mance Evaluation

The third experiment set evaluates the proposed prediction-based dynamic offloading
resource allocation performance on the Cloudlet for the execution efficiency. The task
load utilized in this experiment is from the real world Wikipedia hourly web request
record [232] in January 2012. The task type t;. and ¢, is the number of requests to the
French main page and Japanese main page respectively. In the proposed model, we use
a record from 19 workdays as the training set (from Jan 2 to Jan 26) and the remaining
three continuous workdays data (Jan 27, 30, 31) as the test set. In the traditional
probability-based offloading comparison models, the mean value of the day (Jan 27, 30

and 31) is utilized as the predicted value of the incoming task load. We assume that the
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load distribution is pre-known in the real-processing comparison model, which gives the
optimal solution. The naive process baseline does not adapt load prediction. Instead, it

utilizes the real-processing allocation strategy of the previous time slot.

N
o
1

w
o
1

Task Load Lamda

Time Sot
—*— fr-rea —&— fr-avg —+— ja-proposed
—&— fr-proposed —— jared —'— jaavg

Figure 5.10: Task Load Prediction Results

The load prediction results are presented in Figure [5.10] According to Algorithm
the system utilizes the < 1,1,1,0,1,1 >4 SARIMA model, which achieves the best SSE
and p-value. The time slots are the average load values during the daily period 2-5, 8-11
and 14-17 of each test workday (Jan 27, 30, 31). The results suggest that the proposed
prediction model can properly react to the load change during the day.

The prediction impact on the resource allocation is depicted in Figure [5.11] In this
experiment, the offloading process adopts two migration-based tasks ty,., t;, with the
load observed in [5.10, To focus on the prediction performance and simplify the ofloading
process, we assume that the offloading requests are returned to the mobile devices for
local execution if the Cloudlet cannot execute the offloading request within the deadline.
As shown in the results, the non-prediction allocation method cannot properly react to
the unpredictable load change between two adjacent time slots — at the points 5, 7 and
9 it requires double executing time of the real process. The probability-based solutions

can effectively achieve near optimal allocation solution under slight task load fluctuation.
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However, this solution cannot handle the uncommon load change effectively at points 6,
7 and 9, leading to 50% to 90% additional execution cost. The proposed model can
achieve the optimal allocation solution at points 1, 2, 4, 7, 9 and near-optimal solutions
at the remaining points. In the overall nine rounds of allocation, the proposed model
eventually achieves only 4.5 percent extra execution cost than the optimal real-process

solution.
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Figure 5.11: Offloading Resource allocation Performance based on the Load Prediction

5.3 Conclusion

In this chapter, a Cloudlet-based hybrid heterogeneous offloading model is proposed.
The system is first discussed in terms of the core functioning components. The offload-
ing behaviours are then analyzed based on the queueing model, and the energy-aware
offloading allocation problem is formalized and solved by the PSO heuristic. A time
series-based prediction model is integrated to achieve proactive offloading. The enabling
of proposed heterogeneous offloading and fine-grain prediction benefits the overall energy-

aware time-constraint offloading decision process. Based on the the experiment results,
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the proposed system outperforms its counterparts on execution and energy efficiency.
The current model can be further extended to include the mobile computing elements,
concerning the live migration issue in the applications such as High Throughput Com-
puting system [§], 5G technologies [97] and Cloud Radio Access Networks [85].



Chapter 6

A Mobility-aware Energy-efficient
Model for MEC-based Offloading

In this chapter, a mobility-aware MEC-based model is propsoed, which concerns the
intra- and inter-Cloudlet heterogeneous offloading process in a priority-based queueing
system, aimed at optimizing energy and execution efficiency under time constraints while
minimizing the number of offloading service rejections introduced by UE mobility.

The remainder of the sections are organized as follows. In Section 6.1, the system
architecture and its main functioning components are presented, and the mobility-aware
MEC-based heterogeneous offloading problem is formulated. Then, the intra-Cloudlet
offloading scheduling issue is further explored. After that, the inter-Cloudlet load balanc-
ing problem is discussed in Section 6.2. In Section 6.3, the performance of the proposed
model is compared to the contemporary solutions. In the last section, a remark is drawn

for this chapter.

6.1 System Formulation

In this section, the proposed mobility-aware MEC-based energy- and execution-
efficient offloading model is discussed in detail. First, the chapter introduces the system
architecture with the main component functions. Second, the work formulates the MEC-
based offloading process in the queueing model. Then, according to the queueing model,
the intra-Cloudlet prioritized task allocation issue and the inter-Cloudlet multi-resource
selection issue are respectively analyzed and solved. The notations used in this chapter
can be found in Table [6.1]
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Table 6.1: Parameter Definition

Parameter

Definition

UE,
Au,
1223
Kty
Py
PC
A

A7‘!

n

n

n

Ewy,

t
Xn(t)
Xcl
Rcl
fv(v)
a/B
fp(¢)
rv
KD
fv(a)/fp(a)
At

tn,

n’s user equipment

arriving rate of tasks on n’'s UE

filtering rate on UE

transmission rate on n’s UE

transmission probability on n’s UE
computing probability on n’s UE

overall arriving rate of tasks on Cloudlet
arriving rate of type n task on Cloudlet
number of UE covered by local Cloudlet
computing probability on local Cloudlet
computing probability on neighbor Cloudlet
computing probability on remote Cloud
computing capability on Cloudlet N
service rate/time of type n task in M/G/1
utility ratio of task type n in M/G/1
overall offloading cost of task type n
processing cost of task type n
communicating cost of task type n
process rate of on n’s UE

task load of type n

process power of UE n

probability of n tasks in the UE’s

mean number of tasks in UE’s processing queue
number of priority classes in M/G/1
arriving rate in M/G/1

arriving rate of priority t task in M/G/1
mean waiting time of priority t in M/G/1
mean residual time in M/G/1

mean number of priority t tasks in M/G/1
new arrival of priority t tasks

during E[Wi41] in M/G/1

coefficient of service time in M/G/1

total bandwidth unit of Cloudlet N’
shared bandwidth unit for UE of Cloudlet N’
size of type n task

Cloudlet to Cloud data rate

Cloudlet to Cloud media delay

overall energy cost of task type n

local process energy cost of task type n
transmitting energy cost of task type n
waiting energy cost of task type n

UE contact time(Smooth Mobility)

UE mobility time counter

UE position at time t

Cloudlet position

Cloudlet coverage radius

UE velocity pdf function

UE stationary/move probability

UE direction pdf func

UE speed change frequency

UE direction change frequency

UE speed/direction acceleration function
UE curve interval

task deadline of type n
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6.1.1 System Overview and Main Functioning Components
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Figure 6.1: MEC-based Offloading System

The work considers the MEC-based offloading environment as shown in Figure
where the system consists of multiple Cloudlets and centralized Cloud servers. In work
[220], the Cloudlet was defined as the edge computing infrastructure that could execute
offloading requests for UEs under the local coverage. In this chapter, the work utilizes
the general term Cloudlet to represent the regional computing capacity such as macro
base stations, small cell base stations, fog servers, and other forms of local stationary
computing resources that are accessible by UEs via local wireless networks. As shown
in the figure, the regional Cloudlets and Cloud servers are connected through stable
backhaul networks. The UEs are covered by local Cloudlets (WiFi) and the edge Cloud
(cellular).

In each regional Cloudlet, the functions can be layered into three aspects: offloading
task processing, offloading optimization, and information profiling. The offloading task
processing handles the task receiving, task execution, and task return, towards the UEs.
The offloading optimization layer handles the two core offloading decision processes —
the inter-Cloudlet resource selection and intra-Cloudlet priority-based scheduling. The
underlying profiling layer collects the information of UEs, tasks, and resources in the

system, according to which the offloading decisions are made.
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6.1.2 Queueing-based MEC Offloading Processing Formulation

and Assumptions
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Figure 6.2: MEC-based Offloading Process

The offloading processing is depicted in Figure [6.2) which involves one decision pro-

cess on the UE and two scheduling processes on the Cloudlet. The offloading request is

initiated by the UE Decision Engine on the UE, which filters out the requests that cannot

be offloaded, due to hardware constraints, privacy, and security concerns. Consequently,

the unoffloadable requests are processed via the UE processors, while the offloading tasks

are transmitted to the local Cloudlet. In this chapter, the work adopts the common as-

sumption that the tasks triggered in the UFE,, follow a Poisson process with mean rate

Ay, and the service time in filtering and transmission follows the exponential distribu-

tion with rate py and gy, respectively. The work also assumes that for every UE, the

processing queue model can achieve stable states with the following constraints:

Au, * By, < i,

>\Un *Pcn < Mpps
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where P, and P, stand for the transmitting probability and processing probability,
respectively. In order to concentrate on the scheduling behaviors on the Cloudlet, the
work simplifies the task arriving rate on the Cloudlet from UE’s as A, which equals to
the sum of all tasks received from currently covered N UEs:

N
A=) A (6.4)
n=1

For each type of task \,, the Decision Engine on the Cloudlet makes inter-Cloudlet
allocations on the received tasks. Based on the decision, the tasks are assigned to the
current Cloudlet, neighbouring Cloudlets or the remote Cloud, according to the system
load, task type and UE mobility pattern. The local computing resources then execute the
tasks on the current Cloudlet queue in a priority-based manner, while the tasks allocated
to other Cloudlets and the remote Cloud are migrated to the corresponding destinations.
Concerning the tasks scheduled on the Cloudlets, the work also assumes that the
service rate for each single task type in the processing utilities follows an exponential
distribution [I79]. Because the Cloudlet is required to process multiple tasks from dif-
ferent UEs, so the M/G/1 queue is adopted and the constraints are set as follows:

N
L>p=) pn (6.5)
n=1

where p, is the server utilization ratio of the task type n, p, is the mean service rate of
task type n. P is the probability to compute on the local Cloudlet.

In terms of the tasks forwarded to the Cloud (with probability P.), the work models
the Cloud server as a M /M /oo queue, since the Cloud is designated to provide ”unlim-
ited” resources to end users. In this case, tasks on the Cloud can be processed without

waiting in the queue.

6.1.3 Intra-Cloudlet Task Allocation

The intra-Cloudlet task allocation refers to the scheduling process in the M/G/1
priority queue. Distinct from previous works that assume exponential distributed service
time or FCFS (first come first serve) execution manner, the proposed queueing model
allows tasks to be served with different processing rates and priorities in the multi-
user MEC-based offloading scenarios. In order to achieve energy- and execution-efficient

offloading, the work will discuss the execution cost, energy cost, and mobility penalty
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respectively. Then, the energy- and execution-efficient offloading allocation problem is

formulated, and a PSO-based solution is proposed.

Execution Cost

In this section, the focus is on the offloading time cost in the system. The task
offloading cost is defined as the period between the time when the task is triggered on
the UE and the time when the task result is acknowledged on the UE. Given that the
size of the offloading result is negligible compared to its corresponding migration size, it
ignores the resulting return time and energy cost so that the communication cost only
involves the task migration (uploading). In this case, the work defines the execution cost
for the task type n as the sum of the processing cost and the communication cost during
the offloading:

E[C,

| = E[Ty,] + E[T,]. (6.7)

n n

As shown in the offloading processing map in Figure the work will discuss the
offloading execution cost based on the three offloading processing utilities — the local
UE, the Cloudlet, and the remote Cloud server.

Local Execution The simplest execution scenario occurs when the tasks are filtered
to the local mobile CPUs. In this case, no task transmission is required, and the overall
execution cost is proportional to the task processing cost. The task processing on the
UE is modeled as a M/M/1 FCFS queue with Poisson arrival rate Ay, * P., and service
rate . Given the task load as t,, and the UE processing power as E, , the service
rate can be set as:

Ppp = tng/En,. (6.8)

Given the constraints to [6.3] the expected number of tasks in the system can be
calculated based on its geometric distribution:

AUn*jz)cn )\Un*Pcn n
PlQ=n]=(1- ) )" (6.9)
Mpn :u’Pn
o > . . AUn * Pcn
Elen] —;n*P[Q—n] ST v (6.10)

In this case, the processing time in the system can be obtained according to the Little’s

formula: ,

lupn_AUn*Pcn'

E[T,,] = Elcy]/(Av, * Pe,) = (6.11)
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Cloudlet Execution In terms of the offloading processing on the Cloudlet, given the
task arrival rate A on the Cloudlet as shown in Formula [6.4] the incoming task rate in
the M/G/1 queue also follows a Poisson distribution and consists of 7' (T' < N) priority
classes (different tasks may belong to the same priority class):

N T
N=AxP=> M\xP =) X\, (6.12)
n=1 t=1

Assuming that tasks in the same class follow FCFS discipline, the expected waiting time
of the highest priority tasks (¢t = 1) E[W,,] can be calculated as follows:

E[W,,] = E[Res| + B[Ny, E[r,], (6.13)

where E[Res] is the residual service time found in service and E[Ny, ] is the mean number
of tasks of priority 1.

According to Little’s formula, the average number of tasks in the queue is equal to
the product of the arrival rate and mean waiting time:

E[Nt1] = >\t1 * E[th], (614)

It can obtain the average waiting time for the tasks of the first order priority through

[6.6], and as:
E[Res]

BWa] =72 =
1

(6.15)

Given E[M,,] as the number of new incoming tasks of type 1 during E[W,,], the average
waiting time for the second priority of tasks can be recursively calculated as:

EW,,] = E[Wy] + E[Ny,]E[r,] + E[My|E[n, ], (6.16)
where E[M,,] can be calculated as:
E[Mtl] = >‘t1 * E[WtQ] (617)

Similar to Formula [6.15, E[I¥;,] can also be solved by adopting the Little’s formula as:

E[Res
E[Wy,] = [Fees] . (6.18)
(1= pu)(X = pty = ptz)
Adopting the same process, the tasks of priority n can be computed as:
E|R
EW,] = fes] (6.19)

A= p)A =30 o)
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Given that the residual processing time E[Res] is the remainder of any type of tasks
found in execution, the value of E[Res] can be calculated as:

NE[T?]

E[Res] = 5

(6.20)

where F[7?] is the second moment of processing time of all types of tasks. According to
Formula [6.12] the value of E[r?] can be calculated by summing up the fraction of tasks
of each type:

T
1
E[r? = 5 > A E[] (6.21)
t=1
Given the coefficient of service time variation as C? = ¢?/FE|[r], it can consequently

calculate the expected waiting time of priority n tasks according to [6.19] and Pollaczek-
Khinchin mean value formulas as:

Y A Elm P+ (14 C3)

EW;,] = - i (6.22)
2(1 - Zj:l Ptj)(l - Zj:l Ptj)
Finally, the overall time spent on the Cloudlet execution is calculated as:

In terms of the communication cost of the Cloudlet-based offloading, the work assumes
that the size of the task that needs to be migrated as t,,, and the data transmission rate
for the UE 7 under Cloudlet j as r;;, the transmission cost for the task type n can be
calculated as in formula [6.24}

E[Te,] = tn, /7ijs (6.24)

where the transmission rate is calculated as in Formula [6.25

rij = eWjloga(1 + by ;2 1) (6.25)
e (€ (0,1]) is a variable that reflect the gap between real data transmission rate and
the achievable channel capacity and the gap is typically introduced by modulation and
encoding [141]. W; is the channel bandwidth of Cloudlet j. p;; is the transmission power
of UE 7 to Cloudlet j. H;; is the channel gain between UE ¢ and Cloudlet j. o is the

Gaussian noise.

Cloud Execution As discussed in the previous section, the Cloud server is a M /M /oo
queue that can provide theoretically "unlimited” computing capability to users. In this
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case, the Cloud-based offloading time cost only involves the task transmission time be-
tween the UE and the Cloud, which includes two task migration steps — from UE to
Cloudlet and from Cloudlet to Cloud. Given the stable wired network from Cloudlet to
Cloud with data rate R, and media delay D,,, the migration time from local Cloudlet
to remote Cloud can be calculated as:

E[T,

Crn

| = tn./Ruw + Dy (6.26)
In this case, the overall transmission cost can be obtained via and [6.26}

E[Tcn] = E[Tcrn] + tns/rU (627)
Overall Execution Cost In summary, based on the calculation Formula [6.11]

and [6.27] Formula|6.7|can be extended as below, for the case of local execution, Cloudlet

execution and Cloud execution, respectively:

BT, ](6.11 Vn € UE,
E[Cp, ]| = § E[1,,](6.23) + Elt,](6.24) € Cloudlet, (6.28)
E[T,,](6.27 € Cloud.

Energy Cost

In this chapter, the term ”energy cost” specifically refers to the energy consumption on
the UEs during task offloading. In order to evaluate the energy cost during ofoading, the
work defines the n’s UE energy consumption tuple C., as < e, , €, , €y, >, representing
the energy cost on local processing power, task transmission power, and idle power
waiting for execution results, respectively, where e;, equals p,;, for that specific Cloudlet
7. Different UE models may utilize different power consumption specifications, which can
be read via the component power profile provided by the corresponding manufacturers,
as discussed in our previous work [53]. The energy cost can be calculated similarly to

the execution cost as follows, for the offloading situation in UE, Cloudlet and Cloud,

respectively:
E[T,,1(6.11)) x e, Vn e UE,
E[C.,] = E[T},,](6.23) * ey, + Elte,](6.24) * e, € Cloudlet, (6.29)
E[T.,](6.27) * ey, € Cloud.

As shown in Formula [6.29 the expected energy cost in the local UE processing is the

product of mean processing time F[T, ] and the corresponding processing cost e,,. In
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the case of Cloudlet processing, the energy cost is the sum of the transmission cost
Elt.,] * e, and the waiting cost E[T}, ] * e,,. The Cloud-based processing only requires
the transmission cost E[T, ] x e;, since it can provide "unlimited” resources to execute
the offloading task.

Given the minimum average task processing time on Cloudlet and Cloud as t,s;
(min(E[C,,],n € UE|E[C,,],n € Cloud) and the minimum offloading processing energy
as E,pp (min(E[C,,],n € UE|E[C,,],n € Cloud), the tradeoff between energy con-
sumption and delay highly depends on the communication overhead and the execution

capability between the mobile device and the Cloudlet and Cloud:

non — of floading  E[Cp,.| < toss, E[Tp,.] < Eofy,
Decision = of floading E[Cpu.] > toffs ElTp,.] > Eopy, (6.30)
tradeof f others
where E[C,,.] is the E[C,,] and E[T},. ] is the E[C,,] when n € UE. In this chapter, the

focus is on the condition that tasks are sent to the Cloudlets by the mobile devices.

Mobility-based Contact Time and Task Deadline

In the real offloading scenarios, the connectivity between the UE and the Cloudlet is
not guaranteed to be continuous during the offloading execution. The mobility patterns
of the UEs may lead to significant downgrading of the offloading performance if the of-
floading execution is interrupted by the intermittent connections. The offloading tasks
are typically dropped if they cannot be accomplished during the contact time before
disconnection occurs, introducing additional waiting costs and energy consumption. In
this chapter, the work adopts the SMOOTH random mobility model [25] into the local
UEs such that the offloading task contact time can be calculated, which is further uti-
lized as one of the parameters to prioritize the offloading execution order, as shown in
Formula [6.22] Unlike the memoryless mobility models such as Random Walk that may
introduce unrealistic sudden stops and sharp turns, the SMOOTH model can correlate
the new speed and direction values to the previous records to achieve realistic turns and
movements.

Based on the mobility model, the work defines the offloading contact time 7, as the
period when the n’s UE remain in contact with the Cloudlet before moving out of the
range, given that the offloading starts at time zero (t = 0):

Tnam = man t{t — 1 : || X, (t) — Xa|| > Ra}s (6.31)

where ¢ is the time counter, X, (t) is the position of n’s UE | X, is the position of
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the Cloudlet and R, is the coverage radius of the Cloudlet. The velocity of the UE is

initialized according to the preferred speed pdf as:

« v =0,
fV(v) = B U = Umow, (6'32)
l1—a—

where fy (v = 0) describes the probability when UE is static, and fy (v = vy,0,) stands
for the case when UE is moving. In addition to these two preferential velocities, the
remaining part of the speed probability is assumed to be uniformly distributed, as shown
in Formula [6.32]

Similarly, the direction of the UE is also initialized according to an angle-based uni-
form distribution pdf:

Foé) = 5

The speed and direction change over time according to a Poisson-based frequency with

Vo, 0 < ¢ < 2. (6.33)

mean gy and pp for speed update and direction update, respectively. During the up-
dating phase, a target speed v* will be randomly selected according to the pdf Formula
[6.32] while the work assumes a fixed target direction d* for the UE, since the UE has a
certain travelling objective. Given the current speed v(t) and target speed v*, the speed

acceleration function can be defined as:

1/amar 0<a < amaz,
fV(a) = 1/amin Amin < a < 07 (634)
0 others,

where a,,., and a,,;, are the acceleration and deceleration boundaries.

In terms of the direction, the accelerator is calculated according to the curve time

At: 7 .
fp(a) = _Affl)()’

where At follows a uniform distribution in the defined interval [¢,,in, tmaz)-

(6.35)

In this case, given the task deadline t,,, the trajectory of the UE can be calculated
according to Formulas to 6.35. Then, based on Formula [6.31] the task deadline
should be modified as follows:

Trsm < tnba

to = Tnsm (6.36)
e tn,  Others, '

where the updated value ¢,, represents the maximum offloading time that the UE can
spend on the Cloudlet.
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Cost Function, Problem Formulation and PSO-based Solution

Considering the offloading execution and energy efficiency, based on the results from
Formulas and [6.29] the work defines the joint cost function for the n's offloading
task as:

Coef(n) = (1 —7) % Cp, * Ap+ v % C, * Ae, (6.37)

where -y is utilized as the weight coefficient to balance the importance between offloading
execution time and the offloading energy cost. In the case that the energy cost and time
cost may result in different orders of magnitude, the work introduces the factors Ap and
Ae to unify the order of magnitude.

Given the joint cost function in [6.37 the intra-Cloudlet offloading scheme aims to
find the best task priority and utilization ratio for each offloading task (pri,, p,) under
coverage, such that the overall offloading joint cost is minimized. The allocation function
is shown in:

N
F(s) =arg I;leiélr;Coef(n). (6.38)
s.t. Vn € Cloudlet n::
E[Cpn] < tnbv (639)
N
> <1, (6.40)
n=1

where the solution in[6.38]is a n dimensional vector pair < (priy, p1), (pri, p1), .-, (PTin, pn) >
The constraint restricts the task offloading time to be less than its task deadline ac-
cording to the equation [6.360, while the constraint indicates that the overall resource
utilization on the Cloudlet should not exceed its computing capability.

Unfortunately, the n dimensional solution space makes the complete search such as
Brutal Force infeasible, especially when the number of local UEs scales up. In order
to promptly achieve the optimal or near-optimal allocation, the work adopts the PSO
heuristic method to find the priority and utilization pair for the offloading tasks.

Concerning the constraint as shown in Formula [6.39] the work introduces the penalty
function to punish the potential solution that may lead to violations of the task deadline.
Given the fact that all dropping tasks (due to task time constraints [6.39) are to be
processed on the UEs, the work defines the penalty function as the sum of the joint
waiting cost and the joint reprocessing cost calculated by Formula [6.37}

e
P(s) = — ;{[E[Tpn] (1 =) * Apl+ (6.41)

[E[Ty,] * ep * v * Ae]}
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where N* represents the amount of dropping tasks.
Given the allocation function and the penalty function [6.41] the model can be
define the fitness function as the difference between them:

fit(s) = F(s) — P(s). (6.42)

The particle position space P, is defined as a 3D vector P,,s < x,y,z > where z-axis
represents the ID of the virtual resource on the Cloudlet, y-axis stands for the type of the
offloading task, and z-axis records the priority of the task. Concerning the constraint in
Formula[6.40], the work sets the overall number of resources on the z-axis < x1, xg, ...x >
less than the computing capability on the Cloudlet N:

I
> ai=Cy. (6.43)
=1

For each position in the position space, the work assigns a binary value {0, 1} to represent
the allocation of the task priority and resource utility ratio. For example, the assignment
P,os < 'y, 2" >=1 indicates that the task ¢ is assigned to the resource 2’ with priority
Z.

Given the fact that each resource can only service one type of offloading task at one
time, and one type of offloading task can only belong to one priority class, the work can

further reduce the search space by restricting the particle position value as:

Un
Z Ppos(@',y, 2') <= 1,Va’ € X, (6.44)
y'=1

T

Z Poos(',y,2") <=1,V €Y. (6.45)
z'=1
/

For each position P,,s < 2’, ¥/, 2/ > in the position space, a velocity value P, < 2, v/, 2" >
is assigned accordingly, within the limit of [— Va2, Vinaz)-

During the offloading decision interval, the PSO first initializes the position space
and velocity space by assigning values randomly. Then, based on the particle’s past
fitness value as calculated in Formula [6.42] the velocity and position matrix update in
the following equations, for the n’s particle at the time ¢ + 1:

Pg:l(m,y,z) :wPlfn(m,y,z)
+Clrl(pb68t€)n(xayvz) - P,gn(IE,y,Z)) (646)
+ 027“2(7'1,()68152($, Y, Z) - Plfn ($, Y, Z)),
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1 Vi'e X,if:
P (@,y,2) = Pyt (w,y, 2) = max{ P (2’ y, 2)}, (6.47)
0 otherwise,
where ijfn(x, Yy, z) is the inertia product based on the current value at time t. ¢; and
are the learn factor and random factor to particle’s past value pbest!, (z,y, z) comparison

while ¢y and 75 are for the swarm global value nbest! (z,y, z) comparison, respectively.

6.1.4 Inter-Cloudlet Offloading

The intra-Cloudlet offloading process is discussed in the previous section. However,
given the fact that some regional areas are covered by multiple Cloudlets, UE is required
to decide its corresponding destination Cloudlet before the aforementioned intra-Cloudlet

scheduling protocol starts to work.

Algorithm 9: Inter-Cloudlet Offloading Algorithm

1 # Selection Function
2 FuncSelect(UE,, t,,, Cllist):
3 Vie Cllist:

4 fit; « fit(ClL)

5  dst < min(fit;)
6
7
8
9

Return: dst

# Migration Function

FuncMigr(UE,,, t,, Cl_list):
while )\, < A, do

10 Clylist + Cly_list + dst

11 Cl-list* < Cl_list — Cly_list

12 dst* < FuncSelect(U Ey, t,,, Cl_list*)
13 if Cl*_list is empty then

14 dst* < rC

15 L break;

16 Return: dst*

The inter-Cloudlet offloading algorithm is proposed in Algorithm [0, which includes
the selection process and migration process. In the selection process, as shown in line 1
to line [0, the UE selects the default destination Cloudlet by predicting its fitness value
on the available Cloudlets. It takes the input of UE mobility information UE, (used
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in Section 3.3.3), task processing information ¢, (used in Section 3.3.1) and a list of
Cloudlets Cl_list that the UE is currently under its coverage. For each Cloudlet in the
Cloudlet list, the work predicts the task processing fitness value according to Formula
[6.42 Then, the Cloudlet that contains the minimum fitness value is selected as the
default Cloudlet. The run-time migration function starts from line [7] which utilizes the
same input as the initialization function. The function is triggered when the UE detects
that some offloading load requests are rejected, due to new arrival offloading loads. It
first adds the current Cloudlet to the Cloudlet block list Cl,_list and then repeats the
initialization function to find the new destination Cloudlet that is not in the block list. In
this case, the new destination is selected accordingly, to reduce the number of offloading
request rejections. If the task loads cannot be fully processed by local Cloudlets, the

remaining offloading tasks are forwarded to the remote Cloud rC'.

6.2 Performance Evaluation and Discussion

In this section, the performance of the proposed ofHoading model is observed and
evaluated in the context of intra-Cloudlet offloading (Section 4.2) and inter-Cloudlet
offloading scenarios (Section 4.3), respectively. Before the evaluation starts, the task
processing model and energy cost model are first validated (Section 4.1). Based on
the validation results, in the intra-Cloudlet offloading scenarios, the proposed offloading
model is compared to Min-Min heuristic, Min-Max heuristic [193], and Deadline-greedy
algorithms [I88] in terms of execution efficiency and energy efficiency. The work further
divides the offloading cost into UE processing cost, transmission cost and waiting cost on
Cloudlet, observing and analyzing the execution time and energy consumption of each
sub-part. In the inter-Cloudlet offloading scenarios, the proposed resource allocation pro-
tocol is compared to distance-based allocation and priority-based allocation, evaluating
the time cost and energy cost on the overall system level and the UE task, based on the
task load change and task deadline change.

The validation task set is presented in Table [6.2] which is based on the work. The
intra-Cloudlet related environment setting is shown in Table 6.3 and the inter-Cloudlet
parameters are depicted in Table [6.4] the experiment settings are based on the works
[220], [25], and [148)].



A Mobility-aware Energy-efficient Model for MEC-based Offloading 158

Table 6.2: Experiment: Validation Experiment Set

Parameter

Definition and Default Value

ts,
LDR
b,

Ap, Ae

UE ¢ Transmission Power (50 mW)

UE Processing Power (640 mW)

UE Idle Power (20 mW)

Distance between UE ¢ and Cloudlet j (20 m)
Bandwidth of Cloudlet j (5 Mhz)

Path Loss Factor (Channel Gain Factor) (4)

Channel Gain between UE ¢ and Cloudlet j (H = d;jé)
White Noise (-100dbm)

Modulation and Encoding Factor (0.5)

UE CPU Cycles (1 G cycles/s)

Cloudlet CPU Cycles (5 G cycles/s)

Default Task Load Cycles on UE (3 G cycles)

Default Task Size (1 MB)

Overlay Factor of Task n (5.952)

Total Task Size of Type n including Overlay (ts,, = ts * ol )
Load to Data Ratio (10)

Total CPU Cycles including Overlay (t;,, = ts,,/LDR)
Coef() unifying factor (1, 0.1)

Control

Range

50 - 100 mW
0.5-1

2-4
5-30m
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6.2.1 Validation

In this experiment set, the processing model and energy model is first validated, as
shown in Figure|6.3|and Figure specifically concerning the offloading data transmis-
sion cost and Cloudlet processing cost.

Figures [6.3al and demonstrate the impact of transmission power on transmission
time and energy cost. A trade-off can be observed between transmission speed and
transmission energy reservation. Figures [6.3b] and present the gap between the
real channel capacity and maximum channel capacity. The Modulation and encoding
factor value 100 means the maximum channel capacity without influence of encoding
and modulation. Figures and describe the influence of path loss factor (channel
gain factor) from rural area (2) to urban area (4). Figures [6.3d| and [6.4d| illustrate

the impact of communication distance. A similar performance tend can be observed on

distance and channel gain since they all influence the power ratio during the transmission.

6.2.2 Intra-Cloudlet Task Allocation Evaluation

In this section, the focus is on the performance evaluation (execution efficiency and
energy efficiency) in the scope of intra-Cloudlet offloading. It compares the performance
with three selective search algorithm Min-Min, Min-Max and deadline-greedy, in terms of
scheduling priority and allocation strategy. Min-Min orders the smallest task first with
minimum resources. Min-Max also orders the smallest task first but with maximum
resources. Deadline-greedy orders the task with tightest deadline first. Based on the
priority order, it then traverses all possible resource allocation strategies and find the
optimized amount of resources for each type of tasks. To fairly compare the performance
of the proposed allocation model to other priority-based algorithms, it assumes that
the updated task deadline value t,, (knowledge regarding the contact time calculated
according to the mobility patterns) is known among all the algorithms. Given the task
set as shown in Table [6.3] it evaluates the total task execution time in the system,
based on different priority strategies. If the task deadline cannot be met on the Cloudlet
during the offloading processing, the tasks will be dropped. The dropped tasks are then
processed by the UE computing power.

The results of the offloading efficiency based on task load change are shown in Figures
[6.5] and for execution efficiency and energy efficiency. As shown in Figure [6.5a] and
Figure [6.6a, the overall execution time and energy cost increase with the task load. All

algorithms can adjust the offloading allocation strategy according to the load change and
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Table 6.3: Experiment: Intra-Cloudlet Offloading Parameters

Parameter Definition and Default Value

N Number of Offloading Task (3)

Nl Number of Total Computing Cores (6)

w Inertia Weight (0.9)

1,72 Random Factor (0 to 1)

c1,C2 Learn Factor (1.5)

v Joint Cost Coeflicient (0, 1)

Vimaz Maximum Speed (50)

iter rounds of iterations (30)

olt, Overlay Factor of Task 1 (5.592)

olty Overlay Factor of Task 2 (10)

olt, Overlay Factor of Task 3 (2.5)

iy, Task n Processing Rate (ut,, = 1, /Clopu)

t1, Task Deadline of Task 1 (15 s)

ta, Task Deadline of Task 2 (20 s)

t3, Task Deadline of Task 3 (10 s)

Aty Arrival Rate for Task 1 (0.012/s)

Aty Arrival Rate for Task 2 (0.1/s)

s Arrival Rate for Task 3 (0.04/s)

e UE proc rate (u = t;/uecpu)

Control Range

At 0.003 - 0.024 /s

t, 10-20s

Comparison Description

Min-Min Minimum Task Orders First with Minimum Resources
Max-Min Minimum Task Orders First with Maximum Resources
D-Greedy Tightest Deadline Task Orders First with Optimized Resources

Proposed

Orders and Resources Allocated on the Proposed Model
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the proposed solution outperforms the others in execution efficiency and energy efficiency.
The drastic increase around the value 0.012 indicates the dropping of offloading tasks
occurred and the dropped tasks are then processed by the low end UE computing power
(also in Figure and Figure . Figure and Figure demonstrate the
offloading processing time on the Cloudlet and the energy cost when UE waits for the
processing. As shown in the results (value 0.012 to 0.024) of Figure [6.5b] compared
to the others, the proposed solution can better trade off the computation gain and
communication overhead when congestion occurs in the Cloudlet processing queue. It
intends to return tasks back to UE such that the load in the Cloudlet is largely reduced.
Also, it still keeps the minimum overall execution time. Figure [6.5¢/ and Figure [6.6¢
concerns the execution time and energy cost for the dropped tasks. These figures depict
similar curves as in Figure and Figure [6.6a] which indicates that the UE processing
is the most time and energy consuming phase. Figure and Figure illustrate
the transmission time and transmission energy cost for offloading tasks. The proposed
solution requires around 50% extra time and energy for transmission when compared to
Min-Min. This result indicates that, in the proposed solution, more tasks are able to
be assigned to the high end Cloudlet via proper task priority rearranging and resource
re-allocation. As a result, the proposed model can achieve the best overall performance
in execution efficiency and energy efficiency, as depicted in Figure [6.5a] and Figure [6.64

Besides the influence of load change observed in Figure and [6.6] the impact of
task deadline variation on offloading efficiency is concerned in Figure and Figure
for energy consumption and execution time. Figures and demonstrate the
overall offloading time and energy cost as with the task deadline changes. As the deadline
becomes looser, all algorithms can achieve a better ofloading performance. Similar to the
results of load change, the proposed model also gets the best overall execution efficiency
and energy efficiency, due to the better adjustment of the task deadline. Figures and
present the UE offloading cost in the Cloudlet processing stage. As shown in the
results, a higher utilization of the Cloudlet (deadline-greedy) server may not necessarily
lead to better execution and energy efficiency, especially when the task deadline has
already been tight. Concerning the communication and queueing overhead, balancing
the load between UE and the Cloudlet server can not only reduce the execution time
but increase energy reservation during offloading. Figures and show the time
cost and energy cost on for the dropped offloading tasks by UE. When the task deadline
value is higher than 16, the execution time and energy consumption on UE is 0 for the

proposed model, which indicates that the Cloudlet can properly handle all tasks without
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blocking. Figures [6.7d] and [6.8d] introduce the results related to transmission. As the

task deadline becomes looser, more tasks can be offloaded to the Cloudlet, resulting in a

higher transmission cost for all algorithms.

Based on the results in Figures [6.6] and the conclusions can be summa-
rized as follows. In the low task load and loose deadline offloading scenarios, maximizing
the utilization of Cloudlet resources can achieve the best offloading execution and energy
efficiency. In the high task load and task deadline scenarios, the communication and
queuing overhead can largely reduce the overall performance of the Cloudlet. Proper
scheduling of the task priority and appropriate allocation of limited Cloudlet resources
can help to mitigate the congestion occurred on the Cloudlet and achieve an overall

better offloading execution and energy efficiency.

6.2.3 Inter-Cloudlet Offloading Evaluation

50

g 40 - \\
H —
:
8 30
K
207 _m— Cloudlet 1
—e— Cloudlet 2
—+— Cloudlet 3
01 02 0.3 0.4 05 06 07 0.8

Move Probability
Figure 6.9: UE Contact Time based on Move Mobility Probability
In this section, the experiment evaluates the system performance under the inter-

Cloudlet offloading scenarios where multiple Cloudlets are available to the UE. In order

to observe the offloading performance, it first validates the UE (at position (0,0)) mobility
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Table 6.4: Experiment: Inter-Cloudlet Offloading Parameters

Parameter

Definition and Default Value

(xu: yu)
Umov

fv(v)

Gmazx
Amin
fp(a)
fo(t=0)
d*

wv, KD
At

UE Position (0,0)
Max Speed (1.5 m/s)

Preferred Speed and Probability (f(0) = 0.1 to 0.8)

(f(vmov) = 0.8 to 0.1)

Max Acceleration (1 m/s?)

Min Acceleration (-1 m/s?)
Direction Acceleration 0

Default Direction 0

Final Direction (360 Degree)
Mean Time Between Events (5 s)
Curve Time (1 - 5 s)

(et Yer)

r
Ho
tbb
Tp
Hru
tUb
T
~
€pn
et"l
ewn

Cloudlet Position Cl; (0,17.3)

Cly (-8.66,-5)

Cls (8.66,5)

Coverage Radius (20 m)
Background Task Process Rate (0.3 /s)
Background Task Deadline (8 s)
Transmission Time (0.5 s)

UE Task Process Rate (0.3 /s)

UE Task Deadline (10 to 35 s)
Transmitting Time (0.5 s)

Joint Cost Coefficient 0.5
Processing Energy Cost (300 mW)
Transmission Energy Cost (30 mW)
Idle Energy Cost (20 mW)

Control
Ab
Au

Range
Average Background Load 0.1 to 0.14 /s
UE Task Load 0.1 to 0.14 /s

Comparison
Distance-based
Priority-based
Proposed

Description

Select CI by Min Distance
Select Cl by Highest Priority
Select Cl by Min Fitness Value

169
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trace which is covered by three Cloudlets (Cl; (0,17.3), Cly (-8.66,-5), Cl3 (8.66,5)).
Based on the trace, it calculates the contact time for each of them accordingly. Then, our
proposed inter-Cloudlet offloading algorithm is compared to the distance-based algorithm
and priority-based algorithm in terms of execution cost and energy cost. The distance-
based algorithm selects the Cloudlet with the minimum distance, while the priority-based
algorithm selects the Cloudlet that gives the UE offloading task the highest priority. In
order to fairly compare the performance, it assumes that each Cloudlet contains identical
resources, coverage radius, background loads, bandwidth units, and UE energy cost
factors. The Cl3 is set as the Cloudlet that guarantees new arrival tasks the highest
execution priority.

Based on the Smooth mobility model, the contact time of the UE is shown in Figure
6.9 The Cloudlet Cl; obtains the longest contact time because it covers the most traces
generated by the UE, given the UE initial direction and end direction. Compared to C'ly,
Cly and C'l3 are more sensitive to the movement of the UE such that the contact time
of C'ly and Cl3 decreases drastically with the increasing of move probability. It is worth
mentioning that the contact time of C'ly on 0.1 move probability is larger than Cl;. This
is because the default the distance between Cly; to UE is less than that of Cl;, which
dominates the contact time in the low mobility scenarios.

In the comparison of the inter-Cloudlet offloading experiment, the experiment adopts

the contact time based on the worst case scenario from Figure where the UE move
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mobility equals 0.8. In addition, it introduces the same background load with identical
processing time and task deadline on the three Cloudlets for fair comparison, as shown
in Table [6.4]

The evaluation results are shown in Figure and in terms of offloading time
(Figures [6.10a) and [6.11al), service denial ratio (Figures and and offloading
fitness value (Figures|6.10c| and [6.11c|) respectively.

In Figure [6.10a] the total offloading time increases as with the growing of the task

load. The proposed algorithm and the distance-based algorithm achieve the same per-

formance because they have the same updated task deadline, as in Formula [6.36[ — the
original UE task deadline is tighter than the UE contact time. The proposed algorithm
and the distance-based algorithm outperform the priority-based counterpart due to the
awareness of task load. This is because the load-awareness enables the Cloudlet to par-
tially deny the UE tasks such that the overall task execution time can be reduced. The
corresponding UE task offloading time is depicted in Figure [6.1T1al It can be observed
that although the priority-based algorithm can process the UE tasks more efficiently than
the proposed algorithm, the priority-based algorithm requires 45.3% additional overall
execution time for all offloading tasks on the system level than the proposed one, as

shown in Figure [6.10al

Figures|6.10bland |6.11b{demonstrate the denial of service ratio based on the variation

of task deadlines on the overall system level and on the UE task, respectively. The

priority-based scheduling achieves a constant performance, because it always schedules
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UE tasks ahead of the background tasks without the consideration of UE contact time
and task deadline change, leading to the highest task drop ratio on the system level. The
proposed scheduling model and the distance-based scheduling model achieve the same
performance at the UE task deadline points 10, 15 and 20 because the original UE task
deadline has a larger impact on the UE contact time. However, when the original task
deadline value is larger than the UE contact time (at UE task deadline 25, 30, 35), the
additional UE trace information can further help the proposed algorithm to select the
best Cloudlet such that the task drop rate is minimized. When the task deadline reaches
35, the proposed scheduling model can reduce the task drop rate to 92.07% and 66.7%

separately, compared to the priority-based model and distance-based model.

Figures [6.10c] and [6.11¢| show the fitness value changes in the same environment as
Figures|6.10bland [6.11bl The fitness value is calculated from Formula as the sum of

offloading execution time and UE energy cost. Similar to the task drop rate, the fitness

value of priority-based scheduling results in a constant value 828.53 for the system level
fitness. This high fitness value is obtained because all dropping tasks are processed on
the UE side, leading to high processing energy costs on the UE. Also, the proposed
model achieves better fitness value than the distance-based model after the task deadline
reaches 20 because fewer tasks are dropped.

Based on the results of the second experiment set, it can be observed that the pro-
posed scheduling model can achieve the best overall offloading performance in terms of
offloading time, task drop rate and mixed cost among all the tasks in the system by

coordinating background tasks with UE mobility information.

6.3 Conclusion

In this chapter, a MEC-based mobility-aware energy-efficient offloading prototype is
proposed. The system is first discussed in terms of the offloading use case with a de-
scription of the core components. Then, the multi-user intra-Cloudlet offloading process
is modeled as the M/G/1 queue and the offloading scheduling problem are formalized.
In addition, the multi-Cloudlet resource selection problem is discussed in the context
of system-level energy cost and time cost. According to the experimental results, it
can observed that the trade-off between offloading computation gain and communication
overhead should be carefully balanced. The transmission cost may exceed the task exe-
cution cost due to the system load and UE-related mobility and task patterns. Also, it

can be witnessed that the queueing overhead can drastically impact the task execution
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efficiency. A proper task blocking strategy can not only reduce the load of the system

but achieve smaller overall offloading time.



Chapter 7

Conclusion and Future Work

In this chapter, the summary of the entire thesis is first presented. Then, the future

work and research direction is briefly discussed.

7.1 Conclusion

The research efforts produced in the work of this thesis consist in a Cloudlet-based
hybrid offloading model in the MCC-based environment, as discussed previously. In this

chapter, a brief summary is presented to my thesis.

e A survey and an overview of the state-of-the-art on energy-awareness in
the MCC-based offloading and related Green Cloud computing strate-
gies. The state-of-the-art of works related to energy-aware is extensively surveyed
in the scope of MCC-based offloading. The origin of MCC is illustrated based
on the nature of Mobile Computing and the comparison between Grid Computing
and Cloud Computing. The offloading process, which consists of partitioning of
tasks, profiling, decision-making, and offloading components, has been extensively
explored in several works, considering the local devices, Cloudlets, and the remote
Cloud. The networking aspects, as a determinant factor in performance, have also
been investigated. All these elements have been broadly described and discussed
in the survey study, guided through the functionality, issues, and solutions of the
schemes, architectures, and techniques. This work gathered and examined the ex-
isting studies, systematically classifying according to the perspective of the mobile

device and the Cloud, observing performance aspects in terms of the energy-aware

174
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offloading processing and the trade-off between energy reservation and execution

efficiency.

e A Cloudlet-based multi-layered prototype for offloading in the MCC
environment. A layered cloud platform was proposed for the distributed simula-
tions. Concerning usability, energy consumption, security, reliability, and elasticity,
relevant components are implemented to support fast deployment, to ease the man-
agement of underlying resources, to reduce energy usage, and to enable fine-grained
resource handling during runtime. The design of a multi-layered scheme in differ-
ent scenarios was described. In the experiments, the performance of this cloud
simulation platform was evaluated and discussed in detail. Based on the experi-
mental results, it concludes that the use of cloud technologies is a promising method
for facilitating distributed simulations, especially when the network environment

presents greater efforts towards optimization and performance.

e A task-centric mobile Cloud-based system to enable energy-aware fine-
grained offloading. The system is first presented with analysis and discussion
of the local mobile devices, Cloudlets, remote Cloud and networking, regarding
the roles and core functions. The offloading scenario is formulated with the task
module, computing module, and network module respectively and a collaborative
offloading scheduling algorithm is proposed. Compared to the device-based solu-
tions, the proposed task-centric Cloudlet-based system can achieve fine-grain dy-
namic resource control in the Cloudlet and remote Cloud. In addition, the leverage
of global execution knowledge also benefits the offloading decision-making. Based
on the experiments, the proposed system formulation is proved to be valid in the
real data; the scheduling protocol is evaluated in terms of execution efficiency,

energy efficiency on the task level and the Cloudlet level.

e An efficient and scalable proactive ofloading model for sustainable Cloudlet
resource allocation in heterogeneous mobile Cloud environments. A
Cloudlet-based hybrid heterogeneous offloading model is proposed. The system
is first discussed in terms of the core functioning components. The offloading be-
haviours are then analyzed based on the queueing model, and the energy-aware
offloading allocation problem is formalized and solved by the PSO heuristic. A
time series-based prediction model is integrated to achieve proactive offloading.

The enabling of proposed heterogeneous offloading and fine-grain prediction bene-
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fits the overall energy-aware time-constraint offloading decision process. Based on
the the experiment results, the proposed system outperforms its counterparts on

execution and energy efficiency.

e A mobility-aware energy-efficient model for MEC-based offloading. The
system is first discussed in terms of the offloading use case with a description of the
core components. Then, the multi-user intra-Cloudlet offloading process is modeled
as the M/G/1 queue and the offloading scheduling problem are formalized. In ad-
dition, the multi-Cloudlet resource selection problem is discussed in the context of
system-level energy cost and time cost. According to the experimental results, the
proposed model can achieve intra-Cloudlet and inter-Cloudlet offloading execution

efficiency and energy efficiency, compared to its counterparts.

7.2 Future Work: Al-based Smart Edge

Provisioning diverse types of services timely for multi-tenants is non-trivial, espe-
cially in the large scale scenarios where the number of resources is relatively inadequate
compared to the users. Many Al-based efforts have been made in the EC academia and
other domains, which are demonstrated promising performance. Herein, in the future
work, the plan is to first categorize these Al-based protocols based on the EC hierarchy
and EC technology and concern these Al-based research topics on different scales. Then,
the next step is to extend the current research to cope with these opportunities and

potential issues on adapting Al-based solutions in the smart EC environment.

7.2.1 UE Layer

The UEs are edge service initiators which necessitate the service partitioning, edge

platform selection, and incentive to participate.

Service Partitioning

The service partitioning concerns the processing logic and task load, which is typically
model by directed acyclic graph (DAG). The vertex in DAG represents one sub-task in
the service request processed on one resource while the values indicate the processing cost

on that corresponding resource. The edges and arrows among the vertices illustrate the
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dependency of sub-tasks and execution logic, in which the values are commonly utilized

to describe the communication cost between the dependent sub-tasks.

Network Selection

To establish the connection between UE and EC platform, the UEs first decide to ini-
tialize the communication channel selection. Due to the nature of mobility, UEs usually
maintain these connections intermittently, which complicates the network selection prob-
lem since service provisioning may be interrupted by possible communication failures.
Besides, the network condition changes dynamically, while network context information
may be only partially available to UEs. In this case, queueing models are generally used

to translate the uncertainty of the environment to probabilities.

Incentive and Pricing

Due to the time-sensitivity and privacy concerns, resource sharing among UEs remains
discouraged. Incentivizing UEs to participate in service provisioning and utilization is
crucial to the success of edge technologies, involving the pricing schemes, negotiation, and
argumentation protocols. The cost of resources is represented by a tuple of parameters
that identify the resource availability and capacity. For example, network resources
utilize binary indicators for the medium availability while computation resources adopt

the CPU speed and utilization ratio to estimate the processing capacity.

7.2.2 Edge Platform Layer

The core edge platform layer concerns the initial edge resource placement, centralized
UE prediction, data-related caching and profiling, and intra-edge resource management.
Placement

The edge server placement draws increasing attention in the context of smart cities
since it is the essential enabler in terms of the service provisioning performance, concern-

ing both the UE’s availability and the server’s utilization efficiency.

Load Prediction

Profiling the load in the system is significant for proper scheduling decisions. Con-

cerning the mobility nature of UEs, and high variance of service requests, load prediction
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on the edge platform prevails to be challenging. The traditional regression-based meth-
ods, such as linear regression and autoregressive integrated moving average, focus on the
evaluation of the time, space, and load relations. However, these schemes cannot extract
essential features to lean from mobility, task, and user patterns in the non-stationary
non-periodic context. In addition, the impact of the current decision on future time

intervals cannot be fully considered.

Caching

Caching policies are widely utilized in wired networks for content delivery, sorting and
storing services typically according to the frequency and recency in a relatively stable en-
vironment. However, the dynamic edge networks complex the caching context, involving
network topology changes, device mobility, interference, fading wireless channels. These
impact factors sophisticate the modeling process of such an execution environment and

the context-awareness of edge service provisioning.

Resource Allocation

Allocating services is one of the core function on the edge platform. Many central-
ized methods have been proposed in the literature for batch scheduling from CC and
MCC. However, the context of EC is complicated, as discussed in the previous sub-
section, where profiling and metadata gathering may achieve only partial awareness of
the environment. The potentially significant profiling and scheduling delay in central-
ized allocation protocols, in turn, impede the utilization of the profiling data, because the
environment is changing dynamically and quickly. In this case, decentralized resource
management schemes are preferred where UEs can perform as rational and intelligent

agents to schedule services for themselves.

7.2.3 Inter-edge Layer

Besides the intra-edge orchestration functions, the edge platform is also required
to coordinate with other edge servers located in distributed geographical locations and
Cloud resources, which include the multi-site service migration management and overall

failover solutions.
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Multi-site Service Migration

Service migration is enabled via virtualization technologies, which facilitates virtual
instances to migrate among hosts or containers lively. Live migration is widely utilized
for load balancing in the context of CC, and the migration protocols are adapted in
many works to tackle seamless service provisioning and handover issues in the edge
environment, where UEs may have high mobility and pass through several BS. In these
works, the mobility pattern of UE is first predicted, based on which the cost and benefit
of migration to each BS in the vicinity are estimated. According to the overall gain of

the migration, the destination BS is selected heuristically.

Failover

Due to the possible error on edge servers, failures may occasionally occur during edge-
based service provisioning. Detecting such failures timely and recovering with minimal
overhead can significantly mitigate the effects of system errors.

This is almost the end of the thesis. Thank you again for your time to read my thesis.

7.3 Current Works to Be Extended

In this section, the studies of my research group can be potentially extended by my

thesis are discussed.

7.3.1 VANET

The VANET-based studies concerns the offloading cases specifically on the road net-
work edge [75], [65] and [225]. For the dissemination, the works [213] and [198] target
the video dissemination issues by relay multiple nodes and safty models. The work [212]
uses unicast for video streaming. For the localization, the work [74] adapts periodic
messages to reduce the overhead. The work [4] tries to achieve context-awareness by
location-based service discovery method. The work [5] targets the nonline-of-sight is-
sue by location-based verification. For the overall VANET architecture, the work [102]
proposes a hierarchical software-defined structure while the work [257] utilizes multi-hop
clustering. In addition, the work [253] and [252] concern the traffic congestion and traffic
light issues in the context of VANET. All the aforementioned works can further improve

their execution efficiency by adapting the proposed 3-tier edge offloading scheme.
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7.3.2 Underwater Sensor Networks

The underwater sensor networks [104], [107], [109], [I06] present a specific edge of-
floading scenario where UEs are moving deeply in the sea, targeting issues such as node
recovery [105] and depth adjustment [103]. If the ship can provide Cloudlet-like services,

the proposed model in the thesis can also adapted in this area.

7.3.3 Ad Hoc Networks

Besides the works in the context of VNET and under water, many works are also pro-
posed in the general Ad Hoc networks for algorithm design [37], [184]; modeling [36]; and
performance analysis [35], [42]. Location is one of the core information to be identified
in wireless sensor networks [63]. The works [70], [74] and [66] utilize periodic messages
between neighbours to locate the UEs. The work [52] and [196] adapt voronoi model
for localization. The work [IT1] using recursion protocols to target the mobile devices.
Routing is the most important function in the ad hoc networks [38], [76], [258], [82].
Many studies have been proposed targeting different aspects, such as data propagation
[61], data collection [203], mobility-awareness [12], performance analysis [121], [41], ar-
chitecture design [67], [84], congestion control [44], and mining [79]. Concerning the
security, several works [50], [34], [49], [83], [71], [210], [48], [72] , [64], [73], [62], [58] try to
enhance the network security via trust-based solutions such as reputation and anonymity.
For the reliability, the works [68], [197], [55], [59], [120], [57], [51], [122], [40], [211], [69],
[56], [216], [202], [54], [39] adapt different monitoring, synchronization, and fault tolerant
strategies to achieve fast error detection and recovery. However, concerning the scale of
works, most of them are based only on simulations. By adapting the proposed offloading

model, these experimental models can be implemented in the real world scenarios.

7.3.4 Edge-based Simulations

Concerning the scale of the experiments, simulations are widely utilized in the context
of edge-based offloading. The works [119], [60], [46] and [45] propose grid-based architec-
ture for the simulation workbench while [I110] and [43] further tackle the load balancing
issues. Some other works tackles the parallel processing issues in the simulations, such
as [18], [81], [R0], [77], [78], [47]. By implementing the proposed edge offloading model
in this thesis, the aforementioned simulators can be further validated based on more

complex and real execution scenarios.
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