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Abstract

Recently, according to people’s requirements for safe and congestion-free driving in the
public transportation system, the intelligent transportation system (ITS) has been widely
concerned. To achieve a safe and time-saving driving experience in I'TS, various data shar-
ing methods are proposed to provide traffic information for drivers to perceive their sur-
rounding driving environment. However, the high dynamic characteristic of the vehicular
network (VNET) results in a challenging environment for establishing stable communica-
tion among vehicles.

To face this challenge, a Cellular network-assisted Reliable Traffic-Aware Routing pro-
tocol (CRTAR) is proposed in this thesis to provide support for vehicle’s data routing pro-
cess in a heterogeneous vehicular-cellular network environment. In the method, city-wide
traffic information, i.e., traffic density and data transmission density of the road segments,
is introduced into vehicle’s data routing process to assist the vehicle in selecting the op-
timal data transmission route to deliver data packets. To further improve the stability of
inter-vehicle communication, the link lifetime between vehicles is also considered to select
the next forwarder that can establish relatively robust communication. CRTAR takes ad-
vantage of the reliability and low-latency features of the communication technology in the
cellular network and combines the cellular network with VNET to achieve real-time and
reliable Vehicle-to-Infrastructure (V2I) communication. Meanwhile, it realizes the Vehicle-
to-Vehicle (V2V) communication by the Dedicated Short Range Communication (DSRC)
to mitigate the overload of backbone resources caused by using the cellular network.

To be specific, in the method, vehicles can request city-wide traffic information via the
cellular network from a cloud service that is connected to the remote data center located
in the traffic management agency without latency. According to the real-time traffic infor-
mation, the source vehicle can execute the data routing process with a global view of the
system to calculate the data transmission route that has sufficient transmission resources
to the target vehicle. The source vehicle then transmits data to the target via the vehicles
in the calculated transmission route. During the forwarding process, vehicles prefer to for-
ward the data packet to the next vehicle with a longer link lifetime. Furthermore, effective
backup and recovery strategies are designed for route maintenance. The effectiveness of
CRTAR is further verified by conducting simulation experiments.
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Chapter 1

Introduction

In this chapter, the background of data transmission in VNET is introduced at first. Then,
according to existing researches, the motivation and objective of the proposed protocol are
presented. After that, the contributions of the work are summarized, and the outline of
the thesis is given.

1.1 Background

Currently, the development of the intelligent transportation system (ITS) has drawn widespread
attention from the public [111,236]. Various ITS applications, e.g., driving safety [119,163],
traffic congestion avoidance [213,225], traffic signal control [103,224], and entertainment
service [153]), are developed to benefit the public transportation system and people’s
life [91]. To realize the functions of these applications, providing real-time traffic infor-
mation in the corresponding area for users is necessary [33, 199]. Hence, how to achieve
effective data transmission to share traffic information for users in the ITS becomes a
crucial issue.

As the essential component of the I'TS, data transmission in VNET plays a significant
role [92,239]. According to the main components of VNET, i.e., moving vehicles and
roadside infrastructures such as roadside units (RSUs), two types of typical communication,
the Vehicle-to-Vehicle (V2V) and the Vehicle-to-Infrastructure (V2I), are implemented
to in charge of the data transmission in VNET. As illustrated in Figure. 1.1, the V2V
communication (the yellow dotted arrow) represents the communicating between vehicles.
It allows a vehicle to share surrounding traffic information with other vehicles without



relying on any fixed infrastructure. On the other hand, the V2I communication (the
blue dotted arrow) provides vehicles the capability to access the backbone resources via
roadside infrastructures to obtain needed information [6] such as the weather or the traffic
congestion in a certain area from the traffic management center. Relying on the V2V
and V2I communication, drivers can gain local traffic information of neighbor vehicles and
global traffic information in a large area so as to obtain the awareness of the surrounding
traffic condition to realize the effective driving strategy [127].

«.» yehicle-to-
vehicle-(V2V)
«---» vehicle-to-
infrastructure (V21)

Figure 1.1: An illustration of V2V and V2I communication in the VNET

Moreover, on the basis of the improvement of wireless communication technologies and
mobile equipment, more types of communication can be attained. For instance, Vehicle-to-
Pedestrian (V2P) is presented to achieve communication between vehicles and pedestrians’
mobile devices. The location of pedestrian devices will be announced to the nearby vehicles
to avoid the potential collision between vehicles and pedestrians [124]. The integration of
various kinds of communications, i.e., the Vehicular-to-Everything (V2X) communication,
can support a vehicle in communicating with other vehicles and its surrounding environ-
ment [120].

Though a variety of communication technologies have been proposed, the high dynamic
characteristic of VNET caused a huge challenge for stable communication among vehicles,
especially vehicles that cannot communicate with each other directly [211]. To realize
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the robust communication and transmit data packet from the source vehicle to the target
vehicle, selecting the data transmission route is crucial for the source vehicle. In the thesis,
a novel data routing protocol is proposed to assist vehicles in transmitting data packets to
the target. Detailed motivations and contributions of our work will be further introduced
as follows.

1.2 Motivation and Objective

At the beginning stage of the development of data routing protocol in VNETs, many proto-
cols designed for mobile ad hoc networks (MANETS) were applied in VNETSs [9,37] because
of the similarity in self-organization [29, 106, 107] and finite bandwidth aspects [L05]. For
instance, Ad-hoc On-Demand Distance Vector routing (AODV) [171] and Dynamic Source
Routing (DSR) [129] can be utilized to establish the data transmission route based on the
topology information of VNET. However, the data routing protocols proposed for MANET
typically assume that the node in the network moves at a relatively low speed, which con-
flicts with the highly dynamic feature of the VNET [110]. On account of the high-speed
movement of vehicles, network topology changes rapidly in VNET. The vehicle calculat-
ing the data transmission route based on network topology will frequently request the
latest topology information. To avoid the overhead caused by frequent information updat-
ing, data routing methods depending on vehicle’s geographic position are developed [73].
For example, by leveraging the geographic information of on-road vehicles, the vehicles in
Greedy perimeter stateless routing (GPSR) [132] selects the vehicle closest to the target
from its neighbors as its data forwarder.

Nevertheless, many geographic routing protocols select transmission routes only accord-
ing to vehicle’s local information, which means that the selected transmission route may
be constrained by local optimal selection. In order to select the optimal transmission route
with the global view of the system, the real-time traffic information of the relevant area
is considered by vehicle. Traffic-aware routing (TAR) protocols are proposed to provide
the global traffic information and the network condition for vehicles in the data routing
process [J0].

In TAR protocols, vehicles can obtain global traffic information of the network, e.g.,
traffic density of road segments and link condition between vehicles, from the traffic agency
via advanced network communication technologies and vehicles’ hardware equipment. Re-
lay on the assistance of global traffic information, vehicles can select the optimal route
with a global view of the traffic system.



For example, because on-road vehicles work as both the customer who requests data
transmission and the service that forwards the data packet, the number of vehicles on a
road segment will affect the data transmission performance on that road. Take Intersection-
based Distance and TAR (IDTAR) [10] as an example. In IDTAR, the intersection whose
traffic density is higher will be chosen as the next intersection to pass the data packet.
Also, in [152], the author considered the traffic density while evaluating the score of road
junctions. Traffic density is directly proportional to the junction score, and the data
transmission route is established based on the junction score. However, a high traffic
density of the segment may also cause channel congestion due to numerous transmission
requests from on-road vehicles. To avoid this issue, the authors in [173] proposed a routing
method that allows vehicles to select the road with lower traffic density to deliver the data
packet. Accordingly, how to find a balance between the dual identities (i.e., as the customer
and as the resource) of the on-road vehicle and effectively utilize the traffic density of road
segments as a metric of data transmission route selection to enhance the transmission
performance can be a crucial issue.

Moreover, in addition to the road traffic density, the connectivity between vehicles,
i.e., the capacity to forward a packet between two vehicles, is also significant during the
data transmission process. To select a reliable forwarder in charge of delivering the data
packet, connectivity between vehicles can be evaluated in various ways. For instance,
the authors in [121] estimate the connectivity of vehicles based on the distance between
vehicles. In [144], the connectivity between vehicles is evaluated according to the effective
connection time calculated based on vehicles location and velocity. On the basis of the
connectivity between vehicles, stable forwarders can be selected to assist the data delivery
process in VNET.

In most aforementioned methods, vehicles obtain traffic information relay on the data
packet exchanging among vehicles. Conventional communication standards such as short-
range communication (DSRC) can support vehicles in implementing this communication
free of charge. While benefiting from the development of communication technologies,
especially the development of cellular networks, vehicles can acquire real-time traffic infor-
mation effectively with a short delay via the V2I communication implemented by cellular
networks. The high stability and low delay characteristics of the cellular network are suit-
able to be utilized in TAR protocols to assist vehicles in the traffic information collecting
process. However, because of the commercial feature of the cellular network, relying on
the cellular network to transmit large amounts of data [77, 166] will cause a high cost.
Moreover, transmitting data only depending on the cellular network will occupy the back-
bone network resource. A large number of data transmission requests from vehicles may
affect the performance of other co-existing communication services in the cellular network.



To take advantage of cellular networks’ reliability properly for real-time traffic informa-
tion providing in TAR protocols, the combination of using cellular networks and VNET to
form a heterogeneous vehicular-cellular network (VCN) for data transmission is worth to
be investigated.

1.3 Contribution

The main contributions of this thesis are summarized as follows.

In this thesis, a road traffic density-aware data routing protocol is present to achieve
an effective data routing process for vehicles transmitting data packets in the VCN envi-
ronment.

Firstly, a VCN environment that implemented both the cellular network and DSRC
communication technologies to take advantage of cellular networks’ reliability in VNET
is defined. As mentioned before, according to the commercial characteristics of cellu-
lar networks and the backbone resources utilization, the cellular network is only allowed
to transmit the small size request message, i.e., vehicle’s real-time traffic information.
For high-volume data transmission among vehicles, DSRC communication technology is
adopted to reduce the workload of the backbone network.

I designed a communication system to realize the V2V and V2I communication in the
VCN environment above. To be specific, vehicles in our system have an interface to connect
the infrastructure of the cellular network and another interface to communicate with other
vehicles via DSRC. A cloud computing service (CCS) is connected to a traffic agency by
the wired backbone network with trivial delay. The traffic agency can monitor the traffic
condition of the system in real-time. Hence the CCS can provide real-time public traffic
information to vehicles in a stable and low-latency way via the roadside infrastructure of
the cellular network.

In the proposed protocol, the source vehicle will request real-time traffic information,
i.e., real-time information of the traffic density and data transmission density, to obtain
the global view of the system via the cellular network. Based on the global view of the
system, the source vehicle can figure out a data delivery route that has relatively high
transmission resources and low congestion.

Then, an improved greedy manner is employed to transmit the data along with the
selected route among vehicles. In this improved manner, the link lifetime between vehicles
is considered to avoid the link which may expire in a short time. By estimating the link



lifetime, robust forwarders can be selected to take charge of data delivery so that further
enhance the stability of the data transmission process.

Furthermore, to maintain the transmission process, the backup solution and the recov-
ery strategies have been presented to deal with unexpected link failures.

Finally, the effectiveness of data delivery is verified by conducting simulation experi-
ments in NS3 and comparing our results with other existing schemes.

1.4 Outlines

The remainder of this thesis is organized as follows: Chapter 2 discusses the existing data
routing protocols for VNET, both the conventional routing protocol and the state-of-the-
art routing protocol are analyzed. Model assumption of the system and detailed design of
our methodology are described in Chapter 3. Chapter 4 shows the simulation results and
analysis of our method. Finally, the conclusion of the approach and the future work of the
study are presented in Chapter 5.



Chapter 2

Literature Review

In this chapter, a brief description of several essential communication modes in VNET
is provided firstly. Based on these communication modes, a few possible V2V and V2I
communication scenarios can be introduced. Then, conventional routing methods and
state-of-the-art data routing protocols will be discussed and classified. To be more spe-
cific, by summarizing the conventional routing methods (i.e., the topology-based routing
approach and the position-based routing approach), we introduce the development of the
data routing protocols in VNET. Moreover, according to the protocols we discussed, the ad-
vantages and disadvantages of the topology-based routing approach and the position-based
routing approach are analyzed separately. Furthermore, two kinds of state-of-the-art rout-
ing protocols are introduced: the approach enhanced the conventional protocols of VNET,
and the method combined with some latest new technologies. Discussion and future work
of the data routing process in the VNET is also be concluded according to the vehicular
routing methods we mentioned above.

Vehicles’ high-speed movement and limited transmission range caused a challenging
environment for the end-to-end data transmission process in VNET. Similar to the coop-
erative communication in MANET that a node can communicate to the target beyond
its transmission range via forwarders [22], in VNET, neighboring vehicles and roadside
infrastructures, e.g., roadside units (RSUs), can assist the source in delivering data pack-
ets [09]. As illustrated in Figure. 2.1, three classic examples of cooperative communication
in VNET are discussed [11].

In (a) and (b) scenarios, depending on neighbor vehicles, the source vehicle and RSU
can deliver the data packet to the target separately. In (c), RSU works as the source
and transmits the data packet via another RSU and the neighbor to the target vehicle.



Figure 2.1: An illustration of cooperative communication in the VNET

This communication procedure provides multiple alternative transmission methods for the
source establishing the data transmission route.

2.1 Conventional Data Routing Methods

Due to the high mobility feature of the VNET, building a stable connection among vehicles
for data transmitting from the source vehicle to the target vehicle is challenging. Various
methods are presented for data transmission route calculation and packet forwarder se-
lection. In this section, we will briefly introduce the basic concepts of some conventional
routing approaches to show the development of the routing protocol in VNETSs.

As shown in Figure. 2.2, two main categories of data routing protocols are involved,
namely, the topology-based routing approach and the position-based routing approach.
Moreover, on the basis of the proposed protocols, each category can be divided into three
parts, the main feature of each part will be discussed in more detail as follows.

2.1.1 Topology-based Routing Protocols

Topology-based routing protocols utilize the topological information of the network to
decide the data routing path from the start node to the target node. According to the
different methods of acquiring and updating topology information, we classify topology-
based protocols into three main types, i.e., proactive routing, reactive routing, and hybrid



Proactive routing protocol ‘

—| Topology-based routing Reactive routing protocol ‘

Hybrid routing protocol ‘

Routing protocols in
vehicular networks

Delay Tolerant Network (DTN) protocol ‘

| Position-based routing Non-DTN protocol

Hybrid position-based routing protocol ‘

Figure 2.2: Classification of conventional data routing methods in VNETs

routing [100, 137]. In the following, we will discuss and analyze the features of these three
types in detail.

Proactive Routing Protocols

The proactive routing protocol is typically implemented in a table-driven manner. A
routing table containing the information of all connected neighbors is built for each node.
The nodes in the proactive routing protocol find the data transmission route based on
accessible routes information saved in the local routing table [137]. This routing table can
be maintained by updating network topology periodically and updating when topology
changes, e.g., detecting a new node entry into the network, detecting a link failure, etc.

Obviously, because of the transient feature of the network topology in vehicular net-
working, topology-based algorithms require frequent information exchange to ensure the
accuracy of the network topology recorded by the system, which leads to considerable
control overhead. To address this problem, the existing topology-based methods often re-
duce the number of transmitted control messages in two ways. The first approach is to
reduce the number of nodes involved in recording network topology changes. The most



representative of these approaches is the well-known optimized link state routing (OLSR)
protocol [81], in which only the selected nodes are allowed to take charge of forwarding the
data and transmitting the link-state information. The second approach is to adjust the fre-
quency of topology information updates. For example, in Destination Sequenced Distance
Vector Routing (DSDV) [39, 170] protocol, each entity in DSDV has a routing table that
records the reachable destinations and corresponding hop count to achieve these destina-
tions. The information in this routing table can be updated in two modes by broadcasting
different kinds of information packets. Information of the entire route will be updated by
full dump mode at a relatively low frequency, while insignificant change will be updated by
incremental mode at a relatively high frequency. Similarly, the authors in [165] defined the
update frequency for nodes according to the different scopes. Nodes located in the farther
scope of the sender have lower updating frequency.

Reactive Routing Protocols

Different from the proactive routing protocol that needs to update topology information
periodically, the reactive routing protocol updates topology information in an on-demand
manner [30,31]. It triggers the route discovery process when the source node needs to
transmit data to the destination and only updates topology information for the routes
in use to reduce the bandwidth occupation of route maintenance [137]. Three classic
methods are briefly discussed as follows to introduce the characteristics of the reactive
routing protocol.

For example, in AODV [I71] routing protocol, the route discovery process only be
triggered when a packet needs to be transmitted. The start node discovers the data trans-
mission route to the target by the route request packet (RREQ) broadcasting between
neighbors. After the target receives the RREQ, a receive reply packet (RREP) will be
sent back to the start node. Also, the DSR [129] adopted the on-demanded mode to avoid
the periodic update of the routing table. The source node in DSR starts to discover the
route by sending a route query message. Different from the AODV that establishes the
route based on the routing table of each forwarder, DSR builds the transmission route by
source routing, i.e., the whole route is included in the packet header by the source node.
Moreover, the start node in Temporally Ordered Routing Algorithm (TORA) [165] also
creates the transmission route in an on-demanded manner. It constructs the route to the
target according to different weights allocated for nodes in the network. Furthermore, to
achieve an effective topology update mode for the route maintenance process, the effect
of network topology change is mitigated by limiting the broadcasting range of the control
message.
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Hybrid Routing Protocols

As discussed above, proactive routing protocols can effectively obtain the data transmission
route based on known topology information. Reactive routing protocols can decrease the
control overhead of the routing process by using on-demanded update mode [16]. To
take the advantages of proactive and reactive routing protocols, hybrid routing approaches
are designed [51,61,63]. Normally, the network in hybrid routing methods is divided into
different parts. Proactive and reactive routing methods will be adopted by nodes separately
in the different divided parts.

For example, in Zone Routing Protocol (ZRP) [09, 172], each node defines a zone area
based on the hop distance and the topological distribution. Proactive routing is chosen
to assist the packets delivery inside the zone, and reactive routing is used to support
transmission between zone and zone.

Moreover, in Zone-based Hierarchical Link State (ZHLS) [128], topology between dif-
ferent zones and nodes are considered. Both the zone Id and the node Id are assigned
to each node to implement the hierarchical routing method for the route routing process.
Proactive mode is employed when the source and the destination are in the same zone.
Otherwise, the reactive mode is utilized for requesting the destination zone Id. However,
broadcasting zone information to all nodes when zone topology changes will result in plenty
of consumption of the network source. To overcome this drawback, the ZHLS with gateway
flooding (ZHLS-GF) [118] is proposed. ZHLS-GF reduces the overhead of the network for
zone topology updating by only using the flooding scheme for gateway nodes in zones.

Pros and Cons for Topology-based Protocols

According to the topology-based routing protocols summarized in table 2.1, data trans-
mission routes can be calculated efficiently by awareness of existing network links in these
protocols. Nevertheless, on account of the highly dynamic characteristic of the VNET, the
network topology changes frequently. Topology information saved locally can be expired
in a short time, even without time to execute the update process. Also, the routing table
size will increase with network size, and the update procedure will occupy bandwidth in
the network [8], which will cause a high overhead in the network. The protocols more
applicable for VNETSs character should be designed.
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Table 2.1: Topology-based routing protocols

Protocol Classification ~ Topology Update Manner

DSDV [170]  Proactive Updating entire route at low frequency and insignificant
change at high frequency

OLSR [31] Proactive Only selected nodes forward the data and transmit the
link-state information

FSR [168] Proactive Nodes located in the farther scope of the sender have
lower updating frequency

AODV [171] Reactive Using RREQ and RREP obtain the topology informa-
tion

DSR [129] Reactive Sending route query message to obtain the topology in-
formation

TORA [165] Reactive Broadcasting control message in limited range

ZRP [172] Hybrid Proactive update utilized in a zone area and reactive
update inter-zone

ZHLS [128]  Hybrid Proactive update for inner-zone information and reac-

tive update for zone information

2.1.2 Position-based Routing Protocols

As mentioned before, the high-speed movement of vehicles in the VNET causes frequent
topology changes. Routing protocol based on topology will lead to a considerable overhead
due to the frequent updates of the topology information in the routing table. In order to
avoid the dependency of recorded network topology information in the data routing process,
calculating the transmission route based on nodes’ geographic location is considered as an
alternative solution. Technically, through the increasingly popular positioning technologies
such as GPS, vehicles can be easily located, which provides a solid foundation for the study
of position-based routing methods.

By assuming the start vehicle knows the geographic information of both itself and the
target, the location information of the target will be contained in the packet header to
assist forwarders in the packet delivery procedure [228]. However, due to the high mobility
nature of the VNET and the uneven distribution of vehicles, the next forwarder may be
unavailable or out of transmission range during the delivery process. To overcome the
potential interruption of the data transmission and transmit the packet to the destination,
storing the packet until meeting a suitable next forwarder is considered by the current for-
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warder. Nevertheless, this temporary storage will cause a considerable transmission delay,
which may not satisfy the transmission requirement in some scenarios. To apply the data
transmission methods adaptively according to different vehicular traffic conditions, both
delay-tolerance and none-delay tolerance methods are proposed, e.g., the delay-tolerance
protocol for the scenario with sparse traffic and the none-delay tolerance protocol for the
scenarios with sufficient forwarders.

Typically, to face the scenarios with different vehicle distribution and the delay require-
ment, existing position-based routing methods can be mainly divided into three types: De-
lay Tolerant Networks (DTN) protocols, Non-Delay Tolerant Network (Non-DTN) proto-
cols, and Hybrid Network protocols [78,195]. In this part, we provide a briefly to introduce
the position-based routing protocol by summarizing a few protocols for each type. The
characteristics of each protocol can be shown in corresponding tables, i.e., the table 2.2
and table 2.3.

DTN Protocols

Traffic density in the scenario can affect the communication condition among vehicles.
Disconnected communication between vehicles is likely to occur in an area with low traffic
density. According to this discontinuous communication condition, a forwarder in the DTN
protocol will store the packet until it expires or be transmitted to other forwarders instead
of discarding the data packets immediately when the data delivery route between the start
vehicle and the target vehicle is unavailable [204].

For example, the vehicle in vehicle-assisted data delivery (VADD) approach [238] trans-
mits the data in a store-and-forward mode. According to the limitation of road topology,
a vehicle’s mobility is predictable. In VADD), considering the location of a vehicle on the
road, i.e., at the intersection, on a straight road, close to the destination, three transmission
mode is presented by the authors. Moreover, the authors proposed a stochastic model for
evaluating the delay of data packet transmission. On the basis of the delay, the forwarder
will wait until finding a suitable neighbor exists in the transmission range to forward the
data packet in different transmission modes.

Moreover, a similar next forwarder selecting method is also used in the DTN-enabled
VNET (FFRDV) [226] approach that proposed for sending messages to the specific desti-
nations in DTN. In FFRDYV, roads to the destination are segmented into logic blocks. The
vehicle in the FFRDV will deliver the data to the forwarder with faster velocity in current
block until the data packet reaches the destination. If a faster forwarder is not available,
the packet will be carried by the current vehicle.
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Furthermore, the store-and-forward method can also be used in Geographical Oppor-
tunistic Routing (GeOpps) protocol [112]. In GeOpps, the navigation system (NS) provides
a suggested route to the target for the vehicle. The vehicle then evaluates the Minimum
Estimated Time Of Delivery (METD) according to the suggested route and its speed. By
using opportunistic routing, broadcasting can be used to figure out the appropriate for-
warder [37,89,93]. The vehicle carrying the packet will broadcast the target to neighbors
periodically to find the forwarder that can send data packets to the target with less time.
If the forwarder with less transmission time is unavailable, the current vehicle will keep
carrying the packet.

Non-DTN Protocols

To face emergency events and achieve the requirements of some real-time applications,
delay-sensitive conditions need to be considered [114,167]. Unlike the DTN protocols,
the vehicles in Non-DTN protocols aim to deliver packets to the destination with a short
delay [24]. Therefore, the store-and-forward mode that may introduce a considerable for-
warding delay is abandoned in designing the Non-DTN protocols. In this section, three
classic protocols will be introduced in detail to illustrate the data routing process in the
Non-DTN. Also, because the Non-DTN protocol is appropriate for the scenarios with suffi-
cient forwarders [24], the city environment that has relatively high traffic density is suitable
to apply Non-DTN protocols. However, due to the weak penetration of the 2.4GHz signal
used in VNETSs, dense buildings in the urban environment can severely limit the propaga-
tion of radio signals, which makes VNETSs’ data transmission is typically confined to urban
road networks. Hence, how to make effective utilization of urban road network characteris-

tics (such as road network topology, vehicle density, etc.) is often the focus when designing
NON-DTN protocols.

Firstly, we use GPSR method [132] as an example to illustrate the data routing process
in Non-DTN. In GPSR, the start vehicle uses greedy forwarding to find out the neighbor
who has a shorter distance to the target vehicle to transmit the packet. Forwarders will
continue this selecting mode until the data packet is received by the target. When the
current vehicle is unable to find a forwarder closer to the target vehicle, the perimeter
forwarding mode that follows the right-hand rule according to the network topology will
be adopted.

In Geographic Source Routing (GSR) [119], the source vehicle utilizes the city map
and the location of the destination to calculate the transmission route without buildings.
Then it adopts the greedy forwarding manner to transmit data from the start vehicle to
the target vehicle along the calculated route. Moreover, the authors in [150] proposed
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the Greedy Perimeter Coordinator Routing (GPCR) method to utilize the road topology
without requesting a static city map. Instead of the source routing method that calculated
the end-to-end transmission route before forwarding data packets, the packets in GPCR are
forwarded without a predefined route. The transmission route of data packets is decided
segment by segment based on the assistance of the vehicles at the intersection area, and
the greedy manner is adopted to transmit the data on each segment.

Table 2.2: Position-based routing protocols

Protocol If DTN  Forwarder/Route selection Forwarding manner
metric

VADD [238]  Yes Vehicles position and ex- store-and-forward
pected delivery delay

FFRDV [2206] Yes Velocity and city map store-and-forward

GeOpps [112]  Yes Suggested route from NS store-and-forward
and METD

GPSR [132]  No Distance to the target Greedy forwarding

GSR [119] No City map and destination Greedy forwarding
location

GPCR [150]  No Road topology and node Restricted greedy forwarding
position

Hybrid Position-based Routing Protocols

To overcome the challenging transmitting environment in VNETS; i.e., the rapidly changed
network topology and high-speed moving nodes, hybrid protocols are proposed to combine
advantages of multiple routing protocols [16]. In this section, we introduce two kinds
of hybrid protocols that enhance the routing performance based on different combination
approaches: the combination of DTN and Non-DTN protocols that can adjust data routing
strategies on the grounds of different traffic conditions and the combination that introduces
topology information into position-based routing protocols.

For example, to overcome the transmission interruption caused by unevenly distributed
vehicles, hybrid protocols which combined the routing mode of DTN and Non-DTN pro-
tocols were presented. The hybrid protocol can dynamically adjust the routing strategies
according to different traffic densities. The transmission mode in the Non-DTN protocol
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is adopted when the traffic density is high, and the transmission mode such as store-and-
forward is applied when the appropriate next forwarder is unavailable. Moreover, the
authors in [33] proposed a hybrid approach named GeoDTN+Nav to adjust the data rout-
ing strategy in the partitioned network. A virtual navigation interface is designed to select
the forwarder based on the vehicle’s movement information provided by the navigation
system. Vehicles adopt multiple transmission modes (i.e., the greedy mode, the perimeter
mode as well as the DTN mode) based on the network connectivity and forwarders’ deliv-
ery quality in the network. Similarly, in FPBR-DTN method [175], the DTN transmission
mode will be adopted by vehicles when both the greedy and perimeter forwarding manner
fail. In the DTN mode, a vehicle will hold the failed packet until finding the appropriate
next forwarder.

In addition to combining different position-based routing approaches, data transmission
performance can also be enhanced by merging the local topology information of vehicles into
the position-based routing method. The authors in [139] introduced the Topology-assisted
Geo-Opportunistic routing (TO-GO) method by considering both the road topology and
the vehicles’ local topology in the data routing process. The vehicle in the TO-GO method
collects local topology information from its neighbors by the enhanced two-hop beacon
messages. Based on the acquired local topology information, the furthest neighbor can
be obtained. On the other hand, according to the road topology and the destination’s
position, the vehicle can determine whether the data packet needs to change forwarding
direction to reach the destination. Relying on the local topology information and the road
topology, a Next-hop Prediction Algorithm (NPA) is presented to assist the current sender
in selecting the anchor nodes, i.e., the nodes that data packets need to pass. If the data
packet does not need to change forwarding direction, the furthest neighbor will be selected.
Otherwise, the vehicle at the intersection will be selected. To improve the packet delivery
ratio (PDR), opportunistic forwarding is applied by the current sender to transmit the
packet to the anchor node. The node with shorter distance to the anchor node in the
candidate set will be selected to forward the packet.

Pros and Cons for Position-based Protocol

In position-based routing protocols, frequently updating the topology changes for entities to
maintain the end-to-end transmission route is unnecessary. Instead of using a predefined
transmission route, vehicles in the position-based routing protocol choose transmission
forwarders based on nodes’ local information, which is more adapted to the high mobility
condition in the VNET. Additionally, by avoiding the frequent message exchange in the
topology routing protocol, network overhead can be decreased in the position-based routing
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Table 2.3: Hybrid position-based routing protocols

Protocol Combination Forwarder/Route Selec- Forwarding Man-
tion Metric ner

GeoDTN+Nav DTN and Non- Network connectivity Greedy forwarding

[83] DTN and forwarders’ delivery and store-and-
quality forward

FPBR- DTN and Non- Vehicles’ speed, direc- Greedy forwarding

DTN [175] DTN tion, and distance and store-and-
forward

TO-GO [139]  Topology and Vehicle’s local topology, Opportunistic for-
position-based vehicle’s position, and warding

road topology

protocol.

On the other hand, without topology information of the network, vehicles make deci-
sions only based on the local position information. Buildings in the city or tunnel on the
highway may block the signal of the vehicle which is traveling along the selected transmis-
sion route, which can further affect the data transmission performance. Since the routing
decision is made based on the local information, deriving the global optimal route is hard
for the vehicle in position-based routing methods. Meanwhile, avoiding the local opti-
mum problem needs to be considered for position-based routing protocols. Researchers
in position-based routing protocols have a vast space to future improve the data routing
process.

2.2 State-of-the-art Routing Protocols in VNET's

In the previous section, we briefly discussed the development of the protocols in VNETSs
by analyzing a number of classic conventional routing protocols. Considerable research
efforts have been made to analyze the data routing protocols that are in accordance with
the conventional classification we discussed, e.g., [5, , |, etc. In addition to the
methods proposed in conventional classification protocols, the data routing approach in
VNET still has a huge space to be studied. Recent developments in on-board computing
devices, roadside devices, wireless communication technologies, and artificial intelligence
technologies have provided more technical means that can be used and referenced in the
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design of routing algorithms in VNETSs. Data delivery performance can be improved in a
variety of aspects during their data routing process.

For example, the discussion of the routing protocols in [223] indicates that the trans-
mission performance can be affected by the traffic density in the scenario. Hence, allowing
vehicles to be aware surrounding environment can render assistance to them for their trans-
mission route selection. Vehicles can select appropriate transmission routes for the data
delivery under the global view provided by system-wide traffic information and network
condition. Traffic-aware routing (TAR) protocols can play a considerable role in the fur-
ther study of the data routing procedure in the VNET. Moreover, as mentioned in [5, 190],
overcoming the high dynamic mobility of vehicles can be the common challenge for the
data routing in the VNET. As indicated in [1], accurate prediction of vehicle mobility can
assist vehicles in achieving reliable communication in this highly dynamic network. Mean-
while, the authors in [179] pointed out that to achieve robust data transmission for ITS
applications, stringent Quality-of-Service (QoS) requirements need to be accomplished.
However, Due to the features of VNETSs (e.g., highly dynamic topology, etc.), satisfying
the QoS requirements is challenging. According to [180], the cross-layer approach has high
effectiveness for robust communication among vehicles. The cross-layer method can be a
valuable approach for the further development of data transmission in VNETSs.

In this section, we analyze the state-of-the-art protocols mainly in three categories,
which are different from the conventional classification: TAR protocols, prediction-assisted
routing protocols, and cross-layer routing protocols. Each category will be introduced with
more detail based on the different improvement methods they used as follows.

2.2.1 Traffic-Aware Routing Protocols

The rapidly changing traffic condition in the VNET results in a challenging environment
for multi-hop communication among vehicles. Though various routing protocols have been
presented to derive data transmission routes, transmission failures caused by traffic status
are hard to avoid without a global view of the network. For example, lacking forwarders
on a certain road segment is hard to avoid without knowing the system-wide traffic con-
dition. Also, as mentioned before, many position-based routing protocols calculate the
transmission route based on the local information, which may only achieve the local op-
timal selection for data delivery. To select the optimal route on a system-wide scale,
allowing vehicles to be aware of the global traffic information and the network condition is
a promising solution [J0].

In TAR protocols, by knowing system-wide information on traffic conditions, vehi-
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cles can find relatively robust data transmission paths. For instance, on-road vehicles
can obtain real-time traffic information from the traffic agency via V2I communications
or acquire traffic condition information from other vehicles relying on the V2V commu-
nications. Through real-time traffic information, vehicles can enhance the conventional
routing method by considering traffic information such as traffic density when calculating
the transmitting route. Also, vehicles can gain network conditions such as link condition
by sending messages to neighbor nodes. With the assistance of link condition information,
a robust transmission route can be figured out. Extraordinary improvement in transmit-
ting performance can be achieved by TAR protocols [205]. In this part, we will mainly
introduce two types of TAR protocols based on different influencing metrics they consid-
ered to support the transmission route calculation procedure in VNETS; i.e., traffic density
and link condition. The classification of the protocols we will introduce is illustrated in
Figure. 2.3.

—>| Traffic density-aware routing protocol

v

Traffic-aware | Vehicle connectivity |
routing protocol Link condition-aware routing protocol _[:

| Segment connectivity |

The joint method of traffic density and
link condition-aware routing protocol

Figure 2.3: Classification of traffic-aware routing protocols

Traffic Density-Aware Routing Methods

Based on our previous discussion, it is clear that the vehicle in the VNETSs works as both a
user of data communication services and a provider of communication resources. Therefore,
we can easily conclude that the number of vehicles on the road may directly affect the
performance of the corresponding data transmission on the road. Accordingly, effectively
measuring the number of vehicles on the road and using it as a metric in the routing
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algorithm is an important research direction in current TAR protocols. The traffic density
in the VNET is most widely estimated by the vehicle number in a predefined area, e.g.,
a lane, a certain area in urban, and a predefined cluster. Based on different areas, traffic
density can be defined as vehicles/km or vehicles/km?. The estimation of traffic density
can be done in two ways: 1) the infrastructure-based mode that uses detection devices such
as road sensors and monitors and 2) the infrastructure-free mode that gets information by
communicating among vehicles [91]. Since vehicles’” movement is constrained by the city
road topology, various segment-based routing methods are proposed; and the traffic density
plays an important role in such methods. In the following, we will discuss the segment-
based routing approach based on its two main selections, i.e., the road segment selection
and the forwarder selection. The effect of the traffic density in such methods will also be
introduced in more detail.

In the Real-time Forwarding Method (R-FM) [173], vehicles will request for the road
traffic density from RSU when passing the intersection area. The roads with lower traf-
fic density will be selected to transmit packets to avoid network saturation and channel
congestion. After selecting the transmitting road, the vehicle calculates Next Forwarder
Selection (NFS) to find the next forwarder in its neighbors. The NFS is evaluated by
the vehicle’s direction (Dr), distance (Ds), and excepted transmission time (ETT). The
corresponding equation is shown as follows:

1

- (2.1)

1
NFS=axDr+p—+pu
Ds
The candidate who has higher NFS will be chosen as the next hop. The simulation result
in [173] shows that vehicles can achieve real-time transmission with low latency by adopting

the R-FM method.

On the opposite, to gain more transmission resources, e.g., potential next forwarders,
some protocols prefer to select the route with higher traffic density. The authors in [10)]
propose an approach named Intersection-based Distance and TAR (IDTAR) Protocol to
use the traffic density for intersection selection. In IDTAR, data packets will be transmit-
ted following the selected intersections. Traffic density and street topology of the digital
map are utilized to select the intersection whose traffic density is higher and closer to the
destination. Greedy forwarding is adopted for the transmitting process between two se-
lected intersections. Also, during the transmission process, if the Local-Maximum-Problem
occurs, the selected intersection will be recomputed.
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Link Condition-Aware Routing Methods

In addition to the traffic density, the link condition of a route to transmit the data is also
critical for successful data delivery. In this part, we defined the data transmission capability
as the connectivity of objects to represent the link condition of the inter-vehicle communi-
cation. Both the connectivity between vehicles and the connectivity of road segments will
be discussed in more detail as follows.

Vehicle Connectivity-Aware Routing Methods Obviously, a more robust commu-
nication link will have a lower possibility of link failure and thus is more likely to obtain a
higher data transmission success rate (or packet delivery rate). Because connectivity plays
an important role and is commonly used to measure communication capability between
nodes [188], we adopted vehicle connectivity (i.e., the capacity to forward a packet between
two vehicles) as the metric to evaluate the connectivity in VNETSs.

To estimate the connectivity of vehicles, inter-vehicle distance (IVD) is utilized. In [121],
an IVD based connectivity aware routing (Ivd-CAR)) approach was proposed for data rout-
ing in VNETSs. In Ivd-CAR, the sender will send RREQ to the candidate forwarders in
a computed forwarding area as illustrated in Figure. 2.4. In this method, the vehicle V,,
who received RREQ will calculate the inter-vehicle distance IV D, between itself and the
previous forwarder Vj, and then update the average IVD of the current forwarding route.
Also, Cooperative Localization (CL) and Geometry based Localization (GL) are used to
deal with instantaneous interruption caused by the location provider such as GPS when
calculating the IVD. Both IV D, and average IVD will be inserted in the RREP message
and sent back to the sender. After receiving RREP, the sender calculates the standard
deviation according to the IV D, and the average IVD to select the next forwarder who
has a minimal standard deviation.

Moreover, to evaluate the unstable connection among vehicles in the VNET, the connectivity-
aware data dissemination (CADD) protocol is presented [111]. CADD introduced two new
metrics, namely effective connection time and network throughput, to enhance the perfor-
mance of data transmission. The effective connection time is calculated on the basis of the
location and velocity of vehicles that can be obtained by exchanging hello messages. The
throughput is computed by a three-layer Wavelet Neural Network (WNN) model that has
autoregressive feedback. During the transmitting procedure, captured data packets will
be the input of this model, and the result will be updated periodically every ten minutes.
With the information above, neighbors’ forwarding capability can be evaluated. The ve-
hicle with the higher forwarding capability will be the next hop. Meanwhile, Dijkstra’s
algorithm is adopted to assist transmission from the start vehicle to the target vehicle.
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Figure 2.4: The definition of the selected area

Segments Connectivity-Aware Routing Methods Besides considering the vehicle
connectivity to support the data routing process, evaluating the segment connectivity (i.e.,
the capability of the vehicles on the road segment to transmit data) can also assist vehicles
in selecting a reliable transmission route.

In [133], the authors designed the Traffic-Aware Segment-based Routing (TASR) ap-
proach for VNETs. In TASR, vehicles exchange the location and velocity information with
neighbors via hello messages. The vehicle at the endpoint of a segment can declare as the
Head Node (HN) of the corresponding road segment. HN collects the Segment Information
(SI) that includes parameters of the current segment, e.g., segment ID and traffic density,
and shares it with other accessible HNs in the neighborhood. With the traffic information,
the Expected Connectivity Degree (ECD) can be computed for the next two segments

selection.
n Ve R
ECD=1-— —1)it [ e 1—i— 2.2
cp=1=3 (T aih, (2:2)

where n = min {Vnum -1, [%] } Also, R is defined as the transmission range of vehicle,
L is the length of the road segment, V,,,,, indicates the average number of on-road ve-
hicles, and ¢ is the number of the road segment. Vehicles then evaluate the connectivity

of segments based on the ECD. After selecting the segments, RREQ/RREP method is
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adopted to find the delivery path with the least hop counts. By considering the segment
connectivity, a robust data transmission route can be found.

Also, segment connectivity can be evaluated adaptively based on real-time traffic con-
ditions. Take the efficient GSR (EGSR) approach [116] that combines the GSR protocol
with the ACO algorithm as an example. In EGSR, the city map is declared by a grid
map in which road segments are represented by the edges between junction points. The
weight of each road segment is defined in terms of the segment length and segment connec-
tivity. To adaptively estimate the segment connectivity, the ACO algorithm is adopted.
The vehicle arriving at the intersection area will work as an ant holder to launch the ant
packets, i.e., the small control packets. These ant packets will be broadcasted via the
POCA method [155] to the next intersection with a relatively higher number of vehicles in
the ant holder’s neighborhood. Vehicles will increase the value of the connectivity condi-
tion parameter after receiving the ant packet to indicate the pheromone update process in
the ACO algorithm. Also, in order to update the segment weight with traffic conditions,
pheromone evaporation is designed based on the traveling time of an ant packet through
the segment. The travel takes a long time can represent unsatisfactory traffic conditions
such as low traffic density or traffic congestion. With this update mode, the source ve-
hicle can calculate the optimal route based on real-time traffic conditions via Dijkstra’s
algorithm and transmits the packet by greedy forwarding to follow the route.

As mentioned previously, the link condition information of the network has a significant
effect on the data routing process. The transmission link with high quality can enhance
the stability of the communication between vehicles. The authors in C'onnectivity aware
Transmission quality guaranteed Geographic Routing (CTGR) protocol considered trans-
mission quality during evaluating the connectivity of the road segment for the data routing
process [117]. CTGR provides two models to evaluate the weight of the road segment based
on different link conditions, i.e., the transmission quality (TQ) model for the connected
link and the connectivity model for the disconnected link. When achieving the intersection
area, the sender v, will send a connectivity probe packet (CPP) to the target vehicle v,
who at the neighbor intersection to evaluate the connectivity of the link. v, then updates
the road weight and sends it back to the vy. If v, can receive the feedback, the link between
the sender and the target is connected. For the connected link that consists of n vehicles,
The TQ), i.e., the delivery cost included PDR, is defined as follows:

Teost + (1o tiw—1)) LPDR,,

TQ = LPDR,

(2.3)

Where, LPDR,, represents the PDR, T, indicates the expected transmission cost, and
tr(k—1) is the transmission time between two forwarders. If v, cannot receive the feedback
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from the vy, and the link is disconnected, the connectivity model will be adopted to calculate
the weight of the segment. Based on the assumption in the article, the segment is a two-
lane unidirectional road. IVD is employed to judge the link connection probability of the
segment that is defined in the following equation:

[y

Pconnection = Z PF(Z)PB(D? (24)

=

where N is the number of vehicles of lane 1, Pr(l) is the connected probability that if all
the broken links on lane 1 are fixed by the vehicle on lane 2. Pg(l) represents the number of
link failure under a binomial distribution. For intersection selection, the intersection close
to the destination will get priority evaluation. The connected link with minimal TQ is
preferred to be chosen. For the next-hop selection, enhanced greedy forwarding is utilized.
The vehicle with the max IVD and meets the requirement of link connection time will be
the next hop.

The Joint Method of Traffic Density and Link Condition-aware Routing Pro-
tocols

To further improve the selecting process of data routing problem in VNETS, the joint
method considered traffic density and the link condition has been presented. For example,
the authors in Reliable Traffic-Aware Routing (RTAR) protocol [97] introduced a depend-
able method for segment selection during the data routing process. Two algorithms are
proposed in the RTAR to select the next forwarder according to the position of vehicles.
If current forwarder in the road region, the neighbors whose signal strength of received
beacon messages is over the required threshold will be selected as candidate forwarders.
The Candidate whose predicted location is closest to the target point will be selected.
Otherwise, if the CF at the junction, its next junction will be selected at first by Real-
time Traffic and Network Status Measurement (RTNSM) proposed in [95]. control packets
are generated to evaluate the road states, i.e., traffic density, link condition, and network
load of the road. control packets are updated by vehicles between two junctions, and its
result will be announced in the junction area. With evaluation results, the best next road
segment can be found. Then the neighbor closest to the selected junction will become the
forwarder.

The mainly characteristics of TAR protocols have been summarized in Table 2.4.
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Table 2.4:

Traffic-aware routing protocols

Protocol Assistance Information

Route Selection

Forwarder Selection

Informa-  Acquistion
tion
R-FM  Traffic Hello mes- Selecting the road with low Delivering the packet to the
[173] density sage and traffic density vehicle has height NFS in
RSU neighborhood.
IDTAR Traffic City map Selecting the intersection Greedy forwarding manner
[10] density and traffic closest to the destination
estimation  with highest vehicular den-
mechanism  sity
Ivd- Vehicle RREQ and By computing a segment Selecting the vehicle with
CAR  connec- RREP area minimal standard deviation
[121]  tivity of IVD in the computed seg-
ment area.
CADD Vehicle Wireless Dijkstra’s algorithm Selecting the vehicle with
[l14]  connec-  adaptor best forwarding capability.
tivity and hello
messages
TASR  Segment  Hello mes- Selecting the segment Greedy forwarding manner.
[133]  connec-  sage based on ECD
tivity
EGSR  Segment Ant con- Dijkstra’s algorithm based Greedy forwarding manner.
[116]  connec-  trol packet on evaluated segment
tivity weight
CTGR Segment CPP The intersection with best Selecting the wvehicle has
[147]  connec- link connectivity (TQ and maximal IVD and meets the
tivity connection possibility) requirement of link connec-

tion time.

25



Discussion About TAR Protocols

Traffic density is the normally considered traffic information in the TAR protocol. It can
not only be defined by the number of vehicles in a specific unit area but also be estimated
from other criteria. For instance, in [110], the traffic density is evaluated by data dissem-
ination delay during the V2X communicating procedure. Though the evaluation of the
traffic density in routing procedure can improve the performance of data delivering on the
selected optimal route, the optimal path selection only based on traffic density is not reli-
able enough. Link condition is also important for calculating the optimal data transmission
route. Due to the dual identities of the on-road vehicles (i.e., as the transmission resource
and the users), the impact of the traffic density is multifaceted. Plenty of simultaneous
requests from vehicles in the area with high traffic density may cause channel congestion,
while the area with sparse vehicles may cause the lacking of next forwarders. The balance
between the count of forwarders and the channel condition is a noteworthy problem.

Another aspect of enhancing TAR protocols is the method to obtain traffic information.
Traffic information can be gained from the messages exchanged among vehicles or external
information resources such as the traffic control system. The traffic information acquiring
method can be benefited from the development of wireless communication technologies in
recent years. For example, the high-speed cellular network (e.g., 5G) can provide stable
information interaction capability for vehicles to obtain the traffic information [136,2006].
Researches relaying on these technologies can be considered in the future.

2.2.2 Prediction-Assisted Routing Protocol

Due to the highly dynamic characteristic of the VNET, vehicles’ position and network
topology change frequently. An accurate prediction of the network’s future state can pre-
vent the optimal route calculation process from frequently updating the traffic information
of network information, thereby reducing the corresponding control overhead. With ac-
curate prediction, transmission failures caused by routing based on expired information
can also be decreased. Various prediction-assisted routing protocols have been presented
to provide a foresight of the network to assist vehicles in the data routing process. For
example, in [201], the vehicle derived the optimal data route with the highest end-to-end
path connection probability by exploiting the predicted vehicular traffic volume. In this
portion, three types of prediction-assisted methods based on different objects they pre-
dicted are mainly introduce: trajectory prediction-assisted routing protocol, link duration
prediction-assisted routing protocol, and the channel condition prediction-assisted routing
protocol.
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Trajectory Prediction-Assisted Routing Protocols

In trajectory prediction-assisted routing protocol, vehicles’ future trajectories are predicted
to assist the optimal forwarder selection. Based on the vehicle’s future trajectories, the
transmission of the data packet can be restricted in the right direction towards the target
vehicle.

The prediction of the vehicle’s position is utilized in Peeking at the Past and Present
Routing (P3R) method [225] to improve the performance of delay-sensitive packet delivery
in VNETSs. The general transmission process of the method is introduced as follows. In the
beginning, the flooding method is adopted to discover the position of the target vehicle.
Locations of the start vehicle and the target vehicle are then saved in the data packet
header for packet delivery. In the transmission process, if the next hop in the routing table
is unavailable, the next-hop selection will be triggered. According to the location and angle
from the current forwarder to the destination, three different scenarios are discussed. In the
first scenario, if the start vehicle and the target vehicle are on the same road, the neighbor
closest to the destination will be the next hop. In scenario two, if a neighbor closer to the
target is unavailable, the right-hand approach is adopted. In scenario three, the start and
the target are on parallel roads. If an available neighbor is closer to the target and on the
straight line from the start to the target, this neighbor will be the next hop. Otherwise,
neighbors in the intersection area will be chosen.

Moreover, to further improve the performance of data delivery, vehicles’ trajectory is
predicted. In the P3R, the position and moving direction of forwarders are predicted to
provide more accurate location information for the next-hop selection process. To obtain
the latest information of neighbors for future prediction, each vehicle broadcasts the beacon
message to one-hop neighbors to update its location and velocity. The same prediction
method in [218] is adopted to predict the trajectory. The authors assumed that vehicles’
acceleration is under the normal distribution, and speed direction prediction follows linear
regression. The change of moved distance Az, in At time and the speed direction ky in n
second of the neighbor f can be declared by the formula as follows:

(2.5)

{ Axy = v At + %aAt2

In the formula, vy is the latest velocity and a ~ N (u, o). Based on the prediction result,
the source vehicle can accurately select the optimal forwarder by evaluating neighbors with
adjustable weight. To be more specific, the next hop can be selected based on the formula
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with adjustable weights o, aq, ag:

min ayd; + asl; + asl;

| (2.6)
st.aog+as+as=1,1=1,2,.... N

For the neighbor i, d; is the distance and 6; is the driven direction angle from i to the
destination. I; equals 0 or 1 to indicate whether ¢ is in the intersection area. With this
method, the performance of the packet delivery is improved on both end-to-end delay and
PDR aspects.

In Mobility Prediction Based Routing Protocol (MPBRP) [222], the predicted distance
and the angle between the neighbor and the destination in a short future are used as the
weight to select the next forwarder. The predicted position is calculated based on the
vehicle’s velocity and acceleration. Relying on the predicted position, changes of distance
and the angle can be figured out, and the further intention of vehicles can be known.

Moreover, the vehicle’s trajectory can be predicted by the Hidden Markov Model
(HMM). The authors in [220] proposed a predictive routing based on the HMM (PRHMM)
for data routing problem. PRHMM utilizes vehicles’ regular trajectory to predict their fu-
ture position. In terms of the movement history and current location of the vehicle, several
possible destinations will be selected in HMM. The next road segment is regarded as the
observable state, and the destination location is considered as a hidden state. After pre-
dicting the trip sequences between the present location and the most possible destination,
vehicles will select the next hop on the basis of the transmission delay and the transmission
probability of neighbors.

Link Duration Prediction-Assisted Routing Protocols

Besides the future trajectory of vehicles, link duration between vehicles also has a significant
effect on data transmitting. The link duration can be evaluated in various ways [230]. For
instance, it can be represented by the link lifetime [215] that is predicted based on vehicles’
location and constant speed. Also, the spatial locality similarity [143] that is calculated
in terms of the distance and relative speed of vehicles can define the link duration. The
robust links between vehicles with a longer duration can form a stable transmission route
for data delivery, which is important in the highly dynamic environment of the VNET.
Various approaches are proposed to predict the link duration to decrease the link breakage
of the packet delivery process.

In [230], the authors used multiple metrics (i.e., distance, velocity, and link lifetime [215])
to estimate the link duration between vehicles. AdaBoost [109], a meta machine learning
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approach that forms a strong classifier by a few weak classifiers is adapted to combine
the aforementioned metrics. Candidate weak classifiers corresponding to link metrics are
selected based on the classifiers’ misclassification ratio in defined link duration threshold
[D,l = 1...n. Then, the strong classifier f(.,lD) is constructed with the following function:

T
f(,ID) = sign(d i, ap)()), (2.7)
t=1
where 0f (ID) represents the selected candidate of weak classifiers. Vehicles construct
f(.,ID) by received broadcasted AdaBeacon messages from the RSU. For each link k, the
authors defined that [* = arg min}_, f(k,lD) < 0. Based on the calculated result of [*,
the link duration L*(e) is predicated as follows:

L*(e) = (I*=1/2)D, if f(k,ID) <0 (2.8)
L*(e) = nD. Otherwise '
By considering multiple link metrics, the prediction method in [230] achieved a preferable

performance to evaluate the link duration between vehicles.

The authors in [ 1] proposed a method that utilizes neural networks (NNs) to implement
the prediction of link duration. The mobility information of neighbors can be gained by
exchanging the safety message among vehicles, and the information about the intersection
and lanes can be obtained from the scenario map. To predict the vehicles’ average speed in
a specific time window, factors such as the speed of the current vehicle, the average speed
of the neighbors who are in front of the current vehicle, and the distance to the intersection,
etc., are considered as the input of the NNs. According to the predicted speed, the relative
mobility between vehicles can be figured out. Then, the link residual time between vehicles
is calculated based on the different moving scenarios defined by the authors.

Link duration can also be estimated by predicting the link frailer for vehicles. Trans-
mission stability will be increased by avoiding the link breakdown. The authors in [150]
proposed an approach to anticipate the link frailer in the data transmission process. New-
ton’s divided difference interpolation is applied for computing the availability of the link
in the short future. It calculates the approximate cut off time of a link according to the
signal strength of the received packet. Moreover, if a link breakdown is detected, vehicles
will use the routing protocol named AQRV to figure out a new path to transmit the packet.

Channel Condition Prediction-Assisted Routing Protocols

The availability of the transmitting channel is essential for the data delivery process in
VNETSs. Channel prediction can benefit vehicles to find the transmission route with enough
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resources and high transmission quality, which can further improve the success rate to
deliver the data packets in VNETS.

In [198], MOCA was proposed to deal with link disruption in the Cognitive Radio
(CR) VNETs. CR allows the vehicle to use the channel which is not occupied by the
primary user for data transmitting. Based on this fixable character of the CR, MOCA
provides a periodical prediction method to gain available transmission resources through
the following stages: Firstly, the spectrum occupation condition is obtained by the channel
sensing process. Meanwhile, the information about the channel performance is evaluated by
signal noise ratio (SNR), bit error rate (BER), vehicle direction, and vehicle mobility. This
performance information is collected by local nodes at the observation stage. Secondly, the
predicting approach at time t+1 has been shown in the Eq. (2.9). The prediction of the
channel’s quality is defined by the normalization value of three parameters obtained from
nodes’ local information.

Quac(t + 1) = aMob(t) + BChp.(t) + yDir(t) (2.9)

where, a4+ 3+ = 1. Mob(t) represents the mobility, Chp.(t) is the channel performance
based on Shannon’s equation, and Dir(t) is defined as the relative direction of vehicles.
According to the prediction of the future average distance between the node and neighbors
and the predicted channel capability, Mob(t), Chp.(t), and Dir(t) can be further predicted.
The final decision will be made on the basis of the channel quality result. Also, the weight
of these three parameters can be adjusted based on different network conditions. The
difference value of the aforementioned parameters between different time is recorded and
normalized to adjust the weight for a more accurate result. Based on this method, low-
quality channels can be avoided during the transmission process.

Another channel prediction-based scheduling approach was presented in [227] to assist
the control server (CS) in data dissemination scheduling. Three steps are designed in the
approach: firstly, the position and velocity information of vehicles is collected by the RSU.
Secondly, CS makes the prediction of the channel condition with recursive least squares
(RLS) algorithm [122] and decides the scheduling strategy to select the relay. By using RLS,
channel prediction in a large area can be achieved with comparative low computational
complexity. The CS then calculates SNR with predicted information for transmission
utility estimation. Finally, the node with maximum transmission utility will be selected as
the relay to transmit the current transmission frame.

The characteristics of the aforementioned protocols are summarized in Table 2.5.
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Table 2.5: Prediction-assisted routing protocols

Protocol  Predicted Involved Objects Prediction Method — Achievement
Object
P3R [228] Vehicle Neighbor’s loca- Based on vehicles” Improved perfor-
trajectory tion, direction acceleration; linear mance of PDR and
regression destina- end-to-end delay
tion
MPBRP  Vehicle Neighbor’s fur- Based on accelera- Improved perfor-
[222] trajectory ther intention tion and velocity mance of  PDR,
end-to-end delay, and
average hops
PRHMM  Vehicle Vehicle’s trip se- Hidden Markov Increased PDR and
[220] trajectory quence model decreased delivery de-
lay with lover buffer
occupation
Zhang et Link du- Link duration AdaBoost algo- Prediction accuracy is
al. [230]  ration rithm improved and the cho-
sen of link metrics is
flexible
Alsharif  Link du- Link duration Neural networks controlled the over-
et al. [I1] ration head in prediction
model
Naresh et Link du- Link frailer Newton’s divided Improved QoS by pre-
al. [156]  ration difference interpo- venting link frailer oc-
lation cur
MOCA Channel  Channel quality Based on future Adapted to the chang-
[198] condition  and vehicle’s average  distance ing environment
mobility between  vehicles
and predicted
channel capability
Zeng et Channel  Channel condi- RLS algo- Decreased the com-
al. [227]  condition  tion rithm [122] munication overhead

and improved system
throughput
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Discussion About Prediction-Assisted Routing Protocols

Based on the protocols introduced above, vehicles can utilize neighbors’ future locations or
link quality to select a more stable data transmission route. Awareness of the location or
the channel condition in the short future can reduce the data transmission failure caused
by the high-speed movement of vehicles. Various technologies have been used for accurate
prediction. As one of the most popular novel topics, machine learning is applied for pro-
viding accurate prediction results for vehicles [131,138,217]. With the increased number of
traffic monitoring devices and the advanced wireless communication technologies, collect-
ing vehicular traffic-related data for the corresponding training process of machine learning
technologies is easier nowadays. By taking advantage of the improved computing capacity,
more advanced machine learning technologies are available to achieve an accurate pre-
diction. For example, the authors in [187] proposed a deep reinforcement learning-based
routing method to provide the accurate traffic density result, which can further assist
vehicles in establishing the durable transmission route. In addition to establishing the
transmission route, deep learning can also be used to enhance the safety aspect for vehi-
cles [81,169]. With great development potential, the method to train the model for vehicle
location and link condition prediction with low overhead and high accuracy is worthy of
being considered.

2.2.3 Cross-Layer Routing Protocols

Currently, lots of researches for the data routing process in VNET have been done with
the layered structure. To enhance the data transmission process at each layer, various
methods have been proposed to improve the service provided by different layers.

For example, at the physical (PHY) layer, the cooperative diversity among multiple
channels is utilized to enhance the limited capability of the single-channel transmission.
For the sake of the higher delivery ratio, the message of the source vehicle is transmit-
ted through multiple channels and integrated at the destination. Cooperative multi-
channel transmission methods such as amplify-and-forward (AF) [157], decode-and-forward
(DF) [12], and Multi-Input Multi-Output (MIMO) [11] are presented to increase the data
transmission performance. Moreover, for the medium access control (MAC) layer, nodes’
characters, such as node buffer, can be employed as the routing metric to find the optimal
forwarder of data transmission [233]. Also, service at the MAC layer can assist nodes in
accessing the channel without the congestion, which decreases the waiting time for the
node to transmit the data [131,233].
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However, the layered design is not flexible enough for a highly dynamic wireless net-
work, e.g., the VNET [19]. The blocking between layers can restrict nodes from gathering
comprehensive information about the network. To deal with this problem, the cross-layer
design is proposed [237]. In cross-layer protocols, vehicles can consider information such
as channel quality and buffer vacancy from different layers to make the optimal decision
for the data routing process. In [19], the authors illustrated various routing metrics that
can be gained from different network layers (see Figure. 2.5). The optimal transmission
path will be selected on the basis of the information that comes from three different layers.
Similarly, the authors in [112] indicated that multilevel comprehensive information could
provide support for establishing the vigorous data transmission route in VNETSs.

Network layer

|
o
| : MAC Layer
I
Err:d—to;ethpathl : Selected Node characteristics
characteristics Route/Ho I -
: I /Hop : Physical Layer
! I '
I 1 y | _—
| - I Channel characteristics
1 e Routing . .
- > Decision

Figure 2.5: Various routing metrics from different networks layers

In [154], an enhanced AODV (En-AODV) protocol was proposed to increase the stabil-
ity of the data transmission process in the VNET. En-AODV enhanced the AODV routing
function by considering the PHY metric, namely the link quality, for the routing process
at Network (NET) layer. If the transmission route from the start vehicle to the target
vehicle does not exist, the AODV route discovery procedure will be employed to select the
forwarder with the enhanced routing function. The link quality in the routing function
is evaluated by link lifetime that is estimated according to the PHY information, i.e., re-
ceived signal power and vehicle mobility information. The definition of the link lifetime
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has shown as follows:

47 % Vrv Pr ’

where Pt is the emission signal power and Pr is a defined threshold for the received signal.
Gt represents the gain of the transmitter, and G7r represents the gain of the receiver.
Vrou represents relative velocity between nodes. Also, the authors defined the destination
region to reduce broadcasting overhead during the transmission. The city map is divided
into blocks in terms of postal zones, only the vehicles moving to or nearby the destination
can broadcast the RREQ from the source. Moreover, a route maintenance approach is
designed to recover the link failures caused by vehicles” high-speed movement. If a link
break is detected by periodic hello messages during the estimation lifetime, the involved
forwarders will send RREQ messages to discover an alternative route to repair the broken
link effectively.

tS( A ) Pt « Gt * Gr (2.10)

Furthermore, to establish a route with high stability and the minimum hop counts,
Cross-Layer Autonomous Route Recovery (CLARR) protocol is proposed [189]. The hop
count information from the NET layer and the link lifetime information from the PHY are
considered in CLARR. The route stability can be enhanced by considering link lifetime,
and the transmission delay can be decreased by taking route hop counts into account.
At the route discovery stage, the link lifetime between vehicles is evaluated according to
vehicles’ relative velocity and transmission delay. The link with lower relative velocity
has a longer lifetime. Also, the delay of sending an RREQ packet between two nodes is
calculated. A lower delay can represent a lower relative distance which further represents
the longer lifetime. Each forward’s delay is accumulated during the sending process, and the
destination will select the route with the longest lifetime. Also, to overcome the unexpected
link breaks, a new RREQ packet will be generated for the new field to estimate the link
lifetime.

Moreover, cross-layer design can be combined with the heuristic algorithm, such as
ACO and genetic algorithm, to increase the data transmission performance in the VNET.
For example, in [113], by exploiting ACO, the authors proposed a Selective Cross-layer
based ACO-AODV (SCL-ACO-AODV) approach for satisfying the QoS requirement of
the data transmission. If there is no relay that can connect to the destination directly, the
source vehicle will send the path exploration messages towards to destination and leave
the pheromone on the passed route. This pheromone can be defined by various cross-
layer parameters, including packet loss, delay, signal quality strength, link lifetime, the
throughput of the global route, etc. The optimal route will be selected based on the value
of the pheromone left by ants. After the selection process, the AODV protocol is used
to transmit packets with the selected optimal route. The energy and the distance from a
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Table 2.6: Cross-layer protocols in VNET's

Protocol Used Layer Evaluation Metrics Achievement

En-AODV  PHY and NET  Link lifetime and desti- Improved the stability of

[154] nation region the transmission route

CLARR PHY and NET  Link lifetime and hop Found the stability route

[189] counts with low possible hop

counts

SCL-ACO- Application, The pheromone that Improved routing per-

AODV Transport, can contains packet formance in PDR, delay,

[113] PHY, and MAC loss, delay, signal qual- throughput, and overhead
ity strength, etc. aspects

Liu et al. PHY and MAC Vehicle density, vehicle Increased system through-

velocity, frame length,

put

modulation

forwarder to the end node are considered as the selection metrics to choose the stable next
forwarder along the route.

Also, the authors in [145] presented a high-dimensional cross-layer method for the opti-
mal route selection in terms of the parameters from the MAC layer and the PHY layer. In
the method, a cross-layer system model is defined to formulate parameters from different
layers. To satisfy the QoS requirement, the throughput and BER of the system are con-
sidered. To be more specific, vehicle density, vehicle velocity, and packet frame length are
evaluated to enhance system throughput. Also, the effect of the modulation methods is an-
alyzed for the system BER. The fuzzy measure approach is utilized for the optimal selection
process with this system model. Choquet integral is adopted for parameter classification,
and the genetic algorithm is employed for the optimal calculation. System performance
can be improved by using this optimal selection method. Aforementioned protocols are
concluded in Table 2.6.

Discussion About Cross-Layer Protocols

Vehicles can make a holistic routing decision through cross-layer methods that involve
parameters from multiple layers during the optimal routing process. Based on different
objectives and application scenarios, metrics from different layers can be combined and
adopted to assist the routing procedure in various ways. It is worth studying a more efficient
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combination of multi-layer information to conduct the data forwarding path exploration
in the VNET environment.

In addition to the combination of routing metrics, the effect of the architecture design
in cross-layer methods is also noticeable. As demonstrated in [19], an improper cross-layer
design may cause the disorganization problem, which disturbs the encapsulation of layers.
Designing an adjustive architecture and keeping the layer modularity at the same time is
a significant challenge for the architecture design procedure.

Moreover, cross-layer methods can be used to solve some specific security problems in
VNETs. In [21], the authors proposed a cross-layer scheme for detecting the black hole
attack. The signature key and an improved watchdog technique are used for detection on
different layers. Furthermore, in [174], a cross-layer protocol was presented to detect the
conspire Sybil attack on a large scale. The directional antenna is utilized to verify the
vehicles” presence. Furthermore, the authors in [203] proposed a two-period game-based
protocol to achieve the balance between the security and QoS requirements by utilizing
the cross-layer design concept. With the cross-layer design, more reliable communication
can be realized among vehicles, which leaves a huge room for researchers to continue the
further study of enhancing the data routing performance.

2.2.4 Data Routing Protocols in Vehicular-Cellular Network

With the deployment of cellular network communication technology, there are more al-
ternative ways to realize V2X communication. The combination of the cellular network
and the VNET can be a profitable environment for the further study of data transmission
among vehicles. In this part, we first briefly reviewed the development of the commu-
nication technologies of the cellular network. Then, we introduced a few approaches to
show how to utilize the Vehicular-Cellular Network (VCN) environment to enhance data
transmission performance for vehicles.

The Development of the Communication Technologies of Cellular Networks

Plenty of work has been done to promote the development of wireless communication tech-
nology, such as providing a parallel [23,38,73,71] and distributed [12,70,71,98] simulation
environment for wireless network research [10]. As one of the significant wireless communi-
cation technology, the cellular network extended its capability to cover services from voice
to multimedia in recent decades [32]. Currently, users in the cellular network can obtain
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reliable communication by accessing to the based station in each cell [11,19] with low de-
lay. This improvement of the communication technology in the cellular network provides a
stable and effective way for vehicles to acquire data. In this part, we will briefly introduce
the development of the communication technologies of the cellular network.

The 1rst generation (1G) introduced the conception of the cells into the wireless net-
work. It achieved great commercial success via supporting the voice service. However,
the 1G has limitations in various aspects, e.g., low spectrum utilization, limited service
categories, etc. To further improve the service performance, the 2nd generation (2G) is
launched. 2G adopts digital mobile communication technology to provide better services
in terms of voice service sound quality and communication security. However, with the
development of the internet and multimedia service, basic voice service supported by 2G
can no longer satisfy the requirement of the public. To serve the communication with
multimedia, the 3rd generation (3G) is designed to increase the data transmission speed.
Nevertheless, the data transmission speed of the 3G did not achieve the expectations of
the public. The transition from 3G to the 4th generation (4G), i.e., Long-Term Evolution
(LTE), is proposed to upgrade the transmission speed further [79]. Moreover, based on
the LTE, LTE-Advanced is proposed as the 4G standard to afford the high-speed data
transmission service among devices.

Furthermore, because of the emergence of the Internet of Things, amount of data
generated by the networking of smart devices has exploded. New requirements such as
extreme speed, ultra-low delay, and high reliability are presented for the service of the
cellular network [196]. Through 4G has a relatively high transmission speed than the
previous standards, it is difficult to meet these requirements. The deployment of the Hth
generation (5G) network is necessary. In addition to the Internet of Things, technology
such as the Internet of Everything has stricter requirements of the services provided by
communication technologies. A new stander such as the 6th generation is needed to satisfy
the high requirements proposed by users [125]. The development and application of cellular
network technologies still have a huge room to be studied.

Data Transmission Methods in VCNs

Emerging of advanced communication technologies in cellular networks provides strong
assistance for data transmission and management. For example, the authors in [111] indi-
cate that by adopting 5G, spots data can be well collected from corresponding applications,
which further support the study for spots education. Also, the authors in [170] find out an
appropriate LTE scheduling algorithm that can manage traffic flow information with low
delay. As mentioned before, stable and low-latency characteristics of the cellular network
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can provide a reliable communication way for vehicles to transmit data in VNET. How-
ever, transmitting data only depending on the cellular network may cause a high cost and
excessive occupancy of the backbone resources. Therefore, combining the cellular network
into the VNET suitable to take advantage of its reliability becomes a considerable study
issue. To deal with this issue, various approaches have been proposed to assist the vehicle
in transmitting data under VCN heterogeneous environment.

Transmission gateway selection can be an essential problem in the VCN heterogeneous
environment. For example, in [193], the authors presented a service-aware algorithm for
on-road vehicles selecting their transmission interface, namely, the DSRC interface or LTE
interface to transmit the data packet. According to the QoS of required service, vehicles
can transmit data flexibly by using DSRC or LTE methods. Meanwhile, in [1], vehicles that
follow the 802.11p standard can access the LTE network with the assistance of the vehicle
with heterogeneous interfaces. Moreover, selecting the transmission method based on the
identity of the vehicle, e.g., if as the cluster header, is worthy of being considered. The
authors in the cluster-based approach [1415] defined that the vehicle in the method achieves
intra-cluster communication by DSRC and realizes the inter-cluster communication via
LTE. This method enhances the data transmission performance by increasing the PDR
and decreasing the average latency.

Besides the LTE-VNET environment, a variety of data transmission approaches are
proposed based on the 5G-VNET environment. Take an adaptive cluster-based trans-
mission approach in [104] as an example. In the approach, the base station gathers the
vehicles that have similar signal strength and angle of arrival into a group. IVD is used
for further filtering in the group. The vehicle whose speed is similar to the average speed
will be selected as the CH to take charge of the communication between cluster and base
station. V2I trunk link transmission is adapted based on channel quality, and transmission
power is also adapted to satisfy the required signal to interference plus noise ratio (SINR)
of the channel. Furthermore, the authors in [200] point out that with the support of 5G,
the position of the cluster header can be precisely located with negligible delay. Also, by
accessing the base station of the 5G network, vehicles can transmit the data in a large
area.

According to the protocols we discussed above, taking advantage of the stable and
low-latency feature of the cellular network in VNET can assist vehicles in their data trans-
mission process. The utilization of the VCNs environment to enhance data transmission
performance is worth to be considered. How to use two kinds of resources in VCNs to
figure out the optimal transmission route can be a crucial issue in further study.
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2.3 Improved Data Transmission Protocols with New
Technologies

In order to look forward to the future development of data transmission in VNETS, the
assistance of the latest technologies can be considered. Combining emerging technolo-
gies with conventional data transmission methods can enhance transmission performance
in various aspects. In this part, we discussed the usage of two latest technologies, i.e.,
Software-Defined Networking (SDN) and cloud computing, to enhance the data transmis-
sion performance in VNETSs. The separated design of the control plane and the data plane
allows SDN to gather information from various source [221], which can assist the informa-
tion gathering process for the traffic-aware data routing protocol. On the other side, cloud
computing technology can provide sufficient computing resources for data calculation and
data storage during the transmission process [65]. Also, it can be considered to enhance
the security of the data transmission process [192]. More details of the aforementioned
methods will be introduced in the rest part of this section.

2.3.1 Data Routing Protocols in SDN-Based VNET

With the increasing demand from the public, a variety of applications and technologies
have been released for VNETSs. However, the increasing number of applications has di-
rectly led to a significant increase in the amount of the transmitted data in the vehicle
network, making its cost management challenging. Due to the tightly coupled control
feature, employing new hardware or technologies in the conventional VNET will cause
enormous management cost [30].

To meet this challenge, SDN, as a novel decoupling architecture that has been grad-
ually used in traditional data communication networks in recent years to allow users to
participate in network control procedures through software programming, is regarded as
a potential solution [25]. Briefly, SDN divided the network into two portions: the control
plane and the data plane. Interface such as OpenFlow has been used in charge of the in-
teraction between two planes. Meanwhile, SDN sets a controller for network infrastructure
to achieve logically centralized control. Users can control the network by access to the
controller. In this way, the management cost for lots of independent decentralized network
devices can be avoided, which simplifies the network model and increases the flexibility of
the network. Based on this character, SDN is appropriate to satisfy the requirement of
increasing numbers of applications in VNETS.
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Figure 2.6: Integrating SDN into the VNET
Apparently, SDN can be used to enhance the flexibility of the VNET [221]. The sepa-

rated data planes and the centralized control center mode of the SDN allow devices that
adopt different communication protocols to merge into the network through a standard
access interface [221]. Aggregated information can enable effective network management
in the VNET [25]. Various researches have been done for integrating SDN into the VNET.
The general architecture of the SDN-Based VNET (SDVN) is shown in Figure. 2.6. In the
SDVN architecture, the SDN controller can be set in the cloud server is used to merge the
information and provide a global view of the network [159]. The controllers of the roadside
infrastructure, such as RSU and base station, are employed as local controllers to enable
effective communication between the SDN controller and vehicles. As the mobile network
devices in the SDN network, the vehicles in SDVN provide information for the SDN con-
troller by accessing the roadside infrastructure. Depending on the sufficient computing
capability of the roadside infrastructure and cloud, applying the SDN in the VNET can
enhance transmission performance in a variety of aspects. In the following, we will discuss
a few SVDN protocols with more detail to introduce the features of them. Corresponding
information is summarized in Table 2.7.

In [126], an SDN-based geographic routing (SDGR) protocol is proposed for achieving
global optimization during the data routing procedure. SDN central controller provides
a global view to assist the optimal route selection. Two main algorithms are proposed
to enhance route selection and packet forwarding. In the network, vehicles update their
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mobility state (i.e., the location and speed) to the server via RSUs periodically. In the
route selection phase, both the digital map and the global information from the server are
considered. Metrics, namely the segment traffic density D, and the segment length L, are
used as the weight for segments:

Weights = af (Lg) +

, (2.11)
9(Ds)
where o and ( are constant parameters. Dijkstra’s algorithm is adopted to calculate
the optimal transmission path. Also, if the calculation result is not unique, the density
deviation of the route will be evaluated. The path has the lowest density deviation will be
selected as the optimal one.

.y 1
Deviation, = \/E Z(Dm — Dyyg)?, (2.12)

where Dpg; is the density of the ith segment on the calculated route and D,y = NLS > Dg;.
After the selection, the route will be added to the packet header for further forwarding
selection. Based on the mobility information in the hello packets, two modes are used for
packet forwarding, i.e., the junction mode and the forthright mode. The junction mode
will be adopted when vehicles arrive at the intersection area. In the junction mode, the
occupancy of the vehicle buffer is considered, which means that the node whose buffer has
lower occupancy will be selected. On the other side, the forthright mode will be adopted
when vehicles are outside the intersection area. In the forthright mode, the neighbor node
that is closest to the target and has the same direction as the sender will be selected as
the forwarder.

The authors in [240] proposed an SDN-based routing protocol to decrease the delay
and overhead of the data transmission. In the article, an internet-connected remote cen-
tral controller is set as the routing server to provide global network information for vehicles.
Vehicles exchange messages with the routing server via the base station. WiMax is adopted
for V2I communications, and WiFi is used to achieve V2V communications. A centralized
routing protocol (CRP) is proposed for the vehicles’ routing procedure. In CRP, vehicles
update position and speed to the server periodically. When the vehicle cannot find a route
in the routing table to transmit the data to the destination, it will query the transmission
route from the server. The server then calculates the optimal route via the shortest path
algorithm. The minimum optimistic time (MOT) that is evaluated according to the vehi-
cle’s direction and location is used as the weight of the shortest path algorithm. Selecting
the transmission route based on MOT can decrease the transmission delay. The overhead
of the network is low because the information exchange among vehicles can be avoided.
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Similarly, in [2], the authors proposed a two-level SDN-based approach to implement the
data routing process of vehicles with low overhead. Meanwhile, in this work, the cellular
network technology is considered for the control packet transmission between the SDN
controller and vehicles to reduce the corresponding data forwarding latency. And WiFi
takes responsibility for the V2I communications. In this approach, vehicles update their
information (e.g., speed, location, and direction) to the edge controllers of the SDN via
gateway nodes which can be the on-road infrastructure or the vehicle at the intersection.
On the basis of the information collected from vehicles, the SDN controller can provide the
shortest route consisting of the segments whose traffic density is from 25% to 80% and be
figured out according to vehicles’ relative velocity and route’s hop count.

In addition to the utilization of the central controller, distributed local controllers
(LCs) can be used to support vehicles in solving the data routing problem. In SDN-based
Vehicle Ad-hoc On-demand Routing Protocol (SVAO) [102], the roadside units located at
each intersection act as the LCs. LC takes charge of collecting the information from the
hello messages exchanged among vehicles and calculating the optimal route. A two-level
structure is designed in SVAO for packet delivery, i.e., the global level and the local level.
On the global level, LCs use a hierarchical query scheme to find the destination’s location,
two levels of detail information are collected: the detailed level and the wide level. The LC
for detailed level keeps collecting all detailed information about the vehicle in its range.
The LC for wide level is in charge of collecting the ID of each L.LC and corresponding vehicle.
Destination will be firstly searched based on ID, and then its further information can be
obtained from the LCs who collected the detailed information. After the search phase,
an improved AODV method with a limited RREQ broadcast range is used to select the
optimal route based on the number of involved LC (i.e., LC hop counts). If the LC hop
counts are the same, link stability is considered for the optimal selection. On the local
level, LC will predict the topology change of the segment according to the information
collected from vehicles. Based on the prediction result, the Bellman-Ford algorithm [$2] is
used to find out the forwarders between two LCs.

As previously mentioned, the roadside infrastructure is in charge of collecting vehicles’
traffic information for the controller. Areas not covered by roadside infrastructure, i.e.,
the communication coverage holes, will affect the information collection procedure in the
SDVN. To deal with this problem, the authors in [160] presented an intersection-based
routing protocol called SFIR to overcome the communication coverage holes.

In SFIR, the RSU or other designated internet-enabled computing devices (e.g., the fog
node mentioned in [28]) located at the junction will be treated as the fog node. The fog
node located at each junction serves as the sub-controller to collect the information from
vehicles and grade the connected segment on the basis of its traffic density and the Euclid
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Table 2.7: Data transmission protocols in SDVNs

Protocol Communication Main Purpose Routing Method
Technology

SDGR  IEEE 802.11p  Overcome local maxi- Selecting forwarders based on
[126] mum and sparse connec- vehicle’s mobility information

tion problem and buffer
Zhu et WiFi and Decrease the delay and calculating the route according
al. [210]  WiMax overhead to the MOT.
SD-IoV  Cellular  net- Reduced overhead calculating the shortest route ac-
[2] work and WiFi cording to vehicles’ relative ve-

locity and route’s hop count and
the segments’ traffic density
SVAO - Achieve stable commu- Using the global level mode to
[102] nication select the transmission route and
the local level mode to select for-
warders on the route
SFIR IEEE 802.11p  Deal with communica- Calculating the optimal route
[160] tion coverage holes via Dijkstra’s algorithm; Select-
ing forwarders based on vehicle’s
buffer and distance

distance to the destination. After the grading, the score of each connected segment will
be sent to the SDN center controller. According to the score from sub-controllers and the
digital map, the SDN controller can calculate the weight of each segment. The controller
then utilizes Dijkstra’s algorithm to compute the optimal route to the destination based
on the weight of segments. Also, on-road vehicles can share traffic information with their
neighbors by exchanging the hello message. The vehicle whose buffer capability is under
the threshold and closer to the destination intersection will be selected as the forwarder to
deliver the packets.

Discussion About SDVN Protocols
Because of the separated design of the control plane and the data plane, SDVN has the

ability to support the network devices from different providers. It can gather and share
information from various sources through a central control plane, thereby further realizing
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the information management of the whole network. Accordingly, by taking advantage of
this feature of SDVN, some recently proposed approaches considered the heterogeneous
network environment. For instance, in [164], the authors proposed an SDN-based path
planning method that involves both unmanned aerial vehicles and VNETs.

Additionally, the logical centralization character of the SDVN can enhance the perfor-
mance of data transmission by providing a global view to support vehicles in route selection.
With the information that comes from multiple sources, the local maximum selection can
be avoided. To take full advantage of the information gathered at the central controller,
SVDN protocols can be combined with the traffic-aware protocol. Both the traffic informa-
tion (e.g., the traffic density and mobility information) and the link condition of vehicles
can be considered as metrics to find out the optimal route during the routing process.

2.3.2 Data Routing Protocols in Cloud Computing-Assisted Ve-
hicular Networks

Due to the dramatic increase of traffic-related applications, data required to be processed
are exponentially increasing in the VNET. According to this condition, cloud computing, a
powerful data computing technology, is considered to support the vehicle in data processing.

Vehicular Cloud Computing (VCC) is enabled based on the development of cloud com-
puting and VNETs. The evolution towards VCC has been discussed in [68] and shown
in Figure. 2.7. Cloud computing has been developed as a powerful computing resource
to support the processing of rapidly increasing data. End-users can connect to a data
center via the internet for data management or computation, which extends the limited
storage and computing ability of local devices. Based on cloud computing technology and
the increasing number of mobile devices, Mobile Cloud Computing (MCC) is proposed to
support mobile devices using cloud resources to store and compute data. Also, the Mobile
Edge Computing (MEC) method is presented for distributing accessing the network ser-
vice at the edge of the network. Meanwhile, because of the similarity between the mobile
devices in MCC and the on-road vehicles in VNETs, VCC emerged from the MCC [68].
VCC provides vehicles an effective way to process and transmit data by allowing vehicles to
access the cloud via the internet in VNETSs. In this section, we will discuss the data trans-
mission approaches which utilized cloud computing to improve the performance in data
routing, data dissemination, and secure transmission, respectively. The main characteristic
of aforementioned protocols are summarized the in Table 2.8.

To use the cloud resources to enhance the data transmission performance in VNETSs,
the RVCloud protocol is proposed in [26]. In the RVCloud protocol, when the vehicle
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passes an intersection, it will update a beacon message to the cloud via the nearby RSU.
This beacon message contains both the vehicle’s traffic information (e.g., location, speed,
destination) and the IDs of the RSUs located at the endpoints of the vehicle’s current
segment. Based on gathered vehicle information, the cloud can obtain a global view of
the network. For data transmission between the start vehicle and the target vehicle, the
start first sends the message towards the vehicle that is closer to the RSU, in its moving
direction. By receiving this message, the RSU, will request the target’s location and the
optimal target RSU, from the cloud to deliver the message. To figure out the optimal
target RSU,, the cloud firstly finds out the position of the target vehicle and the road
it is traveling on. Then the RSUs (i.e., RSUy and RSU) at the endpoints of the road
can be found. The assumption routes from the RSU, to the target via RSU,; and RSUp
are calculated separately. The corresponding expected transmission delay of the routes is
evaluated based on transmission delay, propagation delay, queuing and processing delay,
as well as the possible carrying delay. In terms of the delay, the optimal RSU, can be
chosen from the RSUy; and RSUy,. The message will be delivered to the RSU, by internet
equipment and be further transmitted to the target vehicle.

In addition to solving the data routing problem, VCC can also support the data dis-
semination process in VNETSs. Information related to safety needs to be forwarded im-
mediately to on-road vehicles. In [140], the authors presented the Cloud-assisted Message
Downlink dissemination Scheme (CMDS) that can achieve rapid message dissemination in
the VANET-Cellular heterogeneous network with assistance from the cloud. In CMDS,
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the authors assumed that the bus from the public transportation system could act as the
mobile gateway for vehicles. It can access the heterogeneous network via the base station.
Buses register themselves to the cloud and update traffic information (e.g., location, access
delay, and bandwidth) to the cloud and their neighbor vehicles periodically. Two steps are
contained in the CMDS: the gateways selection and the data dissemination. The segments
intersecting with the accident segment are considered as the target area. After finding
the target area, the cloud selects gateways for each segment in the target area based on
the vehicle’s condition, i.e., traffic distribution and transmission range of vehicles. Then
selected gateways will receive the message from the cloud and broadcast it for vehicles.

Moreover, the security of data transmission in VNETSs can be improved by using
cloud computing technologies. A novel security MEC architecture is proposed in [235].
Blockchain and edge computing are adopted for secure transmission in VNETs. The
blockchain is a considerable method to ensure security in networks because it can save
data as a traceable chain via cryptography and hash functions. It also can keep data
consistent with a consensus protocol. However, the local computation ability of vehicles
cannot satisfy the required computation of blockchain technology. To solve this problem,
edge computing is utilized. A three-layer architecture is designed in the article: the per-
ception layer that contains vehicles and RSU for wallet and network routing, the edge
computing layer for intensive computation, and the service layer that consists of the cloud
server and blockchain for data storage.

Besides the centralized cloud services, a group of interconnected vehicles can also form
a cloudlet to perform some computing tasks. The authors in [130] presented a protocol
to ensure the security of sharable cloud communication. In this protocol, sharable clouds
are in charge of the computing of transmission routes and intricate tasks for vehicles.
To ensure the security for messages shared by clouds, Group Signature (GS) and Non-
transitive Proxy Re-encryption (PRE) are used. Bilinear pairing is employed to achieve
the GS scheme for group members. Non-transitive PRE allows the authorized object
to decrypt the re-encrypted messages. The communication procedure can be concluded
in the following phases: At the initialization phase, the cloud generates the keys and GS.
Vehicles send requests to the cloud for registering as group members and obtaining a unique
anonymous credential from the cloud. Before sending a message, the vehicle in the group
will send an encrypted routing request to the traffic server for the optimal transmission
route. The traffic server then verifies whether the requested vehicle is valid by its GS. If
the vehicle is from a valid group, the traffic server calculates the route and encrypts the
reply message for the requested vehicle. The message will be signed, encrypted by the
sender, and re-encrypted by the cloud. The receiver can decrypt the message with the
technologies mentioned above.
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Table 2.8: Data transmission protocols in cloud computing-aassisted VNET's

Protocol Access Method ~ Main Purpose Used Method

RVCloud [26] RSU Decrease forwarding selecting the optimal
delay and link break  destination RSU by

cloud

CMDS [116] mobile gateways Achieve rapid data Cloud selecting gate-
dissemination ways by cloud

Zhang et al. RSU Achieve security data Blockchain

[235] transmission

Kanchan et Vehicles in same Security communi- GS and PRE

al. [130] group cation for sharable
clouds

Zhang et al. Adjacent vehi- Integrate vehicle re- Pseudonyms and

[231] cles form VC source and share infor- DIBAAGKA

mation safely

Furthermore, the [231] introduces a scheme designed as a secure and privacy-preserving
way for Vehicular cloud (VC) establishment and communication. In this scheme, adja-
cent vehicles can form a VC to share resources anonymously and securely. The vehicles’
pseudonyms are used as the public key and further generate the private key via a trusted
institution. With the public and private key, dynamic identity based authenticated asym-
metric group key agreement (DIBAAGKA) [232] are adopted for vehicles in a VC for
sharing the data securely. Moreover, three data sharing modes are designed based on the
distance from the user to VC: the internal usage mode is used by the user in VC, the
close-in usage mode is for users around VC, and the remote usage mode responsible for
remote users.

Discussion about cloud computing-assisted protocols

Cloud computing provides sufficient computing resources to support the data transmission
process in VNETs. Various architectures have been designed to apply cloud computing
in the VNET [13,27,191]. Cooperation among each part of the architecture is important.
How to design an architecture that takes full use of the capability of infrastructure and
vehicles is a considerable topic.

Besides the MCC and MEC, technologies such as fog computing can also implement
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distributed computation in the VNET. Fog computing has the capability to collect and
process a mass of data in real-time. The protocol such as [194] introduced a cooperative
method that utilized fog computing to process the big data of the internet. The author
in [161] proposed a switchable approach to enhance the data transmission performance
between vehicles in which fog nodes are in charge of local computing of the network. Also,
the approach in [158] implemented traffic management in shot delay with the assistance of
fog computing.

Meanwhile, various researches have been done to enhance fog computing performance in
the VNET environment. For example, the authors in [231] presented a resource scheduler
scheme to decrease the energy consumption of the fog center in an adaptive way. Also,
in [123] the authors proposed an offloading scheme to decrease the energy consumption and
delay for nodes in the vehicular fog computing environment. More improvement aspects
can be considered in the future.

2.4 Summary

In the VNET, effective data transmission among vehicles faces a variety of challenges, e.g.,
instability topology, unevenly distributed forwarders, and limited bandwidth. To face this
challenging condition, various routing protocols have been proposed. In this chapter, we
briefly introduced the development of the data routing protocols in VNET by summarizing
conventional data routing protocols and state-of-the-art approaches.

According to the protocols we introduced, traffic information such as traffic density
and link condition of the system can affect the data delivery performance among vehicles.
Because of the dual identities of the vehicle, a road segment with high traffic density may
cause channel congestion while providing sufficient transmission resources. Finding the
balance to use the traffic density in the data routing process is essential to enhance data
delivery performance. Meanwhile, for more robust inter-vehicle communication, link con-
dition between vehicles can be considered when selecting the next forwarder for a vehicle.
Moreover, setting the backup solution to recover the transmission route is also significant
in instability VNET.

On the other hand, with the development of communication technologies in VNETS,
V2X communication can be implemented effectively, which provides opportunities to en-
hance data transmission performance among vehicles. Communication standard such as
DSRC provides expense-free communication among vehicles, while communication via cel-
lular networks (e.g., LTE and 5G) can achieve higher stability. However, due to the

48



commercial nature of the cellular network, relying on it entirely to implement V2X com-
munication will significantly increase the corresponding application cost. Meanwhile, due
to the increasing amount of transmission data in VNET, the cellular network-based trans-
mission will occupy the backbone resources to a large extent, which may further affect
other cellular network applications. Researches about using different communication tech-
nologies concurrently in VNET are valuable to be done. Currently, heterogeneous vehicular
networking such as LTE-VNET is presented for vehicles to realize V2X communication.
For example, in [1 7], a multitier LTE-VNET architecture is proposed to combine the DSRC
and the LTE. Also, a distributed clustering algorithm is adopted in [207] for the forwarder
selection in LTE-VNET. Furthermore, the utilization of 5G technology in VNETSs has ob-
tained lots of attention recently. To merge the cellular networks with the conventional
VNET, the authors in [211] presented an energy sensing-based spectrum sharing approach
to support 5G users in accessing unlicensed channels.

Accordingly, we designed a novel traffic-aware data routing protocol that considered
road traffic density and the link condition between vehicles in the VCN environment to
enhance the performance of data transmission. Detailed work will be introduced as follows.
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Chapter 3

CRTAR: A Novel Traffic Aware Data
Routing Protocol

In this chapter, we propose a Cellular network-assisted Reliable TAR protocol (CRTAR)
that takes advantage of the reliable feature of the cellular network to enhance the data
routing performance for vehicles in the CVN environment. To implement the CVN envi-
ronment, In CRTAR, we assume that a CCS supported by the remote data center of the
traffic agency can provide city-wide real-time traffic information to vehicles. We utilize the
cellular network to implement the V2I communication for exchanging the small size request
message such as real-time traffic information and adopt DSRC to realize the V2V com-
munication for transmitting the data packet (e.g., data from multimedia service [50, 183])
to reduce the dependency on backbone resources. Vehicles can request real-time traffic
information, namely, the traffic density and data transmission density of the system, via
the cellular system to obtain a global view for the data routing process with low latency.
According to the real-time traffic information, a data transmitting route with relatively
high transmission resources and low congestion can be calculated by the sender. More-
over, to further improve the reliability of the data delivery process, an improved greedy
manner that considers the link condition among vehicles is employed to assist data trans-
mitting along the calculated transmitting route. Furthermore, robust backup and recovery
strategies are presented to reduce the effect of unexpected transmission failures. With the
assistance of traffic information and recovery solutions, a stable and effective transmitting
procedure can be achieved.
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3.1 System Model and Assumptions

In this section, we introduce the communication structure by discussing the main com-
ponents of our proposed system. To realize the aforementioned process in our proposed
protocol, the cooperation of three participants components, i.e., cloud service provider,
CVN system, and on-road vehicles, is essential. The function and corresponding assump-
tions are discussed in detail as follows.

Cloud Computing Service Provider

On the basis of the traffic monitor infrastructures (e.g., RSUs and Induction Loops),
city-wide real-time traffic information can be collected by the traffic management agency.
Meanwhile, according to the computing and storage capability of the cloud service, a large
number of data can be managed well through the cloud service. Hence, we assume a CCS
supported by the data center of the traffic management agency to realize the real-time
traffic condition monitoring of the system and provide information to vehicles. The com-
munication between the CCS and vehicles can be implemented via the communication
architecture discussed in [(8].

Network Model

Due to the highly-speed movement of vehicles, wireless communication technology such as
DSRC may not provide a reliable connection to CCS in VNET [3]. On the contrary, cellular
communication-based methods such as LTE can reliably connect with the devices in a large
range area with low latency [115] to support the data delivery process. Nevertheless, the
commercial feature of the cellular network may cause a high cost if users rely on it alone
to transmit a large amount of data. However, due to the commercial characteristics of
cellular networks, if users rely solely on cellular networks to transmit large amounts of
data, high costs may be incurred. Moreover, the usage of the cellular network will occupy
the backbone resources. Transmitting a mass of data via the cellular network will cause
a high workload for the backbone network, which may further affect the performance of
other applications that rely on the backbone network. Bsed on the reason above, the CVN
environment is worthy of being considered.

The communication in the CVN environment we assumed can be illustrated by Fig-
ure 3.1. As mentioned before, we implement the V2I and V2V based on the cellular network
and VNET separately in CVN. The base station of the cellular network can cover a large
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area and provide reliable communication with negligible latency, as shown by the blue
circle and dotted arrow. And the black dotted arrow represents the V2V communication
in vehicles’ transmission range (the orange circle). Vehicles can request traffic information
and target vehicle information from the CCS via the cellular network and then deliver the
data packet by forwarders by V2V communication.

V2V communication

P V21 communication

Figure 3.1: Communication in VCNs

On-road Vehicle

Based on the development of onboard hardware devices, on the opposite of the traditional
sensor node that has limited capability [72,151], the vehicle can obtain adequate capacity
for computing and storing the data via its engine and onboard chipsets such as CPU and
GPU. Meanwhile, unlike conventional wireless networks that utilize localization systems
to collect geographical information [17,57,58,60,99,162], we assume that all the on-road

52



vehicles are equipped with a navigation system that can provide the city map and onboard
sensors that can support self-positioning [7,67]. Different from the conventional battery-
powered mobile devices such as unmanned aerial vehicles and underwater sensors [35, 40,
, 75,86, 88,90], on-road vehicles have sufficient energy for themselves and their onboard
digital devices. Hence, in the proposed method, we exclude the energy constraint issue [34,
,18,62,186,209,210,212] in conventional wireless networks. Moreover, we assume that on-

road vehicles are equipped with multiple communication interfaces to access both cellular
networks and VNETSs.

3.2 Methodology

The methodology of the proposed CRTAR protocol is discussed as follows. The general
procedure of CRTAR is firstly overviewed, and the detailed design of each part in the
proposed method is introduced separately.

3.2.1 General Procedure of CRTAR Approach

In this section, we introduce the general procedure of our proposed method. According
to Figure. 3.2, the general procedure is consists of two main parts. The flow on the right
part illustrates the process of the optimal data forwarding route calculation and data
forwarding, and the left part surrounded by a dotted line displays the recovery strategies
we present for maintaining the data forwarding procedure. The main steps of the general
procedure in CRTAR are explained in the following:

1. The calculation for the data forwarding route starts with the request message sent
by the source vehicle. The source vehicle will request the optimal data forwarding route
and the target’s geographical information from the CCS.

2. After receiving the request message from the source vehicle, the CCS takes charge
of calculating the optimal data forwarding route via our proposed method in a searching
area.

3. The source vehicle then receives the optimal transmitting route and the geographical
information of the target vehicle from CCS via the cellular network.

4. The source vehicle transmits data packets to the target vehicle along the received
optimal route in an improved greedy forwarding manner.
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5. Moreover, to deal with potential communication failures and recover the transmission
route timely, we designed two maintenance schemes for local recovery and global recovery.
Briefly, the local recovery scheme is designed to solve transmission failures locally with-
out sending a new request for CCS. The global recovery scheme is designed to overcome
transmission failures by obtaining the recalculated transmission route from CCS.

In the rest parts of this section, the optimal data forwarding route derivation and the
route maintenance schemes will be discussed in detail, respectively.

3.2.2 Route Calculation and Data Forwarding

In this part, we first introduce the communication procedure between the vehicle and
the cellular network base station to expatiate how the source vehicle obtains the request
information for CCS. Then, we discussed two main steps for forwarding data packets with
the optimal route: the optimal forwarding route selection phase and the data forwarding
phase. The optimal forwarding route selection phase can be achieved with two steps:
information collection and the optimal data forwarding route derivation. Firstly, we will
introduce the information collection procedure as follows.

Information Collection Procedure

We illustrate the information collection procedure in the system by Figure. 3.3. In the fig-
ure, the source vehicle can obtain the required information from CCS through the following
steps:

1. The source vehicle sends a request message to CCS via the cellular network to acquire
the optimal transmission route to the target vehicle and the geographic information of
the target vehicle. Meanwhile, the source vehicle uploads its geographic information

to CCS.

2. According to the target vehicle ID contained in the request message sent by the
source vehicle, CCS sends a request message to the target vehicle through the cellular
network to obtain the geographic information of the target vehicle.

3. After receiving the geographic information request message, the target vehicle up-
loads its geographical information to the CCS. Based on the geographical information
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Figure 3.3: Information collection procedure

of the target vehicle and the source vehicle, CCS will collect the traffic condition in-
formation in a corresponding searching area and use it to calculate the optimal data
forwarding route.

Figure. 3.4 illustrated the definition of the searching area in our method. According to
the uploaded geographic information, i.e., the vehicle’s location and driving direction,
CCS can figure out which endpoint of the current road segment the vehicle will arrive
at. This endpoint of the road is then considered to be the farthest point of the vehicle.
This endpoint of the road is then considered to be the farthest point of the vehicle.
The smallest rectangle area that can cover the farthest endpoints of the source vehicle
and the target vehicle is regarded as the searching area, as the R1 and R2 area showed
in Figure. 3.4.
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Figure 3.4: Definition of the searching region

4. After calculating the optimal data forwarding route, CCS sends the calculation result
and target vehicle’s information back to the source vehicle via the cellular network.

The Optimal Forwarding Route Selection Procedure

In this section, we will discuss the detailed optimal route selection procedure executed by
the CCS. To figure out the optimal transmission route, two main factors are considered in
this article, i.e., the road traffic density and the data transmission density.

The traffic density of the road segment indicates the number of available forwarders on
The traffic density of the road segment indicates the number of available forwarders on the
road segment. In [202], the number of vehicles on the segment is used to evaluate the route
connectivity for data delivery (i.e., the capability of a route to transmit the data packet
successfully). Meanwhile, according to [201], the segment with higher traffic density can
provide vehicles with more possible transmission resources to achieve relabel transmission.
Choosing the segment with higher density has become one of the considerations during the
optimal route selection process [10].
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However, when the number of vehicles increases, data transmitting request increases
simultaneously, which can cause the packets collision and decrease the packet delivery
ratio [135]. Meanwhile, the vehicle on the higher traffic density segments can be overloaded
and cause more transmission delay due to being selected to deliver data frequently [133].
To avoid potential channel congestion, protocols such as [173] prefer to choose the routing
segment with low traffic density. Based on the analysis above, finding the balance between
available transmission resources and on-road vehicle’s workload is an essential issue that
can affect the transmission performance of the vehicles. In our proposed method, we
considered traffic density and data transmission density of the road segment by evaluating
the weight of a road segment based on the aforementioned parameters. Based on the weight
and the optimal route selection algorithm, a robust data forwarding route can be figured
out.

To be specific, in the proposed method, the unique ID such as ID; is assigned to the
corresponding road segment i. Because we adopt an improved shortest path algorithm to
calculate the optimal transmission route, the road with lower weight will be preferentially
selected, we defined the weight of each road segment as shown in Eq. (3.1):

distance B NSelected

Weight = a , (3.1)

Nvehicles Nvehicles

where Nyepicies Tepresents the total number of vehicles on the segment. Ngejeereq T€presents
the number of times that a segment is selected as a component of the optimal path at the
moment. « and 3 are algorithm parameters and a4 g = 1.

The parameter ]C\l[;;tfg;lgg estimates the number of vehicles per meter of a segment, which
can be considered as the traffic density of the road segment. By using the value of available
transmission resources (i.e., the total number of vehicles) dividing the selected frequency
of a road segment, i.e., the parameter m, data transmission density of a road segment
can be indicated. When the transmission resources on the road are fixed, the road being
selected to transmit data more times will have a higher workload. Because the CCS is
responsible for calculating the optimal route of vehicles, it can obtain information about
the optimal route of all vehicles, which allows CCS to count how many times a certain
road segment is selected to take charge of data delivery currently. With the defined weight
above, the segments with relatively high traffic density and relatively low data transmission

density can be represented.

To figure out a route consisting of relatively high weight as the optimal transmission
route, an algorithm inspired by Dijkstra’s algorithm is being adopted based on the weight
we defined above to calculate the optimal route consisting of road segments.
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The algorithm 3.1 is shown as follows. In the algorithm, all the routes with the optimal
weight will be calculated without changing the time complexity of the algorithm. On the
basis of Dijkstra’s algorithm, the route with the lowest weight will be selected. If more
than one route is figured out, one of them will be the optimal route, and the other routes
will be the backup route. The utilization of the backup route will be further discussed in
the route maintenance section.

With the proposed algorithm and defined weight, the route consist of the segments
with relatively high traffic density and relatively low data transmission density can be
found. As mentioned before, relatively high traffic density can support vehicles with higher
transmission resources and then reveal higher connectivity capability to deliver the data
packets. For example, if a 100 meters segment only has one vehicle on it, the transmission
capability of the segment is limited. On the other hand, the lower data transmission
rate can decrease the channel congestion probability during the packet delivery process.
Moreover, by considering data transmission density, the transmission resource on each
segment can be utilized more evenly. For instance, if a segment whose traffic density is
equal to 0.5 but has been selected sixty times, though the traffic density is high, the actual
transmission ability of this segment may be lower than the segment whose traffic density
is 0.25 but has been selected once time.

Improved Greedy Manner

After the optimal data forwarding route selection, the calculated optimal route will be sent
back to the source vehicle in a list form, i.e., the List of Forwarding Road (LFR). Based on
the received LFR from CCS, the source vehicle will transmit the data packet that contains
source id, destination id, LFR, and data along the optimal route. Hence, the derived
optimal route can assist the source vehicle in establishing a reliable transmission link to
the target vehicle in the appropriate forwarding direction via the constraint of the road
segment. In addition to following the optimal data forwarding route, choosing appropriate
forwarders is also important during the data transmission process.

According to [216], link lifetime between vehicles plays a significant role in achieving
stable multi-hop data transmission. To increase the stability of the transmission link, we
considered the link lifetime during the forwarder selection process. In CRTAR, we improved
the greedy manner by a simple link lifetime evaluation method to establish the effective
and stable transmission link between the source and the target for the packet delivery along
with the selected optimal segments. Various methods are presented to evaluate the link
lifetime between vehicles based on vehicles’ location, speed, and direction [15, , 178].
According to the vehicle’s moving direction, two main kinds of cases are considered in our
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Algorithm 3.1 The Proposed Algorithm Inspired by Dijkstra’s Algorithm

Input: Map and its corresponding weight in searching area.
Output: Result of the segments of the optimal route.
distance[i]=The weight from the start node to i node
Npin=The node with minimum distance
visit[i] = If the node i is visited
tabli][jjJ=The weight from node i to node j
Mapli][i+1] =A segment from node i to node i+1

Initialize the Mapli][i+1] with defined weight
visit[start] = true

for each i € [0,n) do
min = INF
for each j € [1,n) do
if j is not visited && distance[j] < min then
mindistance = distancelj|
end if
VISit[Nppin| = true
end for
for each k € [0,n) do
if £ is not visited then
if distancelk] = distance[Npin] + tab[Npin)[k] then
Add N, to Prepoints[k]
else
if distancelk] > distance[Npn) + tab[Npin)[k] then
distance|k] = distance|Npn| + tab[Npin][K]
Prepoints[k|.clear()
Add Ny, to Prepoints[k]
end if
end if
end if
end for
end for
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method, i.e., the sender and target have the same direction, and the sender and target
have the opposite direction. We consider the moving direction of vehicles but ignore the
angle between two vehicles’ velocities because the road width is limited. The equation for
link lifetime calculation is shown as follows:

Let D represent the distance between vehicles, and R represents the transmission range
of the vehicle. Four main cases can be introduced based on the driving direction and speed
of the start vehicle and the target vehicle. Detailed discussion is shown as follows.

When the sender V; and the receiver V, have the same direction:

If the speed of Vj is slower than the V.
R—D

Ty = —H— 3.2
S-S (3.2)
else if V; is faster than V,: RriD
+
T, = —— 3.3
S-S (3.3)
When V; and V, have the opposite direction:
If V; and V, are approaching each other:
R+ D
T, =——— 3.4
|Ss + S (3:4)
Else if V; and V,. are leaving each other:
R—D
T=—"—_ 3.5
TS+ S (3:5)

In the article, we designed a forwarder selection mode to apply the link lifetime es-
timation to assist reliable forwarder selection. The performance of both modes will be
evaluated and analyzed in the simulation experiments section. Design details are discussed
as follows.

Neighbor list-assisted forwarder selection To find a reliable forwarder in the sender’s
one-hop neighbor range, we proposed a neighbor list-assisted forwarder selecting mode. In
this mode, a vehicle can obtain its neighbors’ location and speed information by exchanging
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Hello packets with one-hop neighbors in the predefined interval. The content of the Hello
packets is introduced as follows.

The ID is the identity of the current vehicle and is defined in the first field. The second
field represents the vehicle’s velocity when the data packet is generated. The third and
fourth fields stand for the X, Y coordinate of the vehicle’s location, respectively. With
the assistance of the location, the distance between vehicles can be figured out. Based
on received hello packets, a neighbor list that estimated the number of neighbors and
stored neighbors’ corresponding conditions could be created locally by each vehicle. If the
neighbors’ number is over 1, the link lifetime of each neighbor will be evaluated by the
current sender, and the neighbor with the longest link lifetime will be chosen as the next
forwarder. Otherwise, if the neighbors’ number equals 1, the sender will forward packets
without evaluating the link lifetime. Meanwhile, to prevent the repeated transmission of
the same packet. The packet with the same ID will be discarded automatically.

3.2.3 Route Maintenance

In addition to the selecting process of the data forwarding route, the maintenance of the
route is also significant. Unexpected link failures can be caused by various reasons in
lower layers of the protocol stack during the communication process among vehicles. For
instance, packet congestion may happen at the transport layer due to the limited buffer
of the forwarders, the bit error occurs at the MAC layer during the transmission process,
and channel congestion happens at the physical layer. To mitigate the effect of unexpected
link failure and recover the transmission route effectively, we designed recovery strategies
in the local and global range of the network. The general procedure of route recovery for
on-road vehicles is shown in Figure. 3.5.

Local Recovery

The local recovery strategy allows the vehicle to recover unexpected transmission failure
effectively without recalculating the whole transmission route, which also avoids the un-
necessary information request process between the source vehicle and CCS. In this section,
we introduce three local recovery strategies are designed for the start vehicle to deal with
unexpected transmission failure without sending a request to CCS,; i.e., switching the next
forwarder, adopting the backup solution, and calculating the local recovery route.
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Figure 3.5: Recovery strategies for on-road vehicles
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By Switching Next Forwarder For the vehicle that adopted neighbor list-assisted
mode to select the forwarder, the neighbor list can assist the sender in switching the next
forwarder to recover the route with unexpected link failures. If more than one neighbor
exists in the neighbor list, the current sender can switch the next forwarder to the neighbor
who has the second-longest link lifetime to fix the link break. If the new forwarder is
unavailable, i.e., the neighbor list is empty or only has the ID of the failed forwarder, the
backup solution will be adopted.

By Adopting the Backup Solution If the link failure can not be solved by choosing
different forwarders, using different segments to transmit the packet can be considered. As
we mentioned in the optimal route calculation section, if there is more than one optimal
route, the route with the same weight will be saved locally as the alternate route. If
the start vehicle detected the backup route exists locally when the link failure occurs, it
would switch to the backup route for re-transmission. Also, because the backup routes
are saved locally, route recalculating time can be avoided, and the link break can be fixed
effectively. If the packet is failed to be delivered by all local routes, locally recalculation
will be adopted.

By Calculating the Local Recovery Route To handle the potential transmission
failure that cannot be solved by switching forwarder and using backup routes, the source
vehicle will recalculate a suboptimal route to avoid the failed segment with local geographic
information. We assume that on-road vehicles can obtain the topology of roads from the
city map they saved locally. Meanwhile, benefitting from the piggyback technique adopted
when delivering the data packet, the failed segment can be detected by the source vehicle.
According to the failed segment location, the source vehicle utilizes the Dijkstra algorithm
to calculate the shortest data forwarding route to avoid the problem road. The problem
road segment and the road segments connected to endpoints of the problem road section
will be set as the prohibited path during the calculation. The start vehicle then can
obtain a connective alternative route consisting without the failed road segment to fix the
unexpected transmitting link break.

If the source vehicle cannot successfully deliver the packet to the target vehicle with
local recovery solutions, the start vehicle will send a request message to the CCS via
the cellular network for optimal route recalculation with the latest global information.
Meanwhile, when an emergency event such as a traffic accident is detected by vehicles, the
vehicle will send a notification message to the CCS as the event report, which allows CCS
to collect the failed roads information and broadcast it to other vehicles as the avoidance
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reminder.

Global Recovery

In addition to the local recovery strategy, the global recovery scheme is designed to recover
unexpected transmission failures by recalculating the whole optimal route for vehicles.
Global recovery will be triggered when CCS receives the emergency event report. The first
kind of emergency event report is the traffic accident report from vehicles, and the second
is the report from weather agency, e.g., short-term thunderstorm, tornado, and mudslide.
Both the traffic accident and short-term natural disasters can cause the obstructed pathway
and a dramatic traffic density changing within a certain geographic area, which further
affects the connection of data transmission route for on-road vehicles. The response of
CCS to global recovery is shown in Figure. 3.6.

Calculating the optimal road segments for vehicles based on real-time traffic condition
information is necessary. The road segment reported by vehicles or other agencies will be
marked at CCS in a specific period. In this period, the marked road will not be taken into
account as a constituent part of the optimal segment routes for other vehicles.

To implement the global recovery and assist the vehicles in avoiding problem segment
timely, we use the CCS to broadcast the updated traffic information, i.e., road density
change message (RDCM) containing the ID of the road whose traffic density is changed,
to vehicles in the corresponding cells after received emergency event report. In [18], the
authors discussed the utilization of the LTE system in VNET. The authors indicated
that using the cellular network to broadcast messages such as decentralized environmental
notification messages (DENMSs) for vehicles to avoid damage caused by emergency events
that happen on the road can achieve a favorable performance. Taking the advantages
of centralized architecture, the server of the cellular network, such as the LTE system,
can filter repetitive report messages (i.e., messages about the same event on the same road
segment) from vehicles [1058]. Also, the wide range coverage of the cellular network revealed
the relay vehicle selection problem in sparse vehicle areas. Based on the reason above,
broadcasting via the cellular network is a reliable solution to dissemination DENMs [15].
The broadcasting process is shown in Figure. 3.7.
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Moreover, to prevent the duplicate message, event reports received by eNodeB from
vehicles will be checked by the involved road ID at a certain time, i.e., 5 min. For the
same road ID, only the first event report will be processed and responded to at 5-minutes
intervals. With the check process, unnecessary broadcasting can be avoided for vehicles on
the same road segment.
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Chapter 4

Experimental Evaluation

4.1 Performance Evaluation

In this chapter, we evaluate the performance of the proposed CRTAR approach by con-
ducting experiments via the NS-3 and SUMO simulator. Specifically, the NS-3 simulator
is utilized to simulate the network environment and the data transmission protocol. The
SUMO is in charge of generating the movement of the on-road vehicle and the traffic con-
dition in the city. Moreover, we compare the performance of the CRTAR with existing
proposed routing protocols, i.e., GPSR [132], Path Aware GPSR (PA-GPSR) [197], and
Maxduration-Minangle GPSR (MM-GPSR) [219], in PDR and end-to-end delay aspects to
indicate the efficiency and reliability of our approach. Different scenarios, i.e., the scenario
with different traffic density, vehicle’s speed, and map size, are adopted. Detailed setup of
the experiments and parameters for each scenario are introduced in the following.

In our simulation, SUMO generated a grid-shaped map to simulate the road condition
in the urban area. Each edge in the map represents a bidirectional road segment as shown
in Figure. 4.1. Moreover, to introduce the traffic condition generated by sumo into the NS-
3 simulator, the Traffic Control Interface (TraCl) is adopted to provide vehicles’ mobility
information for the internet.
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Figure 4.1: Bidirectional road grid-shaped map generated by SUMO

In terms of the setup of the internet aspect, we take the LTE communication as an
example to represent the communication of the cellular network to simulate the hetero-
geneous communication environment of the VCN. Because the cellular network is used to
transmit small size traffic information in the proposed protocol, we assume that the size
of this traffic information is up to 500 Bytes.

4.1.1 Compare with GPSR

We first compare the performance of our protocol with a classic position-based routing
protocol, the GPSR, in two aspects: PDR and the end-to-end delay. A nine-grid SUMO
map is adopted to simulate two scenarios that considered effect factors, namely the traffic
density and the vehicle’s mobility.

Simulation for Scenarios With Different Traffic Density

In this section, we mainly focus on the effect of traffic density on our proposed method. We
set different numbers of vehicles in scenarios to simulate different traffic density conditions.
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We adopted similar communication range, number of nodes in [197] and [219]. The size of
simulation area can be various based on different conditions [185,197,219]. In this part,
we defined it as shown in Table 4.1. Meanwhile, to ensure simulation time is sufficient, we
extend our simulation time to 500 seconds, which is longer than the 200 seconds mentioned
in [197,219].

Table 4.1: Simulation parameters in nine-grid SUMO map

Parameter Value
Simulation Area 600m x 600m
Number of Roads 24

Max Communication Range 250m
Simulation Duration 500s
Number of Vehicles 20—100

Figure. 4.2 shows the PDR with different vehicle numbers. The result shows that
CRTAR has a higher PDR than GPSR. The success ratio of packets delivery is increased
by considering the traffic density and recovery solutions for vehicles. When the number
of vehicles is 80, the standard deviation of PDR in CRTAR and GPSR are 0.21 and 0.16.
With road traffic density information, vehicles can decrease the possibility of lacking the
next vehicle. With recovery solutions, vehicles can fix transmission failures effectively.
Based on the advantages mentioned above, higher PDR can be achieved in our protocol.

Moreover, the comparison result of the average end-to-end delay is shown in Figure. 4.3.
CRTAR can achieve a relatively lower delay than GPSR during the packet transmission.
When the number of vehicles is 80, the standard deviation of the result in CRTAR and
GPSR methods at end-to-end delay aspect are 42.26 and 80.67. With the assistance of
global real-time traffic information, the start vehicle can deliver data packets by following
a more effective transmission path and avoid the road segment prone to losing the packet.
Also, robust backup and recovery strategies can mitigate the effect of unexpected link
failure and decrease the recovering time for the forwarding route.

Simulation for Scenarios With Different Vehicle’s Mobility

In this portion, the number of vehicles is fixed to be 60, and we apply different speeds to
vehicles to study the effect of the vehicle’s mobility for our proposed data routing protocol.
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As shown in Figure. 4.4, the PDR decreases as the speed of the vehicle increases. While
CRTAR still keeps a higher PDR than the GPSR. When vehicle’s speed achieves 60km/h,
the value of PDR in CRTAR and GPSR is close, and the standard deviation of the result
in CRTAR and GPSR methods are 0.15 and 0.13, respectively. Also, in terms of the
average end-to-end delay aspect. The broken lines in Figure. 4.5 show that our proposed
protocol has higher stability than the GPSR method and can keep lower delay during the
vehicle’s speed increase. Based on the broken line, the end-to-end delay and PDR of our
method illustrate a relatively stable tendency, especially when the vehicle’s speed achieves
70—80km /h, which shows that our proposed protocol has higher stability with the effective
information exchange mode and recovery solutions in high dynamic condition.

4.1.2 Compare with PA-GPSR and MM-GPSR

In this section, we will compare the performance of our protocol with PA-GPSR and MM-
GPSR routing protocol. Vehicles in our simulation are moving randomly from the start
edge to the end edge following the Manhattan mobility model [20]. We further assume
that, when a vehicle moves at an intersection, the corresponding turning probability is
0.25 for left and right, respectively. Destinations to deliver the data packets are selected
stochastically by the start vehicle. And the number to be chosen as the start vehicle is
also randomly from 5 to the total number of vehicles.

In the following, we compare the performance of our protocol with PA-GPSR and
MM-GPSR in two aspects: the packet drop ratio (PDR) and the end-to-end delay in
scenarios with various traffic densities. We adopted same communication range in [197]
and [219]. Also, considering the speed set in these two papers, the 15m/s, we set the max
speed of vehicles as a similar value, namely, 50km/h. Moreover, to cover the number of
nodes in these two papers, i.e., from 30 to 110, we extend the range of our test value to
20 to 150. Meanwhile, to ensure the simulation time is sufficient, compared to the 200
seconds in [197,219], we set our simulation time as 500 seconds. Detailed parameters of
the scenarios are shown in Table 4.2. Furthermore, we utilized another grid map that
has different roads number and lengths to allow the data transmission performance to be
evaluated in scenarios with distinct complexity. Corresponding parameters are shown in

Table 4.3.
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Table 4.2: Simulation parameters in five-line grid map

Parameter Value
Simulation Area 500m x 500m
Roads Number 40
Max Communication Range | 250m
Simulation Duration 500s
Number of Vehicles 20—100
Vehicles” Max Speed 50km/h
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Figure 4.6: The comparisons of delivery ratio in five-line grid map
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Table 4.3: Simulation parameters in seven-line grid map

Parameter Value
Simulation Area 900m x900m
Roads Number 84

Max Communication Range | 250m
Simulation Duration 500s
Number of Vehicles 30—150
Vehicles’ Max Speed 50km /h
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In Fig. 4.6, with sufficient vehicles, CRTAR can achieve higher PDR than MM-GPSR
and PA-GPSR. The success ratio of packets delivery is increased by considering the traffic
information and recovery solutions for vehicles. Traffic information assists vehicles in
decreasing the possibility of lacking the next vehicle, and recovery solutions allow vehicles
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to fix transmission failures effectively. While in Fig. 4.8, by applying a more complex
scenario, i.e., the map with 84 road segments, the total number of vehicles cannot provide
sufficient transmission resources for each road segment all the time. When the number
of the vehicle is 30, PA-GPSR and MM-GPSR have better PDR than CRTAR. However,
when the number of vehicles increased to 60, the PDR of CRTAR became similar to PA-
GPSR. With the number of vehicles increasing, the transmission resource of each segment
increased gradually, which further supports CRTAR achieving better performance than
PA-GPSR and MM-GPSR.

The comparison result of the average end-to-end delay is shown in Fig. 4.7 and Fig. 4.9.
When the transmission resource is not sufficient for each road segment, the end-to-end de-
lay is relatively high in all methods. While with the increase of the number of vehicles,
possible forwarders on each segment are increasing, which can benefit both the packet
delivery and executing recovery solution in each method. As shown in Fig. 4.7, when the
number achieves 60, the delay of all methods is suddenly decreased. CRTAR can achieve a
relatively lower delay than PA-GPSR during the packet transmission in the case of 40 road
segments and can achieve a lower delay than MM-GPSR in both 40 road segments and
84 road segments scenarios. Also, in the more intricate scenario, with the total number of
vehicles increasing, CRTAR gradually shows a comparable trend to PA-GPSR. Meanwhile,
compared to the MM-GPSR, the trend is flatter in our proposed protocol, especially in
the scenario with 84 road segments. In Fig. 4.9, though the delay of MM-GPSR decreases
sharply when the vehicle number is 60, it then shows an increasing tendency when the
number of vehicles achieves 90. Hence the vehicle in the CRTAR method can achieve
more stable transmission performance than the MM-GPSR by considering backup solu-
tions. Moreover, the calculated Round Trip Time (RTT) of LTE may affect the latency
to a small extent. However, based on the development of cellular network communication
technologies, e.g., the appearance of 5G, lower V2I communication time can be achieved
in the future.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

Efficient and reliable information sharing between vehicles and other participants in the
traffic system plays a crucial role in improving road safety. Achieving reliable V2X com-
munication under the highly dynamic environment of VNETs becomes the focus of current
research. To improve the reliability of V2V communication in the system, this thesis intro-
duced a cellular network with low latency and high-reliability features to perform the task
of real-time traffic information acquisition and help vehicles use the distribution informa-
tion of traffic flow in the system to calculate the data route with the highest connectivity
probability.

Technically, our approach takes full advantage of the respective strengths of the cellular
network and DSRC-based VNETSs. Specifically, the vehicle can obtain the optimal data
forwarding route that is formulated based on system-wide traffic flow information, i.e.,
the traffic density and data transmission density of the road segment. It then delivers
data packets following the derived data transmission routes via neighbor forwarders with
relatively high link lifetimes. With the assistance of system-wide traffic flow information,
a robust data forwarding route can be calculated. Meanwhile, utilizing the derived data
transmission routes to transmit high-volume data via V2V communications allows vehicles
to make use of the communication resources in VNETSs, thus reducing the workload of the
backbone network.

Furthermore, recovery solutions are designed to deal with unexpected transmission
failures during the data transmission procedure. Local recovery strategies can assist the
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source vehicle in recovering the transmission link without sending a request to CCS for
recalculating the forwarding route. Meanwhile, the global recovery strategy provides robust
recovery capability for all transmission routes in the system. With the assistance of effective
recovery solutions, the stability of the data transmission procedure can be further enhanced.

5.2 Future Work

This part discusses a few directions that can be applied to our approach to further enhance
the data routing process in VNETs for a better data transmission performance.

5.2.1 Applying Prediction Approaches for Data Routing Process

Due to the highly dynamic characteristic of the VNET, vehicles’ position and network
topology change frequently. An accurate prediction of the vehicle’s future state can assist
the start vehicle in calculating the optimal data transmission route with a longer validity
period, thereby reducing the overload caused by recalculation and frequent requests [115,

,228]. In our method, an accurate predicted location of the vehicle can enhance the
optimal transmission route selection by providing a more accurate start point and endpoint
of the route. Also, the predicted location can improve the evaluation of the link lifetime
in our method to assist the vehicle in selecting a reliable next forwarder.

Moreover, with accurate prediction, transmission failures caused by routing based on
expired information can also be decreased [156]. Applying prediction for the traffic flow
information in our method can further improve the accuracy of the calculation for the
optimal transmission route. For instance, with the currently emerging technology, machine
learning, traffic congestion can be predicted by a machine learning-assisted traffic flow
prediction method [101]. Our TAR method can be benefited from more accurate traffic
information.

5.2.2 Considering Security Problems During System Design

To ensure a safety and privacy communication, security plays an important role in both
wired [53] and wireless network [56, 64, 117]. Though a variety of protocols have been
presented for secure data transmission in wireless networks [13—15,51,66, 182], the method
designed for the data transmission process in vehicular networks still has large room to
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explore. In our method, we use the CCS to assist vehicles in calculating the optimal
forwarding route. Safe communication between the CCS and vehicles plays an essential role
for the vehicle to gather the forwarding route information. To build a secure communication
method for vehicles accessing the CCS, cloud computing can be adopted. For example,
a cloud-assisted certification structure was proposed in [177] for vehicle authentication.
Moreover, in [181], an access control system was designed on the basis of the Ciphertext
Policy Attribute-Based Encryption (CP-ABE) to ensure messages are transmitted safely
among the vehicles and the cloud.

Furthermore, the trustworthiness of neighbors is significant [52, 65,76, 181] for data
transmission in wireless networks. The sender needs to consider the trustworthiness of the
next forwarder in the transmission process. In our method, we estimate the link lifetime
based on the messages collected from neighbors. If an untrustworthy vehicle with a fake
high ability is selected to forward the packet, the delivery process may fail. To figure
out trustworthy forwarders, various methods have been proposed. For example, authors
in [229] achieve trust management in the network by utilizing deep reinforcement learning
for the SDN controller to evaluate the neighbors’ behavior during the packet transmitting
process. Also, in [208], a similarity-based routing algorithm has been presented to estimate
the trust value of forwarders. To select a stable and reliable next forwarders in our method,
trustworthiness is worth to be calculated.
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