RELTABILITY ANALYSIS

OF SEQUENIIAL CIRCUITS

BY

Pierre Des Marais

Submitted to the Department of Electrical Engineering in

partial fulfilment of the requirements for the degree
.of

Master of Applied Science
Department of Electrical Eﬁgineering
Faculty of Science and Engineering

University of Ottawa
Ottawa, Ontario.

June, 1972.

- Pierre Des Marais, Ottawa 1972,

TN
Y-

s



—f

ABSTRACT

This thesis introduces a new approach to the computation of the
probabilistic mapping matrix associated with a sequéntial circuit whose
components are characterized with a known probability of malfunctioning.

The concept of path sensitizing is used in obtaining a graphical represen-

. tation for the propagation of errors within a circuit, and an efficient proced-
ure is thereby developed for computing the matrix. The resulting error
propagation method is found to overcome the computational drawbacks outlined

in a critical survey of other methods. Fﬁrthermore, with the physical

insight that the graphical representation provides, the method is easily
extended to the detection of faults in combinational circuits, and proced-

ures are developed for the generation of various test sets. Finall&, a
meaningful approach is suggested for further research with resﬁect to the
reliability analysis of very large circuits and the synthesis of more

reliable circuits.
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CHAPTER I

INTRODUCTION

A probabilistic sequential machine has been generally considered
as an abstract model in the fields of automata and of stochastic proc-
esses [?,2,3,4,5,6,15], where the probabilistic nature of its input-output
response and state behavior has been usually defined with respect to a
probabilistic matrix. However, over the past years a number of studies
[?,8,9,10,ll,lé] have recognized the usefulness of the probabilistic
sequential machine as a model for the reliability of a sequential (or comb-
inational) circuit, whereby the probability of erroneous operation in the
physical -circuit could be estimated through the computation of the probab—_
ilistic matrix associated with the model. It is from this latter point of
view that the reliability of senuential circuits shall be analysed in this
study.

F;;m a physical point of view, each component of a sequential cir-
cuit is characterized by a non-zero probability of malfunctioning. In order
to determine the effect of these malfunction probabilities on the reliability
of the overall circuit, the sequential circuit is modeled as a probabilistic
sequential machine, and the corresponding probabilistic matrix is computed
from a knowledge of the malfunction probabilities. This matrix, which shall
be more specifically referred to as the probabilistic mapping matrix, can in
turn be used to provide precise information about various aspects of the
circuit's reliagbility.

Hence, the major task involved with the above method of analysis
consists in computing the probabilistic mapping matrix. Several methods have

been developed for that_burpose:[§,9,li], but the resulting prdcedures become



rapidly limited by excessively tedious computations as the circuit increases
in size and complexity. The main purpose of this study is therefore to
develop an efficient procedure for computing the probabilistic mapping matrix.

The material presented in this thesis can be divided into three major
parts. The first part corresponds to .Chapter II,‘which outlines the character— 
istics and Qses of the probabilistic mapping matrix. The second part consists
of Chapters III and IV, which describe various methods for computing the matrix.
_ These methods are compared with respect to an example given in the Appendix.

The final part corresponds to Chapter V, which extends the results of this
research to the detection of faults in combinational circuits.

In Chapter 1T, the probabilistic'mapping matrix is defined, its
characteristics are outlined, and its computational uses are investigated with
respect to obtaining specific information about the reliability of the corres-
ponding circuit. Although the chapter is essentially a review of séme well
known results, its main purpose is to emphasize the ph?sical interpretation of
these results and to relate them more particularly to the probiems fhat will
be considered in the following chapters.

Chapter III presents a critical survey of two existing methods for
computing the probabilistic mapping.matrix, namely a matrix method [7] and an
algebraic method [8]. In each case, a brief description of the meﬁhod.is given,
and its advantages and disadva;tages are discﬁssed. The purpose of the chapter
is to outline the major computational drawbacks of these methods, and thereby
point out the'need for a different approach to the problem.‘

In Chapter IV, a new approach to the problem of computing the probab-
ilistic matrix is investigated. The concept of path sensitizing is used té
obtain a graphical representation for the propagation of errofs in a ciicuit.

As with the other methods, these errors are assumed to be temporary, i.e. they
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correspond to intermittent errors that can arise from loose wires, circuit
noise, temporary overheating, critical timing, and unusual conditions on
primary power input. The resulting error propagation method provides much
physical insight into the problem, and an efficient procedure is thereby
developed. Finally, the method is compared to thosé considered in Chapter
I11 with respect to the example given in the Appendix.

In Chapter V, the results obtained with the methoa of analysis
. developed in the previous chapter are extended to the detection of faults
in combinational circuits. Since fault detection is achieved with respect
to permanent faults, as in the case of shorted or open transitors and diodes,
the error propagation method is slightl& ﬁodified, and a procedure is developed
for detecting single faults in a circuit. The chapter alsq discusses the
testing philosophy assoéiated with fault detection, and it illustrates the
flexibility of the error propagation method in generating limited tést sets
with respect to that testing philosophy.

Finally, Chapter VI concludes the thesis by discussiﬁg se&eral topics
of further research for which the error propagation method should provide a
meaningful approach. The results developed in this study are thereby situated
within the general topic of circuitlreliability.

The major contribution of this thesis corresponds to the'physical
insight that it provides not only into the sﬁecific problem of.computing the
probabilistic mapping matrix, But also with respect to other related problems
of circuit reliability. 1In aliowing»the present research tb maintain a close
relation to the physical aspects of the problems investigated, this insight
provides both a siénificant computational simplifiéation in computing the
probabilistic mapping matrix and a unified aﬁproach to the problems of fault
detection and reliability analysis. Furthermore, it.suggests a meaningful

approach to the problem of reliable circuit synthesis.
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CHAFTER II

GENERAL BACKGROUND

This chapter introduces the probabilistic mapping matrix associated
'with a probabilistic sequential machine and examines its characteristics and
computational uses. As these concepts are very basic, they will be reviewed
informally. The chapter concludes with a short survey of applications of the
probabilistic mappiﬁg matrix.

1. The Probabilistic Mapping Matrix

A sequential machine may be mathematically defined by the 6-tuple

<vu,V, s, £, g, S,> , where

0
U = {ul, Ups wees uz} is an alphabet of input symbols,

V.= {vl, Vos coes vm} is an alphabet of output symbols,

S = {sl, 52; oo 8} is the set of states of the machine,

f: S x U—S is the next-state (or state transition) mapping,

g: S x U—V is the output maéping, and

So C S is the set of initial states.

In the above definition, f is referred to as a mapping, since it
associates with each state-input pair (si, up) a unique next—sta;e sj to which
the machine will go when input up is abplied to the machine in state si;
Similarly, g is also a mapping, but its definition distinguishes between the
Mealy and Moore models of sequential machines. In the case of the Mealy model, g
.is defined as above as it associates a unique output symbol vr with each state-
input pair (si, up).v In the case of the Mo?re model, the output of the machine
is independent of the input to the extent that it is associated with the state
alone, i.e. g: S5—V.

By contrast with the above deterministic (completely specified)

sequential machine, a pfobabilistic sequential machine (hergafter abbreviated as

p.s.m.) is characterized by the probabilistic nature of mappings £ and g. In



-5—

fact, £ and g are no longer mappings, but relations such that for each pair

(si, up) the machine may go to any state s, with any output v, with some

]
probability p(sj, vr/Si’ up).
We will therefore define a p.s.m. by the S5-tuple <U, V, S, I(}A), E:>,
where U, V, and S are defined as before,' '
Q) = {%1 W)y 1y )y weny T (xi] is the initial state (probability
distriBution) vector, where “j (A) is the probability that the
machine is initially in state s

n
and where ;giﬂj (A) =1, and

[?(sj, vr/si, uéﬂ , with i, j

P

j’

1, 2, ..., n;

1, 2, <oy &3

r =1, 2, ¢u., M}

is the (nf x mm) probabilistic mapping matrix, where each entfy
P (sj, vr/si, up) represents the conditional probability that the
machine will go to state sj with output Voo given that input uP is

‘
. applied to the machine in state sS4

Matrix P is given in the following format:

M11 M12 eee Mln

M21 M22 ces M2n
P = L ] [ ] .

Mnl MnZ Mnn .

where the (£

X

m) submatrix Mi'

)

where L p(sj, VI/si’ up), with p =1, 2, .., 43

r=1, 2, ..., N.

. The state diagram corresponding to Mij is shown below:
Vl/u1 where branch vr/up

is weighted with the

bili
probability p(sj, Vr/Si, Up)
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Thus, matrix P provides all the information necessary to describe
the "inside the black box' operation of the p.s.m., since both relations £
and g are defined by the probabilistic entries of P.

' Ip reality, state relation f, output relation g, and initial state
vector I (A) need not be all probabilistic. Considering a p.s.m. as a
sequential transducer which transforms input sequences upl uP2 cee upk into

output sequences vV e Vo with a probability p (vr e v [u cee U ),

1 %2 k 1 T P31 Pr

it is sufficient that only one of the above three be probabilistic to provide

the sequential machine with a probabilistic input - output response.

2. Characteristics of Matrix P

Matrix P is characterized by the following basic properties of

its entries:
@ 0%p(sys v /5, w)ST, for all g, §, b, T

m fn
(ii) ZZ

p(s., v. /s, u) =1, for all i, p; i.e., the sum of all entries
r=1 j=1 jJ> r 1 P

of any row (i,p) of P is 1,

Note that a deterministic sequential machine is a special case of a p.s.m. for
which the entries of matrix P are either 0 or 1, and for which I(A) contains
a single non-zero entry.
Thus, P is a stochastic matrix. Furtherméfé, within the context
of the present study, the entries of P are assumed to be time-independent.
-fhus,raip.é.m.>ﬁ;§ Bé réérésénte&ias a stationary-Markov process. Such
: a representation is used by Glinski and Chung [il, 12] in estimating the

reliability of a sequential circuit.
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Furthermore, within the context of the present study, matrix P
is defined with respect to the entire state-space (defined by the state
variables) and the entire output-space (defined by the output variables)

of the given sequential circuit. Moreover, by definition of its probabilistic

entries,.p(sj, vr/si, up), matrix P corresponds to a single transition from
any state s to any state Sj with any output symbol Vs under the application
of any input symbol up. In the case of a synchronous sequential circuit,
each and every state of the state-space is éonsidered as a stable state,

Qnd each time interval‘correspdnds to a single state transition. Hence, the
definition of matrix P corresponds exactly to the mode of operation of a
synchronous circuit. However, in the case of an asynchronous sequential
circuit, not all states are considered as stable states, as the 'interval"

of circuit operation, considered as a transition from one stable state to
another stable state, generally involves one or more intermediate transitions
to "transient'" states. Thus, the corresponding probabilistic mapping matrix
is a “reduced" matrix which is defined with respect to the subset of stable
states. However, note that the results developed in the next section remain

valid with respect to this reduced matrix.

u il > il ! v
p 12 COMBINATIONAL 2 r
Xa vy B >
S P LOGIC )
s . 92 92 > s
i H é + N J
a, Y
——————
| MEMORY |
S
L
' M ,
1 i,
=
! '
; .Iﬁl |
I, 2
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Next, let us investigate additional properties of matrix P with
respect to structual considerations of sequential machines. A sequential
machine is generally given in tﬁe form shown in Fig. 2.1. As outlined in
the previous section, there are two structural types of sequential machines:
the Mealy model and the Moore model.

" In both models, next-state sj is defined as a function of the present-
state g and of the input up applied, i.e. sj = f(si, up).- Consequently,
each next-state variable is defined as follows:

+ ' | )
q, = Fw(Q, X), w=1, 2, ..., v} where Q = {ql’ Qos +oos qY} is the set of

state variableé, X = {xl, XZ; censy xa} is the set of input variables, and
Fw is a Boolean function of present-state and input -variables,
In a p.s.m., ;he corresponding stgte.transition probability, p(sj/si, up),
is obtained from matrix P as follows:
p(sj/si, up) = %g; p(sj, Vr/si’ up).
On the other hand, output v, is defined differently in each model.
For the Mealy model, the output is considered as a function of the present-
state aund of the input, i.e. v, = gME (si, up). Thus, each output variable
is defined as follows:
' ME ME . ' ;
Vg = G‘5 Q,X), 6§ =1, 2, ..., B; where G6 is a Boolean function of present-
state and input variabies.
~In a p.s.m., the corresponding output probability, p(vr/si; up), is obtained
from matrix P as follows:
p(vr/si, up) = ?%i p(sj, Vr/si’ up).
For the Moore model, the output is said to be associated with the
state alone. As defined originally by Moore Eﬁﬂ, output v, is a fﬁnction
hu

. 0 : .
of the present-state 540 deew v = gI (si), and each output variable

Vs = G?O (Q), where GMO

5 is a Boolean function of present-state variables.
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With respect to sequential machine structure, this latter model is a
special case of a Mealy model in which output variables are independent
of input variables. Thus, in a p.s.m., the corresponding output probability,
p(vr/si), is obtained from matrix P as in the case of the Mealy model,
e . . .

i.e. v /s,) =< s.,, V./s., u but p(v /s.) is independent of the

p(v /s)) ?gip( T /850 p), p(v /s;) | p |
input up (p=1, 2, ..., £) chosen for the above summation.
However, if the Moore output is considered as being associated with

the next-state of the machine, the combinational circuit of the machine can

be considered in two different ways, as shown in Fig. 2.2,

e — COMBINATIONAL s COMBINATIONAL

‘i

MEMORY K —————|

(a)

MEMORY

(b)
Fig. 2.2

" From a structural point of view, the two configurations are identical, but
with respect to reliability analysis (as developed in Chapter IV), they are
analysed differently. In Fig. 2.2 (a), the combinational logic of the Moore

model is considered as two separate circuits. Output v, is a function of
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next-state sj, i.e. v, = gMO (gj), and each output variable Ys = G?O (Q+),
where Q+ ='{ql, q;, esey q+ }and G?o is now a Boolean function of next;state
variables. Hence, the corresponding output probability, p(v /s. ), is
characterized by the relation p(sj, vr/Si’ UP) p(s /s , u ) p(v /s. ), and

it is therefore obtained from matrix P as follows:

p(s., vr/Si’ up) —-p(sj, Vf/si’ up)

pv/s.) = =—

J

. p(sj/si, up) r\?—lp(sj, v /s, up)
Note that p(vr/sj) is independent of the state-input pair (si, up) chosen
for the above summation.

On the other hand, the combinational logic of the Moore model shown in

Fig. 2.2 (b) is considered as a single circuit. Hence, within the context of the

reliability analysis developed in Chapter IV, p(sj, vr/si, up) # p(sj/si,up) p(vr/sj)

and the model is considered as a special case of a Mealy model, i.e. the output
n
probability corresponds to p(vr/si, uP) = ?E{ p(sj, Vr/Si’ up).
The model associated with Fig. 2.2 (a) corresponds to the probabilistic
;

Moore machine defined by Salomaa [5}. That model will be used as the representative

Moore model in the next section, since the other interpretations are considered
as special cases of the Mealy model. -

To conclude this section, let us discuss the gbove results within the
context of the present research. In this study, a p.s.m. is considered as
a model of a (determinlstlc) sequential circuit whose components can malfunctlon,
and the probabilistic entries of matrix P reflect the non-zero probability of
malfunction in each circuit component. In Chapter IV, the reliability of a
sequential circuit, as shown in Fig. 2.1 (Mealy model), is analysed by

‘developing a procedure for computing the corresponding probabilistic mapping

matrix (the results can be easily extended to the Moore model of Fig. 2.2 (a)).

D TOIUWLNO TWAA LI
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A detailed physical interpretation of the above probabilities will thén
be given with respect to component malfunctions. However, at this point,
let us consider how these probabilities are related.
As a mathematical model, a p.s.m. is often defined with respect
to the probability p(sj, Vr/si’ up) [l,S,ﬂ{]. Booth [l] recognizes the
fact that, in the general case, p(sj, vr/si, up) # p(sj/si, up) p(vr/si, up)}
On the other hand, Salomaa [5] defines a Mealy ~ type p.s.m., characterized

by the relation p(sj, yr/si, up) = p(sj/s up) p(vr/si, up), and a Moore -

i’

type p.s.m., éharacterlzed by the relation p(sj, vr/si, u ) = p(sj/si, up) p(vr/sj)

P

considered previously. From a physical (structural) point of view, relation
p(sj, Vr/si’ up) = p(sj/si, up) p(vr/si, up) is obtained only in the
case where output functions G6 (6.= 1, 2, ..., B are realized independently
of next-state functions Fw (w=1, 2, .., v), and the corresponding circuits
are analysed as two separate circuits. However, in general, the design
equations corresponding to Boolean functions G6 and Fw will not be implemented
independently; for economical reasons, some of the functions will share
common components. Hence, it will be found that, in general,

5 . . i ill be considered
p(sj, Vr/si, up) # p(sj/si, up) p(vr/si, up)‘ These points wi co

in éreatér detail in Chapter IV.

e T TR TWRAWT YO

A
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3. Computational Uses of Matrix P

In analysing the state trénsition behavior and output response of

a p.s.m., matrix P does not lend itself directly to computations involving

matrix operations. However, by simple manipulations on P, various matrices
are obtained and used as follows.

(i) dinput-output matrices:

f (vr/up) = {hié]’ vhere mij

with i, j =1, 2, ..., n.

[

p(sj b Vr/si’ up) >

These (n X n) matrices describe the probabilistic input-output relationship
of the machine, and their entries are obtained directly from P.. Clearly,
there are fm such matrices for £~input and m-output alphabets.

These input-output métrices can be used directly for computing the

probability of obtaining a specific output sequence v_ Vv ees V. , given that an

ry T2 k
input sequence u_ u ces U is applied to the p.s.m. with an initial-state
p P P
1 "2 k

vector IT(A):
p(v .o v Ju veoou ) =T P (v Ju ) ... Pv_ Ju ) 1

1 x P Pk 1 P Tk Pk 1

(ii) transition matrices: ’ _i__(n x 1)

| F (up) = [fiiil, where i, j =1, 2, ... n;

and where fij =p (Sj/Si’ up) = E%% p (Sj’ vr/si, up).

These (n x n) matrices describe the probabilistic state transition behavior of
the machine (without consideration of the output), and their entries are
obtained by adding appropriate entries of matrix P, as shown above.)«Clearly,
there is a transition matrix for each symbol of the input alphabet, and each

n

transition matrix is stochastic, i.e. ?E% fij = 1.
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Transition matrices are used for computing the final state

’

probabilities after some -input sequence u_ u .+. u_1is applied to the
Py Py Py
p.s.m. with initial-state vector II(A):

M(u u veew ) =T00)F (u YF (u_ ) ... F (u_)

P; Py Pr . Py Py Py ? th

where 1T (u u ««. u_ ) is an n-dimensional row vector whose ] entry,

P Py Py
7. (u u ... u_ ), represents the probability that the machine is in state
1P Py Py .
sj after the input sequence is applied.
n

Note that = m,(u_ u eeeu ) =1

U S ) Py

(iii) output matrices:

(a) Mealy output

G(up) = [%ig], where i =1, 2, .., n; r =121, 2, ..., m;
n
= = >

and where 8ir p(vr/si, up) = p(sj, vr/si, up)

These (n x m) matrices describe the output behavior of the machine, and their
entries are obtained by adding entries of matrix P, as shown above. Since a
Mealy output depends both on the state and on the input, there is one output

matrix for each symbol of the input alphabet. Also, each output matrix is

m

stochastic, ie. = g. = 1.
T =1 ir

Output matrices are useful for computing the final output probabilities

after some input sequence u_ uU_ ... U is applied to the p.s.m. with initial-
Pp Py Py

state vector II(A):
[%(vl), p(vz), ches p(vm) = I(A) F (upl) F (upz) ... F (upk—l) G (upk),

where [%(vl), p(vz), eres p(vm{} is an m~dimensional vector whose rth entry,

p(vr), represents the probability that the machine will have final output Vs
m
= =
and = p(vr) 1,
and where I(A) F (uP ) <o F (up ) gives the state probabilities after
1 k-1
application of u_ u eee U . The final multiplication by matrix
o P1 Py Pr-1 , .
G (u_ ) yields .the final output probabilities (m-dimensional row vector) after
k ) . B . .
the last input, u_ , is applied.
' k
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Remarks: (1) if one is interested only in the probability of obtaining a

.

particular symbol v_as a final output, then the final matrix
multiplication will involve only the column vector corresponding

th '
to the r column of matrix G(u ), instead of the entire
k
matrix G(u_ ) .
k : o
(2) one may compute the output probabilities after application

of any input symbol u of the sequence u u ees U
w P1 Py Py
by post-multiplying the product T(A) F (uP ) F (uP ) ... F (up
1
by matrix G (u_ ).
Py
(b) Moore output

In this case, the output is independent of the input, since it is
associated with the state alone. Therefore, by contrast with the Mealy case,
there is a single (n x m) output‘matrix
G = [é,:], wvhere j =1, 2, .v., n; x =1, 2, ;.., m;'

LIt :

and where gjr = p(vr/sj) p(sj, Vr/si’ Up)

P(sj/si, up)

p(sj, vr/si, uL)

= —m
r=1 P(Sj’ Vr/Si, up)
for any state-input pair,(si, up).-
: m
Again, note that matrix G is stochastic, i.e. :EE gjr = 1.
. r=

As in the Mealy case, output matrix G is used for computing final
output probabilities after some input sequence'u  u ... u_ 1is applied to

1 P2 Pr
the p.s.m. with initial-state vector mer) e

l;p(vl), PO, s vees p(vm):| =1I(\) F (up

m
> =
where = P(Vr) 1.

).F(up ) «o. F (u_) G,

1 2 Py

Note that, in this case, matrix G post-multiplies the product

o\ F (ﬁ ) v.. F. (u ) which includes the transition matrix correspondiﬁg to
1 ‘ k ' : : .
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the final input u_ . This difference arises from the fact that the

k . .
probabilistic Moore output is associated with the state to which the machine
goes after the input is applied.

Remarks similar to those made in the Mealy case also apply in this case.

4, Applications Invelving Matrix P

To conclude this chapter, applications of the probabilistic mapping
matrix (and of its associated matrices) in various related fields are outlined
very briefly.

One of the main topics to require the use of the probabilistic
mapping matrix is the reliability of sequential circuits. From that practiéal
point of view, the p.s.m. is considered as a model of a deterministic sequeﬁtial
circuit which exhibits erroneous behavior because of random malfunctioning of
its components. In that case, the probabilistic mapping matrix may be used
directly for estimating the reliability of the circuit. 1In [7],-W. Chung applies
%z — transform and signal flow graph techniques tb the matrix_in order to compute
the mean-time-to-first-error of the circuit.

| In the field of automata, state transition matrices are used
extensively in determining the set of inputs (languége) accepted by an automaton.
In [3], Rabin defines a probabilistic auﬁomaton with respect to a cut-point
A, 0< X £1, whereby an input sequence is said to be accepted (recognized) if
the probability that the automaton is in any one of a set of designated fimnal
states exceeds the value A. Probabilistic automata and languages are studied
in detail by Salomaa [ﬁ].

Transition matrices are also important to the problems of equivalence
and stability of p.s.m.'s. The "stability" problem consists in characterizing
the perturbations in the transition matrices which do not change the behavior of

the machine. These problems were introduced by Rabin [?]. '
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Finally, the limiting state behavior of a p.s.m. (or probabilistic
automaton) can be characterized from a knowledge of the eigenvalues of the
transition matrix. A short classification of state beﬁavior is given by
Warfiéld [?]. From the reliability point of view, J.T. Tou [b] describes
_a procedure whereby the eigenvalues of the deterministic transition matrix
of an automaton and the eigenvalues of the corresponding probabilistic transition
matrix are computed, and the differences between powers of corresponding
eigenvalues are used to estimate the reliability of the automaton.

Thus, it appears that the information provided by the probabilistic
mapping matri#'is essential not only to the reliability analysis of sequential

circuits, but also to many other related topics.
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CHAPTER III

EXISTING METHODS ¥FOR COMPUTING THE PROBABILISTIC

MAPPING MATRIX

The purpose of this chapter is to present a critiéal survey
of methods which have been developed for obtaining the probabilistic
mapping matrix of a sequential circuit. Two representative methods are -
considered: a matrix method and an algebraic method. Both methods are
described to some detail in order to indicate clearly therdrawbacks which
create a need for a different approach to the problem, but, in each case,
the description is presented informallyf

The following assumptions are made for both methods:
(i) malfunction probabilities are time-independent and are known fof

every component of the given circuit;

(ii) all malfunctions are considered transient and statistically independent.
(iii) seéond and higher order products of malfunction probabilities are

neglected,

1. Matrix Method

The basic concepts of this method were introduced by Udagawa and
Inagaki [9], and by Levin Euﬂ. The method described in the following was
preseﬁted by Glinski and Chung [ll] . |

With this matrix method; the probability of failuré in a component
is represented in a matrix format. Then the procedure consists essentially
in combining these matrices according to a pertinent partitioning of the
circuit, using appropriately defined matrix operations.

Error matrices corresponding tc various types of compongnts are
given.in Table 3.1. Note that, for each of the components considered in

Table 3.1, a, = a, = a, =

0 1 g = 83 if the probability of failure is independent of

input.
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Combinations of Circuits:

In order to extend this matrix formulation to combinational
circuits, several matrix operations must be defined, corresponding to the
various ways in which circuits can be combined. With each combinational

circuit Ci is associated a matrix Pi as follows:

}sl-————-) ,yl )
. o .

: . 2" x 2 Kk =0,1,...,251;

"o — g

. s ) th . .
where pjk is the probability that the k output B - tuple is obtained when
.th | . . . .
the j input o - tuple is applied to the circuit.
‘The components considered in Table 3.1 are elementary combinational circuits.
The three basic ways in which two circuits, Cl and Cz,can be combined,
and the corresponding operations defined on their matrices, Pl and PZ’ are given
in Table 3.2. In addition to these three combinations there is a fourth
combination which consists of mixed "parallel" and 'side-by-side' combinations.

A mixed combination of two circuits is shown below:
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In order to cobtain the P - matrix of the overall circuit C, the '"mixed"

combination is transformed into a parallel combination. Thus, matrices Pl

and P2 must be enlarged such that each matrix will be defined over all input

variables:

1 1 2) _(2 (@ |
x§ ) 512 X1y Koy eees X, xf’z Xé,) ey xéz)) be the

+ o+ az) -~ tuple which includes all input variables to C,

let X = (xil),

[ .--,X

input (al
E _ 1)y @O (1)
tben Pl = [g(yl, Yo Tene ysl /X{] (2“1 4+ o + @y o 281), where

(1)

p(y; ...yéi)/X) = p(yil)"'yéi)/xil) (1)

l.ox x '.'x).
o o

oy 1
Thus, in enlarging matrix Pl each row of P

1 is duplicated 292 times, since

the entries of P, are independent of the o, input variables which are applied

1 2

to C2 alone.

Enlarged matrix P, is obtained in a similar way.

2
Thus, circuits Cl and CZ’ corresponding to enlarged matrices P? and Pg
' E
respectively, are in parallel combination, and P = Pl * P2'

¥
Note: for simplicity the above combinations were restricted to two circuits,

but the results can be easily extended to N circuits.

The Procedures:

| The probabilistic mapping matrix corresponding to a given sequential
circuit can now be computed by partitioning the circuit into blocks, and by
using-the matrix operations defined above ta combine these blocks. There are
two procedures for achieving that computation: the series-partitioning procedure
and the parallel-partitioning procedure.

With the series — partitioning procedure, the circuit is divided into

w blocks in series, where w is the number of compoments in the longest path
from the state—input terminals to the next-state-output terminals. Thus, each

- .th
block contains at most one component in each path. Then, matrix Pi of the i
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block is computed, for i =1, 2, ..., w, and the P-matrix of the sequential
circuit is given by P =_Pl° P2° e ?PW.

With the parallel-partitioning procedure, the circuit is now divided
into w blocks in parallel, where w is the total number of output and next-state
variables. The ith block contains all the components between the present-state
and input variables and the ith next-state or output variabie. Again, matrix
Pi is computed, for 1 =1, 2, ..., w, and the P—matrix of the circuit is given
by P = Pl#:Pz* ...%:Pw. However, the resulting P-matrix requires an additional
modification step to correct errors that occur whenever the output from one
component is used as an input to more than one compﬁnent. In that case, the
errors arise from the fac£ that the component appears in more than one block,
and its effect on the failure probabilities of the overall circuit is erroneously
duplicated through the parallel combination of the blocks.

Remark: in the procedure described above, ecach memory element of the sequential

circuit can be considered simply as another component.

Advantages and Drawbacks of the Matrix Method:

The main advantage of the matrix method lies in the simplicity of the
procedures. Together with the fact that matrix operatiomns are relatively easy
to program, this makes the method fairly easy to computerize.

However, as the circuit to be analysed reaches a non—trivial size, the
hethod becomes impractical as matrices become too large, requiring very lengthy
operations. Since the procedures do not allow for any simplifications, "the
cémputation of the P-matrix becomes extremely tedious.

In the case of the series-partitioning method, the P-matrix is obtained
directly by conventional matrix multiplication of the block matrices Pi' However,
each block Ci will generally have a large number of input and output lines
(some of which will not go through any component) such that the corresponding

Pi matrices will reach relatively large dimensions.
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By comparison with the "series' method, the "parallel' method yields
smaller Pi matrices, but the computafion of each Pi matrix becomes more involved,
since the blocks usually contain a larger number of components. Furthermore,
since some of the components will generally appear in more than one block, there
will be some redundancy in the required computaticns, and the procedure wili
require an additional corrective step.

2. Algebraic Method:

The algebraic method described in this section was developed by
I-Ngo Chen [g].

With the algebraic method,-the probability of malfunction in a component
is represented with a Booiean "error'" function. The method consists essentially
in applying Boolean algebra to combine these error functions in order to express
the next-state variables and output variables of the sequential circuit as
Boolean functions of the input, present-state, and also '"component" variables.

The probabilistic mapping matrix can then be computed by evaluating these functions
forvall possible combinations df input and present-state variables.

In order to evaluate the probability of error associated with a Boolean
function, a transformation must be defined from the Boolean algebra of binary
variables and functions to the set of probabilities of having these functions
assume logical values ZERO or ONE. Such a transformation is based on the following
froperties:
let X5 X, ¢ X, a set of n mutually independent random binary variables, and
iet p(xi) = prob (xi = 1) and p(ii) = prob (xi = 0),

where 0 < p(xi) £ 1 and p(xi) + p(iﬁ) =13

then p(xi»xj) p(x;) p(Xj)

P bx,) = () + p(%;) pGx)

P(Xj) + P(ij) p(xi)
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and p(xi-ii) =0

p(xi+xi) =1

px;ex,) = p(x;+x) = p(x))
These results can be extended to Boolean functions by considering every Boolean
function as an event generated from set X. The following properties are obtained:

let fi and f, be any two Boolean functions,

h|
let p(fi) be the probability the fi occurs (i.e. that £, = 1),

let p(fi) be the probability that fi does not occur (i.e. that fi = 0),

then, (i) P(fi'fj). joint probability that both fi and fj occur

£,
3

1t
It

0 s 1f fi

p(fi) p(fj), if £ and fj are independent .

(ii) P(fi+fj) probability that at least one of fi and fj occurs

1
Hh

1 , if £,
i

*I
L]

p(fi) , if £, = f

p(fi) + P(fj)’ if fi and fj are mutually exclusive.

Let us now consider an example to show how the unreliable opération
of a component can be described with a Boolean function.

EXAMPLE: consider the two-input AND gate shown below:

f = x.x

A binary variable, g, ibs associated with the AND gate, such that

-p(g) = probability that gate g functions properly,

p(8)

probability that gate g malfunctions.
Clearly,'output f can assume the logical value ONE in two (mutually exclusive)

ways:
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(1) X* X,y 1 and the gate functions properly (g = 1),

(ii) Xt X,y

Thus, p(£)

0 and the gate malfunctions (g = 0).

'where(:)denotes the EXCLUSIVE-OR operation.

Similarly, p(f) = p(xl-xz(:>g).

The probability of output for the components considered in Table 3.1

are given in Table 3.3.

= p(xpx,08) + PR, ) = p(xpx, (D)D),

COMPONENT OUTPUT PROBABILITIES
x; P(E) = P(Gxy-x,)(DE,)
AND xz:@_‘f TR p®) = p((x;rx,)(De,)
x, p(£) = p(x +x,)(DE,)
oR xz@"’f = ¥ p(E) = p((xy#x,)(De,)
_ p(f) = p( x(¥g, )
NI % f=x p(®) = p( x(DE, )
x; ) p(f) = p( xl'x2®§,.,)
NARND X2 £= Xl. X2 P(f) = P( xl' xz@g;)
X, — p(f) = p( T 7%,(DE,)
MRy, @ =y p(E) = p(XFE,(De;)
N p(f) = p( x(Dg, )
MEMORY X —3 M bsf = x p® = p( x(Dg, )

TABLE 3.3




-26-

Thus, given a sequential circuit having the general form shown in
Fig. 3.1, and given the malfunction probabilities of its components, p(gl),
p(gz), cens p(ée), the probability of output from each component can be

expressed with a Boolean function, as given in Table 3.3.
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Fig. 3.1

Applying Boolean algebra to combine these functions according to the configuration
¥ +

of the circuit, each next-state variable, qj, and each output variable, Y2

can be expressed as a Boolean function of the input, present-state, and

component variables,

1, 2, c.oas ¥,

[N
[
e
]

F, (X, Q, O, with j

1, 2, ¢ ooy B,

v, =2, (X, Qs O, with k

where X

{xl’ xzs °"’vxa}s Q = {qls qzs ey q#s'G = {gl’ 82’ sy ge}.
In order to obtain the entries of the probabilistic mapping matrix,
the joint probabilities of all next-state variables and all output variables

28+Y n

must be considered. The joint probabilities correspond to the minterms"
of all next-state and output variables, where each minterm is expressed as a
Boolean function, using functions Fj (G=1, 2, «v.s Y¥) and Z, (k=1, 2, ..., B).

: . +
Each of these "minterm" functions must then be evaluated for all possible 227

combinations of input and present-state variables. With respect to the
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probabilistic mapping matrix, the number of "minterm' functions corresponds to the
number of columns in the matrix, and the number of times that each function must be
evaluated corresponds to the number of rows of the matrix. Each function
evaluation yields a sum-of products of component variables, and the corresponding
matrix entry is computed, using the given malfunction probabilities.

Note : In the case of input~dependent malfunction probabilities, an additional

step is required in computing a probabilistic entry from the sum of products of
component variables, since p(g) will vary for different values of the ipputs to
component g. The reader is referred to Chen's paper [?] for details on this
additional step.‘

Advantages and Drawbacks of the Algebraic Method

By comparison with the matrix method, the algebraic method reduces
to some extent the amount of work required in obtaining the probabilistic mapping
matrix, because it allows for simplifications through the use of Boolean algebra.
However, the procedure cannot be computerized as easily as in the case of the matrix
method, and it requires an additional step in dealing with input-dependent
malfunction probabilities.

Furthermore, as the sequential circuit increases in size (and in the
number of input, output, and state variables), the algebraic method requires the
computation of many Boolean functions, where each function must be evaluated for
a large number of input-state values. These Boolean functions can be simplified
algebraically, but this simplification becomes fairly involved as the function
becomes more complex. Thus, the need to compute and evaluate a large number of
"minterm" functions becomes a serious drawback of the algebraic method.

3. Summary
In conclusion to the above survey, if is clear that existing methods

for computing the probabilistic mapping matrix are relatively inefficient. On the one
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hand, the matrix method offers simple but brute~force procedures, and on the
other hand, the algebraic method requifeé the computation and evaluation of
a large number of Boolean functions,

In [?] and in {}J], the authors illustrate the use of the above
methods with respect to very simple circuits. However, as the number of 1lines
going in and out of the circuit increases, the matrix method involves the
manipulation of very large matrices, and as the circuit increases in complexity
and in the number of éomponents, the algebraic method requires the computation
of very complex functions. The inadequacy of these methods in dealing with larger
circuits becomes evident with the examplé given in the Appendix.

Thus, there is a definite need for a different approach to the
problem. For a more efficient method, the procedures should remain simple,
but the amount of computations required should increase in a reasonable }

proportion with the size and complexity of the sequential circuit.
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CHAPTER IV

THE ERROR PROPAGATION METHOD

1. Introduction

The survey presented in Chapter III clearly indicated the
shortcoming of existing methods for computing the probabilistic mapping
imatrix as the given sequential circuit incrcases in size and complexity.

In this chapter, a new approach to the problem is investigated, and a more
efficient proéedure is thereby developed.

The "error propagation' method described in this chapter is based on
the concept of path sensitizing, introduced by Eldred [}{] for the detection
of faults in combinational circuits. The method consists essentially in
representing the given sequential circuit.with an “error propagation graéh",
thereby establishing the conditions for the propagation of component malfunctions
to the output and next-state variables of the circuit. Using Boolean algebra,
the "error" sets of malfunctions which propagate to these variables are
determined for all values of input and present-state variables. Finally, the
entries of the probabilistic mapping matrix are computed, using set theory to
obtain the joint probabilities associated with the "error" sets.

The method of analysis developed in this chapter applies to
asynchronous as well as to synchronous sequential circuits. In the case of
a synchronous circuit, the final probabilistic mapping matrix is computed with
the procedure. In the case of an asynchronous circuit, the results obtained
with the error propégation procedure constitute a first step towards obtaining

‘the reduced probabilistic matrix discussed in Chapter IIL.
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2. Basic Assumptions and Definicions:

Tn order to define the problem more clearly, the following

assumptions are made:

4.2'1

each component of the.sequential circuit has a non—-zero probability
of malfunctioning, and each malfunction probability is known.

Note that memory elements are also considered as components.

4.2,2 - component malfunction probabi;ities:are timekindependent.

4,2.3 - component malfunctions are statistically independent.

‘WZ;2;4 errors occurring in~the circuit are transient (temporary).

‘4.275 - second and higher order produc;s of malfunction probabilities are
neglected, This is justified by the relaéively small magnitude
of the given malfunction probabilitiesf

Note that assumption 4f2f5 is equivalent to assuming that at most one

‘component may malfunction during any single (state transition) cycle of

circuit op?ration.

Definition of "malfunction" variables:

In addition to the input, output, and state variables associated
with a given sequential circuit, "malfunction" variables are introduced in
order to represent the probability of malfunction in the circuit.

With present-day technology, sequential circuits, and computer
circuits in particular, are binary in operation, i.e. the input, output, and
state variables déscribing the circuits are all binary. Hence, the ocﬁurrence
"of an errof at the output of any component of a circuit is defined as follows:
either the component outputs a (binary) ONE when it should logically output
a (binary) ZERO, or vice versa. Thus;.the occurrence of an error at the
output of a component (labelled g) is represented with an "error" variable,

eg, defined as:

Definition 4.1: eg ={l, if the output of component g is in error

0, if the-output of component g is correct.



Furthermore, note thzat an error eg, as defined above, is due either
to a malfunction of component g or to some other component malfunction which has
propagated to the output of component g. Therefore, the occurrence of a mal-

function in a component g is represented with a "component" variable g, defined as

Definition 4.2: g ={l, if component g functions properly

0, if component g malfunctions.
Note: whether g should be considered as a component label or as a component
variable will always be clear from context.

Remark 4.2.1: variables eg and g can be considered as events whereby

p(eg) refers to the probability that an error occurs at the output of component g,
p(ég) refers to the probability that no error occurs at the output of component g,‘
p(g) refers to the probability that component g functions propérly, and

p(E) refers to the probability that component g malfunctions,

where p(eg) + p(ég) = 1 and p(g) + p(g) = 1.

Note that event eg is an immediate consequence of event §g.

Remark 4.2.2: by assumption 4.2.3, P(éiéj) = p(éi) p(gj); therefore, by
assumption 4.2.5, the probability associated with event §i§j (i.e. the occurrence
of simultaneous malfunctions in any two components 8, and gj) is sét to zero.
However, since error eg may propagate to other componentAoutputs, two or more
error variables may be simultaneously ONE.

3. The Concept of Error Propagation:

The error progagation method consists basically in establishing the
conaitions fof the propagation of component malfunctions to the output and
next-state variables of the given circuit. In this section, the concept of
error propagation is introduced at the component level, by way of an example.

Consider the two-input AND gate, shown in Fig. 4.1, as being part of a

given sequential circuit. The two inputs are represented as Boolean functions,
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fi and fj’ corresponding to the outputs from some components 8 and gj,

respectively.

An error in output F, denoted by e, , can occur in anyone of the following

three ways:

(1) the AND gate malfunctions:A eal) =g,..

(2) an error in one (and»only one) of the inputs, fi and fj’ propagates to output F:

in this case, it is assumed that the AND gate functions properly (re assertion

4.1) and that e e_ = 0, i.e. at most one of the inputs may be in error.
i =]
Assume that £, is in error, i.e. e = 1l:
J 8j
by assumption e e =0, e =1l=>e =0, and £, corresponds to the

(Boolean) function defined by the error-free logic of the circuit at the

output of component 8y The following results are thereby obtained:

fi = 0 =>F = 0, regardless of the value of fj’ but
f, =1=F= £
i R
Therefore, an error in fj, eg , is propagated to F iff fi = 1.
¥ k|
Similarly, an error in f, ey > is propagated to F . 1iff fj = 1.
i
Thus, eﬁf) =f.e e +f.e e .
] gi gJ 1 gi gJ -
Remark 4.3.1: f. e @& and £, e e represent mutually exclusive events.
iey 8y ig; 8

(3) errors in both inputs, fi and fj’ propagate to output F:
in this case, it is assumed that the AND gate functions properly (re assertion
4,1) and that e eg = 1. The following results are obtained:
i %
i = t =1 no error in F
if fic:)fj 1, then egi eg. = s
J
i = th
if fi<:>fj 0, en egi eg.
J
where(Z)denotes exclusive - OR.

1 =>F is in error,

(3) _
Thus, e = (fi<:>fj) eg e,

n . .
e i T el
Remark 4.3.2: since, in the above analysis, fi and f, correspond to error-free
. . 1, if £, =1 ‘ o, if £, =1
logic functions, then p(fi) ={0: if f; -0 and p(fj) —{0: if f% -0
Similarly, p(fi(:)fj) ={1, if fi<:)fj =1
=0

0, if fi(:)fj
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Remark 4.3.3: the above analysis also holds in cases where‘fi and/or fj
corespond to input or present-state variables of the sequential circuit.

These cases are considered in more detail in Remarks 4.4.2 and 4.4.3.

ROENORNO

Assertion 4.1: , €, ", e,”’ represent mutually exclusive events. Hence,

p(e,) = p(g,) + £ p(Eg e, ) + fj p(eg ) + fi<:)f p(e € ) caseess (4.1)
| R OLIRC I 5
proof: consider e, e, ", e, " as occurrences of an error at the output of

the AND gate (as outlined in Remark 4.2.1), corresponding to the above cases
(1), (2), and (3), respectively.
Then, e( ) - =1=>%g,=1 =€>eg = 0 and e, = 0 (by assumption 4.2.5)

n "
i

@e(f) - e(n3) -

It
|
[0
[0]

fl
o

Similarly, e(z) = 1.=>eg (:)eg and g_ = 0 (by assumption 4.2.5)

n )
i 3 i

5@ D g,

Finally, B 1= e =1
= =8 e =0and g =0 (by assumption 4.2.5)
egi e, =8, e g, (by p
. J 1 J
X
%e(nl) = eEZ) = 0.
Thus, e(l), e&z), e£3) represent mutually exclusive events. Therefore,
1 2 3
plen) = pe®) + pe?) + pePy
= p(g E + £, e )+ plE.(F)E, e
P(E,) + p(f; By s, 3 %, egj) p(f; (DL, g %)
= g e e )+ . £, by R k 4.3.1
P(g,) * p(f; & e J) *tplEy e @ J) p(E,(DE; e g %) (by Remar )
= p(g,) + p(f) pe ) + p(£,) pleg e)+p(f@f)p(e e )
" v *%; % i 81 8
=p(g. ) + £, p(e + f. e + £, £, (e e ) (by Remark 4.3.2)
p(8,) + £ p(egi egj) 5 2Ce, ) @ Pleg, %,
Q.E.D.

Assertion 4.2: If at most onme input to the AND gate can be in error at any

time ingtant (i.e. eg eg = 0), then p(e,) = P(g,) + fi p(eg ) + fj p(eg.)...(4.?)

i %3 . i . i
proof: by the assumption egi ng = 0, the event corresponding to egi egj =1
cannot occur, i.e, p(e ) 0. TFurthermore, if e e = 0, then

’ g g; &
i J 1 J
e

e e =1l&e =1 and
&i 8 &y

e =lén>eg = 1.
&5 3
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Therefore, p(eg e ) = p(eg ) and p(e eg ) = ple ).

i 8 i i %3 &

Hence, equation (4.1) is reduced to equation (4.2) Q.E.D.

By comparison with equation (4.1), equation (4.2) provides a simpler
expression for the probability of error at the output of an AND gate., As will
be shown in the next section, equation (4.2) 1eads.to a useful graphical
representation of error propagation (for an AND gate). Similar results can be
obtained for other types of components, as shown in Table 4.1, but these
representations also fail to account for occurrences of errors of the type ea3).
On the other hand, by assumption 4.2.5, only a single component may malfunction
at any time instant, and only for circuits with reconvergent fanout can a single
component malfunction (aﬁ the fanout poiﬁt) propagate to both inputs of another
component (at the reconvergent point only).  Hence, errors of the type eS?) will
occur for a relatively small number of components.

Thus, the procedure for obtaining the probébilistic mapping matrix wiil
be developed with respect to the basic results given in Table 4.1, and, as will

(3)

be shown in a later section, occurrence of errors of the type e, wil; be
easily detected and corrected through a simple modification.

4, The Error Propagatl-n Graph:

As outlined in the previous section, the concept of error propagation
can be represented with a simple "error propagation" graph, which will be used,
in the next section, as the basis of the procedure for computing the probabilistic
mapping matrix.

Equation (4.2) obtained for the AND gate considered in the previous

section (Fig. 4.1) can be represented as follows:
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Table 4.1

COMPONENT

OUTPUT ERROR PROBABILITY

ERROR PROPAGATION GRAPH
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The circular nodes of the graph correspond to component malfunctions, and
the edges represent paths along which errors can be propagated. The triangular
nodes (fi and fj) are referred to as "propagation functions'", as they . correspond
to error—free logic functions whose value must be ONE‘in order for errors to
propagate along the paths which they "govern".

Similarly, output error probabilities and error propagation graphs
are obtained for other types of coméonents, as shown in Table 4.1, .For
simplicity, only one and 2-input components are considered, but error propagation
graphs can also be obtained.for multiple-input components, as illustrated with

the 3-input AND gate shown below:

The concept of error propagation can now be easily extended to

sequential circuits, using the graphs obtained at the component level. Given

a sequential circuit of the form shown in Fig. 4.2, an error propagation graph

input : output
variables — > COMBINATTIONAL :j> variables
present-state ’ ‘ CIRCUIT ' next-state
variables [— variables

MEMORY k=

Fige bL.2



-36~

is drawn for each output variable and each next-state variable by simple
inspection of the circuit configuration. In each case, the graph is obtained
by tracing the variable back to the input and present-state variables, repiacing
each component encountered with its corresponding error propagation graph.

This process is illustrated with the following example.

Example: Consider the binary counter shown in Fig. 4.3,

M

Fig. Lo3

Each component is labelled as shown above. The following error propagation

. . . +
graphs are obtained for output variable y and next-state variable q :

'eq+= &y + 8, + f2 (gl + g3) + f3 8os

where f2 = x + q and f3 = Xq.




Remark 4.4.1:

Remark 4.4.2:

In the case of a next-state variable, the corresponding memory
element is always included in the graph (usually as the right-
most node), since it also has a non-zero probability of malfunctioning
thereby contributing to the probability that the next-state may

be in error. Note that the memory element can be any device
capable of storing information (delay line, flip-flop, etc.)

Within the present context, input and present-state variables

are assumed errorless (as in the above example), since the
probabilistic mapping matrix is defined in terms of the probability
p(sj, vr/si,up), whereby it is assumed that the sequential circuit
is in a giﬁen state 855 ana that input up is applied. However,

one must consider the possibility that the input variables and/or
present-state variables may, in fact, be probabilistic.,

In the case of present-state variables, probabilistic initial

A0y ZIIENTATMOR T

wEs 2o

values are expressed with a stochastic initial-state vector

T (2), as defined in Chapter II (Section.l). For the subsequent

IS
3
13
&

operation of the circuit, occurrences of errors in the present-
state variables éan result only from the feedback 6f errors in

the next-state variables, which is accounted for by matrix
multiplication, as discussed in Chapter II (Sectioﬁ 3).

In the case of input variables, the problem is qonsidered under
two different aspects. ' First, if the ‘input is probabilistic in
itself, then each input variable is assumed errorless in obtaining
the probabilistic mapping matrix, and the probabilistic nature of
the input is taken into account in the computations required for

estimating the reliability of the system [}é]. On the other hand,

if the probability that an input variable x is in error arises

from the fact that x corresponds to an output variable from some
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other circuit, then the probability of error in x, p(ex),
is expressed as an additional node, e in the error
propagation graphs of the circuit. In that case, propagation
of error e to the output and next-state variables of the
circuit is governed by the propagation functions of the
corresponding graphs.

Remark 4.4.3: Any disturbance in a connection from a primary input variable

or state variable to a component of a given sequential circuit
is considered as a malfunction of that component.

Remark 4.4.4: Every error propagation graph displays a tree structure.

As seen from the above example, the error propagation graph provides
much insight into the reliability problem by displaying how component malfunctions
can propagate as errors in the output and next~state variables of the circuit.

For simple circuits such as the omne considered above, error probabilities can
be computed by inspection of the graphs and evaluation of the propagation
functions. However, as the circuit increases in size and complexity, graphical
inspection alone becomes difficult, and a more formal procedure is therefore
needed.

5., The Error Propagation Procedure:

In order to illustrate each step more clearly, the procedure is
developed with respect to an example. For the purpose of comparison with other
methods in the concluding section of this chapter, the example corresponds to
the one given in the Appendix, where it is used to illustrate the matrix and
algebraic methods in computing the probabilistic mapping matrix.

5.1. Obtaining the Error Propagation Graphs:

As pointed out in the previous sections, the basic information
required to compute the probabilistic mapping matrix is obtained with the error

propagation graph. Hence, the first step of the procedure is to obtain a graph
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for each output variable and each next-state variable of the given circuit.
This 1s casily done by inspection, as described in the preceding section.

For our example, the error propagation graphs are shown in Fig. 4.4.

Fig. 4.4

At this point, the error propagation graphs display the component
malfunctions that can propagate as errors in each output or next-state variable,
and they specify the conditions under which propagation can occur. Furthermore,

cases of reconvergent fanout are readily detected by inspection of the graphs;



~4(0~

for example, from Fig. 4.4 (e) it is clear that each one of component
malfunctions gl,gz can propagate Lo qZ through two different patﬁs.
5.2, Formulation:

The next step is to obtain a convenient formulation of the infor-
mation provided by the error propagation graphs. By considering the tree
structure of the graphs, ﬁwo general matrix formafs are suggested, and their

advantages and disadvantages are pointed out.

F - formulation: In achieving this formulation, it is useful to consider each

graph as a tree in which the error variable (associated with the corresponding
output or nmext-state variable) is the root, the component malfunctions are the
nodes, the propagation paths are the branches, and the propagation functions
(associated with triangular nodes) correspond to cut-sets.

In going from the root to the leaves of the tree, the first node
encountered is always directly connected to the root. Physically, this means’

that the corresponding component malfunction propagates directly to the output

SRANOIIET XY K LISNTATMER

or next-state variable, independently of any propagation function, since the
variabie corresponds to the cutput of that component. However, note that, for
some graphs, more than one malfunction may propagate directly to the root of
the tree, as in the case of Fig. 4.4 (b) and Fig. 4,4 (o).

In going deeper into the tree structure, branches connecting some of
the nodes to the root will each contain a single propagation function. Physically,
the propagation of the corresponding component malfunctions is governed by each
of these functions alone. For example, from Fig. 4.4, functions a, (Fig. 4.4 (a)),
f2 and f3 (Fig. 4.4 (b)), and %9 and Elo (Fig. 4.4 (c)) must be considered.

In going still further along the branches of the tree, propagation of
the remaining component malfunctions to the root will depend on two or more

propagation functions. Hence, the corresponding (Boolean) products of these

functions must be considered. For example, from Fig. 4.4 (¢), functions
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qué, fafio’ f7E10’ fzqug, aZfSElO’ and q2f7flO must be computed.

Proceeding as described above, one can obtain all propagation
functions and prodﬁcts of propagation functions needed to determine the component
malfunctions that propagate to the output and next-state variables. These
results can be formulated with the following matrix equation:

E = GPF+GD (&.3)

F T T
where E = [%l ey coe eY eY+1 ceo ey+é] = [%qi ...,eq: eyl cee eyé] is a
(y+B) - dimensional column vector of error variables corresponding to
the output and next-state variables of the circuit (re Fig. 3.1),
PF is a column vector of propagation functions and products of propagation
functions, as discussed above,
GF is a matiix whose (i, j)th entry corresponds to the (sum of) component
malfunctions which can propagate as an error e depending on the jth
element of vector PF,
and GD isfa (y+8) - dimensional column vector whose ith entry corresponds

to the (sum of) component malfunctions which can propagate directly as

an error e, . )
Note that if the jth entry of vector PF does not govern the propagation of any
component malfunction to the ith output or next-state variable, then the (i, j)th
entry of matrix GF is zero. Also note that every entry of vector_GD is non-zero.
Furthermore, a case of reconvergent fanout originating at the output of a
compqnent gi will appear as the occurrence of malfunction Ei in~more than omne
entry of a same row of matrix GF'
The resulting matrix equation for our example is shown in Fig. 4.5.

The F - formulation will be advantageous with sequential circuits that

have a small number of component levels. Otherwise, the corresponding error

propagation graphs will display long propagation paths involving many
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ropagation functions, in which case a large number of function products
will need to be considered. In this latter case, the next formulation will
prove more appropriate.

M - formulation: In this case, the information is formulated with respect to

each component malfunction of the circuit. By inspection of each error
propégatioﬁ graph, the path through which a.component malfunctidn can propagate
(to the corresponding output or next-state variable) is expressed as a product
of the propagation functions encountered along the path; the resulting function
is referred to as a path-function. In the case where a component malfunction
can propagate to an output or next-state variable through two or more paths
(i.e. reconvergent fanoué case), the corresponding path-function involves a

sum of products of propagation functions. Hence, the M ~. formulation is given

by the following matrix equation:

e YEEX ST

E = FMGM | ' (4.4)

where E is a (y+8) - dimensional column vector, as defined with the F - formulatiom,

: . th
GM is a 6 - dimensional column vector whose j entry corresponds to the

ARV AT A X LISHEA IR

.

Jth component malfunction, where © is the number of components in
the circuit,

' t . ' .
and F. is a ((y+B) x 8)matrix whose (i, 3) h element,'Fij, is the path-function

M
which governs the propagation of the jth component malfunction to the
 th ' . : th
i™" output or next-state variable. Note that Fij = 0 if the j

malfunction cannot propagate to the ith variable, and that Fij =1

th . . .th .
if the j malfunction propagates directly to the i~ wvariable,

For our example, the resulting matrix equation is shown in Fig. 4.6.

Remark 4.5.1: in dealing with cases of reconvergent fanout, the corresponding sum-of-

product expressionsobtained with the M - formulation immediately indicate the
propagation functions that must be ONE in order that more than one input to

the component at the point of reconvergence be in error.
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By comparison with the F - formulation, the M - formulation will
generally prove more convenient aé the number of component levels in the given
sequential circuit increases. Furthermore, as outlined in Remark 4.5.1, the
M - formﬁlation is also more convenient in dealing with cases of reconvergent
fanout. Hence, the remainder of this section will be developed with respect
to the M - formulation.

5.3. Modification in the case of reconvergent fanout:

As outlined in Section 3 of this chapter, the error propagation graph
is developed under the assumption thatat most one input to each component may
be in error at any time instant. However, this assumption is not valid in the
case of reconvergent fanout, and a modification must be made with respect to
path-functions associated with component malfunctions ﬁhat can propagate to the
fanout point.

Let us consider the general case of reconvergent fanout where the
point of reconvergence corresponds to a two—input component, as shown in Fig. 4.7.

Fanout occurs at the output of component 8> and error e can be propagated as

B¢
OB -
f g
(-G Cac)

b'¢
5

Fig. 4.7

an error eg (at the point of reconvergence) through two paths, Py and Py
r
Propagation function fij (G=1, 2, ...y ki) governs the propagation of an

error from the input to the output of component gij’ encountered on path
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P (1 =1, 2). Similarly, functions frl and fr2 govern the propagation of
an error at inputs X and X, respectively to the output of componeﬁt

1 2
8. but only under the assumption that at most ome input may be in error.

A necessary condition for both inputs, X and x_ , to be in

T
1 2
error is that the Boolean product F_ F_ = 1, where F_ = -Tﬁl f1 and
k, Pp P Py §TH M,

F = :TI- f.. . However, the propagation of an error in both x_ and x

P 35 23 r T
2 2 2 1 2

to the output of component g, depends on the values of xr and xr and on

1 2
the type of component corresponding to g,

In the case where component 8, is of the type AND, OR, NAND, or

NOR, an error in both inputs to &, ispropagated to the output of

g, (i.e. eg =1) if and only if X @ x_ = 0. Hence, the path~function associated

r
. T 1 2
with malfunction E} {or any other component malfunction which can propagate

to the fanout point) will contain Frf as a factor, where

F, = F t ®F f ©F F_,
* Py T3 Py Ty P Py
where frl arxrz and fr2 xrl if g, 1is of the type AND or NANDf
f. =X_ and fr ir if g is of the type OR or NOR.

1 2 2 1

On the other hand, if g, is of the type EXCLUSIVE-OR or EQUIVALENCE,

then e = 0 whenever both inputs to'gr are in error. Hence, expression

r .
F . is given as Fr =F @F .

rf f Py Py
By a similar analysis, modified path—functions can be obtained in
cases of reconvergént fanout involving more than two paths. For example,

in the case of a fanout which reconverges through three paths at the input

of a 3-input AND gate, as shown schematically in Fig. 4.8, the corresponding

X

L

propagation path Py

propagation path P,

propagation path Ps

00O

Fig. 4.8

a
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expression F is given as
r

f

F =F x x @F XX &®F x x @F F F x ©

rf r - x, ©F
Py Yy 3 Py Py T3 Py Ty T, Pp Py T3 Py Py Ty
F F xr SF F r
Pp P3g T Py Py Py
Since these cases very rarely occur, they will not be analysed to any detail.

For our example, reconvergent fanout is detected at the output of
componenté 81 and 8- With respect to tHe M-formulation, the path-function
corresponding to malfunction gi becomes F31 =\f2q2f9 G)qusflo @9f2q2q2f8,

d that di g = £ £ . i
an at corresponding to g, becomes E32 f3q2f9 €9q2f7f10 @)f3q2f7 vNote that in
th Py . . - - .

e case of F3l’ no modification is needed, because f2q2q2f8 0, i.e. the

two inputs to component 811 will never be simultaneously in error.

5.4. Determining the propagated malfunctions:

In order to determine the component malfunctions that can propagate
to each output variable and each next-state variable for every state-input
pair, the path-functions obtained with the M-formulation (subsections 5.2
and 5.3) must be computed for all (y+a) -~ tuples of present-state and
input variables (re Fig. 3.1).

In formatting these results, it becomes more comnvenient LO express

separately each variable e (i=1, 2, ...y y+8) of vector E:
= ’ 4,5
e = Py . (4.5)
where F, . =|F, F., ... F, is a 8. - dimensional row vector (e,fée)
Mi 11 12 1e i R i

i
which includes the ei non-zero entries (path-functions) of the

ith row of matrix FM’
and GMi is a Gi - dimensional column vector which includes the Qi component
" malfunctions that can propagate to the output or mext-state
variable corresponding to e,
Next, using Boolean algebra, each path-function Fi (k = l,2,...,9i)

k
is expressed in terms of the input and present-state variables. In order to
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obtain a more condensed formulation, all path-functions that are found

to be equal are represented by a single path-function, i.e.

e, = F,6, | (4.6)
el o1 i . s . .
where Fi [%l Fz - Fn;] is a ng dimensional row vector (nilg Qi)

which includes the ny different path-functions associated with
variable e
. . . th
and Gi is an, - dimensional column vector whose k  entry (k = 1,2,..., ni)
corresponds to the sum of all component malfunctions whose
. . i
propagation is governed by path-function Fk'

For our example, the latter formulation corresponds to the following

equations:
— 7
— = ll l 1‘1 s P g ‘l = =
ey = eq; ’[%l F2 Ié] 81 + 83 , where Fl f2 x + dys
E £l = £, =
) 2 T F3 T My
- - 1
8, + gy f3 = 1.
R
e, =e+ |-2.2.2.2 2 2 2 2| -
29 ‘[%1 Fy ¥y Ty ¥y Fg By FéJ 81
P
82
857e,
8steg
g
810
g
2. T8
117, |
2 = == -
where Fl = f2q2f9 + q2f8flO x+qg +q,
Fy = £30,F5 @ q,8,5, @ 30,8, = %4,

2!
Mo N o

£,0,g = 4yFg = ay(x + qp)

= f.80 = %4y T x99,

o
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Py = fglig = 4, + X
Fg = Eg = 9,4, + 252 + xal
F=t, =, @0
2o
and.e3 = ey = [%i Fi] élf]’ where Fi = q,
gs_‘ Fg =1,
i

Finally, each path-function F (k =1, 2, ..., ni;i =1, 2, ..., (Yt8))

k
must be evaluated for every (y+ua) - tuple of present-state and input

variables. This evaluation can be conveniently formatted in matrix form,

which leads to the final formulation

E, =F, G si=1,2, ...y (Yy+8) , (4.7)
i i i
. + . s .
where Fe is a (2(Y 8) X ni) matrix whose ktl'1 column (k =1, 2, ..., ni)_
corresponds to a "truth-table" representation of path-function
i
Fk’
G = G., as defined above,
e i
. (vy+a) . . .th
hence Ee is a 2 - dimensional column vector whose j entry corresponds
i
th

to the sum of component malfunctions that can propagate to the i
(output or next-state) variable when the jth staté—input (§+a) -
tuple is applied to the circuit.
Note that the final formulation corresponding to equation (4.7) can be obtained
directly from the error propagation graphs upon expressing the path-functions
(obtained in subsections 5.2 and 5.3) in terms of the imput and state variables
of the circuit. Formulations (4.5) and (4.6) were introduced for the purpose
pf explanation.

For our example, the following matrix equations are obtained:
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T ¥ F F2 F
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(4.8)

(4.9}

(4.10)
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Thus, using formulation (4.7), one can determine, for each
state-input tuple, the component malfunctions that can propagate to each -
output variable Vs (6 =1, 2, ..., B) and each next-state variable

g (w=1,2, ..., v).

5.5. Computing the entries of the probabilistic mapping matrix:

Having determined the propagated malfunctions, we can now'compute
the entries of the probabilistic mapping matrix by obtaining the joint
probabilities of all output and next-state variables. This final step
can be efficiently achieved by representing the propagated malfunctions as
"error" sets. This subsection is therefore divided into two parts: first,
the error sets are defined, and-their properties are investigated; second, these
general results are then applied in computing the entries of the probabilistic
mapping matrix.

(i) error sets and their properties:

Within the present context, a sequential circuit is, in fact,
analysed as a combinatiomal circuit. Error sets and their properties will

therefore be investigated with respect to a general combinational circuit, as

shown in Fig. 4.9, where Z = {zl, Zos e zv} is the set of output variables,
W > Zq
W2-———-—-—> —— Z2
C L)
W A—— ey Z
i Y
Fig. 4.9

W= {wi, w2, veos WU} is the set of input variables, and each output variable

. k
z. is a (Boolean) function, fi (W), of the input variables. Let Z" denote the
i

kth V- tuple (k. =0, 1, ..., i)—l) of output yariables; similarly, let Wl




.th .
denote the j u - tuple (j = 0, 1. ..., 2“-1) of input variables.

Definition 4.3: Error set Gj (zij, associated with output variable zi, is
defined as the set of component malfunctions that can propagate to variable
25 when Wj is applied to the circuit.

Example: the following error sets are easily obtained from matrix

equations (4.8), (4.9), and (4.10):

Gy) = {g5} G, (y) = {51455}
3 = = = =~ = =
NCI) {gzsgaang} G,(qy) = {gl,g3,g4,ng}
Coah) = {B)»8yrBgsBrgoBypsBy | 7(ay) = (BpaByyrByoBesBarByrEro BypoBy )
0'%2 1°877898107811°%, 792 1’ 2'g3’g4’g6’g8’g9’g10’gll’gMz :

Definition 4.4: Probability p(Gj(éi)), associlated with error set

Gj(zi) = {85 By> +oes g4}, is defined as

i

P(Gj(zi)> P(él) + p(éz) + ... + p(gd), where

P(Gj(zi)) 0 if Gj(zi) = ¢ (the empty set).
Using the above definitions, let us now consider the error set Gj(Zk)
associated with output tuple Zk when input tuplevWj is applied to the circuit.
Giveﬁ that u - tuple Wj is applied to circuit C, a unique v - tuple,
denoted as qu, is obtained if circuit C is érrorless. However, let us assume
that a component has malfunctioned and that output tuple Zk is obtained.
Furthermore, let us assume Zk to be such that the value of a single variable,
Z,s is in error. Then, by assumption 4.2.5, the occurrence of Zk is due to
anyone of the component malfunctions that can propagate to variable Z.s and
only to variable z when thi)input tuple wj is applied to the circuit, i.e.
6,2 = 6,(z) -\] 6z,
m#i

where ~ denotes set difference, and LJ denotes set union.

Similarly, if Zk is such that the values of two variables, Zi and 2, are
' 1 2

. k .
in error, then the occurrence of Z¥ is due to anyone of the component

malfunctions that can propagate toO both variables z, and z; and only to
1 2



these two variables, when Wl ois applied to the circuit, i.e.

0,2 = (6(z )ﬂc (2; ) —Ul G, (2,

mEi
mFi

2 .
By assumption 4.2.3, component malfunctions are statistically independent.

Therefore, in each case, the probability of obtaining Zk when Wj is applied
is given as p(Zk/Wj) = p(Gj(Zk)).

The above results are easily extended to n variables in error as
the following general property.

k
Property 4.1: Let Z  correspond to an output v - tuple for which the values

of n variables, Zi s 2y eee z; s (L£n £v) are in error when input u - tuple
. 1 2 n .
Wl is applied to the circuit. Then, p(Zk/wJ) = p(Gj(Zk)}, where
N : .
. ky
G, (2 = th (? -\ G, (z,).
mFiy v

Note that, in the case where n = v, GJ(Z ) = g:} Gj(Zt).
Using property 4.1, one can compute the probability of obtaining any errdneous
output tuple Zk, given that input tuple Wj is applied to the circuit.

Next, let us consider the probability of obtaining the correct
v - tuple z°3 when Wj is applied. An erroneous output tuple is obtained
whenever anyone of the component malfunctions that can propagate to any variable
z2; (i=1, 2, ..., v) does occur. Thus, the correct v - tuple 7%} is obtained
iff none of the component malfunctionsof the set A;Q_Gj(zm> occur. Hence,

Property 4.2: p(Z J/WJ) =1 - p( L) G (z ))

Furthermore, because of the determlnistic nature of any given
circuit C, a unique v - tuple is obtained for each component malfunction that
can occur when any particular u - tuple W is applied to the circuit. Thus,

Property 4.3: G (z l)(w G (Z 2) = ¢ for any k # k # c

Moreover, for each input tuple WJ any component malfunction in

any set G,(Zk), k # ci, is contained in at least one error set Gj(zi)’ and any
J N

s
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malfunction in any set Gj(zi)’ i=1, 2, ..., v, is contained in a unique

k : )
set Gj(Z ) (by property 4.3). Hence,

2.1 " v
Property 4.4: G, (Z = G .
perty k“é 52 U 52

k= m=1
k
#cj
: 2V-1 "
Assertion 4.3: EE: p(z /Wj) = 1.
k=0
2v-1 K
proof: (\) Gj(Z ) represents a union of mutually exclusive sets (by property 4.3),
k=0 : :
k#c,
J .
2’1 2¥-1 . a1 3
oop(U 6.2 =Y p(6(29) = > p(z /W) (by property 4.1),
k=0 k= J k=0 ‘
kfc, k: k
¢CJ #cj #cj
but p(l) 6.(z)) = p(k“JG.(zm)) (by property 4.4),
k=0 3 m=1 7
- ki
#cj

1t

2“—1 v V] '
s ool k,.J
pz8iwh+>_ ptwd)=1-p(lJ 6, (= N+pl JG6.(z)) (by prop.
k=0 =13 ® m=1J " 4.2)

k¥c.,
# J

2”1 N
thus, jsz(z /Wj)
k=0

-1 _ Q.E.D.}
Our next step is to extend the above properties to subsets of
variables. Consider a subset S € Z, where S = {z_l, Zos oot zc}, leosv,
Let Stdenote the tth g-tuple of variables zi;zz,...,zc, whefe t=0,1,..., iu—l,
.and let Scj denote the.corréct o] -‘tu?le obtainéd when u - tuple Wj is épplied
to the circuit. Clearly, properties 4.1, 4.2, 4.3, 4.4 also apply to subset

S. Hence,

Property 4.5: (a) p(St/WJ) = P(Gj(st))Q t# ¢y

. g
®) psSimhy = 1-p(lJ6,(2))
m=1 1 n

3



(c) Gj(stl)(“\cj(stz) =@ for any t; # t, # ¢,

t —_
@ 6,65 = G0z

291
Assertion 4.4: >  p(ST/W)
t=0

=1

proof: similar to that of assertion 4.3.

(ii) wusing error sets to compute the entries of the probabilistic mapping matrix:

Let us now use the
probabilistic mapping matrix

X = {x x } is the

1’ 72 T T

Y = {yl, Yor evs yB] is the

Q = {ql, Qs eves qY} is the
+ .+ + +. .
Q= tql’ Qs v qY} is the

The probabilistic entries, p(sj, Vr/si’ up), where Sj

general results obtained above to compute the

of a sequential circuit, as shown in Fig. 3.1, where
set of input variables,

set of output variables,

set of present-state variables,

set of next-state variables,

=qd, 4=0, 1, ..., 2¥-1,

s, = Qf, 1=0,1, ..., 2°-1,

up = Xp, p=0,1, ..., 2&-1,

and v_ = Y5, r=0, 1, ..., 2°-1,

correspond to the joint probabilities associated with the set Z = th)Y of all

next-state and output variables.

+

Thus, letting er = Q J Yr, the jrth (y+8) - tuple of all next-state and output

variables, where jr = 0, 1,

and letting w?P = Ql Xp, the

variables, where ip = 0, 1, ...,

o as 3y

AMLEH
ipth (y+a) ~ tuple of all present-state and input

gYte

b

P(Sj, Vr/si’ up) = p(ZJr/Wlp), as defined by properties 4,1 and 4.2,
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Assertion 4.5: The probabilistic mapping matrix obtained with error sets

(as defined above) is a stochastic ﬁatrjx.
proof: follows directly from assertion 4.3.

However, by property 4&.5, the error sets associated with the next-
state y ~- tuples Q+j, Gip(Q+j), and the error sets associated with the output
B - tuples Yr, Gip(Yr), can be obtained separately. Therefore, in computing
fhe probabilistic mapping matrix, one can obtain, as intermediate resulté,
the state—transitioﬁ matrices and output matrices associated with the given
sequential circuit, i.e.

= +3 /TP
p(sj/si, up) = p(Q -/Q°X")

p
p(Gip(Q J)), if sj corresponds to an erromneous next-state,

Y
{ 1-p( 1 Gip(q;)), if sj corresponds to the correct next-state.

Pv /sy u) = p(T/QED)

p(G, (Yr)), if v, corresponds to an erroneous output,
ip

l-p($2{ Gip(ym», if v, corresponds to a correct output.

The entries of the probabilistic mapping matrix can then be computed as follows:
_ RC T, N P B
Plsys v /sy, w) = (@Y /QX)
fp(Gi (Q+J)f~) Gip(Yr)),if Q+J and Y© both correspond to
p .
erroneous tuples,
44 6 _|_j h
P(Gip(Q J) - L,) Gip(ym)),if Q ° is erroneous and Y 1is correct,
m=1
Y

X T + . +j . . I S
- G, if is correct and is erroneous
p(Gip(Y ) &;& 1p(qn)), Q ) J

Y B ‘ .
1op (L) 65 @)U (U Gy (7,00 @ and ¥ both
n=1 ‘ m=1

\

correspond to correct tuples.
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}, and § = {s,, s

For our example, U = {u_, ul}, Vv = {VO, vy 0* S1° So»

0

53}.

Row (so, uo) of the transition matrix associated with input symbol uO (as defined

in Chapter 1I, section 3) is obtained as follows:
the correct next-state associated with state-input pair (so, uo) is S0 and
the required error sets (obtained from equations (4.8) and (4.9)) are

-+ - - - + - - - — - —
G = = ®
olay) = 18y 84 ng} and Gy (a,) = {832 87> Bg> 8100 Bpy gMz}’ hence,

p(sy/5g g = 1 = P(Golap U Glap)

]

1 - p(@))-P(E)-P(E,) PP Eg P )Py P By )

=4
v
|

p(s /egs ug) = P(CO(dy) = Colap))

p(§1)+p(27)+p(§9)+p(§lo)+p(§ll)+p(éM )
2

p(s,/55 ug) = P(Golap) = Go(a)) = P(EFR(E) TPy )

1

, + +
p(s,/sys uy) = P(6a(V6oap)) = 0
Similarly, row (so, uO) of the output matrix associated with input symbol U,
(as defined in Chapter II, section 3) is obtained as follows:

the correct output symbol associated with (so, uo) is vy and the required

error set is Go(y) = {gs} (obtained from equation (4.10)); bhence,

it

p(v/5gs tg) = 1 =BG = 1 = P (&)

p(vllso, ug) = p(GO(y)) = p(8y)

Using the results obtained above for row (so, uo), the corresponding row of

the probabilistic mapping matrix can be obtained as shown above. Hence,

p(so, Vo/sd’ u,) = l-p(él)-p(éz)—p(éa)-p(és)—p(§7)—p(E9)—p(élo)—p(éll)—p(éMl

plsys v,/8g 8y = P(ES)

1

p(sys vo/so, uo) = p(él)+p(§7)+p(§9)+p(élo)+p(§ll)+p(§M2)

|

p(sls Vl/soa uo) 0

)-p(8y ).
2
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p(sy, vy/sys ug) = p(g2)+p(g4)+p(ém'l)
p(sy, vl/so, uo) =0
=0

p(s3s Vo/sgs ug)
P(SB’ Vl/SO’ uo) = 0
The other rows of the state-transition and output matrices and the corresponding
rows of the probabilistic mapping matrix are similarly computed.

Finally, the numerical entries of the probabilistic mapping matrix
are obtained by replacing each malfunction probability, p(gk), with its given
value. In the case of input-independent malfunctions, each probability has
a unigue value, and the evaluation becomes very straigh;forward. In the case
of input-dependent malfunctions, -evaluation of p(gk) requires a knowledge of
the input values to component gk when the corresponding state input pair (Si’ up)
is applied to the circuit; these input values are immediately determined from
the values of the corresponding propagation functions. Note that, in the latter
case, a more direct evaluation could be achieved by replacing each malfunction
probability with its highest value, regardless of the input values to the
component, in which case the matrix entries would correspond to upper bounds of
~error probabilities.
For our example, the following probabilistic mapping matrix is obtained,

assuming that the malfunction probabilities atre input-independent and that

a, for k=1, 2, ..., 11,
P(gk) ={b for k= M,, M
? 1’ 727
;;ﬁ;? 000 oor 010 011 100 101 110 lll_‘
000 | 1-8a-2b a S5atb 0 2atb 0 0 0
001 3atb 0 a 0 1~-9a-2b a 4atb 0
010 Sa+b 0 1-9a-2b 2a 0 0 2a+b 0
P = 011 2a a i atb 0 2a+b 0 1-7a~2b a
100 3atb 0 a 0 1-%9a-2b a tatb 0
101 5a+b 0 1-9a~2b a a 0 2a+b 0
- 110 2a a atb 0 2a+b 0 1-7a-2b a
111 a 1-10a~-2b 0 6atb 0 b a 2a

=)
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In conclusion of this section, the procedure is summarized as follows:
step 1: by inspection of the given sequential eircuit, obtain an error
propagation graph for each output variable and each next-state variable.
step 2: by inspection of each graph, determine the path-functions that govern
the propagation cf each component malfunction to each output and next-
state variable (M-formulation).
step 3: in cases of reconvergent fanout, modify all sum-of-product path-functions
corresponding to the component malfunctions which can propagate to a
fanout point (exéression Frf).

compute the value of each path-function for all state-input tuples, as

step &

formulated with equation (4.7).

step 5: obtain, for every state-input tuple, the error sets associated with each
next-state tuple and each output tuple. Combining these sets as described
above, obtain the state-transition and output matrices, and thereupon
compute the probabilistic mapping matrix.

6., Conclusion:

In computing the probabilistic mapping matrix of a given sequential
circuit, the need to consider the probability associated with each and every
state-output tuple for all values of input and present-state variables calls
for fairly tedious computations. By contrast with the matrix and algebraic
methods, the error propagation method developed in this chapter provides an
efficient procedure whereby the amount of computations required at each step
remains within reasonable proportion to the size and complexity of the given
circuit,

As outlined at the beginning of the chapter, the error propagation
method is based on the concept of path sensitizing. With this new approach

to the problem, the simplifying assumption that at most one component may
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malfunction at any time instant is included within the very concept of the
method, and it thereby provides simplifications throughout the corresponding
procedure. With the matrix method, this assumption is used only for simplifying
the results of matrix operations while, with the algebraic method, it is used
only at the very end of the procedure for eliminating certain products of
malfunction variables,

Furthermore, the variety of computational tools used with the error
propagation proCedure‘provides greater simplification and increased efficiency
at each step. The basic information regarding the propagation of component
malfunctions is easily obtained by inspection of the error propagation graphs.
Then, Boolean algebra is applied to efficiently determine the propagated
malfunctions for all values of state and input variables. Finally, set theory
proves to be very advantageous in computing the joint conditional probabilities
corresponding to each entry of the probabilistic mapping matrix.

By contrast, the algebraic method resorts exclusively to Boclean
algebra. As shown in the Appendix, the Boclean functions that must be computed
for the output and next-state variables (of our examplé) become very complex and
accordingly difficult to simplify. Furthermore, the joint probabilities corres-
ponding to the entries of matrix P are very tediously obtained through Boolean
products of all these complex functions.

Similarly, the matrix method resorts exclusively to matrix operations.
The resulting procedure consists of two basic steps: the partitioning of the
circuit and the computation of the block matrices and of the overall matrix. As
the circuit increases in complexity, the partitioning step becomes a problém in
itself, since it musﬁ be "properly" achieved in order to maintain the required
computations at a minimum. By contrast, the error propagatioﬁ graphs always

‘remain straightforward tree structures. Furthermore, the matrix procedure offers
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no simplification other than the deletion of products of malfunction probabilities.
As shown in the Appendix, the compugations involved in obtaining the block
matrices and the overall matrix become extremely tedious, and the matrices

reach very large sizes. A good example of the "brute-force" nature of the

matrix method is obtained with respect to output variable y, corresponding

to the output of component gs of our example. Although y appears as a simple

line through four blocks of the partitioned circuit, the computations required

with each one of these blocks must be duplicated in order to account for y in

the probabilistic mapping matrix. With the error propagation procedure, variable

y is represented with a very simple graph and a correspondingly simple path—function,‘

and it is easily accounted for with the final computations involving set theory.
In view of the above discussion, it is clear that the error propagation
method has provided a more efficient procedure for computing the probabilistic
mapping matrix. In addition, with its graphical representation the method conveys
much more insight into the problem of circuit reliability and, as shall be
discussed in Chapter VI, it thereby offers a meaningful approach to many other

related problems.
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CHAPTER V

FAULT DETECTION IN COMBINATIONAL CIRCUITS

1. Introduction:

The purpose of this chapter is to extend the results obtained in
Chapter IV to the detection of faults in combinational circuits. As will be
shown in Section 2, this becomes straightforward, since the error propagation
method was developed from the concept of path-sen81t121ng, which was originally
introduced for the purpose of fault detection in combinat10na1 circuits [}@
However, some modifications will need to be introduced, since the problems of
fault detection and of reliability.analysis differ in cerfain respects.

In the case of sequential circuits, fault defection involves the
additional problem of state identification whenever the state variables of the
circuit aré not observable. Otherwise, if the state variables are observable,
or better, if the feedback lines of the circuit can be physically disconnected
and the present-state variables accessed as inputs; then fault detection can be
achieved with procedures that apply to combinational circuits. In this latter
éase, the results obtained with the error propagation method can be easily
extended to sequential éircuit fault detection, since, in computing the probab-
ilistic ﬁapping matrix, a sequential circuit is actually analysed as a combina-
tional circuit.

At this point, one may question the usefulness of extending the error
propagation method to fault detection when a variety of techniQues have already

been de_v_eloped for that purpose l:l6:| . For example, Armstrof;é [19] has developed a
‘.path—sensitizing procedure, and Kilin To [;é] has provided an efficient technique

with his fault-folding approach. However, fault detection alone gives no precise
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information about the reliability of the circuit, when, in fact, these two
problems are very closely related, i.e. reliability analysis provides a
measure of how '"good" the circuit is (and hence, of how often it should be
tested), while fault detection determines whether or not the circuit>is cper—
ating properly. By contrast, the error propagation method provides a unified
approach to these two problems, since, as will be described in Section 3, it
can be used for fault detection as well as for reliability analysis.

Another point to consider is the testing philosophy associated with
fault detection. In general, fault detection procedures aim at obtaining a
minimal set of test sequences that detect all possible faults in the circuit.
However, as the circuit inéreases in size‘and in the number of input-output lines,
these complete test sets become fairly large, and testing time and cost can
become excessive. In that case, if the number of tests can be significantly
reduced by testing only for those faults that are more likely to occur, testing
time and expense can be reduced by spacing the complete test set at longer
intervals and making the limited tests at shorter intervals. Hence, those faults
that are more likely to occur are tested for more frequently, while the faults
unlikely to occur are less often tested for. With respect to this testing
philosophy, the error propagation method provides a very flexible approach to
obtaining limited test sets, as will be shown»in Section 4.

2. TFault Detection and the Error Propagation Method:

The reliability problem analysed in Chapter IV consisted essentially
in determining the (temporary) component malfunctions that could propagate to
the output terminals of the circuit for every input tuple (state-input pair).
By contrast, fault detection aims at generating only a subset of input tuples
that will test for all possible faults. In order to detect the presence of a

fault, its effect must be allowed to propagate to an observable output of the

X

"
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circuit, and this is precisely the information provided by the error
propagation method in computing thé probabilistic mapping matrix. However,
since the two problems differ as to the nature of the errors involved, some
modifications must be effected in order to achieve fault detection.

First, let us consider fault detection at the component level. In
Chapter IV, the error propagation method was developed with respect to temporary
component malfunctions, whereby there was no need to distinguish between an
error at the input and an error at the output of the component, or to distinguish
between the component erroneously outputing a ONE and the component erroneously
outputing a ZERO. By contrast, fault detection is concerned with permanent
faults, which are generally considered as a component input or output either
stuck-at-zero (s-a-0) or stuck-at—one (s-a-l). In testing for these faults,
it becomes important to distinguish between input faults and output faults, and
between s-a-0 and s-a-1 faults, because the corresponding tests are different.
For example, consider a two-input AND gate, as shown in Fig. 571. In testing

for a particular fault, the input tuple, referred to as a test tuple, must be

Fig. 5.1
such that the value of y differs according to whether the fault is present or
not. Tests for all faults associated with the above AND gate are given in

Table 5.1. As seen from the table, a fault in Xy is detected at output y iff

FAULTS
TEST TUPLE x X, y
Xy %y s-a-0 | s-a-1 | s-a-0 | s-a-1 | s—a-0 | s-a-1
0 0 - - - - - TEST
0 1 - TEST - - - TEST
1 0 - - - TEST - TEST
1 1 TEST - TEST - TEST -

TABLE 5.1
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X, = 1, and a fault in X, is detected at output y iff X, = 1. Hence, these
input tests correspond exactly to the error propagation graph obtained for
an AND gate. Similarly, it can be shown that this correspdndence holds for
the other types of components.

In extending fault detection to the circuit level, each fault in
the circuit could be tested individually, as in Table 5.1, by determining those
(primary) input tuples that allow the effect of the fault to propagate to an
observable output, However, that would be equivalent to obtaining a fault
table for the circuit. As described by Kohavi [iﬂ , the fault table has a
row associated with each input tuple, and a column associated with each possible
fault, listing all thosc iﬁput tuples whiéh can detect the corresponding fault.
The table may be simplified by using the following property: if every test for
a fault i is also a test for fault j, then the column corresponding to fault j
can be removed. TFinding a minimal set of tests that detect all faults in the
circuit will then consist in determining a minimal set of rows that "cover"
the fault table. As a first step in finding the smallest cover, one determines
the "essential" tests, where a test is said to be essential if it is the only
test available for detecting a particular fault. The problem is then reduced
to obtaining a minimal set of non~essential tests that detect all remaining
faults. The fault table thus provides a tool for finding a minimal set of test
tuples, but as the circuit increases in size, the procedure becomes impracticable
because of the size of the table. In order to obtain a more efficient procedure,
only those tests which detect a large number of faults shouid be considered, as
is the case with the path-sensitizing technique.

The concept of path-sensitizing is based on the following two

properties:
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Property 5.1: Those input tuples that test for s-a-0 and s—a-1 faults

at any single input of a component also provide tests for s-a-0 and s-a-1
faults at the output of the component.
Property 5.1 can be easily verified with Table 5.1 in the case of an AND gate.

Property 5.2: If the output from a component 8 is used as an input to another

component gj, then.test tuples for detecting s-a-0 and s-a-1 faults at the
output of 8 will also detect s-a-0 and s-a~1 faults at the corresponding
input of gj.

Hence, in testing a path figlg2 ove gkfj from an 1nput.fi Fo an output fj’ as

shown in Fig. 5.2, it is sufficient to test for s-a~0 and s-a-1 faults at input

Fig. 5.2
fi in order to test for s-—a-0 and s-a-1 faults at all inputs and outputs
.
encountered on the path, provided that all other inputs to components

B1s 85 ovs B allow a fault at fi to propagate to output fj. C;§a¥}y, the

error propagation graph (shown in Fig. 5.3) corresponding to path figng"'gkfj

D e O

Fig. 5.3

e f.

specifies the required propagation conditions with path function Fi = £, £ -ik

i1,
j.e. the Boolean product of all propagation functions encountered on the path.
The square node associated with fi is referred to as a "test' node, indicating

that the path is tested at fi.' Note that, although output fj must correspond to

an observable output of the circuit in order to detect all faults in the. above



path, input fi need not be a primary input. In the case where the test node
does correspond to a primary inﬁut, the path is referred to as primary path,

Let us now consider how the error ﬁropagation graphs can be used to
test for all faults in a given circuit. Within the context of reliability
analysis, input and present-state variables were assumed errorless, and errors
at the inputs of a component were included as a general ccmponent malfunction.
However, within the context of fault detection,  component inputs corresponding
to primary inputs oflthe circuit can also become s-a~-0 or s-a-1l, and corresponding
test nodes (and their associated propagation functions) must therefore be added
to the graphs. These modified error propagation graphs then indicate all pafhs
through which each and every fault can propagate on to the observable outputs
of the circuit.

A first attempt at obtaining a set of tests for detecting all faults
in the circuit would be to test all primary paths. However, such a procedure'
suffers from the following drawbacks. In testing some of the paths, especially
those which involve a relatively large number of propagation functions, it may
occur that none of the input tuples which satisfy the corresponding path-function
will provide a test for the s-a-0 and/or s-a-l faults at the primary input, in
which case some of the faults in the path will not be detected. Furthermore,
in some cases where a component output fans out to two or more coﬁponents, the
subpath which precedes the branch point will be unnecessarily tested more than
once. Finally, in the case of reconvergent fanout, the input tuples found for
testing one of the fanout paths may allow the faults at or before the fanout
point to propagate through the other path and "desensitize' the former path at
the point of reconvergence, in which case these faults will not be detected.

A better approach to the problem of detecting all faults is obtained

with "path splitting'. Consider the two primary paths shown in Fig. 5.4, where f2’
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output of component 89> is referred to as the branch point. If both of these

paths are tested at the primary input Xy then subpath xiglng2 will be
unnecessarily tested twice. With path splitting, only one of these two -
paths is tested at X:s while the other path is split and tested at the branch
point f2. The choice of which path to split rests on the following observations.
In general, the larger the number of propagation functions considered with a
path, the more restricted the choice of input tuples for testing the path.
Furthermore, if a path cannot be tested because of conflicting propagation
functions, path splitting will generally provide-a test by reducing the number
of propagation functions that need to be considered. Therefore, the longer
path (i.e. the path which involves the larger number of propagation functions)
will be generally chosen as the path to split, except in the case where the
shorter path cannot be tested at the primary input. However, note that this
method of selection cannot guarantee the minimality of the rgsulting set of
tests. A more complete method would consist in testing eagh primary path and
then choosing the splitting that provides the larger choice of test tuples;
but since this method can neither guarantee minimality while requiring more
computations, it will not be considered any further.

By comparison with our first attempt, the path splitting approach
reduces redundant path testing, i.e. it reduces the number of subpaths which

are unnecessarily tested more than once (except for those subpaths which follow

a point of convergeﬁce of two or more paths, in which case redundant testing
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cannot be avoided). Accordingly, the amount of computations needed to obtain
a set of test tuples will be reduced, especially in cases where relatively
long path§ can be shortened with path splitting.

Furthermore, the set of tests obtained with the path splitting approach
. will detect all'faults that can be detected, since those paths which previousl&
involved conflicting propagation functions will generally become testable
through path splitting. However, in ;he case where the circuit includes
redundancies, some of the faults cannot be detected because their effect does
not propagate to any observéble output for any of the input tuples. In testing
paths which include such undetectable faults, path splitting can be used to
exclude these faults and test for the remaining faults of the path, as will be
shown in the next section.

Path splitting also provides a better approach to the ﬁroblem of
reconvergent fanout. Whenever those faults that can propagate to the fanout
point are Egstedvﬁjﬂla path which does not include the point of reconvergence,

as shown schematically in Fig. 5.5, the problem of path desensitizing can be

Fig. 5.5
avoided. The remaining subpaths of the reconvergent fanout can then be tested
from the branch points only. However, in the case where an alternate path
(as described above) is not available, the detéétion of faults at or before
the fanout point requires special consideration, as will be discussed in the

next section.
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Finally, note that, since some paths are reduced, the correspondingly
simpler path~functions will usually offer a .greater choice of test tuples.
Hence, by comparison with our first attempt, the number of required test
tuples - will often be reduced with the path splitting approach.

3. Procedure for Obtaining a Complete Test Set:

This section aims at developing a procedure for detecting all faults
in a combinational circuit, using the results obtained in computing the
probabilistic mapping matrix as outlined in Chapter IV. The procedure will
be illustrated with thé sequential circuit considered in the Appendix, assuming
that it can be tested as a combinational circuit by disconnecting the feedback
lines through the memory.

3.1 Selection and testing of the primary paths:

As outlined in the previous section, each primary input to each
component must be tested for s-a-0 and s-a-1 faults, and with the path
splitting approach, only one path needs to be tested for each one of these
inputs. For our example, eight primary inputs must be considered, i.e. input
x to components 8 and 89> input qq to components 81 and 8yo and input 4y to

components g., 8¢s 87» and 810

The first step is therefore to choose and test an appropriate set of
primary paths. In order to achieve this selection, the error propagation graphs
of the circuit are used to indicate all possible paths associated with each
primary input to each component.

Example: all primary paths originating at input x to component g, are shown

in Fig. 5.6.
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Fig. 5.6

The first choice corresponds to the shortest path which does not include
both the fanout point and the reconvergence point of a reconvergent fanout.
+
From Fig. 5.6, one of two paths can be chesen: x or X .
. + . . .
Primary path xg,8,8,8, 4, 18 arbitrarily chosen.
1%3%4 Ml 1

However, in the case of a primary input for which all paths do
include both the fanout point and reconvergence point, the possibility of
path desensitizing must be investigated, First, one determines those input
tuples for which a fault at the output of the first component of the path can
propagate through the reconvergence point onto an observable output; these
tuples were previously obtained in evaluating the path-function associated
with that first component (Chapter IV, gection 5.4). 1If these input tuples
can now be used to detect s-a-0 and s—a-1 faults at the corresponding primary
input, then both branches of the reconvergent fanout can be simultaneously

tested, Otherwise, each branch will need to be tested separately, and the

chosen primary path will include the shorter branch.
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After choosing a particular primary path, as shown in Fig. 5.7,

the next step is to obtain a complete test for it, All faults in the path

Fig. 5.7

can be detected with two input tuples, One test tuple is obtained with
Boolean function xiFi for testing X, s-a-0, and the other one is obtained

with Boolean function EiFi for testing x, s-a-1, where F, = £ £ ...f. 1is the
i i. 1 STi
1 72 k

corresponding path function. Note that, in each case, the Boolean function

may correspond to a sum of input tuples, Also note that this computation is

very straightforward, since most of the path-functions have already been obtained
while computing the probabilistic mapping matrix.

However, if a complete test cannot be obtained for a chosen primary
path, i.e. if xiFi = 0 and/or §£Fi = 0, then an alternate path must be chosen.
In the case where no other path is available, the failure to provide a complete
test with respect to the corresponding primary input is due to one or more
redundanciés in the circuit. In that case, some of the faults will never
propagate to any observable output and hence, no test can be obtained for
their detection. However, the remaining faults of the path which are detectable
must be tested for, and for a path as shown in Fig. 5.7, this can be achieved
by successively testing at outputs of components &> gz,...,gk until a complete
test is obtained for the remaining part of the path.

For our example, the selected primary paths and their assoclated

test tuples are listed in Table 5.2, which is referred to as a test table.
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PRIMARY PATH | PATH-FUNCTION s=2-0 TEST s-a-1 TEST
D, X c+ f _— * <o
P17 ¥8183848 U 41%y %4y q,+%d, 9, #q,4,%%444,
¥ = = p—
Ppf 918183848y %1 *ty S RPAER IR S SRPARRS R
+
Pl X8,8, 8y d = = g = - =
3 2848 91 :
1 q; £, *q;4,t%q,4, Xq14,%414,
+ — — -— -— ——— —— -
Py’ 91828484 *3 %3957, 9y %4y 9575, 99
Psi 998cY . f} xq,4, Xq 94,
Pt 928685858118, %2 £,55510 xq,4, %439y
Pyt q2g7g9gllgM2q;. f1fst10 X4, Xq,4,+%4 ;4 ,+%4d,
Pat Q0808118 99 = - = - = - =
8 2°10°11 M2 2 f4f9 quqzl-quq2 quq2+quq2
Table 5.2

Note that, in a test table, those input tuples which appear as single test
tuples correspond to essential tests; the remaining tuples which appear in
sums of test tuples are non-essential tests.

3.2 Testing the remaining paths:

In order to detect all faults in the circuit, one must test all
those paths which originate ét branch points and which have not been tested
within a primary path. Since each branch point can be considered as a primary
input with respect to the paths that remain to be tested, the corresponding
testing is achieved as in the case of primary paths. Not% that if a remaining
path fans out at a furthér branch point, then it is analyéed in exactly the
same way as in the case of a primary path, i.e. the selection and testing of
associated paths is achieved as described above,

For our example, thelbranch points that need to be tested correspond
to fl, f2 and f4.
Table 5.3.

The remaining paths and their test tuples are listed in
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REMAINING PATHS PATH--FUNCTIONS | s-a-0 TEST s-a~1 TEST

s flg X F%q <
Pgi 1185Y § 4y X414, Xq1q4%¥9,9,7%949,
P1of 187898118 2 9fsf0 %414, xq1q,+%q;4,7%q,4,

. f + 7 —
P1yt 2g6g8g9gllgMZq2 92*7 10 *419, %419,

I = - =~
Pio¢ nglOgllgquz 4pfg *q19,7*449, #9419,
Table 5.3

3.3 Obtaining the complete set of tests:

The complete set of test tuples must be such that each path
considercd in the above test tables is tested for both s-a-0 and
s—-a-1 faults. As outlined in the previous section, the essential tests
are determined first, since they must be all included in the set. The
problem is then reduced to obtaining the smallést set of nog—essential
tests that covers all those path faults that have not been tested by
essential tests. For simple circuits, this last step can be achieved
by inspection of the test tables, but for larger circuits, a tabular
technique similar to the procedure associated with the prime implicant chart
(for reducing Boolean functions) can be used.

For our example; inspection of the test tables 5.2 and 5.3
reveals that %q,q,, quaz, and ialqz are essential test tuples. The
smallest set of non-essential tests can then be obtained with Table 5.4,

where the X's indicate which path faults (not tested by essential tests)

can be tested with each non-essential tuple.
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NON~ESSENTIAL PATH FAULTS NOT TESTED BY ESSENTIAL TESTS

TEST TUPLES pl—a—l pzna—l p3—a—0 pA—an pj—a—l ps—a—O p8—a—l plo-a—l plz—a—O
xc’;lq 5 X X X : X
xala 5 ‘ X X X X X
}—{qlq 5 X X X X
qua 5 X : X X X X
iﬁl'c} 9 X X

Table 5.4

In fact, Table 5.4 is similar to a fault table (as described in the previous
section), and it is thereby reduced by removing the columns corresponding
to p3~a—0, pa—a—O, p7~a—l, plo—a—l, and plz—a—O. Is is then very easy to
see that the smallest set of non-essential tests can be either {Xalqz, gqlEO}
or{xaliz, §qlq2}. Hence, one complete set of tests corresponds to
= == = = = . fnr . it
{quqz, quqz, quqz,quqz, mqlqz}. Note that, for our example, the circuit
contains no redundancies, and all possible faults ‘can be detected with the
above set of tests. Furthermore, referwing back to the selection of primary
paths discussed in sub section 3.1, note that the selection of path X885y
would have led to a complete test set of six input tuples, whereas the selection
of path xg,g.8,8 q+ has led to the above set of five tuples. Hence, as
1°3%4 Ml 1
mentioned in the previous section, the above procedure cannot guarantee the

minimality of the resulting test set,

4, Selective Testing:

The purpose of this section is to illustrate the flexibility of the
error propagation method in obtaining limited test sets as discussed at the

“beginning of this chapter.
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In general, the assumptions that can be made as to the
relatively higher probability of occurrence ‘of certain faults will depend
on the technology used in realizing the circuit. However, in some cases,
these assumptions may also relate to the structure of the circuit or to
the relative reliability of its components. A large variety of assumptions
can thus be made in obtaining limited test sets, but only two specific cases
of selective testing are considered in this section. A more general
discussion is deferred to the conclusion of the chapter.

Case 1: Testing only for output faults.

With a number of technologies, especially in the case of integrated
circuits, it is observed that a very high percentage of faults detected inside
a circuit occur at the output of its components. Technologically, this is
usually explained by the fact that the output components of a gate carry a
heavier load than the input components and are thereby more pxone to becoming
faulty. We will therefore describe how the procedure developed in the previous
section can be easily modified for obtaining a set of tests under the assump-
tion that only output faults can occur. This modification will be illustrated
with the example considered in the previous section.

With the present assumption, there is no need to test for faults at
any of the primary inputs to the circuit. Hence, the corresponding test nodes
need not be added to the error propagation graphs. The primary test nodes are
now associated with the functions corresponding to the outputs of only those
components whose inputs are all primary inputs, These outputs will be referred
to as primary outputs., Note that the output of a component whose inputs are
not all primary inﬁuts is not classified as a primary output, because it will
‘be tested within a path associated with a primary output, For our example,

there are only two primary outputs, fl and f2’ and the corresponding graphs

are shown in Fig. 5.8.
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As in the previous section, the first step consists in choosing
and testing an appropriate set of primary paths, but in this case, fewer paths

need to be chosen. In testing for all faults in the circuit, a primary path

had to be selected for each primary input to cach component, whereas under the

present assumption, a single primary path needs to be chosen for each primary

output, regardless of its degree of fanout. The subsequent selection and
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testing of these paths is achieved exactly as described in the previous
section. For our example, the resulting primary paths and their test tuples

are listed in Table 5.5.

PRIMARY PATH | PATH-FUNCTION s—a-0 TEST s-a-1 TEST
: f X %q %
Pyt 8y q, x9,4, quq2+hqlq24quq2
T = — = — . ——
v f § < < r
Paf Fafufy 1 £, xq,4,%%q;4,1%q, 4,4, 4, %q14,t%4,9,
Table 5.5

In order to test for all remaining output faults, the procedure
remains fairly well the same as in the previous segtion, i.e. all those paths
which originate at fanout points of the circuit and which have not been tested
within a primary path must now be considered. However, since none of the

component inputs need to be tested, each one of the remaining paths is tested

at the output of the first component which immediately follows the fanout point.

Again, each one of these test points can be considered as a primary output, and
the selection and testing of these remaining paths is achieved as in the case

of the above primary paths. For our example, the points that must be tested

correspond to outputs f3, f6’ f7, and flO' The corresponding paths and their
test tuples are listed in Table 5.6.
REMAINING PATHS PATH~FUNCTION s—-a~0 TEST s—-a—-1 TEST
Dot £28,8108118y Iy £,q,1 %q,q,+%4,4 %q,q
37 T3%4°10°11 MZ 2 23279 172 77172 172
+ — -—— —
. F +x
Pyt f6g8g9gllgM2q2 2810 *4,4, ¥q,997%439)
. + - ¥ o _4xaq o q 4xa.a . 4+xa.q
Pst £7898118, 72 fgt10 Xq 9,%q 4y | X997 9y 9
Table 5.6

A
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Finally, the set of tests for detecting all outpﬁt faults 1is
obtained from the test tables, as described in the previous section,i.e. the
essential tests are determined first, and a smallesﬁ set of non-essential
tests is then obtained. TFor our example, a number of limited test sets can
be obtained, each one containing four input tuples. One possible set
corresponds to {quqz, xqiaz, x&lqz; §aiaz}; éne could aiso choosetthe.set
{quqz, iilqz, xalaz, iqlqz}, which is a subset of the complete set obtained
in the previous section. Note that, in this case, there is again no guarantee
that the smallest test set obtained wifh the above procedure will be minimal.

For this example, the number of tuples in the complete'test set was
reduced by only one in testing only for output faﬁlts. However, for larger
circuits, a significant reduction will‘be generally obtained, since the number
of paths to consider becomes much smaller and the number of input tuples

available for testing each path is usually larger.

Case 2: Testing only the outputs with fanout
-

As a second example, we will show how the error propagation method
can be used in generating a set of tests under the assumption that faults can
occur only at the outputs with fanout. Note that this second case is an

example of selective testing which relates to the structure of the circuit.

Physically, one would expect Iaulls at the ourputs withr famout—tooccur—more
frequently, because the corresponding output comﬁonents are more heavily loaded
than those for outputs with no fanout. Furthermore, it becomes important to
test for these specific faults, since_thgy can propagate to more parts of the
circuit.

In this case, the path-functions obtained in computing the probabilistic
mapping matrix can be used directly for generating a minimal set of tests, With

the method of analysis described in Chapter IV, a path-function was obtained for
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each output fault (i.e. component malfunction) with respect to each
output variable to which it could propagate. Hence, all input tuples
that can test for s-a-0 and s-a-1 faults at each output with fanout can be
easily determined by consideringvthe sum of all corresponding path—funcfions.
Clearly, this is equivalent to testing all paths through which the output
fault can propagate onto an observable output. The minimal set.of tests is
then obtained by finding the smallest cover of test tuples that will detect
all output faults considered. |

For our example, only the outputs from components 81 By» and 8 need
to be tested. For each one of these outputs, all input tuples for testing
s~a-0 and s—a-1 faults are determined from the cofresponding path-functions
considered in equations (4.8), (4.9), and (4.10). The resulting test tuples

are given in Table 5.7,

OUTPUT PATH-FUNCTION s-a~0 TESTS s—a—-1 TESTS
¥ _ _ o
£ By xq;4,7%49;9, xq;q,+8q; 4%y a5+
xq;9,%q;4,*%q, 9,
- S e
£ F2 EPA TP A X4y 4,74y 9,
xqy4,%4; 9,
q a.4q ‘ +xq.q.+
£ ¥, Xq;2,*%d, 457 *q)957%9) 95
xq,9,%%4,9, %q;9,%%q;9,
Table 5.7
where F, = Fl + F2 + F3 = (x+q,) + (xtq t+q,) +q, =1
S T T 1 119 2 <
1,2 =
Fz_— F2 + F2 = (x+ql) + quq2
F o= FL 4+ P2 =1+ q,(xtq,) = 1.
5= F3 T3 o (¥tay
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Using a fault table similar to Table 5.4, a number of minimsl sets can be
obtained, each one containing three test tuples. One minimal set can be

chosen as {quqz, i@lqz, xilﬁq}, which corresponds to a subset of the complete

test set obtained in Section 3.
5. Conclusion:

The main purpose of this chapter was to suggest procedures where-
by the results obtained in computing the probabilistic mapping matrix could
be used for generating various sets of fault detection tests. The error
propagation method has proved to be a very efficient tool in providing a
unified approach to the problem of reliability analysis and fault detection;
as was shown in sections 3 and 4, lictle édditional work was needed in extending
the results of Chapter IV to the generation of test sets. However, the
resulting testing procedures would not be used for fault detection alone, as
they are relatively inefficient in dealing only with that problem. Deriving
a more efficient procedure for generating minimal sets of tests will require mors
basic modifications of the error propagation method, ‘and it is therefore
suggested as a topic for further research.

Nevertheless, with its use of the error propagation graphs, the
method again brings much insight into the problem, as its major advantage lies
in the flexible approach that it provides wi?h respect to sélective testing.

In fact, for the purpose of reducing testing time and expense, the error
propagation method can be used in "tailoring" the fault detection procedure to
the characteristics of the circuit, whether the corresponding assumptions relate
to the technology used in realizing the circuit, to the structure of the circuit,
or to the relative reliability of its components.

As an example of a technological assumptiom, ﬁe demonstrated, in

Section 4, how the procedure can be easily modified for testing only for output
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faults, and why, in most cases, a significant reduction can be obtained in the
number of test tuples. With some technologies another possible assumption

may correspond to the fact that'th; faults associated with each type of gate
are either s-a-0 or s-a-1l, but not both, in which case the error propagatioﬁ
method will again be useful for reducing the number of test tuples.

With respect to the structure of the circuit, the faults corresponding
to outputs with high fanout and outputs feeding long circuit lines will be
generally assumed more likely to occur. In the previous section, we showed
how the error propagation method can be used directly in generating a minimal
set of tests for detecting all faults occurring at the outputs with high fan-
out. From another point of view, it may also be useful to test only for those
faults that propagate most often.to the output terminals., These faults can be
readily identified with the probabilistic mapping matrix by determining which
component malfunctions appear most often in the matrix, and the corresponding
set of tests can again be easily obtained with the error propagation method.
Similarly, in the case where the simplifying assumption relates to the relia-~
bility of the circuit components, the error propagation method can be easily
applied in testing only for the faults associated with a determined subset of
less reliable components.

Although the above considerations generally apply to circuits operating
within a system, the concept of selective testing can also be very useful with
respect to testing at the manufacturing stage. A large amount of testing is
needed to detect the many faults that occur during the manufacturing  process,
and to our knowledge, no formal method has been suggested for ordering the tests
according to the testing philosophy discussed in this chapter. 1In this respect,
the error propagation method can provide a very flexible procedure for selecting
those tests that detect the faults most likely to occur and thereby reduce signif-
icantly testing time and cost, especially when the limited test set can be chosen

as a subset of the complete test set.
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CHAPTER VI

CONCLUSION AND SUGGESTIONS FCR FURTHER RESEARCH

The main purpose of this thesis was to develop an efficient
procedure for computing the probabilistic mapping matrix of a sequential
circuit whose components have a known probability of malfunctioning. As
shown in Chapter IV, the path-sensitizing approach to this problem led to a
very convenient graphical representation for the propagation of errors
within a circuit, and it thereby provided much insight into the physical
nature of the problem. Together with the variety of mathematical tools
that were used in developing the procedure, the resulting error propagation
method was able to overcome the computational limitations that arose with
the matrix and algebraic methods in dealing with larger circuits. Indeed,
the increased efficiency of the error propagation procedure was clearly
illustrated with respect to the example given in the Appendix,

Furthermore, since the error propagation method is based on the
concept of path sensitizing, the results obtained in Chapter IV were easily
extended to the detection of faults in combinational circuits. In that
respect, the purpose of Chapter V was not so much to develop a very efficient
procedure, but rather to investigate some of the problems associated with
fault detection and to suggest how the error propagation method could be
modified in dealing with these problems. Again, the error propagation graphs
emphasized the physical aspects of the problems considered, and a very flexible
approach was obtained with respect to the concept of selective testing, i.e.
the generation of limited test sets for the detection of subsets of faults,
according to technological and structural considerations of the circuit.

| Hence, with respect to the general topic of circuit reliability, the

most significant advantage of the method of analysis developed in this thesis

]
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is undoubtedly the physical insight that it provides into various related
problems., In fact, the error prcpagétion method constitutes an introductory
step towards the more challenging problems of fault analysis and the syn-
thesis of more reliable circuits. We will therefore conclude the present
study with a few suggestions for further research, and we will show in what

way the error propagation method of analysis provides a meaningful approach

to each suggested topic.

Topics for Further Reasearch:

A, With respect to the nature and characteristics of the probabilistic

mapping matrix:

1) Computation of the reduced probabilistic matrix associated with an

asynchronous sequential circuit:

As outlined in Chapter II, the probabilistic mapping matrix is
characterized differently with respect to an asynchronous sequential
cirecuit, because the stateé are not all stable as the "interval' of
circuit operation can extend over more than one state transition.
However, since the error propagation method provides all the probab-
jlistic information pertaining to each single state transition, the
reduced matrix can be computed by extending the results obtained in
Chapter IV. Two different approaches can be considered according to
the following assumptions:

(1) only a single error méy occur during each state transition

(whether the states are stable or transient)

(ii) only a single error may occur duriﬁg a transition between any

two stable states.
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Analysis of the characteristics of the probabilistic mapping matrix

in the case where gate delays in a sequential circuit are not negligible

with respect to the memory delay:

This characterization is highly dependent upon the structure of the
circuit. Since the error propagation graphs indicate which signals prop-
agate to the output and next-state terminals of the circuit, and since
they also indicate the number of components tﬁrough which these signals
propagate, the error propagation method should be useful in coping with
this problem. Note that this topic is closely related to the concept of
sequential circuit realization without memory delay, as in the case of
iterative networks,

With respect to the computation of the probabilistic mapping matrix;

Modular analysis of large sequential circuits:

In this study, we achieved the computation of the probabiliétic
mapping matrix for a given circuit as a whole. However, when the circuit
is very large, such a method of analysis becomes prohibitive, and the
circuit must be considered from a modular point of view. In that case,
two different approaches are feasible:

(a) Functional analysis of the circuit: this approach consists essentially

in extending the error propagation graph developed at the component
level to a "functional" graph defined at the level of interconnected
circuit modules. In this case, the circuit is assumed to be realized
with a number of functional modules, where each module corresponds to
some Boolean function. The functional graph is obtained by defining
a node for<each module and by determining the propagation functions
which govern error propagation along the interconnections between

modules. The probabilistic mapping matrix corresponding to the entire
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circuit could then be computed by extending the error propagation
method of analysis to these functional graphs. Note that such an
approach should prove to be particularly suitable with respect to
integrated circuit realizations.

(b) modular partitioning of the circuit: in the case where a very large

circuit is not realized with functional modules as described above,

or in the case wherelthe circuit consists of interconnected sequential
circuits, a different approach must be adopted by partitioning the
circuit into subcircuit modules. The error propagation procedure

can be applied to compute the probabilistic mapping matrix of eaéh
module, and the.overall matrix of the circuit can then be obtained

by defining suitable operations on these matrices, according to the
interconnections between modules.

Reliability analysis with respect to permanent faults:

As outlined in Chapters III and IV, the probabilistic mapping matrix
is computed with respect to temporary errors. However, from the point of
view of fault detection, more significant information about the reliability
of the circuit would be obtained if the analysis was achieved with respect
to permanent faults.

The major problem here arises from the fact that tempofary errors
and permanent faults have different effects on the correct operation of
the circuit. Whereas a temporary error may not cause the circuit to operate
incorrectly, a permanent fault will eventually lead to erroneous circuit
operation. A possible approach to this problem may be to consider time-

varying fault probabilities.
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With respect to fault detection and fault diagnosis:

Developing an efficient procedure for fault detection:

The fault detection procedure developed in Chapter V was a simple

extension of the results obtained with the error propagation method in

' computing the probabilistic mapping matrix. As mentionéd in the conclu-

sion to that chapter, the procedure may not be veryvefficient for fault

detection alone, and it may not produce minimal sets of tests. . However,

‘there is a strong indication that the error propagation method could be

further modified in order to derive an efficient procedure for generating
minimal sets of tests.

Fault diagnosis of circuits:

By contrast with fault detection tests, which only tell us whether
the circuit is faulty or failure—free, diagnostic tests provide additional
information as to the faults which could be responsible for the occurrence

of the detected errors. In computing the entries of the probabilistic
¢

mapping matrix, the error propagation method provides such information
with the error sets that are obtained for each input tuplé applied to the
circuit. TFor large circuits, especially those which are realized with
integfated circuits, the diagnostic resolution is generally limited to
identifying the faulty module. The error propaggtiqn cpuld ;herefore
provide a valuable approach to the problem of fault diagnosis.

With respect to the synthesis of reliable circuits:

Reliable design of Boolean functions:

In general, a Boolean function can be realized in a number of ways.
In analysing the reliability of these implementatioms with the error
propagation method, great physical insight could be obtained towards
relating circuit reliability to circuit structure, thereby providing a

meaningful approach to the problem of reliable circuit synthesis. Further-

AR
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more, the error propagation method will readily identify those components
whose faults propagate most oféen to the output of the circuit. The
overall reliability of a Boolean function circuit could therefore be
increased by improving the reliability of these components. Note that
such a study is particularly significant in view of the growing trend

to design circuits using standard subcircuits.

2) Design of circuits that are easy to test:

Again, with the physical insight that it brings into the problem
of fault detection, the error propagation method could be very useful
in characterizing circuit structures that.are easy to test. Further-
more, it could also provide a meaningful approach with respect to the
concept of adding special gates and/or special inputs to the circuit

for the purpose of improving testing efficiency. ’



mapping ma

circuit is

-8%~

APPENDIX
AN EXAMPLE
The matrix and algebraic methods for computing the probabilistic
trix are illustrated with the example shown in Fig. A.l. The sequential
realized with two-input AND-OR-NOT logic, and its design equations
X949,
x & qq

%914, + X499, + 499,

4\\-\ -
)2
}5
farge

are: y =
+—
ql—
+
q,=
xX
q;
45
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1. Computing the probabilistic mapping matrix with the matrix method:

For this example, the series-partitioning method is chosen, because
it is more efficient than the parallel-partitioning procedure.Hence, the
first step is to partition the circuit into six blocks in series, as shown

in Fig. A.2, since the longest path in the circuit contains six components.

+

v
el

P

N
N

The next step is to compute matrix Pi associated with each circuit block

c.(i=1,2,3,4,5, 6). The computation of each matrix is done by
l -

‘using the matrix operations defined in Chapter III. As an example, let us
compute matrix P,. Assume that the error matrices associated with components
A

8y and g, are as follows:

x

00| 1-a,  ag 00 1-§0 By

- oL| b 1-b

o1 ] 1 al al . ) 1 1

Fo, 8y 1-b
5 10 | 1-a, a, 2 10 b, -b,
11 a, 1-a, 11| by,  1-bg
L. ] ' L : o]
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The matrix associated with the line corresponding to 4y is simply given as

2 0 1
b
0 |1 0
Pq = . Hence, matrix Pl is computed as follows:
2 1 0 1

Po= (P % Pg)@P ,

1
&1 2 4,
N oo 01 10 11
T —_— \\31 0 1
00 l—ao—bo bo ao 0 v 92
0 1 0
- 01 b1 l—al—bl 0 ay ®
1 o 1
10 b, l-a,-b, 0 a,
11 0 ay b, l-a,-b,
N
000 001 010 011 100 101 110
000 l--ao--b0 'bO 0 0 aO 0 0
001 0 0 1-a -b, by 0 0 a,
010 by 1-a,-b, 0 On 0 a 0
_ 011 K 0 by 1-a,-b; 0 0 0
100 b, 1-a,-b, 0 0 0 a, 0
101 0 0 b, l-a,-b, 0 0 0
110 0 ay 0 0 by 1-a,-b, 0
111 B 0 0 0 a, 0 0 b,

Similarly, one can compute matrices Pz, PS’ P4, PS’ P6’ where

P2 is an 8x64 matrix, P3 a 64x32 matrix, P4 a 32x16 matrix, P13 a 16x8 matrix,

and P6. an 8x8 matrix. Finally, the P-matrix of the overall circuit is computed

by conventional matrix multiplication, i.e. P = Pl° Pz' P3° P4‘ PS“ P6

111

0
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2. Computing the probabilistic mapping matrix with the algebraic method:

The first step is to express variabies Y, qz, q; as error functions
of the variables x, 995 9y and the variables associated with the components of
the circuit. Using the basic output probability functions given in Table 3.3,
this first step can be achieved by obtaining an error function for each
component output as follows:

f1= %@ &y
f2 = (x—i—ql) @ §2

f3-1,@83=%4;, 08 Vg

U

£, = £,5,@ g, = ((+a) @) (a; B F Dy OF,

fg = £19) @ 85 = (xq; € 84y @ &g

£, = a,f, @ B = q,((x1q)) B &) © B¢

£, = (a+£)) @ gy = (q+(xq; @ 5))) B gy

fo = £, @ gg = qp((xtq) O gy) @ g, D gg

fg = £,£® By = ((a+(xqy ® ) 9 By (q,((xtay) B E,)) @ B @ 8g) @ By
£14= dpf, ® Bpp = 9,((Gerap) B By (xaq; @ F; @ gy) @ B @ By

£ = (gt ) @ Byp = (((agt(xay @ §p)) @ By (ay(Grray) O 8y) @B O 2g) @

£g) ((a,((Grta) @ y) (xa) @ By @ g3) © ) @ y9) @2y

and y = fs
+ -
a = £,® ng
-+ —
4 = £, @ B,

The next step is then to consider the joint probabilities of
variables vy, q?, and q;. This consists in computing Boolean products of all
error functions obtained for these variables, For example, the joint probability
associated with the state-output tuple (qi R q; , ) = ,1,1D corresponds

-~ to the Boolean product f5(f4 @ EMl; (-fll® 'éMZ). Note that functions f5, f4’



and fil should be simplified before computing these products.

In order to compute the entries of the probabilistic mapping
matrix, the final step consists in evaluating each joint probability
function for all values of input-state variables. The resulting expressions
will then correspond to sums of products of component variables. Under the
assumption that at most one component may malfunction at any time instant,
all products involving two or more component variables in complemented form

can be discarded. Hence, the matrix entry will be obtained as the sum of

probabilities associated with the remaining products of component variables.
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