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- Results obtained from testing protocol implementations usually‘ require enormous

_amount of analysis. The degree of conformance of results to the protocol standards should

be clearly identified in a standardized test report, in.order to have achieved the primary
objcctive of conformance testing. A standardized conformance test report has the benefit of

. condensing all the oufput results into a manageable, concise and common’[{ understandable

format. In addition, advanced analysis tools are required to evaluate the results and identify
problems in execution, incomplete or incorrect specification of test cases, or even errors in
formal specifications of protocol standards. Such automated tools should uncover errors
much faster than manual results analysis and should greatly improve the cost-effectiveness
of protocol testing.

In this thesis, we propose a notation and approach for high-level reporting and
analysis of ‘conformance test results in order to facilitate the comparability and auditability
of conformance testing activities. We list some requirements on the syntax and content of
Executed Test Result reports (ETR's) unmnmncc Test Suites (CTS's) in order to
be able to derive Abstract Test Result reports (ATR's). A TTCN-based notation denoted
TTCN-TR is preséntcd for ATR's, and a method is given for deriving an ATR from an
ETR. This derivation method also involves the verification of verdicts-of non-conformance
of the Implementation Under Test (IUT) with the CTS. ATR's are shown to be sufficient
for representing the aces of normal form specifications, and thus, provide a general means
of directly verifying instances of non-conforming TUT behaviour against a formalized

protocol specification. Some observations and recommendations are presented related to the

. issucs of comparability and repeatability of test results. Finally, semi-automated methods

and techniques are presented for error detection and for characterizing the interdependency
of tests. '
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'Glossary of Conformance Testmg,'
Termmology

The Conformance Testing terminology given in this section is based on the ISO standard -
terminology [1SO9646-1,5]. In addition, other terms are presented in order to assist the
understanding of this thesis. Terminology which is different from ISO standard
“terminology is indig:alcd‘by e ‘ |

1. Conformance testing terminology:

&

1.1 Implementation Under Test (IUT) :
The part of the real open system. which is to be assessed by lésting. This system
should be an implementation of one or more OS] protocols in an adjacent
user/provider relationship (OSI stack). ' '

1.2 *Syslem Under Test (SUT) :

The real open system which consists of the IUT and operational support sofiware. -

1.3 Dynamic Conformance Requirements :
All those requirements (including options) which determine what_observabte

behaviour is required by the relevant OSI standard(s) in instances of communication,

1.4 Static Conformance Requirements : _
Constraints in OSI standards which facilitate interworking by deﬁmng requirements
tor the capabilities of an 1mplemenmt10n

1.5 Protocol Implementation Conformance Statement (PICS) :

A statement made by the supplier of an OSI implementation or system, stating the
capabilities and options which have been implemented, any features which have been
omitted, and selected values of critical parameters.



1.6 Protocol Implementatlon eXtra Information i< for Testing (PIXIT) T
A statement made by a suppher or 1mp1emcntor ‘of an IUT which contains orA
rcfercnces all of thc information (1n addition to th.u given in the PICS) related to lhb
IUT and its testing environment, which w1lllcndblc the test laboratory to run the
appropriate test suite against thc IUT.:

1.7 Basic Interconnecllon Tcstmg (BIT) _
Limited testing of an 1UT to determine’ whether or not there is sufhut,m conformance
to the main features of the relevant protocol(s) Ior interconnection to be possible,

without trying to perform thorough testing,.
. . N

1.8 Capability Testing :
Testing to determine the capabilities of an IUT with regards to static conformance
requirements and PICS.

1.9 Static Conformance Review :
A rc.vu.,w of the extent to which the static conformance requirements are met by th

IUT, by comparing the static conformance requirements expressed in the relevant
standard(s) with the PICS and the results of any associated capability testing.

"1.10 Behaviour Testing :

- Testing the extent to which the dynamic conformance requirements are met by the
IUT.

1.11 *Conformance Assessment Process : |

The complete process of accomplishing all conformance testing activities necessary
to assess the conformance of gn implc'mcnlation or a system to one or more OSI test
suite standards to be assessed. It includes the production of the PICS and PIXIT
documents, preparation of the real tester and setting up of the IUT, the exccution of
one or more test suites, conversion of execcutable test result reports to abstract test
result reports, and using the abstract test result reports for further analysis (the latter
two are steps in Analysis of Test Results).

1.12 *Test Purpose : :

A description of the objective which an abstract test case is designed to achieve.

Xi



“5;&3 *Test Event :
% An indivisible unit of test ncuvuy at the level of abstraction of the spec1ﬁcat10n (e.g.

sending or rcccwmg a single PDU}.

1.14 *Test Step

A named subdivision of a test case, constructed from test events and/or other test

steps, and used to modularize abstract test cases.

1.15 Preamble (of a test case) :
The test steps necded to define the path from the starting stable state of the test case
up to the initial state from which the test body will start.

1.16 Test Body (of a tést case) :
The set of test steps that are essential in order to achieve the test purpose and assign
verdicts to the possible outcomes.

1. 17 Postamble (of a test case) :
‘The test steps needed to verify arrival at tlu, target state and also, a null response if

quum,d

1.18 *Generic Test Case : . . '
A specification of the actions n.qmrcd to achieve a spu,lﬁc test purpose, dcﬁncd
independent of a particular test mn,thod

1.19 Abstract Test Case : o
A complete and independent specification of the actions required to achieve a specific
test purpose, defined at the level of abstraction of a particular abstract test method. It

tncludes a preamble and a postamble to ensure starting and ending in a stable state.
1.20 Executable Test Case :

A form of the abstract test case which can be used in execution for testing the

implementation under test.
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1. 21 Generic Test Suite (GTS) : _
A generic test suite is composed of generic test cases, whu.h has the covcmke\thu
the completc set of test purposes for the p'lrtlcular protocol. The test purposes..
defined in a generic test suite are identical or a superset of the test purposes defined.
in any particular abstract test suite for the same protocol.

‘122 Abstract Test Suite (ATS) : ‘
A complete set of abstract test cases normally specified as an idternational standard,
possibly combined into nested test groups, in order to carry out the conformance
testing. :

1.23 Executable Test Suite (ETS) :
A complete set of executable tcét cases, possibly combined into nested test groups,

in order to carry out conformance testin g..

1.24 Abstract Test Method (ATM) :
The description of how an IUT is to be tested, given at an appropriate level of
abstraction to make the description indépendent of any particular .implcmcnmtion of
testing tools, but witk enough detail to enable tests o be specified for this method. A
testing archilecture"&ether with an abstract test suite construct an abstract test
method. The standard ATM's are described in [ISO9646-1,2]. For testing IUT's one
of this set of test methods is used. -

1.25 Selected Abstract Test Suite (SATS) :
The subset of an abstract test suite selected using a specific PICS. Using SATS a

selected set of executable tests can be identificd as sclected executable test suite
(SETS). : n

1.26 Parameterized Executable Test Suite (PETS) :
A selected executable test suite in which all test cases have been made parameterized
exccutable test cases based on the appropriate PICS and PIXIT.

1.27 Test Campaign :

The process of executing the parameterized executable test suite for a particular JUT
and producing the conformance log.
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128 Test Operator . _ B |
‘ The person or persons designated by the test laboratory as being responsible for
running confbnnancp tests against the IUT.

2. Test results terminology: - '

A4 *Outcome :

o

A sequence of test events together with the associated input/output, either identified
in an abstract test case specification (potential outcome), or observed .during test

execution (actual outcame).

o)

™
.2 "Foreseen Outcome :

An outcome clearly identified or categorized in the abstract test case specification,

[ %]

.3 *Unforeseen Quicome :
An outcome not specifically identified or categorized in the abstract test case
specification. It is usually captured by 70THERWISE statement in TTCN.

K oa . '
24 "Foreseen Invalid Test Event :

This is equivalent t

'syntactically invalid test event” [ISO9646-1]. This is a single
test event which violatdg syntactic requirements of protocol standards. Such an event
may be purposely insertéd into the test suite to test conformance to error detection
and recovery requirements, for example,
2.5 *Inopportune Test Event :
This is a test event which, although syntactically correct, occurs or arrives at a point
an observed outcome when not allowed to do so by the protocol standard. (It is also

usually categorized under the TOTHERWISE statement in TTCN).

26 Test Results Reporting .

The process of presenting the log information obtained from executing the
parameterized executable test suite. Test results reporting includes generating a
summary report. Test results reports are of two kinds:

o Executed test results reports (ETR's).
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‘0 Abstract test results reports (ATR' s) o T T

2.7 System Conformance Te t Ref)b‘t (SCTR)
A summary report generated zi' the end of the conformance assessment prou:v.s

giving the overall summary of the conformance of a multi layer prolocol system
-~ under test. |

2.8 *Protocol Conformance ‘Test Report (PCTR) :

The ATR equivalent of the summary report generated at the end of the test session as
part of the ETR, providing the summary of the test results.

2.9 '*Exqcuted Test Results reports (ETR's) :
These reports contain outcomes which are produced when testing an IUT after
"execution of actual test cases in the test suite. Executed test results reports follow a
local format. '

2.10 *Abstract Test Resuits reports {ATR's) :
A version of the executed test result reports, represented in a more understandable,
higher level, abstract, TTCN-like manner. In addition, ATR's contain summary
reports such as PCTR's as well as abstract conformance logs.

2.11 *Executed Conformance Log (ECL) :
A record of the actual sequence of observed events as a result of conformance testing
of the IUT. The ECL is useful for manually verifying verdict assignments.

b3

.12 *Abstract Conformance Log (ACL) :
The version of the executed confomiance log, represented in a more understandable,
higher level, abstract, TTCN-like manner. The ACL is intended to promote
comparability between ATR's, and to assist in automating verdict verification and
explanafion. ’ '

.13 *'Pass' Verdict :

A verdict given when the observed outcome matches the expected outcome specified

| 8

in the test body, and when preamble and postamble conditions are satisfied.
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2.14 'Fail' Verdict : .
A verdict given when the observed outcome ends with a foreseen invalid or.
inopportune test event with respect to the relevant protocol standard(s) or the PICS.

2.15 ‘Inconclusive' Verdict :
A verdict given when the obsérved outcome is valid with respect to the relevant
standard(s), but prevents the test purpose from being accomplished.

2.16 *Derivation (of results) : .
The process of converting the ETR's to ATR's using the abstract test suite as a

reference.
217 *cheatability (of results) :
Results are repeatable if results obtained from execution of each test case in the test

suite on a particular IUT are the same whenever it is performed.

.18 *Comparability (of results) : .

2

. Results are comparable if results obtained from execution of each test case in thc test
suite on'a pamculdr [UT are the same using different test environments.

(o

19 Auditability (of results) :
Results are auditable if they can undergo a diagnostic procedure in order to identify
that all the execution procedures have been followed correctly.

20 *Cross Reference Table {CRT):

A table containing all cross references between global modules in _the test suite

t2

(referenced in test results) and test cases. The CRT's are useful in~test results
analysis, particularly in identifying common locations of instances of non-
conformance in the ATR's. They are also a l;sefu_l way of maintaining the test
history.

221 *Test Dependency Graphs (TDG):
A set of graphs used to show the depéndency relationships between the test results,
These relationships are identified on the basis of the commonality of the preamble,
test body and/or postamble test modules referenced in the test results. The idea may

XV1



also be applied to the test suite, in  which casc similar gr.lphs m'ly be created to show
the dcpcndency relauonshnps between the test cases,

2.22 Test Dependency Tree (TDT):
A tree used to indicate how a test result is related to oth:.r test results. These are used
to facilitate the diagnosis of test results. The idea may be applied to the test suite, in
which case similar dependency trees may be created to show how a test case is

related to other test cases. As well, the later information is uséful for interactively’

]

managing test suite execution.

2.23 *Analysis of Test Results :
Analysis of test results includes one or more of these steps:
- 0 Conversion of executable test results reports 1o abstract test results ‘rcports

using the standard test suite (assumes valld.mon of abstract test suite).

o Verifying repeatablhty of test results. :

o Checking comparabxhty of test results from dlf ferent test sites.

o Using abstract results for cross validating the protocol specification or ability to
relate the test results to the test purposes.

o Checking auditability of test results.

o Diagnosing erroneous bchavxour as likely due to one of 1UT, u,st system or

test suite.

234 *Exception ATR : _
An ATR which contains a record of only those test cases which were executed and
failed. -

2.25 *Detailed ATR :

An ATR_ which contains a record of _aIl abstract test results.
2. 26 Summary Test Report

A test report (included in the SCTR) which records only the numbers of passed,
failed and inconclusive executed test cases instead of the entire test campaign report.
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2.27 Test Analyst : o
The person or persons designated by the test laboratory as being responsible for
providing observations on the test results as seen in the test reports.

\ p . S
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Chapter 1 -
Introduction

1.1  Introduction to Conformance Testing and
Test Result Analysis

Conformance Testing may be teferred to as a facet of software testing, mostly
related to functional testing. Functional software testing is a methodology that
considers the object to be tested as a black-box, without the knowledge of the imcrnai

" structure. The behaviour of this black-box through an interface, can be observed and
influenced by its environment. In black-box testing the objective is to find out solely when
the input and output behaviour of a program does not agree with its specification. In this
approach, test data for an implementation are constructed from its specification alone
[Demil87]. The advantage of black-box testing is that the test data can be generated semi-
automatically, using the specification, although commercial tools for this purpose have not
yet been developed. The major drawbacks of black-box testing are its dependence on the



specification correctness (not usually possible in real life), and thc necessity. of using most

possible inputs in test cases in order to be assured of module correctncss

Testlng in general i 15 the controlled execution of an implementation under test
(IUT) for thc purpose of uncovering erTors. Testing can not demonstrate the absence of
errors in a gwcn implementation, only their presence [Myer79]. It is commonly known that
cxhaustive testing is impractical, due to the fact that software can have many states and the
numbcr of testcases required to test each state increases exponentially with the number of

%tatcs Because of this mtngumg problcm normally the tester must severely limit the

. number of testcases. However, then it is necessary to judge whether a spfﬁcxent lnumbcr
has been chosen to provide mcaningful'tést c'overage. The issue of test completeness is
extremely difficuit. In a nutshell, the ecopbmics of the testing are tha;t_ a testing service
clearly has a cost associated with it; moreover there are an unlimited h’urhber of tests which
may be applied to the IUT to, dct.cct errors. It is the ideal balance between cost and test
completeness that we are secking, bearing in mind of course our policy with respect to
obtaining a reasonable level of confidence in the IUT with regards. to the specification.

In recent years, conformance testing has become recognized as a critical
component in the engineering of Open Communication Systems. It is realized that the
objective of OSI will not be completely achieved until systems can be tested to determine
whether they conform to the relevant OSI protocol standard(s). Conformance testing is a
means of demonstrating whether or not a protocol implémcntation under test conforms to
its corresponding specification. The capabilities which are tested in conformance testing are
only those stated by the implementor. The question of robustness or rellabgl‘bty of the TUT is
not necessarily conSJdercd The purpose of conformance testing is to mcrease the
probability of 1nterworkmg between implementations.

The conformance of a system under test is decided upon analyzmg the produced test

results from the test session. Test resulfs analysis is.the process of assessing degree of

conformance of the i)roduct to its requirements {e.g. protocol entity to protocol standards),
based on conformance testing. Using this process, a verification report of the test results
can be obtained and subsequently analyzed to meet the primary objectives of conformance
testing, namely an assessment of the degree of conformance of the system under test to the
requirements (e.g. standards). In this thesis we focus our attention on issues related to
analysis of test results. In some applications, checking test results for a test session can
take several weeks and might not be very accurate if manually performed. The cost of
analysis may increase unacceptably if test sessions are repeated several imes.
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In the past, the’ not10n of automating test results analysxs has attracted great interest

[Panzl78]. The automation can be of a very s:mplc nature, such as matching the.observed
outputs with the expected outputs to arrive at a verdict, or may address more complex
problems such as diagnosis of test results. In the latter case, full automation may not be a
possibility, in which case tools may be developed to aid in solving parts of the problem,
leaving the other parts to experts (i.e. semi-automatic test results analysis). One of the keys

to achieving our goal of automating sotme aspects of test results analysis is utilization of the .

‘available conformance testing standards. This is discussed in the next section,

1.2 Conformance Testing Standards

-

Th_é International Orgzmizmidn for Standardization (I1SO) has directed much of its _

attention towards standardization of conformance testing, in the hope of establishing some

requirements for conformance testing to be followed by each test center and its clients. In

addition, standards provide additional procedures and n.commcnd.mons in order to increase
the quality of conformance testing. The ISO pl’O_]eCt concerned is ISO IEC JTC1 SC21
project 23 which progresses in parallel with Q47 of CCITT subgroup VII. The relevant
1SO document which this group is producing is called 'Conformance Testing Methodology
and Framework' [ISO9646-1,5]. It consists of five parts and is currently at 'Draft
Proposal’ stage. The author of this thesis along with other members of the protocols
research group, University of Ouawa, has made a number of contributions towards
development of this document. Some of the contributions supported the dc_vélopmcnt of a
precise, easy to learn test specification language called TTCN (Tree and Tabular Combined
Notation). This notation has been adopted by a number of the protocol defining groups as
the required language for specifying an international test suite for thcir'spcci_ﬁc protocols.

As one example, subcommittee 6 (ISO/IEC JTC1/SC6) has selected test suites in TTCN,

proposed by Canada for data link layer and packet layer conformance testing draft
" standards. '

There are several steps involved in a conformance testing process which are
described briefly as follows [1SO9646-1,2, Prob88a). We will assume the reader is
familiar with the 1ISO document DP9646 in the remainder of this thesis:.

1) Test sequence derivation and adaptation: the process of establishing 2 generic
conformance test suite (CTS) for a given protocol. Further, adapting the generic CTS
for a particular test architecture ancai obtaining an abstract CTS.

Loa
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2) Test sequence selection: determination of an appropriate subset of the abstract test
suite to be applied to the IUT. Selection will be on the basfs of the claims of the -
protocol implementor and perhaps efficiency concerns {Matth86]. This-activity can be’
pu’formcd enhcr on-line (during test session) or off-line (pnor to test sceslon) Since
tu;l pldnnmg is seen as essential to effective testing, the latter is prcfcrrcd

3) Test sequence execution: the process of a‘i)plymg an executable CTS to the IUT.
This involves cont‘ iguration of the test environment: forrunmng thc test (test set-up)and
obmlmng test results, _ ' '

‘ 4) Analysus and evaluation of test results: the process of checking ancf reporting
test results, verifying repeatability and comparability.of test results, and producing

- possible diagnostic reports. This activity can also be performed either on-line or off-

line. Due 1o the volume of tests, off-line analysis is preferred.

~
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A global picture of conformance testing for two different open systems is shown in

Figure 1.1,
l . Annotated Local Test Results Report | 1 I
& ' F _ y
S e ‘ @)
impln. 1 i o 3 e
FDT of protocol Comparative
~{Sandard(s)) Test Report
impln 2l ) Test
o
4)
4)
v v

I Annotaied Local Test Results 'Repm; 2 I

Figure 1.1 - Conformance Testing of Open Systems

The following scetions discuss cach of these steps in more detail.



1.2.1  Test Sequence Derivation and Adaptation

Test sequence derivation starts with creation of a set of test purposes, wilh each test

. purpose focussed on a single conformance requirement of the protocol. A gcnerlc test
suite is then constructed ccmmsnng of a generic test case for each test purpose. A

“generic test suite {ncludes all possible abstract test suites for the rclevant\protocol(q) “The
generic test suites are _updated in two ways to produce an abstract test suite (ATS):

‘ ‘1) If not already present, preamble and postambles are added to the test body. The
preamble starts from a chosen state; usually the idle state, and l::ud__:j to the required
initial state of the test body. The postamble starts from the end of the test body and
returns to a chosen stable state. The test body corresponds to a specific test purpose.

2) All the extra informmtion for the particular test method 1s added.

“A-testing architecture together with an abstract test suite constitute an abstract test
method (ATM). Points of control and observation (PCO's) are identified in the testing
architecture and are referred to during the abstract conformance test design, Currently the
1SO conformance testing group has defined five different test architectures [ISO9646-1,2].
Testing can be pcrformed'for Singie layers (S), Multiple layers (M), or Embedded single
tayers (E).‘ These test architectures are described briefly as follows:

In a Local Test Architecture (L), the TUT is stimulated directly by ASP's
(Abstract Service Primitives) at the points of control and obxuv.mon {PCO's) above dnd
below the layer (See Figure 1.2-a). Due to the fact that both service interfuces are accessible
the local test architecture has a fairly good error detection capability (errors are
detected when a given behaviour is not in conformance-to the specification. Error detcction
capability of protocol testers depends on test architecture, test suite and the design of the
test processes which are used to stimulate/observe the sending/receiving events).

‘In the Distributed Test Architecture (D), the (N)-ASP's arc dircélly
controlled and observed with a testing entity called the upper tester (Figure 1.2-b). The
upper tester is at the upper service boundary and the lower tester is at the opposite side (N- °
1) SAP (Service Access Point). Ia this architecture there is a need for coordinating two
-tcsling entities, the upper and lower testers. This is done using a TCP (Test Coordination
Proccdure). In this method, points of control and observation (PCO's) are distributed over
two different locations. The possibility of error detection in this method is less than in the
local test architecture.
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Coordinated Test Architecture (C), is an enhanced version of the distributed
architecture (Figure 1.2-c). In this method, test coordination procedures are implemented as
a test management protocol. There is a single point of observation gr{d control at the
opposite side of the entity under test, in between the lower tester and (N-1) service
provider. In this case the interface between the upper tester angd IUT is invisible, therefore

the cooperation of the manufacturer of the IUT is usually needed in implementing and

installing the upper tester.
In the Remote Test Architecture (R), the controlling and observing of (N-1)-
ASP's from the [UT are done using a PCO at the opposite side from the entity under test,
beneath the lower tester and (N-1) service provider (at the point of interface between the
lower tester and the undérlying service provider) (Figure 1.2-d). This method also does not
provide us with adequate error detection capability, due to the fact that the upper boundary
of the IUT is not controlled and observed at the point of interface with the upper tester. The
~TCP and upper tester are implementation dépcndcnt, and may in fact consist of operator
messages transmitied to the TUT. This is indicated by the dashed lines in the figure.

Note: In Figure 1.2 where boxes are joined together, it can interpreted that
a point of control and observation does not exist. Points of control
and observation are clearly identified in the figure.
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Figure 1.2 (a-d) - Testing Architectures

The Relay Test Architecture (RL), is somewhat different from the previous
architectures and is'designed to test (N) layer relay systems (Figure 1.3-a,b). [t involves a

relay of messages through the subnetwork systems to the upper tester and vice versa. This

can be done by looping back, or observing messages using the second subnetwork:
a) Loop-back: ~ (Shown in Figure 1.3(a)) In this test method there are two points
of control and observation in the same side of onc subnctwork.
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b) Traverse: (Shown in Figure 1.3(b)) In this test method the points of c'ont_rol
and observations are on opposite sides of the service provider from the (N)-Relay,

one on each subnetwork.

(N) - Relay System
- Under Test

l (N-a) - ASPs T 4 PCO—»

Subnetwork 1 Subnetwork 2

a - Loop-back Architecture

(N} - Relay System

Under Test
TESTER 1 TESTER 2
{N-a) - ASPs
PCO —p I {N-a) - ASPs {N-a} - ASPs t -4 PCO
Subnetwork 1 Subnetwork 2

b - Traverse Architecture

Figure 1.3 - Relay Test Architectures

1.2.2  Test Sequence Selection

When a client rcqtﬁrcs his system to be tested, he should prepare a Protocol
Implementation Conformance Statement (PICS), stating the capabilities and options which
have been implemented, together with any features which have been omitied (See Appendix
'C"). This is needed so that the implementation can'be tested for conformance against
relevant requirements, and against only those requirements [ISO9646-1, Rayn87]. Before
the test scelection step the PICS is analyzed (Static-Conformance Review) for its self-



consistency, and its consistency with ﬂlc,statichonfbrmance requirements specified in the
relevant standard(s). : ‘ -

| In order to-test a protocol implementation the test laboratory alsa requires other
information related to the IUT and its environment. This should be submitted by the
manufacturer of the protocol. This document is referred to as the Protocol Implementation
eXtra Information fqr Testing (PIXIT), and may contain information such as the following
T(Sce Appendix DY) T T e e
1) Information to help the test operator execute a particular test case (or test suite) on a

specific system. '

2) Representation of the information in the PICS in a broader fashion (e.g. particular
values for parameters such as network addresses, idcntiﬁcrs. counters, timer values,
encoding strategies, etc.)

3) Information to identify which capabilitics stated in PICS are testable and which are
not supported for testing purposes.

4) Other related information which may help to ease the operator's job at the test

laboratory. References to various documents for more information. is an example.

The PICS aids the test laboratory in selecting the appropriate test cases from the
abstract test suite and therefore preparing the equivalent selected executable test suite

(SETS). Then the information provided in the PIXIT is used to paramelerize the test cases

in SETS. The resulting parameterized executable test suite (PETS) is then ready to be
executed. |

1.2.3  Test Sequence Execution

This step involves execution of the parameterized executable test suite, The standard

term is test campaign. The test campaign is comprised of executing basic interconnection,

_tests, capability tests and behaviour tests. These conformance test types are described
briefly as follows: ‘ ‘ .

a) Basic Interconnection Tests: l These tests are used to detect any severe
cases of non-conformance (e.g. testing the capability of the IUT to see whether it
can interconnect with the tester. Successful execution of these tests is a prerequisite
to continuing the testing process. Thus, these tests are intended to verify that a
connection can be established with the IUT, and PDU's can be transmitted correctly
over the underlying transmission medium,



b) Capability tests: The purpose of these tests is to check that the observable

capabilities of the IUT are in accordance with the static conformance rek;ui_r‘ements
and the capabilities claimed by the client (as stated in PICS). '

Behaviour tests: These tests provide comprehensive covcmgc with respcct to
the dynamic conformance requirements specified by the protocol standard. These
tests should be confined to the capabilities of the IUT. State transition testing

~(Stife tranisition t&sts provide a thorough testing 'of an implementation to cover
every possible transition of the JUT from one state into a new state as defined in the

protocol standard) and functional range testing (Functional range tests are used
to test the IUT over a full range of protocol parameters and timers) are two types of
behaviour testing. Mare detailed categories of tests can be found in [Rayn87). It
should be noted that representative instances. of communication are usually tested.

The results obtained are called dynamic conformance results.

Note:  Earlier we suggested that conformance testing refers to black box
testing. However, it can be mentioned that grey-box testing is
perhaps a more appropriate way of looking at behaviours [Prob82].

Figure 1.4 rcpres;:ms the complete conformance testin g process [1SO%646-5].
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Figure 1.4 - Conformance Testing Process

1.2.4  Test Results Analysis and Evaluation

The final step in the conformance testing is analysis and assessment of test results
to investigate instances of non-conformance. At this stage the observed behaviours are
validated with respect to the corresponding test purposes and the test cases. Analysis
should expose any non-conformance with respect to the conformance rcquircmcnté. This
step of conformance testing is the focus of this thesis.

11



1.3 - Test Speciﬁcation Notatiqn . TTCN

A standard test notation is used to describe abstract test cases. TTCN (Tree and
Tabular Combined Notation) is an informal notation with clearly but not formally deﬁned
semantics [1S09646-2a, 3]. TTCN is available in two forms a graphical
rcprescntaltlon (TTCN/GR) and machine ‘'processable representation

(TTCN/MP). The graphical represéntation is used to provide test ‘casés’in’a humdan- T

_~readable tabular form and is used in standards documents [ISO8882-2, ISO8882-3]. The
‘nipchine procesmblc form is transferrable between different computer test laboratories. -
Some of the useful characteristics of TTCN are as follows:

1) TTCN has a semi-formal definition, which is precise, unambiguous and
deterministic.

2) TTCN prowdes moduldnty by means of attdchment of test trees. A hierarchial
structuring of test cases can be achieved.

- . 3 -TTCN is dpp]lCdblL to single layer test mcthods (all layers) and can be also used for

multi layer test specification.

4) A number of prototype tools are now available, such as TTCN editors and a TTCN
-syntax and integrity checker [Prob88a, Wiles86, ITEX88]. Other tools such as a
translator for converting the abstract test suite to its executable equivalent are under
dcvel.opmcnt.

5) TTCN is currently used for many protocol test suites. In particular, there exist
complete test suitcs in TTCN for various layers of OSI.

6) TTCN has been developed by testers for testers.

- TTCN consists of four main components [1809646 2a, 3]. These components are
bricfly discussed as follows: . :
Test Suite Overview table (Figure 1.5) contains the information for a general
understanding of the test suite. It contains references to other documents and describes the
purposes of the test suite.

12
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Suite Overview

Reference to Slandnras ¢ ISO Draft International Standard .....

Reference to PICS : Example PICS _ : !

Reference to PIXIT : Example PIXIT :

How used : Not applicable

Test Method : Remote Test Mcthod

Comments : Example Test Suite

Test Case Id. Test Case Reference = Page |- Purpose
Test_case_1 Test_suvite/Test_group_1/Test_casc_) : | Example one
Test_case, 2 Test_suite/Test_group_1/Test_case_2 2 Examplc two

Figure 1.5 - Example of a Test Suite Overview

Declaration tables (Figure 1.6) are used to describe the types of events used in
the test suite. These include ASP's which occur at PCQO's, timer identifiers, user defined
types and operators, test suite parameters, global variables and constants, PCO's, PDU
data types and any abbreviations which is used in the test suite spéciﬁcation. Proformas are
available for each of these itrems. | |

Data Type Declaration

PDU: X | Comments: None

Protocol Control Information
Field Name - Type Comments
UL Octetstring | Address
U2 Bitstring . : Final bit
(a)
Timer Declarations
Timer Type Name Duration Comments
Receive-Timer 1.3 min Mandatory Timer
(b)

Figure 1.6 (a-b) - Example of Declaration Tables

Dynamic Behaviour tables (Figure 1.7) contain columns for behaviour
descriptions, labels, constraints references to particular ASP's, or PDU's, verdicts and

'g..’i"h
19
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comments, As shown in the figure 1.7, there is also some space allocated for specifying
synchronization requirements and general comments, if needed. The dynamic behaviour
tables start with a heading for test references and a statement of test purpose, followed by
the behaviour trees in the behaviour description section. In the event tree, events are listed
across the behaviour description section, with alternative events appearing at the same level
of indentation. | ’

The behaviour tree test stimuli (sending events) by the tester are identified by *!",
and the TUT responses (receiving events) are identified by "7". Other test events used in the
behaviour tree are pseudo events, such as OTHERWISE, TIMEOUT and ELAPSE. These
are briefly explained as follows:

1) OTHERWISE is used to denote the event of receiving any incoming event not
explicitly stated in the preceding alternatives to OTHERWISE.
2) TIMEOUT event is used within a behaviour tree to check expiration of the speéiﬁed
timer. It is not associated with any particular PCO. |
3) ELAPSE event puts an upper bound on the time in which a tree will remain at a
given level of indentation (i.e. in a given state). It is not associated with any
| particular PCO. '

Test events may be associated with expressions. There are two kinds of expressions;
assignment clauses and boolean expressions.

In TTCN, time management is performed using timer operations such as START,
CANCEL etc. Semantics of timer operations is given in [[S09646-2a]. TTCN provides a
number of useful facilitics, commonly used in protocol testing, via TTCN statements. A
subtree can be used in place of a single event, in which case it is referenced by a "+" (i.e.
ATTACHMENT), followed by the name of the subtree, Parallel trees are specified with
separate PCO's, and synchronization between those is also possible in TTCN. Events may
be labelled in the label column. If an event is labelled, it is permitted to GOTO that choice
among events at the level of the labelled event from a point lower in the tree to the labelled
chotice. This is done using the notation:

->A or GOTO A (A is the label).
The REPEAT statement is another mechanism in TTCN behaviour description which is
used 1o iterate a test step a variable number of times. To emphasize the main path through a
test , it is possible to specify separately default behaviours for any subséquent event which
a tester may receive (cf. Figure 1.8). The main behaviour descriptions of the dynamic part
may be completed by appending default behaviour descriptions to every set of alternatives.

14



. default behaviour table, as shown in Figure 3.12 of Chapter 3 (the example represents a

-~

"

For example, RESET is a command which may be received at -any time. Instead of

including it in every set of alternatives in the main behaviour, it can be specified using a

real test using default behaviours).

Dynamic Behaviour

Reference &= __Test_suite/Test_group_V/Test_casc 1 >
Identifier : Test_case_1 -
Purpose : Example Test Case .
Default Reference : None : .
Behaviour Description Label | Cons. Ref.- { Verdict Comments
EX_TESTI[L] . Test case header
L'X LL X(S0) A scnd event
LY ; : ' Y(S0) A receive cvent
+ EX_SUBTREE[L] - Tree attachment
L! A. A(S2)
L?B B(52) PASS Pass outcome
L?7Z Z(sD
->LL :
L? OTHERWISE , FAIL Fail outcome
EX_SUBTREE[L] . Test subtree header
LiC C(S0) Start of subtree
L?D D{S1)
Synchronization Requirements: None
Extended Comments:. Nonc

Figure 1.7 - Fbrm;u of a Dynamic Behaviour Table

Default. Dynamic Behaviour

Reference : ' Test_suite/Default_group_1/Default_1
- Identifier : Default 1
Purpose : Delault Behaviour Example ,
Behaviour Description | Label {Cons. Ref. | Verdict Comments
EX_DEFAULT(L] : .
L7E E(S0) Sce Comment **
L'F F(S1) ' Sce Comment **
Extended, Comments: **  This behaviour may be anticipated at any level of the levels

of aliematives in the test case or (est step which references it.

Figure 1.8 - Format of a Default Dynamic Behaviour Table

All of the TTCN events or statements have semantics rules associated with them

which are explained in [1S09646-2a, 3]. An example of a subset of a real test suite
specified in TTCN is provided in Appendix 'B".
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For each entry in the behaviour dcscﬁption there ma'y be an associated verdict
which is recorded in the verdict column (i.e. PASS, FAIL or INCONC). Similarly,
comments for each entry may be recorded in the comments column. The constraints
reference column is used to refer to an mstance of a specific constraint placed On parameters
- ofan ASP or PDU Such con‘;tnunts are deﬁncd in thc constraints tables. Usuaily a

Altcrnauvcly parameter values for the ASP's and PDU's can be recorded and referenced
using uSsignment or boolean statements. However, this is not recommended.

Constraints Tables (see figure 1.9) describe in. detail the value settings of
paramciers for PDU's and ASP's. TTCN provides proformas for such specification. In the
constraints reference column of the dynamic behaviour tables references are made to the
constraints specified in the constraints tables, and specific bmary or hexadecimal values are
assigned o parameters. '

"PDU Constraints

PDU: X

List Name Field Name Comments

Ul ‘U2

S0 '03'H ‘001'B None

Figure 1.9 - Example of a Constraint Table
-In TTCN, constraints and declarations may also be specified using the abstract syntax
notation (ASN-1) [ISO8824, 1SO8825]. In this thesis we only consider the tabular form of
TTCN. d

1.4  Executable Test Languages

Due to extensive backward and forward referencing in abstract test suites, execution
by interpreting abstract tests may turn out to be a very slow process. This makes abstract

test notations such as TTCN unsuitable for direct test execution. Therefore a more.

powerful, executable test case representation is required.

F ]
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Executable test languages enable users to perform tests more efficiently. In -
executable test languages, the declaration of PCO's, test suite global variables and

~ constants, and test suite parameters are usually initialized in the test set-up files. Actual

values of parameters for the ASP's and PDU's are directly encoded in the executable test
code (i. €. there is no concept of constraints references). The executable test languages
operate in a basic manner; i.e., they prov1dc facilities to scnd any. ASCII string via a PCO

~ “and to receive and verify any string at a selected PCO: In addition, thcy provxde some

control mechanisms such as loops and conditional statements for test execution. Comments
may also be mcorporated to explain events in the executable test cases.:

The conversion of ATS to ETS is usually performed by tmnslator tools {Prob&8a,
Wiles86, ITEX88]. At the University of Ottawa, a translator is being developed to convert
test cases written in TTCN to TLAN* equivalents. The following points should be
observed when an ATS is converted to an ETS [IS09646-4):

1) Each executable test case should be the realization of a single abstract test case. .

2) The test -purpose and verdict assignments of each abstract test case should be
preserved in the corresponding executable test case. |

3) The group relationships defined in the abstract test suite should be maintained in the
equivalent executable test suite. |

1.5 Contribution of Thesis :

The objective of this thesis is to report on a detailed study of the test results analysis
problem. The main contributions .of this thesis are as follows: '

1) We present a framework for test results analysis. We break down thc problcm into
manageable portlons and propose mechanisms for dutomaung some aspects of the
problem. : '

2) Anoriginal contribution in this thesis is the introduction of a notation for describing test
results in a highe’r level, abstract manner. This is the first attempt towafds high level
analysis of test results. Moreover, the abstract reports include conformance log
informaton.

3) The test language TTCN was found 1o be very useful, and it is used as the basis for this
abstract test results notation. The author along with members of the Protocol Research
Group, University of Ottawa, has made original contributions to ISO/IEC JTC1/SC21

»

TLAN (Test LANguagce) is a proprictary test language of Northern Telecom.
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for the development of 'I'l"éN as a test notation. He also has made other contributions
towards test result anzilysiS' related topics in the ISO document, includihg some of the
~ work in this thesis. o _ . ' _
4) Wé dcmonstrul:c that abstract test rcsultg reports are a useful vehicle for rep}csenting
instances of scenarios permitted by the pi‘otocol specification.
°5) We describe an approach for using the abstract test results notation to assess
repeatability, cémpnmbility and audirability of test results.

1.6 -Organization of Thesis

Chapter 2 describes the current state of the art in test-results analysis. It contains a
study of the standards proposal and current methods for test results analysis and reporting,.
' Chapter 3 introduces the abstract test results notation. Examples are provided to
show the mapping between abstract test results and abstract test cases. It is also shown
how abstract test results can be derived from executable test results. @_Eomprghcnsivc
example of actual test results in abstract form is also provided. .

.. Chapter 4 discusses a high level test results analysis diethodology and shows how
abstract test results may be used in high level test results analysis. We define a2 mapping
from the abstract test results to the protocol specifications given in finite state machine and
Estelle normal form specifications. We ulso'pr'opo.sc models for suini'nurizing test results
data to expedite diagnosts of test results,

Chapter 5 contains the summury of the thesis and introduces some ideas for further

research in the area of testresults analysis,

18



Chap-ter 2

Test Result Analysis' & Reporting

¥

2.1  Objectives and Constraints

Currenily the conformance of a system under test is decided upon analyzing the
actual test results [Prob88b]. A clear methodology and framework for reporting and
analyzing test results’is unavailable. Our primary objective is 10 define an cffective
methodology and framework for test results reporting and analysis. This requires
formalizing the test results reporting process.

As part of our methadology in this thesis, we wish to demonstrate how test results
can be related both to test spejfications and to protocol specifications. In other words we
are proposing a method to overcome the gap which currently exists between test results and
protocol standards. Most analysis of test results is currently done manually at the test
execution level. We think the key to achieving such a goal is to report test results and carry

out analysis at a level higher than the operational level.
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As more and more conformnnc;: test laboratories are established around the world,
it will be necessary to compare and relate conformance test results obtained at different sites
on différent conformance iest systems. We hope to show that our techniques and.
framework will facilitate such comparison activities.

Diagnosis of test results is another difficult procedure in test results analysis. Often
the test analysts spend a great deal of their time locating an‘c_lArcl.ltmg errors detected in the

test results. Our associated objective is to introduce methods for generating graphical

sumimarized result reports 1o aid the test analyst to arrive at better conclusions in less time.

' OOur final objective addresses the issue of automation of some of the functionalities
discussed above. There is no question that the process of analyzing test results is-extremely
labour-intensive, “tedious and error prone”, when mdnually performed. In order to
accomplish a significant degree of automation, we need to dcﬁnc requircments and formats
for the inputs to the test results analysis tools, using the current standardization work by

ISO IEC JTCI SC21 project 23 as a basis. Our intention is to design and illustrate a

framework and methods Tor semi-automated test results analysis,

2.2 Current Draft Standards for Test Results
Analysis |

In sections 1.2 and 1.3 we briefly discussed conformance testing standards. In this
section we discuss in detail the current standards draft proposal for test result analysis and
reporting aspect of conformance 1esting [1ISO9646-1,4-5]. The four major topics addressed
in the standards with regards to test results analysis are discussed each individually as
{ollows:

1) General Analysis |1SO9646-1,4-5)

The generat analysis 1s concerned with the comparison of observed outcomes with

expected or foreseen outcomes. The foreseen outcomes are identified and defined in the

abstract test case specifications according to the protocol standard. The observed outcome
is the series of events which occurred during execution of test case, usually ending with a
verdict, There is no specific guidance as to how this comparison should be done (i.e.
manual or amtomated, during or afier execution time). Eglch test result verdict should be
passed, failed or inconclusive. The meanings of “pass" and "fail" are self-evident.



“"Inconclusive" verdicts indicate that the test could not be completed satisfactorily so that a
verdict of “pass” or "fail” could be assigned by the conformance test system. )
- The summary results of conformance testing will be documented in a set of
conformance test reports. These reports are of two types:, ' |
a) a Syslem Conformance Test Report (SCTR) for the complete SUT:
b) a Protocol Conformance Test Report (PCTR) for each of the IUT's within the

SUT.
2) Repetition of Results [1S09646-1]

The results of a credible conformance test should be the same if testing of an IUT is
performed more than once (e.g. It is possible that IUT may react differently depending on
the load of the machine at the times of testing). Every effort should be made to minimize the

possibility that a test case produces different outcomes on different occasions.
3) Comparison of Results [ISO%646-1]

- This step involves comparing the overall summary of conformance testing of IUT's
tested in different test environments. Some of the items which should be performed very
carefully in order to achieve a full comparability are as follows:

a) Design of abstract test case specification.

b) Specification of the real tester which is used to run the test suite.

¢) Specification of PICS and PIXIT.

d) Specification of the procedures which should be followed by the test laboratories.

e) A proforma for a conformance test report [[SO9646-1,5], or better a formal syntax
for representation of test results [PrAk&8).

4) Audit of Results [ISO9646-1]

An audit 1s the process of reviewing the observed outcomes from the execution of a
conformance test suite in order to make sure thaf A1l procedures have been correctly
followed.

Figure 2.1 provides us with an overview of the inputs required for analyzing test
results.
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May be used lor further analysis (e.g. Comparability)

Figure 2.1 - Test Results Analysis as Viewed in the Standards

Most of the emphasis of the current standards documents is on general analysis of

(est results, Although there seems to be a great deal of interests in repeatability,
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comparability or auditability of results, ‘-therc is not enouglh guidance given for such
activities. The need for automation of such 1ct1v1t1cs is noted, however lnck of gmd'mcc '
and the abscnce of a well defined framework is an obencle to automation.

2.3 Executed Tést Results (ETR'S)

Currently most of the test results reports generated during conformance testing of
protocols are in the form of Executed Test Result réports (ETR's), also known as
test summaries, test exception reports, and conformiance logs. These consist mainly of
individual conformance log. reports generated by the exccution of test cases in the
Parameterized Executable Test Suiic (PETS). The information in the ETR's varies among
different test laboratories. Some of the ETR's may be extremely detailed, whereas others
may lack some important information, such as time stamps. In ETR's most of the test
results information refers to the conformance log level; therefore, in order to carry out’
serious analysis, the test analyst must consult the conformance logs. Test summary reports
may also be available, which document the number of test cases failed, passed, or
cancelled, out of the number exccuted. The meaning of “fail” and "pass” is the same as
discussed before. "Cancelled" is assigned to the tests which are not relevant to the

conformance claims made by the vendor or manufacturer of the IUT,

Although the format of ETR's is test system dependent, the draft standards require that

'ETR's include the following (* denotes the extra requirements which are introduced by

us):
1) Complete data for the summuary information sections of the PCTR's. This information
may be made available in any form [ISO9646-5]. .
2) An ETR conformance log for each executed test case containing the following
information: .
a) Test case reference, test case identifier, and a statement of the purpose of the test
case [1509646-4). |
b) Anindication of the start and end time of the test case [1ISO9646-4].
&)* A record of the values of the global variables at the beginning and end of the test
case execution. This is recommended, but optional.
d) All protocol data units sent by the lower tester to the IUT and received by the
lower tester from the IUT [ISO9646-4].
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¢) - All test events including all abstract service primitives (ASP's) relevant to the test
" method, together with an identification of the relevant pomts of control and

observation (PCQO's) [IS09646-4].

)% Time stamps foreach timer with respect to each timer opcratlon

g™ Total number of retrics for any sequencc of cventq This is recommcndcd but
optional. |

h) An indication of verdict assignment for uu.h test case [1S09646-4).

i)* In the case of failure or cancellation a brief diagnostic comment may be included.
Supplying such information is recommended, but optional at present.

Where possible, the above information should be,prc/scntcd in a form which can be easily ~

parsed and machine processed. This enables one to dcvclop automated tools to convert
ETR's to a more uniform human- rcziddble representation for further processing and/or
analysis. An example of an appropriate ETR according 1o present standards is given in
Figure 2.2. The ETR provides the usual report statistics, the start and end times, a record
of global variables at the beginning and end of the exccution, result identification, number
of retries and an end comment (o aid the test analyst in his/her manual analysis.
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************t*******;***************************gi*********i******

Test Case Reference X.25-DTE/LOG/DL4A~-205

Test Case ID : LOG_DL4_205

Test Case Purpose : - Verify DTE sends FRMR/W1, CR=0 in response
) frame '

REANAA I AR A AN KA AR AR AR A AR ARR AR AR kA AR A AR ARk &

Test Case Start Time : 15:48:34.7%

AR KT AR H AN AT R AR A R IR AR Ak k AR Rk R ARk N Aok
Initial Values for Global Variables:

Resp : = FALSE

Hyper-DTE = FALSE . '
***********tt****k****************t***t*** -
Sent by 0 o pIsc, 03, *

Timer Tl (Start) : 15:48:35.79

Timer Tl (Timeout) : 15:48:35.99

Sent by 0 o prsc, 03, =

Timer Tl (Start) : 15:48:36.23

Recv by 0 : ua, 03, *

Timer Tl (Cancel) : 15:48:38.52 .
Sent by 0 : DM, 01, O

Timer T1 ({Start) . : 15:48:39.42

Recv by 0 ) : SABM, 01, *

Timer Tl (Cancel) : - 15:48:41.01

Sent by O : ua, 01, *

Timer Tl {Start) : 15:48:41.33

Recv by 0 : I, 01, 00, 1000FBOQOO
Timer Tl (Cancel) : 15:48:41.80

Sent by 0 : I, 01, 1Q00FF

Timer T1 ({Start) : 15:48:42.90

Recv by 0 : RR, 03, ~

Timer Tl (Cancel) : 15.48:43.39

Sent by 0 : HEX, 01rF, 01

Timer T1 (Start) : 0 15:48.44.51

Recv by 0 : HEX, 01%E, 01

*********ﬁ****k*j*******t*******tt**k****i
"Initial Values for Global Variables:

Resp = TRUE

Hyper-DTE = TRUE

I E S S S SRS ES SRS REEREE SRR EREREEREEERERERE S ENWEEEY —
.,

Tést Case End Time : 15:48:34.79

AAEA A A A AR A A A A AN A ANA AR AN AAA AR TR KA NA kA xR AKX

Number of retries : 1

End Status : FAILED

End comment : Data Mismatch

IE R B RS ERREREEER SRS SEE RS RS R E R R R N SRR RS ER RS E R SRR EE S

Ak kA A A AT ETA AR A A A AR A A AR A RN A AR RA AR R AN R A AR A Ak ok kR k bk Ak kA Ak Rk Rk h kKX

Figure 2.2 - Example of Executed Test Results reports (ETR's)
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2.4 Analysis of Executed Test Results in
| Practice

Currently, annlysi.s of test results is performed on executed test results reports
(ETR's). These results are analyzed against the ETS (actually PETS, but for brevity we
will use ETS from now on) and the correspohding test environment files. From the
zmulysis_‘i_t may be concluded that errors exist either in'the IUT, or the test environment.

Test result analysis of ETR's is a step in the error detection and location process
" that consists of generating test results reports, analyzing such reports, uncovering and

reporting the test environment (e.g. ETS) errors or SUT faults. However, at the ETR level,
“test verdicts may be quite terse. For cxampic, tests may be reported as simply passed,
[failed, or cancelled, and the analysis of executed test results is often performed at a.very
low level. In such an analysis, the results are often not checked against. the test suite
standard (in TTCN) or the protocol specification standard (in English}, ‘which are the
original source of requirements. Rather, the analysis begins with diagnosis based on the
ETS [Trusc88, Prob88b]. It is only after the test analysts are unable to spot the error, that
they decide to refer to the standard test specification and the protocol specification. In other
words the analysis is conducted using a bottom up approach. The potential danger of this
approach is drawing an in;tppropriziic conclusion becuuse standards were not consulted.

Sometimes, test analysts look at the summary to see how many test cases have
~.passed or failed. This gives them an idea of what kind of an examination they have to
undertake. In case of a large number of test case failures, they look for major problems,
whereas if a few test cases have failed they look for more detailed problems. This provides
some guidance to anul.ysls, and can save them time. In section 4.4, we discuss other
analysis approaches. -

The test results with "pass” verdicts are not analyzed any further. The assumption is
made that it is highly unlikely that the ETS would erroneously assign a "passed” verdict to

a non-conforming IUT behaviour. | |
| Cancelled test cases are usually analyzed in order to-determine whether the
cancellation occurred because the test was not applicable to the IUT, or because of some

deficiencies in the test suite or (est system environment,
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2.5  Summary -

In this chapter, we discussed the current status of work in test results reporting and
analysis; in particular we examined how test result m_'utlysis is currently conducted. We
showed the need for specifying a framework for test results analysis and also investigated
the need for a notation to represent test results at a higher level of abstraction than the _
executed test results inorder to achieve a more effective :malyﬁs.

"In the next chapter we define such an abstract reporting notation and show how
executed test results may be converted to their equivalent abstract form.
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Chapter 3

High Level Results Reporting

As mentioned in chapter 2, high level test results reporting is the key to carry out
analysis at a level higher than the operational level. As well, reporting test results data in an
abstract form would allow some degree of automation. In this chapter we introduce
Abstract Test Results reports (ATR's) and their relation to the current standards
[1SO9646-1,5]. We introduce some extra requirements for TTCN test notation in order to
achicve our goal of constructing an effective notation 1o represent abstract test result
reports. We then present our notation for abstract test result reporting (TTCN-TR). Finally,
we show how ATR's are derived from ETR's and give some examples for ATR's.

3.1 Need for Abstract Test Results (ATR's)

Test result reports from a conformance test consists of two types, a summary type
of report which the standard denotes as a Protocol Conformance Test Report (PCTR)
[1509646-5], and a detailed report often informally referred to as a conformance log which
records the complete sequence of all interactions between the IUT and the testing
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environment. The standards state some requirements concerning conformance logs. One of
these is "the means of testing should provide a means for converting the machine-readable

'vcrsnon of the conformance log into a human-readable version, whose format shall be
based on the notation used in the reference ATS standard" [1809646-4]

In this thesis we satisfy all current standards requirements for conformance logs via a
notation referred to as TTCN-TR (Tree and Tabular Comb_incd Notation for Test Results).
TTCN-TR is explained in detail in section 3.3, The high level, abstract test reports
presented in TTCN-TR are referred to as ATR's (Abstract Test Result reports). ATR's
condense the test results output in such a way that: ‘

1) They are comprehensible to the reader. The ATR's behaviour descriptions are higher
level than typical conformance logs, yet precise.

2) Multiple standards can be avoided for conformance tests. Clients of different test
laboratories in various countrics would tend to have the same interpretation of the test
Teports. _

3} A means is provided for cross-validating test results with each other and with the
corresponding sections of the protocol standurd itself. | o7

4) Reusable documents are created as the reports would no longer be system dcpunduu

5) A better basis will exist for comparability and :mc!nab:lny of resuits produced by
distinct test laboratories. y

3.2 TTCN Enhancements Required to Assist High-
Level Results Reporting

Qur goal in high-level results reporting is to provide mare information-intensive
data for analysis and diagnosis of test results. The current available version of TTCN
[1809646-2a] lacks formal semantics. Moreover, the standard for test specification does
not require means of automatically producing such data in our test reports, Two areas
which should be enhanced are test case verdicts and test case structures.

a) Enhancements to Test Case Verdicts
Verdicts in ETR's may be "passed”, “failed” or "cancelled"”. These verdicts should usually

be enhanced by adding some diagnostic information in the ATR's. Accordingly, the ATS
should satisfy properties such as the following: ‘
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‘ (Syntactically)
o The ATS should be restricted to using "fail”, "pass" and "inconclusive" as
“grdicts. | . - |
(Semantically) ‘
o A test case should be terminated only when a "pass”, "fail" or “inconclusive”
verdict has been assigned. . ‘ ' '
o A "Pass" verdict may only be assigned to the leaves of a test case tree. In the ca}c
of other test steps an empty verdict column at the leaves of a test subtree means

the test should be continued.
b) Enhancements of Test Case Structure

Wherever applicable, test cases should be structured using preamble,
testbody, and postamble, where "preamble” and/or "postamble” may be
non-existent. ' '
Test body represents the test purpose, preamble is the sequence of event which brings the
lest to a state where the test body can start, and the postamble is the sequence of events

needed to verify arrival at the target state and also, a null response if required.

+ Note: Other structures are not prohibited, but use of this structure is
necessary to facilitate automation of high-level test result reporting

and analysis.

In order to correctly parse the test case and identify the preamble and postamble(s), we
need to add the following additional syntactic and semantic restrictions on the ATS (See
Figure 3.1): * | | |
| (Synmclicallly)
o The test suite specification should explicitly identify the preamble and
postamble(s) by references in the test case identification section for each test case.
(Scmantically) ' l

o Prcamble should be specified through a single test step attachment in the test case.
Such test step may attach other test steps and so on. If no preambleAs used the list
may remain empty (i.e. None). _

o Postamble(s) may be specified using a single test step attac}:zlcnt for each

occurrence. This is due to the fact that different behaviours may require different
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postambles to end in dif] ferent stable states, Again other test sieps may be attached
. to each of the test steps referenced in the test case.
0 Once all the preamble and postamble test steps are identified within a test case, the
remaining test steps must be the steps related to the test body (1 ¢. test steps
directly related to the test purpose).

Dynamic Behaviour

Reference : TEST SUlTE.fGROUP/EXAMPLE
Identifier : EXAMPLE
Purpose : Example of a test case structure
Default Reference : - None
Preamble: ’ Example:Preamble
Postamble(s): Examplc:Postamblc 1, Ex..mmlc Postamble 2
Behaviour Description . Label | Cons. Ref. | Verdict Commentis
TEST CASE [L] '
+ Preamble [L] preamblc component
L! Event_A "1 related to purpose
L? Event B related 1o purpose
+ Test_Body_1 [L] rclated o purpose
+ Postamble_1 [L] PASS postamblc comp.
+ Test_body_2 L] . relatcd 1o purpose
+ Postamble_2 (L] : PASS postamble comyp.
L?Event_C , INCONC | related to purpose
L? OTHERWISE FAIL related to purpose

Figure 3.1 - A typical Test Case Skeleton

3.3 Detailed Definition of Abstract Test Result
| Reports in TTCN-TR

First, we precisely define ATR's (Abstract* Test Result reports). ATR's must
contain the following four comboncms:
(For-a test session)

1) Protocol Conformance Test Report (PCTR)
This is a summary report, i.e., a gcn.éritl concise presentation of the results
together with a summary of the verdicts and test system observations [ISO9646-
5].

2) Abstract Test Results Parameter Tables
This is a record of the values, of test suite parameters from executable test

environment data ﬁ]Ls dlld also dxecutable test suite global constants used during
testing.




(For cach test case) .
3):Abstr'zlct Test Results Behaviour Tables
_This is the detailed report of each test case execution trace in abstract form (also
referred to as an abstract conformance tog) which records all interactions between
the IUT and the complete testing environment, It is accompanied by the abstract
l'cst'_ rcSuIls parameter tables and abstract test results behaviour reference tables
which contain the actual values sent or received and the detail of the times for
timer operations. For cach abstract test result behaviour there also exists a table
which records the initial ard final values of global variables.
4) Abstract Test Results Behaviour Reference Tables
This Section contains the actual parameter écttings and control codes for ASP's,
PDU's, and their parameters, captured during the test session, including
references to invalid captured ASP's and PDU's. In addition, for timer
operations, exact times are recorded in timer reference tables, for each timer
referenced in that test case. Elapsed time for receive and send events can be
caleulated from the timwer references tables (i.e. by subtracting the end time from

the start time in the corresponding timer reference table entry).

ATR's are represented in it tree and tabular form based on TTCN, denoted TTCN-
TR.OTTCN-TR is a notation which satisfics DP9646 Parts 4,5, but is no ncccssarily the
only suitable notation. We expect further discussions and refinements will be needed to
progress TTCN-TR as a standard test result notation and ATR's as u standard report
format. We now give a detailed definition and illustration of our proposc.d ATR format
and TFCN TR.

The last three components are our proposed extensions to the standards [ISO9646-
4.5], which basically represent the conformance log at a higher level, Conventions used in
this section are adapted from the draft standard document [1S09646-24,3]. Our notation
(T'TCN-TR) supports ¢ither of the two following forms: :

a) A graphical (TTCN-TR/GR) form, more suitable for human readability. ™
b) A machine processable form (TTCN-TR/MP) suitable for transmission of ATR
descriptions between machines, test laboratories and for other possible automated

processing. The syntax of TTCN-TR/MP is defined in Appendix "A' by means of a

BNF grammuar.,

In the rest of this sc‘_ction we discuss c_uch component of the ATR'S in .mm'c detai] and give

examples,
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3.3.1 Protocol Conformance Test Report (PCTR)-

Thé proforma for the PCTR is already given as partof the draft standard document
[1S0O9646-5] and for this reason, we do not go into detail here. The PCTR includes the
following information: | | ' ' |

~a) Identification summary reference to PCTR and SCTR.

b) Introduction to the Implementation Under Test (IUT).

¢) Information regdrding the test environment.

d) Limits and reservations noticed during test session.

e) Static conformance summary.

f) Dynamic conformance summary.

£) Static conformance review report.

'h) Test campaign report. This includes a complete index 1o the test results conformance
log for all test cases in the standard test suite, together with other relevant information
such as recording of all unforescen events,

1} Overall observations.

./ ) - - “ -
In the PCTR all the test cases in the abstract test suite are listed. For each of these

test cases a summary is given. The example in section 3.4.1 shows how PCTR's are used.”
3.3.2 Abstract Test Results Parameter Tables

The abstract test results parameter tables record actual values for test suite
parameters as provided by the test environment (Figure 3.2) and for global constants
referenced during the test execution (Figure 3.3). There is always one of cach table type in
an entire ATR. The reason that they are recorded in a separate dmlcs 1s because same
parameter values are used in testing all the 1ests in a test session. The names of parameters
and constants are obtained from the standard abstract conformance test suite (Test Suite
Parameter Table & Test Suite Global Constant "Table). The values are gathered from the
executable test environment files and the executable test suite used in the test session, and
are checked against the actual PICS and PIXIT during the test results analysis. Often the

test failures are caused by inappropriate or incorrect settings of these parimeters, therefore

it is useful 1o keep these values separate from the rest of the test results log for a more



cfﬁcier}Jt ﬁnalySis. The proformas for these tables are given in figure 3.2 and 3.3. A
complete example based on realistic (LAPB) results is given in section 3.4.2.

Test Environment Parameters
Name i - Value

<Name> . <Value>

Figure 3.2 - Test Environment Parameters proforma (for one test session)

N

Test results Global Constants -
Niame Yalue
<Nume> <Value>

Frgure 3.3 - Test Results Global Constants proforma (for one test session)
3.3.3 Abstract Test Results Behaviour Tables

Abstract test results behaviour tables condense the private details of the
conformance log of each test case in separate tables (Figure 3.4(a-b). Test analysts usually
refer o the results behaviour tables when they would like to thoroughly analyze one
particular test case result. The abstract test results behaviour tables consist of the following
items (sece Figure 3.4(a)). (Most of these ftems are required by the standards, Some of them
are added by us which are usefal during analysis):

a) A reference: The reference gives a namc\rcprcscnling context information to the test
case results. The reference specifies the location of the corresponding abstract
conformance log.

b) An identifier: The log identifier is a short name which may be used interchangeably
with a reference. The log identifier must be unique within the set of test rgsults
behaviour tables. 1t will be used to relate the tables within the ATR's for each test
results behaviours.

¢) Global table identifier: This is an identifier which is unique within an ATR for a
test session. It is used to reference the global variable tables for each test results

b



behaviour. The proforma which is used to record the values for global variables is

given in Figure 3.4(b). This information will be used by limited number of people

who would like to invcstigﬁtc more about the behaviour of the test results. It is

separated into a distinct table inorder to keep the test results behaviour table as simple

as possible. The initial and final values may be used to show that the assignments

were executed correctly by the test system at.cordm g 1o the ATS. One should be able

to arrive to the final value of a global variable by applying all the amgnmunt

statements in the test results bchmneqr to its initial value, Each table only contains the

list of globak variables specified in the ATC.and referenced in its corresponding test-
results beh;(Ziour table.

d) A staterhent of purpose: This is the statement of the purpose of the test case. It is
the same as the orie in the abstract test case or equivalent executable test case.

e) Conformance log description: This section is a detailed description'in TTCN-TR
of the actual test events which occurred during testing, It includes all other related
information about each event in a number of columns.

f) The start time and end time of each test case,

£) Number of retries which occurred in each test case.

h) The Final verdict of the test case. In cases of failure or inconclusive verdicts (i.c.
cancelled or failed in ETR's), a qualification of 1, 2, 3 is noted depending on location

of the verdict assignment, i.c., preamble, test body or postamble respectively.

Test Results Behaviour
Reference : . <Test Results Log Refcrcnre>
Identifier : <fdentifier>
Global Table id. : <Test Results Global Table Iden!tf«‘r:r -
Purpose : .~ <Test Purpose>
Log Behaviour Description E | ATS event |Sepments Behaviour
L.ocation Start | End References
<Log Behaviour Description> <E>| <Location> <S> <> | <Reference>
Test Case Start Time : <Start time>
Test Case End Time : <End Time>
Num of Retries : <MNum of retries>
Verdict <Test verdict>
Comment <Comment>

Figure 3.4 (a) - Test Results Behaviour proforma (for one test case)

Qe
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Test results Global Variables

Reference : <Test Result Log Reference>
Global Table Id : <Test Result Global Table Identificr> -
Behaviour Table Id : <Test Result Behaviour Table Identifier>

Name Initial Value Final Value

<Name> <Value> ‘ <Value>.

.

Figu'rc 3.4 (b) - Test Resulits Global Variables proforma (for one test case)

The most complex part of a test results behaviour table is the Conformance Log

hehaviour description part (See Figure 3.4(a)). It is composed of lines consisting of

scveral entries, Each line in the conformance log description in the test results behaviour

table consists of (i) and (iii) :md possibly (ii), (iv) or (v) depending on the particular event

type, where items (i) to (v) are described as follows:

1)

i)

Log behaviour description: This may be a test case or test step name, send or
receive event, timer operations or expressions such as assignments or booleans. The
behaviour description syntux used in TTCN [1S09646-2a] for these types of
behaviours is fully adopied in this thesis (except the indentation style). For log
behaviour description the test event sequences for the prcumb!fc aind postamble are
indented for clarity. '

A continuation character is used to handle the cases where a line in the log behaviour
description is too long. The character '#' would be prefixed at the beginning of the
log behaviour description to demonstrate continuation (this may also be used to
indicate continuation in other columns of the event line).

Enumeration column ('E'): This column is used to count occurrences of various,

TTCN constructs, such as repeat constructs, which appear in the conformance log
description.,

Location identifier: Used 1o give the details of the actual event location within the
standard abstract fest suite. For each event occurrence a test case name or test step
name is supplied in this column. By looking at this column, one can casily see which
parts of the abstract test suite is referenced by an abstract conformance log of a test

case. This will be used 10 identify the relationships between the test results.
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iv) Segfnents column: Used to identify the start and end of particular blocks of
entries in the conformance log'descr.iption. The start and end of trace segments such
as traces of pfeambles, traces of postambles, test bodies, or default behaviours can
be recorded, as well as start and end of other TTCN constructs (two columns are
used for start and end of segments in order to increase the readability).

v) Behaviour reference column: Used to point to the additional information which

is captured for send and receive events (the details about ASP's and PDU's) and.

timer events (start and end of each timer during the testing session) in the behaviour
table. In particular, send events are usuaily associated with a "start timer"; in this
way, timestamps arc provided for send events. Similarly, receive events are usually
associated with a "cancel timer", in which case the timestamps for receive events
may also be provided. The syntax that we use to point to the behaviour reference
table is given as follows:

ASP or PDU or TimerName followed by "(" Si ")", where

Si(i=20)is areference index.
This corresponds to the TTCN syntax.

Now we give examples to show how execution traces of TTCN constructs in an ATC can
be represented (in TTCN-TR) in an ATR. -

a) Repeat Construct

The start of an execution trace of a repeat construct in the ATR is denoted by the
symbol Ri, where (i 2 1), in the start segment column. Each repetition of the loop is
denoted by a "*' symbol in the 'E' (Enumeration) column. The "*' is only recorded for the
first line in each repetition. The end of a repeat construct is represented by the same Ri

symbol. The "*' symbol is always accompanied by (z), where z denotes the number of
times the block is repeated.

Example 3.1: Comparison of a REPEAT construct in an ATC behaviour description in

TTCN (Figure 3.5) and its execution trace represented as an ATR log behaviour description
in TTCN-TR (Figure 3.6).
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Behaviour Description Label Cons. Ref Verdict Comments
MAIN-TREE [L} ‘
(Resp := FALSE)

REPEAT SUB-TREE [L) Count . :
(Resp = TRUE] PASS Repeat Guards |- .
[Cotint > N2) ‘ FAIL | After N2

: retries

SUB-TREE [L] . :
‘L.t DISC : DISC(S1)
{(START TI)
T TIMEQUT TI
LTUA : ' UA(S§2) _ '
(Resp = TRUE) : . . -
(CANCEL T1) .

Rest of Test

Figure 3.5 - Example of an ATC Repeat Construct in TTCN

Figure 3.5 contains only a part of the test behaviour tree, but enough to provide the
exccution trace shown in Figure 3.6. In the test case, N2 is a protocol-defined retransmit
count hmit. The REPEAT construct is exited either when count is exceeded its maximum
number (i.e. N2) or when an unnumbered acknowledgement response has been received.
We can see directly from the trace in the ATR (Figure 3.6) that the TUT timed out after the
first try before responding after a sccond try. Since the IUT successfully responded, a
"pass” verdict will be assigned (the verdict is not included in Figure 3.6 - figure represents
only a part of the test results behaviour table). '

Log Behaviour Description E | ATS event | Segpments Behaviour
Location Start | End References

MAIN-TREE [L] : ‘ TS

(Resp ;= FALSE) Test case id '

L! DISC *(1)} Testcase id R1 DISC(50)

(STARTT1) Test case id T1(80)

TTIMEOQUT TI Test case id ' T1(S0)

L! DISC *(2)| Testcasc id DISC(S0)

(STARTTI) Test case id Ti(SD)

L? UA : Test case 1d UA(S0)

{Resp == TRUE) ' . Test case id

(CANCEL T1) Test case id T1(S1)

[Resp=TRUE] Testeasc id - R1 ‘

MAIN-TREE [L] . TE

Figure 3.6 - Examplé ATR Trace of Repeat Construct using TTCN-TR




b) GOTO Construct

GOTO constructs may be represented in a similar way. It is assumed that results are
logged sequentially, therefore presence of a "goto" is not known until we have reached the
point where results indicate that such a " goio" has occurred. Hence, the natural semantics
of "goto” does not allow us to uniquely identify the beginning of a "goto” segment.
However, we are capable of counting the number of times that jumps occur. We use o '+'
sign and an integer (z), where z denotes the number- of “goto" occurrences. The number
shown by z is always the number of times the "goto" is rcpc:ucd.

Example 3.2: Comparison of a "goto" construct in an ATC behaviour dcscripﬁon in
TTCN (Figure 3.7) and its execution trace represented as an ATR in log behaviour
description in TTCN-TR (Figure 3.8).

Behaviour Description Lahel Cans. Refl Verdict Comments
MAIN-TREE [L] ' ' :

(Resp := FALSE) o

(Count := 1)

- +SUB-TREE . ’ A
{Count := Count + 1)

fResp = TRUE] PASS | Checkl

[(Resp = FALSE) and (Counl<N2)] Check2

-> A

[(Resp = FALSE) and (Count>N2)] FAIL [ Check3

SUB-TREE [L]

L! DISC DISC(S1)
{(STARTTI)

7 TIMEQOUT

LT UA ‘ UA(S2)

(Resp:=TRUE)
(CANCEL TT)

Rest of Test

Figure 3.7 - Example of an ATC GOTO Construct using TFCN

This behaviour is equivalent to Example 3.1. Again we have only included part of the test
behaviour, enough to provide the exccution trace shown in Figure 3.8. There are three
boolean expressions in the main-tree behaviour description (commented as checkl, check2

and check3 in Figure 3.7). First one happens if a response is received, in which case we
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may assign a “pass” verdict. The second happens if no response is received and we have. . ..
not yet exceeded the maximum number of retransmission. Finally, if we exceed the
maximum number of retransmission and we have not yet received a response, we may then
i:ssign a "fail" verdict. We can.see from the ATR's that again we had to repeat the
transmission once inorder to get a response.

_Log Behaviour Description - E | ATS event|Segments |Behaviour
" | Location |Start | End | References

MAIN-TREE [L] : ' TS
(Resp := FALSE) ) Test case id*
(Count:=1) ’ " Test case id )
L! DISC ) "} Testcascid "DISC(50)
(START TI) . : Test casc id T1{50)
? TIMEQUT TI - Test case id | TL(S0)
(Count ;= Count + 1) Test case id
[(Resp = FALSE) and (Count £ N2)) +(1)] Testcase id :
L! DISC Test case id DISC(S0)
(START T1) ‘ - Test case kd T1(S1)
LTUA Test case id UA(SO)
{Resp := TRUE) s Test case id
{CANCEL T1) ‘ * 1 Testease id Ti(S1)
[Resp = TRUE] Test casc id
MAIN-TREE (L] ‘ . ' TE

Figure 3.8 - Example ATR Trace of GOTO Consiruct using TTCN-TR

¢) Parallel Trees & Synchronization

Parallel Trees consist of separate behaviour descriptions which can execute in
parallel provided that certain synchronization constraints are respected. Once the tests
are run the behaviours (execution traces) of these parallel trees may be treated as a serialized ‘
segment. It is useful to know where in the log behaviour description parallel trees were
used. The start and énd of parallel trees can be identified using Pi symbol, where (i 2 1),
in the start segment column and end segment column respectively.

As synchronization may only be used between parallel trees, we may show
synchronization using enumeration column (i.c. 'E'). For example, if we have a
synchronization requirement (a > b), we will mark the trace to designate the occurrence of a

Note: "ATS event Location” is specificd as "Test case id” for all events because here we are not referring
10 a complete test suite and therefore we are unable (o specify an accurate "ATS cvent Location”, "ATS
event Location” has several uses and onc of them is discussed in scetion 4.4,
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synchronization checkpoint by using a symbol ">’ followed by (z) for event.'a’ and '<
followed by (z) for output event 'b', where z is an integer identifier for this

synchronization.

Example 3.3: Comparison of parallel trees and syn_chronizn'lion in an ATC behaviour
description in TTCN (Figure 3.9) and its execution trace represented as an ATR log
behaviour description in TTCN-TR (Figure 3,10).

Behaviour Description

Label

Cons, Ref

Verdict

Comments

MAIN-TREE [UT, LT]

H LT-TREE (LT, UT-TREE{UT]

UT-TREE [UT)
UT? DATAInd

LT-TREE [LT]
LT! DATAreq [D-bit-sct = TRUE]
(STARTT1)
LT? DATAind [P(R) < this-packet]
(CANCEL T1)
LT? DATAIngd [P(R) < this-packet]
{CANCEL T1)

L1
L2

L3

DATAind(S0)

DATArey(S 1)
DATAInd(S D)

DATAInd(S2)

PASS

with D-bit set

Synchronization Requirements: LT-TREE/LJ3 > UT-TREE/L

Figure 3.9 - Example of an ATC Parallel Trees and Synchronization Construct in TTCN

Tests specified in- TTCN should be always serializable; thus, this use of parallel trees is
different than the use of parallelism in formal description of protocols (i.c. parallel trees in
TTCN do not mean parallel processes). In Figure 3.9 when event "L17" is executed, at that
stage "L2" together with "L" can be considered as the next set of aliernatives event.
However "L3" can not be considered since there is a synchronization requirement stating
that "L" should take placé before "L3" can take place. So if "L" happens then "L3" would
be a valid alternative in the next consideration. (In case of similar events with different
constraints in the ATC, behaviour references are consulted in the ATR to find out which
events occurred, i.e., "L", "L2" or "L.3").
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Log Behaviour Description E ATS event |Segments Behaviour
Location Start | End References
LT bATArcq [DT packcet with D-bit sct] 1 .| Testcascid - P1 DATArcq(S0)
(START TI) Test casc id | TI(SO)
UT? DATAiInd <(1)| Testcasc id DATAInd(S0)
LT? -DATAind [P(R)'< -this packet] >(1)| Testcaseid DATAInd(S1)
(CANCEL T1) ‘ . T1(S0) )
: ' Pl 5

Figure 3.10 - Example ATR Trace of the Parallel Trees and Synchronization Construct
using TTCN-TR ‘

a

d) Other Useful Trace Segments

Groups of events within an abstract test case such as default behaviours,
preambles, test bodies, and postambles which constitute a segment and are of importance
for test result analysis may also be highlighted in the log behaviour description using start
and cnd symbols in the segments column. Figure 3.11 provides a list of these symbols.

Test case Swrtand End TS TE
Preambles : PA - PA
Test bodics o B B
Postambles : PO PO
Default Behaviours : DB DB

Figure 3.11 - Start and End symbols for various.segments in TTCN-TR

Default behaviours are valid protocol behaviours which may be appended to every
set of alternatives in the main behaviour descriptions. IUT may execute default behaviours
at any stage of execution. This will put the 1UT in a stable state, which also means that the
IUT has not satisfied the test purpose (i.e. test purpose is incomplete). Hence, it is useful
to record such sequences of cvents in the ATR's, and consider it during analysis.



Example 3.4 Comparison of specification of allowed default behaviours in ATC
behaviour description in TTCN (Figure 3.12) and associated execution trace in the ATR log
behaviour description in TTCN-TR (Figure 3.13). |
Note: In this example timer operations (ih the ATC) and time stamps.(in
the ATR) are not included, inorder to keep the cxamplhc simple.

Behaviour Description Label [Cons. Ref [Verdiet |Comments
« MAIN-TREE [L]). ..
L!CONreq - ” CONreg(S0)

L? CONconf . ' CONconl(S0)

L! DATArcq: » DATAreq(S 1)

L? DATAind ' . DATAIn(S1)

L! DISreq DISreq(S) PASS
. (o) ‘

Behaviour Description Label [Cons. Ref |Verdict [Comments)
DEFAULT-TREE [L/] Tnconclusive
L? RSTind _ RSTind(S0) sincc purposce
L! DISreq DISrey(S) INCONC [is incomplcio

(b) '

Figure 3.12 (a-b}) - Example of an ATC Default Behaviour in TTCN

The purpose of the test case is make a connection establishment. However, after sending a
connection request a reset indication is received which is responded by a disconnect request
from the lower tester. This is not an invalid behaviour according 1o the protocol
specification, however, it prevents us from achieving our test purpos¢. Thercefore an
“inconclusive" verdict may be assigned. Figure 3.13 only represents the log behaviour
description part of the abstract test result behaviour table, that is why the verdict can not be
seen. '

Log Behaviour Descriplion E| ATS event[Segments |Behaviour
- " | Location |{Start | End | References

MAIN-TREE (L] Test case id TS

LI CONreq ) Test case id CONreq(SO)

DEFAULT-TREE [L] Delault id DB

L? RS8Tind Default id RSTreg(SO

L! DISreq Default id DB { DISreq(S0)

MAIN-TREE [L] Test casc id T '

Figure 3.13 - Example ATR Trace of Default Behaviours using TTCN-TR
' Q
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3.3.4 Abstract Test Results Behaviour Reference Tables

Abstract Test results 'bchavio_ur reference tables are used as to record the actual
coding of parameters in ASP's and PDU's (i.e. using parameter reference tables) and the
time stamps related to each timer events (i.. using timer reference tables). This is-used to
kccp the conformdnce log detail from overwhelming the ATR reader by maintaining the -
actual values in a scpardte location. .

These tables are similar to the TTCN constraints reference tables. The outline for
pnram‘clér reference tables can be automatically generated using the standard abstract test
suite. The format of the tables is exactly the same, except for a comments column (see
Figure 3.14). On receipt of @ PDU or ASP, a reference name is recorded in the behaviour
reference column of the test results behaviour table. The list of the captured values fox: such
a PDU or ASP would then be recorded in the related parameter reference table, together
with the same reference name. Reference names for each table start with "S0" (for example)
and continues upto "Sn” (for example). Using these tables all parameters of the PDU's or
ASP's, invalid as well as valid, can be recorded and subsequently analyzed.

" PDU References
PDU:. <Name> ‘
Behaviour Table 1d : <Test Result Behaviowr Table Identificr>
List Name Field Name

<Field Name> | <Field Name>m
<Reference Name>1 | <Value>1.l | ... <Value>Im
<Reference Name>2 | <Value>2,1 <Valug>2 m
<Reference Name>n | <Value>n.i <Value>n,m

Figure 3.14 - Proforma for Parameter Reference Tubles (for one test case)
(For ASP parameter tables replace the word PDU)

Other useful data are records of times associated with timers. The proforma for
timer references is given in Figure 3,15,
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Timer References S
Timer: <Timer Name> ’ XJ
Behaviour Table Id : <7cv(Revu!chimvmur Tale Ideniifier>
List Name _ Fireld Name
- Start Time | End Time
<Timer Reference Name>1 <Time>xl <HNine>yl
<Timer Reference Name>2 | <Time>x2 <lime>y2
<Timer Reference Name>n <Time>xn - <'I'i&c>vn

. Figure 3.15 - Proforma for Timer Reference Tables (for c\{&, test case)

For each timer and for each test case separate table is I‘C(]lk ed. Each reference
consists of the timer name, together with the refercnce names pbtained from the .
corresponding event behaviour references column of the test results bcR:wiou_r table. The
time stamps are recorded sequentially in the timer reference tables tlsirm\rcfpréncc names
(e.g. SO, . ., Sn). The time stamps recording for the timer operations 11(u| timer pseudo
events in TTCN-TR is assigned du.ordmg to the guidelines presented in l\l},ll!‘b 3.16 (e.g.

Cancel is always associated with type end-time, where as start is always associated with
type start-time).

- Start Timg End |1mg
Start Timer Operator v X
Cancel Timer Operator X v
Resume Timer Operator v X
Suspend Timer Operator X -
Elaspe Pscudo Time Event v v
Timeout Pseudo Time Event X v

- Figure 3.16 - Guidelines for Recording Time Stamps for Timers

Examples of abstract behaviour reference tables are available in Figure 3.20,3.21
of section 3.4.2, where a complete ATR of a test case for LAPB 1s given. Note'especially
the use of this time stamps where explicitly designated in the ATS. (The scrious reader is
encouraged to study the LAPB cxample in section 3.4.2 carcfully).

Thus, the syntax and semantics of ATR's are designed 1o provide sufficient detail
from the execution trace of an ETS to allow verification that the ETR isithe trace of a valid
implefnentation of tests in the ATS.

For completeness, we need to show how to derive ATR's from the corresponding

ETR's in a uniform way. This is done in the next section,
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3.4 A Method for Deriving ATR's _
We now give a uniform approach to deriving ATR $ from ETR's (containing
conformance logs), ATS, PICS, PIXIT, and the actual exccutable test cnv1ronment files
- with a view to automated derivation. The detailed design of such a derivation algorithm
however, is beyond the scope of this thesis. Our assumptions with regards to the derivation
arc as follows: )
1) We assume that only traces of test events such as.send/receive and timer operations
exist in the ETR.
2} It.is assumed that the ETS faithfully represents the booleans and assignment
statements of the ATS and the test system executes such statements correctly. (It is

also assumed that these statements are specified correctly in the ATS).

3) ifatany stage of the ATR derivation the current test event record (i.c. send/receive

or timer event) in the ETR does not match any of the ATS-specified alternative
events (e, T ICiN test events - send/receive, TIMEOUT, ELAPSE, OTIIERWISE
or timer operations) the derivation process can be terminated with comments that
ATS is incomplete. Thus, we dassume the ATS is complete for successful ATR
derivation. .

4) 10 is also assumed that there is a well-defined mapping between the names of the

parameters, global constants or variables in each of the ETS and ATS.
3.4.1 Description of the ATR derivation Method

In this section, we explain how cach of the four components of the ATR may be
derived from the ETR using ATS or other related documents. In case of the informational

subscctions of the components we explain where the information comes from,
4) Protocol Conformance Test Report (PCTR)

The PCTR is required by standards [1SO9646-5]. It can be automatically derived
from the machine proccssabfc PCTR information in ETR. Otherwise, if the Q@formation is
not available in a machine processable form, or some parts of the information is missing in
that format, it can be input 1o the derivation tool by other means (e.g. somebody typing the
informattion in the available proforma).
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b) Test Results Parameter.Tablcs

.

" < . . .
be derived from the test environment files used during test execution (e.g. the maximum

allowed response time of the TUT). Test gnvii*bnmcm-ﬁlcs are usually machine processable,
therefore this part of the ATR may pc-dérivcd automatically.
. - .
-

,/
. €©) Test Results Behaviour Tables

Thg:ftc'ét results behaviour table header can be génerated automatically ilsing the
&c&:onf_onﬁa/ncc log of the ETR, and should be similar to that of PCTR conf. log, [1SO9646-
5]. Data such as identifier and test purpose may be obtained from the A'TS.

The abstract conformance log behaviour description is the most complex part of the

derivation. It is derived using ETR test case conformance log in parallel with the ATS

specification of the test case as follows (this procedure can be automated): -

i) Select the first event in the ETR test case conformunce log.

ii) Make the first level of alternatives in the ATC the current level of aliernatives and
initialize one queue. As the first level of aliernatives is always a muin behaviour tree
name, push it into the queue and miake the next level of alternatives as current level of
alternatives. '

iii) Make copies of the queues to cover all the different combinations of traces (upto this
_point). Now that we have enough queues to record all different paths, for-each of the
events in the current level of alternatives of the ATC (including the first level of
alternatives in the default behaviour) perform the appropriate action below: -

o If the statement” is the test step behaviour tree name, TTCN expression (i.e.
Boolean or assignment statement), or T}"CN test event (send/receive, timer event
or OTHERWISE) add it to appropriate queue to mark a new trace in the ATC.

-0 Ifthe statement is a tree atmdﬁi‘t, add the first level of alternatives in the attached
tree to the appropriate queue 1o mark a new trace in the ATC, and if entering a

preamble or postamble, record for later addition to the segment column.

Note: A swtement in TTCN may be a test case name (TCname[...]]...]), lest step name
(TSnamel...][...]), TTCN iest cvent such as send or receive event (! ... or 7 ..) cte., a boolean expression
([...]}, assignment statement ((...)), tree attachment (+...), repeat (REPEAT L), "'goto” (-->"...or GOTO
...y or parallel trees (II...). '
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o .If the statement is a repeat or 'goto’ statement, enter the repeating block and add

“ the first Ievel of alternatives in the repeat or 'goto’ block (for 'goto’ the block starts

from the first event after the jump has occurred) to the :1ppr6primc queue to mark a
new trace in the ATC, record the initial event of the block for the segment column,
and keep count of the number of times the block is repeated for the 'E' co_iumn.

If the statement is a parallel tree event in the ATC, enter the parallel trees and add
the alternatives in the subtrees to the appropriate queuce to mark a new trace in the
ATC, and set a flag for entering the block (to be later added to the segment

column),

iv) Now try to match the ETR test case event with the items at the most rear end of queues

and perform one of the followings: -

O

0

|
If there is no match and none of the rear end items in the queues is a TTCN test

event, proceed to the next level (i.e. instruction 'vi').

If there is no match while there are some rear end items in the queues which are
TTCN test events, tcrmin'ul_c the dcriﬁmion, and report that an instance of possible
non-conformutnce to ATS has been detected (proceed with instruction.'vii').

If there is a match with one of the rear end items in the queues, write the content of

the matched queue in the conformance log description (i.e. FIFO), including the

., maiched event. (for this itém 'd" actions should also be carried out). At this point

restart the tracing process from this point in the ATC, by initializing an adequate
number of queues for different alternative cvents which follow and proceed with
the next instruction (i.e. instruction 'v'). '
Il there is more than one match (i.e. The TTCN event is the sume, but different

boolean conditions), add the TTCN test events to the appropriate queues to mark

- new traces in the ATC and continue to the next level (instruction 'vi').

v) Sclect the next event in the ETR conformance log. If no more ETR conformance log

events are left, proceed with instruction 'vit',

vi} Assign the next level of alternatives to current level of aliernatives and repeat process

from instruction "',

vil) I end of a trace is encountered (i.e. End of conformance log is reached and has been

matched to the end of a trace in the ATC) with success, add the start and end time of the

test, the verdict (according to the ATC), and the comments (from ETR) to the test

restults behaviour table.
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The algorithm above is quite complex and therefore the description is given in a high level
nature, It was necessary to abstract the essense of the process and avoid getting mired into
detail. ‘

T

d) Test Results Behaviour Reference Tables

For each PDU, ASP or timer event, the reference tables should be u pdated. The updating
of the reference tables takes place following one of the two procedures below:

i) Ifa table for the PDU, ASP or timer event is non-cxistent, create the tablg (using the
ATS), enter the reference item using SO as the reference code for the first entry,
upgrade the code to S1 for the next entry. '

i) If a table for the PDU, ASP or timc'r cvent exists, add the new reference item to the.
table and upgrade the reference code from Si to Si+! for the next entry. P

Creation of test result behaviour reference tables can be automated using the available ATS
constraint tables proformas to start with, and filling it with the actual c:!pturcd values.

This completes the derivation of the ATR. Note that inappropriate test result
behaviours are identified and flziggcd as potential instances of non-conformance to the
ATS. Moreover, provided that the ETR's are machine processable with an identified
format, this process can be automated. '

3.4.2 An Example : LAPB Abstract Test Result reports
(ATR's) '

Here we present the ATR of a test case (see Appendix 'A") extracted from the
working documént X.25-DTE data link layer conformance test suite [ISO8882-2]. The
corresponding PICS and PIXIT are given in Appendix 'C’ and 'D' respectively, The
simulated results for this test case are represented in TICN-TR. The ATR is generated from
a given ETR (not provided in this thesis - a similar example is available in chapter 2, Figure
2.2) and the corresponding exccutable test environment fliles (which are equivalent 1o PICS
and PIXIT). '

This example clearly indicates that the requirements in standards documents
[1SO9646-4,5] are utilized, using TTCN-TR notation. All the qualities of ATR's stated in
section 3.1 are illustrated in this example.
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a) Protocol Confofmance rTcst Report (PCTR)

The first section is the summary report of the results ‘known as Protocol
Conformance Test Report. (Figure 3.17). Note that in PCTR's all the test cases in the
standard test suite are listed. However, other sections (e.g. test results behaviour tables ete.)
can cither be generated for all the executed test cases (detailed ATR's) or'only for the test

cases which indicated instances of non-conformance (exception ATR's),



Protocol Conformance Test Repurl (l'(.'l R)
for DATA LINK LAYER

c;ectmnl- Idennf‘mtmn Summary

(i) PCTR Introduction '

PCTR Number: 2

PCTR Date : : 24/04/1988
Corresponding SCTR Number: 100
Corresponding SCTR Number : 24/04/1988
Test Laboratory Manager @ Robert L7 Probert
Test Manager Signature R. L. P.

- (i) TUT Introduction

IUT Name :

IUT Version :
Protocol Standard :
PICS :

Previous PCTR H

Data Link Layer IUT
1.1

Data Link Layer PICS
Nornc '

150 Draft International Suindard for X.25 LAPB

(iii} Testing " Environment

PIXIT :
Abstract Test Suite Standard :
Abstract Test Method :

Real Tester id :

Executable Test Suite id :
Protocol layer information :
Protocol Sub-layer information :
Dates of testing :
Test Operator(s) :
Test Analyst(s):
Conformance Log:

Data Link Layer PIXIT
Data Link Layer ATS
Remole lest system
NTS

Data Link layer ETS
Nonc

None

24/04/1988

Shahram Akhavan
Shahram Akhavan
X.25-DTE/RES

(iv) Limits and Reservations

Comments: Nonc

Section2;

Static Conformance Summary

Comments:

IUT docs/docs not conform statically 1o the specibied protocal standard,

Section3: Dynamic Conformance Summary

Comments:

A descriplive summary given on the results of groups of (ests.

Sectiond: Static Conformance Review Report

Comments:

Ticmization of the mismatches between PICS and SCR.

SectionS: Test Campaign Report

ATS Ref SATS? |PETS? Run? JjLop Ref Verdict |Unforeseen | Obs.
DL4_205 ‘ Yes Yes Yes f‘X.ZS-DTE/ PPASS None None
LOG/
DL4_205

Section6: Overall Observations

Comments: None

‘Figure 3.17 - Protocol Conformance Test Report for LAPB ATR
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h) Test Results Parameter Tables

For this test case no global constant is used, therefore the test results global
constants tables does not exist. However there are two test suite parameters which take
their values from the given executable test environment files (not shown here) and they are .
recorded in the test environment parameters tables (see figure 3.18).

Test Environment Parameters
Name Yalue
Tl 3
N2 - 5

Figure 3,18 - Test Environment Parameters Table for LAPB ATR
¢) Test Results Behaviour Table

The test results behaviour presented in Figure 3,19 is the behaviour resulted from
executing the DL4_205 test case and its corresponding test steps (Appendix 'BY). This
cxample of test results behaviour contains a sequence of events (i.e. ﬁrcm\nble) to bring the
IUT to a stable state, where the sequence of test purpose events can be applied (i.e. test
body). Test body is executed and an undefined command (Hex) is sent (T1 timer is
started), which is received as a frame reject (T1 timer is cancelled). The test purpose is
.successt'ully achieved. Hence, to comglete the test a sequence of postamble test events is
applied to put the IUT back into arzngle state. Test results verify that this step is also
sucgcf}:sfully undertaken, therefore a "pass" verdict is assigned. During this test a sequence
of events was repeated, so the number of retries equals one. The times of start and end of
the test case execution is also recorded, in case they are required for later analysis.
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Test Results Behaviour

Reference :
Identifier :
Global Table Id. :
Purpose : -

X.25-DTE/LOG/LOG_DLA_205
. LOG_DLA_.205 .
" DLA_205_GBL

Verify DTE sends FRMR]W-I CR=(} in response 10 unduﬁncd

command received i n LA state. .

Log Behavmur Description E | ATS event |Segments Behaviour
" Location Start | End" | References -
DL4_205[L] - TS ‘
DL4_STATE[L] 1 .DL4_205 PA
DL2_STATE [L] DLA_STATE
DL1_STATE [L] DL2_STATE
{(Hyper _DTE ;= FALSE) DL1_STATE
(Resp := FALSE) DLY_STATE -
L! DISC *(j DL1_STATE | " RI DISC(S0)
(START T1) DLI1_STATE TS0y
7 TIMEQUT DL1_STATE T1(S0)
L! DISC *(2){ DL1_STATE DISC(S1)
(STARTT1) DL1_STATE TI(S1)
L?UA DLI_STATE . UA(SO)
(Resp := TRUE) DL1_STATE
{(CANCEL T1) DLI_STATE TS
{Resp = TRUE] DL1_STATE R1
(Resp := FALSE) DL2_STATE
L! DM *(1)| DL2_STATE R2 DM(S()
" (STARTTI) DL2_STATE T1(82)
L? SABM DL2_STATE SABM(SD)
(Resp := TRUE) DL2_STATE
(CANCEL TI) DL2_STATE T1(52)
[Resp = TRUE] DL2_STATE R2
LIUA DL4_STATE UA(S]D)
(STARTT1) DL4_STATE TI(S3)
L?1 DL4_STATE gl(S()) ;
{CANCEL T1) DL4_STATE ST1(83)
L' ) DL4_STATE I(SNH
(STARTTI) © 3 DL4: STATE T1(54)
(Hyper_DTE := TRUE) ¥ DL4 _STSTE ‘
L? RR DL4_STATE RR(S0)
(CANCEL T} DLA_STATE PA | TI(SD
L1 HEX DLA_205 ™8 HEX(S0)
(START T1) DL4_205 TI(S5)
L? FRMR [Hyper_DTE = TRUE] DL4_205 FRMR(S0)
(CANCEL T1) DLA_205 m TI(S5)
DL5_CHK [L} DL4_205 PO
L! RRC DL5_CHK RRC(S0)
(STARTTI) DL5_CHK TI(S6)
L? FRMR DL5_CHK FRMR(S1)
{CANCEL T1} DL5_CHK' PO | TI(S6)
DL4 205 [L.) TE
Test Case Start Time : 15:48:34.79
Test Case End Time : 15:48:45,39
Num of Retries : 1
Verdict : PASS
Comment : None

Figure 3.19 (a) - Test Results Behaviour Table for DL4_205 Test Case
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: Test results Global Variables
Reference: X.25-DTE/LOG/LOG_DL4_205
" Global Table Id. ;. GBL_DL4_205 ‘
Behaviour Table 1d:  LOG .DIL4 205

Name Initial Value Final Value
Resp FALSE TRUE
Hyper DTE FALSE TRUE

Figure 3.19 (b) - Test Results Global Variables Table for DL4_205 Test Case
d) Test Results Behaviour Reference Tables

- The behaviour reference tables are separated into two groups (i.e. parameter
reference tables and timer reference tables), represented in Figure 3.20(a-j) and Figure 3.21

respectively.
PDU References
PDU: DISC (Disconnect mode)
Behaviour Table Id: LOG DIL4 205
List Name Field Name
A P
S0 '03'H B
S1 . '03'H '1I'B
(0)
PDU References
PDU; SABM (Sct Asynchronous Balanced Modc) -
-1 _Behaviour Table Id: LOG.DL4 205
List Name Field Name
A P
S0 '01'H '1'B
(b)
PDU References
PDU: UA (Unnumbered Acknowledgement)
Behaviour Table 1d: LOG DL4 205
List Name Field Name
A F
S0 '03'H B
S1 '01'H '1'B
(c) ’

Figure 3.20 (a-c) - Test Results Behaviour Reference Tables for DL4_205 Test Case
(Parameter Reference Tables for ASP's, and PDU's)
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PDU References

PDU: DM (Disconnected Maoxdc)
Behaviour Table 1d: LOG DL4 205
List Name Field Name
A F
S0 '01'H OB
(d)
PDU References
PDU: I (Information frame)
.Behaviour Table Id: LOG _DL4 205
List Name . Field Name ‘
A P UD N{85) N((R) | LENGTH
S0 '03'H | OB '4142'H '001'B HN'B 1080
Sl . O1'H | '0'B '414ZH | 001'B-| '000'B 1080
(e)
PDU Relerences
PDU: FRMR {(FRMe Reject)
Behaviour Table Id: LOG DL4 205
List Name Field Name
A F V(R) V{(5} C/R W Xiylz
S0 ‘03H | ‘OB ‘001'B 0018 YR RO
Sl 03'H | '0'B '001'B 0)1'B R R
(H
PDU References
PDU: REF )
Behaviour Table Id: LOG DILA 205
List Name Field Name
w X Y 7
RO '1I'B U'B 0B 0B
R1 YB B 'B B
(g)
PDYU References
PDU: RRC (Receive Ready Command) -
Behaviour Tahle Id: LOG DLA 205
List Name Field Name
AD F N(R)
S0 ‘03'H '1I'B '001'8
(h)

% Figure 3.20 (d-h) - Test Results Behaviour Reference Tables for DLL4_205 Test Case
(Parameter Reference Tables for ASP's, and PDU's)



PDU References
PDU: RR (Receive Ready Responsc)
Behaviour Table 1d: LOG DL4 205 .
List Name Field Name T
AD F N(R}
S0 03H . 'I'B N01'B
(1)
PDU References
rDu: - HEX (Hex string in frame)
Behaviour Table Td: LOG DL4 205 :
List Name Field Name
Hstring
S0 'D1FF'H
0

Figure 3.20 (i-j) - Test Results Behaviour Reference Tables for DL4_20)5 Test Case
(Parameter Reference Tables for ASP's, and PDU's)

Timer References

Timer: Tl

Behaviour Table 1d: LOG DL4 205

List Name Field Name

Start Time End Time

S0 15:48:35.79 15:48:35.99
S1 ~15:48:36.23 15:48:38.52
S2 T 15:48:39.42 15:48:41.01
53 15:48:41.33 15:48:41.80
S4 , 15:48:42.90 15:48:43.45
S5 . 15:48:44.05 15:48:44.65
S6 : 15:48.44.89 15:48.45.26

Figure 3.21 - Test Results Behaviour Reference Table for DL4_205 Test Case
(Timer Reference Table)

From this detailed example, the followin.g. points should now be clear to the reader;
i) Events involving explicit timer references (send with timeouts) are explicitly time-
stamped in the ATR timer reference table for each test case.
i) Important segments of test results behaviour is highlighted vsing the segment
columns (e.g. preamble, test body, postamble, repeat sequences etc.)
iii) ATS event location identifies exactly which parts of the ATS is referenced in the test
. results behaviour (In chapter 4 we show the uscfulness of such information while

investigating the relationships between different test result behaviours).



:
k]

iv) Parameter settings and control codes for all the PDU's or ASP's, sent or received,
are recorded in an informative way, |

v) Finally, in general it.can be seen that test results are more readable when they are
organized in this manner. : a

Thus, ATR's provide a complete, auditable test execution report in a format which lends
itself to various types of automated results analysis, discussed in the next cl{aptcr.
Moreover, the derivation of ATR's from ETR's is straightforward, and can be automated
(in a test system- dependent manner, of course).
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Chapter 4 |

High Level Test Result Analysis

4.1 .Objectives

L]

In section 2.2 we stated the standards view of test results analysis. The common
view of test results analysis varies somewhat from the notion presented in the ISO draft
‘proposal [1809646-1]. In particular, spmmon view of test results analysis has a broader
concept of auditing test |rcsu~lts. It incMﬂed study of the testcases declared non-
conforming to ensure that their failure is not due to existence of errors in the test
specification, test environment or the protocol specification, itself.
| SO, of course, is not so concerned with diagnosis of test results, but rather
concentrates on validation of test results in terms of repeatability and comparability of test
results between test laboratories. Figure 4.1 provides an overview of the variety of

activities and interests in'the area of test results analysis.




=/

1 - Comparing foreseen outcomes with observed owtcomes (Common aspects of test resulls unalysis)
in order to delecl non-conformance. Coe : .

2 - Cross validating protocol specifications, test spectfications and test environment (ie. with o
broader (industry) definition of auditability).

3 - Validation of test resuits by means of repeatability of results or comparability of results (i.e,
standards definition of auditability - simple walkihrough of the results)

FIdURE 4.1 - Qverall View of Test Results Analysis

It is the overall view of test results analysis which we are considering in this
“chapter. We do not necessarily claim that the whole process of test results analysis could'be
automated, Nevertheless, our primary objective is to show the usefulness of our approach
in development of tools for automating some of these steps in test results inalysis.

In the remainder of this chapter, we primarily define a framework for test results |
analysis. Further, we introduce methods for verifying -ATR's against prolocgl
specifications and introduce some graphical models for diagnosing test results in a semi-
automated manner.

4.2 High Level Test Results Analysis Framework

“Test results analysis is currently conducted in an adhoc manner. Analysis is always
initiated at a low level (see section 2.4). It is therefore useful to identify some of the critical
steps in analysis of test results and introduce a framework which may be followed at a
higher level. This is accomplished in this section. |

In high level test results analysis, the analysi;‘ takes place at the test spcciﬁc:uioﬁ (
level (ATS) rather than at the test execution level. The ATR's are derived (from ETR's
according to the procedure given in Chapter 3) and verified using the standard abstract test
suite. The ATR's are very suitable for cross validation against formalized protocol
specifications (section 4.3); therefore high level analysis is more accurate. At this level all
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the related information for thie test environment is-contained in the PICS and PIXIT. Also
as observed in Chapter 3 the format of the conformance log in A'i'R's is very similar to the
draft standard TTCN test spcuﬁcauon language. This facllmucs the relating of ATR's to the
ATS. ‘ . N .

In ATR's, test result verdicts are "pass”, "fail" or “inconclusive™. The ATR's
contain the observed interaction sequences for each test case, which can be mapped onto a
sequence of events in the abstract test case (ATC) specification. The verdicts assigned to
these observed ATR outtomes are those associated with the matching foreseen outcomes in
the'ATC. If the obsérved outcome is not specified in the ATC, then i_he ATS will state what
default verdict should be aw;,ncd >

In [}]L fest results behaviour lllblcs@A'IR s, where the obst,rw.d outcomes are
recorded, th(, preamble, test body and postamble segments have been explicitly
distinguished. The "fail” and "inconclusive” verdicts may be assigried in any of these three
test case segments; only iffall three components complete without mudunl can a verdict of
pass be assigned. "Fail” and "inconclusive” verdicts can be further qualified numerically
(1,2,
or plostamble. This facilitates detailed analysis as discussed in section 4.4,

respectively) to indicate whether the exception occurred in the preamble, test body,

s done in practice for ETR's [Prob88b], pass verdicts will not be analyzed.

Inly e Tuil” and “inconclusive™ verdicts are analyzed to verify that the verdict is assigned

egitimately. Also, some actual behaviours may not have been explicitly foreseen. Such

' - . .S- -
unforeseen behaviours are usually captured by an 270THERWISE statement in TTCN; in

these cases some consistency checks are made and the result of the investigations is
recorded in the "unforeseen™ column of the PCTR of ATR's [ISQ9646-5].

Once the ATR's are derived, data summarization reports can-be obtained (section
4.4) for'stcpwisc auditability and diagnosis o

st results. Test result inter dependency
ATR (an abbreviated ATR which
conmms i ru.ord of only those test cases which were exeyuted -and lcmnnalud with a "fail"

rq)orl\ may b<. created automatically from the excepli

or mconclusw_u verdict). The relations between all the failed and inconclusive tests can
then be displiayed graphically and studied. Another source for diagnostic data is Cross
reference charts, where the exact location of an error may be indicated. These charts and
reports can be generated automatically from the ATR's. The test analyst may study ﬂ")iS data
and estimate the complexity of the problem, before even looking at dcldl]cd test results

: bdmv:our% Often, solutions to major problems can be identified at this stage; others may

require a mOI'C.dLIdllLd study of the conformance log. One i 1mp0rtﬂm potential benefit of
cousse is that it caserve ag a productivity aid for the test analyst.
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In order to validate conformance tests using the same ATS at different test sites, the
respective ATR's can be compared to chdck for consistency. The machine processable

ATR's facilitate porting bétweer test labdratorics, for comparability. The comparing of. - ‘

ATR's may be performed-in two steps. Initially the PCTR's may be compared to check if

~ eéxacily the same verdicts are dssigned for different test cases: This however would notbea- -

complete comparison, as fail verdicts in diff¢rent' ATR's for the same test case may have
been caused by different observed behaviou

test results behaviours becores a necessity. These possibilities should also be considered

by ISO while developing standards for,compaiing test results reports. Thus, using ATR's

to represent the test results can greatly facilitate e development of tools to automate these

types of test result analysis activities. -

So far by defining a framework, we have idgatified some of the main activities in
high level test results analysis. We believe that ARR's can serve a§ o basis for semi-
automatically pursuing some of these activities. In thessest of this chapter we propose

-methods for carrying out some of the above identificd activitics.

é
4.3  Theoretical Results : Verification of ATR's
Against Protocol Specifications |

»

In section 3.3 a high-level notation for representation of test resulls w:1.«€imroduccd

MCN-TR). One of the purposes of such a representation was to be able to directly relate -

the test results to the specification of the protocol. Specifications may be defined using

can be expressed using formal syntax and semantics. FDT's are specially imporla%’,for
analyzing test results, since they are complete, consistent, precise, concise and
” unambiguous. There are three FDT's under consideration for standardization, LOTOS

[_ISO9074] and SDL (Specification and Description Language) {SDL8S].

behaviours in the ATR's only contain one of the trice sequences from the test case
specification (in TFCN), therefore the non-observable behaviours (i.c. transicnt transitions)
would not be represented in the ATR's: Qur approach can be extended in the future to
i ' verify such non-observable traces which normally exist in the protocol specifications.
’ ' In section 4.3.1 we show how observable behaviours of protocols expressed as
f FSM’s are representable as ATR's expressed in TTCN-TR nolzxtioﬁ?‘l;is onc to gne
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Formal Description Techniques (FDT's). Using FDT's, desired behaviours of the system.

1 . (Language Of Temporal Ordering Specification) [ISO8807, I}rinkﬂ?], ESTELLE -

A protocol specification mﬁy contain non-obseryable behaviours. But, the log -



‘correspondence between test results and -the behaviours of the protoc':ol.is essential for _
validating ATR's. In section 4.3.2 we extend our claim and show the TTCN-TR caverage
of Normal Fomi“Spcciﬁcalions: (NFS'S) and extended finile state machines given in
ESTELLE {ISO9074]. In section 4.3.3 we discuss how this cohesion.helps in.analyzing
-t.c‘e;l‘rcsults. specially when there is a need to relate test results to the original test purposes
in the formal specification.

4.3.1"° ATR's and Finite State Machines (FSM'S)

Finite State Machines (FSM's) are widely used in formal specification of protocols.
In order to demonstrate the usefuiness of TTCN-TR in representing test results, we need to

show how any trace of a protocol FSM specification can be mapped onto a test ciise result

in TTCN-TR contained in the ATR's (i.e. the captured trace). To do this, we first define

the particular semantics we require to be assocjated with FSM's, FSM traces, and

hehaviour dcscnpuons of ATR's. Then, we state and prove the main theorem, namely

"Any trace (sequences of transitions) of a given protocol FSM can be represented in ATR
notation”. Finally, we present an example to illustrate the main concepts. |

. -

For FSM's the following is defined:

Definition 4.1: A Finite State Machine M is a quintuple M (S, 1,0, 9, 7\.)
where: | _
S is a finite, non empty set of states, S = [s[, 89« s Syt )

[ is a finite, non empty set of inputs; I = (i, i i, e 'mZ]'
O is a finite, non empty set of outputs, O = [0}, 09, ... , 03]

O:1x8----- > S is the state transition function.

2 Q0 200

A is the output function such that:
A:IxS - e > 0
(Note: This is a Mealy machine model. Moore machines are not realistic for
specifying protocols, since the protocoi output is always associated with both the
state and the i.nput. Also, we assume that input and output interactions can be
" identified as belonging to cither the upper or lower (test) interface)



Definition 4.2: In any protocol FSM, a trace (T) is a sequence of state tran.sitibns
which starts at a state s, and terminates at a state s, Such a sequence is represented by (ty,
Ly, s G e+ tg)y N 2 2, where t; is a transition defined 2t state s; and t,., takes the
FSM to state s,.

Definition 4.3:  An Abstract Test Results rcport(ATR) consists of i sunmary type of
report which the standard denotes as a Protocol Conformance Test Report (PCTR), and a
more eXtended report often referred to as a conformance results log which records all
interactions between the Implemcnmti.on Under Test (IUT) and the complete testing
environment. The conformance resulis log description R within the test results
behaviour description for a single test case is formally defined as R = {7 [ r is a results log

“ entry), where each entry consists of the following five components:

a) DESCRIPTION[r] b) ENUM]r|, ¢) LOCA’ I"ION[rl d) START- I“NDlrl
¢} REFERENCE [r]

These components of an R entry r are defined as follows (1] in the statements-means may or

may not be present).

a) DESCRIPTION(r] (log behaviour description)'is one event line consisting of -

one or in some cases more (e.g. a send or receive with a boolein expression) of the
following statements:

o The test case name or test step name, namely,, ... .y, %, ..., x,], where,
x;, y;represent actual and PCO parameters ruspu,uw.ly
0 Send Events, [x;, ... ,x,], followed by "/" and data identification, dy,
where d, belongs to a set DAT = {d,, ... . d,}.
Receive Events, [x;, ... x,1, followed by ”?” and data identification dy.
It is possible to have some predicates (i.e. Boolean Expressions) and
assignment statements, following the above.
o Timer operations, f¢f(f;), where 1; belongs to a set TM = {1, ..., 1.} of
timer identifiers. .
o Boolean Expressions (b, ..., b,) or Assignment statements, (ay, ..., 4,),
b) ENUM[r] is either nil or an identification character (e.g. ') together with an
integer value (z) (e.g. Can be used to note repetition of blocks of entries, as
illustrated in Figures 3.6 and 3.8 of Chapter 3).
c) LOCATIONI[r] represents the test case name or test step name at Whl(.h
DESCRIPTION(r] is referenced (e.g. In f;,urc 4.2(b), LOCATION for "L! a" is

STATE A).
d) START-ENDI[r] is cither nil or an identification for rt,wf,mzm;, the start and end
of a block of entries (rq, ..., ) ——
e) REFERENCE[r] is a reference for dk in the send and reccive events, or for t; for
timer operations.
)
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STATE A : alb : STATE B
"8:  aXSTATEA ----> STATEB

o ...Av . axSTATEA --—>b
Figure 4.2(a)- An Examplc of a State Transition in a Specification

Test Results Behaviour

Reference ATR/LOG/EXAMPLE

Identifier ' EXAMPLE '

Purpose : . To excrcise an observable transition (a scnd and a receive}

Log Behaviour Description E | ATS event |Segments Behaviour
| Location Start | End References

MAIN-TREE|L,U] ‘ TS

Ula STATE A T8 " | a(SO)

L?h STATE A TB b(S0)

MAIN-TREE{L,U] . TE

Test Case Start Time 12:00:00.00

Test Case End Time - 12:00:00.30

Num of Retries : 0

Verdict PASS

Figure 4.2(b)- An Example of a Test Results Behaviour Description in TTCN-TR

Theorem=4.1: Any trace (sequences of transitions) of a given protocol FSM can be
represented in ATR notation (TTCN-TR). ’

{Note that we are proving this in order to show that TTCN-TR is a complete notation for
this kind of trace analysis. Moreover, from the proof it can be seen that mechanisms in
TTCN-TR are simple, as well as sufficient.)

Proof: We try o prbvc this by induction. As the basis to our proof, we have to .
show that TTCN-TR can cover an FSM trace of length 1 (e.g. 11). We show this by
examining all possible cases.

- Forall ™' (unobservable) inputs and outputs (Figure 4.3) the test result behaviour of the
ATR does not show anything (i.c., behaviours are unobservable), simply because no
observable data is exchanged (i.e., These may correspond to transient transitions contained
in the implcr;némz‘nions). For each input and/or output present in a transition, the
DESCRIPTION][r] would contain a send and/or a receive statement respectively. Also, the
(start) state at which the transition was initiated should be mapped onto the LOCATION([r].
(c.g.; the transition associatcc#with "Lt a" is mapped onto STATE A in Figure 4.2(b)).
Thus, the behaviour description for a single transition contains a tree name, upto two event

-




lines corresponding to the events (sent and/or received) associated with the transitions input
and output respectively, and values correponding to event lines (i.e., ATS event L‘oclmio'n,
Behaviour References, etc.). Figure 4.2(b) represents the transition in Figure 4.2(a).

) . : N '

o: axsl ----- > s2 S0 axsl oee-- > 5l
A aXsl ----> b Arooaxsl - > b

FIGURE 4.3 - Possible Scenarios for Traces of Length 1 Transition

Now for induction, we have to prove this is-rue for traces of length k (k 2 2) assuming it

is true for traces of length k-1. By proving that 1 transition is also representable in TTCN-

TR, we will prove that all transitions in a trace can also be adequartely represented in
TTCN-TR. | ‘

We call the states connected by t, transition (sy; and ;). Above we have pfoved that a
length one trace consisting of a single transition t; : sy ----- >§p0r0 0y - > s can be
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represented. Now we need to consider how the trace of length k was constructed from one
of léngih k-1. This trace contains an additional transition, say ty : §y - > 5y0, where we
niay have two conditioné; k1<k2 (going to-a new state) and kl1=k2 (going to the same
state) which are handled exactly the same way as above. In particular, the start state of t,

" will be shown in LOCATION field and will be the target state of t,.;. The additional case-

involves, k1>k2 (going to a state plready visited). In a way similar to the above discussion,

~ the observable interactions are encoded as additional event lines in the ATR behaviour

description.
Moreover, in TTCN-TR, where there are transition cyeles in the FSM trace (i.e. regular
expressions such as (t;12t3)™), a counter can be used to keep track of the number of times

such cycles are repeated, using NUM([r] and BEGIN-ENDIr] in the log description R.

Some FSM specifications of protocols can be specified using classes of predicates
|CaSik6]. These also can casily be represented using the boolean expressions within
DESCRIPTION|r] ‘in a natural way.

“We have shown that TTCN-TR covers transition traces of protocol FSM's. The FSM's

‘

have no mechanisms in the their basic forms through which we could specify
synchronization, default behaviours, ete. Therefore it is unnecessary to map such features.
&}cncc any trace of the FSM's can be represented in TTCN-TR.

Example 4.1: Here we demonstrate the mapping of FSM's onto ATR's rcpresented

in TTCN-TR notation. The example uses the transport layer class(0) FSM specification in
Figure 4.4 [1SO8073, Ural87). The selected trace of the FSM (equivalent to the test result
behaviour in the ATR) uses underline to represent PDU's and ASP's associated with the
transitions. In order to be more specific in terms of what is sent or feceived at each the
testers (lower and upper tester), we represent our results in the context of a local test
method configuration. Figure 1.2(a) in Chapter 1 provides details of the local test
architecture. A sample ATR which would be generated while testing an implemcntatio;l of
such a specification is given in Figure 4.5 (the PCTR is similar to the one presented in
section 3.4.2, and is omitted here. Other. features of TTCN'I‘R are not needed for this
example but may be included in the real ATR, such as the time stamps of test results
behaviours.
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Figure 4.4 - An FSM Shcciﬁcalion of a Class(()) Transport Layer Protocol

-~

Test Results Behaviour

" Reference TRANSPORT/CLASSO/LOG/EXAMPLE
Identifier : : LOG_EXAMPLE
Purpose :-- .. Connection establishment

Log Behaviour Description E | ATS event |Segments Behaviouwr:

. Location Start | End References
MAIN-TREE [L,U] TS '

UT! TCREQ TB
LT? CR .
LTI CC :

UT? TCCON - : >
UT! TDATR Q
LT? DT

. LT NDIND

‘UT? TDIND ' B
MAIN-TREE [L,U] TE

Test Case Start Time :  12:00:00.00
' Test Case End Time : 12:00:00.30

Num of Retries 0
Verdict PASS

Figure 4.5 - ATR of a Trace in Class(0) Transport Layer Protocol FSM Specification
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It can be seen from this example that using ATR's simplifies verification of test results
when FSM's are used for specifying protocols. |

¢

'4.3.2 “ATR's and Normal Form Specifications (NFS's)

Since FSM's have limited capabilities for representing specifications of protocols,
we now extend our theorem to prove that a similar mapping can be made from traces of
Normal Form Specifications [Sarik85] onto ATR's. We assume protocol specifications are
given in ESTELLE (Extended State Transition Language [ISO%074]). The usefulness of
such a mapping can be observed in section 4.3.3, where we show how to relate test results
(o test purposes using formal specifications. Following the same structure as section 4.3.1,
we first define NFS's and traces of NFS's. ) |

In Estelle |1ISO9074), a protocol may be specified in terms of the state spn‘cc and the
possible state transitions of the module. In general, protocol specifications in Estelle may
include intermodule interactions and relatively complex transition definitions. Various
transformations proposed in [Sarik85] eliminate intermodule interactions and simplify
transition definitions in order to obtain easy-to-analyze, single-module specifications (i.e.
Normal Form Specifications) from the original specifications given-in Estelle [Ural87].
NFS is formally defined as follows (Ural87]: )

Definition 4.4: A Normal Form Specification {NFS) describes the externally
observable behaviour of a module (e.g., a protocol entity) in terms of Normal Form
Transitions (NFT). Formally, a NFS '{is defined as T = {t I t is a NFT} where each
NFT t consists of the following five components:

a) WHENI[t], b) FROM[t], ¢c) PROVIDED][1], d) TO[t] ¢) BEGIN-END(t]

. The components of an NFT t are defined as follows:

a) Let WHEN([t] be nil for a spontaneous t and let WHEN(t] for a t that is not
spontaneous be an input interaction i which is in the form ii (X, ..., X)), whefe
ii stands for interaction identifier and X,, ... ,.X,, (n 2 Q) are interaction
parameters. Then, for a given NFS T, the set of input interactions / is defined as J
=Ure r{WHEN[1]). - - ‘

,
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b), d) Let FROM[t] and TO[t] be present state and the next state of a I,
respectively. Then, for a given NFS T, the set of states S is defined as § =

Use r{FROM][1], TO[A]). It is assumed that idle € § and that there exist at least

“one ¢ and one t; € § such that FROM(1;] = idle, TO[-:2] = idle, and 1; #.45.

" ¢) Let PROVIDEDIt] be either nil or an n-ary predtcate p(X I, .» X,;), where X,

, X, (n > 0) are variables,

e) Let BEGIN-END [tIbea sequentlally ordered statement block b = (d,, ...
0y, ..., 0y), where:
-d,i=1,..,mmz20,is an assignment statement g ora proccdurc
call C. :
opj=1,..,n,n20,is an output statement o.

o An assngnment statement a is in the form Y := f(X,, ..., X)), where n 20
and Y, X, ..., X,, are variables. :

o An output statement o is in the form out u(X;, . +X,), where out indicates
that the statéfnent is an output statement. if stands for interaction identifier,
and X, ..., X,, (n 2 0) are interaction parameters, ) '

o A procedure call ¢ is in the form pn(X,, .. Xi, Y, o, Y, 24, 00 L Z)),
where pn is the procedure name and X, ..., X (k2 0); Yy, ... v Y (m

= 0); and ZI, vy Z, (n 2 0) are variables that stand for %tu.tl in- out
output, and input pammeters respectively. '

Il!‘

Dcfinilion'ét,S: In any NFS, a trace (T) is a scquence of NFT's which starts at a

state s; and terminates at a state s,. Such a sequence is represented by (1), ty, ..., ti, ...

_Titpa)y n 2 2, where s is FROM(t] state of t; and s, is TO[t] state of t,_; and for all the

&

intermediate t's such as t,, TO[t] state of t, is the same as FROM][t] state of 1.

Theorem 4.2: Any observable part of a tface (sequences of NFT's (Normal Form
Transitions)) of a given NFS can be representéd in ATR notation {TTCN-TR). In fact,
non-observable transitions can be represented ; as well, but usually can not be dlI’C(.l]y
monitored in practical. Further discussions are gwen in Chapter 5.

(Note that we are proving this in order to show Hhat TTCN-TR is a cotttplete notation for
this kind of trace analysis. Moreover, from the proof it can be seen that mechanisms in

TTCN-TR are simple, as well as sufficient) ~ |

Proof: As in theorem 4.1, this can be proved using proof by induction on length of
traces. The only essential difference between representing NFS traces and FSM traces by
ATR is the additional requirement to handling enabling transition predicates (in PROVIDED
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clauses). As a basis to our propf.'wc have to show that TTCN-TR can represent an NFS ‘
tracc of length 1 (i.e. a trace consisting of only one NFT t, e.g., t;). The following

accounts for all the possibilities for reprcsenting a complete single NFT trace in TTCN-TR:

1) tisnot a spontancous transition:

0

Representation of WHEN(t]:
WHEN(t] can be represented by a send event statement in the DESCRIP’FION[r] to
represent the sending of a message from either the upper tester or the lower tester.

The interaction parametersfor the event statément can be specified using

b)

d)

REFERENCE]r].

Representation of FROM|1]:

FROM(t] construct may be directly mapped to LOCATION(r] of send statements of

DESCRIPTION]r]. However, for this to be true each NFT should be specified

separately while specifying test cases. Otherwise, the mapping between results and

specification would not be consistent.

TOI1] construct is not represented in the ATR's specifically. It is always included in |
the information of the following transition (i.e. FROM|[1+1], where t+1 is the next

observable transition).

PRO-VIDED[_{'] could be nil in which case test result behaviour does not show

anything additional. Otherwise, a corresponding boolean expression is inserted into

the event line following the send event description in DESCRIPTION([r].

In BEGIN-ENDIt] the output statements (if existed) are represented by receive
events of DESCRIPTION[T} in a r. If output statements do not exist (i.e. output is
unobservable), then nothing is §hown in the ATR results behaviour for t.

Assignment statements which set up predicates for future events (o occur may also
be presented by DESCRIPTION(r].

2) tis a spontaneous transition:

WHENI[1] for a spontancous t is nil. Therefore it would not be represented in the ATR.

-However, the other components of the transition, if observable, are represented exactly

the same as for non- spontaneous transitions (e.g. The output statements may still bc‘

treated the same as rcccwc events in the ATR's)
It can be seen that a smgle NFT t; can be mapped orito its equivalent ATR behaviours.
Also, for t; FROM[t] may be considered the same as s in the FSM specification.
,Similarl}’r, TO[t] may be considered as s, in the FSM specification. Therefore, the

possibilitics are that 5,=s, (going to same state) or s,<s, (going to a new state). In theorem

4

70



/4.1, we already proved that ATR's can represent observable bchnviours.for. both of the
above behaviours.

Above we have proved that single NFT t; can be represented in ATR's (similar to the FSM .
 proof). Now for induction, we have to prove this is true for traces of length k (k 2 2)
given it is true for traces of length k-1. As we prove that y, NFT is also representable in

TTCN-TR, we will prove that any trace of an NFS specification an be ndcquiuely
. represented in TTCN-TR. ‘

Above we have proved the cases where FROM[;J<’I‘O[_[] (going to a new state) and
FROMI[t]=TO[t] (going %o the same state). Here we have an additionak case where
FROM[t]>TO[1] (going to a state already visited). This is handled exactly the same as
above. Moreover, in TTCN-TR in such cases where there are NFT cycles (i.e. cxpréssions
such as (t1t2t3)*), a counter can be used to keep track of the number of times we go
through such NFT cycles. This is represented using Num|r] and START-END[r| in the R.

Hence observable parts of any trace in normal form specifications can also be represented
in TTCN-TR.

Example 4.2: Given the normal form specification of transport lﬁycr class(0) (Figure
4.6), we select a trace and represent the possible ATR (test results behaviour and test
results behaviour reference tables) which may result from lcsliné an implementation of
such a specification (Figure 4.7). In order to be more specific in terms of what is sent or
received at each of the testers (flower and upbcr tester), we represent our resulis in the
context of a local test method configuration. Fi'gurc,.-l.Z(u) in Chapter 1 provides details of
- the local test architecture. The selected trace is the sequence ty, tg, ty3, s, tyg- The PCTR
is similar to the one presented in section 3.4.2, therefore it is not presented in this example.
Test results phmmctcr tables are not needed here.

Here we briefly describe how the chosen trace in the NFS specificition can be
reconstructed from the ATR fragments in Figure 4.7. Figure 4.7 does not represent a full
ATR (for example it does not have the information for time stamps. Since the specification
does not have time constraints these information are ignored in this example). The trace
starts with t; which sends a connection request from the upper tester to the IUT which has
a boolean expression associated with it (same as the PROVIDED[1] predicate in the NFS). -

The detail of the parameters belonging to this ASP is recorded in a separate table, which is
_ ; :

'



used to record all the captured values of the parameters of TCreq ASP. Later the lower
tester receives a CR (connection request) PDU which also has some parameters assoc‘iated
with it, also recorded in a separate table for referencing, Same thing is done for tg and tyg,
howeyer ty3 and t)5 are mappcd differently because they contain an unobservable receive
and send event rcv.pccuvcly It can be seen from the ATR that such 'ﬁnobscrvablc_ )
behaviours are omitted. It would be useful if ATR's could represent such behaviours as
well, however this is one of our suggestions for extension of our approach in representing
test results, which is outside the scope of this thesis. Hence, from the example the ability
of the ATR's to represent the obscrvi\lblc parté of NFS traces can be €asily observed. |
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WHEN 1ereq(to.t.addr, from.t.addr, qts.req)

FROM idle

PROVIDED tcreq.in.qts.req = ok

TO WFCC

tl: BEGIN
local.refer := ..

tpdusize = L L
calling.t.addr := tcreq.in.from.taddr;
called.t.addr := tcreq.in.to.addr;
cr.out.source.ref 1= local.refer;
cr.out.option := ‘normal’;.
cr.out.calling.t.eddr := calling.t.addr;
cr.out.ealled.t.addr := called.t.addr;
er.out.max.tpdusize = tpdu.size;
oul cr(source.ref, option, calling.L.addr,

called.t.addr, mox.tpdu.size);

END;

WHEN tereq(to.taddr, rom.taddr, gts.req)

FROM idle

PR()VIJ)ED tereq.in.gts.req < ok

TOidle

t2: BEGIN f

wind.opt.ts.disc.reason = ..
tdind.qut.ts.user.reason = ...

out tdihd(is.dise.reason, ls.user.reiason);

END;
WHEN cr(source.rcf, option, calling.tLaddr,
called.t.addr, max.ipdu.size)
FROM idle
, PROVIDED cr.in.max.tpdu.size = nil
. ond cr.in.option = ok
TO wiir
13: BEGIN
remote.refer = crinsource.rel;
tpdu.size = cr.in.max.ipdu.size;
calling.t.addr := cr.in.calling.t.addr;
called.t.addr := cr.in.ealled.t.addr;
qis.cstimate = ..
teind.out.to.t.addr = called.t.addr;
tcind.ouL.from.taddr := calling.Luddr;
wind.out.qts.pro = gis.estimate;

END;
WHEN cr(source.ref, option, calling.t.addr,
called.t.addr, max.ipdu.size)
FROM idle
PROVIDED cr.in.max.tpdu.size < nil
and cr.in.option = ok
TO witr .
t4: BEGIN
remote. reler := erin.source.ref;

3

cnlllng taddr := cr.in.calling.t.addr;
called.t.addr 1= cr.in.called.t.addr;
gts.cstimate = ...}
teind.out.to.t.addr = called.addr;

out teind(to.t.addr, from.taddr, qls.pro);

"FROM idle

tcind.out.lrom.t.adde := calling.t.addr; ¥
teind.out.qlsipro = qls.cstimate;

out tcind(to.t.addr, l'mm Laddr, qts.pro);

END;

WHEN cr(';nurct. ref, option, calling.taddr,
called.t.addr, max.ipdu.size}

PROVIDED criin. nplmn <> ok -
TO idle |
5 BEGIN
dr.out.destrefer 3= crinsourcerel;
dr.out.disconnecl.reason = ..
out dr{destreler, disconnectrenason);
END; :
WHEN cc(mnx.tpdu, ':m,)
FROM wlee .
PROVIDED ce.in.max. lpdu size <> nil
TO date
16: BEGIN
qis.cstimale = L. :
tecon.oubglsaes = gls.estimale;
inhuffer = nil;
out.bulfer := nil;
out tecon(qls.oes);
END;
WHEN ce{max.tpdu.size)
FROM wicc

Fed

© PROVIDED ce.inimax.apdusize = nil

TO data -
17: REGIN “'}
gis.estimate =%
inbulfer := uil;
out.bulfer := nil;
lecon.oulgls.res = gis.estimate;
out tecon{qts.res);
END: '

WHEN dr(dmconnu.l reason, .ldd clear.renson)
FROM wice
PROVIDED dr.in.disconnect.reason = "user.init”
TO idle
18: BEGIN .
ndreq.outdisc.reason = drindisconnect.
reason;
tdind.out1s disc.reason := dr.in.disconnect,
reason;
tdind.out.Is.user.reason := dr.in.add.clenr,
reason;
out ndreg{discireason),
out tdind(ts.user.reason, s, dp.c reason);
END;
WHEN dr{disconnectl.reason, add clear.reason).
FROM wicc
PROVIDED dr.in.disconpect.reason =
TO idle

"user.init”

“Figure 4.6 - NFS for OSI Class W) Trunspon'Prolocol



o
19:°  BEGIN o . | "FROM duta b
ndreq.out.disc.reason = dr.in.disconnect, | PROVIDED out. bul'fv.r < nil
reason; | TO data ‘ Ve
tdind.out.ts disc.reason := dr.in.disconneet. | tl4: - BEGIN - - '
v resson; | remove(out.bufler, di.outuser.doa);

out adreq{disc.reason}; | ) aut di{user.data);

out tdind(1s.disc.renson); i END;

END; : | ememmanmes s = ..
S I WHEN dl(mu data) LT
WHEN teres(qts.req) | FROM data '

FROM wiir : I TO dua

PROVIDED teres.in.qgis.req <= gis.cslimate I 115, BEGIN .

TO data | insert{in.hufler, duinuserdata);
110:*  BEGIN | END; -

local.refer := ...; ‘ [

ce.out.dest.refer := remote.refer; | FROM dimn

cc.out.source.rel ;= localreler; | PROVIDED in.buffer <> nil

cc.out.calling.t.addr = calling.t.addr; [ TO data

cc.out.called.t.oddr := calied.Laddr;” ! tl6:  BEGIN
o~ ce.out.max.tpdiLsize = ipdusize; I remove(in.bufTer, tdati.oultsdu! fru;,nu.m),

in.buffer = nil; ‘ | out tdata(tsdu, fru;,muu)

out.bulfer = nil; I END .

out cetdestreler, sourcerel, calling.Laddr, | ieeeceoeen

called.t.addr, max.ipdu.size); I WHEN wreq(ts.user.reason)

END, I FROM dam

----------- 1 TOdle .

WHEN tcres(qts.req) . I t17: BEGIN

FROM witr 1. ndreq.outdiserenson 1= Wreginds:ser,
PROVIDED teres(qs.req) | Teason:

TO idle- ] oul ndregidisc.reason),

1i: REGIN ) | END;

dr.out.destrefer 1= remote.refer; boommemmeies

dr.our.disconnect.reason = .. I WHEN ndind(}

dr.out.add.cleat.reason 1= .. [ FROM data . -

tdind.in.ts. disc.reason = .. I TOdle - _ \

out dr{dest.refer, disconnect.reason, [ t18: BEGIN

add.clear.reason); . i tdind.outas.dise.renson 1= L ,
out tdind(ts.disc.rcason); I out wdind(ts.dise.reason);

END; ! ENDy,

WHEN tdreq(ts.user.reason) - WHEN nrind() .

|
FROM witr 1 FROM dma
TO idle I TO idle
t12: BEGIN Y PR REGIN
dr.out.disconnect.reason = ..; 1 wdind.out.ts.disc.renson 1= ..
dr.out.add.clear.reason = Wreq.indsauser, - | out tdind(1s.dise.reason);
reason; | END;
dr.out.dest.refer 1= remote.refer; I 2o
out dr(dest.refer, disconnect.reason, |
add.clear.reason); |
END; |
----------- |
WHEN: tdatr(tsdu. fragmn.nl) , !
FROM data . |
TO data |
t13: BEGIN I
insert(out.buffer, tdatr.in.sdu fragment); I
END; !
|

Figure 4.6 (Contin.) - NS for OSI Class (0) Transport Protocol



. Test Reésults Behaviour

Reference TRANSPORT/CLASSO/LOG/EXAMPLE

Identifier : LOG_EXAMPLE *

Purpose : Conncction cstablishment | :

Log Behaviour Description E | ATS event |Segments Behaviour
| : ‘ S Location Start | End | References
FT MAIN-TREE [L,U] - _ " 1TS : -

UT! TCREQ [icreq.ingtsreq = ok| i TCREQ(S0}

LT?CR - : : CR(50)

LT! CC [cc.in.max.ipdu.size # nil] {1 CC(50)

‘I UT!?TCCON - TCCON(O)
UT! TDATR TDATR(S0)
LT DT ' B DT(S0)
LTI NDIND NDIND(S0)
UT! TDIND . TB - | TDIND(S0}
MAIN-TREE (LU} . TE
Test Case Start Time : 12:00:00.00 - :

Test Case End Time : 12:00:00.30 .-

Num of Retries : 0 ‘ B

- Verdict _ PASS )

\ () .
: . . ) 2. N
PDU References
PDU: CR  (Conncction Request) -
Behaviour Table Id: LOG_EXAMPLE
List Name : Field Name -
LI [CDT [TSAP [DST [SRC |DT-NR{ED-NR [ YR-NR
SO <observed values are printed lor cach of these PDU parimeters>
(b)
PDU References
PDU: CC (Connection Confirm}
— Behaviour Table Id: LOG_EXAMPLE
T~ [_List Name __Field Name
T Ll - [CcDT [TSAP [DST [SRC [DT-NRJED-NR | YR-NR
S0, “<observed values are printed for cach of these PDU parameters>
{e).
PDU Reflerences
rbu: DT  (Data Transler)
Behaviour Table Id: LOG EXAMPLE
List Name . Field Name
LI [CDT_J7sAP IDST [SRC [DT-NRIED-NR | YR-NR
S0 <observed values age printed for cach of these PDU paramelers>

@

Figure 4.7 - ATR of a Trace in Class(() Transport Layer Protocol NFS Specification

(a) is test results behaviour and (b-d) are test results behaviour rcfcrcm tables
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-+

L. ASP References’
ASP: * TCREQ - (Transport Connection Request)
Behaviour Table Id: LOG EXAMPLE. - ‘
List Name Field Name
to-t.addr | from.taddr | qis .
- 80 <obscrved valucs of ASP parameters>
i
{© B
. ASP Reflerences
ASP: TCCON  (Transport Connection Confirmation)
~{ Behaviour Table Id: LOG EXAMPLE
"List Name "~ - Field* Name
resp.Laddr ) s
50 <obscrved valucs of ASP parameters>
G
? 1]
. ASP References
ASP: . TDATR  (Transport Data Request)
Behaviour Table Id: LOG EXAMPLE
List Name K Field Name
: TS User-Data
- S0 .<observed values of ASP parameters>
(€ -
ASP References
ASP: TDIND  (Transport Disconnection Indication)
Behaviour Table 1d: LOG EXAMPLE
List Name Field Name
Disc-reason i TS Uscr-Dala
S0 <obscrved values of ASP parameters>
G}
ASP References -
ASP; NDIND  (Network Disconnection Indication)
Behaviour Table 1d: LOG EXAMPLE
List Name Field Name
NS User-Data
7
SO <observed valucs of ASP parameters>
(1)

Figure 4.7 (Contin.) - ATR of a Trace in Class(0) Transport Layer Protocol NFS
Specification - (e-i) are test results behaviour reference tables
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4.3.3 - Discussion: Test Results Verification Using Protocol
Specification |

In Chapter 3, we showed how ATR's are used in validating the test specification
and the test environment files (i.e. PIC_S and PIXIT). Here we show how, in parallel,
ATR's can be cross-validated aqunst the protocol specification. To demonstrate this, we .
‘assume Formal Description Techniques (FDT's) are used in specifying the protocol. Using
FDT's, protocol specifications may be represented as specification trees [Turn87,

. TuUr88]. In fact for FDT's such as LOTOS, there are tools available for generating
specification. trees from a formal protocol specification [GuLo88]. In each protocol
specification, a set of mandatory and optional capabilities is specified. The implemented
capabilities are stated in a PICS. Thesc capabilities can be m:ippr:d to a set of test pﬁrposcs
and to a sequence of test events in fhe test case (i.e. Test body). Each of these test purposes
are represented by a set of subtrees in the specification tree.

Also, for some categories of test cases (e.g. transition tests) a preamble subtree and
postamble subtree niay be appended to the beginning and end of the test purpose subtree.
In /\;TR's, the test results behaviours section identifies the test body fragment. Therefore,
one can directly map the test result behaviours to the related specification tree segment and
the related specification segment itself. | '

Suppose we have a FSM sljccificnt'fon 'S' given in figure 4\.8__ (a). A fimite

“distinguishing set of sequences from such a specificat.ion can be represented by a’
specification tree 'T in figure 4.8 (b). The detail of the input and output parameters are not

“given in these specifications. Therefore, when one is required to verify the results against
the specification, he/she does not want to be overwhelmed by the detail of the executed.test
result. ,

Assume the transition test objective (test purpose) is represented by the dotted trace
(in this case there is no preamble or postamble sequence) in the specification tree 'T. Then
a successful test result for such a test objective may look like the one in figure 4.9,
Information such as timer operations in the log behaviour description and individual
behaviour reference tables etc. are not included in this example, but there is enough
information to see how traces in the specification can be reconstructed from the ATR's. In
this case the verdict of the results is "pass”, therefore it completely matches the
specification trace, but sometimes an illegal behaviour may happen, which can be also
casily identified. Note that this is only a simple example; in testing of complex protocols '
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such an organization of test output results would be of a great help while verifying test Y
resuits against the protocol spccxﬁcanon

a) An example specification (8) ' b A possible specilication tree of S (T)

Flgurc 4.8 (a-b) - A FSM Specification Fragment gnd its Generated  *
Spcuﬁcatlon Tree Fragment

: ']‘est Results Behaviour
Reference : EXAMPLE/TRACE
1dentifier : . TRACE '
Purpose : . To show that implementation conforms to the dotted trace in T,
Log Behaviour Description E | ATS event |Segments Behaviour
Location Start | ‘l'nd References
MAIN-TREE [L,U}] "~ TS '
Ule ™ . ¢(S0)
L*rd ‘ : d(st
Ula . a(S0) )
Ulb N g S SO
L7d T | d(Sh
MAIN-TREE {L,U] TE
Tést Case Start Time : 12:00:00.00
- Test Case End Time : 12:00:00.30
Num of Relries : 0
Verdict PASS

Figure 49 - An ATR Fragment for The Dotied Trace in 'T' (A,C,D,C) \

If ATR's are not used, the amount of detail in executed test reports makes the
relating of test results to the protocol specification an impossible task. The ATR's make this
activity possible, albeit, in a manual way. The development of tools to automate this
progess is a loglcal next step, but bcyond the scope of this thesis. '

Thus, use of ATR's is recommended for verifying results against the formal
specifications. In the next section we suggest methods for summarizing test results in

_preparation for test result diagnosis.
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4.4 'Analysis‘ and Diagnosis of Tés\t Resurlté

P
Due to thc large amount of data ava:]ablc for detailed dngnosm of test results, therc v

is always a need:'to summarize such data in some form of undersmndable reports. Using
ATR' s, data summarization can be handled in two manners. One way is showing thc
interdependencies among test results, using a test dependency modcl (section 4.4. l)
Alternatively, the results can be summarized using tables, which are useful for cross
rufucnun;, between the ruults (section 4.4.2). From thesc cross- rcfercnce reports
diagnostic inferences may be drawn. As well, as an extension of the concept of high-level
test reporting new techniques and tools for auditing the test results may be developed.

In section 3.2 we introduced some enhancements for TTCN as a test spec'iﬁcation

language. Here we use such enhancements for generating these summarized data reports.
4.4.1 Test Depen y Model

Test analysts~would likely prefer to initially study the PCTR's of ATR's and
identify the complexity of prbblcms, before cven looking at other detailed informations
such as the conformance log. This was observed in a study of expert analysis of X.25 test
results [Prob88b]. At this stage, they may also be able to do a high level diagnosis. For
such a high level diagnosis, all they need is an efficient mechanism to quickly discover the
symploms of failures common to general test case resulls. A mechanism is needed which
would enable them to visualizé the inter- dependcnucs between the test results in a higher
level, graphical manner. Such a time saving mechanism could be used to automatically
generate inter-dependency reports from the conformance logs. This test dcpcndehcy model
may be useful as an aid to discovery of errors. '

In addition, because this analysis shows interdependencics between testcases (i.e.if
the above concept is applied to the ATS), it may also play an important role in the test
sclection phase. In an online mode of test selection for execution, observation of failu'ré ina
test step in the preamble, test body or postamble may allow avoidance of unproductive
execution of other following dependent test cases. Currently test operators can investigate
such inlcr-dcpcndcnc.ies manually (both for test resulis and test cases), but this can be a
very time consuming activity. A

Test results within an ATR are usually inter-dependent, often simply bcmusc parts
of the test data used in a test case are used in other test cases. Therefore the obtained test
result traces are inter related.- In Section 3.2, we introduced a mechanism for structuring
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b

test suites. We required the test specifier t? identify preamble and postamble(s) in the

' identification section of each test case. Usingithe given syntax, the preamble, test body and
postamble events and their location in the ATS can be captured in the test results using . -
ATR's. The inter relationship between the test results can be graphically presented in a set
of Test Dependency Graphs (TDG's), and it can be further refined into Test Dependency
Trees (TDT's) as follows:

»

\

Definition 4.6: We define a T as a finite, non empty ordered set of test results as
.. following: :
VT = {TR}, TRy, ..., TR, oo, TRy, o, TR}
Each of the test results TR, ..., TR, may reference one preamble test step, one or more -
test steps for the test body and a postamble test step from their corresponding test case, If
" these test steps are expanded and searched, a more complete list of test steps can be created.
we define these lists for each TR as follows (any of the following sets could be empty,
e.g., when there is no preamble, postambles, or test body test steps, the test body is
contained in the main behaviour of the test case itself):

PA (preamble).= {pay, pag, ... , Papy; ) I PA 12 number of states
TB (test body) = {tb,, tby, ... , tbyo) | TB | 2 number of states
PO (postamble) = {po,, poy, ... , pom:,] | PO | > number of states
TR, € PAX TB X PO ' '

b ]

The test steps referenced within the test results may be defined as follows:

PBTS = {pby, pby, ..., POy, - Pbpa) (Public test steps - referenced in two
o ' or more TR)

PRTS = (pry, brz, e s PThy <os PTip5 ) (private test steps - referenced in
only one TR)

(PBTS U PRTS) D PA, (PBTS U PRTS) O TB and (PBTS U PRTS) D PO

-

Now, if there exists s € TR, t € TR;, such thati=jand s =1 = pby

=>TR; and TR; are potentially inter-dependent

AND, ifs € PA; Then TR;is Preamble Dependent'on TR, ... (1)
AND, ifs.€ TB; Then TR;is Test Body Dependent’ on 'l'Rj ..... (2)
AND, ifs e PO, Then TRy is 'Postamble Dependent'on TRy ... (3)
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and similarly for TR;. TR; and TR; may be inter-dependent in more than o'ne‘ test case

component.

Test Dependency Graphs (TDG's) show the rcl.monshlps between  the Aest .- -

“results by a graphical means. Test dependency griphs can be creatéd using the relations
(), (2yand (3). To show the rchnonshlp (i.e. bldlrccuon‘}l,depcndencc) of a test result 'A’
to a test result 'B'in a graph we use a three digit binary number. Dlgns from left to right
ldcnnfy the existence of relations (1) to (3) rc‘;pe(,twcly, 0" for cach dlgll means relation
doc‘; not exist, where as 'l' signifies a relationship. We refer to this number as a
relationship code. The relationship code can be interpreted as {ollows:
¢.g. A -—-110-=-> B means that if ‘A’ failed in the preamble or test body, its failure.is,
expected to be related to failure of ‘B, However, if ‘A’ failed in the
postamble, one can not relate it to 'B'. '
Similarly, we may have a relationship code to show the relationship of a test result ‘B to
test result A’ ' ) )
e.g. A <--001---- B means that if 'B' failed in the postamble, its failure is expected to be
- related to ﬂu]ure of 'A'. However, it 'B' failed-in tht, prmmblc or
test body, one can not relate it oA, e
If {ht.. relationship code for a pair of testTesults is ‘000, it is not shown in the graph. If the
relationship code is ‘000" in both directions, the edge between those. test results is simply
omitted from the TDG (i.e. means the pair of test results are independent). Therefore as a
result we might have a group of disjoint TDG's to represent the relationships between test
results inan ATR.

Algorithm 4.1: Algornhm for gcnemung TDG's using the ATR's.

¥
1) For cach and every combination pairs of the test results in the ATR follow instructions

(2) to (6).

2) Initially the relationship code for showing the relationship between one test result to
another is set to ‘000",

3) For cach of the test results, parse the list of preamble and postamble. Create hierarchial
lists of public test steps used in preamble and postambles by expanding the original list.

4) Once all the public test steps used in the preamble and postamble are identified, create a
similar lists for the public test steps referenced in the test bodies of the test results.
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'5) Startmg from top of the hxerarchml lists of public {L\l steps for-preamble, test body and
e postamblc, mvesngate the commonallty in the test steps. Follow the conditions gm.n
‘ below ' |
: a) If a-test step in the list of public test stcp% for preamble of a test result is used in the
other test result, stop the investigation and set the first digit of the relationship code

to '1". ' .

b) If a test step in the list of publlc test steps for postamble of a test result is used i in
the other test result, stop the investigation and set the second digit of the
relationship code to '1'. .

c) If a test step in the list of public test steps for test body of a est result is used in the
other test result, stop the investigation and sct the third digit of the relationship
code to 'l". -

ﬁ) If the relanonshxp code is not equdl to ‘000", update the TDG's.

These graphs m'ly be used to generate Test dependency Trees (TDT's) for
Ay chosen test result within the, ATR. In.[Chow78] the alg_,omhm far-gencrating trees froni |

"FSMé (a type of graph) is given. We use a similar logic in produ(,mk, our TDT's from
TDG's. The algorithm is given as follows:

Algorithm 4.2:  Algorithm for generating TDT's from TDG's.

1) Label the root of the TDT with the selected test case. This is level k= 1.

2) Suppose we have already built the TDT to a level k. The (k+1)th level is built by
examining nodes in the kth level from left to right. A node at the th level is terminated
if the node has no more edges associated with it. Otherwise, expand the node according

to the remaining TDG, and remadye those edges which you just considered from the
TDG. |

Lemma: Algorithm 4.2 terminates even in presence of eycles in TDG.
Note: The above process always lerminates, since there are. only i finite
number of test case result represented in TDRG. Also, depending on
the left to right order in which we place the successor nodes, a
different tree may created.
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) Example 4.3: Given a set of test results "A’ to 'H’, the list of public test steps in the
prcamble, test body and poé;tambic is created (Figure 4.10), from which the TDG's are

derived (Figure 4.11) using algorithm 4.1.

- -
e’ . _ .
Test Results | Preamble TS's Test RBody TS's { Postamble TS's Expart. of Common Test Sicps
Test Result 'A' n b c i o
. Test Result 'B’ i c 2
‘ " Test Result 'C’ b c.d c d.->g

Test Result 'D' [ None None . c n

Test Result 'E’ f ' None - None

Test Result 'F None " None None

Test Result 'G' . None None .- f

Test Result 'H' ¢ None None

Figurc 4.10 - Expanded List of Public Test Steps for Test Results "A-H'

A 10 B 3 E 001, ¢
—
; w @
TIXG ()
— o i F

100
™G (3)

e

Figure 4.11 - Test Dependency Graphs for Test Results ‘A'-'H’

‘The TDT's for test results 'A’, 'E' and 'F' are constructed usiﬁg the TDG's (Figure 4,11)

together with algorithm 4.2 (Figure 4.12).
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T E) - = : O

- Test Dependency Tree for Test Result 'F

Figure 4.12 - Test Dependency Trees for Test Results ‘B, 'E" and 'F”
. 0

A simple real example of the use of TDT's and TDG's may be provided using the-
data link layer test suite [ISO8882-2]. We select three test cases from the test suite. We then
show the relationship between the possible test results which may be obtained from

running these test cases.



Test Case Name oo e o oe o, Test. Purposes
DLA_205 . Verify DTE sends FRMR/W=1, CR=0 in responsc -lo -undefined. command
in the DL4_STATE. . ‘
DL4_206 Verily that DTE responds FRMR/W=1, CR=1 to undefined response in the
DL4_STATE. ' .
DL4_301 . Vcril‘y'lhnt DTE initiates link resct in response to DM/F=1 in DL4_STATE.

Inthe case of all of these test cases, the test results may be related in the préamblp, as they
all need a test data sequence to bring the test to.the DL4_STATE. In.the A(;i_l_‘_\‘g_(jf_ test cases
DL4_205 and DLA4_206 the test results may also be inter-related m the postambles as-fhéy
have to verify that they reach DL5 STATE after achieving their test purposes. In the caseof
DL4_301 that part of the result is independem. from the other two test ljcsu'lté and it checks -
for link reset instead. Thus, this model is very effective way of rcpféscn[ing theseinter-
dependencies between the test results, The job of audition of test results may be simplified
using this model, as TDT's and TDG's can be derived automatically from the ATR's. ‘

4.4.2  Results Cross Referencing Model

By introducing TDG's and TDT's we ‘providcd a means of graphically showing the

create, CRT's or similar charts to investigate the mujor problems in test results, The fact that
now we have introduced a formal syntax for test results (i.c. ATR's), these charts (i.e.
CRT tables) can be created automatically using ATS's: (statically) and ATR's
(dynamically). The way CRT's are designed (Figure 4.13), they provide a quick reference
for diagnosing test results. From\?&bp CRT's approximate location of errors can be
identified. Further diugnbsis (i.e. fur‘?ﬁ)er steps in auditability of results) can be facilitated
using CRT's.

Each test case may have private segments and/or public segments (i.c. globﬁl test

steps). A private segments column followed by public segments columns (global test steps)
. headings constitute the vertical inputs of the table. Each segments is also subdivided to
preamble, test body and postamble (P, B, O). For each failed executed test case in ATR's,
there will be an entry in the CRT. Initially all the boxes are empty (). The boxes for which
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test cases are executed and test rcsult is pass would be markcd (V). Fmally. the boxes for
- which test cases are executed and test result is fm would be m.\rkt.d (X ).

Test Segs | prv | pbl .pb?. pb3| pbd| pb3] ... | .- plhn
Testeases [pJs[ofe [Blole 3 jofe [BlofP B[0P [B1O] IRRR3 Y
Testcase 1 Zh%BNY% A ] '
Testease 2 il | ViV X
Testcase n-1 ARREERE ' X
Testcase .- . 1101 v

< P - e
<4-» Information comes from the ATS p Preamble
<%-2~  Information comes from the ATR B Test Body
4 Successful Behaviour 0 Postamble
X " Unsuccessful Behaviour

Figure 4.13 - Ex.lmplc ofa Cross RLfL.I’Lﬂ(.L lelb (CR B

.Horizontal columns in the table display the testing summary for cach test case. '

Vertical columns in the table display the information with regurd to Rurlicul:lf segments of

the test suite which is referred in the test results traces. The location and seriousness of the

errors in the test results may be easily identified using CRT's. CRT's.are 4 very high level

- reports, which condense the history of each test in a single row in the table. They may be
extremely useful in analysis of multiple runs. CRT's are also uscful for recording the test

\ session histories. The presentation and rcadaBility aspects of CRT's ‘makes them very

useful for regression testing.
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4.5 Summary

7 Tn this chapter, a framework for test results analysis with respcc't to high level
abstract test results was In'tro,duced. A mapping between the ATR's and formal protocol
specifications was fotmc_i to be useful for verifying test results. In addition, methods such
as test dcpéndcncy graphs, trees and cross reference tables aide in diagnosing test results in
terms of locating the errors. Moreover, we demonstrated graphical summarization reports
for test results were useful to test analysts.” _ . '

In the next and final chapter, we present a summary of the thesis, together with our
conclusions and give directions for future research in the arca of test results analysis.

3
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Chapter 5

Conclusions & Suggestions for
Future Work .

5.1 Summary of the Thesis

A

Given the conformance testing standardization work, in this thesis, we make an
effort to introduce a new methodology for test results analysis. Test results analysis is the

final step in conformance testing. To date, as conformance testing has been formalized, less

~ effort has been focussed on this topic in comparison to arcas such as test derivation,

selection or test exccution. However, it is expected that test results analysis will soon
receive much more attention.

We started this thesis (chapter 1 & 2) by identifying the problem of test results
analysis. We presented a study of the current adhoc methods for test results analysis and
tricd to combine these ideas and o relate them to the available standards work | 1SO9646-
1,5].
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" In chapter 3 of this thesis it is proposed that a standardized, formalized syntax for
test results is the key to automating analysis of test results. To make these ideas concrete, a
test results notation ('I’I‘CN-TR) based on TTCN (a standard test specification notation}
was introduted. Test results represented in High level manner using TTCN-TR were shown

to facilitate relating the ‘test results to the test purposes in formal spec:ﬁcanons in Estelle as -

well as to test specifications in TTCN. Finally in chapter 4 we presented methods for
summarizing the large quantity of data which is obtained after each test session. This
should reduce the time which test analysts spend in diagnosing test results.

It is believed that the quality of analysis which may be carried out at the test results
analysis stage is directly proportional to the amount of information which is made available
in the test specifications and in the conformance results logs. The more detailed and precise
the information in these sources, the more detailed the analysis which can be performed. To
fully automate the process of analysis of test results, this information must be made
available in a formalized manner.

This thesis is based on the TTCN test notation and is limited to the functionalities
which are [‘Jl"OVlde using this semi-formal test .nomnon. This is reasonable, however, since
TTCN is currently the only standardized test notation. The tools which may be developed

for deriving the ATR's from ETR's would be also dependent on the test method selected.
vy

5.2 Suggestions for Future Work

The rescarch in test results analysis may take two different directions to deal with
the short or long term problems in this area. The short term solution may be achieved by
continuing this work and dcvelopmg the following recommendcd tools to achieve a semi-
automatic test result analysis process:

0 Abstract test result (ATR) derivation tool.

A test deriviation tool can be used to convert an ETR to its equivalent ATR.

o Tool(s) for generating test result summary reports (i.e. in graphical form) for
diagnosis of test results. The approach of section 4.4 is original and is useful for
automating the process of searching for common location of errors. This process is
currently conducted manually by test analysts. A similar tool can be created if the
same idea is applied to the test suites rather than test resuls.



AN

.0 Comparablhty and repeatablllty rcport generator.

Itis hoped that the ATR syntax suggested in this thesis (or a more improved version
of this ATR syntax) becomes a standard for representation of test results. Once this
objective is achieved the above tools can be impleménted to antomatically compare
test result reports to promote universality of conformance testing.

o Tools for auditing completeness and-correctness of test results.

Similarly the machine processable version of TTCN-TR can be used as test results
input to auditing tools. But again it would be better that implementation takes place
once the notation is standardized.

Longer term studies may involve working in the following directions given as

follows:

o Test requirement languages to formally dcscnbc the test purpose requirements; The
~ goal would be to describe the test purpose in a 31mp1c. general, but effective way

which would be useful for test result analysis.

. Estimation or deduction of possible unobservable trace segments. It was suggested as

an extension that behaviour of transient transitions could in principle also be
represented in the ATR's. This will require a precise mapping between test cases and
the design of the protocol implementation. It would make the ATR's even more

effective in verifying test results versus the protocol specifications, but is not feasible -

at present.

Use of expert systems in test results analysns In test result analysis, the test andlysts
usually make use of their past experiences. It should be useful to have an expert
system which may based on dn incremental knowledgé base, making use of the

knowledge which is gained for past test session test result analysis [prob88b].

Test result analysis is a very new topic, with an incompletely understood

framework. This is a primary effort with very little work being done elsewhere yet, w
the same time is of immense international interest. It is hoped that this work would serve as

a useful framework for this important stage of conformance testing.
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Ap_pendii. 'A'

‘Machine Processable Form of
TTCN-TR "

The Syntactic Metanotation for specifying the BNF grammar for TTCN-TR is given
as follows::
n= is defined to be
| alternative
[a] 0 or 1 instances of <a>
{a] 0 or more insutnces of <a>
{a)+ 1 ormore instances of <a>
, (...) textual grouping

abc  the non-terminal symbol $abe

$abe the terminal symbol $abe
"abc" the terminal symbol <abe>

This annex defines the machine processable form of TTCN-TR culled TTCN-TR/MP. The
machine processable vesrion of TTCll\i-TR provides a formal syntax for the TTCN-TR/GR.
It can be used to transfer the test results data between different test centres. It acn be used
as basis for detailed comparability of abstract test reports. '
The Conventions which are used in representing the TTCN-TR/MP is very much the same
as the conventions used for representing TTCN/MP. These are explained as follows
[1SO9646-2a,3]: i .
a) TTCN-TR keywords (terminal symbols) that belong only to the TTCN-TR/MP form
start with the dollar character ($); - | -
EXAMPLE 1 - $ATRid
b} TTCN keywords (terminal symbols) that belong to both the TTCN-TR/MP and TTCN-
TR/GR do not start with dollar character ($);
EXAMPLE 2 - the TTCN-TR keyword: START
¢) Productions of the kind:
$Begin.Keyword......... $End.Keyword
represent complete tables that are defined in the TTCN-TR/GR
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~ EXAMPLE 3 - $Begin.TimerReferences.........$End. TimerRelerences

d) Productions where Begin. is not part of. the first keywaord and which have a closing
keyword are used to represent sets of tables, or sets of fields in a table:

’ EXAMPLE 4 - $ReferencesPart........... $Eund.Referencesl™axt
$Refdcl........... $End.REFdcl '

e) Productions where $Begin. is omitted from the first kcyword and that have no closing
kcyword represent individual fields in the table. These ficlds contain text. The syntax
for this text is common to both the TTCN-TR/MP and'the TTCN-TR/GR,

EXAMPLE 5 - ATRid ::= $ATRid identificr

NOTE: Since this grammuar is not fully exercised, it is likely that few minor
ambiguities might exist.



. - ATRreport = $ATRreport

-~

S

5.

.$End.ATRreport

ATRid PCTReport ParameterPart Rcsulthh.mouer Rcferencesl’drt

NI
I :

ATRid ::= $ATRid Idennﬁcr

/

Report (PC

PCTReport : —$Beg|n PCTchort IdcnlSum StaticSum
DynamicSum StaticReview cht(_‘ampzuhn IOvcr 1110bs]

’$End PCTReport ..

StaticSum ;= $StaticSum FreeText

StaucRcvxcw -$Slat1cRcv1ew FreeText

Ownll(:‘)bq = $()ver§!l()bs FreeText

SECTION LLl: PCTR Identification Summary:

8.

9.

i6.

IdenlSum = $IdentSum PCTRintro IUTintro TcxtEnv LimitsRes
$End. IdcntSum

PCTRintro ::= $PCTRintro PCTRnum PCTRdate CorresSCTRnum

~ CorresSCTRdate ManagerName Managerlnitial $End.PCTRintro

PCTRnum ;= $PCTRnum Number

PCTRdate ::= $PCTRdate Date )
Cor:esSCTRnuﬁl ::= $CorresSCTRnum Number
CorresSCTRdate 1:=$€CorresSCTRdate Date
ManagerName ::= $ManagerName Name
Managerlnitial ::= $ManagerInitial Name

iUTintro := $IUTintro IUTname IUTversion StandardRef PICSI’Lf
PrevPCTR $End.IUTintro

IUTname ::= $1UTname Identifier
IUTversion ;= $1UTversion number
StandardRef ::= $StandardRef FreeText
PICSref ::= $PICSref FreeText
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34,

21.
22,

23.
24.
25.
26.
27.

28,
29.
30.
3l.
32.
33.

SECTION 1.1.2: PCTR Test Campaign Summary;

PrchCl“ R ::= $PrevPCTR Identifier

Tcst.Env == $TestEnv PIXITref ATSstandard ATMused RealTester

ETSref ProtLayerInfo ProtSublayerInfo TutD.ucv. TestOperators TestAnalysts

ConfLogRef $End.TestEnv -
PIXITref ; =$PIXITref FreeText

‘A'I.‘Sstandard —$ATSstandard FreeText

ATMused 1= $ATMused FreeText

RealTester:'= $RealTester FreeText

ETSref ::= $ETSref Idgntiﬁcr' /
Pno_tLaycrInfo n= ?ProtLayerInfo FreeText -
ProtSublayerInfo ::= $PrdtSublayerinfo FreeText
TestDates ::= $TestDates - {Date}+

'I-‘elepcra.tors ::= $TestOperators {Name }+ ‘
TestAnalysts 1= $TéstAnalysts {Name] +
CorifLoé;ref = $ConfLogref FreeText

LimitsRes ;= $LimitsRes FreeText

35.

36.
37.
38.
39.

'40.
41,
42.
43.

TestCampaign ::= $TestCampaign [ATSref SATSflag PETSflag

Runflag TRBehaviourRef Verdict Unforeseen Log,Oth ‘$End. l"csl(,.lmpalL,n '

ATSref : —$ATSref TestCaseReference

TcstCaseRcfcrence .= TestGroupReference TestCaseName

TestGroupReference::= Suiléldentiﬁer "/ {TestGroupldentifier "/"}

TestCaseName ::= Identifier

Y]

-

Suiteldentifier ::= Identifier

TestGroupldentifier ::= Identifier
SATSflag ::= $SATSMNag BooleanType ~
PETSflag ::= $PETSflag BooleanType
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44,
" 45.
46.
47.
.- 48,
49.

4

53.

54.
S5.

56.
A7,
58.
59,
60,

61.

tJ

63.

62,

Runnﬂag ::= $Runflag BooleanType ~
TRBehaviourRef ::= $TRBehaviourRefl Tcsth_:s':lltRefcrence

TestResultReference ::= TestRcsultC::roupRcfcrcnce TestResultName

i . -/
TestResultGroupReference = ATRid /" {TestResultGroupldentifiey “/*] ///
. . - ,‘./'
TestResultName ::= Identifier ' e
- ///
TcstResullGroupIdcnuﬁcr —Idcnuﬁcr . 7
. Verdict ::= PASS | INC()NC | FAILI | rAlrz 1 FAIL3

~ Unforescen = $Unforeseen—1dennﬁcr S

.~ LogObs ::= $LogObs’ FreeText

r Part: -

. )
ParameterPart ::= $ParameterPart [TRParams| [TRGlobalCons|
$End.ParameterPart :

1 r_{able;
TRParams ::= $Begin.,TRparams {TRParamEnt)+ $End.TRparams

TRParamEnt = $TRParamEnt TRParld TRParValue
$End. TRParamEnt

TRParld ::= §TRParld TRParldentifier
TRParldentifier = dentifier S . : e
TRParValue ::= $TRParValue Value |

Resy! bal Constant Table:

TRGlobalCons ::= $Begin. TRGIobalCUns {TRGlobalConEnt}+ -
$End. TRGlobalCons

TRGlobalConEnt ::= $TRGlobalConEnt 'IRGbIConld TRGbllellC‘
$End. TRGlobalConEnt

TRGbIConld ::= $Gblld TRGblldentifier
TRGblldentifier ::= Identifier |
TRGbIValue ::= $TRGbIValue Value

95



.

64.

ResultBehaviourPart ::= $ResultBehaviourPart {TRBchaviour)
{TRGlobalVars) $End.ResultBehaviourPart

Record):

65.

66.
.67.
68
69.
70.
71.

74.
75.
76.
77.
78.
i 79.
80.
g1.
82.
83.
84.

TRBehaviour u=$Begin.TRBehaviour TRBehaviourRef -
TRBehaviourld GlobalTableld TestPurpose LogBehaviourDescription TRStrtTime

 TREndTime NumOfRetries Verdict ETRcomment $End.TRBchaviour

TRBehaviourld ::= $TRBéh'avi0urId TRBehaviourldentifier.
TRBehaviourldentifier ::= Identificr |

Grl_c_)balTabchd = $GlobalTableld GlobalTableldentifier

GlobalTableIdc;ﬁﬁ_ﬁcrAf:= Identifier

————

TestPurpose ::= $TestPurpose FreeText I ———

LogBehaviourDescription ::= $LogBehaviourDeseription LogHeader
(LogBehaviourLine}+ LogTrailer $End.LogBehaviourDescription.

LogHeadcr = $LogHeader MainTrecldentifier [FormalPCOlist]
[FormalPARlist] LogStariSegment. $End.Loglleader I
LogTrailer ::= $LogTrailer Indentation MainTrécldentilior

[FormalPCOlist] [FormalPARlist] LogEndScgment $End.LogTrailer

i

LogStartSegment ::= "TS§"

e

LogEndSegment ::="TE" |
Delim ::=","

Mai.nTreeIdcntiﬁer ::= Identifier ‘
FormalPCOlist ::="[" PCOidentifier {Delim PCOidentifier) "|"
FoﬁnalPARlist::: "(" PARidentificr {Delim PARidentifier} )"
PCOidentifier ::= Identifier

PARidentiﬁer u= Idenéiﬁcr

TRStartTime ::= $TRStartTime Time

TREndTime ::= $TREndTime Time

NumOfRetries ::= $NumOfRetries Number
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85. ETRcomment ;= $RefEndTime FreeText -
& 1.,
Descriplic

86. LogBehaviour Line ::= $LogBehaviourLine EventLine [Enum|
Location Segment [LogBehaviourRef] $End.LogBehaviourLine

87. Enum:::= $Ei1um G+ I-"+" P 1>y (" Number ™)™

#8. Location ::=‘.$L0ca.ti07n Loﬂ;ntionldﬂ ' .

89. lLocationld ::= Identifier -

90. Segment ::= $Segm.ent |EventStartSegment] |EventEndSegment]

91. EvcnlStm‘tchmsnti::: "PA"1"TB"1"PO" I "DB" | ((';R" | ".P") Number)
92. EventEndSegment ::="PA" | "TB" | "PO" | "DB" | (("‘R" l _"P")._Nm_nb_g_:r)
.93, LogBehaviourRef ::= $LogBehaviourRef Bref {Delim Bref)

94. Bref = (ASPidentifier | PDUidentifier | Btimerldentifier)
ff(" Breﬂdcn[iﬁcr ")“ N

95 Brefldentificr ::= $Brefldentifier identifier
96. ASPidentifier ::= Identificr

97. \PDUidcntiﬁcr +:= Identifier

98. Blimerldenti-f-'x-cf ::¥ Idéﬁltiﬁcr
‘ 3. L2 Resylts Events:
99, EventLine ::= (Event | Pscuquv_cnt)
100. Indentation = "[" Number "}"
101: Event ::‘= {Send I Receive | Timeout | Elapse)

102. Send ::= [PCOidentifier] "!" (ASPidentifier | PDUidentifier) |EncodedAs)|
| TTCNExpression] | TimerOperation]

103. Receiye = [PCOidentifier] "?" (ASPidentifier | PDUidentifier)
[DecodesAs] [TTCNExpression] [TimerOperation)

104, Timeout ::= ?TIMEOUT [TimerTypeldentifier [Delim Timerldentifier|]
[TTCNExpression]

105. Elapse ::= ?ELAPSE [ TTCNExpression] t
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106.. Pscudc_-)Event.::= ['ITCNEx-pres‘sion.] [TimerOperation]
107. TTCNExprcssion = '[BoolcanExprcssion] { Assignmerit}-
108. Assignment : —"(" SimpleAssignment {Delim SlnlplLA%lenLnl} ")

-

-109. SimpleAsmgnment = (VARidentifier | ASP_ PDUrefcrc.nu.) =t (")
(Aterm | Term)) | Boole'mExpressxon

110. Aterm = Term ArithOp Term'’ |

111. Term ::=TCVid IASP__PDUref(.:rcnce | Value | ArithmeticExpression
112. - ArithmeticExpression ::= "(" Aterm ")"

113. ArithOp = "+"1"-"1"*" 1"[" MOD ...

114. BooleanExpression ::="{" SlmpleBoolcdnl"xpn,\t.:onI
CompoundBoole'mExpresslon "

115. SimpleBooleanExpression ::= Bterm | (NOT (" Bterm )"
116 Bterm ::= Term [{Term Relop Term) - . —
117. Rclop v “_l‘ I " 1t l ||>|l l ||<>|l ‘ ||2H ‘ llSll

118. CompoundBooleanExpression ::="(" Slmpl(..BOOlLdnr\prL\.smn "y
{(AND | OR) "(" SimpleBooleanExpression ")"}+

119. EncodedAs ::= “(" (ASP_PARidentifier | FieldIdentifier) "A"
_7_PDUidentiﬁcr {EncodedAs} ")"

120. DecodesAs ::="[" (ASP_PARidentifier | Fieldldentifier) "~"
PDUidentifier {DecodesAs) "]"

121. ASP_PDUreference ::= ASPreference | FieldReference
122. ASPreference ::= (ASPidentifier "." ASP_PARidentificr)

123. FieldReference ::= (ASPidentifier "." Fieldldentifier) 1 (PDUidentifier ™.
Fieldldentifier) | (FieldIdentifier "." FieldIdentifier)

124. TCVid ::= TRParldentifier | CONidcmiﬁér I VARidentificr
125. CONidentifier ::= Identifier

126. VARidentifier ::= Identifier

127. ASP_PARidentifier ::= Identifier .
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128. FicldIden_ti.ﬁcr “:= Identifier.
129 TimerOperation ::= "(" StartTimer | CancelTimer .")"
130. StartTimer ::= START [TimerTypeldentifier Delim Timerldentifier]

131. CancelTimer : "CANCEL ['I‘xmerTypcIdcnnﬁLr [DL]lm
Tlmcrldcnnﬁcr}] AR ) ~

-1'%2 ResumeTimer —RESUME [TlmchypeIdcnuﬁur [Delim
Tlmcrldcnuﬁcr] |

. 133. Su‘;pendTlmcr := SUSPEND [Tln‘lchprIdLnllflLl‘ [ Delim
Timerldentifier]}

134, Timerldentifier n= Identificr
135. TimerValue ::= IntegerValue | lmegcrExp"l."c_.-s‘;idi{ o

136. IntegerValue ::= Number | TCVid
[* where the value of TCVid is of type integer */

137. IntegerExpression ;:="(" ArithmeticExpression )"
¥ expression containing only integer types */

138, TimerTypeldentifier ::= Identifier

139. TRGlobalVars ::= $Begin.TRGlobalVars GlobalTableld
TRBchaviourld {TRGlobalVarEnt}+ $End. TRGlobalVars

140. TRGlobalVarEt = $TRGlobalVarEnt TRGbIVarld -
TRGblInitialValue TRGlobalEndValue $End. TRGlobalVarEnt_

141, TRGinarId'::= $TI{(}blVarId TRGblVarldentificer
142. TRGbIVarldentificr ::= Identificr
143, TRGblInitialValue ::= $TRGblInitialValue Value
144, TR'GblEndVaIuc = 4$TRGbOIEndValue Value

{ ; \ It References Part;

- 145, ReferencesPart £:= $ReferencesPart {TR_ASPreferences)

{TR_PDUreferences) |TR_TimerReferences] $End.ReferencesPart
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146. TR_ASPreferences ::= $Be in.TR ASPrel‘crcnces ASPidentifier
‘ TRBehaviourld {RefId ASP _PVI+ $End TR_ASPreferences

147. Refld ::= $Refld RefId&ParLlst |

148. Refld&ParList ::= Refldentifier [FormalParList]
"'-IAffig.'"'RéfIdéﬁ_tiﬁér"::E Identifier {"." Identifier) - |

150. ASP_PV ::‘——'-.$_A.SP_PV (ASP_ValEnt})+ $End.ASP_PV

151. ASP_ValEnt ;= $ASP_ValEnt ASP_Parld RefValue $End.ASP_VaiEnt
§

152. RefValue ::= $RefValue Value

SECTION 14.2: Test Result PDU Refereinces ('Fnbu!ar Form);

153. TR_PDUreferences ::= $Begin.TR_PDUrcferences PDUld
_TRBehaviourld [Reﬂd PDU_FV}+ $End. TR_PDUreferences

154, PDU_FV = $PDU_FV (PDU_ValEnt}+ $End.PDU_FV

155. PDU_ValEnt .= $PDU_ValEnt Fieldld RefValue $End.l’l)U_\’all",ul‘
156. Fieldld ::= $FieldId Ficldid&Fuilld "

157. Fieldld&Fullld ::= Fieldldentifier [Fulildentifier]

| 158. Fullldentifier ::= Identifier

SECTION 1.4.3; Test Result Timer Referencc"s (Tabular Form):

159. TRTlmerRefercncels = $Begin.TimerReferences Timerldentifier
TRBehav1ourId {TlmchleId]+ $End. Tmu.rReI’ercmc

e 160, Tlmererld = $TimerField T1mchefId RLiSldl"lTlmL RJF ndTime
| - --$End. TlmerFlcld

161, TimerRefld := ldenifier .~ -
162. RefStartTime ::= $RefStartTime Time
163. RefEndTime ::= $RefEndTime Time
SECTION_1.5: General Va;ules and Types etc.:

164. Value ::= Numb? | Hstring | Ostring | Bstring | Cstrirg
165. Identifier ::= Alpha {AlphaNum|"_"}
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. Cstring =" [Char [Char)] ™

AlphaNum = Alpha | Num
Alpha = Al [ Z 1@ | | 2
Num :;:: 0l...... 19 |

. ExtendedAlphaNum ::= As defined in ISO646

. FreeText 5= [ExtendedAlphaNum (ExtendedAlphaNum}]

\

. Char ::= @ character defined by the J:elcvarzt CharacterString type
.Bsm’ng::=r"'“ [Bin {Bin})] "™ B , '

. Bin:=011 |

. Hstring =" [Hex {Hex}| H

CHex = Num | A Lo I Fla Lo Uf

. Number ::= Num {Num]}

. Ostring ::="" [Bin Bin Bin Bin Bin Bin Bin Bin] " O
. Date = TimeDateType

. Name :“:= {Alpha} " " {Alpha} "o [Al‘pha]

.. Version ::= {Num]} "." {Num]

2. Time = TimcDalcTypc

.TimuntcTypc::: Num Num "/;' Num Num "/* Num Num
. BooleanType ::= TRUE | FALSE
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Index of TTCN-TR/MP Productions
A |
Alpha 167

‘AlphaNum 166
ArithmeticExpression 112

~ ArithOp_113 T S

ASP_PARidentifier 12
ASP_PDUreference 121
ASP_PV 150._,.
ASP_ValEnt 151
ASPidentifier 96 -
ASPreference 122
Assignment 108
Aterm 110

ATMused 25

ATRid 2

ATRreport 1

ATSref 36

- ATSstandard 24

B

Bin 174
BooleanExpression 114
BooleanType 184
Bref 94 :
Brefldentifier 95
Bstring 173

Bierm 116
Biimerldentifier 98

C

CancelTimer 131

Char 172
CompoundBooleanExpression 118
ConfLogref 33

CONidentifier 125 -
CormresSCTRdate 13
CorresSCTRnum 12

Cstring 171

D

Date 179
DecodesAs 120
Delim 76
DynamicSum 5

102



Elapse 105
EncodedAs 119
Enum 87
ETRcomment 85
ETSref 27

"EVICHI‘JOI P T T

EventEndSegment 92
EventLine 99
EventStartSégment 91
ExtendedAlphaNum 169

P“\

Fieldld 156
Fieldld&Fullld 157
Ficldldentifier 128
FieldReference 123
FormalPARlist 79
FormalPCOlist 78
FreeText 170
Fullldentifier 158

G

GlobalTableld 68
GlobalTableldentifier 69

H

Hex 176
Hstring 175

1

Identifier 165
ldentSum 8
Indentation 100
IntegerExpression 137,
IntegerValue 136
IUTintro 16

[UTname 17
[UTversion 18

IJ

LimitsRes 34
Location 88
Locationld &Y
LogBehaviour Line 86
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LogBehaviourDescription 71
LogBehaviourRef 93
LogEndSegment 75
LogHeader 72
LogObs 52 .
LogStantSegment 74
LogTrailer 73

M

MainTreeldentifier 77 .
ManagerInitial 15
ManagerName 14

N

Name 180

Num 168
Number 177
NumOfRetrics 84

Q)

Ostring 178
OverallObs 7

P

ParameterPart 53

PARidentifier 81 .
PCOQidentifier 80

PCTRdate 11

PCTReport 3

PCTRintro 9

PCTRnum 10

PDU_FV 154 -
PDU_ValEnt 155 -
PDUidentifier 97

PETSflag 43 .

PICSref 20

PIXITref 23 —_—
PrevPCTR 21

ProtLayerInfo 28
ProtSublayerinfo 29
PseudoEvent 106

R
RealTester 26

Receive 103
RefEndTime 163
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ReferencesPart 145
Refld 147
Refld&ParList 148
Refldentifier 149
RefStartTime 162
RefValue 152

ResultBehaviourPart 64
ResumeTimer 132
Runflag 44

S

SATSflag 42
Segment 90

Send 102
SimpleAssignment 109
StmpleBooleanExpression 115
StandardRef 19
StartTimer 130
StaticReview 6
StaticSum 4
Suiteldentifier 40
SuspendTimer 133

T

TCVid 124

Term 111

TestAnalysts 32
TestCampaign 35
TestCaseName 39
TestCaseReference 37
TestDates 30

TestEnv 22
TestGroupldentifier 41
TestGroupReference 38
TestOperators 31
TestPurpose 70
TestResultGroupldentificr-49
TestResultGroupReference 47
TestResultName 48
TestResultReference 46
Time 182
TimeDateType 183
Timeout {04
TimerField 160
Timerldentifier 134
TimerOperation 129
TimerRefld 161
TimerTypeldentifier 138
TimerValue 135
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TR_ASPreferences 146

TR_PDUreferences 153

TRBehaviour 6% .

TRBehaviourld 66

TRBehaviourldentifier 67

TRBehaviourRef 45

eer—eeeeeeee—TREndTime -83 : i i

TRGbIConld 61

TRGbIEndValue 144

TRGblIdentifier 62 ' ‘ _ - : . E »
TRGblInidalValue 143 _ I
TRGblValue 63 ) R
TRGbIVarld 141 ‘ '

TRGbIVarldentifier 142° . , ,
- TRGlobalConEnt 60 ‘

TRGlobalCons 59

TRGlobalVarEnt 140

TRGlobalVars 139

TRParamEnt 55

TRParams 54

TRParld 56

TRParldentifier 57

TRParValue 58

TRStartTime 82

TRTimerReferences 159

TTCNExpression 107

U

Unforeseen 51

\"

Value 164 - . ' i
VARidentifier 126 :

"Verdict 50°
Version 181
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Appendix 'B' | .

A Typical Extracted X.25-DTE Data
Link Layer Test Case

Here we present a test case and all of its corresponding test steps as part of the
X 25 DTE Data Link Layer test suite [[SO8882-2} (Note, this is an updated version of thc
test case). The selected test case is of transition test type. It consists of the preamble, test
body and postamble test steps. The TTCN test specification notation [1SO9646-2a] is used
to represent this test case. Only those tables of the test suite which are used Ey this test case ™
are specified here.

4

SECTION B.1: Test Suite Overview Table:

Suite Overview ‘
Reference to Standards : ISO Draft Intermationat Standard for X.25 LAPB protocol
Reference to PICS : PICS Reference
Reference to PIXIT : PIXIT Reference
How used : Not applicable
Test Method : Remote test system
Comments : This is only one test case from the X.25-DTE Data Link Layer -
Conformance Test Suite. s

Test Case 1d. Test Case Reference ___lla«g-c"" Purpose
DL4205 X.25-DTE/DL4_205 ‘ To demonstrate a

transition lest

SECTION B.2: Test Suite Declaration Tables:

[}
Test Suite Parameters
Name Type Comments
Tl ‘ " Inieger Timer value, as specificd in PIXIT.
N2 Intcger Timer value, as specified in PIXIT.

107



PCQO Declarations

Name Role
L SAP al the lower tester commllmg, and observing (N) prolocul duta units,
user 10 phy'ucql layer service.
Glohal Varinbhle Declarations
Name Type Comments
Resp Boolecan To checek for responses while waiting -
Hyper DTE Boolcan Active DTE or non-active DTE

Data Type Declaration

"PDU: DISC

Comments:

It should be used always with the poll bit set

(Disconnect mode)
Protocol Control Inforniation

Field Name Type Comments

A Octetstring Address, As defined in X.25 sumdards,

P Bitstring Poll bit. Single bit within Trame

: control field defined in X.25 standards.
. Data Type Decluration

PDU: SABM Comments:

{Sct Async. Balance Mode)

It should be uscd always with the poll bit set

Protocol Control Information

£

Field Name Type Comments
A Ocletstring Address
P Bitstring Poll hit
Data Type Declaration
PDU: UA Comments: .
(Unnumbered Acknowledge)
Protocol Control Information
Field Name Type Comments
A Ocictstring + Address '
F Bitstring Final bit
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P

Data Type Declaration

PDU: DM Comments:
(Disconnected Mode) :
. B - . Protocol Control Information
~-Eicld-Name Type Comments
/ A Ocletstring Address
F Bilstring Final bit
. . Data Type Declaration
rnpu: FRMR | Comments:
{Frame Reject)
Protocol Control Information 7
Field Name _ .. ~Fype " - T T Comments o mh
) A Q:mlsuvin_g _A,.__.._..,A_.-.A—-H - *—'Amﬁ'\. .
P B Bitsuing Poll bit
N rd
WXYZ Bilstring \
V(8) Integer (Modulo 8) | Part of FRMR information {icld.
V(R) Intcger (Modula ) !
C/R Bitstring /
, Data Type Declaration
PDU: RRC Comments:  Used only as a command PDU

{Received Ready Command)

Protocol Control Information

Field Name ) Type Comments
A QOctetstring Address
o F . Bilstring _}_Final bit
N(R) Integer (Madulo 8) Receive Sequence Nitmher =] o
Data Type Decliration
rpu: RR- - Comments:  Used only as a response. PDU-— - oo o0
{Received Ready response) T

Protocol Control Information

Fietd Name Type Comments
A Octetstring Adfdress
F Bitstring Final bit
NR) Intcger (Modulo 8) Reccive Scquence Number
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Data Type Declaration’

PDU: T . Comments: . User Data ficld may encade Packet Level information
(Information frame) . : . ‘
: Protocol Control Information ‘
—Field Name—. - — === Pypgg - b Comments e e e
‘A . Ocletstring, Addhress :
p Bitstring Poli bit
. N(8) Integer (Modulo §) Send sequence number.
NR). Integer (Modulo ) Receive sequence number,
uD Character string -User Data
Length Inlcper frame length,
Data_Type Declaration -
PDU: HEX Comments:  Used o generate improper frame control ficlds or adding

hex (Hex string in [rame) strings o control or
supervisory frames 1o make them improper

Protocol Control Information

Field Name

Type

Comments

Hstring

Celelstring

Improper

frame.in hex

Timer Declarations

Timer Type Name

Duration

Comments

Ti

As specified in the PIXIT .

Mandutory Timer
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Dynamic Behaviour

111

Reference : X.25-DTE/DLA_205
Identifier : DLA_205
Purpose Verify DTE sends FRMR/W=1, CR=0 in repsonsc 1o undcﬁncd
command reccived in L4 statc,
Default Reference : None I—
Preamble : B DL4_205:DL4_STATE S S
Postamble(s) : DA 205 DES-CHE—— —__~
Behaviour Description Label [Cons. Ref. Verdict [ Commrents——
DL4_205 [L)]
+DL4A_STATEJL), (Hyper_DTE)
L! HEX HEX({S0) Underd Cmd.
(STARTTI)
L? FRMR [Hyper_DTE = TRUE] FRMR({S7)
(CANCEL TH)
+DLS5_CHK [L] PASS
L? FRMR [Hyper_DTE = FALSE] FRMR(S8)
(CANCEL T1)-
+DLS5_CHK [L] PASS
TTIMEOUTTI FAIL
L? OTHERWISE
(CANCEL T1) FAIL



Dynamic_Behaviour i
Reference : X.25- DTE/CommomLiblPrcamblc{DLl__STATE
Identifier : s DL1_STATE
Purpose : To put DTE into L1 st
Defgult Reference : Nonc .
Behaviour Description Label |Cons, Ref, | Verdict [Comments . —————
R _DL1.STATE{:}-- R RN ‘
- (Hyper_DTE := FALSEJ o
{Resp ;= FALSE) . ' o
REPEAT DISCONNECT! [L] Count S I S ‘ ‘
— {Resp = TRUE] Repeat Guards . o
[Count > N2] FAIL Alter N2 retries - I
—_————
' ' | DISCONNECEFHLL . __
L! DISC _ TT—————___ | DISC(S)
(START T1) e
7?7 TIMEOUT T1 1 e
LTUA UA(82) s
{Resp :== TRUE) .
(CANCEL T1)
L?DM DM(S2)
(Resp = TRUE)
CANCEL T1 .
L? DISC DISC(S2)
‘LT UA UA(SD Unnuymbered
-->1 o . ' frame
L? OTHERWISE collision try
-1 Again!
T el 112
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T ———o _______Bynamic Behaviour
Reference : - X.25-DTE/Common-Lib/Preamble/DL2_STATE
Identifier : DL2_STATE e §
Purpose TO'pUFDTE‘imD‘I.ﬂ‘smw - e s e T e
Default Reference : None . .
Behaviour Description Label Cons., Ref., | Verdict | Comments
DL2_STATE [L}
+DLI_STATE [L}-
(Resp:=FAISE) o
REPEAT DISCONNECT2 [I..] Count N S S
w—-—— [Resp=TRUE] Repeat Guard
[Count>N2] . 77— — ] FAIL Afler N2 retrics
.DISCONNECT2 [L] ] S —
L! DM ' -3 DM(S0)
(START T1) -
TTIMEOQUT T1 2
L? SABM SABM(S2)
(Resp = TRUE)
{(CANCEL T1)
L? DISC h DISC(52)
(Resp := TRUE)
{CANCEL T1}
" LIUA UA{S1)
-2
L? DM DM{S3)
>3
L? OTHERWISE - FAIL
_ Dynamic Behaviour
Reference : X.25-DTE/Common- L:b/Pr&uanc/DLJ STATE
Identifier : DL4_STATE
Purpose - : To put DTE into L4 state
Default Reference : Nonc
Behaviour Description Label Cons, Ref, | Verdict | Comments
DL4_STATE [L] (Hyper_DTE)
+DL2_STATE [L] )
LIUA - UA(S1} Ack link up
(START T1)
L?1 1(87)
(CANCEL T1) ,
L' . ) I(83)
{STARTTH) — -
(Hyper_DTE := TRUE) Hyper DTE
L?.RR RR(S3)
(CANCEL T1) '
?7TIMEQUT T1 .
(Hyper_DTE := FALSE)
L7 OTHERWISE FAIL Evror Frame
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Dynamic Behaviour

Reference :
Identifier :
Purpose : |

Default Reference :

LAPB/Common-Lib/Postamble/DL5_CHK.
DES_CHEK~ e
-="- To verify DTE is in LS siite

Nonc

Behaviour Description v Labetl |Cons, Ref, | Verdict ] Comments
DLS_CHK [L]) (WXYZ) '
L! RRC RRC(S1)
{(START T1) .
L? FRMR FRMR (S0 Diagnostic check
i (WXYZ) :
(CANCEL T!) o N
7 TIMEOUT T1 FAIL
L? OTHERWISE - FAIL
SECTION B.4: Constraints Declration Tables:
Free Variables
Name Type Comments
P Bilstring - For command frames
F _ i} Bitstring For response [rames
N_S f Intcger (Modulo B) Send scquence number
N_R y’ Intcger {Modulo B) Receive sequence namber
CR »’f Bitstring C/R bit in FRMR °~
WXYZ Bitsiring WXYZ bits in FRMR

PDU Constraints

rPDpuU: DISC (Disconneclmade) -
List Name Field Name Comments
A P
S1 03'H "I'B \
52 '01'H "1'B

PDU Constraints

PDU: - SABM (Sct Asynchronous Balanced Made))
List Name Field Name Comments
A P
S2 '01'H '1'B
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PDU Constraints

PRU: UA (Unnumbered Acknowledzement) . .0
"~ List Name Field Name - Comments. :
‘ A F
51 O1'H - 'I'B
52 03'H 'I'B
PDU Constraints
PDUr DM (Disconnected Mode)
List Name Field Name Comments
A F
50 0I'H OB Link sct up request rom tester,
§2 '03'H "1'B .
S3 ‘03'H ()'B ‘
.3
“PDU Constraints
rPnu: [ (Information Mrame)
List Name Field Name . Comments
) A P - UD N(S) N(R) LENGTH]| .
53 O3H B - N_S N_R 1080 P‘ropcr framc
S7 0'H 0B - N § N R 1080 Proper frame
PDU Constraints
IPDU:  FRMR (FRMc Reject)
List Name Field Name . Comments
A F V(R) V(S) C/R W x]y]z
S0 A F V_S§ V_R 0'B R{})
57 . '03'H B TOIB OVOUB | OB "R1
S8 '13'H ('B B VO0'B | 08B R1
PDU Constraints
PnU: REF
List Name Field Name Comments
W X Y Z
RO B X Y Z
R1 'I'B I'B OR R ’

115




PDU Constraints

PDU: RRC . (Receive Ready Command) .
List Name . . Field Name Comments .
AD | F N(R) : '
S1 '03'H '1'B N R NR is a free variable
. PDU Constraints
PDU: RR (Receive Ready response)
List Name Field Name . Comments
AD F N(R) :
53 '03'H '1'B 0o
PDU Constraints
PDU: HEX " (Hex string in [ramc)
List Name Field Name Comments
Hstring )
S0 '01FF'H Error Command!
¢
T

116




Appendix. 'C'

Protocol Implementation .
Conformance Statement (PICS)

In this annex we give an example of a PICS proforma. This example is taken from
the [1ISO8882-2]. PICS proforma is always completed by the client for testing of the IUT.
The completed PICS should contain the options and capabilitics of the IUT. The following

. . i . 7
notation is used in the PICS example included here:

C = Conditional _ /

* = Forbidden

M’ = Mandatory

O = Optional

[] = Atleastone of a set of requirements are applicable

=" Not specified or not applicable

The IUT should always be tested according to the PICS and only for the capabilities
claimed to have been implemented and indicated in PICS.

-
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dix 'D'

Appen

Protocol .Impleme-ﬁf'ation eXtth S

— Information for Testing (PIXIT)

~—‘—‘_—'——-.___ .

In this annex we give an example ofmﬁampte—im&mﬁ@_
from the [ISO8882-2]. PIXIT is normally used in conjunction with PICS. The
informations which are deemed by' the client and the test laboratory to be necessary to
enable testing to be performed is documented in the PIXIT. In th_fs example the PIXIT only
provides the information about the testing environment of the IUT to the test laboratory,

—_—
———

however PIXIT may also include the information that the client requires in order to prepare
the SUT. The test laboratory incorporates this information into the PIXIT proforma that is
supplied to the client for completion. | ‘




I PIXIT
GENERAL . i “Enter value 'or cheek——-—— _ -
where applicable,
1. The.;alue”bf'k'used~by 1UT value:
L 1 -

2. The value of N1 for IUT value:

3.__The value of N2 parameter used by IUT value:

4, The value of Tl parameter used by IUT value:

45, The value of T2 parameter used by IUT value:

6. The value of T3 parameter used by IUT value:
(applicable if item 19 of PICS is Yes).

7. The value of T4 paremeter used by TUT value:
(applicable if item 20 of PICS is Yes).

PROCEDURAL INFORMATION

&. IUT will send the first I frame on D D
performing information transfer tests. Yes No

9. IUT can be made to enter the Busy D D
Condition - iles No

Specify minimum/maximum
|time:

10. IUT can initiate Link disconnectien .D‘ D

when required Yes No

127




- - — \\. -
\\
N
' : PIXIT
———
PROCEDURAL INFORMATION--—— —— Entar value or check
. ” whnru“applxcable.
11. State the time the tester must wait value: c
before determining that.the IUT w111 \
not respond to a tester stimulus. \
This value will be tester parameter Td.
Note: Td < TI. _ \
12. IUT can be made to setup the link Yes U NOD

(applicable if PICS item 24 is Yes). ' |Specify how:

13, IUT can maintain the disconnected phase Yes[] NoD
as a stable state for a periocd of.time,|Specify mlnxmum/maxxmum

time:
14, The IUT can maintain the frame reject [] \\D
condition as a stable state. Yes No 4
- : \
. . A
I FRAME INFORMATION o AN
™
15. Specxfy a the contents of the value: N

information field that the IUT expects ' ) A
to receive in normal informatica '
transfer phase,
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