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Abstract

Innovation in power generation, storage, and information technology have created new
opportunities in grid management. Advanced metering equipment and smart grid infras-
tructure enable energy providers to operate more efficiently and cost effectively through
better reporting and prediction. While these improvements to the traditional energy man-
agement model are important, opportunities for further gains in economic and energy
efficiency have been discovered in distributed systems. The next generation of energy mar-
ket will be transactive, enabling prosumers, consumers equipped with energy generation
or storage devices, to trade energy directly between each other. This capacity will re-
sult in increased price efficiency, reduced transmission distances, and better integration of
renewable energy sources into the grid.

The incentive to modernize the grid is clear, but increased information flow demands
heightened security measures to protect consumer safety and trust. Many proposed trans-
active energy market solutions use distributed ledger technology, or blockchain, along with
smart contracts to underpin their energy auctions. Blockchain technology has many desir-
able security properties that make it suitable for handling trades. However, security gaps
remain in the processes not managed by the blockchain.

The goals of this thesis are to discover the cybersecurity gaps present in transactive
energy market systems, identify the areas most in need of improvement, and propose
solutions to some of those areas.

A thorough review of the literature led us to identify fourteen cybersecurity threat
categories. We selected two processes that were significantly affected by these threats and
that had few solutions addressing them. These processes are: energy usage data collection
and market anonymity.

In addition to the literature review, this thesis contributes secure, privacy-preserving
schemes for each of these processes, namely Cyclic Homomorphic Encryption Aggregation
(CHEA) and Individually Linkable Pseudonymous Trading Scheme (ILPTS). Both schemes
improve security and efficiency by reducing infrastructural requirements and increasing de-
centralization. Formal analysis found that both solutions successfully achieve their security
design goals, while performance simulations found that CHEA performs well compared to
similar data aggregation schemes from the literature.
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Chapter 1

Introduction

1.1 Overview and Context

Several concurrent technological trends serve as the groundwork for the technology that is
the focal point of this thesis, Data Security and Privacy in Transactive Energy Markets.

The first of these is the democratization of computational processing. Computer chips
are getting cheaper, smaller, and more powerful, all at once. This trend has stayed consis-
tent for the past 25 years, and is expected to do so for the coming decades.

Cheaper, smaller, and more powerful chips have enabled manufacturers and industrial
designers to imbue a broad array of household products with computational abilities that
would previously have been infeasible or not worth the expense. These “smart” devices
include smart refrigerators, smart televisions, smart appliances (dishwashers, laundry ma-
chines, etc.), as well as other home automation devices like robotic vacuums, smart blinds,
and smart lights. In combination with the rise in internet access and wireless communica-
tion technology, these new devices can be leveraged to produce powerful home automation
workflows that enhance consumer convenience and free time.

Simultaneously, the energy distribution landscape is changing. The proliferation of
consumer-driven power generation using renewable energy sources, such as solar panels
and wind turbines, has necessitated novel approaches to energy management [11]. The
computerization of metering technology — formally known as advanced metering infras-
tructure (AMI) — and the development of the smart grid have enabled more advanced
energy management techniques, including higher-frequency billing, predictive generation,
and improved automated demand response |14, 5].



Another significant revolution in grid management is the development of microgrids
and transactive energy (TE) [3]. These dynamic energy markets enable distributed grid
management and trading directly between consumers who can produce or store excess
energy — hereafter referred to as prosumers |0].

Transactive energy markets (TEMs) promise improved economic efficiency, robustness
to centralized generation failure, decreased transmission distances, and better integration
of renewable energy sources and battery energy storage systems into the power grid [2].

These advances come with a price. Increased information density and flow create new
privacy and security concerns relative to traditional energy markets [1]. A common solution
proposed by researchers is to build the market infrastructure on distributed ledger technol-
ogy (DLT), including blockchain technology [3]. Building on distributed applications is a
sensible choice since it aligns with the principles of microgrids and transactive energy, which
aim to improve robustness, security, privacy, and reliability through decentralization [7].

Despite its many benefits, distributed ledger technology is not a panacea. TEM opera-
tions outside of prosumer trading can still be vulnerable, and DLT can even introduce new
attack surfaces.

It was our goal with this thesis to enhance the security posture of transactive energy
markets across the two cyber layers: network and software. The aim is to improve security
such that transactive energy technology can be deployed widely, with (enhanced) consumer
trust and regulatory approval, so that the benefits of this technology can be fully realized.

We selected two specific, high-priority security items [12, 13, 4, 10, 9] and designed
systems that aimed to address them within the transactive energy environment.

The products of this thesis, then (described in more detail in Section 1.3), are:

e A literature review of existing security concerns, solutions that have been proposed,
and an evaluation of which concerns should be of highest priority going forward.

e Two solution blueprints, each aiming to address a high priority concern from the
previously described review.

The goal with these solutions was to create robust designs that addressed security
gaps in the existing transactive energy literature. The papers outlining these designs
serve as blueprints that should facilitate real-world implementation by either the industry
or researchers. The solutions are designed to function as modules within broader TEM
implementations, specifically addressing the security gaps they are designed for.



This process will be guided by the research questions outlined in the following section.
As this is a thesis by article, results will be presented in the articles contained within, with
a more formal discussion of the research questions and thesis objective to follow in the final
discussion chapter.

1.2 Research Questions

Four thesis-level research question are identified here. As each of the articles has its
own local research questions, the thesis-level ones are labelled TRQ1 to TRQ4 to avoid
confusion.

1.2.1 Thesis Research Question TRQ1

What privacy and security concerns exist in transactive energy tmplementations that are
not currently being adequately addressed?

This question motivates:

e The discovery of security and privacy vulnerabilities in the transactive energy land-
scape.

e Assembly of proposed and existing solutions for these vulnerabilities.

e Analysis of the gaps that are found to exist, especially security or privacy vulnera-
bilities that are not well addressed.

The analysis should consider remaining concerns from the perspective of coverage as
well as severity. A concern with few or no proposed solutions would be considered to
be low coverage and therefore more deserving of attention, and vice versa. Severity is
determined by the impact that an attack may have if it is carried out successfully, with
consideration of its likelihood to occur — that is, a highly-impactful attack that requires
unrealistic coordination is not as severe as a less serious attack that can be carried out
easily.



1.2.2 Thesis Research Question TRQ2

Can systems be created to improve a selection of these concerns and what properties would
they need to have?

This question motivates the development of novel proposals to address concerns that
fall in the aforementioned gap, ideally ones with few proposed solutions and /or particularly
severe consequences.

This is done first by analyzing the potential solution space, mapping the field of threat
vectors associated with a selected strategy, and defining a set of properties that must be
adhered to by a valid solution.

1.2.3 Thesis Research Question TRQ3

How well do the systems proposed align with their design and security goals?

In this question, we presume that an attempt is made to design a system that meets
the specifications outlined in TRQ2. Here, then, we will evaluate the success of the system
in achieving these design and security goals. This will involve outlining the details of
the system and demonstrating that these processes do in fact satisfy desired privacy and
security properties.

1.2.4 Thesis Research Question TRQ4

Are these proposed systems satisfactory in terms of performance and compared to competing
solutions?

This research question addresses the efficacy of the solutions proposed. In order to
answer this question we perform a number of evaluative measures such as:

e Mathematical performance analysis.

e Empirical performance analysis by simulation.

e Comparison to similar works.



1.3 Contributions

The contributions of this thesis are structured along three papers:

1. Daniel Sousa-Dias, Daniel Amyot, Ashkan Rahimi-Kian, and John Mylopoulos. A
review of cybersecurity concerns for transactive energy markets. Energies, 16(13),
2023. doi:http://doi.org/10.3390/en16134838.

2. Daniel Sousa-Dias, Daniel Amyot, Ashkan Rahimi-Kian, Masoud Bashari, and John
Mylopoulos. Cyclic Homomorphic Encryption Aggregation (CHEA) — a Novel Ap-
proach to Data Aggregation in the Smart Grid. Submitted to Energies, 2023. doi:https:
//doi.org/10.3390/en17040878

3. Daniel Sousa-Dias, Daniel Amyot, Ashkan Rahimi-Kian, Masoud Bashari, and John
Mylopoulos. Enhancing Trust in Transactive Energy with Individually Linkable
Pseudonymous Trading Using Smart Contracts. Review pending.

The first and second papers have been published, with the first receiving the Editor’s
Choice distinction. The third paper is currently under review.

1.3.1 A Review of Cybersecurity Concerns for Transactive Energy
Markets

We contribute a rigorous analysis of DLT-based TEM literature in this paper, published
in the journal Energies [12|. This paper draws evidence from 28 peer-reviewed papers to
develop a coalition of security and privacy threats particular to the research domain.

We provide a thorough description and explanation of each of the security and privacy
threats, along with potential methods of execution and the impact they may have on
prosumers. We also provide a comprehensive compilation of existing solutions to each of
these threats (where available), along with resources and descriptions. Finally, we perform
an analysis of the gaps in threat coverage, offering priority evaluations for each potential
area of research.

With this paper, we contribute a useful reference for TEM researchers and security
researchers who may find threats and solutions they had not considered, or pursue a novel
research direction based on our priority analysis and recommendations.

TEM industrialists may also consult it to discover solutions to problems they encounter
or threats that may have been overlooked in order to improve their product security stature
and value proposition.


http://doi.org/10.3390/en16134838
https://doi.org/10.3390/en17040878
https://doi.org/10.3390/en17040878

1.3.2 Cyclic Homomorphic Encryption Aggregation (CHEA) — a
Novel Approach to Data Aggregation in the Smart Grid

In this paper, we present CHEA, a solution for aggregating energy usage data in a TE
environment.

For TE researchers, CHEA can provide a solution to a component of a TEM system or
a jumping off point for further research (we discuss potential improvements in the paper).
There is also potential for CHEA to be adapted to other domains, a possible use case for
researchers in other fields.

For industrialists, CHEA is a fully-specified aggregation solution that can be imple-
mented without additional network components, enabling security and privacy enhance-
ment in concert with lowered costs and increased efficiency.

1.3.3 Enhancing Trust in Transactive Energy with Individually
Linkable Pseudonymous Trading Using Smart Contracts

In this paper, we present the Individually Linkable Pseudonymous Trading Scheme, or
ILPTS. This scheme aims to solve the fundamental incongruity between TE market privacy
and consumer safety.

Like CHEA, ILPTS presents a novel architecture that can likely be iterated upon to
refine it beyond its initial design. This offers an interesting research direction for TE and
distributed system researchers. TE researchers can also implement ILPTS into a larger
TEM framework to enhance market security and reduce the need for automated punishment
protocols such as disconnecting power.

Similarly, industrial TE designers can use ILPTS to offer enhanced security and privacy
to their customers and superior adherence to regulations. As well, ILPTS offers peace of
mind that defrauded customers will be made whole and that access to power will be reliably
maintained.

1.4 Thesis Structure

The structure of the thesis is as follows:

e Chapter 2 provides a description of the methodology employed at each stage of the
thesis and as a whole.



Chapter 3 contains a reformatted (but otherwise unchanged) version of the paper A
Review of Cybersecurity Concerns for Transactive Energy Markets, which provides
a review of transactive energy literature and analysis of the security concerns raised
throughout.

Chapter 4 presents the paper Cyclic Homomorphic Encryption Aggregation (CHEA)
— a Novel Approach to Data Aggregation in the Smart Grid, a proposed solution to
the energy usage data privacy concern raised in the literature review.

Chapter 5 presents the paper Enhancing Trust in Transactive Energy with Individu-
ally Linkable Pseudonymous Trading Using Smart Contracts. This paper presents a
proposed solution to the market privacy problem also found in the literature review.
This paper has not yet been submitted for publication.

Chapter 6 is a discussion, summarization, and analysis of the three papers, the con-
ceptual connections between them, and an evaluation of the research questions out-
lined earlier in the Introduction.

Finally, Chapter 7 concludes the thesis with a reflection on the research and contri-
butions, and discussion of future research directions.
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Chapter 2

Methodology

This thesis is comprised primarily of three papers: a literature review (A Review of Cyber-
security Concerns for Transactive Energy Markets); an energy usage data privacy proposal
(Cyclic Homomorphic Encryption Aggregation (CHEA) - a Novel Approach to Data Aggre-
gation in the Smart Grid; and a market privacy proposal (Enhancing Trust in Transactive
Energy with Individually Linkable Pseudonymous Trading Using Smart Contracts).

In the literature review, we seek to answer the first research question (TRQ1) in detail
and thus provide motivation for the second (TRQ2) and third (TRQ3) thesis research
questions. TQR4 evaluates the developments presented in TQR3.

2.1 Search and Literature Review

The literature review is structured such that its main research questions 1.RQ1-1.RQ3 are
analogous to the three main points of TRQ1: the discovery of vulnerabilities (1.RQ1),
compilation of proposed solutions (1.RQ2), and an analysis of the gaps between the two
(1.RQ3).

We approach TRQ1 first by searching the SCOPUS database for publications related
to transactive energy markets. 104 papers were considered, with 28 ultimately selected for
further analysis based on their relevance to security topics within the domain.

From these papers, and several discovered through forward and backward snowballing |7],
we extracted 14 categories of security concerns that pertain specifically to TEMs. We then
combed the material for proposed or existing solutions to these concerns (which were some-
times but not always mentioned in the same paper as the concern). Finally, we performed
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our own analysis of the material to determine both: a) the adequacy of the proposed so-
lutions, if any; and b) the severity of the concern. This enabled us to ultimately provide
recommendations for future work in the area based on these two axes, prioritizing more
serious concerns with fewer solutions over less severe concerns with more coverage.

It was the results of this analysis, i.e., these recommendations, that we used to select
the concerns to address for the thesis research question TRQ?2.

2.2 Threat Selection

The concerns we chose to attempt to address were energy usage data privacy and dis-
tributed market privacy.

Energy usage data is widely understood to present significant risks to the consumer
if leaked [1, 4, 6, 3]. This data can be used to determine facts about a household and
its residents such as: activities being performed in the home, location of residents, who
is or is not home, and the profile of electronics and appliances within the home [1, 4, (].
These inferences can be further exploited to facilitate serious attacks, such as burglary or
kidnapping.

In terms of severity: energy usage data presents significant risks to the consumer, not
only from a privacy perspective but also from a physical safety perspective. Indeed, many
argue that privacy of such data must be enshrined in law [0, 3|, and in some cases it already
has been set as a precedent [9].

Thus, solving the problem of energy usage data privacy contributes to: the safety of
consumers using a transactive energy market, the trust that consumers have in this new
technology, and regulatory aherence by parties seeking to introduce such markets (such as
utility companies).

From a coverage perspective, energy usage data privacy was largely ignored in the TE
literature at the time of writing, making it an excellent candidate for novel solutions.

Market privacy is another serious concern, both for user privacy and consumer trust in
TE.

Having a user’s real identity on the transaction ledger presents the potential for sim-
ilar attacks mentioned earlier by analyzing their energy purchasing behaviour [0, 1, 4].
Anonymity on the transaction ledger is even more important than in traditional market
models, since the ledger is public and thus all transactions can freely be viewed and an-
alyzed by any party in the system; this information can be used to perform statistical
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attacks (described earlier), to uncover personal or identifying information about market
participants, and to facilitate phishing attacks against participants. This is significant as
industry reports indicate that phishing attacks are on the rise in the energy sector [3].

While some market models did make an attempt to address this issue, the solutions were
often drawn from existing blockchain-based privacy solutions, such as coin mixing |2, 10],
and ignored the specific needs introduced by the energy setting. In particular, systems ei-
ther offered full anonymity to users, ignoring the reality that identification may be desirable
or necessary under some circumstances, or trusted the DSO to maintain user privacy. From
a coverage perspective, no proposal in the literature addressed the problem holistically.

Both security/privacy concerns were analyzed to determine the feature space that a
solution would have to cover. In addition, we had a clear set of design goals related to
increasing decentralization, reducing points of failure, and operating without implicit trust.

2.3 Solution Design

We studied the field of solutions relevant to each concern to understand the existing con-
ventions. Many of these, particularly the aggregation solutions, were not present within
the TE literature but existed outside it. The related work and background sections of
each solution paper correspond to this component of TRQ2. Analysis of the threat was a
thesis-level concern and would not have made thematic sense to include in a journal paper
presenting the solution. However, the design goal section of the ILPTS paper contributes
to TRQ2.

We also gathered an array of techniques both from within the field of solutions and
from outside sources. These techniques varied considerably in terms of purpose and area
of research; some of the ones that ended up being useful include: homomorphic encryption
(HE), secret sharing schemes, and cryptographic list shuffling.

With the techniques, design goals, and existing customs established, we set out to
design our own solutions to each concern, namely CHEA for energy usage data privacy and
ILPTS for market privacy. This was a lengthy and iterative process, involving discussions,
brainstorming, trial and error, and partial implementations for verification. The solutions
evolved even as their papers were written, in some cases due to discovery of an improvement,
but in most cases due to the formalization process causing the surfacing of a detail that
had not been considered.
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2.4 Solution Evaluation

Both solutions (CHEA and ILPTS) were evaluated for their adherence to their design
goals. Formal descriptions and analyses of the information flows and mathematical and
cryptographic operations involved were used to justify their resilience to certain attacks
and general security properties. These analyses comprise TRQ3, and are represented in
the corresponding papers under the results section (ILPTS) and security analysis section
(CHEA), although a more direct analysis is performed in Chapter 6.

To answer TRQ4 and inform the performance results section of the CHEA journal
paper, we designed a custom simulation to test the scheme under different configurations.
To compare performance directly with other schemes, we employed a technique introduced
by Liu et al. [5]. ILPTS was not tested for performance, but was contrasted with related
schemes which contributed to TRQ4.

The CHEA simulation was written in C on a Unix-based system. It consists of two
separate programs, one that represents the DSO and one that represents a smart meter. A
population of smart meters can be run alongside one DSO and commands can be used to
test different topologies and other properties. The simulation was primarily used for vali-
dation of the concept and testing how well the solution scaled with increasing population
size. Speed comparisons to other schemes were performed by benchmarking intense cryp-
tographic operations on the testing machine (2017 MacBook Pro with Intel i5 processor @
3.1GHz and 16GB ram) and extrapolating these results for our scheme and the ones we
compared it with.

The paper comprising the literature review was published in the Energies journal. The
paper containing the first solution (CHEA) has been published in Energies as well; the
paper containing the second solution (ILPTS) has been submitted and is awaiting review.
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Chapter 3

Literature Review

Advances in energy generation and distribution technology have created the need for new
power management paradigms. Transactive energy markets are integrated software and
hardware systems that enable optimized energy management and trading directly between
prosumers.

This literature review covers unresolved security and privacy vulnerabilities in proposed
implementations of such markets.

We first performed a coarse search for such implementations. We then combed the
resultant literature for references to privacy concerns, security vulnerabilities, and attacks
that their system was either vulnerable to or sought to address. We did so with a particular
focus on threats that were not mitigated by the use of blockchain technology, a commonly
employed solution.

Based on evidence from 28 peer-reviewed papers, we synthesized 14 categories of con-
cerns, with their proposed solutions. We found that there are some concerns that have
been widely addressed, such as protecting trading history when using a public blockchain.
Conversely, there were serious threats that are not sufficiently being considered.

While a lack of real-world deployment has limited information about which attacks
are most likely or feasible, there are clear areas of priority that we recommend to address
going forward, including market attacks, false data injection attacks, single points of failure,
energy usage data leakage, and privacy.
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3.1 Introduction

Transactive energy (TE) grids, where anyone connected can produce or consume energy, is
a burgeoning paradigm in the field of electrical power distribution [44, 11]. The past two
decades have seen significant advancements in energy distribution, generation, and storage
technology, including home batteries, electric vehicles, and renewable energy sources. This
has led to the rise of prosumers who are capable of producing, storing and selling, but
also consuming energy. While this is a positive development, as it can have benefits for
efficiency while showing an increased demand for clean energy, TE also creates some logis-
tical difficulties. As an increasing number of consumers transition to becoming prosumers,
the inefficiencies of centralized energy markets compound. Additionally, new risks of local
voltage instability are introduced.

As a result, TE market platforms are being researched as a potential solution to these
effects. The new platforms promise to enable more localized trading of energy, better
optimization of power flow, and altogether improved economic performance.

In parallel, developments in distributed computing have been spurred by the release
of Bitcoin and the explosive growth in cryptocurrency that followed. The formation of
Ethereum and subsequent advancement of smart contracts as a computing platform have
enabled novel applications of distributed ledger technology such as blockchain, including
transactive energy [25].

Researchers have discovered ways to use smart contracts to create distributed versions of
many of the necessary mechanisms in the power grid, including demand response, optimal
power flow, state estimation, and auction clearing |16, 37]. These distributed solutions
have many significant benefits, including reducing single point of failure concerns and
eliminating the need for trusted third parties in many cases [39].

The above security concerns and many others that arise when developing a TE market
model can be addressed by implementing a solution using distributed ledger technology.
For this reason, many of the models that are currently being discussed include blockchain as
a platform pro forma [22, 19]. However, despite the perception of blockchains as implicitly
secure due to their extensive use of encryption and redundancy, the systems that are
built upon them must also be carefully considered to ensure reliability, security, trust, and
privacy.

This literature review targets cybersecurity threats associated with transactive energy
applications that are built on distributed ledger technology. The review then asks: what
privacy or data security concerns exist in a transactive energy context that are not addressed
implicitly by the use of a blockchain?
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There are existing reviews that overlap with ours. For example, there are surveys of
the use of smart contracts in energy systems [22]. There are also reviews of security threats
to legacy power grids |29, 1]. However, as stated above, this survey focuses on cyberse-
curity threats associated with transactive energy applications built on distributed ledger
technology. To our knowledge, there is no literature review that covers this exact juncture
of research — perhaps in part due to the novelty of the field itself. This literature review
provides researchers with an indication of gaps in the existing TE security literature, and
thus areas that should be further explored. For practitioners, this review provides a com-
prehensive summary of existing solutions that should be considered for their architectures,
as well as areas with security risks that should be addressed before deployment.

Note that as the focus of this literature review is on cybersecurity concerns; the purely
physical components of grid infrastructures (power lines, transmission towers, utility poles,
transformers, etc.) fall outside the scope of this study. The interested reader is invited to
consult the work of Mar et al. [29] and Ardeshiri et al. [1] for a coverage of TE security
concerns related to physical components. Note also that although several solutions ad-
dressing the surveyed cybersecurity concerns are also mentioned in this paper, it is beyond
the scope of this literature review to evaluate the effectiveness of these solutions. Some of
the surveyed papers further provide their own self-reported analyses and evaluations.

The rest of this paper is structured as follows. Section 3.2 presents the background
and the motivation for this work. Section 3.3 explains the research questions that guided
the data collection and analysis for this review, whereas Section 3.4 presents the review
methodology. Section 3.5 presents our study’s answer to RQ1, as well as threats discovered
in the literature. Section 3.6 includes our response to RQ2 as well as solutions proposed
in the literature, while Section 3.7 presents our answer to RQ3, as well as remaining
threats that are yet to be satisfactorily addressed by existing research. Section 3.8 discusses
limitations and threats to the validity of our review. Finally, in Section 3.9, we conclude
the study with a reflection on the results and suggestions for further research.

3.2 Background and Motivation

In this section we describe some of the foundational concepts relevant to the study of TE
markets and their associated cybersecurity properties. We will also seek to explain the
relevance of each of these topics as they relate to TE.
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3.2.1 Prosumer

A portmanteau of “producer” and “consumer” [19], the term prosumer refers to a member
of the electrical grid that would traditionally have been a consumer (i.e., not a generation
plant) but who also has the capability to produce or store electricity. This can be through
renewable energy sources (RES), such as solar panels or wind turbines, or storage cells
such as electric vehicles (EV) or battery energy storage systems (BESS).

In some cases, the term prosumer is used to refer to any (non-plant) member of the
transactive energy market, i.e., households with or without power storage / production
capabilities or, more simply, both prosumers and consumers. This can cause some confusion
and should be noted by the reader. We will use prosumer to refer broadly to market
participants, as in Section 3.5.11.

3.2.2 Transactive Energy

Transactive energy refers to a broad array of economic and control techniques related
to electrical distribution, storage, trading, and generation [9, 39]. Transactive energy
markets (TEM) are software and hardware systems that support these economic and control
techniques. TE makes use of increased information flow in electricity markets, facilitated
by advanced metering infrastructure (AMI) and smart meters (SMs) [25].

TE can improve many of the existing functions of the power grid, including demand
response (DR), optimal power flow (OPF), and billing [23, 39]. Additionally, it presents
opportunities to ease the adoption and integration of new technologies, such as distributed
energy resources (DER), battery energy storage systems (BESS), and electric vehicles
(EV) [28, 39, 24]. Finally, TE may enable new functionality within the power grid,
for instance, energy trading between prosumers and supporting consumer energy pref-
erences |9, 28].

TE also addresses some concerns within the traditional power grid implicitly. Since
it is typically implemented in a decentralized fashion, it naturally improves data privacy,
as well as addressing single point of failure concerns with existing grid infrastructure and
reducing dependence on trusted third parties (TTP) [21].

Energy trading between prosumers is the most substantial paradigm shift promised by
TE, and also where it gets the “transactive” in its name from. As DERs and renewable
energy sources become more common among consumer households [24], traditional power
distribution and billing paradigms present problems with scalability, communication over-
head, and single point of failure concerns [15].
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Enabling prosumers to trade between each other presents many benefits [39, 28]:

e Lower electrical transmission distances

Improved market conditions

e More accurate, transparent, and fair billing

Increased stability

Greater efficiency (less loss of electricity, more efficient auctions)

The nature of electricity markets — that is, their high throughput and essential nature —
means that TE applications must satisfy several requirements. These include data security,
privacy, scalability, transaction speed, and low energy footprint [9].

It is apparent why TE and TEMs are being researched so thoroughly, as they are
expected to confer many benefits to power grid operations, costs, and efficiency. However,
their use does generate new security concerns that may not have existed in traditional grids
or that may be exacerbated by these new paradigms.

For example, Kirli et al. [22| point out that the integration of DERs and RESs can
increase the risk of operational failure due to system imbalance or local voltage excursion.
The use of AMI and smart metering equipment captures much more data from consumers,
resulting in greater privacy risks and thus greater need to protect such data [9].

Since TEMs are typically implemented as distributed applications, many of the pro-
posed schemes and, indeed, surveys of those schemes take the use of blockchain or dis-
tributed ledger technology (DLT) for granted. As discussed, this review examines the
security concerns that arise in the presence of such applications.

3.2.3 Blockchain

Blockchains, or DLTs, are peer-to-peer applications for distributed data storage and compu-
tation [37]. This technology is widely considered as a potential foundation for implementing
transactive energy frameworks and other smart grid applications, due to its inherent ability
to strongly assure integrity and non-repudiation for the data it manages on its distributed
ledger [22, 20)].

Some of the benefits of employing blockchain technology in these contexts include ad-
dressing some security concerns that exist within current legacy energy markets, as well as
some that are created or exacerbated by a peer-to-peer or smart energy market.
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An example of the former is that blockchain technology is recognized as solving the
single point of failure issue that currently exists in the power grid.

Tampering with energy transactions is made vastly more difficult due to blockchain’s
high degree of redundancy, as noted by Lombardi et al. [28]. Blockchain can be used to
improve privacy as well. Laszka et al. [23] propose PETra, an implementation built on
DLT that is meant to provide privacy and, where possible, anonymity within necessary TE
operations such as communication, bidding, offering, and trading.

There are reasons beyond just security that researchers have proposed the use of DLT.
For example, Miinsing et al. [37] suggest that the distributed and trustless nature of the
blockchain could be used to address and mitigate the effects of monopolistic incentives,
lack of cooperation from established utilities, and regulatory shortcomings with regards to
peer-to-peer energy trading. DLT has also been touted as having the potential to reduce
costs associated with TE by reducing or removing the need for trusted third parties, as
noted by Mylrea and Gourisetti [39]. This could in turn increase the feasibility of DER
integration, ultimately leading to a more resilient power grid [33]. Roaming electric vehicles
(EV) present unique challenges for grid integration. Shuaib et al. [18] propose that DLT
could be integral to supporting the integration of dynamic EVs into the electrical grid.

Blockchain technology is also necessary for enabling the use of smart contracts, another
kind of software that underpins many TE implementations [39]. These DLT smart contracts
differ from smart legal contracts, a related but ultimately distinct software engineering
challenge. That smart contracts are built on top of DLT means that they inherit its
security properties meaning, among other things, that they are immutable [22].

As noted, blockchains or DLT are distributed peer-to-peer applications that are most
commonly used for data storage.

The prototypical example of a blockchain is the Bitcoin network. Bitcoin is a DLT
application as well as its associated cryptocurrency [10]. In these implementations, the
cryptocurrency is used both to facilitate transacting between members of the network,
as well as to incentivize the process of network validation, commonly known as “mining”.
Every node in the network retains a full copy of the entire blockchain, comprising all
of the transactions of cryptocurrency between blockchain addresses. Each new block is
cryptographically linked to all of the past blocks via a hash function. This ensures that
any attempt to edit the transaction history of the chain is easily detectable, lending the
blockchain its non-repudiation.

The process of mining a block involves solving a difficult cryptographic puzzle that
must be computed via brute force. This is known as “proof of work” consensus (POW).
The complexity of this problem scales with the size of the network. This is meant to
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ensure that no individual can have undue influence over the network, although this claim
is regarded by some to be flawed. However, the common understanding is that in order
to gain control of the ability to validate blocks, an attacker would have to compromise at
least 51% of the network, leading to the term 51% attack [18].

This is the traditional paradigm for DLT. Since its popularization, alternative strategies
have been proposed to optimize network flow, increase transaction speed, improve safety,
and decrease energy expenditure.

These strategies necessarily come with trade-offs. Private or permissioned blockchains,
for example, have much better performance but are more susceptible to majority attacks,
as noted by Miinsing et al. [37]. These networks’ integrity and availability become only as
good as those in traditional decentralized applications .

Finally, we note that blockchain/DLT does not unilaterally solve security. Indeed, this
fact provides the motivation for our review.

Mylrea and Gourisetti [39] point out that blockchain does not provide 100% security
or prevention of attacks. Rather, it only improves security via authentication, encryption,
and strong assurances for the integrity of the data. At the same time, it still leaves
airgaps; for example, access to behind-the-meter systems [39]. Kirli et al. [22| point out
that the immutability of smart contracts is a double-edged sword, and can leave the system
vulnerable to re-entrancy attacks if proper checks and balances are not in place. As another
example, Shuaib et al. [18] note that the supposed anonymity supported by the use of
blockchain can be defeated in some circumstances, thereby introducing significant privacy
concerns.

These examples provide an illustration of the kind of security gaps we hope to explore in
this review. It is suspected that some TE research has a reduced focus on system security
due to assumptions made about the guarantees associated with DLT. While DLT is a good
foundation on which to facilitate TE, it is clearly not an encompassing security solution,
and this review provides evidence of that as well as suggestions on how to improve research
going forward.

3.2.4 Smart Contracts

Smart contracts (SCs) were introduced by Szabo in the mid-90s [52]. His vision for the tech-
nology was that of an automated legal contract, a computational system that would enable
the execution of typical legal functions — such as sales - without human intervention. This
would be done while respecting conditions like payment terms, liens, and confidentiality.
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The modern understanding of a smart contract is slightly different. While Szabo did
refer to digital cash protocols in his original description, “smart contracts” as implemented
by Bitcoin strayed somewhat from his original smart “legal contract” definition. Smart
contracts are best understood now as automated scripts that run on a distributed comput-
ing environment, enabled by DLT. This kind of smart contract was first introduced using
Bitcoin’s Script, which allowed basic scripting functionality via a stack-based programming
language. This language enabled more complex transactions that could have built-in re-
quirements for the recipient, such as requiring a set of private keys in order to retrieve the
funds [6].

Ethereum and other platforms have since extended the idea with Turing-complete
scripting languages, such as Solidity, which enable much more complex smart contracts
to be implemented. Many of the platforms studied for this survey make use of such script-
ing languages, as they enable the complex functionality required to implement the various
grid operations in a distributed manner that would simply not be possible with something
like Bitcoin Script.

SCs are recognized by much of the research on distributed TE implementations as a
necessary component of establishing TE on DLT. Miinsing et al. [37] recognize SCs as a “key
technology” for enabling distributed optimization at all scales of operation — optimization
and scalability both being key requirements of a TE application. SCs facilitate the exchange
of energy between prosumers [39]. They also remove the need for trusted third parties [33].
Finally, they are considered capable of providing a certain layer of guarantee with regards
to money and energy transfer [18].

SCs also have benefits beyond just facilitating distributed TE implementations. They
are seen as making energy auctions fairer by making the rules and their execution visible
to all parties [28, 39]. Moreover, they enable additional security measures, such as the
security enhancement layer described by Lombardi et al. [28].

However, there are some risks associated with the use of SCs. Chandra et al. [9]
point out that privacy protection in TEMs has not been thoroughly studied. It is also
noted that protecting the privacy of prosumers can have negative impacts on the safety
of the market [20], a tension that will be seen as a running theme in this review. Finally,
their immutability is another double-edged sword; meaning that they cannot be modified
maliciously but neither can they be patched if a bug or vulnerability is discovered [22].
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3.3 Research Questions

This review aims to answer three research questions:

RQ1. What are the security concerns that exist in blockchain-based transactive enerqgy
systems?

— This question will enable us to determine the (cyber-)security landscape in the
transactive energy system marketplace.

RQ2. What security solutions currently exist in this space and which of the concerns
discovered do they address?

— This will allow us to determine the current techniques that are currently being
used to address security in this space. This, in turn, will enable us to find gaps in
current security research which could potentially give rise to new techniques, as
well as the efficacy of current techniques that may have room for improvement.

RQ3. What are the remaining security concerns that require attention?

— This question is particularly significant for researchers, as it can inform future
research directions in the space of TEM security. By examining the threats found
in RQ1 and the proposed solutions found in RQ2, we can identify threats for
which solutions must be investigated further — either because no solutions have
been proposed or because the ones that have been proposed expose significant
limitations.

3.4 Methodology

This literature review is using a methodology inspired by Okoli [13], which involves an
automated search on reliable and curated databases. The selection of relevant papers is
based on repeatable exclusion criteria.

In addition, as suggested by Mourao et al. [36], the automated search results are sup-
plemented by a snowballing phase on the selected papers (based on their references) to
find additional relevant papers, satisfying the same criteria.
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3.4.1 Source Database

We limited our search to the Scopus database (https://www.elsevier.com/solutions/
scopus/why-choose-scopus), as it provides a comprehensive overview of the publications
relevant to our topic, combined with an expressive and reliable search engine. Among its
80 million records, Scopus indexes all peer-reviewed journal and conference papers from
IEEE, ACM, Elsevier, Springer-Nature, SAGE, Wiley, MDPI, Taylor & Francis, and many
others. As this database is partially curated, the risk of including predatory publications
is minimal (unlike with the use of Google Scholar).

3.4.2 Search Query

The following search query was used on Scopus:

TITLE-ABS-KEY (
( blockchain OR Ethereum OR Hyperledger OR "smart contract" )
AND
( security OR attack )
AND ("transactive energy" OR DER OR "distributed energy resource" )
AND ( LIMIT-TO ( LANGUAGE , "English" ) )

)

AND ( EXCLUDE ( DOCTYPE , ‘"cr" ) )

As a first concept, we included the terms “blockchain” and “Ethereum” as synonymously
indicating that the paper in question makes use of blockchain or smart contract technology:.
We also added “Hyperledger”, a popular technology that supports permissioned blockchain
development and that would likely be mentioned in a relevant paper. Finally, we included
the possibility of “smart contract” in case the paper mentions smart contracts alone rather
than the technology they exist upon. Note that Scopus also matches the plural forms of
such terms.

As a second concept, we included the term “security” (which also covers the term
cybersecurity) to ensure that the results returned present or review security solutions in
particular. We include “attack” as an alternative in case a paper mentions a particular
cyberattack — which is actually preferable to just mentioning security in general.

Finally, as a third concept, we included the term “transactive energy” to ensure that this
research is related to the field of transactive energy markets (including the full “TEM” term
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served to limit the search results beyond what was useful). We additionally included “DER”
and “distributed energy resource” as synonyms, since these technologies are fundamental
to transactive energy markets and are sometimes mentioned in lieu of the full TEM term.

We limited the search to papers written in English since this is the primary language
spoken by the authors. Conference reviews (i.e., introduction to proceedings written by
editors and conference organizers) were also excluded automatically.

This query, which focuses on the intersection between the three concepts, returned, in
March 2023, 78 unique papers before exclusion.

3.4.3 Exclusion Criteria

Many of the results returned only mention security in passing or as a general benefit of
their solution (i.e., “our solution promotes privacy, security, etc.”). Others only talk of
the security benefits of blockchain technology in general, or of specific concerns that are
mitigated by the use of blockchain (i.e., the solution provides cryptographic security or
consensus guarantees). Papers in either of these categories, or any other paper which does
not discuss specific security concerns or cyberattacks, are excluded as irrelevant to the
review.

3.4.4 Selected Papers

The application of the exclusion criteria led to 56 out of the initial 78 papers to be excluded.
The backward snowballing phase, based on the older papers cited by the 22 papers selected
from the databases, resulted in the addition of 6 papers, for a total of 28 selected papers,
listed in Table 3.1. These papers are used in the next section to answer our three research
questions.

3.5 RQ1 Results: Threats

This section answers RQ1 on the security concerns and threats about blockchain-based
transactive energy systems discovered in the literature. Figure 3.1 summarizes the threats
by their respective position in the TE infrastructure (application, network, or meter layer).
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Table 3.1: List of selected papers, with their year and authors.

Year | Title Authors

2023 Privacy protected product differentiation through smart contracts based on | Chandra et al. [9]
bilateral negotiations in peer-to-peer transactive energy markets

2023 Blockchain and machine learning for future smart grids: a review Mololoth et al. [35]

2022 Smart contracts in energy systems: A systematic review of fundamental | Kirli et al. [22]
approaches and implementations

2022 Operational concerns and solutions in smart electricity distribution systems | Jayachandran et al. [19]

2022 Impact of blockchain technology on smart grids Khan and Masood [20]

2022 Survey on blockchain for smart grid management, control, and operation Aklilu and Ding [1]

2021 Security and privacy smart contract architecture for energy trading based on | Nazari et al. [11]
blockchains

2021 Secure data access control with fair accountability in smart grid data sharing: | Yang et al. [53]
An edge blockchain approach

2021 A multilayered semi-permissioned blockchain based platform for peer to peer | Zaman and He [62]
energy trading

2021 A secure distributed ledger for transactive energy: The Electron Volt Ex- | Saha et al. [10]
change (EVE) blockchain

2021 Safe and private forward-trading platform for transactive microgrids Eisele et al. [13]

2021 Blockchain for Future Smart Grid: A Comprehensive Survey Mollah et al. [34]

2021 A blockchain-supported framework for charging management of electric ve- | Dorokhova et al. [12]
hicles

2020 Cyber-attacks and mitigation in blockchain based transactive energy systems | Barreto et al. [5]

2020 An enhanced blockchain-based data management scheme for microgrids Mbarek et al. [30]

2019 Blockchain for decentralized transactive energy management system in net- | Li et al. [25]
worked microgrids

2019 Cyber-physical simulation platform for security assessment of transactive | Zhang et al. [63]
energy systems

2019 Research on the application of blockchain in the energy power industry in | Song et al. [51]
China

2019 Towards a semantic modelling for threat analysis of IoT applications: A case | Fadhel et al. [14]
study on transactive energy

2019 A decentralised bilateral energy trading system for peer-to-peer electricity | Khorasany et al. [21]
markets

2019 Secure blockchain-enabled DyMonDS design Lauer et al. [24]

2019 Using blockchains to secure distributed energy exchange Shuaib et al. |

2018 A blockchain-based infrastructure for reliable and cost-effective IoT-aided | Lombardi et al. [28]
smart grids

2018 Review of cyber-physical attacks and counter defense mechanisms for ad- | Wei et al. [56]
vanced metering infrastructure in smart grid

2017 Blockchain: A path to grid modernization and cyber resiliency Mylrea and Gourisetti

[35]

2017 Blockchain for smart grid resilience: Exchanging distributed energy at speed, | Mylrea and Gourisetti
scale and security [39]

2017 Providing privacy, safety, and security in IoT-based transactive energy sys- | Laszka et al. [23]
tems using distributed ledgers

2017 Blockchains for decentralized optimization of energy resources in microgrid | Miinsing et al. [37]

networks
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Threats

Figure 3.1: Simple taxonomy of the threats discovered. There are three overarching cat-
egories; the application layer, the network layer, and the hardware layer (including the
smart meter itself). Each threat is relevant to at least one of these categories.

Table 3.2 presents a short summary of the threats discovered in the literature, as well
as their security properties and sources. Please note from Table 2 that some threats are
discussed by many papers, and that some papers discuss many different threats.

3.5.1 False Data Injection

A prominent cybersecurity issue is false data injection. From a data security principles
perspective, the blockchain handles data integrity and non-repudiation to an extremely
high degree of confidence, so those are of limited concern. False data injection attacks,
however, concern data validity. While blockchain software ensures that data entered into
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Table 3.2: Summary of security threats found in the literature and their respective sources.

Name

Security Property

Found In

False Data Injection (FDI)

Validity

tegrity

Denial of Service (DoS) Availability [22, 62,

|
Energy Usage Data Confidentiality [41, 13,
51% Attack Availability, Integrity | [22, 62,
Privacy Confidentiality [22, 41, 58,

, 9, 21]
Market Attacks Integrity [63, 14, 25,
Single Point of Failure | Availability [22, 58, 62,
(SPOF) , 24]
Edge Nodes Confidentiality, In- | [63, 58,

Regulation & Standardization

Integrity, Availability

Smart Meter Firmware Availability [25, 28,

Authenticating New  Pro- | Authentication [62, 25,

sumers

Smart Contracts Integrity, Availability, | [12, 22,
Confidentiality

Electric Vehicles Confidentiality,  Au- | [5, 19, 10,
thentication ]

Communication

Confidentiality, In-
tegrity

the chain is not changed, it cannot guarantee that the data entered is correct in the first
place [16].

A false data injection attack, in general, involves modifying measurements before a
system receives them or inserting fake measurements into a system in the place of real
measurements. In a transactive energy setting, a false data injection attack may be carried
out to observe the response it generates, to maliciously affect market operations by causing
bids based on bad data, or to physically damage grid infrastructure |30, 27, 5].

State estimation is a process in which mathematical modeling is used to infer the
power grid’s total state based on real-world measurements collected by the Supervisory
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Control and Data Acquisition (SCADA), such as the power injection of buses. This state is
comprised of any number of variables that might assist with modeling or otherwise concern
the control center, such as bus voltage angles or magnitudes. Such control center then
makes decisions about grid operations based on the state estimation. It has been shown
that an attacker could select values for their attack that thwart current algorithms for
detecting bad measurements, ultimately allowing them to undermine the state estimation
process [27, 53].

False data injection attacks in a traditional power grid would involve physically altering
meter readings in some way. Additionally, the attacker would require knowledge of the
configuration of the power system they are attempting to compromise [27]. Access to
an energy management system controller would also provide an opportunity for such an
attack, although it would be much more difficult to obtain than access to a measurement
device [59, 3].

Smart grids and grids operating TE would also be vulnerable to these kinds of physical
attacks, but may also present new vectors for the false data injection attack, an issue that
would require further study.

In the Electron Volt Exchange transactive energy model, for example, aggregators are
uniquely positioned to inject false readings into the system. In this case, the false data
would be injected into the blockchain rather than the grid’s control center. Since aggrega-
tors combine the measurements of many prosumers, they are then relied upon to accurately
report on those measurements [16].

As stated, this attack can have several motivations, such as observing grid response or
causing faulty bids. It can also be used to facilitate a denial-of-service attack by causing
“algorithm divergence”. In these cases, injected data is carefully computed to prevent the
state estimation algorithm from converging on a result, thus preventing the process from
moving forward by trapping it at a particular iteration [27, 16].

3.5.2 Denial of Service

A denial of service (DoS) attack is a type of cyberattack that involves overwhelming a net-
work with traffic in order to render its services inaccessible. In the context of a transactive
energy market a DoS attack can have several negative consequences. For example, a DoS
attack can cause bids to be randomly discarded throughout the market [5].

This kind of attack is problematic because it is simple to implement, requiring minimal
knowledge of the grid or network configuration (unlike the false data injection attack).
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As noted by Barreto et al. [5], even an attacker who cannot necessarily perform a more
complex or targeted attack can still launch a DoS attack to great effect.

As noted by Zaman and He [62], the proof of stake system of consensus that is employed
by some blockchains in order to reduce the computational load — a necessity in the context
of transactive energy, where there will be many transactions occurring rapidly due to its
nature — can also make the system more vulnerable to this kind of attack.

Measures can be employed to detect and mitigate DoS attacks, such as the deep learning
model described by Barreto et al. [5], which is trained to detect malicious nodes. The
system uses this knowledge to dynamically modulate the cost of network access for offending
nodes to make such attacks infeasible.

While DoS attacks are possible in many domains, in part due to their broad definition,
advanced metering infrastructure can provide unique opportunities for DoS attack vectors.
One of the most commonly referenced DoS attack in this domain is the puppet attack. In
this attack, a malicious node receives a route request packet and returns a route with a
nonexistent node at its end. This causes the penultimate node to enter the route discovery
process when it cannot find a valid route to this nonexistent node. This process eventually
results in a domino effect in which the last legitimate node sends route request packets to
all of its neighbours, who then do the same, and so on. In this way, the network is flooded
with route requests, causing a denial of service [60].

3.5.3 Energy Usage Data

A commonly referenced concern is that of the potential leakage of energy usage data. This
data is of course accessible by prosumers who are providing energy to consumers. Due to
the nature of the market and the fact that the system must make predictions about future
energy usage patterns, they are privy to a large amount of information about these energy
usage patterns of other members of the market.

In Figure 3.2, we can see the different ways this information might flow in a TE envi-
ronment.
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Figure 3.2: This diagram shows the flow of energy usage data in TE environments. Each
letter corresponds to a different source of infrastructural risk with regards to the informa-
tion’s distribution.

e « - this represents the transmission of energy usage data from a household to a central
authority. Although many TE implementations have distributed elements, most still
have some operations that must be performed in a centralized manner, necessitating
this flow of information.

e [ - this represents data that goes straight from the smart meter to the blockchain.
This is in some sense the safest path for the data, as it is never owned by a single
party who might exploit it, however there is still the risk of a man-in-the-middle
attack on f.

e 7 - some TE models aggregate energy usage data before disseminating it in order
to mitigate malicious analysis. This is a good solution, but introduces the risk of a
malicious aggregator.

e ) - sending aggregated data to the blockchain is extremely secure since even a man-
in-the-middle attack would glean very little useful information. However, it suffers
from the fact that the data has to be aggregated by a trusted party.

A typical TEM model might include any or all of these vectors for energy usage data to
flow according to the structure of the architecture. For example, most implementations do
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not have a distributed solution for state estimation, which means it would be performed by
a central utility, necessitating the inclusion of . However, the Electron Volt Exchange [16]
does include such a solution (distributed state verification), thus eliminating this vector.

As noted by Lisovich et al. [26], this data can be used to glean an undesirable amount
of information about the households purchasing said power. This can include their ap-
pliance profiles, work schedules, and other behavioral data, such as when one is watching
television [20, 31]. The extent to which this information can be exploited is not known,
but even these limited examples are troubling.

The privacy of this data is therefore a commonly referenced concern. It is considered
relevant that this data should be obfuscated in some way so that this privacy is not violated
by energy producing members of the market.

3.5.4 51% Attack

The 51% attack is a scenario in which an attacker gains control of over half of the comput-
ing power in a distributed ledger system. In doing so, they would undermine the consensus
algorithm that is intended to maintain the integrity of the information [62]. A successful
51% attack would enable the attacker to insert fake transactions into the blockchain, com-
promising the integrity of the market and auction in a TE setting [13]. While this attack
can have outcomes similar to those of a false data injection attack (FDIA), its method of
execution relies on an attack on the blockchain network as a whole — something that is
generally taken for granted as secure by designers. This distinguishes the 51% attack from
other methods of FDI.

This kind of attack is unlikely in a global blockchain such as Bitcoin or Ethereum [22].
This is due to the fact that these blockchains are comprised of many millions of nodes
which, altogether, consist of enough computational resources that they consume roughly
the same amount of power as the entire country of Sweden. This makes it extremely
impractical for any singular entity to take over the network, as it is infeasible for one to
generate or purchase enough new computing power to take over the network, and a hack
taking over existing nodes would be at a scale that is unprecedented.

However, transactive energy markets would operate at a significantly smaller scale than
the blockchains being discussed here. In some implementations, distributed ledgers could
operate at a scale as small as a portion of a neighbourhood [16, 13]. These ledgers would
then contribute to a larger ledger that would consist of the local power distribution grid.
In both of these cases, the scale of computing resources is such that a 51% attack is much
more feasible than in global blockchains.
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This is an important note, since this kind of attack is generally ignored by larger DLTs
due to its impracticality. Thus, there is a gap in security research on this topic — one
that could have negative consequences for these smaller networks that may, in fact, be
vulnerable to this kind of attack.

3.5.5 Privacy

Privacy is an important consideration in all cyber-physical systems, and especially so in the
TE setting. TE systems necessarily have considerable information about their users, and
even information that is not explicitly personal can be used to violate privacy or worse, as
we discuss in Section 3.5.3. These peer-to-peer (P2P) energy markets in particular are cited
as having significant privacy concerns, especially in those employing a public blockchain.
Smart contracts also present unique privacy concerns [22].

Many studies and reviews acknowledge an overall insufficient focus on privacy within
the TE literature |11, 9, 13]. As an example, [28] explicitly state that they do not address
privacy concerns in their proposal. 9] note that only a small subset of TE studies focus
on securing SM data, and furthermore claim that privacy with regards to smart contracts
in P2P market settings has not been studied at all. [13] reference the literature review of
[2], who found that among 47 DLT TE applications, privacy preservation was a key area
that has yet to be addressed.

There are two major areas of concern when it comes to privacy in TEMs, market privacy
and data privacy, which we will use to organize our discussion here.

3.5.5.1 Market Privacy

Market privacy involves protecting consumers’ identities and market activities within the
TE system, typically in the context of the application layer. Solutions in this space involve
protocols that enable trading energy while protecting participants’ identities.

Indeed, transaction history can be used to glean a great deal of information about
prosumers, and thus most researchers agree that their identity should be obfuscated in
some way in the market application [9, 13, 63].

Some systems can operate with extreme levels of privacy. Bitcoin, for example, provides
total anonymity to its users, at the expense of safety mechanisms that might otherwise be
desirable in a financial setting, such as legal enforcement, repudiation, and fraud protection.
On the other hand, some systems can operate with limited privacy in favor of integrity
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and trust. In any case, there is a tension between privacy, trust, and safety that cannot
be reconciled. Since TE cannot sacrifice either quality totally, it must make its tradeoffs
with extreme consideration.

This tension means that attempts to address privacy can often have unintended conse-
quences. For example, in the TRANSAX platform [13], prosumers are totally anonymous
but can be associated with groups to allow for safety constraints. While this addresses the
grid safety problem, an inability to associate a trading profile with a particular prosumer
under any circumstances still harms dispute resolution and other legal considerations. Con-
versely, attempts to improve safety without consideration can accidentally create privacy
risks. Mbarek et al. [30] introduce a solution in which malicious trading activity is sent
to endorsing peers. It is clear that the goal is to identify and track malicious behaviour,
which is important, but doing so in this manner presents privacy concerns that might
reduce consumer trust in the TEM.

As a final example of such a tradeoff, Laszka et al. [23] present the issue of a prosumer
trading maliciously and causing grid instability. In order to mitigate this, the DSO must
be able to enforce safety restrictions, but this requires access to the prosumer’s transaction
history, which can be used to estimate their future state.

Another significant issue is that privacy presents a barrier to dispute resolution, as
noted by Khan and Masood [20]. They point out that most works provide total anonymity
on the premise that the market application and associated smart contracts will execute
flawlessly, something which should not be relied upon.

3.5.5.2 Data Privacy

Data privacy primarily concerns data flow in the network, although it can also involve
information used by the application layer. This kind of data is typically less identity-
oriented than market privacy data. Solutions in this space are more likely to involve noising,
encryption, and aggregation. Impersonal data that might be subject to privacy concerns
can include commercial and operational information, user preferences, consumption and
production constraints, energy bids, and energy usage data [9, 62, 46, 63, 19].

This data must be communicated and stored in ways that prevent unauthorized ac-
cess |03]. Examples like personal information are obvious and thus handled by most re-
searchers, but there are less apparent sources of privacy risk that must also be considered.
Metering data can also be used maliciously, again, as we discuss in Section 3.5.3.

Many operations in a TE system require some amount of potentially compromising
information to function, exacerbating the problem. Processes like market clearing require
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private information such as participants’ utility and cost curves and preferences [21]. Shuaib
et al. [18] note the difficulty of performing auction operations, like negotiating prices, con-
tracts, and payments, while also preserving user privacy. The challenge of negotiating
prices in a P2P setting while maintaining privacy is also discussed by Kirli et al. [22| and
Son et al. [50]. Implementing safety measures also often requires a significant degree of
detail about a prosumer’s trading history, consumption and production history, and pro-
duction and storage capacities. The desire to protect this information presents challenges
to implementing safety measures, and vice versa [13, 23]. Finally, Li et al. [25] mention
the necessity of certain operational information, such as production cost coefficients or
operating states, as well as the preference to keep this information secret.

Applications such as home energy management (HEM), which operate as extensions of
TE systems, can present additional privacy concerns due to the sensitive positioning of the
hardware involved and the information collected [22].

3.5.6 Market Attacks

Market attacks are a broad class of cyberattacks within the TE framework that can be
performed either by market participants or by external parties. We differentiate these
attacks by their positioning within the TE framework because they are specified this way
in the literature, rather than by their technical execution. Unfortunately, details about
such technical execution were lacking in the literature, which instead focused on the kinds
of outcomes that could potentially be achieved by an adversary, assuming they had some
particular ability within the system (i.e., manipulating bids). The attacks aggregated here
have particular relevance to TE markets for one of three reasons:

e The kind of data involved (i.e., energy usage);
e The possible outcomes of an attack (i.e., grid instability);

e How TE structures might affect an adversary’s approach (i.e., manipulating a smart
meter to falsify consumption metrics).

A term that comes up frequently is malicious trading. This refers to the actions of
malicious market participants, who might perform a number of adversarial actions within
the market [22, 11, 25], including:

e Falsely reporting consumption / production;
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e Not following through on payment / energy production;
e Claiming falsely that energy / payment was not received;

e Posting fake bids / offers.

Market participants are understood to have financial incentives to cheat [16], so creating
a robust TE system that is resilient to attacks that prosumers might try to carry out is
critical. Any of these effects can also be produced by error rather than malice. The
intent does not necessarily change the impact, though, so we will not differentiate between
erroneous vs. malicious trades.

Malicious trading is considered a serious threat to TEMs. It is understood that such
practices can cause outcomes as serious as physical grid instability [25, 23]. Malicious
trading can also threaten the integrity of market operations and produce instability in the
market application [25, 23|. In addition, it can be used to steal energy or money [16]. For
example, a consumer might falsely report that no energy was received after a transaction,
causing the transaction to fail and preventing their account from being charged (as well as
the producer from receiving their compensation). This demonstrates another risk of FDI
(Section 3.5.1) [30].

The problem of fraudulent energy transactions is somewhat novel to the TE paradigm,
as observed by Mylrea and Gourisetti [39]. This new framework also introduces other
concerns, such as bid manipulation [63]. The generation of fake bids and offers is also
discussed in [22].

Attacks can include maliciously altering pricing and quantity of energy bids and offers.
These in particular can cause financial harm, TEM malfunctioning, and even widespread
power outages [25]. Li et al. [25] also point out that the amount of power transferred might
deviate from the contractual obligation due to various physical uncertainties, another issue
that must be accounted for when designing TE.

Adversaries (market participants or otherwise) can also use market information to in-
vade the privacy of participants. These situations can sometimes be intractable, a problem
we discuss in Section 3.5.5. For example, Laszka et al. [23] point out that the TE system
must have access to a prosumer’s transactions for safety, but that this information can be
used inappropriately to infer future energy consumption.
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3.5.7 Single Point of Failure

Decentralization is an overall operational goal of TE systems, often supported by DLT. As
Lauer et al. [24] point out, a centralized entity should not be trusted with full control of a
transactive grid, since it would represent a single point of failure (SPOF).

SPOF is a universal infrastructural concern, whether in the domains of software, physi-
cal, or process architectures. The essential concern is that a system reliant on the presence,
reliability, or trustworthiness of a single entity is consequently vulnerable to the failure or
compromise of this entity. SPOFs should be avoided both for data security and operation.
As Eisele et al. [13] note, the market should remain available regardless of whether some
nodes or the DSO are offline.

Single points of failure are present in the existing power delivery system. Generation is
typically handled by a single or few plants, meaning that access to electricity is dependent
on the reliable operation of these plants. Traditional attempts to mitigate this dependence
might include backup generators or, more recently, battery storage systems.

TE attempts to ameliorate energy accessibility by enabling prosumers to trade directly
between each other, meaning that in some cases energy delivery can still be successfully
performed even if central generation is compromised. Distributed TE further enhances
these qualities by enabling the operation of the energy market completely independently
of a centralized server.

Distributed TEMs, however, still contain single points of failure. Because TEMs are
complex, interconnected systems that contain many software and hardware components,
SPOFs still arise within them, even if their primary functionality, such as market clearing,
is handled in a decentralized manner [16]. In some cases, these SPOFs are simply an
oversight, while in others there may be technical reasons that a distributed solution has
not yet been proposed.

Even if a TE implementation avoids total centralization, it often will have single points
of failure within its architecture. For example, Chandra et al. [9] mention that cloud-based
aggregation creates a SPOF concern at the aggregator, since hackers now have a single
target that they can compromise to access all of the data being aggregated. Beyond this,
the aggregator is required to be operational for the system to function, an assumption that
would be preferable to avoid as the system would be more reliable without it.

Zaman and He [62] reference a SPOF concern created in the NRGceoin [55] solution,
wherein the DSO is required to maintain private data of all market participants. This,
again, represents a SPOF both in terms of operation and data security. They similarly
discuss a solution by Mihaylov et al. [33], who attempt to address scalability by using
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a Redundant Byzantine Fault Tolerance consensus mechanism, but in doing so result in
needing a central authority (i.e., a SPOF). In many cases, attempts to address scalability
and security concerns of public blockchains require some compromise of decentralization,
increasing SPOF concerns.

Another subproblem that can create SPOFs is the authentication of new prosumer nodes
[62, 13]. Having a central authority that performs this task can lead to operational risks
as well as service delays. Additionally, it presents trust implications that are undesirable
in a distributed application context.

Cryptographic key issuance is another area in which SPOFs can be unwittingly cre-
ated. As Yang et al. [58] point out, many existing schemes that employ asymmetric key
distribution require centralized key generation, an undesirable trait in a distributed TE
setting.

Finally, Saha et al. [16] observe that most TE blockchain solutions still require central-
ized computation to achieve market convergence, among other necessary computations.

From these examples we can see that even highly decentralized, DLT-based systems
can suffer from single points of failure within specific processes. With this in mind, it is
important that researchers carefully consider each process that their system will be required
to perform, and whether the design of that process creates any SPOFs.

3.5.8 Edge Nodes

Edge nodes, sometimes also referred to as “fog nodes”, are auxiliary computing devices that
provide additional computer power to client devices on a distributed network application,
such as a blockchain.

Edge nodes are often employed in TEM proposals for services such as data aggregation,
performing cryptographic functions or other computations that are too intense for IoT
devices like smart meters, or providing additional communication infrastructure [63, 58, 19].

The use of edge computing devices presents obvious risks regarding data ownership
and access, since sensitive data relating to prosumer behaviour and TE operations may
be communicated to compromised or faulty nodes. Yang et al. [58] mention these risks,
as well as some that are specific to their access control implementation. For one, nodes
might collude to reconstruct secret information (such as cryptographic keys) that was
intentionally discarded. Another such concern is incorrect calculations returned by faulty
or malicious nodes, which may result in bad data. TE operations acting on bad data can
affect both market stability, as well as physical grid stability.
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3.5.9 Regulation & Standardization

While regulation and standardization are not cybersecurity threat surfaces in the tradi-
tional sense, they are referenced frequently enough as general concerns that affect TE
cybersecurity overall that it is appropriate to enumerate them here.

3.5.9.1 Regulation

The lack of clear regulation surrounding the operation of TE markets is frequently cited
as a concern in the literature. This kind of regulation falls into two categories: that of
Internet of Things (IoT) device standardization and interoperability, and regulation of the
TE market operations. TE market operations include market clearing, trading practices,
and reconciliation when there is a trade dispute.

In the work of Miinsing et al. [37], regulatory expenses are presented as potentially not
worthwhile in a bid to demonstrate why a distributed market, despite possibly introducing
market inefficiency, would be preferable to a highly regulated centralized market.

The issue of IoT device regulation and interoperability is introduced by Mylrea and
Gourisetti [39]. In fact, the simulation testbed they introduce is explicitly positioned to
be capable of exploring this area of concern to ensure the health and adoption of the
proposed decentralized TE systems. They also mention questions of legality with regards
to DLT-based platforms, and while they do not provide suggestions, they draw attention
to the problem of regulation and reconciliation in these environments. Fadhel et al. [11]
also point out that adoption of decentralized TE solutions is limited by the absence of a
clear regulatory body.

Finally, the issue of an underdeveloped legal framework for decentralized energy appli-
cations with regards to their safety is referenced by Kirli et al. [22] as well as Khan and
Masood [20].

3.5.9.2 Software Standards

DLT software, and particularly smart contracts, are still relatively new software paradigms.
This novelty on its own brings forth concerns that it may not yet be ready for widespread
adoption [30].

The recency of the development of these technologies also means that there are no
established software standards yet. Song et al. [51]| point out that the lack of a standardized
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security architecture for blockchain and smart contracts has led to an exceptional number
of vulnerable smart contracts being deployed [12]. These concerns are extremely relevant
to DLT-based TE, as the latter will inherit the security posture of the architecture it is
built upon, and this posture will be facilitated by standardized security and development
practices. Additionally, standard protocols and software architecture of TE itself have yet
to be established, as noted by Jayachandran et al. [19].

3.5.9.3 Hardware Standards

In addition to inheriting the security posture of the software systems they are built on,
TEMs will inherit the security of the hardware they are run on. Of particular concern are
[oT devices, which are heavily involved in TE operations, often limited by processing power,
and a relatively recent technological development. While we discuss these limitations in
more detail elsewhere, the specific concern of a lack of standardization in TE and IoT
hardware is mentioned in several studies [15].

Lombardi et al. [28] mention the security concerns raised by the lack of security stan-
dards for SM hardware. Additionally though, they note the difficulty raised in designing
TE software specifications when the hardware choices are inconsistent and difficult to pre-
dict. Li et al. [25] note that the variety of vendors producing communication and control
devices, and the lack of security standardization between them, produce unpredictable cy-
bersecurity threats. This concern is also noted by Lauer et al. [24], with an emphasis on
the fact that integrating vulnerable technology into a critical service like the power grid
presents additional risks.

3.5.10 Smart Meter Firmware

Smart meters are considered a significant weak point in TEM security stature. In particu-
lar, firmware vulnerabilities are often cited as an area of concern. This is a highly relevant
threat point for our purposes, since SM firmware security is not inherently improved by a
blockchain-based architecture. In fact, data integrity on the blockchain can be harmed by
vulnerable smart meters.

Lombardi et al. [28] point out that smart meters are often poorly designed, which can
lead to firmware bugs and vulnerabilities. These present challenges that have limited their
deployment thus far despite efforts to do so by large utility companies.

Adversaries who control vulnerable smart meters can cause a variety of unwanted effects,
including severe outcomes such as a blackout [11].
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Due to the positioning within the TE architecture as monitoring devices supporting
trading, load balancing, state estimation, and many more critical grid operations, keeping
SM firmware up to date with security patches is widely recognized as an area of great
importance and research [28, 25, 41, 24, 14].

3.5.11 Authenticating New Prosumers

New prosumers in a TEM will need to be authenticated by the network [62]. In most cases,
it is expected that they will be registered by a regulatory authority such as the DSO before
they can be activated on the market [25, 13].

This presents several security concerns. Often, a TTP is required to perform the au-
thentication, which is an inherent risk [11]. In most cases, this reliance also results in
a single point of failure. Additionally, requiring market participants to register with a
centralized authority presents privacy concerns.

3.5.12 Smart Contracts

Smart contracts are present in most proposed distributed TEM architectures to enable
auction trading on DLT, as well as facilitating distributed versions of other critical func-
tionality in some cases. While smart contracts enable distribution of many TE applications,
addressing threats of SPOF and T'TPs, they also present new security concerns.

Smart contracts are immutable by nature once they are deployed on the blockchain [18].
This is a double-edged sword, as this prevents tampering, but also limits the ability to patch
contracts when vulnerabilities are discovered [22]. Such vulnerabilities are a real threat;
Nikoli¢ et al. [12] found that 34,200 smart contracts on the Ethereum blockchain contain
dangerous code. Smart contracts also face implementation limitations that affect their
ability to enable some security functionality Khan and Masood [20].

In addition to vulnerabilities, Kirli et al. [22| note that there is a risk of misuse of smart
contracts by malicious actors with profit incentives. These parties can use backdoors in
the SC code to perform re-entrancy attacks. Such attacks have already seen effective use
in the decentralized finance sector, with a particular variant known as a rug-pull thrifting
users of their crypto assets [22].

Smart contracts can have impacts beyond just financial assets. Song et al. [71] note
that vulnerable or malicious SCs could cause auction malfunction resulting in extreme
deviations in power trading demand, an effect that threatens security as well as physical
stability of the grid.
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3.5.13 Electric Vehicles

Electric vehicles (EVs) present some unique challenges in the TE domain. They form a new
attack surface for adversaries, who can use EVs as a vulnerability to affect grid operations,
as noted by Barreto et al. [5]. Malicious EV users could also misuse their own vehicle for
such purposes [19]. Additionally, the ability for hackers to exploit vehicles with autonomous
capabilities can lead to extremely harmful outcomes, ranging from damaging the vehicle
to serious injury or even death [10]. The concern is that connecting to a TE when roaming
charging could present a novel attack vector for hackers to target autonomous EVs. This
concern is only going to become more relevant as vehicles continue to adopt autonomous
driving features [57].

EVs also suffer from familiar challenges. Mollah et al. [31] note that EVs are subject
to many of the privacy concerns of smart meters, including leakage of identifying informa-
tion [16] and energy usage data, as well as some novel concerns such as location data. These
concerns can also be exacerbated by the fact that EVs may have to connect to different
TE networks depending on where they are charging.

In fact, this leads to probably the most unique concern associated with EVs. Unlike
smart meters connected to homes, EVs may wind up charging in a TE network operated by
a different DSO. This presents a two-sided challenge: the DSO does not have the required
information to authenticate the EV, and sharing personal information with a foreign DSO
represents a privacy risk for the EV [18, 20].

3.5.14 Communication

Although it is not explicitly mentioned often, networking protocols and communication
devices provide a substantial attack surface for TEM cybersecurity.

Mengelkamp et al. [32| note that even a secure smart meter and TE system can be
undermined by an insecure communication network. In a similar vein, the authors of
TRANSAX, Eisele et al. [13], point out that communication privacy is a baseline foundation
that must be present in order to provide privacy and anonymity in a distributed application.
Finally, Mbarek et al. [30] discuss the particular risk of the operating environment that TE
components are deployed in. They note that smart meters and other sensors collect data
on the customer premises, an open environment, and communicate via wireless protocols.
These factors, as well as the sensitivity of the data in question, make them especially likely
cyberattack targets, both in terms of appeal to hackers and vulnerability.
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Another consideration is the security of the blockchain itself. While this is often taken
for granted, the blockchain’s security posture is based on the difficulty of cryptographic
operations, as we discussed in Section 3.2.3. A looming concern is that the development
of increasingly powerful quantum computers will render cryptography based on prime fac-
torization — currently the most popular cryptographic technique — virtually insecure [G1].
This is a problem for systems built on top of blockchains that employ this kind of cryp-
tography, as the integrity of the system’s records will be nullified if difficult hash puzzles
can be solved at will.

3.6 RQ2 Results: Solutions

This section answers RQ2 on the security solutions that currently exist in this space,
together with the concerns they address.

Table 3.3 presents a summary of the solutions discovered in the literature organized by
the threats they are associated with, and the papers they were found in. Solutions without
titles or that appear as components of larger systems are denoted as “various”.

3.6.1 False Data Injection

As noted in the discussion on false data injection attacks in RQ1, power grid state estima-
tion is the process of estimating various state variables about the grid using mathematical
models and real-world measurements. However, real-world measurements are unreliable
— whether due to tampering or simple equipment failure. For this reason, methods were
developed for detecting bad measurements. These methods presume that good measure-
ments should produce state estimations closer to the actual state, while bad measurements
should do the opposite, meaning that there should be detectable inconsistencies between
the good and bad measurements [27].

The robust state verification of the Electron Volt Exchange (EVE) is strongly inspired
by these methods and assumptions [16]. It approaches the new challenges imposed by
decentralization by introducing distributed measurement verification. This method shifts
the focus from full state estimation to real power injection within an aggregator region
and power flow between aggregator regions. It does so by solving a regression problem —
similar to state estimation, but a continuous function — one time-step after a given market
iteration |16].
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Table 3.3: Summary of security threats found in the literature, with their respective solu-

tions and sources.

Threat

Solutions

Found In

False Data Injection (FDI)

RSV, ETSE, various

[

Denial of Service (DoS)

Smart contracts, various

Energy Usage Data

HE, Aggregation, various

[
|
|
[

51% Attack Various |
Privacy Pseudonymity, anonymity, , 23,
various

Market Attacks

Reputation, access blocking,
various

Single Point of Failure (SPOF) Various [62, 13,
|
Edge Nodes Incentives, distributed au- | [58, 19,
thority, BF'T, various
Regulation & Standardization ETSE [28]

Smart Meter Firmware

BBPS, various

Authenticating New Prosumers

Smart contracts, distributed
verification, various

Smart Contracts

Third-party verification, vari-
ous

Electric Vehicles

Various

Communication

Quantum-safe cryptography,
quantum key distribution,
PETra

Similar to the older methods for bad measurement detection in state estimation de-
scribed by Liu et al. [27], the robust state verification of EVE is itself vulnerable to certain
attacks. An attacker can cause a circumstance known as algorithm divergence, a type of
denial of service attack in which the market operations are unable to iterate since the ver-
ification process will become stuck in an infinite loop. Additionally, malicious aggregators
may be able to inject false data that is passed along to neighboring aggregators [16].

A novel system for remedial (rather than preventative) action is mentioned by Onu-
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manyi et al. [11]. They describe a scheme based on thyristor-controlled series capacitors
that was found to successfully ameliorate the effects of some FDI-based cyberattacks after
they occur.

There are other solutions proposed in articles that did not show up in the primary
results. Extended distributed state estimation is another mechanism for attempting to
detect false data injection attacks, specifically those that are thought to be tolerable to
usual state estimation algorithms as discussed earlier [54]. Introduced by Wang et al. [54],
the technique predates EVE’s solution by several years. Finally, He et al. 18] use a machine
learning-based method to detect FDI attacks by comparing incoming measurements to
models of historical data.

3.6.2 Denial of Service

Smart contracts are positioned by Li et al. [25] as potentially mitigating the effects of DoS
attacks on edge devices by monitoring and validating their solution process while it occurs.

Zaman and He [62] explicitly address DoS attacks in their proposal by continuously
modifying which blockchain nodes are performing prosumer verification, as well as which
are validating each transaction. Additionally, they use different sets of nodes for each
of these tasks. Finally, their Q-score mechanism, which we discuss in more detail in Sec-
tion 3.6.6, ensures that only well behaved nodes should induce transactions. A misbehaving
node will quickly have its QQ-score decreased, preventing it from launching transactions en
masse and reducing its ability to perform a DoS attack.

3.6.3 Energy Usage Data

A common solution to protecting energy usage data is aggregation. In some cases, tem-
porally aggregated data is enough information to perform a necessary function, such as
billing a customer every month. In others, aggregated data from multiple prosumers can
be used effectively [16]. Methods of aggregating data typically employ intermediate edge
nodes (Section 3.5.8) as aggregators. This data is often encrypted using a partially homo-
morphic cryptosystem such as the Paillier cryptosystem, in order to enable the aggregators
to aggregate the data without compromising it [9].

Homomorphic encryption (HE) refers to encryption schemes that have a specific prop-
erty. This property is that cyphertext encrypted by an HE scheme can have some math-
ematical operations performed on it, and decrypting the result of these operations will
provide the same answer as if the operation had been performed on the plain text.
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There are a variety of such schemes. RSA, which was not created with this in mind, is
consistent under multiplication, making it homomorphic. Fully homomorphic encryption
schemes, which support arbitrary operations on cyphertext consistent with plain text, have
been devised as well. However, these are typically computationally demanding. As such,
most real-world solutions, especially those in the IoT space (where computational resources
are constrained and time is often a factor), limit their homomorphism to just the necessary
operations. For data aggregation, the required operation is usually addition.

3.6.4 51% Attack

51% attacks are not given a great deal of consideration in the TE literature, most likely due
to their difficult execution in most real-world blockchain applications. However, Zaman
and He [02] note that their solution presents a hurdle to potential 51% attacks: rather
than simply obtaining more compute power to gain control over the network, an attacker
would have to take over 51% of the smart meters, a much more challenging prospect.

3.6.5 Privacy

Coin mixing is introduced as a privacy solution in the TRANSAX protocol [13]. It addresses
the problem that all transactions in the blockchain are publicly available, meaning that
prosumers’ energy trades could be tracked.

In the traditional public blockchain model, such as Bitcoin, users are anonymous since
they are not connected publicly to their account addresses. However, this anonymity is
limited: since the transaction are public, if the account address is ever deanonymized then
the users’ transactions can be linked to their actual identity [15]. This problem is even more
apparent in the transactive energy setting since, in that case, the main account addresses
are in fact connected to the prosumers’ identity.

To address this, TRANSAX allows prosumers to create anonymous accounts from which
to perform trades. However, if the transfer of resources into these accounts can be easily
tracked, then the additional security they offer is negligible, since attaching them to an
identity would be as simple as looking up the transaction that added funds to their account
and tracing back the source account.

Thus, TRANSAX employs CoinShuffle, a coin mixing technology. This platform is fully
distributed and requires no trusted third party. It allows multiple prosumers to engage in
a coin mixing protocol, allowing them to create several anonymized accounts which cannot
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be linked back to any individual prosumer. In this way, they are now able to perform
trades anonymously.

Other implementations also seek to decouple a prosumer’s identity from its trading
activity, such as those introduced by Laszka et al. [23], Zaman and He [62], Nazari et al. [11],
and Shuaib et al. [18]. While these approaches improve user privacy, they can harm system
security and trust by impeding legal enforcement and dispute resolution, as discussed in
Section 3.5.5.

The Electron Volt Exchange [16] addresses bid and constraint privacy, ensuring that
energy scheduling is performed without revealing this information. Finally, Khorasany
et al. |21] discuss a solution which involves decomposing the market optimization problem.
In doing so, the solution limits the information required about the market participants
while still accounting for their utility curves and preferences.

3.6.6 Market Attacks

The fundamental problem of forging energy transactions on the market database is handled
by the blockchain [28, 25]. However, as we discussed in Section 3.5.6, many threat vectors
remain beyond this basic attack pattern.

Market integrity is also vulnerable to FDI attacks, for which solutions are outlined in
Section 3.6.1. These attacks can facilitate outcomes such as falsely claiming failed energy
delivery and falsifying consumption data.

Eisele et al. [13] do not specifically address market attacks, but do bring forward sug-
gestions such as employing reputation mechanisms or requiring security deposits to enable
fines for malicious actors. However, it is questionable whether security deposits would be
a desirable mechanism for TEM membership, because they could be introducing consumer
wariness and/or social inequality.

The ability to detect attacks, and especially to differentiate malicious data from erro-
neous data, is as important as a system’s response to bad data. This is even more true
when considering a critical service such as energy delivery; it is essential that punishment
is meted out with restraint and accuracy. Methods of detecting and responding to attacks
have been extensively researched in the domain of control systems [¢]. This research in-
cludes consideration of automatic response mechanisms leading the system to an unsafe
state, a concern we reference later in this section. Techniques from this field, such as se-
quential detection and change detection, could be employed directly or tailored for TEMs
by designers to further enhance market security beyond the blockchain.
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Reputation mechanisms are systems or protocols designed to keep track of a node / pro-
sumer’s behaviour over its lifetime on the network. These systems intend to promote pos-
itive and honest behaviour and discourage malicious or dishonest behaviour. They must
be carefully designed such that they promote desired behaviours and maintain an accurate
estimate of a node’s value to the network.

These reputation mechanisms can address many of the discovered security concerns,
including general structural threats like DoS attacks, in addition to market attacks such
as price manipulation, fake sale, fake purchase, and others. Most attacks that require
repeated malicious interactions with the network can be mitigated to some extent by a
reputation mechanism, although it is not recommended as a sole security solution — rather
it could work as a deterrent in concert with other cybersecurity techniques.

One such implementation we found was Q-score, a reputation mechanism developed by
Zaman and He [62]. It attempts to track the reliability of a node by assigning a numerical
value to each node. This score is applied to all parties; including prosumers, consumers,
verifying nodes, and validation nodes. Q-score uses a simple mechanism that rewards
successful transactions and punishes unsuccessful transactions. In a successful transaction,
all parties receive a positive boost to their Q-score. This includes the buyer, the seller,
and the verifier and validation peers and leaders. If a transaction is unsuccessful, both the
verifier and validation peers receive a negative impact on their Q-score. Depending on the
reason for the transaction failure either the seller or the buyer may receive a negative impact
on their Q-Score: if the seller fails to provide energy, they will be punished; alternatively,
if the purchaser fails to pay then they will receive a score punishment.

Access blocking is a blunt approach to addressing misbehaving nodes, proposed ex-
plicitly by Nazari et al. [11]. Unlike the more refined reputation mechanisms discussed
earlier, access blocking involves simply banning a particular node from the transactive
energy network altogether. This unrefined approach has the benefit of being extremely
secure but has the potential drawback of unfairness. On the one hand, preventing access
altogether eliminates undesirable behaviour entirely. On the other, it may unreasonably
punish mistaken behaviour. With a service as essential as electricity, it is important that
social fairness be maintained [19].

3.6.7 Single Point of Failure

As discussed in Section 3.5.7, single points of failure can appear in a variety of circumstances
within a TEM architecture. As such, there is no single solution, but rather methods of
decentralizing different parts of the process.
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Zaman and He [02] present a solution for decentralizing the authentication of new
prosumers, which we discuss in more detail in Section 3.6.11. TRANSAX offers a robust
solution for market operations that is tolerant to disruptions of any critical entities [13].
However, both approaches still require the DSO for prosumer registration. Yang et al. [58]
employ a secret sharing scheme to enable distributed key generation, solving the SPOF of
centralized key distribution in their application.

The Electron Volt Exchange |10] takes significant strides in the pursuit of comprehen-
sive decentralization, proposing a TE-tailored distributed state estimation algorithm RSV,
which we discussed in detail in Section 3.6.1. Additionally, their solution uses a decen-
tralized price optimization algorithm to fully avoid SPOF in the market clearing process,
unlike many similar works.

3.6.8 Edge Nodes

Edge nodes themselves are a solution to some of the threats presented by IoT device
limitations (Section 3.5.8) by enabling stronger security operations than would otherwise
be possible. However, the edge nodes themselves then present potential points of failure.

In the scheme proposed by Yang et al. [78], edge nodes are used extensively to assist
with cryptographic computations. As such, it was critical that they address the concerns
presented by their involvement. They used a decentralized key generation scheme to dis-
tribute authority. They also mention that other schemes employ user-performed verification
in order to reduce the risk of malicious or erroneous edge nodes.

Jayachandran et al. [19] propose that standards for IoT blockchain applications should
be expanded upon. The lack of software design standards in this space is noted as a threat
in Section 3.5.9.

In TRANSAX [13], prosumers embody edge node responsibility by acting as solvers for
market operations. In this scheme the prosumers are implicitly incentivised to perform this
task, since it enables them to create beneficial trades. Eisele et al. [13] do note, however,
that this is safe since the overall application will only accept new solutions if they are
strictly better than the current solution, creating a mutually beneficial incentive structure.

Another solution that impacts edge nodes is reputation, which we discuss in Sec-
tion 3.6.6. These reputation mechanisms can be applied similarly to edge nodes as they
are to prosumer nodes in order to mitigate adversarial behaviour by reducing exposure to
bad actors.
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Byzantine fault tolerance is a mathematical technique for reducing the impact of incor-
rect or malicious results when consensus is required. It is used extensively in blockchain
implementations to reduce the impact of failure for any given node, making malicious be-
havior and collusion much more difficult as it means that bad actors must control much
larger portions of the network to have an impact on its consensus mechanisms. It can also
be used in validation applications to ensure that data is being reported and calculated
accurately. For example, in the scheme of Yang et al. [58], multiple fog nodes may perform
the same calculation to prevent a single node from unilaterally affecting a client node’s
reputation or ability to purchase power.

3.6.9 Regulation & Standardization

While many papers highlight a lack of standardization and regulation of various processes
and components in TEMs, few present solutions to such issues. This is sensible in some
cases as the issue would be out of scope, such as IoT hardware standards, and focus should
be on mitigating the effects of vulnerable or inconsistent hardware. One example of such
a technique is presented by Lombardi et al. [28] with their Energy Trading and Security
Enhancement (ETSE) module, intended to make their solution agnostic to SM hardware.
However, the authors do not propose an actual implementation of such a module, noting
the significant difficulty of doing so.

In cases where proposals would be more expected, such as architectural standards,
we suppose that the field is still in its innovation stage and is not mature enough to yet
support the creation of such standards. With regards to regulation, work will need to be
coordinated with government bodies and other stakeholders. Such work is out of scope of
our review.

3.6.10 Smart Meter Firmware

SM firmware security is critically important due to TEM’s high dependence on accurate
readings from SMs.

Lombardi et al. [28] introduce a framework that includes a Security Enhancement Layer
(SEL), which attempts to mitigate the threat of vulnerable smart meters. Before a trans-
action is executed, the smart meter on each side of the transaction is checked for known
firmware vulnerabilities. If any are found, the transaction is not executed and the SM is
temporarily quarantined from the network until a patch becomes available or is installed.
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This concept of device block-listing is also mentioned by Fadhel et al. [11] as well as by
Nazari et al. [11], who reference the SEL study.

Zero-day exploits are of particular concern in such highly sensitive and vital industries
as power distribution. The lack of electrical power can cause economic losses or even loss of
life in some circumstances (see the 2021 Texas power crisis [16]). As such, keeping relevant
software and firmware up to date with the latest patches and bug fixes is of even greater
importance than it is in most cybersecurity settings.

To this end, Li et al. [25] have proposed a blockchain-based patch system, shown in
Figure 3.3. Such a system would keep security patches in a public cryptographic ledger,
making them universally accessible and unmodifiable. The first benefit ensures that all
users will be able to access the patches at all times and removes single point of failure —
there is no reliance on a particular server or supplier to be available for them to download
the new binary. The second benefit prevents malicious modifications to patch binaries,
hopefully addressing some phishing and Trojan attacks that would otherwise be possible.
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Figure 3.3: Visualization of the DLT-based patch system proposed by Li et al. [25], with the

threat detection and notification (left) followed by the solution discovery and dispatching
(right).

There may be drawbacks to such a system, such as the potential for exploit by ad-
versarial microgrid controllers. These parties would suddenly be in a position to report
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fake threats or post fake solutions that may be automatically downloaded by other mi-
crogrid controllers. These cases demonstrate a need for further security consideration of
DLT-based software or firmware update solutions.

These kinds of systems are still being explored and would likely benefit any transactive
energy implementation, although they could also be conceived as separate systems to
handle primarily smart meter firmware updates, for example.

3.6.11 Awuthenticating New Prosumers

There are three solutions proposed in our selected papers. Li et al. [25] suggest that
smart contracts might be used to automate the authentication process, eliminating the
SPOF concern (3.5.7) while maintaining market integrity. Zaman and He [62] propose a

distributed solution in which prosumers already on the market can verify new participants
via their SMs. Finally, TRANSAX also has its own protocol for authentication [13].

3.6.12 Smart Contracts

The effects of vulnerable smart contracts are somewhat outside of the domain of TEM
designers, however, some ideas to address these are brought forward.

Kirli et al. [22] mention the possibility of employing third parties to verify smart con-
tracts. They note that this technique is common practice in the decentralized finance
industry. Shuaib et al. [18] discuss the lack of standard security architecture. This could
be considered invocation of such standardization as a solution for SC security and fraud
prevention, although the authors do not make specific suggestions towards producing such
a standard.

3.6.13 Electric Vehicles

Regarding charging outside of an EV’s home network, Khan and Masood [20] reference
a mutual authentication scheme that disguises the EV’s information from the supplier of
energy, while still maintaining safety requirements.

In terms of privacy, many schemes have been proposed to facilitate privacy-preserving
energy trading between EVs, some of which are found in [16, 20, 7, 47].

From what we observed, attention has not been given to the particular problem of EVs
disrupting stability intentionally. This makes sense since this concern is present in many
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DERs, and as such research to prevent load imbalances as a result of malicious behavior
would be device-agnostic.

3.6.14 Communication

As stated in RQ1, network security is not frequently referenced in TEM proposals. So-
lutions referenced typically exist outside the TE domain, such as onion routing, garlic
routing, or the Matrix protocol [13]. Laszka et al. [23] also claim to provide communica-
tion anonymity with their protocol, PETra.

In order to address the threat of quantum computers, efforts have begun to produce the
next generation of cryptography which will be impenetrable even to quantum algorithms,
with these techniques being generally referred to as quantum-safe cryptography. Yin et al.
[61] go further by developing a quantum-secure network, laying the foundation for future
quantum-safe blockchain technology. This technology will require continued development
before it can be integrated into TEMs.

3.7 RQ3 Results: Remaining Security Concerns

This section answers RQ3 on the remaining security concerns that require attention.

3.7.1 False Data Injection

While some solutions exist to address false data injection attacks, such as EVE’s robust
state verification (Section 3.6.1), they themselves present certain threats. Due to the risk
of algorithm divergence present in state estimation algorithms, it would be interesting to
investigate whether there is a way to mitigate this threat or perhaps another method of
FDIA detection that avoids this threat entirely.

3.7.2 Denial of Service

While DoS attacks are not considered extensively in the TE literature, we do not consider
them a top remaining threat. DoS attacks within the market application, which are the
kind that TEM designers should be most concerned with, are well handled by existing
concepts like reputation mechanisms.
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DoS attacks on communication infrastructure are out-of-scope of TEM design, but that
does not mean that researchers should not attempt to mitigate their effects. However, since
solutions addressing SPOF concerns implicitly address DoS concerns, we reason that DoS
attacks and their outcomes will be mitigated by the general trend of decentralization within
TE, and are thus not a priority in their own right.

3.7.3 Energy Usage Data

While some solutions for energy usage data privacy exist, primarily data aggregation,
these are not currently sufficient. The variety of use cases for energy usage data means
that aggregation is not always optimal or even possible while maintaining the usefulness
of the data. Additionally, the threat has received insufficient attention in general in the
TE literature, indicating a need for further research.

In traditional energy management models, this information would only be accessible
to the system operator, thus presenting significantly less risk [27]. However, in distributed
models, this information is often required for market operations and is therefore sent to
verifying or aggregating nodes.

The leakage of energy usage data presents very acute, real-world threats to safety and

privacy [20, 31]. For these reasons, we consider this to be a serious gap in the security
posture of current TE models.

3.7.4 51% Attack

As we note in Section 3.5.4, 51% attacks are rare in global blockchain networks due to the
scale of computational resources required to launch such an attack. However, many TEM
implementations have sub-blockchains that service very small areas, such as a neighbour-
hood. This can make the prospect of a 51% attack much more likely, something that we did
not see discussed in the literature. We thus consider 51% attacks to be a remaining threat,
and of particular concern to TE research. Either research would have to demonstrate that
the attack is not a concern despite the small network sizes or solutions should be proposed,
but at the moment neither is true.

3.7.5 Privacy

As we noted in Section 3.5.5, there is an insufficient level of privacy consideration in the
existing literature. The two main areas of privacy we discuss are market privacy and data
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privacy.

Solutions that address market privacy currently do so at the expense of traceabil-
ity, and thus inhibit dispute resolution and tracking of criminal behavior. For example,
TRANSAX [13] and other proposals present privacy solutions that disconnect a prosumer’s
identity from their trading history. This prevents attacks that rely on using trading his-
tory to predict features about the consumer, as well as discovering the identity of a trading
partner. However, these proposed systems do not enable this connection under any circum-
stances; a desirable attribute for the consumer but one that prevents recourse altogether,
even by the DSO.

Data privacy solutions are being proposed, such as those within the Electron Volt Ex-
change [10] that protect user constraints and bids. However, given the sprawling, complex
nature of TEMs, there still remain gaps in data privacy (notably energy usage data, which
we discuss in Section 3.5.3). Furthermore, there is a lack of consensus about which ap-
proaches best suit which applications, as data must be obfuscated while remaining useful
to the requesting party. Some approaches employ noising techniques, others use algebraic
transformation, just to name a few. Some of these techniques will be more appropriate for
certain kinds of data than others, and until an optimum is realized protocols that treat data
differently with respect to its operational function will need to continue to be developed.

Privacy is a broad and multifaceted issue. Combined with the fact that TEMs are large,
complex systems means that it is difficult to address privacy holistically. Given the broad
scope of the problem, the intricacies in the systems involved, and the lack of coverage of
the solutions proposed, we consider privacy to continue to be a threat that requires further
research.

3.7.6 Market Attacks

While reputation mechanisms are a promising method of encouraging good behaviour in the
TEM, they do not guarantee it. Furthermore, they are not a proactive solution, something
that was largely missing from the literature.

Attack detection needs to be improved. At present, it is impossible to distinguish be-
tween malicious and erroneous input, instead relying on repeated behaviour to influence
eventual response. Furthermore, dispute resolution needs to be considered by TEM de-
signers if the effects of malicious behaviour cannot be mitigated. Prosumers will not want
to join a market where occasional theft is considered a cost of doing business, and DSOs
will not want to subsidize fraud.
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Overall, we consider market attacks to be a medium-level priority. Assessing such a
broad category introduces some limitations, but the presence of some solutions, such as
reputation, mitigate the potentially disastrous effects of unregulated markets (examples of
which have been seen in the Non-Fungible Token space [22], an unregulated market with
vulnerabilities similar to TE’s that we discussed briefly in Section 3.5.12). However, it
would be preferable to have more proactive and reliable solutions going forward.

3.7.7 Single Point of Failure

As we discussed in Sections 3.5.7 and 3.6.7, single point of failure is a broad threat that can
present in different ways. As such, it would not be reasonable to present a single solution
that achieved full coverage of the problem. Rather, we would hope to find that it has
been eliminated in all processes involved with TEM operation, from onboarding to market
clearing to billing. Since this is not the case, we consider SPOF to remain a high-priority
threat, and work should continue to decentralize TEM architectures holistically.

3.7.8 Edge Nodes

Edge nodes present a variable security threat depending on their positioning within a given
architecture.

Edge nodes often perform tasks that require sensitive data. Combined with the fact
that they are typically independently operated nodes, they can be seen as a significant
security threat. Indeed, edge nodes are only as secure as the systems that use them, and
there are many examples in the literature of edge nodes being deployed insecurely in TEM
architectures.

However, despite often being employed to augment the TEM computing environment,
edge nodes are not a mandatory component of a TEM infrastructure. Additionally, existing
solutions to edge node concerns, such as distributing authority, reputation mechanisms, and
incentives, are fairly comprehensive (Section 3.6.8). For these reasons, we do not consider
edge nodes to be a top security priority for TEM designers, and we hence classify them as
a medium-level threat.

Future solutions should decrease reliance on edge nodes when possible, whether through
hardware improvements or more efficient algorithms. Where they cannot be avoided, re-
searchers should incorporate them with care, and consider inventing more secure protocols
or employing existing mechanisms to mitigate the threat of malicious or error-prone nodes.
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3.7.9 Regulation & Standardization

As we discussed in Section 3.6.9, much of the solution space to this issue is outside of the
scope of technical DLT-based TE research, which we surveyed for this review. However,
work can and should be done towards mitigating the potential side effects of inconsistent
and vulnerable hardware, as well as those of vulnerable smart contracts.

3.7.10 Smart Meter Firmware

While vulnerable SM firmware presents a significant security risk in a TEM framework,
proposed solutions look promising towards mitigating the effects of compromised SMs.
Research that more directly addresses the problem is out of scope of TEM designers.
We believe that the techniques present in the proposed solutions, such as device block-
listing [28] or blockchain-based patching [25], provide a promising foundation for addressing
this threat. That said, it is a serious threat, and so must be handled comprehensively.
Additionally, some existing solutions, such as the Blockchain-Based Patch System (BBPS),
present their own concerns and must be studied further. For these reasons we consider SM
firmware to present a medium-priority threat going forward.

3.7.11 Awuthenticating New Prosumers

While a de facto standard protocol for authenticating new prosumers has yet to arise,
we do not consider this area of TEM operation a significant security risk. Many papers
that raise the concern of authentication focus on availability [11]. The trend is towards
decentralization of this process, which inherently improves availability. Overall the presence
of several proposed solutions compared to the relatively minor security risk presented by
this stage of operations lead us to rank this threat as a low-priority one.

3.7.12 Smart Contracts

Smart contracts clearly present a significant source of vulnerability in TE systems that
employ them. This is mostly due to the fact that popular smart contract implementations
themselves are relatively insecure [13], and have caused problems in many of the industries
that have attempted to use them [22].

While much of the work to improve SC security posture happens outside the TE domain,
in the meantime TEM researchers should strongly consider this factor. They should seek
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to employ SCs only where absolutely necessary, and write the chaincode with utmost
consideration when doing so.

3.7.13 Electric Vehicles

Although EVs present a unique challenge in terms of integration into the energy market,
their cybersecurity implications are not as significant. In terms of presenting a novel attack
surface within the market, they share this property with other innovations such as RESs,
BESSs, and smart meters. For this reason, EVs cannot be singled out as presenting a
uniquely concerning safety threat to the stability of the system.

Solutions were not discovered for preventing TE-to-EV hacking, however, this is con-
sidered external to the TE domain, and vehicle cybersecurity should be handled by au-
tomakers.

The other main concern is user data management when roaming. While this does
present some design challenges, the nature of roaming charging also makes this data less
threatening than, say, SM energy usage data, which gives adversaries insights into a user’s
home. Additionally, this problem has received considerable research attention. For these
reasons, we classify EVs as a low-level threat overall.

3.7.14 Communication

Although we noted in Section 3.5.14 and Section 3.6.14 that network security has not
been a strong consideration for TE researchers thus far, we do not consider it a priority
remaining issue for TE research. This is due to the fact that network security is already a
richly researched field outside of the context of TE; as Eisele et al. [13] note, communication
security research is orthogonal to TE security research. Similarly, cryptography research
is a field that supports TE development, rather than being a subset of it. TE resources
would be better spent enhancing the security of TE protocols and applications to reduce
the impact of potentially insecure communication devices.

3.8 Limitations and Threats to Validity

There are common validity threats in literature reviews that also apply here [64]. From an
internal validity perspective:
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e We use only one database and our query was limited to English papers and only
a few synonyms per concept. This means that we likely missed relevant papers
in our selection. This was partly mitigated by the wide coverage of that database
(Scopus) and its constant updates. Further mitigation was provided by relying on a
complementary search technique, namely backward snowballing.

e Another decision was to exclude non-peer-reviewed documents, including white pa-
pers and patents. This means that the selected papers, and our conclusions, are
biased towards academic contributions, at the expense of purely industrial concerns
and solutions that might have brought complementary views and information.

e As most of the paper selection and data extraction was performed by one person (the
first author), the process might have been subject to various unconscious biases. This
was partly mitigated by involving some of the other co-authors for borderline deci-
sions. We have also made the raw data extracted from the selected papers available
online for documenting, reproducing, and extending our literature review.

From external validity and conclusion validity perspectives, there are also important
threats and limitations that can be identified:

e The relatively narrow subject of this review, namely cybersecurity concerns that
affect TEMSs that use blockchains, presents a limitation in terms of available research.
TE and blockchains are both relatively new fields. Among papers that fall into this
category, many include little to no security analysis. Often, security concerns that
were discussed were those that were addressed by including a blockchain, i.e., concerns
that were not relevant to our review.

e Perhaps just as impactful is the limited real-world deployment of TE systems. Most
of the systems investigated for this review are in the proof-of-concept stage, meaning
that they have not been tested in the wild, leading to a paucity of empirical data. It is
difficult for researchers to predict which attacks will be most feasible or rewarding for
hackers, but this is the analysis which we must rely on until TEMs are implemented
broadly. As such, it is likely that some weaknesses have gone unnoticed, leaving gaps
in security solutions.

3.9 Conclusion and Future Work

While TE promises to revolutionize power management operations, it introduces cyberse-
curity threats that need to be managed before it can be widely implemented. DLT is a
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widely employed solution for maintaining market integrity, but it only solves a subset of
the issues brought on by TE paradigms.

In rigorously studying our selection of 28 peer-reviewed contributions to the DLT-
based TE literature, we found 14 important cybersecurity concerns that remain beyond
the scope of the blockchain. Among those, we identified five that we consider as presenting
the highest risks: market attacks, FDI, SPOF, energy usage data leakage, and privacy.
Although other security threats remained, they were either of a lower priority or outside
the scope of purely TE-centric research.

For market attacks, we believe proactive attack detection and mitigation measures
within the TE market / application layer should be researched. Existing literature on
network security could likely be mined for techniques that identify malicious nodes and
handle them in a more sophisticated manner than with access blocking. It is also possible
that new techniques will have to be designed due to the ethical considerations related to
power access, which could present an interesting research opportunity.

Considering FDI, existing solutions are themselves vulnerable to additional threats,
such as algorithm divergence. Efforts should be made to design FDIA countermeasures
that are robust to such attacks.

SPOF is a critical structural threat and should be avoided with great effort, both to
protect data as well as the availability of a vital utility. Improving this factor will require
researchers to find ways around operations that have traditionally relied on centralized
computation or trusted entities. This might include designing new power management
protocols that are tailored to the distributed nature of TE, or discovering algorithms to
decentralize existing operations (as was done with OPF [37]), both of which present exciting
research opportunities.

Energy usage data is often ignored as a privacy element within the TE literature. How-
ever, we found it to be one of the most dangerous potential data leaks and feel that more
robust solutions need to be crafted. Data anonymization techniques are insufficient due to
the network topology; as such, future research should focus on methods of obfuscating or
encrypting the data while maintaining its usefulness to relevant parties. This could be via
improved aggregation techniques, which we discuss in Section 3.6.3, noising methods that
preserve statistical qualities of the data, or some novel technique that suits the limited
computing power and sensitive nature of the domain.

Finally, privacy research is found to be lacking overall in the TE literature. Additionally,
many solutions that address privacy ignore practical outcomes of total anonymity and
introduce their own problems with security and trust. Balance must be sought between
anonymity and trust in order to establish a legitimate and fair market. Future work should
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focus on creating systems within TE markets that maximize consumer privacy without
sacrificing traceability, an ideal that has not yet been met in our view.
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Chapter 4

Energy Usage Data Privacy (CHEA)

The transactive energy market is an emerging development in energy economics built on
advanced metering infrastructure. Data generated in this context is often required for mar-
ket operations, while also being privacy sensitive. This dual concern has necessitated the
development of various methods of obfuscation in order to maintain privacy while still fa-
cilitating operations. While data aggregation is a common approach in this context, many
of the existing aggregation methods rely on additional network components or lack flexi-
bility. In this paper, we introduce Cyclic Homomorphic Encryption Aggregation (CHEA),
a secure aggregation protocol that eliminates the need for additional network components
or complicated key distribution schemes, while providing additional capabilities compared
to similar protocols. We validate our scheme with formal security analysis as well as a
software simulation of a transactive energy network running the scheme. Results indicate
that CHEA performs well in comparison to similar works, with minimal communication
overhead. Additionally, CHEA retains all standard security properties held by other ag-
gregation schemes, while improving flexibility and reducing infrastructural requirements.
Our scheme operates on similar assumptions as other works, but current smart metering
hardware lags in terms of processing power, making the scheme infeasible on the current
generation of hardware. However, these capabilities should quickly advance to an accom-
modating state. With this in mind, and given the results, we believe CHEA is a strong
candidate for aggregating transactive energy data.
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4.1 Introduction

Advanced metering infrastructures (AMI) have enabled new functionalities in the power
delivery sector. Smart meters enable frequent collection of detailed energy profile data from
the homes of consumers [39]. Additionally, smart energy grids facilitate the transmission,
storage, and analytic computations on consumers’ energy profile data by means of Informa-
tion and Communication Technology (ICT) networks that inter-operate with energy grids.
Novel developments of intelligent demand response by means of smart thermostats, smart
plugs, smart lighting, and smart appliances, and optimal power flow algorithms, Al-based
electric and thermal/cooling loads predictions are examples of technological progresses in
the smart energy grid sector [16]. These progressions will enable greater energy economic
efficiency through models such as transactive energy (TE) markets, further enabling high
frequency peer-to-peer energy trading between prosumers (consumers who also produce
energy) and power utilities [10]. These models will also contribute to greater energy effi-
ciency, due to shorter electrical transmission distances as well as improved load balancing,
demand response, and Al-assisted predictions.

Although a standardized transactive energy market (TEM) platform has yet to arise,
innovative research works and proposals of TEM platforms are being published regularly,
as recently surveyed by Garcia et al. [11]. These platforms often employ blockchain technol-
ogy to secure private information such as consumer trading history, identifying information,
and account balances, among others [1]. However, an often-overlooked privacy concern is
that of energy usage data. Usage data is regularly required for critical operations such as
automated demand response, power flow optimization, and billing. While it is not inher-
ently identifying, many researchers believe it should fall under the category of protected
private information [28|. This is due to the fact that this data can facilitate many mali-
cious attacks on consumers, including profiling, trading pattern recognition, and malicious
trading [35].

Because energy usage data is required for many critical functions, it cannot be obfus-
cated entirely, and instead must be accessible in some form to the distribution systems
operator (DSO). Proposals for adapting this information have included adding noise to the
data, performing algebraic transformations that preserve large scale statistical properties,

and using battery banks to disguise a household’s true energy needs |3, 17, 10]. However,
the approach we believe to be the most effective is aggregation [21]. Data aggregation is
successfully used in many other industries, including in healthcare [6]. It has the bene-

fit of not changing the data (like noising and algebraic transformation would), as well as
not requiring additional equipment to be installed at the household (like battery-based
techniques would).
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Many protocols have been proposed to facilitate data aggregation in smart grids. How-
ever, as will be seen in the related work, these protocols suffer from drawbacks in terms of
hardware requirements and/or flexibility. Additionally, these protocols were not designed
with transactive energy in mind.

Our proposed protocol, named Cyclic Homomorphic Encryption Aggregation (CHEA)
was designed from the ground up to be integrated into a transactive energy market envi-
ronment. It is designed to be both flexible and distributed, which are features that make
it a natural complement to blockchain-based TEM models.

In this paper, we outline the design of the CHEA protocol, investigate its strengths and
weaknesses from a security standpoint, examine the simulation results of the protocol, and
compare its performance with other energy data aggregation schemes.

The key contributions of CHEA, introduced in this paper, include:

1.

Network infrastructure: while blockchain-enabled TE networks and smart grids often
have auxiliary nodes such as fog nodes (FNs) or edge nodes, CHEA does not rely
on them. This enables networks that do not have auxiliary nodes to use our scheme
without installing additional hardware. Networks that already have such nodes will
still benefit, as these nodes will have more resources available to them to perform
other tasks (e.g., blockchain validation) than if they were involved with aggregation.

. Key distribution: many proposed aggregation techniques in this space rely on com-

plicated cryptographic key distribution schemes in order to function. This is because
data in this context must be aggregated regularly, requiring synchronization between
data generating, requesting, and aggregating parties. In contrast, other cases — such
as medical data — might only need to be aggregated once for a study. Our scheme
sidesteps the issue by performing the aggregation process entirely locally to the group
of data owners.

Single points of failure: trusted authorities (TA) and FNs can be single points of
failure from both a security and operational standpoint. If a FN goes offline, then
its region of smart meters will no longer be able to report to the DSO. If a TA
goes offline then the entire network will not be able to report data. If either are
compromised then an adversary would be able to acquire individual readings from
consumers, enabling attacks discussed in Section 4.2. Our scheme does not rely on
either of these mechanisms.

Scalability: it is noted by Ming et al. [29] and others that the resources of TAs could
become overwhelmed if the area covered by a DSO became too large. Since key
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generation happens locally in CHEA| this concern does not exist. Additionally, as a
neighbourhood grows, new aggregating nodes would need to be installed to support
additional meters (in schemes that require them). Our scheme is not subject to this
scaling factor. The distributed nature of the protocol means that scaling is limited
only by the communication capacity of the DSO.

5. Decentralization: as discussed in [38]| the trend in TEM development is towards
decentralized applications. A decentralized solution for data aggregation supports
this trend and confers the same benefits seen by turning other power management
mechanisms into distributed applications.

6. Flexibility: CHEA supports flexible group membership, group size (which corre-
sponds to aggregated data resolution), and locality, meaning that groups can be
sparse or dense. These variables allow the scheme to support diverse applications
that might have different data requirements.

7. Fault tolerance: on-the-fly group generation means that member smart meters are
guaranteed to be active, provided that they do not malfunction during the ~500ms
aggregation cycle.

This paper will be of interest to practitioners who are designing Transactive Energy
Markets (TEMs), smart meters, and smart grid (SG) infrastructure. It provides a novel
solution to a common problem in these domains, making it directly useful to SG and TEM
operators. Smart meter hardware designers should consider these solutions to inform the
technical specifications of the meters. In addition, researchers can use our results as a
comparison basis for novel schemes, or they may choose to build on our scheme or adapt
it for other application fields.

The rest of this paper is structured as follows. Section 4.2 presents the background and
motivation behind the design and implementation of an innovative cybersecurity protocol
for smart grids and transactive energy markets’ stakeholders. Section 4.3 outlines similar
research works in the field and discusses the various approaches to smart grid data aggre-
gation that have been considered. In Section 4.4, the CHEA protocol is described in detail.
In Section 4.5, a formal security analysis is performed to demonstrate the privacy-related
benefits of the proposed approach. In Section 4.6, the implemented CHEA protocol is
demonstrated in a simulated smart grid network environment. We also discuss the simu-
lation results, as well as how they compare to simulations of similar schemes. Section 3.8
discusses limitations of our experiments. Finally, in Section 4.8, we conclude the study
with a reflection on the results and suggestions for further research.
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4.2 Background and Motivation

Transactive energy markets (TEMs) are meant to represent autonomous distributed plat-
forms for trading energy and reserve among prosumers of energy (with numerous and
different types of distributed energy resources — DERs) and distribution system operators
(DSOs). Built on top of smart grid infrastructure, a TEM consists of software that fa-
cilitates the trading of energy directly between consumers, prosumers, and DSOs. This
capability has the potential to increase efficiency, lower costs, and reduce environmental
impacts |7, 27].

A typical TEM architecture consists of power consumers equipped with smart me-
ters (SMs), prosumers with distributed energy resources, battery energy storage systems
(BESS), electric vehicles (EVs), and a traditional power generation station [27, 30, 23].
Additionally, there will be some form of distributed system operator, sometimes referred
to as control center (CC) or cloud control center (CCC), who handles billing, data manage-
ment, demand response, demand prediction, and other critical maintenance and operational
tasks [22, 30].

There is no shortage of data generated within smart grids and transactive energy mar-
kets. While some of the mentioned data is personal, such as a user’s transaction history,
identity, or credit standing, other sources are more opaque.

CHEA is concerned with the privacy protection of energy usage data. This data is
required for many critical functions:

e physical operation of the power grid, for example, when performing state estimation;
e novel functionality offered by the smart grid, such as automated demand response;

e operating a transactive energy market, for billing, transaction verification, etc.

A recent literature review that examined privacy concerns in various transactive energy
market implementations found that, while steps were generally taken in TEM proposals to
protect identifying information, energy usage data is often mishandled [33].

Several studies, including those from McDaniel and McLaughlin [28] and from Lisovich
et al. [25], note that energy usage data should be considered private data, and that its
leakage can lead to a number of undesirable outcomes. These can include revealing ap-
pliance profiles in consumer households, spying, facilitating theft, and allowing hackers to
understand activity within the home [1, 25, 25].
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While proposed TE models have neglected this area of concern, smart grid research
has produced a number of novel methods for making such data available for important
functions, while maintaining user privacy [!]. Additionally, existing methods of aggregating
data have been adapted for smart grid environments.

Some proposed methods include:

o Algebraic Transformation |3|: Algebraic transformation refers to a family of mathe-
matical techniques that enable modifying a set of data so that the individual values
are altered, but results of certain computations remain consistent.

e Battery Filtering: Battery filtering is a method of disguising usage data proposed
by Kalogridis et al. [17]. This method suggests using a battery energy storage system
in the home (this could be an EV, a Tesla Powerwall, or another BESS product) as
a buffer between the home and the power grid. The BESS would be discharged to
meet the short term-term energy demands of the home and charged regularly from
the grid. The use of such an energy buffer has the effect of obfuscating the real-time
energy usage patterns in the home while maintaining power availability.

e Data Aggregation |21]: Commonly used in the medical sciences 0], data aggregation
is the process of summarizing data for analysis. Generally, this will consist of per-
forming a summation of each dimension or feature of the data before transmitting it
to the data receiver. This has the benefit of allowing analysis of real data without
compromising the privacy of individuals — since only the aggregate is analyzed, the
data receiver cannot tie any individual measurement to a specific person.

e Random Noise [10]: The introduction of random noise is a common method of pro-
viding access to data while preserving privacy and preventing statistical attacks.
This involves generating noise, or random datapoints, using a random function, such
as Perlin noise [21]. Noise can have different statistical properties, such as smooth
transitions between points. The generated noise is then used to modify the real mea-
sured values (for example, by adding the absolute value of the noise at a particular
point) enough to disguise them from attackers, but subtly enough that the result is
still useful to the party analyzing the data. In circumstances where approximations
suffice, this can be an appropriate solution.

Table 4.1 displays the attributes of the privacy-preserving data collection methods
discussed. MA1 is hardware independence; M A2 is preservation of exact measurements;
MAS3 is discrete values reporting; and MA4 is timely data reporting (for use in demand
response applications).

74



Our scheme (CHEA) performs data aggregation in order to preserve privacy. We find
this to be most appropriate for the TE environment for several reasons. Unlike introducing
random noise and algebraic transformation, aggregation allows the DSO to work with real
values. While some operations — such as demand response — might function adequately
given approximate values, others — for example, transaction verification — are not so for-
giving. Battery filtering is a compelling solution, but suffers from requiring prosumers to
own expensive hardware. User privacy should not be predicated on purchasing additional
equipment, and for this reason, a software solution is preferable. Of course, users with EVs
or BESSs can still employ battery filtering if they desire.

Homomorphic encryption (HE) is a mechanism commonly employed to facilitate privacy-
preserving data aggregation [14]|. HE refers to encryption in which mathematical operations
can be performed on the cyphertext, and the result will be equivalent to having encrypted
the result of the same operation performed on the plaintext. For example, assuming an
HE-based encryption function F() and the use of the sum operator (+) as the aggregation
function, then E(x) 4+ E(y) = E(z + y). Hence, the aggregated result can be decrypted
without knowing the nature of the individual operands.

While there are many aggregation schemes based on HE, simulation results (presented
later in Section 4.5) indicate that CHEA excels uniquely in a few key areas (on top of being
a “truer” distributed application), including privacy, collusion-resistance, and flexibility,
which make it a valuable contribution to the field.

4.3 Related Work

There is extensive literature on the topic of data privacy. Even if we restrict ourselves only
to a smart grid context, there exist many solutions, as hinted by Section 4.2. In this section,
we focus our analysis of similar works on privacy solutions that employ data aggregation,

Table 4.1: Comparison of privacy-preserving data collection methods

Method MA1 MA2 (ex- MA3 MA4
(HW) act) (discr.) (timely)

Algebraic Transformation yes no yes yes

Battery Filtering no no yes no

Data Aggregation yes yes no yes

Random Noise yes no yes yes
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and ideally those that are also based on homomorphic encryption. A search on Scopus (the
most comprehensive index for such literature) with the query privacy AND (“smart grid" OR
“transactive energy") AND "data aggregation" AND "homomorphic encryption" executed on
December 1, 2023, returned 100 journal and conference papers. The related work closest
to ours is discussed below.

There are many privacy-preserving aggregation schemes that rely on homomorphic en-
cryption |44, 45, 34, 9, 11, 16, 29]. Of those, a majority [15, 34, 9, 11] use the Paillier
cryptosystem |31, 32|, which we also chose to use when implementing CHEA due to its
relative computational efficiency. Other HE cryptosystems, such as Elliptic Curve ElGa-
mal |13, 20|, are occasionally used and some researchers compared the performance of
multiple cryptosystems [12].
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Figure 4.1: Typical architecture for an aggregation protocol employing fog nodes. (Figure
adapted from Khan et al. [19])

The vast majority of aggregation protocols [19, 35, 18, 8 29, 41, 46, 20] use a system
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in which smart meters connect to an intermediate node who aggregates the data before
sending it to the distributed system operator. This architecture is outlined in Figure 4.1.

There are several drawbacks to this architecture. One is that each aggregating node
represents a single point of failure, whose outage would prevent a large region of smart
meters (the ones aggregated by the failing node) from reporting data. Another is that col-
lusion between the DSO (who owns the HE private key) and an aggregating node is trivial
and hence may compromise many households. Finally, there are concerns of scalability
given the need to add physical nodes to support neighbourhood expansion.

Another common theme is the use of a trusted authority (TA) to generate and distribute
cryptographic keys. This can leave the system vulnerable to a number of attacks, including
man-in-the-middle, false data injection, and data deletion if the TA is compromised |14, 45,

|. Key distribution is a central problem for traditional schemes, such that it has become
its own area of research. For example, Cheng et al. [12] propose a key distribution scheme
that reduces communication overhead and improves security. One can thus conclude that
avoiding key distribution altogether would be a valuable proposition.

Some solutions do attempt to address these concerns. For example, the scheme by
Chen et al. [11] attempts to improve resilience and flexibility by enabling variable subsets
of meters, but still relies on a TA to generate and distribute keys.

Instead of relying on external fog nodes, several of the aggregation schemes use in-
network aggregation, or aggregation that happens on the smart meters as the data is sent
along. This means that intermediate meters will add their encrypted measurements to
those sent by previous meters, a strategy we also use in CHEA. In fact, one of the earliest
examples of a smart-grid aggregation scheme for data privacy used this technique. Li
et al. [21] describe a technique in which an aggregation “tree” is created to describe the
path the data will take. In their case they are employing in-network aggregation for the
sake of computation and communication efficiency, so the aggregation tree remains static
based on the network topology (as it would not make sense to send the data down a less
efficient path). Despite making use of this technique for a different purpose than CHEA,
it is encouraging to see that the assumption we make about smart meters being capable of
performing such aggregation is not unprecedented in the literature.

Table 4.2 presents the attributes of each of the relevant schemes.
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Table 4.2: Comparison of related schemes (SAl: fog node independence; SA2: multi-
dimensionality; SA3: collusion resistance; SA4: forward/backward secrecy; SA5: fault
tolerance; SA6: dynamic membership; SA7: dynamic/variable group size; SA8: trusted
third party/trusted authority independence)

Scheme SA1 SA2 SA3 SA4 SA5 SA6 SA7T SAS
Liu et al. [20] no yes  yes  yes  yes  yes no no
Song et al. [30] no no no yes no yes 1O  yes
Zuo et al. [17] no yes yes  no no no no  yes
Zhang and Liu [415] no  yes yes yes mno yes yes 1o
CHEA yes no yes yes yes  yes  yes yes

Another example which shows conceptual similarities to our protocol is the proposed
solution by Gomez Marmol et al. [15]. In their scheme, bilinear homomorphism is employed
because it allows the aggregate of the data to have a separate decryption key from the
components that make up the aggregate. This way, the meters can send their encrypted
data to the DSO directly (avoiding intermediate nodes), followed by an aggregate key,
and the DSO can only decrypt the data once it has summed the ciphertexts (with some
exceptions).

4.4 Scheme

CHEA is built around homomorphic encryption (HE), with algorithmic parameters de-
scribed in Table 4.3. Although a specific HE implementation is not required to employ
the protocol, for the purposes of implementation we have used the Paillier cryptosys-
tem [31, 32] due to its computational efficiency [12]. This last property is essential due
to the relatively weak processing power of AMI equipment. In general, the only require-
ment is that the cryptosystem is additively homomorphic and supports unlimited additions
(unless the group size parameter « is fixed at 3, in which case it only needs to support
2 additions — in general, the HE must support a,,., — 1 additions, where «,,,, is some
maximum acceptable value for «).

The parameters o and [ enable the DSO to dynamically adjust the level of aggrega-
tion as well as the precision of the aggregation regions. Zhang and Liu [15] note that
variable subset sizes enable improved data analysis by the DSO. The capacity to tar-
get different regions and/or degrees of aggregation allows the scheme to support multiple
privacy-preserving applications making use of aggregated data.
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Table 4.3: Nomenclature

N number of aggregation groups
G, n'" aggregation group
a  group size parameter (must be 3 or above)
B locality parameter
T total SM population
SM,; it" smart meter
S M]G" smart meter at position j in group G,
SMEr. — leader of group G, (= SM{™)
SM, currently selected smart meter
P, " selection pool
L; leadership status of i*" smart meter
M; measurement of SM jG"
A; aggregate at position j in group (note: Ay = M)
Pk public key of SMSn,
Vk private key of S le;der
E(X)PEk cyphertext of X encrypted using Pk
p,q large prime numbers

m, v, cryptographic intermediaries

4.4.1 Overview

CHEA works by dynamically splitting the region of SMs controlled by the DSO into distinct
sets, referred to as groups. Each of these groups is a set of SMs that will have their
data aggregated together. It is noted that different applications might require different
densities of aggregation, or more or less tightly localized aggregation. In order to support
these different applications, CHEA offers flexibility along these dimensions, expressed using
the parameters o and 3. « represents the number of SMs that will be in each group; a
higher number equates to larger groups and less precise information, and vice versa. (
controls the localization of aggregation; a high § value corresponds to a wide search region
when generating groups, meaning that meters within groups may be physically distant.
Conversely, a low g value corresponds to a tight search region, meaning that meters within
groups will be physically close (a necessity for some applications, such as demand response).

Once these parameters have been set, the DSO will generate a “plan” consisting of a set
of groups and cycles within those groups. An example of this can be seen in Figure 4.2.
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Figure 4.2: Sample CHEA plan construction at DSO is demonstrated with T" = 13, a =
4,8 =0.

Once the plan has been generated, the DSO sends a signal to each meter SM; to take
a measurement along with a packet specifying their position in the group and the ID or
address of the meter to which they will be sending data (Figure 4.3).
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Figure 4.3: CHEA protocol aggregation phase is demonstrated; the dotted line represents
an unknown number of intermediate nodes.

4.4.2 Formal Description

The aggregation process begins with the DSO initiating an aggregation request. The DSO
will select values for the parameters o and 3, which respectively determine the group size
(or data resolution) and locality. These parameters are set based on the application that
the aggregated data will be used for.

At this stage, the DSO must generate aggregation groups of smart meters from within
its population. It begins by sending a ping signal to all of the registered meters to ensure
that only active meters are added to the plan. These active meters are split into regions
of size 32 using Algorithm 4.1. These pools are then used to generate groups of size o
using Algorithm 4.2. While it cannot be guaranteed that a given pool will have a number
of meters divisible by «, the pools are constructed such that each subsequent pool will be
geographically close to the previous pool. This means that during Algorithm 4.2 the DSO

81



can simply iterate over the pools to find the next closest meter if needed. This guarantees
minimum deviation from the desired plan while maintaining computational efficiency.

Algorithm 4.1 Beta Pool Creation

Input: g > size of aggregation regions
Input: S = [SM,y, SMy, ..., SM,] > list of smart meters
Input: (Lat,in, Longm,), (Lat,e, Lonma:) > DSO region boundaries (latitude,
longitude)

Output: [F,..., Py > list of pools

Z-maav — LLatmaw/ﬁJ
Jmaz < | LONmaz/B]
for i = 0..4,,4, do
for j = 0..5,142 do
> ensures that IDs are assigned in a snake-like pattern, i.e., subsequent pools will
> also be physically close
if i%2 == 0 then
pool.id < i * Jmae + J
else
pool.id <= @ * jmaz + Jmaz — 7 — 1
end if
Initialize empty list Ppoor.id
Define P,o01.iq T€gION as:
((Latpin + B * 1, Longy, + B % j), (Latyi, + B * (i + 1), Long, + 8 (7 + 1))
Add all SM,, to P,se1.iq Where:
(Latyim + B x1) < SM,.Lat < (Laty, + [ * (i+ 1)) and
(Lonpin + B j) < SMy.Lon < (Lot + B * (j+ 1))
end for
end for

Each group that is generated can be stored as a list of tuples, one for each smart meter,
where the first half of the tuple is the SM identifier, and the second half of the tuple is the
identifier points to the next SM in the group. For example, group Gy would look like the
following circular list: [(SME°,SME), (SME0 SME?), ..., (SME°,,SME?)].

a—1»
Additionally, a list containing the identifiers of the SM leader for each group is stored:
[(Go,SME0,. ), oy (G, SMEN, )

leader leader

The DSO will now communicate this plan to the meters. Each meter receives a packet
containing:
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Algorithm 4.2 Dynamic Group Generation

Input: o
Input: T
Input: P = [Py, P, ..., Phax]
Output: [Gy,...,Gy]
N [(T/a)
j=0
for:=0..N —1do
Initialize empty list G;
while P; is empty do
1 =7+1
end while
Select random SM, from P;
Add SM, to G; as SMieader
Remove SM, from P,
Prev = SM,
if i < N —1 then size < a—1
else size+ T —1—1x«
end if
for j = 1..s1ze do
while P; is empty do
J=7J+1
end while
Select random SM, from P;
Add SMQ; to Gz as SMJ
Remove SM, from P;
Prev.next = SM,

Prev = SM,
end for
SM,.next = SMeqger
end for

> group size

> total population
> list of pools

> list of groups

> number of groups
> pool index

> find the earliest pool with ungrouped meters

> select the group leader
> SM, is the leader

> regular group size = «
> last group size > «

> add the other group members
> find the earliest pool with ungrouped meters

e The aggregation request.

e [ts leadership status.

e The identifier /address of the next meter in the group (i.e., the one it will be sending

data to).

83



Algorithm 4.3 is the algorithm used to generate public and private keys in the Paillier
homomorphic cryptosystem. This algorithm will be run by the SM;.qq of each group in
order to generate the public key, which will be sent to each meter in the group and used to
encrypt each reading, as well as the private key, which will be used to decrypt the resulting
aggregate before sending it to the DSO.

Algorithm 4.3 Paillier Key Generation (from Paillier [31])
Output: Pk > public key
Output: VEk > private key
Choose large primes p,¢ 3 ged(p X ¢, (p— 1) x (¢ —1)) =1 > greatest common divisor
m<pxgq

A+lem(p—1,g—1) > least common multiple
Choose integer g € Z , > sush that g is relatively prime to m?
= (m)mod(m) > modular multiplicative inverse
Pk < (m,g)
VE <+ (\p)

Once the groups have been generated and the DSO has communicated these plans to the
meters, aggregation can begin (see Algorithm 4.4). The full sequence of events, including
the plan distribution, can be observed in terms of message exchanges in Figure 4.4.

4.4.3 Initialization

The DSO first selects values for @ and 3 based on the application that data is being
aggregated for (e.g., demand response, state estimation, etc.). The parameter « indicates
the number of members in each aggregation group, and is thus inversely proportional to
aggregation resolution. The parameter 3, used in Algorithm 4.1, determines the maximum
physical distance between smart meters in the same group.

The DSO begins by generating N = T/« arbitrary groups of size a (except the last
group, which can be larger), which is a tunable parameter based on the immediate needs
of the DSO specified at the time of request. More specifically, Algorithm 4.2 generates
a number of groups equal to the floor of the population divided by the group size. We
ensure that groups contain at least three members each (as implied by the last comment
in Algorithm 4.2). This is because we do not want to risk having a group of size two or
one, which would remove the security benefit for those meters. In the case of one, it is
obvious that security cannot be attained via aggregation, and they would be relying purely
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Algorithm 4.4 Aggregation

Input Group G, [SMy..SM, 4] > group of size z > «

Output A, > aggregated value for G,

for j=0..2—1do > simultaneous
M; < SM JG " measurement > taking measurement

end for

141

SMleader < SMO
SMieaqer generates public key P, and private key V}, using Algorithm 4.3
S Mieager encrypt(My) as E(Ayp) > Ay = M, in this case
SMicadger = (SMieader-next) : [E(Ag), Pk] > send encrypted measure & key to next node
SM; < SMeqger-next
while SM; # SMeq4er do
SM; encrypt(M;) as E(M;)
SM; add(E(M;) + E(A;_1)) as E(A;)
SM; — (SM;.next) : [E(A;), P] > send encrypted aggregated value & key to next
SM; < SM;.next
14141
end while
SMleader deCI‘ypt(E(AZ,1>) as An
SMleader — DSO : An
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Figure 4.4: Execution cycle of the CHEA protocol with a group of n smart meters from a
population of T smart meters illustrated as a sequence diagram. SM;cqqer..S M, are part
of the group under focus but the others (SMr) are part of other groups.

on security of communication with the DSO, eliminating the benefit CHEA provides. In
the case of a group size of two, the leader of the group would be able to determine the other
meter’s consumption data by subtracting their own data after the aggregation is received
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and decrypted.

Instead, we guarantee sufficient group size using the method described; as a result, all
but one group are guaranteed to have size alpha, with the final group having a < size <
2xa—1.

In each of these groups, we identify one smart meter as the “leader”, who begins the
aggregation process, generates the required cryptographic keys, and reports the aggregated
result to the DSO . Although all the meters will take their measurement simultaneously,
the aggregation process necessarily takes place sequentially within each group.

4.4.4 Aggregation

The lead smart meter (SMg;der) will begin by generating a public and private key for
the HE cryptosystem (Algorithm 4.3). It will then use this public key to encrypt its own
measurement (Algorithm 4.4). The leader then sends its encrypted measurement along
with the public key it generated to the next smart meter in the group (each meter will
be sent the address of the next meter in the chain, the order of which is generated by the

DSO at the same time the group is generated).

The next meter in the chain then encrypts its own measurement using the public key
sent by the leader. By the property of additive homomorphism, it can add its encrypted
measurement to the one sent by the leader, resulting in a cyphertext that contains the
total usage by both the leader and the current meter.

As ais minimally 3 (to avoid privacy issues in small groups), the second meter sends the
public key and current aggregate to a third meter, who then encrypts their own data using
the private key and adds it to the current aggregate, creating a new encrypted aggregate
that contains the sum of all three meters’ usage. This goes on until the last meter of the
group sends the cyphertext to the leader.

4.4.5 Decryption

The lead smart meter will have received the cyphertext containing the aggregate of the
group’s usage data from the last meter in the group. At this point, the leader will decrypt
the usage data using the private key it generated at the beginning of the process. There is
then no way for the leader to discover the usage data of any of the previous meters. This
is because even if a leader maliciously decrypts the aggregate and subtracts its own usage
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data, the result will simply be the aggregate of the other o — 1 meters’ data, from which
no precise information can be gained.

This aggregate data can now be sent to the DSO (end of Algorithm 4.4). Because the
data is pre-aggregated, it can be sent in plaintext. However, the cost of encrypting with a
public key from the DSO is insignificant and likely worth the small security improvement.

Note also that the groups are created dynamically and randomly at each request from
the DSO to prevent statistical attacks that could be performed over multiple iterations.

4.4.6 Faults

Smart meters are sent a ping immediately prior to the generation of aggregation groups.
This ensures that they are online and active before they are added to a group for a particular
aggregation cycle (input S of Algorithm 4.2).

If groups are large enough («), this may not be a sufficient guarantee. In these cases,
some communication efficiency can be sacrificed by including the full plan in each inter-
mediate step, i.e., the full list of addresses in the group. Each meter in a given group
would wait for a response from the subsequent meter before discarding the aggregate. If
no response is received, they would defer transmission to the next address in the list.

4.5 Security Analysis

This section analyses how CHEA protects privacy under common attacks. This analysis
goes beyond the points related to security, privacy, and fault tolerance made in the previous
section.

4.5.1 Man-in-the-Middle Attack

A man-in-the-middle attack is a privacy attack where two parties are communicating and
a third party, the attacker, intercepts this communication. The attacker may then use the
intercepted information to facilitate burglary or blackmail, or may modify the information
before it reaches its intended recipient.

A smart grid with TE running CHEA has several distinct interception points:
(a) Communication from the DSO to the SMs;
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(b) Communication from the SMeqger to the next SM;
(¢) Communication from a non-leader SM to the next SM;

(d) Communication from the SMeqqer to the DSO.

In (a), the greatest risk would be altering the plan. The attacker may be able to
change the address for the meter SM jG” to send information to. This would not enable
false data injection (FDI), since they would need to intercept multiple transmissions in
order to change the plan coherently, however, it could disrupt the cycle path and cause an
aggregation failure for the group in question.

Communication from SMje.q4e- to the first intermediate meter in the group (b) poses a
slight risk because it is the only transmission that contains non-aggregated data. However,
it is encrypted using SMjcqqer’s public key, so they should be the only one capable of
decrypting it. If they were to collude, they would only be putting their own data at risk.

Communication between two intermediate meters (c) poses little risk, since the data
would be both encrypted and aggregated. Even in the unlikely scenario that the attacker
can decrypt the message, it will not expose any private information.

Considering the final transmission (d), there is no privacy risk to the users in the
aggregation region since the data has already been aggregated before this step occurs. The
greatest risk would be FDI, which is the main reason it should be protected using the
public key of the DSO before sending.

4.5.2 Collusion Resistance

CHEA is extremely collusion resistant. Because group membership is allocated on the
fly, it is impractical to form an adversarial coalition in advance. Additionally, an attacker
would need the aggregate total that is sent by the victim (which may not be sent to them,
depending on the plan), as well as the aggregate total that was sent to the victim. In the
best case scenario, where the group size is 3, this would require cooperation with one other
user. Where a > 3, it would require cooperation with two other users, and specifically
the two users interacting with the victim (which is determined by the flow of the plan).
Even if this contrivance was successfully achieved during one iteration, the plan would be
extremely unlikely to succeed in the next iteration as group assignments and data flow
would be reassigned.

Requirements (SM, is the victim):
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S Mienger colludes

SM,_;1 colludes

SM, 1 colludes

Attacker colludes or has (by chance) one of these three roles.

The probability of the DSO generating a plan that enables attackers to target a par-
ticular meter during a particular aggregation cycle is:

(%) * (T2 2)
(31)?

where N is the total smart meter population (or selection pool) and « is the group size
during that cycle. The value 3 comes from the three parties required to collude with the
attacker.

This expression can be simplified algebraically to:

1
6N3

This function shrinks extremely quickly, demonstrating that the probability of successful
collusion is negligible. With only 100 smart meters in a selection pool, the odds of success
are already exceeding low (1 in 6 million). In this case, even if aggregation was performed
every second (an improbably high rate), a plan enabling a collusion attack would only be
generated once every 70 days; this frequency is not useful for any class of cyberattack.

4.5.3 Quantum Attacks

Although our implementation and simulation employed the Paillier encryption scheme, the
core CHEA protocol is cryptosystem agnostic. Therefore, it would be trivial to implement
the protocol with a quantum resistant cryptosystem, such as lattice-based cryptography [4,

I
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4.6 Performance Analysis

4.6.1 Overview

We simulated the operations carried out by the smart meters and the DSO respectively
using two custom C programs that communicate using sockets, as they would in a real
networking application. Simulations were performed on a 2017 MacBook Pro with a Intel
Core i5 CPU at 3.1GHz and 8 GB RAM. The code is available online in a replication
package [37].

Each smart meter process simulates the operations carried out by a smart meter, as well
as containing a unique identity that comprises physical variables associated with the smart
meter being simulated to improve the accuracy of the simulation. The DSO application
acts as a server for the smart meters and generates and distributes the plan as described
in Section 4.4.

In addition to employing a realistic network implementation, we further enhanced the
simulation’s accuracy by employing current IEEE smart meter communication protocols
as outlined by Zaraket et al. [13] and Shanmukesh et al. [33].

4.6.2 Results

We compared the performance of our scheme against schemes by Liu et al. [20], Song et al.
[36], and Zuo et al. [17]. Table 4.4 summarizes the results in terms of net communication
overhead for each scheme. Table 4.5 summarizes the results of processing time impacts for
each phase of aggregation for each scheme. Processing time for competing schemes was
produced by simulating several tests of the most impactful operations on our hardware and
extrapolating the assessment method employed by Liu et al. [20].

Processing time for competing schemes was produced by simulating several tests of the
most impactful operations on our hardware and extrapolating the assessment method em-
ployed by Liu et al. [26]. The Stanford Pairing-Based Cryptography library was employed
to perform the tests, which were run on the aforementioned 2017 MacBook Pro. The
testing parameters were population = 30 and dimensionality = 10. CHEA was extended
theoretically to support multidimensionality to ensure a fair comparison with the other
schemes.

We found that our scheme has communication overhead comparable to the other schemes.
Specifically, our initialization phase and end phase are as good as or better than the schemes
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Table 4.4: Comparison of communication overhead

Scheme Initialization phase Aggregation phase To DSO

CHEA 1024 bits 2072 bits 1024 bits
Liu et al. [20] 3456 bits 2368 bits 2368 bits
Song et al. [30] 4192 bits 1056 bits 1024 bits
Zuo et al. [17] 1088 bits 1600 bits 1600 bits

Table 4.5: Comparison of performance (times averaged over 10 runs)

Scheme Initialization phase Aggregation phase Decryption phase

CHEA 125 ms 497 ms 29 ms
Liu et al. [20] 79 ms 340 ms 27 ms
Song et al. [30] 122 ms 1036 ms 34 ms
Zuo et al. [17] 119 ms 731 ms 1337 ms

compared. In the aggregation phase, our scheme has the second highest communication
overhead. This result was anticipated, as sending the public key (P;) along with the
intermediate aggregate (E(A;)) necessarily incurs additional communication cost.

With regards to processing time, we found that our scheme is comparable to the others
in the decryption phase, except for the much slower approach from Zuo et al. [17]. This
result is not surprising since there is no additional processing required. CHEA’s initial-
ization phase is the slowest of the group (but not by much); this can be attributed to
the extra processing required to generate the plan each round. In the aggregation phase,
CHEA is the second fastest. It is slower than Liu et al. [26]’s scheme because encryptions
must be performed sequentially (other schemes have a parallel reporting phase). However,
the structure of the scheme requires fewer cryptographic operations overall, resulting in
performance gains compared to the rest of the schemes. Additionally, scaling analyses in-
dicate that our scheme could see comparably superior performance as neighbourhood sizes
increase, as we note and explain in the next section.

Overall, our scheme incurs a slight communication disadvantage compared to some
similar schemes, as well as a slower initialization time. However, aggregation time is
competitive and scaling (discussed in Section 4.6.3) is improved. Additionally, CHEA
improves flexibility, fault tolerance, and security. For example, although Liu et al. [20]
remains the fastest scheme, it lacks the flexibility of CHEA’s dynamic group membership,
which offers versatile locality and aggregation resolution.
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4.6.3 Scaling
Registration

Since there is no centralized key distribution, the registration /initialization phase is essen-
tially of complexity O(1), incurring no extra time cost as the population of smart meters
grows. As we discuss in Section 4.1, local in-group key generation, the distributed nature
of the protocol, and avoidance of complex key distribution make our scheme significantly
more scalable than comparable protocols [30, 2].

Aggregation

As is the case with registration, the aggregation happens locally and concurrently within
each group, thus there is no time scaling associated with having larger neighbourhoods
(i.e., more groups). Larger groups (corresponding to a larger « value), on the other hand,
will incur an increased time penalty during this phase, since the aggregation is generated
sequentially withing a group.

Scaling tests were performed using the custom simulation, the results of which are
presented in Figure 4.5. The simulation used libhcs instead of PBC for HE, hence the faster
times relative to the earlier test. For these tests, 5 was set to zero (which is interpreted as
nearest neighbour instead of pooling) and the neighbourhood size was 10km?. Population
and « were varied as seen in the graph.

It can be seen that the results support the theoretical scaling properties, that is, in-
creasing the population has a limited effect on performance while increasing « has a small
but noticeable effect. Unfortunately, simulating all devices (and, in particular, DSO oper-
ations) on the same computer somewhat dampens the visibility of these effects, and future
tests should include a distributed hardware simulation to better isolate them.

4.7 Limitations

Due to the lack of available hardware for testing, the protocol was tested using a software
simulation of a smart grid environment. Ideally this would have been tested in a more
accurate setup using real, physical smart meters to demonstrate feasibility and gather
data for prospective users. However, given that most current-generation AMIs are not
capable of performing the necessary operations, it is difficult to test HE-based aggregation
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Figure 4.5: CHEA aggregation times for different neighbourhood populations. The sub-
linear increase can largely be explained by the computer being under greater load as it
simulates more smart meters.

schemes in practice at this time. As a result, related literature largely relies on software
simulations, as we did.

Another limitation lies in the assumptions made about capabilities of smart meters.
Although we did not make any unprecedented assumptions — that is, assumptions that
have not already been made in similar literature — we do presume smart meters to be
capable of certain tasks that are not currently among their commonly-found functionalities.
This may call into question the feasibility of this architecture as a real-world solution.
In discussions with industry experts, it was noted that manufacturers prefer to avoid
unnecessary upgrades to grid hardware, which may limit short-term adoption. However,
in spite of the current state of smart meter hardware, it seems reasonable to assume
that they will follow the trend of computational ability in virtually every other domain,
and that they will receive increased computing power at decreased costs as time goes on.
As this happens, it will become cost effective for utility companies to provide increased
processing capabilities to metering equipment in order to support more comprehensive
security measures, as this will increase consumer trust, provide marketing opportunities,
and reduce expensive breaches, all at limited cost. For these reasons, we believe security
research regarding the smart grid should not be limited to current hardware capabilities,
and continue the example set by other researchers with CHEA.
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4.8 Conclusion and Future Work

This paper introduced Cyclic Homomorphic Encryption Aggregation (CHEA) as a new
scheme for protecting privacy. We found CHEA to be effective at providing privacy-
protecting aggregation of energy usage data for distributed smart grid energy trading set-
tings, including TEMs. Formal analysis and software simulation confirm that the protocol
provides significant security benefits without sacrificing performance.

Although the scheme performs similarly to other smart grid aggregation schemes, cur-
rent smart meters are likely incapable of supporting the requisite cryptographic operations,
so real-world deployment will depend on hardware improvements in AMI.

The CHEA protocol presents a novel, distributed HE-based aggregation solution for TE
that could potentially be generalized to other environments with similar infrastructures,
e.g., environments consisting of networked devices that generate data to be consolidated,
and operate on distributed applications. One potential candidate may be smart electric
vehicles, which generate driving quality and accident data to inform insurance providers for
different demographics. Other metered utilities, such as water and gas, may also potentially
benefit from our solution, although extending the scheme to these areas may present novel
domain-specific challenges.

Some other potential areas for future research include:

e Improving upon CHEA by making it even more robust to communication or meter
failures during the aggregation phase. Future iterations could include plans that are
dynamically adjusted based on where communication drops off, but this will require
making the meters even more autonomous (thus increasing their computational load).

e Investigating different methods of group generation. It may be possible to forgo
the requirement of creating a plan centrally by the DSO if smart meters create the
plan dynamically in a more procedural manner, perhaps using cellular automata, for
example. While there is no guarantee that this would be more efficient, it could
be an interesting research topic and would at least confer the benefit of increasing
distribution, reducing reliance on centralized computing even further.

e Adding finer control to the locality parameter to enable the DSO to be more spe-
cific about how regions are divided. For example, it may want to consider network
topology, neighbourhoods, or other currently unsupported factors when requesting
an aggregate reading.
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e Looking into other applications of HE to grid management operations. This technol-
ogy may enable distributed applications for functionality such as state estimation,
transaction verification, or power flow optimization. Distributing these tasks could
present further privacy, security, and reliability benefits to TEM users and operators,
similar to those seen by CHEA.
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Chapter 5

Market Privacy (ILPTS)

The transactive energy market (TEM) is a recent development in energy economics used
for trading energy and ancillary services among power distribution companies (e.g., Distri-
bution System Operator — DSO) and prosumers of energy (e.g., virtual power plants and
microgrids). TEMs use advanced metering infrastructures and smart meters data for mar-
ket monitoring and periodical energy bill settlements. In such markets, energy prosumers
can also trade amongst themselves directly, as long as the DSO knows about those trans-
actions and checks their feasibility in terms of grid safety, reliability, and resiliency. This
raises a number of privacy concerns, as data must be shared among prosumers to facilitate
operations. To address these concerns, many solutions anonymize market participation to
prevent leakage of trading history or other personal information. However, this leads to
issues with potential abuse or malfunction. This paper proposes the Individually Link-
able Pseudonymous Trading Scheme (ILPTS), a new solution based on smart contracts
that enables an automated system to detect fraudulent or malfunctioning behaviour and
temporarily reveal the identity of the offending trader to the DSO for intervention. This
solution offers benefits over unethical alternatives such as disconnecting power.

5.1 Introduction

Advanced metering infrastructure (AMI) has led to progress in functionality in the power
delivery space [17]. Smart meters enable the collection of much more frequent and detailed
data from virtual power plants (VPPs), smart homes/buildings, and smart grid facilitates
for improved power delivery services and better analytics for distribution system plan-
ning and optimal operations [26]. Developments like transactive energy (TE), improved
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demand response and power flow optimization, consumption prediction profiling, and ma-
chine learning-supported surge prediction, are just a few examples of technological progress
and innovations in power systems [10]. These innovations will enable greater economic effi-
ciency through models like transactive energy, enabling high frequency peer-to-peer energy
trading. These models will also contribute to greater energy efficiency, due to improved
generation and load balancing, intelligent demand response programs, and Al-assisted pre-
dictions [7].

Blockchain technology has emerged as a de facto foundation for transactive energy
implementations due to its strong cryptographic security and resistance to false data in-
jection |24, 13, 12]. However, publishing electricity transactions on a public ledger poses
significant privacy risks to the energy prosumers, consumers, and distribution system op-

erators (DSO) [1, 18].

Current solutions make a tradeoff between privacy and regulation, either choosing to
enforce greater privacy measures at the expense of being able to regulate market activity [3],
or reducing prosumers’ privacy to facilitate improved regulatory ability.

This paper contributes a new privacy scheme named Individually Linkable Pseudony-
mous Trading (ILPTS), which aims to alleviate the need for this tradeoff. In the proposed
solution, prosumers are able to trade energy under fully anonymous pseudonyms, the true
identities of whom are not known to any party including the DSO itself. Meanwhile, a
recovery database is stored on a blockchain that enables re-association of a user’s true
identity with their pseudonym if they consistently fail transactions. This process requires
multiple parties to cooperate and can only be initiated by a self-governing smart contract,
thus no prosumer can be manually exposed.

The contributions of this paper are as follows:

e New functionality: previous systems had to decide between total anonymity and
capacity to respond to errors. By enabling total but revocable privacy, ILPTS enables
functionality not seen in other transactive energy market proposals. This would
enable a DSO to be more responsive to network errors and to provide novel services
such as in-home maintenance to users.

e Enhanced privacy: ILPTS would enhance the privacy of the basic blockchain-
based TEM model by providing anonymity to energy clients. When implemented
in a model that already provides this anonymity, ILPTS improves its functionality
while retaining the existing anonymity. When implemented in a model with partial
trust — i.e., anonymity in the public market but identities registered with the DSO —
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ILPTS improves privacy by hiding the user’s identity more comprehensively, creating
an effectively trustless system.

o Equity: ILPTS improves the fairness of TEM models by enabling repudiation and
mediation, obviating the need for coarse punitive measures such as disconnecting
power, and reducing false positives in fraud and malware detection.

e Improved security: while enabling the previously mentioned benefits, ILPTs’s
novel registration process is secure and fully distributed. Information is concealed
and encrypted at every stage. In addition, the deanonymization process can only be
initiated by the monitoring smart contract, greatly reducing the potential for abuse.

ILPTS will be useful to purveyors of smart grid technology as a proof-of-concept of the
privacy and security stature of this new paradigm. It will also be useful to TEM designers
to improve the equity, privacy, and legality of their distributed energy market systems.
Finally, ILPTS provides a novel technique to achieve goals that are seemingly at odds in
a secure, distributed, and validated manner, which will be of interest to researchers in the
fields of TE, cryptography, and distributed computing.

The paper is structured as follows. Section 5.2 examines the state of privacy solutions
in the field and works that motivated the development of this scheme. In Section 5.3, we
describe the technologies involved, the architecture of TEMs, and the fundamental problem
we seek to address. We describe the design goals of our solution in Section 5.4. Section 5.5
introduces our ILPTS solution, providing both a high-level overview as well as a formal
description. In Section 5.6 we evaluate the scheme’s adherence to the design goals, as well
as the security properties of the scheme and potential attacks that could be carried out.
Section 5.7 concludes the study by evaluating the success of the scheme in achieving its
design goals and discussing future research directions.

5.2 Related Work

Efforts to improve privacy in TEMs have focused on a few key areas, including: privacy-
preserving data aggregation, market privacy and anonymization, and privacy-preserving
billing mechanisms. These advancements are critical for prosumer’s safety and trust; adop-
tion of smart grids (SG) and TEM technology — which stand to present environmental and
economic benefits — will be limited by prosumers’ trust in their privacy being maintained
by such technology.
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Much privacy research in the TE field has originated in electric vehicle-specific re-
search [23, 2, 3, 16, 9, 15]. This is due to the unique position of electric vehicles (EVs)
in transactive energy and smart grid architecture. Their ability to move freely and the
identifying information they contain present novel challenges to TE and SG designers [9].
EVs can reveal different kinds of information to attackers compared to other advanced me-
tering infrastructure (AMI) which can be more damaging in some cases, such as facilitating
stalking [10].

Li et al. [15] propose a privacy-preserving double auction scheme that employs homo-
morphic encryption (HE), a cryptographic technique our scheme also uses. Another double
auction scheme is proposed by Li et al. [16], who note that their scheme achieves positive
results with social welfare — a key component of our scheme — and ensures locational pri-
vacy. Baza et al. [3] propose another EV-centric scheme that focuses on providing trading
that cannot be linked to the location of the user, while still handling the risks associ-
ated with anonymity. The authors extend this proposal for privacy-preserving trading in
charging station-to-vehicle trading to vehicle-to-vehicle trading in [2]. Sharma et al. [23]
acknowledge the importance of decentralization to avoid single point of failure and trust
concerns, and propose a decentralized scheme to facilitate EV energy trading with minimal
mediation.

Bergquist et al. [1] propose a solution meant to extend the existing PETra protocol
proposed by Laszka et al. [14] with additional communication security measures and trans-
actional anonymity. It is similar to our solution in the sense that it aims to enhance security
within an existing architecture.

This scheme is meant to enhance schemes like TRANSAX, a TEM architecture proposed
by Eisele et al. [8]. TRANSAX introduced the idea of employing coin mixing to support
market anonymity in a TEM. In their solution, users are anonymous within groups, which
are used to ensure maintenance of safety restrictions with regards to energy transmission.
Although TRANSAX provides the greatest anonymity among proposed TEM architectures
(to the best of our knowledge), it suffers from the fact that the anonymity is irreversible,
a guiding motivator for our solution.

5.3 Background and Motivation

This section provides important background information that motivates the need for de-
veloping a new solution such as ILPTS.
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5.3.1 Network Architecture

The network architecture is presumed to consist of:

e Distribution system operator (DSO): a centralized authority that authenticates users
and manages the distribution (or retail) energy market.

e Smart meters: users connect to the grid and distributed market via smart meters.
e Fog nodes: auxiliary network computing nodes with elevated status and trust.

e Blockchain: a distributed ledger on which transactions and other information will be
recorded.

e Smart contracts: scripts that execute on the blockchain and that may facilitate
additional functionality or public information transfer.

5.3.2 Blockchain Markets

Blockchain, or distributed ledger technology, is a distributed database of transactions whose
state is maintained by members of the blockchain network. Users on the network contribute
computing resources to verify the state of the blockchain and facilitate transactions between
members by way of cryptocurrency, the primary unit of value on the chain.

Blockchain technology offers several unique security benefits, including non-repudiation,
an immutable record of transactions, and extreme cryptographic resistance against false
data injection [19)].

Modern implementations, such as Ethereum, have introduced the notion of scripting,
employing the ledger as a state machine to facilitate distributed virtual computation [5].
The scripts that run on these blockchains are known as smart contracts.

Blockchain-based transactive energy markets are automated energy auctions where the
market clearing functionality is handled by smart contracts, the blockchain ledger is used
to maintain the record of energy exchange, and often an intermediary cryptocurrency token
is used to manage energy transactions.
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5.3.3 Reputation Mechanisms

An issue that arises with the use of highly anonymous distributed computing methods
to facilitate real-world auctions is that of malicious users and associated cyberattacks or
fraud.

In an earlier review [24], we discovered a common method for handling such concerns:
reputation mechanisms. In some markets, users would be associated with a reputation
value. An example of this mechanism, Q-Score, is introduced by Zaman and He [27]. This
Q-Score reputation value would be penalized for participating in failed transactions. This
provides a simple heuristic that identifies users who may be gaming the system in some way
— for example, by forcing their meter to repeatedly claim that energy was not delivered,
thus preventing an outbound transfer of funds.

Common methods of handling low-reputation users include access blocking [20] and
separate trading pools. The failed transaction metric illustrates the issue at hand regarding
punishment, since users may also experience failed transactions due to hardware error, or
other circumstances that are no fault of their own. Regardless of the reason, cutting off a
user’s access to energy is unethical due to the vitality of electricity in modern life [11].

5.3.4 Coin Mixing

Coin mixing is a protocol proposed by Ruffing et al. [21] intended to provide users on a
blockchain a heightened level of anonymity. Blockchain technology is regarded as anony-
mous because a users’ real identity (i.e., name, address, social security number, etc.) is not
associated with their account, unlike with a credit card or bank account. However, because
all transactions are public, if one’s identity is ever connected to a particular account, their
activity would be completely compromised.

A consideration for how to manage this might be to set up puppet accounts and trade
using their funds. Again, though, the public nature of the blockchain makes this ineffective;
it would be trivial to trace funds from the original, compromised account to its puppets.

Coin mixing aims to solve this problem by enabling a batch of users to untraceably
send coins to a batch of proxy addresses.

5.3.5 Problem Statement

The technologies described all seek to solve problems that arise when designing systems
to facilitate peer-to-peer energy trading, but their confluence creates novel problems that
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have not been encountered elsewhere.

Blockchain technology enables the creation of truly distributed markets, but necessarily
(by design) makes transaction information public. In an energy distribution setting, this
can lead to dangerous attacks on user privacy.

One solution to this problem is to disconnect users’ real identities from their trading
accounts, as is proposed by Eisele et al. [3] in their TRANSAX protocol. This has the
benefit of foiling privacy attacks based on trading or energy usage patterns, but introduces
safety, fraud, and repudiation concerns.

Reputation mechanisms such as those described above constitute a blunt instrument
that can be used to identify users who are repeatedly participating in failed transactions,
as either buyer or seller of energy. This can be the result of fraud but, notably, can also
occur as a result of equipment malfunction or user error.

Reputation mechanisms only detect misuse; they do not address it. Most proposed
schemes employ these mechanisms by either: disconnecting users whose reputation falls
below a certain threshold, or placing such users in a lower priority auction pool. These
options are not acceptable for a vital utility such as electricity [11].

5.4 Design Requirements

This section introduces important requirements that must be met by a privacy-preserving
scheme for transactive energy markets.

1. Trustless: The system architecture supporting the scheme shall not rely on any
participant being 100% honest.

2. Distributed: The scheme shall rely on as few central authorities as possible in order
to function.

3. Individual Identification: The scheme shall allow an individual to be identified
from their pseudonym; not just a batch of users.

4. Total Anonymity: When trading, users shall be anonymous to all parties, including
the DSO.

5. Restorable Privacy: After a user has been identified, they shall be able to resume
trading under a new pseudonym with total anonymity.
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6. Automated: The process of registering, validating, deanonymizing, and reanonymiz-
ing users shall be automated and require no manual intervention.

7. Snoop-Resistant: A curious party shall be prevented from revealing the true iden-
tity of a particular pseudonym, regardless of their level of privilege in the system. This
shall be true at every stage of the process, including registration and deanonymiza-
tion.

5.5 ILPTS Scheme

The purpose of our ILPTS scheme is to enable users to maintain anonymity on the TEM
blockchain from all parties (including the DSO and other users) while still being able to be
identified in edge cases. Additionally, it is important that this anonymity can be restored
after they have been identified so that they may resume trading safely and privately.

5.5.1 Overview

Transactive energy market applications run using smart contracts to enable functions like
trading, automatic auctions, market clearing, and transaction verification, among others.

Total anonymity in this case refers to the market participant being anonymous from
all parties, including trading partners, other market participants, and the market operator
(or DSO). This distinction is important because it is trivial to make a user anonymous to
market participants while being visible to the market operator, but this sacrifices privacy.
Similarly, making a user anonymous to all parties is possible at the expense of governance.
Our ILPTS scheme seeks to achieve both goals.

First, anonymity is achieved using an existing cryptographic protocol known as coin
mizing [21]. This process enables a batch of users on a blockchain to transfer their funds
into new accounts that are not associated in any way with their original accounts. The
process, which will be described in greater detail in the following sections, is impenetrable
even to the batch of users involved in the mix. In the context of a TEM, batches of market
participants associated with particular smart meters can transfer their funds (in whatever
form they may appear) into anonymous accounts that can trade on the market with no
association — digital or physical — to the original identity, account, or meter.

This creates a problem in situations where identification may be desirable. To amend
this, a secondary blockchain (or separate storage on the main chain) is employed to store
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recovery information. Since information on the chain is public, it is mandatory that this
recovery information be protected. Fog nodes are employed to encrypt and, when nec-
essary, decrypt this recovery information. However, if the recovery information consisted
of an encrypted ID and pseudonym pair, then an individual fog node would be able to
deanonymize users. This reduces the privacy benefit that is being aimed to achieve.

To combat this, the real identity of the users is split using another existing protocol,
Shamir’s secret sharing scheme [22|, which allows information to be split in a secure but
recoverable way, where a threshold number of parts are required to reconstruct the original
information.

The users’ real identities are split into n parts, each of which are then encrypted — by
the user — using a different fog node’s public key for each part.

The user then sends a tuple containing each of these encrypted parts along with their
pseudonym to the smart contract, which activates the pseudonym and stores the parts and
pseudonym on the recovery blockchain. This way, no individual fog node can deanonymize
the user. However, if deanonymization becomes necessary, the smart contract can make a
request to the fog nodes to decrypt their parts and send them to the DSO. Fog nodes are
semi-trusted, as in not trusted to not snoop, but trusted to cooperate (send the correct
information) lest they lose their privileged status.

This description is somewhat simplified. In reality, a batch of users must send their 1D
parts and pseudonyms together; otherwise it is trivial to see who sent which pseudonym
to be activated. To facilitate this, a batch of users creates their ID part, pseudonym
tuples. They then shuffle these among themselves using cryptographic shuffling [6|, which
enables them to create a master list of tuples where ID parts are correctly associated
with pseudonyms, but no member of the batch knows which other member of the batch
corresponds to which pseudonym.

It is this master list that is sent to the smart contract, who then sends each tuple to
the recovery blockchain. However, before doing so, it performs a validation step. This
step is to check that the ID parts being sent are indeed correlated with the real IDs of the
users in the batch. It does so by homomorphically adding the ID parts associated with
each fog node, then requesting these sums be decrypted by the fog nodes. These sums of
parts can then be used to reconstruct the purported sum of the IDs using Shamir’s secret
sharing scheme. If this reconstructed sum matches the sum of the IDs in the batch of users,
then validation is considered successful. At this point, the smart contract will activate the
pseudonyms of all members of the batch and transmit their recovery data to the recovery
blockchain and the registration process is complete.
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This is a full description of onboarding. All data transmission happens on-chain via
smart contract to support transparency and verifiability.

1 E(ID;Py, Pko)

Fog Nodes
Recovery /\‘ FN,
P Blockchain s =
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| PID :
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i DSO
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I
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Smart Contract

Figure 5.1: Deanonymization of a user under the ILPTS scheme.

The deanonymization process is demonstrated schematically in Figure 5.1 as well.
A smart contract monitors the reputation of all market participants (who are all using
pseudonyms). If the reputation of a pseudonymous market participant falls below a thresh-
old, the contract locates the pseudonym (I) and associated ID partitions in the recovery
blockchain. It then sends a signal (2) to each fog node containing the pseudonym. The fog
node requests its ID partition (3), decrypts it and sends it to the DSO (4), which can then
use the decrypted ID partitions to reconstruct the pseudonymous user’s real identity.

From here, the DSO can investigate the cause of the user’s reputation decline, which
may be user error, hardware failure, or intentional hacking. It can then take appropriate
actions. After a predetermined duration, the user can re-register on the market with a new
pseudonym, recovering the ability to trade anonymously (until and unless their reputation
declines again).
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5.5.2 Formal Description

Here we will describe the processes and algorithms in ILPTS formally for supporting im-

plementations.

Table 5.1: Nomenclature

ID; real ID of i*" user
ID;p; part jof ID;
FN; i fog node
Pk; Pk of fog node F'N;
Pk Pk of i" user ID;
PK?® list of Pks in batch B
PID; pseudonym of user ID;
@ homomorphic addition
SC'  smart contract
E(X, Pk) cyphertext of X encrypted using Pk
ng divisions of data
n  max FN ID when registering (ng — 1)
ko threshold to reconstruct data
k max FN ID when deanonymizing (ko — 1)
B batch of users registering
Ny number of users in batch
N max user ID when registering (Ny — 1)
X—=Y: W Xsends WtoY
X <+Y:Z X receives Z from Y
w; registration data of i*" user
Q) list containing registration data
), state of list © at i*" user
Shuffle(Y) randomize order of elements in list Y
Partition(X) use [22] to generate v = [Xpy, ..., X pp]

5.5.2.1 Initialization

The initialization process is as follows:
1. A batch of Ny users with identifiers I Dy through I Dy join.
2. A subset of ng fog nodes is requested, denoted F'Ny through F'N,,.

112



5.5.2.2 Key Exchange

The key exchange process is as follows:

1. Fog nodes F'Ny through F'N,, generate public keys Pky through Pk, respectively.
2. Each fog node F'N; sends its public key PFk; to the smart contract SC'.

3. The smart contract SC sends all ny public keys Pky — Pk, to each of the users
IDy — ID,.

5.5.2.3 Registration

To begin the registration phase, users I D; € B split their IDs and encrypt each part with
a corresponding fog node’s Pk. The user’s pseudonym PID; is appended to this list of
encrypted parts. These tuples are then shuffled among the users so that no one user in
the batch knows which ID parts are associated with which real ID (which would break
security). The tuples are ultimately sent to the smart contract.

The registration process is detailed in Algorithm 5.1.
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Algorithm 5.1 Registration

Input: ng > number of FNs and ID parts
Input: B = [IDgy..IDy] > batch of user IDs
Output: Q = [wy..wy] > list of recovery tuples
for each ID; € B do > IDs in batch
w; := Partition(ID;) = [ID;po, ..., I D;py| > list of ID parts
for each ID;p; € w; do > ID parts in list
end for > replace ID parts with encrypted ID parts
w; := append(w;, P1D;) > append pseudo ID
ID;: generate Pk}, Vk} > user keys
ID; — B: Pk} > broadcast Pk to batch B

ID; + B: PK® > Pk¥,, ..., Pk, > retrieve all previously generated Pk" from
batch B

for each Pk} € PK B do > Pks currently available in batch
w; = B(w;, Pk}) > sequentially encrypt w; with each Pk* € PK®
end for
ID; < B: Q4 > I D; will wait until 7D, makes this available
for each E(wj, Pk}') € Q;41 do > encrypted lists in batch list
decrypt(E(w;, Pk}')) — w; using V&
Qi1 [E(wj, PEY)] = w; > replace encrypted list with list
end for
Q= Qi1
Q;.append(w;) > append current user tuple to batch list
Shuffle(€;)
I1D; — B: Q) > send updated batch list to batch
end for

5.5.2.4 Validation

The validation phase must ensure that the encrypted data being sent does indeed contain
the real IDs of the users without revealing that data. To initiate this process, the contract
homomorphically sums the parts of each tuple corresponding to each fog node and sends
each of these sums to its respective fog node. Each fog node decrypts its sum and sends
this back to the smart contract. The smart contract then reverses the splitting process
and reconstructs a number. This number is checked for equality against the sum of the
real IDs of all of the users in the batch. If the equality check succeeds, the information is
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considered accurate and the pseudonyms can be activated.

The validation process is detailed in Algorithm 5.2.

Algorithm 5.2 Validation

Input: ng > number of FNs and ID parts
Input: > batch list of tuples
Output: € > validated batch list of tuples
Initialize: A = [\ = E(0, Pky), ..., A\, = E(0, Pk,)] > homomorphically encrypted 0s
for each \; € A do > one for each FN
for each w; € 2 do > user tuples in batch list
A;j = @&\, E(ID;pj, Pkj)) > homomorphically sum ID parts encrypted by F'N;
end for
N =>r o E(ID;p;, Pk;) > sums of ID parts encrypted by each FN
SC — FNj: A > send each FN their sum
FNj: decrypt(A;) = > iy ID;p;
FN; — SC: Y ID;p; > send decrypted sum to SC
AN =300 ID;p; > replace encrypted sums with sums
end for
¢ < Partition ' (A) > reconstruct sum of IDs by reversing secret scheme [22]
if =5%"",ID; then > if reconstructed sum equals sum of known IDs
Validation Successful
else
Validation Failed
end if

5.5.2.5 Finalization

Once validation is successful, the identity recovery data will be sent onto the recovery
blockchain for storage and retrieval. The pseudonyms of the users in the batch will be
activated on the market blockchain.

Storage of recovery data: SC — BC': ()
Activation of pseudonymous users: Activate(PIDy, ..., PIDy)
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5.5.2.6 Full Sequence Diagrams

Figure 5.2 shows, using a sequence diagram, the process of deanonymizing a user when
their reputation falls below the threshold. While Figure 5.1 illustrates the operation well
conceptually, Figure 5.2 better visualizes the flow of information between participants.
Figure 5.3 shows the secure registration process involving the users in the registration
batch, the verifying fog nodes, and the smart contract coordinating the process. Included
in this as well is the validation process that ensures users are submitting their real 1Ds for
recovery in the future.
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Figure 5.2: Full sequence diagram of the deanonymization phase.
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5.6 Discussion and Analysis

This section first assess how well the requirements from Section 5.4 are met by ILTPS, and
then reports on an informal security analysis of this proposed scheme.

5.6.1 Design Evaluation against Requirements

1.

Trustless: The system successfully achieves a nearly trustless architecture. Registra-
tion and deanonymization are both automated and distributed, meaning no central
authority or trusted third party is required. The only trust involved is that the fog
nodes will correctly decrypt and forward the appropriate information to the DSO dur-
ing deanonymization, but they are incentivized to do so as we discuss in Section 5.6.2.
Fog nodes could theoretically collude to deanonymize individual users, but due to
the properties of the secret sharing scheme employed such an attack would require &
or more malicious nodes [22].

Decentralized: The registration process requires a blockchain, which is decentral-
ized by nature, smart contracts, and fog nodes — no central authority. From this
perspective, the scheme succeeds at this design goal. The fog nodes are semi-trusted;
however, only a subset are required and they are interchangeable to a point. The
monitoring and deanonymization processes are handled entirely by a smart contract
and fog nodes. The information is of course transmitted to the DSO, but the process
of deanonymizing the user for them is entirely automated and distributed. Moreover,
the information sent to the DSO is not pre-reconstructed, making it less vulnerable
to attacks (which we discuss in Section 5.6.2).

. Individual Identification: ILTPS successfully allows users to sign up in batch,

with validation that does not compromise the anonymity of their pseudonym, while
still enabling individual identification when necessary.

Total Anonymity: Total anonymity is achieved since the true identities of the
pseudonyms are split into many pieces which are each encrypted by different fog
nodes. This property is important because previous schemes have had to decide
between sacrificing a level of anonymity (by registering with the DSO) or traceability
(having no mechanism to identify a pseudonym).

. Restorable Privacy: A user can be reanonymized by simply undergoing the regis-

tration process again. If no new users are being added, a subset of existing users can
be re-registered automatically to facilitate the batch registration process.
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6. Automated: All information exchange and validation are handled automatically
by an on-chain smart contract, fulfilling this design goal. Additionally, reputation
monitoring and requests to fog nodes to deanonymize a target user are also handled
automatically by a smart contract.

7. Snoop-Resistant: This design goal is achieved because the deanonymization process
is initiated by the smart contract. The contract is written in such a way that manually
initiating this process is not possible; it only occurs when a user’s reputation is
detected to have fallen below a certain threshold.

Overall, ILPTS achieves the primary objective of providing total anonymity while main-
taining safety. The system successfully enables total anonymity while simultaneously re-
taining a link to the pseudonymous user’s original identity. Users in markets employing
this scheme will have their identities protected from all parties, including the DSO. The
lack of centralized storage of links means that there is no single target for attackers, nor
an internal leakage threat. Using a smart contract to monitor reputations and activate the
deanonymization policy prevents the policy from creating a potential attack surface; as long
as the blockchain remains secure (a reasonable assumption) the policy will be protected.

5.6.2 Security Analysis

This section evaluates how ILPTS handles certain attacks and security properties, as well as
discusses attacks methods that may be unique to the scheme. Additionally, it evaluates how
the scheme performs when used in combination with other cybersecurity solutions designed
for TEMs. Finally, this section considers the security properties associated with theoretical
modifications to the schemes, and whether these may serve as overall improvements that
could warrant future research and development.

5.6.2.1 Trust

It can be seen that our ILPTS scheme successfully pulls off private and regulatable market
activities with validation, all without trusted parties.

Fog nodes are not trusted not to snoop (hence the splitting of IDs), but are trusted to
send information when requested. While this is a form of trust, it is reasonable given:

e Failure to oblige will cost their privileged status in the network, creating an implicit
incentive to comply.
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e Only £ of n fog nodes need to comply (and not fault) in order for deanonymization
to be successfully performed, meaning that some number of nodes could, in fact,
maliciously not comply without affecting the integrity of the scheme. This ratio can
be set arbitrarily by the DSO to their desired security level.

While fog nodes do have privileged status in the scheme, they do not need to be fully
trusted nor do they all need to be trustworthy even simply with compliance. In addition,
as stated, while there is no incentive for them not to snoop, doing so would not reveal any
information.

5.6.2.2 Reputation Attack

In a reputation attack, a user could potentially configure their smart meter settings to
ensure trading is done with a particular prosumer, and then cause those transactions to
fail consistently leading to a decline in reputation for the victim. Luckily, in our system
the consequences of such an action is significantly reduced, since it would only cause an
investigation rather than a wholesale ban from the market. As can be seen in Section 5.5,
the anonymity of the user can easily be restored by re-registering with a new batch. Newly
acquired anonymity is not damaged by past activation of the protocol; it is totally restored
to its original state and even an individual at the DSO would not be able to trace a user
between market identities.

5.6.2.3 Man-in-the-Middle Attack

There are several locations at which communication could be intercepted during each phase
of the scheme. These include:

A SM — SC during registration
B SC — FN during registration
C FN — BC during registration
D BC — F'N during deanonymization

E FFN — DSO during deanonymization
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Concerning locations A through D, there is little risk even if communication is in-
tercepted. This is due to the fact that all information at these stages is both split and
encrypted with multiple different keys, making the information inaccessible unless k fog
nodes were to collude.

The greatest risk lies in location E; when the fog nodes send the /D parts to the DSO.
This can be mitigated by encrypting the information with a public key from the DSO, but
this is less secure than the multiple stages of encryption during the registration process.
A positive confounding factor is that this does require multiple points of interception
(specifically between k fog nodes and the DSO).

An inside job at the DSO is not a risk since the DSO cannot manually initiate the
deanonymization protocol for an arbitrary user.

5.6.2.4 Synergies

ILPTS can be used independently to provide anonymity on the transaction ledger in a
safe, distributed, and ethical manner. However, it can also be used cohesively with other
security solutions designed for transactive energy markets.

For example, TRANSAX ||, which we discussed earlier, would benefit directly from
being used in conjunction with ILPTS. This combination would allow TRANSAX to con-
tinue offering its boundary safe anonymity, while mitigating the negative effects associated
with group-level identification.

Another example is a solution we previously developed called cyclic homomorphic en-
cryption aggregation (CHEA) [25]. CHEA contributes to the security provided by ILPTS
by protecting the dual of the information at risk on the transaction ledger: the energy
consumption data produced and sent by the smart meters themselves. This information
exfiltrated from either source can be cross referenced to identify a prosumer or used inde-
pendently to invade their privacy. Thus, the combined effect of these schemes is to enhance
this privacy from both directions.

Additionally, the unique properties of each scheme reinforce each other. For example,
CHEA is an aggregation scheme that does not require fog nodes. Limiting the role of
fog nodes in this way enhances overall security by reducing the trust requirements of each
node; in particular, CHEA combined with ILPTS involves fog nodes only in the protec-
tion of identity recovery information. ILPTS used with traditional aggregation schemes
would mean that fog nodes are involved in processing both channels of usage information,
increasing the risk of collusion or malicious behaviour.
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5.6.2.5 Potential Improvement

ILPTS was initially designed with the intention of employing fog nodes to provide compu-
tational and storage resources while maintaining a distributed environment to reduce trust
requirements and enhance reliability.

A goal throughout was to reduce the role of the fog nodes by structuring the scheme
such that most if not all of the data could be kept on the blockchain. This was to decrease
reliance on fog nodes, lower the chances of critical failure, and also to reduce the compu-
tational demands of the nodes. By the final stage of the ILPTS’ development the role of
the fog nodes, from a processing and storage standpoint, had become limited enough that
allowing the role to be handled by smart meters themselves became a consideration.

Replacing the fog nodes would require additional considerations beyond the scope of
this work, but the basic idea would be to require each smart meter to generate a set of
keys to be used when they are required to fulfill the fog node role in either of the policies.
Registration and deanonymization would look largely similar, with a separate subset of
smart meters replacing the fog nodes.

This concept confers benefits including increased reliability due to greater redundancy
(as there are more smart meters to pull from than fog nodes), reduced collusion potential,
and decreased infrastructural requirements. On the other hand, such a modification would
need to take into account the reduced computational capacity of smart meters, mechanisms
for ensuring a viable subset is available, fault tolerance, and the fact that smart meters
often may be busy with other tasks.

5.7 Conclusion and Future Work

Our market privacy solution (ILPTS) aims to provide privacy, safety, and security to
prosumers participating in a blockchain-based transactive energy market. These goals have
been achieved and enhance prosumer safety, regulatory compliance, and market adoption
of TE solutions.

A limitation of the work is that the scheme was not tested experimentally, either via im-
plementation or software simulation, so security results are based solely on formal analysis.
In particular, it was found by formal analysis that the ILPTS privacy solution successfully
creates an environment where the design specifications are met, namely:

e Users are totally anonymous to all parties;
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e This anonymity can be uncovered only by an autonomous system under specific
circumstances;

e Anonymity can be restored when required;

e The solution does not contain centralized vulnerabilities.

This solution improves equity and ability to regulate in a TE environment, reducing
the risk of fraud and the need for coarse punitive measures like priority pooling or discon-
nection.

Future work should include (ideally in situ) simulations of the solution and cyberattacks
that may be performed, to further verify the robustness of the scheme proposed. This
would necessitate creating a functional version of the scheme, with appropriate blockchain
environment, smart contract code, and client code, another future challenge. Finally,
exploration of a further decentralized scheme, as discussed in Section 5.6.2.5, could prove
an interesting research direction.
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Chapter 6

Discussion

This chapter discusses the results of the three papers (Chapters 3 to 5) along the four
thesis research questions (TRQ1-TRQ4) identified in the introduction, Section 1.2. We
also discuss some interesting features of the proposed schemes, as well as the limitations
of the studies. Finally, we discuss suggestions, requirements, and potential challenges
surrounding implementation of the schemes in real-world scenarios.

6.1 TRQ1

The first thesis research question asked: What privacy and security concerns exist in trans-
active enerqgy implementations that are not currently being adequately addressed? In order
to answer this, we first had to comb the literature on the topic for areas of concern, specific
attacks, and security flaws, as well as proposed and existing solutions to these threats.

We discovered 15 threat vectors (although we combined market and data privacy for
clarity) that can be summarized into 5 overarching security categories: cyberattacks,
trusted entities, infrastructure, privacy, and novel attack surfaces. Some threats fit into
multiple categories. In the following sections, we will describe each of these categories and
the threats they describe.

6.1.1 Cyberattacks

Threats in this category consist of existing cyberattacks that would be effective, or could
be extended to be effective, in the transactive energy environment. These include:
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False Data Injection (FDI)

FDI refers to maliciously reporting incorrect information to a system. In the context of
TE, this will generally require modifying or compromising a smart meter in order to cause
it to report incorrect or arbitrary information. This can be done with the intention of
fuzzing the grid by observing the effect of specific values, damaging physical infrastructure
by falsely reporting load, manipulating energy prices, or tampering with bid verification.

FDI existed as a concern in traditional power grids, so state estimation algorithms
have already been developed to minimize the impact of false or incorrect measurements.
For TE, the Electron Volt Exchange introduced Robust State Verification, a distributed
method of verifying measurements tailored for TE that builds off of past approaches [27].
Other solutions attempt to reduce the impact of FDI attacks after they occur, such as that
introduced by Onumanyi et al. [24].

Due to the existence of such solutions, we considered FDI to be relatively low prior-
ity. Although the solutions have some weaknesses, exploiting these requires an unrealistic
degree of effort and coordination relative to other threats.

Denial of Service

DOS, or in some cases distributed DOS (DDOS), attacks are cyberattacks that attempt
to overwhelm a network or server with traffic in order to make the network or application
unresponsive and thus inaccessible to legitimate users.

DOS attacks can be carried out with little sophistication, and can be performed by
unique means in a transactive energy market |34, 1]. They can result in damaging effects
such as causing bids to be discarded sporadically [1].

Despite their effectiveness and ease of execution, we did not classify DOS attacks as a
significant concern for TE researchers. Existing measures such as reputation mechanisms
easily detect and manage the patterns of behaviour associated with such an attack on the
market layer [35]. DOS attacks on infrastructure outside the application are beyond the
scope of TE designers.

51% Attack

The 51% attack is a type of attack on a blockchain in which an adversary takes control of
over half of the computing resources on a blockchain, enabling them to unilaterally alter
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on-chain data. Traditional global blockchains are simply too large for this to be a realistic
concern, so solutions are rare. However, in a TEM a blockchain would likely oversee a much
smaller area, such as a city or neighbourhood, making this threat more concerning. Some
models, such as that introduced by Zaman and He [35], present obstacles but, overall, we
consider this threat to be of concern to TE researchers.

6.1.2 Infrastructure & Points of Failure

These concerns represent problems with either: the foundation upon which a TEM sys-
tem is built, or pressure points within the system that have the potential to compromise
reliability or privacy.

Single Point of Failure

Single points of failure (SPOFs) were one of the most frequently mentioned security con-
cerns in the TEM literature. It is a general threat that can present in a variety of ways. A
single point of failure can affect information privacy, operations, and access. For example,
sensitive customer data all stored in a single location is a security point of failure that
threatens customer privacy if it is compromised. It also presents a point of failure for
access to said information if the server goes down for any reason, whether malicious or
incidental. Both are similarly true with communication that must always pass through a
particular node. On the other hand, points of failure can be entities like key generation
centers who are necessary for continued operations.

It makes sense that this concern would be brought up frequently, as points of failure
are a large part of what TEM and microgrids hope to address. By making energy access
less centralized, these models aim to reduce the impact of generator outages or failure to
meet demand. However, SPOF is not only mentioned in terms of cases where TE solves
it. Indeed, all TEM models we examined retained points of failure somewhere in their
architecture.

Solutions to SPOFs are particular to the process in which the SPOF arises. For example,
Zaman and He [35] introduce a method of authenticating new prosumers in a distributed
manner. The Electron Volt Exchange [27] introduce a decentralized state estimation algo-
rithm, solving a SPOF that exists in traditional grid management.

A complete solution to SPOF would involve a fully decentralized TEM, where no pro-
cesses rely on any single entity. Since such a model has not been proposed (and partial
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solutions, as described above, still leave gaps in coverage), we considered SPOF to be un-
solved. SPOFs are also a serious concern, as they can affect access to energy. It was for
these reasons that we determined SPOFs to be a high-priority threat.

Edge Nodes

Edge nodes (also called fog nodes) are auxiliary nodes in the TEM network. That is,
they are not direct participants in the market application. These nodes are often used to
facilitate additional functionality, as in the Electron Volt Exchange (EVE) [27] where they
may serve as regional aggregators.

Edge nodes pose an infrastructural risk by presenting a quasi-single point of failure.
Many schemes require some percentage of edge nodes to be active or in agreement to
maintain operations, hinging reliability on their uptime. Others, like the EVE mentioned
earlier, may employ edge nodes to service regions within a grid — meaning that an edge
node represents an SPOF for its particular region.

Communication

Network security underpins the security of a TEM. However, it is a research area that
intersects with TE research, rather than being a component of it [$]. As in other similar
cases, TEM designers are recommended to build around potentially insecure networks,
rather than concern themselves with network security itself.

Regulation & Standardization

Regulation of TE will be an important factor in its development. Governments are wary
of blockchain-based solutions (and cryptography in general) due to their difficulty to reg-
ulate [3]. However, regulation and standardization can also be important security consid-
erations. Regulations can be employed to ensure that Internet of Things (IoT) devices
meet certain security and interoperability standards [20]. Regulation can also help to de-
fine market operations and reconciliation practices, which would influence TE design [9].
Finally, a lack of standardization for DLT software best practices was found to be a source
of security weakness, leading to inconsistent experiences between scripts and applications.

While these topics are relevant, the development of such standards and regulations were
determined to be out-of-scope for TE designers, who should instead focus on mitigating
the effects of their absence.
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Smart Contracts

Smart contracts are a critical underpinning of most blockchain-based transactive energy
implementations. They facilitate complicated applications like price and preference match-
ing between prosumers, auction clearing, and registration, to name a few examples [2, 21].
These functions cannot be achieved with a pure blockchain; the additional scripting a smart
contract provides is necessary [19]. Unfortunately, popular implementations of smart con-
tracts were found to be insecure and have had negative effects in industries that have built
on them |13, 23].

Similar to regulation & standardization, improving smart contract security is outside of
the domain of TE design research. Instead, researchers should seek to limit smart contract
use where possible and ensure schemes are carefully designed around them.

6.1.3 Trusted Entities

Trusted entities are parties within a TEM architecture who have an elevated permission
level, handle sensitive information, or are otherwise necessarily trusted to act in a cooper-
ative, non-destructive, and non-invasive manner. They present an implicit security threat
because good faith is not a robust security solution; any of these trusted entities could
compromise the system should they become malicious.

Single Point of Failure

Single points of failure in a trust context arise whenever a single party is privy to or respon-
sible for the safe storage of some sensitive information. In these cases, either compromise
by an external adversary or a malicious insider can result in data leakage, loss of customer
privacy, or operational failure. These trust points of failure can often be identified in the
literature when a scheme or model refers to a trusted third party or trusted authority.

Edge Nodes

Edge nodes often serve as trusted entities where they are employed. In many cases edge
nodes are counted on not to collude to reconstruct sensitive information. Some researchers
note that they are also trusted to provide reliable responses to requests, and are often in
a unique position to inject false information — as is the case with aggregating nodes in the
scheme proposed by Saha et al. [28], for example.
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Authentication

Authentication of users almost always relies on a trusted authority. The DSO is an im-
plicitly trusted entity, but as we will demonstrate in TRQ2, even it can be treated as
adversarial.

6.1.4 Privacy

The threats in this section concern the concealment of private information and the risks,
especially to the consumer, that its leakage could bring forth.

Energy Usage Data

Patterns of energy usage are considered a significant privacy and safety concern in the
literature. This data becomes significantly more appealing to hackers in a smart grid
TE environment due to the increased frequency of reporting, which can facilitate more
sophisticated attacks, as well as the novel attack surfaces.

Energy consumption data is a serious threat because it can enable more grave attacks
than others. Adversaries can use this data to find out what kind of appliances are in a
home (and thus if they are valuable), when people are home, and even what activities
inhabitants might be engaged in [15]. This knowledge can assist with burglary and even
kidnapping [17].

In spite of this risk, consumption data is required for many critical operations. As such,
solutions exist outside of the TEM literature, but they were not invoked in any of the models
we investigated. Additionally, these solutions are not tailored for the distributed TEM
environment. Due to the high risk associated with this data and the lack of consideration
it received in the literature, we found it to be a high priority for TE research.

Market Privacy

Market privacy concerns consumer identities and trading activity in the TEM. The goal is
to decouple a user’s real identity from their trades to prevent energy usage-style attacks
against them from the market layer. However, it is challenging to anonymize users while
also maintaining reasonable authority and safety in the grid environment. This issue lead
us to consider market privacy a high priority research direction.
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Data Privacy

Data privacy is used to describe the privacy of impersonal data such as operational infor-
mation, consumption and production constraints, trading preferences, and any regularly
reported statistics. These kinds of data would typically be flowing from the prosumer to
a central analyzer like the DSO. Techniques for enhancing privacy in this area are in line
with traditional information privacy techniques: encryption, random noise, aggregation,
buffering, etc. As noted in regards to energy usage data, these techniques are not necessar-
ily employed in TEMs, and we considered research into adapting them for the distributed
environment valuable.

6.1.5 Novel Attack Surfaces

Each of the threats in this category represents a relatively new point of attack to con-
sider within the TEM architecture. These can create risk simply by virtue of less existing
research or improperly assuming that existing methods can be ported to this new environ-
ment.

Market Attacks and Privacy

The market in a transactive energy market is a unique combination of software, hardware,
and utility. It creates opportunities for new kinds of attacks, as we discuss earlier, which
are as yet unmanaged by existing implementations. Privacy management also presents
a unique challenge in this domain. New privacy violations are possible when the utility
being traded on a blockchain is necessarily inventoried in multiple locations. The distinctive
properties of the transactive energy environment create obstacles for traditional privacy-
preserving mechanisms like pseudonymity; a fact that is critically relevant to and expanded
upon in our discussions of TRQ2 and TRQ3.

Electric Vehicles

Electric vehicles (EVs) present a special challenge to TE designers. They interact with
the grid in novel ways, regularly connecting at new locations unlike most other equipment
which is stationary. While they do not present a distinct security risk to the TEM itself,
protecting EV user privacy involves original challenges. Their ability to roam means a
security compromise could enable stalking.
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Smart Meter Firmware

[oT firmware is notoriously insecure, often deployed by manufacturing companies with little
to no cybersecurity experience. Smart meters being fundamentally insecure is a serious
risk to TEMs, as it makes the cyberattacks and privacy attacks discussed earlier much
more viable and likely.

While firmware is outside of the scope of TE research, designers can and should work
towards detecting and limiting the impact of compromised hardware.

Smart Contracts

Smart contracts remain a relatively new application type. As we note in the discussion on
regulations, standardized best practices have yet to arise [30]. Even scripting languages
with which to write contracts have not settled into a reliable standard. The status quo,
Solidity, is notoriously prone to erroneous and insecure scripts [23].

6.2 TRQ2

The second thesis research questions asked: Can systems be created to improve a selection
of these concerns and what properties would they need to have?

6.2.1 Threat 1: Energy Usage Data Privacy

As noted earlier, energy usage data can present a significant privacy and security risk to the
consumer |17, 15]. Said data can be used to deanonymize users on the market platform,
as well as discover details about a consumers’ whereabouts, activities, and possessions.
These kinds of information can be used to invade the user’s privacy, but also can facilitate
physical attacks on the user such as burglary or kidnapping [17].

Nevertheless, energy usage data is required for many purposes, including billing, trade
verification, state estimation, load profiling, and demand response. Thus, the problem of
preserving the privacy of this information while making it usable by the relevant parties
(in the case of TE this is typically the DSO) has been considered. Some broad techniques
that have been proposed include battery filtering, algebraic transformation, adding noise
to data, and data aggregation |1, 11, 33]. Of these, we considered data aggregation to be
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the most appropriate for the transactive energy domain. This was due to the fact that it
retains exact values for measured data, does not require additional consumer hardware to
work, and reports demand as it occurs.

Data aggregation techniques exist in other domains, including closely related techniques
designed for the smart grid [18, 38]. While the motivating concern was energy usage data
privacy, the process of aggregating said data introduces other security concern categories
beyond privacy — specifically, trusted entities and points of failure.

As such, the threats associated with a solution of this sort are:

e Energy usage data privacy
— The leakage of consumption data is the primary threat being addressed.
e Market privacy

— Market privacy can be directly compromised by the leakage of consumption
data. This information can be compromising at any point in the process, not
just directly from the meter (where it would be most easily associated with the
consumer). Indeed, even aggregated data can pose a risk in some cases where
statistical attacks are viable.

e Trust

— Edge nodes

* Edge nodes present an implicit trust risk in most schemes as they are pro-
vided with unaggregated data (in these contexts they are often referred to
as aggregating nodes).

— Authentication

x Authentication ties into market privacy. As noted earlier, the DSO is often

implicitly trusted with identifying information. This can increase the risk of

data reconstruction and subsequent privacy violations if aggregation regions
are identifiable.

— Single points of failure

x Other trusted entities that can singularly violate trust include key gener-
ation centers (KGC) that are third parties tasked with generating cryp-
tographic keys to be distributed among the network to facilitate privacy-
preserving aggregation.
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e Infrastructure & points of failure

— Edge nodes

x The failure of an edge node that is being used to aggregate data will make
reporting impossible for the region it supports, presenting a serious infras-
tructure risk.

— Single point of failure

*x While edge nodes are an obvious SPOF, others can exist. As noted earlier,
KGCs are necessarily responsive for some schemes. In schemes with in-
tranetwork aggregation and static topology, any root node becomes a single
point of failure. Others may fail if a particular SM fails due to the nature
of the cryptosystem employed

— Communication

* Dependence on externally secure communication channels to address man-
in-the-middle attacks is undesirable; a scheme should be robust to such
infiltrations.

Accordingly, it can be stated that the primary design goal of such a scheme is to address
these security concerns.

6.2.2 Threat 2: Market Privacy

Market privacy specifically concerns the protection of consumers within the market applica-
tion. This includes the blockchain on which transactions are recorded, the smart contracts
used for market clearing, and generally the information that must be shared to facilitate
energy trading.

The mission to protect consumers within the market layer faces a seemingly intractable
dilemma: full anonymity inhibits regulatability, while safer solutions necessarily compro-
mise on privacy. The former means that a fully anonymous solution prevents an authorita-
tive body, such as the DSO, from being able to handle misuse or malfunction with nuance.
Existing solutions to address malicious market activity such as alternative trading pools or
altogether disconnecting users from the grid [35, 22| are not compliant with legal or ethical
guidelines [10].

Addressing market privacy will encounter the following threats:
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e Market privacy
— Market privacy is the primary threat being addressed.
e Trust

— Authentication

x Authentication is central to market privacy. The security stature of the
parties and processes involved will directly impact the quality of market
privacy achieved. Which is to say, market privacy cannot be attained with-
out secure, privacy-preserving authentication.

— Single points of failure

x Trust points of failure can arise during the authentication process, but also
when storing user identities. In fact, this relates to the dilemma described
earlier; a trusted authority overseeing the relationship between anonymous
and real identities is a potential compromise, but a compromise nonetheless
as it introduces the threat in question.

e Infrastructure & points of failure

— Single point of failure

x Storing identities with a trusted third party can also introduce operational
SPOF; if the server is not live the DSO will have no recourse for malicious
or malfunctional market activity.

— Communication

x Assuming that a solution involves transmitting a user’s real identity at
some point (when it becomes necessary), the process for doing so should
be designed under the assumption that some kind of network attack may
occur.

Regulation & standardization

x Interoperability between disparate softwares will be necessary to create any
complex process in a TEM. Also, as noted, standard practices in DLT would
ease the necessary risk of using smart contracts.

— Smart contracts

* Due to the complexities involved with constructing a market and anonymiza-
tion process, smart contracts are a necessary evil. However, as stated in
TRQ1, the aim should be to use them only when called for.
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6.2.3 Themes

It can be seen that addressing these two concerns involves consideration of many similar
security concerns. These include:

e Trust

Points of Failure

Privacy

Authentication

e Communication Infrastructure

Security concerns in these areas share a unified origin: centralization.

Transactive energy and blockchain are both responses to the novel capacity of informa-
tion technology to support decentralized applications. Decentralization of processes can
enhance security, privacy, and reliability by circumventing the need for trusted authori-
ties, removing single points of failure, enabling distributed authentication, and enabling
anonymous interactivity.

TEMSs built on blockchains seek to capitalize on the benefits of decentralized economics
to enhance the benefits of decentralized energy management via microgrids [14, 19]. Tt is
reasonable, then, that seeking to enhance these features in the other processes in the TEM
would naturally lead one to this convergent solution: increased decentralization.

6.3 TRQ3

The third thesis research question asked: How well do the systems proposed align with their
design and security goals?

In order to address the selected threats, we designed a privacy-preserving process to
manage each threat. Solving each threat drew up similar security concerns, which resulted
in highly aligned design requirements and conceptual similarities. Most notably, both
schemes support the trend towards decentralization in TEM architecture.
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6.3.1 Cyclic Homomorphic Encryption Aggregation (CHEA)

CHEA was designed to address the concern of energy usage data privacy by facilitating its
use in critical grid management functionality without compromising consumer privacy.

The main process of CHEA is:

1. The DSO specifies the parameters that adjust aggregation locality and resolution.

2. The DSO sends a signal to determine which smart meters are active and available
for aggregation.

3. The DSO generates an aggregation plan that splits the active meters into regions
and then randomly assigns groups of meters within each region.

4. Each group has a “leader” smart meter who generates a public and private homomor-
phic cryptographic key.

5. The leader encrypts their measurement with the public key.

6. The leader then sends their encrypted measurement and public key to the next group
member.

7. The recipient encrypts their measurement using the leader’s public key and homo-
morphically adds their encrypted measurement to the leader’s.

8. The recipient then forwards this encrypted aggregate to the next member of the
group.

9. The next member repeats this process, encrypting their measurement, homomorphi-
cally adding it to the running total, and forwarding the aggregate and leader’s public
key to the next member.

10. Eventually the next member will be the leader, who receives the total encrypted
aggregate.

11. The leader decrypts the aggregate and sends it to the DSO.

The key insight of CHEA is that homomorphic encryption enables privacy-preserving
aggregation without a centralized aggregating node. As long as a cycle is above a critical
threshold of three members, no party at any point in the process will be able to infer the
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measurements of any other. Since aggregated data is implicitly safe it can be sent secured
or unsecured to the DSO, although encryption is still recommended to thwart statistical
attacks. Though they are unlikely, encryption is a cheap countermeasure.

e Energy usage data privacy

— Energy usage data is encrypted within a group of smart meters using a new
public key each round. The data is aggregated by passing the encrypted mea-
surements between members of the group who sequentially homomorphically
add their measurement to the total. This total is returned to the key generating
meter who decrypts the total and sends it to the DSO. This way, no party ever
receives a plaintext, unaggregated reading and privacy is preserved throughout
the process.

e Market privacy

— Market privacy is enhanced by protecting energy usage data. The scheme pre-
vents deanonymization attacks by keeping the necessary data hidden at every
stage.

e Trust

— Edge nodes

*x The concern of trusted edge nodes is avoided entirely by structuring the
scheme such that all processes are handled by the smart meters.

— Authentication

x Creating an environment where it is impractical for collusion to occur even
if an insider at the DSO is involved reduces the risk of privacy attacks. This
reduces the load on authentication security.

— Single points of failure

x No single points of trust failure are present in the scheme. Key genera-
tion is handled in-group, removing the need for a KGC. Group topology is
randomized each round, preventing any particular meter from being in a
uniquely informed or trusted position. As noted, even the DSO would not
have a single collusion target due to the randomization.

e Infrastructure & points of failure
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— Edge nodes

*x The non-presence of edge nodes in the scheme means that there is no risk
of a region going dark due to a single component failure.

— Single point of failure

* No single points of access failure are present in the scheme. A KGC is not
required, so failure to generate and distribute keys for the entire process is
not a threat. While a meter may fail during a cycle and cause its group
to fail to report, dynamic group generation guarantees that each meter
is responsive at the beginning of a cycle. Thus, a meter that goes offline
during one cycle will not be included in the next, meaning it cannot become

a SPOF.
— Communication

* Communication security is not taken for granted; data is encrypted and/or
aggregated at every stage. Since there is no single point of trust, there is
no risk of key leakage whether through hacking or collusion.

6.3.2 Individually Linkable Pseudonymous Trading Scheme (ILPTS)

ILPTS is designed to enable total anonymity in the market application (i.e. not even the
DSO has a database of real identities), while enabling an automated deanonymization pol-
icy that cannot be manually triggered by any party. This was accomplished by leveraging
distributed systems, secret sharing, homomorphic encryption, and smart contracts.

ILPTS consists of two main processes: registration and deanonymization.

Registration

1. A batch of users request to register.
2. The registration smart contract requests a set of fog nodes.
3. The fog nodes send their public keys to the users via the contract.

4. Each user splits their ID into parts using a secret sharing scheme and encrypts each
part with a different public key.

5. Each user creates a list containing the encrypted parts and their pseudonym.
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6. These lists are cryptographically shuffled among the batch before being sent in plain-
text form (the ID parts inside are still encrypted) to the contract.

7. The contract validates the encrypted data by homomorphically summing the parts
associated with each fog node, sending each sum to the appropriate fog node for
decryption, and verifying equality between the sum of decrypted sums and the sum
of the batch’s real IDs.

8. If validation is successful, the contract stores the lists on the recovery blockchain and
activates the batch’s pseudonyms on the market.

Deanonymization

1. A pseudonymous user’s reputation falls below the threshold.

2. The monitoring smart contract sends a deanonymization request containing the
pseudonym to a valid subset of fog nodes.

3. Each fog node requests its associated ID part from the pseudonym’s record on the
recovery blockchain.

4. Each fog node decrypts its associated ID part and transmits the result to the DSO.

5. The DSO can reconstruct the real ID by reversing the secret sharing scheme.
ILPTS addresses each of the security goals as follows:

e Market privacy

— Market privacy is achieved by creating a system in which no party, authoritative
or not, has access to the true identities of the pseudonymous market users.
Prosumers are able to trade energy under the assumption of full anonymity
with regards to trades and preferences. The deanonymization policy cannot be
manually activated, preventing the creation of novel attack vectors.

e Trust

— Authentication
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x ILPTS proposes a novel registration policy that operates in a distributed
manner and is fully automatically coordinated with no trusted authorities
(including the DSO). The validation process is also completely decentral-
ized, automated, privacy-preserving, and performed on-chain. This con-
tributes to the market anonymity being total, since no central authority
has to know the information at any point.

— Single points of failure

x The use of cryptographic shuffling enables batch registration to occur with-
out any information leakage, even to members of the batch. Homomorphic
encryption is utilized to enable public validation while preserving privacy.
Validation would otherwise be required to be performed in secret, which
would necessarily create a trusted authority and subsequent trust point of
failure. This is avoided through our method for on-chain batch validation.

e Infrastructure & points of failure

— Single point of failure

x ILPTS avoids single points of failure by storing the pseudonym, identity
pairs in a blockchain, ensuring that the deanonymization policy will be
able to be executed when needed. Additionally, registration and retrieval
of identities is performed with redundant edge nodes, such that failure of a
particular edge node does not disable either function.

— Communication

x When a user’s real identity is requested to be sent to the DSO, it is first
transmitted in several pieces with each encrypted by a different edge node.
The edge nodes receive and decrypt these parts before sending them to the
DSO (still encrypted with the DSO’s public key). Intercepting the ID would
require an unrealistic amount of coordination, including knowing which edge
nodes will receive the request (which is determined at the time of request),
the capacity to capture packets along these paths, and the private key of
the DSO. The degree of distribution ensures that the scheme remains secure
even if communication channels are compromised.

— Regulation & standardization

* This solution does not directly address interoperability concerns. In terms
of regulation as an external concern, ILPTS enables stronger adherence to
existing legal standards surrounding utilities.
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— Smart contracts

* Smart contracts were necessary for two parts of the process. First, onboard-
ing of market participants. A contract was required so that the hidden true
identities could be validated prior to storage and user activation, to en-
sure that all parties were indeed sending the appropriate information at
each stage, and ultimately to coordinate the registration process. Second,
a smart contract is used to monitor pseudonymous user reputation and ac-
tivate the deanonymization policy. This was necessary to ensure that the
policy could not be activated manually; any other solution would have in-
troduced undesirable backdoors. The use of a smart contract ensures that
the policy is protected with the same level of security as the blockchain
itself.

6.3.3 Synergies

This section discusses the various synergies between the two schemes and DLT-based trans-
active energy markets as a whole. Note that although CHEA and ILPTS can be used
individually (as they do not depend on one another), they can also be used together as
they do not conflict with each other, and their benefits can be combined to enhance privacy
even further.

Elimination of Trust

Both schemes are constructed such that they can operate in as trustless an environment
as possible. This enhances security by reducing reliance on assumptions regarding the
intentions of parties in the system. It also enhances privacy because in most cases this
requires that private information is never accessible to a third party in intelligible form.

Homomorphic Encryption

Homomorphic encryption is a kind of cryptosystem where there are homomorphisms be-
tween operations on the plaintext and cyphertext [25]. This means that one could, for
example, perform an operation on two encrypted numbers, and the output would be an
encrypted message containing the result of the homomorphic operation on the plaintext.

This concept is more central to CHEA, but it appears in both schemes as it is a useful
tool for operating on data in a low trust environment.
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Increased Decentralization

Both schemes perform their functions in a more decentralized manner than preceding
schemes. This strategy emerged naturally as a method of reducing points of failure (both
in terms of trust and access), inhibiting collusion, and increasing reliability.

Privacy Enhancing

Both schemes contribute to enhanced privacy in the transactive energy environment, par-
ticularly where there had been a lack of attention prior. Although schemes for market
privacy existed, they were either insufficient or not feasible to be implemented due to the
trade off mentioned in TRQ2.

Customers will be more likely to adopt a system with heightened safety guarantees, so
these schemes could contribute to a wider spread of TEM usage if implemented.

Inhibition of Coordinated Attacks Between Layers

Each scheme, by enhancing its target layer, naturally contributes to the inhibition of attacks
that require information from both layers, such as statistical deanonymization.

Robustness to Interception

Both schemes maintain message encryption and data privacy throughout all processes.
This is a natural consequence of the design goal of maximal trustlessness, requiring that no
party receive undue access to privileged information. These facts mean that communication
security is not a requirement for security of the scheme, directly addressing a concern from
TRQ1. Additionally, the stochastic nature of both schemes results in complex information
flow, making man-in-the-middle and other listening-based attacks exceptionally difficult to
pull off.

Reduced Infrastructure Requirements
Existing schemes in both areas typically employ network and computing infrastructure

beyond the minimally essential DSO and smart meters. For example, many aggregation
schemes rely on fog nodes [28, 16, 32, 10, 38]. Aggregation schemes and authentication
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protocols relating to market security both often rely on trusted authorities for tasks like
key generation and validation [16, 5|.

In contrast, ILPTS and CHEA both significantly reduce reliance on additional ar-
chitecture. Thus, the advancements proposed in this thesis contribute to lower network
requirements, which can reduce costs for TE developers and lower the barrier to adoption
for TEMs.

Transactive Energy Principles

Both schemes contribute to the TE principles we have referred to throughout by capturing
the benefits of decentralization and distributed applications. They are uniquely suited to
the TE environment, having been designed with the consideration of a public blockchain
of transactions. Although smart grid research occasionally intersects with the concepts
contained in this thesis, solutions designed for a smart grid environment do not have to
contend with this foundational assumption that all transaction data is public.

Each scheme creates a process that is more closely aligned with the functionality of the
blockchain network underlying the market mechanism. In doing so, they contribute to the
ultimate goal of bringing the security level of the surrounding processes up to that of the
blockchain.

6.4 TRQ4

The third thesis research question asked: Are these proposed systems satisfactory in terms
of performance and compared to competing solutions?

6.4.1 ILPTS

The closest conceptual comparison to ILPTS is the market privacy protocol introduced
in TRANSAX by Eisele et al. [3]. In this protocol, users are totally anonymous as in
ILPTS. However, their original identities cannot be recovered; each user belongs to a
group within which they are irrevocably anonymous. For this reason, we consider ILPTS
to be the superior solution. While TRANSAX provides similar privacy guarantees, it does
not have a protocol for handling malfunctioning users. Instead, it treats any reputation
drop as malicious and punishes the user. As for performance, ILPTS could not be tested
empirically at this time.
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6.4.2 CHEA

6.4.2.1 Performance

We found CHEA’s performance to be slightly better than similar schemes. It performed
worse (but not by much) in the initialization phase, where it has to do the most processing.
In the aggregation phase, CHEA was the second fastest, and considerably faster than its
laggards. The decryption phase was similar for all but one particularly slow scheme.

These performance estimates were created using a process borrowed from Liu et al.
[16]. The first step involved timing computationally intensive cryptographic operations,
in this case on a 2017 MacBook Pro with a Intel Core i5 CPU at 3.1 GHz and 8 GB
RAM using the Stanford Pairing-Based Cryptography library. These times were then
extrapolated to simulate the time that would be taken to perform the major operations
(namely, initialization, aggregation, and decryption) using each of the compared protocols.
This process was done for CHEA and the schemes we compared it to, ensuring accurate
comparison.

6.4.2.2 Features & Assumptions

More importantly than raw performance (which is similar among most schemes), CHEA
manages to make many fewer assumptions about the system architecture than related
schemes.

Table 6.1 presents the assumptions made by each of the relevant schemes (no is better).

Table 6.1: Comparison of related schemes (Al: fixed aggregation regions; A2: fog nodes;
A3: trusted authority; A4: SM perform encryption; A5: SM perform key generation;
A6: static network topology; A7: authentication certificate/signature required; A8: static
membership)

Scheme Al A2 A3 A4 A5 A6 AT AS
CHEA no no no yes (Paillier) yes no no no

Liu et al. [10] yes yes partial  yes (ECC) no yes 10  no
Song et al. [32] yes  yes no yes (Paillier) partial yes mno no
Khan et al. [12] no yes  yes yes (Paillier) partial yes yes yes
Zuo et al. [10] yes  yes no yes (ElGamal) partial yes yes yes
Zhang and Liu [38] yes yes  yes yes (Paillier) no yes no 1o
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In addition, it offers a novel feature set not rivaled by existing literature.

Notably, it offers the following features:

e Flexible aggregation subsets

Variable data density

Costless scaling

Improved security (discussed in Section 6.4.2.3)

Scalability

CHEA manages to accomplish these all while maintaining performance in the top quar-
tile of related schemes.

While some schemes address individual concerns, such as flexible subset sizing [37]
or collusion [16], none that we found managed to capture all of these features. CHEA
provides the greatest flexibility by enabling variable subset sizes and, because it does not
rely on aggregating nodes, it can also vary the clustering of aggregation groups. Finally,
CHEA was designed for blockchain-based TEMs specifically, ensuring that intermediate
data never passes through a centralized node that could otherwise cross reference the
public transaction information to compromise customers.

Another feature of CHEA is its performance as network parameters change; one-shot
performance does not tell the whole story. Because of CHEA’s decentralized nature, it has
both temporal and architectural advantages when it comes to scaling in terms of adding
new users, adjusting aggregation parameters, and handling large neighborhoods.

CHEA was simulated in a variety of settings using a custom program. These results
confirmed that it scales well as expected, experiencing minimal processing time increase
as populations get larger. Part of this increase can also be attributed to having performed
the simulation on a single machine (thus having to simulate more entities). A more robust
test would involve a distributed environment with auxiliary machines to represent smart
meters.

6.4.2.3 Security

One of the features of CHEA is that it allows smart meters to be grouped arbitrarily; this
allows for flexible subset sizing, data density, and data resolution, but it also functions as a
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security feature. The 3 parameter allows the DSO application to specify how distant smart
meters within the same group can be. The higher the DSO application sets this param-
eter at aggregation time, the further apart smart meters may be grouped together. This
heightens security by increasing the variety of group participants, thus making interception
of data more difficult and statistical attacks even more unlikely to succeed (or be carried
out in the first place). By enabling this parameter, CHEA allows the DSO application to
enable the maximum level of security that is possible for a given application — as opposed
to being locked into a particular arrangement.

CHEA also improves security by using a distributed model which does not make use of
fog nodes or centralized key generation. These avoidances mean that there are fewer oppor-
tunities for collusion under CHEA, and fewer “insiders” who could seek to leak information.
In addition, the more complicated information transfer associated with CHEA (compared
to topologically static schemes) makes eavesdropping on communication significantly less
feasible. All of these factors also contribute to the reduction in practicality of probablistic
or statistical attacks against a TEM using CHEA.

Once again, CHEA achieves these security gains while maintaining competitive perfor-
mance.

6.5 Limitations

6.5.1 Review

e Only one source database (SCOPUS) was used to discover initial literature, which
can introduce bias into the dataset.

e Single author performed data collection and analysis; this causes inherent limitations,
as well as potential author bias in analysis.

6.5.2 CHEA

e Unable to test / validate on real hardware.

e Performed simulations on single processor (may try to address this in the future using
virtualization).

— Calls into question the source of some data trends in the results.
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In practice, one of the main limitations holding CHEA back from widespread imple-
mentation is the computational demands it makes of smart meters. Although most (if
not all) HE-driven aggregation schemes require smart meters to perform encryption oper-
ations [30, 38, 31, 6, 7, 39, 18|, and many require them to participate in key or certificate
assignment [10], it remains a limitation of the scheme. Consumers and utility companies
alike will resist expensive upgrades to metering equipment (which has thus far impacted the
deployment of transactive energy in general). While CHEA is an improvement to smart
grid aggregation schemes with respect to decentralized transactive energy (and while it
costs less to implement than other ideas, like battery filtering [11]), it retains this weak-
ness. Either improvements to HE efficiency will be required, or supplemental schemes will
have to be used in the interim until metering technology catches up to more advanced
aggregation protocols.

6.5.3 ILPTS

e Did not consider implications of open membership (how disputes will be resolved,
how tax burdens will be calculated / determined).

e Time and resource limitations making implementation or even a mock implementa-
tion (or simulation) infeasible to develop, and thus validate.

e Assumptions were made about the architecture of the parent TEM. These assump-
tions were based on the literature, but they make the scheme less universal regardless.

Limitations that may affect ILPTS in practice may include the requirement that smart
meters are required to perform many calculations, similar to CHEA. In this case these cal-
culations primarily arise during the batch registration process, particularly when splitting
their IDs into parts using Shamir’s secret sharing scheme [29], encrypting those parts ho-
momorphically [25, 26], and when performing the cryptographic shuffling to disguise their
pseudonymous IDs from other batch members [7].

Other challenges presented to implementing ILPTS concern the role of fog nodes in the
scheme. Fog nodes must be trusted to be “honest but curious” [32|, meaning that while
they are not “trusted parties” (as they may maliciously try to gather information), they
are trusted to provide honest results of calculations and store data correctly. Additionally,
fog nodes must be reliably accessible above a certain threshold, and must be capable of
maintaining storage of important data long-term.
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Another complication is consumer trust in a system in which their personally identifying
information is stored in an ostensibly public manner, although protected via encryption.
Most consumers are used to systems in which their data is stored on a private server, al-
though as cryptocurrency and related technologies become more mainstream this sentiment
may change. Finally, utilities and distributed system operators may not be comfortable
giving up centralized control over storage of identifying information. While TRANSAX [8]
and other schemes propose this option, it is not clear whether TEM operators would be
interested in such solutions.

6.6 Implementation

6.6.1 CHEA

In order to implement CHEA, smart meters would have to be sufficiently powerful to:

e Generate and store cryptographic keys.
e Perform encryption and decryption of data.

e Send and receive encrypted data & keys.

The network architecture would have to support communication between smart meters,
would need to be high enough bandwidth to support transmission of encrypted data (which
is inherently larger than plaintext data), and would need to be fast enough to enable rapid
aggregation in order to support all aggregation purposes. Realistically, these factors will
not be a bottleneck; it is more likely that smart meter capabilities would be a performance
bottleneck.
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Figure 6.1: Software and network blueprint for implementing CHEA protocol within a
TEM. Programs are specified in the algorithms in Chapter 4.

Figure 6.1 shows that under this typical network architecture all components have
paths for communication; that is, any smart meter can communicate with any other, and
the DSO can delegate to all other components. Note that although the diagram appears
hierarchical, this does not represent the aggregation scheme, only the network topology.
This is an example (and a typical one) but, as long as the network is a spanning tree, any
topology will be compatible with CHEA.

Smart meters are shown with their associated software and storage components; this
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will assist with hardware specification when real-world implementation is desired. Exact
values for storage and data transfer requirements can be found in Chapter 4.

6.6.2 ILPTS

This section outlines the network components and suggested software requirements for a
real-world implementation of ILPTS. First, the required components for the scheme:

e Recovery Blockchain
— Supported by DSO and fog nodes.
e DSO

Fog nodes

Smart contracts

— SC for coordinating batch registration.

— SC to monitor reputations and initiate deanonymization protocol when appro-
priate.

Smart meters
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Figure 6.2: Software and network blueprint of ILPTS that is intended to assist with im-
plementation. Scripts and programs are specified in the algorithms in Chapter 5.

Figure 6.2 displays the network architecture in ILPTS. The DSO and fog nodes col-

laborate to support the distributed Hyperledger Fabric (in this case) blockchain over a
wide-area network. This blockchain in turn supports the two smart contracts that coordi-
nate the two main phases of ILPTS - registration and deanonymization.

Smart meters are required to have the ILPTS registration script which enables them
to perform their duties during registration; that is, splitting their real IDs using Shamir’s
secret sharing scheme [29], encrypting these parts homomorphically using the keys pro-
vided by fog nodes, generating their own cryptographic keys to support the cryptographic
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shuffling process [5], as well as encrypting the lists of user submissions to further support
the shuffling.

Fog nodes, similarly, are required to have the fog node-specific registration program, to

facilitate their role in the process. As well, they are required to have the deanonymization
program: this enables them to execute the deanonymization process when called upon
by the monitoring smart contract. Finally, they are required to store their homomorphic
public and private keys long term, to ensure that deanonymization remains possible (as
well as registration and validation of future users).
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Chapter 7

Conclusion

Transactive energy markets promise to revolutionize power delivery and management by
enabling consumers to trade energy directly, a feature that will only continue to become
more useful as people invest in renewable energy sources and home batteries [1]. The
infrastructure that makes this possible, however, comes with the cost of increased attack
surface for hackers, higher bandwidth information that enables novel attacks, and more
personal data requirements that present privacy risks.

Blockchain technology has become the de facto standard on which to build the market
applications due to its high security guarantees and distributed nature, which aligns with
transactive energy |2, 3|. While blockchain guarantees market security, though, the rest of
the system remains vulnerable.

The goal of this thesis was to improve the security and privacy stature of transactive
energy markets built on blockchain by identifying and proposing solutions to high priority
vulnerabilities in the domain.

We successfully captured the field of security concerns in the target domain, as dis-
cussed in research question TRQ1. We graded them on priority based on the severity of
consequences of an attack, the ease of execution, and the presence or lack of solutions to
the concern. From there, we isolated and analyzed two concerns as discussed in TRQ2.
We used these analyses to create two processes designed to address the web of security and
privacy concerns associated with them; these are described in TRQ3. Finally, we analyzed
the processes from a performance and comparative perspective, as outlined in TRQ4.

Overall, we succeeded at creating innovative and functional solutions to relevant security
gaps in the transactive energy literature, thus improving the security and privacy stature of
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such markets. The publication of these solutions, as well as a literature review identifying
and analyzing security concerns in the field, are our contributions to this field of scientific
study.

7.1 Thesis Research Question TRQ1

This research question is answered in the first paper of this thesis, A Review of Cyberse-
curity Concerns for Transactive Energy Markets |5] (Chapter 3). Note that the research
questions in the paper directly correlate to the subheadings motivated by TRQ1: discov-
ery of TE vulnerabilities, assembly of proposed solutions to said vulnerabilities, and an
analysis of the resulting gap in security coverage.

In Chapter 3, we analyzed 28 papers and discovered 14 major categories of security
concerns. Within these categories we explored the specific kinds of attacks raised by the
TEM designers, and solutions that have been proposed to address them.

We found that there was a gradient of severity among the threat categories discovered,
as well as significant differences in the quantity and quality of proposed solutions.

In brief, some classes of attacks, such as false data injection (Section 3.5.1) or denial-
of-service (Section 3.5.2) were found to be well-handled by existing measures in proposed
designs. Others, such as direct attacks on communication infrastructure (Section 3.5.14)
or smart meter firmware (Section 3.5.10), were determined to be outside of the scope of
consideration by transactive energy designers.

The remaining threats were considered severe, insufficiently addressed in TEM designs,
and relevant to TEM design. These threats were smart contract vulnerabilities, edge or
fog nodes, single point of failure, personal data privacy, and energy usage data privacy.

There is a common theme among these threats: many of them can be addressed or mit-
igated by increased decentralization. This is an unsurprising result, as transactive energy,
microgrids, and blockchain technology were all developed with the intent of harnessing the
benefits of decentralized operations.

7.2 Thesis Research Question TRQ2

For TRQ2, we selected the following threats:
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e Energy usage data privacy

e Market privacy

In order to analyze the threats, they had to be considered in context:

Energy Usage Data Privacy

Energy usage data is typically required by the DSO to perform a variety of grid manage-
ment functions, including demand response, load balancing, state estimation, billing, etc.
Leakage of this data can compromise consumer privacy and facilitate physical threats, and
thus protecting it is critical.

There are several methods for protecting data while enabling its analysis. These include
data aggregation, adding random noise to data, and algebraic transformation. Battery
filtering is a method of obfuscating demand data that is specific to this domain. A more
detailed analysis of these candidate techniques can be found in Section 4.2.

Data aggregation was selected strategy due to its properties aligning well with the use
case, namely: timely data reporting, preservation of exact values, and hardware indepen-
dence.

Upon examination of existing data aggregation policies in related domains (Section 6.2.1),
we found that they encounter threats associated with: edge nodes, trust, single points of
failure, and communication security.

Generally, their architecture relied on edge nodes, which pose an access risk and, in
many cases, a trust risk as well. Many schemes used trusted authorities such as key
generating centers.

Our design goal, then, was to design an aggregation scheme that could provide timely
updates to the DSO while mitigating these factors to the highest degree possible.

Market Privacy

Market privacy concerns the concealment of a consumer’s identity in the trading applica-
tion. This concern has been considered by most schemes, but existing solutions present
problems of their own. Critically, a balance between anonymity and the ability to regulate
consumer behavior must be struck.
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In examining existing ideas and potential paths for improvement (Section 6.2.2), we
found that addressing this issue would require consideration of: authentication, trust,
single points of failure, communication security, and regulations.

Every market privacy solution we discovered fell short in some regard, either providing
full anonymity with no path for recourse or sacrificing the security of consumer identities
to facilitate corrective action.

The challenge for this solution was to allow consumers to trade under pseudonyms,
which were totally anonymous, while somehow maintaining a link between said pseudonym
and their true identity in case of emergency. The solution must address this challenge while
avoiding pitfalls that would lead to the threats outlined earlier.

7.3 Thesis Research Question TRQ3

Answering this research question entailed designing processes for transactive energy mar-
kets that met the high security standards set out in TRQ2, as well as adhering to the
design goals as closely as possible. The results, CHEA and ILPTS, successfully enhance
privacy in each of their respective areas and achieve the heightened security expectations.
The schemes can be used independently, as they have no dependencies, but they can also
be used in tandem, as they do not conflict. Furthermore, security and privacy are enhanced
to a greater degree when they are deployed together, as their security properties reinforce
each other while targeting different system layers.

CHEA for Energy Usage Data Privacy

Our proposal for energy usage data aggregation is Cyclic Homomorphic Encryption Aggre-
gation (CHEA) [0], introduced in Chapter 4.

CHEA creates groups of smart meters from which data is to be aggregated. Within
each of these groups a cyclic aggregation occurs, in which each smart meter from the group
sequentially adds its measurement to the running total. A full description of the process
can be found in Section 4.4. This process is facilitated by homomorphic encryption, which
enables the process to occur while the data is encrypted, preserving privacy along the way.

Notably, this process does not involve edge nodes. Cryptographic keys are generated by
the leader of each cycle, obviating the need for key generating centers as well. Each cycle
of CHEA involves the dynamic generation of groups and new keys, thwarting collusion and
ensuring backward and forward secrecy.
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CHEA circumvents issues of trust, edge nodes, and single points of failure by avoiding
centralized aggregation nodes entirely. The sporadic flow of information also makes it more
robust to compromised communication infrastructure. Overall, CHEA successfully meets
the design requirements and even introduces novel functionality in terms of subset and
region flexibility.

ILTPS for Market Privacy

Our proposal for market privacy is the Individually Linkable Pseudonymous Trading Scheme
(ILPTS), introduced in Chapter 5.

ILPTS consists of two main processes: registration and deanonymization.

During the registration process, a batch of users break their real identities into parts
and encrypt each part with a different edge node’s public key. These encrypted parts are
then associated with their pseudonyms and shuffled amongst the batch using a specialized
protocol, before being stored on a blockchain adjacent to the market chain. This process
is coordinated by a smart contract that also validates the data on chain.

The deanonymization policy is activated by a different smart contract that monitors
each pseudonymous user’s reputation. Once triggered, a request is sent to a critical subset
of edge nodes, which request the ID part associated with their node and the pseudonym.
These nodes decrypt the partial ID before sending it to the DSO, which is now free to
reconstruct the real identity of the offending user. Both policies are fully specified in
Section 5.5.

ILPTS successfully creates a system within which users are totally anonymous to every
member of the overall transactive energy market architecture, but which retains an asso-
ciation between their market identity and real identity. It avoids issues of trust and single
points of failure by employing distributed storage and specially coordinated protocols to
circumvent the need for trusted authorities. The deanonymization policy does not become
a threat vector because it is not possible to trigger manually and, being on chain, is secured
by the same cryptographic assurance as the blockchain itself.

7.4 Thesis Research Question TRQ4

CHEA was tested against similar schemes using mathematical analysis; the results of cryp-
tographic benchmarks were extrapolated based on the number of operations used in each
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scheme. Using this method, CHEA was found to perform well compared to similar schemes.
In the aggregation phase, it was second fastest. It was slowest by a small margin in the ini-
tialization phase, and all schemes were similar in the decryption phase. As the aggregation
phase is the most time consuming, we consider this a positive result.

Regarding ILPTS, the scheme has not yet been implemented, so its performance was
not tested.

As far as we know, ILPTS is the only scheme of its kind to provide the combina-
tion of features it promises. The most similar scheme is the market privacy solution in

TRANSAX [1], which does not enable revocable privacy. For this reason, we consider
ILPTS superior.

Similarly, CHEA promises a unique cross section of features. While other schemes have
approached subsets of the problem it sets out to solve, such as operating without fog nodes,
inhibiting collusion, and flexible subset sizing, none that we found shared all of its benefits.
CHEA was also simulated in a custom testbed to assess its ability to scale. It was found to
perform well, showing a sublinear time increase (small coefficient) relative to population
size. Other schemes had higher coefficients, indicating that increases in population size
will have a greater effect.

Both schemes make strides in enhancing transactive energy market privacy. They were
each created with DLT-based markets as a target, and thus have unique features to handle
certain attack surfaces that do not exist in other areas, such as the public transaction ledger.
The schemes presented in this thesis help to further the trend toward decentralization that
was discovered during the literature review. They contribute to the overall goal of bringing
the security stature of the non-market TEM processes up to that of the blockchain.

7.5 Closing Thoughts and Future Work

Overall, this thesis successfully achieves the goals set for it. It presents significant en-
hancements to the security and privacy of transactive energy markets. It also provides a
comprehensive analysis and compendium of threats and solutions in the domain, a useful
reference for researchers and practitioners alike.

Regardless, there are many remaining research opportunities that emerge from this
work. For one, only two threats and associated processes of concern were addressed. Many
more continue to exist that either lack solutions altogether or lack quality solutions. These
threats, contained in the published literature review, provide a concise jumping off point
for future security researchers in the transactive energy field.
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Of particular note is the single point of failure threat. This threat is commonly ad-
dressed via decentralization and distribution. While these concepts are central to the
philosophies of transactive energy and microgrids, many processes surrounding them re-
main centralized. Researchers can develop unconscious biases that cause them to overlook
certain possibilities; there remain many opportunities to further decentralize and improve
process design in these systems, as we discovered.

There are also possibilities to improve upon the design of the schemes introduced in
this thesis. While we believe CHEA is a large step forward in decentralized management
of aggregation, some components of the scheme remain underdeveloped. For example, the
method of segmenting an area into aggregation regions could be more sophisticated, per-
haps taking into account network topology, user preferences, energy sources, or functional
requirements.

An even more transformative idea could be to eliminate the DSO from an active role
altogether. Instead of generating the plan, the DSO would send a request to the smart
meters which would then self-organize into aggregation groups and proceed with the op-
eration. This would have the benefit of removing the DSO from any knowledge of the
plan, making the already difficult task of colluding under CHEA practically impossible
and eliminating an entire threat vector. This approach could also improve fault tolerance
and reliability because smart meters would have to be active much closer to the time of
aggregation to be included.

There are opportunities for improvements in ILPTS as well. While the scheme was
designed with fog nodes in mind, the desire to reduce their storage load led to a scheme
that could potentially be adapted to a fully fog node-free architecture like CHEA. In
this setup, a cluster of smart meters would be drawn from during the registration and
deanonymization phases to stand in for the role currently held by fog nodes. This setup
would enhance decentralization, reduce trust requirements, and eliminate the need for
auxiliary nodes. Such a system would also require a high amount of redundancy and
would need the meters to store their ILPTS keys indefinitely. Working out the details of
such a scheme could present an interesting and concrete research direction.

Transactive energy will be an important industry going forward, especially as climate
change becomes more urgent. We hope to contribute to the adoption of these systems
through improved privacy and security, and to inspire continued research in the field.
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