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Abstract

Deep Reinforcement Learning (DRL) agents have shown significant promise across var-
ious domains, including autonomous driving, healthcare, and robotics. However, their de-
ployment in safety-critical applications presents substantial concerns regarding their safe
and reliable behavior. The complexity and unpredictability of DRL environments, com-
bined with their objective of maximizing long-term rewards, can lead to unintended safety
violations.

This thesis proposes two complementary methods aimed at improving the safety and
reliability of DRL agents: (1) a pre-deployment testing approach called STARLA (Search-
based Testing Approach for Reinforcement Learning Agents) and (2) a runtime safety
monitoring approach known as SMARLA (Safety Monitoring Approach for Reinforcement
Learning Agents).

The first component, STARLA, addresses the challenges of systematically testing DRL
agents by employing a search-based strategy that aims to reveal functional faults—situations
where the agent may encounter an unsafe state. STARLA uses state abstraction, machine
learning models, and evolutionary algorithms to efficiently generate test episodes that ex-
pose functional faults, within a limited simulation budget.

The second component, SMARLA, focuses on runtime safety by predicting potential
safety violations at runtime. SMARLA is agnostic to the inputs of the DRL agent and is a
black-box approach. By continuously observing the agent’s behavior through the analysis
of Q-values and leveraging state abstraction, SMARLA enables timely predictions before
safety violations occur.

Together, STARLA and SMARLA form a comprehensive framework for improving both
pre-deployment quality assurance and runtime safety of DRL agents.

Finally, the proposed approaches have been extensively evaluated on complex case stud-
ies and through large-scale experiments. Empirical results demonstrate the effectiveness
of these approaches in identifying and mitigating safety risks.
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Chapter 1

Introduction

1.1 Motivation

Reinforcement Learning (RL) has seen significant advancements in recent years across var-
ious domains such as autonomous driving, healthcare, and robotics, driven by its potential
to solve complex real-world problems. RL algorithms enable agents to learn optimal poli-
cies through interaction with their environments, aiming to optimize long-term cumulative
rewards. The advent of Deep Reinforcement Learning (DRL), which integrates Deep Neu-
ral Networks (DNNs) to learn optimal policies, has further expanded the capabilities of RL
systems [73,116,139]. DRL agents can handle high-dimensional inputs and learn directly
from raw data, making them suitable for a wide range of real-world applications [11,88].
However, the increasing complexity and deployment of these agents in safety-critical areas
raise substantial concerns about their safety and reliability.

One of the primary challenges in deploying DRL agents is the lack of guarantees re-
garding their safe behavior [33,138]. DRL agents, driven by the goal of maximizing long-
term rewards, may inadvertently violate safety requirements [7], especially in environments
where the learned policies may conflict with safety requirements. For instance, a DRL agent
controlling a self-driving car might prioritize speed over adherence to traffic rules, posing
significant risks to passengers and pedestrians. This issue is exacerbated by the fact that
traditional testing methods are often inadequate for thoroughly evaluating these agents
due to the vast state spaces and the probabilistic nature of their environments.

To address these challenges, there is a critical need for comprehensive approaches to-
wards ensuring the safety of DRL agents. This thesis explores two complementary methods
to achieve this goal, (1) a pre-deployment testing approach and (2) a runtime safety mon-
itoring solution.

The first component focuses on testing DRL policies. DRL systems requires effective
and systematic testing prior deployment, especially when used in safety-critical applica-
tions [117]. Specifically, deploying a reinforcement learning agent in autonomous driving
systems raises major safety concerns as we must pay attention not only to the extent to
which the agent’s objectives are met but also to damage avoidance [34]. Thus, two types of
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faults can be defined in a DRL context: functional and reward faults. The former happens
when an RL agent takes an action that leads to an unsafe state such as running a red
light. The latter occurs when an agent does not reach the desired reward (e.g., reaching
destination late). Functional and reward faults are often in tension, as we can obtain a
high reward while observing a functional fault. For instance, an agent might perform an
unsafe action, such as ignoring a stop sign, to reach a destination faster, thereby achieving
a higher reward. This tension complicates the detection and resolution of faults, espe-
cially in well-trained agents where failures are rare. Given the critical nature of safety in
applications like autonomous driving, our focus is on detecting functional faults.

Another challenge in this domain is the cost associated with simulations and real-time
testing. High-fidelity simulations that accurately replicate real-world environments can be
computationally expensive and time-consuming. Meanwhile, real-time testing, especially
in safety-critical applications like autonomous driving, poses significant risks and logistical
challenges. These factors necessitate more efficient and realistic testing methodologies.
Moreover, traditional testing approaches, such as adversarial attacks, often fail to real-
istically simulate the operational environment of DRL agents and primarily aim to test
robustness rather than functionality.

Therefore, the motivation behind this research is to develop a more efficient and effective
approach to testing DRL systems, specifically focusing on identifying functional faults prior
to deployment.

Thus, the first thesis objective (TO;) is defined as follows:

TO; (Search-based Testing of Deep Reinforcement Learning Agents): The goal
is to develop a method that effectively searches for failing episodes within a limited
testing budget. This approach focuses on identifying functional faults in DRL agents
to improve their safety before deployment.

1.2 Runtime Safety Monitoring

While pre-deployment testing is critical [100], it cannot anticipate all possible scenarios that
DRL agents may encounter once deployed. Real-world environments are often dynamic and
unpredictable, which makes it difficult to detecting all safety problems in advance. As a
result, there is a need for continuous safety monitoring during runtime to ensure that the
agent behaves safely in unforeseen situations.

This need is especially critical in safety-sensitive domains like autonomous driving,
where undetected unsafe behaviors can have severe consequences. No testing method
can guarantee that all potential safety violations will be identified, making it essential to
monitor the agent’s behavior in real-time to detect and mitigate potential risks as they
arise.

The motivation for this aspect of the research is to ensure that DRL agents can continue
to operate safely after deployment by providing an early warning system that predicts safety
violations in real-time.



Thus, the second thesis objective (TO2) is defined as follows:

TO2 (Runtime Safety Monitoring of Deep Reinforcement Learning Agents): The
objective is to develop a black-box runtime safety monitoring approach capable of
predicting safety violations early, providing sufficient time for corrective actions to
be taken during operation.

1.3 Research Contributions

To address the challenges related to the pre-deployment testing of DRL agents, we propose
STARLA, a Search-based Testing Approach for Reinforcement Learning Agents. STARLA
is a data-box! testing method, utilizing state abstraction and machine learning to efficiently
identify and generate episodes that reveal functional faults in DRL agents. This approach
is particularly beneficial in scenarios where access to the internal workings of the DRL
system is limited, but training data is available. STARLA demonstrates its effectiveness
by significantly improving fault detection over random testing, as shown in well-known RL
benchmarks like Cart-Pole and Mountain-Car.

To address the challenges related to the runtime safety monitoring of DRL agents, we
introduce SMARLA, a black-box Safety Monitoring Approach for Reinforcement Learning
Agents. Even with rigorous pre-deployment testing, unsafe scenarios can arise during
real-world operation that were not considered during the development phase. SMARLA
provides continuous safety monitoring by predicting potential safety violations in real-time,
without requiring access to the internal mechanisms of the agent. It uses Q-values, which
reflect the potential rewards and penalties of actions, to detect when the agent may violate
safety boundaries. SMARLA is highly versatile and applicable to a wide range of problems
with different input data types. It offers timely predictions, ensuring that interventions
can be made before any real harm occurs.

STARLA and SMARLA contribute to assuring the safety of DRL agents, addressing
both pre-deployment testing and runtime safety monitoring. This thesis thus makes a
substantial contribution to the broader field of artificial intelligence safety, providing tools
and methods that improve the reliability of intelligent systems operating in complex envi-
ronments.

1.3.1 Summary of Contributions

e STARLA (A Search-based Testing Approach for Reinforcement Learning
Agents):

— A novel search-based testing approach that reveals functional faults in DRL
agents.

!Data-box testing requires access only to the training dataset, without needing access to the model’s
internals.



— Focuses on identifying unsafe actions (functional faults) rather than simply re-
ward faults.

— Uses data-box testing, state abstraction, and machine learning to efficiently
generate fault-revealing episodes.

— Outperforms random testing on well-known RL benchmarks (Cart-Pole and
Mountain Car).

e SMARLA (A Safety Monitoring Approach for Reinforcement Learning
Agents):

— A runtime safety monitoring approach that predicts safety violations in real-
time.

— Operates as a black-box system using Q-values, without requiring internal access
to the agent.

— Agnostic to the type of input data, making it suitable for a wide range of
applications, such as image, voice and textual data.

— Offers early predictions of potential safety violations to enable timely interven-
tions.

These contributions collectively advance the field of trustworthy Al, offering both prac-
tical tools and theoretical insights into the safe deployment of DRL systems.

1.4 Dissemination of Work

The findings and contributions of this thesis have been disseminated through several chan-
nels, including:

e Conference Presentations: The search-based testing approach results were pre-
sented at the International Conference on Software Engineering (ICSE 2024) in the
Journal First track, where the novel contributions to testing DRL agents were dis-
cussed and positively received by the community. Additionally, preliminary results
on runtime safety monitoring were showcased at the ICSE 2024 [155] poster track.

e Journal Publications: The search-based testing approach was published in 2023
IEEE Transactions on Software Engineering (TSE) [156], which is widely seen as
the top journal in software engineering, providing a comprehensive analysis of the
proposed methodology and its effectiveness in real-world applications. The work on
runtime safety monitoring has been accepted for publication in IEEE Transactions
on Software Engineering (TSE) [157].

¢ Open-Source Tools: Both the testing and runtime monitoring frameworks have
been made publicly available as open-source tools on Github, including the datasets
and configurations necessary for replicating the experiments presented in this thesis.
The type of work presented in this thesis required the design of complex tooling and
experiments.



1.5 Thesis Outline

The rest of this thesis is structured as follows:

e Chapter 2 addresses TO; by providing;:

— Introduction and motivation for testing DRL agents.
— Background and definitions to establish the context of the thesis.

— Proposal of our search-based testing approach.

A thorough empirical evaluation of the proposed testing approach.

Discussion of practical implications recommendations, and threats to validity.

Review of related work and comparison with our proposed technique.

Conclusion and suggestions for future research directions.
e Chapter 3 starts addressing TO2 by providing:

— Introduction and motivation for runtime safety monitoring of DRL.
— Proposal of our black-box Safety monitoring approach.

— Qualitative and quantitative analysis of the proposed safety monitoring ap-
proach.

— Potential threats to the validity of the study.
— Review of the related work and comparison with our proposed technique.
— Conclusion of our work and suggestions for future work.
e Finally, Chapter 4 provides reflections on the outcomes of this thesis and outlines
potential future research directions. It also discusses the broader impact of the

proposed approaches, STARLA and SMARLA, in enhancing the safety and reliability
of DRL agents in real-world applications.



Chapter 2

Search-based Testing of Deep
Reinforcement Learning Agents

This chapter focuses on Search-based Testing of Deep Reinforcement Learning Agents
(TO1). The content of this chapter has been published in 2023 IEEE Transactions on
Software Engineering (TSE) [156] under the title of A Search-Based Testing Approach for
Deep Reinforcement Learning Agents.

2.1 Overview

As discussed in chapter 1, safety of DRL systems should be assessed prior deployment,
especially when used in safety-critical applications. One of the ways to assess the safety of
DRL agents is to test them to detect possible faults leading to critical failures during their
execution. By definition, a fault in DRL-based systems corresponds to a problem in the
RL policy that may lead to the agent’s failure during execution. Since DRL techniques use
DNNs, they inherit the advantages and drawbacks of such models, making their testing
challenging and time-consuming. Furthermore, DRL-based systems are based on a Markov
Decision Process (MDP) [111] that makes them stateful. They embed several components
including the agent, the environment, and the ML-based policy network. Testing a stateful
system that consists of several components is by itself a challenging problem. It becomes
even more challenging when ML components and the probabilistic nature of the real-world
environments are considered.

There are three types of testing approaches for deep learning systems that depend on
the required access levels to the system under test: white-box, black-box, and data-box
testing [77,137]. White-box testing requires access to the internals of the DL systems
and its training dataset. Black-box testing does not require access to these elements and
considers the DL model as a black box. Data-box testing requires access only to the
training dataset.

Prior testing approaches for DL systems (including DNNs) have focused on black-box
and white-box testing [58,60, 101,105,136, 149], depending on the required access level to
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the system under test. However, limited work has been done on testing DRL-based systems
in general and using data-box testing methods in particular [60,101,105,129]. Relying on
such types of testing is practically important, as testers often do not have full access to
the internals of RL-based systems but do have access to the training dataset of the RL
agent [24].

Most existing works on testing DRL agents are based on adversarial attacks that aim
to perturb states of the DRL environment [79]. However, adversarial attacks lead to
unrealistic states and episodes, and their main objective is to test the RL agents’ robustness
rather than test the agents’ functionality (e.g., functional safety). In addition, a white-box
testing approach for DRL agents has been proposed that focuses on fault localization in
the source code of DRL-based systems [101]. However, this testing approach requires full
access to the internals of the DRL model, which are often not available to testers, especially
when the DRL model is proprietary or provided by a third party. Also, localizing and fixing
faults in the DRL source code do not prevent agent failures due to imperfect policies and
the probabilistic nature of the RL environment. Furthermore, because of the huge state
space, the high cost of test execution, and the black-box nature of DNN models (policy
networks), exhaustive testing of DRL agents is impossible.

In this research, we focus on testing the policies of DRL-based systems using a data-
box testing approach, and thus address the needs of many practical situations. We should
remind that we focus our analysis on functional faults since they are more critical. Thus, the
detection of reward faults is left for future work and is out of the scope of this research. We
propose STARLA, a Search-based Testing Approach for Reinforcement Learning Agents,
that is focused on testing the agent’s policy by searching for faulty episodes as effectively
as possible. An episode is a sequence of states and actions that results from executing the
RL agent. To create these episodes, we leverage evolutionary testing methods and rely
on a dedicated genetic algorithm to identify and generate functional-faulty episodes [57].
We rely on state abstraction techniques [1,5] to group similar states of the agent and
significantly reduce the state space. We also make use of ML models to predict faults in
episodes and guide the search toward faulty episodes. We applied our testing approach
on two Deep-Q-Learning agents trained for the widely known Cart-Pole and Mountain
Car problems in the OpenAl Gym environment [48]. We show that our testing approach
outperforms Random Testing, as we find significantly more faults.

Overall, the main contributions of this research are as follows:

e We propose STARLA, a data-box search-based approach to test DRL agents’ policies
by detecting functional-faulty episodes.

e We propose a highly accurate machine learning-based classification of RL episodes
to predict functional-faulty episodes, which we use to improve the guidance of the
search. This is based in part on defining and applying the notion of abstract state
to increase learnability.

e We applied STARLA on two well-known RL problems. We show that STARLA
outperforms the Random Testing of DRL agents as we detect significantly more faults



when considering the same testing budget (i.e., the same number of the generated
episodes).

e We provide online! a prototype tool for our search-based testing approach as well as
all the needed data and configurations to replicate our experiments and results.

The remainder of the chapter is structured as follows. Section 2.2 presents the required
background and establishes the context of our research. Section 2.3 describes our research
problem. Section 2.4 presents our testing approach. Section 2.5 reports our empirical
evaluation and results. Section 2.6 discusses the practical implications of our results.
Section 2.7 analyzes the threats to validity. Finally, sections 2.8 and 2.9 contrast our work
with related work and conclude the research, respectively.

2.2 Background

Reinforcement Learning trains a model or an agent to make a sequence of decisions to reach
a final goal. It is therefore a technique gaining increased interest in complex autonomous
systems. RL uses trial and error to explore the environment by selecting an action from a
set of possible actions. The actions are selected to optimize the obtained reward. In the
following, we will describe an example application of RL in autonomous vehicles.

2.2.1 Definitions

To formally define our testing framework, we rely on a running example and several key
concepts that are introduced in the following sections.

A running example. Assuming an Autonomous Vehicle (AV) cruising on a highway,
an RL agent (i.e., AV) receives observations from an RGB camera (placed in front of
the car) and attempts to maximize its reward during the highway driving task, which is
calculated based on the vehicle’s speed. The agent is given one negative/positive reward
per time step when the vehicle’s speed is below/above 60 MPH (miles per hour). Available
actions are turning right, turning left, going straight, and no-action. The cruising continues
until one of the termination criteria is met: (1) the time budget of 10 seconds is consumed,
or (2) a collision has occurred.

Definition 1. (RL Agent Behavior.)

The behavior of an RL agent can be captured as a Markov Decision Process [111]
(S,A,T,R,y) where S and A denote a set of possible states and actions accordingly, T :
S X AxXS— [0,1] refers to the transitions function, such that T(s’,a,s) determines the
probability of reaching state s” by performing action a in state s, R : SXA — [0, Rj4x] is a
reward function that determines the immediate reward for a pair of an action and a state,

thttps://github.com/amirhosseinzlf/STARLA



and y € [0,1] is the discount factor indicating the difference of short-term and long-term
reward [126].

The solution of an MDP is a policy 7 : § — A that denotes the selected action given
the state. The agent starts from the initial state (sg € S) at time step # = 0 and then, at
each time step (¢;, i > 0), it takes an action (a; € A) according to the policy 7 that results
in moving to a new state s;;1. Also, r; refers to the reward corresponding to the action
a; and state s; that is obtained at the end of the step ;. Note that there may not be a
reward at each step, which in that case is considered to be zero. Finally, 3 r; refers to the
accumulative reward until step ¢;.

Definition 2. (Episodes.) An episode e is a finite sequence of pairs of states and actions,
ie., [(sj,a;)|ls; € S,a; € A,0 < j < n,n € N], where the state of the first pair is an initial
state, and the state of the last pair is an end state. An end state is, by definition, a state in
which the agent can take no more action. The accumulative reward of episode e is Slely,
where |e| denotes the length of the episode. We refer to the accumulated reward of episode
e with /. A valid episode is an episode where each state is reachable from the initial state
with respect to the transition function presented in definition 1. Moreover, the episode is
executable (i.e., consistent with the policy of an agent) if starting from the same initial
state and in each state, the selected action of the agent is consistent with the action in the
episode that we want to execute.

Definition 3. (Faulty state.) A faulty state is a state in which one of the defined require-
ments (e.g., the autonomous vehicle must not hit obstacles) does not hold, regardless of
the accumulated reward in that state. A faulty state is often an end state. In the context
of the running example, a faulty state is a state where a collision occurs.

Definition 4. (Faulty Episode.) We define two types of faulty episodes:

e Functional fault: If an episode e contains a faulty state, it is considered as a faulty
episode of type functional. A functional fault may lead to an unsafe situation in the
context of safety-critical systems (e.g., hitting an obstacle in our running example).

e Reward fault: 1f the accumulative reward of episode e is less than a predefined
threshold (r, < 1), it is considered a faulty episode of type reward (i.e., the agent
failed to reach the expected reward in the episode). Intuitively, regarding our running
example, if we assume a reward fault threshold of T = 100, then each episode with a
reward below 100 is considered to contain a reward fault. In our running example,
this occurs when the AV agent drives at 25 MPH all the time. As we mentioned
earlier, the detection of this type of fault is out of the scope of this research and is
left for future work.

2.2.2 State Abstraction

State abstraction is a means to reduce the size of the state space by clustering similar
states to reduce the complexity of the investigated problem [1,5]. State abstraction can be
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defined as a mapping from an original state s € S to an abstract state s? € $¢

¢p:5— s¢ (2.1)

where the abstract state space is often much smaller than the original state space.
Generally, there are three different classes of abstraction methods in the RL context [64,75]:

1. m*-irrelevance abstraction: s; and so are in the same abstraction state ¢(s1) = ¢(s2),
if 7%(s1) = n*(s2), where n* represents the optimal policy.

2. Q*-irrelevance abstraction: ¢(s1) = ¢(s2) if for all available actions a € A, Q*(s1,a) =
Q*(s2,a), where Q*(s,a) is the optimal state-action function that returns the max-
imum expected reward from state s up to the final state when selecting action a in
state s.

3. Model-irrelevance abstraction: ¢(s1) = @¢(s2) if for any action a € A and any abstract
state s? € S4, R(s1,a) = R(s2,a) and the transition dynamics of the environment
are also similar, meaning that Zs/e¢_1(s¢) T(s',a,s1) = Zs,e¢_1(5¢) T(s’,a,s2) where
T(s’,a,s) returns the probability of going to state s’ from state s performing action
a, as defined in definition 1.

As we are testing RL agents in our work, we use the Q*-irrelevance abstraction method
in this study because it represents the agent’s perception. We also choose this abstraction
method because it is more precise than n*-irrelevance. Indeed, n*-irrelevance only relies on
the predicted action (i.e., the action with the highest Q*-value) to compare two different
states, which makes it coarse. In contrast, Q*-irrelevance relies on Q*-values for all possible
actions.

To clarify, assume two different states in the real world for which our trained agent
has the same Q-values. Given the objective to test the agent, it is logical to assume these
states to be similar, as the agent has learned to predict identical state-action values for
both states (i.e., the agent perceives both states to be the same).

Further, abstraction methods can be strict or approximate. Strict abstraction methods
use a strict equality condition when comparing the states of state-action pairs, as presented
above. Although they are more precise, they bring limited benefits in terms of state space
reduction. In contrast, more lenient abstraction methods can significantly reduce the
state space, but they may yield inadequate precision. Approximate abstractions relax
the equality condition in strict abstraction methods to achieve a balance between state
space reduction and precision. For example, instead of Q*(s1,a) = Q*(s2, a), approximate
abstraction methods use the condition |Q*(s1,a) — Q*(s2,a)| < €, where € is a parameter
to control the trade-off between abstraction precision and state space reduction.

Another important property is transitivity, as transitive abstractions use a transitive
predicate. For example, assume that two states, s; and s9, are similar based on an abstrac-
tion predicate and the same is true for so and s3. Then, we should be able to conclude that
s1 and s3 are similar. Transitive abstractions are efficient to compute and preserve the
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near-optimal behavior of RL agents [1]. Moreover, this property helps to create abstract
states more effectively.

Considering the properties that we explained previously, we use the following abstrac-
tion predicate ¢4 that is transitive and approximates the Q*-irrelevance abstraction:

Q*(Sl,a)“ — ’VQ*(SQ’G)“ (22)

$a(s1) = pa(s2) =Va € A : { p y

where d is a control parameter (abstraction level) that can squeeze more states together
when increasing and thus reduce the state space significantly. Intuitively, this method
discretizes the Q*-values with buckets of size d.

2.3 Problem Definition

In this research, we propose a systematic and automated approach to test a DRL agent.
In other words, considering a limited testing budget, we aim to exercise the agent in a way
that results in detecting faulty episodes, if possible. This requires finding faulty episodes
in a large space of possible episodes while satisfying a given testing budget, defined as the
number of executed episodes.

2.3.1 RL Agent Testing Challenges

Since DRL techniques use DNNs, they inherit the advantages and drawbacks of DNNs,
making their testing challenging and time-consuming [80,122-124]. In addition, RL tech-
niques raise specific challenges for testing:

e Functional faults. The detection of functional faults in DRL systems is challenging
because relying only on the agent’s reward is not always sufficient to detect such
faults. Indeed, an episode with a functional fault can reach a high reward. For
example, by not stopping at stop signs, the car may reach its destination sooner
and get a higher reward if the reward is defined based on the arrival time. Even if
we consider a penalty for unsafe actions, we can still have an acceptable reward for
functional-faulty episodes. Relying only on the agent’s reward makes it challenging
to identify functional faults.

e State-based testing with uncertainty. Most traditional ML models, including
DNNs, are stateless. However, DRL techniques are based on an MDP that makes
them stateful and more difficult to test. Also, an RL agent’s output is the result of
an interaction between the environment (possibly consisting of several components,
including ML components) and the agent. Testing a system with several components
and many states is by itself a challenging problem. Accounting for ML components
and the probabilistic nature of real-world environments makes such testing even more

difficult [33,137].
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e Cost of test execution. According to the previous discussion, testing an RL agent
requires the execution of test cases by either relying on a simulator or by replay-
ing the captured logs of real systems. The latter is often limited since recording
a sufficient number of logs that can exhaustively include the real system’s behav-
ior is impossible, especially in the context of safety-critical systems, for which logs
of unsafe states cannot (easily) be captured. Thus, using a simulator for testing
DRL agents, specifically in the context of safety-critical domains, is often inevitable.
Despite significant progress made in simulation technology, high-fidelity simulators
often require high-computational resources. Thus, testing DRL agents tends to be
computationally expensive [28,33,60].

e Focus on adversarial attacks. Most existing works on testing DRL agents use
adversarial attacks that are focused on perturbing states [58]. However, such attacks
lead to unrealistic states and episodes [45]. The main goal of such attacks is to test
the robustness of RL policies rather than the agents’ functionality [26,60,153].

The exhaustive testing of DRL agents is impossible due to the large state space, the
black-box nature of DNN models (policy networks), and the high cost of test execution.
To address these challenges, we propose a dedicated search-based testing approach for
RL agents that aims to generate as many diverse faulty episodes as possible. To create
the corresponding test cases, we leverage meta-heuristics and most particularly genetic
algorithms that we tailor to the specific RL context.

2.3.2 Assumptions

In this work, we focus on testing RL agents with discrete actions and a deterministic policy
interacting with a stochastic environment. A discrete action setting reduces the complex-
ity of the problem in defining genetic search operators, as we will see in the following
sections. It also reduces the space of possible episodes. Moreover, assuming a determin-
istic policy and stochastic environment is realistic because in many application domains
(specifically in safety-critical domains), randomized actions are not acceptable and envi-
ronments tend to be complex [35]. We further assume that we have neither binary nor
noisy rewards [154] [112] (i.e, where an adversary manipulates the reward to mislead the
agent) since the reward function should provide guidance in our search process. We build
our work on model-free RL algorithms since they are more popular in practice and have
been extensively researched [104,127].

2.4 Approach

Genetic Algorithms (GA) are evolutionary search techniques that imitate the process of
evolution to solve optimization problems, especially when traditional approaches are inef-
fective or inefficient [8]. In this research, as for many other test automation problems, we
use genetic algorithms to test RL agents. This is accomplished by analyzing the episodes
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performed by an RL agent to generate and execute new episodes with high fault probabil-
ities from a large search space.

Final Episodes

[ | anciaveuss | Sotopoe ||
Trained ML model to # functions ing MOSA noit Seiacail

Calculate fitness

predict fauly episodes ew generation

episodes
;|
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Figure 2.1: Overview of STARLA

2.4.1 Reformulation as a Search Problem

We are dealing with a high number of episodes represented as sequences of pairs (Defini-
tion 2), which are executed to test an RL agent. To properly translate the process into a
search problem using a genetic algorithm, we need to define the following elements.

e Individuals. Individuals consist of a set of elements called genes. These genes
connect together and form an individual that is a solution. Here, individuals are
episodes complying with Definition 2, which should ideally have a high probability
of failure. Naturally, each gene is represented by a pair of state and action.

e Initial population. A set of individuals forms a population. In our context, a
population is a set of episodes. However, it is imperative for the search to select a
diverse set of individuals to use as the initial population. The sampling process is
detailed in section 2.4.3.

e Operators. Genetic operators include crossover, mutation, and selection [147],
which are used to create the next generation of episodes. In the crossover, we use
two episodes as input and create a new offspring that hopefully has a higher fault
probability. We use the current population as the input and select an episode for the
crossover (using tournament selection). The selection of such an episode is in rela-
tion to its fitness. We then select a crossover point randomly, search for a matching
episode, and join it with the selected episode.

Mutation is an operator that adds diversity to our solutions. An episode is selected
using the tournament selection again. Then, one pair is randomly selected as the
mutation point, which is altered according to a defined policy that is detailed in
section 2.4.5.2.

Selection is the last operator used in each generation. It combines the episode from
the last generation with the newly created episode in a way that does not eliminate
good solutions from previous generations. More detailed explanations are provided
in section 2.4.5.3.

e Fitness function. The fitness function should indirectly capture how likely an
episode is to be faulty. To that end, we define a multi-objective fitness [98] function
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that we use to compare episodes and select the fittest ones. As further explained in
section 2.4.4, we consider different ways to indirectly capture an episode’s faultiness:
(1) the reward loss, (2) the predicted probability of observing functional faults in an
episode based on machine learning, and (3) the certainty level for the actions taken
in an episode.

e Termination criteria. This determines when the search process should end. Differ-
ent termination criteria can be used, such as the number of generations or iterations,
the search time, and convergence in population fitness. For the latter, the search
stops when there is no improvement above a certain threshold over a number of
newly generated episodes.

2.4.2 Overview of the Approach

As depicted in Figure 2.1, the main objective of STARLA is to generate and find episodes
with high fault probabilities to assess whether an RL agent can be safely deployed.

To apply a genetic algorithm to our problem, we first need to sample a diverse subset
of episodes to use as the initial population. In the next step, we use dedicated genetic
operators to create offspring to form the new population. Finally, using a selection method,
we transfer individuals from the old population to the new one while preserving the diversity
of the latter. For each fitness function, we have a threshold value, and a fitness function
is satisfied if an episode has a fitness value beyond that threshold. We repeat this process
until all fitness functions are satisfied, or until the maximum number of generations is
reached.

Algorithm 1 shows a high-level algorithm for the process previously described, based
on a genetic algorithm. Assuming P is the initial population, that is, a set of episodes
containing both faulty and non-faulty episodes, the algorithm starts an iterative process,
taking the following actions at each generation until the termination criteria are met (lines
3-16). The search process is as follows:

1. We create a new empty population P, (line 5).

2. We create offspring using crossover and mutation, and add newly created individuals
t0 Ppew (lines 6-11).

3. We calculate the fitness of the new population (line 12) and update the archive @ and
the condition FitSatisfied capturing whether all fitness functions are satisfied (line
13). The archive contains all solutions that satisfy at least one of our three fitness
functions (line 14).

4. If all fitness functions are satisfied, we stop the process and return the archive (i.e., the
set of solutions that satisfy at least one fitness function). Otherwise, the population
P is updated using the selection function, and then we move to the next generation
(lines 15-16).
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Algorithm 1: High-level genetic algorithm

Input: A set of episodes (P) as the initial population, solution archive a
Output: The updated archive @ containing faulty episodes

1 gen <0

2 a0

3 while FitSatis fied = False and gen < g do

4 Fitness = Fit(P)

Prew <0

rand = Random(0, 1)

if rand < c then

L t1,t0 <« Cross(P)

© w0 N O »

Pnew <_Pnew U {tlatQ}

10 tm —Mut(P U {t1,t2}, m)
11 Prew < Ppew Uty

12 Fitness = Fit(Ppeyw)

13 Update(FitSatis fied)

14 Update(a)

15 P «—Select(P, Ppew)

16 gen «—gen+1

17 Return «

Furthermore, in our genetic search algorithm, we set the crossover rate ¢ to 75% and the
mutation rate m to the ‘l,, where V is the length of the selected episodes for mutation based
on the suggested parameters for genetic algorithms in the literature [106]. In the following,
we discuss each step of the search in detail.

2.4.3 Initial Population

The initial population of our search problem is a set containing |P| episodes. We use random
executions of the agent to build the initial population of the generic search. Consequently,
we initiate the environment with different initial states in which we randomly change the
alterable parameters of the environment when available (e.g., changing the weather or time
of the day in the running example, or changing the starting position of the car). We execute
the RL agent starting from the randomly selected initial states and store the generated
episodes as the initial population of the search. This increases the diversity of episodes
and helps the genetic algorithm explore the solution space more effectively.

2.4.4 Fitness Computations
A fitness function quantitatively assesses the extent to which an individual fits the search
objectives and is meant to effectively guide the search. Recall that our objective is to find

faulty episodes that can exhibit functional faults. We therefore define the following three
fitness functions that complement one another to capture the extent to which an episode
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is close to being faulty. We consider (1) the agent reward as a fitness function, as it guides
the search toward low-reward episodes, which are more likely to lead to functional faults, if
designed properly, as the reward may capture some of the agent’s unsafe behavior; (2) the
probability of functional faults, which complement the reward and can provide additional
guidance toward functional faults if the estimation of such probabilities is accurate (see
section 2.3.1 for more explanation); and (3) the certainty level that guides the search
toward episodes where the agent is highly uncertain about the selected action.

Next, we define our fitness functions and illustrate their relevance through scenario
examples (sections 2.4.4.1, 2.4.4.2, and 2.4.4.3). Specifically, we explain how each fitness
function contributes to guiding the search toward faulty episodes. We then explain in
sections 2.4.4.4, 2.4.4.5, 2.4.4.6, and 2.4.4.7 the different steps of applying machine learning
to estimate the probability of functional faults, which is one of our fitness functions. Finally,
we explain our search objectives in section 2.4.4.8.

2.4.4.1 Reward

The first fitness function in our search is meant to drive the search toward episodes with
low reward. The reward fitness function of an episode is defined as follows.

file)=r, (2.3)
where 1/, is the accumulated reward of an episode e.

In the initial population, the rewards of selected episodes are known. Also, when
genetic operators are applied, we calculate the reward of new individuals using the reward
function according to Definition 1. The search aims to minimize the reward of episodes
over generations to guide the search toward finding faulty episodes.

Example: A well-defined reward function which is correlated to functional faults
can provide valuable guidance toward the identification of such faults. For instance, in
our running example, if the reward function incorporates a penalty based on the car’s
proximity to the border of the lane or other vehicles, minimizing the reward function
would result in the car being driven dangerously close to other lanes, thereby increasing
the risk of accidents. Such low-reward episodes are of particular interest, as applying
crossover and mutation (section 2.4.5) to them can reveal potential functional faults in
the later generations. However, it is worth mentioning that designing a reward function
that is capable of capturing all possible functional faults remains a challenging task in most
real-world scenarios. We therefore rely on other complementary fitness functions (certainty
level and the probability of functional faults) that we describe in the following sections to
further guide the search toward functional faulty episodes.

2.4.4.2 Probability of Functional Fault

The second fitness function captures the probability of an episode to contain a functional
fault. Such probability is predicted using an ML model. The fitness function is defined as
follows:
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fa(e) =1—Pryle] (2.4)

where Pr[e] is the probability of having a functional fault in an episode e € E, and E
is the space of all possible episodes. In the context of the running example, driving very
close to obstacles has a higher probability of revealing a functional fault (high probability of
collision) than an episode that maintains a safe distance from them. We therefore want the
first episode to be favored by our search over the second one. The ML model that we use
takes an episode as input, uses the presence and absence of abstract states in the episode
as features, and returns the probability of functional fault for that episode. A detailed
explanation of the probability prediction method using ML is provided in section 2.4.4.4.
In the search process, instead of maximizing Prr[e], we minimize its negation f>(e) to
(1) have a consistent minimization problem across all fitness functions, and (2) guide the
search toward finding episodes with a high probability of functional faults.

Example: In the context of our running example, it is possible to encounter a scenario
where the speed of the vehicle is above 60 MPH (getting a positive reward at each time
step) but excessively high, resulting in challenges to control the car, thus increasing the
risk of collision. In such a case, using the reward fitness function is inadequate to guide the
search toward such faulty episodes since they get high rewards. To address such situations,
we can leverage the fitness function based on the probability of functional faults, which is
predicted based on the presence of abstract states. With this approach, we can identify
episodes that have a high probability of resulting in functional faults, even when the reward
function cannot guide the search process effectively.

2.4.4.3 Certainty Level

This fitness function captures the level of certainty associated with the actions taken in
each state within an episode. It is calculated as the average difference in each state-action
pair between the probability of the chosen action, assigned according to the learned policy,
and the second-highest probability assigned to an action [78]. This is also referred to as
the action preference margin in the literature.

A higher accumulated certainty level across the sequence of actions in an episode sug-
gests that the agent is more confident overall about the selected actions. On the other
hand, a lower accumulated certainty level can guide our search toward situations in which
the agent is highly uncertain of the selected action. Thus, it is relatively easier to lure
the agent to take another action, which makes these episodes suitable for applying search
operators.

The certainty level is calculated as shown in Equation 2.5, where e is the given episode,
le| is its length, a; is the selected action in state s; (i.e., a; is the action with the highest
selection probability), A; is the set of possible actions in state s;, and P,(a;|s;) is the
probability of selecting a; in state s;.
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25 (Prlails) = | max Pr(ajls)

f3(e) =

(2.5)

le]

In our search algorithm, we aim to minimize this fitness function to guide the search
toward finding episodes with high uncertainty levels.

Example: Suppose that in our running example, we have episodes where (1) the re-
ward is high (i.e., driving with a speed above 60 MPH); (2) the probability of functional
fault is low (i.e., the speed is not too high and the risk of collision is low); and (3) the uncer-
tainty of the agent in selecting the optimal action is high. Such episodes are of particular
interest, as they are promising candidates for our mutation operator (section 2.4.5.2). In-
deed, by applying a small realistic transformation to these episodes, we can easily change
the optimal action and explore new search directions that have the potential to reveal
functional faults. This fitness function is especially useful when the reward function and
probability of functional fault cannot guide the search process effectively, and we need
to explore different actions and states to identify potential functional faults. Incorporat-
ing the certainty level metric into our fitness functions can thus help us to identify such
episodes more effectively. In other words, by targeting episodes with high uncertainty
levels, we can increase our chances of discovering new functional faults and improve the
overall performance of our search process.

2.4.4.4 Machine Learning for Estimating Probabilities of Functional Faults

A machine learning algorithm is used to learn functional faults and estimate their prob-
abilities in episodes without executing them. This model is expected to take episodes as
input and predict the probabilities of functional faults. The labels of each episode are
functional-faulty or not faulty. We choose Random Forest as a candidate modeling tech-
nique because (1) it can scale to numerous features, and (2) its robustness to overfitting
has been well studied in the literature [22,41]. We also tried several other ML models to
predict functional faults, such as K-Nearest Neighbor, Support Vector Machine, and De-
cision Trees. However, Random Forest led to the most accurate prediction model. Since
this is not a crucial or central aspect of the work, we do not include the results of these
experiments in this chapter.

2.4.4.5 Preparation of Training Data

To build the above-mentioned machine learning model, the training data are collected from
training episodes and random executions of the RL agent. More precisely, our ML training
dataset contains both faulty and non-faulty episodes generated through the training and
random executions of the agent.

Episodes from RL training. We sample episodes from the agent’s training phase to
increase the diversity of the dataset. We also include such episodes in case we do not
find enough faulty episodes based on random executions. Providing data with different
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types of episodes (i.e., functional-faulty and non-faulty) makes training the ML models
possible. Since the training phase of the RL agents is exploratory, it contains a diverse set
of faulty and non-faulty episodes, which helps learning and increases model accuracy. One
issue with sampling from the training episodes is that they may not be consistent with the
final policy of the trained agent. The agent may execute a faulty episode during training
because of (1) randomness in action selection, due to the exploratory nature of the training
process, and (2) incomplete agent training. To alleviate this issue, when sampling to form
the training dataset of the ML model, we give a higher selection probability to the episodes
executed in the later stages of the training, since they are more likely to be consistent with
the final behavior of the trained agent.

Assuming a sequence of n episodes ([E; : 1 < i < n]) that are explored during the
training of the RL agent, the probability of selecting episode Ei (P,[E;]) is calculated as
follows.

i

Pr [El] = sn ]
J=1

(2.6)

We thus give a higher selection probability to episodes executed in the later stage of
the training phase of the agent (P,[E1] < P,[E2] < ... < P,[E,]).

Episodes from random executions. To build the training dataset of our ML model,
we also include episodes generated through random executions of the agent to further
diversify the training dataset with episodes that are consistent with the final policy of the
agent. In practice, we use the episodes of the initial population of the generic search since
they have been already created with random executions of the RL agent (section 2.4.3),
thus minimizing the number of simulations (and therefore the testing budget).

2.4.4.6 State Abstraction for Training Data

After collecting the training episodes, we need to map each concrete state to its correspond-
ing abstract state to reduce the state space and thus enable effective learning. Indeed, this
is meant to facilitate the use of machine learning with more abstract features. To do
so, we rely on the transitive Q*-irrelevance abstraction method, which was described in
section 2.2.2.

The state abstraction process is defined in Algorithm 2. The algorithm takes the
concrete states as input and finds abstract states s%¢ € S considering the abstraction
function of ¢4 where d is the abstraction level. For each concrete state, we try to find
the abstract state that corresponds to the concrete state by calculating the Q*-values of
all available actions, as described in section 2.2.2. If a match with an abstract state of a
previous concrete state that was already processed is found, we assign the abstract state
to the concrete state. Otherwise, we create a new abstract state.

19



Algorithm 2: High-level algorithm to create abstract states
Input: Set of states S, abstraction level d
Output: Abstract states S%¢

1 5% 0

2 len <0

3 for s; € S do

4 if S% = ( then

len —len+1

5
6 | append s; to Sfd
7 Found = False

8 for j in range(1,len) do
9 if ¢(s;) = S}bd then

10 L append s; to S]q."’
11 Found =True
12 if Found = False then
13 len —len+1
14 | append s; to S;’Z‘,’1

15 Return S%

2.4.4.7 Feature Representation: Presence and Absence of Abstract States

To enable effective learning, each episode consists of state-action pairs, where the states are
abstract states instead of concrete states. To train the ML model, we determine whether
abstract states are present in episodes and use this information as features. As described
in the following, each episode is encoded with a feature vector of binary values denoting
the presence (1) or absence (0) of an abstract state Sf’ in the episode and n is the total
number of abstract states.

S‘f Sg R A 4

1

episode; 0 1 --- 0 --- 1

The main advantage of this representation is that it is amenable to the training of stan-
dard machine learning classification models. Furthermore, we were able to significantly re-
duce the feature space by grouping similar concrete states through state abstraction, where
the selected action of the agent is the same for all concrete states within one abstract state.
As a result, considering n different abstract states, the feature space of this representation
is 2"". Note that we only consider the abstract states that have been observed in the train-
ing dataset of the ML model, which we expect to be rather complete. Further, in this
feature representation, the order of the abstract states in the episodes is not accounted
for, which might be a weakness if we are not able to predict functional faults as a result.
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Empirical results will tell whether the two above-mentioned potential problems materialize
in practice.

2.4.4.8 Multi-Objective Search

We need to minimize the above-mentioned fitness functions to achieve our goal, and this
is therefore a multi-objective search problem. More specifically, our multi-objective opti-
mization problem can be formalized as follows:

min F(x) = (f1(x), 2(x), f5(x)) (2.7)

where E is the set of possible episodes in the search space, F : E — R? consists of
three real-value objective functions fi(x), fo(x), f3(x), and R? is the objective space of our
optimization problem.

2.4.5 Search Operators

We describe below three genetic operators. The first operator is crossover, which gener-
ates new offspring using slicing and joining high-fitness, selected individuals. The second
operator is mutation, which introduces small changes in individuals to add diversity to the
population, thus making the search more exploratory. Finally, the selection operator deter-
mines which individuals survive to the next generation. We provide a detailed description
of how we defined these operators.

2.4.5.1 Crossover

The crossover process is described in Algorithm 3. It uses the population as input and
creates offspring as output. It begins by sampling an episode (line 2) with the sample
function. This function draws an episode using tournament selection [91]. In a K-way
tournament selection, K individuals are selected, and we run a tournament between the
selected individuals where fitter individuals are more likely to be selected for reproduction.
Then, we randomly select a crossover point (line 3) using the uniform distribution.

After finding the crossover point, we must find a matching pair (line 4). We do so by
considering individuals in the population containing the abstract state of the pair selected
as a crossover point. The search function tries to find a matching pair for the crossover
point based on the Q*-irrelevance abstraction method (section 2.2.2). If no matching
pair is found (line 5), we repeat the process from the beginning (lines 1-5). Otherwise,
offspring are created on lines 6-9. Whether a match can be found for the crossover point
highly depends on the abstraction level. Therefore, this can be controlled by changing the
abstraction level to prevent bottlenecks.
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The crossover process is illustrated in Figure 2.2. Let us assume that the selected parent
is as follows:

Parent = [(Sl, al), (SQ, az), ceey (Sf_l, af_l), (Sf, af), (S_f+1, af+1), cees (Sm, am)] (2.8)

where (s7,ay) is the pair selected as a crossover point.

The matching function tries to find an episode containing a pair that has a concrete
state that belongs to the same abstract class as state (sy) to ensure the validity of the
new episode. Recall that all states in the same abstraction class are perceived to be the
same by the RL agent. Also, since they have the same Q*-values, their certainty level is
the same.

Match = [(s7,a}), (55,a5), ... (s,_1.d),_1), (85, a3), ... (sy, ay,)] (2.9)

where s, and sy result into the same abstract state based on our abstraction method
(i.e., pa(sy) = da(sy)). As a result, the selected actions are also the same.

The newly created offspring are:

Offsprings = [(s1,a1), ... (sp=1,a5-1), (s}, a,), ..., (s, a,)] (2.10)

Offsprings = [(s],a}), ... (s,_1.a,_1), (sp,ar), ... (Sm, am)] (2.11)

The first offspring contains the first part of the matching individual up to the crossover
point with state sy_1 and the second part is taken from the parent and vice versa for the
second offspring.

Based on the selected state abstraction method (section 2.2.2), we create episodes that
are more likely to be valid, though this is not guaranteed. Also, we may get inconsistent
episodes (i.e., episodes that cannot be executed by the RL agent). Furthermore, due to the
high simulation cost of the RL environment, we are not executing episodes after applying
crossover during the search. The validity of the episodes in the final archive is therefore
checked by executing the final high-fitness episodes. The execution process is described in
detail in section 2.4.6.

22



Algorithm 3: High-Level Crossover Algorithm

Input: Population P
Output: Offspring By and B,
do
parent <« sample(P)
I « CrossoverPoint(parent)
match <« search(P, parent[l])
while match = 0
B1[0 : [] «match[0 : ]
B1i[l : end] < parent|[l : end]
B3[0 : 1] « parent[0 : ]
Bs|[l : end] «match|l : end]
return B, By

© 0 N O Ut W N

-
o

2.4.5.2 Mutation

The mutation operator starts by selecting an episode using a K-way tournament selection.
Then a mutation point is randomly selected using the uniform distribution. To ensure the
exploratory aspect of the mutation operator, we alter the state of the mutation point using
some image transformation methods that are selected by considering the environment and
the learning task to produce realistic and feasible states [109,136]. These transformations
are context-dependent. They should be realistic and representative of situations with
imprecise sensors or actuators, as well as external factors that are not observable. In our
running example, transformations matching such situations include changing the brightness
and contrast of the image, adding tiny black rectangles to simulate dust on the camera
lens, or changing the weather. Another example is the Cart-Pole problem (section 2.5.2),
where the task is to balance a pole on a moving cart. For this type of environment, we
rely on other transformations, such as slightly changing the position, the velocity, and the
angle of the pole.

After mutating the gene, we run the episode. Although executing episodes is com-
putationally costly, mutation is infrequent and helps create valid and consistent episodes
exploring unseen parts of the search space. Then, the updated episode is added to the
population. Also, if we find any failure during the execution of the mutated episodes, we
mark such episodes as failing and exhibiting a functional fault.

Assume that (1) the selected episode for mutation is ej, (2) we select (s¢, a.) from ey, as
a candidate pair, and (3) the mutated/transformed state for s, is s.. The mutated episode

e’;: is then as follows:

ep = [(51’ (11), ceey (Sw ac)’ (Sc+1, ac+1), ceey (Sm, am)] (2.12)

ey = [(s1,a1), ..., (sL,al), ...] (2.13)
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Offspring S,

Offspring, Sy

Figure 2.2: The crossover operator

where the states after the mutation point are determined from executing episode e}'.

2.4.5.3 Selection

Given that our search involves optimizing multiple fitness functions and the possibility
of incorporating additional fitness functions to address different types of faults, it is im-
perative to employ a search algorithm that can handle more than three fitness functions.
Additionally, it is worth noting that our focus is not on Pareto front optimization or the
generation of a well-distributed set of solutions that capture the trade-off between ob-
jectives. Rather, we need a search algorithm that can optimize all the fitness functions
concurrently and separately.

Considering these search requirements, we do not rely on traditional dominance-based
algorithms like NSGA-II, particle swarm optimization (PSO) [142], or SPEA-II [9] because
they show poor performance in problems with many objectives [130] and they target Pareto
front optimization. Additionally, to build a generalizable and extensible testing approach,
we opt for the Many Objective Sorting Algorithm (MOSA) [106] to select the best indi-
viduals that minimize our fitness functions. This is because we anticipate that, in many
cases, we will need to consider more than three fitness functions, and MOSA is specifically
tailored to our application context, software test automation. MOSA can indeed accommo-
date a large number of objectives and is better at generating diverse solutions to address
all of the fitness functions. MOSA is therefore an optimal choice for our problem domain
because no other search algorithm fulfills our requirements.
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MOSA is a dominance-based multi-objective search algorithm based on NSGA-IT [31].
Although traditional dominance-based algorithms like NSGA-II and SPEA-II [9] show
poor performance in problems with many objectives [130], MOSA performs well even for
a large number of objectives. It is widely used in the literature and tries to generate
solutions that cover the fitness functions separately, instead of finding a well-distributed
set of solutions (i.e., diverse trade-offs between fitness functions). More specifically, in our
context, MOSA’s purpose is to generate faulty episodes that separately satisfy at least one
of the search objectives rather than to find episodes that capture diverse trade-offs among
them. It drives the search toward the yet-uncovered search objectives and stores in an
archive all solutions that satisfy at least one search objective.

MOSA works as follows. Similar to NSGA-II, it starts from an initial population and
generates new offspring at each generation using genetic operators (i.e., mutation and
crossover). We calculate the fitness value of each individual in the population based on
the three fitness functions that we described in section 2.4.4. MOSA then uses a novel
preference method to rank the non-dominant solutions. In this preference method, the
best solutions according to each fitness function are rewarded with the rank = 0, and the
other solutions are ranked based on the traditional non-dominated sorting in NSGA-II.
During the transition to a new population, we select the highest-ranked individuals using
MOSA and add them to the new population without any changes. We also transfer a
subset of the individuals with the highest fitness from the previous population to avoid
losing the best solutions. Finally, an archive is used to store the best individuals for each
individual fitness function.

2.4.6 Execution of Final Results

After completing the execution of the genetic algorithm, we obtain a population that
contains episodes with high fault probability. We need to execute these final episodes
to check their validity, their consistency with the policy of the agent, and whether they
actually trigger failures. We assume that an episode is consistent if the RL agent can
execute it. We retain failing episodes that are both valid and consistent.

During the execution process, we may observe deviations where the agent selects an
action other than the action in the episode. To deal with such deviations, we replace the
state observed by the agent with the corresponding state from the episode and observe
the selected action. For example, let us assume that we want to execute an episode e’
produced by STARLA where e’ = [(s],a))|s; € S,a; € A,0 <i < n,n € N]. We set the
state of the simulator to the initial state of the episodes sj. Then we use the states from
the environment as input to the agent and we check the action selected by the agent. If
during the execution, the agent selects an unexpected action a; # a; at state s;, we replace
s; with state s from episode e’ to drive the agent to select action a’.

If the action selected by the agent is not a;, we consider that episode e’ is invalid and
we remove it from the final results.

Replacing states in this situation is acceptable since (1) we assume that the environment
is stochastic, (2) states in episode e’ are real concrete states generated in the environment,
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and (3) we noticed that the states of the environment and in the episodes where deviations
occur are very similar. The latter is likely due to the selection of the crossover point based
on identical abstract states. Indeed, we observed that 94% of the environment and episode
states where deviations occur in the Cart-Pole environment, which we will describe in
detail in section 2.5.2.1, have a cosine distance lower than 0.25. Similarly, we observed
that 99% of the deviations in the Mountain Car environment (see section 2.5.2.2 for more
details) have a cosine distance lower than 0.25. Replacing similar states where deviations
of the agent occur is therefore a sensible way to execute such episodes (if possible) because,
in real-world environments, we may have incomplete or noisy observations due to imperfect
Sensors.

2.5 Empirical Evaluation

This section describes the empirical evaluation of our approach, including the research
questions, the case study, the experiments, and the results.

2.5.1 Research Questions

Our empirical evaluation is designed to answer the following research questions.

2.5.1.1 RQ1l. Do we find more faults than Random Testing with the same
testing budget?

We aim to study the effectiveness of our testing approach in terms of the number of detected
faults compared to Random Testing. We want to compare the two approaches with the
same testing budget, which is defined as the number of executed episodes during the testing
phase. Given that the cost of real-world RL simulations can be high (e.g., autonomous
driving systems), this is the main cost factor.

2.5.1.2 RQ2. Can we rely on ML models to predict faulty episodes?

In this research question, we want to investigate whether it is possible to predict faulty
episodes using an ML classifier. We do not execute all episodes during the search; therefore,
we want to use the probabilities of functional faults that are estimated by an ML classifier
as a fitness function to guide our search toward finding faulty episodes.

2.5.1.3 RQ3. Can we learn accurate rules to characterize the faulty episodes
of RL agents?

One of the goals of testing an RL agent is to understand the conditions under which the
agent fails. This can help developers assess the risks of deploying the RL agent and focus
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its retraining. Therefore, we aim to investigate the learning of interpretable rules that
characterize faulty episodes from the final episodes that are executed once the search is
complete.

2.5.2 Case Studies

In our study, we consider two Deep-Q-Learning (DQN) agents on the Cart-Pole? balancing
problem and Mountain Car 3, both from the OpenAl Gym environment.

We have chosen these RL case studies because they are open source and widely used
as benchmark problems in the RL literature [4,99,107]. We have also considered these
benchmarks as they include a large number of concrete states. Furthermore, the simulations
in such environments are fast enough to enable large-scale experimentation.

2.5.2.1 Cart-Pole Balancing Problem

In the Cart-Pole balancing problem, a pole is attached to a cart, which moves along a
track. The movement of the cart is bidirectional and restricted to a horizontal axis with a
defined range. The goal is to balance the pole by moving the cart left or right and changing
its velocity.

As depicted in Figure 2.3, the state of the agent is characterized by four variables:

The position of the cart.

The velocity of the cart.

The angle of the pole.

The angular velocity of the pole.

We provide a reward of +1 for each time step when the pole is still upright. The
episodes end in three cases: (1) the cart is away from the center with a distance more than
2.4 units, (2) the pole’s angle is more than 12 degrees from vertical, or (3) the pole remains
upright during 200 time steps. We define functional faults in the Cart-Pole balancing
problem as follows.

If, in a given episode, the cart moves away from the center by a distance above 2.4
units, regardless of the accumulated reward, we consider that there is a functional fault in
that episode. Note that termination based on the pole’s angle is an expected behavior of
the agent and thus a normal execution, whereas termination based on passing the borders
of the track can cause damage and is therefore considered a safety violation.

2gymlibrary.dev/environments/classic_control /cart_pole/
3gymlibrary.dev/environments/classic_control /mountain_car/
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Figure 2.3: Cart-Pole balancing problem

2.5.2.2 Mountain Car Problem

In the Mountain Car problem, an under-powered car is located in a valley between two
hills. The objective is to control the car and strategically use its momentum to reach the
goal state on top of the right hill as soon as possible. The agent is penalized by -1 for each
time step until termination. As illustrated in Figure 2.4, the state of the agent is defined
based on (1) the location of the car along the x-axis, and (2) the velocity of the car.

There are three discrete actions that can be used to control the car:
o Accelerate to the left.

e Accelerate to the right.

e Do not accelerate.

Position

Figure 2.4: Mountain Car problem

Episodes end in three cases: (1) reaching the goal state, (2) crossing the left border,
or (3) exceeding the limit of 200 time steps. In our custom version of the Mountain Car
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(Figure 2.4), climbing the left hill is considered an unsafe situation. Consequently, reaching
the leftmost position in the environment results in a termination with the lowest reward.
Therefore, if in a given episode, the car crosses the left border of the environment, we
consider that there is a functional fault in that episode.

2.5.3 Implementation

We used Google Colab and stable baselines [56] to implement RL agents for both case
studies (see section 2.5.2). Our RL agents are based on a DQN policy network [94] using
standard setting of stable baselines (i.e., Double Q-learning [139], and dueling DQN [144]).
Our Cart-Pole RL agent has been trained for 50 000 time steps. The average reward of the
trained agent is 124 (which is also equal to the average length of the episodes). In general,
the pole is upright over 124 time steps out of a maximum of 200. The Mountain Car agent
has been trained for 90 000 time steps. The average reward is -125 and the average length
of the episodes is 112.

Finally, we execute the search algorithm for a maximum of 10 generations for both case
studies. The mean execution time of STARLA on Google Colab was 89 minutes for the
Cart-Pole problem and 65 minutes for the Mountain Car problem.

2.5.4 Evaluation and Results

2.5.4.1 RQ1l. Do we find more faults than Random Testing with the same
testing budget?

In this research question, we want to study STARLA’s effectiveness in finding more faults
than Random Testing when we consider the same testing budget B, measured as the number
of executed episodes. To do so, we consider two practical testing scenarios:

¢ Randomly executed episodes are available or inexpensive: In the first sce-
nario, we assume that we want to further test a DRL agent provided by a third-party
organization. We assume that both training episodes and some randomly executed
episodes of the RL agent, used for testing the agent, are provided by the third party.
Therefore, we can extract ML training data and an initial population from such
episodes without using our testing budget.

We can also consider another situation where the RL agent is trained and tested
using both a simulator and hardware in the loop [84]. Such two-stage learning of
RL agents has been widely studied in the literature, where an agent is trained and
tested on a simulator to “warm-start” the learning on real hardware [68,84]. Since
STARLA produces episodes with a high fault probability, we can use it to test the
agent when executed on real hardware to further assess the reliability of the agent.
In this situation, STARLA uses prior episodes that have been generated on the
simulator to build the initial population and executes the newly generated episodes
on the hardware.
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In this case, randomly executed episodes using a simulator become relatively inex-
pensive. Therefore, only episodes that are executed with hardware in the loop and
in the real environment are accounted for in the testing budget.

To summarize, when randomly executed episodes are available or inexpensive, the
testing budget B is equal to the sum of (1) the number of mutated episodes that have
been executed during the search, and (2) the number of faulty episodes generated by
STARLA that have been executed after the search.

¢ Randomly executed episodes are generated with STARLA and should be
accounted for in the testing budget: In the second scenario, we assume that the
agent is trained and then tested by the same organization using STARLA. Therefore,
we have access to the training dataset but need to use part of our testing budget,
using random executions, to generate the initial population. More precisely, the total
testing budget in this scenario is equal to the sum of (1) the number of episodes in the
initial population that have been generated through random executions of the agent;
(2) the number of mutated episodes that have been executed during the search; and
(3) the number of faulty episodes generated by STARLA that have been executed
after the search.

Because of randomness in our search approach and its significant execution time (sec-
tion 2.5.3), for both case studies, we re-executed the search algorithm 20 times and stored
the generated episodes and the executed episodes with mutations at each run. We com-
puted the mean number of generated functional-faulty episodes N (in Cart-Pole N.=5313
and in Mountain Car N, = 2809) and the mean number of mutated executed episodes M
(in Cart-Pole case studyM,=128 and in Mountain Car M, = 139) over the 20 runs.

Position

—— Re-executed episode

0 20 40 60 80
Velocity

—— Re-executed episode

Timestep

Figure 2.5: An example of re-executed episode

Figure 2.5 illustrates the position and velocity during an episode generated and re-
executed by STARLA in the Mountain Car environment. The episode concludes with a
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functional fault as the car’s position exceeds the limit of -1.2, potentially leading to harm
or damage.

We analyzed the distribution of the total number of functional faults identified with
STARLA over the 20 runs. Then, we randomly selected (with replacement) 100 samples
from the set of episodes that were generated with Random Testing. Each sample contained
B episodes to ensure that we had the same testing budget as in STARLA.

In the Cart-Pole case study, for the first scenario, B is equal to 5441 (which corresponds
to the mean number of generated faulty episodes and executed mutated episodes with
STARLA over the 20 runs). On the other hand, for the second scenario, B is equal to 6941
because, as previously explained, this testing budget accounts for the number of episodes
in the initial population, which were generated with Random Testing (1500). Also, in the
Mountain Car case study, the mean number of generated faulty episodes and executed
mutated episodes over the 20 runs is equal to 2948 (B = 2948 in scenario 1). For the
second scenario, B is equal to 4448.

We analyzed the distribution of the identified faults in the two testing scenarios, com-
pared it with STARLA, and reported the results. The results of the Cart-Pole and Moun-
tain Car case studies are depicted in Figure 2.6 and Figure 2.7, respectively. We should
note that in the first scenario, we only compute faults that are generated with the genetic
search. We do not consider faults that are in the initial population because we assume that
these episodes are provided to STARLA and are not included in the testing budget. In
contrast, in the second scenario, we include in STARLA’s final results the faulty episodes
in the initial population as they are part of our testing approach and are included in the
testing budget.
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Figure 2.6: Number of functional-faulty episodes generated with STARLA compared to
Random Testing in the Cart-Pole problem
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Figure 2.7: Number of functional-faulty episodes generated with STARLA compared to
Random Testing in the Mountain Car problem

As we can see from the boxplots, our approach outperforms Random Testing in de-
tecting faults in both scenarios. Indeed, in the first scenario, the average number of faulty
episodes detected by STARLA is 2367, while an average of 1789 faulty episodes is detected
with Random Testing in the Cart-Pole case study. In the Mountain Car case study, the
average number of faulty episodes detected by STARLA is 466 while an average of 390
faulty episodes is detected with Random Testing (419.5%).

In the second scenario, where we consider a bigger testing budget, STARLA also out-
performs Random Testing by identifying, on average, 2861 faulty episodes compared to
2291 identified by Random Testing (+24.9%) in the Cart-Pole case study, and 657 faulty
episodes compared to 591 identified by Random Testing. To assess the statistical sig-
nificance of the average difference of the number of detected functional faults between
STARLA and Random Testing, we use the non-parametric Mann-Whitney U-test [86] and
compute the corresponding p-value in both testing scenarios and case studies.

In both scenarios for the two case studies, the p-values are far below 0.01, and thus
show that our approach significantly outperforms Random Testing in detecting functional
faults in DRL-based systems.

Answer to RQ1: We find significantly more functional faults with STARLA than
with Random Testing using the same testing budget.
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2.5.4.2 RQ2. Can we rely on ML models to predict faulty episodes?

We investigate the accuracy of the ML classifier to predict faulty episodes of the RL agent.
We use Random Forest to predict the probability of functional faults in a given episode. To
build our training dataset in the Cart-Pole case study, we sampled 2111 episodes, including
1500 episodes generated through random executions of the agent and 611 episodes from the
agent’s training phase (as described in section 2.4.3). Of these episodes, 733 correspond to
functional faults while 1378 are non-functional faulty. Further, the ML training dataset of
the Mountain Car case study is created by sampling 2260 episodes where (1) 1862 episodes
are generated through random executions of the agent, and (2) 398 episodes are from the
training phase of the Mountain Car agent. Of these episodes, 456 are functional-faulty
while 1804 are not.

d Abstract Accuracy Precision Recall
states

0.005 195073 63% 39% 63%
0.01 146840 63% 39% 63%
0.05 33574 73% 81% 73%
0.1 15206 92% 92% 92%
0.5 2269 95% 95% 95%
1 1035 97% 97% 97%
134 84% 84% 84%
10 48 79% 81% 79%
50 8 7% 78% 7%
100 4 7% 78% 7%

Table 2.1: Prediction of functional faults with Random Forest in the Cart-Pole case study.
The first column represents the abstraction level d, the second column shows the number
of abstract states for each abstraction level, and we report the accuracy, precision, and
recall in the next columns.

In both case studies, we trained Random Forest models with standard hyperparameters
using the previously described datasets to predict functional faults. Because of the high
number of concrete states in our dataset (about 250 000 in Cart-Pole and 270 000 in
Mountain Car ), we need to reduce the state space by using state abstraction to facilitate
the learning process of the Random Forest models. As presented in section 2.4.4.6, we
used the Q*-irrelevance state abstraction technique [1] to reduce the state space. We
experimented with several values for the abstraction level d (section 2.2.2) and reported
the prediction results in terms of precision, recall, and accuracy in Tables 2.1 and 2.2.
We obtained fewer abstract states when we increased d because more concrete states were
included in the same abstract states. For each value of d, we considered a new training
dataset (with different abstract states). For each dataset, we trained Random Forest by
randomly sampling 70% of the data for training and used the remaining 30% for testing.

The overall prediction results for functional faults are promising. As shown in Table 2.1,
the best results for the prediction of functional faults yield a precision and a recall of 97%
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d Abstract Accuracy Precision Recall
states

0.005 256826 79% 84% 79%
0.01 246624 79% 84% 79%
0.05 195864 84% 87% 84%
0.1 160142 88% 90% 88%
0.5 83887 99% 99% 99%
1 59169 99% 99% 99%
19019 99% 99% 99%
10 10108 99% 99% 99%
50 2012 99% 99% 99%
100 890 99% 99% 99%
500 93 99% 99% 99%
1000 38 99% 98% 99%
5000 10 98% 98% 98%
10000 9 93% 94% 93%

Table 2.2: Prediction of functional faults with Random Forest in the Mountain Car case
study. The first column represents the abstraction level d, the second column shows the
number of abstract states for each abstraction level, and we report the accuracy, precision,
and recall in the next columns.

in the Cart-Pole problem. Similarly, a precision and a recall of 99% was achieved in the
Mountain Car problem as depicted in Table 2.2.

Also, for both case studies, we observe that when we increase the state abstraction level,
the accuracy of the ML classifiers improves until it plateaus and then starts to decrease
as information that is essential for classification is lost. This highlights the importance
of finding a proper state abstraction level to (1) facilitate the learning process of the
ML classifiers, and (2) more accurately predict functional faults. Note that we consider
the abstraction level d that maximizes the accuracy of the ML model while significantly
decreasing the total number of distinct abstract states in the dataset. In the Cart-Pole
and Mountain Car case studies, d is equal to 1 and 500, respectively. Differences in the
abstraction levels are due to the differences in the complexity of the environments and the
state representations.

~

Answer to RQ2: By using an ML classifier (based on Random Forest) combined
with state abstraction, we can accurately classify whether episodes are functional-
faulty or not. Such a classifier can therefore be used as fitness functions in our
search. However, finding a suitable level of state abstraction is essential to increase
the learnability of the ML classifier and thus to improve the accuracy of the fault
prediction results.
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2.5.4.3 RQ3. Can we learn accurate rules to characterize the faulty episodes
of RL agents?

We investigate the learning of interpretable rules that characterize faulty episodes to un-
derstand the conditions under which the RL agent can be expected to fail. Consequently,
we rely on interpretable ML models, namely Decision Trees, to learn such rules. We assess
the accuracy of decision trees and therefore our ability to learn accurate rules based on
the faulty episodes that we identify with our testing approach. In practice, engineers will
need to use such an approach to assess the safety of using an RL agent and targeting its
retraining.

In our analysis, we consider a balanced dataset that contains (1) faulty episodes created
with STARLA, and (2) non-faulty episodes obtained through random executions of the RL
agent. We consider the same proportions of faulty and non-faulty episodes. Such a dataset
would be readily available in practice to train decision trees. For training, we use the
same type of features as for the ML model that was used to calculate one of our fitness
functions (section 2.4.4.7). Each episode is encoded with a feature vector of binary values
denoting the presence (1) or absence (0) of an abstract state in the episode. We rely on such
features because the ML model that we have used to predict functional faults showed good
performance using such representation. Moreover, we did not rely on the characteristics of
concrete states to train the model and extract the rules due to (1) the potential complexity
of state characteristics in real-world RL environments, and (2) Q*-values matching abstract
states are more informative since they also capture the next states of the agent and the
optimal action (i.e., the agent’s perception).

Since we simply want to explain the faults that we detect by extracting accurate rules,
we measure the accuracy of the models using K-fold cross-validation. We repeat the same
procedure for all executions of STARLA in each case study to obtain a distribution of the
accuracy of the decision trees. More specifically, we study the distributions of precision,
recall, and F1-scores for the detected faults and report the results in Figures 2.8 and 2.9.

As shown in Figures 2.8 and 2.9, we learned highly accurate decision trees and therefore
rules (tree paths) that characterize faults in RL agents. Indeed, rules predicting faults in
the Cart-Pole case study have a median precision of 98.75%, a recall of 98.90%, and an
Fl-score of 98.85%.

Furthermore, rules predicting functional faults in the Mountain Car case study have a
median precision of 96.25%, a recall of 93%, and an Fl-score of 94.75%. The rules that we
extract consist of conjunctions of features capturing the presence or absence of abstract
states in an episode.

We provide in the following an example of a rule that we obtained in the Cart-Pole
problem:
. ¢ ¢ ¢
R1: not(S;) and S, and Soq (2.14)

where rule R1 states that an episode is faulty if there are no concrete states in the episode
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Figure 2.8: Accuracy of rules predicting faults in Cart-Pole

that belong to abstract state Sg and we have at least two concrete states matching abstract

state S‘fz and Sgg, respectively.

From a practical standpoint, such highly accurate rules can help developers understand,
with high confidence, the conditions under which the agent fails. For example, one can
analyze the concrete states that correspond to abstract states that lead to faults to extract
real-world conditions of failure. For example, to interpret the rule R, we first extract all
faulty episodes following this rule. Then, we extract from these episodes all concrete states

belonging to the abstract states that must be present according to R1 (i.e., S‘fz and Sgg,

respectively). For abstract states that the rule specifies as absent (abstract state Sg in our
example), we extract the set of all corresponding concrete states from all episodes in the
final dataset. Finally, for each abstract state in the rule, we analyze the distribution of
each characteristic of the corresponding concrete states (e.g., the position of the cart in
the Cart-Pole environment, the velocity, the angle of the pole, and the angular velocity) to
interpret the situations under which the agent fails. Due to space limitations, we include
the box plots of the distributions of the states’ characteristics in our replication package.

Note that we did not rely directly on the abstract states’” Q*-values to understand the
failing conditions of the agent since they are not easily interpretable. We rely on the
median values of the distribution of the states’ characteristics to illustrate each abstract
state and hence the failing conditions. We illustrate these conditions in Figure 2.10.

Our analysis shows that the presence of abstract states S‘fz and Sgg represent situations
where the cart is close to the right border of the track and the pole strongly leans toward
the right. To compensate for the large angle of the pole, shown in the figure, the agent has
no choice but to push the cart to the right, which results in a fault because the border is
crossed. Moreover, abstract state S? represents a situation where (1) the angle of the pole
is not large, and (2) the position of the cart is toward the right but not close to the border.
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Figure 2.9: Accuracy of rules predicting faults in Mountain Car

In this situation, the agent will be able to control the pole in the remaining area and keep
the pole upright without crossing the border, which justifies why this abstract state is
absent in faulty episodes that satisfy rule R1. Note that we only provide an example of
a faulty rule from the Cart-Pole case study. Different rules that consist of more complex
combinations of different abstract states can be extracted and therefore analyzed. Such
interpretable rules can thus assist engineers to ensure safety and analyze risks prior to
deploying the agent.

We acknowledge that the extracted rules from the detected faulty episodes are not
sufficient to evaluate the risk of deploying RL agents. However, characterizing the DRL
agent’s faulty episodes, as we automatically do, is indeed a necessary piece of information
for risk analysis. If they are accurate, such rules can be used to understand the conditions
under which the agent is likely to fail.

Answer to RQ3: By using our search-based technique and interpretable ML mod-
els, such as Decision Trees, we can accurately learn interpretable rules that charac-
terize the faulty episodes of RL agents. Such rules can then serve as the basis for
risk analysis before deployment of the agent to avoid safety violations.

2.6 Discussions

In this research we propose STARLA, a search-based approach to detect faulty episodes of
an RL agent. To the best of our knowledge, this is the first testing approach focused on
testing the agent’s policy and detecting what we call functional faults.

Simulation cost. We rely on a small proportion of the training data of an RL agent and do
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Figure 2.10: Interpretation of Rule R1. Each cart represents one abstract state. The gray
cart depicts the state of the system in abstract state Sg, which should be absent in the
episode. The black carts represent the presence of abstract states SfQ and 553, respectively.
Having both latter states appearing in an episode and not having the state on the left is

highly likely to lead to a fault.

not need to access the internals of the RL-based system, hence the data-box nature of our
solution. Our testing approach outperforms Random Testing of RL agents because we were
able to find significantly more functional faults with the same simulation budget. However,
Random Testing might outperform our testing approach in simple environments with fast
simulations since it typically generates a much higher number of episodes, including faulty
episodes. Nonetheless, RL agents are generally used in complex environments (e.g., cyber-
physical systems), where the simulation and therefore test execution costs are very high.
Narrowing the search toward the faulty space of the agent is therefore crucial to optimize
RL testing in a scalable way.

Feature representation. Relying on state abstraction helped us to reduce the search
space and increase the learnability of the ML models that we used to (1) calculate the
probabilities of functional faults, and (2) extract and interpret the rules characterizing
faulty episodes. However, depending on the type of the RL task, in practice, one needs
to select the right state abstraction type and level to effectively guide the search toward
finding faults in the RL agent. State abstraction has allowed us to extract accurate rules
predicting the presence of faults and thus enables effective risk analysis. Although we
investigated different feature representations, such as encoding episodes with sequences of
abstract states, the accuracy of the ML model was only slightly improved. Therefore, it was
considered not worth the additional complexity to account for such sequential information.
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State abstraction. As described in section 2.4.5.1, we rely on state abstraction to
find matching states for crossover points. Based on the applied abstraction method, the
matched abstract states may not capture the exact physical situations. However, they
correspond to concrete states leading to similar expected rewards for the same selected
actions. State abstraction is one of the key heuristics to enable an effective search in
our context. If we find two similar states where the agent has similar Q*-values, we con-
sider that those states are similar enough to perform the crossover. Like any heuristic,
it needs to be evaluated. Therefore, to ensure the validity of the generated episodes, we
validated the final created episodes by re-executing them as explained in section 2.4.6.
We also re-executed these episodes to check their consistency with the policy of the agent
and whether they actually trigger failures. To further investigate the physical similarity
of concrete states from the same abstract states, we analyzed the distribution of concrete
state parameters (e.g., position, velocity, pole angle) in abstract states. We checked the
abstract states in the rules characterizing the faulty episodes and have included examples
of these distributions in our replication package. Our analysis revealed low variance in the
distributions of parameters, indicating that concrete states within the same abstract state
exhibit similar physical characteristics and Q*-values. Our validation also shows that the
states of the environment and in the episodes where deviations occur are not frequent and
have very low cosine distances. Furthermore, the results confirmed that such abstraction
still leads to good search guidance since our approach outperforms Random Testing by
finding significantly more functional faults.

Functional faults. We should note that the number of functional faults in our case stud-
ies is relatively high since the reward function of the RL agents does not help prevent this
type of fault (despite the high average reward of the agent). As mentioned in section 2.5.2,
we have relied on standard reward functions. For example, in the Cart-Pole environment,
the agent’s reward does not increase when it crosses the borders (i.e, where there is a func-
tional fault and the episode terminates). We are using a standard, widely used, artificial
benchmark to validate our testing approach, but we expect the number of functional faults
in real-world RL agents to be much lower. Indeed, in more complex environments, a high
penalty for functional faults could be part of the reward function to minimize them and
prevent safety violations. However, as we explained in section 2.3.1, this is not always
enough to prevent safety-critical situations because the agent’s reward could still be rela-
tively acceptable in the presence of functional faults. For example, a car may successfully
reach its destination sooner by driving at a higher speed while being dangerously close to
other cars. In this case, we have a high reward, because the car successfully reached the
destination sooner without having any accident (the reward is defined based on the time
of arrival and the penalty is applied when a collision actually occurs). However, such an
episode has a high probability of functional fault since the ego car remains very close to the
other cars. Relying only on the agent’s reward thus makes it challenging for the search to
identify functional faults. In other words, the reward and probability of functional faults
are not always related. They are instead complementary and both used by STARLA to
guide the search toward functional-faulty episodes.

Furthermore, we can have multiple types of functional faults related to an RL agent.
In that case, we can consider the probability of each type of fault as a separate fitness
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function in the genetic algorithm. More specifically, we can rely on the ML model to
predict the probability of each type of fault and use them as separate fitness functions.
Note that considering more fitness functions to predict multiple types of functional faults
is rather straightforward thanks to the use of MOSA, which is specifically designed for
many-objective search problems (section 2.4.5.3).

Initial population. We also investigated different sizes of the initial population (i.e., 500,
1050, and 3000) and obtained consistent results: STARLA outperformed Random Testing
in terms of the total number of detected functional faults. Furthermore, we observed that
the number of detected faults increased with the size of the initial population of the search.
For example, in the Cart-Pole case study, the accuracy of the faults prediction decreased for
training data sets with less than 670 episodes. In some practical cases, costly simulations
may lead to limited data for testing RL agents with STARLA. Consequently, this can
affect the accuracy of ML models due to small ML training datasets and the results of
the genetic search (i.e., due to the small initial population). From a practical standpoint,
the size of the initial population is bounded by a predetermined testing budget and can
be determined according to the accuracy of the ML model. Depending on the case study,
we may choose the size of the initial population that maximizes the accuracy of the ML
model while consuming a reasonable portion of the testing budget.

Improving the diversity in initial populations for genetic algorithms may potentially
increase the quality of the search results by enabling a faster convergence to optimal solu-
tions. As mentioned in section 2.4.3, we considered episodes starting from different initial
states to diversify the initial population. In future work, we aim to investigate the use of
state-of-the-art diversity metrics to guide the generation of a diverse initial population to
determine whether the additional diversity computations are beneficial given that they use
part of the test budget. Examples of such metrics include geometric diversity [71], entropy
measure [6], and hamming distance [97].

Rules characterizing faulty episodes. In this research, we investigate the learning of
interpretable rules that characterize faulty episodes to understand the conditions under
which the RL agent can be expected to fail. If accurate, these rules can help developers
to focus their analysis on specific abstract states that lead to faults, and analyze the risks
related to the deployment of the RL agent. For example, after analyzing the failing rules of
the agent, engineers can use abstract states leading to faults to automatically ensure safety
at run-time. The agent state can be monitored to assess the risks and activate corrective
measures. To prevent a failure, for example, the agent can be forced to avoid specific
actions that lead to states that can violate safety requirements. We have relied on the
presence and absence of abstract states as features to learn rules that characterize faulty
episodes. However, other types of features that consider temporal information regarding
the agent’s states and actions in faulty episodes (e.g., considering the sequence of abstract
states) could provide additional relevant information to explain the occurrence of faulty
episodes. However, learning such temporal patterns typically requires much more data to
achieve accurate results and appeared to be unnecessary and therefore practically justified
in our two case studies. In future work, we aim to investigate other feature representations
that include temporal information to extract rules that characterize faulty episodes. We
also intend to investigate in depth the use of STARLA for safety analysis before deploying
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RL agents. Finally, we aim to perform a user study to understand how engineers can use
such rules to make decisions about the safety of the RL agent under test.

This research takes a first step toward testing RL agents using a data-box genetic search.
Our proposed testing approach and associated results have several practical implications.
The generated faulty episodes and the corresponding rules that characterize them can be
used for safety analysis and retraining. Indeed, analyzing the states and actions in the
generated faulty episodes could help developers to (1) understand the root-causes of faults
in the RL agent, and (2) analyze the safety risks at run-time based on the prevalence of
such root causes in practice and the consequences of identified faults. Moreover, one can
retrain the agent using some of the generated faulty episodes, guided by the rules, as a
mechanism to improve the policy of RL agents.

2.7 Threats to Validity

In this section, we discuss the different threats to the validity of our study and describe
how we mitigated them.

Internal threats concern the causal relationship between the treatment and the outcome.
Invalid episodes generated by STARLA might threaten internal validity. To mitigate this
threat and to ensure the validity of the generated final episodes, we have relied on state
abstraction and the application of realistic state transformations when using the search
operators. For instance, for crossover, instead of selecting random crossover points, we
have used state abstraction to find a matching pair for the crossover point. Furthermore,
to ensure the validity and the exploratory aspect of the mutation operator, we alter the
state of the mutation point using realistic state transformation methods to produce realistic
and feasible states that could happen in the real-world environment. Finally, the validity of
the episodes is checked through their execution. Thus, we only retain valid failing episodes
in our final results. Frequent replacement of states during executions may pose a potential
threat to the validity of our study. However, we observed that the replaced states are
highly similar in terms of cosine similarity, suggesting that the physical characteristics of
the replaced states are also similar.

Our search approach relies on the specification of several thresholds that are context-
dependent and vary from case to case. The threshold of the reward can change based on
the expected minimum reward of the agent. For the reward fitness function in the Cart-
Pole problem, we used a threshold equal to 70, while in the Mountain Car problem the
reward threshold was -180. Based on experiments, we also realized that STARLA performs
better when the threshold of the probability of functional fault fitness value is 95% and the
threshold of the certainty level is 0.04. It is important to fine-tune these parameters for
each case study to get optimal detection results. We acknowledge that the fine-tuning of
STARLA parameters may require additional efforts from practitioners for more complex
RL problems. Therefore, in future work we plan to investigate how to fine-tune STARLA
parameters for more complex problems.
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The choice of an inappropriate state abstraction method and level might also be a
threat. To mitigate it, we have studied several state abstraction methods and have tried
different abstraction levels to train our ML model. We have selected the best abstraction
level that maximizes the accuracy of the model and significantly decreases the number of
abstract states.

The current solution does not consider newly seen abstract states during testing. We
acknowledge that this is a limitation of our testing approach, though any ML solution is
always based on incomplete features, and what matters is whether the guidance provided
to the test process is sufficiently effective. To mitigate the risk of missing abstract states
in our feature representation, we have relied on a state abstraction method that considers
a large number of concrete states in both the training phase and random executions of the
RL agent. We computed the percentage of newly seen abstract states during the execution
of the RL agent. We observed, on average, eight new abstract states out of 93 in the
Mountain Car problem and 209 new abstract states out of 1035 in the Cart-Pole problem.
Nevertheless, our results show that we trained accurate models based on known abstract
states in both case studies. To further enhance the accuracy of the ML model, we can
increase the size of the training dataset, thereby expanding the range of abstract states
from which the model can learn. Additionally, we can retrain the ML model after newly
identified abstract states are found, enabling the model to incorporate these states into the
decision-making process.

Conclusion threats are concerned with the relationship between treatment and outcome.
The randomness in our search approach leads to the generation of different episodes after
each run of STARLA. To mitigate this threat in our experiments, we executed several runs
of our search method and studied the distribution of the number of the detected faults for
both our method and Random Testing.

Reliability threats concern the replicability of our study results. We rely on publicly
available RL environments and provide online all the materials required to replicate our
study results. This includes the set of the executed and generated episodes and the different
configurations that we used in our experiments.

External threats concern the generalizability of our study. Due to the high computational
expense of our experiments and the lack of publicly available, realistic RL agents, we relied
on two case studies in this research. However, we mitigated this threat by using widely
studied RL tasks which are considered as valid benchmark problems in many RL-related
studies [16,17,29,107]. However, our approach is customizable and can be applied to any
other RL problem. Furthermore, in future work we aim to apply our testing approach on
other RL problems to generalize the obtained results.

2.8 Related Work

Several approaches have been proposed in the literature to study the safety of RL agents
during the training and execution phases. However, limited research has been targeted at
testing RL-based systems.
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In a very recent study, Tapple et al. [133] presented a search-based testing method for
RL agents. The method relies on a backtracking-based, depth-first search algorithm [134]that
is used in the RL agent’s execution to identify a reference trace that solves the RL task
and contains a set of boundary states that can lead to unsafe states. Test suites are gen-
erated by extracting the action traces that lead to these boundary states from the initial
state. The main objective of these test suites is therefore to guide the RL agent toward
safety-critical states. Furthermore, to evaluate the agent’s performance, performance test
suites are generated by using a genetic algorithm to create a diverse set of action traces
starting from the reference trace. The average reward gained by the policy of the agent
is then compared to the average reward from the fuzz trace executions to evaluate the
agent’s performance. However, this testing approach is only applicable to RL agents with
a stochastic policy, while our focus is on testing agents with a deterministic policy interact-
ing with a stochastic environment (which is normally the case in safety-critical domains).
Another limitation is that this approach relies on finding a reference trace that (1) solves
the RL task, and (2) contains boundary states that lead to all unsafe states. Given these
requirements, such a reference trace may be difficult to find and may not lead to all possible
safety-critical scenarios. Indeed, while this framework can identify safety-critical situations
near boundary states, it may not be able to identify all potential safety issues in more com-
plex environments. Finally, the approach requires the repetitive execution of all possible
actions from the different states in the reference trace, making it computationally intensive
and highly sensitive to the size of the action space.

Nikanjam et al. [101] presented a taxonomy of DRL faults and a tool to locate these
faults in DRL programs. To build the taxonomy, they analyzed DRL programs on GitHub,
mined Stack Overflow posts, and conducted a survey with 19 developers. They proposed
DRLinter, a model-based fault detection tool that relies on static analysis of DRL programs
and graph transformation rules to locate existing faults in DRL source code. Although
we have similar objectives, this work differs greatly from ours, as we detect faults related
to the execution of RL agents through the search for and generation of faulty episodes.
Nonetheless, this work may complement our approach and could be used as a root cause
analysis mechanism of the faults reported by our search approach.

Trujillo et al. [137] studied the reliability of neuron coverage [81] in testing DRL sys-
tems. They studied the correlation between coverage metrics and rewards obtained by
two different models of DQN that were implemented for the Mountain Car problem [125].
They show that neuron coverage is not correlated to the agent’s reward. For instance,
reaching high coverage does not necessarily mean success in an RL task in terms of reward.
They also showed that maximum coverage is obtained through excessive exploration of the
agent, which leads to exploration of different actions that do not help maximize the agent’s
reward. Finally, they conclude that neuron coverage is not suitable to guide the testing of
DRL systems. We therefore do not use search guided by neuron coverage as a baseline in
our work.

Several approaches have been proposed in the literature to study the robustness of RL
agents against adversarial attacks [58,60,105]. For example, Ilahi et al. [60] studied 28
adversarial attacks on RL and provided a taxonomy of existing attacks in the literature.
They considered attacks that rely on perturbing (1) the state space, (2) the reward space,
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(3) the action space, and (4) the model space, where one can perturb the model’s learned
parameters. They show that although many defense approaches are proposed to increase
the safety of DRL-based systems, the robustness of such systems to all possible adversarial
attacks is still an open issue. This is because the proposed defense techniques in the
literature can respond to the types of attacks they are built for. Besides, Moosavi-Dezfooli
et al. [96] argue that regardless of the number of adversarial examples added to the training
data, they were able to generate new adversarial examples to alter the normal behavior of
the system.

Huang et al. [58] studied the robustness of neural network policies in the presence of
adversaries. They studied the effectiveness of black-box and white-box adversarial at-
tacks on policy networks such as DQN [94], TRPO [114], and A3C [93], trained on Atari
games [20]. They showed that adversarial attacks can significantly degrade the performance
of the agent, even with small, imperceptible perturbations.

Pan et al. [105] studied the robustness of the reinforcement learning agent in the specific
learning task of power system control. They proposed a new adversary in both white-box
and black-box (using a surrogate model) scenarios. They studied the effectiveness of their
method and compared it with random and weighted adversarial attacks previously proposed
for power system controls [85,103]. Moreover, they studied the robustness improvement of
the agent trained with adversarial training.

Other existing approaches in the literature [15,18,49,70,72,107,128,129,141] have pro-
posed adversarial training techniques to increase the robustness of RL agents to adversarial
attacks. For example, Pattanaik et al. [107] proposed a training approach for DRL agents
to increase their robustness to gradient-based adversarial attacks. They train the agent
using adversarial samples generated from gradient-based attacks. They show that adding
noise to the training episodes increases the robustness of the DRL agent to adversarial
attacks.

Tan et al. [129] also proposed an adversarial training approach for DRL agents used
for decision and control tasks. The purpose of their training approach is to increase the
robustness of DRL agents against adversarial perturbations to the action space (within
specific attack budgets). Consequently, they relied on gradient-based white-box adversarial
attacks during the training phase of a DRL agent. They show that the proposed method
increases the robustness of the agent against similar attacks.

Generative model-based approaches, such as those proposed by Li et al. [76], offer an
alternative perspective to search-based testing by employing generative diffusion models
for testing decision-making policies in Markov Decision Processes (MDPs). This method
focuses on enhancing both test case diversity and effectiveness by leveraging novelty-based
guidance mechanisms to encourage the generation of unique and failure-triggering test
cases. Compared to search-based techniques like STARLA, which rely on genetic algo-
rithms and machine learning models to target functional faults, generative model-based
testing uses data-driven diffusion models to capture distributions of valid test cases and
explore novel state spaces. However, such generative models can produce unrealistic states
that may not align with the actual environment’s characteristics.

These works differ from our testing approach, as we do not focus on the robustness of
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RL agents to adversarial attacks. Rather, we test the policies of RL agents, without using
any of their internal information, by relying on a genetic search to effectively find faulty
episodes.

2.9 Conclusion

In this chapter, we propose STARLA, a data-box search-based approach to test the policy
of DRL agents by effectively searching for faulty episodes. We rely on a dedicated genetic
algorithm to detect functional faults. We make use of an ML model to predict DRL
faults and guide the search toward faulty episodes. To this end, we use state abstraction
techniques to group similar states of the agent and significantly reduce the state space.
This helped us to increase the learnability of the ML models and build customized search
operators. We showed that STARLA outperforms Random Testing as we find significantly
more faults when considering the same testing budget. We also investigated how to extract
rules that characterize the faulty episodes of RL agents using our search results. The goal
was to help developers understand the conditions under which the agent fails and thus
assess the risks of deploying the RL agent.

In future work, we aim to detect other types of faults, such as reward faults, and
investigate the retraining of the RL agent using the generated faulty episodes. We aim
to study the effectiveness of such episodes in improving the agent’s policy. We also want
to support the safety of RL-based critical systems by providing mechanisms based on ML
and state abstraction to identify sub-episodes that may lead to hazards or critical faults.
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Chapter 3

Runtime Safety Monitoring of the
Reinforcement learning Agents

3.1 Overview

This chapter addresses TOa2, i.e., Runtime Safety Monitoring of the Reinforcement learning
Agents. The content of this chapter has been accepted for publication in IEEE Transactions
on Software Engineering (TSE) [156] under the title of SMARLA: A Safety Monitoring
Approach for Deep Reinforcement Learning Agents.

As we discussed in chapter 1, regardless of dedicating significant effort to testing DRL
agents across various scenarios [133,156], ensuring runtime safety remains challenging due
to the extremely large agent state space and number of possible execution scenarios. As
a result, the runtime monitoring of RL agents is crucial to guarantee their safety, as rec-
ommended by industry standards such as ISO 26262 [62] and ISO/PAS 21448 [61] in the
automotive domain. While such standards do not explicitly address RL agents, given the
increasingly frequent integration of DRL in autonomous systems [67,131], it is essential that
such agents adhere to these established safety standards to maintain the safety integrity
levels required in many safety-critical domains such as automotive.

Runtime safety monitoring, however, entails the efficient, continuous observation and
risk assessment of the states and actions performed by DRL agents. It must also provide a
means to predict early and thus prevent unsafe behavior before it leads to catastrophic con-
sequences. If the predictions of safety violations are sufficiently early, corrective measures
or safety mechanisms can indeed be applied in most contexts (e.g., giving the control to a
human driver or activating automatic emergency brakes in autonomous driving systems).
This is highly important in safety-critical applications, such as autonomous vehicles, where
even a single violation can have severe consequences. Standards such as ISO 26262 (au-
tomotive), DO-178C (aviation), and IEC 60601 (medical devices) emphasize the need to
predict known unsafe situations to achieve acceptable safety levels. Moreover, runtime
safety monitoring is essential when DRL agents are deployed in uncertain and dynamic
environments. DRL agents often are trained on simulators and deployed in environments
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where the dynamics can change over time, and the agent’s learned policy may no longer
be optimal or safe. By monitoring the agents, it is not only possible to ensure safety but
also to understand whether further training is required or not. Safety monitoring can also
provide insights into the learning process of DRL agents. By analyzing the agent’s behav-
ior and the safety violations detected, it is possible to gain a better understanding of the
agent’s decision-making process and identify areas for improvement.

However, the runtime safety monitoring of DRL agents presents challenges. DRL agents
often operate in environments with extremely large state spaces, which can make it chal-
lenging to monitor their behavior in real-time and predict potential safety violations [35].
Further, DRL agents learn and adapt their behavior based on interactions with the envi-
ronment, which introduces uncertainty regarding their policies and resulting actions. Such
uncertainty can make it difficult to predict and monitor the agents’ behavior accurately.
Safety monitoring needs to account for it and consider methods that can scale to large
state spaces and can handle the dynamic and evolving nature of DRL agents’ behavior.

Existing safety monitoring techniques for regular software systems often rely on formal
verification to ensure compliance with safety constraints [50]. However, when it comes
to DRL policies, formally verifying their behavior to satisfy safety properties becomes a
computationally expensive and an NP-complete problem [66,83]. Further, the black-box
nature of DRL policies makes it challenging to analyze and verify them [35].

There are three distinct types of safety monitoring for DRL agents, each based on
the type of information they require: white-box, grey-box, and black-box. White-box
safety monitoring requires comprehensive access to internal information of the DRL agent,
including its architecture, weights, reward function, and training dataset. Gray-box safety
monitoring requires access to the agent’s inputs, outputs, and training dataset. Black-
box safety monitoring, however, limits its analysis to the observed input-output behavior,
including the agent’s Q-values. Q-values assign numerical values to actions in states,
reflecting their potential to lead to a reward or a penalty [10]. Monitoring DRL agents
using a black-box approach is often practical, as testers and safety engineers usually lack
access to the agent’s internal structure or training dataset [2,3,156].

Moreover, most of the existing works on RL safety in the literature have primarily
focused on safe exploration strategies to enhance the safety of RL agents during the learning
process [102,108] and RL shielding strategies [7,37,69] to block unsafe actions at runtime
and force the agent to deviate from its policy. In contrast to these works, we propose a
black-box safety monitoring approach, specifically tailored to DRL agents, where the goal
is to predict safety violations at runtime, as early as possible, by monitoring the behavior
of the agent.

In this chapter, we present SMARLA, a Safety Monitoring Approach for Reinforcement
Learning Agents. SMARLA is a monitoring approach that uses machine learning to predict
safety violations, accurately and early, during the execution of DRL agents. We train
SMARLA based on the testing results of DRL agents. This is important in practice, as
testing data contain useful information (i.e., both known safe and unsafe situations) that
can be exploited for monitoring. We leverage state abstraction methods [1,64,75] to reduce
the large state space usually associated with DRL agents and thus increase the learnability
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of machine learning models to predict violations. SMARLA currently focuses on Q-learning
algorithms. Q-learning is a widely used and common type of RL algorithms [63], where
the objective is to find the optimal action-selection policy through Q-values. However, it
is important to note that SMARLA operates as a black-box monitoring method, as it does
not require access to the internals of the QQ-learning-based agent or the training dataset.
SMARLA only requires access to the Q-values of the agent which represent the expected
cumulative reward for taking an action in a given state, providing insight into the agent’s
decision-making process. As a result, SMARLA is also agnostic to the type of DRL agent’s
inputs, which is a practical advantage.

To evaluate the effectiveness of SMARLA, we implemented our safety monitor for three
well-known RL problems that serve as benchmarks in the RL community [16,17,21,107,110,
146,151]. Our experimental results suggest that SMARLA can accurately predict safety
violations, while maintaining a low false positive rate, long before violation occurrences.
We thus provide evidence of the potential benefits of SMARLA as it is a promising solution
to prevent damages and mitigate risks associated with RL agents. The main contributions
of our work are as follows:

e We introduce SMARLA, a novel black-box safety monitoring approach specifically
designed for DRL agents. SMARLA is black-box as it only requires access to agents’
Q-values as a proxy of its decision-making process. Based on these Q-values, we
apply state abstraction to reduce the state space and increase the learnability of a
model used to predict safety violations. SMARLA therefore aims to predict DRL
safety violations at an early stage, enabling proactive and preventive mechanisms for
ensuring the safety of DRL-based systems.

o As part of SMARLA, we propose a highly accurate machine learning solution to
estimate the probability of safety violations at each time step of the DRL agent’s
execution, along with confidence intervals.

o We investigate alternative decision procedures, based on the confidence intervals of
violation probability estimates, in terms of both accuracy and decision time.

e We implement SMARLA on three widely used RL benchmark problems and inves-
tigate trade-offs between early and accurate predictions of safety violations. Results
show the effectiveness of SMARLA in accurately predicting safety violations and
demonstrate its potential for real-world applications.

e We conducted a qualitative analysis to provide insights into SMARLA’s practical
application and explain its prediction results, offering an understanding of the con-
ditions under which the risk increases.

e We provide a prototype tool for our safety monitoring solution. We also include
all the necessary data and configurations to replicate our experiments and results.
However, this comprehensive replication package will only be made publicly available
upon acceptance.
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The remainder of this chapter is structured as follows. Section 3.2 defines our research
problem and outlines the underlying assumptions. Section 3.3 describes our approach.
Section 3.4 presents our empirical evaluation and the corresponding results. Section 3.5
discusses our empirical results. Section 3.6 investigates threats to the validity of our results.
Section 3.7 describes related works. Finally, Section 3.8 concludes this chapter.

3.2 Problem Definition

We present in this section a comprehensive overview of our research problem and the
assumptions that underlie our work.

3.2.1 Problem

RL has become an essential part of intelligent systems that can learn and adapt to complex
and dynamic environments. It has been increasingly applied in various safety-critical areas
such as autonomous driving, healthcare, and industrial control systems. Therefore, the
development of a reliable runtime safety monitoring approach for RL agents is critical for
ensuring the safety of the agent and other entities in the environment. A safety monitor
aims to predict potential safety violations and trigger safety mechanisms to take corrective
or preventive actions in real time. However, designing an algorithm that can learn to predict
safety violations accurately and as early as possible presents a significant challenge. In this
work, we propose to build a safety violation prediction approach based on Random Forest
algorithm and features based on abstract states to effectively predict unsafe episodes. Our
safety monitoring approach will then use such model to monitor states and actions over
time and predict the probability of safety violations before they occur.

3.2.2 Assumptions

In this work, we focus on RL agents with discrete actions and a deterministic policy. Indeed,
our state abstraction method is designed for discrete action spaces. We acknowledge that
this is a limitation of our approach. However, several studies have explored discretization
approaches to effectively transform continuous action spaces into discrete ones [132,135].
Addressing continuous action spaces is nonetheless beyond the scope of this research. More-
over, we assume that a deterministic policy is realistic since, in many application domains
(specifically in safety-critical domains), uncertainty is not acceptable and random actions
should be avoided [156]. Further, we build our work on model-free Q-learning RL algo-
rithms since our abstraction method relies on Q-values. Note that such algorithms are
commonly used and have been extensively researched [40,55, 63,104,127, 140, 144], hence
our choice to target them. Beyond that, Q-learning algorithms are versatile and applicable
to a wide range of problems with discrete action spaces. Also, they are relatively sample
efficient, and due to the off-policy setting, Q-learning algorithms can learn from experi-
ences generated by any policy, making them valuable for safety-critical problems where

49



exploration is costly or dangerous [19,42,118]. Note that Q-values leveraged by Q-learning
algorithms directly represent the expected cumulative reward for taking an action in a
given state, providing insight into the agent’s decision-making process. This interpretabil-
ity can be valuable in domains where understanding the agent’s behavior is crucial, such
as safety-critical domains.

3.3 Approach

We present in this section our safety monitoring approach for DRL agents, along with its
various components.

Run random test
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opscis abstraction transformatior Abstract model training
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RL Agent

risk is higher than a
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Figure 3.1: Overview of SMARLA

3.3.1 Overview of the Approach

As depicted in Figure 3.1, we propose a safety monitoring system for DRL agents to predict
safety violations of DRL agents as early as possible. The early detection of unsafe episodes
is indeed crucial for any safety-critical system to enable prompt corrective actions to be
taken and thus prevent unsafe behavior of the agent. Our approach predicts safety viola-
tions by observing the behavior of the RL agent rather than directly monitoring the state of
the environment. Observing and processing such state information can be computationally
expensive and inefficient, especially in environments with large or continuous state spaces.
In contrast, our method is agnostic to the agent’s input and leverages the agent’s Q-values
as features throughout the episodes. Q-values summarize the expected future rewards of
all possible actions in given states, providing a more abstract and computationally effi-
cient representation of the agent’s behavior. By focusing on Q-values instead of raw state
data, SMARLA can be seamlessly applied to agents with various types of input. Moreover,
relying on Q-values significantly reduces the computational complexity involved in moni-
toring. This allows us to employ a lightweight machine learning model, such as Random
Forest, which is shown to be effective for this task (as reported in Section 3.4.4.1). While
it might be possible to predict unsafe episodes using state information, the drawback is
that it would require handling a higher-dimension and more complex dataset, potentially
necessitating the development of resource-intensive models.

To train the ML model we randomly execute the RL agent and extract the generated
episodes. These episodes are labeled as either safe or unsafe. Since the state space is very
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large, we rely on state abstraction to reduce the state space and enhance the learnability
of our ML model. Once we have trained the model on these labeled episodes, we use
it to monitor the behavior of the agent and estimate the probability of encountering an
unsafe state while an episode is being executed. We rely on the confidence intervals of such
probability to accurately determine the optimal time step to trigger safety mechanisms.

3.3.2 Training of the safety violation prediction model

We need a lightweight ML model that can accurately classify RL episodes as safe or unsafe,
and be effectively deployed on resource-constrained edge devices [23]. This is especially
relevant in real-world scenarios where safety monitoring is essential, such as for RL agents
operating on drones or small autonomous robotic systems [13,38]. Furthermore, even in
resource-rich environments (e.g., some autonomous driving systems), having computational
resources for core functionalities does not guarantee the availability of substantial unused
capacity for implementing additional safety monitoring. Safety monitoring models should
therefore be efficient and non-intrusive, ensuring they do not overburden the system’s
existing resources. Thus, we exclude DNN models and choose Random Forest as a machine
learning model because of (1) its ability to handle a large number of features, (2) its proven
robustness to overfitting, and (3) its efficiency in providing classification results at inference
time [22,41,156].

Moreover, the empirical study presented by Caruana et al. [27] supports the use of
Random Forest due to its consistently high performance across multiple evaluation met-
rics, robustness to overfitting, and effective probability calibration. The authors report
that Random Forest maintains balanced performance in both traditional metrics, such as
accuracy and F-score, and advanced metrics such as ROC Area and cross-entropy. Addi-
tionally, Random Forest requires less parameter tuning compared to DNN models, making
them practical for real-world applications.

We also conducted comparison studies with other ML models, such as K-Nearest Neigh-
bor and Decision Trees. However, Random Forest provided the most accurate classification
results. Since this aspect is not the primary focus of our work, we omitted the results of
these experiments in this chapter and reported the results in our replication package.

3.3.2.1 Training Data Collection

To build our safety violation prediction model, we collect the training data by randomly
executing the RL agent starting from different initial states. Episodes are labeled unsafe
if safety violation is observed within episodes; otherwise, they are labeled as safe. The
goal of this process is to generate diverse episodes and form a training dataset that en-
compasses both safe and unsafe episodes. For each execution of the agent, we extract the
corresponding episode (i.e., pairs of states and actions) along with the different Q*-values
in each state. Such data will be used to build the abstract states as we describe in the
following.

51



3.3.2.2 State Abstraction and Feature Transformation

Once we collect the training episodes, we need to build the set of abstract states and
map each concrete state to its corresponding abstract state. This is meant to reduce
the state space and thus enhance the learnability of the ML model. To build abstract
states, we use the Q*-irrelevance abstraction method, which was explained in Section 2.2.2.
The abstraction algorithm takes the concrete states as input and an abstraction level
d as a control parameter. The algorithm attempts to find the abstract state s € S
corresponding to each concrete state by evaluating the Q*-values of all available actions, as
explained in Section 2.2.2. For each concrete state, if the algorithm detects a match with
an abstract state from a previously processed concrete state, it assigns the same abstract
state to the current concrete state. If no matching abstract state is found, a new abstract
state is generated.

After building the set of abstract states, we replace each concrete state in the training
episodes with its corresponding abstract state to enable effective learning of the ML model.
To train the model, we translate each episode into a feature vector that determines whether
abstract states are present or not in episodes. Specifically, we represent each episode using
a binary feature vector that encodes the presence (1) or absence (0) of each abstract state
S? within the episode, where 1 < j < n, and n represents the total number of abstract
states. An example of a feature vector is provided as follows:

S‘f S; S;? 53_1 SZ

episode; 1P 0o - 1 --- 1 0

The main advantage of this representation is that it significantly reduces the feature
space by relying on the presence or absence of the abstract states. Specifically, considering
n different abstract states, the feature space of this representation is only 2”. Alternatively,
if needed, we can rely on features based on the frequency of abstract states, which enhance
the representation by accounting for how often each abstract state is observed during the
execution of an episode, at the cost of course of a larger feature space. It is worth noting
that we only consider abstract classes that have been observed in the training dataset of
the ML model, which we anticipate will be relatively comprehensive. However, the feature
representation does not account for the order of abstract states within episodes, which may
be a weakness if we are unable to accurately predict safety violations as a result. Empirical
results will tell whether these two potential issues are significant in practice.

3.3.3 Safety Violation Prediction Model in Operation
Runtime monitors are designed to detect and prevent safety violations while the system

is in operation. Once the training is complete, we deploy the safety violation prediction
model alongside the RL agent. The safety violation prediction model monitors episodes
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and estimates the probability of a safety violation at each state. We should note that the
streamed episodes have different lengths. We then apply the stream data pre-processing
step that generates binary vectors of length equal to the size of abstract states (i.e., equal
to n). This process is necessary to be able to run the safety monitor at runtime. Stream
data pre-processing is accomplished by using state abstraction and feature representation
techniques, which are explained in detail in Section 3.3.2.2.

3.3.3.1 Estimating The Probability of Safety Violation

At each time step, the data stream is received and episodes are transformed into binary
vectors based on state abstraction and feature representation. Each binary vector indicates
the presence (1) or absence (0) of abstract states observed so far in the corresponding
episode. The safety violation prediction model uses these binary inputs to estimate the
probability of safety violation based on the abstract states visited so far.

Let us suppose that the agent is at time step ¢, and the running episode is as follows:

episode;(t) = [(s1,a1), ..., (§i=1, ar-1), (51, a;)] (3.1)

The stream data pre-processing process converts these episodes into binary feature
vectors showing the presence and absence of the abstract states visited so far (until time
step t). The transformed episode is as follows:

S‘f Sﬁ S;’.b Sf—l ¥4

episode;(t) o o - 1 - 1 0

At each time step t, the episode is fed into the safety violation prediction model. Then
it estimates the probability of safety violation P, (f) at time step ¢. In other words, the
safety violation prediction model captures the relationship between the presence of abstract
states in an episode and the occurrence of safety violations.

We should note that state abstraction allows us not to depend on the specific occur-
rence of concrete states in RL episodes when predicting safety violations in operation.
State abstraction thus generalizes patterns to concrete states that have possibly not been
encountered in operation by analyzing change patterns in the agent’s Q-values, which are
indicative of possible unsafe states. In other words, in our predictive model, we operate un-
der the hypothesis that patterns of Q-value changes observed in training episodes that con-
tain safety violations are likely to reappear in operation. This assumption allows SMARLA
to extend its predictive capability beyond the concrete episodes seen during training, by
recognizing and responding to analogous change patterns, even in the presence of unseen
concrete states. Nonetheless, during the prediction process, we may encounter concrete
states belonging to unseen abstract states—those not present in the training data. Such
situations require careful handling to ensure safety. T'wo strategies can be applied:
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e Stop the Execution: In the presence of an unforeseen situation, stopping the execution
can prevent potential risks associated with unseen states. This conservative approach
prioritizes safety by halting operations when the system encounters unfamiliar states
that could lead to unknown hazards.

e Ignore the Unseen Abstract State: Alternatively, the system can ignore the unseen
state and continue predicting safety violations based on other observed states in the
episode. This approach assumes that the unseen state does not significantly impact
the safety and leverages the information from other known states to make predictions.

In our experiments, we observed that episodes had only a few unseen abstract states
and could still be correctly predicted using only the seen abstract states. Therefore, we
chose the latter approach.

We should note that the Random Forest model used in this study not only generates
class predictions but also calculates probabilities for these classifications, using an ensem-
ble of decision trees (also called estimators). Each tree in the forest is constructed from
a bootstrap sample of the dataset, and at each decision node, a randomly selected subset
of features is considered. The trees individually predict whether a given episode is "safe”
or "unsafe”. The overall probability for each class is derived by averaging the predictions
across all trees in the forest. By convention, a probability threshold of 50% is applied,
whereby probabilities of 50% or higher result in an "unsafe” classification, while probabil-
ities below 50% lead to a "safe” classification. These output probabilities from a Random
Forest are crucial as they reflect the confidence level of the model’s predictions, providing
valuable guidance for decision-making, especially in scenarios where precise and timely
detection of safety violations is paramount.

3.3.3.2 Safety Violation Prediction

Based on the estimated probabilities of safety violations we compute the predictions’ confi-
dence intervals [36] to determine the time step at which a safety violation is likely to occur
with high confidence. At this time step, corrective or preventive measures can be initiated
to avoid damage and harm.

To determine the confidence intervals of probabilities of safety violations, we rely on
the predictions of the individual estimators in the Random Forest model. At each time
step for a given episode, each estimator predicts the probability of safety violation. Based
on the mean prediction and standard deviation, we calculate the confidence intervals at
each time step t as follows:

CI(t) = X(1) + Z x \% (3.2)

where X(¢) represents the mean predicted probability at time step f, Z is the critical
value of the normal distribution with Z = 1.96 for a 95% confidence interval, o is the
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standard deviation, and m is the number of decision tree estimators [36]. The lower and
upper bounds of the confidence intervals are as follows:

- o - o
[Low(2), Up ()] = [X(1) W’X(Z) + W] (3.3)

More specifically, a 95% confidence interval indicates that, if such intervals were con-
structed from numerous samples (specifically, the output probabilities of each estimator
in a Random Forest), there is a 95% likelihood that the probability of a safety violation
predicted by the Random Forest model will fall between the lower and upper bounds of
this interval. The interval is centered on the predicted probability of a safety violation and
extends symmetrically in both directions. The remaining 5% probability, not covered by
the interval, is equally divided between the distribution’s two tails, allocating 2.5% to the
lower tail and 2.5% to the upper tail. Consequently, at any time step t, there is a 2.5%
chance that the probability of a safety violation will be either lower than Low(t) or higher
than Up(1).

SMARLA supports three different decision criteria, based on the confidence intervals of
the estimated violation probability, to determine the appropriate time step to classify the
episode as unsafe and trigger safety mechanisms. We should note that all decision criteria
rely on a threshold that may be adjusted according to the agent and the specific context.

e Upper Bound of the Confidence Interval: This first decision criterion involves
using the upper bound of the confidence interval to classify an episode as unsafe.
If the upper bound of the confidence interval is equal to or greater than a certain
prediction threshold, we classify the episode as unsafe. We consider this approach
conservative because it allows for earlier predictions of safety violations compared to
using the output probability or the lower bound of the confidence interval. Although
this method provides an earlier prediction of safety violations, it might lead to a
higher number of false positives. This is suitable for scenarios where early detection
is critical, even at the cost of some false positives.

e Output Probability: The second decision criterion is based on the actual output
probability of safety violation being equal to or greater than a certain prediction
threshold. This criterion provides a trade-off between timeliness and accuracy for
predicting safety violations. It typically results in fewer false positives than using
the upper bound but may delay the detection of unsafe episodes in comparison. This
method is appropriate for environments where accuracy is more critical than early
detection, minimizing unnecessary interventions.

e Lower Bound of the Confidence Interval: The third decision criterion uses
the lower bound of the confidence interval. If the lower bound is greater than a
certain prediction threshold, the episode is predicted as unsafe. This decision criterion
minimizes false positives but at the potential cost of detecting unsafe episodes later
than the other two criteria. This approach is preferred in situations where it is critical
to avoid false positives and where the consequences of late detection are not severe.
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In our case studies, we rely on the upper bound because, to ensure safety, we take a
conservative approach and rather err on the side of caution. In Section 3.4.4.2, we detail
the decision criteria and report empirical results that confirm this is the best choice in our
case studies.

3.4 Empirical Evaluation

This section describes the empirical evaluation of our monitoring approach, including our
research questions, the used case studies, our experiments, and the obtained results.

3.4.1 Research Questions

Our empirical evaluation is designed to answer the following research questions.

RQ1. How accurately and early can we predict safety violations during the
execution of episodes? This research question aims to investigate how accurately and
early our approach can predict safety violations of the RL agent during its execution.
Preferably, high accuracy should be reached as early as possible before the occurrence of
safety violations to enable the effective activation of safety mechanisms.

RQ2. How can the safety monitor determine when to trust the prediction
of safety violations? This research question investigates the application of confidence
intervals, based on Random Forest models, to enable the safety monitoring model identify
the earliest time step at which the prediction of violations can be trusted.

RQ3. What is the effect of the prediction threshold on the safety monitoring
system? This research question explores the impact of varying the prediction threshold
values on our safety monitoring approach. We aim to understand how different prediction
thresholds affect both the prediction time and the accuracy of our safety monitoring system
during operation. Our goal is to understand the trade-offs between making early predictions
of safety violations and maintaining high prediction accuracy. In other words, we want to
assess how setting lower or higher thresholds influences SMARLA’s ability to promptly
detect safety violations while minimizing false positives and false negatives.

RQ4. What is the effect of the abstraction level on the safety monitoring
system? We aim in this research question to investigate if and how different levels of
state abstraction affect the safety violation prediction capabilities of the model. Specifi-
cally, we want to study the impact of state abstraction levels on (1) the accuracy of the
safety violation prediction model after training, and (2) the accuracy of the ML model in
operation. Our goal is to gain insights into the possible trade-offs between the size of the
feature space and the granularity of information captured by features, both determined
by the abstraction level. Such an analysis aims to provide guidance in selecting proper
abstraction levels in practice.
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3.4.2 Case Studies

To validate our safety monitoring approach, we considered three well-known case studies
widely used as benchmarks in RL-related research [16,17,29,43,107]: the Cart-Pole balanc-
ing problem [32], the Mountain-Car problem [95], and the Highway Driving Problem [74]
which we describe in detail in the following sections.
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Figure 3.2: Cart-Pole case study

3.4.2.1 Cart-Pole Balancing Problem

The Cart-Pole balancing problem involves a pole that is attached to a cart moving on
a track. The cart can move horizontally in both directions within a specific range. The
objective is to keep the pole upright by moving the cart and adjusting its velocity. As shown
in Figure 3.2, we characterize the state of the agent by four elements: (1) the position of
the cart, (2) the velocity of the cart, (3) the angle of the pole, and (4) the angular velocity
of the pole. There are two discrete actions that can be used to control the cart: move to
the left, and move to the right.

A reward of 41 is granted for each time step when the pole is still upright. An episode
terminates if (1) the cart is away from the center with a distance of more than 2.4 units,
or (2) the angle of the pole is larger than 12 degrees, or (3) the pole remains upright for
200 time steps. An episode is considered unsafe if the cart moves away from the center
with a distance above 2.4 units, regardless of the accumulated reward. In such a situation,
the cart can pass the border and cause damage, which is therefore considered a safety
violation.
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3.4.2.2 Mountain-Car Problem

In the Mountain-Car problem, an under-powered car is placed in a valley between two hills
and tries to reach a goal state on the top of the right hill. Since the gravity is stronger than
the engine of the car, the car cannot climb up the steep slope even with full throttle. The
objective is to control the car in such a way that it can accumulate enough momentum to
eventually reach the goal state on top of the right hill as soon as possible. We characterize
the state of the agent with two elements: (1) the location of the car along the x-axis, and
(2) the velocity of the car as illustrated in Figure 3.3. The agent controls the car with three
actions: (1) accelerate to the left, (2) accelerate to the right, and (3) do not accelerate.

A penalty of -1 is applied for each time step until reaching the goal. An episode
terminates if the car (1) reaches the goal state, (2) crosses the left border (in this case the
reward is -200), or (3) exceeds the limit of 200 time steps. A safety violation is simulated
by considering the crossing of the left border of the environment as an irrecoverable unsafe
state that poses potential damage to the car. Consequently, when the car crosses the left
border of the environment, it triggers a safety violation, leading to the termination of the
episode. This modification allows us to assess the effectiveness of SMARLA in predicting
safety violations.

Position

Figure 3.3: Mountain-Car case study

3.4.2.3 The Highway Driving Problem

In the Highway Driving problem, an RL agent is responsible for driving a car on a
highway with three lanes, as shown in Figure 3.4. In this case study, we have a partially
observable environment where the state information is only observable within a certain
range. The objective of the agent is to drive along the highway at a high speed without
colliding with other vehicles, for as long as possible. The environment is characterized
by a continuous state space that includes kinematic details of the ego vehicle and other
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vehicles on the road, amounting to a total of 15 parameters. The discrete action space
available to the vehicle consists of five high-level actions: (1) moving right, (2) moving
left, (3) accelerating, (4) remaining idle, and (5) braking. The agent receives a penalty of
-10 for collisions, a 0.1 reward for maintaining its position in the rightmost lane, and a
0.4 reward for driving at high speeds (i.e., 20 to 30), which diminishes linearly for speeds
outside the 20-30 range. Finally, the reward is normalized to the range of [0,1]. An episode
ends under two conditions: (1) if the car collides with another vehicle, or (2) if it exceeds
the maximum duration of episodes (30 time steps in our case) without any collision. An
episode is deemed unsafe if the ego vehicle collides with another vehicle on the highway,
constituting a failure to maintain a safe driving session.

Ego vehicle Actor vehicles

Figure 3.4: Highway Driving case study

3.4.3 Implementation

We implemented the RL agents for publicly available RL case studies using stable base-
lines [56]. To develop these agents, we used a DQN policy network [94] with the standard
settings provided by stable baselines. Specifically, we employed Double Q-learning [139]
and dueling DQN [144].

We trained the Cart-Pole RL agent for 70,000 time steps. The trained agent achieved
an average reward of 193. On average, the pole remains upright for 193 time steps out of a
maximum of 200. The Mountain Car agent was trained for 90,000 time steps. Considering
the penalty of -1 applied at each time step in this specific case study, the agent achieves an
average reward of -126, with an average episode duration of 112. We trained the Highway
Driving RL agent for 70,000 time steps. On average, the car drives safely without any
collision for 29 time steps out of a maximum of 30.

To train our safety monitor, we sampled episodes through random execution of the
RL agent for each case study. Safety monitor’s training data for Cart-Pole includes 2200
episodes from which 215 are unsafe, for Mountain-Car 2200 episodes with 279 unsafe
episodes, and for Highway case study 4000 episodes with 222 unsafe episodes. Our safety
monitor is based on a Random Forest classifier with standard hyperparameter values. We
should note that since our safety monitoring approach is black-box, it is designed to predict
safety violations without depending on the training level of the DRL agents. This approach
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allows us to focus exclusively on the detection and prediction of safety violations, which is
crucial for applications where the primary concern is maintaining operational safety rather
than achieving training optimality.

Also, we empirically determined that suitable abstraction levels were 0.11 for Cart-
Pole, five for Mountain-Car and 0.2 for the Highway Driving problem. Based on these
abstraction levels, the number of abstract states is 1659 for Cart-Pole with abstraction
level 0.11 (compared to 424,962 concrete states), and the number of abstract states is
13,171 for Mountain-Car with abstraction level 5 (compared to 247,035 concrete states).
Finally, in the Highway Driving problem the number of abstract states with abstraction
level 0.2 is 136 (compared to 115,730 concrete states). Also, with these levels, SMARLA
achieved the highest F1-score and the earliest prediction of safety violations (explained in
detail in Section 3.4.4.4).

It is important to note that some safety monitoring methods were not considered for
comparison due to fundamental differences in their assumptions and objectives. For ex-
ample, many approaches are white-box [54,89,90], assuming access to the internals of
the agent, which contradicts our focus on black-box monitoring scenarios. Additionally,
methods that depend on DNN models or image inputs rely on image transformations [148],
whereas SMARLA is designed to be agnostic to the agent’s input type, thus widening its
applicability. Several existing methods, such as forward filtering-based and model-checking-
based monitoring approaches [65], rely on detailed models of the environment, which are
often not available or are too complex to model. SMARLA is designed for model-free RL
algorithms, making it more applicable to real-world scenarios where environment models
are difficult to develop. These distinctions justify the exclusion of such methods from our
evaluation, as they do not align with the goals and assumptions of our work.

3.4.4 Evaluation and Results

3.4.4.1 RQI1. How accurately and early can we predict safety violations during
the execution of episodes?

To answer this research question, we performed a series of n random executions (n = 1000)
of the RL agent and extracted the corresponding episodes ei<;<,. To build our ground
truth, these episodes were labeled as either safe or unsafe, taking into account the presence
or absence of safety violations observed within each episode. We should note that in all
case studies, there was a maximum of one safety violation per episode, occurring at the
end of an unsafe episode as one of the termination criteria. We monitored the execution of
each episode at each time step with SMARLA. As described in Section 3.3.3.2, when the
upper bound of the confidence interval Up(t) is greater than 50% during the execution of
the episode, SMARLA classifies the episode as unsafe. For each case study, we computed
the number of successfully predicted safety violations, measured the prediction precision,
recall, and Fl-scores at each time step, over the set of episodes, and depict the results
in Figures 3.5, 3.6 and 3.7. Note that in this research, we report the weighted precision,
recall, and F1-scores to show the performance of SMARLA in real-world situations, where
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Figure 3.5: Performance of the safety violation prediction models in the Mountain-Car
case study

operational data for predicting safety violations is typically imbalanced. Additionally, we
report the macro Fl-score, which calculates the Fl-score for each class individually and
then averages them. Unlike the weighted F1-score, which can be influenced by the majority
class, the macro Fl-score ensures that each class is treated equally. This provides a more
balanced and accurate evaluation of our safety monitoring model’s performance across all
classes (i.e., safe and unsafe episodes), regardless of their prevalence. Note that in the
following when we refer to the Fl-score in our work, we are specifically referring to the
F1l-macro score, to cope with the class imbalance problem.

These figures show a consistent pattern where the precision, recall, and F1-score exhibit
a general increase over time before eventually reaching a plateau.

SMARLA’s accuracy is thus improving over time as episodes execute. Ultimately,
our safety monitor correctly predicted 99 (out of 99), 132 (out of 132), and 40 (out of
59) safety violations in the Cart-Pole, Mountain-Car and Highway Driving case studies,
respectively. We obtained highly accurate safety violation prediction results for Cart-Pole
and Mountain-Car case studies after roughly 50 times steps, while in the Highway Driving
case study we obtained highly accurate predictions after 10 time steps. In the Cart-Pole
case study, we achieved precision, recall, and a weighted Fl-score of 98.4%, as well as an
Fl-score of 95%, after time step 59. Furthermore, in the Mountain-Car case study, we
obtained a precision of 99.8%, a recall of 99.8%, a weighted F1-score of 99.8% and an F1-
score of 99.5% after 50 time steps. Finally, in the Highway Driving case study we achieved
a precision of 96.3%, a recall of 96.6%, a weighted Fl-score of 96.4% and an Fl-score of
82.1%, after time step 10. In all case studies, results highlight SMARLA’s capability to
provide accurate predictions of safety violations, relatively early, roughly halfway through
the episode’s execution as described next. Reasons for the lower Fl-score for Highway
Driving are discussed below and are not related to SMARLA.
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Figure 3.6: Performance of the safety violation prediction models in the Cart-Pole case
study

In detail, the precision, recall, and Fl-score plateau at 98% from time step 106 in
Cart-Pole where the average length of the episodes is 193 and the minimum length is 118.
At time step 106, on average, 45% of the steps within the episodes remain to execute
until reaching an unsafe state. This indicates that there is significant time to apply safety
mechanisms.

Similarly, in the Mountain-Car case study, we observed early accurate predictions of
safety violations with SMARLA. This is indicated by the precision, recall, and F1-score
plateauing from time step 50. The average and minimum episode lengths in this case
study are 112 and 95. At this time step, an average of 55% of the steps within the episodes
remain to execute. These results further validate the safety violation prediction model’s
ability to anticipate safety violations long before they occur.

Finally, in our Highway Driving case study, by time step 15, the Fl-score of SMARLA
reached 85% while the weighted F1l-score, precision and recall plateaus at 97%. Also, at
this time step, on average 48% of the episodes remain to execute until reaching an unsafe
state. We observe that we achieved a relatively lower Fl-score in Highway Driving case
study compared to the Cart-Pole and Mountain-Car case studies. Since this might be
due to the lack of information to predict safety violations, we explored a more informative
feature representation, that is features based on frequency of abstract states. Features
based on the frequency of abstract states capture the number of times each abstract state
is visited within an episode, providing a richer representation of the agent’s behavior. An
example of a transformed episode is as follows, where the episode is characterized by the
number of occurrences of each abstract state:

¢ 9 ¢ ¢ @
ST Sy - ST e S0 Sy
episode;(t) 0 1 --- 3 -+ 2 0

Using this frequency-based feature representation, we evaluated SMARLA’s performance
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Figure 3.7: Performance of the safety violation prediction models in the Highway case
study

on the same test dataset of 1000 episodes for the Highway Driving case study. The results
are depicted in Figure 3.8

Relying on frequency-based features in the Highway Driving case study we achieved
a precision of 96.2%, a recall of 96.3%, a weighted Fl-score of 96.3% and an F1l-score of
82.9%, after time step 10. By time step 20, the Fl-score of SMARLA reach 91.9% while
the weighted F1l-score, precision and recall all reach 98.2%. Also, at this time step, on
average 30% of the episodes remain to execute until reaching an unsafe state.

While binary features excel at early-stage predictions, the frequency of abstract state
visits allows for improved prediction accuracy as more data accumulates (i.e., in later time
steps when states are repeated). This is particularly useful in longer or more complex
episodes, where additional data helps refine the model’s predictions.

Answer to RQ1: SMARLA demonstrated high accuracy in predicting safety vio-
lations from RL agents. Moreover, such accurate predictions can be obtained early
during the execution of episodes, thus enabling the system to prevent or mitigate
damages.

3.4.4.2 RQ2. How can the safety monitor determine when to trust the pre-
diction of safety violations?

In this research question, we investigate the use of confidence intervals as a means for
the safety monitor to determine the appropriate time step to trigger safety mechanisms.
This investigation is based on the same set of episodes randomly generated for RQ1 (Sec-
tion 3.4.4.1). At each time step 7, we collect the predicted probability of safety viola-
tion P, (t) and the corresponding confidence interval [Low(z),Up(t)]. The lower bound
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Figure 3.8: Performance of the safety violation prediction models in the Highway case
study with frequency-based features

(Low(t)) and upper bound (Up(t)) of the confidence interval are computed using the
methodology detailed in Section 3.3.3.2.

To determine the best decision criterion for triggering safety mechanisms, we considered
and compared the following alternative criteria:

e If the probability of safety violation, P, (?), is equal to or greater than 50%, then the
safety mechanism is activated.

e If the upper bound of the confidence interval at time step # (based on the confidence
level of 95%) is above 50% (i.e., Up(t) > 50%), then the safety mechanism is acti-
vated. This is a conservative approach as the actual probability has a 97.5% chance
to be below that value. This may result in many false positives but it leads to early
predictions of unsafe episodes and is unlikely to miss any unsafe episodes.

e If the lower bound of the confidence intervals at time step ¢ is above 50% (i.e.,
Low(t) > 50%), then the safety mechanism is activated. In this criterion, the actual
probability has only a 2.5% chance to be below that bound and we thus minimize the
occurrence of false positives, at the cost of relatively late detection of unsafe episodes
and more false negatives.

Decision criteria identify the time step when the execution should be stopped and
safety mechanisms should be activated. However, note that during our test, we continue
the execution of the episodes until termination in order to extract the number of time steps
until termination and the true label of episodes for our analysis.

In Figure 3.9, we provide representative examples of the estimated probability of safety
violation over time for a safe episode, an unsafe episode, and a mispredicted episode (false
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Figure 3.9: Confidence intervals of a safe episode (in green), an unsafe episode (in red) and
a false positive episode (in blue) in the Mountain-Car case study

positive) in the Mountain-Car case study. The curves in the graph represent the output
probabilities generated by the safety violation prediction model, while the shaded areas
depict the corresponding 95% confidence intervals. We observe that, as more information
is acquired, probabilities either tend to increase or decrease depending on whether the
episode is safe or unsafe. At some point, the confidence intervals tend to narrow down as
enough information from episodes is collected to make an accurate prediction. As expected,
in the figure, relying on the upper bound of the confidence interval leads to a much earlier
safety violation prediction in the unsafe episode (depicted in red in the figure), compared
to when considering the predicted output probability or the lower bound of the confidence
interval.

Now the question is how do the predictions based on the three above criteria compare
in terms of accuracy. Figures 3.10, 3.11 and 3.12 present a comparison of the F1l-scores
of the three predictions at each time step for the Mountain-Car, Cart-Pole and Highway
Driving case studies, respectively.  Additionally, Figure 3.13 presents the comparison
of decision criteria for the Highway Driving case study, using frequency-based features.
Though there are differences in the magnitude of the trend, results from our case studies
consistently show that using the upper bound is the best choice as it leads to early accurate
predictions.

More in detail, we observe that in the Cart-Pole case study, the Fl-score based on the
upper bound is above 95% from time step 50 and plateaus around 99% at time step 102.
On the other hand, when using the output probability of the safety violation prediction
model, the Fl-score is above 95% starting from time step 59 and reaches its plateau of 99%
at time step 135. With the lower bound, however, Fl-score is above 95% from time step
99 and reaches a plateau of 98% at time step 150. Also, for the Mountain-Car case study,
with the upper bound we reach an Fl-score above 95% from time step 23 and plateau
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around 99% at time step 38. In contrast, the Fl-score based on the output probability of
the safety violation prediction model is above 95% from time step 41 and plateaus around
99% at time step 50. Finally, with the lower bound, the Fl-score is above 95% from time
step 46, and plateaus around 99% at time step 69.

In the Highway Driving case study, using the upper bound as a decision criterion allowed
us to achieve an Fl-score that plateaus at 85% by time step 12. This early stabilization
underscores the robustness of the upper bound criterion in rapidly identifying safety viola-
tions. Similarly, when using the output probability of the safety violation prediction model,
we observed that the Fl-score exceeds 82% by time step 10 and reaches a plateau around
85% by time step 15, demonstrating close and effective results. However, when applying
the lower bound criterion, the F1-score stabilizes later, plateauing at 83% by time step 21.
This delay illustrates a more conservative approach, which, while reducing false positives,
may also delay the prediction of safety violations.

In the Highway Driving case study using frequency-based features, applying the upper
bound as a decision criterion resulted in an Fl-score of 82% by time step 10. Achieving
high accuracy predictions early on time highlights our ability to quickly and effectively
detect safety violations. However, this accuracy continues to improve over time, reaching
an Fl-score of 90% and 94% at time step 18 and time step 25, respectively. Using the
output probability of the safety violation prediction model yields similar performance to
the upper bound, with the Fl-score at 82% by time step 10, increasing to 91% by time
step 18, demonstrating comparable effectiveness. In contrast, the lower bound criterion
led to a slower stabilization, with the F1-score reaching 85% by time step 15 and achieving
an Fl-score of 90% by time step 23.

We also observe that, for all three decision criteria in each case study, the Fl-score
is low during early steps due to lack of information. It then increases sharply (around
time steps 30-40 for Cart-Pole, 15-45 for Mountain-Car and 2-5 for Highway Driving) to
reach a plateau shortly after 50 time steps for both Cart-Pole and Mountain-Car, while it
plateaus after 15 time steps for the Highway Driving case study. During that time frame,
the difference among decision criteria for Mountain-Car is more significant than for Cart-
Pole and Highway Driving.  This discrepancy is due to the wider confidence intervals
present in the Mountain-Car case study, which can be explained by wider variance in
decision tree predictions. Furthermore, the high Fl-scores for all three decision criteria
indicate that the confidence intervals significantly narrow once the plateau is reached. At
that point, there is no overlap between the confidence intervals of unsafe and safe episodes.

Using these observations, we computed the average improvements, in terms of time steps
required to achieve peak performance, when predicting safety violations by considering the
upper bound of the confidence interval, in contrast to (1) the output probability and (2) the
lower bound of the confidence interval. Our findings indicate that using the upper bound
of the confidence intervals results in an average decrease of 24% for both Cart-Pole and
Mountain-Car, and 20% for Highway Driving in terms of time steps required to achieve
peak performance, as compared to using the predicted probability. When compared to
using the lower bound, the decrease is 32% for Cart-Pole, 45% for Mountain-Car and 43%
for Highway Driving.
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Figure 3.10: Fl-score of the safety violation prediction model for different decision criteria
in the Mountain-Car case study

Regarding Highway Driving with frequency-based features, we observed similar perfor-
mance in terms of prediction time steps when considering the upper bound and prediction
probability. However, there was a 32% improvement compared to the lower bound.

We also investigated in all case studies three important metrics: (1) the decision time
step, (2) the remaining time steps until the occurrence of a safety violation, and (3) the
remaining percentage of time steps to execute until violation. For each metric, we present
in Table 3.1 the minimum, maximum, and average values. The result in Table 3.1 suggests
that, relying on the upper bound, the average decision time step in the Mountain-Car case
study is 21. However, in the best-case scenario, safety violations are predicted as early as
time step 15, while in the worst-case scenario, such violations are predicted at time step 38.
Notably, the results demonstrate that when safety mechanisms are triggered, on average
74 times steps (77%) of episodes remain to be executed. This observation suggests there
is ample time to initiate safety mechanisms and hopefully prevent safety violations.

Also, in the Cart-Pole case study, employing the upper bound, the average prediction
time step is determined to be 41. The earliest prediction of a safety violation occurs at
time step 22, while the latest prediction is observed at time step 105. Remarkably, on
average, there are still 104 time steps remaining to be executed when safety mechanisms
are triggered. This accounts for approximately 71% of the average length of episodes,
once again suggesting there is significant time available for carrying out safety measures.
Similarly, in the Highway Driving case study, when using the upper bound of confidence
intervals, the average prediction time step is 4, the earliest prediction of a safety violation
occurs at time step 2 while the latest prediction is made at time step 15. Also, at the time of
prediction, 44.6% of the average length of episodes still remains to be executed. Regarding
the Highway Driving case study using frequency of abstract states as features, with the
upper bound of confidence intervals, the average prediction time step is 6, the earliest
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Figure 3.11: Fl-score of the safety violation prediction model for different decision criteria
in the Cart-Pole case study

prediction of a safety violation occurs at time step 2 while the latest prediction is made
at time step 20. Also, at the time of prediction, 43.8% of the average length of episodes
still remains to be executed. Overall, the above results demonstrate that SMARLA can
predict safety violations early and accurately, suggesting it is a good solution for ensuring
system safety when relying on RL agents.

Furthermore, in the Cart-Pole case study, our observations revealed the occurrence of
11 false positives leading to a false positive rate (FPR) of 1%, when relying on the upper
bound. In contrast, only two false positives were identified with the output probability
(FPR = 0.2%), and none when employing the lower bound. Regarding the Mountain-Car
case study, two false positives were observed (FPR = 0.2%) when employing the upper
bound. In contrast, using the output probability or the lower bound resulted in only one
false positive (FPR = 0.1%).

Finally, in the Highway Driving case study, we obtained 46 false positives leading
to an FPR of 4.8% when using the upper bound and 40 false positives with an FPR
of 4.2% considering the output probability. Furthermore, we identified 38 false positives
(FPR = 4%), when using the lower bound. Similarly, when using frequency-based features,
we observed 67 false positives, resulting in an FPR of 7.1% with the upper bound, and 51
false positives with an FPR of 5.4% when considering the output probability. Additionally,
we identified 39 false positives (FPR = 4.1%) when applying the lower bound.

To summarize, while relying on the upper bound of confidence intervals leads to an
earlier prediction of safety violations, it also introduces a higher rate of false positives
compared to using the predicted probability and the lower bound. Therefore, considering
the trade-off between earlier detection of safety violations and the number of false positives,
the selection of an appropriate decision criterion relies heavily on the level of criticality
of the RL agent. For instance, in certain scenarios, prioritizing early detection of safety
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Figure 3.12: Fl-score of the safety violation prediction model for different decision criteria
in the Highway case study

violations and allowing for a longer time frame to apply safety mechanisms may be of
critical importance, even at the expense of a slightly higher false positive rate. Conversely,
in other cases, there might be a preference to sacrifice time in order to optimize accuracy
and minimize the occurrence of false positives. The selection of the appropriate decision
criterion depends on the specific context and the relative importance of early detection
and prediction accuracy. In our case studies, the increase in false positives appears to be
limited, and therefore using the upper bound is the best option.

s )

Answer to RQ2: Considering the upper bound of the confidence intervals leads to
a significantly earlier and still highly accurate detection of safety violations. This
provides a longer time frame for the system to apply preventive safety measures and
mitigate potential damages. This, however, comes at the expense of a slightly higher
false positive rate.

3.4.4.3 RQ3. What is the effect of the prediction threshold on the safety
monitoring system?

We aim in this research question to study the impact of varying the prediction threshold
values on our safety monitoring approach. We evaluate the prediction times and perfor-
mance of SMARLA using different prediction thresholds based on the same set of episodes
randomly generated in RQ1 (Section 3.4.4.1). Specifically, for each case study, we consider
three prediction thresholds 6 € {25%, 50%, 75%} and assess the performance of SMARLA
according to the three decision criteria explained in Section 3.4.4.2 (P(t) > 6, Up(t) > 6,
and Low(t) > 6). For each case study and evaluation criteria, we report (1) the average
decision time step, (2) the average remaining percentage of time steps to execute until
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Figure 3.13: Fl-score of the safety violation prediction model for different decision criteria
in the Highway case study using frequency-based feature representation

violation, (3) the number of false positives of the safety monitor, and (4) the number of
false negatives. Results are reported in Figures 3.14 to 3.25.

As visible from the figure, we obtain consistent results over the three decision criteria
and case studies. As expected, varying the prediction threshold does impact the average
prediction time step, the percentage of the remaining portion of the episode to be executed,
as well as the number of false positives and false negatives. More precisely, having a lower
prediction threshold, such as 8 = 25%, leads to an earlier decision time to predict safety
violations, which may be critical for taking preemptive safety measures, but increases
the occurrence of false positives. On the other hand, higher thresholds, such as 68 =
75%, reduce false positives at the expense of delayed safety violation detection. Thus,
choosing a high threshold can potentially compromise the system’s ability to promptly
initiate safety mechanisms and effectively prevent safety violations. Finally, we found
that the intermediate threshold 6 = 50% offers a balanced solution for all case studies,
minimizing false positives and false negatives while still providing timely predictions. We
therefore rely on such a threshold value in our experiments as it offers the best trade-off
between accurate and early predictions of safety violations. We should note, however, that
determining a suitable prediction threshold is context-dependent and relies heavily on the
level of criticality of the RL agent. In practice, we recommend building a testing dataset
that encompasses both safe and unsafe episodes based on random executions of the agent.
Then, we recommend trying different prediction thresholds and conducting a sensitivity
analysis specific to the deployment environment of the DRL agent, to determine an optimal
threshold that offers the best trade-off between timely and accurate prediction of safety
violations.
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Answer to RQ3: The performance of safety monitoring is sensitive to the prediction
threshold 6. Higher prediction thresholds reduce false positives but lead to a delayed
prediction of safety violations and higher false negatives, whereas lower thresholds
lead to earlier predictions and lower false negatives but at the cost of increased
false positives. Therefore, selecting an optimal threshold is crucial to balance timely
and accurate predictions, enhancing the system’s effectiveness in predicting safety
violations. Such selection is specific to the deployment environment of the DRL
agent but a threshold value around 6 = 50% is likely to be balanced.
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Figure 3.14: Comparison of 25%, 50% and 75% threshold values for Mountain-Car case
study based on the lower bound

3.4.4.4 RQ4. What is the effect of the abstraction level on the safety moni-
toring system?

To answer this research question, we studied how different levels of state abstraction affect
the performance of the safety violation prediction model in the training phase and in
operation.

The accuracy of the Random Forest model after training with different
abstraction levels. This aspect involves evaluating the performance of the Random Forest
model once it has been trained on the available training data. We randomly sampled 70%
of the dataset to train and 30% to compute the Fl-scores of the models using different
levels of abstraction (d). A lower abstraction level implies finer-grained states, while higher
abstraction levels represent coarser ones that lead to a smaller feature space.
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Figure 3.15: Comparison of 25%, 50% and 75% threshold values for Mountain-Car case
study based on the prediction probability
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Figure 3.16: Comparison of 25%, 50% and 75% threshold values for Mountain-Car case
study based on the upper bound
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Figure 3.17: Comparison of 25%, 50% and 75% threshold values for Cart-Pole case study
based on the lower bound

Metrics Comparison prediction probability

i mmm Threshold 25%
1601 = Threshold 50%
I Threshold 75%
140 4
120 1
100
0
Q
=2 81.85%
g 801
70.24
66.58%
60
5580 51.75%
40
26.05
20 16.00
200 pgg ooo 100 L
mean prediction timestep  mean remaining portion false positives false negatives

Metrics

Figure 3.18: Comparison of 25%, 50% and 75% threshold values for Cart-Pole case study
based on the prediction probability
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Figure 3.19: Comparison of 25%, 50% and 75% threshold values for Cart-Pole case study
based on the upper bound
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Figure 3.20: Comparison of 25%, 50% and 75% threshold values for Highway Driving case
study based on the lower bound with binary features
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Figure 3.21: Comparison of 25%, 50% and 75% threshold values for Highway Driving case
study based on the prediction probability with binary features
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Figure 3.22: Comparison of 25%, 50% and 75% threshold values for Highway Driving case
study based on the upper bound with binary features
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Figure 3.23: Comparison of 25%), 50% and 75% threshold values for Highway Driving* case
study based on the lower bound with frequency-based features
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Figure 3.24: Comparison of 25%, 50% and 75% threshold values for Highway Driving* case
study based on the prediction probability with frequency-based features
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Figure 3.25: Comparison of 25%, 50% and 75% threshold values for Highway Driving* case
study based on the upper bound with frequency-based features

Based on the analysis depicted in Figures 3.26, 3.27, and 3.28 we observed that higher
abstraction levels lead to lower accuracy in predicting safety violations, above a threshold
of 0.3 for Cart-Pole, 1000 for Mountain-Car and 0.6 for the Highway Driving case study.
This is attributed to the smaller feature space associated with higher levels of abstraction.
Note, however, that this does not apply to features based on the frequency of abstract
states. As the results suggest (Figure 3.29), these features yield higher accuracy even at
higher abstraction levels. This is because these features are more informative, even when
the number of abstract states is small. As the abstraction level decreases, the feature
space grows larger, allowing for more precise information to be captured by features. Con-
sequently, the accuracy of the safety violation prediction model tends to increase until
it eventually plateaus and then starts to decrease. This decrease occurs due to the very
large number of abstract states, making it more challenging to learn in a larger feature
space. This suggests that there is an optimal range of abstraction that yields the highest
accuracy in predicting safety violations. Going beyond this optimal range can reduce the
performance of safety monitoring.

In the Highway Driving case study using the frequency of abstract states, we observed
that very high levels of abstraction (d > 0.9) achieve high accuracy but are not practical.
This is because the probability of safety violations tends to consistently decrease, especially
for safe episode. Specifically, at the start of the episode, the model predicts a high proba-
bility of safety violations (above the prediction threshold). As the safety monitor gathers
more information, this probability drops in safe episodes, allowing the model to distin-
guish between safe and unsafe situations. However, this decreasing trend makes it difficult
to predict safety violations and stop execution at early time steps during the execution,
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Figure 3.26: Precision, recall, and F1-score achieved after the training of the safety violation
prediction model and the number of abstract states for the Cart-Pole case study across
different abstraction levels

since the probability is above the prediction threshold. To address this, we introduced an
additional criterion for choosing abstraction levels with frequency-based features, ensuring
that the initial probability of safety violation remains below the prediction threshold.

This optimal range of abstraction level depends on the environment, the RL agent, and
the reward. This arises from the fact that the calculation of Q-values, which are used in
the abstraction process, relies heavily on the reward signal. Consequently, the choice of
reward function significantly influences the optimal range of abstraction levels. Indeed,
our empirical analysis revealed that abstraction levels ranging from 0.1 to 0.3 result in
the highest accuracy for Cart-Pole. Similarly, the highest accuracy for Mountain-Car,
Highway Driving with binary features, and Highway Driving with frequency features is
obtained with abstraction levels from 0.5 to 1000, 0.06 to 0.6, and 0.2 to 0.8, respectively.
Therefore, for the next experiments, we consider the abstraction levels within the optimal
ranges of each case study.

The performance of the model in operation with different abstraction levels.
This part focuses on evaluating the performance of the safety violation prediction model
during the execution of episodes. We analyze how well the trained Random Forest models
perform in operation across different time steps while considering different abstraction
levels. The main focus for such evaluation is the model’s ability to accurately predict
safety violations early.

The F1-score of the safety monitoring models for the across all case studies, considering
various levels of abstraction, are presented in Figures 3.30, 3.31, 3.32, and 3.33.

As visible, the performance of the safety violation prediction model is highly sensi-
tive to the selected abstraction level during the training phase, especially in the case of
Mountain-Car. Despite selecting only abstraction levels that maximize the model’s per-
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Figure 3.27: Precision, recall, and F1-score achieved after the training of the safety violation
prediction model and the number of abstract states for the Mountain-Car across different
abstraction levels

formance during training, they required different numbers of time steps to achieve the
highest accuracy in predicting safety violations. This sensitivity highlights the importance
of carefully selecting the appropriate abstraction level for optimal model performance.

Based on Figures 3.30, 3.31, 3.32 and 3.33, we observe that the most suitable abstraction
level is d = 0.11 for Cart-Pole, d =5 for Mountain-Car, d = 0.2 for Highway Driving, and
d = 0.4 for Highway Driving using frequency based features, as they exhibit the most
accurate and earliest prediction of safety violations compared to other abstraction levels.
This indicates that these abstraction levels are particularly effective at capturing relevant
features at the right level of granularity to support learning and the prediction of unsafe
episodes.

In summary, in this research question, we studied the performance of SMARLA through
a systematic two-step process. In the first step, we analyzed the accuracy of SMARLA in
predicting safety violations post-training, and we derived a range of optimal abstraction
levels corresponding to the highest Fl-score. Next, we investigated the number of time
steps SMARLA requires to achieve its peak accuracy. Note that, the ultimate objective
is to identify the proper abstraction level which enables the safety monitor to reach its
highest accuracy in predicting safety violations at the earliest time step possible.

Answer to RQ4: The accuracy of safety violation prediction models is sensitive to
the selected abstraction level and, therefore, the latter should be carefully selected
to have optimal monitoring results.
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Figure 3.28: Precision, recall, and F1-score achieved after the training of the safety violation
prediction model and the number of abstract states for the Highway Driving across different
abstraction levels

3.4.4.5 Abstraction level selection procedure

To achieve early and accurate predictions of the safety monitor in practice, it is crucial to
determine a proper abstraction level. Thus, based on the results of RQ4 3.4.4.4, we propose
the following procedure to select a proper abstraction level for our monitoring approach.
This procedure is a one-time process that involves a systematic two-step approach. Initially,
in the first step, a Coarse-to-Fine search technique [113] is used for finding the optimal
range of abstraction levels that maximize the Fl-score of the safety violation prediction
model. Subsequently, in the second step, within this optimal range, the abstraction level
yielding the earliest prediction of safety violation is identified.

In detail, this process starts by training the safety violation prediction models with
approximately 70% of the training episodes. During this phase, the safety violation pre-
diction model is trained using a diverse range of abstraction levels, systematically varied in
increments. The assessment metric is the F1-score of the safety violation prediction model.
It is noteworthy that abstraction levels can be mapped to the number of abstract states,
thereby facilitating the determination of the range of abstraction levels to be explored. As
a practical guideline, using the Coarse-to-Fine approach, it is recommended to start with
a wide range spanning from several hundred to approximately 100,000 states. The pro-
cess involves iteratively considering new values close to abstraction levels that previously
yielded high F1l-scores, and therefore gradually narrowing down the range to ultimately
identify the optimal range of abstraction levels.

However, the choice of the range of levels to cover depends also on the complexity of
the environment; more complex environments may necessitate a larger number of abstract
states to ensure accurate prediction of safety violations. Subsequently, within the recom-
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Figure 3.29: Precision, recall, and F1-score achieved after the training of the safety violation
prediction model and the number of abstract states for Highway Driving across different
abstraction levels using frequency of abstract states as features

mended range, the optimal subset of abstraction levels can be determined by selecting
levels that maximize the Fl-score of the models when evaluated on the remaining 30% of
episodes. The results of this step for Cart-Pole, Mountain-Car, Highway Driving, as well
as Highway Driving with frequency-based features are depicted in Figures 3.26, 3.27, 3.28
and 3.29, respectively. In the Cart-Pole case study, the optimal range of abstraction levels
lies between 0.1 and 0.3, whereas for the Mountain-Car, it is between 0.5 and 1000, and
for Highway Driving case study, it is between 0.6 and 0.06.

In the second phase, it is imperative to conduct experiments with different abstraction
levels within the optimal range when utilizing the safety violation prediction model during
the execution of the episode. The primary objective is to pinpoint the level of abstraction
that enables the safety monitor to make precise predictions of safety violations at the
earliest time step possible. Figures 3.30, 3.31 and 3.32 illustrate the outcomes of the
second phase, where we extracted the Fl-score of safety monitoring models considering
various abstraction levels within the optimal range. As a result, the optimal abstraction
levels that enable accurate and early predictions of the safety monitoring approach for
the Cart-Pole, Mountain-Car and Highway Driving case studies are d = 0.11, d = 5 and
d = 0.2, respectively.

3.4.4.6 Qualitative Analysis
To further shed light on the prediction results of SMARLA, we manually sampled repre-

sentative episodes from each case study and qualitatively analyzed the corresponding risk
plots. The primary objective of this analysis was to understand how the probability of
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Figure 3.30: Performance of the safety violation prediction models in operation for the
Cart-Pole case study across different levels of abstraction

safety violations evolves in relation to the dynamics of the agent in each scenario, provid-
ing deeper insights into the behavior of the agent and the conditions under which the risk
of safety violation is increased. For example, in the Cart-Pole case study, we analyzed
how the probability of safety violations evolves along with the position and velocity of the
cart, as well as the angle and angular velocity of the pole. We provide an example of the
safety violation prediction plot for a safe and an unsafe episode in Figure 3.34. This Figure
illustrates how the probability of safety violation fluctuates with changes in the cart’s dy-
namics. It is important to recall that an episode is considered unsafe if the cart moves away
from the center by a distance above 2.4 units as it crosses the safe operational boundary
and can cause damages, regardless of the accumulated reward (detailed in Section 3.4.2.1).
As shown in Figure 3.34, the risk plot shows that in the safe episode, the probability of
safety violations remains relatively low throughout the episode as the cart stays within
the safe boundary. In contrast, in the unsafe episode, the probability of safety violations
increases significantly as the cart approaches the safety boundary limit of 2.4. The velocity
plot shows that in the safe episode, the velocity of the cart fluctuates within a moderate
range, while in the unsafe episode, the cart’s velocity reaches higher magnitudes (both
positive and negative), indicating more pronounced movements. The angle and angular
velocity plots further illustrate that in the unsafe episode, the angle of the pole deviates
more significantly, and the angular velocity shows higher variations compared to the safe
episode. More specifically the probability of safety violation increases when the angle of
the pole is leaning toward the right and the cart is moving to the right to recover the pole
from falling (time steps 40 to 50). This is clearly visible when comparing with another
safe episode plotted in the same figure where, despite the pole starting to lean toward the
right (time step 60), the agent immediately moves the cart to the right and successfully
prevents the pole from falling in a much shorter distance from the reference point, so the
probability of safety violations is decreased as depicted in Figure 3.34.
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Figure 3.31: Performance of the safety violation prediction models in operation for the
Mountain-Car case study across different levels of abstraction

Regarding the Mountain-Car case study, we also analyzed the probability of safety
violations along with the position and velocity of the car. Examples of safe and an unsafe
episodes is shown in Figure 3.35. We should recall that a safety violation happens when
the car crosses the left border of the environment, as this poses potential damage to the
car (detailed in section 3.4.2.2). In the unsafe episode, the agent initially gains momentum
in the opposite direction compared to the safe episodes. The probability of safety violation
significantly increases when the car is on the right slope, gaining momentum toward the
left border. The momentum becomes so high that the car cannot stop before passing the
left border. As the car gets closer to this boundary, the probability of safety violation
continues to rise, where finally the car passes the left border and a safety violation occurs.

For the third case study, we analyzed the probability of safety violations in the High-
way Driving scenario where the agent must navigate at high speeds while avoiding other
vehicles. We should recall that, in this environment, a safety violation occurs when the
agent collides with another vehicle (Section 3.4.2.3).

Figure 3.36 illustrates the probability of safety violation in an unsafe episode along with
snapshots of the environment captured during the execution. In this episode, the agent
starts driving in the third lane, where there is another actor vehicle at a safe distance
from the ego vehicle. The agent decides to move to the rightmost lane to gain reward and
increases speed to safely overtake the other vehicles (time steps 0 to 3). Then, another
vehicle appears in the rightmost lane, cruising at a lower speed than the ego vehicle. At
time step 12, when the ego vehicle is approaching the vehicle in front at high speed, the
probability of safety violation begins to rise. At time step 14, the probability exceeds the
50% threshold, and we predict the safety violation as the ego vehicle continues to approach
the vehicle in front. The execution continues until the final time step, where a collision
occurs between the two vehicles.
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Figure 3.32: Performance of the safety violation prediction models in operation for the
Highway Driving case study across different levels of abstraction

This qualitative analysis illustrates how SMARLA effectively predicts potential safety
violations for DRL agents. By examining the agent’s dynamics and the probability of
safety violations, we provide insights into SMARLA’s capability to provide accurate early
predictions of safety violations during the execution of episodes. Such early detection
allows the system to take proactive measures to prevent or mitigate potential damages,
thereby enhancing the overall safety and reliability of DRL agents.

Additionally, it demonstrates the practical application of SMARLA and qualitatively
validates its prediction results. Through such a qualitative analysis one can understand
the conditions under which the risk of safety violation is increased, and thus providing
insights into how these risks might be mitigated in operation.

3.5 Discussion

We propose SMARLA, a black-box safety monitoring approach designed for reinforcement
learning agents, and demonstrate its high accuracy in predicting safety violations of RL
agents during their execution. We also show that such accurate prediction can be made
early long before the actual occurrence of violations, allowing for timely incident prevention
and mitigation. In our work, we rely on state abstraction to reduce state space and learn
change patterns in agent Q-values to predict unsafe episodes. We should emphasize that
learning the patterns of unsafe episodes with abstraction does not imply that all episodes
following such patterns represent known unsafe concrete states. State abstraction allows
us not to depend on the specific occurrence of concrete states and thus generalize patterns
to concrete states that may not have been seen during training. Although no approach,
including ours, can claim to fully predict or mitigate all unknown unsafe states, the use of
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Figure 3.33: Performance of the safety violation prediction models in operation for the
Highway Driving case study, across different levels of abstraction, using frequency of ab-
stract states as features

state abstraction enhances the safety monitor’s capability to recognize potential risks by
leveraging similarities in abstract states and learned Q-values from past patterns.

In addition, predicting known unsafe states early is not just valuable, it is essential to
achieving acceptable safety levels as recommended by several safety standards for different
safety critical domains such as automotive and medical sectors. In these domains, effective
risk management depends on the system’s ability to detect and address known unsafe states
early in operation. For example, in autonomous driving, Tesla’s Autopilot must manage
a variety of known unsafe states, such as vehicle skidding, excessive braking distances, or
unprotected left turns. Even though these conditions are known safety violations, their
occurrence depends on dynamic environmental variables. If an autonomous vehicle detects
early signs of hydroplaning (a state where the tires lose contact with the road due to water),
it can engage preventive measures, such as reducing speed or adjusting the trajectory, long
before the vehicle becomes uncontrollable. A delayed response could lead to accidents
that might have been prevented with earlier detection. In such scenarios, knowing the
unsafe state is not sufficient as early detection of safety violations becomes crucial. In
this context, state abstraction techniques, like the Q*-irrelevance abstraction employed in
our approach, allow for generalization over known patterns, enabling the system to detect
potentially unsafe behavior that may not match previous episodes exactly but follows
recognizable safety violation patterns. This provides a level of generalization over possible
unsafe episodes and helps the system adapt to new but related situations.

In short, we offer a light-weight solution to build a safety monitor based on testing
results of DRL agents. This is important in practice as testing data contain useful infor-
mation that can be exploited for monitoring. We should note that the more comprehensive
the testing, the better the safety monitoring, as we cannot learn from what we have not ob-
served. However, we alleviate this limitation with state abstraction, although this challenge
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Figure 3.34: Examples for Cart-Pole

cannot be fully eliminated.

3.6 Threats to Validity

In this section, we discuss the different threats to the validity of our study and describe
how we mitigated them.

Internal threats concern the causal relationship between the treatment and the outcome.
One such threat is the choice of an inappropriate state abstraction level. To mitigate this
threat, we explored different abstraction levels and identified the ones that (1) significantly
reduce the state space, (2) optimize the accuracy of the ML model, and (3) enable the
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Figure 3.35: Examples for Mountain-Car

earliest and most accurate predictions of safety violations during the RL agent execution.
Another threat pertains to newly seen abstract states during operation (i.e., abstract states
that were not included in the training dataset of the safety violation prediction model),
which may impact the accuracy of the safety monitoring system. To mitigate the risk of
missing abstract states, we trained our ML model with a large and diverse dataset of RL
episodes and use a state abstraction method that considers a large number of concrete
states (roughly 450 000 in Cart-Pole and 250 000 in Mountain-Car). We will study, in
future work, the impact of retraining the ML model (to include newly seen abstract states)
on the performance of our safety monitoring approach. The scarcity of unsafe episodes
poses a threat to accurate safety violation model training. As future work, we will explore
extracting unsafe episodes from the later stages of the RL agent’s training phase, as they
align more closely with the agent’s final policy.

Conclusion threats are concerned with the relationship between treatment and outcome.
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Figure 3.36: Examples for Highway Driving

One important threat to consider is the potential impact of a large monitor’s overhead on its
applicability in real-time scenarios. Such overhead refers to the additional computational
resources and time required by safety monitoring. To mitigate this threat, SMARLA relies
on state abstraction to reduce the state space and computation overhead. It also uses
Random Forest, which is a lightweight machine learning model known for its fast inference
capabilities [22,25]. This choice helps minimize the computational burden associated with
monitoring, allowing for fast processing and response times. Note that, in our case studies,
inference times (i.e., safety violation predictions) are in the range of a few milliseconds,
thus confirming our expectations. Finally, our monitoring approach is black-box. It does
not require access to the internals of the RL agent, which greatly simplifies processing and
reduces computation overhead.

Reliability threats concern the replicability of our study results. We rely on publicly
available ML models and RL environments. We provide online all the materials required
to replicate our study results.

External threats concern the generalizability of our study. Due in part to the high
computational expense of our experiments, we relied on three case studies in our work,
which may threaten the generalizability of our results. Indeed, experiments for all research
questions took about four weeks using a system with a Core-i9 processor, 32GB of memory,
and an Nvidia GeForce RTX 3070 GPU with 8GB of memory. However, to mitigate this
threat, we relied on benchmark problems widely used in many RI-related studies [16,
17,21,29,107,110, 146, 151]. Future work includes applying our monitoring approach to
different RL problems for broader generalization of the results. Another threat pertains
to the ability of SMARLA to detect unsafe episodes that are not included in the training
set. To mitigate this threat, we use state abstraction and the agent’s Q-values to predict
safety violations. In our approach, we assume that patterns of Q-value changes observed
in training episodes with safety violations can also occur under operational conditions.
This allows SMARLA not to depend on the specific occurrence of concrete states and
extend its predictive capability beyond the concrete states seen during training. This is
performed by recognizing and responding to analogous change patterns even in the presence
of unseen states, thus generalizing patterns to concrete states that have possibly not been
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encountered. Furthermore, it is worth noting that we have explained strategies to deal
with unseen abstract states in the deployment environment in Section 3.3.3.1.

3.7 Related Work

This section provides an overview of the most relevant literature on safety monitors. We
discuss related works on (1) safety monitors for RL agents, (2) safety monitors for AI/ML-
based systems in general , and (3) safety monitoring for Cyber-Physical Systems (CPS).
The first topic is obviously directly related to our work, while topic (2) is a bit more general
and topic (3) is indirectly related as RL agents are often deployed on Cyber-Physical
Systems.

3.7.1 Safety monitors for RL

Several approaches have been proposed in the literature on safe reinforcement learn-
ing [44,47,92], but only a few of them proposed safety monitors to predict safety violations
of the agent at runtime. Junges et al. [65] proposed two strategies for monitoring MDPs:
forward filtering-based monitoring and model checking-based monitoring. The former in-
volves estimating future possible states of the system based on historical observations. In
contrast, the latter uses model-checking techniques to assess the probability of reaching
certain states in the MDP. These strategies are only applicable when a detailed model of
the environment is available, in contrast to SMARLA which works on a broader type of
model-free RL algorithms which are more widely used in practice as environment models
are challenging to develop and validate [115,143].

Other approaches have been proposed for the online safety shielding of RL agents where
a shield layer is added to the agent and blocks unsafe actions during the execution [69,
87]. In general, online shielding operates by dynamically calculating, during runtime, the
collection of potential states that may be reached in the immediate future. Within this set
of states, the safety of all feasible actions is assessed and leveraged for shielding purposes
as soon as any of the aforementioned states is encountered. In that context, Konighofer et
al. [69] proposed an online shielding technique for RL agents that employs MDPs and
probabilistic model-checking to evaluate all possible actions in the agent’s states. By
blocking unsafe actions and analyzing the impact of shielding on learning performance
and policy safety, they demonstrate improved learning performance with shielding and
recommend its application during both the training and execution phases of RL agents.
Other shielding approaches have been proposed to increase the safety of RL agents during
the training phase [37,82]. For example, Mallozzi et al. [82] introduced WiseML, a runtime
safety monitoring framework for RL agents. The goal of this framework is to prevent the
agent from selecting unsafe actions during training by relying on manual specifications of
safety violation patterns using linear-time temporal logic. The monitoring system blocks
safety violations, penalizes the agent’s reward for unsafe actions, and enhances the learning
performance of the agent by accelerating the convergence to its goal. Also, Elsayed et
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al. [37] proposed a shielding approach for multi-agent reinforcement learning. Their goal is
to enforce safety specifications expressed in linear temporal logic and learn safe RL policies
in multi-agent environments.

Our research objectives differ from shielding-based studies as we propose a black-box
safety monitor for RL agents that does not force the agent to select non-optimal actions
(i.e., actions that deviate from the optimal policy) and continue the execution relying on
the policy of the agent. Rather, our focus is on the early prediction of safety violations to
provide engineers with the flexibility to implement a range of safety mechanisms, including
the option to apply early corrective or preventive safety measures.

3.7.2 Safety monitors for AI/ML

Different approaches have been proposed in the literature to monitor the safety of ML-
based systems due to concerns about their reliability, especially in safety-critical sys-
tems [12, 30, 39, 53, 120]. Some studies focus on detecting distributional shift (between
training inputs and data seen in operation time) [12,30, 39, 53] resulting in DNN mispre-
dictions during operation [59,119,120|, aiming to maintain accuracy and reduce safety
risks. These approaches compare neurons activation patterns [30,53] or features distribu-
tions [12] of inputs during operation with those seen during training. Other approaches
involve monitoring DNN outputs and verifying their confidence levels to predict DNNs
mispredictions [145].

Other studies such as Likelihood Regret [148] detect out-of-distribution DNN input im-
ages by reconstructing inputs using autoencoders. However, unlike SMARLA, this method
does not support the early prediction of safety violations for DRL agents. Furthermore,
Stocco et al. [120] introduced SafeOracle, an unsupervised monitoring tool for autonomous
driving systems. SafeOracle aims to predict a DNN’s misbehavior by building a proxy for
the DNN’s output confidence level at runtime. The authors have proposed an autoencoder-
based image reconstruction technique to forecast the subsequent input images and predict
out-of-distribution inputs through a reconstruction error. Additionally, they have trained
an anomaly detector on the nominal image inputs of the DNN, which observes the re-
construction error to identify any anomaly. In their approach, they combine confidence
estimation, probability distribution fitting, and time series analysis, and show that they
were able to identify 77% of safety violations up to six seconds in advance. The same ap-
plies for DeepGuard [59] which relies on measuring the reconstruction error of input images
using autoencoders to predict safety violations. SelfOracle and DeepGuard are designed
for DNN systems primarily focused on classification or regression, where the input spaces
consist of images. These methods require image transformations to effectively train the
autoencoders and employ distance metrics specific to images to measure reconstruction
error and estimate the probability of safety violations.

Our approach, however, is fundamentally different in terms of inputs and methodology.
Further, in our case studies, the DRL agent and the underlying DNN do not take images
as inputs. Instead, they process state parameters such as the position and velocity of
the agent. This distinction is crucial as the nature of the input data in our approach
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differs significantly from that in traditional image-based DNN safety monitors. In fact, our
approach is agnostic to the type of DRL agent’s inputs since we only rely on the agent’s
Q-values. Furthermore, we monitor the behavior of the agents to predict violations based
on a training dataset that contains both safe and unsafe episodes, as opposed to relying
solely on out-of-distribution inputs.

3.7.3 Safety monitoring for CPS

Safety monitoring of CPS is crucial for ensuring their reliable and secure operation,
particularly when integrating deep learning models. Various approaches have been pro-
posed to address the safety monitoring of CPS [14,54,90,121,150]. For example, Xie et
al. [150] proposed Mosaic, a model-based safety analysis framework specifically designed
for Al-enabled CPSs. This framework addresses the safety challenges that arise from the
integration of Al-based controllers in CPSs, which introduce uncertainties and potential
safety risks due to their random exploration nature and lack of systematic explanations for
their behavior. Mosaic constructs an abstract MDP model to represent the AI-CPS, en-
abling safety analysis through two main components: online safety monitoring and offline
model-guided falsification. Online safety monitoring employs probabilistic model checking
to predict safety issues during real-time operations and switches control to a predefined
safety controller if necessary. Offline model-guided falsification searches for counterex-
amples that violate safety specifications using a combination of global and local search
strategies. Our method, SMARLA, differs from Mosaic in several aspects. Mosaic is
model-dependent, requiring the construction of an MDP model. This process can be com-
plex and computationally expensive, especially for high-dimensional systems. In contrast,
SMARLA is model-free, eliminating the need for constructing abstract models, thereby
simplifying the safety analysis process and reducing computational overhead. Further-
more, Mosaic focuses on general AI-CPS applications but does not specifically address RL
environments. SMARLA, on the other hand, is specifically designed for RL environments,
providing tailored safety solutions for RL applications. In summary, while Mosaic offers
a framework for the safety analysis of AI-CPS through model-based methods, SMARLA
addresses key limitations by being model-free, specifically designed for RL environments,
and suitable for black-box RL agents. This provides a more versatile and efficient solution
for ensuring safety in reinforcement learning applications.

Henzinger et al. [54] proposed an abstraction-based monitoring framework for neural
networks, focusing on novelty detection during runtime. Their method utilizes box abstrac-
tions to monitor the behavior of neural networks by observing hidden layers. Specifically,
they define intervals (or boxes) around the values seen during training for each neuron
in the monitored layers. If an input causes the network to produce values outside these
pre-defined boxes, it is flagged as a novelty. This method balances false positives and novel
input detection through adjustable parameters. However, it requires access to the internal
structure of the neural network, making it a white-box approach. This limitation restricts
its applicability to scenarios where such access is available. In contrast, SMARLA is black-
box and does not require knowledge of the model’s internals, making it more versatile.
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While the proposed framework is primarily designed for classification tasks, SMARLA is
tailored to reinforcement learning environments. Furthermore, Strickland et al. [121] pro-
posed an LSTM-based safety monitoring approach for CPS. The model analyses the driving
environment images as well as the vehicle’s state to predict potential collisions. However,
this method is tailored to image inputs, whereas SMARLA is versatile and not restricted
to any specific type of input data. Michelmore et al. [89,90] relied on the evaluation of
uncertainty measures, in real-time within end-to-end controllers, and Bayesian inference
methods for autonomous driving to predict safety violations. However, these approaches
require access to the internal weights of the DNN models, and are thus white-box.

Several other approaches have been proposed in the literature on the runtime verifica-
tion of CPS to check the compliance of such systems with safety requirements. For example,
Grundt et al. [46] presented a formalization approach for spatio-temporal requirements in
autonomous driving systems and proposed a runtime verification method to ensure these
systems comply with complex requirements during validation runs. Their monitoring sys-
tem continuously evaluates the behavior of the autonomous driving system to provide
real-time compliance verdicts with the system’s requirements. The same applies to Zapri-
dou et al. [152] where the authors propose a runtime verification approach to ensure that
autonomous driving systems, using an adaptive cruise control system as a case study, oper-
ate safely and effectively within simulated urban driving environments. This is achieved by
continuously monitoring the system’s behavior against predefined safety and performance
specifications expressed in signal temporal logic. The objectives of the above approaches
substantially differ from our work because they concentrate on the runtime verification of
autonomous driving systems. Unlike SMARLA, which predicts the probability of safety
violations at each time step during the operation of RL agents, these methodologies focus
on verifying system compliance with predefined requirements at runtime. Therefore, we
do not include these approaches as a baseline for comparison.

Overall, SMARLA stands out by providing a novel black-box safety monitoring ap-
proach that is tailored to RL agents and prioritizes early prediction of safety violations,
thus providing the flexibility to implement a wide range of safety mechanisms. The use of
state abstraction and ML models allows for efficient and accurate safety violation predic-
tion, without requiring detailed environment models, making it well-suited for a broader
range of model-free RL algorithms that are commonly used.

3.8 Conclusion

In this chapter, we propose SMARLA, a black-box safety monitoring approach for rein-
forcement learning agents. We rely on a machine learning model to predict safety violations
of RL agents early during their execution. Our approach relies on Q-values and is agnostic
to the input of the RL agent. We employ state abstraction to reduce the state space,
enabling improved learnability to predict violations. We quantitatively and qualitatively
evaluate our safety monitoring approach on three widely used RL benchmarks. Our results
demonstrate the high accuracy of SMARLA in predicting the safety violations of RL agents
during their execution. Additionally, our empirical results show that such accurate predic-
tion can be made early long before the actual occurrence of violations, allowing for timely
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damage prevention and mitigation. In future work, we intend to expand our evaluation to
include additional RL case studies. Furthermore, to further improve accuracy and early
predictions, our aim is to investigate the use of other types of features that consider tem-
poral information regarding the agent’s states and actions in RL episodes. For instance,
we can consider the sequence of abstract states instead of only considering their presence
or absence as features.
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Chapter 4

Conclusion and Future Research
Directions

This thesis presents two novel approaches STARLA and SMARLA, aiming at improving
the safety and reliability of DRL agents through testing and runtime monitoring. The
following key findings and contributions summarize the research:

We introduced STARLA as a data-box search-based testing approach for detecting
functional-faulty episodes in DRL agents. Through machine learning-based classification,
we were able to predict these faulty episodes with high accuracy, thus guiding and im-
proving the efficiency of the testing process. Empirical evaluations on two well-known
RL environments, demonstrated that STARLA significantly outperforms random testing
methods, detecting more faults within the same testing budget. This approach is par-
ticularly valuable for pre-deployment testing of DRL agents in safety-critical domains like
autonomous driving and healthcare. The open-source prototype and datasets provided will
allow researchers and practitioners to replicate and build upon these findings.

We proposed SMARLA as a black-box, runtime safety monitoring approach that pre-
dicts safety violations during the operation of DRL agents. By leveraging state abstraction
and Q-values, SMARLA is capable of detecting potential safety issues early, providing suf-
ficient time for proactive interventions. Our empirical evaluation showed that SMARLA
was highly effective across widely-known RL case studies, such as Cart-Pole and Highway
Driving, with early and accurate safety violation predictions. The versatility of SMARLA,
which operates without internal access to the DRL agent, makes it applicable to a wide
range of real-world systems.

Together, these contributions demonstrate that combining search-based testing with
runtime monitoring can significantly help enhance the safety and reliability of DRL agents
in both pre-deployment and operational phases.
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4.1 Future Research Directions

The research opens several avenues for future work:

e Generalization to Complex RL Environments: While STARLA and SMARLA
were evaluated on well-known benchmark problems, future research can explore their
application to more complex and diverse RL environments to assess their scalability
and effectiveness across a wider range of industrial safety-critical systems.

¢ Fine-tuning of Parameters: STARLA’s performance can be further enhanced
by investigating automated methods for fine-tuning its parameters for different en-
vironments. Additionally, future work can explore the optimization of SMARLA’s
prediction thresholds to balance early detection and false positive rates.

¢ Dynamic Parameter Selection: The current implementation of SMARLA relies
on fixed parameters for aspects such as the prediction thresholds and abstraction
levels. A promising direction for future work is to explore dynamic parameter se-
lection strategies. This could involve adapting parameters monitoring phases based
on real-time feedback from the system. For example, adjusting the safety violation
prediction thresholds dynamically based on the agent’s behavior could improve the
balance between early detection and false positives. Such adaptive methods could
increase the overall robustness and efficiency.

e Integration into Real-World Systems: Both approaches can be integrated into
real-world systems, such as autonomous driving platforms, to assess their practical
impact on real-time decision-making processes. These real-world trials would provide
valuable insights into the deployment challenges and potential adjustments needed
for industrial applications.

e Handling Unseen States: Future work could focus on expanding the training
data for the ML models used in STARLA and SMARLA to incorporate a wider
range of abstract states or use adaptive retraining methods to further improve the
performance of SMARLA.

e Integrating Curiosity-Driven Testing: Future work could explore combining
curiosity-driven testing [52] with STARLA to explore less visited or uncertain regions
of the state-action space, potentially uncovering rare faults. This hybrid approach
could enhance fault detection while addressing challenges related to large state spaces
and computational costs.

4.2 Broader Impact

The proposed approaches have the potential to make a significant impact on the increas-
ingly numerous safety-critical applications that employ DRL agents, such as autonomous
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vehicles, healthcare systems, and industrial robots. By addressing both pre-deployment
and runtime safety concerns, STARLA and SMARLA contribute to the trustworthiness of
DRL systems, reducing the risks associated with their deployment in real-world environ-
ments. The frameworks and methodologies developed in this thesis serve as foundational
tools for ensuring the safe operation of such intelligent systems, paving the way for more
robust and safer artificial intelligence solutions.
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