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Abstract

With the prosperity of the Short Message Service (SMS), the increasing number of
spam messages has become a serious problem. The need to block spam messages requires
us to develop new SMS spam detection technologies. The Transformer, an attention-
based sequence to sequence model, has achieved excellent results in multiple different
tasks recently. In this thesis, we propose a modified Transformer model for SMS spam
messages detection.

The evaluation of our proposed modified spam Transformer is performed on SMS
Spam Collection v.1 dataset and UtkMI’s Twitter Spam Detection Competition dataset,
with the benchmark of multiple established classifiers such as Logistic Regression, Naive
Bayes, Random Forests, Support Vector Machine, and Long Short-Term Memory. In
comparison to all other candidates, our experiments show that the proposed modified
spam Transformer achieves the best results in terms of almost all selected performance

criteria.
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Chapter 1

Introduction

1.1 Motivation and Objective

The Short Message Service (SMS) has been widely used as a communication tool over
the past few decades with the popularity of mobile phones and mobile network growth.
According to Statista’s report in 2020, the number of mobile users worldwide reaches 6.95
billion with the forecasts indicating an increase to 7.1 billion by 2021, [56]. A survey
in 2019 shows that more than 76% of mobile users in UK send mobile messages on a
daily basis [70]. Mobile devices and SMS serverces are becoming necessities of people’s
daily life, The Guardian reports that people pick up their smartphones 58 times a day on
average [17] and Finance Online reveals that more than 90% of people prefer to receive

messages over calls [19].

With the development of mobile devices and various mobile applications, billions of
people are connected and millions of businesses and marketers are benefited from trillions
of SMS text messages worldwide. However, SMS users are also suffering from SMS spam.
SMS spam, also known as drunk messages, refers to any irrelevant messages delivered

using mobile networks [66]. Statista conducted a survey in the United States from March

1



20 to March 24 last year, and the survey points out that the number of spam messages
growing exponentially over the past years with an average number of 14.7 spam text

messages per month [72].

The Government of Canada defines spam as unsolicited text messages including mal-
ware, spyware, and false or misleading representations [1(]. There are a few character-
istics of spam text messages summarized by the Federal Trade Commission. In general,
spam text messages aim to get your personal information by sending some fake text

messages and end up gain financial benefits [75].

There are several reasons that lead to the popularity of spam messages. First and
foremost, there is a large number of users who use mobile phones in the world. According
to [71], there were 8,304 million mobile subscriptions in 2019. A large amount of mobile
phone users makes the potential victims of the spam messages attack also high. Secondly,
the cost of sending out spam messages is low compared to the potential gains, which could
be taken advantage of by the spam attacker. Last but not least, the capability of the spam
classifier on most mobile phones is relatively weak due to the shortage of computational
and battery resources on portable devices, which limits them from identifying the spam

messages correctly and efficiently.

Machine learning is one of the most popular topics in the last few decades. The
applications of machine learning techniques have been greatly changing our lives. Spam
detection is a relatively mature research topic in the field of machine learning, and there
are a great number of machine learning based approaches proposed. Most of the machine
learning based classifiers were dependent on the handcrafted features extracted from the

training data [38].

As a class of machine learning techniques, deep learning has been developing rapidly

recently thanks to the surprising growth of computational resources in the last few



decades. Nowadays, deep learning based applications play a significant part in our so-
ciety, making our lives much easier in many aspects. As one of the most effective and
widely used deep learning architectures, Recurrent Neural Network (RNN), as well as its
variants such as Long Short-Term Memory (LSTM), were applied to spam detection and

proved to be extremely effective during the last few years.

Although the current SMS spam detection approaches have been proved to be effective
in multiple experiments performed by different researchers, most of them are still merely
focus on one single small unbalanced dataset. In reality, a lot of the existing works are
based on the SMS Spam Collection v.1 [I] dataset, which is a fabulous dataset with
high-quality real messages but is insufficient in terms of the number of spam messages.
Therefore, we not only intend to propose a new approach for SMS spam detection that
improves the performance compared to the current works. More importantly, we expect

to test and evaluate our methodology on a larger dataset with more balanced data.

1.2 Main Contribution

In this thesis, we address the SMS spam detection problem by proposing a modified
model based on the Transformer [77], a relatively new attention-based model. Addition-
ally, we analyze and compare the performance of SMS spam detection between multiple
traditional machine learning classifiers, an LSTM deep learning solution, a CNN-LSTM
[26] approach from existing works, and our proposed spam Transformer model. In order
to make the evaluation more persuasive, the experiments are not only performed on the
popular SMS Spam Collection v.1 [I] dataset, but also on the UtkMl's Twitter Spam

Detection Competition (UtkMl’s Twitter) [70] from Kaggle.



1.3 Thesis Organization

The remainder of the thesis is organized as follows.

e Chapter 2 reviews concepts of Neural Network, Logistic Regression, Support Vector
Machine, K-Nearest Neighbor, Decision Tree, Recurrent Neural Network, Long

Short-Term Memory, Sequence-to-sequence Models, and the attention mechanism.

e Chapter 3 reviews related work on SMS spam detection, including machine learning
approaches such as S-Detector, SmiDCA, and Smishing Detector, and deep learning
approaches such as SLSTM and CNN-LSTM.

e Chapter 4 discusses the Transformer model in detail and introduces our modified

spam Transformer model.

e Chapter 5 describes the experiment setup, and the experimental results are also

presented and analyzed in this chapter.

e Chapter 6 concludes this thesis and proposes several potential future works.



Chapter 2

Background

2.1 Neural Network

Neural Network is a machine learning technique that uses artificial neurons to simulate
the way how biological neurons in the human brain works. The basic element of each
neural network is the artificial neuron which consists of three components: weights and

bias, summation function, and activation function.

As shown in Figure 2.1, each neuron is embedded with one summation function and
one activation function, the summation function is usually a linear regression function
with weight and bias, while the activation function provides non-linearity transformation
for the summation output. Suppose we have n attributes labeled for sample i, where
each attribute is labeled as z;, and the coefficient for each x; is w;, and for each neuron
we would assign a bias value b. The summation function for each neuron is defined as

the following:
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Yi

Activation
Function
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Figure 2.1: Structure of a Basic Neural Network with One Neuron

z= Zwixi+b (2.1)

The output number from the summation function will be fed into the activation
function for non-linear conversion. In the following section, we will look into different
choices of activation functions, and introduce the advantage and disadvantages of each

candidate function.

2.1.1 Activation Function

Activation Functions are normally used to determine whether a neuron is activated
through influencing the output of the neuron. In neural networks, activation functions

often introduce non-linearity, which usually contribute to compute or approximate more
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Figure 2.2: Sigmoid Function

complex functions using fewer neurons. There are multiple alternative functions that can
be used as an activation function, such as Sigmoid, Tanh, ReLU, LeakReLLU, and many
others [68]. Among all the candidate activation functions, Sigmoid and ReLU [54] [27]

are the most popular today.

The sigmoid function is a logistic function that returns a value between 0 and 1. The
sigmoid function is popular for binary classification problems due to its nature of binary
mapping. When using the sigmoid function as the activation function for our summation
output z, it will map z in range (—oo, +00) to (0, 1), indicating the possibility of being
class 1. Suppose we have the summation output z. The sigmoid function can be defined

as follows:

o(z) = (2.2)

The returning value of the sigmoid function is in the range from 0 to 1, which indicates
the extent of activation. When x is large, the sigmoid function returns a value close to

1. On the contrary, it gives 0 when x approaches negative infinity. Besides, the sigmoid



function is also employed in multiple binary classification problems to rescale the output

to the range from 0 to 1.

Hyperbolic Tangent Function (tanh) is another commonly used activation, especially
suitable for hidden layers. The tanh function can be defined as the ratio between the
sine and cosine function for a certain z [17]. Unlike the sigmoid function whose results
are in the range of 0 to 1, tanh function maps our summation output in the range of —1
to 1, thus the results will be centered at 0. Suppose we have the summation output z,

the tanh function is defined as follows:

o _ o7
tanh(z) = prp— (2.3)

The main difference between the sigmoid function and the tanh function is their value
range, and the nature of the binary range of sigmoid function makes it exceptionally
suitable for output calculation while the nature of the centralized range of tanh function
makes it suitable for hidden layer neurons. However, as you can see from Figure 2.2 and
Figure 2.3, the downside of both these two functions is that when z is very large or very

small, the slope of the function curve would be close to 0 which would slow down the

gradient descent process.

Rectified Linear Unit (ReLU) is a widely-used activation function. Nair and Hinston
pointed out a side-effect of using binary units or binomial units that makes the training
unstable and inefficient [51]; as an alternative solution, they introduced the idea of using
rectified linear units to overcome this shortcoming, and since then ReLLU has become
the most widely-used activation function in deep learning applications [55]. The idea of
ReLU is to rectify the summation outputs that are less than zero to be zero and make the

positive outputs remain the same; thus, the positive part of the ReLLU function is nearly
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Figure 2.3: Tanh Function

a linear function, which is suitable for gradient descent optimization. The function is

defined as follows:

RelU(z) = max(0, 2) (2.4)

As you can see from the function definition above, for any positive z, the output
value of the ReLU function is equal to x. However, it returns 0 for negative or zero
input. There are several benefits of using ReLLU as the activation function. For one
thing, the ReLU function is a simple function with comparison computation only, which
makes it computationally friendly. For another, ReLU performs better compared to
sigmoid in terms of preventing gradient vanishing problem since the gradient of ReLU is

a constant number for positive input and zero for negative input.

Although the ReLLU function works amazingly fine in practice, there is still a potential
drawback of ReLLU that it may lead to cases where a unit is never activated because the
gradient is 0 when a unit is inactive. In those gradient-based optimization algorithms, the

weights of the unit remain unchanged for zero gradients, which makes the unit stuck in
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Figure 2.4: ReLU Function

inactive status. To address this, LeakyReLU [16] was introduced. LeakyReLU function
is introduced to modify the negative part of the ReLLU function so that the optimization
performance would not be affected by the gradient equal to zero cases. The LeakyReLLU

is defined as follows:

max(0,z), x>0,
LeakyReLU () = (2.5)

kx, otherwise, k € [0,1]

As you can from the function definition above, the LeakyReLU only introduces a
small slope to the negative internal of the ReLU function [79], and the most common
k used by researchers is 0.01. Therefore, the features of the LeakyReLLU function are
nearly identical to the standard ReLLU function, except for a small gradient for negative

input, which could potentially contribute to better robustness.
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Figure 2.5: LeakyReLLU Function
2.2 Logistic Regression

The classic regression model is the standard linear regression model [63] which is defined

as follows:
y=p+pix+e (2.6)

As you can see from the model definition above, both the input z and the output
y are continuous dimensions in the range from —oo to +00. However, when you have
classification problems, either the output y should be categorical or in the range of 0 to
1 which indicates the probability of being in certain classes. With such special demands
for a more reasonable model for categorical targets, logistic regression was introduced

with the nature of a 0 to 1 value range.

Suppose we have multiple independent variables xi,xs,...x,, where n is the total
number of features selected, and we have one dependent variable y as our target output
whose value range only has two possibilities, either Positive or Negative. Instead of

applying linear regression to identify the relationship between multiple features with
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Figure 2.6: Logistic Regression

the depended variable, logistic regression model describes relationship between multiple
independent variables to the dichotomous target variable using a S-shape model [18].

The logistic regression mathematical definition can be seen as the following:

z = Po+ Prxy + fay + ... + Bun (2.7)

_ 1 _ 1
f(Z)  14e 2 14 e (Bothrartfazat..+Bnan)

If we plot the logistic regression model based on the function of z and z in the range
from —oo to +00, we could see that the logistic regression is an S-shape model with two

horizontal asymptotes at y = 0 and y = 1.
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On the left side of the function, when z approaches —oo, f(z) equals to 0. On the
other hand, when z approaches 4+00, f(z) equals to 1. The mathematical proof can be

seen as follows:

1 1

T l4e ) T 14
1 1

T l4e ™) T4et

f(=00)
f(o0)

(2.9)

In order to interpret the logistic function to be a descriptive model, we assume that the
dependent variable has two possible values, 1 if "positive category” and 0 if "negative
category”. We introduce the probability to describe the information provided by the

logistic function as the probability of being y = 1 given x4, zs, ..., ,,, denoted as P(y =
_ 1
1 + e~ (Bot+Brzr+PBazwat...+Bnwn)

1xy, z9, .y xy)

To find the most optimized 3 coefficient, we would apply gradient descent techniques
to find the parameter sets that make the minimum cost function. The cost function is
the function we use to describe the difference between our model output and the real
output, and our goal is to make the cost function as small as possible so that our model
results are close enough to the real results. The cost function is the summation of the

loss function of all the training samples; the definition is shown as follows:

L(§',y') = —y'log(y") — (1 —y) log(1 — §') (2.10)
1 & o
J=— L(y',y" 2.11
m;;(%y) (2.11)
Since logistic regression model is commonly used for binary classification problems,

the possible y values are either 0 or 1 indicating one of the classes. To simplify the loss

function, we can say that when y; equals to 1, the loss function will be just — log(g"),
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Figure 2.7: Loss Function when 3* =1

and when y; equals to 0, the loss function will be just —log(1 — ¢). The loss function
graphs for y* = 1 and y* = 0 are shown in the following two figures.

The logistic regression model is to find the best parameter set that can minimize the
cost function J using all the training samples, and once the model is trained, we can
feed in new data samples to make predictions based on their probability of being positive

class or negative class.

2.3 Support Vector Machine

Support Vector Machine (SVM) is a popular machine learning algorithm for classification
problems. One shortcoming of the logistic regression model is that the decision boundary
decided by the model is not unique, so the capacity and generalization performance is not
guaranteed. Later research has found that a good classifier should automatically tune
the capacity and generalization of the classification model by maximizing the margin

amounts to achieve a large margin decision boundary [7].
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0

Figure 2.8: Loss Function when 3* = 0

Moreover, if you look at Figure 2.9 and Figure 2.10, the logistic loss function has
the potential risk of gradient vanishing or gradient exploding problem when the z value
is extremely large or extremely small. We would like a loss function that has stable
gradient performance and also has high punishment when the error term is too big. To
achieve this large margin classification function design, the support vector machine was

introduced.

The loss function of the support vector machine algorithm is an optimized function
from the cross-entropy function used by the logistic regression; instead of using a smooth
curve for the loss function, the support vector machine splits the function into two

intervals and makes it a linear function instead of the logistic function.

The loss function for the two y; cases can be seen as Figure 2.9 for * = 1 samples
set and Figure 2.10 for y* = 0 samples set. We will name the two cases as Cost; and
Costy in the remainder of this thesis.

When y° = 1 the loss function will be divided into two intervals based on z < 1 or
z > 1; for the z < 1 interval, it will be a linear function with respect to y and z while

for the z > 1 interval, it will simply be y = 0. Similarly, when 3* = 1 the loss function
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Figure 2.9: Loss Function for SVM when y* = 1

0

Figure 2.10: Loss Function for SVM when y* = 0
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will be divided into two intervals based on z < —1 or z > —1; for the z > —1 interval,
it will be a linear function with respect to y and z while for the z < —1 interval, it will

simply be y = 0 as well.

Based on the loss function for the support vector machine, we can now define our

cost function using Cost; and Costsy as follows:

m

~i ~i ~i i RS
J = C’Z(y Cost1(9") + (1 — g")Costa(y")) + 3 Zﬁjz (2.12)
i=1 j=1

So, why the cost function designed for the support vector machine can find the best
decision boundary with a large margin? To answer this question, we need to take a look

at the optimization process to understand the mechanism supporting the performance.

The horizontal axis of our loss function represents the summation output z which
could be written as By + f1z1 + ...0,x, for one training sample; if there are multiple
training samples, then we can vectorize the calculation process for matrix representation.
Assume that we have m training samples and n feature dimension, then the training set
can be represented as a matrix X with dimension m x n, and all the parameters 5 can

be represented by the vector B with dimension n x 1 as the follows:

X=1. . . (2.13)
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Bo
B=|.. (2.14)

Bn

Boxd + Bixt + ... + Bux)
:=XB= (2.15)

Boxy' + B’ + ... + By

For a certain g;i, we can use the vector representation of z* and B to calculate BTz’
In order to minimize the cost function, we can have BTz’ to be greater than 1 when
y* =1 and BTz to be smaller than —1 when 3’ = 0. Equivalently, we can convert BTz
to be the inner product of z* and B which is equal to the projection of ' on B times

the length of B.

BTz =p"- || B (2.16)

Since we have a regularization term in the cost function which will punish large /3
values so that the length of B as || B|| will be as small as possible, in order to make the
inner production larger, we need to make the projection of z* on B as large as possible,
and thus the model will choose the decision boundary which gives large margin as well

as large projection.



19

2.4 K-Nearest Neighbor

K-Nearest Neighbor is a distance-based classification algorithm that is simple but efficient
in many cases [32]. For a certain input sample z’, the algorithm will calculate the distance
between ¢ with all the remaining data samples available in the data set and choose the k
data samples as the nearest neighbors for ¢ so that the class prediction of ¢ is determined
by the class of these nearest neighbors. In most cases, a majority vote is used in order

to determine the class of input data sample z°.

The biggest challenge of using the K-Nearest Neighbor algorithm is how to define the
best k. The most straightforward way is to run an iteration loop from a certain range
of k and compare the model performance using different k& values and pick the best k.
There are also other proposals that aim to make the K-Nearest Neighbor algorithm less
dependent on the choice of k [30], such as using multiple neighbor sets instead of one

neighbor set so the performance is not defined by one single choice of k.

The steps of the K-Nearest Neighbor algorithm can be summarized as the following;:

e Choose a distance measurement or similarity measurement to build the similarity

matrix.

e Build for loop from k& = kg to k = k,, and validate the model performance, choose

the best k.

e feed unlabeled data z, calculate the distance or similarity of 2% to all labeled data

samples.

e I'ind the group of data samples as the neighbor set whose d; is the smallest among

all data samples.

e Label 2 as class;, which most data samples in the neighbor set belong to.
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With the detailed definition of the K-Nearest Neighbor algorithm, the second chal-
lenge of applying this classification algorithm is to choose a suitable distance measure-
ment for similarity calculation. Here we listed a few commonly used similarity measures

as follows.

The first commonly used distance measurement is Euclidean distance. Suppose we
can two data points 2¢ and y* with n dimensions, the distance between z* and 3 can be

defined as their square root of difference among all dimensions.

EuclideanDistance(x', y") = (2.17)

Instead of using the square root to represent the distance, we can also use the absolute

value of the difference between 2’ and 3¢, and this method is called Manhattan distance.

ManhattanDistance(x',y") = Z T (2.18)
k=1

Adopting the advantages of both Euclidean distance and Manhattan distance, Minkowski
distance was introduced as a generalized metric. When A = 1 the form is exactly the
same as Manhattan distance; when A = 2 the form is exactly the same as Fuclidean

distance. Other \ values could also be used depending on problem statements.

MinkowskiDistance(x', y") Z | 2t —yi |} (2.19)

Another popular similarity measurement is Cosine Similarity which calculates the
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normalized dot product of two data points. The dot product is applied to z* and
in their vector form as (le x% :L';l ) and (3/1 y% y%) The cosine similarity
measures the angle between these two vectors thus the similarity if decided by their
orientation. If the two vectors are at the same orientation with 0°, then the cosine
similarity will be 1. If the two vectors are at 90° then the cosine similarity will be 0, all

other cases will be a similarity rate between 0 and 1.

OonsineSimilaTity(l"i’ yi) = cos(0) = m
| ||y*

(2.20)

All the measurements mentioned above are dealing with the distance between two
vectors or two data points, but if the two objects are two sets of elements that don’t
necessarily be numeric elements, then we could use Jaccard similarity. Suppose we have
two data sets X and Y, the similarity of X and Y is defined by their intersection set and
union set. The intersection set of two data sets is the set of elements that exist in both

X and Y while the union set of two data sets is the set of elements that exist in either

XorY.

lintersection(X,Y)|
lunion(X,Y)|

JaccardSimilarity(X,Y) = (2.21)

In practice, there is no theory guarantee that a certain distance measurement works
best for a certain type of problem, we would tend to try different alternative similarity

measures and compare their contribution to the model performance.
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2.5 Decision Tree

Decision Tree is one alternative classifier based on tree structures. In general, a decision
tree consists of one root node, multiple internal nodes, and multiple leaf nodes. The root
node is the original input data set, along the tree path with different internal nodes, each
node will split the data set into smaller data sets based on the chosen splitting condition,

and each leaf node is the final class result for a certain set of samples [22].

To achieve better performance, the decision tree will choose among all possible fea-
tures to be the best splitting feature that can give the best splitting results. The criterion
used to choose among these features can define different types of decision trees. The
three commonly used criteria include Gini Index, Information Gain, and Information

Grain Ratio [53].

2.5.1 Feature Selection

Gini index is a popular measurement used for feature selection of decision tree classifiers
and this type of decision tree is called Classification and Regression Tree (CART). To
understand the Gini index, we have to first understand the definition of impurity. If all
elements in the data set belong to one class, then we would say this data set is 100% pure
and the Gini index will equal to 0, otherwise, if all elements in the data set belong to
various classes and their distribution is totally random, then the Gini index will equal to
1 which means high impurity. Assume that there are n classes and p; is the probability
of a random data sample in the set being a particular Class;, then the definition of Gini

index can be seen as the following:



23

n

Ginilnder =1 — Z(pi)Q (2.22)

i=1

For each internal node on the CART decision tree, the algorithm will calculate the
Gini index using each alternative feature as the splitting feature and the algorithm will
choose the feature with the smallest Gini index, which is to choose the purest feature for
splitting. Suppose D is the data set that need to be split, and C}, is the set of samples
in D that belong to Classg, A is a certain feature that can be used for splitting which

will result in m smaller data sets denoted by D;.

ini(D) = Y 1G] () _ 1G]
Gini(D|A) = Z |‘%|‘ Gini(D;)

Another feature selection method is using Information Grain and the decision tree
that use information gain as the selection measure is defined as ID3. Unlike the Gini
index, information gain makes use of the idea of entropy which also indicates the purity
of the data set. The less pure a data set is, the higher the entropy of that certain data
set. Thus, we could calculate the entropy of the data set before splitting based on feature
A and the entropy of data sets after splitting by featuring A, the gap between these two
types of entropy is our information grain, and the ID3 algorithm will choose the feature

that gives highest information gain to be the splitting feature.
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G |Ck|
HD) =32 5o ()

k=1

H(D|A) = zmj ||%‘|| H(D,) (2.24)

InformationGain(D,A) = H(D) — H(D|A)

The nature of information gain determines that the ID3 algorithm will tend to choose
the type features that have more possible values, in extreme cases, if one feature is the
primary key of the whole data set, then the information gain will definitely be higher
since each data sample will be split into individual data sets so that the purity is high.
In order to overcome the feature preference of using information gain, the information
gain ratio was introduced and the decision tree that applies the information gain ratio is

named C4.5.

The idea of the information gain ratio is to introduce a new concept of the intrinsic

value of a certain feature A. The intrinsic value is defined as H4(D) as follows:

, Gain(D, A)
G ratio D7A = T 77
aiNyatiol ) Ha(D)

. (2.25)
D; D;
Ha(D) = = Z._l |\D|‘ log, (’|D]|)

Although implementing the information gain ratio solves the problem of using infor-
mation grain, it also has its own selection preference toward features with fewer possible
values, which is the opposite choice of the information gain. Therefore, the C4.5 algo-
rithm doesn’t solely use the information gain ratio but integrates both information gain

and information gain ratio to choose the splitting feature.
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2.5.2 Random Forest

A decision tree is not a strong classifier in some cases, many researchers proposed to
apply ensemble methods by generating multiple classifiers instead of a single classifier
to improve model accuracy. Ensemble methods including boosting, bagging, voting, and
stacking. Random forest is one ensemble algorithm using bagging with a decision tree
as the base model.

The concept of bagging is to generate multiple data sets from the original data sets by
random sampling, and each generated data set is independently used to train a classifier
[57]. All the classifiers will act like one voter and the majority vote will be used as
the final result for a certain input data. Random forest algorithm is one classification
algorithm that adopts the idea of bagging and extends its concept to not only sample
bagging but also features bagging. To apply a random forest algorithm, different random
subsets of features are generated for each splitting step thus the effect of some strong

features would be eliminated.

2.6 Recurrent Neural Network

As is known to all, shuffling the order of words in a sentence can severely influence the
meaning of the entire sentence, which could potentially turn a legitimate message into
spam messages, and vice versa. Therefore, in many Natural Language Process (NLP)
problems, the order of words is no less important than the words themselves. To address
this problem, we need a new kind of model that is capable to effectively learn from prior
knowledge to improve the understanding of the data. Although the classical feed-forward
neural network is a powerful deep learning technique that generally works well in many

areas, it cannot utilize the information from the past. Derived from the feed-forward
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Figure 2.11: Structure of a typical Recurrent Neural Network.

neural network, recurrent neural network (RNN) [67] has the ability to reuse the saving
information at the time of processing input values. Additionally, unlike the traditional
feed-forward neural network supports only the input sequence with a fixed length, RNN

is capable to handle the input sequence with different length.

Figure 2.11 shows the typical structure of RNN models, with the input sequence,
output sequence, and the hidden layers at time t are represented by z;, o;, and h;
respectively. At time t, the current hidden layers state h; is calculated based on the
current input sequence x; and the last hidden layers h;_;. After the calculation of h; is
finished, the output at the current time step o, is generated and the hidden layers state h;
will get involved in the calculation at the next time step t+1. Unlike the normal neural
network, where the neurons in the same layer of the hidden layers are independent of
each other, RNN models usually allow the data flows within the same layer. In another
word, connections between neurons in the same layers or even self-connections are allowed

generally allowed in RNN based models.
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A major advantage of RNN models is that they are able to utilize the information
from previous input and apply it at the current time, which is significantly useful in
NLP problems since the context can help us understand the sentence better. However,
a major drawback of the vanilla RNN is the vanishing and exploding gradients [5]. In
back-propagation training process, the vanishing gradients refers to gradients go expo-
nentially close to 0, while the exploding gradients refers to the gradients go exponentially
increase. The vanishing and exploding gradients are usually caused by the multiplication
of multiple derivatives in training process. Although there are several approaches [55]
existing to address the vanishing and exploding gradients problem, in practice, it is still
difficult for vanilla RNN to memorize and learn the features from long distance, which
is described as long-term dependencies problem. In order to deal with the long-term
dependencies problem, many researchers have proposed multiple variants of RNN, such
as the Long Short-Term Memory (LSTM) [35], the Gated Recurrent Unit (GRU) [12],
and the Clockwork RNN (CW-RNN) [10].

2.7 Long Short-Term Memory

The Long Short-Term Memory (LSTM) [35] is a famous variant of RNN. The main
idea of the LSTM is the introduction of gate units, which are the structures that can
determine to keep or discard the current information. A typical LSTM network consists
of multiple memory cells, and each memory cell is formed by an input gate, a forget
gate, and an output gate. In LSTM, at time t, the state of a memory cell ¢; is calculated
based on the input z; and the last hidden state h;_;. The state of input gate, output
gate, and forget gate at time t are represented as iy, oy, f;, respectively. Therefore, the

LSTM transition functions are defined as follows [33]:
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’it = O'(WZ . [ht—hxt] + bz>
fe=0(Ws - [he—1, 2] + by)
¢ = tanh(W, - [hi_1, ] + by)

(2.26)
or = 0(Wy - [h—1, 2] + by)

a=hLO0cq 1+ 0q

hy = oy ® tanh(c;)

The o denotes the sigmoid function, which is introduced in Section 2.1.1. The oper-

ator ® denotes the element-wise multiplication.

When the output of a gate unit is close to 1, the information is more likely to be
memorized. On the contrary, a returning value close to 0 from a gate unit means that
the information should not be kept. The input gate i; is the gate unit that controls how
much information should be stored at this time. The forget gate f; is responsible to
determine to what extent the memory from the last time ¢;_; should be kept at time t.
The output gate o; at time t is designed to be used in the computation of the output

(hidden state) based on the memory cell state.

In our LSTM approach for SMS spam detection, the input message embedding is fed
into an LSTM network as an input sequence. Meanwhile, the LSTM network saves the
important features and outputs a sequence with the same length as the input sequence.
The output sequence is then fed into a feed-forward fully connected layer with a single
neuron since SMS spam detection is a binary classification problem. Finally, a sigmoid

function is applied to the output of the single neuron to produce a final prediction.
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Figure 2.12: Structure of Encoder-Decoder architecture
2.8 Sequence-to-sequence Models

Sequence-to-sequence (Seq2Seq) [73] was introduced in 2014 by Sutskever et al. aiming
to find a mapping between two sequences for translation tasks. Seq2Seq models employed
the Encoder-Decoder architecture, which consists of an encoder stack, a hidden state,

and a decoder stack.

Figure 2.12 presents a typical Encoder-Decoder architecture. The encoders take the
input sequence and produce a hidden state with critical information. The hidden state is
expected to be a fabulous abstract of the input sequence and contains important features
from the input sequence. The hidden state is then consumed by the decodes to generate
the output sequences. The vanilla version of the Seq2Seq model proposed in 2014 choose
LSTM as both encoder and decoder, because LSTM has the ability to successfully learn

on data with long-term dependencies [73].

The Sequence-to-sequence architecture was proved to perform outstandingly in mul-

tiple Natural Language Process (NLP) problems, and the methodology of the Encoder-
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Decoder architecture has been applied in many different approaches in different fields.
For instance, the Neural Machine Translation model proposed by Bahdanau et al. in [3]
is a successful English-to-French translation based on the Encoder-Decoder architecture,

which will be discussed in detail in Section 2.9.1.

Another crucial advantage of the Encoder-Decoder architecture is that the input
sequence and output sequence can be different in terms of size or format, which provides
much more flexibility and possibility. In reality, the Seq2Seq models have been proved
themselves in language translation [73], Speech Recognition [62], and Video to Text [75].
Undoubtedly, Seq2Seq architecture is designed to fit translation tasks exceptionally well,
since it can extract the relationship between the sequences in one language and the

sequences in a different language.

A fundamental disadvantage of the Sequence-to-sequence model is related to the
fixed-length hidden state. For one thing, a limited size hidden state may cause the inca-
pability of storing enough summarized information of the input sequence. For another,
an improper scale of the hidden state could lead to the difficulty for decodes to remem-
bering dependencies within different elements. To address this challenge, the attention
mechanism is introduced by researchers. More details of the attention mechanism will

be discussed in the next section of this thesis.

2.9 Attention Mechanism

The attention mechanism is motivated by the cognitive attention of human beings. The
main purpose of the attention mechanism is to find out the most important part from the
input sequence. Concretely, the attention mechanism produces weights that represent

the importance of the elements of data based on their correlation with the context. For
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Figure 2.13: The graphical illustration of additive attention from [3]

a specific part of data, the larger the weight of attention it has, the more influential it
is to the whole picture of data. Therefore, the attention mechanism makes it possible to

focus on the key elements.

2.9.1 Bahdanau Model and Additive Attention

The additive attention mechanism was first introduced by Bahdanau et al. in [3] as an
improvement of the hidden state of RNN Encoder-Decoder model [73] [12] in Neural
Machine Translation (NMT). The introduction of the attention mechanism is believed

to boost performance exceptionally.

The attention model of Bahdanau et al. takes source sequence z with a length of T,

as input, and aims to translate the source sequence into target sequence y with a length
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of T,,. The source and target sequence is denoted as:

x = (xq1,...,271,)

(2.27)
Yy = <y17 "'7yTy)

The encoder of the attention model proposed in [3] is a bidirectional RNN model

- —
that generates a series of forward hidden states (hy, ..., hy,) and backward hidden states
(fl, - ;l-n)7 and concatenate them to form the annotations (hy, ..., hr, ), which is defined

as follows:

_>

hi
h; = ﬁ (2.28)
The decoder is a Recurrent Neural Network (RNN) model that predicts the target
sequence y. At the i-th position of the target sequence, the target word y; is produced

based on conditional probability:

P(yilyr, - Yic1,X) = 9(Yiz1, 84, Ci) (2.29)

where ¢ is a nonlinear, potentially multi-layered, function that computes the proba-
bility of y; based on the hidden state of RNN at the i-th step s;, context vectors ¢, and
the previous predictions. The RNN hidden states at the i-th step s; of the decoders are

calculated from.

S; = f(Sifl, Yi—1, Ci) (2-30)
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At each time 7, the context vector ¢; for output y; is computed in decoder as a weighted
sum of h. Therefore, it is also named as Additive Attention. The calculation of ¢; is

represented as:
Ty
C;, = Zaijhj (231)
j=1

For each annotation h;, the o;; is the weight that measures to what extent the h; is
going to contribute to the context vector ¢;, and influence the hidden state s; furthermore.

The weight «;; is computed as follows:

o exp(score(si_1, hj))

Y S°1e . exp(score(si 1, b))

(2.32)

The score(s;_1, h;) is an alignment score that expresses how well the h annotation at
the j-th position from the encoders h; and the hidden state at the ¢ — 1-th position s;_;

match. The score is defined as:

score(s;, hj) = vitanh(W,[s;; hj]) (2.33)

where v, and W, are trainable weight matrices.

The most important contribution of the additive attention mechanism is to compute
the weights based on all the contexts that were generated by the encoder, and the decoder
consumes the weighted combination of all the contexts instead of focusing only on a
limited number of elements. Thus, with the help of the additive attention mechanism,
the model proposed by Bahdanau et al. is not restricted by the length of context vectors
in the hidden state of the RNN Encoder-Decoder model, which makes it potentially

capable to remember the dependencies with long distance more effectively.
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Figure 2.14: The graphical illustration of the global attention from
j45]

2.9.2 Global Attention and Alignment Score Function

In [15], Luong et al. proposed several powerful attention techniques and made multiple
improvements based on the additive attention translation model proposed by Bahdanau
et al. in [3]. More specifically, the methodology of global attention and various different
ways of calculating score function similar to Equation 2.33 were introduced in the paper

of Luong et al. [15].

In the approaches of Luong et al. [15], the attention mechanism is also employed in
the calculation of context vectors of the hidden states between the encoders and decoders,
which is similar to the Bahdanau translation model. The term global attention refers to
the fact that the computation of the context vectors ¢; at each step t of the decoding
process involves all the hidden states from the encoders. As a matter of fact, the context

vectors ¢; are generated based on the alignment vectors «y;, whose size is equal to the
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length of the input sequence. In [15], Luong et al. proposed several candidate approaches
of generating the alignment vectors and the score function including the location-based

attention, the general attention, and the dot-product attention.

According to [10], the global attention model employs Long Short-Term Memory
(LSTM) as encoders, which is different from the translation model from Bahdanau et al.
[3]. For the decoder hidden states h; and the context vectors ¢; that is generated based

on all encoder hidden states, the global attention model predicts the target word as:

p(ye, ) = softmax(Wshy) (2.34)

where hy, ¢;, and y; are with length of ¢, and the hy refers to the attentional hidden states,

which is defined as follows:

hy = tanh(We[cy; b)) (2.35)

Similar to Equation 2.31, the computation of context vectors ¢; is based on the
alignment vectors a;. For the encoder hidden state h at the s-th step, the ay(s) denotes
the weight that h, contributes to the context vector ¢;. The alignment vectors o and
the score functions of the general attention and the dot-product attention is computed

as follows:

~exp(score(hy, hy))
o (s) = > exp(score(hy, hy)) 25
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Figure 2.15: The graphical illustration of the scaled dot-product at-
tention from [77]

~ h]W,h,, general attention
score(hy, hg) = (2.37)

hlh, dot-product attention

where W, is a trainable weight matrix.

Apart from the general attention, the dot-product attention, and the additive atten-
tion that is defined in Equation 2.33, in [45], Luong et al. also proposed an alternative
alignment function named location-based attention for global attention. The location-
based attention alignment vectors «; are only related to the hidden states of decoders

h:. Below is the calculation of a:

ay = softmax (W, hy) (2.38)
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2.9.3 Scaled Dot-Product Attention Function

The scaled dot-product attention is introduced in the Transformer model [77] as the
attention function. The scaled dot-product attention is the dot-product attention [15]
1
that is reviewed in Section 2.9.2 with a scaling factor of \/7, which aims to counteract
k

the massive growth of dot-product when dimensions of queries and keys d;. is large. The

scaled dot-product attention function is defined as:

Attention(Q, K, V') = softmax (?};) 1% (2.39)
k

where @), K, and V refers to query, key, and value, respectively. The attention
function takes a query @ and a set of key-value pairs (K, V') as input, and computes the
weighted sum of values as output, where the weights are calculated based on the queries

and keys.

Compared to the previous attention-based Encoder-Decoder approaches such as [3]
and [15], in the decoders of Transformer, keys and values play a role similar to the
hidden states generated by the encoders, which is expected to be a compression of the
input sequence. On the other hand, queries in Transformer act like the previous hidden
states of the decoders that summarize the previous output sequence, and the next output

is predicted in decoders by consuming the queries and key-value pairs.

2.9.4 Multi-Head Attention

The multi-head attention mechanism is introduced in the Transformer [77] as a substitu-
tion of calculating attention function for a single time in order to enhance the efficiency
of attention. The main idea of the multi-head attention mechanism is to compute the

attention function multiple times in parallel and concatenate all the results together into
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Figure 2.16: The graphical illustration of the multi-head attention
mechanism from [77]

a matrix with desired dimensions.

In the previous practice like [3] and [15], the attention is directly performed on the
hidden states from encoders and the previous decoder hidden states. In this way, there
is only a single attention function calculated at one turn. However, Transformer finds
an effective way to apply multiple attention functions at once. Specifically, the d,,oqe
dimensional queries, keys, and values are sent to some different learned linear layers to be
projected h times to the dimension of di, di, and d,, respectively. In another word, the
projection linear layers are individually learned, and output projections have dimensions
of dy, di, and d,, where dy = d, = dyoger/h. After that, a number of h attention
functions are performed in parallel on these projected queries, keys, and values, resulting
in h different output values. Finally, all these h values are concatenated together and then
projected back to a dimension of d,,.q¢. The entire process of the attention mechanism

in the Transformer is defined as follows [77]:
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MultiHead(Q, K, V) = Concat(heady, ..., head),)W©° (2.40)
2.40

head; = Attention(QWS, KWX viv))

where W2, WX, WY, and WO are trainable parameters matrices. The W&, WX,

)

and W} are responsible to produce attentional queries, keys, and values in dy, dj, and

d, dimension, respectively. The W is the weight matrix that projects the concatenated

attention result into d,,.qe dimensions.

2.9.5 Attention Summary

There are also other forms of attention mechanism proposed. In [80], the attention
mechanism is applied to the field of computer vision by Xu et al., and they also proposed
two different approaches of attention named ”soft attention” and ”hard attention”. In
[15], other than the global attention that is discussed in Section 2.9.2, Luong et al. also
proposed local attention, which is a combination of soft and hard attention from Xu et
al. in [30].

Additionally, the attention mechanism has been widely employed as an add-on to
improve the accuracy and reduce the cost in more and more deep learning based models
and solutions, since the attention mechanism can help to extract the most significant
parts so that the model can focus on them. In [81], Zhang et al. proposed Self-Attention
Generative Adversarial Networks (SAGAN), an image synthesis model that introduces
self-attention layers to Generative Adversarial Nets (GAN) [29]. Equipped with the self-
attention module, SAGAN is able to handle details better coordinated with other distant
details. In [74], Tian et al. proposed Dempster-Shafer and Deep Learning based Insider

Threats Detection (DSDLITD), which employs the multi-head scaled dot-product atten-
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tion that is discussed in Section 2.9.3 and Section 2.9.4 to generate the annotation of the
sequence efficiently. In [65], Rocktéaschel et al. proposed several attention-based methods
of entailment relations recognition. In [11], Lu et al. employed multiple classifiers for
audio classification, and the attention mechanism is used to integrate the results from

different classifiers.



Chapter 3

Related Work

There are several different approaches proposed to identify SMS spam messages in the
last few decades. A great number of these SMS spam classifiers are based on tradi-
tional machine learning techniques, such as Logistic Regression (LR), Random Forests
(RF) [31], Support Vector Machine (SVM) [11], Naive Bayes (NB), and Decision Trees
(DT). Recently, with the prosperity of the deep learning techniques, an increasing num-
ber of researchers have been working on the SMS spam problem using deep learning
based models such as Convolutional Neural Network (CNN), Recurrent Neural Network
(RNN). Specifically, RNN and some of its variants are widely employed in many Natural
Language Processing (NLP) problems. Among all the RNN variants, Long Short-Term
Memory (LSTM) [35], an exceptionally successful variant of RNN that focus on address-
ing gradient vanishing problem and learning from long gap dependencies, has been more

and more popular in many NLP tasks including SMS spam detection solutions.

The chapter is organized as follows. Section 3.1 reviews several SMS spam detec-
tion solutions based on typical machine learning classification algorithms. Section 3.2
introduces multiple deep learning based approaches that accomplished state-of-the-art

performance in the field of SMS spam detection.

41
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3.1 Machine Learning Spam Detection Approaches

3.1.1 SMS Spam Detection on 32 Machine Learning Classifiers

In [18], Mathew et al. compared the performance of 32 different machine learning clas-
sification algorithms on SMS spam detection. In order to implement implement and
evaluate various algorithms, the authors made good use of the Weka Project [32] [21],
an open-source machine learning software that is widely used for research and industrial
applications. Additionally, the ”StringToWordVector” function from Weka is employed
to convert the string SMS messages data into feature vectors that the algorithms can

understand.

The experiments performed by the authors were based on the SMS Spam Collec-
tion v.1 [I] dataset, which is also one of the datasets used in this thesis. According
to the experimental results from [13], the Bayesian classifiers are the best approaches
among multiple traditional machine learning classification algorithms in terms of the
performance of identifying spam SMS messages. Specifically, Naive Bayes Binomial ac-
complished the optimal 98.22% correct classification and also observed by the authors to

be fast on the SMS Spam Collection v.1 dataset.

3.1.2 Rule-based Spam Detection

In [37], Jain et al. proposed a rule-based model for the SMS spam detection problems.
The architecture of the rule-based model is presented in Figure 3.1. The authors ex-
tracted 9 rules and implemented Decision Tree, RIPPER [13], and PRISM [ 1] based on
the rules to classify the SMS spam messages. According to the experimental results from
the authors, the RIPPER outperformed the PRISM and Decision Tree on the proposed

method and rules, yielding a 99.01% True Negative Rate (TNR) and a 92.82% True
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Figure 3.1: The architecture of the rule-based model to SMS spam
detection proposed in [37]

Positive Rate (TPR) on the SMS Spam Collection v.1 dataset.

3.1.3 S-Detector

In [39], Joo et al. proposed a technique that combines rule-based URL analysis and
the Naive Bayes classifier. The authors found that a great portion of the SMS smishing
messages involves URL. However, the spam URL often changes fast and uses shortcut
service, making it difficult to filter harmful URLs using traditional blacklist and whitelist

methods. The methodology of S-Detector is presented in Figure 3.2.

To determine whether a message is spam or not, S-Detector first searches for URLs in
the message. For the URLs that employ shortcut service, S-Detector converts them back
to the original long URLs. Thus, S-Detector is capable to find out the final destination of
redirecting URLs. After that, S-Detector attempts to access the URLs in order to check

if they are leading to the downloading of executable files on smartphones such as APK
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Figure 3.2: Methodology of S-Detector that was proposed in [39]
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files. The messages with URLs targeting to downloading of executable files are classified

as spam messages.

For the rest of the messages without malicious, S-Detector starts from pre-processing
and morpheme extraction. Then, S-Detector uses the Naive Bayes algorithm to learn
from extracted words, and weight is calculated based on the extracted data. When the
weight is greater than or equal to risk, the message is classified as spam. Otherwise, it

is regarded as a legitimate (ham) message.

3.1.4 SmiDCA

In [69], Sonowal et al. proposed a methodology named ”SmiDCA” for SMS smishing
messages detection based on machine learning. The main idea of SmiDCA is to find
a feature selection that achieves the best performance on a specific machine learning

classifier. The methodology of SmiDCA is shown in Figure 3.3.

Firstly, SmiDCA pre-processes data and extracts candidate features from the pro-
cessed data. Secondly, SmiDCA employs Pearson correlation coefficient (PCC) [] scores
to rank different features from high to low. After that, SmiDCA iterates every candidate
features one by one starting from the highest-ranking feature. In each iteration, SmiDCA
adds one candidate feature with the highest score currently to the feature selection and
trains a machine learning classifier on all selected features. SmiDCA also evaluates the
machine learning classifiers for each possible feature selection and stops adding features

when the accuracy starts decreasing.
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For two feature sets X = x1,29,...,z, and Y = y1,ys, ..., ¥n, the Pearson correlation

coefficient PCC(X,Y) is calculated as follows:

cov(X,Y)

3.1
cXoY (3:1)

PCC(X,Y) =

where cov(X,Y) is actually the covariance of X and Y. The ¢X and oY denotes
the stand deviation of X and Y, respectively. cov(X,Y), 0X, and oY are defined by the

following euqation:

cov(X,Y) =

oX = \/ZZ 12— 7)° (3.2)

n—1
O'Y \/Zzlyl
n—1

where  and g are arithmetic mean of X and Y, respectively, and they are given by

the following equation:

1
T=—->
gt
. . (3.3)
y= n ; Yi
According to [09], SmiDCA extracts 39 different features including word features,

message size, E-mail address, URL, phone number, special characters, misspelled words,
part of speech, and readability of text. Additionally, Random Forests, Decision Tree,
AdaBoost, and Support Vector Machine are used as machine learning classification algo-
rithms. The experiments that were conducted by the author on the SMS Spam Collection

v.1 dataset suggested that the feature selection algorithm of SmiDCA reduced 48.72%
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of feature dimensions and SmiDCA with Random Forests classifier achieved an accuracy

of 96.16% with 20 features.

3.1.5 Smishing Detector

In [52], Mishra et al. proposed the Smishing Detector, an SMS smishing messages de-
tection model based on the message contents and the URLs in the messages. Smishing
message, a subset of spam messages, refers to the messages that try to trick people into
giving out their private sensitive information. Since Smishing Detector focuses on iden-
tifying smishing messages, it is designed based on some assumptions that may not apply
to all spam messages. For instance, Smishing Detector only looks at the messages with a
URL, a phone number, or an E-mail ID. A message without these items could be spam

but should not be classified as smishing messages.

Smishing Detector consists of SMS Content Analyzer, URL Filter, Source Code An-
alyzer, and APK Download Detector. Similar to S-Detector [39] that was mentioned in
Section 3.1.3, Smishing Detector [52] also treats the text content and URLs separately.
Specifically, SMS Content Analyzer is responsible to check the textual message con-
tents using a machine learning algorithm to detect smishing messages, while URL Filter,
Source Code Analyzer, and APK Download Detector are designed to classify messages

by analyzing the URLSs in three different aspects.

The flowchart of SMS Content Analyzer is illustrated in Figure 3.4. The major
responsibility of SMS Content Analyzer is to analyze the textual content of messages.
When a message is passed to SMS Content Analyzer, the analyzer first looks for URLs and
sends them to URL Filter. After that, the SMS Content Analyzer checks the existence of
phone number and E-mail ID in the message and marks the message containing neither of

them as a legitimate message as we discussed previously. Besides, a message with a phone
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number or E-mail ID in the blacklist is classified as a smishing message without a doubt.
For the cases where there is a phone number or E-mail ID that is not on the blacklist,
SMS Content Analyzer extracts the keywords as features and employs a machine learning
classifier to decide whether or not the message is legitimate based on extracted features.
In [52], Naive Bayes, Random Forests, and Decision Tree are candidate classification

algorithms used in SMS Content Analyzer.

URL Filter analyzes the URLSs forwarded from SMS Content Analyzer. When a URL
arrives at URL Filter, it first searches the incoming URL in the blacklist. If the URL is on
the blacklist, the corresponding message is classified as a smishing message. Otherwise,

the following four criteria of the URL are checked:
e Age of Domain
e Presence of Qtag
e Presence of hyphen(-)
e Number of the presence of dot(.)

When there are at least three out of four criteria are satisfied or larger than the
threshold, the related message is also regarded as a smishing message. Otherwise, the

URL is passed to Source Code Analyzer for additional checking.

The major functionality of Source Code Analyzer is to examine the HTML source
code of incoming URLs. After retrieving the source code of the incoming URL, the

module inspects the source code in the following two aspects:
e Existence of form tags in source code

e Difference between URL and its actual destination URL
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Source Code Analyzer classifies the associated message as a smishing message when
both criteria are true. In another word, if there exist form tags in the source code and
the URL is not the same one as its final destination URL after redirecting, the related
message is treated as a smishing message immediately. Otherwise, the URL is forwarded
to APK Download Detector for more analysis. The author [52] believed that both of
these two criteria mentioned before are suspicious and potentially malicious. Therefore,
it is reasonable to assert the maliciousness of a message when it contains a URL that
satisfies both suspicious aspects.

The task of APK Download Detector is to check whether the given URL contains
unauthorized APK downloading attempts. As the flowchart presents in Figure 3.5, APK

Download Detector finds whether ”.apk” suffix is included in the given URL or in the
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final target URL after redirecting. When ”.apk” is founded in neither the given URL
nor the final destination site of the URL after redirecting, the corresponding message is
marked as a legitimate message. Otherwise, the consent of downloading from the user is
checked. The message related to the given URL is regarded as a legitimate message with
a malware warning if the user’s consent is provided. On the other hand, APK Download
Detector identifies the corresponding message as a smishing message when the consent

of downloading is absent.

For the experiments of Smishing Detector, the authors created a revised smishing SMS
dataset based on the SMS Spam Collection v.1 dataset [I] and the SMiShing dataset
[16]. Since Smishing Detector focuses only on smishing messages instead of all spam
messages, the SMS Spam Collection v.1 dataset not suitablefor the experiments. As
is described [52], Mishra et al. manually filtered 254 smishing messages from the SMS
Spam Collection v.1 dataset. For the rest of spam messages in the SMS Spam Collection
v.1 dataset, although they might be advertising or meaningless messages that were sent
with negative intention, they were not the objectives of Smishing Detector, and thus they
were regarded as legitimate messages in experiments. Besides, a number of 284 smishing
messages from the SMiShing dataset [16] from Pinterest was also included. Thus, the
authors had collected a smishing SMS dataset with 538 smishing messages and 5320
legitimate messages. Table 3.1 presents the overview statistics of the dataset used in [52]

for Smishing Detector.

According to the experimental results in [52], among Naive Bayes, Random Forests,
and Decision Tree, the best performance is achieved with an accuracy of 96.29% when
Naive Bayes is employed as the machine learning classification algorithm in SMS Content
Analyzer. The authors also believe that the involvement of verification for consents from

users during APK file downloading reduces the false-positive rate significantly.
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Table 3.1: The statistics of the dataset used in [52] for Smishing
Detector
Label in [52] _ o
Source Smishing messages | Legitimate messages | Total
The spam of SMS Spam
Collection v.1 dataset [1] 254 493 747
The ham of SMS Spam
Collection v.1 dataset [1] 0 4827 4827
SMiShing dataset [10] 284 0 284
Total 538 5320 5858

3.2 Deep Learning Spam Detection Approaches

While the traditional machine learning techniques do perform well in many fields, they
are still much interference or guidance from human specialists required when people try to
apply these technologies to address problems. For instance, extracting and representing
the features from data is always a challenging but indispensable work for machine learning
scientists. In another word, the inadequate capacity of many traditional machine learning
classifiers is a major limitation to a more effective and massive application. However,
many deep learning techniques are able to not only learn much more amount of features
but also extract more higher-level features that are formed by the composition of lower-
level features. With an effective training process, the deep learning techniques are more
capable to consume and make good use of a large amount of data and thus perform better
especially in coping with difficult jobs compared to the traditional machine learning

approaches.

3.2.1 CNN Based SMS Spam Detection Approaches

In [31], Gupta et al. compared the performance of 8 different classifiers including Sup-

port Vector Machine, Naive Bayes, Decision Trees, Logistic Regression, Random Forests,



54

AdaBoost [23], Artificial Neural Network, and Convolutional Neural Network. The ex-
perimental tests on the SMS Spam Collection v.1 [I] dataset that was conducted by
the authors shows that the CNN and Artificial Neural Network are better compared to
other machine learning classifiers, and they achieved an accuracy of 98.25% and 98.00%,

respectively.

In [66], Roy et al. aimed to adapt the Convolutional Neural Network and Long Short-
Term Memory to the SMS spam messages detection problem. The authors evaluated the
performance of CNN and LSTM by comparing them with Naive Bayes (NB), Random
Forests (RF), Gradient Boosting (GB) [21], Logistic Regression (LR), and Stochastic Gra-
dient Descent (SGD) [3] classifier. Additionally, they also tuned the hyper-parameters
carefully and tested different multiple model stack structures for LSTM and CNN. The
experiments that were conducted by the authors showed that the CNN and LSTM per-
form significantly better than the traditional machine learning approaches when it comes
to SMS spam detection. Concretely, the 3CNN with Dropout and 10-fold cross-validation
setting accomplished the best results among all candidate solutions in terms of accuracy,

AUC value, precision, recall, and F1-Score.

3.2.2 Semantic Long Short-Term Memory (SLSTM)

In [38], the authors proposed the Semantic Long Short-Term Memory (SLSTM), a variant
of LSTM with an additional semantic layer. Figure 3.6 presents the workflow of the
semantic layer. The Word2vec [19] [50], the WordNet [51], and the ConceptNet [12] are
employed in the semantic layer to create word vectors. The semantic layer first attempts
to convert the input word w into word vectors using Word2vec. When there is no mapped
vector in Word2vec, the semantic layer tries to search for a similar word similar(w)

in WordNet and ConceptNet dictionaries, respectively, and uses the Word2vec vector
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for similar(w) as the word embedding for the input word instead. Lastly, the word
embedding from the semantic layer is fed as the input sequence to train a Long Short-

Term Memory model for SMS spam detection.

The authors tested the SLSTM with different hyper-parameters values and found an
optimal setting on the SMS Spam Collection v.1 dataset. The experimental evaluation
that was conducted by the authors claimed that the SLSTM achieved an accuracy of
99% on the SMS Spam Collection v.1 dataset, with the hyper-parameter setting of 100
LSTM units, the input feature size of 6000, 0.1 as Dropout, Sigmoid function as the
activation function, and 10 epochs of training. The comparison test on several SMS
spam classifiers including SLSTM, k-nearest neighbors algorithm (k-NN) [20], Naive
Bayes (NB), Random Forests (RF), Artificial Neural Network(ANN), and Support Vector
Machine (SVM) show that SLSTM outperforms other candidate classifiers regarding

precision, recall, accuracy, and F1-Score.

3.2.3 CNN-LSTM

In [26], Ghourabi et al. proposed the CNN-LSTM model that consists of a Convolutional
Neural Network (CNN) layer and a Long Short-Term Memory (LSTM) layer in order to
identify SMS spam messages in English and Arabic. The methodology of CNN-LSTM
is illustrated in Figure 3.7. The main idea of CNN-LSTM is to combine the advantages
of CNN and LSTM. Since CNN is very effective in extracting features, CNN-LSTM
first feeds the input vectors that are generated from the input sequence into CNN to
extract relevant features from the text data. After that, LSTM is employed to learn past
information and long-term dependencies. Lastly, a fully connected layer with one single
neuron and a sigmoid activation function is applied to the output of LSTM to produce

the prediction on whether the message is spam.
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The authors evaluated the CNN-LSTM by comparing it with the CNN, LSTM, and
9 traditional machine learning techniques including Support Vector Machine, k-nearest
neighbors, Naive Bayes, Decision Trees, Logistic Regression, Random Forests, AdaBoost,
Bagging classifier [9], and Extra Trees (Extremely Randomized Trees) [25]. The experi-
mental tests that were conducted by the authors showed that the CNN-LSTM solution
performed better than other approaches in terms of accuracy, recall, F1-Score, and ROC

AUC, with an accuracy of 98.3% and an F1-Score of 0.914.



Chapter 4

The Transformer Model and
Proposed Modified Transformer for

SMS Spam Detection

4.1 The Transformer Model

4.1.1 Introduction

The Transformer [77] model is a sequence-to-sequence (Seq2Seq) model that was pro-
posed in 2017 by Vaswani et al., as an approach to English-German and English-French
translation tasks. Compared to those previous Seq2Seq models, the main innovation of
Transformer is that it completely relies on the attention mechanism to efficiently learn

from the most informative elements [(].

Though LSTM and some other RNN variants were shown to perform well as encoders
and decoders in Seq2Seq based models, the high training consumption of recurrent models

becomes a significant limitation. At time t, the computation of hidden state h; relies on

29
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the previous hidden state h;_;, which is the sequential computation nature of recurrent
models. This sequential computation nature prevents the computing of RNN variants
from parallelization, leading to the limitation on computational efficiency during the

training process.

In order to address the computational efficiency limitation of RNN variants, the
Transformer uses only multi-head attention mechanism instead of RNN variants as en-
coders and decoders. This not only greatly reduces the cost of training through par-
allelization, but also surprisingly improves the performance in translation tasks as is

mentioned in [77].

4.1.2 Architecture and Dataflow of Transformer

In Transformer, the source language texts and shifted right target language texts are first
sent to embedding layers as input sequence and output sequence, where the texts are
converted into numerical embedding vectors of d,,.qe dimensions. Secondly, positional
information is injected into the input and output sequence in the positional encoding
layer, which is discussed thoroughly in Section 4.1.3. After that, the input and output
sequence is fed into the encoder stack and the decoder stack, respectively. The specific
composition of the encoders and decoders is described in Section 4.1.5 and Section 4.1.6.
Similar to other Encoder-Decoder architecture, in Transformer, the output data from
the encoders is also passed to the decoders as part of the input. The decoders combine
the output (target) sequence and the data from the encoders and perform additional
attentional processing. The results of decoders are passed to a linear layer. Finally, the
softmax function [6] [28] is performed on the output of the linear layer, producing the

translation in the target language.
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4.1.3 Positional Encoding

In RNN;, the computation of the hidden states is based on the previous states, making
it available to learn from the order of words naturally. However, there is no recurrent or
convolutional structure in Transformer, making it not possible to understand the relative
position of different elements. In another word, up to now, from the perspective of
Transformer, there is not much difference between two sequences with the same elements
but different order. In reality, the order of words actually matters the meaning of a
sentence. For instance, the meaning of English phrases “long before” and “before long”
differ from each other. Therefore, in order to enable the Transformer to learn from
the positional information of elements, a positional encoding function that injects the

positional information into data is introduced.

According to [77], the positional encoding function is based on sine and cosine func-

tions of different frequencies, which is calculated as:

PE(pos,Qi) = sin (LS%)
10000 4meoder

0S
PE(pos,ZH—l) = COos (p—m>
10000 @modet

where 7 is the dimension, pos is the position, and the size of the positional encoding
vector is dyoqe- For a given position, the frequencies decrease as the dimension increases.
Therefore, the wavelength is a geometric progression from [27, 47, ...,10000 - 27]. The
authors of [77] believe that the property of this function allows the model to learn from

relative position easily.
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4.1.4 Feed-Forward Network

In Transformer, a fully-connected feed-forward network is used in each encoder and
decoders as an addition of the multi-head self-attention sub-layer. The fully-connected
feed-forward network consists of two separate linear layers with ReLLU activation function
in the first linear layer, which is reviewed in Section 2.1. For each neuron in the feed-

forward network, it is calculated as follows:

FFN(x) = max(0,zW; + by)Wy + by (4.2)

where Wy, Wy, by, and by are weight matrices of two linear layers, and the output

dimension of the second layer is d,,odei-

4.1.5 Encoder

Similar to other Encoder-Decoder models, the responsibility of the encoder stack is to
generate an attentional sequence that is capable of emphasizing more important elements
based on the input sequence. The multi-head self-attention mechanism is employed in

encoders to capture the crucial part from the input sequence.

In Transformer, each encoder consists of a multi-head self-attention sub-layer and
a position-wise feed-forward sub-layer. Firstly, the multi-head self-attention sub-layer
consumes the input sequence and captures the most significant part. After that, the
attentional data go through the position-wise feed-forward sub-layer, where the output

sequence of the encoder is calculated.

In the multi-head self-attention sub-layer, the input sequence is first sent to a multi-

head attention part that has been discussed in Section 2.9.4. Then, the attentional results
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Figure 4.1: The graphical illustration of the Transformer encoder
from [77]

are passed to a layer normalization [2], which is defined as follows:

output = Layer Norm(z + Sub-layer(x)) (4.3)

where z is the input sequence, and the Sub-layer(z) is the sub-layer that the layer
normalization is plugged into. Specifically, in the context of the multi-head self-attention

sub-layer in the encoders, the output is computed as:

output = Layer Norm(x + MultiHead(x,z, x)) (4.4)

where the MultiHead() denotes the multi-head attention discussed in Section 2.9.4.

The position-wise feed-forward sub-layer consists of a feed-forward network that is
explained in Section 4.1.4, and a layer normalization [2] similar to the one described in
Equation 4.3. Plugging the Equation 4.2 to the Equation 4.3, the output of position-wise

feed-forward sub-layer is generated as:
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output = Layer Norm(x + FFN(x)) (45)
4.5

= Layer Norm(z + maz (0, 2Wy + by)Ws + bs)

where x is the input sequence from the previous multi-head self-attention sub-layer,

and Wy, Wy, by, and by are weight matrices of the feed-forward network.

In Transformer, there could be multiple totally identical encoder layers in the encoder
stack to facilitate the attentional results. The outputs of all the sub-layers, as well as

the encoders, have dimension d,,oqe;-

4.1.6 Decoder

The structure of the decoder in the Transformer is illustrated in Figure 4.2. The de-
coders consume two sequences, the sequence generated by the encoder stack, and the
output sequence from the output embedding layer or previous encoders. Each decoder
consists of a masked multi-head attention sub-layer, a multi-head attention sub-layer,
and a position-wise feed-forward sub-layer. Besides, a layer normalization defined in

Equation 4.3 is employed in each of three three sub-layers.

The masked multi-head attention sub-layer of the decoders is responsible for ex-
tracting those significant parts from the output sequence that is generated by the output
embedding layer or the previous decoder, which is similar to the multi-head self-attention
sub-layer of the encoders. However, the process of predicting the i-th element of the out-
put sequence should only rely on the elements before position 7. Therefore, compared to
the attention sub-layer in the encoders, a masking mechanism is introduced in the at-
tention part of the decoders to prevent the future elements from involving the attention

computation of the current element.
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Figure 4.2: The graphical illustration of the Transformer decoder
from [77]

Located between the masked attention sub-layer and the position-wise feed-forward
sub-layer, the multi-head attention sub-layer combines the results from the masked multi-
head attention sub-layer with the output sequence of the encoder stack and computes
attention function based on that. Concretely, in the context of the attention function
introduced in Equation 2.39 and Equation 2.40, the multi-head attention sub-layer of the
decoders regards the encoder output sequence as (K, V') pairs, while the result sequence
of masked attention sub-layer is treated as query ). Therefore, after applying the layer
normalization introduced in Equation 4.3, the output of the multi-head attention sub-

layer in the decoders is calculated as:

output = Layer Norm(z + MultiHead(x, o, 0.)) (4.6)

where the o, represents the output sequence of the encoder stack.
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Finally, the output sequence of the multi-head attention sub-layer is sent to a feed-
forward sub-layer that is identical in structure to the one in the encoders, which is defined

in Equation 4.5.

4.2 Proposed Modified Transformer Model for SMS
Spam Detection

In Figure 4.3, the main architecture of the modified Transformer model for SMS spam
detection is described. In order to apply the Transformer model to the SMS spam
detection task, two major modifications are done to the vanilla Transformer model,
which are described in Section 4.2.1 and Section 4.2.2, respectively. After that, several

implementation details are discussed.

4.2.1 Memory

The first modification for the SMS spam detection task is the introduction of memory.
Since there is no output sequence (target sequence) in the SMS spam detection task,
we used a list of trainable parameters named "memory” to be the substitute for output
sequence embedding. The length of the memory is a configurable hyper-parameter. Each
element of the memory is a vector of dimension d,,,q so that it can be adapted to the
Transformer model without any extra projection. In other words, the memory is a matrix
of dimension lenmemory X dmoder- The output embedding layer in the original Transformer
model is also removed since there are no target sequence texts anymore to be mapped
to numeric vectors. Similar to the output sequence in the vanilla Transformer model,
the positional information is injected into the memory at the positional encoding layer

before being fed into decoders.
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During the training process, the parameters of memory are trained, and the memory
matrix is expected to contain the important information that can help to predict whether
or not a message is spam. Therefore, in the decoders of the modified spam Transformer
model, with the help of the attention mechanism, the memory can contribute to locate
the significant part of the output sequence of the encoder stack that summarized the

message, and eventually help to classify the spam SMS messages.

4.2.2 Linear Layers and Final Activation Function

The second modification is the final activation function. In the vanilla Transformer, the
dimension of outputs of decoder layers is T' X d,oqe1, Where T is the target sequence
length and d,,04¢; is the model size (number of features). Therefore, intuitively, it is a
promising approach to use the linear layers to map the output to a vector that has the
same dimension as the number of words in the dictionary and apply a softmax function

[28] [6] on the vector to find the closest candidate word from the dictionary.

However, the SMS spam detection task is a binary classification problem. Therefore,
to convert the output from the decoder stacks with dimension d,,,q; into a single prob-
ability of the message being spam, the linear layers after the decoders are also modified.
Instead of mapping the output of the decoder stack to a vector, the linear layer in the
modified Transformer model for SMS spam detection has only one single neuron in the
last layer. Thus, the outputs of the decoder stack are converted into a single numeric

probability value.

Additionally, the final activation function needs to be replaced with a function with a
binary outcome. Thus, in the modified Transformer for SMS spam detection, a sigmoid
function, which is defined in Equation 2.2, is applied to the output of the linear layers

after decoders, generating a binary result of whether or not the message is spam.
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4.2.3 Data Pre-Processing

Before being converted to the word embeddings, the textual messages in the dataset
are first tokenized. Tokenization refers to the task of splitting textual into meaningful
words. Specifically, the SpaCy [30] library is employed for data pre-processing in order

to tokenize the data. At the same time, lemmatization is also performed.

4.2.4 Word Embedding

The GloVe [61] is an unsupervised learning algorithm for obtaining vector representations
for words. The main methodology is to map words into a meaningful space where the
distance between words is related to semantic similarity. The GloVe model produces
a vector space with a meaningful substructure, and it can also find the relations like

synonyms between words.

We also tested the Word2vec [19] [50] as the word embedding algorithm. The perfor-
mance is closed to use GloVe. However, the calculation of the GloVe is faster in practice.

Therefore, we choose GloVe as our word embedding algorithm.

Today, there are multiple pre-trained GloVe models available. In our spam Trans-
former model, to construct word embedding from textual input data, we used the
“glove.840B.300d”, a pre-trained model with 2.2 million words in the dictionary that

converts textual data into 300-dimensional vectors.

4.2.5 Dropout

Dropout [33] is a powerful technique published by Hinton et al. in 2012 in order to
prevent over-fitting in a large feed-forward neural network. Concretely, the Dropout

refers to randomly omit some nodes in those large feed-forward layers on each specific
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training case. The modified spam Transformer model that we proposed employs multiple
feed-forward layers. Thus, the Dropout technique is also implemented in the feed-forward
layers of our spam Transformer model. Besides, the Dropout technique is also used in

positional encoding and calculation of attention function.

4.2.6 Batches and Padding

During each epoch of training on our proposed models, the whole training set is divided
into multiple batches. As the length of the message with the same batch should be the
same, some padding words (empty words) should be added into the shorter message vec-
tors, interfering with the detection to some extent. Therefore, the algorithm of dividing
the training set into batches is designed to minimize the padding words. Specifically,
the training data is sorted by the message length first, and the batches are created to

minimize the padding words based on the sorted messages.

Admittedly, adding padding words may pose a negative influence on the model. How-
ever, using batch has been proved to be a good idea for model training as it increases
the training speed extraordinarily. In fact, a larger batch size accelerates a ton for the
training speed. Additionally, the negative influence of padding words is addressed by
minimizing the use of padding words. Besides, the padding masks are also passed into
the model along with the training batches so that the Transformer model can ignore the

padding words during training.

4.2.7 Optimization and Learning Rate

The gradient descent is employed to optimize our modified spam Transformer model. The
main idea of the gradient descent algorithm is to minimize the loss function of the model

by updating the parameters along the opposite way of the gradient to the loss function,
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where the gradient is the partial derivatives of the loss function of the parameter. There
are plenty of variant optimizers of gradient descent. We use the AdamW [13] optimizer
for our proposed modified spam Transformer with 5 = 0.9, 82 = 0.98, and ¢ = 107°.
Learning rate is a critical hyper-parameter in machine learning. It is defined as the
step size of updating parameters, which basically represents the speed of learning of the
model. Having the learning rate set too high will lead to the situation that the model
fails to locate the best parameters (weights and biases), while a learning rate that is
too small sticks the model around the local optimal point rather than finding a better

parameter solution.

For the modified spam Transformer model, the same way of determining the learning

as mentioned in [77] is utilized. The calculation of the learning rate proposed by Vaswani
et al. in [77] is as:
Ir =d % - min(step-num™"?, step_num - warmup_steps™ ") (4.7)

where the step_num is the current training step. The learning rate [r first increases

linearly until reaching the warmup_steps steps and then decreases exponentially.

In our modified spam Transformer model, we used warmup_steps = 8000. Figure 4.4
depicts the learning rate changes. During the experiments, we tested multiple candidate
values for the warmup_steps including 2000, 4000, 8000, and 12000, and found that the

8000 is the optimal warmup_steps value.

4.2.8 Measures Against Unbalanced Datasets

In the real-life, the data that we faced may not be ideal for our model. For instance, the

SMS Spam Collection v.1 dataset [1], which is one of the datasets used in experiments,
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Figure 4.4: Learning rate changes when warmup_steps = 8000 and
dmodel =600

is unbalanced, where the number of ham messages is much larger than the number of
spam messages. In order to address the negative influence of the unbalanced dataset, a

higher weight is given to the positive data (spam messages).

4.2.9 Early Stopping

To prevent our model from over-fitting, the early stopping technique is applied during
training. Firstly, a validation set is created using part of the data. After every epoch
of training, a validation loss is computed on the validation set. Since the data in the
validation set is different from the training set, and the data are never used for training,
the loss should be able to indicate the performance of the model correctly and objectively.
When the loss on the validation increases consecutively for 5 epochs, it indicates that
the model is threatening by over-fitting. Therefore, the training process is stopped and

the best model with the minimum loss so far is selected.
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4.2.10 Dataflow of Modified Transformer

As is shown in Figure 4.3, the input messages are first converted into word embeddings
using the Glove model. Following this, the memory (trainable parameters) and the
embeddings of the input sequence are positionally encoded, respectively. Then, the pro-
cessed message vectors are passed to encoder layers, where the multi-head self-attention
is performed and the important parts of the input sequence are given larger weights.
The results of encoder layers are passed to decoder layers. In decoder layers, the multi-
head self-attention is computed on the memory. After that, the multi-head attention
is executed based on the results of encoder layers and the processed memory. Finally,
the decoded vectors are sent to some fully-connected linear layers, followed by a final

activation function for classification.



Chapter 5

Experiments and Results

5.1 Datasets

In the experiments, two different datasets are utilized. The first dataset is SMS Spam
Collection v.1 [1] dataset, which is labeled SMS messages dataset that has been collected
for mobile phone message research. The second one is UtkMI1’s Twitter Spam Detection
Competition (UtkMl’s Twitter) [76] from Kaggle. Table 5.1 shows the overview statistics

of the two datasets.

Although the Twitter posts are not precisely the same as the SMS messages, they
are still in some ways common. For instance, they both have approximately less than
100 words. People tend to use more casual language and abbreviations in both Twitter
posts and SMS messages. Therefore, UtkMI1’s Twitter dataset can also be used to test
our model. Besides, we can also analyze the extensibility of our model by comparing the

performance of our model on these two datasets.

In comparison with SMS Spam Collection v.1 [1] dataset, UtkMl’s Twitter dataset

contains more data in both spam and ham classes. Besides, UtkMl’s Twitter dataset is
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Table 5.1: The statistics of two datasets

SMS Spam Collection v.1 | UtkMI’s Twitter
Spam 747 5815
Ham 4827 6153
Total 5574 11968

balanced since the number of spam messages and ham messages are approximately equal.
In terms of the language, although they are a lot of casual language and abbreviation used
in both datasets, casual language and abbreviation appear more frequently in UtkMI’s
Twitter dataset. The reason for this observation may be the feature of the Twitter posts.
Alternatively, it could also because of the date that the dataset was collected, as SMS

Spam Collection v.1 was published in 2011.

5.2 Evaluation Measures

In order to evaluate the performance of the proposed modified spam Transformer model,
some metrics such as accuracy, precision, recall, and F1-Score are used in the experiments.
All these metrics are calculated based on the confusion matrix. As is mentioned in
the previous section, the spam messages in the SMS Spam Collection v.1 dataset are
significantly less than the ham messages, which means that the dataset is unbalanced.
Therefore, the accuracy is not sufficient as a measurement to evaluate the performance
of the proposed model, and the F1-Score is employed in the experiments. The accuracy,

precision, recall, and F1-Score are defined as follows:
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Table 5.2: The confusion matrix

Predicted Spam Predicted Ham
Actual Spam | True Positive (TP) | False Negative (FN)
Actual Ham | False Positive (FP) | True Negative (TN)

, - TP+ TN 6.1
Y S T PY FP+ FP+ FN '
TP
Precision = ———— 2
recision = & (5.2)
TP
ll = ———F— .
Reca TPLFN (5.3)
Precisi I
Fl— Seore — 9 x Lrecision X Reca (5.4)

Precision + Recall

The precision, also known as the positive predictive value, represents the percentage
of the predicted positive cases that are actually positive, meaning the possibility that the
classifier is correct given that it predicts positive. The recall, also known as sensitivity,
denotes the number of true positives instances divided by the number of actual positive
instances, which can also be described as the percentage of the positive cases that are
identified successfully. The F1-Score is the harmonic mean of precision and recall, which
measures the performance of a classifier in terms of precision and recall in a balanced

way.

5.3 Data Splitting

For the traditional machine learning approaches, the data is divided into training set
(70%), and test set (30%). For the LSTM and our proposed modified spam Transformer

model, the data is split into training set (50%), validation set (20%), and test set (30%),
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where the validation set is used after each epoch of training to help us select the best
model and perform early stopping to avoid over-fitting. The details of the early stopping

has been discussed in Section 4.2.9.

5.4 Data Representations

The TF-IDF representations of the textual messages are calculated and sent to the
benchmark machine learning algorithms. For the deep learning approaches such as LSTM
and our proposed spam Transformer model, the GloVe [(1] model is employed to create

representation vectors for them.

The TF-IDF (Term Frequency—Inverse Document Frequency) is a widely-used nu-
merical statistic in NLP. It is designed to reflect the importance of a word to a document
in the given text corpus. In the experiments, TF-IDF is used to convert the messages to

numeric vectors for traditional machine learning approaches.

The Term Frequency (TF) is defined as the number of times that a term occurs in a
document. A larger TF means the term is referred for more times in the given document,
showing that the term is more relevant to the document. There are different means to
weigh the TF in order to adapt it to different applications. In our experiment, we use
the raw count of the term in the document as the TF. The TF of term ¢; and document

d; is calculated as follows:

i,

tfy s = =2 —
Jis ank,j

(5.5)

where n; ; refers to the number of appearance of term ¢; in document d;, and ), ny ;

means the total count of all terms in document d;.
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The Inverse Document Frequency (IDF) is a value to qualify the specificity of a term,
which is normally defined as the logarithmically scaled inverse fraction of the number of
documents that contain the term. In another word, when a term occurs in a great number
of documents, the IDF is numerically low, leading to a low TF-IDF. For instance, the
term “the” occurs in almost every English document, leading to a document frequency
of almost 1 (100% of the documents in the corpus contain the term “the”). Thus, the
IDF of “the” is close to 0, which means that its importance to any documents in the
corpus is low. The IDF of term ¢; in document d; is defined as:

Dl

[{d; : t: € dj}| (5:6)

Z'dfz‘,j = log

where |D| denotes the total number of documents, and |{d; : t; € d;}| denotes the

number of documents that term ¢; appears.

For a specific term ¢; in document d;, the TF-IDF measure ¢ fidf; ; is defined as:

5.5 Loss Function

The loss function we used for deep learning approaches including LSTM and modified

spam Transformer is Binary Cross Entropy function, which is defined as follows:

Uzi,yi) = —wily; - logz; + (1 — ;) - log(1 — ;)] (5.8)

The weight w; is the rescaling factor for loss. Since the SMS Spam Collection v.1 is

unbalanced, where spam messages are severely less than ham (legitimate) messages, a
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larger weight is given to the actual spam messages to counteract the negative effect of
the unbalanced dataset. The rescaling weight is calculated based on the ratio between

the number of ham messages and spam messages.

5.6 Optimization

In our experiments for deep learning approaches, in order to optimize the models, we
employ the gradient descent algorithm, which is reviewed in Section 4.2.7. We choose
the Adagrad [15] as the optimizer for the benchmark LSTM approach, and the AdamW

[13] for the modified spam Transformer model.

5.7 Model Training

The specifications of the workstation for our model training and experiments is presented
in Table 5.3. For the machine learning classifiers, the experiments are performed on
the Scikit-learn 0.24.0 [60] environment. For deep learning approaches like LSTM and
spam Transformer model, the early stopping technique, which has been discussed in
Section 4.2.9, is implemented to fight against the over-fitting. Besides, we also trained
and tested the CNN-LSTM SMS spam detection model proposed in [26] on both datasets

as a benchmark to evaluate our modified spam Transformer model.

5.8 Hyper-parameters Tuning

In order to tune the models and find the best hyper-parameters set, the Ray Tune [11]
library is employed. The Ray Tune is a hyper-parameter tuning extension tool that

supports multiple machine learning frameworks. Given a candidate hyper-parameters



Table 5.3: Workstation Specifications

GPU NVIDIA GeForce RTX 3090
AMD Ryzen 7 3700X 8-Core 3.60 GHz
CPU 4 MB L2 cache
Memory 32 GB DDR4
Storage 2'TB
OS Ubuntu 20.04 LTS
CUDA 11.1
Python 3.8.5
. . PyTorch 1.7.1 [59]
Libraries torchtext 0.8.0
spacy 2.3.4 [30]
scikit-learn 0.24.0 [60]

Table 5.4: Optimized hyper-parameters for LSTM

Hyper-parameter

SMS Spam Collection v.1

UtkM1’s Twitter

LSTM units per layer 100 100
LSTM layers 1 2
LSTM Dropout 0.1 0.1
Linear Dropout 0.4 0.1
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set, the Ray Tune can find the optimized hyper-parameters set by training multiple

models with different settings and comparing the results automatically.

For the LSTM model, the optimized parameters on both datasets are shown in Ta-

ble 5.4. For our modified spam Transformer model on SMS Spam Collection v.1, Table 5.5

presents the initial hyper-parameters that we started from and the optimized values when

the better result was achieved after tuning. Table 5.6 demonstrates the initial as well

as the optimized hyper-parameters of modified spam Transformer on UtkMI’s Twitter

dataset.



Table 5.5: Initial and optimized hyper-parameters for modified spam
Transformer on SMS Spam Collection v.1

Hyper-parameter Initial | Optimized
Encoder layers 6 6
Decoder layers 6 6

Model size 512 600

Feed-forward size 2048 1200

Attention head size 8 8
Transformer Dropout 0.1 0.01
Linear Dropout 0.1 0.05
Weights for positive samples 1 6.46

Weights for positive samples 1 1

Table 5.6: Initial and optimized hyper-parameters for modified spam
Transformer on UtkMI’s Twitter

Hyper-parameter Initial | Optimized
Encoder layers 6 2
Decoder layers 6 4

Model size 600 600

Feed-forward size 1200 1200

Attention head size 8 8
Transformer Dropout 0.01 0.01
Linear Dropout 0.05 0.1

Weights for positive samples | 6.46 1

Weights for positive samples 1 1
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5.9 Results and Analysis

5.9.1 Evaluation Results

We demonstrate the performance of the modified spam Transformer model by comparing
it on two datasets with some other typical spam detection classifiers, including Logistic
Regression, K-Nearest Neighbor, Naive Bayes, Random Forests, Support Vector Machine
(classifier), and Long Short-Term Memory. Besides, for the SMS Spam Collection v.1
dataset, we also compare our models with CNN-LSTM approaches in [20], since they

aim to solve the same problem on the same dataset with us.

Table 5.7 summarizes the results on SMS Spam Collection v.1 dataset. For accuracy,
our modified spam Transformer model achieved the best value of 98.92%. Concerning
precision, the best score was from the Random Forests classifier with a value of 1.0, and
our proposed spam Transformer got a value of 0.9781. When it comes to recall, the
optimal result came from the spam Transformer model with a value of 0.9451, and the
same value came from the Naive Bayes classifier as well. Finally, in terms of F1-Score,
our spam Transformer also achieved the best value of 0.9613. The experiment of CNN-
LSTM [26] that was conducted by Ghourabi et al. on the same dataset, are also included
in Table 5.7. In Table 5.9, we demonstrate the confusion matrix of all the approaches

that we tested in the experiments on the SMS Spam Collection v.1 dataset.

Table 5.8 summarizes the results on UtkMl’s Twitter dataset. The modified spam
Transformer model outperformed all other candidates in all four aspects that we tested
with the values of 87.06%, 0.8746, 0.8576, and 0.8660 on accuracy, precision, recall, and
F1-Score, respectively. The confusion matrix of the modified spam Transformer model

on UtkMI’s Twitter is presented in Table 5.10.
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Table 5.7: Results obtained on SMS Spam Collection v.1

Classifiers Accuracy | Precision | Recall | F1-Score
Logistic Regression | 98.56% 0.9863 0.9113 0.9473
K-Nearest Neighbor | 95.27% 0.8691 0.7848 0.8248

Naive Bayes 98.38% 0.9411 | 0.9451 | 0.9431
Random Forests 97.90% 1.0 0.8535 0.9209
SVM 98.62% 0.9908 0.9113 0.9494
LSTM 98.56% 0.9570 0.9409 0.9489
CNN-LSTM [26] 97.66% 0.9159 0.9198 0.9178

Spam Transformer | 98.92% 0.9781 | 0.9451 | 0.9613

Table 5.8: Results obtained on UtkM!1’s T'witter

Classifiers Accuracy | Precision | Recall | F1-Score
Logistic Regression | 81.51% 0.8441 | 0.7615 | 0.8007
K-Nearest Neighbor | 63.47% 0.6166 0.6632 0.6391

Naive Bayes 83.21% 0.8316 0.8221 0.8269
Random Forests 79.28% 0.8449 0.7044 0.7683
SVM 82.68% 0.8681 0.7604 0.8107
LSTM 81.04% 0.8594 0.7307 0.7898
CNN-LSTM [26] 79.45% 0.8182 0.7438 0.7792

Spam Transformer | 87.06% 0.8746 | 0.8576 | 0.8660

5.9.2 Analysis

Although the experimental results show an improved performance of the proposed spam
Transformer model compared to other candidates, the false predictions also indicate
the drawback of the proposed model. We analyzed the content of the false prediction
samples including false positive and false negative samples and found that there were a
great number of the UN K marks in the data passed to the model, which is produced
because the words are never seen in the training data. In other words, the unknown words
obstruct the model from understanding the messages. Besides, the SMS messages are
usually short, which increases the influence of every single word and makes the unknown
words more influential. Actually, due to the unknown words, the model did not have

enough information to detect spams in many false prediction cases.
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Though our proposed model performs better than other candidate algorithms on
UtkMI’s Twitter dataset, the results are still not as good as that in case of SMS Spam
Collection v.1 dataset. From our observation, the major cause is also the unknown
words. Compared to SMS Spam Collection v.1 dataset, there are more casual language
and abbreviations in UtkMI’s Twitter dataset, which may be caused by the feature of
Twitter posts or the date of collection of the dataset, as is discussed in Section 5.1.
Therefore, the negative influence from casual language and abbreviation is more severe
on UtkMI's Twitter dataset, and that is the major cause of more unknown words and

eventually worse performance from our perspective.

Besides, the Random Forests classifier achieved the best precision with a value of 1.0
on SMS Spam Collection v.1 dataset. We believe that it is because the dataset is small
while the depth of the decision trees in the Random Forests is relatively high. In these
cases, the Random Forests classifiers would not make false-positive predictions since the

decision trees over-fit or have a bias toward the positive cases.

As is presented in Table 5.9, our proposed model works well on the unbalanced SMS
Spam Collection v.1 dataset without significant bias with the assistance of the measures
against unbalanced data that has been discussed in Section 4.2.8. Moreover, Table 5.9
and Table 5.10 show the excellent robustness of our model to classify both the spams

and hams effectively, regardless of the datasets being balanced or unbalanced.



Table 5.9: The confusion matrices on SMS Spam Collection v.1

Pred. A | Spam | Ham

Logistic Regression ISLII;?:I 22116 14333
K-Nearest Neighbor ISLII;?:I 12886 1238
Naive Bayes ISLII;E;:I 21234 1311212
Random Forests ISLII:;:I 23054 14034
Support Vector Machine ISLII:;:I 22116 14234
Long Short-Term Memory ISLII;?:I 22161 111119
CNN-LSTM IS{I;?LH 21198 1?1(36

Spam Transformer ISLII;?:I 21204 14531
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Table 5.10: The confusion matrices on UtkM!’s Twitter

Pred. A | spam | Ham

Logistic Regression ISLII;ar;n 1431372 1254962
K-Nearest Neighbor ISLII;?:I 1712610 1518197
Naive Bayes ISLII;?:I 1341318 1259417
Random Forests %i?;n 1521372 1262162
Support Vector Machine ISLII;ar;n 1431390 1260326
Long Short-Term Memory ISLII;ar;n 1427718 1260299
CNN-LSTM ili?;n 1434081 1258499

Spam Transformer %z?;rl 1254090 1261253

86



Chapter 6

Conclusion and Future Work

6.1 Conclusion

In this thesis, we proposed a modified Transformer model that aims to identify SMS
spam based on the Transformer [77] model. We evaluated our spam Transformer model
by comparing it with several other SMS spam detection approaches on the SMS Spam
Collection v.1 dataset [I] and UtkMl’s Twitter dataset [76]. The experimental results
show that, compared to Logistic Regression, K-Nearest Neighbor, Naive Bayes, Random
Forests, Support Vector Machine, Long Short-Term Memory, and CNN-LSTM [26], our

proposed spam Transformer model performs better on both datasets.

On the SMS Spam Collection v.1 dataset [!], our spam Transformer has a better
performance in terms of accuracy, recall, and F1-Score compared to other classifiers.
Specifically, our modified spam Transformer approach accomplished an exceeding result

on F1-Score.

Additionally, on the UtkMI’s Twitter dataset [70], the experimental results acquired

from our modified spam Transformer model demonstrate its improved performance on
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all four aspects in comparison to other alternative approaches mentioned in this thesis.
Concretely, our spam Transformer does exceptionally well on recall, which contributes

to a distinct F'1-Score.

6.2 Future Work

Although the experimental results in Chapter 5 of this thesis have shown an improvement
of our proposed spam Transformer model in comparison with some previous approaches
on SMS spam detection, we still believe that there is great potential in the model we

proposed.

Firstly, since our current two datasets contain only thousands of messages, in the
future, we plan to extend our spam Transformer model to a larger dataset with more

messages or even other types of content, for the purpose of better performance.

Besides, in our proposed model, we flattened the outputs from decoders and applied
linear fully-connected layers before applying the final activation function and getting the
prediction. We believe that some dedicated designs or implementations instead of simple
flattening and linear layers could absolutely boost the performance, which would be one

of the most important future works.

Finally, as is discussed in Section 5.9.2, the proposed model is severely influenced by
the unknown words in many cases of false prediction. To address this problem, more
data pre-processing techniques could be applied. For instance, a larger vocabulary with
more words could be a good option, and some semantic operations such as replacing
unknown words with their synonyms could also be explored. Besides, there are some
other data-preprocessing and feature extraction techniques that could be done, such as

the extraction and analysis of the abbreviation, URLs, tags, or emoji in data.
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