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Abstract

Virtual Private Services (VPN) are an important service offering for any service
provider. It can be justified that in a metro environment some networks will carry only
such traffic. In addition, metro networks are characterized by small link spans, which
make the propagation delays negligible. In this environment, this dissertation proposes
and investigates a service aware network control platform for packet switched networks
that is technology agnostic.

The basic premises of our work are that VPN are provider based, have well defined
QoS behavior specified by the long term loss, and have a degree of user-controllability.

The dissertation proposes a number of aggregate traffic loss estimators, based on the
theory of large deviations. Our assumptions are that the buffers at each multiplexor are
finite, and therefore the loss ratios are computed. It has been noted that large deviations

based estimators can be estimated in two main ways:
e assuming a traffic model and by computing the loss using that model
e estimating the moment generating function directly.

The work compares, through a large number of simulations, the performance of the
proposed estimators in both cases. The results show that under the Gaussian model
the model-based estimation is very accurate. This conclusion is important because the
model-based estimator has better computational complexity when compared with the
modeless estimator. Therefore, it is better to be used in practice.

The dissertation proposes a new method for atomically admitting VPN service in-
stances in the network. Dubbed Service Admission Control, this generalizes the classical
admission control methods by using an atomic operation over a set of class of service
instances. Furthermore, we propose and investigate a method for dynamic loss control

that is of use when the traffic injected in the network has long timescale changes.
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Chapter 1

Introduction

Many medium and large corporations, as well as a growing number of small ones, have
geographically distributed premises that have to be connected together over public!
networks. Companies with such a geographical structure need to provide a uniform
communication service that hides the distributed nature of its communication infras-
tructure. The logical network that connects such sites is called a Virtual Private Network
(VPN) [56].

The idea of site connection over a network that is under the control of another entity
has been around for some time. Originally, the solution to the VPN problem involved
the setup of circuit-switched leased lines between end-points that form a service. Such
a solution is very effective because it is secure, and provides deterministic Quality of
Service (QoS) characteristics to its user. The main drawback is its high price tag. The
same connectivity problem can be solved in a packet switched network, at a lower cost.
The price decrease results from the sharing of network resources with other customers,
thus reducing the total cost per service instance. In contrast, in circuit-switched net-
works, the user has to reserve a full transmission line for each pair of end-points that it
wants connected or, more recently, a lambda circuit.

Sometimes, the characteristics of the circuit-switched VPN solution, which generate
its higher cost, can also be perceived as advantages. For example, such a solution ensures

complete traffic separation between service instances, which cannot be duplicated in

! Public in this context describes a network that offers services to users that do not belong to the

organization that operates the network.
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packet switched networks. In addition, if the amount of bandwidth required for the
service is close to the transmission capacity of the core links through which the service
passes, then the circuit-switched solution can prove to be more economical. Elements
of the service control architecture presented in this dissertation can be applied to the
setup and control of circuit switched services too. Nevertheless, this case is not treated
in detail.

Packet switched networks offer either connectionless data transport, of which IP
based networks are the best example, or connection oriented data transport, as it is the
case for ATM and MPLS based networks. In connectionless networks, the main service
that is offered is the access service, which provides guarantees of connectivity to the
network. Connection oriented packet switched networks offer variants of the end-to-end
connectivity. Using these basic services, an end user can create a VPN solution without
the knowledge of the service provider. Similarly, the VPN solution can be offered by
the network operator. It is this latter case that is studied in this dissertation.

Provider based VPN services for packet switched networks are an active area of re-
search and development. ATM Forum describes such a service in one of its specifications
[20], while IETF is also actively pursuing this service category [45] as part of the work
done by the Provider Provisioned Virtual Private Networks (PPVPN) group. In our
work, we assume that the network carries only VPN services. This assumption allows
us to consider the network that offers the VPN service in isolation and present a control

solution for this problem setup.

1.1 Motivation

This dissertation presents a service aware network control platform that is technology
agnostic. The focus of the presentation is on the gquantitative aspects of the VPN service,
as defined by their QoS and topological characteristics, rather than the qualitative service
characteristics. The basic premises of this work is that VPN are provider based, have
well defined QoS behavior, and have a degree of user-controllability.

VPN services are governed by customer-provider contracts, known as Service Level

Agreements (SLAs) [42], which oversee both the traffic characteristics, to and from
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the end-points of the service, as well as the provider duties and penalties for failing
to provide the service guarantees. SLAs contain sets of procedures and service targets
agreed upon by customers and providers and define services in all of their aspects. These
definitions include the qualitative and quantitative parameters of the service, as well as
business aspects that define the relationship between the customer and the provider
(billing, support etc.)

There are a large number of possible administrative scenarios for the setup of VPN
services. The simplest case is when all VPN end-points are connected to the same
contiguous administrative domain. Other, more complex, situations arise when admin-
istrative domains are separated (i.e. when the VPN points span a number of networks).
In this case, the setup and control of the service involves administrative cooperation be-
tween SPs on top of the technical cooperation. Although important, the administrative
and business interactions between providers are considered to be outside of the scope
of this dissertation. Furthermore, it shall be considered that all sites that are part of a
VPN service are connected to a network that is under the administrative control of one
entity.

The measure of user satisfaction with a telecommunication service is dependent on

two classes of parameters:

e The first is a class of features that characterizes a telecommunication service rela-
tive to its traffic performance. Known under the generic nomenclature of Quality
of Service (QoS) parameters [563], they describe commitments by the network op-

erator for numerically quantifiable quality parameters.

e QoS parameters are defined for the times when the network does not experience
topological failures. For these events, a different class of parameters is defined,
in terms of either the probability of traffic outage or in terms of maximum time
periods without connectivity during a year of operation, due to provider side
network failures. To decrease the possibility of service outage to negligible levels,
the provider presents the user with the possibility of enhancing its service through
extra reservation. This is a specifiable characteristic of the service, which serves

as a differentiator between service instances. Ideally, the service restoration in
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case of fault should be achieved in a time frame that is smaller than the timeout
period for applications, but such stringent temporal requirements are enforceable
only by using a small number of link layer technologies like SONET and SDH [19].
In this case, resources are reserved at link level and all services that pass across
the protected link are restored. The same problem can be stated from a service
perspective. This links the restoration with the notion of service and, in the event

of a topological failure only the services that are protected will be restored.

QoS assurances are intrinsically linked to the problem of congestion control in the
network. It can be safely stated that congestion control represents the key to providing
QoS guarantees in packet switched networks, although the reverse is not, generally true.
This problem has been recognized for a long time in packet switched networks, and
many solutions, that work at different levels of the network [57], have been proposed and
implemented. It is to be noted that, in general, several congestion control mechanisms
coexist in a network and that they operate on different timescales.

The first network wide control loop can be found at connection level, where protocols
like TCP and ABR use a reactive model to control the amount of traffic that they inject
in the network based on the amount of loss that is experienced by the source. This
adaptation works well in networks where more complex methods of congestion control
are not used, as is the case in the original Internet design. A large portion of the Internet
traffic is using this type of mechanism, because of the use of TCP as the basis for web
information exchanges. Nevertheless, using only this congestion control mechanism in
a network does not permit the network to make any QoS guarantees for the traffic.

To support multiple QoS classes on the same network more complex control mecha-
nisms are required. These mechanisms can be classified in two major categories called
proactive and reactive. The proactive control mechanisms try to anticipate the effect of a
change in the network and make resource allocations to accommodate the change. The
allocation can be either hard allocation, when hardware resources are allocated to flows
and services, or soft allocation, when the system keeps track of the traffic flows but does
not allocate hardware resources for them explicitly. This type of control mechanism

does not make any assumptions on the type of source that injects traffic in the network.
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Hence, proactive control works on a macroscopic level by describing the long-term char-
acteristics of traffic. The basic mechanism for service setup, in our platform, follows the
proactive model. A new service’s impact on existing services is determined a priori to
service setup. Thus, the new service will be instantiated only if enough resources are
present in the network, and once a new VPN instance is admitted, the minimum service
QoS guarantees are enforced via reservations.

In practice only estimates of an upper traffic envelope are given by the user, as it
is extremely difficult to give an accurate characterization of traffic. The service control
platform can improve this characterization, by observing the actual traffic and building

a model that describes its behavior. This is very useful in the following ways:

1. It can help the control system to increase the network utilization beyond the simple

addition of user traffic requirements.

2. It can be used to signal to the user the actual traffic utilization, thus paving the
way for more sophisticated payment methods, for example a pay per use method.
The charge on demand method has been proposed by Courcoubetis in the context

of ATM services [25].

Reactive control strategies are used to control the network congestion that appears
because of unforeseen traffic behavior. The control mechanisms for dealing with such

an event are two fold:

e Traffic Control Mechanisms, allow the control system to throttle traffic at the
ingress of the network. In this case, the system throttles the aggregate of the VPN
traffic that is inserted in the provider network, rather than individual applications
as connection level congestion control does. Such a system still works in a reactive

manner but at slower timescales that makes it possible for a network control system

to react.

e Topological Control Mechanisms, allow the control system to mowve services, or

service segments, inside the network, with the purpose of alleviating congestion.

In our platform, the proactive and reactive control strategies are used in complemen-

tary ways, with the ultimate goal of maximizing the network utilization, subject to the
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QoS constraints.
During the lifetime of a service, the user needs may change. Therefore, a method
for dynamic resizing of a service is necessary. Two modes of operation for the resizing

mechanism have been envisioned:

e a mostly closed (MC) mode in which the user has to specifically request a resizing.

The service management processes the request and takes the appropriate actions.

e a mostly open (MO) mode in which the user uses the CE based leaky-bucket
regulators to indicate to the network the amount of desired bandwidth. The MO
model works in conjunction with a reactive control system. Each user will receive
an amount of extra traffic such that the level of congestion in the provider network
is maintained below a preset level. When the congestion increases above this level,
the control mechanism reduces the amount of user traffic that is allowed in the

network.

In the MC model, it is possible for the user to ask for an increase in the available
bandwidth that can only be satisfied by a different topology realization than the one
that was in use when the request was made. This is not possible in the MO model.

Therefore, the MC model has a more general semantic than the MO model.

1.2 Contributions

The main contributions described in this dissertation are as follows:

e The dissertation proposes a new service control framework for networks that carry
VPN services. Our framework combines network control plane mechanisms with
reactive control mechanisms in a combination of proactive and reactive control
systems. The framework introduces two concepts for dynamic service resizing
and presents a control architecture, together with algorithms, for the mostly open

resizing concept, when the network is lightly loaded.

e Using the theoretical framework of large deviations, it proposes approximations

for probability of traffic loss by an aggregate at FIFO and PQ schedulers with
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finite buffers.

e The dissertation proposes a set of loss estimators for FIFO and PQ schedulers,

where only the aggregate traffic that arrives at each queue has to be known.

e Introduce the concept of service admission control (SAC). This concept represents
a generalization of the connection admission control at service level. This concept
arises from the need of atomic admission or rejection of a service at a node in
the network during the service setup phase. Qos-VPNs allow the aggregation of
several QoS classes under one service, and as such, the service admission has to
span several of these classes. Hence, the admission control mechanism will accept

or deny the addition of a service at the node, rather than a simple connection.

o It presents an accurate algorithm for SAC based on model correction through loss
observation. The observation of loss is based on the assumption that the link
capacities are large, and therefore in a sample interval that is greater than one

second, loss can be observed to a fair degree of accuracy.

o It presents a network control system that dynamically actuates the VPN ingress
traffic in order to maintain the loss experienced at the core nodes below a given

target.

e The dissertation contains a thorough verification of the proposed methods through

large number of case studies and simulations.

1.3 Structure of the Dissertation

The dissertation attempts to follow a logical flow of ideas. With this aim in mind,
Chapter 2 introduces the main networking concepts that are used in the rest of the
material. The chapter starts with an introduction of the Network Element (NE) model.
Each NE has a set of controllable elements that can be acted upon by the Service Control
Framework. The main network resource that has to be managed is the bandwidth of
the links that form the network. The process of proactive bandwidth management is

known as Admission Control. Noting that the work in this area of network research is
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extremely large, the review is by no means exhaustive, as only the work relevant to the
dissertation has been reviewed. The presentation continues with the introduction of a
node taxonomy for networks that carry VPN services, followed by the introduction of
the main topological? models for VPN services.

Chapter 3 proceeds in two main sections. The chapter begins with a graph theoretic
description of the network model. The latter part of the chapter introduces the VPN
service model that is used latter in this dissertation.

Chapter 4 contains the presentation of the Service Control architecture that forms
the basis of our work. The architecture is based on an out-of-box control paradigm and
has elements of both the proactive and the reactive control models.

Chapter 5 presents the details of the theoretical framework to be applied to the
measurement based, service admission control subsystem. The measure of interest in
this chapter is the loss ratio of the multiplexer under the assumption that the buffer
space is finite. The results in this chapter are based on extensions of results obtained by
other researchers. The chapter starts with the formal description of the problem under
study. It continues with a presentation of the scheduling element dynamics. The models
are used in the remainder of the chapter to derive results for multiplexer loss ratios.

The results presented in Chapter 5 assume that the traffic can be modeled as a
stationary stochastic process. If this is true, then the loss experienced at the multiplexer
can be linked to the moment generating function of the arrival process. Chapter 6 deals
with the problem of estimating the multiplexer loss if the traffic can be measured. The
estimated loss is compared with the measured values obtained by simulation, using
traces obtained from traffic measurements and from digitized video sequences. Results
of the comparisons for both FIFO and Priority Queue estimators are presented in the
chapter.

The results obtained over the previous two chapters are applied to the problem of
service admission control. Chapter 7 details the admission of services that is used by
the framework introduced in Chapter 4. The main idea of the chapter is to use the

measured loss as a means for increasing the accuracy of the estimation for admission

2Through this dissertation, unless specifically stated, the term topology is used in its graph theoretic

semantic.
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control.

Chapter 8 presents a method for loss control in packet switched networks. The
system allows the control framework to maintain a specified loss target by actuating the
leaky bucket regulators at the ingress of the network. The main idea of the chapter is to
use the loss as the measured output, rather than the buffer length. This opens up new
avenues for the control of networks in general, and is directly applicable to networks
that carry VPN services, which is the principal subject of this dissertation.

The final Chapter of the dissertation offers a number of conclusions that can be
drawn from the work previously presented in each of the Chapters. In addition there
are a number of research directions that can continue the work that has been done as
part of this dissertation, which are also presented in Chapter 9.

The dissertation also has an Appendix that details the statistical characteristics of
the high-speed MPEG?2 traces that have been used for simulations in Chapters 6, 7
and 8.



Chapter 2

Background Concepts

2.1 Packet Switched Network Elements

A Packet Switched Network (PSN) is a collection of hardware elements, physical links,
and control software. The controllable elements in such a system are the switching
nodes, known as Network Elements (NEs). All Packet Switched Network Elements
(PSNE) contain the following functional blocks (Figure 2.1):

e data path system, which is responsible for the data forwarding, from and to the
IO interfaces and within the NE. The datapath of a PSNE is formed from a set
of IO interfaces that feed into an internal packet routing component (that can be

either a simple data bus or a switch).

e internal NE control system (NECS) that is responsible for the configuration and
administration of the NE. The NECS usually has communication interfaces that
are separate from the data path, which connect to a command line interface (CLI).
The NECS can also be addressed through the data path, if administrative setups
allow it. This is done by using a NE management protocol like SNMP or CMIP. For
the purposes of this dissertation, the method of communication is not considered
relevant; henceforth in the reminder, all communication methods are assumed to
have the same expressing power. It is noted, that in practice this is not always

the case.

10
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Figure 2.1: Packet Switched NE (PSNE) Model

o internal NE network control. This subsystem contains the part of the network
control plane (NCP) that resides on the NE. Network control plane is defined as
the totality of components that allow NEs to setup data forwarding paths in the
network. Currently, network control planes are formed only by components that
reside on the NE, in what will subsequently be called an in-the-boz (ITB) control

plane.

Traffic that arrives at the ingress of a NE is either terminated at the NE or forwarded
to an egress interface. The forwarding decision is based on information that is carried
in the header of the packer. All packet switched network data packets contain at least
the following two elements in their headers': an address field, which determines the
destination of the packet; a traffic description field, which will be called packet type, and
that describes network wide behavior independent of the destination address. When
a packet is received at a PSNE the control part of the packet is checked against a
set of predetermined internal destinations, which can be either egress interfaces or the
NE control plane. The mapping of the packet into an internal destination is called

packet classification. If the packet is to be forwarded, then the mapping result is an

!These two elements are present in all major packet switched technologies, IP[49], ATM [22], MPLS
[87].



2.1 Packet Switched Network Elements 12

egress interface name and a queue number on that interface. For the packets that are
forwarded, the NE can alter the addressing part of the packet or the type part of the
packet, and the resulting packet is forwarded to the egress interface.

The main PSNE components that are of interest for our exposition are the traffic
policing and the scheduling policy, because they represent the controllable elements of

the PSNE data path that our framework acts upon.

2.1.1 Traffic Policing

Policing is defined as the set of actions taken by the system to control the user behavior
with the purpose of maintaining user traffic within agreed values. This function protects
the network from misappropriation of traffic resources, thus allowing the network control
mechanisms to maintain preset control targets.

As enforcement to the policing action, the system can either mark the non-conforming
traffic or drop it. Marked traffic serves as an indication to subsequent nodes on the path
that it can drop that particular traffic first, if congestion arises.

The main traffic-policing device is the leaky bucket controller (LBC). This device
forces traffic to conform with a linear, in case of the single leaky bucket, or concave
in case of multiple leaky buckets, arrival curve. Using limiters at the CE-PE interface,
for all the users and all QoS classes supported by the network, creates a network wide
control mechanism that allows the provider to limit the amount of used bandwidth. In
the absence of limiters, the amount of traffic that is injected in the provider network is
limited only by the line rate.

Each LBC is a dynamic system, that emulates a storage system of capacity b which
fills at constant rate r and empties at the speed of the arriving traffic. Let us present a
model of a CE-PE interface with m single LBC controllers in a discrete time setup.

The arriving traffic, for each class of service j € [1..m], is modeled as a series of
stochastic variables [X?,XJ...XJ] that take values over N. In Equation 2.1 s, € N
denotes the number of tokens that are present in the bucket for class j at time k.
The vector s; =< s’s; ...s7" > denotes the state of the LBC aggregate. The system

completely described by the following equation:
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$ir1 = ap — min(X,, s; + min(r, b — s;)) (2.1)

The amount of conforming traffic that is released at time ¢ is:

vy = min(X, o) (2.2)

Similarly, the amount of non-conforming traffic (or discarded traffic) is given by:
z, = X, — min(X,, o) (2.3)

The traffic modeled by the stochastic process X, is conforming to the leaky bucket
system < r,b > if the random variables z(t) satisfy the following equation (a.s. stands

for almost surely [92]):

z:=0 as. VIEZ (2.4)

The controllable parameters of the leaky bucket system are the rate of fill (r) and
the bucket depth (b). The control system modifies r and b to change the amount of

traffic that is allowed in the network.

2.1.2 Packet Scheduling

Packet Scheduling is an important part of the ENE data path. It provides the NE the
possibility of packet level control for several streams that are maintained in different
queues.

The model of all scheduling subsystems is similar: a set of buffers is drained by a
server using a particular service discipline. Scheduling disciplines are classified in two

main categories:

¢ Work Conserving disciplines, which always send a packet if one is queued in any
of the queues that are drained by it. Almost all of the scheduler instances that are
implemented in today’s packet switching NEs are of this type. Work conserving
schedulers allow the user to make good utilization of the links through statistical
multiplexing. Since all work-conserving schedulers transmit when there is data,

all have identical busy periods. The difference between schedulers is given by the
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fairness and latency characteristics of each version. Hence, although the behavior
of all work-conserving servers, with respect to the flow aggregates, is identical
they modify the characteristics of the individual flows. Most scheduler work has

concentrated in this category (see [85, 71] and the references within).

e Non work Conserving disciplines [104], which do not necessarily send a packet
even if one is present in the queues. This behavior is useful in maintaining inter-
packet times within controlled limits, which in turn allows the control of the delay
jitter. The drawback of the scheme is lower link utilization and increased bur-
den on the user to exactly describe its traffic. Conceptually, non-work conserving
schedulers can be implemented by a combination of shapers and work conserving
schedulers [103]. This observation is helpful when trying to implement non-work
conserving behaviors in already built NEs. While in the work conserving envi-
ronments it is possible for a user to receive more bandwidth than what it has
requested, if there is any spare along its route, in the non-work conserving case
this is not true. In the reminder of the section, the non-work conserving case
will not be considered, as our interest is in the support of services over currently

available infrastructure.

All the schedulers are considered to have drop-tail queuing. Active queue manage-
ment is not considered in this dissertation, because large scale studies report insignificant
gains from it. In [74] May and his colleagues conclude after an extensive study of RED
that it does not provide any benefits over tail-queuing disciplines.

One of the most utilized scheduling disciplines is the static priority scheduler. Its
main advantages are given by the very good computational complexity, O(1) and the
more simple analysis, under both deterministic and stochastic settings. The computa-
tional simplicity comes at a price, as this algorithm is not packet, delay or bandwidth
fair.

Another class of work conserving service disciplines is represented by implementa-
tions of the Generalized Processor Sharing (GPS) policy. The first bandwidth and delay
fair packet scheduling algorithm, called Weighted Fair Queuing (WFQ), was presented
in [32] by Demers et all and analyzed by Parekh and Gallager in a seminal paper [82].
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One important result proved by Parekh was that the difference between the idealized
model (GPS) and the WFQ algorithm is bounded. This allows the analysis of GPS to
be carried to the WFQ implementation.

WFQ has a good computational complexity, which is O(n) where n denotes the
number of queues. The most important result regarding any packetized version of GPS
policy can be summarized by Theorem 2.1, proven in [82]. The existence of a bounded
difference between the GPS and the PGPS behavior allows a system to be analyzed
under the GPS assumption.

Theorem 2.1 [82]

The departure time of a packet under the PGPS link is bounded above by the sum
of the departure time of the corresponding packet under the GPS link and the ratio
between the maximum packet length and the link capacity Lﬂzﬂ [ |

Considering a range of line rates in the interval [1Gbps, 10Gbps| the values of the

term

Lmez are small. Precisely, they are between [8.19 x 107%,8.19 x 1077] seconds
for a 1 KB packet and between [6.55 x 1075,6.55 x 1075] seconds for an 8 KB packet.
Comparing these numbers with the propagation delay it results that, the link span that
would generate a similar delay is between [0.24,2.4] km for the 1KB packet and between
[1.84,18.4] Km for the 8 KB packet. Therefore, if the network links have values that are

at least 10 times larger than these values, the packetization delay can be safely ignored.

2.2 Network Control Mechanisms

The purpose of all network control and management mechanisms in packet switched
networks is to control congestion. The control and management planes of a packet
switched network are composed of a small set of functional components. Some are
intrinsic part of an NE, while others are out-of-box components (with respect to the NEs)
that run on dedicated computing devices. The NE bound components are introduced
in Section 2.1. The network control plane (NCP) is built as a distributed system whose
components are the NEs. The management plane of modern networks is delegated to a
Network Management System (NMS) (Figure 2.2). NMS is a network control element

whose main functions [54, 55, 58] can be summarized as follows:

e Monitor the status and performance of the network.



2.2 Network Control Mechanisms 16

Network
| Management System | L
! ' - ,O‘ut','(')f'“ ox
Network
. Control
_ Systems

 Administra
. Control

| NE Network |
NE Control System Control &
| Plane (NCP)

Forwardin

mini
Control
NE Data Path

Element

Figure 2.2: Block diagram of the control relationships between network subsystems. The
link between two components describes this relationship: a — b is read as a controls b.

e Detect, investigate and identify the reasons for abnormal network operation.
e Take corrective actions for abnormal network conditions.

o Issue reports on the network status, network events and the corrective actions

taken.
The network events that NMS systems have to react to are:

e Network topology failures, such as link or nodal loss.
e Traffic related events, such as high levels of traffic loss.

e NCP related events, such as high rates of circuit setups, which can lead to setup
failures due to lack of control plane processing power, rather than lack of data

plane resources.

Corrective actions to congestion control take place in a variety of places inside the

network. In the network data paths, NEs attempt to correct congestion by queuing,
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shaping and dropping data packets. These mechanisms are introduced in Section 2.1.
At flow (connection) level, congestion control is assured by feedback mechanisms that
signal the condition to the traffic source. When the congestion indication signal is
received, the traffic source throttles its throughput. This indication can be as simple
as dropping a packet that belongs to the source, which is the type of indicator used by
TCP [96]. The importance of TCP traffic sources is raised by high percentage of this
type of traffic in today’s data networks. For example, Figure 2.3 shows that 93% of the
traffic that is observed on a link of the CANET3 network is TCP traffic.

TCP control mechanisms have been modeled, and studied in a control theoretic
framework by Padhye et al. [81] and by Holot [51]. The analysis of the protocol done
in these papers show that the maximum transfer rate attained by a TCP connection is

limited by three factors:

e window size (W,,), which represents the amount of unacknowledged data that a

source can send
e round trip time (RTT)
e loss ratio

Based on the loss indication a TCP source will vary its rate between zero and a peak
rate (Tpqe) Which is equal to [81]:

T = Wm
mazr — RTT

(2.5)

Therefore, increasing the value of RTT decreases the maximum source rate. In
general, VPN sites have internal communication lines that are of larger capacities than
the connections that are available to the public network. In a typical VPN scenario,
a number of users compete for bandwidth on an access line that has a capacity that
is small relative to the internal link capacities. In such a scenario, most of the loss
indication is received from the loss at the public network access point. However, if the
allocated bandwidth between the VPN sites is less than r,,,; a TCP source will occupy
all that bandwidth.

The main ATM congestion control mechanism at connection-level is the ABR pro-

tocol. There is a respectable body of literature that studies this protocol, of which we
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mention Zhao [107] and Koralov [66] who have studied the behavior of the protocol
using control theoretic frameworks.
The network control plane (NCP) of a packet switched network serves the following

functions:

e Maintains the network state, both the network topology and traffic loads on net-
work links. This function is done by a routing protocol [21, 78], which are used
in all packet switched networks (IP, ATM, or MPLS). Traffic forwarding decisions
have to be made prior to actual data transfer. In connection-oriented networks,
ATM or MPLS, the trigger for the forwarding decision is a request for a new cir-
cuit. In connectionless networks (IP) the forwarding decisions are triggered by the

appearance of a new address in the network or by network topology changes.

e Using the network state information, the NCP calculates forwarding paths and

necessary resources for new traffic reservations.
e Makes the resource reservations that are required to support the traffic forwarding.
e Modifies the forwarding tables of NEs to support the new traffic.

Resource reservations in a PSN depend on the type of underlying network. If the
network is connection oriented (ATM or MPLS) NCP allocates resources for the duration
of a connection: in such a network, because the packet forwarding is done by using a link
dependent, temporary address, the network control plane has to allocate these addresses
and allocate entries in the forwarding table. This is a major constraining factor in
connection oriented networks, because for a given pair of global addresses there can be
many connections, say n which would require a number of entries in the forwarding
tables of each NE of the order of O(n). This is in contrast with the connectionless
networks where between a pair of addresses there is only one forwarding table entry
used along the path used for forwarding from source to destination.

Two control mechanisms allow the NCP to control network congestion:

e logical topology mapping, which is reviewed in Section 2.3.3. When a logical

topology is given for mapping to the network physical layer the NCP takes into
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account the amount of available bandwidth on the physical links. This mechanism

allows the NCP to balance the traffic in the network.

e admission control, which is described in Section 2.3.

2.3 NCP Control Mechanisms
2.3.1 Admission Control

Admassion Control (AC) is a set of mechanisms that accept or reject network traffic
at either node or path level. AC [85] is a very important controlling element and it
is crucial to providing guarantees under the proactive model that has been chosen as
the basis for this thesis. Conventional admission control systems, known as connection
admission control (CAC) work on individual flows, by applying the admission process

to each flow. CAC systems need three types of primary information for their operation:

e An evaluation of the aggregate load (ie. the existing traffic that has been admit-
ted). This can be obtained from either the descriptions of the individual flows
that form the aggregate or by estimating the aggregate directly. An admission
control system that obtains the aggregate load information from the descriptions
of the admitted flows that have been provided by the user, will be called D:-
rect Admission Control (DAC). If the aggregated load estimation is obtained from
measurements, the resulting system will be called Measurement Based Admission

Control (MBAC).

o The new flow description. The user is supposed to give some coarse description,

of the amount of traffic that it plans to send.
e Information about the guarantees that have to be assured for the flow.

Direct Admission Control systems have been studied using both deterministic and
stochastic traffic models. The work in [60] uses the deterministic analysis approach of
Cruz {28, 29] and Parekh [82, 83]. It has been proven in [83] that in networks where traffic
is ingress bounded, uses PGPS schedulers in all nodes, and schedules individual flows

to separate queues at all nodes, that deterministic end-to-end delays can be calculated.



2.3 NCP Control Mechanisms 20

The most popular bounding functions, due to their simple interpretation, are interval
linear [71]

The deterministic framework for network analysis has a number of limitations that
restrict its applicability. In our opinion, the following restrictions are the most debili-

tating for the framework:

e Packet loss cannot be used as a service differentiator as all services that are con-

sidered are loss less.

e There exist good closed form results for systems that separate flows inside the
network [82, 83]. However, if traffic from several sources is aggregated inside
the network then, for general flow topologies, no deterministic guarantees can be
made [71]. This is a result of the lack of information about what happens to
the individual streams inside the aggregates. Since it is possible to have flow
arrival synchronizations, which is more acute in synchronous type of streams like
voice [15], to be able to offer provable no-loss guarantees the link utilization has
to be decreased to very low levels. A more disruptive problem is that the flow
setup procedure cannot be automated, since there is no general solution to the
problem of proving delay bounds in general network topologies [71]. Hence, a
human operator has to analyze and prove the bounds for each new topology. This
is a time consuming procedure, that is not guaranteed to succeed, since the new

topology might be intractable to this type of analysis.

e In the initial utilization of the WFQ schedulers by Parekh [82] the weights of
the queues were assigned to be proportional to the average rates of the admitted
flows. Such a weight assignment links the delay experienced by the packets of a
flow to the amount of bandwidth that flow sends. Such a correlation is not always
helpful. In a recent paper, Szabo et al. [97] propose the use of non-proportional
weights to solve this problem and describe an algorithm that uses it. In [79] the
authors present a weight assignment algorithm that is optimal with respect to
the bandwidth utilization. Until now, it has been assumed that the weights of
the queues are constant. Evidently, schemes where the weights are dynamically

modified can be envisioned. Such schemes require hardware support and we are
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not aware of any NEs that implement them. Hence, they will not be subsequently

considered.

The above problems can be circumvented by adopting a stochastic modeling per-
spective. Such a modeling strategy has the advantage of introducing packet loss as a
QoS metric. Admission control schemes designed in this model use loss probability as
the target for the algorithms.

Consider a buffered multiplexer with a single queue, served in a FIFO order. If
the queue is modeled by an infinite buffer, then the probability of loss is defined as
P(Q > b), ie. the probability that the queue is longer than a given value b. If the buffer
is considered finite, then the loss probability refers to the ratio between the average of
the traffic that is lost and the average of traffic that is received at the input of the
multiplexer.

In the statistical QoS approach to admission-control the controlling system tries to
maintain a value of the loss parameter that is below a preset number. Therefore, the
main problem to be solved is that of linking the input process to the loss probability.
This problem has been studied, under various assumptions by many researchers. The
seminal work of Anick et al. [1] studies the behavior of the FIFO scheduler when fed by
a large number of on-off sources. The extensions in [95] extends Anick’s work to more
complicated Markov modulated rate models.

Elwalid [38] presents a simple approximation for the loss problem for a system fed
with Markov Modulated Rate Processes (MMRP) when the length of the buffer is very
large. This results in a direction of research that employs techniques from the large
deviations theory [93, 31]. The work in [38] also makes a link with the notion of effec-
tive bandwidth, first proposed by Kelly [61] and generalized in [62]. Similar results for
effective bandwidth approximation s obtained by Guerin [47].

Asymptotic results of the loss approximations have been studied under two types of

limits:

e The large buffer asymptote operates by finding the value of P(Q) > b) when the
buffer is asymptotically increased to infinity (b — oo) . The main results of this

research direction are presented in [14] and the references within.
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e Another possibility in linking the EB characterization to the loss curve is to mul-
tiplex a large number of independent sources over a link, while scaling both the
capacity of the link simultaneously with the capacity of the buffer. In this case
both the buffer size and the capacity of the link are considered proportional to
the number of sources, while the number of sources is asymptotically increased to
infinity. First proposed by Weiss [102], it has been expanded by Courcoubetis [26]
and Duffield [9]. The large number of sources asymptote has been improved upon
by Likhanov et al. [73] using the sample mean deviation theorem of Bahadur and

Rao [2].

The area of stochastic modeling is heavily weighed towards the study of the FIFO
multiplexer in isolation. Nevertheless, a number of studies have tackled the problem of
networks of FIFO multiplexers. In particular, in [13] the authors obtain a large devia-
tions result that is applicable to in-tree networks. Subject to some technical conditions,
that are satisfied for a large class of traffic sources, the asymptotic loss characteristics,
in the large buffer framework, of a node inside the network can be obtained from the
characteristics of the traffic at the ingress of the network.

As is the case for deterministic frameworks, the problem of analyzing a general
network in the effective bandwidth framework is unsolved. This state of affairs is a
result of the same technical problem that arises in deterministic framework: because
of cycles, the induction principle cannot be applied, severely limiting the mathematical
apparatus that can be used for analysis

Large buffer asymptotes have also been applied to the admission control problem
in multiplexers with multiple buffers. Berger and Whitt [5] heuristically apply a large
buffer approximation to admission control of static priority schedulers.

Admission control under the WFQ queuing discipline has been studied in [108, 69].
Kumar et al. [68] proposes a system that is input shaped before the WFQ scheduler. For
such a system, a method for weight assignment is proposed. In [108] the authors study
the admission control in a multi-queue GPS system by making the queues independent.
By separating the queues, the system is made analytically tractable at the expense of

accuracy. The system WFQ weight assignment makes this a variant of the proportional



2.3 NCP Control Mechanisms 23

system proposed by Parekh [82].

2.3.2 Measurement Based Admission Control

Direct Admission Control Systems, as detailed in the previous subsection, are limited by
the ability of the user to provide tight traffic characterizations, and the inability of the
network to extract statistical multiplexing information from those descriptions. In all
cases where a temporally tight characterization of traffic is desired some measurement
mechanism has to be employed. Since it is undesirable to force the customer to institute
a measurement process, such a mechanism can be employed on the provider side of the
network. The admission of services in the network utilizes in this case information about
the traffic that it obtains from the measurement process itself and supplements it with
the user stated data. Admission Control techniques that follow this architecture are
called Measurement Based Admission Control (MBAC).

Relevant work in this area includes [36, 7, 84, 91, 70, 98, 10, 12, 24], with work in
both for the ATM and the IP based networks.

The effective bandwidth asymptotes, described in the previous section have been
applied to the MBAC strategy too. In [33] an estimator is proposed for obtaining the
effective bandwidth value from traffic measurements. Recently, in [24] the large number
of sources asymptote has been proposed to be used for the same purpose. In this work,
Courcoubetis et al. uses the notion of traffic equivalence, to speed up the numerical
solution process. The method proposed is heuristic at this point, since the authors state
that they could not find a proof for the convergence property of the proposed algorithm.

Qiu and Knightly [84] propose a system based on measurement of the aggregate
traffic envelope. The envelope is a function that returns the peak rate of the traffic over
a given timescale. The purpose is to detect the time scale over which the maximum
loss occurs. The idea of multi-time scale analysis first appears in [99], in the context
of analyzing the multiplexing of multiple time-scale Markov streams. The same line of
reasoning is developed in [64] as well as [77].

Tse and Grossglauser [98] present a bufferless admission control framework that
operates over several time scales. The time scale of interest is determined to be the flow

lifetime. In contrast, in virtual private networks, the service lifetime can be assumed
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Figure 2.3: Hourly Traffic Rates as 5 minute averages from one of the CANET3 Network
Links (www.canet3.net)

infinite. Nevertheless, variability in traffic can be observed, due to the aggregation at
the customer to provider interface. Hence, although time scale determination remains
important some other means have to be employed.

Another approach to MBAC is presented in [36], where Dziong et al. use a Kalman
Filter framework to estimate online the mean and variance of traffic. In [44] Gibbens
and Kelly introduce Bayesian estimation as the means of determining if a flow should
be admitted or not. In [98] the role of the measurement window is studied, in the
framework of single queue servers. Grossglauser [46] and Duffield [34] also take into
account the effect of sampling the traffic data on the accuracy of the admission control
system.

Breslau and his colleagues have reported in [10] that a number of MBAC algorithms
[41, 27, 84] seem to have identical performance, and infer from this that further work on
this issue might not be needed. It has to be noted that the algorithm comparison does
not seem very consistent since the algorithms presented in the paper use different QoS
targets. Furthermore, the behavior of the algorithms which have loss as a target is not
very consistent. Hence, we consider that the conclusion of the study is not warranted.

The case of virtual private services based networks has some crucial differences from

the classical connection admission control problem that we will try to exploit:

e services setup and tear down rates are assumed to be rather small compared to
the call setups that are experienced in connection oriented networks. This works
to the advantage of a measurement based system because it allows it to acquire

the necessary information before another request comes in. Since the call setup
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rate is linked to the speed of computation of the AC procedure, a low setup rate
implies that more computationally complex algorithms can be used, if the increase
on robustness and conciseness justify the computational overhead. It is important
in this context for the algorithm to be consistent as usually there are penalties for

breaching the QoS targets.

e Traffic from a customer site is itself an aggregate of many sources, and as such

presents different characteristics from the individual source traffic.

e Most of the network traffic presents strong temporal dependencies such as the ones

depicted in the Figure 2.3.

Real traffic traces, if taken over longer time periods (see Figure 2.3), exhibit vari-
ability on several time scales. The traffic of Figure 2.3 is more intense during
business hours and less intense at other times. Hence, it exhibits a slow varying
component that has a strong temporal correlation, and a rapidly varying compo-

nent whose properties are not determinable by visual inspection.

This behavior is emphasized in networks where the majority of traffic is generated
by VPN services, since for these networks most of the traffic is related to human
activity of some kind and therefore it is generated during business hours. The
traffic in Figure 2.3, that is used to exemplify the reasoning, is pertinent because
the CANET network provides a service that is localized to a group of users, which
is akin to what happens in a network that serves VPN customers. The aggregation

of traffic from a site follows similar patterns, for the same reason.

Crucial to any measurement based traffic control system is the issue of traffic charac-
terization. The traffic characterization in this work will be obtained on-line, by passing
the information from a measurement process to a modeling and prediction module. The
main rationale for this approach is to try to predict the long term characteristics of the
network traffic and use the resulting information to allow timed service requests for the
customers that have already been allowed in the network. Such a request would be of
use if a user wants to utilize extra bandwidth for a period that he can predetermine,

and the network has the capacity to carry it. For example if extra video conferencing
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has to be set up between sites and the time of the conference is known, and it usually
is, such dynamic requests would allow the provider to generate extra revenue from its
infrastructure. Sang et all [90], test the predictability of the ARMA and the Cumulant
Markov Modulated Process traffic models against Ethernet and Internet traffic. Their
results, over a number of traffic traces obtained from live network, are encouraging.
Notably, aggregated Internet traffic seems to have good predictability characteristics.
An important issue, regarding traffic modeling, that has received attention in the
past decade is that of statistical self-similarity [4]. Since it was first reported by Leland
and his colleagues in [72] it has been studied by several research groups because of the
perceived implications of the phenomenon. In the large buffer asymptotic, it has been
proven by a number of researchers, most notably Tsybakov and Georganas {100, 101},
that the loss of a FIFO buffer that is fed with long-range dependent traffic decreases
only hyperbolically with the buffer length rather than exponentially. The implications of
this theoretical result would be that increases in buffer sizes are not very helpful when
it comes to loss reduction in NEs. Nevertheless, the behavior predicted under the large
buffer asymptotic has not been observed in practice. The reason is the different behavior
of the long-range dependent traffic when the NE buffer sizes are small in comparison to
the link capacities. Ryu [89] and Heyman [50] argue that long-range dependent traffic -
for realistic values of buffer sizes does have an exponential behavior, which is what has

been practically observed.

2.3.3 Topological VPN Service Models and Their Instantiation

Virtual Private Network services provide customers with seamless, long term, connectiv-
ity of geographically dispersed sites across a public network. The nodes that participate

in the creation of a VPN service can be separated in four distinct categories [59]:

e customer nodes [C]. These nodes are internal to the customer sites; they are owned

and managed by the customer.

e customer edge [CE]. Such nodes are the interface between the provider and cus-
tomer sites. They are owned by the customer, but they can be managed by either

the customer or the provider.
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e provider edge [PE]. These nodes connect customer sites to the provider network.
They are owned and managed by the provider. The customer sees only these nodes

from his side of the network.

e provider nodes [P]. Provider owned and managed nodes that represent the core of

the provider’s network.

CE and PE nodes can be connected in a variety of ways [11]. The simplest con-
nection, described in the beginning paragraph, connects each CE to one PE only. In
this connectivity model, each PE has a set of CEs from distinct VPNs attached to it.
Such a solution has the disadvantage that is not tolerant to link failures between the
CE and the PE device, nor to node failure of the PE or CE devices. Fault tolerance of
the CE-PE connection can be attained by connecting the CE to more than one PE or
by using multiple CEs to connect to the network from the same site.

Since these connectivity problems are easily solvable and are contained at the inter-
face between the customer and the provider, they will not be considered in the subse-
quent presentation, without loss of generality.

The data plane connectivity that is realized by a VPN service also allows control
plane connectivity for the user sites. Note that although data plane connectivity implies
control plane connectivity, the two functionalities can be separated. For example, if
the control planes of both the customer and the provider are compatible, some of the
control plane work that would be done by the CEs can be exported to the control
plane of the provider. Such a solution is applied by the BGP/MPLS [88] specification
from IETF. The advantages of such a solution versus a customer managed control plane
are not obvious: this solution just moves some control plane processing from the CE
devices to the PE devices. As such, it increases the computational requirements of the
PE devices, which is not desired for the reasons described in the first section of this
chapter. Furthermore, similar results can be obtained by peering CE devices directly.
In our work we assume that the control planes of the customer and the provider do not
interoperate for the purpose of forwarding information dissemination.

From the perspective of a VPN customer, the process of setting up a service termi-

nates when the CE device is programmed with a set of virtual interfaces, one for each
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virtual link to another site that is part of the VPN.

Hence, the customer receives from the provider a logical network that connects its
sites. The way the user will determine the forwarding paths over this logical topology is
not considered. What is of importance for us is the manner in which the provider can
realize the logical topology.

The second mechanism of control that is available at the NCP is the topology instan-
tiation. The topological model that is used for the service definition becomes essential
for this. Two topological models are used to define VPN services. They offer different
flexibility of service to the user and to the provider. Let us consider that we want to
instantiate a service between n customer nodes. The traffic that is passed between these

sites can be specified by the user in two different ways:

o Traffic is specified between pairs of nodes. Services that use this type of specifi-

cation are instances of the pipe service model [59)].

e Only the total ingress and egress traffic from each node to the provider network is

specified. Services of this kind are classified as hose service model instances [35].

The type of user-traffic information that is available to the provider is crucial to the

resource allocation strategies:

o If the traffic matrix is known, the provider can allocate resources individually for

each of the connections realized between CE pairs.

e Another possibility, dubbed the hose model in [35], is to obtain only the band-
widths that are necessary at the CE-PE border. In this case a different allocation
strategy is employed, which results the realization of a logical network between

the CEs that is optimally a tree.

VPN Pipe Model

The pipe model is a representation, in packet switched networks, of the model used
to realize VPN services in circuit switched networks[76]. An example of this model is

presented in Figure 2.4. First, let us define some notation. Let P, P, P5, P; denote
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Figure 2.4: Pipe Model Example. Four sites CF,, CFE», CE3, CFE4 connected through a
set of three point-to point virtual pipes. The provider network has four P nodes that
are connected together with the red links. Three of the P nodes are connected to the
PE nodes which in turn connect to the CE nodes. The black lines denote the logical
connections that are established between the C'E nodes.

the nodes that are under the providers administrative control. In this subsection, no
distinction is made between the P and PE nodes, to keep the presentation simpler and
focused on the main issues. The nodes that are not under the provider’s administrative
control are called customer nodes and are denoted by C'Ej;.

In Figure 2.4 four customer sites that form one single VPN are connected to a single
provider network. The sites are logically connected through point-to-point logical pipes.
The problem that has to be solved on the provider side is to find a set of paths in the net-
work that provides connectivity between the following points: {(P1, P»), (P1, Ps), (Ps, P1)}.
The pipes are dimensioned according to the traffic values provided by the customer be-
tween the points: {(CE,,CE,),(CE,,CE3),(CE3;,CE,)}. This example presents a
logical network that is not a full mesh. Therefore, in order to have connectivity between
the nodes that are not connected through logical links (like CE; and CE, for example)
the customer logical network has to have a higher layer routing running on it. In this
case information from CFE; can reach CE, via CEj.

Since the traffic pipes between the nodes (CE}, CE3) and (CE;, CE,) are separate,
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Figure 2.5: Hose Model Example. Four sites CE;, CFEy, CE3,CE, connected through
a hose model. Three P nodes form a fully connected core network has four PE nodes
attached to them. Each of the C'E nodes is attached to one of the PE nodes. The VPN
instance is realized by a connection tree that is depicted by the black lines that link the
PE nodes.

the total traffic that C'F; can inject in the provider network is limited by two separate
set of constraints. In this case, even if the (CE}, CEj3) connection is not utilized, the
capacity cannot be used on the (CE;, CFE,) link.

Each of the virtual connections returned by the provider to the customer is indi-
vidually addressable and has resources reserved for it in the provider’s network. The
resource reservation is in fact the main distinction between this model and the VPN
hose model.

In the pipe model there are two main problems that have to be solved in order to

instantiate a new VPN service:

e obtain a logical topology that satisfies the user, while optimizing some cost or
delay criteria. This direction of research has been studied by Farago [39] in the
context of ATM VP optimization. The similarities with the problem at hand are
obvious, therefore the optimization procedure presented in the article can be used

for the logical topology optimization of VPNs.

e Map the logical topology to the physical topology. Since each pair of nodes that
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have to be connected in the logical topology can be solved in separation, this
problem can be solved as a single-commodity constrained problem. There is a
large body of work in this area, which is related mostly to the unicast routing
in general graphs (see for example [16]. Chlamtac [17] casts the problem in an
interesting manner: it tries to obtain a logical topology mapping that balances the
loads of the physical links. The algorithm presented uses randomization to obtain
a solution and has good properties for large (with greater than 40 links) networks.
The same problem can be cast as a multicommodity optimization problem, which

is the approach taken by Mitra et al. [75, 76] and Gupta et al. [48].

VPN Hose Model

Let us consider the same example as above in a hose model framework. In this case the
provider receives only the total amounts of bandwidths that each of the sites will send
and receive. From the customer stand point such a model has the following advantage

over a pipe model realization:

e It is possible to use the total traffic available between sites among any two sites.
Again considering the example of Figure 2.4, consider that the connection (CE3, CE})
has allocated bandwidth CEj; while the connection (CEj, CE,) has allocated
bandwidth CE34. Denote the bandwidth available to the connection (CE,, CE})
by CEy;. If site CE; does not use the (CE3, CEy) connection, but needs to use
some extra bandwidth to communicate with CE) then a resize request has to be
sent to the network control system. In the hose model such a case is automatically
handled, as the site C'F3; can send as much as it wants, provided that it is less
than the hose capacity, to any of the other sites that are part of the VPN service.

Hence this increases the flexibility of the service from a user point of view.

Instances of services that use this model are trees. Duffield et all [35] obtain solutions
using Steiner trees. This solution is improved upon by Kumar et all [67]. The last
reference is expanded by Italiano et al. in [52] where the problem of providing topological

fault tolerance for the services is studied.
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A comparison between the pipe and the hose models reveals that they have different
expressive power. While with the pipe model it is possible to make traffic guarantees for
all the traffic that belongs to a service instance, this is not the case for the hose model.
To illustrate this, let us go back to the example presented in Figure 2.5 and consider
that for each of the sites an equal amount of bandwidth, denoted by bw, is allocated for
the connection of the VPN sites to the network. Furthermore, to simplify the discussion,
consider that both the ingress and the egress bandwidth allocations are equal for all VPN
sites. Therefore, regardless of the adopted hose model solution, on the (P»,PE3) segment
we need to allocate only bw of the link capacity in both directions for this service. If both
C1, Cy and C4 want to use all their egress bandwidth to send information to the node Cj
over an interval ¢, then bwt traffic will be lost at the egress interface that connects P; to
P; and the same amount will be lost at the egress interface that connects P, to PE;. It
becomes evident that no QoS characteristics can be guaranteed by the network operator
for this model. Hence, the improvement in bandwidth utilization that is reported in [35]
versus the pipe model, comes at the cost of a lesser guarantee semantic. Therefore, this
model is not suitable for the type of provider guaranteed framework that is proposed in
this dissertation. The hose model can be successfully applied if traffic is elastic, as the
TCP generated traffic is. For the TCP case, the loss of data is smaller because the source
will adapt its rate to the loss experienced by the data flow in the network. Another
application of this model is when VPN users do some form of bandwidth management
inside the VPN. Consider the case when the bandwidth between two VPN points is
allocated a priori to data transmission. In this case, the situation presented above does
not arise.

A more pressing problem in the hose model is represented by the interaction between
different service instances. Since several service instances pass the same P node it is
possible for users to experience high loss even if they do bandwidth management, in the
presence of users that do not. This problem can be remedied with NE support in two

manners:

e if some form of egress policing is available for each service instance. In this case,

a number of policers equal to the number of traffic instance that pass through the
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egress interface are necessary.

o if each service instance can be mapped to a different set of queues.

Both of these solutions require hardware support that is beyond the available capa-
bilities of NE. Both solutions have scalability issues for the P nodes that were deemed
too limiting in the integrated network solutions. Based on the arguments of this sec-
tion, the hose model is considered to have a semantic that is too restrictive for the

instantiation of provider guaranteed VPNs.

2.4 Summary

Regardless of their functions, all ENEs that are part of a PSN can be modeled using a
small number of elements, which are usually implemented as hardware components. Of
these, two are crucial for support of traffic classes in PSN: the traffic policers, who allow
network control mechanisms to limit the amount of traffic injected in the network by a
user and the scheduler policy which allows the network owner to build differentiating
traffic classes.

Network control is achieved at several levels by different mechanisms. As our view
of the network is service centric only network control plane mechanisms and network
management plane mechanisms are studied in the subsequent chapters. The network
control plane uses two main mechanisms for traffic and congestion control: Admission
Control is used in conjunction with topology based controls to instantiate services in
a manner that guarantees the correct behavior off all services already setup and the
one that is under instantiation. There is a large body of work in this domain, mostly
for connection-oriented technologies like ATM and MPLS. This chapter introduces the
concept and reviews some of the extensive literature on the subject. The realization
of VPN services can be modeled in two manners that offer different service flexibility
to the user and to the provider. The first model present in literature is known as the
pipe model and has traffic that is specified between pairs of nodes. When only the total
ingress and egress traffic from each node to the provider network is specified the service
is instantiated in a hose model. Both models have strengths and weaknesses that are

discussed in the sections above.
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NMS level control assures the operation of the network in the face of unforeseen
events such as traffic overloads or topology failures. The types of controls that are used
at this level depend entirely on the level of control that is available at the network control
plane. If the network control plane is based on a very conservative admission approach
in a deterministic framework then, although theoretically still possible, the probability
of traffic overflows is extremely low. Hence, a control system that takes actions against
these occurrences will not help since, as explained above, if the deterministic guarantees
cannot be proven it is possible for the event to appear again regardless of the traffic
distribution. Similarly if the topological failures are handled as part of the NCP then
such a control at this level would be redundant.

Our interest lays in the control of packet switched networks that carry VPN services.
This subject builds on many networking concepts, the most important of which are
reviewed in the current chapter. Networks that support mostly VPN services have
specific node taxonomy. Nodes that compose such a network are CE, PE or P depending

on their functional role in the network.



Chapter 3

Network and Service Models

This chapter considers communication networks with nodes that can be described func-
tionally as in Section 2.3.3. All PE and P nodes that compose the network are assumed
to be under the administrative control of a single entity. Furthermore, since the same
functionality can be duplicated in both the CE and the PE devices, we assume, without
loss of generality, that CE devices are under the same administrative control as the P
and PE nodes. For this setup, the next section introduces a graph theoretic model.
This dissertation is concerned with a special type of communication service. It is
characterized by both topological® and traffic properties. The second part of the current
chapter introduces the characteristics of the service, as they will be used in the reminder

of the dissertation.

3.1 Network Model

The model of the network described informally in Section 2.3.3, is a double (G, @), where
G is a model of the network topology, while @) is a model of the classes of service that
are supported by the network. G is a graph, G = (V| E), and as such it is composed of
a set of nodes, V', and a set of bidirectional links ,E. The set V is the union of four sets,
Vee, Vper Vpy Va, the first three modeling the types of nodes described in Section 2.3.3,
while the last represents the set of nodes that allow the connection to other networks.
Such a model encompasses VPN only networks, as well as networks that offer VPNs

and access to the Internet. The first three sets of nodes are disjoined. Using set theory

1The term topology is used in this chapter in its graph theoretic semantic.

35
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notation, the following can be summarized as follows, where ¢ denotes the empty set:

V=V UV, UV, UV,

‘/;em‘/gze:¢
Vee NV = ¢
‘/cen‘/pz(ﬁ

Following the nomenclature of Section 2.3.3, nodes that belong to the set V. are
called customer edge nodes; nodes that belong to the set V,. are called provider edge
nodes while the nodes in V), are the provider nodes.

The possible graphs G that are realizable in this model is restricted by two constraints

that are imposed on the set F.

e As no CE node can be connected to a P node, and vice-versa, the set F does not

contain any such links.

{e(z,y) |[Vz € Vee,Vy €V} = ¢

e It is considered that the CE nodes are not connected directly. Since we are in-
terested in finding logical topologies over the PE and P nodes, we impose this

restriction in order to simplify the specification of finding a logical topology.
{e(z,y) |Vz € Voo, VY € Vie} = ¢
Each link (7, j) is endowed with two properties:

e a cost denoted by &; € RY

e a link capacity c;;.
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The network supports a number of Classes of Service (COS), all with statistical
Quality of Service, denoted by C. Each class of service j is completely defined by
a loss guarantee P; which is viewed as the upper bound of the loss experienced by
traffic of that class in any part of the network over a prescribed time interval. Hence,
¢={P|jenl}

Another QoS parameter that can be used as a COS differentiator is the end-to-end
(ETE) delay between two CE devices. ETE delay in packet switched networks is the

sum of three terms:

e Propagation delay. It is a function of physical constants such as the speed of light
and the total cable distance between the transmission points. For a network that
has cables built from the same materials (ie all copper or all fiber optic) if the total
cable length that has to be traversed by a packet between two points n; and n, is
dy2 and if the speed of light in the medium is denoted by v,, then the propagation

delay, pi2 is equal to p;p = 212,

Um

e Transmission delay. This is a function of the packet length and the interface
transmission speed. For a packet composed of L bits, sent over an interface of

capacity ¢, the transmission delay over n nodes is: nf.
€

e Queuing delay. This delay component depends on the amount of buffer space
that is available at the nodes through which the data packet passes on route to
destination. The maximum queuing delay, as well as the maximum delay jitter,
is a function of the huffer length, the scheduler structure and the egress interface

capacity.

It can be observed that even if the queuing delay is zero, the delay of the same type
of traflic differs depending on the length of the path that the packets travel from source
to destination and the packet length. This implies that there are physical limitations in
offering low delay across communication networks. Therefore, traffic of the same class
can have different delay characteristics, depending on distances between the source and
the destination. This limits the applicability of the absolute ETE delay as a QoS

differentiator for COS specifications, and for this reason it has been decided not to
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consider it in our definition.

Queuing delay is a function of the total amount of buffer space that is present at a
multiplexer. It is shown in subsequent chapters that in high capacity links that multiplex
a large number of streams, high link utilization can be attained with very small losses,
even with small buffer length relative to the link capacity. Therefore, when this is the
case, and in most current practical cases it is, NEs can be configured with short buffers
without any effect on the maximum attainable link utilization.

Even though increasing buffer sizes in the case presented here is not large, it is
possible to use the buffer sizes as a relative differentiator among COS. In such a setup,
each COS j is defined by a double (R;, P;), in which R; represents the ratio between
the delay of the class j — 1 and the class j or 1 if j = 1. Such a definition can
help the provider differentiate the COS offerings based on the user perception of value:
lower delay is perceived as being better than higher delay. The next section presents
an economic based procedure for the determination of the maximum buffer sizes in the
provider-administered network.

For a given node n; € V all traffic that belongs to a class of service is aggregated in
the same queue. This class aggregation model has been chosen because the availability

of NE with limited egress queues makes this model realizable.

3.2 VPN Service Definition

The process of service creation (Figure 3.1) starts with the definition of the service
based on a service specification. The specification is used by the control system to
generate a service tmplementation, which is used to allocate the necessary resources for
the service and generate a new service instance. From this description it is apparent
that we differentiate between the service specification which is the input data, and the
service instance which describes the fully functional service. To show that our service
specification is general enough, we deal with both the pipe and the hose models that
were introduced in Chapter 2. However, our interest resides with the pipe model, which,
as shown, has more encompassing semantic than the hose model.

The VPN service specification is a quad (V;, Ty, Bas, Brs) where each of the letters
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Figure 3.1: Service Creation Process

denotes one of the following elements:

Topological Specification (V;). The service specification has to contain the names
(addresses) of the nodes that are part of the service. To make this possible, all
nodes n. € V., are considered to be addressable, by some global naming scheme.

Using set theoretic notation:

Ve ={n; | ni € Vee}

If the service requires access to the Internet, then the set V, contains some nodes

that belong to the V, set as part of the service specification:

Vs = {ni | ni € Veel|ni € Va}

Traffic Specification (7;). In order to assure that the QoS measure (loss) is not
infringed, it is necessary for the user to make a declaration of the amount of traffic
that it wants transported by the provider. How this quantity is specified depends
on the VPN model that is adopted for the service: if a pipe model is used then the

traffic is specified between pairs of nodes; while if a hose model is used the traffic



3.2 VPN Service Definition 40

is specified according to the exchanges between the CE and PE nodes. For each of
the COS that are supported by the network, the Traffic Specification describes the
bandwidths that are needed to fulfill the service. To make this precise, consider a
service specified using a pipe model as described by Figure 2.4. In this case the
customer states that is wants to link sites C; and C3. On this link there are k
classes of service available. Hence the traffic specification has to state the amounts

that are required of each class. These amounts form a set denoted by tspec:

tspec = {bw; | i € C} (3.1)
In the pipe model service the traffic specification is defined by the following set:

Ty = {(ns, nj, tspecy;) | ni € Vee,nj € Vee} (3.2)

This type of traffic specification is represented by a set of traffic matrixes, one for
each of the classes of service defined in the network. For a given service S each
traffic matrix for a class of service k M, = [m{;] contains the amount of bandwidth

between the nodes ¢ and j of the service.

The traffic specification in the hose model is different, and reflects the information
that the only information that is available from the user is the aggregated access
traffic of the nodes given by the Topological specification to and from the provider
network. Here, too, we have a multi COS network, and therefore the aggregates

are specified with respect to these classes. Hence, the service is modeled as a set:

T, = {(ni, tspeci) | ni € Vee}

The tspec sequences describe the bandwidth for each of the COS used by the

service, for both the ingress and egress directions.

A VPN service can request only a subset of the network wide classes of service.
Therefore, some services might have only one class of service type while others

might use multiple classes.
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Service Adaptability (Bas). This property specifies if the service can be moved
ingside the provider network after it has been set up. A service that has this
characteristic can experience periods of loss which are due to the service move-
ment process, rather than the P node congestion or topological failure. The main
differences between this type of service unavailability and the one generated by
topological failures refer to the frequency of event occurrence and the duration of
outage. Adaptive movements of service have higher frequency than the topological
failures, because they are generated by the network control system, and are short
in duration. This property is useful to the network control system, if it wants to
re-optimize the service layout of the network. It is considered that the acceptance
of this criterion is strongly user dependent. Hence, adaptability is modeled as a

Boolean variable that is true if the service is adaptable and false if it is not.

Service Resilience (Bgs). This service specification element expresses the service
durability against provider side topological failures. Consider the case when a
node in the provider network becomes unavailable. If no topological resilience is
specified for a service that passes through the. affected node, then the service will
be affected for the duration of the outage. The services that have been specified as
resilient to topological failures will be set-up in a manner that allows the network
to reroute them through other nodes for the duration of the outage. Such an
option allows the user to retain extremely high availability rates even when there
are unforeseen topological faults, while the provider has a service differentiation
mechanism. In our specification, resilience is a property of the service instance
rather than of the class of service. This choice is observed on the observation
that in today’s business environment all classes of a service, regardless of their
QoS requirements, have connectivity necessities that are of equal importance. For
example, in most of today’s businesses when the data service that links the business
units fails, the effect is of greater magnitude than the cessation of the phone
services. In some of the cases, for example in e-commerce businesses, such an
interruption is equivalent to a complete loss of business for the period, regardless

of the availability of phone services. Hence, it is considered that the topological
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connectivity characteristics are important, and therefore, it will be considered as

such.

Both VPN services that follow the pipe model as well as services that follow the
hose model can be made resilient against both link and node failures. In both the
pipe and the hose models the tolerance to topological failures is a characteristic
of the service and not of the connection. Hence this property can be modeled as a
Boolean variable that takes the value true if the service is resilient to topological

faults and false if it is not.

In the pipe model, the logical network to be realized by the provider can be designed
by the customer and presented to the provider for realization, or it can be suggested
by the provider, based on price considerations. Hence, in the pipe model there are
potentially two optimization problems to be solved: one to solve the logical topology
and one to map the logical topology to the physical topology. By contrast, in the hose
model there is a single problem to be solved, namely the realization of a logical topology

that connects the given end-points.

3.3 Summary

The first section of the current chapter, introduces the graph theoretic model of a net-
work that carries VPN services. This is the network model that is used throughout the
dissertation. The chapter continues with the presentation of the VPN service specifica-
tion. Such a service is viewed as having four main elements: topological characteristics,

traffic description, service adaptability characteristics and resilience to topological faults.



Chapter 4

Service Centric Network Control
Architecture

This chapter introduces a general network control framework that decouples the service
definition from the network-element hased network control. The architecture is general
enough to be used with any type of packet-switched network and, with some restrictions,
can be used for the control of services in circuit-switched networks, although this case
is not addressed.

The functional description of the network control plane in Chapter 2 reveals that
some of the network control plane functions are better handled in a distributed fashion
while others have better performance if realized in centralized fashion. In addition, this
separation makes it possible to create a control system that is more general than the

current ITB NCP with respect to service definition.

4.1 NCP ITB Paradigm Limitations

The network control plane maintains topological and traffic information. Together this
information forms the network state. If the control plane is completely distributed,

there are two fundamental ways of maintaining this information:

e to have identical network state information at all nodes that form the NCP. In this
case, all nodes in the NCP have to synchronize their view of the network state.
Each node can then use this information to find feasible solutions to network wide

resource allocation problems.

43
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e federate partial network state information, that is maintained by the individual
nodes, and uses a distributed algorithm to solve the problem of end-to-end resource

reservation.

Topological state information can be maintained in both ways efficiently. For the
traffic related information distributed NCPs use the first type of solution. In networks
with explicit traffic requests most of the control plane computational burden is in the
edge nodes. This can become a major bottleneck in the network scalability due to
limits of the egress nodes CPU power, as shown by Petriu et all [37]. The measurements
mentioned in the paper were made in the context of simple shortest path calculations
and setup. This represents the simplest possible topological calculation and hence it is
a lower bound on the CPU power that is needed for any path calculations.

Network control planes of packet-switched networks with traffic-resource reservations
use extensions of link state routing protocols to carry network load related information
between the nodes that form the NCP. Link state routing protocols [21, 78] use flooding
algorithms to synchronize the network state information of the nodes that run them.
This solution limits the number of state changes that can occur in the network, and still
allow the NEs to synchronize their view of the network state. For example, consider
a network with [ links. Then, any network state change will generate O(l) update
messages. If the time needed for the messages to propagate to all nodes is 7, then
the number of changes to the network state cannot be larger than } If more than %
reservations per second occur, then the network control plane nodes will not converge in
state between two changes. As a result, NEs will calculate resource reservation solutions
with incomplete information, increasing the probability of finding a solution that is not
implementable in the network. This in turn, generates a resource reservation failure
message that leads to a recalculation and retry.

Moving the traffic related information and the decisions about the service layout out
of the NE and centralizing then solves the problems presented above. Such a control
plane will be called out-of-box (OTB) network control plane, to distinguish it from
the existing solutions. Although such a system can be designed using only centralized

components, some of the ITB components, such as signaling, can still be used by the
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OTB control plane.

The following information and functions are centralized:

e maintenance of traffic related network state. Such a model has the inherent ad-
vantage of better network state knowledge than any ITB network control plane.
In the OTB case, the controller can make near optimal decisions about the service

setup, with respect to the network state.

e logical topology mapping for service instantiation. As it was described in Sec-
tion 2.3.3 this is service specific. Therefore, to allow the provider to specify new
services irrespective of the data transport type, it is necessary to move this part
of the NCP out of the NE. From a computational standpoint, the logical topology
mapping is the most computationally intensive process in an I'TB. Moving this
task outside the NE is a simple and effective solution to the CPU overload sit-
uation presented in [37]. This strategy is also economical, since general-purpose
computing systems can be orders of magnitude cheaper than the NE subsystems

that run the NE control software.

e service admission control. This is also service specific and as such is should be

part of the NE independent NCP.

Centralizing these control plane elements allows better integration with the service
definition process. Such a network wide control loop has been proposed and studied
by Benmohammed and collegues [3] and by Blanchini et al. [8]. Both works consider
the queue levels as the congestion indicator and use a traffic actuation mechanism to
maintain them at preset levels. Using the queue levels as the congestion indicator has
the drawback of not taking into account that, in most networks, a small amount of loss

is tolerated.

4.2 Service Aware Network Control Platform

The reasoning presented in the previous section has directed us towards the design of a

centralized network control architecture for general communication services. Although



4.2 Service Aware Network Control Platform 46

Traffic
Information &
NE Status - Service
Management
1 Module

‘Control Actions

Service
- "‘Management
- Framework

NE Controller NE Controller

Box Control. Mea snt B Box control - Measurement

Provider.
Network

Figure 4.1: System Architecture

the platform is presented in the context of the service specified in Chapter 3, its gen-
erality permits it to be used for other types of communication services as well. The

architecture has been designed with the following goals in mind:
o Allow the setup of the VPN service specified in Chapter 3.

e Make both the network control and network management planes aware of the
services that are provisioned in the network, and hence allow the control system

to use service related information when attempting to control congestion.

Allow customer control over the instantiated services.

Control the network in a manner that maximizes the provider profit.
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The architecture has two main modules (Figure 4.1): the Service Management Mod-
ule (SMM) which contains all the service management logic and the network control
systems and the NE Management Module (NEMM) which is responsible with the inter-
action with the NEs.

NEMM has a number of NE Controllers (NETC) equal to the number of NEs that
are under the administration of the system. Therefore, there is an NETC module for
each P node and a NETC module for each PE node. Furthermore, all CE nodes that
are administrated by the provider are also controlled by a NETC. Each NETC module
has two main functional uses, which are reflected in its architecture.

It can be observed that the service activation commands that are generated by
the SMM have to be translated into commands that NEs can execute. The command
translation module and the machine dependent responses are processed by the Boz
Control (BC) system. This part is highly NE dependent, and insulates the SMM from
the NE command languages.

SMM commands are translated into NE commands. Figure 4.2 depicts the sequence
of events that take place when the NETC receives a command from the SMM. The high

level command is translated into the set of NE commands. Each is sent to the NE and
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the state of the machine after its execution is assessed. At the end of the process, a reply
is sent back to the SMM relaying status of the executed commands. As a heuristic, the
BCs should be as close as possible (communication wise) to the NEs that they control.
To explain why, consider the case where the BC and the SMM systems run on different
machines. Let us denote by t; the message latency between the two machines. Also,
let us denote by #,. the latency from the BC machine to the NE that it controls. If an
SMM command translates into n NE commands, the execution of the SMM command
has a latency that is generated in part by the message passing between the machines,
and it is equal to 2t; + 2nt,.. Therefore, in order to optimize the system for response
time, it is necessary to reduce the latency of communication between the NETC and
the NEs rather than the communication latency between the SMM and the NE.

The framework monitors the status of the network, both from a topological perspec-
tive and from a traffic perspective. For the latter it is assumed that it is possible to
gather traffic statistics from each of the egress interfaces that are part of the controlled
network. Furthermore, it is assumed that either the PE or the CE nodes have a device
that permits traffic conditioning by the control platform. The platform collects traffic
data from each of the egress interfaces of all P nodes under its supervision. As such,
each BC contains a Measurement Agent that collects traffic information from all the
interfaces that are part of the NE.

The traffic monitoring system performs continuous observations of the traffic arrivals
over pre-determined intervals. The information collected by these processes is used for
detection and notification of QoS violations, for the global traffic rebalancing and for
statistics collection. The information made available by the Monitoring Agent is used

in a two-fold manner:

e To make service admission control decisions. For this purpose, the traffic infor-
mation collected in the core nodes is forwarded to the service admission control

module.

e Since the user traffic patterns can change over time, admission control based on
measurements can lead to future traffic violations. Hence, it is necessary to have

a mechanism that corrects this type of events.
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4.2.1 Service Management Module

The core of the network control platform is the Service Management Module (SMM).
Figure 4.3 shows that the component of the SMM which takes the final control decisions
is the Service Management Logic (SML). The main functions of the SML are:

e Interact with the administrative users on both the provider and customer sides.
o Maintain all the service related information.

o Take the final network control decisions, based on the scenarios presented by the

other modules.

In this architecture, the service knowledge becomes crucial because it allows the
control system to take decisions based on service related information, rather than sim-
ple network state information. For example, consider a network that has some VPN
services, that follow the definition of Chapter 3, already instantiated. If the strategic
control system determines that a rebalancing is necessary, having information about the
adaptability of the service is important. If some services are adaptable, then they will
be given the primary consideration for movement.

Two types of user interactions are envisioned for systems that implement the ar-
chitecture. The first is the normal administrative interaction from the administrative
entity of the system. The second interaction is between the system and the customers
of services that have already been instantiated. The customer side interface allows a
limited set of commands that relate to the control of its service. One of the commands
available for this interface is the service resizing command. This automates the process
of service changes by integrating a service resize process with the SMM.

The provider administrative interface allows a user to request new service instances.
A new service instantiation request follows the sequence described in Figure 4.4. The
new request is passed from the GUI to the SML which then requests a solution from
the optimization module. If a feasible solution to the request is found, then the result
is returned to the SML. The SML will try to activate the service by setting up the NEs.
If the setup is successful then the service is considered instantiated. All the service

definition data, the request data together with the solution information, are maintained
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by the SML while a notification is passed back to the requesting entity. If the service

ol

activation fails due to some NE related issue, then the next course of action is decided

by the SML. The courses of actions taken in case of failure are not considered crucial

for our exposition, and therefore are disregarded.

The OTB control plane is concerned with the mapping of the service to the physical
topology together with the initial service admission control. This part of the SMM has

two components that work in conjunction:

e Service Topology Realization (STR) obtains topological state information about
the network and calculates a mapping of the logical service topology to the physical
topology. The centralized nature of the system decreases the amount of service

recalculations (cranckbacks) that result from the inability of the system to activate

a solution due to complete lack of information about the state of the network.

However, this problem cannot be eliminated entirely even in this scenario, because

faults can always appear between the time a feasible solution is passed back to

the SML and the actual programming of that solution into the NE. A centralized

solution is justified based on the service instantiation workflow. All new service

requests are centralized before any instantiation procedures are started. Therefore,
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the STR can be done at this stage without any overhead.

o The Service Admission Control Subsystem (SAC) solves the problem of nodal
service admission based on knowledge of the service requests and the traffic loads
that are seen at an interface. The STR subsystem uses the SAC subsystem to

make the admission determinations.

The tradeoff between network link utilization and admission control has been dis-
cussed in Chapter 2. If a measurement based admission control is used, it is possible
that although the QoS parameters of all admitted services are satisfied at the time
of admission, changes in user traffic patterns might make some nodes to breach the
QoS guarantees. Therefore, a mechanism for remedying this occurrence is required.
The control mechanism that fulfills this prerogative is called Strategic Level Controller.
(Figure 4.5). The control system contains two control loops that try to repair QoS

violations that mirror the two possible scenarios for restoration of the SLA guarantees.
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Consider an egress interface of a packet switched NE, which is shared by flows of several
services; if the node experiences a larger amount of loss than the amount allowed by the

SLA it is possible to repair this situation by:

e reducing the traffic allowed in the network by some or all of the services that send

traffic to the node.

e moving the traffic of a subset of the services that use the node to other parts of

the network, hence decreasing the overall load of the node.

Since reducing the ingress bandwidth is revenue affecting for the provider this strat-
egy is useful when the network it heavily loaded in all nodes. As Chapter 3 details, some
of the service instances are adaptive, while some are not. If no service instances that
pass through the affected node are adaptive, then the optimal control strategy depends
on the penalties that the provider has to pay for traffic interruptions that are suffered
during service movements, as opposed to the penalties that are to be paid due to the
reduction of bandwidth. Therefore, the optimization criterion for the control system is
to minimize the revenue loss.

It should be stressed that in our architecture the strategic controller only presents
a solution to the SML, which takes the final decision on actuating the network. The
controller is then informed of the decision by the SML. This mode of operation has been
chosen because the SML contains information about the service instantiations that are
being setup, and hence it avoids the possibility of concurrent control over the interior P

nodes by both the strategic control and the SML.

4.3 Service Resizing Paradigms

The user driven service-resizing feature increases the level of service control automa-
tion in provider supported virtual private services. Our work has identified two main
paradigms for the interaction between the users and the provider network after the VPN
service has been instantiated. The two types of interactions will be named Mostly Open
Interation (MO) and Mostly Closed Interaction (MC).

The MC paradigm (Figure 4.6) needs a single point of traffic policing, which has to

be under the provider administrative control. It is assumed, without loss of generality,
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Figure 4.6: Mostly Closed Resizing Control Paradigm

that the PE NE has policing capabilities for all of the QoS classes that are part of the
service instance. Therefore, in this paradigm, the CE can be under either customer
or network administration. Immediately after the service instantiation the PE based
policers are set to the values agreed upon in the SLA. Furthermore, it is considered that
the NC supports a mechanism that allows the customer to send resizing requests to it.
Such a mechanism can be easily implemented in a web-based application.

The interaction between the customer and the network control system proceeds as

follows:

o The customer asks for a service increase. The request can be timed, in which
case the starting time, as well as its duration, has to be specified. If no duration
bounds are known, then an untimed request is issued, in which case the control

system considers it as a permanent service resizing.

e The NC processes the request sends an indication of acceptance/rejection to the
customer. If there is a feasible solution to the resizing request the NC system will

set the PE policers to their new values for the duration of the request.

When this type of interaction is used, the price of the extra bandwidth can be set
either a-priori or through auction type mechanisms. Both pricing schemes have merits,
and choosing one over another is a complex economic matter that is out of the scope of

this dissertation.
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The MO concept (Figure 4.7) approaches the dynamic resizing problem from a dif-
ferent direction. In this case, the customer-provider SLA contains two types of pricing

aggrements:

e The price for a minimum bandwidth that the provider will support for each class

of the service instance, together with that minimum bandwidth value.

e A set of price functions f7(¢,bw) for the extra bandwidth per class of service j.

Hence, the following set is defined:
P={f:R* xR" - R"|jeC}

The first parameter of the pricing function denotes the time. This is introduced
in order to compensate for the uneven network utilization that appears due to
the temporal variations that have been detailed in Chapter 2.3.2. Since there is
a higher demand for bandwidth during regular business hours it is natural that
the price for this finite resource to be increased during this period. This type of
pricing has been used for a long time in POTS networks, where the cost of a phone

call varies as a function of the time of day.

In addition, the pricing functions can be negotiated on a per customer basis, and
therefore are considered to be different for each service instance. The reasoning

behind this assumption is that each service instance spans a different number of
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network links. Consider a class j of a service instance s. From the service instance,
consider two nodes n{ and nj. If the number of links that are used in order to
assure a connection between n{ and n$ is s(e) (in either pipe or hose models),
then the total amount of network bandwidth that is used in order to provide a
the service is O(s(e)). Therefore, the longer the service distances the higher the
amount of network resources needed and the higher the price per bandwidth for

that service.

Furthermore, it is assumed that the network will provide extra bandwidth, at the
prescribed loss parameters, only if it is available.

MO systems have an administrative delimitation between the provider and the cus-
tomer sites at the PE-CE boundary. Precisely, the PE NE is under the provider admin-
istrative control, while the CE NE is under the customer administrative control.

In this control paradigm the customer sets its CE policers to the values that reflect
the amounts of traffic that it wants to receive. The NC has to set the PE policers in a

manner that satisfies the following constraints:
e Satisfy the loss limits for each of the classes that are part of the network.

e Satisfy the minimum bandwidth requirements of all service instances that are

running on the network.

e Distribute the extra capacity, in order to maximize the provider profit. Since the
price per service is usually different for each user this constraint is different from

a normal fairness constraint towards users.

4.4 Dynamic Resizing of Instantiated Services in
Lightly Loaded Networks

The provider side of the network has two different zones of operation. The network can
be lightly loaded, which is the case when for all egress interfaces of all network nodes
the sum of the peak rates of all services that pass through the interface is less than the

link capacity. When this is not the case, the network will be considered heavily loaded.
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It is clear that in the former case, the network loss is insignificant and un-quantifiable,
while in the latter loss occurs with higher frequency.

If the network is lightly loaded then the resizing control mechanisms are different
than in the second operational zone. For this case, to make the process of dynamical
resizing as responsive as possible, the resizing control system is separated from the
normal service request path. The new control units that are responsible for the resizing
of data are called resizing control units (RCU). In this architecture, the RCUs act as
concurrent controllers independent of the service instantiation process. The service
instantiation is handled separately as described in Chapter 4. This part of the control
system will be referred to, in this section, as the system controller (SC). In this section
we address only the FIFO scheduler case. In the PQ) cases the same reasoning can be
applied by using separate controllers for each COS.

For each link under its control, the RCU unit requests from the service management
unit amounts of bandwidth for its own use. It will then utilize this bandwidth to fulfill
service-increasing requests. The maximum amount of bandwidth that the RCU unit
is allowed to fulfill is fixed at a constant. This method has the advantage of making
reasonable increases to be approved or denied fast, while large increases are deferred to
the SC because they might entail topological changes. The amount of bandwidth that a
RCU unit can control is also upper-bounded. Then, if this value is surpassed, the RCU
unit will return the excess bandwidth to the SC. This arrangement is convenient for our

control system for the following reasons:

e large increases in bandwidth might not be solvable within the available link ca-

pacity.

o the SC has to admit new services; if the RCUs have too much available bandwidth
under control and the requests do not use it, then the system will work in a

suboptimal manner.

Algorithm 1 describes the process of an increase in the service requirements, while
algorithm 2 describes the opposite procedure.

The notation utilized in the Algorithms 1 and 2 is as follows:

o bw the amount of requested bandwidth.
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o [pcy the upper limit for the bandwidth increase that is solved by this unit.

e L the set of affected links

e SAC( service admission control

e my, amount of new bandwidth that is needed by the RCU unit to fulfill the request.

e qrcvy bandwidth quota for a link that can be maintained by the RCU.

abw available link bandwidth after the resizing operation

Algorithm 1 Service Increase Procedure

10:
11:
12:
13:

: if bw > lrcr then

pass request to the SML unit

1
2
3: end if

4: for alll € £ do
5:
6.
7
8
9

if SAC(bw) # OK then
my, +— Necessary(bw)
if my > ¢, then
pass request to the SML unit
exit
end if
end if
end for
update the egress traffic policer with new traffic parameters

Algorithm 2 Service Decrease Procedure

1
2
3
4:
5
6
7

: update the egress traffic policer with new traffic parameters

for alll € £ do
if abw > qrcy then
pass the excess bw back to the SC
end if

: end for
: update the egress traffic policer with new traffic parameters

The basic procedures have to be adapted to the type of service model that is used.

The adaptation is simple and is limited to a procedure that determines the links that are

affected by change. Consider one of the graph links that are part of a service instance.

Potentially, several services pass through this link. As the requests for service resizing

are asynchronous, several requests for resizing of services that are on the same link can
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be received by the RCU. Therefore, it is necessary to make sure that resize requests
are atomically updated along the whole path for one service before other requests are
considered.

Since the communication between the nodes along the path and the RCU can take
a significant amount of time, serializing all of the resizing requests is not optimal with
respect to response time. The proposed solution is to parallelize as many of the requests
as possible. Consider that requests are queued at the controller in the order in which
they are received. Denote by R, the n request in the list, where R; denotes the first
request.

For each request build the set of links that are affected £, = {{ | [ € path of R,}.
The aim is to build dependencies lists in order that requests can be processed in parallel.
Commands are executed in rounds, each round being considered atomic.

This is done by using the following Algorithm 3. The notations are as follows:

e D} denotes the set of commands that can be executed in the k round.

|| Dk|| the cardinality of the set Dy.

Dy, a service whose command will be executed in round &.

e L(Dj;) the links that are affected by the service resizing request.

n denotes the number of queued commands.

Proposition 4.1 Algorithm 3 terminates in O(n?) operations, where n is the number
of queued commands. m

Proof: The first for loop takes n iterations to complete, while the second for loop takes
another n iterations. The body of the second loop has the worst case of n iterations.
Therefore the second for takes @(n?) operations.

The whole algorithm terminates in a maximum of n + n?, therefore the complexity
is O(n?).
[ ]

The RCU system can be distributed among several entities if each controller has

its domain of authority over a set of services and links that are disjoint from the other
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Algorithm 3 Build Parallel Commands Groups
: for all j € [1..n] do
end for
: for all j € [1..n] do
E+0
while D; # ¢ do
if £)n (L2 £(Djx)) = ¢ then
break
else
k+—k+1
end if
Dk <~ Dk U {L]}
13: end while
14: end for

—_ =
e

controllers. This separation ensures that any request to the controller can be solved
within that domain.

The partition among separate tactical RCUs can be made in an a priori manner, if
the strategic controller will set up the services such that they respect the tactical control
rule. Or in an a posterior: manner, if the service setup is done without knowledge of
this rule and the assignment to tactical units is done independently.

For the a posterior:i process the architecture utilizes Algorithm 4. The notation used

in the description of the algorithm is:

e () denotes the set of services that are under the management of tactical controller

k.
o S the set of all services that are setup in the system.

e 5 a service instance.

Proposition 4.2 Algorithm 4 has O(n?) complexity, where n denotes the number of
service instances that are in service within the network. m

Proof: The first for loop takes n iterations to complete, while the second for loop takes
at most n iterations, because there can be as many tactical controllers as there are
services. Therefore the second for takes O(n?) operations.
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Algorithm 4 Service and Link Partition
1: for all s € S do

2: S+—8— {8}

3: forall Cy €C do

4: if L(s)N L(Cy) # ¢ then
5: Cp+— CLU {S}

6: else

7: C+ CU{Crew}

8: Chrew {s}

9: end if

10:  end for

11: end for

4.5 Summary

This chapter presents an overview of the proposed control architecture for QoS-VPN
services. Because of the limitations inherent in distributed control planes, our framework
is based on an OTB architecture that assembles proactive and reactive control elements
into one unit. Each new service request is instantiated in the network by using a
proactive approach: the load of the network links are evaluated at the time of admission
and the service is instantiated, or not, based on this.

The reactive control system thrives to maintain the class loss targets for all the
instantiated services. To achieve this goal it utilizes two main mechanisms: ingress rate
reductions of the services that have been instantiated and service movements if there is
spare capacity in the rest of the network. The two types of control actions are used in
conjunction, based on the service management logic and the type of resizing mechanism
that is used. In the case of the MO a dynamic rate reduction mechanism is implied by

the structure of the system.



Chapter 5

Loss Determination for Scheduling
Disciplines

Work conserving schedulers can be modeled as state-space dynamic systems, where the
state of the system is the tuple determined by the instantaneous lengths of the queues!
that are attached to the multiplexer. The model can be endowed with either finite or
infinite buffer space. The former system experiences actual loss, which is the measure of
interest in this chapter, while for the latter this measure is estimated through the length
of the queue that is attained in a sample path. If the model has an infinite queue, all
ingress traffic that enters the multiplexer is eventually sent on the egress link. In this
case loss does not actually occur, but it is assumed that packets that encounter a queue
that is longer than a fixed finite) value b are of no use and are considered lost by the

application.

5.1 Problem Formulation

Consider a multiplexer with n > 1 queues attached to it. Each queue is indexed
by a natural number j € [1,n]. The input signal of the multiplexer is a vector of
stochastic processes, X = [X1,...,X"], where each vector component is a stochastic
process X’ = {X{ | t € T}. Each random variable is defined over a probability space
(Q,F,P) = (R,B(R), P), where B(R) denotes a system of Borel sets over the set R.
Time is considered to be discrete, hence isomorphic with Z.

The main assumption on X7 is that it is stationary in the wide sense [92]. Therefore,

'Throughout this chapter queue and buffer are considered synonymous.

62
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Vit € T E(X}) = p, and ]E(thﬁthjl) = IE(XZ%LSthZ). As discussed in Chapter 2, these
two conditions do not hold, for real traffic, over all timescales. However, they hold over
shorter time scales, and as such the arriving process will be examined over a window of
length T', in which the stationarity assumption is assumed to hold.

The total amount of traffic arriving at a queue j in an interval of length ¢, (—t¢,0],

is denoted by A;(t). In the discrete time setting this random variable is equal to:

A= X

k=—t
Hence, A(t) is equal to:
n n 0 )
A = A4 =) > Xi
j=1 j=1 k=-t

In a similar fashion, let us denote by C(¢) the amount of traffic that the multiplexer
can output in an interval of length ¢ , (—¢,0]. Similarly, by C;(¢) we denote the amount
of traffic that is outputted from queue j in the same time interval. If the scheduler is
coupled directly to an egress link, C(¢) is constant. It should be noted, though, that for
more complex scheduling constructions, this might not be the case. For example when
the output of one scheduler can be the input to another. In the discrete time semantic
we denote by c; the amount of traffic that exits the multiplexer in the interval (¢, + 1].

Similarly ¢] denotes the amount of traffic that leaves queue j in the interval (¢t + 1].

Thus, in a discrete time environment:

The value of C(¢) is equal to:

n n

Ct)=> City=>_> d
=1 k=-—t

j=1 -

The next section details how the length of a queue is linked to the amount of traffic
that enters it for different types of multiplexers. Because of the direct dependency
between the two and because the traffic is modeled stochastically, the length of a queue

is also modeled as a random variable Q;,Vj € {1,n].
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5.2 State Models For Work Conserving Schedulers

In the current section, let us denote by q; the length of the queue at time £ and by ¢,
the amount of traffic that can exit the multiplexer in the interval (¢ —1,¢]?. The amount

of traffic that exits the multiplexer in the same interval is denoted by z;.

5.2.1 FIFO Scheduler

A finite buffer FIFO scheduler is a non-linear dynamic system that can be modeled in
a state-based framework as a system with two inputs two outputs (MIMO). The state
evolution is described by Equation 5.13

The amount of traffic that exits the scheduler can be quantified by observing that it
is the minimum between the link capacity at time ¢, and the sum between the amount
of traffic already present in the queue, together with the amount of traffic that arrives
at time ¢. This description is made precise by Equation 5.2. The amount of traffic
lost at time £ is equal to the difference between the first term of the min expression in
Equation 5.1 and the second term of the same expression. Precisely, if we denote by

this difference by [, then Equation 5.4 holds.

Qi1 = min([q, + X, — ¢|*, B) (5.1)
z; = min(q; + Xy, ¢;) (56.2)

L= [[a+ X, — ] — B]* (5.3)
=[q+X;—c— B]+ (5.4)

The loss experienced by the multiplexer during each period is not a useful measure.
A more appropriate quality of service measure is the given by the probability of traffic
loss which is defined as the ratio between the expectation of loss to the first moment of

the traffic input.

2This is the multiplexer capacity in the interval (t,t + 1]
3The semantic of the notation [a]* is defined as [a]* = max(a,0).
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_ El]
loss — ]E[Xt]

For FIFO schedulers that aggregate traffic from a large number of sources, it is of

(5.5)

interest to quantify the loss experienced by the individual sources, as well as the loss of
the traffic aggregate. To do this, let us first consider the simplest case, from the point
of view of the number of sources: a two-source system that feeds a FIFO multiplexer.
With this case we can model more complex situations with larger number of aggregated
sources by considering two sets: one for the individual source that we want to study
whose arrival traffic is denoted by A,(t) and, another that contains all the other sources
whose traffic is denoted by A;(¢). Let us also assume that the capacity of the link is
significantly larger than the maximum source rate (peak rate) of the source under study;
the ratio of the buffer size available at the multiplexer relative to the source peak rate
is large; the traffic of the aggregate is assumed to be Gaussian. Under these hypotheses
we approximate the ratio of traffic lost by the second stream to the traffic lost by the
first stream to be equal to the ratio between the averages of the two sources:
E[4,(t)]

Lratio ~

E[A, ()]

In this case, the loss experienced by source number two is:

E[ly(t)]

P(loss,2) = T (56)
lto a. f 2
— E[1+1;Llrat,tio] (5 7)
M2 .
]E[ltotal (t)]
= e 5.8
;UZ(l + l/Lratio ( )
- ]E{ltotal (t)] (59)
7
= Ploss (5.10)

Therefore, under the above assumptions, the per-source loss ratio is equal to the ag-

gregate loss ratio. The validity of this argument is verified via simulations in Chapter 6.
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5.2.2 Multi-Queue Service Disciplines

In multi-queue scheduling disciplines, individual queue dynamics is strongly dependent
on the scheduler service discipline. Although the class of work conserving disciplines
is large, the types of implementations that can be found in NEs fall mostly in two
categories: the priority queuing system and packetized implementations of GPS service
discipline. Hence, only these two service disciplines are discussed in the reminder of the
chapter.

In the multi-queue service disciplines, we define the state of the multiplexer to be
equal to the lengths of the individual queues that compose the system. Therefore, for
a scheduler with n queues in a discrete time setting, the state at time £, q; is a vector

composed of the individual queue lengths:
qi =< qtla qt27 s q? >

For all work conserving queuing disciplines that have infinite buffers (under the
assumptions stated at the beginning of the section) the infinite buffer Lyndley recursion
holds. Hence, in this case the following can be stated about the evolution, in discrete

time, of the aggregated queue:

n n n +
Sdbu =D _df+ ) _Xf—c] (5.11)
k=1 k=1 k=1
The amount of traffic that exits the scheduler from all queues is also invariant and

can be stated as:

> zb=min(} of +> Xf ) (5.12)
k=1 k=1 k=1

Equation 5.11 denotes a system invariant for all work multi-queue work conserving
scheduler. However, its practical value is limited by the lack of information about the
individual queue dynamics. The evolution of the individual queues is strongly dependent

on the scheduling discipline and therefore has to be stated separately for each scheduler.
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Priority Queue Service Discipline

Let us index the queues present at the multiplexer with a subset of natural numbers [1, n]
with the higher priority queues having a smaller index than the lower priority queues.
Based on the system definition, since only the higher priority queues have an influence
on the lower priority queues, it said that a queue g; influences the dynamics of queue
gr iff j < k. Thus, the highest priority queue, ¢, does not have any dependencies?, and
as such, it can be analyzed in separation. Therefore, for this queue, all of the results of
Section 5.2.1 hold.

Let us analyze the dynamic of the lower priority queues, in a discrete time environ-
ment. Over any period, all queues (g;,7 € [2,n]) other than the highest priority one,
can utilize only the residual capacity that is left from the higher capacity queues. If c{
denotes the residual bandwidth at priority j, at time t, then cg =c(t) — 2;10 ck.

Therefore in the infinite queue model, the dynamic of each queue can be stated as

in Equation 5.13.

. . . -
Q1 =g + X — ] (5.13)
The traffic that exits on the link from queue j is capped by the residual capacity

available to that queue. Hence:
z] = min(q] + XJ, ) (5.14)

The dependencies on the higher priority queues can be solved in the above equations.

Hence, they can be rewritten as follows:

j-1 +
al = laf +X] —[e= D (g +XD)]*] (5.15)

r=1

If the maximum amount of traffic that the queue j can hold is finite and denoted by

Bj, then the equation has to be modified accordingly, and the result is Equation 5.16.

4Because priority queue systems used in NEs are non-preemptive, there is a lag of at most A%ﬂ
between the time that the a high priority packet is received at an empty queue and the moment the
scheduler starts to process it. Therefore the argument in Section 2.1.2 applies and this delay is not
considered.
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-1 +
@y, =min([q + XI — [c =) (¢ + XDI'] , B) (5.16)
r=1
. . . j—-l
2] = min(qf + XJ,[c - > (¢} +X)]") (5.17)
r=1
. . . j—l +
Y=g +X{—[c- ) (¢ +X)"] - B (5.18)
r=1
. . j_l .
=[al +X{ —[c— > (g +X})|" - B (5.19)
r=1

The traffic output equation in the finite buffer case remains the same as in the infinite

buffer model.

GPS service discipline

It has been recognized for some time, that GPS scheduler systems are easier to analyze
in the two queue setup than they are in the multi-queue setup [30, 105, 80, 106, 6].
In this subsection we will show that the GPS scheduler changes its characteristics in a
subtle way when the number of queues increases to more than two, hence explaining
some of the analysis difficulties that this system presents.

Consider a system with n queues, each queue having a weight of ¢; € [0,1],Vj €

[1,n]. Therefore, the weights are normalized to one, and thus Equation 5.20 holds.

i $; =1 (5.20)
j=1

Definition 5.1 A set of scheduling weights are said to be well-defined if the scheduler
behavior under that set is unique for a given stream of input traffic. m

The individual queue dynamics of a two-queue GPS system, in a discrete time setting

(t € Z), is described by the following two equations:

ary; = [a; + X; —maz(c — qf — x7, $10)]* (5.21)
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iy = [af + X7 = maz(c — q; — x;, ¢a0)] (5.22)

If the scheduler has more than three queues attached to it, (n > 3) then the following
state equation also holds in discrete time:
n n
a1 = [a] + X — maz(c - Z q - Z Xi, ¢ic)]t (5.23)
J=Lj#i J=lj#i
For finite buffer systems, the queue dynamics are modified accordingly. Therefore,

we can state the following:

Gy = max(q; + X; — maz(c - qf ~x;, ¢1c)]", By) (5.24)

qfﬂ = max([q} + X? — maz(c — q; — x5, ¢20)]", By) (5.25)

For the case when (n > 3) the queue dynamics is modified as follows:

q{H = max([q} + X! — maz(c — Z o - Z X{,gbic)]*',Bj) (5.26)
j:17j?éi ]:1»]7(:1

In a GPS system, all queues that have ¢, # 0 induce dependency on them from
all the other queues. Hence for a system where ¢, # 0 is valid for all queues, the
dependency graph is a full mesh. Such dependencies are depicted for the two queue
system in Figure 5.1 and the three queue system in Figure 5.2.

From the definition of the GPS scheduler, it results that in order to have a well-
defined behavior, at most one of the weights can be zero. Let us consider such a system.
First, let us consider the two-queue system. Here, n = 2 and the sum of weights becomes:
¢1 + ¢ = 1. It can be proven, as Theorem 5.1 shows, that a two queue GPS system

can be made to emulate a priority queuing system with the same number of queues.

Theorem 5.1 There exists a weight assignment for a GPS system with two queues,
that allows the scheduler to behave like a priority queue system with the same number
of queues. m

Proof: Consider that ¢, = 1 while ¢ = 0. Since ¢; = 1, whenever the first stream

has something to send, it will be sent. The second queue traffic will be served whenever
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QUEUE 1 X QUEUE 2

Figure 5.1: Dependencies in the two queue WFQ system. The head of the arrow indi-
cates the direction of dependency: g, — ¢, is read as ¢y depends on ¢;.

QUEUE 3

QUEUE 1 QUEUE 2

Figure 5.2: Dependencies in the three queue WFQ system. The head of the arrow
indicates the direction of dependency: ¢; — ¢ is read as ¢y depends on gq;.

there is nothing to serve for queue one, because the scheduler is work conserving.
n

The dependencies of the queues can be represented by a graph. Hence, the two
queue case can be depicted by a directed graph with two states as in Figure 5.1. If both
¢ # 0 and ¢o # 0 then the dependency graph is cyclic. If one of the weights is zero,
one of the graph arcs is removed and the graph becomes acyclic.

If the scheduler has more than two queues, no acyclic dependency graph can be
formed for any well-defined weight assignment. Such a system is only asymptotically

equivalent with a priority queue scheduler with the same number of queues.
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Theorem 5.2 There is no weight assignment in a WFQ system with more than three
queues that allows it to completely emulate a PQ system. m

Proof: Consider a WFQ system with n > 3 queues. Denoting, as before, the weights

associated with each queue ¢;, and considering them normalized at one, we have:

Z¢k =1
j=1

To ensure a strict dependency among the queues, there cannot be two queues ¢; and
gx such that ¢; = ¢. As a direct consequence, there cannot be more than one queue in
the system that has its weight equal to zero. Since n > 3 there exists at least two queues
that have weights different from zero. Such queues have their dynamics dependent on
each other. Therefore, a GPS weight assignment that creates simple queue dependencies
does not exist.

[

If a weight is zero, the dependencies imposed by that node are removed. Hence, in
a system with n queues we can remove at most n — 1 dependencies. For example, in
the case of a scheduler with three queues (n = 3), which Figure 5.2 depicts, only two of
the links can be removed. Thus, the resulting graph still contains a cycle, and therefore
it is fundamentally different from the graph resulting from the same operation in the
two-queue system. |

Some of the other dependencies in the n > 3 system can be reduced significantly.
However, they cannot disappear. Consider the same system with more than three queues
(n > 3), with the following weight assignments: all queues j € [2,n] have weights
equal to ¢; = (#)j_l, where m is a large positive number. The series § = Z?:z o;
is finite, because it is a finite sum of terms, and less than one: S < 1. Therefore,
d¢, € Rt sit. S+ ¢ = 1. Furthermore, it can be proven that % > m. With
a weight assignment as described, some of the queue interdependencies can be made
asymptotically small. In practice, such an assignment will not be usable due to the
limitation of the number representation systems on NE.

The link between the PQ and WFQ system is important because it can help with

the validation of results obtained for a GPS system. In particular, any results for the
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two-queue system should have the PQ behavior as an extremal case. Furthermore, since
the GPS system can approximate a PQ system, for the purposes of this dissertation
we will analyze only the PQ system. GPS schedulers will have the weight assignment

presented above and hence the same analysis applies.

5.3 Large Deviations Analysis of FIFO Multiplexers

Consider a FIFO multiplexer fed by an arrival process with the properties described in
Section 5.1. We would like to obtain parsimonious formulas for the loss attained by such
a system under different traffic models. Using the moment generating function of the

arrival process, Kelly [62] defined the effective bandwidth (EB) of a traffic source to be:

eb(0,t) := %logE[eM(t)] (5.27)

The right hand side of Equation 5.27 is found in most of the results presented in this

section, because of the large deviations theory that is applied to obtain them.

5.3.1 Large Buffer Asymptotic

The first model under study considers that the buffer is large. Then, asymptote is used
to extrapolate the value of loss attained in the low buffer region.

The assumptions made about the input traffic are crucial for this type of asymptote.
The asymptotic results are different for long-range dependent traffic than they are for
short-range or Gaussian traffic.

For large buffers, the loss-buffer curve of a constant rate FIFO system is asymp-
totically linear, as proven by Theorem 5.3. The result is similar to Theorem 9.1 in
Chang [14], where it is proven in a discrete time setting. The same type of result has
been proven by Duffield [33] in a continuous time setting. Our interest in this type of
asymptotes is due to their applicability to aggregate arrival processes, which is the way
we approach loss estimation in our control framework.

From the definition of the effective bandwidth, given by Equation 5.27 if time is

increased asymptotically to infinity, the effective bandwidth becomes equivalent to:
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1
eb(8, 00) = Jim pr log(E[e?41)]) (5.28)

If the Gartner-Ellis Theorem [31] hypothesis are satisfied, then existence of the limit
of Equation 5.28 is assured, possibly as an extended real number. By restricting the

limit to a finite value, the following can be proven.

Theorem 5.3 [14] Consider a constant rate FIFO system fed by a stochastic process
that satisfies the conditions in Section 5.1. Furthermore, assume that the Gartner-Ellis

type limit
: 1 A(L)
eb(0, ) = th_)m —etlogIEe

exists V0 € RT, is finite, and it is differentiable. Then:

lim logP(Q(t) > b) = —6* (5.29)

b—o00

where #* is the solution to the equation

eb(f, ) =¢ (5.30)

The hypotheses of this theorem are not satisfied in all traffic cases. For example, as
shown in the reminder of this subsection, they are not satisfied for long-range dependent

processes.
To show why this is true, let us consider a Gaussian Noise Model (GNM) [85]. In the
GNM the traffic that arrives over an interval of length ¢ is described by the equation:

A(t) = pt + Z(t) (5.31)

In the above, Z(t) is normally distributed with zero mean. It is dully noted that
the model is problematic due to the probability of appearance of negative increments.
Nevertheless, since the model has wide acceptance and is parsimonious, this problem is

accepted. For such a model the effective bandwidth of this source is given by:

eb(6,t) = p+ %VarZ(t) (5.32)

Let us instantiate VarZ(t) for the two cases presented in [62] by Kelly.
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o In the first case traffic is composed of independent Gaussian increments. Therefore,
VarZ(t) = 0% and the corresponding EB of the source becomes:

eb(0,t) = u+ ga2 (5.33)

From Equation 5.33 it results that eb(§, 0o) exists and it is finite, V0 € R, iff u

and o are finite. Therefore this model satisfies the hypothesis of Theorem 5.3.

o On the other hand, if VarZ(t) = 0%~V where H is the Hurst Parameter [4],

then the effective bandwidth of the source can be shown to be:

eb(8,t) = p+ gcrztm"l (5.34)

Therefore, if H € (0.5,1) then eb(#, 00) = co. Hence the finiteness hypothesis of
Theorem 5.3 is breached.

For long-range dependent data it has been observed that the queue process, if the
buffer length is large is not exponential. Results for this have been proven by Duflield
and O’Connell [33] and Tsybakov and Georganas [100, 101]. Although acknowledged,
this type of results is not considered in this work, because, as it has been shown in [89, 50]
the small buffer behavior of long-range dependent traffic is close to an exponential queue
decay.

This has important practical implications. It shows that the behavior of the long-
range dependent traffic in small buffer settings can be approximated by a logarithmically
linear behavior.

Theorem 5.3 encourages the use of a linear approximation for the relationship be-
tween tail probability and the length of the buffer. Such linear relationships have been
proposed many times before. For example in [18, 27, 14]. Therefore if Equation 5.29
holds, the tail probability for any buffer length is approximated by the following expres-
sion:

I € RY, I € RT st. Vb>by log(P(Q(t) > b)) = —0%b— ¢

Therefore, the tail probability is exponential and can be described by:

P(Q(t) > b) = e "¢ (5.35)
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Theorem 5.3 describes the asymptotic link between the tail distribution and the
buffer length, whilst we are interested in the loss probability at the multiplexer. For this
we consider a discrete time environment, in which Theorem 5.3 also holds as proven by
Chang [14]. In this case the loss ratio at the FIFO multiplexer is given by Equation 5.5.

Under the linear approximation described above the following Theorem holds:

Theorem 5.4 Under the assumptions of Theorem 5.3 and using the approximation for
the tail loss probability of Equation 5.35, the loss ratio at a FIFO multiplexer, denoted
by Ploss is:

e—0b—¢

Pogs = (536)

cpb
In Equation 5.36 6 is calculated as in Theorem 5.3. m

Proof: Assuming that the queue at ¢ = 0 does not contain any traffic, then under
the same realization of the input process, the length of the queue in an infinite buffer
system is less than the length of the queue in any finite buffer system.

Denoting by qtf the length of the queue in the infinite buffer system and by ¢} the
length of the queue in the finite buffer system, then:

Vie N qtfgqf a.s.

By comparing Equation 5.1 with the dynamic evolution equation of an infinite buffer

FIFO scheduler, we approximate E[l;] by:
E[l;] = E[maz(0,q; — B)]

The right hand side of the above expression can be readily obtained as follows:

0]

E[maz(0,q; — B)] = /B P(q, > z)dz

Using the linear approximation of Equation 5.36 the integral can be calculated and the

o0 e—0B—¢
/ P(q, > z)dz =
B 6

By plugging the result in Equation 5.5 the desired result ensues.

result is:

[
Applying the logarithm function to both sides of Equation 5.36 gives us the traffic

loss approximation, under the large buffer assumption, to be:
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109(Pioss) = —0B — log(cp) — ¢ (5.37)

This relation will form the basis for large buffer estimator studied in Chapter 6.

5.3.2 Large Number of Sources Asymptotics

This section studies the FIFO multiplexer behavior under the assumption that the
capacity of the link and the buffer length are scaled together in proportion with the
number of sources that are fed to the multiplexer. This scaling was first proposed by
Weiss [102] where a result for small buffers is proven using an argument of sample path
large deviations.

The n-asymptotic results are based on homogeneity of the sources that feed the
multiplexer. As suéh, consider n identical sources that are multiplexed together in
a FIFO system. The strongest results of this category are those of Lykhanov and

Mazumdar [73]. They prove, in a discrete time setting, the following result.

Theorem 5.5 [73] Consider a FIFO multiplexer of Section 5.2.1 fed by a large number
of independent streams (n) that are instances of the same stochastic process X;, with
capacity ¢ and buffer b per source. Define:

I,(c, b) = (ct + b)8 — log(E[e?4?)) (5.38)

E[A(t)ef4®)]
E[eeA(t)]
a?]E[egA(t)]

2 __ 962 2

# is the solution to Equation 5.39.
Furthermore, assume that:

= (ct +b) (5.39)

WMy <00 st Iy(e,d) = rgierlt(c, b) >0

and Iieb
lim inf 24%0) S g
t—oo  log(t)

Then the loss ratio of the multiplexer, when n — o0, is equal to:

e~ NIty (ch)

Ploss =
foss 02cpv/ 2mw?n3

(5.41)
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It is interesting to investigate the link between the n-asymptote and the b-asymptote.

Considering that Iy (c, b) exists and it is finite, let us rewrite Equation 5.41 as:

10g(Pross) = —N1I,,(c, b) — log(6%cpV/ 2rw?n3) (5.42)
= —N((ct + b)8 — log(E[*2®P])) — log(¢) (5.43)

Dividing the Equation 5.43 by N and applying the limit:

.1
1\}1_{%0 Nlog(Pl,,ss) = —(ct + b)f
Dividing by b and applying the limit when b — oo the following results:

T |
lim lim ]—v—log(Pwss) =—4

b—o00 N—oo

This is the same as the result of Theorem 5.3.

From theorem 5.5 the following lemma can be proven for the case of Gaussian traffic.

Lemma 5.1 For any large capacity multiplexer fed with a large number (n) of Gaussian
streams, the product of the number of streams with the relative buffer size is a constant.
[

Proof: To prove this result it is useful to observe that Theorem 5.5 predicts an asymp-

totically linear regime for the loss as the number of sources increases. Therefore, for

large n

log(Pyess) =~ —NI(c,b)

Consider two multiplexers that are loaded such that

log(Pl](-JSS) = log(})l%ss)

For such a case:

Nlll(c, b) = NzIQ(C, b)
The expression for I(c,b) can be obtained analytically as:

b(c — p)

I(e,b) = -2 p
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If we express the length of the buffer relative to the link capacity, then b = c7s..

Therefore:

I{c,b) = -2

Tee(1 — p)

o2

Henceforth: Ny, = No1y. Therefore, N7,.. = constant

A result similar to Lemma 5.1 can be obtained for aggregated streams obtained by

multiplexing a large number of statistically identical substreams. Figure 5.3 shows the

relationship between the buffer size and the link capacity, for a fixed loss and fixed

link utilization. The absolute amount of buffer space (in MB) decreases linearly with

respect to the link capacity, as expected. Since the maximum length of the buffer induces

the maximum queuing delay as well as the delay jitter, this observation has important

practical implications. We can conclude that multiplexing a large number of streams

on a link s an effective way of controlling delays in a network. This shows that better

delays can be obtained on a link of large capacity than on n links of 1/n the capacity,
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and provides a justification for using the largest link capacities available rather then
using other capacity enhancing techniques such as Wavelength Division Multiplexing

(WDM).

5.3.3 Aggregate Traffic Approximation

To reduce the computational complexity of the traffic estimation system, traffic is eval-
uated as an aggregate at each of the P-nodes interfaces. Therefore, an approximation
on the loss ratio obtained from a fraffic aggregate that closely follows the loss curve
is desired. As previously mentioned, the traffic at the P-nodes is considered to be an
aggregate of a number of sources, and each of the VPN sources is itself an aggregate of
the traffic generated by the users that populate that VPN. Hence, it is a safe assumption
that the number of individual user sources is unknown and only information about the
number of aggregates at the core is known. Since each of these aggregates can have
traffic characteristics that are unique, the large number of sources asymptotic is not
directly applicable. Therefore, an estimation of the loss from the aggregate traffic is
sought.

It is known from the Bahadur-Rao Theorem [2] that the asymptotic tail distribution
of the sum X™ of n identically distributed non-lattice random variables, when n — oo,

can be calculated with the following theorem:

Theorem 5.6 [2] Given a set of iid random variable X;,¢ € N, with finite moment
generating functions, and denoting by II(n) = >, X; the sum of n such variables,
then, if a > 0:

e—nl(a)

0+/2piwin

Where the variables that appear in the Equation are defined as follows:

P(I(n) > na) = (1+ 0(%)) (5.44)

I(a) = af — log(E(ePXt))

@ is a solution to the equation:
(Xt
80

E(e'T:)

Finally, w is equal to:
_ OE(e*)
Y

w —Q
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The reader will certainly recognize the similarities with the conditions in Theo-
rem 5.5. This is due to the fact that the derivation of Theorem 5.5 in [73] was also
based on Theorem 5.6.

From the Bahadur-Rao theorem we can obtain an aggregate traffic approximation,
by identifying na = (Ct + B), where Ct is the maximum amount of traffic that the
multiplexer can output over a period of length ¢, while B is the buffer size available at

the multiplexer.

e—1(C,B)

0V 2mw?

Denoting, as before, the amount of traffic that is received in an interval of length ¢

by A(t), the values of I(C, B), 0, w are defined as follows:

P(A(t) > (Ct+ B))

(5.45)

1(C, B) = (Ct + B) — log(E[**®)]) (5.46)
As before 8 is the point at which Equation 5.47 is solved:

FE[fAM)]

30 _
E[etAD] = Ct+ B (5.47)
Finally, w is calculated by using Equation 5.48:

OPE[LAM)]
— 862 2

We can now state the following theorem.

Theorem 5.7 Consider a FIFO multiplexer of Section 5.2.1 with capacity ¢ and buffer
b, fed by a stream that satisfies Equation 5.45. Assume that:

Mg < oo st ILiy(e,b) = rtréll\rzl Ii(c,0) >0

and Lioh
lim inf (e, b)
tooo  log(t)

Then the loss ratio of the multiplexer is equal to:
e_Ito(C)b)
0%cpV 2nw?

w is defined by Equation 5.48, while @ is the solution to Equation 5.47. m

-Ploss = (549)
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Proof: Follows the same line of reasoning Lykhanov [73], with different initial hypoth-
esis.
n

In Equation 5.49 we have a way in which we can approximate the loss ratio given an
input process. We will use this approximation to calculate the loss at a multiplexer for
the experiments presented in Section 6.3 Let us rewrite the equation in a logarithmic
form. Applying the logarithm function to both sides of Equation 5.49 it results in the

following:

log(Pless) = — }gfsup Ii(c,b) — log(8*cpV2nw?) (5.50)

0 950

The main difficulty in evaluating Equation 5.50 results from the unconstrained opti-
mization problem of the first term of the right hand side. The issues related to solving

this problem will be discussed in Section 6.1.

5.4 Large Deviations Analysis of Priority Queue Mul-
tiplexers

As the analysis of Section 5.2.2 shows, the high priority queue can be considered in
isolation. All the results for the FIFO scheduler carry over to the analysis of this queue
without any changes. Therefore, this section will contain the behavior analysis for the

lower priority queues.

5.4.1 B-Asymptote Results

In this section, we consider a PQ system with buffers scaled to infinity. Due to their
linear dependencies, PQ systems can be analyzed by using mathematical induction.
To start the process, let us consider a system with two queues. Therefore, all queue
dynamic Equations presented in Section 5.2.2 are particularized for j = [1,2]. For such

a system, for the lower priority queue, the following can be proven:

Theorem 5.8 [14] Consider a priority queue system that receives traffic on both inputs
(to avoid trivialities). Let us define the effective bandwidths of each of the sources as:

1
al(ga OO) = tllglo Elog(]EeeAl (t))
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03(6,00) = Jim _-log(Ee":1)
Furthermore, consider that the ingress traffic satisfies the following assumptions:
1. The two inputs are independent.
2. The arrival processes A;(t) are stationary and ergodic.
3. Each of the arrival processes A;(t) and Ay(t) are bounded, non-negative.
4. 01(8,00) and ay(f, 00) exist V0 € R*.
5. fa;(0,00) and Bay(f, 00) are differentiable V6 € Rt.

6. Each of the arrival processes A;(t) and A,(t) are adapted to filtrations F;,, such
that for all @ € R, s,t > 0, there is a positive valued function I';(8) that satisfies
the following:

Ota; (8, 00) — T;(8) < log(E(e? i t+9)-4 ) | F, }) < 0ta; (8, 00) + T;(0) a.s.
(5.51)

Furthermore, let us define the function f : Rt — R as:
f(0) = 6(c — a1 (6, 00))
Denoting by 6, the solution to the equation, if it exists (; = oo otherwise):

81(9)
a0

Then, the process q; is ergodic and satisfies the following relation:

=0

1
lim —logP(qs, > b) = —6; (5.52)

z—o0 b

Where 63 is the solution to the following equation:

fas (0, 00) — f(min(d,6,)) =0

The above theorem can be used to obtain the tail probabilities in systems with
n > 2 queues. Such a system can be solved iteratively, by solving all queues up to
j < n and then considering a new system in which all the traffic from queues 1 to j is
added together and considered to have priority 1, while queue j + 1 has priority 2. For
this system Theorem 5.8 can be applied. Note that as in the FIFO case, the theorem

assumptions do not hold for long-range dependent traffic.
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Theorem 5.8 shows that the same type of linear approximation between tail proba-
bility and the length of the buffer that has been used in the FIFO case can be used for all
queues composing a PQ system. Therefore if Equation 5.52 holds, the tail probability

for any buffer length is approximated by the following expression:
by e R, € RT s.t. Vb>by log(Pge > b)) = —0*b—¢
Therefore, the tail probability is exponential and can be described by:
P(geo > b) = 7€ (5.53)

Under the linear approximation described above, for all of the queues comprising a,

PQ system the loss ratios can be computed as follows:

Theorem 5.9 Under the assumptions of Theorem 5.8 and using the approximation for
the tail loss probability of Equation 5.53, the loss ratio of queue j at a PQ multiplexer,
denoted by P7__ is:

loss

e 9ibi—¢

Py j = (5.54)

cp;0;
In Equation 5.54 7 is calculated as in Theorem 5.8, for 5 > 1 or as in Theorem 5.3 for
j = 1. p is defined as:
E[X;,]

c
for each of the queues, while (; is a constant, different for each queue. m

pj =

Proof:

The proof follows the lines of the proof in Theorem 5.4.

Assuming that the queue at £ = 0 does not contain any traffic, then under the same
realization of the input process, the length of the queue in an infinite buffer system is
less than the length of the queue in any finite buffer system.

Denoting by qtf the length of the queue in the infinite buffer system and by ¢! the
length of the queue in the finite buffer system, then:

vVie N q{ < qf a.s.
Similar to the argument of Theorem 5.4 we approximate E[l;,] by:

Ell;.] ~ E[maz (0, q] — B;)]



5.4 Large Deviations Analysis of Priority Queue Multiplexers 84

The right hand side of the above expression can be readily obtained as follows:
Bjmaz(0,q! - By)] = [ B(al > o)da
B;
Using the linear approximation of Equation 5.36 the integral can be calculated and the

result is:

0o ) e 9iBi—¢
/ P(q] > z)de = ———
B 91'

By plugging the result in Equation 5.5 the desired result ensues.

5.4.2 Aggregate Traffic Approximations

In this subsection we will introduce aggregate traffic approximations for PQ systems.
Since the high traffic does not have any dependencies, all of the results in Section 5.3.3
apply.

For the lower priority queues we apply the same work strategy as in the previous
subsection: the system of queues will be solved iteratively, starting with the queue
number 2 and finishing with the lowest priority queue.

Since the amount of traffic that the lower priority queue can send depends on the
amount of spare capacity that is available from the higher priority queue, it is important
to characterize the output process of the high priority queue.

Such a characterization can be obtained for a system with a large number of statisti-
cally identical sources. The systems we are studying are also composed of large number
of multiplexed sources, although heterogeneous in nature. Nevertheless, the same result
is conjectured to be true for this class of systems too, and the validity of this hypothesis
is verified by simulations. The result regarding the output of a FIFO multiplexer that

is fed with a large number of identical sources can be stated as follows:

Theorem 5.10 In an N-Asymptote system fed by n identical stochastic processes with
moment generating functions

A(6) = log(E[e"11])
the moment generating function of the output process A} is

AL(6) = An(9)
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Proof: Section 5.3.2 shows that the overflow probability in such a system is:
Plg>b)me™

Let us define the event {A*(t) # A(t)} of the output process being different from the
input process over an interval of length ¢. The probability of this event is equal to the

probability of overflow. Hence:
P(A*(t) # A@t)) ~e™

Therefore, as n — oo the above value tends asymptotically to zero. Hence, the
input and the output processes of an N-asymptote system are equal (a.s.). Therefore,
the moment generating functions of these two processes are equal, almost surely.

]

What Theorem 5.10 does is to allow us to quantify the amount of work that is
available at the multiplexer for the lower priority queue.

The amount of work at the lower priority queue in a multiplexer with infinite queue

is then:

e—I(C,Bz)

0+/2mw?

P#(Ag(t) > (Ct — al(ﬁl, tz) + Bz)) ~

I,5(C, B) = 8((Ct + By) — log(E[e?“2O+1(61,)))) (5.56)
= 0(((Ct — a,(81,1})) + By) — log(E[e?12®]) (5.57)
~ 0(((Ct — (0, ) + By) — log(E[e?42()]) (5.58)
= ((Ct + By) — log(E[e! 4 O+A1)]) (5.59)

HE[e?(A1 () +A2(1)]
E[ea(AIZ§+A2<t>>] =Ct+ B, (5.60)

Finally, w is calculated by using Equation 5.61:

92 (A1 () +A2(2))

— 862 9
W= Framermmy] ~ (Gt B) (5.61)
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Theorem 5.11 Consider a PQ multiplexer of Section 5.2.2 with capacity C. Further-
more assume that the priority 2 queue has a buffer of length B, and it is fed by a stream
that satisfies Equation 5.55. Assume that:

3!t0 < oo s.t. Ito,Q(C, Bg) = Itléil\lllltﬂ(c’ Bg) >0

and

Then the loss ratio of the multiplexer is equal to:
e~110,2(C,B2)

Pioss o = ———=—=
052 02cpy v/ 2w?

w is defined by Equation 5.61, while 8 is the solution to Equation 5.60. m

(5.62)

Proof: Assuming that at £ = 0 the queue of priority j does not contain any traffic, then
under the same realization of the input process, the length of the queue in an infinite
buffer system is less than the length of the queue in any finite buffer system.

Denoting by q{ 7 the length of the priority queue j in the infinite buffer system and
by qf’j the length of the priority queue j in the finite buffer system, then:

vVte N qtf’j < qf’j a.s.

By comparing Equation 5.15 and Equation 5.16 we approximate expectation of the
priority j loss E[l/] as:
E[l]] ~ E[maz(0, qf — B;)]

The right hand side of the above expression can be readily obtained as follows:

o0

Bjmas(0,qf - B;)) = [ B(al > 2)ds

i
Using the expression of loss in an infinite buffer at priority j given by Equation 5.55
and integrating in parts the desired result ensues.
=

Let us rewrite Equation 5.62 in a logarithmic form. Applying the logarithm function

to both its sides results in the following:

log(-Ploss,Z) =- %Eg sup Ii,? (Ca BZ) - lOg(HQCp v 27['0.12) (563)
>0
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All queues of lower priority can be solved iteratively, by replacing A;(¢) with:

A) =Y Ad)

k=1
Therefore the loss of any priority less or equal to 2 can be calculated using Theo-

rem 5.11.

5.5 Summary

Chapter 3 presents a service model that uses loss as the main QoS class differentiator.
To be usable in the context of service admission control, such a parameter has to be
linked with the amount of traffic that enters the scheduling device. In this chapter, the
problem is solved by extending results from the Large Deviation Theory.

As stated in Chapter 2 our service platform considers only work conserving service
disciplines. Most of the schedulers of this type, that are implemented in current NEs, fall
into one of the following three categories: FIFO, priority queuing and GPS. In the first
part of the chapter it is proven that there exists a GPS scheduler weight assignment such
that the resulting scheduling system approzimates the PQ system behavior. Because
of this result, the problem of loss estimation is treated only for the FIFO and the PQ
queuing disciplined. All schedulers considered in this chapter have finite buffers, and as
such the loss ratios are calculated for them.

The analysis of the FIFO scheduler presents two approximations that link the arrival
process to the loss ratio: one based on the large buffer asymptotic and one based
on the aggregate traffic approximation. The next chapter will check the validity of
these approximations using trace-based simulations. The analysis of the PQ scheduler
follows a pattern similar to the FIFO case. Simulations that verify the applicability of
results obtained for the PQ queuing discipline to measurement based loss estimation are

presented in Chapter 6.



Chapter 6

Loss Estimation from Traffic
Measurements

The results of the previous chapter assumed that the traffic can be modeled as a stochas-
tic process and linked the loss at the multiplexer to the moment generating function
of this process. This chapter deals with the problem of estimating the multiplexer loss
if the traffic can be measured. The crux of the problem, for the results presented in
Chapter 5 lays in the estimation of the moment generating function. The estimation of
this measure is achievable in two different ways: assume a model for the arrival process
and identify the parameters, and then use this model to calculate the moment gener-
ating function. The second option estimates the moment generating function directly
without a model for the process. This chapter compares two methods for estimating
this measure.

The venue for comparison is simulation; using traces obtained from traffic measure-
ments and from digitized video sequences. The results of the comparisons are presented

in detail in the subsequent sections.

6.1 Loss Estimation For FIFO Multiplexers

All the large deviation results presented in the sections above are pertinent ¢f the mo-
ment generating function of the arrival process A(t) is known. If a realization of such a
process is obtained from traffic measurements, the determination of its moment gener-

ating function can be done via two routes (Figure 6.1):
e Identify the process type and the process parameters for the arrival process. For

88
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Figure 6.1: Loss Estimation from Measured Traffic Data

this method to be useful, the moment generating function has to be analytically
solvable for the model chosen for the process. When this condition is satisfied,
then the model parameters have to be estimated, hopefully through a recursive

method.

e Estimate the moment generating function directly. This method has been intro-
duced by Duffield et all. [33], though the idea is credited to Amir Dembo. Such
a method bypasses the process modeling and represents a fundamentally different

loss estimation method.

The second option has received some attention both in the context of b-asymptotes
[27] and in the context of n-asymptotes [94]. The method has become so engrained

that papers which report trace based results for these types of asymptotes (for example
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[65, 63] use it by default. When applying any loss estimation method to measurement-

based systems it is desired that the method will have the following characteristics:
e has accurate predictions within the system accepted tolerances.
e it is not very demanding computationally.

Therefore, since the same result can be obtained from the same probabilistic under-
pinnings through two different paths, it is important to compare the two and choose

between them.

6.1.1 Estimation of the Moment Generating Function

To introduce the direct moment estimator method, let us consider a stochastic process
with iid increments X. In this restricted case, from the definition of effective bandwidth

in Equation 5.27 it results that:

eb(6,t) = log]E[ A0 = log]E[ea =it )X’“]
/() f@®

log]E[H e?Xr] = logH]E 6k

@
_ 0Xpy . 8X
o7 Z logE[e”**] o7 logE[e"" |

o rlogBie’™ ] = loghfe!™]

One can arrive at identical results by postulating the independence of the samples as
done in [33]. Here we make assumptions on the stochastic process first to stress the point
of the equivalence between the two assumptions. Therefore, the effective bandwidth for
iid variables is given by:

eb(8,7) = %logE[eoX] (6.1)

In Equation 6.1 7 represents the width of the temporal interval that contains the

variable X.
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Hence, in this case the moment generating function () = E[e’X] of a random

variable X is to use a sample average estimator defined as:

5(6) := %Ze”‘k (6.2)
k=0

The estimator presented in Equation 6.2 is unbiased, as it results from the following

derivation:
_El Y ey = 1y g
n n
k=0 k=0
= E[e"**] = ©(0)

Using Equation 6.2, the authors of [33] propose it to be used for the estimation of
the effective bandwidth as detailed by Equation 6.3.

eb(8,7) =———log Zeaxk (6.3)

The main issue that arises from the use of Equatlon 6.3 is that due to the concave
nature of the log function, the resulting estimator is biased, as the following derivation

shows.

. 1 1<
Eleb (9, 7)] = E[—log(~> "]
k=0
. iE[log@i 25
or n
< ———log]E Zeex’“

= %logE[eeX’“]

=eb(f,7)

Furthermore, the estimator is also asymptotically biased. This drawback cannot be
corrected, as it results from the logarithmic nature of the measure. Other possibilities

for estimation are possible. For example considering a sample of data denoted by a
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vector X =< X;, Xo, ..., Xn >. Instead of dividing the sample in disjoint blocks that

are large enough to be independent as proposed in [33] one can create the sum:
Q=30 %
j=0+k

In other words, use a rolling window to accumulate the samples used in the estimation
of the moment generating function. The estimation process has increased computational
complexity and has not been considered at this time. Hence, it has been decided to
use the independent block estimator with both the b-asymptote approximation from
Equation 5.37 and with the aggregate estimator of Equation 5.49.

For the b-asymptote of Equation 5.37 we have to solve the effective bandwidth equa-
tion provided by Theorem 5.3. The estimator is used to determine the value of 8 for

the large deviations approximation by solving the following equation:

for = log(%z %) (6.4)
k=0

Equation 6.4 can be re-written as:

S JefEeme) — 1) =0 (6.5)
k=0

Let us define a function g as the left hand side of Equation 6.5
g:R" =R

Hence:
g(0) = [fFemen) 1] (6.6)
k=0

Function g(6) (see Figure 6.2) can be readily shown to be continuous in 8 over the
range 6 € [0,00). Since g(0) = 0, Equation 6.5 has a trivial solution at § = 0. Since we
are interested in a solution for 4 > 0, we would like to find out if such a solution exists.
Taking the first derivative with respect to 8 of the function g(#) we obtain:

99(8) _ <

el Z(Xk — CT)[ea(X"‘CT)] (6.7)
k=0
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g Equation g( )=0
has solution s.t. ;
>0 /

o

s Equation g( )=0
I does not have
‘‘‘‘‘‘‘‘‘‘‘ solution s.t. >0

Figure 6.2: Shape and direction of the function g(6)

The value of the derivative in zero is ¢’(0) < 0 because of the stability condition®.
The second derivative of g(f) with respect to theta gives the following expression:
a2g(0) . % Xr—cr
= D (X — o) [ o] (6.8)

k=0
Since all the terms of the right hand side of 6.8 are positive, it results that function

g(0) is convex. Hence, if g(8) <0 VO € R*, then Equation 6.5 does not have a solution
such that 8 # 0. Furthermore, the function

Therefore, the following lemma holds:

Lemma 6.1 A necessary and sufficient condition for Equation 6.5 to have a solution?
such that 8 > 0 is that:
dke K sit. Xp>cr

1 The stability condition for any multiplexer states that the average amount of work received by the
multiplexer is less that the link capacity

2Finding a solution to Equation 6.5 can be done in a very efficient way using the Newton-Ralphston
algorithm
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Proof:
Necessity. As above, if all Xj < cr then ¢'(6) < 0, V8> 0.

Sufficiency. If there exists one X > c7, then
) 51 vh >0

Applying Laplace’s argument with respect to the largest exponent it results that for
f — oo the right hand side of Equation 6.5 goes to infinity. Since the first derivative is
negative in the vicinity of # = 0 and since the equation has a trivial solution in zero it
results that 30 > 0 such that right hand side of Equation 6.5 is less than zero. Therefore,
by the continuity of the equation there exists a # > 0 such that the equation is satisfied.
[

The same estimator defined in 6.3 is also used in the estimation of the moment gen-
erating function of the aggregate traffic approximation. Estimation of loss through this
method is more computationally demanding because of the unconstrained optimization
problem, in two dimensions, from Equation 5.503. Thus, the resulting loss estimator for

Equation 5.50 is:

3 : l¢ 0 X%
0ss *— — - — —1 .
log P %Izlg 301;13[0(025 + B) log(n ,?20 e"*¥)| — log(B) (6.9)

In Equation 6.9, § is defined by the Expression 6.10, with p being the utilization of
the line.

ZZ:O X 13 /X
ZZ:O efX

Let us define a new function g : Rt x R* — R as follows:

B = ( — (Ct+ B)*)#*Cp (6.10)

I o3
g(8,t) :=[0(Ct + B) — log(;ZeoX")] (6.11)
k=0
The supy., takes place when:

9g(8,%)
00
3The computational complexity is low enough to allow its usage for real-time loss estimation. To

achieve this, the inner optimization is solved using Equation 5.47, as opposed to the delta computation
approach of [94] which yields worse computational times

=0
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The partial derivative with respect to 6 of g(6,1) is:

99(6, ) o Xee?™
89 Z;::O 6(9)210
After some simple algebraic manipulations the problem of finding the value of 6

= (Ct+B) -

becomes:

Sn;(f(k — (Ct+ B))e?Xr =0 (6.12)

k=0

Lemma 6.2 A necessary and sufficient condition for Equation 6.12 to have a solution
such that 6 > 0 is that: R
Jke K st. Xpx>Ct+B

Proof:
Necessity. As above, if all X, < Ct+ B then the right hand side of Equation 6.12
is less than zero V8 > 0.

Sufficiency. If there exist one X, >Ct+ B, then
Xx=(CHHB) 5 1 g >0

Applying Laplace’s argument with respect to the largest exponent it results that for
6 — oo the right hand side of Equation 6.5 goes to infinity. Since the first derivative
is negative in the vicinity of § = 0 and since the equation has a trivial solution in zero
it results that 30 > 0 such that right hand side of Equation 6.12 is less than zero.
Therefore, by the continuity of the equation there exists a 8 > 0 such that the equation
is satisfied.

[

Rewriting the expression (Ct + B) to use the relative value for B = C7 results in
C(1 + Z)t. The aggregate approximation will consider loss periods only if the rate of
the arriving traffic is greater than C(1 + 7). Therefore, the aggregate approximation
might not give a result to the loss estimation even if the multiplexer experiences loss. A
typical example can be seen in Figure 6.3. In the figure, the difference in length between
the estimated loss and the observed loss is due to the situation described above. This

limitation implies that the modeless aggregate estimator error is unbounded.
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Figure 6.3: Loss curve and Loss Estimation using the Aggregate Traffic Estimator. The
upper estimator curve shows the results without the logarithmic correction factor of
Equation 5.50. The lower curve is calculated using both terms of Equation 5.50

6.1.2 Model Based Estimation of the Loss Curve

In this section we use the left hand side branch of Figure 6.1 as our estimation strategy.
Because, as stated previously in this dissertation, in a network that supports mostly
VPN services the traffic on the core links is highly aggregated and we assume that traffic
can be modeled by a Gaussian representation. To be useful, model based estimation

has to have two main characteristics:

o To be parsimonious. This characteristic is important the more complex the model
the more computationally complex it is to identify it. Since the main issue with the
modeless based estimation regards exactly this point, we want to use the simplest

possible model that has the loss behavior of the traffic trace.

e To have analytical solutions to the loss expression. This point is especially im-
portant for the aggregate traffic approximation, where most of the computational

complexity of estimating the loss is used in solving the infsup problem.
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B-Asymptote Estimator

The Gaussian Traflic model, introduced in Section 5.3.1 satisfies both these properties.
Let us first calculate the loss using such a model in the b-asymptote model. As in
Section 5.3.1, the model will have a Hurst Parameter between [0.5, 1) hence covering all
the range of Gaussian stationary processes.

For the large buffer based estimator we can use only a value of H equal to 0.5 for
the reasons detailed in Section 5.3.1. The traffic model is defined by the Equation 5.31.
For this model the moment generating function has an analytical solutions, as given by
Equation 5.32.

Replacing this in Equation 5.30 results in the following:

+ ﬁ =c
© 9
Solving in theta it results that:
2(c—p)
b=

Replacing ¢ in Equation 5.37 with the value calculated above, we obtain the following

expression that links the loss to the main model parameters (u and o?):

2(c—n)

2(c—u)B - 5

p —log(c

log(f)loss) = -

If we use the relative buffer size relation B = c¢7 then above expression can be

reduced to:

2¢3(1 — p)7
o2

2¢(1 - p)

log(-Plass) = = - lOg(CTP) (613)

Replacing p and o2 by their estimated values the following loss estimator is obtained

in from the b-asymptote approximation:

10g(Blows) = — =10 — tog(Z ) (6.14)
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Agpregate Traffic Based Estimator

For the general fractional Gaussian Noise model with & € [0.5,1) the solution of the

constrained optimization problem, with B = 7¢ > 0, is obtained at:

(6.15)

1on (1 — )11 - p)?
h2h g2

Note that the extremizing point exists only if B > 0. This is not a limitation since

(6.16)

0 =cr

all packet-switched NEs function on a store-and-forward principle and therefore have
buffering.

The effect of h on t* is to increase the timescale at which the traffic has to be
measured. This has a beneficial effect as it decreases the number of data updates that
have to be gathered from the NEs.

At this operating point, by replacing (4, ¢) in Equation 5.50 the following expression

for the loss ratio at a FIFO multiplexer fed by fractional Gaussian Noise is obtained:

262T2_2h(1 _ p)2h (h _ 1)2h—2
20-2 h2h

637‘2_3hp (1 _ p)th—sh
o3 (1— h)2—3h

~ log(V2r ) (6.17)

log(-Ploss) - -

In Equation 6.17 we estimate the variance o2, the average u of the process and h.
The average is, of course, used to calculate the utilization p.

Therefore, by substituting the average and the variance of the process with their
empirical counterparts, the following expression results for the estimation of the loss
ratio. Denoting, as usual B = 7C and using the empirical average in the calculation of

the empirical utilization p, the following holds:

R 2c27_2—2i1(1 _ ﬁ)Zh (ﬁ _ 1)2)1—2 cst—siz/; (1- ﬁ)sﬁﬁ—sﬁ
l0g(Pioss) = — 557 P log(V2m = . ﬁ)”h ) (6.18)

For the case when h = 0.5, the time to overflow and the extremizing value of § are:

(6.19)
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c(1~p)

o = 22—

(6.20)

The same algebraic process allows us to calculate the loss ratio given by Theorem 5.7

as follows:

—2CB(1—p)
[54 2

ZCZ(;;P)P /A 2011(;—0)

In Equation 6.21 o2 represents the variance of the process over the timescale defined

Ploss = (6.21)

by Equation 6.19

To estimate the loss using Equation 6.21 both the variance 2 and the average u of
the arrival process have to be estimated. The average is, of course, used to calculate
the utilization p.

Therefore, by substituting the average and the variance of the process with their
empirical counterparts, the following expression results for the estimation of the loss
ratio. Denoting, as usual B = 7C' and using the empirical average in the calculation of

the empirical utilization g, the following holds:

2C%7r(1 — p)

5—2

2C%r(1 — p 202(1 — p)p

log P*jp5s = — — —;—Iog(47r '0)) — log( ) (6.22)

72
It is dully noted that Equation 6.22 cannot be used to estimate the loss at a bufferless

multiplexer. This is not a practical problem, since this case does not arise in store-and-

forward NEs. For the bufferless multiplexer we used Equation 6.13 in simulations.

It is interesting to compare the expression of the loss estimator given by Equa-
tion 6.22 with the one given by Equation 6.13. It can be observed that the term outside
the logarithm is identical in both cases. Therefore, the difference between the two results
yields:

A . . 1 2C%r(1—p
A= IOgP*loss - logP*loss = 5 log(47r < T;.Q p))

Hence, the difference between the values estimated by the two estimators is depen-

dent on both the characteristics of the multiplexer and the traffic conditions.
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6.2 Loss Estimation of Priority Queuing Systems

Priority queues have dependencies that make the determination of loss for the individual
queues more difficult than for a completely separable system. In this section we will
consider the Priority Queuing Scheduling Discipline that was described in Section 5.2.2.
Let us consider that the scheduler has n queues attached to it, with » > 2 in order to
avoid trivialities, and that the link capacity is c¢. As stated in that section the highest
priority queue has the same behavior as a FIFO system attached to a link of the same
capacity c as the one for the PQ multiplexer. Therefore, all of the results from the above

sections hold for this queue.

6.2.1 B-Asymptote Estimators

The lower priority queues have to be solved iteratively, because their behavior is influ-
enced by the traffic that arrives as the higher priority queues. Theorem 5.8 contains the
basis for an algorithm for determining the loss at these queues.
Proposition 6.1 Algorithm 5 has O(n) complexity, where n denotes the number of
queues that have to be solved. m
Proof: The algorithm executes the loss estimation loop once for each queue for priorities
2 to n. Hence the complexity in the number of queues is {(n).
]

Solutions to steps 8, 17 and 26 of Algorithm 5 can be found in both the model based

and modeless estimation.

Modeless Estimation

In the case of modeless estimation, using the estimator for the moment generating given

by Equation 6.2 we can solve step 3 by using Theorem 5.8.

]. 1 L =1
0) = fc — ~log(=» €X' 2
f(6) = 6c— - og(n;e ) (6:23)
Deriving with respect to 8, and equating with zero we obtain:

I Y1 0X1
c__ank:OXke

=0 6.24
T e (624
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Algorithm 5 Loss Estimation For a PQ System under the B-Asymptote Assumptions

1: obtain #; for priority 1 queue
2: if #; < oo then

3:  obtain 67

4: else

5. 0 =00

6: end if

7: if 67 < oo then
8

9

30, st ay(f,00)— f(6) =0

if 6, < theta] then

10: if 3 lower priority queue then
11: Al(t) = Al(t) + Az(t)

12: goto 1

13: else

14: stop

15: end if

16: else

17: A0, st az(8,00) — f(67) =0
18: if 3 lower priority queue then
20: goto 1

21: else

22: stop

23: end if

24: end if

25: else

26: 36,  s.t. 02a2(02, OO) - f(gz) =0
27:  if 3 lower priority queue then

28: Al(t) = A (t) + Az(t)

29: goto 1
30: else

31 stop
32:  end if

33: end if
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It is interesting to notice that the existence of a solution for Equation 6.24 is linked

to the existence of a solution for f(#) = 0.
Lemma 6.3 There exist a > 0 such that f(8) = 0 iff there exist a * > 0 such that

of(0)
g 0

Proof: If 30 > 0 such that f(#) = 0 then by Lemma 6.1:
3IX! st Xi>Ct

Therefore,

1 & S pd

=Y (Ct— X =0
n k=0

has a solution with @ > 0.

[
What Lemma 6.3 shows is that we have to solve step 3 in Algorithm 5 only if the
loss solution to the highest priority queue is not zero. This simplifies the algorithm in

the cases when the high priority queue does not experience any loss.

Model Based Estimator

Considering a Gaussian traffic model the value of 67 is:

:C'_'u’1

2
03

o1

The value of 85 can be deduced from the following result:

C = (p1 + p2)
(of +02)

If ;7 < 02 then the loss of the second priority queue is expressed as:

6 =

2¢%(1 — rtsz)y, 2c(1 — 242 )y 4 g
10g(Pogs2) = — ¢ l ¢ 6.25
Og( l ,2) (0_12 + 0'% og(c (O’% + ag) c ) ( )
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6.2.2 Aggregate Traffic Estimators

Based on the results obtained in the FIFO case we will consider only the model-based
estimation for the aggregate traffic estimator. Since the higher priority queue does not
have any dependencies, it can be solved in isolation, similarly to the FIFO case. The

loss at each queue can be estimated iteratively by using Algorithm 6.

Algorithm 6 Loss Estimation For a PQ System under the Aggregate Traffic Approxi-

mations
: solve priority 1 queue as for the FIFO system

: for all k € [2,n] do
solve priority k queue
Ai(t) = Au(t) + Aw(t)

end for

AN A

As a model we consider the Gaussian traffic described by Equation 5.32. Similar to
the FIFO queue, we will treat the general case first, h € [0.5,1), and then particularize
to the solution for 2 = 0.5. For the priority 7 > 1, B; = 7c, the optimizing point of
(t*,6*) is obtained at:

h T;
th = - 6.26
TR (6:20)
1 — p)2—1(1 — J 2h
RS e O
Let us define the following notations:
J
pP=_ (6.28)
k=1
j
o = Z of ‘ (6.29)

At the operating point t*, 8*) the loss of attained at the priority j queue is computed

as:

109(Ploss ;) = — 271771 — p)* (h — 1)2h-2 ~ log(\/ﬂCST]g_%pj 1- p)Shh—Sh)
loss,j 202 h2h o2\V/o? (1— h)2—3h

(6.30)
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By substituting the average and the variance of the process with their empirical

counterparts, the following expression results for the estimation of the loss ratio.

. 2c272-2h(1 — p)2h (}, — 1)2h-2 A28k (1 . 5)3h,-3h
l0g(Prosg) = — U= AT = VT g A (L= D7
20 h2h 52/ 52 (1- 5)2—3h
(6.31)

For the case when i = 0.5, the time to overflow and the extremizing value of 8 are:

*

T
- T (6.32)
1- Zi:l p]

1SV
g* = zc(—jz_.ksép_’“) (6.33)
k=1%

Simplifying the expression given by Equation 6.30
—2CB; (1-p)

e T

2¢2(1—p)p; 2CB;(1-p)
—5 A =13

(6.34)

IP,loss,j =

Again, by substituting the average and the variance of the process with their empir-
ical counterparts, we obtain our model based aggregate traffic estimator of the loss at

priority 7 if the traffic at all of the higher priority queues is Guassian:

20500 =5) Ly an 280 = D)y 0, 26 A= D)hsy (655

~

logF*l p= —
058,] 52 9 & i

6.3 Experimental Results for FIFO multiplexers

This section compares performance of three of the FIFO estimators introduced in the
previous Sections 6.1 6.2.2. The values of loss predicted by the estimators are compared
to the observed loss values in a series of trace base simulations. The traffic that has

been injected in the multiplexer was of two types:

e High Resolution MPEG2 traces. The MPEG2 traces, described in detail in
Appendix A, have been used to simulate different mixes over a number of line

capacities.
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e Ethernet traffic. An Ethernet traffic stream were mixed to simulate aggregation

of traffic in networks that carries VPN services.

The available traffic traces have been combined in two ways in order to produce some

variability in the traffic mixes:

e Homogeneous Mixes. In this series of simulations, for a given line rate and
a given utilization, a single MPEG2 or Ethernet trace has been mixed such that
the resulting mix has an average equal to the product of the line rate and the line
utilization. Several experiments were conducted by varying the link capacity while
keeping the utilization fixed. It should be noted that since only a integer number of
streams can be mixed there is some variability in the utilization, between different

line rates.

o Heterogeneous Mixes. Since a large number of traces were available, different
mixes were generated by combining, at random, MPEG2 and Ethernet mixes.
Again, the line rate and utilization were given, while the simulation program
would generate a mix by randomly choosing from the available traces. Similarly
to the homogeneous case, the actual utilization obtained for the simulations varies
slightly from the chosen number due to the fact that only an integer number of
flows can be added, each having predefined characteristics. The ratio between the
average rates of each flow versus the line rate is very small. Therefore, a large
number of flows have been mixed, and as such the difference between the chosen

utilization and the actual utilization was small.

A number of experiments were performed for buffer lengths between [0, 10] ms. The
lower bound on the buffer length has been chosen such that it is larger than zero, for the
reasons enunciated in Section 6.2.2. The differences between the estimated loss values
and the observed loss values, denoted by &} for each value k obtained for the estimator
¢ at buffer length j, were recorded. The statistics of each of the sets of values defined

as {e7 |k € [0,n]} Vi€ [1,3] Vj€l[0,10]ms.
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Empirical PFD of the difference between the per flow loss vs. aggregate loss
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Figure 6.4: Individual flow loss vs. Aggregated Flow loss in highly aggregated traffic at
FIFO multiplexers

6.3.1 Per Source Loss in Aggregated Traffic Networks

Service guarantees in our framework are on a per service basis. Since all the results in
this section deal with the aggregated loss at a multiplexer, we investigate, by simulation,
if Equation 5.10 holds or not. If we denote by log;, P, the estimated loss probability
of the single source, and by log,, pﬂ;ss the estimated loss probability of the aggregate,

we are interested in the following measure:

€° 1= logy, f)lsoss — logyg pl(:)ss (6-36)

Figure 6.4 shows the empirical PDFs of the results obtained for £° during a large
number of simulations. FEach of the curves in the figure represents the EPDF for a

different buffer size, relative to the link capacity.
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The results show that Equation 5.10 holds with a high degree of accuracy. Therefore
the loss ratio (P7® that a service instance s will experience for a class j along a path of

n nodes, each node k experiencing a loss ratio P} is:

Pi*=>"p} (6.37)
k=1
~n krg[?ﬁ](Pk) (6.38)

Applying log, on both sides of the above approximation we obtain:
logioP?® ~ loglo(krél[?anc](P,g)) + log,o(n) (6.39)

Therefore, the number of intermediate nodes between two service end-points affects
the QoS of the service. Hence, since the service target QoS levels are established a-
priori, the mazimum number of nodes (Np,;) that a service can pass through has to be
specified. Thus, the target loss at a P-node given the target loss ratio for a service I'*

becomes:

log1o P! < T° —10g10(Npmaz) (6.40)

6.3.2 Modeless Aggregate Traffic Estimator

The estimator based on Equation 5.49, called (AGE), has the highest computational
requirements of all the investigated estimators. This is a side effect of the unconstrained
optimization problem that is to be solved to obtain the estimation of loss.

Figure 6.5 details the empirical probability density functions for each buffer size from
0 to 10 ms, while Figure 6.6 displays the same information as the empirical cumulative
distribution function.

The mean of the error and the standard deviation are summarized in Table 6.3.2.
The results show that this estimator follows the shape of the loss curve well over the
buffer range considered in this dissertation.

Nevertheless, the second column of Table 6.3.2 shows that the estimator does not

have a constant bias. The mean error increases, almost linearly over the buffer of
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Figure 6.5: Empirical PDF's for the Aggregate Traffic Estimator at different buffer sizes

[ Buffer (ms) | Error Mean | Error Variance | Min Error | Max Error | Error Range |
0 -1.730830 064244 -3.961580 | -0.657772 3.303808
1 -0.956254 0.363724 -2.897530 | 1.268380 4.165910
2 -0.794566 0.701082 -3.395670 | 1.852070 5.247740
3 -0.463156 0.926804 -2.998810 | 1.977160 4.975970
4 -092640 1.044117 -2.719720 | 2.254290 4.974010
5 -0.005525 1.124308 -3.086850 | 2.272390 5.359240
6 089068 1.109809 -2.034760 | 2.315130 4.349890
7 0.273371 1.180146 -2.519350 | 2.784580 5.303930
8 0.401922 1.117145 -2.251090 | 2.919020 5.170110
9 0.519694 1.084787 -2.054820 | 2.896790 4.951610
10 0.589555 1.083661 -2.288140 | 2.960040 5.248180

Table 6.1: Aggregate Traffic Estimator (AGE) Statistics Synopsis
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Figure 6.6: Empirical CDFs for the Aggregate Traffic Estimator at different buffer sizes

range [0, 10] ms. The error range is rather large, with errors spanning over 5 orders of
magnitude. Also, the error ranges are large for all buffer sizes. This means that the use
of this estimator without run-time corrections can lead to large estimation errors and,
depending on the sign of the error, to either large violations of the loss limit or to some

network underutilization.

6.3.3 B-Asymptote based Estimator

The large buffer based loss estimator (LBE) is based on Equation 5.36. The estimator
has average computational complexity, as compared to the other two proposals. In
practice, a solution is usually found within a few iterations, resulting in a fast estimation
that can be used for real-time estimation.

Figure 6.7 details the empirical probability density functions for each buffer size from

0 to 10 ms, while Figure 6.8 displays the same information as the empirical cumulative
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Figure 6.7: Empirical PDFs for the Large Buffer Estimator at different buffer sizes

distribution function.
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Figure 6.8: Empirical CDF's for the Large Buffer Estimator at different buffer sizes

[ Buffer (ms) [ Error Mean [ Error Variance | Min Error | Max Error | Error Range |
0 1.087539 0.336202 0.000251 5.146730 5.146981
1 1.256143 1.316083 -6.609040 | 4.213960 10.823000
2 1.800431 2.310986 -7.847690 | 6.898990 14.746680
3 2.276573 2.115893 -5.031710 | 6.969060 12.000770
4 2.585060 2.345883 -4.478960 | 7.043590 11.522550
5 2.681347 2.216880 -0.009853 | 7.489950 7.499803
6 2.659552 2.072298 -0.791778 | 7.355700 8.147478
7 2.675745 2.283503 -1.594390 | 7.427530 9.021920
8 2.567470 2.202688 -2.408410 | 8.031820 10.440230
9 2.565073 2.009058 -2.674100 | 7.027800 9.701900
10 2.564880 1.847453 -0.098401 | 6.778140 6.876541

Table 6.2: LBE Estimator Statistics Synopsis
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Table 6.3.3 summarizes the same statistics as for the AGE estimator. The com-
parisons of the estimated loss values with the results of simulations, show that this
estimator does not follow the shape of the loss curve well, because in general, the loss
curve is not linear. This estimator has a positive error bias. Note that a positive bias
is more useful than the negative one. This is due to the asymmetry of consequences in
the two cases: if the loss is overestimated then the overall result is that the system will
operate at a lower utilization. The decrease in utilization is not, in general, dramatic.

On the other hand, the violation of the loss targets usually has more negative eco-
nomic consequences because of either possible penalties that have to be paid or because
end users might switch services altogether. This estimator has a very large error range.

This is due to three factors:

e Estimation errors. Because in this case we estimate the moment generating func-
tion of the arrival process directly, there is a bias introduced by the method.

Nevertheless, this is not very large.

e Operating zone. Since the LBE is based on large buffer asymptotics, it is possi-
ble for the process behavior at large buffers to be completely different from the

behavior in the low buffer range. Hence, large estimation errors can occur.

e Traffic does not satisfy the hypothesis under which the estimator has been ob-
tained. As detailed in Section 5.3.1 long-range dependent traffic falls in this cate-
gory. Since the behavior of this traffic at the multiplexer is not quantified, applying

the estimator to this case can generate large errors.

6.3.4 Model Based Aggregate Traffic Estimator

The Model Based Aggregate Traffic Estimator (MBE) is based on Equation 6.22. This
is the simplest to compute of all three of the investigated estimators. As stated, the de-
creased computational complexity is the result of solving the infsup problem analytically
and estimating only /& and o2.

The results of comparing the loss predicted by the estimator with the traffic loss ob-

served during the simulations are aggregated in Figure 6.9. In that figure, the empirical
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Figure 6.9: Empirical PDF's for Aggregate Traffic Estimator at different buffer sizes

probability density functions for each buffer size from 0 to 10 ms are displayed. Fig-
ure 6.10 displays the same information as the empirical cumulative distribution function.
As for the other estimators, the main statistics are tabulated. Table 6.3.4 shows that,
similar to the AGE estimator, the error bias is not constant. While the bias is negative
for the small buffer multiplexer, it is positive for larger buffer sizes. The maximum error

range is larger than the one for AGE, but significantly smaller than in the case of LBE.
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Figure 6.10: Empirical CDF's for the Aggregate Traffic Estimator at different buffer sizes

Buffer (ms) [ Error Mean [ Error Variance [ Min Error | Max Error | Error Range |
0 -0.245694 0.713577 -1.325820 | 5.055800 6.381620
1 -0.735097 047710 -3.075990 | 1.113320 4.189310
2 -1.039383 0.351360 -5.956730 | 0.232477 6.189207
3 0.363553 0.455989 -1.066410 | 2.613110 3.679520
4 0.391634 0.550551 -1.273920 | 3.017620 4.291540
5 0.301357 0.672910 -1.495990 | 3.240230 4.736220
6 0.917688 0.813414 -0.673140 | 4.233690 4.906830
7 0.856098 0.935722 -0.823099 | 4.861900 5.684999
8 0.680859 0.860602 -1.572670 | 5.349060 6.921730
9 1.520226 0.970492 -0.297447 | 4.823510 5.120957
10 1.467417 0.951053 -0.357951 | 4.761850 5.119801

Table 6.3: MBE Estimator Statistics Synopsis
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6.3.5 Comparison of Estimators Performance

The FIFO estimators presented in the current chapter are compared using a set of
performance measures. The estimators are compared using the following quantitative

criteria:

Error Mean. This criterion is the sample mean of each of the estimators at each

of the buffer sizes.
n

. ]. ]
€Y = é"]

= E
n+1 P

Error Variance. This metric is defined by the following equation:

o2 (e) = (3 - £Hy?)

n
k=1

Error Range. It is defined as the difference between the maximum value, from a

given data set, and the minimum value from the same set.

d:= max{szj | k€ [0,n)} — min{e? | k € [0,n]}

Mean Square Error. This is simply the average of the squared individual values

from each data set.

k=1

The above criteria are computed for all data sets obtained from experiments.

The PDF comparisons show that the distributions, for all buffer sizes, of the MBE
estimator have light tails, while the other two estimators (AGE and LBE) do not. The
LBE estimator has the worst overall behavior over all of the four criteria of comparison.
Furthermore, it mostly has a positive bias, which means that in most of the simulated
cases it overestimates the loss at the multiplexer. Since the actual loss value experienced
at the link has to be lower than a preset value, the unidirectional bias is useful. The
effect of overestimating loss is a decrease in the link utilization. The decrease is usually
minute, because at high link capacities, due to the high degree of multiplexing, even

utilization decreases of 1 percent lead to decreases in loss of one order of magnitude.
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Empirical Error PDFs of Estimators @ B=0.1ms
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Figure 6.11: Empirical PDF Comparison of Figure 6.12: Empirical PDF Comparison of
the FIFO Estimators at Buffer = 0 ms the FIFO Estimators at Buffer = 1 ms

Empirical Error PDFs of Estimators @ B=2ms Empirical Error PDFs of Estimators @ B= 3 ms
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Figure 6.13: Empirical PDF Comparison of Figure 6.14: Empirical PDF Comparison of
the FIFO Estimators at Buffer = 2 ms the FIFO Estimators at Buffer = 3 ms
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Empirical Error PDFs of Estimators @ B= 4 ms

Figure 6.15: Empirical PDF Comparison of Figure 6.16: Empirical PDF Comparison of
the FIFO Estimators at Buffer = 4 ms the FIFO Estimators at Buffer = 5 ms
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Figure 6.17: Empirical PDF Comparison of Figure 6.18: Empirical PDF Comparison of
the FIFO Estimators at Buffer = 6 ms the FIFO Estimators at Buffer = 7 ms
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Empirical Error PDFs of Estimators @ B=9ms
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Figure 6.19: Empirical PDF Comparison of Figure 6.20: Empirical PDF Comparison of
the FIFO Estimators at Buffer = 8 ms the FIFO Estimators at Buffer = 9 ms

Therefore, if the loss is estimated in open loop (the loss value is not adjusted with the
actual observed data), then LBE is more useful than the AGE or MBE.

The AGE and the MBE estimators have similar performances, over the four criteria
enumerated above. Both have non-constant biases, which increased almost linearly over
the buffer range that was used in the experiments.

The main drawbacks of the AGE estimator are three-fold:

e it is not capable of estimating the loss in all situations. Hence, the usable range

is smaller than the one for the LBE estimator, especially for larger buffer sizes.
e it is computationally intensive.

e when new data is received, the none of the old computations can be used, and the

solutions search has equal or higher complexity*.

4The computational complexity of the solution search is greater is all the data including the new
sample is used to obtain a solution, or of equal complexity if a data window is utilized, and therefore
the length of data vector is maintained constant.
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Empirical Error PDFs of Estimators @ B=10ms
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Figure 6.21: Empirical PDF Comparison of the FIFO Estimators at Buffer = 10 ms

[ Buffer Size (ms) [ AGE Estimator | LBE Estimator | MBE Estimator |

0 3.159273 1.517422 0.770714
1 1.276345 2.887885 0.742747
2 1.328522 5.541373 1.503381
3 1.135339 7.287422 1.156800
4 1.073550 9.015164 1.256631
5 1.115690 9.393064 1.304750
6 1.136533 9.132313 1.956748
7 1.244960 9.428093 2.057632
8 1.268887 8.779292 1.979185
9 1.344916 8.574310 3.231967
10 1.420915 8.412479 3.181783

Table 6.4: Mean Square Errors of the Estimators for Different Buffer Sizes
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Figure 6.22: Estimators’ mean error versus the buffer size
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Figure 6.23: Estimators’ variance error versus the buffer size
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Buffer Size (ms)

Figure 6.24: Estimators’ range error versus the buffer size
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Figure 6.25: Estimators’ mean square error versus the buffer size
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The MBE estimator has performance metrics that are close to the ones of the AGE
estimator. The error mean of MBE is larger than the one for the AGE. Nevertheless,
since the bias is not constant, it results that the estimator behaves better for the region
of smaller buffers and slightly worse in the larger buffer region. Things are reversed when
variance is considered: in this case, the MBE has the more desired behavior because its
variance is smaller.

Computational complexity of the MBE estimator is very good. Hence, it is rec-
ommended for use in large capacity multiplexers, when large numbers of sources share
the same egress buffer. Furthermore, this estimator can be used for off-line traffic en-
gineering, when network dimensioning against traffic traces is desired, in the stated

conditions.

6.4 Experimental Results for PQ Service Disciplines

To verify the behavior of the estimator described by the Equation 6.35 a two queue PQ
scheduler has been fed with the same traffic mixes as the ones described in Sections 6.3.
The loss values predicted by the estimator, at the lower priority queue, are compared
to the observed loss values.

The lower priority queue has a buffer with a length between [0,10] ms. The lower
bound on the buffer length has been chosen such that it is larger than zero, for the
reasons enunciated in Section 6.2.2. The differences between the estimated loss values
and the observed loss values, denoted by &i for each value k£ obtained for the estimator,
at buffer length j, were recorded. The statistics of each of the sets of values defined as

{el | ke [0,n]} Vje€l0,10ms.

6.4.1 Per Source Loss at the lower Priority Queue

Service guarantees in our framework are on a per service basis. Since all the results in
this section deal with the aggregated loss at a multiplexer, we investigate, by simulation,
if Equation 5.10 holds or not. If we denote by log,q P, the estimated loss probability
of the single source, and by log, P{f,ss the estimated loss probability of the aggregate,

we are interested in the following measure:
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Figure 6.26: Mean of the Loss Difference between individual flow loss and the aggregated

flow loss in highly aggregated traffic at the lower priority queue in a two queue PQ
scheduler

€= 10glO }A)lfzss - 10810 ‘pl(:)ss (641)

Figure 6.26 plots the results of the average of &° over a large number of simulations.
Similarly, Figure 6.27 details the results of the variance of the error. Both are very small
over the range of studied buffers. Therefore, it can be concluded that the relative loss
of the individual flows is equal to the relative loss of the aggregate, at multiplexers that

aggregate large number of flows.
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Figure 6.27: Variance of the Loss Difference between individual flow loss and the aggre-
gated flow loss in highly aggregated traffic at the lower priority queue in a two queue

PQ scheduler

[ Buffer Size (ms) [ Mean [ Variance | Minim | Maxim | Mean Square Error |

0 0.015405 | 0.000506 | -0.036152 | 012467 0.000740
1 0.016122 | 0.000979 | -043275 | 026021 0.001234
2 0.021008 | 0.002201 | -026902 | 0.343318 0.002631
3 0.017712 | 0.002867 | -0.237904 | 0.213606 0.003164
4 0.013973 | 0.002629 | -0.271681 | 0.210440 0.002808
5 0.014124 | 0.005491 | -0.631974 | 0.367612 0.005655
6 0.014280 | 0.002808 | -0.239983 | 0.238526 0.002993
7 0.014541 | 0.003718 | -083779 | 0.360976 0.003903
8 0.006019 | 0.006372 | -0.350774 | 0.406669 0.006361
9 0.006421 | 0.008588 | -0.536762 | 0.450362 0.008563
10 0.008373 | 0.005021 | -0.321699 | 0.263031 0.005051

Table 6.5: Individual Flow loss versus Aggregate Loss in PQ schedulers
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Figure 6.28: Mean of Error for the PQ estimator

6.4.2 Model-Based Aggregate Traffic Estimator

The estimator based on Equation 5.49, called (AGE), has the highest computational
requirements of all the investigated estimators. This is a result of the unconstrained
optimization problem that has to be solved to obtain the estimation of loss.

The mean of the error and the standard deviation are summarized in Table 6.4.2.
The results show that this estimator follows the shape of the loss curve well, over the
buffer range considered in this dissertation. However, the second column of Table 6.4.2
shows that the estimator does not have a constant bias. The mean error increases,
almost linearly over the buffer of range [0,10] ms. The error range is rather large, with
errors spanning over 5 orders of magnitude. Also, the error ranges are large for all buffer
sizes. This means that the use of this estimator without run-time corrections can lead to
large estimation errors and, depending on the sign of the error, to either large violations

of the loss limit or to some network underutilization.
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Figure 6.29: Variance of Error for the PQ Estimator

Buffer Size (ms) | Mean | Variance | Minim Maxim | Mean Square Error
0 2.518221 | 0.945728 | 1.354900 | 7.741680 7.282597
1 1.549529 | 052641 | 0.859316 | 3.310370 2.552927
2 1.144971 | 000729 | -0.248548 | 2.802930 1.411161
3 0.866049 | 0.312165 | -2.370560 | 2.454530 1.060432
4 2.178298 | 0.751016 | 0.875967 | 5.199300 5.491390
5 2.030697 | 0.730486 | 0.401198 | 4.843570 4.849471
6 1.843799 | 0.784567 | -0.359330 | 5.037620 4.178823
7 1.706056 | 1.169416 | -1.117180 | 5.203890 4.071865
8 2.322807 | 1.010031 | 0.990013 | 5.457050 6.398039
9 2.188601 | 1.151960 | 0.653526 | 6.193540 5.933141
10 1.985697 | 1.115701 | 005470 | 6.409430 5.049838

Table 6.6: Main Statistics of the PQ Estimator
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6.5 Summary

One of the side effects of applying the Large Deviation Theory is that results rely heavily
on moment generating functions of random variables. Since all the results presented
in the previous chapter fall into this category we are presented with the problem of
estimating the moment generating functions of the arrival processes for the traffic that
enters the multiplexer.

Since there are two main ways of dealing with this problem, it is important to check
which method, model or modeless, yields better results. The comparison between the
methods in the FIFO case reveals that the model based estimation is as accurate as the
modeless one, with the added advantage of small computational complexity.

Using this conclusion, for the PQ case only the model-based estimator has been
studied.

The results for both the PQ and the FIFO schedulers show that the measurement
based loss estimation can yield results that are not very accurate. This conclusion
mirrors findings by other researchers in the domain, for other type of estimators. This
shows that direct application of loss estimation to admission control can yield QoS target
violations.

In the next chapter, we present a solution to this problem that is based on on-line

estimator correction.



Chapter 7

Service Admission Control

This chapter details the service admission control mechanism used by the VPN service
platform presented in Chapter 4. For this purpose a service centric point of view on
the admission control problem is presented and detailed. In this case, the service and
traffic requirements are solved together. Thus, this represents a generalization of the
connection admission control problem. The chapter is structured as follows: it presents
the egress interface model and starts with the presentation of the service admission
control for the FIFO queuing discipline. It then introduces the problem of service
admission control, presents a solution to it and expands on the problem by presenting
a model correction technique with application to the SAC problem.

The requirements of the admission control system that is presented in this chapter,

can be summarized as follows:
e To be able to support multiple QoS classes, differentiated by loss.
e To be able to work with buffered egress interfaces.

e To have small enough computational complexity, such that it can be implemented

by an OTB control framework.

7.1 Egress Interface Model

The service model presented in Chapter 3 has to be mapped in available hardware
resources onto the NEs that form the network. Each egress interface of an NE is modeled

as a set of queues Q that are served by a work-conserving scheduler. Flows that belong

128
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to the same traffic class in the VPN model are terminated in the same queue at NE
level.

We denote by Q,, the set of queues that are present at the interface £ of a NE j. The
number of queue instances used at each egress NE interface is equal to min(||Q ki, [|Cl])-
Hence, whenever possible each COS is mapped onto a separate queue. Queues are
realized by a buffer that stores the egress bound traffic. The maximum buffer length of
a queue k is therefore given by this fixed buffer value Bj.

When a service is mapped to the network, some of the nodes the service is routed
through might not have egress interface semantics that are powerful enough for the
number of classes of service requested by the service. Therefore, the service will have
to be mapped into the available resources. The mapping is done by up-classing, which
means that each class of service that cannot be individually served will be served by the
closest highest class available.

This tradeoff allows the operator to offer QoS on the network, with the tradeoff
of lower link utilization. As noted in Chapter 5 for highly multiplexed links such an
utilization decrease is not an issue.

Therefore the service control framework provides a set of mappings & = { M}, | M :
C — Qjk,Vk € [1.n]Vj € NE;} that projects each class of service into the set of queues
that are available at a node. The mapping is restricted by the fact that for any two
COS, c; and ¢, with the loss requirements P, < P, have to be mapped into queues such
that M;(c1) < My(cp). This definition allows to "up-class” any COS when mapping

them to the egress interface queues.

7.2 Admission Control of VPN Services

Figure 7.1 depicts the general service admission control process at a network node.
The process uses the measurement information obtained from each queue of the egress
interface. This information together with the user provided traffic description is used
as the basis for admission of traffic at the node.

The service admission control uses large deviations based results to estimate the loss

at each node for the service request.
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Figure 7.1: Nodal Service Admission Control Procedure

Using the interface mode defined in the previous section, we define a service ad-
mission control (SAC) function, which allows a new service request to be admitted or
rejected at an egress P node interface. Hence, SAC is a Boolean function that is given
a part of the service request and answers yes if the request can be admitted at the
interface and no otherwise.

The traffic information that is passed to SAC follows the pipe model traffic specifica-
tion defined in Chapter 3 at page 40. Each service request contains a traffic specification
for each of the node pairs that are part of the VPN. Each request is a tuple that specifies
the peak rates that are required for each COS supported by the network !

Consider an egress interface that runs a PQ scheduler with a number of queues equal
to the number of classes of service that the network control system supports. The loss
at a queue k, of such a node, for the preset buffer length B;, has to satisfy the following
inequality:

Prs <" (7.1)

Equation 7.1 represents the target of the admission control system for each individual
queue.

Let us denote by IP‘ZOSS =<P¥ P¥ . PY > the vector of loss ratios at a node j.

loss? ~ loss? loss

1 Average rates are not considered because, in general, they are not stationary.



7.2 Admission Control of VPN Services 131

In addition let us denote by I' =< 71,72, ...,7™ > the vector the preset loss targets.
Y

Definition 7.1 A loss vector ]P‘{Dss is said to satisfy the loss targets, denoted by ). < T'
if _

Vke[l,n] PP <A
|

The admission control algorithm is based on Equation 6.35 at page 104. Given the

current estimated loss, the new estimated loss at priority j is calculated as:

- 2C%7;(1 — g, 1 2C%7;(1 — gy, 2C%(1 — pr)pn.;
108 B = — 20 I L o4 ZERE )y g 2E Uiy (7

In Equation 7.2 ¢2 is defined by Equation 6.29 at page 103 while p, and rho, ; are
defined by the following two relations:

T
pm=ptd o (73)
k=1
T
Pnj = i+ = (7.4)

Algorithm 7 SAC( r,P,T')
if Sp_ (px + %) > 1 then

return Rejected {Stability condition is not satisfied}
end if
: for all k € [1,n] do

if log Iﬁ*new,k > v, then

return Rejected

end if
end for
return Accepted

© X PR W

The correctness of the algorithm is easily proven in the following proposition.

Proposition 7.1 Algorithm 7 terminates in O(n) operations, where n is the number
of queues that are found at the multiplexer. m

Proof: The algorithm contains only one loop that terminates after at most n iterations.

Therefore the algorithm complexity is O(n) in the number of queues that have to be
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Figure 7.2: Reactive Model Correction through real loss observation

checked.
=
The same algorithm can be used in the FIFO case by checking the admission of

3 -y Ty against the traffic that is already admitted at the multiplexer.

7.3 Reactive Model Correction

As shown in the previous chapter, model based estimation of loss performs well when
compared to the modeless estimation technique. However, both the FIFO and the PQ
estimators exhibit large error ranges. Because the reason for obtaining a traffic model
is to estimate the loss of that traffic at a given multiplexer, it can be inferred that
any model will do as long as the loss estimated by it is close to the values experienced
during operation. OQur approach for this matter is inspired by the system identification
techniques that are widely used by the control community. Let us assume that the
amount of traffic that is lost over a given time interval can be measured®. It is generally
accepted [85] that highly multiplexed traffic can be reasonably modeled as a constant
stream summed with a Gaussian variable, as presented in Chapters 5 and 6. In general,

there are three parameters that have to be specified, in order to fully determine such a

2This information has to be available at NEs in some form, because it is only the measured loss that
can be used for SLA validation.
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model:
e the traffic average, denoted by p.3
e the traffic variance, denoted by 62
e the Hurst parameter h

Because of its additive nature, the traffic average can be determined with good
accuracy over any time interval. The variance is difficult to calculate reliably because it
implies a fine characterization of traffic. The same obstacle is faced in the determination
of the Hurst Parameter. As Beran [4] details, the accurate determination of the Hurst
parameter faces extra impediments in addition to the ones faced by the calculation of
&%. Therefore, let us consider a simple Gaussian model. For this model, in the case
of a FIFO multiplexer, Equation 6.22 at page 99 describes the estimated loss that the
multiplexor will experience. In the previous chapter the left hand side of the equation
was considered to be unknown and solved by using the right hand side. If, on the other
hand, we consider the left hand side to be known and 62 to be unknown an exponential
equation is generated that can be solved numerically. The calculated value of &% can
then be used to correct the value used by the algorithm.

To correct the variance consider Equation 6.35 at page 104. Consider that the
equation unknown is the term = = -C—TM and that the right hand side is obtained

by measurements. We rewrite the equation in z as:

log(P) = —z — %log(47r) - %log(w) - log(x%) (7.5)

7
Solving Equation 7.5 in z gives an expression that involves the first branch of the

Lambert’s W function[23]. Although it is a transcendent function with no analytical
form, it can be evaluated numerically. In our work we used the C code generated by

Maple as a solution for the equation.

_ —W[2 -2 log(]P’+1log(41r)+109(‘L)]]

(7.6)

3The hat notation is used, to indicate that the values are estimated
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Figure 7.3: Lambert W Function

To obtain an idea about the range of z we plotted it against a range of values for
loss and for the buffer size, while the utilization p was fixed at 0.9. Figure 7.3 details
the results of this numerical work.

From Equation 7.6 we can readily obtain the corrective value for sigma? as:

2327'3’(1 - p) "2

éa = rr — Opmsm 7.7
? %W[ge-g[zog(n»+;zog(4w)+zog(¢];)]] t (7.7)

Where 62, denotes the measured value of the traffic variance.

This result can be used to cast the admission control problem in a different manner.
All known measurement based admission control systems try to measure the first, and
sometimes second, order moments of the arrival process. Of the two first order moments
(average and variance), the average can be accurately determined on-line. The variance
presents a computational problem for on-line processing, because to be able to calculate

it, it is necessary to maintain some history about the stochastic process from which the
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average has to be determined first. For on-line processes, this is problematic because
it makes the determination process dependent on the data window length. Therefore,
in general, the calculation of the variance of the arrival process suffers from errors.
This can make the loss estimator imprecise, which adds to the modeling errors that are
inherent because of the assumptions that we make regarding it. Since additive measures
have greater accuracies, the admission control process can be made more precise by
using additive measures only. Equation 6.35 contains two such measures: one is the
running average while the other is represented by the loss ratio. Therefore, similar to
the model correction process described above, we can determine the equivalent variance
for a Gaussian model that has the same loss as the one experienced by the multiplexer.

Hence, the variance can be considered as a model tuning parameter. Using all three

values (p, 02, log(P)) we can apply Algorithm 7 for the service admission control.
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Figure 7.4: Real and Estimated Traffic Loss for Stationary Traffic. The traffic mix is
a heterogeneous combination of Ethernet and MPEG2 traces. Link Capacity = 1Gbps,
Buffer Size = 5ms
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Figure 7.5: Real and Estimated Traffic Loss for Stationary Traffic. The traffic mix is

a heterogeneous combination of Ethernet and MPEG?2 traces. Link Capacity = 1Gbps,
Buffer Size = 8ms

Util = 0.94 @ Buffer =2 ms
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Figure 7.6: Real and Estimated Traffic Loss for Non-Stationary Traffic. Link Capacity
= 3Mbps, Buffer Size = 2 ms
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Util = 0.94 @ Buffer=4ms
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Figure 7.8: Real and Estimated Traffic Loss for Non-Stationary Traffic. Link Capacity
= 3Mbps, Buffer Size = 6 ms



7.3 Reactive Model Correction 138

- Observed Loss }:
—— Estimated Loss |-

i, PP EETETITES ERERE T ERRRTRETRS LT

]
LAl
T

log, ioss)

1
N
T

I S SR SR b L AR SR
Y I S S e e b, e ]
" ; ! ; i ; i . ; '. ;

Figure 7.9: Real and Estimated Traffic Loss for Non-Stationary Traffic. Link Capacity
= 3Mbps, Buffer Size = 8 ms



7.4 Experimental Results for the Model Correction Mechanism 139

7.4 Experimental Results for the Model Correction
Mechanism

To check the validity of the model-correction solution we have used the same type of
traffic mixes as the ones presented in the previous chapter. In addition, a non-stationary
traffic trace obtained from NLANR* has been used to see if the solution can handle such
a case.

The experimental setup is a single node that is fed with traffic. The aggregate ingress
traffic is measured and the loss is estimated. After a preset time, to allow the system to
accumulate loss statistics, the model is corrected by calculating the variance corrector.
The model correction has been recalculated every 86400 simulated seconds (i.e. once a
day).

Figures 7.4 to 7.9 show the actual and the estimated loss for a number of the experi-
ments. The results show that the model follows the real loss very closely, demonstrating
its effectiveness.

Two different sets of experiments were conducted. The dynamic models for the
FIFO, PQ and Leaky bucket regulators have been implemented in Matlab. The reason
for this choice has been the availability of filters and control elements that were used in
the simulations of the next chapter. In the first set of experiments the NLANR traffic
trace has been sent through a FIFO multiplexer with link capacity fixed at 3Mpbs.
Several buffer sizes from [1,10] ms were tried. The results for four of the buffer sizes are
displayed in the Figures 7.6 to 7.9. The running average and running variance of the
source has been measured with elements provided in Simulink. The results show that
after the model corrections, the real and estimated losses are very close. Furthermore,
variations in the long term loss are also followed.

The next set of experiments involved the traffic traces that were used for the ver-
ification of the loss estimators in Chapter 6. A trace has been obtained by randomly

adding traffic traces such that the resulting average is 0.94 of the link capacity. The

4The NLANR web site (http://www.nlanr.net) contains many traffic  traces
(http://pma.nlanr.net/Traces/) that were collected from different POPs around the world. Since
most of the trace sizes, when unpacked, surpassed the maximum file sizes that were available on
the machines at our disposal, only a trace from the New-Zeeland to US link has been decoded and
reassembled. This trace contains a weeks worth of traffic in one direction from NZ to US.
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resulting trace has been fed into a multiplexer with link capacity of 1Gbps and buffer
lengths from [1,10] ms. The results for two buffer sizes are displayed below. As in the

non-stationary case, the loss estimator follows the real loss curve closely.

Empirical PDF of the Estimation Error After Correction
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Figure 7.10: Empirical PDF of the difference between the Measured Loss and the Esti-
mated Loss after the first model correction.

The differences between the base 10 logarithm of the measured loss and the base
10 logarithm of the estimated loss are aggregated in the empirical probability density
function of the estimator error after correction. The results, displayed in Figure 7.10
show that the error is very close to zero most of the time. Comparing these results with
the results obtained in Chapter 6 it can be safely concluded that the technique improves

the estimation of the loss probability.

7.5 Summary

The SAC mechanism, together with the topology instantiation mechanisms are used to
proactively control the network. Each part of a service request has to be mapped into a

P-node egress interface. Since our framework maps service segments, a service admission
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control procedure is proposed. The algorithm uses the aggregate traffic estimators that
were introduced in Chapter 5 and 6. The algorithm uses the traffic measurement process
to estimate if a new request can be admitted or not. The computational complexity of
the algorithm is good, being O(n) and hence polynomial in the number of queues.

As the simulations in Chapter 6 revealed the value of the loss predicted by the
estimator can differ from the real loss by several orders of magnitude. Therefore, in
order to achieve good results with such a system it is necessary to correct the estimator
with information inferred from the actual loss of the system. It is shown in this chapter
that this model correction can be extremely effective. Simulations with both stationary
and non-stationary traffic show that after correcting the estimator its value follows the

observed loss very closely.



Chapter 8

Dynamic Service Control

The main purpose of the service control architecture is to maximize the operating profit,
subject to the QoS constraints. It is noted that when the network is heavily loaded,
small changes in the user traffic can affect the QoS targets. In networks with high rates
of service setups and tear-downs such a problem can be easily remedied by dropping
some of the calls, or by not accepting any more calls until the situation is corrected
through the natural dropping of some of the existing flows, with no overall effect on
the provider revenue. In a network that carries VPN services neither of these strategies
work. Completely dropping one of the services can have large economic consequences for
the provider. Furthermore, since each of the VPN services is composed of traffic from
many users, and hence it is an aggregate, the event can correct itself through a natural
traffic decrease in the customer aggregate. On the other hand, there is a possibility that

the problem worsens. To manage this behavior we propose an active control system for

the VPN based networks.

8.1 Dynamic QoS Control for Instantiated Services

The reactive control system follows the block diagram presented in Figure 8.1. In our
model only the P-node egress interfaces have to be monitored for the control system to
operate properly. Each of the links in the provider network has a number of controllers
equal to the queues that are attached to it. Therefore for a graph with ||E|| links and
||O|| classes of service there are at most || E||||O|| controllers. The fact that the maximum

number of controllers is a product of two numbers deserves some consideration. It has
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Figure 8.1: Reactive Control of QoS Assurances

to be noted that the maximum number of COS that are defined in most network is
less than four. The main reason is that the traffic requirements of applications can be
classified in a small number of classes of service. Hence, the values attained by ||O|| are,
in practice, very low. Although the number of controllers might look like a deterrent
because of the simplicity of the control systems, this architecture is scalable to large
number of links.

Each COS is served separately. Hence, the classes are controlled independently and
as such the exposition can proceed by describing the FIFO case only. Each of the service
instances has a number of flows that are routed through the provider nodes. We will
consider that each such flow has a unique identifier which is a natural number and
that all the flows that are instantiated use consecutive numbers starting at 1. Let us
consider that there are s such flows set up in the network. A similar notation is used for
the links, each link having a natural number identified between [1, | E||]. The reactive
control system has access to the service instantiation information and as such to the
flow setup information. Therefore, the system can build a traffic matrix M, with the

property that m;; = 1 if the service component j passes through link s.
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From the traffic matrix, for each link ¢ of the provider network, the set of CE nodes

that sends traffic to that link is defined as:
S,' = {j l my; = 1Vj c [1,8]}

The sets s; represent the collections of CE nodes on which a given controller has to
act. The sets S; are not, in general, pair disjoint. Therefore, it is possible for two or
more controllers to try to act on the same CE node simultaneously.

A situation like this is shown in Figure 8.2. This problem is solved by using a rec-
onciling logic that takes all the actuation signals generated by the individual controllers

and merges them into one value.
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8.2 Controller System Design

The first thing to notice when designing the control element is that the controlled
process is a non-linear system. Considering the input-state-output description given by
Equations 5.1 , 5.2 and 5.4 at page 64. The problem is compounded by the control

system lag. The lag between the observed event and the actuation has several reasons:

e measurement delays. Interface statistics are updated by the NE at time intervals
that are chosen by the manufacturer. It is therefore reasonable to assume that the

statistics are always read with a delay 4.

e processing delays. The information obtained from the NEs has to be processed in

a format usable by the NEs. This delay is denoted by 4.

e actuation delays. Each NE has an actuation delay that depends on the NE hard-
ware. In practice, this delay can be quite substantial and limits the actuation rate

that can be achieved by the control system. (denoted by 4,

e propagation delays. The temporal distance between the CE source and the mea-

sured node is called the propagation delay of the CE source and is denoted by
da

The total control delay is therefore § = 6, + 0, + 0, + d4. The larger this value is
the higher the probability of a large amount of traffic being injected in the network,
which is not accounted for by the next control action. All the works that treat con-
gestion control from a control theoretic perspective [3, 8] use the buffer length as their
congestion indication mechanism. The resulting plant has fast dynamics and as such,
the applicability of such schemes is doubtful, due to the delays incurred.

In our work we consider the control signal to be the loss ratio, which we compare
with a preset target (see Figure 8.1). This signal has slow dynamics, for which an
approximation can be obtained from the input-state-output equations.

The plant is connected to a modified PID controller. The classical PID controller

[43] is a three term system which has the following z-transform expression:
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The introduction of non-linear elements in the plant dynamics leads to changes to
the control system. Due to the slow output signal dynamics, the derivative component
of the controller can be set to zero. Furthermore, since we are interested in maintaining
inequalities with the target signal, rather than equality, it is important that the inte-
grator output is limited. Hence, a modified integrator is used, which has this property.
Unfortunately, introducing such an element complicates the design of the K, and K;
values. To overcome this, we proceed by considering the PID regulator, as described by
Equation 8.1 and then use the modified I integrator in the implementation that is used
to obtain the experimental results.

For the FIFO case, after making Equations 5.1 and 5.2 linear and after applying the
z-transform to the plant-controller system we obtain the following expression for the

ratio between the measured loss L(z) and the target loss Lo(2):
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L(z) _ S|K,(1 - 27Y) + K;
Lo(z) (=213 +8(K,(1—27Y) + Kp) (8.2)

Equation 8.2 has two parameters that have to be calculated: K, and K;. They can

be obtained by the well-known root-locus method [43]. There exist an infinite number
of solutions that satisfy Equation 8.2 as Figure 8.3 shows for a 6 = 10. Choosing a
proper double depends on the behavior that is desired for the system.

Another design variable for the control system is given by the minimum amount of
traffic that a source can be allowed to send in the system. Here several policies can be
applied. The simplest, from the control system standpoint is the proportional policy.
In this case, let us define by 7ms,; the minimum sending rate of a source, by c; the
capacity of the P-node I through which the CE node j sends traffic, c.. the capacity of
the link between the CF and PE, and by n; the cardinality of the set Sy defined in the

previous section. With this notation, we can write that:

Fring = Min{—m——) Vi st.my=1 (8.3)

There are other possible policies, such as profit maximization, which were not con-
sidered due to their computational complexity. All our experiments were carried out

using the proportional reduction policy.

8.3 Experimental Results

Two different topologies have been used to validate the control system presented in
the previous section. First, we considered a single node in isolation. Second, a more

complex architecture, with two P-nodes has been considered.

8.3.1 Single Node Case

To check the behavior of the control system in the single node case the topology pre-
sented in Figure 8.4 has been realized. The egress link capacity of the controlled node
has been chosen based on the traffic trace that has been inserted in the node. Similarly,

the system has been checked for different egress buffer sizes.
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Figure 8.4: Single Controller Example

L 1K | Ki|
1]0.2 | 0.0004
2(04] 004

Table 8.1: K, and K; values for the single node experiments

The control is done by actuation of leaky bucket controllers at the PE nodes. Each of
the CE nodes injects non-elastic traffic based on the traces used in the previous chapters.
A value for the QoS loss target is chosen and the controller has to throttle the traffic to
ensure that the target is not breached. Only the proportional source rate reduction has
been implemented and tested.

The results obtained for several simulations are shown in Figures 8.5 to 8.11.

We have chosen two sets of parameters for K, and K, as detailed by Table 8.3.1 to
see how the system behavior varies. The value for § has been fixed at 10s. The link
propagation delays are fixed to 20ms. All link capacities is 1Gbps, all buffer sizes are
4ms and the traffic is a mixture of Ethernet and MPEG?2 traffic.

The first set of values from Table 8.3.1 corresponds to the Observed Loss 01 in the
Figures 8.5 to 8.8 while the second set of value corresponds to Observed Loss 02. The
differences in system dynamics are evident from the plotted curves. Again, it must
be stressed that although optimal criterions like the minimization of the square error
can create an order relation between these processes, practical considerations (ie. the

number of device actuations) reverse the choice.



8.3 Experimental Results 149

R R ERE R e e Y

: : : : : — QObserved Loss 01 |:

-------- Target Loss :

: : : : . -~ Qbserved Loss 02 |:
B2 ............ ............ ............ [ R T

\

36|l

fog y O(Loss)
b
-

2
Time (seconds)

Figure 8.5: Measured Loss versus Target Loss at the Controlled Interface. Target Loss
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The analysis of the empirical probability density functions show that in both cases
the control system keeps the actual loss close to the target loss. Both the EPDF and
the ECDF show that there is a control error but that the expectation of the error is

very close to zero.
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Figure 8.13: Concurrent Controller Example

8.3.2 Multiple Node Case

A more complex case, which involves concurrent CE traffic actuation, is presented in
Figure 8.13. The topology contains P-nodes, in a feed-forward connection, with all the
traffic from the CE nodes going to a sink node.

Similar to the single controlled node, a proportional reduction policy has been used
for the simulations. Data from several runs, at different loss targets, and different buffer
sizes have been collected and are shown in Figures 8.14 to 8.16.

The reconciling logic is implemented as a min(rq, r + min{Ary)), where r, denote
the minimum rate that the source is allowed to send data, r is the current rate at which
it sends data and AriVk represents the difference in actuation that is required during
the current time step. This choice has the advantage that it has good computational

complexity. In addition the choice is justified by the following argument: consider
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that two nodes are sending actuation signals to a CE node akin to the case shown in
Figure 8.13. If one of the nodes wants to increase the traffic from the CE node while
the other wants to decrease it, then regardless of the current value of the source, the
control action should be to decrease the current source rate. Hence, the min(Ary) term
in the above expression.

The simulations were run using the following parameters:
o K, =0.02

e K;=0.0004

e delta = 120 s

As in the single controller case, all links utilized for the tests have a capacity of
1Gbps, buffers were fixed at 4ms each and the traffic trace was been obtained by mixing
MPEG2 traffic with Ethernet traffic.

A major difference with the previous case, apart from the topology change, is that
a very long delay (120s) has been chosen, to compensate for the time that is needed by
the control system to change the parameters on the NEs.

Figure 8.14 shows the difference between the measured loss and the target loss at the
Py, node, while Figure 8.15 shows the same values for the P, node. To be able to draw
some statistical conclusions, all of the error values are brought together in the empirical
probability density function of Figure 8.16 and the empirical cumulative distribution
function of Figure 8.17. The curves show that the control system is able to maintain
the target loss very well as the expectation of the error is 0.0336 while the variance is
0.0193. Therefore, even with the very large total delay, of 2 mins, the system performed
very well.

Simulations, with smaller values for 4, provide similar results. However, it remains
an open question as to what is a practical range for the actuation updates on available
NEs. This question warrants a statistical study in itself and it is crucial to practical

implementation of the system.
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8.4 Summary

This chapter presents the dynamic control system that maintains preset COS targets
after service instantiation.

The system is based on concurrent control that actuates the traffic that is allowed in
the network by the CE. There are two uses for this system: as a reactive control system
when the network is heavily loaded or as a controller for the MO resizing mechanisms.

Each controller is an instance of a PI controller that is designed using the root-locus
method from the description of the multiplexers. Based on the values that are chosen
for the K; and K, constants the control system can be tuned to different behaviors as
the previous section shows. However, regardless of the chosen mode of operation the

method is effective in maintaining the network operation within a prescribed loss range.



Chapter 9

Concluding Remarks

This dissertation proposes a service control framework that uses on out-of-the-box ar-
chitecture. There are a number of reasons why an OTB architecture is more suitable
for service control. For example, such a model has the inherent advantage of better
knowledge than any I'TB controller. In the OTB case, the controller can make near op-
timal decisions, with respect to the network state, about the service setup based on the
information known up to that point in time. The proposed architecture integrates two
control mechanisms that complement each other: a proactive control approach, which
takes place when a new service is instantiated in the network and a reactive control
system that strives to maintain the loss targets that are assigned to each COS.

In this dissertation, we consider packet-switched networks that support several COS.
Each VPN service instance is considered to follow the pipe model. Therefore for each
service instance, between each pair of CE points that is instantiated, the service has an
amount of reserved bandwidth for a subset of the COS offered by the network. At the
center of the proactive control system lays a topology instantiation module together with
the service admission control. To maximize the network utilization our SAC utilizes a
measurement based service admission system. Each P-node egress interface is under the
monitoring of a measurement agent that feeds data to the SAC module.

The SAC is based on the Large Deviations Theory results derived in Chapter 5. In
the chapter we obtain loss approximations for aggregated traffic that is fed to a finite
buffer multiplexer. The tightness of the results is checked against trace based simulations
in Chapter 6. Large deviations based results can be estimated in two ways: by direct

estimation of the moment generation function or by adopting a model and estimating
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the model parameters. The chosen model is the Gaussian Noise Model (GNM). The
simulation results presented in Chapter 6 show, that the model based aggregate traffic
approximation is the better performing estimator. Hence, this estimator is subsequently
used as the basis for the service admission control in Chapter 7.

To make the admission process more precise a new model correction is proposed. The
model correction starts from the simple observation that in the loss estimation equation,
the variance of the traffic can be considered to be unknown and hence obtained from
the estimator equation, if we know the loss. Hence, by measuring the loss we can
correct the traffic model that is assumed by the system. The correction mechanism, as
demonstrated by simulations, is very effective in correcting the estimation errors that
were observed in Chapter 6.

Similar estimators have been proposed in the past. Our work is novel in two impor-

tant ways:

e The work presented in this dissertation uses aggregate traffic estimators with finite
buffers, rather than individual flow estimators. This use of estimation is important
for our framework as we monitor only the egress interfaces on the core nodes of

the network.

e It compares the performance of model and modeless estimators and shows that
under the right conditions, the model based estimator is a better choice, from both

computational complexity standpoint and from an estimator error standpoint.

The work presented in Chapter 6 also contains several important conclusions for
both network planning and service control. It is shown through simulations for links
with large number of multiplexed sources, that the amount of buffer that is necessary to
attain a given loss for fixed link utilization decreases with the increase of the link speed.
The main practical implication of this conclusion is as follows. Consider the problem
of planning a new network. Given two points in the network, n; and ny the capacity
that is needed for the predicted traffic is ¢. In this case the best solution, from a delay
perspective, is to use the largest available line card, with capacity ¢, and therefore
install a number of cards equal to Z. Furthermore, if the network is planned using a

cost optimization process, it is possible to introduce the advantage of lower delays as
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a profit enhancer, and hence mitigate the higher costs for the interfaces with greater
rates.
The final part of the dissertation presents the reactive control system. The reactive

control system takes to types of actions:

e moves parts of services within the provider network, if there is spare network

capacity.

e actuates the network bound traffic at the PE nodes when the network is heavily

loaded or when a MO resizing policy is used.

Of the two types of control actions, only the last method is treated in the dissertation.
In our solution, a number of controllers equal to the product of the number of provider
network links multiplied with the number of interface queues, work concurrently at
actuating the CE traffic. The actuation signals that are generated by each controller are
reconciled and the CE traffic is throttled. The control system presented in Chapter 8 uses
the long term loss as a target signal. Precisely designing a control system for network
systems is made more challenging by the fact that most of the dynamical systems that
are found in networks are non-linear. This problem can be circumvented, to some degree,
by linearizing the input-state-output equations that describe the scheduling systems. By
doing this, parameters for the control system can be obtained and the system can be
controlled.

The validation of the reactive control architecture shows that the system is effective
in maintaining prescribed loss targets. However, for any control system there are many
parameter possibilities that in turn affect the type of error curve (difference between
the measured loss and the target loss) that is observed. This curve can have a small
amplitude, but have a difference function that varies rapidly between the positive and
negative part of the y axes, or it can have larger amplitudes with smaller difference
variations. The type of error curve directly affects the number of actuation commands.
Having a large actuation frequency is undesirable, and, therefore, some parameter tuning
is required in order to find the right balance between making the sum of the squared

error as small as possible and having a small number of actuation commands.
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The work presented in this dissertation can be expanded in several directions. The
most promising direction of research would be to examine the reactive control system
presented in Chapter 8 by considering the non-linearity of the scheduling elements in
the design of the control system. In addition, the stability and controllability of the
system can be studied.

A different, but related research direction can be undertaken by exploring the effects
of the service setups and service tear-downs on the control system. It is important to

check if the control system itself is stable under these load changes.



Appendix A

Analysis of High Resolution
MPEG2 Streams

This chapter details the statistical characteristics of the MPEG?2 traffic traces that were
used in this work. The traces were obtained from MPEG2 encoded Region 1 (NTSC)
DVD Movies with a resolution of 720 x 480 bits per frame, at 30 frames per second.
These traces present interest because of the relatively high resolution, which is about
four times the one of the available MPEG1 [86] and MPEG4 [40] movies, and because
of the move towards higher quality TV imaging.

A.1 First and Second Order Properties

As link capacities increase, it becomes feasible to transmit higher resolution video
streams on data networks. It is then important to understand the behavior of such
sources. Since there is already a large body of digital video material at high MPEG2
resolutions available on DVD, and since there is web available software for streaming
DVD movies across IP networks it was natural to ask what are the statistical properties
of such sources. To study the question a number of movies have been decoded and the
lengths of each of the frames recorded. The decoded sequence has then been deleted
and a time series composed of the frame lengths obtained.

The set of numbers thus obtained can be viewed as the realization of a stochastic
process. As such the first and second order characteristics can be studied.

The minimum, mean and maximum frame length statistics are available in Table

A.1. These values are calculated as follows:
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e The sequence length is calculated by multiplying the number of frames in each

movie with the inter-frame time which is % of a second.
¢ The minimum frame length is found through simple search in the sequence:

i‘mz’n = mm(ik : 0 S k S n), (Al)

¢ The maximum frame length is defined in a similar fashion with the previous char-
acteristic:

Fmaz = maz(Z, : 0 < k< n) (A.2)

e The arithmetic sample mean X is calculated as the arithmetic mean of the frame

sizes across a sequence:

n+1

5= — > (A.3)
k=0

e The peak per mean ratio gives a rough idea about the burstiness of the sequence.
It is calculated as:

ptm = ﬁ"{'—“—” (A4)
Z
The items presents in Table A.1 are defined to be the following:

o The standard deviation of the sequence is calculated with the formula:
~ 1 ~ _\2y 1
o= (=) (8 — 7)) (A.5)
k=1
e The Coefficient of variation is simply the ratio between the standard deviation
and the sample mean:

§= (A.6)

a1 Q

e The mean and the maximum rates are obtained by multiplying the mean and
maximum frame sizes with 240 ( 8 bits per byte and 30 frames per second) and

by scaling the results to Mbps.
Each of the figures from Figure A.1 to Figure A.4 depicts the following information:

e The first subfigure draws the normal probability plot. This helps identify how close
both the frame lengths and the GOP frames are to the Gaussian distribution.
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o The autocorrelation function for both the frames and the GOP. This function is

calculated as:

N—-k—1
R(k) = o kS‘m Jz; ) —E)&(j + k) —%),Vke [0.N—-1] (A7)

The estimator is unbiased as it can be easily seen:

BIR(R) = B N::(X(J) — X)X +8) - X))
S SwIE[N::(X(J) - X)X(G+ k) - D)
T _lk)sz N:o_ IE[(X(J) ~HTER -
_ Hsixm[(x(]) — X)X +k) - X)]

The high spikes in the autocorrelation function of the frames correspond to the I
frames that are a lot larger then the P and the B frames. The autocorrelation of

the GOP is "smoother” as the jump in sequential sizes of pictures is a lot smaller.
e The distributions of the frame lengths and the GOP lengths.

A couple of comments regarding Table A.l are required. First, it is interesting to
note that both the average and the peak rates of the traces are large. Although the
resolution is only about 4 times greater than that of the MPEG1 traces presented in [86]
and the MPEG4 traces from [40], the average rates are at least 10 times larger. Because
of this, the number of sources that can be multiplexed on a given link decreases by the
same factor. Since the statistical properties of the traflic mix depends heavily on the
number of multiplexes sources, it is of interest to see if the behavior of the MPEG2 mix

is similar to that of the MPEG1 mixes.
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{ Trace Name

| SeqLength [ MinF(KB) | MaxF(KB) | MeanF(KB) | Max/Mean

Annie Hall 01h:14m:25s 0.360 138.908 29.396 4.73
Austin Powers 1 01h:11m:48s 2.240 94.272 20.706 4.55
Austin Powers 11 01h:15m:59s 0.512 94.016 24.766 3.80
Big Lebowski 01h:33m:30s 0.360 132.120 20.054 6.59
The Big Blue 02h:14m:49s 0.270 118.660 23.993 4.95
Blade Runner 00h:50m:48s 0.360 120.304 24.576 4.90
Bugs Life 01h:15m:51s 0.360 175.896 28.134 6.25
Carlitos Way 01h:55m:08s 0.360 98.712 33.908 2.91
The English Patient | 01h:08m:50s 0.512 119.488 30.079 3.97
Final Fantasy 01h:03m:58s 0.270 146.142 20.507 7.13
Happy Texas 01h:18m:44s 0.270 151.214 29.725 5.09
Heat 02h:16m:18s 0.360 132.196 25.043 5.28
A Life Less Ordinary | 01h:22m:55s 0.360 110.108 24.649 4.47
Lock Stock 01h:25m:40s 0.360 120.720 23.031 5.24
Manhattan 01h:16m:53s 0.270 140.914 26.744 5.27
About Mary 01h:35m:10s 0.360 157.964 36.800 4.29
Matrix 01h:48m:59s 0.360 133.240 24.409 5.46
Nurse Betty 01h:27m:55s 0.512 92.416 26.106 3.54
OBrother Where Are | 01h:26m:01s 0.272 129.824 25.069 5.18
Out of Sight 01h:38m:11s 0.960 133.696 35.344 3.78
Point Break 01h:37m:34s 0.360 155.668 34.865 4.46
Red October 01h:48m:06s 0.512 97.024 31.389 3.09
Run Lola Run 01h:04m:04s 0.270 143.962 22.443 6.41
Shakespeare in Love | 00h:44m:37s 0.360 162.100 29.981 5.41
Shrek 01h:12m:06s 0.270 148.521 36.721 4.04
Snatch 01h:22m:07s 0.270 140.802 19.715 7.14
South Park 01h:04m:56s 0.360 206.392 26.421 7.81
Space Balls 01h:16m:51s 0.512 93.568 22.780 4.11
Strange Days 01h:56m:03s 0.360 121.136 31.858 3.80
Starship Troopers 01h:41m:08s 0.270 140.308 18.104 7.75
The Abyss 02h:16m:44s 0.360 116.644 21.869 5.33
Three Kings 01h:31m:47s 0.360 109.588 27.541 3.98
Total Recall 01h:30m:25s 0.360 117.172 23.344 5.02
A Fish Called Wanda | 01h:26m:35s 0.512 123.985 24.498 5.06

Table A.1: Trace Frame Statistics
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| Trace Name [ SampleStdDev | Coeff [ MaxRate(Mbps) | MeanRate(Mbps) |
Annie Hall 19569.25 0.665711 33.338 7.055
Austin Powers 1 12043.76 0.581656 22.625 4.969
Austin Powers 11 12420.87 0.501529 22.564 5.944
Big Lebowski 15878.24 0.791774 31.709 4.813
The Big Blue 16048.48 0.668882 28.478 5.758
Blade Runner 13694.44 0.557228 28.873 5.898
Bugs Life 19663.25 0.698914 42.215 6.752
Carlitos Way 10193.15 0.300612 23.691 8.138
The English Patient | 14702.68 0.488802 28.677 7.219
Final Fantasy 16132.47 0.786681 35.074 4.922
Happy Texas 23341.44 0.785246 36.291 7.134
Heat 12586.81 0.502608 31.727 6.010
A Life Less Ordinary | 23939.08 0.971199 26.426 5.916
Lock Stock 9843.65 0.427409 28.973 5.527
Manhattan 16081.98 0.601330 33.819 6.419
About Mary 27130.01 0.737228 37.911 8.832
Matrix 12935.78 0.529959 31.978 5.858
Nurse Betty 10633.64 0.407326 22.180 6.265
OBrother Where Are | 24643.20 0.983015 31.158 6.017
Out of Sight 19089.74 0.540113 32.087 8.483
Point Break 19288.05 0.553221 37.360 8.368
Red October 12633.72 0.402489 23.286 7.533
Run Lola Run 14388.03 0.641092 34.551 5.386
Shakespeare in Love | 20784.95 0.693271 38.904 7.195
Shrek 32392.84 0.882134 35.645 8.813
Snatch 14086.11 0.714487 33.792 4.732
South Park 30575.14 1.157229 49.534 6.341
Space Balls 10886.85 0.477913 22.456 5.467
Strange Days 14266.93 0.447829 29.073 7.646
Starship Troopers 12645.86 0.698512 33.674 4.345
The Abyss 11949.46 0.546411 27.995 5.249
Three Kings 11615.44 0.421751 26.301 6.610
Total Recall 11070.65 0.474240 28.121 5.603
A Fish Called Wanda | 13662.86 0.557713 29.756 5.880

Table A.2: Trace Frame Rates
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Figure A.1: Frame and GOP statistics for The Big Lebowski
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Figure A.2: Frame and GOP statistics for Blade Runner
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Figure A.3: Frame and GOP statistics for Matrix
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A.2 Deterministic Smoothing of MPEG2 Traces

MPEG?2 traffic can be smoothed by using a receive side buffer. To determine the amount
of bandwidth that must to be allocated for a specific receiver buffer we consider that
the playback process is known and it is represented by the MPEG2 data stream. This
problem can be modeled as a reverse deterministic bandwidth allocation problem and
can be solved in this framework. The deterministic effective bandwidth is defined to be
the minimum egress capacity that has to be allocated to the traffic stream such that the
maximum delay does not surpass a given value D,,,;. The amount of data W (t) served
by a server with egress capacity e, is W (t) < e,(t—T') where T denotes the latency of the
server. In probabilistic terms, this is equivalent with saying that P(Q > ¢ X Dyaz) = 0.

Here the deterministic bandwidth is the amount of bandwidth that has to be allocated
between the sender and receiver, while the amount of buffer space represents the receiver
side buffering.

The solution for this problem is given in two main steps:

e calculating the concave hull of the arrival curve. This is done by obtaining first
the minimal arrival curve and then by applying one of the convex hull algorithms
for the minimal arrival curve together with the time axes. Note that the concavity

of the arrival curve is considered versus the y axis.

e Calculate the deterministic effective bandwidth for the arrival hull. The way to
solve this is by finding the incline of the curve that is tangential to the arrival
curve, given a specific amount of delay, which is represented by the intersection of

the time axes by the effective bandwidth bound process.

In general, e, = p then D = (;7” while if e, = r then D = %ﬂ Given D we obtain e,

to be:
r : D>&
.
=4 p : DL b;"
Pty . gtherwise
(br—bp)+D(p-1) -~

Equation A.2 provides the lossless effective bandwidth (LEB) formula.
Figure A.5 show that for the frame determination the curves have three distinct

regions. When choosing the optimal operating point on the curve the amount of buffer
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| Trace Name I Min(KB) | Max(KB) | Mean(KB) | Max/Mean |
Annie Hall 11.424 552.152 352.759 1.57
Austin Powers I 67.843 548.609 248.479 2.21
Austin Powers II 36.352 622.848 297.208 2.10
Big Lebowski 11.948 543.708 240.661 2.26
The Big Blue 10.260 648.858 287.917 2.25
Blade Runner 12.140 578.772 294.913 1.96
Bugs Life 11.250 675.928 337.604 2.00
Carlitos Way 20.240 620.480 406.904 1.52
The English Patient 16.576 503.168 360.950 1.39
Final Fantasy 10.260 632.110 246.078 2.57
Happy Texas 16.958 640.098 356.717 1.79
Heat 11.160 563.248 300.532 1.87
A Life Less Ordinary 11.520 502.512 295.808 1.70
Lock Stock 11.460 647.316 276.374 2.34
Manhattan 10.261 608.349 320.931 1.90
About Mary 4.580 603.508 441.605 1.37
Matrix 11.160 555.172 292.922 1.90
Nurse Betty 36.352 563.329 313.271 1.80
OBrother Where Are 92.416 611.992 300.832 2.03
Out of Sight 20.224 575.232 424.127 1.36
Point Break 12.000 601.132 418.385 1.44
Red October 36.352 598.657 376.674 1.59
Run Lola Run 10.260 601.627 269.326 2.23
Shakespeare in Love 11.404 627.888 359.777 1.75
Shrek 3.240 625.256 440.659 1.42
Snatch 10.260 584.550 236.587 247
South Park 11.404 687.376 317.070 2.17
Space Balls 42.306 595.648 273.363 2.18
Strange Days 18.480 560.012 382.304 1.46
Starship Troopers 10.440 635.672 217.247 2.93
The Abyss 11.520 540.820 262.439 2.06
Three Kings 11.160 564.696 330.495 1.71
Total Recall 12.140 569.424 280.127 2.03
A Fish Called Wanda 16.576 499.649 293.970 1.70

Table A.3: Trace Group of Pictures (GOP) Statistics
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| Trace Name | Mean Rate(Mbps) | Max Rate(Mbps) |
Annie Hall 7.055 11.04
Austin Powers I 4.970 10.97
Austin Powers II 5.944 12.46
Big Lebowski 4.813 10.87
The Big Blue 5.758 12.98
Blade Runner 5.898 11.58
Bugs Life 6.752 13.52
Carlitos Way 8.138 12.41
The English Patient 7.219 10.06
Final Fantasy 4.922 12.64
Happy Texas 7.134 12.80
Heat 6.011 11.26
A Life Less Ordinary 5.916 10.05
Lock Stock 5.627 12.95
Manhattan 6.419 12.17
About Mary 8.832 12.07
Matrix 5.858 11.10
Nurse Betty 6.265 11.27
OBrother Where Are 6.017 12.24
Out of Sight 8.483 11.50
Point Break 8.368 12.02
Red October 7.533 11.97
Run Lola Run 5.387 12.03
Shakespeare in Love 7.196 12.56
Shrek 8.813 12.51
Snatch 4.732 11.69
South Park 6.341 13.75
Space Balls 5.467 11.91
Strange Days 7.646 11.20
Starship Troopers 4.345 12.71
The Abyss 5.249 10.82
Three Kings 6.610 11.29
Total Recall 5.603 11.39
A Fish Called Wanda 5.879 9.99

Table A.4: Trace GOP Rate Statistics
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| Trace Name [ Min(KB) | Max(MB) | Min(KB)(G) | Max(MB)(G) |
Annie Hall 1.500 30.136 1.500 60.770
Austin Powers 1.500 89.897 1.500 90.906
Big Lebowski 1.500 37.265 1.500 46.906
The Big Blue 1.500 113.725 1.500 271.365
Blade Runner 1.500 24.530 1.500 35.745
Carlitos Way 1.500 43.137 1.500 62.580
The English Patient 1.500 33.892 1.500 47.527
Final Fantasy 1.500 37.455 1.500 50.295
Happy Texas 1.500 76.784 1.500 116.753
Heat 1.500 79.953 1.500 132.821
A Life Less Ordinary 1.500 22.236 1.500 71.946
Lock Stock 1.500 31.192 1.500 32.372
Manhattan 1.500 68.372 1.500 250.535
Nurse Betty 1.500 41.622 1.500 141.388
OBrother Where Are 1.500 49.241 1.500 65.488
Out of Sight 1.500 63.071 1.500 464.783
Point Break 1.500 27.232 1.500 47.156
Run Lola Run 1.500 64.701 1.500 109.474
Shrek 1.500 43.588 1.500 285.430
Snatch 1.500 40.090 1.500 69.967
Strange Days 1.500 27.910 1.500 46.517
Starship Troopers 1.500 47.039 1.500 110.832
Three Kings 1.500 53.968 1.500 138.889
Total Recall 1.500 57.387 1.500 103.162

Table A.5: Deterministic Effective Bandwidth Buffer Ranges
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Figure A.5: Deterministic Effective Bandwidth for Austin Powers II

space has to be considered together with the amount of bandwidth that each trace

consumes. Hence, the problem to optimize becomes:

minimize  f(bpew) + 9(Cnew)
s.t. U, + Cpew < C
where U, denotes the existing committed capacity
while C denotes the capacity of the class
Up + bpew < B
where U, denotes the existing committed buffer space

while B denotes the total buffer space allocated to the class

The functions f and g determine the importance of the bandwidth and the buffer in
some monetary form: they represent the utility functions for these two variables. Utility

functions are in general non-linear.
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Table A.2 summarizes the extreme points on the deterministic bandwidth graphs.
The analysis of the table reveals that the amount of buffering that is necessary in order
to send at the average frame rate is rather large, in the range of 10 to 100 MB. Since
this is receiver side buffering it can be easily allocated.

The amount of initial playback delay is also of importance when considering play-
back. For a given buffer size B that is filled at speed c this delay can be easily calculated
tobed= % The buffer fill up speed can be different from the rate that is allocated for
the bulk of the trace. Considering an upper bound for d, which can be chosen based on

the tolerance to wait of the average user, the maximum buffer space in the receiver is

limited by the maximum transfer speed of the initial load.

A.3 Statistical Multiplexing Gains for MPEG?2 Traf-
fic

It this section we consider the effects of statistically multiplexing some of the traces
described in this Chapter. Low resolution MPEG traces have been used in simulation
of traffic for some time now (see for example [65, 94] and some of the references within).
These studies prove that although it was not their main topic of research, the widely
held perception that the statistical gain generated by multiplexing MPEG1 sources is
large, is true. The question that we would like to answer in this section is how big the
statistical multiplexing gain is for MPEG2 traces. The measure that we use for this is
the peak-to-mean ratio. From this, the statistical multiplexing gain can be calculated
as the ratio of the peak-to-mean measures for two different traffic mixes.

Figure A.6 shows the results of this investigation of two of the traffic traces chosen
at random. It can be seen that as the number of sources increases that P2M ratio
decreases. Nevertheless, the decrease is not towards 1, as expected, but to a slightly
larger value.

The experiments were repeated for different start times for the sequences. It can be
seen that if the start times are in a small interval, the P2M ratio does not decrease as
much as if the start times are uniformly dispersed over a longer interval. Nevertheless,

the multiplexing gain is significant in this case too.
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Figure A.6: Peak-to-Mean Ratio for 2 of the MPEG2 sequences

The benefits of the statistical multiplexing gain on the network are substantial. The
small peak to mean ratio means that the network can work at a high utilization level.
Considering that the NE buffer space is kept to a minimum in order to decrease the

1

delays, and that ¢ = p,, the utilization becomes p = Zam- Furthermore, this also means

that the benefit from smoothing is limited.

A.4 Modeling of MPEG?2 traffic

The plots of the autocorrelation function of any for the traces (see Figure A.1, for
example) reveal that the function has some periodicity.

This type of autocorrelation function appears in all MPEG streams that have been
encoded with a deterministic encoding pattern and is valid for the MPEG1 streams such
as Star Wars [86]. The period of the pattern can be obtained from the autocorrelation
function by counting the distance between spikes. This determination is automated by

Algorithm 8.
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Algorithm 8 Period Detection (Input: MPEG2 stream z)
1: compute r;(k) the autocorrelation function for
2: sort the values in 7,(k) in descending order by key r,(k) while maintaining the

original index of the entries index of a(j) + index(sort(r;(k))(j)
3: p=a(l) — a(0)

Applying Algorithm 8 to the Star Wars sequence, which it is known to have been
encoded with an IBBPBBPBBPBB [86] frame pattern, reveals that the sequence has a
periodicity of 12.

Splitting the sequence into 12 subsequences and plotting the empirical cumulative
distribution functions (ECDF) for all of them shows that the Levy distance between
the P substreams is very small. The same observation can be made about the P and
I frame substreams. Since the averages of the three substream types are different, this
implies that the sequence is not stationary in either a strict or wide sense.

Applying Algorithm 8 to the MPEG2 streams of this chapter shows that all have
been encoded with 12 intermediate frames between the I frames.

The ECDFs of the MPEG2 streams are qualitatively different from the ECDF of
the Star Wars sequence. While the latter, as represented by Figure A.7, has three
distinct ECDF curves, each one corresponding to each of the frame types, there is no
such separation for any of the MPEG2 sequences. On the Star Wars sequence, the
Kolmogorov-Smirnoff test shows that all the B-frame sequences have closely related
empirical distributions. The same is valid for the P-frame subsequences®.

The difference can be explained by the method of encoding. While the MPEG1
sequence has been encoded as one contiguous unit, from start to finish, DVD movies
are usually collated from scenes, to allow indexed jumps. As scenes do not always finish
at GOP intervals, and since a new scene has to start with an I frame, DVD MPEG2
sequences have a quantitatively different structure than the MPEG1 sequence described
above. Although the autocorrelation function shows that all of MPEG2 sequences have
some statistical regularity, it is of a different nature than the one that is experienced in

the MPEG1 sequences. Therefore, to obtain a model that closely resembles this type of

IThe KS test has run on all combinations of substreams. If the null hypothesis is false, a black
square is displayed in the results matrix, while if the null hypothesis might be true then white square
is displayed.
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Empirical CDF Measures for: Star Wars Kolmogorov-Smimoff Test
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Figure A.7: Empirical CDF Functions for the Star Wars Sequence. All 12 subsequences
are displayed, however due to the closeness of the distributions for each class of frames
only three curves are visible
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Figure A.8: Empirical CDF Functions for Annie Hall. The stream has been divided
into 12 sub-streams and the empirical CDF of each is displayed. The right hand side
figure displays the results of the Kolmogorov-Smirnoff test for pairs of the sub-streams.
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Figure A.9: Empirical CDF Functions for A Fish Called Wanda. The stream has been
divided into 12 sub-streams and the empirical CDF of each is displayed. The right
hand side figure displays the results of the Kolmogorov-Smirnoff test for pairs of the
sub-streams.
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sequences, a periodic model (for example a periodic Markov chain) has to be composed

with statistical models for each of the sub-streams.
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