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ABSTRACT

A Verilog HDL digital circuit fault simulator to detect permanent stuck-at logic faults for
embedded cores-based synchronous sequential circuits is proposed in this thesis. The fault
simulator can emulate a typical built-in self-testing (BIST) environment that utilizes a test
pattern generator that sends its outputs to a module under test (MUT), with the resuiting
output from the MUT being fed into a test data analyzer. A fault is detected if the module
response is different from that of the fault-free MUT. The fault simulator is suitable for
testing synchronous sequential circuits described at the gate and flip-flop level in Verilog
HDL. The subject thesis describes the detailed architecture and implementation of the fault
simulator. Some simulation experiments on ISCAS 89 sequential benchmark circuits are also
provided and discussed. The thesis also explores possible application of the ideas proposed
to current embedded cores-based systems-on-chip (SOC) technologies, specifically in the

context of testing memory-based synchronous digital systems.



Chapter 1
INTRODUCTION

Even though testing of digital circuits is an established area of research, it requires
continuous revamping to keep pace with the rapid advances in integrated circuit (IC)
technology. As the number of components on a chip and the gate to pin ration increase, the
testing problem becomes more difficult, and the testing cost contributes to an increasingly
larger proportion of the total product cost. Also, classical testing approaches would become
obsolete, and novel and revolutionary approaches will be required to handle the ever-
increasing complexity of Very Large Scale Integration (VLSI) devices.

The primary task of testing is to detect or discover the physical defects produced during
manufacturing processes. In general, logic circuits are tested by a sequence of input stimuli,
known as test vectors, which check for possible faults in the circuit by producing observable
faulty responses at primary outputs. In this process, the most difficult part is the generation
of a set of test vectors that will check faults at all points in the circuit, and therefore, uncover

close to 100% of all possible defects in the chip.
1.1 Digital Circuits Testing — Basic Concepts

Testing is a critical part of the manufacturing process for a digital circuit, circuit board,
or system. Testing a system is an experiment in which we exercise the system (for example,
a chip) and analyze the resulting response to ascertain whether it behaved correctly or not.
Figure 1.1 shows a digital logic circuit module test setup. The test vectors are produced by a
test pattern generator (TPG) and applied to exercise the module under test (MUT). The
operation of the MUT is evaluated by capturing its response to the test vectors and then

comparing the produced response to the expected values.
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Figure 1.1. Digital logic circuit testing setup.
Testing can be carried out at different stages of the manufacturing process. The sooner
a defect is detected, the lower is the cost. For instance, the approximate cost [5] to a

company for detecting a fault at the various levels may be summarized as follows:

o wafer $0.01~%0.1
e packaged-chip $0.10~$1

e board $1~$10

e system $10~$100

e ficld $100~$1000

In general, testing could be of two basic types: functional testing and manufacturing
testing. Functional tests are used to validate the correct operation of a system with respect to
its functional specifications. They are usually implemented early in the design cycle to verify
the functionality of the MUT. Functional tests are said to be exhaustive if they could detect
almost any fault whatsoever. However, exhaustive testing be better used in small circuits
because of the length of the resulting tests. Pseudoexhaustive tests could be significantly
shorter than exhaustive tests and could be used if some prior information about the structure
of the circuit is available, thereby narrowing the universe of search space.

Manufacturing tests try to verify if every transistor in the circuit operates as expected.
They are used after the chip is manufactured to verify that the silicon is intact. Although the
natural flow of design usually has a designer considering manufacturing concerns besides

functionality, in most cases, these two kinds of tests might be similar.



The typical defects, which may be caused during the chip fabrication or accelerated life
testing, are layer-to-layer shorts, discontinuous wires and thin-oxide shorts to substrate or
well. These defects will lead to particular circuit maladies, including nodes shorted to power
or ground, nodes shorted together and inputs floating, or outputs disconnected.

In order to determine the existence of the aforesaid faults in the circuits, a precise fault
model is required. A fault model basically is the representation of the effect of a failure by
means of the change that is produced in the system signals. The fault models help generate
tests and evaluate test quality defined in terms of coverage of the modeled faults. The most
popular model is the single stuck-at-fault model (i.e. stuck-at-one and stuck-at-zero). Other
fault models include stuck-open or -close, bridging-fault or multiple-fault models. In most
cases, the single stuck-at-fault model is extensively used because of its simplicity and
accurate representation of a large class of logic faults.

When a designer or tester desires to measure the output of a gate within a large circuit to
verify if it works correctly, and to assess the degree of difficulty of testing a particular signal
within a circuit, observability and controllability become significantly important. The
concepts of controllability and observability are defined as:

o Controllability: the ease of producing an arbitrary valid signal at the input of a
component by exercising the primary inputs of the circuit.

e Observability: the ease of determining at the primary output of the circuit what
happened at the output of a component.

Test evaluation is an important part of testing, and it determines the effectiveness or
quality of a test. It is usually done in the context of a fault model. The quality of a test is
usually measured by the fault coverage, which refers to the ratio between the number of
faults detected and the total number of faults in a circuit. The test evaluation is carried out by
fault simulation, a process of simulating the occurrence of various faults and determining if
they are detectable by a given set of test vectors. If the response differs from the expected

response of the fault-free circuit module, a fault is detected.

1.2. Testing Problem



Fault modeling: During chip fabrication, many types of defects can occur, for example,
breaks in signal lines, lines shorted to ground, excessive delays, etc. In general, the effect of
a fault is represented by means of a model. The most commonly used model is the single
stuck-at fault model. In this model, one assumes that any one signal line in the circuit may
have a fault such that this signal line is permanently held at either a logic I or a logic 0,
irrespective of the input vectors. The single stuck-at fault model has been found to be
effective in representing the behavior of most faulty circuits, i.e., the test vectors that can
detect a large number of single stuck-at faults can also detect most of the defects in the
actual device. This model is simple to analyze because the faults are considered at the logic
level that is independent of technology. Furthermore, the total number of modeled faults is at
most twice the total number of signal lines in the circuit. This number can be further reduced
by fault collapsing.

Test generation: The problem of generating a test for a given fault has been proved to
be NP-complete even for combinational circuits [6] [7]. Although some test generation
methods guarantee a test if one exists for a fault in a combinational circuit, the NP-
completeness property necessitates the use of clever heuristics in actual practice. Test
generation for purely sequential circuits poses additional complications due to the presence
of memory states.

Measures of test quality: The quality of tests is measured in terms of the size (or length)
of the test sequence and the fault coverage. The length of the test sequence determines the
time required to test the actual device on automatic test equipment. The fault coverage is
defined as the fraction of modeled faults detected by the test sequence. It is evaluated by
fault simulation that computes the test response of the fault-free and the faulty circuits. From
the simulation results, one can determine which faults are detected. It is desirable to achieve

high fault coverage.
1.3. Test Generation Techniques
Large-scale integration has added enormous complexity to the process of testing. This

complexity is due mainly to the reduction in the ratio of externally accessible points

(primary inputs and outputs) to internal inaccessible points in the circuit. We can classify the



integrated circuit testing techniques into three broad categories, namely: (1) testing of purely
combinational circuits or synchronous sequential circuits using scan type of design for
testability (DFT) techniques; (2) self-testing circuits that generate their own test vectors
using built-in hardware; and (3) testing of general digital (sequential) circuits with test
vectors that are externally generated and applied.

For purely combinational circuits, a number of methods are known that automatically
generate tests with satisfactory fault coverage. For synchronous sequential circuits, scan
design is often used to reduce the test generation problem to a combinational circuit testing
problem that is considerably less difficult. In scan design, all memory elements of the circuit
are chained into one or more shift registers such that a synchronous sequential circuit can be
partitioned into a purely combinational circuit and a shift register that can be tested
separately. While this technique has been successfully used in commercial systems, the 10-
20% logic added for testability has performance and cost penalties that are not always
acceptable.

Built-in self-test (BIST) is a test technique in which a circuit (chip, board, or system) can
test itself; in other words, the testing (test generation, test application and response
verification) could be accomplished through built-in hardware. Actually, BIST is a
combination of two concepts: built-in test (BIT) and self-test (ST). This technique is
intended to solve the some of major testing problems, like time and volume, the test cost and
diagnosis.

The automatic test generation (ATG) produces the test vectors for application to the
MUT and the response data from an entire test sequence are compressed into a single value
called a signature, which is then compared to the signature of a fault-free circuit, as shown in
Figure 1.2. A fault is detected if the test signature is different from the good signature. A
typical BIST scheme is composed of an automatic test pattern generator, the module under
test and a response compaction unit.

The test data analyzer consists of a response compaction unit, storage for the good

signature, and a comparison unit.
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Figure 1.2. A typical BIST environment.

In BIST approach, the circuit module is designed to have a self-test mode in which it
generates test vectors and analyzes the response. The objective is to apply all possible
vectors to the combinational part of the circuit. In very large circuits, either the
combinational portion is partitioned into independent sections or the whole circuit is tested
by random test vectors. However, the hardware overhead of BIST is even higher than the

scan design; 20% test logic may have to be added for BIST.

LOGIC DESIGN -  copn %ngT S

) /

PHYSICAL AUTO. TEST GEN.

DESIGN AND FAULT SiM.
WAFER FAB. S TESTING
CHIPS

Figure 1.3. Conventional methodology of VLSI chip realization with automatic test

generation.



Figure 1.3 shows the design for testability (DFT) methodology of VLSI chip realization.
Because of the hardware overhead penalty, a majority of VLSI chips manufactured today
contain neither scan nor built-in self-test capability. Most of these chips contain sequential
logic. The test generation problem for general sequential circuits is recognized to be very
difficult, tedious, and as yet, unsolved. The memory elements contribute to the poor
controllability and observability of logic. Most test generators for sequential circuits can
perform reasonably well only on circuits with up to 1,000 gates. Therefore, VLSI designers
manually develop test vectors using the knowledge of the functional behavior of the circuit.
These tests are generated to exercise critical paths and functions with selected data patterns.
In spite of the enormous effort, the quality of manually generated test vectors, as often
verified by fault simulation, appears questionable.

There thus exists a critical need to develop an automatic sequential circuit test generation
methodology that can handle VLSI chips and, at a reasonable computing cost, achieve high
fault coverage. This is the main objective of the present work. Equally important is the

objective to combine the two processes of test generation and fault simulation.

1.4. Organization of the Thesis

Chapter 1 gives an overview of the conventional testing techniques, concepts, and test
generation problem.

Chapter 2 introduces the concepts of logic modeling, event-driven simulation, fault
modeling, and fault simulation.

Chapter 3 describes several test generation approaches that are representatives of the
important work in this area. Specific situations responsible for the high complexity and poor
performance of these approaches are also discussed.

Chapter 4 gives an overview of Verilog HDL to describe the sequential circuits and
simulate the sequential circuits under the Altera MAX PLUS II design environment.

Chapter 5 focuses on the detailed design and implementation of the new fault simulation
method.

Chapter 6 presents test cases and experimental results, and Chapter 7 summarizes the

work, provides a general conclusion, and describes future trends in this field.



Chapter 2
LOGIC SIMULATION AND FAULT ANALYSIS

Knowing the response of every component in a complex design does not imply that the
entire system will function correctly. The system response is usually obtained through
simulation. Since our objective in the thesis is to present a unified methodology for
simulation and test, an understanding of the concepts described in this chapter is essential.
More specifically, we introduce the concepts of logic modeling, event-driven simulation,

fault modeling, and fault simulation.
2.1. Simulation

Simulation normally refers to obtaining the response of a system from a model. For
electronic systems, both hardware and software models are used. While hardware models or
breadboards are the traditional way of verifying designs, software models are becoming
more popular due to their economy and accuracy, derived largely from advances in

computing.
2.1.1. Circuit modeling

Digital circuits are modeled as interconnections of functional elements. The
interconnections are described using a hardware description language. Generally, the level of
modeling refers to the amount of functionality that is included in the elements. At the highest
level, commonly known as the behavior-level, the elements are large functional blocks
described in programming languages like C or Pascal. The next lower level is the gate-level
which consists of Boolean gates like AND, NAND, NOR, NOT, and OR. Next is the MOS
transistor level, also referred to as the switch-level. The lowest level is the circuit-level
where components like transistors, resistors, capacitors, etc. are described through their
electrical characteristics.

In order to effectively deal with the complexity of very large scale integration (VLSI),

mixed-level models are usually used. In a large system, blocks of preverified designs may be



modeled at the behavior level. Other portions of the same system may be modeled at the gate
or transistor levels.

Another useful concept in describing VLSI systems is hierarchy. In a digital system,
functional blocks like registers, adders, and multiplexers may be described as
interconnections of logic gates. The system then can be described as an interconnection of
these functional blocks. If the system uses a particular functional block repeatedly, then the

details of this block are described only once in the hierarchical description.

2.1.2. Signals

In a digital system, the structure of the circuit is not the only thing that is modeled. The
signals flowing through interconnections must also be modeled. Real signals in an electronic
system are voltages and currents. Strictly speaking, these are analog quantities. However, for
digital systems, the common methodology is to model them as having discrete values. Most
simulation systems use either three values (0, 1, X) or four values (0, 1, X, Z). The first two
values 0 and 1 are the false and true logic states. The third value, X, is used to represent the
unknown or ambiguous state of a signal and the fourth state, Z, represents the state of a
floating node in the circuit. Based on the specific situation, a floating node may or may not
retain its previous value.

Another essential attribute of signals is time. All signals are represented as functions of

time. More appropriately, they can be considered as waveforms.

2.1.3. Modeling of delays

All circuit elements manipulate the signals supplied to their input port and produce the
resulting signals at their output port. The manipulation of signals, however, takes finite time.
Thus, irrespective of their speed, all electronic circuits involve delays. The delay is modeled
in many different ways.

The simplest method is to assume that the elements (functional blocks, logic gates, or

transistor switches) have zero delay. This assumption works well if the interconnections



involve no feedback paths. The zero-delay model can be effectively used to analyze
combinational circuits that have no memory states.

When the circuit contains feedback paths or memory elements (e.g., flip-flops), it is
necessary to maintain the order in which signals change. Under fairly general conditions, it
is possible to maintain the proper sequence of events (signal changes) by a unit-delay model.
In this model, each element is assumed to have one unit of delay. Since actual delays of
elements are not all equal, the actual interval of time that this unit represents is meaningless.
The unit-delay model is generally used for logic verification of gate-level and switch-level
circuits. This model is also very popular for fault simulation discussed in a later section.

While the unit-delay model can verify the logical behavior of a digital circuit, it is
inadequate for analyzing the timing behavior. For the timing behavior, a multiple-delay
model is used. Each element is assigned a delay which is an integer multiple of a time unit.
The time unit can be 1 nanosecond, 1 picosecond, or some such interval. Sometimes separate
rise and fall delays are specified. It is also possible to specify propagation delays for
interconnecting paths.

Most digital circuits can be analyzed by an appropriate discrete delay model as
mentioned above. There can be situations, however, where a continuous delay model is
necessary. Certain interconnections of bidirectional MOS devices (e.g., bus structures) and
mixed analog-digital circuits are some examples requiring a fine-grain timing analysis. For
VLSI circuits, mixed-mode analysis, where different components of the circuit are modeled

at the appropriate level of timing accuracy, is perhaps the right way.

2.1.4. Simulator

A simulator is a computer program whose inputs are the circuit description and the
primary input signal description or the stimuli. The stimuli can be specified as waveforms of
the input signals. However, for digital circuits, a popular way is to specify them as vectors.
A vector contains the values of all input signals. Whenever one or more inputs change, a
new vector must be specified. In most circuits, input signal changes are synchronized with
some periodically changing clock signal. Thus, the input stimuli are a sequence of vectors

applied at specified periodic intervals.

10



The simulator computes the response of the circuit. Some simulators were compiled-
code simulators. Entire circuit description was converted into the form of a computer
program. Execution of this program with the stimuli as data would then lead to the circuit
response. Since signal changes propagate from inputs to outputs, the circuit is levelized from
inputs to outputs and the components are evaluated accordingly.

In a digital circuit, typically, at any instant only about 10% or fewer gates are active.
Larger circuits tend to have smaller activity. However, the location of this activity changes
with time. Circuits with components having different delays are also difficult to simulate. A
compiled-code simulator takes no advantage of the low activity and evaluates all elements.

Accurate and efficient simulation of delays, feedbacks, and the dynamically changing

acttvity is possible by the event-driven method described next.

2.1.5. Event-driven simulation

In the simulation terminology, signal changes are called the events. An event is
characterized by the signal name, the type of change, and the time of change. A signal is
assumed to retain its value until its source (e.g., the gate generating the signal) produces an
event. A gate, on the other hand, cannot produce an event at its output, unless some event
causes a change at its input. An event-driven simulator, therefore, simply follows the paths
of events in the circuit. The simulator also deals with the problem of simultaneous events by

analyzing all events occurring at a time before analyzing any events that would take place in

the future.

Time Slots
Time
Wheel “ Event List
H FW”"

e B |

Figure 2.1. General process of event-driven simulation.
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The general process of event-driven simulation can be easily understood from Figure 2.1.
The time, over which the circuit activity is analyzed, is divided into some suitably selected
unit. All delays in the circuit are specified in terms of this time unit. The simulator contains a
circular stack known as the time wheel [8]. Each element of this stack, called the time slot,
represents one unit of time. The number of time slots in the time wheel should not be less
than the largest delay of any element in the circuit.

Each time slot contains a pointer to a list of events that are to take place at the
corresponding time. Since the number of events at any time can vary, the events are usually
stored in a linked list. Primary input changes also produce events on the input signals. As
explained above, an event is described by specifying the signal name, the new value, and the
time of change. The signal name and new value are stored in the event list, while the time of
change is set by attaching the event to the appropriate time slot.

The simulator processes all events attached to the current time slot. Suppose, we denote
the current time as £ Processing of an event means the following: (1) change the signal
value, (2) evaluate all gates (or blocks) that now become potentially active due to an input
signal change (this is done by tracing the fanout of the signal changed by the event), (3) if
the output of any potentially active gate changes, then schedule the corresponding event. For
scheduling an event, the simulator considers the delay of the gate whose output is changing.
If the delay of that gate is d units, then the new event is attached to the event list of the time
slot representing #+d.

Once an event is processed, i.e., all potentially active gates are evaluated and all new
events are scheduled, the parent event is removed from its event list. When the event list of
the time slot t becomes empty, the current time is advanced to ¢+/ and further event

processing continues.

2.2. Fault Modeling

Just like any other analysis, fault analysis requires modeling (or abstraction). Fault
models serve two purposes. First, they help generate tests, and, second, they help evaluate
test quality defined in terms of coverage of modeled faults. A good fault model is one that is

simple to analyze and yet closely represents the behavior of physical faults in the circuit.
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Fault modeling is strongly related to circuit modeling. Consider a digital circuit
described as an interconnection of logic gates. Even a moderate amount of imagination
provides numerous fault possibilities, for example, missing gates, wrong gate types, missing
interconnections, added interconnections, shorted interconnections, etc. Most of these faults,

although physically real, are too complex to model. The faults most commonly modeled are

stuck-faults.

2.2.1. Stuck-faults

Stuck-faults are not only the simplest faults to analyze, but they also have proved to be
very effective in representing the faulty behavior of actual devices. The simplicity of stuck-
faults is derived from their logical behavior; these faults are often referred to as logical
faults. Stuck-faults was essentially proposed by Eldred [9] in 1959. One of the earliest
theoretical analyses and discussions on stuck-faults was given by Poage [10].

Stuck-faults are assumed to affect only the interconnections. Possible fault sites are the
inputs and outputs of gates. Each line can have two types of stuck-faults: stuck-at-1 and
stuck-at-0. Thus, a line with a stuck-at-1 fault will always have a logical value 1 irrespective
of the correct logical output of the gate driving it.

In general, several stuck-faults can be simultaneously present in a circuit. A circuit with
n lines can have 3"-1 possible stuck-line combinations. This is because each line can be in
any one of the three states: stuck-at-1, stuck-at-0, or fault-free. All combinations except the
one with all lines in the fault-free state are counted as faults. It is easy to realize that even
with moderate values of n, the number of multiple stuck-faults will be very large; therefore,
in practice, we only analyze single stuck-faults. An n-line circuit will have 2n single stuck-

faults, a number that can be further reduced by fault collapsing.
2.2.2. Fault collapsing
Two faults are called equivalent if their effect is indistinguishable at the outputs of a

circuit, which means that any test detecting one of them will also detect the other. Selecting

one representative fault from each class of equivalent faults is called equivalence fault
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collapsing. Computationally, this is an intractable problem in its general form. In practice,
incomplete yet substantial fault collapsing may be possible with little computational effort.
A good example is the collapsing of faults associated with the inputs and the output of a
logic gate. Consider an n-input AND gate with none of the inputs directly observable. It is
easy to see that an input stuck-at-0 (it is a common practice to write a stuck-at-i as an s-a-i)
is equivalent to the output s-a-0; there is no way to distinguish between the two faults by
observing the inputs and outputs of the circuit. For the purpose of test generation, therefore,
we only consider n+2 of the 2n+2 faults associated with the AND gate: s-a-1 on each input
and s-a-1 and s-a-0 on the output. Similarly, in an n-input OR gate, we test for s-a-0 on each
input and s-a-1 and s-a-0 on the output. Testing considerations for NAND and NOR gates

are similar.

a

Figure 2.2. Collapsing of stuck-faults.

A three-value logic simulator is effective in finding equivalent faults that may be
separated by several gates in a circuit. The three values used in simulation are 0, 1, and X=
unknown or don’t care. Consider the circuit of Figure 2.2. A value 0 on line a uniquely (i.e.,
irrespective of the other inputs of the NAND gate) forces a 1 on line £, and, thereby, forces a
1 on line g. This is easily checked by setting don’t care values on all other input lines and
noticing that the values of lines f and g are still unique. Thus, the faults, a stuck-at-0, f stuck-
at-1, and g stuck-at-1, are equivalent.

The illustration above can be generalized. To find if a fault, say, an s-a-i can be collapsed
with another fault, we carry out three-value simulation after initializing line a to i and all
other lines to X. If, as a result of simulation, another line, say, b, is forced to a binary value j,
then the fault an s-a-i is equivalent to b s-a-j. This simple procedure has been used in a MOS

simulator where the circuit is described as an interconnection of transistors [11].
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In equivalence fault collapsing, we only collapse the faults that are indistinguishable. If we
are prepared to give up on diagnostic resolution (ability to distinguish between faults), more
collapsing is possible. This is accomplished by using the concept of fault dominance as
explained next. In very large scale integration (VLSI) circuits, where coverage of faults
rather than their exact location is the overriding consideration, dominance fault collapsing
may be desirable.

Consider two faults f1 and f2. Suppose all tests for fl also detect £2 but only some of the
tests for f2 detect fl. Then 2 is said to dominate fl. This definition of dominance is
originally given by Poage [10]. However, some people have used the term dominance in an
opposite sense. If we had to pick one to detect, obviously, we are safer to take f1. Even
though, at times, it may be a little harder to find a test for fl, this test is guaranteed to cover
f2.

In an AND gate, the output s-a-1 dominates any input s-a-1. If we desire dominance fault
collapsing, then for an n-input AND gate we need to consider only n+1 faults.

Equivalence and dominance fault collapsing may be used to reduce the number of faults
that must be considered for detection. In the AND gate example above, we found that the
two stuck-faults on the output line can be collapsed with appropriate input-line faults. This
type of collapsing can be repeatedly used until one arrives at a checkpoint defined as either a
primary input or a fan-out branch. It has been shown that it is sufficient to consider single
faults on checkpoints in a circuit as long as all such faults are detectable. In actual circuits,
however, there can be a small number of faults, referred to as undetectable or redundant
faults, which are not detected by any test. The presence of such faults, by definition, does not
cause malfunction in the circuit. If any checkpoint fault is undetectable, then additional
faults must be considered. Finding checkpoints in sequential circuits requires further
analysis.

In sequential circuits, fault collapsing is often accomplished through multiple passes. In

other related work, fault set reduction algorithms have been studied [12] [13].

2.2.3. Other fault models
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Most VLSI designers encounter situations where stuck-type fault model may not be
suitable. Two common cases are the memory and programmable logic array (PLA) blocks.
For memories, stuck-fault model is still used for I/O registers and address decoders.
However, for the storage cell array, the faults generally modeled are: (1) single cell stuck-at-
1 or -0, (2) adjacent cell coupling, and (3) pattern-sensitive faults. Like memories, PLA fault
models are also closely related to their structure. These include cross-point faults and
bridging faults. For the purpose of logic and fault simulation, a PLA may be modeled as its
two-level logic implementation. Even though stuck-type faults in this implementation are not
a true representation of PLA faults, they are easy to analyze and are widely used. Cross-point
and bridging faults can be represented in the two-level logic model by adding extra gates
[14].

While the above described fault models are used in today’s design environment, there are
others that are gaining importance due to the changing technology. Some of these are the

CMOS stuck-open faults, functional faults in microprocessors, and delay faults.

2.3. Fault Simulation

Simply stated, a perfect chip test must meet two criteria: reject every bad chip and pass
every good one. Since the second requirement is not difficult to fulfill, we will focus on how
well the first criterion can be met. Suppose a total of N chips passed the test and there are M
bad chips among them. Then the fraction M/N, sometimes called the reject ratio of the tested
product, is a measure of deficiency of the test. Unfortunately, appealing as it may be as an
indicator of test quality, accurate reject-ratio data are hard to obtain in practice. Instead, an
indirect but easier-to-estimate measure is used. It is called fault coverage and is defined as
the percentage of modeled faults detected by the test. A good (or acceptable) test may be
defined as one that achieves a certain minimum percentage of fault coverage (typically, in
the high 90s). Accurate evaluation of fault coverage requires the use of a fault simulator,
often working with the model of the circuit at just one level (e.g., transistor), switch, or logic
gate. However, with increasing circuit densities, complete fault simulation using a low-level
nonhierarchical circuit description is becoming very expensive and time consuming.

Hierarchical simulators are being developed in response to this need.

16



2.3.1. Methods of fault simulation

Given a set of faults and a set of input vectors, a fault simulator must find out which
faults are detected by the input vectors. Production-quality fault simulators at the logic-gate
level were available well before the advent of large-scale integration (LSI) circuits. Recently,
fault simulators at the transistor level have been developed for more accurate modeling of
faults.

The simplest method of simulating faults is the serial fault simulation. A single fault is
introduced in the circuit and simulation is run like the true-value simulation. Response is
compared with the stored response of the fault-free circuit. As soon as the fault is detected,
the current simulation is suspended and a new simulation is started with another fault. While
this method has found some success in the hardware accelerator based simulators, in most
commercial simulators, an effort is made to reduce computation time by simulating more
than one fault in one pass for a given input vector. The simplest such technique is parallel
fault simulation [15] in which a computer word of W bits is associated with each line in the
circuit. During a pass through the simulator, each bit at a particular position would be
associated with the circuit that has a specific single fault (or no fault). After simulation, the
bit would store the value on the line in the associated circuit. Before the beginning of a pass,
a set of (W-1) as-yet-unsimulated faults is chosen, where W is the word size of the
computer. The remaining bit is used to simulate the fault-free circuit. The gates whose
input/outputs are directly affected by a selected fault are flagged. When a flagged gate is
simulated, the effect of the fault is injected into appropriate bits of the words representing its
inputs and outputs. Each fault simulation passes starts at the primary input lines and
proceeds in a breadth-first fashion towards the primary outputs. For each gate, fault
simulation amounts to computing the output word as the gate’s logical function of its input
words. At the end of the pass, the word at each primary output can be examined to determine
which of the simulated faults would be detected at that output. This is done by comparing the
response of each faulty circuit against the fault-free circuit. As logical operations on
computers can be carried out at the word level, W-1 different faults are simulated in parallel
in each pass; hence, the name of the method. A total of F faults would be simulated in F/ (W-

1) passes.
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The ultimate, in terms of reducing the number of passes, is the deductive fault simulator
[16]. It needs just one pass for simulation independent of the number of faults simulated. The
basic idea here is to associate with each line a list of just those faults sensitized to that line
(that is, signals on the line for the normal and faulty circuits are different) by the simulated
input vector. Simulation of a gate requires deducing the fault list at the gate output from the
input fault lists. This is illustrated for a 2-input AND gate shown in the example of Figure
2.3.

\j

La=[f5,f10,f17]
a

— Lc=[f8,f12,f15,c1]

0 ——— ¢C
10

b

Lb=[f8,f10,f12,f15]

Figure 2.3. Fault lists in deductive simulation.

The gate is assumed to be embedded in a larger circuit. The fault lists associated with the
inputs a and b of the gate are as shown; these would have been computed already in previous
steps of the algorithm. The signal values shown are for the fault-free circuit. Consider the
effect of the fault f5, appearing in La but not in Lb, on the gate output. The signal value on
line a will change from 1 to 0 while that on line b will remain unchanged. Thus, the output
will stay at 0; so f5 cannot be in the fault list Lc. Indeed, no fault in La can occur in Lc, since
the output would not change under the fault. Next, consider the fault £8, which is in Lb but
not in La. Such a fault will change the values on lines b and ¢ and hence, must be included in

Lc. Additionally, the fault “c stuck-at-1" (or ¢1) must be in the output fault list since it

complements the normal value. Thus we obtain the expression Le= (Lbﬂfc—l)U[cl] for the
output fault list shown in the Figure 2.3.

Compared with parallel fault simulation, the penalties paid for a single-pass in deductive
simulation are: (1) dynamically varying storage for fault lists associated with each line and
(2) more complex processing of gates requiring set operations on the line fault lists.

We note that the output fault list computations are essentially dynamic. The expression

for the output list is not just a function of the gate type; it also depends on the signal values
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on the gate inputs. Interestingly, the output fault list may change even though the gate inputs
and outputs remain unchanged. This is because a line’s fault list may change even when its
value does not. For example, when the normal value on line a changes to 0, the value on line
¢ is not changed, but Lc may change nevertheless. This “fault-list event” must be propagated
through all gates to which line ¢ is an input. This undesirable characteristic of the deductive
method is absent from concurrent simulation to which we shall turn next.

The basic idea behind concurrent fault simulation [17] is quite simple. Typically, a fault
changes very few signal values in a large circuit. Thus, most, if not all, of the information for
simulating a fault is contained in the “good-circuit” simulation. In concurrent simulation, the
good circuit is simulated in its entirety, but a faulty one is simulated only for gates whose
states differ from their good-circuit states. For logic gates, the state is simply the
combination of input and output values; however, the concurrent method is general enough
to handle arbitrary elements with stored states.

The term concurrent is derived from the fact that each faulty gate carries enough
information for independent simulation of the associated fault. This is considerably more
information than just the fault index used in deductive simulation. Thus the speed is gained
in concurrent simulation at the expense of additional dynamic storage per node in the circuit.
There is more to the concurrent method, however, than indicated by this simple example.
The ease with which it can be adapted to any level of simulation is evident in the following
sample of implementations: FMOSSIM [18] at the switch level, MOTIS [11] at a mixed
level, and the CHIEFS hierarchical fault simulator [20]. The ability of concurrent simulation
to evaluate each faulty gate independently makes it the method of choice for

implementations on hardware accelerators [21].
2.3.2. A comparison of fault simulation methods

The process of fault simulation can be likened to that of shooting at a progressively
diminishing target. Initially, even a randomly chosen test vector is likely to detect many
. undetected faults, but as their number decreases, this strategy produces diminishing results.
Figure 2.4 shows a typical curve of undetected faults versus number of tests. It can be

partitioned into two phases where random test generation is seen to be a productive strategy
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for Phase I (the exponential decay part of the curve). There is a gradual transition from Phase

I to an almost linear decay in Phase 1.
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Figure 2.4. Undetected faults versus number of test vectors.

Empirical evidence suggests the transition point to lie somewhere between 35 and 15
percent of undetected faults. Taking such a curve as the model, it has been estimated [22]
that the simulation costs for a network with G gates grow proportional to G* and G* for
parallel and deductive (or concurrent) simulations, respectively. A concurrent fault simulator
at the transistor level is reported to take 1527 seconds (approx. 25 minutes) of computation
time for simulating a 9,478-transistor circuit on a 12-MIP computer [11]. A set of 2,241
vectors was used in this simulation. According to the quadratic rise in simulating time, a
100,000-transistor circuit would require over 47 hours on the same machine. Clearly, brute-
force simulation of large circuits is not a practical proposition even for the currently
achievable circuit densities. Attractive alternatives are to use statistical sampling techniques
or hardware accelerators [24].

Another way to compare fault simulation methods is to analyze their capabilities. One
such comparison was carried out for the parallel, deductive, and concurrent methods [25].
The metrics of comparison were abilities to handle multiple signal values, different levels of
abstraction, and accurate timing. The concurrent method scored the highest on all three

measures. The parallel method came a distant second with the deductive not too far behind

it.
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2.4. Fault Simulation Tools

VLSI CAD systems normally incorporate a fault simulator. These fault simulators have
three parts: (1) preprocessing, (2) fault simulation, and (3) output analysis.

A fault simulator processes the circuit connectivity description in much the same way as
a true-value simulator. Often, true-value simulation for design verification precedes fault
simulation, and a preprocessed or compiled description of the circuit already exists.
Additionally, the fault simulator makes a fault list of all stuck-faults on the inputs and
outputs of gates and the functional blocks. Some fault simulators provide an option to
include transistor faults. If the circuit contains functional blocks (e.g., memories or other
blocks described in some high-level language), then stuck-faults are modeled on the inputs
and outputs of those blocks. The fault list is processed to collapse equivalent faults. The user
can select or remove any faults from the fault list or request a random sample of given size.
User inputs also include specification of the signals to be monitored (e.g., all primary
outputs) and the strobe positions. Many fault simulators allow user selectable options for
handling of race and oscillation faults. These faults may introduce potentially unstable states
in the circuit and are often represented by the unknown value (X) in simulators. If an
unknown state due to a fault propagates to a visible point, the fault can be considered as
potentially detectable.

The second part of a simulator performs its main function: simulation of the circuit with
selected faults by using the given vectors. It keeps the detection data (time and output of
detection) for each fault and also stores the true-value response. Most simulators drop a
detected fault from consideration once it is detected. Race and oscillation faults may also be
dropped at user option.

Since fault simulators use a large amount of computing resources, the normal practice is
to divide the vector set according to the available memory in the automatic test equipment
(ATE). Each vector set (often called a vector load) is run through the simulator by using the
list of undetected faults up to that point. At the end of a run, the simulator can store the
internal states of the circuit in a checkpoint data set for use by the next vector set. However,

if the ATE requires each vector set to reinitialize the circuit, the simulator checkpointing will
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give a coverage that is too optimistic. Also, for realistic fault detection data, the user should
set the observation strobes in the same way as the ATE’s strobes.

The results of the second part are fault coverage and the expected response. The latter is
provided to the test program. The third part of a fault simulator analyzes the fault coverage
data and displays it in an easy-to-interpret form. A popular way of presentation is a graph
showing fault coverage as a function of the vector number in the test sequence. The simplest
way, of course, is to list faults under the following categories: detected, undetected, race, and
oscillation. These lists may be used by other programs such as automatic test generators.
Displaying undetected faults on the schematic can be a great help in manual test generation.
For an undetected fault, tracing the activity caused by this fault can also be useful to the
designer in writing a test.

Another effective method of displaying the fault simulator result would be to display the
detected faults on the chip layout. Such a display will easily isolate the portions of the chip

where fault coverage needs enhancement.
2.5. Fault Coverage and Product Quality

Independent of whether the whole class of single line stuck-faults is simulated or only a
sample thereof, the obtained fault coverage is at best an imperfect measure of test
effectiveness. This must be so because a fault simulator cannot evaluate the coverage of
actual physical faults (shorts or opens in metal, diffusion, or polysilicon, shorts between
layers, parametric irregularities, etc.). Multiple faults are also not simulated because of their
very large number, even though with the small geometries used, a processing defect is quite
likely to lead to multiple faults. The obtained value of fault coverage may also depend on the
specific simulator used for evaluation, since different simulators could employ different
criteria to detect fault-induced races and oscillations. Redundant lines are not uncommon in
real circuits though they may not always be identifiable because of the provable intractability
of the problem. The effect of unidentified redundancies is unduly pessimistic fault coverage.

In spite of the above reservations, fault coverage data provided by simulators continue to
be relied on as a figure of merit for a test. One may consider that how this figure of merit is

related to the quality of the tested chips? A quantitative answer to this question can be given
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based on a model of fault distribution on a chip. In one such model, it is assumed that a
random number of logical faults are spawned by each physical defect on the chip. The
physical defects themselves are randomly distributed over the chip but form clusters for a
variety of processing related reasons. Thus a compound distribution is used for logical faults
[26] [27] with an appropriate clustered distribution used for physical defects. It is possible to
estimate the parameters of the compound distribution from the wafer-level test data and
produce the curve shown in Figure 2.5. The vertical ordinate in the figure is reject ratio. The

horizontal axis represents the fault coverage for single stuck-type faults.

100 |
!
§
|
I )
10 == -{— --J|-
REJECT i )
RATIO i )
(%) | i
i i
i |
1 e o e o
! i
| )
I i
i !
i ]
0.1 ' '

0 20 40 60 80 100

FAULT COVERAGE
(%)

Figure 2.5. Reject ratio versus fault coverage.

Interestingly, it is observed that making a transition to a finer feature size, while keeping
other parameters fixed, has the effect of moving the curve to the left. This means that for
denser chips actually a lower value of fault coverage would suffice for a given value of reject
ratio; an encouraging result considering the disproportionately high costs involved in
increasing the fault coverage in Phase II of Figure 2.4 to cover such faults.

In some related works, a uniformly random defect distribution model is used for logical
faults. The term is used as defect level to denote what we have called as reject ratio.
Although the results have been applied to both chips and boards, the uniformly random fault

distribution gives pessimistic results for chips where the defects may be clustered [28].
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Chapter 3
TEST GENERATION APPROACHES

Test generation approaches can be classified into three categories: exhaustive, random
and algorithmic. For combinational circuits, if the number of primary inputs is small, using
exhaustive tests consisting of all possible input vectors to ensure 100% fault coverage is an
obvious candidate. Exhaustive techniques can be extended to larger circuits by partitioning
into subcircuits such that each subcircuit is tested exhaustively by a reasonably small number
of test vectors. However, finding suitable partitions is neither easy nor guaranteed.

Random test generation is a simple and low-cost method in which input vectors are
generated randomly. Outputs of the faulty and the fault-free circuits for each random vector
are compared by a fault simulator. If any fault is detected, the random vector is retained as a
test. The number of random vectors needed for high fault coverage can be very large in some
cases. If the numbers of levels of logic and gate fan-ins are large, this approach becomes less
effective. Random test generation techniques can be improved by generating vectors with
selected input signal probability. Also, the random test generation methods can be
augmented by deterministic methods.

Since early 1960s, numerous algorithms have been proposed for generating test vectors
for combinational and sequential circuits. Some of these are effective and widely used in
practice; others are of limited practical interest. Most approaches are topological, i.e., they
construct the input vector by analyzing the circuit topology. Several famous algorithms for
combinational circuits like D-Algorithm, PODEM and FAN are widely used and can usually
produce satisfactory results. These are commonly known as path sensitization algorithms.
Some algebraic methods have also been reported and are quite elegant and complete.
However, their high complexity makes them impractical for large circuits.

Even though several sequential circuit test generators have been developed, their
performance is questionable. They have one or more of the following limitations: (1) circuit
must be synchronous, (2) circuit must have limited number of flip-flops, (3) must have
limited number of gates, (4) must have limited number of vectors per fault, and (5) the

circuit delays must be neglected.
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In the following sections of this chapter, we review the basic concepts of the widely used

path sensitization approach. Some representative algorithms for both combinational and

sequential circuits are also discussed.
3.1. Test Generation for Sequential Circuits

The response of a sequential circuit depends on its primary inputs and the stored internal
states. The stored states can retain their values over time. Thus, combinational test

generation methods can be applied to sequential circuits if the element of time is introduced.
3.2. Approaches for Test Generation
3.2.1. Iterative array approach

Many sequential circuit test generators have been devised on the basis of the
fundamental combinational algorithms. A combinational model for a sequential circuit is
constructed by regenerating the feedback signals from previous-time copied of the circuit.
Thus, the timing behavior of the circuit is approximated by combinational levels.
Topological analysis algorithms that activate faults and sensitize paths through these
multiple copies of the combinational circuit are used to generate tests.

We illustrate this approach by a simple example. Consider the latch in Figure 3.1. Let us
assume that all gates have zero delay. The result of applying the combinational test
generation approach is shown in the figure. The process stops with inputs 1 0 and the output

1. Since the output is the same in both good and faulty circuits, a test is not found.
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Figure 3.1. A NAND latch example.

Figure 3.1 also shows that the faulty fuﬁction, when “line ¢ is stuck-at-17, is z =b . The
fault blocks the feedback and the circuit no longer has the storing capability. It can be easily
detected by first applying a 1 0 input and then following it up by 11. The first pattern will
produce a 1 output irrespective of the fault. The second pattern simply stores the state of the
latch. In the good circuit, the output will remain 1 while it will change to 0 in the faulty
circuit.

Our combinational test generator was not able to solve this problem due to the zero-delay
assumption. If we consider finite delays of gates, it is possible to first apply the value of z =
1 to d and then change b to 1 to sensitize the path for the fault. A common practice is to cut
the feedback path. This is shown in Figure 3.2. A copy of the circuit is attached to generate
the feedback signal d. The test generation begins from the copy shown as current time frame.
In general, any number of time frames (previous or future) can be added on either side of the
current time frame. However, the complexity of the model increases with the number of time
frames. Another problem occurs due to the signals left unspecified by the test generator. For
example, the test in Figure 3.2 is a 1 1 pattern that is preceded by X 0 where X denotes the
don’t-care state. If we set X to 1, we get the desired test. But if X is set to 0, the test will
cause a race in the fault-free circuit. Thus, sequential circuit tests generated by such

procedures require special processing to avoid timing problems.
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Figure 3.2. Time frame extension of NAND latch.
3.2.1.1. Extended D-algorithm

A general model for synchronous sequential circuit is shown in Figure 3.3.

Primary E‘““ W Primary
Inputs T Combinational Outputs

‘ > Logic

Flip-Flops |-
-——————  clock

Figure 3.3. General model for synchronous sequential circuit.

The output is a logic function of primary inputs and the present state of flip-flops. This

circuit can be modeled by a combinational network as shown in Figure 3 4.
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Figure 3.4. Iterative combinational model.

Feedback lines are cut and the combinational portion is duplicated. The block CCn is the
nth copy of the combinational portion and corresponds to the time frame n. The inputs of
CCn include the primary inputs In and the pseudoinputs SIn obtained from the feedback
signals produced by CC,.. Similarly, On and SOn are the primary outputs and
pseudooutputs of the time frame n.

In order to find a test sequence to detect a single stuck-at fault, we must first determine
the number of time frames needed in the combinational model. The D-Algorithm [29] is then
applied to the jth copy of the combinational model, called the current time frame. If the D-
Algorithm assigns a value to any pseudoinput, this assignment is then justified in the (j-1)th
copy. Similarly, if the fault effect is propagated to a pseudo-output, propagation must
continue into the (j+1)th and subsequent copies until the fault effect reaches a primary
output. It is worth noting that a single stuck-at fault in the sequential circuit corresponds to a
multiple fault in the combinational model, since the complete model contains one fault per
time frame. Therefore, the D-Algorithm applied to the combinational model should be
modified to deal with fault multiplicity. The multiple fault consideration and the extra

complexity of the replicated logic make this approach unrealistic for large circuits.
3.2.1.2. Nine-value algorithm
Muth [30] extended the five-value algebra used in the D-Algorithm to nine-value

algebra. These nine values (1/1, 1/0, 1/X, 0/1, 0/0, 0/X, X/1, X/0, and X/X) represent ordered

pairs of states of the fault-free and faulty circuits. The five values used in the D-Algorithm
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are actually a subset of these nine values; a 1 used in D-Algorithm is equivalent to 1/1, a 0 is

0/0,an X is X/X,aDis 1/0, and a D is 0/1. The additional partly specified values, 0/X, 1/X,
X/1 and X/0, provide a greater degree of freedom in test generation. The nine-value
algorithm takes into account the possible repeated effects of the fault in a sequential circuit
and a test can be generated for asynchronous circuits also. Even for synchronous circuits, the

implementation of the algorithm is very complex and may be inefficient for large circuits.

3.2.1.3. SOFTG

Primarily, SOFTG [32] is a sequential version of PODEM [31]. Tests are constructed by
tracing backward through the circuit in much the same way as a combinational test
generator, but all forward signal propagation is carried out by an event-driven simulator. The
close interaction with the simulator allows SOFTG to effectively model the timing behavior
of a sequential circuit such that the tests will not cause races or hazards in the fault-free
circuit. The method is very effective for circuits of moderate complexity (few hundred gates)
but the backtracking for alternative choices in the combinational algorithm restricts its use
for very large circuits. A similar idea is reported by Kjelkerud and Thessen [33]. They
implemented the D-Algoritym by using a table-driven logic simulator for forward
implication and a deductive fault simulator for D-propagation. The fault simulator can

ensure that the vectors are hazard-free.

3.2.1.4. Backtrace algorithms

All sequential test generation algorithms discussed above have a process flow that is
bidirectional in time where time refers to the time of events in the circuit. This is because the
starting event is the fault activation at the site of the fault. In general, the detection will take
place at a future time while the primary inputs must assume their values in the past. Marlett
[34] proposed a unidirectional single path sensitization algorithm that works backward, both
spatially and in time, from a selected output toward the fault. For a given fault, a path and an
output pin with best observability are first selected. The test generator begins by setting up

sensitizing conditions at the path output and proceeds backward. The unidirectional
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(backward) time flow simplifies implementation. However, it might lose some accuracy
because only one path is allowed to be sensitized at a time. This algorithm is generally
known as the extended backtrace (EBT) and its implementations have produced practical test
generation programs.

While the EBT algorithm sensitizes a preselected path, the other proposed BACK

algorithm [35] only preselects a primary output to which it sensitizes all paths starting at the
fault site.

3.2.2. Verification-based approaches

The verification approach relies on determining whether or not the module under test is
operating in accordance with its state table. This requires finding a sequence that forces the
circuit to go through all states and output transitions. Actually, this approach can be
considered a form of functional testing. Unfortunately, the high complexity of building the
complete state table limits its application for large circuits. In addition, test sequences are
usually excessively long for highly sequential circuits. However, the technique has been

successfully applied to protocol testing.
3.2.2.1. SCIRTSS

SCIRTSS (Sequential CIRcuit Test Search System) [41] divides the test generation
process into three steps. The D-Algorithm is first applied to the combinational portion of the
circuit. The test vector, thus obtained, is then split between primary inputs and the present
state. At this point, the problem becomes one of finding an input sequence to bring the
circuit to this state and finding another sequence to propagate the stored fault effect to a
primary output. These two steps require finding suitable paths through the state graph. In
order to limit the effort, the searches for these paths are only conducted over a restricted state
diagram and a small portion of the much lafger set of data states. The data states included in
search depend on user-supplied heuristic information.

A test generator for finite state machines [36] applies PODEM with iterative-array type

of processing for forward propagation. The backward justification phase is replaced by a
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procedure that attempts to search for a path in the state transition graph from a given reset
state to the present state required by PODEM. In order to limit the complexity of the state
transition diagram, a partial state diagram is constructed containing all valid states of the
finite state machine but only a few transition edges. In searching for a path through the state
transition graph (STGQG), the STGs of faulty circuits are assumed to be the same as that of the
fault-free circuit. Since this assumption may not be universally true, the generated vectors

must be verified by a fault simulator.

3.2.3. Functional and expert system approaches

A functional approach [19] [23] uses a high-level description of the circuit to generate
test sequences that will verify whether the designed functions are being performed correctly.
This approach often uses restricted fault models like the line stuck-faults on inputs and
outputs of functional blocks or higher-level fault models such as errors in the truth table of a
combinational block, or a change in the state table of a sequential functional block. The
functional testing is often the method of choice for testing very large circuits like
microprocessors. However, it is difficult to evaluate the quality of functional test vectors. In
many cases, these tests may not be capable of detecting every possible failure that can occur.

The expert-system approaches [42] [65] incorporate the knowledge of human test
programmers and a variety of algorithmic and heuristic techniques into an interactive
software environment. These approaches require intensive user interaction, higher-level
modeling libraries, and often restricted architectures. For these reasons, it has been difficult

to effectively integrate them into existing design methodologies.
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Chapter 4
FAULT SIMULATION UNDER ALTERA MAX PLUS I DESIGN
ENVIRONMENT

4.1. Designing Sequential Circuit with Verilog HDL
4.1.1. Developing Verilog hardware description language

Hardware description languages, or HDLs are the languages used to design hardware
with. As the very name implies, an HDL can also be used to describe the functionality of
hardware as well as its implementation. HDLs allow designers to describe designs at higher
levels of abstraction, such as architectural or behavioral, and provide a path to logic
synthesis.

HDLs allow the design to be simulated earlier in the design cycle in order to correct errors
or experiment with different architectures. Designs described in HDL are technology-
independent, easy to design and debug, and are usually more readable than schematics,
particularly for large circuits.

The principal feature of a hardware description language is that it contains the capability
to describe the function of a piece of hardware independently of the implementation. The
great advance with modern HDLs was the recognition that a single language could be used
to describe the function of the design and also to describe the implementation. This allows
the entire design process to take place in a single language, and thus a single representation
of the design.

Verilog HDL is one of the most common hardware description languages (HDLs) used
by integrated circuit (IC) designers.

Verilog HDL also allows for mixed-level designs, where users can describe a design at
both high and low levels of logic simulation and synthesis. Designers are choosing top-

down design and mixed-level design to contend with ever-increasing complexities and

shrinking time-to-market cycles.
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The Verilog hardware description language, usually just called Verilog, was designed
and first implemented by Moorby [37] at Gateway Design Automation. It was first used
beginning in 1985 and was extended substantially through 1987.

The implementation was the Verilog simulator sold by Gateway. The first major
extension was Verilog-XL, which added a few features and implemented the "XL algorithm"
which was a very efficient method for doing gate-level simulation. This marked the
beginning of Verilog's growth period. Many leading-edge electronic designers began using
Verilog at this time because it was fast at gate level simulation, and had the capabilities to
model at higher levels of abstraction. Users began to do full system simulation of their
designs, where the actual logic being designed was represented by a netlist and other parts of
the system were modeled behaviorally. In 1995, Verilog became an IEEE standard.

Many companies began working on Verilog simulators. Now, Verilog simulators are
available for most computers at a variety of prices, and which have a variety of performance
characteristics and features. Verilog is more heavily used than ever, and it is growing faster
than any other hardware description language. It has truly become the standard hardware

description language.

4.1.2. Digital circuit design and Verilog HDL

The Verilog hardware description language is widely used in both industry and academia
for describing digital systems. The language supports the early conceptual stages of design
with its behavioral level of abstraction, and the later implementation stages with its structural
level of abstraction. The language provides hierarchical constructs, allowing the designer to
control the complexity of a description. Now, the language is openly available for any tool to
read and write.

Digital systems are highly complex. At their most detailed level, they may consist of
millions of elements, as would be the case if we viewed a system as a collection of logic
gates or pass transistors. From a more abstract viewpoint, these elements may be grouped
into a handful of functional components such as cache memories, floating-point units, signal

processors, or real-time controllers. Hardware description languages have evolved to aid in
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the design of systems with this large number of elements and wide range of electronic and
logical abstractions.

The creative process of digital system design begins with a conceptual idea of a logical
system to be built, a set of constraints that the final implementation must meet, and a set of
primitive components from which to build the system. Design is an iterative process of either
manually proposing or automatically synthesizing alternative solutions and then testing them
with respect to the given constraints. The design is typically divided into many smaller
subparts (following the well-known divide-and-conquer engineering approach) and each
subpart is further divided, until the whole design is specified in terms of known primitive
components.

The Verilog language provides the digital system designer with a means of describing a
digital system at a wide range of levels of abstraction, and, at the same time, provides access
to computer-aided design tools to aid in the design process at these levels. The language
supports the early conceptual stages of design with its behavioral coﬁstructs, and the later
implementation stages with its structural constructs. During the design process, behavioral
and structural constructs may be mixed as the logical structure of portions of the design is
designed. The description may be simulated to determine correctness, and some synthesis
tools exist for automatic design. Indeed, the Verilog language provides the designer entry
into the world of large, complex digital systems design.

The ability to describe a design is either in terms of the abstract behavior of the design or
in terms of its actual logical structure. The behavioral description allows for early design
activities to concentrate on functionality. When the behavior is agreed upon, then it becomes
the specification for designing possibly several alternate structural implementations.

The Verilog language describes a digital system as a set of modules. Each of these
modules has an interface to other modules as well as a description of its contents. A module
represents a logical unit that can be described either by specifying its internal logical
structure — for instance, describing the actual logic gates it is comprised of, or by describing
its behavior in a program-like manner — in this case focusing on what the module does rather

than on its logical implementation. These modules are then interconnected with nets,

allowing them to communicate.
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4.1.3. Design styles and abstraction levels in Verilog HDL

Verilog HDL, likes any other hardware description language, permits the designers to
design a design in either bottom-up or top-down methodology.
A. Bottom-Up Design

The traditional method of electronic design is bottom-up. Each design is performed at the
gate-level using the standard gates. With increasing complexity of new designs, this
approach is nearly impossible to maintain. New systems consist of ASIC or microprocessors
with a complexity of thousands of transistors. These traditional bottom-up designs have to
give way to new structural, hierarchical design methods. Without these new design practices,
it would be impossible to handle the new complexity.

B. Top-Down Design

The desired design-style of all designers is the top-down design. A real top-down design
allows early testing, easy change of different technologies, structured system design, and
offers many other advantages. But it is very difficult to follow a pure top-down design. Due
to this fact, most designs are mix of both the methods, implementing some key elements of
both design styles.

Verilog supports design at many different levels of abstraction. Three of them are very
important:

a) Behavioral level:

This level describes a system by concurrent algorithms (behavioral). Each algorithm
itself is sequential, which means it consists of a set of instructions that are executed one after
the other. Functions, Tasks and Always blocks are the main elements. There is no regard to
the structural realization of the design.

b) Register transfer level:

Designs using the register transfer level specify the characteristics of a circuit by
operations and the transfer of data between the registers. An explicit clock is used. RTL
design contains exact timing possibility; operations are scheduled to occur at certain times.
¢) Gate level

Within the logic level, the characteristics of a system are described by logical links and

their timing properties. All signals are discrete signals. They can only have definite logical
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values ("0, *1', "X, °Z"). The usable operations are predefined logic primitives (AND, OR,
NOT, etc. gates). If we require high speed and low power, then better to use gate level

design to optimize the design. Some designs do full custom design, where logic is optimized

at transistor level, like processors.
4.1.4. An example: s27 benchmark circuit described by Verilog HDL

There are two types of code (Structural and Procedural) in HDLs.

a) Structural is a verbal wiring diagram without storage, for example:
Assigna=b & ¢ | d;
Assign d=e & (~c);

Here the order of the statements does not matter, changing e will change a.

b) Procedural that is used for circuits with storage, or containing conditional logic is as
follows:

Always @ (posedge clk) // Execute the next statement on every rising clock edge.
Count <=count+1;

Procedural code is written like ¢ code and assumes every assignment is stored in
memory. For synthesis, with flip-flop storage, this type of thinking generates too much
storage. However, people prefer procedural code because it is usually much easier to write.
For example, if and case statements are only allowed in procedural code. As a result, the
synthesizers have been constructed which can recognize certain styles of procedural code as
actually combinational.

s27 is a basic sequential circuit in ISCAS 89 benchmark circuits. There are different

numbers of D flip-flops in every such sequential circuit as memory units. We first describe a

D flip-flop (Figure 4.1) by Verilog HDL.
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Figure 4.1. A D flip-flop.

The Verilog HDL description of the D flip-flop is given below:

module ndff{q,d, rst,clk);
input clk, rst,d;
output gy

reg q;
always @(posedge clk or posedge rst)
if {rst==1) g<=0;

else qg<=d;

endmodule

We now present the schematic of s27 benchmark circuit in Figure 4.2.
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Figure 4.2. s27 gate-level schematic.

We use Verilog HDL to describe the s27 sequential circuit as given below.

527
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gates (1 ANDs + 1 NANDs + 2 ORs + 4 NORs)
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module ndff{rst,clk,q,d):
input clk,rst,d;
output q;
reg qi

always @ (posedge clk or posedge rst)
if (rst==1) g<=0;
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else g<=d;

endmodule

module s27(CK,rst,G0,G1,G17,G2,G3);
input CK,rst,G0,Gl,G2,G3;
output G17;

wire G5,G10,G6,G11,G7,G13,G14,G8,G15,G12,G16,G9;

ndff DFF O (rst,CK,G5,G10);
ndff DFF 1(rst,CK,G6,G1ll);
ndff DFF 2{rst,CK,G7,G13);
not NOT 0(G14,G0);

not NOT 1(G17,Gl1l1);

and AND2 0(G8,G14,G6);

or OR2 0(G15,G12,G8);

or ORZ2 1(G16,G3,G8);

nand NAND2Z 0(G9,G16,G15);

nor NOR2 0(G10,G14,G1l1); "~

nor NORZ 1(Gl1,G5,G9);

nor NOR2 2(G12,G1,G7);

nor NORZ 3(G13,G2,G12);

endmodule

After completing the description of s27 with Verilog HDL, we can start to compile the

code and do simulation under Altera MAX PLUS 1I design environment.

4.2. Simulation Under MAX PLUS I1 Version 10.1

Figure 4.3 shows a simulating window for D flip-flop used in s27 sequential circuit.
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Figure 4.3. Simulation of a D flip-flop under Altera MAX PLUS II.

Altera MAX PLUS II development software is a fully integrated programmable logic
design environment. This easy-to-use software supports the Altera ACEX, FLEX, MAX, and
Classic programmable device families, and works in both PC and UNIX environments.
Altera MAX PLUS I development software offers flexibility and performance, and allows
seamless integration with industry-standard design entry, synthesis, and verification tools.
Altera MAX PLUS 1I software is a comprehensive tool for the design, compilation, and
simulation of digital circuit designs. Today, lots of designers like to develop, compile,
verify, and program their digital circuit designs using Altera MAX PLUS 1I development
software, which operates on personal computers (PCs) and engineering workstations.

Altera MAX PLUS II development software gives designers the flexibility to enter a
design using all the major design entry methodologies, including:

e Verilog HDL

e VHDL

e Schematic capture

e Design entry utilizing megafunctions and the library of parameterized modules

(LPM)
e Altera hardware description language (AHDL)
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e Waveform
By giving designers control over the entry format and the ability to mix and match
design entry methodologies, the Altera MAX PLUS II development software minimizes

development time.

4.2.1. Altera MAX PLUS II design environment

The Altera multiple array matrix programmable logic user system (MAX PLUS 1)
provides a multi-platform, architecture-independent design environment that easily adapts to
any specific design need. MAX PLUS II offers easy design entry, quick processing, and

straightforward device programming.

Design Verification
MAX+PLUS il Simulator
MAX+PLUS 1l Waveform Editor
MAX+PLUS Il Timing Analyzer
Other Industry-Standard
CAE Design Verification Tools

Design Entry
MAX+PLUS Hl Graphic Editor
MAX+PLUS Il Symbol Editor
MAX+PLUS 1l Text Editor
MAX+PLUS Il Waveform Editor
MAX+PLUS 1l Floorplan Editor

ALTERA
MAX+PLUS 1I
Compiler

AHDL ) ]
VHDL Device Programming
Verilog HDL MAX+PLUS Ii Programmer
Other Industry-standard Data /O
CAE Design Entry Tools Other Industry-standard
Programmers

Figure 4.4. MAX PLUS II design environment.

MAX PLUS II development software, shown in Figure 4.4, is a fully integrated package
for creating logic designs. MAX PLUS II offers a full spectrum of logic design capabilities:
a variety of design entry methods for hierarchical designs, powerful logic synthesis, timing-
driven compilation, partitioning, functional and timing simulation, linked multi-device
simulation, timing analysis, automatic error location, and device programming and
verification. MAX PLUS II both reads and writes Altera hardware description language
(AHDL) files and standard EDIF netlist files, Verilog HDL files, VHDL files, and ORCAD
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schematic files. In addition, MAX PLUS 1I reads Xilinx netlist files and writes standard
delay format (SDF) files for a convenient interface to other industry-standard CAE software.

MAX PLUS II also offers a rich graphical user interface complemented with an
illustrated, easy-to-use on-line help system. The complete MAX PLUS II system includes 11
fully integrated applications that take one through every step of creating a design (a logic
design, including all subdesigns, is called a “project” in MAX PLUS II).

Many features and commands, such as opening files; entering device, pin, and logic cell
assignments; and compiling the current project, are shared by many or all MAX PLUS 1l
applications. The design editors (the graphic, text, and waveform editors) and auxiliary
editors (the floorplan and symbol editors) also share numerous features. Each design editor
allows one to perform similar tasks, such as finding a signal or symbol, in the same way. We
can easily combine different types of design files in a hierarchical project, choosing the
design entry format that works best for each functional block. A large library of Altera-
supplied megafunctions and macrofunctions, including functions from the library of
parameterized modules (LPM), provide a wide range of design entry options.

Designer can work with different MAX PLUS 1I applications simultaneously. For
example, we can open multiple design files and transfer information among them while
compiling or simulating another project; or, we can view an entire project hierarchy and
move smoothly from one hierarchical level to another, while MAX PLUS II automatically
starts the appropriate design editor for each file.

The MAX PLUS II compiler lies at the heart of the MAX PLUS 1I system, providing
powerful project processing that one can customize to achieve the best possible silicon
implementation of the project. Automatic error location and extensive documentation on
error and warning messages make design modifications quick and easy. We can create
output files in a variety of formats for functional, timing, and linked multi-device simulation;
timing analysis; and device programming.

The superb integration of the MAX PLUS II software helps us maximize our efficiency

and productivity, putting us in control of our logic design environment.

4.2.2. Simulation flow under Altera MAX PLUSII
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When a circuit design is completed, we need to compile it for the chip on the Altera

Board and simulate it through a sequence of inputs to verify this design. The process can be

simplified as follows:

Create a new design file or a hierarchy of multiple design files in any combination of
the MAX PLUS II design editors (graphic, text, and waveform editors).

Specify the top-level design file name as the project name.

Assign a device family for the project. One can either allow the compiler to select a
device for one or assign a specific device.

Open the MAX PLUS I compiler window and choose the start button to compile the
project. We also can turn on the timing SNF extractor module to create a netlist file
for timing simulation and timing analysis.

If the project compiles successfully, we can perform a simulation. To run a
simulation, we must first create vector inputs in a simulator channel file (.scf) in the
waveform editor or in a vector file (.vec) in the text editor. Then, we open the MAX
PLUS I simulator window and choose the Start button to run the simulation. The
simulator will calculate the circuit response (including circuit delays) for the output
pins. These will automatically be shown on the Waveform displays. Also, we can get

a Truth Table (.tb}) file from the simulation results.

4.2.3. MAX PLUS II applications

MAX PLUS I software consists of some application programs and the MAX PLUS I

manager. Different design entry applications can be active simultaneously, allowing

designers to switch between them with a click of the mouse or a menu command. At the

same time, we can run one of the background applications - the compiler, simulator, timing

analyzer, or programmer. Commands shared by the various applications function in the same

way, making our logic design task easier.

We can describe the MAX PLUS 11 applications as follows (Figure 4.5):
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Figure 4.5. MAX PLUS I applications.

Hierarchy display: Displays the current hierarchy of files as a hierarchy tree with
branches that represent subdesigns: whether a design file is a schematic, text, or waveform
design; which files are currently open; and which user-editable ancillary files are available
for the project. We can also directly open or close one or more files in a hierarchy tree and
enter resource assignments for them.

Graphic editor: Lets designer enter a schematic logic design. While the Altera-provided
primitives, megafunctions, and macrofunctions serve as designer’s basic building blocks,
designer can also use custom symbols.

Symbol editor: Allows designer to edit existing symbols and create new ones.

Text editor: The text editor lets designer create and edit text-based logic design files
written in AHDL, VHDL, and Verilog HDL. With the text editor, designer can also create,
view, and edit other ASCII files used with MAX PLUS II applications. Although designer
can create HDL files with other text editors, the MAX PLUS II text editor allows designer to

44



take advantage of context-sensitive help, syntax coloring, and AHDL, VHDL, and Verilog
HDL templates.

Waveform editor: Serves a dual role, as a design entry tool and as a tool for entering test
vectors and viewing simulation results.

Floorplan editor: Lets designer assign logic to physical device pin and logic cell
resources in a graphical environment. Designer can edit pin placements in a device package
view and assign signals to individual logic cells in a more detailed logic array block (LAB)
view. Designer can also view the results of the last compilation.

Compiler: Processes logic projects targeted for Altera device families. It performs most
tasks automatically. However, designer can customize all or part of the compilation process.

Simulator: Enables designer to test the logical operation and internal timing of designer’s
logic circuit. Functional simulation, timing simulation, and linked multi-device simulation
are available.

Timing analyzer: Analyzes the performance of designer’s logic circuit after it has been
synthesized and optimized by the compiler.

Programmer: Lets designer program, configure, verify, examine, and test Altera devices.

Message processor: Displays error, warning, and information messages on the status of
designer’s project and allows user to locate the source of a message automatically in the

original design file(s), ancillary file(s), and assignments floorplan.
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Chapter 5

DESIGN AND IMPLEMENTATION

5.1. General Structure in Sequential Circuit Testing

In this section, we will introduce the general structure and methodology of testing
synchronous cores-based sequential circuits.

Figure 5.1 shows the system architecture that can be used to realize the testing scheme in

hardware.
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Figure 5.1. The testing scheme in hardware at system level.

In the thesis, we will focus on developing a testing system for synchronous cores-based
sequential circuits by full software simulation rather than by using hardware.

Figure 5.2 shows a general design flow of implementation of the test methodology.

We implemented the fault simulation approach using C programming language on an
IBM-compliant personal computer (with Pentium III, 1GHz, 256 MB of RAM). In our
implementation, we will use system function of C to call MAX PLUS II for compilation and
simulation of an MUT (module under test) on the background. An MUT will be represented
by Verilog HDL gate-level description. The executable file and the circuits in ISCAS 89

full-scan sequential benchmark circuits will be stored in the same file fold.
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Figure 5.2. Design flow of the sequential circuit testing method.
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5.2. Initialization

The goal in the initialization phase is to generate random signal, create input vector file

for MUT and reset all flip-flops that are in the unknown states.

5.2.1. Random Signal Generator

In BIST techniques, exhaustive, pseudoexhaustive, pseudorandom, or reduced test
patterns are used because of the ease of their generation and storage on-chip. Many practical
circuits need few test patterns for full coverage of single stuck-faults. Using practical

algorithms (such as PODEM, FAN), these reduced test sets can be generated on-chip at a

low hardware cost with high fault coverage.

5.2.1.1. Hardware implementation of random signal generator

The autonomous linear feedback shift register (ALFSR) can be used to generate
pseudorandom test vectors. An ALFSR is a serial connection of D flip-flops with no external

inputs and Exclusive-OR (XOR) gates providing the feedback. A four-stage ALFSR is

shown in Figure 5.3.

a4 a3 a2 al a0

pae e e S

Figure 5.3. An ALFSR structure.
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Autonomous linear feedback shift registers make good pseudorandom pattern generators.
When the outputs of the flip-flops are loaded with a seed value and when the ALFSR is

clocked, it will generate a pseudorandom pattern of 1s and 0s. The only signal necessary to

generate the test patterns is the clock.

5.2.1.2. Software simulation of random signal generator

In the thesis, we will implement random signal generator (RNG) by software simulation.
Then, according to a specified sequential circuit, we will put the random number into a .vec
file as the format of Altera MAX PLUS II development software. Finally, we get the vector
file and use the vector as inputs for the sequential circuit. We implement the random signal
generator using C programming language.

The random signal generator is called as random_number() function. It is a portable, fast
and good pseudorandom number generator. When we need some random number, we simply
call the random_ number() functions. Initializing the function with a certain seed will
produce exactly the same series of random numbers on all platforms. The random number()
functions will return high quality equally distributed random numbers.

In the following we give the pseudocode description of the algorithm of the random

signal generator.

// The pseudocode description of the modified RNG algorithm that generates the sets of
random numbers

// This program seeds the random number generator with the time, then displays the random
integers as needed.

// Define a function random_number () for random number generator

unsigned long int random_number(unsigned long int seed)

;
¢

// Determing the dimensions (size) of the int parameter module
const unsigned long int module «— intl;

// Determing the dimensions (size) of the int parameter multiplier

49



const unsigned long int multiplier «—int2;
// The value of seed can be initialized to any value if preferred
static unsigned long int ran « seed;
// Initial value is used only at the first time
// Generating new, modified ran number using the algorithm
ran—(ran * multiplier) % module,
return ran,;
/
// In main function, call function random_number ()
main
{
// Call srand() function,set a random starting point, initialize random generator
// Seed the random number generator with current time.
srand (time(NULL));
// Call rand() function to generate the seed for random_number () function.
// Seed for random number generation
seed «— rand();
// Generating random numbers between 0 to 1 and store into gen

gen < random_number(seed) % 2,

J

5.2.2. Input vector file

In Altera MAX PLUS II, vector file is used as the source of input vectors for simulation.
A vector specifies the logic levels for an individual node within a project. The simulator uses
vectors to simulate the behavior of the current MUT.

Vectors for simulation and functional testing can be defined in vector files (.vec).
Functional testing vectors can also be stored in programming files.

The vector file provides an ASCII text format for specifying simulation input conditions

and the nodes to be simulated. A vector file can also be used to create a waveform design file
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for waveform design entry. Vectors that have been saved in the programming file can also be
used for functional testing.

A vector file that is used for functional testing must contain all input vector logic levels,
and expected output logic levels that are typically derived from a simulation or from a
previously tested device.

The simulator looks for a vector file or a simulator channel file, when we execute the
SIMULATE command. It automatically loads the newest vector file or SCF in the project
directory with the same filename as the project. When we enter VECTOR, the simulator
automatically generates an SCF for the file. Expected output logic levels are optional. They
may be of any type: user-defined expected .outputs, outputs from other simulations, or actual
functional device outputs (e.g., in a table file created during a previous simulation).

The following example shows a sample vector file, including a separate pattern section

for optional expected output values.

oe

units default to ns. %
Specify start and stop time of simulation. %

oe

START 0 ;
STOP 1000 ;

% Time between steps $%
INTERVAL 100 ;
INPUTS CLOCK ;

PATTERN
01 ; % relative vector values %

INPUTS DATAINX DATAINY ;
PATTERN % test every combination of %
% DATAINX and DATAINY 3

0> 00
220> 1 0O
320> 1 1 % absolute time vector values %
570> 0 1
11

720>

r

INPUTS CLEAR ;
PATTERN
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0>

1

100> O

L4

QUTPUTS SERSUM CIN COUT ;

PATTERN % check output at every Clock pulse %
=X X X

=0 00 % relative time vector values %
=000

=100

=001

=011

=111;

In the following we give the pseudocode description of the algorithm of forming a vector
file for the MUT.

// The pseudocode description of the algorithm that makes a vector file for a sequential
circuit according to Altera MAX PLUS II format.

// Create a new text file for writing by using fopen() function.
// Get the number of inputs from MUT

// Get all input names of MUT

// Construct the head part of vector file by fprintf() function.

// Generating the test pattern for inputs

for (int i = 0; i < number of test patterns ; ++i)

{

for (int count = 0; count < number of inputs; ++count)

{

/

// Call random number generator to generate the random number
// Add the reset signal for every fest pattern
// Add the clock signal for every test pattern

/

// Get the number of outputs from MUT
// Get all output names of MUT
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// Construct the end part of vector file by fprintf() function

// Close and save the vector file.

5.3. Fault Injection and Fault Simulation

Now we will implement the most important and complex section in our implementation

— fault injection and simulation.

5.3.1. Hardware fault injection
The hardware fault injection technique was devised in order to iteratively inject faults to
every mutually exclusive wire, and to test for both the stuck-at-0 and stuck-at-1 faults.

Figure 5.4 shows the fault injection scheme in hardware.
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Figure 5.4. The fault injection scheme in hardware.

In fault injection scheme, every mutually exclusive wire now has a multiplexer (MUX)

introduced within it, which allows us to either run the wire as is, or inject stuck-at-0 or stuck-
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at-1 faults. If the value of the select signals of any multiplexer are at “00”, then we will run
the wire as is, while if the values are at “01”, then we will inject a stuck-at-1 fault indicated
by the logical 1 value coming into the multiplexer, and if the values are at “10”, then we will
inject a stuck-at-o fault indicated by the logical 0 value coming into the multiplexer. Finally,

if the values are at “11”, then we will again assume normal operation of the wire.

5.3.2. Software fault injection

In the implementation, we will focus on software fault injection, that is, we will simulate
the above part — hardware fault injection scheme with entire software method. The software
fault injection will include three parts: input part fault simulation, inside wire fault

simulation and output part fault simulation.

5.3.2.1. Input part fault simulation

In the following we give the pseudocode description of the algorithm of input part fault

simulation.

// The pseudocode description of the algorithm that perform the input part fault simulation
Jor a sequential circuit by compilation and simulation under Altera MAX PLUS II

development environment.

// Set a flag to indicate the injecting fault to be “1” or “0".
bz=-1;
// Perfoming fault injection one by one from the fist input line to the last input line
Jor (pin=1,pin< number of inputs-1;pin+-+)
{
if (the flag for injecting fault<0)
set the infecting fault as 0
if (the flag for injecting fault>0)
set the injecting fault as 1
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//Open the .vechak (backup file of vector file) text file for reading
// Generating new, modified .vector file and processing them:
while (.vecbak text file is not empty )

{

// Read a line from .vechak text file and find the key character “>";
if ( the key character be found )

// Modify the line and do the fault injection for the current input pin
// Store this modified line to new modified vector text file,

if ( the key character not be found )

// Copy this text line to new modified vector file;

/
// Close the .vecbak text file;

// Close and save the new vector file for future using.

// Invoking command interpreter to execute a Compile command of ALTER MAXPLUS II to
compile the MUT and vector file on the background

// Invoking command interpreter to execute a Simulate command of ALTER MAXPLUS Il to
simulate the MUT using vector file as input file on the background

// Call outputs comparing and recording function

// Modifying the flag of injecting fault then performing a new fault injection for the current
input.

/

// Recover the original vector file and end input fault injection and testing.

5.3.2.2. Inside wire fault simulation
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In the following we give the pseudocode description of the algorithm of inside wire fault

simulation.

// The pseudocode description of the algorithm that perform the inside wire fault simulation

for a sequential circuit by compilation and simulation under Altera MAX PLUS II

development environment.

// Set a flag to indicate the injecting fault to be “1” or “0”.
bz=-1;

// Set a counter for recording the current wire

// Perfoming fault injection one by one from the fist inside wire to the last inside wire
for (wir=0,wir<number of inside wires;wir++)
{
if (the flag for injecting fault<0)
set the injecting fault as 0
if (the flag for injecting fault>0)
set the injecting fault as 1

// Getting the name of current inside wire line from MUT verilog file (v text)
// Open the .vigbak (backup file of MUT verilog file) text file for reading
// Generating new, modified MUT verilog file and processing them:

while ( .vighbak text file is not empty )
{

// Read a line from vechak text file

// Find the inside wire that should be injected a fault
if ( the inside wire be found )
// Modify the inside wire and do the fault injection for the current inside wire
// Store this modified line to new modified MUT verilog text file;
if (the inside wire not be found )
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// Copy this text line to new modified vector file;

/
// Close the .vighak text file;

// Close and save the new MUT verilog text file for future using.

// Invoking command interpreter to execute a Compile command of ALTER MAXPLUS I to
compile the MUT and vector file on the background

// Invoking command interpreter to execute a Simulate command of ALTER MAXPLUS II to
simulate the MUT using vector file as input file on the background

// Call outputs comparing and recording function

// Modifying the flag of injecting fault then performing a new fault injection for the current

inside wire.

/

// Recover the original MUT verilog file and end inside wire fault injection and testing.

5.3.2.3. Output part fault simulation

In the following we give the pseudocode description of the algorithm of output part fault

simulation.

// The pseudocode description of the algorithm that perform the output part fault simulation
for a sequential circuit by compilation and simulation under Altera MAX PLUS I

development environment.
// Set a flag to indicate the injecting fault to be “1” or “0”.

bz=-1;

// Set a counter for recording the current output pin
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// Perfoming fault injecting and testing by one from the fist output pin to the last output pin
for (pin=0,;pin<number of output pins;pin++)
/
if (the flag for injecting fault<0)
set the injecting fault as 0
if (the flag for injecting fault>0)
set the injecting fault as 1

//Open the .thak (backup file of table file) text file for reading

while ( .thak text file is not empty )

{
// Read a line from .vecbak text file

// Get the value of the current output pin,
if ( the value does not equal the injecting fault )
// One fault is found and record the current test patiern

// Terminate the execution of the nearest while loop

/

// Modifying the flag of injecting fault then performing a new fault injection and testing for
the current output pin.

}

// Close the .tlgbak text file and end output pin fault injection and testing.

5.4. Comparison of Results and Reports

An ASCII-format Table File (with the extension .tbl) can be used to record the results of

current simulation under Altera MAX PLUS II development environment.
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08/25/2003 20:02:11

s344.scf

Date:
1988-2001 Altera Corporation.

(C)

.
’

The Table File reports logic levels for the nodes and groups in the Vector File or

The following example shows a sample Table File.
OUTPUTS P4 P5 P6 P7 PO P1 P2 P3 CNTVCONZ CNTVCO2 READY ;

SCF, or the nodes and groups listed in the Vector File's Inputs and Outputs.
UNIT ns

INPUTS START BO Bl B2 B3 A0 Al A2 A3 rst CK ;

File Generated From:

MAX+plus II 10.1
Copyright

RADIX HEX ;
PATTERN

%

Simulator Channel File (SCF) specified with Inputs/Outputs as the source of input vectors
for simulation or functional testing. The reported nodes consist of all nodes and groups in the
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11111111100
11111111100
11111111100
11110110100
11110110100
111101101¢00
000601101100
00001101100
00001101100
00001010100
000010106100
00001010100
00000100100
00000100100
6000010C0100
60001100100
000011006100
00001100100
060001001100
0000100110060

0.0>00110111111
1.0>00110100100
2.0>001101001001
2.1>00110100101
3.0>11010000000
4.0>11010000001
4.,1>1 10106000001
5.0>01010010000
6.0>01010010001
6.1> 01010010001
7.0>10010001000
8.0100100010001
8.1>1 0010001001
9.0>011006110000
10.6>01100110001
10.1>01100110001
11.0>1 111000121000
12.0>11110001001
12.1>1 1110001001
13.0>00000101100
14.0> 00000101101



14.1>00000101101=00000000100
15.0>00110001000=00000000100
16.0>00110001001=000000060100
17.0>00001011000=00000000100
18.0>00001011001=000000001200
19.0>00101001100=000000001200
20,0 0000101001101 =00000000100
21.0>000000110060=00000000100
22.000000011001=00000000100
22.1>00000011001=000000001201
23.0»110101060000=00000000101
24.0>11010100001=00000000101
24.1>11010100001=00000000100
25.0»11111100100=00000000100
26.0»11111100101=00000000100

By comparing two simulation results of MUTs (fault-injected and fault-free), we can
detect those faults in the MUT.

In the following we give the pseudocode description of the algorithm of comparison of

results and generate a fault file for MUT.

// The pseudocode description of the algorithm that perform comparison of results and
generate a fault file for a sequential circuit by compilation and simulation under Altera

MAX PLUS II development environment.

// Open the .tbl text file for reading .
// Open the .thak (backup file of a fault-free table file) text file for reading

// Set counter r to indicate the number of current line.

while ( .tbl text file is not empty )

{
// Read a line from .tbl text file

// Get the r line of test pattern and output in .tbl text file
// Store the current line to stringl

while ( .thak text file is not empty )
{
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// Read a line from the .thak text file
// Get the r line of test pattern and output in the .tbak text file
// Store the current line to string2
// Compare the stringl and string?2
if ( different between stringl and string2)
// One fault is found and record the current test pattern and output
// Terminate the execution of the nearest while loop

break;
/

// Set counter r 1o indicate the next line

// Create a fault report file.
report = fopen(rpt, "a");
// Construct the head part of fault report file
// Form main fault report part according the records from results comparison.

// Close and save the fault report and end Comparison of Results and Reports.
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Chapter 6
TEST CASES AND EXPERIMENTAL RESULTS

This chapter of the thesis discusses simulation experiments on ISCAS 89 full-scan
sequential benchmark circuits based on our use of Verilog HDL under MAX PLUS I
development environment. Many of the details of implementation will be provided below
considering s298 sequential benchmark circuit. We will use deterministic compacted test
inputs as well as pseudorandom test vectors in the implementation in order to compare and

discuss our simulation results.

6.1. Generating Random Signal Input Vector File of s298 Circuit

Initially, we will create a new file fold in our PC and put the main executable file
SqTest_1.exe and s298.v (Verilog Design File) into this file fold. Then we will start to run
the executable file SqTest 1.exe and input s298 as a name of MUT, which will create a

random signal input vector as follows:

START O ;
INTERVAL 1 ;
INPUTS GO Gl G2 rst CK;

PATTERN

0>1 1000 18> 01 000 3611100
1>11001 19> 01001 37> 11101
2>1 1000 20> 0 0000 38> 00100
3>11001 21> 00001 38> 00101
4> 0 01 00 22> 01 000 40> 10100
5 00101 23> 01 001 41> 1 01 0 1
6> 1 0100 24> 111060 42> 0 0 0 0 O
7> 1 0101 25> 11101 43> 0 0 0 01
8>10100 26 01100 44> 11100
9> 10101 27> 01101 45> 11101
10> 11100 28> 01000 46> 01 0 0 O
11>1 1101 29> 01001 47> 01 0 0 1
12>1 0100 301010080 48> 1 01 00
13>1 0101 31>1 01 01 49> 1 01 01
14> 11000 32> 01 000 50> 0 0000
15>1 1001 33>0100 1 51> 0 0 0 0 1
1601100 34> 01100 52> 1 0 0 0 O
17> 01101 35> 01101 53> 1 0 00 1
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54>

00000 84> 0 01 0 O 114> 01 1 00
55> 0 0 0 0 1 85> 0 01 0 1 115> 01 1 0 1
56> 1 0100 86> 0 0100 116> 0 0.0 0 O
57> 1 010 1 87> 0 0 101 117> 0 0 0 0 1
56> 11100 88> 01 000 118> 01 1 00
50> 11101 89> 01 0 01 119> 011 0 1
60> 1 1100 90> 11100 120>1 01 00
61> 11101 91> 1 1 1 0 1 121> 1 01 0 1
62> 0 0 0 0O 92> 01 000 122>1 11 00
63> 0 0 0 0 1 93> 01 0 01 123> 1 1101
64> 0 1 00O 94> 1 01 0 0 124> 1 1 1 0 O
65> 01 0 01 95> 1 01 0 1 125>1 1101
66> 0 01 0 O 96> 1 0 1 0 O 126> 0 0 0 0 O
67> 0 0101 97> 1 0101 127> 0 0 0 0 1
68> 0 11 00 96> 1 0 0 0 O 128> 11 000
69> 01101 99> 1 0 0 0 1 129> 1100 1
70> 0 0000 100> 100 0O 130> 1 01 00
71> 00001 101> 1 0 0 0 1 131>1 01 01
72> 11000 102> 01 0 0 0 132> 1 0 0 0 0
73> 11001 103> 01 001 133> 1 0001
74> 1 1000 104> 0 1 0 0 O 134> 11100
75> 11001 105> 01 0 0 1 135> 11101
76> 0 0100 106> 1 0 0 0 O 136> 0 0 0 0O
77> 0 0101 107> 1 0 0 0 1 137> 0 0 0 0 1
78> 0 1 0 0 O 108> 0 01 00 138> 1 01 00
79> 01 001 109> 0 01 0 1 139> 1 01 0 1
80> 1 0100 110> 111 00 140> 1 0 0 0 O
81> 1 010 1 111> 111 0 1 141> 1 0 0 0 1
82> 0 0100 112> 1 0 0 0 0 142> 01100
83> 0 0101 113> 1 0 0 0 1 143> 01 1 0 1;

OUTPUTS G117 G132 G66 G118 G133 G67;

6.2. Generating Fault-Free Qutput File of s298 Circuit

Since we are first simulating a fault-free sequential circuit, we generate a fault-free

output file — s298.tbl, as given below.

% MAX PLUS II 10.1 Date: 11/23/2003 21:35:18
File Generated From: s298.scf

INPUTS GO Gl G2 rst CK;

QUTPUTS G117 G132 G66 G118 G133 G67;

UNIT ns;

RADIX HEX;

PATTERN
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oe

oe

116116 %

r
G GGsC
012¢tK

o\e

%

13613¢6

o\

%

726837

o

100001
100001

46.0> 01 0 0 0

0000CO0O
000000
100001

0.0>1 100060
1.01 1001
1.1>1 10 01
2.0>1 1000
3.0>1 1001

47.0> 01 0 0 1

100001
100001
100001

48.0>1 0100

49.,0>1 01 0 1

100001
100001
100001
100001
100001

50.0> 00000

100001
100001

51.0> 0 0 0 0 1

4.0> 00100
5000101

52.0>1 0000

100001

53.0>1 00 0 1

6.0>1 0100
7.0>1 0101
8.0>1 0100
9.0>1 0101

100001

54.0> 0 0000

100001

100001

55.0>0 0001 =

100001
100001

100001

56.0>1 0100

1006001

57.0>1 010 1

100001
100001
100001
100001

10.0>1 1100

100001

58.0> 11100

11.0>1 1101

100001

59.0>1 1101

12.0>1 010 0

100001

60.0>1 1100

13.0>1 0101

100001

61.0>11 101

100001
100001
100001
100001
100001

14.0>1 1000

100001
100001

62.0> 0 0 0 00

15.0>1 1001

63.0> 0000 1

16.0> 01100

100001

64.0> 01 000

17.0> 01101

100001
100001

65.0> 01001

18.0> 01 00 0

66.0> 0 001 0 O

1000071
100001
100001
100001

19.0> 01001

100001
100001

67.0> 0 0101

20.0> 0 0 0 0 O

68.0> 0 1100

21.0> 06 00 0 1

1060001
100001
100001
100001
100001
100001

69.0> 01101

22.0>01 000

=100001 70.0> 0 0 0 0 0 =
100001

23.0>01 001

71.0>0 0 0 01

24.0>1 1100

=100001 72.0> 11 0 0 0 =
100001

25.0>11101

73.0>1 1001

26,0> 01100

74.0> 11 000

100001

27.0> 01101

100001 75.0>11001=1000201
100001
100001

28.0> 01000

100001

7¢.0> 0 01 00

29.0> 01001

100001
100001
100001
100001

77.0> 001 01

30,0>1 0100

78.0> 01 0 0 O

100001
100001
100001
100001
100001
100001
100001

31.0>1 0101

79.0> 01001

32.0> 01000

80.0>1 0100

33.0> 01001

1006001

81.0>1 0101

34.0> 01100

100001

82.0> 0 0 1 00

35.0> 01101

100001
100001
100001
100001
100001

83.0> 00101

36.0> 11100

84.0> 0 0100

37.0> 11 1 01

85.0> 0 01 01

100001

38.0> 00100

86.0> 0 0100

100001
100001
100001
100001
100001

33.0>00101

87.0> 0 0 1 01

40.0> 1 0100

100001
100001

88.0> 01 0 0 O

41.0>1 0101

89.0> 01 00 1

42.0> 0 00 0 O

100001

90.0>1 11 00

43.0> 0 0 0 0 1

100001

=100001 91.0> 111 01 =
100001

44.,0> 11100

=1 00001

92.0> 01 000

45.0> 1 1 1 01
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93.

94.

95.

96.

97.

98.

99.
100.
101.
102.
103.
104.
105.
106.
107.
108.
109.
110.
111.
112.
113.
114.
115.
116.
117.
118.

0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
0>

COO0O0OORRHRREROOHHEHOOOOR KPR HRPO

6.3. Fault Injection and Simulation for s298 Circuit

1001=100001 119.
01 00=100001 120.
0101=100001 121.
0100=100001 122.
0101=100001 123.
0000=100001 124.
0001=100001 125.
0000=100001 126
0001=1060001 127.
1000=100001 128.
1001=100001 129.
1000=100001 130.
1001=100001 131.
0000=100001 132.
0001=1000601 133
0100=100001 134.
0101=1002001 135.
1100=100001 136.
1101=100001 137.
6 000=10000¢01 138.
0 001=100001 139.
1100=100001 140.
1101=1060001 141.
0000=100001 142.
0001=100001 143.
1100=100001

0>
0>
0>
0>
0>
0>
0>

.0>

0>
0>
0>
0>
0>
0>

.0>

0>
0>
0>
0>
0>
0>
0>
0>
0>
0>
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In this section, we will execute software fault injection and simulation. It involves three

basic steps:

Step 1: Input part fault injection.

First, we will modify the original s298 vector file: Set all numbers of the first

column (it represents input pin GO) to 1: it means that input GO is stuck-at-1; then

simulate s298 by using this vector file as input signal under Altera MAX PLUS II

and get a non-fault-free result. Then compare the result with the result in fault-

free table file and detect a stuck-at-1 fault.

Next, we will modify the original s298 vector file: Set all numbers of the first

column (it represents input pin GO) to 0: it means that input GO is stuck-at-0; then

simulate s298 by using this vector file as input signal under Altera MAX PLUS II
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and get a non-fault-free result. Then compare the result with the result in fault-
free table file and detect a stuck-at-0 fault.
Repeat the same procedure from the first column to the last column. This way,

simulate all input pins and test them one by one, and record all faults detected in

the final fault report file.

Step 2: Inside wire fault injection.

First, we will modify the original s298 verilog design file: Replace the first wire
name with 1 in all gate-level description line; for example, “and AND3_1(G35,
G10, G11, G12)” will be modified as “and AND3 1(G35, 1,G11, G12) ™ this
means that the first inside wire G10 is stuck-at-1; then simulate the modified s298
Verilog design file by using the original vector file as input signal under Altera
MAX PLUS II and get a non-fault-free result. Then compare the result with the
result in fault-free table file and detect a stuck-at-1 fault.

Next, modify the original s298 verilog design file: Replace the first wire name
with O in all gate-level description line; for example, “and AND3_1(G35, G10,
G11, G12) ” will be modified as “and AND3_1(G35, 0,G11, G12) : this means
that the first inside wire G10 is stuck-at-0; then simulate the modified s298
Verilog design file by using the original vector file as input signal under Altera
MAX PLUS 1II and get a non-fault-free result. Then compare the result with the
result in fault-free table file and detect a stuck-at-0 fault.

Repeat the same procedure from the first inside wire to the last inside wire. This
way, simulate all inside wires and test them one by one, and record all faults

detected in the final fault report file.

Step 3: OQutput part fault injection.

Firs, we will locate the column that represents the first output line in the fault-free
output file — s298.tbl. Then in the column if we can find the value “1”, that means
we detected a stuck-at-0 fault for the output pin. On the other hand, if we find the

value “0”, it means that we detected a stuck-at-1 fault for the output pin.

66



e Repeat the same procedure from the first output pin to the last output pin. This

way, simulate all output pins and test them one by one, and record all fauits

detected in the final fault report file.

6.4. Fault Detection Report on s298 Benchmark Circuit Testing

The last part of the fault simulation is concerned about generating a fault detection report.

Some portions of test results on s298 benchmark circuit are furnished below.

2

Circuit structure
Name of the circuit
Number
Number
Number
Number

of gates
of primary inputs
of primary outputs

of inside wires

ATPG parameters
Test pattern generation mode
Number of random patterns

Initial random number generator seed

Test pattern generation results
Number of injected faults
Number of identified faults

Fault simulation time

Q

Test0 1 1 0 0 0 0 faults detected
Testl 1 1 0 0 1 0 faults detected
Test2 1 1 0 0 0 0 faults detected
Test3 1 1 0 0 1 0 faults detected
Testd 0 01 0 O 58 faults detected
Test5 0 01 0 1 0 faults detected
Test6 1 0 1 00O 1 faults detected
Test7 1 01 0 1 0 faults detected
Test8 1 0 1 0 0 12 faults detected
Test9 1 6 1 0 1 0 faults detected
Test10 1 1 1 0 O 1 faults detected
Testll 1 1 1 0 1 0 faults detected
Testl2 1 01 0 0 0 faults detected
Testl3 1 01 0 1 0 faults detected
Testl4 1 1 0 0 0 1 faults detected

% Report file for the circuit s298.bench:

% Number of faults detected by each test pattern:

$298

119

5

6

1127

RPT

72

seed = rand();

272

203

660 secs

Testl5 1 1 0 0 1 0 faults detected
Testle 0 1 1 0O 2 faults detected
Testl7 01 1 0 1 0 faults detected
Testl8 0 1 0 0 0 0 faults detected
Testl9 0 1 0 0 1 0 faults detected
Test20 0 0 0 O € 0 faults detected
Test2l 0 0 0 0 1 0 faults detected
Test22 01 0 0 O 10 faults detected
Test23 01 0 0 1 0 faults detected
Test24 1 1 1 0 0 1 faults detected
Test25 1 1 1 0 1 0 faults detected
Test26 0 1 1 0 O 12 faults detected
Test27 01 1 0 1 0 faults detected
Test28 01 0 0 O 3 faults detected
Test29 01 0 0 1 0 faults detected
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Test30
Test31
Test32
Test33
Test34
Test35
Test36
Test37
Test38
Test39
Testd0
Test4l
Testd2
Test43
Test 44
Testdb
Test4d6
Testd7
Test48
Test4d9
Test50
Test5l
Testh2
Test53
Testb4
Testb5
Testh6
Test57
Test58
Test59
Test60
Test6l
Testo2
Test63
Test64
Test65
Test66
Test67
Test68
Test 69
Test70
Test71
Test72
Test73
Test74
Test75
Test76
Test77
Test78
Test79
Test80
Test81
Test82
Test83
Test84
Test85
Test86
Test87
Test88
Test89
Test90
Test9l
Test 92
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detected
detected
detected
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detected
detected
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detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
detected
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detected
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0 faults detected

detected
detected
detected
detected
detected
detected
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detected
detected
detected
detected
detected
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detected
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detected
detected
detected
detected
detected
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The fault detection report file shows the results as obtained from fault simulation. It
includes the name of circuit module under test, number and name of input pins, number and
name of output pins, total number of injected faults, testing run time, test vectors, and faults

detected by the test vectors.

6.5. Test Results and Analysis of ISCAS 89 Sequential Benchmark Circuits

The simulation and test generation algorithms for sequential circuits were implemented
in C programming language; various test sets (deterministic compacted test inputs for s27)
generated for ISCAS 89 full-scan sequential benchmark circuits were used to evaluate the
effectiveness of the proposed algorithms. All experimentations were carried out on an IBM-
compliant Personal Computer (PC) containing Pentium III, 1000MHz, with 256 MB of
RAM.

Simulations were carried out on 12 ISCAS 89 benchmark sequential circuits. Table 6.1

shows the details of these ISCAS 89 full-scan sequential benchmark circuits.

Circuit No. of No. of gates No. of inputs No. of outputs of No. of wires
name DFFs and inverters (including clock the circuit of the circuit
in the circuit | in the circuit and reset) of the
circuit
S27 3 10 6 1 12
$298 14 119 S 6 127
S344 15 160 11 11 164
S382 21 158 5 6 173
S444 21 181 5 6 196
§526 21 193 5 6 208
S641 19 379 37 24 374
5820 5 289 20 19 275
5832 5 287 20 19 273
S953 29 395 18 23 401
S51238 18 508 16 14 512
S$1423 74 657 19 5 726

Table 6.1. Basic Specifications of 12 ISCAS 89 Sequential Benchmark Circuits

Table 6.2 and Figure 6.1 show graphically the relationship among testing time, the

number of DFFs, gates, inverters, and wires of ISCAS 89 sequential benchmark circuits.
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Circuit No. of DFFs | No. of gates and No. of wires No. of test vectors Total testing
name in the circuit inverters in the of the circuit used for simulation Time (secs)
circuit
527 3 10 12 72 60
5298 14 119 127 72 660
S344 15 160 164 186 966
5382 21 158 173 184 1200
S444 21 181 196 207 1264
S526 21 193 208 219 1249
S641 19 379 374 435 3939
S820 5 289 275 314 1917
S832 5 287 273 312 1649
8953 29 395 401 442 4102
S1238 18 508 512 542 5481
S1423 74 657 726 750 12121

Table 6.2. Testing Time and Number of DFFs, Gates, Inverters, and
Wires of Benchmark Sequential Circuits

—o— Number of DFFs —#— Number of Wires —#— Testing Time(Minute)

800
700 +
600 |
500
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T i —H__l o 5
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2 4

S27 S298 S344 S382 S444 S526 S641 S820 S832 S953 S1238 S1423

Figure 6.1. Testing time vs. no. of wires and DFFs.
From the above Table 6.2 and Figure 6.1, we can see that the testing time will increase

along with increase of the number of DFFs, gates, inverters, and wires, and the number of

wires plays the most important role in overall testing time.

70



Table 6.3 and Figure 6.2 show fault coverage with the number of DFFs, wires, and

detected faults of the tested ISCAS 89 benchmark circuits.

Circuit No. of DFFs No. of wires No. of detected Fault coverage
name in the circuit in the circuit faults (%)
S27 3 12 34 100
5298 14 127 203 74.6
S344 15 164 343 93.2
S382 21 173 90 247
5444 2} 196 86 21.0
5526 21 208 79 18.2
S641 19 374 758 87.5
S820 5 275 37 50.8
S832 5 273 345 55.6
5953 29 401 834 94.8
S1238 18 512 885 82.0
S1423 74 726 581 38.8

Table 6.3. Fault Coverage, Number of DFFs, Wires and Detected Faults

—o— Number of DFFs ~g— Number of Wires
—2— Number of Detected Faults -3¢~ Fault Coverage

1000

800 -
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400 |-

200
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S27  S298 8344 S382 S444 S526 S641  S820 S832 S953 S1238 S1423

Figure 6.2. Fault coverage vs. no. of DFFs and wires.

Table 6.4 and Figure 6.3 show the number of injected faults, test vectors and detected

faults of all tested ISCAS 89 circuits.
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Circuit No. of faults injected | No. of test vectors used | No. of faults detected
name for simulation
S27 34 72 34
5298 272 72 203
S344 368 186 343
S382 364 184 90
$444 410 207 86
3526 434 219 79
S641 866 435 758
5820 624 314 317
5832 620 312 345
$953 880 442 834
S1238 1080 542 885
S1423 1496 750 581

Table 6.4. Number of Injected Faults, Test Vectors, and Detected Faults

# Number of Injected Faults + Number of Test Vectors ® Number of Detected Faults

1600
1400 r
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1000 ¢
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400 r
200 o

S27 S298 S344 S382 S444 S526 S641 S820 S832 S953 S1238 S1423

Figure 6.3. Detected faults vs. injected faults, test vectors.
Many factors affect the circuit module fault coverage. Theoretically, we can get almost

100% fault coverage using exhaustive test vectors for sequential circuits. Table 6.5 shows

test results and parameters of all 12 ISCAS 89 sequential benchmark circuits.
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No.of | No.of No. of No.of | No. No. of Total No.of | No.of | Fault
MUT DFFs Gates inputs outputs of test testing faults faults | cove-
name in the and (including | ofthe | wires | vectors time injected | detected | rage
MUT | Inverter- | clock and MUT | ofthe | used for | (secs) (%)
s in the reset) of MUT | testing
MUT the MUT

S27 3 10 6 1 12 72 60 34 34 100
S298 14 119 5 6 127 72 660 272 203 74.6
S344 15 160 11 11 164 186 966 368 343 93.2
5382 21 158 5 6 173 184 1200 364 90 247
S444 21 181 5 6 196 207 1264 410 86 21.0
$526 21 193 5 6 208 219 1249 434 79 18.2
S641 19 379 37 24 374 435 3939 866 758 87.5
$820 5 289 20 19 275 314 1917 624 317 50.8
5832 5 287 20 19 273 312 1649 620 345 55.6
$953 29 395 18 23 401 442 4102 880 834 94.8
$1238 18 508 16 14 312 542 5481 1080 885 82.0
51423 74 657 19 5 726 750 12121 1496 581 38.8

Table 6.5. Simulation Results on ISCAS 89 Sequential Benchmark Circuits

73




Chapter 7
CONCLUSIONS

A Verilog HDL-based fault simulator for testing embedded cores-based synchronous
sequential circuits is proposed in the thesis to detect single stuck-line faults. The simulator
emulates a typical BIST (built-in self-testing) environment with test pattern generator that
sends its outputs to an MUT (module under test) and the output streams from the MUT are
fed into a response data analyzer. The response data analyzer is comprised of a storage unit
for the fault-free responses from the MUT and a comparator. A fault is detected if the circuit
response is different from that of the fault-free circuit. All of the faults detected are recorded
in a detailed simulation results file. The fault simulator is suitable for testing sequential
circuits described in Verilog HDL. The automatic fault simulator generates tests for the
MUT described at the gate and flip-flop level. There are very few constraints on the circuit.
The simulation process is completely automatic, and requires no intervention from the
designer during the test generation process. The thesis describes in detail the architecture and
applications of the fault simulator along with the models of sequential elements used.
Results on some simulation experiments on ISCAS 89 sequential benchmark circuits are also
provided.

It is hoped that this research will lead to further work in this domain. The future research
can be classified into these categories: improvements of the fault simulator by augmenting
its enhancements and performance, extending the test method to handle several MUTs
(module under test) at same time and developing new integrated test wrapper for IP
(intellectual property) cores.

In the context of improving the performance of the fault simulator, several things might
be considered:

e It is possible to preprocess the circuit to identify those primary inputs that do not
influence the detection of the faults under consideration. During the search for a test
for those faults, such primary inputs could then remain unchanged.

e Currently, the input signals are modified one at a time. This strategy is simple and
works in most cases. However, one can develop more sophisticated strategy for

generating trial vectors and use a more sophisticated mechanism in subsequent
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passes. In this way, a certain percentage of fault coverage can be obtained within a

reasonable computing time, and higher fault coverage can still be reached if longer

computing time is affordable.

The proposed approach can also be applied for those sequential circuits described by

VHDL or AHDL after making slight change in the program.
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//******************************************************

// Define Global Variables Used in SqTesting 1.

//******************************************************

#include <iostream.h>
#include <stdio.h>
finclude <string.h>
#include <stdlib.h>
#include <time.h>
#include <dos.h>
#define MAX 2048

//*******************************************************

unsigned long int random number (unsigned long int seed)
{

const unsigned long int module = 2147483647L;

const unsigned long int multiplier = 16807L;

static unsigned long int ran = seed;

// initial value is used only at the first time

ran = (ran * multiplier) % module;
return ran;

}

//********************************************************

//********************************************************

7/ Main Function
//‘k*‘k**k****‘k**********************************************

int main( )
{
struct time t;
int tlhour, tlminute,tlisecond;
int t2hour, tZ2minute, t2second;
unsigned long int seed;
FILE *Dteml;
FILE *Dtem?2;
char Daline[MAX];
char Dlinel [MAX],Dline2{MAX];
char *Dptr, *ptrl, *Dptr2;
int Dk,D1;
int n, m, gen;
int i,mi,wireline;
char MUTname {10],MUT[10};
char
vec[20],thb1[20],vecbak[20],vectemp[20], thak[20],rpt[20],MUTx{20],v1igbak[20];
char cpvecbak[40], cptbl[40],cml[80],cmlx[80],sim{80},simx{80],delv(40];
char cpvt{40],delvt[40]),cpvlig[40],cpvec(40],cpv([40],cpx[40],delspeed[40];
char wO0[20],w1[20]),w2{20];
// char *vec;
//char *tbl, *vbak, *tbak;
int flgl=0,flg2=0;
char inc[800],outc(800],wirec[1800];
// char *inc;
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char
FILE
FILE
FILE
FILE
FILE
FILE
FILE
char
char

char
char
char
char
char
char
char
char
char
char
char
char
char

int
int
int
int
int
int
int
int

// char *outc;
// char incbak[40];
int innum, outnum,wirenum;

ch{800][1000] = {"\0"};
*Leml;

*tem?2;

*input;

*output;

*vtbak;

*tblbak;

*report;

aLine [MAX];

line2 [MAX];

toFindws{]= "//# wires"™;

toFindins([]= "//# inputs™;
toFindouts (1= "//# outputs"™;

toFindl{] = "wire ";
toFind2[) "input ";
toFind3[] "output ";
toFind4 [l = ".0>";
*ptr, *ptri,*ptr2;
al[l0241,aa[l1024];
b(10247;

c[1024];
ijfi{2],pinname(4];
itostr[6];

I

i

com, testno=0;

count {100}, countfault{10001;

j,r=1,s5=0;

ri=1,s1=0;
pin,pat=1,wir=0;
bz=-1,ccc=0;

findfault, findfaultnum=0;
loopnum=0;

printf ("Enter Name of MUT:

cin >> MUTname;

strcpy (MUT, MUTname) ;
strcpy (vec,MUTname) ;
strepy (tbl,MUTname) ;
strcpy (vecbak, MUTname) ;
strcpy (vectemp, MUTname) ;
strcpy {(tbak, MUTname) ;
strcpy {rpt,MUTname) ;
strcpy (vlgbak,MUTname) ;
strcpy (MUTx, MUTname) ;

strcat (MUTname, ".v");
strcat (vec, ".vec");
strcat (tbl,".thl");
strcat (vecbak, "vec.bak"};
strcat (vectemp, " .bak") ;
strcat (tbhak, "tbl.bak™);
strcat (rpt, "report.log");
strcat (vigbak, "v.bak");
strcat (MUTx, "x.v");

printf ("MUT is %s\n",MUT);
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printf ("MUTname is %s\n",MUTname);
printf("vec is %s\n",vec);

printf ("vecbak is %s\n",vecbak):
printf ("vectemp is %$s\n",vectemp);
printf ("tbak is %s\n", tbak);
printf {"rpt is %$s\n",rpt);

printf ("vligbak is %$s\n",vlgbak);
printf ("MUTx is %s\n",MUTX):;

strcpy (cpvecbak, "copy Y

strcat (cpvecbak, vec) ;

strcat (cpvecbak, " ");

strcat (cpvecbak, MUT) ;

strcat (cpvecbak, "vec.bak");

printf ("cpvecbak is %s\n",cpvecbak);

strcpy (cpvec, "copy ") ;

strcat (cpvec, vecbak) ;

strcat {(cpvec,” ");

strcat (cpvec, MUT) ;

strcat {cpvec,".vec");

printf ("cpvec is %s\n",cpvec);

strepy {cml, "c:\\maxplus2\\maxplus2 -c ");
strcat (cml,MUT) ;

//strcat(cml,” -s -vec d:\\a\\");
//strcat (cml, vec);

//strcat (cml, " -tbl d:\\a\\");
//strcat (cml, tbl);

//strcat (cml, ™ d:\\a\\");

//strcat (cml,MUT) ;

printf ("cml is %s\n",cml);

strcpy (cmlx, "c:\\maxplus2\\maxplus2 -c ");
strcat {(cmlx,MUTx) ;

//strcat{cml," -s -vec d:\\a\\");
//strcat (cml, vec) ;

//strcat {cml,”" —tbl d:\\a\\");
//strcat (cml, tbl);

//strcat (cml, ™ d:\\a\\");

//strcat (cml,MUT) ;

printf ("cmlx is %s\n",cmlx);

strepy (sim, "c: \\maxplus2\\maxplus2 -s");
strcat (sim, " -vec ");

strcat (sim, vec) ;

strcat (sim, "™ -tbl ");

strcat {sim, tbl) ;

strcat (sim, " ");

strcat (sim,MUT) ;

printf ("sim is %s\n",sim);

strepy (simx, "c:\\maxplus2\\maxplus2 -s");

strcat (simx," -vec ");
strcat (simx,vec) ;
strcat {simx," ~-tbl ™");
strcat (simx, tbl};
strcat (simx, "™ ");

strcat (simx,MUTX) ;
printf ("simx is %$s\n",simx);

strcepy (cptbl, "copy ") ;
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strcat (cptbl, tbl);

strcat (cptbl,"” ")

strcat (cptbl,MUT) ;

strcat (cptbl, "tbl.bak");
printf ("cptbl is %$s\n",cptbl);

strcpy (delv, "del ");
strcat (delwv,vec);
printf("delv is %s\n",delv);

strcpy (cpvt, "copy ")

strcat (cpvt, vectemp) ;

strcat (cpvt," ")

strcat (cpvt,vec);

printf ("cpvt is %s\n",cpvt);

strcpy(delvt,"del ");
strcat(delvt,vectemp) ;
printf ("delvt is %s\n",delv);

strcpy{cpvlg, "copy ")

strcat (cpvlg,MUTname) ;

strcat (cpvlg,"™ ");

strcat (cpvlg,vligbak):;

printf ("cpvlg is %$s\n",cpvlg):;

strcpy(cpx, "copy ")
strcat (cpx,MUTname) ;
strcat{cpx," "):

strcat (cpx,MUTX) ;

printf ("cpx is $s\n",cpx);

strcpy (cpv, "copy ") :
strcat (cpv,vligbak);
strcat(cpv," "):
strcat (cpv, MUTname) ;
printf ("cpv is %$s\n",cpv);

strecpy (delspeed, "del ");
strcat {delspeed, MUT) ;
strcat (delspeed, " .CNF") ;

system(cpvlg); //copy .v file to v.bak

e e e e e e e e e
// To get input number of MUT
/e

input = fopen(vlgbak, "r");

while ( fgets({aline, MAX, input) != NULL )

{

if { (strstr(aline,toFindins)) != NULL ) //To find the key word

“inputs”.

ptr = strstr(aline, toFindins);
ptr=ptr+l1;
for (int i=0;i<8;++1)
{
if (*ptr !='\0")

{

inclil=*ptr;

++ptr;

}
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else
{
inc{i]="\0";

}
}
e e e e
' To get output number of MUT
e e e e e e e e e
if ( (strstr(aline,toFindouts)) != NULL ) //To find the key word
“outputs”
{
ptr = strstr{aline, toFindouts);
ptr=ptr+l2;
for (int i=0;i<8;++i)
{
if (*ptr !1="\0")
{
outc[i]=*ptr;
++ptr;
}
else
{
outc[il="\0";
}
}
}
e e
// To get wire number of MUT
T e e e e e
if ( (strstr(aline,toFindws)) != NULL ) //To find the key word
“wires”.

{
ptr = strstr(aline, toFindws);
ptr=ptr+10;
for (int 1i=0;i<8;++1i)
{
if (*ptr !='\0")
{
wirec[ij=*ptr;
++ptr;

else
{
wirec[1]="\0"';

}

fclose (input) ;

innun=atoi {(inc) ;

outnum=atoi (outc);
wirenum=atoi (wirec);

printf ("wirec is %s\n",wirec);

printf ("wirenum is %d\n",wirenum);
printf("inc is %s\n", inc);

printf ("outc is %s\n",outc);
printf ("innum is %d\n", innum) ;
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printf ("outnum is %d\n",outnum) ;

//*********************************\k*************************

/7 Function for getting input name of MUT

//*-k***************************;*****************************

input = fopen(vlgbak, "r");
while ( fgets(aline, MAX, input) != NULL )
{

if ( (strstr{aline,toFind2)) !'= NULL )

{
ptr = strstr(aline, toFind2);
ptr=ptr+6;
for (int i=0;1<800;++1)
{
if (*ptr t=';")
{
inc[i]=*ptr;
++ptr;

else
{
inc{i]="\0";
break;

}
}

fclose {(input) ;

i=0;
while (inc[i]!='\0")
{
if (inclil==',")
{
incl[il=" *%;
}
++i;

}

printf ("inc is %s\n",inc);

//**************************k*****************k********'k*****‘k

/7 Function for getting output name of MUT

//**k*****~k**‘k*k*‘k**********k******************************‘k***

input = fopen(vlgbak, "r");
while ( fgets(aline, MAX, input) != NULL )
{
if ( (strstr{aline,toFind3)) != NULL )
{
ptr = strstr(aline, toFind3);
ptr=ptr+7;
for (int i=0;i1<800;++1)
{
if (*ptr t=';")
{
outc[i]l=*ptr;
++ptr;

else
{
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outcl[il="\0";
break;

}

fclose (input) ;
i=0;
while (outc[i}!='\0")
{
if (outcli]=="',")
{
outclil="* *;
}
++i;
}

printf ("outc is %s\n”",outc);

//**~k********************************************************

/7 Function for getting wire name of MUT
/‘/***************‘k**********************‘k‘k*k*‘k****************

input = fopen{vligbak, "r");
while ( fgets(aline, MAX, input) != NULL )
{
if ( (strstr(aline,toFindl)) != NULL )
{
ptr = strstr(aline, toFindl);
ptr=ptr+5;
for (int i=0;i<1800;++1)

if {(*ptr t=';")
{
wirec[ij=*ptr;
++ptr;

else
{
wirec[il=",";
wirec[i+1]="\0";
break;

}
}
fclose (input) ;
printf ("wirec is %s\n",wirec);

//********‘k*********************-k*******************k*****************************

1/ Function for deterministic input test patterns
//*********************************************************\k********************~k

/* Dteml = fopen("vold.txt", "xr");
Dtem2 = fopen(”"vnew.txt","a");
Dk=0;
while ( fgets(Daline, MAX, Dteml) != NULL )
{
if ( (Dptrl = strstr(baline,">")) != NULL )
{

strcpy (Daline, Dptrl + 2);
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strncpy(Dlinel, DalLine, 8);

Dlinel{8] = *\0';
strncpy (Dline2, Daline, 8);
Dline2{8] = *\0';

fprintf (Dtem2, "%d > ",Dk);
strcat (Dlinel, "0 0");

fprintf (Dtem2, "%s",Dlinel);
fprintf (Dtem2, "\n");
Dk=Dk+1;

fprintf (Dtem2, "%d > ",Dk):;
strcat (Dline2, "0 1");

fprintf (Dtem2, "%s",Dline2);
fprintf (Dtem2, "\n");
Dk=Dk+1;

fclose (Dtem?2) ;
fclose (Dteml) ; */

//*******************************************************************************

/7 Function for generating random vectors file
Fedkkeok hok Fe g ke ke ke ok ok ke ok ke otk ke e e ke okt ok ke ke ekt ke R ke ke ke gk ke ek ok ke ke ok ko ek ke g ke ke e ok e ke ke ok e Rk ok ke ke ok e ok ok ke ke e ke ok ke ok
7/

srand {(time (NULL) ) ;

seed = rand();

n=innum;
m=2* (innum+outnum+wirenum) ;

printf ("Random numbers are: \n");
input = fopen(vec, "w");
fprintf (input, "START 0 ;\n");
fprintf (input, "INTERVAL 1 ;\n");
fprintf (input, "INPUTS ");
fprintf (input, inc);
fprintf (input, ";\n");
fprintf (input, "rst CK ;\n");
fprintf (input, "PATTERN\n");

int k=0;
for (int 1 = 0; 1 < m; ++1i)
{
for (int count = 0; count < 2* (n-2); ++count)
{ gen = random number (seed) % 2:
if (gen == 0) chi{i][count] = '0°';
else chli] [count] = '17%;
++count;
chli}l[count]l=" ';
}

printf ("%$s\n", chlil]);

if {k < m) // To add rst & CK to vector file
{
fprintf {(input, "%d> %s",k,ch[il);
if (k<1)
{
fprintf (input, "1 ");

else

{
fprintf (input, "0 ");
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}
gen = k % 2;
if (gen == 0)
{
fprintf (input, "1 \n");
}
else
{
fprintf (input, "0 \n");
}
k=k+1;
gen=k%2;
if (gen==0)
{
fprintf (input, "%d> %s",k,chl[i]l):
if (k<1)
{
fprintf ({(input, "1 ");

else
{
fprintf (input, "0 ");
}
gen = k % 2;
if (gen == 0)
{

fprintf (input, "1 \n"):;
}
else
{

fprintf (input, "0 \n");
}
k=k+1;

}

fprintf (input, ":;\n");
fprintf (input, "OUTPUTS ");
fprintf (input, outc):;
fprintf (input, ":;\n");
fclose (input) ;

// End of forming random vector file.

system{cpvecbak) ; // Copy vector file to vector backup file
system(delspeed);

system(cml) ;

system{sim);

system{cptbl);

gettime (&t); // Record the start time
tlhour=t.ti hour;
tlminute=t.ti min;
tlsecond=t.ti_sec;

//******************k******************************************************

// Function for input-fault-inijection
//**-k*******‘k***‘k************************‘k*******************‘k*********‘k*v‘r

bz=-1;
for (pin=1;pin<{n-1);pin++)
{
if (bz<0)
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{
strepy (13€,70™) ;

else
{
strcpy (3£, "1");
}
printf("ijf is %s\n",ijf);

teml = fopen (vecbak, "r");

temz = fopen(vec,"w"):;
while ( fgets(aline, MAX, teml) != NULL )
{
if ( (ptr = strstr(aline,™> ")) != NULL )

{
ptr = ptr + (2*pin);
strcpy(line2, ptr + 1);
*ptr = 0;
strcat(alLine, ijf);
strcat (aline, line2);
}
fprintf (tem2, "%s", aline);
}
fclose (teml);
rewind(temZ2) ;
fclose (tem2) ;

system(delspeed);
system(cml) ;
system(sim) ;
loopnum=loopnum+l;

//***************************************************************************

// Function for comparison of 2 result table files
/7 for input-fault-injection
//***************************************************************************

teml = fopen(tbl, "r");
tem?2 = fopen(tbak,"r");
r=-1;
s=~1;
findfault=0;
while { fgets{alLine, MAX, teml) != NULL )
{
if ( (ptrl = strstr(aline,"0>")) != NULL )
{
r=r+l;

strepy(aline, ptrl + 3);

while ( fgets{(line?2, MAX, tem2) != NULL )
{
if ( (ptr2 = strstr(line2,”0>")) != NULL )
{
s=s+1;
if (s==r)
{

strcpy{(line2, ptr2 + 3);
if ((s>0)&& (strcmp(aline, Line2) !=0))
{
countfault [ri=countfault[r]+1;
itoa(pin,itostr,10);
strcpy (cpvt, "copy ") :
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strcat (cpvt, tbl);
strcat (cpvt,” ");
strcat (cpvt,MUT) ;
strcat (cpvt,itostr);
strcat (cpvt,ijf);
strcat (cpvt, "tbl.bak");
printf ("cpvt is %$s\n",cpvt);
system{cpvt);
findfaultnum=findfaultnum+1l;
findfault=1;
break;

}

else

{ break; }

}
}
if (findfault==1)
{break;}
}
}
fclose(teml);
fclose (tem2) ;

e
// Modify the flag for next fault injection
/o e e e e e e
if (bz<0)
{
pin=pin-1;

bz=bz* (~1);

system(cpvec);//Recover the original vector file and end of input-fault-
injection.

//**‘k******‘k**‘k***********************k*'k**********************************

// Function for wire-fault-injection
//‘k‘k‘k‘k*********************************************‘k***********‘k**********

bz=-1;
mi=0;
for {(wir=0;wir<wirenum;wir++)
{
if (bz<0)

{

strcpy (i3f,"0");

for (i=0;i<30;i++)

{
if (wirec[mi]!t=",")
{

wO{il=wireci{mil;

//i=1+1;
mi=mi+1l;
}
else
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mi=mi+1;
wO{i1="\0";
break;

else
{
strepy (13f,"1");
}

printf ("ijf is %s\n",ijf);

printf ("w0 is %s\n",w0);
wl[0}=",";

wl{1l1="\0";
w2[0]=",";
w2[1]="\0";

strcat{wl, wQ);
strcat(wl, ",");
strcat (w2, w0);
strcat(w2,")"™):

printf ("wl is %s\n",wl);
printf ("w2 is %s\n",w2);

teml = fopen(vligbak, "r");
tem?2 = fopen (MUTname, "w");
while ( fgets(aline, MAX, teml) != NULL )
{
if ( (ptr = strstr(aline,"wire ")) != NULL )
{
wireline=1;
}
if ( (ptr = strstr(aline,wl}) != NULL )

{
if (wireline==1)

{

wireline=wireline;

else
{
strepy(line2,
*ptr = 0;
strcat (aLine,
strcat (aline,
strcat (

strcat (aline,

ptr + strlen(wl));

vl’n);

i3f);

aLine,",™);

line2);

if ( (ptr = strstr(aline,w2)) !'= NULL )

{

if (wireline==1)

{

wireline=wireline;

}
else

{

strcpy(line2,

*ptr = 0;

strcat (aline,
strcat (aLine,
strcat (alLine, ") ");
strcat (aline,

ptr + strlen(w2));

"oy

iif);

line2);
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}
if ( (ptr = strstr(aline,";")) != NULL )
{
wireline=0;
}
fprintf (tem2, "%s", aline);
}
fclose(teml);
rewind (tem?2) ;
fclose (tem2) ;
system{delspeed) ;
system{cml);
loopnum=loopnumtl;
system(sim);

//***************************************************************************

// Function for comparison of 2 result table files

/7 for wire-fault-injection
//**************')r*************************‘k**********k************************

teml = fopen(tbl, "r"):;
tem2 = fopen{tbak,"r");
r=-1;
s=-1;
findfault=0;
while ( fgets(aline, MAX, teml) != NULL )
{
if ( (ptrl = strstr{alLine,"0>")) != NULL )
{
r=r+1;
strcpy(aline, ptrl + 3);
while ( fgets(line2, MAX, tem2) != NULL )
{
if ( {ptr2 = strstr{line2,"0>")) != NULL )
{
s=g+1;
if (s==r)

{
strcpy(line2, ptr2 + 3);
if ((s>0)&&(strcmp(aline, line2) !=0))

{
countfaultrl=countfault{r]+1l;
strcpy (cpvt, "copy ")
strcat (cpvt, tbl);
strcat {cpvt,” "):
strcat (cpvt,MUT) ;
strcat (cpvt,w0) ;
strcat (cpvt,ijf);
strcat (cpvt, "tbl.bak");
printf ("cpvt is %s\n",cpvt);
system(cpvt) ;
findfaultnum=findfaultnum+l;
findfault=1;
break;

}

else

{ break; }

}
}
if (findfault==1)
{break;}
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}

fclose(teml);
fclose (tem2);

wir=wir-1;

bz=bz*(-1);
}
else
{
bz=bz* (-1} ;

}
}

system(cpv);// Recover the original .v file and end of wire-fault-injection.

//****************k*******************************************************

/7 Function for output-fault-injection
//«k************************‘k*********************"k************************

bz=-1;
mi=0;
for (pin=0;pin<outnum;pin++)
{
if (bz<0)
{
strepy (13£,"0™) ;

else
{
strepy {(i3£,"1");
}
printf("ijf is %s\n",ijf);

teml = fopen(tbak, "r");

r=-1;
while ( fgets(aline, MAX, teml) != NULL )
{
if ( {(ptr = strstr(aline,”.0>")) != NULL )
{
r=r+l1;

1f ((r>0)&&{r<m))
{
ptr=ptr+4;
ptr=ptr+ (innum*2);
ptr=ptr+2;
ptr=ptr+(pin*2);
al0l=*ptx;
printf (a0 is: %c\n",al0]);
printf("ijf is:%c\n",ij£[0});

if (a[0]'=i4f{0})}
{
countfault[r]=countfault{r]+l;
findfaultnum=findfaultnum+l;
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findfault=1;
break;

fclose(teml) ;
loopnum=loopnum+i;

e e e e e e e
// Modify the flag for next fault injection
S e e e e e e
if (bz<0)
{
pin=pin-1;
bz=bz* (-1);
}
else

{
bz=pz* (~1);
}
fclose (teml); // End of output-fault-injection.
}

//************************************************************

/7 Function for generating a fault-report
//*************************‘k‘k***‘k**************************‘k*‘k

tblbak = fopen(tbak, "r");
while ( (fgets(aline, MAX, tblbak) != NULL)& (testno<{(m+l)) )
{
if ( (strstr(alLine, toFind4)) != NULL )
{
ptr = strstr{aline,toFind4);
ptr=ptr+4;
for (int i=0;i1<2* (n+2);++1)
{
if (*ptr t= '=")
{
alil=*ptr;
++ptr;
}
}
report = fopen(rpt, "a");
fprintf (report, "Test3d %s ",testnc,a); :
fprintf (report, " %d faults detected \n",countfault|[testnol);
testno=testno+l;
fclose (report);
}
}
fclose (thibak) ;

gettime (&t); // Record the end time
t2hour=t.ti hour;

tZ2minute=t.ti min;
t2second=t.ti sec;

report = fopen(rpt, "a"):

fprintf (report, "findfaultnum is %d\n", findfaultnum) ;
fprintf (report, "totalfaultnum is %d\n”, (2* (innumtoutnumtwirenum—2)));
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fprintf
fprintf
fprintf
fprintf
fprintf
fprintf
fprintf
fprintf
fprintf
fprintf

(report,
(report,
(report,
(report,
(report,
(report,
{(report,
(report,
(report,
(report,

fclose(report);

"start time is %d", tlhour);

":");

"%d", tlminute) ;

":");

"3d\n", tlsecond) ;

"end time is %d", t2hour);

":");

"$d", t2minute) ;

vl.u>,.

"3d\n", t2second) ;

printf ("loopnum is %d\n", loopnum);

printf ("wirenum is %d\n",wirenum) ;

printf ("innum is %d\n",innum);

printf ("outnum is %d\n",outnum);

printf ("findfaultnum is %d\n", findfaultnum) ;

return 0;
}
// End of program.
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