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Abstract 1

Abstract

Microprocessors are now embedded in various equipments such as home appliances
and digital audio/video devices, providing varieties of services. An integration of
these services and creation of new ones is always needed to fulfill ongoing users’
demands.

There are a number of issues limiting the expandability of the intelligent home
networks. One of these issues is that most middleware for home computing networks
are not compatible with each other. To solve this problem of diversification of
middleware and to ensure interoperability among them, the one-to-one bridge has
been developed, which connects two specific middleware varieties and performs
protocol conversion; also various one-to-any home network middleware bridges have
lately been introduced.

In this thesis, a proposal for any-to-any bridge connecting home computing
middleware is introduced. It enables any appliance under any middleware to
communicate and control any other appliances under different middleware. Also, new

middleware can be easily integrated with the proposed architecture.
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Chapter 1: Introduction

1.1. Background

A smart House or Home can be defined as “A dwelling incorporating a
communications network that connects the key electrical appliances and services, and
allows them to be remotely controlled, monitored or accessed” [JIA04].

A working model of the Smart House environmenf, as shown in the CENELEC
Workshop Smart House Final Report [CEN03] has three separable interest areas: the
Smart Home itself and its in-house networks and applications (i.e. the clients); the
access point to the Smart Home, often referred to as the residential gateway; and
provision of services in a standardized way to the Smart Home and related access

networks.

1.1.1. Smart Home Components

A Smart Home must contain four components: (1) an internal network, (2)
intelligent control, (3) home automation, and (4) middleware. An internal network is
the network inside the house; it is the basis of a Smart Home. It can be wire, cable or
wireless. Intelligent control is the use of gateways to manage the system’s
communication. Home automation refers to products and appliances that interact and

can be controlled by one another through the middleware to create integrated services.
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1.

Smart Home networks: Smart Home network technology [JIA04] exists in three
main areas: (1) powerline (e.g. X10, Em Powerline, etc.) (2) bus line (e.g. EIB,
Cebus, Lonwork, Batibus EHS, etc.) and (3) radio frequency (RF) (e.g. Bluetooth,
802.11, etc.)

Power line: These systems are made of devices that can be connected directly
to the main power supply. The major problems with these systems are related to
interference and power cuts.

Bus line: Smart Homes use a separate 12-volt cable (twisted pair) to transmit
data to devices, and this cable runs parallel to the traditional main cable. The use
of this cable implies that the devices are independent of conventional power
supplies. Bus line has to date been proven to be the most effect and reliable form
of Smart Home network as it can be configured to prevent devices malfunctioning
during power cuts. The two-way protocols also allow the systems themselves to
monitor devices without recourse to external computerized systems [JIA04].

Radio frequency (RF) and infrared (IR): RF is becoming increasingly
popular. Most manufacturers of Smart Home technology have a RF product range.
These products have tended to be less reliable due to interference problems and
short-range identification issues [JIA04].

Bluetooth (IEEE 802.15): Bluetooth is the well-known technology used in
mobile telephones and other hardware like printers and digital cameras. It is a set
of design protocols for systems that allow radio frequency control. Bluetooth

enables devices to be connected while within a short distance [JIA04].
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Zigbee (IEEE 802.15.4): Zigbee is a wireless standard of data transmission-
allowing machine to machine communication (M2M). Zigbee is demotics-
oriented with a very low electric power consumption, which makes it an asset
when used in smart electronics.

Zigbee, UWB, }Blue tooth, RFID are the most popular wireless future home

network technologies [JTA04].

2. Residential gateway: A residential gateway (RG) is a device that is the interface
between the broadband access network and the home network. All the devices are
connected to the RG via wired and wireless networks, which in turn receive and
send instructions from a remote device over the Internet as well as from the home
area network [ANAO7].

3. Appliances/devices: There are four types of home network services: home
entertainment services, home automation services, and home office services.
Accordingly, appliances are classified as the following [JIA04] :

e The A/V (Audio/Video) appliance category includes audio and video
appliances common to home entertainment services. Most of these appliances
communicate with each other over IEEE 1394 networks which are based on
HAVi middleware, or over wireless LANs which are based on UPnP
middleware.

e The control appliance category includes actuator, sensors, and white goods
common to home automation services. Most of these appliances communicate
with each other over the power line and are based on LonWorks middleware

[ECH10].
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e The information appliance category includes appliances common to home
office services. Most of these appliances communicate each other over
Ethernet or wireless LAN, and are based on UPnP or Jini middleware.

e Others: pagers, PDAs, cell phones, wearable devices, augmented “things that
think,” and radio frequency identification devices (RFID).

4. Middleware technologies: As multiple physical media and lower-layer
standards and protocols are expected, interoperability can be provided only at the
higher layers of the protocol stack. “Middleware technologies aim to provide a
minimum common set of interfaces and functions that will hide devices’ or
resources’ heterogeneity and enable different resource types to communicate
transparently” [ODRO1].

Various middleware technologies have already evolved, such as Home Audio-video

Interoperability (HAVi) [HAV10], Universal Plug ‘n’ Play (UPnP) [UPN10], and Jini

[JIN10].

1.2. Motivation

From the background information and the smart home overview, one can conclude
that a Smart Home network can make use of diverse technologies with respect to all
of its components (Smart Home networks, RG, appliances and middleware).

The advancement of technologies to enable communication with networked
appliances is providing new integrated services, which enable the user to effectively
centralize the management and services in a house. This can be done by controlling
and monitoring networked appliances from the home, including entertainment

systems, lights, and HVAC facilities (heating/ventilation/air-conditioning) - adjusting
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temperature or humidity to meet the home owner’s requirements, for example.
Controlling and monitoring home networked appliances can be done remotely over
the Internet. This has numerous contributions in securing a high quality of living
conditions, especially for the elderly and people with disabilities. In addition, home
automation can be responsible for indoor energy management and supervision based
on the instructions of household owners.

Currently, various specifications of devices and communication methods coexist,
raising solutions that are restricted to a specific technology or service, which makes it
challenging to secure connectivity between devices or between makers. Consumers
will not accept intelligent home appliances, nor can this market really flourish, unless
the environment for providing such an integrated solution service is established.

Middleware can be defined as “The software technologies, architectures and
systems that promise seamless interconnection to devices with different hardware and
network characteristics” [ODRO1]. New middleware has been proposed whenever
new requirements are found, and many varieties of home computing middleware will
be developed in the future. Such middleware diversification causes two significant
problems. The first is diminished interoperability, which is the ability for devices in
the home to discover, configure, and control the capabilities of peer devices which
use different middleware. The second is diminished function for a service which uses

several kinds of middleware.
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1.3. Objective

Our main objective is to help in making a Smart Home environment less expensive,
easy to deploy, and accessible to consumers in a manner that will ensure a high
standard of living, especially for the elderly and people with disabilities.

We are proposing architecture to solve the problem of interoperability between
heterogeneous middleware, which is considered a key element for success of digital
and Smart Homes.

There are three approaches to ensure interoperability among the various kinds of
home network middleware. The first is a one-to-one protocol, such as the HAVi to
UPnP bridge at Thomson that provides the interoperability between UPnP and HAVi
[DENO2]. Another approach is a one-to-any protocol bridge. Our proposed

architecture will take the any-to-any approach.

1.4. Thesis Contributions

This dissertation focuses on interoperability among heterogeneous home computing
middleware, especially the one-to-any approaches:

1. Design an architecture for an any-to-any middleware bridge, called the
Common Application Programming Interface Architecture Bridge (CAPIA),
to facilitate the communication between different appliances under different

- middleware. The proposed architecture will help solve the interoperability
issue of the Smart Home; it will function without the need to modify the
appliance and will not require user interference in reprogramming scenarios.

2. Model and design of interaction algorithm between different modules of the

proposed CAPIA.
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3. Models designed for CAPIA and for the different one-to-any home
middleware bridges will be presented. These models have been simulated
using Arena software [ROCO05] to compare the total time of the process under

differing loads.

1.5. Thesis Organization

The thesis is organized as follows: Chapter 2 presents a comprehensive study
on home computing middleware while focusing on the interoperability issues among
different middleware, and presents different approaches in solving these issues,
especially with regard to one-to-any bridges. Chapter 3 presents the proposed
Common Application Programming Interface Architecture Bridge (CAPIA), which
will facilitate the communication between different appliances under different
middleware. A complete description of the functionality of each module in the
architecture is given, followed by a scenario for setting up a connection between two
devices under different middleware, showing the flow of messages in the CAPIA
bridge. Chapter 4 presents a model for CAPIA and how the process was simulated
using Arena software under different loads. Models are provided for two of the one-
to-any bridges that are studied in Chapter 2 and simulated using the same simulation
software Arena environment as CAPIA. Results are collected and a comparison is
made between the proposed CAPIA architecture and the other two bridges. Finally,

Chapter 5 provides concluding remarks and discusses future work.
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Chapter 2: Middleware Technologies

2.1. Introduction

As discussed in the background of Chapter 1, home networks can operate under
diverse environments, which raise issues with networking intelligent home appliances.
These issues can be technical in terms of both efficiency and the user’s operation
perspective, and can be organized into three categories: compatibility, scalability, and
connectivity.

Compatibility ensures that the operation of devices and systems that comprise an
entire network of intelligent home appliances is functional even when one of them is
replaced upon upgrading by the same or different provider [STUO5].

Scalability ensures that already implemented devices or systems can be enhanced
through the improved functionality of their components, or by being combined with a
new device or system in order to improve overall functionality. It is necessary to
ensure successive future upgrades [STUOS].

Connectivity guarantees that different devices, systems, or networks can be
connected to each other so that they can be used in an integrated manner. In order to
provide services or content on an intelligent home appliance network, various
intelligent home appliances need to be connected to the network as a whole.
Therefore, it is crucial that connectivity between devices, systems, and networks,
regardless of differences in manufacturers or types of models, is always secured in a
stable manner since various specifications of devices and communication methods

coexist at the moment [STUOS].
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From the user’s perspective, intelligent home appliance networks must represent
what users want to use or what they can safely use. The cost burden of these networks,
their information security, and the usability of devices are also important points.

When we consider the cost burden, the unit price of intelligent home appliances
should be restricted within a range that is not so much higher than the unit price of the
existing consumer electronics. The cost burden should be reduced by using existing
in-home wiring or a wireless LAN [STUOS5].

Ease-of-use is another important factor. Currently available consumer electronics do
not offer much operational connectivity between devices. As operations become more
complicated intelligent home appliance networks, it is extremely important to ensure
ease-of-use, since users of intelligent home appliances are not necessarily familiar
with operating such devices [STUOS].

The biggest challenge for business operators is how to build business models for
intelligent home appliance networks. Business operators may cover enterprises and
organizations in various industries, including home electronics makers,
telecommunication carriers, content/service providers, and energy suppliers. Business
models should differ between business operators and allow free competition.

What is most hoped for in networking intelligent home appliances is widespread
standardization and connectivity, i.e. the environment where everyone can connect
devices easily.

The intelligent home appliance product market is efficient only when the product
offers an integrated service solution rather than providing the same service with

discrete components. Consumers will not accept intelligent home appliances, nor will
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this market truly prosper, unless the environment for providing such integrated
solution services is established. Embedded appliances have limited resources and
functions; they cannot provide effective services without cooperating with other
appliances. Therefore, we need middleware that provides a high-level abstraction and
zero-configuration, and it must also make it possible to integrate new services without
great effort.

New middleware is proposed whenever new requirements for compatibility are
discovered, which means that many new varieties of home middleware will appear in
the future.

Such middleware diversification causes two difficult problems [TOK02]:

1. Less interoperability of services that use different middleware, where
interoperability here is defined as the ability for devices in home to discover,
configure, and control the capabilities of peer devices. For example, a UPnP-
based client cannot access a Jini-based service without significant difficulty.

2. Less deployability for services which use several kinds of middleware. For
example, if we want to deploy a service which uses both Jini and UPnP, it is

forced to use both clients, not simply one.

2.2. Various Middleware Technologies

Various middleware technologies have already evolved. This section will discuss a
selection of standardization efforts by vendors.

The Smart Home components are shown in Fig. 2.1. The figure also shows where

the middleware layer resides, and it is usually under the application as shown.
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Fig. 2.1: Home network, home gateway, Devices & Appliances, and the

2.2.1. Home Audio-video Interoperability

Middleware

Home Audio-Video Interoperability (HAVi) is a higher-layer standard aiming to

allow all manner of digital consumer electronics and home appliances to

communicate with each other [MILO1].

The main objective of HAVI is to provide a lightweight, open, platform-independent

home networking software specification, for seamless interoperability among home-

entertainment products. It has been designed and optimized to meet the particular

demands of digital audio and video. HAVi has selected the IEEE 1394 bus over other

physical and transmission protocols to interconnect A/V devices, because it supports

multiple isochronous communication channels [ODRO01] and is a high-speed network.
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HAVi has various APIs to control digital AV devices and content, but it doesn’t have

APISs to control information appliances like PDAs or cellular phones [TOKO02].

2.2.2. Universal Plug ‘n’ Play

Universal Plug ‘n’ Play (UPnP) is a higher—layer protocol stack that aims to extend
the simplicity and auto configuration features of device PnP to the entire network,
enabling discovery and control of networked devices and services.

UPnP is built over the standard IP, HTTP, and extensible markup language (XML).
It enables a device to join a network dynamically, obtain an IP address, convey its
capabilities, and learn about the presence and capabilities of other devices. Devices
can automatically communicate with each other directly without additional
configuration [ODRO1].

UPnP can be used over most physical media including radio frequency (RF,
wireless), phone line, power line, coaxial, Ethernet, and IEEE 1394,

UPnP is a pure IP network where UPnP devices are connected; other technologies

such as HAVi could be accessed via UPnP Bridge.

2.2.3. Jini

Jini provides a software layer for dynamic service discovery and joining, enabling
services to be added or removed, and also enabling the cooperation of various
computer devices such as embedded devices, handheld devices and PCs. Jini calls this
cooperation “federation.” The federation of devices integrates various functions

provided by Jini-based devices. Jini runs on the Java framework [TOKO02].
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The heart of a Jini system is lookup services, which is a simple process that allows
a Jini client to find potential service providers. “Services are found and resolved by a
lookup service. The lookup service is the central bootstrapping mechanism for the
system and provides the major point of contact between the system and users of the
system. In precise terms, a lookup service maps interfaces indicating the functionality
provided by a service to sets of objects that implement the service. In addition,
descriptive entries associated with a service allow more fine-grained selection of
services based on properties understandable to people.” [JINO6].

Jini can be used only on certain types of network, such as TCP/IP [TOKO02].

2.2.4. Versatile Home Network

Versatile Home Network (VHN) [ODRO1] is an interoperability standard which
defines a digital in-home intranet that connects previously incompatible component or
cluster networks. A component or cluster network is a homogeneous network of
devices that reside together on a physical network, such as a lighting control network
or an A/V entertainment network.

The VHN standard uses a long-distance version of IEEE 1394 as the digital
backbone and IPs for interworking. VHN uses TCP/IP and UDP/IP for protocol
stacks as the base for communication, DHCP to allocate address, and DNS for device
name space. Streaming data is supported by the Object Management Group (OMG)
enhanced with A/V commands and HAVi.

VHN uses XML queries for device to device control and HNB (Home Network

Broker) and Interface Repository (IR) to maintain device configuration information
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and device states, which allow simple network maintenance. HTML is used for the
GUI interface.

VHN and UPnP share many similarities, and there is interoperability and
compatibility between them. However, VHN goes beyond UPnP by specifying a
physical and transport layer using IEEE 1394, QoS for isochronous message transport,
and a common interface for RGs that connect devices in the home to outside access

networks.

2.2.5. KONNEX

Three companies serving different areas and applications in the home network
environment merged together and were given the name KONNEX [ODRO1]. These
three companies are the European Installation Bus Association, Batibus Club
international, and EHSA.

The aim of KONNEX is to provide a technical basis for convergence into a single

common system supported by relevant industrial companies.

2.3. Interoperability Among Different Home Network
Middleware

It is clear that home networks operate under a wide range of diverse technologies;
each has its own protocols, various specifications of devices and communication
methods, services, etc., which makes it difficult to secure connectivity between
devices or makers. Different manufactures are taking individual action, but a single

middleware cannot integrate all services.
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In order for the intelligent home to become accepted and affordable, the use and the
deployment of services of home appliances should be possible without special
knowledge of diversification of network forms and middleware. Therefore, the
interoperability of heterogeneous middleware is the key element for the success of the
digital home.

As an example of such a network, imagine a Smart Home network that consists of
several types of networks and middleware - a HAVi-based IEEE1394 network
connecting a digital TV and VCR, a Jini-based Ethernet network connecting a
dishwasher, a washing machine and a dryer, and a UPnP-based Ethernet network that
connects a printer, a computer, and a scanner. What the user wants is to control the
TV, the VCR, the dishwasher and dryer from a PC without needing to be conscious of
heterogeneous forms of network and middleware. The service discovery and the
protocol conversion between Jini , HAVi and UPnP should be managed outside of the
user’s awareness [TOKO02].

There are issues that must be addressed to insure interoperability among
hetérogeneous middleware; how can devices adopting different middleware find each
other transparently as each middleware utilizes different service discovery
mechanisms? How can services adopting different middleware still invoke each
other?. “A service invocation mechanism of Jini relies on Java RMI (Remote Method
Invoke) which uses Java byte code. UPnP uses SOAP (Simple Object Access
Protocol) to invoke a service transferring XML text stream. Problems caused by the
difference between service invocation mechanisms must be solved to provide

interoperability between heterogeneous middleware. In order to solve the problem,
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syntax elements of middleware (e.g., method name, the order of arguments, the type
size of return value and arguments) should be adjusted.”[KIMO06] It is also necessary
to convert calling methods according to the service invoke mechanisms of each

middleware.

2.4. Middleware Interoperability Protocols
There are several approaches to ensure interoperability among the various forms of
home network middleware.
1. One-to-one protocol

2. One-to-any bridge protocol

2.4.1. One- to-one Protocol

The HAVi to UPnP Bridge at Thomson provides interoperability between UPnP and
HAVi. It minimizes the modification of existing middleware to use the HTTP
protocol, but a HAVi device must be extended to support HTTP [MOOO03A].

Fig. 2.2 shows different one-to-one bridges.
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HAVi Service UPnP Service LonWorks Service

HAVi-to-LON
— Bridge P ——
HAVi-to-UPnP UPnP-to-LON
Bridge Bridge

HAVi UPnP .
Middleware Middleware LonWorks Middleware

Fig. 2.2: One-to-one bridges

The following section will give a brief overview of the IEEE1394 to UPnP bridge.

2.4.1.1. IEEE1394 to UPnP Software Bridge Structure

With the growth of IP coverage, UPnP, which is a TCP/IP-based home network
middleware, attempts to cover all kind of devices connected to the home network.
However, IEEE1394 devices do not have any component of the UPnP stack including
TCP/IP. These kinds of devices are usually referred to as “legacy I[EEE1394 devices”
or “legacy FireWire devices” (LFD). To enable the UPnP to control LFDs, a bridge
structure is needed to represent an LFD as a UPnP device. Additionally, data format
conversion is necessary to support interoperability between devices which use
different media formats [POLOS].

Fig. 2.3 illustrates the IEEE1394 to UPnP bridge structure.
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Fig. 2.3: The IEEE1394 to UPnP bridge structure [POL05]
¢ Bridge Composition
- The bridge is composed of:
e The IEEE1394 device control layer, which is a low-level interface to the
IEEE1394 bus and bus drivers.
e The device manager, which processesI[EEE1394 bus event messages and
manages device modules. It provides system resource control.
e The device module, which includes several modules that transfer messages
between UPnP and IEEE1394.
Each IEEE1394 device type requires its own device module. This part consists of a

few layers:
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1. UPnP device, which provides its device interface information to the
UPnP network, which in turn includes UPnP notification message
sending and access to device and service information.
2. UPnP services, which are an interface for device control. A device
can have several services for each logical device.
3. Virtual device module, which is an abstract layer between the LFD
device and services. This layer provides the uniform interface for a
teal device and the transparent interface for data format conversion.
4. Device adaptor, which is the driver for the IEEE1394 device.
e Media converters, which are a set of format converters for static and
streamed media data.
e HTTP server, which is a part of the UPnP device. It can provide HTTP
access to static or streamed media data.

e UPnP API layer, which is an API for the UPnP stack.

e Working Algorithm
When an IEEE1394 device is connected to the Device manager, it gathers the device
information and initializes related Device Module. The UPnP device in the initialized
Device Module broadcasts the UPnP advertisement message to the UPnP network.
From now Control Point (CP) can discover UPnP device and control it through
services. For example CP can control low—level device parameters or check and set
output media format. Virtual device module layer provides uniform interface from

services to device.
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The user interacts with the Control Point’s Ul to locate and select the desired
devices without knowing about device communication detail. Control Point should
check data format and transfer protocol compatibility between source and target
devices.

There are some limitations to this bridge which can be summarized as the following:

e The bridge adds delays to data transferring. This delay consists of bridge
processing delays, format conversion delays, data transferring delays.

e The environment requiring real-time processing is only environment that can
be effected by the delay.

Transferring huge volume of media data through bridge and data format conversion

can require great and complex computing resources. This will require strong CPU or

special hardware solution for media conversion.

2.4.1.2. General Limitations for One to One Bridge
This type of bridge solves some problems with the diversification of middleware,
but most problems remain for the following reasons:

1. One-to-one bridges have a limit on scalability and there will always be a
need to develop a single bridge that connects two specific middleware one-
to-one when new middleware is constantly in development. The eventual
complexity of the system will be too high: (n*(n-1)) / 2 where n is the total
number of middleware [LEEOS5].

2. Sometimes the appliance must be extended for interoperability, [MOOO03A]

e.g HAVi and Jini by Thomson.
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3. It can become possible to create more than one virtual device for the same
device, due to device identification weakness [KIMOS].
4. Failure to update the context (entities’ information) of the device between

the bridges is always a concern [KIMOS].

2.4.2. One - to any Conversion
Integrating all services over the world with a single, perfect middleware is
impossible [TOKO02]. However, several one-to-any middleware bridges have been
designed to integrate heterogeneous middleware and to create an environment in
which services based on any middleware can connect to any other service
transparently, and where new middleware can be effortlessly connected to this
framework.
There are four home computing middleware bridges to be introduced; these bridges
are either one-to-any or any-to-any bridges:
1. Multi Middleware Bridge (MMB)
2. Universal Middleware Bridge (UMB)
3. A framework for connecting home computing middleware at Waseda
University.

4. HOmenetwork Middleware for Interoperability (HOMI)

2.4.2.1. Multi-Middleware Bridge for Supporting
Interoperability in Home Network Environments

The Multi-Middleware Bridge (MMB) [KIMOS8] approach is simply cooperating

with these one-to-one bridges by using the bridge repository as shown in Fig. 2.4.
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e MMB Bridge System Components

Each home network middleware has its devices, the bridge system joining two

middleware support interoperability for such devices. The MMB bridge system

cooperates with other bridges using the bridge repository [KIMOS8]. These bridge

systems consist of: [KIMOS].

1. A device interface for communication with devices using home network

middleware such as UPnP and Jini.

2. A repository manager that writes data received from the device interface.

3. A monitoring service that checks integrity of data and monitors whether the

repository is working.

4. A communication manager that communicates with the other repositories

and update servers used to update contents in the static repository.
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The bridge repository is the most important component in the MMB scheme. It has
information about the device context mapping table and an organization of bridges
and virtual devices. Fig. 2.5 shows the structure of individual bridge systems while

Fig. 2.6 shows the structure of bridge repository.

Bridge

[ Monitoring Service J-—o
I «—1—> Update Server

| Resource Repository |

Static c -
( DeviceType )(  Method  )(  Parameter ) onlbln;:glgc: ion

(' Sub Middleware }( Mapping Table )

[—>]
Dynamic N Other Bridge
( Bridge  )( VirtualDevice )(  Status )
¥ ¥
Repository Manager
]

Device Interface

Hardware Bridge
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| Device 1 Device2 g+ o o » ¢ Devicen I

Fig. 2.5: Individual bridge systems [KIM0S]
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Fig. 2.6: Structure of bridge repository [KIM0S8]

The bridge repository structure in Fig. 2.6. is modeled by UML (Unified Modeling
Language); the following arrow ————<> represents aggregation which means
(“has a”), for example DeviceMappingTable has a DeviceTypeTable and at the same
time DeviceTypeTable has a meaning without DeviceMappingTable. The
ServiceTable, has several parameters from ParameterTable.

The arrow . o represents composition which means (“is a part of”), for
example virtualdevicetable is part of DeviceTable and has no meaning without the
DeviceTable.

Bridge repository consists of dynamic information and static information.
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¢ Static Information
Static information [KIMOS] is abstract information about middleware and device

mapping. The standard of middleware changing static information is updated by
communication with the update server via the communication manager.

e The middleware table has information about home network middleware.

e DeviceTypeTable has information about home network device classification

such as video, lights, and air conditioning.
e ServiceTable has information about service in such device.
e ParameterTable contains the parameters used in service interaction.

e DeviceMappingTable matches home network devices to DeviceTable and
Middleware Table using keywords. For example, in UPnP, UDN and UUID

are the keywords.

e Dynamic Information
The dynamic information [KIMO8] is a record of other bridge systems, home
network devices, and virtual devices.
This information changes dynamically when the device connects to networks or
devices invoke the service.
e BridgeSystemTable holds information about bridge systems in home
network environments.
e VirtualDeviceTable contains information about virtual devices copying real

home network devices in such a bridge system.
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A virtual device is an interoperable communications broker with respect to
communication with real devices via another middleware. The virtual device
contains the device’s context, and this data synchronizes with other virtual

devices in other bridge systems.

The static information described above matches with the dynamic information by

means of the Device Mapping Table.

MMB has three algorithms to support interoperability [KIMOS]:

1.

Connection phase of the bridge system: when a new bridge connects to the
network, this bridge discovers the primary bridge, which will send dynamic
information data about this network to the new bridge. Next, the primary
bridge sends the bridge description of the received bridge to other bridges. If
the new bridge contains any other information, the primary bridge updates
their static information. This connection phase was not included in the model
created in chapter 4.

Connection phase for a home network device: when a new device joins the
network, the bridge system that supports the appropriate middleware
includes this device’s discovery phase process. The bridge system finds
another bridge system that manages the same middleware area, and
negotiates control of the device that is requesting the service. This
negotiation prevents the problem of generating duplicate virtual devices.
Next, the bridge system creates the virtual device. This virtual device

processes the discovery phase according to their middleware mechanism.

The connection phase of home network devices is illustrated in Fig. 2.7.
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Fig. 2.7: Connection phase of home network device [KIMO0S]

3. Interaction phase between home network devices [KIMO08] as shown in Fig.

2.8.
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The UPnP device recognizes Jini devices via the virtual device in the UPnP
interface.

UPnP devices invoke service from Jini devices as shown in Fig. 2.8. This occurs
through the UPnP and Jini Intérfaces, and then the UPnP interface updates the device
context in the repository manager, which in turn sends it to other repository managers.

It has been observed that MMB architecture manages to avoid creating multiple
virtual devices from the same device, and always updates other repositories in their
distributed environment with any changes in the joined device’s contexts. Also, the
MMB distributed environment has more than one-to-one bridge of the same networks
(i.e managing the same middleware).

These two points can create complexity for the overall system and lead to more
message exchanges and more time to finalize invoking service between two devices
in two different forms of middleware.

From the design architecture, one can note the modification to the existing one-to-
one bridges as shown in Fig. 2.5. This means less possibility of deploying the
architecture, as it will increase the complexity of the whole system. This architecture
is not yet implemented, nor is its performance analysis studied in the scope of

quantitative analysis [KIMOS].

2.4.3. Universal Middleware Bridge for Device —
Interoperability in Heterogeneous Home Network
Middleware

The Universal Middleware Bridge (UMB) [LEE05] [KIMO08] “dynamically maps

physical devices in all different middleware domains into virtually abstracted devices
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in the UMB domain, and enables all home devices overlaid on heterogeneous
networks to be seen as virtually the same physical devices in the same middleware
domain, as well as to detect and control each other.” [LEE05].

The UMB Bridge also contains the UMB message, which is a protocol defined in
the Extensible Markup Language (XML). Components of the UMB system use the
UMB message to communicate with each other; the UMB message is also used as an
intermediate message for sending a middleware-dependent message between two
different middleware networks [KIMO7A].

Heterogeneous middleware creates a number of problems, including the problem of
protocol conversion. The UMB is focused on overcoming this problem.

Fig. 2.9 shows the architecture of the UMB

Fig. 2.9: The Architecture of Universal Middleware Bridge [LEEQ5]

The architecture of the UMB consists of the UMB Core (UMB-C) and UMB
Adaptor (UMB-A); every middleware network should have a UMB-A to be

connected to the UMB system.
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The structure of the UMB-C is illustrated in Fig. 2.10.

Message Router <
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Middleware Routing Table
Global Dispatcher
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Fig. 2.10: The Structure of UMB Core (UMB-C)[LEE0S5]

The main functions of the UMB-C are as follows:
1. Managing UMB-As and providing a communication channel for UMB-As.
2. Modifying the middleware routing tables (MRT) and routing UMB
messages to the UMB-As or any other destination

The structure of UMB-A is illustrated in Fig. 2.11.

Global Dispatcher | ="

Fig. 2.11: The Structure of UMB Adaptor (UMB-A) [LEE05]

Main functions of UMA-A include:

A. Communicating with other UMB-As.
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B. Managing and controlling devices in the middleware network.

C. Converting devices and messages between a middleware network and the

UMB system.

2.4.3.1. The Device Conversion in a UMB-A

There are two steps for device conversion in the UMB —A:

1.

When the device is plugged in with specific middleware, the UMB Adaptor
overlaid on that middleware converts the physical device into the virtually
abstracted one described by Universal Device Template (UDT).
The Device Manager (DM) of the UMB Adaptor matches each local
device’s function, which is expressed by the Local Device Template (LDT)
with appropriate UDT by the UDT-to-LDT Mappers [LEE0QS].

The UDT is designed as an intermediate device structure so that the
structure of an original device can be maintained. “The UDT defines device
types and function types supported by the UMB system, as well as which
types of functions should be included in each device type in extensible
markup language (XML) “[KIMO7A].

The Global Dispatcher (GD) of the UMB Adaptor creates and sends a
Universal Metadata Message containing the translated UDT to the UMB
Core to be routed using the MRT.

The Event Handler (EH) of the UMB Adaptor sends and receives the events
generated by changing the device’s status.

If the UMB Adaptor, which contains any other middleware, receives the

exposed virtual device with UDT through the UMB Core, it creates the
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Virtual Device Proxy (VDP) database, which is a S/W module in UMB-A
that has a structure defined by the home network middleware, such as UPnP

and announces this locally to connected devices [LEEOS].

When a new device type is defined in home network middleware, it is necessary to

modify the mapping rules. The mapping rules can be modified and applied

dynamically, since the mapping rules are described in XML [KIM07A].

2.4.3.2. UMB Protocol Operation

The UMB protocol shown in Fig. 2.12 and Fig. 2.13 and message flow [KIM(07A]

has been the basis for the design of the UMB model in chapter 4 and can be

summarized as follows:

1.

When a device is connected to a middleware network, the UMB-A gets that
device information, including its device type and function types.
“The UMB-A scans the device-mapping table in order to determine a proper
entry, and determines the UDT device type that corresponds to that of the
newly connected device. The UMB-A also scans the function-mapping table
to convert functions of the device into UDT function types. If the
middleware does not have the concept mapped to the function of the UDT,
the UMB-A then creates a virtual function” [KIMO7A].

After these conversions of the device type and the function type, the
structure of the middleware device is completely converted into the structure
of'a UDT device.

When a UMB-A receives a device plug-in message with the converted UDT

device structure, it converts the UDT device into a device that has a structure
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and properties that can be understood by the home network middleware
according to the same mechanism described above.

The result of the device conversion is termed the VDP. In the UMB system where

all devices in this middleware interact with this VDP and send messages to it, the

message sent is then translated to UDT, then routed to the right UMB-A, where the

message is converted to the actual device’s format..

UMB-A1 UMB-C UMB-A2 | 3 4
H '
1. Detection & H :
Configuration :
i
2. Create
UuMB-vD
)
3. notifyOnlineStatus, Devicelp, | 4 notifyOnlineStatus, DevicelD,
Online Online
- H H
» : !
e
edummadanap}
1 )
P
§. Create
vbpP

Fig. 2.12: Flow when a new device is plugged in [LEE0S]

If the processing mentioned above is done properly, the physical light device on
LonWorks Middleware shown in Fig. 2.13 would be registered as a virtual UPnP
light device using UPnP middleware, and the UPnP control point should have exactly

the same physical UPnP light device experience [LEEOS].
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Fig. 2.13: Flow when a device is controlled and monitored [LEE(S5]

New middleware or appliances will always appear one after another, and the
conversion mechanisms will be able to handle them by adding some XML files. This
advantage of the conversion mechanisms makes the UMB system extensible

[KIMO7AL.

2.4.3.3. UMB Mapping Rules

The translation between each type of middleware message and the UMB message is
performed based on certain mapping rules for the commands and parameters. These
mapping rules are described in the XML and are designed with the following three
assumptions [KIMO7A]:

1. A control messagé is composed of a command and parameter. Terms such as
a ‘command’ and a ‘parameter’, can be replaced by other terms such as
action, control-signal, and so on. In the case of the UMB system, an ‘action’

is the same as a ‘command’.
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2. A command in one type of middleware can be replaced by a different
command in another type of middleware.

3. The number of parameters and the syntax of the parameters may be different
for each type of middleware. However, the required information and the
semantics of the parameters do not differ in principal.

The UMB system has been tested, and the results allegedly showed that the time
cost for the device conversion and the message translation were very low [KIMO07A].
We disagree with these conclusions, as more testing should be done under different
loads to prove this point and form our models and simulation results; it showed that
the UMB with its meta-data message in the middle might cause a delay. If faults
occur in the UMB core, the appliances managed by different middleware systems will
lose their connections with each other [MOOO08]. To solve this problem, a fault
tolerance mechanism is introduced based on the application of a real-time object
replication scheme which is called the PSTR (Primary-Shadow TMO Replication).
The PSTR scheme provides an approach for designing real-time fault tolerance
capabilities into the TMO-structured (time-triggered messaged-triggered objects)
application. To use the PSTR scheme in building fault tolerance capabilities into the
UMB core, the restructure of the UMB framework as a TMO network is necessary.

A PSTR template was presented as a skeleton of a desirable fully general template.
It works fine for simple TMO cases but needs to be enhanced in future research

[MOOOS].



Middleware Technologies 36

2.4.4. Framework for Connecting Home Computing
Middleware

The framework for connecting home computing middleware at Waseda University
[TOKO02] enables any appliances under any middleware control to communicate with
any other appliances.

It uses and deploys service from home appliances without special knowledge of
diversification of networks forms or middleware [MOOO03A].

The basic framework concept for connecting home computing middleware is that;
each middleware network has Virtual Service Gateway, Protocol Conversion

Manager, and Virtual Service repository as shown in Fig. 2.14.
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(liamoeSemnice

Fig. 2.14: Connecting Middleware [TOK02]

2.4.4.1. Virtual Service Gateway
A Virtual Service Gateway (VSG) which connects one middleware to another

middleware uses a certain protocol to decide the type of service information, such as
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interface, location and data. The prototype of the framework is implemented with

SOAP (Simple Object Access Protocol).

2.4.4.2. Protocol Conversion Manager
The Protocol Conversion Manager (PCM) converts the local middleware protocol to
the protocol of VSG, and also converts VSG into a local middleware component. The
PCM has two proxy modules (as shown in Fig. 2.15):
1. The Server Proxy module (SP) which provides the interfaces of remote
services to the local services.
2. The Client Proxy module (CP) which converts the interfaces of local

services into the VSG services.

N )

Bervery Prony >

Client

L 4

Virtual
PCM Service

Gatewsy
Service je Cliert Proxy | :

~— Y,

Fig. 2.15: Proxy Modules [TOK02]

3. “Virtual Service Repository, which records locations and functions of
services, is a virtual database that has a lot of information about
heterogeneous services such as service locations and service contexts. The
VSG and the PCM use this component to detect services or aware contexts”

[TOKO02].
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The prototype of the framework is implemented with Java, Linux and SOAP.
Because it is an XML/HTTP-based protocol, it is simple and easy for implementation,
and light-weight for networked system. Fig. 2.16 shows the protocol conversion

between Jini and X10.
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Fig. 2.16: Protocol Conversion between Jini and X10 [TOK02]

Some difficulties were discovered during the experiments, such as multimedia data
conversion and dynamic service activation, which is due to the limitation of HTTP.

“HTTP is inherently a client/server protocol, which does not map well to
asynchronous notification scenarios. Additionally, current HTTP must run over TCP,
and a TCP stack is large and complex. This can be an issue in small devices or
appliances with stringent memory and processing requirements” [TOK02].

SIP provides end-to-end security and can carry a flexible payload. These features
are suitable to connect end to-end services. Also, SIP supports asynchronous calls.
SIP may be more suitable than other protocols such as HTTP for service integration.
But the problem is the low popularity of the SIP [TOKO02].

There is a resemblance between the ideas of this approach and UMA; for this
approach the authors used a Virtual Service Gateway for each middleware, while

UMA uses a “UMA-A” adapter for each middleware. The protocol conversion
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manager in this approach is almost the same idea as the UMB meta message in the
UMB system, which is considered an intermediate language between different
middleware. CP and SP in this approach resemble the remote event handler and the
local event handler in UMB approach.

This approach is relatively simple but cannot automatically support dynamic service
activation by combining any functions of any appliances and the device’s discovery

scheme, without user intervention [MOOOQ3A].

2.4.5. Home Network Middleware for Interoperability
Home network Middleware for Interoperability HOMI [KIMO6] allows users to
build and organize their scenarios through the interfaces. It is also trying to solve
semantic problems caused by the difference of heterogeneous middleware interfaces.
HOMI consists of five main modules as shown in Fig. 2.17:

1. Agent Manager: When each middleware Agent discovers services in a
network, after analyzing service names, interface names, argument names,
and the device status, it converts them to a Common Description format, and
then sends them to Agent Manager.

Agent Manager also defines other templates that agents follow. Because
these templates are all defined by XML, they are independent of any
particular language or OS. Agents and Agent Manager are reliable and stable
because they communicate through TCP/IP.

2. Standard Method Manager: Standard Method Manager notifies each Agent

of standard methods related to each middleware. The Agent creates a service
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if it is one of services provided by HOMI and defined by standard methods,

and notifies its network.

Standard Method
UPnP Agent Agent Manager Manager Other Agent
Detect New
Service |
] Translate N Standard
" ] Method ]

Fig. 2.17: Transmission Diagram of Standard Method

3. State Manager: For each middleware, each Agent in HOMI monitors the
status of appliances under its control and notifies the State Manager of the
HOMI server of the result.

4. HOMIL Analyzer: An event driven script language called HOMIL (HOMI
Language), this language is handy and easy to use when constructing
scenarios. Scenarios constructed with HOMIL"are sent to HOMI after being

| converted to an XML format through the HOMIL parser.

5. Context/Event Manager: Context Managers and Event Managers always
operate in pairs.

After classifying scenarios according to contexts, the Context Manager
transmits them to the Event Manager. The Event Manager manages
scenarios for each context with queues and triggers an appropriate scenario

when the conditions in the context of the scenario are satisfied.
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The result of the executed scenario changes the status of the device, and the table of
state variables of State Manager is updated due to the changed status. This change

might generate an event to trigger the next scenario. Fig. 2.18 illustrates the HOMI

Architecture.
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Fig. 2.18: HOMI Architecture

HOMI can distribute each Agent into various servers in order to solve the bottleneck
problems encountered in a centralized architecture. Also, all protocols have an open
architecture using XML and provide utility classes and APIs based on C++ and
JAVA to assist in developing agents for newly defined middleware. HOMI has a load

balance function using agent manager [KIMOS].
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HOMI needs a lot of user interaction and program development to introduce more
scenarios and new APIs for developers to develop new middleware agents.

Scenario builders which support users in conveniently constructing scenarios, and
new APIs for developers to quickly develop new Agents for middleware, are needed
[KIMO6].

“Fault tolerance of the HOMI server using a centralized mechanism is a major issue.
A fault tolerance system which can operate when the HOMI server does not operate
by recognizing high-performance appliances under home network and distributing
important services into high-performance appliances should be investigated in the

future”[KIMO06].

2.5. Summary

We conducted a comprehensive analysis of the several one-to-any bridges, and from
this analysis we will highlight some points:

T. Nakajima’s framework from Waseda University proposed a virtual overlay
network that has a one-to-any protocol conversion approach. It is a simple approach
but it has some limitations as it cannot automatically support dynamic service
activation without user intervention [LEEOS]. It can globally manage the entire home,
but applications or appliances should be modified in order to enable interoperability.

The UMB approach enables interoperability without any modification of appliances
under heterogeneous middleware and globally manages the entire home network.

UMB provides interoperability by utilizing the unified protocol which integrates all
protocols in home networks with a UDT (Universal Device Template); this is a one-

to-any bridge [KIMOS].
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UMB automatically converts a protocol which is specific to a certain middleware
into other middleware-specific protocols by mapping the middleware-specific
protocol into meta-protocol defined by UMB via a UDT-LDT mapping relation; this
scheme can efficiently support many middleware. However, the design of meta-
middleware merging all existing middleware is difficult. In case of Waseda’s
approach, a middleware-specific protocol is also converted into other middleware-
specific protocols automatically via a java-assistance tool. [LEEOS5].

HOMI utilizes two managers: the agent manager and the context manager. Each
manager helps to reduce message traffics and provide home automation, respectively.
Fault tolerance for a HOMI server using a centralized mechanism is a major issue.
UMB and HOMI are weak in the area of supporting distributed traffic [KIMOS].

MMB cooperates with these one-to-one bridges by using a bridge repository, and
based on their approach, a change to the one-to-one bridge is required

We have observed that MMB architecture manages to avoid creating double virtual
devices from the same device, and always updates other repositories in their
distributed environment with any changes in the joined device contexts. The MMB
distributed environment also contains more than one-to-one bridges of the same
networks (i.e. managing the same middleware). These two points can create
complexity for the overall system and lead to more message exchanges and more time
required to finalize invoking service between two devices in two different

middleware.
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Chapter 3: Common Application
Programming Interface Architecture Bridge

3.1. Introduction

In order for appliances to be able to interoperate in a network environment, they
must have at least the following components [KIMO06]:

1. Services Description, which is a service specification that can be understood
by human users.

2. Service (Action) which is a function performed by the service

3. A state where appliances must have their own states and provide
mechanisms that notify the connected devices of its status.

It is possible for an appliance to interoperate with other appliances as long as this
kind of mechanism is provided either from outside the appliance by adding external
systems or from inside it.

In this thesis, a proposal for a Common Application Programming Interface
Architecture Bridge (CAPIA) is made; it will facilitate the communication between
different appliances under different middleware without the modification of either the
appliance or the user interface to program scenarios as in the case of HOMI

architecture.
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3.2. Common Application Programming Interface
Architecture

45

CAPIA is reliable and stable because the communication between devices under

different middleware occurs through TCP/IP, which is a reliable protocol. Moreover,

the proposed CAPIA can be either centralized or distributed depending on the home

network and the number of devices connected to the home network, and the load

expected. Fig. 3.1 demonstrates the CAPIA Bridge connecting different devices under

different middleware.
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Fig. 3.1: CAPIA Bridge connecting different devices under different middleware

The coming sections will show the architecture of the CAPIA Bridge, followed by a

step-by-step descriptive introduction to show how devices using UPnP middleware

will connect with a Device in a Jini middleware.

A simulation model is designed which uses Arena software simulation tool to

simulate the CAPIA Bridge, where a task’s total time is recorded and compared with
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MMB and UMB models, under different loads. Fig. 3.2 shows the centralized

architecture of the proposed bridge.

) Applications Services N
Common Layer Interface S
A N
’\K
Command Command ‘\‘
Generator “| DParser ‘l
S ————|
/ /
Session/ Event Manager /
N ) /
y
//
2 . e
Device 1 Device 2 -
Middleware1 Middleware2

\.

Fig. 3.2: Centralized CAPIA Bridge

3.3. CAPIA Bridge Components

The proposed CAPIA Bridge consists of five main components:
1. Application Interface
a. Application Services
b. Common Layer Interface
2. Command generator
3. Command parser
4. Session manager

5. Device Descriptors
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3.3.1. Application Interface
The CAPIA Application Interface consists of application services, and a common

layer interface.

3.3.1.1. Application Services

Several Service Discovery Protocols (SDPs) are proposed as the part of the
coordination architectures that ensures device interaction with the ultimate aim of
simplicity, seamlessness and scalability of the device inter-operability.

In a service discovery world, a printer for example invokes service discovery to find
available devices, evaluates their characteristics, chooses a device, and initiates a
print job. A PDA in desperate need of additional storage searches for a remote file
storage service, off-loads some of its content to free the available memory, roams
away, and then returns to claim the files.

Virtually anything can be a client or a service-client that needs things and services
to be provided to them. Connecting the needy clients and available services is the aim
of the service discovery.

These technologies directly attack the “I don’t know where you are” and “I don’t
know how to talk to you” issues of client/server. There are many competing,
incompatible service discovery technologies [HELO2].

Emerging SDPs include Jini, Universal Plug and Play, and Salutation [LEEO2].
Appendix A contains a table that compares these discovery protocols.

CAPIA enables different communicating devices with their different discovery
protocols to register themselves. Each is assigned a unique address; this address can

have the first letter of the middleware, first letter of the device and an address. For
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example, a HAVi camera can be assigned HC001, and a UPnP camera can be
assigned UC002, and so on. The device addresses along with their services are saved
in device directory. This area will be investigated further in future research; we might
also propose a urﬁque global address for each device without considering the device
type and middleware.
Each device will discover the available devices and identify the one from which it
requires service to be invoked.
Our proposed architecture allows each device to use the entire functionality
provided by the CAPIA, and to identify the following parameters:
1. The device type/address, the device middleware, and the device status.
2. The receiver device/address to be controlled, its middleware, and the service
requested.
The Application services then fill the table Sender/Receiver in the Common layer

interface.

3.3.1.2. Common Layer Interface
The common layer interface (CLI) consists of Sender/Receiver tables, Common

Command tables, a device controller and backup memory. CLI has grouped all the
common functions and services for different middleware and devices into three
different common groups (three main tables) according to the different home
services:

1. Home entertainment tables that handle VCRs, TVs, cameras, etc.

2. Control appliance tables that have commands related to “white” goods

(refrigerators, washing machines, microwaves, etc.)
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3. Information data tables, which have the common commands related to PCs,
printers, and scanners.

When the common services/commands are grouped the search for a particular
service and conversion time from a certain middleware format to a different
middleware format will be quicker. For example, suppose a UPnP device wants to
turn on a HAVi device. Since this is a common command, the common layer
interface will search the home entertainment table for the equivalent of a UPnP turn-
on command in the HAVi format, retrieve this command, and fill the Sender/Receiver
table as shown in Table 3.1.

The distinctive functions/services are uniquely handled through the Command
Generator, the Command Parser, and the Device Descriptors as will be explained later.
This approach makes the conversion faster and leads to less future development from

the developers’ side.

Table 3.1: Sender / Receiver table in the Common Layer Interface

i

3 i
) Sender Receiver
! i

i

Middleware Device/ Command/ Status Session# Middleware Device/ Command/Service Status Session#

Address Service Address
UPnP Monitor/ Turn ON  ON HAVi Video/H OFF

UMO001 V001

The common layer interface also communicates with other common layer interfaces
in the distributed environment through the device controller. The purpose of this
communication is to negotiate who is going to manage the incoming service request.
Every device controller checks the available cache memory in the command

generator and in the command parser, and the server that reports the greatest cache
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memory will handle the new request. However if a server already has a session with
the appliance requesting service and has sufficient cache memory in both the
command generator and command parser, then this server will have priority over the
other servers. When the receiver device ( HAVi device) requests a service from the
sender device (UPnP), then the same procedure mentioned above will be repeated, but
there will be a session opened between these two devices, and the application services
will fill the S.ender/Receiver tables, since in this case the HAVi device will be a
- sender device.

The distributed environment of CAPIA has an advantage in fault tolerance; if a
server is not operating due to any fault of its components, then other servers can take
over, and continue the sessions that are active. Once the Sender/Receiver tables in
CLI are completed or have changes in any of their fields (e.g. status of é device is
changed), then the tables should be compressed and backed up and saved periodically
in CLI backup memory. Messages like the “keep alive” messages should be
exchanged periodically between the servers, as well as a copy of the updated
Sender/Receiver table.

If fault is detected in one of the servers, then the other servers negotiate which one
will take over according to their available cache memory as mentioned before,
retrieve the compressed Sender/ Receiver tables of the two active sessions, and
resume the interrupted service. The user should not feel any interruption of service

since this can take place in less than a millisecond.
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3.3.2. Command Generator
The command generator (CG) is responsible for generating the command to be sent
to the device connected to the different middleware. Usually this command is one of
the unique commands that were not found in the common commands tables in CLIL.
The following summarizes the operation of the command generator:
e When an application requests a specific command for a selected device, the
command generator checks the device descriptor.
e The CG imports the specific table that contains this device’s commands, and
imports its translation to the receiver device middleware.
e The CG saves it in the command generator cache (CG Cache)
e The CG extracts the translation of the requested command that will be
executed by the receiver middleware and device.
e The CG fills the Sender/Receiver table with the translated command

e The CG passes the command to the session manager.

3.3.3. Device Descriptors

The device descriptors will have conversion tables between different middleware
containing device types, service commands, parameters, etc. They are constructed
with XML. The command generator and the command parser will use these tables to
convert commands between different middleware.

The device structure is different from one middleware to another, as shown in the

Table 3.2 [KIMO7A].
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Table 3.2: Device structure of home network middleware

Middleware . Device structure

DCM
HAVi FCM
Command

Device
LnCP
Command

Object
LonWorks
Command

Root device
Embedded device
Service
Action

The device structure of HAVi has a device control module (DCM), a functional
component module (FCM) and a command module. The device structure of UPnP is a
root device that can have several embedded devices, and those embedded devices can
have recursive embedded devices. The root device is a representative device, and the
embedded device is an accessory device in the root device [KIMO7A].

The device descriptor will consist of conversion tables for different devices from
one middleware to another middleware control format and device structure. Since all
the conversion will be done by XML, any upgrade to a device or any new device
/middleware can be integrated to CAPIA by simply adding the conversion tables in

the device descriptor.
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3.3.4. Session Manager

The session manager is responsible of handling the different sessions opened
between different communicating devices. CAPIA can handle multiple sessions with
the device.

A session will be opened between the two communicating devices, and the session
manager will update the Session/Event table. The Session/Event manager will then
route the translated command to the receiver device using all the information stored
in the Common Layer Interface (Sender / Receiver) tables. When the receiver device
changes status, it updates the session/event manager, which in turn will fill the device

status column in the session/event table as shown in Table 3.3.

Table 3.3: Session / Event table in session manager

§ Session /Event Table |

Sender Sender Receiver Receiver Device Session # Session

Device Device Device Status Active
Status

Monitor/UMO001 ON HV001 ON 1 1

The session manager updates the common layer interface (Sender/Receiver table)
with the session number and state of the device as shown in Table 3.4.

Once the Sender/Receiver table is completed, then it should be compressed and
saved in the CLI backup memory. CLIs of different CAPIA servers exchange the
“keep alive” messages with the compressed tables, and once the Sender/Receiver

table is updated due to change of status or termination of a session, then it should be
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compressed and backed up in the backup memory (i.e. it will overwrite the previously
backed up table).

When a device requests service from a device that already has a session number, the
status of this device will be known and this will speed up further service requests

from that device and show its availability.

Table 3.4: Updated table in the Common Layer Interface

it
Sender Receiver

§
S

Middleware Device/Address Command Status Session# Middleware Device/Address Command/Service Status Session#
/Service

UPnP Monitor/UM00! TurmnON ON 1 HAVi Video/HV001 Turn ON ON 1

3.3.5. The Command Parser

The command parser is responsible for parsing the receiver device’s replies and
commands.

The command parser rule is almost the same as the Command Generator rule but in
the reverse direction, i.e. when the receiver device in the receiver middleware wants
to communicate with the sender device in the sender middleware, the same steps
explained above will take place.

First, the service requested will register itself in the application services, where it
can discover the registered devices; then, the application services will fill the
Sender/Receiver tables and discover that there is a session already open between

these two devices. The CLI will check if the service requested is a common command
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or not, and if the service is common, it will be imported and fill the Sender/Receiver

table as shown in Table 3.5.

Table 3.5: Sender/Receiver table with new service request in the CLI

Sender Receiver

i
i

Middleware Device/Address Command Status Session# Middleware Device/Address Command/Service Status Session#

/Service
UPnP Monitor/UM001 Turn ON ON 1 HAVi Video/HV001  Turn ON ON 1
HAVi Video/HV001 Display Play UPnP Monitor/UM001 Display record

record

In case the command is a unique command, the CLI will pass the Sender/Receiver
information to the command parser, which will perform the following steps:

1. Check the device descriptor.

0

Import the table that contains this device’s commands as well as its

translation to the receiver middleware.

3. Save it in the Command Parser Cache (CP Cache) .

4. Extract the translation of the requested command that will be executed by
the receiver middleware and device.

5. Fill the Sender/Receiver table with the translated command.

6. Pass it to the session manager.

7. The session manager will assign session # and route the command to the

receiver and update the sender/receiver table as shown in Table 3.6.
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Table 3.6: Sender/Receiver table in the Common Layer Interface

Sender - ~ Receiver-
Middleware Device/Address Command/ Status Session# Middleware Device/Address Command/ Status Sessionit
Service Service
UPnP Monitor/UM001l Turn ON ON 1 HAVi Video/HV001 TurnON ON 1
HAVi Video/HV001  Display Play 2 UPnP Monitor/UMO001 Display  Displaying 2
record record

When the UPnP monitor and the HAVi video want to communicate, all the
commands and their translations concerning these two devices will be saved in the
CG Cache and the CP Cache, which will make future communication between these
two devices faster. In this case, the command generator and command parser will skip
the step where they access the Device Descriptor and search for the matchiﬁg table

for the service requested and its middleware.

3.4. The Operation CAPIA

The operation of the CAPIA Bridge can occur in either a centralized or distributed

mode.

3.4.1. Centralized Bridge
If CAPIA is configured to be centralized, then when a device requests a service
from the CAPIA, it registers itself in application services where the following actions
take place: |
1. Check the device directory, analysis of service requested, interface names,

argument names, and the device status.
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2. Addition to the Sender/Receiver table with the right arguments.
3. CLI verification of the common commands section.

If the service is a common service, it gets the equivalence (translation) of the
command and sends it to the Sender/Receiver table in the common layer interface.

In case the service is a unique service, after filling the table in the common layer
interface with the available information, it sends the information to the Command
Generator, where it imports the required translated table from the Device Descriptor.
These templates are all defined by XML; they are independent of a particular

language or OS.

3.4.2. Distributed Architecture:

In the case of distributed architecture, separate CAPIA will be installed in different
servers as shown in following Fig. 3.3. The CAPIA supports intercommunication
through TCP/IP, which makes it reliable. The physical connection between CAPIA
can be through Ethernet inside the house. The distributed approach solves the
overhead problem which may occur in centralized architecture in case of heavy home
network loads or any faults occurring in the server.

When a device in the distributed environment requires a service, it sends its request
to the CAPIA servers, the server that first receive the request will check the device
directory, if this device is new and not assigned an address, it will notify the other
servers, and assign an address to it, update the device directory then send the updated
directory to the other servers. In the common layer interface, the device controllers on
different servers will check their cache memories and convey them to each other. The

CAPIA with the greatest cache memory will handle this service.
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The server that has a session going with a device will have priority for a subsequent
session requested by the same device, if it has enough cache memory.

After the servers negotiate with each other, a server will be selected to manage the
service request; steps 1 to 3 described for the centralized bridge will be repeated in

the selected server.
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Fig. 3.3: Distributed CAPIA Bridge

3.4.3. Steps for Connecting UPnP Device with Jini Device
The following section is a step by step operation of the distributed CAPIA,
clarifying how a device under UPnP middleware communicates with a device under

Jini middleware.

Device 1 registers itself (or its network) and has a service requested from the

application services.
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The interface will check if it is a common command or a unique command. If the
command is a common command, then it will get the command from the common
commands tables, which include three tables according to the different home services:

1. Home entertainment tables that handle VCRs, TVs, cameras, etc.

2. Control appliance tables that handle commands related to “white” appliances
(refrigerators, washing machines, microwaves, etc.)

3. Information data tables, which handle the common commands related to PCs,
printers and scanners.

These three common tables will have the common commands used and their
translations to different middleware. The Common Layer Interface (CLI) will get the
translated command corresponding to the service requested and complete the rest of
the information.

1. Sender information (device name, middleware, translated command, status)
2. Receiver information (middleware, device, and translated command)
The CLI will then pass the table to the Session/Event Manager.

Fig. 3.4 shows in detail an overview of the functionality of CAPIA architecture.
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Fig. 3.4: Overview of the functionality of CAPIA Bridge

If the received command is a unique command, then the following steps will take
place:

1. The CLI will pass the request to the Command Generator.

2. The command generator will search for the table that contains the translated
command, then it will import the table from the Device Descriptor and save
it in the cache memory (CG — Cache); after that, the command generator will
extract the required translated command from the saved table in the CG-
Cache memory.

3. The Command Generator will complete the Sender/Receiver table with the

translated command and pass it to the CAPIA session manager.
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4.

10.

In the session manager, a session will be opened containing the following
information: sender device, sender device status, receiver device, receiver
device status, session number and session activity.

The session manager will route the command to the receiver device, which
will receive the translated command aqcording to its middleware format.

The receiver device will update the session manager with its status after
executing the command.

The session manager will update the tables in the common layer interface
with the session number and the receiver device status.

When Device 2 requests to send a command to Device 1, the sender will be a
receiver (Device 1) and the receiver will be a sender (Device 2)

Device 2 sends the requested service/command to the application services,
where the interface will discover that there is a session number. The CLI
checks if the command is in the common commands tables, and if the
command is found the CLI will extract it and pass everything to the session
manager, which assigns a session number and routes the message to Device
1.

In case the command is unique, the common layer interface will pass the
message to the Command Parser, which will import the conversion
middleware table and save it in the CP-Cache. Then the CP extracts the
command translation, fills the Sender/Receiver tables and passes it to the
session manager, which will assign a session number and route the command

to Device 1.



Common Application Programming Interface Architecture Bridge 62

Fig. 3.5 shows the protocol used for setting up a connection between Device 1 in the
UPnP middleware and Device 2 in the Jini middleware for the proposed architecture.
This scenario is for a distributed CAPIA where the services requested were unique

services.
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Fig. 3.5: Connection and Interaction algorithm between home network devices

The protocol and message transfer between CAPIA blocks are summarized as

follows:
1. Device 1 registers itself, check device directory and requests to turn on

Device 2 on the Jini network.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

CLIs between different CAPIA bridges negotiate which one will manage
Device 1’s request.

Device 1 registers with the selected CAPIA.

The unique command is sent to the command generator for translation.

The translated table from Jini to UPnP is received for Device 2.

The translated command is passed to the Session Manager.

The session number is created and routed to Device 2

Device 2 executes the command, changes its status and updates it with the
Session Manger

The status of Device 2 is updated in the CLI and session number.

The session information is backed up in the backup memory at the CLL
Device 2 requests services from Device 1.

CLIs negotiate which one will manage Device 2’s request

There is already a session between Device 1 and Device 2, so CAPIA1 will
handle this service request.

The unique command is sent for translation to the Command Parser.

The translated table between Jini and UPnP is retrieved and saved in the CP-
Cache.

The translated command is passed to the Session Manager.

A session is created and the command is routed to Device 1.

Device 1 executes the command and changes its status and sends that
updated status to the Session Manager.

The Session Manager updates the status of Device 1 in the CLI.
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20. The session information is backed up.
21. The “keep alive” message, and compressed sender/receiver tables are

exchanged between the CLIs.

3.5. Summary

In this chapter we have introduced the CAPIA Bridge and explained the
functionality of each component of the proposed architecture.

In this proposed architecture, CAPIA is covering the device context changes among
the bridges, keeping the status of the devices up to date. It is also handling the
protocol conversion between different middleware without having its own
intermediate language unlike UMB, and this is done without the intervention of the
user. This will lead to faster conversion, and it makes the CAPIA design simpler than
other one-to-any bridges.

As new middleware or appliances appear, our conversion mechanisms can easily
support them by adding a few XML files, which makes the CAPIA Bridge extensible.

The distributed environment of CAPIA helps with load balance and fault tolerance,

which will guarantee entire system’s reliability.
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Chapter 4: Performance Evaluation

4.1. Introduction
We are proposing the CAPIA bridge to solve the interoperability between
heterogeneous computing home middleware. In order to test CAPIA’s performance,
a model has been designed for the distributed CAPIA, and other models have been
designed for UMB and MMB. We have chosen to design a model for UMB as there
are several papers published for this bridge, and the protocol used in this bridge is
described; another reason is that; Waseda University approach and UMB approach
have a lot of similarities in their design, and there is only one paper for “A
framework for connecting home computing middleware”. We are designing a model
for MMB, because it is presenting a new approach to solve the interoperability
between heterogeneous home middleware. We are simulating the three models,
measuring the time for the command to be executed in each model, and comparing
them at the end of this chapter. A unit time was used for each task in the models
modules.
The simulation used Arena software to simulate the process of the three bridges, and
the following assumptions were used for all three models:
e Only one service request processed at a time

e A service was requested constantly and not randomly
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e Requests were repeated a maximum of four times (one request at a time)
with a difference of seven minutes between each service request.

e The resources allocated are executing each task of the simulation in .1
second except if the resource is dealing with Cache memory then it executes
the command in 0.06 second.

To be sure of the stability of the process, we have run the simulation under different
arrival times, i.e. we made the service arrive at the model every two minutes four
times. We repeated the simulation under the same assumptions, except for the service
inter-arrival times we used, every three minutes, then every four minutes, and so on,
until reaching ten minutes. At each simulation run, the total time of the process is
measured producing the same result outputs for all the above mentioned inter-arrival
times. The results are logical, since the total process time of the model should be
fixed even if we change the inter arrival-time between the services, so we have
chosen seven minutes as the inter-arrival time between the incoming services in the
simulation with fixed enter-arrival time; also the simulation was run under random
enter- arrival time with different loads to test the behavior of the three bridges as will

be shown later in this chapter.

4.2. CAPIA Model

The CAPIA model was designed as shown in Fig. 4.1. The scenario used is as
follows: a UPnP device is sending a command to a Jini device, and at the same time a
Jini device is sending a command to a UPnP device via the CAPIA bridge.

The following resources were allocated to different CAPIA modules:

e Common Layer interface:
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o]

o]
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The servers negotiate which CAPIA who will control the service

request

Fills the service table

Gets the common command

Sends Filled table to éession manager
Backs up Sender/Receiver table

Exchanges keep alive messages with the back up tables

¢ Command Generator:

o

@]

o

O

Extracts translated table
Stores the extracted table
Fills the service table

Sends the information to session manager

e Command Parser:

@]

o

o

@)

Extracts translated table
Fills the service table
Stores the extracted table

Sends the information to session manager

e Session Manager:

O

O

@]

O

Creates a session
Routes the command to the device
Updates Device Status

Updates common layer

e Device Descriptor:

@]

Table searcher
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comparison between the scheduled utilization is shown in Fig. 4.2 and Fig. 4.3.

Usage
Scheduled Utilization

Vale
Back up tables 0.00018152
CGfill the senvice table 0.00007923
CP Exiract translated table 0.00005759
CP fill the service table 0.000086489
CP Send the information to 0.00008649
session manager
CP Store the extracted table 0.00008649
Create a session 0.00030742
Execute command 0.00013496
Extract translated table 0.00005705
Fili the tables 0.00020047
Get the common command 0.00020047
jini Execute command 0.00013721
jini Return status 0.00013721
Negotiate 1 which CAPIA will 0.00019115
control the senvice request
Negotiate which CAPIA who will 0.00019246
control the service request
Return status 0.00013496
Route the command to device 0.00030742
Send filled table to session 0.00020047
manager
Send the infromation to session 0.00007923
manager
Session Manager Update 0.00027897
status
Store the extracted table 0.00007923
Table searcher 0.00009225
update Common layer 0.00027897

Fig. 4.2: The utilization of the resources in CAPIA Model
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The utilization of the resources in the CAPIA Model was measured and a
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Scheduled Utilization

update Cormmon layer
Store the extracied 1adle

Session Marager Jpdate status

Sand the infromation to session manager
Send the informat:on to sescion manager
Send fillad tanie to session Mmanager
Return status
Nagotiate which CAPIA who will control...
Negotizte L wh:ch CAPIA will control tha..
fir i Exerate commanid
Fill the tables
Execute command

P Store the patracied table

CP Send the informetior to session..
CP Extract tranciated table
Back up taklas

0.C0005
0.0001
0.C0015
0.0002
0.00025
0.0003
0.G0035

Fig. 4.3: Scheduled utilization for CAPIA resources in minutes

A waiting time was noticed and measured for queues in the device controller when
the CLI was negotiating who will manage the incoming service request, when
extracting the translated command from the tables, and when filling out the
Sender/Receiver tables.

The total time of the simulation was then measured, which is the total time that the
command takes from reaching CAPIA till it leaves the bridge.

Fig. 4.4 shows the waiting times in the queues, where € is a very small number

almost= 0
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Queue
Time
Waiting Time

1 store extracted table 2 fill the right
command 3 send it to session
manager.Queue

Backup tables 1.Queue
Backup tables.Queue

CLI Get the translated command and fill
the tables.Queue

CLI Negotiation between CAPIAs in
CAPIA 2.Queue

CLI Negotiation between CAPIAs.Queue

CP Get translated table between UPnP
and Jini.Queue

Creat session # and route command to
Jini Device.Queue

DD Translated XML tables.Queue

Get the translated command and fill the
tables.Queue

Get translated table between UPnP and
Jini.Queue

Jini Device Return status.Queue

Negotiation between CAPIAs in CAPIA
2.Queue

Negotiation between CAPIAs.Queue

SM Creat session # and route command
to Jini Device.Queue

SM Update Device status.Queue

Store table extract command pass to
session manager.Queue

Translated XML tables.Queue
Update Device status.Queue
UPNP Device Return status.Queue

Average

€

€
€

0.00108341

0.00006971

0.000024601

€

0.00048540

€

€

€

€
0.00006621

0.00077164

€

€

€

€
0.00005321

€

Fig. 4.4: Waiting time in Queues (minutes)
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Fig. 4.5 shows the total time of simulation, which is 0.01971164 minutes, and € is a

very small number almost = 0.

Entity
Time
VA Time
Average
Service Command Jini 0.018156422
Service Command UPnP 0.01778757
NVA Time
Average
Service Command Jini €
Service Command UPnP €
Wait Time
Average
Service Command Jini 0.00155742
Service Command UPnP 0.00137647
Transfer Time
Average
Service Command Jini €
Service Command UPnP €
Other Time
Average
Service Command Jini €
Service Command UPnP €
Total Time
Average
Service Command Jini 0.01971164
Service Command UPnP 0.01916404

Fig. 4.5: Total time in minutes for the command to be executed in CAPIA model
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The simulation was run under different loads: two service requests arrive for the
application services at the same time, then three service requests arrive at the same
time, and so on until eight service requests arrive at the same time. The collected

results were saved in Table 4.1 (at the end of this chapter).

4.3. MMB Model

A model was designed for MMB, as shown in Fig. 4.6, and was simulated using
Arena software. The protocol for MMB which was described in Chapter 2 was the
basis for designing the MMB model.

In this model, a device from UPnP is trying to invoke service from a device under
Jini middleware. The connection phase of the new device and the advertisement of its
virtual device in the Jini interface first take place, then the interaction phase between
the devices the virtual UPnP device and the Jini device.

The simulation was run under the same assumptions that were mentioned in the
introduction.

The following resources were allocated to different MMB modules:

e Device Interface:
o Requests device description from the connecting device
o Sends device description
o Invokes service to virtual device
o Returns results and parameters to device
e Repository Managef:
o Writes data from device interface (Device Mapping)

o Creates virtual device
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o Returns results to device interface
o Updates device context, and send it to communication manager
e Communication Manager:
o Negotiates with other bridges on which one will control the device
o Retumns the result of the negotiation to repository manager and updates the
server
o Sends device context received from the repository manager to other
communication manager in another bridge
o Returns changes and results received from the communication manager of
other bridge to the repository manager
e Device interface virtual device
o Advertises new virtual device to other bridges
o Invokes service to the device
o Returns parameters received from Jini to device interface
The utilization of resources in the model was studied and a comparison between the

scheduled utilization was measured and shown in Fig. 4.7.
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lResource

Usage
Scheduled Utilization
el
Advertise NEW virtual device 0.00034949
Communicate with other 0.00157286
repository
Creatvirtual Device 0.00031978
Invoke Service 0.00071558
Pracess SOAP Command 0.00026968
Request device description 0.00067760
Return message 0.00031844
Return Parameter 0.00096257
Return result od negotiation 0.00070181
Return result to Device interface 0.00036602
Send Device description 0.00101437
Send new device context 0.00078821
Send Result 0.00101714
Upade Server 0.001572886
Update device context 0.00044429
Write data received from Device 0.00043435
interface
Scheduled Utilization
Write dota received from Device interface
Update device context
Upade Server
Send Result
Send new device context
Send Device description
Return result to Device interface
Return result od negotiation
Return Parameter
Return message
Request device description
Process SOAP Command
Invoke Service
Creat virtual Device
Communicate with other repository
Advertise NEW virtual device
= [~} o =] © [} =} =] o

Fig. 4.7: Total Scheduled utilization for MMB resources in minutes
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The total time for simulated model was .04404713 minutes, and € is very small
almost = 0 as shown in Fig. 4.8 where the Discovery command is the SSDP message

and the SOAP call as shown in the Model.

Entity
Time
VA Time
Average
Device Command 0.04404713
NVA Time
Average
Device Command €
Wait Time
Average
Device Command €
Transfer Time
Average
Device Command €
Other Time
Average
Device Command €
Total Time
Average
Device Command 0.04404713

Fig. 4.8: Total time in minutes for the command to be executed in MMB model

4.4. UMB Model
A model was designed for UMB as shown in Fig. 4.9; this model was simulated

using arena software under the same simulation environment as CAPIA and MMB.
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The UMB protocol and message flow explained in Chapter 2 was the basis for the
design of the UMB model.

The scenario used is the following: a UPnP device sends a command to a Jini device
and at the same time a Jini device sends a command to a UPnP device via the UMB
Bridge. In this case, the Jini device will have to wait until the UPnP virtual device is
advertised to the Jini middleware.

A condition was used in tﬁe simulation wherein the Jini device could not invoke
service from the UPnP device until a virtual UPnP device is advertised. The Jini
device then can invoke the service requested and communicate with the virtually
advertised UPnP device.

The following resources were allocated to different UMB modules:

e UMB-A
o Message converter to UMB by Global Dispatcher
o SSCP discovery and query list
o Event handler
o Virtual function creation
o Converts LDT function to UDT function
o Converts device to UDT
o Converts any middleware message to UMB message and vice versa
o Maps the UDT function to a different middleware function
o Finds match and converts UDT device to VDP
e UMB-C
o Contains routing tables

o Routes messages between UMB-As
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o Routes UDT

The design of the UMB model was not complicated compared to the design of
MMB model. It has been suggested that having its own message format as an
intermediary between different middleware does not significantly affect the total time
of the interaction between different devices under different middleware; we disagree
with this notion, as the simulation showed that it increases the process time. On the
other hand, we do not believe that this delay is critical, as it should not affect the
home environment in general, although it could prove to be an issue in the more
demanding industrial sector.

The utilization of resources in the model was studied and a comparison between the

scheduled utilization is measured and shown in Fig. 4.10.
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Usage
Scheduled Utilization
Walus
Configure Devices 0.00014845
Control messages 0.00019835
Control messages 1 0.00018513
Device Convertor from UDT to 0.00015941
VDP
Device Manager 0.00008879
Device Mapper 0.00010583
Device to UDT device 0.00008806
Discover device 0.000148456
Event handler 0.00004045
Find the Match 0.00015941
Global Dispatcher 0.00010061
Message convertor 0.00032620
Message convertor 1 0.00029842
Message router 0.00023113
llonitor messages 0.00019835
Monitor Messages 1 0.00018513
Route UDT 0.00015808
VOP pracess soap command 0.00009088
¥irtual function creaticn 0.00002061
Scheduled Utilization
Virtual function creation [~
VDP process soap command
Route UDT
Monitor M\ 1
Monitor messages
M router
Message convertor 1
Message convertor
Global Dispatcher
Find the Match
Event handler
Discover device
Deviceto UDT device
Device Mapper
Device Manager
DBevice Convertor from UDT to VDP
Control n 1
Control messages
Configure Devices
° g g g g g g g
s ¢ 8§ 2§ 8

Fig. 4.10: Total Scheduled utilization for UMB resources in minutes
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The total time for simulated model was 0.02804035 minutes ; € is a very small
number almost = 0 as shown in the Fig. 4.11, where the Device command is the

command sent by the Jini device and the SOAP call for service command sent by the

UPnP device ( control point) as shown in the Model.

Entity
Time

VA Time

Device Command

NVA Time

Device Command

Wait Time

Device Command

Transfer Time

Device Command

Other Time

Device Command

Total Time

Device Command

Fig. 4.11: Total time in minutes for the command to be executed in UMB model

Average

0.02804035

Average

€

Average

€

Average

€

Average

€

Average

0.02804035
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4.5. Simulation of CAPIA, UMB, and MMB Under Different
Loads

In this section we will study the behavior of the 3 models under different loads, with
fixed inter arrival time between the services. Also the 3 models will be tested under

different loads with random inter arrival time between the services.

4.5.1. Simulation with Fixed Inter-arrival Tinies Between
Services

The loads that were studied include the following: only one service request
processed at a time, repeated four times with the difference of seven minutes between
each consecutive service. Two services request processed at the same time, and three
to eight service requests at a time.

We have fixed the inter arrival time to 7 min. between each service/s arrival. After
running the simulations for CAPIA, UMB, and MMB, the results were collected and
a comparison made concerning the total time for two devices in two different
middleware controlling each other and communicating.

The results for CAPIA and UMB were close, although CAPIA is the fastest among
the three simulated bridges for single requests as well as simultaneous multiple
requests.

The average total times for the simulations of the three bridges are recorded in Table

4.1. and the results are shown in the graph in Fig. 4.12.
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Table 4.1: Simulation results for CAPIA, UMB & MMB under different loads

Number of service requested | CAPIA total UMB total MMB total
simultaneously with max process time | process time | process time

arrivals 4 in minutes. in minutes. in minutes.

1 0.01971164 0.02841648 0.04251851

2 0.02253668 0.03149252 0.0475369

3 0.02411951 0.03473812 0.05501119

4 0.02731695 0.03738485 0.05858193

5 0.03081165 0.04062178 0.06368766

6 0.03348212 0.04508547 0.06881829

7 0.03655785 0.04666092 0.0729037

8 0.03962923 0.05143283 0.07891501
0.1
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0.08
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Fig. 4.12: Total process time for CAPIA, UMB, and MMB under different loads
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4.5.2. Simulation with Random Inter-arrival Times Between
Services

We ran the simulation for the three models with random inter-arrival times, in order
to test the stability of the models. The following parameters were used with each
model:

1. Number of services per arrival = 1

2. Maximum number of arrivals = 4

3.Inter-arrival time is random using the Poisson distributed function POIS
(mean value), where the mean value is 0.05, .5, 1, 2, 3, and so on up to 19.

4.Steps 2 and 3 were then repeated with different loads, when the number of
services/arrival =2, then 3, and finally 4.

In the following section, we will show the average total time of the process in the
CAPIA, UMB and MMB bridges with different random inter-arrival times for various
services and different loads (services/arrival).

We have observed that with an inter-arrival time of POIS(0.05), the average time for
the process was higher than when it was POIS(1, 4,.....19). This difference in the
process time is logical, as services will have to wait longer in the queues in order to
be processed when inter-arrival time is shorter. On the other hand, when the inter-
arrival time is longer, then the service will be processed before the other service
reaches the modules. This was observed in the behavior of MMB and UMB models

as well.



86

Performance Evaluation

CAPIA Model with Random Inter-arrival Time Between

Services

Fig. 4.13 shows the relation between the total process time and the random inter-

arrival time for CAPIA model.
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e UMB Model with Random Inter-arrival Time Between

Services

Fig. 4.14 shows the relation between the total process time and the random inter-

arrival time for UMB model.
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e MMB Model with Random Inter-arrival Time Between

Services

Fig. 4.15 shows the relation between the total process time and the random inter-

arrival time for UMB model.
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From the previous results of random simulation for the three models, Fig 4.16 is

showing the CAPIA, UMB, and MMB models total process time in minutes vs. the

random inter-arrival time for 4 services/ arrival
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Fig. 4.16: CAPIA, UMB, and MMB models total process time vs. the random

inter-arrival time

The total process times for the MMB and UMB are higher than that of the CAPIA

bridge, as they have to advertise a virtual device before the connection can take place

between the two devices in different middleware. Also, the MMB has a distributed

environment where the bridges negotiate who is going to handle the incoming service,

and to avoid creating multiple virtual devices from the same device, MMB always

updates any changes in the joined devices; this leads to extra waiting and processing

times.
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After conducting the comprehensive analysis through the survey in chapter 2 and
the simulation in this chapter, we are holding a comparison between the three models
and is shown in Table 4.2. For the resource discovery in the three models, our
analysis is as the following: CAPIA has a Centralized/distributed environment and a
device directory in the application interface where all the devices are registered and
can be discovered by other devices, at the same time CAPIA distributed architecture,
the servers are exchanging the updated device directory between them, thus the
CAPIA is providing a Hybrid resource discovery mechanism that is not strictly peer
to peer or server based mechanisms.

UMB is characterized in their research by being hybrid in the resource discovery,
for several reasons such as; the devices connected to a certain UMB-A are converted
to devices defined by UDT, and then converted to virtual devices in other different
middleware, also the QueryDeviceList message requests all devices list on specific
middleware; Then NotifyOnlineStatus message notifies the UMB system event to all
UMB Adapters whenever specific UMB Adapter or Device is Plugged in/out. The
MMB can be considered a server based, since each one to one bridge in their
architecture is responsible for the resources between its specific two middleware, and
all of the one to one bridges are updating the context and the change of the devices

status in one server.



Performance Evaluation

Table 4.2: Comparison between CAPIA, UMB, and MMB

CAPIA UMB MMB
Interpretability Any -to - any One —to — any Any-to -any
under conversion based on |conversion based on middleware
heterogeneity XML files defined XML meta
middleware
Modification of No No No
legacy appliances
Resource Global Global NA
management
Modification of No No Yes
current one to one
bridges
Resource discoveryHybrid Hybrid Server based
Query Level Flexible Flexible NA
Bridge topology  [Centralized/ Centralized Distributed
Distributed
Dynamic binding |Yes Yes Yes
with device
Load Balance Yes No Yes
Creating virtual |No Yes Yes
device at the
different
middleware
Speed Based on our Based on our simulation |{Based on our
simulation , the fastest|Faster than MMB, and [simulation ,Fast but
among the three slower than CAPIA slower than CAPIA
bridges and UMB
Fault tolerance Supported Supported/ ongoing NA
research

4.6. Summary

Models were designed for CAPIA, UMB, and MMB and were simulated using
arena software. The design of the UMB model was simple compared to the design of
MMB model. It was suggested that although the UMB has its own message format
for intermediate message between different middleware, this does not significantly
effect the total time of the interaction between different devices under different

middleware. We disagree with this; the simulation showed that it increased the
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process time. The simulation was run under the same assumptions for the three
models, and under different loads, the results showed that CAPIA has the fastest
process time, followed by UMB. The slowest model was MMB. Also, in CAPIA,
any device can communicate with another device in a different middleware without
waiting for it to be virtually advertised, which is not true for either UMB or MMB.
We have changed the conditions of the simulation as follows: the service arrives to
the model randomly under the Poisson distribution function POIS (mean value), with
mean values starting from 0.05 till 19; those inter arrival times were repeated under
different loads, where the number of services/arrivals increases from 1 to 4. All three
simulated models showed logical output results. The two bridges UMB and MMB
must advertise the virtual device to different middleware, so that other devices using
that middleware can communicate with it; this is not the case for the CAPIA bridge,
and this key aspect makes our proposed architecture faster even with random inter-

arrival times.
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Chapter 5: Conclusions and Future Research

5.1. Conclusions

Interoperability among heterogeneous middleware is crucial to the successful
operation of a Smart Home. Most of the middleware that has been developed does not
guarantee interoperability among home appliances. Various home network
middleware bridges have been introduced to support interoperability, due to the
heterogeneity of home network middleware.

For these middleware bridges, there are several approaches. The one-to-one
approach connects two specific forms of middleware and performs protocol
conversion, while the one-to-any approach integrates heterogeneous middleware and
ensures interoperability between them. In this dissertation, we are proposing an any-
to-any CAPIA bridge, which is designed to solve interoperability problems in home
networks in which several types of heterogeneous home network middleware exist.

Our proposed system is centralized/distributed middleware bridge architecture; it
can operate either centralized as a standalone server or as a distributed architecture,
where more than one server will support CAPIA. This depends on how big the home
network is, and how many appliances are connected to it.

Our proposed CAPIA supports fault tolerance in the case of the distributed

environment, such that if one of the servers is not operating at the home network, the
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user will not feel the interruption of service since the devices will continue their
session with the remaining operating servers.

CAPIA supports load balance in the distributed environment, and can globally
manage resources in the Smart Home. The conversion tables between different
devices and services under different middleware are all defined by the use of XML;
they are independent of any particular language or OS. If new middleware appears in
the future, the proposed architecture will integrate it just by adding the new XML
conversion tables, which means that there will be no modifications required either for
the appliances (which is the case for HOMi) nor for the middleware used in the home
networks (which is the case for MMB).

The CAPIA approach provides interoperability via any-to-any protocol conversion
based on XML conversion tables. Therefore the cost of implementation is lower than
that of one-to-one bridges. In addition, CAPIA’s cost for interpretability is less than
that of UMB, since there will be no need for a special intermediary translation
language.

The distinctive functions and services are uniquely handled through the command
generator, the command parser and the device descriptors, while the common
commands are saved in a common command table which can be easily accessed. This
approach makes the conversion process faster.

CAPIA does not create virtual devices from the real devices, it deliver the service
command to the device translated to its own middleware format allowing any device
to communicate with the other device in a different middleware without waiting for it

to be virtually advertised as in the case of UMB and MMB.
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We designed a model for CAPIA and other models for UMB and MMB. The three
models were simulated using Arena software under identical assumptions, and the
process times for all three were measured. The results of the simulation showed that

CAPIA is the fastest bridge of the three.

5.2. Future Research

We have presented CAPIA from a design perspective, and the structure of CAPIA
has been explained; however, each component of CAPIA can be an area for future
research.

A performance characterization for the three bridges with different simulation
conditions needs to be done; e.g., the maximum number of the service request arrivals
can be changed to different values than currently used. Also, we can change the
service request arrival-time from a uniform to a random process. Although we have
already tried some of these conditions as mentioned before, we can still carry out
further useful analysis in the future.

More comprehensive studies have to be carried out on different components of
CAPIA; one of the main areas to be investigated is how to assign a unique address to
each device when it registers itself to the applications services in the application
interface. A newly unique global address is to be assigned to each device while
considering the device type and middleware, allowing each device to choose the
device it wants to control and communicate with during this stage.

Another area for future research is to study different service invocation protocols
and the conversion between them. Handling multimedia streams for multimedia

applications should be considered while implementing CAPIA.
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CAPIA is designed to support fault tolerance in the distributed environment, and
future research should be conducted on how to maintain the keep-alive message and
the exchange of backup compressed Sender/ Receiver tables between the servers, as
well as how the operating server will take over the session in case a fault accrues in
one of the servers.

More research can be conducted on how the different CAPIA modules exchange
messages, from the CLI to the CG and CP, and also from Session/Event manager to
CLI and vice versa.

A challenging subject for future research is the implementation of CAPIA and the
construction of a test bed to test the functionality of the proposed architecture in real-

time.
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Discovery Protocol

The following table summarizes the major service discovery protocols [LEE(Q2].
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Appendix B: Definitions

e Smart Home

“A Smart Home is a dwelling incorporating a communications network that
connects the key electrical appliances and services; it allows them to be remotely
controlled, monitored or accessed”, Definition by Intertek [JIA04].

A home, which is smart, must contain three elements, which are internal network,
intelligent control and home automation. Internal network is the basis of a Smart
Home, and it can be wire, cable and wireless. Intelligent control means gateways to
manage the systems. Home automation means products to interact together and be

controlled by one another.
e SOAP

Originally defined as Simple Object Access Protocol, is a protocol specification for
exchanging structured information in the implementation of Web Services. It relies
on Extensible Markup Language (XML) as its message format, and usually relies on
other Application Layer protocols (most notably Remote Procedure Call (RPC) and
HTTP for message negotiation and transmission. SOAP can form the foundation
layer of a web services protocol stack, providing a basic messaging framework upon
which web services can be built. This XML based protocol consists of three parts:

an envelope - which defines what is in the message and how to process it - a set of
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encoding rules for expressing instances of application-defined data types, and a

convention for representing procedure calls and responses [Wikipedia].
e Simple Service Discovery Protocol

Simple Service Discovery Protocol (SSDP) is a Protocol to allow network clients to
discover network services such as printers or external disk drives with little user
interaction. SSDP is supported by Microsoft Windows operating systems. The
advantage of using SSDP is that devices can advertise their capabilities and enable
other machines to access those services without any need for the remote users to
know anything about the network address or name or need to manage any network

infrastructure in order to facilitate accessing other devices [DYNO7].

e Jini Lookup Service

“Services are found and resolved by a lookup service. The lookup service is the
central bbotstrapping mechanism for the system and provides the major point of
contact between the system and users of the system. In precise terms, a lookup service
maps interfaces indicating the functionality provided by a service to sets of objects
that implement the service. In addition, descriptive entries associated with a service
allow more fine-grained selection of services based on properties understandable to

people.” [JINO6].

e The Session Initiation Protocol

The Session Initiation Protocol (SIP) is a signaling protocol, widely used for

controlling multimedia communication sessions such as voice and video calls over
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Internet Protocol (IP). Other feasible application examples include video
conferencing, streaming multimedia distribution, instant messaging, presence
information and online games. The protocol can be used for creating, modifying and
terminating two-party (unicast) or multiparty (multicast) sessions consisting of one or
several media streams. The modification can involve changing addresses or ports,

inviting more participants, adding or deleting media streams, etc.
e Service Integration

The service integration is making a new service from more than one Service

cooperating with each other [TOKO02].
e Universal Description, Discovery and Integration

Universal Description, Discovery and Integration (UDDI) is a platform-independent,
Extensible Markup Language (XML)-based registry for businesses worldwide to list
themselves on the Internet. UDDI was originally proposed as a core Web service
standard. It is designed to be interrogated by Simple Object Access Protocol (SOAP)
messages and to provide access to Web Services Description Language (WSDL)
documents describing the protocol bindings and message formats required to interact

with the web services listed in its directory [Wikipedia].
e The Context
It is all information which can be used to characterize an entity [RICO06].
e Extensible Markup Language

Extensible Markup Language (XML) is a simple, very flexible text format derived

from SGML (ISO 8879). Originally designed to meet the challenges of large-scale
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electronic publishing, XML is also playing an increasingly important role in the

exchange of a wide variety of data on the Web and elsewhere.
e The Service Location Protocol

The Service Location Protocol (SLP) is a service discovery protocol that allows
computers and other devices to find services in a local area network without prior
configuration [Wikipedia].

The Service Location Protocol provides a scalable framework for the discovery and
selection of network services. Using this protocol, computers using the Internet need
little or no static configuration of network services for network based applications.
This is especially important as computers become more portable, and users less

tolerant or able to fulfill the demands of network system administration [GUT99].

e Salutation: A light Weight Network Protocol

Independent Service Discovery Protocol

Salutation is a service discovery and session management protocol developed by
leading information technology companies it is an open standard independent of
operating systems, communication protocols, and hardware platforms. Salutation was
created to solve the problems of service discovery and utilization among a broad set
of appliances and equipment in an environment of widespread connectivity and
mobility. The architecture provides applications with different services that are
scattered all throughout the network. It also contains functions to find out capabilities
of remote services. Salutation provides features for an application to establish

interoperable sessions with any remote service [HEL02].
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e Interoperability

Interoperability is defined as the ability for devices in home to discover,

configure, and control the capabilities of peer devices.
e Middleware

Middleware is the "glue" between software components or between software
and the network or it is the slash in Client/Server.

Also middleware can be defined as the software technologies, architectures and
systems that promise seamless interconnection to devices with different hardware

and network characteristics are often called middleware
o Heterogeneity

Different interfaces and architectures of diverse components exist in a specific

domain.



