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ABSTRACT

The factorization of polynomials over GF ( q ) is an important

consideration in the theory of error correcting codes .

The existing algorithms for the factorization of polynomials over
Galois Fields are considered and a different approach is suggested

for the case of q=2.

The suggested algorithm appears to be comparatively efficient
when the degrees of the irreducible factors of the polynomials

are not high .
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INTRODUCTION

]£n Engineering there are many cases in which one is required to
factorize a polynomial. For example the necessity arises directly

in the area of feedback Shift Register Sequences. Golomb [ 4 ]who
has studied extensively this field states..... '" the factorizaﬁon of
polynomials over finite fields has found major technological
appiications, including secure, reliable and efficient communications,
digital ranging and tracking systems, deterministic simulation of

random processes and computer sequencing timing schemes, ',

In the area of Error Correcting Codes, Cyclic Codes form an
important class. Among Cyclic Codes the Bose-Cha.udhuri-Hocque;lghen
Codes are of extreme importance so far as random error correction

is concerned. The properties and capabilities of all Cyclic Codes
depend on the factors of their generator polynomial over some finite
field. This class of Codes has been extensi‘vely studied by Peterson

[15 ], Berlekamp [2 ], McWilliams [ 18 Jand many others. The
recent advances in decoding techniques make these codes even more

attractive from the practical point of view.

Furthermore, as stated by Berlekamp [1 ], some programming
systems, such as Brown's ALPAK [ 20 ], deal with polynomials
with integer coefficients. In these systems one is interested in the

irreducible factors rather than the roots of them.

The problem also arises in another area of Error Correcting Codes,

namely in the study of the Decomposition of Cyclic Codes into cyclic
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classes, ( see contributions by Goethals [ 19 Jand McWilliams [18 j).
In the recent'contribution by Shiva et. al. [17 1 , one faces the
problem of factoring the parity check polynomial h(x) into irreducible
factors. The problem of Decomposition into cyclic classes is directly
related to that of the weight distribution of a cyclic code. Further

contributions on the same topic are due to Seguin [16 ].

In the design of Cyclic Codes the set of irreducible polynomials over
gsome finite field must be known. These polynomials can be located as
factors of a special class of binomials of the form x" -1 , D= qi -1,
i=1,2, 3, ... Therefore great effort has already been directed
towards the factorization of these binomials. The results of the
computations have been té,bulated for relatively large i's [13 ],
particularly for the case of q = 2, since in practice the polynomials.

over the binary field GF(2) are the ones that are mostly used.

In 1967 Berlekamp [1 Jpresented an algorithm for factoring polynomials
over any finite field; this algorithm treats the factorization of the
previously mentioned binomials as a special case. The algorithm
jnvolves some matrix manipulations and the computation of a number

of Greatest Common Divisors, We are going to discuss this algorithm

in detail in Chapter IIL.

Shiva and Allard [ 7 Jhave given some useful details on the technique

introduced by Berlekamp for the case of the binomials of the mentioned

form Xq-i,q=21-1.

In 1969 McEliece [ 3 ]pre sented some results on the same topic; his

algorithm is essentially similar to the one introdueed by Berlekamp.




A few details about McEliece's algorithm will be given in Chapter II.
In the same area some special cases hé.ve- also been extensively
studied. For example Golomb [4 Jhas studied in detail the case of
trinomials over finite fields in the context of his study on feedback
Shift Register Sequences. Zierler [ 14 lpresented recently a method
for locating the irreducible trinomials of the form 1 +X + X" over

GF(2) and tabulated the results of his computations for n up to 30, 000.

Another extensively studied class of polynomials is the one of linearized
and affine polynomials. They have been studied by Ore [ 5,6 ]who has

even suggested a method for finding the roots of these polynomials.

In this thesis we are presenting a method for factoring a given
- polynomial over - GF(2) into powers of irreducible polynomials.
The suggested method reduces the problem to the computation of

a series of Greatest Common Divisors,

As a first step thé given polynomial is decomposed into square-free -
factors. A further step resultsina decomposition into factors
belonging also to some known binomial X" - 1 s D= Zi - 1. The
Cyclotomic polynomials over GF(2) are employed at the final step.

The irreducible factors of the binomials of the form y | , Q= Zi -1,
are assumed to be known. In Chapter I we briefly give some necessary
algebraic concepts essential for the mate'rial presented in the next
Chapters. As we have already mentioned the : °~ .. . existing methods
are due to Berlekamp and McEliéce. In Chapter II we present these
algorithms in detail. In Chapter III we introduce another method for
factoring polynomials over " GF(2) . Comments and concluding remarks

are made in Chapter IV.



' CHAPTER 1

The most important known codes have a very strong algebraic
structure. This is desirable because it facilitates the study of their
properties and at the same time makes their implementation very
interesting from the practical point of view. Consequently algebraic
concepts form a very powerful tool in the study of Error Correcting
Codes. In this Chapter we attempt to give the minimum algebraic
prerequisites for the rest of this ‘thesis,

This Chapter can be divided roughly in two parts; in the first parts we
define the most significant algebraic structures along with some
related important details; the second part deals with the fundamental

concepts on polynomials over finite fields.

The first and most essential algebraic structure to be discussed is
that of the Group.

The term ' binary operation ' on a set S, whenever used in the
following discussion it will simply mean a mapping f : SxS —»S,

(includes the notion of algebraic closure on the set S.).



A system [G, o] consisting of a nonerﬁpty set G and a binary
'opera.tion denoted by 'o ' and usually called ' multiplication ', is

said to be a Group if the following postulates are satisfied :

(i) If a,b,c € G then, (aob)oc = ao(boc).

(ii) There exists an element e € G, called the left identity,

such that , eoa = a, forevery a € G.

(iii) There exists an element a-ie G, for every a € G,

called the left inverse of a, suchthat, aoa = e.

I a Gfbup is also commutative, thatis, if aob = bo a, for
every a, b € G, thenitiscalledan Abelian Group.
If H is a subset of G and it is itself a Group , it is called a
subgroup of G,

For example the set of all nonsingular matrices is a non-Abelian
Group under the operation of matrix multiplication. The set of
all real numbers is an Abelian Group under the ordinary

operation of addition.

Let H be a subgroupof G and a € G . The set,
aoH={aob|b€ H}
jscalleda left Coset of H. Respectively
Hoa=f(boalb€ H}
jscalleda right Coset of H.




The number of elements of a Group G is calledthe order of
G . The Groupiscalled infinite or finite asitsorder
is infinite or finite respectively.
The power a® of an element a € G is defined in the familiar way :
| a"=20203.....0a
S—

n

A very important class of Groups is the one of Cyclic Groups.

Definition 1, 1.3, The Cyclic Group.

The order of an element a € G is the least positive integer m
such that, alze s if no positive power of a equals e, a has
order infinity., The Group G is saidtobe Cyclic ifit

contains some element x whose powers exhaust G ; this element

is said to generate the Cyclic Group [10 ] .

The second Algebraic structure to be discussed is that of the Ring.

It is very important becauseitisdirectly related with the theory of

polynomials.

A system [R, o, + ], consisting of a nonempty set R and two
binary operations denoted by 'o 'and '+ ' and usually called
' multiplication' and ' addition ' respectively, is said to be a

Ring if the following postulates hold :
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(1) The system [ R, +] is an Abelian Group .

(ii ) (aob)oc ao(boc),forévery a,b,c €R.

(iii) ao(b+c) aob+aoc and

(b+c)oa = boat+coa , forevery a,b,c € R.

A Ringiscalled commutative if itis so with respect to

the operation 'o ', thatis, if aob = boa, for every a,b € R.
A Ring with identity isa Ring which possesses a
multiplicative identity element. For example, the set of all positive
and negative integers and zero form a commutative Ring with
identity under the ordinary addition and multiplication. The set of

all square matrices is a noncommutative Ring under matrix

addition and multiplication,

Definition 1. 2. 2. The Ideal.

Let R be a Ring and I a subgroup of R under addition.

I is called an Ideal if for every a € R and b € I, then

aob and boa € I. This is often called a two-~sided Ideal.

If I is such that, every element in I is a multiple of some a € I,

then I is saidtobea principal Ideal

The conceptof the characteristic of an algebraic
structure will be extensively used in our discussion on thefinite
fields; however it can already be introduced as the characteristic

of a Ring with identity.
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We call the characteristic of a Ring R the least positive integer-
m for which Z‘irfli

element of the Ring R. [2].

e = 1 ,. where e is the multiplicative identity

Definition 1. 3. 1. The Field .

A commutative Ring [F, o, +] with multiplicative identity
element e is called a Field if for every nonzero element a € F,

. . TP -1
there is a unique multiplicative inverse a =~ € F

It can be easily shown that the elements of a Field form an Abelian
Group under addition as well as under multiplication. For example
the sets of real numbers and complex numbers form Fields under

the ordinary operations of addition and multiplication.

If both E and F are Fieldsand E 2 F , then F 1is said to be a

subfield of E , and E an extension of F.

A very important class of Fields is the one of the so called
Finite Fields . Theyareintroduced after our discussion

on Polynomials .

1. 4, VECTOR SPACES.

The concept of a vector space is essential for our discussion on the




existing algorithms for factoring polynomials over finite fields.

Let F be a Field. A Vector Space over F is a set V equiped
with a binary operation called ' addition ' denoted by '+ 'and

satisfying the following axioms.

(i) The system [V, + ] is an Abelian Group .

(ii) Forany v € V and a € F, a '"product' aov € V is
defined . '

(iii) If u,v € V and a € F, ao(u+v) = aou + aov.

aov +bov .

(iv) ¥ v €V and a,b € F, (at+b)ov

ao(bov).

(v) If v €V and a,b € F,(aob)ov

(vi) I v €V , then eov = v, where e is the multiplicative

identity of F .

Let us consider an n-tuple ( a,,2,,2 R an) as an ordered

2 MUREEE
set with elements in the Field ¥ . We define a binary operation on

it , called ' addition ' and denote it by '+ ', as follows :

(al, az,...,a.n) + (bl’bz""’bn) = (a1+b1,

a_+b

"." + .
2 2’ 20 bn)

The multiplication of an n-tuple by a field element c¢ is defined as :

c.(al,az,...,an) = (coai,coaz,...,coan ).
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With these two operations it can be easily verified that all n~tuples
over a Field form a Vector Space over this Field and such a
Vector Space plays a very important role in Coding Theory ; it
is the only type of Vector Spaces that we are going to consider in
the following discussion [15 ]. We should note that , the roie of
the additive identity element is played in such a Vector Space by

the all-zero n-tuple .

A subspace ofa Vector Space V is a subset of V being
itself a Vector Space .

A linear combination of afinite number of elements
of a Vector Space is an expression of the form : Z;io a,v.
where a.i € F and v € V. Itis clear that such an expression ,

according to the Definition 1., 4. 1. , is also an element of V.

A finite number of elements Vi VZ s oeees Vo of a vector space
V over F is saidtobe linearly dependent, if
there exist elements A € F, not all zero ,
such that:

" a v. = 0 H

i=1 i° i !

otherwise they are saidtobe linearly independent.

Definition 1. 4. 2. The Dimension of a Vector Space .

Dimension of a Vector Space V over F is the maximum number

of linearly indeperdent elements in it .
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Suppose that the dimension of a Vector Spaée Vis n and
Vs Vya eees Vo € V, are linearly independent, then every
element in V can be expressed as a linear combination of
s V

vl,vz,...,v . The subset v s ss¢3 V , is said to be
n n

1 2
a basis for Vandthatit spans or generates

the Vector Space V.,

Every basis of the same Vector Space, can be shown, that it has

the same number of elements ; this number is equal to the dimension

of the Vector Space.

If E is an extension of the Field F , thenitis a Vector Space
over F ., As such, it has a dimension over F , which may be
jnfinite . This dimension is calledthe degree of E over

F and itis denotedby [E:F ], [24].

Furthermore, an inner product or dot product

for two n-tuples over F , is defined as follows :
(alaazv---oan)-(bisbza---abn)= (al.b1+

+az.bz+.... +an.bn)

Such an operation is commutative and distributive with respect to
addition and the resulting sum belongs to F . If the inner product
is equal to the additive identity element of F , the two n-tuples

are saidtobe orthogonal .

Let R be any commutative Ring with identity . An expression of
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the form : a +a,x+a.x2+....+axn=Zfl a..xl, a, €ER , is’
) 1 2 n i=o'i i
calleda Polynomial in x over R. The ai' 8 are called

coefficients of the polynomial and x its indeterminate .

For the Engineering applications , a polynomial over R may as well

be regarded as a sequence ( a s s an) of elementsof R . In

’ 1 F LI A )
the case of an all-zero sequence , we speak abouta zero

polynomial, [23]

We denote the set of all polynomials over R by R[x ]. The greatest
index n for which , the corresponding coefficient a, is different than
zero , is called the d e gr e e of the polynomial . The coefficient a

is saidtobethe leading coefficient of the polynomial .

In the sequence representation of a polynomial , its degree is not
necessarily equal to the length of the sequence ; the coefficients
corresponding to indices greater than the degree of the polynomial
may simply be equal to zero . If a polynomial of degree n has the
leading coefficient a equal to 1 ,is called monic,

Let us consider two elements f(x) = E;;oaixi and g(x) = Z;:obixi in
R [x ] ; we define two binary operations called ' polynomial addition '
and ' polynomial multiplication ', denoted by '+ ' and 'o'

respectively in the following way :

(i) £(x) +glx) = 2 ( a tb ) n>m

(1) fxogln) = %, aibjxi.*j ,
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It can be easily shown that the set R [x ]equipped with the previously
defined operations satisfy the postulates of the Definition 1., 2. 1, and
therefore the system [R [x ], +, o ] is a commutative Ring,

| usually called the Polynomial Ring over R . The elements of the
Ring R form a subring of R [x Junder the binary operations

defined on R and we agree to call the elements of R constant

Polynomials orsimply constants

Definition 1. 5, 1, The roots

Let £f(x) be a polynomial of degree n over a Field F . An element
a € E, where E is an extension of F, iscalleda root of f(x)

if f(a) =0

The concept of the roots of a polynomial over a Field is directly

related with the following Definition and Theorem .

An extension E of afield F isaSplitting Field fora
polynomial f (x) € F [x ], if f(x) can be expressed as a product
of linear factorsin E , thatis, f(x)=c. (x - ai) o (x - az) coeere
(x - an) N € E and E is the smallest extension of F containing

the set of the roots (ai, a . a.n) [24 ]. 1t is evident that all a, 's

2, L
are roots of f (x) , and that any extension of E is also a splitting

field for £ (x).

Theorem 1. 5. 1,

A polynomial of degree n over F has at most n roots in some

extension field of F. [2].
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If a factor (x - ai) appears m times in the decomposition of f (x)
in linear factors in a splitting field E , is said that a, € E isan
m-~times repeated root, or a root with multiplicity m .
The concept of irreducibility in the polynomial ring is analogous to
that of a prime integer in the ring of ordinary integers ; it is
defined as follows :

Definition 1, 5. 3. The Irreducibility .

A polynomiai f (x) € F [x ] is said to be reducible over F , if
f (x) =a(x). b(x) for some nonconstant a (x) , b(x) € F (x1].

Otherwise f (x) is saidtobe irreducible over F,[22]

We should note that the reducibility or irreducibility of a given
polynomial depends heavily on the field F under consideration .

Thus 1 + xz js irreducible over the real field , whereas over the
complex field or a field of characteristic 2, 1 + xz is reducible .

The decomposition of reducible polynomials over a field F, into
irreducible factors is guaranteed by the following Unique Factorization

Theorem .

Theorem 1. 5. 2.

Every non-constant polynomial f (x) = E?:o a, x" can be factored as
a product f (x) = a f { (x) . fZ (%) ... fk (x)
where f. (x) are monic irreducible polynomials in F [x].
, i
The factors f, (x) are unique apart from the order they appear in
i ;

the product [9 ].

If some f, (x) appears m times in the product , we say that it is
i
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an m-times repeated factor or afactor of multiplicity m .
A polynomial with no repeated factors is sometimes calledasquare-
free polynomial . In the next Chapters we are going to make
extensive use of the concept of the Greatest Common Divisor of two
polynomials over a field F ., It is defined as follows :

Definition 1. 5. 4, The Divisibility

Let f(x), p(x) €F [x]. ¢ (x) is said to divide p (x) if there
exists a polynomial h(x) € F [x ] such that p (x) =f (x). g (x).
We write f (x) l p(x). If f(x) does not divide p (x) we write

f (x) Xp(x). [23]

Definition 1. 5. 5. The Greatest Common Divisor .

let g(x), f(x), p(x) € F [x]. 1f g (x) is the monic polynomial
of greatest degree such that g (x) | £(x) and g(x) | p(x), g(x)
is said to be the Greatest Common Divisor of f (x) and p (x) over

F.[15 ]

The definition of the Greatest Common Divisor in the polynomial
ring over F 1is analogous to the one defined for the ring of integers .

It is similarly computed by the Euclidean Algorithm .

i. 6. FINITE FIELDS.

A field with a finite number of elements is calleda Finite Field.
Similarly,if an extension of a field is a finite field,is said to be a

Finite extension of it .

The following theorems establish the existence and basic properties

of finite fie}ds .
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Theorem 1. 6. 1.

The characteristic of a Field must be either infinity or

prime number p.[2]

Theorem 1. 6. 2.

The order of a Finite Field is a power of its characteristic ,[2 ]

Theorem 1. 6. 3.

If p is a prime and n a positive integer , then there exists a Finite

Field of p" elements.[2 ]

Definition 1. 6. 1. The Galois Field.

A field of pn elements (p and n asin Th. 1., 6. 3. )is called a
Galois Fieldandisdenotedby G F(p ).

Theorem 1. 6. 4.

G F(p") isa subfieldof G F(p ) iff n [m.[2 ]

Any Galois field of pn elements may be considered as a finite
extension of a finite field of p elements and therefore regarded as a
vector space over the field of p elements which is sometimes
called -theground Fieldof G F(p").

There is a finite group associated with every Galois Field ,

called the Galois Group of this Field , with the following important

property .
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The multiplicative Group of the nonzero elements of GF ( pn) is

cyclic. [10]

The polynomial x3 - x s Where q = pn » has as roots all the

elements of GF(q) . [22]

Therefore this special class of binomials has a set of roots forming
a cyclic Group anl all these nonzero roots can be expressed as
powers of a generating element of this Group . This element must
have order q-{ andis saidtobea primitive element.
Furthermore a polynomial over GF ( p), which has a primitive
element of GF ( q ) as a root is itself calleda primitive

polynomial .

Generally in any Field F , the elements satisfying the equ'a.t:ion
x" =1 , are calledthe nth roots of unity. Ifitso
happens that m = pn , where p is a prime , then the roots of unity
according to Theorem 1. 6. 6. are the nonzero elements of

GF ( pn) . Since the elements of GF ( pn) are distinct the

q

binomials of the type X - x*, where q= pn , have no repeated

roots and of course , no repeated factors .

The following important Theorem holds for the roots of any

jrreducible polynomial over a Finite Field.
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Theorem 1. 6. 7.

Let f(x) be an irreducible polynomial of degree n over GF(q)

n-1
and B a root of f(x). Then B, Bq, ..... , g4 » are all

roots of f(x). [15 ]

Theorem 1. 6. 8.

Every polynomial of degree m irreducible over GF(q) is a factor of

m
% - x. 15 ]

Some more Theorems on Galois Fields will be discussed in
/
Chapter IIl , in parallel with the results which are directly

related with them .
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CHAPTER 1II

In this Chapter we shall attempt a review on the two existing methods
for factoring polynomials over Galois Fields . It has already been
mentioned that these two algorithms are due to Berlekamp [1] R
and McEliece [ 3 ]. They have both made the observation that a

special class of polynomials , namely the one satisfying the relation :

[B(x) 1% - h(x) = 0 mod £(x) ,
has a very interesting property regarding the factorization of a
given f(x) over GF (q) . Both algorithms , therefore , have a
common basic Theorem , but take somehow different approaches
for generating polynomials h(x) satisfying the above relation. At the
final step both algorithms make use of the Euclidean Algorithm
for the computation of a number of Greatest Common Divisors

resulting in the complete factiorization of f(x)

2. 1. THE BASIC THEOREM.

The following Theorem is the fundamental idea in both Berlekamp' s

-

and McEliece' s a:lgorithms .

Theorem 2. 1. 1.

Let f(x) and h(x) be two polynomials over GF (q). If,

[h(x) 19 - h(x) = 0 mod £(x) , then, £(x) = [1[g.c.d. (f(x), h(x) - s) ]
8 €EGF(q)
(2. 1. 1. )

h
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Since [h(x) ]2 - h(x) = 0 mod £(x) , f(x) divides [ h(x) J T - h(x) .

But according to Theorem 1. 6. 6. [ K(x) ] 1. h(x) =[MN[h(x) ~ s ].
8 €EGF(q)

Therefore f(x) also divides I {g.c.ad.[f(x), h(x) -s ]} . On the
s € GF(q)
other hand g.c.d. [f(x), h(x) - s ] divides f(x). If s#t and
s,t € GF(q) , then h(x) - s and h(x) -t are relatively prime, as
are g.c.d. [f(x), h(x) - s ] and g.c.d. [£(x), hix) - t ]. Therefore

MN{g.c.d. [f{x), h(x) - s ] } divides f(x) . We may assume that
s €EGF(q)

both polynomials are monic, therefore since each divides the other,

they must be equal . [1, 2]

Remark 2. 1. i.

The only case that the factorization in Theorem 2. 1. 1. is trivial
is that of h(x) being a scalar . If h(x) ‘has positive degree., the
factorization is nontrivial . However , in general this factorization

is incomplete , because g.c.d.[ f(x), h(x) - s Jmay be reducible .

Definition 2. 1. 1. The f-reducing polynomials .

If Theorem 2. 1. 1. does give a nontrivial factorization of f (x),

we say , that such an h (x) is an f-reducing polynomial .

There are two possible ways that an algorithm based on Theorem-
2. 1. 1. could work . We could find just one f-reducing polynomial

and then inductively proceed to find reducing polynomials for the
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resulting factors ; or we could produce such a number of f-reducing"
polynomials , that they themselves would be enough to reduce all

factors of f (x) . Both Berlekamp and McEliece prefer the second
alternative which apparently shortens the procedure . In the next gection,
the two different approaches for obtaining f-reducing polynomials

are described .

2. 2. _BERLEKAMP | S5 APPROACH .
Given a polynomial f (x) over GF (q) of degree m , the following
three steps should be followed :

We form a square mxm matrix Q over GF(q), in such a way ,
that the i th row of the matrix Q is the vector representation of
the polynomial xq(i-i) mod f(x) . In other words the following
reiation must hold :

P2 2l gy med fx) (2.2 1. )
The previously defined matrix Q can be used for computing the
residue [h(x) ]q mod £(x) , where f£(x) = Zm-l

: i=0
polynomial over GF(q) of degree less than m . This is

i,
hix » in any

accomplished by rriultiplying the row vector ( ho , h1 ) sees hm-i )
corresponding to h(x) , by the matrix Q . This observation follows
from the next relations :

Since q is the characteristic of GF(q), we have ,

[hix) 19 = n(xd) = =7 1p %

o B (2.2 2.)




- 22 -

But according to the relation ( 2. 2. 1. )

m-~1 qi m-{ r _m-1 k
= "hxt =
o by 2 Dy IE ho0 % Tmodi(x), (2.2.3.)
. m-1 -_m-1 k m-1 m-1 k
= - =
or im0 [Zy=0 By ittt * 1=z, L2y Q1,11 1=,
. q_ <m-1 m-ih k
finally [h(x)]*:zZ [ 0 Jx mod £(x) , (2.2 4.)

i=o i=o i Titl,k+i

Similarly we could compute [ h(x) ] 9. h(x) mod f(x) by multiplying

the row vector (h , h , h ) by the matrix Q-1 ,
o m-~1 m

1 g v e
where Im is the m-dimensional identity matrix over GF(q) .

At this point we should introduce the concept of the null-space of

a vector subspace .

Definition 2. 2. 1. The null-space

The set of all vectors orthogonal toa subspace V1 of a
vector space V , forms another subspace of V, called the

aull-space of V, . [15 ]

Step 2 . is as follows : We find a set of vectors which spans the
null-space of Q-Im . This may be done by appropriate elementary
. row and column operations on the matrix Q-Im . Each polynomial
in the determined basis of the null-jspace of Q-Im has a polynomial

representation h(x) which satigfies the relation

[h(x) 12 - h(x) = 0 mod f(x) , (2.2 5.)

N
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and conversely every h(x) satisfying the relation ( 2. 2. 5. ) is

represented by a row vector in the null-space of Q - I

Since we have a set of polynomials satisfying the assumption of
Theorem 2. 1. 1. we may proceed to the factorization by applying
the Euclidean Algorithm for the computation of ‘the Greatest
Common Divisors between f(x) and h(x)-s for each s €G F (q) .
When we apply Euclid 's Algorithm to f(x) and h(i)(x)-s , |
where h(”(x) is some vector of the basis of the null-space of
Q-Im , the obtained factorization is not in general complete .
-'We would be able to know if the factorization was complete , if

we knew the number of irreducible factors of f(x) . This will be

possible after the following Theorem , due also to Berlekamp [1 ].

Theorem 2. 2. 1.

The number of distinct irreducible factors of f(x) is equal to the

dimension of the null-space of Q-Im .

But the dimension of the null-space of Q-Im is equal to the number
of the vectors in some basis of that subspace : since we already have
found such a basis , we automatically know the number of distinct
jrreducible factors of f(x) . Suppose that the dimension of the null-
space of Q-Im is n ; if the first g.c.d. results in fewer than n
factors of f(x) , then we compute the g.c.d. between some h(z)(x)-s
and each known factor of f(x) . By this process we eventually locate

all n irreducible factors of f(x).
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2. 3. MCELIECE 'S APPROACH.

As we have already mentioned this approé.ch is a slightly different

way of constructing f-reducing polynomials for the final application
of Theorém 2. 1. 1 1Itis a less general method of attacking the

| problem ; however a sufficient number of f-reducing polynomials is

quaranteed for the complete separation of the irreducible factors of

f(x) . At this point we should define the concept of the ''exponent'’

of a polynomial since it is extensively used by McEliece .

Definition 2. 3. 1. The Exponent of a Polynomial .

The smallest positive integer e such that f(x) |xe-1 is called the

exponent of f(x) .

The set of f-reducing polynomials is introduced by the following

definition .

Definition 2. 4. 2.

For each 1i,1 55 <e , let m, the least integer such that,

. mi .
x1q - xzo0 mod flx), (2. 3. 1.)

we define the set of polynomials ,
3 mi-i
R(x):x Fade., . +x? mod f(x), (2. 3. 2.)

Clearly every R(x) satisfies the relation [Ri(x) :ﬂ - Ri(x) = o mod f(x)

of Theorem 2. 1. 1. because of the relation [2. 3. 1 ] and
therefore the Ri(x) 's are candidates for f-reducing polynomials .
The next step is to prove , that the number of f-reducing polynomials
provided by the above definition 2. 3. 2 is sufficient for the complete

factorization of f(x) over GF (q) .
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The special case of f(x) = x°- 1 is considered first and we shall
see that this is enough for the generalization for any f(x) . The
‘case of x - 1 is dealt by the following Theorem presented by
McEliece [3 ].

Theorem 2, 3. 1.

Let fl(x) and fz(x)betwo distinct irreducible divisors of x - 1 .

Then there is an integer i, 1 Si <e , and distinct elements

a, b €GF (q) such that

R. (x) - a
i

mn

o mod fi(x) ,
: [2. 3. 3. ]

R.(x) ~-b =0 mod f_(x) ‘

i 2

Hence the factors fl(x) and fz(x) can be ''separated'' by the

factorization given in Theorem 2. 1. 1. Note that since

a#b R/(x)-2a and Ri(x) - b are relatively prime . The proof of
i

Theorem 2. 3. 1. is based ontwo Lemmas given again by

McEliece [3 ] and will not be presented here . However , we shall

present the generalization of this Theorem in the form of a direct

Corollary .

Corollary 2. 3. 1,

For any square-free polynomial £(x) , the corresponding Ri(x) ’

i <i <e , will separate all the irreducible factors of f(x) .

Denote by R( )(x) , the R, (x) ' s associated with xe -1 . Theorem
i
2. 3. 1. shows that the (le)(x) ' s suffice to separate all factors of
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x -1 » So they certainly suffice to separate the factors of f(x)

. Mmoo, . . m
because , =4 -5 = 0 mod %0 -1 , implies that , o z 0 mod £(x) ,

since f(x) divides x= - 1.
Q.E.D.

Therefore we are arriving at the conclusion that the set of the
f-reducing polynomials as defined in Definition 2. 3. 2. suffices

for the complete factorization of f£(x) .
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CHAPTER 11

In this Chapter we propose a different approach to the problem of
factorization of polynomials over Galois Fields . The class of
binomials is excluded . The irreducible factors of 1 + xn, n =.2i -1,
i=1, 2, .. canbe reasonably assumed to be known since they

are tabulated in the relevant literature [15, 13 ]

The procedure is essentially a sequence of computations of suitably

chosen Greatest Common Divisors between polynomials over GF(2).

¢
%
g:
By
&

Some useful details , techniques and criteria will be given . The
concept of the formal derivatives of polynomials is essential for the

future discussion and will be studied below .

3. 2. FORMAL DERIVATIVES OF POLYNOMIALS .

Let f(x) =a_ +ax+ a.zxz ..., + a.nxn , be a polynomial over a

field F . The first derivative f'(x) of £(x) is defined as follows :
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Definition 3. 2. 1. The formal derivatives .

The polynomial f£'(x) = ay +2. a, % +.... +n anxn- , Where ' . '
denotes the operation of multiplication as defined for the field F ,

is said to be the first formal derivative of the polynomial f(x) .

If the polynomial is over the field of real numbers , this derivative
agrees with the usual derivatives as defined in Calculus .From
the Definition 3. 2. 1. , without any use of limits , one can deduce

that many of the laws of the ordinary differentiation , such as ,

[f(x) + g(x) 1" = £'(x) + g'(x)
[f(x). glx) ]' = £'(x). g(x) + £(x). g"(x) ,

and so on , are obeyed .

The foliowing important Theorem describes the behaviour of the
multiple roots and factors of a polynomial over GF(2) , with

respect to its first formal derivative .

Theorem 3. 2. 1{.

Let f(x) be a polynomial over GF(2) and f'(x) its first formal
derivative , assumed to be different than zero . An irreducible
factor of f(x) of multiplicity n, is also a factor of f'(x) of

multiplicity
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(i) n, if n is even .

(ii) n-1,3if n is odd.

The proof of the above Theorem is given in Appendix A . Somewhat
more generalized versions of this Theorem can be found in references
[2] and [10]. The following Corollary will be used extensively

in the rest of this discussion .

Corollary 1.

£(x)

Let d(x) = g.c.d. {f(x), fY(x) }, then the polynomial A(x) = a(x)

has no repeated factors .

A root of f(x) of multiplicity e , will have multiplicity e or e-1

in f(x) , acording to Theorem 3. 2. 1. , and therefore e or e-i

in d(x) . Hence it cannot appear more than once in fi((};)
Q.E.D.

Atthis point we note that f'(x) is zero only if f(x) has all of its

terms even powered . But in that case f(x) can be written in the form

i

2
f(x) = .[P(X) ] , i=1, 2, .. . Since the terms of p(x) cannot

be all even powered , it has a nonzero first formal derivative ,
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therefore it can replace f(x) . The above transformation can be
performed by simple inspection of f(x) . For example , if
4

g .
flx)=1+x +x , it canbewrittenintheform,f(x)=(1+x+xz)2 ,

after aninspection of the powers of its terms .

3, 3. Separatmn of the multiple factors .

LR R R el

The first step of the sugg;: sted algorithm leads to an incomplete
factorization of the given Ao = E;l:o aixi over GF(2) , into powers
of factors containing no repeated roots . In case Ao(x) has a zero
first formal deriyative , as we have mentioned before , we write

i

Ao(x) in the form [A(x) ]2 and proceed in the application of

the algorithm with A(x) instead of Ao(x)

We apply the Euclidean Algorithm and compute the following

sequence of Greatest Common Divisors .

J
gcd{A(x),A(X)} [A(X)JZ ’
(3. 3. 1.)

{ ) 1= [A ]sz
g.c.d. Ai(x) , Al(x) }= 2(3_!)
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The transforma’cions on the right sides of the relations ( 3. 3. 1. )
into the form [Ai(x) ]zJi is also performed by inspection . The
computations end when we meet some Ak(x) , relatively prime

with its first formal derivative , which indicates the absence of

more multiple factors . After the computations in the relations ( 3. 3. 1, )

we note that Ao(x) can be expressed in the following form :

(3. 3. 2.)
A (x) A, (x) perz(x) PP, A (x) Py Py
A _(x) = - o R ey ,
{4,060 1P1|[ 4,00 12| [r a0 173 A (x) 17
‘ A=) (3.3 3.)

We define , p, = ZJi ,i=0,1,2, ..., and 'Bi(x) = —
! [Ai+1(x) ]pi+1

Then the relation ( 3. 3. 2. ) can be written in the form :
=B P PP, --Pp_y <
A (x) = B_(x) [Bl(x)] t ... [Bk_i(x)] 152 k-1, (3.3 4.)

Each Bi(x) contains no repeated factors . This can be easily seen

from the definition of the Bi(x) in the relations ( 3. 3. 3. ). Each
[Ai+1(x) ]pi+1 is the g.c.d. between Ai(x) and its formal derivative .
Therefore according to Theorem 3. 2. 1. and Corollary 1. Bi(x)
mu;t be square-free .However , the factorization in the relation

( 3. 3. 4. ) is incomplete because each Bi(x) is in general still

reducible over GF(2) .
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3. 4. THE SEPARATION OF THE FACTORS OF EQUAL DEGREE .
We can further refine the factorization of the relation ( 3. 3. 4. ) by
partitioning the irreducible factors of each Bi(x) into groups of
factors of the same degree . This can be done by performing the

following computations of g.c.d. ' s, for each Bi(x) ,1=0,1, 2, ..k-1.

I ] 1
g.c.d.| B(x), 1 +x 1 | - C, () , =2,

i ] 2

cd Bix) 44y = C,,(x) ,n, =271,
MR WY
B.(x) n_|_ _ oM

g.c.d ﬁ_.l____,1+xm —Cim(x) s 0 2 1,

j=1 Gt

(3. 4. 1.)

According to Theorem 1. 6. 8. , all the irreducible polynomials of

m
-1
degree m are factors of the binomial 1 + x2 . Therefore

each C_.(x) contains all the irreducible factors of degree j of the
ij A
polynomial B.(x) . It does not contain factors of lower degree ,
i
because they have already been removed and included in some

preceding C_k(x) , 3>k . It does not also contain factors of higher
i .
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i

than j degree , since none of them is a factor of 1 +x or any
preceding binomial with lower j. Therefore taking into account the
powers in the relation ( 3. 3. 4. ) and the partition performed in

( 3. 4. 1. ) we can write the original polynomial in the form :

A (x) =[D_(x) 1% [D__ (=) 1%-1.... [D,(x) 1%, (3. 4. 2.)

J
Where each Dj(x) divides some known binomial 1 + xz 1, and
is relatively prime to every other binomial of lower j. In other

words every Di(x) contains irreducible factors of the same

degree only .

At this point we can also find the number of irreducible factors of

. J_
Ao(x) A § Di(x) divides 1 + x2 1 and suppose that the number of

d
irreducible factors of [Di(x) 175 is n. then we have ,

=d deg. Di(x) , and the number of irreducible factors of Ao(x)
TG j
s
willbe n=2_, n .
1—1 1

However the factorizationin ( 3. 4. 2. ) may still be incomplete .
If two or more factors of Ao(x) of the same degree occur in the

same B.(x) in ( 3. 3. 4. ), then they cannot be separated by the
i

suggested factorizationin ( 3. 4. 2. ).
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We can further refine the factorization if we make use of the properties
of the Cyclotomic Polynomials . The basic properties of these will

be presented in the following section .

The Cyclotomic Polynomials are defined recursively as follows :

Definition 3. 5. 1.

i
The Cyclotomic Polynomial \lli(x) is defined as : tlli(x) = r—%—%—)-
il
It can be easily seen that the above definition re sults in an incomplete H

factorization of the binomial 1 + x . For example for the case of

x63_ , since 1, 3, 7, 9, 21, and 63 are the divisors of 63, we

have :
.
1+ ,
i +x3 1 +x21
=) = S b = L v
i i 3 7 63
_1+x7, o (%) = 1 +x ,
) = 6 3 T T ) 9 V) b,

and therefore : 1 + x63 = ll’i(x) ¢3(x) ‘4!7(X) %(X) ¢21(x) ‘1’63(X)

This is a partition of the factors of 1+ x63 and of the elements of GF(26)

) N
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according to certain rules , which we are going to discuss in this

section .

The following Theorem is sometimes used as an alternative definition
of the Cyclotomic Polynomials .

Theorem 3, 5. 1.

The field elements which are roots of a Cyclotomic Polynomial
<

have the same order . [2]

A consequence of the above Theorem is that , all the irreducible
factors of a Cyclotomic Polynomial have the same degree . The -
degree of a Cyclotomic Polynomial and the degree of its irreducible
factors can be determined without finding or factoring the Cyclotomic

Polynomial itself , by applying the following Theorems .

Theorem 3. 5. 2.

If. n =|'i'|piei , where all pi's are primes , then deg \bn(x) = $(n) ,
where b(n) isthe Euler's phi function, given by

ei-1
[;lpil (pi-i). (2]

Theorem 3. 5. 3.

The degree of the jrreducible factors of *L'n(x) over GF(2), is equal
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to the multiplicative order of 2 mod n .

For example, in the case of w63(x) we have , 63 = 32. 7, then

b(63) = 3. (3-1). 7°. (7-1) = 36 . Therefore deg ¥, ,(x) = §(63) = 36 .
We also have that , 26 mod 63 = 1 , which means that the multiplicative
o-rder of 2 mod 63 is 6 . Therefore we can conclude that ¢63(x) has

6 irreducible factors of degree 6 .

As we have mentioned the factorization of the relation ( 3. 4. 2. )
may , in general , result in some reducible factors of Ao(x) , but
each Di(x) will contain factors of the same known degree . However ,
it may happen , that these irreducible factors belong to different
exponents . In this case , these factors can be separated by computing
the g.c.d.'s between the Di(x) and the relevant Cyclotomic
Polynomials . More specifically , if Dd(x) contains factors of
degree d , we locate these Cyclotomic Polynomials which contain
irreducible factors of degree d, according to Theorem (3.5, 3).
Let these Cyclotomic Polynémials be ‘l’ni(x) , wnz(x) se oo \Pnl(x) .

Then we compute the following g.c.d.'s :

g.c.d. {Dd(x) , wnj(x) }=Edj(x) , j=1,2, ..., 1.
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Each E dj(x) will contain irreducible factors of degree d and

belonging to the exponent j .

The factorization will not be complete in the case that some D, (x)
i
contains irreducible factors of the same degree , and at the same
time , belonging to the same exponent .
. 2 3 4 4
For example , if Di(x)=( 1+x+x +x +x )(1+x+x"),
- a complete factorization is possible because the exponent of

1+x+xz+x3+x4 is 5, therefore (1+x+x2+ x3+x4) l q‘s(x);

but the exponent of 1 +x + x4 is 15 and therefore , (1 +x + x4 RER: x15

and no binomial of the form 1 + x” for n <15 . However , the complete
factorization would not be possible if Di(x) =(1+x+ x4 Y(1+ x3+ x4 )

because both factors of Di(x) belong to the exponent 15 .

Therefore if at this step if we face the case of some Di(x) containing
jrreducible factors of the same exponent , we have to choose between

the two alternatives as described in the following :

(i) Make use of the tables of irreducible polynomials over GF (2) .
Since we know the degree and the number of irreducible factors of
each D.(x), by trial and error we determine which irreducible

1 .

polynomials of the given degree divide the respective Di(x) .
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m
(ii) Since Di(x) divides some know binomial of the form 1 +x2 - 1,

where m is the degree of the irreducibie factors of Di(x) over GF (2),
‘then all the roots of Di (x) must be distinct elements of GF (Zm) .
We generate , thérefore , the Galois field GF (Zm) and try each of its
elements to determine if it is a root of Di(x) . It is enough to locate only
one root of Di(x) in order to separate an irreducible factor of Di(x) R
because if for example B is such an element of GF ( 2™ ) , then

L2 m-1

BZ, Bz ceees 82 will also be roots of the same irreducible factor

of D.(x). Therefore each jrreducible factor of D_(x) will be of the
i i

form :

2 zm-i
fi(x)=(x+B)(x+B)...(x+B ).

The sets of roots of irreducible polynomials over GF (2) dividing

m
1+ xz -1 are disjoint , consequently there will be no possibility

of confusion in determining the roots of each irreducible factor of

Di(x) .

m, .
We should note that the generation of GF (27) is an easy procedure
and the required circuit is very simple . In case that the procedure
is computerized , this alternative also appears quite attractive .

The related software approach is given in Appendix B .
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In case we wish to make sure that two polynomials have a g.c.d.
different than 1 before applying the Euclidean Algorithm , we may
use the following classical criterion , which will help us to avoid the

computation of unecessary g.c.d.'s.

Let P (x) and Q {x) be the two polynorr;ials of degrees p and ¢
respectively . Lef H be the square (p+q)x(p+q) matrix
constructed the folléwing way : The first q rows are P (x) ,
xP(x),..., xq“1 P (x) and the remaining P rows are Q (x),

x Q(x),...9 xp-1 Q (x) . Then the following Theorem holds.

Theorem 3. 7. 1.

The value of the determinant of H is zero iff [P(x), Q(x)]#1. [25]

The proof of the above Theorem is given in Appendix A .

The computation of such a determinant over GF (2) is rather easy
requiring a certain number of row operationson H which , in the
GF (2) case , are nothing but modulo 2 vector additions . There
exist routines for the easy computation of such a determinant .
However , the usevof this criterion is optional since its application

does not necessarily imply a considerable reduction in the overall
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amount of computations required . When one of the polynomials
n .

has the form 1 +x the computation of this determinant can be

shortened .

3. 8. SOME USEFUL DETAILS.

In the following we discuss some details which may be proven quite

useful in certain special cases .

n
(i) All irreducible factors of xz +x + 1 have degrees dividing

2n and therefore periods dividing 22n_ 1.

n
(ii) All irreducible factors of x2 * 1-i- x + 1 have degrees dividing

.3
3n, therefore periods dividing 271,

Both the above results are given by GOLOMB [4 ]. In the context

of the suggested approach to the factorization problem of polynomials
over GF (2) , these results can be used when we e?counter a trinomial
of the form described in (i) or (ii) after the first step of the suggested
algorithm . More specifically they can be used as criteria in order to
avoid some unecessary computations . If the numbex of divisors of n

is reasonably small we have to compute only the g. c. d's between

i
2 -1 .
the trinomial and the respective binomials | +x , where i has to
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be a divisor of 2n.

(iii) A polynomial over GF (2) with an even number of terms

has 1 + x as a factor .

This is a well known result and its proof is obvious . Itis an easily
épplicable criterion for the divisibility of a polynomial by 1 +x
and therefore we are not required to compute any g. c. d's for the

removal of first degree factors .

(iv) The transformation : f(x)—>f(x+1)= f (x) leaves the
degrees of the jrreducible factors of f (x) unchanged, but

it may change their exponents .

This is quite interesting in the context of the suggested method , because
the application of such a transformation may separate jrreducible factors
of the same degree and exponent . Therefore the fourth step will be
. 3,4 4
unecessary . For example in the case of Di(x) =(1+x+x)(1+x+x)
both factors of D (x) are of degree 4 and exponent 15 . However if
i

we apply the previously mentioned transformation we have :

j')i(x)-,: Di(x +1)=(1+ (1+x)3+ (1+x )4 Y( 1+ (14x) + (1+x)4) =

' 3
=(1+x+x2+x +x4)(1+x+x4)
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But the two factors of ]3i(x) belong to different exponents namely

' 2 3 4 ’ 4

i +x+x +x +x Dbelongs to the exponent 5 while 1 +x +x

to 15 . Therefore we can factorize D, (x) instead of D, (x) , then
i i

apply the inverse transformation on the two factors and find the

factors of the original Di(::) . Since we work over GF (2) the

jnverse transformation is again of the form :

F(x)—>F(x+1)=f£(x)

(v) An interesting result due to Seguin [287, dealing with
srreducible factors of degrees which are multiples of 4,

is the following :

Let Pyo Ppreces P, be all primes s?ch that :
(i) P, = { mod 4
(ii) 2 is primitive in GF ( pi )

ai aZ a‘1' ‘ n
If n= p‘1 p2 e pr > 1, then the irreducible factors of 1 +x

over GF (2) are all self-reciprocal and the degree of each of its

factors , exceptfor 1 +x, isa multiple of 4 .

A few more useful details have been considered by GOLOMB [4 ]
which apply to various special cases . However , it should be mentioned

that when we arrive at the point of the mechanization of the algorithm ,

the usefulness of these details is que stionable .

N
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3. 9. THE ALGORITHM,

(i) Compute the following sequence of g.c.d.'s.
a. {a Al = [ 21
g.c.d. e o(x) }= A, (=) 1. s

c.d. {A,(x) A'(x)}=[A()sz2
g.c.d. (%), A e .

g.c.d. {Ak(x) » A (x) }=1

(ii) Write Ao(x) in the form :

A_(x) = B_(x) [B,(x) 1Pt [B, _,(x) JP1 7Pkt

?

Ai(x) . and p. = zji .

where , Bi(x) = —————P A
[AiH(x) 155+

(i) Compute the following sequence of g.c.d.'s.

_ . .
1 1= = -
g.c.d. {Bi(x) , 1+x 11} Cii(x) , ny 2°~1,

___lé_i_(—:{_)_——’i:*-an}:Ciz(x) s n=22-1’

g.c.d. {
C, (=) 2
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. 3
Bi(x) 1 +x"3 1= C. (%) n,=2 -1
g.c.d. { ! i3 » U3 '
C 1(X) Ciz(x)
g.c.d. { Bi (x) v 14x™M =1, o =27-1,
m
C..'x)

(ii) Write Ao(x) in the form :

= a1 dp dg
A (x) = [D,(x) 170 [D(x) ] ....[D =) 178,
where each Di(x) contains irreducible factor s of the same

degree .

(1) Compute the g.c.d.'s between each Di(x) and the relevant

Cyclotomic Polynomials , ( see page 36) .
(ii) Write Ao(x) in the form :

Ao(x) = [EI(X) ]fi [Ez(x) ]fZ ..... [Er(x) ]' ,

where each Ei(x) contains irreducible factor s of the same

degree and exponent .




- 45 -

If some Ei(x) is still reducible :

.9

(i ) Generate the appropriate Galois Field and try each
element to determine the roots of Ei(x) , ( see page 38).
Separate the roots of each irreducible factor according

to Theorem 1.6. 7.

(ii) Try the irreducible factors of the appropriate Cyclotomic

Polynomials to determine which of them divide Ei(x) .
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3. 10. SOME REMARKS ON THE IMPLEMENTATION OF THE

Most of the computations involved in the suggested algorithm can be
rather easily computerized or perfomed by simple circuitry , involving
almost exclusively feedback shift:registers over GF(2) . Some

details concerning these techniques are discussed briefly in the

following .

As we have already pointed out , in the case that the factorization is
still incomplete after the third step of the algorithm , we may try and
locate the roots of the irreducible factors . This task is relatively

easy because we know , that each still reducible factor divides some

m
binomial 1 + x2 1 and therefore allits roots can be found between

the elements of GF{( Zm) .

m
For generating a Galois Fieldof q=2 - ., elements, we first need
a primitive polynomial of degree m over GF(2) . ¥ p(x) = zirflopixl
is such a polynomial and a € GF(q) one of its roots , we have that ,
m . -1 i
= = .10, 1.). i
pla) = ‘231 opla 0, and a =0 =0 P;% (3 ) . Using the

last relation we can generate the cyclic Galois Group of GF(q), by

producing the powers of its primitive element a , i.e.
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a°=1
1.

a =a
2 2
a = a

GF(q) is isomorphic to a vector space over GF(2) and the vector
representation of its elements could be generated by linear combinations
of the first m of its elements . For example let us generate GF(23)

using the primitive polynomial 1+x+ x3 .

o’ =1 =100

o.1= a =010

o.2= a.z =0 0 1

3.4+ =110

e = a (3. 10. 2. )
e atdd=011

5

The above seven first vectors and the all zero vector form GF(23) .
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The first three vectors can be used as a basis for the corresponding

vector space .

Any GF (q) can be generated by a single shift register with its
feedback realized according to the chosen primitive m degree
polynomiai . More specifically the realization for the generation

of the Galois field of q = 2. 1 elements will be the following

AN
AN

N
N

— p. = multiplier

flip-flop

Y '_7\(9— mod-2 adder

fig . 3. 10. 1.

The multipliers for the GF (2) case are simply connections or no
connections depending on the 0 or 1 wvalue of the coefficient P of
p (x) . The flip-flops are originally all set to zero and a 1 isfed in
the first storage element and the contents of all storage elements are
shifted q times . After every shift the vector of the contents of the

storage elements is the representation of an element of GF (q)

appearing in ascending order of powers .
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For example the GF (q) in ({ 3. 10. 2. ) is generated by the

following circuit .

7N
/\

A\ 4
WV /N
1 2 3
fig . 3. 10. 2.

We should note that a similar shift register realization could be
used for counting in a Galois Field , and a more complicated one

for multiplying , and raising elements of such fields to given powers .

However these interesting details are beyond the scope of this Chapter ;
they are extensively studied in [12, 15, 21, 27 ]. For the case of
testing elements of some Galois Field for locating the roots of a
polynomial, we should note that a method similar to Chien 's search

[114 ] could be implemented , which is normally used for the decoding

of B CH codes.

A software approach to all the above problems is given in Appendix B.

For the computation of the g.c. d. between two polynomials a polynomial .,

division circuit is required . This is also a simple shift register

h
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realization . A circuit dividing polynomials by a fixed polynomial

g (x) = Eil..=o g, x*  will be of the following type

4 &--mmm- - < >—o
N A4 g\ \
-g - P - -1
0. €1 B -8,
Y . A
> S D>
i T

fig . 3. 10. 3.

The storage devices must be set to 0 initially . Then the coefficients

of the polynomial a (x) = 2;1:0 a, xi , which we want to divide by g(x)-,
are fed sequentially with a coming first . The output is 0 for the first
r shifts , then the first coefficient of the quotient appears . After a

total of n shifts the quotient has been produced at the output and the

remainder is stored in the storage elements .

The software approach for the mechanization of the suggested algorithm
follows almost the same line with the hardware approach to the problem .
Subroutines for polynomial division , the computation of the g.c.d.
between tWo polynomials , the generation of Galois Fields, the

computation of formal derivatives of polynomials , the determination
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of the roots of polynomials over GF(2), e.t.c. have been developed .
In almost all the cases the polynomials are treated as binary sequences .
All the necessary subroutines are given in Appendix B . The following

points are significant in the mechanization of the problem .

(i) étep 3 . may be skipped without affecting the final result
particularly in the cases of Cyclotomic Polynomials of

large number of irreducible factors , ( see Table p. 52))

(ii) In Step 4, the first alternative requires only the knowledge
of a primitive polynomial for the generation of the Galois
Field , which includes the roots of the polynomial between
its elements . The second alternative requires the storage
of the irreducible polynomials of a given degree , or the

2™- 1

factorization of the related 1 +x . The application
of the first alternative appears to be simpler . However ,

the necessary computation time increases rapidly with

the degree of the irreducible factors of the polynomial .
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TABLE 1I.

Number of irreducible factors of q;i (x) over GF (2).

i deg . \l!i (x) deg . of irr. Number of irr.
fact, of A (%) fact. of ‘l’i (x)
1 t 1 t
3 . 2 2 1
5 4 4 1
7 6 3 2
15 8 4 2
31 30 5 6
9 6 6 |
21 12 -6 2
63 36 6 6
127 126 7 18
17 16 8
51 32 8 4
85 64 8
255 : 128 8 16
73 72 9 8
511 432 9 48
11 10 10 1
33 20 10
93 60 10
344 300 10 30
1023 600 10 60
23 | 22 11 2
89 88 i1 8
2047 1936 11 176
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CHAPTER IV

In the following a comparative review will be attempted between

BerleKamp' s algorithm and the approach suggested in Chapter IIL .

The computations to be performed in Berlekamp' s method may be
‘separated in two classes . First we have the computations involved
in the generation of the Q matrix and the required manipulations
till a basis of the null-space of the Q - I matrix is found .

Second , we have the computations of the Greatest Common
Divisors of the form : g.c.d. {f(x), g(x) -s} , s €GF(q) , for

the one by one separation of the irreducible factors of f(x) .

The computations required in the suggested method are almost
exclusively computations of Greatest Common Divisors , apart
from the last step which is a trial and error procedure . The

. computations can be divided according to the different ssteps of the

method as described in Chapter III.
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In Berlekamp' s algorithm no special provision for the multiple
factors is considered . They are separated , like any other distinct
factor , by the computation of repeated g. c.d. ' s, or by a trial and
error procedure , to determine the multiplicity of each separated

factor .

However , it appears that it would shorten considerably the fotal amount
of computations , if the first step of the sugge sted method would be
performed independently of the algorithm we have chosen to apply .

The first reason is that , although the application of the first step
would add the computation of a small number of g.c.d.' s for the
separation of the multiple factors , it would save a much larger

number of computations of g.c.d.' s at the last step of Berl;ekamp' s
algorithm . Because the fnultiple factors in the first step are

separated by groups , but in case that the first step has not been
applied the multiple factors should be separated one by one . This

fact will be more clear in the next section .

The second reason is that the required matrix manipulations on an
nxn matrix are considerably more than the equivalent ones in the case

that the nxn matrix has been replaced by a number of square matrices
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of dimensions n1 , vy nk . Since we have that n > Zj.k—in' ’

27 i

the total number of entries in the second case will be considerably
smaller . .Tﬁe first of the previously mentioned reasons is not

valid in the case of a polynomial with no repeated factors . However ,
the cost of the first step will only be the computation of a single
g.c.d. equal to 1 indicating the absence of repeated factors .
Therefore in the following discussion we shall assume that the
polynomial under factorization is either square-free , or that it

has been reduce'd in a product of square-free factors . A simila;r

assumption is made also by McEliece .

In the following we shall attempt to make a rough estimate of the
amount of computations required in the different steps of the
algorithms . Throughout the algorithms the computation of each

g.c.d. is almost always followed by the execution of a polynomial
division . Therefore in our discussion , whenever a number of g.c.d.'s
will be mentioned , it will be assumed to be followed by an equai
number of polynomial divisions . Is also assumed that the polynomial

A (x) to be factorized , has the following characteristics :
)

n = number of distinct irreducible factors of Ao(x) .
m = degree , of the maximum degree irreducible factor of Ao(x) .

1 = multiplicity of the maximally repeated factor of Ao(x) .
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- d = degree of Ao(x) .

We assume that we have already removed the multiple factors of the
polynomial to be factorized . The next considerable arhount of
computations are the matrix manipulations as described in Chapter II,
which is proportional to the degree of Ao(x) . The next part consists

of n-1 g.c.d! stobe computed ; since we cannot separate more

than one factor evéry time except the last , where there are only two

factor s to be separated .

We note that for a polynomial of given degree , the computations ok
the: algorithm are rather independent of the rest characteristics of
the po_iynomial . This is clear for the first step invoiving the matrix
manipulations . The number of g.c.d.' s to be computed depends
on n . However , on the average we should expect an approximately

standard number of distinct jrreducible factors , for a square-free

polynomial of given degree .

_ The maximum number of g.c.d.' s to be computed in the first step




of the suggested method depends on 1.In general we may say that
for an average polynomial , the number of g.c.d.' s required in the
first step is quite small . For example , if n = 8 , k can at most be

equal to 3.

~

We should note that after k-1 g.c.d.'s, k factors of the type Bi(x)
result in the first step , because the last g.c.d. separates two factors

at the same time .

Since in the second step thereare k factors of the type Bi(x) , and
since we compute the g.c.d.' s between each of these and each

2t
binomial of the form 1 +x ,i=1,2, ..., m, then at most
m.k g.c.d.' s must be computed . This is again the most unfavorable
gsituation , since we assume that each Bi(x) contains at least one
jrreducible factor of degree m, and no other bypassing of computations
js considered . For example , for some Bi(x) of degree 9 and m =7,
the separation of a factor of degree 4 makes the trials for i= 6, 7
unecessary . If the computations are monitored , a considerable
number of shortcuts of this type , can be made , depending on the

characteristics of every particular case .. However , if the computations

are completely mechanized , it is questionable , if we can take advantage

of these cases .
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It is clear that the amount of computations in the second step depends
- mainly on m, since k is a small integer which varies little while

m varies considerably.

No meaningful limit can be given for the amount of computations required
in the third and fourth step . However , the computations in these two
steps are expected to be on the average much less than those in the
second step . This is because the probability of meeting factors of

the same degree and exponent in the same Bi(,x) , is rather low . It
should be pointed out that , if Ao(x) contains two or more factors

of the same degree and exponent , this does not necessarily imply

that they cannot be separated without the use of the fourth step .

Because the irreducible factors are distributed in the Bi(x) after

the first step in a way which depends on the multiplicities of all of

them . Such a case is illustrated in example 4.

Berlekamp' s algorithm is a more mathematically elegant solution to
the problem of the factorization of polynomials over Finite Fields.
The amount of computations required depends almo st uniquely on the

degree of the given polynomial and is practically standard for an
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average polynomial of given degree . The matrix manipulations cannot
be reduced for some polynomial of fixed éegree , but the number of
g.c.d.! s to be computed would be reduced for the case of polynomials
with high degree irreducible factors . Therefore Berlekamp' s
algorithm .is more efficient in the case of polynomials of high degree
irreducible factors , a fact that automatically implies a small n for
an average polynomial of given degree . As it has already been
mentioned , the separation of multiple factors in the begining ,
according to the procedure of the fir st step , is advisable before

the application of any algorithm .

The amount of computations in the suggested algorithm is highly
dependent on the characteristics of the given polynomial . Particularly
important is the value of m . For large values of m the suggested.
algorithm might be proven time consuming , therefore , Berlekamp' s
method should be preferred which , contrary to the above , is more

efficient in the cases of large m.

The second weak point of the sugge sted algorithm is the case where
some irreducible factors of the same degree and exponent occur after
the third step , in the same Edj(x) , and therefore the fourth step is
necessary . In suéh a case m again plays an important role , when

the elements of a Galois Field are te sted to determine the roots ,

\




- 60 -

because the number of these elements increases exponentially with m .
.The probability of reaching the fourth step is quite low , but it cannot

be predicted in general before the third step .

However, the sugge sted method is quite efficient fof small values of
m . The number of distinct irreducible factors n for a polynomial
of given degree , does not affect seriously the total amount of
computations . This facts make the sugge sted algorithm preferable
for the cases of large n and small m , where Berlekamp' s method

appears to be less efficient .

Finally we should point out that at any step of the suggested method

we have the alternative to apply Berlekamp' s method for any of the
reducible factors that have already been separated , if it appears more
convenient . The factorization in the first stepin particular. provides
an indication about the values of m and n, providing a basis for

the decision about which method should be finally applied .
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EXAMPLE \{.

AN

17 14 13 12 14 |
Ao(x)=x +x +x +x2+x +x10+x9+x8+x7+x5+x4+x+1

Step 1. pPAS
0 17 14 13 12 11 10 9 8 7 5 4 1 0
7 5 4 1 0
5 4 0
TO THE POWER
2

NO MORE MULTIPLE FACTORS

Ao(x)=(x7+x5+x4+x+1)(x5+x4+1)2

' STEP
Stepz'[j 75410
2
IRREDUCIBLE
2 1 0
5
IRREDUCIBLE
5 4 3 2 0
STEP
0. 5 4 0
2
IRREDUCIBLE
2 1 0
3
IRREDUCIBLE
3 1 0

2 2 3
Ao(x)=(x5+x4+x3+x2+1)(x3+x+1) (x+x+1) .
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EXAMPLE 2,

Ao(x) = x12+ x8 + x7+ x6+ x2+ x+1

Step 1. PAS
0 12 876 210
NO MORE MULTIPLE FACTORS

'{Ao(x) , A'o(x) }=1 . No repeated factors in A (x) .

Step 2. STEP
O 12 876 210
5
IRREDUCIBLE
5 3 2 1 0
7
IRREDUCIRLE
7 5 4% 3 0

Ao(x) = ( x7+ x5+ x4+ x3+ 1)( x5+ x3+ x2+ x+ 1)
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EXAMPLE 3.

............ {
Ao(x) = x1 3+ x 2-l- x5+ x4+ x2+ x +1
PAS

13 12 5 4 21 0
NO MORE MULTIPLE FACTORS

Step 1 f

g.c.d. {Ao(x) ,» Al (x) }=1 .No repeated factors in Ao(x) .

Step 2. . OSTEP

0O 13 12 54 210
y

REDUCIBLE
g8 7 5 4 3 1 O
5

IRREDUCIBLE
5 2 0

Ao(x) = ( x5+ x2+ 1)¢( x8+ x7+ x5+ x4+ x3+ x+1)

Step 4. VIMA
0O 8 75 4310
N 1100
THE ROOTS ARE :
1 2 4 7 8 11 13 14

{(x+a)(x+az)(x+a4)(x+a8)}.

( x8+ x7+ x5+ x4+ x3+ x+ 1)

. {(x+a7)(x+a“)(x+a13)(x+o.14) }=

(x4+x+1)(x4+x3+1)

Ao(x)=(x5+x2+1)(x4+x-l;1)(x4+x3+1)
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EXAMPLE 4.

Ao(x) = x16+ x15+ x14+ x1 3+ x“+ x9+x8+ x6+ x4+x3+ 1

Step 1. PAS
0 16 15 14 13 11 9 8 6 4 3 O

4 3 0
6 5 4 3 0
TO TIHE POVER
2
N0 MORE MULTIPLE FACTORS

Ao(x) = ( x4+ x3+ 1) ( x6+ x5+ x4+ x3+ 1) 2

STEP
Step 2 ‘0 3 0
@ L
' ITRREDUCIBLE
4y 3 0
STEP
M 6 54 30
2
IRREDUCIBLFE
2 1 O
o4
IRREDUCIBLE
4y 1 O

Ao(x)=(x4+x3+1)(x4+x+1)2(x2+x+1)2
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APPENDIX A .

Let
et a, , a

paeeenr o € GF(2%) , be distinct roots of f(x) , of

multiplicity e g€ e, , respectively . Then f(x) can be

g 1 rees €

written in the form : f£(x) =( x - al)ei( x - o,z)e2 R a.k)f?k .

The fir st formal derivative of f(x) will be :

k
ot — eq-1 e; er-1 e:
f(x)—ei(x-ai)1 j‘;li(x-o,j)J+e2(x-o.2)2 j’;lz(x-aj)3+
e, -1 [IS] es;

o +ek(x-<1k)k j7£k(x-mj)-’ ) ( AlL)

or ,
rlsl e.-i{Zk Ilsl e(x-a)ej} ( A2 )

IO RN INEEEN R ’

The following two cases are only possible for every a, :

(i) The respective ei is even ; then we have e, jr=-|1 (x - o.j) =0,
- since GF(Zq) has characteristic 2 ; ( x - ai) then , will be a common

factor of the remaining terms and therefore a, will be a root of

multiplicity e in f'(x) .

( ii ) The respective e, js odd ; then e.= { mod 2, and since all
i

( x - a,) are distinct, (x - ai) cannot be a common factor of the
J .
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sum in the relation ( A2 ) ,therefore a, will be a root of

multiplicity e - 1.
' Q.E.D.

Proof of .Theorem 3. 7. 1.

Suppose that the value of the determinant is zero . Then there are
Il(x) and Iz(x) such that :

P(x)Ii(x) + Q(x)IZ(x) =0 , ( A3 )

where Il(x) has degree q -1 or less, and Iz(x) has degree p -1
or less . From ( A3 ) we have, P(x) Il(x) = Q(x) Iz(x) . but since
Iz(x) has degree p - 1 or less whereas P(x) has degree p,

{P(x), Q(x) }=1

Suppo se {P(x) , Q(x) }=1. Then P(x) = G(x) Pl(x) and Q(x) = G(x) Qi(x) .
Let us consider  F(x) = P(x) Ij(x) + Q(x) I'z(x) = Glx) { P,(x) Tj(x) +

+Q, (=) 1 (x) 1,

where I'i(x) has degree q - 1 or less and Iz(x) has degree p - 1

or less . We also note that Pl(x) has degree q - 1 or less . Therefore

by making I'l(x) = Qi(x) and I'Z(x) = Pi(x) , we can make F(x) =0 ,
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that is , the value of the determinant of H is equal to zero .

Q.E.D.
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APPENDIX B.

List and description of the utilized APL functions .
P : The vector of the powers of the terms of a polynomial .

S : The binary sequence representation of a polynomial over GF(2) .

1. PAS :First Step.
2. STEP : Second Step .

3. VIMA : Fourth Step (i), ( see page 45 ).

4., ROT : Generation of a Galois Field .
Input : Appropriate primitive polynomial .
Output : Galois Field in matrix form .
5, FDIV : Polynomial Division.
Input : In the form S.
Output : Quotient , in the form S.
6. FREM : Polynomial Division .
Input : In the form S.
Output : In the form S.
7. FGCD : Greatest Common Divisor of two polynomials .
Input : In the form S.

Output : In the form 8.



8. FDIF

9. FBIN

10. DEC

11. BNOM :

12, EXP
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: Formal derivative of a polynomial over GF(2) .

Input : In the form P.

Output : In the form S.

. Transformation of a polynomial from the form P to the form S.

. Transformation of a polynomial from the form S to the form P.

Generation of binomials of the type 1 +x"
Input : n .

Output : In the form S.
2-1

. Transformation of a polynomial into the form [ A(x) ] ,

( see page 30).
Input : In the form P .

Output : In the form P.
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YFIIS PAS

V PAS3A:B;C3M3l
[11 A<
[2] LOOP:B<«FDIF A
[3) A«FBIN A
4] C+«A FGCD B
L5] »((pC)=1)/0UT
[61 A<4 FDIV C
[7] A<DEC A
[81 A
ol M<pl
[10] C<DFRC C
[11] C<EXP C
[12] C
[13] N<Cl1]
[14] ' 70 THE POVER !
[15] (M-1)=/
[16] A«C
{171 ~L0OOP
L181 our: 'NO MORE MULTIPLE FACTORS !
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YFNS STEP

V STEP3A3M3lK;G313%

(1] A<0O

[2]1 A«FBIH A

[3] M<«pd

(4] X<I+<0

[5] LOOP:I<I+1

[6]1 WH<«(2xT)-1

[7] Q«BNOM N

[8] G« FGCD A

(9] »>((pG)=1)/L0OOP

[10] A<A FDIV G

[11] X<«K+(pG)-1

L1231 I

[13] »(I=((pG)-1))/JU4?
[14] * REDUCIELE '

[15] ~»UP

(161 JU¥P: ' IPREDUCIBLE '
[17] UMP:G<+DEC G

f18] G

[19] G<FBIN G

[20] »(K=(’*-1))/0

L1211 +((x-1)>(K+I+1))/LOOP
[22] (I+1)

(237 »((I+1)=((pA)-1))/LEUEP
[28] ' REDUCIBLE '

L25] =EFEP

[26] LEEP: ' IRREDUCIBLL '
[27) EEP:A<DEC A

L28] 4
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YFNS VIMA

V VIMA3POL3K3L3Jd3sP3P3S3DsT
[1] PoL<[
[2] A<
[3] S«(2%x(pd))-1
[4] J«0
[5] GF<ROT A
(6] F«(POLL1])p0
(74 D+pPOL
[8] K«1
{91 CYCLE:L+(pl)pO
L10] P<«S|KxPOL
[11] I<«1
{121 LonpP:»(PLT1=0)/JUP
[123] L<2|L+GF[PLI];]
(iu] >THCR
[15) JUMP:L«2|L+CFLS5; ]
[16] THCR:I+«I+1
[17] »+(IsD)/LOOP
1181 »((L+.=(pL)p0)=(pL))/0UT
[19] BACK:K<«XK+1
[20) +(XsS)/CYCLE
L21] »>ZxR
[22] OUT:J*‘J‘*‘l
[23] FLJI<K
[2u] >BACH
[25] END: ' THE ROOTS ARE : !
[26] F




v W<
(1]
L21]
[3]
n]
(5]
[6]
[71]
£8]
(el
[10]
[111]
[12]
{131
f141]
[15]
f16]
(171
[18]
[19]
[20]

YFIIS ROT

ROT A3;03N3I K
N<pA
Q«lip0
Ql1]<«1
I+<0
E«(2%x7)-1
W«(X,7)p0
LOODP:I«I+1
+(QLN]=1)/CYCLE
Q<+ 169
af11+«0
HLI31<0
+(I=X)/END
+LOOP
CYCLE:9<+ 160
Ql1]«0
Q«2|0+A
WET 31«8
+(I=X)/END
>LOOP
END:

YFHS FDIV
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V P<«R FPDIV W3K3X323035d

(11
21
[3]
[u]
[5]
(6]
£71
[8]
9]
(101
ri11
(121
[131
[1u]
[15]
[16]
[17]

P«<(pR)pO
K<p¥

J<«0
LOOP:Z+pR
JeJ+1
0<«Zp0
>(Z<K)Y/END
PLJ])«Z-X
H<Zp77,0

>((W+,=R)=pH)/CYCLE

R<«2|R+¥W
Y<«(R11)-1
ReJ+¥R

+>LO0P
CYCLE:R<«(o¥W)p0
EliD:P+JpP

P« FRIN P
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YFIS FREM

Y G<«R FREM W3X32;0:%
[1] K<p¥/
[2] LOOP:Z«pR
[3] 0<«Zp0
[4] >(Z<X)/END
[5] W<Zpi,0
(61 >((F+.,=R)=p%)/CYCLE
L7] R«2|RP+¥
Le] X«(Ri11)-1
[9] R<X4R
[10] ~»LoOP
[11] CYCLE:R<«(pH)p0
(121 EWD:G<R

YFNS DEC

vV 0« DFC A
(1] A<« (pl)
[2] @«
[23] Q«Ax(
[ul @«(a2>0)/7
[5] Q«2-1

YFPIS EXP

Vv B<EXP A;C

[1] LONP:B«4%2

[2] C<«2|R

[3] 4<B

[u4] >((C+.=((pC)p0))=pC)/LOCE
v
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YFIIS FBIN

V P« FBIN F;I
[1] P<(F[11+1)p0
[2] I+«1
(3] LooP:P[(pP)-F[I]l«1
4] I+«I+1
[5] ~(IspF)/LOOP

YJFNS FDIF

V DER+« FDIF A;I;B
[1] I<«pé4
(2] »(ALI3=0)/JUMP
[3] A*‘(I'l)pﬂ.
fu] JUMP:B<«2]A
[5] A<+B/A
[6] DER<A-1
[7] DER+ FBIN DER

YFiI5 FGCD

v 0<«F FGCD H;04
[1] LNOP:A<«F FREM H
[2) 0O«(pAh)p0
[3] >((A+.=0)=pA)/02UT
[u] F<H
[5] H<A
(el =LOOP
{71 0UT:Q+1

YFIIS BION

v Q< BINo! A
[1] @«(A+1)p0
[2] of1l«n[A+1]«1
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