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Abstract

With the help of unmanned aerial vehicles (UAV) and multi-access edge
computing (MEC), the Internet of Things (IoT) can provide valuable insights
for a smart farm. The IoT devices are installed across the farmland and
they monitor the land by performing image classification tasks. Some of the
tasks include identifying a fire, monitoring the farmland for pest infestations,
and identifying the growth stages of the crops. These tasks must be done
frequently to provide the latest information, and taking too long to complete
these tasks will lead to irrecoverable damages. Each task has a predetermined
deadline. To ensure these computationally heavy tasks are completed on
time, the IoT devices can offload these tasks to nearby hovering UAVs to
perform the tasks on their behalf. One significant limitation of IoT devices
and UAVs is that these devices rely on batteries. To provide support for these
nodes that have finite energy, a MEC server is added as another computing
resource to further alleviate the task load.

The wireless network is the cornerstone of the smart farm network, and
it requires an algorithm to schedule the tasks. The decision-maker must
consider the network’s current energy capacity, computing resources, and
deadlines for the tasks. This thesis considers a series of rule-based task
scheduling algorithms as well as machine learning algorithms. The rule-based
algorithms are based on round robin, or heuristics such as the UAV’s current
remaining energy and the networks’ current computing queue. This thesis
explores various Reinforcement learning (RL) techniques namely Q-Learning,
Deep Q-Learning (DQL), Deep Risk-Sensitive (DRS), and DQL with Risk
Quantification (RQ). These RL techniques jointly consider the energy and
deadline limitations in their objective functions.

The simulation results show that the machine learning algorithms sig-
nificantly outperformed the rule-based algorithms. The RL techniques that
employed deep learning had lower percentages of tasks that exceeded their

deadlines. In addition, the deep neural networks DNN helped decrease the
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number of iterations required to achieve the optimal solution. This means
that DQL and DRS were able to achieve the optimal solution faster than
their tabular Q-Learning and Risk-Sensitive counterparts. In the simulation
results, the majority of the tasks that did not meet their deadlines were fire
detection tasks. This was because the fire tasks occurred frequently and had
a shorter deadline. Unlike the other RL techniques, the RQ algorithm quan-
tified the severity of each type of deadline violation and UAV battery levels
in terms of damages. This enabled the agent to avoid actions that lead to
severe damages. As a result, the RQ) method was the only algorithm able to

eliminate deadline violations that were fire detection tasks.
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Chapter 1

Introduction

1.1 Motivation

Agriculture is a domain that can leverage wireless networks and management
tools to ensure that the farm is run efficiently. The farms’ resources must
be managed carefully to sustainably keep up with the demands of a growing
population [1]. Smart farms are farms that incorporate technology such as
the Internet of Things (IoT) to automatically monitor the state of the farm.
They provide real-time reporting on the farm’s soil condition, the growth of
the crops, water levels, and livestock location [2]. They collect information
through various types of sensors that monitor temperature, humidity, soil,
fluid, and location [3]. Through wireless connectivity, the IoT sensors relay
the latest status of the farm back to a central server. Once the central
server has received the up-to-date date information from the sensors, precise
decisions can be made. For example, turning on sprinklers in a targeted area
where the soil was identified as dry.

Another useful tool for smart farming is unmanned aerial vehicles (UAV).
They are deployed in the air overlooking the farm. UAVs are capable of
acting as sensors and provide an aerial perspective on weed detection, pest

identification, crop monitoring, and soil monitoring [1]. They can perform



tasks for the farm such as seed planting and pesticide spraying [5]. UAVs can
also act as aerial base stations [0, 7] and provide connectivity to the farmland.

The usage of artificial intelligence in conjunction with smart farm devices
has proven to be useful in managing a farm. Due to their 3-dimensional
positioning capabilities, UAVs are able to capture an accurate image from
different angles. With the assistance of image classification, UAVs are useful
for crop monitoring tasks where they can identify spots on plants [] [9].
Yu et al. proposed a pest monitoring system that comprised UAVs with a
mounted camera and ground sensors to monitor fields of crops [10]. The
UAVs flew across the fields while capturing images and performing image
classification to detect pest infestations on crops. With the assistance of
artificial intelligence, smart farm networks can self-manage their resources to
maintain efficient performance [3].

To accurately manage a smart farm, it requires the most up-to-date in-
sights. This information can have various levels of urgency. For example, if
the smart farm has a fire detection system, these fire-identifying tasks must
be done as quickly as possible to prevent the fire from spreading and causing
more damage. A growth monitoring system for crops can be another task
in the smart farm, but the consequences of the system taking too long to
identify the growth stage of a crop are not as dangerous as identifying a fire.
The smart farm’s equipment must perform a variety of tasks with differing
deadlines.

In an environment with several limited resources and a series of time-
sensitive tasks, task distribution is vital. Task distribution and scheduling
have been studied in the fields of computing [I 1], mobile networks [12], and
business project management [13]. It ensures that the tasks are computed
such that they adhere to any preset constraints, while efficiently utilizing the
available resources. Poor task distribution can lead to over-usage of certain
resources while other resources remain idle and unused. The over-usage of

some resources may lead to those resources failing to complete the tasks,



the resource no longer being available for usage, and the slow down of task
completion. These situations can lead to even further damage.

The wireless network is the backbone of the entire smart farm operation
which enables the farm to be efficiently managed. One of the limitations of
the smart farm is that a lot of the components are battery-powered which
means that the devices are operational for a finite period of time [11] [15]. In
addition, the smart farm requires the UAVs to perform complex tasks on a
limited battery power budget [16]. Many of the data collected from the smart
farm are derived using convolutional neural network algorithms [17] [18]. ToT
devices are limited in computing capacity and cannot perform every complex
image recognition task. They need to ofload computational tasks to nearby
devices that have the processing capacity to execute the tasks. These image-
processing tasks must be done in a time-critical manner since fire and pest
detection are time-sensitive tasks. The wireless network’s resources need to
be energy-efficient to ensure that the network remains operational for as long

as possible.

1.2 Contributions

This thesis explores several types of task distribution algorithms for a Fifth
generation (5G) wireless network in a smart farm environment. It first takes
a look at rule-based distribution algorithms. These algorithms employ fixed
rules to determine where the tasks will be completed. The first rule-based al-
gorithm introduced is round robin. Some of the rules are based on the known
limitations of the system, these algorithms employ energy or computing re-
source heuristics to make their decisions. These algorithms are called Highest
Energy First (HEF), and Lowest Queue Highest Energy First (QHEF). The
contributions of this thesis are four reinforcement learning algorithms for task
distribution in a smart farm environment. The first technique is a tabular

Q-Learning method. This method employs Q-tables to determine which com-



puting resource in the network will compute the task. The second technique
is a Deep Q-Learning (DQL) based algorithm that expands the state to in-
clude more transmission information. Unlike the first technique, it relied on
Deep Learning models to predict the next destination of the task. The third
algorithm is a Deep Risk-Sensitive (DRS) Q-Learning, where there is a sep-
arate state to determine the riskiness of the decision. This method employs
deep learning to predict the possible reward and riskiness of each action. The
final algorithm is the Risk Quantification (RQ) Q-Learning method where
the riskiness of the action is quantified based on its potential damages. The
damages are reflected in cost functions and a quantification measure was used
to ensure that the agent does not select an action that leads to detrimental

damages.
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1.3 Thesis Organization

The thesis is organized as follows. In this chapter, the purpose and environ-

ment of the thesis is introduced. Next, Chapter 2 establishes the background

information used to understand the ideas presented in the thesis. Chapter 3

contains a literature review of the relevant studies to the topics introduced

in this thesis. The system model is defined in Chapter 4. The proposed

methods are introduced in Chapter 5. The simulation environment and re-



sults are presented in Chapter 6. Finally, the conclusion and future works

are presented in Chapter 7.



Chapter 2

Background Theory

2.1 Introduction

The techniques presented in this thesis are task distribution algorithms for
a bG multi-access edge computing (MEC)-aided UAV and IoT smart farm
network. The algorithms use reinforcement learning (RL) to decide where
the task will be computed. One of the techniques employs financial risk eval-
uation methods as part of its learning process. This chapter will provide an
introduction to wireless communication, financial risk evaluation techniques,

and RL.

2.2 Wireless Communication

Wireless communication enables two or more devices to exchange data with
one another without physical wires. Several types of mediums facilitate the
exchange such as radio waves, microwaves, light, sonic, and electromagnetic
induction. WiFi, radios, and Bluetooth are some examples of applications
that employ wireless communication.

Another popular application of wireless communication is mobile net-

works. The First generation (1G) of mobile networks were deployed around



the 1980s, they used analog signals to support telephone communication.
The usage of digital signals was introduced in the Second generation (2G) of
mobile networks in the 1990s. This enabled text messaging and data trans-
fer to be added to the list of services that mobile networks were capable
of offering. The Third generation (3G) brought higher bandwidth capabil-
ities and an international standardization of network protocols [19]. The
theoretical downlink data rate for high-speed download packet access com-
bined with multiple in multiple out is up to 84 Mbit per second [20]. The
Fourth generation (4G) also increased the download and upload speeds from
its predecessor. Long-term evolution (LTE) can have a downlink data rate
of up to 300 Mbit per second and 75 Mbit per second for uplink [21]. The

specifications for narrowband IoT were introduced in 3GPP’s Release 13 [22].

2.2.1 5G

The next generation of wireless networks is 5G. It offers three types of ser-
vices: enhanced Mobile Broadband (eMBB), Ultra Reliable Low Latency
Communication (URLLC), and massive Machine Type Communication (mMTC)
[23]. 5G networks employ millimeter waves (mmWave) which allow higher
frequencies, which enables a high data rate. The Radiocommunication sector
(ITU-R) of the International Telecommunication Union (ITU) set the mini-
mum requirement for peak data rate at 20 Gbit per second for downlink and
10 Gbit per second for uplink [24]. The high data rate and low latency enable
more computationally heavy real-time applications such as vehicle-to-vehicle
communication [25], healthcare [20], and augmented reality [27]. Several ma-
chine learning algorithms have been employed to facilitate the services and
applications offered by 5G [28] [29]. Algorithms such as convolutional neu-
ral networks and k-means clustering have been used for packet classification
for efficient traffic management [30] [31]. RL has been used for scheduling

network resources such as radio resources [32] [33].



2.3 Unmanned Aerial Vehicle - Multi-Access
Edge Computing Network

In [31], Zeng et al. provided a survey on the benefits and challenges of
integrating UAVs in a 5G and beyond network. Omne of the key traits of
UAVs is their flexible 3-dimensional positioning. Although 5G offers a higher
frequency than its predecessors, the mmWave has a shorter range. The 5G
base stations will need to be placed close to the user, therefore the cell size
will be smaller. UAV-mounted base stations can applied to provide better
coverage as they can be easily moved and adjusted [35] [30].

Multi-access edge computing (MEC) provides computing services to users
at the edge of the network. The survey papers [37-39] have identified that
the use cases of MEC servers are computational offloading, caching, and
smart cities. Furthermore, the authors in [10-12] have all proposed that in
a 5G and beyond network, MEC devices can alleviate the UAV’s workload
through offloading. This results in the UAV conserving their energy as they
do not have to compute as many computationally intensive tasks. In addi-
tion, UAV-MEC systems also lengthen the IoT devices’ battery life through
task offloading [13] because the IoT devices now have two sets of computing
resources to offload their tasks. Therefore the addition of the MEC server

promotes energy efficiency in the network as a whole.

2.4 Machine Learning in Wireless Networks

Machine learning is a branch of artificial intelligence that uses data and
its own experience to teach itself to recognize patterns, make predictions,
and select the best course of action. Machine learning consists of four ap-
proaches, supervised learning, unsupervised learning, semi-supervised learn-
ing, and RL. It has also been proven to be a useful tool for wireless net-

works. Sun et al. identified how various machine learning techniques were



used for managing resources, managing mobility, and localization in wire-
less networks [14]. Because machine learning techniques are adaptive and
self-improving, they enable wireless networks to be self-organizing. Klaine
et al. surveyed the different machine learning methods that enabled wireless
networks to configure, optimize, and heal themselves automatically without
human intervention [15]. Metha et al. reviewed machine learning techniques
used in wireless sensor network applications [16]. IoT is another wireless
network application that can leverage machine learning. Mahmood et al.
introduced various use cases for machine learning algorithms in a 6G loT
network [17].

Supervised learning is a machine learning approach where the model
learns from training data that is labelled. The authors in [18] and [19] em-
ployed neural networks for power management to maximize energy efficiency.
Support vector machines were employed to predict localization for wireless
sensor networks [50] and in an indoor setting [51] [52].

In unsupervised learning, the model’s training data is not labelled. In
Castro-Hernadez and Paranjape’s work, the K-means algorithm was used to
cluster time series data to predict user mobility at the cell edge to determine
the optimal handover parameter in a heterogeneous network (HetNet) [53].
Similarly, Sinclair et al. also used unsupervised learning in [51] to optimize
their handover process. They used an X-means self-organizing map to de-
termine popular handover locations in a femtocell. Once these locations are
defined, handovers are restricted to only those locations. In Chang et al.’s
work, they used K-means in addition to a genetic algorithm to improve en-
ergy efficiency in a wireless sensor network [55]. Zhang et al. used K-means
clustering to decipher the original signal from the received signal over an
indoor mmWave channel [50].

In semi-supervised learning, the model’s training data consists of both
labelled and unlabelled data. In Huang et al.’s work, they wanted to clas-

sify wireless interference sources for an industrial IoT application [57]. They

10



identified that labelled data was scarce meanwhile unlabelled data was eas-
ier to obtain. They used temporal ensembling to label the unlabelled data,
and then they trained a convolutional neural network based on the newly
labelled data and the original labelled data. Semi-supervised learning can
also be used in localization applications. Traditional localization methods re-
quire that the data be geo-tagged to accurately determine the location of the
cellular device. Chakraborty et al. presented a probabilistic semi-supervised
approach that used a maximum-likelihood estimation to label the unlabelled,
and an expectation maximization model to predict the localization of cellular
devices [78]. Camelo et al. introduced a semi-supervised deep autoencoder
model to identify the technology that is trying to access a shared radio spec-
trum [59].

Unlike supervised, unsupervised, and semi-supervised learning, RL is a
machine learning approach that does not require pre-existing training data.
The learning model learns from its own experience and exploration. RL
has many wireless applications. Iturria-Rivera et al. introduced two RL
algorithms to optimize the handover policy for a dual connectivity urban
network [60]. The objective of both algorithms is to improve latency for
the user equipment in the network. Yao et al. proposed a UK-means deep
RL algorithm for optimal beam formation and resource allocation for a 5G
mmWave network [61]. Their algorithm initially clustered the users based
on their location, then they used deep RL to direct radio resources to the
clusters. Sarikhani et al. deployed deep RL for optimal spectrum manage-
ment [62]. Their algorithm enabled two types of users to efficiently share
a frequency band in a radio network. Saeidian et al. presented a deep RL
algorithm to manage the downlink transmit power of all cells in a 5G urban
macro network [63]. This thesis also investigates using RL for optimal re-
source management but will focus on energy and computing resources, and

explores a risk-sensitive approach to RL.
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2.5 Risk

The financial domain has offered many different risk evaluation methods.
A risk is defined as a potential negative return in a financial setting. The
risk evaluation metrics evaluate the potential losses for different investment
portfolios from their previous returns. When the portfolio makes a profit
during a period, then the return is positive. Conversely, if the portfolio
incurs a loss, then the return for that period is negative. There are several
methods used to measure risks, such as the Sharpe ratio, the Sortino ratio,
and the Conditional Value at Risk (CVaR). Each method evaluates the risk
of the portfolio based on the portfolio’s set of previous returns. From the risk
measurements, the investors can compare investments and make decisions on
whether to invest given the investor’s risk tolerance.

The Sharpe ratio [(4] measures the risk of an investment portfolio by
dividing the increase in return by the volatility of the portfolio. Assume an
investor is considering investing in portfolio ¢ and would like to calculate ¢’s
Sharpe ratio (S;). First, it subtracts the return of a known safe investment
(Rs) from the portfolio’s expected return (R;). Then the difference between

the two portfolios is divided by the standard deviation of portfolio ¢’s returns

(04)-
S == (2.1)

The difference between the two portfolios (R; — R;) indicates how much
more the investor can gain from investing in portfolio ¢ versus the safe in-
vestment s, and o; indicates the volatility of portfolio i’s returns. Because
o; is the standard deviation of all of portfolio i’s returns, a high o; value
indicates that portfolio ¢’s returns are sparse. This indicates high volatility.
Whereas a low o; value indicates that most of the returns are closer to the
mean. A high Sharpe ratio indicates that portfolio ¢’s return is significantly

higher than the safe investment’s return, and investment ¢’s returns are not
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very volatile. Therefore when comparing portfolios, a portfolio with a high
Sharpe ratio is preferred [05].

The Sortino ratio [00] is an extension of the Sharpe ratio, but it has a
different denominator. Instead of dividing by the standard deviation of all of
portfolio ¢’s returns, it uses the standard deviation of portfolio i’s negative
returns. Similarly to the Sharpe ratio, a high Sortino ratio is preferred be-
cause it indicates that portfolio ¢ has a higher return than the safe portfolio,
and portfolio ¢’s negative returns do not have a large range.

CVaR is a method of evaluating risk by evaluating the average loss at a
given percentile. CVaR was introduced by Rockafellar and Uryasev as a way
to evaluate investment portfolios based on their expected shortfalls [67]. For
example, given the losses of portfolio 7, CVaR is the mean of the highest «
percentile of portfolio i’s losses. This enables investors to ensure that (1 — «)

percent of the portfolio’s losses are below the CVaR.
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Figure 2.1: CVaR example

An investor can compare two portfolios by setting a fixed « level and
calculating the corresponding CVaR values for both portfolios. In this case,
the portfolio with a lower CVaR is preferred because it indicates that the
portfolio’s losses below the (1-ar) percentile are below the CVaR.

2.6 Reinforcement Learning

RL is a machine learning technique where an agent is interacting in a chang-

ing environment. The agent performs actions that also influence changes in
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the environment. After each action, the agent is evaluated based on how
their action changed the environment. The evaluation is reflected as a re-
ward. The objective of RL is for the agent to learn the series of actions
that will lead to the highest long-term reward. There are five components in
RL, the agent, action, state, environment, and reward. The agent performs
an action in the environment and the action impacts the environment. The
environment reacts and changes the state of the agent. After the action is
performed in the environment, the agent is given a reward. The agent has
a predetermined objective, and the reward is a response given based on how
well the actions of the agent will achieve the objective. The reward and new

state are fed to the agent and the agent performs a new action.

2.6.1 Q-Learning

Q-Learning is a type of RL where each action is measured by a metric called
Q-values. These values predict the long-term value of taking action a at a

given state s. It follows the Bellman’s equation,

Q" (s, ar) = (1 — @)Q(s4, ar) + a(r + ymax(Q(se+1,a))), (2.2)

where Q(s¢, a;)"" is the new Q-value for the state-action pair (s, a;), «
is the learning rate, r is the reward for action a;, Q(s, a;) is the former Q-
value, v is the discount factor, and maz(Q(s;11,a;)) is the estimation of the
Q-value for the next state s;11. « is a value between 0 and 1 that determines
the level at which the agent values the new Q-value’s prediction versus the
old Q-value. v is a value between 0 and 1 that indicates the significance of
future rewards.

The Q-values for every state-action pair are stored in a Q-table. At first,
the Q-table is empty and the agent takes random actions to build experience.

This is considered to be the agent’s exploration phase. After the agent takes
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an action, the Q-table gets updated with Q-values based on the Bellman
Equation. Once the agent has built up enough experience, the agent can use
its previous experience to evaluate the action. Once the agent has run out
of possible actions to perform or the agent has reached its goal, the episode
is complete. All of the rewards that the agent received for every action are
summed up. The more episodes the agent goes through, the better decisions
they make, the episodic rewards increase, and the agent gets closer to the
optimal solution. Eventually, the episodic reward will reach a point where it
cannot increase. This is called convergence and it indicates that the agent

has found the optimal solution.

Epsilon Greedy Policy

Epsilon greedy is an action selection policy. The agent uses this policy every
time makes an action selection. In epsilon greedy, a random number between
0 and 1 is generated. If the number is less than the epsilon value, then the
agent will select a random action. The agent will otherwise select the action
based on the argmax of the Q-values. The epsilon value determines the
probability of the agent exploring versus exploiting its previous experiences.
At the beginning of the training period, epsilon is high. As the episodes go

by, the epsilon value decreases and the agent relies more on the Q-values.

2.6.2 Deep Q-Learning

DQL is an extension of Q-Learning, but instead of using a Q-table to deter-
mine the Q-values for each state-action pair, they employ deep learning to
predict the Q-values [68]. As the agent goes through a series of actions and
encounters different scenarios, the neural networks train themselves with new
experiences to get more precise in predicting the Q-values. To learn to pre-
dict the Q-values, the agent employs two neural networks and an experience

replay. The experience replay is a buffer that contains tuples of the previous
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state, action, and reward. The first neural network is called the target net-
work. This network is trained using a random sample of experiences from the
experience replay. It learns from the experiences and adjusts the parameters
to accurately predict the Q-values. The second neural network is the main
network. This network is used to generate the Q-values for each possible
action for a state-action pair. Unlike the target network whose parameters
are constantly changing, the main network’s parameters remain fixed for a
certain number of iterations, then the main network will copy the target net-
work’s latest parameters. The usage of experience replay and target networks
stabilizes learning. One of the vulnerabilities of Q-Learning is that every ac-
tion influences the Q-values of the subsequent actions after every timestamp.
This makes Q-Learning vulnerable to abrupt Q-value changes especially due
to unexplored actions, or inaccurate estimation. The experience replay buffer
aids the agent in providing a more accurate Q-value estimation because the
target neural network is trained using samples of existing experiences and
uses those experiences to estimate the Q-value of unexplored actions. This
minimizes the risk of an over or underestimation of Q-values because it will
be based on previous experience. Also, the main network’s parameters stay-
ing fixed means that it will not be influenced by sudden surges and downfalls
of Q-values. In addition, the neural networks allow a larger state space with-
out being bound by physical disk space like the Q-Learning method which is

bounded because it must store all the Q-values for all state-action pairs.

2.6.3 Risk-Sensitive Reinforcement Learning

Risk-Sensitive RL involves training an agent to avoid known risky behaviors.
In traditional RL algorithms, the agent has one objective, maximizing long-
term rewards. The agent does not take into consideration the riskiness of an
action, therefore it may take risky actions to achieve its objective. In real-
world scenarios, these actions may lead to severe damage to the agent that

can put it in a state that renders it unable to recover. A risk-sensitive agent
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is not just trying to maximize the long-term reward but is aware of the risk
associated with each action it takes to reap the rewards. After each action
is executed, not only is the reward calculated, but the risk is also calculated.
The agent is now trying to find a series of actions that lead to maximizing

long-term reward, but also minimizing risk.
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Chapter 3

Literature Review

3.1 Energy Minimization

Energy efficiency is an important consideration in wireless networks because
many of the network components are battery-powered. Yang et al.’s objective
was to minimize the total power consumption in a UAV-MEC network [69].
They defined four subproblems finding the optimal user association, power
control, computation capacity allocation, and UAV placement. The sub-
problems were solved iteratively. There have been several studies that have
the objective of lowering energy consumption and delay in a farm environ-
ment. In [70], Zhao et al. proposed using a network that consists of multiple
hovering UAVs and Multi-access edge computing (MEC) devices to aid farm
monitoring. The UAVs provided: connectivity between the loT devices and a
central processing unit (CPU) that can perform the image classification task.
The UAVs have mounted CPUs and can compute the image processing tasks
themselves or they can forward the task to a nearby MEC device to compute
the task. Zhao et al. aimed to increase the throughput by considering the
delay critical tasks in their smart farm environment [70].

There are several UAV trajectory planning approaches to minimize energy

consumption. The authors in [71-71] present solutions that use trajectory
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planning for UAVs to offload tasks from IoT to minimize the task completion
delay as well as energy consumption in an IoT monitoring environment.

Yu et al. present utilizing UAVs to provide access to out-of-reach MEC
services to IoT devices [75]. Their proposed algorithm positions the UAVs
in a way that minimizes service delays and maximizes the UAV’s energy
efficiency. They use convex approximation to find the optimal solution to
their problem.

Ghdiri et al. provided a cluster-based approach for deadline-aware task
computation for a UAV-ToT network [76]. The objective of their proposed
solution is to find the optimal trajectory for the UAVs to collect data from
[oT devices that are energy efficient for the UAV and respect the IoT data’s
deadlines. Firstly, their algorithm clusters the [oT, and each cluster head is
a point that the UAV has to reach. Next, the algorithm determines the UAV
and the most energy-efficient way to visit the cluster heads.

Using RL to manage wireless network resources to optimize performance
is widely studied across many different next generation wireless network ap-
plications. In [77], Elsayed et al. surveyed the challenges and opportunities
of Al in 5G networks and beyond. They introduced multiple applications for
RL in wireless networks such as energy management. Furthermore, Khoram-
nejad et al. [78] proposed a deep RL approach to solve a joint optimization
problem consisting of maximizing computation and minimizing energy con-
sumption for a 5G and beyond network through offloading. Their network
also makes use of MEC servers as a processing unit to assist their network
in computing-intensive tasks. Chen et al. also proposed a deep RL task for
resource allocation to minimize energy consumption in a MEC system that

supports augmented reality [79].
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3.2 Task offloading

Xu et al. solved a task offloading problem in a Non-orthogonal multiple access
(NOMA) heterogeneous network with a MEC server [$0]. The objective of
the presented algorithm was to reduce energy consumption for all users. The
objective jointly considered task offloading, local CPU frequency scheduling,
power control, and subchannel resource allocation. They divided the problem
into two sub-problems, namely offloading and resource allocation. Their
proposed algorithm solved these two sub-problems via mixed integer linear
programming. This thesis is also proposing a task-offloading algorithm to
reduce energy consumption and the proposed network also utilizes a MEC
server. Unlike the network proposed in this paper, the proposed network has
UAVs with finite power supplies which adds a different element to the power
consumption.

In [81] they introduced a multi-tier structure as a task-offloading solution
for next generation wireless networks. In their proposed structure there are
three layers, the cloud, the network edge, and the UEs. The network edge is
between the cloud and the UEs. The advantage of this structure is that the
low-latency tasks can be done at the edge server, meanwhile, the tasks that
are computationally intensive and do not require low latency can be done by
the cloud server. Wang et al. propose multiple types of network applications
that could benefit from the multi-tier structure as well as future areas of
research [31].

Utilizing RL for task-offloading is another emerging topic in UAV-based
networks. Ebrahim et al. [32] provided a tradeoff between delay and energy
by optimizing offloading decisions using deep RL. Sacco et al. [33] aimed
to reduce the required information and training time for an RL-based task-
offloading solution. Zhao et al. [34] studied on multi-agent TD3 approach to
address their continuous action space problem. Yang et al. [35] focused on
service cost minimization by optimizing the joint task-offloading and time-

division multiple access-based channel allocation decisions.
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To address the growing demand for internet usage, Kiran et al. [20] in-
troduce a software-defined network (SDN) with MEC servers that use Q-
Learning to optimize the network’s delay time. The SDN has three layers:
the control layer, the edge computing layer, and the infrastructure layer.
They present a (Q-Learning algorithm to allocate resources in the SDN net-
work to match the UE with the best resource in the SDN, based on the
UE’s requirement. The paper demonstrated that the Q-Learning algorithm
where the agents were cooperative and shared their Q-values provided the
best resource allocation solution. This cooperative solution fits their appli-
cation because it is a centralized system where there is a central location
that knows all the Q-values. Our Q-Learning solutions use agents that are
independent from one another.

Alfakih et al. presented a DQL method to allocate MEC-assisted network
resources to mobile users in a cyber-physical-social system [27]. Their system
is used to detect traffic violations. The mobile device is the agent and must
decide the destination where the task will be performed. The optimal solution
will send the task to a destination that will reduce energy consumption and
delay. The task can be done by the mobile device itself, or sent to the nearest
edge server, an adjacent server, or a remote cloud. This paper is solving a
similar problem to ours but for a different application. They also use DQL to
find a task distribution solution that will minimize energy consumption and
delay. The agent is the mobile user which is also the end user. Unlike [$7],
the system presented in this thesis assigns the UAV to be the agent and the
middleman.

Zhang et al. also proposed a DQL algorithm for task offloading in a
wireless network that employs a MEC server [38]. They present a task-
offloading algorithm for an autonomous vehicle network that needs to process
a large amount of sensory data for smart navigation. They use MEC servers
to alleviate some of the processing, however, they need to schedule the task

to efficiently utilize the MEC servers and ensure that the processing tasks are
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successfully delivered to the MEC servers. Their task-offloading algorithm
needs to select the best MEC server to perform the task sent from the vehicle
in a given time frame.

In another study, Zhou et al. included satellite computation and com-
munication in their IoT-UAV network [39]. The objective of their work is
to find an optimal task scheduling policy that reduces latency while con-
sidering the energy constraint of the UAVs. They modelled their problem
as a constrained Markov decision process (MDP) and provided a deep RL
solution.

Likewise, Akbari et al. [90] introduced a deep RL algorithm in an indus-
trial IoT environment. The algorithm aimed to find an optimal placement
and scheduling policy for virtual network functions to minimize the Age of
Information (Aol) and cost. The age of information (Aol) is calculated on
the receiver’s end, and it is the time progressed since the most recently re-
ceived packet was generated. Ideally, the Aol should be as low as possible,
to ensure that the receiver has received the most updated information from
the IoT. In a delay-sensitive dynamic environment such as industrial IoT,

minimizing the latency is crucial.

3.3 Financial Risk Measurement for Resource

Management

In wireless networks, financial concepts like risk can be used to evaluate
and model behaviors to find an algorithm that avoids undesirable behaviors.
Apandi et al. [91] use the Sharpe ratio as a decision-making parameter for
base stations to use to find an optimal way to find user associations to send
subcarriers. Apandi et al. presented a decision-making algorithm that em-
ployed the Sharpe Ratio to aid the base station in determining the appropri-
ate user association and subcarrier allocation for downlink users in HetNet.

In HetNets, there are base stations with different levels of transmit power to
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provide coverage for an area. For a user to receive service in the area, it must
be associated with a nearby base station, and the base station will allocate
subcarriers to the user. Traditionally, the user associates with the nearest
base station with the highest transmit power. This causes an imbalance be-
tween the usage of base stations in the network. Base stations with high
transmit powers, such as macro base stations, were over-utilized, meanwhile,
the base stations with low transmit powers were available. In their version
of the Sharpe Ratio, the numerator is the mean of the UE’s achievable rates,
and the denominator is the standard deviation of the achievable rates. The
objective is to determine the distribution of subcarrier allocation that will
maximize the Sharpe Ratio by increasing the mean user rate and lowering the
standard deviation of the user rate. A lower standard deviation would indi-
cate more fairness among the base stations because there is less discrepancy
between the user rates. Each base station has a finite number of subcarriers,
and a subcarrier can only be assigned to one user. All of the users within the
area of a base station will broadcast their achievable user rate to the base
station. Each base station’s subcarrier will calculate the probability that
this user association will maximize the Sharpe Ratio. Finally, the subcarrier
selects the user by selecting the user with the highest probability.

CVaR has been used to manage wireless networks. Authors have identi-
fied some undesirable behavior in their network they wish to avoid such as
high energy consumption, and they use CVaR to avoid such behavior because
CVaR gives us the ability to define a lower bound for the worst percentile
of cases. Optimizing using CVaR ensures that the majority of cases will be
better than the CVaR.

In Wang’s work [92], they introduce a risk-aware Asynchronous Advan-
tage Actor Critic (A3C) task-offloading algorithm that aims to minimize the
total latency for their fiber wireless heterogeneous network (FiWi HetNet).
This network consists of loT devices that connect wirelessly to one another

and MEC servers. The wireless channel is noisy and there is potential for
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packet drops. The MEC servers connect to a single edge-cloud server via
fiber optic lines. The IoT devices have a series of tasks to perform and they
can perform the tasks locally or offload the tasks to the edge cloud server.
The authors define risk as exceeding the task’s delay requirements due to
packet loss or overload of the edge cloud server. They use CVaR to evaluate
the probability that the task’s latency exceeds the delay requirement. The
CVaR was one of the constraints in their A3C task-offloading decision-making
algorithm.

In Ling’s work [93], they introduce a block coordinate descent algorithm
to find the optimal task-offloading policy for a wireless body area network
(WBAN). Their network consists of several body sensors and a multi-access
edge computing server. The body sensors collect and send signals that con-
tain physiological information. They send the signal to an access point and
the access point relays the signal to the MEC server to perform analysis. The
access point also can send energy to the energy-constrained sensors. Accord-
ing to the paper, the sensors follow a ”frame-based protocol”. The frame is
then further divided into time slots. In each time slot, the sensor can either
offload the task to the access point or receive energy from the access point.
The objective of the proposed algorithm is to schedule the sensors’ activities
for each time slot, such that the tasks’ latency is minimized and respecting
the energy constraints. They defined their problem using a ”distributionally
robust chance-constrained problem” where their energy is constrained [93].
The authors used CVaR to define the greatest lower bounds for their energy
constraints.

In Zhou’s work [94], they presented an IoT monitoring system, which
consists of an IoT device and a receiver. The IoT device surveys a physical
process, and it then generates and sends packets containing information on
the status of the physical process to a receiver. The IoT device sends the
packet via a noisy wireless channel. Upon successfully receiving the packet,

the receiver will send feedback to the IoT device through a noiseless chan-
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nel. The authors used the packet’s Aol to measure the novelty of the status
update. The [oT device must decide whether or not to send a status update
to the receiver. Transmitting a packet consumes energy, so the device does
not want to send a status update too often, however, if it waits too long in
between updates, the receiver will not have the most up-to-date information
on the status. The paper proposed a risk-aware dynamic programming al-
gorithm to determine if the IoT device should send a status packet to the
receiver. The algorithm jointly minimizes total energy cost, the Aol of the
packets, and the CVaR of the packets’ Aol. They considered long Aols to
be a risk and used CVaR to measure the average of longest Aols at a given
percentile. If they can minimize the CVaR of the Aols, they can ensure that
the majority of the Aols will be below the CVaR.

In Hoiles” work [95], they present two policies that use CVaR to estimate
content demand in femtocell networks. The objective of the paper is to
have a policy that will reduce the delay in delivering YouTube content to
users in a femtocell network. To reduce the delay, they cache the content in
local servers based on demand. To accurately select the server, they needed
to use a CVaR-based prediction function. CVaR was used to determine
the uncertainty when it came to the content request prediction. Through
using CVaR, they were able to provide a prediction with a ”probabilistic

guarantee” [95].
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Chapter 4

System Model

The farm environment consists of UAVs hovering over farmland. They are
fixed in the air hovering above a set of IoT devices deployed across the land.
The IoT devices can perform monitoring tasks like image classification to
detect fire and pests, and monitor crop growth. To have accurate image
classification, the current state of the art requires transformer-based tech-
niques [J6]. For detecting agriculture-based images, convolutional neural
networks yielded the best results [97]. These techniques are computationally
heavy and require a lot of memory space. Therefore to alleviate some of
the computational burdens, the IoT devices offload the tasks to the nearby
hovering UAVs. The UAVs are equipped with resources that have higher
computing capacities than the IoT. Similar to the IoTs the UAVs have lim-
ited power and computing resources therefore they also can offload their
tasks. The UAVs can offload to another UAV or a MEC node.

27



1. Perform Task

\/ Locally
\ 2. Offload Task
to Another UAV
3. Offload Task to

\\ MEC

UAV %

Tasks

Fire Pest Growth
Detection Detection Monitoring

H R

4
Offload

D&O loT Devices

PR

Figure 4.1: System model of smart farm environment

4.1 Farm Environment

4.1.1 IoT

The IoT devices are deployed on the ground throughout the farmland. They
monitor the crops by periodically taking snapshots of the crops and per-
forming image classification tasks. They run on batteries and have limited
computing power. To extend their batteries’ longevity, they offload the im-
age classification tasks to the closest UAV. Every task offloaded by the IoT
(ozg@ = 1) at the time interval ¢, will be allocated to a CPU in the network
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Table 4.1: Summary of the Smart Farm Notations

Sets Size Description

teT T Set of time intervals

jeJ J Set of UAVs

lel L Set of MEC devices

jeJgt J+L Set of CPUs

kek K Set of task types

UAV Parameters Range Description

Ay R CPU’s current queue time

A;Z R Transmission delay between computing re-
sources

Task Parameters Domain Description

78‘70 R Deadline

ag.’t) {0,1} Indicator for task offloading from IoT

Ty {0,1} Indicator that task’s computation destination
is j’

Pt {0,1} Indicator that task is being processed by j' at
time interval ¢/

pa B {0,1} Indicator that task is being processed by 5’ for
the first time at time interval ¢’

Py {0,1} Indicator that task has finished being pro-
cessed by j’ at time interval ¢’

Vi) {0,1} Deadline violation indicator

Delay Parameters Range Description

Ay R Task’s end-to-end delay

?m R Task’s queuing delay

Ai’n‘) R Task’s computation delay

Energy Parameters | Values Description

T]B N Battery capacity

TJC R CPU energy consumption

Tk R Remaining energy in a battery

J




Eq. (4.1). x4, is equal to one when the CPU 5" processes the task. pg; ;¢

is equal to one when the task is processed in the time interval ¢’

T
SO bk wgay =y * 0y, Vi€ T NVEET (4.1)

t'=t j'e g+

4.1.2 UAV

The UAVs hover in a fixed position over the farmland in the air. They
collect offloaded tasks from the [oT devices and other neighbouring UAVs.
The UAVs contain computing resources that can perform computationally
heavy tasks. They can also offload tasks to any UAVs or MEC devices.
When the UAVs receive a task from an IoT device, they have three options.
They can perform the task themselves. They can offload the task to another
UAV. The neighbouring UAVs are also limited by their battery power and
computing queue. Finally, the UAV can offload the task to a MEC device.
The ping-pong effect occurs when a task is offloaded from node to node
and never actually gets executed. To avoid the ping-pong effect, Eq. (4.2)
enforces a constraint where if a UAV has received a task that was offloaded
from another UAV, the last UAV must perform the task. It cannot offload

the task to another node.

Z Ty <1, VieJg,vteT (4.2)

jleg+

Eq. (4.3) indicates that a UAV must complete the entire task by itself.
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A single task cannot be divided amongst multiple UAVs or MEC devices.

Z Pyt < 17 Z pz;"wj/t/ < 17 (4?))

Jegt jeg+
> Py <1 Vie I VMt eTVteT
Jegt

With a three-dimensional range of motion, UAVs offer a wide range of
services. They can provide line-of-sight connectivity between the IoT de-
vices, and other UAVs or MEC devices. They can also provide computing
capabilities. However, UAVs are limited by their battery capacities. If the
UAV is performing too many image classification tasks, their hover time will

be greatly reduced.

4.1.3 MEC

The MEC device is a computing resource that remains fixed on the ground. It
has higher computing power than the UAVs, therefore the tasks are computed
faster. It also has unlimited power because there is an assumption that it is
connected to the power grid. The MEC device cannot offload a task, it must
perform all the tasks that it has received.

Eq. (4.4) constrains the CPU of the UAVs and MECs’ devices such that

they can only perform one task in one time interval ¢.

D pgmi <1, > Phage <L, (4.4)

JeT IeT JjeET teT
ZZPG,WW <1 Vi'e Jt Wt e T
JET teT

Furthermore, Eq.(4.5) indicates that the CPUs cannot start a new task

before they have completed their current task.
_ + -
PGy +1) = PGt T Py w+1) ~ Pl g +1) (4.5)
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Eq.(4.6) restricts the start time of the computing devices so that they

can only begin processing a task at the beginning of the simulation.

P()5'(0) = Pjays(0) (4.6)

The UAVs and MEC devices cannot redo a completed task as specified
in Egs. (4.7) and (4.8).

> oo <1 vjeTWeT N/ eTt (A1)
teT
> Py <1 VieJVeT.Vj et (4.8)
teT

4.1.4 Communication Relationship in IoT-UAV-MEC
Network

As shown in Figure 4.2 The UAVs are able to reach any other UAV in the
network. All UAVs are capable of reaching the MEC devices to offload their
tasks. The IoT devices are only able to offload their tasks to a nearby UAV.
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Figure 4.2: ToT-UAV-MEC communication model

4.2 Energy

We would like the MEC-assisted UAV network to last as long as possible.
The decision-making algorithm needs to take into consideration the current
energy levels of each processing unit, specifically those with a limited amount

of energy. Allowing a computing resource to process too many tasks can lead



it to prematurely be out of commission. The UAVs are battery-operated,
therefore they have finite energy. The current energy level is the percentage
of the battery that the UAV has at time t.

Their current battery level at time 7 can be modeled using the following

equation,
Y =00 (Y + Y0+ 05« T =Y (YG =)L)k pyaje,  (49)
JET
teT
t'eT

where Tﬁ is the initial battery level for UAV j', Tj}r is the amount of energy
required for the UAV to fly above the farm, Tin is the amount of energy
required by the antenna to send signals, 7 is the total simulation time, TJI-/ is
the amount of energy required for the CPU to be idle, and Tg is the amount
of energy required for the CPU to run a task. To indicate whether or not
UAV j" computed the task, there is a binary indicator p;s ;v , it will equal
1 when the task (j,t) was computed at UAV j’ at time interval ¢'.

4.3 End-to-End Delay

The end-to-end delay A ;) is the total time it takes for a task to be completed
by a computing resource, and is defined as

Agy = AF + A+ AL+ AL, (4.10)
It is the sum of the delay to transmit the task from the IoT device I to the
initial UAV jg (AJI'R), the delay to transmit the task from jr to the computing

resource that will perform the task jp (A?g ), the delay of the task waiting
in jp’s queue (Ag t>), and the time it takes for the task to be computed by

jp (A 4)-
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4.4 Deadline Violation

Every task has its own predetermined deadline (Vgﬂ)’ this is the maximum

time it takes for the task to be completed. As shown in Eq. (4.11) when
the task’s end-to-end delay exceeds the deadline, a deadline violation has

occurred (n =1).

O, if A<~7t> S ’yD.
Ve = J ' (1) (4.11)
1, otherwise

Exceeding the task’s deadline has varying levels of consequences depend-
ing on the task’s type. For example, if the task is a fire task, then exceeding
the deadline will lead to the fire going undetected. This can cause irreparable

damages to the farmland such as loss of crops.
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Chapter 5

Proposed Methodologies

5.1 Round Robin

Round Robin (RR) is a decision-making technique that only considers the
order of the computing resource. All computing resources are placed in an
ordered list. The tasks will be sent to the computing resource based on the
computing resource’s order. The destination where the task will be sent is
based on where the previous task was sent. The task will be sent to the next
computing resource on the list. Once the end of the list has been reached,
the order will go back to the beginning and the task will be sent to the first
computing resource on the list. This algorithm ensures that the MEC device

and all of the UAVs receive an equal number of tasks.

5.2 Highest Energy First

The Highest Energy First (HEF) decision-making technique only considers
the computing resources’ remaining energy levels. All of the UAVs regularly
update one another with their remaining battery levels. When a UAV re-
ceives a task from an IoT device, it first finds the computing resource with

the highest remaining energy. Then it determines the difference between the
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highest remaining energy level and the current UAV’s energy level. If the
difference is greater than the 1% threshold, then the task will be offloaded
to the computing resource with the highest remaining energy, otherwise, the
task will be computed locally. The 1% difference is to show that the high-
est remaining energy is significantly higher than the current UAV’s energy
level. If the current UAV’s energy level is the same as the highest remaining
energy level, then the task should be completed locally because otherwise,
the network will spend communication resources to offload a task that can
be done at a destination that has the same remaining battery level. There
is an assumption that the MEC devices will have an unlimited amount of
power, therefore to prevent a situation where all the tasks are sent to MEC,
the number of times a task can be sent to MEC is limited to 20%.

Algorithm 1 Highest Energy First Offloading

1: destination = random(1, (J + 1))

2: if destination == MEC then

3: destination = MEC’s ID

4: end if

5: highestEnergy = current UAV’s remaining energy
6: fori=1. J do

7: remainingEnergy = UAV,’s remaining energy level
8: if remainingEnergy > highestEnergy then

9: highestEnergy = remainingEnergy

10: destination = UAV;’s ID

11: end if

12: if highestEnergy - currentEnergy < threshold then
13: destination = current UAV’s 1D

14: end if

15: end for
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5.3 Lowest Queue Highest Energy First

The Lowest Queue Highest Energy First (QHEF) technique considers both
the computing resources’ queuing time as well as the remaining energy level
in their offloading decision-making. Similar to the HEF technique, all of
the UAVs regularly update one another with their current remaining energy
levels and queue time. Queue time is considered to be the total time it will
take for the computing resource to compute all of the tasks currently in its
queue. When a UAV receives a task from an IoT device, it first finds the
computing resource with the lowest queue time. If the lowest queue time is
0.5 seconds lower than the current UAV’s queue time, then that computing
device can be a potential offloading destination. Next, the algorithm will find
the computing resource with the highest remaining energy level among the
potential offloading destinations. If the current UAV can find a computing
resource that meets all of the conditions above, then the task will be offloaded,

otherwise, the task will be computed locally.
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Algorithm 2 Lowest Queue Time and Highest Energy First Offloading

destination = Current UAV’s ID
lowestQueue = Current UAV’s queue delay
highestEnergy = Current UAV’s remaining energy
// find the UAV/ MEC with the lowest queuing delay
fori=1..(J+1)do

queue = UAV; or MEC’s queue delay

if queue < lowestQueue then

lowestQueue = queue
destination = UAV;’s ID

end if
: end for
// Check to see if the difference between the queuing delays is significant
. if (gDelay - lowestQueue) < delayThreshold) then
destination = current UAV
highestEnergy = current UAV’s energy
: end if
: // find the UAV/ MEC with the highest remaining energy
cfori=1..(J+1)do
energy = UAV; or MEC’s energy
if energy > highestEnergy then

highestEnergy = energy

destination = UAV;’s ID
end if
: end for
// Check to see if the difference between the energy levels is significant
. if (highestEnergy - current UAV’s energy) < energyThreshold) then
destination = current UAV’s 1D
lowestQueue = current UAV’s queuing delay
highestEnergy = current UAV’s energy
: end if

W NN NNIRNIRNIRNIRNIDRNLDLN /= = — e e el e e
SEPISFT LS - OV PTG A WY D
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5.4 (Q-Learning

5.4.1 Objective

The Q-Learning algorithm has a multi-objective function, it consists of two

objectives: minimizing the minimum remaining energy, Tﬁ, and the total

number of deadline violations v;4.

Maximize:
. 1-W
W min Tﬁ i 5 V(i) (5.1)
I jeTJ
teT
5.4.2 State

The state consists of the task type (k), all of the computing resources’ current
CPU delays (Ajecs+), and all of the UAVS’ current battery levels (T]L,6 7)-
The state can be defined as

Sor = {k, Ajrc s+, T]L,Ej}. (5.2)

5.4.3 Action

Each UAV is an independently trained agent that determines the destination
where the task will be computed. Therefore the action space of each agent

can be defined as

A= f{apesh, (5.3)

where x is the computing resource that will execute the task. There are
three possible options for x. The task can be computed locally, be offloaded
to another UAV, or be offloaded to a nearby MEC server. The agent uses

an epsilon greedy policy to select the action based on the Q-value of each
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potential action calculated by Eq. (2.2) at the current state.

5.4.4 Reward

The reward function (Rgy) is defined as follows,

Ror = (Y, = 1) + (1 = E(vj,4)) + Vj * E(v),.0)) (5.4)
2, if E(Tﬁ) — maxj/EJ(E(Tﬁ)) > —€

Th =230, if E(TF) — max;c s (E(TF)) < —2xe (5.5)
1, otherwise,

(40, it E(v;, ) =0
20, i E(u;,4)) =0
—10, if 35" € (T/(jr U jo))(E(vje)) =0

[~ 1,  otherwise.

(5.6)

In the battery level term of the reward (T7 — 1), if the difference be-
tween maximum battery capacity and the expected battery level is smaller
than threshold e, then the battery level reward will be equal to 1. If the dif-
ference between the maximum battery level and the expected battery level
is greater than or equal to 2e, then the battery level reward will be equal
to -1. When the difference between the maximum battery capacity and the
expected battery level belongs to [e, 2e|, then the battery level reward will
be 0.

The second portion of the reward ((1—E(vj,+)) + Vi *E(v;,))) depends
on whether the action leads to a deadline violation. E(v,, )) indicates to us if
a deadline violation has occurred. E(v,, +)) equals 1 if a deadline violation has
occurred and equals 0 otherwise. Vf; determines the severity of the negative

reward for a deadline violation. The level of severity depends on whether
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a deadline violation could have been avoided with a different action. If a
deadline violation is inevitable, then the severity is low. If the MEC device
was idle, the agent should be encouraged to send the tasks to be completed at
the MEC device. Therefore if a deadline violation could have been prevented
if the task was sent to the MEC device, the most severe penalty is assigned.
If the deadline violation could have been prevented by not offloading the task
in the first place, the agent will receive the second-highest penalty. There
were communication and computational resources that did not have to be
used on a task that could have been performed locally. Finally, if a deadline
violation could have been prevented by sending the task to any other UAV,
the agent would receive the third-highest penalty.
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5.5 Deep Q-Learning
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Figure 5.1: Deep Q-Learning smart farm system

5.5.1 Objective

The Q-Learning algorithm was extended by replacing the Q-tables with deep
neural networks (DNN). Because it is an extension, the objective, action, and

reward function remain the same.

5.5.2 State

Because DQL uses DNN instead of a Q-table to determine the Q-values of

each action, the state space seen in Eq. (5.2) was expanded. The state of
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the DQL algorithm contains task’s type k, all computing resources’ current
queuing delay Ajc 7+, all of the UAVS’ current battery level TJL,E 7, and all
transmission delays between all computing resources A;P €77 The state is

RETT"
defined as,

] +
Spar = {k. Ajreg+, Yhe s, Aj.;§§+}. (5.7)

5.5.3 Neural Network Architecture

The architecture of the DNN used in the DQL algorithm consists of an input
layer with 10 neurons, two hidden layers with 32 neurons each, and an out-
put layer with 5 neurons. The hidden layers both used the ReLLU activation
function. The DNN used the Mean Squared Error function for the loss func-
tion. The optimization function was Adam Optimizer with a learning rate
of 0.001.

5.5.4 Reward

The reward function for the DQL algorithm is shown in Eq. (5.4).

5.6 Deep Risk Sensitive Q-Learning

DRS Q-Learning is an extension of the work of Pamuklu et al. in [98]. The
objective function consists of three objectives: maximize the hovering time
of the entire UAV network, minimize the uplink delay for processing a task,
and guarantee that the total number of deadline violations will not exceed
a specified threshold. To achieve those objectives, the problem definition is

formulated as
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Maximize: (5.8)

1-W
AR
Subject to: (5.9)
Z vy <V,

G0 e(T,T)

where Tﬁ is the current remaining battery level for UAV j’, § is the mean
uplink delay, v is a binary indicator of whether a task has violated its
deadline, and V is the maximum number of total deadline violations allowed.
The weighting factors for consideration of the hovering time, and mean delay

are W and ©M respectively.
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Figure 5.2: Deep Risk Sensitive Q-Learning system

5.6.1 State

Because a DNN is used to predict the Q-values instead of Q-tables, the state

set from [98] can be expanded to include the transmission delays between all
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of the computing resources in the network. Therefore the state for the DRS

method can be defined as
R
SDRS = {kaAj’€J+>T]l'/’ej7A;£§g+aji}a (51())

where £ is the task type, Ajcz+ is the CPU delays for each UAV and MEC
device, TJL,E 7 are the current battery levels of all UAVs, A;Z g?i
transmission delays between all UAVs and MEC devices, and j; is the UAV

that first received the task from the IoT device.

are the

5.6.2 Risk State

An action can put the agent in a risk state, the action leads to a task ex-
ceeding its predetermined deadline. A risk state can be defined as a state in
Sprg where a deadline violation will occur. Therefore the set of risk states
Q) can be defined as

Q = {w|w € Sprs and E(v;, ;)) = 1}. (5.11)

5.6.3 Reward

The reward function Eq. (5.12) corresponds to how well the agent is ad-
hering to the objectives defined in Eq. (5.8) [98]. The (T} — 1) portion is
proportional to how the action impacted the battery level of the comput-
ing resource that computed the task. A; is the mean uplink delay of the

computing resource a after the task was added to its queue.

Rprs = — |[W(TE —1) - * A, (5.12)
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5.6.4 Risk

The risk function can be defined as

- “VE S €Q

-1, otherwise

(5.13)

It addresses the risk constraint defined in the objective function Eq. (5.8).
If the agent reaches a risk state, then the agent will be penalized. The
magnitude of that penalization is determined by VjLa. If a deadline could

have been avoided, then the magnitude of Vﬁl is high, otherwise it is low.

5.6.5 Policy

The agent uses an epsilon greedy approach to select an action from Eq. (5.3).
Each agent has a Deep neural network (DNN) to predict Q-values for the
risk (Qrisk) and reward (Qyewara) for each action. The two predicted Q-values
are inputs in a function to determine the final Q-value, Q,, for each action.
The agent then selects the action with the lowest Q, value. The function to

determine Q, is defined as follows

Qa - C * Qm‘sk + (1 - C) * Qreward' (514>

¢ determines the focus of the agent, a high ( value means that more focus
is put on avoiding the risk state, whereas a low ( means that the focus is
more on optimizing the hover time and mean uplink delay. The value of
¢ is updated dynamically after an episode in accordance with Algorithm 1
described in [98].

Each independent agent has two DNNs to predict the Q-values for the risk
and reward values for every action. The DNN consists of two hidden layers
with 32 neurons with ReLu activation each. The DNNs were trained using

a batch size of 500 and an experience replay size of 100k entries. The DNN
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Figure 5.3: Deep Risk-sensitive Q-value generation process

uses an Adam optimizer with a learning rate of 0.001 and a Mean Squared

Error loss function.

5.7 Deep Risk Quantification Q-Learning

5.7.1 Objective

There are three objectives in the RQ approach. First, maximize the hovering
time of the UAV network by extending the UAV with the lowest battery
level (minjie; Tﬁ). Second, minimize the mean uplink delay (). Unlike the
DRS approach, there is no hard constraint on the total number of deadline
violations, instead, the third objective is to minimize the number of severe
deadline violations E(v; ) = 1.

Maximize:

1-wW 1-W
AR
W ?16151Tj, ~ 57 @Mé orrr E E(vgis) (5.15)
G0 eI, T)
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Figure 5.4: Deep Risk Quantification Q-Learning system
The state used in this methodology is defined in Eq. (5.10). The agent

uses the epsilon greedy approach to select an action from the set of actions
defined in Eq. (5.3).
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5.7.2 Risk Cost Functions

This approach has three metrics to evaluate the potential cost of each action
in terms of risk, the cost of end-to-end delay, the cost of energy, and the total
cost.

The end-to-end delay risk cost function takes the task’s current end-to-
end delay (A ) as an input and determines the risk cost of the task based

on the distance between the A, and the task’s deadline.

—E(Ayy) if Ay <f

G
Ca(Ayny) =0 if Ay =8, (5.16)
E(Ayay) if Mgy >y

Where: E(A(;y) = h(j,t>|(7D = Al

(VA2

+(1 = hya)l (VG — Aga)l” (5.17)

The energy risk cost (C.) is the cost corresponding to the UAV’s current
battery level. The battery level will inevitably decrease as the UAVs are in
operation in the smart farm network, however, certain actions will lead to
a higher increase in energy consumption than others. In addition, as the
UAV’s battery level gets closer to complete depletion, the situation becomes
more risky because the UAV is getting closer to becoming inoperable. The
significant increase in risk is shown in the exponential growth (g) in the
energy risk cost equation,

Co(YH)y=(1—"Ti), (5.18)
where the input is the UAV’s current battery level, and the output is deter-
mined by the distance between the current battery level and the full battery
capacity.

The total cost determines the current overall risk level of the UAV after
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the action. It consists of the energy risk cost (C.) and the end-to-end delay

cost (Cq). T is the energy risk cost’s scaling factor.

CT = F*Ce—i—Cd (519)

5.7.3 Risk Measurement

The total cost of an action, (Cr, ), is calculated after the action is performed.
(Cr,) is added to an ordered list of the total costs (Z;,) for all of the previous
n — 1 actions that agent j, performed. Including (Cr,), there is a total of n
elements in (Z;,) at time ¢. The lowest §% of n elements in Z;, is stored
in a list called Zr, . The highest §% of n elements in Z;, is stored in a list
called Zp, . The risk caused by action a is measured by taking the mean
of the highest §% costs and the lowest §% costs. The equation for the risk

measurement after action a is defined as

77 o ZZLja + ZZLja

[0
00 ¥ M

(5.20)

5.7.4 Reward

The reward function considers the effect of the action on the current UAV
and the UAV with the highest costs. Therefore, in the reward functions,
there are two reward values: the value for the current UAV (1) and the
value for the UAV with the highest costs (f,,,). The reward function Rpq is
defined as

Rrq = (1= B)pe + Biim, (5.21)

where [ is the magnitude consideration given for the current UAV’s costs.
The reward values p. and g, can both be defined by Eq. (5.22). The
magnitude of the reward value depends on the UAV’s CVaR value before (7,)
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and after (7,) the action was executed. The agent should be encouraged to
select the action that decreases the UAV’s average risk cost (i.e. 1, < 1,).
Therefore the agent will be rewarded with positive values for reward. If the
UAV’s average risk cost stayed the same, (i.e. 7, < 7,), this is acceptable
behavior but not ideal, which is why the agent’s reward is still positive but
the magnitude is not high. If the UAV’s average risk costs are increased, then
the agent chose an action that significantly increased battery consumption,
uplink mean delay, or exceeded the deadline violation of a dangerous task.
The agent is discouraged from this behaviour by being awarded negative
rewards. The formula to determine the value of the reward value for a UAV

(p) is defined as

(20, if (1, < 1p) A (1 < 0)

10, if (1a < mp) A (

L, if (e < 7mp) A (Na

5, if (a = mp) A (1a

=192, if (7 =) A (12 =

=5, if (Na = np) A (02 > 0)

L if (e > np) A (72 < 0)
=1, if (2 > ) A (. = 0)

| —10, if (12 > mp) A (12 > 0).

(5.22)

5.7.5 Risk Quantification Parameters

In terms of the cost function parameters for the RQ method, the energy risk
growth is equal to 2 (¢ = 2), the fire task end-to-end delay risk growth value
of 8 (s = 8), and the other task risk growth value of 1 (w = 1). For the risk

measurement, an « value of 2 was used. In RQ’s reward function, g = 0.75.
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Chapter 6
Simulation

All of the proposed task-offloading decision-making algorithms used the same
simulation tool. To compare the performance of the different algorithms, key
performance indicators (KPI) such as remaining energy levels, percentage
of deadline violations, and distribution of percentage of deadline violations
were used. These KPIs evaluated the efficacy of the proposed algorithms in

achieving the objectives.

6.1 Simulation Tool: SimubG

The UAV-MEC smart farm was simulated using the Simub5G [99] library on
the Omnet++ platform [100]. SimubG provided the modules to simulate a
wireless network that complies with 3GPP standards for 5G and Long-term
evolution (LTE).

6.2 Key Performance Indicator (KPI)

The following key performance indicators were used to evaluate the perfor-

mance of the proposed decision-making algorithms.
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6.2.1 Remaining Battery Levels

As shown in Eq. (6.1), a UAV’s remaining battery level (Yy), is the amount
of power the UAV has left at the end of the simulation (1), divided by the
total power capacity (T7).

TR
Yy =L (6.1)
17

The minimum remaining battery levels were used to compare the algorithms’
performance in terms of energy. The minimum remaining battery level indi-

cates how long the entire UAV network can last hovering above the farmland.

6.2.2 Percentage of Deadline Violations

According to Eq. (4.11), a deadline violation occurs when the uplink delay

exceeds the task’s predetermined deadline.

Deadline Violation Percentage Per Node

Out of all deadline violations that occurred in the network, the percentage of
those deadline violations that occurred at computing resource t. In Figures
6.7, 6.9, and 6.12, they compare the deadline violation percentage.

Deadline violation Per Task Type

The task type of each deadline violation was monitored. In Figures 6.10 and

6.13, they compare the proportion of the deadline violation per task type.
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6.3 Farm Environment

The farm environment had 16 [oT devices, 4 UAVs, and 1 MEC device. In
the simulation, the IoT generated fire detection, pest detection, and growth
monitoring tasks. An exponential distribution was used to model the tasks’
interarrival time (1/)).

There is an assumption that the MEC device has more computing re-
sources and therefore the MEC’s processing times (75@ (MEQ)) for all tasks
are two times faster than the UAVS’(”yg’t> (UAV)) processing times.

6.4 Energy Consumption Parameters

The parameters in Table 6.1 and Eq. (4.9) were used to model the remaining
UAV energy in our simulations. There is an assumption that this simulation
used a battery that is similar to the one found in [101]. To calculate the
power consumption of hovering, Equation 2 from [102] was used, as well as
their assumptions such that that the UAV will have: 4 rotors, fluid density of
1.204kg/m3, rotor disc area of 0.2m?, frame’s mass M = 1.5kg, and battery
and payload b = 3 kg. The equation from [102] is shown in Eq. (6.2), where
W is the mass of UAV in kg, b is the mass of the battery and other payloads
in kg, g is gravity in Newtons, p is the fluid density in kg/b%, ¢ is the rotor
disc area in m?, and n is the number of rotors. To derive the hovering power

consumption, the implementation of Equation 2 is as follows,

s | g3
P=(M+b)? Do (6.2)

, 9.83
P=(15+3)> \/2(1.204)(0-2)(4)

~ 211W att — hour.
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Table 6.1: UAV Energy Consumption Parameters

Power Consumption Parameters | Value (Watt-hour)
Fully Charged Battery 570, 627
Hovering 211
Antenna 17
Idle CPU ! 4320
Busy CPU 12960

In all simulations, the following energy consumption values were used with
Eq. (4.9). A UAV hovering (T}) consumed 211 watt-hours. The antenna
(T#) needed 17 watt-hours. The CPU needed 4320 watt-hours to operate if
it is idle (T1), and 12960 watt-hours if the CPU is computing a task (T¢).

The power consumption parameters are summarized in Table 6.1.

6.5 Results

6.5.1 Performance Evaluation of Proposed Reinforce-
ment Learning Techniques
All proposed reinforcement learning techniques used the following RL pa-

rameters, a learning rate of 0.05, and a discount factor of 0.85. All models

were trained using a dataset of 100 recorded simulations.

Tdle and running CPU energy consumptions are selected based on limited simulation
time. Thus, UAVs that will operate for ten hours can be simulated, and the difference in
energy performance between the methods can be tested.
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Q-Learning

200
Q

3 100-

(V)]

£

(0] 0 -

C

@]

< —100 A

©

M©

= 200 -

o

(O]

2

S 3001

3

S

3 —400 -

~500 1+ ! | .

0 20 40 60 80 100 120
Number of Episodes (500 Episodes per tick)

Figure 6.1: Q-Learning reward convergence

Figure 6.1 shows Q-Learning’s cumulative reward per episode after a total
of 60K episodes. The solid lines show the agent’s average cumulative reward
for every 500 episodes. The shaded area shows the maximum and minimum
cumulative reward for every 500 episodes. Figure 6.1 demonstrates that the
cumulative reward converges after approximately 55k episodes. The agents

all converged to an average cumulative reward of 100.
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Deep Q-Learning

200

Q
©
(@]
(V)]
3
L
(]
C
@]
£ —100 A
©
M©
= 200 -
o
(O]
2
S 3001
3
S
3 —400 -
_500 T T T T

0 10 20 30 40 50
Number of Episodes (100 Episodes per tick)

Figure 6.2: Deep Q-Learning reward convergence

Figure 6.2 shows the average cumulative reward of the DQL method after
a total of bk episodes. The figure demonstrates that the average rewards
began converging after 4200 episodes. Adding a DNN improved the speed
and variation of achieving convergence. Firstly, the DQL method was able
to reach the optimal reward 13 times faster than the Q-Learning. In both
Q-Learning and DQL methods, the variation of the reward gets smaller as
the number of episodes increases. This indicates that the agents get better at
learning the optimal solution. The variation in the DQL method’s cumulative

reward decreases quicker than in the tabular Q-Learning method. This is
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because as the number of episodes increases, the DNN in the DQL method

gets better at predicting the Q-value associated with each action.

Deep Risk-Sensitive Q-Learning
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Figure 6.3: Reward convergences of Deep Risk-Sensitive and Risk-Sensitive
methods
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Figure 6.4: Risk convergences of Deep Risk-Sensitive and Risk-Sensitive
methods
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Figures 6.3 and 6.4 show that deep learning enabled the DRS agents to find
the optimal solution 5 times faster than their tabular risk-sensitive counter-
parts. The risk and reward converged after around 16.25k episodes, while
the tabular risk-sensitive method converged after around 95k episodes. The
variances in the cumulative reward and risk values were also reduced in DRS
because DNNs were more accurate at predicting the risk and reward Q-
values. In addition, the DRS agents were able to find an optimal solution

with a lower reward compared to the risk-sensitive agents.

Deep Risk Quantification Q-Learning

In Figure 6.5, the cumulative reward of an episode for the Risk Quantification
(RQ) method after a total of 10k episodes. The RQ method’s reward was

able to achieve convergence after 8750 episodes.
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Figure 6.5: Risk Quantification Reward convergence

6.5.2 Comparing Rule-Based Heuristic Techniques with
Q-Learning Techniques

Simulation Parameters

The simulation time was 50s (T = 50). The battery capacity for all UAVs
was 570 watt-hour. The task simulation parameters from Table 6.2 were

used.
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Table 6.2: Task Parameters for Q-Learning Simulation

P P

Task Type 1/ |70, (S&’Q/ o 1\74%% |
Fire detection 0.25s | 0.3s 0.1s 0.05s
Pest detection 0.25s | 0.8s 0.5s 0.25s
Growth monitoring | 0.5s | 5s 0.1s 0.05s

All simulation results are generated from the mean results from 10 runs

with different seeds.

Energy Performance

Out of all the algorithms displayed in Figure 6.6, RR had the lowest re-
maining battery level in every UAV. This is because unlike all of the other
algorithms, RR has no consideration for energy in its decision-making algo-
rithm. Because of the even task distribution, RR did not take advantage of
the MEC’s unlimited power supply and more powerful computing resources.
This is demonstrated in the low remaining energy levels in all the UAVs
in Figure 6.6, and the low percentage of deadline violations in the MEC in
Figure 6.7. Out of all the non-machine learning algorithms, QHEF had the
best performance. It had the highest minimum remaining battery level, as
well as the highest remaining battery level in all nodes. Compared to the
machine learning algorithms, it is lower by a difference of 2 to 4. The differ-
ence between QHEF’s and DQL’s highest minimum remaining battery level
is approximately 2%.

In Figure 6.6, tabular Q-Learning had the highest remaining energy level
across all of the UAVs. It significantly performed better than the non-
machine learning algorithms. There was a difference of approximately 4
between Q-Learning’s remaining energy level and QHEF’s remaining energy
level in each UAV. DQL performed better than the non-machine learning
algorithms, but was worse than tabular Q-Learning by a difference of 1-2, as

evidenced in Figure 6.6.
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Figure 6.6: Remaining energy comparison between heuristic rule-based tech-
niques and Q-Learning techniques
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Deadline Violation Performance
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Figure 6.7: Deadline violation percentage comparison between heuristic rule-
based techniques and Q-Learning techniques

Figure 6.7 shows that out of all the heuristic rule-based algorithms, RR had
the lowest total percentage of deadline violations. In this decision-making
algorithm, the tasks are evenly distributed among all computing resources.
This is why the percentage of deadline violations is similar across all UAVs.
HEF had the highest total percentage of deadline violations. Unlike the other
algorithms, HEF only considered the computing resources’ remaining energy
levels. Most of HEF’s deadline violations occurred at the UAVs and not the
MEC. In terms of the percentage of deadline violations, QHEF performed
better than HEF but worse than RR. QHEF considered both queuing time
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and energy, however, it sent all of the tasks to the MEC device which in-
creased the MEC device’s queue time and therefore increased the number of
deadline violations.

Q-Learning significantly outperformed the non-machine learning algo-
rithms in terms of deadline violations. Figure 6.7 illustrates that there is
a difference of 10 between the RR and Q-Learning’s percentage of dead-
line violations. Deadline violations are where DQL began significantly out-
performing the non-machine learning algorithms. DQL had approximately
12 times fewer deadline violations than the leading heuristic algorithm RR.
QHEF and HEF had approximately 15-16 times more deadline violations
than DQL. It also performed better than Q-Learning by a difference of 1.

Figures 6.6 and 6.7 show that the non-machine learning algorithms’ per-
formances fall behind the machine learning algorithms in terms of energy and
deadline violations. In terms of deadline violations, the machine learning al-
gorithms had significantly lower deadline violations. This can be attributed
to the fixed nature of the heuristic algorithms. The heuristic algorithms make

decisions based on fixed rules that do not adapt to the changing situation.

6.5.3 Comparing Risk-Sensitive Techniques With Tra-

ditional Q-Learning Techniques
Simulation Parameters

The simulation time was 50s (T = 50). The battery capacity for UAVs 1 and
2 UAVs was 570 watt-hour each. The battery capacity for UAVs 3 and 4 was
670 watt-hour each. The task simulation parameters presented in Table 6.3

were used.
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Table 6.3: Task Parameters for Risk-Sensitive Simulation

P P

Task Type (1/X) 7@@ (Ui]At\é') (M%J%)
Fire detection 0.25s 1s 0.1s 0.05s
Pest detection 0.25s 2s 0.2s 0.1s
Growth monitoring | 0.5s | 155s | 1.5s 0.75s

All simulation results are generated from the mean results from 10 runs

with different seeds.

Energy Performance

In comparison to other machine learning algorithms, Q-Learning outper-
formed the other algorithms in terms of remaining energy. In Figure 6.8,
Q-Learning’s remaining energy level was 1-2% higher than DQL across all
UAVs. Unlike the Risk Sensitive method, there isn’t a big range in remain-
ing energy levels amongst all the UAVs. The UAVs’ remaining energy levels
are within less than 1% of one another. DRS’ performance was comparable
to DQL’s. All of their remaining battery levels were within less than 1%
of one another in Figures 6.8 and 6.12. DRS also did not experience a big
range in energy levels among the UAVs like the Risk-Sensitive method. In
addition, its lowest remaining energy level was higher than Risk-Sensitive’s
lowest remaining level. DRS’ lowest remaining energy level was 81%, and
Risk-Sensitive was 78%, which shows a difference of 3. This could be at-

tributed to the usage of deep neural networks.
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Figure 6.8: Remaining energies of machine learning algorithms

Deadline Violation Performance

Q-Learning was outperformed by the other machine learning algorithms in
terms of the percentage of deadline violations. This was shown in Figure 6.9
where Q-Learning had the highest percentage of deadline violations amongst
all machine learning algorithms. Omne explanation is that Q-Learning has
limited state space and does not consider the transmission times between all
of the nodes in its decision-making algorithms. Figures 6.6 and 6.8 indicate
that Q-Learning prioritized preserving the UAVs’ energy levels rather than
the deadline violations. This is also confirmed in Figure 6.9, where most of Q-
Learning’s deadline violations occur in UAV3 and UAV4. In this simulation,
UAV3 and UAV4 have higher battery capacities than the other UAVs and
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Q-Learning chose to send more tasks to those UAVs to preserve the energy
levels of the other UAVs. DQL performed better than Q-Learning, but it
had approximately 1% more deadline violations than the methods than the
risk-sensitive methods.

The DRS method had the second lowest percentage of deadline violations.
DRS’ total percentage of deadline violations was 0.93%. It performed better
than DQL by 1. DRS’ better performance is attributed to its risk state. The
Risk-Sensitive and DRS methods both had a state space dedicated to the
anticipation of a deadline violation. This proved to be a better method of
avoiding deadline violations than the general state seen in Q-Learning and
DQL. The Risk-Sensitive and DRS methods’ total percentages of deadline
violations were 0.32% and 0.93% respectively.
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Figure 6.9: Deadline violation percentage among machine learning algo-
rithms

Figure 6.10 highlights that across all techniques, most of the deadline vio-
lations are fire tasks. The deadline violations are almost evenly split between
fire detection tasks and pest detection tasks in the Q-Learning technique.
The majority of DQL, risk-sensitive, and DRS’ deadline violations are fire

detection tasks.
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Figure 6.10: Deadline violation distribution by task for machine learning
algorithms

6.5.4 Comparing Deep Risk Quantification With Other

Deep Learning Techniques
Simulation Parameters

The simulation time was 5s (T = 5). The battery capacity for UAVs 1 and 2
UAVs was 570 watt-hour each. The battery capacity for UAVs 3 and 4 was
670 watt-hour each. The task simulation parameters from Table 6.3 were
used. All simulation results are generated from the mean results from 10

runs with different seeds.
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Energy Performance

According to Figure 6.11, DRS performed slightly better than RQ. DRS’ low-
est remaining energy level was 96.9%, meanwhile, RQ’s minimum remaining
energy level was 96.6%. RQ had the lowest minimum remaining energy levels
with the lowest remaining energy level at 96.6%. Its low remaining energy
level can be attributed to its focus on reducing deadline violations for risky
tasks like fire detection.
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Energy %

97.5 1
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Figure 6.11: Remaining energy levels of deep learning algorithms

Deadline Violation Performance

When DQL is compared to the other deep learning methods in 6.12, it has

a significantly higher percentage of deadline violations. 11% of its tasks
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were deadline violations compared to the 4-5% seen in the DRS and Risk
Quantification (RQ) methods. Unlike DQL, DRS and RQ both highlight
deadline violations as risky behaviour and train their agents to avoid the risk
if possible. RQ’s quantification functions enabled it to significantly reduce
the percentage of deadline violations. In Figure 6.12, it had the lowest to-
tal percentage of deadline violations at 4%. Most of its deadline violations
occurred at UAVs 1 and 2, unlike DQL and DRS whose deadline violations
mostly occurred at the MEC device.

12 4
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(o]
1

% of Deadline Violations

] u

0 I

UAV1 UAV2 UAV3 UAV4 MEC Total
DQL mmm DRS mm RQ]

Figure 6.12: Deadline violation percentages of deep learning algorithms
Figure 6.13 demonstrates that unlike all of the methods that came before

it, RQ was able to eliminate deadline violations for fire detection tasks. In
Figures 6.10 and 6.13, the fire detection tasks make up at least half of the
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deadline violations in all of the machine learning techniques aside from RQ.
The fire detection task has the shortest deadline and is one of the most fre-
quently received tasks. This increases the probability of a deadline violation
occurring. By quantifying the risks of violating a deadline violation for each
task type, R(QQ was able to eliminate fire task deadline violations, which in

turn reduced the total percentage of deadline violations.
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Figure 6.13: Deadline violation task distribution for deep learning algorithms
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Chapter 7

Conclusion and Future Works

7.1 Conclusion

Smart farming and precision agriculture are the answers for sustainably feed-
ing a population. They promote minimal waste of resources such as water
and pesticide, by constantly monitoring the state of the farm using sensors.
[oT-enabled cameras are an example of sensors that can be deployed across
the farm. They capture images from various points of view and the current
state of the farm can be determined through image classification. Information
is relayed from the sensors to a central server and decisions are made based
on the latest data. Many of the sensors and devices are battery-operated,
and to extend their operational time, UAVs and MEC devices can be de-
ployed as computational resources where the IoT devices can offload. Image
classification tasks such as fire detection can be both computationally inten-
sive and time-sensitive. Long delays can result in damages to the farm that
are beyond repair. In the proposed smart farm environment three things
are monitored using image classification tasks, fires, pests, and crop growth.
Due to their limited energy and processing power, the IoT devices offload
these tasks to nearby hovering UAVs. The UAVs are also limited in energy

capacity and all the tasks are time-sensitive, therefore the UAVs must decide
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whether to compute the task locally or offload the task. Each UAV has an
independent decision-making algorithm to help them decide where the task
will be computed. The objectives of the decision-making algorithms are to
conserve the UAVs’ battery while also minimizing the number of deadline
violations.

Three rule-based decision-making algorithms were introduced, RR, HEF,
and QHEF. These algorithms used rules based on heuristics to determine
the location to send the task. Four machine-learning techniques were also
introduced, Q-Learning, DQL, DRS, and RQ. These algorithms used RL to
evaluate the impact of each action on the long-term gain from achieving the
objectives. From the results, it can be concluded that the machine learn-
ing algorithms, Q-Learning, DQL, DRS, and RQ were better than the non-
machine learning algorithms. They performed better in terms of remaining
battery levels, and total number of deadline violations. The machine learning
algorithms were able to adapt to the changing situation, and some were able
to evaluate precisely the risk of each action. Meanwhile, the non-machine
learning algorithms like RR, HEF, and QHEF had rigid rules that were based
on heuristics. Some of the heuristics applied to certain KPIs, some were not.

Identifying deadline violations as a risk, reduced the percentage of dead-
line violations. Among the machine learning algorithms, DRS and RQ had
the lowest percentage of deadline violations. Furthermore, quantifying the
risk in terms of cost of damages, allows the agents to eliminate critical risks.
The two most common tasks that caused deadline violations were fire detec-
tion tasks and pest monitoring tasks. Because of its short deadline and high
occurrence, the fire detection task was responsible for at least half of the
deadline violations in all machine learning algorithms except RQ. Because
it was able to quantify the risk involved with violating a task deadline for
each task type, the RQ method was able to eliminate all deadline violations
for fire detection tasks. This led it to further reduce the number of total

deadline violations, and it had the lowest percentage of deadline violations
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among all machine learning algorithms.

7.2 Future Works

There are a few ways the work presented in this thesis can be expanded. The
current network topology remains static throughout the simulation, however,
UAVs are not always static and can be easily deployed. Further work can be
done to investigate how the proposed techniques fare with a changing network
topology. For example, an increase and decrease in the number of UAVs and
how the other UAVs can adapt to the changes. In addition, how does the
addition or deletion of new agents impact the ability to reach the optimal
solution? Different machine learning techniques such as federated learning
and graph neural networks can be explored to find the optimal solution in a
dynamic network topology.

Another avenue where the current problem can be explored is security.
Networks are prone to cyberattacks such as denial of service, and spoofing.
Nodes in a wireless network communicate through the air which makes them
particularly more susceptible to these types of attacks. The cyberattacks can
affect the network’s productivity and resources. A denial of service attack
can make the UAV unable to process tasks. A spoofing attack will artificially
increase the load of tasks which will quickly the UAVs’ battery levels as well
as increase the number of deadline violations because they are processing
tasks that are not legitimate. Not only do cyberattacks affect the network,
but they can also impact the agents’ training and their ability to reach an
optimal solution. A spoofing attack impacts the agents’ training data because
they are creating fake data which can mislead the agent into a false optimal
solution. Federated learning is a possible good candidate for this problem
because each agent trains their independent model, and then a global model
is formed based on an aggregation of a subset of models, the global model

is then distributed to all agents as the new baseline for their training. The
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distribution of the global model to all agents may help prevent an agent
from being skewed by spoofed data. There are also iterative methods and
adversarially robust techniques to investigate to improve the deep neural

network against adversarial attacks.
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