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ABSTRACT

This study discusses the generation of the minimum length checking sequences for
FSM-based protocol conformance testing. The discussion focuses on finding the minimal
length of resulting checking sequences for an FSM under different conditions. Wichout
interlcaving state identification and transition verification sequences, four methods (D-
method, W-method, Wp-method and UIOv-method) of generating minimum length test
sequences for FSM; with reliable reset feature are reviewed and proved to construct
checking sequences. These four methods are then improved to generate minimum length
checking sequences for FSM;g without reliable reset feature and proved to construct
checking sequences. Moreover, the effects of interleaving the state identification :.nd
transition verification sequences on the length of the checking sequences are studied. An
algorithm for interleaving the state identification and transition verification sequences
generated by the above four methods with reliable reset feature is proposed. It is observed
that the reduction in the length of checking sequences due to interleaving is significant.
Finally, the two general models for constructing minimal length checking sequences using
distinguishing sequences with interleaved state identification and transition verification
sequences are proposed. The proof for the first model to find a minimum length checking
sequence in polynomial time is provided. The sequences generated by using both models
arc proved to be checking sequences. Examples are provided as applications of all the

proposed methods and models.
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1. INTRODUCTION
1.1 Background

A communication system uses a precise set of rules, called a protocol, to define the
orderly exchange of interactions among the elements of the system. A statement of a
collection of such rules is called a specification for the protocol. In order to climinate
ambiguities and incompleteness in the protocol specification, protocols are typically
modeled as extended finite-state machines [BOC82] where the control portion is a finite-
state machine (FSM) and the data portion consists of program segments. The discussions
on the data portion of protocols can be found in [URA91b][URA87][SARST]. In this
thesis, we will focus on the control portion of a communication protocol (hencelorth
referred to as protocol or FSM-based protocol for simplicity). The state of an FSM is
defined as a stable condition in which the FSM rests until a stimulus, called an input, is
applied. The FSM generates a response, called an output, (which may be null) when an
input is applied, and moves into the next state (which may be the same as the previous
state) where it stays until the next input is applied. An FSM is defined as two functions,
namely next state function, S X I-> 8 and output function, S X I -> O where S,L,Oare

finite non-empty sets of states, inputs, and outputs, respectively.

To ensure the successful exchange of information betwecn the communicating
entities, every protocol implementation must be tested for conformance to the specification
of the protocol. This procedure is called protocol conformance testing[RAY87]. It is
usually carried out by applying, by means of an upper and a lower tester, a selected
sequence of inputs to an implementation under test and verifying that the corresponding
sequence of outputs is as expected according to the specification of the protocol

[AHO88][SID89].



Practical limitations make the protocol conformance testing impossible to be
exhaustive, and economic considerations may restrict testing still further [RAY87].
Therefore, only a partial behavior of an implementation will be checked for conformance to
the protocol specification. It is assumed that by checking a limited set of behaviors of a
protocol implementation, its conformance to the specification can be assured to an
acceptable level [SID90). In general, the transition level behavior is chosen as the partial

behavior to be checked for the implementation of an FSM [KOH78].

Foundations of testing the implementation of a system modeled as an FSM can be
found in sequential circuit testing literature [GON70][HENG64][KOH78], where
determining, under certain assumptions, whether any given “black box” implementation of
an FSM is functioning correctly is referred to as a fault detection experiment. This
experiment consists of applying an input sequence, observing the actual output sequence
produced in response to the application of the input sequence, and comparing the actual
output sequence to the expected output sequence. The applied input sequence and the

expected output sequence form a checking sequence.

The construction of a checking sequence must deal with the "black box" nature of a
given implementation M' of an FSM M which aliows only limited controllability and
observability of M'. The limited controllability refers to not being able to directly transfer
M to a designated state and the limited observability refers to not being able to directly
recognize the current state of M". In order to overcome the restrictions imposed by the
limited controllability and observability, some special input sequences must be utilized in
the construction of a checking sequence such that the output sequences produced by M' in
response to these input sequences provide sufficient information to deduce that every state
transition of M is implemented correctly by M. That is, in order to verify the state
transition from state sj to sk under input x,

a) before the application of x, M' must be transferred to the state recognized as state sj,



b) the output produced by M' in response to the application of x must be as specified in M,
¢) the state reached by M' after the application of x must be recognized as sk .
Hence, a crucial part of testing the correct implementation of each transition is (1)
recognizing the starting and terminating states of the transition (itcms a) and ¢) above), (2)
verifying the output generated by the transition (item b) above). The recognition of a statc
of an FSM M can be achieved by using some special sequences called state
identification/verification (SIV) sequences. Each state in FSM M is uniquely characterized
by its SIV sequence(s).

Some commonly used SIV sequences are derived from distinguishing sequences
(D) [GON701[KOH78], characterizing sequences [GIL62] [CHO78][KOH78], and unique
input/output (UIO) sequences [SAB85][SAB88]. Based on distinguishing scquences,
characterizing sequences, and UIO sequences, a variety of the formal methods for the
construction of checking sequences have been proposed in the literature [GONT70]
[HENG64] [SID89] [CHA89]. However, these methods do not make an attempt o construct
minimal length checking sequences and do not provide proof that the resulting sequences

are indeed checking sequences.

In the literature, adaptations of these methods to an FSM-based protocol
specification yield a sequence of inputs and outputs, known as a test sequence, which,
when applied to an implementation of the FSM, is considered to verify all specified
transitions. Such applications consist of three phases. In the first phase, SIV sequences arc
constructed. In the second phase, a test segment for each transition in the FSM is formed.
A test segment for a transition is a sequence of inputs and outputs which consists of an
input (with its expected output) that forces the FSM undergo the transition, and an SIV
sequence that checks whether the FSM has reached the expected state, Finally, in the third
phase, first, the SIV sequences are joined to form a state identification sequence and the lest
segments are joined to form a transition verification sequence, then statc identification and

transition verification sequences are put together to construct a test sequence for the FSM.
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According to whether SIV sequences are used or not, or the kind of SIV sequences
utilized, test sequence generation methods can be classified as the transition tour method (or
T-method) [NAIS1][UYAS86] where no SIV sequences are used, the distinguishing
sequence method (or DS method or D-method) [SID89], the characterizing sequence
method (or W-set method or W-method) {SID89], and the unique input/output sequences
method (or UIO-method or U-method) [SAB8S51[SAB88]J[AHO88] where the SIV
sequences which are derived from the distinguishing sequence, the characterizing

sequences and the unique input/output sequences, respectively, are used.

Except the T-method, all other test sequence generation methods reveal faults both
in the output and in the next state function of the FSM. The test sequences generated by the
T-method can only detect faults in the output function [SID89]. The ability of detecting
faults for a test sequence generated by a test sequence generation method is called the fault
coverage of the method [SID895]. In general, a test sequence generated by these methods
should be expected to be as short as possible, while covering as many faults as possible.
For example, a modified W-method called Wp-method [FUJ91] is considered to be better
than the W-method since the Wp-method generates shorter test sequences than those
generated by the W-method while maintaining the same fault coverage as the W-method.
Similarly, the UIO-method is considered to be better than the D- and W-methods [SID89].
However, contrary to this claim, it is found that the actual fault coverage of the UIO-
method is weaker than that of the D-method and the W-method [CHAR89], since the
uniqueness of UIO sequences may not hold in a faulty implementation of an FSM. A
method called UIOv-method has been proposed to overcome the weakness of the UIO-
method [CHAS9].

Reductions in the length of the test sequences have been achieved by integrating
graph theoretic approaches into the third phase of the construction of a test sequence, that

is, combining test segments optimally, while maintaining the fault coverage of the related



method. The method proposed by Uyar & Dahbura [UYA86] (henceforth called the T/CPT
method) combines the T-method with the solution for the Chinese Postman Problem (CPP)
[KUA®62], for which efficient algorithms exist [EDM73). The method proposed by Aho e
al. [AHO88)] (henceforth called the SUIO/RCPT-method) employs the solution for the
Rural Chinese Postman Problem (RCPP) [KUAG62] to optimize the length of a test
sequence generated by the UIO-method. Finding the solution for the Rural Chinese
Postman Problem is known to be NP-complete in the most gencral case [LEN76).
However, it is shown in [AHO88] that a polynomial-time algorithm exists for determining
a minimum-length test sequence if the graph representation of the protocol posscsses
certain structure (i.e. the protocol satisfies certain sufficiency conditions). The solution for
the Rural Chinese Postman Problem has also been applied to the D-method and the W-
method, which forms the D/RCPT-method and the W/RCPT-method, rcspectively
[URA%1a].

There is, however, a theoretical limitation on the maximal reduction on the length of
a test sequence. Existing efficient algorithms [AHO88], [SAB&8], [SHEB9], [UYARB6]
find minimum-length test sequences for FSM's without attempting to overlap test
subsequences. Although further reductions in the length of a test sequence can be achieved
by allowing such overlaps, it has been shown that to do so is NP-complete in the general
case. This implies that it is unlikely that an efficient algorithm exists for finding an optimal
length test sequence. It does not, however, preciude the possibility of reducing the length
of a test sequence by attempting to overlap test subsequences in a heuristic manner

[(BOY91].

1.2 Motivation and Objectives

Although above mentioned test sequence generation methods atiempt 1o produce as

short a test sequence as possible which may cover as many faults as possible, they still



have some problems in verifying the correctness of an implementation of an FSM. One
problem is that some methods, including W_method [CHO78], Wp-method [FUJ91],
UIOv-method {VUO89], assume that the "reset” feature (i.e., a reset input taking the FSM
from any state to the initial state while producing a null output) is correctly implemented by
an implementation under test. This assumption is reférred to as the reliable reset feature in
the literature. However, as already pointed out by some researchers [FUJ91], the reliable
reset feature may in some cases be difficult to realize and therefore the approaches cannot
be applied. Another problem is that some methods, including SUIO-method [AHO88],
MUIO-method [SHE89], don't guarantee that the starting state of a transition in an FSM is
recognized before a test scgment is applied to test the transition. ‘Therefore, sometimes,

these methods can not verify that every state transition of an FSM is implemented correctly.

In this thesis, we focus on the construction of checking sequences rather than test
sequences for FSM-based protocol conformance testing, and address the minimization of

the length of checking sequences. Our objectives are to:

a) study the effects of having a reliable reset feature versus not having a reliable reset

feature of an FSM on the length of the resulting checking sequences,

b) study the effects of interleaving state identification sequences and transition verification

sequences on the length of the resulting checking sequences.

c) propose two general models for constructing minimal length checking sequences using

distinguishing sequences.

1.3 Contributions of the Thesis

The main contributions of this thesis are as follows:



a) Without interleaving state identification and transition verification sequences, different
methods for generating minimal length checking sequences with and without reliable

reset feature are studied.

(1) Four methods on generating minimum length test sequences based on D-method,
W-method, Wp-method and UIOv-method, ali of which assume the reliable reset

feature, are reviewed and proved to construct checking sequences.

(2) Four methods on generating minimum length checking sequences based on D-
method, W-method, Wp-method and UIOv-method are developed without making

reliable reset feature assumption and proved to construct checking sequences.

b) The effects of interleaving the state identification and transition verification sequences

on the length of the checking sequences are studied.

(1) An algorithm for interleaving the state identification and transition verification

sequences generated by the methods reviewed in a)(1) is proposed.

(2) Two new models for constructing minimal length checking sequences using
distinguishing sequences with interleaved state identification and transition

verification sequences are proposed.
1.4 Organization of the Thesis

The organization of this thesis is as follows: In Chapter 2, related terminology is
introduced, and characteristics of checking sequences are discussed. Chapter 3 first gives a
review of generation of checking sequences based on four methods: D-method, W-method,
Wp-method and UIOv-method. These methods are applicable to an FSM with a reliable
reset feature. Then, in this section, improvements of these four methods to generate
minimal length checking sequences from an FSM without making reliable reset feature

assumption are proposed. The interleaving of state identification and transition verification

7



sequences is not considered in this chapter. In Chapter 4, the effects of interleaving state
identification and transition verification sequences are analyzed, an algorithm is provided
for interleaving these two sequence types, and two general models are proposed for
generating minimal length checking sequences based on the use of distinguishing

sequences. Finally conclusions and directions for future research are given in Chapter 5.



2, PRELIMINARIES
2.1 The FSM Model and its Graph Representation

An FSM M can be characterized by a quintuple M=(§, I, O, §, A), where
S : is a finite set of states {s1, 52,+.., Sp};
1:is a finite set of input symbols;
O : is a finite set of output symbols;
& : is a mapping S X I-> S, called next state function;

A : is a mapping S X 1-> O, called output function.

A state transition from state s; to state sy in M is denoted by tjx = (sj, Sk i/0), where
ie Iand o € O. The initial state s1 € S of M is a designated state for M. Often, there is a
designated input r & 1, called reset input, which brings M to s from every state with a
single transition producing a null output, i.e., " - " € O. An FSM M which has such a
reset input is said to possess reset feature. An FSM M is said to possess self-loop feature if

for every state in M, there is a transition starting and ending at that state.

For a sequence of inputs ijis ... ir,ije 1S j S r andastate s €S, o(s, 11i2 ...
i) = 8(8(s, i1), i2... i) = s¢ and A(s, ijiz ... ir) = A(s, i)A(S(s, i1), i2 ... I} = 0102 ...
or where oj = A(sj-1, if), §j = 8(sj-1, ij), s0=s. 0j € O, 5j €8. In this case, we say that
p=i1i2 ... iris an input sequence, A(s, p) = 0102 ... 0r=q is an output sequence, and p/q =
(i1i2 ... ir)/(0102 ... 0r) = (i1/01)(i2/02) ... (irfor) is an input/output sequence (or I10-

sequence, in short) starting at state s.

A sequence (i1i2 ... i) is a subsequence of (nin2 ... np) if there exists a 4,
0 € A € m-k, such that for all j, 1<j<k, ij = nj,a. A subsequence (i1i2 ... ik} of
(nn2 ... ny) is a prefix of (ngny ... ny) if ij = nj, 1 £ j < k. A subsequence (i1i2 ... ix) of

(n1n3 ... ny) is a suffix of (n1n3 ... n) if §j = Njymxy, 1 SjSk.



An FSM M is said to be minimal if every pair of its states does not produce identical
output sequences when excited by any sequence of input symbols [KOH78]. An FSM M is
said 10 be deterministic, if for each input i € I, there is at most one transition defined at
ench state of M. An FSM M s said to be completely specified, if for each inputi € I, there

is a transition defined at each state of M.,

An FSM M can be represented by a directed graph G=(V, E) where a set of vertices
V={v1.v2,,¥n) represents the set of states S = {51,52,...,Sn} Of M, and a set of directed
edges E={(vj, vk: i/0): vj,vk € V} represents all specified transitions of M. Each edge
ejk=(vj, vk: /o) € E, represents a state transition from s; to sk with input i and output o,
where v;, vi, and /o are called the head, the tail, and the label of the edge ejk, and denoted

by head(ejp). tail(eji) and label(ejk), respectively.

In the following, G and M, vertices and states, edges and transitions are used

interchangeably.
2.2 Optimization Problems on Graphs
2.2.1 Basic Terminology for Graphs

In this section, definitions related to a directed graph G=(V, E) will be given. It is

assumed that the label of an edge in G can be empty (denoted by €) or a sequence of
input/output pairs, i1/01, i2/02...., ik/Ok, k > 0, denoted by L. The length of the label L of

an edge in G is defined as the number of input/output pairs in L.
Let L, L1 and L7 be sequences of input/output pairs:

ILI represents the length of L (i.e., the number of input/cutput pairs in L).
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L1@Ly represents the concatenation of L1 and La, which forms a new scquence such that

L is followed by La.

Li-Lz represents the deduction of Ly (a suffix of L1) from Lj, which forms a new

sequence from L such that suffix Ly in Lj is removed.

Given a directed graph G=(V, E), the indegree and outdegree of a vertex v of G is
defined as: dE(v) = {(w,v; L) : (w,v; L) € E}land dgy(v) = l{(viw; L) : (v,w; L) & E}.
The index E(v) of a vertex v & 'V is defined as: £°(v) = dix(v) - dguy(¥). G is said to bo

symmetric, if forevery ve V, di];:l(v) = dcfu(v), i.e., &E(v) =0.

A path P = (v1,vg; L1@L2@...@Lx.1) = (v1, v2; L1){v2, v3;L2) ... (Vk-1» Vki Lk-
1), k > 1, is a finite sequence of adjacent and not necessarily distinct edges, where vy, vk,
and L1 @Lp@...@Ly.1 are called the head, the tail, and the labe! of the path P, and denoted
by head(P), tail(P) and label(P), respectively. A path P' = {vj;, vi2; Li1)(vi2, vis; Li2) ...
(Vi(k-1)» Vik; Li(e-1)) is a subpath of P = (vn1, ¥n2; Ln1)(vn2, vn3; Ln2) .- (V(m-1)» Yom}

Lin(m.1)) if there exists a A, 0< A S m-k, such that for all j, 1 Sj <k, ij = nja.

G is said to be strongly connected, if for every pair of vertices vj and vy, there
exists a path from vj to V. G is said to be weakly connected if its underlying undirected

graph is connected.

The cost or length of each edge of G is equal to the length of its label. The cost of a
path (or length of a path) P in G is the sum of the costs (or lengths) of edges included in P.
A path with the minimum length among all paths from v to v, is called a shortest path from

Vg (0 Vi

A tour in G is a path in G which starts and ends at the same veriex of G. An Euler
tour of G is a tour which contains every edge in E exactly once. A pastman tour (PT) of G

is a tour which contains every edge in E at least once. A rural postman tour (RPT) of
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G=(V, E) over a set Ec ¢ E is a tour traversing every edge in Ec at least once. A Chinese
postman tour (CPT) of G is a minimum-cost tour which contains every edge in E at ]least

once. A rural Chinese postman tour (RCPT) of G=(V, E) over a set Ec C E is a minimum-

cost tour traversing every edge in Ec at least once.

A graph G=(V, E) is a subgraph of G'=(V', E) if V ¢ V' and E C E'. A subgraph
G which contains all the vertices of a graph G' (i.e., V=V") is called a spanning subgraph
of the graph G'. An edge-induced subgraph G[Ec] of G' is a subgraph of G’ whose vertex

set is the set of heads and tails of edges in Ec, and whose edge set is Ec where Ec © E'
[AHOS88]. An edge-induced subgraph G[Ec] of G'is called an edge-induced spanning

subgraph of G' if its vertex setis V'
2.2.2 The Rural Chinese Postman Problem

Given a directed graph G=(V, E) and a set Ec € E, the Rural Chinese Postman
Problem (RCPP) is to find an RCPT of G over the set Ec [AHOS88].

It is known that computing an RCPT is NP-complete in the most general case
[LEN76). Nevertheless, if G is strongly connected and the edge-induced spanning
subgraph G[Ec] is weakly connected, then any minimum-cost rural symmetric
augmentation G* of G over Eg is strongly connected [AHO88]. Here, G*=(V*, E*} is a
minimum-cost rural symmetric augmentation (RSA) of G over Ec if G* is symmetric,
V*=V, and E* contains every edge in Ec at least once and every edge in E zero or more
times such that the total cost of edges in E* is minimized. Since a strongly connected and
symmetric digraph has an Euler tour [EDM73], an RSA G* has an Euler tour which is an
RCPT of G over Ec. Therefore, in this special case, the RCPP can be solved in two steps:

(1}  constructing an RSA G* of G over Ec;
(2) finding an Euler tour of G¥.
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Efficient algorithms exist for both of the above steps [AHOZE].

If G[Ec] is not weakly connected, edges from E can be added to Ec to obtain Ec*
such that G[Ec*] is weakly connected. An Euler tour of the RSA G* of G over Ec* is then
an RPT of G over Ec, but not necessarily an RCPT,

2.3 Fault Detection and Checking Sequences
2.3.1 Fault Detection

Protocol conformance testing is to check if a protocol implementation under test
has the same input/output behavior as that of the specification of the protocol. In general,
we denote the specification of the protocol as FSM; and the corresponding implementation
as FSM;. By applying a selected sequence of inputs to the FSM; and verifying that the
corresponding sequence of outputs is as expected according to the FSMs, we can determine
whether the FSM; conforms to the FSM;,. If two sequences of outputs don't match, the

FSM,; is said to be faulty.

A testing procedure will only check a limited set of behaviors of an FSM; for
conformance to an FSMg, since an exhaustive testing of a protocol (i.e., checking all
possible input/output behaviors) is not feasible. However, it is not always clear which
subset of behaviors is meaningful to ensure the conformance of an FSM; to the FSM it

implements.

Current research on protocol conformance testing has included only those behaviors
that correspond to testing of the states and individual transitions of an FSM-based protocol.
Thus, a transition-level approach originating from sequential circuit checking experiments
[KOH78] has been adopted by the formal methods for generating a sclected sequence of

inputs and corresponding outputs. Accordingly, the procedure of checking whether a
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transition tjx=(s;. sk; /o) of a given FSMs is correctly implemented by an FSM;j consists of

three steps:

1) The FSM; is brought to state s;;
2) Inputiis applied to the FSM; and the output produced by the FSM; is checked whether
itis o;

3) The state the FSM; reaches after the application of input i is checked whether it is sk.

Steps 2) and 3) are used to detect the errors in the output function (i.e., output
errors) and in the next state function (i.e., transition or tail state errors), respectively.
However, this procedure is complicated by the limitations on the controllability and the
observability of the FSM; due to the black box nature of protocol conformance testing.
Because of the limited controllability, the FSM; cannot be directly put into a desired state
and thus a transfer sequence T (i.e., the label of a shortest path to bring the FSM; from s; to
a desired state, s in step 1)) is usnally required. Limited observability prevents the direct
observation of the state of the FSM;, and thus an SIV sequence (i.e., a sequence of inputs

and outputs to verify that the FSM; reached a designated state, sk in step 3)) is required.

2.3.2 Checking Sequences

Consider a completely specified, minimal, and deterministic FSM M=(§,L,0,3,A)
which is represented by a strongly connected directed graph G. Let s1 €3 be the initial
state of M. Suppose ®(M) be the set of FSMs each of which has at most n states and the
same input set as I of M. A checking sequence of M is an IO-sequence starting ata specific
state of M that determines whether any FSM of ®(M) is faulty or not. Since the checking
sequence is designed to be applied to the FSMj in a particular state (the initial state), the
FSM,; should be in that particular state when the checking sequence is to be applied. The
initial sequence which brings the FSM; to the initial state may be a synchronizing sequence

or a homing sequence (followed possibly by a transfer sequence). A synchronizing
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sequence for M, which may not exist for every minimal FSM, is an input sequence Z
which brings M to a unique state s regardsless of the statc of M before its application, i.c.,
for any s; € S, 8(si, Z) = s. A homing sequence for M, which exists for every minimal
FSM, is an input sequence H for which the output sequence produced by M in response to
H uniquely determines the state M reaches after the application of H i.e., for every pair of
si» §j € S, i#, A(si, H) # A(sj, H) implies &(s;, H) # 8(sj, H).

The checking sequence, as organized according to the procedure given in
[GON70], consists of two parts. The first part wilf be called the a-sequence (or state
identification sequence) which recognizes all states in FSMj and the second part will be
called, the B-sequence (or transition verification sequence) which verifies all transitions in

FSM;.

To produce the o-sequence, SIV sequences have to be used. As mentioned in
section 1.1, the most commonly used SIV sequences are derived from distinguishing

sequences (DS), characterizing sequences and unique input/output (UIO) sequences.

A sequence of inputs D is said to be a distinguishing sequence of FSM M if the
output sequence produced by M in response to D is different for each state of M i.e., for
every pair of sj, sj €S, i#j, A(si, D)#A(s;, D). A distinguishing sequence may not exist
for every FSM [KOH78]. An SIV sequence for a state sk based on a D for the given FSM
(henceforth denoted by Dy for state sy) is a sequence of inputs and corresponding outputs

where the sequence of inputs is D.

A set of characterizing sequences (W-set or characterization set) for an FSM Mis a
set of input sequences W1,w2,...,wm such that each state is uniquely identified by the set
of output sequences produced by M in response to the set of input sequences
[GIL62][CHO78). There always exists a set of characterizing sequences for a given FSM.
A W-set (henceforth denoted by {w1,w2,...,wm}) foran FSM M is said tobe a minimal
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W-set if none of ils components is a prefix of another component [GIL62]. A set of SIV
sequences for a state sk can be derived from a W-set for the given FSM (henceforth
denoted by {Wk1,Wk2,...,.Wkm}) where Wy, i=1,2,...,m is a sequence of inputs and
corresponding outputs and sequence of inputs is the w; in the W-set. If we choose Yii (1 <
i € m) to be some sequence for state sy that has the Wi as its prefix and that takes the

correctly-operating FSM from state sy back to state sk, then we form:
71 =Yki
T2 = (Y™ 1Y

1= ()11 Y3

Ym = (V-1 1 (Ym-2)" ... (y1) " T Wk

where Y is said to be locating sequence for state sk which is denoted by LOk. The input
portion of LO is denoted by I, for state sy e S,1s k € n. Let LO={L01,LO2,...,LOn}
be a set of locating sequences for M. The locating sequence for state s enables us to locate a
state in an implementation of M that behaves like s with respect to the characterizing

sequences derived from M [HENG64].

A unique input/output (UIO) sequence for a state of FSM M is an input/output
behavior that is not exhibited by any other state of M. UIO sequences may not exist for
some states of a given FSM [SAB88). In that case, a unigue signature [SAB88] is
constructed for cach state which does not have a UIO sequence. An SIV sequence for a
state based on a UIO sequence or a unique signature for that state (henceforth denoted by

Uy for state sg) is simply a UIO sequence or a unique signature for that state.

Therefore, the input sequence required to identify the state s; consists of
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Ta= the input portion of an optional transfer sequence to bring the FSM; from its current
state to state sj;

Tp = the input portion of an SIV sequence for state s;.

The sequence of inputs (together with their expected outputs) which cover Tg and
Ty for each state in FSM; forms the o-sequence.

To generate the B-sequence, one has to consider the input scquence required to

verify each transition tji=(sj, sk; i/0) which consists of

Tc= the input portion of an optional transfer sequence to bring the FSM; from its current
state 1o state sj;
T4= input symbol i for stimulating transition tjx;

Te = the input portion of an SIV sequence for state s.

The sequence of inputs (together with their expected outputs) which cover Tg and
Tk for a transition is called a test segment for the transition. In gencral, the test segment
for the transition tjx=(sj, sk; i/0) is defined as /o@SIV(sx) where @ is the string

concatenation operator.

The sequence of inputs (together with their expected outputs) which cover Te, Ty

and T, for each transition in FSM; forms the B-sequence.
2.3.3 Optimization of the Length of Checking Sequences

It should be noted that the formation of a checking sequence may be subject to
certain constraints, such as which type of SIV sequences are used, the existence of a
requirement on the starting and terminating states of the checking sequence, whether the
FSM has reliable reset feature, and whether interleaving between oi-sequences and fB-
sequences is allowed. Based on these constraints, different optimization problems may be

formed.
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In the following, we assume that a deterministic, minimal, completely specified
FSM M is represented by a strongly connected digraph G=(V.E) in which the cost ( or
length) of each edge is one. Also, it is assumed that the checking sequence derived from an
FSM M is a tour or a path of G, which starts at the initial state s3 of M. This implies the
assumption that a given FSM; always starts from its initial state in the conformance testing.
Finally, minimum-length or minimum-cost checking sequence will be specifically used to
refer to 2 checking sequence derived by an algorithm using certain optimization approaches,
and a minimum-length checking sequence may or may not be an optimal length checking

sequence.
2.3.4 Properties of a Checking Sequence

We are interested in the construction of an IO-sequence Q (= L1 ... Lk.1, k> 1,
Li=xjlyj. 1sj s k-1) of M starting at vy, which is the label of a path P = (v1,v2; L1)
(v2.v3; L2) ...(Vk-1,Vk; Lx) of G. We shall prove that such an IO-sequence is in fact a
checking sequence of M that starts at vy. First, we define recognition of a vertex vi of Pin
Q as some state of M, then define verification of an edge e = (a, b; x/y) of G in Q. In the
following definitions and proofs, we consider two cases where the SIV is either a

distinguishing sequence or a W-set of M.,

(1) Suppose the SIV is a distinguishing sequence of M
I. Recognition of a vertex

Let depth(v;)=% initially.

1. A vertex v; of P is d-recognized in Q as state a of M if v; is followed immediately by
an 10-sequence D/A(a, D), namely, LiLi41 ... Lism-1 =D/A(a, D) and depth(vi)=0. For
a special case, if M has retiable reset feature, i.e., (vx, vi; /=) is a subpath of P, then v;

is d-recognized in Q as initial state of M.
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2. Suppose that (vq, vi; T) and (vj, vi; T) are subpaths of P and D/A(a, D) is a prefix of
T, namely,vq, vj are d-recognized in Q as some state a of M, and suppose that vy is d-
recognized in Q as state a' of M. Then vj is t-recognized in Q as state a' of M, and

depth(vy)=1.

3. Suppose that (vg, vi; T) and (v, vk; T) are subpaths of P such that vq, vj arc either d-
recognized or t-recognized in Q as some state a of M, and vy is either d-recognized or
t-recognized in Q as state a' of M. Then v; is t-recognized in Q as state a' of M, and

depth(vj)=1+max{depth(vg), depth(v;), depth(vk) }.

4, If vertex v; of P is either d-recognized or t-recognized in Q as some state a of M, then
it is said to be recognized as state a. A veriex of P is recognized if it is recognized as

some state a .
IL Verification of an edge

An edge e = (a, b; x/y) of G is verified in Q if there is an edge (v, Vi+1; xilyi ) in P such

that v; and vj.1 are recognized in Q as states a, b of M respectively, and xify; =x/y.

Below, we prove that an IO-sequence in which every edge of G is verified isin fact a

checking sequence of M that starts at v1.

Proposition 1 Let Q be an IO-sequence of M starting at v (i.e., the label of a path P
=(v1, vi; Q) of G) and let D be a distinguishing sequence for M. If every edge of G is
verified in Q, then for each v, 1 £i < n of G, D/A(vj, D) is a subsequence of Q.

Proof: For each vertex a of G, let (a, b; x/y) be an edge of G. Since (a, b; x/y) is verified

in Q, there exists an edge (vi, vis1; Xi/yi) of P such that vj is recognized as a.

Let v, be the vertex of P such that v is recognized as a and depth(vy) is minimized.

Suppose that depth(vr)>0. Then there exist subpaths (vg, ve; T) and (vj, vi; T) of P such

19



that vq and vj are recognized as state a', vp is recognized as state a, and
depth(ve)=1+max{depth(vqg), depth(vj), depth(vy)}. So depth(v)<depth(vy), which
contradicts the fact that depth(vy) is minimized. Hence, depth(vr)=0, that is vy is d-
recognized as a. So D/A(z, D) is a subsequence of Q. Since a is arbitraraly chosen, D/A(vi,

D) is a subsequence of Q, foreach vi, 1<i<n of G. |

Let M' be an FSM of ®(M). FSM M is isomorphic to FSM M, denoted by M =
M., if there is a one-to-one function f on the state sets of M and M’ such that for any state

transition (i, j; x/y) of FSM M, (f(©), f(§)); x/y) is a transition of FSM M’

Proposition 2 Let Q be an IO-sequence of M starting at v1 (i.e., the label of a path P =
(v1, vk; Q) of G) and let D be a distinguishing sequence for M. Suppose that every edge of
G is verified in Q and Q is also an IO-sequence of M'=(8', X, Y', &', A of d(M) starting
at state v1'. If state v; is recognized in Q as a and vi' = 8'(v1', X1...Xi-1), then A'(vy',

D)=A(vj, D)=A(a, D).

Proof: We prove the claim by induction on the depth of vj. If depth(v;j)=0, then vj is d-
recognized in Q as a, then A'(vi', D)=A(vi, D)=A(a, D). Suppose that vi is not d-
recognized in Q as a. Then there exist subpaths (v, vi; T) and (vj, vi; T) of P with both vq
and vj recognized as b, and v recognized as a. By inductive hypothesis, A'(vj, D) =
A(vj, D)=A(b, D)=A(vg, D)=A'(vg', D) and (v, D)=A(vt, D)=A(a, D). Since M' has n
states and D is a distinguishing sequence of M' (from Proposition 1), vq' and vj' are the
same state of M. So vi' and v;' are the same state. Hence A'(vi', D) = A'(v¢, D) =A(vy,

D) = A(vi, D) =A(a, D) |

Theorem 1 Let Q be an I0-sequence of M starting at v (i.e., the label of a path P =(v1,
vi; Q) of G) and let D be a distinguishing sequence for M. If every edge (i, j; x/y) of G is
verified in Q, then Q is a checking sequence of M.
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Proof: Let M’ be an arbitrary FSM of ®(M) such that Q is also an 10-sequence in M’
starting at a vertex v'. Then, M' has n distinct states by....,bn such that A'(bj, D) = A(i, D)

by Proposition 1 and Proposition 2,

Now let f be the mapping from M to M' such that {(i)=b;. It is clear that this
mapping is well-defined, one-to-one, and onto. Let (b, b'; x/y) be the edge of M'in a path
P' =(v1, vk; Q) corresponding to (i, j; x/y) in P. Then b is recognized as i and b’ is
recognized as j. By Proposition 2, b=£(i) and b'=f(j). So (f(i), {(G); x/y} is a transition of
M'. Hence M =M ' and Q is a checking sequence of M. This completes the proof. |

To check whether Q is an 10-sequence of FSM M', we need to bring FSM M' to
the state corresponding to the initial state vq if M = M". This can be donc by applying a

homing sequence of M (followed possibly by a transfer sequence).
(2) Suppose the SIV is a W-set of M

The properties of the locating sequence LOs for state s are such that the set of input
sequences wi,W2,...,Wm is applied to the state 5(s,Is\wm)), where I; is the input portion

of LO; and I\wp, is the sequence of inputs obtained after suffix wy, is deleted from Is.
3(s,Io\wim)) is defined as the LOg-related state.

1. Recognition of a veriex

1. Suppose that (vj, 8(vj, Ia\Wm); (Ta\wm)/A(a, Ia\wm)) @ (8(vj, Ia\wm), 8( 8(vj, Ia\Wm),
wm); Wm/Aa, Wm)) = (¥}, 8(vj, Io); I/A(a,Ia)) is a subpath of P where 8(vj, Ia\wm) =
v;. Then, v; is l-recognized in Q as state a of M, i.e., vjis an LOy-related state. Note that

only vj is l-recognized as a, but v; or 8(vj, Ia) are not.

2. Suppose that each (vx, S(vx, wp); wi/A(a, wp), 1 St < m, is a subpath of P, and vx =

8(uy, Wm) . where uy is I-recognized in P as the same state of M. Then, vx are w-
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recognized in P as state a of M. For a special case, if M has reliable reset feature, ie.

(v, Vi; I/-) is a subpath of P, then v; is w-recognized in Q as initial state of M.

3. Suppose that (vq, vi; T) and (vj, vk T), 1 St<m, are subpaths of P such that vq and

vj, are l-recognized in Q as some state a of M , and suppose that vy, are w-recognized in
Qas state a' of M. Then vj is t-recognized in Q as state a' of M. Note that input portion

of T must contain wy, as a prefix,

4. Suppose that (vq, vii T) and (vj,, Vi T), 1 St<m, are subpaths of P such that vq and
vj, are t-recognized in Q as some state a of M, and suppose that v, are w-recognized in

Qasstate a' of M. Then v is r-recognized in Q as state a' of M.
II. Verification of an edge
An edge e = (a, b; x/y) of G is verified in Q if

(a) there are subpaths (i, vj,; XiyD), 1 £t<m, of P such that vj are t-recognized in Q as

state a of M and vj, are w-recognized in Q as state b of M.

(b) xilyi =x/y.

(c) there are subpaths (v, vm; IL/A(sk.I})) of P, for each sk € S, i.e., there must bea

vertex v] = 8(vk, l,\wm) in P which is l-recognized in Q as state sy of M.

Proposition 3 Let an IO-sequence Q of M be the label of a path P = (v, vi; Q) of G. If
every edge of G is verified in Q, then for each s € S,

(2)wy /A(si,wp), 1 S t<m, are subsequences of Q,

(b) IifA(si, I;) are subsequences of Q.
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Proof: Let (a, b; x/y) be any edge of G. Since (a, b; x/y) is verified in Q, by the definition
of verification of an edge, there exists m edges (vi, vj;; Xifyi), 1 £ t S m, of P such that
each vj, is w-recognized as state b of M. By the definition of w-recognition, wyA(b,wy), 1
<t<m, are subsequences of Q. Since G is strongly connected every vertex is a tail state
of some edge in G, thus w¢/A(s;,Wy), 1 St<m, foralls;e S, are subsequences of Q. It
also follows from the definition of verification of an edge that, for cach state sj € S, there
must be a vertex in P which is l-recognized as sj of M, that is, Ii/A(si, Ij), 1 Si<n, are

subsequences of Q. |

Proposition 4 Let an 10-sequence Q of M be the label of a path P = (v, vk; Q) of G,
every edge of G be verified in Q and Q also be an IO-sequence of M'=(S', X, Y', &', A"
of {(M) starting at state v1'. If vertex v; is w- or t- recognized in Q as state a of M where
vi =5(v1, X1..xi-1) and v =8'(v1', x1...xi-1), then A'(vi', w)=A{vi, wi)=A(a, wp), 1 St

< m.

Proof: Since M' has n states, Q is an I0-sequence of M’ and by Proposition 3, Q
contains w/Asi,we) (1 £t<m) and Iy/A(sj, Ii), 1 S1i S n, it follows that W = {w1, wa,...,
wp} is a characterization set for M’ also, and LO= {LOj, LO3,..., LOy) is a set of locating
sequences for M'. If v; is w- or t-recognized in Q as state a of M, AMvi, wo = AMa, wp), 1
<t < m, by the definition of w- and t-recognition. Since vi = 8(v1, X1,....Xi-1), vi'=8'(v1',
X1,....Xi-1), and Q is an IO-sequence for both M and M', Avy', wo = Avi, wp, 1S t<Sm.
1t follows that A'(vi',we) = A(vi,wy) = A(a,wyp), 1St<m. |

Theorem 2 Let an I0-sequence Q of M be the label of a path P = (v, vk; Q) of GIf.
every edge (i, j; x/y) of G is verified in Q, then Q is a checking sequence of M.

Proof: Let M' be an arbitrary ESM of &(M) such that Q is also an I0-sequence of M’
starting at a vertex v1'. Then, M’ has n distinct states by,...,by such that A'(bs, wp) = A,

wy), 1 <t<m, by Proposition 3 and Proposition 4, with f being the mapping from M to
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M’ such that £(i)=b;. It is clear that this mapping is a bijection. Let (v, vj'; x/y) be an edge
in the path P' = (v1', vk'; Q) of G' corresponding to (vi, vj; x/y) in P, where edge (i,);x/y)
of G is verificd, thus, vj is t-recognized as i and vj is w-recognized as j. By Proposition 4,
v;' is t-recognized as i and vj' is w-recognized as j in P Since (vi\, vj's x/y) is an edge of
G', v is also t-recognized as bj = f(i) and vj' is also w-recognized as bj = £(). So, (f(i),
(§); x/y) is verified to be a transition of M". Since every edge of G is verified in Q, itis true
for any transition (i,j;x/y) of M that (i), f(j); x/y) is a transition of M'. Hence M = M'.

Then, Q is a checking sequence of M. |
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3. GENERATION OF CHECKING SEQUENCES WITHOUT
INTERLEAVING o AND  SUBSEQUENCES

Several methods have been proposed for gencrating checking sequences from an
FSM;. This chapter focuses on reviewing four generic methods with respect to the case
where it is assumed that the reset function is correctly implemented in an FSM;. Then, in
the second part of this section, we extend these methods to the case where it is not assumed
that the reset function is correctly implemented in an FSM;. For these two cases, we
consider the construction of a minimal-length checking sequence (abbreviated as MLCS)

using D-method [HEN64],[GON70], W-method [CHO78], Wp-method [FUI91] and
UIOv-method [CHAS9).

3.1 FSM; with a Reliable Reset Feature
3.1.1 Constructing an MLCS Using a Distinguishing Sequence

Assume that the FSM; has a reliable reset feature and the FSM; is minimal, strongly
connected, completely specified and has at least one distinguishing sequence. The D-

method can be used to construct a minimal length checking sequence as follows:
Method _1:
1) For the given FSM;, compute a distinguishing sequence, and denote itasD.

2) For the FSMs, compute a minimum spanning tree (MST) rooted at the initial state
(s1). Use the labels of all partial paths starting at the root of MST as transfer

sequences, i.e. TR(s1,5x) is the label of the partial path from s to s in MST,
Vskge S.

3) Construct an ¢-sequence (state identification)
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a) Vsye S, form Dy which is a sequence of Iabels obtained by applying D to s.

b) Vske S, form a path Py = (vx,v1; 1/-)@(v1,vki TR(s1 ,SK)) @ (vk,vz; Dk) and
denote label(Py) by ok = r/-@TR(s1,5k) @Dy

c) Eliminate P; whose label is a prefix of the label of some Pj, 1 i, j < n, i#.

Concatenate all remaining P; to form P,
d) Label(Pg) is the a-sequence.
4) Construct a B-sequence (transition verification)

a) Vi = (sj, Sk; i/0) € FSM;, form a path Pjx = (vx,v1; 1/-)@(v1,Vj;
TR(51.5§)) @ (vj,vk; i/0)@(vk,vz; Dx) and denote label(Pjk) by Bjk = r/-
@TR(s1,5) @label(tjx) @Dy, 1 < j, k< n.

b) Eliminate Pjx whose label is a prefix of the Jabel of some Pjp. 1], m=n
Concatenate all remaining Pj to form Pp.
c) Label(Pp) is the f-sequence.

5) The minimum-length checking sequence for FSM; is:
Label(P=Pq@Pg) = 0--sequence @ B-sequence [ |
3.1.2 An Example Using Method_1
We apply Method_1 to the FSM; M in Figure 1:
1) A distinguishing sequence of the FSMgis D =ab.

2) The MST of FSM; is shown in Figure 2.
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input _
Statd a b | D=ab

s1 {s2/1 |s1/1 | s1/11
s2 |s3/0 [s1/1 |s2/00

s3 |s1/0 |[s2/0 |s1/01

b/0

(The reset transitions are not shown)

Figure 1 An Example FSMg

()

a/l

: -®

a/0

Figure 2 Minimum Spanning Tree of the FSM in Figure 1
3) a-sequence:
oy r/-a/1b/l
o2 r/-a/la/0b/0
o3 r/-a/1a/0a/0b/l

The input portion of o-sequence: rabraabranab
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4) B-sequence:

B11 /- blla/1b/1 B21 r/- a/lb/1a/tb/l Ba1 /- a/1a/0a/0a/1b/1

Biz /- a/1a/0b/0 B2z r/- a/1a/Qa/0b/1 B3z r/-a/12/0b/Qa/0b/0

The input portion of B-sequence: rbabrababraaabraaaabraabab

where the underlined are the transitions to be verified.

(Since Pjzis a prefix of Pag, it is eliminated).

5) The checking sequence (input portion ):
rabraabraaabrbabrababraaabraaaabraabab

Its length is 38 and its ending state is s2.

3.1.3 Constructing an MLCS Using an Expénded Weset

Assume that the FSM; has a reliable reset feature and the FSM is minimal, strongly

connected, and completely specified. Expanded W-set method can be used to construct a

minimal length checking sequence as follows:

Method_2:

1) For the given ESMs, compute the expanded W-set and denote it as W={w1,

W2,...;Wm }

2) For the FSM;, compute a minimum spanning tree (MST) rooted at the initial state

(s1). Use the labels of all partial paths starting at the root of MST as transfer

sequences, i.e. TR(s1,5k) is the label of the partial path from sj to sg in MST,

Vske S.
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3) Construct an oi-sequence (state identification)

a) Vske S, form Wk1,Wka,....Wkm, which are sequences of labels obtained by

applying W1,W2,...,Wp t0 Sk, respectively.

b) Vske S, form a path Py; = (vx,v1; 1/-)@(v1,vi; TR(s1,5k)) @ (Vk,Vzis Wki) and
denote label(Pxi) by okj = r/-@TR(s1,5k) @Wki (i=1,...,m).

¢} Eliminate Pjj whose label is a prefix of the label of some Py, 1 < i'<n, IS

< m, i #i". Concatenate all remaining Pjj to form Pg.
d) Label(Pg) is the o-sequence.
4) Construct a B-sequence (transition verification)

a) Vtjk = (8, 5k ilo) e FSMg, form a path Pjki = (vx.V13 r/-)@(v1,vj;
TR(51,8))) @(vj,vks i/0) @ (vi,Vzi; Wki) and denote label(Pjki) by Biki = r/-
@TR(s1,5j)@label(tj) @ Wy, (i=1,..m), 1 s j.k<n

b) Eliminate Pjk;j whose label is a prefix of the label of some Py

Concatenate all remaining Pj; to form Pg, 1<j,k'<n, 1 S i'sm.
¢) Label(Pp) is the B-sequence.
5) The minimum-length checking sequence for FSM; is:
Label(P=Po@Pg) = 0-sequence @ B-sequence |
3.1.4 An Example Using Method_2
We apply Method_2 to the FSMs M in Figure 1:

1) A W-set of the FSM; is wi=a, wa=b, W={w1,w2}.
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Table 1 A W-set applied to every state of the FSMg

input
state a b
s1 W, =a/1 W,=b/1
2 | w,=a0 W, =b/1
3 | W,=a/0 W,,=b/0

2) The MST of FSM; is shown in Figure 2.

3) a-sequence:

a1p t/-afl o2 -b/1

ag1 r-a/l a0 o r/-a/lb/l
031 r/-a/l ¢/0a/0 o3y r-a/1a/0b/0

The input portion of o-sequence: rbrabraaaraab

(Since 31 and o2] are prefixes of 031, they are eliminated).

4) B-sequence:

B o-dla/l P o a/1b o/l B311

Briz o-bAb1 B2z r-a/lplib/] Pa12

Bi21 r/-a/la/0

Bizz r-a/llb/ll P23z r/-a/1a/0b/0 32z

B231 /- a/1a/0 a/0 Ba21

r/- a/12/0 a/Q a/1

t/- a/1a/0 a/0 b/1

1/- a/1a/0 b/0 a/0

r/- a/1a/0 h/Q b/1

The input portion of B-sequence: rbarbbrabarabbraaaaraaabraabaraabb

where the underlined are the transitions to be verified.
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(Since B121 and P231 are prefixes of B311, P122 is a prefix of B211, P232is a

prefix of B321, they are eliminated).

5) The checking sequence (input portion):
rbrabraaaraabrbarbbrabarabbraaaaraaabraabaraabb
Its length is 47 and its ending state is s1.

3.1.5 Constructing an MLCS Using a Partial W-set

Assume that the FSM; has a reliable reset feature and the FSM is minimal, strongly

connected, and completely specified. Partial W-set method can be used to construct a

minimal length checking sequence as follows:

Method_3:

1) For the given FSM;, compute the expanded W-set and denote it as W={wi,

W2,.ees Wm }

2) For the FSM;, compute a minimum spanning tree (MST) rooted at the initial state
(s1). Use the labels of all partial paths starting at the root of MST as transfer
sequences, i.e. TR(s1,5x) is the label of the partial path from sj to sk in MST,
Vske S.

3) Construct an oi-sequence (state identification)

a) Vske S, form Wiy, Wia,...,Wikm, which are sequences of labels obtained by

applying w1,w2,...,Wn to Sk, respectively.

b) Vske S, form a path Pi; = (vx,v1; 1/-}@(V1,VK; TR(s1,5k)) @(Vk,Vzi: Wi} and
denote label(Pyi) by ok = 1/-@TR(s1,5k)@ Wi (i=1,...,m).
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¢) Eliminate Pj; whose label is a prefix of the label of some Pyj, 1<i'€n, 15

<m,i#i. Concatcnatc all remaining Pjj to form Pg.
d) Label(Pq) is the o-sequence.

4) Vsxe S, form an identification set Wy, which is a subset of W, and can

distinguish the state sy from all other states.
5) Construct a B-sequence (transition verification)

a) Vtjk = (Sj» Sks /o) € FSMs, form a path Pjki = (v, v1; T-)@(v1,vys
TR(51,5)) @(VjiVks i/0)@(vk,vzi; W) and denote label(Pjki) by Biki = r/-
@TR(sl,SJ)@label(ljk)@Wki, (i=t,..,m, 1 < j, k < n), where Wki is the
sequence of labels obtained by applying the wj e Wy to state sk.

b) Eliminate Py whose label is a prefix of the label of some Py

Concatenate all remaining Pjgi to form Pg, 1 <j,k'<n, 1<i'sm.

¢) Label(Pp) is the B-sequence.
6) The minimum-jength checking sequence for FSM; is:

Label(P=P@Pg) = ai-sequence @ B-sequence |

3.1.6 An Example Using Method_3

We apply Method_3 to the FSM; M in Figure 1:
1) A Weset of the FSMs isl w1=2, wa=b, W={w1,w2}
2) The MST of FSM; is shown in Figure 2.

3) o-sequence:
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o1; /-l apz r-b/l

o1 /- alt a/0 o r-a/lb/l

031 r/-a/la/0a/0 o3z 1/-a/l a/0b/0

The input portion of ¢-sequence: rbrabrasaraab

(Since 011 and o) are prefixes of 031, they are eliminated).

4) Identification set for each state: Wi={a}, Wa=(a,b}, W3={b}

5) B-sequence:

Bi11 o/-bflafl  PBain r~-a/1b] &/l Baz1 r/- a/1a/0 b/Q 2/0

P12t r-a/la/0 P23z r-a/1al) b0 Bazz /- a/12/0 bfQ b1

Bizz r-a/lb/l B3 r-a/1a/0 a0 a/l

The input portion of B-sequence: rbarabaraaaaraabaraabb

where the underlined are the transitions to be verified.

(Since P12t is 2 prefix of B2, P12z is a prefix of B211, P23z is a prefix of P32,

they are eliminated).

6) The checking sequence(input portion):
rbrabraaaraabrbarabaraaaaraabaraabb

Its length is 35 and its ending state is s1.
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3.1.7 Constructing an MLCS Using UIO Sequences

Assume that the ESM; has a reliable reset feature and the FSM; is minimal, strongly
connected, and completely specified. Also, assume that the FSM; has unique input output
(UIO) sequence for each state. Then, the UIO sequence of each state of FSM; must be
verified to be unique in FSM;. UIOv method can be used to construct a minimal length

checking sequence as follows:
Method_4:

1) For the given FSM;, compute a minimal length UIO sequence Uy for each state
sk and form U={Uj, Uz,..., Up}, the input portion of each Uj can be denoted

by uj, i=1, ..., n.

2) For the FSM;, compute a minimum spanning tree (MST) rooted at the initial state
{s1). Use the labels of all partial paths starting at the root of MST as transfer
sequences, i.e. TR(s1,sK) is the label of the partial path from sj to sk in MST,
Vske S.

3) Construct an o-sequence (state identification)

a) V'sge S, form a path Py = (vy,v1; 1/-)@(v1,Vk; TR(51,50)) @ (vi,vz; Ux) and
denote label(Py) by o = 1/-@TR(s1,5K) @Uk.

b) Vsxe S, form a path ~Pyj = (vx,v1; t/-)@(v1,Vk; TR(s1,5k)) @ (Vk,Vz;
uj/A{sk,uj) where yj (1 S j<n, j #Kk) is the input sequence which is not a
prefix of the input portion of Uk. The label of ~P;j can be denoted by ~0tks
k=1,2,.,0,15jSn

¢) Eliminate P; or ~Pjr whose Iabel is a prefix of the label of some Py or ~Pj¢, 1

<j<n, 1<t r<n,i#j Concatenate all remaining P; or ~Pjr to form Pg.
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d) Label(Pg) is the a-sequence.
4) Construct a B-sequence (transition verification)

a) Vijk = (85 Sks i/o) € FSM;, form a path Pjk = (vx,V1i r/-)@(v1,vjs
TR(s1.Sj))@(Vj,vfc; if0)@(vk,vz; Ug) and denote label(Pjk) by Bik = /-
@TR(sl,Sj)@label(tjk) @Ug, 1<), k<n.

b) Eliminate Pjx whose label is a prefix of the label of some Pim. 1SLim<n
Concatenate all remaining Pjk to form Pg.
c) Label(Pp) is the B-sequencé.

5) The minimum-length checking sequence for FSM; is:
Label(P=Po@Pp) = a-sequence @ B-sequence |

The above method is provided based on UIOv method [CHAS9]. However, in the
literature [FUI90], it can be seen that the UIOv method is a special case of Wp-method, so,
in section 3.2.7, we will treat the extension of UIOv-method as a special case of the

extension of Wp-method.
3.1.8 An Example Using Method_4
We apply Method_4 to the FSM;s M in Figure 1:
1) A minimal length UIO sequence for each state is:
U =al
Ug = a/0 a/0

Us = b0
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2) The MST of FSM is shown in Figure 2.

3) a-sequence:

o) 1/-a/l

oy r/-a/l al0a/0

o3 /- a/1 a/0 bl0

~0y1 1/-b/1

~0ij2 1/-afl a/0

~0tp) /- allb/l

~031  t/-a/l a/0 a/0 a/l

The input portion of a-sequence: raabrbrabraaaa

(Since o1 and oz and ~og2 are prefixes of ~0i31, they are eliminated).
4) B-sequence:

B r-b/lall P21 ©-a/1b/l all 31 1/- a/1a/0a/Q a/1
Biz r/-a/1a/0a/0 P23 r-a/1200b/0 Baz /- a/1a/0b/0 a/0a/0
The input portion of B-sequence: rbarabaraaaaraabaa

where the underlined are the transitions to be verified.

(Since P12 is a prefix of P31, P23 is a prefix of P32, they are eliminated).

5) The checking sequence (input portion):
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raabrbrabraaaarbarabaraaaaraabaa
Its length is 32 and its ending state is s1.
3.1.9 Discussion

In this section, we are going to determine whether the above methods (Method 1, 2,

3 and 4) produce checking sequence.

Theorem 3 Let a strongly-connected digraph G = (V, E) represent a deterministic,
minimal, and completely-specified FSM M which has a distinguishing sequence. If P is a
path of G that is generated by Method_1, then the label(P), IO-sequence Q, starting at any

vertex vy is a checking sequence of M.
Proof: For every edge e=(a, b; x/y) of G, we are going to prove that ¢ is verified in Q.

From the construction of the B-sequence in Method_1, it can be seen that for each
edge (a, b; x/y) of G, there is a subpath (vs,v1; 1/-)@(v1,vj; TR(s1,8))) @(vj,vki
x/y)@(vx,vi; Dg) in P. From the construction of the &-sequence in Method_1, it can be
seen that for any vertex vj of G, there is a subpath (vp,v1; 1/-)@(v1,vj; TR(s1,5)) @(v}:vqs
Dj) in P, where vjis d-recognized in Q as state 2 of M. Since Method_1 assumes the
existence of a reliable reset feature, for each (vp,vy; 1/-), v1 is recognized in Q as the initial
state of M. Therefore, in the subpath (vs,v1; 1/-)@(v1,vj; TR(51,8{)) @ (vjiVi; x'y)@(vg,vi;
Dy) for (a, b; x/y), vj is t-recognized and vy is d-recognized in Q as states a and b of M. So
(a,b; x/y) is verified. From Theorem 1, Q is a checking sequence of M. [ |

Theorem 4 Let a strongly-connected digraph G = (V, E) represent a deterministic,
minimal, and completely-specified FSM M which has a characterization set. If P is a path
of G that is generated by Method_2, then the label(P), IO-sequence Q, starting at any

vertex vy is a checking sequence of M.

37



Proof: For every edge e=(a ,b; x/y) of G, we are going to prove that e is verified in Q.

From the construction of the B-sequence in Method_2, it can be seen that for each
edge (a, b; x/y) of G, there are m subpaths spe; =(vs,V1; 1/-)@(v1,v5; TR(51,5§))@ (v}, VK3
x/y) @ (vk,vi; Wki) (=1, ..., m) in P. From the construction of the a-sequence in
Method_2, it can be seen that for any vertex vj of G, there are m subpaths spvi=(vp,v1; r/-
Y@(v1,vj; TR(51,5))@(vj.vgi; Wji) (i=1, ....m) in P by which vjis w-recognized in Q as
state a of M. Since Method_2 assumes the existence of a reliable reset feature, for each (vp,
v1; 1/-), vq is recognized in Q as the initial state of M. Therefore, in each subpath spej
(i=1,...,m) for (a, b; xfy), vj is t-recognized and vy is w-recognized in Q as states a and b

of M. So (a,b; x/y) is verified. From Theorem 2, Q is a checking sequence of M. [ |

Theorem 5 Let a strongly-connected digraph G = (V, E) represent a deterministic,
minimal, and completely-specified FSM M which has a characterization set or a UIO
sequence for each state. If P is a path of G that is generated by Method_3 or Method_4,
then the label(P), IO-sequence Q, starting at any vertex vy is a checking sequence of M.

Proof: The proof for Method_3 (Wp method) is similar to the proof of Theorem 4, and
Method_4 (UIOv method) can be seen as a special case of Wp method [FUIS1]. [

3.2 FSM,; without a Reliable Reset Feature

Up to this point, we have mainly discussed the checking sequence generation
methods which assume the the presence of a correctly implemented reset feature, which
brings the implementation, as well as the specification, from any state back into the initial
state. However, as already pointed out by some researchers ([FUJ91], for instance), the
reliable reset feature may in some cases be difficult to realize and therefore the above

methods cannot be applied.
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In the following subsections, we will extend to the above four methods for the case

where FSM; doesn't have a reliable reset feature.
3.2.1 Constructing an MLCS Using a Distinguishing Sequence

Suppose that the FSM; doesn't have a reliable reset feature, i.¢., the reset feature is
not considered reliable, Assume that the FSM is minimal, strongly connected, completely
specified and has at least one distinguishing sequence. D-method can be extended to

construct 2 minimal length checking sequence as follows:
Method_5:
1) For the given FSM;, compute a distinguishing sequence and denote it as D.

2) For the FSM;, compute a synchronizing sequence (SS). If there is no SS,

compute a homing sequence (HS).
3) Construct an o-sequence (state identification):

a) Construct the P-set:
(1) Construct Gg=(V,Eq) from G=(V,E), where Eq={ (k,6(k,D);D/A(k,D)) :
k=1,...,n}.
(2) Let the current P-set be empty and r= 1,

(3) While there is an edge of Eg4 that is not contained in any component of the

current P-set= {Py, ..., Pr.1 }, do the following:

i) If there is an edge e=(i, j; D/A(i,D)) not contained in any component of the
current P-set and indegree(head(e))=0, then let Py =e. Otherwise, choose an
arbitrary e=(i, j; D/A(i,D)) not contained in any component of the current P-

set, and let Pr=e.
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ii) If the next edge (tail(e), S(tail(e),D); D/A(tail(e),D)) ¢ Pk, V Px € P-set,
1 Sk <, let e=(tail(e), 8(tail(e),D); D/A{tail{e),D)) and P=Pre, goto ii).
Otherwise, let e=(tail(e), d(tail(e),D); D/A(tail(e),D)) and Pr=Pre, goto iii).

iii) Let P-set = P-set U{ Py}, r=r+1.
(4) The result is the P-set.

b) Form Eq = {(head (Pg), tail(Px); label(Pk))IV Px € P-sct} where
label(Pr)=0

¢) Construct G'(V', E'), where V'=V, E'=E UV Eq

The problem is thus reduced to the problem of finding an RPP starting at vq

and terminating at ve over Eg in G'.
d) find

+ A minimum-cost symmetric augmentation G* of G[Eq] of G' by adding

some edges from G to G[Eq]

+ An Euler path of G* starting at state vi which is the one reached after
applying the SS or HS (followed possibly by the input portion of a transfer

sequence) and terminating at some state ve.
The label of this Euler path of G* is an a-sequence for G (or M).
4) Construct a B-sequence (transition verification):
a) Form Ep = {(sj, 8(sk, D); i/0@Dy) | ejk=(sj , sk; i/0) in FSM;}

b) Construct G"(V", E"), where V"=V, E"'=Eg U E
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The problem is thus reduced to the problem of finding an RPP starting at ve

and terminating at any vertex over Eg in G".
¢) find

+ A minimum-cost symmetric augmentation G* of G(Eg] of G" by adding

some edges from G to G[Ep].

+ An Euler path of G* starting at state ve which is the tail of the Euler path

found in 3.d and terminating at any vertex.

Such an Euler path of G* can be found by using the following procedure:
Mark all edges from Ep in G* as UNTRAVERSED
For each vertex vi e G*, define a set E; that contains all the
UNTRAVERSED outgoing edges of vj
let P*= nil and i=e (since the B-sequence starts at v}
while not all edges from Ep in G* are TRAVERSED do
If not all edges in E; are TRAVERSED
THEN choose one UNTRAVERSED edge cik from E;.
mark it TRAVERSED
append it to P*
ELSE choose an edge tik from E in G* starting from vj
append it to P*
leti=k

end_while
The resulting P* is the Euler path of G* we are looking for.

The label of this Euler path of G* is a B-sequence for G (or M).

§) The minimum-length checking sequence for FSMj is:
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a-sequence @ B-sequence
3.2.2 An Example Using Method_5
We apply Method_5 to the FSMs M in Figure 1:
1) A DS of the FSM; is ab.

2) An SS of the FSM; is bb. The synchronizing tree of the FSM; is shown in

Figure 3.
(s1,52,53)
a b
(s1,s2,53) (s1,52)
a b .
(s2,s3) sl

Figure 3 Synchronizing Tree of the FSM; in Figure 1

Ggand P-set are shown in Figure 4 and Figure 5, respectively.

a/1b/1

a/0b/1

O

Figure 4 Gy for the FSM in Figure 1

a/0b/0
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O

a/0b/1
) a/0b/0
" Mo
(x1 =a/0Ob/1a/1b/1a/1b/1 a2=a!0bl0a!0b/0

Figure 5 P-set for the FSM; in Figure 1
3) a-sequence:

G* of G{Eg] is shown in Figure 6.

02

Figure 6 G* of G[Eq] for Method_S
where the edges from G added to G[E¢] are shown as dashed lines.

An Euler Path of G* of G[Eq] starting at state s is
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a/l a/0b/0 a/0b/0 afl a/0b/1 a/1b/1  a/1b/l
TR(s1,82) D2 D2 TR(s2,s3) D3 Di D)

The input portion of o-sequence: aababaababab

4) B-sequence:

G* of G[Eg] is shown in Figure 7.

Figure 7 G* of G[Eg] for Method_5

where the edges indicated by plain lines belong to Eg and the edges represented by dashed

lines belong to E, and the numbers in [] are the number of copies.
An Euler path of G* of G[Eg] starting at s1 is
a/1a/0b/0b/1 a/1b/1b/1 a/1b/1a/1/0 a/0b/1a/1a/0b/Q 2/0 b/0 a/0a/Qa/ 1b/1

where the transitions to be verified are underlined and transfer sequences are

represented by bold letters.



The input portion of B-sequence: aabbabbabaaabaababaaab

5) The checking sequence (input portion):
aababaabababaabbabbabaaabaababaaab

Its length is 34 and its ending state is s,
3.2.3 Constructing an MLCS Using an Expanded W-set

Suppose that the FSM; doesn't have a reliable reset feature, i.e., the reset feature is
not considered reliable. Assume that the FSM; is minimal, strongly connected, and
completely specified. Expanded W-set method can be extended to construct a minimal

length checking sequence as follows:
Method_6:

1)For the given FSM;, compute an expanded W-set and denote it as

W={W1,W2,....Wm }, where the length of wj < length of wj, if i <j.

2) For the FSM;, compute a synchronizing sequence (SS). If there is no SS§,

compute a homing sequence (HS).
3) Construct a locating sequence for sk, Vske S

a) Vske S, form Wx1,Wi2,...,Wim, which are sequences of labels obtained by

applying w1,w2,...,Wm t0 Sk,

b) Vske S, choose Yyi to be some sequence of input/output pairs that has Wy as
its prefix and that takes the correctly-operating FSM from state s back to state

Sk, 1 Sism.

¢) Vske S, form:

45



Y1 = Yki1
2= (Y™ 1Yo

1 = ()" )M+ Yis

Yo = -1 (Ym2)™ L. (YD 1 Wi
where the n is the number of states in FSMs.

The locating sequence for state sk is Ym which is denoted by LOx. The input

portion of LOy is denoted by Ix. Locating sequence LOx enables us to "locate” a

state in FSM M that behaves like sx with respect to m characterizing sequences.
4) Construct an co-sequence (state identification):
a) Form Eq00 = {(sk, 8(si.li); LOW! Vske S}

b) G(V,E) is augmented to form G' by adding all edges of Eqgo to G, i.e.,
construct G'(V',E"), V'=V, E'=E U Eqg0.

The problem is thus reduced to the problem of finding an RPP starting at v1

and terminating at ve over Eqop in G
¢) find

+ A minimum-cost symmetric augmentation G* of G[Eqg0] of G’ by adding
some edges from G to G[Eq00]
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+ An Euler path of G* starting at state s; which is the one reached after
applying an SS or a HS (followed possibly by the input portion of a

transfer sequence) and terminating at some state Se.

The label of this Euler path of G* is denoted as oo which is the first part of
the a-sequence for G (or M).

d) Choose the shortest locating sequence and denote it by LOs,

Let sp=head(s, 8(s, Is); LOs), sq=tail(s, 8(s,Is); LOs) and find a minimum

spanning tree (MST) rooted at sq.

e)Vske S, form a path Py = (vp, vq; LOs) @(vq,vk;TR(sg, si)) @ (Vi O(sK, Wi);
Wki) @ (3(sk, wi),vp: TR(8(sk,wi), sp)) and denote label(Pxi) by oki =
LO;@TR(sq, skx) @ Wi @TR(8(sk,wi), sp) (i=1,...,m), where TR(sq,sk) is
the label of a path from sq to sk in the MST.

f) Eliminate Pjj whose label is a prefix of the label of some Py, 1 Si'Sn, 1<
j'S m.
Concatenate TR(se,sp) and all remaining Pjj to form Pg, where s is the

terminating state of apo.
g) Label(Py) is the a-sequence.
5) Construct a B-sequence: (transition verification)

a) Vtjk = (sj, sx; i/o) e FSM;, form a path Pjii = (vp, vqi LOs) @ (vg, vjs TR(sq,
5)) @ (vj, Vii; i/0) @ (vi, 8(si,Wi); W) @ (8(sk, W), vp; TR(8(skswi), p))
and denote label(Pjyi) by Biki=L.Os@TR(sq, 5;) @label(tj) @ Wi @ TR (8(sy,
wi), Sp)), (i=l,..,m), where TR(sq,sj) is the label of the path from sq to sj in
the MST.

47



b) Eliminate Pjy; whose label is a prefix of the label of some Pjkj, 1Si'sm, 1

<j', k' € n. Concatenate all remaining Pjyj to form Pp.
c) Label(Pp) is the B-sequence.
6) The minimum-length checking sequence for FSM is:
Label(P=Po@ Pp) = a-sequence @ B-sequence |
3.2.4 An Example Using Method_6
We apply Method_6 to the FSM; M in Figure 1:
1) A W-set of the FSM; is wi=a, wa=b, W={w1,w2}.
2) An SS of the FSM is bb.
3) Locating sequences:
LOg: o/l
LO»; a/0b/0a/0b/0a/0b/0b/1
LO3: a/0a/1a/0a/0a/1a/0a/0a/12/0b/0

Since state 1 is the only state that responds to input a by producing 1, it is not
necessary 1o include b in LOy. State 2 and state 3 respond to input a by producing an output
of 0, so, 2/0b/0 in LO; and a/0a/1a/0 in LO3 need only be repeated 3 times.

4) o-sequence:

G* of G[Eqgo] is shown in Figure 8.
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Figure 8 G* of G[Eyp0) for Method_6

An Euler path of G* of G[Eqpo] starting at 51 and terminating at s1 is:

afl a/0 a/0a/1a/0a/0af1a/0a/0a/1a/0b/0 a/0b/0a/0b/0a/0b/0b/ 1
LO; T(s2,53) LO3 LO2

ogo: a/1a/0a/0a/1a/0a/0a/ 1a/0a/0a/1a/0b/0a/0b/0a/0b/0a/0b/0b/ 1

o1 LOp b/1a/lb/l o2 LOp b/lb/t
op; LO1a/0a/0 o2 LOib/1
o031 LO;a/0al0 o032  LO1a/0 b/0b/1

The input portion of ¢-sequence: aaanaaaaaaababababbabababbaaaaabb
(Since 0122 is a prefix of &2, o2 is a prefix of 031, they are eliminated).
5) B-sequence:

B111: LO1 b/1b/1a/1b/1

B112: LO1 b/1R/1b/1

P121: LO1 b/1a/1a/0a/0
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Bi22: LOy b/1a/1b/1
Ba11: LOp b/1a/1b/1
B212: LOp b/1b/1

B231: LOy 2/02/0

P232: LOy a/0b/0 b/1
P311: LO1 a/0 2/Q 2/1b/1
B312: LO1 a/02/0b/1
B321: LO) a/0b/0a/0a/0
B322: LO1 a/0b/0b/1

where the underlined letters are the transitions to be verified, the bold letters are

transfer sequences.

Since P231 is a prefix of Pa11, P232 is a prefix of P32z, Parrisa prefix of P22,
Ba12 is a prefix of 112, the sequences P231, B232, B211, 212 are eliminated.

Concatenate the remaining subsequences as follows:

LO1b/1b/1a/1/1LO;/1b/1b/1LO1 b/1a/1a/0a/0LO b/ 1a/1b/1
LOja/0a/0a/16/1L012/02/0b/1LO12/0b/02/0a/0LO12/0b/0b/ 1

The input portion of B-sequence: abbababbbabaaaababaaaabaaabaabaaaabb

6) The checking sequence (input portion):
aaaanansaaaababababbabababbaaaaabbabbababbbabaaaababaaaabaaabaab

anaabb
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Its length is 69 and its ending state is sy,
3.2.5 Constructing an MLCS Using a Partial W.set

Suppose that the FSM; doesn't have a reliable reset feature, i.e., the reset feature is
not considered reliable. Assume that the FSM; is minimal, strongly connected, and
completely specified. Partial W-set method can be extended to construct a minimal length

checking sequence as follows:
Method_7:

1)For the given FSM;g, éompute an expanded W-sct, denoted as

W={w1,W2,....Wm}, where the length of wj < length of wj, if i <.

2) For the FSMs, compute a synchronizing sequence (SS). If there is no SS§,

compute a homing sequence (HS).
3) Construct a locating sequence for sg, Vsx €S

a) Vsge S, form Wi1,Wxa,...,Wkm, which are sequences of labels obtained by

applying w1,w2,...,Wn tO Sk.

b) Vsxe S, choose Yk to be some sequence of input/output pairs that has Wy;j as
its prefix and that takes the correctly-operating FSM from state sy back to state

Sk, 1 Sism.
¢) Vsxe S, form:

Y1 =Yk1

2= Y™ Y2

15 = ()™ 1)+ 1Y
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Yo = (Y- (Ym-2)"+ L. (YD Wi
where the n is the number of states in FSM;.

The locating sequence for state sk is Ym Which is denoted by LOk. The input

portion of LOy is denoted by Ix.
4) Construct an o-sequence (state identification)
a) Form Egoo = {(sk, 6(sk,Ix); LOwI Vske S}

b) G(V,E) is augmented to form G' by adding all edges of Eqgp to G, ie.,
construct G'(V',E"), V'=V, E'=E U Eqp0.

The problem is thus reduced to the problem of finding an RPP starting at v1

and terminating at ve over Egp in G
c) find

+ A minimum-cost symmetric augmentation G* of G[Eqgo} of G' by adding

some edges from G to G[Eqo)

+ An Euler path of G* starting at state s; which is the one reached after
applying an SS or a HS (followed possibly by the input portion of a

transfer sequence) and terminating at some state se.

The label of this Euler path of G* is denoted as cigp which is the first part
of the a-sequence for G (or M).

d) Choose the shortest locating sequence and denote it by LOs.
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Let sp=head(s, 8(s, Is); LOs), sq=tail(s, 8(s,Is); LOs) and find a minimum
spanning tree (MST) rooted at sq.

e)Vsge S, form a path Py = (vp,vq;LOs) @ (vq,vk: TR(8q,5k)) @ (vk,8 (5K, Wi);
Wki)@(8(sk,wi),vp;TR(S(sk,wi),sp)) and denote label(Pki) by o =
LO;@TR(sq,8k) @ Wi @ TR(S(sk,Wi),sp) (i=1,....m), wherc TR(sq,sk) is the
label of a path from sq 1o sk in the MST.

f) Eliminate Pj; whose label is a prefix of the label of some Py, 1 Si'sn, 1s
i< m,
Concatenate TR(se,sp) and all remaining Pjj to form Py, where s; is the

terminating state of cgg.
g) Label{Pg) is the o-sequence.

5) Vske V, form an identification set W, which is a subset of W, and can

distinguish the state sy from all other states.

6) Construct a B-sequence: (transition verification)

a) Vijk = (5j, Sk; i/0) € FSM;, form a path Pjki = (vp, vg; LOs) @ (vg, vj; TR(sq,
Y@ (vj, vk; /0)@ (v, B(sk, Wi); Wii) @ (8(sk, wi), vp; TR(B(sk, wi), sp))
and denote label(Pjki) by Bjki = LOs@TR(sg, 5j) @ label(tj) @ Wi @
TR(8(sk, wi), sp)), (1 S i < IWy!), where Wy is the sequence of labels
obtained by applying wje Wy to state sk, TR(sq,sj) is the label of the path

from sq 10 §j in the MST.

b) Eliminate Pjkj whose label is a prefix of the label of some Py, 1€i'<m,1

<j', k' € n. Concatenate all remaining Py to form Pg.

c) Label(Pp) is the B-sequence.
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7) The minimum-length checking sequence for FSMj is:
Label(P=Po @Pp) = ai-sequence @ B-sequence
3.2.6 An Example Using Method_7
We apply Method_7 to the FSMg M in Figure 1.
1) A W-set of the FSMg is wi=a , wa=b, W={w1,w2}
2) An SS of the FSM; is bb.
3) Locating sequences:
They are the same locating sequences used in the application of Method_6.
LOy: /1
LO2: a/0b/0a/0b/0a/0b/0b/1
LOs: a/0a/1a/0a/0a/12/0a/0af 1a/0b/0
4) a-sequence:
a-sequence is the same as that shown in Method_6.
The input portion of c-sequence: aaaaaaaaaaababababbabababbaaaaabb
5) Identification set for each state; Wi={a}, Wa={a,b}, W3={b}
6) B-sequence:
B111: LO1b/1k/1a/1b/1

B12i: LO1b/1a/1a/0a/0
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B122: LO1b/1a/1b/1
Ba11: LO1b/1a/1b/1
B232: LO1a/Qb/0 b/1
B311: LO1 2/0 a/0 a/1b/1
B321: LO1a/0b/02/0a/0
B322: LO1a/0b/Qb/1

where the underlined letters are the transitions to be verified, the bold letters are

transfer scquences.

Since P23z is a prefix of P32, B211 is a prefix of B122, the sequences B3z and

B211 are eliminated.

Concatenate the remaining subsequences as follows:

LO;b/1b/1a/16/1LO1b/ 1a/1a/0a/0L.01 b/ 1a/1b/1L.012/0a/0a/16/1L.012/0b/0a/0a/0
LO1a/0b/0b/1

The input portion of B-sequence: abbababaaaababaaaabaabaaaabb
7) The checking sequence (input portion):
aaaaaaaaaaababababbabababbaaaaabbabbababaaaababaanabaabaaaabb

Its length is 61 and its ending state is sj,
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3.2.7 Constructing an MLCS Using UIO Sequences

Suppose that the FSM; doesn't have a reliable reset feature, i.e., the reset feature is
not considercd reliable. Assume that the ESM; is minimal, strongly connected, completely

specified and has UTO sequence for each state. UIOv method can be extended to construct

a minimal length checking sequence,

In fact, if the FSM; has a UIO sequence for each state, the UIOv method is a
special case of the Wp method. The Wp method would use the union of all UIO sequences

as the W-set, and identification set for each state is the same as the input portion of UIO

for that state.

Method_8:

1) For the given FSM, compute a minimal length UIO sequence Uy, for each state

sk and form U={U1,U32,...,Un}, the input portion of each Uk can be denoted by

uk, k=1,...,n.

2) For the FSM;, compute a synchronizing sequence (SS). If there is no SS,

compute a homing sequence (HS).
3) Let W = {uk | Uge U} and Wk = ug, k=1, 2, ..., n.

4) To construct the o-sequence and the B-sequence, apply Method_7 step 3), 4), 5)

and 6) with above W and W sets.
5) The minimum-length checking sequence for FSM; is:
Label(P=P,@Pp) = oi-sequence @ B-sequence |
3.2.8 An Example Using Method_8

We apply Method_8 to the FSMg M in Figure 1:
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1) A minimal length UIO scquence for each state is:
Up=a/l

Uy =2a/0 a/0

U3 =b/0

2) An SS of the FSM; is bb.

3) A W-set of the FSMg is W={aa,b} or W={b,aa}. In this example, we let wi=b
and wp=aa. W=input portion of Uj=a, W2=input portion of Uz=aa, Wi=input

portion of Uz=b.
4) Locating sequences:
LOj: b/1b/1b/1a/12/0
LO;: bfla/1b/1a/1b/1a/1a/0a/0

LO3: b/0

Since state 3 is the only state that responds to input b by producing 0, it is not
necessary to include aa in LO3. State 1 and state 2 respond to input b by
producing an output of 1, so, b/l2/1 in LO2 and b/l in LOj need only to be

repeated 3 times,
5) o-sequence:

G™ of G[Eqgo] is shown in Figure 9.

57



Figure 9 G* of G[Eqpo) for Method_38

An Euler tour of G*of G[Eqgo] starting at s1 is

b/1b/1b/1a/1a/0 b/0 b/la/1b/1a/1b/1a/1a/0a/0

LO1 LO3 LOy

oo:  0/1b/1b/1a/1a/0b/0b/1a/1b/1a/1b/1a/1a/02/0

Where the end state se=s1 and TR(se,sp) = TR(s1,83) =&/ 1a/0

oq1 LOsb/1b/ia/ia/0 o2 LOsb/la/1a/0

og1 LOsb/1a/1af0 oz2  LO3a/0a/0a/1a/0

o31  LO3a/0 b/0a/0 032 LO32/0 a/0a/12/0

The input portion of ai-sequence: bbbaabbababaaaaabbbaabbaabababaaaa
(Since o122 is a prefix of 032, 0112 is a prefix of g, they are eliminated).
6) Identification set for each state: Wi=({a}, Wa={ aa}, Wa={b}

7) B-sequence:
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B111: LO3b/1b/1a/1a/0
B122: LO3b/1a/1a/0a/0a/1a/0
B211: LOsb/1a/1a/0

B233: LOAa/Qb/0 a/0

B311: LO3 2/0 2/Q 2/1a/0
B322: LO3a/0b/Qa/0a/0a/12/0

where the underlined letters are the transitions to be verified, the bold letters are

transfer sequences.

Since Pai1is a prefix of B122, B2a3 is a prefix of Baz2, sequences Ba11 and Ba33

are eliminated.

Concatenate the remaining subsequences as follows:

LO3b/1b/12/1a/0L.03b/1a/1a/0a/02/ 1a/0L.032/0a/0a/ 12/0L.032/0b/0a/0a/0a/ 12/0

The input portion of B-sequence: bbbaabbaaaaabaaaababaaaa

8) The checking sequence (input portion):
bbbaabbababaaaaabbbaabbaabababaaaabbbaabbaaaaabaaaababaaaa
Its length is 58 and its ending state is §3,

3.2.9 Discussion
In this section, we are going to answer two questions related to the above checking

sequence generation methods (Method 5, 6, 7 and 8). One is whether the above methods
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produce checking sequences, another is whether each resulting checking sequence is of
optimal length, or under which conditions the length of each resulting checking sequence

is optimal.
The following theorems answer the first question:

Tneorem 6 Let G* = (VA, E*) constructed by adding (v1,ve: a-sequence) to G* of
G[Ep] generated by Method_5 where v, is the tail of the path whose label is a-sequence
(denoted by Lg). Suppose that PA is a path of G* and contains every edge of EqUEp
starting at vertex vi, then the label(P*), I0-sequence Q, starting at vertex vy and containing

the L as its prefix is a checking sequence of M.

Proof: Suppose that PA=(uj, uz; L1)(u2, uz; L2)...(uk-1, uk; Li-1), where uy is recognized
as vi. Then Q is the I0-sequence LjL3 ... Li.1 starting at vy, and L1 = Lg. Let P=(aj, a2;
L1)(az, a3; L2)...(ak-1, ak; Li-1) be the corresponding path of G. We note that each (a;,

8j+1; Lj) may be a path of G instead of a single edge of G.
We first show that a;, i=1,2, ..., k-1, is recognized in Q. Suppose this is not true.
When i =1, u; is v and by hypothesis, a; is recognized as sy of M, a contradiction.

When i =2, uj is Ve, 2nd from the construction of the a-sequence in Method_S, a; is

recognized in Q as some state a of M, & contradiction.

Suppose uj, U2,..., uj.j are the members of V» such that ai, a32,..., aj.] are

recognized in Q, (1< i <k), as some states of M.
We are going to prove that a; is recognized in Q. Suppose this is not true.

If (uj-1, us; Li-1) is in Eg, then Lj-1 has some Dj as suffix, from the construction of

the ct-sequence, a; is recognized in ( as some state a of M, a contradiction.

60



If (uj.1, vs; Li-1) is in E, then (aj-1, ai; L;.1) is an edge of G where Li.j=x/y for
some input x. From the construction of the B-sequence (step 4,c), it can be seen
that PA contains the edge (uj, uj+1; Ly) which occurs before (u;.1, uj; Li-1) and
represents the test segment for the edge (aj.1, aj; Li-1) where ajis t-recognized in
Q as state a of M, and 5(aj, x) is d-recognized in Q as 8(a, x) of M. For (aj, S(ay,
xj; x/y) and (aj.1, aj; X/y), since a; and aj.1 are t-recognized in Q as some statc a
of M and 8(aj, x) is d-recognized in Q as some state 3(a, x) of M, based on the
definition of recognition of a vertex, aj is t-recognized in Qas d(a,x)of M, a

contradiction.
So g is recognized in Q, (i=1,2,k-1).

For every edge e=(a, b; x/y) of G, there is an edge ((a, (8(a, xD)); (xD)/A(a, xD))
of EB; Without loss of generality, we assume that this edge of Eg is (-1, uis Li.1) in PA,
Then, in Q, a;.1 is recognized as state a of M and 8(a;.1, X) is recognized as state b of M.

So (2, b; x/y) is verified. From Theorem 1, Q is a checking sequence of M. I

Theorem 7 Let a strongly-connected digraph G = (V, E) represent a deterministic,
minimal, and completely-specified FSM M with a W-set. If P is a path of G that is
generated by Method_6, then the label(P), IO-sequence Q, starting at vertex vy isa

checking sequence of M.
Proof: For every edge e=(a ,b; x/y) of G, we are going to prove that e is verified in Q.

From the construction of the B-sequence in Method_6, it can be seen that for cach
edge (a, b; x/y) of G, there are m subpaths spej = (vp, Vqi LOs)@(vq, vjs TR(sqs sP) @(vj,
vie xIy)@(vid(sk, Wi)i Wii) @ (8(sk, wi)y vps TR(B(sk» Wi, sp)) = (vp, Vs;
LOM\Wsm) @(vs, Vg Wsm)@(vg, V53 TR(sq, 5§)) @ (Vj» Vki Y@ (vk, 5(sk, wi); Wii) @
(8(sk» wi), vps TR(B(sk» Wi), sp(i=1,.., m}in P, where vp and vq arc the head and tail

of the subpath representing the shortest locating sequence LOs, vs is LOg-related state.
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From the construction of the o-sequence in Method_6, it can be seen that for any vertex vj
of G, there are m subpaths spvi =(vp, vq; LOs)@(vg, vj TR(sq, $§)) @ (v;,8(sj, wi); Wji) @
(8(sj, i), vp; TR(S(sj» Wi), Sp)) = (vp. Vs LO\Wsm) @(vs, Vg Wsm) @ (v, Vi TR(sq,
5i)) @ (v, 8(sj, Wi); Wi @ (8(sj, wi), vpi TR(S(sj, wi), sp)) (=1, ..., m) in P by which v;
is w-recognized in Q as state a of M. Then vs in both spe; and spvi is l-recognized in Q as
state s of M, therefore, in each subpath spe;, i=1, ..., m, for (a, b; x/y), vjis t-recognized
and vy is w-recognized in Q as states a and b of M. So (a,b; x/y) is verified. From Theorem

2, Q is a checking sequence of M. |

Theorem 8 Let 2 strongly-connected digraph G = (V, E) represent a deterministic,
minimal, and completely-specified FSM. If P is a path of G that is generated by

(1) Method 7, if the FSM has characterization set; or

(2) Method 8, if the FSM has unique input output sequence;

then the label(P), IO-sequence Q, starting at vertex vj is a checking sequence of M.,
Proof:For every edge e=(a ,b; x/y) of G, we are going to prove that e is verified in Q.

From the construction of the B-sequence in Method_7 or Method_8, it can be seen
that for each edge (a, b; x/y) of G, there are [Wi! subpaths spej = (vps vgs LO5)@(vg, vj;
TR(5.5))) @ (vVj.Vi;x/¥) @ (Vie,8(sk, Wi); Wii) @ (8(sk, Wi), Vp3 TR(8(sk, Wi), Sp)) =
(VpVs;LOAW ) @ (V5,vqi Wem) @ (g, Vi TR (5¢,57)) @ (¥, Vics X/Y) @ (v, S(skwi); Wia) @
(8(sx,wi), vp; TR(8(si, W), sp))(1 = i < Wl ) in P, where vp and vg are the head and tail
of the subpath representing the shortest locating sequence LOs, Vs is LO;-related state, and
Wy is a subset of W which can distinguish the state sx from all other states. Wi is the
sequence of labels obtained by applying wie W to state sk. From the construction of the
a-sequence in Method_7 or Method_8, it can be seen that for any vertex v of G, there are
m subpaths spv; =(vp, Vg: LOs) @ (vq,¥j; TR(sq, )@ (¥, 8(sj, wi); Wii)@ (8(sj, i), vp:
TR(3(sj, Wi)» Sp)) = (¥p, Vsi LOs\Wsm)@(vs, vq; Wsm) @ (vq, vj; TR(sq, 5)))@(vj, 3(sj,
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wi)i W) @ (8(sj, Wi, vps TR(S(sj, wi), sp)) (i=1, ..., m} in P by which vj is w-recognized
in Q as state a of M. Then vs in both spej and spv; is /-recognized in Q as state s of M,
therefore, in each subpath spej, 1 < i< Wy, for (a, b; x/y), vjis t-recognized and v is w-
recognized in Q as states a and b of M. So (a,b; x/y) is verified. From Theorem 2, Qis a

checking sequence of M. |

In both Method 7 and 8, locating sequences are used to recognize all the states in
the FSM and to guarantee that the same state has been reached before different wi is
applied. The only difference is that in Method 7, the identification set is used to verify the
tail state of each transition instead of the entire W-set whereas in Method 8, UIO sequence
is used to verify the tail state of each transition. In order to guarantee the identification sct
or UIO sequence is "unique" in an implementation of M, during the a-sequence
construction, all the states are identified by using the entire W-set or the union of all

Uk(k=1,...,n).

We will analyze the solution of the second problem from two perspectives: a.-
sequence construction and f-sequence construction. In Method 6,7,8, since we don't use
any optimization approaches to produce B-sequence, it is not relevant to discuss whether
the resulting sequence is an optimal length sequence. For the o-sequence construction of
Method 5, 6, 7 and 8, G[Eq] or G[Eq00] of G' is not weakly connected, so, in most
cases, the o-sequence is not an optimal length sequence. However, edges from E can be
added to G[Eq) or G[Eqoo] to obtain G* of G[Eq] or G[Eqoo0] such that G* is weakly
connected, and an Euler path of the RSA G* of G[Eq] or G[Eq00] is then a RPP of G over
Eg or Eq00.

For the B-sequence construction of Method 5, we have the following thcorem:

Theorem 9 Let a strongly-connected digraph G = (V,E) represent a deterministic,

minimal, and completely-specified FSM M. If M has the reset or the self-loop feature then
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the edge-induced subgraph G[Eg] of the strongly connected digraph G" constructed in
Method 5 siep 4 is a spanning subgraph of G" and is weakly connecied.

Proof: If M has the reset feature then there exists an edge (vj,v1; L) in G from each
vertex vj, i=1,..,n to vertex vi, representing the initial state s in M. Suppose that 3(v,
D)=vk, and D/A(v1,D)=Dj then Eg in G" contains the edges (vi, vk t/-@Dy), i=1,...n,
corresponding to the test segments for the reset edges (v, v1; Li). This subset of edges of

Ep clearly induces a subgraph of G" which is weakly connected.

If M has the self-loop feature, for every vj € V, there is an edge (vj, 8(vj, D);
L;jD;) in G[Ep]. Thus the edge-induced subgraph G[Ep] of G" is a spanning subgraph of
G". Suppose that G[Eg] is not weakly connected. Then there exists a subset V"s < V" such
that V's N (V" -V"s) = @ and there is no edge (vp, 8(vq, D); LpgDg) € GIEg] such that (1)
vpeV"sand (v D) eV"-V5or2)vpe V" - V'sand 8(vg, D) € V"s. Since Gis
strongly connected, there exists an edge (vj,vj; Lijj) € E=E" - Eg such that vie V'sand vj
eV"-V"s. Let 3(vj, D)=vk. If vge V"-V', this implies that there exists an edge (vi,6(v;,
D); LyDy) € G[Eg], since vie V"sand vg € V" - V", it contradicts the assumption that
there is no edge in G[Eg] from Vs to V"-V'. If v e V"5, there would be an edge
(v},08(vj, D) L;jDj) in G[Ep] from V"- V' to V', it also produces a contradiction.

Therefore, G[Eg] of G" is weakly connected. |

From theorem 9, it can been seen that if the FSM has the reset or the self-loop

feature, the B-sequence constructed by using Method 5 step 4 is an optimal length

scquence.,

Method § is proposed for an FSM; without reliable reset feature which implies
either: (1) The FSM; does not have the reset feature; or (2) The FSM; does have reset
transitions but they may not be implemented correctly in the FSM;, so these reset

transitions need to be verified as other transitions. In the first case, we can not find an
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RCPT over Eg in G", but RPT over Eg in G" is achievable. In the second case, it meets the

requirements in theorem 9, so there exists an RCPT over Egin G".

Although we can use any of Method 5 to Method 8 to produce checking sequences
without reliable reset feature, there are still a lot of redundancies in the resulting secquences.

It can be seen that if we merge the construction of o-sequence and B-sequence, shorter

checking sequences can be obtained and more efficient algorithms can be provided. In the

next chapter, we will study the effects of interleaving o, and [ sequences.

65



4. THE EFFECTS OF INTERLEAVING OF o AND P
SUBSEQUENCES

In this chapter, we will study the effects of interleaving of state identification
subsequences (oi-sequence) and transition verification subsequences (B-sequence) in two
cases. In the first case, we will assume that the FSM; has a reliable reset feature and in the
other case, we will not make this assumption. For the first case, an algorithm which
interleaves the o-sequence and the P-sequence generated by Method 1, 2, 3 and 4 in
chapter 3 will be provided. For the second case two general models to construct shorter
checking sequences by interleaving o-sequences and f-sequences will be proposed. For
the first case, we will consider four methods: D-method, expanded W-method, Wp-
method, UIOv-method and apply the proposed algorithm to the example in chapter 3. For
the second case, we will consider the FSM; with a distinguishing sequence and apply the

proposed models to the example FSM in chapter 3.
4.1 The Effects of Interleaving for FSMs with Reliable Reset Feature

If an FSM; has a reliable reset feature, we can use one of Method_1, ..., Method_4
given in Section 3.1 to construct a checking sequence. However, there may be additional
redundancies (called Cross - Redundancies) in the resulting checking sequence other than
those redundancies eliminated during the checking sequence construction in chapter 3.
Suppose C is a checking sequence produced by employing one of Method_1, ... ,
Method_4 as a concatenation of an o-sequence and a fB-sequence. Suppose A and B are
two sets which contain all a-subsequences ay,1 < k, and B-subsequences Bj,1 < j,
respectively. Vog € A, VBje B, if oy is a prefix of Bjor B; is a prefix of a, then we
say there are cross-redundancies in C. For example, refer to o, 02, 03 appearing in Bat,

B32, P23, respectively, in Case 1 of Section 4.1.2. In order to optimize the length of the
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resulting checking sequence, we can interleave o-sequence and f3-sequence by removing all

cross-redundancies in the checking sequence.

4.1.1 An Algorithm for MLCS Construction

Theorem 10 Suppose A is a set which contains all «-subsequences produced by
employing Method_i, ..., Method_4, Vo€ A, Vo' € A, if o’ is a prefix of o, then @
=0,

Proof: Suppose 0.# 0", so, the length of the o' is less than that of o or the length of a
is less than that of o', Since o' is a prefix of o, the length of o' is less than that of .
According to the step 3¢ in Method_l, ... , Method_4, o' should be removed from A, so
o'g A, a contradiction. So, o=0', |
Theorem 11 Suppose B is a set which contains all B-subsequences produced by
employing Method_1, ..., Method_4, VB € B, VB’ € B, if B’ is a prefix of B, then B=
p’.

Proof: Suppose P #P', so, the length of the B' is less than that of B or the length of fBis
less than that of B'. Since B' is a prefix of B, the length of B' is less than that of B.
According to the step 4b in Method_1, ... , Method_4, ' should be removed from B, so
p'e B, a contradiction. So, B=f'". [
Theorem 12 If o € A is a prefix of B € B, then there is not such an o'e A that &’ is a
prefixof Band = a'.

Proof: Suppose o' € A is also a prefix of B € B, the lengthof &0 is L, the length of o' is
K and the length of B is P. So, L<P and K<P.

Since o is a prefix of B, then the first L symbols of f are same as to that of o.

Since o' is a prefix of B, then the first K symbols of [ are same as to that of o

If L<K, then « is a prefix of o', from theorem 10, it is a contradiction.

If K<L, then ¢' is a prefix of o, from theorem 10, itisa contradiction.

If L=K, then a=0t', from above assumption, it is a contradiction.

So, there is no such an a'e A that o' is a prefix of Band = o' . |
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Theorem 13 If B e B is a prefix of & € A, then there is not such a B' B that f'is a
prefix of o and B+ B'.

Proof: Supposc ' e B is also a prefix of & € A, the length of B is L, the length of B’ is
K and the length of o is P. So, L<P and K<P.

Since P is a prefix of a, then the first L symbols of o are same as to that of B.

Since ['is a prefix of o, then the first K symbols of o are same as to that of '

If L<K, then B is a prefix of B', from theorem 11, it is a contradiction.

If K<L, then B'is a prefix of §, from theorem 11, it is a contradiction.

If L=K, then B=p', from above assumption, it is a contradiction.

So, there is no such an f'e B that §'is a prefix of c.and f # ' ]

Based on above four theorems, we give an algorithm in which set A and set B

contain all subsequences of the a-sequence and B-sequence, respectively and set C is an

empty set in the beginning.

Algorithm_1
Partition the set A and set B, according to the second input symbol (since first
symbol is reset) of each sequence and denote them as Ap,A, ..., Ag,B1,B2, ...,
Bg. q is the number of input symbols in FSMs. The cardinality of each A; (B;) is
denoted by tj (1) (i=1,...,q), respectively.
i=0, C=nil
while i<q
r=1, j=1, i=i+l
while j< i
Case o€ Aj is a prefix of BjeB;
put §; in C, delete B; from Bj, li=li-1
Iflj=0

Then put 41, 0r4+2, ., i in C, j =1;
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ElseIfr<t
Then r=r+1, j=1;
Else put rest of Bj €Bjin C, j =1i+1;
Case (e Bjis a prefix of oy Aj
put & in C, delete B from B;, li=li-1
Ifl;=0
Then put Oir41, Oes2s - i in C, j =1;
ElseIfr<t
Then r=r+1, j=1;
Else put the rest of BjeByin C, j=1i+1;
Case oy€ Aj is not a prefix of [;eB; and P is not a pref{ix of oye Aj
Ifj <l;
Then j=j+1;
Else put oy in C
Ifr<t
Then r=r+l, j=1,
Else put the rest of BjeBiin C, j=lj+1;
end_while
end_while
Concatenate the elements of C, and the resulting sequence is the minimal length

checking sequence. |

Theorem 14 Suppose Pj is the number of elements in set A, P2 is the number of
elements in set B, L is the Jength of the longest sequence in set A, q is the number of the

input symbols in FSM;. The average complexity of Algorithm_1 is:
Py +P2 + P1P2(L-2)/q

and the upper bound of the complexity of Algorithm_1 is:
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Py +P2 + P1(P2-(g- D)(L-2)

Proof: Basced on the algorithm, Set A and set B have to be partitioned into q subsets, s,
the total time is: P1+P2. On the average, st A will be partitioned into q subsets, and each
subset has P1/q clements, for set B, there should be q subsets and each of them has Pa/q
clements. Since, for each element in set A, we don't need to compare the first two symbols
(first symbol is reset 1/-, second symbol in two elements to be compared is identical), the
length of elements to be compared in set A is at most (L-2), 50, the average complexity of

Algorithm_1 is:
Py +P2 + (P1/q}(P2/q)(L-2)q = P1 +P2 + P1P2(L-2)/q

Since the FSM; is completely specified, the set B must be partitioned into g subsets
which has at least 1 element, so, in the worst case, set B has g-1 subsets which have 1
clement and one subset which has (P2-(g-1)) elements. For set A, the worst case is that set
A only has one subset which has P; elements, so the upper bound of the complexity of

Algorithm_1 is:
P1 +P3 + P1(P2-(g-1))(L-2) |
4.1.2 Applications of Algorithm_1

In this section, we will consider the FSM; in Figure 1, and apply the &-sequences
and B-sequences, which have been produced in 3.1.2, 3.1.4, 3.1.6, and 3.1.8, to
Algorithm_1.

Case 1: The Interleaved MLCS Based on D-method
From section 3.1.2, we get the following o-sequence and -sequence:

o-sequence:

o rl-a/lb/l
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op r/- a/l afl0 b/0
o3 /- a/l a/0a/0b/l

B-sequence:

Bi1 /- blla/lb/1

B - a/1b/lallbil

fiz3 1/~ a/1a/0a/0b/1

Bai r/- a/1a/0a/0a/1b/1

Baz 1/- a/1a/0b/Qa/0b/0

where the underlined are the transitions to be verified.

By applying Algorithm_1, we can construct the following checking sequence (input

portion):
rbabrababraaabraaaabraabab

(Since a.1,002 and i3 are prefixes of 21,832 and B23, respectively, they are

eliminated).
Its length is 26 and its ending state is s2.

Suppose in FSM;, n is the number of states, s is the depth of minimum spanning
tree, d is the Jength of distinguishing sequence, from theorem 14, the average and worst-
case complexity of Algorithm_]1 for case 1 are:

Average: n+ng+nnq(s+d-1)/q = n2(s+d-1)+n(q+1)
Worst-Case: n+ng+n(ng-(g-1)X(s+d-1) = n2q(s+d-1)+n(14q-(q-1)(s+d-1))
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Case 2: The Interleaved hiL.CS Based on Expanded W-method

From section 3.1.4, we get the following a-sequence and B-sequence:

o-sequence:
o2 r/-b/l

op t/-a/l1bl/l

o3y r/-afl a/0 a/0
o032 t/-a/l /0 b/0
B-sequence:

Bir1 v-bilal

B112 r/-b/l b/l

B211 r/-a/1b/l a/l

B212 /- a/1b/1 b/1

Ba1n r/-a/1a/0 a/0a/1

B3z 1/-a/1a/0 3/0 b/l

B321 /- a/1a/0 b/Q a/0

B3z /- a/1a/0 b/O b/1

where the underlined are the transitions to be verified.

By applying Algorithm_I, we can construct the following checking sequence (input

portion):
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rbarbbrabarabbraaaaraaabraabaraabb

(Since 0112, 022, @31 and o3z are prefixes of B111, B211, B312 and P321,

respectively, they are eliminated).
Its length is 34 and its ending state is 1.

Suppose in FSMg, n is the number of states, s is the depth of minimum spanning
tree, m is the number of elements in W-set, w is the length of longest characterizing
sequence, from theorem 14, the average and worst-case complexity of Algorithm_1 for
case 2 are:

Average: nm+nmg+nmnmq(s+w-1)/q = n2m2(s+w-1)+nm{g+1)
Worst-Case; nm-+nmg+nm(nmg-m(g-1))(s+w-1)

= n2m2q(s+w-1)-m2n(g-1)(s+w-1)+nm(q+1)
Case 3;: The Interleaved MLCS Based on Wp-method

From section 3.1.6, we get the following o-sequence and f-sequence:

o-sequence:
oz 1/-b/l
op r/-a/lb/l

031 1/-a/l af0a/0
o372 r/-a/1a/0b/0
f3-sequence:

Biir r/-bll all

Ba11 /- a/lb/l @/l
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Bsn - a/12/0 a/Q a/t
Baz1 1/- a/1a/0 b/0 2/0
iz r/- a/1a/0 b/Q b/l
where the underlined are the transitions to be verified.

By applying Algorithm_1, we can construct the following checking sequence (input

portion):
rbarabaraaaaraabaraabb

(Since 0112, 022, 031 and 32 are prefixes of 111, B211, B311 and B321,

respectively, they are eliminated).
Its length is 22 and its ending state is s1.

Suppose in FSMg, n is the number of states, s is the depth of minimum spanning
tree, m is the number of elements in W-set, mj is the number of elements in characterization
set Wj (m; < m), w is the length of longest characterizing sequence, from theorem 14, the

average and worst-case complexity of Algorithm_1 for case 3 are:
Average: nm+q 2 minm(q T m; )(s+w-1)/g =qX; jmy+nm((Z m(s+w-1)+1)

Worst-Case: nm+qZ. mi+nm((qZ;. ,mi)-(g-1))(s+w-1)
= q¥,ymp+nm(((qE; mi-(g-D))(s+w-1)+1)

Case 4: The Interleaved MLCS Based on UIOv-method
From section 3.1.8, we get the following a-sequerce and f-sequence:
a-sequence:

~0q1 r/- b/l
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~0y1 tf-all b/l
o3 r1/-a/1a/0b/0
~0t3)  1/-a/1 a/0 a/0 a/l
[3-sequence:
B11 r/-bila/l
f21 t/-a/lp/l a1
Bs1 t/- a/1a/0a/0 a/1
Baz 1f-a/1a/0b/Q 2/02/0
where the underlined are the transitions to be verified.

By applying Algorithm_1, we can construct the following checking sequence (input
portion):

rbarabaraaaaraabaa

(Since ~0t11, ~0.21, 003 and ~0i31 are prefixes of B11, P21, P32 and B3y,

respectively, they are eliminated).
Its length is 18 and its ending state is s1.

Suppose in FSMg, n is the number of states, s is the depth of minimum spanning
tree, u is the length of longest UIO sequence, from theorem 14, the average and worst-case
complexity of Algorithm_1 for case 4 are:

Average: n2+nq+n2ng (s+u-1)/q = n(n%(s+u-1)+q+n)

Worst-Case; n2+ng+n2ing-(q-1))(s+u-1)= n2((s+u-1)(ng-g+1)+1)+nq
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From above applications, it can be seen that the length of the interleaved checking
sequence is much shorter than that of uninterleaved checking sequence. The result of four

cases is shown in Table 2.

Table 2 The Comparison of Two Kinds of Checking Sequences

Length | Un-intereaved interleaved
Cases Checking Sequence |Checking Sequence
D-method 38 26
W-method 47 34
Wp-method 35 20
UIOv-method 32 18

4.2 The Effects of Interleaving for FSMs without Reliable Reset Feature

If an FSM; doesn't have reliable reset feature, we can use one of Method_5, ...,
Method_8 given in section 3.2 to construct a checking sequence, However, each of these
methods either requires a considerable amount of time for the construction of checking

sequence or yields a considerably long checking sequence.

In the following, two general models for cunstructing minimal Iength checking

sequences by interleaving o and f sequences and utilizing distinguishing sequence are

proposed.
4.2.1 Model M1 for Constructing MLCS by Using DS

Suppose that a strongly connected directed graph G = (V, E) representing a

completely specified, minimal, and deterministic FSM M is given. Suppose that the FSM
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M has a distinguishing sequence. Assume that a set of paths {Py,...,Pr} of G is given such
that for each Py=(s;j, sj; o), l Sk s, head(Py) and ail(Py) are recognized in oy and the
distinguishing sequence is a prefix and a suffix of ox. Letax (1 Sk<r) without the last
distinguishing sequence be denoted as a'x. The o-set (i.e. the set of labels &y,...,0r of

paths Py,...,P; of G) satisfying the above condition is the one that can be obtained using
Method_5 3a) and 3b).

We construct our model M1 as a new graph G'=(V', E") from G = (V, E) as

follows.

Model M1
Let V'=V and E'=E U Equ EcUE", where
Eq={ (head(Py), tail(Py); oi): for every Pk in G, 1 Sksr}
Ec ={ (v, 8(vj, xD); x/y@Dj;): for every (vj, vj; x/y) € E }

E"= { (vi, 8(vi,D); Dj): for every vie V, (1) there is no self-loop edge tii=(vi, vi;
Li) (1 £i<n) in E such that Lj; = x/y or (2) there is no edge (vj,vi; Li;) such
that Lij=a'j, (1 Sis1)}

By using above model, the construction of & checking sequence for the given FSM

M has been reduced to the problem of finding an RCPT over EqUEE" in G' starting at

v1. The following steps can be used to solve this problem:

1) Construct an RSA G* = (V*, E*) of G' whers V¥ =V'and E* contains each

edge in EqUECUE" of G' and some edges in E.
Efficient algorithm exists for this step [AHO88].

2) Find an Euler tour starting at v1 of G* by using the following algorithm:
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In G*, mark all edges from EgUEQUE" in G* as UNTRAVERSED

For each vertex vj € G*, define a set Ej that contains all the UNTRAVERSED
outgoing cdges from v;

let i=1 and P*=nil
while not all edges from Eq UE(UE" in G* are TRAVERSED do

If not all edges in E; are TRAVERSED
THEN choose one UNTRAVERSED edge eik from Ej
mark it TRAVERSED
append it to P*
ELSE choose an edge ti from E in G* starting from vj.

append it to P*
leti=k
end_while
If vj is not v1, choose a TR(vj,v1) from E in G* and append it to P*
The resulting P* is an Euler tour staring at vertex v of G*, |

Theorem 15 Suppose that P* is a path of G* that is generated by Model M1 and contains
every edge of EqUECUE" starting at vertex v1. Then the label(P*), 10-sequence Q, starting

at vertex vy is a checking sequence of M.

Proof: Suppose that P*=(uy, uz; L1)(u2, u3; La)...(uk-1, uk; Li-1), where 11 is recognized
as vi. Then Q is the 10-sequence LiLy ... Lx.1 starting at vq. Let P=(a1, a2; L1)(az, a3;
L3)...(ak-1, ak; Li-1) be the corresponding path of G. We note that each (aj, aj+1; Lj) may
be a path of G instead of a single edge of G.
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We first show that a;, i=1,2, ..., k-1, is recognized in Q. Suppose this is not true.
Since P* is generated by Model M1, P* is an ordercd sequence of edges in which every
edge (vi, 8(vj, D); x'y@D;) from E¢ has been traversed before the corresponding edge (vi,

vj; X/y) from Eisused as a transfer sequence.
When i=1, uj is v1, S0 a1 is recognized as state s1 of M, a contradiction.

Suppose uj,u2,..., Uj-] are the members of V* such that ai,a2,..., 8j.1 are

recognized in Q, (1<i<k), as some states of M.
We are going to prove that a; is recognized in Q. Suppose this is not true.

If (u;.1, ug; Li-1) is in Eq, then from the choice of the a-set, aj is recognized in Q as

some state a of M, a contradiction.

If (uj-1, us; Li-1) is in E¢, then Li.1 has some Dj as suffix, from the choice of the o-
set, every 8(vj, D) is recognized, so a; is recognized in Q as some statc a of M, a

contradiction.

If (ui.1, us; Li-1) is in E", then Li.1 is some Dj.1, and from the choice of the ot-set,
every 8(vj, D) (i=1,..,n) is recognized, so aj is recognized in Q as some state a

of M, a contradiction.

If (uj-1, ug; Li-1) is in E, then (aj-1, aj; Li.1) is an edge of G where Li.1=x/y for
some input x. From the algorithm in Model M1 applied to form P*, P* contains
an edge (uj, Uj415 L;) which occurs before (u;.1, uj; Li.1) and represents the test
segment for the edge (aj.1, aj; Li.1) where aj is t-recognized in Q as state a of M,
and 8(aj, x) is d-recognized in Q as 8(a, x) of M. For (aj, 8(aj, x); x/y) and (aj-1,
aj; x/y), since a; and aj.] are t-recognized in Q as some stale a of M and 8(a, x) is
d-recognized in Q as some state d(a, x) of M, according to the definition of

recognition of a vertex, a; is t-recognized in Q as 8(a, x) of M, a contradiction.
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So a; is recognized in Q, (i=1,...k-1).

For every edge e=(a, b; x/y) of G, there is an edge (a, 8(a, xD); (xD)/A(a, xD)) of
E.. Without loss of generality, we assume that this edge of Eg is (ui-1, uj; Li-1) in P*,
Then, in Q, aj.1 is recognized as state a of M and 8(aj-1, x) is recognized as state b of M.

So (a, b; x/y) is verified. From Theorem I, Qisa checking sequence of M. ||

We have established with Theorem 15 that the resulting sequence from the above
model is a checking sequence. Below, we will prove that there exists an RCPT in G' over

EqUEQUE", and the resulting checking sequence is an optimal sequence with respect to the
Model M1.

Theorem 16 For any FSM M represented by G=(V,E) in Model M1, there exists an
RCPT in G' over EqUECUE", and the corresponding checking sequence is an optimal

sequence with respect to the Model ML1.

Proof: For every vj € V', there is an edge (vj,vik;x/y) in E, and an edge (vj, 6(vj, xD);
x/y@Dy) in G[Eg\VE¢E"]. Thus the edge-induced subgraph G[Eq\JEc\JE"] of G'is a
spanning subgraph of G'. Suppose that G[EqEUE"] is not weakly connected. Then
there exists a subset V's < V' such that V's 1 (V' -V's) = 0 and there is no edge (vp,vg;
Lpg) € GIEqUECVE"] such that (1)vp e V'sand vqe V' -V's or (2) vpe V'-V'sand vge
V's. Since G is strongly connected, there exists an edge (vi,vj; Lij) € E=E'~ EqEE"
such that vi e V'sand vj € V' -V', Let 8(vj, D)=vk. If vke V'- V's, this implies that
there exists an edge |(Vi,8(Vj, D); Lij@D;) € GI[Ec], since vie Vs and vk € V' -V, it
contradicts the assumption that there is no edge in G[EqUEVE"] from V's to V'-V's. If
vk € V's, there would be three cases: (1) if there is a self-loop transition tjj = (vj , vj; X/y) at
vj, then there is an edge (v, (v, D); x/y@D;) in G[E(] from V'- V's to V's, (2) if there 1s
no self-loop transition at vj, but there is an edge (vj, vj; 0 ) at vj, then there is an edge

(v,8(vj, D); o'j@D;) in G[Eg] from V'- V's 1o V's, (3) if neither self-loop transition nor
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o'y exists for vj, then there would be an edge (v},8(vj, D); Dj) in G[E"] from V'- V% to
V's. Above three cases all produce a contradiction. Therefore, G[Eq\VEc\VE"] of G'is
weakly connected. So, there exists an RCPT in G' over EqUEVE". For a given set
EqUEUE" in an augmented graph G*, an RCPT is a minimum-length (minimum-cost)
tour that contains each edge in EqUECUE" at least once. Therefore, the RCPT forms an

optimal length checking sequence with respect to the Model M. |
4.2.2 An Application of Model M1

Consider the FSM M and its graphical representation G given in Figure 1. A
distinguishing sequence for the FSM M in Figure 1 is D=ab. The transition table of M is

given in Table 3. The cost of each edge of G is 1.

Table 3 Transition Table of M and Responses to Distinguishing Sequence
States (next state, output)| (next state, output)|(next staic, output)
for Input a for Input b for Input D =ab
v v2, 1 v, 1 vi, 11
va v3, 0 v, | va, 00
V3 v, O vz, 0 vy, 01
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Figure 10. a-set for Model M1

The o-set obtained by using Method_5 3a) and 3b) is {1, o2}, where
oi1=(ababab)/(011111), cz=(abab)/(0000), o'1=(abab)/(0111), o'2=(ab)/(00). This o.-set

is shown in Figure 10. Table 4, 5, 6 show all the edges in E¢, Eq and E, respectively.

Table 4 Edges in E¢

Starting State Ending State Label of the Edge

Vi V] (bD)/(111)

V] 7 (aD)/(100)

v2 Vi (aD)/(001)
V2 Vi (bD)/(111)

v3 Vi (aD)/(011)

v3 V2 (bD)/((W0)

Table 5 Edges in Eq for Model M1

Starting State Ending State for o | Ending State for o | Label of the Edge
v3 v V1 (ababab)/(011111)
v2 v2 V2 (abab)/(0000)
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Table 6 Edges in E" for Model M1

Starting State Ending Statc Label of the Edge

va Vi Dj = (ab)/(01)

Since vy has a self-loop edge (v1,v1; b/1) and v has a self-loop edge (v2,v2; @2},
E" only contains edge (v3,v1:D3). The only edges of E added to EqUEUE" are (va,va;
2/0) and (v1,vy; /1) to form G* of G[EqE\JE"]. Each of these edges arc replicated 4

times.

Figure 11. G* for Model M1

A path of G* (shown in Figure 11) which is an RCPT over EqUEUE" starting at

v1 is as follows:
(v1, v1; (bDY(111))(v1 , v2; (aD)/(100)){v2, v2; 02)(v2, v1;(bD)/(111))

(v1, v2; &/1)(v2, v1: @D)(001))(vy, v2; a/1)(va, v3; a/0)(v3, v1; Oi1)
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(v1, v2; o/1)(v2, v3; 2/0)(v3, v2; (bD)/(000))(v2, v3; w/0)(v3, v1; (aD)/(011))
(v1, v2; /1)(v2, v3; /0)(v3, v1; D/(01))

A checking sequence of M which is the label of the above path of G* is
((bD)/(111))((aD)/(100))o2((bD)/(111})(a/ 1) ((aD)/(001))(a/ 1 }(2/0)
ou{a/1)(2/0)((bD)/(000))(a/0)((aD)/(011))(a/1) (/0 }D/(O1)).

where (/o) indicates a transfer sequence,

The length of this sequence is 38.

In the next section, we will propose Model M2 which can produce a much shorter

checking sequence than the one generated by Model M1.
4.2.3 Model M2 for Constructing MLCS by Using DS

Suppose that a strongly connected directed graph G = (V, E) representing a
completely specified, minimal, and deterministic FSM M is given. Suppose that the FSM
M has a distinguishing sequence. Assume that a set of paths {Py,...,Pr} of G is given such
that for each Pg=(sj, 5j; k), L Sk S, head(Py) and tail(P) are recognized in o and the
distinguishing sequence is a prefix and a suffix of each o. The o-set (Le. the set of labels
1,...,0c of paths Py,...,.Pr of G) satisfying the above condition is the onc that can be
obtained using Method_5 3a) and 3b). Let {T1,...,Tq}, called T-set, be a set of labels of
paths Rj,...,Rq of G such that foreach Tj, 1< j £ q, tail(Ry) is recognized in some O and

there is a distinguishing sequence as a prefix of each Tj.

We construct our model as a new graph G'=(V', E') from G = (V, E) as follows:
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Model M2

For each vertex vj eV, we make a copy v'i. Let U'={v': vi eV} and V'=V LU
Let E'=E UE; \WEqUET, where

Ec={(vj, v'j; x/y). for every (vi, vj ; xly)e E}

Eg={((hcad(Py))', tail(Py); a): for every P, 1 Sk <t}

ET ={((hcad(Ry))', til(R;j); Tj ): for every R;, 1<j<q};

By using above model, we can produce the checking sequence for the given FSM M. The
problem has thus been reduced to the problem of finding an RPT over EquUE¢ in G'

starting at vy. The following steps can be used to solve this problem:

1) Construct an RSA G*=(V*, E¥) of G' where V*=V' and E* contains each edge

in EgUE. of G', some edges in E1 of G' and some edges in E.

Since it is possible that G[Eg\JE] is not weakly connected, there may not exist an

RCPT over EqUE. of G'. But we still can use some heuristic algorithm to construct an

RSA G*=(V*, E¥) of G.

2) Find an Euler tour of G* starting at v} by using the following algorithm:

mark all edges from EqUEc in G* as UNTRAVERSED

for each vertex vj € G*, define a set E; that contains all the UNTRAVERSED
outgoing edges of v;

for each veriex v e G*, define a set E; that contains all the UNTRAVERSED
outgoing edges of v';

let i=1 and P*=nil

while not all edges from EqUE are TRAVERSED do
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If not all edges in E; are TRAVERSED
THEN choose one UNTRAVERSED edge (vi, Vik; X/y) irom E;
mark it TRAVERSED
append it to P*
feti=k
If not all edges in E'j are TRAVERSED
THEN choose one UNTRAVERSED edge (v', vj; o) from Ejj
mark it TRAVERSED
append it to P*
let i=j
ELSE choose one edge (v', vj; Tj ) starting from v';
append it to P*
leti=j
ELSE choose an edge (vj, vi; x/y) in E from G* starting from vj
append it to P*
leti=k
end_while
If v is not vy, choose a TR(v;,v1) from E in G* and append it to P*

The resulting P* is an Euler tour of G* starting at v1. |

Theorem 17 Suppose that P* is a path of G* that is generated by Model M2 and contains

every edge of Eg U Eg starting at vertex vi. Then the label(P*), I0-sequence Q, starting at

vertex vy is a checking sequence of M.

Proof: Suppose that P*=(uj, uz; L1)(u2, u3; Lp)...(uk.1, uk; Lk.1), where uy is recognized

as vi. Then Q is the I0-sequence L1iL; ... i starting at vy. Let P=(a1, ag; L1)(ag, a3;

Ly)...(ax-1, ak; Lx.1) be the corresponding path of G. We note that each (a;, aj+1; Lj) may

be a path of G instead of a single edge of G.
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We first show that aj, i=1,2, ..., k-1, is recognized in Q. Suppose this is not true.
Since P* is generated by Model M2, P* is an ordered sequence of edges in which every
edge (vi, v'j; x/y) from Ec has been followed by an o or Tj before the corresponding edge

(vi, vjs x/y) from E is used as a transfer sequence.
When i=1, uj is v1, S0 a1 is recognized as state s; of M, a contradiction.

Suppose uj,u2,..., Uj.-1 are the members of V* such that aj,a2,..., 8j-1 are

recognized in Q, (1<i<k), as some states of M.
We are going to prove that a; is recognized in Q. Suppose this is not true.

If (u.1, ug; Li.1) is in ET, then Ly, is some Tj. From the choice of the T-set and the

o-set, aj is recognized in Q as some state a of M, a contradiction.

If (ui-1, uj; Li-1) is in Eg, then from the choice of the o-set, aj is recognized in Q as

some state a of M, a contradiction.

If (uj-1, us; Li-1) is in Eg, then Li.1 is followed by some ¢ or Tj, and thus a; is

recognized in Q as some state a of M, a contradiction.

If (uj.1, uj; Li.1) is in E, then (aj.1, aj; Lj-1) is an edge of G where Li.; =x/y for
some input x. From the algorithm in Model M2 applied to form P*, P* contains
an edge (uj, uj+1; Lj) in G*, which occurs before (uj.1, ui; Lij.1) and has been
followed by an o or a Tj and L; = x/y, where 3; is t-recognized in Q as state a of
M, and aj4 is d-recognized in Q as 8(a, x) of M. For (aj, aj+1; X/y) and (aj.1, aj;
x/y), since aj and aj.] are t-recognized in Q as some state a of M and aj,1 is d-
recognized in Q as some state 8(a, x) of M, based on the definition of recognition

of a vertex, aj is t-recognized in Q as &a, x) of M, & contradiction.

So a; is recognized in Q, (i=l1,....k-1).
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For every edge e=(a, b; x/y) of G, there is an corresponding edge ((a, (8(a, x))';
x/M(a, x)) of E, this edge is followed by a Tj or aj. Without loss of gencrality, we assume
that this edge of Eg is (uj-1, vj; Li.1) in P*. Then, in Q, a;.1 is recognized as statc a of M
and 8(a;.1, x) is recognized as state b of M. So (a, b; x/y) is verified. From Theorem 1, Q

is a checking sequence of M, |
4.2.4 Applications of Model M2

Consider the FSM M and its graphical representation G given in Figure 1. A
distinguishing sequence for the FSM M in Figure 1 is D=ab. The transition table of M is
given in Table 3. The cost of each edge of G is 1. By using this M, we will illustrate the
applicability of the model to two different approaches taken by [GON78] and [HENG64],
that utilize a distinguishing sequence for the construction of a checking sequence for a

given FSM,
Case 1:

The o-set obtained by using Method_5 3a) and 3b) is {o1, a2}, where
o1=(ababab)/(011111), ci2=(abab)/(0000). The o-set for the example is shown in Figure
10 and Table 7.

A T-set that satisfies the property used in the definition of the T-set is {T1, T2, T3},
where T1=(ab)/(11), T2=(ab)/(00), T3=(ab)/(01). It can be seen in Table 8. The graph G*

obtained according to the proposed model is shown in Figure 12.
The edges in G* from E can be seen in Table 9.

Table 7 Edges in Eq for Model M2 Case 1

Starting State Ending State for oo | Label of the Edge
v's V1 (ababab)/(011111)
[ V'2 v (abab)/{(0000)
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Table 8 Edges in Er for Model M2 Case 1

Starting State Ending State Label of the Edge
v'y 7 Ti=(ab)/(11)
v’y V2 To= (ab)/(00)
v'3 V1 Ta= (ab)/(01)

Table 9 Edges in E for Model M2 Case 1

Starting State Ending State Label of the Edge
vi 7 a/l
| v2 V3 a/l)

Figure 12. G* for Model M2 Case 1

A path of G* which is an RPT over E¢UE starting at vy is as follows:
(v1, v2'; a1)(v', va; 02)(v2, v3' @/0)(v3', v1; a1)(v1, v1'ib/1)(v1', vi; T1)
(v1, v2; &/1)(v2, v1'; B/1)(v1', v1; T1)(v1, v2; a/1)(va, v3; a/0)(v3, v2'; b/0)

(v2', v2; T2)(v2, va; al0)(v3, v1'; af0)(v1', v1; T1)
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The checking sequence of M which is the label of the above path of G* is
a/log a/0cp W1 Ty (/1) b/1 Ty (a/1)(a/0) b/0 T2 (2/0) a/0 T).
where (i/0) indicates transfer sequence.
The length of this sequence is 28,
Case 2:

Hennie gave a procedure in [HEN64] for constructing an 1/O sequence in which
every state of G is recognized. The format of this /O sequence which starts at vertex vy
and ends at vertex 8(vy, D) is (DI1DIa...DIp.1 DInD)/A(v1, DI1DI5...Dlp.1 DIxD) where
each T; is the input portion of a transfer sequence from 8(vi, D) to vi+1. Each (DL)/A(vj,
DJ;) for i=1,...,n, is used to recognize vertex v, and the last D is used to recognize vertex
v1 again. When this procedure is applied to the example FSM M given in Figure 1, the
resulting I/O sequence (D/(11))(&/ 1)(D/(00))(2/0)(D/(01))(D/(11)) is shown in Figure 13,
We take this /O sequence as the only eclement of a-set ({o1}), &1 =
(D/(11))(a/1)(D/(00))(/0)(D/(01))(D/(11)), and form the T-set as follows: T; =(DI;)/A(v;,
DI;) for j=I,....,n. Thus, the T-set is T1=(D/(11))(a/1), T9=(D/(00))(a/0), T3=(D/(01)). Tt

can be seen from Table 10.

Table 10 Edges in ET for Model M2 Case 2

Starting State Ending State Label of the Edge

V' V2 T1= (aba)/(111
v'2 v3 To= (aba
v'a V1 ‘ Ti=(a




Figure 13, o-set for Model M2 Case 2

The graph G* obtained according to the proposed Model M2 is shown in Figure 14.

Figure 14. G* for Model M2 Case 2

A path of G* which is an RPT over E¢UE starting at v is as follows:
(v1, v1% b/1)(vi', vi; o1)(v1, v2's a/1)(v2', v3; T2)(v3, v2'; b/0)(v2', v3; T2)

(va, v1;/0)(v1', vai T1)(va, v1'; b/E)(ve', va; T1)(v2, v3's a/0)(v3', vi; T3)
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The checking sequence of M which is the label of the above path of G* is
b/lo a/1T2 b/0T2 a/0 Ty b/1 T1 /0 Ts.
The length of this sequence is 30.

4,2.5 Comparison of Model M1 and M2

From above results, it can be seen that the gencration of the minimum length
checking sequence has been cxplicitly formulated with both models. However, there exist

tradeoffs between Mode! M1 and M2,

For Model M1, an RCPT can be formed and there are not any limitations for the
FSM M, thus, ani optimal length checking sequences can be produced in polynomial time.
However, it has to be noted that the resulting checking sequence is a litle bit longer than

that generated by using Model M2.

For Model M2, there may not exist an RCPT even the FSM M has self-loop or reset
feature, but an RPT can be found by adding some edges from E. The resulting checking

sequence is much shorter than any other methods, compared with Mcthod_5 and Model

MI1.
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3. CONCLUSIONS

We have studied the problem of generation of the minimum length checking
sequences for FSM-based protocol conformance testing. Under different assumptions for
an FSM, the study focuses on finding the minimal length of checking sequences by using
different state identification sequences, i.e. distinguishing sequence, W-set and UIO

sequences.

Without interleaving state identification and transition verification sequences, four
methods of generating minimum length test sequences based on D-method, W-method,
Wp-method and UIOv-method all of which make the reliable reset feature assumption, have
been reviewed and then based on these methods, four methods for generating minimum
length checking sequences have been developed without making the reliable reset feature

assumption.

It has been proved that the sequences generated by the above eight methods are
checking sequences. For Method 5, it has been proven that if the FSM has the reset or the

self-loop feature, the transition verification subsequences are of optimal length.

Moreover, the effects of interleaving the state identification and transition
verification sequences on the length of the checking sequences have been studied. An
algorithm for interleaving the state identification and transition verification sequences
generated by the first four methods with reliable reset feature is proposed. It is observed

that the reduction in the length of checking sequence due to interleaving is significant.

Finally, the two general models for constructing minimal iength checking sequences
using distinguishing sequences with interleaved state identification and transition
verification sequences have been proposed. The proof for the first model to find a

minimum length checking sequence in polynomial time has been established. The
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sequences generated by using both models are proved to be checking sequences. Examples
are provided as applications of both models. It is observed that, without reliable reset
feature, the resulting checking sequences gencrated by using both modeis are significandy
shorter than those using other methods without interleaving state identification and

transition verification sequences.

The application area for the methods studied in this thesis covers lexical analysis,
pattern matching, machine learning, telephony systems, and communication protocols,
Within the context of communication protocols, the control portion of an implementation
can be tested using checking sequences generated by the application of the studicd
methods. The complexity of generation of checking sequences and the length of these

sequences increase as the size of the state space of the specification FSM increases.

It must be noted that both models are discussed only for distinguishing scquences,
further research is needed to extend these models for a W-set. It is worth to study a general
model for constructing a minimal checking sequence for a finite state machinc without a
distinguishing sequence. It is an interesting research problem to find whether there is a
polynomial time algorithm to find the shortest checking sequence for a given finite-state
machine that doesn't have a distinguishing sequence. Also, the study can be extended to the
case where the number of states of the implementation is larger than that of the

specification.

94



REFERENCES

- [AHO88]

« [BOC82]

- [BOY91]

+ [CHAS89]

+ [CHO78]

« [EDM73]

A.V. Aho, A.T. Dahbura, D. Lee, and M.U. Uyar, “An optimization
technique for protocol conformance test sequence generation based on UIO
sequences and rural Chinese postman tours,” in Protoccl Specification,
Testing, and Verification, XIII, S. Aggarwal and K. Sabnani, eds.,
Amsterdam: North-Holland, pp.75-86, 1988.

G.v. Bochmann and C.A. Sunshine, “A survey of formal methods,” in
Computer Networks and Protocols, P.E. Green, ed., New York: Plenum
Press, pp.561-578, 1982,

S.C. Boyd and H. Ural, “On the complexity of generating optimal test
sequences,” IEEE Trans. on Software Engineering, vol.SE-17, pp.976-
978, Sep. 1991,

W.Y.L. Chan, S.T. Vuong and M.R. Ito, “An improved protocol test
generation procedure based on UIOs,” in Proc. ACM SIGCOMM'89

Symposium: Communication Architectures and Protocols, pp.283-292,

1989.

T. Chow, “Testing software design modeled by finite state machines,”
IEEE Trans. on Software Engineering, vol.SE-4, pp.178-187, March
1978,

J. Edmonds and E.L. Johnson, “Matching, Euler tours and the Chinese

postman,” Mathematical Programming, vol.5, pp.88-124, 1973.

95



[FUJI91]

[GIL62]

[GON70]

[HENG4]

[KOH78]

[KUA62]

+ [LEN76]

+ [NAI81]

+ [RAY87]

S. Fujiwara, G.v. Bochmann, F. Khendek, M. Amalou, and A. Ghedamsi,
“Test selection based on finite state models,” IEEE Trans. on Software

Engineering, vol.SE-17, pp.591-603, June 1991.

A. Gill, Introduction to the Theory of Finite-State Machines, Ncw York:
McGraw-Hill, 1962.

G. Gonenc, “A method for the design of fault detection experiments,” JEEE

trans. on Computer, vol. C-19, pp.551-558, June 1970.

F.C. Hennie, “Fault detecting experiments for sequential circuits”, Proc.
Fifth Ann. Symp. Switching Circuit Theory and Logical Design, pp. 95-
110, Princeton, N.J., 1964

Z. Kohavi, Switching and Finite Automata Theory, New York: McGraw-
Hill, 1978.

M.K. Kuan, “Graphic programming using odd or even points,” Chinese

Math., vol.1, pp.273-277, 1962.

J.K. Lenstra and A.H.G. Rinnooy Kan, “On General Routing Problems,”
Networks, vol.6, pp.273-280, 1976.

S. Naito and M. Tsunoyama, “Fault detection for scquential machines by
transition tours,” in Proc. 11th IEEE Fault Tolerant Comput. Symp., IEEE
Computer Soc. Press, pp.238-243, 1981,

D. Rayner, “OSI conformance testing,” Computer Networks and ISDN

Systems, vol.14, no.1, pp.79-98, 1987.

96



. [SAB8S]

- [SAB&8]

+ {SARS7]

- [SHEB9]

» [SID89]

+ [SID90]

+ [URAST7]

+ [URA91a]

K.K. Sabnani and A.T. Dahbura, “A new technique for generating protocol

tests,” in Proc. 9th Data Comm. Symp., pp.36-43, September 1985.

K.K. Sabnani and A.T. Dahbura, “A protocol test generation procedure,”

Computer Networks and ISDN Systems, vol.15, no.4, pp.285-297, 1988.

B. Sarikaya, G.v. Bochmann, and E. Cerny, “A test design methodology
for protocol testing,” JEEE trans. on Software Engineering, vol.SE-13,
pp.518-531, May 1991.

Y.N. Shen, F. Lombardi, and A.T. Dahbura, “Protocol conformance
testing using multiple UIO sequences,” in Protocol Specification, Testing
and Verification, IX, E. Brinksma, G. Scollo, and C.A. Vissers, eds.,
Amsterdam: North-Holland, pp.131-143, 1989.

D.P. Sidhu and T.K. Leung, “Formal methods for protocol testing: a
detailed study,” IEEE Trans. on Software Engineering, vol.SE-15, no.4,
pp.413-426, 1989.

D.P. Sidhu and A. Chung, “On sufficient conditions for an efficient
protocol conformance test generation technique based on Rural Chinese

Postman Problem,” submmitted for publication, 1990.

H. Ural, “Test sequence selection based on static data flow analysis,”

Computer Communications, vol. 10, no.5, pp.234-242, 1987.

H. Ural, “On the formal methods for test sequence generation,” to appear in

Computer Communications, 1991.

97



. [URA91b] H. Ural and B. Yang, “A test sequence selection method for protocol

- [UYAB6]

+ [VUOE9]

testing,” IEEE trans. on Software Engineering, vol.SE-17, pp.514-523,
April 1991,

M.U. Uyar and A.T. Dahbura, “Optimal test sequence generation for
protocols: the Chinese postman algorithm applied to Q.931,” in Proc. 1986
IEEE Global Telecommunications Conf., pp.68-72, 1986.

S.T. Vuong, el al., “The UIOv-method for Protocol Test Scquence
Generation” in Proc. of the 2nd Int. Workshop on Protocol Test Systems,

Berlin, Germany, Oct.3-6, 1989.

98





