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Abstract

Pervasive computing implies the invisibility of thechnology involved in providing
ubiquity, such that technology is integrated irfte environment and non-intrusive. In
such a manner, computing and networking resoureesre diffused into physical
environments, enabling users to exploit their pied functionalities such that
functionality is distributed, enabling it to be ¢amiled, monitored, managed, and
extended beyond what it was initially designed ¢o Mloreover, computer awareness
moves towards user-centricity, whereby systems kesahy adapt to the characteristics,
preferences, and current situations of users areir thespective surrounding
environments. Users exploit such functionalitieshia form of a virtual device, whereby
a collection of heterogeneous devices in the uigiof the user are behaving as one
single homogeneous device for the benefit of thez ussolving some given task.

This dissertation investigates the problem of dyigatomposition and management
of virtual devices for ad hoc multimedia serviceéivday and proposes an autonomous
policy driven framework for virtual device managemerlhe framework consists of a
hierarchical structure of distributed elements|udig autonomic elements, all working
towards the self-management of virtual devices. Theearch presented in this
dissertation addresses the functionalities of ticese@ponents.

More specifically, contributions are made towarkds autonomous management of
virtual devices, moving away from infrastructureséd schemes with heavy user
involvement to decentralized and zero touch (ne.,user involvement) solutions. In
doing so, the components and methodology behindolecypdriven autonomous
framework for the dynamic discovery, selection, andposition of multimodal multi-
device services are presented. The framework ggenatan ad hoc network setting and
introduces a Service Overlay Network (SON) basduhitien of a virtual device.

Furthermore, device and service discovery, comjpositntegration, and adaptation
schemes are designed for Mobile Ad hoc Network Eemvhents (MANETS) enabling
users to generate, on-the-fly, complex strong $ipedystems, embedding in a
distributed manner, QoS models providing compas#tithat form the best possible
virtual device at the time of need.

Experimental studies are presented to demonstratpdrformance of the proposed
schemes.
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Chapter 1

| ntroduction

Since the advent of pervasive computing [1], thararies of distributed computing
have changed significantly, particularly with thepaarance of mobile computing and
wireless networks. A new generation of handhelda#svhas evolved, revolutionizing
how one can access and disseminate information, (@wgart phones, set-top-boxes,
netbooks, portable media players, and gaming cesjsahlong with network paradigms
that push the concept of computing without the gmes of stable network backbones.
Furthermore, advancements in microcontrollers hmade devices cheaper, better
performing, power efficient, highly reliable, andcreasingly integrated with network
interfaces of various types. The realization of toaously available network
connectivity coupled with an increase of onlineadavailability is causing a consumer
demand for the seamless integration of networkedcss into their lifestyle. This is
driving network and computing technology into ewly objects (e.g., refrigerators,
speakers, televisions, washing machines, and tletatsd and bringing to fruition the
concept of theetworked appliancf].

A networked appliance is defined as a dedicatedtiom consumer device with an
embedded processor, a network connection, andhitiey do disperse its capabilities
within the network, allowing other devices to com#biand use them as part ofigual
device i.e., a collection of heterogeneous devices & \ltinity of the user that are
behaving as one single homogeneous device forehefib of the user in solving some
given task managed with little to no human involest A networked appliance’s
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functionality is distributed, enabling it to be ¢amiled, monitored, managed, and
extended beyond what it was initially designed ¢o Bhe virtual device concept raises
important problems such as discovering appropudataces; deciding what devices to
compose; composing discovered heterogeneous dewitiesa homogeneous service;
and, managing a formed virtual device once compa&#ibough solutions do exist in

terms of network resource discovery, service prouisand device interoperability, they
remain typically oversimplified, over-constrainagser involvement heavy, and/or are
not designed to consider the dynamic device managemspect of the virtual device
concept. Furthermore, such solutions are genedskigned for infrastructure-based
pervasive environments.

Pervasive environments can be classified into typeg: infrastructure-basecand
infrastructure-lessor ad hoc An environment having access to computing elemant
the wired infrastructure through gateways, proxiasgd base stations is considered
infrastructure-based, as opposed to an infrastreidiss environment, whereby network
connections are created and broken with peers adedeon-the-fly. To date, the
majority of research taking place in pervasive cotimg addresses infrastructure-based
environments with very little work being done inetlldomain of infrastructure-less
pervasive environments. It is clear that infragiie-based solutions offer advantageous
solutions in environments where users spend a hartheir time, such as the home
or office; however, with pervasive computing takiag anytime anywhere approach,
attention should also be given to environments e escounters throughout the day
where infrastructure-based solutions are impractidais includes environments where
the user would not spend very much time or frequeny often, like an airport lounge, a
commuter vehicle, a store front, or a café. Theaide for such environments to
dynamically and quickly facilitate the short livetiaring and usage of resources, data,
and services on peer devices to enable maximunfibehthe computation rich vicinity.
Existing centralized or semi-centralized solutioffer solutions in infrastructure-based
environments, but are unsuitable for infrastrucless ad-hoc environments, due to
there dependence on stable network backbones.

The work presented in this thesis aims at devetppim autonomous management
framework for the discovery, composition, and adaph of virtual devices within
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mobile ad hoc network environments. This chapteflyrdiscusses different aspects of
virtual device management and focuses on challeafestworked media, device and
service management, and service discovery and csitiggo It further identifies the
motivations behind the proposed work. Subsequerittg proposed management
architecture is briefly described and thesis cobntions are outlined. Finally, the
organization of the remainder of the thesis is ¢mé=d.

1.1 Virtual Device Challenges

In this section, we outline some of the challengesed in the virtual device concept,
which include those arising from networked medevide and service management, and
service discovery and composition.

On a daily basis end users are now confronted avithide variety of media services
and applications providing access networked medide.g., text, image, audio, and
video) [3], which is produced, distributed, shamedhnaged, and consumed utilizing the
Internet through various access technologies (8Vi=i, WIMAX, GPRS, etc.). As a
result, completely changed is the way people wirg, and play. Moreover, networked
media is evolving how QoS is defined, measured, evaduated, with a heavy demand
on a user's perceptual experience requiring boflective and subjective methods of
measurement and evaluation [4]. With the pace obwvation growing rapidly, new
models of interaction and cooperation able to stuppohanced levels of quality of
experience and novel on-the-move type applicationsluding collaborative
environments, personalized services, and onlineirgarare bringing a number of
challenges to media delivery. Such challenges deluseamless multi-access
connectivity enabling unfettered access to mediaies regardless of location; service
and content providers delivering services to a droariety of end-devices; and,
intelligent media routing.

In addition, the value of super-appliances (i.eaditional static and portable
personal computers), or single complex appliancesiging the functionality of many
simpler special purpose devices, is quickly dinhimg for the implementation of

specific purpose tools scattered throughout useir@mments working together to
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provide enhanced user experience and quality oficeer(e.g., lightweight portable
media players and/or communication devices, ndihoset-top-boxes, game consoles,
embedded flat-panel displays, touch screens anyl[Bjc The objective is for users to
complete increasingly complex tasks more quicklgcuaately, and with greater
satisfaction. Such an objective requires the effoift multiple strong specific systems
forming a suite of strong specific tools, whichfeasible as long as the domain of the
tools remain relatively simple. However, if the domis broad and complex such as
multimedia consumption across heterogeneous dewic#se user’s vicinity, then the
collective complexities of specialized tools cancgly overwhelm the user. An issue,
which is resolved through interaction managemeluwahg for a context-dependent
interaction, based on system models including diss®y user, and task modeling in
removing this burden from the user through the glfesaf digital, strong specific,
networked tools.

From a practical perspective this concept involtres convergence of a range of
computing devices with network capabilities andtwafe, seamlessly adapting to
surrounding environments. Such devices may vanmy fresource rich devices such as a
computer workstation or laptop, to increasingly stomned devices such as smart
phones or mobile media devices. Constraints copfgear in the form of processing
power, capacity, load, display capabilities, batgeower, and bandwidth, for example.
Moreover, devices may be stationary (e.g., largeescdisplays or surround sound unit)
or mobile (e.g., personal media player). Howevdl, sach devices shall provide
hardware and/or software functionalities to theimment through the connection of
heterogeneous networks (e.g., WAN, LAN, and PAN)uger carrying a pervasive
device moves from environment to environment buoddipervasive applications
realizing user tasks in the form of virtual devicgsmbining the functionalities of
pervasive devices and adapting the resulting coatioim to the specifics of each
environment. The main challenges of such a visaanl®e summarized as follows:

* Environment heterogeneitfhe fact that pervasive devices and their fumetiies
are heterogeneous in terms of underlying technetoggstricts their integration in

realizing user tasks.
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e Environment dynamicsAs new devices may appear in the network androthe
devices disappear due to lack of resources orrrason range, for example, the
environment is quite dynamic, perceived in termsthef number and lifetime of
pervasive functionalities a user can access agafgptime and location.

« Device resource constraint8Vith high amounts of mobility, the probability tie
realization of user tasks involving devices withitied resources is high and must be
considered.

» User centrismEnsuring that selected functionalities best confto the user’s needs
is of highest priority, as in pervasive environngetiite user is the center of attention.
It is imperative that the user be served as sealylesid as naturally as possible,
with efficient solutions involving minimal user grvention and acceptable response

times.

1.2 Motivation

In motivating the thesis research, we visit thaowes limitations in research work with
respect to the Service Oriented Architecture paradi service discovery and
composition, and a new and innovative routing aadgport architecture.

Pervasive environments can be modeled using theic8edriented Architecture
(SOA) [6]. The SOA abstracts pervasive functiomedias services, whereby services are
independent entities with well defined interfacddeato be accessed without any
knowledge of their underlying technologies. OutSE)A have emerged various works
[7-11] touching on the various aspects of the p&wea computing vision including
mobility, ubiquity, heterogeneity, ad hoc natureeucentrism, and dynamics. In terms
of mobility, introduced is the notion of application mobilityhereby applications are
associated to users, and as users move betweenrenents, composed applications are
saved, suspended, and resumed. However, currehbdsetre not elaborated and rely
on centralized and commonly accessible file systeimsterms ofubiquity, various
works deploy rich functionality into multiple cealized environments interconnected
through file sharing or rely on the universality thie Internet to provide ubiquitous

environments. These two techniques limit the raofydeployment or trade range of
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deployment for less rich environments, respectivéhe issue oheterogeneitys often
not handled as most works impose homogeneous systeamtructures, although some
works restrict themselves to standardized web sesyimaking solutions slightly more
pervasive. In terms of achievirgd hoc naturg most works tend to employ service
discovery and application mapping. However, hetenegy issues exist with regards to
the solutions being restricted to compositions tiaito functionally and syntactically
compatible service componentdser centrismis present in most works in terms of a
system’s reactive or proactive behavior with regail interpreting user preferences,
context, and intent, in order to configure compgitemvironments to support user tasks.
However, proactively exploiting a user's contextdamtent remains a challenge.
Moreover from a virtual device perspective, exigtimorks rely far too heavily on the
development of enabling platforms, and for the np@st are completely centralized. It
Is important to move away from infrastructure basetlitions to the problem and deal
strictly with mobile ad hoc network environments.

In terms of service discovery and composition dedtures, the majority of
solutions [12-17] are designed for wired infrastaues, utilizing concepts such as
central lookup servers for service registratiorscdvery, and composition, assuming
stable nodes connected by reliable communicaticemméls. Such techniques often
involve preconfigured composition managers resiadinghigh resource (e.g., memory,
bandwidth, processing power) dedicated machinef®npeing service coordination and
management. Moreover, these approaches do nottodteghly pervasive, mobile, and
ad-hoc environments, leaving themselves vulnerabissues such as central points of
failure, mobility, and fault management.

The above issues being the case, new and innova@dta routing and transport
architectures are emerging in the area. One suchitecture is embedded in the
Ambient Networks Integrated Project [18] and islezhlthe Smart Media Routing and
Transport architecture [19] or SMART for short. Theot of the architecture is a
common control layer for various network types, vidong flexible and dynamic
network configuration, able to supply end usersiwi#amless multi-access connectivity
ensuring the best possible network connectionl ainaks. Amalgamated into this vision

are broad amounts of heterogeneity in terms of ssceetworks, terminals, network
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interfaces, users, signaling and transport progycapplications, and services making
media routing and transport a significant aspedhefwork. With a large spectrum of
heterogeneity incorporated into the scope of thekwoecessary is the need for
multimedia data needing to be proactively cacheahstcoded, split, synchronized,
translated, filtered, or transformed in some wayanother before being delivered. A
main theme of the work is the need to cater angptadeedia to the user and their
environment, with an emphasis on mobility. SMARTI® out that media shall always
be routed to the most suitable end devices, antd rtfelia will be adapted to the
capabilities of respective end devices. Howeveny lguch devices and respective
capabilities are discovered and composed is noteaddd. Nor is the need for the
intelligent and automatic composition and manageroédevices and the services they
provided (e.g., audio/video output services) toatgethe best possible service
configurations at the time of need, with limitedz&ro human intervention.

In this thesis we attempt to address some of gwesbrought to the forefront in this

Section. In the following Section, we outline thegis research.

1.3 Thesis Objectives

The thesis research work approaches the issuetaBlhdevice management as a four
stage process tailored to ad hoc networks, wheestayy stage is infused with QoS
functionality enabling the characteristics, prefees, and current situations of users and
their respective surrounding environments to renwitop priority in all aspects of
management. In doing so, a novel service overdywork (SON) based definition of a
virtual device emerges and is applied to an auta@usnpolicy driven framework for
virtual device management.

The first stage of the process is the broker atitn phase. With the dynamic nature
and purpose of ad hoc networks, connected nodes devices) exhibit a great deal of
heterogeneity in terms of battery power, computatigpower, and computational load.
Spreading the work of virtual device management ihie network not only benefits
resource poor devices, but increases the probalfitdiscovering and exploiting

services in a more efficient manner. The brokeitiation phase provides a method of
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electing a node in the network best suited to letit# specific taxing needs of a user in
terms of discovering and composing the best passiiblual device at the time of need.
Not only is the physical resource capacity of thekbr considered, but so is its ability to
provide the highest degree of match with regardbeaiser’s desired task.

The second stage of the process is the servicewdisc phase. At any time within
the network, a plethora of composition permutatioray exist satisfying the basic needs
of a user’s task. Simply discovering a permutatibat “fits,” does not necessarily
satisfy the needs of the user. Best efforts musttdlken to identify all possible
composition permutations and determine which obéhbest meets the user’'s needs.
Moreover, this procedure should be iterative, abvairiving to enhance its decision.
The service discovery phase provides such an attemgp is approached and studied
using various techniques.

The third stage of the process is the service iatexn phase. At the point where this
phase is executed, the respective devices andcesrior composition satisfying the
needs of the user have been found. However, itotsansafe assumption that these
services can be seamlessly composed, reason Heamghe presence of capability
differences between devices (e.g., supported codesplutions, and bandwidth
requirements) is relatively high in an ad hoc nekwdloreover, in order for a virtual
device to be composed, the splitting or joininghddia may be required. The service
composition phase deals with this issue by building extending from the discovered
services and devices a service overlay networkatoing the necessary value-added
processing, such as media transformation, spljtjoiging, and routing.

The final state of the process is the adaptaticms@hThe dynamic nature of the
environment whereby virtual devices are envisioreglires a composed virtual device
to deal with potential post-composition adaptatibar example the virtual device may
need to adjust to changing network attributes siscthroughput, delay, and jitter.

The incorporation of the above four phases is edrout through a policy-driven
framework composed of a hierarchical structure wtridbuted elements, including
autonomic elements, all working towards the selfrageement of virtual devices. The

objectives of the thesis research can be summaaiz éallows.
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+ To be aware and perceptual of the user’'s continlyoakanging environment
This is of particular importance in a mobile satinsuch that the user’'s
environment is continuously changing. In order tovide the virtual device
concept, the system must constantly be aware of dénaces are around the user
for potential service delivery.

« To instantly recognize the expectation of the usbe system must adapt to the
individual. In a virtual device approach, the systenust calculate the user’'s
expectations based on various dynamic and statitexts such as proximity (e.g.,
location, available devices), user profiles (emreferences), observations (e.g.,
temporal user habits), and etc.

- To instantiate a seamless composed service witheogsto the user’'s given
circumstance Once information relating to the wusers environmmeand
expectations has been collected, it must be agsdoth a service instance that
meets the user’s circumstance.

« To provide the user with the best possible virtdaVice at the time of need
Building on the previous objective, the instantihteervice must not be any
random fitting service instance, but a calculatediae ensuring the best possible
service instance that can be provided given the'suserrent circumstance and
expectations.

« To provide autonomous managemehhe above objects must be satisfied in a
reactive manner, whereby self-configuration antiagptability are crucial.

« To simplify human management tasKs is imperative for the creation,
maintenance, and termination of a virtual deviaamfra user perspective to be

“zero touch,” such that user involvement is limitadhone.

1.4 Summary of Contributions

The major thesis contributions can be summarizddlesvs.
1. A novel hierarchical framework for the autonomousnagement of virtual devices

in mobile ad hoc networks. The framework identifiee necessary components in
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2.

3.

4.

order to automate the management tasks and prosidesvice overlay network
based definition of a virtual device.

A distributed broker-based service composition gurol tailored for virtual device
composition in MANETs. The protocol contributes eoker arbitration scheme
electing a broker in a region providing the greaf@®bability for discovering
services providing the highest degree of match vagards to a user’s desired task.
Integrated into the protocol is QoS function idBmtig the variation of similarity
between two services of the same type, the cueresitability of each service, and
how important such variation and availability ishe use.

A novel distributed constraint satisfaction problemdel and protocol for virtual
device composition in MANETs. The technique prosgidecreased efficiency by
taking a pull-based approach to service advertisememoving the need for
constant periodic service advertisement by comtdolbroadcast, unnecessarily
depleting node resources and congesting the network

A capability reconciliation scheme resolving cagigbconflicts between composed
services. Contributes a scheme for identifying amegrating network side media
processing functionality, whereby the input of avg® B is not compatible with the
output of a service A; A and B needing to be conegos

A network performance influenced QoS model for fraceful degradation and
upgradation of a virtual device post-compositiomn@ibutes a method enabling a
composed virtual device to adapt along with thedd@mns available in the user’'s

environment.

1.5 Organization of the Thesis

The remainder of the thesis is organized into tilewing chapters.

Chapter 2 presents background necessary in undenstg the virtual device

problem. More specifically, various aspects andllehges of networked media are

addressed in setting the tone for the remaindéreothesis.

Chapter 3 presents the state of the art of thelalitevice and discusses various

approaches adopted by the research community.ehtiftes limitations of various
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research efforts for virtual device managemennbifrastructure-based and infrastructure-
less pervasive environments.

Chapter 4 introduces the components and methodobmiynd a policy-driven
autonomous framework for the dynamic discoveryed@n, and composition of
multimodal multi-device services. The framework igtes in an ad hoc network setting
and provided is a Service Overlay Network (SON eblagefinition of a virtual device.

Chapter 5 presents an extension to a prominentnaignbroker-based distributed
service composition protocol, embedding in a dstted manner, a QoS model
providing compositions that form the highest degréenatch with regards to a user’s
desired task.

Chapter 6 describes a distributed constraint satigin problem for virtual device
composition in MANETs addressing and resolving idsies faced by periodic service
advertising by controlled broadcast.

Chapter 7 presents an extension to the distribcwedtraint satisfaction problem for
capability reconciliation in MANETS, enabling thermposition of conflicting services.

Chapter 8 produces a network performance influe@®8 model and its application
for the graceful network-based adaptation of virtdavices post-composition in
MANETS.

Finally, Chapter 9 summarizes the presented relseeock and discusses directions

of future research work.



Chapter 2

Background

In this chapter we introduce various aspects amadlasiges of networked media, setting
the tone for the remainder of the thesis. Discussedthe effects of mobility and the
significance of mobility management. Addressedhis tontinued need for mobility
management requiring cross-layer approaches. faehtind evaluated are various layer
specific approaches. Moreover, established mediaedg techniques are introduced
and critiqued, placing emphasis on the developroéatlequate QoS models and, once
again, cross-layer solutions for QoS adaptationarineffort to overcome highlighted
issues, aspects of the Ambient Networks IntegrBregect [18] are brought forward and
discussed in providing network side media procgs$or advanced media delivery.
Lastly, a summary and discussion is provided ggtiive ideal of this dissertation with

respect to current challenges in the realm of nétedmedia.

2.1 Networked Media & User Mobility Management

Technological innovations with regards to mediarfats, wireless networks, terminal
types, and capabilities have changed the way pewpik, live, and play. End users are
now confronted with a wide variety of media sergi@nd applications providing access
to networked mediaNetworked media can be defined as any kind ofianettluding

text, image, 3D graphics, audio, and video produdestributed, shared, managed, and

12
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consumed on-line through various networks like thiernet, Fiber, WiFi, WIMAX,
GPRS, 3G, and so on, in a convergent manner [3fh Wie pace of innovation being
extremely high and no slow-down in sight, new meds interaction and cooperation
are expected in the near future, able to suppdramred levels of quality of experience
and novel on-the-move type applications includingllaborative environments,
personalized services, and on-line gaming. Sucbviative models bring a number of
challenges to multimedia delivery with regards éaraless multi-access connectivity
enabling unfettered access to multimedia serviegardless of location; service and
content providers delivering their services to @ador variety of end-devices; and
intelligent media routing. A common theme amongsise challenges isser mobility

management

2.1.1 Universal Mobility

Mentioned above is the fact that networked mediaels through various networks in a
convergent manner. In the last twenty years, the/jr of wireless systems has become
evolutionary. Generation by generation, wirelesstesys have grown to meet the needs
of society, beginning with the first generation J1@ireless systems, which have
dwindled in importance, leading to the developn@rdurrent and dominant generations
such as 2G (e.g. Global System for Mobile Commurana), 2.5G (e.g. General Packet
Radio Services), and 3G (Universal Mobile Telecomivations System) wireless
systems.

Wireless systems are not limited to Terrestrial /Area Cellular Systems. New
and emerging wireless systems include Global AraelBe Systems, Wireless Local
Area Networks (WLAN), and Personal Area NetworksAKP. Today's wireless
networks are quite heterogeneous, meaning theyepositifferent ranges, capabilities,
and purposes. However, they are complementary ¢b ether in the way that if the
variety of wireless networks were to be used aslamge wireless network, users would
become empowered as never before. However, thvehexe the challenge lies. The
various wireless networks differ mainly within thewver layers (i.e. link and physical
layers). This implies that the convergence of logieneous networks is plausible and
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must be developed within the IP layers (i.e. neknanmd application layers). This idea
exists as thall-IP vision, in which network infrastructures and technologes all-1P
based. In this manner, solutions become compatiltle, and independent from the
actual access technologies; and hence, convergence.

Next-generation (NG) wireless systems (3G and b&ya@me evolving towards a
global vision described within the IMT-2000 inii\a [20]. IMT-2000 is a general term
for technologies that are to be included in thernmational Telecommunications Union’s
(ITU) world standard for NG mobile communicationTU is an international
organization, under the United Nations, concerngél tglecommunications. One of the
most important goals of the IMT-2000 initiative imiversal mobility. Universal
mobility can be defined as a user’s ability to achieveldglaonnectivity and roaming,
while having access to the same services and kgepimsistent quality of service (QoS),
anytime, anywhere, and using any terminal.” [22]efeéhare four different mobility
aspects to universal mobility. They are terminagsson, personal, and service mobility.
« Terminal mobility: A user’s ability to use their terminal to moveress

heterogeneous networks while having access todime set of subscribed services.

This includes bothmicro-mobility and macro-mobility whereby macro-mobility is

the movement of a mobile user between two networkains, and micro-mobility is

the movement of a mobile user between two subn&tene network domain.

Terminal mobility includeshandoff managementvhich is the act of keeping an

ongoing call alive as the mobile host changes disitpof attachment, ankbcation

managementwhich is the act of tracking and locating an iaiebile host.

* Session mobility: A user’s ability to maintain an active sessionile/lswitching
terminals.

» Personal mobility: A user’s ability to be globally reachable by aque personal
identifier and originate or receive a session onauthorized terminals.

* Service mobility: A user’s ability to acquire their personalizedviges, with an
expected QoS, regardless of their location.

The following scenario is presented to help betiaderstand the aspects of

universal mobility.
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In the morning, on his way to work by train, a mehiser (m_user), using his PDA,
engages in a video conference. Although the tnawerses several sub-networks of an
administrative domain, m_user does not notice aisyugtions (terminal mobility).
Reaching his office from the outdoors, m_user fieissthe video conference session to
his desktop PC (session mobility). Later on indhg, m_user leaves work for a meeting
at a conference center, where he accesses a deBkKi@nd receives an invitation from
a colleague to join another video conference. Thdeague, unaware of m_user’'s
mobility and current location, establishes commatian with m_user via m_user’s
working address (personal mobility). In the evenimmg user flies to another country and
roams into a cellular system that is served by heotnetwork service provider.
However, m_user can still receive his personalgedices (service mobility\Adapted
from [22]).

It was stated above that through an all-IP visietworks shall converge, where
mobility functions will be developed within the IRyers of the TCP/IP protocol stack.
Again, the reason for this being that the loweetayof the TCP/IP stack are where the
main differences lie between the various heteroges@etworks. Therefore, the lowest
possible layer to provide mobility functionality tee network layer, which we now

examine.

2.1.2 Mobility Management at the Network L ayer

Mobility management schemes at the network layer loa divided into two groups:
those supporting macro-mobility and those suppgrtmcro-mobility. Macro-mobility
is by far the more complex of the two groups asaibdles mobility at a global level,
whereas micro-mobility implies mobility at a mongbslocal level. At the network level,
macro-mobility can be handled through the use obidolP (MIP) [23, 24]. MIP is a
proposed standard for mobility management develtyettie Internet Engineering Task
Force (IETF), growing from version 4 (IPv4) to vers 6 (IPv6). MIP allows a mobile
host to keep a permanent static IP address asvesnivom its home network into a
variety of foreign networks. Of course this is siyngn illusion, as it is impossible due
to addressing schemes used throughout the Intétoetever, MIP successfully
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Foreign network: network in
which mobile currently resides

(6.9. 79.129.13/24) Care-of-address: address in foreign
networks (e.g. 79.129.13.2)

Permanent address: remains constant
(e.g. 128.119.40.186)

Home agent: entity that will perform
mobility functions on behalf of mobile,
when mobile is remote

Foreign agent: entity in foreign
network that performs mobility function
on behalf of mobile

Fig. 2.1. Mobile IP component overview.

provides this service through the use of agentiestand tunneling. MIP has the ability
to handle micro-mobility, but does so in an ingéit manner; therefore, MIP is more
efficient when accompanied by a micro-mobility erdi®n (e.g. IDMP [25], Cellular IP
[26], and HAWAII [27]).

MIP introduces three functional entities: a homerdgHA), a foreign agent (FA),
and a mobile node (MN). MIP allows a correspondioge to communicate with a MN
using the home address of the MN (i.e. permanehtead), even as the MN moves into
foreign networks and acquires new IP addresses gaee-of-addresses). The method
revolves around the idea that the MN is represehtied home agent entity in its
network of origin (i.e. home network) and a foreiggent in a visited network (i.e.
foreign network). It is the job of the home agenirtercept any packets addressed to the
permanent address of the MN and forward them tddhetgn agent using the care-of-
address (CoA), who will then pass sent packetfi@oMN, all in a transparent fashion.
The MN will then respond to the correspondent hashg its corresponding address,
where the correspondent could be mobile itself (Sgare 2.1). The first step to this
process is agent discovery.

Agent discovery is performed when a MN enters &ifpr network. The MN must
discover (i.e. agent solicitation), or be discodeg (i.e. agent advertisement) a foreign
agent. The process of discovering an agent is hbM aletects its movement into a new
subnet. As just reflected, there are two methods agknt discovery: Agent
Advertisement, where the MN receives periodic usgel broadcasts from FAs, and

Agent Solicitation, where the MN itself sends meesain order to learn about any
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Correspondent addresses
packets using home
address of mobile Mobile replies directly to

correspondent

Home agent intercepts
packets, and forwards to

foreign agent Foreign agent receives

packets and forwards them
to mobile

Fig. 2.2. Mobile IP routing.

prospective FAs. After the discovery of an ageagistration with the home agent is
required.

In the process of discovering a foreign agent thi¢ s acquired a new CoA. The
HA must keep a link associated with the MN’s pererarP address and its CoA, which
is referred to as a binding. When the MN acceptswa CoA, the HA must be informed
and perform a binding update, which successfullyngietes registration. Upon
registration, packets can now be correctly routetthé MN.

At this point, the correspondent entity will addresy packets sent to the MN to the
MN'’s permanent address, where the correspondextnigletely oblivious of the MN'’s
mobility. The HA intercepts sent packets and engkapss them using IP-within-IP [28],
where the outer IP contains the CoA address andntiex IP contains the permanent
address of the MN. Sent packets are then tunneléget FA serving the MN, at which
point they are decapsulated and forwarded to the M$ing the home address of the
correspondent, the MN is able to communicate diregith the correspondent, where
the MN uses its permanent address as the sourcesaddee Figure 2.2).

Even with Mobile IP and a variety of micro-mobiligxtensions, all the network
layer has to offer towards supporting universal ititghis strong terminal mobility. The
network layer excels at low- level mobility (i.ertminal mobility), but fails miserably at
high level mobility (i.e. session, personal, andviee mobility). Mobile IP, with a

micro-mobility extension, handles terminal mobilgificiently on both the macro and
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Fig. 2.3. Example SIP message flow.

micro levels. As a mobile node moves from one don@ianother, the mobile node will
obtain a new care of address, which the home agefdtes as the new binding upon re-
registration with a new foreign agent. This actabbshes location management and
completes the handoff. The home agent encapswdatbsoutes intercepted packets to
the bound care-of-address, hence allowing for eb@si information to flow seamlessly
as the mobile node moves. This consistent flownédrimation is extended to subnet
mobility as micro-mobility extensions correctly teuthe decapsulated packets to the
mobile node based on the extension’s routing meshan

Having looked at mobility management in the netwiarker, we now consider the

application layer.

2.1.3 Mobility Management at the Application Layer

A popular approach to mobility management withia #gpplication layer is the Session
Initiation Protocol (SIP) [29, 30]. SIP, an IETRysaling protocol, is quickly gaining
widespread acceptance as the signaling protocohoite for Internet multimedia and
telephony services. As part of its signaling meddran SIP already supports personal
mobility, and furthermore, SIP’s feature set casilgdbe extended to support adequate
means of terminal, session, and service mobility.

SIP is a textual client-server protocol, wheredhent issues a request and the server
returns a response. SIP provides the means tolisktamaintain, and terminate IP
multimedia sessions. SIP does not transport theianégklf, but rather provides the
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signaling and media description necessary for angilotocol (e.g. RTP) to handle the
task. Figure 2.3 depicts an example sequence okestgs) and responses in acquiring a
session between two users. SIP is composed ofagsts and network servers. User
agents take on the roles dser Agent ClienfUAC) or User Agent ServefUAS), and
network servers take on the roles of proxy, redirecregistrar. User agents represent
the user, whereby UACs initiate a SIP request akddJreceive a SIP request and
return a SIP response. The communication betweenagents is accomplished either
directly or through the use of SIP network serv@es proxy, redirect, and registrar).
SIP proxy serverprovide the correct forwarding of incoming SIP uegts by receiving

a SIP request, determining the next hop, and tbemafrding the request. SIP proxy
servers have the option of being stateless orfgtate stateful SIP proxy server, unlike
a stateless one, is able to maintain all infornmatielated to a SIP transaction (i.e. a
collection of message exchanges), which allows ys®etvers to contribute additional
functionality such as the handling of personal ribi A SIP redirect server'only
task is to receive a request and instruct the tcliercontact the next hop directigIP
registrarsare key components of SIP that act as the regmtraiuthorities within SIP
domains and that are responsible for user locaianagement.

The entities addressed in SIP are physical usdrishvare identified by SIP uniform
resource identifiers (URI). A SIP URI is equivaléatan email address in the way that it
takes the same form: “SIP:user@domain”, where 'usera user name, telephone
number, or civil name, and ‘domain’ is a domain eaar numeric address. All user
agents are required to register with a local regisThe location server, which is part of
the registrar, is responsible for maintaining useations. It does so by binding an IP
address given by a user agent during registratothé SIP URI of the user. In this
manner, a user can be located through the actexyopg a registrar, which is done by
SIP proxy and redirect servers. Since there mayde than one IP address bound to a
single SIP URI, a list of one or more locations vehthe user may be found is returned
to the server as a result of the query.

There are two cases to locating a user. Case daesr® the user being in the
domain served by the proxy or redirect. In thisegdbe proxy or redirect contacts the
location server for the registration informationtlbé corresponding address and proxies
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or redirects the request as needed. The secondefaseto the user not being within the
domain served by the proxy or redirect. In thisoselccase, the proxy or redirect is able
to use the domain name server (DNS) to proxy theest further.

SIP is a very flexible protocol and new serviced &mctionalities can easily be
supported through SIP extensions. A few populaeresibns of SIP include presence
[31], event state publication [32], third-party lcabntrol [33], and the REFER method
[34].

In basic SIP, users must pull other users intosaise, such that a user must query
other users as to their availability and abilityprticipate in a session. Presence is more
of a push, as users are made aware of other uBa@ssis achieved through an entity
known as a presence agent (PA), which stores irgtom regarding the presence of a
user. A user must subscribe to the PA and publishr presence information whenever
it changes. The PUBLISH and SUBSCRIBE methods k@ extensions to SIP, which
allow an entity to record its state and state ckanguch as presence.

Third-party call control (3PCC) is an extensiorStP that enables a SIP agent to act
as a controller, which can both initiate and marsagsions between two users. 3PCC is
useful in conferencing applications and operatovises. More specifically, 3PCC can
be used to achieve session mobility (discusseceati@ 2.1.2.2). A second extension
that can be used in session mobility is the REFERhod, which enables a user to
transfer a session to another terminal, whereb}fBER message instructs the receiver
to INVITE a new terminal based on contact informaatcontained within the message.

SIP, being an application layer approach and pmgidn all IP-based solution, has
significant potential for supporting mobility mareagent as well as the convergence of
heterogeneous networks. The following examines 8tfvachieves support for the four

aspects of universal mobility.

2.1.3.1 SIP and Terminal Mobility

SIP handles terminal mobility at two stages: prié-aad mid-call. Pre-call mobility
represents a mobile host entering a new networkatfomprior to the existence of a
media session. In this case, pre-call mobilitygeig a mobile host to re-register with its
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Fig. 2.5. SIP and terminal mobility (mid-call).

home registrar, as upon entering a new domain the raobdde’s IP address has
changed. This action signifies a location updatehghat the registrar contains an up-to-
date listing pertaining to the mobile host’s cutrktation (i.e. IP address). Moreover,
this enables a registrar to redirect any incomiaguest bearing the SIP URL of the
mobile host to the new location (actions 1-5 inufeg2.4).

Mid-call mobility represents a mobile host entermgiew network domain while
carrying an active media session. In this casepntbkile host is required to re-INVITE
the corresponding host (actions 1-3 in Figure 2Mblere the invite contains an updated
session description with a new IP address.

SIP, as an application layer approach, is very wgllipped to handle high level
mobility issues, but struggles in terms of effiagrio handle low level mobility issues.
Since terminal mobility is a low level mobility i$8, SIP provides a less efficient
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Fig. 2.6. SIP and session mobility version A and B, beforarfd after (ii).

solution, due to the fact that it requires a SiEnt| representing the mobile host, to poll

the operating system every few seconds to notateaage in network domain.

2.1.3.2 SIP and Session Mobility

Session mobility is a user’s ability to maintain aantive session while switching
terminals. SIP handles session mobility by redingcthe session between two parties
using either the Third party call control (3PCCYemsion or the REQUEST method
extension. Using 3PCC, a terminal_A wanting to skvits session to a new terminal_C,
first establishes a SIP session with terminal_@o8d, terminal_A instructs its current
communication partner, terminal_B, to redirectrniedia stream to terminal_C. When
this is completed, terminal_A has successfully ndoie media session to terminal_C.
This is depicted in Figure 2.6 A(i) and A(ii).

Using the REQUEST method extension, terminal A dvds its session to
terminal_C by sending a REQUEST message to ternfnadstructing it to establish a
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session with terminal_C. At this point, terminal_#&rminates its session with
terminal_B. When this is completed, terminal_Agc®ragain, has successfully moved

its media session to terminal_C. This is depicteBigure 2.6 B(i) and B(ii).

2.1.3.3 SIP and Personal Mobility

Personal mobility is the user’s ability to be gltipaeachable by a unique personal ID
and originate or receive a session on any authbrizeminals. Through the use of
registrar and location servers, SIP offers trarsgamapping and redirection services.
As mentioned previously, the relation between SHdand user agents (i.e. terminals)
IS one-to-many, and therefore, the registered Ithemses of all terminals associated
with a user are kept and made available at anyngtirae. This enables the proper
redirection of calls to the appropriate terminal.

In the case of a single SIP URI being associated multiple devices belonging to
one user, a call forking procedure is used withiSIR proxy server. This procedure
forks a call to all the active terminals associateth a specific SIP URI. Each UAS,
representing a terminal, sends a response to the,pat which point, the proxy makes
use of the implicit ordering of SIP responses tavlrd the best response back to the
UAC. In this manner, a call is setup with the meggpropriate terminal.

2.1.3.4 SIP and Service Mobility

Service mobility is the ability of the network togvide personalized services to the user,
with expected QoS, regardless of the user’s logat® simple solution to personal
mobility is to have a user’s service informatiorgent on their actual terminal. In this
case, the user carries their service informatiotheg carry their terminal. However, the
record of their service information is limited twat terminal, which does not account for
the need for service information to be present wingng any other authorized terminal
or multiple authorized terminals. SIP provides &son to this dilemma by including
the service information of a user as part of tlggsteation process, whereby each time a

terminal is registered, the most recent versiothefuser’s service information is used.
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Having examined two mobility management solutionthe network and application

layers, we now compare them from a theoreticalgsstive.

2.1.4 A Theoretical Comparison of Mobility Management Approaches

The Mobility management approaches shall now beudsed in a comparative fashion

based on the following important parameters rel&tedobility support.

* The ability to support real-time traffic in the pexce of mobility.

* The ability to support non-real-time traffic, sgemlly consistent TCP connections,
in the presence of mobility.

« The ability to keep a good level of transparenoythe presence of mobility.

* The ability for both communicating parties to bengitaneously mobile (i.e. dual

movement).
_ Network Layer | Application Layer Optimal
Comparison
(MIP) (SIP) L ayer
Real-timetraffic support no yes application
Non-real-timetraffic support
_ _ yes no network
(consistent TCP connection)
Transparency level medium to high low network
Dual movement yes no network
, - yes (with _
Universal mobility support no neither
weakness)
High-level mobility support no yes (strong) application
L ow-level mobility support yes (strong) yes (weak) network
Terminal mobility support yes (strong) yes (weak) network
Session mobility support no yes (strong) application
Per sonal mability support no yes (strong) application
Service mobility support no yes (strong) application

Table 2.1. Theoretical comparison summary
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* The ability to support complete universal mobility.

* The ability to support high-level mobility (i.e. s®on, personal, and service
mobility).

* The ability to support low-level mobility (i.e. t®inal mobility).

Table 2.1 summarizes the findings of the comparisém ideal mobility
management scheme needs to support both real-grge real-time multimedia) and
non-real-time traffic (e.g. consistent TCP conrmgjiin the presence of mobility. MIP
provides excellent non-real-time traffic suppors, vo parties are able to keep an
ongoing TCP connection while completely oblivious existing mobility. However,
MIP, which was developed at a time when real-tinafit was not a concern, lacks the
proper definitions in terms of QoS requirementscantrast, SIP is designed specifically
for the handling of real-time traffic, and so ladke ability to keep a consistent TCP
connection alive, as its handoff scheme requirestfeaking of a TCP connection.
However, SIP is capable of supporting TCP commtuimoaas long as the duration of
the TCP connection is very short.

MIP has a significant advantage over SIP when liagdbw-level mobility (i.e.
terminal mobility), due to fact that MIP is locatedl the network layer. This makes
sensing a change in underlying network or sub-ngtwauch more efficient than can be
achieved by SIP. Another advantage of being locatatie network layer is the ability
to hide the process of terminal mobility from thmokcation layer.

In regards to high-level mobility (i.e. sessionrqmmal, service), the application
layer dominates. SIP, with its ability to be intagd with a variety of protocols, is an
extremely flexible and powerful tool in meeting ey level mobility. This is something
that the network layer presently cannot achieveodgh the use of a series of requests
and replies, SIP is able to bring the idea of &isasto a higher and independent level,
allowing sessions to be transferred and split acrosiltiple terminals. Furthermore,
through its addressing scheme, registration tecienignd forking mechanism, SIP is
able to provide personal and service mobility, waitay users to be represented by a
unique global identifier and keep their personalises with them, regardless of their

location or what terminals they use.



CHAPTER 2. BACKGROUND 26

Table 2.1 shows that support for universal mobilgynot a single layer task. The
responsibilities of universal mobility are almostided in an even fashion between the
network and application layers, where the netweanket is well suited for low-level
mobility and the application layer is well suiteat high-level mobility. This observation
iIs a strong clue that a complete solution to ursi@emobility will more than likely
originate as a hybrid of multiple layers. The kteerre has presented some attempts to
combine the application and network layers into @atilayered approach to support
universal mobility. Politis et al [35] propose a liilayered solution, which uses a
combination of MIP and SIP, such that SIP is respmea for real-time traffic and MIP is
responsible for non-real-time traffic. This schepussesses the advantages of both SIP
and MIP, but introduces new complications, suckigsaling problems, due to the fact
that a mobile node is required to register upomremg a foreign network with both its
home agent (required in MIP) and home registraguired in SIP). This results in
redundant functionality and data repetition. Fumih@re, dual movement is still an issue
when using SIP. Therefore, it can be said that ilayéired approaches are not yet
feasible and quite premature in their developmbut, shall eventually appear as the
more optimal mobility management solutions.

Having stressed the importance of mobility managema&e now focus on current

media delivery standards and Quality of ServiceQo

2.2 Multimedia Delivery Standards and QoS

Although many solutions exist for providing multicia services, only a few are
regarded as standards for multimedia delivery. &@hieslude the Session Initiation
Protocol (SIP), the IP Multimedia Subsystem (IM&)d Content Distribution Networks
(CDNSs). This section begins with a discussion eksthtechnologies in identifying their
shortcomings. Subsequently, QoS with respect taimedlia is introduced such that
sustainable end-to-end quality is still one of thain challenges in today’s networked

media.
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2.2.1 Session | nitiation Protocol (SIP)

As introduced in the previous section, SIP is apliagtion layer control protocol for

establishing, maintaining, and terminating medissgmns between one or more
participants; particularly real-time communicatioB$P has proven to be a very flexible
and powerful technology; however, it suffers frorfea setbacks. SIP was designed to
support point-to-point communication, with end-ttdeusage as a priority. Such a
design forces media adaptation to occur at the dawices and does not provide for
efficient support for multi-point communication. kting such issues requires the
addition of non-standard approaches. Moreover,hmnaetback for SIP is the lack of
support for peer-to-peer. Furthermore, in termsnobility support, although SIP does
handle various degrees of mobility, being locatetha application layer makes for long

handover periods and the inability to handle tlieat$ of network load and failures.

2.2.2 1P Multimedia Subsystem (IMYS)

IMS is defined by the ' Generation Partnership Projects (3GPP and 3GR#RRjsahe
first platform standardized in the direction of wetk-independent access and session
control [36, 37]. IMS is a service overlay architee enabling the provision of highly
integrated multimedia services on top of variousvoeked technologies. Moreover IMS
is entirely built on Internet protocols defined the Internet Engineering Task Force
(IETF) and is based on SIP for multimedia sessistal#ishment, modification, and
termination. Being based on SIP implies that IMSoainherits SIP’s shortcomings;
however, improvements have been integrated tortdedtedle broadcast communications
and low-level mobility. Unfortunately, current vemss of IMS still rely on SIP-based
techniques for mid-session macro-handover, causmacceptable delays for delay-
sensitive real-time services [38]. Also, similarStP is the lack of dedicated adaptation

components forcing media adaptation to occur atdewvites.
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2.2.3 Content Distribution Networks (CDNSs)

CDNs provide an approach to media delivery wherghytimedia content load is
distributed among many sites throughout the netw@& 40]. Through the use of
multicasting protocols and caching technologiesvigiing integrated distribution,
streaming, security, and traffic management sahgtitigh performance delivery can be
achieved. However, the concepts behind CDNs wedebkshed for the sole purpose of
efficient media data transport, and neglect thelligence required for media adaptation,
user mobility, and network load balancing.

QoS plays a very important role in media delivaych that variations in QoS are

extremely obvious to the user and dramaticallycfteerall user experience.

2.2.4 Quality of Servicein Media Delivery

Multimedia is evolving how QoS is defined, measuaed evaluated. Although many
definitions for Quality of Service exist, we referthe International Telecommunication
Union’s (ITU) definition of QoS [41], which is “thecollective effect of service
performances which determine the degree of satisfaof a user of the service.” Like
most general definitions for QoS, this definitianviery broad. When it comes to media
delivery, QoS is all about the end user's percdp&xperience, which require both

objectiveandsubjectivemethods of measurement and evaluation [4]. An elawipan

Subjective QoS

Objective QoS

<
Adaptation QoS

Networks QoS
P
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Fig. 2.7. Multimedia QoS Abstraction
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objective method is the analysis of signals in lmatinpressed (e.g. MPEG-4/H.264) and
non-compressed (e.g. reconstructed RGB video) fisintubjective methods, on the
other hand, attempt to obtain the user’s perce@e8 and are much more complex as
they involve a large number of tests operated undentrolled psychometric
experimental conditions to obtain meaningful result

Overall and at a high level, QoS can be decompmded series of overlapping sub-
QoS categories (see Figure 250)bjective QoSobjective QoSadaptation Q0FAQO0S),
andnetwork QoSNQoS) [4]. At the lowest layer of the spectrunNiQoS, representing
the more traditional view of QoS, incorporating @dpsuch as bandwidth, delay, jitter,
and packet loss rate. AQoS refers to the qualitythef adaptation of media to
accommodate the heterogeneous aspects of botmtdsnaind networks. Objective QoS
reflects the composed end result of AQoS and N@ao8,subjective QoS introduces the
user’s perception.

From a service point of view, and building on thmee, at the highest level is the
user'sExpected PQgSepresenting what the user expects from a péati@ontracted
service, based on the user’'s preferences and ffabitiies/constraints of their utilized
terminal. As the service is provided by an appimat and every application has
performance needs and constraints such as encvdirgghission parameters, frame rate,
resolution, and etc., ampplication QoS (ApQoS) is introduced. Upon service
consumption aDelivered PQoSis established, whereby the ideal is to select an
application to deliver the service with an ApQoSstbitting the Expected PQoS to
achieve the best possible Delivered PQoS.

Implementing the above QoS model is far from beauhieved and is proving

difficult. To understand why, we examine the cutrieternet architecture.

2.2.4.1 Quality of Service and the Current Internet Architecture

The Internet architecture of today is based orctean modular structure of TCP/IP and
UDP/IP models, whereby their layers are implementedomplete isolation of each
other. With the inception of heterogeneous netwot&sminals, and real time delay
sensitive applications, the desire to optimize ¢h@sotocols and their respective
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mechanisms is strong, in order to improve QoS,e@®e throughput, and efficiently
utilize bandwidth [4].

As mentioned, each layer associated with TCP/IPUDR/IP models is independent
of the next, and requires a distinct set of medmasiand respective parameters to fulfill
its functionality. Such information is classifie¢y bayer in Table 2.2. Looking at the
table one can notice that unlike the traditionalgk layer operation of TCP/IP and
UDP/IP, achieving optimal QoS shall require a cilag®er approach promoting layer
interaction and a global optimization techniquegrablem which is proving illusively

challenging [42]. Although efforts have been madid whe introduction of MPEG-21-

Layers Mechanisms (to optimize) Parameters

Terminal characteristics, objective
quality metrics (e.g. PSNR, VQM,
SSIM), Subjective quality metrics

(e.g. MOS, SAMVIQ, DSIS)

User User priority selection

Transrating, Transcoding,
Forward Error Correction
Application (FEC), Automatic Repeat Rate, Codec, Protection level
Request (ARQ), Adaptive

encoding/decoding

. Packet loss information, receiver
TCP Congestion Control, UDB,

Transport _ window, congestion window,
Header Compression

retransmission timer

IP packet size, DiffServ Code Point

Network Packetization, DiffServ, TE _ _ '
Handoff information
Retransmission attempts, Error rate,
. MAC Protocols, Radio resourcg retry limit, RTS/CTS, Handoff,
Data Link

control, FEC, ARQ, Framing | Traffic classes, TDMA time slots,
OFDM carriers

. ) ) BER, signal strength, transmission
Physical Channel modulation and codin

(]

power, capability profile

. Dynamic Voltage Scaling, Battery status, Architectural
Context Information

Scheduling capability profile

Table 2.2. Mechanisms and Parameters at Different Layers (addmm [4]).
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enabled cross-layer adaptation [43], many challersgid remain in dealing with issues
such as how to handle the lack of clean isolatetmvben layers; how to optimize cross-
layer parameters; how and where to control crogsrladaptation; and how to assure
fairness.

Having discussed the various aspects of networkedianin terms of mobility
management, delivery standards, and QoS, we nosempra solution to media routing
and transportation originating from the Ambient Wetks Integrated Project [18]. The
presented approach attempts to handle many of tb&ng functionalities and setbacks

discussed in this chapter.

2.3 Smart Media Routing and Transport (SMART)

The Ambient Networks Integrated Project [18] sdéis toundation to a vision for the
future of wireless and mobile networks. The focfighis work builds on the All-IP
vision and the trend of structuring the Internetoirsmaller domains. The project
provides a novel networking concept that enables dhoperation of heterogeneous
networks belonging to different operator domaiMoreover, at the root of the project is
a common control layer for various network typesvpling flexible and dynamic
network configuration, able to supply end usersiwiamless multi-access connectivity
ensuring the best possible network connectionl ainaks. Amalgamated into this vision
are broad amounts of heterogeneity in terms of ssceetworks, terminals, network
interfaces, users, signaling and transport progycapplications, and services making
media routing and transport a significant aspecthef project. Reason being that the
large spectrum of heterogeneity results in multimethta needing to be proactively
cached, trans-coded, split, synchronized, trarg|diléered, or transformed in some way
or another before being delivered. As previouscdssed, existing multimedia delivery
standards leave much to be improved in this ared, leence to this end, the Smart
Media Routing and Transport architecture [19] hesrbproposed to enable the seamless

integration of next-generation multimedia servicgs Ambient Networks.
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example.

2.3.1 SMART Overview

Figure 2.8 illustrates where SMART functionalitysfinto the overall Ambient Network.
Shown in the Figure is the delivery of a servicéjol can range from simple requests
for information (e.g. web browsing) to multimediaesming and conferencing, to more
complex service scenarios including media routind enedia adaptation to deal with
terminal and user mobility; media splitting to eleabsession/flow mobility;
synchronization for re-combining split flows; andart caching for accommodating low
bandwidth access networks. Such features can anfyrdcessed along the media path,
and thus, inside the network, as opposed to saiderer client-side.

In SMART, multimedia transformation is carried oby network-side media
processing capabilities and transformation servjdd} termedMediaPorts(or MPs),
which are located somewhere on the media path,degtwhe sink, calleediaClient
(or MC) and the source, callddediaServeror MS). MPs must be able to transform the
multimedia data originating from the MS into a fotinat is acceptable for the MC.
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Fig. 2.9. Atomic Media Processing Classes

MediaPorts are an abstraction of the underlyingvagt topology and are inter-
connected across a composed Ambient Network bgdh@non control layer, which is
facilitated via theAmbient Network InterfacANI). Service/content providers define
media services in the form of service profiles tifgmg requirements such as end-to-
end QoS requirements and needed networks-sideidnsctwhich is facilitated via the
Ambient Network Service InterfapgSl).

The main challenge addressed by SMART is the wbild cope with the
heterogeneity of network technologies and user itexis, and to support the rapidly
changing communication environment occurring framreéasing numbers of mobile
users and foreseen moving networks. Achieving susk requires the tight integration
of the media routing and transport architectureth wather control functions of the

Ambient Network, including the underlying connediry context management, and

2.3.2 Media Processing Functionality

Actual media processing services can be decompogedthe composition of four
atomic classes shown in Figure 2.9, connected rialsar parallel [45]. Each of these
classes serves a particular function and are inted bellow.

When afilter classis applied to a media stream, it does not chahgeway the

media is interpreted, but rather it simply perforsome operation such as integrity
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Fig. 2.10. Sample Media Adaptation

checking or buffering. On the other hand wheraasformer classs applied to a media
stream, it alters the nature of the media, suchrasscoding the media stream to a
different codec. Anultiplexer classrole is to take several streams and join them anto
single complete stream, such as a synchroniza@mation executed on a video and
audio stream. Vice versa,d@multiplexer classplits a complete single stream into its
component parts, such as a single stream contaaidg and video being split into two
streams; one being audio and the other being video.

Provided in figure 2.10 is a sample media streamgbadapted from Media Source
to MediaClient. The adaptation sequence depictseaasio whereby a single media
stream containing audio and video is sent from MexiaSource. In order for the
MediaClient to correctly view the media, the videmlec must be adapted to one that it
supports. Therefore, the stream is first split ilsocomponent parts, at which point the
video can be transcoded, rejoined with the audub then proceed to be buffered for

consumption by the MediaClient.

2.3.3 SMART Architecture

The functionality discussed above is provided byARM using the key concept of
Service-Specific Overlay NetworkKSSON). A SSON is a overlay network and can be
defined as a set of overlay nodes and links fornangrtual network. Such network
entities, termedverlay NodegONodes) represent one of the main componenteeof t
SMART architecture (depicted in Figure 2.11) andl#e the provisioning of the media
processing capabilities discussed above. At angrgtime an ONode can be providing
several media processing capabilities and be panutiiple SSONSs.
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Fig. 2.11. SMART Architecture

A SSON (i.e. virtual network) is deployed for evengdia delivery service allowing
for the configuration of appropriate overlay-levauting paths meeting the exact
requirements of a particular service. Moreovers tfermits the transparent integration of
network-side media processing, and provides firsrgd adaptation and flexibility on a
per-flow basis.

The SMART architecture deploys two main functiotied into the system. The first
deals with the intelligent selection and configimatof ONodes to be included in a
SSON, based on the specific needs of the servite¢henuser. The second deals with the
transportation and handling of user-data present inSSON to carry out media
processing operations. These two functionalitiesraspectively grouped in ti@&ontrol
PlaneandUser Planeof an ONode (depicted in Figure 2.12).

The control plane is responsible for the generahagament of ONodes and
signaling exchange. Included in the control plas¢heONode Control Entitywhich

consists of several components separated into lwgses; those that logically belong to
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the Overlay Control Spageand those that deal only with local control arehagement.
Components fitting within the first class cons&uheMedia Delivery Functional Area
of the Ambient Control Spagewhich controls SSONs on an Ambient Network wide
basis.

The Overlay Support LayefOSL) and the application modules taking part edma
processing actions are contained in the user pdartee ONode. Sitting on top of the
underlying network, OSL embodies the basic overagwork functionality necessary
for the handling of packets at the overlay level anovides a common communication
abstraction to all ONodes of a SSON, allowing thentommunicate with each other
independent of actual differences in terms of ulydey protocol stack and technologies.
Immediately above OSL are application modules imgeting MC, MS, or MP
behavior.
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2.34 SMART Use Case

User mobility shall play a key role in future ofieenvironments, such that ongoing
sessions such as conference calls or incoming Yohections will always be routed to
the most suitable end devices. As a result, meearss need to be adapted to the
capabilities of respective end devices. Moreovie, $plitting of media into distinct
audio and video flows might be necessary, as pusiyoseen, so that a user could see
his dialog partner’s video on their handheld, whigéening to the audio routed directly
to a Bluetooth headset. In addition, should a userunavailable for a moment,
networked-based caching of data targeted to thewmad be a convenient service.

All of these described services require active oetwsupport, which can be
provided by the SMART architecture. All communicatitakes place between MSs and
MCs with MPs in between providing the respectivedrmeadaptations or other
processing of the media stream. For example, whegssion is transferred, as above, to
a PDA and Bluetooth headset, a series of adjussneaéd to be made. Firstly, an
adjustment to the PDA’s small screen size and loseenmunication bandwidth must
take place, involving a new ONode with transcodiagabilities to be integrated into the
derived SSON. Moreover, a second ONode splittieginicoming stream into to distinct
video/audio streams is necessary. All synchroropais maintained by the MPs within
the overlay network allowing the above network f@ayand actual application to be
completely isolated form the task. As a result,liappons are not even aware of the
SSON or Ambient Network; a part of the essencestivark-side media processing.

2.4 Summary and Discussion

This chapter has introduced and presented somehefsignificant challenges of
networked media, which range from mobility managetndelivery standards, QoS, to
media adaptation. First discussed was the defmitd networked media and the
significant challenges imposed by user mobilityfibed was the concept of Universal
Mobility and how it can be managed at the netwark MIP) and application (i.e. SIP)

layers of the TCP/IP protocol stack. MIP and SIRevevaluated and compared and
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concluded was that optimal mobility management Islaaise out of multilayer
management approaches. Second multimedia delivenydards were introduced,
pointing out where improvements could be made. @palty, SIP, IMS, and CDNs
were discussed, which lead to the introduction @efthition of a QoS model for media
delivery. Concluded in this discussion was the demify of such a model, requiring
innovations in cross-layer approaches promotingeraynteractions and global
optimization techniques within TCP-IP/UDP-IP. Lagihe SMART framework was
introduced and defined as part of the Ambient Nekwolntegrated Project, in
confronting many of the issues highlighted in ttiepter. Provided by SMART using
overlay network technology is the media processiagabilities necessary in media
delivery. Concluded in this section was the sigaifit need and importance of network-
side processing functionality.

A main theme in this chapter has been the needtty and adapt media to the user
and their environment, with an emphasis on mobi8¥ART points out that media
shall always be routed to the most suitable endcdsyand that media will be adapted
to the capabilities of respective end devices. Harehow such devices and respective
capabilities are discovered and composed is noteaddd. Nor is the need for the
intelligent and automatic composition and managermédevices and the services they
provided (e.g. audio/video output services) to tre#éhe best possible service
configurations at the time of need, with limited zero human intervention. In the
remainder of this dissertation, we extend this lidead provide a true and complete

scenario for the future of networked media consuonpt
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State of the Art and Related Work

In this chapter we define the virtual device probland provide an investigation into

existing research. In addressing the technicalcse the problem, we discuss service
oriented pervasive computing with a specific emhas service oriented architectures
and large projects based on its principles. Morgoglisscussed are the emergence of
networked appliances and networking technologietting a foundation for new

research in the virtual device area. Being a braagh, we refine the virtual device

problem into the sub-problem of service discovarg aomposition, addressing each of
these issues in both infrastructure and infrastineeless environments. Furthermore this
chapter serves to define the requirements of Jidegice management pointing out the
difficulties current approaches present in satigfythese requirements, whereby our

dissertation attempts to resolve such difficulties.

3.1 Virtual Device Origins. A Technical Perspective

The vision ofpervasive computingnplies environments populated with computing and
communication facilities gracefully integrated whliman users [47]. The convergence
of powerful, small, affordable computing deviceshametwork capabilities and software,
seamlessly adapting them to the surrounding enwiemts, shall facilitate this vision.

Such devices may range from resource rich deviges as a computer workstation or

39
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laptop, to increasingly constrained devices suchsrmasrt phones or mobile media
devices. Constraints could appear in the form afcessing power, capacity, load,
display capabilities, battery power, and bandwiftth example. Moreover, devices may
be stationary (e.g large screen displays or sud@ound unit) or mobile (e.g. personal
media player). However, all such devices shall glevhardware and/or software
functionalities to the environment through the cection of heterogeneous networks

(e.g. WAN, LAN, PAN, and etc.). A user carrying aryasive device moves from

environment to environment building pervasive agilons realizing user tasks in the

form of virtual devices combining the functionadsi of pervasive devices and adapting
the resulting combination to the specifics of eanliironment.
The main challenges of such a vision include:

* Environment heterogeneitfhe fact that pervasive devices and their fumetiies
are heterogeneous in terms of underlying technetoggstricts their integration in
realizing user tasks.

e Environment dynamicsAs new devices may appear in the network androthe
devices disappear due to lack of resources orrrason range, for example, the
environment is quite dynamic, perceived in termsthef number and lifetime of
pervasive functionalities a user can access atafgptime and location.

« Device resource constraint8Vith high amounts of mobility, the probability tie
realization of user tasks involving devices withitied resources is high and must be
considered.

» User centrismEnsuring that selected functionalities best confto the user’s needs
is of highest priority, as in pervasive environngetiite user is the center of attention.
It is imperative that the user be served as sealylesid as naturally as possible,
with efficient solutions involving minimal user grvention and acceptable response
times.

Pervasive functionalities involving hardware andgoftware functionalities can be

abstracted aservicescatering to the service-oriented pervasive compgyisradigm.
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Fig. 3.1. SOA conceptual elements (redrawn from [48]).

3.1.1 Service-Oriented Pervasive Computing

Pervasive environments can be modeled using thec8edriented Architecture (SOA)
[6]. SOA abstracts pervasive functionalities asvises, whereby services are
independent entities with well defined interfacddeato be accessed without any
knowledge of their underlying technologies.
SOA is composed of four basic actors:
» Service ProviderThe role assumed by an entity offering a service.
» Service Requesterhe role assumed by a client wishing to consurserace.
* Service Registry:The role assumed by an entity maintaining inforamaton
available services and means of access.
» Service AggregatorThe role assumed by an entity which composes iegist
services in offering a new service to the servempiester.
In SOA, services are structured utilizing a sendescription formalism or language
specifying service capabilities, interface, behgviQoS, addressing, and etc. From a
conceptual perspective, SOA can be viewed as sloWwigure 3.1, whereby each actor

is associated with the various functionalities wedi bellow.
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» Service Publicationthe process of registering a service in a semagestry.
» Service Locationthe process of retrieving desired services froraraice registry
» Service Matchingthe process of selecting the best conforming serwiith respect
to a service request.
« Service Accesshe process of establishing a connection withHecssd service.
* Service Compositionthe process of integrating multiple services insiagle
composite service, which requires four sub-funclities.
o Service Conformancehe process of ensuring the integrity of the cositgo
service.
o Service Coordinationthe process of coordinating service executionsigak
part in the composition.
o Service Monitoring:the process of observing the execution of a coitgos
service in determining the possible need for adeyta
0 QoS-awarenessthe process of ensuring that the composite seirfuléidls
the specified QoS requirements.

From a pervasive computing perspective, the SOAehcah be abstracted as shown
in Table 3.1. A pervasive device is regarded asraice provideiproviding a pervasive
functionality in the form ofservice capabilities Services are composed to form a
pervasive application realizing a user task, whitie user is theservice requester
Pervasive functionalities are advertised throsghvice publicationsuch thatservice

locationplays a large role in identifying relevant pervasiunctionalities. User task

Pervasive Computing SOA
Pervasive Device Service Provider
Pervasive Functionality Service Capability

Pervasive Application Realizing a User Task| Composite Service

User Service Requester

Advertising Pervasive Functionalities Service Publication

Identifying Relevant pervasive Functionalities Service Location

User Task Realization Dynamic Service Composition

Table 3.1. SOA model abstraction [48].
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realization is ultimately achieved thoudinamic service composition
In the following section we analyze a series ofnpirent projects adopting the

Service Oriented Architecture.

3.1.2 SOA-based Prominent Projects

In this Section, we overview the Aura, Gaia, PIGZEAMI, and Oxygen projects and

provide a discussion.

3.1.2.1 Aura

The Aura project [7] argues human attention agnbst precious resource in computing,
and that resource rich environments made plenthubugh Moore’s law should be

exploited for reduced load on human attention. Pphaect addresses this issue by
modeling daily user tasks as abstract and transpaodtware applications. The user is
able to dynamically realize these tasks without theed for configuration and

reconfiguration of the applications such that Apeaforms automatic configuration and
reconfiguration of pervasive computing environmestsording to the user’s task and
intent. Tasks are composed of services availabteerenvironment, whereby tasks are
capable of adapting themselves to the resourcekalleain the environment. Moreover,

Aura provides the ability to renegotiate task suppmased on variations of service
capabilities and resources. In making compositienigsions, Aura utilizes preference
information with regards to service and servicelicdnnection, components to supply
required services, and acceptable QoS levels adédffs. Furthermore, Aura is capable
of capturing the user-level state of a task asuser moves from one environment to
another, switches between tasks, or upon recomfigur of a task. Aura takes a
centralized approach, such that a number of ceatrties concentrate knowledge and

coordination of the functionality of the environnten
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3.1.2.2 Gaia

The Gaia project [8] abstracts physical spaces imeractive systems, termexttive
spaces operating as a complex single high level deviceordinated by Gaia are the
devices and software components contained in thiveaspace, allowing for the
dynamic deployment and execution of software apfibos. This involves user assisted
or automatic mapping of an application to availabdsources in the active space.
Moreover, Gaia supports the reconfiguration of @axjscomposed applications as well
as their mobility between active spaces. Gaialesahe development, deployment, and
execution of distributed, multi-device, mobile-apptions within active spaces. Gaia
also takes a centralized approach, such that ingpuhevices are sensed by a presence
manager and tracked using a heartbeat mechanismheFRuore, Gaia supports
application mobility between active spaces througpplication suspension and

resumption.

3.1.2.3 Pico

The Pervasive Information Communication Organiza{iBlCO) project [9] focuses on
time-critical applications in creating mission-oried dynamic communities of
autonomous software entities through the use oftigh level componentsielegents
(intelligent agents) and¢amileuns(connected, adaptive, mobile, intelligent, learned
efficient, ubiquitous nodes). PICO application dons include telemedicine, military,
and crisis management. Through the dynamic creadimh composition of delegent
communities PICO is able to perform tasks on betiathe user and handle issues such

as the adaptation to dynamically changing pervasmnronments.

3.1.24 WSAM|

The WSAMI project [10] is a web services based mégie for the abstract specification
of pervasive computing applications in the form sofftware architectures and their
dynamic composition based on environment avail@sli Through systematic
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customization WSAMI enforces quality of service t@ployed applications in terms of
security and performance. Unlike the other disatigsejects, WSAMI is deployable in
infrastructure-less environments including resowwestrained devices for the
formation of decentralized pervasive computing esvinents. More specifically,
WSAMI is based on thgroup application modelwhich enables the structuring of
group applications executed by ad hoc dynamic groob peer-to-peer interacting
wireless devices. Dynamic behavior is based onptrameterized specification of the
group membership property, which is enriched toluede QoS, security, and

performance information.

3.1.2.5 Oxygen

The Oxygen project [11] focuses on enabling pemsaand human-centred computing.
Specially developed are computational devices d@allviro2ls andHandy21ls
wherebyEnviro21sare embedded in the environment and Handy2lsaared by the
user allowing them to interact with the environmandl perform tasks. All aspects of the
Oxygen project rely on networking and software texdbgies developed specifically for
the project creating extremely rich pervasive emwinents, which further include self-
configuring networks and self-adaptive softwarev&eped as part of the project are
advanced, highly adaptive, user centric applicatiorlying completely on developed
technologies with specific interfaces communicatioger specifically developed

networks.

3.1.2.6 Discussion

The above projects touch on various aspects gbeineasive computing vision including
mobility, ubiquity, heterogeneity, ad hoc natureeucentrism, and dynamics. In terms
of mobility, the Aura and Gaia project specifically introdube notion of application
mobility, whereby applications are associated tersisand as users move between
environments, composed applications are saved,esdsp, and resumed. However,

current methods are not elaborated and rely omalez®d and commonly accessible file



CHAPTER 3. STATE OF THE ART AND RELATED WORK 46

systems. Similar techniques exist in the PICO awggén projects. WSAMI integrates
user and device to achieve user and device mgbaitereby the infrastructure itself is
also mobile (i.e. assembled from mobile devices)terms ofUbiquity, Aura, Gaia,
PICO, and Oxygen projects deploy rich functionalityto multiple centralized
environments interconnected through file sharingisTattribute limits the range of
deployment, whereby projects such as WSAMI relylenuniversality of the Internet to
provide ubiquitous environments. However, WSAMIdia range of deployment for
less rich environments, as compared to the othsctudsed projects. The issue of
heterogeneityis not handled by any of the discussed projectshay all impose
homogeneous system infrastructures, although WSAdlles on standardized web
services, making the solution slightly more pervasiln terms of achievingd hoc
nature all discussed projects employ service discovemg application mapping.
However, heterogeneity issues exist with regardsheo solutions being restricted to
compositions limited to functionally and syntacligacompatible service components.
User centrismis present in terms of a system’s reactive or grea behavior with
regards to interpreting user preferences, contamt] intent, in order to configure
computing environments to support user tasks. Heweayroactively exploiting a user’s
context and intent remains a challenge. Lastijnamicsare well addressed with the

dynamic configuration and reconfiguration of apgalions and system services.

3.1.3 The Emergence of Networ ked Appliances

A network appliance is defined as a dedicated fanctonsumer device with an
embedded processor, a network connection, andMitiey do disperse its capabilities
within the network, allowing other devices to comdand use them to solve some given
task. In this manner, a networked appliance’s fionetity is distributed, enabling it to
be controlled, monitored, managed, and extendedrizewhat it was initially designed
to do.

Networked appliances are considered to be oneeoh#xt major Internet growth
areas, with various factors stimulating there ereecg [2]. For one, the cost of network-
capable electronics is steadily decreasing, witttebgoerforming, highly reliable, and
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lower power consuming microcontrollers with inteigch network interfaces becoming
the norm for a wide variety of network technologi®édoreover, the realization of
continuously available network connectivity couphih an increase of online data
availability is causing a consumer demand for teandess integration of networked
services into their lifestyle. Furthermore, massrkeg opportunities agreeable to
appliance technology are presenting themselved) sisc home power consumption
control, pay-per-use technologies, service modkgsstor major domestic appliances,
and digital rights management.

In the pursuit of home networking solutions, a Ipbea of wired and wireless
infrastructure and network protocols have beeroduced, some of which are shown in
Table 3.2. From this Table one can notice thatetlh®ra vast amount of heterogeneity in
terms of transmission medium, speed, and max distagach of which is associated

with various constraints such as cost, performaseeyrity, and power consumption.

Technology Transmission Medium Transmission speed Max distance
Bluetooth Radio frequency 1Mbit/s—10Mbit/s 10m-100m
Unshielded twisted pair 10Mbit/s—1Gbit/s 100m
Ethernet
Optical Fiber 1Gbit/s—10Gbit/s 2km—-15km
HomePNA Telephone line 10Mbit/s 300m
IEEE 1394 ) ) ) o ) )
] ) Unshielded twisted pair / Optical fiber 400Mbit/s2@bit/s 4.5m-70m
(FireWire)
IEEE 802.11 ) ) )
. Radio frequency 11Mbit/s—248Mbit/s 30m-100m
(WiFi)
IrDA Infrared 9600bit/s—4 Mbit/s 2m
Twisted pair / Electrical wiring / Radio _ )
LonWorks _ 1.70kbit/s—1.28Mbit/s | 1500m-2700m
frequency / Coaxial
USB Twisted pair 12Mbit/s—480Mbit/s 5m
X10 Electrical wiring 50bit/s—60bit/s 80m
Zigbee Radio frequency 20kbit/s—250kbit/s 10m-75m

Table 3.2. Wired and wireless infrastructure and network prots.
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The emergence of networked appliances coupled laitfe amounts of heterogeneous
wireless infrastructure is generating ideal coodsi for achieving the vision of the truly
pervasive virtual device.

In the remainder of this chapter we take a deeys¢ into one of the main aspects of
the virtual device problem, mainly allowing for tl@tomatic composition of devices,
and the services they provide, to create dynamigicge configurations; otherwise

known as service discovery and composition.

3.2 Service Discovery and Composition

Service discovery and composition is a significamd relevant area of research [49-55],
studied extensively in the context of web servidgasearch in this area has followed
two paths, mainly service and composite servicergggn and matching, and service
discovery and composition architectures, with thejamty of the research being

conducted for infrastructure-based environmentshgh research for infrastructure-
less environments exists, it is still a relativelgw topic. We begin this section by

examining service discovery and composition inasfructure-based environments.

3.2.1 Infrastructure-based Environments

With regards to service discovery and compositiprgminent service description
languages exist for describing web services inraadyc manner, and include the Web
Services Development Language (WSDL) [56], and DWwRPA Agent Markup
Language for Services (DAML-S) [57]. WSDL is an XMiased language describing
network services as a collection of endpointsaitiy document and procedure—oriented
messages to operate. DAML-S is a project focusmghe standardization of the Web
Ontology Language (OWL) [58] in describing infornaat available on any data source
for exchange and understanding between devicebpwithuman intervention. OWL
can be defined as a set of XML elements and atashuvhich through standardized
meanings are used to define terms and their raektips. More specifically, with

regards to composition, languages to formally dpesmrvices and composite services
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exist, including the Web Services Flow Language BMS[59], an XML-based
language for the description of web services cortipos, and the Business Process
Execution Language for Web Services (BPEL4AWS) [@0]anguage for the formal
specification of business processes and busingssadtion protocols, facilitating the
expansion of automated process integration. Comgknning engines have also been
developed utilizing service descriptions to gereerakeclarative specifications of
workflows for the composition of services [61, 62].

In terms of service discovery and composition dedtures, the majority of
solutions are designed for wired infrastructuresizing concepts such as central lookup
servers for service registration, discovery, andnhposition, assuming stable nodes
connected by reliable communication channels. Thedade Jini [12], Salutation and
Salutation-lite [13], UPnP [14], and the Servicecation Protocol [15], among others
[16-17]. Such techniques often involve preconfeglicomposition managers residing
on high resource (e.g. memory, bandwidth, procgsgower) dedicated machines
performing service coordination and management.eldogr, these approaches do not
cater to highly pervasive, mobile, and ad-hoc emmments, leaving themselves

vulnerable to issues such as central points afrailmobility, and fault management.

3.2.2 Infrastructur e-less Environments

As previously mentioned, service discovery and aositppn in infrastructure-less
environments is a relatively new area of resea®thl. in early phases, existing work
[63-64] rely too strongly on broadcast-based tegies, prevalent in ad hoc networks,
which lead to scalability and efficiency issueswédoer, the work of Chakraborgt. al
[65] makes serious contributions towards this evith a group-based service discovery
protocol based on the concepts of peer-to-peerirmgabf service advertisements and
group-based selective forwarding of service discpveaths. Chakrabortet. al’'s
protocol incorporates the principals of reactiveteyns, and consists of mobile nodes,
representing various devices in the environmeryidmg single or multiple services,
able to be invoked by peer nodes. These nodesammeected together using ad-hoc
network protocols, and the discovery and integratib services allows for composite
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services. Lacking in this this work, however, i tdiscovery and composition of
services with regards to specific user and taskisiaed situations.

In terms of standardized protocols such as thetBailk Service Discovery protocol
[66] being extended into ad hoc environments, nekais also heavy on broadcast, and
moreover, only basic identifier matching is suppdrtMore recent works, including the
MobiLife Integrated Project [67], Intel Researclidynamic Composable Computing
[68] project, and Nammaat. al's Flexible Service Composition Framework [69] are
quite promising, such that all three of these workfer contributions towards
decentralized ad hoc compositions tailored to $jgacser needs and situations.

The MobilLife Integrated Project brought advancesmobile applications and
services within reach of users in their everydagdiby innovating and deploying new
applications and services based on the evolvinglghies of 3G systems and beyond
[67]. The Project captured aspects of the virtuadick problem with regards to its
contributions in the area of multimodality and mealization. Developed were
theoretical frameworks for satisfying the mobileusxperience. Strong emphasis was
placed on making the best use of available envimnnaevices, while ensuring that
applications offered to the user were tailored heirt specific needs and situations.
Separating MobiLife from similar projects is theclusion of mobile devices as core
components, and the consideration for device ntgbdnd the need for continuous
adaptation. Unfortunately, much of this work reneairn the theoretical realm.

Dynamic Composable Computing (DCC) is a term defibg Intel Research and
refers to the impromptu assembly of a logical corap@rom the best set of wireless
parts available nearby [68]. In their work, Inteddearch builds on existing standards to
develop an architecture and prototype that enab$ess to quickly connect mobile
devices together. In particular, Intel Researchettgs a layer-2 service discovery
scheme [68], which integrates IP service advertesgmvith the layer-2 advertisement
and discovery process. This solution serves to aedbue inefficiency of broadcast
discovery techniques in ad hoc networks. Unfortelya Intel Research still relies on
manual and named compositions requiring heavy usavement, although future

work is in place to investigate ranking-based cositpmns.
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Nammanet. al's Flexible Service Composition Framework [69] ppeps a solution
which incorporates a hybrid (i.e. centralized andtributed) approach to service
composition. The approach utilizes as default atraBred technique to enable
automatic service compositions of networked appkarn heterogeneous environments.
Should the central server become unavailable, lm¢afmation is used to perform the
composition process in combination with an inteatogn procedure between
neighboring nodes. Although Namman al.’ssolution provides adequate support in an
environment with limited central server interrupticthe technique would inevitably
suffer in an environment too dynamic for a centedi server to exist at all.

An interesting research question is the potentsd of overlay networks in the
composition of virtual devices. Overlay networksidae used to enable the flexible
configuration of virtual networks composed of OwgrINodes on top of underlying
physical networks, and transparently provide dategssing capabilities such as media
transformation, splitting, and routing. Such megracessing is necessary and can be
exploited in the virtual device problem. In theldoling Section, we investigate the

overlay network concept.

3.3 Service Overlay Networks

The term overlay network can be defined as a Virmetwork of nodes and logical links
constructed over an existing network, for the pagoof implementing a network service
not available in the existing network. Moreover,carlay network can be viewed as a
application layer Internet separating the phydiagér from applications and supporting
customization in meeting and optimizing specifiadtionalities. Overlay networks can
be deployed without the need for ISP cooperationtime deployment of new equipment
or even software and protocol modifications [70-&Jjch frameworks can be classified
into application specific overlay networks and geneverlay networks.

Application specific overlay networkare designed and tailored to specific
applications, such as multicasting [73-74], conteistribution networks [21-22], and
peer-to-peer file sharing [75eneric overlay networkg6-82] are designed to support

a variety of diverse applications, where knowledgeshared utilizing an intermediate
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layer measuring a number of network propertiesh@igh a generic overlay network
efficiently provides shared knowledge across variapplications, it lacks the ability to
support the specific demands for individual sersjoghich is supported in application
specific overlay networks. However, in a tradeafiplication specific overlay networks
lack generality and are less efficient.

The benefits of overlays come at the cost of irmedaoverhead and complexity. If
improperly managed, overlay networks can lead twowk overload, bottlenecks, and
redundancy at the IP layers. This makesrlay managemerat necessary incorporated
mechanism. Management techniques must account Her four phases overlays
encounter in their lifetime: creation, optimizati@daptation, and terminatio@reation
involves the generation of routing tables in eactenparticipating in the overlay along
the end-to-end patl©ptimizationis the establishment of this end-to-end path $bah
particular QoS metrics are optimizeAdaptation enables the overlay to modify its
behavior, such that it reflects a change in therlays environment.Termination
involves the release of claimed resources andpldating of routing tables.

Well studied and existing techniques for overlaynagement mainly fall within
three categories: policy-based, active networkrietdgy-based, and automatdblicy-
basedapproaches offer flexible and customizable manag¢molutions allowing for
the on-the-fly configuration of network entities3[84]. Widely supported by standard
organizations such as the IETF and the DMTF, padi@llow administrators to define
sets of rules enabling the control of network gnitiehaviors. These defined rules are
translated into component-specific polices stomedieved, and enforced as needed.
Active Networks technology-basagdproaches incorporate frameworks where network
elements (e.g. routers and switches) are progratenaaizl programs can be injected
into the network achieving higher flexibility andew capabilities [85-89]. All active
nodes are equipped with Node Operating Systems @& or more Execution
Environments (EE), where EEs define distinct virtmaachines (i.e. programming
interfaces) for Active Applications to be developmd providing particular end-to-end
services.Automatedmanagement approaches go beyond simple adapttonthms
and towards the achievement of self-adaptation9[80- With a focus on QoS, such

approaches attempt to control and manage the @neatustomization, and support of
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services for demanding applications. However, &i#ha is still an important issue in
such management techniques.

In terms of management we focus on thetonomic management of overlay
networks.Autonomic ComputingAC) was developed by IBM in 2001 [98], whereby
they define an AC system as a system that is awhiéself and the environment,
configuring and reconfiguring itself under varyiagd unpredictable conditions, with
the ability to protect and heal itself while keepimomplexity hidden. Since the
appearance of the concept, a variety of works retempted to incorporate AC. R.
Farhaet. al. provide a generic architecture for autonomic serdelivery, defining a
resource management model based on virtualiza®&h [E. Kastonet. al. propose
pattern classification and clustering techniqugspsuting online decision making and
incremental learning in autonomic system [100]. &alet. al. propose a autonomic
approach to configuring autonomic elements in Apaeteb servers in enforcing
required behaviors [101]. Penet. al. define UML-based models in specifying
autonomic properties in the modeling, specifyinyj deploying of policies [102]. Other
projects including the AC concept include Serviceuds [103], Autonomia [104],
GridKit [105], Auto-Mate [106], and Unity [107]. Aletailed survey of AC is provided
in [108].

3.4 Summary

This Chapter has presented the virtual device proldfom a technical perspective. In
order to make this vision a reality, strong suibésomplex systems must be made to
operate, cooperate, and communicate without ugervention. Recent emergence of
networked appliances and networking technologiesval as advances in service
oriented architectures is a driving force to thisl.eHowever, much work is to be done
in achieving truly pervasive computing experiencasgounting for user dynamics,

mobility, and intent in infrastructure-less envino@nts.



Chapter 4

Autonomous Management of Virtual

Devices

Personal computing is experiencing a shift from vesional computer-centric
approaches, where the overall user experience aalitygof service is determined by
the capability of a single device, towards humantroe approaches forming implicit
devices, also known as virtual devices or virtygplences. Virtual devices exploit the
strengths of a series of strong specific networleggpliances for enhanced user
experience and quality of service. In this chapier contribute towards the autonomous
management of virtual devices and set a founddtorthe remainder of the thesis,
moving away from infrastructure based schemes waglavy user involvement to
decentralized and zero touch (i.e. no user invobkmnsolutions. In doing so, we
present the components and methodology behind acypdiliven autonomous
framework for the dynamic discovery, selection, anchposition of multimodal multi-
device services. The framework operates in an adnlketwvork setting and introduces a
Service Overlay Network (SON) based definition efiréual device.

54
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4.1 Introduction

The continued proliferation afietworked appliancesyr dedicated function consumer
devices embedded with processors and network ctanempabilities is facilitating the
realization of multimodal multi-device environmeittowing user interfaces to react to
the changes of available devices and modalitidsinvihe immediate environment of the
user. This is a concept referred to as tmtual device whereby a virtual device
provides a dynamic system of strong specific netedrdevices, both fixed and mobile,
offering distributed multimodal capabilities, aliteprovide a coherent and surrounding
interface to the user [23]. The creation, mainteeaand termination of a virtual device
is derived from contexts regarding application $askervice constraints, and user
preferences.

Various aspects of the virtual device problem aséie within the home networking
research area [20]. The focus of these works rdrgga advanced human-computer
interaction, to networking and automatic interopiera of devices. However, these
works tend to be orthogonal to the developmennhabéng platforms for interoperation,
and only manage to provide basic interoperabilityptigh centralized approaches, not
providing support for ad hoc environments. The iRd&09] and Pebbles [110] projects,
for example, both focus on linking various compgtialements into an interactive
workspace, allowing multiple participants to intedran a shared workspace environment.
However, this is achieved using a centralized siftecture, not considering
characteristics of flexible composition includingvite discovery and composition.
Easyliving [111], a Microsoft project for the dynemaggregation of diverse 1/0O devices
into a coherent user experience, does focus omusamwision and interference based
techniques for sensing users, enabling the dynapucdination of devices in a home
environment; but, similar to the two previous wqralso achieves the preceding using a
fixed infrastructure for composition.

More recent works, including the MobilLife IntegrdtBroject [67], Intel Research’s
Dynamic Composable Computing [68] project, and Namet. al!s Flexible Service
Composition Framework [69] are quite promising, tstdicat all three of these works

offer contributions towards decentralized ad hompositions tailored to specific user
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needs and situations. Moreover, these works inatooleile devices as core components.
However, yet to be considered is the derivatiormamfautonomous approach to virtual
device management.

In this chapter, we address a broad view of thesairdevice problem and develop a
framework for virtual device management. In findimpre reactive and decentralized
solutions to the problem, we focus on distribut@tuel device composition in mobile
ad hoc network environments (MANETS). Moreover,ikmlexisting works targeting
service composition in MANETs (e.g. [65,112]), wectis on finding the ‘best
composition possible’ as opposed to simply ‘a cositpn that fits’.

In approaching virtual device management from atoreamous perspective, we
derive a policy-based composition framework we tadl Autonomous Virtual Device
Management Architecture (Auto-VDMA) for the dynamiiscovery, selection, and
composition of multimodal multi-device services g@et in a user’'s changing
environment. In Auto-VDMA, the fusing of multimodalulti-device services lies in the
self-configuration ofservice overlay network&SONs) [113]. SONs enable the flexible
configuration of virtual networks composed of OwagrINodes (ONodes) on top of
underlying physical networks, and transparently® network-side data processing
capabilities, performing value-added processinghss media transformation, splitting,
and routing. We therefore define, in the contexbwf framework, a virtual device as a
dynamic policy driven SON providing an end-to-eneédia delivery path to form a
multimodal multi-device environment. Using this idéfon, we build a framework
composed of a hierarchical structure of distributddments, including autonomic
elements, all working towards the self-managemémnirtual devices.

The resulting contribution of this chapter is a @08ON-based definition of a virtual
device applied to an autonomous policy driven fraom for virtual device
management.

The rest of this chapter is organized as followlse Tollowing Section presents a
scenario and system requirements. Section 4.3 idescour approach and framework

towards autonomous virtual device management, actidd 4.4 provides a summary.



CHAPTER 4. AUTONOMOUS MANAGEMENT OF VIRTUAL DEVICES 57

4.2 Scenario and Requirements

We present a scenario to visually clarify the caee are trying to achieve, followed

by the defining of main system requirements.

4.2.1 Scene One — Home

Mr. Smith, carrying an Auto-VDMA enabled mobile cpamion device, similar in shape
and form to today’s smart phones, enters his haraing just returned from the
grocery store, Mr. Smith hastily puts away his gleables. At that moment, a video call
comes into his companion device. Mr. Smith answvileescall in virtual device mode.
Immediately, the caller’s video is displayed on k@D embedded in Mr. Smith’s fridge,
and the caller’s voice is projected out of the &pem mounted in the kitchen as part of
Mr. Smith’s home audio solution. Mr. Smith proceédgreet the caller as his voice and
picture are picked up by his embedded home mongasiystem. The call is brief, and
Mr. Smith receives an invitation to a new restatiianNew York, a city which he is
flying to that evening.

4.2.2 Scene Two — Car

Now on his way to the airport, Mr. Smith entersVehicle. Using his companion device,
he launches the music application in virtual devigale. His companion device begins
to play his favorite music files; not on the devitself, but using the stereo system of
the vehicle. As Mr. Smith is driving and listenibg his music, a call comes in, but

before he is even aware of the call, his companievice has already lowered the
volume of the music, redirected the voice outpuhefcall to the two speakers closest to
Mr. Smith, and activated a microphone embeddedhénsteering wheel of the vehicle

for the redirection of voice input. Mr. Smith answé¢he call, and a hands-free voice

communication session is established.
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4.2.3 Scene Three — Airport

Currently at the airport, waiting for his flight ian executive lounge, Mr. Smith,
knowing little about the restaurant he is to dinethas evening, decides to visit the
restaurant’'s web site. Entering the lounge’s mediam, Mr. Smith picks up his
companion device and activates the Internet broagplication in virtual device mode.
Immediately, a flat panel television displays hisrte page, a greeting message is heard
out of a theatre surround sound unit, and a keybaad mouse embedded in a coffee

table light up. Mr. Smith proceeds to view the aesant’s web site.

4.2.4 Requirements

The UML use case diagram in Figure 4.1 depictssthemain functional requirements
of the system. The diagramed use cases involve #urs, namely mobile user, mobile
device, and location. A mobile device is carried éynobile user moving from one

location to another.

4.2.4.1 Functional Requirements

e Use Case #1The system reacts to the user’'s movement fronocagon to another
as implicit input, such that the behavior of thebil® device is automatically
adapted to meet the availabilities of the user'sent location (i.e. implicit output).
Use case #1 represents the interaction betwearstveand the system.

 Use Case #2The user interacts with the mobile device actiatapplications
without any further involvement in the process @inposing a virtual devicdJse
case #2 represents the zero touch aspect of thensysuch that the remaining use
cases are completely transparent to the user, Wmeéhe user maintains a relative
one-to-one type relationship between the compurditlemselves.

» Use Case #3The mobile device creates a virtual device withi& énvironment for

the user to execute their desired tddke case #3 signifies the ability of system to
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Use Case #

Mobile User

Use Case 2

Utilize Applications
1

<<includes>>! Use Case 3

Create Virtual Device
1

<<includes>>! Use Case 4

Reason User Intent and
Application Behavic

1

Location Environment

1
<<includes>>!

Use Case 5

Discover
Devices/Service

]

Mobile Device

1
<<includes>>' Use Case 6

Compose
Devices/Service

Fig. 4.1System use case diagram.

compose a virtual device from the devices in tharenment and the services they
provide.

« Use Case #4The mobile device reasons appropriate virtual dewehavior, based
on user intent and application requiremenitsse case #4 implies the ability of the
system to intelligently interpret user and applmatcontext and reason situational
behavior.

* Use Case #5The system discovers all devices and services seges creating a
virtual device satisfying user intent and applicatirequirementsUse case #5
signifies the service discovery aspect of the systehereby discovered, are services
necessary in composing the best possible virtuatdet the time of need.

» Use Case #6The system composes discovered devices and sendgcessary in
creating a virtual device satisfying user intentdaapplication requirementdJse
case #6 signifies the service composition aspetit@system, whereby composition
involves rectifying capability differences (e.g. pported codecs, resolutions,
bandwidth requirements, etc.) and accounting fersgplitting or joining of media for

proper consumption.
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4.2.4.2 Non-functional requirements

In achieving the use cases depicted in Figure thé, following non-functional

requirements are imposed:

« Light weight: No physical sensors or heavy computational ressusi®ll be
required by the mobile device. Distributed resosiroe the location environment
shall be exploited to achieve desired goals.

* Flexible: Multiple virtual device compositions shall satisfyser intent and
application requirements, whereby each achievesdahd with varying degrees of
QoS.

e Automatic: A user shall have a minimal role in the processgibfial device creation,
maintenance, and termination. The role of a usalt shly extend to the defining of
preferences and the response to solicitation foficoation.

» Seamless:From a user perspective, utilizing an applicatiorvirtual device mode

should be as seamless as portrayed when utilizirgpplication on a single device.

4.3 Autonomous Virtual Device Management

In addressing virtual device management, we consate environment made up of
mobile nodes representing various devices providingle or multiple services, able to
be invoked by peer nodes. Such nodes are joinedthleg using ad hoc network
protocols, and a virtual device is provided to tiser through the composition of their
services, satisfying an atomic task. We defineatomic taskas an application level
generated task, independent from any other tagkijrieg one or more atomic services.
We define aratomic serviceas a service residing on a single node, whichcoasist of
further components if and only if they too residetlbe same single node.

An Atomic task is represented in the form oftask composition specification
(TCspec) A TCspec is a specification of service and servypcoperty requirements,
characterized as policies divided into three caiego task requirement, service
constraint, and user preferencBask requirementsepresent the minimum services

required for task satisfaction (e.g video inputpniitservice)Service constraints
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Fig. 4.2Incomplete SMART vision.

represent the necessary constraints on the sertocalow the composed service to
function as the application intended (e.g. “allvgggs must reside in close proximity”).
User preferenceare service constraints controlled by the userchvare present solely
to shape the user's desired quality of Service (jQ@ESg. video output service
1000x800 resolution). We refer to QoS, such thaargt instant, numerous potential
compositions subsist in the environment fulfilliagtask. Separating one compaosition
from another is the QoS coupled with the particdamposition (details provided in
Chapter 5).

We propose the framework shown in Figure 4.3, reteito as the Autonomous
Virtual Device Management Architecture, or Auto-VIBMor short, providing a policy
driven infrastructure for the autonomous managenwndynamic and distributed
multimodality. We model Auto-VDMA following IBM’s echitectural blueprint for
autonomic computing [98], formed from various mdnaad autonomic managers,
which together provide the attributes necessary doelf-management. Moreover,
although designed as an independent architectungplemnenting various pervasive
solutions, the Auto-VDMA architecture is a viableligion to be integrated into the
SMART architecture in completing their vision olutocng media to the most suitable end
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devices, and adapting media to the capabilitiesespective end devices, which is
currently unaccounted for (see Figure 4.2).

4.3.1 Framework Architecture

The Auto-VDMA (Figure 4.3) architecture is a thiager framework divided into six
elements, where each element is separated by tesptichpoints, exposing state and
management operations used between interfacingeaksm

Beginning at the lowest layer of the architectgréheAutonomic Node Managé€A-
NM) element, encompassing the man8arvice Manage(SM) element. Autonomic
node managers are present on any and all nodeslimgpwr consuming services. Node
and service managers work together to provideextlinterface between media services
and the system. The service manager exposes foadtiothe node manager, necessary
in querying information about, requesting periotieasurements from, as well as fine
tuning services. Services fall into one of foutegaries: Media Service Server (MSS),
Media Service Port (MSP), Media Controller (MC)daMedia Service Client (MSC).
Media service clientare services that consume media (e.g. flat scegeaker, etc.), as
opposed tomedia service serverswhich are services that provide media for
consumption (e.g. media serveNledia service portsare services providing media
processing (e.g. media transformation, splittingching, routing, etc.), utilized, as
media flows from media servers to clientéedia controllersare services that do not
provide or consume media, but instead contributeatds the user control of the media
(e.g. mouse and keyboard).

Above the bottom layer is th&utonomic Composition Manag¢éA-CM) element,
encompassing the manuaérvice Overlay Network Managé8ONM) and forming the
middle layer of the framework. Autonomic compositimanagers are present on nodes
with adequate resources (e.g. processor, poweqd) lta act as brokers in the
composition process, such that we take a brokexeba@pproached to composition.
Composition and SON managers interact with nodeagens to control the formation
and existence of virtual devices by discovering #ppropriate services satisfying a
TCspec, and composing such services into a SONtheatimecessary added media
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Fig. 4.3.The autonomous virtual device management architect

processing functionality (i.e. media service porfdpde and SON managers expose
functions to the composition manager necessaryhé discovery and selection of
services, as well as the formation and manageniesDdIs.

Above the middle layer is the top layer composethefAutonomic Virtual Device
Manager (A-VDM) element and the manualnterface Manager (IM) element.
Autonomic virtual device and interface managers @esent on nodes acting as user
companion devices. The virtual device manager sparsible for promoting system-
wide autonomous behavior by initiating and manadhegformation of virtual devices
based high level system goals provided by appboati(e.g. task/service requirements)
and users (e.g. preferences), obtained by thefasemanager. From such information,
the virtual device manager forms a TCspec, anddes a composition manager in the
network best suited to act as a broker for theiqdar composition. The interface
manager is responsible for providing reusable airtalevice functionalities to

applications and users, without the need for themxplicitly implement multimodality



CHAPTER 4. AUTONOMOUS MANAGEMENT OF VIRTUAL DEVICES 64

features themselves. Composition managers expasetidos to the virtual device
manager necessary in discovering a proper brokexedl as in communicating TCspecs

and managing multiple virtual devices.

4.3.2 Policies and the Intelligent Control Loop

Unlike the manual managers of our framework (id, SONM, SM) , autonomic
managers (i.e. A-VDM, A-CM, A-NM) manage specifespurces, whereby they collect
and analyze resource details in deciding whatyf actions need to change. Moreover,
autonomic managers generate policies that reflectéquired change and enforce these
policies on the appropriate resources. This mofigitelligence is implemented in each
autonomic manager as thelligent control loop(ICL). The intelligent control loop we
define is shown in Figure 4.4, and is inspired frdm IBM control loop [98]. ICL
provides an automated method for autonomic eleméatscollect and analyze
information, in determining if and what actions aexessary for adaptation with regards
to self- management. Stimulating ICL is a distrdmltset of knowledge composed as
policies specifying goals, objectives, profiles,damagreements. From a generic
perspective, a policy can be defined as a setmdtcaints on the possible behaviors of a
system, where system behavior is a sequence @msyshates [114].

Policy-based management approaches allow high-lebgctives or goals to be
defined without having to specify detailed systamfuration information. Through a
process of policy transformation [114], high-leadistractions flow through the system
translated and transformed into specific forms edely different parts of the overall
system, such that enforcement modules of the Ideesl elements do not accept
policies in the same level of detail or format ttis generation module of higher level
elements create. Policy transformation is respdagdr bridging this gap. As policies
flow and adapt through the system, a series ofidiged knowledge evolves over time,
used in the process of analysis, decision making tlee generation of new policies.

The creation, translation, adaptation, and delediopolicies are used by autonomic
managers in relaying and orchestrating system-gatds and actions. ICL is modeled
as a group of agents with respective flows of imfation, as depicted in Figure 4.4. We



CHAPTER 4. AUTONOMOUS MANAGEMENT OF VIRTUAL DEVICES 65

[Receive External Events / PoIicies][Reporf / Export Evem‘s]

( )
I v
( )
. Conflict Resolution Policy Generator
Analyzing Agent
(AA) Agent Agent
(CRA) (PGA)
& J
A
( )
Monitoring Agents < Policy Enforcement
(MA) Agent
L . J (PEA)
Resource Interface 1
Touchpoints <
(RIT) J
. J

Fig. 4.4.The intelligent control loop.

briefly define each of these agents and providexample using the autonomic node

managder.

Monitoring Agents (MA)MAS are in continuous communication with the rases
they are collecting information from, through respee Resource Interface
Touchpoints (RITs)They receive policies from the Policy GeneratgeAt (PGA)
with respect to what data should be monitored ftbenresources, as well as how
often this data should be reported to the AnalyZiggnt (AA). Moreover, policies
could represent specific thresholds dictating Viotes to report to the AA, based on
collected data.

Analyzing AgenfAA): The AA receives data from MAs and checks tiee policies
received from the PGA are being met. Unlike MAscidieg whether a policy is
violated or not, requires the correlation and aggtien of data with respect to
various contexts. Moreover, statistical analysis/rnha performed. The AA reports
policy violations to the PGA.

Policy Generator AgentPGA): The PGA receives high level external pelcii.e.
from higher level managers), and decomposes suatigsointo lower level policies
correctly applied to the resources it is managigreover, it responds to policy

violations reported by the AA. Whenever a new poiggenerated, it must first pass
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through the Conflict Resolution Agent (CRA) to eresiis consistency with existing
enforced policies.

* Policy Enforcement AgerfPEA): The PEA receives CRA approved policies from
the PGA that are bound for managed resources. $sinmp these policies to the
respective RITs, each RIT translates the specifielicy actions into respective
resource adjustments.

The autonomic node manager’s implementation oMBemodule of ICL provides
a method to monitor node media service resourcesoligcting and filtering details
arriving from the service manager. Such details nmajude packet loss, delay jitter,
throughput and etc. Secondly, the implementatiothefAA module provides functions
to aggregate and analyze those details based @tiedspolicies through correlation and
modeling. Based on the intelligent reasoning of Akemodule and the implementation
of the PGA and PEA modules, the node manager estabiierive and/or adapt specific
policies, which are passed to and enforced by #reice manager through the SM

Touchpoint (i.e. RIT module). Furthermore, its AAodule derives dynamic node

profiles, identifying specific details of respe@&ivmedia service resources regarding

attributes such as availability, reliability, setyrQoS and etc. This information is used
by higher layers in the process of creating and agay virtual devices. The other
autonomic elements of our framework operate innailar fashion, where A-NM and

SONM are A-CM'’s monitored resource and A-CM is A-\8Minonitored resource.

4.3.3 Phases of Composition

Virtual device composition in our framework is theoduct of a three phase process
(illustrated in Figure 4.5) including broker arhtion, service discovery, and service
integration and execution. Throughout these phasesonsider the requirements of the
virtual device concept, which consist of being awairthe user’s continuously changing
environment, immediately recognizing the expectetiof the user, and instantiating a
service with respect to the user’s given circumstanNe structure a QoS function
(defined in Chapter 5) identifying the degree oftchabetween the requirements of a

user’s task (including service constraints satigfyboth task requirements and user
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preferences) and the qualities and capabilitiessarfvice composition, taking into
account the current state and availability of esetvice taking part in the composition.
We then disseminate various aspects of the QoSifunmto service advertisements,
broker arbitration and service discovery as a medérisrming the best possible virtual
device at the time of need.

In broker arbitration the first phase of composition, the virtual devimanager
elects a composition manager maximizing a poteni@dlie taking into consideration
each potential broker’'s resources and the servicigers in their vicinity. This
information is calculated by each potential broked sent to the virtual device manager.
The elected broker is ideally a node with high cataponal power, low computation
load, high battery life, and located in an areahwfh service density providing the
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greatest opportunity for discovering services einghthe highest degree of match with
regards to a user’s desired task.

In service discoverythe second phase of composition, the compositiamager
discovers all necessary services (i.e. MSS, MSCCMé&xcluding MSPs, which are
discovered in the following phase. The selectiosaices for composition is based on
the formation of service composition candidatessets of atomic discovered services
satisfying the requirements of a particular TCsp€hese composition candidates
represent all the possible composition permutatianailable in the user’s vicinity,
which using the QoS function mentioned above, eamamked, therefore divulging the
best available composition.

We have taken two approaches to service discoueiyur first approach, discussed
in Chapter 5, discovery is based on the matchingeofice discovery requests with
cached descriptions of services, which are updatexbrrelation with the group-based
service discovery protocol (GSD) [115]. GSD is lutase two concepts: peer-to-peer
caching of service advertisements within limiteainity and group-based selective
forwarding of discovery requests. Each node manpgeodically advertises a list of its
services to other peer nodes within limited viginlhcluded as part of the advertisement
is a list of service groups the service provides Isgen in its vicinity. Grouping
information is used to selectively forward discovarquests to node managers,
allowing for the reduction of network-wide broadsasnd increased efficiency in
discovering services.

In our second approach, discussed in Chapter 6exeenine the possibility of
performing device discovery without the use of blcest-based service advertisements
by modeling and solving service discovery as aribisted constraint satisfaction
problem (distCSP) [116]. By developing and applyatacktracking-based algorithm,
we show the effectiveness of our method in achgewilgh QoS compositions without
the unnecessary depletion of node resources cabgedbroadcast-based service
advertisements.

In service integration and executiaite third phase of composition, the composition
manager addresses the fact that discovered serfiieesMSS, MSC, MSC) in the

discovery phase, may possess capability differe(egs supported codecs, resolutions,
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bandwidth requirements, etc.) and/or require tHdtisg or joining of media. This is
achieved in cooperation with the SON manager, tjnahe discovery of media service
ports in the formation of a SON. We address ttsgaasin Chapter 7, where we examine
the possibility of extending our distributed comasit satisfaction problem (distCSP)
model to include a method for capability recontidia.

Ad Hoc networks are known for their highly dynamiature. As a result, assuming
that a composed virtual device will remain validanstatic form is incorrect. As the
network changes, the virtual device should adaghése changes in a manner providing
minimal disruption to the user. We address thisasm Chapter 8, through the design
and application of a network performance influencé@dS model for the graceful

degradation and upgrade of virtual devices postpmsition.

4.4 Summary

In this chapter, we have presented a frameworktifer autonomous management of
virtual devices, incorporating a SON-based defanitof a virtual device. Provided was a
discussion of the autonomic elements of the framkvaschitecture, as well as the
intelligent control loop guiding their combined iacis. Identified was the process of
composition and how the following chapters fit inb@ framework, setting a foundation

for the remainder of the thesis.



Chapter 5

A Distributed Protocol for Virtual

Device Composition

The dynamic composition of systems of networkedliappes, or virtual devices, in
MANETSs, enables users to generate, on-the-fly, derstrong specific systems.
Current work in the development of service compasitirchitectures in MANETS has
yet to address QoS metrics for enhanced compodiioon a virtual device perspective.
In this chapter, we present an extension to a prentidynamic broker-based distributed
service composition protocol, embedding in a dstted manner, a QoS model
providing compositions that form the best possiiféual device at the time of need.
Simulation results show that our protocol extengamvides a high increase in QoS at a

low cost in terms of increased amounts of messagéxomposition time.

5.1 Introduction

An open problem in achieving virtual devices is hewov allow for the automatic
composition of devices, and the services they pvito create dynamic service
configurations with limited human intervention. Waethe aim is to automate the
discovery process and enable devices to determiia services are required. In this

chapter we contribute to this open issue by extendiprominent dynamic broker-based

70
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distributed service composition protocol [65], whiassumes a workflow specification
of a composite service and performs the task afodisring, integrating, and executing
the services. In our extension we apply into theous phases of Chakaborty et al.’s
distributed service composition protocol [65], aSQfunction taking into account the
degree of match between the requirements of a sugask and the qualities and
capabilities of service composition, including tw@rent state and availability of each
service taking part in the composition. The reaglttontribution is a distributed service
composition protocol tailored for virtual devicensposition, where the elected broker is
not only resource rich and located in a high sendensity region, but located in a
region providing the greatest opportunity for digeong services providing the highest
degree of match with regards to a user's desire#l. t¥Moreover, infused into the
protocol is a means of identifying the variationsohilarity between two services of the
same type, the current availability of each sernvarel how important such variation and
availability is to the user, for a service compiositthat forms the best possible virtual
device at the time of need. With this extensior, ghotocol remains decentralized, load-
balancing, and fault tolerant. Simulation resulssndnstrate the effectiveness of the
extension and low cost, in terms of increased ansooh messages and composition
time, imposed for added functionality over the grgp distributed service composition
protocol.

The rest of this chapter is organized as followse Tollowing Section 5.2 presents
related work. Section 5.3 provides a backgroun@ludkrabortyet. al.’s protocol [65].
Section 5.4 describes our protocol extension inaideSection 5.5 presents our

simulation results, and Section 5.6 gives a summary

5.2 Related Work

Although works addressing device interoperabilitg @roviding interworking solutions
do exist, primarily in the area ¢lome networking [2], they depend heavily upon the
development of enabling platforms, are centralizwaa] make use of overly flexible
open standards, which can lead to failures betwdiffierent vendors. We, as an

alternative, focus on the use of mobile ad hoc asgtvenvironments (MANETS), such
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that there has been a very limited amount of wankedin the development of distributed
protocols for service composition (e.g. [65] [11[2]18]), and to the best of our
knowledge, none of which include QoS metrics fdnarced composition from a virtual
device perspective. The main focus of most existigjributed protocols for service
composition is to discover, integrate, and exe@drsices while satisfying resource
constraint issues prone to MANETS, where the gualitthe composed service is out of
the scope of the work. Moreover, QoS within MANEEsains a challenging problem
as it requires a different approach from modelsimasg fixed network infrastructures.
We take the work of M. Perttuneh al. [119] as an example, who design a QoS model,
which we feel is very well suited to the virtualvitee problem. However, the model is
designed for, and applied to, a task-based seoaogosition scheme for a centralized
resource management technique enabling automaticeseomposition in smart spaces,
and hence, cannot be applied to MANETSs. Reasongbt#iat this model does not
consider issues related to MANETS, such as mobdlitg varying service topologies,
limited amounts of node resources (e.g. procegsovger/load, battery life), and single
points of failure. We therefore, experiment wittoyiding a virtual device based QoS

model, able to function within MANETSs.

5.3 A Distributed Service Composition Protocol

D. Chakrabortyet. al.’s distributed service composition protocol [65]khased on the

principals of reactive systems, and consists of ilmobodes, representing various
devices in the environment, providing single or tiplé services, able to be invoked by
peer nodes. These nodes are connected togethgrassimoc network protocols, and the
discovery and integration of services allows fomposite services. Although nodes
may differ with regards to physical properties sashcomputational power and battery
life, there is no differentiation between a requessource, service provider, or broker,
whereby a requesting source may simultaneouslgtiegaas a service provider and/or a
broker for separate composition requests. The psoc# composition begins by a
requesting source, wishing to compose a servieetirfy a broker within the network.

Once elected, the broker discovers nodes provithegrequired services (i.e. service
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providers), and integrates and executes the sdlseteices on behalf of the requesting
source.

The protocol executes through four phases. The finese isbroker arbitration
where the requesting source elects a broker maixignia potential value taking into
consideration each potential broker’s resourcestla@dervice providers in their vicinity.
This information is calculated by each potentiakar and sent to the requesting source.
The elected broker is ideally a node with high cataponal power, low computation
load, high battery life, and located in an aredigh service density. Information with
regards to service providers in a broker’s vicingyobtained by each potential broker
examining their cache, which is updated in corretatwith the group-based service
discovery protocol (GSD) [115]. GSD is based on twacepts: peer-to-peer caching of
service advertisements within limited vicinity agtbup-based selective forwarding of
discovery requests. Each service provider peridigiealvertises a list of their services
to other peer nodes within limited vicinity, alseciuding as part of the advertisement a
list of service groups the service provider hasnsieits vicinity. The hierarchical
grouping of services is exploited in the servicecdvery process, such that grouping
information is used to selectively forward discoveequests to service providers. The
overall effect is the reduction of network-wide &doasts and increased efficiency in
discovering services.

The second phase service discovery, which, using GSD, discovers all necessary
services. During this phase, discovery is basedhenmatching of service discovery
requests with cached descriptions of services, aviservices are represented using a
DAML-based semantic representation [57]. Althoudts tnature of matching can
identify two services of the same type, it is liedtin identifying the variation of
similarity between two services of the same type,durrent availability of each service,
and how important such variation and availabilgya the user.

The third and fourth phases ar®rvice integration and service execution,
respectively. In these phases, discovered serwacesselected for integration and
execution. No specific selection algorithm is uskdt services are selected based on
various primitive cost factors, such as “nearedilable service”. From the selected

services, an execution flow is created identifysggvice information, node binding,
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control flow, network parameters, and other infaiiora relevant to execution.
Execution occurs in a distributed manner, whereltaker executes one service and
transmits information received from the last exeduservice to the next. This sort of
star-shaped execution continues as pertainingetoeluirements of the execution flow.
Fault tolerance is achieved through a checkpoichrigue, whereby the broker
periodically communicates the current state of aken, including delivery of partial
results, to the requesting source. Should the stopgesource loose communication with
the broker, the whole process need not be restdtednly the portion not covered by
partial results. Throughout each phase, networkl lisacontrolled by regulating the
number of hops involved in various aspects of brokebitration, and service

advertisement and discovery.

5.4 Distributed Virtual Device Composition

We extend the protocol to include a QoS functiontésk-based service composition
and modify various phases of its application to skistem. In this extension, which we
name the Distributed Virtual Device Composition tpaml (DVDC), we apply a QoS
model similar to that defined by M. Perttunemal. [119] (discussed in Section 5.1).
However, unlike M. Perttuneret. al.’s model, we relax the assumption of an
infrastructure-based network environment by takandecentralized approach allowing
the model to function in MANETs. We base our systm the following entities:

- Requesting Source (RS): A mobile node from which a composition reduegyinates.

. Service Provider (SP): A mobile node containing a service availaioleother peer
nodes and containing an Autonomic Node Manager (W;Nlefined in the previous
Chapter.

. Broker: A mobile node managing the discovery and commosiof a composition
request and containing a Autonomic Composition Manadefined in the previous
Chapter.

- Atomic Task: An application level generated task, independsorh any other task,
requiring one or more atomic services. In the rewhai of the thesis, the use of the

word “task,” shall imply an atomic task.
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- Atomic Service: A service residing on a single SP, which can mbnsf further
components if and only if they too reside on theeaingle SP. In the remainder of
the thesis, the use of the word “service,” shaplyran atomic service.

. Task Composition Specification (TCspec): A specification of service and service
property requirements for a particular task, andrimation regarding the required
execution flow of the desired composed service.

. Service Composition Candidate (SCC): A set of atomic services, which when
composed satisfy the requirements of a particuzspEec

A user’s task (e.g. video conference call, musitgai playback, Internet browsing) is
represented as an TCspec. Explicitly included itask’s description are the services
needed to meet the task, as well as optional @intrarising from supplementary
capability requirements (e.g. video resolution).rbtaver, additional constraints such as

the specification of servicing location can be ungd. Service constraints exist as a

means of satisfying both task requirements andusderences.

5.4.1 QoS Function

In defining the QoS function, we consider importeaquirements of the virtual device
concept, which include being aware of the useristinoously changing environment,
instantly recognizing the expectations of the uaed instantiating a service with respect
to the user's given circumstance. We form a Qo<&ctfan in the context of virtual
device composition, and define it as the degrematich between the requirements of a
user’'s task (including service constraints satrgfyboth task requirements and user
preferences) and the qualities and capabilitiessarfvice composition, taking into
account the current state and availability of esetvice taking part in the composition.

We formally represent this function as Q@Svhere

QoSvd = Max(QoSscc) , Q)
Q0Sxc = Aw DZW [BM(S, s, S, o), (2)
Aw = Min(Aw,s) , and 3)

Aw, s = detavail (STs, Ps, Qs,...). ) (4
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Sm is a similarity function used to identify similaes in terms of qualities and
capabilities between TCspecs and SCCs. More exdstly; is a specific similarity
function for a particular service or service prapeg of typeT. The output of the
similarity function is a normalized value betweé&hl], taking into consideration both
positive and negative variations from an exact mathere the closer the value is to 1,
the higher the degree of match. The summation indexns through all matching
services and properties of the TCspec and SCC @stmun. Applied to the similarity
function in each iteration of the summation is @ruspecific or default weighi\; ,,
representing the amount of weight given to a paldicservice or service property type.
The whole of the summation is multiplied by a weid), representing the service
availability of the potential service compositi@dX, is obtained by computing the service
availability Ay, s for each service involved in the potential composj and finding the
minimum (i.e. Equation (3)). The computation Af,s is based on various factors
including the current state of the servisk, the usage policy of the servi€g queue
information Qs regarding other users waiting for the service, aftiter information
relevant to service availability (i.e. Equation)(4)

We are aware that the defining of similarity funas for each service and service
property types is an exhaustive approach, suchpbigntially hundreds of types may
exist. Moreover, in terms of real life applicatipretermining values for weights and
the selection of the most appropriate similaritpdtions is a complex issue. However,
we consider these issues out of the scope oflthEd, whereby we agree with [119] that
solutions to such issues may be found through rilvestigation of machine learning
techniques.

The remainder of this Section provides the detailfiow the above defined QoS

function is applied to the various phases of tistritiuted service composition protocol.

5.4.2 Service Advertisement

Service advertisement is an ongoing process optbcol throughout the four phases
of service composition. In this process, SPs, usarg advertisement message,
periodically disseminate a list of their servicesli nodes in radio range. Upon
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Fig. 5.1. Broker arbitration initiated by node N1 with a hopit of 1.

receiving an advertisement message, a node stai@sation regarding the advertised
service(s) in its service cache. We modify the atth@ment message to include the
service availability weights #, and respective service and service property gafue
for each service typ& advertised in the message. This allows every medeiving the
message to not only know the description of theedted service, but in addition,
become aware of the advertised service’s curreatladility and specificT; and §
values for similarity function computation. To ensiwcache freshness and validity of
cached A T, andS values, we attach to this information a short-syam lifetime
timer, which is carried into a node’s cache. Wham lifetime of a particular advertised
service is up, the entry is deleted from a noda&he. In this manner, nodes only carry

the most up-to-date information in their cache.

5.4.3 Broker Arbitration Phase

As the first phase of service composition, wherask tbecomes activated on a user’s
device, the respective node takes on the role oaiSconstructs an TCspec specifying
the services, qualities, and capabilities requigdhe task. Included in the TCspec are
the service and service property weighis, and respectiv&§ values for every service
or service property typd; involved in the activated task. In addition, th€spec
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contains execution flow information of the desimmposed service. The RS embeds
the TCspec into a composite request message, vithimoadcasts to all nodes in its
vicinity, as seen in Figure 5.1. As per the origjipeotocol, when a node receives a
composite request, it proceeds to compute its piataralue, which it replies back to the
RS. We modify the potential value function to ird#QoS,y as a parameter. In doing so,
we denotdJ(B;) as the utility value of each potential broker #&ocomposite request as:

U(Bi) = Ss [ S(Bi) +WL [L(Bi) +Wa [ J(Bi) + WQos [QoSvd(Bi) (5)
Where &(B;) is the number of service advertisement®iis cache L(B;) is the battery
life of B;, J(B;) is the number of composite requests currentlydpriocessed b, and
QoS,(B) is the result of th€oS,q function computed big;. Applied to each parameter
is a weight identifying the amount of influence givto a particular parameter during the
computation otJ(B)).

Each potential broker possesses sufficient infalmmatbtained through the modified
service advertisement process to compuf@®8,4 value directly from its service cache.
This value represents the quality of the virtualide it may potentially compose. From
its cache, a potential broker is able to directhyynf multiple SCCs. Every SCC is
compared against the TCspec supplied by the RE&guation (2). Using Equation (1)
the QoS value of the potential broker’s top ran8&C (i.e.QoS,) is utilized within the
computation ofU(B;). The elected broker is the node, which maximidég;). In this
manner, not only will the elected broker have siéfit resources to perform
composition, but, in addition, will be located irhigh service density area best suited to
form a virtual device with the highest QoS curhgavailable in the user’s vicinity.

5.4.4 Service Discovery Phase

As the third phase of composition, the elected érdikst computes a fresh cached-
basedQoS, value to account for the effect of any mobilitytopology changes since
broker arbitration. Although some changes may fweeirred in the network, we do not
anticipate significant differences altering theutes of broker arbitration; however, we
do consider the possibility. To counter this effee¢ reasonably assume that the results
of broker arbitration accurately represent the 4gsécific QoS currently available in the
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user's vicinity, and introduce a dynamic threshdld, which, after every broker
arbitration is set to the winning brokel®S, value. Following broker arbitration, the
winning broker compares its fre€JpS,q to Td, and if freshQoSy> Td, we allow the
broker to attempt to compose a service directlynfrits cache information without
further discovery effort. Should fresQoS,y < Td, the broker proceeds to discover
additional services using GSD, such that the brekeache no longer represents the
QoS currently available in the user’s vicinity. Hewer, the nodes potential as a broker
remains valid such that it is likely that the dedirservices, although now out of
advertisement range, are still relatively close. Wwedify the GSD protocol slightly to
have every SP receiving a discovery request messagehing its provided service,
include as part of the reply the respective seraicailability weightsA, s, and service

and service property valu&sfor each service typg it provides.

5.4.5 Service I ntegration and Execution Phases

In the final phases of composition, the brokergnéges the discovered services forming
the top ranked SCC as per equations (1-4). As @tret the application of the QoS
function and modifications to the preceding phasfethe protocol, the final composed
service represents the best possible virtual desatsfying the user task requirements,
currently available within the vicinity. We do notodify any aspect of the execution

phase, whereby execution proceeds as specifidgtiariginal distributed protocol.

5.5 Simulation Results and Analysis

This section evaluates the performance of our ibiged protocol for virtual device
composition (DVDC) for different composite lengths varying service densities,
mobility, and topologies. We compare our resultthtuse of the original protocol (DSC),
in an effort to identify the gain in quality of s&e and the respective costs in terms of

composition time and number of messages needed.
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Duration 100 consecutive requests
Soace(x,y) 190%190 m
Transmission range 30m
No. of nodes 64
Advertisement interval 5 sec
Advertisement lifetime 7 sec
Control hop count 1

Random-way-point model with a minimum speed of 1m/s

Mobility a maximum speed of 3m/s, and a 5s stoppage time
Initial topology Grid topology with nodes equally spaced out in)Xx,y
Composite lengths 3,5,and 7
Service density 20 to 100%

Tableb5.1. Simulation parameter summary.

5.5.1 Simulation Parametersand Metrics

We build a MANET and implement the distributed segwdiscovery protocol, including
GSD, and our extension using J-SIM [120], a welbwn simulation environment. We
utilize an area of 190x190m containing 64 nodes witransmission range of 30m. We
set mobility to follow a random-way-point model Wi minimum speed of 1m/s, a
maximum speed of 3m/s, and a 5s stoppage timeSR4H follow a 5s advertisement
interval, where all advertised services carry etilihe of 7s. All broadcasts used by the
broker arbitration phase and GSD follow a stricntcol hop count of 1. Our
experimentations reflect a mobile device enterihg simulation environment and
making 100 consecutive requests. The experimarpsated for composite lengths 3, 5,
and 7, and service densities 20-100%. We definecgedensity as the percentage of
nodes containing one of the atomic services requimethe composition. Identified in
each experiment is a QoS value representing theedegf match between the Q@S
value of the resulting composed service and the, Qaue of the best possible service
composition currently available in the user’s vitin Moreover, identified in each

experiment is the amount of time and number of agss consumed.
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5.5.2 QoS Analysis

As previously mentioned, the QoS metric used regmtssthe degree of match between
the QoSy value of the resulting composed service and th&,Qwalue of the best
possible service composition currently availabléhi@ user’s vicinity. Figure 5.2 shows
the effect of service density on QoS for varioumposite lengths. Results indicate that
DVDC provides an average increase in QoS of 49%4,481d 39% when composing 3,
5, and 7 services, respectively, with QoS stayibgva 90% regardless of service
density. As service density increases, DVDC perfotmetter, due to the increase of
service knowledge within the network. On the camntréor the same reason, the original
protocol performs worse, such that no mechanisstexd identify a worse service from
a better service, leading to a performance thévia the average QoS of the network,

which drops as service density rises.

5.5.3 Cost Analysis

Figures 5.3 and 5.4 depict the cost of DVDC witharels to messages consumed and
composition time, respectively. As expected, theber of messages used by DVDC is
higher than that of the original protocol by anragge of 29, 34, and 31 messages when
composing 3, 5, and 7 services, respectively. Margoan expected average time
increase of 3.28, 2.80, and 3.83 seconds, respégtiig also present. These costs are
affected by mobility, and arise from the additiomadrk required to discover the best
service among a collection of services of the stype; functionality not present in the
original protocol. Obviously, the higher the seevidensity, the higher the amount of
work that needs to be done. However, the amoutitnaf used remains relatively stable,
due to the use of predetermined timeout valueselection and discovery. Affecting
time and number of messages is changing networkdgp leading to sparse network
regions and even the isolation of the requestingca& Such scenarios lead to failing
and repetitive broker elections. Furthermore, Feghrd shows that DVDC leads to a
lesser time cost in lower service densities forhBigcomposite lengths. This can be
attributed to the fact that DVDC considers the Itssof broker arbitration as accurately
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Effect of Service Density on QoS
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Effect of Service Density on Number of Messages Used
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Effect of Service Density on Composition Time
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Fig. 5.4. Composition time with respect to service densitydomposition lengths 3, 5,
7.

representing the amount of QoS currently availabléhe user’s vicinity. Therefore,
when broker arbitration indicates a particular iegpiservice as unavailable, no further
attempt is made to locate it, whereas, the origpraitocol is unable to make this
assumption, and does utilize time to make furthinagpts in the discovery phase.

It should be noted, that the significant cost ofiguic broadcasting, required by
both DVDC and DSC were omitted during analysis bowa for a more accurate
comparison, hence the low message cost numbergriiygnts in the following section

do not omit this cost.

5.5.4 Effects of Scaling and Mobility

In investigating the effect of scaling on the co$tthe two protocols, we hold the
service density at 50% and the composition lengt® services. Mobility continues to

follow a random-way-point model with a minimum sge# 1m/s, a maximum speed of



CHAPTER 5. DISTRIBUTED PROTOCOL FOR COMPQOSITION

Effect of Scaling on Number of Messages Used
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3m/s, and a 5s stoppage time. All broadcasts reatamstrict bounded hop count of 1
and service advertising intervals are set to 5swé¥er, with a node’s transmission

range holding at 30m, we gradually increased theedsion are® of the experiment as
well as the number of nodesinvolved, such thaD = 30+ 6x (/N -5).

Results show that both protocols suffer from sdltghssues. The performance in
terms of QoS and composition time of both DVDC (9886 22s) and DSC (50% and
19s) remain unchanged due to the continuous breadgaand heavy discovery
mechanism in the protocols. However, the cost irsgages places a burden on the
network that is far too heavy to be practical. Fggb.5 (curves overlap) shows the
number of messages required, including those usedrvice advertisement. The benefit
of either protocol is now overshadowed by the shaember of messages in the
advertisement process. The messages required iarlliteation and service discovery
are no longer significant. This cost grows as timedsion and number of nodes
increases.

To examine the effects of mobility, we hold the vess density at 50%, the
composition length at 3 services, the number ofesaat 49, the dimension at 42x42m,
and the transmission range at 30m. Hop count reatalnand service advertising at 5s.
Mobility continues to follow a random-way-point meddbut now gradually increases,
with no stoppage time, from Om/s to 10m/s.

Results show the broadcast-based discovery mechasisesilient to mobility; for
both DVDC (99% and 22s) and DSC (50% and 19s) Quo& @mposition do not
change. However, the cost far outweighs the bermfite again the number of messages
(Figure 5.6, curves overlap) required places adarheavy burden on the network to be
practical.

This leads to the conclusion that further work dtidae conduced to minimize the
use of broadcast-based service advertisementshiascauses congestion and the

unnecessary depletion of node resources such tsyband processing power.
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5.6 Summary

In this chapter, we have presented an extensiom poominent broker-based service
composition protocol for MANETS, allowing for a sexe composition that forms the
best possible virtual device at the time of neaddding so, we embed and apply in a
distributed manner a QoS function, which identifilee variation of similarity between
two services of the same type, the current avditpbof each service, and how
important such variation and availability is to tinger. Altered, were the various phases
of composition with an emphasis on electing a braket not only has sufficient
resources to perform composition, but is locatedaihigh service density area best
suited to form a virtual device with the highestSourrently available in the user’'s
vicinity. Moreover, the protocol remains decenwredl, load-balancing, and fault tolerant.
We have compared the performance of the extendedqal against that of the original.
Simulation results show an 81% average increasgoid at the cost of a 26% average
increase in messages and 17% average increaseposition time.

Although results show a high increase in QoS aiva dost in terms of increased
amounts of messages and composition time, our sxienrelies on a discovery
mechanism largely based on constant periodic senadvertising by controlled
broadcast, whether composition is currently desoedot. The effect of which, is the
unnecessary depletion of node resources (i.e.ripatted processing power). In the
following Chapter we examine the possibility of foeming virtual device composition

in MANETSs without the use of broadcast-based seraidvertisements.



Chapter 6

A Distributed Constraint Satisfaction
Problem for Virtual Device

Composition

In the previous chapter, we provided a distribigdervzice composition protocol tailored
for virtual device composition. However, similard¢arrent MANET-based composition

schemes, the protocol makes use of service disgonechanisms dependent on
periodic service advertising by controlled broadcasesulting in the unnecessary
depletion of node resources (i.e. battery and @%ing power). Moreover, the scheme
does not allow for the protection of private or ig@y sensitive information in the

process of composition. In this Chapter, we presedistributed constraint satisfaction
problem for virtual device composition in MANETSs dadssing these issues, and

through simulation show its high efficiency and Qa&areness.

6.1 Introduction

As mentioned in the previous chapter, an open prolh achieving virtual devices is
how to allow for the automatic composition of degcand the services they provide, to

create dynamic service configurations with limitetman intervention, where the aim is

87
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to automate the discovery process and enable detaceletermine what services are
required. The hope of finding more reactive anded&alized solutions providing
support for mobile ad hoc network environments (MAI$) has lead to the emergence
of research work specifically targeting service position in MANETSs (e.g. [65], [112],
[118]). However, such works rely on discovery metkas largely based on constant
periodic service advertising by controlled broadcadether composition is currently
desired or not. The effect of which, is the unneagg depletion of node resources (i.e.
battery and processing power). Furthermore, suctksveequire that all information
necessary in deciding composition be divulged, ss lhan favorable act, if this
information is sensitive with regards to privacylaecurity.

In the previous Chapter, we presented an exteniod. Chakrabortyet al’s
dynamic broker-based distributed service compasitwotocol [65] for MANETS.
Although results showed a high increase in qualftgervice at a low cost in terms of
increased amounts of messages and composition tioregxtension still relies on
continuous service advertising by controlled br@sti@and does not address the issue of
divulging secure/private information. In this Chaptwe examine the possibility of
performing virtual device composition without theseuof broadcast-based service
advertisements, by modeling and solving the virtevice problem as distributed
constraint satisfaction problem (distCSR)L6]. A CSP is defined by the tripl€X, D,

C), where X ={ X1,...,Xn} is a set oh variables,D ={Dx,...,Dn }is a set oh domains of
values, such thdd; is the domain of the values of the varialjeandC ={C4,...,Cj } is

a set of] constraints of the problem. A CSP is solved bygrésg values to variables
whereby all constraints are satisfied. A distributeSP is defined as a CSP where
variables and constraints are distributed amongnaatted agents, such that solving a
CSP implies achieving coherence or consistency gragents.

Another benefit of approaching the problem as &C@8®, is that unlike traditional
service composition schemeadistCPSs can be solved without the need for agents
directly divulge neither complete nor precise imf@tion about their domain and
constraints Instead, information is passed in a highly sunizearform. This is relevant

to virtual device composition for privacy and setureasons, such that there may be



CHAPTER 6. DISTCSP FOR VIRTUAL DEVICE COMPOSITION 89

information pertinent to composition that a nodeymat wish to divulge (e.g. client
billing model).

The resulting contributions of this Chapter are ist@SP model for task-based,
quality-of-service aware, virtual device compositim MANETS, and a virtual device
distCSP protocol utilizing an asynchronous backirag-based algorithm for solving the
respective distCSP. Through simulation and comeparise show the effectiveness of
our method.

The rest of this Chapter is organized as followacti®ns 6.2 and 6.3 present the
problem formulation and model. Section 6.4 deseribar protocol and asynchronous
backtracking-based algorithm. Section 6.5 preseuatssimulation results, and Section

6.6 gives a summary.

6.2 Problem Formulation

Once again, we consider an environment composetbbfle nodes, connected together
using ad hoc network protocols, representing variokevices providing single or
multiple services, able to be invoked by peer nofleEvice composition involves the
composition of services offered by devices in arasecinity and provides a virtual
device to the user, satisfying an atomic task. \&fnd anatomic taskas an application
level generated task, independent from any oth&k, teequiring one or more atomic
services. We define amtomic serviceas a service residing on a single node, which can
consist of further components if and only if thep treside on the same single node.
Generated from a task istask-based composition specificatibfiCspec) which is a
specification of service and service property regjaents, represented as policies.
Policies are divided into three categories: tagfuiement, service constraint, and user
preference.Task requirementsepresent the minimum services required for task
satisfaction.Service constraintsepresent the necessary constraints on the ssrtace
allow the composed service to function as the appbn intendedUser preferenceare
service constraints controlled by the user, whih @resent solely to shape the user’s
desired quality of Service (QoS). We refer to Qse&h that at any instant, numerous

potential compositions exist in the environmeniségng a task.
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Separating one composition from another is the @e$Sociated with the particular
composition.

Our objective is to maximize the QoS generated lwpraposed virtual device, by
efficiently examining possible composition configtions in a user’s vicinity and
identifying the configuration that satisfies alhgee requirements, adheres to all service
constraints, and best caterers to the users’ fuehtpreferences. Complicating this
process is the fact that nodes are independeninaiydoe operating under different sets
of rules and guidelines used in making compositiecisions. We refer to such rules and
guidelines as private policy, whegivate policyis information used by a node, in
addition topublic policy (i.e. policies contained in a TCspec), to decide o react
towards satisfying tasks. Private policy may refersecurity rules, business models,
priority guidelines, and etc. Information regardipgvate policy is confidential and
should not be shared with other nodes. This makesralized solutions or methods
involving high amounts of information sharing urtabie for solving this problem. An
acceptable solution is a distributed one, utilizimgnimal information sharing and

providing efficient negotiation techniques.

6.3 Problem Modeling

In satisfying the objective outlined in the prewso8ection, we model virtual device
composition in the form of a distributed constraatisfaction problenwD-
DistCSP= (X, D,C) where:

X ={Xi}(i =1,...,n; Xi O D). X is a variable corresponding to the set of servilmsg

provided by nodeto satisfy a particular task.

D ={Di}(i ={%...,n}) . D is a set olh domains of values, such that B the service

option domain of X

. Cis the set of constraints of the problem. We @camtilate them as follows:
O XiNX ={}i,jo{L...n}i# (1)
O UXi={S} (2)
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Sis a set of services corresponding tokalequired serviced;, j ={1...,k}, where

each service corresponds to a particular task mexpaint policy of a TCspec. Constraint
(1) ensures that at most one node provides anycplamt service. Constraint (2)
guarantees that all required services have beegnasls Furthermore, the provision of
any service by a node is additionally constraingdhat node’s distinct private policy.
Moreover, service constraints and user prefereapesot used as direct constraints on
the problem, but instead are used to identify QoS.

Similarly to D. Chakrabortt al’s solution, we utilize a broker, whereby in eiegt
a broker we denote a utility functid(B;) as the utility value of each potential broker
as:

U(B) =WLIL(B) +WcrRICRBi) +Wk [ P(Bi) (3)

WhereL(B)) is the battery life oB;, CR(B) is the number of composite requests
currently being processed By, andP(B) is the processing power Bf. Applied to each
parameter is a weight identifying the amount ofuahce given to a particular parameter
during the computation daf(B;).

In identifying the QoS of a particular compositiae apply the Qog model defined
in Section 5.4.1, which the provide bellow for meigce:

QoS/d = Max(QoSscc) , 4)
Q0Sss= Aw[ZWt, u [Bim(Sj scg §, TCspey , (5)
]
Aw = Min(Aws), and (6)
Aw s = detavail(STs, Ps, Qs,...). ) (7

Having identified our constraint satisfaction pebl, we apply an algorithm based
on the asynchronous backtracking algorithm [116] solve the virtual device
composition problem in MANETs. We call our methde virtual device distributed
constraint satisfaction problenivD-DistCSP) protocol and our respective algorithm
used in the protocol thartual device backtrackingvD-Btracking) algorithm.
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Fig. 6.1. A transformation from Matrix A to A’, visually abacting the virtual device

problem. (c = committed, p =potential).

6.4 VD-DistCSP Protocol

The virtual device distributed constraint satisfactproblem (VD-DistCSP) protocol
allows automated agents (i.e. A-CM and A-NMs), eegpresenting the interests of a
particular node, to act concurrently and asynchushowithout any global control, in
deciding how to form the best possible virtual devat the time of need, with regards to
the user’s task-based desires. The protocol doeseqaire periodic service advertising
and provides a general solution for incorporatinggte policy.

The virtual device composition problem, from a @iSP perspective can be
represented as anxn Matrix A (Figure 6.1.i), comprised ah nodes and services,
such that:

- A black circle inAy represents a servide= S, such thai\, provides service.
The solution to the virtual device composition gesh, requires the application of the
constraint seC defined in Section 3, whereby a Mat#,, (Figure 6.1.ii) is formed
such that:
- A black circle inAcy containing the lettep represents potentialserviced =S, in a
nodeNy's Xy variable, such thallk has the potential of contributing servidén the

virtual device composition.
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Fig. 6.2. A sample candidate formation scenario.

- A black circle inA, y containing the lettec represents eommitedserviced =S, in a
nodeNy's Xy variable, such thatl has committed to contributing servidan the
virtual device composition.

- Each columm must contairexactly oneblack circle containing the letter

The composition of node/service pairs correspondiogthe black circle values
containing the letter form a composition satisfying the constraintGet

The VD-DistCSP protocol establishes a MatAxand provides a concurrent and
asynchronous negotiation mechanism to transformrikak into Matrix A’. The

following presents the various steps of the VD-DBP protocol.

6.4.1 Candidate Formation

Candidate formation is the first step of the protand allows for the creation of Matrix
A. When a task becomes activated on a user’'s detieeiespective node sends out a
virtual device requestVDrequestimessage into the user’'s immediate vicinity, using
bounded broadcast (Figure 6.2). A VDrequest costtir task’s TCspec, which is used
by a receiving node to decide whether or not it cantribute a service towards
achieving task requirements. A node able to couteilto a task, sendsvatual device

reply (VDreply) message. The VDrequest initiator utilizes thegdiee to compute a
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candidate tablecontaining the addresses and unique identifielaesponding nodes.
The nodes in the candidate table are organizedkstending priority ordebased on
their unique identifiers. Once the table is forméd, VDrequest initiator distributes the
candidate table to all respective candidates.

Figure 6.2 shows an example of candidate formaflotask has become activated at
Node N, at which time it broadcasted, with bounded vatfieone hop, a VDrequest
containing the respective TCspec. Nodés N, N3, and N4 determine that they are
candidates, such that they provide one or morece=listed in the TCspec, and reply
with a VDreply message. Using the VDreply messalyg$orms a prioritized candidate
table and distributes the candidate table to ajpeetive candidates.

6.4.2 QoS Ranking

A node receiving a candidate table implies itsipgyation in the VD-Btracking protocol.
For each servicel, that such a nod&l; has agreed to potentially contribute QaS
ranking is computed using the principles of Equation (5)s a
Rankjos= Aw s[Wt,ulSim(dj,dj,Tcspey , where a similarity function is computed
betweend; and the equivalent service requirements specifiebiCspec. Applied to the
similarity function are the availability and useresific/default weightsA, s and W .,
respectively, of the serviak.

For each service a node has agreed to potentialhtribute, three pieces of
information are kept in a tertiary: service typeSJranking, and commitment status.
The commitment statutakes the valugotential (p) or committed(c) and represents
whether the service has been committed to compasdr not, which reflectp andc
values shown in Figure 6.1.ii. For each of a nNde such services a tertiary is stored in
Ni's X;, such thaki ={(dj, Rankjos, ComStatug}( j ={L...,k}) .

Figure 6.4.a represents a global view of the Mariwrmed following the candidate
formation in the previous section. Included are rmpective QoS rankings. Looking at
nodeNy, itsX1={(S1100,c),(S295c¢),(S410Qc)}.
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when received ( ok?,[ N, X]) do-()
add[ N, X;]to agent _vi ew,
check_agent _vi ew;

end do;

when recei ved ( nogood, N, nogood) do — (ii)
add nogoodto nogood_list;
check_agent _vi ew;

end do;

procedure check_agent _vi ew— (iii)
when agent _vi ewand Xse ¢ are not consistent do

backtrack;
el se
select d0ODs ¢+ where agent _view and dare
consistent;
Xselt € d;
send ( ok?,( Nseif, Xserf)to  candi dat es;
end if;
end do;

procedure backtrack —(iv)

when an empty set is an element of nogoods do
broadcast to all agents that there is no solution,
terminate this algorithm;
end do;
for eachV 0O nogoods do
send ( nogood, Ny, V)toN 0OV
end do;

i f novaluein Dse s is consistent with agent _view then

nogoods < {V|V = inconsistent subset of agent _vi ew};

Fig. 6.3. VD-Btracking algorithm pseudocode.

6.4.3 VD-Btracking Algorithm

95

Now that Matrix A is complete, we apply the virtual device backtnagk(VD-

Btracking) algorithm, which is based on the tramliil asynchronous bactracking

algorithm for solving distCSPs [116]. The executiohthe VD-Btracking algorithm

(pseudocode provided in Figure 6.3) is asynchronoetsveen candidate nodes and

begins with all candidates committing to all seegcin their respective’s and

exchanging these values usimf? messages.

Ok?messages are used to spread knowledge of valigaments to candidate nodes,

which candidate nodes use to form thagent view An agent view reflects a node’s

current view of thepartial solution A partial solution is a subset of tfieal solution
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which is expanded by adding committed variablaaraes one by one, until a complete
and final solution is reached. Different nodes nhaye different agent views at any
given time, although as the algorithm progressédsn@des work towards a single
common agent view (i.e. final solution).

Following the receipt of awk? message (Figure 6.3.i), a nodecompares its
with its agent view (Figure 6.3.iii), looking fomg inconsistencies with regards to
higher priority nodes Inconsistencies occur whex’s X; value violates the set of
constraintsC of the problem. If inconsistencies are presdhtattempts to alter itX; to
resolve the inconsistencies.Nf is able to achieve consistency, it distributeasy X;
in anok? message to all candidates. If no sX¢kxists, then it is necessarylacktrack
(Figure 6.3.iv). Backtracking involves the sendofgone or morenogoodmessages to
higher priority nodescausing the inconsistency. Aogood message specifies to the
receiver exactly what tertiary value Xpto consider asogood.Every candidate keeps a
nogood list which adds to its constraint 98t Upon receiving aogoodmessage, the
recipient attempts to adapt its respectKievalue, enabling the sender to re-enter a
consistent state (Figure 6.3.ii)). If theogood recipient is unable to resolve the
inconsistency, then it too triggers a backtrackhis way,nogoodmessages flow up the
candidate table until they are either resolveda oo solution decision is reached. A no
solution occurs when the highest priority node camasolve anogood such that it has
exhausted all of its variable options. This leanlghie termination of the algorithm by
failure as a result of the problem being over a@nséd.

A solution presents itself when all nodes shar@mmon agent view and are in a
consistent state. Nodes continue to periodicallydsek? messages until either a no

solution or final solution is reached.

6.4.4 Example Execution

In clarifying the algorithm we provide a sample exton continuing our current
example. It should be noted that the trace of tlygordhm’s execution can vary
according to timing/delay of messages, and that éiample shows one possible trace

of execution.
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Fig. 6.4. Example execution of the VD-Btracking algorithm.
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The initial values are shown in Figure 6.4.a, whanierity has been determined by
numerical identifiers, QoS rankings have been cdefhuall candidates have committed
to their services, and these values have been egeHausingok? messages. Each
candidate now attempts to reach consistency.

N1, being the highest priority node, is currentlyairtonsistent state; howevé\; is
not. N, observesdN; as having committed to servi€g (Figure 6.4.b). In order to enter a
consistent stat®l, must un-commit tds;, such that it does not provide a higher QoS
ranking.N; keeps its commitment 18, wherebyN; does not provide servi&® (Figure
6.4.c).

N3 is also in an inconsistent state (Figure 6.4\d)is able to rectify its5, value by
un-committing; however, since its QoS ranking #ris higher than that oy, it is
unable to un-commit t&. ThereforeN; sends anogoodmessage tdl;. N; receives the
nogoodmessage, and un-commits 39 allowing N3 to enter a consistent state (Figure
6.4.e).

Ns's values forS, S, andS; are inconsistentN, un-commits to serviceS; andS,,
but is unable to un-commit & (Figure 6.4.1). It sends@ogoodto N,, which allowsN,

to reach consistency (Figure 6.4.9), and a solusdaund (Figure 6.4.h).

6.4.5 Algorithm Soundness and Completeness

The soundness of the VD-Btraking is guaranteed thathagents can only reach a stable
state if and only if all of their variable valuestisfy all constraints. The algorithm is also

complete, whereby the algorithm finds a solutionng exists and terminates if there is
no solution, in finite time.

A no solution scenario occurs if the problem isros@nstrained. The VD-Btracking
responds to over constrained problems with the teéngeneration of anogood
depicting an empty set, such that any set of vhriatalues leads to a constraint
contradiction. This implies a failure, causing teemination of the algorithm. The only
way that the termination of the VD-Btracking algbm would not happen in finite time
is if one or more nodes were to cycle through tpessible variable values in an infinite

loop. By induction we show that this cannot happen.
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Assuming the base case where the node of highesityis in an infinite loop, we
consider the following. Since the node is of highasority, it will not sendnogood
messages, but will only receive them. When the medeives anogood it will change
its value such that it either receives@goodin return or does not receivenagoodin
return. Should the node receivenagoodfor all of its potential values, an empty set
nogood will be generated. Should the node not receiveogood after changing its
variable value, then no further variable changdkagcur. Either way, an infinite loop
cannot occur.

Now, we assume that nod¥gto Xx; (k>2) are in a stable state, and that n¥des
in an infinite loop. SinceX; to Xk, are in a stable state aixy only receivesnogood
messages from lower priority nodes, this implieat thll nogood messages received
should be resolved by a changeXits variable value. Due to the fact th&fs potential
variable values are finite, two situations can oceither Xy changes it value and does
not receive aogoodin return, or it exhausts its potential variablesues and sends a
nogoodto X; . k.2 The first situation presents a contradiction stinet X, would not be in
an infinite loop, and the second situation presartentradiction such tha .1 cannot
receive anogoodif they are in a stable state. Therefofgcannot be in an infinite loop
and must terminate in finite time.

With regards to complexity, constraint satisfactiengenerally considered NP-
complete [116]. As a result, worst-case time comiplds exponential in the number of
variablesn, X ={Xi}(i =1,...,n; Xi 0 D).

6.5 Simulation Results and Analysis

This section evaluates the performance of our VBMDSP protocol for different
composite lengths in varying service densities, ilitpband topologies. We compare
our results to those of the distributed protocal Vstual device composition (DVDC)
from the previous Chapter, as well as the origpratocol (DSC) from the works of
Chakrabortyet al [65], which DVDC extends, in an effort to idegtthe efficiency gain

in terms of message usage and composition time.
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6.5.1 Simulation Parametersand Metrics

We build a MANET and implement the VD-DistCSP prabusing J-SIM [120], a well

known simulation environment. We utilize an areé880%x30m containing 25 nodes with
a transmission range of 30m, in an attempt to @teud home environment. We set
mobility to follow a random-way-point model with @minimum speed of 1m/s, a

maximum speed of 3m/s, and a 5s stoppage timeorddidcasts follow a strict bounded
hop count of 1 and the DVDC and DSC service adsiagiintervals are set to 5s. Our
simulations reflect a mobile device entering thwgation environment and making 100
requests over a 24 hour period. The simulatiorefgeated for composite lengths 3, 5,
and 7, and service densities 20-100%. We definecgedensity as the percentage of
nodes containing one of the atomic services redquimethe composition. Identified in

each simulation is the achieved QoS with respe¢héobest QoS currently available,

and amount of time and number of messages consumed.

Duration 100 requests over 24 hour period
Space(x,y) 30x30m
Transmission range 30m
No. of nodes 25
Advertisement interval 5 sec
(DVDC and DSC)
Advertisement lifetime 7 sec
(DVDC and DSC)
Control hop count 1
. Random-way-point model with a minimum speed of 1m/s
Mobility . .
a maximum speed of 3m/s, and a 5s stoppage time
Initial topology Grid topology with nodes equally spaced out in )X,y
Composite lengths 3,5,and 7
Service density 20 to 100%

Table6.1. Simulation parameter summary.
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6.5.2 QoS Analysis

As previously mentioned, the metric used in meagu@oS represents, as a percentage,
the degree of match between the composed QoS artzb#t QoS currently available in
the network. From Figure 6.5, results indicate ¥BtDistCSP and DVDC provide an
average increase in QoS, from DSC, of 55%, 44% 3&% when composing 3, 5, and 7
services, respectively. VD-DistCSP and DVDC arentadile to provide QoS above 99%
for all service densities in Figure 6.5. DSC doesfair well, mainly due to the fact that

it contains no mechanism to identify a worst sexvrom a better service. Therefore the
performance of DSC, in terms of QoS, simply follathve average QoS of the networks,

which drops as service density rises.

6.5.3 Cost Analysis

Averaged to per single composition, the number e$sages used by VD-DistCSP (see
Figure 6.6) is significantly lower than that of DXZDand DSC by an average of 62,750
messages (98%), such that the DVDC and DSC curweslap in Figure 6.6.
Furthermore, an average composition time decregs€rDistCSP of 9.68 seconds
(64%) and 15.39 seconds (74%) is present when caupto DVDC and DSC,
respectively (see Figure 6.7), such that DVDC healdabout 15 seconds for all service
densities shown in Figure 6.7.

The considerable drop in messages arises from DYBCDSC requiring nodes to
advertise their services at periodic intervals iesuge up-to-date service knowledge in
the network. Moreover, DVDC and DSC require theusedial execution of broker
election, service discovery, and service aggregapbases, whereby VD-Btracking
solves the composition in parallel as a singleG#$?, taking less time. Furthermore, the
initial spike of DSC for composition lengths 5 andn Figure 6.7, can be attributed to
the fact that DSC makes futile attempts to disc@eswices that do not exist, whereby
VD- DistCSP and DVDC, in finding the ‘best’ comptish possible, are able to quickly

identify a desired service as existing or not.
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Effect of Service Density on QoS
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50 Effect of Service Density on Composition Time
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Fig. 6.7. Composition time with respect to service densitlydomposition lengths 3, 5,
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6.5.4 Effects of Scaling

We further investigate the VD-DistCSP, DVDV, and ©$rotocols by examining the
effect scaling has on their performance. To achtbigend, we hold the service density
at 50% and composition length at 3 services. Mgbdbntinues to follow a random-
way-point model with a minimum speed of 1m/s, a mMmasn speed of 3m/s, and a 5s
stoppage time. Moreover, all broadcasts remain sitiet bounded hop count of 1 and
the DVDC and DSC service advertising intervals se¢ to 5s. However, we now

gradually increase the dimension area D of the raxjgat as well as the number of
nodes N involved, sucB =30+6x (/N -5), while holding a nodes transmission range

to 30m.
Results show that all three protocols suffer froralability issues. The effect of

scaling on the VD-DistCSP protocol proves to beidetntal to the achieved level of
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Fig. 6.8.
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Effect of Scaling on Composition Time
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Fig. 6.10. Composition time with respect to scaling numbdanades and dimension.

QoS (Figure 6.8), such that as the dimension argaasses the transmission range of a
node, the performance begins a linear decreass.céh be attributed to both the lack
of discovery of potential services by bounded boaatland node disconnect during the
negotiation process solving the CSP. This alsosléadhn increase in composition time
(Figure 6.10), but only a small increase in messdgeure 6.9), which taper down as
the dimension continues to grow. The later cantbyéated to the higher likelihood of
more nodes being out of range of a node wishingptopose a service as the dimension
increases, causing negotiations between fewer notkdike VD-DistCSP, the
performance of DVDC remains at 100% in terms of Qegure 6.8). This is due to the
continuous broadcasting and heavy discovery meshma@mbedded in the protocol.
However, the cost in terms of messages requireckpla far too heavy burden on the
network and is impractical. As expected, using saee discovery mechanism, DSC

follows the same cost pattern as DVDC (Figure 8@ &10), but again only manages to
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Effect of Mobility on QoS
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acquire a QoS level following the average of thievoek (Figure 6.8), which decreases

as the number of nodes increase.

6.5.5 Effects of Mobility

106

We now examine the effects of mobility on the VDsf@iSP, DVDV, and DSC

protocols. To achieve this end, we hold the sergmesity at 50%, composition length at
3 services, number of nodes at 49, dimension a4Z/2x and transmission range at 30m.

Moreover, all broadcasts remain at a strict bourtugal count of 1 and the DVDC and

DSC service advertising intervals are set to 5sbiNtg continues to follow a random-

way-point model, but now gradually increases, with stoppage time, from Om/s to

10m/s.
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Effect of Mobiity on Number of Messages Used
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Results show that DSC’'s and DVDC'’s broadcast-batisdovery mechanism is
resilient to mobility, such that DVDC continuousliscovers the best possible services
for composition (Figure 6.11). Unlike DVDC, VD-DBSP’s pull-based service
discovery mechanism suffers as mobility causesarease in the number of nodes that
are outside the range of the initiating node’s lsmehbroadcast. This results in fewer
nodes participating in the DistCSP and hence less in solving the DistCSP, which is
represented in both Figure 6.12 and 6.13. An isterg observation occurs when nodes
reach a speed whereby, they move in and out ofnikiating nodes range at a quick
enough rate to be discovered and participate irDie-CSP. Hence, the subsequent rise
in QoS, composition time and number of messaged. Udehough DVDC outperforms
DistCSP in this experiment, the cost far outweitites benefit, such that once again the
number of messages required places a far too hbaxgen on the network and is
impractical.

In regards to DSC, the QoS remains as good asvérage in the network, which

remains steady (Figure 6.11).

6.6 Summary

In this Chapter, we have presented a distCSP nfod¢hsk-based, QoS aware, virtual
device composition in MANETS, and an asynchronaacktyvacking-based algorithm for
solving the respective distCSP. In doing so, weehdigplayed a means of performing
virtual device composition in MANETSs without theeusf continuous broadcast-based
service advertisements, and without the need fanigto directly divulge neither
complete nor precise information about their domand constraints. Through
simulation, we have shown the effectiveness of method in achieving high QoS
compositions without the unnecessary depletionooierresources.

However, lacking from the composition method is eams of reconciliation with
respect to resolving capability differences (eupmorted codecs, resolutions, bandwidth
requirements, etc.) of discovered devices and theices they provide, potentially
requiring the splitting and/or joining of media. time following chapter, we address the

issue of capability reconciliation for virtual deei composition.



Chapter 7

Capability Reconciliation for Virtual

Device composition

The previous Chapter provided a distCSP approachirtaal device composition

without the need for continuous broadcast-basedcgeadvertisements, and without the
need for agents to directly divulge neither compledr precise information about their
domain and constraints. However, the dynamic anbaadnature of the discovery and
composition of such devices and the services theyige inevitably leads to capability
differences, whereby the input of a service B i$ cmmpatible with the output of a
service A; A and B needing to be composed. In @hspter, we present a distributed
constraint satisfaction problem for capability necdiation in MANETS, and through

simulation show its effectiveness and efficiency.

7.1 Introduction

In Chapters 4-6 we addressed the dynamic compos#ial management of virtual
devices for ad hoc multimedia service delivery, rgh&e introduced a novel SON-based
definition of a virtual device applied to an autammus policy driven framework for
virtual device management formed as a hierarctstaicture of distributed elements,

including autonomic elements, all working towarde tself-management of virtual

109
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devices. Moreover, we developed for the framewnr&hapter 6 a distributed constraint
satisfaction problem (distCSP) model for task-baspality-of-service aware, virtual
device composition in MANETSs, and a virtual devidstCSP protocol utilizing an
asynchronous backtracking-based algorithm for sglvihe respective distCSP. The
benefit of using a distCSP approach is the abibtyrovide composition without the
need for continuous broadcast-based service asgsréints, and without the need for
agents to directly divulge neither complete norcme information about their domain
and constraints; two factors ailing most MANET-lhsemposition techniques.

However, lacking from the composition method is eams of reconciliation with
respect to resolving capability differences (euppmorted codecs, resolutions, bandwidth
requirements, etc.) of discovered devices and theices they provide, potentially
requiring the splitting and/or joining of media. bhis Chapter we examine the
possibility of extending our distributed constragattisfaction problem (distCSP) model
to include a method for capability reconciliatiohhe resulting contributions of this
Chapter are a distCSP model for capability recatmh in MANETs and a respective
protocol utilizing an asynchronous backtrackingdshsalgorithm for solving the
particular distCSP. Through simulation and comperisre show the effectiveness of
our method.

The rest of this Chapter is organized as followscti®n 7.2 and 7.3 present the
problem formulation and model, respectively. Settib4 describes our protocol and
asynchronous backtracking-based algorithm. Se@lbrpresents our simulation results,

and Section 7.6 gives our conclusions.

7.2 Problem Formulation

We once again consider a mobile ad hoc environngentposed of mobile nodes
connected with one another by ad hoc network paisodrkepresented by some nodes
are networked devices providing single or multiprvices, whereby peer nodes are
able to invoke these services. A virtual deviceuns@s services provided by devices in
a user’s vicinity compose in satisfying an atonaiskt We define aatomic taskas an

application level generated task, independent faosnother task, requiring one or more
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atomic services. We define @tomic serviceas a service residing on a single node,
which can consist of further components if and ohtiiey too reside on the same single
node.

Produced from a task istask-based composition specificati@fCspec) which we
define as a specification of service and serviag@rty requirements, represented as
policies (shown in Figure 6.1). Policies are cl@sdi into three categories: task
requirement, service constraint, and user preferehask requirementsepresent the
minimum services required for task satisfacti@ervice constraintgepresent the
necessary constraints on the services to allonctimeposed service to function as the
application intendedUser preferencesre service constraints controlled by the user,
which are present solely to shape the user's desiality of service (QoS). As
numerous composition permutations exist in theremwment, we refer to QoS, such that
separating one composition from another is thapeetive levels of quality in terms of
service and user experience. We seek to maxirhe&)bS generated by a composed
virtual device, by efficiently probing possible cpasition permutations in a user's
vicinity and identifying the configuration that sdites all service requirements, adheres
to all service constraints, and best caterersdaasiers’ identified preferences.

In Chapter 6 we provided a method for achieving #nd, based on modeling and
solving virtual device composition as a distributednstraint satisfaction problem
(distCSP). However, missing from this work, is aame of reconciliation with respect to
resolving capability differences (e.g. supporteddess, resolutions, bandwidth
requirements, etc.) of discovered devices and theices they provide, potentially
requiring the splitting and/or joining of media.the following we revisit the problem of
capability reconciliation from a perspective figiour architecture presented in Chapter
4.

7.2.1 Capability Reconciliation

We define services as falling into one of threeegaties (forgoing Media Controllers
for simplicity): Media Service Server (MSS), Me@arvice Port (MSP), and Media
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Fig. 7.1. A VDMA-based sample capability reconciliation.

Service Client (MSC)Media service clientare services that consume media (e.g. flat
screen, speaker, etc.), as opposednamlia service servershich are services that
provide media for consumption (e.g. media serviglgdia service portare services
providing media processing (e.g. media transforomatsplitting, caching, routing, etc.),
utilized, as media flows from media servers torntbe Our current methods successfully
discover and compose a virtual device made up ob Mid MSCs for composition, but
do not provide a mean for identifying and discongrappropriate MSPs allowing media
to flow from MSS to MSCs in the presence of capgbdifferences. The problem can
formally be defined as follows:

o T on
An MSP can be regarded as a functfoapplied on an inpuk to produce outpu©,
whereby an MSP service can be described usingvaceadentificationlD. Each MSP
service consumed incurs a cost and each MSP psowiae or more services. As MSCs
and MSSs do not alter media flow they can be desdriusing respective and O
variables. The input | of an MSC refers to a pdssibput format, while the output O
refers to the content output channel. The input aroMSS refers to content input and
the output O refers to an encoding scheme. An M&Che directly serviced by a MSS
if the input | of the MSC in compatible to the out®© of the MSS. Should this not be
the case, one or more MSPs are required to betedsbetween the MSC and MSS in
order to establish successful media delivery. Actoedia processing services can be
decomposed into the composition of four atomic sdas (i.e. filter, transformer,
multiplexer, and demultiplexer), connected in deda parallel [45]. Each of these

classes serve a particular function and are defimé&hapter 2.3.2.
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Provided in Figure 7.1 is a sample media streamgbadapted from an MSS to an
MSC. The adaptation sequence depicts a scenarigebsea single media stream
containing audio and video is sent from the MSSarbrer for the MSC to correctly view
the media, the video codec must be adapted tohatét tsupports. Therefore, the stream
is first split into its component parts, at whicbimg the video can be transcoded,
rejoined with the audio, and then buffered for eonption by the MSC.

7.3 Problem Modeling

In solving the capability reconciliation problent,is first necessary to identify the
necessary logical transformations between medigp@nts (i.e MSS and MSC).
Moreover, it is also necessary to determine thecefan MSP will have on the media
content flow. We assume the existence of a fun@iofMSS, MSg ) able to compute
the difference between media endpoiSis{MSS, MS¢ ) = @ depicts the input of the
MSC as compatible with the output of MSS, whei®agMSS, MSE ) = A represents
the sef. of k required adaptatiori§0] to A[k] for the media to achieve compatibility as
it flows from MSS to MSC(s).

The addition of MSPs in achieving media compatipilnevitably comes at a cost,
such that these services may increase delay, dectesughput, and consume network
resources (e.g. battery power, processing powel)loBurthermore, the use of the
service, potentially included as part of servicevder agreement, has a monetary cost
to the user. Therefore, the composed MSP servitle gllowing for the media flow
should minimize a cost criterion, described bellomgluding consideration for both
monetary and network cost. We do not develop ngiose strict parameters on the
criterion as it is application and user dependent.

In satisfying the outlined objective, we model tapability reconciliation problem
in the form of a distributed constraint satisfastiproblem RC-DistCSP=(X,D,C)

where:
X ={Xi}{i =1...m;XiOD). X is a variable corresponding to the set of media

processing functions being provided by ndtléo satisfy a particular media flok
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D ={Di}(i ={L...,n}). D is a set oh domains of values, such that i® the domain of

media processing functions capable of being praviueX.

. Cis the set of constraints of the problem. We camtilate them as follows:

O xinx ={ }i,jof{n...nhi# | (1)

Oi U Xi =&, wherek = Sim(MSS, MSE ) (2)

SelectN; for A [m] such tha#. [m] U D; and 3)

Min(Winet MCF(N;) + Whet NCHN;, 2 (m-13, Ni, 2 (mj)
k

£ =Y MCF(NAm)) + NCF(NAm-1],NAm)) (4)

m=0
Min(5)

L is a set of media adaptations corresponding td adlquired adaptationgm], m =
{0,...,k}. Constraint (1) ensures that at most one nodeiges any particular media
processing function. Constraint (2) guarantees #flatequired adaptations have been
assigned. Constraint (3) requires that the nodecteal for the provision of a particular
media processing functionality is 1) that minimgithe monetary cost of the composed
media flow whereMCF(N;) represents thmonetary cost functioMCF) of a particular
nodeN;, and 2) that minimizing the network cost of thenpmsed media flow, where
NCHN;, , m-13, Ni, 2 [m)) represents thaetwork cost functioiiNCF) incurred from media
adaptationt [m-1] occurring and flowing from node;No node N providing media
adaptationt [m]. Constraint (3) is influenced by a pair of weigfite. Wi and W)
identifying whether priority should be given to nedary or network cost. Such weights
can be set based on agreements between the consanece provider, and network
administrators. Constraint (4) represents the diveoat of capability reconciliatiofi of
the final composition path, whereby the path chadeuld be that minimizing.

Having identified our constraint satisfaction pehbl, we apply an algorithm based
on the asynchronous backtracking algorithm [116&dlve the capability reconciliation
problem in MANETs. We call our method tbhapability reconciliation DistCSPCRD)
protocol and our respective algorithm tb&pability reconciliation backtrackingCR-

Btracking) algorithm.
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7.4 Capability Reconciliation DistCSP Protocol

The capability reconciliation distCSP (CRD) protbetlows automated agents, each
representing the interests of a particular nodegctoconcurrently and asynchronously
without any global control, in deciding how to fortine best possible media flow in
providing the necessary media processing functignal
The capability reconciliation problem, from a diS€ perspective, can be
represented as anxn Matrix M (Figure 7.2.i), comprised oh nodesNop, N, ... , Nm,
andn necessary adaptatiohf0], A[1], ... , A[n] representing the media flow options in
reconciliation such that:
- A black circle inMy, represents an adaptatiafy], whereNy provides adaptation
ALyl
The solution to the virtual device composition gesh, requires the application of the
constraint se€ defined in Section 7.3, whereby a Mathkik, , (Figure 7.2.ii) is formed
such that:
- A black circle inMy, containing the lettep represents potentialadaptatiori[y] in
a nodeN,'s Xy variable, such thal has the potential of contributing adaptation
Myl in the capability reconciliation.
- A black circle inMy, containing the lettec represents eommitedadaptatiori[y] in
a nodeNy's Xy variable, such thatly has committed to contributing adaptatiqmy]
in the capability reconciliation.
- Each columm must contairexactly oneblack circle containing the letter
- The composition of node/adaptation pairs correspantb the black circle values
containing the lettec form a capability reconciliation satisfying thenstraint seC.
The CRD protocol establishes a Matrid and provides a concurrent and
asynchronous negotiation mechanism to transforntrisd! into Matrix M’. The

following presents the various steps of the CROquol.

7.4.1 Candidate Formation

The CRD protocol begins with the process of cartdifiarmation in constructing the
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Media adaptation graph M

¥\0\ 4/7/
8 o v
K7 SUEE

________

Media adaptation graph M’
MCF(N)\[O]) + MCF(N)\H]) + E i MCF(N)\[m]) + NCF
a3 ﬁ Naim ,M
@NCF(MSSyNA[O]) NCF(Nyop, i) § N.. t NCF(Nym-1,Nymy) CF (N MSC) I

........

M M
NOI N1 AL.]l Al ANOl A1 AL.] AN

No | @) N | @

N | @ N | @

000 000

N ° N °
(i) (ii)

Fig. 7.2. A transformation from Matrix M to M’, visually abscting the capability

reconciliation problem accompanied by respectiveiemow adaptation graphs.

rows of Matrix M, which initiates execution aftehet discovery of respective
MSC(s).Utilizing the similarity function previouslyefined, the set of adaptatiohsre
identified and embedded in a capability reconédimtrequest CRrequegt message
which is sent out into the user’s vicinity, using@nded broadcast by the node initially
requesting the composition of a virtual device. éde receiving theCRrequestand
providing one or more of the MSP adaptation sesvio@ responds with the sending of

a capability reconciliation replyCRreply message. The CRrequest initiator utilizes
these replies to form @andidate tablecontaining the addresses and unique identifiers of
all responding nodes. The nodes in the candiddile tare organized inlescending
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priority order based on their unique identifiers. Once the t&bfermed, theCRrequest

initiator distributes the candidate table to afipective candidates.

7.4.2 CR-Btracking Algorithm

Now that MatrixM is complete, we apply the capability reconciliatibacktracking
(CR-Btracking) algorithm, which is based on thalifianal asynchronous bactracking
algorithm for solving distCSPs [116]. The executiohthe CR-Btracking algorithm
(partial pseudocode provided in Figure 7.3) is alyonous between nodes in matkix
and begins with all candidate nodes with potefitiakerviceA[0] computing the sum of
their respectivéNm« MCF(N;jo)) + Whet NCHMSS Ny)) value, which they place in a
variablef.urens @and placing their identifier in a variabdemPath fScurent represents the
current overall cost of capability reconciliationorfthe specific composition path
comPath Moreover in a tertiary, the following values gpéaced: \ni, Seurens and
comPath Ay is the identifier of the specific adaptation seevbeing contributed. For
each of a nodBli’s j adaptation contributions a tertiary is storedNits X;, such thak; =
{(M[m], Beurrens comPath}(mO{1,...,Kk}).

Similarly to VD-Btracking (Section 6.4.3), upon foing their tertiary, nodes with
potential for service[0] send these values to all nodes in the canelitidile usingk?
messages. Following the receipt of@k® message (Fig. 7.3.i), a notlecompares its
Xi with its agent view (Fig. 8.iii), looking for grcommitment contributions as well as
inconsistencies with regardshia@her priority nodesA commitment contribution occurs
when a nodeN; has received knowledge from a noble which has committed to
adaptation service[m-1], whereN; has potential of contributing serviegm]. In this
caseN; computes it8Nmnes MCF(N;) + Whet NCHN; jim-15, Ni, 4mp), value and adds this to
Peurrent Provided byN;, now forming a new tertiary altering i¥ where it also adds its
identifier tocomPath This newX; is subsequentlty distributed in ak? message to all
candidates.

Again, inconsistencies occur whékis X; value violates the set of constrai@sof
the problem. If inconsistencies are preséitattempts to alter it3; to resolve the
inconsistencies. IN; is able to achieve consistency, it distributesi@®/X; in anok?
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when received ( ok?,[ N, X]) do-()
add[ N, X;]to agent _vi ew,
check_agent _vi ew;

end do;

when recei ved ( nogood, N, nogood) do — (i)
i f provide Al nl and nogood > MY Beurrent

t hen ignore;
el se
add nogoodto nogood list;
end if;
check_agent _vi ew;
end do;

procedure check_agent _vi ew— (iii)

when it is possible to contribute do
goContri bute
send ( ok?,( Nsers, Xserf)to candi dat es;

end do;

i f provide A[n] then
findM ng
pur gePat hsExcept M npg

send ( 0k?,( Nygs, Xserf)to candi dates;

end if;
when agent _viewand X ¢ are not consistent do
i f novaluein D.e ¢ is consistent with
agent _vi ew t hen backt rack;
el se
select d0ODs ¢+ where agent _view and d are
consistent;
Xselt € d;
send ( ok?,( Nserf, Xsert)to  candi dat es;
end if;
end do;

procedure  backtrack —(iv)

when an empty set is an element of nogoods do
broadcast to all candidates that there is no soluti
terminate this algorithm;
end do;
for eachV 0O nogoods do
send ( nogood, Ny, V)toN 0V
end do;

nogoods < {V|V =inconsistent subset of agent _vi ew};

on,

Fig. 7.3. Partial CR-Btracking algorithm pseudocode.
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message to all candidates. If no suglexists, then it is necessary acktrack (Fig.

7.3.iv). Backtracking involves the sending of omenmore nogoodmessages to nodes

causing the inconsistency. fogoodmessage states to the receiver exactly whatnertia

value in X; to deem asnogood. Every candidate maintains mogood list which
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contributes to its constraint s€& Upon receiving anogood message, the recipient

attempts to manipulate its respecti¥g value, allowing the sender to re-enter a
consistent state (Fig. 7.3.i)). If theogood recipient is unable to resolve the

inconsistency, then it too triggers a backtrackn@ solution presents itself when the
highest priority node cannot resolvenagood such that it has exhausted all of its
variable options. This results in termination of edgorithm by failure as a consequence
of the problem being over constrained.

In the CR-Btracking algorithm, inconsistencies @¢ occur until knowledge reaches
candidate nodes in the form ok? messages containing a complete path from MSS to
MSC. It is the responsibility of a nodi providing the final adaptation servizgk] in A
to:

1. Compute the final composition by forming the finaitiary containing the totgl
as well as complete composition path, which inctludbe computation of
NCHNj, MSQ.

2. Examine the final tertiary values whereby it prasdthe final composition,
identifying the composition minimizingeurrent ,» removing all other tertiaries from
its X; , and sendingogood messages to all nodes in twnmPathsot minimizing
Peurrent SPeCifying that they remove the tertiary coupleditie specificcomPath
from their ownX;.

3. Examine the final tertiary values dfigher priority nodesproviding the final
adaptation in columi[K], such that should it find B.urrent SMaller than its own it
will remove its specific tertiary from it¥X; classifying it as no good and then
proceed to send @ogood message to all nodes identified in themPath
specifying that they remove the tertiary couplethi® specificomPathfrom their
own X;. On the other hand, should it fing&rent larger than its own, it will send a
no good to the respective node specifying that isodemPathasnogood That
node responds by removing the specific tertiary arddingnogoodsto the
remaining nodes in the path.

A solution presents itself when all nodes shar@mrmon agent view and are in a
consistent state. In this case only one compospath for each MSC should remain in

every agent view; hence the final solution. Nodestiaue to periodically sendk?
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messages until either a no solution or final sohtis reached. With regards to
complexity, constraint satisfaction is generallynsidered NP-complete [116]. As a
result, worst-case time complexity is exponential the number of variables,

X ={x}(i=1..nx0D).

7.4.3 Example Execution

In clarifying the algorithm we provide a sample exton. It should be noted that the
trace of the algorithm’s execution can vary acaggdio timing/delay of messages, and
that this example shows one possible trace of dxecu

The initial values are shown in Figure 7.4.a, whgreandidate formation has taken
place and priority has been determined by numeidesitifiers. For the benefit of visual
clarification, in this example we assume NEES N;jq) andNCHN;q, MSQ to be
negligible. Values within the black circle iderjita particular node’s monetary cost,
whereby values placed on links between black ardentify the network cost between
the two connected nodes.

Node’s able to provide[0] begin by computingcurrens @andcomPath which they
distribute usingpk? messages (Figure 7.4.b), M:ceivenk? messages fromdJNN;, and
N3 computing and adding itself to the respectBgrenis and comPaths,and begins
spreading this knowledge 0k? messages as well (Figure 7.4.c).

N3 receives Ns ok? message and goes through the same procedure (&sgtire
7.4.d). When Mand N receive N's ok"message (Figure 7.4.e) they both compute their
respective finaPcurensand comPaths, identify the comPath minimizjf\g.ren: and purge
all tertiaries not minimizin@curren: In this caséNs finds thatNg provides &cyrent SMaller
than its minimum, and therefore completely purgdls o& its tertiaries, sending
appropriatenogoods(Figure 7.4.f).Ny completes the process by sendmggoodsto
nodes in thecomPath not minimizing feurent (Figure 7.4.h). At this point the only

tertiaries remaining in every nodeXsare those forming the final solution (Figure 7.4.i
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Fig. 7.4. Example execution of the CR-Btracking algorithm.
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7.5 Simulation Results and Analysis

This section evaluates the performance of our CR@opol for different composite
lengths in varying service densities, mobility, dodologies. We compare our results to
those of D. Chakrabortgt. al!s Distributed Service Composition protocol (DS®)],
discussed in Section 2, in an effort to identifyfpemance and efficiency gain in terms

of message usage and composition time.

7.5.1 Simulation Parameters and Metrics

We build a MANET and implement the CRD and DSC @cots using J-SIM [120], a
well known simulation environment. In an attempstmulate a home environment, we
employ an area of 30x30m containing 25 nodes wittaasmission range of 30m. All
nodes follow a random-way-point mobility model wighminimum speed of 1m/s, a
maximum speed of 3m/s, and a 5s stoppage timérdddcasts follow a strict bounded
hop count of 1 and DSCs service advertising inieraee set to 5s. Simulations imitate a

Duration 100 requests over 24 hour period
Space(x,y) 30x30 m
Transmission range 30m
No. of nodes 25

Advertisement interval

(DVDC and DSC) > sec
Advertisement lifetime 7 sec
(DVDC and DSC)
Control hop count 1
. Random-way-point model with a minimum speed of 1m/s
Mobility . )
a maximum speed of 3m/s, and a 5s stoppage time

Initial topology Grid topology with nodes equally spaced out in)x,y
Composite lengths 3,5,and 7

Service density 20 to 100%

Table 7.1. Simulation parameter summary.
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mobile device entering a home environment and ngakid0 requests over a 24 hour
period. The simulation is repeated for compositegilles 3, 5, and 7, and service
densities 20-100%. Service density is defined agptrcentage of nodes containing one
of the adaptation services presentindentified in each simulation is how closely the
composed composition path matches the optimal pagkent in the network, and the

amount of time and number of messages consuméidsiprocess.

7.5.2 QoS Analysis

From Fig 7.5, results indicate that CRD is ablecémtinuously discover the optimal
composition path for capability reconciliation (iknes overlap at 100%). Although
DSC also does discover composition paths for céipateconciliation, on average they

are only 58% optimal. This is due to the fact thatmechanism exists within DSC to
find an optimal path, whereby DSC'’s performancéofes the averagg available in the

network, which gradually increases as service dgnisies. It should be noted that lines
in Fig 7.5. representing composition lengths 5 @ndbegin at 30% and 45% service
density, respectively, such that insufficient ad#iph services exist in the network to

successfully reconcile the particular capabilitifetences bellow those values.

7.5.3 Cost Analysis

Taken as an average per single composition, thebaumf messages used by CRD
(Figure 7.6) is considerably lower than that of D®Ging an average of 98% fewer
messages. Moreover, an average composition timeakse by CRD of 16.17 seconds
(78%) is present when compared to DSC (Figure 8ugh that DSC holds at about 15
seconds for all service densities shown in Figuve This significant drop in messages
can be attributed to DSC’s reliance on nodes toedbe their services at periodic
intervals in order to ensure up-to-date servicewkadge in the network. Furthermore,
DSC is a broker based protocol requiring a prooéssoker election, service discovery,
and service aggregation phases, which is time eoimgy) as opposed to CRD efficiently

solving the problem as a single distCSP. In aduljtthe initial spike of DSC for
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Effect of Service Density on Optimal Path Composition
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Fig. 7.5. Optimal Path Composition with respect to servieagity for composition
lengths 3, 5, 7.

Effect of Service Density on Number of Messages Used
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Effect of Service Density on Composition Time
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Fig. 7.7. Composition time with respect to service densitydomposition lengths 3, 5,
7.

composition lengths 5 and 7 in Figure 7.7, can ¢tmealited to DSC making fruitless
attempts to discover adaptations services thatod@xist, whereby CRD, in finding the
optimal composition path, is able to swiftly recagmna desired service as existing or not.
As CRD utilizes the same mechanisms for discovesenyices as the VD-DistSCP
protocol, it produces results identical to thosevmted by VD-DistCSP in Chapter 6

with respect to scalability and mobility.

7.6 SUmmary

In this Chapter, we have presented a distCSP mimdetapability reconciliation in
MANETs and a respective protocol utilizing an agyonous backtracking-based
algorithm for solving the particular distCSP. Inmpso, we have defined and addressed
an issue missing from current schemes as well aswn previous work in allowing for

the automatic composition of devices, and the sesvihey provide, to create dynamic
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service configurations with limited human interientin the presence of capability
differences. Through simulation, we have shown éFectiveness of our method in
achieving optimal composition paths for capabilitgconciliation without the
unnecessary depletion of node resources.

Up to this point we have mainly considered the tiweaof the best possible virtual
device at the time of need. In terms of post coeatassuming that a composed virtual
device will remain valid in a static form is inceat. As the network changes, the virtual
device should adapt to these changes in a manoeidprg minimal disruption to the
user and remain the best possible virtual devicthattime of need. In the following
Chapter, we address this issue.



Chapter 8

Automated Adaptation for Virtual

Device Composition

The virtual device concept enables services pravidg networked appliances in a
user’s vicinity to intelligently compose themselvies exploitation by the user. The
application of this concept should function in Higkdynamic environments occurring
throughout a user’s daily encounters. Assuming thabmposed virtual device is to
remain static in nature once generated is falsehawirtual device should gracefully
degrade and upgrade along with the conditions avialin the user's environment;
particularly, the current performance requiremagitthe network. Current schemes for
infrastructure-less virtual device composition andnagement do not consider such
adaptation. We present a network performance inleed QoS model and its application
for the graceful degradation and upgrade of virtdavices post-composition in

MANETS, and through simulation show its effectives@and efficiency.

8.1 Introduction

In Chapters 4-8 we addressed an open problem iewacy virtual devices, which is
how to allow for the automatic composition of degcand the services they provide, to

create dynamic service configurations with limitagnan intervention. To this end, we

127
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have derived a Service Overlay Network (SON) bagefihition of a virtual device
applied to an autonomous policy driven framework stual device management, in
addition to protocols and algorithms in achievirayide/service selection, composition,
and integration for the creation of a virtual devic

In an effort to cater to highly dynamic, mobile,dapervasive environments, our
work has focused on virtual devices composed ih@dnetwork environments. An ad
hoc network is composed of a collection of wireleedes whereby a portion or all may
be mobile. Moreover, a wireless network is dynafiycareated among such nodes
without aid from either infrastructure or adminaion. Hence, ad hoc networks can be
described as self-creating, self-organizing, antl-askministering; offering unique
benefits and versatility to the virtual device desh. However, ad hoc networks create
network environments whereby measurable attribsteh as bandwidth, delay, loss,
and jitter are highly likely to vary over time. Witthis in mind, a composed virtual
device should gracefully degrade and upgrade aliig the performance of the
network. Moreover, this should be provided with mmal interruption to the user.

Lacking from our current solutions, as well as mbBBANET-based composition
techniques, is consideration for such network-badetutes and respective adaptation.
In this Chapter, we consider the modification of existing virtual device composition
solution to include network attributes into thevéeg selection and composition process,
as well as an extension to account for post-contipasadaptation based on changing
network attributes. Specifically, the contributioat this Chapter are the design and
application of a network performance influenced Qa®del for the graceful
degradation and upgrade of virtual devices postpmmition. Moreover, through
simulation we examine the effectiveness and costioimodel.

The rest of this Chapter is organized as followecti®n 8.2 defines and applies a
new QoS model for automated adaptation and Seéti®mproduces and discusses our

simulation results. Section 8.4 gives our summary.
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Fig. 8.1. The three phases of composition illustrated wiieleded automated adaptation.

8.2 Automated Adaptation

Virtual device composition in our framework is tpeoduct of a three phase process
(illustrated in Figure 8.1) including broker arhtion, service discovery, and service
integration and executioBroker arbitration is the election of a node in the network
with adequate resources (e.g. processor, powed) lba act as a broker in the
composition process. The broker is responsible ifotiating and managing the

remaining two phasesservice discovery involves the discovery and selection of all
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necessary end services, i.e. MSSs and MSCs, wlathkfys the requirements of a
particular TCspec. The selection of services fonposition is based on the formation of
service composition candidates, or sets of atonscodgered services satisfying the
requirements of a particular TCspec. These compaositandidates represent all the
possible composition permutations available in dser’s vicinity, whereby the best
available composition candidate is selected for pmgition. ®rvice integration and
execution addresses the potential capability differencesy. (supported codecs,
resolutions, bandwidth requirements, etc.) occgrrbetween MSSs and MSCs by
discovering and integrating MSPs providing mediacpssing functionality potentially
requiring the splitting or joining of media. Thesudt of this phase is a dynamic policy
driven Service Overlay Network (SON) providing ardgo-end media delivery path to
form a multimodal multi-device environment (i.ertual device).

As previously mentioned, ad hoc networks are kndamtheir highly dynamic
nature. Assuming that a composed virtual devicé mgihain valid in a static form is
incorrect. As the network changes, the virtual deshould adapt to these changes in a
manner providing minimal disruption to the user. the following we utilize the
measurable performance metrics of bandwidth, détesg, and jitter to develop a QoS
model enabling the formed virtual device to flextwihe performance variations of the
network, through a process we refer to as automedagtation adding a fourth phase to
our framework (Figure 8.1).

Although, the process of adaptation begins after ithtial creation of a virtual
device, preparation for adaptation begins withia domposition process itself. In our
previous work, we developed two approaches to leanick broker arbitration and
service discovery phases [Ch. 5 and 6] and oneoapprfor handling the service
integration and execution phase [Ch. 7]. At thethefathese approaches is a QoS model
considering the imperative requirements of theuairtdevice concept, which consists of
being aware of the user’s continuously changingrenment, immediately recognizing
the expectations of the user, and instantiatingraice with respect to the user’s given
circumstance. However, missing from this QoS madethe consideration for the

current network performance and potential changeetwork performance.
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8.2.1 Networ k Performance I nfluenced QoS M odel

Our current QoS model identifies the degree of mdtetween potential compositions
and the requirements of a user’s task (includingise constraints satisfying both task
requirements and user preferences) and the qugaldaied capabilities of service
composition, taking into account the current statd availability of each service taking
part in the composition. We now modify this model dlso identify the necessary
spectrum of tolerance in terms of bandwidth (BW8lag (D), loss (L), and jitter (J) that
a particular composition can accept. Given sucbrimétion, potential compositions,
referred to as service composition candidates ($CEm be further classified by
respective performance requirements. We formaltyesent this function &30S, PR],

representing the maximum QoS among all service ositipn candidates, satisfying the

performance requiremeRR where,

QoS PR] = Max(QoSscc)[ PR, (A1)
PRscc = PR(OS [0 SCC,Max(BW), Min(L),Min(D),Min(J)), (A2)
QoSscec = Aw E\th,u CEmtj(dj,dj,tcspec), (A3)
J
PRs = PR(S, BW,,Li,Di, Ji), A4)
Aw = Min(Aws) , and Ab)
Aws = detavail (STs, Ps,Qs,...). qA

Using a similarity functionSm we are able to classify, in terms of qualities and
capabilities, similarities between services in asp€ and those available in the user’s
environment. Moreoverdmy; is a precise similarity function for a specifiongee or
service propertg; of typeT;. The output of the similarity function is a norimad value
between [0,1], taking into deliberation both pastiand negative discrepancies from a
precise match, where the nearer the value is thel higher the degree of match. In
shaping the amount of relevance given to a padicsérvice or service property type,
each iteration of the summation is affected by er-gpecific or default weight\; ,,
representing the quantity of weight given to aipatar service or service property type.
Applied to the summation as a whole is a secondjhted, symbolizing the service

availability of the potential service compositi@g, is attained by computing the service
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availability A,s for each service implicated in the potential cosipon, and computing
the minimum (i.e. Equation (A5)). The calculatiohAys is founded on various factors
including the current state of the servigR, the usage policy of the servi€g queue
information Qs regarding other users waiting for the service, aftiter information
relevant to service availability (i.e. Equation ()6 Every service&§s has a performance
requirement formed as a bourPRg representing the minimum bandwidth and
maximum loss, delay, and jitter it is able to tater (Equation (A4)). The performance
requirement of a particuleé8CC can be computed by adopting the maximBw and

minimumL, D, andJ values across all services involved in 8@C (Equation (A2)).

8.2.2 Application of the M odel

Applying the preceding QoS model now assumes thahdvertised service contains
performance tolerance information, and that anytipdar node is able to obtain
periodic performance metrics from the network. Tigihg given, integrating the model
into a composition scheme leads to the generafiendynamic hash tabldT,q (shown
in Figure 8.2) whereby,
the values of the table represent discovered service compasdandidatesCC)
currently available in the user’s environment,
the keys of the table represent the current performanceireaentl of the network,
wherei = (BW, L, D, J), and thehash function H maps & to a particulaiSCC;,
such thaH=QoS,4[1].
The completeness ¢iT,q and the efficiency of obtaining T,y depends on whether a
push or pull method is being used in terms of service adventsg. A push method
involves nodes providing services continuously doasting service advertisement, and
hence pushing their services to nearby nodes. ntrast, a pull method involves a node
only advertising its services when a peer node shioterest, whereby the interested
node pulls the advertisement to itself. A push-basemposition technique leads to a
largely completeHT,4, such that a broker of a composition will continsly receive
notices of new or modified services. However, teshnique is inefficient as is leads to

the unnecessary depletion of node resources &teerlg and processing power), such
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Hash Table HTyq
N H SCCo
SCG

SCC2

SCCnir
Nii 4" SCCn

Fig. 8.2. Mapping network performance requirements to sere@mposition candidates.

that service advertisements are received whetheirede or not. A pull based
composition is more efficient in obtainimgl,q, such that the broker only filldT,4 with
services it is explicitly interested in at the marmeHowever, this directly results in an
incomplete HT,4, whereby after initial composition, unlike the pugechnique, the
broker becomes unaware of the appearance of nemodifications of existing services
in the network. This in turn requires additionalrwdo be done, or even complete re-
composition, in the presence of necessary adaptafierefore, a tradeoff exists.

In an effort to move away from broadcast-heavy cositpn techniques our current
virtual device composition solution, VD-distCSP (O8), utilizes a pull technique,
whereby we model and solve the virtual device moblas adistributed constraint
satisfaction problem (distCSP) [116]. We now modify the problem such theD-
DistCSP= (X, D,C) where:

X ={Xi}(i =1...,n; Xi O D). X; is a variable corresponding to the set of services

being provided by nodeto satisfy a particular task.

D ={Di}(i ={1.....n}). D is a set ofh domains of values, such that B the service
option domain of X
. Cis the set of constraints of the problem, whichmgv modify from our previous
solution to include consideration for our newlyidetl QoS model. We can formulate
C as follows:
O,j xinx ={}i,jo{1.n}iz]j (B1)
O UXi={S (B2)
PR{S,B,L,D,J)= 1 (B3)



CHAPTER 8. VIRTUAL DEVICE ADAPTATION 134

{S = Max(QoSseq B4)
Sis a set of services equivalent to kltequired servicesl, j ={1,....k}, where each

service corresponds to a particular task requirémelcy of a TCspec. Constraint (B1)
guarantees that at most one node provides angplartiservice. Constraint (B2) ensures
that all required services have been assigned.t2ams(B3) is added to ensure that the
performance requirements of the composed serveeenare constrained than or equal to
that of the current performance requiremeénof the network, and constraint (B4)
enforces the fact that the chosen servic&sethat maximizing Qog [/].

In our current solution, as a task becomes activatea user’s device, the respective
node sends out\artual device request (VDrequest) message into the user’s immediate
vicinity, using a bounded broadcast. A VDrequesitams the task’s TCspec, which is
used by a receiving node to decide whether or noan contribute a service towards
achieving task requirements. Given our new QoS m@drode able to contribute to a
task also implies it's ability to meet the currgmgrformance requiremerit of the
network. Such nodes sendviatual device reply (VDreply) message to the VDrequest
initiator. The VDrequest initiator utilizes theseplies to compute aandidate table
containing the addresses and unique identifiersalbfresponding nodes and then
proceeds to disseminate the table to all nodegifahin the table. Unlike our previous
solution, the candidate table now only containsesodble to meet the restrictions
imposed byi. Together these nodes execute the virtual devasktlacking (VD-
Btracking) algorithm, which is based on the tramhal asynchronous bactracking
algorithm for solving distCSPs [116]. The result which, is a single service
composition candidate maximizing Q@R]. Additional details regarding the VD-
Btracking algorithm can be found in.

Although our previous results showed the efficiermnd low cost of forming a
virtual device using our DistCSP-based solutiomgs pull method over a broadcast-
based push method such as that of Chakralebrgy}. [65], our results did not consider
post-composition adaptation. As previously mentthneur DistCSP being a pull
technique implies that should network conditions lomger satisfy the service
composition initially selected, additional work imileed to be done. In this case, as the

broker periodically monitors network conditions,osld a4 occur that the composed
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virtual device cannot satisfy, or shouldallow for a service upgrade, a new virtual
device request will need to be sent out into ther’ssvicinity forming a new candidate
table and triggering another iteration of the VDa8king algorithm. This essentially
involves the re-composition of the virtual devicegimning at the service discovery
phase.

In the following Section we analyze whether the iaoldal work needed for
adaptation, when using a pull-based technique lstillis to a more efficient and cost-

effective solution than utilizing a resource hebvgadcast-based push technique.

8.3 Simulation Results and Analysis

This section evaluates the performance of our VBXDGEP protocol, using a pull
method for composition, for different composite ddrs in varying service densities,
mobility, and topologies. We compare our resultghtose of D. Chakrabortgt. al.’s
Distributed Service Composition protocol (DSC) [6%]sing a push method for
composition and discussed in Section 8.2, whichmealify to include our network
performance influenced QoS mod@S[ PR] .

8.3.1 Simulation Parametersand Metrics

We construct a MANET and implement the VD-DistCSfl &#SC protocols using J-
SIM [120], a well recognized simulation environmelnt an attempt to simulate a home
environment, we employ an area of 30x30m enclo&Bgrodes with a transmission
range of 30m. A random-way-point mobility modebhdopted with a minimum speed of
1m/s, a maximum speed of 3m/s, and a 5s stoppage All broadcasts are constrained
to a strict bounded hop count of 1, and the DS@celdvertising intervals are set to 5s.
Our simulations are constructed to mirror a motiégice entering a home environment
and forming a virtual device, followed by 100 siemald changes in the network
performance metrics of bandwidth, delay, loss, attdr forcing the formed virtual
device to make 100 respective and consecutive aiiaps. The simulation is repeated

for composite lengths 3, 5, and 7, and serviceitiea20-100%. We define service
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Duration 100 requests over 24 hour period
Space(x,y) 30x30 m
Transmission range 30m
No. of nodes 25
Advertisement interval 5 sec
(DSC)
Advertisement lifetime 7 sec
(DSC)
Control hop count 1
- Random-way-point model with a minimum speed of 1m/s
Mobility . )
a maximum speed of 3m/s, and a 5s stoppage time
Initial topology Grid topology with nodes equally spaced out in)Xx,y
Composite lengths 3,5,and 7
Service density 20 to 100%

Table 8.1. Simulation parameter summary.

density as the percentage of nodes containing btleeatomic services required in the

composition. Identified in each simulation is thehi@ved QoS as a percentage of the
best QoS currently available based on network pmidace, and the amount of time and
number of messages consumed in the process ofatidapt

8.3.2 Simulation Analysis

From Figure 8.3, results indicate that both VD-DSP and DSC are able to
continuously discover the optimal composition adéph (i.e. lines overlap at 100%)
for varying service densities and composition laegtThis is expected as the two
protocols are using identical QoS models. The diffiees in the protocols are visible in
terms of the cost accrued in achieving adaptation.

Taken as an average per single adaptation, the emuofbmessages used by VD-
DistCSP (Figure 8.4) is considerably lower thart tfaDSC, using an average of 89%
fewer messages. However, an average compositioa tletrease by DSC of 3.05
seconds is present when compared to VD-DistCSRi(&i8.5), such that DSC holds at
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Effect of Service Density on QoS (Adaptation)
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Fig. 8.3. QoS with respect to service density for compositengths 3, 5, 7.

Effect of Service Density on Number of Messages Used (Adaptation)
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Fig. 8.4. Number of messages consumed with respect to sedeigsity for composition
lengths 3, 5, 7.
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Effect of Service Density on Composition Time (Adaptation)
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Fig. 8.5. Adaptation time with respect to service densitydomposition lengths 3, 5, 7.

about 0.15 seconds for all service densities amdposition lengths shown in Figure
8.5. The results show a visual example of the tHdbat exist between the push and
pull methods. As DSC utilizes a push method, tledkdar responsible for composition is
continuously and periodically receiving service adigements from service providing
nodes in the vicinity, the result of which can leers in Figure 8.4 such that the higher
the service density, i.e. the more advertising sptlee higher the number of messages
used. The benefits of this technique are clearlyraged in Figure 8.5, such that, using
DSC, the broker'#iT,qis highly complete, hardly requiring any time dttalinitiate the
optimal adaptation of the virtual device. In costrahe time required for VD-DistCSP
to adapt is directly relative to service densityl @momposition length, whereby as the
performance metrics of the network change, re-caitipo is necessary in order for the
broker to acquire sufficient information to initaiee optimal adaptation. This is also
visible in Figure 8.4, whereby, using a pull methtlde process of composition is
significantly more efficient than DSC, not requgirtontinuous and periodic service

advertisements.
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From our results, as well as those presented in6CWe find that our VD-DistCSP
protocol would benefit from small amounts of puskedvice advertisements. That is to
say that a hybrid push/pull technique would potdlytioffer better results. Such a
technique could involve the single broadcast ofiiseradvertisements, as opposed to
continuous periodic broadcasts, when a servicatisduced, modified, or about to be
deleted from the environment. This would allow threker to keep a more complete
HT.,g minimizing the frequency of necessary re-compasjtiwithout inducing heaving
amounts of resource loss. Moreover, this wouldvaltbe protocol to better react to
scalability and mobility.

As the mechanisms for discovering services in BAIRDIStCSP and DSC remain
unchanged, results in terms of scalability and titgbremain identical to those

presented in Chapter 6.

8.4 Summary

In this Chapter, we have presented a network pedace influenced QoS model for the
graceful degradation and upgrade of a virtual deyiost-composition. In doing so, we
pointed out the issues missing from current scheasesell as our own previous work,
and moreover, presented the application of the newdel into our distCSP-based
approach for virtual device composition. Identifiaddiscussion and through simulation,
were set-backs of the technique with respect tohpasd pull based service

advertisement schemes.



Chapter 9

Conclusions and Future Resear ch

Directions

This Chapter identifies contributed research wonkl aiscusses planned and future
directions. The Chapter is organized as followsctiSe 7.1 provides a summary of
conducted research contributions in the area o&mhyo composition and management
of virtual devices for ad hoc multimedia servicdivdy. A summary of future research
directions is then provided in Section 7.2.

9.1 Thesis Contributions

The focus of the dissertation research has beenddwelopment of a dynamic
composition and management scheme for virtual ésvigs the virtual device is not yet
well defined in research literature, the first stegards this focus included a thorough
literature study of media service delivery and ¥aeious aspects of the virtual device.
More precisely, we aimed to address two questiahsit are the requirements of virtual
device composition and management, and why idficdlit to satisfy these requirements
with current approaches? The result of this phaseldeen a state-of-the-art survey of
major research directions and efforts in the ardasedia delivery, service oriented

pervasive computing, service discovery, and serwoenposition. Based on the

140
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identified limitations of current research worknavel framework for the autonomous

management of virtual devices has been designethelriollowing, a summary of the

main contributions of our research work is given.

A novel SON-based definition of a virtual devicephgd to an autonomous policy
driven framework for virtual device management fedras a hierarchical structure
of distributed elements, including autonomic eletagall working towards the self-
management of virtual devices. This includes theadyic discovery, selection, and
composition of multimodal multi-device services Bt in a user's changing
environment, whereby the fusing of multimodal mdkivice services lies in the
self-configuration of service overlay networks.

A distributed broker-based service composition gurol tailored for virtual device
composition, where the elected broker is not oapurce rich and located in a high
service density region, but located in a regionvgliag the greatest opportunity for
discovering services providing the highest degrfematch with regards to a user’s
desired task. Moreover, infused into the protosolai means of identifying the
variation of similarity between two services of tlsame type, the current
availability of each service, and how importanttswariation and availability is to
the user, for a service composition that formsktest possible virtual device at the
time of need. Simulation results demonstrated ffexztveness of the extension and
low cost, in terms of increased amounts of messagdsomposition time, imposed
for added functionality.

A distributed constraint satisfaction problem (@SP) model for task-based,
guality-of-service aware, virtual device compositim MANETs, and a virtual
device distCSP protocol utilizing an asynchronoaskiracking-based algorithm for
solving the respective distCSP. Simulation resshisw the effectiveness of our
method in performing virtual device compositionhaitit the use of broadcast-based
service advertisements, whereby works relying agtaliery mechanisms largely
based on constant periodic service advertisingdoyrolled broadcast unnecessarily
deplete node resources (i.e. battery and procepsingr).

An extension to the distCSP model for capabilityoreciliation in MANETs and a

respective protocol utilizing an asynchronous baaking-based algorithm for
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solving the particular distCSP, for capability rectiation in MANETSs. Capability
reconciliation is a requirement such that the dyisaand ad hoc nature of the
discovery and composition of such devices and éneices they provide inevitably
leads to capability differences, whereby the inplua service B is not compatible
with the output of a service A; A and B needindpeocomposed. Simulation results
show the effectiveness and efficiency of the sohuti

* A design and application of a network performandtuenced QoS model for the
graceful degradation and upgrade of virtual devipest-composition, such that
assuming that a composed virtual device is to rergiatic in nature once generated
is false, as the virtual device should gracefuldgihde and upgrade along with the
conditions available in the user’'s environmenttipatarly, the current performance
requirements of the network. Simulation resultsvshioe effectiveness and cost of

our model.

9.2 Future Resear ch Directions

The following provides the main focus of our futwesearch work, which is based on:

* The continued investigation of autonomous policgdzhmanagement as a means of
constructing and maintaining virtual devices;

* Increased experimentation using multiple Media BenClients in the capability
reconciliation process;

* The development of a hybrid push/pull service atisement mechanism;

» The investigation of a moving virtual device; and,

* Further fulfillment of autonomic properties.

The following Section discusses in further detadlde proposed research directions.

9.2.1 Automated Policy Management for SON-based Virtual Devices

Introduced in Chapter 3 was an autonomous poliosedrframework for virtual device

management. Although a significant amount of redelas been carried out in the area
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of policy-based management [123-125], existing népres mainly focus on the
defining of priori policy configurations to managetwork devices. Such approaches
lead policies to be static in nature and do noérced the dynamic nature of the virtual
device nor the “zero touch” user aspect. Therefweeinvestigate the design of a virtual
device specific hierarchical policy model usedanilitating the mapping of higher level
abstract user/application policies into lower lewdljectives used in virtual device
configuration, and management. Given sets of caiméf; objectives, and sets of
possible actions to be taken, decisions for paticstomizations are taken at runtime. By
integrating autonomic overlays as a means of mddiaery management as well as
dynamic policy creation, we begin to examine Qo&/ioning from more of a network
level perspective, whereby QoS now goes beyondodstg and composing
appropriate services in the user's environment, ibciudes network level objectives
such as delay, throughput, and error rates. In th&ner overlay networks self
configure and adapt to ensure the satisfactiondefjaate QoS for the lifetime of the
virtual device. Achieving such an end requiresithestigation of autonomous overlay

management driven by dynamic policy creation.

9.2.2 Multiple Media Service Clients

Experiments conducted in Chapter 7 were limiteccapability reconciliation with a
single MSC. Handling multiple MSCs can be dealthwit a similar fashion, whereby
eachcomPathnow holds a unique identifier, such that when #n p& split into two or
more separate sub-paths each sub-path retaingdémsfier. Moreover, included with
the sub-path is the pre-sphfurent Value, wherebyiora is the sum of th@sup-pahsadded

to fpre-spiit. EaCh node completing the composition of a sub-atesponsible for finding
the minimumpsup-path@nd the highest priority node completing the contmrsof a sub-
path is responsible for representing the ovetalnPathin the negotiation process.
Further experimentation should be conducted totifyetie strengths and weaknesses of
such an approach. Moreover, such work should bebowd with the further

investigation of policy management.
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9.2.3 Hybrid Push/Pull Service Advertisement

From results displayed in Chapter 6 and 8 we fotihad our VD-DistCSP protocol
would benefit from small amounts of pushed senadgertisements. As is, the VD-
DistCSP protocol is best suited for personal netwgpe environments, such as the
home or office. Chapter 6 pointed out scalabilggues that are not part of such an
environmental scope, but that should be addresead the less. Moreover, results in
Chapter 8 showed that post-composition adaptattorcanstrained by the lack of
continuous real time knowledge provided by pushetlaservice advertisements. As a
result, it can be concluded that a push/pull tegpinmiwould potentially offer better
results. Such a technique could involve the sibgtadcast of service advertisements, as
opposed to continuous periodic broadcasts, wheenacs is introduced, modified, or
about to be deleted from the environment. This @oallow the broker to stay

knowledgeable without inducing heaving amountsesburce loss.

9.2.4 A Moving Virtual Device

Although the solutions provided in this thesis aggdor the movement of nodes within
a user’s proximity, not considered was the moveroétie virtual device itself. Further
research is required accounting for a scenario elfdyea user composes a virtual device
within one environment, and then proceeds to matebthe environment into another.
It is a reasonable assumption that some comporténtise composed virtual device
would move with the user, but not all. Therefonatter services satisfying the virtual
device may need to be discovered and a hand-offeproe identified, which includes

the potential hand-off between two or more brokers.

9.2.5 Autonomic Properties

Chapter 1 provides an outline of our architectuostaining autonomic elements
contributing the attributes necessary for self-ng@n@ent. However, the solution
presented in this thesis does not provide all ttiebates of autonomic computing,
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which are self-configuration, self-optimization,lfdeealing, and self-protection [98]
[114]. The self-protection property implies theteys’s ability to adapt to a dynamically
changing environment; self-optimization allows &tsyn to tune resources and balance
workload to maximize their use; self-healing is #wlity to discover, diagnose, and act
to prevent disruptions; and, self-protection ensblihe anticipation, detection,
identification, and protection against attacks. &gp of self-configuration and self-
optimization were provided in this thesis; howevaspects of self-healing and self-
protection, such as dealing with non-compliant atioous nodes and services were not.

Further research should be undertaken to accouthidse remaining properties.
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